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Preface

This preface introduces information sources that can help you use the application and this guide.

Using Oracle Applications

To find guides for Oracle Applications, go to the Oracle Help Center at http://docs.oracle.com/.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website.

Contacting Oracle

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support. For
information, visit My Oracle Support or visit Accessible Oracle Support if you are hearing impaired.

Comments and Suggestions

Please give us feedback about Oracle Applications Help and guides! You can send an email to:
oracle_fusion_applications_help_ww_grp@oracle.com.

ORACLE
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1 What’s New in This Release

What's New in Siebel Installation Guide, Siebel CRM 22.7
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 22.7.

Note: For the purposes of this documentation, the current release is Siebel CRM 22.7. (In this guide,
the terms Siebel CRM 22.x and Siebel CRM 22.x Update mean the same thing.)

this case, use the latest available installation guide for your subsequent Siebel CRM 22.x release and

Note: This guide might not be updated in every subsequent monthly release of Siebel CRM 22.x. In
substitute your version number as appropriate.

About the Migration Package Location Modified topic. The Siebel Application Interface owner account must have read-write access to the
Siebel File System and the Migration Package Location.

What’s New in Siebel Installation Guide, Siebel CRM 22.6
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 22.6.

What’s New in Siebel Installation Guide, Siebel CRM 22.5
Update

The following information lists the changes in this revision of the documentation to support this release of the software.
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Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 22.5.

What's New in Siebel Installation Guide, Siebel CRM 22.4
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 22.4.

What's New in Siebel Installation Guide, Siebel CRM 22.3
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM' Modified topic. Updated topics for Siebel CRM 22.3.

What’s New in Siebel Installation Guide, Siebel CRM 22.2
Update

The following information lists the changes in this revision of the documentation to support this release of the software.
Topic Description
Installation-Related Changes in Siebel CRM ' Modified topic. Updated topics for Siebel CRM 22.2.

Reviewing the Installation Directories Modified topics. Updated information about Siebel CRM directories for UNIX.
for Siebel Enterprise Components (and
following topics)
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Topic Description

What’s New in Siebel Installation Guide, Siebel CRM 221
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 22.1.

What's New in Siebel Installation Guide, Siebel CRM 2112
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM ' Modified topic. Updated topics for Siebel CRM 21.12.

Configuration Settings for a Siebel Modified topic. As of Siebel CRM 2112, for the OAuth authentication type for REST inbound
Application Interface Profile authentication, the Client Id and Client Secret settings are new, and the Authentication URL setting has
been renamed to be Introspection URL. For more information, see Siebel REST API Guide .

Multiple topics (modified) Modified and removed topics. Siebel Enterprise Cache is no longer supported for Siebel Product

Configurator (same as with Siebel Constraint Engine) and is not installed or updated by the new
Configuring Siebel Enterprise Cache installer. Configuration options for Enterprise Cache have been removed from Siebel Management
(removed) Console.

What's New in Siebel Installation Guide, Siebel CRM 21.11
Update

The following information lists the changes in this revision of the documentation to support this release of the software.
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Topic Description

Installation-Related Changes in Siebel CRM' Modified topic. Updated topics for Siebel CRM 21.11.

Installing Siebel CRM in an Update Modified topic. In some update installation cases, you must update Siebel Application Interface before
Installation you update the other installed modules.

General Requirements for Installing
and Configuring the Siebel Application
Interface

What's New in Siebel Installation Guide, Siebel CRM 2110
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 21.10.

What's New in Siebel Installation Guide, Siebel CRM 21.9
Update

The following information lists the changes in this revision of the documentation to support this release of the software.
Topic Description
Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 219.

Configuring Siebel CRM Using Silent Mode = Modified topic. Added an example of modifying the GatewaySecurityProfile.json file for database
authentication.

Guidelines for Optimizing Oracle Parallel New topic. As of Siebel CRM 21.3, a new Siebel component parameter, Oracle Degree of Parallelism
Queries for Siebel Web Tools (alias OraDegreeOfParallelism), has been added, which allows setting the degree of parallelism for
Siebel Web Tools or Siebel Tools when used with an Oracle Database.
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What’s New in Siebel Installation Guide, Siebel CRM 21.8
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 21.8.

What’s New in Siebel Installation Guide, Siebel CRM 21.7
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 21.7.

Installation-Related Changes in Siebel CRM ' Modified topic. Removed the incorrect statement that it is not necessary to include the non-ENU
safeboot media in the Siebel image for subsequent installations of later releases. Supporting any non-
ENU language requires that this media be part of the Siebel image before you install any Siebel CRM

release.
Installing Siebel CRM in an Update Modified topics. It is strongly recommended to back up the Siebel Gateway registry before installing
Installation Siebel CRM as an update installation.
Restoring a Prior Installation and After installing Siebel CRM, if you decide to roll back the installation and restore your prior release,
Configuration then, as part of this task, you can use this backup to restore the Siebel Gateway registry to its prior
state.

Performing an Installation in Silent Mode Modified topic. The commands for performing silent installations have been updated to include the
required flags for specifying the database table owner and database user password.

Creating the Siebel Service Owner Account = Modified topic. The Siebel service owner account name must not exceed 30 characters in length,
including domain information..
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What's New in Siebel Installation Guide, Siebel CRM 21.6

Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic

Installation-Related Changes in Siebel CRM

Installing Siebel CRM in an Update
Installation

Restoring a Prior Installation and
Configuration

About the Migration Package Location

Creating the Siebel Service Owner Account

Managing Environment Variables on UNIX

Configuring the Common Logger for Siebel
Application Interface

Description

Modified topic. Updated topics for Siebel CRM 21.6.

Modified topics. It is strongly recommended to back up the Siebel database before installing Siebel
CRM as an update installation (in which the installer runs PostinstallDBSetup).

After installing Siebel CRM, if you decide to roll back the installation and restore your prior release,

then, as part of this task, you can use this backup to restore the Siebel database to its prior state.

Modified topics. The Siebel service owner account must have read-write access to the Siebel File
System and the Migration Package Location.

Modified topic. Added mention of the RESOLV_MULTI environment variable, which is required for
Enterprise deployment on Linux.

Modified topic. Moved most of the information in this topic into Siebel System Monitoring and
Diagnostics Guide .

What's New in Siebel Installation Guide, Siebel CRM 21.5

Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic

Installation-Related Changes in Siebel CRM

Installation-Related Changes in Siebel CRM

Installing Siebel CRM in a New Installation

ORACLE

Description

Modified topic. Updated topics for Siebel CRM 21.5.

Modified topic. Removed the incorrect statement that U.S. English (ENU) is always installed.

Modified topic.

Updated the new installation procedure to include the Application Context Name field, which is part of
the Application Interface Authentication screen, as of Siebel CRM 21.2.
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Topic

Customizing URLs for Siebel CRM
Applications

Restoring a Prior Installation and
Configuration

Chapter 1
What's New in This Release

Description
Updated the new installation procedure to include installing and configuring Developer Web Client,
which is supported by the Siebel CRM installer as of Siebel CRM 21.5.

Modified topic. Updated procedure to accommodate product changes related to the new installer in
Siebel CRM 21.2 and later.

Modified topic. Provided more specific steps for restoring a prior installation that does not use the new
installer (Siebel CRM 211 or earlier).

What's New in Siebel Installation Guide, Siebel CRM 21.4

Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic

Installation-Related Changes in Siebel CRM

Installation-Related Changes in Siebel CRM
About the Siebel Network Image

Installing Siebel CRM in a New Installation
Installing Siebel CRM in a Migration

Installation

About Database Updates for Siebel CRM

Reviewing the Installation Directories for
Siebel Gateway

ORACLE

Description

Modified topic. Updated topics for Siebel CRM 21.4.

Modified topic. Updated information about installing Oracle Database Client for Siebel Web Client or for
Siebel Server.

Modified topics. As of Siebel CRM 21.4, for Siebel Application Interface new and migration installations,
the default port number for HTTP Connection Port changed from 8080 to 80.

Modified topic. Updated information about the PostInstallDBSetup utility. As of Siebel CRM 21.4, a
menu is provided to specify options for running the utility.

Modified topic. As of Siebel CRM 21.4, an updated version of Apache ZooKeeper is provided for the
Siebel Gateway registry. After installation of Siebel CRM 21.4 or later, note the following changes in the
Siebel Gateway installation, located in SIEBEL_ROOT\gtwysrvr:

- The zookeeper directory has been renamed as the registry directory.

- The zool.cfg file has been renamed as the registry.cfg file. This file, formerly located in the
zookeeper\conf directory, is now located in registry\conf.

- The version-2 directory, formerly located in the zookeeper directory, is now located in

registry\conf.

Note: The change to a new version of ZooKeeper does not require any customer backup or restore
steps. Do not restore a backup of the Siebel Gateway registry from the prior version of ZooKeeper
into the new version.

For more information, see Siebel System Administration Guide .
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Topic Description

What's New in Siebel Installation Guide, Siebel CRM 21.3
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM  Modified topic. Updated topics for Siebel CRM 21.3.

Configuration Settings for a Siebel Modified topic. As of Siebel CRM 21.3, the default value of the HTTP 11-Compliant Firewall / Enable
Application Interface Profile Web Compression setting has changed to be enabled by default. This setting applies only to dynamic
content.

About Database Updates for Siebel CRM Modified topic. Updated information about the RepositoryUpgrade utility. As of Siebel CRM 21.3,
PostInstallDBSetup no longer runs RepositoryUpgrade.

Compressing Static Content for Siebel New topic. You can now specify HTML compression for static content for Siebel Application Interface.
Application Interface

Load Balancing Siebel Application New topic. Moved topic here from Siebel REST API Guide .
Interface by Configuring the
workers.properties File

What's New in Siebel Installation Guide, Siebel CRM 21.2
Update

The following information lists the changes in this revision of the documentation to support this release of the software.

Topic Description

Installation-Related Changes in Siebel CRM ' Modified topic. Updated topics for Siebel CRM 21.2.
This guide describes using the new Siebel CRM installer, which is new as of Siebel CRM 21.2. This
installer replaces the installers that were provided for prior releases. For new or migration installation
cases, you no longer need to install or migrate a base release of a previous version.

This new guide replaces the guides that were provided for Siebel CRM 211 or earlier and provides the
relevant information that applies to all supported operating systems and RDBMS platforms.
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Topic Description

Additional Information

For additional information about Siebel CRM releases, see Siebel CRM Update Guide and Release Notes on My Oracle
Support, 23824351 (Article ID), for each applicable release.

The system requirements and supported platform certifications (including third-party products, supported operating
systems, RDBMS platforms, and so on) are available from the Certifications tab on My Oracle Support. For more
information, see 1492194 (Article ID) on My Oracle Support. For the Certifications tab, see: https://support.oracle.com

Siebel CRM makes extensive use of application containers. For detailed information about the configuration and
administration of an application container outside of the Siebel configuration framework, see Apache Tomcat
documentation. See also Stopping and Starting the Siebel Application Container and Customizing the Application
Container for Siebel Application Interface.

Note: For information about features and product changes in recent Siebel CRM releases (Siebel CRM 18.x and later),
see prior versions of Siebel Installation Guide . Prior to Siebel CRM 21.2, two guides were provided: Siebel Installation
Guide for Microsoft Windows and Siebel Installation Guide for UNIX , the final versions of which are versioned for
Siebel CRM 21.1. Some information in the previous guides, including what's new information since Siebel CRM 17.0, is
still valid but is omitted from the new guide. Refer to prior document versions as needed.

Note: The terms drag and drag... and drop are used in this guide to describe how to move items from one place to
another on the Ul using a mouse or similar device. You move an item by first selecting the item and (with the mouse
button depressed) then moving the item elsewhere on the Ul (where you release the mouse button).
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2 Overview of Installing Siebel CRM

Overview of Installing Siebel CRM

This chapter provides an overview of installing Siebel CRM. It includes the following topics:

« Installation-Related Changes in Siebel CRM

- Before You Install Siebel CRM

- General Guidelines for Installing Siebel CRM

« Overview of Siebel CRM Server Architecture

« Roadmap: Installing Siebel CRM for a New Deployment

« Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or Later)

« Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or
Earlier)

« Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

Installation-Related Changes for Siebel CRM

Siebel Installation Guide describes Siebel CRM product changes and requirements that affect your installation tasks and
the overall flow of these tasks. See also references in What's New in Siebel Installation Guide, Siebel CRM 21.2 Update
and subsequent what'’s new topics.

Documentation Is for Siebel CRM 22.x

This guide describes using the Siebel CRM installer that was first provided in Siebel CRM 21.2. Although most of the
information in this topic is about installation-related changes as of Siebel CRM 21.2, this guide is for installing the Siebel
CRM software for Siebel CRM 22.x. In this guide, references to Siebel CRM 22.x or Siebel CRM generally indicate the
current release, which is Siebel CRM 22.7. (Siebel CRM 22.x releases are sometimes called Siebel CRM 22.x Update. These
terms mean the same thing.)

Siebel CRM 22.x releases include all of the functionality from prior Siebel CRM releases. All Siebel CRM releases contain
bug fixes and binary enhancements. This guide will be updated again if the deployment requirements change for later
Siebel CRM releases. For information about the Siebel CRM continuous update deployment strategy, see 23780341
(Article ID) on My Oracle Support.

Installation Cases

Note the characteristics of the installation cases supported by this installer. More information is provided later in this
topic. Some of the previously documented installation requirements have changed. For new or migration installation
cases, you no longer need to install or migrate a base release of a previous version. Existing requirements still apply

n
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for installing or upgrading the Siebel database, running Siebel Management Console, and so on. Roadmap topics are
provided to guide your actions in each of the installation cases.

New installation. For a new installation, you install Siebel CRM directly. See Roadmap: Installing Siebel CRM for
a New Deployment.

Update installation for existing installation of Siebel CRM 17.x or later. If you have an existing installation of
Siebel CRM 17.x or later, then you install the current release of Siebel CRM to update your existing installation.
See Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or
Later).

Migration installation for existing installation of Siebel CRM 16.x or earlier. If you have an existing
installation of a release prior to Siebel CRM 17.0 (Siebel CRM 8.1.1 or 8.2.2 through 16.x), then you can install
Siebel CRM as a migration installation. Afterward, run Incremental Repository Merge (IRM). See Roadmap:
Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or Earlier).

Installation in an upgrade case. Where a full database upgrade must be performed, you can perform either
new or migration installations, before you perform the database upgrade tasks. See also Roadmap: Installing
Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade). In general, this roadmap assumes
that you are performing new installations.

In release media or software contexts showing the Siebel version number, the version is often represented as version
22.x, such as version 22.7 for Siebel CRM 22.7. When you install a subsequent Siebel CRM release, the version number of
the installed software increments to version 22.8, 22.9, and so on, according to the release installed.

Siebel Database Updates for Update Installations

When you install Siebel CRM to update an existing installation of Siebel CRM 17.x or later that includes Database
Configuration Utilities, after installation, the installer runs the Post Installation Database Update (PostinstallDBSetup)
utility on the Siebel database. PostInstallDBSetup runs several processes to ensure that the customer database schema,
manifest, and seed data are up to date for the current monthly update release. (Database Configuration Utilities is no
longer a selectable option for a new installation, but is always installed with Siebel Enterprise Components.) Where
applicable, you can also optionally run the RepositoryUpgrade utility to support new features since Siebel CRM 17.0.

See also the information later in this topic about the new database repository and ancestor database repository support
files. For more information about the Siebel database, see the following:

« About Database Updates for Siebel CRM and other relevant content in this guide.

- Siebel CRM Update Guide and Release Notes on My Oracle Support for the latest Siebel CRM release.

For supported Siebel database upgrade paths and instructions, see Siebel Database Upgrade Guide .

Product Media

Media packaging has been optimized and reorganized. You obtain the Siebel CRM product media as ZIP files that
require no special utility to prepare for use. Siebel Image Creator utility is no longer provided. For more information, see
Creating the Siebel Installation Image on the Network.

Media are reorganized relative to previous releases and include modules not previously part of Siebel CRM media or
installation. For example:

For all installation cases, only Siebel CRM 22.x media are required.

Media are consolidated for server and client modules (for Microsoft Windows).

No separate language media are provided, apart from the ZIP files for installing non-ENU safeboot files.
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Media for new database repository and ancestor database repository support files are provided for inclusion in
Siebel CRM server installations, where required for your deployment.

Media for Oracle Database SE2 are provided for inclusion in Siebel Web Client installations (for Siebel Mobile
Web Client).

Media for Oracle Database Client are provided for inclusion in Siebel Web Client installations (for Siebel Mobile
Web Client). You can also install Oracle Database Client separately for use with Developer Web Client or Siebel
Server, where applicable.

Installation Characteristics

Note the following installation characteristics for Siebel CRM:

Each installation of Siebel CRM contains a complete set of binary files. Installations of Siebel CRM no longer
require first creating or migrating a base installation using the installer for Siebel CRM 17.0.

- The installations that you perform are faster and in many cases can be performed in a single installation
session.

Installations require significantly less disk space. Duplication of language-related files and binary files across
multiple components has been reduced or eliminated. For example:

o (Windows) SIEBEL ROOT\gtwysrvr\bin, SIEBEL_ROOT\dbsrvr\bin, and SIEBEL ROOT\eaiconn\bin are NOW
symbolic links to SIEBEL ROOT\siebsrvr\bin.

o (UNIX) SIEBEL ROOT/gtwysrvr/lib, SIEBEL ROOT/dbsrvr/lib, and SIEBEL_ROOT/eaiconn/lib are NOW
symbolic links to sSIEBEL RoOT/siebsrvr/lib.

For all server installations (new, update, or migration installation cases), binaries for all Siebel Enterprise
components are included. Individual selections for Siebel Server, Siebel Gateway, Siebel Application Interface,
EAI Connector, Database Configuration Utilities, and other components have been removed, because these
modules or their equivalents are always installed for Siebel Enterprise Components. Siebel Management
Console configuration tasks are not affected by these installation changes. Newly added components are
available to be configured if you choose. You must keep track of the modules you are configuring and
deploying. Guidelines for nonproduction and production environments are provided here.

Some components could not be collocated in prior releases, but such limitations no longer apply and the
components are now installed together. Note, however, that if you collocate modules (that is, install and

deploy them together), you must consider various issues described in Siebel Deployment Planning Guide ,
including those related to the application container, which is shared when Siebel Server and Siebel Gateway are
collocated. Siebel Application Interface uses its own application container even where it is collocated with Siebel
Server or Siebel Gateway. Customers must consider such factors, among others, when planning their Siebel
CRM deployment topology and before installing and deploying Siebel CRM server modules.
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- Make installation selections that are consistent with your expected topologies or deployment environments,
based in part on your security requirements. See also the information about client installation later in this topic.
For example:

o Development or test environments (nonproduction). You can install Siebel Enterprise Components
and other modules, optionally including Siebel Web Client or Siebel Tools, or install only a subset of the
components selectable in the installer. Some selections are dependent on other selections.

o Production environments. Install Siebel Enterprise Components behind a firewall. You can also install
Siebel Web Client, separately from the server components.

Note: In a production environment, you install only components meant for user environments.
Different security requirements might apply for production versus nonproduction environments. Your
security requirements might also vary based on your intended deployment choices (for example, Siebel
Application Interface requirements might differ from those for Siebel Server).

- All modules that you install together in a new installation are collocated and use files and directories that exist
in the same file structure or are shared with other modules. If you want to keep new installations separate for
different modules, then you must install them into different locations.

- You can add components or languages to an existing installation of the same version, as follows:

o To add components to an existing installation of the same version, you start the Siebel CRM installer,
select the existing installation, proceed without selecting any languages, select one or more components
to add, and then complete this installation task.

o To add languages to an existing installation of the same version, you start the Siebel CRM installer, select
the existing installation, select any additional languages, and then complete this installation task.

- You can install multiple side-by-side instances of Siebel CRM software on the same computer or operating
system instance in separate installation directories. Where multiple instances are installed, when migrating,
updating, modifying, or uninstalling an installed instance, you must select the installation directory of the
instance to be migrated, updated, modified, or uninstalled.

Note: Asin prior releases, you can configure and use only one Siebel Gateway on each computer or
operating system instance, as noted in General Requirements for Installing and Configuring Siebel Enterprise
Components.

« The applicationcontainer directory has been replaced by two directories, as follows:
o applicationcontainer_external (for Siebel Application Interface)
o applicationcontainer internal (for all other Siebel Enterprise components)

Correspondingly, multiple Apache Tomcat services (for Windows) or processes (UNIX) are created on the same
installation, as needed. These changes are made automatically for updates from prior releases.

- In the Siebel Application Interface installation, Web artifacts for application configurations, which were formerly
located in applicationcontainer\webapps\siebel, NOW Map to applicationcontainer_external\siebelwebroot.
The siebelwebroot directory contains subdirectories such as 1ang (for each installed language, such as ENU
for U.S. English, FRA for French, and so on), files, fonts, htmltemplates, images, migration, scripts, and smec.

- You can optionally install new database repository and ancestor database repository support files, as follows:

o New Database Repository. For installations in a nonproduction environment (such as a development
environment), include the applicable media in the Siebel image, then install New Database Repository
with Siebel Enterprise Components. Unless an updated version is provided later, it will not be necessary
to include this media in subsequent Siebel CRM installations of later releases.
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o Ancestor Database Repository. For installations in a nonproduction environment (such as a
development environment), include the applicable media in the Siebel image, then install Ancestor
Database Repository with Siebel Enterprise Components. Install this option if you will perform upgrade
operations on the Siebel database. After upgrading, it will not be necessary to include this media in
subsequent Siebel CRM installations of later releases.

- Oracle Database Client is provided as part of the Siebel CRM product media. You must include the applicable
media in the Siebel installation image to be able to install it.

o Oracle Database Client is included as a required component when you install Siebel Mobile Web Client, to
support Oracle Database SE2.

o You can also install Oracle Database Client manually to use on Siebel Developer Web Client or Siebel
Server, to support connections to Oracle Database or LDAP authentication systems, where applicable.

Note: You can install and use only a single instance of Oracle Database Client on a given computer or
operating system instance. In a nonproduction environment, if you install Siebel CRM enterprise components
and Siebel Web Client together, then you can configure the Siebel Server to use the Oracle Database Client
that was included with Siebel Web Client. For all other deployment scenarios for Siebel Server, you must
install and configure Oracle Database Client manually, where it is required and not already installed. In
general, it is recommended to install Oracle Database Client manually outside of the Siebel CRM installation.

Once you have successfully installed and configured Oracle Database Client for a given Siebel CRM release,
unless an updated version of Oracle Database Client is provided later, it will not be necessary to include this
component in the Siebel CRM installation image or to install it for later releases.

- Siebel Constraint Engine (also known as Advanced Constraint Engine) is no longer supported for Siebel Product
Configurator and is not installed or updated by the new installer. Configuration options for Constraint Engine
have been removed from Siebel Management Console. Siebel Product Configurator uses the existing iLog
integration only. For more information about Siebel Product Configurator, see Siebel Product Administration
Guide .

- Siebel Enterprise Cache is no longer supported for Siebel Product Configurator and is not installed or updated
by the new installer. Configuration options for Enterprise Cache have been removed from Siebel Management
Console.

Client Installation

Note the following client installation characteristics for Siebel CRM:

- Asingle installer is now used for both server and client modules. Client modules (Siebel Web Client and Siebel
Tools) require the Windows-based installer for installation on Microsoft Windows.

For a nonproduction environment, you can install Siebel Web Client or Siebel Tools (on Microsoft Windows)
separately or collocated with Siebel Enterprise Components. All modules installed together are collocated in the
same installation. For a production environment, install Siebel Web Client or Siebel Tools separately from Siebel
Enterprise Components.

Note: If you install Siebel Web Client or Siebel Tools with Siebel Enterprise Components in a nonproduction
environment, then the files and directories for the client modules are created in the installation directory
alongside of those for the server modules, which are listed in Verifying Installation for Siebel CRM. If you want
to keep new installations separate for different modules, then you must install them into different locations.

- You can install and configure the Siebel Web Client for use as a Mobile Web Client. Oracle Database SE2 and
Oracle Database Client are installed with the Mobile Web Client for the local database, if they were not installed
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for a previous release. Where necessary, the installer shuts down Oracle Database XE (used for releases prior to
Siebel CRM 20.8), which can no longer be used and can be uninstalled later.

You must include the Oracle Database SE2 and Oracle Database Client media to be able to install and use the
Mobile Web Client. Unless updated versions are provided later, it will not be necessary to include the media in
subsequent Siebel CRM update installations of later releases.

Note: If you uninstall Mobile Web Client, then you can also uninstall Oracle Database SE2. Performing a full
uninstallation of Siebel Mobile Web Client or restoring a prior release does not uninstall Oracle Database
SE2. If you uninstall Siebel Mobile Web Client and also want to uninstall Oracle Database SE2, see the
documentation for this product on Oracle Help Center. See also Siebel Remote and Replication Manager
Administration Guide .

- You can install and configure the Siebel Web Client for use as a Developer Web Client.

Language Installation

Note the following language installation characteristics for Siebel CRM:

Language installation is more flexible than in previous releases. For Siebel Enterprise Components and

Siebel Web Client, you can optionally install other languages, in a new installation or later in an add-language
operation. Installing any non-ENU language requires that you have obtained the safeboot ZIP file that includes
that language. See also Creating the Siebel Installation Image on the Network.

- You can add languages to an existing installation of the same version. For more information, see the
installation characteristics described earlier in this topic.

For Siebel Tools, only U.S. English (ENU) is installed and configured, regardless of your language selections that
might apply to other installed components.

Configuration

Note the following configuration characteristics for Siebel CRM installation and deployment tasks:

- You can choose whether to provide initial configuration input during Siebel CRM installation, such as to specify
application container ports for server modules. If you defer such configuration steps, you can run the Siebel
CRM installer again and do them later for the installed software. These tasks must be done within the installer
before you can proceed with using Siebel Management Console to complete configuration and deployment
tasks.

- Asin previous releases, you can choose which installed components to configure and deploy in your topology.
It is not necessary to configure and use every component in every installation.

You might require deploying multiple instances of certain components (such as Siebel Gateway, Siebel
Server, or Siebel Application Interface) to support clustering or load balancing. You must keep track of all the
components you configure and deploy for your deployment, and their configured settings.

Note: Use a worksheet, such as what is provided in Siebel Deployment Planning Worksheet, to capture
installation and configuration settings.

- The TLS port is no longer specified within the installer when you install the Siebel Gateway in a new installation.
The Siebel Management Console task for configuring the Gateway profile now includes the TLS Listener Port
field.
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Uninstallation

Full uninstallation now uses the uninstaller.bat batch file (Windows) or uninstaller script (UNIX), which uninstalls the
Siebel CRM software and removes all of the Apache Tomcat services or processes. You can optionally uninstall the
current release and restore the installation and configuration of a prior release. For more information, see Uninstalling
Siebel CRM.

Limitations

The following are some of the applicable limitations for Siebel CRM installation and deployment:

- By definition, migration or update installations are only from lower-versioned software releases. For example,
you can update Siebel CRM 211 or Siebel CRM 221 to any Siebel CRM 22.x release.

For each Siebel CRM deployment, all installations must be at the same release level (version number).

- Although each server installation now includes all Siebel Enterprise Components, the Siebel CRM installer
does not currently support merging existing separate installations of the same or prior versions into a single
installation.

Related Topics
Installing Siebel CRM

About Database Updates for Siebel CRM
Configuring the Siebel Deployment
Planning the Siebel Application Interface Topology

Related Books
Siebel CRM Update Guide and Release Notes on My Oracle Support

Before You Install Siebel CRM

Before you install Siebel CRM, you must perform the preinstallation tasks. Some of these tasks are described in Siebel
Deployment Planning Guide .

1. Review all documented hardware and software requirements.

For example, see also General Guidelines for Installing Siebel CRM.

2. Review the worksheet in Siebel Deployment Planning Worksheet or create your own worksheet, and fill it in as
you prepare for installing Siebel CRM.

3. Plan and prepare for your deployment.
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4. Configure your RDBMS.

Note: You can configure the RDBMS at any point before you run the Siebel Database Configuration Wizard.
Most of the database tasks described in this guide do not apply if you have an existing Siebel database, such
as in an upgrade environment.

This task applies only for Roadmap: Installing Siebel CRM for a New Deployment. For more information, see
Planning RDBMS Installation and Configuration and Configuring the RDBMS.

5. Obtain the Siebel media for Siebel CRM 22.x and create a Siebel installation image on the network, from which
you will perform installations.
For more information, see Creating the Siebel Installation Image on the Network.

6. Create directories for Siebel CRM software and directories for the Siebel File System.
This step applies only for Roadmap: Installing Siebel CRM for a New Deployment. For more information, see File
and Directory Naming Conventions and Creating the Siebel File System.

7. Create the required Siebel accounts.
This step applies only for Roadmap: Installing Siebel CRM for a New Deployment. For more information, see
Creating the Siebel Service Owner Account.

8. Review all security requirements and take the necessary preparatory steps for your installation case.

9. Perform any manual migration tasks that might be required prior to performing migration installations for an
existing deployment, as described in Additional Tasks for Migration Installations.
This step applies only for Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation
of Siebel CRM 16.x or Eatrlier).

General Guidelines for Installing Siebel CRM

Follow these general guidelines for your installations:

Before installing any Siebel CRM module, review all documented requirements, including those found in About
Installation Tasks for Siebel CRM and in Requirements for Installing and Configuring Siebel CRM. Also review
the information in Siebel Deployment Planning Guide , Siebel Security Guide , other relevant guides on Siebel
Bookshelf , and the Certifications tab on My Oracle Support.

« You must plan for the installation and management of the Siebel CRM modules that you are installing. Review
the installation instructions and the installer screens to help you understand the information that is requested
by the installers. Such information includes installation locations, languages, application container port
numbers, other port numbers, and authentication settings.

- When you install Siebel CRM, as described in Installing Siebel CRM, the installer prompts you to specify valid
keystore and truststore files, which are Java files containing certificates. These files are necessary for the
application container to use secure two-way communications when connecting with other Siebel CRM modules,
as occurs during Siebel Management Console configuration and in normal operation. These files must
contain the server certificate chain and an imported CA certificate. Generate your files so that the keystore
file references both the private key and the public key, while the truststore file references the public key only.
Specify the password that was previously configured to open the certificate files. If you do not configure these
files correctly, then you will not be able to configure Siebel CRM, as described in Configuring Siebel CRM Server
Modules. See also Siebel Security Guide .

- Siebel Gateway is installed with every installation of Siebel Enterprise Components. You can configure it to
run in the same installation as a Siebel Server or configure it in a separate installation, depending on your
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requirements. You can optionally install and configure it on multiple nodes in order to support Siebel Gateway
clustering. For more information, see About Installation Tasks for Siebel CRM. See also Configuring the Siebel
Gateway Cluster.

- You install New Database Repository once, together with the first Siebel Server installed.

- You install all of the Siebel CRM server modules that you will require to get started, and then you configure
them.

Various requirements apply to the sequence in which you must perform configuration tasks. Security
requirements such as for authentication affect many phases of your installation and configuration process,
including the overall task sequence. For example, depending on your authentication method, you might need
to install the Siebel database for a new deployment before you configure the Siebel CRM server modules using
the Siebel Management Console.

- The update installation, migration installation, and database upgrade cases differ in their requirements
for installation sequence, Siebel database tasks, configuration of the Siebel environment, and other post-
installation tasks.

For example, for migration installations, you must perform the migration installation of the Siebel Application
Interface first (for your existing installation of SWSE). Then perform the migration installation of the Siebel
Gateway and Siebel Server.

- You can install additional instances of Siebel Server, Siebel Gateway, or Siebel Application Interface, as needed,
for medium-sized or larger deployments.

- You must activate license keys for Siebel CRM, using the License Key Activation utility, after you install a new
database, run Incremental Repository Merge (for migration installations), or complete a full database upgrade.

- During a migration installation from a release prior to Siebel CRM 17.0 or an update installation from Siebel CRM
17.0 through Siebel CRM 211 (before the new installer), the original Siebel CRM installation directory is backed
up.

This directory is renamed from originalName tO originalName pre22.x. FOr example, if the original installation
directory name was ses, then this directory is renamed to ses_pre22.7.0.0.0, indicating a release prior to Siebel
CRM 22.7. The new installation directory is named originalName , SUCh as ses. Retain the original installation
directory, in case you choose to restore your prior installation later. For more information, see Restoring a Prior
Installation and Configuration.

Note: The installer stops all the associated services for the existing installation so that it can rename the
original installation directory. If the installer is not able to rename the directory for some reason, then it
displays an error message. You are prompted to review the possible reasons and resolve the problem before
asking the installer to retry the step (renaming the directory). For example, your environment might have
running processes (such as Java processes that can be reviewed through the task manager list) related to
system environment variables such as JAVA_HOME or might have current file references within the existing
installation directory. These processes or references must be terminated or resolved before the home
directory renaming can complete.

Related Topics

About Installation Tasks for Siebel CRM

Installing Siebel CRM

Requirements for Installing and Configuring Siebel CRM
About Siebel CRM Releases
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Related Books

Siebel Deployment Planning Guide

Siebel Security Guide

Deploying Siebel Open Ul

Siebel Performance Tuning Guide

Siebel System Administration Guide

Certifications tab on My Oracle Support

Install & Configure Advisor: Siebel CRM Installer 21.2 & Later, 2753807.2 (Article ID) on My Oracle Support
Siebel CRM Update Guide and Release Notes on My Oracle Support, 23824351 (Article ID) on My Oracle Support

Overview of Siebel CRM Server Architecture

The following figure illustrates a simplified architecture for the server elements in your Siebel deployment, after you
have initially installed and configured the software. For a more detailed illustration, see Siebel Deployment Planning
Guide .
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The Siebel CRM installation and configuration process requires multiple tasks that you perform in a general sequence
that depends on your installation case. For more information, see:

« Roadmap: Installing Siebel CRM for a New Deployment
« Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or Later)

« Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or
Earlier)

« Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)
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Related Topics

Before You Install Siebel CRM

Requirements for Installing and Configuring Siebel CRM

Related Books

Siebel Deployment Planning Guide
Siebel Security Guide
Siebel System Administration Guide

Certifications tab on My Oracle Support

Roadmap: Installing Siebel CRM for a New Deployment

Use this roadmap to guide you in performing the installation and configuration tasks for deploying Siebel CRM, where
there is no existing Siebel CRM installation and no existing Siebel database.

The following figure presents a simplified view of the installation and configuration tasks for Siebel CRM server modules
for a new deployment, which are as follows:

1. Installation Tasks. Install Siebel Enterprise Server and the following components: Siebel Gateway, Siebel
Server, Database Configuration Utilities (and other modules), Siebel Application Interface.

2. Configuration Tasks. Run the Database configuration Wizard and install Siebel Database. Run Siebel
Management Console and configure the following: Security Profile, Siebel Gateway, Siebel Enterprise, Siebel
Server, Siebel Application Interface (and other modules).

Note: This illustration does not mention installation or configuration tasks for security or the Siebel Migration
application. However, those tasks, where applicable, are implicitly part of this roadmap.

Installation Tasks Configuration Tasks
Install Siebel Enterprise Server: Run Database Configuration Wizard:
Siebel Gateway " Install Siebel Database

Siebel Server
Database Configuration Utilities

(and other modules) L
Run Slebal Management Console:
¥ Configure Security Profile
Configure Siebel Gateway

Install Siebel Enterprise Sarver:

Application Interface — Configure Siebel Enterprise

Configure Siebel Server
Configure Application Interface
{and other modules)
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Unless you use another authentication method, a Siebel database must exist before you can configure the Siebel CRM
modules, in order to provide an authentication framework for the configuration tasks. (Database Configuration Utilities
is no longer a selectable option for new installations. Instead, you install New Database Repository with the first Siebel

Server.)

Note: You install Siebel CRM before you install the Siebel database or configure the Siebel CRM products. For more
information, see Installation-Related Changes in Siebel CRM.

The installation process for Siebel CRM for a new deployment requires multiple tasks that you perform in the following
general sequence:

1

Before performing installation and configuration tasks, review all documented requirements.

See Before You Install Siebel CRM.

. Create the network image for the current Siebel CRM 22.x release.

See Creating the Siebel Installation Image on the Network.
Install Siebel CRM. You can select the following Siebel CRM modules to install:

o Siebel Enterprise Components (includes Siebel Server, Siebel Gateway, Siebel Application Interface, and
other components)

o New Database Repository (requires installing Siebel Enterprise Components)
o Ancestor Database Repository (requires installing Siebel Enterprise Components)
o Siebel Web Client

o Siebel Tools

See Installing Siebel CRM. In particular, see Installing Siebel CRM in a New Installation.
Choose the following configuration options, depending on your installation selections:
o Application Interface Container Configuration
o Enterprise Container Configuration
o Siebel Web Client Configuration (Mobile Web Client or Developer Web Client)

For these configuration options, you specify authentication information and port numbers that will be used by
your Siebel CRM deployment. The port numbers must be unique on each installation computer or operating
system instance. You must perform these tasks before you do Siebel Management Console configuration tasks.

See Installing Siebel CRM.

(Optional) Install Siebel Enterprise Components on additional nodes, such as if you will use Siebel Gateway
clustering.

See Configuring the Siebel Gateway Cluster.
Verify the installation of Siebel CRM modules.

See Verifying and Troubleshooting Your Installation.
Configure the RDBMS.

See Configuring the RDBMS.
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8.

10.

n.

12

13.

14.

Install the Siebel database.

This task installs a Siebel database for Siebel CRM. This database contains schema changes, Siebel
Repositories, and seed data for Siebel CRM functionality through the current release.

See Installing the Siebel Database on the RDBMS.
Activate the license keys.

See Activating License Keys.
Run the Siebel Management Console and configure your Siebel deployment:

a. Configure a security profile.

b. Configure the Siebel Gateway. (Configure the primary Siebel Gateway, for a cluster environment.)
c. (Optional) Configure the Siebel Gateway cluster.

d. Configure the Siebel Enterprise.

e. Configure the Siebel Server.

f. Configure the Siebel Application Interface.

g. Perform any other configuration tasks that you require for your deployment.

See Configuring Siebel CRM Server Modules.
Perform additional postinstallation tasks.

See Additional Postinstallation and Configuration Tasks.
(Optional) Install additional Siebel CRM modules. For example:
o Desktop Integration Siebel Agent (DISA)
o Siebel Search software
o Siebel Test Execution
o Siebel Approval Manager

(Optional) Install and configure additional instances of Siebel Gateway, Siebel Server, or Siebel Application
Interface if they are required for your deployment, then verify each installation.
Perform any remaining postinstallation tasks. For example, install any required third-party products.

See the Certifications tab on My Oracle Support.

See Additional Postinstallation and Configuration Tasks.

Related Topics

Installation-Related Changes in Siebel CRM

Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or Later)

Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or Earlier)

Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

Related Books
Siebel CRM Update Guide and Release Notes on My Oracle Support
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Roadmap: Installing Siebel CRM in an Update Installation
Case (Existing Installation of Siebel CRM 17.x or Later)

Use this roadmap to guide you in performing the installation tasks for installing the latest Siebel CRM release where
there is an existing installation of Siebel CRM 17.x or later. This is the update installation case.

The installation process for Siebel CRM for an update installation case requires multiple tasks that you perform in the
following general sequence:

1.

Before performing installation and configuration tasks, review all documented requirements.

See Before You Install Siebel CRM.
(Strongly recommended) Back up the Siebel database before installing Siebel CRM.

Note: If, after installing Siebel CRM, allowing the PostinstallDBSetup utility to run, and optionally running
RepositoryUpgrade, you decide to restore a prior release, as described in Restoring a Prior Installation and
Configuration, then, as part of this task, you can use this backup to restore the Siebel database to its prior
state.

Create the network image for the current Siebel CRM 22.x release.

See Creating the Siebel Installation Image on the Network.
For each existing Siebel Enterprise Server installation, install Siebel CRM as an update installation.

See Installing Siebel CRM. In particular, see Installing Siebel CRM in an Update Installation.

Note: The installer also runs the PostinstallDBSetup utility. You can also run the optional RepositoryUpgrade
utility to support new features since Siebel CRM 17.0 that require repository updates but do not use
nonextensible objects. Some other postinstallation tasks for the Siebel database might also apply. For more
information, see About Database Updates for Siebel CRM.

Verify the installation of Siebel CRM modules.

See Verifying and Troubleshooting Your Installation.
For each existing Siebel Tools or Siebel Web Client installation, install Siebel CRM as an update installation.

Note: If it is not already present, then Oracle Database SE2 is installed for the local database, for Siebel
Mobile Web Client.

See Installing Siebel CRM.
Verify the installation of Siebel Tools and Siebel Web Clients.

See Verifying and Troubleshooting Your Installation.

Related Topics
Installation-Related Changes in Siebel CRM

Roadmap: Installing Siebel CRM for a New Deployment
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Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or Earlier)

Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)
About Database Updates for Siebel CRM

Related Books

Siebel CRM Update Guide and Release Notes on My Oracle Support

Roadmap: Installing Siebel CRM in a Migration
Installation Case (Existing Installation of Siebel CRM 16.x
or Earlier)

Use this roadmap to guide you in performing the installation tasks for deploying Siebel CRM where there is an existing
installation of a prior release of Siebel CRM 16.x or earlier (prior to Siebel CRM 17.0). You can migrate from any release as
early as Siebel CRM 811 or 8.2.2. This is the migration installation case.

Tip: For the database upgrade case, where you are upgrading from a Siebel CRM release prior to version 8.1.1 or
version 8.2.2, see Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM
17.x or Later) instead. In an upgrade case, you perform a full database upgrade instead of running Incremental
Repository Merge (IRM). In general, this book uses the term migration to refer to a migration installation, with IRM,
and uses the term upgrade to refer to a full database upgrade.

The following figure presents a simplified view of the installation and configuration tasks for Siebel CRM server modules
for a migration deployment, which are as follows:

1. Installation Tasks: Migration. Install Siebel Enterprise Server and the following components: Siebel
Application Interface, Siebel Gateway, Siebel Server, Database Configuration Utilities (and other modules).

2. Configuration Tasks. Upgrade Siebel Database (incremental repository merge). Run Siebel Management
Console and Siebel Application Interface.

Note: This illustration does not mention installation or configuration tasks for security or the Siebel Migration
application. However, those tasks, where applicable, are implicitly part of this roadmap.
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Installation Tasks: Migration Configuration Tasks
Install Siebel Enterprise Server: Upgrade Siebel Database

Application Interface (incremental repository merge)

] w
Install Siebel Enterprise Sarver: Run Siebel Management Console:
Siebel Gateway Configure Application Interface
Siebel Server —

Database Configuration Utilities
(and other modules)

Note: For each applicable installed Siebel CRM module of a qualified version, you install Siebel CRM as a migration
installation. Complete the installation before you run Incremental Repository Merge or configure the Siebel CRM
products. For more information, see Installation-Related Changes in Siebel CRM.

This roadmap only summarizes the migration installation process and does not include details about required tasks. For
example, you must do the following tasks after performing the migration installation tasks. See also Additional Tasks for
Migration Installations.

Upgrade the database client. You might need to upgrade the database client software to a supported version
for Siebel CRM, as noted in the Certifications tab on My Oracle Support. Also update the database client
installation path in the defined environment variables. See About Configuring Siebel CRM.

- Run Incremental Repository Merge (IRM). After you perform the migration installation for a Siebel Server
where you perform database tasks and for Siebel Tools, you must run Incremental Repository Merge. For more
information, see Siebel Database Upgrade Guide .

Reset passwords in Siebel Gateway and on the Siebel Server. Customers must reset any passwords on the
Siebel Gateway that were previously encrypted using encryption other than AES. Such passwords are now
encrypted using AES. For more information about reencrypting these passwords, see Siebel Security Guide .
See also Additional Tasks for Migration Installations.

The installation process for Siebel CRM in a migration installation case requires multiple tasks that you perform in the
following general sequence:

1. Before performing installation tasks, review all documented requirements and perform any necessary
premigration tasks.

See Before You Install Siebel CRM and Additional Tasks for Migration Installations.
2. Create the network image for the current Siebel CRM 22.x release.

See Creating the Siebel Installation Image on the Network.

3. Remove the existing configuration on the Web server computer where you previously installed Siebel Web
Server Extension (SWSE).

CAUTION: You must perform this task before you perform the migration installation of Siebel Application
Interface for the existing installation of SWSE.

See Additional Tasks for Migration Installations and About Configuring Siebel CRM.
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4. For each existing installation of SWSE, install Siebel CRM as a migration installation. Siebel Application Interface
is installed in its place.
As part of installation, also specify authentication information and port numbers that will be used by your
Siebel CRM deployment. The port numbers must be unique on each installation computer or operating system
instance.
See Installing Siebel CRM. In particular, see Installing Siebel CRM in a Migration Installation.
5. For all other existing installations of Siebel Enterprise Server modules, install Siebel CRM as a migration
installation. Also perform any necessary postmigration tasks.
As part of installation, also specify authentication information and port numbers that will be used by your
Siebel CRM deployment. The port numbers must be unique on each installation computer or operating system
instance.
Note: When you migrate the Siebel Gateway, you also must provide information to allow your existing
configurations to migrate. This includes the port number of the existing Siebel Gateway Name Server as well
as some Siebel Application Interface settings that you specified in Step 4. (If you installed multiple instances
of Siebel Application Interface, then specify the settings that apply to the instance of Siebel Application
Interface from which you will run Siebel Management Console.)
See Installing Siebel CRM. See also Additional Tasks for Migration Installations.
6. (Optional) Install Siebel Gateway on additional nodes, if you will use clustering.
See Configuring the Siebel Gateway Cluster.
7. Verify the installation of Siebel CRM modules.
See Verifying and Troubleshooting Your Installation.
8. For each existing installation of Siebel Tools, install Siebel CRM as a migration installation. Also perform any
necessary postmigration tasks.
See Installing Siebel CRM. See also Additional Tasks for Migration Installations.
9. For each existing installation of Siebel Web Client, install Siebel CRM as a migration installation. Also perform
any necessary postmigration tasks.
Note: Oracle Database SE2 and Oracle Database Client are installed for use with the local database (for
Mobile Web Client).
See Installing Siebel CRM. See also Additional Tasks for Migration Installations.
10. Verify the installation of Siebel Tools and Siebel Web Clients.
See Verifying and Troubleshooting Your Installation.
11.  Run Incremental Repository Merge on the Siebel database.
See Siebel Database Upgrade Guide .
12. Run the Siebel Management Console and configure your Siebel deployment:
a. (Optional) Configure the Siebel Gateway cluster.
b. Configure the Siebel Application Interface.
c. Perform any other configuration tasks that you require for your deployment.
See Configuring Siebel CRM Server Modules.
13. Perform additional postinstallation tasks for the Siebel Server.
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See Additional Postinstallation and Configuration Tasks.
14. (Optional) Install additional Siebel CRM modules. For example:

o Desktop Integration Siebel Agent (DISA)
o Install Siebel Search software

o Siebel Test Execution

o Siebel Approval Manager

15. (Optional) Install and configure additional instances of Siebel Gateway, Siebel Server, or Siebel Application
Interface if they are required for your deployment, then verify each installation.

16. Perform any remaining postinstallation tasks. For example, install or upgrade any required third-party
products.

See the Certifications tab on My Oracle Support.
See Additional Postinstallation and Configuration Tasks.

Related Topics

Installation-Related Changes in Siebel CRM
Roadmap: Installing Siebel CRM for a New Deployment
Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or Later)

Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

Related Books

Siebel Database Upgrade Guide
Siebel CRM Update Guide and Release Notes on My Oracle Support

Roadmap: Installing Siebel CRM in an Upgrade
Installation Case (Existing Database Requiring Full
Upgrade)

Use this roadmap to guide you in performing the installation and configuration tasks for deploying Siebel CRM where
there is an existing Siebel database and you are upgrading from a Siebel CRM release prior to Siebel CRM 811 or 8.2.2.
Where a full database upgrade must be performed, you can perform either new or migration installations (where
supported), before you perform the database upgrade tasks. This roadmap assumes that you are performing new
installations.
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Tip: For the migration installation case, where you are upgrading from an existing installation of a prior release

of Siebel CRM, see Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel
CRM 16.x or Earlier) instead. However, for this roadmap, you perform a full database upgrade instead of running
Incremental Repository Merge (IRM). In general, this book uses the term migration to refer to a migration installation
(usually implying IRM) and uses the term upgrade to refer to a full database upgrade.

The following figure presents a simplified view of the installation and configuration tasks for Siebel CRM server modules
for an upgrade case, which are as follows: (Database Configuration Utilities is no longer a selectable option for new
installations. Instead, you install New Database Repository with the first Siebel Server. For upgrades, also install
Ancestor Database Repository.)

1. Installation Tasks. Install Siebel Enterprise Server and the following components: Siebel Gateway, Siebel
Server, Database Configuration Utilities (and other modules), Siebel Application Interface.

2. Configuration Tasks. Upgrade Siebel Database (full upgrade). Run Siebel Management Console and configure
the following: Security Profile, Siebel Gateway, Siebel Enterprise, Siebel Server, Siebel Application Interface (and
other modules).

Note: This illustration does not mention installation or configuration tasks for security or the Siebel Migration
application. However, those tasks, where applicable, are implicitly part of this roadmap.

Installation Tasks Configuration Tasks
Install Siebel Enterprise Server: Upgrade Siebel Database
Siebel Gateway " {full upgrade)

Siebel Server
Database Configuration Utilities

(and other modules) ¥
Run Slebal Management Console:
¥ Configure Security Profile
Configure Siebel Gateway

Install Siebel Enterprise Sarvar:

Application Interface — Configure Siebel Enterprise

Configure Siebel Server
Configure Application Interface
(and other modules)

Note: For each applicable Siebel CRM module, you install Siebel CRM as a new installation, before you upgrade the
Siebel database or configure the Siebel CRM products. For more information, see Installation-Related Changes in
Siebel CRM.

This roadmap only briefly mentions the Siebel database upgrade tasks and places them in the context of the other
steps. Before you upgrade the database, you must have installed at least one Siebel Server with New Database
Repository and Ancestor Database Repository and also installed Siebel Tools. For more information about upgrading,
see About Installing in Upgrade Environments and see Siebel Database Upgrade Guide .
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The installation process for Siebel CRM in an upgrade installation case requires multiple tasks that you perform in the
following general sequence:

1. Before performing installation and configuration tasks, review all documented requirements.

See Before You Install Siebel CRM.
2. Create the network image for the current Siebel CRM 22.x release.

See Creating the Siebel Installation Image on the Network.
3. Install Siebel CRM and perform other applicable steps.

For details, see Roadmap: Installing Siebel CRM for a New Deployment and Installing Siebel CRM.
4. After verifying the installation, upgrade the Siebel database.

See About Installing in Upgrade Environments and see Siebel Database Upgrade Guide .
5. Perform additional applicable steps in Roadmap: Installing Siebel CRM for a New Deployment.

Related Topics

Installation-Related Changes in Siebel CRM

Roadmap: Installing Siebel CRM for a New Deployment

Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM 17.x or Later)
Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or Eatrlier)

About Installing in Upgrade Environments

Related Books
Siebel Database Upgrade Guide

Siebel CRM Update Guide and Release Notes on My Oracle Support
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5 Installing Siebel CRM

Installing Siebel CRM

This chapter explains how to install Siebel CRM. It includes the following topics:
- About Installation Tasks for Siebel CRM
« Installing Siebel CRM
« Installing Siebel CRM Using Silent Mode

- Additional Tasks for Migration Installations

About Installation Tasks for Siebel CRM

Use the Siebel CRM installer to install Siebel CRM server and client modules, including Siebel Gateway, Siebel
Server, Siebel Application Interface, Siebel Web Client, Siebel Tools, and other modules. This chapter describes new
installations, update installations, and migration installations.

Before installing Siebel CRM modules, review the following and perform any necessary preinstallation tasks:
- Before You Install Siebel CRM and other topics in Overview of Installing Siebel CRM
- Additional Tasks for Migration Installations
- About Database Updates for Siebel CRM
« Requirements for Installing and Configuring Siebel CRM

After a new installation, you install the Siebel database and then you configure Siebel CRM modules using the Siebel
Management Console. After a migration installation, you run Incremental Repository Merge (IRM) on the Siebel
database.

Use the instructions in this chapter to install the following Siebel CRM modules:

- Siebel Enterprise Components (includes Siebel Application Interface, Siebel Server, Siebel Gateway, and other
modules)

New Database Repository (requires installing Siebel Enterprise Components)
- Ancestor Database Repository (requires installing Siebel Enterprise Components)
- Siebel Web Client
- Siebel Tools

You can install and deploy multiple instances of Siebel CRM modules. For example:

- You can optionally install Siebel Gateway on multiple nodes in order to support Siebel Gateway clustering. For
more information, see Configuring the Siebel Gateway Cluster.

- You can optionally install Siebel Server on multiple nodes in order to support Siebel Server load balancing. For
more information, see About Installing Additional Siebel Servers for an Existing Siebel Enterprise.
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- You can optionally install Siebel Application Interface on multiple nodes in order to configure load balancing for
these Siebel Application Interface instances. For more information, see Planning the Siebel Application Interface
Topology.

You perform migration installations using the same installer that you use for new installations. A migration installation
replaces your existing installation with a new installation. The installation location, installation languages, server
configuration data, and other settings from the existing installation are used for the new installation, where feasible.
Before the new installation is performed, the existing installation is moved to a backup location and can no longer be
used.

CAUTION: Before you install Siebel Application Interface as a migration installation, you must remove the existing
configuration for the Siebel Web Server Extension (SWSE) from Siebel CRM 16.x or earlier. If you are using data
encryption, then you must back up the key file. For more information, see Additional Tasks for Migration Installations.

Note: After completing all of the migration installations, you must configure the Siebel Application Interface. A
migration installation of Siebel Application Interface does not copy customer configurations or files from your existing
installation of SWSE to the new installation.

Related Topics
Installing Siebel CRM

Installing Siebel CRM Using Silent Mode

Additional Tasks for Migration Installations

Configuring Siebel CRM Server Modules

Requirements for Installing and Configuring Siebel CRM
About Installing Siebel CRM

Installing Siebel CRM

This topic provides instructions for installing Siebel CRM modules for the current release, using the GUI installation
method, as part of standard deployment. Use these instructions to install the following modules:

- Siebel Enterprise Components (includes Siebel Server, Siebel Gateway, Siebel Application Interface, and other
modules)

New Database Repository

- Ancestor Database Repository
Siebel Web Client

- Siebel Tools

For more information about installing these modules, see About Installation Tasks for Siebel CRM. See also
Requirements for Installing and Configuring Siebel CRM.
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Note: This topic includes instructions for installing Siebel CRM modules in a new installation, update installation, or
migration installation. For an existing installation of Siebel CRM 16.x or earlier, you perform a migration installation
instead of a new installation. For an existing installation of Siebel CRM 17.0 through Siebel CRM 22.1, you perform an

update installation.

Use the installation procedure for your installation case to run the Siebel CRM installer to install Siebel CRM. Which
options and screens appear in your installation session depends on the following:

Chapter 3
Installing Siebel CRM

- Your installation case. For migration or update installations, the screens that appear also depend on the specific

version of your existing Siebel CRM deployment.

- The prior selections you have made.

- The contents of the installation image you created.

This topic includes the following information:

« Preinstallation Tasks

« Installing Siebel CRM in a New Installation

- Installing Siebel CRM in an Update Installation
« Installing Siebel CRM in a Migration Installation

Verifying Installation

Related Topics

About Installation Tasks for Siebel CRM

Installing Siebel CRM Using Silent Mode

Configuring Siebel CRM Server Modules

Additional Postinstallation and Configuration Tasks
Verifying Installation for Siebel CRM

Uninstalling Siebel CRM

Requirements for Installing and Configuring Siebel CRM

Related Books

Siebel Security Guide
Siebel Deployment Planning Guide
Siebel Global Deployment Guide

ORACLE

Note: If you know you do not need a given optional module, then you do not need to include it in the
installation image. Optional modules that are part of the installation image but were previously installed and
are not required for subsequent releases are not reinstalled unless an updated version is provided. If your
installation image does not include these, then the corresponding or dependent installation options will not
be present in the installer. For example, you cannot install Siebel Web Client unless the Siebel image includes
the media for Oracle Database SE2 and Oracle Database Client.
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Preinstallation Tasks

Note the following information before you begin installing Siebel CRM. This topic is part of Installing Siebel CRM.

Download the product media for Siebel CRM 22.x and create the Siebel network image for the release. Run the
installers from this image. For more information, see Creating the Siebel Installation Image on the Network.
Include the ZIP files for the modules you will require for your installations, and make the necessary selections in
the installer when you perform the installations.

- Siebel Gateway and Siebel Server services are automatically stopped when you install or uninstall Siebel CRM.

- Auto-Start Services are available for the Siebel Gateway Server and Siebel Server. To enable this functionality,

set the AUTOSTART_SERVICES parameter to Yes or No in:

o Diskl\install\oneclick.properties (t0 auto-start services after installing Siebel CRM)

o <PROD_HOME>\oui\bin\patchrollback.properties (t0 auto-start services after restoring a prior release)

Note: The AUTOSTART_SERVICES parameter setting also applies if you want to auto-start services after
restoring a prior release.

Review the database-related tasks that might apply after you install Siebel CRM. For more information, see
Installing the Siebel Database on the RDBMS. See also Siebel Database Upgrade Guide .

Installing Siebel CRM in a New Installation

Use the following procedure to install Siebel CRM in a new installation. This task is part of Installing Siebel CRM.

Note: Use this procedure only where Siebel CRM is not already installed. Where a prior release of Siebel CRM 17.x

or later is already installed, you perform an update installation instead, as described in Installing Siebel CRM in an
Update Installation. Where Siebel CRM 16.x or earlier is already installed, you perform a migration installation instead,
as described in Installing Siebel CRM in a Migration Installation.

This task is a step in:

Roadmap: Installing Siebel CRM for a New Deployment

« Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

To install Siebel CRM modules in a new installation

1.

Review Before You Install Siebel CRM and About Installation Tasks for Siebel CRM and observe the requirements
and recommendations.

For example, if you are installing Siebel Enterprise components that will communicate with an existing
configured installation of Siebel Gateway on another computer or operating system instance, then make sure

that the Siebel Gateway is running.

You can stop any Siebel Server or Siebel Gateway services running on the same computer where you are
installing Siebel CRM. If you do not stop them, the installer will stop them for you.
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2. Logontothe server computer:

o (Windows) Log on to the server computer, using an account with administrative privileges, such as the
Siebel service owner account that you recorded in the copy that you made earlier of the worksheet in
Siebel Deployment Planning Worksheet. The account that you use must belong to the Windows domain of
your Siebel CRM deployment and must have full write permissions to the Siebel File System.

o (UNIX) Log on to the server computer, using the Siebel service owner account that you recorded in the
copy that you made earlier of the worksheet in Siebel Deployment Planning Worksheet.

3. (Windows) Shut down all of the open programs that are running on the server.

4. Open a new window or shell. Navigate to the Siebel image location for your Siebel CRM 22.x release. For more
information, see Creating the Siebel Installation Image on the Network.

o (Windows) In Windows Explorer, navigate to the directory where the installer is located. Navigate to
Siebel Image\Diskl\install.In this path, siebel_image is the directory for your version-specific Siebel
network image, such as c:\siebel_Install_Image\22.7.

o (UNIX) In the shell you opened, navigate to the directory where the installer is located. For example,
for Linux, navigate to siebel Image/Diskl/install.In this path, Siebel_Image is the directory for your
version-specific Siebel network image, such as /siebel_Install_Image/22.7.

5. Verify the permissions to the directory into which you will install Siebel CRM. You must have write and execute
permission.

6. (Windows) Before you run the Siebel CRM installer to perform the migration installation of a Siebel CRM
module from a release prior to Siebel CRM 17.0, run the following command:

module.exe -debug -silent -attachhome ORACLE HOME NAME=Oracle Home Name ORACLE_HOME=Oracle_ Home

For example, you might enter a command like this, depending on the Oracle home name for the module you
are installing and on the original installation directory:

module.exe -debug -silent -attachhome ORACLE HOME NAME=SES HOME ORACLE HOME=c:\Siebel\ses

7. Start the Siebel CRM installer for the current release:

o (Windows) To start the installer, double-click setup.bat.

o (UNIX) To start the installer, enter the following command:

./runInstaller.sh -invPtrLoc inventory location

In this command, inventory_location is the full path of the oralnst.loc file (for example,/export/home/
oraInst.loc), Which points to the OUIl inventory location. Use the -invPtrLoc option if you want to specify an
inventory pointer file other than the default.

Note: Optionally, for a silent (unattended) installation, you can append the flags described in the information
about installing Siebel CRM in silent mode that is described in Installing Siebel CRM Using Silent Mode.

The Siebel Installation Location screen appears.
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8.

10.

Specify the directory in which to install the software, and click Next.

o (Windows) You might specify an installation path for a new installation like c:\siebel, c:\siebel_ sEs, C:
\Siebel AI, C:\Siebel Client, C:\Siebel Tools, Or @ Similar value.

o (UNIX) You might specify an installation path for a new installation like /siebel, /siebel SES, /sSiebel AT,
C:\Siebel Client, C:\Siebel Tools, Or a similar value. Siebel Web Client and Siebel Tools can be installed
only on Microsoft Windows.

Accept the default path or specify a different fully qualified path by typing it directly or by clicking
Browse. If you have an existing installation, then you must specify a new path for the new installation. For
more information about installation path requirements, see File and Directory Naming Conventions.

If you are adding languages or components to an existing installation of the same version, select the directory
of the existing installation for which you want to add languages or components.

The Language Selection screen appears.
Select the languages that you want to install, and click Next.

All of the supported languages are available for selection for a new installation. You must select at least one
language in order to proceed. To select a language, you click the name of the language in the Available box and
then use the arrow controls to move it into the Selected box. Use Ctrl+click to select multiple languages.

Note: You specify the languages to install in order to run Siebel applications using these languages. The
files that are specific to the languages chosen in this step will be copied to your installation. Language
installation characteristics vary for different modules. For more information about language installation, see
also Installation-Related Changes in Siebel CRM.

If you are adding languages to an existing installation of the same version, select the languages you want to
add and proceed to complete the installation.

Note: When you configure the Siebel Server or the Siebel Application Interface in Siebel Management
Console, you can specify which installed languages to deploy and which installed language is the primary
language. Deploy the superset of all of the languages required by the Application Object Manager
components you require in your Siebel deployment.

If you are adding components to an existing installation of the same version, proceed to the next step without
selecting any languages.

The Component Selection screen appears.
For an installation into a production environment, do the following. For more information, see Installation-
Related Changes in Siebel CRM. For a nonproduction environment, skip to Step 11.

a. Specify which components to install. Select one of the following:

- Siebel Enterprise Components. Includes Siebel Gateway, Siebel Server, Siebel Application
Interface, and EAl Connector.

- Siebel Web Client. You can install and configure Siebel Web Client for use as either a Mobile Web
Client or a Developer Web Client.

For Siebel Mobile Web Client, Oracle Database SE2 and Oracle Database Client must have been
included when you prepared the product media in Creating the Siebel Installation Image on the
Network, and are installed with Siebel Web Client. They will not be installed again for subsequent
updates you install.
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If you are adding components to an existing installation of the same version, select the components to
add and proceed to complete the installation.

b. Specify which configuration tasks to perform later in the installation session. Select one or more of the
following (available selections are based on the modules you are installing):

Enterprise Container Configuration. See Step 12 through Step 14.
Application Interface Container Configuration. See Step 12 through Step 14.
Siebel Web Client Configuration. See Step 15.

c. Goto Step12.

11. For an installation into a nonproduction (development or test) environment, do the following. For more
information, see Installation-Related Changes in Siebel CRM.

a. Specify which components to install. Select one or more of the following:

Siebel Enterprise Components. Includes Siebel Gateway, Siebel Server, Siebel Application
Interface, and EAI Connector.

New Database Repository. Available to select if you included this item when you prepared the
media in Creating the Siebel Installation Image on the Network and if you chose Siebel Enterprise
Components. You install the New Database Repository option once, together with the first Siebel
Server installed. You must install it with a Siebel Server.

Ancestor Database Repository. Available to select if you included this item when you prepared
the media in Creating the Siebel Installation Image on the Network and if you chose Siebel
Enterprise Components and New Database Repository.

Siebel Web Client. You can install and configure Siebel Web Client for use as either a Mobile Web
Client or a Developer Web Client.

For Siebel Mobile Web Client, Oracle Database SE2 and Oracle Database Client must have been
included when you prepared the product media in Creating the Siebel Installation Image on the
Network, and are installed with Siebel Web Client. They will not be installed again for subsequent
updates you install.

Siebel Tools. Installs the Siebel Tools client.

If you are adding components to an existing installation of the same version, select the components to
add and proceed to complete the installation.

b. Specify which configuration tasks to perform later in the installation session. Select one or more of the
following (available selections are based on the modules you are installing):

Enterprise Container Configuration. See Step 12 through Step 14.
Application Interface Container Configuration. See Step 12 through Step 14.
Siebel Web Client Configuration. See Step 15.

Siebel Tools Configuration. See Step 16.

c. Click Next.

If you selected Enterprise Container Configuration or Application Interface Container Configuration, then the
Application Container Ports screen appears.

ORACLE
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12. Specify port numbers for this installation, and click Next.
Siebel Application Interface Port Details:

o HTTPS Redirect Port. (Default: 443)
o HTTP Connection Port. (Default: 80)
o Shutdown Port. (Default: 8005)

Siebel Enterprise Components Port Details:

o HTTPS Redirect Port. Used for secure HTTPS connections to the application container, which can
include connections redirected from the HTTP port. (Default: 444)

o HTTP Connection Port. Incoming connections on the HTTP port are redirected to the secure HTTPS
port. (Default: 8081)

o Shutdown Port. Used for management purposes by Siebel CRM, for local use only. (Default: 8006)

Note: Specifying these port numbers allows the application containers and other parts of the configuration
framework to work together during and after the configuration and deployment tasks you perform using
Siebel Management Console. The port numbers must be unique on each installation computer or operating
system instance. See also Configuring Siebel CRM Server Modules.

If you selected Application Interface Container Configuration in a previous step, then the Application Interface
Authentication screen appears.

13. Specify the appropriate authentication credentials for access to Siebel Management Console, and click Next.

o User Name. Specify the user name to use when you log in to Siebel Management Console, as described
in Starting the Siebel Management Console.

o Password. Specify the password for this user name.
o Confirm Password.

o Application Context Name. Specify the name of the application context as defined in Siebel Application
Interface. This name appears in all of the URLSs for this installation. The default value is siebel. You can
also change this value for an existing installation. For more information, see Customizing URLs for Siebel
CRM Applications.

Note: You use the credentials specified here when you first log in to Siebel Management Console,

after installing the first Siebel Application Interface node. These credentials, which are stored in the
applicationinterface.properties file, are valid only before you have configured the security profile. After
configuring security, you must log in to Siebel Management Console again with valid credentials for the
authentication method specified in the security profile. Then, when you install any subsequent instance of
Siebel Application Interface, you would also specify those same valid credentials (that are used by the first
Siebel Application Interface node) for the specified authentication method, for example, user name sadmin
and password mypwd.

If you selected Enterprise Container Configuration or Application Interface Container Configuration in a
previous step, then the Client Authentication screen appears.
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14. Specify information that supports secure communications for the installed software, and click Next. The
installer does not require that separate files are specified. Use files that meet your security requirements.

Siebel Enterprise Components Authentication:

o Keystore Name. Specify a file (such as a JKS file) you have generated that will serve as the keystore.
o Truststore Name. Specify a file (such as a JKS file) you have generated that will serve as the truststore.
o Password. Specify the password for the specified keystore and truststore files.

o Confirm Password.

Siebel Application Interface Authentication:

o Keystore Name.

o Truststore Name.
o Password.

o Confirm Password.

Note: The keystore and truststore files are Java files containing certificates. They are necessary for the
application container to use secure two-way communications when connecting with other Siebel CRM
modules, as occurs during Siebel Management Console configuration and in normal operation. These files
must contain the server certificate chain and an imported CA certificate. Generate your files so that the
keystore file references both the private key and the public key, while the truststore file references the public
key only. Specify the password that was previously configured to open the certificate files. Use the same
password for the keystore and truststore files. Use fully qualified domain names rather than IP addresses. If
you do not configure these files correctly, then you will not be able to configure Siebel CRM, as described in
General Guidelines for Installing Siebel CRM. See also Siebel Security Guide .

(Windows) If you are installing and configuring Siebel Web Client, then the Siebel Web Client Configuration
details screen appears.
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15. (Windows) Specify the Siebel Web Client Configuration details, and click Next.

o Client Type. Select either Mobile Web Client or Developer Web Client.

o (Mobile Web Client only) Siebel Remote Server Hostname. Specify the name of the Siebel Server on
which you are running the Siebel Remote server components. The Siebel Remote server components are
required for initializing and synchronizing the local database on the Siebel Mobile Web Client computer.

o Select Required Applications. Specify the Siebel applications your Siebel Web Client users require. Click
to select one application. Ctrl+click to select additional applications.

o Developer Web Client options:

ORACLE

- Database Server. Select the type of database server that you are using for Siebel CRM. Choose one

of the following:

o Oracle Database Server

o IBM DB2 UDB for Windows and UNIX
o Microsoft SQL Server

o IBM DB2 UDB for z/OS

Database details. Specify database information according to your database type. Enter the data
that you previously specified in the worksheet in Siebel Deployment Planning Worksheet.

o For Oracle Database, specify the Database Alias and Table Owner.
o For IBM DB2, specify the Database Alias, Table Owner, and DB2 Instance Home Directory.

o For Microsoft SQL Server, specify the Database Server Host Name and Database Instance
Name.

o For IBM DB2 for z/0OS, specify the Database Alias, Schema Qualifier (Table Owner), Current
SQLID, and DB2 Instance Home Directory.

Directory Path for Siebel File System. Specify the directory path for a network-based Siebel File
System.

Note: For the Siebel File System path, you can use a UNC share name (for example, \
\SRv1\siebfile) Or @ mapped drive (for example, k: \siebelrs). For more information, see File and
Directory Naming Conventions. See also Creating the Siebel File System.

Gateway Server Address. Specify the network name or the IP address of the computer on which
the Siebel Gateway is installed. To enter a specific port number, append the Gateway Server
Address string with a colon and the desired port number.

Enterprise Server Name. Specify the name of the Siebel Enterprise to which this Siebel Developer
Web Client will connect for administration purposes. The Enterprise Server name is the name of
the Siebel Enterprise under which the Siebel Servers that support the server database operate.
Request Server Name. Specify the name of the Siebel Server on which the Server Request Broker
component is operating. This component is used for dynamic assignment and other interactive
operations.

Search Server Name. Specify the host name of the server computer where the search server
operates.

Search Server Port Number. Specify the port number of the search server. The default value is
2048.

HTTP Connection Port. Incoming connections on the HTTP port are redirected to the secure
HTTPS port. (Default: 9001)

Shutdown Port. Used for management purposes, for local use only. (Default: 9005)
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(Windows) If you are installing and configuring Siebel Tools, then the Siebel Tools Configuration details screen
appears.
16. (Windows) Specify the Siebel Tools Configuration details, and click Next.

o Database Server. Select the type of database server that you are using for Siebel CRM. Choose one of
the following:

Oracle Database Server

IBM DB2 UDB for Windows and UNIX
Microsoft SQL Server

IBM DB2 UDB for z/0S

Note: Depending on your selection, the Siebel CRM installer validates that the correct database
connectivity software has been installed. If it has not been installed, then you must exit the installer,
install the required software, and then restart the installer.

o Database details. Enter the following information for your database server. Enter the same data that you
put in your Siebel Deployment Planning Worksheet.

- For Oracle Database, specify the Database Alias and Table Owner.
- For IBM DB2, specify the Database Alias and Table Owner.
- For Microsoft SQL Server, specify the Database Server Host Name and Database Instance Name.
- For IBM DB2 for z/0S, specify the Database Alias (as defined in DB2 Connect) and Table Owner or
Schema Qualifier.
o Directory path for Siebel File System. Specify the directory path for a network-based Siebel File System
by typing it directly or by clicking Browse.

Note: You can use a UNC share name (for example, \\SRV1\siebfile) or a mapped drive (for example,
K:\siebelFS). For more information, see File and Directory Naming Conventions and Creating the Siebel
File System.

The Summary screen appears.
17. In the Summary screen, review the information presented.

This screen displays the location where Siebel CRM will be installed. Before you proceed, confirm that you have
met all of the installation requirements, such as for disk space. Then do one of the following:

o To begin installing Siebel CRM, click Install. You can also click Install after saving a response file.

o To save aresponse file to use for a silent installation later, click Save Response File, and then save the
file from the dialog box that appears. If you are not also installing at this time, then click Cancel after you
save the response file. For information about performing silent installations, see Installing Siebel CRM
Using Silent Mode.

The Installation Progress screen appears. Siebel CRM is installed into the directory that you specified in Step 8.
18. When the Next button becomes available, the installation is complete. Click Next.

The Finish Installation screen appears. This screen indicates whether the installation was successful and shows
the location of the installer log file. You can access this file to review the installation results.
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19. To close the installer, click Close.

This new installation of Siebel CRM is now finished.

If you installed New Database Repository for a new installation of Siebel Enterprise Components, then the
shortcut for the Database Configuration Wizard is created in the program folder, using a generated name.

As required for your installation, you must configure your deployment using the Siebel Management Console,
as described in Configuring Siebel CRM Server Modules. (If you did not complete Enterprise Container
Configuration or Application Interface Container Configuration, then you must run the Siebel CRM installer
again and do so before you run Siebel Management Console.)

Installing Siebel CRM in an Update Installation

Use the following procedure to install Siebel CRM in an update installation. This task is part of Installing Siebel CRM.

Note: Use this procedure only where a prior release of Siebel CRM 17.x or later is already installed. For a new
installation, see Installing Siebel CRM in a New Installation. Where Siebel CRM 16.x or earlier is already installed, you
perform a migration installation instead, as described in Installing Siebel CRM in a Migration Installation.

CAUTION: If you are updating an installed release of Siebel CRM 17.x or 18.x (through 18.4) to the current release,
then you must update all installed instances of Siebel Application Interface before you update other installed Siebel
CRM modules. If you are updating Siebel CRM 18.5 or later to the current release, then you can update the installed
modules in any sequence.

This task is a step in Roadmap: Installing Siebel CRM in an Update Installation Case (Existing Installation of Siebel CRM
17.x or Later).

To install Siebel CRM modules in an update installation

1.

Review Before You Install Siebel CRM and About Installation Tasks for Siebel CRM and observe the requirements
and recommendations.

For example, if you are installing Siebel Enterprise components that will communicate with an existing
configured installation of Siebel Gateway on another computer or operating system instance, then make sure
that the Siebel Gateway is running.

You can stop any Siebel Server or Siebel Gateway services running on the same computer where you are
installing Siebel CRM. If you do not stop them, the installer will stop them for you.

2. (Strongly recommended) Back up the Siebel database before installing Siebel CRM.

Note: After installing Siebel CRM, allowing the PostinstallDBSetup utility to run, and optionally running
RepositoryUpgrade, if you decide to restore your prior release, as described in Restoring a Prior Installation
and Configuration, then, as part of this task, you can use this backup to restore the Siebel database to its prior
state.
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3. (Strongly recommended) Back up the Siebel Gateway registry before installing Siebel CRM.

Note: After installing Siebel CRM, if you decide to restore your prior release, as described in Restoring a
Prior Installation and Configuration, then, as part of this task, you can use this backup to restore the Siebel
Gateway registry to its prior state.

4. Logon to the server computer:
o (Windows) Log on to the server computer, using an account with administrative privileges, such as the
Siebel service owner account that you recorded in the copy that you made earlier of the worksheet in
Siebel Deployment Planning Worksheet. The account that you use must belong to the Windows domain of
your Siebel CRM deployment and must have full write permissions to the Siebel File System.
o (UNIX) Log on to the server computer, using the Siebel service owner account that you recorded in the
copy that you made earlier of the worksheet in Siebel Deployment Planning Worksheet.
5. (Windows) Shut down all of the open programs that are running on the server.
6. Open a new window or shell. Navigate to the Siebel image location for your Siebel CRM 22.x release. For more
information, see Creating the Siebel Installation Image on the Network.
o (Windows) In Windows Explorer, navigate to the directory where the installer is located. Navigate to
Siebel Image\Diskl\install.In this path, siebel image is the directory for your version-specific Siebel
network image, such as c:\siebel_Install_Image\22.7.
o (UNIX) In the shell you opened, navigate to the directory where the installer is located. For example,
for Linux, navigate to siebel_Image/Diskl/install. In this path, Siebel_Image is the directory for your
version-specific Siebel network image, such as /siebel_Install Image/22.7.
7. Start the Siebel CRM installer for the current release:

o (Windows) To start the installer, double-click setup.bat.
o (UNIX) To start the installer, enter the following command:

./runInstaller.sh -invPtrLoc inventory location

In this command, inventory_location is the full path of the oralnst.loc file (for example,/export/home/
oraInst.loc), Which points to the OUIl inventory location. Use the -invPtrLoc option if you want to specify an
inventory pointer file other than the default.

Note: Optionally, for a silent (unattended) installation, you can append the flags described in the information
about installing Siebel CRM in silent mode that is described in Installing Siebel CRM Using Silent Mode.

The Siebel Installation Location screen appears.
8. Select the location of your existing installation from the dropdown list, and click Next.
If you are performing an update installation from a prior release of Siebel CRM that supports the new Siebel
CRM installer (such as Siebel CRM 21.2, the first release to support the new installer), then the Backup Location
screen appears.
9. Specify the Backup Location details, and click Next.
The default backup directory location is s1EBEL RoOT\mde backup. YOU can specify another location for this
directory. A version-specific backup directory is created under this location when you perform an update
installation from the prior release that supports the new Siebel CRM installer. For example:
o If you are updating a release that does not support the new installer (Siebel CRM 17.0 through Siebel
CRM 211) to a release that does support the new installer (such as Siebel CRM 22.7), then the backup
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10.

n.

12.

13.

directory is created as SIEBEL ROOT pre22.7.0.0.0, SUCh as ses_pre22.7.0.0.0. This directory, which
contains the complete installation, is created at the same level as the existing sieser roor directory. For
uninstallation cases that involve restoring Siebel CRM 2111 or earlier, see Uninstalling Siebel CRM.

Note: For a prior installation of Siebel Web Client (from Siebel CRM 20.8 through Siebel CRM 21.1), the
backup that is created might be fairly large, because it also includes a full copy of Oracle Database SE2.

o If you are updating a release that supports the new installer (for example, updating Siebel CRM 21.4 to
Siebel CRM 22.7), then the backup directory might be named sieBer_roor 21.4, such as SIEBEL_CRM 21.4
(for an installation directory of s1eBeL,_crm). This directory contains custom files and customer-modified
files such as configuration files, which you might require if you must restore your prior release. For
uninstallation cases that involve restoring Siebel CRM 21.2 or later, see Uninstalling Siebel CRM.

The Database Parameters screen appears.
Specify the database configuration details, and click Next.

In this screen, you specify input for the PostinstallDBSetup utility, which runs after you perform an update
installation from any prior release of Siebel CRM 17.0 or later. For more information, see About Database
Updates for Siebel CRM.

The Summary screen appears.
In the Summary screen, review the information presented.

This screen displays the location where Siebel CRM will be installed. Before you proceed, confirm that you have
met all of the installation requirements, such as for disk space. Then do one of the following:

o To begin installing Siebel CRM, click Install. You can also click Install after saving a response file.

o To save a response file to use for a silent installation later, click Save Response File, and then save the
file from the dialog box that appears. If you are not also installing at this time, then click Cancel after you
save the response file. For information about performing silent installations, see Installing Siebel CRM
Using Silent Mode.

The Installation Progress screen appears. Siebel CRM is installed into the directory that you specified in Step 8.
When the Next button becomes available, the installation is complete. Click Next.

The Finish Installation screen appears. This screen indicates whether the installation was successful and shows
the location of the installer log file. You can access this file to review the installation results.

To close the installer, click Close.

This update installation of Siebel CRM is now finished.

Installing Siebel CRM in a Migration Installation

Use the following procedure to install Siebel CRM in a migration installation. This task is part of Installing Siebel CRM.

Note: Use this procedure only where a prior release of Siebel CRM 16.x or earlier is already installed. For a new
installation, see Installing Siebel CRM in a New Installation. Where a prior release of Siebel CRM 17.x or later is already
installed, you perform an update installation instead, as described in Installing Siebel CRM in an Update Installation.
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This task is a step in:

« Roadmap: Installing Siebel CRM in a Migration Installation Case (Existing Installation of Siebel CRM 16.x or

Earlier)

« (Optional) Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

For more information about migration installations, see About Installation Tasks for Siebel CRM.

Note: If you need to add any modules that were not present in your original installation, including, for example, new
modules or additional instances of Siebel Server or Siebel Application Interface, then you must install them as a new
installation, as described in Installing Siebel CRM in a New Installation.

CAUTION: You must perform the migration installation for Siebel Application Interface before you perform the
migration installations for any other Siebel CRM server modules. When you do the migration installations for other
Siebel Enterprise Server modules, the installer prompts you to provide the host name and installation location for the
migrated installation of Siebel Application Interface. Without this information, the migration installations of Siebel
Gateway, Siebel Server, or other modules cannot complete successfully.

To install Siebel CRM in a migration installation

1.

2

Review Before You Install Siebel CRM and About Installation Tasks for Siebel CRM and observe the requirements
and recommendations.

Perform any premigration tasks that might be necessary, as noted in Additional Tasks for Migration
Installations.

CAUTION: For example, you must remove the existing configuration for the SWSE before you install Siebel
Application Interface as a migration installation. If you are using data encryption, then you must back up the
original key file.

If you are installing Siebel Enterprise components that will communicate with an existing configured installation
of Siebel Gateway on another computer or operating system instance, then make sure that the Siebel Gateway
is running.

(Windows) For a migration installation of Siebel Web Client from a release prior to Siebel CRM 16.0, exit Siebel
QuickStart for Mobile Web Client.

Note: Siebel QuickStart is no longer supported as of Siebel CRM 16.0. For a Siebel Mobile Web Client using
the Siebel QuickStart feature, you must exit the QuickStart agent if it is running before you perform the
migration installation. To do this, right-click the QuickStart icon in the system tray, and then choose Exit.

(Optional) Shut down all of the open programs associated with the Siebel CRM modules to be updated on this
computer.

For example, stop any services (for the existing installed instance of a prior version) for the Siebel Gateway
Name Server, Siebel Server, Siebel Management Agent, or Oracle Configuration Manager. Also shut down any
running instances of the Siebel Server Manager (srvrmgr). If you do not shut down these services, then the
installer shuts them down. (Siebel Management Agent and Oracle Configuration Manager are not installed or
supported in the current Siebel CRM release.)

(Windows) For a migration installation of Siebel Application Interface for the existing installation of SWSE, stop
the Microsoft IIS services by doing the following:

o Stop the IIS Administration service.
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o Stop the World Wide Web Publishing service.
6. (UNIX) For a migration installation of Siebel Application Interface for the existing installation of SWSE, stop the

Web server by running one of the following commands:

o ompmnctl stopall —for Oracle HTTP Server (on supported Linux operating systems)
o stopapa — for other Apache-based Web servers (on supported operating systems)

o stop — for Oracle iPlanet Web Server (on Oracle Solaris)

7. Log on to the server computer:

10.

o (Windows) Log on to the server computer, using an account with administrative privileges, such as the
Siebel service owner account that you recorded in the copy that you made earlier of the worksheet in
Siebel Deployment Planning Worksheet. The account that you use must belong to the Windows domain of
your Siebel CRM deployment and must have full write permissions to the Siebel File System.

For Siebel Web Client, log onto the client computer as a user with administrative privileges.

o (UNIX) Log on to the server computer, using the Siebel service owner account that you recorded in the
copy that you made earlier of the worksheet in Siebel Deployment Planning Worksheet.

Open a new window or shell. Navigate to the Siebel image location for your Siebel CRM 22.x release. For more
information, see Creating the Siebel Installation Image on the Network.

o (Windows) In Windows Explorer, navigate to the directory where the installer is located. Navigate to
Siebel_Image\Diskl\install.In this path, siebel image is the directory for your version-specific Siebel
network image, such as c:\siebel Install Image\22.7.

o (UNIX) In the shell you opened, navigate to the directory where the installer is located. For example,
for Linux, navigate t0 siebel_Image/Diskl/install. In this path, Siebel_Image is the directory for your
version-specific Siebel network image, such as /siebel_Install_Image/22.7.

(Windows) Before you run the Siebel CRM installer to perform the migration installation of a Siebel CRM
module, run the following command:

module.exe -debug -silent -attachhome ORACLE HOME NAME=Oracle Home Name ORACLE_HOME=Oracle_ Home

For example, you might enter a command like this, depending on the Oracle home name for the module you
are installing and on the original installation directory:

module.exe -debug -silent -attachhome ORACLE HOME_NAME=SES_ HOME ORACLE_HOME=c:\Siebel\ses

Start the Siebel CRM installer for the current release:

o (Windows) To start the installer, double-click setup.bat.
o (UNIX) To start the installer, enter the following command:

./runInstaller.sh -invPtrLoc inventory location

In this command, inventory_location is the full path of the oralnst.loc file (for example,/export/home/
oralInst.loc), Which points to the OUIl inventory location. Use the -invPtrLoc option if you want to specify an
inventory pointer file other than the default.

Note: Optionally, for a silent (unattended) installation, you can append the flags described in the information
about installing Siebel CRM in silent mode that is described in Installing Siebel CRM Using Silent Mode.
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The Siebel Installation Location screen appears.
11. Select the location of your existing installation from the dropdown list, and click Next.

The Application Container Port Configuration screen appears.
12. Specify port numbers for this installation, and click Next.

Siebel Application Interface Port Details:

o HTTPS Redirect Port. (Default: 443)
o HTTP Connection Port. (Default: 80)
o Shutdown Port. (Default: 8005)

Siebel Enterprise Components Port Details:

o HTTPS Redirect Port. Used for secure HTTPS connections to the application container, which can
include connections redirected from the HTTP port. (Default: 444)

o HTTP Connection Port. Incoming connections on the HTTP port are redirected to the secure HTTPS
port. (Default: 8081)

o Shutdown Port. Used for management purposes by Siebel CRM, for local use only. (Default: 8006)

Note: Specifying these port numbers allows the application containers and other parts of the configuration
framework to work together during and after the configuration and deployment tasks you perform using
Siebel Management Console. The port numbers must be unique on each installation computer or operating
system instance. See also Configuring Siebel CRM Server Modules.

The Application Interface Authentication screen appears.
13. Specify the appropriate authentication credentials for access to Siebel Management Console, and click Next.

o User Name. Specify the user name to use when you log in to Siebel Management Console, as described
in Starting the Siebel Management Console.

o Password. Specify the password for this user name.

o Confirm Password.

Note: You use the credentials specified here when you first log in to Siebel Management Console,

after installing the first Siebel Application Interface node. These credentials, which are stored in the
applicationinterface.properties file, are valid only before you have configured the security profile. After
configuring security, you must log in to Siebel Management Console again with valid credentials for the
authentication method specified in the security profile. Then, when you install any subsequent instance of
Siebel Application Interface, you would also specify those same valid credentials (that are used by the first
Siebel Application Interface node) for the specified authentication method, for example, user name sadmin
and password mypwd.

The Client Authentication screen appears.
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14. Specify information that supports secure communications for the installed software, and click Next. The
installer does not require that separate files are specified. Use files that meet your security requirements.

Siebel Enterprise Components Authentication:

[e]

o

o

o

Keystore Name. Specify a file (such as a JKS file) you have generated that will serve as the keystore.
Truststore Name. Specify a file (such as a JKS file) you have generated that will serve as the truststore.
Password. Specify the password for the specified keystore and truststore files.

Confirm Password.

Siebel Application Interface Authentication:

o

o

o

o

Keystore Name.
Truststore Name.
Password.
Confirm Password.

Note: The keystore and truststore files are Java files containing certificates. They are necessary for the
application container to use secure two-way communications when connecting with other Siebel CRM
modules, as occurs during Siebel Management Console configuration and in normal operation. These files
must contain the server certificate chain and an imported CA certificate. Generate your files so that the
keystore file references both the private key and the public key, while the truststore file references the public
key only. Specify the password that was previously configured to open the certificate files. Use the same
password for the keystore and truststore files. Use fully qualified domain names rather than IP addresses. If
you do not configure these files correctly, then you will not be able to configure Siebel CRM, as described in
General Guidelines for Installing Siebel CRM. See also Siebel Security Guide .

The screens in Step 15 through Step 18 contain settings that are required in order to migrate your existing
configurations and allow you to use Siebel Management Console for any additional configuration tasks.

The Security Profile Details screen appears.
15. Specify the Security Profile details, and click Next. Specify the following settings:

o

o

o

[e]

o

o

Database User Account Name.
Database User Account Password.
Data Source Name.

Database Host Name.

Database Port Number.

Database Service Name.

The Gateway Registry screen appears.
16. Specify the Siebel Gateway registry configuration, and click Next. Specify the following settings:

o

o

o

Security Profile.
Registry Port.
Primary Language.
Registry User Name.
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o Registry User Password.
The Application Interface Home screen appears.
17. Specify the Application Interface Home Location, and click Next.
The Application Interface Details screen appears.
18. Specify the Application Interface details, and click Next. Specify the following settings:
o Application Interface Hostname.
o Application Interface HTTPS Port.
o Application Interface Username.
o Application Interface Password.
o Application Interface Truststore Name.
o Application Interface Truststore Password.
The Summary screen appears.
19. Inthe Summary screen, review the information presented.
This screen displays the location where Siebel CRM will be installed. Before you proceed, confirm that you have
met all of the installation requirements, such as for disk space. Then do one of the following:
o To begin installing Siebel CRM, click Install. You can also click Install after saving a response file.
o To save a response file to use for a silent installation later, click Save Response File, and then save the
file from the dialog box that appears. If you are not also installing at this time, then click Cancel after you
save the response file. For information about performing silent installations, see Installing Siebel CRM
Using Silent Mode.
The Installation Progress screen appears. Siebel CRM is installed into the directory that you specified in Step 11.
20. When the Next button becomes available, the installation is complete. Click Next.
The Finish Installation screen appears. This screen indicates whether the installation was successful and shows
the location of the installer log file. You can access this file to review the installation results.
21. To close the installer, click Close.

This migration installation of Siebel CRM is now finished.

If you did not complete Enterprise Container Configuration or Application Interface Container Configuration,
then you must run the Siebel CRM installer again and do so before you run Siebel Management Console.

Verifying Installation

Use the following procedure to verify that Siebel CRM installed successfully. For Microsoft Windows, use cmd. This task
is part of Installing Siebel CRM.

To verify the installation

1.

Navigate to the directory represented by the oracrLe_noME variable.

For example, your top-level Siebel CRM installation directory on Microsoft Windows might be c: \siebel.
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2. Run the following command:
o (Windows) set ORACLE HOME=Oracle Home

o (UN|X) setenv ORACLE_HOME Oracle_Home

3. Verify the version number of the installed Siebel CRM software. For more information, see Verifying the
Installation Version Number for Siebel CRM.

4. If necessary, start the Siebel services and application containers. For more information, see Stopping and
Starting the Siebel Application Container.

5. Start the Siebel application in the browser to make sure that the application starts successfully.

6. From the application-level menu, select the Help drop-down menu and open up the Technical Support dialog to
check the version number displayed there.

Related Topics
Verifying Installation for Siebel CRM

Installing Siebel CRM Using Silent Mode

The Siebel CRM installer supports an optional silent installation (also known as unattended installation) process, which
is an installation that has been preconfigured to require no user input when the installation program runs. You can
save a response file in a regular installer session. Then you can run the installer at the command line with certain flags
appended to the installer command to execute the response file. Together, these tasks constitute installing in silent
mode.

You can perform silent installations for better performance when installing software on multiple computers. Or, you
might perform silent installations if user input during an installation is not allowed in your environment, as might be the
case in some secure environments. A silent installation prepackages all of the required parameters so that you only have
to execute a command to perform the installation.

The silent installation process for the current release of Siebel CRM is similar to that for Siebel CRM 211 and earlier. You
can use silent mode to perform any installation task by the Siebel CRM installer or to add languages or components to
an existing installation.

For silent installation, Siebel CRM includes the following files. You can use these files or save and modify your own
response files.

.+ enterpriseserver.resp
- siebelserver.resp

When you create a new response file from running the Siebel CRM installer, the file is created as siebelinstall.rsp and is
located in the siEBEL rooT installation directory.

CAUTION: Silent installations provide no direct feedback or error notification. Therefore, you must test your
settings in a development environment before system-wide deployment in a production environment. It is strongly
recommended that you become thoroughly familiar with GUI installation and configuration for any Siebel CRM
modules for which you intend to perform silent installation or configuration.

This topic includes the following information:

Guidelines for Installing Servers in Silent Mode
« Saving an Installation Response File
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« Editing an Oracle-Provided Installation Response File
« Performing an Installation in Silent Mode
Configuring Siebel CRM Using Silent Mode

Related Topics

About Installation Tasks for Siebel CRM

Installing Siebel CRM

About Configuring Siebel CRM

Installing and Deploying Additional Languages
Verifying Installation for Siebel CRM

Requirements for Installing and Configuring Siebel CRM

Guidelines for Installing Servers in Silent Mode

Review the following guidelines for installing Siebel Enterprise Server or Siebel Application Interface in silent mode. This
topic is part of Installing Siebel CRM Using Silent Mode.

Keep track of the response file results. Because the silent installation session is controlled by the response
file, you must keep careful track of the result each response file will yield when you perform a silent installation.
For example, depending on your selections when you generated a response file for Siebel Enterprise Server,
the silent installation performed with this file might install one or more of the following Siebel CRM server
modules (subject to restrictions on installing modules together): Siebel Gateway, Siebel Server, Siebel Database
Configuration Utilities, EAI Connector, or Siebel Application Interface.

- Create the response file on a computer similar to the target computer. When you run the installer as
described in Saving an Installation Response File, installer validations are done as if you were performing a
real installation. It is strongly recommended that you run the installer on a computer that has similar resources
and configuration settings as the target computer on which the installation will be performed, as described in
Performing an Installation in Silent Mode. Silent installations must meet all of the documented requirements,
including those described in About Installation Tasks for Siebel CRM and in Requirements for Installing and
Configuring Siebel CRM.

- Observe requirements for password encryption. Password encryption is enabled by default for Siebel
CRM. Therefore, any passwords you specify in the response file must have been encrypted using the
EncryptString.jar utility, which is available in the following locations:

o Inthe Siebel installation image, EncryptString.jar is located in the pisk1\stage\ext\jlib directory.

o Intheinstalled Siebel CRM software, EncryptString.jar is located in the config\installer directory.
To run the EncryptString.jar utility, use a command like the following:

Java.exe -jar <full path to EncryptString.jar> <password to be encrypted>

- Validate the installation. Validate each installation after it has completed, as described in Verifying Installation
for Siebel CRM.

To install Siebel CRM server modules and the specified Siebel languages using silent mode, perform the following tasks:

« Saving an Installation Response File
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« Editing an Oracle-Provided Installation Response File

« Performing an Installation in Silent Mode

Saving an Installation Response File

Perform the following steps to save an installation response file to be used in a silent installation of Siebel CRM server
modules. This task is part of Installing Siebel CRM Using Silent Mode.

Note: If you are adding languages to an existing installation, then do not use this procedure. Instead, follow the
procedure in Editing an Oracle-Provided Installation Response File.

To save an installation response file

1. Navigate to the Siebel image location where the installer is located.
2. Start the Siebel CRM installer.

For information about starting this installer, see About Installation Tasks for Siebel CRM and Installing Siebel
CRM.

3. Provide input to the installer wizard, as in a normal GUI installation.
In the Summary screen, click Save Response File.
5. Specify the location of the response file, for example, c: \temp\sesinstall.rsp, and save the file.

>

A response file is generated that includes data that is derived from the input that you made during the installer
session.

6. After the response file is saved, click Cancel.
The installer session ends.

In addition to saving the response file at the location that you specified at the command line, the installer
creates the Siebel installation directory at the location that you specified in the installer session (for example,
C:\temp\sesinstall.rsp). Although the Siebel CRM module is not installed (because you clicked Cancel), this
directory contains a subdirectory called inventory, which includes information about the product inventory.

For information about performing a Siebel Enterprise Server or Siebel Application Interface installation in silent
mode, using the response file that you just generated, see Performing an Installation in Silent Mode.

Editing an Oracle-Provided Installation Response File

If you are adding languages to an existing Siebel CRM installation, then you must edit an Oracle-provided installation
response file instead of saving a response file from the installer. For detailed information about the task of adding
languages, see Installing and Deploying Additional Languages. This task is part of Installing Siebel CRM Using Silent
Mode.
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Performing an Installation in Silent Mode

Perform the following steps to perform a silent installation of Siebel CRM. This task is part of Installing Siebel CRM Using
Silent Mode.

First, you must save an installation response file as described in Saving an Installation Response File or prepare an
installation response file for adding languages as described in Editing an Oracle-Provided Installation Response File.
Then you run the installer command as shown in the following procedure. For detailed information about the task of
adding languages, see Installing and Deploying Additional Languages.

The installation commands shown in the following procedure run the installer in silent mode and specify the location
of the response file to be executed. No installer screens are displayed, and no further user input is prompted for after
the installer starts. The installation result depends on the content of the specified response file. The response file does
not contain passwords. Consequently, you must specify the database table owner and database user password on the
command line.

To perform an installation in silent mode

1. Navigate to the Siebel image location where the installer is located.

2. Place the response file that you previously generated or edited into the correct Siebel image directory for the
Siebel CRM module (where the installer program is located), so that the file can be read when you run the
installer.

I Note: Always back up any existing valid response file before replacing it with a new file.

3. (Windows) Open a DOS command window, then run a command like the following to start the installer to install
Siebel CRM:

setup.bat -silent -responseFile path to_installation_response file
-dp database_table_owner_password -sp database_user_ password

In this command:

o path_to_installation_response_file IS the full path and name of a response file to be executed (for
exarnFﬂe,C:\temp\sesinstall.rsp)
o database_table_owner_password is the password for the database table owner

o database_user_password is the password for the database user
4. (UNIX) Open a shell window, then run a command like the following to start the installer to install Siebel CRM:

setup -silent -responseFile path_to_installation_ response_ file
-dp database_table_owner_password -sp database_user_password

In this command:

o path_to_installation_response_file iS the full path and name of a response file to be executed (for
example, /temp/sesinstall.rsp)
o database_table_owner_password is the password for the database table owner

o database_user_password is the password for the database user
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5. Validate the installation after it has completed.

For more information, see Verifying Installation for Siebel CRM.

Configuring Siebel CRM Using Silent Mode

Silent configuration is an alternative to using the Siebel Management Console to configure the installed Siebel CRM
server modules. Configuration and deployment of Siebel CRM, including the bootstrap process, can be done using
differing methods, depending on the installed component. For information about performing Siebel Management
Console configuration tasks, see Configuring Siebel CRM Server Modules. This task is part of Installing Siebel CRM Using
Silent Mode.

The full Siebel Management Console (SMC) graphical user interface for ongoing management is provided across all
configuration steps. These steps are based on REST or Java underlying the user interface. Individual components can
also be managed by either REST or Java, as follows:

REST-based steps can use the following:

o Automation, postman, or other programmatic access.

o Command-line interface, via HTTPIE (https://httpie.org) or Curl (https://curl.haxx.se). See command-line
examples in this topic.

- Java-based steps can use silent mode using response file templates, provided as sample JSON files.

Common configuration steps and their implemented mechanisms are as follows:

REST: ZooKeeper/Gateway creation

REST: Security profile creation

REST: ZooKeeper/Gateway bootstrapping

Java: Enterprise configuration (can also be performed using REST)
Java: Siebel Server configuration (can also be performed using REST)
Java: Application Interface configuration

Sample JSON Files

Siebel CRM includes the following sample JSON files that you can modify as part of silent configuration. These files are
located in the SIEBEL ROOT\config\sample response directory in your Siebel CRM installation.

cuhUNA

- bootstrapCG.json

- GatewaySecurityProfile.json
- cginfo.json

- Alprofilecreate.json

- Alprofiledeploy.json

Detailed Steps
Installing Siebel CRM in Silent Mode
- Validating Siebel Management Console
- Validating JSON Configuration Files
- Configuring Siebel Gateway Using Curl and JSON Files
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- Configuring Siebel Enterprise and Siebel Server Using Response Files
Refreshing SMC Configuration

- Configuring Siebel Application Interface

Installing Siebel CRM in Silent Mode

Example installation response can be found in the following directory in your Siebel CRM installation:
SIEBEL_ROOT\config\sample_response. 10 install Siebel CRM in silent mode, perform the following general steps, as
described in Installing Siebel CRM Using Silent Mode.

1. Obtain Siebel CRM 22.x installation media.
2. Validate the response files that you will use to install Siebel CRM using silent installation.
3. Install Siebel CRM using response files and silent installation.

Validating Siebel Management Console

1. Make sure Tomcat is up and running with HTTPS port ( AT_RrRooT/applicationcontainer/logs/catalina*.log).
Sample log:

19-Jan-2021 19:31:42.106 INFO [main] org.apache.coyote.AbstractProtocol.start Starting ProtocolHandler
[http-nio-9002]

19-Jan-2021 19:31:42.154 INFO [main] org.apache.coyote.AbstractProtocol.start Starting ProtocolHandler
[https-jsse-nio-9001]

19-Jan-2021 19:31:42.169 INFO [main] org.apache.catalina.startup.Catalina.start Server startup in 41568
ms

2. Loginto SMC:

https://<AI_HOST>:<AI_ PORT>/siebel/smc

3. Make sure the pop-up for Gateway Host:Port is visible.

Validating JSON Configuration Files
1. Using a Windows or UNIX computer where Curl is installed, copy the following JSON files to the same location
where Curl is enabled:
o cginfo.json
o GatewaySecurityProfile.json
o bootstrapCG.json

For more information about these files, see the sample JSON files listed in this topic.
2. Modify the JSON files according to your environment.

Configuring Siebel Gateway Using Curl and JSON Files

Run Curl commands similar to the following, representing different phases of configuration for Siebel Gateway and
Security profiles:

1. Siebel Gateway:

curl -u <AI USER>:<AI_PASSWORD> -i -X POST -H "Content-Type:application/json" "https://
<AI_HOST>:<AI_PORT>/siebel/v1l.0/cginfo" -d@cginfo.json -k

2. Security:
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curl -u <AI_USER>:<AI_PASSWORD> -i -X POST -H "Content-Type:application/json" "https://
<AI_HOST>:<AI_PORT>/siebel/vl.0/cloudgateway/GatewaySecurityProfile" -d@GatewaySecurityProfile.json -k
3. Bootstrap:

curl -u <DB_USER>:<DB_USERPASSWORD> -i -X POST -H "Content-Type:application/json" "https://
<AI HOST>:<AI_PORT>/siebel/vl.0/cloudgateway/bootstrapCG" -d@bootstrapCG.json -k

Error output for Curl commands shows HTTP 200 OK to indicate success. Review output in detail for any issues. Once
the preceding steps are successful, validate SMC. It should show the security profile created.

Example GatewaySecurityProfile.json Configured for Database Authentication

To configure database authentication instead of LDAP authentication, update the GatewaySecurityProfile.json file
accordingly before performing the configuration steps. Adapt this content as appropriate for your deployment
requirements:

{

"Profile": {
"ProfileName": "OracleProfile"

}’

"SecurityConfigParams": {

"DataSources": [{
"Name": "Oracle",
"Type": "DB",

"Host": "xxxxxx",

"Port": xxxx,

"SqglStyle": "Oracle",
"Endpoint": "xxxx",
"TableOwner": "xxxx",
"HashUserPwd": false,
"HashAlgorithm":"SHA1l",
"CRC":"O"

.,

"SecAdptName": "DBSecAdpt",
"SecAdptMode": "DB",

"NSAdminRole": ["Siebel Administrator"],
"TestUserName": "xxxx",
"TestUserPwd": "xxxxx",
"DBSecurityAdapterDataSource": "Oracle",

"DBSecurityAdapterPropagateChange": true

}

}

Configuring Siebel Enterprise and Siebel Server Using Response Files

To create response files, first configure a Siebel environment manually using SMC, then create response files that you
can use for configuring additional environments.

1
2.
3.

Copy the response files (RESP files) to the c:\siebel\ses\config directory.
Modify the response files for the Siebel Enterprise and Siebel Server with required parameters.
Open a command prompt. Run the following command:

set JAVA HOME=$ses/jre

Go to c:\siebel\ses\config and run the following command:

config.bat -mode enterprise -responseFile enterpriseserver.resp -verbose -skipvalidation

If this step fails, troubleshoot and run the step again.
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5. For Siebel Server configuration, run the following command:

config.bat -mode siebsrvr -responseFile siebelserver.resp -verbose -skipvalidation

6. Once successful, validate that the Siebel Server service is started from services.
7. Connect to srvrmgr and verify that the Siebel Server is up and running.

Refreshing SMC Configuration

Because you configured Siebel Enterprise and Siebel Server with response files, these updates are not reflected in SMC
until you refresh the SMC configuration. Follow these steps to refresh the configuration:

1. Connect to SMC with a URL like the following:
https://<Al_HOST>:<AI_PORT>/siebel /smc
2. Go to Settings. Click Refresh Configuration.
3. Go to Deployment. You can see that the Enterprise and Siebel Server profiles are migrated.

Configuring Siebel Application Interface

1. Using Curl, update the JSON files for profile creation and deployment, as follows:
o Profile creation command:

curl -u <DB_USER>:<DB_USERPASSWORD> -i -X POST -H "Content-Type:application/json"
"https://"$RESTHOSTNAME" : "$portSAIHTTPS" /siebel/v1l.0/cloudgateway/profiles/swsm/" -
d@AIprofilesiacreate.json -k

o Profile deployment command:

curl -u <DB_USER>:<DB_USERPASSWORD> -i -X POST -H "Content-Type: application/json"
"https://"$RESTHOSTNAME" : "$portSAIHTTPS" /siebel/vl1.0/cloudgateway/deployments/swsm/" -
d@AIprofiledeploy.json -k

2. Validate the Application Interface profile details from SMC.

Additional Tasks for Migration Installations

Certain product changes that were made in Siebel CRM spanning several releases can affect migration installations

for existing customers. All customers performing migration installations must review the information in this topic
before installing, to make sure that they can successfully migrate all custom files and settings to the current release
and to avoid any of the issues described here. Some migration tasks previously documented for Siebel CRM 16.0 might
not need to be done again for customers migrating from that release. The migration installation case applies only for
migrations from Siebel CRM 16.x or earlier.

These product changes affect some of the files and directories of installations of Siebel Server, Siebel Application
Interface, Siebel Web Client, and Siebel Tools. Also affected are some of the configuration settings for these modules.
Many of the product changes described in this topic were made as part of consolidating support for Siebel Open Ul and
desupporting high interactivity and standard interactivity.

This topic describes specific product changes, describes how these changes might affect migration installations, and
provides steps you can take to avoid any issues and complete the migration successfully. Some of the tasks you perform
before installation, but most of them you would perform after installation. Additional migration considerations are also
provided.
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This topic includes the following information:

- Migration Issues and Solutions for Siebel CRM 17.0 and Later

Updating the Siebel Server System Service and Server Components to Use AES Password Encryption

Related Topics
About Installation Tasks for Siebel CRM

About Configuring Siebel CRM

About Installing Siebel Web Client or Siebel Tools

Installing and Using Oracle Database SE2 for the Local Database
Uninstalling Siebel CRM

Process of Removing Configuration Data

Migration Issues and Solutions for Siebel CRM 17.0 and Later

Many product and support changes for Siebel CRM 17.0 and later releases make it necessary for you to perform certain
migration-related tasks. Issues and possible solutions are provided for some items. Review all items before proceeding.
This list is not comprehensive. Many of the tasks are interrelated and are not necessarily presented in the order in which
you would perform them. Various dependencies apply that might not be fully explained. Some of these issues apply
only to migrations from releases prior to Siebel CRM 16.0.

This topic is part of Additional Tasks for Migration Installations.

- Synchronize local databases before migrating or doing other premigration tasks. Siebel Mobile Web Client
users might need to synchronize their local database changes with the server, through Siebel Remote, as
described in Siebel Remote and Replication Manager Administration Guide . Or, Siebel Tools developer users
might need to check in any changes made to objects in the existing local database, as described in Using Siebel
Tools for earlier releases of Siebel Tools.

Remove the Siebel Web Server Extension (SWSE) configuration before migrating, and then configure
Siebel Application Interface after migrating. In Siebel CRM 16.0, the virtual directories, which formerly
mapped to public\lang code (such as ENU), were mapped directly to public. Virtual directories no longer
apply and are replaced by application configurations. In the current release, these configurations map to
applicationcontainer external\siebelwebroot iN the Siebel Application Interface installation. When you install
the Siebel Application Interface as a migration installation, the existing virtual directories on the Web server
that were configured for SWSE in a prior release are not migrated. After all of the migration installations are
complete, you must configure the Siebel Application Interface to create the application configurations. For more
information, see About Installation Tasks for Siebel CRM and About Configuring Siebel CRM.

CAUTION: You must remove the configuration for the SWSE before you install Siebel CRM 17.0 as a migration
installation, as described in Process of Removing Configuration Data.
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- When data encryption is enabled, you must back up the original key file (keyfile.bin) before performing
a migration installation for Siebel Enterprise Server, and then copy it back after migrating. For more
information, see General Requirements for Installing and Configuring Siebel Enterprise Components.

CAUTION: If data migration is enabled, then the migration installation overwrites your existing key file. If you
have not backed up your existing key file and copied it back after the migration, then the encrypted columns
will be inaccessible after the migration.

- Preserve premigration installation. You might want to preserve your premigration installations, in case you
need to restore your prior version after having done the migration installations and made the manual migration
changes described here. It is recommended that you manage your migration tasks to make sure that you
have not permanently deleted, moved, or renamed files or directories in these installations. Also keep track
of changed requirements, so that you can restore the overall environment for your prior release. For more
information, see Uninstalling Siebel CRM.

- Move files and directories or delete unnecessary files. Depending on the release you are migrating from and
on your requirements, you might need to copy some files or directories from your existing installation into your
new migrated installation, or you might need to delete some unnecessary files and directories from your new
migrated installation. For example:

o The webtempl directory on Siebel Server. As of Siebel CRM 17.0, the s1EBSRVR ROOT\webtempl directory
is not part of the Siebel Server installation and is not migrated. The Siebel Web templates are now located
in the Siebel database. Custom Siebel Web templates for Siebel Open Ul migrate into the database when
you run Incremental Repository Merge, as described in Siebel Database Upgrade Guide .

In order for this migration to succeed, you must copy all of the applicable custom Siebel Web template
files into a directory. Then, when you run Incremental Repository Merge and the Database Configuration
Wizard prompts for the Web Templates Directory, specify this new directory location.

- If you are migrating from Siebel CRM 16.x, then the applicable Siebel Web template files to copy are
those located in the sIEBSRVR ROOT\webtempl\custom Subdirectory in your prior installation.

- If you are migrating from a release prior to Siebel CRM 16.0, then the applicable Siebel Web
template files to copy are those located in the sIEBSRVR ROOT\webtempl\ouiwebtempl\custom
subdirectory in your prior installation.

For Siebel Web Client and Siebel Tools installations, the webtemp1 directory has also been removed
and Siebel Web templates are now provided in the Siebel database. A newly extracted local
database for Siebel Mobile Web Client also includes your custom Siebel Web templates.

o The webmaster directory on Siebel Server. As of Siebel CRM 16.0, the sIEBSRVR ROOT\webmaster
directory on the Siebel Server has been removed. If you are migrating from a release prior to Siebel CRM
16.0, then you can delete this directory from your migrated Siebel Server installation.

o The public directory on Siebel Web Server Extension. As of Siebel CRM 17.0, the swse_rooT\public
directory is not part of the Siebel Application Interface installation. In the current release, the equivalent
location is SIEBEL AI ROOT\applicationcontainer external\siebelwebroot. Files and directories are
not automatically migrated for Siebel Application Interface. If you require any of the files from the
public directory in your prior installation of SWSE, then you can copy them manually after completing
installation and configuration tasks.

Before you copy files, you must take into account the following changes that occurred in the structure of
the public directory in Siebel CRM 16.0:

- public\lang code\build number , Where lang_code is an installed Siebel language (such as ENU)
and build_number is one of the build numbers for the installed Siebel software. The appiet

59
ORACLE



Siebel

Chapter 3

Installation Guide Installing Siebel CRM

subdirectory was removed. The scripts subdirectory moved under public. And the build _number
directory was removed.

- public\lang_code\files. This directory moved under public.

- public\lang_code\fonts. This directory moved under public.

- public\lang code\htmltemplates. This directory moved under public.
- public\lang_code\images. This directory moved under public.

- public\lang_code\webeditor. This directory was removed.

- public\lang_code\default.htm. This file moved under public.

- public\lang_code\blank.htm. This file moved under public.

- public\lang code\wait.htm. This file was removed.

- public\lang_code\*.pcd. These files were removed.

- public\lang_code\*.manifest. T he variable string %BuildNumber% was removed from
the .tmanifest files, from which the .manifest files are generated.

Note: The Siebel application virtual directories, which formerly mapped to the public\lang code
directory on SWSE, are obsolete as of Siebel CRM 17.0. In the current release, the application
configurations for Siebel Application Interface map to sIEBEL AT ROOT\applicationcontainer external

\siebelwebroot.

- Move files and directories: Files and directories on Siebel Web Client and Siebel Tools have changed

relative to equivalent locations for releases prior to Siebel CRM 16.0. Similar changes apply for migration
installations of Siebel Web Client and Siebel Tools, as described above for migration installations of Siebel
Application Interface. However, the files are copied into the new migration installations of Siebel Tools. Note
also that Siebel Web Client still uses the pubiic directory, as in Siebel CRM 16.0.

Issue (for migrations from release prior to Siebel CRM 16.0). After a migration installation of Siebel Web
Client or Siebel Tools (from a release prior to Siebel CRM 16.0), duplicate directories will exist, because some of
the directories will be in new locations relative to those seen for the files and directories that migrated from the
prior release. Your custom files will be in the wrong locations and cannot be used until you have moved them to
the new locations.

Solution. Reorganize the files and directories in SIEBEL_CLIENT ROOT\public and SIEBEL_TOOLS_ ROOT\public
on the migrated installations to incorporate the migrated custom files that you require and to conform to the
changes described earlier in this topic for Siebel Application Interface. Finally, remove all extraneous files and
directories in SIEBEL_CLIENT ROOT\public and SIEBEL_TOOLS_ROOT\public.

Upgrade the database client. In a migration installation case, after migrating, you must make sure that a
supported version of the database client software is installed for use with the current release of Siebel CRM,
as noted in the Certifications tab on My Oracle Support. You might also need to update the database client
installation path in the defined environment variables. You can install Oracle Database Client with Siebel
Enterprise Components. For more information, see About Configuring Siebel CRM.

Installing Siebel Web Client also installs Oracle Database SE2 and Oracle Database Client, as noted in Installing
and Using Oracle Database SEZ2 for the Local Database and other topics.

Edit configuration files for Siebel Web Client. After doing a migration installation for Siebel Web Client from
Siebel CRM 16.x or earlier, you might need to edit all applicable migrated configuration files, such as uagent.cfg
for Siebel Call Center. For example:

For a migration from Siebel CRM 16.x or earlier, in the [Siebel] section of each applicable configuration file,
the existing WebClientSiteDir parameter value will include a language element, which is no longer needed. For
example, for a value like c: \siebel\Client\public\enu, Update the parameter value to c:\siebel\Client\public.
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Remove obsolete parameters. Several parameters for server components or in configuration files are obsolete
as of Siebel CRM 17.0. To reduce confusion after migration installations, you might choose to delete some of the

parameters that no longer apply, such as HighInteractivity and EnableOpenUI (which are obsolete as of Siebel

CRM 16.0). For more information about obsolete parameters, see Siebel System Administration Guide .

Reset passwords on the Siebel Gateway and on the Siebel Server. After doing a migration installation from

Siebel CRM 16.x or earlier, you must reset any passwords on the Siebel Gateway that were previously encrypted

using encryption other than AES. Such passwords are now encrypted using AES. For more information about
reencrypting these passwords, see Siebel Security Guide . Furthermore, the Siebel Server system service and

server components do not work after a migration installation until you have updated them to use AES password
encryption. Make these changes in coordination, as described in Updating the Siebel Server System Service and

Server Components to Use AES Password Encryption.

Updating the Siebel Server System Service and Server
Components to Use AES Password Encryption

The Siebel Server system service and server components do not work after a migration installation until you have
performed steps to update them to use AES password encryption, as described in the following procedure. Most of
the command examples in the procedure are for UNIX operating systems, but the same issue applies on Microsoft
Windows.

This task is part of Additional Tasks for Migration Installations.

To update the Siebel Server system service and server components to use AES
password encryption

1
2,

X0

Unset any SIEBEL* environment variables.
Source the siebenv script from the Siebel Gateway installation directory, as follows:

./siebenv.sh

Start the Siebel Gateway and make sure that it is running.
Write down the old encrypted password from the current siebns.dat file. For example:

[/enterprises/esia8l/parameters/Password]
Persistence=full

Type=string

Value="9ntkUOUEf"

Length=16

Run a command like the following, using the old encrypted password value:

SIEBEL ROOT/siebsrvr/lib/spu 9ntkUOUf

This command obtains a reencrypted value for the password, such as in the following output:
ENPVR6S/HKgBncoAAA==

Delete the current svc* and osdf* files from the sieBsrvR RrooT/sys directory.
Source the siebenv script from the siessrvr_root directory.
Change directory to the siEBSRVR RoOT/bin directory and then run a command like the following:

siebctl -S siebsrvr -i esia8l:srvrl -a -g "-g localhost:2320 -e esia8l -s srvrl
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-u SADMIN -ep ENPVR6S/HKgBncoAAA=="
Note that the new encrypted string from Step 5 is used.
9. Run the following command using the old encrypted password value, like the following:
$SIEBEL ROOT/siebsrvr/lib/gpu -g localhost:2320 -e esia8l -u SADMIN -p 9ntkUOUf
10. Customers who have overridden the user name or password at the component definition level must change the
passwords again through srvrmgr in order to use the new encrypted password value. For example:
change param password=<pwd value> for compdef <comp_ name>
change param password=<pwd value> for comp <comp name> server <server_name>
11. Update old encrypted passwords on the Siebel Gateway to use AES encryption.
For more information, see Siebel Security Guide .
12. Restart both the Siebel Gateway and the Siebel Server.
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4 Configuring Siebel CRM Server Modules

Configuring Siebel CRM Server Modules

This chapter explains how to use Siebel Management Console to configure all of the Siebel CRM modules that you can
install using the Siebel CRM installer. It includes the following topics:

- About Configuring Siebel CRM

« Running the Siebel Management Console

- Installing the Siebel Database

- Configuring the Siebel Gateway and Security
« Configuring the Siebel Enterprise

« Configuring the Siebel Server

- Configuring the Siebel Application Interface
« Configuring the Siebel Gateway Cluster

- Configuring the Siebel Migration Application
- Configuring the Siebel Deployment

« Managing the Siebel Deployment

« Accessibility for Siebel Management Console

For information about configuring Siebel CRM server modules using silent mode, see Configuring Siebel CRM Using
Silent Mode.

About Configuring Siebel CRM

After performing a new installation of Siebel Enterprise Server modules or Siebel Application Interface, you must
configure the appropriate modules by using the Siebel Management Console, as described in this chapter.

The Siebel Management Console, a Web-based application that you run on the Siebel Application Interface, supports
configuration tasks for the following:

- Security
- Siebel Gateway
- Siebel Gateway Cluster
- Siebel Enterprise
- Siebel Server
- Siebel Application Interface
- Siebel Migration application
Siebel Management Console also provides the ability to configure and manage deployed server entities, similar to the

functionality in the Administration - Server Configuration and Administration - Server Management screens in the
Siebel application.
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In most cases, you perform the configuration in a two-step process for each entity that you are configuring:

- Creating a profile for the type of entity you are configuring
Deploying the profile into your Siebel deployment

A profile is a collection of configuration settings. You can create as many profiles as you require, and deploy

these profiles according to your requirements, as appropriate for your physical installed Siebel software and your
authentication methods. You can deploy profiles to multiple installed instances of Siebel Server or Siebel Application
Interface, for example. When you create a profile, you must use a unique name in order to successfully create the
profile.

Most of the configurable entities correspond to physical installed modules (Siebel Gateway, Siebel Server, or Siebel
Application Interface). Some entities are provided with other modules. For example, security adapters are provided with
the Siebel Server, and the Siebel Migration application is provided with the Siebel Application Interface installation. The
Siebel Enterprise is a logical entity that you must deploy for each Siebel deployment. The Siebel Gateway Cluster is also
a logical entity that you can optionally configure for multiple installed Siebel Gateway nodes.

You must configure and deploy at least the Siebel Gateway, Siebel Enterprise, Siebel Server, and Siebel Application
Interface in every Siebel deployment.

After you configure the Siebel Gateway, you can create profiles in any sequence. Restrictions apply to the sequence
in which you deploy these profiles in your Siebel deployment. In general, the configuration sequence for a new
deployment corresponds to the sequence of the configuration topics in this chapter.

Note: For a migration installation case, you must install Siebel Application Interface first and specify information such
as application container port numbers. You then provide some of this data as input for the migration installation of
Siebel Gateway, which allows the configurations to be migrated. After the migration installations, you do not configure
the Siebel Gateway, Siebel Enterprise, or Siebel Server using the Siebel Management Console. However, you must then
configure the Siebel Application Interface. Additional configuration requirements apply for migration installations, as
described in Configuration Requirements for Migration Installations.

The Siebel Management Console uses the Siebel Gateway registry to store configuration data. Consequently, the first
configuration task that you must perform when you run the Siebel Management Console is configuring the Siebel
Gateway itself, and its registry. After doing this, you can create and deploy profiles for all other applicable modules in
your Siebel deployment.

Note: It is strongly recommended to back up the Siebel Gateway registry periodically for safety reasons, so that you
will be able to restore the Siebel Gateway registry from a backup if something goes wrong. For more information, see
Siebel System Administration Guide .

(Windows) After configuration, the Siebel system services start automatically. You can use the Windows Control Panel
to change whether a Siebel system service starts automatically or manually, or to change the user name or password
under which the system service runs.

(UNIX) After configuration, you might want to configure the Siebel system services to start automatically.

Note: You cannot operate any Siebel CRM modules for your deployment until you have configured and deployed
them. You must be running the Siebel Gateway in order to configure and deploy any other entities.
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Other Siebel Management Console Activities

You can also use the Siebel Management Console to remove configuration data for deployed entities, which is a
necessary part of uninstalling the Siebel CRM software. Restrictions apply to the sequence in which you can remove
configuration data for deployed modules. For more information, see Process of Removing Configuration Data.

To modify some configuration settings for an existing Siebel Enterprise or Siebel Server, or a Siebel Server component,
you can optionally use the functionality in the Configuration screen in Siebel Management Console, as described in
Configuring the Siebel Deployment. Alternatively, you can use the Administration - Server Configuration screen in the
Siebel application or use Siebel Server Manager, as described in Siebel System Administration Guide . Depending on
the specific configuration updates that you make, you might have to restart the Siebel Server before the changes take
effect. The Siebel Management Console allows you to refresh the configuration data displayed so that it reflects the
latest updates for the deployed Siebel Enterprise or Siebel Server.

In addition, you can manage server modules in the Siebel CRM deployment by using the Management screen in
the Siebel Management Console, as described in Managing the Siebel Deployment. Alternatively, you can use the
Administration - Server Management screen in the Siebel application or use Siebel Server Manager, as described in
Siebel System Administration Guide .

This topic includes the following information:

« Where to Find Configuration Tasks

- Configuration Requirements for Migration Installations

Where to Find Configuration Tasks

The configuration tasks for Siebel CRM are described in the following locations, as shown in the following table. This
topic is part of About Configuring Siebel CRM.

Siebel CRM Module to Configure Where Documented

Siebel database Installing the Siebel Database

Note: Installation of a new Siebel database is still performed using the Database Configuration

Wizard.
Security Configuring the Siebel Gateway and Security and Siebel Security Guide
Siebel Gateway Configuring the Siebel Gateway and Security
Siebel Gateway Cluster Configuring the Siebel Gateway Cluster
Siebel Enterprise Configuring the Siebel Enterprise
Siebel Server Configuring the Siebel Server
Siebel Application Interface Configuring the Siebel Application Interface
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Siebel CRM Module to Configure Where Documented
Siebel Migration application Configuring the Siebel Migration Application and Siebel Database Upgrade Guide
Siebel deployment (optional post- Configuring the Siebel Deployment and Siebel System Administration Guide

deployment configuration tasks)

Siebel deployment (optional post- Managing the Siebel Deployment and Siebel System Administration Guide
deployment management tasks)

Configuration Requirements for Migration Installations

The migration installation case has particular requirements that relate to configurations. For your installed Siebel CRM
software for a prior release (Siebel CRM 16.x or earlier), do the following, in the order shown. This topic is part of About
Configuring Siebel CRM.

1.

2.

Review all relevant documentation. See Before You Install Siebel CRM and About Installation Tasks for Siebel
CRM.

Perform any necessary premigration tasks, as noted in Additional Tasks for Migration Installations.

CAUTION: In particular, you must remove the existing Siebel Web Server Extension (SWSE) configuration
on the Web server computer where you installed SWSE for the prior release. Do this before you perform the
migration installation of Siebel Application Interface. Otherwise, the virtual directories cannot be cleaned up
adequately. For more information, see Removing the Siebel Application Interface Configuration.

Install Siebel Application Interface as a migration installation for your existing installation of SWSE, as described
in Installing Siebel CRM in a Migration Installation.

Install Siebel Enterprise Server as a migration installation, as described in Installing Siebel CRM in a Migration
Installation.

Note: For the Siebel Enterprise Server that includes the Siebel Gateway, when you perform the migration
installation, you provide input that configures the Siebel Gateway and allows the existing configurations for
the Siebel Enterprise and Siebel Servers to migrate to the new Siebel Gateway. This instance is considered the
primary Siebel Gateway if you deploy Siebel Gateway clustering.

(Optional) Install Siebel Enterprise Server as a new installation, and install any other Siebel CRM modules that
you require, as described in Installing Siebel CRM in a New Installation. For example, install Siebel Gateway (if
you are using Siebel Gateway clustering on multiple nodes).

Perform any necessary postinstallation tasks, as noted in Additional Tasks for Migration Installations. For
example, do the following:

o Where necessary, upgrade the database client to a supported version for the current release of Siebel
CRM. Also update the database client installation path in the defined environment variables.
o Update files and directories on Siebel Enterprise Server and Siebel Application Interface (where
necessary).
Run Incremental Repository Merge, as described in Siebel Database Upgrade Guide .
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8. Run the Siebel Management Console, as described in Starting the Siebel Management Console. See also About
Configuring Siebel CRM.

o (Optional) Create a profile for the Siebel Gateway cluster, if you have installed Siebel Gateway on multiple
nodes for this purpose, and then deploy this profile to deploy the cluster. For more information, see
Configuring the Siebel Gateway Cluster.

o Create a profile for Siebel Application Interface, and then deploy this profile to the installed Siebel
Application Interface. For more information, see Configuring the Siebel Application Interface.

o Configure any new Siebel CRM modules that you installed, including those noted in a prior step, or
configure the Siebel Migration application.

Related Topics

Installation-Related Changes in Siebel CRM

Installing Siebel CRM

About Installation Tasks for Siebel CRM

Additional Tasks for Migration Installations

Running the Siebel Management Console

Installing the Siebel Database on the RDBMS
Additional Postinstallation and Configuration Tasks
Requirements for Installing and Configuring Siebel CRM

Process of Removing Configuration Data

Related Books
Siebel Database Upgrade Guide

Running the Siebel Management Console

This topic describes how to run the Siebel Management Console. For more information, see About Configuring Siebel
CRM. It includes the following information:

« Starting the Siebel Management Console

- Overview of Siebel Management Console

« Siebel Management Console Screens

« Supported Activities in Siebel Management Console
« Using Safe Mode for Siebel Management Console

See also Accessibility for Siebel Management Console.

Starting the Siebel Management Console

Use the following instructions to start the Siebel Management Console. This task is part of Running the Siebel
Management Console.
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To start the Siebel Management Console

1. Make sure that you have installed all the necessary Siebel CRM software and performed any required
postinstallation steps.

Depending on your authentication method, you might also have had to install or upgrade the Siebel database
before you run the Siebel Management Console.

2. Review the information in About Configuring Siebel CRM.
3. Open a browser window and enter a URL like the following:

https://SiebelApplicationinterfaceHost.FQDN:Port/siebel /smc
In this URL:

o SiebelApplicationinterfaceHost is the host name for the installed Siebel Application Interface.

o FQDN is the fully qualified domain name for your deployment. An example is example.com.

Note: It is strongly recommended to use the fully qualified domain name (FQDN) when you enter a
URL, because security certificates are generally obtained based on fully qualified domain name.

o Portisthe HTTPS redirect port number for the installed Siebel Application Interface. You specified this
HTTPS redirect port during Siebel Application Interface installation.

4. Onthelogin page that appears, enter the following information, and then click Login.

o User ID. The first time you log in, you must use the credentials that you specified in the Application
Interface Authentication screen when you installed Siebel Application Interface, as described in Installing
Siebel CRM in a New Installation. Otherwise, use valid credentials for the authentication method in effect.
For example, you might log in using the SADMIN account.

o Password. The password for this user ID.

o Language. The language in which to run the Siebel Management Console. You can select any of the
languages that were installed on the Siebel Application Interface.

Note: After you have logged in to the Siebel Management Console for the first time and configured security
for the Siebel Gateway, then you must log in to the Siebel Management Console again before you can proceed
with additional configuration tasks. The Siebel Gateway must be running. For information about specific
configuration tasks, see Configuring the Siebel Gateway and Security.

If you have already configured the Siebel Gateway, or if you performed a migration installation of the Siebel
Gateway instead of a new installation, then go to the topic for the configuration task that you are performing, as
shown in the table in Where to Find Configuration Tasks.

To start Siebel Management Console in safe mode
1. Open a browser window and enter a URL like the following:
SiebelApplicationinterfaceHost.FQDN:Port/siebel /smc/safemode.html

The variable elements in this URL are the same as those described for starting Siebel Management Console in
the normal manner.
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2. Login to Siebel Management Console using the safe mode user credentials.

Note: Use safe mode only when strictly necessary, as described in Using Safe Mode for Siebel Management
Console. See also Siebel Security Guide .

3. Update the Siebel Gateway security profile, such as to change the data source information.
4. Save the Siebel Gateway security profile.

When you save the profile, you are automatically logged out of safe mode and redirected to the normal login
screen for Siebel Management Console.

5. Where necessary, log in to Siebel Management Console again in the usual way to perform configuration or
other tasks.

Related Topics
About Configuring Siebel CRM

Overview of Siebel Management Console
Supported Activities in Siebel Management Console
Using Safe Mode for Siebel Management Console
Configuring the Siebel Gateway and Security

Accessibility for Siebel Management Console

Related Books
Siebel Security Guide

Overview of Siebel Management Console

Siebel Management Console is a Web-based application that you run on the Siebel Application Interface. The
configuration tasks that you perform in this program use the graphical user interface shown in the figures. This topic is
part of Running the Siebel Management Console.

Note: Where possible, it is strongly recommended to explore this user interface as much as possible before
performing important configuration tasks for any Siebel environment. For many tasks, multiple ways of performing
those tasks are provided.

The Siebel Management Console, which displays this name in its title bar, includes user interface features such as
menus, icons, lists and forms, and a hierarchical display of your Siebel deployment. The options and defaults that the
Management Console displays depend on which module you are configuring and on prior selections. For each profile
configuration task, the settings you see are also displayed in a table.

The Siebel Management Console performs validation on the input that you provide. For example, you cannot proceed
to the next screen unless you have provided values for all required fields. Pointing to items displayed in the console
displays tooltips for many of the selections, which supplement the information provided in this guide.

Sample configurations are provided for most types of configuration profiles. As a shortcut for creating profiles, you can
select these sample profiles and review their settings. As appropriate, you can copy and modify these profiles for your
own use.
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Click each section to review its options. When you are creating a new profile, you must specify settings for all required
options, clicking Next where necessary to display options in subsequent sections. When you are reviewing an existing
profile, the Next button is not available. However, for applicable profile types, you can view additional sections by
clicking the next segment of the multipart horizontal bar.

The Siebel Management Console, which you run in the browser from the Siebel Application Interface installation,
uses RESTful services and application containers to communicate with the physical Siebel CRM modules that you are
configuring or that participate in the configuration process.

The Siebel Management Console primarily supports the initial configuration of Siebel CRM. In addition to creating
profiles and deploying them to your initial Siebel deployment, you can configure modules you install subsequently to
add to your existing deployment. You can also modify profiles (subject to limitations), clone profiles, compare profiles,
and delete profiles.

You can modify the configuration of existing deployment items in Siebel Management Console, as follows:

For Siebel Application Interface, the profile is in a read-write state after you deploy it. You can update
configuration settings and save the profile to propagate the updates to the deployed Siebel Application
Interface.

For all other deployment items, the profile that you had used to configure the entity is in a read-only state
after deployment. To modify the deployment item, you must remove it, modify the applicable profile, and then
redeploy the profile to a new deployment item. For more information about deleting a deployment item, see
Process of Removing Configuration Data.

Deployment items in the Saved or Staging states can be modified. For other than Siebel Application Interface,
deployments in any other state are not editable and cannot be modified other than as described in the previous
paragraph.

Also note the following about the display of configuration data in Siebel Management Console:
Restarting the Siebel Application Interface refreshes all profile data.

If the deployment is migrated successfully by the Siebel Migration application, then, when you refresh the
configuration, the state changes to Migrated.

Further configuration and management capabilities of Siebel Management Console are available as described in
Configuring the Siebel Deployment and Managing the Siebel Deployment. For information about accessibility features
for Siebel Management Console, see Accessibility for Siebel Management Console.

Siebel Management Console Screens

The screens within the Siebel Management Console are described here. This topic is part of Running the Siebel
Management Console.

You can move from one screen to another by choosing a different selection from the navigation menu in the side panel.
Alternatively, in some views of the Siebel Deployment, Profiles, Configuration, and Management screens, you can move
to another screen by clicking an icon representing that screen, while also preserving context. For example, if you are
configuring a Siebel Server, then clicking the icon for the Siebel Deployment screen navigates to that screen, with the
same Siebel Server selected.

See also Supported Activities in Siebel Management Console.
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Siebel Deployment Screen

The following figure shows the Siebel Deployment screen in Siebel Management Console. Use this screen to deploy new
items, using profiles that you have created, or to review or update settings for existing deployed items, where possible.
When you select a deployment item that you have added, the icons change to include those that correspond to actions
that you can perform on this deployment item.

A legend identifies the deployment status values that each deployment item might have, such as Staging, Deployment
in Progress, Deployed, Deployment Failed, and so on. More information is provided later about some of these status
values. The legend status values are shown when you point to the Legend label.

= (m] X
Siebel Management Console x -+
& C A Notsecure | Bps/slci3pnb.us.oracle.com: 1669 #1/Siebel% nent/. / Yeployment/ /. /- * 8
Siebel Deployment Search H .
h Siebel Deployment . .
Hierarchy - Siebel Deployment + o 7

Enterprise - siebel
------

Depl

iebel

¥ callcenter

B Profiles

% Configuration

M= Management

€ Enterprise Cache

&£ Settings

Profiles Screen

The following figure shows the Profiles screen in Siebel Management Console. Use this screen to create new profiles or
to review or update settings for existing profiles. The navigation menu is shown in the side panel.
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Configuration Screen

The figure in About the Configuration Screen shows the Configuration screen in Siebel Management Console. You can
optionally use this screen to perform configuration activities for the Siebel Enterprise, Siebel Server, server components,
and related areas. For more information, see Configuring the Siebel Deployment.

Management Screen

The figure in About the Management Screen shows the Management screen in Siebel Management Console. You can
optionally use this screen to perform management activities for the Siebel Enterprise, Siebel Server, server components,
and related areas. For more information, see Managing the Siebel Deployment.

Other Screens

Siebel Management Console also includes the Settings screen, which you can use to refresh the configuration and
perform other tasks. For more information, see Supported Activities in Siebel Management Console.

Related Topics
About Configuring Siebel CRM

Starting the Siebel Management Console
Supported Activities in Siebel Management Console
Configuring the Siebel Deployment

Managing the Siebel Deployment
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Accessibility for Siebel Management Console

Supported Activities in Siebel Management Console

Siebel Management Console supports several different activities or actions, most of which are summarized here,
organized by the user interface features where these activities are initiated. This topic is part of Running the Siebel
Management Console.

- Siebel Deployment selection in navigation menu (in the side panel), then overview area:

o

o

o

Reviewing overall deployment (overview area)
Adding a new deployment item (Add (+) icon in the overview area)
Deploying a profile into your Siebel environment (Deploy selection in Action field, then Submit button)

Staging a profile for later deployment into your Siebel environment (Stage selection in Action field, then
Submit button)

Deleting configuration data for a deployed entity (Delete icon in the overview area). You might need

to delete and redeploy a deployment item in order to modify its configuration in Siebel Management
Console. Note that deleting a deployment item corresponding to a Siebel Server stops the system service.
Refreshing configuration data displayed in Siebel Management Console (Refresh icon in the overview
area)

Reviewing the deployment status of items and nodes in your Siebel deployment (using the Legend link in
the overview area)

Profiles selection in navigation menu (in side panel), then overview area:

o

[e]

o

o

Comparing two or more profiles (Compare icon in the overview area)
Cloning a profile (Clone icon in the overview area)

Creating a profile for a configurable entity (Add icon (+) in the overview area)
Deleting a profile (Delete icon in the overview area)

Querying profile data (Query icon in the overview area)

Refreshing profile data (Refresh icon in the overview area). For example, you can use this option to
retrieve the stored profile data in case another user had been editing profiles at the same time.
Editing a profile (Edit icon in the form view overview area)

- Configuration selection in navigation menu (in side panel). For more information, see Configuring the Siebel
Deployment.

Management selection in navigation menu (in side panel). For more information, see Managing the Siebel
Deployment.

- Settings selection in navigation menu (in side panel), then overview area:

o

o

o

Invoking introspection of the Siebel deployment in order to refresh the deployment data in Siebel
Management Console (Refresh Configuration button). You can use this option to bring deployment data
into Siebel Management Console from configuration activities that had been done outside of Siebel
Management Console, such as using Server Manager or the server administration views in the Siebel
application.

Viewing the introspection log data (View Log button)

Removing the configuration for the Siebel Gateway (removes all profiles and deployment data)

73

ORACLE



Siebel Chapter 4
Installation Guide Configuring Siebel CRM Server Modules

o Modifying the search synchronization interval (in minutes, between 5 and 30), which specifies how
often searchable configuration data is synchronized with the server. This setting affects searches for the
current user and browser only.

o Specifying the Gateway Safe Mode user. Doing this enables login to Siebel Management Console in safe
mode. For more information, see Using Safe Mode for Siebel Management Console.

o Updating the security profile for Siebel Gateway after logging in to Siebel Management Console as the
safe mode user. For more information, see Using Safe Mode for Siebel Management Console.

- Toolbar area:

o Searching the configuration data for available profiles or deployed entities
o Viewing the current user of Siebel Management Console

o Logging out of Siebel Management Console (Logout option for current user)

Related Topics
About Configuring Siebel CRM

Running the Siebel Management Console
Overview of Siebel Management Console
Configuring the Siebel Deployment
Managing the Siebel Deployment

Accessibility for Siebel Management Console

Using Safe Mode for Siebel Management Console

Safe mode for Siebel Management Console addresses the problem where an administrator cannot log in to Siebel
Management Console because the back-end server for the authentication system, such as a database or an LDAP
server, is unavailable. This task is part of Running the Siebel Management Console.

In this situation, you can start Siebel Management Console in safe mode and then update the Siebel Gateway security
profile to specify the information necessary to connect to a working database or other authentication system. (Updating
the Siebel Gateway security profile is the only action you can perform in safe mode.) Starting Siebel Management
Console in safe mode uses a variation of the standard URL for starting Siebel Management Console. After performing
the necessary tasks in safe mode, you can log in to Siebel Management Console normally to perform configuration or
other tasks.

Logging in to Siebel Management Console in safe mode is not possible without first setting the Gateway Safe Mode
user. For a new or existing deployment, you specify the safe mode user in the Settings screen of Siebel Management
Console. Any administrator can become or create, modify, or delete a Gateway Safe Mode use. There is no default
Gateway Safe Mode user.

Note: After installing Siebel CRM, it is strongly recommended that you specify a safe mode user to help maintain
access to Siebel Gateway as part of using Siebel Management Console.

For more information about configuring the Siebel Management Console safe mode user and about using safe
mode, see Siebel Security Guide .
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For more information about starting Siebel Management Console in safe mode, see Starting the Siebel
Management Console.

Installing the Siebel Database

If you do not have an existing Siebel database, then you use the Siebel Database Configuration Wizard to install this
database. This task is described in Installing the Siebel Database on the RDBMS.

Before you install the Siebel database, you must review the guidelines described for your RDBMS in Configuring the
RDBMS.

This task is a step in Roadmap: Installing Siebel CRM for a New Deployment. When you are following the task sequence
in this roadmap, depending on your authentication method, you might have to perform the Siebel database tasks
before you can run the Siebel Management Console.

Related Topics

About Configuring Siebel CRM

About Installing the Siebel Database

About Database Updates for Siebel CRM

Starting the Siebel Database Configuration Wizard

Installing the Siebel Database on the RDBMS

Requirements for Installing and Configuring the Siebel Database

Configuring the RDBMS

Configuring the Siebel Gateway and Security

After you install Siebel CRM, you run the Siebel Management Console to configure the Siebel Gateway and the Security
profile that it requires. You might also create additional Security profiles at some point after configuring the Siebel
Gateway.

To configure the Siebel Gateway, perform the following tasks:

1. Configuring the Siebel Gateway
2. Configuring a Security Profile

Note: In general, configuring the Siebel Gateway applies to new installations only. For a migration installation, the
installer configures the Siebel Gateway and you do not need to configure the Siebel Gateway as described here.
However, it is strongly recommended that you modify the existing Siebel Gateway configuration to specify the
Gateway Safe Mode user. In addition, you might choose to create additional Security profiles.

For detailed information about some of the security settings in the Siebel Management Console, see Siebel Security
Guide .
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For more information about the activities that you can perform in the Siebel Management Console, including viewing
configuration log data, see Supported Activities in Siebel Management Console.
This task is a step in:

« Roadmap: Installing Siebel CRM for a New Deployment
« Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

Related Topics
About Configuring Siebel CRM

Running the Siebel Management Console
Configuring the Siebel Gateway Cluster

Requirements for Installing and Configuring Siebel Enterprise Components

Related Books
Siebel Security Guide

Configuring the Siebel Gateway

To configure the Siebel Gateway (which includes a Security profile), use the procedure that follows. This task is part of
Configuring the Siebel Gateway and Security.

This task is required for new installations. It is not applicable for migration installations of Siebel Enterprise Server from
a previous release (prior to Siebel CRM 17.0), because the migration installation task migrates the prior configuration.
However, after migrating to the current release of Siebel CRM, it is strongly recommended that existing customers
specify the safe mode user for Siebel Management Console, as described in Siebel Security Guide .

Note: When you deploy Siebel Gateway clustering, then the Siebel Gateway that you configure here is referred to as
the primary Siebel Gateway. This Siebel Gateway node participates in clustering, the same as other Siebel Gateway
nodes. It is recommended that you configure the Siebel Gateway cluster after you configure the Siebel Gateway.

Related Topics

Running the Siebel Management Console
Using Safe Mode for Siebel Management Console
Configuring a Security Profile

Configuring the Siebel Gateway Cluster

Related Books
Siebel Security Guide

To configure the Siebel Gateway (first time running Siebel Management Console)

1. Run the Siebel Management Console, as described in Starting the Siebel Management Console. Log in using the
basic authentication credentials that were provided during Siebel Application Interface installation.

76
ORACLE



Siebel Chapter 4
Installation Guide Configuring Siebel CRM Server Modules

These credentials were specified in the Application Interface Authentication screen when you installed Siebel
Application Interface, as described in Installing Siebel CRM in a New Installation.

2. Identify the Siebel Gateway host name and HTTPS redirect port number, in the format SiebelGatewayHost:Port,
then click Save.

3. Create the security profile to configure access to the Siebel Gateway. Specify a name for the security profile.

Note: The security profile that is created on first login is named Gateway.

4. Click the plus sign, specify the data source information for the security profile, and then click Save. For more
information about these settings, see Configuration Settings for a Security Profile.

a. Specify the type of authentication to use. For example, if you have already created the Siebel database,
then you could optionally select Database Authentication.

b. Specify the name of the security adapter, such as DBSecAdpt. This name corresponds to a named
subsystem. For more information, see Siebel Security Guide .

Specify the data source (for database authentication).

Specify whether to propagate changes (for database authentication).

Specify the authorization roles.

Test the user and password that you want to use under the specified authentication system.

=0 2 n

Note: After saving these changes, you are forcibly logged out of the Siebel Management Console, in order
to activate the security adapter. Go to Running the Siebel Management Console and log in again using the
credentials you just specified. Then configure the Siebel Gateway registry, as identified in the next step.

5. Configure the Siebel Gateway registry, in which the configurations that you create in the Siebel Management
Console will be stored, and then click Save:

o Specify the Siebel Gateway registry port number. (If you configure Siebel Gateway clustering, then you
can also specify this port number as part of configuring the Siebel Gateway cluster profile. See also
Configuring the Siebel Gateway Cluster.)

o Specify the user name that will access the registry.
o Specify the password for this user.
o Specify the primary language.
6. After configuring the Siebel Gateway and security, perform the configuration tasks for your Siebel deployment,
which include the following:

o Configure the safe mode user for Siebel Management Console. For more information, see Siebel Security
Guide .

o Configure an additional Security profile. For more information, see Configuring a Security Profile.

o (Optional) Configure the Siebel Gateway cluster. For more information, see Configuring the Siebel
Gateway Cluster.

o Configure the Siebel Enterprise. For more information, see Configuring the Siebel Enterprise.

o Configure the Siebel Server. For more information, see Configuring the Siebel Server.

o Configure the Siebel Application Interface. For more information, see Configuring the Siebel Application
Interface.

o (Optional) Configure the Siebel Migration application. For more information, see Configuring the Siebel
Migration Application.
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Configuring a Security Profile

When you configure the Siebel Gateway, you configure the first Security profile. You can use the same Security profile
for Siebel Enterprise authentication, or create another Security profile for the Siebel Enterprise. To create another
Security profile, use the procedure that follows. This task is part of Configuring the Siebel Gateway and Security.

This task is required for new installations. It is not required for migration installations of Siebel Enterprise Server from a
previous release, because the migration installation task migrates the prior configuration. However, you might choose
to create a new Security profile.

Related Topics

Running the Siebel Management Console

Configuring the Siebel Gateway

To configure a Security profile

1. Run the Siebel Management Console, as described in Starting the Siebel Management Console.
2. Click Profiles in the navigation menu in the side panel, then click Security.

Existing Security profiles are listed, such as the profile created for the deployed Siebel Gateway.
3. Click the plus (+) icon to add a new Security profile, or click the Clone button to clone an existing profile.
4. Specify a name for the profile.

Note: The security profile that is created on first login is named Gateway.

5. Click the plus (+) icon beside Data Sources to add a new data source.

6. Click Datasource.

7. Specify settings for the data source, as shown in the table in Configuration Settings for a Security Profile. Click
Next when prompted.

8. When you have specified all applicable settings, click Submit to save your changes to the profile.

Configuration Settings for a Security Profile

The following table describes the settings that are requested in the Siebel Management Console for configuring a new
Security profile or modifying an existing Security profile. Required fields display an asterisk (*) next to the field label. For
most of the options, pointing to the option displays tooltip text that provides a brief description of the field. This topic is
part of Configuring the Siebel Gateway and Security.

Note: Database Authentication has two variants: Database Authentication Basic mode and Database Authentication
Advanced mode. Unless otherwise specified, settings that are stated to apply to Database Authentication apply to
both modes. For more information, see Siebel Security Guide .
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Console

Name Data Sources > Data Source Name

Type Data Sources > Data Source Name

Host Name Data Sources > Data Source Name
This option appears if you selected
Database Authentication or LDAP
Authentication.

Port Data Sources > Data Source Name

This option appears if you selected
Database Authentication or LDAP
Authentication.

SQL Style of Database Data Sources > Data Source Name
This option appears if you selected
Database Authentication or Custom
Authentication.

Database Service Name Data Sources > Data Source Name
This option appears if you selected
Database Authentication.

Table Owner Data Sources > Data Source Name
This option appears if you selected
Database Authentication.

Application User Distinguished Data Sources > Data Source Name
Name (DN)
This option appears if you selected

LDAP or Custom Authentication.

Application Password Data Sources > Data Source Name

ORACLE

Chapter 4
Configuring Siebel CRM Server Modules

Comment or Description

Specify the name of the data source that will be
created.

Specify the type of authentication you are using.
The options are:

Database Authentication (Basic mode for
development only)
Database Authentication (Advanced mode)

Lightweight Directory Access Protocol (LDAP)
Authentication

Custom Security Authentication (using
Security SDK)

Specify the host name for the data source, such as
the host name of the database server for database
authentication.

Specify the port number for the data source, such
as the port number of the database server for
database authentication.

Specify the SQL style for your Siebel database.
Specify one of the following:
- Oracle Database Enterprise Edition
Microsoft SQL Server
IBM DB2

The service name of Oracle Enterprise Server
edition, or the database name for IBM DB2 and
Microsoft SQL Server.

The table owner for the database.

Specifies the user name of a record in the directory
with sufficient permissions to read any user’s
information and do any necessary administration.

Specifies the password for the user specified in the
Application User Distinguished Name (DN) field.
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Base Distinguished Name (DN)

Custom Library

CRC Checksum

Credentials Attribute

Hash DB Password

Hash User Password

Hash Algorithm

Password Attribute Type

ORACLE

Section (Under Create Profile)

This option appears if you selected
LDAP or Custom Authentication.

Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.

Data Sources > Data Source Name
This option appears if you selected

Custom Authentication.

Data Sources > Data Source Name

Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
Database Authentication, LDAP, or
Custom Authentication.

Data Sources > Data Source Name
This option appears if you selected

Hash DB Password or Hash User
Password.

Data Sources > Data Source Name

This option appears if you selected
LDAP or Custom Authentication.

Chapter 4
Configuring Siebel CRM Server Modules

Comment or Description

Specifies the base distinguished name, which is
the root of the tree under which users of this Siebel
application are stored in the directory.

Name of the custom security adapter
implementation.

Provide the value of the checksum performed on
the applicable security adapter library (DLL). This
value, applicable for the Siebel Server only, ensures
that each user accesses the Siebel database
through the correct security adapter.

If this field is empty or contains the value O (zero),
then no checksum validation is performed.

If you upgrade your version of Siebel CRM, then you

must recalculate the checksum value and replace
the value in this field.

Specifies the attribute type that stores a database
account.

Specifies password hashing for database
credentials passwords.

Specifies password hashing for user passwords.

Specifies the hash algorithm to be used for
password hashing. Choose one of the following:

SHA2
- SHA1

Specifies the attribute type that stores a database
account.

80



Siebel
Installation Guide

Setting in Siebel Management
Console

Propagate Change

Roles Attribute (optional)

Shared Database Account
Distinguished Name (fully
qualified domain name)

Shared DB User Name

Shared DB Password

Security Adapter Mapped User
Name

Siebel User Name Attribute

SSL

Wallet Password

ORACLE

Section (Under Create Profile)

Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
Configure Web Single-Sign-On for
Database Authentication Advanced,
LDAP, or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
Configure Web Single-Sign-On for
Database Authentication Advanced,
LDAP, or Custom Authentication.

Data Sources > Data Source Name

This option appears if you selected
LDAP or Custom Authentication.

Data Sources > Data Source Name
This option appears if you selected
Security Adapter Mapped User Name
for LDAP or Custom Authentication.
Data Sources > Data Source Name
This option appears if you selected
LDAP Authentication.

Data Sources > Data Source Name
This option appears if you

selected SSL for LDAP or Custom
Authentication.

Chapter 4
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Comment or Description

Specifies whether to allow administration of the
directory through the Siebel application user
interface.

Specifies the attribute type for roles stored in the
directory.

Specifies the absolute path of an object in the
directory that has the shared database account for
the application.

Specifies the user name to connect to the Siebel
database.

Specifies the password for the shared database
user name.

Specifies that, when the user key passed to the
security adapter is not the Siebel user name,

the security adapter retrieves the user name for
authenticated users from an attribute defined by
the parameter SiebelUsernameAttributeType.

Specifies the attribute from which the security
adapter retrieves an authenticated user’s Siebel
user ID.

Specifies to enable Secure Sockets Layer for socket
connections to the host.

Specifies the password to open the wallet that
contains a certificate for the certification authority
used by the directory server.
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Configure Web Single Sign-On Data Sources > Data Source Name
(Web SSO)
This option appears if you selected
Database Authentication Advanced,

LDAP, or Custom Authentication.

Trust Token Data Sources > Data Source Name
This option appears if you selected
Configure Web Single-Sign-On for
Database Authentication Advanced,
LDAP, or Custom Authentication.

Salt Attribute Type Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.

Salt User Password Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.

User Name Attribute Type Data Sources > Data Source Name
This option appears if you selected
LDAP or Custom Authentication.

Enterprise Security Authentication Basic Information

Profile

Security Adapter Name (named Basic Information

subsystem)

Database Security Adapter Data Basic Information

Source

ORACLE
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Comment or Description

Specifies that the security adapter uses Web Single
Sign-On (Web SSO) authentication rather than
security adapter authentication.

Specifies a password to be used with Web Single
Sign-On (Web SSO) authentication.

Specifies the attribute that stores the salt value if
you are using password salting.

Specifies whether to add salt values to user
passwords before they are hashed.

Specifies the attribute type under which the user’s
login name is stored in the directory.

Select one of the following options for your
enterprise security authentication:

Database Authentication (Basic mode for
development only)
- Database Authentication (Advanced mode)

Lightweight Directory Access Protocol (LDAP)
Authentication

»  Custom Security Authentication (using
Security SDK)

Note: You must create the security profile before
you configure the Siebel Enterprise.
Select the security adapter name.

- For Database Authentication Basic and
Advanced modes: DBSecAdpt

For LDAP: LDAPSecAdpt
- For Custom Authentication: CustSecAdpt

Select the security adapter data source.
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Database Security Adapter
Propagate Changes

Authorization Roles (comma-
separated)

User Name

Password

Connection String

Section (Under Create Profile)

This option appears if you selected
Database Authentication.

Basic Information
This option appears if you selected

Database Authentication.

Basic Information

Testing

Testing

Data Sources > Data Source Name

This option appears if you selected

Database Authentication Advanced.

Chapter 4
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Comment or Description

Specify whether to propagate changes for the
security adapter.

Specify one or more authorization roles for
accessing the Siebel Gateway. Default value: Siebel
Administrator (which is provided by Oracle and
cannot be changed). For more information, see
Requirements for Siebel Gateway Authentication.

Specify the user name for testing authentication
under the specified authentication system.

Specify the password for the user account used for
testing.

Specify the connection string for the Siebel
database. For more information, see the
information about configuring Web Single Sign-
On with database authentication in Siebel Security
Guide .

CAUTION: [f the Siebel Gateway security profile is configured to use Database Authentication Advanced mode and
you need to restore a release prior to Siebel CRM 20.10, then you must modify the Siebel Gateway security profile to
specify a different authentication option (such as Database Authentication Basic mode). If you do not do so, then the
Gateway service will fail. You can modify the Siebel Gateway security profile to specify the other authentication system
before or after restoring the prior release. To do so after restoring the prior release, you must use safe mode for Siebel
Management Console, as described in Using Safe Mode for Siebel Management Console. You must perform this task
before you perform the migration installation of Siebel Application Interface for the existing installation of SWSE.

Configuring the Siebel Enterprise

The task for configuring the Siebel Enterprise lets you configure authentication using Siebel security adapters, TLS
encryption, and related settings.

To configure the Siebel Enterprise, perform the following tasks:

1. Creating a Siebel Enterprise Profile
2. Deploying the Siebel Enterprise

Note: Configuring the Siebel Enterprise applies to new installations only. For a migration installation, the installer
migrates the Siebel Enterprise configuration.
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For detailed information about the security settings in the Siebel Management Console, see Siebel Security Guide .

For more information about the activities that you can perform in the Siebel Management Console, including viewing
configuration log data, see Supported Activities in Siebel Management Console.

This task is a step in:

« Roadmap: Installing Siebel CRM for a New Deployment
« Roadmap: Installing Siebel CRM in an Upgrade Case (Existing Database Requiring Full Upgrade)

Related Topics

About Configuring Siebel CRM
Running the Siebel Management Console

Requirements for Installing and Configuring Siebel Enterprise Components

Related Books
Siebel Security Guide

Siebel System Administration Guide

Creating a Siebel Enterprise Profile

This procedure describes how to configure a Siebel Enterprise profile. You can create multiple profiles, but you can
deploy only one instance of Siebel Enterprise in your Siebel deployment. This task is part of Configuring the Siebel
Enterprise.

Related Topics

Running the Siebel Management Console

Deploying the Siebel Enterprise

To create a Siebel Enterprise profile

1. Run the Siebel Management Console, as described in Starting the Siebel Management Console.
2. Click Profiles in the navigation menu in the side panel,