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This document highlights the major changes for Release 18.0.13 of MICROS CWDirect.

Note: The non-sequential version number of this application
is intentional.

Overview

CWnDirect allows you to manage all aspects of direct commerce transactions including
order management, fulfillment, and customer service.

Note: References to former MICROS product names may
exist throughout this document.

Hardware and Software Requirements
To install CWDirect 18.0.13, you must be on CWDirect version 18.0 and a minimum of
V7R1 of the IBM Operating system.

Release 18.0.13 supports Jacada v9.2.1 and is compatible with Internet Explorer versions 7
through 11 and JRE up to version 1.8.0_31.

You need to configure the iSeries and WebSphereMQ to use TLSv1.2 configuration set up
provided by IBM when sending credit card data.

See the MICROS CWDirect installation instructions for additional hardware and software
requirements.

Note: Customers with unique environments should check
the Changed Object list to review the modified programs
and files and retrofit these changes to their unique model.

Functional Enhancements

The enhancements below are included in this release.

Data Privacy

CWDirect Release 18.0.13 incorporates new security features related to securing personal
information.

New Menu Option: Manage Private Data Rights (MPDR)

New Manage Private Data Rights (MPDR) menu option allows you to perform the
following actions related to data privacy.

= End User Access and Other Requests (Right to Access): New option, G Find, allows
you to find personal data for the person or order specified in the Search Value and
return the personal data to the screen.

= Right to Erasure:

— New option, C Check Only, allows you to check for personal data for the person
or order specified in the Search Value and validate whether the personal data can
be anonymized.




— New option, F Forget, allows you to check for personal data for the person or
order specified in the Search Value, validate whether the personal data can be
anonymized, and if it can, perform the anonymization.

* Anonymization: When using the F Forget option to forget personal data for a
specified person or order, the system replaces the personal data with asterisks; the
personal data is removed from the application and is no longer retrievable. For
example, instead of displaying a person’s email address in the application, such as
tbrown@example._com, the system now displays the email address as

Note: The Manage Private Data Rights (MPDR) menu option
is available only in green-screen format.

For more information, see the Data Security and Encryption Guide.
Data Deletion

Customer Sold To Purge

New PURGECS Purge Sold To Customers periodic function removes eligible sold to
customers from the application based on the number of days defined in the Customer
Purge Days property (PROP). Once the purge completes, the system generates the Purged
Customer List, listing the sold to customers that were purged.

For more information, see the Online Help.

Spool File Purge

New PURGESP Purge Spool Files periodic function removes spool files from the
application based on the Spool File Purge Days property (PROP).

For more information, see the Online Help.

New Menu Option: Work with Properties (PROP)

New Work with Properties (PROP) menu option allows you to define the following

configuration settings in the application.

= Customer Purge Days: Used by the PURGECS Purge Sold To Customers periodic
function to remove sold to customers from the application.

=  Spool File Purge Days: Used by the PURGESP Purge Spool Files periodic function to
remove spool files from the application.

Note: The Work with Properties (PROP) menu option is
available only in green-screen format.

For more information, see the Online Help.

Logging: Masking Sensitive Data in Logs

When writing messages to a log, the system looks at the XML Removed by Logger
(IXXXRL) file to determine which data should be masked in the log files. This file lists all
message tags that contain sensitive data, such as credit card number, CID number, and
all personal data (such as person or company name, mailing address, email address,
phone number, and so on).




Note: Once you install the 18.0.13 patch, run the following
program at a command line to clear the XML Removed by
Logger file and reload it with all tags that contains sensitive
data: Call xmx0025 parm(“ )

For more information, see Working with XML Log Files in the Online Help; also, see the
Data Security and Encryption Guide.

Data Privacy in CWData and CWAnalytics

If you use CWData and CW Analytics to perform detailed analysis of information in the
CWnDirect database, the system sends anonymized personal data to CWData and on to
CW Analytics. Before you transfer data in CWDirect to CWData, make sure that all
related customer and order information is anonymized. For example, if you have
anonymized order information but not the associated sold to customer, do not run the
CWnData transfer until you have also anonymized the sold to customer. Otherwise, the
system will send the anonymized order information, but send the actual customer
information to CWData and CW Analytics.

Related Documentation

For more information, see the following documents in the MICROS CWDirect
documentation set:

=  Online Help
=  E-Commerce Manual

= Reports Guide

Supplemental Documentation on My Oracle Support

The following documents are available through My Oracle Support. Access My Oracle
Support at the following URL:
https:/ /support.oracle.com

Data Security and Encryption Guide (ID 2087641.1)

The Data Security and Encryption Guide provides information on how to encrypt credit
card information in the application and database, how to replace the credit card number
with a token, and how to retrieve and anonymize personal data.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible
to all users, including users that are disabled. To that end, our documentation includes
features that make information available to users of assistive technology. This
documentation is available in HTML format, and contains markup to facilitate access by
the disabled community. Accessibility standards will continue to evolve over time, and
Oracle is actively engaged with other market-leading technology vendors to address
technical obstacles so that our documentation can be accessible to all of our customers.
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http:/ /www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.



https://support.oracle.com/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an otherwise
empty line; however, some screen readers may not always read a line of text that consists
solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations
that Oracle does not own or control. Oracle neither evaluates nor makes any
representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http:/ /www-.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http:/ /www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.
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party content, products, or services.
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Value-Added Reseller (VAR) Language
Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and licensed to you. You acknowledge that the
programs may contain third party software (VAR applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation (MicroStrategy) of McLean, Virginia to Oracle and
imbedded in the MicroStrategy for Oracle Retail Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(i) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of Kirkland, Washington, to Oracle and imbedded in Oracle
Retail Mobile Store Inventory Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington, and imbedded in Oracle Retail Signs and
Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of San Jose, California, and imbedded in Oracle
Retail Promotion Planning & Optimization application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR Applications. Oracle will not deliver source code to the
VAR Applications to you. Notwithstanding any other term or condition of the agreement and this ordering document, you shall not cause or permit
alteration of any VAR Applications. For purposes of this section, “alteration” refers to all alterations, translations, upgrades, enhancements,
customizations or modifications of all or any portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR Applications or any derivatives of the VAR Applications.
You acknowledge that it shall be a breach of the agreement to utilize the relationship, and/or confidential information of the VAR Applications for
purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall not attempt, cause, or permit the alteration,
decompilation, reverse engineering, disassembly or other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right
to replace, with functional equivalent software, any of the VAR Applications in future releases of the applicable program.
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