Oracle® Retail XBR Loss Prevention and Store

Analytics
Remote Desktop Services Configuration Guide
Release 7.0

August 2015

ORACLE



Oracle® Retail XBR Loss Prevention and Store Analytics Remote Desktop Services Configuration
Guide, Release 7.0

Copyright © 2015, Oracle and/ or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as
expressly permitted in your license agreement or allowed by law, you may not use, copy,
reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or
display any part, in any form, or by any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be
error-free. If you find any errors, please report them to us in writing,.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it
on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, delivered to U.S.
Government end users are "commercial computer software" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication,
disclosure, modification, and adaptation of the programs, including any operating system,
integrated software, any programs installed on the hardware, and/or documentation, shall be
subject to license terms and license restrictions applicable to the programs. No other rights are
granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications,
including applications that may create a risk of personal injury. If you use this software or
hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe,
backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in
dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or
registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information on content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible
for and expressly disclaim all warranties of any kind with respect to third-party content, products,
and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an
applicable agreement between you and Oracle.



Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.



Contact Information

30500 Bruce Industrial Parkway
Cleveland, OH 44139 USA

Toll Free: 888.328.2826

Tel: 440.498.4414

Fax: 440.542.3043

1800 West Park Drive
Westboro, MA 01581
Tel:508.655.7500
Fax:508.647.9495

7031 Columbia Gateway Drive
Columbia, MD 21046-2289
Tel: 443.285.6000



XBR® 7.0.0 Remote Desktop Services Configuration Guide

TABLE OF CONTENTS

OVEIVIBW . . o e e e e e e e e e e e e e e e e 1
AUIENCE. . . . L e e e e e e e e e e e 1
System Requirements . . . . . . . . e e e e e 1
About deploying RemoteApp programs through RD Web Access . .. .. ... ... ...... 2

Installation of Remote Desktop Services . . . . . . .. . e 3

XBR Installation . . . . . . .. e e e e e e e 16

Configure RemoteApps for RD Web ACCEeSS. . . . . . . . i i it e e e e e e e e 19
Configure RemoteApp Deployment Settings . . . . . . ... .. ... .. 19
XBR Application ACCESS. . . . . o o i i e e e e e e e e 23

User Security Setup . . . . . . . o e e e e e e 23
Add New CUSTOMErS . . . . . . e e e e e e e e e e e e e e e e e e 23

Distribute with RD ACCESS . . . . . . o o e e e e e e e e e e e e 25
User Access to Specific Application. . . . . . . .. . e 29
Remote Desktop Services Web Access - Client Access . .. . ... .. .. 30

Launch RD WeD ACCESS . . . . . . o i e e e e e e e e e e e 30
Install Active X Client Control. . . . . . . . . .. . . e 30

Video Via Remote Desktop Services . . . . . . . . i it e e e e e e 33

Issue ResOIUtION . . . . . . . L e e e e e e e e e 34
ACHIVE X FiX. . o e e e e e e e e e 34
Multiple Login Prompt ISSUE . . . . . . . . . e e e e e e 35

Issue Description . . . . . . L . e e e e e e 35
Resolution - Part 1: Install Hotfix . . ... ... ... .. .. .. .. .. 37
Resolution - Part 2: Reset Internet Explorer Options . . . . .. . ... ... ... ...... 38
Local Group Policy Settings for Printing. . . . . . . . . . . . e 40
Printing Blank Pages. . . . . . . . . . e e e e e e e 41

Table of Contents i






XBR® 7.0.0 Remote Desktop Services Configuration Guide

OVERVIEW

Note: The rebranding for the latest version of this documentation set is in development as part of
post MICROS acquisition activities. References to former MICROS product names may exist
throughout this existing documentation set.

This document will guide you through the implementation of Remote Desktop Services on a
Windows 2008 R2 server and the deployment of XBR on RD Web Access.

Why Remote Desktop Services?

Remote Desktop Services allows Desktop applications such as XBR to be deployed centrally.
This makes patch updates and other maintenance easier for administrators.

Why XBR on Remote Desktop Services?

Windows 2008 Server provides a platform that makes it possible to deploy and publish
applications on the web, while keeping the connection secure (e.g. SSL support). This is an
effective method for allowing remote users with valid authentication to connect securely to
the XBR application from anywhere as long as they have internet connectivity.

Audience

This document is intended for IT staff and Operations/Technical teams who will be
implementing and configuring Remote Desktop Services.

System Requirements

The system configurations for the server hosting XBR on Remote Desktop Services should
meet the following minimum requirements before installing the Remote Desktop Services
roles:

® Windows Server 2008 R2 64-bit Operating System
® _Net Frame work 3.5.1
® Memory minimum 8GB
Client systems connecting to Remote Desktop Services must have the following:
‘ Windows XP SP3 or Windows 7 (64-bit)
® Internet Explorer 7 or higher

® Active X Plugins in the browser must be enabled
Make sure the latest Operating System service packs are installed on both the server
and client.

= Do not install the XBR application until the Remote Desktop Services
Qf installation has been completed.

Overview 1
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About deploying RemoteApp programs through RD Web
Access

If you use RD Web Access, you can deploy RemoteApp programs from a single terminal
server or farm, or a link to the full terminal server desktop, directly through RD Web Access.
All RemoteApp programs on the terminal server or farm that are configured for RD Web
Access will appear on the RD Web Access Web site.

Additionally, RD Web Access includes the Remote Desktop Web
Connection feature, which allows users to connect from a Web browser
ﬂ{ to the remote desktop of any server or client computer where they
. have Remote Desktop access. You can determine whether you want
this feature to be available to users.

To deploy RemoteApp programs by using RD Web Access, you must complete the following
tasks.

Task Reference

1. Configure the server that will host RemoteApp Configure the server that will
programs. This includes installing Terminal Server, host RemoteApp programs
installing programs, and verifying remote connection

settings.

2. Use RD RemoteApp Manager to add RemoteApp Add RemoteApp programs and
programs that are enabled for RD Web Access, and to  configure global deployment
configure global deployment settings. settings

3. Install RD Web Access on the server that you want Install the RD Web Access role
users to connect to over the Web to access RemoteApp  service

programs.

4. Add the computer account of the RD Web Access Populate the RD Web Access

server to the RD Web Access Computers group on the  Computers security group
terminal server.

5. Configure the RD Web Access server to populate its  Configure the data source for RD
list of RemoteApp programs from a single terminal Web Access
server or single farm.

2 Overview
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INSTALLATION OF REMOTE DESKTOP SERVICES

The steps to install and setup Remote Desktop services may vary
according to the security policies and implementation standards of each
(gﬁ“." site. The intent of these steps is to provide a framework around a
: standard installation for Remote Desktop Services and publishing the
XBR application on the web.

Perform the following procedure to install Remote Desktop Services:
1. Log in as an Administrator.
2. Access the Server Manager from Administrative Tools in the Control Panel

3. Add a new role by right-clicking on Roles option under Server Manager and select Add
Roles from the popup menu.

4. Select the Remote Desktop Services role and click Next.

—

(ﬁﬁ' If "Web Server (11S)" is not installed, then select that role as well.

Add Roles Wizard

.%i Select Server Roles
Befare You Bagin Select one or more roles to instal on this server.
= e Roles: Description:
Remots Dasidop Sendcos [ Active Diectory Certfcate Services M
ol CarTne Active Dirsctory Domain Services (Installed I mum =1
Corfimmation L Active Directory Federation Services access Windows-based programs that
|| Active Directory Lightweight Directory Services are installed on an RD Session Host
Progress [] Active Directory Rights Management Services server or ko access the full Windows:
Resuks ] Application Server desktop, With Remote Deskbop
= ; Services, users can access an RD
[} OHCP Server Session Host server or virtual machine
] ONS Server From within your corporate network or
[ Fax Server from the Inkernet.,
L] File Services

[ Hyper-v

] windows Deployment Services
L Windows Server Update Services

< Previous || Next > I Iista Cancel

Figure 1-1: Select Server Roles

Installation of Remote Desktop Services 3
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5. This is an Introduction screen. Click Next to continue.

Add Roles Wizard [x]

&i Remote Desktop Services

Before You Begin Introduction to Remote Desktop Services

Sarver Rolas Remote Desktop Services, farmerly Terminal Services, provides technologies that ensble users to access
‘Windows-based programs that are installed on an RD Session Host server, access the full Windows desktop of
80 RD Session Host server, or access 8 virtual mach fith ktop Services, users can access an RD
Sassion Host server or machine from within your corparate network or from the Internet.

Role Services

Confirmation Things to Note

P i To allow ke tions Far admi ive purpases only, do not have to install Desktop

TOQrEss Session Host, Instead, ensure that the Remote Deskbop setting is enabled.

Results
Additional Information
Ovarview of R o Sarvi

Figure 1-2: Introduction to Remote Desktop Services

6. Click Next until you reach the "Select Role Services" option.

Add Roles Wizard

ﬁ‘a Select Role Services

[Before You Bagin
Server Roles
Remobe Desktop Services

Apphcation Compatibdicy
Authentication Mathod
Licensing Mods
User Groups
Client Experience
RD Licensing Configuration
Server Authentication Certificate
Augthorization Polcles
RD Gateway User Groups
RD Chp
RD RAP
Confirmation
Progress
Results

Selact the role services to instal for Remote Deskbop Sarvices:

Role services:

[¥] Remote Desktop Session Host

] Remobe Desktop Virtuskzation Host
[¥] Remote Desktop Licensing

[/] Remote Desktop Connection Broker
[¥] Remote Desktop Gateway
v

Description:

Remote Deshop Web Access (RD.
iieb Access), Formerly T5 Web
Access, enables users Lo access

RemoteApp programs and virtual
desktops bo users,

Figure 1-3: Role Services

Installation of Remote Desktop Services
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Select the following Roles services:

® Remote Desktop Session Host.

Add Roles Wizard [ %]

Whe n SeIeCti ng thls Option ’ [@ Instal! Remo!:e Desktop Session Host with Active Directory
you may receive the warning Domain Services?
Shown at the rlg ht Select the Instaling Remote Desktop Session Host with Active Directory Domain
2 s - Services is not recommended because allowing users to run programs on
ﬂé' second option to "Install a domain controller can increase security risks and degrade server
- N performance,
Remote Desktop Session Host
anyWay. " £ gu;gl;)l:.li:.lset:‘ljlelldt;mote Desktop Session Host
=» Install Remote Desktop Session Host anyway {not
® Remote Desktop Licensing. e
® Remote Desktop Connection Broker. Cancel_|
.ﬁ. Why should Remote Deskbop Session Host nok be installed on a domain
~ controller?

® Remote Desktop Gateway

-~ When selecting this option, you may receive the warning shown below.
((f Select Add Required Role Services.

Add Roles Wizard E

Add role services and fentures required for Remote Desktop Gatewoy?

at
a4

“You cannot instell Femote Desklop Gatewsy urless the required role sandces and festures are dso instaled
Rola Sardcas: Clescription:
= Web Sarver (IS} ‘ieh Server (1S provides e relisble,
¥ Managemant Toolks ?nﬁgl:?:.?:ﬂ?e.:m scalable \Web application
[ Wab Server
RPC owar HTTP Prowy
= Remote Senvar Administration Tools
[#] Aole Admiristation Toolks

Installation of Remote Desktop Services 5
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® Remote Desktop Web Access

= When selecting this option, you may receive the warning shown below.
ﬂf Select Add Required Role Services.

Add Roles Wizard E
<" . Add role services required for Remote Deskiop Web Access?
at You cannol instell Femote Desklop Web Acoess unless the rmouined mle services are also instaled
Rala Sanraces: Deacnption:
= Web Sarver [IIS) ieb Server (IS [movides & reliable,
manzgeable, ana Stalable \Web application
B Web Server infjas%ruch.fe.
[=] Application Development

MET Bxtenebelty
ASP.NET
I5AF| Fkers

Once these roles are selected, click Next.

You may receive the following warning screening alerting you that Remote Desktop
Session Host should be installed prior to installing the applications that will be accessed
remotely (i.e. - XBR). Click Next.

Add Roles Wizard

Before You Begin Itis ded th Fop bef - you
5 Roles want bo make avallable to users,

g, If youinstall Remote Deskbop Session Host on a computer that skeady has applications instalied, some of
the existing apphications may not work cormectly in a multiphe user environment. Uninstaling and then
reinstalling the affected applications may resclve these issues,

Some applic quire minor setup ations to run correctly on an RD Session Host sarver.

Licensing Mode
Uiser Groups
Client Experience.

RD Licensing Configuration
Server futhentication Certificate
Authorization Polides
RD Gatevesy User Groups
RD CAP
RO RAF
Confirmation
Progress
Results

Figure 1-4: Remote Desktop Session Host Warning

Installation of Remote Desktop Services
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8. Select Do not require Network Level Authentication for the Authentication Method.

Add Roles Wizard

ﬁi Specify Authentication Method for Remote Desktop Session Host

Before You Begin MmemsammWMMsmhumW
5 s vhen a client connects bo an RD Session Host server. 'With
NﬁMmemwum occurs before & full Remote Desktop connection to the RD
Remoke Deskbop Services Session Host server is established.
Role Services

Specify whether Network Level Authentication is required.

vion Mathaod ' Require Network Level Authentication
Oﬁvm&wmmbdhammdwwamdtmmem
Licensing Made Connection clent that supports Netwark Level Authentic st server.

et e IF you are remotely con :oumw.“ YOUS computer Level
Clent Experience
P L ° Nmmmw&WMMRMMwmmmemﬂm
Server Authentication Certificate Session Host server.
Authorization Policies GI This option is less secure than when Network Level Suthentication is used because user
RO Gateveay User Groups CET S DR
RD CAP
RO RAP
Confirmation
Progress
sl Maore about Netvork Level and chent
<pravious || Next> | o Cancel

Figure 1-5: Authentication Method

9. If the following screen is displayed, select either Per Device or Per Use license for the
Licensing Mode and click Next. The option you select depends on the license model you
have purchased.

Add Roles Wizard

ﬁ Specify Licensing Mode

Before You Begin Remote Desktop Services chent access lkenses
fRDS(Ns)Makmm wim bodentsthat connect to this RD Session Host server.

Server Roles
FRemote Deskiop Services Specify the Remote Desktop beensing mode that you want this RD Session Host server to use.
Role Services " Configure later
Appkcation Compatiby Remind me to use the Remote Desktop Session Host Configuration tool or Group Policy to configure the
e icensing mode within the next 120 days.
(=" Per Device
User Groups An RDS Per Device CAL must be avalable for each d that this RD server,
Chent Experience " Per User
R Licensing Configuration An DS Per User CAL must be avaiable For each user that connects to this RD Session Host server.
Server Authentication Certificate
Autherization Policies @ &WMMMMMMWMWMHMMWRMG
RD Gateway User Groups
RD CAP
RD RAP
Confirmation
Progress.
Resuks X
<previous || mets | Cancel

Figure 1-6: Licensing Mode

Installation of Remote Desktop Services
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If you have set up licensing through a Group Policy, you will see the following screen,
click Next.

Add Roles Wizard ]

i%g Specify Licensing Mode

Eefre You Begin Th kiop i W] mode the type of ' wices dhent
Server Roles (ROS CALs) that a license server will ssue to dients that connect to this RD Session Host server,
Remate Desktop Services Specify the Rlemats Deskiop kcensing mode that you want this AD Sesson Host server to uss.
Role Services
Applcation Compatbility
Authentication Method

Session Hoet Canfiguration tool or Group Policy to configure the

User Groups r Device CAL must be avalable for each device that connects to this RD Session Hast server,
Clent Experience ¢ pe
R Licensing Canfiguration
Server Authenticabon Certificate
Autheerzation Poticies (7} This setfing & controlled by Group Palicy.
RO Gateway Liser Groups
RO CAP

User CAL must be available for mach user that connects to this RD Session Host server,

RDRAP
Web Server (5]
R Services
Confirmatian

Progress.
Results

Figure 1-7: Licensing Controlled by Group Policy

10. Select the Users or User Groups that are going to connect to RD Session Host Server and
click Next.

ﬁh Select User Groups Allowed Access To This RD Session Host Server

Before You Begin Add the users or user groups that can connect to this RD Session Host server, Thesa usars and user groups
Sarver Roles will be: added to the local Remote Desktop Users group. The Administrators group is sdded by default and
cannot be removed.
Remote Deskiop Services
Role Services Users or User Groups:
Application Compatibiliy
Authentication Method 8 ietjen (XBRIetien)
B, unaluri (XER\unalhuri)
Licenzing Mode mzaltsman (<R \mzaksman)
TR | 2 vicezasnon (WINZODSOEVRZ )
Cherk Experienca Fenton, Paul (WINZOOSDEVRZ|Ffentonl)
RD o e smakza (XER|smatza) =l
Server Authentication Certificate

Authorization Policies
RD Gatewsy Liser Groups
RO CAP
RO RA&P
Confirmation
Progress
Results

Figure 1-8: Users/User Groups Allowed Access

8 Installation of Remote Desktop Services
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11. Leave all options on the Client Experience screen unchecked and click Next.

Add Roles Wizard

ﬁ‘ Configure Client Experience

Sewcrﬁnles

Remote Desktop Services
Role Services
Apphication Compatibiity
Authentication Method
Licensing Made
User Growps

[ clent Experience |
R Licensing Configuration
Server Authentication Certificate
FAuthorization Polides
RD Gateway Liser Groups

‘You can configure the RD Session Host server 5o that users connecting to a remate desktop session can use
similar to that provided by Windoves 7.

/v, Providing this functionality requires additional system and may affect the
scalabiity of the RD Session Host server,
Select the functi that you wank to provide, Additional it b d by using the:
sktop C toal.

0} mmu&?ﬁ?mw«aammummw
ﬂu;on Sessior

I Audio and video playback
™ Audio recording redirection
I™ Desktop compasition (provides the user interface elements of Windows Aero)

@ Easolatﬂmkﬁmuta@whﬁysdﬁmsmﬂgbﬂqq:ﬂadh&ncmﬂlu&ut
:jot m:‘em see Group Polcy
SI!S"IP ot

Figure 1-9: Client Experience

12. On the Configure Discovery Scope for RD Licensing window, select Configure a
discovery scope for this license server, choose This domain, and click Next.

If the License Server is already populated, you do not need to configure a Discovery

Scope. Click Next.

Add Roles Wizard

ﬂa Configure Discovery Scope for RD Licensing

The discovery scope for & Remote Desktop cense server is used by RD Session Host servers bo sutomatically
discover the license server, This does not apply to RD Session Host servers running Windows Sarver 2008 R2
and apphes only to those running Windows Server 2008, Windows Server 2003, or Windows 2000,

/1. Microsoft recommends that you do not configure a discovery scope for the license server. Instead,
should use the Remate Desktop Session Host Configuration tool to specify a icense server for lheRD
Session Host server bo use,

¥ Configure a discovery scope for this license server
€ This wo
RD

caver this keense server

(% This domain

nommmmnhmﬂmm%dﬂs“m IoWedlsswoe
musk be a member of a domain, and you must be logged on as a domain administrabor

FAuthorization Polides

RD Gateway User Groups

- 'Il\efuest

the same forest can discover this license server. To
mﬂg:aﬂkm,ﬂkmwm beanmofadmﬂl, and you must be logged on as an
enkerprise administrator.

(39 You must be logged in a5 & member of the Doenain Admins group.
Select a location For the RD Licensing database:
fetwindowstsystemazi Server

More about license server discovery

< Previous Im Irstal I

Figure 1-10: Discovery Scope for RD Licensing

Installation of Remote Desktop Services
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13. When selecting a Server Authentication certificate:

If the SSL certificate already exists, select Choose an existing certificate for SSL
encryption, select the applicable certificate, and click Next.

If the SSL certificate does not already exist, you can Import the certificate at this time
or select Create a self-signed certificate and click Next.

Add Roles Wizard [ x]

ﬁa Choose a Server Authentication Certificate for SSL Encryption

Before You Begin wh with chents, mu\emmsmmudmﬂmm
Saruec Rolss nebwork traffic, Gmseawuﬂmﬂcmoenﬁ:ﬂagmfwﬁ
Remote Desktop Services & Choose 0 certificate For SSL ded)

This option most 05, Wou should use a certificate issued by an
ememdcmilcmanmmy(ﬂ),mymmmammhywmﬂundﬂldp
cmsbuﬂedbvm:mwm server, The subject name of the certificate must match the
st name of this server.

" Create a self-signed certificate For S5L encryption

This op! ded for small-scak test scenarios only. After instaling RD
Gateway, you must manually instal the certificat i with this server. l‘hsomon
MmmklmﬂmdmmmmmmihmGMan o
correct this issue, use Remote Desktop Gateway Manager to create a new seff-signed cestificate.

" Choose a certificate for S5L encryption later

This option R + & cortiicate from & CA and inport i Later.
Confirmation 1. For RD Gateway to function, you must configure this server with a valid certificate.
Progress
Results

Figure 1-11: SSL Server Authentication Certificate

14. Select Now to create the authorization policies for the RD Gateway and click Next.

Add Roles Wizard

ﬁ‘ Create Authorization Policies for RD Gateway

Before You Begin nmmmmmwmmmmMMmmm:m:m
5 R server, A Remote o \wm,dmsymwcmﬂg.n
amm between user groups and th that they <t to D Gateway.
Remote Desktop Services You can use this wizard to create both autharization . Lintil you create both an RD CAP and an RD RAP,
users cannot connect bo network rescurces through this RD Gateway server.
Role Services
Apphication Compatibiity Create authorization pokcies:
Authentication Method = Mow

You can modfy or remove these pobcies later by using Remote Deskiop Gateway Manager,

" Later
RD Gatewsay will b lled, but no dicies will be created. To creabe the authorization
policies later, you must use Remote Desizop Goteway Manager.

Confirmation
Progress
Results
More sbout suthorization policies for RD Gatewsy
< Previous I Next > I F Cancel

Figure 1-12: Authorization Policies

10 Installation of Remote Desktop Services
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15. Select the User groups who should be able to Authorize through RD Gateway Server and
click Next.

Add Roles Wizard [x]

ﬁi Select User Groups That Can Connect Through RD Gateway

Bafore You Begn adth qroups thak will be associated with both the RD CAP and RD RAP. Members of these groups can
T connect: to network resources through this RD Gabeway server,

Remote Desktop Services.

Role Services

Appication Compatibty
Authentication Method
Licensing Mode

User Groups

Chent Experience

RD Licensing Configuration
Server Authentication Certificate
Authorization Polcies

User groups that can connect through RD Gateway:

1

RD CAP

RD RAP
Confirmation
Progress.
Resuks

Figure 1-13: User Groups That Can Connect Through RD Gateway

16. Enter a name for the RD Connection Authorization Policy (CAP), check Password for the
authentication method, and click Next.

Add Roles Wizard

.&H Create an RD CAP for RD Gateway

Before You Begin You must create an RO CAP bo allow users bo connect to this RD Gateway server. Only members of user

TarF ok groups that you selact will be alowed to connect. After you salect users For the RD CAP, you need to name
the RD CAP and spexify the authentication methods that users can use to connect.

Remote Desktop Services

Biols Serdcs Enker a name For the RD CAP:
Application Compatibility |rs_cw_ul

Licensing Mode Specify at least one d Windows ethod, IF lect both methods, dients that use
either method wil be allwed to connect,

Chent Experience ¥ password

RO Licensing Configuration ™ Smart card

RDRAP
Confirmation
Progress
Results

Figure 1-14: RD CAP for RD Gateway

Installation of Remote Desktop Services 11
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17. Enter a name for the RD Resource Allocation Policy (RAP), select the computers from
which you can connect to the RD Gateway (use the Browse button if necessary), and
click Next.

Add Roles Wizard [<]

ﬁ Create an RD RAP for RD Gateway

Before You Begin You must create an RD RAP to specify the network resources that users can connect ko through this RD
Seryer Roles Gateveay server, Only members of user groups that you select will be allowed access to these resources
T T el e P P et ] i o T o A el et P T e K e T
Remote Deskiop Services that users can connect ko,
Role Services
o o Enter a name for the RD RAP:
Authentication Method [Ts_rae_o1
Licensing Mode
User Groups SR 246 seonssblo trouch b FDRAR:
€ & pllow wsers bo connect only to computers in the following group:
- . [mRiDamain Users | Browse... |
Server artificate - ko connect bo any computer on the network
Suthortzation Poldes This option allows users to connect to any computer they can access through Remote Desktop.
RD Gabeway User Groups
RO CAP
Confirmation
Progress

Results

Figure 1-15: RD RAP for RD Gateway

8. If Web Server (11S) needs to be installed, you will see the screen shown below. Click

Next.
Add Roles Wizard B
%EP Web Server (IIS)
Before You Begn Intraduction to Web Server (115}
Sarver Rales \iizh sarvers are computers that have specific software that allaws them to accept requests from dient
computers and retum responses to those raquests. Web servers let you share information over the Intemet, or
Remote Desktop Services throwgh intranets and exiranets, The Web Server roke indudes Internet Information Services (5] 7.0, a unified
Role Services Wbbpl&fhmh‘nbwmm?ﬂ »QSPHEI' md“hdmo»-mmﬁ:ﬁumbm 715 7.0 ko features
e g Things to Note
(e Tl i s Windows ystem s Manager (WSRM) con e e exuitable seviang o Web server
Licensing Mode taﬁc especialy when there are multiple roles on this computer,
T i fior the Wb {115] roke Includes thy ofrol that enable
e mwmsmmw ake minor customizations. {such as defaut i HTTP errors),
Client Experience moriitar and lag server activity, and ¥
R Licensing Confi Aditis i
Server Authentication Certificate Crverview of Web Server (5]
Autharization Polides sw of Av: e in [15 7.
RD Gateway User Groups 5 el .
c A nns
RD CAP =

Overview of WSRM

Figure 1-16: 1IS Introduction
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19. Accept the defaults and click Next.

Add Roles Wizard £
ﬁ Select Role Services
Before You Begn Select the role services to instal for Web Server (1IS):
Server Roles Role services: Desaiption:
o — URL Agthorization allows you to
A = %E@mmF =1 create rules that restrict access to
Floke Services B ot ‘;:w wleb content. You can bind these
} /| on rules to users, groups, or HTTP.
Apphcation Compatbiity [¥] Defauit Document header verbs. By configuring URL
A 3 [¥] Drectoey Br authorization rules, you can prevent
7 Errors o employees who are not members of
Licensing Mode e certain groups from accessing content
Leer [#] HTTP Redrection or interacting with Web pages.
Groups [] webbav Publshing
Chent Experience = [ application Development
R 5 [¥] ase.nET
(e L e [J] NET Extensbity
Server Authentication Certificate [ ase
Authorization Polcies Uea
[¥] 154P] Extensons
RD Gateway User Groups [4] 1541 Filters
RD CAP [] Server Side Incudes
RO RAP =& re_ahh and Diagnostics
o HTTP Logging
Web Server (115) [¥] Logging Teols
ECETT— £ Rt
= [ Trac.r\n =

Figure 1-17: 11S Role Services

20. You will see a confirmation screen similar to the one below prior to the installation
starting. Confirm the options and click Install.

Add Roles Wizard

ﬁ Confirm Installation Selections

Bafore You Bagin
o To install the Folowing roles, role services, or features, cick Install.
Server Roles
) 2
o - 1. 1 warning, 2 informational messages below
Role Services () This server must be restarted after the installation completes.
Apphcation Compatibiity ~| Remote Desktop Services
Authentication Mathod Remote Desktop Session Host
Licensing Mode _,:,_'l'wmvmsdtorewmdenshnqm.
(i) 1E Enhanced Security Configuration will be turned off.
Ut Authentication method : Do ot require Network Level Authentication
Client Experience Licensing made : Per device
RD Licensing Configuration Groups sllowed access @ ndvruﬁ.rx{c\xs, tiet;e‘n (XBR\,he‘t)en): unalluri (ER|unallur),
Server Authentication Certificate (WINZOOSDEVRZ\mz), Fenton, Paul
- f2ation Pk EVRZ] l), seatza (XBR, gpoirer
Em\ma"m), lrEaruso (¥BRImcarusa), hpandya
hpandya), neethi (XBRInsethi),
RO Schonsy Ler Sovee (BRipnagaraion)
RD CAP B and video playback : Disabled
Ao recording redirection : Disabled
Deskbop composition © Disabled
RD Licensing
Aovailability @ This domain
Resuks Prink, e-mad, or sqve this information
e T

Figure 1-18: Confirm Installation Selections

Installation of Remote Desktop Services
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21. Once the installation is complete, you will be prompted to restart the computer. Click

Close.

Add Roles Wizard

2
ﬁi Installation Results

Before You Begin
—— Qe or more of the Following roles, role services, or quire you to restart:
Remote Desktop Services diwoming messooe bolow
Role Services ~ Remote Desktop Services /1. Restart Pending
Application Compatibiity ), Yeu st restart this server to firish the installation process,
Authentication Method
Licensing Mode:
User Groups

Client Experience
R Licensing Configuration
Server Authentication Certificate
Fusthorization Polides
RD Gateway Liser Groups
RD CAP
RO RAP
Confirmation
Progress

Figure 1-19: Installation Results

Sometimes after a restart, the License service may not start due to
invalid authentication associated with the service. Check the status of
the Licensing service before proceeding further.

14
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22. After the computer restarts, installation and configuration will continue. When the
installation and configuration is complete, you will see a window that shows the list of
components that were installed successfully. Click Close to complete the installation.

Resume Configuration Wizard

=
ﬁ Installation Results

The Following roles, role services, or featuras were installed successfully:
@ 2 eror, 3 warning, 1 informational messages below
~| Remote Desktop Services 4 tnstallation succeeded with errors =

ia The computer account fior the Remobe Desktop cense sarver cannot be added to the Terminal
Server License Servers group in Active Directory Domain Services because access is denied,
Domain administrator privileges are required to parform this action,

9 The RD Licersing databass path is set, but an error ocourred whils starting the Remote Desktop
Licensing service.,

i\ D Web Access requires additional configuration, On the Configuration page of the RD Web
Access Web site, you need to specify the source that will provide the Remobedpp programs
and deskbops that will be displayed to users, For more information, see Configuring the RD
‘Web Access Server.

The following role services were installed:

Remote Desktop Session Host

Remote Desktop Licensing =

Remote Desktop Connection Broker

Remote Desktop Gateway

Remote Desktop Web Access

/1, Ensure that your RD Session Host servers are correctly configured to use this lcense server.
For more information, see Configure License Settings on an RD Session Host Server, _I

AT Pl e drim  Eommbr e i bl P e mmdmm 4 b e s s Pm e P

Print, e-mail, e save the installation report

Figure 1-20: Installed Components

Installation of Remote Desktop Services
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XBR INSTALLATION

If you have not set up the Remote Desktop Services Role, please return
to “Installation of Remote Desktop Services” on page 3 and set up the
role before installing the XBR Desktop application.

Now that the Remote Desktop Services installation has been completed, the XBR application
should be installed so it can be configured for Remote Access. Use the following steps to
install the XBR Desktop application:

1. Select Control Panel -> Programs.

2. Click Install Application on Remote Desktop.

! Programs M= E3
Q( )v - Control Panel ~ Programs - e [‘E]I Search Control Panel .

File Edit Wew Tools Help
Control Panel Home =7 Programs and Features
i ‘J Uninstall a program '?_;'Turn Windows features on or off | View installed updates
System and Security : Run programs made for previous versions of Windows | How to install a program
Metwork and Internet = Default Programs
Hardware '@ Change default settings for media or devices

Make a file type always open in a spedific program | Set your default programs
*» Programs

User Accounts -i ( | Install Application on Remote Desktop...
Appearance and Personalization =
Clock, Language, and Region -g) Java (32-bit)

(

Ease of Access

h@ Computer 2

Figure 1-21: Control Panel - Programs

3. Insert the XBR Installation CD into the CD-ROM drive.
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Install Program From Floppy Disk or CD-ROM

Insert the product’s first installation floppy disk or CD-ROM,

and then click Next. The application will be installed in
RD-nstall mode.

4. Click Next.

Run Installation Program

Windows was unable to find the installation program. Click
Back to try again. Click Browse to find the installation

program manually.
5. The Application Installer will

not be able to find the XBR
installation file:

Open:

|| Browse... |

a. Click Browse.

b. Navigate to the
Installation CD.

c. Select setup.exe.

XBR Installation 17
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Run Installation Program E

Windows was unable to find the installation program. Click
Back to try again. Click Browse to find the installation
program manually.

Cpen:

EMDESKTOP \setup cxe Browse. .
6. Click Next. The XBR 4'
installation will begin.

7. Follow the instructions in the XBR Implementation Guide as the XBR Desktop Installation
Wizard progresses.

Finish Admin Install

When the installation has ended (successfully or not),
please click the Finish button or the Cancel button. DO
MNOT CLICK THE BUTTONS BEFORE INSTALLATION
HAS ENDED!

8. When the XBR Desktop
installation is complete, click
Finish.

¢ Baclk Firnsty

18 XBR Installation
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CONFIGURE REMOTEAPPS FOR RD WEB ACCESS

Once XBR has been installed, it must be installed onto the RD Gateway server so the
application can be configured as a RemoteApp. This will allow it to be launched from the
Windows Server 2008 RD Web Access page.

Applications are configured as RemoteApps using the RD RemoteApp Manager which is
accessed by selecting Control Panel -> Administrative Tools -> Remote Desktop
Services-> RemoteApp Manager.

i Sorver Manage (CONBRLAPROT) RemateAgp Manager (COMIRAPPOZ.mm.net ]
= 5 foms st e i e
% Metwori okcy and Acress S | RemoteApp Manager
% b vt and Bocument Services that
=l ‘7 Reemote Deskiop Services

runsing 2
W™ add i to the RemoleApp Programs list.
& 13 Remote Deskiop Connect i

" & Remaanion Sources
% ‘RO Gatewsy Manages
i Q| RD Sesson Host Configurs
) gy Femote Deskio Services
3 W Web Server (I5)

& 15 Storage o RSl
< () Clents will connect throughe COXBRAPPOZ.mm.net

Digital Sigratise Settings Change
J/ Signing as: CONBRAPPO2. mem. net

ROP Settings Change

B} Chents will comnect with custom EDP settings.

tame [ rath | R0 wes ace [ arguments |
SitverDaner CAMICROS-Retail_Anahytic_ Tes Disabled

Figure 1-22: RemoteApp Manager

Configure RemoteApp Deployment Settings

1. In the Action menu section of RemoteApp Manager, click RD Session Host Server
Settings or click Change next to RD Session Host Server Settings in the Overview
pane. Refer to Figure 1-22 for locations.

Configure RemoteApps for RD Web Access 19



Select the RD Session Host Server tab

and perform the following settings:
Digital Signature | Common RDP Settings I Custom RDP Settings I
a. Modify the server name to be the R Session Host Server | RD Gateway |
fU I Iy q ual Ifled internal domai n Clients will use these settings while connecting to this RD Session Host server.
name.

— Connection settings

Server name: |COXBRAPPOZ.mm net
b- Leave the RemOte DeSktOp PrOtOCOI If the RD Session Host serveris in a fam, enter the DNS

(RDP) port number as 3389. name of the fam.
ROP port: Im

c. Uncheck Show a remote desktop

connection to this RD Session [ e s
HOSt server in RD Web ACCGSS r ﬂowaremote desktop connection to this RD Session Host serverin RD Web
. cess
d. Select Do not allow users to start r——
unlisted programs on initial * Pﬂlsztmil-!::dl-elfﬁmm start unlisted programs on initial connection

connection (Recommended).

" Mlow users to start both listed and unlisted programs on initial connection

Select the RD Gateway tab where you

can Configure the desired RD Gateway
behaVior YOU can Conﬁgure Whethel’ to Digital Signature I Common RDP Settings | Custom RDP Settings |
: RD Session Host Server RO Gateway
automatically detect RD Gateway server
settings, to use RD Gateway server R e e s e
settings that you specify, or to not use a D Session Host server.
R D G ateWay server " Automatically detect RD Gateway server settings
% Use these RD Gateway server settings:

a. Select Use these RD Gateway Server name: [COXBRAPPOZ.mm net

server Setti n gS . Logon method: IAIIow user to select during connection j
b. Enter/verify the RD Gateway server [¥ Use the same user credentials for RD Gateway and RD Session Host server

name (R DG ateway- company.co m) ¥ Bypass RD Gateway serverfor local addresses

and the logon method (Ask for ® Errieee B S e

password (NTLM)).

The server name must
- match what is specified in
ﬂf the SSL certificate for the More sbout using RD Gatewsy

RD Gateway Server.

c. Check Use the same user
credentials for RD Gateway and
RD Session Host server.

d. Check Bypass RD Gateway server for local addresses.

Configure RemoteApps for RD Web Access
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4. If you did not select SSL certification
during the initial installation, it can be
configured now:

a. Select the Digital Signature tab.

b. Check Sign with a digital
certificate.

c. In the Digital certificate details box,
click Change.

d. In the Select Certificate dialog box,
select the appropriate certificate
(i.e. - RDGateway.company.com).

5. Select the Common RDP Settings tab
and make sure the options are set as
shown in the figure to the right.

RemoteApp Deployment Settings E

RD Session Host Server I RD Gateway
Common RDP Settings I Custom RDP Settings
You can sign rdp files that are used for RemoteApp connections by using a digital

certificate. This will allow clients to recognize and trust remote resources from your
organization.

[V Sign with a digital certificate

Digital certificate details:

Signing as: COXBRAPPO2 mm net
lssued by: COXBRAPPO2 mm net
Valid until: 6/4/2010

Details | Change |

More about digitally signi

files for Remot: connections

RemoteApp Deployment Settings E

RD Session Host Server | RD Gateway I
Digital Signature Common HOP Settings 1| Custom RDP Settings |

The following RDP settings will be used when a user connects remotely to the RD
Session Host server. To corfigure additional RDF settings, see the Custom RDP
Settings tab.

r— Devices and resources

Select the devices and resources on the client computer that the user will use in
the remote session.

v Disk drives
r Smart cards

¥ Prirters
v Clipboard
v Supported Plug and Play devices

— User experience
Select the display settings for the remote session.
¥ Use all client monitors when connecting to a remote desktop
¥ Alow font smoothing

Colors: Highest Quality (32 bit) =l

More about RDP seftings

Configure RemoteApps for RD Web Access
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RemoteApp Deployment Settings E

RD Session Host Server | RDG |
Digital Signature I Common RDP Settings

You can specify additional RDP settings, such as audio redirection, that cannot
be specified on the other tabs. These RDP settings will be used when a user
connects remotely to the RD Session Host server.

To specify custom RDP setti type the ROP settings into the Custom RODP
settings box. You can also copy the desired RDP settings from an existing .rdp
file by using Notepad.

6. Select the Custom RDP Settings tab and ceom EOF sethes =
make sure the custom RDP settings are
set as shown in the figure to the right.
E
Mare about specifying custom ROP setti
- See link for more details: http://tehnet.microsoft.com/en-us/library/
(£  cc731249.aspx.
7. Click OK.
22 Configure RemoteApps for RD Web Access
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XBR Application Access

User Security Setup

® Each user connecting via Remote Desktop Services needs to be a domain user.
Therefore, each user account that needs access to the Terminal Server must be
added to the domain.

® Each new customer must have a new group created with the three letter customer
OrgCode. This group will be used to handle security for all users of this customer.

G_E"." In the US, the PTS customer code should be used for the OrgCode.

Add New Customers

1.
2.

Create a new local group on the server with the customer's OrgCode.

Request or create a new Domain user for that customer and assign the user(s) to the
group created in step 1.

Create a new export folder for the customer as a sub-folder of:
C:\MICROS-Retail_Analytics_7.0\Analytics_export\Analytics_userfolders\XxX

where “XXX” is the customer OrgCode.

It is important that the name of the folder matches the customer
Qf OrgCode in the database and the dtvanalytics. ini file. In the US,
' this should be the PTS customer code.

—

Create a copy of the dtvanalytics. ini file and rename it using the customer OrgCode
(i.e. - dtvanalytics_xxx.ini).

Modify/check the dtvanalytics_xxx.ini file for the following information:

a. [XBR Database] section - make sure that the entries for Server Name and Database
settings are pointing to the correct database/server for this customer

b. [ORGANIZATION] section- modify the OrgCode parameter for this customer.

[ORGANIZATION]
OrgCode=XXX

c. [TERMINAL] section- make sure that the Terminal setting is set to 'Y' and append
the OrgCode to the Export path after Analytics userfolders

[TERMINAL]
Terminal =Y
Export = ._.\Analytics_export\Analytics_userfolders\XXX

d. [other] section- modify the setting for the Table Editor configuration file to a unique
file for this customer.

TablelINI=dtvEditor_XXX.ini

Create a copy of the dtveditor.ini file and rename it using the customer OrgCode
(i.e. dtveditor_xxx.ini).

Modify the dtveditor_xxx.ini file:

Configure RemoteApps for RD Web Access 23
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a. [ORGANIZATION] section- modify the OrgCode parameter for this customer:

[ORGANIZATION]
OrgCode=XXX

b. [TERMINAL] section- make sure the Terminal setting is set to 'Y' and append the
OrgCode to the Export path after Analytics_userfolders:

[TERMINAL]
Terminal =Y
Export = ._.\Analytics_export\Analytics_userfolders\XXX

c. [other] section- modify the setting for the XBR Analytics configuration file to a
unique file for this customer.

XBRLPINI=dtvanalytics xxx.ini

8. Create a new shortcut for the XBR application executable (dtvanalytics.exe) and name
it appropriately with the customer's OrgCode. The shortcut should use the customer
dtvanalytics_xxx. ini file as a passed parameter.

9. Assign group "XXX", created in step 1, the following permissions:

a. C:\ - Read&execute; list; read permissions

b. ..\Micros_Retail_Analytics_7.0 directory - Read&execute; list; read
permissions

c. ..\XBR directory - Read&execute; list; read permissions

d. ..\Table_Editor directory - Read&execute; list; read permissions

e. ..\Query_ Viewer directory - Read&execute; list; read permissions

f. . .\Analytics_export directory - Read&execute; list; read permissions

dg. --\Analytics_userfolders subdirectory - Read&execute; list; read permissions

h. . .\XXX subdirectory (created in step 3) - Read&execute; list; read; write
permissions

24 Configure RemoteApps for RD Web Access
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DISTRIBUTE WITH RD ACCESS

1. In the Action menu option of the RemoteApp Manager, select "Add RemoteApp
Programs” in order to add the applications or their shortcuts to the RD Web Access. This
will display the RemoteApp wizard. Click Next.

RemoteApp Wizard [ %]

Welcome to the RemoteApp
Wizard

Thiz wizard helpz you add programs to the Remotedpp
Programs list on this terminal server. After programs are
on the list, you can dizplay them in TS ‘Web Access, or
package them for distribution.

Befare you rn this wizard, ensure that:
-*Y'ou are logged on az the administrator for the server

that will host the Remotedpp programs.
- The host zerver iz running at least ‘Windows Server
2008,

To continue, click Next.

< Back Cancel

Figure 1-23: RemoteApp Wizard - Welcome
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2.

Select the appropriate XBR application shortcut to be published from the list or select its
location using the Browse button.

RemoteApp Wizard [ %]

Choose programs to add to the RemoteApp Programs list

Select the programs that you want to add to the RemoteApp Programs list, You
can also configure individual RemoteApp properties, such as the icon to display.

Table Editar

(1K Uninstal Edit

Dﬁ Universal Installer

(] ﬁ; Wallet Manager

| 2l windows Media Player

| E Wwindows Memory Diagnostic
(1 & windows Powershel

] & windows PowerShell (86}
1 £ windows PowerShell Madules
147 windows Update

| E‘, ‘WordPad

-

Select Al | Select Mone Properties. .. | Browse. .. |

< Back I Mext = I Cancel |

Figure 1-24: RemoteApps Program List

26
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a. After selecting the XBR application shortcut, click the Properties button.
b. Make sure RemoteApp is available through RD Web Access box is checked.

c. Enter the Customer OrgCode (i.e. XXX) in the Alias field and click OK.

@'Remotenpp Properties ﬂ E

Properties | User Assignment: |

RemoteApp program name:

I drvanalytics.exe

Location:
I CHAMICROS-Retail_analytics_6.81%BR dbvanalytics. exe Browse, .. |
Alias:

| ]

V¥ RemoteApp program is available through RD Web Access

—Command-line arguments
" Do not allow command-line arguments
" allow any command-ling arguments

' always use the follawing command-line arguments:

dbvanalytics _xoo.ini

Change Icon... |
[8]4 I Cancel |

Figure 1-25: RemoteApps Program List - Properties

3. Click Finish to complete the configuration.

RemoteApp Wizard [ %]

Review Settings

Fieview the zettings that you have chozen. You can go back to change thesze
zettingz or click Finish to complete this wizard.

Adding 1 program ;I
Program list:

divlauncher. exe
Path: C:AMICROS-Retail_analwtics_B.8%Huery_Launchervdivlauncher exe
Femotedpp program iz available through TS Web Access Yes
Allow command-ine arguments: Mo

" o

< Back I Finizh I Cancel |

Figure 1-26: Review Settings
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The application properties can be modified by right-clicking on the
application in RemoteApp Programs and selecting Properties".

After finishing the configuration of publishing the application, right-click on the newly
added shortcut under RemoteApp Programs and select Show in RD Web Access.
This will publish the application on the web.

Similarly, the Hide in RD Web Access option can be selected to remove the application

from the web.

RemoteApp Manager (win2008devr2.ubr.datavant age.com)

RemoteApp Manager
RemoleApp programs ae progeams that are acoessed through Remote Desktop, and appear a5 if they are
( on the dient’s local computer. Before you can make a RemoteApp program seaslable 1o usess. you must

nmning
- i add it 1o the RemateApp Programs list.

Overview

RD Session Host Server Settings Change

1) Clients will connect ta:
winlblkdewrlabr.datmantage.com
mitial connection. (Recommended)

RD Gateway Settings Change:

(i) Clierts will connect through:
win200Bdewr2xbr.dstrvantage.com

Digital Signature Settings Change
/' Signing as winZlldevr sbr.dstmvantage.com
RDP Settings Change

(i) Clierts will cannect with custarn RDP settings.

" Users can only start listed Rernotelpp progranms on

Distribution with RD Web Access

/' The TS Web Access Computers group is populated.
Camputers in this group can display Rematedpp
pragrams frarm this server, Learn more

/Bl Rernotedpp prograrns are visible in RD Web Access

1) A rermote desktop connection for this server is ot
witible in RD Wb Access, Change

) More about using RD Web Secess

Other Distribation Options

Salect 3 Rernotedpp prograrm and choose an optson bielow

& Create rdp File
P
Create Windaws Installer Package
o
) More about distribution options

‘Show in RD Web Acoess

% Hide in AD Wb Access

& Creste 1dp Fie

i B Create Windows Instaber Package
K Bemove
B properties

B v

Actions
| Add Remotedgn Programs

) RD Session Hast Server Settings
B A Gatewsy Settings

) Cigtal signature Settings

i Export Remoteagp Settings

B Import Remotedpp Settings

£ mefresh

View L]
H v
K} Properties

@ Show in AD Web Access

@ Hde n D Web Access

B Creste rdoFle

B Create windows Trstaber Package
K Remove

H v

Figure 1-27: RemoteApp Manager - Publish
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User Access to Specific Application

1. In the application Properties window, under the User Assignment tab, users can be
added to access a specific application, thus securing the application from unauthorized
access.

2. Select the specific domain users and/or domain groups and click OK.

@' RemoteApp Properties ﬂ E
| Properties User Assignment |
‘fou can specify which domain users and domain groups can see the icon for this RemoteApp

program. To specify domain users and domain groups, the RD Session Host server must be
joined to an Active Directory domain.

. Torun the RemoteApp program, a user must be a member of the Remote
/' Desktop Users group on the RD Session Host server.

Select which users and groups will be able to see the icon for this RemoteApp program:

" all authenticated domain users

' Spedified domain users and domain groups

Domain user and domain group names:

MMYnsethi

Add... | Remayve I

Figure 1-28: User Assignment for Application

ﬂg Users and groups can be added by clicking the Add button.
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Remote Desktop Services Web Access - Client Access

Launch RD Web Access

1.

2.

Launch Internet Explorer and go to a fully qualified domain name that points to the
server IP address (e.g. https://xbrdc-micros-retail.com/RDWEB).

Login using Username (domain\user) and Password (network password).

0y et hocers . lnix

G -k - D | e —— 1

| B g3 Yew Fete Iuk bb

@ - " oot e [ ot st | 2t () kb ok < 2 Colerr = tktepnd <

T T Ei o B - oowe ewe - e "
=]

|L Remote Desktop Services Default Connection

3 Remcteigp and Desttop Connection

Figure 1-29: Remote Desktop Services Default Connection

Install Active X Client Control

3.

If you are prompted to run the Remote Desktop Services ActiveX Client control
from your browser when you access RD Web Access, do either of the following,
depending on your operating system:

a. If you are running Windows Server 2003 or Windows XP:
1) Right-click on the message line in the browser.
2) Click Run ActiveX Control.
3) Click Run. After you have enabled the control, refresh the Web page.
b. If you are running Windows Server 2008 or Windows Vista:
1) Click the warning message on the Internet Explorer Information bar.
2) Point to Add-on Disabled and click Run ActiveX Control.

3) When you do this, you may see a security warning. Make sure that the publisher
for the ActiveX control is "Microsoft Corporation" before you click Run.

c. If the Internet Explorer Information bar does not appear, you can enable the ActiveX
control by using the Manage Add-ons tool on the Tools menu of Internet Explorer.

30

Distribute with RD Access



XBR® 7.0.0

Remote Desktop Services Configuration Guide

4. After logging into the browser, you will see the published application shortcut
Double-click on the icon.

G oove e o o
B U0 e Fpwte Dok e

et 5+ x| [ &
Pt | g W ey Preen Workounser W0 W i borey SRS @ Aot - Logn | Charge get [T Tervel & Crpaeres kel ... ) Sugmsted Sawe = B Cons dezmnn Gatwnay
D e

8-B-O

- e ey Tk e |

[ Remote Desktop Services Default Connection
¥ Rematespg nd Desinep Consecton

Resatedpp Programs  Ressote Deskiop.

¥

-1

Figure 1-30: Application Shortcut
5.

In order to access your local resources from the terminal server, make sure that Drives,
Clipboard, and Printers are all selected.

Distribute with RD Access
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6. Click Connect and re-authenticate against the network.

x

< A website wants ko start a remote connection. The publisher of
this remote connection cannot be identified.

This rerote connection could harm wour computer, Do nokt connect unless you know
where this connection came from or have used it before,

f Publishet: Unknown publisher

= Tvpe: Remaotedpp progran
Remote computer WD TWWINZ003DEY, xbr . datavantage. com
Gatemay server) WDTYWIN2008DEY, xbr.datavantage . com

Allows the remote computer ko access the Following resources on my computer:

V¥ Crives V¥ Serial ports
v Clipboard ¥ Printers

Changes to these options apply to this connection anly,

Conneck |

Details << |

Figure 1-31: Start Remote Connection

7. Enter your XBR user credentials on the Application login screen that appears.

J

Figure 1-32: XBR Log In Screen
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VIDEO VIA REMOTE DESKTOP SERVICES

the video source (DVR) should accessible to the terminal server
machine either via an external IP for remote networks or internal IP in
[ | a WAN/MAN setup.

l In order for remote users to be able to access the video through XBR,

The path to the video player executable must be specified in the appropriate
dtvanlytics. ini file on the Remote Desktop Server.

If the video player executable is installed on the server, the path in the dtvanalytics.ini
file would look similar to:

c:\videoplayer\vidplayer._exe

If the video player executable will be accessed from the client machine, the path in the
dtvanalytics.ini file would look similar to:

\\tsclient\C\videoplayer\vidplayer.exe where “C\videoplayer\vidplayer.exe” is
the path on the client machine.

—— All remote users must have the executable installed using the same
path on their local client.

More information on video configuration settings can be found in the XBR Implementation
Guide.
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ISSUE RESOLUTION

Active X Fix

Sometimes machines are not enabling or not downloading the application, the issue:

@ ActiveX control not installed or not enabled

The Terminal Services ActiveX Client contral is not availzble. Before you can zccess remote pro
wou must install and enable this ActiveX contral.

If vour computer does not have the correct version of the Terminal Services ActiveX Client co
about this update and to download the instaliation package, visit this website.

If you have zlready instzlled the correct update packzge, you must enable the ActiveX contro
and to run ActiveX controls. When you enable the ActiveX control, vou may see a security wa
ActiveX control is Microsaft Corporation.

After you install the package or enzble the ActiveX control, you must refresh this Web page.

ActiveX control not installed or not enabled. The Remote Desktop ServicesActiveX Client
control is not available. Before you can access remote programs and connect to remote
desktops through RD Web Access, you must install and enable this ActiveX control.

The recommended fix:

Select Internet Explorer -> Tools ->
Internet Options -> Advanced Tab -> Reset Reset Internet Explorer, Settings

Resetting Internet Explorer settings

/" Disabling browser addons
o Deleting browser histary
" Resetting user custaomizations

" Applying manufacturer's sektings

Close
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Multiple Login Prompt Issue

Issue Description

When accessing XBR through Remote Desktop Web Access on Windows 2008 R2 Server the
user may experience two domain logon prompts. This issue has been observed on PCs
running Windows XP SP3 OS and older versions of the Remote Desktop Connection client.

This first Prompt is expected:

@1 Remote Desktop Services Default Connection

) RemoteApp and Desktop Connection

Help

Domaintuser name: |DOM;1\IN‘\USERNAME

Password: |uouu.

Security (show explanaticn)
{2} Thisis 2 public or shared computer

()  Thisis a private computer

g: By zelecting thiz option, you confirm that
puter complies with your crganization's
security policy.

To protect against unautherized access, your RD Web
Access session will automatically time cut after a period
of inactivity, If your sessicn ends, refresh your browser
and sign in again.

£7 Windows Serverzu0s Microsoft
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This second prompt should not be appearing:

| o— " — R S ————.
: Q RD Web Access - Windcé q‘i Connecting to xbrdc3.micros-retail... L,-!_‘L[:]J@!

[ X}

6@' @ | hitps://xbr. 71 RemoteApp | |H Live Search “pM
Fle Edt View Favorites 1 ' - Startmg...

w Favorites | 1‘,@3 8 Sugd| ¢ R

|§RDWebﬂccess %’ T ) R 4 - Page~ Safety~ Took~ @-

divanalytics.exe

Rembteseces o ves s alal
-?:44' Remotedpp and Desktop Connection A

—
RemoteApp Programs Remote Desktop Col m

o Enter your credentials for xbrdc3.micros-retail.com. These
dtvanalytics.., credentials will be used when you connect to the remate
computer.

User name: |ﬁ DOMAIN\USERNAME s

Passwaord: | |

[[]Remember my password

0K H Cancel ]

@ Internet

| 43 - ®100% -
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Resolution - Part 1: Install Hotfix

Install Remote Desktop Connection 7.0 client update for Remote Desktop Services (RDS) for
Windows XP SP3. It may be necessary to restart the computer after applying this update.
Security policies in effect on the local PC may restrict the ability to perform some of the
required actions.

The Microsoft Knowledge base article and 7.0 client update can be found at:
http://support.microsoft.com/?kbid=969084

Use the following steps to install the client update:

1. Launch the executable.

Open File - Security Warning

Do you want to run this file?

ﬁ Name: |

Publisher: Microsoft Cor

Type: Application

From: ‘\\wdtvdata\application\Remote Desktop'\Remote Desktop ...

Bun ‘ | Cancel

[W] Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
harm your computer. Only run software from publishers you trust \What's

2. Click Run.

Software Update Installation Wizard

. Use this wizard to install the following software update:

Hotfix for Windows XP
(KB969084)

Before you install this update, we recommend that you:

-Back up your system
- Close all open programs

You might need to restart your computer after you complete this
update. To continue, click Next

Cancel

3. Click Next to start the Installation process.
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When Installation is complete, click Finish.

In most cases this will resolve the issue. If multiple logon prompts are still being
experienced the problem may be resolved by closing Internet Explorer and resetting all
IE options to their default values. Refer to the next section for more information.

Resolution - Part 2: Reset Internet Explorer Options

Proceeding with this procedure will reset all Internet Explorer options to
their default settings and delete all logon IDs and passwords saved in
Internet Explorer.
- p
1. Make sure all Internet Explorer 8 sessions are closed.
2.

From the Windows Taskbar click Start & Run.

Run %

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: I.inetcpl.cpl|

[ oK H Cancel H Browse... ]

3. Type “inetcpl.cpl” in the Open text box and click OK. The Internet Options Control Panel

will open.

4. Click the Advanced tab.
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-

Internet Properties vx'

| General !| Security H Privacy" Content |! Connectionsﬁ Programs| Advanced |_

Settings

@ Accessibility
|| Always expand ALT text for images

|| Enable Caret Browsing for new windows and tabs
[ ] Move system caret with focus/selection changes —
[ ] Reset text size to medium for neve windows and tabs

Reset text size to medium while zooming™

|| Reset zoom level for new windows and tabs

owsing

[] Automatically check for Internet Explorer updates
Automatically recover from page layout errors with Comp
Close unused folders in History and Favorites™

Disable script debugging (Internet Explorer)

Disable script debugging (Other)

Display a notification about every script error R |
Display Accelerator button on selection e

[ial m | 2

*Takes effect after you restart Internet Explorer

EE)

=

[

IEICIEIEICE

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their defadjt
condition.

You should only use this if your browser isin anu

OK ] I Cancel Apply

5. Click Reset.

Reset Internet Explorer Settings ﬁ

ﬁ Are you sure you want to reset all Internet Explorer

settings?

Resetting includes:

+ Disable toolbars and add-ons + Advanced options

+ Default web browser settings + Tabbed browsing settings
* Privacy settings * Pop-up settings

* Security settings

Delete personal settings

Resets home pages, search providers and Accelerators to default
settings. Deletes temporary Internet files, history, cookies, web form
information, passwords and InPrivate Filtering data.

You must restart Internet Explorer for these changes to take effect.

How does resetting affect my computer? | Reset | I Cancel

6. Check Delete Personal Settings and click Reset.

7. When complete click Close.
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Local Group Policy Settings for Printing

In order for remote services clients to have their local printers available and retain their
default printer in the remote XBR session, it is suggested that the following Group Policy
settings be configured as shown below.

On the Windows 2008r2 Server using the Local Group Policy Editor Management Console
(gpedit.msc) go to this folder:

Computer Configuration\Administrative Templates\Windows Components\Remote
Desktop Services\Remote Desktop Session Host\Printer Redirection

Configure the following settings as indicated:

Do not allow client printer redirection Disable

Do n_ot set default client printer to be default printer in a Disable
session

Redirect only the default client printer Disable
Specify RD Session Host fallback printer driver behavior Not configured
Use Remote Desktop Easy Print printer driver first Enable
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Printing Blank Pages

When printing from a PowerBuilder application that is accessed through Remote Desktop
Web Access on Windows 2008 R2 Server, the user may get blank pages. This issue has been
observed on PCs running Windows XP, Windows Vista SP1, and Windows Server 2008.

Microsoft Hotfix 959554 must be applied to win2008r2 RDS server to fix the problem of
printing blank pages from PowerBuilder applications.

The Microsoft Knowledge base article and Hotfix can be found at:
http://support.microsoft.com/kb/959554

Following successful application of the Hotfix, the line "PRINTWIN2008=Y" or
"PRINTWIN2008=N" should be removed, if present, from any dtvanalytics. ini file currently
in use on the server.

If the server is not rebooted after installation of the Hotfix, the Print Spooler service must be
restarted.
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