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Security Administration Preface

This preface provides an overview of the content discussed in the Security Administration PeopleBook and
discusses PeopleBooks and the online PeopleSoft library.

Security Administration

This PeopleBook covers awide range of different tools and techniques for administering security on your
PeopleSoft system, including:

Permission lists.

Roles

User profiles.

Lightweight Directory Access Protocol (LDAP).

Single signon.

Secure Sockets Layer/Transport Layer Security (SSL/TLS) and digital certificates.
Web Service security.

PeopleSoft Encryption Technology (PET).

Query and definition security.

Personalization features.

Note. Remember that your application documentation also contains security topics that are more specific to
the applications you've purchased.

PeopleBooks and the PeopleSoft Online Library

A companion PeopleBook called PeopleBooks and the PeopleSoft Online Library contains general
information, including:

Understanding the PeopleSoft online library and related documentation.
How to send Peopl eSoft documentation comments and suggestions to Oracle.

How to access hosted PeopleBooks, downloadable HTML PeopleBooks, and downloadable PDF
PeopleBooks as well as documentation updates.

Understanding PeopleBook structure.

Typographical conventions and visual cues used in PeopleBooks.
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I SO country codes and currency codes.

PeopleBooks that are common across multiple applications.

Common elements used in PeopleBooks.

Navigating the PeopleBooks interface and searching the PeopleSoft online library.

Displaying and printing screen shots and graphics in PeopleBooks.

How to manage the locally installed PeopleSoft online library, including web site folders.

Understanding documentation integration and how to integrate customized documentation into the library.

Application abbreviations found in application fields.

Y ou can find PeopleBooks and the PeopleSoft Online Library in the online PeopleBooks Library for your
PeopleTools release.
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Chapter 1

Getting Started with Security
Administration

This chapter provides overviews of PeopleSoft Enterprise security administration and security administration
integrations and discusses security administration implementation.

Security Administration Overview

This section discusses:

o User security.

« Lightweight Directory Access Protocol (LDAP).
« Authentication and single signon.

« DataEncryption.

* Query and definition security.

» PeopleSoft personalizations.

User Security

User security isthe core of security administration in PeopleSoft applications. Y ou administer user security
using several basic elements.

To establish appropriate user access:
1. Define permission lists.

Permission lists are the building blocks of user security authorization. A permission list grants a degree of
access to a particular combination of PeopleSoft elements, specifying pages, development environments,
time periods, administrative tools, personalizations, and so on.

Thislevel of access should be appropriate to a narrowly defined and limited set of tasks, which can apply
to avariety of users with avariety of different roles. These users might have overlapping, but not
identical, access requirements.

Y ou typically define permission lists before you define roles and user profiles. When defining permission
lists, however, consider the roles that you will use them with.

See Chapter 3, "Setting Up Permission Lists," page 25.
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2. Defineroles.

A roleisacollection of permission lists. Y ou can assign one or more permission liststo arole. The
resulting combination of permissions can apply to al users who share those access requirements.
However, the same group of users might also have other access requirements that they don't share with
each other. Y ou can assign agiven permission list to multiple roles.

Y ou typically define roles after first defining their permission lists, and before defining user profiles. You
use roles to assign permissions to users dynamically.

See Chapter 4, "Setting Up Roles," page 69.

3. Define user profiles.

A user profileisadefinition that represents one PeopleSoft user. Each user is unique; the user profile
specifies anumber of user attributes, including one or more assigned roles. Each role that's assigned to a
given user profile adds its permission lists to the total that apply to that user.

Y ou typically define user profiles after defining their roles. Y ou can assign a given role to multiple user
profiles. It's worthwhile to define a set of roles that you're confident can be assigned to user profiles that
you'll create in the future.

See Chapter 5, "Administering User Profiles," page 89.

LDAP

LDAP isan internet protocol used to access adirectory listing. Organizationstypically store user profilesina
central repository, or directory server, that serves user information for al of the programs that requireit. If
your existing computer network uses an LDAP V3 compliant directory server, PeopleSoft supports the use of
that server for managing user profiles and authenticating users. PeopleSoft enables you to integrate your
authentication scheme for PeopleSoft with your existing infrastructure.

Y ou aways maintain permission lists and roles using PeopleSoft security. However, you can maintain user
profilesin PeopleSoft security or reuse user profiles and roles that are already defined within an LDAP
directory server. A directory server enables you to maintain a single, centralized user profile that you can use
across al of your PeopleSoft and non-PeopleSoft applications. This approach reduces redundant maintenance
of user information stored separately throughout your enterprise, and reduces the possibility of user
information getting out of synchronization.

Y ou can configure and extend your Signon PeopleCode to work with any schema implemented in your
directory server. Y ou can assign roles to users manually or assign them dynamically. When assigning roles
dynamically, you use PeopleCode, LDAP, and PeopleSoft Query rules to assign user profilesto roles
programmatically.

See Chapter 7, "Employing LDAP Directory Services," page 141.

Authentication and Single Signon

PeopleSoft delivers the most common authentication solutions and packages them with your PeopleSoft
application. This saves you the trouble of developing your own solutions and saves you time with your
security implementation. These prepackaged solutions include PeopleCode that supports basic sign in through
HTTP over SSL/TLS (HTTPS), LDAP authentication, and single signon.
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Because PeopleSoft applications are designed for internet deployment, many sites must take advantage of the
authentication services that exist at the web server level. PeopleSoft takes advantage of HTTPS, SSL/TLS,
and digital certificates to secure the transmission of data from the web server to an end user's web browser
and also to secure the transmission of data between PeopleSoft servers and third-party servers (for business-
to-business processing) over the internet.

PeopleSoft applications support these types of single signon:

Among PeopleSoft applications.

A user can signon and be authenticated by one PeopleSoft application server and then, that user can
access other PeopleSoft application servers without entering an ID or a password. Although the user is
actually accessing different applications and databases, the user navigates seamlessly through the system.
Recall that each suite of PeopleSoft applications, such asHCM or CRM, residesin its own database.

Between PeopleSoft and Oracle applications.

A user can sign in to either system and freely access the other without having to sign in to the second
system.

Between the desktop and PeopleSoft applications.

A user can sign in to their computer network and be authenticated by their network credentials and then,
that user can freely access al PeopleSoft applications. Thisis desktop single signon.

See Chapter 8, "Employing Signon PeopleCode and User Exits," page 175; Chapter 9, "Implementing Single
Signon," page 195 and Chapter 9, "Implementing Single Signon,” Implementing Kerberos as the Desktop

Single Signon Solution, page 219.

Data Encryption

Data security comprises the following elements:

Privacy—keeping data hidden from unauthorized parties.

Privacy is normally implemented with some type of encryption. Encryption is the scrambling of
information such that no one can read it unless they have a piece of data known as a key.

I ntegrity—keeping transmitted data intact.

Integrity can be accomplished with simple checksums or, better, with more complex cryptographic
checksums known as one-way hashes, and often with digital signatures aswell.

Authentication—verifying the identity of an entity that's transferring data.

Authentication can be accomplished using passwords, or with digital signatures, which are by far the most
popular and most reliable method of authentication.

PeopleSoft Encryption Technology (PET) provides away for you to use hashes and digital signaturesto
secure critical PeopleSoft data and communicate securely with other businesses. It enables you to extend and
improve cryptographic support for your datain PeopleTools, giving you strong cryptography with the
flexibility to change and grow, by incrementally acquiring stronger and more diverse algorithms for
encrypting data. PeopleSoft delivers PET with support for the OpenSSL and PGP encryption libraries.

To implement PET:
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1. Load the algorithms of an encryption library into the PET database.
2. Generate accompanying encryption keys, and insert them into the PET keystore.
3. Define asequence, or chain, of algorithms by selecting from all the algorithmsin the database.

4. Define an encryption profile, which is an instance of an algorithm chain applicable to a specific
encryption task.

5. Write PeopleCode to invoke the encryption profile.

Note. Along with the delivered OpenSSL and PGP encryption libraries, a PeopleSoft database may also
contain encryption keys for internal use of the PeopleCaode Crypt class. These encryption keys do not need to
be modified.

See Chapter 13, "Securing Data with PeopleSoft Encryption Technology." page 253.

Query and Definition Security

Y ou use PeopleSoft Query to build SQL queries and retrieve information from application tables. For each
PeopleSoft Query user, you can specify the records the user is allowed to access when building and running
gueries. Y ou do this by creating query access groups in PeopleSoft Tree Manager, and then assigning usersto
those groups with PeopleSoft Query security. PeopleSoft Query security is enforced only when using
PeopleSoft Query; it doesn't control runtime page access to table data.

Use Definition Security to govern access to PeopleSoft Application Designer definitions, such as record
definitions, field definitions, and page definitions, and to protect particular definitions from being modified
by developers.

See Chapter 14, "Implementing Query Security,” page 283 and Chapter 15, "Implementing Definition
Security," page 293.

PeopleSoft Personalizations

PeopleSoft offers a variety of options that enable end users, especially power users, to configure certain
aspects of their PeopleSoft environment to produce a more personalized interface. These optionsimprove a
user's navigation speed through the system and enable users to select international preferences, such as date
and time formats.

Y ou define, group, and categorize personalization options, then use permission lists to control accessto them.
Users with access to a personalization option can control it through the My Personalizations menu.

See Chapter 16, "Managing PeopleSoft Personalizations,” page 303.

Security Administration Integration Points

This section identifies the security integration points using:

« Component interfaces.
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»  Service operations.

« Application Engine programs.

Component Interfaces

Copyright

This section describes component interfaces that are delivered with PeopleSoft applications that you can use
to manage and administer user profiles and roles.

DELETE_ROLE

The DELETE_ROLE component interface is based on the Delete Role (PURGE_ROLEDEFN) component,
and it isused to purgeroles. It is keyed by RoleName and has the Get, Find, Save, and Cancel methods. The
DELETE_ROLE service operation calls this component interface.

DELETE_USER_PROFILE

The DELETE _USER_PROFILE component interface is based on the Purge Inactive User Profile
(PURGE_USR_PROFILE) component, and it is used to remove unused User Profiles. It iskeyed by User ID
and has the Get, Find, Save, and Cancel methods. The DELETE _USER_ PROFILE service operation and the
PURGEOLDUSRS Application Engine program call this component interface.

ROLE_MAINT

The ROLE_MAINT component interface is based on the Roles (ROLEMAINT) component. It is keyed by
RoleName and has the Cancel, Create, Find, Get, and Save methods.

USERMAINT_SELF

This component interface is based on the My System Profile (USERMAINT_SELF) component. It allows
only the current user to accessit.

The USERMAINT _SELF component interface is used with the following components. Forgot My Password
(EMAIL_PSWD), Change Password (CHANGE_PASSWORD), and Change Expired Password
(EXPIRE_CHANGE_PSWD).

USER_PROFILE

The USER_PROFILE component interface is based on the User Profiles (USERMAINT) component. It is
keyed by User ID.

The USER_PROFILE component interface is used in User Profile Save As (USER_SAVEAS) and with
L DAP authentication.
USER_PROFILE_SYNC

The USER_PROFILE_SYNC component interface is based on the User Profiles (USERMAINT) component.
It iskeyed by User ID and has the Cancel, Get, and Save methods.

The USER_PROFILE_SYNC component interface is used in User Profile Save As (USER_SAVEAS) and
with LDAP authentication.
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See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Component Interfaces, "Understanding Component I nterfaces’

Service Operations

This section describes service operations that are delivered with PeopleSoft applications that you can use to
manage and administer user profiles and roles.

Keep the following in mind when dealing with these security service operations, except the
USER_PROFILE_XFR service operation:

« Each service operation has a same-named service definition.

» The service operations are asynchronous one-way.

« A same-named message is defined in each service operation definition.

» Atleast one handler is defined within each service operation definition, if the node is supposed to
consume an inbound service operation.

DELETE_ROLE

This service operation is called from the Delete Role component. It is used to delete a role from subscribing

databases. The service operation requires that the DELETE_ROLE component interface be authorized.

DELETE_USER_PROFILE

This service operation is called from the Delete User Profile component. It is used to delete a user profile
from subscribing databases. This service operation requires that the DELETE _USER PROFILE component
interface be authorized.

ROLESYNCHEXT_MSG

This service operation is published when a Dynamic Role ruleisrun. It is called after the DYNROL_PUBL
application engine program successfully finishes.

Note. As of release 8.49, the ROLESY NCH_M SG service operation is deprecated and replaced with
ROLESYNCHEXT_MSG service operation.

ROLE_MAINT

This service operation publishes new roles and updates existing roles in the Roles component.
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USER_PROFILE

This service operation publishes user profile messages when adds, updates, and deletes occur through the
User Profiles component (USERMAINT), the User Profile Save As component, the My System Profile
component (USERMAINT_SELF), the Distributed User Profile component (USERMAINT_DIST), the
USER_PROFILE component interface, and the USERMAINT_SEL F component interface.

User Profile messages may also be published when Password is changed through the Change My Password
component (CHANGE_PASSWORD) or Expired Password component (EXPIRE_CHANGE_PSWD) by
triggering the USERMAINT _SEL F component interface.

USER_PROFILE_XFR

This service operation changes the shape of the inbound USER_PROFILE.VERSION_84 message to an
internal shape that you configure based on your needs for partial user profile synchronization.

See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operations'

Application Engine Programs
This section describes the Application Engine programs that designed for use in your security
implementation.
DYNROLE_PUBL

The DYNROLE_PUBL Application Engine program is called when Dynamic Role Rules are executed for a
single role from the Role component.

Y ou run this program from the Roles page in the Roles component. Y ou can also schedule this program to run
as needed through Process Scheduler.

DYNROLE_SYNC

The DYNROLE_SYNC Application Engine program is designed to run in synchronous mode and is
primarily used for the Role Maintenance Component Interface.

PURGEOLDUSRS

The PURGEOL DUSRS Application Engine program del etes users who have not signed on within a period
specified in Password Controls.

Y ou run this program by selecting PeopleTools, Security, User Profiles, Purge Inactive User Profiles or by
selecting PeopleTools, Security, Password Configuration, Password Controls, and then clicking the Schedule
button under Purge Inactive User Profiles. Y ou can also schedule this program to run as needed through
Process Scheduler.
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LDAPSCHEMA
Application Engine Program that puts the LDAP Schema definition into the PeopleSoft database.

Y ou run this program by selecting PeopleTools, Security, Directory, Cache Directory Schema.

LDAPMAP

Application Engine program used to import and export data to and from the LDAP directory into or from a
PeopleSoft table. The processis based on an LDAP map.

Y ou run this program by selecting PeopleT ools, Security, Directory, Authentication Map.

USER_SYNC

The USER_SYNC Application Engine program synchronizes user profiles between databases using the
USER_PROFILE message. Y ou set up this program on the database that you configured to send or publish
user profile information. Once you have set up the program, click Run.

To set up this program, create a new request and enter the following information on the Application Engine
Request page:

e Program Name: USER SYNC.
» State Record: AE_USRSYNC_AET

USR_PRFL_XFR

Sample Application Engine program used to transform outbound USER PROFILE messages to conform to
shapes acceptabl e to the subscribing nodes. This program transforms USER_PROFILE.VERSION_84 into
message shape - USER_PROFILE.VERSION_81X

See Also

Enterprise PeopleTools 8.51 PeopleBook: Application Engine, "Understanding Application Engine"

Security Administration Implementation

This section discusses:
»  Preparing to use PeopleSoft security.
« Administering security from applications.

» Reviewing and monitoring your security implementation.
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Preparing to Use PeopleSoft Security

The functionality of security administration for your PeopleSoft applicationsis delivered as part of the
standard installation of PeopleTools, which is provided with all PeopleSoft products.

To start administering security, install your PeopleSoft application according to the installation guide for your
database platform.

Other Sources of Information

This section provides information to consider before you begin to manage your data. In addition to
implementation considerations presented in this section, take advantage of all PeopleSoft sources of
information, including the installation guides, release notes, and PeopleBooks.

Administering Security from Applications

If you administer security information outside of the PeopleSoft security interface, for example, using
application-specific pages to define application security, then you have the option of modifying the
PeopleSoft security pagesto include links to those application-specific pages. These links provide
administrators a convenient way to access application-specific security pages without having to spend time
navigating to them.

Y ou add the extra security links from a browser by selecting PeopleTools, Security, Security Objects,
Security Links. Y ou can add links to the User Profiles component, My System Profile page, the Role
component, or the Permission List (ACCESS CNTRL_LISTX) component. To add links to a security profile,
select the appropriate page in the Security Links (SEC_OTHER_SETTINGS) component and add the link
information for the target page. After you save the link information, the link appears on the Links page for the
appropriate security profile.

[ Role | |

ustomize | Find | View Al |01 B8 First B0 1 or1 I Last

O Q Q Q Q Test [+ =]

Security Links - User page

Active Flag Enables you to activate and deactivate links. Only those links with the
Active Flag selected appear for system users.

Description Add adescription of the page that contains the extra security information.
This description is the text that appears on the Links page for the security
profile.

Menu Name From the drop-down list, add the menu name. This value is the application

in which the page resides, such as Administer HR Security.

Menu Bar Name From the drop-down list, add the menu bar name, such as Use, Setup,
Process, and so on.
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Bar I1tem Name From the drop-down list, add the bar item name. For example, the bar item
name for this page is Security Links.

[tem Name From the drop-down list, add the item name. For example, the item names
for this component are User, Role, My Profile, and Permission List.

Test After you have added all the appropriate information, use thislink to test
the security link. If it does not work correctly, double-check your selections
for the previous options.

To add a Security Link:

1. Select PeopleTools, Security, Security Objects, Security Links.

2. Select the security profile type (user, role, or permission list) to which you want to add extralinks.

3. If linksexist, click the plus sign button to add a new row.

4. Add the appropriate link information (Menu Name, Menu Bar name, and so on).

5

. After you enter the appropriate link information, click Test to make sure the link points to the correct
target.

6. Saveyour work.

Note. If you need to migrate the security links setup data from one database to another, you can use the
following Data Mover scripts: SECOTHER _EXPORT.DMS and SECOTHER _IMPORT.DMS. These scripts
reside in the PS_ HOME\scripts directory.

Reviewing and Monitoring Your Security Implementation

PeopleSoft provides a collection of predefined queries that enable you to review, monitor, and audit system
access by user, role, and permission list so that you can detect discrepancies. The Common Queries page
enables you to run the following sets of queries:

» User ID queries.

» Rolequeries.

« Permission list queries.

» PeopleTools objects queries.
« Definition Security queries.
» Accesslog queries.

To run aquery, click the link, enter the appropriate criteria (such as User ID), and click View Results.
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Understanding PeopleSoft Security

This chapter discusses:

»  Security basics.

»  PeopleSoft online security.

» PeopleSoft authorization I1Ds.
« PeopleSoft signin.

« Implementation options.

Security Basics

Security is especialy critical for core business applications, such as PeopleSoft applications. Typically, you
do not want every department in your company to have accessto all your applications. Nor do you want
everyone within a department to have access to all the functions or all the data of a particular application.
Additionally, you may want to restrict who can customize your applications with PeopleTools.

PeopleSoft software provides security features, including components and PeopleTools applications, to
ensure that your sensitive application data, such as employee salaries, performance reviews, or home
addresses, does not fall into the wrong hands. Most likely, you use other security tools for your network and
relational database management system (RDBMS). These tools work together to protect the PeopleSoft
system from unauthorized access.

Asyou implement the PeopleSoft Internet Architecture, you need arobust and scalable means by which you
can grant authorization to users efficiently. When you deploy your applications to the internet, the number of
potential users of your system increases exponentially. Suddenly, you have customers, vendors, suppliers,
employees, and prospects all using the same system.

The Peopl eSoft security approach istailored for the internet. It enables you to easily create and maintain
security definitions, and you can perform many maintenance tasks programmatically.

Y ou can apply security to all users, including employees, managers, customers, contractors, and suppliers.

Y ou group your users according to rolesto give them different degrees of access. For instance, there might be
an Employee role, a Manager role, and an Administrator role. Users who belong to a particular role require a
specific set of permissions, or authorizations, within your system, so that they can complete their daily tasks.
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Y ou must also secure the objects and definitions in your PeopleSoft development environment. Just as you
restrict sets of end users from accessing particular pages and components, you also restrict the definitions that
your site's devel opers can access using PeopleSoft Application Designer. A definition refers to any of the
definitions that you create within PeopleSoft Application Designer, such as records, pages, or components.
Each abject definition may have individual security needs. For example, you may have alarge development
staff, but perhaps you want only afew developers to have access to specific record definitions.

PeopleSoft Security Definitions

Because deploying your applications to the internet significantly increases the number of potentia users your
system must accommodate, you heed an efficient method of granting authorization to different user types.
PeopleSoft security definitions provide a modular means to apply security attributes in a scalable manner.

A security definition refersto a collection of related security attributes that you create using PeopleTools
Security. The three main PeopleSoft security definition types are:

e User profiles.
* Roles.

« Permission lists.

Note. A PeopleSoft security definition called an Access Profile also exists, but these are defined at the
database level.

User Profiles
User profiles define individual PeopleSoft users.

Each user has an individual user profile, which in turnislinked to one or more roles. Y ou add one or more
permission lists, which ultimately control what a user can and cannot access, to each role. A few permission
types are assigned directly to the user profile.

Typically, auser profile must be linked to at least one rolein order to be avalid profile. The majority of
values that make up a user profile are inherited from the linked roles.
Roles

Roles are intermediate objects that link user profilesto permission lists. Y ou can assign multiple rolesto a
user profile, and you can assign multiple permission liststo arole. Some examples of roles might be
Employee, Manager, Customer, Vendor, and Student.

A manager is aso an employee and may also be a student. Roles enable you to mix and match access
appropriately.

Y ou have two options when assigning roles; assign roles manually or assign them dynamically. When
assigning roles dynamically, you use PeopleCode, LDAP, and PeopleSoft Query rulesto assign user profiles
to roles programmatically.

Permission Lists

Permission lists are groups of authorizations that you assign to roles. Permission lists store sign in times, page
access, PeopleTools access, and so on.
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A permission list may contain one or more types of permissions. The fewer types of permissionsin a
permission list, the more modular and scalable your implementation.

A user profile inherits most of its permissions through roles, but you apply some permission lists, such as
process profile or row-level security (data permissions), directly to a user profile.

See Also

https://support.oracle.com

PeopleSoft Online Security

The PeopleSoft system has many elements, such as batch processes, object definitions, and application data.
Use PeopleTools security tools to control accessto most of these elements. To secure other el ements, you use
application-specific interfaces, such as Administer Security.

This section discusses:

« Signinand time-out security.
« Page and dialog box security.
« Batch environment security.
» Definition security.

« Application data security.

» PeopleSoft Internet Architecture security.

Sign in and Time-out Security

When a user attempts to sign in to PeopleSoft, he or she enters a user ID and a password on the Peopl eSoft
Signon page. If the ID and password are valid, PeopleSoft connects the user to the application, and the system
retrieves the appropriate user profile.

If the user attemptsto sign in during an invalid sign in time as defined in the user's security profile, he or she
isnot allowed to signin. A signintimeis an adjustable interval during which auser isallowed to signinto
PeopleSoft. For example, if agiven signin timeis Monday through Friday from 7 am. to 6 p.m. for a set of
users, those users cannot access a PeopleSoft application on Saturday or on Friday at 6:05 p.m. If auser is
signed in when the sign in period expires, PeopleSoft signs the user out automatically.

After signing in, auser can stay connected as long as the sign in time allows and as long as the browser does
not sit idle for longer than the time-out interval. A time-out interval specifies how long the user's machine can

remain idle—no keystrokes, no SQL—Dbefore the PeopleSoft system automatically signs the user out of the
application.

Y ou specify both the sign in times and time-out interval using PeopleTools Security.
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Note. Other time-out intervals, unrelated to security, are controlled by your web server and by PeopleSoft
Pure Internet Architecture components.

Page and Dialog Box Security

Y ou can restrict access to PeopleSoft menus. Y ou can set the access rights to the entire menu, such as
Administer Workforce or PeopleTools Security, or just a specific item on that menu. Because the only normal
way to access a PeopleSoft page is through amenu, if a user has no access to a particular menu or menu item,
then you have effectively restricted that user's access to the corresponding page.

Y ou can also restrict access to specific actions or commands on a page. For example, you may want aclerk in
your sales office to be able to access contract data but not be able to update the data. In this case, you grant
access to the set of pages, but you allow display-only access only. In this case, the clerk cannot update or
correct any data. This approach enables users to get their work done while maintaining the security and
integrity of your business data.

Batch Environment Security

If aparticular user must run batch processes using PeopleSoft Process Scheduler, assign the appropriate
process profile to the user profile and create process groups for your processes. A user receives both process
group and process profile authorizations through permission lists. A user gets permission to process groups
through roles, and they get a process profile through the process profile permission list.

Note. Y ou add the process profile permission list directly to the user profile, not to an intermediary role.

Process Security

Because PeopleSoft applications take advantage of other applications, such as SQR and COBOL, your batch
processes should be run in a secure environment.

The three levels of security for batch programs are:

» Each batch program has a run control that you define before you can run the batch program.
Run controls are set up using PeopleSoft Process Scheduler.
« PeopleSoft Process Scheduler enables you to set up process groups, which are groups of batch processes.

In PeopleTools Security, you add process groups to a security profile. Users can run processes that belong
to the process groups assigned to their security profile.

» Inyour RDBMS environment, you can restrict offline access to batch processes using the security tools
described in your platform manuals.
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Reporting Security

PeopleSoft Report Manager uses alogical space on aweb server called the Report Repository. PeopleSoft
Report Manager enables you to generate and distribute reports over the internet, and it stores the output in the
Report Repository. Wherever you decide to situate your repository, make sure that the server is protected
from outside access. Ensure that only the PeopleSoft system can access and distribute the generated reports.
The Report Repository servlet getsitems from the web server and puts them in the browser. With report
distribution, you distribute reports and view them according to your role.

PeopleSoft delivers these roles for the specific use in reporting:

*  ReportDistAdmin

* ReportSuperUser

Definition Security

Use Definition Security to govern access to database object definitions, such as record definitions, field
definitions, and page definitions, and to protect particular object definitions from being modified by certain
developers.

Application Data Security

Definition security is aform of data security—you use it to control access to particular rows of data (object
definitions) in PeopleTools tables. PeopleSoft software also provides other methods to control the application
datathat a user is allowed to access in the PeopleSoft system. Thistask is also known as setting data
permissions.

With application data security, you can set data permissions at the following levels:

« Tablelevel (for queriesonly).
* Row level.

+ Fieldlevel.

Table-Level Security

Y ou use PeopleSoft Query to build SQL queries and retrieve information from application tables. For each
PeopleSoft Query user, you can specify the records the user is allowed to access when building and running
gueries. Y ou do this by creating query access groups in PeopleSoft Tree Manager and then assigning usersto
those groups with PeopleSoft Query security. PeopleSoft Query security is enforced only when using
PeopleSoft Query; it does not control runtime page access to table data.

Row-Level Security

Y ou can design specia types of SQL views—security views—to control access to individual rows of data
stored within application database tables. Row-level security enables you to specify the datathat a particular
user is permitted to access. PeopleSoft applications are delivered with built-in row-level security functions
that are tailored to specific applications.
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For example, PeopleSoft Human Resources security tables enable you to restrict user access to employee
rows of data according to organizational roles. You could also permit users to view and update rows for
employeesin their departments only. Similarly, in PeopleSoft Financials, you can use security views to
determine access to business units and ledgers. Y ou can also use security tables to grant privileges by access
group to users who use PeopleSoft Query to access data from the database.

See the documentation for your application for details about implementing row-level security for your
applications.
Field Security

Use PeopleCode to restrict access to particular fields or columns within application tables. For example, if
you want a certain class of user to be able to access certain pages but not to view a particular field on those
pages, such as compensation rate, you can write PeopleCode to hide the field for that user class.

PeopleSoft Internet Architecture Security

16

PeopleSoft Internet Architecture security is also known as runtime security. Only authorized users can
connect to the web and application server, and only authorized application servers can connect to agiven
database.

PeopleSoft applications use authentication tokens embedded in browser cookies to authorize users and enable
single signon throughout the system. To secure links between elements of the system, including browsers,
web servers, application servers, and database servers, PeopleSoft applications incorporate a combination of
SSL/TLS security and Oracle Tuxedo and Oracle Jolt encryption.

SSL isaprotocol developed by Netscape that defines an interface for data encryption between network nodes.
TLS, aprotocol developed by the Internet Engineering Task Force (IETF), evolved from and is based on SSL.

To establish an SSL/TL S-encrypted connection, the nodes must complete the SSL/TL S handshake. The
simplified steps of the SSL/TL S handshake are as follows:

1. Client sends arequest to connect.

2. Server responds to the connect request and sends a signed certificate.

3. Client verifiesthat the certificate signer isin its acceptable certificate authority list.
4

. Client generates a session key to be used for encryption and sends it to the server encrypted with the
server's public key (from the certificate received in step 2).

5. Server uses a private key to decrypt the client generated session key.

Establishing an SSL/TL S connection requires two certificates: one containing the public key of the server
(server certificate or public key certificate) and another to verify the certification authority that issued the
server certificate (trusted root certificate). The server needs to be configured to issue the server certificate
when aclient requests an SSL/TL S connection, and the client needs to be configured with the trusted root
certificate of the certificate authority that issued the server certificate.

The nature of those configurations depends on both the protocol being used and the client and server
platforms. In most cases you replace HTTP with LDAP. SSL/TLSis alower level protocol than the
application protocol, such as HTTP or LDAP. SSL/TLS works the same regardless of the application
protocol.
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Note. Establishing SSL/TL S connections with LDAP is not related to web server certificates or certificates
used with PeopleSoft integration.

The system uses SSL/TL S encryption in the following locations:

» Between the browser and the web server.

« Between the application server and the integration gateway.

« Between the integration gateway and an external system.

The system uses Oracle Tuxedo and Oracle Jolt encryption in these locations:

» Between the web server and the application server.

» Between the integration gateway and a PeopleSoft system (Oracle Jolt only).

Security between the application server and the database is supplied by RDBMS connectivity.

PeopleSoft Integration Broker and portal products have additional security concerns, which are addressed in
the documentation for those products.

See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Setting Up Secure Integration
Environments"

PeopleSoft Enterprise Portal 9.1 PeopleBook: Portal and Ste Administration, Part 5: Integration

PeopleSoft Authorization IDs

The PeopleSoft system uses various authorization | Ds and passwords to control user access. Y ou use
PeopleTools Security to assign two of these IDs: the user 1D and the symbolic ID.

This section discusses:

e UserIDs.

Connect ID.

Access IDs.

Symbolic IDs.
* Administrator access.
See Also

Chapter 2, "Understanding PeopleSoft Security,” PeopleSoft Sign In, page 20
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User IDs

A PeopleSoft user ID isthe ID you enter at the PeopleSoft sign in page. Y ou assign each PeopleSoft user a
user ID and password. The combination of these two items grants users online access to the PeopleSoft
application. The system can aso use auser I1D stored within an LDAP directory server.

The user ID isthe key that the application uses to identify the user profile definition.

Connect ID

The connect ID performsthe initial connection to the database.

Note. PeopleSoft no longer creates users at the database level.

A connect ID isavalid user ID that, when used during sign in, takes the place of PeopleSoft user IDs. Using a
connect ID means you do not have to create a new database user for every PeopleSoft user that you add to the
system.

Note. A connect ID isrequired for adirect connection (two-tier connection) to the database. Application
servers and two-tier Microsoft Windows clients require a connect ID. Y ou specify the connect ID for an
application server in the Signon section of the PSADMIN utility. For Microsoft Windows clients, you specify
the connect ID on the Startup tab of PeopleSoft Configuration Manager. Y ou can create a connect ID by
running the ConnectSQL and GrantSQL scripts.

Note. When performing a database compare or copy, both databases must have the same connect ID.

Warning! Without a connect ID specified, the system assumes the workstation is accessing PeopleSoft
through an application server. The option to override the database type is disabled.

Access IDs

18

When you create any user 1D, you must assign it an access profile, which specifies an access ID and
password.

The PeopleSoft access ID isthe RDBMS ID with which PeopleSoft applications are ultimately connected to
your database after the PeopleSoft system connects using the connect ID and validates the user ID and
password. An access ID typically has al the RDBMS privileges necessary to access and manipulate data for
an entire PeopleSoft application. The access |ID should have Select, Update, and Delete access.

Users do not know their corresponding access IDs. They just sign in with their user IDs and passwords.
Behind the scenes, the system signs them into the database using the access ID.

If userstry to access the database directly with aquery tool using their user or connect 1Ds, they have limited
access. User and connect I Ds only have access to the few Peopl eSoft tables used during sign in, and that
access is Select-level only. Furthermore, PeopleSoft encrypts the sensitive data that resides in those tables.
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Note. Access profiles are used when an application server connects to the database, when a Microsoft
Windows workstation connects directly to the database, and when a batch job connects directly to the
database. Access profiles are not used when end users access applications through PeopleSoft Pure Internet
Architecture. During a PeopleSoft Pure Internet Architecture transaction, the application server maintains a
persistent connection to the database, and the end users leverage the access | D that the application server
domain used to sign in to the database.

Note. PeopleSoft suggests that you only use one access ID for your system. Some RDBMS do not permit
more than one database table owner. If you create more than one access ID, it may require further steps to
ensure that this ID has the correct rights to all PeopleSoft system tables.

Symbolic IDs

PeopleSoft encrypts the access ID when it is stored in the PeopleT ool s security tables. Consequently, an
encrypted value cannot be readily referenced or accessed. So when the access ID, which is stored in
PSACCESSPRFL, must be retrieved or referenced, the query selects the appropriate access ID by using the
symbolic ID as asearch key.

The symbolic ID acts as an intermediary entity between the user 1D and the access ID. All the user IDs are
associated with a symboalic ID, which in turnis associated with an access ID. If you change the access ID, you
need to update only the reference of the access ID to the symbolic ID in the PSACCESSPRFL table. You do
not need to update every user profile in the PSOPRDEFN table.

Administrator Access

As an administrator, you must customize your own user definition. PeopleSoft delivers at least one full-access
user ID with each delivered database. Y our first task should be to sign in with this ID and personalize it for
your needs or to create a new, full-access ID, being sure to specify a new password. Y ou should change the
passwords of all delivered IDs as soon as possible.

Note. PeopleSoft-delivered | Ds and passwords are documented in your installation manual.

When you install PeopleSoft, you are prompted for an RDBMS system administrator ID and password. This
information is used to automatically create a default access profile. If you will be using more than one access
profile, set up the others before creating any new PeopleSoft security definitions. Most sites only use one
access profile.

The number of database-level IDs you create is up to your site requirements. However, in most cases, having
fewer database-level 1Ds reduces maintenance issues.

For example, if you implement pure LDAP authentication, at a minimum you need two database-level IDs—
your access |D and your connect ID. With this scenario, in PeopleSoft you need to maintain only a symbolic
ID to reference the access ID and maintain auser ID that the application server uses during sign in. With this
minimal approach, each user who needs a two-tier connection, to run an upgrade, for example, could use the
same user I1D that the application server uses.
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PeopleSoft Sign In

This section discusses:

» PeopleSoft sign in process.

« Directory server integration.

« Authentication and Signon PeopleCode.

« Singlesignon.

PeopleSoft Sign In Process
The most common direct sign in to the PeopleSoft database is the application server signin.
These are the basic steps that are taken when the application server signsin to the database:
1. Initial connection.

The application server starts and uses the connect 1D and user 1D specified in its configuration file
(PSAPPSRV.CFG) to perform theinitial connection to the database.

2. Theserver performs a SQL Select statement on the PeopleTools security tables.

After verifying the connect ID, the application server performs a Select statement on Peopl €T ools security
tables, such as PSOPRDEFN, PSACCESSPRFL, and PSSTATUS. Using these tables, the application
server authenticates the user and gathers such items as the user 1D and password, symbolic ID, access D,
and access password. After the application server has the required information, it disconnects.

3. The server reconnects using the access ID.

When the system verifies that the access ID is valid, the application server begins the persistent
connection to the database that al PeopleSoft Pure Internet Architecture and Microsoft Windows three-
tier clients use to access the database. Typically, the users signing in using a Microsoft Windows
workstation are devel opers using PeopleSoft Application Designer.

Note. A Microsoft Windows workstation attempting a two-tier connection uses the same process as the
application server.

PeopleSoft recommends that all connectivity be made through either a three-tier Microsoft Windows client or
through the browser. A two-tier connection is not necessary other than for the application server, PeopleSoft
Process Scheduler, or for a user who will be running upgrades or PeopleSoft Data Mover scripts.

Signon PeopleCode does not run during a two-tier connection, so maintaining two-tier usersin adirectory
server is not supported.

20 Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved.



Chapter 2 Understanding PeopleSoft Security

Directory Server Integration

PeopleSoft recognizes that your site uses software produced by numerous vendors, and each different product
requires security authorizations for users. Most of these products adhere to the model that includes user
profiles and roles (or groups) to which users belong. PeopleSoft enables you to integrate your authentication
scheme for the PeopleSoft system with your existing infrastructure. Y ou can reuse user profiles and roles that
are already defined within an LDAP directory server.

Organizations typically store user profilesin a central repository that serves user information for all of the
programs that require it. The central repository istypically an LDAP directory server.

A directory server enables you to maintain asingle, centralized user profile that you can use across all of your
PeopleSoft and non-PeopleSoft applications. This approach reduces redundant maintenance of user
information stored separately throughout your enterprise, and it reduces the possibility of user information
getting out of synchronization.

Y ou aways maintain permission lists and roles by using PeopleTools Security. However, you can maintain
user profiles in PeopleTools Security or with an external directory server.

See Also

Chapter 7, "Employing LDAP Directory Services," page 141

Authentication and Signon PeopleCode

Y ou can store PeopleSoft passwords in the PSOPRDEFN PeopleTools table. Y ou can also store and maintain
user passwords and the rest of the user profile datain an LDAP directory server. PeopleSoft applications
retrieve the information stored in an external directory server using a combination of the User Profiles
component interface and Signon PeopleCode.

If you decide to reuse existing user profiles stored in a directory server, you don't need to perform dual
maintenance on the two copies of the user data—one copy in the LDAP server and one copy in

PSOPRDEFN. PeopleSoft applications ensure that the user information stays synchronized. If you configure
LDAP authentication, you maintain your user profilesin LDAP and not in PeopleTools Security.

Signon PeopleCode copies the most recent user profile data from a directory server to the local database
whenever a user signs in. PeopleSoft applications reference the user information stored in the Peopl eSoft
database rather than making a call to the directory server each time the system requires user profile
information. Signon PeopleCode ensures the local database has a copy of the most current user profile based
on the information in the directory. Each time the user signsin, Signon PeopleCode checksto see to seeif the
row in the user profile cache needs to be updated.

The sign in process occurs as follows:

1. Theuser entersauser ID and password on the sign in page.

2. PeopleTools attempts to authenticate the user against the PSOPRDEFN table.
3. Signon PeopleCode runs.

The default Signon PeopleCode program updates the user profile based on the current data stored in the
directory server.
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Y ou can use Signon PeopleCode and business interlinks to synchronize the local copy of the user profile with
any data source at sign in time; the program that ships with PeopleTools is designed to synchronize the user
profile with an LDAP directory server only. Because the sign in program is PeopleCode, you can modify it,
incorporating any of the PeopleSoft integration technol ogies that PeopleCode supports.

To edit the Signon PeopleCode program, you open the LDAP function library record and use the PeopleCode
editor to customize the PeopleCode programs. Devel opers who modify the Signon PeopleCode program need
to have a good understanding of PeopleCode and the integration features it offers.

Note. Only users who sign in through PeopleSoft Pure Internet Architecture or three-tier Microsoft Windows
clients take advantage of Signon PeopleCode.

Single Signon

PeopleSoft Pure Internet Architecture uses browser cookies for seamless single signon across all PeopleSoft
nodes. A node refersto a database and the application servers connected to it. For example, a user can
complete a PeopleSoft Human Resources transaction, and then click alink for a PeopleSoft Financials
transaction without reentering a password. Single signon is especially important to the PeopleSoft portal,
which aggregates content from several different applications and data sources into a single, integrated display.

See Also

Chapter 10, "Working with SSL/TLS and Digital Certificates," page 237

Chapter 9, "Implementing Single Signon," page 195

Implementation Options

By using our integration technologies, you can configure PeopleSoft security to work with numerous
schemes.

This section discusses:
» Authentication options.
» Role assignment options.

»  Cross-system synchronization options.

Authentication Options

Consider how you plan to authorize users as they sign in to your PeopleSoft system. Do you want to store and
maintain the PeopleSoft user passwords within a PeopleSoft database, or do you plan to take advantage of
existing user profilesin an external directory server?

22 Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved.



Chapter 2 Understanding PeopleSoft Security

PeopleSoft-Based Authentication

Thisoption is, generally, the way PeopleSoft customers have authorized usersin previous rel eases.
PeopleSoft user passwords are stored and maintained solely within PeopleSoft. Although this method does
not require alarge amount of storage, it does add administration issues, mainly because PeopleSoft passwords
are yet another password users need to remember.

With this option there are only two database-level 1Ds, the access ID and the connect ID. The passwords
reside in the PSOPRDEFN aong with the other user information.

Directory-Based Authentication

Y ou can also use acentral repository for user information in a directory server that uses the LDAP protocol.

The advantage of this option is that a user has one user ID and password that all ows access to numerous
software systems.

See Also

http://www.ietf.org/

Role Assignment Options

Consider how you plan to assign authorizations to your users. Recall that usersinherit permissions through
theroles to which they are assigned. When you plan your authorization assignment, you are really planning
how you intend to assign roles to users. Y ou can assign rolesto users in two ways. the static approach and the
dynamic approach.

Static

Using the static approach, you assign users to roles manually. Static role assignment is not scalable to the
thousands of users that are likely to use your system when you deploy applications to the internet.

The static approach requires an administrator to maintain each user's set of roles. For that reason, Oracle
recommends that you explore and implement the dynamic role assignment.

Dynamic

Using dynamic role assignment, the system assigns roles based on businessrules. Y ou can manually run the
rule, but typically, you run the rules from a scheduled batch process.

Suppose an employee changes jobs and becomes a manager in a new department. When you run your
dynamic rule, the system removes the roles associated with the employee's previous position and then adds
the appropriate roles required for the new position. In addition, you can have the rule publish a message to
other nodes, such as a PeopleSoft Financials node, which might subscribe to changes in the Peopl eSoft
Human Resources database.
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Y ou can use PeopleSoft Query, LDAP, or PeopleCode to define dynamic role assignment. If necessary, you
can use a combined approach with the rules for assigning roles. For example, you can have onerolerule
based on LDAP, another based on a query, and so on. Y ou can also have multiple rule types for one role. For
example, aManager role could be derived partially from an LDAP rule and partially from a PeopleSoft Query
rule. Asthe following list describes, where the information that drives your role assignmentsis stored
determines the types of role rules you use:

« If the membership data for your roles resides in your PeopleSoft database, use PeopleSoft Query to
construct your role rules.

One query could be MANAGER, another EMPLOY EE, and so on. When the rule runs, the system
assigns your employee users to the EMPLOY EE role and the manager employees to the MANAGER role
based on the results returned from the query.

« |If you already have LDAP directory server groups organized by region, department, position, and so on,
base your rules on the existing LDAP structure.

Based on the directory setup and hierarchy, your rule assigns PeopleSoft users to the appropriate roles.
Y our PeopleSoft application uses your existing LDAP configuration. Y ou should use thisroleruletypein
conjunction with LDAP authentication.

« If you have user information in other third-party systems, such as legacy mainframe applications or UNIX
account groups, use PeopleCaode.

Y ou can take advantage of the multiplicity of integration technologies that PeopleCode supports, such as
business interlinks and component interfaces. The business interlinks retrieve the data from the external
system and write it to the role assignment tables in the PeopleSoft database.

Cross-System Synchronization Options

24

If you have multiple PeopleSoft applicationos, consider how to keep user information synchronized.
Synchronization is especially important for the portal deployment, where users are likely to move from one
system to another seamlesdly. For instance, after completing a transaction in PeopleSoft Human Resources, a
user may click alink that takes her directly to PeopleSoft Financials.

If you are using dynamic role assignment, the dynamic role batch program, by default, publishes a message
that indicates a particular change. Y ou need to make sure that nodes that require such information changes are
configured to subscribe to the message that publishes the changed data. For example, suppose PeopleSoft
Financials needs a list of managers for a particular transaction. Because the manager information residesin
PeopleSoft Human Resources, PeopleSoft Human Resources publishes any changed information to
PeopleSoft Financials to keep the data synchronized.

PeopleSoft security also publishes a message when a user profile changes (if the corresponding Service
Operation version is active), which is most useful if you are not using LDAP to store user information. If you
store user information in the PeopleSoft system, the message makes sure that password changes are replicated
across multiple databases. If you store your user information in a central LDAP server, then the passwords,

and so on, are already—in a sense—synchronized.

Y ou can upgrade permission lists and roles using the PeopleSoft Application Designer upgrade features. For
user information, PeopleSoft Data Mover scripts migrate user profiles between systems for upgrades or bulk
loads.
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Setting Up Permission Lists

This chapter provides an overview of permission lists and discusses how to:
« Manage permission lists.

» Define permissions.

Understanding Permission Lists

Permission lists are the building blocks of user security authorizations. Y ou typically create permission lists
before you create user profiles and roles. When defining permission lists, however, consider the roles and

user profiles with which you will use them. Recall that roles are intermediary objects between permission lists
and users. You use roles to assigh permissions to users dynamically.

Permission lists may contain any number of permissions, such as sign in times, page permissions, web
services permissions, and so on. Permission lists are more flexible and scalable when they contain fewer
permissions.

The following diagram illustrates how permission lists are assigned to roles, which are then assigned to user
profiles. A role may contain numerous permissions, and a user profile may have numerous roles assigned to
it. A user inherits all permissions assigned to each role to which the user belongs. User access is determined
by the combination of all assigned roles.
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Permission List:
Self-Service Pages
Signon Time: M-F,

Bam-5pm

Permission List:
Role: Self-Service Pages
Administrator Signon Time: 24 hours
7 days

User Profile: Role:
Sawyer, Tom Employee

Permission List:
Service Monitor

Permission List:
Process Monitor

Permission List:
Security Pages

Security definitions hierarchy showing how permissions flow to roles, which flow to user profiles

The diagram represents the security authorizations of Tom Sawyer. Mr. Sawyer inherits the five permission
lists that are assigned to the two roles that are assigned to his user profile. In this example, he has access to
the employee self-service pages, the service monitor, PeopleSoft Process Monitor, and PeopleT ools Security.
If Tom were to become a manager, then the permission lists assigned to the Manager role would be added to
his profile.

Theoretically, you could create a permission list tailored for every role, and that permission list could contain
apermission for every category, from General to Web Libraries. However, permission lists like this do not
scale to encompass roles that might be similar but not exactly alike. For asimilar role, you would have to
create a new role from the beginning. Thiskind of approach is not efficient for larger, more complicated
implementations.

Alternatively, you can use amore modular, or mix-and-match, approach whereby you create numerous,
generic permission lists that you can add to and remove from role definitions. Suppose you have three 8-hour
shifts at your site. Using the modular approach, you could create three different versions of signin
permissions: one for 6 am. to 2 p.m., one for 2 p.m. to 10 p.m., and another for 10 p.m. to 6 am. Then,
depending on the shift for a particular role, you can easily apply or remove the appropriate permission as
needed without affecting any other permissions.

Although how you decide to implement Permission Lists depends on your site's security scheme and your
security administrator, the modular approach provides increased scalability. As ageneral rule, your
permission lists should be assigned to roles so that the common user has between 10 to 20 lists. This range
represents the best balance of performance and flexibility. If you have too many permission lists, you may
notice performance degradation, and if you have too few permission lists, you may sacrifice flexibility.

Managing Permission Lists

This section discusses how to:
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Create new permission lists.
Copy permission lists.
Delete permission lists.

View related content references.

Creating New Permission Lists

To create anew permission list:

1
2.
3.

Select PeopleTools, Security, Permissions & Roles, Permission Lists.
On the search page, click Add aNew Value.

In the Permission List edit box, enter the name of permission list to create.

Note. Permission list names have a 30-character limit. PeopleSoft HCM requires certain naming
conventions for permission lists, but PeopleTools does not enforce these application-specific
requirements. Therefore, when creating permission lists, keep in mind that PeopleSoft HCM requires
primary permission liststo start with PP and data permission lists to start with DP.

From the pages in the Permission List component, select the appropriate permissions.

Save your permission list.

Copying Permission Lists

To copy apermission list:

1
2.

4.

Select PeopleTools, Security, Permissions & Roles, Copy Permission Lists.
On the search page, locate and select the permission list that you want to copy (clone).
The Permission List Save As page appears.

On the Permission List Save As page, enter anew namein the To: edit box for the permission list that you
want to copy.

Click Save.

Note. When copying a permission list, you also copy the access specified for content references by the
original permission list. When deleting a permission list, you also remove access to the content references
associated with that permission list.

Deleting Permission Lists

To delete apermission list:

1

Select PeopleTools, Security, Permissions & Roles, Delete Permission Lists.
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2. Onthe search page, locate and select the permission list that you want to del ete.
The Delete Permission List page appears.
3. Click Delete Permission List.

4. Click OK to confirm the deletion, or click Cancel to end without deleting.

Note. This action deletes content reference permissions and all references to the permission list (even where
referenced in application data).

Viewing Related Content References
This section discusses:
« Viewing content references.

«  Synchronizing content references.

Viewing Content References

Select PeopleTools, Security, Permissions & Roles, Permission Lists, Pages to access the Pages page, and
then click the Edit Components link to access the Component Permissions page.

See Chapter 3, "Setting Up Permission Lists," Granting Access to Components and Pages, page 37.

When you set component permissions and web library permissions, use the View Content References link to
view the content references pointing to a given component or script. PeopleTools automatically propagates
changes to permission lists to the content references.

When you click the link, the Content References page appears, showing the following:

Name of the portal.

« Name of the content reference.
« Thelabel.

«  Whether or not it is accessible.

« The path.

Synchronizing Permission Lists and Content References

Use the PORTAL _CSS application engine program to synchronize permission lists with content references
for the portal. By default, the system synchronizes changesin permission lists with content references,
however, after an upgrade or any time when you want to make sure, you can run the PORTAL_CSS program.
A process definition of the same name also exists.
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PeopleTools 8.51 PeopleBook: PeopleTools Portal Technologies, "Administering Portals,” Administering

Content References

Defining Permissions

This section discusses how to:

»  Set genera permissions.

»  Set page permissions.

»  Set PeopleTools permissions.

»  Set process permissions.

» Setsignintime permissions.

«  Set component interface permissions.

« Setweb library permissions.

«  Set web services permissions.

»  Set personalization permissions.

»  Set query permissions.

»  Set mass change permissions.

« Display additional links.

* View when apermission list was last updated.

* Run permission list queries.

Pages Used to Define Permission Lists

Page Name Definition Name Navigation Usage

Genera ACL_GENERAL PeopleTools, Security, Set general or
Permissions and Roles, miscellaneous attributes and
Permission Lists, Genera system defaults.

Pages ACL_MENU2 PeopleTools, Security, Set page permissions.
Permissions and Roles,
Permission Lists, Pages
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Page Name Definition Name Navigation Usage
PeopleTools ACL_MISCTOOLS PeopleTools, Security, Grant access to PeopleTools
Permissions and Roles, applications, such as
Permission Lists, PeopleSoft Application
PeopleTools Designer, and grant access
for specific operations
within PeopleTools.
Process ACL_PROCESS PeopleTools, Security, Specify to what capacity a
Permissions and Roles, user or role can modify
Permission Lists, Process PeopleSoft Process
Scheduler settings.
ACL_SIGNON2

Sign-on Times

PeopleTools, Security,
Permissions and Roles,
Permission Lists, Sign-on
Times

Specify when users are
authorized to sign in to the
PeopleSoft system. If users
are signed in to the system
when the signintime
expires, they are
automatically signed out.

Component Interface

ACL_COMP_INTERFACE

PeopleTools, Security,
Permissions and Roles,
Permission Lists,
Component Interface

Grant access to any
component interfaces that a
user may need to useto
complete business

transactions.
Web Libraries ACL_WEBLIBS PeopleTools, Security, Set web library permissions.
Permissions and Roles,
Permission Lists, Web
Libraries
Web Services ACL_WS OPR PeopleTools, Security, Set web services
Permissions and Roles, permissions.
Permission Lists, Web
Services
Personalizations PLIST_OPTN PeopleTools, Security, Specify which
Permissions and Roles, personalizations users can
Permission Lists, use and customize.
Personalizations
Query PERMLIST_QUERY PeopleTools, Security, Control the query
Permissions and Roles, operations a user can
Permission Lists, Query perform and the data a user
can access while using
PeopleSoft Query.
Mass Change Operator MC_OPR_SECURITY PeopleTools, Security, Set mass change security
Security Mass Change Operator permissions.
Security
Audit PERMLIST_AUDIT PeopleTools, Security, Inquire when a permission

Permissions and Roles,
Permission Lists, Audit

list was last updated and by
whom.
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Setting General Permissions

Access the General page (select PeopleTools, Security, Permissions and Roles, Permission Lists and click the

General tab).

Fermission List:  PTPT1100

Description: ||Seu:urity' Administratar

Permission List General

Mavigator Homepage: |p4_,ﬁ.|'-v-'| SATOR Q

Can 5tart Application Server?
] Allow Password to be Emailed?

Time-ouwt Minutes

(*) Never Time-out
O Specific Time-out (minutes)

Permission Lists - General page

Navigator Homepage Select a graphic representation of a business process that is displayed by
PeopleSoft Navigator. For each security profile definition, you can specify

amap to be displayed on startup.

If thisisthe user profile's PeopleSoft Navigator homepage permission list,

the system is passed this value at runtime.
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Can Start Application
Server?

Allow Password to be
Emailed?
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Select to enable user profiles with this permission list to start PeopleSoft
application servers.

Note. This setting also applies to starting PeopleSoft Process Scheduler
servers.

Typically, you will create a user profile that is dedicated to starting
application servers. When you define an application server domain, one of
the parameters you specify in PSADMIN is the PeopleSoft user ID (and
password) for that profile, which must be associated with at least one
permission list that has this option enabled. The user ID and password are
stored in the Startup section of the PSAPPSRV .CFG file, which Oracle
Tuxedo reads when the application server is started.

In many installations, an application server starts with an automated
process. A user profile with this property enabled should not be used by an
actual user who signsin to the application server and startsit by submitting
the appropriate commands.

Note. Password controls do not apply when a password is used for two-tier
activities like starting application servers. They apply only when the
password is used to sign in over three-tier connections.

Important! For agiven user profile, the password controls that you set for
account lockout (maximum logon attempts) and age (expiration) apply to
three-tier and web sign in only; they do not apply if the user profileis used
for two-tier activities like starting an application server or process
scheduler.

However, make sure that you do not use the same user profile for both
types of activities. When you use it for both three-tier and web sign in, the
profile becomes subject to the account lockout and age controls, which
preventsit from completing the two-tier activities.

Select to enable usersto receive forgotten passwords through email. At
some sites, the security administrator may not want passwords appearing
unencrypted in any email. Y ou implement this feature by permission list.
None can use it, some can useit, or all can useit, depending upon your
implementation. Users who do not have the proper authority receive an
error message if they attempt to have a new password emailed to them.
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Never Time-Out and Specific Select the number of minutes of inactivity allowed at aterminal before the

Time-out (minutes) system automatically signs the user out of the PeopleSoft online system.
Inactivity means no mouse clicks, keystrokes, import, file print, or SQL
activity. The default time-out minutes setting is Never Time-out.

Note. Time-out limits are also controlled at the web server and application
server levels.

If you select Never Time-out, an inactive user is never automatically signed
out. Otherwise, select Specific Time-out (minutes) and enter the appropriate
value in minutes. A custom time-out interval:

» Must be a positive integer.
» Cannot contain edit characters, such as commasor a $.

e Must beaSMALLINT inthevalid range alowed for thisfield (O-
32767).

Entering avalue of zero (0) is equivalent to selecting Never Time-out.

To comply with the Americans with Disabilities Act (ADA), you might set
up most permission lists to time out in 20 minutes, but create a special
ADA permission list for which timeout occurs after 60 minutes.

Note. Because timeout limits are also controlled at the web server level,
you will need to change the web server timeout values al so.

Setting Page Permissions

Access the Pages page (select PeopleT ools, Security, Permissions and Roles, Permission Lists and click the
Pages tab).
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General Pages PeopleTools Process Sign-on Times component Interfaces [

FPermission List:  ALLPAGES

Cescription: All pages and weblibs

Mobile Page Permissions

=
Customize | Find | View Al D) 3 First [ 124 o 24 [*] Last

[Menuwame ~ |[Menutabet = [EditComponents | |
APPLICATION_EMGINE Application Engine Edit Components E|
APPMSGMOMNITOR Application Message Monitar Edit Components E|
ARCHIVING Diata Archival Edit Components =]
CUBE_MAMAGER Cube Manager Edit Components =]
EDI_MAMNAGER EDI Manager Edit Components =]
MAIMTAIN_SECURITY Maintain Security Edit Companents E|
MASE CHAMNGE Mass Change Edit Components =

Permission Lists - Pages page

This table describes the fields on the Pages page.

M obile Page Per missions Click to grant access to mobile application pages.

Important! PeopleSoft Mobile Agent is adeprecated product. These
features exist for backward compatibility only.

Menu Name Displays all menu names in the database. Add new rows to add more menu
names. The name reflects the definition name in PeopleSoft Application
Designer.

Menu L abel Displays the menu label associated with the PeopleSoft Application

Designer menu name.

Edit Components Click to grant access to specific pages.

Page permissions refer to the pages to which a user has access. Pages are contained within components,
which are ultimately contained within a menu name. To grant access to a particular page, determine the
component it isin and the menu name the component falls under. This enables you to drill down to the

appropriate page.

When you click the Edit Components link, the Component Permissions page appears:
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Component Permissions
Process Scheduler Manager

Components Customize | Find | B0 ] 88 First [ 119 0r 11 [F] Last Select Al |

Authorized? |Component Name item Label Edit Pages W
AE_DEANON Daemen Group Definition Edit Pages View _Deselectl |
BATTIMINGS Batch Timings Edit Pages View
FRCSDEFM Frocess Definitions Edit Pages View
FRCSDISTNODEDEFM Report Mode Definitions Edit Pages View
PRCSJOBDEFN Job Definitions Edit Pages Wiew
FRCSMULTI Sample Processes Edit Pages View
PRCSRECURDEFN Recurrence Definitions Edit Pages View
FRCSSYSTEM Systern Seftings Edit Pages View
FRCSTYPEDEFM Frocess Type Definitions Edit Pages View
SCHDLDEFN Schedule Job3et Definitions Edit Pages Wiew
SERVERDEFM Server Definitions Edit Fages View

OK | Cancel |

Component Permissions page

This table describes the fields on the Component Permissions page:

Authorized Thisfield indicates whether at least one page in the component is
authorized for current the permission list. Thisfield is display-only.

Component Name Thisfield indicates the component where the pages reside. Thisfield is
display-only.

Item L abel Thisfield indicates the item label on the menu definition where the

component resides. Thisfield is display-only.

Edit Pages Click thislink to grant access to individual pages and the appropriate
actions.

View Content Referencesfor Click thislink to access the content reference.
this Component

When you click the Edit Components link, the Page Permissions page appears:
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Page Permissions

Frocess System

Frocess Cutput Type
Frocess Gutput Format
System Purge Options
Distribution File Options
Report Folders Administration
Event Maotification

Frocess Category Admin

Caonsole Preferences

PROCEZEZ _SCHEDULER /Use / Zystem Settings

Custonsze 17 |01 8 rrst [ 9.0 ) Las

Authorized? Display Only Add

[] ¥/! Update/Display
O Update/Display All
L] Correction

]

[l

n [ SelectAll |

0 N DeselectAll |

] ]

[] []

Ok Cancel

Page Permissions page

This table describes the fields on the Page Permissions page:

Panel Item Name

Authorized?

Display Only

Actions

Thisis the name of the panel item as entered in the component in
Application Designer. Thisfield is display-only.

Select this check box to authorize user access to the page.

Select this check box to authorize view only user access to the page. No
fields are active when this check box is selected.

Select from the following check boxes:

Add: The user can create new high-level key information through the
search page.

Update/Display: The user can view the current row. The user can view,
insert, and update future rows.

Update/Display All: The user can view the history and current rows. The
user can view, insert, and update future rows.

Correction: The user can view, insert, and update history, current, and
future rows.

Note. Only actions that are selected in the component definition in
Application Designer are enabled.
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Note. To find the name of a menu, component, or page, you can press Ctrl+J while accessing the page with
the browser, or use the Find Definition References feature in PeopleSoft Application Designer.

Granting access to PeopleTools and Peopl eSoft applications requires serious consideration. For each role,
carefully consider what the members of that role must access to complete their jobs and to what degree they
need access. Then make the appropriate permission lists.

After you add a menu name, you grant access to its components and pages on an item-by-item basis. In
PeopleSoft applications, menu items represent components. If a component consists of more than one page,
then selecting the menu item opens another layer with more items—individual pages. For example, if you
added the UTILITIES menu name to a permission list, you could then grant access to the Utilities, Use menu
items but not to the Utilities, Process menu items. Alternatively, you could grant accessto only afew of the
Use menu items or make some items display only.

Y ou grant access permission to two categories of components:
»  All PeopleSoft applications
» Page-driven PeopleTools

Note. With PeopleTools programs, the process of editing menu items varies. With page-based PeopleToals,
such as PeopleSoft Process Scheduler, you can grant access to menu items just as you can for PeopleSoft
applications. However, the other PeopleTools programs do not allow you to grant item-by-item access; you
can either access al the menus and menu items or you cannot. PeopleSoft Application Designer is an
exception; you can restrict accessto it at the definition level.

Granting Access to Components and Pages

The following procedure describes how to set access permissions to your PeopleSoft applications and your
page-driven PeopleTools. Y ou begin at the component level and drill down to the page level, making the
appropriate selections as you go.

Note. The same procedure applies to both PeopleSoft applications and page-driven PeopleTools.

To add access to PeopleSoft components and pages:
1. Locate the menu name of the component to which you want to add access.
2. Click Edit Components.
The Components page appears.
3. Locate the component to which you want to grant access.

By default, when adding a new permission list, no components are authorized.
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4.

5.

Click the Edit Pages button associated with each component to which you want to grant access.

The Page Permissions page appears. Y ou specify the actions that a user can complete on this page. Y ou
can select from these options for each page that appears in the Page column:

e Authorized?

Select to enable a user to access the page. Decide the degree to which a user is authorized on a page
by selecting Display Only or one or more of the available optionsin the Actions group.

« Display Only.
Select to enable the user to view the information provided by the page but not to alter any data.
« Actions.

Specify how users can alter information on a page, such as Add, Update/Display, and Correction. The
available options depend upon the options selected when the page was initially developed in
PeopleSoft Application Designer.

To grant access to all pages and all actions for each page, click Select All.

When you have finished making the appropriate selections, click OK on the Page Permissions page, and
then again on the Component Permissions page.

Repeat each step for each menu name.

Note. After you delete access to a component or i Script, you must clear the browser cache or wait for 20
minutes (default time) for the deletion to appear in the menu.

Granting Access to Mobile Pages

To add access to mobile pages:

Important! PeopleSoft Mobile Agent is a deprecated product. These features exist for backward
compatibility only.

1
2.

N o o M W

Select PeopleTools, Security, Permissions & Roles, Permission Lists, and select the Pages page.
Click the Mobile Page Permissions link.

The Mobile Page Permissions page appears.

To add a new mobile page to the permission list, click the plus sign.

For the Maobile Page Name edit box, click the search button.

Search for and select the mobile page for which you need to grant access.

Click OK.

Save the permission list.
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Setting PeopleTools Permissions

Access the PeopleTools page (select PeopleTools, Security, Permissions and Roles, Permission Lists and

click the PeopleTools tab).

PeopleTools

Permission List:  ALLPAGES

Description: All pages and weblibs

PeopleTools Permissions

[¥] Application Designer Access
Definition Permissions Tools Permissions  Miscellaneous Permissions
Data Mover Access
Definition Security Access
[¥] Query Access
[] Performance Monitor PPMI Access

Realtime Event Notification

Realtime Event Motification Permissions
Data Archival

[] Generate SQL [ Edit sQL
[ Run s@L [] Purge Audit

Permission Lists - PeopleTools page

The PeopleTools Permissions section of this page appliesto standal one PeopleTools applications. They are
not Pure Internet Architecture-based, but are Microsoft Windows programs that were not developed using

PeopleSoft Application Designer. They include:

« PeopleSoft Application Designer.

» PeopleSoft Data Mover.

» PeopleSoft Definition Security.

» PeopleSoft Query (Microsoft Windows interface, not the browser interface).

The Performance Monitor PPMI Access check box does not control access to an application; rather, it enables

PeopleSoft Performance Monitor data collators to insert performance data into the database, which enables

you to view the data.
See PeopleTools 8.51 PeopleBook: Performance Monitor, " Setting Up the Performance Monitor."

To grant access to these PeopleTools features, select the check box next to the appropriate item.
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With PeopleSoft Application Designer, the procedure for applying permissions is slightly more complex,
because security for PeopleSoft Application Designer also controls what object definition types can be
accessed and what degree of modifications can be made. The Definition Permissions, Tools Permissions, and

Miscellaneous Permissions links enable you to provide more detail to PeopleSoft Application Designer access
permissions.

Definition Permissions

Access the Definition Permissions page (click the Definition Permissions link on the PeopleT ools page).
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Definition Permissions

FPermission List:  BPTET1100

Cescription: Security Administrator

]
Customize | Find | (=1 | B

Object

Activity

Analytic Model

App Engine Program
Application Package
Approval Rule Set
Business Interlink
Business Process
Component
Component Interface
Field

File Layout

File Reference
HTML

Image

Menu

Merge

Message

Message Channel
Message Mode
Mohkile Pages

Fage

FeopleCode Wark-In-Pragress
Froklem Type
Froject

Record

Style Sheet

Type Code

Visual Merge Page

First BB 1.28 of 28 I8 Last
*ACCESS

| Full access V|

| Mo access v|

| Full access v|

Full Access (All} |

Read Only (All) |

Mo Access (All) |

| Full access v|

| Full access V|

| Full access v|

| Full access v|

| Full access v|

| Full access V|

| Full access v|

| Full access v|

| Full access v|

| Full access V|

| Full access v|

| Full access v|

| Mo Access v|

| Full access V|

| Full access v|

| Full access v|

| Full access v|

| Full access V|

| Mo Access v|

| Full access v|

| Full access v|

| Full access V|

| Full access v|

| Full access v|

| Mo Access v|
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Definition Permissions page

Grant access to the definitions that devel opers create using PeopleSoft Application Designer. Each type of
definition that you create with PeopleSoft Application Designer appearsin the definition permissions list.

Note. On this page, you add permissions to a definition type, such as Application Engine programs. Y ou
grant access to specific definitions, such as PeopleSoft Payroll Application Engine programs, using Definition
Security.

Access Select the appropriate access level. Options are:

Full Access: Definitions of the specified type can be modified. For records,
this setting allows access to the Build dialog box.

No Access: No definitions of the specified type can be opened.

Read-Only: Definitions of the specified type can be opened and viewed, but
not modified.

Update translates only: Thislevel applies only to fields. This setting allows
auser to modify only Trandate table values.

Data admin only: Thislevel applies only to records. It allows a user to
modify only those record attributes found in the Tools, Data Administration
menu (tablespaces, indexes, and record DDL).

Full Access (ALL), Read Only Click to set al definition typesin the list to the same access level.
(ALL), and No Access (ALL)

Note. If change contral locking is enabled, the Change Control access setting on the Tools Permissions page
can override object types settings.

See PeopleTools 8.51 PeopleBook: PeopleSoft Application Designer Developer's Guide, "Using PeopleSoft
Application Designer," Building and Maintaining Data and Chapter 15, "I mplementing Definition Security,”

page 293.

Tools Permissions

Access the Definition Permissions page (click the Tools Permissions link on the PeopleT ools page).
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Tools Permission

Fermission List:  PTPT1100

Description: Security Administratar

Customize | Find | EN | L

Tool
Build / Data Admin.
Change Control
Language Translations
Feoplecode Debugger
SQL Editor

Upgrade

First n 16 of 6 u Last

*Amess Code

|FL|II data adm v|

Full Access (All)

Read Only (All} |

|5LI|:IEF-.-'iSIIIFEII3 V|

|FL|II ACCess v|

|FL|II ACCeSS v|

|FL|II ACCess v|

|N|:| access V|

Mo Access (Al |

Tools Permission page

Setting Up Permission Lists

In addition to securing definitions, PeopleSoft Application Designer security also involves a collection of

tools, such as Build and the PeopleCode Debugger, to which developers need access.
The tools within PeopleSoft Application Designer include:

Build/Data Admin (select Build, Project and Tools, Data Administration).

Change Control (select Tools, Change Control).

Language Tranglations (select Tools, Trangations).

PeopleCode Debugger (select Debug, PeopleCode Debugger Mode).

SQL Editor (the PeopleSoft Application Designer utility for adding SQL objects and statements to
applications and application engine programs).

Upgrade (select Tools, Upgrade).

Thistool includes Copy Project, Compare and Report, and so on.

Y ou can set the access level individually for the Tools Permissions page options or your can use the (ALL)
buttons to set across the board settings. Remember that every button affects every access level for the tools.
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Build/Data Admin

Change Control

Chapter 3

Control access to the Build and Tools, Data Administration menu items.
Select from:

No access. The user cannot access the Build menu items or the Tools,
Data Administration menu items.

Note. This setting is not available if you have set records accessto No
Access or to Data Admin only.

Build scripts only: A user with this access level can use the Build dialog
box options, but the Execute SQL now and Execute and build script
options are disabled. The Tools, Data Administration menu items are
not available.

Note. This setting is not available if you have set records access to No
Access.

Build Online: With this access level, auser can use all Build dialog
options, but the Tools, Data Administration menu items are not
available

Note. This setting is not available if you have set records accessto No
Access.

Full data admin access: A user with this access level can use all the
Build dialog options and access the Tools, Data Administration menu
items.

Note. This setting is not available if you have set records accessto No
Access or Read-only.

The change control access levels are valid only when change control is
enabled. Y ou enable change control locking using PeopleSoft Application
Designer. Select from:

Restricted access: Restricts users from locking or unlocking objects.
When change control locking is enabled, users with restricted access
can only view PeopleSoft Application Designer definitions; they cannot
create, modify, or delete them.

Note. With locking enabled, this setting overrides any Full Access
settings on the Object Permissions page or Miscellaneous Permissions

page.

Developer access: The user can lock any unlocked objects and unlock
any objectsthat he or she has locked.

Supervisor access. The user can unlock any locked objects, regardless
of who locked them.
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PeopleCode Debugger

SQL Editor

Upgrade

Setting Up Permission Lists

Set only two levels of access, No access and Full access. Enable this set of
menu options for people involved in translating or globalizing your

applications.

Restrict access to the PeopleCode Debugger.

Restrict devel opers from modifying the SQL in your applications.

Select No access to make al the Upgrade menu items on the Tools menu
unavailable. Developers can still access the Upgrade view and modify
upgrade settings in the project definition, but they cannot run any the

upgrade processes.

With Read-only access, users can run compare reports against the database,
but they cannot copy objects into the database.

The following table shows the relationship between the permissions that are set up within the source and the
target databases, which you should consider in upgrade situations:

Source DB Target DB Compare? Copy? Export? Import?

No access No access No No No No

No access Read-only No No No No
access

No access Full access No No No No

Read-only No access No No Yes No

access

Read-only Read-only Yes No Yes No

access access

Read-only Full access Yes Yes Yes No

access

Full access No access No No Yes Yes

Full access Read-only Yes No Yes Yes
access

Full access Full access Yes Yes Yes Yes
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Miscellaneous Permissions

Chapter 3

Access the Miscellaneous Permissions page (select the Miscellaneous Permissions link on the PeopleTools

page).

Miscellaneous Permissions

FPermission List: PTPT1100

Access Profiles
Color

Field Format
Style

Tool Bar

Description: Security Administrator

Customize | Find | (=1 First [ 4] 1-50f 5 )] Last Full &ccess (All) |

[Full sccess B4 Read Only (All) |
[Fullaccess v No Access (All) |
|FL|II aCCess V|
|FL|II ACCEeSS V|
|FL|II access V|

Miscellaneous Permissions page

Set access levels for the Miscellaneous Definitions items that appear in the PeopleSoft Application Designer
Tools menu, including Access Profiles, Color, Field Format, Style, and Tool Bar.

Each of the miscellaneous definitions can be set for No access,Read-only access, or Full access. Y ou can
select the (ALL) buttons to grant the same permissions to each item.

Real-time Event Notification Permissions

Access the REN Permissions page (click the Realtime Event Notification Permissions link on the

PeopleTools page).
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REN Permissions

Permission List:  ALLPAGES

Description: All pages and weblibs

Permission Customize | Find | £ | i First Kl 1.9 ot Full Access (All) |
Lists Bu Last

Object ZAccess Code Mo Access (All) |
MCF Agent |NoAccess v |

MCF CTI Server |NoAccess v |

MCF Customer |Nn Access v|

MCF MCFLOG Server |NoAccess v |

MCF Notify Queue |NoAccess v |

MCF Supervisor |Nn ArCcess v|

MCF UQSRV Server |NoAccess v |

Optimization Motify |Nn ACCess V|

Reporting Window |Nn ACcess v|

REN Permissions page

The REN Permissions page enables you to control REN server access. Before you grant any permissions to
these actions, read the PeopleSoft MultiChannel Framework documentation.

See PeopleTools 8.51 PeopleBook: PeopleSoft MultiChannel Framework, "Configuring REN Servers,”
Configuring REN Server Security.

Data Archival

PeopleSoft Data Archive Manager is a page-driven PeopleTools application that you use to archive your
application data as part of regular database maintenance. The security optionsin this group relate specifically
to actions a system administrator would make while using PeopleSoft Data Archive Manager. The actions
that a system administrator can perform within PeopleSoft Data Archive Manager are controlled by
permission lists. Before you grant any permissions to these actions, read the PeopleSoft Data Archive
Manager documentation.

See Also

PeopleTools 8.51 PeopleBook: Data Management, "Using PeopleSoft Data Archive Manager"

Setting Process Permissions

Access the Process page (select PeopleTools, Security, Permissions and Roles, Permission Lists and click the
Process tab).
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Just as you define permissions for the pages a user can access, you also must specify the batch (and online)
processes that users can invoke through PeopleSoft Process Scheduler. Typically, process groups are arranged
by department or task. For example, the batch programs used by your payroll department probably all belong
to the PAYROLL process group, or asimilarly named group.

When you create a process permission list, you add the appropriate process groups so that a user belonging to
aparticular role can invoke the proper batch programs to complete their business transactions. Y ou do this
using the Process Group Permission page.

Y ou use the Process Profile Permission page to specify when a user or role can modify certain PeopleSoft
Process Scheduler settings.

Note. You grant Process Profile permissions directly to the user profile and Process Group permissions
through permission lists.

Process Group Permissions

Access the Process Groups page (select the Process Group Permissions link on the Process page).

Process Group Permission

FPermission List: PTPT1100

Cescription: Security Administrator

Customize | Find | T B First [ 4

of 1 u Last

Pommcom | |
I Q [=]

Process Group Permission page
This page lists the process groups associated with a permission list. Process groups are collections of process
definitions that you create using PeopleSoft Process Scheduler.

Typically, you group process definitions according to work groups within your organization, and typically
that work group has a particular role associated with it. Regardless of how you organize process definitions,
you must assign process groups to a permission list.

Users can run only the processes that belong to process groups assigned to their roles. For example, you may
have a set of process definitions that relate to your Human Resources department and another set for your
M anufacturing department.

Process Profile Permissions

Access the Process Profile Permission page (sel ect the Process Profile Permissions link on the Process page).
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Process Profile Permission

Fermission List:  PTPT1100

Description: Security Administrator

Server Destinations Allow Requestor To

File: |

[ ] override Output Destination

Pn'nter:|

Hame:

Acct: |

ﬂ Cancel

05390 Job Controls [lview Server Status

Allow Process Request

[l override Server Parameters

[]Update Server Status

[ 1Enable Recurrence Selection

Process Profile Permission page

Server Destinations Y ou can specify output variables when running processes or jobs on a
server. You have the following options:

File:

If the output is going to afile, then specify the directory to which the
file should be written. %%OutputDirectory%% is a meta-variabl e that
resolves to the output directory that you specified in PSADMIN (or
PSPRCS.CFG) for the Process Scheduler Server Agent.

Printer:

Specify the network or local printer to which the hard-copy output
should be sent. Y ou must explicitly specify the printer; no meta-
variables are available for this value.
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0S/390 Job Controls

Chapter 3

Note. This group of options applies only to DB2 UDB for z/OS.

All PeopleSoft Process Scheduler shell JCL s use meta-strings to pass data
stored in the database. PeopleSoft Process Scheduler takes advantage of
meta-strings to generate the JCL job cards based on the user who initiated
the request. For example, Job Name and Job Account can be passed by
setting the Name and Account values, respectively, on the Process Profile
page. For Z/OS, you have the following options:

« Job:

Enter %JOBNAMEY.
» Account:

Enter %JOBACCT%.

See your relational database management system documentation and the
PeopleSoft installation guides for details about JCL meta-variables and
strings.
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Allow Process Request These options apply to using PeopleSoft Process Monitor. Y ou can restrict
which users are permitted to view or update a given process based on the
user who launched (and owns) the process. Y ou can specify restrictions as
follows:

« View by:

Specify who can view processes that are launched by users who have
this permission list assigned as their process profile permission list on
the User Profile - General page.

Select from the following options:

» Owner: For aprocess launched by a user who has this process
profile permission list assigned, only the user who launched the
process can view it.

« All: All users can view processes that are launched by a user who
has this process profile permission list assigned.

» None: No one can view processes that are launched by a user who
has this process profile permission list assigned.

« Update By:

Specify who can update the status of processes that are launched by
users who have this permission list assigned as their process profile
permission list on the User Profile - General page. For example, you
decide whether users can restart or cancel arequest.

Note. Updates are made using the PeopleSoft Process Monitor Process
Detail page in the Update Process component.

Select from the following options:

» Owner: For aprocess launched by a user who has this process
profile permission list assigned, only the user who launched the
process can update it.

For example, nobody else can restart a request that this user
submitted. However, this user might still be able to update another
USEr's processes.

e All: All users can update processes that are launched by a user who
has this process profile permission list assigned.

« None: No one can update processes that are launched by a user who
has this process profile permission list assigned.
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Note. Be careful as you grant update authority to submitted processes. An
inexperienced user can easily disrupt batch processing by deleting or
holding processes, especially when restarting processes. If a program is not
coded for arestart, then users should not be able to restart it. Restarting a
program that is not properly coded to acknowledge the previous program
run can threaten data integrity. Remember, the process profile permissions
are based on the profile of the user who is submitting the process, not the
user viewing the process monitor.

The Allow Requestor To options apply to using PeopleSoft Process Monitor and PeopleSoft Process
Scheduler Request pages. These options enable you to restrict the authority that a user has while monitoring
scheduled processes.

Override Output Destination Select to allow a user to change the value in the Output Destination column
on the Process Scheduler Request page.

Override Server Parameters Select to enable users to select the server name and modify the run
date/time group on the Process Scheduler Request page.

View Server Status Select to enable usersto access the Server List page in PeopleSoft Process
Monitor.
Update Server Status Select to allow a user to suspend, restart, or bring down a server using the

Server Detail page from the server list in PeopleSoft Process Monitor.

Enable Recurrence Selection  Select to enable arun recurrence value for processes and jobs scheduled to
run on the server.
See Also

Enterprise PeopleTools 8.51 PeopleBook: PeopleSoft Process Scheduler, " Setting Up Peopl eSoft Process
Scheduler Security," Setting Up PeopleSoft Process Scheduler Privileges and Profiles

Enterprise PeopleTools 8.51 PeopleBook: PeopleSoft Process Scheduler, " Defining PeopleSoft Process
Scheduler Support Information,” Setting Process Definition Options

Setting Sign-on Time Permissions

Access the Sign-on Times page (select PeopleTools, Security, Permissions and Roles, Permission Lists and
click the Sign-on Times tab).
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Fermission List: ALLPAGES

General Pages PeopleTools Process Sign-on Times

component Interfaces

[+ # [ H [ H

[0 00 [0 0] [0 O] [

Description: All pages and weblibs

Sign-on Times Customize [Find | B0 88 First B 4.7 o7 BN Last

N 1
Sunday v|[oo oo | [23 ][50

| Monday v|[o0 |[oo | [23 |[5a

| Tuesday v|[00 |[oo | [23 | [sa

| Wednesday v|[o0 |[oo | [22 |59

| Thursday v |00 [[oo |[23 |59

| Friday v|[o0 [[oo |[23 |59

| Saturday v|[oo |foo |[23 ][50

Permission Lists - Sign-on Times page

Pick aday and set asign-on duration.

Sign-on times use the 24-hour clock and run through the end time value. For example, a user with an end time

of 16:30 can use the system until 4:31 p.m.

To create a sign-on time that spans multiple days, use adjoining sign-on times. For example, to create asign-

on time running from 8 p.m. Tuesday to 6 am. Wednesday, you heed a Tuesday start time of 20:00 and end
time of 23:59. Then you need to add a Wednesday sign-on time with a start time of 0:00 and an end time of

5:50.

By default, al start times are 0:00 and end times are 23:59, and all days are listed. Delete days and change the

times to restrict access.

A single day can have more than one sign-on period as long as the periods do not overlap. If asingle day has

multiple non-overlapping sign-on periods, then that day appears once for each period.

Setting Component Interface Permissions

Access the Component Interfaces page (select PeopleTools, Security, Permissions and Roles, Permission

Lists and click the Component | nterfaces tab).
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General Pages

FPermission List:

Description:

Component Interfaces
Hame

WF_TIMEQUT_DATA
USER_FROFILE
USERMAIMNT_SELF

PeopleTools

ALLPAGES

All pages and wehlibs

Process Sign-on Times Component Interfaces

o
Customize | Find | @I i First 4 1-3 of 3 n Last

I

Edit [+] [=]
Edit [+] [=]
Edit [+] [=]

Permission Lists - Component Interfaces page

Name

Edit

Shows the name of the component interface.

Click to access the Component Interface Permissions page and grant access
to aparticular component interface method.

Click the Edit button to authorize individual methods in each component interface:

USER_PROFILE

Component Interface
Permission

Method

Cancel

Create

Get

ResetPassword
ResetFassword_Alphatum
Save

SetPassword

SetllserDescription

Component Interface Permissions

Customize | Find | &1 B First Bl 18018 Full Access (All) |
uLast
[Full Access Mo Access (All) |
| Full Access v|
| Full Access v|
| Full Access v|
| Full Azcess v|
| Full Access v|
| Full Access v|
| Full Access v|

Component Interface Permissions page

Method

54

Displays each method created within the component interface.
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Method Access Select from these two types of authorization:
Full Access. The method is authorized.
No Access: The method is not authorized.

Full Access (All) Grants full accessto all scriptslisted on the page.

No Access (All) Denies access to all scripts listed on the page.
Y ou grant access to component interfaces similarly to adding page access. Add anew row to insert a
component interface into the definition list. Y ou must also grant access to the component interface methods.

After adding a new permission to a component, you must delete the web server cache for users to access the
component through the portal. To delete the web server cache, reboot the web server.

Note. If more than one JVM services the web server, then rebooting the web server only purges thein-

memory cache. No procedure exists to specify which JVM receives the request. For this reason, you must
reboot all JVMsthat service the web server.

Setting Web Library Permissions

Access the Web Libraries page (select PeopleTools, Security, Permissions and Roles, Permission Lists and
click the Web Libraries tab).

PeopleTools Process Sign-on Times Component Interfaces Web Libraries

FPermission List:  ALLPAGES

Description: All pages and wehblibs

Web Libraries customize |Find | | 38  First B 4.3 0r 2 B Lot

Web Library Hame

WEBLIE_PORTAL Edit (=]
WEBLIB_PT_M&V Edit =]
WEBLIB_QUERY Edit [=]

Permission Lists - Web Libraries page

A web library is a derived/work record whose name starts with WEBLIB . All PeopleSoft iScripts are

embedded in records of thistype. AniScript is a specialized PeopleCode function that generates dynamic web
content.

Administrators should make sure that users have the proper access to web libraries. For example, the default
navigation system for application usersisimplemented using aweb library. If users do not have the proper
authorization to the web library and its associated scripts, then they will not have proper access to the system.
If users are not authorized for aparticular web library or script, then they cannot invoke it.
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After you add aweb library, you set the access for each script function individually. Invoking an i Script
requires the assembly of a URL. Developers assemble the URL using PeopleCode.

Web Library Name Displays the web libraries added to the permission list.

Edit Click to set access to web library functions. Select from these access rights
for each function:

Full Access. Select this value to authorize the script.
No Access: Select this value to deny access to the script.

Click the Edit button to authorize each script in the web library:

Weblib Permissions

WEEBLIB_QUERY

Web Library Permission customize | Find | B B First Bl 40 0ra B L aet Full Access (All) |
View Content References for
Lo Mo Access (All) |

Wiew

Function *Access Permissions

ISCRIPT FieldFormulalScript_ToExcel |FL|II.i\|:cess v|

ISCRIPT FieldFormula.lScript_ToXML |ND.-’-\ccess vl View

ISCRIPTZ.FieldFormula.lScript_GetCrystalURL |Nc|.i\|:cess v| View

ISCRIPTZ FieldFormulalScript_CQueryFeed RiPopup |Nc|.i\|:cess v| View

Weblib Permissions page

Function Displays each script stored in the web library.

Access Permissions Click to set accessto web library functions. Select from these access rights
for each function:
Full Access: Select this value to authorize the script.
No Access: Select this value to deny access to the script.

Full Access (All) Grants full accessto al scriptslisted on the page.
No Access (All) Denies access to all scripts listed on the page.
View Click to launch the content reference associated with the i Script.

Note. Y ou must grant access to at least one script in the web library, otherwise the system removes the web
library from the permission list when you leave the component—even if you save the component.

See Also

PeopleTools 8.51 PeopleBook: PeopleCode Developer's Guide, "PeopleCode and PeopleSoft Pure Internet
Architecture," Using Internet Scripts
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The web services offered by the PeopleSoft Integration Broker can be secured at the user ID level through the

use of the web services permissions you specify. This applies to external web service requests only, not

internal web service requests. Internal requests are those submitted from within your PeopleSoft system by a

PeopleSoft user of one of your deployed PeopleSoft applications. External requests are those received from
third party systems, such as other applications in your organization or other systems outside your organization

sending requests over the internet.

If the user ID and password contained in the web service request has the appropriate permissions, the user can
invoke the web service. If the submitted user ID and password fails authentication, then user has no

permission to invoke the service. If only aUser ID is provided, the PeopleSoft system attempts to verify if the
user 1D isavalid PeopleSoft user. If the verification fails, the system checksiif the request is from atrusted
node, and then uses the external user ID and password associated with the node from which the request was
generated. If the request is not from atrusted node, the system checks the user 1D associated with the
ANONY MOUS node. How PeopleSoft Integration Broker handles authenticating web service request

permissionsis discussed in detail in the PeopleSoft Enterprise Integration Broker PeopleBook.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Setting Up Secure

Integration Environments."

Access the Web Services page (select PeopleTools, Security, Permissions and Roles, Permission Lists and

click the Web Servicestab).

@f I

I

P servces I

FPermission List:

Description:

EMAIL_MSG
PT_WORKLIST
FTCS_SECURITY

ALLPAGES

All pages and weblibs

Customize | Find | (2] | #H

Full Access (All)

| Mo Access (All) |

First n 1-3of3 n Last

[+] [=]
[+] [=]
[+] [=]

Permission Lists - Web Services page

Add the web services to which a permission list should have access. Add and remove web servicesto and
from the list using the standard plus and minus buttons.

Note. Web service requests contain user I Ds. For the web service to be invoked, the submitted user ID must
be valid in the PeopleSoft system. For example, the user account cannot be locked, the request must be
submitted during the user 1D's valid sign-on times, and the user 1D must have permission to invoke the web

Service operation.
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Web Services

Web Service Permissions

Access the Web Service Permissions page (click the Edit link on the Web Services page).

Chapter 3

Service Displays the name of the web service defined in the PeopleSoft system.
Edit Click to launch the Web Service Permissions page.

Full Access (All) Click to grant full accessto all serviceslisted on the page.

No Access (All) Click to set al services listed on the page to No Access.

Web Service Permissions

Service: PT_WORKLIST

Permission customize |Find | T ) B8 First Bl 12 052 B Last Full Access (All}
Service ration Access
CREATE_WORKLIST_ITEM | Mo Access L | No Access (All) |
GETWLINSTANCE Mo Access W

Full Access

Mo Access

Service Operation

Access

Web Service Permissions page

Operation list.

selecting No Access.

Each operation performed by the web service appears in the Service

Grant access to the operation by selecting Full Access. Deny access by

Note. By default, the system sets the value to No Access. Make sure to

modify the access valuesto reflect the desired level.

See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operations," Setting
Permissions to Service Operations

PeopleTools 8.51 PeopleBook: PeopleTools Portal Technologies, " Configuring WS-Security For WSRP
Consumption and Production”
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Setting Personalization Permissions

Access the Personalizations page (select PeopleTools, Security, Permissions and Roles, Permission Lists and
click the Personalizations tab).

El Sign-on Times Component Interfaces Web Libraries Web Semvices Personalizations

Permission List: PTPT1100

Description: Security Administrator

Personalization Options

Option Category
Oution Cat Option Category Group Edit Options
Level

Tools App Designer Preferences Edit Options

Permission Lists - Personalizations page

Note. Only those personalization options that accept customization are available for your users to modify.

Option Category L evel Displays the high-level grouping of personalizations.

Option Category Group Shows the further categorizations of personalization options within the
category level.

Edit Options Click to access the Personalization Permissions page and enable specific

personalization options for an option category group.

Personalization Permissions

When you click the Edit Options link, the Personalization Permissions page appears.
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Perscnalization Permissions

Option Category Level: FPeopleTools

Option Category Group: FS Internet Architecture

Personalization Options Select All
Ceselect All

General Options ACCESS Accessibility Features 7]
Mavigation Personalizations ACEGRDCOLS Max Colfview All-Analytic Grid F]
Mavigation Persanalizations ACEGRDROWS Max Rowiew All-Analvtic Grid "]
Mavigation Personalizations ADBTM Tahk over Add/Del Buttans (+/-) [F]
Regicnal Settings ADES Afterncon designator (PM, pm) ]
Mavigation Fersonalizations AMAVSORT Drop down Menu Sort Order [F]
Regional Settings AUTOGREGCAL  Auto-recognize Gregorian dates ]
Mavigation Persanalizations AUTOMEMNU Automatic Menu Collapse [F]
Mavigation Personalizations BADDRESSBAR  Show browser address location [F]
Personalization Permissions page
Category Categorizes and encompasses a set of options for the end user. Thisfield is
display-only.
User Option Displays the code associated with the user option. The code that the system
(PeopleCode) recognizes at runtime. Thisfield is display-only.
Description Displays the description of the user option. Thisfield is display-only.
Allow User Option Select this check box to enable the user option.
Select All Click this button to select the Allow User Option check box for each row in
thegrid.
Deselect All Click this button to deselect the Allow User Option check box for every

row in the grid.

See Chapter 16, "Managing PeopleSoft Personalizations,” page 303.

Setting Query Permissions

Access the Query page (select PeopleTools, Security, Permissions and Roles, Permission Lists and click the
Query tab).
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1N Component Interfaces | Web Libraries | Web Senices | Personalizations | Query [l

Fermission List:  ALLPAGES

Description: All pages and wehlibs

Access Group Permissions

Query Profile

Permission Lists - Query page

The Query page has links to the Permission List Access Groups page, where you can define the records to
which the user can have access in PeopleSoft Query, and the Query Profile page, where you can define the
guery operations that the user can perform.

Defining Access Groups

Access the Permission List Access Groups page (click the Access Group Permissions link on the Query
page).

Permission List Access Groups

Fermission List: ALLPAGES

Description: All pages and wehlibs

|
Customize | Find | IElI i First K 1-2 of 2 o Last

tAccess Group Acceszible

|QUERY_TREE_PT Q, [MESSAGES Q [=]

\QUERY_TREE_WF O \WORKFLOW_ACCESS_GRP Q) [=]

Permission List Access Groups page

Access groups are nodes in a query tree, which you build with PeopleSoft Query Manager. After you build a
guery tree, you give users access to one or more of its access groups. Then, they can generate queries on any
tables in the access groups accessible to them.

When you open Query Manager, it displays either an access group structure or an alphabetical list of records
to which you have access. Access groups enable you to logically organize the record components to control
security access within PeopleSoft Query. Thislisting is not a physical representation of your database.

Y ou can generate queries on and retrieve information only from the tables whose record definitions are within
these access groups. If, for example, you were querying an order table and wanted to display datafrom a
related table (like the customer name rather than the customer code), you must have both tables—the order
table and the customer prompt table—in your access groups.
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To create new queries, or even to run existing ones, users must have access rights to the record components
used in the queries. After you build your query trees, you must grant users access to them. Y ou can grant and
restrict access to entire query trees or portions of them through the Access Groups page.

To add an access group to apermission list:

1
2.
3.

Open the permission list and select Query, Access Groups Permissions,
Select atree name.

Select the highest access group that the user can access.

The system displays access groups in the selected query tree only.

The access group that you select should be the highest-level tree group to which this permission list needs
access. The Accessible check box is selected by default. For example, usersin the ALLPANLS
permission list have access to all record componentsin the EIS ACCESS _GRP and all access groups

below it in the QUERY _TREE_EIS query tree—in other words, to all record componentsin the tree.
(Optional) Deselect the Accessible check box.

To grant access to most of the record componentsin a high-level access group but restrict access to one of
the lower-level groups, you can add a new row for the lower-level access group and deselect the
Accessible check box. Users can then access all record components within the higher-level group except
for those you explicitly made inaccessible.

Note. Because it hinders system performance, do not deselect the Accessible check box for lower-level
access groups. To restrict access to record components on a particular branch of atree, consider creating a
new tree for those definitions. Attempting to expand an access group that is not accessible causes all
access groups below that access group to be loaded into memory.

Save your changes.

Note. When the system loads an access group into memory for the first time, you will likely experience a
small delay. Thisdelay isthe result of a physical database read for each record component that is
associated with that access group. For this reason, do not group alarge number of record components into
asingle access group.

Defining Query Profiles

Access the Query Profile page (click the Query Profile link on the Query page).
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Fermission List: ALLPAGES

Description: All pages and weblibs
PeopleSoft Query Use Advanced SQL Options
] Only Allowed to run Queries [] Allow use of Distinct
[] Allow creation of Public Queries [ ] Allow use of ‘Any Join'
[] Allow creation of Role, Process and Archive Queries [ ] Allow use of Subquery/Exists

Maximum Rows Fetched: [ Allow use of Union
(0 = Unlimited? | Allow use of Expressions

Maximum Joins Allowed:

Maximum Run Time in Minutes: (9 = Unlimited)

{0 = Unlimited)
Maximum 'In Tree' Criteria:

People Soft Query Output (3 = Unlimited)

[ Run
] Run to Excel

Query Profile page

Query profiles specify available query operations. Y ou can give users the right to run queries but not create
them, or to create regular queries but not workflow queries, and you can restrict the SQL operations that users
can perform. Y ou control these options through the query profile.

Each permission list has its own query profile, and the combination of all permission liststhat are assigned to
arole determine the total query access for the role. User profiles inherit query access only through the roles
that you assign to them.

Note. Thefirst level of security is access to PeopleSoft Query itself. Not every user needs to create queries.

Y ou grant access to the Windows client of PeopleSoft Query by selecting the Query Access check box on the
PeopleTools page of a permission list. You grant access to Query Manager by including the
QUERY_MANAGER menu and its related components on the Pages page of apermission list.

You select at least one of the options in the PeopleSoft Query Use section of this page to give users query
access.
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PeopleSoft Query Use

PeopleSoft Query Output

Chapter 3

Select from:

Only Allowed to run Queries:

Select to prevent users from being able to create queries and restrict
them from running PeopleSoft Query. The values of the remaining
optionsin this group areirrelevant if you select this option.

Note. If you select this option, it only appliesto the current permission
list. If auser has permission to create public queries through another
permission list, then that user can run and create queries against the
cumulative set of tables specified through al access groups. For
example, assume permission list X has Only Allowed to run Queries
selected and is limited to tables A, B, and C. Also assume that
permission list Y has Allow creation of Public Queries selected and is
limited to tables B, C, and D. If auser ID has both permission list X and
Y associated with it through roles, then that user can create Public
Querieswith tables A, B, C, and D.

Allow creation of Public Queries.
Select to enable usersto create public queries.
Allow creation of Workflow Queries:

Select to enable users to create workflow queriesin addition to private
queries. A workflow query is used in PeopleSoft Workflow, either as a
database agent query or arole query. These queries can circumvent
security restrictions; the system does not check access group rights
while running the query. To make sure that users cannot bypass system
security, deselect this check box.

Maximum Rows Fetched:

Enter a number to restrict the number of rows retrieved by a query.
Some queries can return many data rows. For performance or time
considerations, you may want users to view only some of those rows
rather than all of them.

Select at least one of these values:

Run:

PeopleSoft Query displays the query resultsin aview-only grid control.
This option is useful as users are refining their queries.

Run to Excel:

PeopleSoft Query passes the query results to Microsoft Excel, where
users can analyze the results further.

Note. If using PeopleSoft Query in the Microsoft Windows environment,
you grant runtime access through PeopleSoft Navigator by selecting at least
one of the PeopleSoft Query output options.
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Advanced SQL Options Restrict less experienced users from generating complex queries, as such
gueries can affect system performance.

Setting Mass Change Permissions

Access the Mass Change page (select PeopleTools, Security, Permissions and Roles, Permission Lists and
click the Mass Change tab).

10 Componentinterfaces | Web Libraries | Web Services | Personalizations | Query | MassChange [JD

Permission Listt  ALLFPAGES

. [] 0K To Execute Online
Description: All pages and weblibs

i
customize | Find | 2] 8 First B 4 or ¢ B L ast

Te te 1D

Permission List - Mass Change page

Mass change operator security controls:

« What mass change templates a user can access to create new definitions.
»  Whether auser can run mass change definitions online.

«  What mass change definitions a user can open, view, or run.

These definitions must also be based on a template with the same PeopleSoft owner as the user.

Note. Usersinherit mass change authorizations through their primary permission lists, not through roles.

Before you can use a new template to create definitions, you must have permission to accessiit.
To modify mass change template permissions:

1. Add or remove templates from the Mass Change Template ID list.

2. Select or deselect OK To Execute Online, as needed.

When you have enabled the OK To Execute Online option, users with the given primary permission list
can run mass change definitions after saving any modifications to the Mass Change Definitions pages.

3. Saveyour work.

Displaying Additional Links

Access the Links page (select PeopleTools, Security, Permissions & Roles, Permission Lists and click the
Linkstab).
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(Il Web Libraries Web Senices Personalizations Mass Change

FPermission List: ALl PAGES

Descripticn: All pages and weblibs

Uze the linkz below to navigate to other 2ecurity =ettings for thiz object.

Customize | Find | View Al | 2] 88  First BN 12.0¢2 B Last
Data Archive Security Edit
Business Chjects Security Edit

Permission List - Links page

Use this page to access links to other pages within your PeopleSoft system. For example, perhaps a
PeopleSoft application requires a specific security setting to be associated with apermission list. If this
application-specific setting appears on a page not in PeopleTools Security, add alink to the application page
so that anyone updating the permission list can easily navigate to it.

Note. The Links pageis read-only. Y ou create the inventory of links to pages that exist outside of
PeopleTools Security by using the Security Links (PeopleTools, Security, Security Objects, Security Links)
component.

See Also

Chapter 1, "Getting Started with Security Administration,” Administering Security from Applications, page 9

Viewing When a Permission List Was Last Updated

66

Access the Audit page (select PeopleTools, Security, Permissions & Roles, Permission Lists and click the
Audit tab).

I{II Web Libraries Web Semvices Personalizations Mass Change

FPermission List:  ALLPAGES

Description: All pages and weblibs

Audit Information

Last Update User I: QEDMO

Last Update Date/Time: 05/05/2009 3:13:484M

Permission List - Audit page

Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved.



Chapter 3 Setting Up Permission Lists

View when a permission list was last updated and by whom. Y ou can also view who has made changes to
security tables by using the Database Level Auditing feature.

See Also

PeopleTools 8.51 PeopleBook: Data Management, "Employing Database Level Auditing," Understanding
Database Level Auditing

Running Permission List Queries

Access the Permission List Queries page (select PeopleTools, Security, Permissions & Roles, Permission
Lists and click the Permission List Queries tab).

Permission List Queries

Fermission List:  ALLPAGES

Description: All pages and wehblibs

Permission List Queries

FPermission List's UserIDs
Which User ID's are assigned to this Permission List?)

Permission List's Roles
Which Roles are assigned to this Permission List?)

Permission List's Page Access
Which pages can this Permission List access?)

Permission List's Signon Times
(What are the valid signon times for this Permission List?)

Permission List's Application Designer Ohject Access
Which Application Designer chjects can this Permission List access?)

Permission List's Misc. PeapleTool Access
(Can this Permission List access Application Designer, Client Process, Data Mover,
Impaort Manager, Chject Security or Query?)

Permission List's Content Reference Access
Which Content References can this Fermission List access?)

Permission List's Content Reference (includes Forial) Access
(Which Content References (includes Portal} can this Permission List access?)

Permission List's Content Reference (includes Menu, Component and Market) Access
Which Content References (includes Menu, Component and Market) can this Permission List access?)

Permission List's Content Reference (includes Partal, Menu, Companent and Market) Access
Which Content References (includes Portal, Menu, Compaonent and Market) can this Permission List
access?)

Permission List's Weh Service Operation Access
Which Web Service Operations can this Fermission List access?)

Permission List - Permission List Queries page

Permission list queries provide detailed information regarding a permission, such as the user IDs and roles
that are associated with a permission list. The available queries are documented on the page.
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To run permission list queries:
1. Click thelink associated with the query that you want to run.
A new browser window opens.

2. View the information the query returns or click adownload results link.

Note. The size of the file appears in parentheses beside the download options.

For downloading, you have the following options:
» Microsoft Excel spreadsheet.
Downloads the query results as a Microsoft Excel spreadsheet (.x1s) file.
+ CSV textfile.
Downloads the query results as a comma-separated values (.csv) file.
« XML file.

Downloads the query results as axml (.xml) file.
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This chapter provides an overview of roles and discusses how to:

«  Manageroles.

» Definerole options.

» CreateaNEWUSER role.

» Execute dynamic rolerules.

« Using the PeopleSoft Administrator role.

Understanding Roles

Roles are an intermediate object that exist between permission lists and user profiles. Roles aggregate
permission lists so that you can arrange permissions into meaningful collections.

Note. In previous rel eases, roles were associated with PeopleSoft Workflow. PeopleT ools has expanded role
definitions so that they are also a part of the security architecture. Thereis only one type of role definition,
and you maintain it within Security.

Usersinherit most of their permissions from the roles assigned to the user profile. However, you assign the
following permission lists directly to auser profile:

» Datapermissions.
These are assigned through a primary permissions list or arow security permissions list.
» PeopleSoft Navigator homepage permissions.
» Process profile permissions.
When you assign roles to profiles manually, through the Security pages, these users are static role members.

Other users may obtain membership in arole programmatically. Y ou can run a batch process that uses
predefined role rules and assigns roles to user profiles according to these rules. Users who become members
of a particular role programmatically are dynamic role members.

Use dynamic role assignment to make your security system scale to large user populations. If you have
thousands of users and need to make every change to a user profile manually, the security administrator
becomes a bottleneck. If you implement dynamic roles, you reduce administrative tasks.
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Managing Roles

This section discusses how to:

Copy roles.
Deleteroles.

Remove users from roles.

Copying Roles

To copy arole:

1
2.

Select PeopleTools, Security, Permissions & Roles, Copy Roles.

On the search page, locate and select the role that you want to copy (clone).
The Role Save As page appears.

On the Role Save As page, enter anew name in the as: edit box.

Click Save.

Deleting Roles

Todeletearole

1
2.

3.
4.

Select PeopleTools, Security, Permissions & Roles, Delete Roles.
On the search page, locate and select the role that to del ete.

The Delete Permission List page appears.

Click Delete Permission List.

Click OK to confirm the deletion, or click Cancel to cancel the deletion.

Note. If you attempt to delete arole definition that is currently in use by one or more static or dynamic role
users, you must confirm deletion of the role definition. When you confirm, you remove all references to the
role.

Removing Users From Roles

To delete the users who are assigned dynamically, use the NO_USERS query to locate the users. Y ou invoke
this query using the query rule with dynamic roles.

70
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See Also

Chapter 4, "Setting Up Roles," Displaying Dynamic Role Members, page 73

Setting Up Roles

Defining Role Options

This section discusses how to:

e Assign permissionsto roles.

» Display static role members.

« Display dynamic role members.

»  Set user routing options.

« Decentralize role administration.

« Display additional links for user profiles.
* Runrole queries.

» View when arole was last updated.

Pages Used to Define Role Options

Page Name Definition Name Navigation Usage

Genera ROLEDEFN PeopleTools, Security, Describe therole.
Permissions & Roles, Roles,
General

Permissions Lists ROLE_CLASS PeopleTools, Security, Grant permissionsto roles.

Permissions & Roles, Roles,
Permission Lists

Members ROLE_MEMBER

PeopleTools, Security,
Permissions & Roles, Roles,
Members

View the current list of
static role members.

Dynamic Members ROLE_DYNMEMBER

PeopleTools, Security,
Permissions & Roles, Roles,
Dynamic Members

View the current list of
dynamic role members. If
you aren't using the
dynamic roles, thislist isn't
popul ated.

Workflow ROLEWRKFLOW

PeopleTools, Security,
Permissions & Roles, Roles,
Workflow

Set user routing options.
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Page Name Definition Name Navigation Usage

Role Grant ROLE_GRANT PeopleTools, Security, Decentralizerole
Permissions & Roles, Roles,| administration.
Role Grant

Links ROLE_OTHER PeopleTools, Security, View additional links for
Permissions & Roles, Roles, | user profiles.
Links

Role Queries ROLE_QUERY PeopleTools, Security, Run queries about arole.
Permissions & Roles, Roles,
Role Queries

Audit ROLE_AUDIT PeopleTools, Security, View when a permission list
Permissions & Roles, Roles,| was last updated.
Audit

Assigning Permissions to Roles

Access the Permission Lists page (select PeopleTools, Security, Permissions and Roles, Roles and click the
Permission Lists tab).

€I} Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Name:  Employee
Description: Employee

Permission Lists Customize | Find | View AlJ B0 B8 First Bl 1.2 or2 B Last

[Permission List  |Descripion =~~~ |ViewDefinition | |

PTPT1000 Q. PeopleSoft User View Definition (=]
PSWDEXFR QL Password Expired View Definition (=]

Roles - Permission Lists page

To add new permission liststo arole, add more rows. Remember that a user's accessis determined by the
sum of al the permission lists applied to each role to which the user belongs. For instance, suppose you add
permission list X and permission list Y to arole. Permission list X has asign-on time of 8 am. to 5 p.m. and
permission list Y hasasign-on time of 1 p.m. to 9 p.m. In this scenario, the users assigned to thisrole can
sign in to the system from 8 am. to 9 p.m. Always be aware of the contents of each permission list before
adding itto arole.

View Definition Click to open the permission list definition, where you can view the options
in the permission to ascertain whether it is suitable for a particular role.
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Displaying Static Role Members

Access the Members page (select PeopleTools, Security, Permissions & Roles, Roles and click the Members

tab).

General Permission Lists

Role Name:  Employee

Members Dynamic Members Worlkflow Role Grant Links Role Gueries Audit

Description: Employee

User ID:

Members Customize | Find | View A1 B0 88 First T 140 083 D Last
User ID Hame View Definition
FTEMPL Employee View Definition
QEBLLKOP Faor Bulk operation testing Wiew Definition
QELOCALE For Bulk operation testing Wiew Definition
QEMVSUA QEMVSUA Wiew Definition
QEMVSUZ QEMVSUZ Wiew Definition
QEMVSUZ QEMVSUZ Wiew Definition
QEMVSU4 QEMVSU4 Wiew Definition
QEMVSUS QEMVSUS Wiew Definition
QEMVSUG QEMVSUG Wiew Definition
QEMVSUT QEMVSUT Wiew Definition

Roles - Members page

If your database contains more than 1000 role members, this pageinitially retrieves only the first 1000. You
can view the other chunks of 12000 members one chunk at atime, either by searching for auser ID or by using
the navigation buttons above the Members grid. The navigation buttons enable you to display the first chunk,
the previous chunk, the next chunk, or the last chunk.

User ID

Search

View Definition

Enter part or all of arole member user 1D for which to search.

Click to search through the role members for the first chunk of rows that
contains the user ID you entered.

Click to view the user ID of the role member to ensure that you selected the
appropriate definition for inclusion in the role.

Displaying Dynamic Role Members

Access the Dynamic Members page (select PeopleTools, Security, Permissions & Roles, Roles and click the

Dynamic Members tab).
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General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Fole Mame:  Employee

Description: Emplayee

] Query Rule Enabled [[]PeopleCode Rule Enabled []birectory Rule Enabled Assign Directory Rule
Delete Members | Test Rule(s) | Execute on Server: QL Execute Rule(s) | Refresh | Erocess Monitar

Service Manitar
User ID:

- ]
Dynamic Members customize | Find | View A1 ] B 88 First Bl 4 or 4 B Last

lserw  [peseripon == |ViewDefinion

Wiew Definition

Roles - Dynamic Members page

Use this page to set the rule to invoke to assign roles. A dynamic role rule is defined or coded in PeopleSoft
Query, PeopleCode, or your Lightweight Directory Access Protocol (LDAP) directory. A rule can use a
combination of PeopleSoft Query and PeopleCode, or PeopleSoft Query and LDAP. For therule to
successfully assign arole to the appropriate users, you must select the rule type you have in place for a
particular role and then specify the object that contains the rule you coded.

Note. Y ou must define your role rules before you apply the options on this page. If you change the name of
the rule, add anew rule, and so on, save all changes before you run the rule.

If your database contains more than 1000 dynamic role members, this page initialy retrieves only the first
1000. Y ou can view the other chunks of 1000 dynamic members one chunk at atime, either by searching for
auser ID or by using the navigation buttons above the Dynamic Members grid. The navigation buttons enable
you to display the first chunk, the previous chunk, the next chunk, or the last chunk.

User ID Enter part or all of arole member user 1D for which to search.

Search Click to search through the role members for the first chunk of rows that
contains the user 1D you entered.

View Definition Click to view the user ID of the role member to ensure that you have
selected the appropriate definition for inclusion in therole.

Query Rule Enabled Select if you defined your rule with PeopleSoft Query. The Query Rule
group box appears below the Rules group box. Use the Query drop-down
list box to select the query that contains your rolerule.

PeopleCode Rule Enabled Select if your rule is a PeopleCode program. The PeopleCode Rule group

box appears. Specify the record, field, event, and function associated with
your PeopleCoderole rule.
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Directory Rule Enabled

Execute on Server

Execute Rule (s)

Refresh

Pr ocess M onitor

Service M onitor

Setting Up Roles

Select if your role ruleis based on information in your directory server.
With adirectory-based rule, you must assign directory groups. The
PeopleCode Rule group box appears because directory rules are
implemented using the DynRoleM embers PeopleCode program. This
program uses the Directory businessinterlink to retrieve user and group
information from the directory. To view the program, open the
FUNCLIB_LDAP record in PeopleSoft Application Designer. Click Assign
Directory Groups to select a particular directory group that existsin your
LDAP server hierarchy. For example, if your directory server is grouped by
geographic region, then your rule could assign a new self-serviceroleto al
users in the North America group. Use the Directory Group drop-down list
box to select the appropriate directory group value. The values are derived
from the LDAP data that you import using the Directory Group Import
process.

Select the appropriate PeopleSoft Process Scheduler server to run the rule.

The Execute Dynamic Role Rules button on this page launches the
DYNROLE_PUBL application engine program which executes the rule(s).
The application engine program runs through PeopleSoft Process
Scheduler.

After the DYNROLE_PUBL application engine program runsthe rule, it
publishes a message, ROLESYNCHEXT_MSG, that contains alist of users
intherole.

Note. The successful completion of the dynamic roles program does not
ensure that your roles were updated; the associated message must also be
published successfully.

Use the Process Monitor link on the page to view the status of the
application engine program. Use the Service Monitor link on the page to
view the status of the message publication.

Y ou can also execute dynamic role rules for all roles and users.

See Chapter 4, "Setting Up Roles," Executing Dynamic Role Rules, page
85.

After you run arule, click to repopulate the grid with updated information.

Click to view the status of the DY NROLE_PUBL application engine
program in the Process Scheduler Monitor.

After the DYNROLE PUBL application engine program runs, it publishes
amessage, ROLESYNCHEXT_MSG, that contains alist of usersin the
role.

Click the link access the Service Operations Monitor and to view the
publication status of the ROLESYNCHEXT_MSG message.

Note. To clear all dynamic users from therole, run the delivered NO_USERS query.
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Query Rule Example

This section describes the process of creating a PeopleSoft Query rule that assigns dynamic role membership.
This example should also help to illustrate similar techniques that you would use for a PeopleCode or LDAP
rule.

Note. This example assumes a working knowledge of PeopleSoft Query.

In this example, you need to find all users who currently have job code KC012 (Human Resource Analyst)
and add them to the appropriate role.

To create thisrule:
1. Createaview.
2. Createthe query.

3. Runthedynamic rule.

Note. The Dynamic Role functionality is not designed to resolve bind variables. When you select a query
with abind variable as a dynamic role rule, the system issues an error. Do not use queries with bind variables
asaquery rule for dynamic roles. Many of the delivered queries are intended to be used with PeopleSoft
Workflow, and many of them contain bind variables. These queries are not designed to work as role rules, but
you can modify them to do so.

Note. To create arole query based on PSOPRALIAS and avoid issues with row-level security, use
PSOPRALIAS VW instead. Y ou must manually synchronize this view with PSOPRALIAS.

Note. If the query returns duplicate user IDs, dynamic roles will fail on the insert into PSROLEUSER and
may have mixed results. Y ou should add a DISTINCT clause to your query rolerule to return unique I Ds,
especialy when your query involves thousands of user IDs.

This example shows a possible view definition for the examplerolerule:

Num| Field Hame | Type | Key| [In:lr| Dir |Eurq Sl-::H List| 5_1,-3|A.udl1 Default |
|1 |EMPLID Char  |Fey fatls Mo Mo Mo
| 2 |EMPL_RCD Mbr Fep Ago Mo |[Mo |Mo
| 3 |EFFDT Date ke Desc Mo Mo Mo Fdate
| 4 |EFFSEQ M br ey bc Mo |[Mo |Mo
| 5 |OFRID Char Mo |[Mo  |Mo

Example of dynamic role rule, SQL view

The associated SQL object is:

Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved.



Chapter 4 Setting Up Roles

£ OPRID_JOB_YW.2 (SOL Definition) M=1E3

defaul] K

SELECT EB.EMPLID
,E.EMPL_ECD
,E.EFFDT
,B.EFFSEQ
,&.OPRID
FROM PSOPRALIAS A
, P53 _TO0E B
WHERE A.EMPLID=E.EMPLID

[
|

Dynamic role rule, SQL definition

Note. The OPRID field must not be a key in this view because PeopleTools appends AND OPRID =
"<CURRENT_USER_ID>" in PeopleSoft Query Manager. This action occurs if you use the record
OPRALIAS directly in the query.

The SQL is:

Records Query Expressions Prompts Fields Criteria Hawving . f"-inﬂui.'” Run

Query Hame: PSOPRALIAS_ORY Description:

Query SOL:

SELECT A.OPRID, A EMPLID
FROM PSOFRALIAS A
YWHERE A.OFRID = 'PS

Query view SQL

After you create the view, add it to the appropriate query tree. In this case, you add the new view to the
QUERY_ TREE_HR:
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Query Access Manager

Effective Date; 01011900 Status: Active Walid Tree
Tree Name: QUERY_TREE_HR Human Resources Access Group
Save Draft| ESave| Save As Close Tree Definition Display Options Print Format

HRE ACCESS GROLUP = SECURITY VIEWS
Expand Al Find it=t Page 35 of 1929

l’_ﬁ HRE ACCESS GROUP - Human Resources Access Group
B SECURITY VIEWS. Secuniy views 1+ He B £ B X
- E 0PRID_J0B_Wy - Useridob View
EMPLMT_SRCH_GBL - Employvee Search - Global
_ FERS_SRCH_GBL - Search - All Pers wi an ERM
HRE_EMFLOYEE_BRA -
EMPLOYEE REGISTREY BR -
TEMPLATE DATA -
MILITARY PROCESSIMG - Militar Rank Processing
MASS LIPDATE - Mass Update Archive Tahles

Adding the view to a query tree

After you create the view, you create a query. In this example, the properties assigned to the query enableit to

assign arole to users who currently have the job code K03002, Human Resource Analyst. This example
shows the query properties:
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" Records Query " Expressions | Prompts | Fields = Criteria | Hawing | ViewSQL | Run |

Query Mame: ROLEMEMBERS_JOBCODE_KO3002 Description:

Click falder next to record to show fields. Check fields to add to query. Uncheck fields to remove fram gquery. Add So

additional recards by clicking the records tab. When finished click the fields tab.

Chosen Records

Alias Record
= » OFRID_JIOB_WAY - Llserfdah Wiew Hierarchy Jain El
~ CheckAll |  UncheckAl

B= EMPLID- EmpliD T
[] &= EMPL_RCD-Empl Record A
[] B EFFDT- Effective Date T
[ E= EFF3EQ- Effective Sequence T
OPRID - User ID h 4

B JOB- EE Job Histary Hierarchy Jain  [=]

Z EMPLMT_SRCH_GBL - Employee Search - Global Hierarchy Jain =]

| Expand Al Records | | Collapse Al Records |

Example of Query page

The query contains the following criteria:

" Records ~ Query  Expressions | Prompts | Fields Having | ViewSOL | Run

Query Name: ROLEMEMBERE_JOBCODE_KO3002 Description:

| Add Criteria | | Group Criteria | | Reorder Criteria |

Omize Last
Logical Expression1 Condition Type Expression 2 Edit Delete
AEFFDT - Effective Date Eff Date == Current Date (EfSeq = Last) | Edit | =
AND v | AEMPLID - EmpliD egual to B.EMPLID - EmpliD | Edit | =
AMD w [ AEMPL_RCD - Empl Record equal to B.EMPL_RCD - Empl Record | Edit | =]
#.EFFSEQ - Effective Sequence equal to B.EFFSEG - Effective Sequence | Edit | [=]
B.EFFDT - Effective Date Eff Date == Current Date (EffSeq = Last | Edit =l
B.JOBCODE - Joh Cade equal to KO2002 CEdit =]
AND ~/| B.EEMPLID - EmpliD erual to . EMPLID - EmpllD [ Edit | =]
ARD * | BEMPL_RCD- Empl Recard equal to Z.EMPL_RCD - Empl Record | Edit | El
Example of Criteria page
The SQL for the query is:
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Records Query Expressions Prompts Fields Criteria Having % Run
Query Name: ROLEMEMEERS_JOBCODE_KO3002 Description:
Querny S0L:

SELECT AEMFLID, AQOFRID

FROM { PS_OPRID_JOB_WW A INMER JOIM PS_EMPLOYEES A1 ON (A EMPLID = A1 EMPLID AND AEMPL_RCD = A1 EMPL_RCD ), {
FS_J0OB B INMER JOIM PS_EMPLMT_SRCH_QRY B1 OM (B.EMPLID = B1.EMFLID AMD BEMFL_RCD=B1.EMPL_RCD AMD B1.0OPRID =
FE')), PS_EMPLMT_SRCH_GBL <

WHERE C.OPRID = 'F5*

HCDPALL
AMND {
(SELECT MAX(A_ED.EFFDT) FROM PS_OPRIC_JOB_WW A_ED

WHERE AEMPLID = &_ED.EMPLID
AMD AEMPL_RCD = A_ED.EMPL_RCD
AMD &_ED EFFDT == SYSDATE)
AMND AEFFSEG =
(SELECT MAX(A_ES EFFSEQ) FROM PS_OPRID_JOB_WW 4_ES
WHERE A.EMPLID = A_ES.EMPLID
AMD & EMPL_RCD = &_ES EMPL_RCD
AMD A.EFFDT = A_ES.EFFDT)
AMD AEMPLID = B.EMPLID
AMND AEMPL_RCD = B.EMPL_RCD
AMD AEFFSEG = BEFFSEQ
AMND BEFFDT =
{SELECT MAX(B_ED.EFFDT) FROM PS_JOB B_ED
WHERE B.EMPLID = B_ED EMPLID
AMD BLEMPL_RCD = B_ED.EMPL_RCD
AMD B_ED.EFFOT == SYSDATE)
AMND BEFFSEQ =
(SELECT MAX(B_ES EFFSEQ) FROM PS_JOB B_ES
WHERE B.EMPLID = B_ES.EMPLID
AMD B.EMPL_RCD = B_ESEMPL_RCD
AMD B.EFFDT = B_ES.EFFDT)
AND BJOBCODE = K03002'
AMD BEMPLID = ¢ EMPLID
AMD BEEMPL_RCD = C.EMPL_RCD)

Query SQL

Because the view does not have OPRID as akey, the resulting SQL does not contain the extraline AND
B. OPRID = PS.

Note. When you save a query used for adynamic role query, you should specify that it isarole query.

With the view and the query created, you then set up the query rule on the Roles - Dynamic Members page.
Select Query Rule Enabled and select the query in the Query field.

After enabling the query rule, test the rule to make sure the system assigns the appropriate roles to the
appropriate users. To populate the role membership table, click Execute Rule.

Setting User Routing Options

Access the Workflow page (select PeopleTools, Security, Permissions and Roles, Roles and click the
Workflow tab).
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[ I

I I | worktow [IRGIEGHAL|

Role Name:  Employee

Description: Employes

[ ] Allow notification
L] Allow Recipient Lookup

Workflow Routing Options

[Juse Query to Route Workflow

Roles - Workflow page

Allow notification

Allow Recipient L ookup

Use Query to Route
Workflow

Select to enable PeopleSoft Workflow notification. Users can notify others
of data on a PeopleSoft page through email or worklists.

When components are designed, developers can enable the Notify toolbar
on the Component Properties dialog box in PeopleSoft Application
Designer. If thisoption is set for a particular component, then this check
box enables security administrators to enable the Notify feature per role.

Select to enable role users to browse the database for the email addresses of
other usersin the PeopleSoft system, such as vendors, customers,
employees, salesleads, and so on. This check box is available only if the
Allow notification check box is selected.

Select to determine workflow routings by aworkflow query. Thisvalue
depends on your workflow scheme.

Decentralizing Role Administration

Y ou use the Role Grant page to assign limited security administration capability to specified users. You
designate them as remote security administrators by defining roles that they can grant to other users. Because
the settings on this page are part of the implementation of distributed user profiles, the page is documented
along with the Distributed User Profiles component.

See Chapter 5, "Administering User Profiles,” Implementing Distributed User Profiles, page 120.

Displaying Additional Links

Accessthe Links page (select PeopleTools, Security, Permissions & Roles, Roles and click the Links tab).
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General Permission Lists Members Dynamic Members Worlkflow Role Grant Links

Role Name:  Employee
Description: Employees

Uze the links below to navigate to other security settings for thiz object.

Customize | Find | View Al | B0 B First Bl 4 0r1 B Last

Edit
Archiving Security Edit

Roles - Links page

Use this page to access links to other pages within your PeopleSoft system. For example, perhaps a
PeopleSoft application requires a specific security setting to be associated with arole. If this application-
specific setting appears on a page not in PeopleTools Security, add alink to the application page so that
anyone updating the role can easily navigate to the page.

Note. The Links page is read-only. Y ou create the inventory of links to pages that exist outside of
Peopl€eTools Security by using the Security Links component.

If you have added any links for roles in the Security Links component, they appear on the Links page.
See Also

Chapter 1, "Getting Started with Security Administration,” Administering Security from Applications, page 9

Running Role Queries

Access the Links page (select PeopleTools, Security, Permissions & Roles, Roles and click the Role Queries
tab).
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General Permission Lists Members Dynamic Members Worldlow Role Grant Links Role Queries
Role Name:  Employee
Description: Emplovee

Role Specific Quenes

Ruole's UserlDs
Which User IDs are assigned to this Rale - including bath static and dvnamic?)

Fole's Permission Lists
(To which Permission Lists does this Rale belong?)

Role's Page Access
Which pages can this Role access?)

Role's Content Reference Access
Which access to Content References has been granted for this Role?)

Role's Content Reference (includes Portal) Access
Which access to Content References (includes Portal) has been granted for this Role?)

Role's Content Reference (includes Menu, Component and Market) Access
Which access to Content References (includes Menu, Companent and Market) has been granted for this Rale?)

Fuole's Content Reference (includes Portal. Menu, Component and Market! Access

Which access to Content References (includes Portal, Menu, Component and Market) has been granted for this
Rale?)

Role's Web Service Operation Access
Which access to Web Service Operations has been granted for this Role?)

Roles - Role Queries page

Userole queries to provide detailed information about arole, such as the user IDs and permission lists
associated with the role. The available queries are documented on the Role Queries page.

Torun arole query:
1. Click thelink associated with the query that you want to run.
This action invokes a new browser window.

2. View the information the query returns or click a download results link.

Note. The size of the file appears in parentheses next to the download options.

The download options are:
+ Microsoft Excel spreadsheet

Downloads the query results as a Microsoft Excel spreadsheet (.xIs) file.
« CSVtextfile

Downloads the query results as a comma-separated values (.csv) file.
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Viewing When a Role Was Last Updated

Access the Audit page (select PeopleTools, Security, Permissions & Roles, Roles and click the Audit tab).

af I I I | Lnks | | it |

Role Name:  Employee

Cescription: Employee
Audit Information
Last Update User ID; QEDMOD
Last Update DateTime: 05/05/2009 8:33:22AM

Roles - Audit page
View when arole was last updated and by whom. Y ou can also view who has made changes to security tables
by using the Database Level Auditing feature.

See Also

PeopleTools 8.51 PeopleBook: Data Management, "Employing Database Level Auditing," Understanding
Database Level Auditing

Creating a NEWUSER Role

84

When a new user enters the system and you have implemented dynamic role rules, the user does not belong to
any roles until your role rules execute. When you enter a new user into the system, the user has access only to
the public pages you authorize for the NEWUSER role. When the dynamic role rules execute, the new user
becomes a member of the roles that apply based on the user's employee position.

Note. The NEWUSER role is not a PeopleSoft-delivered role. Y ou can name the role to suit your
requirements.

To implement aNEWUSER role:
1. Create your NEWUSER role.
2. Add permission liststo the role so that members of this role have access to the pages that are appropriate

for all userswithin the system, like My Profile and any other areas that are not a threat to your system
Ssecurity.
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. Apply the appropriate roles.

If you use dynamic role assignment, then wait until the batch program runs; if you use static role
assignment, then you must wait until an administrator manually applies the appropriate roles.

If the role rules run only one once in a 24-hour period, new employees may not have access to the system
until the next day. If the rules run more frequently, they may have access within a couple of hours. If a
new user cannot wait until the next run of the dynamic role rule, you can use one of the following options:

Add required pages to one of the permission lists used by the NEWUSER role.

Reduce the time between the dynamic rule executions.

Note. Reducing the execution interval of the dynamic rules may affect performance, depending on how
the rules are implemented.

Add a Signon PeopleCode script that detects that the user needs access to a certain role.

To do this, run aquery against LDAP, the database, or the location where the information resides. Use the
User Profile component interface to add the appropriate roles to the user, according to the query results.

Executing Dynamic Role Rules

This section discusses how to:

Execute dynamic role rules for arole.
Execute dynamic role rules for auser profile.

Execute dynamic role rules for all roles and user profiles.

Understanding Executing Dynamic Role Rules

Y ou can execute dynamic role rulesin the three modes. Y ou can execute dynamic role rules by:

Role.
User profile.

All roles and user profiles.

Roles rules are executed by the DY NROLE_PUBL application engine program that runs through PeopleSoft
Process Scheduler. After the program runs, it publishes a message, ROLESYNCHEXT_MSG, that contains a
list of users and rolesfor the rule. The application engine program does not update any tables; the message
(subscription PeopleCode) performs the actual database updates.

Note. The successful completion of the dynamic roles program does not ensure that the roles were updated;
the associated message must aso be published successfully.
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Each page that you can use to execute dynamic role rules features a link to the Process Scheduler Monitor
where you can monitor the status of application engine program processing. In addition, each page features a
link to the Service Operations Monitor where you can view details of the ROLESY NCHEXT_M SG message
publication of usersand rolesfor therule.

Executing Dynamic Role Rules for a Role

To execute adynamic role rule for asingle role use the Roles-Dynamic Members page

(ROLE_DYNMEMBER). To access the Roles-Dynamic Members page, select PeopleTools, Security,
Permissions & Roles, Roles and click the Dynamic Members tab.

Click the Execute Rule(s) button on the page to execute the role rule(s). The Execute Rule(s) button on this
page launches the DY NROLE_PUBL application engine program which executes the rule(s).

See Chapter 4, "Setting Up Roles," Displaying Dynamic Role Members, page 73.

Executing Dynamic Role Rules for a User Profile

To execute adynamic role rule for asingle user profile use the User Profile — Roles page (USER_ROLES).
To access the User Profile — Roles page, select PeopleTools, Security, User Profiles and click the Roles tab.

Click the Execute Rule(s) button on the page to execute the role rule(s). The Execute Rule(s) button on this
page launches the DY NROLE_PUBL application engine program which executes the rule(s).

See Chapter 5, "Administering User Profiles," Setting Roles, page 104.

Executing Dynamic Role Rules for All Roles and Users Profiles

86

To execute adynamic rolerule for all roles and user profiles use the Dynamic Role Rules page
(ROLEDYNLAUNCH). To access the page select PeopleTools, Security, Permissions & Roles, Execute Role
Rules. The following example shows the page:

Dynamic Role Rules

Server Name: Q

Execute Dynamic Role Rules |

Process Monitor

Message Monitor

Use the Dynamic Role Rules page to execute role rules for all roles and user profiles.

The Dynamic Role Rules page features the following page controls:
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Server Name Enter the name of the process scheduler server to run the rule(s).

Execute Dynamic Role Rules The Execute Dynamic Role Rules button on this page launches the
DYNROLE_PUBL application engine program which executes the rule(s).
The application engine program runs through PeopleSoft Process
Scheduler.

After the DYNROLE_PUBL application engine program runsthe rule, it
publishes a message, ROLESYNCHEXT_MSG, that contains alist of users
intherole.

Note. The successful completion of the dynamic roles program does not
ensure that your roles were updated; the associated message must also be
published successfully.

Use the Process Monitor link on the page to view the status of the
application engine program. Use the Service Monitor link on the page to
view the status of the message publication.

Process M onitor Click to view the status of the DY NROLE_PUBL application engine
program in the Process Scheduler Monitor.

Service Monitor Click thelink to check the status of the publication of the
ROLESYNCHEXT_MSG message in the Service Operations Monitor.

Using the PeopleSoft Administrator Role

The PeopleSoft Administrator role gives full access to all menus and pagesin the PSAUTHITEM table.

The PeopleSoft Administrator role cannot be viewed, edited, modified, or cloned becauseit is not defined as
other roles are defined. The PeopleSoft Administrator role is hard-coded into every application. You will not
find thisrole if you search for it in the roles component.

Note. The PeopleSoft Administrator role does not have access to data. Data security is granted through the
Primary and Row level permission lists assigned directly to a user profile.
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Administering User Profiles

This chapter provides an overview of user profiles and discusses how to:

»  Set up access profiles.

»  Set up user profile types.

»  Work with user profiles.

» Specify user profile attributes.

»  Work with passwords.

» Implement distributed user profiles.

» Transfer users between databases.

» Track user signinand sign out activity.
» Purgeinactive user profiles.

« Preserve historical data.

Understanding User Profiles

User profiles define individual PeopleSoft users. Y ou define user profiles and then link them to one or more
roles. Typicaly, auser profile must be linked to at least one role to be a usable profile. The majority of values
that make up a user profile are inherited from the linked roles.

Note. A user profile may have no roles; for example, a user who is not alowed access to the PeopleSoft
application. Y ou still want workflow-generated email sent to the user.

Y ou define user profiles by entering the appropriate values on the user profile pages. The user profile contains
values that are specific to a user, such as a user password, an email address, an employee ID, and so on.

The user ID and description appear at the top of each page to help you recall which user profile you are
viewing or modifying as you move through the pages.
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Setting Up Access Profiles

This section provides an overview of access profiles and discusses how to:

» Usethe Access Profiles dialog box.
»  Set access profile properties.

«  Work with access profiles.

Understanding Access Profiles

Every user profile must be assigned to an access profile, by way of a Symbolic ID. The Access ID consists of
arelational database management system (RDBMS) ID and a password. Access profiles provide the
necessary |Ds and passwords for the database logon operations that occur in the background. Access IDs are
used:

« When an application server initializes and connects to a PeopleSoft database.
»  When adeveloper or power user signsin to the PeopleSoft database directly (two-tier).
«  When batch programs connect to the database.

Users signing in to the system through PeopleSoft Pure Internet Architecture take advantage of the Access ID
that the application server used for connecting to the database.

Access profiles enable you to minimize the number of users who need to know system administrator
passwords. In fact, only one person needs to know these passwords. That person can create the required
access profiles—by providing the necessary passwords when prompted—and all other security administrators
can assign users to the predefined access profiles. The Access ID and password are encrypted in the database
in the PSACCESSPRFL table.

Before you begin creating your user profiles, roles, and permission lists, you need to set up your access
profilesin the database. Ultimately, the access profile is the profile that your users use to connect to your
PeopleSoft database. Without being associated with an access profile, users cannot sign in, even with atest
ID. Thisassociation is by way of the symbolic ID, whichisaproxy ID for the Access ID and Access
password.

The ID that you use must be defined at the RDBMS level asavalid RDBMS ID. Y ou do not use Peopl eSoft
or PeopleTools software to create an RDBMS ID; create it using the utilities and procedures defined by your
RDBMS platform. After you create the RDBMS ID, use the PeopleTools access profiles utility to link your
RDBMS D to the access profile. This profile is created when you first install your database.

Using the Access Profiles Dialog Box

Access the Access Profiles dialog box in Application Designer (Tools, Miscellaneous Definitions, Access
Profiles).
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Access Profiles

button to add an accesz profile:

Accesz Profiles:

Select an Access Profile to edit -
or delete. Click the New...

23] Mew. . |
Edit |
Delete |

K|

Access Profiles dialog box

Close
New
Edit

Delete

Click to exit this dialog box.

Click to create a new access profile definition.

Click to edit an access profile definition.

Click to delete an access profile definition.

Setting Access Profile Properties

Administering User Profiles

When you create or modify an Access Profile using the Access Profiles dialog, you need to understand the
properties that comprise an access profile. After reading this section, you will be familiar with these

properties.

Access the Add Access Profile dialog box (click the New button in the Access Profiles dialog box).

Add Access Profile

Enter the access profile information:

]|

Symbalic 1D |

Cancel |

Accesz Profile [D:

Access Pazsword: I

Confirm Pazsward:

Add Access Profile dialog box
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Symbolic ID

Access Profile I D

Access Password

Chapter 5

Enter the Symbolic ID that is used to retrieve the encrypted ACCESSID
and ACCESSPSWD from PSACCESSPRFL. For your initial installation,
set it equal to the database name.

Enter the Access Profile ID, which must be avalid RDBMS ID with system
administrator privileges and must match the associated RDBMS ID. The
system assumes that the RDBMS ID that you enter is the same as the
Access Profile ID.

The Access Profile ID must be adifferent logon ID than the User ID. Logic
within PeopleTools ensures that if Access D = User ID, then PeopleTools
does not log off and log on again, nor does the system issue a SET
CURRENT SQLID ="owner ID'.

Note. In DB2 terminology, Access ID isaprimary ID and Owner ID isa
secondary Auth ID. If the Access ID does not equal the Owner 1D, then
secondary authorization security existsin DB2 toissuea SET CURRENT
SQLID command. DB2 will qualify tables (required) with the Owner 1D
provided by SET CURRENT SQLID statements issued by the PeopleSoft
software. If the Access ID equals the Owner 1D, then the secondary
authorization exits are not required. DB2 will qualify the table name with
the Access ID.

Enter the password associated with your RDBMS ID/Access Profile ID,
which is the password that the Access ID usesto sign in to the database.

Working with Access Profiles

92

This section discusses how to create a new Access Profile definition, change an Access Profile password, and
delete an Access Profile in the PeopleSoft system.

To create a new Access Profile definition:

1. In PeopleSoft Application Designer, select Tools, Miscellaneous Definitions, Access Profiles.

The Access Profiles dialog box appears.

2. Click New.

The Add Access Profile dialog box appears.

This dialog box prompts you for the Symbolic 1D, name, and password of the new access profile.

3. Enter aSymbolic ID.

The Symbolic ID isused as the key to retrieve the encrypted ACCESSID and ACCESSPSWD from

PSACCESSPRFL.

4. Enter an Access Profile ID.

ThisID must be avalid RDBMS ID with system administrator privileges.
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5. Enter and confirm a password.

The access password is the password string for the RDBMS ID/Access Profile ID. The Confirm Password
field isrequired, and its value must match that of the Access Password field.

6. Click OK.

Note. Y ou should use only one Access ID for your system. Some RDBM Ss do not permit more than one
database table owner. If you create more than one Access ID, additional steps may be required to ensure that
this ID has the correct rights to all PeopleSoft system tables.

To change an Access Profile password:

1. InApplication Designer, select Tools, Miscellaneous Definitions, Access Profiles.
The Access Profiles dialog box appears.

2. Inthe Access Profiles: list, highlight the profile that you want to modify, and click Edit.
The Change Access Profile dialog box appears.

This dialog box prompts you for the old password, the new password, and then a confirmation of the new
password for the access profile.

3. Enter and confirm the new password.

The access password is the password string for the ID. The Confirm Password field is required, and its
value must match that of the Access Password field.

4. Click OK.

To delete an Access Profile:

1. Select Tools, Miscellaneous Definitions, Access Profiles.
The Access Profiles dialog box appears.

2. Highlight the access profile that you want to remove, and click Delete.
Y ou are prompted to confirm the deletion.

Click Yesat the prompt dialog box if you want to delete the selected access profile.

Important! Make sure you don't delete the only available Access ID or you will not be able to log on to
PeopleSoft software in any capacity.

Setti

ng Up User Profile Types

This section provides an overview of user profile types and discusses how to define user profile types.
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Understanding User Profile Types

When deploying your applications to the internet, you potentially can generate thousands of different user
profiles. In some situations, you may need to aggregate your user profiles by category. For example, 1D types
enable you to use employee ID numbers that begin at 1 aswell as customer ID numbers that begin at 1.

User profile types also provide away to link user profiles with data stored in application-specific records.
PeopleSoft applications primarily need this link for self-service transactions. For example, you want
employeesto see only their own benefits, or you want customers to view and pay only their own bills.
Customer ID, Employee ID, and so on are the keys for the application data. User profile types enable the
system to find the correct ID based on the user profile. The system needs the val ue because personal data and
vendor contact data may have the same key field. Because personal data and vendor contact dataresidesin
different records, no edit exists that will prevent the two records from having the same key.

Thistable lists the profile types that PeopleSoft delivers:

ID Type Description
BID Bidder

CNT Customer Contact
CsT Customer

EJA External Job Applicant
EMP Employee

NON None

ORG Organization ID

PER Person (CRM)

VND Vendor

PTN Partner
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Page Name Definition Name

Navigation

Usage

User Profile Types PSOPRALIASTY PE

PeopleTools, Security,
Security Objects, User
Profile Types

Define user profile types.

Defining User Profile Types

Access the User Profile Types page (PeopleT ools, Security, Security Objects, User Profile Types).

User Profile Types
ID Type: CNT [JEnabled?
*Description: |Cu stomer Contact

Long Description:

*Sequence number: 3

Customer Contact

Field Information Customize | Find | View A1 B0 3 First Bl 4.2 or 2 Il Last
*Field Hame *Record (Table) Hame Description Fieldname

1 |SETID C, |SETID_TBL C, |DESCR aQ =]

2 [CONTACT_ID @, |[CONTACT Q. [NAME1 Q [=]

User Profile Types page

ID Type

Description

Displays the abbreviated form of the profile type name.

Enter aname for the profile type that is no more than 30 characters. This

value appears on the ID page in the User Profiles component.

Enabled?

Select this check box to enable a profile type. When selected, you can

assign the profile type to user profiles. When deselected, the profile type
does not appear in the Profile Type drop-down list box on the User Profile -

ID page.

Note. Do not enable the ID type until the fields and tablesin the Field
Information section are defined and built using Application Designer.
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Sequence Number The SetUser Descr () function uses this value.

After you assign one or more ID types on the User Profiles - 1D page, click
the Set Description link and the SetUser Descr () function automatically
retrieves the value of the recordfield that you reference in the Edit Table
and Description Fieldname fields on the User Profile Types page. If you
assign multiple ID types, the sequence number determines which user
profile type to use. The function looks to the user profile type with the
lowest sequence number and checks for the presence of avaluein the
description field. If no value exists, the function moves to the next higher
sequence number. For example, if you assign a user both the Employee (seq
no 1) and Customer Contact (seq no 3) 1D types, then the function first
looks to the Employee user profile type and retrieves the value in the
PERSONAL_DATA.NAME field. If the PERSONAL_DATA.NAME field
contains no value, the function looks to the Customer Contact ID type and
retrieves the value from the CONTACT.NAMEL field.

Note. For user types that list multiple fields, the system uses the
Description Fieldname of the last field in the field list. For example, the
Customer Contact user profile type liststwo fields: SETID and
CONTACT_ID. The set user description function uses the Description
Fieldname CONTACT.NAMELX corresponding to the last field,

CONTACT_ID.

Long Description Enter details about a profile type. The maximum length of thisfield is 250
characters.

Field Information The fields that you select enable the User Profiles component to prompt for

an ID value when you select atype on the ID page. For example, if the user
selects the Employee 1D type from the User Profiles - 1D page, the system
must know the table that contains the valid ID values to display to the user
when the user clicks the prompt button. The Edit Table column specifies
the record, and the Field Name column specifies the field. Y ou can specify
multiplefieldsif the ID has multiple keys, asisthe case of the Customer
user profile type where the keys for customer information are SETID and
CUST_ID.

Working With User Profiles

This section discusses how to:
» Create anew user profile.
» Copy auser profile.

« Deleteauser profile.

» Bypasstables during the Delete User Profile process.
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Creating a New User Profile
To create anew user profile:
1. Select PeopleTools, Security, User Profiles, User Profiles to access the Find Existing Values page.
2. Click Add aNew Value.
3. Onthe Add aNew Vaue page, enter the new user ID inthe User ID field and click Add.

The user ID can contain up to 30 characters. The name that you specify cannot contain white space or any
of the following characters:

&, <>\ /[ " [1 ()
Also, you cannot create a user ID named PPLSOFT; thisuser ID is reserved for use within PeopleTools.

4. Specify the appropriate values from the pagesin the User Profiles component (USERMAINT), and click
Save.

Copying a User Profile
To copy auser profile:

1. Select PeopleTools, Security, User Profiles, Copy User Profiles to access the Find an Existing Vaue
search page.

2. Select the user 1D that you want to copy.

3. Onthe User Profile Save As page, enter the new user 1D, adescription, and the password that the new
user ID should use to sign in to the system.

Note. If Copy ID Type Information is not selected, the system does not save the EMPLID value to the
PSOPRDEFN table.

Deleting a User Profile
To delete auser profile:
1. Select PeopleTooals, Security, User Profiles, Delete User Profilesto access the Delete User Profile page.
2. Make sure that you have selected the correct user profile.

3. Click Delete User Profile to remove information related to this particular user profile that appearsin every
PeopleTools and application data table in which the OPRID field isakey field.

Note. Query the PS TBLSELECTION_VW view to list the tables in which the OPRID field isakey
field.

To prevent user information in a specific table from being deleted, you can designate tables that the delete
user process bypasses.
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See Also

Chapter 5

Chapter 1, "Getting Started with Security Administration," Component I nterfaces, page 5

Bypassing Tables During the Delete User Profile Process

Access the Bypass Tables page (PeopleToals, Security, Security Objects, Tablesto Skip).

Bypass Tables

Bypass these tables during User Profile Customize | Find | 20 88 First K0 4 of 1 T Last

Deletion

l_ Record (Table) Hame Record Description l_l_
[=]

Bypass Tables page

When you delete a user profile and its related information, you might not want to delete tables that contain
rows of user profile data. For instances such as these, you can specify the tables for the delete process to skip.

To bypass tables during the Delete User Profile process:

1. Click the prompt button to select the record name to skip.

2.
3.

Note. The prompt displays only records that contain the OPRID field as akey field. The view behind this

prompt isthe PS TBLSELECTION_VW.

Insert additional rows for other table names, as necessary.

Click the Save button.

See Also

Chapter 5, "Administering User Profiles," Preserving Historical User Profile Data, page 127

Specifying User Profile Attributes

98

This section discusses how to:

Set general user profile attributes.
Set ID type and attribute value.
Set roles.

Specify workflow settings.
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View when a user profile was last updated.

Display additional links.

Run user 1D queries.

Pages Used to Specify User Profile Attributes

Setting General User Profile Attributes
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Page Name Definition Name Navigation Usage
General USER_GENERAL PeopleTools, Security, User | Set general user profile
Profiles, User Profiles, attributes.
General
ID PSOPRALIAS PeopleTools, Security, User | Set ID type and attribute
Profiles, User Profiles, ID | vaue.
Roles USER_ROLES PeopleTools, Security, User | Add rolesto a user profile.
Profiles, User Profiles, Thistask defines user
Roles access in the PeopleSoft
system. Through roles, the
user inherits permission
lists.
Workflow USER_WORKFLOW PeopleTools, Security, User | Specify workflow settings
Profiles, User Profiles, for auser.
Workflow
Audit USER_AUDIT PeopleTooals, Security, User | Determine when and who
Profiles, User Profiles, last updated a profile.
Audit
Links USER_OTHER PeopleTools, Security, User | Display any additional links
Profiles, User Profiles, added.
Links
User ID Queries USER_QUERY PeopleToals, Security, User | Run queries about a user
Profiles, User Profiles, User | profile.
ID Queries

tab).

Access the General page (select PeopleTools, Security, User Profiles, User Profiles and click the General
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General D Roles Workflow Audit Links User ID Queries

User |D: QEDMOD

- [ Account Locked Out?
Description: QE User

Logon Information

Symbeolic 1D: SYSADNM |»

Password: |iii.....iiiiiiii.....iiiiiii Password Expire{P

'C'Drlﬁrm PaSS'l.'.l-Drd: |............................

User ID Alias: |

Edit Email Addresses Instant Messaaging Information
General Attributes

Language Code: English = [l Enable Expert Entry

Currency Code: v|

[ allow Switch User

Default Mobile Page: | Q

Havigator Homepage: |QEPAGES Q Primary: |QEPAGES aQ @]
Process Profile: |0EF‘.—“~GES Q Rowr Security: |OEF‘AGES 3

User Profiles - General page

Logon Information

Account Locked Out? Select this check box to deactivate a user profile for any reason. The user

cannot sign in until you have desel ected this option.

Note. The system automatically selects this check box if you are using
password controls and the user exceeds the maximum number of failed
logon attempts. The administrator needs to manually open the user profile
and deselect this check box to reinstate the user.

Symbolic 1D Enter avalue to retrieve the appropriate encrypted access ID and access

password. This value determines which access ID and password are used to
log the user onto the database after the system validates the user ID.

The access ID isrequired only when a user needs to connect directly to the
database (in two-tier). The access ID is not required with the portal or if
you use a Lightweight Directory Access Protocol (LDAP) directory server
to manage user IDs.

With PeopleSoft Pure Internet Architecture, the application server
maintains the connection to the database, so the application server must
submit an access ID.
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User ID Alias

Edit Email Addresses
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Enter the password string that the user must supply when signing in. The
value in the Confirm Password field must match that in the User Password
field. The maximum password length is 32 characters.

Note. These values are required to sign in to the system, but you can save
the profile without populating these fields.

If you are using PeopleSoft password controls, this option enables you to
force users to change their passwordsin the following situations:

» Thefirst timethat auser signsin to PeopleSoft software.
« Thenext timethat auser signsin.

« Thefirst time that auser signsin after the system has emailed the user a
randomly generated password.

Note. To use this option, you must enable the Password Expiresin 'X' Days
Peopl eSoft password control.

When a user's password has expired, the Password Expired check box
becomes enabled and selected. By desel ecting the check box and saving the
change, you can renew the password, although we do not recommend this
practice.

Enter afully qualified email ID (email address) asauser ID alias. For
example, tom.x.sawyer@oracle.com could be the user ID used to signinto
the system. The maximum character length is 70.

If auser is part of the workflow system or you have other systems that
generate email for users, click thislink to enter an email address for a user.
Y ou can enter multiple email addresses for a user, but you must select one
asthe primary email address. The system allows only one email address per
type. For example, you cannot enter two home email addresses.

The Email Addresses interface has the following controls:

« Primary Email Account: If you enter multiple email accounts, you must
select one as the primary account.

« Email Type: Select from Blackberry, Business, Home, Other, or Work.
The Blackberry email type is used with the Workflow/RIM technology.

« Email Address; Enter the email addressin thisfield.
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Currency Code

Default Mobile Page

Enable Expert Entry

Allow Switch User

Permission Lists

Navigator Homepage
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Select avalue. The language code on the User Profile page has a limited
use. For example, when a user runs a batch job, the system needs to know
in which language to generate the reports for the user who submitted the
job.

In PeopleSoft Pure Internet Architecture, the user's language preferenceis
based on the selection that the user makes on the signon page.

For Microsoft Windows workstations, the user's language preferenceis
derived from the Display tab in PeopleSoft Configuration Manager. For the
Microsoft Windows environment, the value specified as language code in
the user profile acts as a default in case the language code is not specified in
PeopleSoft Configuration Manager.

If the user works with international currencies, select a currency codeto
reflect the native or base currency. Vaues will appear in the currency with
which the user is familiar.

Select the mobile homepage that should appear after users sign in to their
mobile device.

Important! PeopleSoft Mobile Agent is adeprecated product. These
features exist for backward compatibility only.

Select to specify that some users, such as expert or power users, can defer
all processing of the data that they enter. This selection enables users to
reduce the number of trips to the server for data processing, regardless of
how the devel oper set field deferred or interactive processing. Y ou enable
this option in a component in Application Designer, and you specify which
users have this option using the Enable Expert Entry check box.

Deselect this check box to prevent a user from specifying deferred
processing.

Select this option to designate users who can change identitiesin a
Peopl eSoft system. This feature applies only when accessing Peopl eSoft
applications using a browser; it has no effect on two-tier or three-tier
connections.

The default for this feature is hidden. Y ou display this check box by
changing the Enable Switch User options on the Peopl €T ools Options page.

See PeopleTools 8.51 PeopleBook: System and Server Administration,
"Using PeopleTaools Utilities," General Options.

Enter avalue associated with PeopleSoft Workflow.
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Process Profile Displays avalue that contains the permissions that a user requires for
running batch processes through PeopleSoft Process Scheduler. For
example, the process profile is where users are authorized to view output,
update run locations, restart processes, and so on.

Note. Only the process profile comes from this permission list, not the list
process groups.

Primary and Row Security Displays which data permissions to grant a user by examining the primary
permission list and row security permission list. Which oneis used varies
by application and data entity (employee, customer, vendor, business unit,
and so on). Consult your application documentation for more details.

The system also determines mass change (if needed), and definition
security permissions from the primary permission list.

Setting ID Type and Attribute Value

Accessthe ID page (select PeopleTools, Security, User Profiles, User Profiles and click the ID tab).

General ID Roles Workflow Audit Links User ID Queries

User ID: QEDMOD

Description: QE User

Find | View Al First Tl 4 o4 I Last

[+ [=]

*ID Type: | Employee v

Attribute Name Attribute Value Description

|F [ELDS MARTIM Q

User Description

Description: |QE User

Set Description ortype in User Description.

User Profiles - ID page
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ID Typeand Attribute Value Select the ID type and attribute value. Separating user profiles by 1D type

User Description

enabl es you to have multiple categories of user profiles with ID numbers all
within arange of 1-1000, for example, and it also enables you to grant data
permission by entity (customer, employee, and so on). When users signin
to your benefits or payroll deductions application, they see only information
that applies to them.

A user profileis a set of data about an entity—a user—who interacts with
the system. The human resources (HCM) system, which keeps track of your
employee data, is designed to focus more on your empl oyee user types. On
the other hand, your financials system is designed to keep track of customer
and supplier user types. ID types enable you to link user types with the
records that are most relevant when a user interacts with the system.

In the Attribute Value field, select the value associated with the attribute
name. In this case, the value reflects the employee number, but it could be a
customer number or vendor number.

The User Description section enables you to help identify the user.

Description

Set Description

Add adescription, such as the name of an individual or an organization, for
the user profile.

Click thislink to populate the field with a description from the database.

Note. Before you assign a user type to a user, you must create user types.

See Also

Chapter 5, "Administering User Profiles," Setting Up User Profile Types, page 93

Setting Roles

Access the Roles page (select PeopleTools, Security, User Profiles, User Profiles and click the Roles tab).

104
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User ID: QEDMO
Description: QE User
Dynamic Role Rule

Execute on Q

Server:
TestRule(s) | Refresh |

Execute Rule(s)

Fracess Manitor
Sernvice Maonitor

General D Roles Workflow Audit Links User D Queries

Role Hame Description

Q FPeopleSoft Admin
Privileges

|Peop|eSoﬂ User ) PeopleSoft User

|Peop|eSoﬂAdmini5trat|

|P0r’[aIAdministrat0r C Portal Administrator

|F'0r’[a| Manager ) Portal Manager

|QE Role . QERole
[XMLP_ADMIN Q )ég:_eP Administrator
DULP_ANALYZER_ExcQy JHLF Bxcel Analizer

XMLP Online Analyzer
Role

|)(MLF'_DEVELOF'ER . XMLP Developer Role

|)(MLF'_ANALYZER_O ML,

|XMLF'_SCHEDULER ), XMLP Scheduler Role

Find | View Al | 1| 8

Route Control

Route Control

First B0 4.10 o 11 I Last

NiewDetmtion | |

Route Control

Route Control

Route Control

Route Control

Route Control

Route Control

Route Control

Route Control

View Definition (=]
View Definition =]
View Definition =]
View Definition =]
View Definition =]
View Definition =]
View Definition =]
View Definition =]
View Definition (=]
View Definition (=]

User Profiles - Roles page

Role Name
Description
Dynamic

Route Control

View Definition

Displays the name of the role added to the user profile.

Displays a description of the role added to the user profile.

Selected if the system assigned a particular role dynamically.

Specify aroute control profile for each role assigned to a user. For example,
suppose that you have arole named EXPENSE_REP. If you want a
particular expense representative to handle all of the expense reports
submitted by people whose last names begin with A, you could assign the
user a specific route control profile to send the user reports submitted by
individuals with last names beginning with A.

Click to view the role definition associated with this user profile.

See Enterprise PeopleTools 8.51 PeopleBook: Workflow Technology, "Using Additional Routing Options,”
Understanding Route Control Development.

See Chapter 4, "Setting Up Roles," Using the PeopleSoft Administrator Role, page 87.

Dynamic Role Rule

Use these options to test and manually carry out business rules for dynamically updating roles and assigning
them to user profiles. Y ou design your role rules using Query Manager, PeopleCode, or LDAP directory

rules.

Execute on Server

Select the Process Scheduler server that should run your rolerule.
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Execute Rule(s)

Process M onitor

Service Monitor

Chapter 5

Click to test the rules and verify if they will produce the desired results for
aparticular user. None of the roles are actually assigned, but the system
provides you areport as to what roles will be assigned when you run the
rule.

The Execute Dynamic Role Rules button on this page launches the
DYNROLE_PUBL application engine program which executes the rule(s).
The application engine program runs through PeopleSoft Process
Scheduler.

After the DYNROLE_PUBL application engine program runsthe rule, it
publishes a message, ROLESYNCHEXT_MSG, that contains alist of users
intherole.

Note. The successful completion of the dynamic roles program does not
ensure that your roles were updated; the associated message must also be
published successfully.

Use the Process Monitor link on the page to view the status of the
application engine program. Use the Service Monitor link on the page to
view the status of the message publication.

Y ou can also execute dynamic role rules for all roles and users.

See Chapter 4, "Setting Up Roles," Executing Dynamic Role Rules, page
85.

Click to view the status of theDY NROLE_PUBL application engine
program in the Process Scheduler Monitor.

Click thelink to check the status of the publication of the
ROLESYNCHEXT_MSG message in the Service Operations Monitor.

Specifying Workflow Settings

106

Access the Workflow page (select PeopleTools, Security, User Profiles, User Profiles and click the Workflow

tah).
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General ID Roles Workflow Audit Links User ID Queries

User |D: QEDMO

Description: CQE User

Workflow Attributes

Alternate User ID: | Q Routing Preferences
From Date: &) Worklist User
To Date: E Email User
Supervising User ID: | Q
Reassign Work
[l ReassignWork To: | Q,
Total Pending Worklist Entries: 0

User Profiles - Workflow page
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Workflow Attributes

Alternate User 1D

From Date and To Date

Supervising User ID

Routing Preferences

Chapter 5

Select an alternate role user to receive routings sent to this role user. Use
this option when the role user istemporarily out (for example, on vacation
or on leave).

If the field contains arole user name, the system automatically forwards
new work items for whoever is assigned as the current role user to the
aternaterole user.

Note. The system forwards new work items to the alternate role user. It
does not reassign items already in the user's worklist.

Note. When applying an aternate user ID in your workflow settings, make
note of the fact that the system only sends workflow routings to the
immediate alternate user ID. The system does not send routings down
multiple levels of alternate user IDs. For example, assume user A specifies
user B asthe alternate user ID while user A isout of the office. Also
assume that user B is out of the office at atime during user A's absence, and
user B specifies user C as an alternate user |D for thistime. In this case, the
system does not send workflow routings originally intended for user A to
user C.

Note. The Alternate User Id routing functionality is only meant to work
with Role based applications, such as Virtual Approver (VA) Workflow in
PeopleTools and Enterprise Component Approval Framework. In VA
Workflow, the route isto Roles, not specific Users. And where the
Enterprise Component Approval Framework worklist use Roles, the
Alternate User 1D routing functionality works.

The Workflow Field Mapping must be mapped to a Role or a Role Query in
order for Alternate User to work.

Enter the date on which the current role user is going to begin and return
from atemporary vacancy. Thisfield specifies the time period that the
aternate user ID is used.

Select the user ID of the user's supervisor from this drop-down list box. The
system uses this value when it needs to forward information to the user's
supervisor.

The system uses the JOB record to determine the user's supervisor.

Note. If you are using PeopleSoft Human Capital Management (PeopleSoft
HCM) applications, this field should not appear. If it does, you must set
your workflow system defaults.

Specify the routing types that this role user can receive. The Routing
Preferences box shows the two places where the system can deliver work
items: to aworklist or to an email mailbox. If the user does not have access
to one or both of these places, deselect the check box. For example, if this
person is not a PeopleSoft user, deselect Worklist User.
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Reassign Work

Reassign Work To Use to reassign pending work for this role user if positions change or a user
istemporarily out, such as on leave or on vacation.

If this user has work items waiting (as shown by the Total Pending Worklist
Entries in your Workflow interface), select this check box and select the
user to whom work items should be forwarded from the drop-down list box.
When you save the page, the system reassigns existing worklist entries to
the specified user.

Note. If you don't reassign pending work items, they remain unprocessed.

Total Pending Worklist Displays worklist items that require a user's attention.
Entries

See Also

Enterprise PeopleTools 8.51 PeopleBook: Wor kflow Technology, "Administering PeopleSoft Workflow"

Viewing When a User Profile Was Last Updated

Access the Audit page (select PeopleTools, Security, User Profiles, User Profiles and click the Audit tab).

[ [ D [ Roees | | auat [FEAST |

User ID: QEDMO

Description: QE User

Audit Information

Last Update User ID: QEDMO

Last Update Date/Time: 05/28/2009 10:39:09PM

User Profiles - Audit page

The Audit page is a display-only page that enables you to determine:

*  When aprofile was last updated.
» Who updated the profile.

Displaying Additional Links

Access the Links page (select PeopleTools, Security, User Profiles, User Profiles and click the Links tab).
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General n] Roles Waorkflow Audit Links UserID Glueries

User ID: QEDMO

Description: QE User

Use the links below to navigate to other security settings for this object.

Customize | Find | View All | IEI First n 1of1 u Last

Description

User Profiles - Links page

Use this page to access links to other pages within your PeopleSoft system. For example, perhaps a
PeopleSoft application requires a specific security setting to be associated with auser profile. If this
application-specific setting appears on a page not in PeopleT ools Security, add alink to the application page
so that anyone updating the user profile can easily navigate to the page.

Note. The Links page is read-only. Y ou create the inventory of links to pages that exist outside of
PeopleTools Security by using the Security Links component.

If you added links for user profilesin the Security Links component, they appear on the Links page.

Running User ID Queries

Access the User ID Queries page (select PeopleTools, Security, User Profiles, User Profiles and click the
User ID Queriestab).
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General ([n] Raoles Workflow Audit Links User ID Queries

User ID: QEDMO

Description: QE User

User ID Specific Queries

UserD's Permission List
(To which Permission Lists does this User ID belong?)

User|D's Roles
(Towhich Roles does this User ID belong?)

UserID's Page Access
(Which pages can this User ID access?)

User ID's Misc. PeopleTools Access
(Can this User ID access Application Designer, Client Process, Data Mover, Impart
Manaager, Definition Security or Query?)

User ID's Application Designer Object Access
(WWhich Application Designer objects can this User ID access?)

User ID's Signon Times
(What are the valid signon times for this User ID?)

UserID's Roles, Permission Lists, and Page Access
(What access to Roles, Permission Lists and Pages has been granted for this User D7)

User ID's Content Reference Access
(What access to Content References has been granted for this User D7)

User ID's Content Reference (includes Portal) Access
(WWhat access to Content References (includes Portal) has been granted for this User ID?)

User ID's Content Reference (includes Menu, Component and Market) Access
(What access to Content References (includes Menu, Component and Market) has been granted for this
User D7)

User ID's Content Reference (includes Portal, Menu, Component and Market) Access
(WWhat access to Content References (includes Portal, Menu, Component and Market) has been granted
far this User ID?)

User ID's Web Service Operation Access
(What access to Web Service Operations has been granted for this User ID7?)

User Profiles - User ID Queries page

User ID queries enable you to run queries that provide detailed information about a user profile, such asthe
permission lists and roles associated with the user profile. The available queries are documented on the page.

Torunauser ID query:

1

Click the link associated with the query that you want to run.

This action invokes a new browser window.

View the information that the query returns to the new browser window or select a download option.

For downloading, you have the following options:

» Exce Spreadsheet: Downloads the query results as an Excel spreadsheet (.xIs) file.

» CSV Text File (comma-separated values text file): Downloads the query resultsasa CSV (.csv) file.
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Working With Passwords

This section discusses how to:

»  Set password controls.

» Change passwords.

» Create email text for forgotten passwords.
« Create hints for forgotten passwords.

« Delete hints for forgotten passwords.

»  Set up the site for forgotten passwords.

» Reguest new passwords.

Setting Password Controls

Access the Password Controls page (PeopleTools, Security, Password Configuration, Password Controls).

Password Controls

Signon PeopleCode
Enabled
Password Expiration
® Never Expires 0 Minimum Length
O Expires In | 0 specials
| 0 Digits
@ without Warning
I_I:I Lower Case
) Warn for

0
Days I_ Upper Case
Account Lockout Password History

Failed Logons 0 Passwords to Retain
(PassworaMayatch [l Purge User Profies
User D Days of Inactivity
[¥] Primary Email  Schedule

Password Controls page
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Y ou use the Password Controls page to set any password restrictions, such as duration or minimum password
length, that you want to impose on your end users. These options apply when you are maintaining your user
profiles within PeopleSoft applications, not within adirectory server.

Signon PeopleCode

Enabled

Password Expiration

Never Expires

Expiresin

Without Warning

Warn for

Select to enable the Peopl eSoft password expiration and account lockout
fields. The other password controls are not enabled by this box.

If you do not want these password controls, for example, you already have
athird-party utility that performs equivalent features, then do not select this
check box.

Note. If you change the status of the Enabled check box, you must restart
the application server.

Y ou can extend or customize the controls by modifying the PeopleCode.

Select to disable password expiration options for all users.

Select to enable password expiration options for all users.

Y ou must enter avalue between 1 (the default value) and 365 in the Days
field to specify the number of days that a password isvalid. Users signing
on after a password expires must change their password to signin.

Y ou must select awarning option.
Select to disable notification of impending password expiration.

Select to enable notification of impending password expiration.

The value that you enter in the Days field determines when the system
begins notifying users of impending password expiration.

PeopleSoft delivers a default permission list named PSWDEXPR (Password Expired). When auser's
password expires, the system automatically removes all of the user's roles and permission lists, and
temporarily assigns them the PSWDEXPR permission list only.

A user whose password has expired can access only itemsin the PSWDEXPR permission list, which typically
grants access to the Change Password component (CHANGE_PASSWORD) only. For the duration of the
session, asin until the user changes the password, the user is restricted solely to the PSWDEXPR permission

list.

Note. The actual user profile stored in the database is not changed in any way when the password expires.
Y ou do not need to redefine the profile. When the password is changed, the system restores the user profile's
previous roles and permission lists.
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Account Lockout

Failed Logons Enter the maximum number of failed sign in attempts to allow before the
system disables the user profile. For example, if you set the Failed Logons
valueto 3, and a user failsthree sign in attempts, she is automatically
locked out of the system. Even if she correctly enter auser ID and password
on the fourth attempt, sheis not permitted to sign in. This feature reduces
the risk of any intruders using brute force to break into your system.

After an account is locked out, a system administrator must open the user
profile and deselect the Account Locked check box manually.

Password May Match

User ID Select to enable users to use their own user 1D as a password.

Primary Email Select to enable users to use the email address that is associated with their
user profile (as designated by the Primary Email Account check box on the
Email Address page) as a password.

See Chapter 5, "Administering User Profiles," General Attributes, page 102.

Note. Clearing these controls helps you prevent hackers from guessing passwords based on alist of employee
names.

Requirements

Use these fields to specify the number and types of characters that passwords must include. Passwords can
include up to 32 characters.

Minimum Length Enter the value that determines the fewest number of characters that a user
must enter when creating his password. If the minimum length is set to O,
then the PeopleSoft password controls do not enforce a minimum length on
the password; however, the password cannot be blank. When you create a
new user or auser changes a password, the system checksthisvalue. If itis
not zero, then the system tests the password to ensure it meets length
requirements and if it does not, an error message appears.

Specials Enter the required number of special characters that the password must
include.

The alowable special characters are:

P @#$ % &* () - _=+\ ] 114{(}y;:12.>«<
Digits Enter the required number of integers, such as 1 or 2, that the password
must include.
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L ower Case Enter the required number of minuscule letters, such as'q’ or 'i,’ that the
password must include.
Upper Case Enter the required number of majuscule letters, such as'Q' or 'l,’ that the

password must include.

Leading, intermediate, and trailing white spaces are not supported in PeopleSoft passwords. If you want to
include intermediate white spaces, you must comment out the following
USERMAINT.GBL.PSOPRDEFN.SaveEdit Component PeopleCode:

&ind = Find(" ", PSOPRDEFN. OPRI D) ;

If & ind > 0 Then

Error MsgGet (48, 14, "Message not found.");
End- | f;

Warning! When these statements are commented out, users can include white spaces in passwords.
Although you can use the preceding PeopleCode modification as a workaround, it is strongly recommended
that you not do so. This modification can cause unexpected behaviors that are problematic for batch
processes, upgrades, application server configuration files, and two-tier applications, such as PeopleSoft
Application Designer, Data Mover, Application Engine.

Password History

Passwordsto Retain Enter the number of user passwords to retain in the password history table
(PSPSWDHISTORY). If the user attempts to reuse a password that is
stored in the password history table, the application issues an error and
prompts the user to enter a different password.

When the number of retained passwords for a user surpasses the number
indicated in the Passwordsto Retain field, the system deletes the ol dest
password and then stores the current password as the newest password.

Note. If the password history table contains values and you change the Passwords to Retain field value to 0O,
the system del etes the password history for al users.
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Changing Passwords
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Enter the maximum number of days that a user can go without accessing
the application, after which the system marks the profile asinactive. After
you set the value and save the page, click the Schedule button to access and
automate the PURGEOL DUSRS Application Engine program that
performs the del ete process.

If you maintain user profilesin adirectory server, arow is added to the
PSOPRDEFN table for the system to access while the user interacts with
the system. However, when the user is deleted from the directory server,
you must manually delete the row in PSOPRDEFN associated with the
deleted user profile.

Access the Change My Password page (from the homepage, click Change My Password). The PeopleSoft
system enables users to change their passwords as needed.

Change Password
User ID: QEDMO

Description: QFE User

*Current Password:
*New Password:

*Confirm Password;

Change Passwaord

Change Password page

To change a Peopl eSoft password:

1. From the homepage, click Change My Password.

2.

3
4,
5

. Click Change Password.

On the Change Password page, enter the current password in the Current Password field.
. Inthe New Password field, enter a new password.

Confirm the new password by entering it again in the Confirm Password field.
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Creating Email Text for Forgotten Passwords

Before the system emails a new, randomly generated password to a user, you want to make sure they are who
they claim to be. The Forgotten Password feature enables you to pose a standard question to users requesting
anew password to verify the user's authenticity. If the user enters the appropriate response, then the system
automatically emails a new password.

When a user has forgotten a PeopleSoft password, the system sends the user a new password within an email
message. Y ou can have numerous password hints, but typically, you send al new passwords using the same
email message template. Because of this, PeopleSoft provides a separate page just for composing the standard
email text that you use for your template.

Access the Forgot My Password Email Text page (PeopleT ools, Security, Password Configuration, Forgot
My Password Email Text).

Forgot My Password Email Text

Enterthe text of the email to be sent with the user's new password.
Please include the exact string =<%PAISWORD == in the email text.
Thiz will be replaced with the new randomly generated passward.

Email Text:

Forgot My Password Email Text page

Add the following text string in the Email Text field:
<<YPASSWORD>>
The system inserts the new password here. The %PASSWORD variable resolves to the generated value.

Note. Y ou might instruct the user to change the password to something easier to remember after they signin
to the system with the randomly generated password. Only users who have the Allow Password to be Emailed
option enabled on the Permission List - General page can receive a new password using this feature.

Creating Hints for Forgotten Passwords

Access the Forgot My Password Hint page (PeopleTools, Security, Password Configuration, Forgotten
Password Hint).
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Forgot My Password Hint

Password Question |D: 4

Active:

=question: |VWhatis the name of your first pet?

Forgot My Password Hint page
With these hints set up, users can access the Forgot My Password page. If the user answers the question
correctly, anew password is sent through the email system.
To create aforgotten password hint:
Click Add aNew Value.
. Onthe Add a New Value page, enter athree-character ID in the Password Hint ID field.
. Click Add.

1.

2

3

4. Select the Active check box.

5. Enter your question to verify that the user iswho he or she claimsto be.
6

. Click Save.

Deleting Hints for Forgotten Passwords
To delete a password hint:
1. Select PeopleTools, Security, User Profiles, Delete Forgotten Password Hint.
2. Enter the specific code for the hint or perform a search for it.
3. Onthe Delete Forgot My Password Hint page, select the appropriate hint.
4. Click Delete.

Setting Up the Site for Forgotten Passwords

PeopleSoft recommends setting up a site specifically designed for users who have forgotten their passwords.
This site would require no password to enter, but it would provide access only to forgotten password pages.

To set up aforgotten password site:
1. Set up aseparate PeopleSoft Pure Internet Architecture site on your web server.

2. Set up adirect connection to the site, such asalink toit.
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3. Intheweb profile, enable public access and specify a public user ID and password for automatic
authentication.

This direct user should have limited access, for example, only to the Email New Password component.
Users go directly to it, and a new password is emailed.

4. Place alink to the forgotten password site within the public portion of the PeopleSoft portal or on another
public web site.

5. Notify your user community of the link.

Note. The site should have this format:
http://webserver/psp/sitename/portal name/local nodename/c/MAINTAIN_SECURITY
.EMAIL_PSWD.GBL?

Requesting New Passwords

To request a new password, access the hidden Forgot My Password page (EMAIL_PSWD?2).. The system
randomly generates a new password and emailsit to the user.

Before the system can email the user a new password, compl ete these tasks:
» Create aforgotten password hint.
»  Specify an email addressin the user profile.

» Grant permission to have a new password emailed.

Note. The security administrator must select the Allow Password to be Emailed check box in at least one
of the user's permission lists. If this setting is not selected, the user is not allowed to receive the new
password through email. If the user is alowed to receive new passwords through email, the user can
reguest a new password.

See Chapter 3, "Setting Up Permission Lists," Setting General Permissions, page 31.

To request a new password:

1. Click the Forgotten Password link on the PeopleSoft signon page (or direct the user to the Forgotten
Password link.)

2. Onthe Forgot My Password page, enter your user ID.
3. Click Continue.

4. Onthe Email New Password page, verify that the system is set to send the new password to the
appropriate email address.

If the appropriate email address does not appear, contact your system administrator. System
administrators must make sure that the email address is correctly represented for each user who intends to
use this feature.

Note. Use Application Designer to change any display properties of the fields on the EMAIL_PSWD2
page.
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5. Respond to the user validation question.

Note. The user must have set up the forgotten password help.

See PeopleTools 8.51 PeopleBook: PeopleSoft Applications User's Guide, " Setting User Preferences,”
Changing Y our Password.

6. Click Email New Password.

Implementing Distributed User Profiles

This section provides an overview of distributed user profiles and discusses how to:

« Define user profile access for remote security administrators.
« Define remote security administrator role grant capability.

+ Administer distributed user profiles.

Understanding Distributed User Profiles

Asyour user population increasesin size, it can become impractical for one person to centrally administer all
of your system's user profiles. You can distribute some or all user profile administration tasks by enabling
selected users to use the Distributed User Profiles component (USERMAINT_DIST) to control the granting
of selected roles to other users.

The pages in the Distributed User Profiles component are identical to the corresponding pagesin the User
Profiles component, except that its User Roles page does not include links for editing the assigned roles. Y ou
can restrict who can use the component, which users they can administer, and what roles they can grant,
based on the roles to which they themselves belong. For example, you might specify that usersin the Line
Manager role can grant the Shipping Clerk role to other users. The effect of thisis to designate line managers
as remote security administrators who can administer the user profiles of shipping clerks. In addition to
granting and managing roles, a remote security administrator can administer al parts of auser profile,
including passwords, email addresses, and workflow.

Important! Distributing user profile administration might affect regulatory compliance (for example,
Sarbanes Oxley). Y ou are responsible for determining and accounting for any effect of using this feature.

To implement distributed user profiles:

1. Usepermission lists and roles to configure security to give selected remote security administrators access
to the Distributed User Profiles component.

Note. The PIA navigation path to this component is PeopleTools, Security, User Profiles, Distributed
User Profiles.
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2.

Administering User Profiles

Use the Set Distributed User Profile Search Record page to define which user profiles can be administered
with the Distributed User Profiles component.

See Chapter 5, "Administering User Profiles," Defining User Profile Access for Remote Security
Administrators, page 121.

Use the Role Grant page in the Roles component (ROLEMAINT) to specify which roles your remote
security administrators can grant with the Distributed User Profiles component.

See Chapter 5, "Administering User Profiles," Defining Remote Security Administrator Role Grant
Capability, page 121.

Defining User Profile Access for Remote Security Administrators

To define user profile access:

1

Define a search record that returns only the user 1Ds that you want remote security administrators to be
able to administer.

Note. Initially, PSOPRDEFN_SRCH isthe default search record for this purpose. Y ou can accept the
default and skip this step, but that action enables access to every user profile in your system. We
encourage you to define a more restrictive search record.

In abrowser, select PeopleTools, Security, User Profiles, Distributed User Setup to access the Set
Distributed User Profile Search Record page.

In the New Search Record field, select the search record that you defined in Step 1, and then save.

When remote security administrators access the Distributed User Profiles component, this search record
enforces row-level security to restrict the set of user IDs that they can select and administer.

See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Application Designer Developer's Guide, " Creating Component
Definitions," Using Search Records

Defining Remote Security Administrator Role Grant Capability

In abrowser, select PeopleTools, Security, Permissions and Roles, Roles, Role Grant to access the Roles -
Role Grant page.
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General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Mame: Employee

Description: Employee
Roles That Can Be Granted By This Role Customize | Find | view Al | 1) 8 First B 4 or 1 B Last

Role Name Description View Definition

| Q View Definition (=]

Roles That Can Grant This Role Customize | Find | view a1 | B0 #8  First Bl 4 or 1 B Last

Role Hame Description View Definition

| Q View Definition (=]

Roles - Role Grant page

Y ou use this page to specify which roles can be granted using the Distributed User Profiles component and
which users can grant them. This page is part of arole definition; you can configure this role to be aremote
security administrator, arole that aremote security administrator can grant to users, or both.

RolesThat Can Be Granted By specifying one or more roles in this grid, you effectively designate users

By ThisRole who belong to roles, and who have access to the Distributed User Profiles
component, as remote security administrators. Add rows to enable thisrole
to grant as many roles as appropriate. For example, you might want users
who belong to the Shipping Manager role to be able to grant the Shipping
Clerk (Temporary) role and the Packing Clerk (Temporary) role to other
users.

Note. Thisgrid is complementary to the Roles That Can Grant This Role
grid, and it propagates its values accordingly. Using the example given, on
the Role Grant page for the Shipping Clerk (Temporary) role and the
Packing Clerk (Temporary) role, the Roles That Can Grant This Role grid
now specifies Shipping Manager.

RolesThat Can Grant This By specifying one or more rolesin this grid, you effectively designate users

Role who belong to roles. and who have access to the Distributed User Profiles
component,as remote security administrators, able to grant roles to users.
Add more rows to enable additional rolesto grant thisrole. For example,
you might want users who belong to the Security Administrator role to be
able to grant the Shipping Manager role to other users.

Note. This grid is complementary to the Roles That Can Be Granted By
This Role grid, and it propagates its values accordingly. Using the example
given, on the Role Grant page for the Security Administrator role, the Roles
That Can Be Granted By This Role grid now specifies Shipping Manager.

View Definition Click to view the associated role definition and ensure that you have
selected the appropriate role to grant or to serve as a remote security
administrator.
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Administering Distributed User Profiles

In abrowser, select PeopleTools, Security, User Profiles, Distributed User Profiles to access the Distributed
User Profiles component.

Remote security administrators can fully edit the user profiles that they access through the Distributed User
Profiles component, including granting roles.

The users who remote security administrators can administer are determined by the search record you
specified on the Set Distributed User Profile Search Record page.

The roles that a given remote security administrator can grant are determined by the selections that you made
on the Roles - Role Grant page.

See Also

Chapter 5, "Administering User Profiles," Specifying User Profile Attributes, page 98

Transferring Users Between Databases

Y ou occasionally need to copy security information from one database to another. Typically, you do this as
part of an upgrade or to transfer security information from your production environment to your development
or testing environment. PeopleTools provides a set of Data Mover (DMS) scripts designed to export and
import user profile security information. The provided scripts transfer user profile data from a sourceto a
target database using these tables:

+  PSOPRDEFN

+ PSOPRALIAS

+ PSROLEUSER

+ PSUSERATTR

+ PSUSEREMAIL

»  PSUSERPRSNLOPTN
+ ROLEXLATOPR

PS RTE_CNTL_RUSER

Note. Use Application Designer upgrade feature to upgrade both roles and permission lists.

One script exports User Profile data from the source database. The source database refers to the database that
contains the User Profiles that you want to migrate. The target database refers to the database to which you
are copying the user information.

After exporting the security information from the source database, you then run the import script against the
target database. The target database refers to the database to which you want to transfer the security data. The
scriptsinvolved in transferring security information from one database to another are:
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USEREXPORT.DMS.

This script exports User Profiles from the source database and stores them in a Data Mover DAT file. The
output fileis named USEREXPORT.DAT.

USERIMPORT.DMS.

This script reads the file created by USEREXPORT.DMS and copies the User Profile data into the target
database.

Y ou will find this set of scriptsin the <PS HOME>/scripts folder.

Considerations

Before running scriptsto export and import your security information, you should consider these topics:

Duplicate Rows

If the target database already contains arow of datawith identical keysto arow transferred by the import
script, then the duplicate row will not be transferred to the target. The scripts make no attempt to merge
the duplicate row; the row is not transferred.

To ensure that you do not have data rows with duplicate keys, ensure that a User Profile in the source
database does not exist in the target database with the same name.

Y ou should not have data rows with duplicate keys in your source and target databases when you begin
the copy, as unexpected results may occur that will compromise database integrity.

Release Levels

Because the PeopleTools table structures change between major releases (6.X to 7.X or 7.X to 8.X), you
cannot transfer users between databases that run different versions of PeopleTools. Before starting the
migration process, upgrade your source and target databases so the release levels match.

Running the Scripts

Complete the following procedure to run the user transfer scripts:

1

3.

124

Using Data Mover, sign in to the source database and run USEREXPORT.DMS for user definitions.
Y ou can edit this script to specify the location and file name of the output file and the log file.
Using Data Mover, sign in to the target database and run USERIMPORT.DM S for user definitions.

Y ou can edit the script to specify the location and file name of the input file and the log file. The name
and location of the input file must match the output file you specified in Step 2.

After copying user and role definitions, run the PeopleT ools audits, including DDDAUDIT and
SYSAUDIT, to check the consistency of your database.
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Tracking User Sign In and Sign Out Activity

Access the Access Log Queries page (select PeopleTools, Security, Common Queries and click the Access
Log Queries link on the Review Security Information page).

Access Log Queries

Access Activity by Ulser
ihat is the log-inflog-out activity for a certain User 107

Access Activity by Day
Mihat is the log-inflog-out activity an & certain day?)

Active User List
ihat is the current logoed in user list?)

0] Cancel

Access Log Queries page
PeopleSoft Security provides three audit logs that track user sign in and sign out activity in PeopleSoft
applications.

Select one of the following logs:
» Access Activity by User

View asingle user's signin and sign out activity. Thislog includes the users client IP addresses, signin
times, and sign out times.

» Access Activity by Day

View one or more days of all user sign in and sign out activity. Thislog includes the users IDs, client IP
addresses, sign in times, and sign out times.

e« Active User List

View the users who are currently signed in to the application in the browser. Thislog includes users' IDs,
client IP addresses, sign in times, and duration in minutes.

These logs are generated using data from the PSACCESSL OG table. If you are not interested monitoring
access activity, you can delete the PSACCESSL OG table. Deleting this table has no negeative effect.

Note. If you delete the PSACCESSL OG table and then decide that you would like to track user sign in and
sign out activity, you must recreate the table using the same exact column names and order as werein the
previous PSACCESSL OG table: OPRID, LOGIPADDRESS, LOGINDTTM, LOGOUTDTTM. Use
Application Designer to open the PSACCESSLOG record definition and create the table.
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Purging Inactive User Profiles

Access the Purge Inactive User Profiles page (PeopleTools, Security, User Profiles, Purge Inactive User
Profiles).

Purge Inactive User Profiles

Purge the system of user profiles that have not been used in a specified amount oftime.

This aids in general housekeeping.

Goto:  Setup Purge Frequency for Inactive User Profiles

Run
Run Control ID: 1 Report Manager Process Monitor 4

Purge Inactive User Profiles page

Note. Before accessing this page, you must enter arun control ID.

See Enterprise PeopleTools 8.51 PeopleBook: PeopleSoft Process Scheduler, " Submitting and Scheduling
Process Requests," Understanding Run Control IDs.

This page enables you to access, run, and schedule the PURGEOL DUSRS Application Engine program. The
PURGEOLDUSRS program deletes user profiles having an inactive status that exceeds the period specified
in the Purge Inactive User Profiles section on the Password Controls page.

The Setup Purge Fregquency for Inactive User Profiles link takes you to the Password Controls page, where
you can enter aperiod (in days) under Purge Inactive User Profiles.

The Purge Inactive Users page is similar to the Delete User Profile page in that it invokes the process that
removes all references to the user in any PeopleTools or application data table in which the OPRID fieldisa
key. Before deleting user profiles, archive historical data according to local, state, and federal laws. Be sureto
list historical and archival tables on the Tablesto Skip page.

See Also

Chapter 5, "Administering User Profiles," Working With Passwords, page 112

Chapter 5, "Administering User Profiles,” Bypassing Tables During the Delete User Profile Process, page 98

PeopleTools 8.51 PeopleBook: Data Management, "Using PeopleSoft Data Archive Manager”

Chapter 1, "Getting Started with Security Administration,” Component | nterfaces, page 5
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Preserving Historical User Profile Data

Although, you probably do not want to keep the permissions or sign-on access information for every user who
has ever existed in the system, you generally do need to retain certain historical user profile data from your
system. For example, local, state, and federal laws might demand that you retain certain employee history
information. As another example, you might audit changes that users make to vital company datain the event
you need to check that information a few months later if you discover some interesting financial allocations.

Use Data Archive Manager to archive and restore user profile data.

See PeopleTools 8.51 PeopleBook: Data Management, "Using PeopleSoft Data Archive Manager," History
Tables.

Important! Remember that deleting and purging user profile data deletes every row of data associated with a
particular user profile from every table in which the OPRID field isakey field, including archived tables if
they remain in your production database.

To preserve user profile information in atable for which the OPRID field is akey field, use the Bypass
Tables page .

See Chapter 5, "Administering User Profiles," Bypassing Tables During the Delete User Profile Process, page
98.
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Working with User Profiles Across
Multiple PeopleSoft Databases

This chapter provides an overview of user profile synchronization and discusses how to:
« Implement default user profile synchronization.
« Implement configurable user profile synchronization.

« Transfer users between databases.

Understanding User Profile Synchronization

For implementations that use multiple PeopleSoft databases, you commonly have the same user in more than
one database. Typically in production environments, you want the user profile information of the same user to
be synchronized among databases. For example, if auser modifies her password or other user profile
information in one database, you prefer that the system automatically synchronize the changes across the
enterprise rather than have the user or an administrator manually replicate changes in multiple databases.

User profile synchronization involves setting up each PeopleSoft database in the enterprise to send and
receive user profile updates through the Integration Broker. When you enter new profiles or modify and
delete existing profiles on any publishing database and save, PeopleCode publishes a user profile service
operation—which contains a user profile message—and routes the message to all subscribing nodes
according to your specifications. The subscribing databases then update the user profile data with data from
the publishing database.

Note. User profiles contain sensitive information. Design and implement user profile synchronization across
different nodes with special care. As delivered, user synchronization behavior may not be acceptablein all
Cases.

Components Used to Update User Profiles

Y ou can use these online components to make changes to user profile data:
«  User Profiles (USERMAINT)

. Distributed User Profiles (USERMAINT_DIST)

My System Profile (USERMAINT_SELF)

» Change My Password (CHANGE_PASSWORD)
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» Expired Password (EXPIRE_CHANGE_PSWD)
» Forgot My Password (EMAIL_PSWD)

Administrators use the first two online components. The My System Profile component is a self-service
component, which can be used to modify alimited set of data about a user. The Change My Password,
Expired Password, and Forgot My Password components are used to change only the user password.
Generally, the Forgot My Password component is configured as a public site that is separate from the
PeopleSoft application. You can also modify user profile data through batch processes.

Types of User Profile Synchronization

PeopleSoft applications have two types of user profile synchronization:

» Default user profile synchronization.
« Configurable user profile synchronization.

The publishing processes for default and configurable user profile synchronization use different PeopleCode
programs. PeopleSoft applications are delivered with the PeopleCode programs for both types of user profile
synchronization. Y ou select the appropriate PeopleCode by using the Security PeopleCode Options page.
This page eliminates the need to access Application Designer to select the PeopleCode for the corresponding
type of user profile synchronization.

Note. Y ou should select the user profile synchronization type at the time of your implementation, after which
you should restrict access to the Security PeopleCode Options page.

Implementing Default User Profile Synchronization

This section provides an overview of default user profile synchronization and discusses how to set up a
default user profile synchronization.

Understanding Default User Profile Synchronization

When you implement default user profile synchronization among databases, other than the default user profile
synchronization exceptions mentioned below, the subscribing databases have no control over the data that
they receive and process.

All participating databases use the USER_PROFILE service operation and the
USER_PROFILE.VERSION_84 message during the publish and the subscribe processes.

This diagram shows the service operations and messages, and the way in which user profile datais published
by and subscribed to by three PeopleSoft systems that are using default user profile synchronization:
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Diagram of the flow of user profile information as it uses standard synchronization among three PeopleSoft

databases

Default User Profile Synchronization Designed Exclusions

Adding and deleting user profiles on the publishing node cause corresponding changes on the subscribing

nodes. Modifying user profiles on the publishing node causes corresponding changes on the subscribing
nodes with these exceptions:

» Changesto the primary email account are ignored if a primary email exists in the subscribing node.

» Changesto auser ID type areignored if the user ID typeis not valid on the subscribing node. Instead, the
subscribing node inserts an ID type of None if the subscribing node does not have arow for None already.

» Ingeneral, changes that produce invalid field values in the subscribing node are ignored by the

subscribing node.
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Setting Up Default User Profile Synchronization

132

To set up standard user profile synchronization, perform these tasks:

1

Turn on the Pub/Sub servers.

See PeopleTools 8.51 PeopleBook: System and Server Administration, "Using the PSADMIN Utility,"
Using the Quick-Configure Menu.

Define the local gateway URL for the integration broker.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Using the Integration
Broker Quick Configuration Page."

In each participating database, activate the domain in integration broker.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Managing Pub/Sub
Server Domains," Activating Pub/Sub Server Domains.

In each participating database, create and configure the remote nodes.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Adding and
Configuring Nodes."

In each participating database, configure single signon by setting up each subscribing database as a trusted
node.

See Chapter 9, "Implementing Single Signon," Defining Nodes for Single Signon, page 200.

In each participating database, define the gateway properties; include all PeopleSoft nodes.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Managing Integration
Gateways," Setting Oracle Jolt Connection String Properties.

In each participating database, activate the USER_PROFILE service operation.

Note. The default setting is Enabled.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operations,”
Configuring Service Operation Definitions.

In each participating database, configure and activate routings for the USER_PROFILE service operation.

» In each subscribing database, select the Generate Any-to-Local check box to create the necessary
inbound routings; or create point-to-point inbound routings.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation
Routing Definitions."

» In each publishing database, you must create outbound routings to each subscribing node. For
example, if you arein a CRM database publishing to an HCM and a FIN database, you must create
two outbound routings.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation
Routing Definitions."

Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved.



Chapter 6 Working with User Profiles Across Multiple PeopleSoft Databases

9. For each subscribing database, grant permission list security for the USER_PROFILE service operations.
See Chapter 3, "Setting Up Permission Lists," Setting Web Services Permissions, page 57.

Implementing Configurable User Profile Synchronization

This section provides an overview of configurable user profile synchronization and discusses how to:

» Enable Security PeopleCode options.

»  Set up configurable user profile synchronization.

Understanding Configurable User Profile Synchronization

When you implement configurable user profile synchronization among databases, you can select, or
configure, the fields containing data for which you want to subscribe.

All participating databases use the USER_PROFILE service operation and the
USER_PROFILE.VERSION_84 message to publish user profile information. All participating databases use
the USER_PROFILE_XFR service operation and the USER_PROFILE.VERSION_XFR message to
subscribe to the incoming data. Y ou configure the USER_PROFILE_XFR inbound routing with a
USER_PROFILE.VERSION_84 external alias. This alias enables the subscribing databases to receive the
inbound USER_PROFILE.VERSION_84 message and transform it based on your field configuration.

The USER_PROFILE.VERSION_XFR message definition excludes only the following record.fields by
default:

+ PSOPRDEFN.OPRCLASS

+ PSOPRDEFN.ROWSECCLASS

+ PSOPRDEFN.SYMBOLICID

+ PSOPRDEFN.PRCSPRFLCLS

+ PSOPRDEFN.DEFAULTNAVHP

The subscription PeopleCode for the USER_PROFILE_XFR service operation will fail if any expected
records are missing or out of order. It will also fail if certain record.fields are not in the
USER_PROFILE.VERSION_XFR message. The following isalist of the required record.fields for the
USER_PROFILE.VERSION_XFR message to function:

PSOPRDEFN.OPRID
 PSOPRALIAS.OPRALIASTYPE

+ PSROLEUSER_VW.ROLENAME

+ RTE_CNTL_USERVW.ROLENAME

« RTE_CNTL_USERVW.RTE_CNTL_PROFILE
+ PSUSEREMAIL.EMAILTYPE
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+ PSUSEREMAIL.EMAILID

This diagram shows the service operations and messages, and the way in which user profile datais published
by and subscribed to by three PeopleSoft systems that use configurable user profile synchronization:

Fublished Message Subscribe
Structure haf All Fields Select Frielr;ls
USER_FROFILE . LISER_PROFILEXX
- - 4
VERSION 84 VERSION XFR

A

Publish Changed|

USER_FROFILE.

Ciole VERSION_84
T ~  Database A |
I
USER_PROFILE.
VERSION_84
- ¢ F Y
~ Database C USER_PROFILE. Database B USER_PROFILE.
Publish Changed VERSION_84 | [Pyplish Changed VERSION_84
Fields Fields
- d r g
USER_PROFILE . USER_PROFILE | | |USER_PROFILE - USER_PROFILE
VERSION 84 VERSION_XFR L VERSION 84 VERSION XFR ‘f
I ] I

\ /] /

Fublished Subscribe Published Subscribe

Message Select Fields Message Select Fields
Structure has Structure has

All Fields All Fields

Diagram of the flow of user profile information as it uses configurable synchronization among three
PeopleSoft databases

Enabling Security PeopleCode Options

Access the Security PeopleCode Options page (PeopleTools, Security, Security Objects, Security PeopleCode
Options).
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Application Class Method

Root Package ID PT_SECURITY

Security PeopleCode Options

Path LUitility
Class ID PeopleCodeOptions Method Hame CopyRowsetDelta_Sec
Description This Method has the following options (Enable one):

* CopyRowsetDelta (Message Class Method) - for publishing updates,
* CopyRowsetDeltaOriginal_Mod (PeopleCode Function) - for publishing updates along with prior values.

PeopleCode Function Options

Customize | | #8

Function Name
1 CopyRowsetDelta

2 CopyRowsetDeltaOriginal_Mod

Enabled

O &

Security PeopleCode Options page

Application Class M ethod

PeopleCode Function Options

Function Name

Enabled

Application classes, at their base level, are PeopleCode programs. In
addition, application classes provide more structure. Using the Application
Packages, you have a clear definition of each class, aswell asitslisted
properties and methods, which makesit easier for you to create a complex
program that uses many functions.

This group box displays information about the PT_SECURITY application
package.

This group box displays the available PeopleCode functions for the
CopyRowsetDelta_Sec method, which you use to implement user profile
synchronization.

Select from these two functions:
« CopyRowsetDelta

Select this function to implement standard user profile synchronization.
» CopyRowsetDeltaOrigina_Mod

Select this function to implement configurable user profile
synchronization.

See PeopleTools 8.51 PeopleBook: PeopleCode API Reference, "Message
Classes."

Select a check box to choose the type of user profile synchronization. Y ou
can enable only one option in the list of functions.
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Setting Up Configurable User Profile Synchronization

To set up configurable user profile synchronization:

1

136

Turn on the Pub/Sub servers.

See PeopleTools 8.51 PeopleBook: System and Server Administration, "Using the PSADMIN Utility,"
Using the Quick-Configure Menu.

In each publishing database, access the Security PeopleCode Options page and enable the
CopyRowsetDeltaOriginal_Mod PeopleCode function.

See Chapter 6, "Working with User Profiles Across Multiple PeopleSoft Databases,”" Enabling Security
PeopleCode Options, page 134.

Define the local gateway URL for Integration Broker.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Using the Integration
Broker Quick Configuration Page."

In each participating database, activate the domain in Integration Broker.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Managing Pub/Sub
Server Domains," Activating Pub/Sub Server Domains.

In each participating database, create and configure the remote nodes.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Adding and
Configuring Nodes."

In each participating database, configure single signon by setting up each subscribing database as a trusted
node.

See Chapter 9, "Implementing Single Signon," Defining Nodes for Single Signon, page 200.

In each participating database, define the gateway properties; include all PeopleSoft nodes.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker Administration, "Managing Integration
Gateways," Setting Oracle Jolt Connection String Properties.

In each participating database, deactivate the inbound generated USER_PROFILE.VERSION_84 routing
definition.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation Routing
Definitions," Activating and Inactivating Routing Definitions in the Routing Component.

Note. This step is necessary only if you implemented standard user profile synchronization and are
switching to configurable user profile synchronization.
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Working with User Profiles Across Multiple PeopleSoft Databases

In each participating database, configure and activate the routings for the USER_PROFILE service
operation.

In each publishing database, you must create outbound routings to each subscribing node. For example, if
you are in a CRM database publishing to an HCM and a FIN database, you must create two outbound
routings.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation Routing
Definitions," Activating and Inactivating Routing Definitions in the Routing Component.

In each participating database, activate the USER_PROFILE_XFR service operation.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operations,”
Configuring Service Operation Definitions.

In each participating database, configure the routings for the USER_PROFILE.VERSION_XFR service
operation.

» In each subscribing database, select the Generate Any-to-Local check box to create the necessary
inbound routings or create point-to-point inbound routings.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation
Routing Definitions."

» In each publishing database, change the external alias on the Parameters page to
USER PROFILE.VERSON_84.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation
Routing Definitions."

In each subscribing database, grant permission list security for the USER_PROFILE_XFR service
operations.

See Chapter 3, "Setting Up Permission Lists," Setting Web Services Permissions, page 57.

In each subscribing database, configure the USER_PROFILE.VERSION_XFR message definition:

» Expand the User Profile message records.
» Select the fields that you want the subscribing database to update.

» Clear thefields that you want the subscribing database to ignore.

14. Save the message.

Transferring Users Between Databases

Sometimes you might want to transfer all user information from a source database to atarget database, for
example, during the upgrade process or when moving users from the production environment to a
development or atesting environment. PeopleSoft applications provide Data Mover (DMYS) scripts that export
and import user profile security information. These scripts transfer user profile data from a source to a target
database. The scripts use these tables:

PSOPRDEFN
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PSOPRALIAS

.+  PSROLEUSER

« PSUSERATTR

«  PSUSEREMAIL

«  PSUSERPRSNLOPTN

- ROLEXLATOPR

« PS RTE_CNTL_RUSER

Note. Use the Application Designer upgrade feature to upgrade both roles and permission lists.

One script exports User Profile data from the source database. The source database refers to the database that
contains the User Profiles that you want to migrate. The target database refers to the database to which you
are copying the user information.

After exporting the security information from the source database, you then run the import script against the
target database. The target database refers to the database to which you want to transfer the security data. The
scriptsinvolved in transferring security information from one database to another are:

+  USEREXPORT.DMS.

This script exports User Profiles from the source database and stores them in a Data Mover DAT file. The
output fileis named USEREXPORT.DAT.

+ USERIMPORT.DMS.

This script reads the file created by USEREXPORT.DMS and copies the User Profile data into the target
database.

Y ou will find this set of scriptsin the <PS HOME>/scripts directory.

Note. Using Data Mover to transfer user profiles from one database to another does not trigger user profile
synchronization.

Considerations

Before running scriptsto export and import your security information, you should consider these topics.

« Duplicate Rows

If the target database already contains arow of data with identical keysto arow transferred by the import
script, the duplicate row will not be transferred to the target. The scripts make no attempt to merge the
duplicate row; the row is not transferred.

To ensure that you do not have data rows with duplicate keys, you must ensure that the source database
does not contain a User Profile with the same hame as in the target database.

Y ou should not have data rows with duplicate keysin your source and target database when you begin the
copy, as this can lead to unexpected results that compromise database integrity.
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« Release Levels

Because the PeopleTools table structures change between major releases (6.X to 7.X or 7.X to 8.X), you
cannot transfer users between databases that run different versions of PeopleTools. Before starting the
migration process, upgrade your source and target databases so the release levels match.

Running the Scripts

Complete the following procedure to run the user transfer scripts.

1. Using Data Mover, sign in to the source database and run USEREXPORT.DMS for user definitions.
Y ou can edit this script to specify the location and file name of the output file and the log file.

2. Using Data Mover, sign in to the target database and run USERIMPORT.DMS for user definitions.

Y ou can edit the script to specify the location and file name of the input file and the log file. The name
and location of the input file must match the output file you specified in Step 2.

3. After copying user and role definitions, run the PeopleTools audits, including DDDAUDIT and
SYSAUDIT, to check the consistency of your database.
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Employing LDAP Directory Services

This chapter provides an overview of the PeopleSoft Lightweight Directory Access Protocol (LDAP) solution
and discusses how to:

Configure the LDAP directory.

Cache the directory schema.

Create authentication maps.

Create user profile maps.

Create role membership rules.

Delete directory configurations.

Enable Signon PeopleCode for LDAP authentication.
Use LDAP over SSL (LDAPS).

View SSL/TLSfor LDAP transaction setup examples.

Note. PeopleTools uses INDI libraries only. JNDI requires no added installation asit is part of the standard
PeopleTools installation.

This chapter assumes you have aworking knowledge of LDAP-enabled directory servers.

Understanding the PeopleSoft LDAP Solution

Three PeopleSoft-delivered technologies enable you to:

Authenticate against an LDAP V3 compliant directory server.

Reuse your existing user profiles stored within LDAP.

The three technol ogies are:

Directory Business Interlink, which exposes the LDAP to PeopleCode.
The system uses it for al communication with the LDAP server process running on a directory server.
User Profile Component Interface, which exposes the User Profiles component to PeopleCode.

The system uses it to programmatically manage alocal cache of user profiles.
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» Signon PeopleCode, which runs when a user signsin to the system—similar to the login scripting of most
network systems.

Signon PeopleCode uses the Directory Business Interlink and the User Profile Component Interface to
verify directory-based credentials and programmatically create alocal User Profiles cache.

The combination of these three technologies provides a flexible way to configure PeopleSoft for integration
with your directory server. No set schemais required in the directory. Instead, you can configure and extend
the Signon PeopleCode to work with any schemaimplemented in your directory server.

Thetopicsin this chapter describe setting up the LDAP integration technology on your site. The tasks assume
that an LDAP V3 compliant directory serviceis already installed, and that you intend to import LDAP group
values and apply them to PeopleSoft roles.

Note. When you enable LDAP authentication, the password column on the PSOPRDEFN record is no longer
used. Directory-level users are not authenticated against the PSOPRDEFN table; they are authenticated by
Signon PeopleCode. Because Signon PeopleCode only runs on the application server, LDAP authentication
requires an application server. That is, LDAP authentication does not work for atwo-tier signon.

Configuring the LDAP Directory

This section provides an overview of LDAP directory configuration and discusses how to:
»  Specify network information for LDAP.

» Specify additional connect DNs.

« Install selected PeopleSoft-specific schema extensions.

« Test connectivity.

Understanding LDAP Directory Configuration

The Configure Directory component (PSDSSETUP) contains four pages that you use for specifying
connection information and testing directory server connections.

To enable your PeopleSoft system to successfully connect to your directory server, you must enter the
appropriate connection information. This information includes the server name (DNS or IP address) and the
listening port number. Y ou also must enter the user distinguished name (User DN) and associated password.

The Peopl eSoft application server uses the User DN and password to connect to the LDAP server to retrieve
user profile information about the specific user signing in to the system. The User DN must reflect a user with
the appropriate LDAP browse rights.
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Pages Used to Configure the Directory
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Page Name Definition Name Navigation Usage
Directory Setup DSDIRSETUP PeopleTools, Security, Specify the network
Directory, Configure information of your LDAP
Directory, Directory Setup | directory servers, such as
user IDs and passwords.
Additional Connect DN's DSSERVERID PeopleTools, Directory, Specify connect DNsin

Configure Directory,
Additional Connect DN's

addition to the default
connect DN specified on the
Directory Setup page.

Schema Management DSEXTINSTALL PeopleTools, Security, Install selected PeopleSoft-
Directory, Configure specific schema extensions
Directory, Schema into your directory.
Management

Test Connectivity DSSRCHRSLT PeopleTools, Security, Test the distinguished
Directory, Configure names and search criteria
Directory, Test that you entered on the
Connectivity previous pages of the

Configure Directory
component and view the
results. The system tests the
connectivity when you
access this page.

Specifying Network Information for LDAP

Access the Directory Setup page (PeopleTools, Security, Directory, Configure Directory. Click the Directory

Setup tab).
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Directory Setup ” ” ]
Directory ID: DOC_SERVER
Description; IMain Directory
Directory Product: Cracle Internet Directory hd

Default Connect DM: cn=admin,a=config

Password: L e e e P e e e P TR Y]

Find | View All First ﬂ 10of1 ﬂ Last

LDAP Server: 207.132.22.04 =

Port; 389 SSL Port;

Configure Directory - Directory Setup page

Directory ID Displays the directory connection that you are creating. The directory ID
that you enter can identify a specific LDAP server or acollection of LDAP
servers, depending on how many servers you add in the Server Name

section.
Description Enter a description of the directory connection.
Directory Product Select your directory product from the list of options.

Default Connect DN (default  Displays the default connect DN associated with the directory ID that you

connect distinguished name)  entered or selected on the initial search page. The connect DN isthe ID that
you can use to connect to the directory server. Y ou can enter an aternative
connect DN.

Password Enter the password associated with the directory-based account that appears
in the Default Connect DN field.

Note. The password is stored in encrypted form in the database; not even
individuals with administration access to the database can view the
password.

Server Name Add LDAP directory serversto a connection list. Y ou can add multiple
serversfor faillover purposes using the plus button. All servers you add
must participate in the same directory service.

LDAP Server Identify a specific LDAP server. Y ou can use the DNS name or you can use
| P address dotted notation. For example, either of the following formatsis
acceptable: 1dapl2.yourcompany.com or 192.201.185.90.

Port Enter the port number on which the LDAP server is configured to receive
search requests. The standard LDAP port is 389. If you do not specify the
correct port, PeopleSoft Directory Interface cannot exchange data with your
LDAP server.

SSL Port If you are implementing SSL, enter the SSL port on the LDAP server.
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Specifying Additional Connect DNs

Access the Additional Connect DN's page (select PeopleToals, Directory, Configure Directory and click the
Additional Connect DN's tab).

Directory Setup Additional Connect DN's Schema Management Test Connectivity

Directory I DOC_SERVER

Additional Connect DN's customize | Find | 2] B8 First Bl 1 or 1 B Last

[usercon —— [passwora [ [

| | =]

Configure Directory - Additional Connect DN's page

The PeopleSoft application server uses the User DN and password specified on this page to connect to the
LDAP server to retrieve user profile information about the specific user signing in to the system. The User
DN must reflect a user with the appropriate LDAP browse rights.

Note. Y ou will not see any available schema extensions unless you have installed the PeopleSoft Directory
Interface.

User DN Add any DNs that you need in addition to the default connect DN that you
entered on the Directory Setup page. The default user ID ismost likely an
administrative ID. This value enables you to set up amore secure user 1D
for the scope of the mapping.

Passwor d For each additional DN that you enter, add the corresponding password.

Installing Selected PeopleSoft-Specific Schema Extensions

Access the Schema Management page (select PeopleTools, Security, Directory, Configure Directory and
click the Schema Management tab).
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Directory IO DOC_SERVER

Directory Setup Additional Connect DN's Schema Management Test Connectivity

Apply PeopleSoft Schema Extensions customize | Find | view Al | B0 3 First Bl 4 o 1 B Last

Apply Type Hame Object Identifier Revision Details

Details'

Schema Cache Information

Schema Cache Process

Execute |

Last Update DateTime;

Last Update User ID;

Configure Directory - Schema Management page

Note. Unless you have installed the PeopleSoft Directory Interface product, you might not have any
PeopleSoft schema extensions available to you.

Note. The Schema Management page enables you to add PeopleSoft-delivered object classes and attribute
typesto your directory. If you add attributes and object classes using the Schema Management page, you
must also delete them using this page.

Apply

Type

Name

Object Identifier

Revision

Details

Select this check box to apply the selected schema extension type to your
directory.

Displays the type of schema extension, either Object Class or Attribute
Type.

Displays the schema extension name.

Displays the schema extension object identifier. The sequence
1.3.6.1.4.1.2810.20 identifies the object as a PeopleSoft object. The second
to last number iseither al or a2. A 1 indicates an object classtypeand a2
indicates an attribute type. The last number indicates the sequence in which
the extension was created.

Displays the number of times the schema extension was revised.

Click to display details about the selected schema extension in the Details
region at the bottom of the page.
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Select All Click to select all the schema extensions to apply to your directory.
Deselect All Click to deselect every schema extension.

Apply Click to apply the selected schema extensions to your directory.
Details

When you click a schema extension Details button, the system displays the details of that extension. In
addition to the object identifier and name, you may also be interested in the Superiors detail, which indicates
which extensions, if any, are above this onein the hierarchy. Also of interest isthe Type detail, which
indicates whether the schema extension is a mandatory, optional, or auxiliary extension.

Schema Cache Information

For convenience, you can use the Schema Cache Process link to transfer you to the Schema Cache page so
that you can invoke the Schema Cache process. Last Update Date/Time and Last Update User ID enable you
to monitor the frequency of updates as well asthe last administrator to run the process.

Testing Connectivity

Access the Test Connectivity page (select PeopleTools, Security, Directory, Configure Directory and click the
Test Connectivity tab).

[-_ - '” RN o e " S —— ]
Running Bind Tests

Host:207.132.22.04:389

DN:cn=admin,o=config

Result SUCCESS

Running Search Tests
Host:207.132.22.04:389
Reading RootDSE: SUCCESS
Reading Schema: FAIL

Configure Directory - Test Connectivity page

The page displays the results (SUCCESS or FAIL) of the connectivity test. If connectivity fails, modify the
connect information on the Directory Setup and Additional Connect DN's pages.
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Caching the Directory Schema

Y ou use the Cache Schema page to specify a directory server and invoke an Application Engine program
designed to create a cache in the PeopleSoft database of the directory schema. This cache enables you to

select names of object classes and attribute types when you create security maps.

This section discusses how to create a cache of the directory schema.

Page Used to Cache the Directory Schema

Page Name Definition Name Navigation Usage

Cache Schema DSSCHEMACACHE PeopleTools, Security, Specify adirectory server
Directory, Cache Directory | and invoke an Application
Schema Engine program designed to

create a cachein the
PeopleSoft database of the
directory schema. The
cache of the LDAP schema
isused to simplify creating
maps for authentication and
user profile maintenance.

Creating a Cache of the Directory Schema

Access the Cache Schema page (PeopleTools, Security, Directory, Cache Directory Schema).

*Directory ID: |[DOC_SERVER Q

Server Mame: |PSNT Q ache Schema “'3"'-"4 Process Monitor

ULe

Cache Schema page

Directory ID Select the directory 1D to identify the directory that the system should

connect to and retrieve schema information from.

Server Name Search for the Process Scheduler server on which the Cache Schema

process should run.
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Cache Schema Now
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Click this button to cache the LDAP schema data to tables within the

PeopleSoft database. Typically, you use this option during initial setup and
any time that the schema has changed.

Process M onitor
link.

After invoking the process, you can monitor the progress by clicking this

Creating Authentication Maps

Use the Authentication page only if you are implementing directory authentication as opposed to storing
authentication information in the PeopleSoft database. Y ou create authentication maps to define mappings to
one or more directories that the PeopleSoft system relies on for authenticating users. Y ou can activate
multiple authentication maps. Y our PeopleSoft L DAP system authenticates users against all active

authentication maps.

Authentication maps are used to specify the following information for LDAP authentication:

» Theidentity of all the LDAP serversto be searched and their credentials.

»  Thelocations where the search has to be performed inside the LDAP.

» Theattribute of the entries that must be matched with the signon user ID.

This section discusses how to:

« Defining an authentication map.

« Usethe Search Attribute field in authentication maps.

Page Used to Create Authentication Maps

Map

Page Name Definition Name Navigation Usage
Authentication DSSECMAPMAIN PeopleTools, Security, Create a mapping to the
Directory, Authentication directory that the

PeopleSoft system relies on
for authenticating users.

Defining an Authentication Map

Access the Authentication page (PeopleTooals, Security, Directory, Authentication Map).
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Authentication

Map Name: e _test_noveLL Status:
Directory Information

Directory 1D |GE_TE ST_MOVELL Q

Dhnonymnus Bind [Juse Secure Socket Layer

Connect DN: ||:n:al:lmin.u=c:nnﬂg Q

User Search Information

Search Base: |D:QEPED|:|IETD|:|I5

Search Scope:

Search Attribute: |uid Q

SearchFilter:  {uid=%SignonUserld)

= |
List of Servers Customize | Find | View Al | B9 | 2 First K 1 or 1 B ast

Hum LDAP Server

| 1 |216.131.221.32 Q [=]

Authentication page

Status Activate the authentication map by selecting Active. To disable an
authentication map, select Inactive.

Directory Information

Directory ID Select the directory 1D of the directory that you intend to use for
authentication.
Anonymous Bind If al directory datarequired for authentication and user profile maintenance

isvisible to an anonymous connection, select this check box.

Use Secure Socket L ayer Select this option if you are implementing an SSL connection between
PeopleSoft and the directory.
If you did not specify a port number for the directory, the system uses the
default LDAPS port.

Connect DN Thisvalueisthe default connect DN that you specified on the Directory

Setup page. To select one of the DNs specified on the Additional Connect
DN's page, click the search button.

Note. If Anonymous Bind is selected, the Connect DN isignored.
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User Search Information

Search Base

Sear ch Scope

Sear ch Attribute

Search Filter

List of Servers

SeqNum (sequence number)

LDAP Server

Employing LDAP Directory Services

Enter the root of the directory information tree under which the system
should search for user information.

Select the search scope for this search. Values are:
Base: Not applicable. Y ou should not use Base on the authentication map.

One: The query searches only the entries one level down from the entry in
the Search Base field.

Sub: The query searches the entire sub tree beneath the search base entry.

When auser signsin using LDAP Authentication, the system searches the
directory to find the user's user entry. The search attribute is used to
construct the LDAP search filter used in finding the person's user entry. The
value in the Search Attribute field is entered by the user when the user signs
in.

Enter the attribute to be returned by the search, such as user ID (uid) or
customer ID (cid).

See Chapter 7, "Employing LDAP Directory Services," Using the Search
Attribute Field in Authentication Maps, page 152.

Important! If you specify adifferent value here than the User ID Attribute
value that you plan to specify on the Mandatory User Properties page, users
will not be able to switch to another application from the Go menu in
PeopleSoft Windows clients such as Application Designer.

The second application expects to automatically authenticate a user with the
value of %SignonUserld, the system variable that contains the value
entered by the user in this field. However, the value of the User ID
Attribute field is used to populate the OPRID field in PSOPRDEFN.
Because the value of OPRID isdifferent from the value of %SignonUserld,
the authentication fails with an error message.

Users can still access any PeopleSoft Windows client by launching it
directly and signing in using the value of thisfield as the user ID.

Displays the LDAP search filter that the system uses to search the directory
for equal entries.

Set the order in which the system should access the list of serversfor
authentication.

Select the name of the LDAP server. Use the plus button to enter additional
servers.
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Using the Search Attribute Field in Authentication Maps

The purpose of the Search Attribute prompt on the authentication maps page isto map avalue that is used for
the User ID on the login page. For example, if you want usersto log in with their maillD, then mail attribute
should be given in the prompt.

Example

Consider an entry corresponding to the user sramdassin the LDAP directory.

dn: ui d=srandass, dc=peopl esoft, dc=com
ch: srandass

uid: srandassl123

description: peopl esoft user

mai | : srandass@r acl e. com

t el ephone: 12345678

obj ectcl ass: person

password: PASSWORD

If the user isto log in with sramdass/PASSWORD, then the Search Attribute prompt value should be cn. If the
user wants to log in with sramdass@or acle.com/PASSWORD, then the Search Attribute prompt value should
be mail.

Creating User Profile Maps

This section provides an overview of user profile options and discusses how to:
» Specify mandatory user properties.
»  Specify optional user properties.

» Associate user IDs and user profile maps.

Understanding User Profile Options

152

If you are going to authenticate users with the directory server, a PeopleSoft user profileisstill required. That
is, arow is still required in the table in which PeopleSoft user information is stored (PSOPRDEFN). In this
context, you cache LDAP user information inside your PeopleSoft system. The properties that you specify on
the Mandatory and Optional User Properties pages are the columnsin PSOPRDEFN that the system
populates with values from your directory server. These values comprise your user profile options.

PeopleSoft applications use this cache of user information, not your directory server. Whenever a transaction
requires user information, the application refers to the local PSOPRDEFN table as opposed to querying the
directory server. Thisimproves performance.

After auser signsin to the system and the Signon PeopleCode is carried out, PeopleSoft creates arow for that
user in the user definition table by retrieving the LDAP information and creating alocal cache. Signon
PeopleCode maintains this row automatically; manual updates are not necessary. Any changes made in the
directory server are reproduced in the local cache.
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Specifying Mandatory User Properties
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Some properties are required when creating a PeopleSoft User Profile; these properties appear on the
Mandatory User Properties page. Other properties are optional ; these properties appear on the Optional User

Properties page.

Note. Y ou must supply user properties to Signon PeopleCode only if you intend to authenticate users with

your LDAP directory.

Optional User Properties

Page Name Definition Name Navigation Usage
Mandatory User Properties | DSUSRPRFLMANMAP PeopleTools, Security, Specify the attributes
Directory, User Profile required for signon. You
Map, Mandatory User can select to have the
Properties system retrieve these
mandatory values from the
directory server, or you can
enter default values.
DSUSRPRFLOPTMAP

PeopleTools, Security,
Directory, User Profile
Map, Optional User
Properties

Specify optional user
properties to retrieve from
the directory.

Access the Mandatory User Properties page (select PeopleTools, Security, Directory, User Profile Map and
click the Mandatory User Properties tab).
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Mandatory User Properties QOptional User Properties

User Profile Map: ©E_TEST MOVELL

*Authentication Map: |QE—TE ST_NOVELL QU status: Inactive
Directory 10 QE_TEST_MOVELL
\uid Q

*User |D Attribute;
D Type

*10 Type: NON & Mane

*ID Type Attribute;
Default Role

[¥] Use default Role Role Hame: |C‘!EF£|:|IE Q. Role
Attribute:

Language

[+] Use Default Language Code Language |Enaglish % | LangCD

Code: Attribute:

User Profile Map - Mandatory User Properties page

Authentication Map Select the authentication map to associate with this user profile mapping.
The server and connection information are taken from the authentication
map.

Status Displays the status of the selected user profile map.

Note. Only one user profile map should be active at any time.

Directory ID Displays the directory I1D associated with the authentication mapping.
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User ID Attribute

ID Type

ID Type

ID Type Attribute

Default Role

Use Default Role

Role Name

Role Attribute

Employing LDAP Directory Services

Specify the LDAP attribute used to populate the OPRID (user ID) field on
PSOPRDEFN.

Important! If you specify adifferent value here than the Search Attribute
value that you specified on the Authentication page, then users will not be
able to switch to another application from the Go menu in PeopleSoft
Windows clients such as Application Designer.

The second application expects to automatically authenticate a user with the
value of %SignonUserld, the system variable that contains the user 1D that
was used to sign in. However, because the value of OPRID is different from
the value of %SignonUserld, the authentication fails with an error message.

Users can still access any PeopleSoft Windows client by launching it
directly and signing in using the same Search Attribute value for the user
ID.

Enter the default 1D type for new users, such as Employee ID, Customer
ID, and so on. Thisfield is similar to Symbolic ID.

Specifies the LDAP attribute in the directory that holds the selected ID
value. For instance, the ID value might be Employee ID. Some ID types
require additional data when creating a profile of that type. LDAP User
Profile Management can retrieve that data from the LDAP directory if itis
available.

Select this option if you want to use the default role. If you enable this
option, the Default Role field becomes available for entry while the Role
Attribute field becomes unavailable for entry. Y ou either specify a default
role or specify an LDAP attribute on the user entry that holds the valid
name of a PeopleSoft role.

Enter the name of a default role to be assigned to new users. Thisvalue
appliesto usersthe first time that they sign in and have not had any roles
dynamically assigned to them. Typically, this role has only basic access
authorizations, such as for only the self-service pages. Users should get
most of their permissions through dynamically assigned roles.

Instead of specifying only a single default role for each and every user, you
can enter avalue for the LDAP attribute that holds the name of a
PeopleSoft role to be assigned to the user.
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Y ou can enable your application to automatically apply arole for the user. When signing in to the application,
the user provides a value for the search attribute you specified in the authentication map. The system uses that
attribute value to search for the user's entry in the LDAP directory, and then imports the groups containing the
entry to the PSOPRDEFN table as the user'srole.

To enable this automatic role import feature:

1. Define LDAP groups with names that exactly match the roles defined for your application and assign the
user to groups.

2. Desdlect the Use Default Role check box on this page.

3. Leavethe Role Name and Role Attribute fields on this page blank.

Language
Use Default Language Code  Select if you do not maintain language codes in the directory.

L anguage Code If the default language code is not stored in the directory, select a default
value from the drop-down list box.

LangCD Attribute (language The name of the LDAP attribute containing a valid language code. The
code default) value retrieved from the attribute must be a valid PeopleSoft language code.

Specifying Optional User Properties

156

Access the Optiona User Properties page (PeopleTools, Security, Directory, User Profile Map, Optional User
Properties).

Mandatory User Properties Optional User Properties

User Profile Map: oE_TEST MOVELL

Optional User Properties Customize | Find | iew A1 20 B First B 4 or 1 B Last

*User Profile Property Use Constant Value Attribute Name Constant Value
|Emailzddress o] |mail Q. il =]

User Profile Map - Optional User Properties page

User Profile Property Select the user profile property that you want to add to the local cache.
These properties are described in the following table.

Use Constant Value To supply aconstant value for each user, select this option.

Attribute Name Add the name of the attribute as it is represented in your LDAP schema.

Constant Value Appearsonly if you selected Use Constant Value.
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Always Update Select this option if you always want the system to update the local user
cacheto reflect the data stored in the directory server every time the user
signsin. If Always Update is not selected, the data will be taken from the
directory only when the profileisfirst created.

Click the User Profile Property search button to select one of the following optional user profile properties:

CurrencyCode If the user deals with international prices, set the currency code to reflect
the native or base currency so that values appear in the currency with which
the user is familiar.

EmailAddress Select if auser is part of your workflow system or you have other systems
that generate emails for users.

MultiLanguageEnabled Select if the user is set up to use PeopleSoft with multiple languages.
Navigator HomePermissionLi Displays the homepage permission list that is associated with PeopleSoft

st Workflow (Navigator Homepage).

PrimaryPermissionList PeopleSoft determines which data permissions to grant a user by examining

the primary permission list and row security permission list. Which oneis
used varies by application and data entity (employee, customer, vendor,
business unit, and so on). Consult your PeopleSoft application
documentation for more details. PeopleSoft also determines mass change
and definition security permissions from the primary permission list.

ProcessProfilePermissionList The process profile contains the permissions that a user requires for running
batch processes through PeopleSoft Process Scheduler. For example, the
process profile authorizes users to view output, update run locations, restart
processes, and so on. Only the process profile comes from this permission
list, not the list of process groups.

RowSecurityPermissionList ~ See explanation for the Primary Permission List field.

Symbolicl D If the symbolic ID isrequired for the user, select this option.

User Description Typicaly, displays the name of the user, such as an employee name or a
vendor name.

UserIDAlias In some cases, the user ID isan diasin the form of an email address. If so,

select this option.

Associating User IDs and User Profile Maps

When a user is authenticated, a user profile must be created in the PeopleSoft database without a password.
Every user profile map will be associated with an authentication map. When a user islogged in through a
authentication map, the profile is updated with the values in the corresponding user profile map. All the
information that populates the user profile comes from the user profile map. Y ou can specify therole,
languageCD, description, and so on in the user profile map.
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The user ID of the profile that the systems creates corresponds to the User Profile Map - User ID Attribute
field, which contains an LDAP attribute name.

Consider an entry corresponding to the user sramdassin LDAP:
dn: ui d=srandass, dc=peopl esoft, dc=com
cn: srandass

ui d: srandass123

description: peopl esoft user

mai | : srandass@r acl e. com

t el ephone: 12345678

obj ectcl ass: person

password: PASSWORD

Example 1

Authentication Map Search Attribute: cn

User Profile Map User ID Attribute:mail

Y ou must log in as sramdass/PASSWORD, while the system creates the user profile with the name
sramdass@or acle.com.

Example 2

Authentication Map Search Attribute: uid

User Profile Map User ID Attribute:telephone

Y ou must log in as sramdass123/PASSWMORD while the system creates the user profile with the name
12345678.

Note.

The Search Attribute value in the authentication map and the User ID Attribute value in the user profile map
need not be the same.

Creating Role Membership Rules

Use the Role Policy page to define the rules that are read by Dynamic Role Rule PeopleCode and popul ate
PeopleSoft roles with members. The rules return the DNs of "peopl€" directory entries, which supply the
system with the user 1Ds specified on the user profile mapping.

This section provides an overview of role membership rules and discusses how to define role membership
rules.

Understanding Role Membership Rules
PeopleSoft security roles are comparable to LDAP directory groups. Roles enable you to group user IDsin

logical setsthat share the same security privileges. PeopleSoft enables you to keep your external directory
groups synchronized with the data stored within the PeopleSoft database.
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Important! You must keep the data within PeopleSoft consistent with any changes made to the structure or
content of the external directory server, especially when you are dealing with security data. The Role
Membership Rules page enables you to modify a PeopleSoft role based on directory criteria.

Page Used to Create Role Membership Rules

Page Name Definition Name Navigation Usage
Role Palicy DSSECROLERULE PeopleTools, Security, Define therulesthat are
Directory, Role read by Dynamic Role Rule
Membership Rules PeopleCode and populate
PeopleSoft roles with
members.

Defining Role Membership Rules

Access the Role Policy page (PeopleTools, Security, Directory, Role Membership Rules).
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Role Policy

Raole Policy

Rule Name: FTMTLDAP-ALL-LUISERS

Description: |

User Profile Map: |QE_TEST_NOVELL Q
Directory I0:~ QE_TEST_MOVELL

Directory Search Parameters

Assign to Role

Search Scope: Sub

* Build Filter

Search Base: ||:I|::|:|:|m

[ |t |attrbute Operation |Value

|
Customize | Find | IEII i First [ 4 1 of1 o Last

Sl | |grnupr-.-1emhership

Q |=  |v|[oETOOLS ] [=]

Refresh Search Filter | Clear Search Filter |

Search Filter;

* Search Attributes

Directory Attribute:

|Dhjemclass:persnn

Find First n 1 of 1 n La=t

Role Policy page

Rule Name
Description

User ProfileMap
Directory ID

Assign to Role

160

Displays the directory search name that you entered on the search page.
Enter a short description of therule.

Select the user profile map to associate with the rule.

Displays the directory associated with the user profile map that you select.
Click thislink to automatically start the Dynamic Members page in the

Roles component of the Security menu. On that page, select Directory Rule
Enabled and specify the server on which to carry out therule.
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Directory Search Parameters

Search Base

Sear ch Scope

Build Filter

0

Attribute

Operation

Value

And/Or

Refresh Search Filter

Clear Search Filter

Search Filter

Enter the entry (or container) at which to begin the search.

Select the search scope for this search from the following options:
Base: The query searches only the value in the Search Base field.

One: The query searches only the entries one level down from the valuein
the Search Base field.

Sub: The query searches the value in the Search Base field and al entries
beneath it.

Parentheses; on either side of the filter expression select the check boxes
below the parentheses to group expressions.

Select the attribute that the system will filter.
Assign an operator to your rule, such as<, <=, <>, =, >, or >=,
Enter the value to assign to the attribute that you specified.

To add another line to your rule, select AND or OR, depending on your rule
logic. Select END to signify the end of the search. Select NONE if you are
not using this kind of filter.

After you make changes using the Build Filter options, click this button to
update the Search Filter edit box to reflect the changes.

Click this button to delete all values from the Search Filter edit box and the
Build Filter selections.

The purpose of thisfield depends on whether you also specify valuesin the
Directory Attribute field, as follows:

» Nodirectory attributes specified.

Enter aname=value pair that identifies a key field and value on the user
record. The system applies this criterion to search for an individual user,
regardless of group membership.

» Oneor more directory attributes specified.

Enter aname=value pair that the system appliesto the search for the
DN of the defined container or group. This value typically displays the
directory object class of the container in the form "objectclass =
GroupOfUnigueNames", for example. Thisindicates what type of
container to search. To retrieve the correct container DNs, the system
adds the name of the container to the search filter at runtime.
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Search Attributes

Directory Attribute Select attributes that identify the user to add to this membership. The
system searches only for members within the group that is specified by the
Search Filter field.

Note. Y ou can also write PeopleCode to determine group membership using any arbitrary LDAP search
criteria.

Deleting Directory Configurations

Y ou can delete the entire directory configuration or just parts of it.

This section discusses how to:

« Delete the directory configuration.

«  Work with the workflow address book.

Page Used to Delete Directory Configurations

Page Name Definition Name Navigation Usage

Delete Directory DSPURGEDIRID PeopleTools, Security, Delete the entire directory
Directory, Delete Directory | configuration or just parts
Configuration of it.

Deleting the Directory Configuration

Access the Delete Directory page (PeopleTools, Security, Directory, Delete Directory Configuration).
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Delete Directory

Directory I0¢ DOC_SERVER

[ ] Delete Associated Maps
[l Delete Associated Searches
[] Delete Associated Role Rules

[ | Delete Associated Entry Rules

Delete Directory Configuration

Delete Directory page

Delete Associated M aps Deletes the authentication and user profile maps from the configuration.
Delete Associated Searches  Deletes any searches related to the directory configuration.

Delete Associated Role Rules Deletes any role rules that you have specified for a configuration.
Delete Associated Entry Rules Appliesto the PeopleSoft Directory Interface product only.

Delete Directory After you have made the appropriate choices, click this button to perform

Configuration the delete process. If you click this button with nothing selected, the system
deletes only the directory ID and leaves al of the other configuration
information intact.

Working with the Workflow Address Book

Access the Address Book page (PeopleTools, Security, Directory, Workflow Address Book).

Copyright © 1988, 2011, Oracle and/or its affiliates. All Rights Reserved. 163



Employing LDAP Directory Services

164

Chapter 7

Address Book
Map Name: DOCTOOLS_WF_LDAP_MAP Status:
“Directory ID: | QE_TEST_NOVELL a
[] anonymous Bind [Juse ssL
*Distinguished Name: \cn=admin,c=config Q

Search Base:|

Search Scope: Search Limit:
Attribute Info

*Display Name Attribute: cn

*Email Attribute: mail

*User ID Attribute: uid

*Group Object Class: |grnupnfnames

*Member Attribute: member

L2 L L L L

Directory - Address Book page

Use the Address Book page for configuring LDAP address lookups for use with user-initiated notificationsin
PeopleSoft Workflow. This page contains the controls needed to retrieve the necessary addresses from the
directory. This page applies only if you store user information in a directory.

Map Name

Status

Connect & Search Info

Directory ID

Anonymous Bind

Use Secur e Sockets L ayer

Displays the name of the workflow address book map.

Select Active or Inactive.

Select the directory ID of the directory that you intend to use for
authentication.

If al directory datarequired for authentication and user profile maintenance
isvisible to an anonymous connection, select this check box.

Select this option if you are implementing an SSL connection between
PeopleSoft and the directory.
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Distinguished Name

Search Base

Sear ch Scope

Search Limit

Attribute Info

Display Name Attribute

Email Attribute
User ID Attribute

Group Object Class

Member Attribute

See Also

Employing LDAP Directory Services

Enter the DN associated with the directory ID where you want to start the
workflow address book search.

Enter the root of the directory information tree under which the system
should search for user information.

Select the search scope for this search. Values are:

Base: Not applicable. Y ou should not use Base on the authentication map.

One: The query searches only the entries one level down from the entry in
the Search Base field.

Sub: The query searches the entire sub tree beneath the search base entry.

Enter the maximum number of search results to return. The maximum is
99999.

Select the attribute to associate to the display name in the workflow address
book.

Select the attribute to associate to the email in the workflow address book.
Select the attribute to associate to the user ID in the workflow address book.

Select the attribute to associate to the group object class in the workflow
address book.

Select the attribute to associate to the member attribute in the workflow
address book.

Enterprise PeopleTools 8.51 PeopleBook: Workflow Technology, "Adding Events and Routings'

Enabling Signon PeopleCode for LDAP Authentication

Access the Signon PeopleCode page (PeopleToals, Security, Security Objects, Signon PeopleCode).

LDAP Authentication runs as Signon PeopleCode that must be enabled and configured to be carried out with

proper permissions.

To enable Signon PeopleCode:
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1

5.
6.

Click the Invoke As option that applies to your configuration.

Do you want to use a default user 1D, or do you want the Signon PeopleCode to be invoked by the user ID
of the user who happens to be signing on to the system? Either way, the value for the user ID and
password must be avalid PeopleSoft User ID and password.

For LDAP authentication, you may need to use Invoke As if the value entered on the Signon Page is not
aso avalid PeopleSoft OPRID. For instance, if someone signs on using an EmaillD, Invoke as must be
used since the email 1D is not avalid PeopleSoft OPRID.

Note. The user ID entered, whether it is Invoke As user signing in or a default user, must be able to access
the User Profiles component in apermission list.

Locate the row for the LDAP_Authentication function on the Record FUNCLIB_LDAP.
Select the Enabled check box (if it is not already selected by default).

Ensure that the Exec Auth Fail check box is selected; if PeopleSoft authorization fails, then Signon
PeopleCode is carried out.

PeopleSoft authorization always fails if you are using LDAP authentication.
Click Save at the bottom of the page.

Reboot any application servers running against the local database.

Note. If you intend to use the User Profile Map, you a so need to enable LDAP_PROFILESYNCH. The same
options apply.

Using LDAP Over SSL (LDAPS)

This section provides an overview of SSL and discusses SSL between PeopleSoft and LDAP.

Understanding SSL

166

SSL isaprotocol developed by Netscape that defines an interface for data encryption between network nodes.
To establish an SSL-encrypted connection, the nodes must complete the SSL handshake. These are the
simplified steps of the SSL handshake:

1
2.
3.
4,

Client sends a request to connect.
Server responds to the connect request and sends a signed certificate.
Client verifies that the certificate signer isin its acceptable certificate authority (CA) list.

Client generates a session key to be used for encryption and sends it to the server encrypted with the
server's public key (from the certificate received in Step 2).

Server uses its private key to decrypt the client generated session key.
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Establishing an SSL connection requires two certificates: one containing the public key of the server (server
certificate or public key certificate) and another to verify the CA that issued the server certificate (trusted root
certificate). The server needs to be configured to issue the server certificate when a client requests an SSL
connection, and the client needs to be configured with the trusted root certificate of the CA that issued the
server certificate.

The nature of those configurations depends on both the protocol being used and the client and server
platforms. In most cases, you replace HTTP with LDAP. SSL is alower level protocol than the application
protocol, such asHTTP or LDAP. SSL works the same regardless of the application protocol. To connect to a
directory server over LDAPS from a PeopleSoft application, SSL has to be configured in the directory server
and PeopleSoft application.

Note. Establishing LDAPS is not related to web server certificates or certificates used with PeopleSoft
integration.

SSL Between PeopleSoft and LDAP

Y ou can use LDAP Business Interlink to establish a secure LDAP connection between the application server
and the LDAP server. To establish the secure connection between the PeopleSoft application server and the
LDAP server you will need the following certificates:

o A server certificate for the LDAP server.

« Thetrusted root certificate from the CA that issues the server certificate.

Installing and Removing Root CA Certificates in PeopleSoft Databases
Toinstal Root CA Certificates into PeopleSoft databases:
1. Select PeopleTools, Security, Digital Certificates.
Thelist of installed certificates appears.
2. Click theinsert row button (+) in the last row of the displayed certificates.
A blank row appears.
3. Select Root CA from the Type drop-down list box.
4. Enter ameaningful name asthe alias of this certificate in the Aliasfield.
5. Click the Issuer Aliasfield prompt button.
The name of the Alias automatically populates the Issuer Aliasfield.
6. Click the Add Root link.
The Add Root Certificate page appears. Minimize the browser window.
7. Opentheroot CA certificate with atext editor and copy the contents.
8. Maximize the browser and paste the contents into the text box.

9. Click the OK button to see the new digital certificate.
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10. Reboot the application server.

To remove Root CA Certificates from PeopleSoft databases:

1

Select PeopleTools, Security, Digital Certificates.

Thelist of installed certificates appears.

Click the delete row (=) button in the row of the certificate you want to remove.
A Delete Confirmation message box appears.

Click the OK button to confirm the deletion.

Reboot the application server.

Enabling LDAP Authentication Over SSL in PeopleSoft Applications

To enable LDAP authentication over SSL in PeopleSoft applications:

1
2.
3.

Follow the documentation for your directory server to add the Server Certificate to your directory server.
Install the Root CA certificate into the PeopleSoft database.

Select PeopleTools, Security, Directory, Configure Directory, Directory Setup to access the Directory
Setup page.

The SSL Port field must reflect the correct LDAPS port for the directory server.
Click the Test Connectivity tab.

Y ou must see SUCCESSfor the SSL transactions to work. If you see FAILURE here, the LDAP
authentication will not succeed over SSL.

Select PeopleTools, Security, Directory, Authentication Map to access the Authentication Map page, and
select the Use Secure Sockets Layer check box.

Enable the LDAP_AUTHENTICATION Signon PeopleCode.

See Chapter 8, "Employing Signon PeopleCode and User Exits," Enabling Signon PeopleCode, page 182.

Reboot the application server.

Viewing SSL for LDAP Transactions Setup Examples

168

For the LDAP transactions between PeopleSoft and a directory server, SSL must be configured in both
PeopleSoft and the directory server. This section provides a sample SSL configuration between directory
servers such as Oracle Internet Directory, Active Directory Server, Sunone, and PeopleSoft applications.

Important! The procedures outlined in this section are provided as examples. They may not necessarily
apply to al situations. Verify the appropriate documentation for further details.
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Setting Up SSL for Oracle Internet Directory (OID)

To set up SSL for OID:

1
2.
3.

Create certificate request in the wallet.
Create a new configuration set for SSL in Oracle Directory Manager.

Configure OID with the newly created configuration set.

Creating the Certificate Request in the Wallet

To create the certificate request:

1
2.
3.

Open Oracle Wallet Manager and select Operations, Add Certificate Request.
Fill in the fields and click the OK button.
Select Wallet, Save. (By default, it is stored in C:\Wallets.)

Creating a New Configuration Set for SSL in Oracle Directory Manager

To create anew configuration set for SSL in Oracle Directory Manager:

1
2.

Open the Oracle Directory Manager and log in as an admin.
From the Server management section on the left pane, select the Default Configuration Set.
The Default Configuration Set properties appear in the right pane.
From the tool bar, click the Create Likeicon.
A new configuration set will be created.
In this new configuration set, change these properties:
Number of Child Processes = 4
Non SSL Port = <Any number other than 389> . For example, 399.
Click the SSL Settings tab and enter the following values:
SSL Authentication = SSL Server Authentication.
SSL Enable = Both SSL and Non SSL.
SSL Wallet = <path of the Wallet>. For example, file:C:\wallets.

SSL Port = <any number other than 636>. For example, 646.

Note. The port numbers for both SSL and hon-SSL can be changed to any values other than the default
configuration set port values.
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Configuring OID with the Newly Created Configuration Set
To configure OID with the newly created configuration set:

1. Restart the oididapd server by navigating to <Oracle Home>\ldap\admin and running the following
commands in the command prompt:

oi dctl connect =<dat abase SI D> server=<0 D server type val ue> i nstance=<i nstance>
nunber val ue> stop

Example: oi dct| connect =orcl server=oidl dapd i nstance=1 stop

2. Start the OID with the new configuration set (configset=1). The default configuration set is demoted
(configset=0).

oi dctl connect =<dat abase SI D> server=<Q D server type val ue> i nstance=<i nstance>
nunber val ue> confi gset =<new confi gset val ue> start

Example: oi dct| connect=orcl server=o0i dl dapd i nstance=1 configset=1 start
3. Closethe Oracle Directory Manager and log in through SSL.
Enter the wallet path and the wallet password in the login dialog.

Note. If the SSL isincorrectly configured, you will not be able to log in.

The wallet path should be given as file:C:\wallets. The path of the wallet is sufficient; the wallet nameis
unnecessary.

Setting up SSL for Active Directory Server

Any utility or application that creates avalid PK CS #10 request can be used to form the SSL certificate
regquest. The following example uses certreq.exe to form the request.

To set up SSL for Active Directory Server (ADS):
1. Findthe Fully Qualified Domain Name (FQDN).
2. Request a server authentication certificate.

3. Verify an LDAPS connection.

To create certificate request, the Fully Qualified Domain Name (FQDN) of the Domain Controller (DC) is
needed.
Finding the FQDN
To find the FQDN:
1. Select Start, Programs, Administrative Tools, DNS.
The dnsmgmt window opens.

2. Double-click the host name of your machine, and you will see the FQDN.
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Requesting a Server Authentication Certificate
To request a server authentication certificate:
1. Copy and paste the following text into a new text file and save it as request.inf:
R request.inf ---------------
[ Versi on]
Si gnat ur e="$W ndows NT$"
[ NewRequest ]

Subj ect = "CN = LAB- SUMAHADE- WF. adser ver . cor et ool s"
; replace with the FQDN of the DC
KeySpec =1
KeyLength = 1024
; Can be 1024, 2048, 4096, 8192, or 16384.
Larger key sizes are nore secure, but have
; a greater inpact on performance.
Exportabl e = TRUE
Machi neKeySet = TRUE
SM ME = Fal se
Privat eKeyArchive = FALSE
User Protected = FALSE
UseExi sti ngkeySet = FALSE
Provi der Nane = "M crosoft RSA SChannel Cryptographic Provider"
Provi der Type = 12
Request Type = PKCS10
KeyUsage = OxaO

[ EnhancedKeyUsageExt ensi on]

OD=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication

2. Providethe fully qualified DNS name of the domain controller in the request. The semicolon (;) is used to
indicate that the following text through the end of the line is a comment.

3. Create the request file and then, in acommand prompt, navigate to the path where the request is and type
the following command:

certreq -new <Nanme of the inf file> <nane of the request file>
Example: certreq -new request.inf request.req
A new request.req is created in the current directory. Thisis the base64-encoded request file.

4. Submit the request to a CA for aserver certificate. Save the server certificate, servercert.cer, on your
machine. The saved certificate must be base64—encoded.

5. Accept the issued certificate by opening a command prompt, navigating to the path where the server
certificate is stored, and executing the following command:

certreq -accept <Nanme of the server certificate>

Example: certreq -accept servercert.cer
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6.

7.

Now the certificate isinstalled in your personal store. A private key is associated with this certificate.
Verify this key by referring to the ADS documentation.

Restart the domain controller by restarting the server.

Verifying an LDAPS Connection

To verify an LDAPS connection:

1
2.
3.

Start the Active Directory Administration Tool (Idp.exe) by selecting Start, Run, ldp.exe.
On the Connection menu, click Connect.

When prompted, enter the name of the domain controller (enter the FQDN) to which you want to connect
and the SSL port number.

Click OK.

The RootDSE information should appear in the right pane, indicating a successful connection.

Setting up SSL for Sunone Directory Server (iPlanet)

A w0 Do

Open the Sunone Directory Server console and select Manage Certificates from the Tasks tab.
Select Request and then Next.

Enter your computer name (or server name) and other organizationa details.

Enter a password and click Next.

The system creates a certificate request.

Click the Copy to Clipboard button to copy this request to the clipboard, or save the request to afile.

Submit the Certificate Request to atrusted CA and download the server certificate, for example,
servercert.cer.

In the directory server, open the Manage Certificates page.
On the Server Certstab, click the Install button.

Select thislocal file. Click the Browse button and select the server certificate, servercert.cer. Click Next
on each of the following two pages.

10. Enter a name and a password and then click Done.

Setting Up SSL in PeopleSoft Applications

172

This section discusses how to configure the LDAP business interlink to establish SSL encrypted LDAP
connections. The LDAP businessinterlink uses aroot CA certificate that you install in the PeopleSoft
database through the Digital Certificates page.

To enable SSL, the SSL parameter in the LDAP business interlink should be set to YES either:
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Manually in Application Designer.

Programmatically through PeopleCode.

Employing LDAP Directory Services

Setting the Business Interlink SSL Parameter in Application Designer

To set the SSL parameter in Application Designer:

1

2
3.
4

Open an existing instance of the LDAP businessinterlink, or create a new instance.

Select the Settings tab.
Set the SSL parameter to YES.

Save the business interlink.

This example shows the correct setting of the SSL parameter for the LDAP_ADD business interlink:

LDAP_ADD (Business Interlink)

Input ] Cutput Settingsl

EBX

Add

Set Default

Parameter

S50

55L_DE

Server

Part

UzerlD_aAttribute_M ame

LRL

B0 o alidating

o0 == A e LD D —

SSL_DEPw

Default | L
TES hd
cert?.db
tzap111198.p
a9
uid
file: /¢ peic_dir.

Example LDAP Business Interlink SSL parameter

Note. This example showsthe LDAP_ADD business interlink transaction, but it appliesto all LDAP business
interlink transactions.

Setting the Business Interlink SSL Parameter Programmatically

To set the business interlink SSL parameter programmatically:
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1. Drag the businessinterlink definition into the PeopleCode editor. The following code is created:

| * ===>

This is a dynanically generated Peopl eCode tenplate to be used only as a hel per
to the application devel oper.

You need to replace all references to '<*>' OR default values with references to
Peopl eCode vari abl es and/or a Rec. Fields.*/

/* ===> Declare and instantiate: */

Local Interlink & DAP_SEARCH 1;

Local BI Docs & nDoc;

Local BI Docs &out Doc;

Local bool ean &RSLT;

Local nunber &EXECRSLT,;

&L DAP_SEARCH 1 = GCetlnterlink(l NTERLI NK. LDAP_SEARCH) ;

* ===> You can use the follow ng assignnments to set the configuration paraneters.
*/
&LDAP_SEARCH 1.SSL = "NO';
&L DAP_SEARCH 1.SSL_DB = "cert7.db";
&LDAP_SEARCH 1. URL = file://psio_dir.dl|";
&L .DAP_SEARCH 1. Bl DocVal idating = "Off";

Note. This example uses the search transaction, but the principle applies to any transaction.

2. Changethe SSL parameter setting to indicate that SSL should be used. For example:
& DAP_SEARCH 1. SSL = "VYES";

Note these points:

» The SSL parameter setting in PeopleCode takes priority over the setting in Application Designer. For
example, setting YESin Application Designer and NO in PeopleCode will result in anon-SSL transaction.

» The application server binds as a client to the LDAP server as part of the authentication, so it is only
necessary to have access to the root certificates. The LDAP administrator at your site should have already
installed a server (Node) certificate on the LDAP Server.

»  Whenever you enable or disable Signon PeopleCode, reboot the application server domain.

»  Whenever you install or uninstall a certificate, reboot the application server.
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This chapter provides an overview of the delivered external authentication solutions and discusses how to:

» Use Signon PeopleCode.
» Usetheweb server security exit.

» Usethe Windows security exit.

Understanding the Delivered External Authentication Solutions

PeopleSoft delivers the most common authentication solutions and packages them with our application for
you to use. This saves you the trouble of developing your own solutions and saves you time with your
security implementation.

Note. The traditional method, where the user submits signon credentials that the system comparesto arow in
the PSOPRDEFN table, is avalid means of authentication; however, it is not a recommended method for
increased scalability and manageability as you deploy applications to the internet.

The authentication solutions are delivered PeopleCode programs that you can include in your Signon
PeopleCode. The following table describes each function that appears on the Signon PeopleCode page:
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Function

Exec Auth Fail

Description

WWW_Authentication

Not Required

Applies when you want the browser to pass the client
certificate to the web server for authentication by mutual
authentication Secure Sockets Layer/Transport Layer Security
(SSL/TLS) at the web server level (also known as client
authentication). In this situation, you configure PeopleSoft to
"trust" the authentication performed by athird-party system at
the web server.

The function performs the following:

1. Extractsthe user's distinguished name (DN) from the client
certificate passed to the application server by the HTTP
server.

2. Setsaglobal variable to the DN for a subsequent call to the
LDAP_ProfileSynch function.

3. Convertsthe DN to a PeopleSoft user ID and sets the
current user context.

LDAP_Authentication

Required

Applies when you want the user to submit signon credentials at
the signon page, and then the system passes the credentials to
the directory to perform authentication.

This function performs the following:

1. Searchesthedirectory for all entries that match the entered
user name.

2. Attemptsto bind to the directory for each found DN using
the entered password.

3. Setsaglobal variable to the bound DN for a subsequent
call to LDAP_ProfileSynch.

4. Convertsthe DN to the appropriate PeopleSoft Username
and sets the current user context.

SSO_Authentication

Not Required

Appliesin situations where you have single signon configured.
The system authenticates the user's single signon token, which
has already been issued by another database (node).

This function performs the following:
1. Convertsthe PeopleSoft User ID to aDN.

2. Setsaglobal variable for a subsequent call to
LDAP_ProfileSynch.
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Function Exec Auth Fail Description

LDAP_ProfileSynch Not Required Appliesin situations where PeopleSoft user profiles need to be
created or updated with data stored in an LDAP directory. The

function requires that the global variable & global_DN has been
initialized by one of the previous authentication functions.

Remember that regardless of how a user is authenticated, each
user populates arow in PSOPRDEFN to which applications
can refer during transactions (if necessary). The
LDAP_ProfileSynch updates that row in PSOPRDEFN (or user
profile cache) with the most current information.

Asdelivered, this function performs the following:
1. Retrievesthe LDAP entry specified by &global_DN.

2. Either creates or updates the corresponding PeopleSoft
user profile.

Note. One of the XXX _Authentication functions needs to be
carried out prior to running LDAP_ProfileSynch.

PeopleSoft provides disabled example Signon PeopleCode with
this function. If you work with the NDS, Active Planet, or
iPlanet directories, you can use this Signon PeopleCode to
assign roles dynamically at sign-on time.

See Chapter 8, "Employing Signon PeopleCode and User
Exits," LDAP_ProfileSynch Considerations, page 179.

When using any of the delivered external authentication solutions, the following items apply:

» All functions get the LDAP server configuration from specifications in PeopleTools Security, Directory,
Configure Directory.

» All functions support a single database—multiple databases are not required.
This section discusses:

«  WWW_Authentication considerations.

+ LDAP_Authentication considerations.

» SSO_Authentication considerations.

« LDAP_ProfileSynch considerations.

WWW_Authentication Considerations
If you intend to authenticate your users at the web server level using mutual authentication SSL/TLS (also

known as client authentication), the users that are authenticated at the web server level must signon to the
system using a different web site than users of the other authentication methods.
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When you configure a PeopleSoft site to enable public access, a public user ID and password in the web
profile provide automatic authentication. Keep in mind that this enables public access for the entire site. The
web server always passes the specified public user ID and password to the application server. So, if you want
some users to be authenticated by PeopleSoft rather than at the web server level, they must sign in through a
PeopleSoft site that has public access disabled.

Important! The PeopleCode RevalidatePassword( ) and SwitchUser () built-in functions don't work during
auser session for which you're using WWW_ Authentication.

In WWW_ Authentication, PeopleSoft performs no validation of users and their passwords. The Signon
PeopleCode simply accepts the web server's word that the user was properly authenticated. Y our PeopleSoft
application has no way to revalidate the user's password in this case, so you shouldn't call
RevalidatePassword or SwitchUser after WWW_Authentication has been used.

Y ou can determine whether WWW_ A uthentication has been used by examining aglobal variable. The
Signon PeopleCode for WWW_ A uthentication sets the PeopleCode global variable called & authMethod to
the value WM when a successful signon occurs. In PeopleCode where you want to call
RevalidatePassword or SwitchUser, first examine & authMethod. If it's not equal to WMAV, you can call
those functions.

See Also

PeopleTools 8.51 PeopleBook: PeopleCode Language Reference, "PeopleCode Built-in Functions,”
RevalidatePassword

LDAP_Authentication Considerations

When using LDAP_Authentication, the default searching behavior can be overridden by entering

attri but e=%Jser | d% inthe Search Attribute edit box on the In the Directory Setup page. When you
insert this syntax, the system constructs the DN of the user by concatenating the search attribute plus the
entered user name with the search base.

For example, given the setup depicted in the following example, if the user entered Sschumacher in the User
Name edit box of the signon page, the DN would be:

ui d=Sschumacher, ou=Il nkoop, o=cch. com

This constructed DN would be used for the bind attempt rather than searching the directory with the search
filter of:

ui d=Sschunmacher

SSO_Authentication Considerations

178

If you are using SSO_Authentication and LDAP_ProfileSynch to automatically generate profiles, then the
value of the LDAP attribute mapped to User ID must be unique throughout the directory.

The PeopleSoft User 1D uniquely identifies a person within PeopleSoft, and a DN uniquely identifies a person
within the directory. PeopleSoft maps the PeopleSoft User Profile to adirectory entry by specifying the
directory attribute that holds the value of the PeopleSoft User ID.
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Y ou specify the appropriate mapping between the PeopleSoft system and your directory using the User
Profile Caching component. On the Mandatory User Properties page, you must equate the PeopleSoft User ID
attribute with an LDAP attribute. For example, in many cases the PeopleSoft User ID is mapped to the LDAP
attribute of uid.

With a single signon token, the system can provide the Signon PeopleCode with only auser ID value to
identify a person. Then the system must search the directory to find the corresponding DN. If multiple entries
within the scope of the search have the same value on the User ID attribute, then PeopleSoft is unable to
determine which entry corresponds to the user.

Note. It is not required to use these functions to enable single-signon within PeopleSoft. The SSO_
Authentication combined with the LDAP_ProfileSynch applies only to situations where you want cache
profile data from adirectory if the user presents a single-signon token during signon.

LDAP_ProfileSynch Considerations

If you work with the NDS, Active Directory, or iPlanet directories and would like to assign roles dynamically
at sign-on time, you can use the disabled example Signon PeopleCode that PeopleSoft has provided with this
function. Directory-specific information is included in the comments of the code.

Note. This Signon PeopleCode provides a basic framework for dynamically assigning roles at sign-on time. If
you want to dynamically assign roles at sign-on time, you must modify this code to work specifically with
your NDS, Active Directory, or iPlanet directory schema. Y ou should attempt thisonly if you are familiar
with your directory schema and with writing PeopleCode.

Using Signon PeopleCode

This section provides overviews of Signon PeopleCade and Signon PeopleCode permissions, and discusses
how to:

« Modify Signon PeopleCode.
« Enable Signon PeopleCode.

« Access X.509 certificates.

Understanding Signon PeopleCode

Signon PeopleCode runs whenever a user signs in to a PeopleSoft application. The main purpose of Signon
PeopleCode isto copy user profile datafrom adirectory server to the local database whenever auser signsin.
This ensures that the local database has a current copy of the user profile. Because Signon PeopleCode runs at
each signon, you are not required to maintain the local copy of the user information.

Signon PeopleCode is not limited to Lightweight Directory Access Protocol (LDAP) integration. You can
also use Signon PeopleCode and business interlinks to synchronize alocal copy of the user profile with any
data source when a user signs in. Because the signon program is written in PeopleCode, you can customize it
any way that suits your site requirements.

The basic process flow of Signon PeopleCode is asfollows:
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1. A user entersuser ID and password on the signon page.
2. PeopleTools attempts to authenticate a user with the local PeopleSoft password.
3. Signon PeopleCode runs.

It verifies the user and password, and then updates the local cache of user profiles stored in the Peopl eSoft
database.

Signon PeopleCaode runs only when a user islogging through Pure Internet Architecture, the portal, or a
three-tier Windows workstation.

Note. If you are using L DAP authentication, the PeopleSoft authentication process will fail because the user
password is not stored within the PeopleSoft database. Because of this, if you are using LDAP authentication,
you set your Signon PeopleCode program to run when PeopleSoft authentication fails.

Understanding Signon PeopleCode Permissions

Signon PeopleCode scripts run with full permissions of the user they're invoked as. This includes access to
the database using Structured Query Language (SQL ), accessto the file system, business interlinks,
component interfaces application messaging, and so on. A developer could conceivably write a Signon
PeopleCode program that exposed or corrupted sensitive information. To minimize this risk, you should
follow these guidelines:

* You should limit access to the Signon PeopleCode setup page to trusted administrators only.
Thiswill prevent people from configuring un-trusted PeopleCode programs to run at sign-on time.

« |If you aren't implementing external authentication at your site (all your users are authenticated based on
an existing user 1D and password with the PeopleSoft database), you should not have the "Exec Auth
Fail" column selected for any Signon PeopleCode scripts.

« After atrusted administrator configures the list of functions that should run at sign-on time, you should
use Object Security to restrict access to the record objects that contain the programs.

Only trusted developers should be allowed to modify the PeopleCode on these records.

« Evenfor trusted developers, it is agood idea to have a second person review the code before testing and
moving to production.

» No developer or administrator should have access to the Signon PeopleCaode setup page, or the records
that contain the Signon PeopleCode functionsin a production system.

Note. The password that the user types on the signon page is never visible to the Signon PeopleCode
developer. It isimpossible to write a script that captures a password entered by a user, and storeit in afile or
database table.
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Page Used to Develop Signon PeopleCode

Page Name Definition Name Navigation Usage

Signon PeopleCode SIGNONPPC_PAGE PeopleTools, Security, Enable Signon PeopleCode
Security Objects, Signon programs.
PeopleCode

Modifying Signon PeopleCode

Signon PeopleCode is record PeopleCaode, which you view and edit on the record with which the program is
associated. PeopleSoft applications deliver a PeopleCode program for directory authentication. It isintended
for production use but it can also be used as a sample that shows many of the technologies you can include
within a Signon PeopleCode program. Y ou can find the delivered PeopleCode program on the following
record: FUNCLIB_LDAP.LDAPAUTH (FieldDefault). Y ou can customize it as needed for testing or
production use.

Open the record in PeopleSoft Application Designer, and view the PeopleCode with the PeopleCode Editor.
The delivered PeopleCode accommodates as many different directory scenarios as possible; it demonstrates
use of the business interlink and component interface technologies. Y ou may want to modify the
authentication PeopleCode to improve login performance or to accommodate any specia directory
authentication needs. The delivered program that ships with PeopleTools has the following general flow:

1. Searchesthe directory server for the user profile of the user signing in.

2. Using the password the user entered at the signon page, the program attempts to bind (or connect) to the
directory server.

If the connect succeeds, then the password is valid.
3. Retrievesthe user profile of the user signing in.

The program gets the profile from the directory server and creates alocal cache copy within the
PeopleSoft database. This improves performance by enabling the PeopleSoft applications to access the
user profile locally, rather than making a call to the LDAP server every time they need user profile data. If
alocally cached copy already exists for the user signing in, thelocal cache is updated according to the
current user in the directory server.

Note. To see what the Signon PeopleCode program does, use the PeopleCode debugger. This enablesyou to
step through the program step-by-step.

The following table presents the key PeopleCode constructs that you use with Signon PeopleCode. Click the
function to view more details in the PeopleCode PeopleBooks:

PeopleCode Function Description

See PeopleTools 8.51 PeopleBook: Returns the result (boolean) of PeopleSoft authentication.
PeopleCode Language Reference, " System
Variables," %PSAuthResult.
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PeopleCode Function Description

See PeopleTools 8.51 PeopleBook: Verifies customers who log on to the system even if the PeopleSoft
PeopleCode Language Reference, authentication fails.

"PeopleCode Built-in Functions,"

SetAuthenticationResullt.

See PeopleTools 8.51 PeopleBook: User ID value entered by the user on the Signon page. This applies
PeopleCode Language Reference, " System to Pure Internet Architecture and Windows signon.

Variables," %SignonUserld.

See PeopleTools 8.51 PeopleBook: User password value the user entered at the Signon page. This
PeopleCode Language Reference, " System value is encrypted. This applies to Pure Internet Architecture and
Variables," %SignOnUserPswd. Windows signon.

See PeopleTools 8.51 PeopleBook: The HTML request that comes from the browser. In the case of
PeopleCode Language Reference, " System security, thisincludes any information submitted at the Signon
Variables," %Request. page, such as user ID, password, and any additional fieldsif you

have extended the Signon page. This applies only to Pure Internet
Architecture.

Note. Do not use the %5wi t chUser variable in Signon PeopleCode.

Enabling Signon PeopleCode
Access the Signon PeopleCode page (PeopleT ools, Security, Security Objects, Signon PeopleCaode).

Signon PeopleCode

Signon
(O Invoke as user signing in

®Invokeas  User ID:| QEDMD Q. Password:|

Signon PeopleCode Customize | Find | View All| @l Firs tn 1-6of T o Last

Exec
*Sequence Enabled |*Record *Field Name Event Name Function Name Auth
Fail

[FuncLB_PWDCNTL '@ [PWDCNTL G, |[FieldChange |Password_controls =]
liz O [FuncLB_LDAP Q. [LDAPAUTH @ |[FieldDefautt [WWW_AUTHENTICATION O =
[ 3 [Funcuis_LoaP Q. [LDAPAUTH @ |[FieldDefautt |LDAP_AUTHENTICATION =
[ 4O [Funcuis_Loap Q [LDAPAUTH @ |[FieldDefautt [SSO_AUTHENTICATION O =
[ 5 [FuncLB_LDAP Q  [LDAPAUTH @ |FieldDefault |LDAP_PROFILESYNCH =l
[ d O [Funcuis_Loar Q [LDAPAUTH @ |[FieldDefautt |0ANMSSO_AUTHENTICATIC O =]

Signon PeopleCode page

Signon PeopleCode is different from other PeopleCode in that you specify which Signon PeopleCode you
want to have on a specific Signon PeopleCode page. Notice that the PeopleSoft Password Controls program,
which iswritten in PeopleCode, is also on this page.
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By default, some of the Signon PeopleCode programs are disabled. Y ou enable them on this page. Y ou can
a so enable them by enabling password controls on the Password Controls page or by enabling directory
authentication on the Directory Authentication component. After enabling each option on the appropriate
page, the system enables the associated PeopleCode program on the Signon PeopleCode page.

Note. Using PeopleSoft password controlsisvalid only if you are not using LDAP authentication. When
you're using LDAP authentication, the directory server, not PeopleSoft, controls the password.

Y ou can add your own PeopleCode programs, but you must add them to another record, and then add them to
this page. Y ou add and remove rows from the grid using the plus and minus buttons.

Invoke asuser signingin/
Invokeas...

Sequence

Enabled

Record

Field Name
Event

Function Name

Exec Auth Fail (execute
authentication fails)

When a PeopleCode program runs, it has to have a context of auser. Thisis
how you indicate to the system which user is executing the program. Thisis
important because the user ID provided must have accessto all of the
objects that your signon program uses. For example, if you are using
LDAP, notice that the Signon PeopleCode contains a business interlink and
a component interface. If the user ID provided does not have the
appropriate authority to business interlinks or component interfaces, the
program fails. Whether you use the value of the user signing in or you
create adefault user ID for al signon attempts depends on your
implementation. For example, if your Signon PeopleCode creates local
copies of users, you have to configure that program to be "Invoked as' an
existing user in the system. In this case, you should create a new user within
PeopleSoft that only has authority to access the objects required within your
PeopleCode program. Y ou should then enter this user asthe "Invoke As'
user.

Displays the sequence in which the signon programs run. Y ou can change
the sequence by changing the numerical value in the edit box. The
application server runs all programsin the ascending order in which they

appear.

To enable aprogram to run at signon, select this check box. If it is not
selected, then the system ignores the program at signon.

Specify the record on which your record PeopleCode exists.
Enter the specific field that contains the PeopleCode.

Enter the event that triggers a particular program.

Enter the name of the function to be called.

Select this check box to "execute if PeopleSoft authentication fails." In
other words, if PeopleSoft does not successfully authenticate the user based
on the password within the PeopleSoft database, you still want the program
to run. For example, you want the L DAP authentication program to run
after PeopleSoft denies access so that your program can authenticate the
user instead. Also, you can leave this option clear to further secure your
system. If you aren't using LDAP authentication, leaving this option
unchecked prevents any program or script from running if your PeopleSoft
authorization fails.
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Accessing X.509 Certificates

X.509 certificates are used to authenticate a user at the web server level—SSL/TLS with client-side
authentication. Y ou can use PeopleCode to access X.509 certificates.

When you use certificate authentication with PeopleSoft, users do not see the PeopleSoft signon page and
enter auser ID. Because of this, the X.509 certificate needs to be available in the Signon PeopleCode so you
can write PeopleCode that maps the certificate to a PeopleSoft user 1D.

The following sample PeopleCode shows how you access X.509 certificates in Signon PeopleCode:

Local string &clientDN,
&cl i ent DN = %Request . Get Par anet er (" com peopl esoft.tool s.ssl _client_dn");

The value of &clientDN might be similar to the following:

E=t om sawyer @eopl esoft.com C=US, S=California, L=Pleasanton, =
O=Peopl eSoft, QOU=Peopl eTool s, CN=Tom Sawyer

Using the Web Server Security Exit

This section provides an overview of the web server security exit and discusses how to:
» Create apublic access user.

« Modify the web profile.

» Write a Signon PeopleCode program.

« Signinthrough the web server.

Understanding the Web Server Security Exit

184

Part of the integration technology PeopleSoft deliversisto ensure that our security or authentication systemis
open and flexible. Because the PeopleSoft applications are now designed for internet deployment, many sites
must take advantage of the authentication services that exist at the web server level.

Note. The exits described here are offered in addition to the Signon PeopleCode running on the application
server, which itself provides integration. There are no PeopleSoft user ("psuser”) exits on the application
server; Signon PeopleCode replaces that functionality. On the client side, the functionality is the same as
previous releases. Y ou should use Signon PeopleCode when developing new signon integration. The topicsin
this section support previous implementations.

This section describes a procedure that enables you to configure your implementation so that PeopleTools
authentication logic "trusts’ the authentication performed at the web server level. The following list presents
examples of some of the third-party authentication technologies with which you may want to integrate:

» Web single signon or authorization or authentication solutions.

» Client-side SSL/TLS authentication provided by web servers.
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» Public Key Infrastructures, either stand-alone or embedded as part of the network operating system
environment.

Note. The previouslist isnot alist of certified integration points, just examples of authentication technologies
that exist in the industry.

For the web server exit configuration to work successfully, the following assumptions should be true:

« You want to authenticate the user at the web server level only, not within the PeopleSoft application
server.

(The configuration discussed in this section enables you to authenticate users within the web server
instead of the default configuration, where the application server controls the authentication logic.)

» Your web server environment includes a mechanism to identify and authenticate a user.

This may be through asign in page with a user ID and password, through adigital certificate, or through
one of several industry-standard authentication methods.

» Your web server has the capability of passing the user ID to the application server through the HTTP
regquest PeopleCode object.

For thisyou can use an HTTP header variable, a cookie, or aform field.

Note. Configuring the following authentication system is not adelivered feature. It requires development
outside of your PeopleSoft application, and because of that, you should have the appropriate level of internet
devel opment expertise to make sure that you are passing the appropriate information to the PeopleSoft
system.

Creating a Public Access User

Y ou create a public or default user profile by using PeopleTools Security. This user profile does not require
any roles or permission lists. Y ou should consider creating along password that is difficult to guess.

For this example, we create the a user profile with these parameters:
+ User ID: PUBUSER
»  Password: ekdJ3838* * & M%okdjflsdkjf JHI K

See Chapter 5, "Administering User Profiles," Working With User Profiles, page 96.

Modifying the Web Profile

After you create the default user, you can modify the web profile to include the default user signin
information.
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To modify the web profile to include the default user sign in information, you first must enable public access
to the portal. In the Public Users section of the Web Profile Configuration - Security page, select Allow
Public Accessto indicate that the system should not prompt users to sign in when they click adirect link to a
page. When thisis selected, the PeopleSoft system does not display the password page to the user. Instead,
the system authenticates users with the values specified in the User ID and Password fields in the same
section of the page.

Note. In the following discussion, notice that the user is never actually signed in as"PUBUSER." The user ID
you specify isjust atemporary value used to initiate a secure connection to the application server. The
application server then determines the correct user 1D using Signon PeopleCode. The correct user ID is
contained in the request object, and all the other user information, such as language code, roles, and so on, is
aready stored in the PeopleSoft system or an LDAP directory server.

Besides selecting the Allow Public Access check box, you also must set the user ID and password parameters
to reflect the user ID created in the previous step. For example, set the User ID field value to PUBUSER, and
the Password field to ekdJI3838* * & M%okdj fl sdkjfIJHJIIK.

Because you hard-code the signon values in the web profile, no end user ever needs to know them—their use
is transparent.

Y ou should limit access to and knowledge of the public access user ID and password values. Y ou can do this
by sharing this information only with a small number of trusted security administrators. Also, you should
make sure that only these select few have read access to the web profile.

Even if somebody does discover the public access user 1D and password values, he or she won't be ableto
sign in to the PeopleSoft system. Recall that the PUBUSER doesn't have any roles or permission lists.
Alternatively, a sophisticated hacker could attack the application server directly by sending it a connection
request formatted in the Oracle Tuxedo/Jolt protocol and potentially assume the identity of a user. Y ou should
use network and firewall products to restrict the origin of requests sent to the application server.

Note. To prevent auser ID from being the default user on the sign in page, set the Daysto Autofill User ID
property on the Web Profile Configuration - Security pageto O.

See Also

PeopleTools 8.51 PeopleBook: PeopleTools Portal Technologies, "Configuring the Portal Environment,”
Configuring Web Profiles

Writing a Signon PeopleCode Program

186

In addition to creating a default user and enabling public access, you also must write a Signon PeopleCode
program that:

» Usesdatawithin the HTTP request to determine the real user ID.

Y our web server authentication system should be configured to insert the USERID of an authenticated
user into the HTTP request as a header, aform field, or cookie.

» Creates or updates the local copy of the user profile within the PeopleSoft database.
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The programs devel oped to perform this task vary depending on where the web server inserted the user ID in
the HTTP request and where the user profiles are stored. For example, some systems use an HTTP header to
store the user ID, while others use cookies or form fields.

If the web server security product uses LDAP as a backend data store for user profiles, you can reuse some of
the LDAP authentication PeopleCode to copy the profile from LDAP to the local database. The user profile
may also be stored in another database, or a Windows domain registry. In either case, you must write
PeopleCode to retrieve the value and make alocal copy.

Note. You can't use the LDAP Authentication PeopleCode program as delivered. This program performs
LDAP authentication and copies the user profile from an LDAP directory to the local database. Y ou can,
however, use the code that copies the profile from the directory, as atemplate for the code you need in this
case.

The following is sample PeopleCode with the External_Authentication function. It is a simple example of
retrieving the user 1D from aform field named User|D:

NN NN NN NN
Functi on External _Aut henticati on()

/* This application server "trusts" the authentication=
performed by the web server */

/* retrieve the USERID fromthe HITP request=
and pass it to SetAuthentication Result */

&User | D = %Request . Get Paraneter (" Userl D");
Set Aut henti cati onResul t( True, &UserlID, "", False);

End- Functi on;

After you have written the program, you must set the Signon PeopleCaode program to run only if
authentication is successful. On the Signon PeopleCode page, you set the running as follows:

« Clear the Exec Auth Fail check box; it must not be selected.

Y ou want this PeopleCode to run only if the connection to the application server originates from aweb
server that presents avalid user ID and password. In this case, the user ID is PUBUSER and the
associated password. Y ou should only select the Exec Auth Fail check box when the PeopleCode itself
authenticates the user, not when the program relies on the web server to perform authentication.

* Youmust set Invoke asto auser profile that has the appropriate roles and permissions to do all the
operationsin the External_Authentication function.

For example, if External_Authentication creates alocal copy of the user profile using the User Profile
component interface, signon_peoplecode_user must have permission to use this component interface. The
Signon PeopleCaode program runs under the signon_peoplecode _user user ID.

Note. Before running the PeopleCode, the application server authenticates the User ID and Password field
values in the Public Users section of the Web Profile Configuration - Security page.

Signing In Through the Web Server

This section provides a step-by-step example of the steps that occur within the system after you have it
configured to trust authentication performed at the web server level:
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Step Component Description

1 Browser The user clicks alink to the PeopleSoft application, for
example
http://serverXY Z/servlets/psportal/peopl esoft8/?cmd=start.

2 Web server The web server receives the request for the uniform
resource locator, authenticates the user, and adds the user
ID tothe HTTP request for the resource.

The method the system uses to authenticate the user and the
method the web server uses to add the user ID to the HTTP
reguest depends on your implementation. For example, it
could be athird-party web single signon or authorization
solution, a PK1/ digital certificate, or SSL/TLS with client-
side authentication.

3 Servlet The PeopleSoft servlet receives the HTTP request, which
includes the user ID in aheader, cookie, or form field, and
connects to the application server using the public user ID
and password from the web profile.

4 Application server The application server authenticates the connection from the
web server by checking the public access user ID and
password against the values stored in PSOPRDEFN. The
user 1D and password must be valid for the connection to
succeed and for Signon PeopleCode to run.

Note. The password verification prevents a sophisticated
hacker from connecting to the application server directly
and carrying out service requests.

5 Signon PeopleCode Signon PeopleCode runs, under the context of the
signon_peoplecode _user, with all the permissions of this
user. It grabsthe "real" user ID from the HTTP request and
creates a copy of the user profilein the local database (if
appropriate). It also calls the PeopleCode built-in
SetAuthenticationResult and passes the user 1D, and an
AuthResult of "true." The PeopleCode program always
passes "true” for AuthResult because the application server
is"trusting” the authentication logic of the web server.

The Pure Internet Architecture session is set to the user ID
of whatever you pass into SetAuthenticationResult. For
example:

Set Aut henti cati onResul t ( Tr ue,
"TSAWER'," ", Fal se);

In this case, the system sets the session to TSAWYER. The
user can access all the pages to which TSAWY ER has
access.
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Using the Windows Security Exit

Unde

Copyright

This section provides an overview of Windows security exits and discusses how to:

e Customize PSUSER.DLL.

« Implement a customized PSUSER.DLL.

rstanding Windows Security Exits

Almost all end users will access PeopleSoft applications by using a browser, so you may not need to
implement any client-side Windows exits. However, you can provide this functionality, perhaps for
developers.

The Windows client-side exits are:

»  PsGetTuxConnectinfo():Used only for three-tier Microsoft Windows workstations running PeopleSoft
Application Designer or Query, for example.

»  PsGetLogoninfo(): Used for Microsoft Windows workstations in both a two-tier and three-tier
environment.

Use these functions to create a customized PSUSER.DLL . These exits are used primarily for the PeopleTools
Development Environment, PeopleSoft Query users, or PeopleSoft Tree Manager users. Unless you intend to
deploy PeopleSoft applications to Microsoft Windows workstations, these exits are seldom used.

PsGetL ogoninfo was used for the Microsoft Windows Client in previous releases to fill in the signon screen
programmatically without displaying it to the user.

With the three-tier Microsoft Windows Client signon you can also bypass the PeopleSoft Signon window by
modifying the PsGetL ogoninfo() function as w