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Preface

The Oracle Identity Management User Reference provides reference information about the
command-line tools and LDAP directory schema elements for Oracle Identity
Management. This Preface contains the following topics:

Oracle Identity Management User Reference is intended for anyone who performs
administration tasks for Oracle Identity Management components. You should be
familiar with either the UNIX operating system or the Microsoft Windows operating
system in order to understand the command-line syntax and examples. You also must
be familiar with the Lightweight Directory Access Protocol (LDAP).

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at

http://www.oracle.com/accessibility/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.
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TTY Access to Oracle Support Services

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services
within the United States of America 24 hours a day, seven days a week. For TTY
support, call 800.446.2398.

Related Documents

For more information, see the following manuals in the Oracle Identity Management
10¢ (10.1.4.0.1) documentation set:

»  Oracle Identity Management Concepts and Deployment Planning Guide
»  Oracle Internet Directory Administrator’s Guide

»  Oracle Identity Management Guide to Delegated Administration

»  Oracle Identity Management Integration Guide

»  Oracle Identity Management Application Developer’s Guide

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Part |

Command-Line Tool Reference

Part 1 of the Oracle Identity Management User Reference contains information about the
command-line tools for Oracle Identity Management.

Part I contains the following chapters:

s Chapter 1, "Command-Line Tools Overview"

»  Chapter 2, "Oracle Identity Management Server Administration Tools"
»  Chapter 3, "Oracle Internet Directory Database Administration Tools"
s Chapter 4, "Oracle Internet Directory Data Management Tools"

»  Chapter 5, "Oracle Internet Directory Replication Management Tools"

»  Chapter 6, "Oracle Directory Integration Platform Tools"






1

Command-Line Tools Overview

This chapter provides an overview of all of the command-line tools available for
Oracle Identity Management. It contains the following topics:

Configuring Your Environment
Oracle Identity Management Command-Line Tool Categories
Oracle Identity Management Command-Line Tool List

Oracle Identity Management Command-Line Tool Common Tasks

Configuring Your Environment

Before you begin using the Oracle Identity Management command-line tools, you
must configure your environment. This involves setting the appropriate environment
variables. Also, if you will be running commands from a Microsoft Windows machine,
you will need to install UNIX emulation software. See the following sections for more
information:

Setting Environment Variables

UNIX Emulation Utilities for Windows

Setting Environment Variables

The syntax and examples provided in this guide require that you have the following
environment variables set:

ORACLE_HOME - The location of your Oracle Identity Management installation.

ORACLE_SID - The directory database connect string. If you already have a
tnsnames . ora file configured, then this is the net service name specified in that
file, which is located in SORACLE_HOME/network/admin.

NLS_LANG (APPROPRIATE_LANGUAGE.AL32UTF8) - The default language set at
installation is AMERICAN_AMERICA.

PATH - The following directory locations should be added to your PATH:
SORACLE_HOME/bin

$SORACLE_HOME/ldap/bin

SORACLE_HOME/ldap/admin

SORACLE_HOME/opmn/bin
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Oracle Identity Management Command-Line Tool Categories

UNIX Emulation Utilities for Windows

To run shell script tools on the Microsoft Windows operating system, you need one of
the following UNIX emulation utilities:

s Cygwin 1.3.2.2-1 or later. Visit: http: //sources.redhat.com

s MKS Toolkit 6.1. Visit: http: //www.datafocus.com/

Oracle Identity Management Command-Line Tool Categories

The Oracle Identity Management command-line tools are organized into the following

categories:

s Oracle Identity Management Server Administration Tools

»  Oracle Internet Directory Database Administration Tools

s Oracle Internet Directory Data Management Tools

»  Oracle Internet Directory Replication Management Tools

s Oracle Directory Integration Platform Tools

Oracle Identity Management Command-Line Tool List

The following table lists all of the Oracle Identity Management command-line tools in
alphabetical order and gives a brief description of each tool.

Table 1-1 Oracle Identity Management Command-Line Tool List
Command Tool Name Description
bulkdelete Bulk Deletion Tool Used to efficiently delete a subtree from a
directory.
bulkload Bulk Loading Tool Used to load a large number of entries into a
directory server.
bulkmodify Bulk Modification Tool Used to modify a large number of existing
entries in an efficient way.
catalog Catalog Management Tool | Used to update the indexed attributes for a
directory.
dipassistant Directory Integration Used to administer the Oracle Directory
Platform Assistant Integration Platform server
higpurge.sh Human Intervention Queue | Used to move a replication change from the
Purge Tool human intervention queue to the purge
queue.
higretry.sh Human Intervention Queue | Used to move a replication change from the
Retry Tool human intervention queue to the retry
queue.
ldapadd LDAP Data Add Tool Used to add entries, their object classes,
attributes, and values to the directory. This
command is compliant with IETF (Internet
Engineering Task Force) standards.
ldapaddmt Multithreaded LDAP Data | Used to add entries, their object classes,
Add Tool attributes, and values to the directory using
multiple threads. This command is
compliant with IETF standards.
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Oracle Identity Management Command-Line Tool List

Table 1-1 (Cont.) Oracle Identity Management Command-Line Tool List

Command Tool Name Description
ldapbind Authentication Validation | Used to see whether you can authenticate a
Tool client to a server. This command is compliant
with IETF standards.
ldapcompare Attribute Comparison Tool | Used to compare an attribute value that you
specify on the command line to the attribute
value in a directory entry. This command is
compliant with IETF standards.
ldapdelete LDAP Data Deletion Tool Used to remove entries from the directory.
This command is compliant with IETF
standards.
ldapmoddn LDAP DN/RDN Used to change the RDN of an entry, or to
Modification Tool move an entry to a new parent node in the
directory tree. This command is compliant
with IETF standards.
ldapmodify LDAP Data Modification Used to add, delete, or replace attributes for
Tool entries by supplying an LDIF file as input.
You can also delete or add entries. This
command is compliant with IETF standards.
ldapmodifymt Multithreaded LDAP Data | Used to add, delete, or replace attributes for
Modification Tool entries in multi-threaded mode. This
command is compliant with IETF standards.
ldapsearch LDAP Search Tool Used to search for and retrieve specific
entries in the directory. This command is
compliant with IETF standards.
ldifmigrator Data Migration Tool Used to convert LDIF files output from other
directories or application-specific
repositories into a format recognized by
Oracle Internet Directory.
Idifwrite Data Export Tool Used to convert to LDIF all or part of the
information residing in an Oracle Internet
Directory.
odisrv Oracle Directory Used to start a standalone Oracle Directory
Integration Server Control | Integration Platform server.
odisrvreg Oracle Directory Used to register an Oracle Directory
Integration Platform Server | Integration Platform server with Oracle
Registration Internet Directory.
oidca Oracle Internet Directory Used to create, upgrade, or delete an Oracle
Configuration Assistant Context in Oracle Internet Directory or to
configure the 1dap. ora file.
oidctl Oracle Internet Directory Used to start, stop, or restart Oracle Identity
Control Management server instances (Oracle
Internet Directory, Oracle Directory
Integration Platform, and Oracle Directory
Replication).
oiddiag Oracle Internet Directory Used to collect diagnostic information about
Server Diagnostic Tool Oracle Internet Directory and output it to a
file.
oidmon Oracle Internet Directory Used to initiate, monitor, and terminate
Monitor Oracle Internet Directory server processes.
oidpasswd Oracle Internet Directory Used to change the password, create a

Database Password Utility

wallet, or unlock the super user account for
the Oracle Internet Directory database.
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Oracle Identity Management Command-Line Tool Common Tasks

Table 1-1 (Cont.) Oracle Identity Management Command-Line Tool List

Command

Tool Name

Description

oidpasswd

Oracle Internet Directory
Database Password Utility

Used to change the password for the Oracle
Internet Directory database, or to create a
wallet for the database password and
replication server password.

oidprovtool

Provisioning Subscription
Tool

Used to create and manage provisioning
integration profiles for applications.

oidemprec

Compare and Reconcile
Tool

Used to compare and reconcile one Oracle
Internet Directory with another.

oidstats.sql

Oracle Internet Directory
Database Statistics
Collection Tool

Used to analyze the various Oracle Directory
Server (ODS) database schema objects to
estimate the statistics.

opmnctl

Oracle Process Manager
and Notification Server
Control

Used to manage Oracle Application Server
components in an integrated way. This tool
can be used to start the Oracle Internet
Directory server, Monitor process, and
database.

remtool

Replication Environment
Management Tool

Used to set up and configure directory
replication groups (DRG).

schemasync

Schema Synchronization
Tool

Used to synchronize the schema between
Oracle Internet Directory and a third-party
directory.

stopodiserver.sh

Oracle Directory
Integration Server Stop
Command

Used to stop a standalone Oracle Directory
Integration Platform server.

upgradecert.pl

Certificate Upgrade Tool

Used to update user certificates stored in the
directory that were issued before Release
10.1.2.

Oracle Identity Management Command-Line Tool Common Tasks

The following table lists the common tasks that you can perform with the Oracle
Identity Management command-line tools and the associated tool name.

Table 1-2  Task List for Oracle Identity Management Command-Line Tools

Task Tool Name
Adding a New Node to an Oracle Database Advanced remtool
Replication-based DRG

Adding a Partial Replica to a DRG remtool
Adding a Read-Only Replica to a DRG remtool
Adding Concurrent Entries to the Directory Using an LDIF File ldapaddmt
Adding Data to the Directory Using a DSML File ldapadd
Adding Data to the Directory Using an LDIF File ldapadd
Adding the Metadata of a Pilot Replica to a Master Replica remtool
Backing Up the Metadata of a Pilot Replica to an LDIF File remtool
Beginning Pilot Mode for a Replica remtool
Bootstrapping a Directory Using a Configuration File dipassistant
Bootstrapping a Directory Using a Synchronization Profile dipassistant
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Oracle Identity Management Command-Line Tool Common Tasks

Table 1-2 (Cont.) Task List for Oracle Identity Management Command-Line Tools

Task Tool Name
Changing the Password for the Oracle Directory Integration dipassistant
Platform Administrator

Changing the Password to the Oracle Internet Directory Database oidpasswd
Changing the Password to the Oracle Internet Directory Database oidpasswd
Changing the RDN of an Entry ldapmoddn
Changing the Replication Administrator Password for an Advanced | remtool
Replication-based DRG

Changing the Replication DN Password in the Oracle Internet remtool
Directory Wallet

Changing the Replication DN Password Used for LDAP-Based remtool
Replication

Cleaning Up an Incomplete or Flawed LDAP-based DRG Setup remtool
Cleaning Up an Oracle Database Advanced Replication-based DRG | remtool
Setup

Collecting All Diagnostic Information oiddiag
Collecting Selected Diagnostic Information oiddiag
Comparing Attribute Values for an Entry Idapcompare
Comparing and Reconciling Entire Directories oidemprec
Comparing and Reconciling Individual Entries in Two Directories oidecmprec
Comparing and Reconciling Subtrees in Two Directories oidemprec
Configuring the 1dap.ora File oidca
Converting a Partial Naming Context to an LDIF File Idifwrite
Converting All Entries under a Naming Context to an LDIF File Idifwrite
Converting an Oracle Context to an Oracle Identity Management oidca
Realm

Creating a New Synchronization Profile dipassistant
Creating a New Synchronization Profile Using an Existing Profile as | dipassistant
a Template

Creating a Provisioning Profile oidprovtool
Creating an Oracle Context oidca
Creating an Oracle Database Advanced Replication-based DRG remtool
Creating Wallets for Oracle Internet Directory Database and Oracle | oidpasswd
Directory Replication Server Passwords

Creating Wallets for Oracle Internet Directory Database and Oracle | oidpasswd
Directory Replication Server Passwords

Completely Deleting All Entries in a Naming Context bulkdelete
Deleting a Provisioning Profile oidprovtool
Deleting a Read-Only Replica from a DRG remtool
Deleting a Single Entry ldapdelete
Deleting a Synchronization Profile dipassistant
Deleting an Oracle Context oidca
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Oracle Identity Management Command-Line Tool Common Tasks

Table 1-2 (Cont.) Task List for Oracle Identity Management Command-Line Tools

Task Tool Name
Deleting Multiple Entries Using an LDIF File ldapdelete
Detecting and Correcting Errors in an Oracle Database Advanced remtool
Replication DRG Setup

Detecting Errors in an Oracle Database Advanced Replication DRG | remtool
Setup

Disabling a Provisioning Profile oidprovtool
Discarding a Range of HIQ Change Logs higpurge.sh
Discarding a HIQ Change Log higpurge.sh
Discarding all HIQ Change Logs from a Supplier higpurge.sh
Displaying Errors for an Advanced Replication-based DRG remtool
Displaying Queue Statistics for an Advanced Replication-Based DRG | remtool
Ending Pilot Mode for a Replica remtool
Generating Change Logs oidemprec
Including and Excluding Attributes oidemprec
Indexing a Single Attribute catalog
Indexing Multiple Attributes catalog
Loading and Reconciling Data Using the Data Migration Tool ldifmigrator
Loading Data for Multiple Nodes in a Replicated Environment bulkload
Loading Data in Bulk Mode bulkload
Loading Data for Multiple Nodes in a Replicated Environment bulkload
Loading Data in Incremental Mode bulkload
Managing Super User Access Control Points oidpasswd
Managing Super User Access Control Points oidpasswd
Merging Two Directories oidemprec
Modifying a Provisioning Profile oidprovtool
Modifying a Synchronization Profile dipassistant
Modifying an Entry ldapmodify
Modifying Multiple Entries Concurrently ldapmodifymt
Modifying the Directory Schema ldapmodify
Moving an Entry Idapmoddn
Moving an Integration Profile to a Different Identity Management dipassistant
Node

Overriding Data Migration Values in Lookup Mode ldifmigrator
Overriding Default Conflict Resolution Rules oidcmprec
Performing a Base Object Search ldapsearch
Performing a One-Level Search ldapsearch
Performing a Subtree Search ldapsearch
Performing an Express Configuration for Microsoft Active Directory | dipassistant
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Table 1-2 (Cont.) Task List for Oracle Identity Management Command-Line Tools

Task Tool Name
Performing Directory Schema Operations oidemprec
Performing User-Defined Compare and Reconcile Operations oidemprec
Previewing an Add Operation ldapadd
Provisioning Users in Bulk dipassistant
Recovering Data After a Load Error bulkload
Recreating Indexes bulkload
Registering the Oracle Directory Integration Platform Server With odisrvreg
Oracle Internet Directory

Removing a RMS Node from an Oracle Database Advanced remtool
Replication-based DRG

Removing an Attribute from the List of Indexed Attributes catalog
Resetting the Replication DN Password for a Single Directory remtool
Resetting the Super User Password oidpasswd
Resetting the Super User Password oidpasswd
Restarting an Oracle Internet Directory Server Instance oidctl
Resuming Replication Activity for an Advanced Replication-based remtool
DRG

Retrying a Range of HIQ Change Logs higretry.sh
Retrying a HIQ Change Log higretry.sh
Retrying all HIQ Change Logs from a Supplier higretry.sh

Running the Oracle Internet Directory Database Statistics Collection
Tool

oidstats.sql

Running the Oracle Internet Directory Database Statistics Collection | oidstats.sql
Tool

Searching for All User Attributes and Specified Operational ldapsearch
Attributes

Searching for Attribute Values of Entries ldapsearch
Searching for Entries (More Examples) ldapsearch
Searching for Entries with Attribute Options ldapsearch
Setting the Wallet Password for the Oracle Directory Integration dipassistant
Platform Server

Showing a List of All Synchronization Profiles in Oracle Internet dipassistant
Directory

Starting a Directory Replication Server Instance oidctl
Starting a Standalone Oracle Directory Integration Platform Server odisrv
Starting All Oracle Internet Directory Server Instances Using opmnctl
opmnctl

Starting an Oracle Directory Integration Platform Server Instance oidctl
Starting an Oracle Internet Directory Server Instance oidctl
Starting and Stopping a Server Instance on a Virtual Host or Cluster | oidctl

Node
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Oracle Identity Management Command-Line Tool Common Tasks

Table 1-2 (Cont.) Task List for Oracle Identity Management Command-Line Tools

Task Tool Name
Starting Oracle Internet Directory Monitor oidmon
Starting Oracle Internet Directory Monitor on a Virtual Host or oidmon
Cluster Node

Stopping a Directory Replication Server Instance oidctl

Stopping a Standalone Oracle Directory Integration Platform Server | stopodiserver.sh

Stopping All Oracle Internet Directory Server Instances Using opmnctl
opmnctl

Stopping an Oracle Directory Integration Platform Server Instance oidctl
Stopping an Oracle Internet Directory Server Instance oidctl
Stopping Oracle Internet Directory Monitor oidmon

Suspending Replication Activity for an Advanced Replication-based | remtool
DRG

Synchronizing the Schema between Oracle Internet Directory and a | schemasync
Third-Party Directory

Unlocking the Super User Account oidpasswd
Unlocking the Super User Account oidpasswd
Updating an Attribute for Multiple Entries at Once bulkmodify
Upgrading an Oracle Context oidca

Upgrading User Certificates Stored in the Directory from Releases upgradecert.pl
Prior to 10.1.2

Using a Parameter File oidemprec
Using the Data Migration Tool by Supplying Your Own Values ldifmigrator
Using the Data Migration Tool in Lookup Mode Idifmigrator
Validating Authentication Credentials Idapbind
Viewing the Details of a Specific Synchronization Profile dipassistant
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Oracle Identity Management Server
Administration Tools

This chapter describes the following command-line tools used to administer the Oracle
Identity Management servers:

s odisrv (Oracle Directory Integration Server Control)

= oidca (Oracle Internet Directory Configuration Assistant)

= oidctl (Oracle Internet Directory Control)

= oiddiag (Oracle Internet Directory Server Diagnostic Tool)

s oidmon (Oracle Internet Directory Monitor)

» opmnctl (Oracle Process Manager and Notification Server Control)

= stopodiserver.sh (Oracle Directory Integration Server Stop Command)

odisrv

The Oracle Directory Integration Server Control Tool (odisrv) is used to start an
Oracle Directory Integration Platform server in a client-only installation, where the
Oracle Internet Directory Monitor (oidmon) and Control (oidct1l) tools are not
available, and if the Oracle Directory Integration Platform server is not used for
high-availability purposes.

In a typical Oracle Internet Directory installation you should use the Oracle Internet
Directory Monitor and Control utilities to start and stop the server. Oracle
Corporation recommends that you use these utilities if available. This way, if the
Oracle Directory Integration Platform server unexpectedly terminates, the Oracle
Internet Directory Monitor utility automatically restarts it. See "oidmon" on page 2-16
and "oidctl" on page 2-8 for more information.

Syntax for odisrv

odisrv host=hostname port=port_number [config=configuration_set_number]
instance=instance number [debug=debug level] [refresh=interval_between_refresh]
[maxprofiles=number_of_profiles] [sslauth=ssl_mode]

Arguments for odisrv

host=hostname

Required. The host name of the Oracle Internet Directory server. If not specified, then
the default of localhost is used.
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port=port_number

Required. The port number used to connect to the Oracle Internet Directory server. If
not specified, then the default of 389 is used.

config=configuration_set_number
Optional. The configuration set number to be used when starting the server.

instance=instance_number

Required. The instance number to assign to the Oracle Directory Integration Platform
server. This instance number must be unique. OID Monitor verifies that the instance
number is not already associated with a currently running instance of this server.

debug=debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1 —Heavy trace debugging

= 128 — Debug packet handling

= 256 — Connection management, related to network activities

= 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

= 8192 — Access control list processing

= 491520 — Log of communication with the database

» 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
» 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server
= 117440511 — All possible operations and data

refresh=interval_between_refresh

The number of minutes between server refreshes for any changes in Oracle Directory
Integration Platform profiles. If not specified, the default of 2 is used.

maxprofiles=number_of_profiles

The maximum number of Oracle Directory Integration Platform profiles that can be
executed concurrently for this server instance.

sslauth=ss/_mode
The number of the corresponding SSL mode. If not specified, the default of 0 is used.
The modes are as follows:

m 0—SSL is not used.
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= 1—SSLis used for encryption only, not for authentication.

= 2—SSLis used for one-way authentication. With this mode you must also specify
the complete path and file name of the server’s Oracle Wallet.

Tasks and Examples for odisrv
Using the odisrv tool, you can perform the following task:

= Starting a Standalone Oracle Directory Integration Platform Server

Starting a Standalone Oracle Directory Integration Platform Server

The following example shows how to start an Oracle Directory Integration Platform
server in a client-only installation:

Example:

odisrv host=host.company.com port=389 config=3 instance=1 debug=256 refresh=2
maxprofiles=3

Related Command-Line Tools for odisrv

= See "stopodiserver.sh" on page 2-19
= See "oidmon" on page 2-16

= See "oidctl" on page 2-8

oidca

During installation, the Oracle Internet Directory Configuration Assistant (oidca)
configures Oracle Internet Directory. Once an installation has been completed, you can
use it to:

s Create, upgrade, or delete an Oracle Context.
= Convert an Oracle Context to an Oracle Identity Management realm.

s Configure the 1dap. ora file that is used to discover the directory server in the
environment.

Use the Oracle Internet Directory Configuration Assistant with Enterprise User
Security and Oracle Net Services under the following conditions:

Table 2-1 Conditions for Using Oracle Internet Directory Configuration Assistant for
Specific Database Components

Component Conditions

Enterprise User Security Enterprise User Security works only with Oracle Identity
Management realms created in the 9.0.4 or later release of
Oracle Internet Directory. If you have Oracle Contexts created in
prior releases, then you must use the Oracle Internet Directory
Configuration Assistant to convert them to Oracle Identity
Management realms.

Use Oracle Internet Directory Configuration Assistant when
creating or updating the 1dap . ora configuration file. That file
is used to discover the directory server in the environment.
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Table 2-1 (Cont.) Conditions for Using Oracle Internet Directory Configuration Assistant
for Specific Database Components

Component Conditions

Oracle Net Services Use Oracle Internet Directory Configuration Assistant when:
»  Creating, upgrading and deleting Oracle Contexts

= Converting an Oracle Context from an earlier release to an
Identity Management Realm

= Setting up the 1dap. ora configuration file. That file is
used to discover the directory server in the environment.

Syntax for oidca

oidca -silent oidhost=hostname {nonsslport=port_number \ sslport=port_number}
dn=binddn pwd=bindpwd {{mode=CREATECTX | UPGRADECTX | DELETECTX | CTXTOIMR
contextdn=oraclecontextdn} | {mode=LDAPORA adminctx=admincontextdn dirtype=0ID |
AD [-update]}} | {propfile=filename}

Arguments for oidca

-silent

Required. The silent flag is used to run the oidca tool in command line or silent
mode.

oidhost=hostname

Required. The host name of the Oracle Internet Directory server. If not specified, then
the default of localhost is used.

nonsslport=port_number | sslport=port_number
Required. The port number used to connect to the Oracle Internet Directory server.

To connect to the directory in non-SSL mode, supply the unsecure LDAP port with the
nonsslport argument (the default is 389).

To connect to the directory in SSL mode, supply the secure LDAP port with the sslport
argument (the default is 636).

dn=binddn

Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

pwd=bindpw
Required. The user password needed to bind to the directory.

mode=CREATECTX | UPGRADECTX | DELETECTX | CTXTOIMR | LDAPORA
Required. Specifies the operation to perform. The choices are:

s CREATECTX creates a new Oracle Context under the given DN.

= UPGRADECTX upgrades the Oracle Context in the given DN. You cannot upgrade
Oracle Context instances that belong to a realm.

s DELETECTX deletes an Oracle Context from the given DN.

= CTXTOIMR converts an Oracle Context to an Oracle Identity Management realm.
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= LDAPORA configures the ldap.ora file that is used to discover the Oracle Internet
Directory server in the environment.

contextdn=oraclecontextdn

Required when the mode argument equals CREATECTX, UPGRADECTYX,
DELETECTX, or CTXTOIMR. Specifies the DN under which the Oracle Context will be
created, upgraded, deleted, or converted to an Oracle Identity Management realm.

adminctx=admincontextdn

Required when the mode argument equals LDAPORA. The default administrative
context DN. For example, dn=company, dc=com.

dirtype=0OID | AD
Required when the mode argument equals LDAPORA. The type of directory.

-update

Optional flag used when the mode argument equals LDAPORA. Use -update to
overwrite an existing 1dap . ora file. If not given, a new 1dap. ora file will be
created. If the 1dap . ora file exists and the ~update argument is not specified, then
the Assistant exits with the message "ldap.ora exists".

propfile=filename

Instead of specifying the mode argument and its associated contextdn, adminctx,
and dirtype arguments on the command-line, you can specify them in a properties
file instead. Specify the full path and file name of the file containing these arguments.

Tasks and Examples for oidca

Using the Oracle Internet Directory Configuration Assistant command-line tool, you
can perform the following tasks:

s Creating an Oracle Context

= Upgrading an Oracle Context

= Deleting an Oracle Context

= Converting an Oracle Context to an Oracle Identity Management Realm

= Configuring the ldap.ora File

Creating an Oracle Context

The following example shows how to create a new Oracle Context under the given
context DN:

Example:

oidca -silent oidhost=host.company.com nonsslport=389 dn=cn=orcladmin pwd=password
mode=CREATECTX contextdn=dc=company, dc=com

The context DN must exist in the directory and have the format of dc=your._
company, dc=com. A DN with the format of cn=oraclecontext,dc=your_
company, dc=com must not exist in the directory.

When creating an Oracle Context, Oracle Internet Directory Configuration Assistant
does the following:
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1. It verifies that the contextdn has valid DN syntax.

2. Verifies if OracleContext exists. If OracleContext does not exist, then Oracle
Internet Directory Configuration Assistant creates it under the given context DN.

Upgrading an Oracle Context

The following example shows how to upgrade an existing Oracle Context under the
given context DN:

Example:

oidca -silent oidhost=host.company.com nonsslport=389 dn=cn=orcladmin pwd=password
mode=UPGRADECTX contextdn=cn=oraclecontext,dc=company,dc=com

The context DN must exist in the directory, and can have either the format of
dc=your_company,dc=com or the format of cn=oraclecontext,dc=your_
company, dc=com. The given context DN must contain an OracleContext. The
OracleContext cannot belong to a realm.

When upgrading an Oracle Context, Oracle Internet Directory Configuration Assistant
does the following:

1. It verifies that the context DN has a valid DN syntax and that OracleContext
exists in Oracle Internet Directory. The Assistant cannot upgrade a root
OracleContext explicitly. If there is no root OracleContext, then the Assistant
sends an error message.

2. It verifies if the OracleContext already belongs to an Oracle Identity
Management realm. You cannot upgrade OracleContext instances that belong to
a realm.

If oracleContext belongs to a realm, then Oracle Internet Directory
Configuration Assistant exits with the appropriate message.

3. It verifies if the OracleContext is up-to-date.

If the OracleContext is up-to-date, then the Assistant exits with the message
"Oracle Context already exists and is up to date."

If the OracleContext is not up-to-date, then the Assistant upgrades the
OracleContext under this DN.

Deleting an Oracle Context

The following example shows how to delete an existing Oracle Context under the
given context DN:

Example:

oidca -silent oidhost=host.company.com nonsslport=389 dn=cn=orcladmin pwd=password
mode=DELETECTX contextdn=cn=oraclecontext,dc=company,dc=com

The context DN must exist in the directory, and can have either the format of
dc=your_company,dc=com or the format of cn=oraclecontext,dc=your_
company, dc=com. The given context DN must contain an OracleContext. The
OracleContext cannot belong to a realm.

When deleting an Oracle Context, Oracle Internet Directory Configuration Assistant
does the following:

1. It verifies that the context DN has a valid DN syntax and that OracleContext
exists in Oracle Internet Directory.
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2. It verifies if the OracleContext already belongs to an Oracle Identity
Management realm. You cannot delete OracleContext instances that belong to a
realm.

If oracleContext belongs to a realm, then Oracle Internet Directory
Configuration Assistant exits with the appropriate message.

3. If the OracleContext does not belong to a realm, then Oracle Internet Directory
Configuration Assistant deletes it.

Converting an Oracle Context to an Oracle Identity Management Realm

Oracle Database 10g entries must be stored in Oracle Internet Directory Release 9.0.4
or later. Moreover, Enterprise User Security, a feature of Oracle Database 10g, requires
a Release 9.0.4 or later version of an Oracle Identity Management realm.

The following example shows how to convert an existing Oracle Context to an Oracle
Identity Management realm:

Example:

oidca -silent oidhost=host.company.com nonsslport=389 dn=cn=orcladmin pwd=password
mode=CTXTOIMR contextdn=cn=oraclecontext, dc=company, dc=com

The context DN must exist in the directory, and can have either the format of
dc=your_company,dc=com or the format of cn=oraclecontext,dc=your_
company, dc=com. The given context DN must contain an OracleContext. The
OracleContext cannot already belong to a realm.

When converting an Oracle Context to an Oracle Identity Management realm, Oracle
Internet Directory Configuration Assistant does the following;:

1. It verifies that the context DN has a valid DN syntax and that OracleContext
exists in Oracle Internet Directory.

2. It verifies if the OracleContext already belongs to an Oracle Identity
Management realm. You cannot convert OracleContext instances that already
belong to a realm.

3. Ifthe OracleContext does not belong to a realm, then the Assistant converts the
OracleContext to an Oracle Identity Management realm.

Note:

= If the nickname attribute is not cn, then configure it as a user
configuration attribute by using the Oracle Internet Directory
Self-Service Console. See instructions in the Oracle Identity
Management Guide to Delegated Administration

= To use the Oracle Internet Directory Self-Service Console to
manage user and groups in the converted realm, be sure to
configure the appropriate administrative privileges. For details,
see the Oracle Internet Directory Administrator’s Guide.

Configuring the Idap.ora File

The following example shows how to configure anldap . ora file by overwriting the
existing 1dap . ora file:
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Example:

oidca -silent oidhost=host.company.com nonsslport=389 dn=cn=orcladmin pwd=password
mode=LDAPORA adminctx=dc=company,dc=com dirtype=0ID -update

When configuring the 1dap . ora file, Oracle Internet Directory Configuration
Assistant does the following:
1. Checks for the 1dap. ora file location.

2. If 1dap.ora exists and the ~update flag is not specified, then the Assistant exits
with the message "ldap.ora exists".

3. If 1dap.ora exists and the ~update flag is specified, then the Assistant updates
the existing 1dap . ora file.

4. If 1dap.ora does not exist, then the assistant creates a new 1dap.ora fileina
location in the following order:

LDAP_ADMIN

SORACLE_HOME/ldap/admin

Related Command-Line Tools for oidca
N/A

oidctl

Oracle Internet Directory Control Utility (oidct1l) is a command-line tool for starting
and stopping Oracle Identity Management server instances. You can use this utility to
start, stop, or restart the following server processes:

s Oracle Internet Directory Server
= Oracle Directory Integration Platform Server
s Oracle Directory Replication Server

The commands issued by Oracle Internet Directory Control Utility are interpreted and
executed by the Oracle Internet Directory Monitor process. Before starting a server
instance with this utility, make sure that the Monitor process is running. See "oidmon"
on page 2-16.

Syntax for oidctl

oidctl [connect=connect_string] [host=virtual_hostname]
{server=OIDLDAPD | ODISRV | OIDREPLD} instance=instance_number
[configset=configuration_set_number] [flags="flagname=value ..."]
{start | stop | restart | status}

Arguments for oidctl

connect=connect_string

Optional. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin. If not provided, defaults to the value of
SORACLE_SID environment variable.
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host=hostname

Optional. Enables you to specify a virtual host name for the server or the name of an
Oracle Application Server Identity Management Cluster Node. If not given, the default
of localhost is used.

server=0OIDLDAP |ODISRV | OIDREPLD

Required. The name of the type of server process you want to start, stop, or restart.
The options are:

= OIDLDAPD — Oracle Internet Directory server
= ODISRV — Oracle Directory Integration Platform server

= OIDREPLD — Directory Replication server

instance=instance_number
Required. An instance number assigned to the server process. The instance number
must be unique for each server process. It cannot be associated with a currently

running instance of the specified server type. Value must be greater than 0 but less
than 100.

configset=configuration_set_number

Optional. The configuration set number to be used when starting the server. Defaults
to 0 if not specified.

flags="flagname=value | -flag value ..."

Depending on the server process and the operation you are performing, you may also
need to supply some additional flags on the command-line. Enclose all flags in
quotation marks and separate flagname =value or -flag value pairs with a space. If the
flags are not specified on the command-line, configset values are used. See the
appropriate section for the flags related to each server type:

= "OIDLDAPD Flags" on page 2-9
= "ODISRV Flags" on page 2-10
= "OIDREPLD Flags" on page 2-11

These flags are passed to the server exactly as specified on the command-line—the
oidctl or oidmon tools do not validate the values passed with the f1ags argument.
If any values are invalid, the Oracle Internet Directory server will not start, but the
oidmon tool will start. If this occurs, you should use oidct1 to stop the server
instance.

start | stop | restart | status

Required. The start, stop, or restart operation to perform on the given server
process. The status option reports the status of each server configured on the node.

OIDLDAPD Flags

-debug debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:
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s 1—Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities

»s 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

m 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server

= 117440511 — All possible operations and data

-l true | false

Optional. Turns replication change logging on or off. Use true to enable change
logging. Use false to disable change logging. The default is true.

-p Idap_port
Optional. Specifies the LDAP port that this Oracle Internet Directory server instance
will use. If not specified the default 389 is used.

-server number_of_processes
The number of server processes to start on this port.

-sport ssl_port

Optional. Specifies the LDAPS port that this Oracle Internet Directory server instance
will use. If not specified the default 636 is used.

-work maximum_threads
The maximum number of worker threads for this server.

ODISRV Flags

host=hostname

The host name of the Oracle Internet Directory server. If not specified, then the default
of localhost is used.

port=port_number

The port number used to connect to the Oracle Internet Directory server. If not
specified, then the default of 389 is used.

debug=debug_level

Optional. If not specified the default of 0 (not enabled) is used. See "-debug debug_
level" on page 2-9 for a description of the debug levels.
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refresh=interval_between_refresh

The number of minutes between server refreshes for any changes in Oracle Directory
Integration Platform profiles. If not specified, the default of 2 is used.

grplD=group_id_profile
The group ID of profiles to be scheduled.

maxprofiles=number_of profiles

The maximum number of Oracle Directory Integration Platform profiles that can be
executed concurrently for this server instance.

sslauth=ss/_mode

The number of the corresponding SSL mode. If not specified, the default of 0 is used.
The modes are as follows:

s 0—SSLis not used.

s 1 —SSLis used for encryption only, not for authentication.

= 2—SSLis used for one-way authentication. With this mode you must also specify
the complete path and file name of the server’s Oracle Wallet.

OIDREPLD Flags

-p directory_port_number

Required for a start operation. Port number used to connect to Oracle Internet
Directory server. The default is 389.

-h directory_hostname

Required for a start operation. The host name of the Oracle Internet Directory server to
which the replication server connects. If not specified, localhost is used.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. See "-debug debug_
level" on page 2-9 for a description of the debug levels.

-m true | false

Optional. Use true to enable conflict resolution. Use £alse to disable conflict
resolution. The default value is true.

-z transaction_size

Optional. The number of changes applied in each replication update cycle. If not
specified the value from the Oracle Internet Directory server size limit configuration
parameter, which has a default of 1024.

Tasks and Examples for oidctl

Before using Oracle Internet Directory Control, make sure that Oracle Internet
Directory Monitor is running. To verify this on UNIX, enter to following at the
command-line:

ps -ef | grep oidmon
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See "oidmon" on page 2-16 for more information about Oracle Internet Directory
Monitor.

Using Oracle Internet Directory Control, you can perform the following tasks:
= Starting an Oracle Internet Directory Server Instance

= Stopping an Oracle Internet Directory Server Instance

= Restarting an Oracle Internet Directory Server Instance

= Starting an Oracle Directory Integration Platform Server Instance

= Stopping an Oracle Directory Integration Platform Server Instance

»  Starting a Directory Replication Server Instance

= Stopping a Directory Replication Server Instance

s Starting and Stopping a Server Instance on a Virtual Host or Cluster Node

= Reporting the Status of Each Server

Starting an Oracle Internet Directory Server Instance

When starting an Oracle Internet Directory server, you must supply the instance,
server=0IDLDAPD, and start arguments. All other arguments are optional.

Example:

oidctl connect=dbsl server=0IDLDAPD instance=2 configset=5 flags="-p 636 -debug
1024 -1" start

Stopping an Oracle Internet Directory Server Instance

Example:

oidctl connect=dbsl server=0IDLDAPD instance=2 stop

Restarting an Oracle Internet Directory Server Instance

A restart operation is useful when you want to refresh the server cache immediately, or
when you have changed a configuration set entry and want your changes to take effect
on an active server instance. When the Oracle Internet Directory server restarts, it
maintains the same arguments it had before it stopped.

For example, if you changed a configuration set that was being referenced by an active
instance of Oracle Internet Directory server, you could update it by restarting that
server instance. You do not need to supply the configset argument again, as it is
maintained from the prior start operation.

Example:

oidctl connect=dbsl server=0IDLDAPD instance=1 restart

To restart all active instances on a node, do not specify the instance argument. Note
that a server is momentarily unavailable to client requests during a restart.

Starting an Oracle Directory Integration Platform Server Instance

It is recommended that you use the Oracle Internet Directory Control and Monitor
utilities to start an integration and provisioning server. If these tools are not available,
you can start a client-only integration and provisioning server instance using the
odisrv utility. See "odisrv" on page 2-1.
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The following example shows the recommended way to start an Oracle Directory
Integration Platform server. You must make sure the Monitor utility is running before
you can start a server. See "oidmon" on page 2-16.

Example:

oidctl connect=dbsl server=0DISRV instance=1 configset=1
flags="host=I1daphost.company.com port=389 grpID=odipgroup maxprofiles=5 sslauth=2"
start

Stopping an Oracle Directory Integration Platform Server Instance

Server instances that are started using the Oracle Internet Directory Control utility
must also be stopped in the same way. If you started a standalone Oracle Directory
Integration Platform server using the odisrv utility, you should use the
stopodiserver. sh script to stop the server.

The following example shows how to stop a server instance that was started using the
Oracle Internet Directory Control utility.

Example:
oidctl server=ODISRV instance=1 stop

Starting a Directory Replication Server Instance

When starting an Oracle Directory Replication server you need to supply the
information it needs to connect to the Oracle Internet Directory server.

Example:

oidctl connect=dbsl server=0IDREPL instance=1 flags="-p 389 -h
Idaphost.company.com -d 1024" start

Stopping a Directory Replication Server Instance

Example:

oidctl connect=dbsl server=0IDREPLD instance=1 stop

Starting and Stopping a Server Instance on a Virtual Host or Cluster Node

Use the host argument to specify a virtual host name when starting an Oracle
Internet Directory server, Oracle Directory Integration Platform server, or Oracle
Internet Directory Replication server on a virtual host or a Oracle Application Server
Identity Management Cluster Node.

When communicating with the directory server, the directory replication server uses
the virtual host name. Further, the replicalID attribute that represents the unique
replication identification for the Oracle Internet Directory node is generated once. It is
independent of the host name and hence requires no special treatment in Oracle
Application Server Cold Failover Cluster (Identity Management).

When communicating with the directory server, the Directory Integration Platform
server uses the virtual host name.

The following example shows how to start an Oracle Internet Directory server
(OIDLDAPD) on a virtual host. The same syntax can be used to also start a directory
replication server (OIDREPLD) or integration and provisioning server (ODISRV) on a
virtual host.
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Example:

oidctl connect=dbsl host=vhost.company.com server=0IDLDAPD instance=1 configset=2
[flags="..."] start

Reporting the Status of Each Server
The status argument is used to report the status of each server running on the node.

Example:

oidctl connect=dbsl status

Related Command-Line Tools for oidctl

oiddiag

= See "opmnctl" on page 2-18
= See "oidmon" on page 2-16
= See "odisrv" on page 2-1

= See "stopodiserver.sh" on page 2-19

The Oracle Internet Directory Server Diagnostic command-line tool (ciddiag) collects
diagnostic information that helps triage issues reported on Oracle Internet Directory.
The tool connects to the database used as the directory store (also called Metadata
Repository) of Oracle Internet Directory and reads the information. The tool makes no
recommendations on potential fixes to issues. Rather, it collects information to help
Support and Development understand a problem and determine its solution. The tool
can collect four types of diagnostic information:

= Directory information tree (DIT)
= Data consistency

= Server manageability statistics

= System and process information

If you use either the collect_all=true or the collect_sub=true arguments,
you will be prompted to supply the following information:

s The fully domain-qualified database host name
s The database listener port number

= The database service name

»  The ODS database user password

You can find the hostname, port number and service name in the file tnsnames . ora.
For example, in the following tnsnames . ora file, the hostname, port number and
service names are, respectively, sunl6.us.oracle.com, 1521, and
orcl.us.oracle.com:

ORCL =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = sunlé6.us.oracle.com) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = orcl.us.oracle.com)
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Note: You must set the ORACLE_HOME environment variable before
executing the OIDDIAG tool.

Syntax for oiddiag

oiddiag {listdiags=true [targetfile=filename]} | {collect_all=true
[outfile=filename]} | {collect_sub=true [infile=filename] [outfile=filename]} |
{audit_report=true [outfile=file_name]}

Arguments for oiddiag

listdiags=true

Writes a list of available diagnostics that can be collected. The list is written to an
output file, which is SORACLE_HOME/ldap/log/oiddiag. txt by default. You
should run a 1istdiags command before running a collect_sub command. The
collect_sub command uses the file that is output by 1istdiags. You can edit this
file as needed to contain only the diagnostic items you want.

targetfile=filename

This is the location of the output file where the diagnostic tool writes the list of
available diagnostics when 1istdiags=true is given. If not specified, the tool writes
the list to SORACLE_HOME/ldap/log/oiddiag. txt.

collect_all=true

Collect all of the diagnostic information available and writes it to an output file. You
will be prompted to provide the Oracle Internet Directory database host name, listener
port, net service name, and password.

outfile=filename

The name of the output file that the diagnostic information is written to. If not
specified, the default output file is written to $ORACLE_
HOME/ldap/log/oiddiagtimestamp.log. The timestamp format is
YYYYMMDDHHmMmMS S.

collect_sub=true

Collects a subset of diagnostic information (based on the diagnostics specified in the
input file) and writes it to an output file. You will be prompted to provide the Oracle
Internet Directory database host name, listener port, net service name, and password.

You should run a 1istdiags command before running a collect_sub command.
The collect_sub command uses the file that is output by 1istdiags. You can edit
this file as needed to contain only the diagnostic items you want.

infile=filename

A file that contains the list of diagnostic items for which you want to output
information. By default, the diagnostic tool looks for this file in $ORACLE_
HOME/ldap/log/oiddiag. txt, which is the default target file location of the
listdiags command. You can edit this file as needed to contain only the diagnostic
items you want.
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audit_report=true

Generates standard reports for Secure Events Tracking and writes them to an output
file.

Tasks and Examples for oiddiag

oidmon

Using the Oracle Internet Directory diagnostic tool, you can perform the following
tasks:

= Collecting All Diagnostic Information
= Collecting Selected Diagnostic Information

»  Collecting Stack Trace Information

Collecting All Diagnostic Information

The following example shows how to collect all available diagnostic information and
write it to the specified output file.

Example:
oiddiag collect_all=true output=~/myfiles/oid.log

Collecting Selected Diagnostic Information

To collect a subset of diagnostic data, you must first run the oiddiag tool with the
listdiags argument. This outputs a list of available diagnostics, which you can then
edit. This list is then passed in to the collect_sub command to determine the
diagnostics for which to collect output. The following example uses the default file
locations of $ORACLE_HOME/1ldap/log/oiddiag. txt (for the list) and SORACLE_
HOME/ldap/log/oiddiagtimestamp. log (for the output file).

Example:
oiddiag listdiags
oiddiag collect_sub

Collecting Stack Trace Information

An important type of information that the oiddiag tool collects is the stack trace data
for Oracle Internet Directory processes. Examining the stack trace is useful if you are
experiencing slow response times or if your system stops responding. Because Oracle
Internet Directory is usually started as a setuid-root program, you must log in as
the root user before you can use the oiddiag tool to trace the stack for any Oracle
Internet Directory processes. The root user must belong to the same operating system
group that the Oracle operating system user belongs to. The following example logs in
as the root user and changes to the dba group before executing the oiddiag tool:

su
newgrp dba
oiddiag collect_all=true

The Oracle Internet Directory Monitor (oidmon) initiates, monitors, and terminates
directory server processes. If you elect to start a replication server or integration and
provisioning server, Monitor controls it. When you issue commands through Oracle
Internet Directory Control (oidctl) to start or stop directory server instances, your
commands are interpreted by this process.
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Syntax for oidmon

oidmon [connect=connect_string] [host=hostname] [sleep=seconds] start | stop

Arguments for oidmon

connect=connect_string

Optional. The directory database connect string. If you already have a tnsnames.ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin. If not provided, defaults to the value of
$ORACLE_SID environment variable.

host=hostname

Optional. Enables you to specify a virtual host name for the server or the name of an
Oracle Application Server Identity Management Cluster Node. If not given, the default
of localhost is used.

sleep=seconds

Optional. The number of seconds after which Oracle Internet Directory Monitor
should check for new requests from Oracle Internet Directory Control and for requests
to restart any server instances that may have stopped. The default is 10 seconds.

start | stop
Required. The operation to perform (start or stop the Monitor process).

Tasks and Examples for oidmon

Using Oracle Internet Directory Monitor, you can perform the following tasks:
= Starting Oracle Internet Directory Monitor
= Starting Oracle Internet Directory Monitor on a Virtual Host or Cluster Node

= Stopping Oracle Internet Directory Monitor

Starting Oracle Internet Directory Monitor

You should start Oracle Internet Directory Monitor before using Oracle Internet
Directory Control.

Example:

oidmon connect=dbsl sleep=15 start

Starting Oracle Internet Directory Monitor on a Virtual Host or Cluster Node

Use the host argument to specify a virtual host name when starting an Oracle
Internet Directory Monitor on a virtual host or a Oracle Application Server Identity
Management Cluster Node.

Example:

oidmon connect=dbsl host=virtualhostname.company.com start
Stopping Oracle Internet Directory Monitor

Stopping Oracle Internet Directory Monitor will also stop all other Oracle Internet
Directory processes. The oidmon tool does not remove server instance information
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from the ODS_PROCESS table. When an oidmon start operation is executed, it will
start all the server processes it had stopped previously.

Example:

oidmon connect=dbsl stop

Related Command-Line Tools for oidmon

opmnctl

= See "oidctl" on page 2-8

The Oracle Process Manager and Notification Server Control Utility (opmnct1)
enables you to manage Oracle Application Server components in an integrated way. If
you use it to start an Oracle Internet Directory server, then you do not need to
separately start Oracle Internet Directory Monitor or the directory-designated
database. Instead, opmnct1 starts those components for you.

Note: This section only discusses how to use the OPMN Control
Utility to start and stop Oracle Internet Directory servers. For detailed
information on how to use the OPMN Control Utility, see Oracle
Process Manager and Notification Server Administrator’s Guide.

You can use opmnctl to do the following:

= Start and stop a default, that is, out-of-the-box, Oracle Internet Directory server
instance.

= Onagiven node, stop, then restart, all running Oracle Internet Directory
servers—that is, directory servers, directory replication server, and Directory
Integration Platform server.

Once you have used opmnctl to start the default directory server, you cannot then use
it to start or stop a particular instance of an Oracle Internet Directory server. To start or
stop particular instances, use oidctl. See "oidctl" on page 2-8.

Syntax for opmnctl

opmnctl {startproc \ stopproc} ias-component=0ID

Arguments for opmnctl

startproc | stopproc

Required. The operation to perform (start or stop all Oracle Internet Directory server
processes).

ias-component=0ID

Required. Identifies the Oracle Internet Directory server processes as the Oracle
Application Server processes to start or stop.

Tasks and Examples for opmncti

Using OPMN Control Utility, you can perform the following Oracle Internet Directory
server management tasks:
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= Stopping All Oracle Internet Directory Server Instances Using opmnctl

s Starting All Oracle Internet Directory Server Instances Using opmnctl

Stopping All Oracle Internet Directory Server Instances Using opmnctl

The following example shows how to stop all running directory server processes
(Oracle Internet Directory, Oracle Directory Integration Platform server, and Oracle
Directory Replication server).

Example:

opmnctl stopproc ias-component=0ID

Starting All Oracle Internet Directory Server Instances Using opmnctl

The following example shows how to start all directory server processes previously
stopped by OPMNCTL (Oracle Internet Directory, Oracle Directory Integration
Platform server, and Oracle Directory Replication server).

Example:

opmnctl startproc ias-component=0ID

Related Command-Line Tools for opmnctl
= See "oidmon" on page 2-16

= See "oidctl" on page 2-8

stopodiserver.sh

If you used the odisrv command to start an Oracle Directory Integration Platform
server, you must then stop that server process with the stopodiserver.sh
command. You should only use these commands in a client-only installation, where
the Oracle Internet Directory Monitor and Control tools are not available. The
stopodiserver. sh tool is located in the $ORACLE _HOME/ldap/odi/admin
directory.

Syntax for stopodiserver.sh

SORACLE_HOME/1dap/odi/admin/stopodiserver.sh -LDAPhost oid hostname -LDAPport
Ildap_port -binddn admin_dn -bindpass admin_password -instance instance_number
[-clean]

Arguments for stopodiserver.sh

-LDAPhost oid_hostname

Required. The host name of the Oracle Internet Directory server. If not specified, then
the default of localhost is used.

-LDAPport Idap_port

Required. The port number used to connect to the Oracle Internet Directory server. If
not specified, then the default of 389 is used.
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-binddn admin_dn

Required. The DN of the Oracle Internet Directory super user needed to bind to the
directory (for example, cn=orcladmin).

-bindpass admin_password
Required. The super user password needed to bind to the directory.

-instance instance_number

Required. The instance number of the Oracle Directory Integration Platform server
instance to stop.

-clean

Optional. If the Oracle Directory Integration Platform server is stopped by any means
other than the oidctl or stopodiserver.sh command, then the server cannot be

started from the same host. In that case, the footprint of the previous execution in the

directory needs to be removed by using the -clean argument.

Tasks and Examples for stopodiserver.sh

Using the stopodiserver.sh command you can perform the following task:

= Stopping a Standalone Oracle Directory Integration Platform Server

Stopping a Standalone Oracle Directory Integration Platform Server

The following example shows how to stop an Oracle Directory Integration Platform
server in a client-only installation. Use the -~clean argument to remove the footprint
of the previous execution in the directory:

Example:

SORACLE_HOME/1ldap/admin/stopodiserver.sh -LDAPhost oidhost.company.com -LDAPport
389 -binddn cn=orcladmin -bindpass welcome -instance 1 -clean

Related Command-Line Tools for stopodiserver.sh
= See "odisrv" on page 2-1
= See "oidmon" on page 2-16

= See "oidctl" on page 2-8
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Oracle Internet Directory Database
Administration Tools

This chapter describes the following command-line tools used to administer the Oracle
Internet Directory database:

= oidpasswd (Oracle Internet Directory Database Password Utility)

= oidstats.sql (Oracle Internet Directory Database Statistics Collection Tool)

oidpasswd
The Oracle Internet Directory Database Password Utility (oidpasswd) is used to:
= Change the password to the Oracle Internet Directory database.
Oracle Internet Directory uses a password when connecting to an Oracle database.
The default for this password matches the value you specified during installation
for the Oracle Application Server administrator’s password. You can change this
password by using the OID Database Password Utility.
»  Create wallets for the Oracle Internet Directory database password and the Oracle
directory replication server password.
= Unlock or reset the directory super user account, namely, cn=orcladmin.
= Reset an access control point (ACP) so that the subtree is accessible by the Oracle
Internet Directory super user.
= Manage the restricted super user ACL.
Syntax for oidpasswd

oidpasswd [connect=connect_string] [change_oiddb_pwd=true | create_wallet=true |
unlock_su_acct:true\ reset_su_password=true | manage_su_acl=true]

Arguments for oidpasswd

connect=connect_string

Optional. The directory database connect string. If you already have a tnsnames. ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin. If not provided, defaults to the value of
SORACLE_SID environment variable.
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change_oiddb_pwd=true | unlock_su_acct=true | reset_su_password=true |
manage_su_password=true

Required. The operation you want to perform. Depending on the operation you
choose, the Oracle Internet Directory Database Password Utility will prompt you for
additional information. The following choices are available:

» change_oiddb_pwd=true - Changes the password to the Oracle Internet
Directory database. You will be prompted to provide the current database
password, enter a new database password, and confirm the new password.

Note: In an Oracle Real Application Clusters (RAC) environment, if
you update the password on one Oracle RAC node, then you would
need to update the wallet on the other Oracle RAC nodes. Refer to
"About Changing the ODS Password on an Oracle RAC System" in the
Oracle Application Server High Availability Guide for more information.

m create_wallet=true - Create a wallet named oidpwdlldapl for the Oracle
Internet Directory database password, and a wallet, named oidpwdrsid, for the
Oracle directory replication server password.

The sid is obtained not from the environment variable SIDbut from the
connected database.

You need to provide the ODS password to authenticate yourself to the ODS
database before the ODS wallet can be generated. Note that the default ODS
password is the same as that for the Oracle Application Server administrator.

s unlock_su_acct=true - Unlocks a super user account that has been locked.

m reset_su_password=true - Resets the password for the Oracle Internet
Directory super user account. You will be prompted to provide the Oracle Internet
Directory database password, enter a new super user password, and confirm the
new super user password.

» manage_su_acl=true - Manages the restricted super user ACL.

Tasks and Examples for oidpasswd

Using Oracle Internet Directory Database Password Utility, you can perform the
following tasks:

s Changing the Password to the Oracle Internet Directory Database

»  Creating Wallets for Oracle Internet Directory Database and Oracle Directory
Replication Server Passwords

= Unlocking the Super User Account
= Resetting the Super User Password

s Managing Super User Access Control Points

Changing the Password to the Oracle Internet Directory Database

The following example shows how to change the Oracle Internet Directory database
password, assuming the database in on the same machine.

Example:

oidpasswd
current password: oldpassword
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new password: newpassword
confirm password: newpassword
password set.

The Oracle Internet Directory Database Password Utility prompts you for the current
password. Type the current password, then the new password, then a confirmation of
the new password.

The utility assumes by default that the password being changed is that of the local
database (as defined by ORACLE_HOME and ORACLE_SID). If you are changing the
password on a remote database, you must use the connect=connect_string
option.

Note:

= User responses are not echoed to the screen when you enter a
password.

= Whenever you change the password to the Oracle Internet
Directory database by using the OID Database Password
Utility, you should also run the oidemdpasswd utility. This
enables the Oracle Enterprise Manager Daemon (a component
of Oracle Enterprise Manager) to properly cache that password
and contact the ODS schema upon starting up. Once you have
run the oidemdpasswd utility, you can monitor Oracle Internet
Directory processes from the Oracle Enterprise Manager.

Creating Wallets for Oracle Internet Directory Database and Oracle Directory
Replication Server Passwords

The following example shows how to create wallets for the Oracle Internet Directory
database password and the Directory Replication server password.

Example:

oidpasswd connect=dbsl create_wallet=true

The argument create_wallet=true is mandatory in this case. Except for the
connect string, no other option can be specified.

Unlocking the Super User Account

The following example shows how to unlock the Oracle Internet Directory super user
account, cn=orcladmin.

Example:

oidpasswd connect=dbsl unlock_su_acct=true

The argument unlock_su_acct is mandatory. Except for connect string, no other
option can be specified.

Resetting the Super User Password

If you forget the Oracle Internet Directory super user password, you can use the
oidpasswd tool to reset it. You must provide the Oracle Internet Directory database
password. When you first install Oracle Internet Directory, the super user password
and Oracle Internet Directory database password are the same. After installation,
however, you can change the Oracle Internet Directory super user password using
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ldapmodify. You can change the Oracle Internet Directory super user password
using the oidpasswd tool separately.

The following example shows how to reset the Oracle Internet Directory super user
password. The oidpasswd tool prompts you for the Oracle Internet Directory
database password.

Example:

oidpasswd connect=dbsl reset_su_password=true

0ID DB user password: oid_db password
password: new_su_password

confirm password: new su password

OID super user password reset successfully

Managing Super User Access Control Points

When an access control point (ACP) is set with an access control item (ACI) that has
the keyword DenyGroupOverride, neither the Oracle Internet Directory super user
nor members of DirectoryAdminGroup can access the subtree under that ACP. If
necessary, you can use the oidpasswd tool to reset that ACP so that the subtree is
accessible by the Oracle Internet Directory super user.

The following example shows how to reset a restricted ACP. The oidpasswd utility
prompts you to enter the Oracle Internet Directory database password and to choose
which super user restricted ACPs to reset.

Example:

oidpasswd conn=dbsl manage_su_acl=true
OID DB user password: oid_db password

The super user restricted ACP list
[1] o=oracle,c=us
[2] ou=personnel,o=oracle,c=us

Enter 'resetall' or the number(s) of the ACP to be reset separated by [,]
resetall

Once you have reset some ACPs so that the super user can access them, you can use
ldapmodify to make the subtrees inaccessible to the super user again.

Related Command-Line Tools for oidpasswd

oidstats.sql

s See "ldapmodify” on page 4-27.
= See "oidctl" on page 2-8.

Use the Oracle Internet Directory Database Statistics Collection Tool (oidstats.sql)
to analyze the various database ods (Oracle Directory Server) schema objects to
estimate the statistics. It is located in the following directory: $ ORACLE_
HOME/1ldap/admin/. You must run this utility whenever there are significant changes
in directory data—including the initial load of data into the directory.

If you load data into the directory by any means other than the bulk load tool
(bulkload. sh), then you must run the Oracle Internet Directory Database Statistics
Collection tool after loading. Statistics collection is essential for the Oracle Optimizer
to choose an optimal plan in executing the queries corresponding to the LDAP
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operations. You can run Oracle Internet Directory Database Statistics Collection tool at
any time, without shutting down any of the Oracle Internet Directory daemons.

Note: If you do not use the bulkload utility to populate the
directory, then you must run the oidstats. sql tool to avoid
significant search performance degradation.

Syntax for oidstats.sql

sqlplus ods/ods_password@connect_string@oidstats.sql

Arguments for oidstats.sql

ods_password

Required. The ODS password to authenticate yourself to the ODS database. Note that
the default ODS password is the same as that for the Oracle Application Server
administrator.

connect_string

Required. The connect string for the ODS database. This is the network service name
set in the tnsnames. ora file.

Tasks and Examples for oidstats.sql

You can perform the following task using the oidstats.sqgl tool:

= Running the Oracle Internet Directory Database Statistics Collection Tool

Running the Oracle Internet Directory Database Statistics Collection Tool

Example:
sqlplus ods/welcomel@dbsl@oidstats.sqgl

Related Command-Line Tools for oidstats.sql
s See bulkload
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Oracle Internet Directory Data Management

bulkdelete

Tools

This chapter describes the following command-line tools used to administer the
entries and data stored in Oracle Internet Directory:

bulkdelete (Bulk Deletion Tool)

bulkload (Bulk Loading Tool)

bulkmodify (Bulk Modification Tool)

catalog (Catalog Management Tool)

ldapadd (LDAP Data Add Tool)

ldapaddmt (Multi-Threaded LDAP Data Add Tool)
ldapbind (Authentication Validation Tool)
ldapcompare (Attribute Comparison Tool)
ldapdelete (LDAP Data Deletion Tool)

ldapmoddn (LDAP DN/RDN Modification Tool)
ldapmodify (LDAP Data Modification Tool)
ldapmodifymt (Multi-Threaded LDAP Data Modification Tool)
ldapsearch (LDAP Search Tool)

ldifmigrator (Data Migration Tool)

ldifwrite (Data Export Tool)

upgradecert.pl (Certificate Upgrade Tool)

The bulkdelete command-line tool enables you to delete one or more subtrees
efficiently. It can be used when both an Oracle Internet Directory server and Oracle
Directory Replication servers are in operation. It uses a SQL interface to benefit
performance. For this release, the bulkdelete tool runs on only one node at a time.

This tool does not support filter-based deletion. That is, it deletes an entire subtree
below the root of the subtree. If the base DN is a user-added DN, rather than a DN
created as part of the installation of the directory, it is included in the delete. You must
restrict LDAP activity against the subtree during deletion.
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Syntax for bulkdelete
bulkdelete connect=connect_string {[basedn=Base DN] |[file=file_name]}
[cleandb:”TRUE"|"FALSE"] [size=transaction size] [encode=character_set]

[debug="TRUE" | "FALSE"] [threads=num of_ threads] [verbose="TRUE" | "FALSE"]

Arguments for bulkdelete

connect

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

basedn | file

Required. The base DN of the subtree to be deleted, for example, "dc=company,
dc=com". Enclose the DN in quotation marks. You can also specify multiple base DNs
by putting them in a file and specifying the file name and path with the file
argument.

cleandb

Optional. This is used to specify whether the deleted entries would be tomb stoned or
deleted completely from the database. The default (cleandb="TRUE") is to delete the
entries completely.

size
Optional. The number of entries to be committed as a part of one transaction.

encode

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

debug

Optional. The debug option reports the logging level. This is useful in case the
command runs into errors. The output is logged to the bulkdelete. log file. This file
can be found under $SORACLE_HOME/1ldap/log.

threads

Optional. The number of threads to create. The default value is the number of CPUs on
the machine plus one.

verbose
Optional. This is used to run the command in verbose mode.

Tasks and Examples for bulkdelete

The following examples show how to delete one or more subtrees from the directory:
s Deleting All Entries in a Naming Context and Making Them Tombstone Entries
= Completely Deleting All Entries in a Naming Context

= Deleting Entries in Multiple Naming Contexts
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Deleting All Entries in a Naming Context and Making Them Tombstone Entries

Example:
bulkdelete connect="dbsl" basedn="cn=0OracleContext" cleandb="FALSE"

Completely Deleting All Entries in a Naming Context

Example:

bulkdelete connect="dbsl" basedn="cn=0OracleContext"

Deleting Entries in Multiple Naming Contexts
This example uses a file that contains a list of DNs to delete.

Example:
bulkdelete connect="dbsl" file="~/myfiles/dn.txt"

Related Command-Line Tools for bulkdelete

bulkload

= See "bulkload" on page 4-3
= See "bulkmodify" on page 4-7
= See "ldapdelete" on page 4-23

The bulkload command-line tool is useful for loading large number of entries into a
directory server. It uses Oracle SQL*Loader to load the directory entries. The bulkload
tool expects the input file to be in LDAP Data Interchange Format (LDIF). See
Appendix A, "LDIF File Format" for the correct format and syntax of an LDIF file.

Overview of the Bulk Loading Tool Operations
The Bulk Loading Tool performs its operations in the following phases:

1. Check

In the check phase, all entries of LDIF files are verified for valid LDAP schema and
duplicate entries. The Bulk Loading Tool will report any errors, which must be
corrected before proceeding.

2. Generate

In the generate phase, the LDIF input is converted into intermediate files that can
be used by SQL*Loader to load the data into the Oracle Internet Directory
directory store.

3. Load

The Intermediate files generated in generate phase are loaded into the Oracle
Internet Directory directory store. The Bulk Loading Tool supports two types of
loading of data:

s Incremental Mode Loading

Incremental mode enables you to append data to existing directory data.
Loading in this mode is faster than other add methods, but slower than bulk
mode loading.
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Use this mode when you want to append a small amount of data. Here, small
amount is a relative number. It depends upon existing data in directory, the
amount of data to be loaded, and the hardware capabilities to handle the load.

In this mode, the Bulk Loading Tool does not drop and rebuild catalog
indexes. Instead, it uses SQL*Loader in insert mode to add data to the
database and update indexes through inserts.

s Bulk Mode Loading

In bulk mode, you must be able to add or append large number of entries to a
directory. By default, the Bulk Loading Tool runs in bulk mode. Bulk mode is
faster than incremental mode.

In bulk mode, all Oracle Internet Directory server instances should be
stopped. In this mode, the Bulk Loading Tool drops existing indexes and
re-creates them after loading of data. For data loading, it uses SQL*Loader
direct-path mode.

4. Index Creation

After the load is complete, the indexes are re-created if the load was done in bulk
mode. Also, the Bulk Loading Tool provides an option just to re-create all indexes.
This is useful in case if previous index creation was unsuccessful for some reason.

5. Directory Data Recovery

A failure in the load phase can leave directory data in an inconsistent state. The
Bulk Loading Tool can revert back to original state that existed prior to the
invocation of bulkload.

Before Using the bulkload Tool
Before running the bulkload tool:

1. Stop your Oracle Internet Directory server instance(s) before loading data in bulk
mode.

2. Ifloading data in incremental mode, you do not need to stop the directory server,
although you will need to put the directory server in read-modify mode.
Read-modify mode restricts add, delete, and modify DN operations.

3. Ifloading an LDIF file with data from an older version of Oracle Internet
Directory, see the Oracle Application Server Upgrade and Compatibility Guide for any
special instructions about upgrading orclguids before you begin.

Syntax for bulkload

bulkload [connect=connect_string]

{[check="TRUE" | "FALSE" [restore="TRUE" | "FALSE"] [thread=num of threads]
[file=1dif file]]

[generate="TRUE" ‘ "FALSE" [append="TRUE" ‘ "FALSE"] [restore="TRUE" | "FALSE"]
[thread=num_of_ threads] file=1dif file]

[load="TRUE" | "FALSE" [append="TRUE" | "FALSE"] [threads=num of threads]]
[index="TRUE" | "FALSE"] [recover="TRUE" | "FALSE"]}

[encode=character_set] [debug="TRUE" | "FALSE"] [verbose="TRUE" | "FALSE"]
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Arguments for bulkload

connect

Optional. The directory database connect string. If you already have a tnsnames. ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin. For loading data in single node, specify its
connect string—for example orc1l. For loading data in multiple nodes, specify connect
strings of all nodes—for example, orcll orcl2 orcl3.

check | generate | load | recover | index
Required. The operation to perform. The operations are:

s check - Checks the LDIF file provided for schema inconsistencies and for
duplicate entry DNs. You must provide the full path or relative path and file name
of an LDIF file. You can optionally specify the number of threads. The check and
generate operations can be issued at the same time.

= generate - Creates intermediate files suitable for loading entries into Oracle
Internet Directory using SQL*Loader. You must provide the full path or relative
path and file name of an LDIF file from which to generate entries. You can
optionally specify the number of threads. The check and generate operations
can be issued at the same time.

Note: After the generate operation, the directory is left in the
read-modify mode until you perform the 1oad operation.

»  load- Loads the files generated in the generate operation into the database. You
can use the append option to specify if the data needs to be appended to the
existing directory data. For load to succeed, the LDAP server must be running.
You can optionally specify the number of threads. If you set the 1dplonly option
to "TRUE", then the data is loaded in parallel but index creation takes place in
serial mode. You must run a generate operation before a 1oad operation.

s recover - In case of a failure during a 1oad operation, recovers the directory
with the original data. You cannot use any other option when using the recover
option.

= index - Recreates indexes on all catalog tables.

file
Required for the check and generate operations. The fully qualified path or relative
path and file name of the LDIF file that contains the entries you want to load.

threads

Optional for the check,generate, and load operations. The number of threads to
create. The default value is the number of CPUs on the machine plus one.

restore

Optional with the check and generate operations. Assumes operational attributes,
such as orclguid, creatorsname, and createtimestamp, are already present in
the specified LDIF file. Duplicate operational attribute values are not created in the
output SQL*Loader files.
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append

Optional with the generate and 1oad operations. Loads entries in incremental mode
rather than bulk mode, which is the default. Incremental mode appends data to
existing directory data, and is intended for loading small amounts of data.

encode

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

debug

Optional. The debug option turns debugging on or off. Turning debugging on
(debug="TRUE") is useful when the command runs into errors. The output is logged
to the bulkload. log file. This file can be found under $SORACLE_HOME/ldap/log.

verbose
This is used to run the command in verbose mode.

Tasks and Examples for bulkload
Using the bulkload tool, you can perform the following tasks:

= Loading Data in Bulk Mode

s Loading Data for Multiple Nodes in a Replicated Environment
= Loading Data in Incremental Mode

= Verifying Indexes

= Recreating Indexes

= Recovering Data After a Load Error

Loading Data in Bulk Mode

The typical usage scenario is to load directory data after Oracle Internet Directory
installation. First check the LDIF file for schema errors and generate the intermediate
files. Next, load the data into the Oracle Internet Directory store.

The following example shows how to run the bulkload tool. The tool is first run with
the check and generate options. The check option checks the input for schema and
data consistency violations. The generate option generates the input files for
SQL*Loader. Next, the command is run with the 1oad option to load the data into the
directory.

Example:

bulkload connect="orcl" check="TRUE" generate="TRUE" file="~/myfiles/data.ldif"
bulkload connect="orcl" load="TRUE"

Loading Data for Multiple Nodes in a Replicated Environment

When you load the same data into multiple nodes in a replicated network, ensure that
the orc1GUID parameter (global ID) is consistent across all the nodes. You can
accomplish this by generating the bulk load data file once only (using the generate
argument), and then using the same data file to load the other nodes (using the 1oad
argument).
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Loading Data in Incremental Mode

If you need to add directory entries to an Oracle Internet Directory store already
containing some user LDIF data, use the append argument to denote incremental
mode. This mode is normally faster than other methods of adding entries to the
directory. However, be sure that the directory server instances are in read-modify
mode before you begin. The following example shows how to run bulkload in
incremental mode.

Example:

bulkload connect="orcl" check="TRUE" generate="TRUE" load="TRUE" append="TRUE"
file="~/myfiles/data.ldif"

Verifying Indexes

You can verify existing indexes in the directory using the check option along with the
index option.

Example:
bulkload connect="orcl" check="TRUE" index="TRUE"

Recreating Indexes

The 1oad operation either updates or creates the indexes. However, due to issues like
improper sizing, the indexes may not be updated or created properly. For this reason,
the bulkload tool enables you to re-create all the indexes.

Example:

bulkload connect="orcl" index="TRUE"

Recovering Data After a Load Error

Due to issues like improper disk sizing, the 10ad operation may fail. If this happens,
then directory data can be inconsistent. For this reason, bulkload enables you to
recover the directory data to the state that existed prior to the invocation of bulkload.

Example:

bulkload connect="orcl" recover="TRUE"

Related Command-Line Tools for bulkload

bulkmodify

= See "bulkdelete" on page 4-1

= See "bulkmodify" on page 4-7
= See "ldapadd" on page 4-12

= See "ldapaddmt” on page 4-16

The bulkmodi fy command-line tool enables you to modify a large number of
existing entries in an efficient way. The bulkmodi fy tool supports the following:

s Subtree based modification

s LDAP search filter. For example, the filter could be objectclass=%,
objectclass=oneclass,or ' (& (sn=Baileys) (cn=Kalid Baileys))'.
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= Attribute value addition and replacement. It modifies all matched entries in bulk.

The bulkmodi fy tool performs schema checking on the specified attribute name and
value pair during initialization. All entries that meet the following criteria are
modified:

= They are under the specified subtree.
s They meet the LDAP filter condition.
= They contain the attribute to be modified as either mandatory or optional.

The directory server and directory replication server may be running concurrently
while bulk modification is in progress, but the bulk modification does not affect the
replication server. You must perform bulk modification against all replicas.

Note: LDIF file based modification is not supported by
bulkmodify. This type of modification requires per-entry-based
schema checking, and therefore the performance gain over the
existing ldapmodify tool is insignificant.

Make sure that when bulkmodify is invoked, server side entry
cache is disabled.

You must restrict user access to the subtree during bulk modification. If necessary,
access control item (ACI) restriction can be applied to the subtree being updated by
bulkmodify.

You cannot use bulkmodify to add a value to single-valued attributes that already
contain one value. If a second value is added, you must alter the directory schema to
make that attribute multi-valued.

You cannot use bulkmodify to update the following attributes:
s dn (use ldapmoddn instead)

= Binary Attributes

» orclCertificateHash

» orclCertificateMatch

s cn (use 1dapmodi fy instead)

» userPassword (use 1dapmodi fy instead)

s orclPassword (use 1dapmodi fy instead)

s orclACI (use 1dapmodi fy instead)

» orclEntryLevel ACI (use 1dapmodi fy instead)

Syntax for bulkmodify

bulkmodify connect=connect_string basedn=Base DN

{[add="TRUE" | "FALSE"] | [replace="TRUE" | "FALSE"]} attribute=attribute_name
value=attribute value [filter=filter_ string] [size=transaction_size]
[threads=num of_threads] [debug="TRUE"|"FALSE"] [encode=character_set]
[verbose="TRUE" | "FALSE"]
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Arguments for bulkmodify

connect

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin.

basedn
Required. The DN of the subtree to be modified. Enclose the DN in quotes.

add | replace

Required. The operation to be performed on the attribute. Specifies whether you want
to add an attribute value or replace an attribute value.

attribute

Required. The name of a single attribute for which a value needs to be added or
replaced.

value

Required. The single attribute value to add or replace. If the value contains spaces,
enclose it in quotes.

filter
Optional. A filter string that contains a single attribute. Defaults to ocbjectclass=*.

size
Optional. The number of entries to be committed as part of one transaction. Defaults to
100.

threads

Optional. The number of threads to create. The default value is the number of CPUs on
the machine plus one.

debug

Optional. The debug option reports the logging level. This is useful in case the
command runs into errors. The output is logged to the bulkmodify . log file. This file
can be found under $ORACLE_HOME/1ldap/log.

encode

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

verbose
This is used to run the command in verbose mode.

Tasks and Examples for bulkmodify
Using the bulkmodi fy tool, you can perform the following task:

s Updating an Attribute for Multiple Entries at Once
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Updating an Attribute for Multiple Entries at Once

The following example shows how to modify an attribute for several entries using a
filter. This command adds the telephone number 408-123-4567 to the entries of all
employees who have Anne Smith as their manager.

Example:

bulkmodify connect="orcl" basedn="c=US" add="TRUE" attribute="telephoneNumber"
value="408-123-4567" filter="manager=Anne Smith"

Limitations of bulkmodify

bulkmodify has the following limitations:

= bulkmodify does not distinguish between attributes with or without subtypes,
when performing the replace operation. bulkmodi fy replaces the attribute
value irrespective of whether the attribute contains subtypes.

= bulkmodify allows the RDN to be modified without modifying the DN. If an
attribute is part of a DN, then the attribute value is modified but the DN entry in
the directory is not modified.

=  bulkmodify does not perform an object class check when performing an add
operation. When adding a new attribute to a directory entry, bulkmodify does not
verify if the entry has the required object class to support the attribute.

Related Command-Line Tools for bulkmodify

catalog

= See "bulkdelete" on page 4-1

= See "bulkload" on page 4-3

= See "ldapmodify" on page 4-27

= See "ldapmodifymt" on page 4-31

Oracle Internet Directory uses indexes to make attributes available for searches. When
Oracle Internet Directory is installed, the cn=catalogs entry lists available attributes
that can be used in a search. You can index only those attributes that have:

= An equality matching rule
= Matching rules supported by Oracle Internet Directory (see "Matching Rules" on
page 7-4)

If you want to use additional attributes in search filters, then you must add them to the
catalog entry. You can do this at the time you create the attribute by using Oracle
Directory Manager. However, if the attribute already exists, then you can index it only
by using the Catalog Management Tool (catalog).

Before running catalog, be sure that the directory server is either stopped or in
read-only mode.

Caution: Do not use the catalog delete="TRUE" argument on
indexes created by the Oracle Internet Directory base schema.
Removing indexes from base schema attributes can adversely
impact the operation of Oracle Internet Directory.
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Syntax for catalog

catalog connect=connect_string {[add="TRUE"|"FALSE"] | [delete="TRUE" |"FALSE"]}
{[attribute=attribute_name] | [file=file_name]} [logging="TRUE"|"FALSE"]
[threads=num of_ threads] [debug="TRUE" | "FALSE"] [verbose="TRUE" | "FALSE"]

Arguments for catalog

connect

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

add | delete

Required. The operation to perform. The add argument indexes the specified attribute.
The delete argument drops the index for the specified attribute.

attribute | file

Required. The attribute or attributes to catalog. Use the attribute argument to
specify a single attribute name on the command-line. Use the £ile argument to
provide the full path and file name of a file that contains a list of several attribute
names.

logging
Optional. This option is used to decide if redo logs are generated when a catalog is
created.

threads

Optional. The number of threads to create. The default value is the number of CPUs on
the machine plus one.

debug

Optional. The debug option reports the logging level. This is useful in case the
command runs into errors. The output is logged to the catalog. log file. This file can
be found under $ORACLE_HOME/1ldap/log.

verbose
Optional. This option specifies whether the command should be run in verbose mode.

Tasks and Examples for catalog

Using the catalog tool, you can perform the following tasks:
» Indexing a Single Attribute

= Indexing Multiple Attributes

= Removing an Attribute from the List of Indexed Attributes

Indexing a Single Attribute

The following example shows how to index a single attribute. The catalog tool will
prompt you for the Oracle Internet Directory super user password.
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Example:

catalog connect="orcl" add="TRUE" attribute="orclGender"

Indexing Multiple Attributes

The following example shows how to index multiple values at once by supplying a file
that contains a list of attribute names. The catalog tool will prompt you for the
Oracle Internet Directory super user password.

Example:
catalog connect="orcl" add="TRUE" file="~/myfiles/attrs.txt"

Removing an Attribute from the List of Indexed Attributes

The following example shows how to remove a single attribute from the list of indexed
attributes. The catalog tool will prompt you for the Oracle Internet Directory super
user password.

Example:

catalog connect="orcl" delete="TRUE" attribute="orclGender"

Related Command-Line Tools for catalog

Idapadd

= N/A

The 1dapadd command-line tool enables you to add entries, their object classes,
attributes, and values to the directory. To add attributes to an existing entry, use the
ldapmodify command, explained in "Idapmodify" on page 4-27.

See Also: For information on using attribute aliases with ldapadd
refer to the "Attribute Aliases In the Directory" section in Oracle
Internet Directory Administrator’s Guide

Syntax for Idapadd

ldapadd -h oid hostname -D "binddn" -w password [-Y "proxy_dn"] [-p ldap_port]
[-V ldap_version] {-f 1dif filename \ -X dsml_filename} [-b] [-n]
-c [-o0 log_file_namel] [-M] [-v] [-O ref_hop limit] [-i1 1|0] [-k|-K]

[
[-U SSL_auth mode {-W wallet_location -P wallet_password}] [-d debug_levell
[-E character_set]

Arguments for Idapadd

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"

Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.
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-Y "proxy_dn"
Optional. The DN of a proxy user. After binding to the directory, the add operation
will be performed as this user.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-f Idif_filename | -X dsml_filename
Required. The full path and file name of the input file that contains the data you want
to import.

Use the -f argument to supply an LDIF file. See Appendix A, "LDIF File Format" on
page A-1 for information on formatting an LDIF file.

Use the -X argument to supply a Directory Service Markup Language (DSML) file. See
"Adding Data to the Directory Using a DSML File" on page 4-15 for more information
about formatting a DSML file.

-b

Optional. Use this option if your input file has binary file names in it, which are
preceded by the forward slash character. The tool retrieves the actual values from the
file referenced.

-n
Optional. Enables you to preview what would occur in an operation without actually
performing the operation.

-C
Optional. Proceeds in spite of errors. All errors will be reported. If the -c argument is
not used, the tool will stop when an error occurs.

-0 log_file_name
Optional. Used with the -c argument. Writes the LDIF entries with errors to a log file.
Specify the full path and name of the log file.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-v
Optional. Runs the tool in verbose mode.

-0 ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.
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-i110
Optional. Specifies whether or not to bind as the current user when following referrals.
1 means bind as the current user, 0 means bind anonymously. The default is 0 (zero).

-k | -K

Optional. The -k argument authenticates using Kerberos authentication instead of
simple authentication. To enable this option, you must compile with KERBEROS
defined.You must already have a valid ticket granting ticket. Use the -K argument if
you want to only perform the first step of the Kerberos bind.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2 | 3). The wallet
password for the wallet specified in the -W argument.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1 —Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities
» 512 — Search filter processing

= 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

» 524288 — Schema related operations
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» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server
= 117440511 — All possible operations and data

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

Tasks and Examples for Idapadd
Using the lIdapadd tool, you can perform the following tasks:

= Adding Data to the Directory Using an LDIF File
= Adding Data to the Directory Using a DSML File

= Previewing an Add Operation

Adding Data to the Directory Using an LDIF File

You can use 1dapadd to add entries or schema information to the directory from an
LDIF file. The file must be correctly formatted. See Appendix A, "LDIF File Format" on
page A-1 for information about formatting an LDIF file.

Example:

ldapadd -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -f
~/myfiles/input.1dif -v

Adding Data to the Directory Using a DSML File

You can use 1dapadd to add entries or schema information to the directory from a
Directory Service Markup Language (DSML) file that contains <addRequest>
elements. For more information about the formatting DSML files, visit the OASIS Web
siteat http: //www.oasis-open.org. The following example shows a sample
DSML entry for a user.

Example:
<addRequest dn="CN=Alice, OU=HR,DC=Example, DC=COM">
<attr name="objectclass"><value>top</value></attr>
<attr name="objectclass"><value>person</value></attr>
<attr name="objectclass"><value>organizationalPerson</value></attr>
<attr name="sn"><value>Johnson</value></attr>
<attr name="givenName"><value>Alice</value></attr>
<attr name="title"><value>Software Design Engineer</value></attr>
</addRequest>

Once you have a correctly formatted DSML file, you can add data to the directory
using 1dapadd and supplying the DSML file as the input file.

Example:

ldapadd -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -X
~/myfiles/input.xml -v
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Previewing an Add Operation

Use the -n argument with an 1dapadd command to preview the results of an add
operation before actually adding any data to the directory.

Example:

ldapadd -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -X
~/myfiles/input.xml -v -n

Related Command-Line Tools for Idapadd
= See "ldapaddmt” on page 4-16

= See "ldapmodify" on page 4-27
= See "bulkload" on page 4-3

Idapaddmt

The 1dapaddmt tool performs the same functionality as the 1dapadd command. It
enables you to add entries, their object classes, attributes, and values to the directory.
However, it also supports multiple threads for adding entries concurrently.

While it is processing entries, 1dapaddmt logs errors in the add. log file within the
current directory.

Note: Increasing the number of concurrent threads improves the
rate at which entries are created, but consumes more system
resources.

Syntax for Idapaddmt

ldapaddmt -h oid_hostname -D "binddn" -w password -T number_threads [-p ldap_port]
[-V ldap_version] {-f 1dif filename \ -X dsml_filename} [-b] [-c] [-M] [-O

ref _hop_limit] [—k|—K] [-U SSL_auth mode {-W wallet_location -P wallet_password}]
[-d debug_level] [-E character_set]

Arguments for Idapaddmt

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-T number_threads
Required. The number of threads for concurrently processing entries.
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-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-f Idif_filename | -X dsmi_filename
Required. The full path and file name of the input file that contains the data you want
to import.

Use the - £ argument to supply an LDIF file. See Appendix A, "LDIF File Format" on
page A-1 for information on formatting an LDIF file.

Use the -X argument to supply a Directory Service Markup Language (DSML) file. See
"Adding Data to the Directory Using a DSML File" on page 4-15 for more information
about formatting a DSML file.

-b

Optional. Use this option if your input file has binary file names in it, which are
preceded by the forward slash character. The tool retrieves the actual values from the
file referenced.

-C
Optional. Proceeds in spite of errors. All errors will be reported. If the -c argument is
not used, the tool will stop when an error occurs.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-k | -K

Optional. The -k argument authenticates using Kerberos authentication instead of
simple authentication. To enable this option, you must compile with KERBEROS
defined.You must already have a valid ticket granting ticket. Use the -K argument if
you want to only perform the first step of the Kerberos bind.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.
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-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2 | 3). The wallet
password for the wallet specified in the -W argument.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1 —Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities

» 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

» 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server

= 117440511 — All possible operations and data

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS.

Tasks and Examples for Idapaddmt
Using the 1dapaddmt tool, you can perform the following task:

= Adding Concurrent Entries to the Directory Using an LDIF File
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Adding Concurrent Entries to the Directory Using an LDIF File

You can use 1dapaddmt to add concurrent entries or schema information to the
directory from an LDIF file. The file must be correctly formatted. See Appendix A,
"LDIF File Format" on page A-1 for information about formatting an LDIF file.

Example:

ldapaddmt -h myhost.company.com -D "cn=orcladmin" -w password -T 5 -p 389 -f
~/myfiles/input.1dif -v

Related Command-Line Tools for Idapaddmt
= See "ldapadd" on page 4-12
= See "bulkload" on page 4-3

Idapbind

The 1dapbind command-line tool enables you to see whether you can authenticate a
client to a server.

Syntax for Idapbind

ldapbind -h oid _hostname -D "binddn" -w password [-p ldap_port] [-V ldap_version]
[-n] [-O "auth"] [-Y "DIGEST—MDS‘EXTERNAL"] [-R SASL _realm]
[-U SSL_auth mode {-W wallet_location -P wallet_password}] [-E character_set]

Arguments for Idapbind

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-0 "auth"

Optional. Specifies SASL security properties. The security property supported is -0
"auth". This security property is for DIGEST-MD5 SASL mechanism. It enables
authentication with no data integrity or data privacy.
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-Y "DIGEST-MD5 | EXTERNAL"

Optional. Specifies a Simple Authentication and Security Layer (SASL) mechanism.
The following mechanisms are supported:

m DIGEST-MD5

»  EXTERNAL - The SASL authentication in this mechanism is done on top of
two-way SSL authentication. In this case the identity of the user stored in the SSL
wallet is used for SASL authentication.

-R SASL_realm
Optional. A SASL realm.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2 | 3). The wallet
password for the wallet specified in the -W argument.

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

Tasks and Examples for Idapbind
Using the 1dapbind tool, you can perform the following task:

» Validating Authentication Credentials

Validating Authentication Credentials

The following example shows how to validate the authentication credentials used to
bind to the directory server when using SSL.

Example:

ldapbind -h myhost.company.com -D "cn-orcladmin" -w password -p 636 -U 2
-W "file:/home/my dir/my wallet" -P password
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Related Command-Line Tools for Idapbind
= N/A

Idapcompare

The 1dapcompare command-line tool enables you to compare an attribute value that
you specify on the command line to the attribute value in a directory entry.

Syntax for Idapcompare

ldapcompare -h oid_hostname -D "binddn" -w password [-Y "proxy_dn"] [-p Idap_port]
-a attribute_name -b "basedn" -v "attribute_value" [-U SSIL_auth mode {-W
wallet_location -P wallet_password}] [-d debug level] [-E character_set]

Arguments for Idapcompare

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-Y "proxy_dn"
Optional. The DN of a proxy user. After binding to the directory, the add operation
will be performed as this user.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-a attribute_name
Required. The attribute for which to perform the comparison of values.

-b "basedn"
Required. The DN of the entry for which to perform the comparison.

-v "attribute_value"
Required. The attribute value that you want to compare to the value in the entry.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.
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= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password
Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1—Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities

» 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

m 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server

= 117440511 — All possible operations and data

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

Tasks and Examples for Idapcompare

Using 1dapcompare you can perform the following task:
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s Comparing Attribute Values for an Entry

Comparing Attribute Values for an Entry

The following example shows how to check an entry for a person named Anne Smith to
see if her title is Manager.

Example:

ldapcompare -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -a title -b
"cn=Anne Smith,ou=Sales,o0=IMC,c=US" -v "Manager"

Related Command-Line Tools for Idapcompare

Idapdelete

= N/A

The 1dapdelete command-line tool enables you to remove entire entries from the
directory.

See Also: For information on using attribute aliases with ldapdelete
refer to the "Attribute Aliases In the Directory" section in Oracle
Internet Directory Administrator’s Guide

Syntax for Idapdelete

ldapdelete -h oid _hostname -D "binddn" -w password [-Y proxy_dn] [-p ldap_port]
[-V ldap version] {-f 1dif filename | "entry_dn"} [-n] [-M] [-v] [-O
ref_hop_limit] [-k|-K] [-U SSL _auth mode {-W wallet_location -P wallet_password}]
[-E character_set]

Arguments for Idapdelete

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"

Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-Y “proxy _dn"

Optional. The DN of a proxy user. After binding to the directory, the add operation
will be performed as this user.

-p Idap_port

Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.
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-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-f Idif_filename | "entry_dn"

Required. The full path and file name of the input file that contains the entry DNs you
want to delete, or a single entry DN supplied on the command-line.

Use the -f argument to supply an LDIF file. See Appendix A, "LDIF File Format" on
page A-1 for information on formatting an LDIF file.

To delete one entry, supply the DN of the entry in quotes.

-n
Optional. Enables you to preview what would occur in an operation without actually
performing the operation.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-V
Optional. Runs the tool in verbose mode.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-k | -K

Optional. The -k argument authenticates using Kerberos authentication instead of
simple authentication. To enable this option, you must compile with KERBEROS
defined.You must already have a valid ticket granting ticket. Use the -K argument if
you want to only perform the first step of the Kerberos bind.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"
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-P wallet_password

Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

Tasks and Examples for Idapdelete
Using 1dapdelete you can perform the following tasks:
s Deleting a Single Entry
s Deleting Multiple Entries Using an LDIF File

Deleting a Single Entry

The following example shows how to delete an entry for a person named Anne Smith.

Example:

ldapdelete -h myhost.company.com -D "cn=orcladmin" -w password -p 389
"cn=Anne Smith, ou=Sales, 0=IMC,c=US"

Deleting Multiple Entries Using an LDIF File

The following example shows how to delete many entries at once by supplying an
LDIF file that contains the DNs of the entries to delete. See Appendix A, "LDIF File
Format" on page A-1 for information about formatting an LDIF file.

Example:

ldapdelete -h myhost.company.com -D "cn=orcladmin" -w password -p 389
-f /home/mydir/delete.ldif

Related Command-Line Tools for Idapdelete
= See bulkdelete on page 4-1

Idapmoddn

The 1dapmoddn command-line tool enables you to change the RDN of an entry, or to
move an entry to a new parent node in the directory tree.

See Also: For information on using attribute aliases with
ldapmoddn refer to the "Attribute Aliases In the Directory" section in
Oracle Internet Directory Administrator’s Guide

Syntax for Idapmoddn

ldapmoddn -h oid_hostname -D "binddn" -w password [-p ldap_port] [-V Ildap_version]
-b "base_dn" {-R "new_rdn“\—N "new_parent"} [-r] [-M] [-0 ref_hop limit]
[-U SSL_auth _mode {-W wallet_location -P wallet_password}] [-E character_set]
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Arguments for Idapmoddn

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-b "base_dn"
Required. The DN of the entry to be moved to a new parent DN or have its RDN
updated.

-R "new_rdn" | -N "new_parent'
Required. The action to perform. Use the -R argument to change the RDN of the entry.
Use the -N argument to move the entry to a new parent node in the directory tree.

-r
Optional. Specifies that the old RDN is not retained as a value in the modified entry. If
not included, the old RDN is retained as an attribute in the modified entry.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.
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-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2 | 3). The wallet
password for the wallet specified in the -W argument.

-E character_set
Optional. The native character set encoding. Defaults to the character set of the user’s

terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

Tasks and Examples for Idapmoddn

Using the 1dapmoddn command-line tool, you can perform the following tasks:
s Changing the RDN of an Entry
= Moving an Entry

Changing the RDN of an Entry

The following example shows how to change the RDN of an entry from Mary Smith to
Mary Jones.

Example:

ldapmoddn -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -b "cn=Mary
Smith,dc=Americas,dc=IMC,dc=com" -R "cn=Mary Jones" -r

Moving an Entry

The following example shows how to move an entry to another parent node in the
directory subtree. The entry with the RDN of Mary Smith is moved from the
dc=Americas parent node to the dc=Australia parent node.

Example:

ldapmoddn -h myhost.company.com -D "cn=orcladmin" -w password -p 389 -b "cn=Mary
Smith,dc=Americas,dc=IMC,dc=com" -N "dc=Australia,dc=IMC,dc=com"

Related Command-Line Tools for Idapmoddn

Idapmodify

= See "ldapmodify" on page 4-27

The 1dapmodi fy command-line tool enables you to add, delete, or replace attributes
for entries by supplying an LDIF file as input. You can also delete or add entries using
ldapmodify.
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See Appendix A, "LDIF File Format" on page A-1 for more information about the
correct formatting of LDIF files.

See Also: For information on using attribute aliases with
ldapmodify refer to the "Attribute Aliases In the Directory” section in
Oracle Internet Directory Administrator’s Guide

Syntax for Idapmodify

ldapmodify -h oid _hostname -D "binddn" [-Y "proxy dn"] -w password [-p ldap_port]

[-V ldap_version] {-f 1dif filename \ -X dsml_filename} [-a] [-b]

[-c [-0 log_file name]l [-n] [-v] [-M] [-O ref hop limit] [-i 1]0] [-k|-K]
[-U SSL_auth mode {-W wallet_location -P wallet_password}] [-E character_set]
[

-d debug_level]

Arguments for Idapmodify

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"

Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-Y "proxy_dn"

Optional. The DN of a proxy user. After binding to the directory, the add operation
will be performed as this user.

-w password
Required. The user password needed to bind to the directory.

-p Idap_port

Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-f Idif_filename | -X dsml_filename
Required. The full path and file name of the input file that contains the data you want
to import.

Use the - £ argument to supply an LDIF file. See Appendix A, "LDIF File Format" on
page A-1 for information on formatting an LDIF file.

Use the -X argument to supply a Directory Service Markup Language (DSML) file. See
"Adding Data to the Directory Using a DSML File" on page 4-15 for more information
about formatting a DSML file.

-a
Optional. Denotes that the LDIF or DSML input file has new entries to be added.
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-b

Optional. Use this option if your input file has binary file names in it, which are
preceded by the forward slash character. The tool retrieves the actual values from the
file referenced.

-C
Optional. Proceeds in spite of errors. All errors will be reported. If the -c argument is
not used, the tool will stop when an error occurs.

-n
Optional. Enables you to preview what would occur in an operation without actually
performing the operation.

-v
Optional. Runs the tool in verbose mode.

-0 log_file_name
Optional. Used with the -c argument. Writes the LDIF entries with errors to a log file.
Specify the full path and name of the log file.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-i110
Optional. Specifies whether or not to bind as the current user when following referrals.
1 means bind as the current user, 0 means bind anonymously. The default is 0 (zero).

-k I-K

Optional. The -k argument authenticates using Kerberos authentication instead of
simple authentication. To enable this option, you must compile with KERBEROS
defined.You must already have a valid ticket granting ticket. Use the -K argument if
you want to only perform the first step of the Kerberos bind.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
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-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1—Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities

» 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

m 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server

= 117440511 — All possible operations and data

Tasks and Examples for Idapmodify

Using the 1dapmodi fy command-line tool, you can perform the following tasks:
= Modifying the Directory Schema
= Modifying an Entry

Modifying the Directory Schema

First, you must prepare your LDIF file to define the new schema elements you want to
add. See "LDIF Format for Adding Schema Elements" on page A-5 for examples. Once
you have a properly formatted LDIF file, you can use the 1dapmodify tool to import

the new schema definitions into the directory schema.
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Example:

ldapmodify -h myhost.company.com -D "cn=orcladmin" -w password -p 389
-f /home/myfiles/modify.1dif -v

Modifying an Entry

To modify the attributes or attribute values for an entry, you must first prepare your
LDIF file correctly. See "LDIF Format for Modifying Entries" on page A-3 for examples.
Once you have a properly formatted LDIF file, you can use the 1dapmodify tool to
import the changes.

Example:

ldapmodify -h myhost.company.com -D "cn=orcladmin" -w password -p 389
-f /home/myfiles/modify.1dif -v

Related Command-Line Tools for Idapmodify
= See "ldapadd" on page 4-12
= See "ldapdelete" on page 4-23
= See "ldapmoddn" on page 4-25

Idapmodifymt

The 1dapmodifymt command-line tool is similar to 1dapmodi £y in that it enables
you to add, delete, or modify entries by supplying an LDIF file as input. However,
ldapmodifymt runs in multi-threaded mode allowing you to operate on multiple
entries concurrently.

See Appendix A, "LDIF File Format" on page A-1 for more information about the
correct formatting of LDIF files.

Syntax for Idapmodifymt

ldapmodifymt -h o0id_hostname -D "binddn" -w password [-p ldap_port]

[-V Idap_version] -T number_of threads {-f 1dif filename | -X dsml_filename}
[-a] [-b] [-c [-0 log file name]] [-M] [-O ref hop_limit] [—k|—K]

[-U SSL_auth_mode {-W wallet_location -P wallet_password}] [-E character_set]
[-d debug_level]

Arguments for Idapmodifymt

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.
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-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-T number_threads
Required. The number of threads for concurrently processing entries.

-f Idif_filename | -X dsml_filename
Required. The full path and file name of the input file that contains the data you want
to import.

Use the -f argument to supply an LDIF file. See Appendix A, "LDIF File Format" on
page A-1 for information on formatting an LDIF file.

Use the -X argument to supply a Directory Service Markup Language (DSML) file. See
"Adding Data to the Directory Using a DSML File" on page 4-15 for more information
about formatting a DSML file.

-a
Optional. Denotes that the LDIF file has entries to be added.

-b
Optional. Use this option if your input file has binary file names in it, which are

preceded by the forward slash character. The tool retrieves the actual values from the
file referenced.

-C
Optional. Proceeds in spite of errors. All errors will be reported. If the -c argument is
not used, the tool will stop when an error occurs.

-0 log_file_name
Optional. Used with the -c argument. Writes the LDIF entries with errors to a log file.
Specify the full path and name of the log file.

-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-k | -K

Optional. The -k argument authenticates using Kerberos authentication instead of
simple authentication. To enable this option, you must compile with KERBEROS
defined.You must already have a valid ticket granting ticket. Use the -K argument if
you want to only perform the first step of the Kerberos bind.
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-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:

s 1—Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities
»s 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

m 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server
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= 117440511 — All possible operations and data

Tasks and Examples for Idapmodifymt
Using the 1dapmodi fymt command-line tool, you can perform the following task:

= Modifying Multiple Entries Concurrently

Modifying Multiple Entries Concurrently

To modify multiple entries at once, you must first prepare your LDIF file correctly. See
Appendix A, "LDIF File Format" on page A-1 for examples. Once you have a properly
formatted LDIF file, you can use the 1dapmodifymt tool to import the changes.

The following example uses five concurrent threads to modify the entries specified in
the file /home/myfiles/modify.1dif.

Example:

ldapmodify -h myhost.company.com -D "cn=orcladmin" -w password -p 389
-T 5 -f /home/myfiles/modify.ldif -v

Related Command-Line Tools for Idapmodifymt
= See "ldapaddmt” on page 4-16

= See "ldapmodify" on page 4-27

Idapsearch

The ldapsearch command-line tool enables you to search for and retrieve specific
entries in the directory.

The LDAP filter that you use to search for entries must be compliant with the Internet
Engineering Task Force (IETF) standards as specified in RFC 2254. Refer to the IETF
Web site at http: //www.ietf.org for more information about the standard filter
format. Oracle Internet Directory supports all elements of RFC 2254 except for
extensible matching.

Note: Various UNIX shells interpret some characters—for
example, asterisks (*)—as special characters. Depending on the
shell you are using, you may need to escape these characters.

See Also: For information on using attribute aliases with ldapsearch
refer to the "Attribute Aliases In the Directory" section in Oracle
Internet Directory Administrator’s Guide

Syntax for Idapsearch

ldapsearch -h oid_hostname -D "binddn" -w password [-Y "proxy_dn"] [-p ldap_port]
[-V Ildap_version] -b "basedn" {-s base|one|sub} {"filter string" [attributes]|-f
input_file} [-F separator] [-T [-]sort_attribute] [-j page size] [-A] [-a

never |always|search|find] [-S] [-R] [-i 1|0] [-t] [-u] [-L|-X] [-B] [-M] [-v] [-n]
[-1 time_limit] [-z size_limit] [-O ref_hop limit] [-U SSL_auth mode {-W
wallet_location -P wallet_password}] [-d debug level]

[-E character_set] [-c]
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Arguments for Idapsearch

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"
Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-Y "proxy_dn"
Optional. The DN of a proxy user. After binding to the directory, the add operation
will be performed as this user.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-V Idap_version

Optional. The version of the LDAP protocol to use. Allowed values are 2 or 3. Defaults
to 3 (LDAP v3).

-b "basedn"
Required. The base DN for the search.

-s base | one | sub
Required. The scope of the search within the DIT. The options are:
= Dbase - Retrieves a particular directory entry. Along with this search depth, you

use the search criteria bar to select the attribute objectClass and the filter
Present.

= one - Limits your search to all entries beginning one level down from the root of
your search.

= sub - Searches entries within the entire subtree, including the root of your search.

"filter_string" [attributes] | -f input_file

Required. Supply a single filter on the command-line within quotes followed by the
attribute names whose values you want returned. Separate attributes with a space. If
you do not list any attributes, all attributes are retrieved.

You can also supply an input file with the -£ argument that contains a sequence of
search operations to perform.

-F separator

Optional. Enables you to choose a separator to use between attribute names and
values in the search output. The default is = (equal sign).
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-T [-]sort_attribute

Optional. Instructs the tool to send a sort request to the server. The server returns
entries sorted on the attribute, sort_attribute. A dash (-) before
sort_attribute instructs the tool to sort the entries in reverse order.

-j page_size
Optional. Instructs the tool to send a page request to the server. The server returns
paged entries with pages of size, page_size.

-A
Optional. Retrieves attribute names only (no values).

-a never | always | search | find

Optional. Specifies alias dereferencing. An alias entry in an LDAP directory is an entry
that points to another entry. Following an alias pointer is known as dereferencing an
alias. The options are:

= never - Never dereference alias entries. Choose this option to improve search
performance if there are no alias entries in the directory that require dereferencing.

= always - Always dereference aliases. This selection is the default.

= search - Dereference alias entries subordinate to a specified search base, but do
not dereference an alias search base entry.

s find - Deference an alias entry for a specified search base, but do not dereference
alias entries subordinate to the search base.

-S attr
Optional. Sorts the results by the attribute specified.

-R
Optional. Disables the automatic following of referrals.

-i110
Optional. Specifies whether or not to bind as the current user when following referrals.
1 means bind as the current user, 0 means bind anonymously. The default is 0 (zero).

-t
Optional. Writes files to /tmp.

-u
Optional. Includes user-friendly names in the output.

-L1-X
Optional. Prints entries in LDIF (-L) or DSML format (-X).

-B
Optional. Allows printing of non-ASCII values.
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-M

Optional. Instructs the tool to send the ManageDSAIT control to the server. The
ManageDSAIT control instructs the server not to send referrals to clients. Instead a
referral entry is returned as a regular entry.

-n
Optional. Enables you to preview what would occur in an operation without actually
performing the operation.

-v
Optional. Runs the tool in verbose mode.

- time_limit
Optional. The maximum time in seconds to wait for an 1dapsearch command to
complete.

-z size_limit
Optional. The maximum number of entries to return.

-O ref_hop_limit
Optional. The number of referral hops that a client should process. Defaults to 5.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location
Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.
Example for UNIX:
-W "file:/home/my_dir/my_wallet"

Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.

-d debug_level

Optional. If not specified the default of 0 (not enabled) is used. Debug levels are
additive. Add the numbers representing the functions that you want to activate, and
use the sum of those in the command-line option. For example, to trace search filter
processing (512) and active connection management (256), enter 768 as the debug level
(512 + 256 = 768). Debug levels are as follows:
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s 1—Heavy trace debugging

s 128 — Debug packet handling

= 256 — Connection management, related to network activities

»s 512 — Search filter processing

s 1024 — Entry parsing

= 2048 — Configuration file processing

» 8192 — Access control list processing

= 491520 — Log of communication with the database

m 524288 — Schema related operations

» 4194304 — Replication specific operations

= 8388608 — Log of entries, operations and results for each connection
s 16777216 — Trace function call arguments

= 67108864 — Number and identity of clients connected to this server

= 117440511 — All possible operations and data

-E character_set

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

-C
Optional. Idapsearch -C option causes ldapsearch to traverse a hierarchy and report
direct memberships. The ldapsearch -C option essentially includes the CONNECT_BY
control (2.16.840.1.113894.1.8.3) in the request sent to the client. Idapsearch doesn't
have any means to pass values with a control. So, it sends the CONNECT_BY control
without values. In this case the default values are assumed, that is, the
hierarchy-establishing attribute name is obtained from the filter, and the number of
levels is 0. Thus, the -C option can only be used to fetch all containers of a containee
queries, for example, fetch all groups of a user, fetch all employees of a manager and
so forth. Also, all levels of the hierarchy are traversed. For more information refer to
Table 7-2.

See Also: The "Performing Hierarchical Searches" section in

Oracle Identity Management Application Developer’s Guide

Tasks and Examples for Idapsearch

Using the 1dapsearch command-line tool, you can perform the following tasks:
»  Performing a Base Object Search

»  Performing a One-Level Search

s Performing a Subtree Search

= Searching for Attribute Values of Entries

s Searching for Entries with Attribute Options

s Searching for All User Attributes and Specified Operational Attributes
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= Searching for Entries (More Examples)

Performing a Base Object Search
The following example performs a base-level search on the directory from the root.

= -bspecifies base DN for the search, root in this case.

m  -s specifies whether the search is a base search (base), one level search (one) or
subtree search (sub).

= "objectclass=*" specifies the filter for search.

Example:
ldapsearch -p 389 -h myhost -b "" -s base -v "objectclass=*"

Performing a One-Level Search

The following example performs a one level search starting at "ou=HR,
ou=Americas, o=IMC, c=US".

Example:

ldapsearch -p 389 -h myhost -b "ou=HR, ou=Americas, o0=IMC, c=US" -s one \
-v "objectclass=*"

Performing a Subtree Search

The following example performs a subtree search and returns all entries having a DN
starting with "cn=us".

Example:
ldapsearch -p 389 -h myhost -b "c=US" -s sub -v "cn=Person*"

Searching for Attribute Values of Entries
The following example returns only the DN attribute values of the matching entries:

Example:
ldapsearch -p 389 -h myhost -b "c=US" -s sub -v "objectclass=*" dn

The following example retrieves only the distinguished name along with the surname
(sn) and description (description) attribute values:

Example:

ldapsearch -p 389 -h myhost -b "c=US" -s sub -v "cn=Person*" dn sn description

The following example retrieves the distinguished name (dn), surname (sn), and
description (description) attribute values. The entries are sorted by surname (sn).
There are 10 entries returned per page.

Example:

ldapsearch -p 389 -h myhost -b "¢=US" -s sub -v "cn=Person*" dn sn description -T
sn -j 10
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Searching for Entries with Attribute Options

The following example retrieves entries with common name (cn) attributes that have
an option specifying a language code attribute option. This particular example
retrieves entries in which the common names are in French and begin with the letter R.

Example:
ldapsearch -p 389 -h myhost -b "c=US" -s sub "cn;lang-fr=R*"

Suppose that, in the entry for John, no value is set for the cn; lang-it language code
attribute option. In this case, the following example does not return John’s entry:

Example:

ldapsearch -p 389 -h myhost -b "c=us" -s sub "cn;lang-it=Giovanni"

Searching for All User Attributes and Specified Operational Attributes

The following example retrieves all user attributes and the createtimestamp and
orclguid operational attributes:

Example:
ldapsearch -p 389 -h myhost -b "ou=Benefits, ou=HR, ou=Americas,o0=IMC,c=US" \
-s sub "cn=Person*" "*" createtimestamp orclguid

The following example retrieves entries modified by Anne Smith:

Example:

ldapsearch -h sunl -b "" "(&(objectclass=*) (modifiersname=cn=Anne
Smith))"

The following example retrieves entries modified between 01 April 2001 and 06 April
2001:

Example:

ldapsearch -h sunl -b "" \
" (& (objectclass=*) (modifytimestamp >= 20000401000000) \
(modifytimestamp <= 20000406235959))"

Note: Because modifiersname and modifytimestamp are not
indexed attributes, use catalog.sh to index these two attributes.
Then, restart the Oracle directory server before issuing the two
previous ldapsearch commands.

Searching for Entries (More Examples)

Each of the following examples searches on port 389 of host sunl, and searches the
whole subtree starting from the DN "ou=hr, o=acme, c=us".

The following example searches for all entries with any value for the objectclass
attribute.

ldapsearch -p 389 -h sunl -b "ou=hr, o=acme, c=us" -s subtree "objectclass=*"

The following example searches for all entries that have orc1l at the beginning of the
value for the objectclass attribute.

ldapsearch -p 389 -h sunl -b "ou=hr, o=acme, c=us" -s subtree "objectclass=orcl*"
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The following example searches for entries where the objectclass attribute begins
with orcl and cn begins with foo.

ldapsearch -p 389 -h sunl -b "ou=hr, o=acme, c=us" \
-s subtree " (&(objectclass=orcl*) (cn=foo*))"

The following example searches for entries in which cn begins with foo or sn begins
with bar.

ldapsearch -p 389 -h sunl -b "ou=hr, o=acme, c=us" \
-s subtree " (| (cn=foo*) (sn=bar*))"

The following example searches for entries in which employeenumber is less than or
equal to 10000.

ldapsearch -p 389 -h sunl -b "ou=hr, o=acme, c=us" \
-s subtree "employeenumber<=10000"

Related Command-Line Tools for Idapsearch
= See "ldapcompare” on page 4-21
= See "catalog" on page 4-10

Idifmigrator

The Oracle Internet Directory Data Migration Tool (1difmigrator) is used to convert
LDIF files output from other directories or application-specific repositories into a
format recognized by Oracle Internet Directory. The Data Migration Tool takes as
input an LDIF file containing substitution variables, and outputs an LDIF file suitable
for loading into Oracle Internet Directory.

See "LDIF Format for Migrating Entries" on page A-6 for the correct format of the LDIF
input file for this tool.

Syntax for Idifmigrator

ldifmigrator "input_file=filename" "output_file=filename"
[-lookup -h oid hostname -D "binddn" -w password [-p ldap_port]
[subscriber=subscriberDN]] ["s_VariableNamel=replacement_value"
"s_VariableName2=replacement_value"...] [-load -reconcile

SAFE| SAFE_EXTENDED | NORMAL]

Arguments for Idifmigrator

"input_file=filename"
The full path and file name of the LDIF file that contains directory entry data and one
or more substitution variables.

"output_file=filename"
The full path and file name of the output file produced by the 1difmigrator tool.

-lookup

If this flag is specified, then values of certain substitution variables will be obtained by
looking up the correct values in the directory server. See "Substitution Variables for
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Migration Input Files" on page A-6 for a list of substitution variables that can be
looked up.

-h oid_hostname

Required if the -1ookup flag is used. The host name or IP address of the Oracle
Internet Directory server.

-D "binddn"
Required if the -1ookup flag is used. The DN of the Oracle Internet Directory user
needed to bind to the directory (for example, cn=orcladmin).

-w password

Required if the -1ookup flag is used. The user password needed to bind to the
directory.

-p Idap_port
Optional if the -1ookup flag is used. The port number used to connect to the Oracle
Internet Directory server. Defaults to port 389.

subscriber=subscriberDN

Optional. The subscriber whose attribute values will be used in place of the
substitution variables. If not specified, then the default identity management realm
specified in the Root Oracle Context will be used.

"s_VariableName=replacement_value"

Optional. You can specify a value for a substitution variable on the command-line. See
"Substitution Variables for Migration Input Files" on page A-6 for instructions on
adding a substitution variable to the input LDIF file. The 1difmigrator tool will
replace all occurrences of the variable with the value you specify.

-load

Optional. Loads the data output by the 1difmigrator tool directly into Oracle
Internet Directory. If an entry is already present in the directory then that directory
entry will be logged to the file. The addition of the directory entries could fail for other
reasons as well, for instance not enough permission to add or parent entry not being
present.

-reconcile SAFE | SAFE_EXTENDED | NORMAL

Optional. The -reconcile option enables you to specify different modes if the tool
tries to load data for entries that already exist, or modify attributes of entries that may
have conflicts. The following modes are available:

= SAFE - This mode only adds new entries that don’t exist or appends new
attributes to existing entries.

= SAFE-EXTENDED - This mode only adds new entries that don’t exist or appends
new attributes to existing entries. If you try to add a new value for existing
attributes, then it will add it to the existing set of values.

= NORMAL - This mode applies all directives as intended, overwriting any
conflicting attributes or entries with the data specified in the 1difmigrator
output.

See "Reconcile Options for Migrated Entries" on page A-8 for more information about
LDIF directives supported by the -reconcile option.

4-42 Oracle Identity Management User Reference



[difmigrator

Tasks and Examples for Idifmigrator

Using the 1difmigrator command-line tool, you can perform the following tasks:
s Using the Data Migration Tool in Lookup Mode

s Overriding Data Migration Values in Lookup Mode

s Using the Data Migration Tool by Supplying Your Own Values

= Loading and Reconciling Data Using the Data Migration Tool

See "LDIF Format for Migrating Entries" on page A-6 for examples of correctly
formatted LDIF input files for use with the Data Migration Tool.

Using the Data Migration Tool in Lookup Mode

In this example, Oracle Internet Directory server is present in the environment, and the
migration tool will lookup the directory server to figure out certain substitution
variables specified in the LDIF input file.

Example:

$1ldifmigrator "input_file=sample.dat" "output_file=sample.ldif" \
-lookup "host=1dap.acme.com" "subscriber=acme" \
"s_UserOrganization=Development"

Overriding Data Migration Values in Lookup Mode

In some cases, you want to use the lookup mode but would also like to override the
values of one or more of the pre-defined substitution variables. This can be done by
specifying the override value in the command-line. The following command line
shows how one can set the UserNickNameAttribute to cn overriding the default of
uid:

Example:

$1ldifmigrator "input_file=sample.dat" "output_file=sample.ldif" \
-lookup "host=1dap.acme.com" "subscriber=acme" \
"s_UserOrganization=Development" "s_UserNicknameAttribute=cn"

Using the Data Migration Tool by Supplying Your Own Values

The following example shows how you can specify your own values for substitution
variables found in the LDIF input file, rather than using lookup mode.

Example:

$ldifmigrator "input_file=sample.dat" "output_file=sample.ldif" \
"s_UserContainerDN=cn=Users, o=Acme,dc=com" \
"s_UserNicknameAttribute=uid" "s_UserOrganization=Development"

Loading and Reconciling Data Using the Data Migration Tool
The Data Migration Tool gives your the option of loading the data directly into Oracle

Internet Directory. Use the -1oad and -reconcile options to load data and safely
reconcile any conflicts.

Example:

$1ldifmigrator "input_file=sample.dat" "output_file=sample.ldif" \
-lookup "host=1ldap.acme.com" "subscriber=acme" \
"s_UserOrganization=Development"
-load -reconcile SAFE
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Related Command-Line Tools for Idifmigrator
= See "ldapadd" on page 4-12
= See "ldapmodify" on page 4-27
= See "ldifwrite" on page 4-45

Error Messages for Idifmigrator

The Data Migration Tool can display these error messages:

Table 4-1 Error Messages of the Data Migration Tool

Message Reason Remedial Action

Environment variable ORACLE_HOME is not defined. Set the environment variable
ORACLE_HOME not defined ORACLE_HOME

Error while parsing the input Not all the required parameters are  Specify the input parameters
parameters. Please verify provided. The required parameters  properly. Use the ~help option to

are Input_File, Output_File and at
least one substitution variable

Input_File parameter not specified. Input_File parameter is a mandatory
Please specify parameter.

Output_File parameter not specified. Output_File parameter is a
Please specify mandatory parameter.

The specified input file does not exist The specified file location is invalid.

Check the input file. Zero byte input The input file does not contain any
file entries.

Cannot create the output file. Output The output file already exists
file already exists

Access denied, cannot read from the The specified input file does not

input file have read permission
Access denied, cannot create the You do not have permission to create
output file the output file.

Directory server name not specified. When the -1ookup option is
When -lookup option is used the specified, the host parameter is
host parameter should be specified =~ mandatory.

Bind Dn parameter name not When the -1ookup option is
specified. When -lookup option is specified, the DN parameter is
used the dn parameter should be mandatory.

specified

The port number specified is invalid = The port number should be a
numeric value.

Unable to establish connection to The directory server may not be
directory. Please verify the input running on the specified host and
parameters: host, port, dn & port, or credentials may be invalid.
password
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print the usage.

Specify the input parameters
properly. Use the -help option to
print the usage.

Specify the input parameters
properly. Use the -help option to
print the usage.

Check the input file path

Provide a valid file with pseudo
LDIF entries

Check the Output_File flag

Check the read permission of the
input file.

Check the permission of the
directory under which the output file
needs to be created.

Specify the host parameter.

Specify the DN parameter.

Check the port number parameter

Check the host, port, DN and
password parameters. Check
SORACLE_HOME/ldap/install/L
DIFMig _YYYY_MM_DD_HH_SS.log
file.
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Table 4-1 (Cont.) Error Messages of the Data Migration Tool

Message

Reason Remedial Action

Naming exception occurred while The specified identity management = Check the realm parameter
retrieving the subscriber information realm does not exist in the directory
from the directory. Please verify the

input parameters

Not all the substitution variables are If the identity management realm Check the realm entry in the
defined in the directory server entry does not contain the required  directory
specified attributes, then this error occurs.

Error occurred while migrating LDIF  This might occur if something goes ~ Report the error message to the
data to Oracle Internet Directory wrong in the middle of a administrator

process—for example, a failure of the
directory server or disk.

|difwrite

When an error condition occurs, the log messages are logged to this file:
ORACLE_HOME/ldap/install/LDIFMig_ YYYY MM DD_HH_SS.log.

The 1di fwrite command-line tool enables you to convert to LDIF all or part of the
information residing in an Oracle Internet Directory. Once you have converted the
information, you can load it into a new node in a replicated directory or another node
for backup storage.

Note: The 1difwrite tool output does not include operational
data of the directory itself—for example,
cn=subschemasubentry, cn=catalogs, and cn=changelog
entries. To export these entries into LDIF format, use
ldapsearch with the -L flag.

The 1difwrite tool performs a subtree search, including all entries below the
specified DN, including the DN itself.

Syntax for Idifwrite

1difwrite connect=connect_string basedn=Base DN 1diffile=LDIF_Filename
[filter=LDAP Filter] [threads=num of threads] [debug="TRUE" \ "FALSE"]
[encode=character _set] [verbose="TRUE" | "FALSE"]

Arguments for Idifwrite

connect

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin. If not provided, defaults to the value of
$SORACLE_SID environment variable.

basedn
Required. The base DN of the subtree to be written out in LDIF format.
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If the base DN is a replication agreement entry, then you can back up part of the
naming context based on the LDAP naming context configuration. Specify the
replication agreement DN in this case.

Idiffile
Required. The full path and file name of the output LDIF file.

filter

Optional. This is the LDAP filter to be used. You can specify a filter to select entries
that match a particular criteria. Only these entries would be written to the LDIF file.

threads

Optional. The number of threads used to read from the directory store and write to the
LDIF output file. The default is the number of CPUs plus one.

debug

Optional. The debug option reports the logging level. This is useful in case the
command runs into errors. The output is logged to the 1difwrite. log file. This file
can be found under $ORACLE_HOME/1ldap/log.

encode

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
WESMSWIN1252, JA16SJIS, or AL32UTFS8.

verbose
Optional. This is used to run the command in verbose mode.

Tasks and Examples for Idifwrite

Using the 1di fwrite command-line tool, you can perform the following tasks
s Converting All Entries under a Naming Context to an LDIF File

s Converting a Partial Naming Context to an LDIF File

s Converting Entries that Match a Criteria to an LDIF File

Converting All Entries under a Naming Context to an LDIF File

The following example writes all the entries under ou=Europe, o=imc, c=us into the
outputl.ldif file.

The LDIF file and the intermediate file are always written to the current directory.

The 1difwrite tool includes the operational attributes of each entry in the directory,
including createtimestamp, creatorsname, and orclguid.

When prompted for the Oracle Internet Directory password, enter the password of the
ODS database user account. The default password is ods.

Example:

ldifwrite connect="nldap" basedn="ou=Europe, o=imc, c=us" file="outputl.ldif"
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Converting a Partial Naming Context to an LDIF File
The following example uses the following naming context objects defined in partial
replication:

dn: cn=includednamingcontext000001,
cn=replication namecontext,
orclagreementid=000001,
orclreplicaid=node replica identifier,
cn=replication configuration
orclincludednamingcontexts: c=us
orclexcludednamingcontexts: ou=Americas, c=us
orclexcludedattributes: userpassword
objectclass: top
objectclass: orclreplnamectxconfig

In this example, all entries under c=us are backed up except ou=Americas, c=us.
The userpassword attribute is also excluded.

Example:

ldifwrite connect="nldap" basedn="cn=includednamingcontext000001, \
cn=replication namecontext,orclagreementid=000001, \
orclreplicaid=node replica identifier,cn=replication configuration" \
file="output2.1dif"

Converting Entries that Match a Criteria to an LDIF File

The following example writes entries under ou=users, o=test, c=us that have
sn="Stuart" to an output LDIF file, output3.1dif.

Example:

ldifwrite connect="nldap" basedn="ou=users, o= test, c=us" filter="sn=xyz"
ldiffile="output3.1ldif"

Related Command-Line Tools for Idifwrite
= See "ldapsearch" on page 4-34

= See "ldifmigrator” on page 4-41
= See "bulkload" on page 4-3

upgradecert.pl

Starting with Release 10.1.2, a certificate hash value can be used to bind to Oracle
Internet Directory. The introduction of this hash value requires that user certificates
issued before Release 10.1.2 be updated in the directory. This is a post-upgrade step
and it is required only if user certificates are provisioned in the directory. The
upgradecert .pl tool is used for this purpose.

Before running the upgradecert.pl tool:
1. Make sure that the Oracle Internet Directory server instance is up and running.
2. Check that you are running Perl 5.6 or later. Run this command:

perl -version

3. Make sure that the environment variable PERL5LIB is set to the proper PERL
library location.
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4. Check that you can run 1dapmodify and 1dapsearch from your command
prompt.

5. Determine whether you have enough disk space to run the tool. The amount of
disk space required depends upon the number of certificates stored.

Syntax for upgradecert.pl

perl $SORACLE_HOME/ldap/bin/upgradecert.pl -h oid_hostname -D "binddn" -w password
[-p ldap_port] [-t temp_dir]

Arguments for upgradecert.pl

-h oid_hostname
Required. The host name or IP address of the Oracle Internet Directory server.

-D "binddn"

Required. The DN of the Oracle Internet Directory user needed to bind to the directory
(for example, cn=orcladmin).

-w password
Required. The user password needed to bind to the directory.

-p Idap_port
Optional. The port number used to connect to the Oracle Internet Directory server.
Defaults to port 389.

-t temp_dir

Optional. The location of the temporary working directory. This is where the log file is
found. The default is SORACLE_HOME/1dap/log if the ORACLE_HOME environment
variable is set. If this variable is not set, the default is the current directory.

Tasks and Examples for upgradecert.pl

Using the upgradecert . pl tool, you can perform the following task:

s Upgrading User Certificates Stored in the Directory from Releases Prior to 10.1.2

Upgrading User Certificates Stored in the Directory from Releases Prior to 10.1.2

Example:

perl SORACLE_HOME/ldap/bin/upgradecert.pl -h myhost.company.com -D "cn=orcladmin"
-w password

Related Command-Line Tools for upgradecert.pl
= N/A
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higretry.sh

Oracle Internet Directory Replication
Management Tools

This chapter describes the following command-line tools used to administer Oracle
Internet Directory replication:

= higretry.sh (Human Intervention Queue Retry Tool)
= higpurge.sh (Human Intervention Queue Purge Tool)
s oidcmprec (Oracle Internet Directory Compare and Reconcile Tool)

= remtool (Replication Environment Management Tool)

See Also:

»  Oracle Application Server Administrator’s Guide

When a replication conflict arises, the Oracle Internet Directory replication server
places the change in the retry queue and tries to apply it from there for a specified
number of times. If it fails after that specified number, then the replication server puts
the change in the human intervention queue. From there, the replication server repeats
the change application process at less frequent intervals while awaiting your action.

At this point, you need to:
1. Examine the change in the human intervention queue.

2. Reconcile the conflicting changes using the Compare and Reconcile Tool (see
"oidcmprec” on page 5-5).

3. Either place the change back into the retry queue (using higretry. sh) or into the
purge queue (see "higpurge.sh" on page 5-3).

Note: The Oracle Internet Directory server parameter
orclSizeLimit, which is 1000 by default, limits the number of
entries that the Human Intervention Queue Manipulation Tool can
process. If you have more than 1000 entries in the human intervention
queue, you must increase orclSizeLimit, or some entries will
never be processed. Setting the parameter orclSizeLimit very high
will impact server performance, because orclSizeLimit also
controls the maximum number of entries to be returned by a search.
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Syntax for hiqgretry.sh

higretry.sh -connect connect_string {{-start change_number -end change_number } |
{-equal change number }} -supplier supplier_node

Arguments for hiqretry.sh

-connect connect_string

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

-start change_number

When specifying a range of change numbers to move from the human intervention
queue into the retry queue, this argument specifies the starting change number. If you
skip this argument, then the tool moves all the changes with change numbers less than
or equal to the specified end change number back to the retry queue.

-end change_number

When specifying a range of change numbers to move from the human intervention
queue into the retry queue, this argument specifies the ending change number. If you
skip this argument, then the tool moves all the changes with change numbers greater
than or equal to the specified start change number back to the retry queue.

-equal change_number

This argument specifies a single change number to move from the human intervention
queue to the retry queue. This argument cannot be used with the -start or -end
arguments.

-s supplier_node
Required. Specifies the supplier node where the changes originate.

Tasks and Examples for higretry.sh

Using the higretry. sh command-line tool, you can perform the following tasks:
= Retrying a HIQ Change Log

= Retrying a Range of HIQ Change Logs

= Retrying all HIQ Change Logs from a Supplier

Retrying a HIQ Change Log

The following example shows how to move a single replication change log conflict
from the human intervention queue (HIQ) back into the retry queue. It moves the
change numbered 10519 coming from the supplier node 1dap_repl.

Example:
higretry.sh -connect oiddbl -equal 10519 -supplier ldap_repl

Retrying a Range of HIQ Change Logs

The following example shows how to move a range of replication change log conflicts
from the human intervention queue (HIQ) back into the retry queue. It moves changes
numbered between 10324 to 10579 coming from the supplier node 1dap_repl.
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Example:
higretry.sh -connect oiddbl -start 10324 -end 10579 -supplier ldap_repl

Retrying all HIQ Change Logs from a Supplier

The following example shows how to move all replication change log conflicts
originating from a certain supplier from the human intervention queue (HIQ) back
into the retry queue. It moves changes coming from the supplier node 1dap_repl.

Example:
higretry.sh -connect oiddbl -supplier ldap_repl

Related Command-Line Tools for higretry.sh
= See "higpurge.sh" on page 5-3

= See "oidcmprec” on page 5-5

higpurge.sh

When a replication conflict arises, the Oracle Internet Directory replication server
places the change in the retry queue and tries to apply it from there for a specified
number of times. If it fails after that specified number, then the replication server puts
the change in the human intervention queue. From there, the replication server repeats
the change application process at less frequent intervals while awaiting your action.

At this point, you need to:

1. Examine the change in the human intervention queue.

2. Reconcile the conflicting changes using the Compare and Reconcile Tool (see
"oidcmprec” on page 5-5).

3. Either place the change back into the retry queue (see "hiqretry.sh” on page 5-1) or
into the purge queue (using higpurge. sh).

Syntax for higpurge.sh

higpurge.sh -connect connect_string {{-start change_number -end change_number } |
{-equal change number }} -supplier supplier_node

Arguments for higpurge.sh

-connect connect_string

Required. The directory database connect string. If you already have a tnsnames . ora
file configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

-start change_number

When specifying a range of change numbers to move from the human intervention
queue into the purge queue, this argument specifies the starting change number. If you
skip this argument, then the tool moves all the changes with change numbers less than
or equal to the specified end change number to the purge queue.
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-end change_number

When specifying a range of change numbers to move from the human intervention
queue into the purge queue, this argument specifies the ending change number. If you
skip this argument, then the tool moves all the changes with change numbers greater
than or equal to the specified start change number to the purge queue.

-equal change_number

This argument specifies a single change number to move from the human intervention
queue to the purge queue. This argument cannot be used with the -start or -end
arguments.

-s supplier_node
Required. Specifies the supplier node where the changes originate.

Tasks and Examples for higpurge.sh
Using the higpurge. sh command-line tool, you can perform the following tasks:
s Discarding a HIQ Change Log
s Discarding a Range of HIQ Change Logs
s Discarding all HIQ Change Logs from a Supplier

Discarding a HIQ Change Log

The following example shows how to move a single replication change log conflict
from the human intervention queue (HIQ) into the purge queue. It moves the change
numbered 10519 coming from the supplier node 1dap_repl.

Example:
higpurge.sh -connect oiddbl -equal 10519 -supplier ldap_repl

Discarding a Range of HIQ Change Logs

The following example shows how to move a range of replication change log conflicts
from the human intervention queue (HIQ) into the purge queue. It moves changes
numbered between 10324 to 10579 coming from the supplier node 1dap_repl.

Example:
higpurge.sh -connect oiddbl -start 10324 -end 10579 -supplier ldap_repl

Discarding all HIQ Change Logs from a Supplier

The following example shows how to move all replication change log conflicts
originating from a certain supplier from the human intervention queue (HIQ) into the
purge queue. It moves changes coming from the supplier node 1dap_repl.

Example:
higpurge.sh -connect oiddbl -supplier ldap_repl

Related Command-Line Tools for higpurge.sh
= See "higretry.sh" on page 5-1
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The Compare and Reconcile Tool allows you to compare one Oracle Internet Directory
with another, detect conflicts or discrepancies, and optionally resolve them. The
directories being compared can be standalone directories or part of the same
replication group. You can compare two individual entries, subtrees, or entire
directories.

The oidcmprec tool can detect and resolve the following conflict scenarios:

Entry only in source directory (entos)

Entry only in destination directory (entod)
Attribute only in source directory (atros)
Attribute only in destination directory (atrod)
Single-valued attribute differs (svatrdif)
Multi-valued attribute differs (mvatrdif)
Entry DN differs (dndif)

The oidcmprec tool can also detect and resolve the following schema conflict
scenarios:

Object class definition exists only in source directory (odefos)

Object class definition exists only in destination directory (odefod)

Object class definition different in source and destination directory (odefdif)
Attribute definition exists only in source directory (adefos)

Attribute definition exists only in destination directory (adefod)

Attribute definition different in source and destination directory (adefdif)

Syntax for oidemprec

oidcmprec operation=compare | reconcile | merge | merge_dryrun |userdefinedcr

source=host:port/replication_dn_password

destination=host:port/replication_dn_password

base="'dnl' 'dn2' 'dn3' ..."

dns2exclude=""'ednl' 'edn2' 'edn3' ..."]

scope=base | subtree | onelevel ]

threads=number of worker_ threads

dnthreads=number._of_dn_threads ]
excludeattr=space separated list_of attributes_to_be_excluded |
includeattr=space_separated list_of_attributes_to_be_included ]

[ compareby=remtool | ldapserver ]

[ filename=file name_without_extension_to_store compare_report]

[ entos=ignore | add | del | log2add | log2del | log ]

[ entod=ignore | add | del | log2add | log2del | log ]

[ atros=ignore | add | del | log2add | log2del | usenewer |

log2usenewer | useolder | log2useolder | usesmallguid |
log2usesmallguid | usebigguid | log2usebigguid | log ]

[ atrod=ignore | add | del | log2add | log2del | usenewer |

log2usenewer | useolder | log2useolder | usesmallguid |
log2usesmallguid | usebigguid | log2usebigguid | log ]

[ svatrdif=ignore | usesrc | log2usesrc | usedest | log2usedest |
usenewer | log2usenewer | useolder | log2useolder |
usesmallguid | log2usesmallguid | usebigguid | log2usebigguid
| log 1
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mvatrdif=ignore | usesrc | log2usesrc | usedest | log2usedest | merge
| log2merge | usenewer | log2usenewer | useolder |
log2useolder | usesmallguid | log2usesmallguid | usebigguid |
log2usebigguid | log ]

dndif=ignore | usesrc | log2usesrc | usedest | log2usedest | log ]

odefos=ignore | add | log2add | del | log2del | log ]

odefod=ignore | add | log2add | del | log2del | log ]

odefdif=ignore | usesrc | log2usesrc | usedest | log2usedest | merge |
log2merge | log ]

adefos=ignore | add | log2add | del | log2del | log ]

adefod=ignore | add | log2add | del | log2del | log ]

adefdif=ignore | usesrc | log2usesrc | usedest | log2usedest | log ]

verbose=t[rue] | flalse] ]

force=t[rue] | flalsel]

help=t[rue] | flalse] ]

paramfile=file containing parameters]

genchglog=d[efault] | t[rue] | flalse]

contonerr = t[rue] | flalsel]

Arguments for oidcmprec

operation=compare | reconcile | merge | merge_dryrun | userdefinedcr

Required. The operation to perform. The operation argument can take the
following values:

= compare: Compares the two directories, reports conflicts, and logs the changes
that need to be applied to the destination directory to resolve conflicts.

s reconcile: Compares the two directories, resolves conflicts, and logs the
changes applied to the destination directory to resolve conflicts.

s merge: Compares the two directories and synchronizes them, updates both the
source and destination directories. The source directory wins in case of a conflict.

s merge_dryrun: Performs a dry run of the merge operation. Logs all changes that
need to be made to synchronize the source and destination directories.

s userdefinedcr: Performs a user-defined compare and reconcile operation.
Allows the user to choose the conflict resolution rules.

source=host:port/replication_dn_password

Required. The connection string used to bind to the source Oracle Internet Directory
node. If you do not supply the argument on the command line, the tool will prompt
you for the information. The connection string is composed of the following elements:

s The host name of the directory server that acts as the source directory
s The LDAP listening port of the directory server
s The password of the replication DN

destination=host:port/replication_dn_password

Required. The connection string used to bind to the destination Oracle Internet
Directory node. If you do not supply the argument on the command line, the tool will
prompt you for the information. The connection string is composed of the following
elements:

»  The host name of the directory server that acts as the destination directory

s The LDAP listening port of the directory server
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s The password of the replication DN

base="'dn1' 'dn2 'dn3'..."

Required. Specifies the Distinguished Names (DNs) from where the comparison
operation begins. The scope argument determines if child entries and subtrees of the
base DNs would be compared as well.

dns2exclude=" 'edn1' 'edn2' 'edn3'..."

Optional. Specifies DNs that are to be excluded from the comparison operation. These
DNs must be child entries or subtrees of the DN specified in the base argument.

scope=base | subtree | onelevel
Optional. Specifies whether the child entries and subtrees of a base DN are also
compared. The scope argument can take the following values:

= base: Only the DNs specified in the base argument are compared. This is the
default value.

= subtree: Directory information trees (DITs) identified by the DNs specified in the
base argument are compared.

= onelevel: Only the immediate children of the DNs specified in the base
argument are compared.

threads=number_of worker_threads

Optional. Specifies the number of worker threads that should be created. Worker
threads are responsible for comparing entries, and reconciling the differences. One
worker thread is created, by default.

If the scope is base, then the threads argument is ignored and it spawns one
worker thread and one DN thread.

dnthreads=number_of_dn_threads

Optional. Specifies the number of DN threads that should be created. DN threads are
responsible for collecting all DNs that need to be compared.

One DN thread is created, by default. The total number of DN threads and worker
threads cannot exceed "6 * Number of CPUs - 2". If the total number of DN threads and
worker threads exceeds the maximum value, the tool reduces both values
proportionately to "6 * Number of CPUs - 2".

excludeattr=space_separated_list _of_attributes_to_be_excluded |
includeattr=space_separated_list_of attributes_to_be _included

Optional. Specifies the list of attributes to be excluded or included for comparison. You
can either specify a list of attributes to be excluded, using excludeattr, or specify a
list of attributes to be included, using includeattr.

All attributes are included by default, except the following operational attributes:
m Ccreatorsname

m Ccreatetimestamp

m modifiersname

s modifytimestamp

m orclentrydn
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orclnormdn

Note: The excludeattr and includeattr attributes cannot be
used together, except when you use "™*" for includeattr.

The option allows limited pattern matching. You can use at tributename* to match
all attributes starting with attributename. You can also use at tributename; * to
match all subtypes of attributename.

compareby=tool | Idapserver

Optional. Specifies whether the compare operation is performed by the tool or
ldapserver. A compare operation performed by the tool is several times faster
than a compare operation performed by ldapserver.

filename=file_name

Optional. Specifies a base name for the report files that would be generated by the tool.
Do not specify an extension with the file name. The tool generates the following files:

file name.rpt: This file contains the DNs of all entries compared and the
compare results. This file is known as the rpt file.

file name.s2d.Idif: This file contains all changes that were applied (or to be
applied) to the destination directory. s2d stands for source directory to destination
directory. This file is known as the s2d file.

file name.d2s.dif: This file contains all changes that were applied (or to be
applied) to the source directory. d2s stands for destination directory to source
directory. This file is known as the d2s file.

file name.eos.rpt: This file lists DNs of entries that exist only in the source
directory. eos stands for entries available only in the source directory. This file is
known as the eos file.

file name.eod.rpt: This file lists DNs of entries that exist only in the destination
directory. eod stands for entries available only in the destination directory. This
file is known as the eod file.

file_name.dif.rpt: This file lists the DNs that are different in the source and
destination directories along with the names of the DN attributes that differ. This
file is known as the di f file.

file name.err: This file contains all the error messages. It is known as the err
file.

entos=ignore | add | del | log2add | log2del | log

Optional. Specifies the conflict resolution rule to use in case an entry exists only in the
source directory. The following values are allowed:

ignore: Ignore the conflict and take no action
add: Add the entry to the peer directory
del: Delete the entry from the directory

log2add: Same as add except that the change is logged to an LDIF file and not
directly effected in the peer directory

log2del: Same as del except that the change is logged to an LDIF file and not
directly effected in the directory
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= log: Log the conflict in the report file and take no other action

The default value depends on the operation specified. Table 5-1shows the default
values of the entos argument, corresponding to the operations specified.

Table 5-1 Default Values for the entos Argument

Operation Default Value
compare log2add
reconcile add

merge add
merge_dryrun log2add
userdefinedcr ignore

entod=ignore | add | del | log2add | log2del | log

Optional. Specifies the conflict resolution rule to use in case an entry exists only in the
destination directory. The values allowed are the same as the entos argument.

The default value depends on the operation specified. Table 5-2 shows the default
values of the entod argument, corresponding to the operations specified.

Table 5-2 Default Values for the entod Argument

Operation Default Value
compare log2delete
reconcile delete
merge add
merge_dryrun log2add
userdefinedcr ignore

atros=ignore | add | del | log2add | log2del | usenewer | log2usenewer | useolder
| log2useolder | usesmallguid | log2usesmaliguid | usebigguid | log2usebigguid |
log

Optional. Specifies the conflict resolution rule to use in case an attribute exists only in

the source directory. The following values are allowed:

= ignore:Ignore the conflict and take no action

= add: Add the attribute to the corresponding entry in the peer directory

= del: Delete the attribute from the directory

= log2add: Same as add, except that the change is logged into an LDIF file and not
directly effected in the peer directory.

s log2del:Same as del except that the change is logged into an LDIF file and not
directly effected in the directory.

s usenewer: Check the modifytimestamp value to determine if the attribute
should be deleted from the directory or added to the peer directory. The directory
with the newer modi fytimestamp value wins. If the modi fytimestamp values
are the same, then the source directory wins.

s log2usenewer: Same as usenewer except that the change is logged into an LDIF
file and not directly effected in the directory.
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s useolder: Check the modifytimestamp value to determine if the attribute
should be deleted from the directory or added to the peer directory. The directory
with the older modi fytimestamp value wins. If the modi fytimestamp values
are the same, then the source directory wins.

s log2useolder: Same as useolder except that the change is logged to an LDIF
file and not directly effected in the directory.

s usesmallguid: Check the GUID value to determine if the attribute should be
deleted from the directory or added to the peer directory. The directory with the
smaller GUID value wins. The GUID values would be the same in the same
replication group. This rule is intended for nonreplication environments. If the
GUID values are the same in both directories, then the source directory wins.

s  log2usesmallguid: Same as usesmallguid except that the change is logged
into an LDIF file and not directly effected in the directory.

s usebigguid: Check the GUID value to determine if the attribute should be
deleted from the directory or added to the peer directory. The directory with the
bigger GUID value wins. The GUID values would be the same in the same
replication group. This rule is intended for nonreplication environments. If the
GUID values are the same in both directories, then the source directory wins.

s log2usebigguid: Same as usebigguid except that the change is logged into an
LDIF file and not directly effected in the directory.

= log: Log the conflict in the report file and take no other action.

The default value depends on the operation specified. Table 5-3 shows the default
values of the atros argument, corresponding to the operations specified.

Table 5-3 Default Values for the atros Argument

Operation Default Value
compare log2add
reconcile add

merge add
merge_dryrun log2add
userdefinedcr ignore

atrod=ignore | add | del | log2add | log2del | usenewer | log2usenewer | useolder
| log2useolder | usesmallguid | log2usesmallguid | usebigguid | log2usebigguid |
log

Optional. Specifies the conflict resolution rule to use in case an attribute exists only in

the destination directory. The values allowed are the same as the atros argument.

The default value depends on the operation specified. Table 5-4 shows the default
values of the atrod argument, corresponding to the operations specified.

Table 5-4 Default Values for the atrod Argument

Operation Default Value
compare log2delete
reconcile delete
merge add
merge_dryrun log2add
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Table 5-4 (Cont.) Default Values for the atrod Argument

Operation Default Value

userdefinedcr ignore

svatrdif=ignore | usesrc | log2usesrc | usedest | log2usedest | usenewer |
log2usenewer | useolder | log2useolder | usesmallguid | log2usesmalliguid |
usebigguid | log2usebigguid | log

Optional. Specifies the conflict resolution rule to use when a single-valued attribute for
an entry is different in the two directories. The following values are allowed for the
svatrdif argument:

= ignore:Ignore the conflict and take no action

= usesrc: Replace the value of the attribute in the destination directory with the
value of the attribute in the source directory

= log2usesrc: Same as usesrc, except that the change is logged into an LDIF file
and not directly effected in the destination directory

= usedest: Replace the value of the attribute in the source directory with the value
of the attribute in the destination directory

s log2usedest: Same as usedest except that the change is logged into an LDIF
file and not directly effected in the source directory

= usenewer: If the modifystamp value of the attribute in the source directory is
newer than the destination directory, then update the attribute value in the
destination directory. If the modifystamp value of the attribute in the destination
directory is newer, then change the attribute value in the source directory. If the
modi fystamp values in both directories are the same, then the source directory
wins.

s log2usenewer: Same as usenewer except that the change is logged into an LDIF
file and not directly effected in the directory.

s useolder: If the modifystamp value of the attribute in the source directory is
older than the destination directory, then update the attribute value in the
destination directory. If the modifystamp value of the attribute in the destination
directory is older, then change the attribute value in the source directory. If the
modi fystamp values in both directories are the same, then the source directory
wins.

s log2useolder: Same as useolder except that the change is logged into an LDIF
file and not directly effected in the directory.

= usesmallguid: If the source directory entry’s GUID is smaller than the
destination directory entry’s GUID, then update the attribute in the destination
directory. If the destination directory entry’s GUID is smaller, then update the
attribute in the source directory. If the GUID values are the same, then the source
directory wins. This rule is meant for nonreplication environments, as the GUID
values would be the same in the same replication group.

s  log2usesmallguid: Same as usesmallguid except that the change is logged
into an LDIF file and not directly effected in the directory.

= usebigguid: If the source directory entry’s GUID is bigger than the destination
directory entry’s GUID, then update the attribute in the destination directory. If the
destination directory entry’s GUID is bigger, then update the attribute in the source
directory. If the GUID values are the same, then the source directory wins. This
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rule is meant for nonreplication environments, as the GUID values would be the
same in the same replication group.

s log2usebigguid: Same as usebigguid except that the change is logged into an
LDIF file and not directly effected in the directory.

= log: Log the conflict in the report file and take no other action

The default value depends on the operation specified. Table 5-5 shows the default
values of the svatrdif argument, corresponding to the operations specified.

Table 5-5 Default Values for the svatrdif Argument

Operation Default Value
compare log2usesrc
reconcile usesrc
merge usesrc
merge_dryrun log2usesrc
userdefinedcr ignore

mvatrdif=ignore | usesrc | log2usesrc | usedest | log2usedest | merge |
log2merge | usenewer | log2usenewer | useolder | log2useolder | usesmaliguid |
log2usesmallguid | usebigguid | log2usebigguid | log

Optional. Specifies the conflict resolution rule to use when a multivalued attribute for
an entry is different in the two directories. The values allowed are the same as the
svatrdif argument. This argument also has other values that do not exist for the
svatrdif argument. The following are values specific to the mvatrdif argument:

= merge: The missing attribute values in the destination directory are added from
the source directory and those missing in the source directory are added from the
destination directory.

= log2merge: Same as merge except that the changes are logged into an LDIF file
and not directly effected in the directory.

The default value depends on the operation specified. Table 5-6 shows the default
values of the mvatrdif argument, corresponding to the operations specified.

Table 5-6 Default Values for the mvatrdif Argument

Operation Default Value
compare log2usesrc
reconcile usesrc
merge merge
merge_dryrun log2merge
userdefinedcr ignore

dndif=ignore | usesrc | log2usesrc | usedest | log2usedest | log

Optional. Specifies the conflict resolution rule to use when an entry has different DNs
in the source and destination directories. The following values are allowed for the
dndi f argument:

= ignore:Ignore the conflict and take no action
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usesrc: Change the DN of the entry in the destination directory to that of the
source directory

log2usesrc: Same as usesrc except that the change is logged into an LDIF file,
and not directly effected in the destination directory

usedest: Change the DN of the entry in the source directory to that of the
destination directory

log2usedest: Same as usedest except that the change is logged into an LDIF file,
and not directly effected in the source directory

The default value depends on the operation specified. Table 5-7 shows the default
values of the mvatrdif argument, corresponding to the operations specified.

Table 5-7 Default Values for the mvatrdif Argument

Operation Default Value
compare log2usesrc
reconcile usesrc
merge log2usesrc
merge_dryrun usesrc
userdefinedcr ignore

odefos=ignore | add | log2add | del | log2del | log

Optional. Specifies the conflict resolution rule to use when an object class definition
exists only in the source directory. The following values are allowed for the odefos
argument:

ignore: Ignore the conflict and do not take any action
add: Add the object class definition to the peer directory

log2add: Same as add except that the changes are logged into an LDIF file and
not directly effected in the directory.

del: Delete the object class definition from the directory

log2del: Same as del except that the changes are logged into an LDIF file and
not directly effected in the directory

log: Log the conflict in the report file and take no other action

The default value depends on the operation specified. Table 5-8 shows the default
values of the odefos argument, corresponding to the operations specified.

Table 5-8 Default Values for the odefos Argument

Operation Default Value
compare log2add
reconcile add

merge add
merge_dryrun log2add
userdefinedcr ignore
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odefod=ignore | add | log2add | del | log2del | log

Optional. Specifies the conflict resolution rule to use when an object class definition
exists only in the destination directory. The values allowed for the odefod argument
are the same as the odefos argument.

The default value depends on the operation specified. Table 5-9 shows the default
values of the odefod argument, corresponding to the operations specified.

Table 5-9 Default Values for the odefod Argument

Operation Default Value
compare log2del
reconcile del

merge add
merge_dryrun log2add
userdefinedcr ignore

odefdif=ignore | usesrc | log2usesrc | usedest | log2usedest | merge | log2merge
| log

Optional. Specifies the conflict resolution rule to use when an object class definition is
different in the source and destination directories. The following values are allowed
for the odefdif argument:

= ignore: Ignore the conflict and take no action

= usesrc: Replace the object class definition in the destination directory with the
object class definition in the source directory

= log2usesrc: Same as usesrc except that the changes are logged in an LDIF file
and not directly effected in the destination directory

= usedest: Replace the object class definition in the source directory with the object
class definition in the destination directory

s log2usedest: Same as usedest except that the changes are logged in an LDIF
file and not directly effected in the source directory

= merge: Merge the object class definitions. This involves adding optional and
mandatory attributes available in one directory to the other directory

= log2merge: Same as merge except that the changes are logged into an LDIF file
and not directly effected in the directory

= log: Log the conflicts in the report file and take no other action
The default value depends on the operation specified. Table 5-10 shows the default

values of the odefdif argument, corresponding to the operation specified.

Table 5-10 Default Values for the odefdif Argument

Operation Default Value
compare log2usesrc
reconcile usesrc
merge merge
merge_dryrun log2merge
userdefinedcr ignore
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adefos=ignore | add | log2add | del | log2del | log

Optional. Specifies the conflict resolution rule to use when an attribute definition
exists only in the source directory. The following values are allowed for the adefos
argument:

= ignore:Ignore the conflict and do not take any action
= add: Add the attribute definition to the peer directory

= log2add: Same as add except that the changes are logged into an LDIF file and
not directly effected in the directory.

s del: Delete the attribute definition from the directory

s log2del: Same as del except that the changes are logged into an LDIF file and not
directly effected in the directory

= log: Log the conflict in the report file and take no other action
The default value depends on the operation specified. Table 5-11 shows the default

values of the adefos argument, corresponding to the operation specified.

Table 5-11 Default Values for the adefos Argument

Operation Default Value
compare log2add
reconcile add

merge add
merge_dryrun log2add
userdefinedcr ignore

adefod=ignore | add | log2add | del | log2del | log

Optional. Specifies the conflict resolution rule to use when an attribute definition
exists only in the destination directory. The values allowed for the adefod argument
are the same as the adefos argument.

The default value depends on the operation specified. Table 5-12 shows the default
values of the adefod argument, corresponding to the operation specified.

Table 5-12 Default Values for the adefod Argument

Operation Default Value
compare log2del
reconcile del

merge add
merge_dryrun log2add
userdefinedcr ignore

adefdif=ignore | usesrc | log2usesrc | usedest | log2usedest | log

Optional. Specifies the conflict resolution rule to use when an attribute definition is
different in the source and destination directories. The following values are allowed
for the adefdif argument:

= ignore:Ignore the conflict and take no action
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= usesrc: Replace the attribute definition in the destination directory with the
attribute definition in the source directory

s log2usesrc: Same as usesrc except that the changes are logged in an LDIF file
and not directly effected in the destination directory

= usedest: Replace the attribute definition in the source directory with the attribute
definition in the destination directory

= log2usedest: Same as usedest except that the changes are logged in an LDIF
file and not directly effected in the source directory

s log: Log the conflicts in the report file and take no other action
The default value depends on the operation specified. Table 5-13 shows the default

values of the adefdi f argument, corresponding to the operation specified.

Table 5-13 Default Values for the adefdif Argument

Operation Default Value
compare log2usesrc
reconcile usesrc
merge usesrc
merge_dryrun log2usesrc
userdefinedcr ignore

verbose=t[rue] | f[alse]

Optional. Determines whether the rpt file is shown on the screen. The default value is
false. When set to true, verbose displays the report file on the screen as it is
generated. When verbose is set to false, the tool shows its progress on the screen
by displaying the count of entries it has processed.

force=t[rue] | flalse]

Optional. Determines whether the tool prompts the user for confirmation before
performing the specified operation. The default value is false. When set to true, the
tool will not prompt the user for confirmation before performing the specified
operation.

help=t[rue] | flalse]
Optional. When set to true, the tool displays help on the oidcmprec command. The
default value is false.

paramfile=filename_that contains_the above parameters

Optional. Specifies a parameter file to supply argument values. A parameter file can be
used to supply arguments that are normally entered at the command line. The file
should contain argument=value pairs either separated by whitespace characters or
entered on separate lines. If an argument is contained in the parameter file and also
supplied through the command line, then the command line value overrides the
parameter file value for that argument.

genchglog=d[efault] | t[rue] | f[alse]

Optional. Determines whether a change log is created for the changes made by the
oidcmprec tool. The genchglog argument can have the following values:
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s default: The OID server settings decide whether a change log is generated or
not. Change logs are generated if the root entry’s orcldiprepository attribute
is set to true. A value of false means that change logs are not generated. The
same rule applies for both the source and destination directories. default is the
default value for gechglog.

s true: Change logs are always generated irrespective of the settings on the source
and destination directories.

s false: Change logs are never generated irrespective of the settings on the source
and destination directories.

contonerr=t[rue] | f[alse]

Optional. Determines whether the tool shall continue when it encounters an error. The
contonerr argument can have the following values:

= true: The tool continues to process other entries even if there is an error. This is
the default value for contonerr.

= false: The tool stops if it encounters an error.

Note: If the tool encounters a critical error, it stops irrespective of the
value passed to contonerr.

Tasks and Examples for oidcmprec

This section provides examples for tasks that can be performed using the oidcmprec
command. The following examples discuss various operations that can be performed
with the oidcmprec tool:

s Comparing and Reconciling Individual Entries in Two Directories
= Comparing and Reconciling Subtrees in Two Directories

s Comparing and Reconciling Entire Directories

»  Performing User-Defined Compare and Reconcile Operations

s Merging Two Directories

s Including and Excluding Attributes

s Opverriding Default Conflict Resolution Rules

= Using a Parameter File

= Generating Change Logs

s Performing Directory Schema Operations

Comparing and Reconciling Individual Entries in Two Directories

This example compares the DN, "cn=Anne

Smith, cn=users, dc=uk, dc=acme, dc=com", in the source and destination
directories. The default conflict resolution rules for the compare operation are used.
You are prompted for the source directory and destination directory passwords, if you
do not enter these on the command line.

Example

oidcmprec base="'cn=Anne Smith,cn=users,dc=uk,dc=acme,dc=com'" \
operation=compare \
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source=myhostl.acme.com:389 \
destination=myhost2.acme.com:389

Enter replication DN password of the source directory
Enter replication DN password of the destination directory :

The following example compares the DN, cn=Anne

Smith, cn=users, dc=uk, dc=acme, dc=com, in the source and destination
directories. It resolves the conflicts that are detected. The default conflict resolution
rules for the reconcile operation are used.

Example

oidcmprec base="'cn=Anne Smith,cn=users,dc=uk,dc=acme,dc=com'" \
operation=reconcile \
source=myhostl.acme.com:389/secretl \
destination=myhost2.acme.com:389/secret?2

Comparing and Reconciling Subtrees in Two Directories

This example compares the naming context, dc=com, in the two directories. The
scope attribute has been set to subtree. This allows the entire directory information
tree (DIT) under the base DN, dc=com, to be compared. The threads and
dnthreads arguments specify the number of worker threads and DN threads. The
cmpres file is used to store the report for the operation.

Example

oidcmprec base="'dc=com'" \
operation=compare scope=subtree \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
threads=5 dnthreads=2 filename=cmpres

The following example performs the reconcile operation on two subtrees namely,
dc=comand dc=org. The dns2exclude argument is used to exclude the

c=us, dc=mycom, dc=com and c=uk, dc=myorg, dc=org subtrees from the
operation.

Example

oidcmprec base="'dc=com' ‘'dc=org'" \
dns2exclude=""'c=us,dc=mycom,dc=com' 'c=uk,dc=myorg,dc=org'"
operation=reconcile scope=subtree \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \

Comparing and Reconciling Entire Directories

The following example compares a directory residing on host1 with another
directory residing on host2. The base argument is set to " " and the scope argument
is set to subtree.

Example

oidcmprec operation=compare source=hostl:3060/secretl \
destination=host2:3070/secret2 \
base=""' '" scope=subtree
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The following example reconciles a directory residing on myhost1 with another
directory residing on myhost2. Entire directories are compared except the DN,
c=us,dc=mycom,dc=com.

Example

oidcmprec base="' '" \
dns2exclude=""'c=us,dc=mycom, dc=com'"
operation=reconcile scope=subtree \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
threads=5 dnthreads=2 file=cmpres

Note: When you compare entire directories, the following DNs and
their subtrees are excluded:

= root DSE entry

s cn=auditlog

m cn=baseschema

m cn=catalogs

L] cn=events

m cn=oracle internet directory
m cn=replication configuration
m cn=server configuration

s cn=subconfigsubentry

m cn=subregistrysubentry

m cn=subschemasubentry

You can include these entries by specifying them explicitly in the base
argument.

Performing User-Defined Compare and Reconcile Operations

This example makes use of user-defined values for the entos, entod, atros,
svatrdif, mvatrdif, and dndif arguments. Conflict resolution arguments not
specified on the command line, like atrod, are set to ignore.

Example

oidcmprec operation=userdefinedcr scope=subtree \
base="'dc=com' 'dc=org'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
entos=add entod=ignore atros=add \
svatrdif=usesrc mvatrdif=usesrc dndif=ignore \
threads=5 dnthreads=2 file=myreconcile

Merging Two Directories

This example synchronizes the dc=com subtree in two directories. The merge
operation updates both the source and destination directories.
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Example

oidcmprec operation=merge scope=subtree base="'dc=com'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
file=merge

Including and Excluding Attributes

The following example performs a compare operation. It uses the exclattr
argument to exclude the orclguid, category, userpassword, and
authpassword attributes. The example makes use of wildcard pattern matching to
exclude the authpassword attribute subtypes.

Example

oidcmprec operation=compare scope=subtree base="'dc=com' 'dc=org'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
exclattr="userpassword authpassword authpassword;* orclguid category"
threads=5 dnthreads=2 file=compare

The following example makes use of the inclattr argument to include the
userpassword, cn, sn givenname, and mail attributes.

Example

oidcmprec operation=compare scope=subtree base="'dc=com'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
inclattr="userpassword cn sn givenname mail"
file=cmpr

The following example includes all attributes for the compare operation except
orclguid, creatorsname, and modifiersname attributes.

Example

oidcmprec operation=compare scope=subtree base="'dc=com'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
inclattr="*" exclattr="orclguid creatorsname modifiersname"
file=compare

Overriding Default Conflict Resolution Rules

This example performs a compare operation on two directories. It overrides the
default conflict resolution rules used for the dndif and mvatrdif arguments. The
conflict resolution rule for these arguments is set to ignore.

Example

oidcmprec source=hostl:3060/secretl destination=host2:3070/secret2 \
base=""' '" scope=subtree file=temp operation=compare \
dndif=ignore mvatrdif=ignore

Using a Parameter File

This example performs a compare operation on two directories. It uses a parameter
file, comp_param to specify command-line arguments. The dnthreads argument is
specified both in the file and at the command line. The command-line value of
dnthreads overrides the value specified in the parameter file.
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Example

oidcmprec paramfile=comp_param dnthreads=3

The following displays the parameter file that is used:

FHEH R
#Parameter file for compare and reconcile tool
#Creator : John

#Date : 21-Mar-2006

#File Name : comp_param

FhEF R
operation=compare

source=stagj13:3060/o0ds
destination=stagjl3:3070/0ds
base="cn=oraclecontext"

base="c=uk, dc=mycom, dc=com"

base="c=us, dc=mycom, dc=com"

verbose=false

force=true

threads=6

dnthreads=2

exclattr="orclguid userpassword authpassword authpassword;*"
filename=cmp2006Feb01

Generating Change Logs

The following example uses the genchglog argument to ensure that change logs are
generated for the operation. When genchglog is set to true, change logs are
generated at both the source and destination directories.

Example

oidcmprec operation=merge scope=subtree base="'dc=com'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
inclattr="*" exclattr="orclguid creatorsname modifiersname"
file=merge genchglog=true

Performing Directory Schema Operations

The following example includes the schema for the selected operation by adding the
cn=subschemasubentry DN to the base argument.

Example

oidcmprec operation=merge scope=subtree \
base=""'dc=com' 'cn=subschemasubentry'" \
source=myhostl.mycom.com:389/secretl \
destination=myhost2.mycom.com:389/secret2 \
inclattr="*" exclattr="orclguid creatorsname modifiersname"
file=merge genchglog=false

The Replication Environment Management Tool is used to manage Oracle Internet
Directory replication configuration activities.

More specifically, the Replication Environment Management tool:
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Configures Oracle Database Advanced Replication-based multimaster
replication.

Scans the replication environment and verifies an Oracle Database Advanced
Replication-based directory replication group (DRG).

Rectifies any problems in an Advanced Replication-based DRG. If the tool cannot
rectify a problem, it reports the point or points of failure, which you can then fix
manually.

Reports queue statistics, deferred transactions errors, and administrative request
errors of an Advanced Replication-based DRG.

Reconfigures the Advanced Replication-based DRG.
Configures LDAP-based replication.
Reconfigures an LDAP-based directory replication group (DRG).

Syntax for remtool

remtool {operation} [-v]

Arguments for remtool

operation

Required. The name of the operation to perform using remtool. See the appropriate
operation documentation for operation specific syntax, arguments, and usage. The
following operations are available:

addnode - Adds a new node to an Oracle Database Advanced Replication-based
directory replication group (DRG). See "The remtool -addnode Operation" on
page 5-24 for more information about this operation.

asrcleanup - Cleans up the set up of an Oracle Database Advanced
Replication-based DRG. See "The remtool -asrcleanup Operation”" on page 5-26 for
more information about this operation.

asrrectify - Verifies the setup of Oracle Database Advanced Replication-based
DRG, and corrects any problems found. See "The remtool -asrrectify Operation”
on page 5-28 for more information about this operation.

asrsetup - Creates a new directory replication group (DRG) by configuring Oracle
Database Advanced Replication. See "The remtool -asrsetup Operation" on
page 5-30 for more information about this operation.

asrverify - Verifies the setup of Oracle Database Advanced Replication-based
DRG, and reports any problems found. See "The remtool -asrverify Operation” on
page 5-32 for more information about this operation.

backupmetadata - Adds the metadata of a pilot replica to a master replica or backs
up the metadata of a pilot replica into a file. This operation must be executed at the
pilot replica. See "The remtool -backupmetadata Operation" on page 5-35 for more
information about this operation.

chgpwd - Changes the replication administrator’s database account password on
all nodes of an Oracle Database Advanced Replication-based DRG. See "The
remtool -chgpwd Operation" on page 5-36 for more information about this
operation.
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delnode - Deletes a node from an existing Oracle Database Advanced
Replication-based DRG. See "The remtool -delnode Operation" on page 5-37 for
more information about this operation.

dispasrerr - Displays all deferred transaction errors and administrative request
errors for an Oracle Database Advanced Replication-based DRG. See "The remtool
-dispasrerr Operation" on page 5-39 for more information about this operation.

dispgstat - Displays the queue statistics of all nodes in an Oracle Database
Advanced Replication-based DRG. See "The remtool -dispgstat Operation" on
page 5-41 for more information about this operation.

paddnode - Adds a partial replica to an LDAP-based DRG. See "The remtool
-paddnode Operation" on page 5-42 for more information about this operation.

pchgmaster- Breaks agreement with the old supplier (master copy of the naming
context) and reestablishes agreement with a new supplier. See "The remtool
-pchgmaster Operation” on page 5-46 for more information about this operation.

pchgpwd - Changes the password of a replication DN for a replica in an
LDAP-based DRG. See "The remtool -pchgpwd Operation” on page 5-49 for more
information about this operation.

pchgwalpwd - Changes the wallet password of a replication DN for a replica in an
LDAP-based DRG. See "The remtool -pchgwalpwd Operation" on page 5-50 for
more information about this operation.

pcleanup - Cleans up the partial replication setup of an LDAP-based DRG. See
"The remtool -pcleanup Operation” on page 5-51 for more information about this
operation.

pdelnode - Deletes a partial replica from an LDAP-based DRG. See "The remtool
-pdelnode Operation" on page 5-53 for more information about this operation.

pdispgstat - Displays the queue statistics for a directory replication group (DRG)
that uses LDAP-based replication. See "The remtool -pdispgstat Operation" on
page 5-55 for more information about this operation.

pilotreplica - Begins or ends pilot mode for a replica. See "The remtool -pilotreplica
Operation" on page 5-56 for more information about this operation.

presetpwd - Resets the password of a replication DN for a replica in an
LDAP-based DRG. See "The remtool -presetpwd Operation” on page 5-57 for
more information about this operation.

pverify - Verifies the replication configuration for a DRG node that uses
LDAP-based replication. See "The remtool -pverify Operation" on page 5-58 for
more information about this operation.

resumeasr - Resumes replication activity for an Oracle Database Advanced
Replication-based DRG. See "The remtool -resumeasr Operation” on page 5-61 for
more information about this operation.

suspendasr - Suspends replication activity for an Oracle Database Advanced
Replication-based DRG. See "The remtool -suspendasr Operation" on page 5-62
for more information about this operation.

Optional. Runs the command in verbose mode. Shows detailed output for the
command on the screen and also logs all operations in the remtool . 1og file created
in SORACLE_HOME/ldap/log.
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The remtool -addnode Operation

The addnode operation adds a new node to an existing directory replication group
(DRG). You must first create the DRG using "The remtool -asrsetup Operation” on
page 5-30. The following usage rules apply to this operation:

s The node to be added must be empty.
= You will need to know the SYSTEM user password of the new node.

s Oracle Internet Directory processes on the master definition site (MDS) and other
remote master sites (RMSs) must be down.

= After the addnode operation is complete, Oracle Internet Directory processes can
be restarted.

Syntax for remtool -addnode

remtool -addnode [-connect repl_admin_name/password@net_service name] [-V]

Arguments for remtool -addnode

The tool will also prompt you for the database global name (as defined in the
tnsnames . ora file) and SYSTEM password for each node to be added.

-connect repl_admin_name/password@net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
»  The password for the replication administrator.

= The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -addnode
Using the addnode operation you can perform the following tasks:

= Adding a New Node to an Oracle Database Advanced Replication-based DRG
Adding a New Node to an Oracle Database Advanced Replication-based DRG In this example,

MY_HOST3 .MY_COMPANY . COM is added to a DRG consisting of
MY_HOST1.MY_ COMPANY.COM and MY_HOST2.MY COMPANY.COM

Example:
remtool -addnode -v -connect repadmin/repadmin@MY_ HOSTI1.MY_COMPANY.COM
The results are:

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
rid2 my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
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rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS
Do you want to continue? [y/n] : vy
WARNING:

Make sure that the replication administrator database
account does not exist already in the new node to be
added to the DRG. If the account exists, that

account will be dropped and will be created newly.

Enter global name of new node to be added : MY_HOST3.MY_COMPANY.COM

Enter SYSTEM user password of new node to be added :

Adding a new node...

MY_HOST3.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST3.MY_COMPANY.COM : Dropping replication administrator repadmin...
MY_HOST3.MY_COMPANY.COM : Creating replication administrator repadmin...
MY_HOST3.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST3.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST3.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST3.MY_COMPANY.COM : Dropping replication group LDAP_REP...
MY_HOST3.MY_COMPANY.COM : Creating purge job...

MY_HOST3.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Dropping database link made to

MY HOST1.MY COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Creating database link to MY_HOSTI1.MY_COMPANY.COM. ..
MY_HOST3.MY_COMPANY.COM : Scheduling push job to MY_HOSTI1.MY_COMPANY.COM...
MY_HOST3.MY_COMPANY.COM : Dropping database link made to
MY_HOST2.MY_COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Dropping database link made to

MY HOST2 .MY_COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Creating database link to MY_HOST2.MY_COMPANY.COM...
MY_HOST3.MY_COMPANY.COM : Scheduling push job to MY_HOST2.MY_COMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Dropping database link made to
MY_HOST3.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Dropping database link made to

MY HOST3.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Creating database link to MY_HOST3.MY_COMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Scheduling push job to MY_HOST3.MY_COMPANY.COM...
MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST3.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Dropping database link made to

MY HOST3.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Creating database link to MY_HOST3.MY_COMPANY.COM...
MY_HOST2.MY_COMPANY.COM : Scheduling push job to MY_HOST3.MY_COMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Quiescing replication activity...
MY_HOST1.MY_COMPANY.COM : Adding replication site MY_HOST3.MY_COMPANY.COM to
replication group LDAP_REP...

MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST3.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST3.MY_COMPANY.COM : Executing deferred administrative requests...
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MY_HOST1
MY_HOST1
MY_HOST2
MY_HOST3
MY _HOST1
MY_HOST1
CORRECTED:

MY_HOST1.MY COMPANY.

agreement entry.

MY_HOST2.MY_COMPANY .
MY_HOST2.MY_COMPANY.

CORRECTED:

MY_HOST2.MY_COMPANY.

agreement entry.

MY_HOST3.MY_ COMPANY.
MY_HOST3.MY_COMPANY.

CORRECTED:

MY_HOST3 .MY_COMPANY.

agreement entry.

MY_HOST3.MY_ COMPANY.

CORRECTED:

MY_HOST3.MY_COMPANY .

agreement entry.

MY_HOST3 .MY_COMPANY.

CORRECTED:

MY_HOST3.MY_ COMPANY.

agreement entry.

MY_HOST1.MY_COMPANY.
MY_HOST2.MY_COMPANY.
MY_HOST3 .MY_COMPANY.

.MY_COMPANY .
.MY_COMPANY .
.MY_COMPANY .
.MY_COMPANY .
.MY_COMPANY .
.MY_COMPANY .

COM :
COM :
COM :

CoM

COM :

COM :
COM :

COM :

COM :
CoM :

COM :

COM :

CoM :

COM :

COM

CoM :

COM :
COM :

: Verifying
COM :
CoM

Resuming replication
Verifying uniqueness

activity...

of replication agreement
Verifying uniqueness of replication agreement
uniqueness of replication agreement
replication agreement entry...
replication agreement entry my host_rid3...

entry. ..
entry...
entry...
Verifying
Inserting

"my_host_rid3" hostname has been added to replication

Verifying replication agreement entry...
Inserting replication agreement entry my_host_rid3...

"my_host_rid3" hostname has been added to replication

Verifying replication agreement entry...
Inserting replication agreement entry my_host_rid...

"my_host_rid" hostname has been added to replication
Inserting replication agreement entry my host_rid2...
"my_host_rid2" hostname has been added to replication
Inserting replication agreement entry my_host_rid3...
"my_host_rid3" hostname has been added to replication
Verifying initialization parameter...

Verifying initialization parameter...
Verifying initialization parameter...

Instance Host Name

Global Name

Name

ridl my_host
rid2 my_host
rid3 my_host

MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0
MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0
MY_HOST3.MY_COMPANY.COM OID 10.1.2.0.0

my_host_ridl MDS
my_host_rid2 RMS
my_host_rid3 RMS

The remtool -asrcleanup Operation

The asrcleanup operation cleans up an existing Oracle Database Advanced
Replication setup. You must know the system password of all nodes taking part in the
directory replication group (DRG) to run this operation.

Syntax for remtool -asrcleanup

remtool -asrcleanup [-connect repl_admin_name/password@net_service name]

[-v]

Arguments for remtool -asrcleanup
The tool will prompt you for the SYSTEM user password for each MDS and RMS node

in the DRG
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-connect repl_admin_name/password @net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

»  The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin.

Tasks and Examples for remtool -asrcleanup
Using the asrcleanup operation you can perform the following tasks:

s Cleaning Up an Oracle Database Advanced Replication-based DRG Setup
Cleaning Up an Oracle Database Advanced Replication-based DRG Setup In this example,
setup is cleaned up for a DRG consisting of MY_HOST1.MY_COMPANY . COM and

MY_HOST2 .MY_COMPANY . COM. The tool prompts you to enter the system password
for each site.

Example:

remtool -asrcleanup -v

The results are:

Enter replication administrator’s name : repadmin

Enter replication administrator’s password
Enter global name of MDS : my_hostl.my_company.com

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS
Do you want to continue? [y/n] y

Cleaning up...

MY_HOST1.MY_COMPANY.COM : Dropping replication site MY_HOST2.MY_COMPANY.COM from
replication group LDAP_REP...

MY_HOST2.MY_COMPANY.COM : Dropping replication group LDAP_REP...
MY_HOST2.MY_COMPANY.COM : Unscheduling push job to MY_HOSTI1.MY_ COMPANY.COM...
MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

Enter "SYSTEM" user password for "MY_HOST2.MY_COMPANY.COM" database at "my_host"
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host :

MY_HOST2.MY_COMPANY.COM : Dropping replication administrator repadmin...
MY_HOST1.MY_COMPANY.COM : Dropping replication group LDAP_REP...
MY_HOST1.MY_COMPANY.COM : Unscheduling push job to MY_HOST2.MY_COMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Dropping database link made to MY_HOST2.MYCOMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Dropping database link made to

MY_HOST2.MY_COMPANY.COM. ..

Enter "SYSTEM" user password for "MY_HOST1.MY_COMPANY.COM" database at "my_host"
host :

MY_HOST1.MY_COMPANY.COM : Dropping replication administrator repadmin...

The remtool -asrrectify Operation

The asrrectify operation is used for detecting and rectifying problems in an Oracle
Database Advanced Replication-based DRG setup. It reports on errors and corrects
them. Oracle Corporation recommends that, before running this operation, you stop
Oracle Internet Directory servers.

To use the asrrectify operation, all nodes in the DRG must be up and running. The
operation will fail if any of the nodes are not running.

If necessary, the asrrectify operation prompts for the SYSTEM user password.

Syntax for remtool -asrrectify

remtool -asrrectify [-connect repl_admin_name/password@net_service name] [-v]

Arguments for remtool -asrrectify

The tool may also prompt you for the SYSTEM user password for each MDS and RMS
node in the DRG.

-connect repl_admin_name/password@net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

»  The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -asrrectify
Using the asrrectify operation you can perform the following tasks:

s Detecting and Correcting Errors in an Oracle Database Advanced Replication DRG
Setup

Detecting and Correcting Errors in an Oracle Database Advanced Replication DRG Setup In this
example, setup errors are deducted and rectified in a DRG consisting of
MY_HOST1.MY_COMPANY.COM and MY_HOST2 .MY_COMPANY . COM. The tool detects
that a user has changed global name of MY_HOST2 .MY_COMPANY . COM to
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NEWNAME . MY_COMPANY . COM after setting up Advanced Replication. It rectifies this
error first before continuing with other checks.

Example:

remtool -asrrectify -v -conn repadmin/repadmin@my_hostl.my_company.com

The results are:

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.

Enter "SYSTEM" user password for "MY_HOST2.MY_ COMPANY.COM" database at "my_host"
host

NEWNAME .MY_COMPANY.COM : Renaming global name to MY_HOST2.MY_COMPANY.COM (instance
name : rid2, hostname : my_host)

CORRECTED:

MY_HOST2.MY_COMPANY.COM : Global name of database "rid2" at host "my_host" has
been changed to MY_HOST2.MY_COMPANY.COM.

MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
CORRECTED:

MY_HOST2.MY_COMPANY.COM : Global name of database "rid2" at host "my_host" has
been changed to MY_HOST2.MY_COMPANY.COM.

Directory Replication Group (DRG) details

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS
Do you want to continue? [y/n] y

Rectifying ASR setup...

MY_HOST1.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST2.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST1.MY_COMPANY.COM : Verifying replication administrator roles...
MY_HOST2.MY_COMPANY.COM : Verifying replication administrator roles...
MY_HOST1.MY_COMPANY.COM : Verifying database links...

MY_HOST2.MY_COMPANY.COM : Verifying database links...

MY_HOST1.MY_COMPANY.COM : Verifying purge job...

MY_HOST2.MY_COMPANY.COM : Verifying purge job...

MY_HOST1.MY_COMPANY.COM : Verifying scheduled links...

MY_HOST2.MY_COMPANY.COM : Verifying scheduled links...

MY_HOST1.MY_COMPANY.COM : Verifying availability of replication objects...
MY_HOST2.MY_COMPANY.COM : Verifying availability of replication objects...
MY_HOST1.MY_COMPANY.COM : Verifying replication group...
MY_HOST1.MY_COMPANY.COM : Resuming replication activity...
MY_HOST2.MY_COMPANY.COM : Verifying replication group...
MY_HOST1.MY_COMPANY.COM : Resuming replication activity...
MY_HOST1.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Verifying replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying replication agreement entry...

DB Name Init Repl DB Purge Sch. Repl Repl
Param Admin Links Job Links Group Agrmt
Role Entry
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MY_HOST1.MY_COMPANY. Chkd Chkd Chkd Chkd Chkd Chkd Chkd
MY_HOST2.MY_COMPANY. Chkd Chkd Chkd Chkd Chkd Chkd Chkd

Legends :
Chkd - Checked. No errors.
Crtd - ASR setup errors were found and corrected.
Err - Error occurred while doing ASR setup verification.

NCrtd - ASR setup has errors, but not corrected.

The remtool -asrsetup Operation

The asrsetup operation is used to create a new Oracle Database Advanced
Replication-based directory replication group (DRG). A DRG consists of a master
definition site (MDS) and one or more remote master sites (RMS).

Before you begin, stop all Oracle Internet Directory server processes on the MDS and
RMS sites. After the setup operation is completed, you can restart all Oracle Internet
Directory processes and replication server processes.

Syntax for remtool -asrsetup

remtool -arssetup [-V]

Arguments for remtool -asrsetup

Only the optional -v argument is specified on the command-line. The tool will prompt
you for the following information.

= The database global name of the MDS (as defined in the tnsnames . ora file).
= Areplication administrator password for the MDS

»  The SYSTEM password for the MDS

= The database global for each RMS (as defined in the tnsnames. ora file).

»  The SYSTEM password for each RMS

Tasks and Examples for remtool -asrsetup
Using the asrsetup operation you can perform the following tasks:

s Creating an Oracle Database Advanced Replication-based DRG

Creating an Oracle Database Advanced Replication-based DRG In this example, a DRG is
created consisting of MY_HOST1 .MY_COMPANY . COM and
MY_HOST2 .MY_COMPANY .COM.

Example:

remtool -asrsetup -v

The results are as follows:

ASR Setup for OID Replication

WARNING:

Make sure that the replication administrator that you
enter below does not exist already in any of the nodes
that will be part of the DRG to be created now. If the
user exists, that user will be dropped and will be
created newly.
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Enter replication administrator’s name : repadmin

Enter replication administrator’s password

Reenter replication administrator’s password :

Enter Master Definition Site (MDS) details

Enter global name of MDS : MY_HOST1.MY_COMPANY.COM

Enter SYSTEM user password of MDS
Enter Remote Master Site (RMS) details :
Enter global name of RMS # 1 : MY_HOST2.MY_COMPANY .COM

Enter SYSTEM user password of MDS :
Are there more Remote Master Sites in the group? [y/n/g] : n

Verify the details you had entered.

Replication administrator’s name : repadmin
Master Definition Site : MY_HOST1.MY_COMPANY.COM
Remote Master Site # 1 : MY_HOST2.MY_COMPANY.COM

Are these details correct? [y/n/q] : vy

ASR setup in progress...

MY_HOST1.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Dropping replication administrator repadmin...
MY_HOST1.MY_COMPANY.COM : Creating replication administrator repadmin...
MY_HOST1.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST1.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST1.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST1.MY_COMPANY.COM : Creating purge job...

MY_HOST1.MY_COMPANY.COM : Dropping database link made to
MY_HOST2.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Dropping database link made to

MY HOST2 .MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Creating database link to MY_HOST2.MY_COMPANY.COM. ..
MY_HOST1.MY_COMPANY.COM : Scheduling push job to MY_HOST2.MY_COMPANY.COM...
MY_HOST2.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Dropping replication administrator repadmin...
MY_HOST2.MY_COMPANY.COM : Creating replication administrator repadmin...
MY_HOST2.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST2.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST2.MY_COMPANY.COM : Granting privileges or roles required for replication
administrator to repadmin...

MY_HOST2.MY_COMPANY.COM : Creating purge job...

MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Creating database link to MY_HOSTI1.MY_COMPANY.COM. ..
MY_HOST2.MY_COMPANY.COM : Scheduling push job to MY HOST1.MY_COMPANY.COM. ..
MY_HOST1.MY_COMPANY.COM : Dropping replication group LDAP_REP...
MY_HOST1.MY_COMPANY.COM : Creating replication group LDAP_REP...
MY_HOST1.MY_COMPANY.COM : Adding object TABLE ODS.ASR_CHG_LOG to replication group
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LDAP_REP...

MY_HOST1.MY_COMPANY.COM : Generating replication support for TABLE
ODS.ASR_CHG_LOG. ..

MY_HOST1.MY_COMPANY.COM : Adding object TABLE ODS.ODS_CHG_STAT to replication
group LDAP_REP...

MY_HOST1.MY_COMPANY.COM : Generating replication support for TABLE
ODS.0ODS_CHG_STAT. ..

MY_HOST2.MY_COMPANY.COM : Dropping replication group LDAP_REP.
MY_HOST1.MY_COMPANY.COM : Adding replication site MY_HOST2.MY_ COMPANY.COM to
replication group LDAP_REP.

MY_HOST1.MY_COMPANY.COM : Executlng deferred administrative requests...
MY_HOST2.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST2.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST2.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST2.MY_COMPANY.COM : Executing deferred administrative requests...
MY_HOST1.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST2.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST1.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Verifying replication agreement entry...

MY_HOST1.MY COMPANY.COM : Inserting replication agreement entry my_host_
CORRECTED:

MY_HOST1.MY_COMPANY.COM : "my_ host_rid" hostname has been added to replication
agreement entry.

MY_HOST1.MY_COMPANY.COM : Inserting replication agreement entry my host_rid2...
CORRECTED:

MY_HOST1.MY_COMPANY.COM : "my_host_rid2" hostname has been added to replication
agreement entry.

MY_HOST2.MY_COMPANY.COM : Verifying replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Inserting replication agreement entry my host_rid...
CORRECTED:

MY_HOST2.MY_COMPANY.COM : "my_host_ridl" hostname has been added to replication
agreement entry.

MY_HOST2.MY_COMPANY.COM : Inserting replication agreement entry my_ host_rid2...
CORRECTED:

MY_HOST2.MY_COMPANY.COM : "my_host_rid2" hostname has been added to replication
agreement entry.

MY_HOST1.MY_COMPANY.COM : Resuming replication activity...

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

The remtool -asrverify Operation

This asrverify operation detects and reports on problems found in an Oracle
Database Advanced Replication-based directory replication group (DRG). This
operation reports errors, but does not correct them. To run this operation, all nodes in
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the DRG must be up and running. You do not have to stop your Oracle Internet
Directory server processes to run this operation.

The asrverify operation will fail or report errors for the following situations. You
can use the asrrectify operation to correct these errors. See "The remtool -asrrectify
Operation" on page 5-28 for more information about that operation.

= If, by mistake, the replication administrator account is dropped in any of the
nodes, the asrverify operation fails. Use asrrectify to re-create the
replication administrator account and add it back to the DRG.

s If, by mistake, the password for the replication administrator account has changed
on any of the nodes in the DRG, the asrverify operation fails. Usremtoole
asrrectify to change the replication administrator account and add it back to
the DRG.

= If the global database name of any node has changed after Advanced Replication
setup, asrverify reports an error and does not proceed further. Use
asrrectify to revert back to the previous global name and rectify other issues.

Syntax for remtool -asrverify

remtool -asrverify [-connect repl_admin_name/password@net_service name] [-v]
Arguments for remtool -asrverify

-connect repl_admin_name/password @net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

»  The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in $ORACLE_HOME/network/admin.

Tasks and Examples for remtool -asrverify
Using the asrverify operation you can perform the following tasks:

s Detecting Errors in an Oracle Database Advanced Replication DRG Setup

Detecting Errors in an Oracle Database Advanced Replication DRG Setup In this example,
errors are found in a DRG consisting of two nodes.

Example:
remtool -asrverify -v -conn repadmin/repadmin@my_hostl.my_company.com

The results are:

MY_HOST1.MY COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
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ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

Verifying ASR setup...

MY_HOST1.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST2.MY_COMPANY.COM : Verifying initialization parameter...
MY_HOST1.MY_COMPANY.COM : Verifying replication administrator roles...
MY_HOST2.MY_COMPANY.COM : Verifying replication administrator roles...
MY_HOST1.MY_COMPANY.COM : Verifying database links...
MY_HOST2.MY_COMPANY.COM : Verifying database links...
MY_HOST1.MY_COMPANY.COM : Verifying purge job...

MY_HOST2.MY_COMPANY.COM : Verifying purge job...

MY_HOST1.MY_COMPANY.COM : Verifying scheduled links...
MY_HOST2.MY_COMPANY.COM : Verifying scheduled links...
MY_HOST1.MY_COMPANY.COM : Verifying availability of replication objects...
MY_HOST2.MY_COMPANY.COM : Verifying availability of replication objects...
MY_HOST1.MY_COMPANY.COM : Verifying replication group...

ASR SETUP ERROR/WARNING:

MY_HOST1.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.ASR_CHG_LOG.

ASR SETUP ERROR/WARNING:

MY_HOST1.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.0ODS_CHG_STAT.

MY_HOST2.MY_COMPANY.COM : Verifying replication group...

ASR SETUP ERROR/WARNING:

MY_HOST2.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.ASR_CHG_LOG.

ASR SETUP ERROR/WARNING:

MY_HOST2.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.0ODS_CHG_STAT.

MY_HOST1.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Verifying replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying replication agreement entry...

DB Name Init Repl DB Purge Sch. Repl Repl
Param Admin Links Job Links Group Agrmt
Role Entry

MY _HOST1.MY_COMPANY. Chkd Chkd Chkd Chkd Chkd NCrtd Chkd
MY_HOST2.MY_COMPANY. Chkd Chkd Chkd Chkd Chkd NCrtd Chkd

Legends
Chkd - Checked. No errors.
Crtd - ASR setup errors were found and corrected.
Err - Error occurred while doing ASR setup verification.

NCrtd - ASR setup has errors, but not corrected.
Summary of findings:
ASR SETUP ERROR/WARNING:
MY_HOST1.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.ASR_CHG_LOG.

ASR SETUP ERROR/WARNING:

MY_HOST1.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.0ODS_CHG_STAT.
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ASR SETUP ERROR/WARNING:
MY_HOST2.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.ASR_CHG_LOG.

ASR SETUP ERROR/WARNING:
MY_HOST2.MY_COMPANY.COM : Replication support is not available for TABLE
ODS.0ODS_CHG_STAT.

The remtool -backupmetadata Operation

The backupmetadata operation adds the metadata of a pilot replica to the master
replica, or backs up the metadata of a pilot replica into a file.

Note: The -backupmetadata option will not work if anonymous
bind is disabled at the pilot replica or master replica.

Syntax for remtool -backupmetadata

remtool -backupmetadata -replica pilot_hostname:port/pilot_repldnpwd {-master
master_hostname:port/master_replrdnpwd \ -bkup file_name}

Arguments for remtool -backupmetadata

-replica pilot_hostname:port/pilot_repldnpwd
Required. The connection string for the pilot replica. The string is comprised of the
following elements:

»  The host name where the pilot replica’s LDAP server is running.
»  The pilot replica’s LDAP listening port, for example 389.
»  The password for the replication DN of the pilot replica.

-master master_hostname:port/master_repldnpwd

Either -master or -bkup argument is required. The connection string for the master
replica. The string is comprised of the following elements:

= The host name where the master replica’s LDAP server is running.
s The master replica’s LDAP listening port, for example 389.

= The password for the replication DN of the master replica.

-bkup file_name

Either -master or -bkup argument is required. The full path and file name of the
LDIF output file. The metadata entries are written to this file in LDIF format.

Tasks and Examples for remtool -backupmetadata
Using the backupmetadata operation you can perform the following tasks:

= Adding the Metadata of a Pilot Replica to a Master Replica
= Backing Up the Metadata of a Pilot Replica to an LDIF File

Adding the Metadata of a Pilot Replica to a Master Replica This example shows how to add
the metadata entries from a pilot replica to a master replica.
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Example:

remtool -backupmetadata -replica mypilot.company.com:389/mypassword -master
mymaster.company.com: 389 /mypassword

Note: If Oracle Delegated Administration Services is not configured,
then you might see an error message similar to this when you run
remtool with the -backupmetadata option:

Failed to add "orclApplicationCommonName=ias.acme.com,
cn=IAS Instances, cn=IAS, cn=Products, cn=0OracleContext"
as "uniquemember" to entry "cn=Associated Mid-tiers,
orclapplicationcommonname=DASApp, cn=DAS,cn=products,
cn=OracleContext at replica ldap://myhost:389

Please ignore this error message.

Backing Up the Metadata of a Pilot Replica to an LDIF File This example shows how to back
up the metadata entries for a pilot replica into an LDIF file.

Example:

remtool -backupmetadata -replica mypilot.company.com:389/mypassword -bkup
/home/myfiles/metadata.ldi

The remtool -chgpwd Operation

The chgpwd operation is used to change the replication administrator password for an
Oracle Database Advanced Replication-based directory replication group (DRG) that
has already been setup using asrsetup.

The replication administrator password is the same for all nodes in an Advanced
Replication DRG. This operation will change the password for all nodes in the DRG.

Syntax for remtool -chgpwd

remtool -chgpwd [-connect repl_admin_name/password@net_service name] [-V]

Arguments for remtool -chgpwd

The tool will also prompt you to enter the new password for the replication
administrator.

-connect repl_admin_name/password@net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The current password for the replication administrator.

s The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -chgpwd
Using the chgpwd operation you can perform the following task:
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s Changing the Replication Administrator Password for an Advanced
Replication-based DRG

Changing the Replication Administrator Password for an Advanced Replication-based DRG In
this example, the password of the replication administrator of a DRG consisting of
MY_HOSTl.MY_COMPANY.CONHnuiMY_HOST2.MY_COMPANY.COMiSChanged.

Example:
remtool -chgpwd -v -conn repadmin/repadmin@MY_HOST1.MY_COMPANY.COM
The results are:

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

Enter new password of the replication administrator
Reenter new password of the replication administrator :

Changing the password of all nodes...

MY_HOST1.MY_COMPANY.COM : Changing password of replication administrator
repadmin. ..

MY_HOST2.MY_COMPANY.COM : Changing password of replication administrator
repadmin. ..

MY_HOST1.MY_COMPANY.COM : Dropping database link made to

MY HOST2 .MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Dropping database link made to
MY_HOST2.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Creating database link to MY_HOST2.MY_COMPANY.COM. ..
MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Dropping database link made to

MY HOST1.MY COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Creating database link to MY_HOST1.MY_COMPANY.COM. ..

The remtool -delnode Operation

The delnode operation removes a remote master site (RMS) node from an existing
directory replication group (DRG). You must first create the DRG using "The remtool
-asrsetup Operation” on page 5-30. The following usage rules apply to this operation:

= You can only delete RMS nodes from a DRG, not the master definition site (MDS).

s Oracle Internet Directory processes on the master definition site (MDS) and other
remote master sites (RMSs) in the DRG must be stopped before running the
operation.

» If the RMS node being deleted is down when the delnode operation is invoked, it
will be selected for deletion.

Oracle Internet Directory Replication Management Tools 5-37



remtool

= After the delnode operation is complete, Oracle Internet Directory processes can
be restarted.

Syntax for remtool -delnode

remtool -delnode [-connect repl_admin_name/password@net_service name] [-v]

Arguments for remtool -delnode

The tool will also prompt you for the global database name (as defined in the
tnsnames . ora file of the RMS node to be deleted from the DRG.

-connect repl_admin_name/password@net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
»  The password for the replication administrator.

s The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -delnode
Using the delnode operation you can perform the following task:

= Removing a RMS Node from an Oracle Database Advanced Replication-based
DRG

Removing a RMS Node from an Oracle Database Advanced Replication-based DRG In this
example, MY_HOST3 .MY_COMPANY . COM is removed from a DRG consisting of
MY_HOST1.MY_COMPANY .COM, MY_HOST2 .MY_COMPANY .COM and

MY_HOST3 .MY_COMPANY . COM

Example:
remtool -delnode -v -conn repadmin/repadmin@MY_HOST1.MY_COMPANY .COM

The results are:

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
MY_HOST3.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS
rid3 my_host MY_HOST3.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid3 RMS
Do you want to continue? [y/n] : vy

Enter globalname of node to be deleted : MY_HOST3.MY_COMPANY.COM
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Deleting an existing node...

MY_HOST1.MY_COMPANY.COM : Dropping replication site MY_HOST3.MY_COMPANY.COM from
replication group LDAP_REP...

MY_HOST3.MY_COMPANY.COM : Dropping replication group LDAP_REP...
MY_HOST3.MY_COMPANY.COM : Unscheduling push job to MY_HOSTI1.MY_ COMPANY.COM...
MY_HOST3 .MY_COMPANY.COM : Unscheduling push job to MY_HOST2.MY_ COMPANY.COM...
MY_HOST3.MY_COMPANY.COM : Dropping database link made to

MY HOST1.MY COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Dropping database link made to
MY_HOST2.MY_COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Dropping database link made to
MY_HOST1.MY_COMPANY.COM. ..

MY_HOST3.MY_COMPANY.COM : Dropping database link made to

MY HOST2 .MY_COMPANY.COM. ..

Enter "SYSTEM" user password for "MY_HOST3.MY_COMPANY.COM" database at "my_host"
host

MY_HOST3.MY_COMPANY.COM : Dropping replication administrator repadmin...
MY_HOST1.MY_COMPANY.COM : Unscheduling push job to MY_HOST3.MY_ COMPANY.COM...
MY_HOST1.MY_COMPANY.COM : Dropping database link made to

MY HOST3.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Dropping database link made to
MY_HOST3.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Unscheduling push job to MY_HOST3.MY_COMPANY.COM...
MY_HOST2.MY_COMPANY.COM : Dropping database link made to

MY HOST3.MY_COMPANY.COM. ..

MY_HOST2.MY_COMPANY.COM : Dropping database link made to
MY_HOST3.MY_COMPANY.COM. ..

MY_HOST1.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Verifying uniqueness of replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Verifying replication agreement entry...
MY_HOST1.MY_COMPANY.COM : Deleting replication agreement entry my_host_rid3...
CORRECTED:

MY_HOST1.MY_COMPANY.COM : "my_host_rid3" hostname has been removed from
replication agreement entry as it is not part of DRG or was repeated.
MY_HOST2.MY_COMPANY.COM : Verifying replication agreement entry...
MY_HOST2.MY_COMPANY.COM : Deleting replication agreement entry my_host_rid3...
CORRECTED:

MY_HOST2.MY_COMPANY.COM : "my_host_rid3" hostname has been removed from
replication agreement entry as it is not part of DRG or was repeated.

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

The remtool -dispasrerr Operation

The dispasrerr operation displays errors for an Oracle Database Advanced
Replication-based directory replication group (DRG). It shows both administrative
request errors and deferred transaction errors.
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Syntax for remtool -dispasrerr

remtool -dispasrerr [-connect repl_admin_name/password@net_service_name]

[-v]

Arguments for remtool -dispasrerr

-connect repl_admin_name/password @net_service_name
The connection string for the master definition site (MDS) or the Remote Master Site

(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

The name of the replication administrator.
The password for the replication administrator.

The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located

in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -dispasrerr
Using the dispasrerr operation you can perform the following task:

Displaying Errors for an Advanced Replication-based DRG

Displaying Errors for an Advanced Replication-based DRG In this example, the tool reports

Advanced Replication errors for

a DRG consisting of MY_HOST1.MY_COMPANY . COM

and MY_HOST2 .MY_COMPANY . COM.

Example:

remtool -dispasrerr -v -conn repadmin/repadmin@my_hostl.my_company.com

MY_HOST1.MY_COMPANY.COM is Master Definition Site

(MDS) . Connected to MDS.

MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
Name Type
rid my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

Admin request

raised by

REPADMIN MY_HOST1.
REPADMIN MY_HOST1.
REPADMIN MY_HOST1.
REPADMIN MY_HOST1.
REPADMIN MY_HOST1.
REPADMIN MY_HOST1.

Following deferred transaction
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Error
MY_COMPANY. ORA-23309: object ODS.ASR_CHG_L
MY_COMPANY. ORA-23309: object ODS.ODS_CHG_S
MY_COMPANY. ORA-23416: table "ODS"."ODS_CHG
MY_COMPANY. ORA-23308: object ODS.ODS_CHG_S
MY_COMPANY. ORA-23416: table "ODS"."ASR_CHG
MY_COMPANY. ORA-23308: object ODS.ASR_CHG_L

errors were found at MY_HOST1.MY_COMPANY.COM
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Deferred Deferred Trans Destination Error
Transaction ID Origin DB

The remtool -dispgstat Operation

The dispgstat operation displays the queue statistics for a directory replication
group (DRG) that uses Oracle Database Advanced Replication. This operation cannot
be used for DRGs that use LDAP-based replication. If a DRG uses both Advanced and
LDAP-based replication, this operation displays queue statistics for nodes that use
Advanced Replication only.

Syntax for remtool -dispgstat

remtool -dispgstat [-connect repl_admin_name/password@net_service name] [-V]
Arguments for remtool -dispqstat

-connect repl_admin_name/password @net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

= The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -dispgstat
Using the dispgstat operation you can perform the following tasks:

» Displaying Queue Statistics for an Advanced Replication-Based DRG
Displaying Queue Statistics for an Advanced Replication-Based DRG In this example, queue

statistics for an Advanced Replication-based DRG consisting of
MY_HOST1.MY_COMPANY.COM and MY_HOST2 .MY_COMPANY . COM are reported.

Example:
remtool -dispgstat -v -conn repadmin/repadmin@my_ hostl.my_company.com
The results are:

MY_HOST1.MY_COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Instance Host Name Global Name Version Replicaid Site
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Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

Supplier Consumer New Retry Purge HIQ Change #
MY_HOST1.MY CO MY_HOST1.MY CO 3 9 10 6 2003
MY_HOST1.MY CO MY HOST2.MY CO 2 7 8 5 2001
MY_HOST2.MY CO MY_HOST1.MY CO 2 8 5 8 2002
MY_HOST2.MY CO MY_HOST2.MY CO 2 10 7 8 2000

Legends
New: No. of new change logs
Retry: No. of change logs in retry queue
Purge: No. of change logs in purge queue
HIQ: No. of change logs in Human Intervention Queue (HIQ)
Change # : Last applied change log no.

The remtool -paddnode Operation

The paddnode operation adds a replica or partial replica to a directory replication
group (DRG). This operation has the following usage rules:

= The supplier node (the master copy) can be part of a DRG that uses Advanced
Replication, LDAP-based replication, or both.

= If you want to specify a supplier node that uses Advanced Replication, you must
bind using that node’s connection information.

s The new replica to be added should not be a member of any DRG.

= A consumer node (the destination of replication updates) can be any node that
uses LDAP-based replication.

= After adding a replica, you can choose the naming context(s) to participate in
replication, or choose the entire directory by selecting * (asterisk). Choosing
specific naming contexts replicates only that portion of the directory. Choosing the
entire directory will replicate all directory data except for directory-specific entries
(DSE).

s The cn=oraclecontext naming context is included for replication whether or
not any naming contexts are specified by the user.

Syntax for remtool -paddnode

remtool -paddnode [-bind supplier hostname:ldap port/replication_dn_password] [-v]

Arguments for remtool -paddnode

In addition to the arguments specified on the command-line, the tool will prompt you
for the following information:

»  Consumer Host Name of Host Running OID Server - The host name of the Oracle
Internet Directory server where you want to create the replica. This node can be
added to the DRG as a read-only or updateable replica.

s Consumer Port - The LDAP listening port of the consumer node.
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s Consumer Replication DN Password - The password for the replication DN on the
consumer node.

= Replica ID of Supplier - If the DRG contains multiple nodes that can be used as
the supplier, you will be prompted to enter the replica ID of the one you want to
use.

= Naming Context - For a partial replica, you can enter the name(s) of the naming
context you want to replicate. To select the entire directory, enter * (asterisk). To
select none, enter e (end).

-bind supplier_hostname:ldap_port/replication_dn_password

The connection string used to bind to the LDAP directory server of the supplier node.
If you do not supply the argument on the command-line, the tool will prompt you for
the information. The connect string is composed of three elements:

s The host name of the supplier node.
»  The LDAP listening port of the supplier node.
»  The password for the replication DN on the supplier node.

Tasks and Examples for remtool -paddnode
Using the paddnode operation you can perform the following tasks:

= Adding a Read-Only Replica to a DRG

= Adding a Partial Replica to a DRG

Adding a Read-Only Replica to a DRG In this example, directory server
ldap://my_host:3060 is added as a replica to directory server
ldap://my_host:3040, which is part of the DRG consisting of

ldap://my_host:3040 and 1dap://my_host:3080, which both use LDAP-based
replication.

Example:
remtool -paddnode -v -bind my_host:3040/ods

The results are:

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information Supplier Information Repl
No. Type
001 my_host_ridl my_host:3040 - RW
002 my_host_rid3 my_host:3080 my_host_ridl RO

Enter consumer directory details:
Enter hostname of host running OID server : my_host

Enter port on which OID server is listening : 3060
Enter replication dn password :

Enter replica type [1 - LDAP read-only replica; 2 - LDAP updateable replical : 1
Enter replicaid of the supplier : my_host_ridl
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ldap://my_host:3060 [my_host_r[my host_ridl]id2] : Modifying entry
orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Modifying entry
orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Adding entry

orclagreementid=000003,orclreplicaid=my_host_rid, cn=replication configuration...

ldap://my_host:3040 [my_host_ridl] : Adding entry
orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Adding entry cn=replication
dn,orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Adding entry
orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Adding entry cn=replication
dn,orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry
orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry

orclagreementid=000002,orclreplicaid=my_host_rem, cn=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Adding entry

orclagreementid=000003, orclreplicaid=my_host_rid,cn=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Adding entry cn=replication
dn,orclreplicaid=my_host_rid,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry
orclreplicaid=my_host_rem3,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry cn=replication
dn,orclreplicaid=my_host_rid3,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Adding entry

orclagreementid=000003, orclreplicaid=my_host_rid, cn=replication configuration...

S1 Replicaid Directory Information  Supplier Information Repl.
No. Type
001 my_host_rial myhost:3060 — Ry
002 my_host_rid2 my_host:3060 my_host_ridl RO
003 my_host_rid3 my_host:3080 my_host_ridl RO

Replica ldap://my_host:3060 (my_host_rid2) can be made partial replica by
specifying naming contexts to be replicated.

List of available naming contexts in supplier replica ldap://my_host:3040
(my_host_ridl)

1. * [replicate whole directory]
Enter naming context (e-end, g-quit) : e
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Adding a Partial Replica to a DRG In this example, the directory server
ldap://my_host:3060 is added as a partial replica by specifying the naming
contexts to be replicated to directory server ldap://my_host:3040.

Example:
remtool -paddnode -v -bind my_host:3040/ods

The results are:

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information  Supplier Information Repl
No. Type
001 my_host_rid my_host:3040 -- RW

Enter consumer directory details:
Enter hostname of host running OID server : my_host

Enter port on which OID server is listening : 3060

Enter replication dn password :
Enter replica type [1 - LDAP read-only replica; 2 - LDAP updateable replical

ldap://my_host:3060 [my_host_rid2] : Modifying entry
orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Modifying entry
orclreplicaid=my_host_ridl,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Adding entry

orclagreementid=000002, orclreplicaid=my_host_ridl,cn=replication configuration...

ldap://my_host:3040 [my_host_ridl] : Adding entry
orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Adding entry cn=replication
dn,orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry
orclreplicaid=my_host_ridl, cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry

orclagreementid=000002,orclreplicaid=my_host_ridl,cn=replication configuration...

ldap://my_host:3040 [my_host_rid] : Adding entry

cn=includednamingcontext000001, orclagreementid=000002, orclreplicaid=usunnae07_prep

,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry

cn=includednamingcontext000001, orclagreementid=000002, orclreplicaid=usunnae07_prep

,cn=replication configuration...

S1 Replicaid Directory Information  Supplier Information Repl.
No. Type
001 my_host_ridl my_host:3040 -- RW
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002 my_host_rid2 my_host:3060 my_host_ridl RW

Replica ldap://my_host:3060 (my_host_rem2) can be made partial replica by
specifying naming contexts to be replicated.

List of available naming contexts in supplier replica ldap://my_host:3040
(my_host_ridl)

1. * [replicate whole directory]

2. dc=com

3. dc=org

4. dc=net

5. dc=edu
Enter naming context (e-end, g-quit) : dc=org
Enter naming context (e-end, g-quit) : dc=edu
Enter naming context (e-end, g-quit) : e

Following naming contexts will be included for replication:

Do you want to continue? [y/n] : vy

ldap://my_host:3040 [my_host_ridl] : Adding entry

cn=includednamingcontext000002, orclagreementid=000002, orclreplicaid=my_host_rid,cn
=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Adding entry

cn=includednamingcontext000002, orclagreementid=000002,orclreplicaid=my_host_rid, cn
=replication configuration...

ldap://my_host:3040 [my_host_ridl] : Adding entry

cn=includednamingcontext000003, orclagreementid=000002, orclreplicaid=my_host_rid,cn
=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Adding entry

cn=includednamingcontext000003, orclagreementid=000002,orclreplicaid=my_host_rid, cn
=replication configuration...

emtool -pchgmaster Operation

The pchgmaster operation is used to break the agreement with the old supplier and
reestablish the agreement with a new supplier. This operation is part of configuring
replication failover.

See Also: "Configuring Replication Failover" in Oracle Internet
Directory Administrator’s Guide for details on performing the
replication failover process

The pchgmaster operation has the following usage rules:

1. If you do not supply consumer directory details using the -bind option, then you
are prompted to specify consumer details.
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2. If the consumer details are valid, then remtool identifies all nodes in the DRG, if
any, and displays their details.

3. You are next prompted for the retiring and new supplier details.

4. After the change master operation completes successfully, you may need to use
remtool -pcleanup -agrmt on the old supplier to remove the old agreement.
This would be the case if the old supplier was offline during the change master
operation. See "The remtool -pcleanup Operation” on page 5-51 for details about
the pcleanup operation.

Syntax for remtool -pchgmaster

remtool -pchgmaster [-bind replica_hostname:ldap port/replication_dn_password]
[-v]

Arguments for remtool -pchgmaster

The tool will prompt you for the host names and port numbers of the retiring supplier
and the new supplier.

-bind replica_hostname:port_numberireplication_dn_password

The connection string used to bind to the consumer whose supplier you wish to
change. If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connection string is composed of the following elements:

»  The host name of the Oracle Internet Directory server hosting the consumer
replica

s The LDAP listening port of the Oracle Internet Directory server hosting the
consumer replica

s The current password for the replication DN

Tasks and Examples for remtool -pchgmaster
Using the pchgmaster operation, you can perform the following tasks:
= Breaking a Supplier Agreement and Creating a New Supplier Agreement for a

Consumer

Breaking a Supplier Agreement and Creating a New Supplier Agreement for a Consumer In this
example, the supplier of directory server 1dap: //my_host:3060 is changed from
directory server 1dap: //my_host:3040 to directory server
ldap://my_host:3080.

Example:
remtool -pchgmaster -v -bind my_host:3060/o0ds

The results are:

Directory Replication Group (DRG) details :

sl Replicaid Directory Information Supplier Information  Repl.
No. Type
001 my_host_rid2 my_host:3060 my_host_ridl RW
002 my_host_rid3 my_host:3080 my_host_ridl RW
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003 my_host_ridl my_host:3040 my_host_rid3 RW
my_host_rid2

Enter replica ID of the retiring supplier my_host_ridl
Enter hostname of the new supplier : my_host
Enter port number of the new supplier : 3080

Enter replication DN password of the new supplier :

* WARNING *: Moving my_host_ridl to be consumer of my host_rid3 might cause
discrepancy in data.

Do you want to continue? [y/n]: vy

ldap://my_host:3060 [my host_rid2] : Modifying entry

orclagreementid=000003, orclreplicaid=my_host_ridl,cn=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Modifying entry

orclagreementid=000003,orclreplicaid=my_host_ridl,cn=replication configuration...

ldap://my_host:3060 [my_host_rid2] : Adding entry
orclreplicaid=my_host_rid3,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Adding entry cn=replication
dn,orclreplicaid=my_host_rid3,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Deleting entry

orclagreementid=000003,orclreplicaid=my_host_ridl,cn=replication configuration...

ldap://my_host:3080 [my_host_rid3] : Adding entry
orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Adding entry cn=replication
dn,orclreplicaid=my_host_rid2,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Adding entry

orclagreementid=000004,orclreplicaid=my_host_rid3,cn=replication configuration...

ldap://my_host:3080 [my_host_rid3] : Adding entry cn=replication
namecontext, orclagreementid=000004, orclreplicaid=my_host_rid3,cn=replication
configuration...

ldap://my_host:3080 [my_host_rid3] : Adding entry
cn=includednamingcontext000002, cn=replication

namecontext, orclagreementid=000004, orclreplicaid=my_host_rid3,cn=replication
configuration...

ldap://my_host:3080 [my_host_rid3] : Adding entry
cn=includednamingcontext000001, cn=replication

namecontext, orclagreementid=000004, orclreplicaid=my_host_rid3,cn=replication
configuration...

ldap://my_host:3080 [my_host_rid3] : Modifying entry ...

ldap://my_host:3040 [my_host_ridl] : Deleting entry

orclagreementid=000003, orclreplicaid=my_host_ridl,cn=replication configuration...

S1 Replicaid Directory Information  Supplier Information Repl.
No Type
001 my_host_rid2 my_host:3060 my_host_rid3 RW
002 my_host_rid3 my_host:3080 my_host_ridl RW

my_host_rid2

003 my_host_ridl my_host:3040 my_host_rid3 RW
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Change master of my_host_rid2 to my_host_rid3 successfully.

The remtool -pchgpwd Operation
This pchgpwd operation changes the replication DN password for an Oracle Internet

Directory server. The password is changed in both the directory and in wallet.

If the replica is taking part in replication, then password will be changed in other
replicas for the local replica’s replication DN. Note that, unlike Advanced Replication,
the replication DN password for each replica can be different.

The operation must be run on the host of the Oracle Internet Directory server whose
password you are changing in order to update the wallet password at the same time.
You can also update the wallet password separately using "The remtool -pchgwalpwd
Operation" on page 5-50.

Syntax for remtool -pchgpwd
remtool -pchgpwd [-bind oid_hostname: ldap_port/replication_dn_password] [-v]

Arguments for remtool -pchgpwd

In addition to the arguments specified on the command-line, the tool will also prompt
you for the new replication DN password for the host specified in the bind connection
string.

-bind supplier_hostname:ldap_port/replication_dn_password

The connection string used to bind to the Oracle Internet Directory server whose
password you want to change. You must run this operation on that host in order to
update the wallet password as well. If you do not supply the argument on the
command-line, the tool will prompt you for the information. The connect string is
composed of three elements:

= The host name of the Oracle Internet Directory server.
s The LDAP listening port of the Oracle Internet Directory server.

s The current password for the replication DN.

Tasks and Examples for remtool -pchgpwd
Using the pchgpwd operation you can perform the following tasks:

= Changing the Replication DN Password Used for LDAP-Based Replication
Changing the Replication DN Password Used for LDAP-Based Replication In this example, the

replication DN password of the Oracle Internet Directory server
ldap://my_host:3040/0ds is changed.

Example:
remtool -pchgpwd -v -bind my_host:3040/0ds

The results are:

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information Supplier Information Repl.
No. Type
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001 my_host_ridl my_host:3040 - RW

002 my_host_rid3 my_host:3080 my_host_ridl RO

Replication DN password of ldap://my_host:3040 (my_host_rem) associated with
database ‘rid’ will be changed.
Do you want to continue? [y/n] : vy

Enter new password of replication DN
Reenter new password of replication DN

ldap://my_host:3040 [my_host_ridl] : Modifying entry cn=replication
dn,orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Modifying entry cn=replication
dn,orclreplicaid=my_host_rem,cn=replication configuration...

The remtool -pchgwalpwd Operation

The pchgwalpwd operation is used to change the replication DN password only in the
wallet of an Oracle Internet Directory server. It sets the wallet password to the same
replication DN password stored in the Oracle Internet Directory repository for the host
specified in the bind connection string.

Syntax for remtool -pchgwalpwd
remtool -pchgwalpwd [-bind oid _hostname:ldap port/replication_dn_password] [-v]

Arguments for remtool -pchgwalpwd

-bind supplier_hostname:ldap_portireplication_dn_password

The connection string used to bind to the Oracle Internet Directory server whose
wallet password you want to change. If you do not supply the argument on the
command-line, the tool will prompt you for the information. The connect string is
composed of three elements:

s The host name of the Oracle Internet Directory server.
s The LDAP listening port of the Oracle Internet Directory server.

»  The current password for the replication DN.

Tasks and Examples for remtool -pchgwalpwd
Using the pchgwalpwd operation you can perform the following task:

s Changing the Replication DN Password in the Oracle Internet Directory Wallet
Changing the Replication DN Password in the Oracle Internet Directory Wallet In this example,

the replication DN password for Oracle Internet Directory server
ldap://my_host:3040 is set in wallet to match the password in the repository.

Example:
remtool -pchgwalpwd -v -bind my_host:3040/ods
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The results are:

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information Supplier Information Repl.
No. Type
001 my_host_ridl my_host:3040 -- RW
002 my_host_rid3 my_host:3080 my_host_ridl RO

Replication DN password of ldap://my_host:3040 (my_host_ridl) associated with
database ‘rid’ will be set in wallet.
Do you want to continue? [y/n] : vy

The remtool -pcleanup Operation

The pcleanup operation is used to clean up an LDAP-based directory replication
group (DRG) setup. It will clean up a replica which has incomplete or flawed
LDAP-based DRG setup. It will only clean up the replica identified by the bind
connection string.

If replication configuration information is corrupted, or the replication DN entry is not
available, then the tool will prompt for the Oracle Internet Directory super user DN
and password.

This operation only cleans up LDAP-based DRG setup. For clean up of an Oracle
Database Advanced Replication-based DRG setup, see "The remtool -asrcleanup
Operation" on page 5-26.

Syntax for remtool -pcleanup

remtool -pcleanup [-bind oid_hostname:ldap port/replication_dn password] [-agrmt]
[-v]

Arguments for remtool -pcleanup

-bind supplier_hostname:idap_port/replication_dn_password

The connection string used to bind to the Oracle Internet Directory server whose DRG
configuration you want to clean. If you do not supply the argument on the
command-line, the tool will prompt you for the information. The connect string is
composed of three elements:

= The host name of the Oracle Internet Directory server.
s The LDAP listening port of the Oracle Internet Directory server.

s The current password for the replication DN.
-agrmt

Optional. Use this option to clean specific LDAP agreements associated with an LDAP
node.
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Tasks and Examples for remtool -pcleanup
Using the pcleanup operation you can perform the following tasks:

s Cleaning Up an Incomplete or Flawed LDAP-based DRG Setup
s Cleaning Up Specific LDAP Agreements
Cleaning Up an Incomplete or Flawed LDAP-based DRG Setup In this example, the tool cleans

up the replication setup of a DRG that has three replicas taking part in LDAP based
replication.

Example:
remtool -pcleanup -v -bind my host:3040/ods

The results are:

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information Supplier Information Repl.
No. Type
001 my_host_ridl my host:3040 - R
002 my_host_rid3 my_host:3080 my_host_ridl RO
003 my_host_rid2 my_host:3060 my_host_ridl RO

DRG identified by replica ldap://my_host:3040 (my_host_ridl) will be cleaned up.
Do you want to continue? [y/n] : vy

ldap://my_host:3040 [my_host_ridl] : Modifying entry
orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Modifying entry ...
ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclagreementid=000002, orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclagreementid=000003, orclreplicaid=my_host_rem, cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclreplicaid=my_host_rem3,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Modifying entry
orclreplicaid=my_host_rem3,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Modifying entry ...
ldap://my_host:3080 [my_host_rid3] : Modifying entry ...
ldap://my_host:3080 [my_host_rid3] : Deleting entry
orclreplicaid=my_host_rem,cn=replication configuration...
ldap://my_host:3080 [my_host_rid3] : Deleting entry
orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Modifying entry
orclreplicaid=my_host_rem2,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Modifying entry ...
ldap://my_host:3060 [my_host_rid2] : Modifying entry ...
ldap://my_host:3060 [my_host_rid2] : Deleting entry
orclreplicaid=my_host_rem3,cn=replication configuration...
ldap://my_host:3060 [my_host_rid2] : Deleting entry cn=replication
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dn,orclreplicaid=my_host_rem3,cn=replication configuration...

Cleaning Up Specific LDAP Agreements In this example, the agreement between directory
servers 1dap://my_host:3040 and 1dap://my_host:3060 is cleaned up. The
agreement between directory servers 1dap: //my_host:3040 and
ldap://my_host:3080 is also cleaned up.

Example:
remtool -pcleanup -v -agrmt -bind my_host:3040/ods

Directory Replication Group (DRG) details :

S1 Replicaid Directory Information Supplier Information Repl.
No. Type
001 my_host_ridl my_host:3040 my_host_rid2 RW

my_host_rid3
002 my_host_rid3 my_host:3080 my_host_ridl RW

003 my_host_rid2 my_host:3060 my_host_ridl RW

Enter replica ID of replica(s) for which its(their) agreement(s) with replica
ldap://my_host:3040 (my_host_ridl) will be cleaned up.
Enter replica ID [Enter "e" to end selection] : my_host_rid2

Enter replica ID [Enter "e" to end selection] : my host_rid3

Enter replica ID [Enter "e" to end selection] : e

Agreement (s) with the following replica(s) would be cleaned up:
0. my_host_rid2
1. my_host_rid3

Do you want to continue? [y/n] : vy

Successfully cleaned up agreement between my host_ridl and my_host_rid2.
Successfully cleaned up agreement between my host_ridl and my_host_rid3.

The remtool -pdelnode Operation

The pdelnode operation deletes an LDAP-based replica or partial replica from a
directory replication group (DRG). To delete an Advanced Replication-based replica,
used the "The remtool -delnode Operation" on page 5-37.

Syntax for remtool -pdelnode

remtool -pdelnode [-bind hostname:ldap_port/replication_dn_password] [-v]
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Arguments for remtool -pdelnode
In addition to the arguments specified on the command-line, the tool will prompt you
for the following information:

s Thereplica ID of the replica to be deleted - The replica ID of the LDAP-based
replica you want to delete.

-bind hostname:Ildap_portireplication_dn_password

The connection string used to bind to the LDAP directory server of an LDAP-based
replication node of a DRG. If you do not supply the argument on the command-line,
the tool will prompt you for the information. The connect string is composed of three
elements:

= The host name of an LDAP-based replica node.
s The LDAP listening port.
s The password for the replication DN.

Tasks and Examples for remtool -pdelnode
Using the pdelnode operation you can perform the following tasks:

s Deleting a Read-Only Replica from a DRG

Deleting a Read-Only Replica from a DRG In this example, replica
ldap://my_host:3080 is removed from the DRG. This DRG consists of three
replicas: ldap://my_host:3040, 1dap://my_host:3060, and
ldap://my_host:3080, of which 1dap://my_host:3040 and
ldap://my_host:3060 uses Advanced Replication and 1dap:my_host:3040 and
ldap://my_host:3080 uses LDAP-based replication. To delete replica
ldap://my_host:3080, user has to give bind details of either
ldap://my_host:3040 or 1dap://my_host:3080.

Example:
remtool -pdelnode -v -bind my_host:3040/o0ds

Sl Replicaid Directory Information Supplier Information Repl.
No. Type
001 myhostridl  my host:3040 my host rid2 R
002 my_host_rid2 - my_host_ridl RW
003 my_host_rid3 my_host:3080 my_host_ridl RO

Enter replicaid of the replica to be deleted : my host_rid3

ldap://my_host:3040 [my_host_ridl] : Modifying entry ...

ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclagreementid=000002,orclreplicaid=my_host_ridl,cn=replication configuration...
ldap://my_host:3040 [my_host_ridl] : Deleting entry
orclreplicaid=my_host_rem3,cn=replication configuration...

ldap://my_host:3080 [my_host_rid3] : Modifying entry
orclreplicaid=my_host_rem3,cn=replication configuration...
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ldap://my_host:3080 [my_host_rid3] : Modifying entry ...
ldap://my_host:3080 [my_host_rid3] : Deleting entry
orclreplicaid=my_host_rem,cn=replication configuration...

S1 Replicaid Directory Information Supplier Information Repl
No. Type
001 my_host_ridl my_host:3040 my_host_rid2 RW
002 my_host_rid2 -- my_host_ridl RW

The remtool -pdispgstat Operation

The pdispgstat operation displays the queue statistics for a directory replication
group (DRG) that uses LDAP-based replication. This operation cannot be used for
DRGs that use ASR-based (advanced) replication. If a DRG uses both ASR and
LDAP-based replication, the pdispgstat operation displays queue statistics for
nodes that use LDAP-based replication only.

Note: The dispgstat operation is used to display the queue
statistics for a DRG that uses ASR-based replication.

See Also: "The remtool -dispgstat Operation" for more details on
displaying the queue statistics for a DRG that uses ASR-based
replication

Syntax for remtool -pdispqstat
remtool -pdispgstat [-bind hostname:ldap_port/replication_dn_password] [-v]

Arguments for remtool -pdispgstat

-bind hostname:Idap_port/replication_dn_password

Required. The connection string used to bind to an LDAP-based replication node. The
connection string is composed of three elements:

»  The host name of the LDAP-based replication node.
s The LDAP listening port for the node.
s The password for the replication DN.

Tasks and Examples for remtool -pdispqgstat
Using the pdispgstat operation, you can perform the following tasks:

= Display queue statistics for LDAP-based replicas
Display queue statistics for LDAP-based replicas In this example, queue statistics for a

DRG consisting of directory servers 1dap: //my_host:3040 and
ldap://my_host:3060 are displayed.
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Example:
remtool -pdispgstat -v -bind my_host:3040/o0ds

Directory Replication Group (DRG) details :

sl Replicaid Directory Information Supplier Information  Repl.
No. Type
001 my_host_ridl my_host:3040 my_host_rid2 RW
002 my_host_rid2 my_host:3060 my_host_ridl RW

Supplier Consumer PROTO New Retry Purge HIQ LA Chg# Logs TBP LT Chg#
my_host_rid2 my_host_ridl LDAP 0 0 1 2 2001 0 2001
my_host_ridl my_host_rid2 LDAP 0 0 2 3 2082 3 70335
Legends:

New : No. of new change logs

Retry : No. of change logs in retry queue

Purge : No. of change logs in purge queue

HIQ : No. of change logs in Human Intervention Queue (HIQ)

LA Chg # : Last applied change log no.
Logs TBP : Logs to be transported.
LT Chg # : Last transported change log no.

The remtool -pilotreplica Operation

The pilotreplica operation begins or ends pilot mode for a replica.

Syntax for remtool -pilotreplica

remtool -pilotreplica {begin|end} -bind hostname: ldap_port/replication_dn_password
[-bkup file name]

Arguments for remtool -pilotreplica

begin | end
Required. Begin or end pilot mode.

-bind hostname:Idap_port/replication_dn_password

Required. The connection string used to bind to the LDAP-based replica for which to
begin or end pilot mode. The connect string is composed of three elements:

s The host name of an LDAP-based pilot replica.
s The LDAP listening port of the pilot replica.
s The password for the replication DN.

-bkup file_name

Name of backup file in which entries modified after pilot mode is started are to be
stored in LDIF format.

Tasks and Examples for remtool -pilotreplica
Using the pilotreplica operation you can perform the following tasks:
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= Beginning Pilot Mode for a Replica
»  Ending Pilot Mode for a Replica

Beginning Pilot Mode for a Replica

Example:

remtool -pilotreplica begin -bind myhost:389/mypassword -bkup
/home/myfiles/pilot.ldif

Ending Pilot Mode for a Replica

Example:
remtool -pilotreplica end -bind myhost:389/mypassword

The remtool -presetpwd Operation

This presetpwd operation resets the replication DN password for the given Oracle
Internet Directory server in both the directory repository and wallet. It will not reset
the passwords for any other directories of the directory replication group (DRG) of
which this directory is a member.

You will need the Oracle Internet Directory super user DN and password to reset the
replication DN password.

Syntax for remtool -presetpwd

remtool -presetpwd -bind hostname:ldap_port/replication_dn_password [-V]

Arguments for remtool -presetpwd

In addition to the arguments supplied on the command-line, the tool will prompt you
for the following information:

»  The super user DN, for example cn=orcladmin.
»  The super user password.

»  The new replication DN password.

-bind hostname:Ildap_portireplication_dn_password

Required. The connection string used to bind to the Oracle Internet Directory server
for which to reset the replication DN password. The connect string is composed of
three elements:

»  The host name of the Oracle Internet Directory server.
s The LDAP listening port of the Oracle Internet Directory server.

s The current password for the replication DN.

Tasks and Examples for remtool -presetpwd
Using the presetpwd operation you can perform the following tasks:

= Resetting the Replication DN Password for a Single Directory

Resetting the Replication DN Password for a Single Directory In this example, the replication
DN password is reset for replica my_host:3040.
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Example:
remtool -presetpwdd -v -bind my_host:3040/ods

The results are:

Enter superuser DN : cn=orcladmin

Enter superuser password

Replication DN password of ldap://my_host:3040 (my_host_rem) associated with
database ‘ridl’ will be reset.
Do you want to continue? [y/n] : vy

Enter new password of replication DN
Reenter new password of replication DN

ldap://my_host:3040 [my_host_ridl] : Modifying entry cn=replication
dn,orclreplicaid=my_host_ridl,cn=replication configuration...

The remtool -pverify Operation

The pverify operation verifies the replication configuration for a directory
replication group (DRG) that uses LDAP-based replication. This operation cannot be
used for a DRG that uses ASR based replication. If a DRG uses both ASR and
LDAP-based replication, then this option verifies the replication configuration
between nodes that use LDAP-based replication only.

The pverify operation has the following usage rules:

= This option only verifies agreements that involve the node specified in the
command argument.

s The REMTOOL_VERIFY_LOG.rpt report contains the verification results.

Syntax for remtool -pverify

remtool -pverify [-bind hostname:ldap_port_number/replication_dn_password]
[-higmax higmax] [-tbtmax tbtmax] [-V]

Arguments for remtool -pverify

-bind hostname:ldap_port_numberireplication_dn_password

Required. The connection string used to bind to an LDAP-based replication node. The
connection string is composed of three elements:

s The host name of the LDAP-based replication node.
s The LDAP listening port for the node.
s The password for the replication DN.

-higmax higmax

The maximum number of change logs in the Human Intervention Queue (HIQ) after
which warnings are generated.
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-tbtmax tbtmax

The maximum number of logs to be transported (tbt) after which warnings are
generated.

Tasks and Examples for remtool -pverify
Use the pverify operation to perform the following tasks:

= Verify Replication Configuration for an LDAP-Based DRG

Verify Replication Configuration for an LDAP-Based DRG In this example, the replication
configuration for a DRG comprising of directory servers 1dap: //my_host:3040,
ldap://my_host:3060,and ldap://my_host:3080 is verified.

Example
remtool -pverify -v -bind my_host:3040/0ds

Node ID: my_host_ridl
Test Category: Connection
Test Against: my_host_ridl
Test: Wallet
Check: Corruption passed
Check: Authentication passed
Check: Replicationdn passed

Test Against: my_host_rid2
Test: URL
Check: Format (Primary) passed
Check: Format (Secondary) passed

Test Against: my_host_rid3
Test: URL
Check: Format (Primary) passed
Check: Format (Secondary) passed

Test Against: my_host_ridl
Test: URL
Check: Format (Primary) passed
Check: Format (Secondary) passed

Test Category: Agreements
Test Against: Agrmt 000002
Test: orclreplicadn
Check: Validity passed
Check: Match agreement type passed

Test: agreement DN
Check: Format passed

Test Against: Agrmt 000002 with my_host_rid2
Test: lastAppliedChangeNumber (my_host_rid2 to my_host_ridl)
Check: Format (transport) passed
Check: Logs TBP passed
Check: Format (apply) passed
Check: HIQ passed

Test: Filtering (my_host_rid2 to my_host_ridl)

Check: Format passed
Check: Configuration passed
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Test Against: Agrmt 000002 with my_host_rid2
Test: Connection
Check: Authentication passed

Test: Replica Pair
Check: Validity passed
Check: Consistency passed

Test: orclreplicationid
Check: Availability passed

Test: Replication Protocol
Check: Availability passed

Test: lastAppliedChangeNumber (my_host_ridl to my_host_rid2)
Check: Format (transport) passed
Check: Logs TBP passed
Check: Format (apply) passed
Check: HIQ passed

Test: Filtering (my_host_ridl to my_host_rid2)
Check: Format passed
Check: Configuration passed

Test Against: Agrmt 000003
Test: orclreplicadn
Check: Validity passed
Check: Match agreement type passed

Test: agreement DN
Check: Format passed

Test Against: Agrmt 000003 with my_host_rid3
Test: lastAppliedChangeNumber (my_host_rid3 to my_host_ridl)
Check: Format (transport) passed
Check: Logs TBP passed
Check: Format (apply) passed
Check: HIQ passed

Test: Filtering (my_host_rid3 to my_host_ridl)
Check: Format passed
Check: Configuration failed

Test Against: Agrmt 000003 with my_host_rid3
Test: Connection
Check: Authentication passed

Test: Replica Pair
Check: Validity passed

Check: Consistency passed

Test: orclreplicationid
Check: Availability passed

Test: Replication Protocol
Check: Availability passed

Test: lastAppliedChangeNumber (my_host_ridl to my_host_rid3)
Check: Format (transport) passed
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Check: Logs TBP passed
Check: Format (apply) passed
Check: HIQ passed

Test: Filtering (my_host_ridl to my_host_rid3)
Check: Format passed
Check: Configuration failed

Verify replication configuration for my_host_ridl successfully.
Refer to REMTOOL_VERIFY_LOG.rpt for details.

2 checks failed.

The remtool -resumeasr Operation

The resumeasr operation resumes replication activity for an Oracle Database
Advanced Replication-based directory replication group (DRG) that was previously
suspended using the "The remtool -suspendasr Operation" on page 5-62.

Syntax for remtool -resumeasr

remtool -resumeasr [-connect repl_admin_name/password@net_service _name] [-v]
Arguments for remtool -resumeasr

-connect repl_admin_name/password @net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

s The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -resumeasr
Using the resumeasr operation you can perform the following tasks:

= Resuming Replication Activity for an Advanced Replication-based DRG

Resuming Replication Activity for an Advanced Replication-based DRG In this example,
replication activity of DRG consisting of MY_HOST1.MY_COMPANY .COM and
MY HOST2.MY_ COMPANY.COM is resumed.

Example:

remtool -resumeasr -v -conn repadmin/repadmin@MY_HOST1.MY_COMPANY .COM
The results are:

MY_HOST1.MY_ COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :

Oracle Internet Directory Replication Management Tools 5-61



remtool

Instance Host Name Global Name Version Replicaid Site
Name Type
ridl my_host MY_HOST1.MY_COMPANY.COM OID 9.0.4.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 9.0.4.0.0 my_host_rid2 RMS

Altering replication status...

MY_HOST1.MY_COMPANY.COM : Resuming replication activity...

The remtool -suspendasr Operation

The suspendasr operation suspends Oracle Database Advanced Replication activity
for a directory replication group (DRG) that uses it for replication. While Advanced
Replication activity is suspended, replication will not take place.

Syntax for remtool -suspendasr

remtool -suspendasr [-connect repl_admin_name/password@net_service name] [-v]

Arguments for remtool -suspendasr

-connect repl_admin_name/password@net_service_name

The connection string for the master definition site (MDS) or the Remote Master Site
(RMS). If you do not supply the argument on the command-line, the tool will prompt
you for the information. The connect string is composed of three elements:

= The name of the replication administrator.
s The password for the replication administrator.

s The net service name of the MDS or RMS. If you have a tnsnames . ora file
configured, then this is the net service name specified in that file, which is located
in SORACLE_HOME/network/admin.

Tasks and Examples for remtool -suspendasr
Using the suspendasr operation you can perform the following tasks:

= Suspending Replication Activity for an Advanced Replication-based DRG
Suspending Replication Activity for an Advanced Replication-based DRG n this example,

replication activity of a DRG consisting of MY_HOST1 .MY_COMPANY . COM and
MY_HOST2 .MY_COMPANY . COM is suspended.

Example:
remtool -suspendasr -v -conn repadmin/repadmin@my_hostl.my_ company.com
The results are:

MY_HOST1.MY_ COMPANY.COM is Master Definition Site (MDS). Connected to MDS.
MY_HOST2.MY_COMPANY.COM is Remote Master Site (RMS). Connected to RMS.
Directory Replication Group (DRG) details :
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Instance Host Name Global Name Version Replicaid Site
Name Type
rid my_host MY_HOST1.MY_COMPANY.COM OID 10.1.2.0.0 my_host_ridl MDS
rid2 my_host MY_HOST2.MY_COMPANY.COM OID 10.1.2.0.0 my_host_rid2 RMS

Altering replication status...

MY_HOST1.MY_COMPANY.COM : Quiescing replication activity...

Related Command-Line Tools for remtool
= See "oidctl" on page 2-8
= See "opmnctl" on page 2-18
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6

Oracle Directory Integration Platform Tools

This chapter describes the following command-line tools used to administer Oracle
Directory Integration Platform:

dipassistant

dipassistant (Directory Integration Platform Assistant)
odisrvreg (Oracle Directory Integration Platform Server Registration)
oidprovtool (Provisioning Registration Tool)

schemasync (Schema Synchronization Tool)

The Directory Integration Platform Assistant (dipassistant) is a command-line tool
for administering the Oracle Directory Integration Platform server.

Syntax for dipassistant

dipassistant {operation | -gui} [-help]

Arguments for dipassistant

operation

The name of the operation to perform using dipassistant. See the appropriate
operation documentation for operation specific syntax, arguments, and usage. The
following operations are available:

bootstrap (bs) - Performs the initial migration of data between a connected
directory and Oracle Internet Directory. See "The dipassistant bootstrap
Operation" on page 6-2 for more information about this operation.

bulkprov (bp) - Creates user entries and provisions or de-provisions them to
applications in bulk. See "The dipassistant bulkprov Operation" on page 6-7 for
more information about this operation.

chgpasswd (cpw) - Changes the password for the dipadmin account. See "The
dipassistant chgpasswd Operation" on page 6-9 for more information about this
operation.

createprofile (cp) - Creates a new synchronization profile from. See "The
dipassistant createprofile Operation" on page 6-10 for more information about this
operation.
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= createprofilelike (cpl) - Creates a new synchronization profile by using an existing
profile as a template. See "The dipassistant createprofilelike Operation” on
page 6-13 for more information about this operation.

s deleteprofile (dp) - Deletes a synchronization profile. See "The dipassistant
deleteprofile Operation" on page 6-14 for more information about this operation.

= expressconfig (ec) - Performs an express configuration of the third-party directory
connector. See "The dipassistant expressconfig Operation" on page 6-15 for more
information about this operation.

» listprofiles (Ip) - Shows a list of all synchronization profile names in Oracle
Internet Directory. See "The dipassistant listprofiles Operation" on page 6-16 for
more information about this operation.

= loaddata (Id) - See "The dipassistant loaddata Operation" on page 6-17 for more
information about this operation.

= modifyprofile (mp) - Modifies an existing synchronization profile. See "The
dipassistant modifyprofile Operation” on page 6-21 for more information about
this operation.

= reassociate (rs) - Moves and reassociates directory integration profiles from one
Oracle Internet Directory server to another. See "The dipassistant reassociate
Operation" on page 6-22 for more information about this operation.

= showprofile (sp) - See "The dipassistant showprofile Operation" on page 6-24 for
more information about this operation.

s wpasswd (wp) - See "The dipassistant wpasswd Operation" on page 6-25 for more
information about this operation.

s extauth (ea) - Configures external authentication plug-in for the connected
directory. See "The dipassistant extauth Operation” on page 6-26 for more
information about this operation.

-gui

Launches the Oracle Directory Integration Platform Server Administration Tool, which
is a graphical user interface that enables you to perform the same operations as
dipassistant. See the Oracle Identity Management Integration Guide for more
information about the Oracle Directory Integration Platform Server Administration
Tool.

-help
Displays the command-line help for the dipassistant tool. To see a list of all
operations, type:

dipassistant -help

To see the arguments and syntax for a particular operation, type:

dipassistant operation name -help

The dipassistant bootstrap Operation

The bootstrap (bs) operation performs the initial migration of data between a
connected directory and Oracle Internet Directory.

Syntax for dipassistant bootstrap

dipassistant bootstrap {-profile profile name [-h oid hostname] [-p port] [-U
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ssl_mode] [-D "bindDN"] [-w password] [-log log file] [-logseverity 1-15] [-trace
trace_file] [-tracelevel level] [-loadparallelism number_threads] [-loadretry
retry_count]} | {-f config file}

Arguments for dipassistant bootstrap

-profile profile_name

Either - f or -profile is required. The name of the synchronization profile to use
when performing the bootstrap operation. If you do not provide a synchronization
profile, you can provide the name of a configuration file instead. If a profile is
provided, then the following optional arguments may be supplied on the
command-line.

-h oid_hostname
Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL modes are as follows:

s 1-SSL mode with no authentication

= 2-SSL mode with server-only authentication

s 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=odi, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-log log_file
Optional. The path and file name of the log file. The default is
ORACLE_HOME/ldap/odi/bootstrap.log.

-logseverity
Optional. A number between 1 and 15 that corresponds to the level of events that
should be logged. The levels are as follows.

= 1-INFO

= 2-WARNING
= 4-DEBUG

= 8-ERROR

To specify multiple levels, add the numbers together. For example, the default log
severity is 9, INFO and ERROR (1+8=9).
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-trace trace_file

Optional. The full path and file name of the trace logging file. The default location is
ORACLE_HOME/ldap/odi/log/bootstrap. trc. If the file exists it will be
overwritten.

-tracelevel level

Optional. The number that corresponds to the level of information to write to the trace
logging file. To specify multiple levels, add the numbers together. The default trace
level is 3 (1+2=3).

= 1-Starting and stopping of threads

= 2 - Refreshing of profiles

s 4 -Initialization, execution, and end

s details of connectors

= 8- Details during connector execution
s 16 - Change record of the connector

= 32 - Mapping details of the connector

s 64 - Execution time details of the connector

-loadparallelism number_threads

Optional. The number of concurrent threads for loading data into Oracle Internet
Directory. The default is 5.

-loadretry retry_count

Optional. If the loading of an entry fails, the number of times to retry to load the entry
before the entry is marked as a bad entry. The default is 5.

-f config_file

Either - £ or -profile is required. The full path and file name of a configuration file
containing the properties described in "Configuration File Properties for dipassistant
bootstrap" on page 6-4. If you do not provide a configuration file, you can provide the
name of a synchronization profile instead.

Configuration File Properties for dipassistant bootstrap

odip.bootstrap.srctype
Required. The source of the bootstrap data. Valid values are LDAP or LDIF.

odip.bootstrap.desttype
Required. The destination for the bootstrap data. Valid values are LDAP or LDIF.

odip.bootstrap.srcurl

Required. For LDAP, the host_name: port of the directory server that is the source of
the bootstrap data. For LDIF, the absolute path of the file that contains the bootstrap
source data.
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odip.bootstrap.desturl

Required. For LDAP, the host_name: port of the directory server that is the
destination for the bootstrap data. For LDIF, the absolute path of the destination LDIF
file.

odip.bootstrap.srcssimode

Optional. Set to TRUE to require SSL-based authentication to the to connect to the
source of the bootstrapping data. The default is FALSE (SSL not used).

odip.bootstrap.destssimode

Optional. Set to TRUE to require SSL-based authentication to the to connect to the
destination for the bootstrapping data. The default is FALSE (SSL not used).

odip.bootstrap.srcdn

Required for LDAP only. The source DN used to bind to the source directory. The
default is the DN of the Oracle Directory Integration Platform administrator, for
example "cn=dipadmin".

odip.bootstrap.destdn

Required for LDAP only. The destination DN used to bind to the destination directory.
The default is the DN of the Oracle Directory Integration Platform administrator, for
example "cn=dipadmin".

Note: If the source DN or the destination DN contains multibyte
character-set characters, then these need to be supplied in the UTF-16
format. For example:

odip.bootstrap.srcdn =
CN=nlstestl, ou=\u7F8E\u56FD\u5730\u533A,dc=1dm2003, dc=net

odip.bootstrap.srcpasswd

Optional. The password used to bind to the source directory. In the case of LDAP
binding, this is used as a security credential. Oracle Corporation recommends that you
not specify the password in this file.

odip.bootstrap.destpasswd

Optional. The password used to bind to the destination directory. In the case of LDAP
binding, this is used as a security credential. Oracle Corporation recommends that you
not specify the password in this file.

odip.bootstrap.mapfile
Optional. Location of the map file that contains the attribute and domain mappings.

odip.bootstrap.logfile

Optional. The path and file name of the log file. The default is
ORACLE_HOME/ldap/odi/bootstrap.log.

odip.bootstrap.logseverity

Optional. A number between 1 and 15 that corresponds to the level of events that
should be logged. The levels are as follows.

= 1-INFO
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= 2-WARNING
= 4-DEBUG
= 8-ERROR

To specify multiple levels, add the numbers together. For example, the default log
severity is 9, INFO and ERROR (1+8=9).

odip.bootstrap.loadparallelism

Optional. The number of concurrent threads for loading data into Oracle Internet
Directory. The default is 5.

odip.bootstrap.loadretry

Optional. If the loading of an entry fails, the number of times to retry to load the entry
before the entry is marked as a bad entry. The default is 5.

odip.bootstrap.trcfile

Optional. The full path and file name of the trace logging file. The default location is
ORACLE_HOME/1ldap/odi/log/bootstrap. trc. If the file exists it will be
overwritten.

odip.bootstrap.trclevel

Optional. The number that corresponds to the level of information to write to the trace
logging file. To specify multiple levels, add the numbers together. The default trace
level is 3 (1+2=3).

» 1-Starting and stopping of threads

= 2 - Refreshing of profiles

s 4 -Initialization, execution, and end

»  details of connectors

s 8- Details during connector execution
= 16 - Change record of the connector

= 32 - Mapping details of the connector

s 64 - Execution time details of the connector

odip.bootstrap.srcencode

Optional. The native character set encoding of the LDIF file. Defaults to the character
set of the user’s terminal. Each supported character set has a unique acronym, for
example, WEBMSWIN1252, JA16SJIS, or AL32UTF8. You should specify a character
set if the LDIF file:

= Was generated by a third-party directory utility.
= Contains Globalization Support data.

= Was processed on a different platform.

Tasks and Examples for dipassistant bootstrap
Using the bootstrap operation you can perform the following tasks:

= Bootstrapping a Directory Using a Synchronization Profile

= Bootstrapping a Directory Using a Configuration File
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Bootstrapping a Directory Using a Synchronization Profile The following example uses a
synchronization profile named iPlanetProfile to perform bootstrapping.

Example:

dipassistant bootstrap -profile iPlanetProfile -h myhost -port 3060 -D cn=dipadmin
-w welcomel

Bootstrapping a Directory Using a Configuration File The following example uses a
configuration file named bootstrap.cfg to perform bootstrapping. The
configuration file contains the properties described in "Configuration File Properties
for dipassistant bootstrap" on page 6-4.

Example:
dipassistant bootstrap -f bootstrap.cfg

The dipassistant bulkprov Operation

The bulkprov (bp) operation allows administrators to create user entries and
provision them in bulk to various applications, or to delete user entries and
de-provision them in bulk form various applications. You can also use this operation
to modify the attributes of user entries. This operation takes an LDIF file as input. See
Appendix A, "LDIF File Format" on page A-1 for more information about the proper
formatting of the input LDIF file.

For example, here is a sample user entry in LDIF format:

dn: cn=John Smith, cn=users, dc=us,dc=mycompany, dc=com
changetype: add

cn: John Smith

cn: John

sn: Smith

mail: jsmith@mycompany.com

uid: jsmith_us

orclisenabled: True

The bulkprov operation invoked with this input file would add the user entry and
provision it to the applications configured in the directory. If the configured
applications all have a default provisioning policy of PROVISIONING_REQUIRED,
then users will be created with this provisioning status by default for each of the
applications.

The bulkprov operation also invokes any configured plug-ins for the application.
These plug-ins can override the default provisioning policy by means of specifying
plug-ins, which determine the provisioning policy, perform data validations, and
assign defaults. If the application-specific attributes is maintained elsewhere, then you
can provide a plug-in to manage that application’s data.

You must ensure that the distinguished name (DN) for each user specified in the LDIF
file is a valid DN within the realm. DN validation is not performed automatically. If
the LDIF file specifies a DN outside of the realm and that does not fall in one of the
user search bases, then the new users will not be visible when you search for users in
the Oracle Internet Directory Provisioning Console or the Oracle Internet Directory
Self-Service Console.

To delete user entries and de-provision them from applications, you would supply an
LDIF file with user entries such as this:

dn: cn=John Smith, cn=users, dc=us, dc=mycompany, dc=com
changetype: delete
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Syntax for dipassistant bulkprov

dipassistant bulkprov -f 1dif_file [-h oid_hostname] [-p port] [-U ssl_mode] [-D
bindDN]
[-w password] [-realm realm name] [-E character_set]

Arguments for dipassistant bulkprov

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

= 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

s 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-realm realm_name

The realm in which the users are to be provisioned. If not specified, then the default
identity management realm specified in the Root Oracle Context will be used.

-E "character_set"

Optional. The native character set encoding. Defaults to the character set of the user’s
terminal. Each supported character set has a unique acronym, for example,
IS0-8859-1,JA16SJIS, or AL32UTF8

Tasks and Examples for dipassistant bulkprov
Using the dipassistant bulkprov operation you can perform the following tasks:

= Provisioning Users in Bulk

Provisioning Users in Bulk

Example:

dipassistant bulkprov -f users.ldif -h myhost.company.com -p 3040 -D
"cn=orcladmin" -w password -E IS0O-8859-1
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The dipassistant chgpasswd Operation

The chgpasswd (cpw) operation resets the password of the Oracle Directory
Integration Platform administrator (dipadmin) account. The default password for the
dipadmin account is same as ias_admin password chosen during installation. To
reset the password, you must provide the security credentials of the Oracle Internet
Directory administrator (orcladmin) account.

Syntax for dipassistant chgpasswd

dipassistant chgpasswd [-h oid_hostname] [-p port] [-U ssl_mode] [-D bindDn] [-w
password]

Arguments for dipassistant chgpasswd

In addition to the arguments provided on the command line, the tool will prompt you
for the new Oracle Directory Integration Platform administrator (dipadmin) account
password.

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ss/_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

= 1-SSL mode with no authentication
= 2-SSL mode with server-only authentication

s 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

Tasks and Examples for dipassistant chgpasswd

Using the dipassistant chgpasswd operation you can perform the following
tasks:

s Changing the Password for the Oracle Directory Integration Platform
Administrator

Changing the Password for the Oracle Directory Integration Platform Administrator

Example:
dipassistant chgpasswd -h myhost -p 3060 -D cn=orcladmin -w welcomel
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The Directory Integration Platform Assistant then prompts for the new password as
follows:

New Password:
Confirm Password:

The dipassistant createprofile Operation

The createprofile (cp) operation creates a new synchronization profile for
Oracle Internet Directory and an external directory.

Syntax for dipassistant createprofile

dipassistant createprofile [-h oid hostname] [-p port] [-U ssl_mode] [-D bindDN]
[-w password]
-f prop_file -configset configset_number

Arguments for dipassistant createprofile

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

s 1-SSL mode with no authentication

= 2-SSL mode with server-only authentication

» 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-f prop_file

Required. The full path and file name of the profile properties file containing the
properties described in "Configuration File Properties for dipassistant createprofile” on
page 6-11.

-configset configset number

Required. An integer greater than 0 that represents the configuration set with which to
associate the profile.
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Configuration File Properties for dipassistant createprofile

odip.profile.agentexecommand

In the case of a NON-LDAP interface, the command to produce the information in
LDIF format. This is stored in the orclODIPAgentExeCommand attribute of the profile
entry.

odip.profile.condiraccount

DN or user name used to connect to the third party directory. This is stored in the
orclODIPConDirAccessAccount attribute of the profile entry.

odip.profile.condirpassword

The password used to connect to the third party directory. This is stored in the
orclODIPConDirAccessPassword attribute of the profile entry.

odip.profile.condirfilter

Filter that needs to be applied to the changes read from the connected directory before
importing to Oracle Internet Directory. This is stored in the
orclODIPConDirMatchingFilter attribute of the profile entry.

odip.profile.condirurl

The hostname : port of the third party directory. This is stored in the
orclODIPConDirURL attribute of the profile entry.

odip.profile.configfile

Name of the file that contains the additional profile-specific information to be used for
execution.

odip.profile.configinfo

Contains additional profile-specific information to be used for execution. This is stored
in the orclODIPAgentConfigInfo attribute of the profile entry.

odip.profile.debuglevel

Specifies the debugging level. This is stored in the orclODIPProfileDebugLevel
attribute of the profile entry.

odip.profile.interface

The format used for data exchange—LDAP, LDIF, DB or TAGGED. LDAP is the
default. This is stored in the orclODIPProfileInterfaceType attribute of the profile entry.

odip.profile.lastchgnum

Last applied change number. In the case of an export profile this number refers to
Oracle Internet Directory’s last applied change number. However, in the case of the
import profile, this number refers to the last applied change number in the connected
directory. This is stored in the orclODIPConDirLastAppliedChgNum attribute of the
profile entry. You can use the 1dapsearch command to determine the last change
number in Oracle Internet Directory. For example:

ldapsearch -D cn=orcladmin -w welcomel -b "" -s base objectclass=*
lastchangenumber
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odip.profile.mapfile
Name of the file that contains the mapping rules. This is stored in the
orclODIPAttributeMappingRules attribute of the profile entry.

odip.profile.name

Name of the synchronization profile. This is stored in the orclODIPAgentName
attribute of the profile entry.

odip.profile.oidfilter

Filter that needs to be applied to the changes that are read from the Oracle Internet
Directory before exporting to the connected directory. This is stored in the
orclODIPOIDMatchingFilter attribute of the profile entry.

odip.profile.password

The password to access this profile. This is stored in the orclODIPAgentPassword
attribute of the profile entry.

odip.profile.retry

Maximum number of times the Oracle Directory Integration Platform server should
attempt to execute an entry. This is stored in the orclODIPSyncRetryCount attribute of
the profile entry. Default is 4.

odip.profile.schedinterval

Interval between successive executions of this profile by the integration server. If the
previous execution has not completed then the next execution will not resume until it
completes. This is stored in the orclODIPSchedulingInterval attribute of the profile
entry. Default is 1 minute.

odip.profile.status

Whether to ENABLE or DISABLE this profile. This is stored in the
orclODIPAgentControl attribute of the profile entry. The default is DISABLE.

odip.profile.syncmode

Direction of synchronization. When the changes are propagated from the third party to
Oracle Internet Directory, the synchronization mode is IMPORT. When the changes are
propagated to the third party directory, the synchronization mode is EXPORT. This is
is stored in the orclODIPSchedulingInterval attribute of the profile entry. Default is
IMPORT.

Tasks and Examples for dipassistant createprofile
Using the createprofile operation you can perform the following tasks:

s Creating a New Synchronization Profile
Creating a New Synchronization Profile The following example uses a configuration file

named import.profile to create a new profile and associate the new profile with
configuration set 1.

Example:

dipassistant createprofile -h myhost -p 3060 -D cn=dipadmin -w welcomel
-f import.profile -configset 1
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The dipassistant createprofilelike Operation

The createprofilelike (cpl) operation creates a new synchronization profile by
using an existing profile as a template.

Syntax for dipassistant createprofilelike

dipassistant createprofilelike [-h oid hostname] [-p port] [-U ssl_mode] [-D
bindDN]
[-w password] -profile orig profile name -newprofile new profile name

Arguments for dipassistant createprofilelike

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

m 3 -—SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group

(cn=dipadmingrp, cn=0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-profile orig_profile_name
Required. The name of the existing profile to be used as a template.

-newprofile new_profile_name
Required. The name of the new profile to be created.

Tasks and Examples for dipassistant createprofilelike
Using the createprofilelike operation you can perform the following tasks:

s Creating a New Synchronization Profile Using an Existing Profile as a Template
Creating a New Synchronization Profile Using an Existing Profile as a Template The following

example creates a new profile named iP1Import with values copied from a profile
named iPllmportTemplate.

Example:
dipassistant createprofilelike -h myhost -p 3060 -D cn=dipadmin -w welcomel

Oracle Directory Integration Platform Tools 6-13



dipassistant

-profile iPlImportTemplate -newProfile iPlImport

The dipassistant deleteprofile Operation

The deleteprofile (dp) operation deletes a synchronization profile from Oracle
Internet Directory.

Syntax for dipassistant deleteprofile

dipassistant deleteprofile -profile profile_name [-h oid _hostame] [-p port] [-U
ssl_mode] [-D bindDN] [-w password] [-configset configset_number]

Arguments for dipassistant deleteprofile

-profile profile_name
Required. The name of the profile to be deleted.

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ss/_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

= 1-SSL mode with no authentication
= 2-SSL mode with server-only authentication

» 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-configset configset_number

Optional. An integer greater than 0 that represents the configuration set associated
with the profile. Default is 1.

Tasks and Examples for dipassistant deleteprofile
Using the deleteprofile operation you can perform the following tasks:

s Deleting a Synchronization Profile

Deleting a Synchronization Profile The following example deletes the myprofile profile.
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Example:

dipassistant deleteprofile -profile myprofile -h myhost -p 3060 -D cn=dipadmin -w
welcomel -configset 1

The dipassistant expressconfig Operation

The expressconfig (ec) operation performs an express configuration of the
third-party directory connector. It performs all required configurations and also
creates two profiles, an import profile and an export profile. For more information
about configuring third-party directory connectors, see the Oracle Identity Management
Integration Guide.

Syntax for dipassistant expressconfig

dipassistant expressconfig [-h oid_hostname] [-p port] [-U ssl_mode] [-3rdpartyds
third party ds ] [-configset configset_number]

Arguments for dipassistant expressconfig

In addition to the arguments supplied on the command-line, the tool will prompt you
for the following information:

»  Oracle Internet Directory credentials. You must specify the DN and password of
the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

s Third-party directory connection details and credentials of a privileged user. You
need to specify whether the connection uses SSL mode. You are also prompted for
the DN of the subtree to be synchronized, except when the third-party directory is
Microsoft Active Directory.

If the third-party directory is Microsoft Active Directory, then the DN of the
subtree to be synchronized is automatically set to "cn=users,
default_naming_ context". To synchronize deletions, you must have the
necessary administrative privileges in Microsoft Active Directory, for example
administrator@mycompany . com if the host on which Microsoft Active
Directory is installed is myhost@mycompany . com.

= Name to identify the synchronization profiles to be created. For example, if you
specify the name abc, then the tool creates two profiles: abcImport and
abcExport.

= Appropriate ACLs on the cn=users container (Optional). You can choose to enable
users and groups to be managed by Oracle components under the cn=users
container. If you customize ACLs in this way, then the original ACLs are saved in
ORACLE_HOME/ldap/odi/archive/profile_name_prefix useracl.ldif

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.
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-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

m 3 -SSL mode with both client and server authentication

-3rdpartyds third_party ds

Optional. The third-party directory service to which you are connecting. If not
provided on the command-line, the tool will prompt you for this information. The
following values are supported:

m ActiveDirectory or AD
s SunJavaor iPlanet
m eDirectoryoredir

n OpenLDAP

Note: The preceding values are not case-sensitive

-configset configset_number

Optional. An integer greater than 0 that represents the configuration set associated
with the profile. Default is 1.

Tasks and Examples for dipassistant expressconfig

Using the dipassistant expressconfig operation you can perform the following
tasks:

s Performing an Express Configuration for Microsoft Active Directory

Performing an Express Configuration for Microsoft Active Directory

Example:

dipassistant expressconfig -h myoidhost.company.com -p 3040 -3rdpartyds
ActiveDirectory -configset 1

The dipassistant listprofiles Operation

The listprofiles (1lp) operation prints a list of all the synchronization profiles in
Oracle Internet Directory.

Syntax for dipassistant listprofiles

dipassistant listprofiles [-h oid hostname] [-p port] [-U ssl_mode] [-D bindDN]
[-w password] [-configset configset_number]

Arguments for dipassistant listprofiles
-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.
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-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode
Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet

Directory. The SSL. modes are as follows:
= 1-SSL mode with no authentication

= 2-SSL mode with server-only authentication

s 3 -SSL mode with both client and server authentication

-D "bindDN"
The DN of the super user, that is, cn=orcladmin, or any user that is a member of the

Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-configset configset_number

Optional. An integer greater than 0 that represents the configuration set associated
with the profile. Default is 1.

Tasks and Examples for dipassistant listprofiles
Using the 1istprofiles operation you can perform the following tasks:

= Showing a List of All Synchronization Profiles in Oracle Internet Directory

Showing a List of All Synchronization Profiles in Oracle Internet Directory The following
example prints a list of all the synchronization profiles in Oracle Internet Directory.

Example:
dipassistant listprofiles -h myhost -p 3060 -D cn=dipadmin -w welcomel

By default, the preceding command prints the following list of sample profiles created
during installation. However, your deployment of Oracle Internet Directory may
contain additional synchronization profiles.

IplanetExport
IplanetImport
ActiveImport
ActiveExport
LdifExport
LdifImport
TaggedExport
TaggedImport
OracleHRAgent
ActiveChgImp

The dipassistant loaddata Operation

The 1loaddata operation loads data from a CSV file into Oracle Internet Directory.
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Syntax for dipassistant loaddata

dipassistant loaddata -f properties_file | [-h oid_hostname] [-p port] [-U
ssl_mode] [-D bindDn] [-w password] [-c control_file] [-a application] [-g
groupDN] -data data_file [-map map_file] [-log log file] [-logseverity 1-15]
[-trace trace file] [-tracelevel levell

Arguments for dipassistant loaddata

-f properties_file

Required for loading data with a properties file. The full path and file name of a
properties file containing the properties described in "Configuration File Properties for
dipassistant loaddata" on page 6-19.

See the following sample properties file, which demonstrates how to load data from a
CSV file into Oracle Internet Directory:

SORACLE_HOME/1dap/odi/samples/csv21dp.properties

See the following sample properties file, which demonstrates how to load data from a
CSV file into Oracle Internet Directory and make the data available to Oracle Instant
Portal. In addition to creating new users in Oracle Internet Directory, the properties
file also adds each user to the group required by Oracle Instant Portal. If you need the
new users to be available in Oracle Instant Portal and you do not use the following
properties file, then you must manually add each user to the required Oracle Instant
Portal group.

SORACLE_HOME/1dap/odi/samples/load2o0ip.properties

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ss/_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

= 1-SSL mode with no authentication
= 2-SSL mode with server-only authentication

» 3 -SSL mode with both client and server authentication

-D "bindDN"

Optional. The DN of the super user, that is, cn=orcladmin, or any user that is a
member of the Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
Optional. The password used to bind to the directory.

-c control_file

Required for loading data from a data file. The full path and file name of a control file.
See "odip.bootstrap.srcctl" on page 6-20for more information.
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-a application

Optional. The name of an application that will use the loaded data. In Oracle Identity
Management 10g (10.1.4.0.1), the only valid value for this argument is portal, for
Oracle Instant Portal.

-g groupDN

Optional. The group DN of the application specified with the -a argument. In Oracle
Identity Management 10g (10.1.4.0.1), the only valid value for this argument is the
group DN for Oracle Instant Portal.

-data data_file

Required for loading data from a data file. The full path and file name of a CSV file
containing the data to load. See "odip.bootstrap.srcurl” on page 6-20 for more
information.

-map map_file
Required for loading data from a data file. The full path and file name of a mapping
file. See "odip.bootstrap.mapfile” on page 6-20 for more information.

-log log_file

Optional. The full path and file name of a log file. The default is
$ORACLE_HOME /1dap/odi/log/loaddata.trc.

-logseverity 1-15
Optional. A number between 1 and 15 that corresponds to the level of events that
should be logged. The levels are as follows.

= 1—INFO

= 2—WARNING
» 4—DEBUG

= 8—ERROR

To specify multiple levels, add the numbers together. For example, the default log
severity is 9, INFO and ERROR (1+8=5).

-trace trace file
Optional. The full path and file name of the trace logging file.

-tracelevel level

Optional. The number that corresponds to the level of information to write to the trace
logging file. To specify multiple levels, add the numbers together. The default trace
level is 3 (1+2=3).

Configuration File Properties for dipassistant loaddata

odip.bootstrap.srctype
Required. The source type of the data to be loaded. The only valid value for this
property is CSV.
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odip.bootstrap.dsttype

Required. The destination type of the data to be loaded. The only valid value for this
property is LDAP.

odip.bootstrap.srcurl
Required. The absolute path of the CSV file that contains the data to load into Oracle
Internet Directory. See the following sample data file:

$SORACLE_HOME/1ldap/odi/samples/csvsample.data

odip.bootstrap.srcctl
Required. The absolute path of the file containing source control information about
how the data is stored. See the following sample source control file:

SORACLE_HOME/1ldap/odi/samples/csvsample.ctl

odip.bootstrap.desturl

Required. The LDAP host_name: port of the directory server that is the destination
for the data.

odip.bootstrap.destdn

Required. The DN used to bind to the destination directory. The default is the DN of
the Oracle Directory Integration Platform administrator, for example
"cn=dipadmin".

odip.bootstrap.destpasswd

Required. The password used to bind to the destination directory. In the case of LDAP
binding, this is used as a security credential. Oracle Corporation recommends that you
remove the value assigned to this property from the properties file immediately after
loading data.

odip.bootstrap.mapfile

Required. The absolute path of the map file that contains the attribute and domain
mappings. See the following sample map file:

SORACLE_HOME/1dap/odi/samples/csvload.map.sample

odip.bootstrap.logfile

Optional. The path and file name of the log file. The default is
ORACLE_HOME/ldap/odi/loaddata.log.

odip.bootstrap.trcfile

Optional. The full path and file name of the trace logging file. The default location is
$SORACLE_HOME/ldap/odi/log/loaddata. trc. If the file exists it will be
overwritten.

Tasks and Examples for dipassistant loaddata
Using the 1oaddata operation you can perform the following task:

= Loading Data with a Properties File into Oracle Internet Directory

= Loading Data from a Data File into Oracle Internet Directory
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Loading Data with a Properties File into Oracle Internet Directory The following example uses
a properties file named loadcsv.properties toload a CSV file into Oracle Internet
Directory.

Example:

dipassistant loaddata -f loadcsv.properties

Loading Data from a Data File into Oracle Internet Directory The following example uses a
data file named loadcsv.data to load a CSV file into Oracle Internet Directory.

Example:

dipassistant loaddata -h myhost -p 3060 -D cd=dipadmin -w welcomel
-data loadcsv.data -c loadcsv.ctl -map loadcsv.map

The dipassistant modifyprofile Operation

The modifyprofile (mp) operation enables you to change certain properties of a
synchronization profile. You can specify a profile property to change on the
command-line, or you can supply a configuration file that lists the properties you want
to change and their new values. See "Configuration File Properties for dipassistant
createprofile”" on page 6-11 for a description of the properties of a synchronization
profile.

Syntax for dipassistant modifyprofile

dipassistant modifyprofile [-h oid hostname] [-p port] [-U ssl_mode] [-D bindDN]
[-w password] {-f prop file | -profile profile name [-updlcn] [propNamel=value]
[propName2=value]...}

Arguments for dipassistant modifyprofile

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

m 3 -SSL mode with both client and server authentication

-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.
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-f prop_file

The full path and file name of the profile properties file containing the properties you
want to change and their new values. The properties are described in "Configuration
File Properties for dipassistant createprofile” on page 6-11.

-profile profile_name
The name of the synchronization profile you want to modify.

-updicn
Optional. Used to update the last change number of the synchronization profile with
the last change number of the source directory.

propName=value

The name of the property whose value you want to change and the new value for that
property. The properties are described in "Configuration File Properties for
dipassistant createprofile" on page 6-11.

Tasks and Examples for dipassistant modifyprofile
Using the modifyprofile operation you can perform the following tasks:

= Modifying a Synchronization Profile

Modifying a Synchronization Profile The following example uses a properties file named
changes.profile to modify a profile named myprofile.

Example:
dipassistant modifyprofile -profile myprofile -h myhost -p 3060 -D cn=dipadmin -w
welcomel -f changes.profile

The following example uses the -U option to connect to Oracle Internet Directory in
SSL mode.

dipassistant modifyprofile -profile myprofile -h myhost -p 636 -U 2 -D cn=dipadmin
-w welcomel -f changes.profile

The dipassistant reassociate Operation

The reassociate (rs) operation moves synchronization profiles to another node
and reassociates the profiles with the new node. For example, if the middle-tier
components are associated with a particular Oracle Identity Management
infrastructure, then all the profiles existing in that infrastructure node can be moved to
a new infrastructure node and the profiles will be reassociated accordingly.

If a profile does not exist on the new node, it is copied to the new Oracle Internet
Directory node and disabled after copying. It must be enabled by the application. The
lastchangenumber attribute in the integration profile is modified to the current last
change number on the second Oracle Internet Directory node.

If a profile is moved to a node that already has a corresponding profile, both
integration profiles are reconciled in the following manner:

= Any new attribute in the profile on node 1 is added to the profile on node 2.

= For existing same attributes, the values in profile on node 1 override the attributes
in the profile on node 2.

»  The profile is disabled after copying. It needs to be enabled by the application.
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s The lastchangenumber attribute in the integration profile is modified to the
current last change number on the second Oracle Internet Directory node.

Syntax for dipassistant reassociate

dipassistant reassociate [-src_ldap_host o0idl_hostname] [-src_ldap_port port]
[-src_sslmode ssl_mode] [-src_ldap_dn bindDN] [-src_ldap_passwd password]
-dst_ldap_host o0id2_hostname [-dst_ldap_port port] [-dst_sslmode

ssl_mode] [-dst_ldap_dn bindDN] [-dst_ldap_passwd password] [-log logfile]

Arguments for dipassistant reassociate

-src_ldap_host oid1_hostname

Optional. The host name of the source Oracle Internet Directory server. If not provided
then the name of the local host is used.

-src_ldap_port port

Optional. The LDAP listening port of the source Oracle Internet Directory server. The
default is 389.

-src_sslmode ss/_mode

Optional. The SSL authentication mode of the source Oracle Internet Directory server.
The SSL modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

s 3 -SSL mode with both client and server authentication

-src_ldap_dn bindDN

The DN of the super user on the source Oracle Internet Directory server
(cn=orcladmin).

-src_ldap_passwd password
The password used to bind to the source directory.

-dst_ldap_host oid2_hostname
Required. The host name of the destination Oracle Internet Directory server.

-dst_Ildap_port port

Optional. The LDAP listening port of the destination Oracle Internet Directory server.
The default is 389.

-dst_ssimode ss/_mode

Optional. The SSL authentication mode of the destination Oracle Internet Directory
server. The SSL modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

» 3 -SSL mode with both client and server authentication
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-dst_ldap_dn bindDN

The DN of the super user on the destination Oracle Internet Directory server
(cn=orcladmin).

-dst_ldap_passwd password
The password used to bind to the destination directory.

-log logfile
The file name of the log for the operation.

Tasks and Examples for dipassistant reassociate
Using the reassociate operation you can perform the following tasks:

= Moving an Integration Profile to a Different Identity Management Node

Moving an Integration Profile to a Different Identity Management Node

Example:

dipassistant reassociate -src_ldap_host oidl.mycorp.com -dst_ldap_host
0id2.mycorp.com -src_ldap_passwd srcpassword -dst_ldap_passwd dstpassword

The dipassistant showprofile Operation

The showprofile (sp) operation prints the details of a specific synchronization
profile.

Syntax for dipassistant showprofile

dipassistant showprofile -profile profile name [-h oid hostname] [-p port] [-U
ssl_mode] [-D bindDN] [-w password]

Arguments for dipassistant showprofile

-p profile_name
Required. The name of the synchronization profile you want to view.

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-U ssl_mode

Optional. A number between 1 and 3 that represents the SSL mode of Oracle Internet
Directory. The SSL. modes are as follows:

s 1-SSL mode with no authentication
= 2 -5SL mode with server-only authentication

s 3 -SSL mode with both client and server authentication
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-D "bindDN"

The DN of the super user, that is, cn=orcladmin, or any user that is a member of the
Directory Integration Platform Administrators group
(cn=dipadmingrp, cn=o0di, cn=oracle internet directory).

-w password
The password used to bind to the directory.

-configset configset number

Optional. An integer greater than 0 that represents the configuration set associated
with the profile. Default is 1.

Tasks and Examples for dipassistant showprofile
Using the showprofile operation you can perform the following tasks:

= Viewing the Details of a Specific Synchronization Profile

Viewing the Details of a Specific Synchronization Profile The following example command
prints the details for the Act iveImport sample profile that is created during
installation.

Example:

dipassistant showprofile -profile ActiveImport -h myhost -p 3060 -D cn=dipadmin -w
welcomel

The preceding command prints the following details of the ActiveImport sample
profile:

odip.profile.version = 2.0
odip.profile.lastchgnum = 0
odip.profile.interface = LDAP
odip.profile.oidfilter = orclObjectGUID
odip.profile.schedinterval = 60
odip.profile.name = ActiveImport
odip.profile.syncmode = IMPORT
odip.profile.condirfilter =
searchfilter:(|(objectclass:group)(objectclass:organizationalunit)
(& (objectclass=user) (! (objectclass=computer))))
odip.profile.retry = 5

odip.profile.debuglevel = 0
odip.profile.status = DISABLE

The dipassistant wpasswd Operation

The wpasswd (wp) operation sets the wallet password that the Oracle Directory
Integration Platform server uses to connect to Oracle Internet Directory.

Syntax for dipassistant wpasswd

dipassistant wpasswd
Arguments for dipassistant wpasswd

The Directory Integration Platform Assistant prompts you to enter, and then confirm,
the password.
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Tasks and Examples for dipassistant wpasswd
Using the wpasswd operation you can perform the following tasks:

= Setting the Wallet Password for the Oracle Directory Integration Platform Server

Setting the Wallet Password for the Oracle Directory Integration Platform Server

Example:
dipassistant wp

The dipassistant extauth Operation

The extauth (ea) operation configures external authentication plug-in for the
connected directory.

Syntax for dipassistant extauth

dipassistant exauth [-h hostName] [-p port] -D bindDN -w bindPassword -t
extDirType

Arguments for dipassistant extauth

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p oid_port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-D bindDN

The DN of the super user (cn=orcladmin), or any other user that is a member of the
Directory Integration Platform Administrators goup (cn=dipadmingrp, cn=odi,
cn=oracle internet directory).

-w bindPassword
The password used to bind to the directory.

-t extDirType
The external directory type. The values allowed are:

= AD (Active Directory)
s iPlanet
s eDirectory

s OpenLDAP

Tasks and Examples for dipassistant extauth
Using the extauth operation, you can perform the following tasks:

s Configuring External Authentication plug-in for the Connected Directory

Configuring External Authentication plug-in for the Connected Directory The following
example configures an external authentication plug-in for Microsoft Active Directory.
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Example:

dipassistant ea -h localhost -p 389 -D cn=orcladmin -w welcome -t AD

Running dipassistant in SSL Mode

dipassistant can connect to Oracle Internet Directory or a third-party directory in
SSL mode. The following topics discuss the tasks you need to perform to connect to
the directory using SSL. mode:

= Connecting to Oracle Internet Directory

= Connecting to a Third-Party Directory

Connecting to Oracle Internet Directory
You need to perform the following tasks before running dipassistant in SSL mode:

1. Specify the wallet location in the odi . properties file. This file can be found
under the $ORACLE_HOME/ldap/odi/conf directory.

2. Set the wallet password using the dipassistant wpasswd command. See "The
dipassistant wpasswd Operation" on page 6-25 for more information.

Note: The preceding steps are required only when connecting to
Oracle Internet Directory using the -U 2 (server-only authentication)
or -U 3 (server and client authentication) option.These steps are not
required when connecting to Oracle Internet Directory using the -U 1
(SSL mode with no authentication) option.

Connecting to a Third-Party Directory

dipassistant can connect to a third-party directory in the following scenarios:

» dipassistant bootstrap is used to perform an initial migration of data
between the third-party directory and Oracle Internet Directory.

s dipassistant modifyprofile -updlcnis used to get the last change
number from the third-party (connected) directory for an import profile.

Perform the following tasks before using dipassistant to connect to a third-party
directory in SSL mode:

1. Specify the wallet location in the odi . properties file. This file can be found
under the $ORACLE_HOME/ldap/odi/conf directory.

2. Set the wallet password using the dipassistant wpasswd command. See "The
dipassistant wpasswd Operation" on page 6-25 for more information.

3. Generate a certificate from the connected directory. An external certificate
authority is not required for this.

4. Export the certificate to Base64 encoded format.

5. Import the certificate as a trust point into the Oracle wallet using Oracle Wallet
Manager.

Related Command-Line Tools for dipassistant
= See "oidprovtool" on page 6-29
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odisrvreg

The odisrvreg command-line tool registers an Oracle Directory Integration Platform
server with Oracle Internet Directory. This tool creates an entry in the directory and
sets the password for the Directory Integration Platform server. If the registration entry
already exists, then you can use the tool to reset the existing password. The
odisrvreg tool also creates a local file called odisrvwallet_hostnamein
ORACLE_HOME/ldap/odi/cont. This file acts as a private wallet for the Directory
Integration Platform server, which uses it on startup to bind to the directory.

Syntax for odisrvreg

odisrvreg -h oid_hostname -p port -D bindDN -w password
[-U SSL_auth _mode -W wallet_location -P wallet_password]

Arguments for odisrvreg

-h oid_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

-p port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

-D "bindDN"
The DN of the directory super user (cn=orcladmin).

-w password
The password used to bind to the directory.

-U SSL_auth_mode
Optional. The SSL authentication mode:

= 1 for no authentication required.

= 2 for one way authentication required. You must also supply a wallet location and
wallet password.

= 3 for two way authentication required. You must also supply a wallet location and
wallet password.

-W wallet_location

Required if using one way or two way SSL authentication (-U 2 | 3). The location of
the wallet file that contains the server’s SSL certificates.

Example for UNIX:
-W "file:/home/my_dir/my_wallet"
Example for Microsoft Windows:

-W "file:C:\my_dir\my_wallet"

-P wallet_password

Required if using one way or two way SSL authentication (-U 2| 3). The wallet
password for the wallet specified in the -W argument.
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Tasks and Examples for odisrvreg

Using the odisrvreg command-line tool, you can perform the following tasks:

= Registering the Oracle Directory Integration Platform Server With Oracle Internet
Directory

Registering the Oracle Directory Integration Platform Server With Oracle Internet
Directory

The following example shows how to register the Oracle Directory Integration
Platform server with Oracle Internet Directory using SSL for secure communications.

Example:

odisrvreg -h myhost.company.com -p 3040 -D "cn=orcladmin" -w welcomel -U 2
-W "file:/home/my_dir/my_wallet" -P walpasswdl23

Related Command-Line Tools for odisrvreg

oidprovtool

= See "schemasync" on page 6-35

Provisioning enables you to ensure that an application is notified of directory changes,
such as changes to user or group information. Such changes can affect whether the
application allows a user access to its processes and resources.

When you install an application that you want to provision, you must create a
provisioning integration profile for it by using the Provisioning Registration Tool
(oidprovtool). Use this tool to:

= Create a new provisioning profile. A new provisioning profile is created and set to
the enabled state so that Oracle Directory Integration Platform can process it.

= Disable an existing provisioning profile.

= Enable a disabled provisioning profile.

= Modify an existing provisioning profile.

= Delete an existing provisioning profile.

= Get the current status of a given provisioning profile.

»  Clear all of the errors in an existing provisioning profile.

The Provisioning Registration Tool shields the location and schema details of the
provisioning profile entries from the callers of the tool. From the callers' perspective,
the combination of an application and a realm uniquely identify a provisioning profile.
The constraint in the system is that there can be only one provisioning profile for each
application for each realm.

Once a profile is created, its mode—that is, INBOUND, OUTBOUND, or
BOTH—cannot be changed by using the modi £y operation. To change the mode, you
must delete, then re-create, the profile.

The Oracle directory integration platform server automatically monitors provisioning
profile configuration changes in Oracle Internet Directory, including the creation,
modification, and deletion of provisioning profiles. For this reason, you do not need to
manually enable or disable a provisioning profile.
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Syntax for oidprovtool

oidprovtool operation=[create|modify] ldap_host=o0id_hostname ldap_port=port \
ldap_user_dn="bindDN" ldap_user_password=password \

[profile_mode=INBOUND | OUTBOUND | BOTH]

application_dn="DN" application_type=type [application_name=name] \
[application_display name=display name] organization_dn=DN \
[application_isdasvisible:TRUE|FALSE] [manage_application_defaults:TRUE|FALSE] \
[enable_bootstrap=TRUE|FALSE] [user_data_location=DN] \
[default_provisioning_policy=PROVISIONING_REQUIRED | PROVISTONING_NOT_REQUIRED] \
interface_name=SCHEMA.PACKAGE [interface_type=PLSQL|JAVA] \
interface_version:l.l|2.0|3.0] interface_connect_info=connection_string \
schedule=number_seconds lastchangenumber=number \

max_prov_failure limit=number \

max_events_per_schedule=number max_events_per_invocation=number \
event_mapping_rules="OBJECT TYPE:FILTER:DOMAIN" \
event_permitted_operations="OBJECT:DOMAIN: OPERATION (attributes,...)" \
event_subscription:"USER|GROUP:DOMAIN:OPERATION(attributes,...)" \
max_events_per_schedule=number max_retries=number profile_group=number \
profile_status=ENABLED | DISABLED profile_debug=debug level

oidprovtool {operation=enable|disable|delete|status|reset}
application_dn=DN [organization_dn=DN] [ldap_host=0id hostname] [ldap_port=port]
[1dap_user_dn=bindDN] [ldap_user_password=password] [profile_debug=debug_ level]

Arguments for oidprovtool

operation=create | modify | enable | disable | delete | status | reset

Required. The operation to perform using oidprovtool. You can only perform one
operation at a time. The operations are:

= create - Creates a new provisioning profile.

= modify - Modifies the given properties of an existing provisioning profile.
= enable - Enables a provisioning profile.

= disable - Disables a provisioning profile.

= delete - Deletes a provisioning profile.

= status - Shows the current status of a given provisioning profile.

» reset - Clears all errors for a provisioning profile.

Idap_host=0id_hostname

Optional. The host name of the Oracle Internet Directory server. If not provided then
the name of the local host is used.

Idap_port=port
Optional. The LDAP listening port of Oracle Internet Directory. The default is 389.

Idap_user_dn=bindDN
The DN of the super user or a user that has sufficient permissions to perform

provisioning subscription operations. The default is cn=orcladmin.

Idap_user_password=password
The user password used to bind to the directory.
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profile_mode=OUTBOUND | INBOUND | BOTH

Optional for the create operation only. The direction of the provisioning events. The
default is OUTBOUND (data is provisioned from Oracle Internet Directory to the
application).

application_dn=DN

Requi