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Having been in the security space for over 30 years, the front seat view has been exhilarating. Twenty -five years ago,
mostly governments and financial institutions were interested in security while everybody else trusted the

administrat ors, users, and computing environment to keep their data secure. It was only when browsers opened up
new vistas for commerce over the net in the 90s that companies began to understand the vital need for security. This
new perspective led to SSL, network firewalls, and strong cryptography.

Fast forward to the present, and just like before, we find ourselves living in a dramatically different world where every
piece of data is online and available 24/7. To address this new reality, we see many different secu rity technologies
protecting various layers of the IT stack, from the applications down to the chipsets.

Hackers have built sophisticated tools along with a thriving underground market to go after everything we have,

whether on mobile devices, laptops, fi le servers, or databases. For most hackers, the target of choice is not a laptop or

a spreadsheetMhe target is most often a database with hundreds of millions of records. The hackers may try to break

in through attacks on the network, applications, operat ing systems, and databases. They primarily target the users
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who attack the systems for nefarious gains.

Why are organizations so vulnerable LJ* Yy LIl z4dz22 Ryl n | 532LJ) dzynj LI2gn i3 wheeld & I + NJ
they are vulnerable, and what the fixes might be. They might also fear that the fixes may break their applications or

that the insiders may exploit the t rust placed in them. Too many organizations stop at securing the perimeter, not

recognizing how easily hackers can bypass the network perimeter, get to the databases, and quietly walk away with

their data. It is not surprising that, on average, it takes th e victims six months to even know that they have been
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Many information technology, database, and security leaders now realize that securin g databases should be one of
their most important goals. After all, in most companies, it is their databases that contain most of the sensitive data
assets. They also acknowledge that while they would never be able to block every path hackers might take, protecting
databases serves their constituents well since every path eventually leads to one.

During the lasttwenty -g 51 & njg Yy Ddz0 Ganlj shift idAgow hackgrs gizaf@erldatghases. In response, Oracle

has built multiple security technologies for securing data at the source Mvithin the database. We have focused on all

pillars of security: evaluating the risk posture, preventing the attacks, and detecting/alerting malicious behavior.
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comprehensive security.

This book, authored by my Database Security Product Management team, explains in simple terms the adversaries of
today, how they exploit the weaknesses, and how they access your sensitive data . This book is not meant to be a
prescriptive cookbook or a manual but rather a quick study into what every Database or Security Director/ VP should
know about the security of Oracle Databases You will learn about multiple assessment , preventive, and detective
security controls for databases so that you can provide high -level guidance to your teams on h ow to shrink the attack
surface and keep your databases secure.

Breaches are coming faster than we can imagine, and we must be prepared! Your data is your asset, but unless you
protect it well, it could fall into the wrong hands and become a liability. Le LJE dz dzLJy DAJ Znj dzg z LD Il 3 LJ2 g
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https://www.oracle.com/database/security
https://docs.oracle.com/en/database/oracle/oracle-database/23/security.html
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Oracle Database Security Assessment
Highly Sensitive
Assessment Date & Time

Date of Data Collection Date of Report Reporter Version

Mon Feb 03 2025 12:01:45 UTC+00:00 Mon Feb 03 2025 12:02:25 UTC+00:00 | 3.1 (uly 2024) - bbfd

Database Identity

Name Container (Type:ID) Platform Database Role Log Mode Created
CDB1 PDE1 (PDE:3) Linux x86 64-bit PRIMARY NOARCHIVELOG Wed Oct 30 2019 15:41:51 UTC+00:00
Summary
Section Pass Evaluate | Advisory Low Medium High Total
Risk Risk Risk Findings
Basic Information 0 0 0 0 0 1 1
User Accounts 3 10 0 7 3 0 23
Privileges and Roles 4 24 1 0 0 1 30
Authorization Control 0 4 1 0 0 0 5
Fine-Grained Access Control 0 3 2 0 0 0 5
Auditing 7 10 0 0 0 0 17
Encryption 0 3 1 0 0 0 4
Database Configuration 6 8 0 2 4 1 21
Network Configuration 0 0 1 1 1 0 3
Operating System 3 3 0 1 2 0 9
Total 23 65 6 11 10 3 118
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Users with DBA Role

PrIvDeA s Tow T smc

Ensure DBA and PDB_DBA roles are granted only to necessary users

Status Evaluate

Summary 9 out of 53 users have been directly or indirectly granted highly sensitive DBA/PDB_DEBA role via
9 grants.
1 user is granted highly sensitive DBA/PDB_DBA role with admin option via 1 grant.

Details Users with DBA/PDB_DBA role:
DBA DEBRA: DBA
DBA HARVEY: DBA
DBA_NICOLE: DBA
DMS_ADMIN: DBA
EVIL RICH: DBA
JTAYLOR: DBA
MASKING ADMIN: DEA
PDBADMIN: PDB DBA(*)
SCOTT <- APPROLEl1 <- APPROLEZ <- APPROLE3: DBA

(¥*) = granted with admin option.

Remarks The DBA and PDB_DBA roles are powerful and can bypass many security controls. You should
only grant them to a small number of trusted administrators. As a best practice, it is
recommended to create custom DBA-like roles with the minimum set of privileges that users
require to execute their tasks (least privilege principle) and not grant the DBA or PDB_DBA roles.
Privilege Analysis can assist in identifying used/unused privileges and roles. Different roles with
minimum required privileges based on the types of operations database administrators execute
also help achieve Separation of Duties.

Furthermore, each trusted user should have an individual account for accountability reasons. You
should audit users with the DBA or PDB_DBA roles to detect unauthorized privileged activity.
Avoid granting the DBA, PDB_DBA, or custom DBA-like powerful roles with WITH ADMIN option

unless necessary. Please note that Oracle may add or remove roles and privileges from the DBA
or PDB_DBA role.

References Oracle Best Practice
CIS Benchmark: Recommendation 4.4.4
DISA STIC: V-237710, V-237711
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On-Premises / Multi-Cloud
OCI Compute
Data Safe EB ?A

=k

Mask

Audit

Assess  Users Discover Firewall

Oracle Cloud Infrastructure GovCloud
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Assessment summary Assessment information Tags

Category High risk Medium risk Low risk Advisory Evaluate Pass Total findings
User accounts - 4 4 - 1 3 12

Privileges and roles 1 17 4 22
Authorization control - - - - 2 - 2
Fine-grained access control - - - 1 4 - 5

Auditing - - - - 12 - 12

Encryption - - - 1 2 - 3

Database configuration 2 2 2 - 2 5 13

Total risks 2 6 (] 3 40 12 69

Displaying 7 categories
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AV I Privilege for Data Exfiltration in Bulk

Check privileges that allows a user to easily exfiltrate data in bulk

Status: HIGH

Summary: 8 out of 15 users have been directly or indirectly granted EXECUTE on restricted packages that can be used for data exfiltration via 12 grants. 1 user is granted EXECUTE on
restricted packages that can be used for data exfiltration with grant option via 1 grant. 1 grant to PUBLIC.

Details: Grants of EXECUTE on DBMS_BACKUP_RESTORE, UTL_DBWS, UTL_ORAMTS, DBMS_FILE_TRANSFER, DBMS_CLOUD, DBMS_DATA_ACCESS:
PUBLIC <- PDB_DBA: EXECUTE on DBMS_DATA ACCESS
ADMIN: EXECUTE on DBMS_DATA_ACCESS(%)
ADMIN <- APPROLE1 <- APPROLE2 <- APPROLES3 <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
ADMIN <- APPROLE2 <- APPROLES3 <- PDB_DBA: EXECUTE on DBMS_DATA _ACCESS
ADMIN <- APPROLE3 <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
ADMIN <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
DBA_DEBRA <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
DBA_HARVEY <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
EVIL_RICH <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
GRINDELWALD <- APPROLE1 <- APPROLE2 <- APPROLE3 <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
MALFOY <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
PU_PETE <- PDB_DBA: EXECUTE on DBMS_DATA_ACCESS
(*) = granted with grant option
(<-) = granted via

Remarks: Some PL/SQL packages (DBMS_BACKUP_RESTORE, UTL_DBWS, UTL_ORAMTS, DBMS_FILE_TRANSFER, DBMS_CLOUD, DBMS_DATA_ACCESS) can transfer data from
the database using the network or the file system. You should grant access only to users with a legitimate need for this functionality. Use Privilege Analysis to identify if these
privileges were used. If not, consider revoking

References: Oracle Best Practice
CIS: Recommendation 5.1.1.1,5.1.2.1
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~ | Audit Management Package

Check privileges that allow ing audit mar p g
Status: EVALUATE
Summary: 2 out of 15 users have been directly or indirectly granted EXECUTE on Audit management packages via 5 grants. 1 user is granted EXECUTE on Audit management packages

with grant option via 1 grant. Verified that no grants have been made to PUBLIC.
Details: Grants of EXECUTE on DBMS_AUDIT_MGMT:
ADMIN: EXECUTE on DBMS_AUDIT_MGMT(*)
ADMIN <- AUDIT_ADMIN: EXECUTE on DBMS_AUDIT_MGMT
ADMIN <- DSSAUDIT_COLLECTION_ROLE: EXECUTE on DBMS_AUDIT_MGMT
ADMIN <- DS$SAUDIT_SETTING_ROLE <- AUDIT_ADMIN: EXECUTE on DBMS_AUDIT_MGMT
SKEETER <- AUDIT_ADMIN: EXECUTE on DBMS_AUDIT_MGMT
(*) = granted with grant option
(<-) = granted via

Remarks: The DBMS_AUDIT_MGMT package is used to execute Audit Trail management procedures and functions. Users with the EXECUTE privilege on the package can invoke
subprograms like CLEAN_AUDIT_TRAIL that purges audit trail records or archived files. Access should be strictly limited and granted only to users with a legitimate need for this
functionality.

References: Oracle Best Practice
DISA STIG: V-220280, V-220281, V-220282
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Update risk for finding

Finding: Audit Management Package

Summary: 2 out of 15 users have been directly or indirectly granted EXECUTE cn Audit management packages via 5 grants. 1 user is granted EXECUTE on
Audit management packages with grant option via 1 grant. Verified that no grants have been made to PUBLIC.

Current risk level: Evaluate @

Oracle defined risk level: Evaluate @

Defer risk Change risk
Defer the risk until the expiration date you define below or until you re- Change risk of finding to a different level
vise it. v

New risk level &

Pass

(33

Justification Optional

Verified that SKEETER is a member of the security administrators team, with responsibility for maintaining audit policies.

Expiration date Optional ®
Jan 5, 2026 ]

Save Close
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~ I All Roies

> || Credential Packages Granted to PUBLIC

> | File System Packages Granted to PUBLIC

> I Column Privileges Granted to PUBLIC

> I Access to Password Verifier Tables

> I JAVA Packages Granted to PUBLIC

> I Audit Management Package Risk modified
~ Authorization Control

> I Privilege Analysis

I Databp~a ) fault
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Resources Risk modification report
Assessment details + Add fter | | Apply
Compare with baseline Finding Qriginal Modified Deferred Justification Expiration date Updated time ~  Modified by
risk risk risk
Compare assessments
Rk modification report Audit Management  EVALUATE  PASS = Verified that SKEETER is a member of the security administrators team, with Mon, 05 Jan 2026 Mon, 06 Jan 2025 @ORA
Package responsibility for maintaining audt policies. 00:00:00 UTC 15:01:57 UTC CLE.COM :

Showing 1item ¢ 10f1 3
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Qverview Assessment information Tags

Last password change

Potential user risk User roles
|
DBA Last 30 days
43% 43% :
e —] -90 day
7 Users DV admin 30-90 days
<
Audit admin > 90 days
0 1 2 3 4
0 1 2 3
M Critical: 3 Medium: 0 DEA:2 M DV admin: 3 M Audit admin: 2
W High: 1 B Low 3 M Last30 days: 2 M > 90 days: 0

30-90 days: 0
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User profiles

Identify user profiles that can put your users and database at risk

Users distribution Password complexity check (Users)

588%

W DEFAULT: 115

W ORA STIG_PROFILE: 0 GER AN = i
W OTHER: 4
User profile summary Target summary

Target database Profile name Allowed failed login @ q @ peruser Created by customer Number of users
RUSSADW ORA MANDATORY PROFILE GOV - FROM ROOT No 0
RUSSADW ORA _PROTECTED PROFILE UNLIMITED CLOUD_VERIFY_FUNCTION No 3
RUSSADW ORA MANDATORY PROFILE DEFAULT FROM ROOT No 0
RUSSADW OBA_EXTAPP PROFILE UNLIMITED FROM ROOT No 1
RUSSADW ORA _ADMIN PROFILE UNLIMITED FROM ROOT No 0
RUSSADW ORA STIG PROFILE 3 ORA12C_STIG_VERIFY_FUNCTION - No 0
RUSS-MAIN ORA_STIG PROFILE 3 ORA12C_STIG_VERIFY_FUNCTION  DEFAULT No 0
RUSS-MAIN-PDB2 QRA STIG PROFILE 3 ORA12C_STIG_VERIFY_FUNCTION  DEFAULT No 0
RUSSADW ORA APP PROFILE UNLIMITED FROM ROOT No 0
RUSSADW DEFAULT 10 CLOUD_VERIFY_FUNCTION UNLIMITED No 3

Displaying 10 user profiles { 10f2 )
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Security Assessment for Oracle Databases

Targets Assessed: 7 Targets Not Assessed: 3
Risk Level Risks by Category
24
.
’ Y
47 .
Findings 40 78 Risks

M High Risk W Advisory [ Database Configuration
M Medium Risk ® Evaluate [ Privileges And Roles
Low Risk W Pass User Accounts
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Oracle Audit Vault and Database Firewall 20 & avauditor v [J] Documentation (@) Help

# Home @, Audit Insights @ Targets @ Global Sets ] Policies [\ Alerts |l Reports £ Settings
Activity Reports Security Assessment Reports Detailed Report
Summary Reports [J  Target Category A y Action Severity
Account failed login attempts. User account atter
0O pdb1 User Lo_cklng aft_er accounts are conflg.u_red to limited Medium Risk
Compliance Reports Accounts Failed Login stay locked for a minimum number of
Attempts duration after being locked failed login
due to failed login attempts. attempts
Assessment Reports Ensure
Users with no Found 42 users not governed paslsword
O db1 User Password by a password verification verty Medium Risk
Report Templates P Accounts Complexity f:nct::)n function is set
Requirements : in user
profiles
Saved Reports
Ensure the
highly
Report Schedules ) privileged
Database Oracle OS user will be used Oracle OS
O pdb2 y . PDB OS User to interact with the operating user is not Medium Risk
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S/M Policy Grantes Grantee Type System Privileges Grant Path
1 HR Analysis Policy  APPS LSER DROP AMY TABLE APPS
2 HR Analysis Policy  APPS LUSER ALTER ANY TABLE APPS
3 HR Analysis Policy  APPS USER CREATE TABLE APPS
4 HR Analysis Policy  APPS LUSER UMLIMITED TABLESPACE APPS
5 HR Analysis Policy  APPS USER DROP ANY PROCEDURE ~ APPS,APPS_PATCHING
& HR Analysis Policy  APPS LUSER CREATE PROCEDURE APPS APPS_PATCHING
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System ow ULELL

S/N Policy User Name Used Role Privileges owner A Name S Grant Path

1 HR Analysis Policy  APPS APPS SELECT ANY TABLE  HR DEPARTMENTS TABLE APPS

2 HR Analysis Policy  APPS APPS SELECT ANY TABLE  HR JOB_HISTORY TABLE APPS

3 HR &nalysis Policy  APPS APPS SELECT ANY TABLE  HR COUNTRIES TABLE APPS

4 HR Analysis Policy  APPS APPS SELECT ANY TABLE  HR EMPLOYEES TABLE APPS

5 HR Analysis Policy  APPS APPS SELECT ANY TABLE HR LOCATIONS TABLE APPS

6 HR Analysis Policy  APPS APPS SELECT ANY TABLE  HR REGIONS TABLE APPS

7 HR Analysis Policy  APPS APPS SELECT ANY TABLE  HR JOBS TABLE APPS

8 HR &nalysis Policy  APPS APPS CREATE SESSION (nul) APPS

9 HR Analysis Policy  APPS PUBLIC (null) SYS DBMS_APFLICATI. .. PACKAGE PUBLIC
10 HR Analysis Policy  APPS PUBLIC (null) SYSTEM PRODUCT_PRIVS  VIEW PUBLIC
11 HR Analysis Policy  APPS PUBLIC (null) SYS DUAL TABLE PUBLIC
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Identification Biographic IT Financial Healthcare Employment Academic

SSN Age IP Address Credit Card Provider Employee ID  College Name

Name Gender User ID CC Security PIN  Insurance Job Title Grade

Email Race Password Bank Name Height Department  Student ID

Phone Citizenship Hostname Bank Account  Blood Type Hire Date Financial Aid

Passport Address GPS location IBAN Disability Salary Admission Date

DL Family Data Swift Code Pregnancy Stock Graduation Date

Tax ID Date of Birth Test Results Attendance
Place of Birth ICD Code
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Risk Level: High Risk

Security for Environments with High Value Data: Detective plus Strong Preventive Controls

Highly sensitive and regulated data should be protected from privileged users, and from users without a business need for the
data. Activity of privileged accounts should be controlled to protect against insider threats, stolen credentials, and human error.
Who can access the database and what can be executed should be controlled by establishing a trusted path and applying
command rules. Sensitive data should be redacted on application read only screens. A Database Firewall ensures that only
approved SQL statements or access by trusted users reaches the database - blocking unknown SOL injection attacks and the use
of stolen login credentials.

Recommended controls include:

+ Audit all sensitive operations including privileged user activities

+ Audit access to application data that bypasses the application

+ Encrypt data to prevent out-of-band access

+ Mask sensitive data for test and development environments

+ Restrict database administrators from accessing highly sensitive data

+ Block the use of application login credentials from outside of the application

+ Monitor database activity for anomalies

+ Detect and prevent SQL Injection attacks

s Evaluate: Oracle Audit Vault and Database Firewall, Oracle Advanced Security, Oracle Data Masking and Subsetting,
Oracle Database Vault

Tables Detected within Sensitive Category: BIOGRAPHIC INFO - ADDRESS

Risk Level High Risk
Summary Found BIOGRAPHIC INFO - ADDRESS within 51 Column(s) in 17 Table(s)

Location
Tables: DMS ADMIN.MASK DATA, EMPLOYEESEARCH DEV.DEMO HR_EMPLOYEES,
EMPLOYEESEARCH PROD.DEMO_HR_EMPLOYEES, FINACME.COMPANY DATA,
HCM1.COUNTRIES, HCM1.LOCATIONS, HR.COUNTRIES, HR.LOCATIONS, IX.AQ$_ORDERS_QUEUETABLE H,
IX.AQS ORDERS_QUEUETABLE L, IX.AQ$ ORDERS QUEUETABLE S, IX.AQ$ STREAMS QUEUE TABLE S,
LOOKUPS . LOOKUP_ADDRESSES, LOOKUPS.LOOKUP PLACES, OE.CUSTOMERS,
SH.COUNTRIES, SH.CUSTOMERS
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Sensitive data model information Tags

General information

Name: SensitiveDataModel_202504082128
Description: -

OCID: ...6x2nzq Show Copy.

Compartment: adscorp_tenant01 (root)
Created time: Wed, 09 Apr 2025 04:28:19 UTC

Updated time: Wed, 09 Apr 2025 04:28:19 UTC

Target database

Name: Finance_DB O)

Sensitive data information

Selected schema for discovery: View details
Selected sensitive types for discovery: View details
Sensitive schemas discovered: View details

Sensitive types discovered: View details

Sensitive columns

Flat view < Add columns Remove columns

Schema name

Select schema
Show more options

Apply  Resetall

Schema 4 Table Column

HCM DEPARTMENTS MANAGER_ID
HCM EMPLOYEES EMAIL

HCM EMPLOYEES EMPLOYEE_ID
HCM EMPLOYEES FIRST_NAME
HCM EMPLOYEES LAST_NAME
HCM EMPLOYEES MANAGER_ID
HCM EMPLOYEES PHONE_NUMBER
HCM EMP_EXTENDED EMPLOYEE_ID
HCM JOB_HISTORY EMPLOYEE_ID
HCM LOCATIONS POSTAL_CODE
HCM SUPPLEMENTAL_DATA TAXPAYER_ID
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Sensitive data counts

Sensitive types discovered: 7
Sensitive schemas discovered: 1
Sensitive tables discovered: 6
Sensitive columns discovered: 11
Sensitive values discovered: 706

Work request: View details

Top 5 sensitive types (by sensitive columns)

Employee ID |

View/Add previously removed columns

5
Number
Phone Number 1
0
@
Q
=
£ Tax ID Number (TIN) 1
B
<
@
(7]
Last Name 1
Postal Code 1
0 1 2 3 4 5 6
Sensitive columns count
Table name Golumn name
Select table | Select table to load data =
Sensitive type Parent column Data type Estimated row count Audit records
Employee ID Number HCM EMPLOYEES. EMPLOYEE_ID NUMBER [ View activity
Email Address VARCHAR2 107 View activity
Employee ID Mumber - NUMBER 107 View activity
First Name - VARCHARZ 107 View activity
Last Name - VARCHARZ 107 View activity
Employee ID Number HCM EMPLOYEES.EMPLOYEE_ID NUMBER 0 View activity,
Phone Number VARCHAR2 107 View activity,
Employee ID Number HCM EMPLOYEES.EMPLOYEE_ID NUMBER [ View activity
Employee ID Number HCM.EMPLOYEES.EMPLOYEE_ID NUMBER [ View activity.
Postal Code VARCHARZ 22 View activity.
Tax ID Number (TIN) VARCHARZ 149 View activity

Displaying 11 sensitive columns  { Page1 >
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Sensitive data models

Sensitive data models are collections of sensitive columns present in target databases. They help understand and track changes in the sensitive data landscape and are used for enabling security controls such as data masking. Learn more,

Sensitive data models Notifications

[CEEERRIEEEERIEEEN  Upload sensitive data model  Create sensitive data model manually

Name Target database State Description Created time Updated time -

Finance_DB ® Active Wed, 09 Apr 2025 04:28:19 UTC Wed, 09 Apr 2025 04:28:19 UTC

Finance DB ® Active Fri, 04 Apr 2025 15:17:21 UTC Fri, 04 Apr 2025 15:17:21 UTC

Finance DB ® Active Incremental Tue, 18 Mar 2025 20:50:35 UTC Tue, 18 Mar 2025 20:50:35 UTC
Sales_Order @ Active Tue, 11 Mar 2025 04:30:29 UTC Tue, 11 Mar 2025 04:30:29 UTC
HR DB ® Active For Employees table Fri, 07 Mar 2025 17:27:44 UTC Fri, 07 Mar 2025 17:27:44 UTC

Sales_Order @ Active Mon, 03 Mar 2025 05:04:56 UTC Mon, 03 Mar 2025 05:04:56 UTC
Finance_DB @ Active Mon, 03 Mar 2025 04:52:53 UTC Mon, 03 Mar 2025 04:52:53 UTC
HR DB ® Active Mon, 03 Mar 2025 04:47:28 UTC Mon, 03 Mar 2025 04:47:28 UTC
HR DB @ Active Sun, 02 Mar 2025 06:45:32 UTC Sun, 02 Mar 2025 06:45:32 UTC
Finance DB ® Active Sun, 02 Mar 2025 06:35:15 UTC Sun, 02 Mar 2025 06:35:15 UTC

Displaying 10 sensitive data models ¢ 10f2 )
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https://docs.oracle.com/en/cloud/paas/data-safe/admds/target-database-information-stored-oracle-data-safe.html
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Activity Reports Data Privacy Report (GDPR) Sensitive Data

Summary Reports

Compliance Reports

Assessment Reports

Report Templates

Saved Reports

Report Schedules

Generated Reports
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Target
pdb1
pdb1
pdb1
pdbt
pdb1
pdb1t
pdbl
pdbl

pdb1

LJ+

Schema Name

EMPLOYEESEARCH_DEV

EMPLOYEESEARCH_DEV

EMPLOYEESEARCH_DEV

EMPLOYEESEARCH_DEV

EMPLOYEESEARCH_PROD

HCM1

HR

HR

HCM1
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Object

DEMO_HR_USERS

DEMO_HR_USERS

DEMO_HR_USERS

DEMO_HR_USER_LABELS

DEMO_HR_USER_LABELS

DEPARTMENTS

DEPARTMENTS

DEPARTMENTS

EMPLOYEES

Object Type

TABLE

TABLE

TABLE

TABLE

TABLE

TABLE

TABLE

TABLE

TABLE
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Column Name

USERID

PASSWORD

LASTNAME

USERID

USERID

DEPARTMENT_NAME

DEPARTMENT_NAME

MANAGER_ID

EMAIL
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Sensitive Type

USER ID

PASSWORD

LAST NAME

USER ID

USERID

DEPARTMENT NAME

DEPARTMENT NAME

EMPLOYEE ID NUMBER

EMAIL ADDRESS
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Enterprise Manager 24ai Search target names and menus Q Q SYSMAN » ==

Data Masking and Subsetting

Overview =

Data Discovery Oracle Data Masking and Subsetting (DMS)

Protect your sensitive data and reduce the risk of breaches in non-production environments with Oracle Data Masking and Subsetting. This solution offers sensitive data discovery, masking, and subsetting to

B securely share data while minimizing compliance risks and storage costs. Learn More

Sensitive Types P Workflow

Data Masking
Sensitive Types Application Data Models ing Definiti ing Formats Subsetting Definitions

30 8 5 21 3

Data Subsetting

Top 5 Sensitive Types Target Name Sensitive Schemas Sensitive Objects Sensitive Columns ¥ Discovered Columns
By Sensitive Column By Status
EBS_POD 30 50 132
SBI_UPI_DB 29 49 126
189
A SBI_UPI_DB_PTEST1 29 49 125
SBI_UPI_CUSTOMER 29 49 125
2o | Total 1255

e e SBI_UPI_NON_PROD 29 a9 125
EBS_DATABASE 30 50 123
FUSION_STAGE1 15 29 7
W LastName W Email D FUSION_STAGE2 15 29 7

Phone Number [l Postal Cade W Sensitive Undefined

First Name Not Sensitive
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Create Sensitive Column Discovery Job x

Application Data Model: WIP_Database

Source Database: cdb_pdb1

* *

Database Named Credentials Job Name

DMS_ADMIN v DISCOVER_SENSITIVE_COLUMNS_ADM

Applications * Job Description

WIP X
Scheduling Option
Sensitive Types *
Select Al Select None
Total Selected: 29

® Immediate

Later

G Period
Age X | Credit Card Number X racerene

Card Expiration Date X

Card Security Code X

Card Security PIN X

Date of Birth X | | Email ID X
Ethnicity X | = First Name X
Full Name X | | Gender X

IP Address X ISEN 10 X
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Applications and Objects  Referential Relationships | Sensitive Columns

Actions v View v <} Add.. { Remove.. i Create Discovery Job.. (! Discovery Results.. Ly
Application Object Object Type Column Type Source Comment
BHR EMPLOYEES Table EMAIL EMAIL_ID Sensitive Column Discovery Email id of the employee
g@HR EMPLOYEES Table PHONE_NUMBER PHONE_NUMBER Sensitive Column Discovery  Phone number of the employee; includes country code and area code
EHR EMPLOYEES Table LAST_NAME UNDEFINED User Defined Last name of the empioyee. A not null column.
H HR EMPLOYEES Table FIRST_NAME UNDEFINED User Defined First name of the employee. A not null column,
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Application Object Columns Key Type Source

4 [5HR Dictionary
4 &= HR COUNTRIES COUNTRY_ID Parent Dictionary
€3 HR LOCATIONS COUNTRY_ID Dependent Dictionary

4 @=HR DEPARTMENTS DEPARTMENT_ID Parent Dictionary
[‘f HR EMPLOYEES DEPARTMENT_ID Dependent Dictionary
EZHR JOB_HISTORY DEPARTMENT_ID Dependent Dictionary

4 &=HR EMPLOYEES EMPLOYEE_ID Parent Dictionary
EZHR DEPARTMENTS MANAGER_ID Dependent Dictionary

€3 HR EMPLOYEES MANAGER_ID Dependent Dictionary

P’g‘ HR JOB_HISTORY EMPLOYEE_ID Dependent Dictionary

% OE CUSTOMERS ACCOUNT_MGR_ID Dependent Dictionary

% OE ORDERS SALES_REP_ID Dependent Dictionary
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https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=699
https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=598
https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=711
https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=704
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User details Help

User profile: DEFAULT

User type: PRIVILEGED
Created: Wed, 19 Mar 2025 10:09:47 UTC

Potential risk: CRITICAL @
Status: OPEN

Last password change: Wed, 19 Mar 2025 10:09:47 UTC
Last login time: Mon, 07 Apr 2025 05:48:48 UTC
Password expiry date: Mon, 15 Sep 2025 10:09:47 UTC

Privileged roles: DBA @

Roles

v Allroles
> CONNECT
> DBA

> RESOURCE

Privileges
v All privileges
s System privileges

CREATE SESSION: LOW
UNLIMITED TABLESPACE: MEDIUM

\ Object privileges

SYS.DBSAT_DIR (EXECUTE): CRITICAL
SYS.DBSAT_DIR (READ): CRITICAL

Schema access
Bl

HCM

HR

X

MASKADMIN

OE

PDBADMIN
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1 Perform all administrative activities on the container database.

1 Perform all administrative activities on tipduggable database, except accessing or managing local user
objects or local user data.

1 Granta common administrator an exceptido access PDB local data or exempt a PDB from operations
control enforcement.
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