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PREFACE
Audience

PREFACE

Virtual Iron® VI-Center™ consists of a management server and a graphical
client. The VI-Center Administrator Guide describes how to install and config-
ure Virtual Iron® in an enterprise data center.

This guide also describes the functional relationships between Virtual Iron®
software components. Procedures define how to use the VI-Center client to
manage virtual servers and perform administrative tasks.

AUDIENCE

This guide is for experienced IT administrators with knowledge of the follow-
ing:

 Server cabling and configuration

* LINUX® or Windows® administration

» Network configuration

* SAN set-up and management, including Fibre Channel administration

CONVENTIONS

This book uses the following conventions:

» Bold type highlights the names of fields, buttons, and navigation controls
in the Virtual Iron® management client.

« Blue text indicates hyper-text links.
» Mono-spaced blue type is used for commands, filenames, and directories.
* Italicized text is used to define or emphasize key terms.




License Information

LICENSE INFORMATION

The following Third Party Software modules are incorporated in or shipped

with the Virtual Iron® software and are subject to the following terms and con-
ditions:

Linux®

Linux® is a registered trademark of Linus Torvalds.

Redistributing GPL Source Files

You can redistribute and/or modify General Public License (GPL) software
under the terms of the GPL. You may obtain a copy of the source code corre-
sponding to the binaries for the GPL Software (the “GPL Source Files”) by
downloading the GPL Source Files from:

http://www.virtualiron.com/products/Support/Downloads/Open-Virtual-
Iron/Index.php

This offer to obtain a copy of the GPL Source Files is valid for three years from
the date you acquired this software product.

TECHNICAL SUPPORT AND SELF SERVICE LINKS

Use the following link to access information, tools, and forums:
« Virtual Iron company and product information
* Virtual Iron Community
» Documentation
» Knowledge Base
e Forums
* User Groups

http://www.virtualiron.com/services/Support

X VI-Center™ Administrator Guide



VIRTUAL IRON® OVERVIEW

Virtual Iron® ™ Extended Enterprise Edition (XEE) provides server virtualiza-
tion software that enables companies of all sizes to reduce the cost and com-
plexity of operating and managing their IT infrastructure. This chapter provides
an overview of the Virtual Iron product.

This chapter contains the following sections:

About Virtual IroN® XEE ..........uuuiiiiiiiiiiiiiiiiiiieieeiieeeieeeeeereeeeeeeeeeeeeseeeeeeeeeeeeree 12
Delivering Virtual INfrasStruCture ............ooociiiiiiieee e 13
Virtual Iron® ArChiItECTUIE ........ueiiiiiiii e 14
Product REQUITEMENTS ......coiiiiiiiiiiiie et e e e e 15
Object Relationships iN VI-CeNLEr ..........cooiiiiiiiiiiiiee e 15
Virtual Server CharacCteriStiCS ........ouiviiiiiiiiiiie e 17
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Chapter 1

VIRTUAL IRON® OVERVIEW
About Virtual Iron® XEE

ABOUT VIRTUAL IRON® XEE

VI-Center

Virtual Iron® is a virtualization product that enables IT administrators to
increase the efficiency and flexibility of physical server resources. Virtual
Iron® XEE runs across a set of physical servers, or managed nodes. IT
administrators partition node resources so that each node supports n-virtual
servers. The goal is to use each physical node at maximum efficiency, in a
framework that uses processing power where and when it is needed.Virtual
Iron software:

* Increases server utilization rates

« Cuts management complexity and costs

« Adapts to changing business needs

« Allows modification and reallocation of server resources
» Does not require intervention if there is a failure.

Virtual Iron’s® Native Virtualization™ streamlines virtual infrastructure man-
agement and reduces operating costs by:

* Leveraging hardware-assisted virtualization capabilities from Intel and
AMD for optimal efficiency

* Allowing 32- and 64-bit x86 operating systems to run unmodified and con-
currently on a partitioned server

* Requiring no installation or management of the virtualization layer

* Virtualizing all data center resources, including servers, networks, and
storage.

VI-Center provides an enterprise-class, transactional virtualization framework
which consists of the following elements:

* A management server and integrated database
« A graphical client user interface that supports multiple concurrent users.

Within this framework, one or more clients connect to the Virtual Iron® VI-Cen-
ter to manage the resources of a set of managed nodes.

12 VI-Center™ Administrator Guide



VIRTUAL IRON® OVERVIEW
Delivering Virtual Infrastructure

DELIVERING VIRTUAL INFRASTRUCTURE

At the highest level, Virtual Iron® transforms a set of interconnected nodes
(physical machines) into a virtual infrastructure. In this flexible framework, a
set of physical servers supports a number of operating systems (OS) and
application workloads, which can be configured, deployed, and adapted to
business changes on demand.

Figure 1 provides a high-level view of a virtual infrastructure built with the Vir-
tual Iron® solution.

Figure 1. Virtual Iron® Dynamic Infrastructure
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Automated policies control the resources used by virtual servers, based on
performance and other criteria. As application demands change, virtual serv-
ers are moved from one physical server to another. Configuration of access to
networks and SANs, and of redundant paths to guard against failure, are
greatly simplified. Virtual lIron® leverages the virtualization extensions built
into the latest Intel® and AMD® processors so applications run in this frame-
work with no special configuration or driver support.
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VIRTUAL IRON® OVERVIEW
C h a p ter 1 Virtual Iron® Architecture

VIRTUAL IRON® ARCHITECTURE

Virtual Iron® comprises three components.

» Hypervisor—An abstraction layer that mediates between the physical
hardware and the Virtualization Services component.

* Virtual Iron® Virtualization Services—A software component that per-
forms many functions ordinarily provided by standard operating systems.

* The Virtual Iron® VI-Center—A high-performance client/server manage-
ment framework.

Figure 2 shows a conceptual view of six virtual servers running on a single
physical node.

Figure 2. Virtual Iron® Architecture
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VIRTUAL IRON® OVERVIEW
Product Requirements

PRODUCT REQUIREMENTS

With Virtual Iron® XEE, you may virtualize the resources of one or more
nodes. The number of nodes you can manage is processor-dependent and
varies with the license you have purchased. See Determining What Your
License Supports for information on product licensing.

As Figure 3 shows, the Virtual Iron® framewaork requires a single management
server linked to one or more physical servers, or nodes, on an Ethernet net-
work. Virtual Iron’s management server, VI-Center™, communicates with each
node over a dedicated management network. Nodes managed in this frame-
work may also access SAN and network resources via one or more public net-
works.

Figure 3. Conceptual View of the Virtual Iron® Framework
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OBJECT RELATIONSHIPS IN VI-CENTER

Virtual Iron® XEE manages a set of nodes, enabling the creation of virtual
data centers (VDCs) and virtual servers. The sections that follow describe the
relationships between managed nodes, VDCs, and virtual servers.

Managed Nodes and Virtual Data Centers

A Virtual Data Center (VDC) is an administrative container that refers to a
group of managed nodes, their virtual servers, and applications. Each VDC
houses a group of managed nodes used by a specific area of operations
within an enterprise. Each VDC may need connections to specific networks
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VIRTUAL IRON® OVERVIEW
Object Relationships in VI-Center

and SANs within the enterprise.

To illustrate what a VDC is and how to create and assign nodes to them, let’s
say your company has several departments: Design and Test, Manufacturing,
Finance, and Sales. Each of these departments has different responsibilities
and each will likely run a set of applications specific to its aims. The Design
and Test organization may run CAD and other programs that are not used
elsewhere in the organization. Manufacturing may run programs that link its
production goals with existing inventories of materials. Finance runs small-
and large-scale accounting applications. Therefore, your enterprise may, for
example, divide a set of 14 nodes among four administrative groups, as
shown in Figure 4.

Figure 4. Nodes And Virtual Data Centers
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Virtual Data Centers and Virtual Servers

A virtual server is a virtual machine that runs an OS and its associated appli-
cations. Just as each VDC owns the resources of a set of nodes, each node in
a VDC can host a set of virtual servers.

With Virtual Iron®, each node is partitioned into a set of functionally indepen-
dent environments, or virtual servers. A number of virtual servers can run
simultaneously on a single node. Just as each VDC may contain n-nodes,
each node may host multiple virtual servers.

To understand the relationship between VDCs, the nodes they contain, and
the virtual servers that run on these nodes, refer to Figure 5. This illustration
shows two VDCs, Finance and Sales and Marketing. Finance contains three
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VIRTUAL IRON® OVERVIEW
Virtual Server Characteristics

managed nodes—10, 11, and 12. Of these, node 10 contains no virtual serv-
ers, while nodes 11 and 12 host four and two virtual servers respectively.
Sales and Marketing contains nodes 13 and 14, which host two and three vir-
tual servers.

Figure 5. VDCs, Nodes and VSs

Virtual Data Centers and Virtual Servers

VOC: Finance VDC: Sales and Marketing
Nodes 10+ 12 Nodes 13 - 14

VIRTUAL SERVER CHARACTERISTICS

A virtual server is an instance of an operating system and its applications. With
Virtual Iron®, you can configure and run multiple virtual servers on each man-
aged node. VI-Center™ provides control of virtual server characteristics, such
as:

* Number of processors (default: 1)
* Processing priority (default 50)

* Memory (default: 256 MB)

* Network connections

* Disks (optional)

» Boot method

These characteristics are defined briefly below. For instructions on configuring
them, see the integrated product tutorial.
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Processors

VIRTUAL IRON® OVERVIEW
Virtual Server Characteristics

Each virtual server uses some or all of the processors on the node hosting it.
Virtual Iron® allows multiple virtual servers to share the same processors. If a
node has four physical processors, the virtual servers configured on that node
can each use part or all of them. You can assign the default minimum of one
processor or assign a higher number. Virtual Iron® limits each virtual server to
the number of processors available on its host node.

Processing Priority

Memory

When more than one virtual server is using the same processing resources,
virtual servers assigned a higher priority are favored over another. For exam-
ple, virtual servers A and B have the default priority of 50; C is assigned 100,
the highest priority, Virtual Iron® allows C to run more frequently than A and B.
See Creating a Virtual Server for details and procedure.

By default, each virtual server is allocated approximately one quarter Gigabyte
(256 MB) of memory. You can increase or decrease the memory allocated to
each virtual server to suit application requirements.

Unlike processors, memory is not shared among virtual servers, but is allo-
cated to virtual servers at configuration time. Memory allocated to one virtual
server cannot be used or borrowed by another, even if it is unused. Instead,
memory is apportioned among virtual servers administratively, with each allo-
cated a specific amount of the total available. The total of allocated memory
cannot exceed 100% of the available physical memory. See Creating a Virtual
Server for details and procedure.
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Virtual Server Characteristics

Network Connections

Each virtual server uses a software object called a virtual network interface
card, or VNIC, to connect to a specific subnet. Each VNIC has a unique MAC-
address. You can assign multiple VNICs to each virtual server, enabling its
applications to access multiple networks. Once a VNIC is assigned to a virtual
server, it is bound to that virtual server, and cannot be used by any other. The
total number of VNICs you can assign to all virtual servers is unlimited.

Disks

As the VI-Center administrator, you can assign disks to each virtual server.
These disks can be raw SAN (Fibre Channel or iSCSI) volumes, or logical
hard disks created on SAN or local drives. You can configure each virtual
server to boot from, and access any disks visible to, the managed node host-
ing it. Virtual servers hosted by a node containing a host bus adapter (HBA) or
access to an iSCSI network, can connect to SAN resources.

The Virtual Iron® administrator controls which logical unit number (LUN) to
use as a boot disk, and the order in which LUNs are presented to the OS. You
must provide the world wide node numbers (WWNN) associated with each
HBA to the SAN administrator, so that switches may be programmed to pro-
vide the desired access. See Configuring Storage.

Boot Methods

Virtual servers can boot from logical disks on a SAN, from a local disk, or from
a network boot device or from a CDROM. See the steps in Creating a Virtual
Server for information on configuring boot parameters.
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INSTALLATION OVERVIEW

Virtual Iron® Extended Enterprise Edition runs on one or more Intel or AMD-
based servers called managed nodes. These servers are managed by VI-
Center, a web-based management application installed on a separate node
running either Windows® or Linux®.

When running Virtual Iron® XEE, VI-Center and all managed nodes are inter-
connected by a dedicated management network, as shown in Figure 6. Note
that the nodes in this illustration are connected to a public network, which
hosts a DHCP server. With Virtual Iron® XEE, managed nodes can be con-
nected with any number of public networks. However, these nodes can only be
managed via a single dedicated management network.

From a management perspective, the product treats these nodes as a single
pool of resources. Virtual servers created in this environment can migrate from
one node to another in the event of a failure, and move non-disruptively to
another node as needed.

Figure 6. Virtual Iron® Management Framework
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HARDWARE AND SOFTWARE REQUIREMENTS

Virtual Iron® can run on a single node, or can comprise a management node
(which runs VI-Center) interconnected with one or more managed nodes.

Note: The VI-Center can be installed onto a Linux or Windows platform. How-
ever, once installed, it can not be moved from one platform to another. Instead,
uninstall it and reinstall it. The VI-Center can be upgraded per Virtual Iron’s
upgrade instructions.

Managed Servers, Minimum Requirements

Managed nodes have the following minimum requirements.
* Intel®-VT or AMD-V® based nodes
» 2 GB RAM
 Local SATA and SCSI drives (optional). IDE disk drives are not supported.
* Ethernet ports: 2; if using iISCSI, 3
* Fibre channel card (optional)

Management Server, Minimum Requirements

The management node hosts the Virtual Iron® VI-Center.
«1CPU
» 2 GB RAM
» 30 GB hard drive
 Ethernet ports: 2
» OSs supported:

- Red Hat Enterprise Linux 4 32-bit and 64-bit

Note: 64-bit RHEL-4 requires the compat-arch-support package

- Windows 2003 server 32-bit
- SUSE Linux Enterprise Server 9 32-bit and 64-bit
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Virtual Iron Maximum Limits

Component Virtual Iron
CPUs per virtual server 8 maximum. Varies, depending on OS
distribution.
Virtual RAM per virtual server 32GB
Physical RAM per virtual server 64 GB
NICs per physical server 3 (5 ports)
VNICs per virtual server 5 (5 ports)
Disk size (iSCSI or Fibre Channel LUN, | 2TB
logical disk)
Physical LUNs per node 500
Number of disks per virtual server 15
Number of virtual servers per physical Varies, depending on memory and CPU
server requirements.

VI-Center Client Requirements

The VI-Center client manages physical and virtual objects. The client requires
the 32-bit version of JRE 1.5 or newer.

If you are installing the VI-Center on 64-bit RHEL-4 the compat-arch-support
package is a prerequisite.

Note: If you are installing VI-Center on Linux, you must have glib installed on
the management server to make use of the Network (Image) Boot feature. If
your management server is running X Windows or Gnome you have glib
installed. If glib is not installed, the following error message appears in the log:

/opt/Virtuallron/VirtualizationManager/system/log/nbd-server.log contains
bin/nbd-server: error while loading shared libraries: libglib-2.0.s0.0: cannot
open shared object file: No such file or directory
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GOSs Supported On Virtual Servers

Virtual Iron® Extended Enterprise Edition enables administrators to configure
and manage multiple guest operating systems (GOSs), of different types and
versions, on a single managed node.

Virtual Iron® supports virtual servers running the following OSs and versions.
* RHEL 3 U8 and U9 32-bit
* RHEL 4 U4, U5, and U6 AS 32-bit and 64-bit
* RHEL 5 U0 and U1 32-bit and 64-bit
e SLES 10 SP2
» SUSE Linux Enterprise Server 9 SP3 and SP4 32-bit and 64-bit
» SUSE Linux Enterprise Server 10 SP1 32-bit and 64-bit
» CentOS 4 U4, U5, and U6 32-bit and 64-bit
* CentOS 5 UO, U1 and U2 32-bit and 64-bit
» Windows 2000 SP4 32-bit
* Windows XP SP2 and SP3 32-bit
» Windows Server 2003 SP2 32-bit and 64-bit
» Windows Server 2008 32-bit and 64-bit
» Windows Vista 32-bit and 64-bit

Languages Supported

In addition to English, in this release, Virtual Iron supports installations on Jap-
anese and German operating systems. Expanded and localized support will
be available in future releases.

MANAGEMENT OPERATIONS

When running Virtual Iron® XEE, a set of one or more managed nodes is
interconnected with a management node. The following terms will be used in
the configuration description.

» A dedicated management network is a network that is entirely dedi-
cated to management traffic between VI-Center and managed nodes. In
this scenario, it is advisable to use the dedicated network to PXE-boot the
Virtual Iron® software on each node.

* A public network is a network that is used for ordinary network traffic by
one or more nodes.
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Product Configuration, Extended Enterprise Edition

If you are virtualizing multiple nodes, connect each managed node to the man-
agement server (via the dedicated management network), and to one or more
public networks.

Figure 7 shows a typical configuration. In this case, three systems are con-
nected by a dedicated management Ethernet network, which is used exclu-
sively by VI-Center to PXE-boot and manage these nodes. This network is
shown as a dashed green line.

The managed nodes are also connected to a public network; this connection is
used by the virtual servers hosted on each managed node. It is never used for
Virtual Iron® management traffic.

Figure 7. Three Managed Nodes, dedicated management network
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MANAGED NODE CONFIGURATION

The managed nodes you will use in the Virtual Iron® framework need to be
specially prepared by editing the BIOS setting of each node. The tasks you
perform for each type of node will vary, depending on the vendor. They
include:

« Virtualization Processor Settings of Each Node
« Configure IPMI or ILO for each Node
» Disabling Hyperthreading Support
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Virtualization Processor Settings of Each Node

The Virtual Iron® framework operates only in Intel® and AMD® nodes with vir-
tualization technology (VT) support. In nodes sold by some vendors, the
Intel®-VT extensions for the node are set to OFF. Be sure the Intel®-VT exten-
sions for each node are set to ON when checking the node’s BIOS settings.

Configure IPMI or ILO for each Node

Some servers are designed to be started up or shut down from a remote con-
sole. Two protocols commonly used to provide this capability are IPMI (Intelli-
gent Platform Management Interface) and ILO (Integrated Lights Out).
However, some nodes do not support either of these protocols.

If the node or nodes you are managing with Virtual Iron® support one of these
protocols, you need to configure the node so Virtual Iron® is enabled to start
up and shut down the node from VI-Center™. Please consult the manufac-
turer’s hardware documentation for details on configuring IPMI and ILO on the
node.

CONFIGURING IPMI

To configure IPMI for a node, after logging in:

Step 1.In the Tools menu, select Get a file. See Figure 8.
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Figure 8. Tools Menu, Get afile... option
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Step 2. Navigate to the install directory of the server:

Virtuallron\VirtualizationManager\system\generic_ipmi.xml

Step 3. Open this file and edit the following command options with your User
Name and Password:

<command-options>-U (Your UserlD) -P (Your Password) </command-
options>

To view IPMI information, select a node in the navigation tree and click Hard-
ware. The information appears in the Info pane. See Figure 9.
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CONFIGURING ILO
To configure ILO for a node:
Step 1. Click Hardware and select a node in the navigation tree.
Step 2. In the Info pane, click Edit.

Step 3. Select iLO from Controller Type and provide iLO MAC address. See
Figure 9.

Figure 9. Configuring IPMI or ILO Information
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Disabling Hyperthreading Support

Virtual Iron® recommends that hyperthreading be set to OFF on Intel® nodes.
To do this, restart your managed node and enter the BIOS on startup. Disable
the hyperthreading support in BIOS. On most computers hyperthreading is
located in the Main BIOS Settings menu. On HP servers it is in the Advanced
menu-->Power-On Options submenu.

Note: Turning Hyperthreading ON may adversely affect the performance of
certain classes of applications.

BIOS Setting for Managed Nodes

When you add nodes to the VDC, make sure that the NX bit is set to the same
value among all the nodes—either all ON or all OFF.

PXE Booting Managed Nodes

To PXE-boot managed nodes, follow these steps:
Step 1. Connect all nodes to the machine hosting Virtual Iron® VI-Center.

Step 2. Make sure the BIOS of each node is configured so that PXE or Net-
work boot precedes other methods in the boot order.

Step 3. Boot each managed node.

SITE PREPARATION

The sections that follow cover the key considerations relating to the cabling of
nodes in the Virtual Iron® framework.

Define the Physical Infrastructure

Before setting up a lab, adopt a set of cabling conventions to simplify trouble-
shooting and adding, replacing, or upgrading nodes.

Some additional planning is needed when implementing virtual infrastructure.
In the open Virtual Iron® framework, virtualized nodes are partitioned into
administrative entities called virtual data centers, or VDCs.

To derive maximum value from your virtual infrastructure, it is important to
make network and SAN connections within each VDC in a consistent way. Set
up the physical infrastructure that underlies each set of virtualized nodes so
that all nodes in each VDC can access the same networks, and the same SAN
resources.
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To make efficient use of network resources, map out which nodes/ports are
connected to which subnets. Use these guidelines:

» Connect each node to the same physical subnets.
« Connect the port/slots in each node in the same manner.

Details on planning these connections are included in the sections that follow.

Defining Network Connections

In each VDC, attach each node to the same subnets. As a best practice, each
node should have the same connection scheme. For example, connect EthO
on each node to subnet A, Eth1 to subnet B, and so on.

This scheme gives you the flexibility to migrate a virtual server on one node to
another node without losing access to its network(s). In addition, having each

node cabled to its subnets using the same-numbered ports simplifies the man-
agement, troubleshooting, and configuration of physical nodes.

For example, you may be running a data processing application on a node in
network A. This application normally consumes a high-percentage of the
cycles available on that node, but it is now running at 5% of capacity. To use
resources more efficiently, redeploy the application to another node in the
VDC, on network B, C, or D.

Figure 10 shows three nodes, each of which is connected to four subnets.
Note that each same-numbered Ethernet port in each node is connected to
the same subnet—Eth0 connects each node to subnet Lab 1, Eth1l connects
each to Lab 2, and so on.
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Figure 10. Network Connection Scheme for Managed Nodes
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Connecting Nodes to the SAN Infrastructure

Before you connect nodes to the SAN infrastructure, bear the following consid-
erations in mind.

» Adopt a consistent connection scheme between HBAs/ports and SAN
switches.

» Be sure that each node is connected to each enterprise SAN switch. This
assures that the virtual servers hosted by each node have access to all
targets/LUNs. This is what enables LiveMigration, LiveCapacity®, and
LiveRecovery between existing nodes.

Figure 11. SAN Connection Scheme per VDC

Planning SAN Connections for Managed Nodes

HBA 0 HBA1

A- port 0 B —port0

A- port 1 B —port1

A- port 2 B —port 2

A- port 3 B —port 3

Virtual Server X

Virtual Server A Virtual Server Y
Virtual Server B Virtual Server P Virtual Server Z Virtual Server S
Virtual Server C Virtual Server Q Virtual Server W Virtual Server R

Managed Node 1 Managed Node2  Managed Node 3 Managed Node 4

la r:ll ol laf ¢ ) Jal lef ¢ __|| o )
NS e Eﬁ 1
Nes [ == = |
o 1 e /. N
SAN Switches A B

[ 99] [ 00

33



Chapter 2 INSTALLING VIRTUAL IRON XEE
Installing Virtual Iron®

INSTALLING VIRTUAL IRON®

The following instructions describe how to install Virtual Iron® on multiple
managed nodes.

Before installing the product, interconnect the VI-Center node with managed
nodes in your data center, and set the managed nodes to PXE or network
boot. See Managed Node Configuration for information on preparing managed
nodes.

Note: All anti-virus software applications must exclude the Management
Server installation directory. This is because of file permission conflicts, which
could cause data corruption. The VI-Center user interface may also run slowly
if anti-virus software is running on the management server host. This may
occur because some anti-virus software inspects Java applications, resulting
in reduced VI-Center client performance. To prevent this, designate VI-Center
as a trusted application in the virus-scanning software.

Check the requirements provided in Product Requirements. For detailed hard-
ware requirements, check

http://www.virtualiron.com/products/servers.cfm

Install the software on the system designated as the management server node
in Figure 6. This system hosts the VI-Center®, which is used to configure,
start, and manage virtual servers on one or more nodes.

Step 1. To install Virtual Iron®, proceed as follows.
For Linux:

Execute the bin file as follows:

# sh ./Virtuallroninstall4xx.bin
For Windows®:

Double click this file:

VirtuallronInstall4xx.exe
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Step 2. When the download completes, the introductory screen appears. Click
Next to begin the installation.

\iirtualiron

0000000000

Installarawhere by Macrowvision

LCancel

Introduction

Installarmavhere will guide wau thraugh the installation of
Wl-Center

Click the 'Mext’ button to proceed ta the next screen. If wau want
to change samething on a previous screen, click the 'Previous’
buttan.

You may cancel this installation at amy time by clicking the
'Cancel' buttan.

ext

Step 3. At this point, the installation process checks to see whether standard
DHCP port 67 or TFTP port 69 is in use on the installation host.

To PXE-boot managed nodes (as explained in Product Configuration,
Extended Enterprise Edition), these ports are required. If either port is
in use, a DHCP or TFTP Port in Use window appears warning that VI-
Center may not function properly. Resolve this issue before continuing

the installation.

Step 4. In the License Agreement dialog, you are prompted to read and accept
the Virtual Iron® license agreement. You must accept the agreement
to continue the installation.

Step 5. Click Next.

\riirtualir

& License Agreerment

O00000000

Installarawvhera by Macrowvision

LCancel

License Agreement

Installation and use of Virtualization Manager requires
acceptance of the following license agr

merged in this Agreement; provided, however, That [.]
this Agreement shall not supersede the terms of
any signed license agreement between Customer and
Wirtual Iron relating to the Software {a "Signed
Agreement"). In case of any discrepancy between
this Agreement and a Signed Agreement, the terms
of the Signed Agreement shall prewail.

WHE YO ACKWOWLEDGE THAT ¥OU HAWE READ THIS
AGREEMENT, UNDERSTAND IT, AWD AGREE TO BE BOUND BY
IT5 TERMS AND CONDITIOWS. #*ww

L L]

@ | accept the terms of the License Agreement

O | dio NOT acceptthe terms of the Licensze Agreement

Prevdous | | Mext
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Step 6. Next, choose a location for the installation. You can enter a path for the
installation, or choose the default folder. (For Linux, this is
lopt/Virtuallron. After selecting a location, click Next.

\iirtualiron Choose Install Folder
Select an existing directory for recanfiguration or a directonyto
@ License Agreement install the %I|-Center
& Choose Install Falder
@ L File

Where would you like to install or change configuration?

Jopt Airtuallran |

Eestare Default Folder || Choose. .. |

Installarawhere by Macrowvision

LCancel | Prevdous | | ext |

A2 ¥Yirtualization Manager Install [I Al |EI|5|

Viirtualiron Choose Install Folder
Selectan existing directory for reconfiguration ar a directory to install
G License Agreement the Virtualization Manager
& Choose Install Folder
() Licenze File

© Administrator Passward

{2 communication Setup - - :
Where would you like to install or change configuration?

O Metwiatk Setup
(© DHCP Server
© Pre-Installation Surmmaty Restore Default Folder Choose...
) Installifg...

@ Install Cotnplete

| C:\Program Filestyirtualiron

InstallAmawhere by Macravision

‘Cancel | Previous. | :

Step 7. Enter the location of the Virtual Iron license file. This file is not included
in the distribution, but is sent to you by Virtual Iron®. (The example
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shown is from a Windows® installation.)

Viirtualiron

0 License Agreement

& Choose Install Folder
& License File

© Administrator Passward
&) communication Setup
{2 Meb
{2) OHCR Satvar

O Pre-Installation Surmmaty
(D Installirg...

@ Install Complete

etup

License

File

Flease enter the license file that was sent to you by Virual lran
Software. Ifyou have not received a license file, please contact
Yirtual lron Software for a valid license.

Please Choose a File:

|C:'|,D0cuments and Settings\Owner\Deskiopivilicense

Restore Default File

InstallAmawhere by Macravision

‘Cancel |

Previous |

[Hext

Step 8. Enter an Admin password. The password and confirmation password

you choose must match be 6-32 characters long. Remember this
password as you will need it to log in to the system later!

If your password and confirmation do not match, an error message
appears prompting you to reenter the password.

Viirtualiron

@ License Agreement

@ Choose Insiall Falder
@ License File

& Acdministrator Password

Qe0D06

Installamywhere by Macrovsion

| Cancel

Set Administrator Password

Wirtudl Iron creatas a derault apokcation sdministration
account with the lagin name admin and password. You
are required to enter & password that is between 6 and
32 characters in length

Fassword

Pacsword Confirm

Frevdous

Note: You can change the admin password at a later time, see Changing a
User Password.
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Step 9. Choose HTTP or HTTPS for the connection type to use between the
VI-Center client and server.

Communication Setup

Wirtualiron

Please choose a communications mode between client and
server applications. Choosing HTTPS will encrypt 2l

@ Licanse Agreement
cammunications and recuire configuration of & 550 Certificane

@ choose Insall Folder
@ License File

@ Administrator Password
=¥ Communication Setup

@
O t HTTP -
8] TTP
O HTTPS
@
Installamywhere by Macrovision
LCancel Erevious | [laxi

If you choose HTTP, the window shown below appears. This allows
you to choose a port or use default port 80.

\iirtualiron

Communication Setup

& License agreerment
& Choose Install Folder

The ¥|-Center client communicates over the network. to the
YWl-Center server using standard ports. Changing the HTTFP
port will require wou to specify the port in the URL when

cannecting to the Yl-Center server,
& License File

@ Administrator Password

& Comrrunication Setup

HTTP Paort | 80

Installarmavhere by Macrovision

LCancel | Prevdous | | ext |

If you select HTTPS, select a port or use default port 443. You can
also select your own keystore. If you choose to do this, you must pro-
vide passwords for the keystore.

The installer validates the availability of the port you have chosen. If
the port is unavailable, a pop-up window appears, informing you to
choose an unused port.
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Step 10.1f you have chosen HTTPS, the following window appears. (The win-
dow shown is from a Linux installation.)

\iirtualiron

Communication Setup

& License agreerment

& Choose Install Folder
& License File

0 Administrator Password
& Comrrunication Setup

Please select the Centificate Keystore that will identify this
server for use by ety for HTTPS. This Certificate Kewstare will
need to be created wia the Java kesytoal utility. Please see
documentation for kewtoal. If this field is left blank, a
temparary Certificate will be generated for wou.

Please Choose a Certificate Keystore:

; |

Installarmavhere by Macrovision

LCancel

Eestare Default File || Choose. .. |

| Prevdous | | ext

Step 11.If you chose a certificate keystore in the preceding step, enter pass-
words for the keystore and the certificate key.

Step 12.The illustration that appears at this point shows a representative con-

figuration of the management network. Note that two networks are
present. The Virtual Iron management network is a private network
between the VI-Center and all managed nodes. These nodes are also

connected to a public network.

\iirtualiron

Management Network Configuration

& License agreerment

& Choose Install Folder
& License File

0 Administrator Password
& Comrmunication Setup
& Metwork Setup

Client

Virtual from

[ Management
Netwark

Vafua.f Iron M_anagerrlenr Network

- s

{ PXE server \
DHCP server
1 X -7

= Virtual Iron e
Virtual fron i Wi-Cantar |\

Public dhcp server

Staticatly
configured IP
address

i g

Managed Nodes

Installarmavhere by Macrovision

LCancel

Prevdous | | ext

Click Next to continue.
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Step 13.Assign the IP addresses that the VI-Center uses to connect to the pri-
vate management network and the public network.

\iirtualiron Network Setup

Please setup wour network configuration.

@ License agreerment

G ch | | Fald Important Make sure firewalls are disabled on the
sl RelieEr Management Network Interface. Otherwise, some services

0 License File will fail to initialize.

G Administrator Password

& Comrunication Setup
& Metwork Setup

Fublic Metwark Interface:

0000

|—eth0(10.1.3.190) >

Management Metwark Interface:

Bth1(10.1.190.1) | ¥

Installarawhera by Macrovision

| LCancel | | Prevdous | | Iext

VI-CENTER AND DATA PROTECTION

VI-Center needs to be deployed and running on a platform that is capable of
maintaining critical applications. Although Virtual Servers continue to run even
when the VI-Center is not, the VI-Center should be configured as an always-
on product.

As with any database-based product, database corruption can occur if there is
a loss of power or a management server connected to a storage subsystem
configured with write-caching is improperly shut down. This could affect the
most current statistics collection, configuration changes, and log file updates.

To be fully functional again may require restoring the database with a backup
version. As a result, some critical data may be lost. It is a best practice to oper-
ate the VI-Center with a UPS (uninterruptible power supply) and to run regu-
larly scheduled backups.

See Performing Backup and Restore Operations for additional information.

Step 14.If your system is not protected by a UPS, there is a risk of database
corruption in the event of a power interruption. This would require
restoring the database and could result in lost data.

Select Optimize for data protection to reduce this risk. This causes
VI-Center to wait until the data is completely written to the disk before
proceeding. To ensure that performance is not adversely affected, Vir-
tual Iron recommends disks capable of operating at a minimum of
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7200 RPM.

\iirtualiron Database Optimization

The YI|-Center contains an embedded database and power
& License agreerment interruptions on a system not protected by a UPS may result in

G cHatsanarall Eo| dar carrupted data which will require a database restare. The WM

can be optimized either for perfarmance or for data protection.
9 License File The %M will wait for disk writes to complete hefore proceeding
when optimized far data protection.

@ Administrator Password

& Comrmunication Setup

& Metwork setup See the Extended Enterprise Edition Admin Guide for more
details.

& Database

Qr

Please select a database optimization strategy:
® Optimize for performance

) Optimize far data protection

Installaravhere by Macrowvision

Cancel | Prevdous | | Iext |

For systems running Windows, if you select Optimize for data pro-
tection, you also need to disable write caching on the disk that is used
to store the VI-Center database. Do the following to navigate to the
Device Manager:

* Right-click My Computer and then click Properties.

* Click the Hardware tab.

* Click Device Manager.

» Click the plus sign (+) next to the Disk Drives branch to expand it.

* Right-click the drive on which you want to enable or disable disk-
write caching, and then click Properties.

£ Device Manager
Eile  Action View Help

mEES 20 A8 =R

=& ESCHOTTZ
+ E@, Batteries
# i Computer
[=-%e# Disk drives
(157 26060MIATO0]
+ & Display adapters
[+ DVD/CD-ROM drives
[+{#8 Human Interface Devices
+-i=% IDE ATA/ATAPI controllers
+- % IEEE 1394 Bus host controllers
- Keyboards
[y Mice and other pointing devices
e Modems
+-® Monitors
(- B8 Network adapters
- H PCMCIA adapters
&+ %R Processors
+ 3 Secure Digital host controllers
#- @, Sound, video and game controllers
- System devices
-6 Universal Serial Bus controllers
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* Click the Policies tab.

HTS726060M9ATO00 Properties

Write caching and Safe Removal

[Iénable write caching on the disk
This setting enables write caching to improve disk peformance,
but & power outage or equipment failure might result in data loss

or comuption.

[ oK ][ Cancel ]

* Click to clear (uncheck) the Enable write caching option.
» Click OK.

Step 15.After making your database optimization selection, the VI-Center
Install window displays a pre-installation summary. To proceed with the
installation, click Install. (The example shown here is for a Windows®

nstallation.)
5]
\iirtualiron Pre-Installation Summary

& License Agreement

& Choose Install Folder
& Licensze File

@ Administrator Password
Cormmunication Setup
& retwork Setup

@ DHCP Server

@ Fre-Installation Surnrmary
) Installifg...

@ Install Cotnplete

InstallAmawhere by Macravision

‘Cancel |

Please Review the F ing Before Continuing:

Product Name:
Virtualization Manager

Install Folder:
C:AProgram Filesivirtualiran

Disk Space Information (for Installation Target):
Required: 237,081,925 bytes
Awailable; 1,089,531 504 bytes

Previous

42 VI-Center™ Administrator Guide




INSTALLING VIRTUAL IRON XEE
Installing Virtual lron®

Step 16.A screen appears with the install location. Click Next.

\iirtualiron Install Complete

Congratulations!
& License agreerment

& Choose Install Folder
G License File SoptAirtuallran
G Administrator Password

Yirtualization Manager has been successfully installed to;

& Comrmunication Setup

& Metwork setup

& Database

Q Pre-Installation Summary
& Installing. ..

& Install Complete

Installarmavhere by Macrovision

Step 17.When the installation is complete, click Done to close the window.
(Example: Windows® installation). VI-Center starts automatically.

Viirtualiron Install Complete

The Yl-Center User Interface can be started by

& License agreerment
1. Opening a browser and going to:
G Shionee nstal oty http: f fschottms. katana-technaology. caom: 80/
G License File 2. Click on the Yirtualization Manager link to start.

O Administrator Password . .
Press "Done" to exit the installer.

& Comrmunication Setup

& Metwork setup

& Database

Q Pre-Installation Summary
& Installing. ..

& Install Complete

InstallArsavhere by Macrowvision

Prevdous | | Doane
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CONNECTING TO THE VI-CENTER

After installing Virtual Iron®, use a web browser to connect to the VI-Center
node (the node on which you installed the product).

Step 1. For the URL, use the IP address of the management server’s public
network.
Step 2. On the Virtual Iron® screen, click VI-Center.

Step 3. The application starts, and you are presented with this login screen.
Enter the Password you specified when you installed VI-Center, and

click OK.

Figure 12. Login Screen

Login PZ|

Enter your user name and password:

\iirtualiron User Name: admin
Passwoard: il

Welcome
to the URL: 1a-technology.com:80
Virtual Iron
VI-Center™ oK | (_cancel |

Copyright 2003-200%8 Virtual Iron Software Inc,
All rights reserved, Patents pending, Virtual Iron
and the WVirtual Iron WI-Center are trademarks
of Wirtual Iron Software,

Step 4. VI-Center opens, as shown in Figure 13. If the Tutorial appears to the
right of the Resource Center window, you may close it at any time by
selecting Help and unchecking Show Tutorial.

Note: If you are running Java6, and you get a File Not Found error when
accessing the VI-Center URL, you may have a caching issue. Open your Java
Control Panel (enter javaws -viewer in the Command Prompt). In the General
tab, make sure Keep Temporary Files on My Computer is checked.
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Figure 13. .VI-Center Interface

Virtualiron

y Summary |
| Resource Center

Nodes inuse: 0 Yirtual Servers Running: 0 LiveCapacity o Migrations
ﬂ E 3 ﬁﬂsr‘fﬂrmed:

e 2 A G
' Free: ﬁ Stopped: l‘ﬂ Last virtual
o Tokal Z o Unassigned: 0 Server Migrated:
Capacity
 Total: i i A

| B Geemetiese.
| @ actveponies TS &

e

g Users

CHANGING A USER PASSWORD

Use the following procedure to change a user password:

Step 1. Select the User shortcut.

Step 2. Select the account for which you want to change the password.
Step 3. Select Edit > User Account.

Step 4. In the Edit User Account window, do the following:

A. Enter the old password for the account in the Existing
Password field.

B. Enter the new password in the Password field.

C. Enter the new password again in the Confirm Password
field.

Step 5. Click OK.
The new password takes effect when you restart VI-Center
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USING THE INTEGRATED TUTORIAL

Hile Edt Wew Tools Actions

Resource Cenler

Virtual Iron® includes a tutorial that opens when you first connect to VI-Center.
(See Connecting to the VI-Center.) The tutorial provides a high-level look at
the product, with instructions on how to configure and start a virtual server.

The tutorial takes about 10 minutes and provides an introduction to the design
of the management framework and the controls that make up the client inter-
face. You can open or close the tutorial at any time by clicking the Show Tuto-
rial check box on the Help pulldown (see Figure 14).

Figure 14. Open the Tutorial

@ vi-center Help F1

B G
B @ voeot
B [ vocs

. ] |
Kirtual Tran Homa Page

irtualiron

Technical Support

About... ﬂ

T Resources & activity
Modes In Use; O Virtual Servers Running: 0 Paolicies Migratians

u ﬁ E Ferformed:
]

.l'ruu: z ﬂS‘bnppudl S HL&H‘.UHH&I

o Total: Z g Unassignea: 1 Server Migrated:

Capacty

of Tatal: 1 & m";:
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VI-CENTER OVERVIEW

Once you install and configure Virtual Iron®, you have a virtualization environ-
ment in which to create and manage virtual servers on a set of managed
nodes. Management for this environment is provided by Virtual Iron® VI-Cen-
ter™, a transaction-based framework that also includes an integrated data-
base and a web-based management user interface.

The VI-Center user interface provides a set of work areas, buttons, pull-down
menus, and tabs for access to various functions and configuration screens.
See Figure 15:

* Pull-down menus—File, Edit, View, Tools, Actions, and Help
» Action toolbar—Allows quick access to a group of task icons

* Navigation tree—Shows hierarchy of physical and virtual components.
Click on a component to open its default Summary pane and related man-
agement panes.

» Management pane—Resource Center, Hardware, Policies & Reports,
Jobs, and Users

» Application Shortcuts—Allows quick access to all management panes

The sections that follow describe each set of controls and their relationship to
one another. Use the integrated tutorial to familiarize yourself with the product.

Figure 15. Overview of Client Design

PuII-down/H-_- Edit Wew Toos Actiors Help

menus oghdEEreREAxx2EO \rirtualiron
snurce Lenter
Action X e
SR ¢ Swmimary | irtial Data Certers | Modes | Vicial Servers | Networks | Virbial Storsge | Events |
ool g
oolbar | T Resaurce Center |
M coll PosesrEdge SC4d0 (1)
NaVigation i |l'-lI | Unzssgned Virtual Sereers ﬁ Hsuanrces k Actiity for the Fesn R res CRntes 0
i VDT
tree Modes (] inuse: @ Virtwal Servers  BR guoning O Polckes Higrations
PFarformsed.
u prms : -'J.J St pa<li - E! Last Wit
Manag;zmgnt of Toul: # o unascigned: 3 z-e.m Migrated
Resource S B
Center Sum- o ey
=
mary panel — | kit
[] Mede Performance EE)
dj Virtual Server Performance \?_:
[ﬁ:l License Leage {x]
& Active Palicies = User Connections )

Application !
shortcuts M

| & Hardware

iy Policies & Reports

E Jabs

& Users

49



Chapter 3 USING VI-CENTER®
Using the Pull-Down Menus

USING THE PuLL-DOWN MENUS

VI-Center contains a set of standard pull-down menus which are discussed
briefly in the sections that follow.

Figure 16. Pull-down Menus

(File Edit Wiew Tools Actions Help)

$D|5cuver|}.ﬁ|ﬁ|>€| |E|6

File Menu

The File menu options change depending on which application option you are
using. Exit is the only available option when you are working in the Hardware,

Policies & Reports, or Jobs panes.
« If you select Resource Center, use these File menu options to do the fol-
lowing:
- New—>Virtual Data Center—Highlight Resource Center in the navi-
gation tree to activate this option. Click to add a new virtual data center

to the Resource Center.

- New—>Virtual Server—Highlight a node in the navigation tree to
activate this option. When you click to add a new virtual server to the
node, the New Virtual Server Wizard appeatrs.

« If you select Users, select New User Accounts to add users.
« For all application options, Exit exits VI-Center and closes the client user
interface.

Figure 17. File Menu Options

Fils| Edit v Tools Sotions Help
—_ pryw— ?m SEEI

Ez'l\ -

S| ltq.u_urc;,u.,:nler
Bl [ fFinance-East

i"i Summanry l_t_-ﬂ_ﬁ-]

|} Resource Cer

Edit Menu
Use the Edit menu to Delete objects from or Find objects in the database.
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Use the View menu to hide or show the Toolbar and Application Shortcut
options, and to refresh screen data.

Figure 18. View Menu Options

File Edit | Wiaw | Tools Actions Help

(1| ﬂ-] il esource Center
= Hardware

Policies & Reparts

Jobs

alx2D]0

§ summary |Wiiicislin
| Resource Center

Toolbar
Applicstion Shorteuts

i
R
B di# users
G
]
-

Refresh

F5

Tﬁ Resources B Ac

B,fl va-rhd 41505

Modes (] in Use:
|

The first group of options in this menu open the same summary panes as the
Application Shortcuts; use this menu to access the screens associated with
the Resource Center, Hardware, Policies & Reports, Jobs, and Users
options. Each of these options is discussed in Using the Application Shortcuts.

* Deselect Application Shortcuts to hide these options. When selected
(checked) they appear below the navigation tree.

 Deselect Toolbar to hide the Toolbar icons. When selected (checked)
they appear just below the pull-down menus.

* Click Refresh to update the client Ul with the latest information from the

VI-Center database.

Tools Menu

Use the Tools menu to manage your archives, import or export hard drive
images, and configure software update notifications.

Figure 19. Tools Menu

File Edit Wiew Toals Achons Help

I}J [lj I.EI JD File Manager

Resource Centy

e YHD Repository Manager,.,
B vNIC Manager...

*he |

= 'E] F:ﬁ Archive Manager...

O Mew
4 g Update Manager

Logs

Beports
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* File Manager—Use the Get a file and Put a file options to move files to
and from VI-Center. For example, you can move an iso file to the NBD
(Network Block Device) directory on VI-Center, making this image avail-
able for booting by virtual servers.

Note: When performing put or get operations, proceed with caution. There is
no warning if by moving a file you will overwrite a file in either the source or
destination directory.

* VHD Repository Manager—Imports or exports a virtual hard drive image
to or from the VI-Center VHD repository and your local computer. See
VHD Repository.

* VNIC Manager—Creates virtual NICs for virtual servers. You must have
at least one VNIC to create a virtual server. See Creating a Virtual NIC.

* Archive Manager—Moves all jobs and associated events that are older
than a specified date to a location in the VI-Center database. See Config-
uring the Archive Manager.

» Update Manager—VI-Center checks, according to a period you specify,
whether there is a new software version available for download. If there is,
you are notified via email. Allows monthly, weekly, or immediate notifica-
tion of Virtual Iron software updates.

Check for updates:

] Maonthly
) wWeekly

' Maver

[ check far updates naw

=] | i Cancel

» Logs—Provides access to various node logs such as backup, system,
DHCP and TFTP logs which can be useful to Virtual Iron® customer sup-
port.

* Reports—Provides access to an index of all reports stored in the data-
base. See Reports for information on generating reports.
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Actions Menu

The Actions menu options change, depending on which of the application
views you select from the View menu or the Applications Shortcuts, located
below the navigation tree.

Note that the Action Toolbar icons also change according to the Application
Shortcuts view you are working in to correspond with the Actions menu.

RESOURCE CENTER

Use the Actions menu to start, stop, and restart virtual servers, and open a
console. Other operations include cloning virtual servers and performing snap-
shots. See Creating and Configuring Virtual Servers for information and proce-
dures.

HARDWARE

In the Hardware view, use the Actions menu to start, stop, and restart virtual
servers, discover hardware, and rescan SAN Ports. See Creating and Config-
uring Virtual Servers, and Configuring Storage.

POLICIES & REPORTS

JOBS

Help Menu

In the Policies & Reports view, use the Tools menu to start and stop policies.
For an overview of the Policies & Reports view, see Policies and Reports in
this chapter. For detailed information and procedures, refer to the Policies and
Reports chapter.

In the Jobs view, use the Tools menu to abort an operation in progress. For a
detailed description of the Jobs view, see About the Jobs Framework.

The Help menu contains links to Virtual Iron documentation, technical support,
and licensing information.

* VI-Center Help—Select this option or press the F1 key to open Virtual
Iron Online Help, the electronic version of the Virtual Iron System Admin-
istrator Guide.

» Show Tutorial—The Virtual Iron Tutorial takes you through the steps for
setting up a virtual server. Check or uncheck the box in the menu to open
or close the tutorial.
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« Virtual Iron Home Page—This option is a link to Virtual Iron’s website. Of
particular interest is the Services and Support option, which contains
links to the following:

- Product documentation
- A searchable knowledge base
- Compatibility and requirements lists

- Other support resources, such as upgrading and conversion proce-
dures and access to Virtual Iron forums and blogs

- Professional services

» Technical Support—This option provides a login window for email corre-
spondence with technical support personnel.

* About—This option opens the About VI-Center window which contains
tabs for viewing the current software version, licensed and unlicensed
features on your system, and an end-user license agreement. Information
concerning licensed features is described in more detail in the next sec-
tion.

Accessing Version and License Information

Each Virtual Iron® license supports a specific number of sockets that may
contain a single-core or multi-core CPU. As of release 4.4, there are no limits
on the number of MAC addresses allowed per license. There is a new tool in
the Tools menu that allows you to generate as many VNICs as you require.

DETERMINING WHAT YOUR LICENSE SUPPORTS

To determine which Virtual Iron software version you are running click the
Help > About.

To check which features you are currently running, and the number of sup-
ported sockets, select the License tab or click an individual license file link for
detailed information about the license as shown in Figure 20.
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Figure 20. Virtual Iron Management Server Licensed Features Window

About YI-Center

version and License Information
Mbout | Leense || End-User License Agraement |
V1-Center Licensing
License Details
Sockets: 20
o License Information for:
Nodes: 10 license fviall license
Resource Center License
License File{s): ——
license yviall license
lssued To
Account Number
License Type
Momi Server MAC Address
Licensed Fealures
Processor Sockets
Type
Quantity
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Virtualiron

Wirtlual lron Software Inc

Copyright (c) 2003-2006, Virtual Iron
Sofberare, Inc. All Rights Reserved

Diava lron
Dooomooo
Permanent

0000 00:00:00:00

Counted
0

Close |

S

The Virtual Iron Management Server window displays information pertaining to
your system, including your account number, the number of sockets in use,
the management server's MAC address, and the features you are currently

licensed, or not licensed, to use.

Scroll down to see a list of all virtual network adapters and virtual host bus

adapters.

Note: In this context, each socket houses a processor: a single chip that con-
tains one or more cores. Each core consists of one or more execution units,
and a set of shared execution resources (such as cache and 1/0O).

To obtain additional features, contact your Virtual Iron representative.
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ADDING A NEW LICENSE
Step 1. Obtain a new license from your Virtual Iron representative.
Step 2. Copy the license file to the license directory.
The default directory for Windows:
Program Files/Virtuallron/VirtualizationManager/license
The default directory for Linux:
opt/Virtuallron/VirtualizationManager/license

Step 3. Restart the Management Server.
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USING THE APPLICATION SHORTCUTS

The Application Toolbar buttons define the functional areas for operations per-
formed in the Virtual Iron® framework.

Resource Center

Click Resource Center from the Application options to manage virtual data
centers (VDCs), managed nodes, and virtual servers. It is in the Resource
Center that you create VDCs, assigh managed nodes to VDCs, and then cre-
ate and configure virtual servers on the nodes. Resource Center is the top-
level object in the navigation tree. A sample of the tree is shown in Figure 21.

RESOURCE CENTER TABS

The default Summary tab in the Resource Center management pane presents
a high-level view of configured resources, as well as migration and capacity
information. The remaining tabs mirror the hierarchy shown in the navigation
tree.

Click these tabs to perform configuration tasks and obtain detailed information
on VDCs, nodes, and virtual servers. Click the Events tab for activity informa-
tion on all the objects in the Resource Center. See Figure 21.

Figure 21. Resource Center Tabs
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Hardware

Click Hardware for information on managed nodes and their components, and
to configure these components.

Figure 22 shows a sample display of the Hardware view with one of the nodes
selected.

Figure 22. Hardware View, Ethernet Port Selected
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Figure 23 shows a sample display of the Hardware view with four nodes. Each
of these nodes has an Ethernet card, CD ROM drive, and a Fibre Channel
card. In this case, Dell 440 node, Ethernet port 2 is selected. Information on
the card is displayed in the Info pane.

Figure 23. Hardware View, Ethernet Port Selected
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STOPPING A NODE
Step 1. Click Hardware tab.
Step 2. Select the node you want to stop.
Step 3. Click the Stop button.

Disu:cwer| }@E‘lﬁ‘x ‘ ® ‘E‘e

A warning dialog appears.

¥l-Center, EI

£y If you stop a node that does not have Wake-On_LAMN or IPMI/ALD enabled,
E) the node will have to be manually powered cycled to start it back up again.

Do you want to continue stopping the node?

Tes it la]

=—_1 =

Step 4. If you are sure the node is configured to start via Wake-on-LAN or
IPMI, click Yes.

STARTING A NODE
Step 1. Click Hardware tab.

Step 2. Select the node you want to start.
Step 3. Click the Start button.

Discuver@. E‘lﬁ‘X‘z ‘E‘e

Policies and Reports

When you click Policies and Reports in the Application toolbar, options for
User Policies, Reports, and System Policies are listed in the navigation tree.
The Policies and Reports pane shows which policies are configured and
scheduled. Note the Policy Key in the title bar, which indicates status.

Select from the options to configure policies that affect virtual servers in the
environment or to generate reports according to criteria you specify. Note that
for some reports you may choose either HTML or CSV (comma separated val-
ues) for the output format.
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USER POLICIES

Configure these policies to alert a user of specific events, configure criteria for
rebooting selected nodes, or scheduling backups.

* EmailNotifier—Set up email notification for specified users whenever a
specified node, virtual server, or virtual data center experiences a speci-
fied event category.

» RebootDataCenter—Use this option to set reboot rules for all data cen-
ters or each data center.

» SystemBackup—Use this option to set the location for a backed-up VI-
Center database, and the number of backups to retain.

REPORTS

* EventReport—Use the tabs associated with this option to set the fre-
guency, date range, and event type to be reported: Informational, Warn-
ing, or Error.

» JobReport—Use the Summary pane to set the frequency or date range
for a report that shows all jobs performed during that period.

* NodeReport—In the Summary pane, specify report criteria for all nodes
or specific nodes in the virtual data center. In addition, you can apply
these criteria to all or a selected virtual data center, and whether the
report output is applied to groups, volumes, or virtual disks.

* VirtualDisksReport—You may select various combinations of specific
types and states of virtual disks. You may choose to limit output to groups,
volumes, or virtual disks.

* VirtualServerReport—You may select various combinations of criteria
for virtual servers from all or a specific virtual data center.

SYSTEM POLICIES
System policies apply to the environment as a whole.

» AutoRecovery—Provides high availability for virtual servers by automati-
cally moving them to a new physical server if their managed node fails.

 LiveCapacity®—Optimizes virtual server use across a shared pool of
resources. It automatically moves running virtual servers to a new physi-
cal server in a VDC if any of the servers exceed a specified CPU thresh-
old for a fixed period of time.

Figure 24 shows a sample of the Policies and Reports area. See Policies and
Reports for more information and procedures.
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Figure 24. Policies and Reports View
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Jobs

Click Jobs in the Application toolbar for information on current and past tasks
that have been completed in the environment. A job is a set of one or more
operations made within the environment that have been entered to the Virtual
Iron® database. Examples of operations include:

* Adding or deleting a user
» Adding, renaming, or deleting a VDC or VS

» Reconfiguring a VS (for example, increasing or decreasing allocated
memory, adding processors)

« Discovering physical resources
» Adding, changing, or deleting policies

A sample of the Jobs view is shown in Figure 25.
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Figure 25. Jobs View
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Users

Click the Users button in the Application toolbar to create and manage Virtual
Iron® user accounts. Each user account has a uniqgue name and password.

Figure 26. Users, Events View
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USING THE NAVIGATION TREE

The navigation tree shows the relationship between managed objects within
the virtualization environment. These objects are both physical and virtual,
and include managed nodes (and node components), virtual data centers, and
virtual servers created with the software.

The content of the navigation tree changes, depending on the button you click
in the Application toolbar.

A sample of the navigation tree for Resource Center is shown in Figure 27.
This view shows the relationships between Virtual Data Centers (VDC), man-
aged nodes, and the virtual servers (VS) hosted by those nodes. In this exam-
ple, VDC Finance East contains nodes, named Dell 440, Dell 380, Dell 430,
and Supermicro.
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Figure 27. Navigation Tree, Resource Center View
File Edit Wiew Tools Actiens Help
COUJdEYHruEE s

Resource Center

Virtual data
center

f§ Dellaan
&= ﬂ Supermicro

Managed nodes

ﬁ vse51% 64
T vs-wazoon.32
B vs-w2003 32-3
Tﬂ vi-yiska, 32
T vs-wanoe 321
(o E Unassigned Virteal Servers )
B [ Finance-East

B {g| Unassigned Virual Servers

Virtual servers

Unassigned virtual
servers

65



Chapter 3 USING VI-CENTER®
Using the Navigation Tree

Figure 28 shows a sample navigation tree as it might appear in the Hardware
view. This view exposes the components of each managed node.

Figure 28. Navigation Tree, Hardware View

Managed node

Node components ——

File Edit Wiew Tool: Actions Help
E‘ll:risc.uver| F B ﬂlﬂ| b | - |E

Managed Nodes

Managed Hodas

[} oelizso

B[] emernet

&[] 10e

B [ | Fibrechannel
B [if] scsirsaTauss
E [i] iscs1

B[] coetazo

B[] coela40

B [if] etmernet

= [if] 10e

B[] Fibrechannel
B [if] scsi/saTAUSE
= [if] iscst

= E] Supermicro

—18 T

66 VI-Center™ Administrator Guide



USING THE ACTION TOOLBAR

USING VI-CENTER®
Using the Action Toolbar

The Action Toolbar is positioned just below the pull-down menus. The icons in
the Action Toolbar are arranged to support the work-flow required to the per-
form tasks associated with a particular application.

The pull-down menus and Action Toolbar are used together to perform specific
actions in the virtualization environment. Depending on the operation, the
options in the Actions menu and the buttons in Action toolbar change. For
example, if you select Resource Center from View menu or Application
Shortcuts, the Action Toolbar appears as shown in Figure 29. In this case,
you would click the buttons in the toolbar to create objects in the virtualization

environment:

« Create a virtual data center

» Add a node to a virtual data center

» Create a virtual server

* Clone a virtual server

» Get a snapshot of a virtual server
« Start a virtual server

* Create a virtual server console

* Find an object in the environment

See Figure 29.

Figure 29. Action Toolbar Icons, Resource Center View
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ABOUT THE JOBS FRAMEWORK

VI-Center uses a Job operations framework that supports a flexible approach
to the reconfiguration of physical and virtual objects.

Managing in a Multi-User Environment

VI-Center is designed for use in an environment in which a number of users
may have access to the same objects. VI-Center maintains an accurate and
consistent view of the virtualization environment while users perform separate
and simultaneous jobs.

Each configuration change is a job—a transaction performed by a single user.
The steps that follow describe how resources are locked and released at the
start and conclusion of each job.

WHAT'SIN A JOB?

A job is a configuration change that affects one or more physical or virtual
objects. Examples of user operations that can be included in a job are:

* Renaming a virtual data center or other object

« Adding or deleting a virtual data center

» Adding VNICs to a virtual server

» Moving a Virtual Server from one VDC to another
* Deleting a virtual server

* Changing the minimum and maximum values for a virtual server’s mem-
ory and/or CPUs

Jobs and Resource Locking

A single job can contain one or many individual operations. When a job is in
progress, a yellow lock appears to the left of the resources included in the job.

Objects involved in a job are locked to all other users in the Virtualization envi-
ronment until the job is completed or cancelled. Only a user with the same per-
mission level on the object can unlock it. This assures that a consistent and
accurate view is maintained for all users. See Figure 30.

The state of locked objects cannot be known until the locks are cleared. The
state of the virtualization environment is always accurately reflected by the
state of objects that are not locked.
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Figure 30. Management Ul, Showing Resource Locks
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LOCKS AND MULTIPLE USER

A number of different users may perform jobs simultaneously, provided they
are performed on different objects. For example, suppose User A has created
Finance-One virtual data center and begins a job by moving nodes into
another virtual data center. At the same time, User B modifies the resources of
Commodities virtual data center. Assuming each user is working at the VI-
Center™ Ul (rather than via an API), each would have a separate job pane for
his jobs, and would see the other’s objects (as well as his own) as locked. The
objects remain locked until the jobs are completed.

Prior to completing a job, a lock can be cleared in two ways:

* By logging out the user who initiated the lock. This action can be per-
formed by the user, or by the virtualization environment administrator.

« By direct action of the virtualization environment administrator.

As a job completes, its progress is shown in the Jobs progress pane. All locks
are cleared when a job completes.

JOB FAILURE AND ROLLBACK

Job operations are validated by the VI-Center as they are added to the Job
tab. The failure of any operation cancels the entire job and all other operations
it specifies. The state of the virtualization environment is rolled back to what it
had been prior to the start of the job. All locks in the operation are released.

JOBS AND EVENTS

When a job operation fails, one or more events may be generated and dis-
played on the VI-Center™ Ul. Events are flagged with yellow icons in the nav-
igation tree. See Job Failure and Rollback.

To get information on failed events, click Events in the application toolbar. This
displays the VI-Center™ event log.
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JOB STATES

While a Job is in progress, the job tab can have any of the states defined in
Table 1.

Table 1. Jobs Tab States

Meaning
In Progress A Job is running.
Complete The Job has completed.
Failed The Job has Failed. The virtualization envi-

ronment has been rolled-back to its previous
state and all locks have been released.

Aborting The Job has been Aborted via console Abort
command. The virtualization environment has
been rolled-back to its previous state and all
locks have been released.

PERFORMING JOB OPERATIONS

The sections that follow explain how to perform job operations within the virtu-
alization environment™.

» About the Jobs View

» Starting a Job

» Aborting Jobs

» Determining the Cause of Job Failure
« Closing Job Tabs

About the Jobs View

The Jobs view provides comprehensive information on all completed, queued
(pending), and in-progress jobs in the virtualization environment. The informa-
tion is compiled in a time-stamped list. Jobs can be sorted and viewed by date
or by user.

The jobs view is primarily used to get a global view on jobs, to evaluate infor-
mation on jobs completed or aborted in the past, or for Administrative users, to
cancel a job in progress. Figure 31 shows the jobs view.
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Figure 31. Jobs View
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Starting a Job

A job begins when you make any change within the virtualization environment.
Each change you make appears in the Job Operations tab as a discrete oper-
ation. Job operations can be comparatively minor actions, such as renaming a
virtual server. Operations may also have a wider scope, such as the creation
of a new virtual data center or virtual server, or the movement of a node from
one virtual data center to another.

As an example, these actions include:
* Creating virtual data centers
* Creating and renaming virtual servers
« Starting or stopping virtual servers

» Changing virtual server processor or memory settings, or boot parame-
ters

Performing any of these actions changes the configuration of the virtualization
environment. This starts a Job, and opens a Job Operations tab at the bottom
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of the management pane to show the job’s progress. See Figure 32.

Note that if you click Details, the Jobs view shown in Figure 32 appears.

Figure 32. Job Operations Tab Containing an Operations Queue
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Note that the nature of each operation is captured in the Description field. The
Object field shows the object under management within a numbered opera-
tion. These objects are locked until the job completes, or the operation itself is
cancelled. Objects are unlocked when a job completes or when a job is
aborted. Until an object is unlocked, it cannot be managed by any other user in
the virtualization environment.

Aborting Jobs

Before a job completes, the Abort button appears below the Job Progress sta-
tus bar. If you want to cancel a job before it is completed, the VI-Center™ dis-
plays a warning message. Click Yes to continue with the Abort operation, or
No to allow the job to run to completion.

If you abort a job, all operations queued in Job Progress roll back to the pre-
job state. Note that some job operations such as renaming an object, com-
plete quickly. Others, such as adjusting the memory used by a virtual server,
take longer.

ABORTING A JOB IN THE JOBS VIEW

If a job is running or fails to complete, an Admin user can abort the job from
the Jobs view.

Locate the job in the navigation tree.

Select the job and click Abort.
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Figure 33. Aborting an Under Construction Job
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Determining the Cause of Job Failure

If a job succeeds, all the operations associated with it are implemented in the
virtualization environment. A Job Succeeded message appears in the Job
Progress area.

If the job fails, the state of the virtualization environment returns to its pre-job
state. A job failure presents Error and Details buttons on the tab. Click
Details to see high-level information on all operations in the job. Click Error to
open a pop-up containing information on the specific operation that failed
within the Job.

Closing Job Tabs

When you create a job, the Job Progress area remains on-screen. To clear it,
press the F5 key, or click the Job control icon shown in Figure 34.

Figure 34. Job Control Icon
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MAPPING PHYSICAL PORTS TO LOGICAL NETWORKS

Before configuring networks, you will map all available ports to the set of logi-
cal Ethernet networks created within VI-Center. This involves the following
tasks:

* Defining a name or alias for each network. The name should be a recog-
nizable name that has to do with the network’s use.

* Logically connecting all physical NIC ports on each node in the Resource
Center to the networks you want them to use.

Defining Networks in a Virtualized Environment

When nodes boot in the Virtual Iron® framework, information about the com-
ponents of each node is displayed on VI-Center. Each managed node is
shown on the VI-Center user interface, along with its Ethernet cards and ports.

Step 1. Connect a port to a network: Plug a managed node into a physical net-
work you want it to use.

Step 2. Click Hardware in Applications Shortcuts, or select Hardware from
the View menu.

Step 3. In VI-Center, expand the navigation tree: Click on a node until you see
Port (1) to (x) listed. Click the listed ports to check their status and
specifications. See Figure 35.

Figure 35. Port Information Example
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Step 4. Click the Resource Center application shortcut.
Step 5. In the navigation tree, click the node and select the Networks tab.

Step 6. Select a network in the Network tree diagram. The port you connected
appears in the bottom of the Networks window with a status of Up, as
shown in Figure 36.

Figure 36. Ethernet card and port information
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CONFIGURING NETWORKS

This section describes how to configure Ethernet and iSCSI networks, and

how to configure Ethernet ports to support multiple VLANS. It contains the fol-
lowing procedures.

 Configuring Ethernet Networks
* Configuring iISCSI Connectivity
» Configuring VLANs

 Creating a Failover Network

Default Management Network, Extended Enterprise Edition

Virtual Iron Extended Enterprise Edition (XEE) requires that you manage sys-
tem nodes over a dedicated Ethernet network instead of a public network. The
dedicated management network is detected and displayed for you. By default,
the name of this network is its Class C IP address. The type of this network is
Management. See example in Figure 37.

Figure 37. Initial Network, Configuration - Extended Enterprise Edition
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Ethernet Networks

To configure Ethernet networks, proceed as follows.

Step 1. Click Resource Center in Applications Shortcuts.

Step 2. Select Resource Center in the navigation tree, and the Networks tab.
Step 3. Click the Create Network button as shown in Figure 38.

Step 4. In the Create Network Wizard window, enter the network name and
click Next.

The symbolic names you choose should relate to the uses of the net-
work. This step adds these logical names to the VI-Center database.

If you want to designate the network as iSCSI, see Configuring iSCSI
Connectivity for more information. Click Next>>.

Figure 38. Adding Ethernet Network Names
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Step 5. VI-Center displays the window shown in Figure 39. Select the unas-
signed port and click Add to assign the node you just connected to the
symbolic Ethernet name chosen for that network. Select the network
name from the pull-down.

Figure 39. Associate a physical card/port with a symbolic network name
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Step 6. Repeat this procedure for each card/port, until you have assigned
each physical port to one of the symbolic names chosen for your pub-
lic networks. Click Finish.

The Ethernet network you have created appears in the Network tab
(Figure 40). Its type is Ethernet. Note that the port you have assigned
to the network appears in the Port area.

To create a failover network, refer to Creating a Failover Network.
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Figure 40. Configured Ethernet Network and Associated Port
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Configuring iSCSI Connectivity

Internet SCSI (iISCSI) is an IP-based storage networking standard that allows
connection to data storage facilities over local and wide area networks and the
internet. Though it runs at lower bandwidth than Fibre Channel networks,
iISCSI performs the same basic function as Fibre Channel. However, iSCSI
has distinct advantages. Since it runs over Ethernet, it does not require an
HBA or other dedicated FC device. You can have up to two iSCSI networks
per node.

ISCSI CONFIGURATION GUIDELINES

Follow these guidelines when configuring switches from iSCSI networks:

» Make sure that the iISCSI storage server is on the same subnet as the net-
work you are connecting from.

» Do not mix iSCSI traffic with other LAN traffic. Use VLANSs if necessary to
isolate the iSCSI network on a switch.

» Use managed 1 GB switches.
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« Set all target, initiator and inter-switch ports to 1 GB full duplex (auto-
negotiate OFF).

« Set flow control to AUTO on target, initiator, and inter-switch ports.

* When interconnecting switches, make sure you have sufficient bandwidth
connections between switches. Use fiber interconnections or Link Aggre-
gated Groups to provide adequate bandwidth.

* In the case of Cisco 2970, enable Cisco’s Spanning-Tree PortFast option.

Note: Virtual Iron® recommends that your iISCSI networks are on a dedicated
network that is not accessible to virtual servers. This assures the security of
the storage traffic and better performance.

Virtual Iron® supports iISCSI connections between managed nodes and SAN
resources.

CONFIGURING AN ISCSI NETWORK AND ADDING ISCSI PORTS
Step 1. Click Resource Center in Applications Shortcuts.
Step 2. Select Resource Center in the navigation tree, and the Networks tab.
Step 3. Click Create Network as shown in Figure 41.

Step 4. The Create Network Wizard appears. Enter a name for the network,
check iSCSI Network, and click Next>>,
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Figure 41. Configuring iSCSI Connections
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Step 5. The Create Network Wizard-Assign Ports window shown in Figure
42 appears. Select a node and network from the pulldown menus.

Step 6. To assign ports to the iISCSI connection, select a port in the Unas-
signed Ports pane and click Add. The port moves to the Assigned
Ports pane on the right. Click Next when you have finished assigning
ports.
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Figure 42. Assigning Ports to iSCSI Connections
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Step 7.In the iISCSI Port Configuration window, click Next.
Figure 43. Assigning Ports to iSCSI Connections
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Step 8.in the iISCSI Servers window, select an MTU value. Note that 9000
represents Jumbo frames. Click Add and Finish.

Refer to Configuring and Managing Storage to complete iSCSI configuration.
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Editing iSCSI Port Configuration

Step 1. To change iSCSI port information, in the Resource Center view,
select the iISCSI port from the navigation tree.

Step 2. Click the Networks tab and select the iSCSI icon. See Figure 44.
Step 3. Right click and select Edit iSCSI.

Figure 44. Editing iSCSI Port Information
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Step 4. The Edit iSCSI Servers window appears as shown in Figure 45.
Figure 45. Adding iSCSI Port Information
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By default, DHCP is used to configure the IP address of the iSCSI
port. An initiator name is provided by VI-Center. You can use this win-
dow to assign a new initiator name, and/or a static IP address and
mask. To do so, click Add.

Step 5. Select an MTU Value. After making all changes, click OK to accept the
changes and close the window.

Step 6. Use the window that appears next to add the IP addresses of the
iISCSI servers reachable on this connection. See Figure 46. Add an
alternative connection port for iSCSI servers as needed. Click Add to
add a new connection, and key in the IP address. Click OK when fin-
ished.
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Figure 46. Adding iSCSI Server Information
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Step 7. The system displays the following message, indicating that you need
to reboot the node that owns the iISCSI port you have configured:

Create iSCSI Network =]

The following node(s) must be restaried before the changes will take effect:

Dell Precision WorkStation 380 (1)

In addition, this node is placed in a warning state, indicated by a yellow
icon.

After rebooting the node, the iISCSI configuration is complete.

TO TEST ISCSI CONNECTIVITY

Step 1. To test iISCSI connectivity, in the Resource Center view, click the
node in the navigation tree.

Step 2. Select the Networks tab.
Step 3. Select the iISCSI attribute and click the Test Connectivity button.
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Configuring VLANSs

Virtual Iron supports multiple Virtual LANs (VLANS) on the same port. Each
VLAN is essentially an independent logical network operating with other
VLANSs over the same physical connection.

Configuring VLANS involves creating one or more VLAN Groups, each of
which can house multiple VLANSs. Each VLAN is assigned a distinct VLAN
identification. The VLAN ID is used by an attached VLAN switch to segregate
traffic among the different VLANS operating on the same link. Once a VLAN is
configured, it functions exactly like a separate physical connection.

It is important to coordinate VLAN configuration with the administrator of
attached VLAN switches, so that appropriate VLAN IDs are assigned to the
VLANS you configure.

Step 1. In the Resource Center view, select the Networks tab.

Step 2. Select VLAN Groups in the navigation tree. Click Create Group...
from the pop-up menu as shown in Figure 47.

Step 3. Enter a name for the VLAN Group in the Create Network Wizard and
click Next>>.

Figure 47. Configuring VLAN Groups
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Step 4. The Assign Ports window shown in Figure 48 appears. To assign a
port to the VLAN Group, select the port in the Unassigned Ports
pane. Then click Add>>. The port moves to the Assigned Ports pane
on the right. Click Finish.

Figure 48. Assigning Ports to a VLAN Group
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Step 5. In the Managed Nodes window, select the VLAN group you have cre-
ated and choose Create VLAN from the pop-up window as shown in
Figure 49. Add the name of the VLAN connection, and a VLAN ID.
VLAN IDs must be in the range of 2 to 4095. Click OK.

91



Chapter 4 CONFIGURING NETWORKS
Configuring Networks

Figure 49. Create VLAN
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Step 6. The VLAN Group and VLAN you have created appear in the network
window as shown in Figure 50. Repeat this process to add additional
VLANS as required.
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Figure 50. VLAN Created
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CREATING A FAILOVER NETWORK

To protect your network in the event of a failure, you can bond any two physi-
cal ports in the same node so that they represent a single logical interface.
The two ports show the same hardware MAC address.

You can configure network failover bonds for:

* Ethernet networks
* VLAN networks
* i[SCSI Networks

Step 1. In the Resource Center view, select the Networks tab. See Figure
51.

Step 2. Click Create Network, or right-click and select Create Network.
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Figure 51. Create Network Selections
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Step 3. In the pop-up window, enter a name for the failover network.

Step 4. Select the ports you want to bond for failover from the Unassigned
Ports list. Click Add. Note that once you have assigned the ports,
information related to the bonded ports appears at the bottom of the
Assigned Ports list. See Figure 52.
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Figure 52. Assign Bonded Failover Ports
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Step 5. Click Finish to bond the two ports.

Step 6. Add your network to your virtual server. See Configuring Ethernet Net-

works.
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STORAGE MODELS

The design decision you make regarding how virtual servers access storage
could affect the success of your server virtualization deployment and/or your
investment in storage infrastructure and practices.

When creating a virtual server, the data center manager creates a new virtual
hard disk for each new virtual server. The manager allocates a certain amount
of storage capacity and maps the virtual server to that disk storage.

Comparison of Virtual and Physical Storage

There are two primary models for how a virtual server accesses its storage—
virtual or logical storage access, and physical storage access (i.e., raw).

 The virtual storage access model uses a logical volume manager to pro-
vide access to storage and to create and manage virtual machine images.

» The physical storage access model allows a virtual machine to map
directly to storage in the same way that a physical server maps storage.

The design decision of virtual versus physical storage access will depend on
the use cases for server virtualization as well as the desire to leverage existing
investments in storage infrastructure and practices.

VIRTUAL STORAGE ACCESS MODEL

Since data center managers often create multiple virtual servers—typically
with relatively small virtual hard disks—server virtualization vendors devel-
oped the ability to create virtual disks and disk groups from iSCSI and Fibre
Channel LUNs. This is particularly useful in application development and test
environments, where virtual machines are created for specific testing pur-
poses and are often deleted once the test is complete. For these purposes, a
virtual storage access model where the administrator creates, modifies and
deletes virtual hard disks on the fly, is best.

The drawback of a virtual storage access model is that it introduces a new
layer of abstraction. Storage management applications can be affected as the
mapping of virtual disks to physical LUNSs is abstracted to another level.

PHYSICAL STORAGE ACCESS MODEL

In a physical storage access model, a virtual machine’s virtual disk is mapped
directly to the raw iSCSI or Fibre Channel LUN in the same way that a physical
server is mapped to a LUN. A main advantage to this model is the ability to
maintain investments in storage management solutions and disciplines. Since
the virtual machine is interfacing with the storage directly, all existing storage
management solutions such as snapshots, replication, and resource manage-
ment, work seamlessly.
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CONFIGURING STORAGE

Virtual Servers (VSs) can be configured to access two types of disks:

 Logical disks—High-performance disks that can be assigned to one or
more virtual servers. The size can be smaller than the underlying physical
disk. Supported on Fibre Channel, iSCSI, and local storage.

* Raw SAN disks—High performance. One or more virtual servers use one
entire physical LUN.

Note: For best performance, Virtual Iron recommends that all storage be in
logical disks.

The following table summarizes the functional differences between these disk
types.

Logical Raw

Shareable between VSs

High-performance

Supported on iISCSI SAN

X | X | X| X

Supported on Fibre Channel SAN

Supported on local storage

Ability to subdivide physical disk

Cloning capability

Dynamic VHD file import

Fixed VHD file import

X | X | X| X| X| X| X| X|X]| X

Export capability
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Advantages of Managed Storage

VI-Center presents a unified framework for controlling local or SAN disks that
are accessible to managed nodes and their VSs. In this framework, you create
one or more disk groups (DGs), and subdivide them into one or more logical
disks. Logical disks have additional utility in that they can be copied (cloned)
and exported for use by other virtual servers. Neither of these capabilities is
available in the management of raw SAN disks.

Overlaying a storage framework on available physical storage has distinct
advantages. All physical LUNs can be administered from VI-Center. Following
initial information exchange with the SAN administrator, the VI-Center admin-
istrator can use this framework to configure and manage logical disks on the
SAN.

Reconfiguring SAN Storage

A SAN storage array should be reconfigured in this order:

 Delete LUNs on the management server
 Delete LUN from the SAN

* Add new LUNSs from the SAN

* Rescan SAN ports

DISCOVERY AND MANAGEMENT OF PHYSICAL DIsSKS

Virtual Iron supports three types of physical disks:

* Fibre Channel SAN disks
* iISCSI SAN disks
* SATA, SAS, or parallel SCSI node-local disks

Local IDE drives are not supported.

All physical disks are automatically discovered during the node boot process.
If you reconfigure LUNs while a node is running, before adding them to the
system, perform a Rescan to update the management server: In VI-Center’s
Hardware view, right-click the managed node and select Rescan SAN Ports
from the menu. This step assures synchronization between the management
server and your environment. See Figure 53.
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Figure 53. Rescan SAN Ports
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To access physical SAN resources, the managed node hosting it requires a
host bus adapter (HBA) or network interface card (NIC). Each HBA has a
unigue WWNN or ign, which you need to provide to your SAN or iSCSI admin-
istrator. The administrator makes specific LUNS visible to managed nodes in

the Virtual Iron® framework.

Once this information has been configured in your SAN infrastructure, SAN
targets and LUNS become visible to the managed nodes programmed to

access them.
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Storage Multipath

This version provides experimental and partial support for iISCSI multi-path,
focusing on multiple storage controllers.

SAN multipath has been tested for Fibre Channel HBA and array cable pulls
and disabled switch ports. Please see

http://www.virtualiron.com/products/servers.cfm

for the list of supported arrays.

Viewing LUNs Accessible to all Managed Nodes
Step 1. Click Hardware.
Step 2. Select a node in the navigation tree.
Step 3. Select the SAN Disks tab. A sample view is shown in Figure 54.

Figure 54. LUNS available to All Managed Nodes
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LUNs and Aliases

VI-Center allows you to assign an alias to each LUN. Examples of aliases are
“Windows 2003 + SQL Server” or “SAP data.”

To assign an alias to a LUN, in the Hardware view,

Step 1. Select the node.

Step 2. Select the SAN Disks tab.

Step 3. Select the LUN and double-click its designation in the Alias column.
Step 4. Enter the alias in the field. An example is shown in Figure 55.

Note the WWPN (WorldWide Port Name) information that at the bottom of the
window. This is the unique serial number assigned to each Fibre Channel
adapter that identifies that network port from all others.

Figure 55. Alias assigned to a LUN
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CONFIGURING LoaGICcAL DisKs

The Virtual Iron VI-Center supports the creation and assignment of logical
disks on local drives or SANs. Before you configure logical disks, read the fol-
lowing section to understand how logical disks are organized within disk
groups (DGS).

The illustration in Figure 56 shows the relationships between physical disks,
DGs, and logical disks.
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Figure 56. Virtual Iron® SAN Storage Management

/ \
i e
i LDisk LDisk LDisk LDisk |
e I < I < < R
! LDisk LDisk LDisk LDisk l
| ~— — |
| |
i Disk Groups |

Physical Disk

Disk Groups and Logical Disks

Each disk group is essentially a storage container. Disk groups consist of one
or more SANSs or local disks. Virtual Iron® enables you to make use of the
storage contained in a DG by subdividing it into one or more logical disks. The
process for creating logical disks on a local drive is the same as for creating
them on a SAN.

Logical disks can be copied (or cloned) for use by other VSs, and they can
also by administratively exported or imported from a directory within VI-Center.

Once you create logical disks, they are visible to all VSs hosted on the VDC.

Creating Disk Groups

Follow this procedure to create disk groups. After you create the disk groups,
you can assign them to virtual servers, as described later in this procedure.

Step 1. Begin by creating and assigning nodes to a Virtual Data Center as
described in Creating Virtual Data Centers.

Step 2. To create a disk group, in the Resource Center view:
A. Select the VDC in the navigation tree.
B. Select the Virtual Storage tab.
C. Select either Local Disks or SAN Disks.
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D. In Figure 57, a local disk has been selected. Click Create

Disk Group...

Figure 57. Create Disk Group
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Step 3. The Disk Group Wizard appears (Figure 58) with all nodes in the VDC
listed in the Nodes pulldown.

The DG Name New Disk Group is assigned to the group by default.
Enter a name for the disk group.

Leave the default values for Enforce Overbook Limit (Enabled) and
Overbook Limit (100%). These fields are related to the Snapshot fea-
ture. See Snapshots and Overbooking for detailed information.

Step 4. Click Next>> to continue.
Figure 58. Begin DG Wizard
Create Disk Group ' FE_J

Select Disk Group Options hll’luﬂll ron

Mo | Dell Preecigion WorkStation 380 01) bt |

Dizk Group Mame: ;@wﬂiﬁkﬁmgp[_
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erbionk Linit 0= %

WARNIMG: Al data ob the selected diskwill be los1,

| et = ] | Cancel ]

Step 5. Each DG must be mapped to a physical disk. In the next window (see
Figure 59), choose the disk on which to place the disk group. In Virtual
Iron®, each physical disk can be allocated to one and only one disk
group. You can add disks to the disk group at creation time, or dynam-
ically when the disk group is in operation, if you need additional stor-
age space.

106 VI-Center™ Administrator Guide



CONFIGURING AND MANAGING STORAGE
Configuring Logical Disks

Figure 59. Assigning a Disk to the DG

"l Create Disk Group Wizard

Select physical disk(s) and assign them to Disk Group Virtualiron
Cell Precision 380 Assigned Disks
Vendor: ATA
Size: 153GB
) G [fomen ]

To assign a disk to the DG, select the disk in the Unassigned Disks
pane. Then click Add>> and Finish. The new DG appears in the win-
dow as shown in Figure 59.
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Creating Logical Disks
Step 1. Select a disk group as shown in Figure 60.

Figure 60. Select Disk Group
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Step 2. Click Create Logical Disk (see Figure 61). The window shown in Fig-
ure 61 appears.

Figure 61. Create a New Logical Disk

Create New Logical Disk
Create a New Logical Disk Virtualiron
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[ oK ] [ Cancel ]

Step 3. Assign a hame to the logical disk, and a size in GB. By default, the
name assigned by VI-Center is New Logical Disk.

Step 4. Click OK. The new logical disk is added to the tree in the Logical Disks
tab.

Creating iISCSI LUN Groups

If you have a lengthy list of iISCSI LUNSs, you can group iSCSI LUNs in any log-
ical grouping you want.

Step 1. Click Hardware.
Step 2. Click the SAN Disks tab.
Step 3. Select iSCSI.
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Step 4. Click the Add Group button.
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Step 5. The Add iSCSI LUN Group dialog appears. Enter a name for the new
iISCSI group and click OK.

Add iSCSI Group

Add iSCSI Group Viirtualiron’

Mame: |

| Ok | | Cancel |

Step 6. Select the new iSCSI group.
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Step 7. Click the Managed Groups button.

Managed Nodes
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Step 8. In the Assign iSCSI Disks to Groups dialog appears, select disk or
hold down the Ctrl key to select multiple disks, and drag and drop the
selected disks on top of the new iSCSI group you just created.

Assign i5C81 Disks to Groups

Assign ISCST Disks to Groups \iirtualiron
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i

& 36029800043 34687042 34423558 64 cef
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k J | i L l |

Mame: 360a0800043346870423443355931 6dT1
Alas: NETAPP (4)

Size: 34529745824

Vendor: NETAFF

Status: Online

e

Step 9. Click Close.
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Deleting iSCSI Networks
Step 1. Click Resource Center.
Step 2. Click Networks.
Step 3. Right-click on the iISCSI network you want to delete.
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Step 4. Click Delete in the menu that appears.

EXPORTING AND IMPORTING

Use the export and import functions to move VHD files on the VI-Center from
and to the disk groups in your data center. This is also useful if you want to
move a logical disk to a new disk group in a different VDC.

There are two types of VHD files, each of which is stored differently in the data
center:

* Dynamic—As data is written to the dynamic disk, the file grows as large
as the maximum size that was specified when it was created. Unused
space is not included in the image, reducing the size of the dynamic disk
file. If you import a dynamic VHD, the file is imported to a virtual disk.

» Fixed—A fixed-size hard drive is one in which space is allocated when
the VHD is created. The size of the disk does not change when data is

added or deleted. If you import a fixed VHD, the files are imported to a
logical disk.

Commonly used VHD files on the VI-Center may be made available to multiple

users. Use the import and export functions to move VHD files to the VI-Center
for use in virtual servers.
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Exporting A Logical disk

To export a logical disk using Virtual Iron® Extended Enterprise Edition, pro-
ceed as follows:

Step 1. In the Resource Center view, select the node in the navigation pane
containing the logical disk to be exported. See Figure 62.

Step 2. Click the Virtual Storage tab and expand the list of Local and SAN
disks.

Step 3. Select the logical disk in the pane.
Step 4. Click Export.

Figure 62. Exporting a Logical Disk
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Step 5. VI-Center displays the Export Virtual Hard Disk Image window
shown in Figure 63. The window shows the contents of the logical disk
directory on VI-Center. You may enter notes on the content of the Log-
ical Disk in the Notes pane.

Click Export to complete the operation.
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Figure 63. Contents of Logical Disk Directory
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Importing a virtual disk

disks.

Step 3. Select the disk group in the pane.
Step 4. Click Import.

Step 1. In the Resource Center view, select the node in the navigation pane
containing the logical disk to be imported. See Figure 64.

Step 2. Click the Virtual Storage tab and expand the list of Local and SAN
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Figure 64.
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Step 5. VI-Center displays the Import Virtual Hard Disk window shown in
Figure 64. The window shows the contents of the logical disk directory
on the VI-Center.

Choose the logical disk you want to import, then click Import to com-

plete

CLONING DIsks

the operation.

Virtual Iron® allows you to clone (copy) logical disks and their associated con-
tent to any other disk group under management. Note that logical disks can
only be cloned when they are not in use by a virtual server.

Virtual disks may be cloned to logical disks or other virtual disks.

To:

Logical Disk—Fixed

Logical Disk—Fixed

Virtual Disk—Dynamic

Logical Disk—Fixed
or
Virtual Disk—Dynamic

Virtual Disk—Fixed

Logical Disk—Fixed
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Cloning Logical Disks

Step 1.In the Resource Center view, select the node in the navigation pane
that contains the virtual server you want to clone. See Figure 66.

Step 2. Click the Virtual Storage tab and expand the navigation tree.

Step 3. Select the logical disk to clone. Right click and select Clone from the
menu, or click Clone at the bottom of the window.

Figure 65. Cloning a Logical Disk
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In the Clone Logical Disk dialog box, type a name for the logical disk, and
use the pull-down menu to choose a volume for the cloned disk’s parent. Click
OK. The cloned logical disk is created on the disk group you specified.

Note that VI-Center only presents volumes eligible to support the disk you are
cloning. If a disk you are cloning has .5GB, only volumes with at least this
much space are presented on the pull-down menu.

The cloning operation may take several minutes. The progress bar that
appears is updated every 10-15 seconds.

Figure 66. Cloning a Virtual Server
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Clone Logical Disk

Clene Logical Disk: Finance-One-vDisk1 wirtualiron

Marme: |Copy of Finance-One-vDiskl |

Choose parent
Clone to: ._NewDiskGruup x|

volume

[ 0K ] [ cancel

VHD REPOSITORY

For Virtual Iron XEE, the Virtual Hard Disk (VHD) image is a complete copy of
a virtual computer’s operating system and its applications. You may import or
export a VHD image to or from the VI-Center VHD repository and your local
computer. Note that when you change the directory used as the VHD reposi-
tory of the VHD files, you change it for all users.

VHD File Naming Conventions

Exporting to a repository results in a VHD image file from which you can cre-
ate virtual disks. You can’t import directly from a local computer to a VHD
repository.

Importing from a repository allows you to save a VHD image file that has been
added to the VHD repository from a managed node, into a repository’s virtual
disk.

Exporting or Importing VHD Image Files

Note that if you change VHD directories to a local computer, you can change it
back to the default Vdisks Directory.

Step 1. In the VI-Center Tools menu, select VHD Repository. The following
screen appears.
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Figure 67. Virtual Hard Disk Repository Screen Showing VHD Image File
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Step 2. Select a location from the pulldown menu.
Step 3. Click Change.
Step 4. The dialog box shown in Figure 68 appears. Click Default.

Figure 68. Change VHD Directory Dialog Box

1 Change ¥HD Directory

Enter New Virtual Hard Disk (VHD) Repository
Directory \iirtualiron
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Mewy Directory: | |
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Step 5. If you wish to set up a non-default VHD repository, refer to the follow-
ing procedure.
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Customizing Your VHD Repository

To set up a non-default VHD repository, do the following.

Step 1.

Step 2.
Step 3.

Step 4.

Step 5.

In the VI-Center Tools menu, select VHD Repository. The screen
shown in Figure 67 appears.

Select Change. The following dialog box shown in Figure 68 appears.

Specify the VHD repository path by setting the local variable default,
VHDRepositoryPath, in

etc/vdi.properties
to the directory you want to use as the VHD repository.
Enter a new directory location or click Default.

UNIX Linux—On Linux, the directory will be created if it doesn't
already exist. For UNIX Linux management servers, UNIX Linux nam-
ing rules and directory separator characters apply. for example, to set
the repository to the directory /opt/storage/vdisks:

defaultVHDRepositoryPath = “/opt/storage/vdisks”

Windows—On Windows, the directory must already exist and be
shared. In addition, both Share and Directory permissions must be set
to Everyone-Full Control. If an invalid directory is specified, or if the
directory cannot be created, an error is logged, and the directory will
remain set to the last valid directory set.

For Windows management servers, windows-specific UNC syntax is
required. This consists of four "\" characters (\\\\), followed by the
machine name (not the IP Address) and the path.

Subdirectories in the path are specified with 2 "\" characters (\\). For
example, to set the VHD repository to the directory NAS Storage\VHD
Repository on the g: drive:

defaultVHDRepositoryPath = “g:\\\\NAS Storage\\VHD Repository”

If you specify a directory for the VHD repository, the directory is cre-
ated after you restart the VI-Center. If you specify an invalid directory,
or if the directory can not be created, an error is logged and the direc-
tory remains set to the last valid directory.

Restart the management server.
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SNAPSHOTS AND DISK SPACE USAGE

A snapshot disk contains data from a disk at a specific moment in time. Since
snapshot disks are temporary, the system will minimize the physical memory
disk space needed to maintain them. For example, after configuring a virtual
server and confirming that it is operating correctly, you can take a snapshot of
the virtual server and its disk to capture its current state. Then, if you want to
test some changes that you think might adversely affect the virtual server, if an
error occurs, you can use the virtual server or the snapshot to quickly recover.
See Virtual Server Snapshots for additional information and detailed configu-
ration procedures.

The advantages of using Snapshot are:

 The initial size of the snapshot is a small fraction of the size of the parent
virtual server.

A snapshot can be taken whether the virtual server is on or off. Volatile
memory is saved in an image file.

» The snapshot captures the state of a logical disk. This data is linked to,
but independent from, the parent logical disk, so it can be used by other
virtual servers.

» Snapshots take a fraction of the time of needed to clone a disk. Cloning
also creates an independent disk, but uses more space.

Snapshots Example

Since Snapshot disks are temporary, the system will minimize the physical
memory needed to maintain them. When you initially create a snapshot, a
10% default size is used.

For example, if your virtual server has a disk of 10 GB, your snapshot of this
disk will be allocated 1 GB. How can a 10 GB disk be copied into a 1 GB
space and maintain all the data? Through a process of maintaining pointers to
the original disk’s contents, the system uses less space to capture the data.

If any data changes on the original disk, the original data in this example is
moved onto the snapshot disk area and the 1 GB space is used. If there are
many changes on the original disk and the 1 GB space begins to fill, the sys-
tem automatically increases the size of the Snapshot disk. See Virtual Server
Snapshots for policy configuration.

EDITING A SNAPSHOT
Step 1.In the Resource Center view, select the node in the navigation tree.
Step 2. Select the Virtual Storage tab.
Step 3. Expand the view and select the snapshot.

Step 4. Select the Edit button. See Figure 69.
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Figure 69. Snapshot Entity in Virtual Storage

CONFIGURING AND MANAGING STORAGE

fhJdaurnealalxziBle

Resource Center -+ Eng-¥0C-1 -= Dell430

\nrtualiron »

= Hardware
&3 Policies & Reports
R Jobs
@.95?;5 | @esort.. || Emaons.. (|| B it || X pelets..
|10.1.20.208 | T 16-anr-2008 02:34 p11 |y adimin

Step 5. The following dialog box is displayed.

Figure 70. Edit Snapshot Dialog Box
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Step 6. Make your changes and click OK.

Notice that the size of the snapshot disk and the default threshold and target
settings are shown. The system monitors the size of your snapshot disk.
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When it gets to 50% full, the snapshot disk space grows until your current
usage is at 30% of the space. In this example, once you have used about 500
MB of your 1 GB space, the snapshot will grow to be 1.5 GB, where 500 MB is
about 30% of the 1.5 GB.

While you can think of the snapshot disk as an exact copy of your original disk,
the Virtual Iron snapshot algorithm optimizes disk space usage to preserve as
much disk space as possible.

Snapshots and Overbooking

When you take a snapshot of your logical disks, the system optimizes the
space needed to maintain the snapshot data. However, the system also main-
tains expansion space for the snapshot to grow. Use the Overbooking value to
specify the amount of space to use, and to allow the system to go over, or
overbook, the specified expansion space.

Here’s an example: You have created a 100 GB disk group and then created
the following disks for your virtual servers to use:

Table 2.

Snapshot

Logical Disk Size Snapshot Size Expansion Size

20 GB 2GB 18 GB

30 GB 3GB 27 GB

At this point, your overbooking is Enabled and set to 100%, the defaults for all
disk groups. You can not create any more logical disks since you are currently
using the 100 GB space: 20 + 30+ 2 + 3 +18 + 27 GB.
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Figure 71. Setting Overbook Limit for Snapshots
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Assuming that your snapshot disks will most likely not grow to consume their
entire expansion size, you can adjust the overbooking value to take advantage
of this. By changing the Overbook Limit to 150%, you can create another logi-
cal disk as shown:

Table 3.
Logical Disk Size Snapshot Size Exps:naspizaoéize
20 GB 2GB 18 GB
30GB 3GB 27 GB
Additional logical disk
25 GB 25GB 22.5 GB

The 150% Overbook Limit allocates an additional 50 GB: 25 + 2.5 + 22.5 GB.
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STORAGE MANAGEMENT

Storage management consists of the following:
» Adding LUNs
* Resizing LUNs
* Removing LUNs

The storage management process is slightly different, depending on whether
you are using raw or logical storage. There are capabilities in many storage
servers that can improve storage utilization, such as thin provisioning. Consult
your storage server documentation to see if this is right for you.

Adding LUNs

If you add LUNs to a storage controller, you do not need to reboot. In the
Hardware view, simply run the Rescan command. See Figure 72.

Figure 72. Rescan SAN Ports
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Resizing LUNs

Resize LUNs with caution! Please call Technical Support for assistance
before resizing LUNs: 1-800-314-9872

Note the following in relation to resizing LUNS:

* LUNs should only be increased in size.

* LUNSs that are part of a disk group cannot be resized.

 Only resize LUNSs that are used raw.

 Before resizing a LUN, stop all virtual servers that are using that LUN.

Technical Support will supply a script and directions. Once you have com-
pleted the procedure, in the Hardware view, run the Rescan command on
your LUNSs to see the new LUN size. See Figure 72. Resizing a LUN requires
a reboot of the node.

Removing LUNs

Remove LUNs with caution! Please call Technical Support for assistance
before resizing LUNs: 1-800-314-9872

Note the following in relation to removing LUNSs:

If you remove a LUN that is part of a disk group, your disk group will be invalid
and must be deleted.

Before deleting a LUN, stop all virtual servers that are using that LUN (or the
disk group that relies on that LUN).

Technical Support will supply a script and directions. Once you have com-
pleted the procedure, you can delete the LUN in your storage controller.

Removing a LUN does not require you to restart the node.
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This chapter explains how to create and configure VDCs and virtual servers.

Creating Virtual Data Centers..........cccce oo,
Assigning Nodes to Virtual Data Centers .......ccccccvvvvvvvvieevieeeeeeneenn,
VDCs and Unassigned Virtual Servers..........cccoooecieeeieeeiiniinnnnn.
VIFTUAI SEIVEIS ..t
Cloning Virtual SEIVEIS ........eeiiiiiiiiiiieieee e
Virtual Server SNapshots ...
INStalling @ GUEST OS......uuviiiiiiiiiiiiiiiriieeeeeee e ee e e e e e e e eeeeeees
Installing VS Tools on Virtual Servers.........ccccccovviiiieeieeennniiieee,
Special Considerations for Windows 2000 OS............ccoeiiiiiiiiiennns
Starting and Stopping Virtual Servers..........ccocccce,
Launching a Virtual Server CoNnsole...........ceeviiiiiiieeieeeeeniiieee,
Configuring Policy-Based Management ...........cccccceeeviiiiiineeeeeeenn,
Moving Virtual Servers and NOUES .........cevvvvveeeiieiiiieiieeeieeeeeeeeeeeee
Provisioning Virtual Servers with Gold Masters...........ccccvvvvvevveeneee.
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CREATING VIRTUAL DATA CENTERS

A virtual data center (VDC) is an administrative entity that consists of one or
more managed nodes. Each VDC functions as a true data center—a group of
nodes that have been segregated to meet specific business needs.

The hardware resources in each VDC are only available to the virtual servers
hosted by them. In the same way, other VDCs function as a separate set of
physical resources. The many VDCs into which you can separate all the
nodes under management can be likened to the partitions into which a large
computer might be divided.

VDCs are Containers for Virtual Servers

Before you create virtual servers, you need to create the VDC that will house
them.

Step 1. In the Resource Center view, click the Create New Virtual Data Center
icon as shown.

Figure 73. Creating a VDC
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Step 2. The New Virtual Data Center appears in the navigation tree. While you
perform this operation, yellow lock icons indicate that the object can-
not be managed by other users.
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Figure 74. VDC in Navigation Tree
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Note that another folder called UnaSS|gned Virtual Servers appears
below the new virtual data center. This folder serves as storage area
attached to a virtual data center. It is a place to move virtual servers
that are shut down. It is also a staging area—a place to configure vir-
tual servers for later deployment in the virtual data center. For more
information, see VDCs and Unassigned Virtual Servers.

Figure 75. The Unassigned Virtual Servers Folder
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ASSIGNING NODES TO VIRTUAL DATA CENTERS

Now that you have created a VDC, add at least one managed node to it.

Step 1. To add nodes to the VDC, select its name in the navigation tree and
click the Assign Nodes icon.
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Figure 76. Assign Nodes Icon
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Step 2. The Assign Nodes dialog opens with information about all nodes that
have been discovered by the Virtual [ron® management server that
are not assigned to another VDC. (See Creating Virtual Data Centers.)

To move the node to the VDC you have created, select the node and
click Add >>. Then click OK.

Figure 77. Assigning Nodes to a VDC
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The node moves from the Available Nodes to the Assigned Nodes
pane. You can assign as many nodes as are available to a VDC. Keep
in mind, however, that the ownership of a node by its parent VDC is
absolute. A node can be used only by the virtual servers hosted in one
VDC at a time; its physical resources cannot be shared by the virtual
servers in any other VDC.

Step 3. After you assign a node to a VDC, information about the node appears
in the Summary tab as shown in Figure 78. The node icon is green to
show that it is Free for use within the VDC. Table 4 explains node

states and their associated colors.
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Figure 78. Node Summary Tab
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Table 4. Node States and Colors
State Meaning
Green Free Available for use within the VDC.
Gray In Use The node is hosting at least one virtual
server.
Yellow Warning Warning messages have been received.
Red Error The node is in error.

Click the Protected Node check box if you do not want virtual servers to
be moved to it from other nodes during LiveMigrate™ See Figure 78.

See LiveCapacity® for information on LiveMigrate™.

Click the Display check boxes to see node resources and activity or

performance data.
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VDCS AND UNASSIGNED VIRTUAL SERVERS

When you create a virtual data center, an Unassigned Virtual Servers folder
is automatically created in the navigation tree. Use this folder to:

 Create and configure virtual servers for later deployment in the VDC

« Store virtual servers that are stopped, so that they do not use the memory
associated with any node in the VDC

« Store virtual server clones

See. Figure 79.

Figure 79. Unassigned Virtual Servers Folder in Navigation Tree
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About Unassigned Virtual Servers

Unassigned virtual servers are fully or partially configured virtual servers that
are housed in a VDC, but do not consume any of that VDC'’s resources. Mem-
ory and processor parameters, network, and SAN access can be specified,
but an inactive virtual server cannot be run until it is assigned to a node. At
that time, its defined parameters are mapped to the node’s resources.

Unassigned virtual servers are located in a separate folder at the bottom of
each VDC. Once created, unassigned virtual servers can be dragged and
dropped on a node within its parent VDC.
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Configuring Unassigned Virtual Servers

To configure an unassigned virtual server:

Step 1. Left-click the Unassigned Virtual Servers folder in the navigation tree to
select it (see Figure 80). Then do one of the following:

* Right-click the selected icon and select New Virtual Server.

» Click the Create New Virtual Server icon in the action toolbar.
Step 2. Configure the virtual server: The New Virtual Server Wizard appears.

Follow the steps outlined in Creating a Virtual Server.

Figure 80. Unassigned Virtual Servers

File Edit Miew Tools Actions Help

du@Eu > ne @alx s 0

'@ Resource Center t] Eng-¥DC-1 &J Unassigned Yirtual Servers

Virtualiron »

| —_——
I | iy
=} '."n Resource Center L U'Il"h.ldh se:"f ll_.E_-'!@ﬁ.l e
ERY Eng-vDE-1 : Unassigned Yirtual Servers [
B[] Del4zo Virtual Server Count: 12 i
1] peilaan 1 Vittual ) Memary VS Baot :
o peltsso | Sare a Status | Frocessors | Priviity | B | Tools | Dwiite |
E ve-rhd 3% | ﬁ Capy of ve210-th3.52 Stopped 1 50 0.273 res Logical Disk: Copy of L. ©
B vs-wotp I B ws-ora3z Stopped z so 0.252 Ho  Ad-san-or...
BH ve-rha.bdevd sl vernea oo | e soll ozi || Logieal Biski
200 E Eﬁ wserhd, 6 iscsi Stopped 2 50 0.251 Mo Logical Disk: Id=iscsi-r 7
PR weesutn d-isesi Stopped 2 50 0.263 o Logical Disk: ld-igesi-z...
Stopped 2 50 0276 Tes wDigk: vd-san-su9.3-5...
Stopped 2 50 0.279 res Mone :
Stopped 1 50 0.250 Tes Logical Disk: Id-san-w...
—— Stopped H 50 0.270 o Logical Disk: ld-san-w...
AL vs-weo03.32-3 Stopped 2 50 0.272 s Logical Disk: Id-san-w...
.@ vs-wz003.32-Prov Stopped H 50 0.277 Yas Logical Disk: 1d-san-w...
3 % wsew2003.64 Stopped 2 50 0.274 o5 Logical Bisk: Id-san-w..

= Hardware

&5 Palicies 8 Reparts
= Jobs
§ Users

Deploying an Unassigned Virtual Server

After creating an unassigned virtual server, you can click and drag it to a node
and start it. Figure 81 shows the unassigned virtual server SAP data being
dragged to a node. Before the move is allowed, VI-Center checks:

* Memory and processing resources in the target node
» Access to OS (on network or SAN) from the target node
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Figure 81. Moving an Unassigned Virtual Server to a Node
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The virtual server begins using the memory and processors configured for it
as soon as it is moved to a node. If the target node does not have enough pro-
cessors or memory, the Ul disallows the operation.
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Moving Virtual Servers to Unassigned Folders

Use the Unassigned Virtual Servers folder to park virtual servers that are not
currently in use. To run the virtual server, move it back to its original parent
node and restart it. Or, reconfigure the virtual server, and then move it to a dif-
ferent node.

CONSERVING MEMORY

The storage capability provided by Unassigned folders is extremely useful.
When a virtual server exists on a node, it is allocated and consumes a certain
amount of that node’s available memory, whether or not the virtual server is
running. Moving a stopped virtual server to the Unassigned Virtual Servers
area prevents the virtual server from using any node memory. All information
associated with the virtual server is maintained.

To use the virtual server, simply move it from the unassigned area to a node
with sufficient processing and memory resources, and start it.

VIRTUAL SERVERS

Make sure you have completed the following before you create a virtual
server:

 Prepared nodes to be managed. See Managed Node Configuration.
 Cabled all nodes properly. See Site Preparation.

* Installed the Virtual Iron® software. See Installing Virtual Iron®.

« Established a connection to the Virtual Iron® management server.

« Defined connections between system nodes and physical networks. See
Mapping Physical Ports to Logical Networks.

 Created a Virtual Data Center (VDC). See Creating Virtual Data Centers.

« Assigned a node to the VDC. See Assigning Nodes to Virtual Data Cen-
ters.

Once you complete these tasks, you have created the basis for virtualizing the
resources of one or more nodes. All that remains is to create virtual servers.

Note: If you are configuring a Windows Guest Operating System for your vir-
tual server, and you wish to use more than 4 GB, you will need to add a “/PAE”
switch to the boot.ini file.
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Creating a Virtual Server

This procedure describes how to create, configure and deploy a new virtual
server on a managed node.

Step 1. Select the node you added earlier. Click the Create Virtual Server
icon on the application tool bar.

Figure 82. Create Virtual Server Icon
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Step 2. The new virtual server appears under Unassigned Virtual Servers,
and the New Virtual Server Wizard appears. See Figure 83.

Figure 83. New Virtual Server Wizard
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Step 3. Name the virtual server. In this example, the virtual server has been
named Options.

The example shows the default setting, Create a fully configured
Virtual Server.

NOTE: Choose Create a Basic Virtual Server to configure the virtual
server later. Click its icon in the navigation pane. In the New Virtual
Server window, click Edit.

Step 4. Click Next.

Step 5. Select or create storage for the virtual server. See Figure 84. For
unconfigured systems, the default setting is Create New Disks.

 If you have previously created logical disks, Use Existing Disk is
the default. The next screen that appears displays the list of log-
ical disks.

» If you select Do not specify storage, you can go back later to
configure storage. Meanwhile, the virtual server just runs in
memory. It will boot, but you can not run applications.

Step 6. Type a name for the new logical disk.
Step 7. Select a disk size from the pulldown menu. Default is 10 Gigabytes.
Step 8. Click Next.

Figure 84. New Virtual Server Wizard: Specify Storage
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Steps Specify Storage

1. Select Yirtual Server Configuration
2. Specify Storage

3. Select Disk Group
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B B ® Create Mew Disks

Disk Mame: |Maw Logical Digk

Please specify storage:

Disk Size: 105 Gigabrtes (Max = 9858]

) Do not spacify storage

Viirtualiron

] il

Step 9. Select the disk group in which the newly created logical disk will be
placed. See Figure 85.

Step 10.Click Next.
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Figure 85. New Virtual Server Wizard: Select Disk Group

"l New Virtual Server Wizard k3
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Configure network adaptors. Each network adapter consists of a virtual net-
work identification card (VNIC), associated with an external subnet. You can
add more than one VNIC to each virtual server, each allowing the virtual
server to connect to and communicate with multiple networks. See Figure 86.

Note: You need to install VS Tools on an OS so the virtual server booting that
OS can use more than one VNIC. See Installing VS Tools on Virtual Servers.

Step 11.Select an Ethernet network from the pulldown menu.

If you have not set up a network yet, select Do not specify network.
You can set up the network later by clicking on the virtual server in the
navigation pane and editing the virtual server.

Step 12.Select a VNIC from the Network Adapter pulldown menu to choose a
specific VNIC from the drop-down list.

Step 13.Click Next.

138 VI-Center™ Administrator Guide



CREATING AND CONFIGURING VIRTUAL SERVERS
Virtual Servers

Figure 86. New Virtual Server Wizard: Network
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Step 14.Virtual Iron® enables virtual servers to boot over a SAN, via NFS
(PXE), from a CDROM, or from a Network Boot Device. In the boot
options window, select an operating system and then choose a boot
method for the virtual server:

Note the following rules for physical CD-ROM/DVD boot options:

 Only virtual servers on the node on which the physical CD-ROM is located
can use the physical CD-ROM.

« Only one virtual server at a time can use the physical CD-ROM.

* You can not associate more than one physical CD-ROM or ISO image
with each virtual server.

* You can not have physical CD-ROMs and ISO images, or two ISO
images, associated with a virtual server.

- If you choose CD/DVD, select a specific drive if booting from a hard
disk. This selection tells the virtual server to boot from the CD ROM
device on the node where the virtual server is located. For example, if
you are installing a Windows Operating System onto a logical disk, as
in Figure 87, select Microsoft Windows XP for the operating system.
You will need a Microsoft Windows XP CD and license key later, when
you install Windows onto a logical disk that you specify.
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Figure 87. New Virtual Server Boot Options:
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- If you choose CD/DVD and specify to boot from an .iso file listed in the
pulldown menu, the virtual server will boot from the .iso file on the
node where the virtual server is located. See Figure 88. You can asso-

ciate any of those applications to any virtual server. On Linux, 1ISO
images are located in

/opt/virtualiron/nbd

On Windows™, they are located in
C:\Program files\Virtuallron\nbd.
See Figure 88.

- If you also want a floppy associated with this virtual server, in Network
Image Mounts, specify the Floppy from the pulldown menu.
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Figure 88. New Virtual Server Wizard: .iso Boot Option
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» Choose Disk to boot from the logical disk or SAN assigned as the boot
device for the virtual server.

« If you also want a CD-ROM or floppy associated with this virtual server, in
Network Image Mounts, specify the .iso file from the pulldown menu.
See Figure 89. You can have one CD total and one floppy total.

Figure 89. New Virtual Server Wizard: Network Image Mounts
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» Choose Network PXE Boot to PXE boot the virtual server from a public
network. If you boot off a PXE, you can have one CD total and one floppy

total.

You will not be able to configure a LUN unless you have configured
SAN access and designated a boot disk, as described in Discovery
and Management of Physical Disks.

Note: See Installing VS Tools on Virtual Servers to install VS Tools on an OS.
A specific set of VS Tools are shipped for each guest OS supported by Virtual

Iron. For enhanced performance and statistics gathering, Virtual Iron®
strongly recommends that you use VS Tools.

Step 15.Click Next.
Step 16.Configure the number of processors and the amount of node memory

allocated to the virtual server, and schedule the priority of this virtual

server in relation to others running on the same managed node. See

Figure 90. Each of the options is described below.

Figure 90. New Virtual Server Wizard: Configuration Options
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» Processors—Configure the number of processors you want the
virtual server to use. Note that multiple virtual servers can share
the CPUs available on a managed node. If two virtual servers
are running on the same node, you can assign two processors
to each of them. Virtual Iron® time-shares available processors
among the virtual servers in a manner that is transparent to all
of them. Default for Processors = 1.
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» Memory—Specify the amount of memory to be allocated to this
virtual server. Unlike processors, memory is not shared among
virtual servers, and cannot be oversubscribed. For example, if
Virtual Servers A, B, and C are created on a managed node with
3 GB of memory, and A and B are each allocated 1 GB of mem-
ory, C can only be allocated up to 1 GB of memory. If the mem-
ory allocations of either A or B (or both) are reduced, C’s
allocation can be increased commensurately. To determine how
much memory is available on a node, consult the node's Virtual
Server tab. The default for memory = 256MB (.25 GB).

* Processor Cap—The cap optionally fixes the maximum amount
of CPU that can be consumed, even if the host has idle CPU
cycles. Use the cap to keep low priority virtual servers from con-
suming too many cycles on a node.

Note: The virtualization services component running on a managed node con-
sumes a small amount of memory. For this reason, the memory available to
virtual servers running on a node is below the total memory available on that
node.

» Priority—If more than one virtual server is running on the same
managed node, use the Priority setting to give highest priority to
one virtual server, and less (or equal) priority to others. Priority
levels determine which virtual server is allowed to run first, in the
event two are contending for the same physical processors. Set
the Priority for a virtual server from lowest (1) to highest (100).
Default for Priority = 50.

Note: To improve performance, If you are mixing iSCSI-based virtual servers
with SAN or local disk virtual servers, set the priority of the CPU on the iSCSI
virtual server higher than the SAN or local disk virtual server’s priority.

* VS Tools Installed—Check VS Tools Installed if you have
installed the VS Tools package on the OS, and you wish to use
VS Tools. A specific set of VS Tools is shipped for each guest
OS supported by Virtual Iron®. Before enabling VS Tools for a
guest OS, read Installing VS Tools on Virtual Servers and follow
the installation instructions for Windows® or Linux.

* Mouse type—Depending on the operating system you specified
earlier, Tablet, PS2 or USB is set as the default.

143



Chapter 6 CREATING AND CONFIGURING VIRTUAL SERVERS
Cloning Virtual Servers

CLONING VIRTUAL SERVERS

Cloning creates a copy of a virtual server. The cloned virtual server has the
same processing, memory, and other characteristics of the original virtual
server, and has created clones of the logical disks assigned to the original.
However, cloned virtual servers are not exact replicas of their originals; the
cloning operation assigns a new VNIC to the clone (rather than the VNIC used
by its parent).

VI-Center does not allow you to move a cloned virtual server to a VDC unless
the VDC has access to the networks or storage configured for that virtual
server.

The virtual server clone is automatically placed in the Unassigned folder of the
VDC containing the original virtual server. To start the virtual server, move it
from Unassigned to a VDC with sufficient memory to accommodate its needs.

Before cloning a virtual server:
« Stop the virtual server. Running virtual servers cannot be cloned.

» Assign a guest OS to the virtual server.
» Make sure the virtual server is not assigned to a local disk or raw disk.

Preparing a Windows Virtual Server for Cloning

Use the Windows utility sysprep to prepare a Windows virtual server for clon-
ing. Computers running Windows operating systems have a Security ID (SID)
that uniquely identifies the computer or domain, and user. When you clone a
Windows virtual server, it is important to ensure that duplicate SIDs are not
created.

Sysprep personalizes the cloned computer with characteristics you provide. At
the same time, it modifies the local computer SID to make it unique to each
computer.

PRIOR TO CLONING WINDOWS VIRTUAL SERVERS
Step 1. Create, install, and configure the Windows virtual server as desired.

* If the virtual server you are cloning has storage disks, the clone
option displays a dialog box with options for cloning the disks.

« If the virtual server does not have storage, you will not see the
dialog box.

Step 2. Apply all relevant Windows service packs and updates.

Step 3. If you have not done so already, install VS Tools. See Installing VS
Tools on Windows® Virtual Servers Using a Browser.

Step 4. Install desired applications and apply settings as needed.
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Step 5. Copy the contents of
\support\tools\deploy.cab

from the Windows product CD to a new \sysprep folder in the virtual
server.

Step 6. Create an answer file with setupmgr.exe.
Step 7. Run sysprep. This shuts down the virtual server when it completes.
Step 8. Clone the newly created template into new virtual servers as required.

rtual Server

Step 1.In the Resource Center view, select the virtual server in the naviga-
tion tree, right-click and select Stop, or click the Stop icon.

Step 2. Right-click the stopped virtual server and select Clone Virtual Server
or click the Clone icon. See Figure 91.

Figure 91. Clone Virtual Server Icon and Menu Option
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Step 3. The dialog box shown in Figure 92 appears. If you also want to clone
specific storage disks associated with the virtual server, select the
storage disk(s) and specify a destination from the pulldown menu.
Otherwise, choose None from the pulldown to clone only the virtual
server.
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Figure 92. Clone Virtual Server Dialog Box
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Step 4. The cloned virtual server appears in the Unassigned Virtual Servers
folder of the VDC. By default, the cloned virtual server is labeled Copy
of (virtual server Name).

Step 5. The cloned virtual server has all the configuration characteristics of the
original. To run the virtual server, you can do one of the following:

» Drag and drop it back to its original parent node and restart it.
See Deploying an Unassigned Virtual Server.

* Right-click the virtual server in the Unassigned Virtual Servers
Folder to bring up the dialog box shown in Figure 93, which

shows all nodes with sufficient space to accommodate the
cloned virtual server.

» Reconfigure the virtual server, and move it to a different node.
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Figure 93. Select a Node for Cloned Virtual Server
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VIRTUAL SERVER SNAPSHOTS

The virtual server Snapshot feature is useful for patch management and back-
ups. Once you have set up a virtual server, assigned storage to it, and are run-
ning the virtual server, there are cases when you may want to preserve its
current state.

In the case of patch management, for example, you might want to apply a
code patch to a virtual server. If you are unsure whether the patch will be suc-
cessful or could negatively affect your applications, you can select the virtual
server and create a snapshot of it. You now have a new virtual server, config-
ured exactly the same as the original, with a snapshot copy of the storage that
the original virtual server was using.

If you have high confidence in the patch, you can apply it to your virtual server;
if you have low confidence, you can apply it to your snapshot virtual server. In
either case, if the patch fails, you can delete the affected virtual server and
have a copy that is ready to go in its place.

With backups, you might have a policy specifying that your virtual servers and
their data are backed up at regular intervals. Since you cannot clone or export
a virtual server when it is running, you can instead use the Snapshot feature.

Once you Snapshot the data, you can use Export to pull the data out to a disk
for restoring later. See also Snapshots And Disk Space Usage.

For information on starting or stopping the Snapshot policy, see Virtual Server
Shapshots.
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OPERATIONAL CONSIDERATIONS

Once you have created a virtual server snapshot, observe these operational
considerations.

* A snapshot virtual server can be stopped, started, renamed, cloned, and
deleted.

* When you take a snapshot of a server with multiple disks, you get a snap-
shot of all the disks.

* A snapshot virtual server cannot be moved off the node where the parent
virtual server resides—can not use LiveMigrate.

Creating a Snapshot of a Virtual Server

Step 1. Select a virtual server in the Resource Center and either click the
Snapshot icon in the toolbar or right click and select Create Snap-
shot from the menu. See Figure 94.

Figure 94. Snapshot Icon and Menu Selection
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Step 2. In the Create Snapshot window, enter a percentage for Size. This is
the initial percentage of space to be allocated for snapshot storage.
The default is 10%. When half of this allocated free space on the shap-
shot logical disk is consumed as a result of subsequent writes to the
disk, the space utilization is dynamically increased by enough space to
keep the storage used at 30%. The system issues warning events and
the snapshot disk icon changes to yellow.

See Virtual Server Snapshots.
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Step 3. Click OK.

Virtual Server Snapshots
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The snapshot of the virtual server appears in the navigation tree and
the Storage section of the Summary window. See Figure 95.

Figure 95. Virtual Server Snapshot in Navigation Tree and Summary Screen
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Creating a Virtual NIC

Before you can create a virtual server, you must have at least one MAC
address. You can create an unlimited number of VNICs using the VNIC Man-
ager available in the Tools menu. The VNIC Manager allows you to manage
your VNICs over a range of MAC addresses.

Step 1. In the VI-Center click Tools, VNIC Manager.

Eile Edit View |Tools. Actions Help

EH’ '. a | @ File Manager

WHD Repository Manager...

WNIZ Manager...

=] 'ﬁ R esource
B 0 newy

Archive Manager...

g Update Manager...

Logs 'ﬁ =

Beports

Step 2. The VNIC Manager appears.

Virtual Hetwork Interface Card Manaper

Virtual Network Interface Card Manager Virtualiron

MAC Selector
Specify a3 unlque starting MAC address or collisions may eccur If you are running multiple VI-Centsrs,

Specify an Initial MAC nddre;{ 00 :21 |:F6  :|o0 | : 00 |: |00 )

Number of MACs to generate: (| 1ﬂﬂlj

Manage MAC Addresses
WHICS Ethernet 5
(MAC Address) | HNetwork

Clase

Step 3. Set the number of VNICs you want to create in the Number of MACs to
Generate field.
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Step 4. If you want, specify the first in the series of MAC addresses you want
by editing the numbers in the last three boxes of the Specify an Initial
MAC Address field.

Step 5. Click Generate.
Step 6. The new VNICs appear in the bottom of the dialog.
Step 7. Click Close to exit the VNIC Manager.

Deleting a Virtual NIC
Step 1. Click Tools, VNIC Manager.
Step 2. In VNIC Manager, select the VNIC you want to delete.

Virtual Metwork Interface Card Manager

virtual Network Interface Card Manager Wiirtualiron
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Step 3. Click Delete.
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INSTALLING A GUEST OS

You can install an operating system and applications to a virtual server's disks
the same way you would on a physical server. Use a physical CDROM (and
the installation media provided by your operating system provider) or a net-
work .iso image. If you prefer using .iso images, you can copy them to the
NBD directory on the management server and boot using that method. For
storage, use either a raw SAN LUN or a logical disk.

Installing an OS from a CDROM involves:
* Creating a virtual server, and moving it to a managed node that:

- Contains a CDROM drive or has access to an ISO image of the instal-
lation.

- Is connected to the disk on which you intend to install the OS.
« Starting the virtual server.
* Installing the OS on a specific disk, using your OS’s installation program.
Use the following steps for any supported operating system.
Step 1. Within VI-Center, create a virtual server.

Step 2. Drag and drop this virtual server to a managed node with a CDROM
drive. Choose CD-ROM/DVD as the boot option for the virtual server.
Do not enable VS Tools.

If you are using an .iso image, you can use a node with or without a
physical CD-ROM drive.

Step 3. Create a logical group and logical disk on the managed node. Then
assign the logical disk to the virtual server.

» See Configuring Logical Disks for instructions on creating a disk
group and logical disk.

» See Virtual Servers for instructions for assigning a logical disk to
a virtual server.

Step 4. Disregard this step if you are using a network .iso image:

Insert OS installation Disk 1 in the managed node in which you intend
to run the virtual server. Note that this node must be connected to the
disk to which you intend to install the OS.

Step 5. Start the virtual server. This begins a standard installation from the CD.

Step 6. Open a virtual server console as explained in Launching a Virtual
Server Console. The OS installer takes you through available options.
If installing Red Hat, or SUSE without networking, continue to the next
section.
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If Installing SUSE Linux Using a Network Installation...
When prompted for installation components, do the following:
Step 1. Choose Kernel Modules (Hardware Drivers)
Step 2. Choose Load Network Card Modules
Step 3. Select this driver: rt18139_cp

This emulated network driver is included in the Virtual Iron Services
layer. Figure 96 shows selection of this driver in the context of a SUSE
installation.

Figure 96. Choose Hardware Driver, SUSE Linux Installation
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plip : PLIP (IF via parallel port)
8139too : RealTek RTL8139
r8169 : RealTek RTLB169 Gigabit Ethernet
s2io : 3210 18GHE Server
seeqB@@5 : SEEQ 80A5 Ethernet
5is900 : 8i8 988 PCI Fast Ethernet

|

Step 4. Continue the installation according to the instructions in your installa-
tion program.

Step 5. When the installation program completes, it instructs you to reboot.
Before you reboot, in VI-Center, select the virtual server and click Edit
to change the virtual server boot option to Disk Device. See Figure 98
for an example of the Edit window. Do not enable VSTools Installed.

Step 6. Reboot the OS as prompted by the installer. The virtual server boots
from the disk you specified.
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INSTALLING VS TOOLS ON VIRTUAL SERVERS

Virtual Iron® provides VSTools for use by guest operating systems. VSTools
provide increased performance and a set of enhanced capabilities:

* Accelerated network and storage block drivers
» The collection of virtual server statistics

« Control of virtual servers (shutdown/restart)

* LiveMigration™ of virtual servers

To make use of these capabilities, install VS Tools on the disk from which the
guest OS is booted.

Installing VS Tools on Linux Virtual Servers Using a Browser

Virtual Iron supports the base kernel as shipped and the latest security kernel.
While the use of VS Tools is optional, Virtual Iron® strongly recommends that
you install the VS Tools package on the OS disk.

To copy and install VS Tools for a Linux virtual server, do the following:

Step 1. Determine the kernel you are using by entering the uname -a com-
mand.

Step 2. Go to the VSTools directory:

/opt/Virtuallron/VirtualizationManager/system/vstools/rpms
Step 3. Locate the appropriate rpm kit in the list.

» Itis important to select only the 32- or 64-bit rpm associated
with the OS.

* Note that the RPM kit files are release-dependent, as shown in
the following example, where x.X.x-yy represents the release:

virtualiron-2.6.5-7.244-bigsmp-x.X.X-yy.i386.rpm

Step 4. Copy the appropriate rpm kit from the management server to the vir-
tual server.You can do this from the virtual server console. In this
example, the rpm is being copied from the management server
(10.1.3.6) to the virtual server (vs037).

[root@vs037 ~J# scp 10.1.3.6:/opt/Virtuallron/VirtualizationMan-
ager/system/vstools/rpms/virtualiron-2.6.9-22.ELsmp-X.X.X-
yy.x86_64.rpm.

Step 5. Install the VSTools package on the virtual server, using an rpm com-
mand as follows:

# rpm -Uvh <rpm kit>

A sample of the installation of the rpm for Red Hat Linux (64 bit) is
shown in Figure 97.
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Figure 97. Sample Installation of RPM Kit

age from root [(pt 1) PTue Jul 25

g down for system halt NOW!

Step 6. After installing the rpm, power off the virtual server from the console as
shown in Figure 97.

Step 7. Open the Edit Virtual Server Configuration window in VI-Center.
Check VS Tools Installed for the virtual server as shown in Figure 98.
Click OK.
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Figure 98. Enable VSTools for a Virtual Server
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Step 8. Start the virtual server as described in Installing a Guest OS. Open a
virtual server console and observe the boot process. When the virtual
server starts, it will boot the VS Tools package you installed, as shown
in Figure 101.

Installing VS Tools on Linux Virtual Servers Using ISO Images

Step 1. In the Resource Center, select the virtual server.

Step 2. In the Summary screen, click the Edit button as shown in Figure 99.

Figure 99. Selected Virtual Server Summary Screen
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Step 3. In the Edit Virtual Server Configuration screen, select the VSTools .iso
file from the Removable Media CDROM pulldown list.

Step 4. Click the Disk radio button.
Step 5. Click OK to add the .iso file. See Figure 100.

Figure 100. Select VSTools .iso File

Edit virtual server configuration, \nirtualiron

Canfiguration | \Hatiarks | | Disks | Flappy Drives |
VS: v5-w2003.32-3
Configuration Options Removable Media

(co-mm |usTool4.3.8.2.050 - )

operating System: | Microcoft Windaws Server 2003 ¥

Boot Options:
Mouge Type: Tablet -

) CO-ROM/DVD
* Tablet Mouse recommended

WS Tasle Installed: ] CD-ROM:

Processors: [ 7]

Memory (GB): 02735 279 (MB) Storage; 16 5an-w2k3. 33-4.0-C
Processor Cap: @ ) Wetwark (PXE) Boot

Aratat) 10% 505 100%

Priority: e =tz

150} Lowest 50 Highest

G 0K i D Cancal
o

Step 6. Click the Start icon and wait for the virtual server to start.

Step 7. Click the Console icon in the VI-Center action toolbar and login to the
console.

Step 8. If the CD-ROM is not automatically mounted, enter the following:

mount /dev/hdd /cdrom

Step 9. Locate the appropriate rpm kit in the list. If no appropriate kit exists,
compile using the SRPM. For supported guest operating systems (see
GOSs Supported On Virtual Servers), use the SRPM package. For
guest operating systems that are not supported, use either the SRPM
or the compressed .tar file. Refer to the README file in the SRPM
directory.

* Itis important to select only the 32- or 64-bit rpm associated
with the OS.

* Note that the RPM kit files are release-dependent, as shown in
the following example, where x.x.x-yy represents the release:

virtualiron-2.6.5-7.244-bigsmp-x.x.x-yy.i386.rpm
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Step 10.Install the VSTools package on the virtual server, using an rpm com-
mand as follows:

# rpm -Uvh <rpm kit>

A sample of the installation of the rpm for Red Hat Linux (64 bit) is
shown in Figure 97.

Step 11.After installing the rpm, power off the virtual server from the console
as shown in Figure 97.

Step 12.0pen the Virtual Server boot options window in VI-Center. Check VS
Tools Installed for the virtual server as shown in Figure 98. Click OK.

Step 13.Start the virtual server as described in Installing a Guest OS. Open a
virtual server console and observe the boot process. When the virtual
server starts, it will boot the VS Tools package you installed, as shown
in Figure 101.

Figure 101. Virtual Server Startup, with VS Tools Installed

£ ys037 - Press CTRL+ALT to escape Console —|of x}
File Edit Commands

GHNU' GRUE wversion 0.95 (638K lower ~ 523248K upper memory)

Red Hat Enterprise Linux A5 (2.6.9-2Z2.ELsmp)
Red Hat Enterprise Linux AS-up (Z2.6.9-2Z.EL)
Red Hat Enterprise Linux AS (2.6.9-Z2.ELsmp) Virtual Iron Drivers

Use the T and 1 keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the
commands before booting, ‘a’ to modify the kernel arguments
before booting, or 'c” for a command-Line.

- redhat.

VERIFYING THAT VS TOOLS ARE INSTALLED

To see whether VS Tools is installed on a Linux virtual server, issue this com-
mand:

# rpm -qa | grep virtualiron
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UNINSTALLING VS TOOLS

You can uninstall the VS Tools package by issuing this command at the oper-
ating system prompt:

# rpm -e <rpm kit>

Note: If you uninstall VS Tools, make sure you un-check VSTools for virtual
servers that boot the associated OS. See Figure 98.

Installing VS Tools on Windows® Virtual Servers Using a Browser

Virtual Iron® provides a set of VS Tools designed for use with Windows® vir-
tual servers. Follow these steps to install the tools after you have created a vir-
tual server running Windows®.

For automatic installation of Windows XP or Windows 2003, see VS Tools
Silent Install: Windows XP and Windows 2003.

Step 1. Click the Console icon in the toolbar and open a browser within the
virtual server.

Step 2. Enter the IP address of the VI-Center and click the VS Tools Installers
link.

Step 3. Click the /win directory.
Step 4. Click the appropriate installer link as shown in Figure 102.

Figure 102. VSTools Directory, Windows

Directory: /vstools/win/

README bt 2524 bytes Mar 28, 2008 1:10:03 AM
Setup-VSToolsd 3.5 2-x32 exe 1013704 bytes Mar 28, 2008 12:16:33 AM
Setup-VSToolsd 3.5 2-x64 exe 1318032 bytes Mar 28 2008 12:16:52 AM

Win2000 idler offreg 312 bytes Sep 7, 2007 2:19:14 PM
Win2000 idler onreg 312 bytes Sep 7, 2007 2:19:14 PM
advanced’ 4096 bytes Mar 28, 2008 %:59:49 AN
archive 4096 bytes Mar 28, 2008 2:30:346 AN

Step 5. Click Run. Click Yes to the security warning.
Step 6. In the Do You Want to Install Update window, click Yes.

Step 7. Launch the Virtual Iron Virtual Server Tools Setup Wizard and follow
the prompts to install the drivers. Click Yes or Run for the Security
Alerts if the appear. Do not reboot your system at this time. You will
reboot in Step 10.
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Figure 103. Virtual Iron Accelerated Drivers Wizard

i@ ¥irtual Iron ¥irtual Server Tools 4.2.4.8 Setup B x|

Welcome to the Virtual Iron
Yirtual Server Tools Setup
Wizard

The Setup Wizard will install irtual Iron Yirtual Server Tools
on your computer. Click Mext to continue or Cancel to exit
the Setup Wizard,

Cancel

= Back
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Step 8. Wait for the Microsoft Add Hardware wizard to come up. In the Found
New Hardware Wizard, select, No not at this time.

Figure 104. Microsoft's Found New Hardware Wizard
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Step 9. In the Microsoft wizard,
e Click Next.
* Click Install the software automatically.
e Click Next.

* When complete, click Finish.
Step 10.Restart your system, as prompted by the Virtual Iron Installer.

Step 11.When the Virtual Iron installer prompts you to shut down your virtual
server, click Yes.

Step 12.After the virtual server stops, in the Resource Center view, select the
virtual server and click Edit in the Summary pane.

Step 13.Check VS Tools Installed. Click OK. Refer to Figure 105.
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Figure 105. VS Tools Installed Checkbox
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Step 14.Start the virtual server. During boot, Windows® discovers the Virtual
Iron® Ethernet driver. In the Found New Hardware Wizard, do the fol-
lowing:

A. Select No Not this time when prompted to look for a driver
update. Click Next.

B. Check Install Software Automatically. Click Next.
C. Windows begins installing the network driver.

This completes installation of the Virtual Iron® drivers. These appear
under Device Manager as shown in Figure 106.
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Figure 106. Virtual Iron® Windows Drivers, Device Manager
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VS Tools Silent Install: Windows XP and Windows 2003

The following procedure automatically installs VS Tools for Windows and is
intended for unattended installation using applications such as Microsoft
Active Directory Group Palicies. Use this command with your automated
installation application:

Jgn_
Please see
http://support.microsoft.com/kb/816102
for more information.
Step 1. In Windows Start menu, select Run.
Step 2. In the Run window, type cmd. Press Enter.

Step 3. In the command console, click the VSTools.msi icon and drag it into
the console window.

Step 4. The command string is automatically entered. Press the space bar.
Step 5. In the console window, type /gn, as shown in Figure 107. Press Enter.
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AWINDOWS\system 32emd.exe

Microsoft Windows BP [Uersion 5.1.26801
CC» Copyright 1985%-2881 MHicrosoft Corp.

Figure 107. Windows Console, VS Tools Silent Install
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Step 6. The VSTools installation starts downloading. Open the VS Configura-
tion window, and check VS Tools Installed. Click OK. Refer to Figure
105.

You can choose to disassociate the CD-ROM if you wish.

Installing VS Tools on Windows Virtual Servers Using ISO Images
Step 1. In the Resource Center, select the virtual server.
Step 2. In the Summary screen, click the Edit button. See Figure 108.
Figure 108. Selected Virtual Server Summary Screen: Windows
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Step 3. In the Edit Virtual Server Configuration screen, select the 32-bit or 64-
bit VSTools .iso file from the Removable Media CDROM pulldown list.
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Step 4. Under Boot Options, click the Disk radio button.
Step 5. Click OK to add the .iso file. See Figure 109.

Figure 109. Select VSTools .iso File
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Step 6. Click the Start icon in the VI-Center application toolbar and wait for the
virtual server to start.

Step 7. Click the Console icon in the action toolbar and login to the console.

Step 8..0n your Desktop, open My Computer and double-click on the CD-
ROM drive. The installation starts automatically.

Step 9. Follow the prompts in the Virtual Server Tools Setup Wizard.

Upgrading a Guest Operating System on a Virtual Server

Use this procedure to upgrade an operating system running on a virtual
server:

Step 1. Uninstall VSTools on the virtual server you want to upgrade. See Unin-
stalling VS Tools.

Step 2. Upgrade the operating system.
Step 3. Re-install VSTools.
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SPECIAL CONSIDERATIONS FOR WINDOWS 2000 OS

When a Windows 2000 system is idle, it will appear to be consuming no CPU
resources. Task Manager will show that the CPU is idle. However, Windows
2000 is actually executing instructions in its idle loop. These cycles will not be
available for use by other virtual servers on the same node. In order to get
Windows 2000 to act like the other more recent Windows operating systems
and actually relinquish the CPUs when idle, do the following:

Step 1. Make sure VS Tools are loaded and running in the Windows 2000 vir-
tual server.

Step 2. Open a browser within the Windows 2000 virtual server, and navigate
to the VI-Center’s IP address. You will see the Virtual Iron VI-Center
home page.

Step 3. Click the VS Tools Installers link.
Step 4. Click the win /link.

Step 5. Click the Win2000 _idler_on.reg link and download that file to the vir-
tual server. Do the same for Win2000 _idler_off.reg.

Step 6. Double click Win2000 _idler_on.reg to read the idler information into
the Windows Registry.

Step 7. On the Windows 2000 desktop. Right click the My Computer icon and
select Manage.

Step 8. Navigate to Services and Applications > Services.
Step 9. Find the Virtual Iron Service and right-click Restart.

A side-effect of the idler is that it will appear that the ViStats.exe process is
consuming all idle cycles in the virtual server. In fact, it only appears this way;
it is actually releasing control to the underlying virtualization services so that
idle cycles can be used by other virtual servers.

Turn the idler off by double-clicking the Win2000_idler_off.reg file and then
restarting the Virtual Iron Service. Virtual Iron recommends that the idler is
turned on.
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STARTING AND STOPPING VIRTUAL SERVERS

Virtual servers that are running are marked with a green triangle in the naviga-
tion tree. Virtual servers in a Stopped state are marked with a red box in the
navigation tree.

Starting a Virtual Server

To start a virtual server:

Step 1. A stopped virtual server is marked with a red square in the navigation
tree. Click the virtual server to select it, and perform one of the follow-
ing actions:

» Select the Start Virtual Server icon in the application toolbar.
This icon is shown in Figure 110.

Figure 110. Start Virtual Server Icon
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» Right click on the virtual server and select Start from the pop-up
menu.

e Select Start from the Actions menu.

Step 2. When you issue a Start command, the command appears as an oper-
ation in the Job Operations tab at the bottom of the management
pane.

Stopping a Virtual Server

To stop a running virtual server:

Step 1. Select the virtual server in the navigation tree.

Step 2. Stop the server in by doing one of the following:
» Click the Stop icon in the application toolbar.

» Select the server and choose an option from the Stop (New Vir-
tual Server) pop up menu as shown in Figure 111.

e Select Stop from the Actions menu.
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Figure 111. Stopping a Virtual Server
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Step 3. If you do not have VSTools installed, HardReset is the only option, as
shown in Figure 111. Click OK.

If VSTools are installed, choose from the options in the Stop (New Vir-
tual Server) popup, shown in Figure 112, and described below:

Figure 112. Virtual Server Stop Options
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¢ Shutdown—Performs an orderly OS shutdown. This requires
VSTools installation, as explained in Installing VS Tools on Vir-
tual Servers.

* Restart—Performs an orderly OS shutdown followed by a vir-
tual server restart.

« Hard Reset—Performs a forced stop. The virtual server is ter-
minated without informing the OS. Perform a Hard Reset only
when the virtual server does not respond to Shutdown or
Restart commands. You may need to perform a hard reset if a
virtual server does not have VS Tools installed.

Choose a shutdown option for the server and click OK.
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LAUNCHING A VIRTUAL SERVER CONSOLE

To open a console for a virtual server:
Step 1. Select the virtual server in the navigation tree.
Step 2. Launch a console by doing one of the following:

¢ Click the console icon in the application toolbar. See Figure 113.

Figure 113. Launch Virtual Server Console icon
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* Right-click on a running virtual server and choose Launch con-
sole from the menu options as shown in Figure 114.

Figure 114. Launch virtual server option, pop-up menu
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Step 3. Press Enter several times in the open console window to get to the
OS prompt. The console can be resized, run in the background, and
dismissed (closed) as needed.

The virtual console shows the boot sequence for Red Hat Linux or the
boot sequence for Window® XP Professional.
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CONFIGURING PoLICY-BASED MANAGEMENT

Virtual Iron® provides advanced features that support high-availability for vir-
tual servers:

* LiveCapacity®—Automatically balances processing loads across a set
of physical machines

 LivePower ™—Dynamically migrates virtual servers from under utilized
nodes and shuts them down, conserving power until they are needed
again

* LiveRecovery ™—Moves running virtual servers from host nodes to dif-
ferent machines to facilitate maintenance operations

 LiveMaintenance™—Automatically moves and restarts virtual servers
on a new node if a hosting node fails.

These and other features provide policy-based automation of virtual and phys-
ical resources. This allows administrators to manage and deliver services
more efficiently by reducing the complexity and costs involved with operating
enterprise data centers. See System Policies for detailed information and pol-
icy procedures.

LiveCapacity®

LiveCapacity® optimizes virtual server use across a shared pool of nodes. It
automatically moves running virtual servers to a new physical server in a VDC
if any of the servers exceed a specified CPU threshold for a specified period of
time.

LiveCapacity® continuously samples performance data from every node and
every virtual server. The movement of virtual servers is policy-driven. When a
threshold is reached, Virtual Iron® LiveMigrate™ technology relocates running
GOSs and their applications from one physical server to another without down
time. VI-Center™ allows you to specify a LiveCapacity® threshold for each
Virtual Data Center, and to choose which set of nodes participate in the policy.

For information and procedures on scheduling LiveCapacity® on a per-node
basis, see LiveCapacity in Policies and Reports.
CONFIGURING LIVECAPACITY®

Step 1. In the Resource Center view, select the virtual data center in the nav-
igation tree.

Step 2. Select the LiveCapacity® tab. Note that LiveCapacity® shows as Dis-
abled, and that current threshold settings are listed. See Figure 115.
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Figure 115. LiveCapacity® Criteria and Threshold Parameters
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Step 3. Click the Edit button in the LiveCapacity® Criteria portion of the
screen.

Step 4. In the LiveCapacity® Configuration window, click the Enable LiveCa-
pacity® checkbox. Set a percentage for CPU utilization and a maxi-
mum time period for that threshold to exist. Click OK.

Note that Live Capacity is now Enabled in the LiveCapacity® Criteria
window.
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Step 5. Click Edit in the LiveCapacity® Nodes section of the window as
shown in Figure 115, to Add or Remove available nodes to or from the
pool of nodes that will participate in the policy. Click OK.

LivePowerm™

LivePower™ dynamically migrates virtual servers from under-utilized nodes
and shuts the node down, conserving power until the node is needed again.

LivePower™ keeps only the minimum necessary number of nodes running to
conserve power. If a periodic check reveals that a node is operating at below a
user-set CPU level, LivePower™ |ocates another node or nodes to off-load the
node’s virtual servers. Virtual servers are Live Migrated using Virtual lron®
LiveMigrate™ technology to other nodes in the same Virtual Data Center.
When all virtual servers are migrated, the node is shut down.

If a node exceeds the LivePower™ policy CPU threshold, the policy looks for
other nodes to migrate Virtual Servers to from the busy node. If no powered
nodes are available, the policy finds and starts a powered-off node to start
using Wake-on-LAN. Once that node is running, the policy off-loads Virtual
Servers from the busy node to the newly started node.

VI-Center™ allows you to specify a LivePower™ threshold for each VDC, and
to choose which set of nodes participate in the policy.

Note: Before you enable LivePower™, you must first make sure all the
affected nodes are capable of starting up via IPMI or Wake-on-LAN. Wake on
LAN is a motherboard setting configurable in the BIOS. Consult your mother-
board documentation for instructions on how to set Wake on LAN for your
machine. For instructions on configuring IPMI on individual nodes, see Config-
ure IPMI or ILO for each Node. Once you have enabled Wake-on-LAN or
IPMI, check each node by stopping and restarting. See Stopping a Node and
Starting a Node.

CONFIGURING LIVEPOWER™

Step 1.In the Resource Center view, select the virtual data center in the nav-
igation tree.

Step 2. Select the Policies tab. Note that LivePower™ shows as Disabled,
and that current threshold settings are listed. See Figure 116.
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Figure 116. LivePower™ Criteria and Threshold Parameters
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Step 3. Click the Edit button in the LiveCapacity®/LivePower™ Criteria por-
tion of the screen.

Step 4. In the LiveCapacity®/LivePower™ Configuration window, click the
Enable LivePower™ radio button. Set a percentage for CPU Utiliza-
tion and a maximum time period for that threshold to exist. Click OK.
As a general rule, you should not set the CPU Utilization slider below
60-70%.

Note that LivePower™ is now Enabled in the LivePower™ Criteria

)
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window.
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Step 5. Click Edit in the LivePower™ Nodes section of the window as shown
in Figure 116, to Add or Remove available nodes to or from the pool of
nodes that will participate in the policy. Click OK.

LIVEPOWER BEST PRACTICES

» Set the CPU Utilization slider to no lower than 60-70% at first.

» Group processors of the same manufacturer (AMD/Intel). This is not
required, but if you mix manufacturers, LivePower splits them into sepa-
rate groups and balances them within those groups.
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LiveRecoverym™

LiveRecovery™ provides high availability for virtual servers by automatically
moving them to a new physical server if their managed node fails. In contrast
to LiveCapacity®, which is enabled at the VDC level, LiveRecovery™ is
enabled for each virtual server on a case-by-case basis.

Once enabled, LiveRecovery™ checks the virtual servers as they start run-
ning to test whether they can respond to a ping to any of their IP addresses. If
pings to any interface are successful, the virtual server is declared a candidate
for LiveRecovery™ and the virtual server is shown as protected.

Once configured for a virtual server, you can schedule LiveRecovery™. See
Scheduling AutoRecovery.

LiveRecovery™ Requirements

For LiveRecovery™ to operate properly, certain conditions must be met for
each virtual server.

 Assure that the virtual server is not configured with a network (image)
boot device.

* VS Tools must be enabled on the virtual server to get the virtual server’s
IP address.

* Check that the virtual server is reachable by the management server via
at least one of its Ethernet networks, and that ICMP is enabled in the vir-
tual server. ICMP is required to allow the virtual server to respond to a
network ping.

 Assure that at least one node that meets the following requirements is
available in the VDC:

- Enough free memory to accommodate the moved virtual server.
- A running destination node.

- The same as, or greater than, the number of CPUs in the virtual
server.

- Connectivity to all the disks assigned to the virtual server. This means
that LiveRecovery™ will not work on a virtual server with any local
storage assigned to it.

- Connectivity to the networks configured on the virtual server. LiveRe-
covery™ checks all the networks assigned to the virtual server’s
VNICs, so a destination node must have all those networks configured
on them.
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How LiveRecovery™ Works

The LiveRecovery™ policy uses the Management Network to detect that a
node is disabled. However, if this were the only determinant, a pulled cable on
the Management Network would initiate LiveRecovery™, with the undesirable
result of having two virtual servers writing to the same set of disks.

Therefore, the LiveRecovery™ policy checks whether the node is really down
by pinging all the network interfaces on all the virtual servers on the suspected
inoperable node. If any interfaces respond, the policy assumes the node is still
operating and does not perform a LiveRecovery™,

Figure 117. LiveRecovery™

LiveRecovery

Palicy “irtual Server

Management

Server Mode

Management
Metwark
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CONFIGURING LIVERECOVERY™
Step 1. In the Resource Center view, select the virtual server.

Step 2. Select the Policies tab.

Step 3. Check the Enable LiveRecovery™ tab. See Figure 118. Note that the
status changes from Unprotected to Protected.

Figure 118. Enable LiveRecovery™
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Checking LiveRecovery™ Status

To check the status of LiveRecovery™ for any virtual server, in the Resource
Center view, select the virtual server and the Policies tab. Click the Virtual
Server Policies tab to see the state of LiveRecovery™ for the virtual server:

State Meaning

Not Enabled The LiveRecovery™ option is not selected for this virtual
server.

Inactive The LiveRecovery™ policy is not running.

Initializing LiveRecovery™ is attempting to contact (ping) the node on
which the virtual server is running.

Not Protected Contact attempt (ping) was unsuccessful; the virtual server
will not be moved to a new node and restarted if the current
node fails.
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State Meaning

Protected Contact attempt (ping) was successful; the virtual server will
be moved to a new node and restarted if the current node
fails and a suitable new node is available.

LiveMaintenance™

LiveMaintainence™ moves virtual servers to a new machine based on admin-
istrative intervention in the event a host server needs service. Server mainte-
nance can be performed outside of scheduled maintenance windows without
application downtime. With LiveMaintenance™, physical servers can be
removed and reinstated at any time. The pool’s capacity changes dynamically
and the placement of virtual servers is automatically optimized. Operating sys-
tem and application patch management activities can be tested with a snap-
shot of a “live” configuration before production deployment.

CONFIGURING LIVEMAINTENANCE™
Step 1. In the Resource Center view, select and right-click the node.

Step 2. Highlight LiveMaintenance™. See Figure 119.

Figure 119. LiveMaintenance™ Control
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Step 3. Click OK in the pop-up window.
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MOVING VIRTUAL SERVERS AND NODES

Virtual Iron® can adapt on-demand to changing business requirements. In this
framework, virtual servers and the managed nodes that host them can be
moved to accommodate administrative requirements.

You can drag and drop managed nodes, or move a running or offline virtual
server from one physical server to another with LiveMigrate. See LiveMigrate:
Conditions for Virtual Server Movement.

Objects that can be moved are described in Table 5:

Table 5. Object Movement in the Virtual Iron® Framework

Movement From, To...

Node « VDCto VDC

* VDC to Resource Center
Virtual Server * Node to node

* Node to VDC

Node to Unassigned

The Role of the Resource Center

Resource Center is the top-level object in the navigation tree. This object
contains all VDCs, nodes, and virtual servers under management by Virtual
Iron. Within the Resource Center, you can create separate node groups called
Virtual Data Centers (VDCs). Each VDC is an administrative entity that can
contain one or more managed nodes and the virtual servers hosted by these
nodes.

Moving Nodes to a VDC

VI-Center supports drag-and-drop control for managed nodes. Use drag-and-
drop to move a node from one VDC to another, or to or from the Resource
Center. An example is shown in Figure 120. To move a node:

Step 1. Select the node you want to move by depressing a mouse key.
Step 2. Drag the node to its new location, and release the mouse key.

Figure 120 shows managed node Options Node 2 (located in Finance One
VDC) being dropped on gregvdc.

180 VI-Center™ Administrator Guide



CREATING AND CONFIGURING VIRTUAL SERVERS
Moving Virtual Servers and Nodes

Figure 120. Dragging a Node to a New VDC
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Moving a Node to a Resource Center

Managed nodes can only be used to host virtual servers when they belong to a VDC.
Moving a node to a VDC places the node under ownership of that VDC. Moving a
node from a VDC to Resource Center frees the node, making it available for reassign-
ment to another VDC.

Since virtual servers consume node memory (even when offline), nodes that host vir-
tual servers cannot be moved out of their current VDC. Any attempt to move a node
that still hosts virtual servers produces the message shown in Figure 121.

Figure 121. Message: Cannot Move Node with Virtual Servers
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Figure 122 shows a node being moved from a VDC and dropped on Resource
Center.
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Figure 122. Node moved to Resource Center
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LiveMigrate: Conditions for Virtual Server Movement

In multi-node environments, Virtual Iron® allows you to move a running or
offline virtual server from one physical server to another with LiveMigrate™.
You may do so without affecting applications. Simply drag and drop the virtual
server from its existing location to another node or virtual data center.

To LiveMigrate Two Virtual Servers Simultaneously

You can move two virtual servers at the same time from one managed node to
another. See Moving Two Virtual Servers Simultaneously.

LIVEMIGRATE™ REQUIREMENTS

Before you can move a virtual server from one managed node to another node
or to a new VDC, VI-Center evaluates the following:

» Does the managed node have enough memory to accommodate the vir-
tual server? There must be at least the same amount of memory in the
target node as in the original node.

* Are the processors of the same processor family? Only Intel-to-Intel or
AMD-to-AMD migration is allowed.

* Are there the same or a greater number of CPUs?
* Is there access to a common physical disk pool?

* Does the node have access to the same network and/or SAN resources
needed by the virtual server?

If the virtual server is running:
» The destination mode must be running also.
* VS Tools must be enabled
- Accelerated drivers must be installed on the virtual server

- The VS Tools checkbox must be checked.
MOVING A VIRTUAL SERVER TO A NEW NODE OR VDC

Before you can place a virtual server on a different managed node, VI-Center
checks the LiveMigrate requirements. If the virtual servers on the source node
can function on the target managed node, VI-Center allows the operation. If
they are not met, movement of the virtual server is disallowed.

Step 1. In the Resource Center view, right click a virtual server and select
Move Virtual Server. See Figure 123.
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Figure 123. Move Virtual Server
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VI-Center disallows movement of a virtual server to a VDC that has no nodes.
If you attempt this operation, the dialog shown in Figure 124 appears:

Figure 124. No Nodes Available
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If a VDC contains more than one node that is eligible to host the virtual server
you are moving, To complete the operation, select a node from the list of those
available, and click OK.

Figure 125. Select a Node to host a Virtual Server
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If you attempt to move a virtual server to a new VDC that does not have suffi-
cient memory, processors, or access to the required SAN and Networks, the
following dialog box appears.
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Figure 126. No Available Nodes for use by Virtual Server
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MOVING TWO VIRTUAL SERVERS SIMULTANEOUSLY

Step 1.In the Resource Center view, select a virtual data center icon in the

navigation tree.

Step 2. Select the Virtual Servers tab.

Step 3. In the Virtual Servers table, left-click on one virtual server to select it.

Step 4. With the Shift key depressed, place the mouse pointer on another vir-
tual server in the table and click and hold down the left mouse button.

Step 5. Drag the mouse cursor to the node where you want to move the

selected virtual servers.
Step 6. Release the left mouse button.
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PROVISIONING VIRTUAL SERVERS WITH GOLD MASTERS

It is useful to create a gold master for each GOS supported in your data cen-
ter. This is a logical disk that serves as a container for an installed GOS. When
you need to create a new virtual server running that GOS, simply clone the
master logical disk and assign it to the LV. You can boot the virtual server with-
out going through the OS installation process again. Simply create a new vir-
tual server and assign the cloned master logical disk to it.

If you need to rapidly provision new virtual servers on an ongoing basis, it
makes sense to maintain a set of gold masters. This saves time, since you
perform an installation of each GOS only once. Thereafter, you can clone the
GOS to make use of it as often as needed.

Since the cloning operation copies the entire content of a logical disk to a new
location, you can copy applications as well as GOSs. For example, you can
create a GOS with a specific Linux or Windows distribution and the set of
applications required by a particular set of work requirements. As a result, you
can automate the delivery of fully or partially configured systems to specific
functional areas as needed.

Note: Before creating and using a gold master, you should familiarize yourself
with license requirements that may apply to the use of OSs and applications.

Creating a Gold Master Logical Disk

Follow these steps to create a gold master for any guest operating system
supported by Virtual Iron®.

Step 1. Create a virtual server and configure it. Assign a logical disk to it. At
this time, the logical disk is empty. Its purpose is to hold a bootable
gold master. Rename the logical disk in a way that distinguishes it as
such. For example, Gold-Win2008-04-25.

Step 2. Copy the OS .iso files onto a publicly addressable web server. This
makes the files available for boot later on.

Step 3. Copy the diskl.iso of the OS to the NBD directory of the Virtual Iron®
management server.

Step 4. Configure the virtual server to boot from the NBD as described in Cre-
ating a Virtual Server.

Step 5. Boot the virtual server from the .iso file.

Step 6. During the http installation process, you will be prompted for the loca-
tion of the CD .iso. Point to the web server containing the additional
.iso files.

Step 7. The installation proceeds, and installs the OS on the logical disk.

Step 8. Shut down the virtual server, clone the gold master to a new logical
disk, and boot the virtual server from that logical disk, instead of the
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original master.

Cloning and Booting from a Gold Master Logical Disk

From this point, use the logical disk as a gold master. When you need to install
the same guest operating system to another virtual server proceed as follows:

Step 1. Clone the gold master to a new logical disk.
Step 2. Export the logical disk clone to a disk group.
Step 3. Assign the disk group to the virtual server.

Step 4. In the Virtual Server Configuration window, designate the logical disk
clone as the boot disk.

Step 5. Boot the virtual server.

You can also install applications on the gold master, so that these can be
cloned (along with their guest operating system) for use by new virtual serv-
ers.

See Cloning Disks for information on cloning logical disks.
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POLICIES AND REPORTS

This chapter shows how to use VI-Center to configure policies and generate
reports.
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ACCESSING POLICIES AND REPORTS

VI-Center™ supports a set of policies and reports that you configure in various
templates. To access these policy and report templates or to view generated
reports:

* Click Policies & Reports in the application toolbar, or
* In the View menu, select the Policies & Reports menu option.

This opens the view shown in Figure 127.
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Figure 127. Policies and Reports, Main View
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Note that there are three categories of policies and reports, each of which is
described in detail in the following sections:

» User Policies
* Reports
» System Policies
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Policies and Reports States

The navigation tree displays all the policies and reports available to you within
these categories. The Policies and Reports tab lists all policies and their cur-
rent states. These states are denoted by color coded icons:

* Not running: blue
» Scheduled: gold
* Running: green

* Failed: red

POLICIES AND REPORTS
Accessing Policies and Reports

If a policy or report is scheduled to run at a specific time, the time is listed.

Events Tab

Click the Events tab to see all user- or system-related events associated with
configured policies or reports. Click any of the column headings in the Policies
& Reports or Events windows to sort the data in ascending or descending

order by time, type, or description.

Fite Edit Yeew Tooli Nctions Hel

X b HZEO

Folicies &k Reparts

Vartualiron »

-
B [user Pokties
& Emailobfier
@ ReboolDataCenter
& SystemBackup
B ] repors
o} EventRenort
@ JobRepert
W MedeRepart
@ virtuslDisksRepan
& virusiServerfepart
B [ system Palises
& BumoRecavery
& LveCapazhy
& LvmSnapshobiMikzalisn
@ TecwicaiSuppsrt

N

Events |

Policies & Reports

| Amer: Teut To Find:

il Resource Center

!I-umu—.

£ Jobs

Timse-stamy

Jurs 3, 2008 200001 &

June 3, 2000 2:00:00 A...
Jurse 3, 2008 Z:00:00 A,
June 2, 2000 4:34:57 P,
Jyre 2, 2008 434057 P,
June 2, 2008 434057 Pu.
Jure I, 2000 4:34:57 P,
Jume I, 2008 &:34:57 P
June I, 2000 & 3657 P,
Jurss 3, 2000 43457 P,
Jung T, 2000 43857 P
e 3, 2006 ;3897 P,
June F; T00B 41 348:57 P,
June 2, 2000 413458 P,
June 3, 2008 4:34:56 P
Jung I, 2008 41 3456 P...
N 2, 2000 413456 Pl
June 2, 2008 413456 P
June 2, 2000 41 34:56 P
Ty 3, BO0B 3055 P,
Junig 2, 2008 4138155 P
e I, 2000 4134:55 P
Jume I, 2008 4:38:55 P,
Junie T, 2000 &4 H15% P..
N 3, JO08 434284 P,

_—

Event Count: 200

| cotamn: i]bgm

Herm

B farmator] *  SystemBadon

& Information o SrstsmBackun

&Y Iformaton @ SpitemBackus

AY trfarmation @ LomSnspchatUtliz stion
& informaton @ LemEnapshotulization
@ Irformatecn @ AutoRestart

& Infarmation W AutoRestart

@) Irfarmation @ AutcRecovery

&) Information W AutoRacowery

B Information B VirtualServerRepon
&Y trdormation @ VirtuslDisksRepart
&Y Irfarmaton @ TechnicatSuppart

B Informaton @ SystemBackun

B Information W RebootDataCenter

1) Trdormaton @ RodeReport

&) Irformation @ LemSnapchotUlizstion
&) irformation @ LiveCapacity

L) information @ JobRepen

&) irfarmation @ EvestRepart

B Infarmation @ Emaiiotdiar

B Information @ AutcRestart

\D Information W Autclacowery

B} Iefarmaten @ LemESnspshasilistion
&) rformation @ AutoRestart
WY Iearmaton B AutsRacoviry

e e e

Surmmiany

Policy is Stopned
Paficy ix Runnrg
Padiey I3 Starting
Palicy i= Runnimg
Palicy |§ Starting
Folioy 15 Runnarg
Palicy ix Starting
Paficy i Runneg
Policy is Starting
Policy Ralosded
Pohoy Felosded
Peficy Relosded
Policy Relosded
Policy Raloasded
Poicy Rolosded
Poficy Falosded
Poficy Ralosded
Pelicy Relosded
Podicy Relosded
Palicy Pelowded
Podicy Raloeded
Pelicy Relosded
Paliey is Slopped
Poficy i Stopped

Palicy is Stepbad

191



Chapter 7 POLICIES AND REPORTS
User Policies

USER POLICIES

User policies are administratively configured to perform specified actions in
response to certain conditions. Supported policies are shown in Table 6:

Table 6. VI-Center™ User Policies

Purpose

EmailNotifier Allows you to send email to one or more addresses in
response to specified events.

RebootDataCenter Use to specify which nodes to reboot in the selected
Virtual Data Centers. Virtual servers that are running
are stopped and restarted when their parent nodes
return online. Virtual servers with VSTools installed are
shut down; virtual servers without VSTools are that are
starting up, are hard reset, if desired. However, it is
preferable to shut down those virtual servers directly
from within each guest.

SystemBackup Allows you to specify where backups of the VI-Center
database are to be stored, and the number of copies to
retain.

Configuring and Starting User Policies

A user policy instructs VI-Center to perform certain actions in response to
specified conditions, and schedules when those actions are to be taken.

An example of an email policy might be:
Send email to me and my colleague if any VS is in error.
Another email policy might be:

Send email to me if any node is in error, or if a warning message is issued in
relation to a specific VDC.

CONFIGURING AN EMAIL POLICY

Step 1. If you are editing an existing email policy, click the Stop icon in the
task bar to stop the policy.

Step 2. Click Policies & Reports. In the navigation pane under User Poli-
cies, select EmailNotifier.

Step 3. In the Summary screen, provide information on policy actions, as
shown in Figure 128:
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Figure 128. Options, Sample Email Policy
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Identify a recipient, a mail host, and a subject for the email message
(the latter is optional).

Step 4. The basis of the policy is the criteria that trigger the email message.
These criteria determine when the message (“Data Center Failures,
Warnings”) will be sent. In this case, email will be sent when any of
these criteria are met:

» Any object experiences an error event
» A specific virtual data center (Finance-East) has warning events

Specify these criteria by choosing physical and/or virtual objects and
the states associated with them from the pulldown menus. Choose an
object type from the Object pull-down and select an associated action
from the Has pull-down. Click Add>> to add the criteria to the list.

Step 5. Rename the template if you wish. Right-click EmailNotifier and select
Rename from the pop up menu; or right-click and select Copy to copy
the template and rename it. See Figure 129.
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Figure 129. Renaming an Email Template
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Step 6. To schedule when and under what conditions to run the email notifier,
see Scheduling Policies.

Step 7. When you have completed the email policy configuration, click the
Start icon in the task bar.

REPORTS

A report is the result of specifying criteria in a report template and displaying
the output in either HTML or CSV format. As with other policies, you can
schedule reports or run them as needed. These pre-formatted report tem-
plates are provided:

Table 7. VI-Center™ Reports

Report Type Purpose
EventReport Specify time interval or date range, event severity, and
optional description.
JobReport Specify a time interval or date range.
NodeReport Specify all criteria options, or select from a list that

includes Running, Stopped, and Protected. In addition,
you can run a report for nodes in all, a specific, or unas-
signed VDCs.
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Report Type Purpose

VirtualDisksReport Specify all criteria options, or select from a list that
includes Assigned, Unassigned, Mounted, Not Mounted,
Local Disks, and SAN disks. You can run a report for vir-
tual disks in all, a specific, or unassigned VDCs, and limit
the output to Groups, Volumes or Virtual Disks.

VirtualServerReport Specify all virtual servers, or select from a list that
includes Running, Stopped, AutoRecovered, and Unas-
signed. You can run a report for virtual servers in all
VDCs, or a specific VDC

Report Naming and Types

Reports are named with the name of the template you are using and the date
and time. For example:

/opt/Virtuallron/DataCenterManager/system/reports/DataCenter Oper-
ations Report_04_28 2008 _02_00pm.html

All reports can be exported in CSV or HTML format. These are stored in the
reports directory, located at:

/opt/Virtuallron/DataCenterManager/system/reports
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Generating Reports

To generate a report, you select criteria in a report template and schedule the
report to run immediately, or at specific times during a particular period.

The following example shows how to create a report that shows specific types
of virtual server activity:

Step 1.

Step 2.
Step 3.

File Edit Miew Teools Actions Help

If you are editing an existing report configuration, click the Stop icon in
the task bar.

Click Policies and Reports.

In the navigation pane, under Reports, select the type of report you
want to generate. In the sample shown in Figure 130, VirtualServer-
Report has been selected.

Figure 130. Report Template
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Step 4.
Step 5.

Step 6.

Select All from the list of Virtual Server Criteria for a report that
includes all of the listed criteria, or click one or more specific criteria.

From the Virtual Data Center pulldown menu, select All or choose a
data center from the pulldown menu.

Choose HTML or CSV (comma separated values) for the report out-
put. A CSV file is an ASCII file that can be imported into a variety of
software applications, such as Microsoft® Excel.
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Scheduling Reports

Step 1. Click the Schedule tab. Click the Edit button.

Step 2. In the Schedule Configuration window, use the dropdown menus to
choose start and stop dates and times. Click to highlight the hour or
minutes and use the up and down arrows to specify the time.

Step 3. Specify a run schedule for the report. You can choose to run a report
once (immediately), daily, weekly, or monthly. See Figure 131. Click
the down arrow in the Start on and End on fields to open a calendar.

If you choose to run a report immediately, you do not have to specify a

date—only the start time.

Figure 131. Schedule Configuration Window

Schedule Configuration

Wirtvaliron

Start on: | Tuesday, July 15, 2008

End on: | Wednesday, July 15, 2009

| at: | 12:00 AM

v | ot 12:00 AM

x|

- |

Rumn this policy: T
Every: | 1| week{s) on:
W Cnce ( | >
O Hourly ) Sunday ) Manday 1 Tuesday
O Draily . . =
) Thursday () Friday 1 Saturday
l QK I l Cancel

 wednesday

Step 4. Click OK.

Step 5. Click the Start icon in the task bar.

Step 6. Once the report has been generated, click the Report Output tab.
Click the link to open the report. See Figure 132. See Report Exam-
ples for an example of each type of report you can generate.
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Figure 132. Report Output Tab
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Report Examples

Following are sample reports generated with the pre-formatted templates sup-
plied with the Virtual Iron™ software. Except where indicated, each of the
reports was generated with HTML as the specified output format. See Figure
131.

EVENT REPORT

This report provides details on the events specified in the Summary tab, and
the time specified in the Schedule tab.

This reports shows all Warning and Error events. The Informational Events
and Event Descriptions options were not selected.
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Figure 133. Event Report Sample

\irtualiron

Mame: EventReport

Generated On: Wednesday March 12, 2008 at 1:59 PM EDT
Report Period: 2008-03-12 00:00 to 2008-03-12 13:59 EDT
Include: Waming Events, Emor Events

Time | Event Solrce | Summary
Wed Mar 12 09:53 AM EDT 2008 Error Dell440 Node Connection Failure
Wed Mar 12 09:53 AM EDT 2008 Error v5-5U8.64-vd Virtual Server is in Error
Wed Mar 12 09:53 AM EDT 2008 Error This Job Jab Intemal Error (Operation): 7 of 12
Wed Mar 12 09:53 AM EDT 2008 Error This Job Job Failed to Complete: 6 of 12
Wed Mar 12 09:54 AM EDT 2008 Error Dell440 Mode has Falled Discover
Wed Mar 12 09:54 AM EDT 2008 Error Dill440 Node is Offiine
JOB REPORT

The only configurable options for Job Reports are for scheduling a time period.
Figure 134 shows part of a job report for a single day

Figure 134. Job Report Sample

\nirtualiron

Mame: JobReport
Generated On: Wednesday March 12, 2008 at 3:20 PM EDT (Job Count: 93]
Report Period: 2008-03-12 00:00 to 2008-03-12 15:20 EDT

User Status | Duration Description

Wed Mar 12 09:51 AM EDT 2008 admin Dane 36 sec Shutdown

Operation Foundry Resource
1 Shutdown ws-su9. Gd-wd

i Source Summary

Wed Mar 12 09:51 AM EDT 2008 JobConstructingEvent This Job Job Construction: 0 of 0
Wed Mar 12 09:51 AM EDT 2008 VirtualServerStoppmngEvent ws-sud.64-vd Wirtual Server 1s Stopping
Wed Mar 12 09:51 AM EDT 2008 JobRunningEvent This Job Jeb Running: 4 of 4
Wed Mar 12 09:51 AM EDT 2008 VirtuzlServerStoppedEvent ws-suf. 64-wvd Virtual Server 15 Stopped
Wed Mar 12 09:51 AM EDT 2008 JobDoneEvent This Job Job Finished: 4 of 4

User Duration | Description

Wed Mar 12 09:52 AM EDT 2008 admin | Emror 6 sac Start Virtual Server vs-sud.64-vd - May not be combined with other job cperations

Operation Foundry Resource

1 Start Wirtual Server ws-su9.64-vd - May not be combined with other job operations Delld40
Event Source Summary

Wed Mar 12 09:52 AM EDT 2008 JobConstructingEvent This Job Jab Censtruction: 0 of 0

Wed Mar 12 09:52 aAM EDT 2008 VirtualServerStartingEvent vs-sud. Gd-vd Wirtual Server is Starting

Wed Mar 12 09:52 AM EDT 2008 JobRunningEvent This Job Jab Running: 5 of 12

Wed Mar 12 09:53 AM EDT 2008 JobFailureEvent This Job Job Internal Error (Operation): 7 of 12

Wed Mar 12 09:53 AM EDT 2008 JobRollbackEvent This Job Jab Rollback Starting: 7 of 12

Wed Mar 12 09:53 aM EDT 2008 VirtualServerStoppedEvent we-sud.Gd-vd Virtual Server is Stopped

Wed Mar 12 09:53 AM EDT 2008 SeverityChangeEvent ws-sud, 6d4-vd Changed Severity [ Critical to Minor ]

Wed Mar 12 09:53 AM EDT 2008 JobRollbackDoneEwveant This Job Job Rollback Done: 7 of 12

Wed Mar 12 09:53 AM EDT 2008 JobFailureEvent This Job Job Failed to Complete: 6 of 12
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NODE REPORT

Report criteria that you can select for a Node Report include Running,
Stopped, In Error, Protected, and VI Tools Enabled. These criteria may be
applied against New or Unassigned data centers, a specific data center or All.
Figure 135 is an example of a report in which All was selected.

Figure 135. Node Report Sample
Virtualiron

Mame: NodeReport

Description:

Generated On: Wednesday March 12, 2008 at 2:59 PM EDT
Modes Included: all

Virtual Data Center: Unassigned

Available

Status Memory Virtual Servers

| No appropriate nodes found.

Virtual Data Center: Finance-East

Total Available q F—
Memory Memory Virtual Servers
Dall380 Runining 2,936 GB 2451 GB vs-sud,32-vd Run
ws233-rh4.32 Run
ws235-w2003.32-1 Run
Delld430 Running 3.748 GB 2.588 GB v5-5U10.64 Run
VE236-5U9.64 Run
Della40 Running 1.998 GB 0.037 GB vs=suP . Gd-vd Run
WS223-WEp Run
w5224-w2000.32 Run
vs232-rh4.64 Run
ws235-w2003.64 Run

Virtual Data Center: New Virtual Data Center

Available
Memory

Virtual Servers

Status

| No appropriate nodes found
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VIRTUAL DISKS REPORT

Report criteria that you can select for a Node Report include In Error,
Assigned, Unassigned, Online, Offline, Mounted, Not Mounted, Shared Vol-
ume, Local Disk, and SAN Disk, or All.

You can apply these criteria to all logical containers, or limit the report to any
combination of Groups, Volumes, or Virtual Disks. Figure 136 is an example of
a report in which All was selected.

When you generate the report, scroll to the right to see all of its contents.

Figure 136. Virtual Disks Report Sample

Wirtualiron

Name: VirtualDisksReport
Generated On: Wednesday March 12, 2008 at 3:01 PM EDT
Logical Containers Included: all

Virtual Data Center: Unassigned

Size Free | Virtual

13 5 =

Container/ID Type Local /fSAN | Statu (GB) (GB) | Servers Volume

6000F<4B00000000000210117e6322cea  Disk SAMN Online 23.068 8.806 GO00F4B000000¢
Group

6000F4B00000000000610117e632cfc2  Logical SAN Online 4.493 0.000 S000F4800000000000210117a5322Cea SO00F4B000000¢
Disk

&000F480000000000061011 7e63ad45e  Logical SAN Online 5.861 0.000 S000F4B00000000000210117e6322cea S000F 4B000000(
Disk

GO000F4B0000000000061011 Febdc Fide Logical SAN Online 3.907 0.000 S000F4B00000000000210117a5322cea GO00F4B000000(
Disk

Virtual Data Center: Finance-East

. - | Size Free I
Container/ID Local/SAN | Status (GB) {GB) Virtual Servers
6000F4800000000000110118096247F Disk Laeal Online 78,122  6B.357
Group
dg-d3so-1 Disk Local Onling 293,031 255.729

(G000F4B000000000000001122355b446)  Group

dg-san-ﬁ:]. Disk SAN Online 78.118 15.294 WS

[G000F4E00000000000000102e30040b32)  Group w2003.32-2
WET
w2003.32-3
WS-
w2003.32-
Prone
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VIRTUAL SERVER REPORT

Report criteria that you can select for a Virtual Server Report include Running,
Stopped, Suspended, Assigned, In Error, Auto-Recovered, Uses VS Tools,
and Unassigned, or All.

You can apply these criteria to all virtual data centers, or limit the report to a
New Virtual Data Center or a specific virtual data center. Figure 137 is an
example of a report in which All was selected.

When you generate the report, scroll to the right to see all of its contents.

Figure 137. Virtual Server Report Sample

Viirtualiron

Name: VirtualServerReport

Dascription: Daily Report

Generated On: Wednesday March 12, 2008 at 11:19 AM EDT

Virtual Servers Included: AutoRecovery-enabled, Use V5 Tools

Virtual

Status

Virtual Data Center: Finance-East

vs

Disks

Server

i
i Memory | CPUs

Taools

| Boot Device

Snapshot of  Stopped  Dell380 Microsoft 256 MB z Yes Snapshot of ld-san-w2000.32-4.0 Snapshot of ld-san-w2000.32-4.0
w5224~ windows (6000F48000000000006101189eacd26f)  (G000F4BOO0O0000000510118%ee
Ww2000.32 2000
Snapshot of  Running  Dell380 Microsoft 256 MBE z Yes Snapshot of Id-san-w2k3.32-4.0 Snapshot of Id-san-w2k3.32-4.0
w5235~ Windows (6000F4800000000000610118%e2323b9)  (G000F4B00000000000610118%ae
w2003.32-1 Server
2003
ve-or4,32 Unassigned Red Hat 258 MB 2 Yes |d-san-erd.32 Id-san-or4.32
Entarprise (6000F480000000000061011687788a24)  (GO00F4BO0000000000510L16877
Linux 4
vs-rha.64- Unassigned Red Hat 285 ME 2 Yes vd-san-rhd.64.4-4.0 vd-san-rh4.64.4-4.0
wd Enterprise (6000F4B0000000000000011094273743)  (6000F4E00000000000000110942
Linux 4
we- Unassigned Red Hat 257 MB 2 Yes None None
rhd.64.iscs0 Entarprise
Linux 4
ws-sull. 64 Running  Dell430 Suse 271 MB 2 Yes ld-san-su10.64 Id-san-sull.64
Linux (6000F4800000000000610118424d0b48) (6000F4B00000000000610118424
Enterprise
Server 10
w5-5U9.32- Unassigned  Suse 269 MB 2 Yes None None
iscsi Lir
Enterprise
Saner 9
ws-su9.32- Stopped  Dell380 Suse 283 MB 2 Yes wvd-san-sud.3-32-4.0 wd-san-su.3-32-4.0
wd Linux (6000F48000000000000001109214a833) (6000F4E00000000000000110921
Enterprise
Server 9
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System policies have system-wide application and run in the background
according to specified parameters. Once started, they are always running. Vir-
tual Iron® supports the system policies listed in Table 8.

Table 8. VI-Center™ System Policies

Purpose

AutoRecovery™

Moves virtual servers on nodes that go offline to a
healthy node and then restarts it in the event its host
fails.The policy is run automatically by the system
when AutoRecovery is enabled for a virtual server.

Once enabled, AutoRecovery is applied on a per-
server basis in the Resource Center view.

LiveCapacity™

Balances CPU utilization across selected nodes in a
virtual data center by using LiveMigrate to perform vir-
tual server migration without downtime. To balance
CPU utilization across selected nodes in a virtual data
center, enable LiveCapacity on the virtual data cen-
ter’s Live Capacity tab.

Technical Support

Access to Virtual Iron Technical Support.

AutoRecovery

AutoRecovery™ (LiveRecovery) is a system-wide policy that allows a virtual
server to move and restart on a new node in the event its host node fails.

ENABLING AUTORECOVERY

Before enabling AutoRecovery/LiveRecovery, make sure your system meets
the requirements listed in LiveRecovery™ in Creating and Configuring Virtual

Servers.

For other information and configuration procedures, see Configuring LiveRe-

covery™,

SCHEDULING AUTORECOVERY

You may optionally choose start and stop dates and times to schedule
AutoRecovery during peak periods. See Scheduling Policies.
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LiveCapacity

LiveCapacity™ is a system-wide policy that enables load-balancing of virtual
servers within virtual data centers. The nodes you want to configure with Live-
Capacity are selected individually within the Resource Center view. For more

information and procedures, see Configuring LiveCapacity®.

MONITORING LIVECAPACITY

LiveCapacity is automatically started when configured. From the Policies and
Reports view you can monitor the policy, schedule its execution, view mes-
sages and events. Should you need to, you can stop the policy in this view as

well.

Figure 138. Starting a Policy
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LiveCapacity Policy:
The LiveCapacity™ policy balances CPU utilization across selected nodes in a virtual data center
wging LiveMigrate™ to perform virtual server migration without downtime.

To balanee CPU utilization across selected nodes in & virtual dats center, enable LiveCapacity
on the virtual data center's LiveCapacity™ tab.

ikl Resource Center

jl—lardwara
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SCHEDULING LIVECAPACITY

To schedule LiveCapacity to better optimize load-balancing according to
established traffic patterns in your data center, see Scheduling Policies.
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LivePower™ is a system-wide policy that enables load-balancing of virtual
servers within virtual data centers. The nodes you want to configure with Live-
Power are selected individually within the Resource Center view. For more
information and procedures, see Configuring LivePower™.

MONITORING LIVEPOWER

LivePower is automatically started when configured. From the Policies and
Reports view you can monitor the policy, schedule its execution, view mes-
sages and events. Should you need to, you can stop the policy in this view as

well.

Figure 139. Starting LivePower
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The LivaPower™ pobcy opsratss on Vetusl Dats Centers (VD) and aphimizes the nodes
to consarye poawer, Whan enabled, the policy will periodically look for underutilized nodes
and Live Migrate Wirtual Servers (VEs) to other nodes in the VDT, After all wSs have been
Live Migrated off, the node will be shut down, conserving power,
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becornes runming, the palicy will offload VEs from the buzy nods to the nawly powerad-on node.

all the LivePower™ nodes must have Wake-On-LAN or TPMIALS enabled on the physical

Ethermet adapter (nic) connected to the dedicated management: network . Otherwise, nodes

cannat be restartsd, The node's Wake-on-LANSIPSLLD Featurs can be testsd by parforming &8 nods
#op, fallowed by a node staet,

Livefower™ is enabled on Virtual Dets Center's Palicies tab.

Tl Enhanced Logging

SCHEDULING LIVEPOWER

To schedule LivePower to better optimize load-balancing according to estab-
lished traffic patterns in your data center, see Scheduling Policies.
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SCHEDULING POLICIES

You can schedule AutoRecovery or LiveCapacity to be performed on a recur-
ring basis. For example, you may want to turn off LiveCapacity during periods
of low use to optimize the management server’s CPU processing.

Note: If you are changing the scheduled time or frequency of a configured pol-
icy, you must first stop the current policy. To do so, click the red Stop icon in
the action toolbar at the top of the window.

Step 1. In the Policies & Reports navigation tree, under System Policies,
click AutoRecovery or LiveCapacity.

In the Policy Options window for AutoRecovery, check Enhanced
Logging only for temporary troubleshooting purposes. This option
produces large files which are stored in the data base.

Step 2. Click the Schedule tab. Click the Edit button.

Step 3.1In the Schedule Configuration window, use the dropdown menus to
choose start and stop dates and (optionally) times. Click to highlight
the hour or minutes and use the up and down arrows to specify the
time.

Figure 140. Email Policy, Schedule Tab

schedule Configuration \nrtualiron
Choose start
and and dates Run an: | Thursday, July 31, 2008 v | ot 0100am |
and times ; !
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i .
EN RN
SR Mlen Tug Wad This Fri Sat
i 2 .: 3 4|
P [ [ [ s | o | w
2 | ] w ] sl el 2] e
19_:213:31:!2:1:23':2&'25;
r i i
PR P P .._.?.‘?_.;:._3.'{-.[%
e
Today's date is Jun 3, 2008

QK ) Cancel

Step 4. Specify a run schedule for the policy. You can choose to run a policy
once (immediately), daily, weekly, or monthly. See Figure 141. Click
the down arrow in the Start on and End on fields to open a calendar.

If you choose to run a policy immediately, you do not have to specify a
date—only the start time.
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Figure 141. Schedule Configuration Window

m Policy Schedulz

cchedule Configuration

VWirtualiron’

Start on: | Tuesday, July 15, 2008

End on: .'l'l‘cd nesday, July 15, 2009

w | at: | 12:00 AM v|

v |t 12:00 40 v

Rumn this policy:
) Once
1 Manday

2 Hourly 0 Sunday

0 Daily

L) Thursday 0 Friday

Ewvery: | 1| weak{z) on:
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Cancel

Step 5. Click OK.

Step 6. Click the Start icon in the task bar.

Step 7. Once the policy has been started, you can click the Messages or
Events tabs for additional information.
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This chapter shows how to perform a number of administrative tasks. It con-
tains the following sections.

Configuring USEr ACCOUNTS ......ceiiiiiiiiiiieee e e ee ettt e e e e e e e e e 210
ConfIGQUING LDAP ...t 212
Configuring Non-English Keyboards ............ccooooiiiiiiiiiiiee s 220
Performance StatiStICS ... . ... uuuuuuriiiiiiiiiiiiiiiieiieeiieerreereeereer e 221
Starting the VI-CeNer .......vviiiiiieeiee e 228
Performing Backup and Restore OperationsS.............eeuvevvveveeeeeeeeeeeeeeeeeeeenes. 230
Changing the VI-Center IP ADAresS ........ccoovvuuiiiiiiiieieiieeee e 231
Configuring the Archive Manager ............couuiiimiiiiieeee e 232
Assuring VI-Center High Availability ..............eeevviiiiiiieeiiiiiieeieeeieveeeeeeeeeeeee 233
UNINSTAIING VI-CRNTET ....eiiiiieiieiiie e 236
Reassigning UnassignNed DGS..........cooviiiiiiiiiieeeiiiiiieeeee e 237
AcCeSSING ONIINE HEIP ...vvvviiiiiiiiiiiiiiiiiiiiiieiiiiees e eesseeseeeeaesseeeeees 239
Accessing TeChNICal SUPPOIT........ciiiiiiiiiiiiee e 240
VS TOOIS SIlent INSEAIl ... 241
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CONFIGURING USER ACCOUNTS

VI-Center supports user accounts and associated passwords. These accounts
can be local, or can exist on an LDAP server. The following section describes
how to configure local accounts. See Configuring LDAP for information on
configuring LDAP authentication.

Creating Local User Accounts

Eile Edit Wiew Tools Help

Only an Admin user can create or delete Local user accounts. A default Admin
account, with username and password Admin, is created during installation of
the software (see Installing Virtual Iron®). To create additional accounts:

Step 1.Log in to VI-Center™ as Admin.

Step 2. Click Users in the Applications Shortcuts or select Users from the
View menu. The Users accounts view opens. See Figure 142.

Step 3. To create a new user account, right-click Users in the navigation tree
or select New User Account from the File menu. See Figure 143.

Figure 142. User Account View

" Virtual Iren Virtualization Manager

fixlzex|e Virtualiron »
%Users :
TR Y wsers Iumlr‘ SRR
=] 58T L il
(= oo e e
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Figure 143. Creating a New User Account
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Step 4. The default name New User Account is assigned to the account. Enter
the user’s full name and then enter and confirm a password for the
user. Click OK.

Refresh the screen to see the user’s name in the navigation tree.

Deleting User Accounts

Only personnel with Admin privileges are allowed to delete user accounts.
Select the User account in the navigation tree, right-click and select Delete or
click the Delete icon in the toolbar. See Figure 144.

Figure 144. Deleting User Accounts

File Edit _!Litw Toaols Help
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Editing Account Information

To edit user account information, select an account in the navigation tree and
select Edit User Account. The dialog box shown in Figure 145 appears.
Make the changes, and click OK.

Figure 145. Editing Account Information

x

Edit Configuration Virtualiron
AELFER

User Mamea: il

Full Mame: |smith

Password: [

|
|
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|
|

Confirm Password: |

o) am

CONFIGURING LDAP

In addition to local user accounts, VI-Center supports LDAP authentication
(Lightweight Directory Access Protocol) via a centralized database.

Virtual Iron® supports both Microsoft Active Directory (for Windows®) and
Open LDAP for Linux distributions.

About LDAP Authentication

LDAP is a protocol used to store and access information in a directory. LDAP
has the advantage of being platform-independent and standards-based. Appli-
cations do not need to know what type of server is hosting the LDAP directory
to communicate with it. The server can be any one of a number of commercial
or open-source LDAP directory servers—even a DBMS server with an LDAP
interface).

LDAP Support and Administration

To use LDAP, you need to provide a set of LDAP criteria and enable the LDAP
protocol on VI-Center. Only personnel with Admin privileges are allowed to
log in to the VI-Center or make changes to the LDAP configuration.

Note: To use LDAP over SSL, you must import the LDAP SSL certificate into
the java keystore of the VI-Center.

When LDAP is enabled, the user accounts on the local server are disabled.
However, local account information remains on the management server and
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can be used again if LDAP is disabled.

LDAP Component Information

LDAP directories store data hierarchically, similar to DNS trees, or Unix direc-
tories. Though LDAP implementations may differ slightly, they preserve a com-
mon set of components that are used in specific ways. The components

include the following:

Abbreviation

Definition

Unit

Distinguished dn The top level of the LDAP directory tree is the
Name base DN.

Common cn When using LDAP to authenticate users of Vir-
Name tual Iron®, the common name refers to a user’s
full name.

Organization o} The organization component.

Domain dc The domain component.

Component

Organizational | ou Organizational units that further subdivide

information in a dc.

Configuring Virtual Iron To Authenticate with LDAP

LDAP authentication requires enabling VI-Center to access user information
stored on an LDAP server and enabling the LDAP protocol.

You need to know which LDAP implementation is in use at your site. The
implementation determines the proper syntax to use to pass LDAP credentials
and search criteria to the LDAP server. For information on the LDAP compo-
nents to pass and the proper syntax, contact your LDAP system administrator.
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To configure LDAP authentication for the VI-Center:

Step 1. Click Users on the application toolbar. Select the LDAP tab. The
screen shown in Figure 146 appears.

Figure 146. LDAP Authentication Tab

Eile Edit View Tools Help

¥Fix|z|Ee Virtualiron »
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i N (L sewe. ) |
e, _
Step 2. The LDAP tab has two panes, which are blank initially. Once you have

set up LDAP (Step 3), these panes are populated with the credentials
and search criteria you specified.

* Credentials—Records the URL of the LDAP server, the
server’s distinguished name (DN), and the LDAP search base
within that DN. The search base defines the specific location in
the LDAP directory from which your LDAP search will begin.

e Search Criteria—Provides the criteria used to match against
the user data stored in the LDAP search base. VI-Center
applies the criteria you enter to filter the data. When it connects
to the LDAP server, VI-Center uses these criteria to identify a
set of users. Use the Assign Users... dialog to add some or all
of them to the list of those that can manage within the Virtual
Iron® framework.

Step 3. Before you can enable LDAP, you need to add or edit LDAP Creden-
tials and Search criteria. To do this, click Setup... The dialog shown in
Figure 147 is displayed. In this example, LDAP information has been
added to the template.
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Figure 147. Entering LDAP Credentials and Search Criteria

Edit Conflguration Viirtualiron
Populate using sample template: | Active Directary Apply )
Credentials Active Directory
OpenlDap o]
LEAR LRL: ||uap'm52.1ﬁ eDireckory % I
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Step 4. Select a sample template to modify:

» Active Directory—An implementation of LDAP Directory Ser-
vices for use in Microsoft Windows environments.

e OpenLDAP—A free, open source implementation of LDAP.
Platform independent. Several common Linux distributions
include OpenLDAP.

e eDirectory—Supports Windows 2000 and Windows 2003,
SUSE Linux Enterprise Server, Red Hat Enterprise Linux,
among other operating systems.

Step 5. Edit LDAP credentials and search criteria. Click Test LDAP to validate
the data. VI-Center connects with the LDAP server and uses the
search criteria you provided to return a list of users. Figure 148 shows
a sample of the test results window. Click OK to accept the configura-
tion.
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Figure 148. Adding LDAP User Data to the VI-Center Database
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Following are examples of valid parameters for the implementation of
LDAP in Active Directory, and OpenLDAP.

Sample LDAP Data, Active Directory

Credentials
URL:ldap://10.1.20.3/
DN: cn=Adminstrator,cn=Users,dc=qadev,dc=local
DN Password: password
LDAP Search Base: cn=Users,dc=gadev,dc=local
Search Criteria
Search Filter: (&amp; sAMAccountName={0}(objectClass=User))
LDAP User Name: userPrincipalName sAMAccountName name
LDAP Full User Name: sAMAccountName
Sample LDAP Data, OpenLDAP
Credentials
URL: Idap://123.45.67.23
DN: cn=admin,cn=Users,dc=qatest,dc=com
DN Password: password

LDAP Search Base: ou=users,dc=qgadev,dc=local
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Search Filter: (&amp; (cn={0})(objectClass=inetOrgPerson))
LDAP User Name: cn uid
LDAP Full User Name: cn

Step 6. After the LDAP credentials have been validated, you are ready to

assign LDAP users. Click Assign Users... The dialog box that
appears contains all of the users VI-Center has found on the LDAP
server. A sample is shown in Figure 149.

To assign one or more of these users to the list stored on the manage-
ment server, use the Add>> and <<Remove keys to move users from
the left to the right pane. Click OK.

Figure 149. Adding LDAP User Data to the VI-Center Database
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Step 7. Click Enable LDAP as shown in Figure 150.
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Figure 150. Enable LDAP
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Step 8. The LDAP users you have assigned appear on the management Ul. A
green check mark next to the User icons identifies users authenticated
with LDAP, as shown in Figure 151. The user names that appear in the
navigation tree is data retrieved via LDAP based on the User Name
attribute. The Full Name information is retrieved via LDAP based on
the Full User Name Attribute.

Setup.. | | Assign Users... |
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Changing the LDAP Configuration

Only personnel with Admin privileges can make changes to the LDAP configu-

ration.

You cannot edit LDAP search criteria while LDAP is enabled. To make

changes to the criteria, uncheck the Enable LDAP check box. Then click
Setup... and make whatever changes are required. Test the changes and
check Enable LDAP to re-enable the protocol.

Note that while LDAP is disabled, local users can connect to the VI-Center and
manage resources.

219



Chapter 8 PERFORMING ADMINISTRATIVE TASKS
Configuring Non-English Keyboards

CONFIGURING NON-ENGLISH KEYBOARDS

You can configure all of your networks to a single language keymap, or individ-
ual Virtual Data Centers and virtual servers to separate language maps.

Set a Language Keymap

Step 1. In the Resource Center, right-click on Resource Center, a VDC, or a
virtual server. The language code is a hierarchical setting affecting all

entries in the tree below, so a setting on a VDC, for example, affects all
virtual servers in that VDC.

Step 2. From the menu that appears, select Set Keymap.
file Edt Wiew Tools Actions Help

chdEw rue@alxs

Resource Center -= ¥WDLC1

B @R:suurc: Conter ’| Smm
B 0 vocz ab pename
K Delets.., R
i M i
[]|] Aszign Modes L d

“f{] Assign Virtual Servar..,

B stop all Running Virtual Servers

‘ Set Kaymap..,

~

Step 3. In the Keymap Setting dialog which appears.

Feymap Setting

Specify the Keymap Setting Viirtualiron

MOTE: These sethings will take place on a Viftual Server start operation.
any currently running Virtual Servers will not be affected.

Current Keymap Setting: en-us English/United States

Seleck Keyma |:| nghsh/United States

| Ok | | Cancel
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Step 4. Select a language keymap setting. The table below lists each of the

codes in the dropdown menu and which language they correspond to:

Supported Key Map Codes
Argentina ar Danish da
German de Swiss-German de-ch
British-English en-gb American-English en-us
Spanish es Estonian et
Finnish fi Faroese fo
French fr Beligan-French fr-be
Canadian-French fr-ca Swiss-French fr-ch
Croatian hr Hungarian hu
Icelandic is Italian it
Japanese ja Lituanian It
Latvian Iv Macedonian mk
Dutch nl Belgian-Dutch nl-be
Norwegian no Polish pl
Portuguese pt Brazillian-Portuguese pt-br
Russian ru Slovenian sl
Swedish SV Thai th
Turkish tr

Step 5. Click OK.

PERFORMANCE STATISTICS

VI-Center provides performance and activity statistics on nodes and virtual
servers.

Node statistics are available at all times; statistics on virtual servers are avail-
able only if VStools has been installed on the virtual server being monitored.
See Installing VS Tools on Virtual Servers for information.

VI-Center collects and presents statistics for these areas:
» Resources & Activity for the Resource Center
e Last 5 Errors
» System-Wide Node Performance
» System-Wide Virtual Server Performance
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* License Usage
 Active Policies
« User Connections

Each of these data categories are organized in a dashboard in the Resource
Center’s Summary screen.

Accessing Performance Statistics

To view performance statistics in VI-Center, do the following:

Step 1. In the Resource Center view, select Resource Center in the naviga-
tion tree. The Resource Center window opens with the Summary tab
active.

Step 2. Click one or more of the performance statistics categories displayed in
the dashboard. See Figure 152.
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Figure 152. Resource Center Activity Screen, showing dashboard options
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RESOURCES & ACTIVITY FOR THE RESOURCE CENTER

Figure 153 shows a close-up of the initial screen with Resource Center level
data for Nodes, Virtual Servers, and LiveCapacity.

Figure 153. Resource and Activity Data
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LAST 5 ERRORS

To view the last five errors associated with the Resource Center, select
Resource Center in the navigation tree. In the Summary screen, click the Last
5 Errors tab. Error data is displayed with a timestamp of the occurrence, the
object, and a brief summary of the issue.

Figure 154. Last 5 Errors Detail
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SYSTEM-WIDE NODE PERFORMANCE

[} Node Performance

To check the performance of all nodes in a resource center, select Resource
Center in the navigation tree. In the Summary screen, click the Node Perfor-
mance tab. An example of the data is shown in Node Performance Detail.

Figure 155. Node Performance Detail

MHode Count: 2 Wisible Rows |_5}lj

R v | cpus Frocessor Total Auailable Wirtual CFL Felative '
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Note that you can set the number of rows of data displayed in the Node Perfor-
mance pane. Click any of the column headings to switch the order of the dis-
played data from highest to lowest or vice versa. The CPU Utilization and
Relative Load columns are a visual representation in terms of percentage of
use.

Relative Load is calculated by computing a weighted average of the CPU,
memory, network, and SAN load on each node, and then normalizing these
node scores on a scale of 0 (the least busy node) to 100 (the mode busy
node). Relative Load usually correlates to CPU utilization, but if two nodes
have an equal CPU utilization, and one has much less free memory, that node
will have a higher relative load value.
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INDIVIDUAL NODE PERFORMANCE

To see the performance of a specific node, in the Resource Center view, click
the node icon in the navigation tree, and then click Performance in the Sum-
mary screen. A graphical representation of the node’s disk, network, memory,
and CPU usage are displayed in 10-minute increments. See Figure 156.

Figure 156. Node Statistics

M Virtual Iron Virtualization Manager
File Edit View Tools Actions Help

T LI LIEOREED Virtualiror §

ﬁ Resource Center ﬂ Finance-East ﬂ pellddn

B i resource Center b Summary [ i
B @ Finance-East Node: Dell440

B [} oetla3o : B
1 e v o rertomnce B
ﬁ ws-sulll 64 o :

w wg-sulbd-vd 100 :

w52 24-w2000.32 75

Bq

CRU Ll %
%

B vs233-rhd a2
E wi-sul.3d-vd
B (] pellzso
o Unassigned Wirtual Servers
B (8 Hew virtusl Data Canter

;

Iem Ukl %

caB88 80 - wwewasrpo B B3 3

E

MNel KBisec

= Hardware
i Policies & Reports.

Jobs 1800 1940 1020 1830 1840 1950 IT0D TA0 1730

Disk KBiser

Time

SYSTEM-WIDE VIRTUAL SERVER PERFORMANCE

Virtual Server statistics are available only if VSTools is enabled for the guest
operating system booted by a virtual server. In addition to using the Summary
screen to view all virtual server statistics, you can click a specific virtual server
icon in the navigation tree to see detailed data.

Note that you can set the number of rows of data displayed in the Virtual
Server Performance pane. Click any of the column headings to switch the
order of the displayed data from highest to lowest or vice versa. The CPU Uti-
lization column is a visual representation in terms of percentage of use. See
Figure 157
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Figure 157. Virtual Server Performance Detail
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INDIVIDUAL VIRTUAL SERVER PERFORMANCE

To see the performance of a specific virtual server, click the virtual server icon
in the navigation tree, and then click Performance in the Summary screen. A
graphical representation of the virtual server’s disk, network, memory, and
CPU usage are displayed in 10-minute increments. See Figure 158.

Figure 158. Virtual Server Statistics
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LICENSE USAGE

The License Usage pane shows how many resources are being used in rela-
tion to the total available for use.

To check license usage, in the Resource Center view, click Resource Center
and the License Usage tab in the dashboard. See Figure 159 for an example
of the type of data displayed in the License Usage pane.

Figure 159. License Usage Detail
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ACTIVE POLICIES

Use the Active Policies pane to track which policies are scheduled and which
are running. See Figure 160.

Figure 160. Active Policies Detail
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USER CONNECTIONS

The User Connections pane shows which users are connected and at what
time they logged on. See Figure 160.

STARTING THE VI-CENTER

The instructions that follow explain how to start the Virtual Iron® VI-Center on
Linux or Windows®. These instructions do not apply to the Single Server Edi-
tion, which does not require a hosting OS.

Starting the VI-Center, Linux®

After installing Virtual Iron® start the VI-Center. On the management node,
type:
/etc/init.d/vivmgr

You are presented with start and stop options. Choose start.sh to start the
server.

Note: You can also start the VI-Center by rebooting the management node
after installation.

Starting the VI-Center, Windows®

After completing an installation on Windows:

Step 1. Install and start the VI-Center as a service. Choose All Programs ->
VI-Center ->Install Service. You are prompted for a password. Enter
the password of the system Administrator or Owner (in the case of
Windows® XP).
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Choose Programs -> VI-Center ->Start Service

Owner
] Internet
./ Mozilla Firefox

E-mail
Microsaft Outlook

3 %] Install Service
@ Remove Service
@ Restart Service

_,_j My Documents

:} My Recent Documents

_:J} My Pictures

é Internet Explorer » My Music Stop Service
=4 w! Uninstall YirtualizationManager
?Jl'g My Computer

E. Adobe FrameMaker 7.2

)}"\l: Paint Shop Pro &
B

Eg My Network Places

Bﬂ Control Panel

<
r:;ﬁ% WWebiWorks ePublisher Pro
T

|ﬂ ‘WordPad

Caleulstor

@, Set Program Access.and
Defaults

_é Prirkers and Faxes

g) Help and Support

J‘) Search

] Run..,

ﬂ- Adobe Reader 7.0

all Programs ¥

Beak Dell Solution Center

Log OFF @ Turn Dff Computer

Step 2. Navigate to Control Panel ->Administrative Tools-> Services. VI-
Center is listed as a service. Start the service as shown here.

Services (Local)

Yirtualization Manager Mame / | Description | Status | Startup Type | Log &n As |
B smart Card Manages a... Manual Local Service
Start the service %Sophos Anki-Virus Started Aukomatic Lacal System
%Sophos Anti-Yirus M. ., Started Automatic Local System
Description: %Sophos Cache Man... Started Aukomatic Local System
Wirkual Iron Virtualization Manager %SQLServerAgent Manual Lacal System
%SSDP Discovery Ser... Enables dis... Started Manual Local Service
%System Ewvent Motifi,.. Tracks syst... Started Automatic Local System
%System Restore Ser... Petformss...  Started Automatic Local System
%Task Scheduler Enables a..,  Started Aukomatic Local System
%TCPIIP MetEIOS Hel.., Enables su.., Started Aukomatic Local Service
%Telephony Provides T...  Started Manual Local System
Telnet Enables ar... Disabled Local System
%Terminal Services Allows mulk,.,  Started Manual Local System
%Themes Provides u...  Started Aukomatic Local System
%Uninterruptible Pow... Manages a... Manual Local Service
%Universal Plug and Provides s Manual Local Service

%VNC Server Automatic Local Sys

%Volume Shadow Copy  Manages a... Manual Local Sys

%Webclient Enables Wi... Started Aukomatic Local Ser P
%Windows Audio Manages a... Started Automatic Local Sys

%Windows Firewall/In... Providesn... Started Automatic Local Sys

%Windows Image Ac... Providesim... Started Manual Local Sys Al Tasks »
%Windows Installer Adds, modi... Manual Local Sys ——
%Windows Managem.., Providesa,.. Started Automatic Local Sys  Refresh
%Windows Managem.., Providess,,, Manual Local Sys Propertics
%Windows Tirne Maintains d...  Started Aukomatic Local Sys

%Wireless Zero Confi.., Provides a...  Started Aukomatic Local Sys Help

%WMI Performance A... Provides p... Manual Local System
%Workstation Creates an.., Started Aukomatic Local System
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PERFORMING BACKUP AND RESTORE OPERATIONS

The VI-Center database can be backed up on the system hosting the VI-Cen-
ter. Backed-up data includes the state of all virtual objects.

Backing up the Configuration Database

Perform backup operations by running a backup policy from the user interface:

Step 1. Cancel all current jobs, close all virtual console sessions, and close all
user sessions.

Step 2. Click Policies and Reports in the Applications Shortcuts. Then select
SystemBackup as shown.

Figure 161. Running a Backup Policy
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The System Backup policy creates an archive of the Virtualization Manager Server and places it
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Step 3. To run a backup policy immediately, select SystemBackup and click
Backup Now as shown in Figure 161. To configure the system for
scheduled back ups, see Policies and Reports.
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Restoring the Configuration Database

To restore a saved configuration desk, run the restore script. This script shuts
down the Virtual Iron VI-Center, untars and runs the backup file you specify,
and restarts the VI-Center. The script is in the installation directory on the VI-
Center host.

To run the script, change directory to the installation directory. Then use this
command.

LINUX:

<root@ms-host># /opt/Virtuallron/restore.sh
backup/backup.<date>.tar

WINDOWS:

C:\Program Files\Virtuallron\restore.bat backup\backup. <date>.tar

CHANGING THE VI-CENTER IP ADDRESS

It may sometimes become necessary to rearchitect the network or move the
VI-Center to a different subnet after installation.

Follow these steps to change the VI-Center IP address:
Step 1. Stop the VI-Center.

Step 2. Change the IP address of the dedicated network on the VI-Center sys-
tem via the host operating system.

Step 3. Copy the file:
VirtualizationManager\etc\dhcpd.conf_default
to

VirtualizationManager\etc\dhcpd.conf
Step 4. Copy the file:

VirtualizationManager\etc\dhcpd.leases_default
to

VirtualizationManager\etc\dhcpd.leases
Step 5. Start the VI-Center and reboot all nodes.
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CONFIGURING THE ARCHIVE MANAGER

The archive manager is a background process that runs continuously. The
archive manager moves all jobs and associated events that are older than a
specified date to a secondary location in the VI-Center database. This reduces
the size of the working set of jobs and events stored in the VI-Center’s primary
database.

To configure the archive manager, proceed as follows:

Step 1. Choose Archive Manager from the Tools pull down menu. This dis-
plays the window shown in Figure 162.
Figure 162. Tools Menu, Archive Manager Selected

Eile Edit Miew EIQQH Actions  Help
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{f Managed N

By default, the archive manager runs every day at 2 am. The operation
keeps 500 most recent jobs and associated events, and 10,000 most
recent non-job events. Such events would include hardware failures
and environmental events. The operation deletes all jobs, events, and
statistics older than 90 days.

Step 2. You can edit the defaults, as shown in Figure 163. You can run the
archive manager at any time, but it is best to run it when activity on the
VI-Center is light.

Figure 163. Archive Manager Defaults

Archive Manager x|

Keep the most recent:

| 500/= Jobs and associated events
10,000~ MNon-job events

Delete from archive:
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ook || cancel |
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ASSURING VI-CENTER HIGH AVAILABILITY

As you deploy Virtual Iron in production environments, you may want to plan
for failure scenarios. Use the following procedure to assure that the VI-Center,
which controls virtual infrastructure, is readily available.

This assures that if the VI-Center is unavailable because of a hardware or soft-
ware failure, the virtual infrastructure continues to run; there is no interruption
of service for any of the virtual machines in your environment.

Symptom Recovery Result

Virtual servers
continue to run

Cable or switch Node appears
to be down; loss

of control

Replace faulty
cables or switches;
multi-pathing not
available in man-
agement network

Virtualization services | Node appears Cycle node power Virtual servers

to be down

must be
restarted

Physical server

Node appears
to be down

Use VI-Center to

Virtual servers
must be

migrate virtual serv-
ers to spare physi-
cal hardware

restarted

Virtual servers
continue to run

Cannot access
VI-Center

VI-Center physical
server

Fail over to passive
server

Virtual servers
continue to run

VI-Center file system | VI-Center error | Restore object from

backup

Virtual servers
continue to run

Cannot access Restart VI-Center

VI-Center

VI-Center software
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High Availability Considerations

It is recommended that the VI-Center database is backed up on a nightly
basis. This assures that the database can be restored in the event of a disk
failure.

A network power controller and network monitoring software can fully auto-
mate VI-Center failover. Network monitoring software monitors port 80 or 443
to check the status of VI-Center. Alternatively, a heartbeat script can be written
using the command /etc/init.d/vivmgr status.

The active server can be powered off and the passive server powered on
manually, or automatically, with a network power controller. Once this server
boots, the VI-Center is back online without any affect on the availability of any
virtual server.

If the management server fails while objects in the Resource Center are being
modified, when the failover management server restarts, these objects may be
locked. To remove the locks, abort any pending jobs. Operations in progress
may be completed but errors could appear.

No statistics are collected while the VI-Center is down. This resets the interval
that policies wait to perform actions based on resource utilization.
ACTIVE/PASSIVE SERVER CONFIGURATION

To decrease the time VI-Center is offline, Virtual Iron recommends using
Active/Passive clustering technology. The following steps describe how to
configure your environment:

Step 1. Configure two identical servers. Ensure they have the same hardware.
Refer to Figure 164.

Step 2. Install a supported server operating system—Windows 2003, Red Hat
4, or Novell SLES 9.

Configure the servers to boot from the same SAN or iSCSI LUN. We
recommend that the LUN is mirrored using hardware RAID. Do not
boot the servers simultaneously; only one server can be active at a
time.

Step 3. Follow the steps in the Administrator's Guide to install the VI-Center
server on the Active server.

Step 4. Go to one of these directories:
/opt/Virtuallron/VirtualizationManager/etc

Program Files\Virtuallron\VirtualizationManager\etc
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Step 5. Open the web.properties file and find the line:
# interface serving HTTP
intf =['00:90:96:a6:e3:6b’,]

Add the MAC from the public network NIC on the Passive server after
the comma. For example:

intf = ['00:90:96:a6:e3:6b’,'00:90:96:a6:e3:6f"]
Step 6. Open the tftpd.properties file and find the line:

#interface serving TFTP

intf = ['00:0d:56:€7:15:49’|]

Add the MAC from the management network NIC on the passive
server after the comma. For example:

intf = ['00:0d:56:€7:15:49’,'00:90:96:a6:€3:6f']
Step 7. Open the dhcpd.properties file and find the line:

# interface serving DHCP

intf = ['00:0d:56:e7:15:49’,]

Add the MAC from the management network NIC on the passive
server after the comma. For example:

intf = ['00:0d:56:€7:15:49’,'00:90:96:a6:€3:6f]
Step 8. Open the action.properties file and find the line:

# interface serving node commands

intf = ['00:0d:56:e7:15:49’,]

Add the MAC from the management network NOC on the passive
server after the comma. For example:

intf = ['00:0d:56:€7:15:49’,'00:90:96:a6:€3:6f]
Step 9. Open the tunnel.properties file and find the line:

# interface serving node commands

intf =['00:0d:56:€7:15:49'|]

Add the MAC from the management network NIC on the passive
server after the comma. For example:

intf = ['00:0d:56:€7:15:49’,'00:90:96:a6:€3:6f]
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Figure 164. SLES Install Driver Window
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UNINSTALLING VI-CENTER

Following are procedures for uninstalling Virtual Iron® from Linux and Win-
dows®.

Uninstalling from Linux
To uninstall VI-Center from Linux, enter this command:

/opt/Virtuallron/Uninstall_VirtualizationManager
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Uninstalling from Windows

Follow these steps to uninstall VI-Center.

Step 1. As the Administrative User who installed VI-Center, navigate to Start >
Programs > VI-Center > Stop Service. A command window is dis-
played as the service is being stopped. The window closes when the
service is stopped.

Step 2. Select Start > Programs > VI-Center >
Remove Service.

Step 3. Select Start > Programs > VI-Center > Uninstall VI-Center. A Virtual
Iron dialog window is displayed. Click Uninstall to uninstall the VI-
Center. Click Done.

Step 4. Navigate to Program Files. Select the Virtual Iron folder, and delete it
to complete the Uninstall process.

REASSIGNING UNASSIGNED DGSs

If you need to upgrade to the next version of Virtual Iron®, it is recommended
that you perform a system upgrade, rather than reinstall the software. Occa-
sionally, it may be necessary to reinstall the software.

If you reinstall the product, the associations between disk groups created pre-
viously and the VDCs configured in the system’s database are lost. The infor-
mation associated with the disk groups still exists on the SAN. However,
although VI-Center can discover this information during the discovery phase, it
can not determine which VDC(s) to associate with these orphan disk groups.
They appear at the Resource Center level in the Virtual Storage tab. An
example is shown in Figure 165.

Figure 165. Unassigned DGs

237



Chapter 8

File Edit Miew

PERFORMING ADMINISTRATIVE TASKS
Reassigning Unassigned DGs

Tools Achions Help

chdaydrueaEaxzae \nrtualrron'?

Iﬁ Resource Center

|
k
" Resource Center

_ . __

i Finance-East
 pellazo :
5] : (R
7 g D’::’”” | [Expand AL [Sollopze a1
Delizgo ] - :
c} Unagzigned Virtusl Servers Disk GroupiDisk | Status | Tyge | Total | Frez | Free % |
Bl [ wew virtusl Data Center B (@ Financs-cast
@ Unassigned Virtual Servers B 1§ Locol Disks
Bl f6) 6000F4B000000000001 1011805624574 Online  Local 79.998 GB 69,999 GB 8E%
€5 §000F4B000000DO0A0EI011L35d0541dd Online  Local 9,999 GB
- [ dg-dsa0-1 Online  Local 00,068 GB 261867 GB &7
o S000F4B0000000000 061011 FeHS4ec Online  Local £1.995 GB
£ §000F4B00D000000I0E101 1 TefTFdSd Online  Local 4.194 G&
55 6000F4B00D000D00N0R1011513936324  Online  Local 1.00Z GB
Unassianed & 6000F4B000000000006101 L8139500F Online  Local 1.002 G&
) g d? SO00F4B0000000000 06101186 1404 30F Online Local 9.99% GB
Disk Groups JE 8 tew virtwel Dats Center
2 @ Local Digks
= Hardware Ly rﬂunassigned Disk Groups
. : _— BT 23,622 GB 9018 B 38%
Assign Disk i Policies & Reports & T i & 2
3 S S o L & Online 4.601 GE& |
Group to a @ Jobs s I3
vDC @ Users : edt, || X oelete., |
Choose a VDC ,\‘::() Please choose aVirtual Data Center:
from the list [[Finance-East -|
| 0K | Cancel
|10.1.20.208 | 5] 17:Mar-z008 02:35 PM | admin la

For orphaned disk groups to be of use, they must be reassigned to VDCs.

Step 1. To re-assign VDCs, in the Resource Center view, select Resource
Center in the navigation tree.

Step 2. Click the Virtual Storage tab and expand the Disk Group/Disk naviga-
tion tree so you can select each unassigned disk group. See Figure
165.

Step 3. Click Assign to VDC, and choose the VDC from the pull down list in
the Virtual Data Center Assignment pop-up. Click OK.

Step 4. Perform this procedure for each unassigned disk group.
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ACCESSING ONLINE HELP

Help menu
option

To access online Help:
Step 1. Perform one of the following actions.

» Select Help from the Help menu pull-down, as shown in Figure 166.

Figure 166. Help Pull-down Menu
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» Click on the Help icon in the application toolbar, as shown in Figure
167.

Figure 167. Help Icon
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Step 2. The HTML-based Help system opens in a separate browser window. A
sample window is shown in Figure 168. The left pane contains tabs for
Contents, Index, and Search. Help content is displayed by default.
Use the tabs as needed to search Help based on text strings or
indexed entries.
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Figure 168. Sample Help Window
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ACCESSING TECHNICAL SUPPORT

To access technical support:
Step 1. Select Technical Support from the Help pull down menu.

Figure 169. Accessing Technical Support
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Step 2. This connects you to the Virtual Iron® Technical Support database. A
sample of the connection screen is shown in Figure 170.
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Figure 170. Virtual Iron® Technical Support Home Page
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Use the tabs on the Support home page to access and search the Vir-
tual Iron knowledge base, submit a question, or connect to your own
area of the support site. To login, enter your User ID and Password in
the fields provided, and click Login.

VS TOOLS SILENT INSTALL

The following procedure automatically installs VS Tools for Windows XP and
Windows 2003.

Step 1. In Windows Start menu, select Run.
Step 2. In the Run window, type cmd. Press Enter.

Step 3. In the command console, click the VSTools-4.x.x.x-xx.msi icon and
drag it into the console window.

Step 4. The command string is automatically entered. Press the space bar.
Step 5. In the console window, type /gn, as shown. Press Enter.
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e CAWINDOWSsystem32\cmd.exe

Microsoft Windows RP [Version 5.1.266081
(C» Copyright 1785-2001 Microsoft Corp.

nJDocuments and SettingsSAdministrator>"C:sDocuments and Settings“Administratom
“DesktopsUSTools-4.1.2-13.ms1" Aung

Step 6. In VI-Center, perform a Hard Reset on the virtual server. Open the VS
Configuration window, and check VS Tools installed. Click OK.
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PERFORMING ADMINISTRATIVE TASKS
VS Tools Silent Install

Chapter 8

Step 7. This completes installation of the Virtual Iron® drivers, which appear
under Device Manager.
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[+ 1= Floppy disk controllers
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+ ¥, Sound, video and game controllers
[+ j Swstem devices
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