Database – High Availability/Business Intelligence 


Oracle Database 10g Data Warehouse Backup & Recovery: Automatic, Simple, And Reliable

George Lumpkin, Oracle
Tammy Bednar, Oracle

Backup & Recovery of VLDB  

Backup and recovery is one of the most crucial and important jobs for a DBA to protect their business’s assets – its data.  When data is not available, companies loose credibility, money, and possibly the whole business.  As the data store grows larger each year, you are continually challenged to ensure that critical data is backed up and it can be recovered quickly and easily to meet your business needs.

Data warehouses are unique in that they are large and data may come from a myriad of resources and it is transformed before finally being inserted into the database.  While it may be possible to glean data from these data sources to repopulate tables in case of a loss, this does not imply that the data in a warehouse is any less important to protect.  Data warehouses present challenges to implement a backup and recovery strategy to meet the needs of its users.  The key focus of this paper is to propose a more efficient backup and recovery strategy for data warehouses and reduce the overall resources necessary to support backup and recovery by leveraging some of the special characteristics that differentiate data warehouses from OLTP systems.

Data Warehousing

A data warehouse is a system which is designed to support analysis and decision-making. In a typical enterprise, hundreds or thousands of users may rely on their data warehouse to provide the information to help them understand their business and make better decisions. Therefore availability is a key requirement for data warehousing. This paper will address one key aspect of data-warehousing availability: the recovery of data after a data-loss. 

Before looking at the backup and recovery techniques in detail, it is important to understand why we would even discuss specific techniques for backup and recovery of a data warehouse. In particular, one legitimate question might be: why shouldn't a data warehouse's backup and recovery strategy be just like that of every other database system?  

Indeed, any DBA should initially approach the task of data warehouse backup and recovery by applying the same techniques that are used in OLTP systems: the DBA must decide what information they want to protect and quickly recover when media recovery is required, prioritizing data according to its importance and the degree to which it changes. However, the issue that commonly arises for data warehouses is that an approach that is efficient and cost-effective for a 100GB OLTP system may not be viable for a 10TB data warehouse.  The backup and recovery may take 100 times longer or require 100 times more tape drives.  In this paper, we will examine the unique characteristics of a data warehouse, and discuss efficient strategies for backing up and recovering even very large amounts of data cost-effectively and in the time required to meet the needs of the business.

Data Warehouse Characteristics

There are four key differences between data warehouses and operational systems that have significant impacts on backup and recovery.

First, a data warehouse is typically much larger than an operational system. Data warehouses over a terabyte are not uncommon and the largest data warehouses running Oracle8i range into the 10's of terabytes. Data warehouses built on Oracle9i and Oracle10g grow to orders of magnitude larger. Thus, scalability is a particularly important consideration for data warehouse backup and recovery.

Second, a data warehouse often has lower availability requirements than an operational system. While data warehouses are mission critical, there is also a significant cost associated with the ability to recover multiple terabytes in a few hours vs. recovering in a day. Some organization may determine that in the unlikely event of a failure requiring the recovery of a significant portion of the data warehouse, they may tolerate an outage of a day or more if they can save significant expenditures in backup hardware and storage. 

Third, a data warehouse is typically updated via a controlled process called the ETL (Extract, Transform, Load) process, unlike in OLTP systems where end-users are modifying data themselves. Because the data-modifications are done in a controlled process, the updates to a data warehouse are often known and reproducible from sources other than database logs.  

Fourth, a data warehouse contains historical information, and often, significant portions of the older data in a data warehouse are static. For example, a data warehouse may track five years of historical sales data. While the most recent year of data may still be subject to modifications (due to returns, restatements and so forth), the last four years of data may be entirely static. The advantage of static data is that it does not need to be backed up frequently. 

These four characteristics are key considerations when devising a backup and recovery strategy that is optimized for data warehouses.  

Oracle Backup and Recovery

In general, backup and recovery refers to the various strategies and procedures involved in protecting your database against data loss and reconstructing the database after any kind of data loss. A backup is a representative copy of data. This copy can include important parts of a database such as the control file, redo logs, and data files. A backup protects data from application error and acts as a safeguard against unexpected data loss, by providing a way to restore original data.

Physical Database Structures Used in Recovering Data

Before you begin to think seriously about backup and recovery strategy, the physical data structures relevant for backup and recovery operations must be identified. The files and other structures that make up an Oracle database store data and safeguard it against possible failures. Three basic components are required for an Oracle database recovery that include datafiles, control files, and redo logs.

Datafiles 

An Oracle database consists of one or more logical storage units called tablespaces.  Each tablespace in an Oracle database consists of one or more files called datafiles, which are physical files located on or attached to the host operating system in which Oracle is running.

A database’s data is collectively stored in the datafiles that constitute each tablespace of the database. The simplest Oracle database would have one tablespace, stored in one datafile.  Copies of the datafiles of a database are a critical part of any backup to recover the data quickly.
Redo Logs

Redo logs record all changes made to a database’s data files. With a complete set of redo logs and an older copy of a datafile, Oracle can reapply the changes recorded in the redo logs to recreate the database at any point between the backup time and the end of the last redo log. Each time data is changed in an Oracle database, that change is recorded in the online redo log first, before it is applied to the datafiles. 

An Oracle database requires at least two online redo log groups, and in each group there is at least one online redo log member, an individual redo log file where the changes are recorded. At intervals, Oracle rotates through the online redo log groups, storing changes in the current online redo log while the groups not in use can be copied to an archive location, where they are called archived redo logs (or, collectively, the archived redo log). Preserving the archived redo log is a major part of your backup strategy, as they contain a record of all updates to datafiles.  Backup strategies often involve copying the archived redo logs to disk or tape for longer-term storage.

Control Files

The control file contains a crucial record of the physical structures of the database and their status. Several types of information stored in the control file are related to backup and recovery:

· Database information required to recover from crashes, media recovery, etc.

· Database structure information such as datafile details

· Redo log details

· Archive log records

· A record of past RMAN backups

Oracle’s datafile recovery process is in part guided by status information in the control file, such as the database checkpoints, current online redo log file, and the datafile header checkpoints for the datafiles. Loss of the control file makes recovery from a data loss much more difficult.

Backup Type

Backups are divided into physical backups and logical backups   Physical backups are backups of the physical files used in storing and recovering your database, such as datafiles, control files, and archived redo logs. Ultimately, every physical backup is a copy of files storing database information to some other location, whether on disk or some offline storage such as tape.

Logical backups contain logical data (for example, tables or stored procedures) extracted from a database with the Oracle Data Pump (export/import) utility.  The data is stored in a binary file that can be used for re-importing into an Oracle database. Physical backups are the foundation of any sound backup and recovery strategy. Logical backups are a useful supplement to physical backups in many circumstances but are not sufficient protection against data loss without physical backups.

Reconstructing the contents of all or part of a database from a backup typically involves two phases: retrieving a copy of the datafile from a backup, and reapplying changes to the file since the backup from on the archived and online redo logs, to bring the database to the desired recovery point in time.  To restore a datafile or control file from backup is to retrieve the file onto disk from a backup location on tape, disk or other media, and make it available to the Oracle database server.  

To recover a datafile, is to take a restored copy of the datafile and apply to it changes recorded in the database’s redo logs.  To recover a whole database is to perform recovery on each of its datafiles.

Backup Tools

Oracle provides tools to manage backup and recovery of Oracle databases.  Each tool gives you a choice of several basic methods for making backups. The methods include:

· Recovery Manager (RMAN) — RMAN reduces the administration work associated with your backup strategy. RMAN keeps an extensive record of metadata about backups, archived logs, and its own activities.  In restore operations, RMAN can use this information to eliminate the need for you to identify backup files for use in restores. You can also generate reports of backup activity using the information in the repository.

· Oracle Enterprise Manager — Oracle’s GUI interface that invokes Recovery Manager.

· Oracle Data Pump  — A new feature of Oracle Database 10g that provides high speed, parallel, bulk data and metadata movement of Oracle database contents.  This utility makes logical backups by writing data from an Oracle database to operating system files in a proprietary format. This data can later be imported into a database.

· User Managed — The database is backed up manually by executing commands specific to the user’s operating system.

Recovery MANAGER (RMAN)

Recovery Manager is Oracle’s utility to manage the backup, and more importantly the recovery, of the database.  It eliminates operational complexity while providing superior performance and availability of the database.  Recovery Manager debuted with Oracle8 to provide DBAs an integrated backup and recovery solution. 

Recovery Manager determines the most efficient method of executing the requested backup, restore, or recovery operation and then executes these operations in concert with the Oracle database server. Recovery Manager and the server automatically identify modifications to the structure of the database and dynamically adjust the required operation to adapt to the changes.

Recovery Manager is a powerful and versatile utility that allows users to make a backup or image copy of their data. When the user specifies files or archived logs using the Recovery Manager backup command, Recovery Manager creates a backup set as output. A backup set is a file or files in a Recovery Manager-specific format that requires the use of the Recovery Manager restore command for recovery operations. 
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When a Recovery Manager command is issued, such as backup or copy, Recovery Manager establishes a connection to an Oracle server process. The server process then backs up the specified datafile, control file, or archived log from the Oracle database.  

Recovery Manager automatically establishes the names and locations of all the files needed to back up. Recovery Manager also supports incremental backups — backups of only those blocks that have changed since a previous backup. In traditional backup methods, all the data blocks ever used in a datafile must be backed up.

Enterprise Manager

Although Recovery Manager is commonly used as a command-line utility, the Oracle Enterprise Manager is the GUI interface that enables backup and recovery via a point-and-click method. Oracle Enterprise Manager (EM) supports Backup and Recovery features commonly used by users.

· Backup Configurations to customize and save commonly used configurations for repeated use

· Backup and Recovery wizards to walk the user through the steps of creating a backup script and submitting it as a scheduled job

· Backup Job Library to save commonly used Backup jobs that can be retrieved and applied to multiple targets

· Backup Job Task to submit any RMAN job using a user-defined RMAN script.

Backup Management

Enterprise Manager provides the ability to view and perform maintenance against RMAN backups.   You can view the RMAN backups, archive logs, control file backups, and image copies.  If you select the link on the RMAN backup, it will display all files that are located in that backup.
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Oracle Data Pump

Physical backups can be supplemented by using the Data Pump (export/import) utility to make logical backups of data. Logical backups store information about the schema objects created for a database. Data Pump is a utility for unloading data and metadata into a set of operating system files that can be imported on the same system or it can be moved to another system and loaded there. 

The dump file set is made up of one or more disk files that contain table data, database object metadata, and control information. The files are written in a proprietary, binary format. During an import operation, the Data Pump Import utility uses these files to locate each database object in the dump file set. 

User Managed Backups

If the user does not want to use Recovery Manager, operating system commands can be used such as the UNIX dd or tar command to make backups. In order to create a user managed online backup, the database must manually be placed into hot backup mode.  Hot backup mode can cause additional writes to the online log files.

Backup operations can also be automated by writing scripts. The user can make a backup of the whole database at once or back up individual tablespaces, datafiles, control files, or archived logs. A whole database backup can be supplemented with backups of individual tablespaces, datafiles, control files, and archived logs. O/S commands or 3rd party backup software can be used to perform database backups.  Conversely, you or the 3rd party software must be used to restore the backups of the database.

Data Warehouse Backup & Recovery 

Data warehouse recovery is not any different from an OLTP system.  But a data warehouse may not require all of the data to be recovered in the traditional method, i.e. from a backup.    An efficient and fast recovery of a data warehouse begins with a well-planned backup.  The next several sections will help you to identify what data should be backed up and guide you to the method and tools that will allow you to recover critical data in the shortest amount of time.  

Recovery Time Objective (RTO)

A Recovery Time Objective, or RTO, is the number of hours in which you want to be able to recover your data.   Your backup and recovery plan should be designed to meet RTO's your company chooses for its data warehouse.  For example, you may determine that 50% of the data must be available after a complete loss of the Oracle database within 5 days. And then the remainder of the data should be available within 14 days.  In this particular case you have two RTOs.  Your total RTO is 19 days. 

To determine what your RTO should be, you must first identify the impact of the data not being available.  To establish an RTO follow these four steps.

1. Analyze & Identify:  Understand your recovery readiness, risk areas, and the business costs of unavailable data. In a data warehouse, you should identify critical data that must be recovered in the N days after an outage. 

2. Design:  Transform the recovery requirements into backup and recovery strategies. This can be accomplished by organizing the data into their logical relationships and criticality.   

3. Build & Integrate: Deploy and integrate the solution into your environment to backup and recover your data. Document the backup and recovery plan!

4. Manage & Evolve:  Test your recovery plans at regular intervals. Implement a change management processes to refine and update it as your data, IT infrastructure, and business processes change. 

Recovery Point Objective (RPO) 
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Recovery Point Objective describes the age of the data you want the ability to restore in the event the Oracle database files are corrupted or lost. For example, if your RPO is 1 week, you want to be able to restore the database back to the state it was 1 week ago or less. To achieve this, you should create backups at least once per week. Any data created or modified inside your recovery point objective will be either lost or must be recreated during the recovery interval.   A short RTO and a low RPO generally cause recovery measures to be more expensive, but for critical business processes, expense is not an issue. 

More Data Means a Longer Backup Window

The most obvious characteristic of the data warehouse is the size of the database.  This can range from 500GB to 100’s of TB of data.  DBAs who have waited around for a tape backup to complete on a 5GB database are probably saying to themselves that there is no way to backup this much database in a reasonable timeframe using the traditional backup method to tape.  Hardware is the limiting factor to a fast backup and more importantly the recovery.

However, today’s tape storage continues to evolve to accommodate the amount of data that needs to be offloaded to tape. Tapes can now backup the database at speeds of 6MB/sec to 24MB/sec. Moreover, tapes can hold up to 200 GB of data.  Oracle’s RMAN can fully utilize, in parallel, all available tape devices to maximize backup and recovery performance. 

HP and Oracle teamed up in a recent test utilizing HP Storage Data Protector, RMAN, and the Oracle Database to demonstrate large amounts of data can be backed up in a short period of time
.  A 3.6TB / hour backup was achieved using the HP ESL Ultrium 460 Library with 16 drives. 

Essentially, the time required to back up a large database is a matter of simple arithmetic. This time is dependent on the hardware, type of tape library, and the number of tape devices. Backup and recovery windows can be reduced to fit any business’s requirements, when suitable hardware resources are available. Each data warehouse team will make its own tradeoff for backup performance versus total cost, based on its availability requirements and budgetary constraints. If you want a fast backup and recovery, you must invest in the hardware required to meet that backup window.

Divide and Conquer

In a data warehouse, there may be times when the database is not being fully utilized, i.e. loading of data.  While this window of time may be several contiguous hours, it is not enough to backup the entire database.  Therefore, you may want to consider breaking the database backup over a number of days.

Oracle Database 10g RMAN extended the BACKUP capability that allows you to specify how long a given backup job is allowed to run.  When using BACKUP.. DURATION you can choose between running the backup to completion as quickly as possible and running the backup more slowly to minimize the load the backup may imposes on your database.  In the following example, RMAN will backup all database files that have not been backed up in the last 24 hours first, run for 4 hours, and read the blocks as fast as possible.

BACKUP DATABASE NOT BACKED UP SINCE  ‘sysdate – 1’ PARTIAL DURATION 4:00 MINIMIZE TIME;

Each time this RMAN command is run, it will backup the datafiles that have not been backed up in the last 24 hours first.  You do not need to manually specify the tablespaces or datafiles to be backed up each night.  Over a course of several days, all of your database files have been backed up.  

While this is a simplistic approach to database backup, it is easy to implement and provides more flexibility in backing up large amounts of data.  

The Data Warehouse Recovery Methodology

Devising a backup and recovery strategy can be a daunting task.  And when you have 100’s of Gigs of data that must be protected and recovered in the case of a failure, the strategy can be very complex.  Below are several best practices that can be implemented to ease the administration of backup and recovery.

Best Practice #1: Use ARCHIVELOG Mode

Archived redo logs are crucial for recovery when no data can be lost, since they constitute a record of changes to the database. Oracle can be run in either of two modes:

· ARCHIVELOG -- Oracle archives the filled online redo log files before reusing them in the cycle.

· NOARCHIVELOG -- Oracle does not archive the filled online redo log files before reusing them in the cycle.

Running the database in ARCHIVELOG mode has the following benefits:

· The database can be completely recovered from both instance and media failure.

· The user can perform backups while the database is open and available for use.

· Oracle supports multiplexed archive logs to avoid any possible single point of failure on the archive logs.

· The user has more recovery options, such as the ability to perform tablespace-point-in-time recovery (TSPITR)

· Archived redo logs can be transmitted and applied to the physical standby database, which is an exact replica of the primary database.

Running the database in NOARCHIVELOG mode has the following consequences:

· The user can only back up the database while it is completely closed after a clean shutdown.

· Typically, the only media recovery option is to restore the whole database, which causes the loss of all transactions since the last backup.

Is downtime acceptable?

Oracle database backups can be made while the database is open or closed.  Planned downtime of the database can be disruptive to operations, especially in global enterprises that support users in multiple time zones, up to 24-hours per day. In these cases it is important to design a backup plan to minimize database interruptions.

Depending on your business, some enterprises can afford downtime.  If your overall business strategy requires little or no downtime, then your backup strategy should implement an online backup.  The database needs never to be taken down for a backup.  An online backup requires the database to be in ARCHIVELOG mode.

There is essentially no reason not to use ARCHIVELOG mode. All data warehouses (and for that matter, all mission-critical databases) should use ARCHIVELOG mode. Specifically, given the size of a data warehouse (and consequently the amount of time to back up a data warehouse), it is generally not viable to make an offline backup of a data warehouse, which would be necessitated if one were using NOARCHIVELOG mode. 

Of course, large-scale data warehouses may undergo large amounts of data-modification, which in turn will generate large volumes of log files. To accommodate the management of large volumes of archived log files, Oracle Database 10g RMAN provides the option to compress log files as they are archived.  This will allow you to keep more archive logs on disk for faster accessibility for recovery.
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Best Practice #2:  Use RMAN

Many data warehouses, which were originally developed on Oracle8 and even Oracle8i, may not have integrated RMAN for backup and recovery. However, just as there is a preponderance of reasons to leverage ARCHIVELOG mode, there is a similarly compelling list of reasons to adopt RMAN.  A few of the RMAN differentiators are listed here.

	Top 10 Reasons to integrate Recovery Manager into your Backup and Recovery Strategy

	10.  Extensive Reporting

	5.  Easily integrates with Media Managers

	  9.  Incremental Backups
	4.  Block Media Recovery (BMR)

	  8.  Downtime Free Backups
	3.  Archive log validation and management

	  7.  Backup and Restore Validation
	2.  Corrupt Block Detection

	  6.  Backup and Restore Optimization
	1.  Trouble Free Backup and Recovery


Best Practice #3: Leverage Read-Only Tablespaces

One of the biggest issues facing a data warehouse is sheer size of a typical data warehouse. Even with powerful backup hardware, backups may still take several hours. Thus, one important consideration in improving backup performance is minimizing the amount of data to be backed up.  Read-only tablespaces are the simplest mechanism to reduce the amount of data to be backed up in a data warehouse.

The advantage of a read-only tablespace is that the data only need to be backed up once. So, if a data warehouse contains five years of historical data, and the first four years of data can be made read-only.   Theoretically the regular backup of the database would only back up 20% of the data. This can dramatically reduce the amount of time required to back up the data warehouse.

Most data warehouses store their data in tables that have been range-partitioned by time. In a typical data warehouse, data is generally 'active' for a period ranging anywhere from 30 days to one year. During this period, the historical data can still be updated and changed (for example, a retailer may accept returns up to 30 days beyond the date of purchase, so that sales data records could change during this period). However, once a data has reached a certain date, it is often known to be static.

By leveraging partitioning, users can make the static portions of their data read-only.  Currently, Oracle supports read-only tablespaces rather than read-only partitions or tables. To take advantage of the read-only tablespaces and reduce the backup window, a strategy of storing constant data partitions in a read-only tablespace should be devised. Here are two strategies for implementing a rolling window.

1. Implement a regularly scheduled process to move partitions from a read-write tablespace to a read-only tablespace when the data matures to the point where it is entirely static.

2. Create a series of tablespaces, each containing a small number of partitions and regularly modify one tablespace from read-write to read-only as the data in that tablespaces ages.

One consideration is that backing up data is only half of the recovery process. If you configure a tape system so that it can backup the read-write portions of a data warehouse in 4 hours, the corollary is that a tape system might take 20 hours to recover the database if a complete recovery is necessary when 80% of the database is read-only.

Best Practice #4: Plan for Nologging Operations in Your Backup/Recovery Strategy 

In general, one of the highest priorities for a data warehouse is performance. Not only must the data warehouse provide good query performance for online users, but the data warehouse must also be efficient during the ETL process so that large amount of data can be loaded in the shortest amount of time.

One common optimization leveraged by data warehouses is to execute bulk-data operations using the 'nologging' mode. The database operations which support nologging modes are direct-path loads and inserts, index creation, and table creation. When an operation runs in 'nologging' mode, data is not written to the redo log (or more precisely, only a small set of metadata is written to the redo log). This mode is widely used within data warehouses and can improve the performance of bulk data operations by up to 50%. 

However, the tradeoff is that a nologging operation cannot be recovered using conventional recovery mechanisms, since the necessary data to support the recovery was never written to the log file. Moreover, subsequent operations to the data upon which a nologging operation has occurred also cannot be recovered even if those operations were not using nologging mode.  Because of the performance gains provided by nologging operations, it is generally recommended that data warehouses utilize nologging mode in their ETL process.

The presence of nologging operations must be taken into account when devising the backup and recovery strategy. When a database is relying on nologging operations, the conventional recovery strategy (of recovering from the latest tape backup and applying the archived logfiles) is no longer applicable because the log files will not be able to recover the nologging operation. 

The first principle to remember is, don’t make a backup when a nologging operation is occurring.  Oracle does not currently enforce this rule, so the DBA must schedule the backup jobs and the ETL jobs such that the nologging operations do not overlap with backup operations. 

There are two approaches to backup and recovery in the presence of nologging operations; ETL or incremental backups.   If you are not using nologging operations in your data warehouse, then you do not have to choose either of the following options: you can recover your data warehouse using archived logs. However, the following options may offer some performance benefits over an archive-log-based approach in the event of recovery.

Extract, Transform, & Load

The ETL process uses several Oracle features/ tools and a combination of methods to load (re-load) data into a data warehouse.    These features or tools may consist of:

· Transportable Tablespaces.  The Oracle Transportable Tablespace feature allows users to quickly move a tablespace across Oracle databases.  It is the most efficient way to move bulk data between databases. Oracle Database 10g provides the ability to transport tablespaces across platforms.  If the source platform and the target platform are of different endianness, then RMAN will convert the tablespace being transported to the target format.

· SQL*Loader. SQL*Loader loads data from external flat files into tables of an Oracle database. It has a powerful data-parsing engine that puts little limitation on the format of the data in the datafile.

· Data Pump (export/import). Oracle Database 10g introduces the new Oracle Data Pump technology, which enables very high-speed movement of data and metadata from one database to another. This technology is the basis for Oracle’s new data movement utilities, Data Pump Export and Data Pump Import.

· External Tables.  The external tables feature is a complement to existing SQL*Loader functionality. It enables you to access data in external sources as if it were in a table in the database.

The ETL Strategy

One approach is take regular database backups and also store the necessary data files to recreate the ETL process for that entire week. In the event where a recovery is necessary, the data warehouse could be recovered from the most recent backup. Then, instead of “rolling forward” by applying the archived redo logs (as would be done in a conventional recovery scenario), the data warehouse could be rolled forward by re-running the ETL processes. This paradigm assumes that the ETL processes can be easily replayed, which would typically involve storing a set of extract files for each ETL process (many data warehouses do this already as a best practice, in order to be able to identify repair a bad data feed for example).

A sample implementation of this approach is make a backup of the data warehouse every weekend, and then store the necessary files to support the ETL process for each night. Thus, at most, 7 days of ETL processing would need to be re-applied in order to recover a database. The data warehouse administrator can easily project the length of time to recover the data warehouse, based upon the recovery speeds from tape and performance data from previous ETL runs.

Essentially, the data warehouse administrator is gaining better performance in the ETL process via nologging operations, at a price of slight more complex and less-automated recovery process. Many data warehouse administrators have found that this is a desirable trade-off.

One downside to this approach is that the burden is upon the data warehouse administrator to track all of the relevant changes that have occurred in the data warehouse. This approach will not capture changes that fall outside of the ETL process. For example, in some data warehouses, end-users may create their own tables and data structures. Those changes will be lost in the event of a recovery. This restriction needs to be conveyed to the end-users. Alternatively, one could also mandate that end-users create all of private database objects in a separate tablespace, and during recovery, the DBA could recover this tablespace using conventional recovery while recovering the rest of the database using the approach of replaying the ETL process.

Incremental Backup

A more automated backup and recovery strategy in the presence of nologging operations leverages RMAN’s incremental backup capability Incremental backups have been part of RMAN since it was first released in Oracle8.0.  Incremental backups provide the capability to backup only the changed blocks since the previous backup.  Incremental backups of datafiles capture data changes on a block-by-block basis, rather than requiring the backup of all used blocks in a datafile.  The resulting backups set are generally smaller and more efficient than full datafile backups, unless every block in the datafile is change.

Oracle Database 10g delivers the ability for faster incrementals with the implementation of the change tracking file feature.  When you enable block change tracking, Oracle tracks the physical location of all database changes. RMAN automatically use the change tracking file to determine which blocks need to be read during an incremental backup and directly accesses that block to back it up.  

Sizing the Block Change Tracking File 
The size of the block change tracking file is proportional to:

· Database size in bytes.  The block change tracking file contains data representing data file blocks in the database. The data is approximately 1/250000 of the total size of the database.

· The number of enabled threads.  All Real Application Cluster (RAC) instances have access to the same block change tracking file, however, the instances update different areas of the tracking file without any locking or inter-node block swapping. You enable block change tracking for the entire database and not for individual instances.

· Changed Block Meta-Data. The block change tracking file keeps a record of all changes between previous backups, in addition to the modifications since the last backup. The tracking file retains the change history for a maximum of eight backups. If the tracking file contains the change history for eight backups then the Oracle database overwrites the oldest change history information.

Let’s take an example of a 500 GB database, with only one thread, and having eight backups kept in the RMAN repository will require a block change tracking file of 20 MB.

     ((Threads * 2) + number of old backups) * (database size in bytes)

-------------------------------------------------------------------------------- = 20 MB

250000

The Incremental Approach

A typical backup and recovery strategy using this approach is to backup the data warehouse every weekend, and then take incremental backups of the data warehouse every night following the completion of the ETL process. Note that incremental backups, like conventional backups, must not be run concurrently with nologging operations. In order to recover the data warehouse, the database backup would be restored, and then each night’s incremental backups would be re-applied. Although the nologging operations were not captured in the archivelogs, the data from the nologging operations is present in the incremental backups. Moreover, unlike the previous approach, this backup and recovery strategy can be completely managed using RMAN. 


The ‘replay ETL’ approach and the ‘incremental backup’ approach are both recommended solutions to efficiently and safely backing up and recovering a database which is a workload consisting of many nologging operations. The most important consideration is that your backup and recovery strategy must take these nologging operations into account. 

Best Practice #5: Not all Tablespaces are created equal

DBA’s are not the founding fathers of a new country. Not all of the tablespaces in a data warehouse are equally significant from a backup and recovery perspective. DBA’s can leverage this information to devise more efficient backup and recovery strategies when necessary. The basic granularity of backup and recovery is a tablespace, so different tablespaces can potentially have different backup and recovery strategies. On the most basic level, temporary tablespaces never need to be backed up (a rule which RMAN enforces). 

Moreover, in some data warehouses, there may be tablespaces, which are not explicit temporary tablespaces but are essentially functioning as temporary tablespaces as they are dedicated to ‘scratch’ space for end-users to store temporary tables and incremental results. Depending upon the business requirements, these tablespaces may not need to backed up and restored; instead, in the case of a loss of these tablespaces, the end-users would recreate their own data objects. 

In many data warehouses, some data is more important than other data. For example, the sales data in a data warehouse may be crucial and in a recovery situation this data must be online as soon as possible. But, in the same data warehouse, a table storing clickstream data from the corporate website may be much less mission-critical. The business may tolerate this data being offline for a few days or may even be able to accommodate the loss of several days of clickstream data in the event of a loss of database files. In this scenario, the tablespaces containing sales data must be backed up often, while the tablespaces containing clickstream data need only to be backed up once every week or two. 

While the simplest backup and recovery scenario is to treat every tablespace in the database the same, Oracle provides the flexibility for a DBA to devise a backup and recovery scenario for each tablespace as needed. 

conclusion

Backup and recovery is one of the most crucial and important jobs for a DBA to protect their business’s assets – its data.  When data is not available, companies loose credibility, money, and possibly the whole business.  Data warehouses are unique in that the data may come from a myriad of resources and it is transformed before finally being inserted into the database; but mostly because it can be very large.  Managing the recovery of a large data warehouses can be a daunting task and traditional OLTP backup and recovery strategies may not meet the needs of a data warehouse

By understanding the characteristics of a data warehouse and how it differs from the OLTP systems is the first step in implementing an efficient recovery strategy.  The recovery time of data is less stringent and can take several days.   Integrating RMAN into your backup and recovery strategy reduces the complexity of protecting your data since RMAN knows what needs to be backed up.  Traditional recovery of data from a backup may not be required for 25% to 50% of the data warehouse since it can be recreated using ETL processes and methods.   Implementing operational best practices for efficient recovery begins with a backup.

Best Practice:  Put the database in archive log mode to provide:  


online backups.  


point-in-time recovery options.   








Best Practice:  Implement Block Change Tracking functionality and make an incremental backup after a direct load that leaves objects unrecoverable due to nologging operations.








Best Practice:  Restore a backup that does not contain non-recoverable (nologging) transactions.    Then replay the ETL process to reload the data.














Best Practice:  Place static tables and partitions into read-only tablespaces.  A read-only tablespace needs to be backed up only one time.   
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