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Overview

Rapid changes in technology frequently cause businesses to over invest in IT infrastructure. CIOs and IT professionals increasingly face new challenges to keep their businesses operating profitably. These challenges range from identifying the business processes that must be transformed into a Web Service, investing in the next wave of infrastructure that lowers administrative complexity to ensuring compliance with various federal and state regulations while controlling costs. Today, one area of technology that helps integrate applications with new technology for improved accountability and efficiency is Identity Management. Identity Management allows organizations to consolidate or link the data sources that have historically served as a user repository. The administration model that Identity Management is built on lends itself to resolving user administration issues as businesses deploy applications over the GRID. 

We have all the technology we need today, but the question now is how do you make the currently deployed applications fit the new user model. This paper walks through some of the application architecture scenarios and provides best practice recommendations to take advantage of the company’s Identity Management system.

Manage Identities for effective security  

Identity Management provides the critical framework to enable secure application deployment. Security of transactions is built upon mutual trust between the parties involved in the transaction. Let us take the example of placing book orders on the web. The identity of the end user (client) and the identity of the server (your favorite online bookstore) are both critical to initiate the transaction. From the user’s perspective we want to ensure that we are disclosing our private information such as Billing Address and Credit Card number to the correct party. From the bookstore’s perspective, they must be assured that the customer will come through with the promise of payment. If the identities of the parties in the transaction cannot be trusted, the transaction is vulnerable to being repudiated.

Once an order is placed, we expect our orders to be private. In other words, we don’t expect to see our neighbor’s book orders nor do we expect that our book order details be revealed to a third party. The application must track end user’s identity from login to logout to ensure that they see the correct information at all times when navigating through an application. Thus, good security permeates through every screen in the application and is built on the premise that the user or server authentication is established at a trustworthy point.

Business relationships, such as nurturing a supply chain relationship, can be improved by providing access to key information that is usually held internal to the company. For example, a supplier of first aid kits can improve on-time deliveries if they have access to on hand inventory details at the customer site (hospital, location). It is important that the hospital inventory not be revealed to a less qualified supplier and that the qualified supplier does not have access to the patients who were administered these first aid kits. Access control mechanisms rely on trusted identities of the party. If these applications are on say, twenty databases and a hospital has to deal with 50 suppliers, there is an explosion in account management.  The challenge for application developers is to build applications that improve accessibility to information while keeping costs low. The challenge for the IT professional is to lower the deployment and administrative costs.

The ideal solution is to manage users centrally in one repository so their activation, deactivation, and access control changes are done once and done correctly. This central source of truth is the LDAP v3 based Directory Server, an enterprise directory. Applications built on the Oracle Database have been around for over twenty years. Oracle’s strategy is to help protect and leverage businesses’ current IT investments while bringing efficient manageability to these systems. This paper explains how businesses can extend the life of legacy applications by embracing new technology such as identity management. 

Benefits of Identity Management

By defining the users once in the directory, the same identity can be linked to the different applications that are deployed across the organization.  For example, an employee has a need to access the following applications on her job – Email, Directory Lookup Service, Expense Reporting System, Benefits and Payroll Systems. In addition, if she is a manager, she needs access to HR Management System and perhaps to the Performance Appraisal system. Identity management enables user identities and corresponding access control information to be centrally managed, making it easier to manage applications and provide a single point of authentication via the portal. This vastly improves ease-of-use, lowers administrative costs and offers secure modes of deployment.  

Today, IT Managers are focused on identity management to help solve some of the administrative issues they are plagued with including

· Handling lost passwords,

· Managing multiple password management schedules and

· Managing timely access control changes for employees, suppliers, partners and other external entities

Businesses are actively adapting their business processes and information systems to comply with various federal and state regulations ranging from addressing privacy issues to ensuring audit compliance. Tracking user activities and ensuring privacy of information requires identifying users and user accesses accurately. Identity Management is critical for the success of these initiatives.

Identity Management In Oracle Database 10g

Oracle Identity Management infrastructure includes identity provisioning, access management, and enforcement features that can be installed as part of the Oracle 10g Platform. By unifying the user model for Oracle Database 10g, Oracle Application Server 10g, and Oracle Collaboration Suite 10g, Oracle now allows businesses to lower their administrative and manageability costs. 

The Identity Management components are:

· Oracle Internet Directory, a scalable, robust LDAP V3-compliant directory service implemented on the Oracle9i Database.

· Oracle Directory Synchronization Service, part of Oracle Internet Directory, which permits synchronization between Oracle Internet Directory and other directories and user repositories.

· Oracle Provisioning Integration Service, part of Oracle Internet Directory, which provides automatic provisioning services for Oracle products, components and applications and, through standard interfaces, third-party applications.

· Oracle Delegated Administration Service, part of Oracle Internet Directory, which provides trusted proxy-based administration of directory information by users and application administrators.

· Oracle Application Server Single Sign-On, an Oracle9i Application Server component, which provides single sign-on to J2EE, Web and legacy applications. It also interoperates with 3rd party single sign-on solutions. 

· Oracle Application Server Certificate Authority, a new component of Oracle Application Server 10G, which generates and publishes X.509 v3 PKI certificates to support strong authentication methods and digital signatures.

Large and small businesses alike prioritize their projects in order to enable Single Sign-On capabilities for their web based and client server (legacy) applications alike. The Oracle 10g platform relies on the Identity Management infrastructure to provide unified user model architecture to a heterogeneous IT environment. With Oracle Database 10g’s integration with Oracle Identity Management, administrators have the ability to delegate the database user password management to the users. This benefits the organization in lowered password administration costs. Users have one password to remember and manage the level of complexity as set by the organization’s security policies.

Applications using Oracle Identity Management have the ability to leverage Oracle Database 10g security features including Fine Grained Audit and generic Auditing, Virtual Private Database, Oracle Label Security features. 

Strategies For Database Applications Leveraging Identity Management

Oracle has traditionally provided a rich programmatic interface along with strong data manipulation and management capabilities.  Businesses have plenty of home grown or off the shelf applications that take advantage of the native features offered including database users, database roles and proxy authentication.  This section of the paper provides strategies for enabling currently deployed client server applications using the traditional database user models to manage their users in Oracle Internet Directory.

Database users by definition are those that are defined in the database. They are created using the “Create User Scott Identified by password” syntax. Although not obvious, the database users also have access to a schema resource of the same name as their username.

Database roles are the privileges that are granted to the database users for various data manipulation activities including select, insert, update and delete.

Proxy authentication is the ability for a user A to act on behalf of user B provided, user B has authorized user A. This is accomplished using the “Alter UserB grant connect through UserA” syntax. Please refer to the Oracle Documentation (Oracle Database Security Guide) for the complete treatment of proxy authentication.

Given this background, there are primarily four application models (scenarios) as described below. In all the architectures, the application objects are most likely situated in a designated "Application Schema". For example, the order tables, views and procedures would be in the ORDER_ENTRY schema as opposed being defined in each user’s schema.

· Scenario A - Applications rely on the database’s user management capabilities. Users are created in every database and appropriate database roles control their application object privileges. 

· Scenario B – A slight variant of scenario A, in this case, the users operate in their own schemas. They own some or all application objects but rely on the database to authenticate the user.

· Scenario C – User authentication is by the database but the application has its own access control module.

· Scenario D – All user management is handled by applications.

Scenario A – User management with Native Database Features
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Every application user is a database user and they perform DML on objects in a given application schema. Additionally, user privileges are managed directly at the database.  That is, users are granted database roles to allow select access, insert/delete access and/or update access. In this scenario, all the users access application functions (granted through database roles) in a common application schema. 

Best Practice Recommendation 

These application users can be defined in the directory. Since the application objects are in a common schema, the next logical step is to map these users to a shared schema. This handles the user authentication aspect. Access control can also be transferred to the directory. The database roles can be migrated to global roles thereby allowing the access control mechanisms to be managed in the central repository as well. 

Scenario B – User Authentication in Database, Users operate in their own schemas

In this use case, each application user is a database user and the application relies on the database authentication mechanisms. Further, each user operates in their own schema instead of working off of a common application schema. Although this model is less likely to be prevalent, it is still a viable application model. Once the user is authenticated, the database’s access control features are used to provide data security. This architecture could have been deployed as a means of achieving fine grain access control before the times of Virtual Private Database and Materialized Views.
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Best Practice Recommendation

These users are candidates who can be directory users with exclusive schema. Since these users have exclusive schema, it requires user management in the database and in the directory. One way to avoid this dual maintenance is to use Virtual Private Database for fine grain access control and eliminate the exclusive schema requirement. This implies that the newly transformed enterprise users be mapped to a shared schema thereby providing a single point for user administration.

Scenario C – User Authentication in Database, User access control handled by Apps

Here, each application user is a database user and the application relies only on the database authentication mechanisms. Once the user is authenticated, the application takes over. Usually, in this case, many aspects of data security are handled as functional security issues. The application user’s direct access to data using sql*plus is restricted using the Product User Profile table. The application in this scenario is not relying on the native database roles, application roles instead it has its home grown admin module. 
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Best Practice Recommendation

There are a couple of options in this case. If the decision makers in the IT organization would like to expend very little effort, they can just transform these users into the enterprise users and map them to a shared schema. If there is time and resource to implement a more efficient solution, they might consider using the LDAP/PLSQL APIs to implement a home-grown login module. 

Scenario D – Application has a user management module

Finally, there is an application model that has a robust user management module - i.e., they have tables, views, procedures etc. that allow user creation and ongoing maintenance, storing user information and their access control information in application related tables. 

These users are not created in the database but there is a rich administrative component in the application that handles user creation, maintenance and their association with business functions. Their access control mechanism is based on the functional responsibility such as Financial Manager, Order Entry Administrator. In this architecture, the end application user is never connecting to the database directly. 

The application connects to the database and performs operations “on behalf of” the end application user. This on-behalf of connection could be hard-wired, for example, the order entry transaction screens would always connect using a predetermined order entry user credentials. However, it is quite possible that the application is also leveraging the  ”Client Identifier” and “Proxy” mechanisms offered natively by the Oracle database. Thus, depending on the complexity of these applications, there may be numerous combinations of how this model could have been extended to suit specific operational requirements. 

Best Practice Recommendation

This is certainly a more complex scenario and the transformation can be accomplished by breaking it down into authentication and authorization modules. For example, you can decide to only migrate the users to the directory and leave the access control mechanisms as is. In this case, the enterprise users can be mapped to a shared schema (an apps_ guest schema, for example).  Once they are authenticated, the application is in control, perhaps using application context, client identifier mechanisms to associate the application user with the applications access control module. As a second step, you can map the authorization functions to leverage enterprise roles. 

While there are building block tools available for these applications, the application architects and IT managers as you can see, must evolve a site specific plan to get these application users to be managed in a directory. 

Enterprise User Security

While Oracle Identity Management provides the building blocks for providing centralized administration service, it does not provide the ability to plug in these identities into the world of Databases. Enterprise User Security is an Oracle Database feature that steps in to fill this gap by providing the ability to bind the user identity in the directory to the database. As an example, a directory user identified uniquely as “SSIMON” will be able to access his company’s portal as “SSIMON” and use this identity to access his legacy applications that authenticate him to the database. SSIMON’s privileges across all the databases can also be managed centrally in the directory if the application so desires.

Configuring enterprise user security allows organizations to extend the life of their current database applications instead of investing in expensive re-writes. Administrators can move the database users to the directory and continue to use the currently deployed applications and experience reduced administrative overhead. The following figure lays out the application architecture options for this migration. 
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Overview of legacy applications leveraging Centralized User Management

Additionally, the powerful security features of the database such as Virtual Private Database and Fine Grained Auditing can be associated with the directory user’s log in to the database.  Starting in Oracle Database 10g, Oracle Label Security policies, sensitivity labels and user label authorizations can be centrally managed in the directory. This provides a new opportunity to integrate directory users with the granular row level label based access control mechanism. Apart from providing an opportunity to build privacy-enhanced applications, Oracle 10g’s central user provisioning and administration capabilities serve as a infrastructure for grid computing. 

Strong authentication for directory users

User authentication is a critical first step before establishing a secure communication channel to the database. An example is the supplier/hospital relationship detailed earlier. While passwords are universal in their usage, there are several implementation and deployment inhibitors that make it less desirable from a security perspective. For example, password policies may not always be enabled and complexity rules may not enforced.  Even if they are enforced, users may still fall back on Post ItR notes to remind them about their life questions or worse, the password itself. 

Alternatives to Password based authentication

Oracle provides applications the ability to enable a higher level of assurance to trust the identity of the directory users. Using Certificate or Kerberos based authentication are the two distinct secure modes of authentication. For improved usability, this is also integrated with the native authentication on Windows if required. In this mode, desktop login process provides them the credentials needed to log into Oracle Database applications. 

Since the introduction of the Enterprise User Security feature, Oracle has provided X509v3 certificate authentication to the database for all network identities, users, databases and the directory. Oracle Database has provided integration with the existing PKI security framework deployed in the organization. In Oracle Database 10g SSL deployments can take advantage of the Certificate Revocation List based validation offered in Oracle’s SSL infrastructure layers. These users can also have their PKI credentials on a smart card providing true roaming access to the database. 

Database users have had the ability to leverage Kerberos framework for database authentication since Oracle 7. Starting in Oracle Database 10g, directory users are able to enjoy the benefits of Kerberos based authentication. This is especially relevant to businesses that rely on their existing Kerberos Security infrastructure. Many operating systems today bundle a Kerberos Distribution Center that when configured, allows a user login to automatically trigger the receipt of a Kerberos Ticket Granting Ticket. This dramatically improves usability as most of these operations are executed unbeknownst to the user. Users log into their desktop and they are ready to connect to an Oracle Database. 

The challenge for organizations is to propel their currently deployed applications to uptake these secure alternatives for authentication. Oracle provides technology within its Identity Management infrastructure that assists application developers in this transition. One alternative is to enable these applications as Partner Applications in Oracle Single Sign On Server. After a user has been provisioned in the Oracle Internet Directory and successfully authenticated using his single sign-on user name and password, he or she can choose to request a digital certificate from the Oracle9iAS Certificate Authority.  The certificate will be automatically issued and immediately provisioned in the Oracle Internet Directory.  This method of certificate provisioning leverages Oracle9iAS Single Sign-On to identify the user and provision the user with a digital certificate in a very easy manner. 

Tasks for leveraging Identity Management

Having studied the most common application architectures in your organization, the logical next step is to detail the tasks at hand and scope any improvements that may be critical. This section highlights some of the issues that must be addressed when enabling a two-tier application to leverage centralized user administration. Consider the following:

· How do you move the database users defined in the database to Oracle Internet Directory?

· Can your organization centralize user authorizations?

· What security policies should you put in place for Centralized credential management?

· Should you use Connection Pooling for improved performance? 

· How can Oracle’s Identity Management solution co-exist with your organization’s current investment in an Enterprise Directory?

Some of these issues can be resolved using the tools shipped with the product and some others require careful design changes to the application.

User Migration Utility

This tool allows database users to be moved to Oracle Internet Directory. The database user is converted into a “global” user during this migration process. 

Optionally, this utility provides the ability to map the newly created “global” users to a shared schema. This is an important point to note as a database user creation always results in the creation of a database schema by the same name as the designated “User Name”.  The database schema serves as the point where the user can get hooked into the database to execute any of the DML or DDL statements. Mapping enterprise users to a shared schema reduces user administration costs as the shared schema alone needs to be known to the database. All the enterprise users can be created in the directory without involving the database.

Shared schemas can be used by both the application architectures described above. The details of the user migration utility are documented in the Oracle Advanced Security Administrator’s Guide. 

Storing authorizations in the directory 
Centralized access control is efficient and lowers the administration costs associated with employee turnover and role changes. Since most applications written in the pre-directory era are tightly coupled with authorizations, this task can be done in a phased manner. 

Applications that follow the architecture described in scenario A can easily adopt the enterprise roles and global roles features. In order to accomplish this, the following sequence of tasks must be completed

· Create Global Roles. These could be similar to the database roles currently in place.

· Create “enterprise roles” probably by functional responsibility and assign the relevant global roles to them. 

· Map enterprise users to enterprise roles. 

An enterprise user can be mapped to one or more enterprise roles and upon login, they get the privileges associated with the enterprise role(s) granted to them and any distinct database roles that may have been granted to them as well. 

Applications built similar to scenario B architecture can eliminate the additional code maintenance of their access control module once they make the one-time effort to take advantage of the enterprise roles feature. The additional tasks involved in this transition are decoupling application’s functional security element from the data access control. 

Centralized Credential Management

Oracle Identity Management delivered with the Oracle 10g Platform provides a single point for user administration. Since the user footprint for single sign-on user to access web portals is the same as the one required for client server applications, user activity can be tracked from end-to-end. Directory users can have one set of password management policies for their Portal and Database authentication. If the user has certificates or has Kerberos Principal defined the appropriate credentials integrate with the Operating System’s native authentication capabilities. 

Establishing Connection Pooling and Proxy Authentication Mechanisms

If the client server application is currently using connection pooling or proxy authentication for the client server applications in place, this feature is available when the user model is integrated with Oracle Identity Management i.e., the application uses enterprise users. You may consider the possibility of a “fat app user” establishing a connection pool and switching between the requests for connection from various directory users. 

Database Links and Directory User

Current user database links allows directory users to access applications that have already leveraged the true potential of distributed databases. Starting in Oracle Database 10g Kerberos enabled current user database links is available in addition to the SSL option. 

Integration with existing Enterprise Directories

Oracle Directory Synchronization Service, a component of Oracle Identity Management 10g provides out-of-the box connectors with 3rd Party LDAP directories including Microsoft Active Directory and iPlanet. User entries and their group association when synchronized into Oracle Internet Directory allow user identity propagation to be tied in effectively with Oracle Database security features including VPD and Auditing. 

Improving Returns on Security Investment

In conclusion, organizations can improve administration efficiencies without increases in IT budget by gaining an in-depth understanding of the user models across their current applications. Applications connect individuals with machines or machines with other machines. Identifying these network identities accurately improves the quality of accountability and access control mechanisms. Oracle Identity Management brings these efficiencies to information systems to not only provide accurate information but also assist in legislative regulations and audit compliance. 

Related Identity Management/Security Papers At Oracle World 2003, San Francisco

Lee Cooper, Raymond Ng - Securing J2EE Applications with Oracle Identity Management (40128)
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David Saslav - Oracle and Thor: Identity Management Provisioning (40017)  
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