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Abstract

Many common security vulnerabilities have well-known fixes. However, the mere scale of today’s complex, distributed systems presents a challenge to the enforcement of security policy. The purpose of EM 10g’s security management capability is to help enforce common security best practices within the Oracle ecosystems, making systems built on Oracle the most secure in the industry.

The Problem of Security Management

Commonly accepted security best practices are not so commonly adopted in today’s data centers. As users, we are routinely reminded of this fact by the disruption each new computer virus causes.

Case in point: The “Slammer” incident

Over the weekend of January 25th, 2003, the Slammer worm brought down thousands of ATM machines, airline ticketing systems, the Korean stock market and Microsoft's reputation as a software vendor.

“In all, security firms estimated the “Slammer” worm, the worst act of Web sabotage in 18 months, affected tens of thousands of computers worldwide and caused millions of dollars in losses to Internet-related businesses.” [CNN]

The Slammer worm exploited a known vulnerability in Microsoft's database product. The fact that Microsoft had published a security patch for this very vulnerability six months earlier did not protect the vendor from widespread blame. Simply publishing a patch did not cause it to be applied. Many system administrators may not have been aware of the patch, may not have understood its importance, may not have had an easy way to identify vulnerable machines, or simply may not have found it convenient to apply the patch. That there are impediments to timely patch application is indicated by the fact many of Microsoft's own servers were not protected against the Slammer worm and consequently went down with the other insecure servers.

“We, like the rest of the industry, struggle to get 100 percent compliance with our patch management,” said Microsoft spokesperson Rick Miller, who acknowledged that the worm affected many of the company's servers, including much of the MSN infrastructure, which was widely unavailable over the weekend. “We recognize--now more than ever--that this is something we need to work on. And, like the rest of the industry, we're working to fix it.” [CSO-Online]

Any complex software may have undiscovered security flaws or may allow the user to deploy it in an insecure configuration. But even enforcing common security best practices against well-documented, non-esoteric vulnerabilities is itself a challenge in today's data centers.

Why are security best practices observed so infrequently?

It is clear that administrators often do not take the measures necessary to guard against security vulnerabilities. But given the obvious cost of security breaches to the productivity and reputation of the enterprise, why is it that administrators do not follow security best practices? There are a number of reasons, either stemming from lack of knowledge or lack of logistical support.

Lack of knowledge

No knowledge of the vulnerability. The administrator may simply be unaware of the problem. This is easily possible, given how many new vulnerabilities are discovered each day. As software becomes more and more complex, keeping up with the latest security best practices is increasingly more difficult for administrators whose primary responsibility is not security.

No understanding of the impact. The fact that an administrator is aware of the existence of a particular security vulnerability does not necessarily mean the administrator will take all necessary steps to guard against it. This is because there is always a risk associated with making any changes to a production system which must be weighed against the benefits of the change. Unless the administrator understands the impact of the security vulnerability, he or she may lack sufficient justification to make the necessary changes.
Lack of logistical support
No easy way to identify vulnerable installations. Once the administrator decides that a particular security vulnerability is worth addressing, he or she must identify which installations are vulnerable. This is no simple task in a large, heterogeneous data center. At the very least, it requires checking the inventory of installed components and their associated configuration files. It may also require interacting with the installed components either manually or via custom scripts.

No convenient way to administer the fix. Applying the fix to all vulnerable components is likely to be a manual and error-prone process of patching and configuring. At best, any mistakes will leave the system vulnerable; at worst, the may disrupt operations.

No easy way to ensure that the fix remains in place. Most enterprise installations are constantly being upgraded and altered to support additional applications and services. In this environment of constant flux, there is no guarantee that a vulnerability absent or addressed at one point in time will not appear or reappear as the result of a subsequent change to the system.

Enterprise security management can never be effective if left to the vagaries of individual administrator conscientiousness. To be effective, security management must be reduced to routine practice of procedure.

Effective Security Management from Enterprise Manager

Since effective security management requires methodical application of a standard set of procedures, it is ideally suited for automation. Small wonder, then, that security compliance typically shows up as one of the time-consuming tasks with which administrators want help. The security management capability of Enterprise Manager 10g is a direct response to these needs.

Enterprise Manager 10g helps enforce common security best practices in data centers that use Oracle. EM’s security management capability consists of

· An automated test suite for common security vulnerabilities

· Impact information relating to the vulnerabilities being tested

· A mechanism to identify easily which deployed systems are at risk

· Information and automation to remedy the vulnerabilities discovered

These security management features bring benefits to the administrator because they

· Provide clear and rapid notification of security patches on Oracle products

· Alert customers if they deploy Oracle products in common insecure configurations

· Check systems for accounts with excessive privileges

· Provide automation wherever possible in taking corrective action

Simply put, the goal of Enterprise Manager is to take some of the security best practice PDF documents available on Oracle websites and fashion them into vulnerability assessment tests. EM will retain much of the richness of content present in these documents while automating their use.

To facilitate routine checking of security vulnerabilities across the enterprise, EM presents the administrator with a common paradigm for each of the following aspects of security assessment:

· Checks against software security vulnerabilities fixed by patches

· Instance hardening tests to detect loose configurations

· Identification of excessive user privileges

These are explained presently in greater detail. The common paradigm allows users to view test results, obtain information on the impact of each vulnerability, and possible remedies. The security management capability is a specialization of the EM’s new policy framework.

Concepts: Policies, rules and violations

The security management function is built on top of a policy framework within Enterprise Manager 10g. Thus, security policies are exposed to the administrator via a series of screens and procedures belonging to the policy framework. Other uses of the policy framework in EM 10g are Database Configuration Management and Storage Management facilities.

An enterprise’s security policy consists of a set of security rules to which installations within the enterprise must conform. Along with rules of the other categories, security rules are stored in Enterprise Manager’s Policy Library. Each rule tests for a certain kind of security vulnerability in a particular EM target type. The application of an individual security rule may result in one or more violations of that rule. For example, a database security rule may forbid use of the “remote_os_roles” configuration option. Thus, the number of violations of this rule will be the number of database instances in the enterprise which have not disabled this feature. Similarly, there may be multiple violations of the same security rule even by a single target. For example, a host security rule may disallow hosts in the enterprise from running insecure services such as telnet, ftp and rlogin. The existence of each of these services results in a unique violation of this rule by a given host.

Information necessary to conduct each security test is collected from each target. The EM agent associated with the target collects this information on a regular basis, typically once a day. Security policy rules are evaluated upon upload of this information to the EM repository. Any violations resulting from the security rules are present on the proper target home pages. Depending on the importance of the security vulnerability being tested, each rule has a severity associated with its violation. Violations are marked as either critical, warning or informational.

Typical usage

The advantage of using Enterprise Manager’s built-in security management features is that it does not require any additional work on the part of the administrator. Since EM already has access to credentials and management information for each managed target, it can readily conduct test for security vulnerabilities. The administrator can go to the policy library to see exactly which tests comprise the test suite for each target type.

Out-of-the-box, every security rule is tested for every target at a default frequency of once a day. Any violations of the security rules show up as security policy violations on the home page of the non-compliant target. These violations are also rolled up and presented as aggregate counts of critical and warning violations on the target group pages as well as on the EM home page. The administrator may drill down to each rule being violated for impact and recommendation. In some specific cases, EM provides a measure of automation towards applying the recommended remedy. In these cases, the violation description contains links which the administrator may click to apply the remedy.

In certain cases, the administrator may consider violations of a particular rule or violations on a particular target to be unimportant. The administrator can then choose to override these violations. Violations can either be overridden individually or en masse through a search interface.

Aspects of security compliance

Software Security: Addressing vulnerabilities in Oracle software

Enterprise Manager helps you to keep your Oracle installations current with the latest security patches. EM does this in the following steps: 

1. EM fetches the latest security alert metadata
2. Automatically adds to the software security rule
3. If targets are found vulnerable, EM lists known patches which address the vulnerability

4. Helps stage (and in some cases apply) patches

5. Going forward, EM tests for the vulnerability as part of the software security rule

How it works

Enterprise Manager facilitates timely application of security patches to Oracle products. It provides the administrator with a single security rule to determine whether any of the Oracle homes are prone to known security vulnerabilities for which patches exist. As new software security vulnerabilities are discovered and patches for them become available, EM downloads metadata from the Oracle website, automatically enhancing the software security test suite. Typically, this information is downloaded once a day. This software vulnerability checking is an extension of EM’s Enterprise Configuration Management (ECM) capability.

The following model is employed by the mechanism to test software security. Each Oracle software product release may have a number of known security bugs. Any patch component (i.e. patch-set or interim patch) will fix one or more security bugs. Any given security bug may be fixed by one of a number of one-off patches or patch sets. The software security rule used by EM to determine which targets are affected by which security bugs is as follows: compute the union set of all security bugs associated with all product releases contained in each Oracle home. For each security bug in this set, there must be at least one patch component which fixes this bug. Otherwise, the Oracle home and associated targets are considered vulnerable to this security bug.

With the discovery of each new software vulnerability, Oracle Corporation issues a Security Alert or Metalink Note to its customers to warn them of the danger and to inform them of the existence of a security patch they should apply to protect themselves. The metadata used to create software security tests is actually derived from the Oracle Security Alert process. Thus, customers of Enterprise Manager receive rapid and automatic notification of vulnerabilities in the software installations managed by EM. The severity of the violation is the severity of the Oracle Security Alert; the remedy is to apply one of the patch components which fix this vulnerability. For each security violation, EM presents the administrator with an in-context link to the ECM patch tool in which both the target and security bug have been conveniently pre-selected. The patch tool has the ability to download the patch from the Oracle website and stage it appropriately. In case of patches to the EM agent, the patch tool can also apply the patches.

Once metadata for a software vulnerability is available on the Oracle website, it is included as part of the software security rule. Thus, EM customers can be comfortable in the knowledge that their managed software installations will be tested for each software vulnerability on an ongoing basis.

Instance hardening: Configuring Oracle for security

Oracle products come with a large variety of configuration options to suit the needs of different customers. Configurations which supply the most flexibility in operations and administration also tend to be less secure than those which are more restrictive. The administrator must therefore make the tradeoff between security and flexibility. The process of reconfiguring running instances conservatively is known as instance hardening.

Enterprise Manager helps automate testing for compliance with security best practice for configuration of Oracle products and hosts. There are a number of such tests designed to discover vulnerabilities which can be remedied by changing software configuration parameters.

Below are some examples of instance hardening rules:

· Hosts should not have unnecessary ports open

· Hosts should not run insecure services, such as rlogin, rsh, ftp and telnet

· Database listeners should be protected by passwords

· Database listeners should not allow direct administration

· Database instances must disallow remote OS roles and authentication

· Database instances should disallow use of a remote password file

Database security: Guarding against excessive privileges

Another aspect of enterprise security is to ensure that user accounts within an Oracle database do not have excessive privilege. These apply not only to user accounts created by the DBA but also to the default accounts that come standard with the Oracle database. The precautionary principle dictates that each account be given the minimum privilege necessary in order to perform its set of legitimate functions. Excessive privilege is often the result of oversight in the script used by the DBA to create an account. The Database Configuration Assistant (DBCA) guards against some cases of excessive privilege, notably with respect to default and demo accounts. But in practice, DBCA is not always used to secure the database after creation. Many of the privilege tests are derived from the Oracle Database post-install checklist [9i Checklist]

Excessive privileges could also result from the method by which the DBA assigns roles and profiles. Newer versions of the Oracle RDBMS product support more granular roles. The DBA should assign granular roles with limited privileges.

Below are some examples of rules to guard against excessive privilege:

· All install and demo accounts must be locked and expired

· Disallow default passwords on any account

· Limit privileges of the PUBLIC role

· Restrict the number of failed login attempts to each account

Conclusion

The more complex a software system, the greater the chance that it is vulnerable to attack by viruses, hackers and malicious users. Oracle Enterprise Manager 10g makes it easier for administrators to conform to security best practices. These include testing for security vulnerabilities either due to inadequately patched software, insecure configurations or excessive privilege of database accounts. By means of routine, automatic testing, Oracle Enterprise Manager is ever vigilant against insecure deployments within your enterprise.
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