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So You’re implementing 9iAS


Anyone who has been on project implementations will be more than happy to share their war stories.   Reality is, that every project and product has idiosyncrasies, many of which are not well known or documented until well into the lifecycle of a product.  


So it is as well with ORACLE 9iAS in 2002.   


This paper will outline some of the experiences and lessons learned during the implementation of ORACLE Portal 9.0.2 infrastructure during the course of the project in 2002.   Hopefully these will be relevant in your exercise of defining the infrastructure to support your 9iAS/Portal implementation.  While these are relatively high level descriptions, the approach and remedies may provide some useful insight to avoid those obstacles we encountered.





Project Overview


The project was focused on providing self service access for upwards of 150,000 pension plan members across a number of pension plans.  Each plan required its own branding and personalization.   All business logic resided in the backend pension administration system, making the implementation a matter of abstracting this functionality.


As with many systems containing personal and financial information, security was a key (and highly visible) element.  Data transmission needed to be secure, as well as full auditing of activity.   Functional and data access controls were also mandatory.


The environment was UNIX/ORACLE based upon the architecture of the backend business system.   Initially the project began as a 9.0.1 implementation, but soon the benefits of the 9.0.2 architecture, coupled with a difficult upgrade path from 9.0.1 to 9.0.2 led us to decide upon the latest release of 9iAS.  The manageability and maintainability and architectural enhancements to 9.0.2 were responsible for the change in direction as well.





Infrastructure Review





The final infrastructure evolved over the latter days of the project as issues were encountered and resolved.  The driving concept was the use of commodity hardware in a flexible server farm.  This would leverage the clustering and manageability features of the 9iAS architecture to best advantage, and allow additional load to be managed at minimal cost.    9iAS provides all of the infrastructure elements necessary to implement a complete web based solution without the complexities inherent in multi-vendor product implementations.  


In order to limit license costs, and based on feedback from ORACLE, the mid-tier servers were configured as standard application servers (WebCache, OHS, OC4J, and Portal).   The infrastructure server was segregated for isolation and performance.   The portal database was also moved behind the secure internal firewall for added isolation and performance, as the backend database engine was substantially more powerful than the small mid-tier engines available to the project.


Load balancing was achieved via a combination of load balancing routers (LBR) and WebCache.   The LBR manages load across the servers in the server farm (or farms).  The LBR allows physical servers to be managed and added to virtual servers independently of iAS.   WebCache provides load balancing to OHS/OC4J across application servers (application level) in addition to the caching of content.  WebCache also pins sessions to services.   This combination of LBR and WebCache allows servers to be added to 9iAS or other server farms, while still leveraging the benefits of WebCache.


Each mid-tier server has multiple network interfaces to allow for the segregation of traffic, isolating client traffic from 9iAS data and management traffic.


The mid-tier hardware used is SUN, with each mid-tier being a SUN Netra T1 with a large memory footprint.   The load balancing routers are Cisco LocalDirector 417.
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The following sections outline some of the findings and experiences encountered during the course of implementing this infrastructure.





SSO/OID 





The implementation of the 9iAS infrastructure server comes with some constraints as well.  Principal among these in version 9.0.2 is the inability to provide fault tolerance for all of the services provided by infrastructure as a unit.    OID provides the ability to have distributed LDAP services, but overall, no way was found to provide complete fault tolerance under the premise of farm appliance scalability.  Our approach was to provide a fully redundant server, identically configured to the existing production server, in cold backup mode.   This alleviated any issues with redirection to other servers, which can be an issue insofar as re-wiring of the mid-tiers is concerned (more on that later).  While not providing immediate failover, the outage can be contained to a short startup timeframe.


The native integration of ORACLE Portal with SSO/OID also will limit the implementation of Portal to one DIT.   Portal does not support multiple DITs within a single install.   The OID modifications also tend to be limited by the integration with DAS.   DAS enables delegated authentication to be enabled in Portal, but DAS appears to support only base classes natively.   Implementation of custom OID classes was not consistent, and modifications to base classes can result in the loss of the modified class when working with attributes.   It is recommended to approach extension or modification OID schemas by the modification or addition of attributes to the existing base classes.   These appear not to be an issue in DAS, and are fully supported in the DAS screens.





OHS (Oracle HTTP Server)





The OHS implementation (mod augmented Apache 1.3) is very similar to standard Apache implementations.   The Portal implementation installation configuration is natively integrated with Enterprise Manager 9.0.2.  Enterprise manager is used to manage the entire 9iAS install, and provides excellent graphical and data displays to the operator without a pre-requisite knowledge of Apache or ORACLE.


This integration impacts OHS in several ways.   The data used to manage the installation is gathered by the dynamic monitoring service (DMS).  DMS gathers this data continuously at intervals for use in measuring performance, status and statistics in 9iAS.   DMS by default logs much of this activity in the OHS access logs.   These logs grow extremely fast if left unchecked (greater than 1GB/day).   This growth adds an I/O load, but adds no useful management information to the logs (mostly HEAD and GET entries).   Log management is therefore one of the first issues to deal with in production management of OHS.   Log files in Apache cannot be manually switched over without cycling the server.   This is solved by rotating the logs using the native piping capability of the Apache utility rotatelogs.   Rotatelogs provides basic functionality, but lacks more sophisticated features.   A third party product, cronolog, was evaluated and selected.   Cronolog includes functionality to switch based on file size, date etc.   The implementation of this logging feature also highlighted another constraint in 9.0.2; Enterprise Manager limits Apache directives that are natively supported in Apache.   This limitation takes the form of modifications to the httpd.conf file in accordance with the native EM schema.   In order to implement multiple directives (those that can be used multiple times such as Redirect),  changes to the EM schema files is needed (please refer to the reference section at the end of this document for a list of ORACLE Notes pertaining to these and other changes).  Without these changes, OHS will not restart, and EM will not be able to access OHS screens, as schema validation is performed on all configuration files during EM access to the particular EM managed component.





EM (Enterprise Manager)





The first thing you will notice with the Enterprise manager website in 9iAS, is the performance.   EM in 9.0.2 is generally acknowledged to be slow (but I recommend you look into the upcoming Enterprise Manager v4 release).   There is generally little to be done to improve EM performance.   The approach we took was to avoid EM modification of configuration files, and rather manually configure and leverage the functionality of dcmctl for updates to configuration and start/stop type of activity.   Dcmctl is far more efficient than using EM, but requires care and a working knowledge of the configuration constraints of the various elements.  EM was used primarily as a monitoring tool, and not a configuration management tool.


Depending upon the implementation platform, it is possible that Enterprise Manager will exhibit problems with the generation of graphical elements.   On lower end UNIX servers, those lacking X frame buffer graphical components, the graphic elements of EM will not render.   This requires the implementation of a virtual frame buffer component for the platform in use.   Xvfb is required by the X server in order to properly render the graphics, and is used by EM.





WebCache





WebCache, as a relatively standalone component of the 9iAS suite, is easily configured and managed.   The setup of clustering of the various WebCache servers is simple and straightforward.     WebCache clustering configuration is the exception to the direct modification of configuration files, as it is most easily achieved via the WebCache administration pages.  


The testing of WebCache failover defined one issue in terms of availability that is a limitation across all platform implementations, content invalidation for Portal.   In a WebCache cluster, only one server can be defined to Portal as the invalidation master.   An interruption to the ability of Portal to access the invalidation master will interrupt web site function.   At present, no functionality exists to enable Portal to automatically round robin between WebCache servers to move invalidation.


In the event of a failure, Portal needs to have the entries modified to switch over the invalidation server.  This is achieved by running the cachseed.sql script that is part of the initial installation of portal. 





Portal





The availability services of portal are based upon the availability capabilities of 9iAS, principally the ability to cluster OC4J and OHS.   The OC4J cluster capabilities are centered around J2EE applications that are natively deployed in OC4J.   ORACLE Portal installations have components outside of the standard OC4J containers that are not based solely upon J2EE functionality.  As such, Portal cannot be purely clustered.


Portal installation requirements, particularly when installing in remote databases, differs from runtime requirements.   The installation of Portal requires adjustment of database parameters in order to enable an efficient installation.   Post installation, these parameters can be adjusted downwards as required by the DBA and performance requirements.  


The installation of a remote portal database requires some effort, and for existing installations, will mean a re-wire of the mid-tier servers to adjust pointers to the new database (run of ptlasst).  





Network





The segregation of the mid-tier servers from the portal database only required that the firewall be enabled to pass standard SQLNet traffic.   The number of ports required for EM management functionality, including the agents, proved to be far greater in number.   No issues with NAT were encountered across the firewall boundaries.


Network capacity for external traffic was not a concern.  Internal traffic, including SQLNet access to the backend database and management traffic was segregated on an isolated subnet from the external access subnet.  This allowed separate monitoring as well, and provided for a lessened load for management and monitoring of external access (valid and malicious).  


The LBRs also provided a layer of abstraction beyond that of NAT across the firewalls.  


The greatest issue was the configuration of a hybrid SSL implementation.   Due to performance concerns, a full SSL implementation was not desirable.   The compromise configuration was to utilize WebCache as the SSL termination point for all traffic, with all traffic between other components being non-SSL.  This further emphasizes the desire to isolate external and internal traffic.   This hybrid configuration requires that WebCache, OHS, mod_plsql, and portal PPE (parallel page engine) configurations be manually modified across all servers.  Additionally, the need to encrypt authentication traffic (SSO redirection to the infrastructure server) required manual OID configuration changes to data in OID.    Achieving this hybrid configuration required considerable involvement of ORACLE consulting, support and development in later 2002.   


Additionally, at the time of implementation, abstraction of the infrastructure (orasso functionality) via the mid-tier servers was not well understood, and no certified configuration was available.   This has since been resolved and certified by ORACLE.   This would alleviate the re-direction of users directly to the infrastructure server, and thus not require the exposure of that server.





Testing





Full stress and load testing of ORACLE portal requires the generation of a unique security key for protected content (i.e. only authorized users will be granted access).   The interactive logon process is unique to each logon, and is required to be mimicked for each test session.   Simple record/playback toolsets are not sufficient in functionality to allow for the inclusion of security elements.


One approach is to test application load separate from security elements.  By providing public access to all test elements, the security mechanism of Portal is never triggered, and content can be accessed freely.   This approximates a steady state user load, but does not provide any metrics for the measurement of concurrent authentication, nor does it enable measurement of the load on the infrastructure services of SSO and OID.   


The preferred approach is to utilize the native production configuration for load and stress testing.   No security changes are performed.   The toolset must either provide plug-ins supporting the Portal security mechanism, or allow for the creation of extensions.  For cost and compatibility, our experience led us to use JMeter (Apache Software Foundation -ASF) for the testing engine, Ant to run batch tests, and Ethereal for network monitoring (essential when building security plug-ins) on other projects.  JMeter classes are easily extended to build security classes that mimic true browser interactive login process.   In this manner, a true and representative loading can be achieved, including performance of authentication processes.   At this time, no public license plug-ins exist for ORACLE Portal.





Performance


Application performance was an issue encountered in the production configuration of Portal.    The production configuration was sized for final capacity of all plan members.   This proved to be problematic in a phased implementation approach, as the load of users in the initial phases was light.   This light use of the servers highlighted the way in which connections are pooled by OHS and mod_plsql and the PPE, as well as highlighting the impact on the number of portal database sessions.


The symptoms of the performance of pooled connections is exemplified by long wait times for data.   The wait times are sporadic, and not predictable.  Occasionally, performance is excellent, but generally was sub par.  Investigation led us to examine the number of active connections, and how load is balance across the farms.   The session requests are load distributed by WebCache based on the number of active sessions  on each server.  For the life of a session request, WebCache will pin a request to a particular server process (apparently not to a server).   Each request appeared to be going be going to a random server process on the server with least load.   Theses server processes may or may not have pooled connections.   In a large configuration such as was our case, the number of server processes for a light load of user requests translated to a low likelihood of hitting a server process before the expiration of the pooled connections occurred.   This WebCache behavior appeared to be linked to the manner in which the LBRs allocate load to the WebCache cluster as well.


The approach was to closely examine the number of users and processes for the given load while attempting to maintain only a slight amount of capacity growth for processes.   The limitation of OHS processes, with a corresponding adjustment to the life cycle of the pooled connections addressed the performance concern with respect to likelihood of accessing a pooled connection.


This approach also limited the number of database sessions created for each pooled connection.   As a general rule, each DAD defined will determine a pooled connection for each OHS server process thread executing on each server.  This multiplicative factor cannot be ignored when determining the number of processes to support on the portal database.   Reducing the number of idled and maximum OHS processes also decreased the upper limit and operational number of database sessions created.


It is also recommended to implement a remote portal database.  The default installation installs portal on the infrastructure database, in contention for resources with OID and SSO services.    This will further enhance the scalability of portal, particularly for large installations where OID/SSO may be leveraged across other applications.


In our configuration, where a single SSL termination point is defined (WebCache), the performance overhead was noticeable.  For any implementation of SSL (aside from SSL for authentication only), an SSL accelerator is essential, and that the configuration of Portal/9iAS be completely non-SSL for optimal performance.











Conclusion





The 9iAS infrastructure provides a solid base for the implementation of web sites or services.   Our implementation was challenged by the unknown factors of the 9iAS product early in it’s lifecycle.   Current implementations have the benefit of a solid knowledge base from which to draw in making determinations of direction and implementation.  This paper was intended to provide some background in some of the highlight issues encountered on just such an early project, and provide some high level direction to enable others to avoid the avoidable.


The reference page that follows provides some information as to the more useful sources of information related to the issues and items outlined in this paper (you might say it to be the most useful part of the whole!).


Best of luck on your implementation!








�
Useful ORACLE Reference Material


Metalink Note ID�
Description�
�
131893.1 �
Oracle Portal (WebDB) White Papers�
�
136153.1 �
Configuring SSL for Portal �
�
137145.1�
How to configure Oracle Portal with SSL and�
�
143430.1�
PL/SQL Connection Pooling in OAS vs. 9iAS�
�
160252.1 �
How to limit the number of database sessions established by Portal�
�
169490.1�
Oracle9iAS Portal Diagnostics Agent (PDA)�
�
178424.1 �
How to boost the performance of Portal with WebCache�
�
178685.1 �
How to boost the performance of Portal with WebCache (part 2)�
�
185709.1 �
IE issue with HTTPS - "Page Cannot Be Displayed"�
�
199101.1 �
How to install Portal 9.0.2.x in a Remote (Customer) Database�
�
201854.1�
ptlasst Script details for Portal 9ias Release 2�
�
202561.1 �
Recommended Database Resources and Tablespace size required Installing Portal v902�
�
206191.1 �
Troubleshooting Oracle Portal 9.0.X �
�
207668.1 �
Configuring Web Cache as a Load Balancer for Application Servers�
�
209114.1 �
How to Change the Port used for Oracle 9iAS Portal 9.0.x�
�
215955.1 �
Creating a Backup of Deobfuscated Information for 9iAS Release 2�
�
216126.1�
How to configure SSL with Portal 9.0.2 �
�
217155.1 �
HOW TO Avoid The Redirection to The SSO-Server�
�
223120.1 �
Configuring Web Cache with SSL on UNIX in 9iAS Release 2�
�
223681.1�
How to find Which WebCache Invalidation Port is Registered with Portal �
�
225502.1 �
HTTPClient.HTTPConnection.initDefaultSSLCredential and SSL Handshake Failed NZERROR=28874 when configuring SSL with Portal 9.0.2.x�
�
226119.1 �
How to Cache Single Sign-On (SSO) pages in Web Cache�
�
226750.1�
Post Install checks for the Oracle9i Application Server Release 2 Infrastructure Installation�
�
226751.1�
Post Install checks for the Oracle9i Application Server Release 2 Core Installation�
�
226873.1 �
How to Control the Size of the Oracle HTTP Server access_log File in 9iAS R2�
�
227628.1�
How to Change the IP Address and Port of the Single Sign-On Server �
�
230168.1 �
Moving SSO to a non-Portal Middletier HTTP Server for Oracle9iAS Release 2 (9.0.2.2.0)�
�
235112.1�
How to Configure Portal 9.0.2 to enable access via HTTPS (SSL)�
�
235193.1 �
Changing listener port number of SSO (Single Sign-On) Server�
�
241891.1 �
Re-registering SSO partner application for SSO Server or Midtiers�
�
244112.1 �
Capture Single Sign-On orasso schema tables to html formatted file for 9iAS 9.0.2�
�
244290.1 �
Oracle9i Application Server (9iAS) 9.0.2.3 FAQ�
�



HTTP Server Forum item 362629.996


Technical white paper, "How do I set up Oracle 9iAS Portal (9.0.2) to use HTTPS (SSL)" 


http://portalcenter.oracle.com/pls/ops/docs/FOLDER/COMMUNITY/INTERNALPRODDEVFOLDER/TECHREADINESS/ARCHIINFRA/SECURITY/SETUPSSL/HOW%20TO%20SET%20UP%20SSL%20(9.0.2).HTML


Oracle9iAS Application Server : Security Guide (part# A90146-01) 


Oracle9iAS Web Cache : Administration and Deployment Guide (part# A95404-02) 


Oracle9iAS Portal : Configuration Guide (part# A90852-02) 


Oracle9iAS Single Sign-On : Administrators Guide (part# A96115-01)
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