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 IMmage In the database or not!
« What is the real security threat!

e Hacking
« Unauthorised Access (un/pw)

« Data Protection (be able to recover)

o DRM — subsequent access
e Social Engineering
-Management

o Paranoia vs flexibility
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« Code Injection
e Primary Key
« URL Encryption

My Table

code vc2(100) **
cola  vc2(1000)
data clob

My Table

pk integer **
code vc2(100)
cola  vc2(1000)
data clob
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RiiEs o ermvpoidata (s Tnput Sstring 1n ' lntegens)
return varchar?

as
TCE T AL SIUNE raw(250) ;
raw_key raw (256) ;
SOiEiaieEe e & raw (2048) ;
begin
NGl A =l B RE WS G a St SO Eaw (MY KEYIGHEZS NS
EalwEinpusscStut s raw. . cast to raw(substr(rpad(tel chai (i npukEss: sy S
L6 ).

ebisNeoliEuseation toolkit.desencrypt (1inputs == iraw inpuie, sl cia: e il <=5
Shlelaassdlicleircfi="enerypttediraw ) ;

las mikaaiEsRchiEohie i (encrypted ‘raw) )
exception
when others
then

sesiEn e N L)
SNidEEler Vo caibal;
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VWebServer

« DAD Configuration
o Embedded Gateway
SEo>|
e 5SSO

e LDAP
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Example

Embedded Gateway

alter user anonymous ACCOUNT UNLOCK;
Sl SR censdloa i rollegp Eivies where  granted. role = S"XPBADMIN";

DECLARE

R g M Ty pe ;

BEGIN

=R dar e XME(DEMSTYXDBL cfg \get() ,
¥ s Beeisieyae s eenidanEn S LD port/ text () T2 1 210
'/xdbconfig/descendant: :http-port/text ()", '80")

IR RO C e FIROM DU AT ;

BEMSERINESCRgNupdase (Ve q) ;

COMMIT;

END;
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EFe SR lsnici - patidropdady "PECTIONT “);

s dleloise P giacreaite dad (" PTCTTON S lkdiiigy )

e emdlbmssepg. set :dad attribute( 'PICTIONE, daisaloaiscibicichaal e
Ssceldbis  epg. set dad attribute( 'PICTIONS, *auElicmviiethmsiehils
Sxeieldons T epg. set dad attribute ( 'PICTIONY SEciicon =il Ruul:
ehdclelelonisiepg . set dad attribute (' PICTIONS NS eachiioht=tuchu=tyiEN
'StatelessWithFastResetPackageState');

'PICTION", ! exclusaion s
'"PICTION', ' exclusion=ttsh-um
'"PICTION", 'excilusifon it s
'PICTION", 'exclus Eorisssctnil
'"PICTION'", ! exclusiton st
'"PICTION' , "excluisaton =aus= .
'PICTION ", "exclulsitonsite it
"PICTION®, * decullc nicsde=not =l

S lelcdlo-Mcpoiisel dadiateribute
Selallelon e rgsieisicdlad it a bierblice
shssleleloni-ilcpanse e dad attribute
Sclelldloniclic rogisieicfdad atrribute
shdcialclonisiicpagiice tidad attribute
Sxcleldlonislicpgiiseit Ndad Takt e rabuee
Shdslelcloni=Vcpgirset rdad attribute
ERE lemelon's el isct dad attribute
GBSO S CONTENT e

(
(
(
(
(
(
(
(

Selelldlonsiic poisautheor 1 ze dad (P ECTTON I EeNESCMSHSS-
COmIaLIEs



Apache Gateway
- Default securtty is built in

Sligeaition /ram>
Elalblaielie s plie nand et
Order deny,allow
RN lows S Erem a1l
AllowOverride None
PlsglDatabaseUsername

ElfsqlPDatabasePassword
PlsglDatabaseConnectString
PlsglAuthenticationMode
PlsglDefaultPage
PlsglDocumentTablename

illceation

dads.conf

ram

@B FCEiEkEcoa
VNLB
Basic
L arm, gl clchmeibM
ram. dpalchicilon
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httpd.conf

Alias /icons/ "P:\abc\images/"

<Directory "P:\abc\images/">
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>
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Database

« Replication

5 DM
 Loading

o Ftp, ssh, firewalls
 Metadata

e Delivery

e ENCryption
o Backups

o ['MaAN
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DMZ
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Post Download

« DAM
e DRM

e PUrchase

« Ownership

« Watermarking
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Real World Review

o« Experiences with Piction

 Photographers
e Museums
o Print Media

e Education

o Defence
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urther information:

vww.eternal-donut.com




