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INTRODUCTION

OVERVIEW

This section contains the following topics about the Governance, Risk and Compliance
Manager user guide:

+« About This Guide (page 1-1)
% Audience (page 1-4)

+ Conventions (page 1-4)

ABOUT THIS GUIDE

This guide provides information on how to use the Governance, Risk and Compliance
Manager application with Oracle Content Server. For information on supported operating
systems, supported databases, and installing GRC Manager, refer to the Governance, Risk
and Compliance Manager Installation Guide.

The information contained in this document is subject to change as the product technology
evolves and as hardware, operating systems, and third-party software are created and
modified.
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This guide includes the following topics:

Section Title

Description

Chapter 1 (Introduction)

Introduces the contents of the Governance, Risk
and Compliance Manager User Guide.

Chapter 2 (4bout GRC Manager)

Provides an overview of the GRC Manager
application, including descriptions of a business
process life cycle, document types and states, and
workflows.

Chapter 3 (Basic Application
Operation)

Describes basic GRC Manager operation including
security, logging on and off the system, the matrix,
how to search for documentation, and navigation
tools for the user interface.

Chapter 4 (Managing Maps)

Describes how to create and use organization
maps, and how to start Data Collection, Approval,
and Assessment workflows for business processes.

Chapter 5 (Managing Business
Processes)

Describes business processes and how to work
with business processes, including create, edit,
move, copy, and retire processes.

Chapter 6 (Managing Risks)

Describes risks and how to create and document
risks for business processes.

Chapter 7 (Managing Controls)

Describes controls and how to create and document
controls for business process.

Chapter 8 (Data Collection)

Describes the Data Collection workflow and how
to collect and document data for business
processes.

Chapter 9 (Assessing Business
Processes)

Describes management assessment of business
process controls and risks, and how to initiate and
monitor assessments.
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Section Title

Description

Chapter 10 (Audit Testing and Test
Plans)

Describes testing based on groups of controls from
multiple processes, how to initiate and monitor
control testing, and how to specify control groups
for test plans.

Chapter 11 (Managing Issues)

Describes issues and how to create and monitor
issues for business processes.

Chapter 12 (Managing Action
Items)

Describes the Action Items workflow, how to
create and how to manage an Action Item for a
business process.

Chapter 13 (Managing Reports)

Describes the different types of reports available in
GRC Manager, including the Dashboard, and how
to view and create reports about business
processes.

Chapter 14 (Managing Templates
and Libraries)

Describes how to use templates for business
processes, business process components, and
attachments. Also describes how to use templates
from the Master Process Library and Master
Component Library.

Appendix A (Administering
GRC Manager)

Describes administration tasks, and the
administration tool functions for managing
elements, links, and control labels. Provides
information on roles and permissions, and using
Active Directory to authenticate users.

Appendix B (7esting Business
Processes)

This is a legacy feature from Stellent Sarbanes-
Oxley Solution version 7.6 and 7.6.1.

Describes testing of business process controls, how
to create and document test instructions for a
business process, how to start a Process Test
workflow, and how to document test results.
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AUDIENCE

This guide is primarily intended for people who use GRC Manager to create hierarchical
maps, create and manage business processes, contribute information to processes, and
create and resolve issues regarding processes. It is also intended for management and for
auditors who use GRC Manager to monitor, evaluate, and report business process activity.
An appendix in this guide contains information about a configuration management tool for
administrators.

CONVENTIONS

The following conventions are used throughout this guide:

¢+ The notation <[Install Dir>/1s used to refer to the location on your system where
the content server instance is installed.

¢ Forward slashes (/) are used to separate the directory levels in a path name.
A forward slash will always appear after the end of a directory name.

¢ Notes, technical tips, important notices, and cautions use these conventions:

Symbols Description

This is a note. It is used to bring special attention to information.

This is a technical tip. It is used to identify information that can be used
to make your tasks easier.

This is an important notice. It is used to identify a required step or
required information.

This is a caution. It is used to identify information that might cause loss

QD @ W

of data or serious system problems.
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OVERVIEW

This section covers the following topics about the Governance, Risk and Compliance
Manager application:

Concepts

« About Financial Compliance (page 2-1)
« About Process Management (page 2-3)
« Roles and Responsibilities (page 2-3)
« Document Types (page 2-8)

« Document States (page 2-12)

+  Workflows (page 2-17)

ABOUT FINANCIAL COMPLIANCE

In the wake of some spectacular corporate failures and scandals around the world, law
makers, regulators and investors are placing increasing mandates on business to improve
transparency and controls over financial reporting. Laws such as the U.S. Sarbanes-Oxley
Act, Canadian Bill 198, OMB Circular 123A, Japanese SOX (J-SOX), and the like are
forcing organizations to adopt new and rigorous approaches to documenting and testing
financial controls. Oracle’s GRC Manager solution is designed to help reduce the cost
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and complexity of this process and to help organizations leverage their compliance efforts

to create new process efficiencies.

Governance, Risk and Compliance Manager addresses Sarbanes-Oxley (SOX) as well as
other financial reporting mandates prevalent across the world such as OMB A-123 in the
United States' federal space, Multilateral Instrument-52-109 in Canada, J-SOX in Japan,
KSOX in Korea, Financial Security Law in France, Turnbull Report in the United
Kingdom, Corporate Governance Code in Germany or the Tabasklat Code in the
Netherlands.

7
0‘0

2-2

The Sarbanes-Oxley Act of 2002 (SOX) is a United States federal law passed in
response to a number of major corporate and accounting scandals. The Act contains
11 titles, or sections, ranging from additional Corporate Board responsibilities to
criminal penalties, and requires the Securities and Exchange Commission (SEC) to
implement rulings on requirements to comply with the new law.

Bill 198 is an Ontario legislative bill effective 1 October 2003 that encompasses many
areas. It is perhaps best known for clauses that provide equivalent legislation to the
U.S. Sarbanes-Oxley Act to protect investors by improving the accuracy and
reliability of corporate disclosures.

OMB Circular A-123 is an U.S. Office of Management and Budget (OMB) Circular
that defines the management responsibilities for internal financial controls in Federal
agencies. It was issued by OMB's Office of Federal Financial Management on 21
December 2004 and addressed to all Federal Chief Financial Officers, Chief
Information Officers, and Program Managers. Circular A-123 is a re-examination of
the existing internal control requirements for Federal agencies and was initiated in
light of the new internal control requirements for publicly-traded companies contained
in the Sarbanes-Oxley Act of 2002. The Circular and the statute it implements, the
Federal Managers' Financial Integrity Act of 1982, are at the center of the existing
Federal requirements to improve internal financial controls.

“J-SOX” is an unofficial term which refers to the Japanese requirements similar to the
Sarbanes-Oxley Act (SOX) Sections 302 and 404 in the United States. J-SOX
requirements are incorporated in the legislated draft entitled “Financial Instruments
and Exchange Law,” which covers new enactments of, and amendments to, financial
instruments and Securities and Exchange Laws. Final drafts of the law are not yet
complete, but are expected to impose similar requirements to the U.S. Sarbanes-Oxley
Act 0f 2002.
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ABOUT PROCESS MANAGEMENT

Managing an organization’s business process documentation is essential to its longevity.

Maintaining the accuracy to which business processes are executed and controlled allow a

company to sustain consistency through change and to prove its effectiveness and stability

to both government and industry compliance. GRC Manager provides the following

functionality:

Manages the synchronization between where business processes are executed and
where business processes are monitored.

Links documentation for business processes to accounts, and tracks risks, controls,
and issues for each business process.

Enables users to monitor, evaluate, and report on the status of processes whenever
necessary.

ROLES AND RESPONSIBILITIES

GRC Manager works with different roles and responsibilities in compliance with the

Sarbanes-Oxley Act to enable users to perform the following types of tasks in managing

business process information. Which tasks an individual user can perform depends on the

user’s assigned role and authorization to access and change information in GRC Manager.

Create organization maps

Create business processes

Define assertions for business processes

Define risks for business processes

Define controls for business processes

Define tests for controls for business processes
Route business processes for data collection
Route business processes for approval

Route business processes for management assessment
Route business processes for testing

Revise, validate, and approve business processes

Test controls for business processes and document the test results
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«+ Create issues associated with business processes

+ Remediate and close issues associated with business processes
«» Assign action items to users

+¢ Generate and review reports

«» Monitor compliance status via the Executive Dashboard

The following table describes a representative set of role types with associated
responsibilities and related skills for using GRC Manager, and where to find information
about the skills in GRC Manager and Oracle Content Server documentation.

@ Note: For information on specific role names and permissions provided in GRC Manager
by default, refer to Chapter A (Administering GRC Manager). An administrator can
customize roles. Which specific roles to define and which user accounts to assign those
roles depend on a company’s unique business structure.

Role Responsibility Key SKkills Skills Information
Executive e Provide direction |* Use the * Executive
«  Review Executive Dashboard
summary Dashboard (page 13-6)
information e Build and view |+ Creating Reports
«  Accept reports (page 13-3)
responsibility for [¢ Review + About
compliance assessments of Management
control Assessment
operations and (page 9-3)
risk mitigation.
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Role Responsibility Key Skills Skills Information
Department *  Contribute *  Create business Chapter 4
Head content processes (Managing Maps)
*  Build reports *  Create templates Creating Business
+  Manage +  Assign business Processes
compliance process (page 5-5)
schedule ownership Chapter 14
+ Identify and *  Open, route, and (Managing

create business

close issues

Templates and

processes and Libraries)
templates Chapter 11
* Manage issues (Managing Issues)
Process Owner |* Contribute * Solicit and About Data
content collect data for Collection
+  Create test business (page 8-2)
scenarios processes

*  Manage risks
* Manage controls

* Approve
processes

*  Build reports

* Revise, validate,
and approve
business
processes

e Create risks and
controls

Reviewing Data
for a Process

(page 8-8)
Creating Risks
(page 6-2)
Creating Controls
(page 7-3)

Governance, Risk and Compliance Manager User Guide

2-5




About GRC Manager

2-6

Role

Responsibility

Key Skills

Skills Information

Tester

e Test business

process controls
and risks

* Record results

»  Test business

process controls
and risks

*  Assign Pass or

Fail value

About Business
Processes

(page 5-3)
About Controls
(page 7-2)
About Risks
(page 6-2)
About

Management
Assessment

(page 9-3)

About Audit Tests
and Test Plans
(page 10-2)

IT Support

e Maintain

database

* Manage content

server

e Create user IDs

*  Manipulate data

in the content
server

Refer to
Governance, Risk
and Compliance
Manager
Installation Guide

Refer to Oracle
Content Server
documentation
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Role Responsibility Key Skills Skills Information
Administrator *  Maintain user * Createuser IDs |+ Referto
IDs . Manage Governance, Risk
«  Manage content workflows and Compliance
Manager
server +  Manage element
) g ) Installation Guide
* Manage maintenance in
Governance, application *  Refer to Oracle
Risk and Content Server
Compliance documentation
Manager *  Administering
application GRC Manager
(page A-1)
* Referto
Governance, Risk
and Compliance
Manager User
Guide
Reviewer *  Contribute * Assistin * Reviewing Data
content business process for a Process
«  Provide validation, (page 8-8)
descriptions approval, and +  Contributing to a
assessment Process (page 8-6)
*  Providerequired |, Aggessing Process
data Controls and Risks
(page 9-10)
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Role Responsibility Key Skills Skills Information
Auditor * Auditbusiness |* Design test *  About Audit Tests
processes schemes and Test Plans
« Auditprocess |+ Initiate and (page 10-2)
controls by manage control [¢  About Action
process testing Items (page 12-2)
* Audit groups of |+ Validate business |* Viewing Controls
controls across processes and (page 7-5)
many processes approve business
* Examine control processes
tests * Inspect

relevancy of
controls

DOCUMENT TYPES

Document types are managed through GRC Manager. Documents are stored in a central
repository (via Oracle Content Server) that provides version control, security, and
automated actions that help to preserve, protect, and notify the organization to ensure
business process continuity. The document types are as follows:

« Maps (page 2-9)

«» Business Processes (page 2-10)
% Assertions (page 2-10)

¢ Risks (page 2-10)

«» Controls (page 2-11)

«»  Tests (page 2-11)

s Issues (page 2-11)

« Assessments (page 2-11)

« Attachments (page 2-12)

Some documents must be created before other documents can be created. Most documents
can have attachments linked to them. Some documents are automatically part of a
workflow. For example, each business process document must be directly associated with
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a map document, at least with an Organization map. Each risk document, control
document, and so forth must be associated with a specific business process document.
Certain documents can be indirectly associated with other documents at the same level, for
example, assertions with risks, and risks with controls.

@ Note: The following figure shows type basic document types provided in a non-
customized version of GRC Manager.

Figure 2-1 Overview of document types
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Maps

When a company begins to organize its business process information, certain high-level
structures become apparent. These structures monitor financial impact, manage
organizational ownership, and track the effect of high-level business processes. These
structures can be viewed as containers for information. GRC Manager maps provide the
means to manage these structures and assign them to downstream business processes and
their supporting documentation (including risks, controls, and attachments).

Three maps are provided with the non-customized installation: Organizational, Financial,
and Accounting. How those maps are used or revised is determined by a company.
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o i ational M Specifies the management of Business Units, Divisions,
rganizational Ma , . R
8 P Locations, or any logical sub-units within a company.

Specifies the management of financial elements, which can
Fi 21 M include regulated reporting, significant accounts, trial balance
inancial Ma

P accounts names, General Ledger account numbers, and so

forth.

Specifies the management of accounting elements, which can
Accounting Map include accounting cycles, significant accounts, or other
containers that may require tracking for accounting purposes.

Business Processes

A business process is a documented function within an organization. A business process
document is the controlling document within GRC Manager. It provides the attributes to
track ownership, type of process, assertions, risks, controls, and associated supporting
documentation. Business process documents are the direct owners (parents) of assertion,
risk, control, test, issue, and Action Item documents, and can directly own attachment
documents. This is the only document type that can be directly run through a Data
Collection workflow, an Approval workflow, a Testing workflow, or an Action Items
workflow.

Assertions

Every business process documented within an organization can contain one or more
assertions (statements of presumed facts) about the status of the financial statements that
the process affects. Assertions are part of an evaluation process that includes inspection of
the controls and how they mitigate the risks regarding the assertions for the process being
evaluated. These assertions are intended to provide guidance in assuring the accuracy of
the financial statements for an organization.

Risks

Every business process documented within an organization contains risks that can affect
the success of execution for the process. A risk document contains information about the
risks for a specific business process. Risks are intended to alert appropriate resources to

the potential for error or fraud. All risks must be governed and managed through control
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point assignment so that at least one control is in place to help mitigate the associated risks
for the business process.

Controls

Every business process documented within an organization contains control points that
validate the steps during the function. A control document identifies the controls for a
specific business process, and it is the document that is tested through the test run
workflow for validity and occurrence. Control points include manual and automated tasks
that can be identified through compliance initiatives and tracked through ongoing
monitoring in terms of effectiveness and maturity.

Tests

Types of tests can include audit testing of only controls and process testing (a legacy
feature). Every process with its controls and risks is available to be tested within

GRC Manager. A control can be a variety of tasks, which can include automated systems,
sample transactions or data, or human intervention and review, and which is directed at
mitigating a risk in a business process. The instructions for testing and validating a
specific control are tracked through a test instructions document. Test instructions can be
tracked by the control document, and can be entered into the system directly through the
interface or by attaching supporting control documentation. Test instructions for
management assessments use the same test instruction documents associated with specific
controls.

Issues

When a process, its controls, or its risks are evaluated for effectiveness, issues or gaps can
appear that require remediation. Issue documents are used to notify appropriate personnel
who can correct the issue, change the process, or change the controls or risks if necessary,
and then report on the status of the remediation until the issue is closed. An issue
document contains attributes that identify an issue and its severity, including material
weakness failures that could affect the financial reporting stability of the organization.

Assessments

A business process and its risks and controls require periodic review of how they are
defined and implemented to ensure that the appropriate level of documentation and control
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is in place. This process is called a management assessment, where an evaluation is made
about the validity and effectiveness of controls, risks, and the business process to find out
if any element is either missing or out of place. Every process with its controls and risks is
available to be tested within GRC Manager. Assessment documents include the
assessment cover and the assessment results for process operating and design, control
operating and design, and risk operating and design.

Attachments

Business process, assertion, risk, control, test instruction, and issue documents within
GRC Manager can use supporting documentation that is either too large or too formal to
be stored in the interface format. Attachments are documents that can be used to store and
link supporting documentation at the appropriate document level. Attachments can be any
document format including Microsoft Office documents, Visio diagrams, or other formats
available to an organization.

Attachment examples include the following documentation:
«» Business process narrative

++ Business process flow chart

« Control test instructions

¢ Test results sample set

«» Supporting issue remediation documentation

DOCUMENT STATES

As a business process moves through the GRC Manager system during its life cycle, it is
placed into various states that determine the actions that can be performed to the process
document. These states cannot be changed directly, but are modified by the application as
various actions are performed. The various states a process document can be placed in
depend on the type of document. Also, some states exist only as a process document is
processed through a workflow.

The following diagram illustrates how a business process moves through the

GRC Manager and how that is reflected in process document states. A business process
begins with its creation and mapping to an organization unit, continues with defining
documents for risks and controls, review and approval, testing, issues resolution, and
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potentially ends with retirement. There are four main states for a business process
document: Initialized, Released, Edit, and Retired.

Note: The following diagram shows a basic business process life cycle; a company can
customize GRC Manager such that it does not match this description.

Figure 2-2  Life cycle of a business process

Mapped
/—\ I
D Reviewead
and Reteased
Defined and l::> Evaluated l:> retinad
Documented lssues
Resolution
1. State = Initialized 4. State = Retired
A process goes Monitoring Testing and .
through four main and Maturily issues resolution
states within its are an ongoing
lifecycle: 3. State = Edit part of real-time
1. Initialized compliance
2. Released Change manageament,
3. Edit Management
4. Retired

A business process document contains associated documentation that can be in various
states depending on the process document status and application actions. These states are
described in the more detail in the following topics:

7
°

Business Process Document States (page 2-14)

Action Item Document States (page 2-15)

Test Document States (page 2-15)

Management Assessment Document States (page 2-16)

Issue Document States (page 2-17)
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Business Process Document States

A business process document can be placed in the states shown in the following table.
Other documents that can inherit these states are control, risk, test instructions, and
associated attachments.

State Description

Initialized A business process is defined, but has not been
approved by the organization as being accurate and
complete.

Edit A released process is currently being edited.

Collection A Data Collection workflow is being performed,

where documentation is added to the business
process. The business process can be in a current
state of released or initialized to enter a Data
Collection workflow.

Approval An Approval workflow is being performed, where
the business process is reviewed for accuracy. The
business process can be in a current state of
released to enter an Approval workflow.

Collection Rejected A user is notified that the business process has
been rejected, and the process is returned to the
step at which it was initiated during a Data
Collection workflow.

Approval Rejected A user is notified that the business process has
been rejected, and the process is returned to the
step at which it was initiated.

Released The process contains current data, is saved into the
system, and all workflows have been approved.

Retired A process is no longer actively in use, but is
available as reference to historical process records.
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Action Item Document States

An action item document can be placed in the states shown in the following table.

State Description

Open The Action Item document is currently available to
be edited.

Closed The Action Item document has been closed and is
no longer in the workflow.

Cancelled The Action Item has been cancelled.

Test Document States

A test document can be placed in the states shown in the following table.

State Description

Prepare The state of the test cover for a business process or
audit of selected controls, where information is
entered to specify the test parameters.

Validation The state of the test cover for a business process or

audit of selected controls, where the process is
being validated for accuracy before testing.

Active Tests

The state of the test cover for a business process or
audit test of selected controls that is currently being
tested for control effectiveness.

Testing Completed The state of the test cover for a business process or
audit test of selected controls that has its control
effectiveness testing complete and it is ready for a
final, subjective review of the test results.

Failed The state of the text cover for a business process or

audit test of selected controls that has failed during
Validation, Active Tests, or Testing Completed
phases for a test run.
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Management Assessment Document States

An assessment document can be placed in the states shown in the following table.

State Description

Prepare The state of the assessment cover document for an
assessment of controls and risks for business
processes, where information is entered to specify
the assessment parameters.

Owner Assessment The state of the assessment cover document while

the process owner is assessing controls and risks,
and documenting the results.

Owner Certification

The state of the assessment cover document while
it is being certified by the business process owner.

Reviewer Certification

The state of the assessment cover document when
it is being reviewed for certification.

Completed

The Assessment workflow has been completed.
The assessment document result is stored in the
content server and available for viewing.

Failed

The state of the assessment document for a
management assessment that has failed during the
Owner Assessment step or a Certification step in
the Assessment workflow.

Cancelled

The state of the assessment document for a
management assessment that has been cancelled
while the Assessment workflow was active.
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Issue Document States

An Issue document can be placed in the states shown in the following table.

State Description

Open The Issue document is currently open for
resolution.

Closed The Issue has been resolved and the document is

no longer in circulation.

Hold The Issue document is being held because of other
constraints that prevent the Issue from being
closed.

Cancelled The Issue workflow has been cancelled.

WORKFLOWS

Workflows are sets of actions specified in Oracle that are used to automate the collection
and management of GRC Manager business process documentation. Workflows specify
how content is routed to users to perform various tasks, such as approving and testing
processes. The GRC Manager workflows use e-mail to notify users when they have
content to act upon in a workflow.

The following sections summarize the workflows provided in a non-customized
application. More information about each workflow is provided in the section that covers
the workflow topic. For more general information on Content Server workflows refer to
the Workflow Implementation Guide.

+« Data Collection Workflow (page 2-18)
«» Approval Workflow (page 2-18)

+« Edit Workflow (page 2-18)

% Assessment Workflow (page 2-19)

+ Audit Testing Workflow (page 2-19)
¢ Action Items Workflow (page 2-19)

«» Issues Workflow (page 2-20)
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Data Collection Workflow

A Data Collection workflow occurs when an owner is assigned to a business process and
needs to populate the process with supporting documentation. The following flowchart
illustrates how the workflow is structured. For more information refer to About Data
Collection (page 8-2).

Figure 2-3  Overview of Data Collection workflow
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Approval Workflow

An Approval workflow can occur any time an administrator or process owner wants a
review of a business process. The following flowchart illustrates how the workflow is
structured. For more information refer to About Business Processes (page 5-3).

Figure 2-4  Overview of Approval workflow
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Edit Workflow

An Edit workflow occurs when the business process owner revises a business process to
update its procedures, risks, or controls. The following flowchart illustrates how the

workflow is structured.

Figure 2-5  Overview of Edit workflow
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Assessment Workflow

An Assessment workflow occurs when a business process is routed for evaluation of its
controls and related risks. The following flowchart illustrates how the workflow is
structured. For more information refer to About Management Assessment (page 9-3).

Figure 2-6  Overview of Assessment workflow
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Audit Testing Workflow

An Audit Testing workflow occurs when selected controls from any number of business

processes are routed for evaluation and testing. The following flowchart illustrates how
the workflow is structured. For more information refer to About Audit Tests and Test
Plans (page 10-2).

Figure 2-7 Overview of Audit Testing workflow
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Action Items Workflow

An Action Items workflow occurs when a GRC Manager user assigns an action to another
GRC Manager user. The item to be acted upon is defined by the user assigning the action.
The following flowchart illustrates how the workflow is structured. For more information
refer to About Action Items (page 12-2).

Figure 2-8 Overview of Action Items workflow
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Issues Workflow

An Issues workflow occurs when an issue has been generated for a business process. The
following flowchart illustrates how the workflow is structured. For more information refer

to About Issues (page 11-2).

Figure 2-9  Overview of Issues workflow
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BASIC APPLICATION OPERATION

OVERVIEW

This section covers the following topics about basic tasks and operations for using
Governance, Risk and Compliance Manager:

Concepts
¢ Security (page 3-2)
+ My Inbox (page 3-3)

¢ Error Screens (page 3-6)

Tasks

« Logging In (page 3-3)

+ Logging Out (page 3-3)

«» Performing a Basic Search (page 3-4)

¢ Performing an Advanced Search (page 3-4)
+ Searching With Additional Fields (page 3-5)
¢+ Searching Using SQL (page 3-5)

«» Setting User Preferences (page 3-6)
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Interface

«» Home Page (page 3-7)

« Home Bar (page 3-10)

«» Menu Bar (page 3-10)

+ Tabs (page 3-10)

« Page Numbers (page 3-12)

«» Page Control Buttons (page 3-12)
¢ Sort Columns (page 3-16)

« Inbox Page (page 3-17)

¢ Search FCD Page (page 3-22)

¢ Filter Criteria (page 3-21)

«» Search Results Page (page 3-32)
+ SQL Search Interface (page 3-31)

«» Preferences Page (page 3-33)

SECURITY

3-2

Security is important in protecting the privacy and integrity of information in

GRC Manager. Security is handled by Oracle Content Server for the documentation
created by GRC Manager and for user accounts enabling users to view, edit, and manage
information in the application.

User accounts, IDs, and passwords are set up in Content Server by the system
administrator, who may or may not be the same person as the administrator for the
application. The administrator also assigns one or more GRC Manager roles to each user
based on a user’s need to work with content and to track activity for compliance. The
GRC Manager administrator manages workflows, organization maps, templates, libraries,
and also can manage business processes and process owner assignments.

Users are required to provide a user ID and password to log in to the content server and to
the application. The security functions allow users to access only assigned functions and
content. Functions that a user is not authorized to access do not appear in the interface for
a user’s account.
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LOGGING IN

To log in to the GRC Manager application, complete the following steps:

1. Open the Internet Explorer browser and enter the URL for the application. Your
system administrator should supply you with the URL for GRC Manager.

The Login page is displayed.

2. Enter your username and password that has been assigned to you by the system
administrator.

3. Click Login.

The Home Page (page 3-7) is displayed.

LOGGING OUT

To log out of the GRC Manager application, complete the following steps:
1. In the application navigation panel, select User—Logout.

A confirmation prompt is displayed.
2. Click OK.

The Login page is displayed.

Note: If Active Directory is used to authenticate users on the Content Server, then the
Logout link is not visible. You can log out by closing the browser.

My INBOX

All users have access to a tray labeled My Inbox, located at the top of the GRC Manager
navigation panel when a user is logged on to the application. To access the contents of the
My Inbox tray, click the tray name. Each user’s Inbox Page (page 3-17) provides
information on all business processes, tests, and issues that are currently assigned to the
user either for action or because the user is the assigned owner of a process. When a
business process, test, or issue is assigned to a user to perform a task (such as reviewing a
process), a link to the item is displayed in a list in the inbox. After a user performs the
action required for the business process, test, or issue, the link in the list is automatically
removed.
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SEARCHING DOCUMENTS
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The search feature within the GRC Manager application performs searches based upon the
descriptive attributes (metadata) of each type of document. This section covers the
following search topics:

¢ Performing a Basic Search (page 3-4)
¢ Performing an Advanced Search (page 3-4)
¢ Searching With Additional Fields (page 3-5)

¢ Searching Using SQL (page 3-5)

Performing a Basic Search

To perform a basic search, complete the following steps:

1. In the Search text box located in the upper right-hand portion of the application user
interface, enter a portion of or all of the document title to search for, then click
Search.

A search is performed on the Title field for any document in the content server.

2. The Search Results Page (page 3-32) is displayed.

@ Note: By default, 200 results are displayed in the search results page.

Performing an Advanced Search

To perform an advanced search, complete the following steps:
1. In the upper right-hand portion of the user interface, click Advanced.
The Search FCD Page (page 3-22) is displayed.

2. From the Document Type drop-down menu, click which specific type of document to
search, or search all documents.

3. Fill in the search criteria page as needed. Valid values, a Directory Search screen, or a
calendar are available where there is an arrow icon located to the right of a search
field. Clicking the arrow displays selection information.
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4. Click Search (located on the upper right-hand and lower right-hand parts of the
Search FCD page).

The Search Results Page (page 3-32) is displayed.
To return to the Search FCD page, perform the following steps:
1. Click New Search for a new search.

2. Click Back to return to the Search FCD page with the previous search values
displayed.

Searching With Additional Fields

Any field can be searched on any document, even if it is not displayed explicitly on the

Search FCD Page (page 3-22). To search for additional fields, perform the following steps:

1. To select a field and value to search for that is not displayed, use the All Other drop-
down menu to select the field to search. The valid values for the field selected (if any)
are displayed.

2. Select a value to populate the search field.

3. Click Search (located on the upper right- and lower right-hand portions of the Search
FCD page.

The Search Results Page (page 3-32) is displayed

Searching Using SQL

To create a search that can use additional logic including AND, OR, (), and other available
Boolean logic, use the Show SQL button.

1. On the Search FCD Page (page 3-22), select the standard criteria to search for,
including any fields that may require additional logic.

2. Click Show SQL.

The WHERE clause for the search is displayed in the SQL Search Interface
(page 3-31).

3. Modify the text as needed to meet the advanced criteria.
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4. Click Search.

The Search Results Page (page 3-32) is displayed. If any of the changes made in the
Show SQL area are invalid, an error message is displayed.

Note: Using the Show SQL feature is only recommended to users who understand
Boolean logic and have a basic understanding of SQL syntax.

SETTING USER PREFERENCES

Users can choose the language in which GRC Manager is displayed in the browser. To
change the language, perform the following steps:

1. Select User—Preferences from the navigation bar.
The Preferences page is displayed.
2. Using the drop-down menu, select a language.

3. Click Save.

ERROR SCREENS

If an error should occur while using GRC Manager, an error screen is displayed. Take
notes on the function and page that you were using prior to receiving the error screen.
Print the screen and forward it along with a description of the work you were performing
to your GRC Manager system administrator for assistance.

Do not continue to re-try the function until the problem has been resolved. In doing so,
you may inadvertently create other problems or cause data to be corrupted.

@ Note: Depending on a user’s permissions, access to the interface can be limited in time. If
you try to perform an action and the allowed period of time has ended, an authorization
error message is displayed.
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This section covers the following topics:

« Home Page (page 3-7)
++ Standard Interface Functions (page 3-9)

« Inbox Page (page 3-17)

¢ Filter Criteria (page 3-21)

+¢ Search FCD Page (page 3-22)

«¢ SQL Search Interface (page 3-31)

¢ Search Results Page (page 3-32)
« Preferences Page (page 3-33)

Home Page

k
‘ORACLE Governance, Risk and Compliance Manager

Huires

My Inbox
Lt Business Processes

L4 tems

¥ Audit Testing

b Management Assessment
b Test Plans

¥ Testing/Monitoring

k Reports

¥ Organization
¥ Libra

VEnecutiveTatks
JExsctivaTasks
N U ——

-
= Praferances
% ILogout icadmin

Welcome to Oracle Governance, Risk & Compliance Manage T

Please select an option from the menw to the left by clicking on the desired link
Many Help

1B

The GRC Manager application uses the Microsoft Internet Explorer (IE) browser to access
and display its pages, functions, and content. No additional client software is necessary to
operate the application. The home page is displayed when a user logs in to the application.

The user interface consists of three areas: a menu bar across the top of the display; a

navigation bar consisting of trays on the left side of the display; and the largest portion

which displays different content pages depending on the tray selection. The trays provide
access to the functions that a user is authorized to perform. Selecting a tray will display the
tray’s interface page or expand the tray to show a list of options. The process of selecting
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trays and options from the highest to the lowest levels is called drilling down. The user
interface enable users to view, create, update and monitor data for business processes.

The following example shows the complete set of standard tray selections provided for the
application. The trays an individual user will see will depend on the user’s permissions.
Also, GRC Manager can be customized so that trays may be labeled different or the tray
selections may be different.

Trays Description

My Inbox View a list of documents currently assigned to the
user. See also Inbox Page (page 3-17).

Business Processes View and manage business processes. See also
Business Processes Interface (page 5-22).

Action Items View and manage action items assigned by users.
See also Action Items Interface (page 12-3).

Audit Testing View and test control documents in business
processes. See also Audit Testing Interface
(page 10-6).

Management Assessment View and assess control documents in business

processes. See also Management Assessment
Interface (page 9-15).

Test Plans View and group control documents in business
processes for audit testing. See also
Testing/Monitoring Interface (page B-13).

Testing/Monitoring This is a legacy feature as of Financial Compliance
Director version 7.7 and GRC Manager version
7.7.1.

View and manage testing of business process
controls. See also Testing/Monitoring Interface
(page B-13).

Reports View and print reports about business processes
and business process documents. See also Reports
Interface (page 13-10).
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Trays Description

Organization View and manage Organization maps, and access
administration tools. See also Organization
Interface (page 4-24).

Library View and manage Master Process Library and

Master Component Library templates. See also
Template and Library Interfaces (page 14-34).

Executive Tasks

View the Dashboard, which provides current and
critical status information about business
processes. See also Executive Dashboard

(page 13-6).

Issues View and manage issues assigned to business
processes. See also Issues Interface (page 11-10).
User »  Setting User Preferences (page 3-6) enable you

to change the language used in the display.
* Log out of the application.

Standard Interface Functions

The following sections describe navigation and activation functions used in pages

accessed via the user interface:
+ Home Bar (page 3-10)

« Menu Bar (page 3-10)

+ Tabs (page 3-10)

+ Page Numbers (page 3-12)

« Sort Columns (page 3-16)

Governance, Risk and Compliance Manager User Guide
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Home Bar

IHum: == Business Processies |

The home bar across the top of the interface displays your navigation path into the
application. You can click on each topic in the navigation path to return to that point in the

interface.
Menu Bar
| Edit | Close | Move Business Proceésses | Copy Process Collechon | Route far Approya [nitiabe Test l'l-‘.l

Menu bar selections are displayed above an Organization map whenever they can be
selected in context with a map, as shown in the following example. Which menu bar
selections are visible, or enabled, depend on the map view and the current action.

Tabs

IEEEEEl Assertions Y Risks T Controls Y Matrix | Action ltems ] Attachments | Issues ] History |

Interface pages can have tabs displayed across the page that enable you to access or enter
additional information about a business process. Each tab’s contents has its own unique
characteristics, depending on the data. If a tab is active, the tab color turns grey. Details are
provided in the individual interface descriptions in this guide. Tabs are labeled depending
on the interface and task.

The following tables lists the available tabs. Which tabs you can view depends on your
permissions, the application, and the status of the business process you are accessing.

Tab Name Description

Basics Specifies basic information about the process,
including owner, description, comments, and so
forth.

Assertions Specifies information about assertions regarding
the status of the financial statements that the
process affects.
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Tab Name Description

Comments Contains comments about the process that were
entered by users.

Risks Specifies information about the risks that affect the
process.

Controls Specifies information about the controls that
mitigate the risks for the process.

Matrix Displays links to documents for assertions, risks,

and controls that have relationships in the process.

Action Items

Specifies information about Action Items for the
process

Process

Displays information about a business process
being assessed for design and operating
effectiveness.

Survey

Contains a link to the third-party survey associated
with the management assessment.

Certification

Contains the certification questions and comments
fields to be completed by the owners and
reviewers.

Attachments

Specifies attached documentation that further
defines and describes the process.

Issues

Specifies information about issues that affect the
accuracy and completeness of the process.

History

Specifies information about past revisions of the
process, and the risks, controls, and so forth that
were a part of the process in the past.

Remediation

Specifies the actions required to remediate issues
for the process. This tab is visible when an issue is
created.
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Tab Name Description

Test Instructions Specifies the test instructions for the process. This
tab is visible when creating a test cover.

Page Numbers

| Page 123 4| |

When a list is displayed on an interface page, a set of numbers appears in the lower left
corner of the page. These numbers depict the total number of pages that make up the list.
You can click on any page number in the list to show the topics for that page.

Page Control Buttons

Close I Revise I Data Collection ] Approval I Initiate Testing | Retire I

Page control buttons will appear whenever they can be selected in context with the topic.
If a control button is not available or is not applicable to the user or the current business
process the button color turns grey or the button is not visible.

The following table provides brief descriptions of the control buttons used in the
application. Which buttons appear on a page or screen depends on the activity being
performed.

Important: Not all buttons appear on all pages or screens. Use this table for reference
purposes only to determine the functionality of a button.

Control Button Description

Add Assertion Creates a new assertion for the selected business
process.

Add Attachment Adds any document that provides additional
instructions, supporting data, or any other
meaningful information.
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Control Button

Description

Add Control Creates a new control for the selected business
process.

Add Action Item Creates a new action item regarding a process and
assigned to a user.

Add from Library Enables component documents to be inserted into
the selected business process from the Master
Component Library.

Add from Template Enables template documents to be inserted into the
selected business process.

Add Issue Creates a new issue for the selected business
process.

Add Risk Creates a new risk for the selected business process.

Add Test Creates a new test instruction document for the
selected control.

Approval Starts an Approval workflow.

Approve Changes Makes the specified changes to a process.

Cancel Cancels the action that was selected. If any changes

were made to a page, a screen will appear requiring
that the changes be accepted or ignored.

Cancel Assessment

Cancels the cover page in the Prepare step for an
Assessment workflow.

Cancel Changes

Cancels changes to the document.

Cancel Action Item

Cancels an Action Items workflow.

Close

Exits the current page and return to the previous
page.

Close Issue

Changes the state of an issue to Closed.

Completed Assessments

Indicates to the Assessment workflow that all
assessments have been completed successfully.
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Control Button

Description

Create Linked Process

Creates a link between a master process and a copy
of the master process.

Data Collection Starts a Data Collection workflow.

Delete Removes the selected subject.

Delete Workflow Deletes the workflow.

Doc History Displays history of previous actions taken upon a
document.

Edit Allows information about the selected subject to be

changed.

Fail Assessment

Indicates to the Assessment workflow that an
assessment has failed.

Hold Issue

Places an issue in a Hold state.

*  Opens a screen from which to select items (for
example, user names or document titles).

*  Opens a screen to display a process profile.

Initiate Assessment

Starts an Assessment workflow, or starts the Owner
Assessment step in an Assessment workflow.

Initiate Testing

Starts a Testing workflow.

Invalid Controls

Confirms that controls in a test cover are not valid.
Displays a confirmation screen for rejecting the
controls included in the test cover. Clicking “Yes”
cancels the test. An issue is generated and the test
status is changed to “Failed.”

Open

Opens the selected unit or process.

Past Revisions

Displays history of previous versions of a
document.
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Control Button

Description

Prepare Assessment

Starts the Management Assessment Wizard for
selecting the types of assessment to perform on a
business process.

Refresh Data Refreshes the page to show current data.

Refresh from MCL Updates component documents in the selected
business process with new information from the
master components in the Master Component
Library.

Refresh from MPL Updates business process document with new

information from the master process in the Master
Process Library.

Required Documentation

Allows templates of the required attachments to be
inserted into the business process.

Restart Workflow Restarts a workflow.

Retire Changes the state of the selected subject to Retired
to denote that it is no longer used.

Revise Allows changes to a business process.

Route For Approval Starts an Approval workflow.

Run Report Creates a report based on the selected subject and
optional selection criteria.

Save Accepts any changes made to a subject. If there is
incorrect data, an error window will appear that
details the errors. Error corrections must be made
before the changes are accepted.

Search Searches for a set of documents.

Shared Linked Locations Shares linked locations between components.
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Control Button Description

Show Filters Displays criteria to filter information.

View Related Documents Displays list of documents related to the primary
document.

Sort Columns

Organization Path Titlew Doc Status Dwner Release Current
|1 4] Date User

If a list is displayed in a page, you can click on column headings to sort the list in either
ascending or descending order. When you sort a column, a small arrow is displayed next to
the column heading, indicating which column has been sorted and in what order

(ascending or descending).
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Inbox for icadmin Quick Help
Please select a document from the list belaw:
Page 1 2 3
Type Organization Path Title State Doc 10 Release Current
Date User
Issue Qrganization - Retired Process  Issue - Retired Cpen SOMO00044 icadmin
Process
Issue Qrganizabion - Design Rewiew  Issue - Test - Design Open S0M000047 icadman
Pracess Review Process
Issue Organization - Data Collection  Issue - Test - Dats Open S0M000051 icademin
Procass Collection Process
Process Organization - Issues Process Collection S0X000041 icadmin
Rejected
Design  Organization - TIM Business TIM Design Review Cpen S0MO00067 icadmin
Process TIM Business Process
Process Orgamzation - New Business Process  Approval  SOX000053 icadman
Rejected
Process Organization - Betty BP 1 using MC Edit SOMO00L25 icademin
Iesus Organization/Templates - Iesue - Tamplate Open S0X000074 icaderin
Ternplate Process Process
Design  Organization/Templates - Dresign Review - Policy Open SOM000076 icadmin
Policy Process Process
Issue Organization/Templates/Master Issue - New MCL Cpen S0XO00-213
Components - New MCL
Page 1 2 3

The tray labeled My Inbox, located at the top of the GRC Manager navigation panel, is
available when a user is logged on to the application. To access the contents of My Inbox
click the tray name. The inbox lists all business processes, tests, issues, and action items
that are currently assigned as tasks for the user. Information about a specific item can be
accessed by clicking the document title.

The following table describes the types of documents that can appear in a user’s inbox, the
possible document states, and the tasks required of the user.

Document Type Document State Description and Tasks

Action Item Open An open action item that is
ready to be acted upon by
the assigned user.

Issue Open An open issue that is ready
to be updated and closed.
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Document Type

Document State

Description and Tasks

Issue

Hold

An issue that has been
placed on hold and is ready
to be updated and closed.

Management Assessment
Cover

Prepare Assessment

An assessment cover
document is ready to be
completed so the
assessment can begin.

Management Assessment
Cover

Owner Assessment

An assessment document is
ready for the process owner
to test the controls and risks
and complete or fail the
assessment.

Test Plan Test Cover

Prepare

A test plan cover for a test
that must be completed
before the test can be
initiated.

Test Cover or Test Plan
Test Cover

Validate

A test run that requires
validating that the process
and control documentation
is correct and up-to-date.

Test Cover or Test Plan
Test Cover

Active Tests

A test run that requires
control testing and test
results entries.

Test Cover or Test Plan

Testing Complete

A test run that has its

Test Cover controls tested and
reported, and requires a
final evaluation for pass/fail
status.

Process Edit A business process that has

been revised and required
either more contribution or
review and approval.
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Document Type

Document State

Description and Tasks

Process

Collection

A business process that is
currently being documented
or having its documentation
updated, and requires either
more contribution or review
and approval.

Process

Collection Rejected

A business process that was
in a Collection state, but the
initial user has rejected the
request.

Process

Approval

A business process that is
currently being reviewed
for accuracy and requires
review and approval.

Process

Approval Rejected

A business process that was
in an Approval state, but
the initial user has rejected
the request.
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The list of business processes, tests, and issues in a user’s inbox is displayed with the

following information:

Column Header

Description

Type

Type of document.

Organization Path

The full path name of an Organization map
including the name of the business process.

Title Title of the process, test, or issue document, and
also an active link. Click the title to access the page
for the process, issue, or test that requires a task be
performed by the user.

State Current state of the document, which can be one of
the following:
* Active Tests
* Approval
* Approval Rejected
*  Collection
* Collection Rejected
+ Edit
*  Open
*  Owner Assessment
*  Prepare
* Prepare Assessment
+  Testing Complete
» Validate.

Doc ID Content ID assigned to the document in the content

SCrver.

Release Date

Date the document was released.

Current User

User currently assigned to the document.
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Filter Criteria

Business Processes for Jenn Jacobson
No Filter Applied
I By
™ By Tith
Al | Status !
I ey [ ey |
Qrganization Crdemhiar
Refresh Data
Please select a pracess from the list balow:
Page 1
Organization Title Doc Status Owner Release Current
Path 1D Date User
ACMESChicage Cash 000048 Relessed Kyle 11/01/2005 J
Disbursements - Brown
Chicago
ACME/Chicago Income Taxes 000056 Inibalized Kyle Oa/08/ 2005 J
Brown

When a list of business processes is displayed on a page, a Show Filters button is also
displayed. The Show Filters button enables users to specify filter criteria to apply to the
list of processes so that only the processes that match the criteria are displayed. Clicking
the Show Filters button expands the page to list the available filter options, which can
differ depending on the type of processes displayed. You can select or enter filter criteria
and click Apply Filter or Refresh Data to display the list of processes that match the filter
criteria. Clicking the Hide Filters button collapses the list to show just the processes.

If a user has SRCH_All Procs authorization, the default (initial) display will not contain
any search results; to see results specify criteria and click the Apply Filter button or simply
click the Refresh data button. If a user has SRCH_ My Procs authorization, the default
display will automatically list all available processes. When you select filter criteria for a
document type, that criteria will continue to be automatically applied for that document
type until your GRC Manager session ends.

@ Note: The filter criteria can be configured by the administrator to change the default

display from all available processes to none. For more information refer to the
Governance, Risk and Compliance Manager Installation Guide.
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For information on specific filter criteria for a specific GRC Manager page see the
interface description for the page. .

Search FCD Page

Search FOD Document Type |41 Tyges - | I |
Qusick Melg
Orgamz ation|Substring =) | 44 Financal Element|substring = [ 44
Procass Tide|Substring =] [ Business Cycla|Substring =] [ 4
Process Owner|Substring =] | “ Test Owner|Substring =] [ 4

Document Title [ Substring =] |

Description | Substring =] |

Al Crthvier | Substring EI |Domment Id d I

Show S0L
Search I

The Search FCD page is displayed when a user performs an advanced search and has
selected a document type from the drop-down menu. Users can specify one or more
criteria to be used in a search of business process documents that match the selected
document type. The criteria fields displayed depend on the type of document selected to
be searched. To access this page click the Advanced link located next to the Search field
at the top of the frame. For more information refer to Searching Documents (page 3-4).

The following table describes all the possible criteria fields for searches. What criteria
fields are displayed for a particular search depends on which document type is selected
from the Document Type menu.
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Feature

Description

Document Type menu

Lists the type of business process documents that is
selected to be searched. Types of documents
include the following:

* All Types
*  Process

* Risk

*  Control

* Assertion

»  Test Instructions

*  Process Test Cover

*  Control Test

* Issue

* Action Item

*  Flowchart Attachment

» Attachment

*  Test Plan Test Cover

»  Test Plan Test

* Management Assessment Cover
*  Control Design Assessment

*  Control Operating Assessment
*  Process Design Assessment

*  Process Operating Assessment
* Risk Design Assessment

* Risk Operating Assessment

Search button

Activates the search of business process documents
based on the criteria specified on the page.
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Feature

Description

All Other menus and field

Specifies a substring and other criteria. Substring
selection also includes Exact, Begins With, and
Ends With. All other criteria include the following:

Document ID
Revision ID

Status: Used for the History tab of a document
and by the content server to manage
documents.

Revision Label
Author

Create date

Release Date

Parent ID

Parent Revision ID
Root ID

Related Doc ID
Related Doc Rev ID

Document State: Used to manage the state of a
document; for example, Initialized or Closed.

Dept Mgmt
SP Team
Fin Team

Display Workflow Initiator

Some fields, such as date fields, may default to an
exact match when a search is performed.
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Feature

Description

Audit Type menus

Specifies a substring and audit type. Substring
selection also includes Exact, Begins With, and
Ends With. Audit Types include the following:

*  Operational
* Financial Reporting

The fields that offer a selection drop-down list for
values are driven from the configuration file, so the
values that you see may vary.

Business Cycle menu and field

Specifies a substring and text to search. Substring
selection also includes Exact, Begins With, and
Ends With. The double arrows can be selected to
display a screen of possible choices to be searched.

Class menu and field

Specifies a substring and control class. Substring
selection also includes Exact, Begins With, and
Ends With. Control class levels include the
following:

+  Key
*  Monitoring
* Secondary

e Subordinate

Description menu and field

Specifies a substring and text in the Description
field of business process documents. Substring
selection also includes Exact, Begins With, and
Ends With. The double arrows can be selected to
display a screen of possible choices to be searched.

Design Effectiveness menus

Specifies a substring and design effectiveness
level. Substring selection also includes Exact,
Begins With, and Ends With. Design effectiveness
levels include the following:

o Effective

» Ineffective
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Feature

Description

Display Workflow Initiator menu
and field

Specifies a substring and workflow initiator by first
and last name. Substring selection also includes
Exact, Begins With, and Ends With. The double
arrows can be selected to display a Directory
Search screen, which can be used to find a first or
last name to specify a user.

Document title menu and field

Specifies a substring and document title. Substring
selection also includes Exact, Begins With, and
Ends With. The double arrows can be selected to
display a screen of possible choices to be searched.

Financial Element menu and field

Specifies a substring and financial element.
Substring selection also includes Exact, Begins
With, and Ends With. The double arrows can be
selected to display a screen showing the financial
element map.

Issue Level menus

Specifies a substring and issue level. Substring
selection also includes Exact, Begins With, and
Ends With. Issue Levels include the following:

*  Material Weakness
» Significant Deficiency
* Deficiency

*  Documentation Only

Issue Originator menu and field

Specifies a substring and issue originator
username. Substring selection also includes Exact,
Begins With, and Ends With. The double arrows
can be selected to display a Directory Search
screen, which can be used to find a first or last
name to specify a user.
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Feature

Description

Issue Remedy Comp Date menu
and field

Specifies a substring and date of completion for an
issue remedy. Substring selection also includes
Exact, Begins With, and Ends With. The double
arrows can be selected to display a calendar, which
can be used to select a date for the search.

Issue Remedy Required menu and
field

Specifies a substring and if an issue remedy is
required. Substring selection also includes Exact,
Begins With, and Ends With.

Issue Type menus

Specifies a substring and issue type. Substring
selection also includes Exact, Begins With, and
Ends With. Issue Types include the following:

¢ Process

» Evaluation

Method menus

Specifies a substring and method. Substring
selection also includes Exact, Begins With, and
Ends With. Objectives include the following:

e Manual

e Automated

Objective menus

Specifies a substring and objective. Substring
selection also includes Exact, Begins With, and
Ends With. Objectives include the following:

* Completeness
* Accuracy

*  Validity

*  Timeliness

*  Security

Organization menu and field

Specifies a substring and organization. Substring
selection also includes Exact, Begins With, and
Ends With. The double arrows can be selected to
display a screen showing the organization map.
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Feature

Description

Process Owner menu and field

Specifies a substring and process owner username.
Substring selection also includes Exact, Begins
With, and Ends With. The double arrows can be
selected to display a Directory Search screen,
which can be used to find a first or last name to
specify a user.

Process Title menu and field

Specifies a substring and business process title.
Substring selection also includes Exact, Begins
With, and Ends With.

Risk Significance menus

Specifies a substring and risk significance level.
Substring selection also includes Exact, Begins
With, and Ends With. Risk Significance selections
include the following:

* 1Low

* 2 Med-Low
* 3 Medium

* 4 Med-High
* 5 High

Risk Type menus

Specifies a substring and risk type level. Substring
selection also includes Exact, Begins With, and
Ends With. Risk Type selections include the
following:

* Financial Fraud

*  Theft of Assets

*  Theft of Services

* Regulatory Compliance

*  Breach of Security
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Feature

Description

Subclass menu and field

Specifies a substring and control subclass.
Substring selection also includes Exact, Begins
With, and Ends With. Control subclass levels
include the following:

* Compensating
» Mitigating
* Redundant

Test Approach menus

Specifies a substring and test approach. Substring
selection also includes Exact, Begins With, and
Ends With. Test Approach selections include the
following:

¢ Manual

e Automated

Test Owner menu and field

Specifies a substring and test owner username.
Substring selection also includes Exact, Begins
With, and Ends With. The double arrows can be
selected to display a Directory Search screen,
which can be used to find a first or last name to
specify a user.

Test Period menu and field

Specifies a substring and test period. Substring
selection also includes: Exact, Begins With, and
Ends With.

Test Process Release Date menu
and field

Specifies a substring and test process release date.
Substring selection also includes Exact, Begins
With, and Ends With. The double arrows can be
selected to display a calendar, which can be used to
select a period of time for the search.

Test Period Start Date menu and
field

Specifies a substring and test period start date.
Substring selection also includes Exact, Begins
With, and Ends With. The double arrows can be
selected to display a calendar, which can be used to
select a period of time for the search.
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Feature

Description

Test Result menus

Specifies a substring and test result. Substring
selection also includes Exact, Begins With, and
Ends With. Test Results include the following:

* None

* Pass

* Fail

» Cancel

Test Type menus
(Test Instructions)

Specifies a substring and test type. Substring
selection also includes Exact, Begins With, and
Ends With. Test Type selections include the
following:

* Inquiry
e Observation
 Examination

e Performance

Test Type menus
(Process Test Cover)

Specifies a substring and test type. Substring
selection also includes Exact, Begins With, and
Ends With. Test Type selections include the
following:

e Test All Processes

»  Test Updated Processes Only

Type menus

Specifies a substring and Type. Substring selection
also includes Exact, Begins With, and Ends With.
Type selections include the following:

e Preventive
e Detective

e Corrective

Show SQL button

Displays a WHERE clause for SQL.

Search button

Activates the search of business process documents
based on the criteria specified on the page.
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SQL Search Interface

Rufresh S0L Hide SOL |
Search | AND LOWER(Cd dDocTe) LIKE (ash® =]
Cntena | ARD LOWERDp S0ADED ayPmcess Ownar = Korown'
H
Seatch

The SQL search interface is used to specify additional logic including AND, OR, (), and
other available Boolean logic in a search of business process documents. To access the
interface, click the Show SQL button on the Search criteria page, which will expand to
include the SQL interface. For more information refer to Searching Using SQL (page 3-5).

Feature Description

Refresh SQL button Refreshes the SQL logic based on changes made to
the search criteria field.

Hide SQL button Hides the SQL search page and displays the Search
criteria page.

Search Criteria field Enter additional SQL logic in this field.

Search button Activates the search of business process documents

based on the criteria specified on the page.
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Search Results Page

Search Results

Document Type Document Title

S0A_BPC

S0A_BRC
SOA_BPC iteve MPL Business

s Businass Proc

SOA_BRC

SOA_BPC Business Process )2

T

S0A_BPC Maw Busingss Process

Mew Search Back
Suick Help

Process Owner Document State
icadrmin Edit

icadmin Released

icadmin Released

icadrmin Released

icadrmin Initialized

icadmin Released

The Search Results page displays the results of a basic or advanced search of business

process documents. This page is accessed by clicking either the Search button or the

Advanced search link at the top of an interface page, then performing a search. For more

information refer to Searching Documents (page 3-4).

@ Note: By default, a maximum of 200 results are displayed in the Search Results page.

Feature

Description

Document Type column

The type of document according to application
designations.

Document Title column

The title for the business process document. Click
the title link to display the document.

Process Owner column

The name of the owner of the business process
document.

Document State column

The current state of the document.

New Search button

Starts a new search of the documents.

Back button

Returns the user to the page where the search was
started.
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Each search result contains links depending on the state of the document and the type of
document. To drill down into a search result, click the appropriate title link or parent
document link button to view the result. The following table describes the search result

links.

Document Types

Title Link

Edit Button

Process, Assertion, Risk,
Control, Test Instruction,
Action Item, Issue, Process
Test Cover, Management
Assessment Cover

Displays the process
document page. The
document can be edited if
the controlling document is
in a state of edit and you are
the current user.

Displays the associated
process definition page. To
edit, click the Revise button
and then go to the
document to edit.

Control Result, Assessment
Result

Displays the process
document page. The
document can be edited if
the controlling document is
in a state of edit and you are
the current user.

Displays the associated test
cover. The document can
be edited if you are the
current user.

Preferences Page

Preferences

Quick Help

save |

|retting for bhir machine)

Languare Override 'EIL'U.iIHI'. I' {A Blark valve will wse the current browser/sysbem

The Preferences page is used to select the language in which the application appears in the

browser. A default value is set by the system administrator. To access this page, select the

User tray and the Preferences link.
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Feature

Description

Save button

Saves the changed language selection and applies it
to the interface.

Cancel button

Cancels the changed language setting.

Language Override Setting menu

Select a language from the menu.
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MANAGING MAPS

OVERVIEW

This section covers the following topics:

Concepts
« About Maps (page 4-2)

Tasks

% Creating Maps (page 4-4)

% Opening a Map in View Mode (page 4-5)

* Moving Processes Within a Map (page 4-6)
«» Copying Processes Within a Map (page 4-7)
+ Sending E-mail to Business Process Users (page 4-9)
+ Opening a Map in Edit Mode (page 4-10)

% Creating a Child Folder (page 4-11)

«» Deleting a Folder (page 4-11)

+ Renaming a Folder (page 4-12)

«» Copying a Folder Structure (page 4-14)

*» Assigning Permissions (page 4-15)

+ Moving a Folder to a Different Position (page 4-16)
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+ Saving Changes to a Map (page 4-16)
¢+ Canceling Changes to a Map (page 4-17)

0

« Starting Workflows From an Organization Map (page 4-19)

Interface

« Organization Tray (page 4-24)

¢ Map View Mode (page 4-25)

+ Map Edit Mode (page 4-27)

«» Copy Process (Single) Page (page 4-29)
s Copy Process (Org Unit) Page (page 4-31)
« Email Message Screen (page 4-33)

« Element Maintenance Page (page 4-34)

« Process Selection Screen (page 4-35)

ABOUT MAPS

A hierarchical data map is a visual representation of the structure of a data field. Maps are
used for top-level management of business process data. Each business process must be
assigned an organization path to a map in order to accurately track, access, and report on
process documentation.

GRC Manager provides three types of maps: organization, audit, and financial. An
organization map must be created before users can create and work with business
processes. The audit and financial maps categorize business processes for reporting
purposes.

Note: The actual names of the map types can vary depending on how a company
implements the application.

Note: For information on configuring the map types see the Governance, Risk and
Compliance Manager Installation Guide.
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Map Type Description

Organization Represents the organizational structure of a
company.

Audit Represents the accounting cycles of a company.

Financial Represents the accounts as tracked for financial
reporting.

An optional fourth hierarchical data map is not configured by default, but a company can
choose to implement a fourth map.

Permission: Only users with the SOAICAdmin (GRC Manager administrator) role or the
SOAGIoballCAdmin (GRC Manager senior administrator) role have permission to create
and manage maps.

Maps can be accessed in two modes:

0/

« Map View Mode—Most users can access a map in View mode to see business
processes associated with a map unit (or folder). Users with the SOABPCreator
(business process creator) role can assign a location in a map when creating a business
process, and (if authorized) can move processes within a map. Administrators can
move or copy processes within a map, send e-mail to business process owners, and
initiate testing and management assessment. See Using Maps in View Mode

(page 4-5) and Creating Maps (page 4-4).

« Map Edit Mode—Only administrators can access a map in Edit mode.
Administrators can create child folders for a business processes, delete or rename a
folder, and copy a folder structure or move a folder in a map. See Using Maps in Edit
Mode (page 4-10) and Copying Processes to another Organization Path (page 4-17).
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CREATING MAPS

4-4

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

Note: The Governance, Risk and Compliance Manager Installation Guide describes the

startup configuration for the three map types. Although you can create more maps of each

type, only one map of each type can be configured for active use in the application.

To create a map, complete the following steps:

1.

Select the Organization tray on the left pane of the application, then select Create
Map.

The Create Map screen is displayed.
Enter a name for the new map in the name field.

Select the type of map (for example, Organization, Financial, Audit) from the “Select
type of map” menu.

Click Create.

A blank map with only one folder is displayed. The name of the map is displayed
above the folder. Underneath the map name, the type of map and current mode (Edit
or View) are displayed. A map is automatically created in Edit mode.

@ Note: A Templates folder is automatically created in an organization map.

10.

To give the folder a meaningful name select the Untitled folder and click Rename in
the top menu bar.

At the user prompt enter the new name for the folder, then click OK.

Create a new child folder within the map by selecting the top folder and then selecting
New Child from the top menu bar.

At the prompt enter a meaningful name for the new folder, then click OK.

Repeat steps 7 and 8 to create as many child folders as needed. You can create child
folders within child folders by selecting a child folder and clicking New Child.

To save your changes to the map, click Save in the menu bar.

The Save Map screen is displayed.
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11. Select Save and check in.

The map page is displayed in Map View Mode (page 4-25).

Note: To cancel the Save Map screen and continue editing the map without saving, click
Return to the map in the screen.

UsING MAPS IN VIEW MODE

Using a map in View mode enables you to view the business processes associated with the
map’s folder, move or copy business processes to other locations in the map, and send
e-mail to users associated with selected processes.

« Opening a Map in View Mode (page 4-5)
* Moving Processes Within a Map (page 4-6)
«» Copying Processes Within a Map (page 4-7)

+ Sending E-mail to Business Process Users (page 4-9)

Opening a Map in View Mode

Using a map in View mode enables you to view the business processes associated with a
map folder. To open a map in View mode, complete the following steps:

1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.

The map is displayed in Map View Mode (page 4-25).

@ Note: Click a folder icon to expand or collapse the folder contents.

3. Double click a folder title. If the folder contains business processes, they are displayed
in a list on the right-hand side of the page.

4. To view a business process, click its title.

The Process Page (page 5-40) is displayed.
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Moving Processes Within a Map

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role, or be
the business process creator, to perform this task.

@

To move one or more business process within a map, complete the following steps:
1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.
The map is displayed in Map View Mode (page 4-25).
3. Double click a folder title to view the business processes in it.
Business processes are displayed in a list on the right-hand side of the page.

4. Select the check box next to each business process you wish to move to another
location in the map. The check box in the title bar for the list of processes enables you
to select or deselect all the business processes.

Note: You can move only those business processes that are set to a document state of
@ Initialized or Released.
5. Select Move Business Processes on the menu bar.
A screen containing a smaller version of the map is displayed.
6. In the screen select the new home folder for the business processes, and click OK.
A confirmation screen is displayed that states that changes cannot be undone.

7. Click Yes to move the business processes, or No to cancel the move.
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Copying Processes Within a Map

Permissior'lz You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.
To copy a business process within a map, complete the following steps:
1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.
The map is displayed in Map View Mode (page 4-25).

3. Double click a folder title to view the business processes in it. Business processes are
displayed in a list on the right-hand side of the page.

4. Select the check box next to the business process you wish to copy to one or more
locations.

@ Note: You can only copy business processes that have a document state of either
Initialized or Released.
5. Select Copy from the menu bar.
The Copy Process (Single) Page (page 4-29) is displayed.

6. To select the locations in the map to which you wish the business process copied, click
the Info icon next to the Copy to locations text box. Copying from or to a template
organization path location is not allowed, so you won't see those elements in the
popup org map selection display.

The organization map is displayed.
7. Select the check box next to all of the locations for the copies.
8. Click OK.
The locations selected are displayed in the Copy to locations text box.

9. Three options exist for copying a business process to determine the users who are
assigned to perform tasks for the process. Select the appropriate action based on the
following definitions:

a. Prompt for owners—This option displays an Owner Selection page for each
location that will receive a copy of the business process. In a later step you will
specify the owner or owners for each copy of the business process.
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b.

Re-use same owners—This option copies the existing owners of the original
business process to each copied process.

Leave owners blank—This option removes any values assigned in the owners
fields for each copied business process. Manual assignment for owners is required
after the copy is complete.

10. To include the following types of related documents for the business process, select
the check box next to Select all related documents:

L]

Assertion

Risk

Control

Test Instruction

Attachment (if enabled)

To view a list of all the related documents that will be copied if you check the Select
all related documents box, click View related documents. To close the list of
related documents, click Hide related documents.

11. To maintain links to Master Component Library (MCL) component source documents
for any MCL linked components, select the Keep source links check box.

12. When ready to copy the business process, click Copy.

Caution: A warning screen is displayed when a process is copied. Once a process is

copied, it cannot be undone.

13. If the Prompt for owners option is selected, you are prompted for the various owners
for the process for each location. To select the owners for the copied business

processes, do the following:

a.

Click the Info icon next to an owner field.

The employee search screen is displayed.

Enter any known information for the employee you want to assign as the process
owner, either in the First Name or Last Name fields, and click Search.

A list of results is displayed.

Click the name of the employee to be assigned to the associated owner field for
the process.

The name is populated into the field.

Repeat this procedure for each of the owners to be assigned to the business
process.
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e. When complete, click Continue to select owners for the next location.
A confirmation prompt is displayed.

Note: If you select Prompt for owners, you can leave all of the fields blank and still click
Continue to copy the process to the location.

@ Note: If you select SKip, then process will not be copied to the specified location, even if
some of the people assignments are filled in. This gives you the option of skipping one
location without having to go back to the beginning and start over with the selection.

f. Click OK.

14. The Copy command can take a while to execute depending on the number of locations
for the copies and number of related documents to be copied. When finished, a Status
screen is displayed with the results of the copy action.

Sending E-mail to Business Process Users

The Send Email option enables a GRC Manager administrator to send e-mail to users
associated with selected business processes. This is useful for short notifications, not
lengthy e-mail messages.

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

@

To send e-mail, complete the following steps:

1. Open an Organization map in View mode and double click a folder to display the
business processes.

2. Using the check boxes, select one or more released business processes.
3. Click Send Email in the top menu bar.
The Email Message Screen (page 4-33) is displayed.

4. Select the users to receive the e-mail. Users can be process owners and test owners
(and control owners, if supported) associated with the selected business processes.

5. Enter appropriate information in the Subject field.

6. Enter the email message in the Body field. The field is limited to 100 characters.
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7.

Click OK.

An e-mail is sent to the selected users.

USING MAPS IN EDIT MODE

4-10

Using a map in Edit mode enables you manage maps to create child folders for a business
processes, delete or rename a folder, and copy a folder structure or move a folder in a map.

Opening a Map in Edit Mode (page 4-10)

Creating a Child Folder (page 4-11)

Deleting a Folder (page 4-11)

Renaming a Folder (page 4-12)

Copying a Folder Structure (page 4-14)

Assigning Permissions (page 4-15)

Moving a Folder to a Different Position (page 4-16)
Saving Changes to a Map (page 4-16)

Canceling Changes to a Map (page 4-17)

Opening a Map in Edit Mode

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

To open a map when in Edit mode, complete the following steps:

1.

Select the Organization tray, then click Open Map.
The Select Map screen is displayed.

Select a map, then click Open.

The map is displayed in Map View Mode (page 4-25).
To edit the map, click Edit in the menu bar.

The map is displayed in Map Edit Mode (page 4-27). You can now make changes to
the map.
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Creating a Child Folder

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

To create a child folder in a map when in Edit mode, complete the following steps:

1.

Select the Organization tray, then click Open Map.

The Select Map screen is displayed.

Select a map, then click Open.

The map is displayed in Map View Mode (page 4-25).

Click Edit in the menu bar.

The map is displayed in Map Edit Mode (page 4-27).

Click a folder title to specify where the child folder will be located.

Click New Child in the menu bar.

A user prompt is displayed with an open field for a name for the new folder.
Enter a name for the new folder, then click OK.

A new child folder is created and the icon and name displayed on the map.
Click Save.

A dialog box is displayed.

Click Save and check in to save the new child folder and check it in to the Content
Server.

To close the map and return to the main page, click Close.

Deleting a Folder

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

Note: If a folder or any of its child folders contain business processes, you will not be
allowed to delete the folder.
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© @

To delete a folder in a map when in Edit mode, complete the following steps:
1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.
The map is displayed in Map View Mode (page 4-25).
3. Click Edit in the menu bar.
The map is displayed in Map Edit Mode (page 4-27).
4. Select a folder to delete.
5. Click Delete in the menu bar.
A confirmation prompt is displayed.
6. Click OK.
All child folders are deleted along with the folder.
7. Click Save.
A dialog box is displayed.
8. Click Save and check in to save the changes and check them in to the Content Server.

9. To close the map and return to the main page, click Close.

Note: A deleted folder and its child folders are in memory exactly the same as when
folders are copied. You can use the Paste option to place a deleted folder in a new location.
After pasting a folder to a new location, the contents are still in memory and can be pasted
in another location.

Renaming a Folder

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

Note: A duplicate folder name cannot be entered at the same tree level. You can enter a
duplicate folder name at a different level in the organization tree. For example, a folder
can have a child folder with the same name.
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Note: Renaming an organization map folder that contains business processes under it
might not be allowed if some processes are not in a Released or Initialized state, or are
locked for testing.
To rename a folder in a map when in Edit mode, complete the following steps:
1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.
The map is displayed in Map View Mode (page 4-25).
3. Click Edit in the menu bar.
The map is displayed in Map Edit Mode (page 4-27).
4. Select a folder to rename.
5. Click Rename in the menu bar.
A prompt is displayed with an open field for the new folder name.
6. Enter the new name for the folder.
7. Click OK.
A confirmation screen is displayed indicating that changes cannot be undone.
8. Click Yes to rename the folder, or click No to cancel the action.
9. Click Save.
A dialog box is displayed.
10. Click Save and check in to save the changes and check them in to the Content Server.

9 Caution: Renaming an organization map folder that contains business processes under it
can take some time while it modifies all the affected processes.

11. To close the map and return to the main page, click Close.
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Copying a Folder Structure

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

Note: Only the folder structure is copied, not the business processes in the child folders.

To copy a folder structure in a map when in Edit mode, complete the following steps:

1.

9.

Select the Organization tray, then click Open Map.

The Select Map screen is displayed.

Select a map, then click Open.

The map is displayed in Map View Mode (page 4-25).

Click Edit in the menu bar.

The map is displayed in Map Edit Mode (page 4-27).

Select a business process folder to copy. All child folders will be copied as well.
Click Copy Folder in the menu bar to copy the folder structure to the clipboard.
The Select Map screen is displayed.

Select a destination in the map by clicking a folder.

Click Paste Folder in the menu bar. You should be able to see the folder structure
located under the destination folder.

After pasting a folder to a new location, the contents are still in memory and can be
pasted in another location.

Click Save.
A dialog box is displayed.

Click Save and check in to save the changes and check them in to the Content Server.

10. To close the map and return to the main page, click Close.

Note: If you try to copy and paste a folder structure at the same level as the original folder,
the copy will be pasted with a different name, because two folders cannot have the same
name at the same level in the map. If this happens, you can rename the copy folder to give

it a meaningful name.
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Assigning Permissions

Organization map folders can be assigned a user who has permission to create new
business processes in specific organization map locations. A user assigned to the map
folder permission should also have the SOABPCreator role in order to have permission to
create business processes. Without the map permission, a SOABPCreator can create a
process, but cannot save it because the user won’t be able to assign an organization path,
which is a required field for saving a process. Only one user (other than the
administrators) can be assigned permission to a specific folder in a map.

@ Note: This task applies only to maps.

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

@

To assign permission to a user for a specific folder structure in a map, complete the
following steps:

1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.

2. Select a map, then click Open.

The map is displayed in Map View Mode (page 4-25).

Click Edit in the menu bar.

The map is displayed in Map Edit Mode (page 4-27).

Select a folder (this automatically includes its child folders).

A

Click Assign Permission in the menu bar.
A Directory Search screen is displayed.

7. On the search screen enter the name of the user you want to assign permission and
select Search.

8. Select the desired name from the search results.
A pop-up window is displayed indicating that the assignment was successful.
9. Click OK.

The assigned user name is displayed in the upper right section of the screen, just
beneath the folder name.
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Moving a Folder to a Different Position

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

To move a folder (and its child folders, but not the business processes) to a different
position under the same parent folder, complete the following steps:
1. Select the Organization tray, then click Open Map.
The Select Map screen is displayed.
2. Select a map, then click Open.
The map is displayed in Map View Mode (page 4-25).
3. Click Edit in the menu bar.
1. The map is displayed in Map Edit Mode (page 4-27).

2. Select the folder you want to move.

3. Click the up or down green arrow in the menu bar to move the folder up one position

or down one position under the same parent folder.

Saving Changes to a Map

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

To save any changes to a map when in Edit mode, including changing the default language

for the map names, complete the following steps:
1. Select Save from the menu bar.

A dialog box is displayed.
2. Click Save and check in.

The map is saved and opened up in View mode.

Note: To cancel the dialog box action and continue editing the map without saving, click

Return to the map.

Governance, Risk and Compliance Manager User Guide



Managing Maps

Canceling Changes to a Map

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.
To cancel changes to a map when in Edit mode, complete the following steps:
1. Select Cancel from the menu bar.
A screen is displayed.
2. Click Undo the check out.

The map is closed without saving any changes.

COPYING PROCESSES TO ANOTHER ORGANIZATION
PATH

Permission: You must have the SOAICAdmin role or the SOAGloballCAdmin role to
perform this task.

@ Note: Only business processes that are in an Initialized or Released state can be copied to
another organization unit.

To copy business processes from one organization path to another organization path,
complete the following instructions:
1. Select the Organization tray.
2. Click Copy Processes.
The Copy Process (Org Unit) Page (page 4-31) is displayed.

3. Specify an organization unit from which to copy processes. Clicking the Info icon will
display a Select Map screen for locating an organization unit.

4. Select an organization unit to receive the copied processes. Clicking the Info icon will
display a Select Map screen for locating an organization unit.
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5. Three options exist to determine the users who are assigned to perform tasks for
processes. Select the appropriate action based on the following definitions:

a. Prompt for owners—This option displays an Owner Selection page for each
location that will receive a copy of a business process. In a later step you will
specify the owner or owners for each copy of the business process.

b. Re-use same owners—This option copies the existing owners of each original
business process to each copied process.

c. Leave owners blank—This option removes any values assigned in the owners
fields for each copied business process. Manual assignment for owners is required
after the copy is complete.

6. To maintain links to Master Component Library (MCL) component source documents
for any MCL linked components, select the Keep source links check box.

7. To view all business processes in the organization unit that will be copied, click View
process list.

A list of all business processes in the organization unit is displayed.

8. Ifyou wish to copy only some of the business processes within the organization unit,
select the check boxes for the processes.

9. When ready to copy the business process, click Copy.

9 Caution: A warning screen is displayed when a process is copied. Once a process is
copied, it cannot be undone.

10. If the Prompt for owners option is selected, you are prompted for the various owners
for the process for each location. To select the owners for the copied business
processes, do the following:

a. Click the Info icon next to an owner field.

The employee search screen is displayed.

b. Enter any known information for the employee you want to assign as the process
owner, either in the First Name or Last Name fields, and click Search.

A list of results is displayed.

c. Click the name of the employee to be assigned to the associated owner field for
the process.

The name is populated into the field.

d. Repeat this procedure for each of the owners to be assigned to the business
process.
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e. When complete, click Continue to select owners for the next location.
A confirmation prompt is displayed.

Note: If you select Prompt for owners, you can leave all of the fields blank and still click
Continue to copy the processes to the organization unit.

S

Note: If you select SKip, then processes will not be copied to the specified organization
unit, even if some of the people assignments are filled in.

©

f. Click OK.

The Copy command can take a while to execute depending on the number of
documents to be copied. When finished, a Status screen is displayed with the results of
the copy action.

STARTING WORKFLOWS FROM AN ORGANIZATION
MAP

Four types of workflows can be started from an organization map: Data Collection,
Approval, Assessment, and Testing. When a workflow is initiated from an organization
map in View mode, it enables a user to select a group of processes from a folder (business
unit), or select all the processes in a folder. Workflows also can be initiated from an open
business process as long as the process meets the criteria for the workflow (for example,
the process is in an Initialized or Released state).

The following topics show how to start a workflow from an organization map for groups
of processes:

«» Starting Data Collection for Multiple Processes (page 4-20)
« Routing For Approval Multiple Processes In a Folder (page 4-21)
« Starting an Assessment for Multiple Processes (page 4-21)

«» Starting a Test Run for Multiple Processes (page 4-23)
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Starting Data Collection for Multiple Processes

Note: A process must be in a state of Released or Initialized to be started into process
collection.

To send multiple business processes through the Data Collection workflow, complete the
following steps:

1. From an organization map select a folder and double click the title to display the list of
processes for that unit. For information about maps refer to About Maps (page 4-2).

2. Select all business processes by checking the box at the top of the process list, or
individually select business processes from the list by checking the boxes located next
to each process title.

3. Click Process Collection.
A confirmation prompt is displayed.

4. Select either Execute recursively Yes or Execute recursively No to indicate whether
or not to start data collection recursively. Selecting recursively means that the
business processes in any subfolders will also be started, otherwise only the business
processes in the selected folder will be started.

5. Click Yes to continue, or No to cancel the request.

If Yes is selected, the business processes are entered into the Data Collection
workflow. A status prompt is displayed to show the processes that have been entered
into the Data Collection workflow. Processes that successfully started are in a state of
Collection

@ Note: If a process did not enter into workflow, check to see if it is a valid process that is in
a state of Initialized or Released and that it has a process owner assigned (the Owner field
in the BP Cover has no entry).

For more information see About Data Collection (page 8-2).
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Routing For Approval Multiple Processes In a
Folder

To route all business processes in a folder for approval, complete the following steps:

1.
2.
3.

From an organization map in View mode select and select a folder.
Double click the folder title to view its business processes.

Select the desired processes by clicking the check box for each process, or click the
check box at the top of the list to select all the processes.

On the menu bar click Route for Approval.
A confirmation screen is displayed.

Select either Execute recursively Yes or Execute recursively No to indicate whether
or not to execute the approval recursively. Selecting recursively means that business
processes in subfolders are also routed for approval; otherwise only business
processes in the selected folder will be routed.

Click Yes to continue or No to cancel.

* If Yes is clicked, a message box is displayed that lists the business processes and
whether or not they were routed for approval.

» Ifaprocess does not have an owner assigned to it (the Owner field in the BP
Cover has no entry), the process does not start. Business processes that are
successfully routed should now be in an Approval state.

For more information see Approval Workflows for <user> Page (page 5-31).

Starting an Assessment for Multiple Processes

@ Note: Business processes must be approved and in the Released state for the Assessment
workflow to be initiated. Management assessment can only be initiated when a process is
not locked by another workflow.

To start an assessment of controls and risks for multiple business processes, complete the
following steps:

1.
2.

Select Organization—Open to open a dialog box and select an organization map.

Select a folder and double click the folder title to display the list of business processes
for that organization unit.
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3. Select individual processes by checking the boxes next to each process title, or select
all the processes by checking the box at the top of the process list.

4. Click Initiate Assessment in the top menu bar.
An Assessment Dialog Box (page 9-25) is displayed.

5. Enter or select information in the screen for filtering the scope of the assessment:
e Period (fiscal)
* Type: Operational, Design, Survey (if available)
¢ Risks to Assess: All Risks, Risks >=n
* Controls to Assess: Key, Monitoring, Secondary, Subsidiary

6. Select a radio button for Yes or No for whether to skip the Preparation step in the
workflow.

e If Yes, the Management Assessment Cover pages (one for each process) will be
sent to the Management Assessment—Assessment Inbox for each process owner.

* If No, the Management Assessment Cover pages (one for each process) will be
sent to the Management Assessment—Preparation Inbox for each process owner.

7. Click Yes to create the Management Assessment Cover Page (page 9-28).

A confirmation prompt is displayed indicating how many assessments have been
created (one for each business process).

8. Click OK.

The assessment documents are entered into the Assessment workflow and an email
notification is sent to the process owners. The processes are now in an Owner
Assessment state, and the assessment documents are automatically assigned the name
of the organization map and a number (in sequential order).

If you click Cancel, the processes are not sent for assessment and the Assessment dialog
box is closed.

Note: If the Assessment workflow did not start, check to see if all the processes are valid

(in the Released state) and that they have assigned process owners.

For more information see About Management Assessment (page 9-3).
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Starting a Test Run for Multiple Processes

@ Note: This is a legacy feature as of version 7.7 of Financial Compliance Director and
version 7.7.1 of GRC Manager.

@ Note: A business process must be in the Released state for the Testing workflow to be
initiated.
To start a test run for multiple business processes, complete the following steps:

1. From an Organization map, select a folder and double click the folder title to display
the list of business processes for that unit.

2. Select individual processes by checking the boxes next to each process title, or select
all the processes by checking the box at the top of the process list.

3. Click Initiate Testing.
The Multiple Processes Test Run Screen (page B-23) is displayed.
4. Enter or select information for the fields in the screen.
5. Select Yes or No for Recursive testing.
6. Click Yes.

A confirmation prompt is displayed.

* Ifyou click Yes, the processes that are available for testing are entered into the
Testing workflow. A status screen is displayed to show the processes that are now
in the workflow.

» Ifyou click Cancel, the process is not sent for testing and the Test Cover page is
closed.

@ Note: If the Testing workflow did not start for a business process, check to see if it is a
valid process that is in the Released state and that it has an assigned process owner and test
owner.

For more information see About Testing Business Processes (page B-2).
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ORGANIZATION INTERFACE

This section describes the Organization tray and its options:
« Organization Tray (page 4-24)

+ Map View Mode (page 4-25)

+« Map Edit Mode (page 4-27)

«» Copy Process (Single) Page (page 4-29)

« Copy Process (Org Unit) Page (page 4-31)

« Email Message Screen (page 4-33)

« Element Maintenance Page (page 4-34)

¢ Process Selection Screen (page 4-35)

Organization Tray

The Organization tray provides access to maps that represent the hierarchical structure of
data in GRC Manager, organized by finance, accounting cycles, and company
organization. It enables users to drill down to the various business processes that are
mapped to those organization structures, and to initiate specific workflows. For

GRC Manager administrators, the Organization tray also provides access to management
functions for editing maps, copying business processes, and sending e-mail to process

owners.
Organization Options Description
Open Map Displays the Select Map screen, which lists
available maps. Select a map to open it.
Create Map Displays the Create Map screen, used to name a

new map and select the type of map to create (for
example, Organization, Financial, Audit, Legal).
This option is available only to users with
permission to create maps.
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Organization Options Description

Copy Processes Displays the Copy Process (Org Unit) screen, used
to specify a business process to copy from one
Organization unit to another Organization unit.
This option is available only to users with
permission to copy processes.

Maintain Processes Displays the Element Maintenance page, used to
add or remove elements from the Financial and
Cycle map fields of one or more business
processes. This option is available only to
Governance, Risk and Compliance Manager
administrators.

Configuration Admin Displays the Configuration Administration Page
(page A-14), used to manage lists, fiscal periods,
control labels, and custom fields in the application
configuration. This option is available only to
Governance, Risk and Compliance Manager
administrators.

Map View Mode

Organization Qrganization

OrgarmEatmn - Visw

Current language of the map
Ernglsh® :“ St Default | The default language will be displayed when local translation is not availahle,

= Organization £J Dag I Title Dogument Stale

D 000331 Released

Maps in View mode are used to access and manage hierarchical data structures (such as
organization, financial, and audit maps), which are used to organize business processes.
Depending on a user’s permissions, an organization map can be used to initiate certain
workflows for business processes, and a map in View mode can be used to copy and move
business processes within a map.
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If additional maps have been created, only the map configured for application use can be
used to perform actions on business processes. Additional maps might be created when a
modified map is being prepared for use.

To access an existing map, select the Organization tray, then the Open Map option. A pop-
up screen enables users to select from a list of existing maps, and the selected map is
automatically opened in View mode. To view business processes within a map, double
click the title of a folder within a map. For more information refer to Opening a Map in

View Mode (page 4-5).

Feature

Description

Edit menu item

Changes the state of one or more selected business
processes to Edit, so the processes can be changed.

Close menu item

Closes the organization map view.

Move Business Processes menu
item

Moves selected business processes from one
location in the organization map to another
location in the map.

Copy menu item

Copies selected business processes from one
location in the organization map to other locations
in the map.

Send EMail menu item

Displays a page that can be used to send email to
predefined users based on the map and business
process:

*  Process owner
e Test owner
*  Control owner (if enabled)

This menu item is available only from an
organization map in View mode.

Data Collection menu item

Initiates a Data Collection workflow for selected
business processes. This menu item is available
only in an organization map.

Route for Approval menu item

Initiates an Approval workflow for selected
business processes. This menu item is available
only in an organization map.
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Feature

Description

Initiate Testing menu item

Initiates a Testing workflow for selected business
processes. This menu item is available only in an
organization map.

Initiate Assessment item

Initiates a Management Assessment workflow for
selected business processes.

Map title

Title of the map, followed by the mode: View or
Edit.

Current language of the map menu

If available, you can change the language in which
maps are displayed by selecting a language from
the menu. The default language will be used when
the local translation is not available. To specify the
default language for map names, go to Edit mode
and use the Set Default button.

Folders column

Icons representing the folder structure and names
in the map.

Doc ID column

Content identification number for a document.

Doc Title column

Title of a business process.

Doc State column

Current state of a business process.

Map Edit Mode

Organization
Dngamzation - Edit

Current language of the map
English® =] set Default |Th¢~ default language will be displayed when local translation is not available.

Orgamzatgr

-l Organization

Doc ID  Title Document State

Qo331 Steve Busness Process Released

Maps in Edit mode are used to manage hierarchical units (also called folders) within an

organization. To access an existing map, select the Organization tray and the Open Map
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option. A pop-up screen enables users to select from a list of maps, and the selected map is

automatically opened in View mode. To edit a map, click Edit in the menu bar. For more
information refer to Using Maps in Edit Mode (page 4-10).

When creating a new map, a pop-up screen enables users to name the new map and select
the type of map, which is then displayed in Edit mode. For more information refer to

Creating Maps (page 4-4).

Feature

Description

New Child menu item

Creates a new child folder under the selected
folder.

Delete menu item

Deletes a selected folder.

Rename menu item

Renames a selected folder.

Copy Folder menu item

Copies a selected folder and its child folders.

Paste Folder menu item

Pastes a copied folder and its child folders in
another location in a map.

Assign Permission menu item

Assigns business processes creation permission for
a folder to the specified user. Process creation
permission must also be assigned to the user by
adding the SOABPCreator role to that user.

This menu item is available only to users who are
authorized to assign permissions.

Up arrow

Moves a selected folder up in the order of folders
in a parent folder.

Down arrow

Moves a selected folder down in the order of
folders in a parent folder.

Save menu item

Saves changes to a map and its folders.

Cancel menu item

Cancels changes to a map and its folders.

Map title

Title of the map, followed by the map mode: View
or Edit.
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Feature

Description

Current language of the map menu

If available, you can change the language in which
maps are displayed by selecting a language from
the menu. The default language will be used when
the local translation is not available. Use the Set
Default button to specify the default language.

Folders column

Icons representing the folder structure and names
of the organization map.

Doc ID column

Content identification number for a document.

Title column

Title of a document.

Doc State

Current state of a document.

Copy Process (Single) Page

Copy Process (Single )

Ouick Help

Process: Design Review Process
From location: Organization

Copy to
locations:

) Prompt for owners

» Re-use same owners

= L]

=

" Leave owners blank

I™ Select all related documents (4ssertions, Risks, Controls, Test Instructions)
F keep source inks (if any components originated from Master Library update when modified)

Type Title

Rigk Frawd Risk
Caontral Monitoring Contral
Tast Template Test Instructions
Assartion

Dresign Review Assertion

Hide children documents |
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The Copy Process (Single) page is used to copy a business process to one or more

locations within an organization map. To access this page, open an organization map,

select a business process, and select Copy Process from the menu bar. For more

information refer to Copying Processes Within a Map (page 4-7).

Feature

Description

Process heading

Title of the business process to be copied.

From location heading

Organization path name for the business process to
be copied.

Copy button

Copies the process to the specified locations. A
warning screen is displayed regarding the copy
process. Once a process is copied, it cannot be
undone.

Copy to locations field

The location or locations in a map to which the
business process will be copied. To select the
location paths from the organization map, click the
Info icon to the right of the field. Copying from or
to a template organization path location is not
allowed, so you won't see those elements in the
popup organization map selection display.

Prompt for owners check box

Specifies that the user is prompted to specify an
owner for each copy of the business process.

Re-use same owners

Specifies that each copy of the business process is
assigned the same owner as the original process.

Leave owners blank check box

Specifies that no owners are assigned to the copies
of the business process.

Select all related documents check
box

Includes the following types of related documents
for the business process:

e Assertion
« Risk
*  Control

e Test Instruction
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Feature Description

Keep source links check box Maintain the source links for components that are
linked to the Master Component Library.

View related documents button Displays a list of related documents grouped by
document type and title.

Hide children documents Hides the list of related documents.

Copy button Copies the business process to the specified
locations. A warning screen is displayed regarding
the copy process. Once a process is copied, it
cannot be undone.

Copy Process (Org Unit) Page

Copy Process {Org Unit)

Org unit to copy From: | J
Org unit to copy to: | J
* Prompt for owners ' Re-use same owners ' Leave owners blank

W keep source links (if any components onginated from Master Library update when modified)

The Copy Process (Org Unit) page is used to copy one or more business processes from
one organization path to another organization path. To access this page, select the
Organization tray, then click the Copy Processes link. For more information refer to
Copying Processes to another Organization Path (page 4-17).
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Feature

Description

Copy button

Copies the business processes to the specified
organization unit. A warning screen is displayed
regarding the copy process. Once the processes are
copied, it cannot be undone.

Org unit to copy from field

Organization unit from which to copy business
processes. To select a path from the organization
map, click the Info icon to the right of the field.

Org unit to copy to field

Organization unit to which the business processes
are copied. To select a path from the organization
map, click the Info icon to the right of the field.

Prompt for owners radio button

Specifies that the user is prompted to specify an
owner for each copy of a business process.

Re-use same owners radio button

Specifies that each copy of a business process is
assigned the same owner as the original process.

Leave owners blank check box

Specifies that no owners are assigned to the copies
of the business process.

Keep source links check box

Maintains the links in business processes using
source components (if any) in the Master
Component Library, so that updates to library
components are propagated to the linked
components.

View process list button

Displays a list of source business processes
affected by the copy action. The list contains only
processes that are in a state of Initialized or
Released.

Copy button

Copies the business processes to the specified
organization unit. A warning screen is displayed
regarding the copy process. Once the processes are
copied, it cannot be undone.
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Email Message Screen

EMail Message Quick Help
To: ™ Process Cremer ™ Test Cramer
Subject: |
=
Body:
ok | cancel | -

The Email Message screen is used to send email to selected categories of users based on
an organization map and its business processes. To access this screen, select Send Email
from the top menu bar on an Organization map in View mode. For more information refer

to Sending E-mail to Business Process Users (page 4-9).

To field

Select the check box or boxes for the
categories of users who will receive the
email:

¢ Process owner
¢ Test owner

*  Control owner (if supported)

Subject field

Enter a subject line for the email.

Body field

Enter an email text message.

OK button

Sends the email message to the selected user
categories.

Cancel button

Cancels the email message and closes the
screen.
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Element Maintenance Page

Element Maintenance Quick Help
Maintenance Type & Finandal © Cycde
Elements to Add: =] J
Elements to Remove: =1 j
Select Processes | Update |
Update

The Element Maintenance page is used by administrators to add or remove elements for
financial or accounting cycle maps. To access this page, select the Organization tray and
click the Maintain Processes link.

Feature Description

Maintenance Type radio button Specifies which field of the selected processes to
modify.

Elements to Add field Specify elements of the selected map type to add to

the associated field of the selected processes. To
view a list of elements click the Info icon to the

right of the field.

Elements to Remove field Specify elements of the selected map type to
remove from the associated field of the selected
processes. To view a list of elements click the Info
icon to the right of the field.

Select Processes button Displays a screen for selecting business processes
to be affected.

Update button Updates the fields on the selected processes with
the specified changes.
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Process Selection Screen

Process Selection

Qujick Halp

Cancel I

By Cycle: |

By Ong Urit: |

By Tith |
By Element: |

Search

The Process Selection screen is used to select business processes to be affected by the
change in elements specified on the Element Maintenance page. To access this screen,
click the Select Processes button on the Element Maintenance Page (page 4-34).

Control Group Features

Descriptions

Cancel button

Cancels any changes and closes the screen.

By Cycle field Specify an accounting cycle for search criteria.
By Org Unit field Specify an Organization unit for search criteria.
By Title field Specify a business process title for search criteria.
By Element field Specify an element for search criteria.

Search button

Displays a list of processes that match the criteria.

List information includes the organization path and

process title.

Apply button

Applies the selected business processes to the list
of processes to update on the Element Maintenance

page.
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MANAGING BUSINESS PROCESSES

OVERVIEW

This section covers the following topics about managing business processes in the
Governance, Risk and Compliance Manager application:

Concepts

« About Business Processes (page 5-3)

« Business Process Documents (page 5-3)
« Business Process Life Cycle (page 5-4)
« Edit Workflow Overview (page 5-11)

¢ When to Use Attachments (page 5-15)

Tasks

«» Creating a Business Process (page 5-5)

+ Adding Assertions (page 5-6)

+ Adding Risks (page 5-7)

+ Adding Attachments (page 5-8)

+» Adding Reviewers (page 5-8)

% Adding Management Assessment Reviewers (page 5-9)

«» Revising Processes (page 5-12)
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«» Revising Assertions (page 5-12)

+ Revising Risks (page 5-13)

«» Revising Controls and Test Instructions (page 5-13)
+» Revising Attachments (page 5-13)

«» Revising Reviewers (page 5-13)

+ Retiring Business Processes (page 5-14)

+ Adding an Attachment (page 5-17)

+» Revising an Attachment (page 5-20)

« Retiring Attachments (page 5-21)

% Using Templates (page 5-21)

Interface

« Business Process Tray (page 5-22)

« Business Processes for <user> Page (page 5-24)
+ Released Processes for <user> Page (page 5-25)
% Retired Processes Page (page 5-27)

+«» Edit Workflows for <user> Page (page 5-28)

% Collection Workflows for <user> Page (page 5-29)
« Approval Workflows for <user> Page (page 5-31)
« Business Process Page (page 5-32)

+¢+ Basics Tab (page 5-37)

% Process Page (page 5-40)

« BP Assertion Page (page 5-43)

«»  Assertion Page (page 5-44)

¢+ Assertions Tab (page 5-47)

+ Matrix Tab (page 5-48)

+» Directory Search Screen (page 5-49)

+¢ Attachments Tab (page 5-51)
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«» Attachment Screen (page 5-52)
¢+ History Tab (page 5-55)

ABOUT BUSINESS PROCESSES

A business process is a documented policy or activity that must be monitored to ensure
compliance with the Sarbanes-Oxley Act of 2002 (also referred to as SOX). Business
processes are essential for tracking required information. All business processes are linked
to units (folders) in organization maps. For example, a business process document can be
created for a payroll unit in the organization map, and the process will contain documented
information on assertions, risks, controls, attachments, and test instructions. The user who
creates or owns the business process can specify assertions, risks, controls, test
instructions, and file attachments. Reviewers can review and approve the information, and
testers can test the controls and save the test results in the business process documentation.
All the information is tracked through the business process, which is linked to a unit in a
map. When a user creates a report, the documents stored and tracked for an organization’s
business processes are searched to compile the required information.

Additional information is provided in these topics:
+¢+ Business Process Documents (page 5-3)

++ Business Process Life Cycle (page 5-4)

Business Process Documents

A business process tracks information using documents for the following types of
information:

< Assertion—A statement about the status of the financial statements that a business
process affects. For more information refer to Creating a Business Process (page 5-5).

« Risk—A negative impact that may occur for a given business process. For more
information refer to Chapter 6 (Managing Risks).

«» Control—A control point on a given business process set in place to mitigate a
specific set of risks for that process. For more information refer to Chapter 7
(Managing Controls).

«» Issue—A concern about a given business process or risk that can cause a business
process Remediation workflow to be initiated. For more information refer to Chapter
11 (Managing Issues).
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Attachment—Any file type allowed by the Windows operating system that becomes
part of a business process’s definition. For more information refer to Using
Attachments (page 5-15).

Assessment—A management assessment of the design and operational effectiveness
of a business process, its controls and risks. For more information refer to Chapter 9

(Assessing Business Processes).

Action Item—An action assigned by a user to another user regarding a specific
business process. For more information refer to Chapter 12 (Managing Action Items).

Business Process Life Cycle

The life cycle of a business process includes these basic stages:

1.

A GRC Manager administrator or business processor creator creates a business
process, documenting assertions, risks, controls, test instructions, attaching
appropriate files, and assigning workflow reviewers for the process.

The business process is sent through a Data Collection workflow, where the process is
routed to the process owner and reviewers to examine and to add or edit the
documentation and provide data.

The business process owner revises the process documentation based on reviewer
feedback. The owner then sends the process through an Approval workflow, where
the process is routed to reviewers to approve or reject the process. When the process is
approved, it is released into the system and becomes active.

The business process is sent through a Testing workflow to test the controls for the
risks associated with the process. If revisions to the process are necessary, then the
process is sent through an Approval workflow.

The business process owner can send a process through an Assessment workflow,
where the process and its controls and risks are reviewed and, if appropriate, modified
to improve its design and operational effectiveness.

If a business process or parts of a process become obsolete, the process owner or
GRC Manager administrator can retire a process or certain process documentation.
The process documentation remains in the system, but the process is no longer
actively used to track information.

Workflows can be initiated for reasons and at times not included in this general life cycle

description. For example, a process test could result in an issue that the process owner

would remediate, then the process owner could initiate an Approval workflow for the
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revised process or initiate an Assessment workflow because the revised process has
changed significantly.

CREATING BUSINESS PROCESSES

@

The procedures in this section describe how to create a business process document and its
associated documents.

Note: You can use templates for creating business processes and attachments. For
information refer to Using Templates (page 5-21).

This section covers the following topics:

« Creating a Business Process (page 5-5)

+ Adding Assertions (page 5-6)

+ Adding Risks (page 5-7)

+ Adding Controls and Test Instructions (page 5-7)
+ Adding Attachments (page 5-8)

* Adding Reviewers (page 5-8)

Creating a Business Process

To add a new business process to an organization map, complete the following steps:

Note: Only users with the role of administrator or SOABPCreator have permission to
create a business process. An SOABPCreator must have permission to create business
processes in specific organization paths. To assign an SOABPCreator such permission, an
administrator must edit the organization map. For more information refer to Assigning
Permissions (page 4-15).
1. Select the Business Processes tray, and click Add New Process.

The Business Process Page (page 5-32) is displayed with the Basics tab enabled.

2. Enter a title for the new business process.

3. Select the organizational location for the business process by clicking the Info icon
located next to the Organization Path text box.

The Organization map screen is displayed.
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4. Select a location by navigating the organization map and clicking the appropriate
location folder.

5. Click OK.

6. Enter appropriate information for the fields in the Basics tab. See Basics Tab
(page 5-37).

@ Note: The COSO component and category fields refer to internal controls established by
The Committee of Sponsoring Organizations of the Treadway Commission and used in
Governance, Risk and Compliance Manager. For more information refer to the
http://www.coso.org website.

7. When finished, click Save.

The business process is entered into the system.

@ Note: To undo the changes, click Cancel. If you click Close before you click Save, you
are prompted to save any changes before the business process document is closed.

8. Click Close.

After a business process is saved, additional process tabs are available for use (Risks,
Controls, Matrix, Issue, and so forth). To revise information click Edit and then make
the desired changes.

@ Note: For all supporting business process documentation, the appropriate tab must be
visible in order to contribute information, and the business process must be in a state
where it can be edited. A Released business process and its associated documentation
cannot be changed. For more information on changing a business process refer to Revising
Business Processes (page 5-11).

Adding Assertions

A business process normally contains one or more assertions about the integrity and status
of the financial statements that the process affects. Assertions are part of the overall
evaluation of a process, including review of the controls and how they mitigate the
documented risks for a process. For example, assertions can be made that financial assets
exist and that financial transactions have occurred and been recorded during a period of
time. Assertions can be grouped in the following general categories: existence or
occurrence; completeness; valuation or allocation; rights and obligations; presentation and
disclosure.
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To add an assertion to a business process, complete the following steps:

1. Verify that the business process is in one of the following states: Initialized, Edit, or
Collection.

2. Open the business process and click the Assertions Tab (page 5-47).

A list of assertions for the process is displayed. If there are no assertions, the list will
be empty.

3. Click Add Assertion.

The BP Assertion Page (page 5-43) is displayed with the Basics and Comments tabs
enabled.

4. Enter a title for the assertion.
5. Enter a description of the assertion for the specific process.

6. Click Save.

» If'some fields are required and have not been filled in, a message will be displayed
informing you what fields are required.

* Ifrequired fields have been filled in, or there are no required fields, the assertion
is entered into the system.

7. Click Close.

@ Note: To edit information on the Basics or Comments tabs, click Edit and then make the
desired changes.

Adding Risks

A risk is a negative impact to an organization that can occur because of a specific business

process. Risks also provide the basis for identifying controls that mitigate damage that
could be caused by the risks. Each risk for a process must be entered into a risk document
associated with the process. Refer to Chapter 6 (Managing Risks) for information on how
to add risks to a business process.

Adding Controls and Test Instructions

A control mitigates a specific risk or set of risks for a business process. Each control for a
process must be entered into a control document associated with the process. A test
instruction document defines how to test a control for accuracy and validity, and to verify
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that the control functions as documented. Refer to Chapter 7 (Managing Controls) for
information on how to add controls and control test instructions to a business process.

Adding Attachments

Attachments are document files that can be added to a business process or its related
definitions or instructions. Refer to Using Attachments (page 5-15) for information on
how to add attachments to a business process.

Adding Reviewers

Reviewers are users who can review—and approve or reject—information in or changes
made to a business process when the process is sent through a workflow (such as Data
Collection and Approval). Reviewers can be assigned when a business process is created
or when it is revised. A business process can be reviewed by several users who represent
different perspectives of a business process, such as users who can provide relevant data,
users who represent management, users who test the business process controls, and users
who verify that the business process is in compliance with assertions and an organization’s
objectives.

If reviewers have been configured by the administrator to be available for assignment,
their names can be assigned and displayed in the Approvals fields on the Basics tab of the
business process. Ask your system administrator or knowledge owner for more details on
your specific reviewer requirements.

To assign reviewers to a business process, complete the following steps:
1. Verify that the business process is in a state of Initialized, Edit, or Collection.
2. Open the business process and click the Basics Tab (page 5-37).

Any assigned workflow reviewers are displayed by user name in the Approvals
section of the Basics page. If there are no available reviewers, the Approvals fields are
empty.

3. Click Edit.
The Basics tab is enabled for editing. See Basics Tab (page 5-37)

4. Click the Info icon next to the Approvals step to assign one or more workflow
reviewers.

The Directory Search Screen (page 5-49) is displayed.
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5. Enter criteria for the reviewer’s last or first name. If a group is to be assigned as
workflow reviewers, enter information within the Group entry box.

@ Note: The Group box does not support partial name searches unless a wild card character
is included in the partial name. Special conditions apply if Governance, Risk and
Compliance Manager is implemented with Active Directory and group aliases are used.

6. Click Search.

A list of available users or groups is displayed.
7. Select the user or group to be assigned.

The user or group is listed in the appropriate Approval field.
8. When you are finished selecting reviewers, click Save.

The approved reviewers are entered into the system.

9. When you are finished with the business process, click Save to save the changes or
click Cancel to undo the changes. If you click Close you are prompted to save your
changes and then the document is closed.

@ Note: To edit information on the Basics tab, click Edit and then make the desired changes.

@ Note: Group assignment is configured as part of the Governance, Risk and Compliance
Manager implementation.To find out how your organization has been configured, contact
your system administrator or knowledge owner.

Adding Management Assessment Reviewers

Reviewers and executive reviewers for management assessments are users who can
review assessments of business process controls and risks, and approve or reject the
certification of the assessment. Reviewers can be assigned when a business process is
created or revised, or when an assessment cover is created. The objective of management
assessment reviewers is to certify that the controls and risks in the selected processes are
in compliance with operating effectiveness and risk mitigation (meets company
objectives).
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To assign management assessment reviewers to a business process, complete the

following steps:

1.
2.

Verify that the business process is in a state of Initialized, Edit, or Collection.
Open the business process and click the Basics Tab (page 5-37).

Any assigned workflow reviewers are displayed by user name in the Management
Assessment section of the Basics page. If there are no available reviewers, the
Management Assessment reviewer fields are empty.

Click Edit.
The Basics tab is enabled for editing. See Basics Tab (page 5-37)

Click the Info icon next to the Management Assessment fields to assign one or more
workflow reviewers.

The Directory Search Screen (page 5-49) is displayed.

Enter criteria for the reviewer’s last or first name. If a group is to be assigned as
workflow reviewers, enter information within the Group entry box.

Note: The Group box does not support partial name searches unless a wild card character

is included in the partial name. Special conditions apply if GRC Manager is implemented
with Active Directory and group aliases are used.

6.

Click Search.

A list of available users or groups is displayed.

Select the user or group to be assigned.

The user or group is listed in the appropriate reviewer field.
When you are finished selecting reviewers, click Save.

The approved reviewers are entered into the system.

When you are finished with the business process, click Save to save the changes or
click Cancel to undo the changes. If you click Close you are prompted to save your
changes and then the document is closed.

Note: To edit information on the Basics tab, click Edit and then make the desired changes.

Note: Group assignment is configured as part of the GRC Manager implementation.To

find out how your organization has been configured, contact your system administrator or

knowledge owner.
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REVISING BUSINESS PROCESSES

When a business process or its risks, controls, test instructions, or attachments change, the
business process owner or the GRC Manager administrator can revise the business process
to change any of its supporting attributes or documentation. Documentation that can be
changed includes assertions, risks, controls, test instructions, and attachments. When a
business process is changed, it can be sent through the Process Approval workflow to be
evaluated and approved by reviewers.

This section covers the following topics:

« Edit Workflow Overview (page 5-11)

% Revising Processes (page 5-12)

«» Revising Assertions (page 5-12)

+ Revising Risks (page 5-13)

« Revising Controls and Test Instructions (page 5-13)
% Revising Attachments (page 5-13)

« Revising Reviewers (page 5-13)

Edit Workflow Overview

When a business process is revised, it can be routed (through the Edit workflow) to
reviewers for risk assessment, control evaluation, and compliance evaluation. Reviews are
performed by selected users and by a compliance representative to determine if the
changes that have occurred pose a risk to the various compliance-related policies.

Figure 5-1 Overview of Edit workflow

Im— = | Routsd for
- outed for
Revision by I Routed o | | Compliance | Complete
User |:\,> Reviewers [ ‘:|,> ) | ‘:,|>
| i | Review

The prerequisites to revising a business process are the following:
% A business process that is in a state of Released
+ An assigned process owner

%+ Appropriate security rights
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Note: As a business process is being revised, its state changes from Released to Edit. If a
supporting document requires changes, the user must first open the business process and
click the Revise button before documentation can be changed.

Revising Processes

To revise a business process, perform the following steps:
1. Verify that the business process is in a Released state.
2. Open the business process and click Revise.

If the Revise button is not visible, either security is preventing revisions of the
business process, or the process is locked for testing or modification. If the business
process is available, it is displayed with the Edit button enabled.

3. Click Edit to enable editing of business process attributes.

4. Fill in the appropriate attribute information. For descriptions of fields refer to Process
Page (page 5-40).
5. Click Save.

* If some fields are required and have not been filled in, a message is displayed
informing you what fields are required.

* Ifall required fields are filled in, then the information is saved to the system.

Note: To enter additional information about attributes, click Edit to enable the attributes
on the Basics tab. When you are finished making changes, click Save to save the changes,
or click Cancel to undo the changes. Clicking Close will prompt you to save any changes,
and then the document is closed.

Revising Assertions

To revise an assertion for a business process, complete the following steps:
1. Open the business process and click the Assertions tab.

A list of assertions for the business process is displayed. If there are no assertions, the
list is empty.

2. Click the assertion title you want to edit.

The BP Assertion Page (page 5-43) is displayed as a read-only page.
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3. Click Edit.
The Assertion page is displayed with the Basics and Comments tabs enabled.

4. Edit the assertion information. For a description of the fields refer to BP Assertion
Page (page 5-43).
5. Click Save.

* Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

*  Click Cancel to undo the changes.

*  Clicking Close will prompt you to save any changes, and then the document is
closed.

Revising Risks

For information on how to revise risks for a business process refer to Chapter 6 (Managing
Risks).

Revising Controls and Test Instructions

For information on how to revise controls and control test instructions for a business
process refer to Chapter 7 (Managing Controls)

Revising Attachments

For information on revising file attachments for a process refer to Using Attachments
(page 5-15).

Revising Reviewers

To revise the list of reviewers assigned to a business process and used in workflows for the
business process, complete the following steps:

1. Select and open a business process.
2. Verify that the business process is in a state of Edit.
3. Click the Workflow tab.

A list of available reviewers for workflows is displayed in the Approvals section.
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4. Click Edit.
The Workflow tab is enabled for editing.

5. Click the Info icon next to an Approval step to revise the workflow reviewer
assignment.

The Directory Search Screen (page 5-49) is displayed.

* Ifyou want to add reviewers, enter criteria for a user’s last or first name. If you
wish to assign a group, enter partial or full information within the Group entry
box. Click Search. A list of available users or groups is displayed. Select the user
or group to be added. The user or group is assigned into the appropriate Approval
field.

* Ifyou want to delete reviewers, click Clear Entry.
6. When finished revising reviewers, click Save.
The reviewer changes are entered into the system.

@ Note: If you click Close without clicking Save first, you will be prompted to save any
changes, and then the document is closed.

@ Note: Group assignment is configured as part of the Governance, Risk and Compliance
Manager implementation. See your system administrator or knowledge owner to find out
how your organization has been set up.

RETIRING BUSINESS PROCESSES

A business process can be retired if it is no longer useful or valid for tracking information.
When a process is retired, the process documentation and history are maintained
permanently, however, the process status is changed to Retired. Only users with
permission can retire a business process.

To retire a business process complete the following steps:

Permission: You must have the SOAICAdmin role, the SOAGloballCAdmin role, or be
the process creator or owner to perform this task.

1. Open the business process to be retired.
2. Click Retired.

A confirmation prompt is displayed.
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@ Note: Once a business process is retired it cannot be reactivated.

3. Click Yes.

The business process state is changed to Retired. All assertions, risks, controls, test
instructions, and attachments are also retired. Assessment documents are not directly
retired, but they now refer to a retired process document. Issues are not retired, but if
they are no longer applicable, the issue owner can close or cancel an issue. (For more
information refer to Chapter 11 (Managing Issues).)

USING ATTACHMENTS

Attachments are documents that can be associated with business processes. Attachments
are useful for providing information that helps to describe, explain, or justify a business
process. Attachments can be in many forms, including text files for narrative information,
certificate files, and flow chart diagrams (for example, .doc, .txt, .pdf, .vsd, .jpg, .bmp, .tif,
.gif, .wmv, xls, .ppt). GRC Manager supports up to 20 file attachments for a business
process.

GRC Manager enables users to add attachment documents one at a time, and a business
process can have multiple attachments. If GRC Manager is configured to support multifile
attachments, then users can select multiple files or select a folder containing multiple files
to add as attachments.

See the following procedures:

¢ When to Use Attachments (page 5-15)

+ Adding an Attachment (page 5-17)

+ Adding Multiple Attachments (page 5-18)
« Revising an Attachment (page 5-20)

« Retiring Attachments (page 5-21)

When to Use Attachments

File attachments can be added to any of the following documents:
¢+ Business process

% Assertion
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< Risk
< Control
% Issue

< Action item

«» Test cover (test run)
«»  Test results

+» Control test results
« Test instructions

s Test plan

«» Test plan test cover

s Test plan test results

o Management assessment cover

Attachments can be added or revised only under the following conditions:

Document Type

States

Business process

Initialized, Edit, Collection

Assertion Initialized, Edit
Risk Initialized, Edit
Control Initialized, Edit
Issue Open, Hold
Action item Edit

Management assessment
cover

Active, Assessment Completed

Test cover (test run)

Active, Testing Completed

Test results

Testing Completed

Test instructions

Initialized, Edit
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Document Type

States

Test plan

Active

Test plan test cover

Active, Testing Completed

Test plan test results

Testing Completed

Adding an Attachment

To attach a document to a business process or its definitions or instructions, complete the

following steps:

1. Open the business process, assessment, test, issue, or action item, and click the

Attachments tab.

A list of attachments is displayed. If there are no attachments, the list is empty. Three
buttons are displayed for different methods of adding attachments:

* Add Attachment—Adds attachments specified by the user. This method is
explained in the steps of this procedure.

* Required Documentation—Adds required documents according to the Doc
Level field setting for the business process. Required documents are specified in
an attachment template. For more information refer to Managing Attachment

Templates (page 14-8).

* Add from Library—Adds attachments from the Master Component Library
(MCL). For instructions on using a component template refer to Using an
Attachment Template (page 14-11).

Note: If the attachment to be added is for an assertion, risk, control, or test instruction,
click the appropriate tab and select the control or test instruction to which to add the

attachment.

2. Click Add Attachment.

The Attachment Screen (page 5-52) is displayed.

3. Enter the appropriate attribute information for the attachment type and description.
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4. Click Save.

A confirmation message is displayed below the Save button if the upload is
successful.

Note: The attachment will not be displayed immediately in the Attachments List window.
The content server needs to process the document before it can be displayed. The amount
of time it takes to process the document depends on the current level of system activity.

Adding Multiple Attachments

If GRC Manager is configured to support multiple file attachments, then users can select
multiple files or select a folder containing multiple files to add as attachments. To attach
multiple files or a folder containing multiple files to a business process or its definitions or
instructions, complete the following steps:

1. Open the business process, assessment, test, issue, or action item, and click the
Attachments tab.

A list of attachments is displayed. If there are no attachments, the list is empty. Three
buttons are displayed for different methods of adding attachments:

¢ Add Attachment—Adds attachments specified by the user. This method is
explained in the steps of this procedure.

* Required Documentation—Adds required documents according to the Doc
Level field setting for the business process. Required documents are specified in
an attachment template. For more information refer to Managing Attachment
Templates (page 14-8).

* Add from Library—Adds attachments from the Master Component Library
(MCL). For instructions on using a component template refer to Using an
Attachment Template (page 14-11).

Note: If the attachments to be added are for an assertion, risk, control, or test instruction,
click the appropriate tab and select the control or test instruction to which to add the
attachments.

2. Click Add Attachment.
The first Attachments Screen (page 5-53) is displayed.

3. Enter the appropriate attribute information for the attachments Type and Description.

4. Click Next.

The second Attachments screen is displayed.
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Caution: In order to use the upload feature for multiple files, users need to have Java
Runtime Environment (JRE) version 5.0 installed on their machines. If JRE is not
installed, a prompt is displayed for installed the latest update version of JRE 5.0.

Follow the instructions for installing the software. If an Applet Security Warning is
displayed, click Run to load the applet. If you select the check box “Always trust content
from this publisher” in the dialog before clicking Run, then the security warning will not
appear again in future visits to the web page.

5. To add document attachments, click Add.

A browser is activated. Use this to go to the location of the files or folder you want to
add as attachments and select them. If you select a folder and click the Open button,
the files contained in the folder will automatically be uploaded to the system; there is
no need to select all the files within the folder.

@ Note: The default maximum number of files that can be attached is 20. Each file can be up
to 4 MB in size. If you select more than 20 files,or a file is too large, a warning is
displayed; you can remove files to adjust to the size restrictions.

6. Select one or more files or a folder to add as attachments, then click Open.

The files are listed in the Attachments tab. You can continue to search and add files. If
you want to remove a file from the list, click Remove. If you do not want to continue
with the procedure, click Close.

7. When you have finished adding files, click Save.
A confirmation prompt is displayed.
8. Click Yes to start uploading the files.

This process may take some time. If you want to stop the process, click Cancel. When
all the files are uploaded, the third Attachments screen is displayed with a list of the
files.

9. Click Close.
The files are displayed in the Attachments Tab (page 5-51).

@ Note: The attachments might not be immediately displayed in the Attachments tab. The
content server needs to process the documents before they can be displayed. The amount
of time it takes to process the documents depends on the current level of system activity.
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Revising an Attachment

To revise a file attachment for a business process, complete the following steps:

1.

Edit the attachment document in whatever tool is required (for example, Microsoft
Word, Visio, Excel, and so forth).

Verify that the process, assertion, risk, control, test instructions, or issue document is
in a correct state.

Open the business process, assertion, risk, control, test instructions, or issue, and click
Revise.

Click the Attachments Tab (page 5-51).

A list of attachments for the business process is displayed. If there are no attachments,
the list is empty. Three buttons are displayed for different methods of adding
attachments:

* Add Attachment—Adds attachments specified by the user. This method is
explained in the steps of this procedure.

* Required Documentation—Adds required documents according to the Doc
Level field setting for the business process. Required documents are specified in
an attachment template. For more information refer to Managing Attachment
Templates (page 14-8).

e Add from Library—Adds attachments from the Master Component Library. For
instructions on using a component template refer to Using an Attachment
Template (page 14-11).

Note: If the attachment to be revised is for a control or test instruction, click the
appropriate tab and select the control or test instruction attachment.

5.

Select the attachment title from the list.

The Attachment Screen (page 5-52) is displayed.
Browse for the new attachment document and select it.
Click Save.

A new version of the attachment is entered into the system. A prompt will be
displayed at the bottom of the Attachment window confirming the upload.

Note: The attachment will not be displayed immediately in the Attachments list window.

The content server needs to process the document before it can be displayed. The amount

of time for processing can vary depending on the current level of system activity.
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Retiring Attachments

To retire an attachment for a business process, complete the following steps:
1. Select and open the business process that links to the attachment you want to retire.
2. Click the Attachments Tab (page 5-51).

A list of attachments for the business process is displayed.
Note: If the attachment to be retired is for an assertion, risk, control, or test instruction,
click the appropriate tab and select the control or test instruction attachment.
3. Click the Retire link on the row that represents the attachment to be retired.

A confirmation prompt is displayed, asking if you are sure you want to retire the
attachment.

4. Click Yes.

The attachment is retired.

USING TEMPLATES

A template is a document that is available to be used as the basis for new business
processes, process components (such as assertions, risks, and controls), and attachments.
Templates are useful for designing company standards regarding business processes.
Templates can be copied for use by organization units or inserted into existing business
processes without have to perform data entry.

Depending on the type of template, a template can be a simple copy of the source
component (one or more files), or a template can be a master template with links to its
copies so that any changes to the template can be synchronized with its linked copies.

For information about creating, using, and managing templates refer to Chapter 14
(Managing Templates and Libraries).
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The following topics describe the Business Processes tray and the pages and filters

accessed via the tray:

Business Process Tray (page 5-22)

Business Processes for <user> Page (page 5-24)
Released Processes for <user> Page (page 5-25)
Retired Processes Page (page 5-27)

Edit Workflows for <user> Page (page 5-28)
Collection Workflows for <user> Page (page 5-29)
Approval Workflows for <user> Page (page 5-31)
Business Process Page (page 5-32)

Basics Tab (page 5-37)

Process Page (page 5-40)

BP Assertion Page (page 5-43)

Assertion Page (page 5-44)

Assertions Tab (page 5-47)

Matrix Tab (page 5-48)

Directory Search Screen (page 5-49)
Attachments Tab (page 5-51)

Attachment Screen (page 5-52)

History Tab (page 5-55)

Business Process Tray

The Business Processes tray displays interface pages that enable users to view and manage
business process documents. The Business Processes tray has seven options: All
Processes, Released Only, Retired Only, Edit Inbox, Collection Inbox, Approval Inbox,

and Add New Process.
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Option

Description

All Processes

Displays a list of all business processes assigned to
the user. Clicking a process title will display the
Process Page (page 5-40).

Released Only

Displays a list of all business processes assigned to
the user that are in a Released state. Clicking a
process title will display the Process Page

(page 5-40).

Retired Only

Displays a list of all business processes assigned to
the user that are in a Retired state. Clicking a
process title will display the Process Page

(page 5-40).

Edit Inbox

Displays a list of all business processes assigned to
the user that are in an Edit workflow. Clicking a
process title will display the Process Page

(page 5-40).

Collection Inbox

Displays a list of all business processes assigned to
the user that are in a Data Collection workflow.
Clicking a process title will display the Process
Page (page 5-40).

Approval Inbox Displays a list of all business processes assigned to
the user that are in an Approval workflow.
Clicking a process title will display the Process
Page (page 5-40).

Add New Process Displays a Business Process Page (page 5-32) for

creating a new business process.
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Business Processes for <user> Page

Business Processes for icadmin ick Hal
Show Filters Mo Filter Applied
Flease select a process from the list below
Page 1
Organization Path Title Doc 1D State Owner Release Current
Date User

Organizaticn AssasEment best O0006E Reloaged cadren  WLSAD006 J
OrQanIzatien A o003 Released poadren WS 00 J

noes
OrQanIzatien For Tum Busneis Proosss 000136 Relpased poadeen 1S P06 J
OrganiZation M Do Fro NOO0ES Ralassad cadmen WS H006 J
arganizatienOems M, Diemo Pro copy 000114 Relassed cadmen SIS 006 J
organization/Tesking copy 2 000163 Relessead cadmn S5 006 J
organizationTesting For Tirn Business Process 2 000149 Relessed  icadmn SIS 20060 J
Fage 1

The Business Processes for <user> page displays all the business processes assigned to the
user logged in to the application. To access this page, select the Business Processes tray,
then the All Processes link. Clicking a specific business process title will open the
business process document and enable the user to view the content and make
modifications.

@ Note: The business processes that each user views depends on their authorization role and

whether they have permission to search all processes or search only those processes
assigned to them. Administrators can view all processes for all process owners.

@ Note: Retired business processes are not listed.

Feature Description

Show Filters button Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).
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Feature

Description

Organization Path column

Path name of the organization map for the business
process.

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.

Current User column

If the process is in a workflow, the user name of
the current workflow user.

Info icon

Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.

Released Processes for <user> Page

Released Processes for icadmin Suick Help
Show Filters | Mo Filter Applied
Please select a process from the list below:
Pagel
Organization Path Title Doc 10 State Owner Releas: Current
Date User
Organization Collection S0X000033 Released icadmin 2/16 2006 J
Organization 5 Rawie SOMO0002d Released icadmin 2/1652006 J
o8
QOrganization Hew L S0X000021 Released wadmin 271652006 J
Froce

The Released Processes for <user> page displays all the released business processes
assigned to the user logged in to the application. To access this page, select the Released

Processes option from the Business Processes tray. Clicking a specific business process
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title will open the business process document and enable the user to view the content and

make modifications.

Feature

Description

Show Filters button

Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).

Organization Path column

Path name of the organization map for the business
process.

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.

Current User column

If the process is in a workflow, the user name of
the current workflow user.

Info icon

Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.
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Retired Processes Page

Retired Processes Quick Help
Show Filters | Mo Filter Applied

Please select a procass from the list balow:

Pagel

DOrganization Title Doc 1D State Owner Release Current

Fath Dafte User

Organization NHew Business S0M000024 Retired 2/16/2006 J
Process

Organization Retired Process SOR000034 Retired cadmin Z/16/2006 j

Qrganization steve Business SOX000006 Retired icadmin Z/16/2006 J
FProcsess

The Retired Processes page displays all the retired business processes assigned to the user

logged in to the application. This page is accessed by selecting the Retired Processes

option from the Business Processes tray. Clicking a specific business process title will

open the business process document and enable the user to view the content.

Feature

Description

Show Filters button

Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).

Organization Path column

Path name of the organization map for the business
process.

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.
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Feature Description

Current User column This column is blank because retired processes are
not in a workflow.

Info icon Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.

Edit Workflows for <user> Page

Edit Workflows for icadmin Quick Help

Show Filters I Mo Filter Applied

Please select 2 process from the list be ow:

Pagel

Organization Path  Title Doc ID State Owner Release Current
Date User

Pagel

The Edit Workflows for <user> page displays the business processes currently in Edit
workflows assigned to the user logged in to the application. This page is accessed by
selecting the Edit Inbox option from the Business Processes tray. Clicking a specific
business process title will open the business process document and enable the user to view
the content.

Feature Description

Show Filters button Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).

Organization Path column Path name of the organization map for the business
process.
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Feature

Description

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.

Current User column

User name of the current workflow user.

Info icon

Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.

Collection Workflows for <user> Page

Collection Workflowes for icadmin

Qugick Help

Show Fllters INu Filter Applied

Pagel

Organization Title

Path

Qrganization I55ues Process
Pagel

Please select a process from the list below:

Doc 1D State Owner Release Current
Date User
SOX000041 Collection icadmin icadrmin

Rejected

The Collection Workflows for <user> page displays the business processes currently in

Collection workflows assigned to the user logged in to the application. This page is

accessed by selecting the Collection Inbox option from the Business Processes tray.

Clicking a specific business process title will open the business process document and

enable the user to view the content.
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Feature

Description

Show Filters button

Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).

Organization Path column

Path name of the organization map for the business
process.

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.

Current User column

User name of the current workflow user.

Info icon

Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.
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Approval Workflows for <user> Page

Approval Workflows for icadmin

Quick Help

Show Filters I Mo Filter Applied

Pagel

Organization Title

Path

Qrganization Mew Business

Pagel

Please select a process from the list below:

Release Current
Date User

icadrnin J

Doc ID State Owner

SOR000053 Approval icadmin
Rejected

The Approval Workflows for <user> page displays the business processes currently in
Approval workflows assigned to the user logged in to the application. This page is
accessed by selecting the Approval Inbox option from the Business Processes tray.
Clicking a specific business process title will open the business process document and

enable the user to view the content.

Feature

Description

Show Filters button

Expands the page to display fields that can be used
to specify criteria for filtering which processes are
listed on the page. See also Filter Criteria

(page 3-21).

Organization Path column

Path name of the organization map for the business
process.

Title column

Document title. Clicking the title will open the
business process document.

Doc ID column

Document ID number in the content server.

State column

Current state of the business process.

Owner column

Name of the user who is the assigned owner of the
process.

Release Date column

Date the document was released.
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Feature

Description

Current User column

User name of the current workflow user.

Info icon

Displays a Process Detail screen that provides a
profile of the business process. This profile can be
printed.

Business Process Page

Bitimiis Process

Sursk Halo

(e Gawe Cancel |

fieganizatisn: |

Titlez [Mem Buinaii Precets
State: It gl
Basics
COS0
Ca e s
F\'.E:.-:.-:I Efviranment =
L.

Lk i
EMechiveness and EMaeney of Oparatsnd = |

General

Type: [Peocass =
Comploxity: [Tiem =]
Do Level: [~Empty—- =]

Diperaking: Mol Rirdarsvd
Dosign: Wl Rivisrenid

Management Aisossment

Reviewmer; I— J

_|J ik

Release
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Wershon: i
Assigaments
Ommer [~ ﬂ
Tester: |' ﬂ
Approvals
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The Business Process page is used to create a new business process document. It is also
used to create new documents for the Master Process Library (MPL) or the Master
Component Library (MCL) To access this page, select the Add New Process option from
the Business Processes tray. For the MPL and MCL, select the Add New MPL option from
the Library tray, or select the Add New MCL option from the Library tray. When a new
business process document is first created, only the Basics tab is enabled. After the
document has been saved, additional tabs are available to be edited. For additional
information refer to Creating a Business Process (page 5-5), Managing the Master
Component Library (page 14-12), and Managing the Master Process Library (page 14-23).

Note: The COSO component and category fields refer to internal controls established by
The Committee of Sponsoring Organizations of the Treadway Commission and used in

Governance, Risk and Compliance Manager. For more information about COSO refer to

the http://www.coso.com website.

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Displays the name of the organization to which the
process is associated.

Info icon Opens a TreeView screen that displays the
Organization map structure. Use the screen to
select an Organization field value for the new
business process.

Title field Enter the name of the process, the container
process for the MCL, or the process for the MPL.

State field Displays the current state of the process.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is created.
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Feature

Description

Version field

Number of versions of the document.

COSO

Component field

Select a COSO component from the menu:
*  Control Environment

* Risk Assessment

* Control Activities

* Information and Communications

*  Monitoring

Category field Select a COSO category from the menu:
» Effectiveness and Efficiency of Operation
* Reliability of Financial Reporting
+ Compliance with Applicable Regulations
General
Type field Select a type of information from the menu:
*  Process
* Policy
Complexity field Select a level of complexity from the menu:

* ILow

* 2 Med-Low
* 3 Medium

* 4 Med-High
* 5 High
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Feature Description
Doc Level field Select a level of documentation from the menu:
* 1Low
* 2 Med-Low
* 3 Medium
* 4 Med-High
* 5 High
Operating field Status of operating assessment of the process.
Design field Status of design assessment of the process.
Assignments
Owner field Enter the name of a user who is the assigned owner
of the process.
Tester field Enter the name of a user who is the assigned tester
of the process.
Approvals

The Approvals fields are configurable and can be named differently to represent your
organization’s approver roles. The number of Approvals fields is also configurable.

Dept. field Enter the name of a user who can review and
approve the process for the department.
Project field Enter the name of a user who can review and

approve the process for the project.

Finance field

Enter the name of a user who can review and
approve the process for the finance organization.

Management Assessment

Reviewer field

Enter the name of a user who can assess the
process for assertions/risks/controls.

Executive Reviewer field

Enter the name of a user who can assess the
process for assertions/risks/controls.

Governance, Risk and Compliance Manager User Guide

5-35



Managing Business Processes

5-36

Feature Description
Other
Cycles field Displays a map path name for the reporting cycles.

To browse the map to select one or more values for
the field, click the Info icon next to the field.

Financial Elements field

Displays a map path name for the financial
elements reporting. To browse the map to select
one or more values for the field, click the Info icon
next to the field.

Description field

Enter a description of the process.

Comments field

Enter relevant comments about the process.
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The Basics tab is the first tab displayed when you create, view, or edit a document. The
fields displayed in this tab depend on what document you access: process, risk, control,
and so forth. Certain fields appear in most versions of the Basics tab. The following

example shows the Basics tab for a new business process.

For information on the contents of the Basics tab for other process documents, refer to the
page descriptions for those documents.

Note: The COSO component and category fields refer to internal controls established by
The Committee of Sponsoring Organizations of the Treadway Commission and used in

Governance, Risk and Compliance Manager. For more information about COSO refer to

the www.coso.org website.
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Feature

Description

COSO

Component field

Select a COSO component from the menu:
*  Control Environment

* Risk Assessment

* Control Activities

* Information and Communications

*  Monitoring

Category field Select a COSO category from the menu:
» Effectiveness and Efficiency of Operation
* Reliability of Financial Reporting
* Compliance with Applicable Regulations
General
Type field Select a type of information from the menu:
* Process
* Policy
Complexity field Select a level of complexity from the menu:
* 1Low
* 2 Med-Low
* 3 Medium
* 4 Med-High
* 5High
Doc Level field Select a level of documentation from the menu:

* 1Low

* 2 Med-Low
* 3 Medium

* 4 Med-High
* 5 High
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Feature Description

Operating field Status of operating assessment of the process.

Design field Status of design assessment of the process.

Assignments

Owner field Enter the name of the user who is the assigned
owner of the process.

Tester field Enter the name of the user who is the assigned
tester of the process.

Approvals

The Approvals fields are configurable and can be named differently to represent your
organization’s approver roles. The number of Approvals fields is also configurable.

Dept. field Enter the name of the user who can review and
approve the process for the department.
Project field Enter the name of the user who can review and

approve the process for the project.

Finance field

Enter the name of the user who can review and
approve the process for the finance organization.

Management Assessment

Reviewer field

Enter the name of the user who is the assigned
assessment reviewer for the process.

Executive Reviewer field

Enter the name of the user who is the assigned
executive assessment reviewer for the process.

Other

Cycles field

Displays a map path name for the reporting cycles.
To browse the map to select one or more values for
the field, click the Info icon next to the field.
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Feature Description

Financial Elements field Displays a map path name for the financial
elements reporting. To browse the map to select
one or more values for the field, click the Info icon
next to the field.

Description field Enter a description of the process.

Comments field Enter relevant comments about the process.

Process Page

Process: Business Process 12 Qusch: Halp
Clage I Fvide Dok Collecting Apperoval I Iistiate Testing Iindlliale Assessinet | Rélire
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Title: Business Protess J2 ;f";f__f‘“‘ 1001 32005
State: Raleased Wersiomn 1
PR s csertions Y Risks | Contrals 1 Matric ] Actian Rtems 1 Attachments Y Issues | History

COs0 Astignments

Component: Dwners icadmin

Control Environment e :
Tester:
Category:
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General Approvals
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The Process page is used to view and edit an existing business process. When a business
process is created the information is stored in a document which can be viewed through
Business Processes tray options. The buttons and fields displayed on a Process page will
change depending on the user’s task or view of a process—such as reviewing a process in
a workflow—and on the state of the process. Depending on the state of a business process,
other tabs will be displayed with the Basics tab.

For information on creating new business processes refer to Creating Business Processes
(page 5-5). For information on revising business processes refer to Revising Business

Processes (page 5-11).

Feature

Description

Close button

Closes the page.

Revise button

Begins the Edit workflow and allows the process or
its assertions, risks, controls, test instructions, or
attachments to be edited.

Data Collection button

Initiates a Data Collection workflow for the
process.

Approval button

Initiates an Approval workflow for the process.

Initiate Testing button

Initiates a Testing workflow for the process.

Initiate Assessment button

Initiates a Management Assessment workflow for
the process.

Retire button

Retires the process from active use in the
application. The process documentation remains in
the content server and is accessible for historical
records.

Refresh from MPL button

If a process uses a template from the Master
Process Library (MPL), this button is displayed.
Clicking it updates the process with newer content
from the MPL.
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Feature

Description

Refresh from MCL button

If a process uses a template from the Master
Component Library (MCL), this button is
displayed. Clicking it updates the components with
newer component content from the MCL.

Organization field

The name of the organization to which the process
is associated.

Title field The name of the process.

State field Current state of the process.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document was created.

Version field Number of versions of the document.

Basics tab Displays the Basics Tab (page 5-37).

Assertions tab

Displays the Assertions Tab (page 5-47).

Risks tab Displays the Risks Tab (page 6-4).
Controls tab Displays the Controls Tab (page 7-10).
Matrix tab Displays the Matrix Tab (page 5-48).

Action Items tab

Displays the Action Items Tab (page 12-8).

Attachments tab

Displays the Attachments Tab (page 5-51).

Issues tab

Displays the Issues Tab (page 11-17).

History tab

Displays the History Tab (page 5-55).
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BP Assertion Cuick Halp
Close ” Save I Cancel

Organization: Croanzation j{1H

. Release

Process: Business Process J3 Date:
Title: [Meaw azcartion Version: 1
State: Indialized

LERTER Commvents |

General

Description:

£l

The BP Assertion page is used to define a new assertion document for a business process.
The BP Assertion page is displayed with the Basics and Comments tabs enabled. A user

can add an assertion title, description, and comments about the assertion. To access this
page, open a business process, select the Assertions Tab (page 5-47), then click the Add
Assertion button. For additional information refer to Adding Assertions (page 5-6).

Feature

Description

Close button

Prompts users to save the information added to the
page if they have not done so, then closes the page.

Save button

Saves changes made to the page.

Cancel button

Cancel changes to the page.

Organization field

Organization to which the process is associated.

Process field

Name of the business process.

Title field

Name of the document.

State field

Current state of the process.
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Feature Description

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is created.

Version field Number of versions of the document.

Basics tab

Description field Enter a description of the assertion.

Comments tab

Comments field Enter comments about the assertion in the
Comments field on this tab.

Assertion Page

Assertion: Assertion 1 Sk Help
Close | Elit Retire |
Organization: Drganization [} a0o4ie
Rl
Process: Business Process JEJ Di;if“
Title: Azserion 1 Yersion: i
State: Initialmed
Basics Attachments
General

Description:

This statermnent is true. ;l

The Assertion page is used to revise an assertion document for a business process. To
access this page, open a business process, select the Assertions Tab (page 5-47), then click
an assertion document title. For more information refer to Revising Assertions

(page 5-12).
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Close button Prompts you to save changes to the document if not
already saved, then closes the page.
Edit button Changes the document state to Edit, so the

document can be revised.

Save button

Saves changes to the document.

Cancel button

Cancels changes to the page.

Retire button

Retires the assertion document so it can no longer
be used.

Organization field

The name of the organization to which the process
is associated.

Process field

Name of the business process. Clicking the Info
icon displays a profile of the process.

Title field Name of the document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document was released.

Version field

Version number of the document.

Basics tab

Description field

When the page is in Edit mode, modify the
description of the assertion.

Comments tab

Comments field

When the document is in an Edit state, you can
enter or revise comments about the assertion.
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Attachments tab

Add Attachment button

With the page in Edit mode, click Add
Attachment to display an Attachment screen. Use

the screen to specify attachments for the document.

The Type menu selection for an attachment is

specific to the document type:

Process Narrative

Process Flowchart

Change Control Procedures
Business Continuity Procedures
Management Survey Template
Testing Workpapers

Other

Title column

The name of the document.

State column

Current state of the document.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Doc Level column

Doc Level assigned to the attachment, if it was

added through required documentation templates.

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Action links that are allowable to each attachment

based on process document state, user permissions,

and workflow conditions.

History tab

Created By field User name of person who created the document.
Create Date field Date the document was created.

Modified By field User name of person who last modified the

document.
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Modify Date Date the document was last modified.

CMS Status field Current workflow status.

CMS Revision ID field Identification for the document revision.

CMS Revision Number field Revision number of the document.

Current User field If the document is in a workflow, the user name of

the current workflow user. Assertions do not go
into workflows, so this field remains blank.

Checked Out By field If the document is in a workflow, the user name of
the person who has the document checked out.
Assertions do not go into workflows, so this field
remains blank.

Workflow Initiator field If the document is in a workflow, the user name of
the workflow initiator. Assertions do not go into
workflows, so this field remains blank.

Past Revisions button Displays a list of previous revisions of the
document, including information about revision
number, final state, title, CMS revision, and release
date. Click a revision title to view a document.

Doc History button Displays a list of actions (such as “check out” and
“check in”") for document revisions. Information
includes CMS revision, title, action date, action,
and user who performed the action.

Assertions Tab

[ Basics WRESIRIEN Risks | Controds T Matrie T Action Items | Attachments | Issues |

Add Assertion | Add from Template [ Add from Library |
Title Do ID Revision State Type Release Date
Agsertion 1 00052 1 Reloased SOA_AST 10/107 2006
Aegagitand 2 000353 1 Rebaagead SOA_AST 10/ 10/ 2006

MC denotes copied frorm Master Component Library, MP denotes Copied from a Masier Process
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The Assertions tab is available in a business process in all conditions except when the

Basics tab is being edited.

Feature

Description

Add Assertion button

Opens the BP Assertion Page (page 5-43).

Add from template button

Opens the page for adding an assertion from a
template. See Template Selection Page
(page 14-35)

Add from Library button

Opens the Master Component Library Template
page to select a template as the basis for an
assertion.

Title column

Name of the assertion.

Doc ID column

Content ID of the assertion in the content server.

Revision column

Revision of the assertion.

State column

State of the assertion.

Type column

Type of assertion

Release Date column

Date the assertion was released.

Matrix Tab

[ Basics | Assertions | Risks | Controls WEEHEE Action Items T Attachments T issues T History |

Views [rigks and Controls

Risks Controls

Rigk 1 Control 2 Moniorin

=)

The Matrix tab is available in a business process in all conditions except when the Basics

tab is being edited. Use it to view a list of the specified combinations of relationships

between risks, controls, and assertions for a process.
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Feature Description
Views menu Use the menu to specify which type of matrix view
to list:

* Risks and Controls
* Controls and Risks
» Assertions and Risks
* Risks and Assertions

e Assertions, Risks, and Controls

Risks column Risks associated with the business process.
Controls column Controls associated with the business process.
Assertions column Assertions associated with the business process.

Directory Search Screen

=101 %]
=
Last Name |
First Namau
Group | Search [
Ch=ar Entry
Search Results
Laura Sorith st hirnadl, com
Lk Taiw Raylerirns. comm
E

The Directory Search screen is displayed whenever you click the Info icon next to a field
that requires a user or group user name. It enables you to search for a specific name or a
list of names in order to select one that is entered into the field.

If any text is entered into the Group field, a search for Groups or Aliases is performed
(depending on the setting in your configuration file). Any values in the Last Name or First
Name boxes is ignored.
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To find a Group or Alias, use a single asterisk (*) wildcard character to find all entries.
Use the wildcard character after a single character to find all entries beginning with that
character (for example, P* will find all text beginning with ‘P*). Or you can enter the full

name of a Group or Alias.

If nothing is entered in the Last Name and the First Name fields, then a search for all users
is performed. If text is entered in the Last Name or First Name fields, the search is
narrowed and filtered by that entry. If only a wildcard character is used, then only user
accounts with a defined value in that field (First or Last Name) are returned.

The Clear Entry button deletes any previous entry made in the assignment field being

searched.
Feature Description
Last Name field Enter last name of user, or enter first letter(s) of

last name. The value entered in the field is assumed
to be the start of the name. If only a wildcard
character (*) is used, then only user accounts that
have a defined value in that AD field (last name)
will be returned in the search.

First Name field

Enter first name of user, or enter first letter(s) of
first name. The value entered in the field is
assumed to be the start of the name. If only a
wildcard character (*) is used, then only user
accounts that have a defined value in that AD field
(first name) will be returned in the search.

Group field

Searches for either Groups or Aliases, depending
on the software configuration.

* Any values in the Last Name field or First
Name field are ignored when this field is used.

* Use only the wildcard character (*) to find all
names.

»  Use the wildcard character (*) after the
characters you type, such as “Pr*”, to find all
names starting with “Pr”.

*  Use the full name of the group or alias, such as
“Project Managers”.
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Feature Description

name fields.

Search button Searches the system for user names that match the
names or letters entered in one of the user or group

the Directory Search window.

Clear Entry button Clears any entry in the assignment field and closes

parameters entered in one of the fields.

Search Results Lists the full names and user names that match the

Attachments Tab

[ Basics | Assertions T Risks T Controls T Matrix [ Action tems QERENTNEVEN 1ssues | History |

Add Attachment | Reguired Documentation | Add from Library |
Title Description State Doc ID Doc Level Revision Release Date Actions
Ho attachments

MC denotes copied frorn Master Component Library, MP denotes Copled from a Master Process

The Attachment tab is available in all conditions except when a business process Basics
tab is being edited. Use it to view a list of attachments to a process or to add attachments to

a process or a process component (for example, an attachment to a control)

Feature Description

Add Attachment button Opens the Attachment Screen (page 5-52).

process.

Required Documentation button Opens a Documentation Level screen on which
you select a template attachment file to apply to the

Add from Library button Opens the screen on which you select content to
add from the Master Component Library.

business process.

Title column Title of the content item that is attached to the

State column State of the attached item.
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Feature Description

Doc ID column Content ID of the attached item.

Revision column Revision number of the attachment document.
Release Date column Release date of the attachment document.
Actions column Actions that can be performed on the attachment.

Attachment Screen

Attachment Quick Halp
Title

| _Eromse.. |

I 15 Flowthart

Type: | Other _j

Description

Process Marralie
Frocess Flowchart

Change Contrel Procedures
Busingss Continuity Proceduras
Management Survey Template
Testing Workpapers

=l
Close

The Attachment screen is used to specify a file attachment to add to a business process
document. To access this screen, use one of two methods:

+¢ Click the Add Attachment button displayed on the Attachments tab of a business
process. (Refer to Adding an Attachment (page 5-17).)

% Select a title from the list of attachments on the Attachments tab of an existing
business process. (Refer to Revising Attachments (page 5-13).)
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Feature

Description

Title field

Enter title for the attachment.

Browse button

Click this button to search the file system to select
an attachment.

Is Flowchart check box Check this box if the file attachment is a flow
chart.
Type menu Select a document type from the menu:
*  Process Narrative
*  Process Flowchart
* Change Control Procedures
* Business Continuity Procedures
* Management Survey Template
»  Testing Workpapers
Description field Enter a description of the file attachment.

Save button

Saves the file attachment document associated with
the business process.

Close button

Closes the screen.

Attachments Screen

achmenis

[ Ctear E|

Type:
Description

=11
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The Attachments screen is used to specify multiple file attachments to add to a business
process document. The Attachments screen uses three displays for specifying attachments
metadata, selecting files to be added as attachments, and confirming the uploaded files.

To access the initial Attachments screen, click the Add Attachment button displayed on
the Attachments tab (refer to Adding Multiple Attachments (page 5-18)).

Feature Description
Type menu Select a document type from the menu:
*  Process Narrative
*  Process Flowchart
* Change Control Procedures
*  Business Continuity Procedures
* Management Survey Template
»  Testing Workpapers
Description field Enter a description for the file attachments.
Attachments tab Lists the names of all the files to be attached.
Result tab Lists the result of uploading the files.
Add button Opens a browser in which to locate and open files
to be added as attachments.
Next button Displays the next Attachments screen.
Remove button Removes a selected file from the list of files to be
attached.
Save button Saves the file attachment document associated with
the business process.
Close button Closes the screen.
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History Tab

[ Basics T Assertions T Risks T Controls T Matrix T Action Items T Attachments T Issues JTEEET

History

Created By: icagmin Modified By: Icadrnin
Create Date: 10M 2006 Modify Date: 1242006
Workflow State

CMS Status: REVIEWW Current User: icadmin
CMS Revision ID: H54 Checked Dut By:

CMS Rewvision Mumber: 3 Workflow Initiator: Icadmin

Document History

Past Revisions | Doc History |
Revision  Final State  Title CMS Revision Release Date
1 Released Business Process 2 LOJ1Of2006 10:29 AW

The History tab is available in all conditions except when a business process Basics tab is
being edited. Use it to view the creation, modification, revision, and workflow history of a
business process and any of its documents (such as controls, issues, and so forth).

Feature Description

History

Created By User name of person who created the document.

Create Date Date the document was created.

Modified By User name of person who last modified the
document.

Modified Date Date the document was modified.

Workflow State

CMS Status Current CMS document status.

CMS Revision ID Identification for the CMS document revision.

CMS Revision Number CMS revision number of the document.

Current User field User name of the current workflow user.
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Feature

Description

Checked Out By field

If the document is in a workflow, the user name of
the person who checked out the document.

Workflow Initiator field

If the document is in a workflow, the user name of
the person who initiated the workflow.

Document History

Past Revisions button

Displays a list of previous revisions of the
document, including information about revision
number, final state, title, CMS revision, and release
date.

Doc History button

Displays a list of actions (such as “check out” and
“check in”) for the document revisions.
Information includes CMS revision, title, action
date, action, and user who performed the action.

CMS Revision column

Revision number of the document.

Title column

Title of the process.

Action Date column

Date of action on the document.

Action column

What action was taken on the document, such as
“Update” or “Checkout.”

User column

User name of the person who acted on the
document.
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OVERVIEW

This section covers the following topics about managing risks for business processes in
the Governance, Risk and Compliance Manager application:

Concepts
% About Risks (page 6-2)

Tasks
+ Creating Risks (page 6-2)
++ Revising Risks (page 6-3)

0

« Retiring Risks (page 6-3)

Interface

+ Risks Tab (page 6-4)

% BP Risk Page (page 6-6)
% Risk Page (page 6-9)
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ABOUT

RISKS

A risk is a negative impact to an organization that can occur for a specific business
process. A risk can expose an organization to possible financial errors or loss or
malfeasance. Each business process must have at least one identified risk. Information
about each process risk must be entered into a risk document that is associated with the
process. Risks also provide the basis for identifying controls that mitigate damage that
could be caused by the risks.

Risks can be added to a business process when a process is initially created (refer to
Creating Business Processes (page 5-5)) and also later when additional risks are identified.
For each risk there should be a control to mitigate the risk. For information on controls
refer to Managing Controls (page 7-1). For information on assessing risks related with
controls refer to Chapter 9 (4ssessing Business Processes).

CREATING RISKS

6-2

To create a risk for a business process, complete the following steps:
1. Verify that the business process is in one of the following states: Initialized or Edit.
2. Open the business process and click the Risks Tab (page 6-4).

A list of risks for the business process is displayed. If there are no risks, the list is
empty.

3. Click Add Risk.

The BP Risk Page (page 6-6) is displayed with the Basics and Comments tabs
enabled.

4. Enter a title for the risk.

5. Select the appropriate attribute information in the fields for risk impact, risk
likelihood, and risk type.

Note: Risks can also have file attachments. For more information refer to Using
Attachments (page 5-15).

6. Enter a description of the risk.

7. Enter the titles for any pre-existing assertions related to this risk in the Related
Assertion(s) field, or by clicking on the Info icon next to the field to view a list of
assertions that you can select.
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8. [If appropriate, click the Comments tab and enter comments about the risk.

9. Click Save.

» Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

» Ifall required fields have been filled in, or there are no required fields, the risk is
entered into the system.

Note: If you do not want to save the changes, click Cancel to undo the changes. If you
click Close you will be prompted to save changes, and then the document is closed.

REVISING RISKS

To revise an existing risk for a business process, complete the following steps:
1. Open the business process and click Revise.
2. Select the Risks Tab (page 6-4).
A list of risks for the business process is displayed.
3. Click the title of the risk you want to edit.

The Risk Page (page 6-9) is displayed with the Basics, Comments, Attachments, and
History tabs enabled.

4. Click Edit.

The Risk page is displayed with only the Basics and Comments tabs enabled.
5. Revise the appropriate information in the fields.
6. Click Save to enter the information into the system.

@ Note: If you do not want to save the changes, click Cancel to undo the changes. If you
click Close before you click the Save button, you will be prompted to save changes, and
then the document is closed.

RETIRING RISKS

When a risk is no longer valid or is no longer needed for a given business process, it can
be retired. When a risk is retired it is no longer used by the process, but the risk
documentation remains in the system for historical reporting requirements.
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Permission: You must have the SOAICAdmin role, the SOAGloballCAdmin role, or be
the process creator or owner to perform this task.
To retire an existing risk for a business process, complete the following steps:

1. Open a business process and click Revise to modify the process. Then click the Risks
tab.

A list of risks for the business process is displayed.
2. Click the title for the risk you want to retire.

The Risk Page (page 6-9) is displayed with the Basics, Comments, Attachments, and
History tabs.

3. Click Retire.

A confirmation prompt is displayed.

@ Note: Once a risk is retired it cannot be reactivated.

4. Click Yes.

The risk documentation is changed to a Retired state.

RISKS INTERFACE

6-4

This section covers the following topics about business process risks:
¢+ Risks Tab (page 6-4)

+ BP Risk Page (page 6-6)

% Risk Page (page 6-9)

Risks Tab

[ Basics | Assertions WRIEAE Controls T Matrie T Action Items | Attachments | Issues |

Add Risk | Add from Template [ Add from Library |
Title Doc 1D Revision State Type Release Date
Rih: 1 ks 1 Released S0 _RSE 10010y 2006
Rk 2 DOO3ES 1 Releagad S0l _RSK 10/1042006

MC denotes copied from Master Component Library, MP denotes Copied from a Masier Process
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Risk information can be accessed through the Risks tab in a business process page. The
Risks tab lists existing risk documents and enables the user to add risks or revise risks. For
more information refer to About Risks (page 6-2).

Feature Description

Add Risk button Displays a BP Risk Page (page 6-6) for adding a
new risk.

Add from template button Displays a Template Selection Page (page 14-35)
for adding a risk from a template.

Add from Library button Displays a Master Component Library Selection
Page (page 14-49) for adding a risk from the
Master Component Library.

Title Title of the risk.

Doc ID Content ID for the risk document.

Revision Revision number of the risk document.

State State of the risk document.

Type Type of document.

Release date Date the risk document was released.
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BP Risk Page

BP Risk Quick Help
Cloge | Bave i Cancel I
Organization: QOnganization 1D

. ; Release
Process: Business Process J3 Date:
Title: |Ne-.-v Rizk Yersion: 1
State: Initialized

Basics

General
Risk Significance: [ Emgty-. =] Risk Type: [<-Ernpty-- |
Risk Likelihood: Im Operating: Mot Reviewed
Risk Rating: Design: Mot Reviewad
Description:
=)
=

Related Assertion(s)

The BP Risk page is used to define a new risk document for a business process. To access
the BP Risk page, open a business process, select the Risks tab, then click the Add Risk
button. For more information refer to Creating Risks (page 6-2).

Fields Description

Close button Closes the page.

Save button Saves the information on the page.

Cancel button Prompts user to confirm the action, then cancels

changes to the page.

Organization field Path name of the organization to which the process
is assigned.

Process field Name of the business process.
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Fields Description

Title field Name of the document.

State Field Current state of the risk document.
ID field Content ID number for the risk.
Release Date field Release date for the risk.

Version field Number of versions of the risk.
Basics tab

Risk Significance field

A value that indicates the severity of impact that
this risk identifies:

* Low

*  Medium low
*  Medium

*  Medium high

¢« Extreme

Risk Likelihood field The probability that the effects of the risk will
occur:
* Negligible
* Low
*  Medium
* High
* Extreme
Risk Rating A relative ranking of risk value, calculated as a

product of the numeric values (1 through 5) from
the Risk Significance and the Risk Likelihood
fields.
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Fields Description
Risk Type field The type of risk:

* Financial Fraud

»  Theft of Assets

*  Theft of Services

* Regulatory Compliance

*  Breach of Security
Operating field Status of an operating assessment of the risk.
Design field Status of a design assessment of the risk.
Description field Detailed description of the risk.

Related Assertion(s) field

List of assertions for the process that are related to
this risk, for example, Completeness or
Measurement. To view a list of existing assertions,
click the Info icon next to this field.

Comments tab

Comments field

Comments about the risk.
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Risk Page

Risk: meve Risk Quick Help

Close | Edlit Relire |

Organization: Onganization i H ooos17

Rel
Process: Business Process J3 1| popert

Title: MNew Risk Yersion: 1
State: Initialized

Basics Attachments m

General |

Risk Significance: 5 High Risk Type: Financial Fraud
Risk Likelihood: Low Operating: Mol Reviewad
Risk Rating: 10 Design: Mol Reviewad

Descrplion:

Verify that invoices are correct. =

Related Assertion(s)
Assertion 1 J

The Risk page is used to revise a risk document for a business process. To access the Risk
page, refer to Revising Risks (page 6-3). Note that not all buttons and fields are available
depending on the document state.

Fields Description
Close button Closes the page.
Edit button Changes the document state to Edit so the fields

can be revised.

Save button Saves the information on the page.

Cancel button Cancels changes to the page.

Retire button Retires the risk document so it can no longer be
used.
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Fields

Description

Organization field

Path name of the organization to which the process
is assigned.

Process field

Name of the business process.

Title field Name of the document.

State Field Current state of the process.

ID field Content ID number for the process.
Release Date field Release date for the process.
Version field Number of versions of the process.
Basics tab

Risk Significance field

A value that indicates the significance of a risk for

a process:
* 1Low
* 2 Low-Medium
* 3 Medium
* 4 Medium-High
* 5 High
Risk Likelihood field A value that indicates how likely it is that a risk
will impact the process:
*  Negligible
* Low
*  Medium
* High
* Extreme
Risk Rating field A relative ranking of risk value, calculated as a

product of the numeric values (1 through 5) from
the Risk Significance and the Risk Likelihood
fields.

6-10

Governance, Risk and Compliance Manager User Guide



Managing Risks

Fields Description
Risk Type field The type of risk:

* Financial Fraud

»  Theft of Assets

*  Theft of Services

* Regulatory Compliance

*  Breach of Security
Operating field Status of an operating assessment of the risk.
Design field Status of a design assessment of the risk.
Description field Detailed description of the risk.

Related Assertion(s) field

List of assertions for the process that are related to
this risk, for example, Completeness or
Measurement. To view a list of existing assertions,
click the Info icon next to this field.

Comments tab

Comments field

Comments about the risk.

Attachments tab

Add Attachment button

With the page in Edit mode, click Add
Attachment to display an Attachment screen. Use
the screen to specify attachments for the document.
The Type menu selection for an attachment is
specific to the document type:

*  Process Narrative

*  Process Flowchart

* Change Control Procedures

* Business Continuity Procedures
* Management Survey Template
»  Testing Workpapers

*  Other
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Fields

Description

Title column

Name of the Attachment document.

State column

Current state of the Attachment document.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Latest action that occurred to the document, such
as “checked out.”

History tab

Created By field User name of person who created the document.
Create Date field Date the document was created.

Modified By field User name of person who last modified the

document.

CMS Status field

Current workflow status.

CMS Revision ID field

Identification for the document revision.

CMS Revision Number field

Revision number of the document.

Current User field If the document is in a workflow, the user name of
the current workflow user. Risks do not go into
workflows, so this field remains blank.

Checked Out By field If the document is in a workflow, the user name of

the person who has the document checked out.
Risks do not go into workflows, so this field
remains blank.

Workflow Initiator field

If the document is in a workflow, the user name of
the workflow initiator. Risks do not go into
workflows, so this field remains blank.
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Fields

Description

Past Revisions button

Displays a list of previous revisions of the
document, including information about revision
number, final state, title, CMS revision, and release
date. Click a revision title to view the document.

Doc History button

Displays a list of actions (such as “check out” and
“check in”) for the document revisions.
Information includes CMS revision, title, action
date, action, and user who performed the action.
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OVERVIEW

This section covers the following topics about managing controls in the Governance, Risk
and Compliance Manager application:

Concepts
¢ About Controls (page 7-2)
+  About Control Ownership (page 7-3)

Tasks

+» Creating Controls (page 7-3)

+» Revising Controls (page 7-4)

% Viewing Controls (page 7-5)

« Retiring Controls (page 7-5)

¢ Creating Control Test Instructions (page 7-6)
«» Revising Control Test Instructions (page 7-8)

¢ Retiring Control Test Instructions (page 7-9)
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Interface

¢+ Controls Tab (page 7-10)

+ BP Control Page (page 7-12)

« Control Page (page 7-18)

«»  Test Instructions Tab (page 7-26)

«» Test Instructions Page (page 7-28)

ABOUT CONTROLS

7-2

A control mitigates the potential damage from a risk for a specific business process. For
each risk documented for a process there must be a documented control. Controls provide
a safety mechanism to ensure that all risks are addressed by documented responses that
mitigate the risks.

Any user with permission to create or edit a business process can create a control. If
control ownership is enabled and a user has permission, a control owner can be assigned
for a control. Controls can be created when a process is created, or added later as risks are
identified and controls for those risks are required. Once a control has been documented,
users can view the control and its values, description, comments, and documentation
history.

You can specify that a control be related to a specific risk in the same business process,
using the Related Risks feature. Also, a control can be related to another control through
the Related Controls feature on a Control page. This enables you to specify the type of
relationship between controls (such as one control secondary to another control).

Control testing can be performed based on management assessment, control group, and
control owner (if control ownership is enabled). For more information refer to Chapter 9
(Assessing Business Processes) and Chapter 10 (Audit Testing and Test Plans).

Note: Ifthe Auto Monitoring feature is enabled, you can click the <duto Monitoring>
button on a Control Page (page 7-18) to open a browser with a pre-defined URL and send
the control for automated testing. The default name of the button is Auto Monitoring, but
the name can be customized.

See Also: About Control Ownership (page 7-3)
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ABOUT CONTROL OWNERSHIP

The optional control ownership feature enables users to be assigned as owners of controls.
Whenever a control is created, a control owner must be assigned to it. If control ownership
is enabled, the following changes occur in the GRC Manager application:

@ Note: Control ownership is turned off by default in the application. Customized versions
can use control ownership as provided by Oracle or can further customize the feature.
+«+ Control owners must be assigned to controls.
¥ A new “Control Owner” field is displayed on the Control page Basics tab.
+ Control owners cannot edit a business process; they can edit only their own controls.

+ Workflows can be customized to leverage the control ownership feature:

*  The Process Testing workflow can have control owners validate and/or test their
own controls.

*  The Audit Testing workflow can have control owners validate the test cover.

¢ The Data Collection workflow can be routed to control owners.

¢

% Because control owners are assigned at the control level, it is possible that a document
with control owner assignments can be routed in a workflow to multiple control
owners on the same step. If there are multiple control owners on the same step, all the
owners would have to complete the step before the business process is routed to the
next step in the workflow.

For example, a standard Data Collection workflow may be customized so that the
business process is routed to control owners in the step following the process owner
approval. If there are three controls on the process, then all three control owners
would see the process in their Data Collection Inbox at the same time. The control
owners would have to individually review and approve the process before the process
is routed to the next step.

CREATING CONTROLS

One or more controls should exist for each documented risk in a business process.
To create a control for a business process, complete the following steps:

1. Verify that the business process is in one of the following states: Initialized, Edit, or
Collection.
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@

4.

Open the business process.
The Business Process Page (page 5-32) is displayed.
Click the Controls tab.

A list of controls for the business process is displayed. If there are no controls, the list
is empty.

Click Add Control to open a new control document.

Note: Click Add from Template to create a new control based on a control that is stored
in a template process. For more information refer to Using Templates (page 5-21).

S.
6.

The BP Control Page (page 7-12) is displayed with the Basics and Description tabs
enabled.

Enter a title for the control.

Enter information in the fields.

Note: Controls can also have file attachments. For more information refer to Using
Attachments (page 5-15). Attachments can be added after the control has been saved.

7.

Click Save.

* If some fields are required and have not been filled in, a message is displayed
informing you what fields are required.

* Ifall required fields have been filled in, or there are no required fields, the control
is entered into the system.

Note: To undo changes, click Cancel. If you click Close, you are prompted to save any
changes made and the document is closed.

REVISING CONTROLS

7-4

To revise an existing control for a business process, complete the following steps:

1.

Open the business process and click the Controls tab. The business process must be in
a state of Initialized, Edit, or Collection.

A list of controls for the business process is displayed.
Click the title of the control you want to edit.

The Control Page (page 7-18) is displayed with the control in Read Only state.
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3. Click Edit.

The Control page is displayed with the Basics and Description tabs enabled.
4. Revise or enter information in the fields.
5. Click Save to enter the information into the system.

Note: If you do not want to save the changes, click Cancel to undo the changes. If you
click Close before you click the Save button, you will be prompted to save changes, and
then the document is closed.

VIEWING CONTROLS

Once a control has been documented, users can view the control and its values,
description, comments, and documentation history.

To view an existing control for a business process, complete the following steps:
1. Open an business process and click the Controls tab.

A list of controls for the business process is displayed.
2. Click the title for the control you want to view.

The Control Page (page 7-18) is displayed with the Basics, Description, Test
Instructions, Attachments, and History tabs.

RETIRING CONTROLS

A control can be retired when it is no longer valid or useful. When a control is retired it
becomes inactive but the documentation remains in the content server for historical
reporting.

To retire a control for a business process, complete the following steps:

Permission: You must have the SOAICAdmin role, the SOAGloballCAdmin role, or be
the process creator or owner to perform this task.

1. Open a business process.

2. Click Revise.
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3. Click the Controls tab.
The list of controls is displayed.
4. Select the title of the control you wish to retire.
The BP Control Page (page 7-12) is displayed.
5. Click Retire.

A confirmation prompt is displayed.

@ Note: Once a control is retired, it cannot be reactivated.

6. Click Yes.

The control is retired.

MANAGING TEST INSTRUCTIONS

7-6

&P

Test instructions inform the user who tests the process controls about what test or tests to
run on the control to check its accuracy and validity, and to verify that the control
functions as documented. Test instructions can be created by any user with rights to the
business process.

Note: Refer to Starting a Process Test Run (page B-5) for information on how to start a
test run on a business process and document the test results.

This section covers the following topics:

R/

% Creating Control Test Instructions (page 7-6)

« Revising Control Test Instructions (page 7-8)

+ Retiring Control Test Instructions (page 7-9)

Creating Control Test Instructions

Tech Tip: You can use attachments to the control to store pre-existing documents
containing test instruction procedures.
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To add test instructions to controls, complete the following steps:

L.

Eal

Open the business process that has the control you want tested.

Verify that the process is in one of the following states: Initialized, Edit, or Collection.
If the process is in an Edit or Collection state, verify that you are the current user.
Click the Controls tab.

A list of controls for the business process is displayed. If there are no controls, the list
is empty.

Select a control title.
The BP Control Page (page 7-12) is displayed.
Click the Test Instructions Tab (page 7-26).

A list of test instructions for the control is displayed. If there are no test instructions,
the list is empty.

Click Add Test.

The Test Instructions Page (page 7-28) is displayed with the Basics, Comments, and
Details tabs enabled.

@ Note: Test instructions also can be added from a template. For information refer to Using
Templates (page 5-21).

8.
9.

Enter a title for the test instruction set.

Enter appropriate information in the fields on the Basics, Comments, and Details tabs.

@ Note: Test instructions can also have attachments. For information refer to Using
Attachments (page 5-15).

10. Click Save.

» Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

e Ifall required fields have been filled in, or there are no required fields, the test
instructions page for the process is displayed.

» To undo changes, click Cancel. If you click Close, you are prompted to save any
changes made and the document is closed.

11. Click Close.

The process control page is displayed.
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12. Click Close.
The process page is displayed.

13. Click Approve Changes to update the process with the test instructions.
A confirmation prompt is displayed.

14. Click Yes.

15. To close the process without further changes, click Close. To begin a Testing
workflow, click Initiate Testing.

Revising Control Test Instructions

To revise and edit information in a process control test instruction set, complete the
following steps:

1. Open a business process and click the Controls tab.
A list of control titles is displayed.
2. Select a control by clicking the title.
The BP Control Page (page 7-12) is displayed.
3. Click the Test Instructions Tab (page 7-26).
A list of titles of test instructions for the process is displayed.
4. Click the test instruction title you want to edit.

The Test Instructions Page (page 7-28) is displayed with the control in Read Only
state.

5. Click Edit.

The Test Instruction page is displayed with the Basics, Comments, and Details tabs
enabled.

6. Enter or revise information for the test instruction.
7. Click Save.

The changes are saved to the process.
* To undo changes before saving them, click Cancel.

* Ifyouclick Clese, you are prompted to save any changes made and the document
is closed.
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Retiring Control Test Instructions

To retire a process control test instruction set, complete the following steps:

1.

Open the business process and click the Controls tab.

A list of titles of controls for the business process is displayed.

Click a control title.

The BP Control Page (page 7-12) is displayed with the control in Read Only state.
Click the Test Instructions Tab (page 7-26).

A list of titles of test instructions for the control is displayed.

Click the title of the control test instructions you want to retire.

The Test Instructions Page (page 7-28) is displayed with the Basics, Comments, and
Details, Attachments and History tabs enabled.

Click Retire.

A confirmation prompt is displayed.

@ Note: Once a control test is retired, it cannot be reactivated.

6.

Click Yes.

The control test is retired for the process.

CONTROLS INTERFACE

This section covers the following topics on accessing and managing controls for business
processes and control testing:

Controls Tab (page 7-10)

BP Control Page (page 7-12)
Control Page (page 7-18)

Test Instructions Tab (page 7-26)
Test Instructions Page (page 7-28)

Governance, Risk and Compliance Manager User Guide 7-9



Managing Controls

Controls Tab

[Basics T Assertions 1 Risks T aadl Matric | Action Items ] Attachments ] Issues ] History |

add Control I Add from Template ] Add from Library [

Title Doc I Revision Class State  Type Release Date

Cortrol | Key 000356 1 Key Pelagsed  SOA_CTC 100102006

Control 2 Mordoring  DD03SE 1 Mondtoring  Releasad  SCA_CTC  10/10/2006

Cortrol 3 Secordary 000380 1 Secondary  Peleased  SC0A_CTC  10/10/2006
MC denotes copied frorn Mastar Camponent Library, MP denolas Copied from a Master Process

The Controls tab lists control documents and enables a user to add or revise controls. To
access the tab contents, open a new or existing business process, or open a new or existing
test plan, then click the Controls tab. For more information refer to About Controls

(page 7-2), or About Audit Tests and Test Plans (page 10-2).

Feature

Description

Add Control button

Displays a BP Control Page (page 7-12) for adding
a new control. The process must be in Initialized,
Edit, or Collection state to use this button.

Add from template button

Displays a Template Selection Page (page 14-35)
for adding a control from a template. The process
must be in Initialized, Edit, or Collection state to
use this button.

Add from Library button

Displays a Master Component Library Selection
Page (page 14-49) for selecting a component
template from the Master Component Library to
use as the basis for a control.This button is enabled
if the process is in a state of Initialized, Edit or
Collection.

Title column

Title of the control. The title also is a link that will
open the control page. If the control is copied from
the Master Component Library, the letters “MC”
will appear next to the title. If the control is copied
from a master process, the letters “MP” will appear
next to the title.

7-10
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Feature

Description

Doc ID column

Content ID number used for the document when it
1s stored in the content server.

Revision column

Revision number of the control document.

Key Control column

Indicates whether this is a key control: True or
False.

State column

Current state of the control.

Type field

Type of document.

Release Date field

Date the document was released.
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BP Control Page

BP Cantrol Quigk Help
Chose I Save | Cancel l
Drganization: Organzation ([}
A Release
Process: Business Process J3 Diakae
Title: [Eantret 3 version: 1
State: Initializad
Bagics P
COSD Audit Information
Component: [Cﬂl'ﬂ‘fﬂ Ervirgnmment ;; Audit Type: Operational -
Lateqory: | Effectivenass and Efficiency of Operaticns Ll Frequency: | Miultiple times per day Ll

Target Samples:

General Subjective Status
Class: (2T - Objective: [Completeness Maturity As [s [z wrformal =]
ol ACCuracy

ubclass: [Tioon - <] W alidity T : [2 Monitared =1

Timalinass RHIELILICOtE 4 Moniored
Typn: Pravantive 'I Facurty Camplesity: 1 Lowe -I
Method: Manual -
Assessment Test
Dperating: Hot Riedineed Dperating: Bt Fiirvidranid
Design: Mot Ridiwed
Related Risk(s)
il

Related Control{s)

The BP Control page is used to create a new control for a business process. To access this
page, select the Add Control button on the Controls tab of a business process. For
additional information refer to Creating Controls (page 7-3).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.
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Feature

Description

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process.

Title field Enter the name of the control.

State field Current state of the control.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is saved.

Version field

Number of versions of the document.

Basics tab

COSO fields

Component field

A value that indicates the COSO component for the
control. Select a value from the drop down list:

*  Control Environment

* Risk Assessment

*  Control Activities

* Information and Communications

*  Monitoring

Category field

A value that indicates the COSO category for the
control. Select a value from the drop down list:

+ Effectiveness and Efficiency of Operations
* Reliability of Financial Reporting
+ Compliance with Applicable Regulations
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Feature

Description

General fields

Key Control

Check the box if this control is a key control,

meaning it is of significant importance to the

proper operation of a business process.

Class field

The control’s classification in the business process.

Also important in the use of control-to-control

relationships. Select a value from the drop-down

list:

Key: A control that is of significant importance
to the proper operation of a business process. A
monitoring or subordinate control can be
related to a key control. It does not have a
subclass. It cannot be related to a secondary
control, or to another key control.

Monitoring: A control that monitors one or
more related controls. It is used for
management assessment; for example,
assessing a monitoring control and not
assessing its related key control or related
secondary control. It cannot be related to a
subordinate control or to another monitoring
control. It does not have a subclass.

Secondary: A control of lesser importance than
a key control. It does not have a subclass. A
monitoring control or a subordinate control can
be related to a secondary control. It cannot be
related to a key control or another secondary
control.

Subordinate: A control that is subordinate to
one other control. The related control can be
either a key control or a secondary control. It
cannot be related to a monitoring control. It
can be given a subclass, but it is not required.
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Feature

Description

Subclass field

The subclassification of the control in the business
process. Select a value from the drop-down list:

* Compensating
» Mitigating
* Redundant

Type field

The type of control effect on the associated risk.
Select a value from the drop-down list:

* Preventative
e Detective

e Corrective

Method field

Indicates whether the control is implemented
manually or automatically. Select a value from the
drop down list:

e Manual

* Automated

Objective field

A value that indicates the objective of the control
for the purposes of accountability. Select a value
from the drop-down list:

+  Completeness
* Accuracy

»  Validity

* Timeliness

*  Security

Assessment fields

Operating field

Status of operating assessment of the control.

Design field

Status of design assessment of the control.
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Feature Description
Audit fields
Audit Type field A value that indicates the type of auditing that the
control supports. Select a value from the drop
down list:
*  Operational
» Financial Reporting
Frequency field A value that indicates how frequently the control is
applied for the purposes of auditing the records.
Select a value from the drop down list:
*  Multiple times per day
* Daily
*  Weekly
*  Bi-weekly
*  Monthly
*  Quarterly
*  Annually
*  Other
Target Samples field A numeric value defined by the user. It can be any

number of target samples. For example, instead of
testing all controls, you can specify to only test 1,3
6, and 9. It is not a required field.

Subjective Status fields

Maturity As Is field

Displays the maturity status of the control. Select a
value from the drop down list:

* 1 Unreliable

* 2 Informal

» 3 Standardized
* 4 Monitored

* 5 Optimized

Governance, Risk and Compliance Manager User Guide



Managing Controls

Feature

Description

Maturity Target field

Displays the desired maturity status of the control.
Select a value from the drop down list:

* 1 Unreliable

* 2 Informal

» 3 Standardized
* 4 Monitored

* 5 Optimized

Complexity field

Displays the level of complexity of the control.
Select a value from the drop down list:

e 1Low

* 2 Med-Low
* 3 Medium

* 4 Med-High
* 5 High

Test fields

Process Based field

Status of process-based test of the control.

Audit Based field

Status of audit-based test of the control.

Other fields

Related Risk(s) field

List of risks for the process that are related to the
control. A control can have one or more related
risks in a process. To view a list of existing risks,
click the Info icon next to the field.

Related Control(s) field

List of controls in the process that are related to
this control. To view existing controls you can
select to establish a relationship with the control,
click the Info icon next to this field. Select controls
from the displayed list.

Related controls automatically reference the most
recent revision of the controls.

Governance, Risk and Compliance Manager User Guide

717



Managing Controls

7-18

Feature Description

Description tab

Description field Enter a detailed description of the control.

Comments field Enter comments about the control.

Control Page

Cantrol: Contral 2 Manitaring Cryick Help
Close
Organization: Quganization [[+H] Q00352
Process: Business Procass J1 E E:!t':_“* 1002412006
Title: Contral 3 Monitosing Wersion: 1
State: Raleased
(EUR Description | Test Instructions T Attachments | History |
ciosn Audit Information
Componeni: Manitanng Audit Type: Financial Repating
Categary: Campliance with Applicable Regulstions Frequency: Diaily
Target Samples:
Genoral Subjective Status
Class: Mionitaring Objective: ALCUrACY Maturity As s 2 Informial
Subclass: —Empiy- Maturity Target: 4 Monitored
Type: Detectve Complexity: 1 Low
Method: Manual
Assessment Test
Dperating: Pass - as ol 10 006 Dperating: Mol Riviirnp d
Design: Pags - ag of 1A UrH006
Related Risk{s)
Risk1 i
Risk 2 J
Related Contral{s)
Control 1 Key i

The Control page provides access to a business process control document after it has been
created and saved. The control document can still be in an Initialized state or a Released
state. To access this page, open a business process, select the Controls tab, and select the
title of a control document. For more information refer to Revising Controls (page 7-4).
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Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Edit button

Enables the control document to be modified.

<Auto Monitoring> button

If enabled, opens a browser to a pre-defined URL
to send the control for external automated testing.
The default name for this button is Auto
Monitoring, but the name can be customized.

Retire button

Retires the control document.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process. The Info icon opens
a separate window to display a process profile,
which summarizes information about the process.

Title field Name of the control.

State field Current state of the control.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is released.

Version field Number of versions of the document.
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Feature Description
Basics tab
COSO fields
COSO Component field A value that indicates the COSO component for the
control:
*  Control Environment
* Risk Assessment
* Control Activities
* Information and Communications
*  Monitoring
COSO Category field A value that indicates the COSO category for the
control:
» Effectiveness and Efficiency of Operations
* Reliability of Financial Reporting
+ Compliance with Applicable Regulations
General fields
Class field Specifies the classification of the control’s

relationship to other controls in the business
process. Select a value from the drop-down list:

* Key: No relationships. (There is no longer a
concept of non-key controls.)

*  Monitoring: You can specify none to multiple
key or secondary controls.

*  Secondary: No relationships.

* Subordinate: You can specify none or one key
or secondary control. A subclassification can
also be specified.
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Feature

Description

Subclass field

Specifies the subclassification of the control’s
relationship to other controls in the business
process. Select a value from the drop-down list:

* Compensating
* Mitigating
* Redundant

Type field

The type of control effect on the associated risk:
* Preventative
*  Detective

e Corrective

Method field

Shows whether the control is implemented
manually or automatically:

e Manual

e Automated

Assessment fields

Operating field Status of operating assessment of the control.
Design field Status of design assessment of the control.
Related Risk(s) field List of risks for the process that are related to the

control. A control can have one or more related
risks in a process. To view a list of existing risks,
click the Info icon next to the field.

Related Control(s) field

List of controls for the process that are related to
this control.

Related controls automatically reference the most
recent revision of the controls.
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Feature

Description

Audit Information fields

Audit Objective field A value that indicates the objective of the control
for the purposes of accountability:
+  Completeness
* Accuracy
*  Validity
* Timeliness
*  Security
Audit Type field A value that indicates the type of auditing that the
control supports:
*  Operational
» Financial Reporting
Audit Frequency field A value that indicates how frequently the control is

applied for the purposes of auditing the records:
*  Multiple times per day

* Dalily

*  Weekly

*  Bi-weekly
*  Monthly

*  Quarterly
*  Annually
*  Other
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Feature Description

Subjective Status fields

Maturity As Is field Displays the maturity status of the control:
* 1 Unreliable
* 2 Informal
» 3 Standardized
* 4 Monitored
* 5 Optimized

Maturity Target field Displays the desired maturity status of the control:
* 1 Unreliable
* 2 Informal
» 3 Standardized
* 4 Monitored
* 5 Optimized

Complexity field » Displays the level of complexity of the control:
* 1Low
* 2 Med-Low
* 3 Medium
* 4 Med-High
* 5 High

Test fields

Process Based field Status of process-based test of the control.

Audit Based field Status of audit-based test of the control.

Description tab

Description field Detailed description of the control.
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Feature

Description

Test Instructions tab

Add Test button

Displays Test Instructions page where instructions
can be added for the control.

Add from template button

Displays list of templates for test instructions that
can be used instead of creating unique instructions.

Title column

Title of the test instructions.

Type column

Type of test.

Approach column

Displays whether test is initiated manually or
automatically.

Doc ID column

Content ID for the document.

Revision column

Revision number of the document.

State column

State of the test instructions.

Release date column

Date the document was released.

Attachments tab

Add Attachment button

With the page in Edit mode, click Add
Attachment to display an Attachment screen. Use
the screen to specify attachments for the document.
The Type menu selection for an attachment is:

* Process Narrative

*  Process Flowchart

»  Change Control Procedures

* Business Continuity Procedures
* Management Survey Template
»  Testing Workpapers

*  Other

Title column

Name of the document.
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Feature

Description

State column

Current state of the document.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Doc Level column

Doc Level assigned to the process.

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Links that are available to perform on this
attachment, dependent on user permissions and
document state. Examples of actions are Get, Open

and Retire.
History tab
Created By field User name of person who created the document.
Create Date field Date the document was created.
Modified By field User name of person who last modified the

document.

CMS Status field

Current workflow status.

CMS Revision ID field

Identification for the document revision.

CMS Revision Number field

Revision number of the document.

Current User field If the document is in a workflow, the user name of
the current workflow user. Controls do not go into
workflows, so this field remains blank.

Checked Out By field If the document is in a workflow, the user name of

the person who has the document checked out.
Controls do not go into workflows, so this field
remains blank.
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Feature

Description

Workflow Initiator field

If the document is in a workflow, the user name of
the workflow initiator. Controls do not go into
workflows, so this field remains blank.

Past Revisions button

Displays a list of previous revisions of the
document, including information about revision
number, final state, title, CMS revision, and release
date. Click a revision title to view the document.

Doc History button

Displays a list of actions (such as “check out” and
“check in”) for the document revisions.
Information includes CMS revision, title, action
date, action, and user who performed the action.

Test Instructions Tab

checks.

Control: Requiring dual signatures on checks of unusually large amounts and adjustment

Close | Retire

Chacs o

Organization: ACME/Chicago ID: 000090
| 11H05 10007

Process: Cash Disbursements - Chicago j Eitif“ LU

) Requiring dual signatures on checks of unusually large .

: : 1
Tils amounts and adjustment checks. fersion
State: Released
[ Basics | Description ML= @ GCGTEEM Attachments | History |
Add Test | Add from template [
Title Type Approach Doc Id Revision State Release
Date:
Tesk Irskrgctions hor Cash Disbursements - Inguury Agtomsted 000104 1 Rebeasad 1170172005

The Test Instructions tab lists test instructions for a business process and enables users to
add new tests and add tests from templates. To access the tab, open a business process,
select the Controls tab, select a control title, and click the Test Instructions tab. For

additional information refer to Managing Test Instructions (page 7-6).
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Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Changes the process state to Edit.

Retire button

Retires the test instructions for a control. For more
information refer to Retiring Control Test
Instructions (page 7-9).

Organization field

Enter the name of the organization to which the
process is associated.

Process field

Name of the business process. The Info icon opens
a separate window to display a process profile,
which summarizes information about the process.

Title field Name of the Control document.

State field Current state of the Control document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is created.

Version field

Number of versions of the document.

Add Test button

Displays the Test Instructions Page (page 7-28)
where instructions can be added for the control.

Add from template button

Displays a Template Selection Page (page 14-35),
which can be used to select a template instead of
creating unique instructions.

Title column

Title of the test instructions.

Type column

Type of test.

Approach column

Displays whether test is initiated manually or
automatically.
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Feature

Description

Doc ID column

Content ID for the document.

Revision column

Revision number of the document.

State column

State of the business process.

Release date column

Date the document was released.

Test Instructions Page

Test Instructions: Test Instructions Set one Guick Help

Close ||F_dit| Retire |

General
Type: Irguiry

Approach: Manual

Organization: Organization ID: SOK000120
Process: HR Process One - Monitoring Coniral j E:IIZ‘?EE 22172006
Title: TestInstructions Set one Yersion: 1

State: Initialized

SR Comments Y Details | Attachments | History )

Description:

|

The Test Instructions page is used to define the instructions for testing controls for a

business process. To access this page, open a business process, select the Controls tab,
select a control title, then click the Test Instructions tab. On the tab either click the Add
Test button to add a new test, or select a test title to revise a test. For additional
information refer to Creating Control Test Instructions (page 7-6).
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Feature

Description

Close button

Closes the Test Instruction page.

Edit button

Changes the state of the document to Edit, so the
document can be modified.

Retire button

Retires the test instructions document so it can not
be used.

Save button

Saves the test instructions.

Cancel button

Cancels changes to the test instructions.

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process. The Info icon opens
a separate window to display a process profile,
which summarizes information about the process.

Title field Name of the Test Instruction document.

State field Current state of the process.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document was created.

Version field

Number of versions of the document.

Basics tab

Type field

Select a type of test from the Type menu:
* Inquiry

*  Observation

» Examination

e Performance
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Feature Description

Approach field Select an approach from the Approach menu:
*  Manual
*  Automated

Description field Enter a description of the instructions.

Comments tab

Comments field

Enter supporting information in this field.

Details tab

Instructions field

Enter specific test instructions in the Instructions
field.

Success Description field

Enter a description or specification or an example
of what makes a test successful.

Attachments tab

Add Attachment button

With the page in Edit mode, click Add
Attachment to display an Attachment screen. Use
the screen to specify attachments.

Title column

Name of the Attachments document.

State column

Current state of the document.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Links that are available to perform on this
attachment, dependent on user permissions and
document state. Examples of actions are Get, Open
and Retire.
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Governance, Risk and Compliance Manager User Guide



Managing Controls

Feature Description

History tab

Created By field User name of person who created the document.
Create Date field Date the document was created.

Modified By field User name of person who last modified the

document.

CMS Status field

Current workflow status.

CMS Revision ID field

Identification for the document revision.

CMS Revision Number field

Revision number of the document.

Current User field If the document is in a workflow, the user name of
the current workflow user. Test instructions do not
go into workflows, so this field remains blank.

Checked Out By field If the document is in a workflow, the user name of

the person who has the document checked out. Test
instructions do not go into workflows, so this field
remains blank.

Workflow Initiator field

If the document is in a workflow, the user name of
the workflow initiator. Test instructions do not go
into workflows, so this field remains blank.

Past Revisions button

Displays a list of previous revisions of the
document, including information about revision
number, final state, title, CMS revision, and release
date. Click a revision title to view the document.

Doc History button

Displays a list of actions (such as “check out” and
“check in”) for the document revisions.
Information includes CMS revision, title, action
date, action, and user who performed the action.
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DATA COLLECTION

OVERVIEW

This section covers the following topics about the Data Collection workflow and how it is
used in the Governance, Risk and Compliance Manager application:

Concepts
¢+ About Data Collection (page 8-2)

R/

« Data Collection Workflow Overview (page 8-2)

Tasks

+» Starting Data Collection for Multiple Processes (page 8-4)
«» Starting Data Collection for a Single Process (page 8-5)

+» Contributing Data to a Process (page 8-6)

«» Approving a Process for Data Collection (page 8-7)

* Rejecting a Process for Data Collection (page 8-7)

«» Reviewing a Process in Data Collection Review (page 8-8)
s Approving a Process in Data Collection Review (page 8-9)
* Rejecting a Process in Data Collection Review (page 8-9)
*+ Reviewing a Process for Compliance (page 8-10)

* Approving a Process for Compliance (page 8-11)
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+ Rejecting a Process for Compliance (page 8-12)

% Canceling Changes to a Process (page 8-12)

ABOUT DATA COLLECTION

When a user creates a business process, data is needed to specify the risks, controls, and
attachments for the process. Also, as a business process is created, it is in the Initialized
state, meaning that it has not had a full review to evaluate its accuracy and completeness.
The process creator can run the Data Collection workflow to collect data on risks,
controls, and attachments (that provide extra details such a flowcharts and narratives)
from the assigned process owner and also have the assigned approvers review the data for
accuracy and completeness.

The Data Collection workflow provides the automation to route the process to specified
users to perform these tasks. Reviewers for data collection are specified on the business
process Basics tab, or the administrator for a company can assign default reviewers in a
modified workflow, in which case business processes are automatically routed to the
designated reviewers.

DATA COLLECTION WORKFLOW OVERVIEW

When a user with appropriate permission to a business process initiates data collection, the
Data Collection workflow is started. The workflow routes the business process to users in
the following order:

1. Initiated by user with rights to the business process.
2. The process owner contributes documentation and approves or rejects the process.

3. The process reviewers examine the process documentation, and approve or reject the
process.

4. A compliance reviewer examines the process documentation, and approves or rejects
the process.
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Figure 8-1 Overview of Data Collection workflow
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Prerequisites to begin a Data Collection workflow including the following:

/7

A business process that is in a state of Initialized or Released

®

*+ An assigned process owner
+ Appropriate security rights
The following list summarizes the workflow steps:

1. A user with rights to a business process, usually an administrator (or someone in the
compliance department), initiates data collection.

2. An email notification is sent to the assigned process owner, notifying the owner to
enter the system and check the Inbox. The email notification includes a link to the
system that takes the user to the application log-in page.

3. The process owner opens the business process and contributes data for assertion, risk,
control, test instruction, and attachment documentation. Then the owner either
approves the process or rejects the process.

* Ifthe process is approved, it is removed from the process owner’s Inbox and sent
to the next step.

« If the process is rejected, an email is sent to the user who initiated the data
collection, notifying them of the reason for rejection. The initiator can then choose
to restart the workflow or delete the workflow.

4. An email notification is sent to the assigned reviewer(s) who are responsible for
reviewing data for assertion, risk, control, test instruction, and attachment
documentation for the business process. The email notification includes a link to the
system that takes users to the application log-in page.

5. The users review each assertion, risk, control, test instruction, and attachment
document. When finished, reviewers either approve or reject the process.

» Ifthe process is approved, it is removed from the reviewer’s inbox and sent to the
next step.
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« Ifthe process fails, the reviewer enters a message explaining why the process was
rejected, and the message is sent to the process owner to modify the process
documentation.

6. An email notification is sent to the workflow initiator (usually an administrator or
someone in the Compliance group), notifying the user to enter the system and check
the inbox. The email notification includes a link to the system that takes the user to the
application log-in page.

7. The workflow initiator is the final reviewer. The user reviews the assertion, risk,
control, test instruction, and attachment documentation, and approves or rejects the
business process. The user can change any of the documentation to ensure its integrity
and validity.

» Ifthe process is approved, its status is changed to Released, the system is notified,
and the process is removed from the Data Collection workflow.

« Ifthe process is rejected, the user enters a message explaining the reason for the
reject, and the message is sent to the process owner to modify the process
documentation.

STARTING DATA COLLECTION

8-4

@

This section describes the procedures for starting a Data Collection workflow for multiple
processes and for a single process. This section covers the following topics:

®

+» Starting Data Collection for Multiple Processes (page 8-4)

+«+ Starting Data Collection for a Single Process (page 8-5)

Starting Data Collection for Multiple Processes

Note: A process must be in a state of Released or Initialized to be started into process
collection.

To send multiple business processes through the Data Collection workflow, complete the
following steps:

1. From an organization map select a folder and double click the title to display the list of
processes for that unit. For information about maps refer to About Maps (page 4-2).
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2. Select all business processes by checking the box at the top of the process list, or
individually select business processes from the list by checking the boxes located next
to each process title.

3. Click Data Collection.
A confirmation prompt is displayed.

4. Select either Execute recursively Yes or Execute recursively No to indicate whether
or not to start data collection recursively. Selecting recursively means that the business
processes in any subfolders will also be started, otherwise only the business processes
in the selected folder will be started.

5. Click Yes to continue, or No to cancel the request.

If Yes is selected, the business processes are entered into the Data Collection
workflow. A status prompt is displayed to show the processes that have been entered
into the Data Collection workflow. Processes that successfully started are in a state of
Collection

@ Note: If a process did not enter into workflow, check to see if it is a valid process that is in
a state of Initialized or Released and that it has a process owner assigned (the Owner field
in the BP Cover has no entry).

Starting Data Collection for a Single Process

To send a single business process through the Data Collection workflow, complete the
following steps:

1. In the user interface select the Business Processes tray.

2. Select All Processes.

3. From the list of processes, click a process title to open the process.
A process page is displayed.

4. Click Process Collection.

A confirmation screen is displayed.
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5. Click Yes to continue or No to cancel the request.

» If Yes is selected, the process is entered into the Process Collection workflow and
is in a Collection state.

Note: If the process does not have an owner assigned to it (the Owner field in the BP
Cover has no entry), the process does not start.

Note: To view who received an email for data collection, select the Timestamps tab for the
process. The Current Workflow User value is the person who received the email.

CONTRIBUTING TO A PROCESS

8-6

When a Data Collection workflow is initiated, an email is sent to the business process
owner with a notification to log in to the system and check their Inbox. A link is provided
from the email to the system. Clicking on the link takes the user to the application log-in
page. The process owner can perform the following actions:

+«+ Contributing Data to a Process (page 8-6)

« Approving a Process for Data Collection (page 8-7)

¢ Rejecting a Process for Data Collection (page 8-7)

Contributing Data to a Process

The business process owner can add and edit documentation for assertions, risks, controls,
test instructions, and attachments (such as flowcharts and narratives) for a process.

To contribute documentation to a process, complete the following steps:

1. From the application navigation panel select My Inbox or select Business
Processes—Collection Inbox to display a list of processes in the workflow.

2. Click the title of the process to which you want to contribute data.
The Business Process Page (page 5-32) is displayed.

3. Select the tab for the assertion, risk, control, or attachment you want to add and enter
or edit the information. Enter or revise as many assertions, risks, controls, or
attachments as needed. For additional information refer to Adding Assertions
(page 5-6), Creating Risks (page 6-2), Creating Controls (page 7-3), Creating Control
Test Instructions (page 7-6), and Adding an Attachment (page 5-17). For information
on revising documents refer to Revising Assertions (page 5-12), Revising Risks
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(page 6-3), Revising Controls (page 7-4), Revising Control Test Instructions
(page 7-8), and Revising Attachments (page 5-13).

4. When finished entering data for the process, click Approve.
A confirmation prompt is displayed.
5. Click Yes.

The data for the process is saved in the system. The business process page is
displayed.

6. Click Close to close the process page.

The process is removed from the business process owner Inbox and sent to the next
step in the workflow.

Approving a Process for Data Collection

To approve a process in the Data Collection workflow after reviewing the documentation,
complete the following steps:

1. In the open business process page, click Approve.
A confirmation prompt is displayed.
2. Click Yes.

The process is removed from the business process owner’s Inbox and sent to the next
step in the workflow.

Rejecting a Process for Data Collection

To reject a process in the Data Collection workflow whether or not changes have been
made to the process documentation, complete the following steps:

1. In the open business process page, click Reject.
A reject message window is displayed.

2. Enter a reject message. The reject message will be included in the e-mail to the user
that handles the next step in the workflow.

3. Click Save.

A confirmation prompt is displayed.
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4. Click Yes.

An email is sent to the appropriate user, notifying them of the reason for rejection. If a
reviewer rejects a process, it is sent back to the process owner. If the process owner
rejects a process, it is sent back to the workflow initiator.

REVIEWING DATA FOR A PROCESS

8-8

After a Data Collection workflow has gone through the process owner contribution step, it
is then routed to reviewers. One or more users are notified by email, one at a time, to
review the business process and documentation. The number of reviewers depends on how
many have been set up and assigned for the business process. A link is provided from the
email to the system. Clicking on the link takes the user to the application log-in page.

Each reviewer can perform the following actions:
+ Reviewing a Process in Data Collection Review (page 8-8)
% Approving a Process in Data Collection Review (page 8-9)

* Rejecting a Process in Data Collection Review (page 8-9)

Reviewing a Process in Data Collection Review

Reviewers of a business process can review documentation for the assertions, risks,
controls, test instructions, and attachments (such as flowcharts and narratives) of a
process.

To review a process and its documentation in the Data Collection workflow, complete the
following steps:

1. From the application navigation panel select My Inbox or select Business
Processes—Collection Inbox to display a list of processes in the workflow.

2. Click the title of the process you want to review.
The Business Process Page (page 5-32) is displayed.

3. Review the process and its documentation. Select tabs to view the assertions, risks,
controls, and attachments.
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4. When you are finished reviewing the process and its data, you have two choices:

* Approve the process. For more information see Approving a Process in Data
Collection Review (page 8-9).

* Reject the process. For more information see Rejecting a Process in Data
Collection Review (page 8-9).

Note: Any document with a document state of Collection has been changed or added

during the Data Collection workflow. If a document has a document state of Retired, it has
been removed during this workflow.

Approving a Process in Data Collection Review

After the reviewer has finished reviewing the business process and its associated
documentation, the reviewer can click the Approve button to notify the system that the
reviewer approves of the business process and its documentation.

To approve a business process in the Process Collection workflow, complete the following
steps:

1. In the open business process page click Approve.
A confirmation prompt is displayed.
2. Click Yes.

The process is removed from the user’s Inbox and sent to the next step in the
workflow.

Rejecting a Process in Data Collection Review

After the reviewer has finished reviewing the business process and its associated
documentation, the reviewer can notify the system that the user has rejected the business
process and its documentation.

To reject a business process in the Process Collection workflow, complete the following
steps:

1. Inthe open process page click Reject.
A reject message window is displayed.

2. Enter a reject message.
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3. Click Yes.

An email is sent to the process owner within the workflow notifying them of the
reason for rejection.

REVIEWING DATA FOR COMPLIANCE

8-10

After a Data Collection workflow has gone through the reviewer step, the business process
is routed to the user who initiated the workflow. This review step provides a compliance
administrator or other individual the ability to review, change, and approve the business
process. If the business process is approved in the final review step, the process and its
associated documentation is set to a state of Released and removed from the Data
Collection workflow. The final reviewer can change any of the business process
documentation to ensure its integrity and validity for the various risk, control, and
compliance related attributes.

An email is sent to the final reviewer with a notification to log in to the system and check
their Inbox. A link is provided from the email to the system. Clicking on the link takes the
user to the application log-in page.

The compliance reviewer can perform the following tasks:

+ Reviewing a Process for Compliance (page 8-10)

0

< Approving a Process for Compliance (page 8-11)

®

¢ Rejecting a Process for Compliance (page 8-12)

Reviewing a Process for Compliance

The compliance reviewer can review and edit documentation for the assertions, risks,
controls, test instructions, and attachments (such as flowcharts and narratives) of a
process. The compliance reviewer’s focus is whether the process meets all the
requirements for compliance to the Sarbanes-Oxley Act.

To review a process and its documentation in the Data Collection workflow, complete the
following steps:

1. From the application navigation panel select My Inbox or select Business
Processes—Collection Inbox to display a list of processes in the workflow.

2. Click the title of the process you want to review.

The Business Process Page (page 5-32) is displayed.
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3. Review the process and its documentation. Select tabs to view the assertions, risks,
controls, and attachments. If you want to add or revise information, click Edit and
enter the data. For additional information refer to Adding Assertions (page 5-6),
Creating Risks (page 6-2), Creating Controls (page 7-3), Creating Control Test
Instructions (page 7-6), and Adding an Attachment (page 5-17). For information on
revising documents refer to Revising Assertions (page 5-12), Revising Risks
(page 6-3), Revising Controls (page 7-4), Revising Control Test Instructions
(page 7-8), and Revising Attachments (page 5-13).

4. When you are finished reviewing the process and its data, you have two choices:

* Approve the process. For more information refer to Approving a Process for
Compliance (page 8-11).

* Reject the process. For more information refer to Rejecting a Process for
Compliance (page 8-12).

Note: Any document with a document state of Collection has been changed or added
during the Process Collection workflow. If a document has a document state of Retired, it
has been removed during this workflow.

Approving a Process for Compliance

After the compliance reviewer is finished reviewing the documentation for the entire
business process, the reviewer can notify the system that the reviewer approves the
business process. The business process is released into the system.

To approve a business process in the Data Collection workflow, complete the following
steps:

1. Inthe open process page click Approve.
A confirmation prompt is displayed.
2. Click Yes.

The data for the process is saved in the system. The Business Process Page
(page 5-32) is displayed.

3. Click Close to close the process page.

The process is removed from the compliance reviewer’s inbox and set to a Released
state.
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Rejecting a Process for Compliance

After the final reviewer has finished reviewing the documentation for the entire business
process, the final reviewer can click the Reject button to notify the system that the final
reviewer is rejecting the process. The process owner becomes the next current workflow
user.

To reject a business process in the Data Collection workflow, complete the following
steps:

1. In the open process page click Reject.
A reject message window is displayed.

2. Enter a reject message.

3. Click Yes.

An email is sent to the process owner, notifying them of the reason for rejection. The
process is removed from the compliance reviewer’s inbox.

CANCELING CHANGES TO A PROCESS

8-12

If the process is rejected by the owner back to the workflow initiator, the initiator can reset
the process and all its supporting documentation (including assertions, risks, controls, and
attachments) back to the original version before it entered the Data Collection workflow.

To cancel changes to a business process in the Data Collection workflow, complete the
following steps:

1. Inthe open process page click Delete Workflow.
A confirmation prompt is displayed.
2. Click Yes.

The Data Collection workflow is canceled, all new revisions of documents are
restored to their previous versions, and the process and its supporting documentation
are set to their previous states (Initialized or Released).
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ASSESSING BUSINESS PROCESSES

OVERVIEW

This section covers the following topics:

Concepts
+ About Management Assessment (page 9-3)

«  Assessment Workflow Overview (page 9-3)

Tasks

»  Starting an Assessment for a Single Process (page 9-7)
+» Starting an Assessment for Multiple Processes (page 9-8)
% Assessing Controls (page 9-10)

s Assessing Risks (page 9-11)

«» Assessing a Process (page 9-12)

+» Failing An Assessment (page 9-13)

«+» Passing a Certification (page 9-14)

¢ Failing a Certification (page 9-14)
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Interface

Management Assessment Tray (page 9-16)

Completed Management Assessment Workflows for <user> Page (page 9-18)
Active Management Assessment Workflows for <user> Page (page 9-19)
Preparation Management Assessment Workflows for <user> Page (page 9-21)
Validation Management Assessment Workflows for <user> Page (page 9-22)
Review Management Assessment Workflows for <user> Page (page 9-24)
Assessment Dialog Box (page 9-25)

Management Assessment Cover Page (page 9-28)

Management Assessment Page (page 9-31)

Management Assessment Basics Tab (page 9-40)

Management Assessment Risks Tab (page 9-43)

Management Assessment Controls Tab (page 9-41)

Management Assessment Process Tab (page 9-44)

Management Assessment Certification Tab (page 9-46)

Management Assessment Survey Tab (page 9-47)

Control Design Assessment Page (page 9-48)

Control Design Assessment Results Page (page 9-50)

Control Operating Assessment Page (page 9-52)

Control Operating Assessment Results Page (page 9-55)

Risk Design Assessment Page (page 9-57)

Risk Design Assessment Results Page (page 9-59)

Risk Operating Assessment Page (page 9-61)

Risk Operating Assessment Results Page (page 9-63)

Process Design Assessment Page (page 9-65)

Process Design Assessment Results Page (page 9-67)

Process Operating Assessment Page (page 9-69)

Process Operating Assessment Results Page (page 9-71)
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ABOUT MANAGEMENT ASSESSMENT

@

Management assessment enables business process owners and management reviewers to
assess the design and operational effectiveness of their business processes’ controls and
related risks. An assessment includes evaluation and certification of control operation and
risk mitigation for one or more business processes, and it can include a third-party survey
for customized evaluation. Management assessment differs from audit testing in that audit
testing evaluates only the effectiveness of controls independently from the associated risks
and processes.

Note: The Survey feature is a separately ordered product, which can be installed and
configured by your GRC Manager administrator. For information contact your Oracle
sales representative.

The following topics contain information on assessing business processes:

< Assessment Workflow Overview (page 9-3)

«»  Starting an Assessment (page 9-6)

«» Assessing Process Controls and Risks (page 9-10)

+»  Certifying Assessment Results (page 9-13)

Note: For information on audit testing controls based on selected controls across multiple
business processes refer to Chapter 10 (Audit Testing and Test Plans).

ASSESSMENT WORKFLOW OVERVIEW

Business processes with risks and related controls can be evaluated for completeness and
accuracy by performing a management assessment, which uses the Assessment workflow
to route a business process for evaluation of its risks and controls. This section describes
the workflow for assessing a business process.

Reviewers for a management assessment can be specified by the user initiating the
assessment or by the user who creates the business process.

Note: A business process is not locked while it is in an Assessment workflow; it can be
edited or included in multiple assessments at the same time.
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The Assessment workflow is activated whenever a user with permissions wishes to have
one or more processes assessed. The workflow progresses between users in the following
order:

1. The workflow is initiated by a user with rights to the business process and authorized
to initiate assessment. The initiator creates an assessment cover that specifies the
assessment title, reviewers, assessment types, and the risks and controls to be
assessed. The document is in the Prepare state.

2. The assessment is routed to the business process owner, who evaluates the specified
operating and design effectiveness of controls, risk mitigation (meeting objectives)
and the design effectiveness of risks, the operating status and design effectiveness of
the process, and completes a survey (if available), then certifies the results. The
document is in the Owner Assessment state.

3. Optionally, the assessment is routed to the first (if more than one) executive reviewer,
who reviews the results and its documentation, passes or fails the assessment, and
certifies the result. The document is in the Reviewer state.

4. If there is a second executive reviewer, the assessment is routed to the user, who
reviews the results and its documentation, passes or fails the assessment, and certifies
the result.

5. When all specified assessors have completed their tasks, depending on the results of
the assessments, the workflow ends.

Figure 9-1 Overview of Assessment workflow
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Workflow Prerequisites

The prerequisites to begin assessing a process using the Assessment workflow are the
following:

¢+ A business process that is in a Released state

¢ An assigned business process owner

% Appropriate security rights
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Workflow Details

The following list describes in more detail what happens during an Assessment workflow:

1. A user with permission to a business process initiates an assessment and uses a
Wizard to specify the type and scope of the assessment. An assessment can be
initiated from two locations:

*  From an open business process

* Via an organization map for one or more business processes (which starts an
assessment for each of the selected processes)

2. An email notification is sent to the process owner, notifying the owner to enter the
system and check their Inbox. The email notification includes a link to the system that
takes the user to the application log-in page.

3. The process owner opens the Assessment document and completes the following
tasks:

»  Assess the design and operating effectiveness of each control, and pass or fail
each control within the scope of the assessment.

*  Assess the design and operating effectiveness of each risk, and pass or fail each
risk within the scope of the assessment.

»  Assess the operating status and design effectiveness of the process.

* Complete an assessment survey (if available). A survey can consist of a series of
configurable questions and question types. It can apply to a full or partial set of
controls and risks in the selected processes.

Note: GRC Manager Survey Integration is a separate add-on application to
GRC Manager. For information contact your Oracle sales representative.

» Complete the evaluation by selecting a certification statement from a list. A
certification statement also can be entered.

¢ If'the process is certified, the assessment is removed from the process owner’s
Inbox and sent to the next step in the Assessment workflow.

+«» If the process is invalidated, an email is sent to the user who initiated the
assessment, notifying them of the reason.

4. Ifan executive reviewer is specified, an email notification is sent to the reviewer, who
is responsible for evaluating the control and risk assessment results, and for certifying
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or failing the full assessment. The email notification includes a link to the system that
takes the user to the application log-in page.

» If'the executive reviewer passes and certifies the assessment, the assessment is
removed from the reviewer’s inbox and sent to the next step. If there is only one
reviewer, the assessment state is changed to Completed and the initiator is
notified. The assessment documentation is removed from the workflow.

» If'the reviewer fails the assessment, it is routed back to the process owner for re-
assessment. The Assessment workflow ends in an Assessment Rejected state.

5. Ifasecond reviewer is specified, an email notification is sent to the reviewer, who is
responsible for evaluating the control and risk assessment results, and for certifying or
failing the full assessment. The email notification includes a link to the system that
takes the user to the application log-in page.

« Ifthe reviewer certifies the assessment, its state is changed to Completed and the
assessment initiator is notified. The assessment documentation is removed from
the Assessment workflow.

» If'the reviewer fails the assessment, it is routed back to the process owner for re-
assessment. The Assessment workflow ends in an Assessment Rejected state.

STARTING AN ASSESSMENT

@

There are two options for starting an assessment of one or more business processes. When
you start a assessment you are initiating an Assessment workflow.

Note: For more information on the Assessment workflow refer to Assessment Workflow
Overview (page 9-3).

®

+» Starting an Assessment for a Single Process (page 9-7)

« Starting an Assessment for Multiple Processes (page 9-8)
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Starting an Assessment for a Single Process

@ Note: A business process can be assessed even if some of the controls do not have related

risks.

To start an assessment of controls for a single business process, complete the following

steps:

1.

*® =N w

Open a business process by selecting Business Processes—Released Processes, then
click the title for a process that contains controls.

The Process Page (page 5-40) is displayed.

Verify that the selected process is in a Released state and that it has a process owner.
Click Initiate Assessment.

A confirmation prompt is displayed.

Click Yes.

The Management Assessment Cover Page (page 9-28) is displayed in a Prepare state.
Enter a title for the Assessment cover document.

Specify a Fiscal Period for the assessment (required) on the Basics tab.

Specify a Percent Complete for the assessment (required) on the Basics tab.

Click Save.

The Management Assessment Page (page 9-31) is displayed.

Click Prepare Selection.

A Management Assessment Selection Wizard (page 9-38) is displayed, which you use
to specify the assessment types: risks, controls, and (if available) survey. When you
are using the wizard, you can back up steps to change selections if needed, or you can
cancel the wizard and return to the assessment cover document.

@ Note: The Prepare Selection button is enabled only when the management assessment
cover document is in a Prepare state. If the document tabs are being edited, the button is

not displayed.
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Assessment fields:

Type: Design, Operational, Survey (if available). Specify one or more
assessment types.

Risks: Specify which risks to include in the assessment The default is all risks
in the process. All risks are displayed.

Control Classifications: Required, Optional, Excluded. Specify which control
classifications to include in the assessment.

Controls: Specify which controls to include in the assessment. All controls
that are related to the risks selected in the previous step are displayed.
Controls without related risks are displayed for selection.

Survey: If this feature is implemented, you can select a survey from the list.

For more information on assessment fields refer to Management Assessment Cover
Page (page 9-28).

10. Click Save.

The Management Assessment Page (page 9-31) for the process is displayed. You can
click Edit to enable some of the fields on the page to be modified.

11. When you are done entering or modifying information, click Close.

The assessment document is entered into an Assessment workflow and an email is
sent to the process owner.

Note: To view who received an email for an Assessment workflow, select the Timestamps

tab for the process. The Current Workflow User value shows the person who received the

email notification.

Starting an Assessment for Multiple Processes

Note: Business processes must be approved and in the Released state for the Assessment

workflow to be initiated. A management assessment can be initiated even when a business

process is in another workflow.

To start an assessment of controls for multiple business processes, complete the following

steps:

1. Select Organization—Open to open a dialog box and select an organization map.

2. Select a folder and double click the folder title to display the list of business processes
for that organization unit.
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3. Select individual processes by checking the boxes next to each process title, or select
all the processes by checking the box at the top of the process list.

4. Click Initiate Assessment in the top menu bar.
An Assessment Dialog Box (page 9-25) is displayed.

5. Enter or select information in the screen for filtering the scope of the assessment:
e Period (fiscal)
* Type: Operational, Design, Survey (if available)
* Risks to Assess: Risk Rating >=n

* Controls to Assess (and whether they are required, optional, or excluded): Key,
Monitoring, Secondary, Subsidiary

* Survey (if available): select one link from list of available surveys

6. If a map folder (unit) was selected to include all its processes, instead of a subset of
processes in the map folder, then select a radio button for Yes or No for whether to
create assessment covers recursively down the map hierarchy.

7. Select a radio button for Yes or No for whether to skip the Preparation step in the
workflow.

e If Yes, a Management Assessment Cover Page (page 9-28) will be created for
each process and sent to the Management Assessment—Assessment Inbox for
each process owner.

* IfNo, a Management Assessment Cover Page (page 9-28) will be created for each
process and sent to the Management Assessment—Preparation Inbox for each
process owner.

8. Click Yes to create the assessment cover pages.

A confirmation prompt is displayed indicating how many assessments have been
created (one for each business process).

9. Click OK.

The assessment documents are entered into the Assessment workflow and an email
notification is sent to the process owners. The processes are now in an
OwnerAssessment state, and the assessment documents are automatically assigned the
name of the organization map and a number (in sequential order).

If you click Cancel, the processes are not sent for assessment and the Assessment dialog
box is closed.
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Note: If the Assessment workflow did not start, check to see if all the processes are valid
(in the Released state) and that they have assigned process owners.

ASSESSING PROCESS CONTROLS AND RISKS

9-10

@

When an Assessment workflow is initiated and an assessment cover created, the next stage
in the workflow is for the process owner to assess the controls and pass or fail each
control, assess the risks for the process and pass or fail each risk, assess the process and
pass or fail the process, and ultimately complete or fail the entire assessment. If the
assessment is completed successfully, the owner can be required to complete a
certification. While the actual assessment is performed the process is in the Owner
Assessment state.

Note: Test owners and control owners can be configured to be included in the Assessment
workflow, but the default does not include them.

See the following topics:

«  Assessing Controls (page 9-10)

R/

% Assessing Risks (page 9-11)

®

«» Assessing a Process (page 9-12)

Assessing Controls

To assess and pass or fail controls included in a management assessment of one or more
business processes, follow these steps:

1. Select My Inbox or Management Assessment—Assessments Inbox to see a list of
assessments assigned to you.

2. Select the title of an assessment and open it.
The Management Assessment Page (page 9-31) is displayed.

3. Select the Management Assessment Controls Tab (page 9-41) to view the controls to
assess.

4. Click a button to perform the type of assessment for each control as specified on the
Controls tab: Design, Operational. When you click a button, one of the following
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pages is displayed based on the type of assessment: Control Design Assessment Page

(page 9-48) or Control Operating Assessment Page (page 9-52).

Complete an assessment for a control and click Save.

Note: Ifthe Auto Monitoring feature is enabled, you can click the <4uto Monitoring>
button to open a browser with a pre-defined URL and send the control for automatic
testing. The results will be returned and displayed in the Results page for the type of
assessment. The default name of the button is Auto Monitoring, but the name can be

customized.

» If'the control passes the assessment, the results of an assessment are displayed in
the Results pages for the type of assessment, and a summary is displayed in the
Controls tab of the Management Assessment page. See the Control Design
Assessment Results Page (page 9-50) and the Control Operating Assessment
Results Page (page 9-55).

» Ifthe control fails the assessment, an Issue Page (page 11-19) is displayed. Enter
information in the Issue definition page and save it; you will be returned to the
assessment page for the control. For more information on creating an issue refer to
Creating Issues (page 11-3). See also Failing An Assessment (page 9-13).

When you have finished assessing all required documentation, which include controls,
and can include Assessing Risks (page 9-11) and Assessing a Process (page 9-12),
click Completed Assessments.

When all assessments are completed, you must certify the assessment results. See
Certifying Assessment Results (page 9-13) for the procedure.

Assessing Risks

To assess and pass or fail risks included in a management assessment of one or more

business processes, follow these steps:

1.

Select My Inbox or Management Assessments—Assessments Inbox to see a list of
assessments assigned to you.

Select the title of an assessment and open it.
The Management Assessment Page (page 9-31) is displayed.
Select the Management Assessment Risks Tab (page 9-43) to view the risks to assess.

Click a button to perform the type of assessment for each risk as specified on the Risks
tab: Design, Operational. When you click a button, one of the following pages is
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displayed: Risk Design Assessment Page (page 9-57) or Risk Operating Assessment
Page (page 9-61).

Complete an assessment for a risk and click Save.

» If'the risk passes the assessment, the results of an assessment are displayed in the
Results page for the type of assessment, and a summary is displayed in the Risks
tab of the Management Assessment page. See the Risk Design Assessment
Results Page (page 9-59) and Risk Operating Assessment Results Page
(page 9-63).

» If'the risk fails the assessment, no issue is created. Issues are only created for
controls. See Failing An Assessment (page 9-13).

When you have finished assessing all required documentation, which include
Assessing Controls (page 9-10), and can include Assessing a Process (page 9-12),
click Completed Assessments.

When all assessments are completed, you must certify the assessment results. See
Certifying Assessment Results (page 9-13) for the procedure.

Assessing a Process

To assess and pass or fail a business process in an Assessment workflow, follow these

steps:

1. Select My Inbox or Management Assessments—Assessments Inbox to see a list of
assessments assigned to you.

2. Select the title of an assessment and open it.

The Management Assessment Page (page 9-31) is displayed.

3. Select the Management Assessment Risks Tab (page 9-43) to view the process to
assess.

4. Click a button to perform the type of assessment for the process as specified on the
Process tab: Design, Operational. When you click a button, one of the following pages
is displayed: Process Design Assessment Page (page 9-65) or Process Operating
Assessment Page (page 9-69).

5. Complete an assessment for the process and click Save.

» If'the process passes the assessment, the results of an assessment are displayed in
the Results page for the type of assessment, and a summary is displayed in the
Risks tab of the Management Assessment page. See the Process Design
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Assessment Results Page (page 9-67) or Process Operating Assessment Results
Page (page 9-71).

» If'the process fails the assessment, no issues is displayed. Issues are only created
for controls. See Failing An Assessment (page 9-13).

6. When you have finished assessing all required documentation, which include
Assessing Controls (page 9-10) and can include Assessing Risks (page 9-11), click
Completed Assessments.

When all assessments are completed, you must certify the assessment results. See
Certifying Assessment Results (page 9-13) for the procedure.

FAILING AN ASSESSMENT

A user can specify that a process, its controls, or its risks has failed a management
assessment while a process is in an Assessment workflow. This can be done when the
owner is assessing the process and when the process is being certified by the owner or
reviewers.

«» To fail an assessment when it is in the Owner Assessment state, click Fail
Assessment.

+» To fail an assessment when it is being certified, refer to Failing a Certification
(page 9-14).

CERTIFYING ASSESSMENT RESULTS

After an assessment workflow has moved through preparation and assessment stages, and
the results are documented, the next stage in the workflow is for the assessment results to
be certified first by the process owner, then by a management assessment reviewer, and
finally by an executive management assessment review (if required). If the assessment is
certified by all participants, the Management Assessment documentation is set to a
Released state and the Assessment workflow ends. The process owner and reviewer (or
reviewers) cannot change any of the assessment results documentation.

See the following topics:
¢ Passing a Certification (page 9-14)

+ Failing a Certification (page 9-14)
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Passing a Certification

To review and certify management assessment results, complete the following steps:

L.

N kW

If you do not already have the Management Assessment Page (page 9-31) open, select
Management Assessment—Review Inbox to access the assessments assigned to
you.

Click an assessment title to open the Management Assessment Page (page 9-31).
Review the assessment results on the Controls, Risks, and Process tabs.

Click Edit.

Select the Management Assessment Certification Tab (page 9-46).

In the appropriate panel for the user, select Yes from the menu.

Click Save.

*  When the process owner certifies an assessment, the Completed Assessments
button is enabled. Click Completed Assessments, and the management
assessment cover document is routed to the first reviewer for certification.

*  When a management assessment reviewer has certified an assessment, the Pass
Assessment button is enabled. Click Pass Assessment, confirm your choice, and
the management assessment cover document is routed to the next reviewer (if
assigned) for certification or the assessment is completed.

When all required participants have certified the management assessment
documentation, the assessment documentation is set to a Released state and removed
from the Assessment workflow.

If any reviewer selects No, the assessment has failed. See Failing a Certification
(page 9-14).

Failing a Certification

To review and fail to certify management assessment results, complete the following

steps:

1.

If you do not already have the Management Assessment Page (page 9-31) open, select
Management Assessment—Review Inbox to access the assessments assigned to
you.

Click an assessment title to open the Management Assessment Page (page 9-31).

Review the assessment results on the Controls and Risks tabs.
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4. Click Edit.
5. Select the Management Assessment Certification Tab (page 9-46).

6. In the appropriate panel for process owner, reviewer, or executive reviewer, select No
from the menu.

7. On the Management Assessment Page (page 9-31) click Fail Assessment.
The Issue Page (page 11-19) is displayed.

8. Enter information in the Issue definition page, save it, and close the page. For more
information on creating an issue refer to Creating Issues (page 11-3).

The Assessment workflow ends in a Failed state.

MANAGEMENT ASSESSMENT INTERFACE

This section contains the following topics:

«» Management Assessment Tray (page 9-16)

+» Completed Management Assessment Workflows for <user> Page (page 9-18)
% Active Management Assessment Workflows for <user> Page (page 9-19)

+» Preparation Management Assessment Workflows for <user> Page (page 9-21)
« Validation Management Assessment Workflows for <user> Page (page 9-22)
* Review Management Assessment Workflows for <user> Page (page 9-24)

* Assessment Dialog Box (page 9-25)

* Management Assessment Cover Page (page 9-28)

«» Management Assessment Page (page 9-31)

*» Management Assessment Selection Wizard (page 9-38)

«» Management Assessment Controls Tab (page 9-41)

* Management Assessment Risks Tab (page 9-43)

+» Management Assessment Certification Tab (page 9-46)

*¢ Management Assessment Survey Tab (page 9-47)

«» Control Design Assessment Page (page 9-48)

¢ Control Design Assessment Results Page (page 9-50)
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«» Control Operating Assessment Page (page 9-52)

+» Control Operating Assessment Results Page (page 9-55)
« Risk Design Assessment Page (page 9-57)

+» Risk Design Assessment Results Page (page 9-59)

% Risk Operating Assessment Page (page 9-61)

+» Risk Operating Assessment Results Page (page 9-63)

«» Process Design Assessment Page (page 9-65)

* Process Design Assessment Results Page (page 9-67)

«» Process Operating Assessment Page (page 9-69)

¢ Process Operating Assessment Results Page (page 9-71)

Management Assessment Tray

The Management Assessment tray provides interface pages to view and manage

assessments assigned to a user. If a business process is being assessed or has been

assessed, all of the associated text documentation and status can be found via this tray. For
additional information refer to About Management Assessment (page 9-3).

Management Assessment
Options

Description

Completed Assessments

Displays the Completed Management Assessment
Workflows for <user> Page (page 9-18) for
business process assessment results that have been
completed. This view provides an immediate final
status for an assessed process. Information
includes Period (of time), Title, Doc ID, State,
Owner, Release Date, and Current User.

9-16
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Management Assessment
Options

Description

Open Assessments

Displays the Active Management Assessment
Workflows for <user> Page (page 9-19) for
business processes that are in preparation to be
assess, or being assessed by process owners, or the
assessment results are being reviewed. This view
provides an immediate status for the current level
of open assessments within the organization.
Information includes Period (of time), Title, Doc
1D, State, Owner, Release Date, and Current User.

Preparation Inbox

Displays the Preparation Management Assessment
Workflows for <user> Page (page 9-21) for
business processes that are in preparation for being
assessed. The preparation state occurs after an
assessment is initiated but before the process or
processes are being assessed. Information includes
Period (of time), Title, Doc ID, State, Owner,
Release Date, and Current User.

Assessment Inbox

Displays the Validation Management Assessment
Workflows for <user> Page (page 9-22) for
business processes that are being assessed by
process owners before being reviewed. Clicking an
active link opens an assessment page. Information
includes Period (of time), Title, Doc ID, State,
Owner, Release Date, and Current User.

Review Inbox

Displays the Review Management Assessment
Workflows for <user> Page (page 9-24) for
business processes that need to be reviewed after
owner assessment. Clicking the active link opens
an assessment page. Information includes Period
(of time), Title, Doc ID, State, Owner, Release
Date, and Current User.
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Completed Management Assessment
Workflows for <user> Page

Completed Management Assessment Workflowes for icadmin pick: Hil

Page 1

Period Title

Page 1

Show Filters | jo Filter Applied

Please select an assessment from the list below:

YZ007Q3 Assessment

101306 Business

T2006QL Assessr

Dusiness

T200704  Assecsment -

Business Process

State Owner Release Date Current User

Completed icadmin 10/13/2006 j
Completad icadmin 107102006 _,J
Completed icadmin  10/27/2006 _.J

The Completed Management Assessment Workflows for <user> page displays a list of
assessments that have completed processing through an Assessment workflow. To access
this page, select Management Assessment—Completed Assessments. For more
information refer to Assessment Workflow Overview (page 9-3).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, state, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period of time specified in the test. The
default format is year and quarter (for example,
Y2006Q1).

Title column

Title of an assessment. Each title is a link that will
open the Management Assessment Cover Page
(page 9-28).

Doc ID column

Document ID number in the content server.

9-18
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Feature

Description

State column

State of a document in the Assessment workflow.

Owner column

User name of the person assigned as the owner of
the business process.

Release Date column

Release date of the assessment.

Current User column

User name of the person currently accessing the
assessment.

1 button

Click to display a Management Assessment Report
for the process. The report summarizes the
assessment status and information about risks and
controls. The report can be printed.

Active Management Assessment Workflows for

<user> Page

Active Management Assessment Workflows for icadmin

Quick Help

Show Filters Mo Filter Applied

Please select a test from the st balow:

Page 1

Period Title Doc ID

T200633 000348
teve

Page 1

State

Prepars

Owner Release Date Current User

icadrmin J

icadmin

The Active Management Assessment Workflows for <user> page displays a list of tests

that are active in an Assessment workflow. To access this page, select Management

Assessment—OQOpen Assessments. For more information refer to Assessment Workflow

Overview (page 9-3).
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, state, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period of time specified in the test. The
default format is year and quarter (for example,
Y2006Q1).

Title column

Title of the assessment. Each title is a link that will
open the Management Assessment Cover Page
(page 9-28).

Doc ID column

Document ID number in the content server.

State column

State of a document in the Assessment workflow.

Owner column

User name of the person assigned as the owner of
the business process.

Release Date column

Release date of the assessment document.

Current User column

User name of the person currently assigned the
assessment.

1 button

Click to display a Management Assessment Report
for the process. The report summarizes the
assessment status and information about risks and
controls. The report can be printed.
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Preparation Management Assessment
Workflows for <user> Page

Preparation Management Assessment Workflows for icadmin

Quick Help

Show Filters Mo Filter &pplied

Please select a test from the list below:

Page 1

Period Title Doc ID

T2006Q3F  Steve MCL 000348
b - Sheve

Page 1

State Owner Release Date Current User

Prepare icadmin 1zadrmin

0

The Preparation Management Assessment Workflows for <user> page displays

information about business processes that are in the preparation stage before assessment.

In the preparation stage the assessment cover can be modified to add or remove controls.
To access this page, select Management Assessment—Preparation Inbox. For more
information refer to Assessment Workflow Overview (page 9-3).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, state, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period of time specified in the test. The
default format is year and quarter (for example,
Y2006Q1).

Title column

Title of a test. Each title is a link that will open the
Management Assessment Cover Page (page 9-28).

Doc ID column

Document ID number in the content server.

State column

State of a document in the Assessment workflow.
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Feature

Description

Owner column

User name of the person assigned as the owner of
the business process.

Release Date column

Release date of the assessment.

Current User column

User name of the person currently accessing the
assessment.

1 button

Click to display a Management Assessment Report
for the process. The report summarizes the
assessment status and information about risks and
controls. The report can be printed.

Validation Management Assessment Workflows
for <user> Page

Yalidation Management Assessment Workflowes for icadmin Qupick: Help

Page 1

Period Tithe

T200F4

J1

Page 1

Show Filters Mo Filter Applied

Please select an assessmeant from the list balow:

Doc 1D

o407

000386

Assessment

Assessmant

Dwner Release Date Current User

icadmin icadmin ﬂ

ieadmin icadmin i I

The Validate Management Assessments for <user> page displays a list of assessments that

are active and in an Owner Assessment state in an Assessment workflow. To access this

page, select Management Assessment—Assessment Inbox. For more information refer

to Assessment Workflow Overview (page 9-3).
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, state, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period of time specified in the test. The
default format is year and quarter (for example,
Y2006Q1).

Title column

Title of the assessment. Each title is a link that will
open the Management Assessment Cover Page
(page 9-28).

Doc ID column

Document ID number in the content server.

State column

State of a document in the Assessment workflow.

Owner column

User name of the person assigned as the owner of
the assessment.

Release Date column

Release date of the business process.

Current User column

User name of the person currently accessing the
assessment.

1 button

Click to display a Management Assessment Report
for the process. The report summarizes the
assessment status and information about risks and
controls. The report can be printed.
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Review Management Assessment Workflows

for <user> Page

I%E\riew Management Assessment Workflows for icadmin Gk Helg
Show Filters | Mo Filter Applied
Please select an assessment from the list below:
Page 1
Period  Title Doc I State Owner Release Current
Date User
20074 Assessmeant - 000165 Executsve icadman icadrmn D
Managernant 2 Certification
Page 1

The Review Management Assessment Workflows for <user> page displays information
about business processes that are in the Reviewer stage for an assessment and assigned to
the currently active user. To access this page, select Management Assessment—Review
Inbox. For more information refer to Assessment Workflow Overview (page 9-3).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, state, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period of time specified in the test. The
default format is year and quarter (for example,
Y2006Q1).

Title column

Title of the assessment. Each title is a link that will

open the Management Assessment Cover Page
(page 9-28).

Doc ID column

Document ID number in the content server.

State column

State of a document in the Assessment workflow.
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Feature

Description

Owner column

User name of the person assigned as the owner of
the assessment.

Release Date column

Release date of the business process.

Current User column

User name of the person currently accessing the
assessment.

1 button

Click to display a Management Assessment Report
for the process. The report summarizes the
assessment status and information about risks and
controls. The report can be printed.

Assessment Dialog Box

key o
Monitaring "
Secandary =
Subordinate -

Skip Prepare Step:

Title: drganization
Pariod: 2007 04 = I

AssEssment Type: |0peratianal
Cresign

Risks to Assess: | EMPHY- =

Required Optional Excluded

Dug Date: |

r r
- T
- C
o) [
 Yas & No
44

Initiate Assessmeant for the selected processes?

Quick Help

ves] ol

When an assessment for multiple business processes is started, a dialog box is displayed
for defining assessment parameters for the processes. To access this dialog box, open an
organization map, select the desired business processes, then click the Initiate Assessment
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button. For additional information refer to Starting an Assessment for Multiple Processes

(page 9-8).

Feature

Description

Title

Name of the organization map containing the
selected business processes to assess.

Period field

Select the year and quarter (one through four) for
the period of time the management assessment will
cover. The period selections can be customized to
list different dates or times, and may not match the
examples displayed here.

Risks to Assess field

Specify the risks to assess:
» All Risks

» Risk Rate >= n (where n is a number)

Assessment Type field

Select the type of management assessment to
perform:

»  Operational: Assess the operating effectiveness
of controls, risks, and business process, and
pass or fail each within the scope of the
assessment.

* Design: Assess the design effectiveness of
controls, risks, and business process, and pass
or fail each within the scope of the assessment.

* Survey (if available): Complete an assessment
questionnaire. The questionnaire consists of a
series of configurable questions and question

types.

Controls field

Select the controls to assess and whether they are
Required, Optional, or Excluded in the assessment:

« Key
*  Monitoring
* Secondary

e Subordinate
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Feature

Description

Survey field (if available)

Select a type of survey from the drop-down list that
must be completed by the process owner.

Skip Prepare Step radio button

Select whether to skip the preparation step in the
workflow: Yes or No. If Yes, the assessment cover
is sent directly to the Assessment Inbox of the
process owner instead of to the Preparation Inbox.

Recursive check option

Select whether to make the assessment recursive:
Yes or No. Recursive means that assessments are
also created for processes in child folders of the
selected folder (unit).

Due Date field Specify a date the assessment is due to be
completed.

Yes button Starts the assessment for the selected process.

No button Cancels the assessment for the selected process.
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Management Assessment Cover Page

Management Assesiment Cover:

Close | SavE | Canage] I

Drganization: Organzation

n:
Release

U Comments T Certification |

General
Period:

Assessment Type:

Description:

Percent Complete ]

Process: Buginess Process J3 Date:
Tithe: |-I'ts sasgment - Business Process 15 YWersion: 1
State; Pugpani Due Date; 44

—~Emgry-

Workflow
Process Owner: lcadmin
Rewiswer: revicwerr 1

Executive Reviower:
CHMS Status:

Current User:

The Management Assessment Cover page is used to prepare for an assessment initiated for
a business process. To access this page, open a business process that is in a Released state
and click the Initiate Assessment button, which displays the cover and the Management
Assessment Selection Wizard (page 9-38). The Initiate Assessment button is enabled
when a user has permission and the business process is not locked. For more information
refer to Starting an Assessment for a Single Process (page 9-7).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Prepare Selection button

Starts the Management Assessment Selection
Wizard (page 9-38).
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Feature

Description

Initiate Assessment button

When the document is in the Prepare state and the
Selection Wizard has been completed, this button
is enabled. It starts the Assessment workflow.

Cancel Assessment button

Cancels the Assessment workflow.

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process.

Title field Name for the assessment.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is released.

Version field

Number of versions of the document. For a Test
Cover document, it enters a workflow at version 1,
completes the workflow and is stored for historical
purposes at version 1.

Due Date field Date the assessment is required to be completed.
Basics tab
Period field Fiscal period for the time the assessment will

cover.

The period selections can be customized to list
different dates or times and might not match the
examples displayed here.
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Feature

Description

Assessment Type field

Types of assessment to perform. These are
specified using the Management Assessment
Selection Wizard (page 9-38).

*  Operational
* Design

» Survey (if available)

Percent field

Specifies the numeric percentage value for the
amount of assessment work that is completed. A
value must be entered when a user edits the
Assessment page for the first time. After the initial
edit, this is a completely optional field.

Process Owner field

Name of the user assigned as the process owner.

Reviewer field

Name of the user assigned as the assessment
reviewer for the process.

Executive Reviewer field

Name of the user assigned as the executive
assessment reviewer for the process.

CMS Status field

Status of a document in the content server.

Current User field Name of the user currently assigned the
assessment.
Description field Enter a description of the assessment.

Comments tab

Contains additional comments about the
assessment in the Comments field.

Certification tab

Used to document certification statements from the
process owner, review, and executive reviewer that
the assessment is correct and accurate, or that the
assessment fails. For more information refer to
Management Assessment Certification Tab

(page 9-46).
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Management Assessment Page

Management Assessment: Assessment - Business Process 13 Quick Help
Close | Edik Completed Assessnents | Fail Assessment
ﬂ;lcﬂrm:nt Steps Organization: Organization 1D o052
Controls 75% ] el
® s Process:  Dusiness Process.J3 i | S
Risks
e Title: Assessment - Business Process J3 Yersion: 1
@ rrocess State: Crwmer Assessment Due Date:
'. Certification
GEETEW Comments | Controls | Risks 1 Process | Certification | Attachments T Issues T History |
General Workflow
Periad: 2007 Q4 Process Owner: icadmin
Assessment Type: Dperational Reviewer: reviewer 1
Design Executive Reviewer:
CHS Status: ZENES
Percent Complete I
Current User: icadmin
Description:

The Management Assessment page is used to assess and certify the selected controls,
risks, and process specified in the assessment documentation. To access this page, select
either My Inbox, Management Assessment—Assessment Inbox, or Management
Assessment—Review Inbox to locate and open an assessment that is in an Owner
Assessment state or a Reviewer state. For more information refer to About Management

Assessment (page 9-3).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Changes the page to Edit state, and enables
assessment of risks and related controls.
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Feature

Description

Save button

Saves the changes to the document.

Cancel button

Cancels changes to the page.

Completed Assessments button

Signals to the Assessment workflow that all
assessments are complete and have passed.
Enabled when an owner and reviewer has passed
an assessment.

Fail Assessment button

Signals to the Assessment workflow that the
assessment has failed. Enabled when the document
1s in Owner Assessment or Reviewer states.

Pass Assessment button

Signals to the Assessment workflow that the
assessment has passed. Enabled when the
document is in Reviewer state.

Assessment Steps icons

A check mark in an icon indicates that all tasks for
the Assessment step are complete:

»  Controls (the percent completed also is
displayed)

e Risks
*  Process
e Certification

*  Survey (if available)

Organization field

Name of the organization that contains the business
process.

Process field

Name for the business process.

1 button Displays a process in a separate window.

Title field Name of the assessment document.

State field Current state of the document.

ID field Content ID number used for the document when it

is stored in the repository.

9-32

Governance, Risk and Compliance Manager User Guide



Assessing Business Processes

Feature Description

Release Date field Date and time the document is released.

Version field Number of versions of the document.

Due Date field Date the assessment is required to be completed.
Basics tab

Period field Fiscal period for the time the assessment will

cover. The period selections can be customized to
list different dates or times and might not match the
examples displayed here.

Assessment Type menu

Displays the types of assessment (selected in the
Management Assessment Wizard) to perform:

*  Operational
* Design

* Survey (if available)

Percent field

Percentage of the assessment that is completed.
Default percentage ranges are from 0 (zero) to 100.

Process Owner field

Name of the user assigned as the process owner.

Reviewer field

Name of the user assigned as the assessment
reviewer for the process.

Executive Reviewer field

Name of the user assigned as the executive
assessment reviewer for the process.

CMS Status field

Status of a document in the content server.

Current User field Name of the user currently assigned the
assessment.
Description field Enter a description of the assessment.
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Feature

Description

Comments tab

Comments field

Contains additional comments about the
assessment.

Controls tab

Controls columns and buttons

Lists the controls included in the assessment.
Information includes whether a control is required,
its control class, title, related control or controls,
buttons for the assessment types, status of a design
assessment, status of an operational assessment,
and release date.

Click a Design or Operational button in the same
row as a control title to start an assessment for that
control.

Assessment results in the Status Design and Status
Ops columns are indicated by icons:

»  Green with a check mark for pass

*  Yellow with an exclamation mark for no
opinion

* Red with a X symbol for fail

See also Management Assessment Controls Tab
(page 9-41).

If only a survey was selected for the assessment,
the Controls tab is not displayed.
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Feature

Description

Risks tab

Risks columns and buttons

Lists the risks included in the assessment.
Information includes buttons for the design and
operational assessment types, risk title, assessment
status, document ID, revision number, risk type (in
used in the database), and release date.

Click a Design or Operational button in the same
row as a risk title to start an assessment for that
risk.

Assessment results in the Status Design and Status
Ops columns are indicated by icons:

*  Green with a check mark for pass

*  Green with a triangle for pass with alternate
controls

* Yellow with an exclamation mark for minor
gaps

* Red with a X symbol for significant deficiency

See also Management Assessment Risks Tab

(page 9-43).

If only a survey was selected for the assessment,

the Risks tab is not displayed.
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Feature

Description

Process tab

Process columns and buttons

Lists the title of the process being assessed, the
titles of all relevant risks, the assessment status, the
operational status, and the release date. Click a title
to access the process or risk documentation.

Assessment results are indicated by icons:
*  Green with a check mark for pass

*  Green with a triangle for pass with alternate
controls

* Yellow with an exclamation mark for minor
gaps

Red with a X symbol for fail

If only a survey was selected for the assessment,
the Process tab is not displayed.

See also Management Assessment Process Tab
(page 9-44).

Survey tab (if available)

Survey link

(If available.) Provides a link to a survey that is
associated with the assessment. The process owner
completes the survey, if required as part of an
assessment. See also Management Assessment
Survey Tab (page 9-47).

Certification tab

Certification Statement fields

Documents certification statements from the
process owner, review, and executive reviewer that
the assessment is correct and accurate, or that the
assessment fails. See also Management
Assessment Certification Tab (page 9-46).
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Feature Description
Attachments tab
Add Attachment button Displays the Attachment Screen (page 5-52) for

adding attachments to the assessment document.

Attachment columns

For a description refer to Attachments Tab
(page 5-51).

Issues tab

Add Issue button

Displays the Issue Page (page 11-19) for adding an
issue about the assessment.

Issues columns

For a description refer to the Issues Tab
(page 11-17).

History tab

History fields

For a description refer to the History Tab
(page 5-55).
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Management Assessment Selection Wizard

Management Assessment Selection Wizard Quick Help

Dperational, Design or Survey.

Assessment Type: Cperational
Drasign

Test Period 2007 Qd |

Select the type or types of assessments that you would like management to complete:

I Mexk | Finksh I Cancel |

The Management Assessment Selection Wizard is used to select assessment types, risks,

controls, and survey (if available) for a management assessment of a business process. To
access the wizard, select a Management Assessment Page (page 9-31), verify that it is in
the Prepare state and is not being edited, and click Prepare Selection. For more
information refer to Starting an Assessment for a Single Process (page 9-7).

Feature Description

Back button Returns you to the previous wizard screen.

Next button Displays the next screen in the wizard.

Finish button When all selections have been completed, the
Finish button is enabled. Click to complete the
assessment selection and close the wizard.
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Feature

Description

Cancel button

Cancels the wizard and displays the Management
Assessment Page (page 9-31) for the business
process.

Assessment Type screen

Specify one or more types of assessment to
perform:

*  Operational
* Design
*  Survey (if available)

Test Period field

Specify the fiscal period for the time the
assessment will cover. The period selections can be
customized to list different dates or times and
might not match the examples displayed here.

Risks screen

Specify the risks to assess by checking the
appropriate boxes. By default, all risks are
selected. Information displayed about each risk for
a process includes the content identifier, title,
significance, likelihood, rating, release date, and
related controls.

Control categories screen

Specify which control categories which will
required in the assessment:

* Key (Default: required)

*  Monitoring (Default: required)
*  Secondary (Default: required)
» Subordinate (Default: optional)

Control Assessment scope screen

Specify the scope of the control assessment for
each control: required, optional, or excluded.

Survey screen (if available)

Select a survey to be completed by the assessor.

Finish screen

Indicates that all the required selections have been
completed. Click Finish to continue with the
assessment.
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Management Assessment Basics Tab

GEEAOW Comments T Controls T Risks 1 Process T Certification T Attachments T Issues T History |
General Workflow
Period: 2007 G Process Owner: icadrin
Assessment Type: Operational Reviewer: icadmin
Design Executive Reviemer:

CMS Status: Review
Percent Complete o

Current User: icadmin
Description:

The Management Assessment Basics tab is available on the Management Assessment
Cover Page (page 9-28) and Management Assessment Page (page 9-31). Use it to view
basic information for a management assessment.

Feature

Description

Period field

The fiscal period for the time the assessment will
cover. The period selections can be customized to
list different dates or times and might not match the
examples displayed here.

Assessment Type field

The type of assessment to perform:
*  Operational

* Design

*  Survey (if available)

Percent Complete field

Percentage of the assessment that is completed.
Percentages range from zero to 100.

Process Owner field

Name of the user assigned as the process owner.
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Feature

Description

Reviewer field

Name of the user assigned as the assessment
reviewer for the process.

Executive Reviewer field

Name of the user assigned as the executive
assessment reviewer for the process.

CMS Status field

Status of a document in the content server.

Current User field Name of the user currently assigned to the
assessment.
Description field Enter a description of the assessment.

Management Assessment Controls Tab

(WLIGH N Risks | Process | Certification | Attachnvents T Issues T History |

* - Required

(s)

* Key Conteol
ik

Class Title Refated Control | Assess Assessment Result Release

Ei 117142006

* | Monkoring | Control 138 | Control 134

i‘ E 11j14/2004

Date

orirol Design Assessmert Resuks | @) | 11]14/2006

Control Operating Assessment

Rgsuts

Y

The Controls tab on a Management Assessment Page (page 9-31) is different compared to
the standard Controls tab for a business process. Use it to view a list of controls that are

being assessed; to perform design and operational assessments; and to view assessment

results. For more information refer to Assessing Controls (page 9-10).
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Feature

Description

* column

Indicates that a control is a required control.

Class column

Displays the class of a control:
+ Key

*  Monitoring

* Secondary

e Subordinate

Title column

Title of a control document. Clicking the title will
open the document.

Related Control(s) column

Title of a control related to the control listed in the
same row in the Title column.

Assess column

Displays a button for each type of assessment:
* Design &
*  Operational L]

Click a button to start the assessment. Moving the
cursor over a button will display a text label.

Assessment Result column

Title of a control assessment result document.
Click the title to open the document.

Next to the title is the result shown as an icon:

»  Green with a check mark symbol for pass

e Yellow with an exclamation mark for no
opinion

* Red with a X symbol for fail

Release Date column

Date the document was last released.
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Management Assessment Risks Tab

[ Basics | Conuments T Controls RUIEEE Process T Certification T Attachments T Issues T History |
*® - Reguired
Risk Information Class Control Information Assess | Assessment Releass
Date
Bisk Y3 :|1|!I4.|21Ilﬁl
T atineg B
ey Control 154 1||'|4.|2m§.'
,a. 1114720084
Zaevtrl Dhidayr 1111 4f 3006
gl 'ﬂ
Morsioring | Condrol 108 ]Iﬂli,lﬁtl:ﬁ:
Fi .a 111412006
Assesn
::".?
1) | 111472006

The Risks tab on a Management Assessment Page (page 9-31) is different compared to the
standard Risks tab for a business process. Use it to view a list of risks that are being
assessed; to initiate design, operational, and (if available) survey assessments; and to view
assessment results. For more information refer to Assessing Risks (page 9-11).

Feature Description
* column Indicates that a risk is a required risk.
Risk Information column Title of a risk that has related controls. Click the

title to open the document.

Class column Displays the class of a control:
+ Key

*  Monitoring

* Secondary

e Subordinate
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Feature Description

Control Information column Title of a control related to a risk. Click the title to
open the document.

Assess column Displays a button for each type of assessment:
* Design Xl
*  Operational L]

Click a button to start the assessment. Moving the
cursor over a button will display a text label.

Assessment Result column Title of an assessment results document. Click the
title to open the document.

Next to the title is the result shown as an icon:
*  Green with a check mark for pass

* Green with a triangle for pass with alternate
controls

*  Yellow with an exclamation mark for minor
gaps
* Red with a X symbol for fail

Release Date column Date the document was last released.

Management Assessment Process Tab

" Basics | Comments | Controls | Risks WEATCEEW Certification T Attachments T Issues | History |

* - Required
Tithe Risk Information Assoss Assessment Release
Result Date
X2 Business Frooess H E] 112006
ey Rlish 1172008
& | 11/7f2006

The Process tab on a Management Assessment Page (page 9-31) is used to perform a
design and operational assessment of a business process. You can use the title links to
access the process and its risks. The Process tab also displays a status summary of design
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and operational assessments for the process risks. For more information refer to Assessing
a Process (page 9-12). The process controls must be assessed before the assessment
buttons for a process assessment are displayed on the Process tab.

Feature

Description

* column

Indicates that a risk is a required risk.

Title column

Title of the business process being assessed. Click
the title to open the document.

Risk Information column

Title of each risk document for the business
process. Click the title to open the document.

Assess column

Displays a button for each type of assessment:
Design, Operational. Click a button to start an
assessment of the selected type. Moving the cursor
over a button will display a text label.

Assessment Result column

The title of an assessment result document. Click
the title to open the document.

Next to the title is the result shown as an icon:
*  Green with a check mark for pass
*  Green with a triangle for pass with conditions

e Yellow with an exclamation mark for minor
gaps
* Red with a X symbol for fail

Release Date column

Date the document was last released.
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Management Assessment Certification Tab

" Basics | Comments JE= 0]
Guidance
Certification Statement of Process Owner Answer
I cetify that the infarrnation in this assessment is accurate [—Empty—- =]
and cormplete o the best of my kniswiedge,
Comments
=
=z
Certification Statement of Reviewer Answer
| ceriify that the inforrmation in this aggessment s accurate =Ermiptye-
and complete 1o the best of my knowledge.
Comments
=
=
Certification Staterment of Executive Reviewer Answer
| cerify that the information inthis assessmeant is accurata —Empty--
and cornplite 1o the biest of my knowledge
Comments
z

The Certification tab on a Management Assessment Page (page 9-31) is used by reviewers
to certify management assessment results. For more information refer to Certifying
Assessment Results (page 9-13).

Feature Description

Guidance button Displays a customized page in a separate window.
The page contains information to help reviewers
decide about certification for a process.

Certification Statement of Process Owner

Answer menu Is the certification statement accepted? Select Yes
or No from the menu.
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Feature

Description

Comments field

Comments about the certification statement.

Certification Statement of Reviewer

Answer menu

Is the certification statement accepted? Select Yes
or No from the menu.

Comments field

Comments about the certification statement.

Certification Statement of Execut

ive Reviewer

Answer menu

Is the certification statement accepted? Select Yes
or No from the menu.

Comments field

Comments about the certification statement.

Management Assessment Survey Tab

Basics * Comments * Controls * Risks ™ Process BETTRUS Certification ™ Attachments

Please complete this survey:

Survey

Note: GRC Manager Survey Integration is a separate add-on application to

GRC Manager. For information contact your Oracle sales representative.

The Survey tab on a Management Assessment Page (page 9-31) can be used by process
owners (and control owners, if implemented) to complete a survey assessment of the
business process. Use the URL link provided on the survey tab to access a survey

customized for your organization.

Feature

Description

Survey name

Name of a survey to be completed. The name is an
active link and will display the survey form.
Surveys are customized by an organization. More
than one survey can be listed.
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Control Design Assessment Page

Control Design Assessment

Qapick Help

Close ||‘1-.|'\n- | cancel |

Drganization: Qrganization

Process: Assessment- Busness Prozess J3 - Conlral: Contral 1

1o

Release
Dk

Title: |C|:-r!'.r'{ll Diagign Addasimant FLadylts

State: Open
Bagics

General

Is the control designed I"E-'I'II:"nl'" -
effectively to mitigate
the risk?

Period: 2007 o4

Assesiment Plan

Version: 1

Workflow

Assessment Dwner:

Description:

El

The Control Design Assessment Page enables you to assess the design effectiveness of

controls specified in the Management

Assessment Page (page 9-31). To access this page

open a Management Assessment page, select the Controls tab, then click the Design
button (or the Assess button in the Design column) for a control title. For more
information refer to Assessing Controls (page 9-10).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

<Auto Monitoring> button

If enabled, opens a browser to a pre-defined URL
to send the control for external automated testing.
The default name for this button is Auto
Monitoring, but the name can be customized.
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Feature

Description

Organization field

Name of the organization with which the control is
associated.

Process field

Organization path and title for the control being

assessed.

Title field Name of the control assessment results.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
Assessment Cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the design
assessment.

Is the control designed effectively
to mitigate the risk? field

Select an assessment from the menu:
e Yes
« No

*  No opinion

Period field

Fiscal period for the assessment.

Assessment Plan button

Displays a report that contains control information
with its associated risks, related control
information, test plan, and test instructions. The
report can be printed.
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Feature

Description

Assessment Owner field

User name of the assessment owner.

Description field

Enter a description of the assessment.

Control Design Assessment Results Page

Contral Design Assessment Results Quick Help
Close | Edit
Organization: Organization 1Dz 000423
Process: Assessment - Business Process J3 - Contral: Condral 1 :i:if“’
Title: Control Design AssessmentResulls Yersion: 1
Stale: Open
PR nstructions 1 Attachments T History
Guidance
General Warkilow
Is the control designed Yoz Assessment Owner: lcadmin
effectively to mitigate
the risk?
Period: 2007 G4
Assessment Plan l
Description:

The Control Design Assessment Results Page displays the results of the design
effectiveness assessment of a control selected from the Management Assessment Page
(page 9-31). This page is automatically displayed when a control design assessment is
saved. For more information refer to Assessing Controls (page 9-10).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Edit button

Enables you to modify certain fields on the page.
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Feature

Description

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the control is
associated.

Process field

Organization path and title for the control being

assessed.

Title field Name of the control assessment results.

State field Current state of the document.

ID field Content ID number used for the document when it
1s stored in the content server.

Release Date field Date the document is released.

Version field Number of versions of the document. For an
Assessment Cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.

Basics tab

Is the control designed effectively
to mitigate the risk? field

Assessment result:
e Yes
e No

* No opinion

Period field

Fiscal period for the assessment.

Assessment Plan button

Displays a report that contains control information
with its associated risks, related control
information, test plan, and test instructions. The
report can be printed. The report can be printed.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.
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Feature

Description

Instructions tab

Lists the test instructions for the process that
contains the control. Information includes the test
instructions title, document ID, revision number,
state, type, and release date.

Attachments tab

Lists attachments to the results document. You can
add an attachment. Information includes the
attachment document title, state, document ID,
revision number, release date, and actions to the
document.

History tab

Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.

Control Operating Assessment Page

Control Operating Assessment Quick Help
Cloas | !1-I'|-‘L'I Cancel
Organization: Organization Ik
Frocess: Astessrmaen - Busingss Prociss 3 - Contial, Conlred 1 ::i:f“‘-
Title: |Cnn~.r{.| Qperating Assessment Results Yerslon: i
Stabe: Qpin
Basics
Gujid aree

General Workflow
Is the Control operating [ Ernpny-- -I Assessment Owner:
effectively as designedi
Period: 2007 4

Assessment Plan
Description:
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The Control Operating Assessment Page enables you to assess the operational
effectiveness of controls specified in the Management Assessment Page (page 9-31). To
access this page open a Management Assessment page, select the Controls tab, then click
the Operational button (or the Assess button in the Operational column) for a control title.
For more information refer to Assessing Controls (page 9-10).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Enables you to modify certain fields on the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

<Auto Monitoring> button

If enabled, opens a browser to a pre-defined URL
to send the control for external automated testing.
The default name for this button is Auto
Monitoring, but the name can be customized.

Organization field

Name of the organization with which the control is
associated.

Process field

Organization path and title for the control being
assessed.

Title field Name of the control being assessed.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
Assessment Cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.
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Feature

Description

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the
operating assessment.

Is the control operating effectively
as designed? field

Select an assessment from the menu:

*  Yes
* No
»  No opinion
Period field Fiscal period for the assessment.

Assessment Plan button

Displays a report that contains control information
with its associated risks, related control
information, test plan, and test instructions. The
report can be printed. The report can be printed.

Assessment Owner field

User name of the assessment owner.

Description field

Enter a description of the assessment.
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Control Operating Assessment Results Page

Control Design Assessment Results

Duyick Halp

Organization: Jranization
Process:

Title: Conirol DEEIQHﬁSEE‘SEf‘I’:EﬂlHE‘Eu e
State: Dpen

(R Instructions | Attachments T History |

General

Is the control designed ez
effectively to mitigate
the risk?

Period: 2007 @4

Assesiment Plan

Asgessment - Business Process J3 - Control: Condral 1

Qo043
1003172006

I

Release
Date:

Yersion: 1

Guidance
Waorkflom

Assessmont Dwner: Eadmin

Description:

=

The Control Operating Assessment Results Page displays the results of an operational
assessment of a control selected from the Management Assessment Page (page 9-31).This
page is automatically displayed when a control operating assessment is saved. For more
information refer to Assessing Controls (page 9-10).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the control is
associated.

Process field

Organization path and title for the control being
assessed.

Title field

Name of the control assessment results document.
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Feature Description

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
Assessment Cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.

Basics tab

Is the control operating effectively

Select an assessment from the menu:

as designed? field e Yes
+ No
* No opinion
Period field Fiscal period for the assessment.

Assessment Plan button

Displays a report that contains control information
with its associated risks, related control
information, test plan, and test instructions. The
report can be printed. The report can be printed.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.

Instructions tab

Lists the test instructions for the process that
contains the control. Information includes the test
instructions title, document ID, revision number,
state, type, and release date.
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Feature

Description

Attachments tab

Lists attachments to the results document. You can
add an attachment. Information includes the
attachment document title, state, document 1D,
revision number, release date, and actions to the
document.

History tab

Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.

Risk Design Assessment Page

Risk Design Assessment Qyick Fglp
Close |' ":-w-.*l Cancel |
Oeganizatian: Organization o
Frocess: Aszpgament - J1 Busingss Process « Risk JI Riska Reloase
Drate;
Title: |I'-‘:l1-|= Desagn hssesiment Rasults Yersion: 1
State: Qpen
Basics
Gujidamin
General wWorkflow
Are the controls designed effectively to mitigate Assessment Dwner:
the risk?
[~y B
Perind: 2007 Q4
Doscription:

The Risk Design Assessment Page enables you to assess the design effectiveness of risks
specified in the Management Assessment Page (page 9-31). To access this page open a
Management Assessment page, select the Risks tab, then click the Design button (or the
Assess button in the Design column) for a risk title. For more information refer to

Assessing Risks (page 9-11).
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Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the risk is
associated.

Process field

Organization path and risk title for the risk being

assessed.

Title field You can enter or change the name of the risk
assessment when the document is in an Open state.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is released.

Version field

Version number of the document.

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the design
assessment.

Are the controls design effectively
to mitigate the risk? field

Select an assessment from the menu:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

* Significant Gaps

Period field

Fiscal period for the assessment.
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Feature Description
Assessment Owner field User name of the assessment owner.
Description field Enter a description of the assessment.

Risk Design Assessment Results Page

Risk Design Assessment Results Quick Help

Close IM

Organization: Organization 10 Oo3e3

’ Release
Process: Azsessment- Business Process JI - Risk Risk1 J Date:

Title: Risk Design Assessment Results Yersion: 1
State: Open

Basics T el e

General Workflow

Are the controls designed effectively to mitigate Assessment Owner: leadmin
the risk?

Meels Guidance
Period: 2006 G4

Description:

=

The Risk Design Assessment Results Page displays the results of the design effectiveness
assessment of a risk selected from the Management Assessment Page (page 9-31).This
page is automatically displayed when a risk design assessment is saved. For more
information refer to Assessing Risks (page 9-11).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Enables user to modify certain fields on the page.
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Feature

Description

Organization field

Name of the organization with which the risk is
associated.

Process field

Organization path and title for the risk being

assessed.
Title field Name of the risk assessment results document.
State field Current state of the document.
ID field Content ID number used for the document when it
is stored in the content server.
Release Date field Date the document is released.

Version field

Version number of the document.

Basics tab

Are the controls design effectively
to mitigate the risk? field

The assessment result:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

» Significant Gaps

Period field

Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.

Attachments tab

Lists attachments to the results document. You can
add an attachment. Information includes the
attachment document title, state, document 1D,
revision number, release date, and actions to the
document.
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Feature Description

History tab Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.

Risk Operating Assessment Page

Risk Operating Assessment Quick Help
Cloge I Save | Cancel ]
Drganization: Organization ID:
Process: Asgessmint- J2 Busingss Process - Risk Mew Risk ::L’;‘_"“
Title: [Qr’.l: Qparating Assossment Rosults Yersiomn: 1
State: Jpen
Basics
Guidance
General Workflow
Are the controls operating effectively to mitigate Assessment 0wner
the rsk?
| == Ermgkye- ;I
PFeriod: 2007 Q4
Description:

The Risk Operating Assessment Page enables you to assess the operational effectiveness
of risks specified in the Management Assessment Page (page 9-31). To access this page
open a Management Assessment page, select the Risks tab, then click the Operational
button (or the Assess button in the Operational column) for a risk title. For more
information refer to Assessing Risks (page 9-11).
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Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the risk is
associated.

Process field

Organization path and title for the risk being

assessed.

Title field Name of the risk assessment document.

State field Current state of the document.

ID field Content ID number used for the document when it
1s stored in the content server.

Release Date field Date the document is released.

Version field Number of versions of the document. For an
Assessment Cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the
operating assessment.

Are the controls operating
effectively to mitigate the risk?

field

Select an assessment from the menu:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

* Significant Gaps
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Feature

Description

Period field

Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Enter a description of the assessment.

Risk Operating Assessment Results Page

Risk Operating Assessment Results

Quick Help

Close @

Organization: Jrganization
Process:

Tithe:

State: pen
[ETTEW Attachments | History |

General
the risk?
Megts Guidance

Period:

Description:

Asgsessment- Business Process J2 - Risk Risk 1 J
Risk Qperating Assessment Results

Are the controls operating effectively to mitigate

2006 @4

10: L0394

Release
Date:

Yersion: 1

Workflow

Assessment Owner: lcadmin

El

The Risk Operating Assessment Results Page displays the results of an operational
effectiveness assessment of a risk selected from the Management Assessment Page
(page 9-31).This page is automatically displayed when a risk operating assessment is
saved. For more information refer to Assessing Risks (page 9-11).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button

Enables user to modify certain fields on the page.
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Feature

Description

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the risk is
associated.

Process field

Organization path and title for the risk being
assessed.

Title field Name of the risk assessment results document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
Assessment cover document, it enters a workflow
at version 1, completes the workflow and is stored
for historical purposes at version 1.

Basics tab

Are the controls operating
effectively to mitigate the risk?

Result of the assessment:

e Meets Guidance

field . .
*  Meets Guidance with Alternate Controls
*  Minor Gaps
» Significant Gaps

Period field Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.
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Feature

Description

Attachments tab

Lists attachments to the results document. You can
add an attachment. Information includes the
attachment document title, state, document 1D,
revision number, release date, and actions to the
document.

History tab

Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.

Process Design Assessment Page

Process E]Fiigl'l Assessment

Quigk Help

Close | Erun-'cl Cancel I

Organizatian: Organization

(i H
Release

| Mests Guidance =]

Period: 2006 Q1

Description:

Process: Assessment - Business Process J1 - Process: Business Process J1 Date:
Title: |Process Design Assessment Results
State: Open

Basics

General Workflow

Is the control environment for this process
designed sufficiently to mitigate process risks?

Wersion: 1

Assessment Dwner:

=

The Process Design Assessment Page enables you to assess the design effectiveness of the
process specified in the Management Assessment Page (page 9-31). To access this page
open a Management Assessment page, select the Process tab, then click the Design button
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(or the Assess button in the Design column) for the process title. For more information
refer to Assessing a Process (page 9-12).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the process is
associated.

Process field

Organization path and process title for the process
being assessed.

Title field Name of the process assessment document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Version number of the document.

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the design
assessment.

Is the control environment for this
process designed sufficiently to
mitigate process risks?

Select an assessment from the menu:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

* Significant Gaps

Period field

Fiscal period for the assessment.
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Feature

Description

Assessment Owner field

User name of the assessment owner.

Description field

Enter a description of the assessment.

Process Design Assessment Results Page

Process Design Assessment Results Quick Help

Close

Organization: Jrganization I0: Qon3aT:
Process: Asgessment - Busingss Process J1 - Process: Business Process J1 J g;lti?u
Title: Frocess Deslgn Assessment Resulls ¥Yersion: 1
State: Cpen

PO Attachments | History |

General Workflow

Is the control environment for this process Assessment Owner: icadmin
designed sufficiently to mitigate process risks?

Meets Guidance

Period: 2006 Q1
Description:

Comrment =

The Process Design Assessment Results Page displays the results of the design
effectiveness assessment of a process selected from the Management Assessment Page

(page 9-31).This page is automatically displayed when a process design assessment is
saved. For more information refer to Assessing a Process (page 9-12).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Enables user to modify certain fields on the page.
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Feature

Description

Organization field

Name of the organization with which the process is
associated.

Process field

Organization path and process title for the process
being assessed.

Title field Name of the process assessment results document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Version number of the document.

Basics tab

Is the control environment for this
process designed sufficiently to
mitigate process risks?

The assessment result:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

» Significant Gaps

Period field

Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.

Attachments tab

Lists attachments to the results document.
Information includes the attachment document
title, state, document ID, revision number, release
date, and actions to the document.
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Feature

Description

History tab

Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.

Process Operating Assessment Page

Process Operating Assessment Quick Help
Close ” Save I Cancel
Organization: Qrganization 1D:
Process: Assessment - Business Process J1 - Process: Business Process Ji Ei‘l";“‘
Title: |P rocess Operating Assessment Results Yersion: 1
State: Cpen
Basics
General Workflow
Is the control envirenment for this process Assessment Dwner:
operating effectively to mitigate process risks?
| Meets Guidance ;l
Period: 2006 a1
Description:

The Process Operating Assessment Page enables you to assess the operational
effectiveness of a process specified in the Management Assessment Page (page 9-31). To
access this page open a Management Assessment page, select the Process tab, then click
the Operational button (or the Assess button in the Operational column) for a process title.
For more information refer to Assessing a Process (page 9-12).
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Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the process is
associated.

Process field

Organization path and process title for the process
being assessed.

Title field Name of the process assessment document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
assessment cover document, it enters a workflow at
version 1, completes the workflow and is stored for
historical purposes at version 1.

Basics tab

Guidance button

Displays a customized page in a separate window,
which provides guidance for completing the
operating assessment.

Is the control environment for this
process operating effectively to
mitigate process risks?

Select an assessment from the menu:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

* Significant Gaps
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Feature

Description

Period field

Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Enter a description of the assessment.

Process Operating Assessment Results Page

Process Operating Assessment Results Quick: Help
Close I Edit
Organization: Organization I nooar4
. Rel
Process:  Assessmant- Business Process J1 - Process: Business ProcessJi 1| poaeer
Title: Procass Operaling Assessment Resulls Yersion: 1
State: Qpen
(PO Attachments | History |
General Warkflow
I% the contral environment for this process Assessment Dwner: jeadmin
operating effectively to mitigate process risks?
Menrls Guidanue
Period:
Description:

The Process Operating Assessment Results Page displays the results of an operational
effectiveness assessment of a process selected from the Management Assessment Page
(page 9-31).This page is automatically displayed when a process operating assessment is
saved. For more information refer to Assessing a Process (page 9-12).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.
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Feature

Description

Edit button

Enables user to modify certain fields on the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

Name of the organization with which the process is
associated.

Process field

Organization path and process title for the process
being assessed.

Title field Name of the process assessment results document.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date the document is released.

Version field

Number of versions of the document. For an
assessment cover document, it enters a workflow at
version 1, completes the workflow and is stored for
historical purposes at version 1.

Basics tab

Is the control environment for this
process operating effectively to
mitigate process risks?

The assessment result:

*  Meets Guidance

*  Meets Guidance with Alternate Controls
*  Minor Gaps

» Significant Gaps

Period field

Fiscal period for the assessment.

Assessment Owner field

User name of the assessment owner.

Description field

Description of the assessment.
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Feature

Description

Attachments tab

Lists attachments to the results document. You can
add an attachment. Information includes the
attachment document title, state, document ID,
revision number, release date, and actions to the
document.

History tab

Lists history information about the document,
including the user who created it, the create date,
the user who last modified it, the modification date,
the workflow CMS status, CMS revision ID, CMS
revision number, current user, who checked out the
document, and the workflow initiator.
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AUDIT TESTING AND TEST PLANS

OVERVIEW

This section covers the following topics:

Concepts
+ About Audit Tests and Test Plans (page 10-2)

Tasks

% Adding a Test Plan (page 10-2)

«» Revising a Test Plan (page 10-3)

+» Retiring a Test Plan (page 10-4)

«+ Initiating a Test From a Test Plan (page 10-5)

¢ Initiating an Audit Test (page 10-6)

Interface

Audit Testing

« Audit Testing Tray (page 10-7)

« Completed Testing Workflows for <user> Page (page 10-9)
« Active Testing Workflows for <user> Page (page 10-10)

% Preparation Workflows for <user> Page (page 10-11)
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«+ Validation Workflows for <user> Page (page 10-13)
« Active Eval Workflows for <user> Page (page 10-14)
«» Control Evaluation Page (page 10-16)

¢ Control Selection Screen (page 10-18)

«+» Control Evaluation: Test Cover Page (page 10-19)

Test Plans

% Test Plans Tray (page 10-22)

¢ Test Plans for <user> Page (page 10-22)

¢+ Test Plans for <user> in State: Retired (page 10-23)
+¢ Test Plan Page (page 10-25)

« Test Plan: <name> Page (page 10-27)

ABOUT AUDIT TESTS AND TEST PLANS

Compared to managing business process testing, in which users test the controls in an
individual business process, audit testing and test plans focus on testing groups of controls
collected from multiple business processes. Users who need to examine multiple controls
can do so without being limited to one business process per test.

Direct control testing can be managed through two features in the GRC Manager
application: the Audit Testing tray and the Test Plans tray. The Audit Testing tray
provides options for creating and initiating individual tests of controls from multiple
business processes, and for managing the progress of the workflows and the test results.
The Test Plans tray provides options for specifying groups of controls from multiple
business processes and creating test plans to test the control groups. Test plans are useful
in that they can be re-used, such as for testing a certain control group on a regular basis.

ADDING A TEST PLAN

10-2

A test plan gathers one or more controls from one or more business processes to be tested
as a group of controls. A test plan is a separate document type, and it references control
documents without referencing a specific revision of each control.
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To create a new test plan complete the following steps:

1.
2.

AN

Log in as a user with authority to create test plans.

Select Test Plans—New Test Plan in the application navigation panel.
The Test Plan Page (page 10-25) is displayed.

Enter a title for the test plan in the Title field.

On the Basics tab enter a description for the test plan.

On the Comments tab enter any comments regarding the test plan.

On the Controls tab click the Add Control button.

The Control Selection Screen (page 10-18) is displayed.

Search and select controls to be included in the test plan.

Click OK.

The controls are added to the list on the Controls tab.

Note: To remove a control from the test plan, click the Remove button on the far right side

of the control row.

9.

Click Save.

The test plan is created and available for use.

REVISING A TEST PLAN

To revise an existing test plan complete the following steps:

1.
2.

Log in as a user with authority to edit test plans.

Select Test Plans—All Test Plans from the application navigation panel.
A list of all test plans is displayed.

Click the title of the test plan to modify.

The Test Plan Page (page 10-25) is displayed with the Basics, Comments, Controls,
and Attachments tabs enabled.

Click Edit.
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5. Modify any of the following items:
*  The test plan title.

*  On the Basics tabs, the user names for owner assignments and Approvals, and the
description.

¢ On the Comments tab, the comments about the test plan.

¢ On the Attachments tab, add or remove attachment files.
6. To modify the controls in the test plan, select the Controls tab.
The list of controls currently grouped in the test plan is displayed.
7. To remove controls, click Remove next to the desired controls in the list.

8. To add controls, do the following:
a. Click Add Controls.

The Control Selection Screen (page 10-18) is displayed with the filter criteria
fields enabled.

b. Specify filter criteria and click Apply Filter.

A list of additional controls is displayed.
c. Add controls by selecting the check boxes next to the desired controls.

d. Click OK.

9. When changes are complete, click Save.

RETIRING A TEST PLAN

To retire an existing test plan complete the following steps:

1. Log in as a user with authority to edit test plans.

2. Select Test Plans—All Test Plans from the application navigation panel.
A list of all test plans is displayed.

3. Click the title of the test plan to retire.
The Test Plan Page (page 10-25) is displayed.

4. Click Retire.

The test plan is retired from use.
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INITIATING A TEST FROM A TEST PLAN

To test controls identified in a test plan, complete the following steps:

1. Log in as a user with authority to use test plans.

2. Select Test Plan—All Test Plans from the application navigation panel.
A list of all test plans is displayed.

3. You can use the Show Filters button to specify criteria that will reduce the number of
control groups listed. Criteria include test plan title and test plan owner.

4. Click the title for the test plan.
The Test Plan Page (page 10-25) is displayed.
5. Click Initiate Testing.
A confirmation prompt is displayed.
6. Click Yes.
The Control Evaluation: Test Cover Page (page 10-19) is displayed.
7. On the Basics tab do the following:

»  Select the test owner by clicking the Info icon and selecting a valid user name.

* In the Description field enter a description of the test.

Tech Tip: The more information that is completed on the Test Plan document, the easier it
@ is to start the Control Evaluation, because the control group, approval assignments, etc. get
copied to initialize the new Control Evaluation.

8. On the Comments tab enter any relevant comments about the test.

9. On the Controls tab, verify the control group population to be tested. If you want to
modify the list, see Revising a Test Plan (page 10-3).

@ Note: The revision of each control document to be tested is the most recently released
version of each control in the test plan.

10. Click Save.

The test cover is saved and entered into the Testing workflow.
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INITIATING AN AUDIT TEST

To start an audit test of controls, complete the following steps:

1.
2.

10.

Log in as a user with authority to initiate an audit test.

Select Audit Testing—Initiate Test from the application navigation panel.
The Control Evaluation: Test Cover Page (page 10-19) is displayed.

Enter a title for the test plan cover.

Select the Basics tab and do the following:

a. Specify the test owner by clicking the Info icon next to the test owner field to
display a Directory Search Screen (page 5-49) and selecting a user name.

b. In the Description field enter a description of the test.

Select the Comments tab and enter any relevant comments about the test in the
Comments field.

Select the Controls tab and click Add Controls.

The Control Selection Screen (page 10-18) is displayed with the filter criteria fields
enabled.

Specify filter criteria and click Apply Filter.

A list of controls is displayed.

Select the check boxes next to the desired controls.
Click OK.

When changes are complete, click Save.

The test cover is saved and entered into the Testing workflow.

AUDIT TESTING INTERFACE

10-6

This section contains the following topics:

Audit Testing Tray (page 10-7)
Completed Testing Workflows for <user> Page (page 10-9)
Active Testing Workflows for <user> Page (page 10-10)

Preparation Workflows for <user> Page (page 10-11)
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Audit Testing and Test Plans

«+ Validation Workflows for <user> Page (page 10-13)
«» Active Eval Workflows for <user> Page (page 10-14)
«» Control Evaluation Page (page 10-16)

¢ Control Selection Screen (page 10-18)

«+» Control Evaluation: Test Cover Page (page 10-19)

The Audit Testing tray provides links to information about tests on groups of controls

from multiple business processes. It also provides access to inboxes for a user to prepare

and validate tests, and access to a link to initiate a test. For more information refer to
About Audit Tests and Test Plans (page 10-2).

Control Testing Options

Description

Completed Tests

Displays the status of control tests that have
completed the Testing workflow. Information
includes period, control title, document ID, status,
control owner, control tester, release date, and
current user. The Show Filters button can be used
to select filter criteria for limiting the number of
control tests listed.

Open Tests

Displays the status of control tests that are being
actively tested or the results are being evaluated.
This view provides an immediate status for the
current level of control testing within the
organization. Information includes period, control
title, document ID, state, control owner, control
tester, release date, and current user. The Show
Filters button can be used to select filter criteria for
limiting the number of control tests listed.
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Control Testing Options

Description

Preparation Inbox

Displays control tests that are in preparation (being
modified) before used in active testing. The
preparation state occurs after a control test is
initiated but before it is validated. Information
includes period, control title, document ID, state,
control owner, control tester, release date, and
current user. The Show Filters button can be used
to select filter criteria for limiting the number of
control tests listed.

Validation Inbox

Displays controls that need to be validated for
accuracy by the user. Clicking on an active link
opens a test review page with a link to the control
document. Information includes period, control
title, document ID, status, control owner, control
tester, release date, and current user. The Show
Filters button can be used to select filter criteria for
limiting the number of control tests listed.

Active Tests Inbox

Displays the active Evaluation workflows for
control tests that need to be tested by the user.
Information includes period, control title,
document ID, status, control owner, control tester,
release date, and current user.

Initiate Test

Displays the Control Evaluation Page
(page 10-16) for specifying a test of controls in
multiple business processes.

10-8
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Completed Testing Workflows for <user> Page

Completed Testing Workflow s for icadmin

GQuick Help

Show Filbers IHu Filter applied

Please select a test from the list below:
Pagel

Period Title Doc 1D

Fagel

State

Owner Tester Release Date Current User

The Completed Testing Workflows for <user> page displays information about completed

tests on groups of controls in multiple business processes. To access this page, select

Audit Testing—Completed Tests.

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, status, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period specified in the test.

Title column

Title of the test. Each title is a link that will open
the Control Evaluation Page (page 10-16).

Doc ID column

Document ID number in the content server.

State column

State of the control test.

Owner column

User name of the person assigned as the owner of
the test plan.

Tester column

User name of the person assigned as the tester for
the test plan.
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Feature

Description

Release Date column

Date the test document was completed. The date is
displayed when the controls in a test plan have
been completely tested.

Info icon

Displays a Control Report for the test plan.

Active Testing Workflows for <user> Page

Active Testing Workflows for icadmin

Quick Halp

Show Filters | Mo Filter Applied

Please select 3 test from the list below,

Fagel
Period  Title Doc 1D
V200601 Test - Mew Test
Plan Test Cover
Fagel

State

SOM00010L Prepare icadmin ttester

Owner Tester Release Current
Date User

icadrnin J

The Active Testing Workflows for <user> page displays information about active and
completed test covers for groups of controls in multiple business processes. To access this
page, select Audit Testing—Open Tests Inbox.

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, status, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period specified in the test.

10-10
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Feature

Description

Title column

Title of the test. Each title is a link that will open
the Control Evaluation: Test Cover Page
(page 10-19).

Doc ID column

Document ID number in the content server.

State column

State of the control test.

Owner column

User name of the person assigned as the owner of
the test plan.

Tester column

User name of the person assigned as the tester for
the test plan.

Release Date column

Date the test documentation was completed. The
date is displayed when the controls in a test plan
have been completely tested.

Current User column

User name of the person currently accessing the
test.

Info icon

Displays a Control Report for the test plan.

Preparation Workflows for <user> Page

Preparation Workflows for icadmin

Sk Help

Show Filters INu Filter Applied

Please select a test from tha list below:

Pagel
Period Title Doc 10 State Owner Tester Release Current
Dot User
T2O00601 Tesk = New Test S0X000101 Prepare  icadmin tester icadmin j
Pla Cower
Pagel

The Preparation Workflows for <user> page displays information about control group
tests that are in the preparation stage before testing. In the preparation stage the test cover
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can be modified to add or remove controls. To access this page, select Audit Testing—

Preparation Inbox.

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, status, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period specified in the test.

Title column

Title of the test. Each title is a link that will open
the Control Evaluation: Test Cover Page
(page 10-19).

Doc ID column

Document ID number in the content server.

State column

State of the workflow.

Owner column

User name of the person assigned as the owner of
the test.

Tester column

User name of the person assigned as the tester for
the test.

Release Date column

Release date of the test.

Current User column

User name of the person currently accessing the
test.

Info icon

Displays a Control Report for the test plan.
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Validation Workflows for <user> Page

Pagel

Yalidation Workflows for icadmin Qyick Help
Show Filters | Mo Filter Applied
Please salect a test from the list below:
Pagel
Period Title poc I State Owner Tester Release Current
Date User

The Validation Workflows for <user> page displays information about control group tests

that are in the validation stage before testing. In the validation stage the test cover can be

reviewed to verify that it is accurate for the test. To access this page, select Audit

Testing—Validation Inbox.

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, status, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

Period column

Fiscal period specified in the test.

Title column

Title of the test. Each title is a link that will open
the Control Evaluation: Test Cover Page
(page 10-19).

Doc ID column

Document ID number in the content server.

State column

State of the control test.

Owner column

User name of the person assigned as the owner of
the test plan.
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Feature

Description

Tester column

User name of the person assigned as the tester for
the test plan.

Release Date column

Release date of the test. The date is displayed when
the controls in the test plan have been completely
tested.

Current User column

User name of the person currently accessing the
test.

Info icon

Displays a Control Report for the test plan.

Active Eval Workflows for <user> Page

Active Eval Workflows for icadmin

Qupick Help

Show Filbers I Mo Filter aApplied

Please select a test from the list below:

Pagel

Period Title Doc ID State

Pagel

Owner Tester Release Date Current User

The Active Eval Workflows for <user> page displays information about control group

tests that are actively being tested. To
Tests Inbox.

access this page, select Audit Testing—Active

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, status, and owner. The Hide Filter button
collapses the criteria fields on the page. The
Refresh Data button processes the criteria and re-
displays the list.

10-14

Governance, Risk and Compliance Manager User Guide




Audit Testing and Test Plans

Feature

Description

Period column

Fiscal period specified in the test.

Title column

Title of the test. Each title is a link that will open
the Control Evaluation: Test Cover Page
(page 10-19).

Doc ID column

Document ID number in the content server.

State column

State of the controls test.

Owner column

User name of the person assigned as the owner of
the test plan.

Tester column

User name of the person assigned as the tester for
the test plan.

Release Date column

Release date of the test cover. The date is displayed
when the controls in the test plan have been
completely tested.

Info icon

Displays a Control Report for the test plan.
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Control Evaluation Page

Control Evaluation: Quicks Heln
Close | Save I Cancel ]
Title: il’e:.t - Mew Test Plan Test Cover 1D:
State: Prepane Release Date:
Yersion: 1

LEEEN Comments T Controls |

General Waorkflow

Period: --Empiy-- = CMS Status:

Current User:

Assignments

Owner: |

i
Tester: | j

Description:

H

The Control Evaluation page is used to create a new test for controls in multiple business
processes. To access this page, either select Audit Testing—Initiate Test, or select Test
Plans—New Test Plan then create a test plan cover and click Initiate Testing.

Feature Description

Close button Closes the page without any other action.

Save button Saves the settings on the page.

Cancel button Cancels the control selection and closes the screen.
Title field Title of the control evaluation.

State field Current state of the control evaluation.

ID field Document ID number in the content server
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Feature Description

Release Date field Release date of the control evaluation.
Version field Version number of the control evaluation.
Basics tab

Period menu

Select a fiscal period for the control evaluation.

Owner field

Enter a user name for the person to own the control
evaluation. Clicking the Info icon will display a
Directory Search screen for finding a user by first
or last name. The owner of the control evaluation
will be assigned ownership of issues if they are
created.

Tester field

Enter a user name for the person to test the
controls. Clicking the Info icon will display a
Directory Search screen for finding a user by first
or last name.

Description field

Enter a description of the control evaluation.

Comments tab

Enter any relevant comments in the Comments
field on the Comments tab.

Controls tab

Lists groups of controls for testing. Clicking Add
Control displays the Control Selection Screen
(page 10-18) for selecting individual controls to
include in the control evaluation. For more
information refer to Controls Tab (page 7-10)
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Control Selection Screen

Control Selection

ﬁl Cancel

By Control Titke: | By Org Path: |
By Process Title: | By Cycle: |
Apply filter I Clear Filter |
EI Cancel

The Control Selection screen is used to select controls to be included in a control

evaluation or test plan. To access this page, click the Add Control button on the Control
Evaluation Page (page 10-16) or Test Plan Page (page 10-25).

Control Group Features

Descriptions

OK button

Processes the selected controls and adds them to
the test.

Cancel button

Cancels the control selection and closes the screen.

By Control Title field

Specify a control title for filter criteria.

By Process Title field

Specify a business process title for filter criteria.

By Org Path field Specify an organization map path for filter criteria.

By Cycle field Specify an accounting cycle for filter criteria.

Apply Filter button Displays a list of controls that match the filter
criteria. List information includes the control title,
business process title, organization path, and
accounting cycle.

Clear Filter button Clears the fields of entered information.

10-18
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Control Evaluation: Test Cover Page

Dwner: jcadmin
Tester: (cadmin

Description:

Control Evaluation: Test - Mew Test Plan Test Cover Quics Help
Close ] Initiate Testing I Invalid Controls
Title: Test - Mew Tes! Plan Test Cavar 1D: 000459
State: Preparg Release Date:
Yersion: 1
Basics Attachments | Issues | History |
General Warkflow
Period: 2007 04 CHMS Status: REVIEW
Contral Report | Current User: icadmin
Assignments

El

The Control Evaluation: Test Cover Page is used to specify information for testing
controls that have been specified in the Control Evaluation Page (page 10-16). To access
this page, select the Audit Testing tray, click the Initiate Test link, then create and save the
test. The Control Evaluation Test Cover page will be displayed. This page can also be
accessed by selecting the Test Plans —New Test Plan, then creating and saving the test

plan, and initiating the test.
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Control Evaluation: Test Cover
Features

Description

Close button

Closes the page without any other action.

Edit button

Enables editing of the fields in the tabs on the page

Initiate Testing button

Starts the Testing workflow using the test cover
page.

Invalid Controls

Displays a confirmation screen for rejecting the
controls included in the test. Click Yes or Cancel.
If ““Yes” is clicked, the test is canceled. An issue
will be generated and the test status will be updated
to “Failed.”

Title field Title of the test cover.

State field Current state of the test cover.

ID field Document ID number in the content server.
Release Date field Release date of the test cover document.
Version field Version number of the test cover.

Basics tab Enter information for the following:

» Fiscal period for the test.

»  Control Report button for displaying a
summary of the controls included in the test.

»  User names for Assignments for test owner
and tester.

* A description of the test in the Description
field.

Comments tab

Enter any relevant comments in the Comments
field.

10-20
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Control Evaluation: Test Cover
Features

Description

Controls tab

Lists the controls specified in the Control
Evaluation page. If the page is in Edit mode, the
Add Control button is enabled for adding more
controls. Clicking Add Control displays the
Control Selection Screen (page 10-18) for
selecting controls. For more information refer to
Controls Tab (page 7-10).

Attachments tab

Add relevant additional documents to the test cover
by clicking Add Attachments. This displays a
screen for searching and specifying file
attachments. For more information refer to
Attachments Tab (page 5-51).

Issues tab

The Add Issue button is always enabled for adding
an issue. For more information refer to Issue Page
(page 11-19).

History tab

Displays historical information about the test,
including date created, date modified, and
workflow status. For more information refer to
History Tab (page 5-55).

TEST PLANS INTERFACE

This section describes the interface for managing Test Plans:

+» Test Plans Tray (page 10-22)

¢ Test Plans for <user> Page (page 10-22)

+«»+ Test Plans for <user> in State: Retired (page 10-23)

% Test Plan Page (page 10-25)

Governance, Risk and Compliance Manager User Guide
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Test Plans Tray

The Test Plans tray provides options for viewing current and retired test plans. It also

provides access to creating a new test plan and test cover (evaluation form). For more

information refer to About Audit Tests and Test Plans (page 10-2).

Test Plans Options

Description

All Test Plans

Displays a list of test plans. Information for each
test plan includes the test plan title, document ID,
current status, and test plan owner. The Show
Filters button enables users to filter the list of test
plans by title and by owner.

Retired Test Plans

Displays a list of retired test plans. Information for
each retired test plan includes the test plan title,
document ID, current status, and test plan owner.
The Show Filters button enables users to filter the
list of test plans by title and by owner.

New Test Plan

Displays a Test Plan Page (page 10-25) for creating
a new test plan and specifying the controls to be
tested. The controls can be in multiple business
processes.

Test Plans for <user> Page

Test Plans for icadmin

Pagel
Title
Mew Test Plan

Pagel

Show Filters | Mo Filter Applied

Flease selact a control form the list below:

Doc 1D State Owner

S0R000100 Active

The Test Plans for <user> page is used to view and access all active test plans for testing
groups of controls. To access this page, select All Test Plans from the Test Plans tray.
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, and owner. The Hide Filter button collapses
the criteria fields on the page. The Refresh Data
button processes the criteria and re-displays the
list.

Title column

Title of a test plan. Each title is a link that will open
the Test Plan: <name> Page (page 10-27).

Doc ID column

Document ID number in the content server.

State column

State of a test plan document.

Owner column

User name of the person assigned as the owner of a
test plan.

Test Plans for <user> in State: Retired

Test Plans tor icadmin in State: Retired

Show Filters | Mo Filter Applied

Please select a control form the list below:
Pagel

Title

Pagel

Doc ID State

Owner

The Test Plans for <user> in State: Retired page is used to view all retired test plans. To

access this page, select Retired Test Plans from the Test Plans tray.
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, and owner. The Hide Filter button collapses
the criteria fields on the page. The Refresh Data
button processes the criteria and re-displays the
list.

Title column

Title of a retired test plan. Each title is a link that
will open the Test Plan: <name> Page
(page 10-27).

Doc ID column

Document ID number in the content server.

State column

State of a test plan document.

Owner column

User name of the person assigned as the owner of a
test plan.
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Test Plan Page

Test Plan Duick Help

Clu-\.ul Emrl.-.l Cancel

Title: |Mew Test Plan 10
State: Al

R Comments | Controls |

Asgsignments

Owner: | ﬂ

Tester: | ;l

Description:
|
Jid

The Test Plan page is used to create a new test plan for testing a group of controls from
multiple business processes. To access this page, select New Test Plan from the Test Plans
tray. For more information refer to Adding a Test Plan (page 10-2).

Test Plan Features Descriptions

Close button Closes the page without changes to any
information.

Save button Saves the test plan.

Cancel button Cancels the test plan selections and closes the
page.

Title field Specify a title for the test plan.

State field Current state of the test plan document.

ID field Document ID assigned to the test plan when it is
saved in the content server.
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Test Plan Features Descriptions

Basics tab

Owner field Enter a user name for the person to own the test
plan. Clicking the Info icon will display a
Directory Search screen for finding a user by first
or last name.

Tester field Enter a user name for the person to test controls
according to the test plan. Clicking the Info icon
will display a Directory Search screen for finding a
user by first or last name.

Description field Enter a description of the test.

Comments tab

Enter any relevant comments about the test plan in
the Comments field.

Controls tab

Enter or modify information about controls to be
used in the test plan. Clicking Add Control
displays the Control Selection Screen (page 10-18)
for selecting individual controls to include in the
test plan. For information about the Controls tab
refer to Controls Tab (page 7-10).
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Test Plan: <name> Page

Test Plan: Mew Test Plan

Quick Help

Close |ﬂ

Initiate Testing |

Retire |

Title: MewTestPlan ID: 000454

State: Aclve

Assignments

Owner:

Tester:

Description:

Basics Attachments

[ ]

The Test Plan: <name> page is used to edit an existing test plan that is in an Active state.
To access this page, select All Test Plans from the Test Plans tray, then click the title of a
test plan listed in the Active Test Plans for <user> Page.

Test Plan Features

Descriptions

Close button Closes the page without changes to any
information.
Edit button Enables the Test Plan page to be edited.

Initiate Testing button

Creates a Test Plan Cover document from the
information in the Test Plan and starts it in the
Prepare state in a Testing workflow.

Retire button

Retires the test plan so it can no longer be used as a
test plan, but it can be viewed.

Save button

Enabled when the page is in Edit mode. Saves the
test plan.
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Test Plan Features

Descriptions

Cancel button

Enabled when the page is in Edit mode. Cancels
the test plan selections and closes the page.

Title field Specify a title for the test plan.

State field Current state of the test plan document.

ID field Document ID assigned to the test plan when it is
saved in the content server.

Basics tab

Owner field User name for the person who owns the test plan.
Clicking the Info icon will display a Directory
Search screen for finding a user by first or last
name.

Tester field User name for the person who tests controls

according to the test plan. Clicking the Info icon
will display a Directory Search screen for finding a
user by first or last name.

Description field

Enter a description of the test.

Comments tab

Enter any relevant comments about the test plan in
the Comments field on the Comments tab.

Controls tab

Lists controls. If the page is in Edit mode, the Add
Control button is enabled for adding more controls.
Clicking Add Control displays the Control
Selection Screen (page 10-18) for selecting
individual controls to include in the test plan. For
more information refer to Controls Tab

(page 7-10).

Attachments tab

Lists attachments and enables user to add
attachments. For more information refer to
Attachments Tab (page 5-51).
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OVERVIEW

This section covers the following topics about managing issues with the Governance, Risk
and Compliance Manager application:

Concepts

< About Issues (page 11-2)

¢ Issues Workflow Overview (page 11-2)

Tasks

+» Creating Issues (page 11-3)

« Creating an Issue Directly on a Business Process (page 11-4)
¢ Creating an Issue During a Test Run (page 11-6)

« Resolving Issues (page 11-7)

+ Contributing to an Issue (page 11-7)

++ Closing an Issue (page 11-8)

+ Holding an Issue (page 11-9)

« Canceling an Issue (page 11-9)
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Interface

¢ Issues Tray (page 11-10)

«» Issues for <user> Page (page 11-11)

« Open Issues for <user> Page (page 11-13)

«» Issues on Hold for <user> Page (page 11-14)
« Closed Issues for <user> Page (page 11-16)
«» Issues Tab (page 11-17)

«» Issue Page (page 11-19)

«» Issue: <name> Page (page 11-22)

ABOUT ISSUES

An issue indicates that something about a business process doesn’t meet the requirements
for compliance. For example, there could be a gap in information, such as a missing or
incomplete risk or control, or an assessment or test could show that a control doesn’t
function as expected. Key components of an issue are the severity of the problem and what
action is needed to resolve the issue.

The purpose of issue documents is to allow GRC Manager to track issues and gaps, either
compliance or organizationally related, from creation to close. Issue documents provide
the ability to track test failure documentation as well as business process gap items. Issue
documents can be in one of four states; Open, Hold, Closed, or Cancelled.

Issues can be initiated by any user with appropriate security rights to a business process.
An issue can be created during a management assessment, during a process test, or directly
on a process, regardless of the current state of the process. All the issues and their states
for a process are listed on the Issues tab of the process.

ISSUES WORKFLOW OVERVIEW

This section describes the basic Issues workflow for raising and resolving an issue for a
business process.

1. A user with rights to a business process creates an issue. An issue can be created
directly on a process, or during an assessment, or during testing of a process, or on a
control during audit testing.
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2. An email notification is sent to the owner, notifying the owner that there is a problem
that requires resolution and to enter the Governance, Risk and Compliance Manager
system and check their Inbox. The email notification includes a link to the system that
takes the user to the application log-in page. At this time the issue is in an Open state.

3. The process owner opens the business process and reviews the issue documentation.
The process owner has three choices:

» If'the issue is related to a long-term project within the organization, it can be
placed in a Hold state and it remains in the workflow. This lets the issue remain
unresolved until a later date.

» If'the issue can be resolved immediately, the process owner completes the
necessary changes to the process and then closes the issue, which puts the issue
document in a Closed state and it is removed from the workflow.

» Ifthe process owner decides the issue is not relevant, the issue can be placed in a
Cancelled state and it is removed from the workflow.

Figure 11-1 Overview of Issues workflow

1=
lssue Routed 1o [ Hc-ul.e::l 1|:|r
Created by :[} Process '::> ::ut:d;; ||={> I comgiiance | :D Complete
Iribiaios Onwner e | FLewiew
—

The prerequisites to raise an issue are as follows:

% A business process, or a management assessment cover, or a test plan test cover (for
audit testing), or a process test cover.

% Appropriate security rights, either during an assessment, during a test run, or to the
business process itself

Note: All business processes available to a user can have issues created for them,
regardless of the state of the business process.

CREATING ISSUES

There are three ways to create an issue for a process:

7

« Creating an Issue Directly on a Business Process (page 11-4)

®,

¢ Creating an Issue During an Assessment (page 11-4)

7

« Creating an Issue During a Test Run (page 11-6)
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@

Creating an Issue Directly on a Business
Process

To create an issue directly on a business process, complete the following steps:
1. From the Business Processes tray, select All Processes.
A list of processes is displayed.
2. Select the title of the process on which to create the issue.
The Process Page (page 5-40) is displayed.
3. Click the Issues Tab (page 11-17).
4. Click Add Issue.

The Issue Page (page 11-19) is displayed with the Basics, Remediation, and
Comments tabs enabled.

5. Enter a title for the issue.
6. Enter appropriate information for the fields and check box.

7. Click Save.

* If some fields are required and have not been filled in, a message is displayed
informing you what fields are required.

» Ifall required fields have been filled in, or there are no required fields, the issue is
entered into the system.

Note: To undo changes, click Cancel. If you click Close, you are prompted to save any
changes made and the document is closed.

Creating an Issue During an Assessment

As process controls and risks are assessed in a business process, issues can be created
during the following situations:

7

< Owner Assessment—As the process owner, you can decide that a business process
control, risk, or process assessment has failed. When you click Fail Assessment, the
Issue page is automatically displayed and you can create an issue.

You also can manually add an issue to the Management Assessment Page (page 9-31)
by selecting the Issues tab and clicking the Add Issue button. This does not stop the
Assessment workflow.
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« Assessment Completed—As the assessment reviewer or executive assessment
reviewer, you can decide if the business process cannot be passed because of the
assessment results of controls or risks, or for any other reason. When you click Fail
Assessment after performing a certification, the Issue page is automatically displayed
and you can create an issue.

+» Issues also can be created after assessments are complete, even after an assessment
review when the assessment documentation is out of the Assessment workflow. For
example, if a user thinks that an assessment result is in error, even after the assessment
has been completed, the user can create an issue. Any user in a role that has
permissions to create issues can add an issue. By default, the only role not allowed to
create issues is the external auditor (SOAExternal Audit).

@ Note: These are the steps during an assessment that automatically trigger issues. If
additional review steps are configured into a modified Assessment workflow, issues will
not be automatically triggered, and the user can generate the issue directly on the
assessment cover.

When the Issue Page (page 11-19) is displayed, complete the following steps:
1. Enter a title for the issue.

2. Enter the appropriate information in the fields for the issue.

When an issue is created on an assessment cover that originated from an Assessment
workflow, a related document for the issue can be selected from the process, its
controls, its assertions, or its risks.

3. Click Save.

» Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

» Ifall required fields have been filled in, or there are no required fields, the issue is
entered into the system.

Note: To undo changes, click Cancel. If you click Close, you are prompted to save any
changes made and the document is closed.
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Creating an Issue During a Test Run

As a business process is tested, or audit testing is performed on a set of controls, there are
four main review points during which issues can be created:

1. Validation—As the validating owner, you can decide if the controls being tested are
not correct and the process documentation requires changes. When you click Invalid
Controls, the Issue page is automatically displayed and you can create an issue.

You also can manually add an issue to the test cover by selecting the Issues tab and
clicking the Add Issue button. This does not stop the Testing workflow.

Note: The term “validating owner” also includes the control owner, if the control
ownership feature is enabled.

2. Active Tests—As the test owner, you can decide that a business process test has
failed. When you click Fail Test, the Issue page is automatically displayed and you
can create an issue.

You also can manually add an issue to the test cover by selecting the Issues tab and
clicking the Add Issue button. This does not stop the Testing workflow.

Note: During the Active Tests review point, the tester is performing objective testing and
can fail a test on a control without creating an issue. Only when the tester uses the Fail
Testing button is an issue automatically created.

3. Testing Completed—As the final reviewer, you can decide if the business process
cannot be passed due to the test results of the controls or for any other reason. When
you click Fail Process, the Issue page is automatically displayed and you must create
an issue.

4. Issues can also be created after tests are complete, even after final review when the
test cover is out of the Testing workflow. An example is when a user thinks that a test
result is in error, even after testing has been completed. Any user in a role that has
permissions to create issues can add an issue. By default, the only role not allowed to
create issues is the external auditor (SOAExternal Audit).

Note: These are the steps during a test run that automatically trigger issues. If additional
review steps are configured into a modified Testing workflow, issues will not be
automatically triggered, and the user can generate the issue directly on the test cover.

When the Issue page is displayed, complete the following steps:

1. Enter a title for the issue.
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2. Enter the appropriate information in the fields for the issue.

When an issue is created on a test cover that originated from process testing, a related
document for the issue can be selected from the process, its controls, its assertions, or
its risks.

3. Click Save.

» Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

o Ifall required fields have been filled in, or there are no required fields, the issue is
entered into the system.

Note: To undo changes, click Cancel. If you click Close, you are prompted to save any
changes made and the document is closed.

RESOLVING ISSUES

When an issue is created, an email is sent to the issue owner’s Inbox to notify them to log
in to the GRC Manager system and check their Inbox for an issue to resolve. A link is
provided from the email to the system to bring the user to the application log-in page. The
owner for issues on a business process test cover is the process owner. The owner for
issues on a test plan test cover (for audit testing) is the owner assigned on the test cover.

The issue owner can perform the following tasks:
« Contributing to an Issue (page 11-7)

+ Closing an Issue (page 11-8)

+ Holding an Issue (page 11-9)

« Canceling an Issue (page 11-9)

Contributing to an Issue

An issue owner can edit an Issue document to change or add documentation for the issue.
To edit an issue, complete the following steps:

1. Select My Inbox, or select Issues—Open Issues from the application navigation
trays.

The list of open issues assigned to the owner is displayed.
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2. Click the title of the business process with the open issue.
The Issue Page (page 11-19) is displayed.

3. Click Edit to edit the issue or to add information to the Basics, Remediation, or
Comments tabs.

4. Enter information in the fields on the Issue page.

To add an attachment, select the Attachments tab and click the Add Attachments
button.

5. Click Save to save the changes you made.

@ Note: To change the state of the issue to Closed, Cancelled, or Hold, click the
appropriate button on the Issue page.

Closing an Issue

After an issue owner has finished resolving an issue, the issue can be closed.
To close an issue, complete the following steps:

1. Select My Inbox, or select Issues—Open Issues from the application navigation
trays.

The list of open issues assigned to the owner is displayed.
2. Click the title of the open issue.
The Issue Page (page 11-19) is displayed.

3. Ifyou want to add information before closing the issue, click Edit and add
information to the Basics, Remediation, or Comments tabs.

To add an attachment, select the Attachments tab and click the Add Attachments
button.

4. Click Close Issue.
A confirmation prompt is displayed.
5. Click OK.

The issue is removed from the owner’s Inbox and is set to the Closed state.
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Holding an Issue

An issue owner can determine that an issue cannot be resolved right away and will
temporarily be placed in a Hold state until a later time. For example, if the issue was
created due to an accounting system that will be receiving an upgrade next quarter, the
issue could not be resolved until the accounting system is upgraded.

@ Note: Issues on hold are still in the Issues workflow, but are not displayed in reports
configured to show only open issues.
To place an issue on Hold, complete the following steps:

1. Select My Inbox, or select Issues—OQOpen Issues from the application navigation
trays.

The list of open issues assigned to the owner is displayed.
2. Click the title of the open issue.

The Issue Page (page 11-19) is displayed.
3. Click Hold Issue.

A confirmation prompt is displayed.
4. Click OK.

The issue is set to a Hold state. The owner can still manage the issue by clicking on
the issue title from either My Inbox or Issues—Held Issues on the navigation tray.

Canceling an Issue

An issue owner can decide to not continue the Issue workflow and cancel the issue.
Canceling an issue does not delete the issue from the system; it places the issue into a
Canceled state.

To cancel an issue, complete the following steps:

1. Select My Inbox, or select Issues—Open Issues from the application navigation
trays.

The list of open issues assigned to the owner is displayed.
2. Click the title of the open issue.

The Issue Page (page 11-19) is displayed.
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3.

Click Cancel Issue.
A confirmation prompt is displayed.
Click OK.

The issue is set to a Canceled state. The owner cannot manage the issue, and the issue
is removed from the owner’s Inbox. The canceled issue can be viewed by clicking the
Closed Issues link from the Issues tray.

ISSUES INTERFACE

11-10

This section describes the interface for the Issues tray and Issue page:

Issues Tray (page 11-10)

Issues for <user> Page (page 11-11)

Open Issues for <user> Page (page 11-13)
Issues on Hold for <user> Page (page 11-14)
Closed Issues for <user> Page (page 11-16)
Issues Tab (page 11-17)

Issue Page (page 11-19)

Issue: <name> Page (page 11-22)

Issues Tray

The Issues tray enables you to view and manage all issues from the navigational links.

Issues can be created directly on a business process or from a test for a given business

process or from an audit test on a set of controls. For additional information refer to About

Issues (page 11-2).

Issues Options Description

All Issues Displays all issues where the logged on user is the

issue owner. Administrators can view all issues for
all owners. The list can be filtered by authorization
permission.

Open Issues Displays issues that are open for the current user.
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Issues Options

Description

Held Issues

Displays issues that are on hold for the current
user.

Closed Issues

Displays all issues that are closed for the current

Uuser.

Issues for <user> Page

Issues for icadmin

Quick Help

Show Filters Mo Filter Applied

Please Select an Issue From the list balow:
1

Severity Type State  Onganization
Material  Process Open Crganization
Wizakyerss

1

Process Title Originator Owner Release

Date
Shevve Business Shevve lsowe - Sheve  doadmin jcadmin  10f4/2006
Process Business Frooess

The Issues for <user> Page lists information about all issues viewable to a user. To access
this page, select Issues—All Issues. For more information refer to About Issues

(page 11-2).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Governance, Risk and Compliance Manager User Guide
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Feature

Description

Severity column

Severity of an issue:

» Deficiency

» Significant Deficiency
*  Material Weakness

*  Documentation Only

Type column

Type of document where an issue originated:
» Evaluation

*  Process

* Audit testing

e Assessment

State column

State of an issue:

*+  Open

*  Closed

* Cancelled
* Hold

Organization column

Organization path name for a business process.

Process column

Name of a business process.

Title column

Title of an issue. Each title is a link that will open
the Issue Page (page 11-19).

Originator column

User name of the person who created an issue.

Owner column

User name of the person assigned as the owner of
an issue.

Release Date column

Release date of an issue. Release dates are assigned
only to issues that have completed the Issues
workflow and are in a state of Closed or Cancelled.
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Open Issues for <user> Page

Open Issues for icadmin Oyick Help

Shevwe Filbers INu Filter Applied

Plzase Salect an Issus From the list below:
1

Severity Type State  Organization Process Title Originator Owner Release

Date
Materisl  Process Open Orgarization Sherve Business Shene [ooue - Sheve  iadmin iadmin  L0J4)2006
Waakness Process Busingss Proosss

The Open Issues for <user> page lists information about all open issues assigned to a user.
To access this page, select Issues—Open Issues. For more information refer to About
Issues (page 11-2).

Feature Description

Show Filters button Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Severity column Severity of an issue:

* Deficiency

» Significant Deficiency
* Material Weakness

*  Documentation Only

Type column Type of document where an issue originated:
» Evaluation
*  Process

*  Audit testing

State column State of the issue: Open.
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Feature

Description

Organization column

Organization path name for a business process.

Process column

Name of a business process.

Title column

Title of an issue. Each title is a link that will open
the Issue Page (page 11-19).

Originator column

User name of the person who created an issue.

Owner column

User name of the person currently logged on to
Governance, Risk and Compliance Manager.

Release Date column

Release date of an issue. Release dates are assigned
only to issues that have completed the Issues
workflow and are in a state of Closed or Cancelled.

Issues on Hold for <user> Page

Issues on Hold for icadmin

Guick Help

Show Filters | Mo Filter Applied

1

Severity Type State Organization

Please Select an Issue From the st below:

Process Title Originator Owner Release

Date

The Issues on Hold for <user> page lists information about all issues in a Hold state that
are assigned to a user. To access this page, select Issues—Held Issues. For more
information refer to About Issues (page 11-2).
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Severity column

Severity of an issue:

» Deficiency

» Significant Deficiency
*  Material Weakness

*  Documentation Only

Type column

Type of document where an issue originated:
+ Evaluation
*  Process

*  Audit testing

State column

State of the issue: Hold.

Organization column

Organization path name for a business process.

Process column

Title of a business process.

Title column

Title of an issue. Each title is a link that will open
the Issue Page (page 11-19).

Originator column

User name of the person who created an issue.

Owner column

User name of the person currently logged on to
Governance, Risk and Compliance Manager.

Release Date column

Release date of an issue. Release dates are assigned
only to issues that have completed the Issues
workflow and are in a state of Closed or Cancelled.

Governance, Risk and Compliance Manager User Guide
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Closed Issues for <user> Page

Closed Issues for icadmin Gugick Help

Show Filters | jo Filter Applied

Please Select an 1ss5ue From the st below:
1

Severity Type State  DOrganization Process Title Originator  Owner Release
Date

The Closed Issues for <user> page lists information about all closed and cancelled issues
that are assigned to a user. To access this page, select Issues—Closed Issues. For more
information refer to About Issues (page 11-2).

Feature Description

Show Filters button Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Severity column Severity of an issue:

* Deficiency

» Significant Deficiency
*  Material Weakness

*  Documentation Only

Type column Type of document where an issue originated:
» Evaluation
*  Process

*  Audit testing

State column State of the issue: Closed.
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Feature Description

Organization column Organization path name for a business process.
Process column Title of a business process.

Title column Title of an issue. Each title is a link that will open

the Issue Page (page 11-19).

Originator column User name of the person who created an issue.

Owner column User name of the person currently logged on to
Governance, Risk and Compliance Manager.

Release Date column The release date of an issue. Release dates are
assigned only to issues that have completed the
Issues workflow and are in a state of Closed or
Cancelled.

Issues Tab

[ Basics T Assertions T Risks T Controls T Matrix T Action Items T Attachments JRESTEN History
Add Issue

Title Issue Type Severity  State  Originator Doc ID  Release Date
Mo issues

The Issues tab is used to access existing issues and enables creating an issue for a business
process or a test cover. To access this tab, click the Issues tab on a business process page
or a test cover page. For additional information refer to Creating Issues (page 11-3).

Feature Description

Add Issue button Displays the Issue Page (page 11-19), which is
used to define a new issue for the business process.

Title column Title of an issue.
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Feature

Description

Issue Type column

Type of document where an issue originated:
+ Evaluation

*  Process

*  Audit testing

e Assessment

Severity column

Severity of an issue:

\/
0‘0

Material Weakness

» Significant Deficiency

.0

.0

» Deficiency

» Documentation Only

* 0

State column

State of an issue:

*+  Open
« Hold
* Close

Originator column

User name of the person who created an issue.

Owner column

User name of the issue owner.

Doc ID column

Content ID number used for the document when it
is stored in the content server.

Release Date column

Date a business process was released. Release
dates are assigned only to issues that have
completed the Issues workflow and are in a state of
Closed or Cancelled.
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Issue Page

Issue

Chsge | de.-l Cancel |

Organization: ACMESan Diego i H
. e i Release

Process: Prafit Sharing Plan Date:
Title: [125ue - Profit Sharing Flan Yersion: 1
State: Open

CEUTEN Remediation

General Workflow

Sewerity:  |..Empty.. = Originatar:

. |Je nn Jacobson
Type: Process

™ Requires Remediation

Description:

Related Document{s)

The Issue page is used to create an issue. It can be accessed in two ways: by selecting the
Issues tab on a business process page or a test cover page (process test cover or audit test
cover), then clicking the Add Issue button; or by clicking the Fail Test button when testing
a control. For additional information refer to Creating an Issue Directly on a Business
Process (page 11-4) and Creating an Issue During a Test Run (page 11-6).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button Saves changes to the page.

Cancel button Cancels changes to the page.
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Feature Description

Organization field Organization to which the process is associated.
This field is not populated for an audit testing

issue.
Title field Name of the process.
State field Current state of the issue.
ID field Content ID number used for the document when it

is stored in the content server.

Release Date field Date and time the document is released. Release
dates are assigned only to issues that have
completed the Issues workflow and are in a state of
Closed or Cancelled.

Version field Number of versions of the control document. For
an issue, this is always 1.

General
Severity menu Severity of the issue. Select one of the following
from the menu:
*  Material Weakness
» Significant Deficiency
* Deficiency
*  Documentation Only
Type field Type of document where an issue originated:

e Evaluation
*  Process
*  Audit testing

e Assessment

Requires Remediation check box | Check this box if the issue requires remediation.
This information is used for reporting purposes.
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Feature Description

Workflow

Originator field Specify the user name of person who initiated the
Issues workflow.

Description field Enter a description of the issue.

Related Document(s) field

Enter the title of a related document. There can be
zero or one related document. To view a list of
related documents already available to the process,
click the Info icon.

For a business process or process test cover, the
related document can be the process or one of its
assertions, risks, or controls. For audit testing, the
related document can be one of the controls in the
control group being tested.

Remediation tab

Expected Completion Date field

Enter a date for when the issue will be remediated.
To select a date, click the Info icon.

Plan Description field

Enter a description of the plan for how to remediate
the issue.

Comments tab

Comments field

Enter any additional comments about the issue or
the remediation plan.

Governance, Risk and Compliance Manager User Guide
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Issue: <name> Page

Issue:lssue - Test - Design Review Process Quick Help
Close | Close Issue | Cancel Issue Hold Issue I
Organization: Organization ID: SOM000047
Process: Dresign Review Process _'] gi:; e
Title: Izsue - Test- Design Review Process Yersion: 1
State: Open
LEETTN Remediation
General Workflow
Sewverity: Documentation Only Originator:
- Type: Evalualion ttaster
I” Requires Remediation
Description:
Related Document(s)
il
- |

The Issue: <name> page is used to view and modify an issue document created either
through a Testing workflow or directly on a business process. For more information refer
to Creating Issues (page 11-3).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Changes the document to an Edit state so
modification can be made to the document.

Close Issue button Closes the issue.
Cancel Issue button Cancels the issue.
Hold Issue button Places the issue into a Hold state, which means it is

unresolved until it is remediated at a later date.
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Feature Description

Save button Saves changes to the page.

Cancel button Cancels changes to the page.

Organization field Organization to which the process is associated.
This field is not populated for an audit testing
issue.

Process field Name of the process. Clicking the Info icon

displays a profile summary for the business

process.

Title field Name of the document.

State field Current state of the issue.

ID field Content ID number used for the document when it

is stored in the content server.

Release Date field Date and time the document is created. Release
dates are assigned only to issues that have
completed the Issues workflow and are in a state of

Closed or Cancelled.
Version field Number of versions of the document.
Basics tab
Severity menu Severity of the issue:

*  Material Weakness
» Significant Deficiency
* Deficiency

*  Documentation Only
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Feature

Description

Type field

Type of document where an issue originated:
+ Evaluation

*  Process

*  Audit testing

e Assessment

Requires Remediation check box

This box is checked if the issue requires
remediation.

Originator field

User name of person who initiated the Issues
workflow.

Description field

Description of the issue.

Related Document(s) field

Titles of related documents. There can be zero or
one related document. To view a list of related
documents already available to the process, click
the Info icon.

For a business process or process test cover, the
related document can be the process or one of its
assertions, risks, or controls. For audit testing, the
related document can be one of the controls in the
control group being tested.

Remediation tab

Expected Completion Date field

Date for when the issue will be remediated.
Clicking the Info icon displays a list of
preprogrammed dates.

Plan Description field

Description of the plan for how to remediate the
issue.

Comments tab

Comments field

Comments about the issue or the remediation plan.
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Feature Description
Attachments tab
Add Attachment button Click Add Attachment to display an Attachment

screen. Use the screen to specify attachments for
the document.

Title column

Name of the document.

State column

Current state of the document.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Doc Level column

Doc Level assigned to the document.

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Action links that can be performed on the
attachment, usually “open” and “get” and
sometimes “retire.”

History tab

Created By field User name of person who created the document.
Create Date field Date the document was created.

Modified By field User name of person who last modified the

document.

CMS Status field

Current workflow status.

CMS Revision Number field

Revision number of the document.

Current User field

User name of person currently assigned the
document.
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Feature

Description

Checked Out By field

User name of person who checked out the
document.

Workflow Initiator field

User name of the person who initiated the
workflow for the document.
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OVERVIEW

This section covers the following topics about using Action Items in the Governance, Risk
and Compliance Manager application:

Concepts
¢ About Action Items (page 12-2)

+ Action Items Workflow Overview (page 12-2)

Tasks

% Creating Action Items (page 12-2)

Interface

% Action Items Tray (page 12-3)

«» Action Items for <user> Page (page 12-4)

+ Open Action Item for <user> Page (page 12-6)
+ Closed Action Items for <user> Page (page 12-7)
¢ Action Items Tab (page 12-8)

«» BP Action Item Page (page 12-9)

s Action Item Page (page 12-11)
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ABOUT ACTION ITEMS

The purpose of an Action Item and its documentation is to allow an organization to track

actions assigned by users to other users regarding specific business processes. For

example, an Action Item can be used to advise a user about forthcoming changes in

requirements for a business process.

An Action Item can be created at any time and assigned to users with appropriate

permissions. By default, all users can create Action Items.

ACTION ITEMS WORKFLOW OVERVIEW

An Action Items workflow occurs when a user creates an Action Item from an open

business process and assigns it to a user. This workflow can be customized.

Figure 12-1 Overview of Action Items workflow

Action lbam
Initiated by
User

=

Rouled to
Assigned
User

-

CREATING ACTION ITEMS

An Action Item is created directly from a business process. When an Action Item is
created, it initiates a workflow for an Action Item document. For more information refer to
Action Items Workflow Overview (page 12-2).

Note: All business processes can have Action Items created for them, except for processes

that are in a Retired state.

To create an Action Item, complete the following steps:

1. Open an organization map to view the processes for an organization unit.

2. From the list of business processes, select a process. You can also open the process list

from the Business Processes—View Processes link, then select a process to view.

The Process Page (page 5-40) is displayed.

12-2
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Click the Action Items tab.

A list of Action Items for the business process is displayed. If there are no Action
Items, the list is empty.

Click Add Action Item.

The BP Action Item Page (page 12-9) is displayed with the Basics and Comments tabs
enabled.

Enter information in the appropriate fields.

Click Save.

» Ifsome fields are required and have not been filled in, a message is displayed
informing you what fields are required.

» Ifall required fields have been filled in, or there are no required fields, the Action
Item is entered into the system and the workflow is started.

Note: To undo changes, click Cancel. If you click Close, you are prompted to save any

changes made and the document is closed.

ACTION ITEMS INTERFACE

This section contains the following topics on the interfaces used for performing Action

Items on business processes:

Action Items Tray (page 12-3)

Action Items for <user> Page (page 12-4)

Open Action Item for <user> Page (page 12-6)
Closed Action Items for <user> Page (page 12-7)
Action Items Tab (page 12-8)

BP Action Item Page (page 12-9)

Action Item Page (page 12-11)

Action Items Tray

The Action Items tray displays interface pages that enable users to view Action Items for
business processes. If a business process or attached document is or has been affected by
an Action Item workflow, all of the Action Items documentation and current status
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information can be found by using the tray options. The Action Items tray has three
options: All Action Items, Open Action Items, and Closed Action Items.

For more information refer to About Action Items (page 12-2).

Option Description

All Action Items Displays all the Action Items assigned to or that can
be viewed by the user. For administrators, all Action
Items are visible. For non-administrators, only
Action Items on processes that the current user owns
are visible.

Open Action Items Displays Action Items assigned to the current user or
for the Organization (includes all maps), depending
on the user’s permissions. Only Action Items on
processes that the current user owns are visible.

Closed Action Items Displays the Action Items that are closed for the
current user or for the Organization (includes all
maps), depending on the user’s permissions. Only
Actions Items on processes that the current user owns
are visible.

Action Items for <user> Page

Action Items for icadmin Cyick Help

Show Filters | jo Filter Applicd

Please select a design from the lisk below:
1

frganization Process Title State Release Related — Current
Date Document LUser

Organazation Businass Progess 11 Acktion Dem 1 - Business  Open icackrin

Process J1

The Action Items for <user> page enables a user to view all Action Items assigned to the
user. To access this page, select Action Items—All Action Items. For more information
refer to About Action Items (page 12-2).
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list of Action Items.
Criteria fields include title, organization, and
status. The Hide Filter button collapses the criteria
fields on the page. The Refresh Data button
processes the criteria and re-displays the list of
Action Items. The Clear Filter button removes all
existing filter criteria.

Organization column

Name of the organization for the business process.

Process column

Name of the business process to which the Action
Item is associated.

Title column

Title of an Action Item as a link that will open the
Action Item document.

State column

Current state of an Action Item document.

Release Date column

Date on which the Action Item was closed or
cancelled.

Related Document column

Title of a document related to the Action Item. The
document can be an assertion, risk, control, or the
business process itself.

Current User column

User name of the person who is the assigned user
of the Action Item.

Governance, Risk and Compliance Manager User Guide
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Open Action Item for <user> Page

Open Action Items for icadmin Quick Help
Sheow Filbers IHu Filter Applied
Please select a design from the list below:
1
Organization Process Title State Release Related  Current
Date Dooument  User
Organization Business Process 3 Action Ibem | - Business  Open icadrrin
Process 11

The Open Action Items for <user> page enables a user to view open Action Items

assigned to the user. To access this page, select Action Items—Open Action Items. For
more information refer to About Action Items (page 12-2).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list of Action Items.
Criteria fields include title, organization, and state.
The Hide Filter button collapses the criteria fields
on the page. The Refresh Data button processes the
criteria and re-displays the list of Action Items.
The Clear Filter button removes all existing
criteria.

Organization column

Name of the organization for the business process.

Process column

Name of the business process to which the Action
Item is associated.

Title column

Title of an Action Item. Each title is a link that will
open the Action Item Page (page 12-11).

State column

Current state of an Action Item document.

Release Date column

This field is empty because it only shows the date
for Action Items that are closed or cancelled.

12-6
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Feature

Description

Related Document column

Title of a document related to the Action Item. The
document can be an assertion, risk, control, or the
business process itself.

Current User column

User name of the person who is the assigned user
of the Action Item.

Closed Action Items for <user> Page

Closed Action Items for icadmin

Cpick Help

Show Filters | o Filter Applied

Please selact a design from the lisk below:
1

Urganization Hrocess

Title

Release Related Current
Date Document  ser

State

The Closed Action Items for <user> page enables a user to view closed Action Items
assigned to the user. To access this page, select Action Items—Closed Action Items. For
more information refer to About Action Items (page 12-2).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list of Action Items.
Criteria fields include title, organization, and state.
The Hide Filter button collapses the criteria fields
on the page. The Refresh Data button processes the
criteria and re-displays the list of Action Items.The
Clear Filter button removes all existing criteria.

Organization column

Name of the organization for the business process.

Process column

Name of the business process to which the Action
Item is associated.

Governance, Risk and Compliance Manager User Guide
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Feature Description

Title column Title of an Action Item as a link that will open the
Action Item document.

State column Current state of an Action Item document.
Release Date column Date the Action Item was closed or cancelled.
Related Document column Title of a document related to the Action Item. The

document can be an assertion, risk, control, or the
business process itself.

Current User column User name of the person who is the assigned user
of the Action Item.

Action Items Tab

[ Basics | Assertions | Risks | Controls T Matrix WCTEETRIZEAEE Attachments | Issues | History |

Add Action Item |

Title Doc ID Revision State Type Release Date
e Action Ttems

The Action Items tab is available in a business process in all conditions except when the
Basics tab is being edited. Use it to view a list of action items created regarding the
business process and assigned to a user.

Feature Description

Add Action Item button Opens the BP Action Item Page (page 12-9).
Title column Name of the action item.

Doc ID column Content ID number assigned to the action item

when it is stored in the content server.

Revision column Revision of the action item.
State column State of the action item document.
Type column Content Server document type.
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Feature Description

Release Date column Release date of the action item document.

BP Action Item Page

BP Action Item Guick Help

Close | hnwrl Cancel

Drganization: Grganization ID:

Release
Date:

Title: [Action [bern « Business Process 11 Yersion: 1
State: Open
[PV Comments |

Workflow

Process: Business Process J1

Assigned To: | ;l

Description:

Related Document(s)

J 2

The BP Action Items page is used to define an Action Item for a business process. To
access this page, open a business process, select the Action Items tab, and click the Add
Action Item button. For more information refer to Creating Action Items (page 12-2).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button Saves changes to the page.

Cancel button Cancels changes to the page.
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Feature

Description

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process to which the Action
Item is associated. The Info icon displays a profile
screen that contains summary information about
the Action Item.

Title field Enter the name of the Action Item.

State field Current state of the Action Item.

ID field Content ID number assigned to the document when
it is stored in the content server.

Release Date field Date and time the Action Item was released.

Version field Number of versions of the document.

Basics tab

Assigned To field Name of the user to which the Action Item will be
assigned. Click the Info icon to display a Directory
Search window for finding user names.

Description field Enter a description of the Action Item.

Related Document(s) field

Specify the titles of any related documents. To
browse for documents, click the Info icon next to
the field.

Comments tab

Comments field

Enter additional comments about the Action Item.
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Related Document(s)

A

Action Item: Action Item 1 - Business Process J1 Quick Halp
Close | Eddit Close Action [tem I Cancel Action Item I
Organization: Organization ID: 000406
) ; - Release

Process: Business Process Ji J Daka:
Title: Action ihem 1 - Business Process J1 Version: 1
State; Open

Basics Attachments

Workflow

Assigned To: jcadmin

Description:

Check with the consultant about the new naming schema that affects this process. j

=

The Action Item page is used to view

and modify an Action Item. To access this page,

select the Action Items tray, select any of the three tray links, then click an Action Item
title from the list displayed on the page. For more information refer to Action Items

Interface (page 12-3).

Feature Description

Close button Prompts you to save changes to the document if not
already saved, then closes the page.

Edit button Enables you to make modifications to the

document. This button is available only on an
Action Item page in an Open state.

Save button

Saves changes to the document. This button is
available only on a document in Edit mode.
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Feature

Description

Cancel button

Cancels changes to the document. This button is
available only on an Action Item page in Edit
mode.

Close Action Item button

Closes the Action Item for the business process.

Cancel Action Item button

Cancels the Action Items workflow.

Organization field

Name of the organization to which the process is
associated.

Process field

Name of the business process to which the Action
Item is associated The Info icon displays a profile
screen that contains summary information about
the Action Item.

Title field When the page is in Edit mode, modify the name of
the Action Item.

State field Current state of the Action Item document.

ID field Content ID number used for the document when it
1s stored in the content server.

Release Date field Date and time the document was released.

Version field

Number of versions of the document.

Basics tab

Assigned To field

Name of the user to which the Action Item is
assigned.

Description field

When the page is in Edit mode, modify the
description of the Action Item.

Related Document(s) field

Title of any related document. When the page is in
Edit mode, to browse for documents, click the Info
icon next to the field. A Select Documents screen
is displayed and you can select available
documents to be added to the field.
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Feature

Description

Comments tab

Comments field

When the page is in Edit mode, modify additional
comments about the Action Item.

Attachments tab

Add Attachment button

With a design review in Open state, click Add
Attachment to display an Attachment screen. Use
the screen to specify attachments for the Action
Item.

Title column

Name of the Action Item attachment.

State column

Current state of the Action Item attachment.

Doc ID column

Content ID number assigned to the document when
it is stored in the content server

Doc Level column

Doc Level assigned to the process.

Revision column

Latest number of revisions of the document.

Release Date column

Date the document was released.

Actions column

Latest action that occurred to the document, such

as “Open.”
History tab
Created By field User name of person who created the document.
Create Date field Date the document was created.
Modified By field User name of person who last modified the

document.

CMS Status field

Current workflow status.

CMS Revision ID field

Identification for the document revision.

CMS Revision Number field

Revision number of the document.

Governance, Risk and Compliance Manager User Guide
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Feature Description

Current User field User name of person currently assigned the
document.

Checked Out By field User name of person who checked out the

document.

Workflow Initiator field

User name of the person who initiated the Action
Items workflow for the document.

Past Revisions button

Displays a list of previous revisions of the Action
Item document, including information about
revision number, final state, title, CMS revision,
and release date. Click a revision title to view the
Action Item document.

Doc History button

Displays a list of actions (such as “check out” and
“check in”) for the document revisions.
Information includes CMS revision, title, action
date, action, and user who performed the action.
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MANAGING REPORTS

OVERVIEW

This section covers the following topics:

Concepts

About GRC Manager Reports (page 13-2)
Executive Dashboard (page 13-6)

Heat Report (page 13-8)

Current Issues (page 13-9)

Control Distribution (page 13-9)

Test Activity (page 13-10)

Audit Test Activity (page 13-10)

Tasks

Creating Reports (page 13-3)

Creating a Standard Report (page 13-4)

Creating a Relational Report (page 13-4)

Using the Matrix Tab (page 13-5)

Printing a Report (page 13-6)

Exporting a Report to Microsoft Excel (page 13-6)
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Interface

% Reports Tray (page 13-11)

% Project - Process Reports Page (page 13-22)

«» Project - Assertions Reports Page (page 13-26)
% Project - Risks Reports Page (page 13-30)

« Project - Control Reports Page (page 13-34)

% Project - Issues Reports Page (page 13-39)

« Project - Testing Reports Page (page 13-45)

% Audit - Process Reports Page (page 13-48)

« Audit - Control Reports Page (page 13-51)

+* Audit - Risk Reports Page (page 13-54)

« Audit - Testing Reports Page (page 13-57)

« Exception - Process Reports Page (page 13-64)
« Exception - Control Reports Page (page 13-71)
« Exception - Issue Reports Page (page 13-74)

« Scheduling - Process Reports Page (page 13-76)
% Scheduling - Testing Reports Page (page 13-78)
« Scheduling - Issue Reports Page (page 13-81)
++ Matrix Reports Page (page 13-83)

«» Library Reports Page (page 13-85)

ABOUT GRC MANAGER REPORTS

13-2

Reports in GRC Manager provide information about process status and activity to support
Sarbanes-Oxley requirements. Report information is generated and displayed online.
Reports can be printed and exported.

The Reports tray on the application navigation panel provide a number of standard report
options. Standard reports provide status information on process documentation, process

Governance, Risk and Compliance Manager User Guide



Managing Reports

attributes, and process activities. For standard reports you can select a variety of criteria to
refine your data request. Standard report options include the following:

+ Project—Process, Assertions, Risks, Control, Issues, Testing
% Audit—Process, Control, Risks, Testing

< Exception—Process, Control, Issues

¢ Scheduling—Process, Testing, Issues

+ Library

The Reports tray on the application navigation panel also provides a link for relational
reports. The Matrix report link provides two links to access pre-defined data sets:

% Assertions-risks-controls matrix
% Effectiveness reviews
Another method for viewing matrix information is Using the Matrix Tab (page 13-5).

When you create a report, if a report page appears with no entries, no data was found that
matched the selection criteria. You may need to modify your selection criteria and run the
report again.

Some reports show numbers at the left bottom corner of the report. This numbers signify
the number of pages of the report. You can click on any of the numbers to change the
displayed page of the report.

For information on how to create and print reports refer to Creating Reports (page 13-3).

CREATING REPORTS

This section covers the following topics:

«+» Creating a Standard Report (page 13-4)

¢ Creating a Relational Report (page 13-4)

+ Using the Matrix Tab (page 13-5)

+«» Printing a Report (page 13-6)

« Exporting a Report to Microsoft Excel (page 13-6)
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Creating a Standard Report

To create a report, complete the following steps:

1. Select the desired type of report from the Reports tray in the application navigation
panel (for example, Reports—Project—Process).

The Reports page is displayed for the type of report you want to create. Any
predefined report filters for that report type are listed by title as links.

2. To use one of the predefined report filters, click the link for that report.

The Reports Interface (page 13-10) criteria panel is displayed with criteria fields for
the type of report you selected.

3. Specify filter criteria by selecting the check box next to a field and entering a value or
selecting an option or date. Any text entered into the text boxes will be used in a
substring search where results will be returned if the text is contained anywhere within
the field that is searched.

Clicking the green arrows next to a field will display information for that criteria that
you can select to enter into the field. For example, clicking the arrows by the
Organization field displays an organization map from which you can select a unit.

4. Click Run Report.

The summary grid is displayed with the Export to Excel Window button (see
Exporting a Report to Microsoft Excel (page 13-6)) and Print button enabled. The
summary grid displays the selected criteria in columns with a report heading that
reflects the primary criteria.

Creating a Relational Report

The Reports tray in the application navigation panel provides one relational reports link:
Matrix. Relational reports help you to see the relationships and effectiveness of how
assertions, risks, and controls have been put in place within a given business process based
on these two report types:

¢ Assertions-Risks-Controls Matrix: A report outlining the linkages between assertions,
risks, and controls with the exceptions for a given business process.

¢ Effectiveness Reviews: A report highlighting the design effectiveness and operating
effectiveness assessment for controls (and optionally risks) for a given business
process.
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To run a Matrix report, complete the following steps:

L.

Select one of the Matrix reports from the application Reports tray, using the
navigation links Reports—Matrix.

The General Criteria page is displayed.
Enter criteria to refine the report results.
Click Run Report.

A list of relevant business processes is displayed with a Matrix button next to each
process.

Click the Matrix button next to the business process you want to view.
A pop-up report is displayed with the report details.

Download or print the report details as desired.

Using the Matrix Tab

Another way to view information in a matrix format is to use the Matrix tab, which is
viewable from a Business Process page. The Matrix tab provides information about the
relationship between assertions, risks, and controls for a specific business process.

There are potentially five views you can select from the Matrix tab depending on the
information entered in a business process. Each view displays the associated documents

for a process as they are related to each other. Each title displayed is a link to the

associated document.

Risks and Controls
Controls and Risks
Assertions and Risks
Risks and Assertions

Assertions, Risks, and Controls

To use the matrix tab, complete the following steps:

1.
2.

Open a business process definition.
Click the Matrix tab.
Display a view by selecting an option from the Views menu.

The selected view is displayed in the Matrix tab page.
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4. To display any of the documents in the selected view, click the document title for the
assertion, risk, or control.

Printing a Report

Users have two options for printing a displayed report:

+¢ Use the Print button on the displayed report. This will refresh the popup window with
all results on a single window, instead of a paged results layout.

% To select only the page of results that is currently displayed, not all results, use the
right-click and select the print menu to use the browser's print functionality.

Exporting a Report to Microsoft Excel

Note: Microsoft Excel must already be installed on your computer in order to view the
export. Without Excel, you can only save the file.

To export a report to the Microsoft Excel application, complete the following steps:

1. Run areport.

2. Click Export to Excel window in the report display page.

3. Click Open in the File Download page.

Your report is opened as an Excel spreadsheet. All of the Excel functions are available
to you, including saving the report as an Excel document. Without Excel, just choose
the option to save when prompted.

EXECUTIVE DASHBOARD

13-6

The Dashboard link in the Executive Tasks tray displays a page containing critical
business and process management information for executives. The Dashboard is available
only for users assigned to the following authorization roles:

< SOAICAdmin
< SOAGloballCAdmin
< SOAEzxecutive

< SOAlInternalAudit
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Figure 13-1 Executive Dashboard

Executive Dashboard
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The Dashboard consists of five sections:
++ Heat Report (page 13-8)

« Current Issues (page 13-9)

+«+ Control Distribution (page 13-9)

«»  Test Activity (page 13-10)

% Audit Test Activity (page 13-10)

Heat Report

The Heat Report is the top section displayed on the GRC Manager Dashboard. You can
access it by expanding the Executive Tasks tray and selecting Dashboard. The Heat

Report displays the current status of risk exposure for all business processes for the
organization. Not all risks will appear in the Heat Report. For each business process, the
Heat Report shows the most significant risk as determined by the Risk Rating. The Risk
Rating for each risk in a business process is determined by taking the value of the Risk
Significance and multiplying it by the value of the Risk Likelihood.

A table (matrix) showing Risk Exposure distribution is displayed on the left side of the
Heat Report. Each cell in the matrix displays a numeric value that represents the count of
risks that match the risk exposure. You can select a cell to drill down and display a
summary of the cell’s contents on the right side of the Heat Report.

When you select a value in a cell in the matrix, the titles of the business processes at risk
according to that cell are displayed in the center part of the Heat Report. Clicking a
process title will display a process profile detail screen. The titles of risks for each process
are displayed in the right part of the Heat Report. Clicking a risk title will display a risk
profile detail screen.

The Heat Report matrix uses the following legend:

7

«+» The table columns correspond to Risk Exposure values, determined from the Risk
Significance value defined in a risk. The values are graduated from left to right
descending (High, Medium-High, Medium, Medium-Low, and Low). A value is
derived from the numerical value (5 through 1) assigned to the risk significance
variable in the business process document. For example, a value of 5 equals High. The
value is used in calculating the Risk Rating.

«+» The table rows correspond to Risk Likelihood values, determined from the Risk
Likelihood value defined in a risk. The values are graduated from top to bottom
descending (Extreme, High, Medium, Low, and Negligible). A value is derived from
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the numerical value (5 through 1) assigned to the Risk Likelihood value defined in a
risk. For example, a value of 5 equals Extreme. The value is used in calculating the
Risk Rating.

¢+ The cells representing business processes with critical risk are colored red.

+» The cells representing business processes with marginal risk are colored yellow.

% The cells representing business processes with little risk are colored green.

Current Issues

The Current Issues (Year Quarter) section of the Heat Report summarizes all business
processes that have an associated issue or issues for the current fiscal year and quarter
period. Clicking a process title will display a process profile screen containing a summary
of the process, controls, and issues history. Selecting any one of the column headings sorts
the list of processes by that heading: Location, Process, Issue, Originator, and Date.
Clicking the Default Sorting... link returns the list to its original display.

Control Distribution

The Control Distribution section provides information on the distribution of business
processes with respect to their COSO component (a process control attribute). The section
contains the following information:

R/

% On the left side of the section is a Pie chart showing the distribution of processes with
respect to their COSO component. The Pie chart is built with respect to percentages of
total distribution for each of the five components.

¢ Click any Pie slice to drill down into its specific COSO component. The
corresponding information is displayed on the right side of the section in a summary
list of processes for the component.

« To the right of the Pie chart is a map of color-coded boxes and COSO components. A
box color corresponds to the color used in the Pie chart. Clicking on a box or the
COSO component name next to a box drills further into the processes related to that
COSO component.

+¢ The right side of the Control Distribution section lists a summary of the processes
whose COSO component corresponds to the selected Pie slice or box. Clicking a
process in the list will display its process profile detail screen.
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Test Activity

The Test Activity (Year Quarter) section summarizes the status of all outstanding tests for
the current fiscal year and quarter period. Clicking one of the process titles will display its
process profile screen with a summary of the process, its controls, and its issues history.
Clicking one of the test titles in the list will display its test profile screen with a summary
of the test, the control test status, and issues history. You can select any one of the column
heading to sort the list of processes by that heading: Process, Test, State, Owner, and Date.
Clicking the Default Sorting... link returns the list to its original display.

Audit Test Activity

The Audit Test Activity (Year Quarter) section summarizes the status of all outstanding

audit tests for the current fiscal year and quarter period. You can select any one of the
column heading to sort the list of processes by that heading: Test, State, Owner, and Date.
Clicking the Default Sorting... link returns the list to its original display.

REPORTS INTERFACE

13-10

The following topics describe the Reports tray and the report links that can be accessed via
the Reports tray:

% Reports Tray (page 13-11)

« Project - Process Reports Page (page 13-22)

% Project - Assertions Reports Page (page 13-26)
« Project - Risks Reports Page (page 13-30)

% Project - Control Reports Page (page 13-34)

« Project - Issues Reports Page (page 13-39)

% Project - Testing Reports Page (page 13-45)

« Audit - Process Reports Page (page 13-48)

+ Audit - Control Reports Page (page 13-51)

¢+ Audit - Risk Reports Page (page 13-54)

+*  Audit - Testing Reports Page (page 13-57)

« Exception - Process Reports Page (page 13-64)
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Reports Tray
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«» Exception - Issue Reports Page (page 13-74)

«+ Scheduling - Process Reports Page (page 13-76)
+¢  Scheduling - Testing Reports Page (page 13-78)
« Scheduling - Issue Reports Page (page 13-81)
+» Matrix Reports Page (page 13-83)

« Library Reports Page (page 13-85)

The Reports tray provides links to view reports available in the system. If no Reports tray
is visible, then the user does not have the appropriate permissions to view reports. The
Reports tray has six selections: Project, Audit, Exception, Scheduling, Matrix, and
Library. These selections are described in the following table. All the Reports selections
(except Matrix) have options to access specific reports by document type, described in a

second table.

Reports

Description

Project

Provides options to create project reports,
including reports on processes, assertions, risks,
controls, issues, and testing.

Audit

Provides options to create audit reports, including
reports on processes, controls, risks, and
evaluations.

Exception

Provides options to create exception reports,
including reports on processes, controls, and
issues.

Scheduling

Provides options to create scheduling reports on
the status or process documentation,
testing/monitoring, and issues remediation.
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Reports Description

Matrix Provides options to create reports on an assertions-
risks-controls matrix and effectiveness reviews.

Library Provides options to create reports on Master
Component, Master Component Library (MCL),
and Master Process information.

The following table summarizes the available reports by category, document type, and

report name:
Report Category Document Type Report
Project Process Process Attachments Sorted by
Organization
Process Being Changed

Process Flowcharts Sorted by
Organization

Processes Currently Initialized

Processes Sorted by Organization

Processes Sorted by Process Owner

Processes That Have Been Retired

Processes Under Review

All Attachment Templates Sorted By
DocLevel
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Report Category

Document Type

Report

Project

Assertion

All Assertions And Matching Risks

All Assertions Sorted By Process By
Location

All Assertions Sorted By Financial
Element By Process

All Assertions Sorted By Accounting
Cycle By Process

All Assertions Sorted By Control By
Process

All Assertions Sorted By Risks By
Process

Project

Control

Control Attachments Sorted by
Organization

Controls Sorted by Accounting Cycles
by Process

Controls Sorted by COSO Category by
Process

Controls Sorted by Financial Element
by Process

Controls Sorted by Objective by
Process

Controls Sorted by Process by
Location

All Key Controls Sorted by Process by
Location
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Report Category Document Type Report

Project Risk All Risks and Matching Controls

All Risks Sorted by Accounting Cycle
by Process

All Risks Sorted by Financial Element
by Process

All Risks Sorted by Process by
Location
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Report Category

Document Type

Report

Project

Issue

All Generated Issues Within The
Current Year

All Issue Attachments Sorted by
Organization

All Material Weakness By Accounting
Cycle Within The Period

All Material Weakness By Financial
Element Within The Period

All Material Weakness Issues By
Location Within The Period

All New Issues Within The Period By
Accounting Cycle

All New Issues Within The Period By
Financial Element

All New Issues Within The Period

All Open Issues By Accounting Cycle

All Open Issues By Financial Element

Closed Issues Within The Period

Issues On Hold By Location

Open Issues By Location

All Issues By Location with Related
Documents
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Report Category Document Type Report

Project Evaluation All Active Tests By Location

All Active Tests By Test Owner

All Completed Tests By Test Owner
Within The Period

All Completed Tests Within The
Period

All Active Tests by Test Owner TP

All Completed Tests By Test Owner
Within The Period TP

All Completed Tests Within The
Period TP

Audit Process All Processes Changed Within The
Last Period

All Processes Sorted by Accounting
Cycles

All Processes Sorted by Financial
Element

All Processes Sorted by Risk
Significance

Audit Control All Controls Changed Within The Last
Period

All Controls Sorted by COSO
Component by Location

Audit Risk All New Risks Within The Period

13-16 Governance, Risk and Compliance Manager User Guide



Managing Reports

Report Category

Document Type

Report

Audit

Evaluation

All Controls Not Tested Within The
Period

All Processes Not Tested Within The
Period

All Controls Tested Within The Period
By Accounting Cycle

All Controls Tested Within The Period
By Financial Element

All Controls Testes Within The Period

All Processes Tested Within The
Period By Accounting Cycle

All Processes Tested Within The
Period By Financial Element

All Processes With No Changes
Within The Period By Accounting
Cycle

All Processes With No Changes
Within The Period
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Report Category Document Type Report
Audit Evaluation All Controls Not Tested Within The
Period TP

All Processes Not Tested Within The
Period CG

All Controls Tested Within The Period
By Accounting Cycle TP

All Controls Tested Within The Period
By Financial Element TP

All Controls Tested Within The Period
TP

All Processes Tested Within The
Period By Accounting Cycle CG

All Processes With No Changes
Within The Period By Financial
Element CG

All Processes With No Changes
Within The Period By Financial
Element

13-18 Governance, Risk and Compliance Manager User Guide



Managing Reports

Report Category

Document Type

Report

Exception

Process

All Processes With Risks And No
Matching Controls

All Processes Without Accounting
Cycles

All Processes Without Controls

All Processes Without Financial
Element

All Processes Without Flowcharts

All Processes Without Risks

All Released Processes Without
Owners

All Processes With Assertions And No
Matching Risks

All Processes Without Assertions

All Processes With Insufficient
Documentation

All Processes Not Updated from
Master Process

Exception

Control

All Controls With Missing COSO
Attributes

All Controls With No Risks By
Process By Location

All Controls With No Test Instructions

Exception

Issue

All Issues Not Closed From Previous
Periods

All Issues Without Remediation Plans
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Report Category

Document Type

Report

Scheduling

Process

Current Status of Process
Documentation

Scheduling

Evaluation

Current Status of Testing/Monitoring

Scheduling

Issue

Current Status of Issue Remediation

Matrix

Relational

Assertions/Risks/Controls Matrix.

Effectiveness reviews.

Library

Assertion

All Master Component Assertions

All Assertions linked from Master
Components

Assertions from MCL out of sync with
MCL Source

Library

Attachment

All Master Component Attachments

All Attachments linked from Master
Components

All Attachments from MCL out of
sync with MCL Source

Library

Control

All Master Component controls

All Controls linked from Master
Components

All Controls from MCL out of sync
with MCL source
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Report Category

Document Type

Report

Library

Process

All Master Processes

All Components in OU Process not
from MCL

All OU Processes linked to Master
Processes

Library

Risk

All Risks linked from Master
Components

All Risks from MCL out of sync with
MCL Source
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Project - Process Reports Page

The sample page displayed here shows the criteria for the link All Processes Sorted by
Organization. The following table describes the report links and criteria used in the
different reports.

Project Management - Process Reports

All Procass attachments Sorted by Qrganization All Process Being Changed
ses Flawcharts Sarted by Organization All Processes Currently Inbialized
rted by Qrganization All Procasses Sorted by |
Procasses That Haye Been Batired Al Procacses Linger By

Quick Help

Criteria for All Processes Sorted by Organization :

Organization ble 44

Process Title

Process Owner

Status

Last Update (mmy/dd/yyyy) =

m w m jm m (m

Created By

Current User [~

Run Repon

[0=e
[z

The Project Management - Process Reports page is used to view reports on process
information based on criteria specified by users. To access this reports page, from the
Reports tray select Reports—Project—Process. The links for different process reports are
displayed at the top of the page. When a link is selected the criteria for refining reports are
displayed in the lower part of the page. Users can specify criteria for the report, such as
entering a specific organization name, or users can leave the criteria empty and the report
will automatically include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

* All Process Attachments Sorted by
Organization: Displays information about all
attachments to processes, sorted by
organization. Information includes the
organization, attachment title, status, process
owner, the date a process was last updated, and
the name of the user who made the last update.

* All Process Flowcharts Sorted by
Organization: Displays information about all
flowcharts used in processes, sorted by
organization. Information includes the
organization, process title, flowchart title,
status, process ownetr, the date a process was
last updated, and the name of the user who
made the last update.

+ All Processes Sorted by Organization:
Displays information about all processes,
sorted by organization. Information includes
the organization, process title, process owner,
the date a process was updated, the name of the
user who created a process, and the name of
the current user.

* All Processes That Have Been Retired:
Displays information about processes that have
been retired, sorted by organization.
Information includes the organization, process
title, process owner, the date a process was
updated, the date a process was retired, and the
name of the current user.
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Feature

Description

Report criteria links (continued)

e All Attachment Templates Sorted by

* All Processes Being Changed: Displays

* All Processes Currently Initialized: Displays

* All Processes Sorted by Process Owner:

DocLevel: Displays information about all
attachment templates sorted by document level.
Information includes the organization,
attachment template title, doc level, status,
process owner, last date an attachment template
was updated, and the name of the user who last
updated an attachment template.

information about all processes currently in an
Edit state (being changed). Information
includes the organization, process title, process
owner, last date a process was updated, the
name of the user who last changed a process,
and the name of the current user for a process.

information about all processes currently in an
Initialized state (being created as new
processes). Information includes the
organization, process title, process owner, the
date a process was created, the name of the user
who created a process, and the name of the
current user.

Displays information about all processes sorted
by process owner. Information includes the
process owner, organization, process title,
status, the name of the user who last changed a
process, and the name of the current user for a

process.
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Feature

Description

Report criteria links (continued)

* All Processes Under Review: Displays

information about all process currently in a
Review workflow (in a state of Edit, Approve,
Approval Rejected, Collection, Collection
Rejected). Information includes the
organization, process title, process owner, the
name of the user who last changed a process,
and the name of the current user for a process.

Criteria heading

Name of the criteria item.

Created By check box and field

Specify the name of a user who created processes.

Current User field

Specify the name of a current user.

Last Update check box and field

Specify a date for the last update to processes. You
can click the double arrow icon next to the field to
display a calendar and select a date.

Organization check box and field

Specify an organization unit.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify a title of a process.

Status check box and menu

Specify a process status. Select a status from the
menu.

Run Report button

Initiates creation of the report based on the selected
criteria.
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Project - Assertions Reports Page

The sample page displayed here shows the criteria for the report selection All Assertions
and Matching Risks. The following table describes the report links and criteria used in
the different reports.

Project Management - Assertion Reports

All Assertions And Matching Risks All Assertions Sorted By Process By Location
all Assertions Sorted By Fingncial Element By Process Al Assertions Sorted By Accounting Cycle By Process
All Acsertions Sorted By Control By Frocess All Assertions Sorted By Rigls By Process

Quick Help

Criteria for All Assertions And Matching Fisks

Jrganization

[ Bjuse '’
Process Tidle [ |
Procass Owner [~ |'
Assertion [ |
Last Assertion Update (mm/ddfyyyy) [~ [ ble 44
Risk [ | -& checkbox 1o &
Risk Significance [~ Iﬁ
Risk Type ™ | j
Last Risk Update (mm/dd/yyyy) [ [ : Y

Run Report

The Project Management - Assertions Reports page is used to view reports on process
assertion information based on criteria specified by users. To access this reports page,
from the Reports tray select Reports—Project—Assertions. The links for different process
reports are displayed at the top of the page. When a link is selected the criteria for refining
reports are displayed in the lower part of the page. Users can specify criteria for the report,
such as entering a specific organization name, or users can leave the criteria empty and the
report will automatically include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

* All Assertions And Matching Risks:
Displays information about all assertions
related to risks within each process.
Information includes the organization, process
title, process owner, assertion, risk, risk type,
risk exposure, and last risk update.

* All Assertions Sorted By Financial Element
By Process: Displays information about all
assertions sorted by financial element and
process. Information includes the financial
element, process title, assertion, last assertion
update, and organization.

+ All Assertions Sorted By Control By
Process: Displays information about all
assertions related to risks, and those risks in
turn related to controls. Information includes
the organization, process title, process owner,
control, assertion, and last assertion update.

* All Assertions Sorted By Process By
Location: Displays information about all
assertions for every process, sorted by location
(in Organization map). Information includes
the organization, process title, process owner,
assertion, last update, and status.
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Feature

Description

Report criteria links (continued)

* All Assertions Sorted By Accounting Cycle

By Process: Displays information about all
assertions for all processes, sorted by
accounting cycle. Information includes the
accounting cycle, process title, process owner,
assertion, last update, and organization.

* All Assertions Sorted By Risks By Process:

Displays information about all assertions with
related risks, sorted by process. Information
includes the organization, process title, process
owner, control, assertion, and last assertion
update.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon to display an organization map
of the accounting folders and select a folder.

Assertion check box and field

Specify an assertion.

Control check box and field

Specify a control.

Financial Element check box

Specify a financial element. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

Last Assertion Update check box
and field

Specify the last date assertions could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Last Risk Update check box and
field

Specify the last date risks could be updated. You
can click the double arrow icon to display a
calendar and select a date.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.
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Feature

Description

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify a process owner.

Process Title check box and field

Specify a title of the process.

Risk check box and field

Specify a risk.

Risk Significance check box and

Specify a value that indicates how likely it is that

field the risk will impact the process:
* 1Low
*+ 2 Low-Med
* 3 Medium
* 4 Med-High
* 5High
Risk Type check box and field Specify the type of risk:

* Financial Fraud

*  Theft of Assets

»  Theft of Services

*  Regulatory Compliance

*  Breach of Security

Status check box and menu

Specify a process status. Select a status from the
menu: Initialized, Collection, Edit, Approval,
Released, Retired, Collection Rejected, Approval
Rejected.

Run Report button

Initiates creation of a report based on the selected
criteria.
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Project - Risks Reports Page

The sample page displayed here shows the criteria for the report selection All Risks and
Matching Controls. The following table describes the report links and criteria used in the
different reports.

Froject Management - Risk Reports

all Risks And Matching Controls Al Risks Sorted by Accounting Cygle by Process

Al Risks Sorted by Financial Element by Process Al Risks Sorted by Process by Location

Cuick Help

Crteria for All Risks And Batching Controls :
Organization

Process Tide

| & chackbox lo anable
Risk | o
Risk Significance

Fisk Type

Control

Frocess Owner

m o m m m m m |m

Last Risk Update (mmy/ddyyyy)

[Emp
ose checid
[ & checkbox 1o enable |4
Last Control Update (mmy/ddfyyry) [ | & chackl

Run Report |

The Project Management - Risks Reports page is used to view reports on process risk
information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Project—Risks. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

All Risks and Matching Controls: Displays
information about all risks that are related to
controls within a process. Information includes
the organization, process title, process owner,
risk, risk type, risk exposure, control, and last
risk and last control updates.

All Risks Sorted By Financial Element By
Process: Displays information about all risks
for each process, sorted by financial element.
Information includes the financial element,
process title, risk, risk exposure, risk type, last
risk update, and organization.

All Risks Sorted By Accounting Cycle By
Process: Displays information about all risks
for each process, sorted by accounting cycle.
Information includes the accounting cycle,
process title, process owner, risk, risk
exposure, risk type, last update, and
organization.

All Risks Sorted By Process By Location:
Displays information about all risks for each
process, sorted by process and location in the
organization map. Information includes the
organization, process title, process owner, risk,
risk exposure, risk type, last update, and status.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon to display an organization map
of the accounting folders and select a folder.
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Feature

Description

Control check box and field

Specify a control.

Financial Element check box

Specify a financial element. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

Last Control Update check box
and field

Specify the last date controls could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Last Risk Update check box and
field

Specify the last date risks could be updated. You
can click the double arrow icon to display a
calendar and select a date.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Organization check box and field

Specify an organizational unit You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify a process owner.

Process Title check box and field

Specify a title of the process.

Risk check box and field

Specify a risk.

Risk Significance check box and
field

Specify a value that indicates how likely it is that
the risk will impact the process:

* 1Low

*+ 2 Low-Med
* 3 Medium

* 4 Med-High
* 5High
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Feature Description

Risk Type check box and field Specify the type of risk:

* Financial Fraud

»  Theft of Assets

»  Theft of Services

* Regulatory Compliance

*  Breach of Security

Status check box and menu Specify a process status. Select a status from the
menu:

* Initialized

*  Collection

+ Edit

» Approval

* Released

» Retired

* Collection Rejected

* Approval Rejected

Run Report button Initiates creation of a report based on the selected
criteria.
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Project - Control Reports Page

The sample page displayed here shows the criteria for the report selection All Control
Attachments Sorted by Organization. The following table describes the report links and
criteria used in the different reports.

Project Management - Control REeports

all Contral Attachmeant: Sarted by Orgamzabion SliICantrolzSatedbyAccaunngCyclesbyProcass

All Contrgls Sorted by COSO Category by Process AllControlsSortedbyFinancialElementhyProcess

All Controls Sortad by Obisctive by Process _ANCortrolsSortedbyvProcesshy Location

Al ey ConbrolsSortedby Progesshyl ocation

Caick Help

Criteria for All Control Attaclunents Sorted by Orgamization :

Organization = [Tos checkbor 1o anable 44

Process Title

Attachment Title

Status

Process Owrner

m m (m m m

Last Update (mmy/ddyyyy) 4

[-Em 5
[0ee
Last Updated By [ | mp——

Run Report |

The Project Management - Control Reports page is used to view reports on process control
information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Project—Control. The links for different reports are displayed at the top
of the page. When a link is selected the criteria for refining reports are displayed in the
lower part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, CPL, and template
processes and objects.

All Control Attachments Sorted by
Organization: Displays information about all
control attachments (as specified in Control
and Test Instructions) in order by organization.
Information includes the organization, process
title, attachment title, status, owner, last
update, and who last updated each control
attachment.

All Controls Sorted by COSO Category by
Process: Displays information about all
controls in order by COSO category and
process. Information includes the COSO
category, organization, process title, control
title, process owner, last update, and who
lasted updated each control.

All Controls Sorted by Objective by
Process: Displays information about all
controls sorted by objective and process.
Information includes the control objective,
process title, control title, last update, who last
updated each control, key control, status, and
organization.

All Key Controls Sorted By Process By
Location: Displays information about all key
controls sorted by process and location.
Information includes the organization, process
title, control title, audit type, last update, who
last updated a control, and status.
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Feature

Description

Report criteria links (continued)

* All Controls Sorted by Accounting Cycles by

Process: Displays information about all
controls sorted by accounting cycle and
process. Information includes the accounting
cycle, process title, control title, last update,
who last updated each control, key control,
status, and organization.

* All Controls Sorted by Financial Element by

Process: Displays information about all
controls sorted by financial element and
process. Information includes the accounting
cycle, process title, control title, last update,
who last updated each control, key control,
status, and organization.

* All Controls Sorted by Process by Location:

Displays information about all control sorted by
process and location in Organization map.
Information includes the organization, process
title, control title, last update, who last updated
each control, key control, and status.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon to display an organization map
of the accounting folders and select a folder.

Attachment Title check box and
field

Specify the title of an attachment.

Control Objective check box and
field

Specify a control objective.

Control Title check box and field

Specify a control title.

13-36

Governance, Risk and Compliance Manager User Guide




Managing Reports

Feature

Description

COSO Category check box and
field

Specify a COSO category:

» Effectiveness and Efficiency of Operations
» Reliability of Financial Reporting

» Compliance with Applicable Regulations

Financial Element check box

Specify a financial element. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

Key Control check box and field

Specify a key control.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Last Updated By check box and
field

Specify the name of the user who last updated the
control.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify a process owner.

Process Title check box and field

Specify a title of the process.
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Feature

Description

Status check box and menu

Specify a process status. Select a status from the
menu:

» Initialized

e Collection

*  Open

+ Edit

*  Closed

* Cancel

» Approval

* Released

* Retired

*  Collection Rejected
* Approval Rejected

* Prepare

Run Report button

Initiates creation of a report based on the selected
criteria.
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Project - Issues Reports Page

The sample page displayed here shows the criteria for the report selection All Generated
Issues Within The Current Year. The following table describes the report links and
criteria used in the different reports.

Froject Management - [ssue Reports

Al Genersted I=eyas Withon The Currant Fasr G Igsue Attachrmants Sarted by Orgamzation
All Material Weakness [ssues By Scopunting Cyele Within Al Maternal Weaskness Issuss By Fingncial Elemeant Within
The Perad The Parnad
Aabarial Wesknass [ssues By Location Within The
;II I'...I- 1l ylermss [5s1 By Locatio Withen Th All Nav [ssuss Within The Pedod By Accaunting Cvele
rerngg
All Mew Jssuss Within The Perod By Financial Element Al Mew lssyes Within The Perigd
All Dpen [ssyes By Accounting Cycle All Open [ssues By Financial Jlement
Closed Jesyes Within The Perjod [ssyec On Hold By Locafion
OneEn Izsuas By Locstion Al Tezpes By Lacatian vwith Belstad Documisnts

Quick Halp

Criteria for All Generated Issues Within The Cwrent Year
Organization =

[Use checkbor 1o enable 44
Process Title u [
Issue | [Use checkbo
Initiator r [
Process Owner [~ [[52 heckbo
Cue Date (mmfddfyvy) - |' : ble 4d

Status I .._.I
Run Repart |

The Project Management - Issues Reports page is used to view reports on process issue
information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Project—Issues. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports include issues on MCL, MPL, and
template processes.

All Generated Issues Within The Current
Year: Displays information about all issues
generated within the current year. Information
includes the organization, process title, issue,
initiator, process owner, due date, and status.

All Material Weakness Issues By
Accounting Cycle Within The Period:
Displays information about all material
weakness issues in order by accounting cycle
and specified period of time. Information
includes the accounting cycle, process title,
issue, initiator, process owner, create date,
status, and organization.

All Material Weakness Issues By Location
Within The Period: Displays information
about all material weakness issues sorted by
location in Organization map and specified
period of time. Information includes the
organization, process title, issue, initiator,
process owner, create date, and status.

All New Issues Within The Period By
Financial Element: Displays information
about all new issues sorted by period of time
and financial element. Information includes the
financial statement, process title, issue,
severity of issue, initiator, status, and
organization.

All Open Issues By Accounting Cycle:
Displays information about all open issues
sorted by accounting cycle. Information
includes the accounting cycle, process title,
issue, severity, initiator, and organization.
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Feature

Description

Report criteria links (continued)

*  Closed Issues Within The Period: Displays
information about all issues in a Closed state,
sorted by time period. Information includes the
organization, process title, issue, severity, and
initiator.

* Open Issues By Location: Displays
information about all issues in an Open state,
sorted by location. Information includes the
organization, process title, issue, severity, and
initiator.

e All Issue Attachments Sorted By
Organization: Displays information about all
attachments to issues, sorted by organization.
Information includes the organization, process
title, attachment title, status, process owner, last
update, and who did the last update.

e All Material Weakness Issues By Financial
Element Within The Period: Displays
information about all material weakness issues
sorted by financial element and period of time.
Information includes the financial statement,
process title, initiator, process owner, create
date, status, and organization.

e All New Issues Within The Period By
Accounting Cycle: Displays information about
all new issues sorted by accounting cycle and
period of time. Information includes the
accounting cycle, process title, issue, severity,

initiator, status, and organization.
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Feature

Description

Report criteria links (continued)

* All New Issues Within The Period: Displays
information about all new issues, sorted by a
period of time. Information includes the
organization, process title, issue, severity,
initiator, and status.

e All Open Issues By Financial Element:
Displays information about all issues in an
Open state, sorted by financial element.
Information includes the financial statement,
process title, issue, severity, initiator, and
organization.

* Issues On Hold By Location: Displays
information about all issues in a Hold state,
sorted by location in the Organization map.
Information includes the organization, process
title, issue, severity, and initiator.

e All Issues By Location with Related
Documents: Displays information about all
issues with related documents, sorted by
location in the Organization map. Information
includes the organization, financial element,
accounting cycle, process title, issue, related
document, severity, and initiator

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon to display an organization map
of the accounting folders and select a folder.

Attachment Title check box and
field

Specify the title of an attachment.

Create Date check box and field

Specify the date when issues were created. You
can click the double arrow icon to display a
calendar and select a date.
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Feature

Description

Due Date check box and field

Specify the date by which issues are to be closed.
You can click the double arrow icon to display a
calendar and select a date.

Financial Element check box and
field

Specify a financial element. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

field

Financial Statement check box and

Specify a financial statement. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

Initiator check box and field

Specify the name of the person who initiated
issues.

Issue check box and field

Specify an issue.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Last Updated By check box and
field

Specify the name of the user who last updated the
control. You can click the double arrow icon next
to the field to display a calendar and select a date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify a process owner by name.

Process Title check box and field

Specify the title of a process.

Related Document check box and
field

Specify the title for a related document.

Severity check box and field

Specify the severity of issues.
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Feature

Description

Status check box and menu

Specify a process status. Select a status from the
menu:

» Initialized

e Collection

+ Edit

* Approval
* Released
* Retired

* Collection Rejected
* Approval Rejected

Run Report button

Initiates creation of a report based on the selected
criteria.
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Project - Testing Reports Page

The sample page displayed here shows the criteria for the report selection All Active
Tests By Location. The following table describes the report links and criteria used in the
different reports.

Project Management - Evaluation Reports

All Active Tests By Test Owner TP

all Completed Tests By

The Perind All Complated Tests Within The Pering TE

Criteria for All Active Tests By Location :
Organization [ | » chackbox 1o enat “

Process Tile [~ |

Test |

Start Date [ |

Procass Owner r ]

Test Owner [~ |

Run Repaort |

The Project Management - Evaluation Reports page is used to view reports on test
evaluation information based on criteria specified by users. To access this page, from the
Reports tray select Reports—Project—Testing. The links for different reports are
displayed at the top of the page. When a link is selected the criteria for refining reports are
displayed in the lower part of the page. Users can specify criteria for the report, such as
entering a specific organization name, or users can leave the criteria empty and the report
will automatically include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes.

* All Active Tests By Location: Displays
information about all tests of business
processes, sorted by their location (includes
tests in Active Tests, Validate, and Test
Completed states). Information includes the
organization, process title, test, start date,
process owner, and test owner.

*  All Active Tests By Test Owner: Displays
information about all tests of business
processes, sorted by test owner name (includes
tests in Active Tests, Validate, and Test
Completed states). Information includes the
organization, process name, test, start date,
process owner, and test owner.

+ All Completed Tests By Test Owner Within
The Period: Displays information about all
tests of business processes that have been
completed within a specific time period, sorted
by test owner. Includes tests that were failed,
unchanged, and completed. Information
includes the organization, process title, test,
start date, process owner, test owner, and final
reviewer.

* All Completed Tests Within The Period:
Displays information about all tests of business
processes completed within a certain period of
time. Includes tests that were failed,
unchanged, and completed. Information
includes the organization, process title, test,
start date, process owner, test owner, and final
reviewer.
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Feature

Description

Report criteria links (continued)

* All Completed Tests By Test Owner With

e All Completed Tests Within The Period TP:

e All Active Tests By Test Owner TP: Displays
information about all test plan test covers that
are in an Active Test state, sorted by test owner
name. Information includes the organization,
process name, test, start date, process owner,
and test owner.

The Period TP: Displays information about all
test plan test covers that have been completed,
sorted by test owner and a specific period of
time. Includes tests that were failed, unchanged,
and completed. Information includes the
organization, process title, test, start date,
process owner, test owner, and final reviewer.

Displays information about all tests plans
completed, sorted by specific period of time.
Includes tests that were failed, unchanged, and
completed. Information includes the
organization, process title, test, start date,
process owner, test owner, and final reviewer.

Criteria heading

Name of the criteria item.

Final Reviewer check box and
field

Specify the name of a final reviewer for tests.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify the title of a process.
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Feature Description

Start Date check box and field Specify the start date for tests. You can click the
double arrow icon to display a calendar and select a
date.

Test check box and field Specify a test.

Test Owner check box and field Specify the name of a test owner.

Run Report button Initiates creation of a report based on the selected
criteria.

Audit - Process Reports Page

The sample page displayed here shows the criteria for the report selection All Processes
Changed Within The Last Period. The following table describes the report links and
criteria used in the different reports.

Current User [~

Amndit - Process Eeports
All Proceszes Changed Within The Last Period all Processes Sorted by Accounting Cycles
All Processes Sorbed by Financial Elernent Al Processes Sorted by Risk Significance
Cuick Help
Criteria for All Processes Changed Within The Last Pertod :
drganization [ l s checkbox 1o enable |44
Procass Title [~ l
Process Owner [ l =0 checkbox 1o enable
Last Update (mm/ddfvryy) l & checkbox 1o anable |44
Changed By [~ [ s5 chackbox 1o anak
[

Run Report

The Audit - Process Reports page is used to view reports on audit process information
based on criteria specified by users. To access this page, from the Reports tray select
Reports—Audit—Process. The links for different reports are displayed at the top of the
page. When a link is selected the criteria for refining reports are displayed in the lower
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part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).

Feature Description

Report criteria links Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

* All Processes Changed Within The Last
Period: Displays information about all
processes changed within the last specified
period of time. Information includes the
organization, process title, process owner, last
update to a process, who last changed a
process, and the current user of a process.

* All Processes Sorted by Financial Element:
Displays information about all processes
sorted by financial element. Information
includes the financial element, process title,
process owner, current status of a process, last
update to a process, and organization.

* All Processes Sorted by Accounting Cycle:
Displays information about all processes
sorted by accounting cycles. Information
includes the accounting cycles, process title,
process owner, current status of a process, last
update to a process, and organization.

* All Processes Sorted by Risk Significance:
Displays information about all processes
sorted by their risk significance. Information
includes the organization, process title, process
owner, current status of a process, and date of
last update to a process.

Criteria heading Name of the criteria item.
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Feature

Description

Created By check box and field

Specify the name of a user who created processes.

Current User field

Specify the name of a current user.

Last Update check box and field

Specify a date for the last update to processes. You
can click the double arrow icon next to the field to
display a calendar and select a date.

Organization check box and field

Specify an organization unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify a title of the process.

Status check box and menu

Specify a process status. Select a status from the
menu:

» Initialized

* Collection

« Edit

* Approval

* Released

* Retired

* Collection Rejected
* Approval Rejected

Run Report button

Initiates creation of the report based on the selected
criteria.
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Audit - Control Reports Page

The sample page displayed here shows the criteria for the report selection All Controls
Changed Within The Last Period. The following table describes the report links and
criteria used in the different reports.

Andit - Control Reports

All Controls Changed Within The Last Peried  _AllControlsSortedbyCOSOComponentbylocation

Quick Help

Criteria for All Controls Changed Witlan The Laszt Period :
Organization [ | » checkbox to enable |44

Process Title [~ |

Control Titde |

Procass Owner [~ |

Last Update (mm/dd/yyyy) [ | heckbox to enable 44
Status [~ [ =l

Run Report

The Audit - Control Reports page is used to view audit reports on control information
based on criteria specified by users. To access this page, from the Reports tray select
Reports—Audit—Control. The links for different reports are displayed at the top of the
page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature Description

Report criteria links Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

* All Controls Changed Within The Last
Period: Displays information about all process
controls changed within the last specified
period of time. Information includes the
organization, process title, control title, process
owner, last update, and status.

* All Controls Sorted by COSO Component
by Location: Displays information about all
process controls sorted by financial element.
Information includes the COSO component,
organization, process title, control title, process
owner, last update, and status.

Criteria heading Name of the criteria item.

COSO check box and field Specify a COSO component:

*  Control Environment

* Risk Assessment

*  Control Activities

* Information and Communications

*  Monitoring.

Control Title check box and field | Specify the title of a control.

Last Update check box and field Specify a date for the last update to processes. You
can click the double arrow icon next to the field to
display a calendar and select a date.

Organization check box and field | Specify an organization unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.
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Feature Description
Process Owner check box and Specify the name of a process owner.
field

Process Title check box and field | Specify the title of a process.

Status check box and menu Specify a process status. Select a status from the
menu:

e Initialized

e Collection

+ Edit

*  Approval
* Released
» Retired

*  Collection Rejected
* Approval Rejected

Run Report button Initiates creation of the report based on the selected
criteria.
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Audit - Risk Reports Page

The sample page displayed here shows the criteria for the report selection All New Risks
Within The Last Period. The following table describes the report links and criteria used

in the different reports.

Amdir - Risk Beports

Quick Help

Crteria for All New Bisks Within The Period :
Organization [~ |use checkbox to ¢ & 4

Proesss Tide [~ |
Risk ™ [0

Process Owner [~ I

Last Update (mm/ddfyyyy) I [0 anable 44
Risk Significance [~ I—_I
Risk Type [ I Ermni d
Status [~ | Ermm d

Run Report

The Audit - Risk Reports page is used to view audit reports on risk information based on
criteria specified by users. To access this report, from the Reports tray select Reports—
Audit—Risks. The links for different reports are displayed at the top of the page. When a
link is selected the criteria for refining reports are displayed in the lower part of the page.
Users can specify criteria for the report, such as entering a specific organization name, or
users can leave the criteria empty and the report will automatically include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report. The
report does not include MCL, MPL, and template
processes and objects.

* All New Risks Within The Period: Displays
information about all new risks created within
the specified period of time. Information
includes the organization, process title, risk,
process owner, last update, risk exposure, risk
type, and status.

Criteria heading

Name of the criteria item.

Last Update check box and field

Specify a date for the last update to processes. You
can click the double arrow icon next to the field to
display a calendar and select a date.

Organization check box and field

Specify an organization unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify a title of the process.

Risk check box and field

Specify a risk.

Risk Significance check box and
field

Specify a value that indicates how likely it is that
the risk will impact the process:

* 1Low

* 2 Low-Med
* 3 Medium

* 4 Med-High
* 5 High

Governance, Risk and Compliance Manager User Guide

13-55



Managing Reports

13-56

Feature

Description

Risk Type check box and field

Specify the type of risk:

* Financial Fraud

»  Theft of Assets

*  Theft of Services

* Regulatory Compliance

*  Breach of Security

Status check box and menu

Specify a process status. Select a status from the
menu:

* Initialized

*  Collection

+ Edit

» Approval

* Released

» Retired

* Collection Rejected

* Approval Rejected

Run Report button

Initiates creation of the report based on the selected
criteria.
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Audit - Testing Reports Page

The sample page displayed here shows the criteria for the report selection All Controls
Not Tested Within The Period. The following table describes the report links and criteria
used in the different reports.

Andit - Evaluation Heports

Al Contrals Mot Tested ‘Within The Perod All Contral: Mot Tested 'Within The Pangd TP

All Processes Not Tested Within The Perod All Processes Mot Tested Within The Period C5

All Contrgls Tested Within The Perigd By Accoyrting  All Controls Tested Within The Perigd By Accoynting
Cyde Cycle TP

all Contrpls Tested Within The Perigd By Financigl all Controls Tested Within The Peripd By Financgial
Element Element TP

Al Contrgls Tested Within The Parig all Controls Tested Within The Ferigd TR

all Procasses Tested Within The Period By Accounting All Progesses Tested Within The Period By Accounting
Cycle Cycle CG

Al Brocesses Tesked Within The Period By Financia All Progesses Tested Within The Period By Financial
Elsrnant Element Co

Al Processes With Mo Changes Within The Feriod By All Procesces with Mo Changes within The Period By
Accoynting Cycle Financial Elernsnt

Al Brpcesses With Mo Changes Within The Parjodg

Quick Help

Criteria for All Controls Mot Tested Witlun The Period :

Organization [~ [Jce checkbox 1o ensble 44

Process Tithe [ | lge chackbox 1o enable
Last Updated [ [[so checkbox 1o ensble 44
Process OWNer [ [z checkbox o ens

TesLOWNer [ f1se checkbox to e

Run Report |

The Audit - Evaluation Reports page is used to view audit reports on test evaluation
information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Audit—Testing. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

All Controls Not Tested Within The Period:
Displays information about all process controls
not tested via an Initiate Testing action from
the business process, and within a specific
period of time. This does not include control-
based testing from the Audit Testing or Test
Plans trays. Information includes the
organization, process title, date last updated,
process owner, and test owner.

All Processes Not Tested Within The Period:
Displays information about all process not
tested via an Initiate Testing action, and within
a specific period of time. Information includes
the organization, process name, last update,
process owner, test owner, and status.

All Controls Tested Within The Period By
Accounting Cycle: Displays information
about all process controls tested within a
specific period of time, and sorted by
accounting cycle. This does not include
control-based testing from the Audit Testing
and Test Plan trays. A control is displayed for
each time it was tested. Information includes
the accounting cycle, process title, date of the
test, process owner, test owner, test status, and
organization.
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Feature

Description

Report criteria links (continued)

All Controls Tested Within The Period By
Financial Element: Displays information
about all controls tested within a specific period
of time, and sorted by financial element. This
does not include control-based testing from the
Audit Testing and Test Plan trays. A control is
displayed for each time it was tested.
Information includes the financial element,
process title, test date, process owner, test
owner, test status, and organization.

All Controls Tested Within The Period:
Displays information about all process controls
tested within a specific period of time. This
does not include control-based testing from the
Audit Testing and Test Plan trays. A control is
displayed for each time it was tested.
Information includes the organization, process
name, test date, process owner, test owner, and
test status.

All Processes Tested Within The Period By
Accounting Cycle: Displays information about
all processes tested within a specific period of
time and sorted by accounting cycle.
Information includes the accounting cycle,
process title, start date, end date, process owner,
test owner, test status, and organization.

All Processes Tested Within The Period By
Financial Element: Displays information
about all processes tested within a specific
period of time and sorted by financial element.
Information includes the financial element,
process title, start date, end date, process owner,
test owner, test status, and organization.
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Feature

Description

Report criteria links (continued)

e All Processes With No Changes Within The

Period By Accounting Cycle: Displays
information about all processes with no
changes within a specific period of time, sorted
by accounting cycle. Information includes the
accounting cycle, process title, last update,
process owner, and organization.

e All Processes With No Changes Within The

Period: Displays information about all
processes with no changes within a specific
period of time. Information includes the
organization, process title, last update, process
owner, accounting cycle, and financial element.

¢« All Controls Not Tested Within The Period

TP: Displays information about all test plan
controls not tested via control-based Testing
(from the Audit Testing or Test Plan tray),
within a specific period of time. Information
includes the organization, process title, date last
updated, process owner, and test owner.

¢ All Processes Not Tested Within The Period

CG: Displays information about all processes
that have controls not tested through the Audit
Testing tray, and within a specific period of
time. Information includes the organization,
process name, last update, process owner, test
owner, and status.

* All Controls Tested Within The Period By

Accounting Cycle TP: Displays information
about all controls tested via control-based
testing (from the Audit Testing and Test Plan
trays), within a specific period of time, and
sorted by accounting cycle. Information
includes the accounting cycle, process title,
date of the test, process owner, test owner, test
status, and organization.
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Feature

Description

Report criteria links (continued)

* All Controls Tested Within The Period By

¢ All Controls Tested Within The Period TP:

e All Processes Tested Within The Period By

e All Processes Tested Within The Period By

Financial Element TP: Displays information
about all controls tested via control-based
testing (from the Audit Testing and Test Plans
trays), within a specific period of time, and
sorted by financial element. Information
includes the financial element, process title, test
date, process owner, test owner, test status, and
organization.

Displays information about all controls tested
via control-based testing (from the Audit
Testing or Test Plans trays), and within a
specific period of time. Information includes
the organization, process name, test date,
process owner, test owner, and test status.

Accounting Cycle CG: Displays information
about all processes with controls tested through
Audit Testing, within a specific period of time,
and sorted by accounting cycle. Information
includes the accounting cycle, process title,
start date, end date, process owner, test owner,
test status, and organization.

Financial Element CG: Displays information
about all processes with controls tested through
Audit Testing, within a specific period of time,
and sorted by financial element. Information
includes the financial element, process title,
start date, end date, process owner, test owner,
test status, and organization.
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Feature

Description

Report criteria links (continued)

e All Processes With No Changes Within The

Period By Financial Element: Displays
information about all processes with no
changes within a specific period of time, sorted
by financial element. Information includes the
financial element, process title, last update,
process owner, and organization.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon next to the field to display an
organization map of the accounting folders and
select a folder.

End Date check box and field

Specify the end date for tests. You can click the
double arrow icon next to the field to display a
calendar and select a date.

Financial Element check box and
field

Specify a financial element. You can click the
double arrow icon to display an organization map
of the financial folders and select a folder.

Last Update check box and field

Specify a date for the last time the item was
updated. You can click the double arrow icon next
to the field to display a calendar and select a date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon to display an organization map
and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify the title of a process.

Start Date check box and field

Specify the start date for tests. You can click the
double arrow icon next to the field to display a
calendar and select a date.
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Feature Description
Test check box and field Specify a test.
Test Date check box and field Specify a date for the test. You can click the double

arrow icon next to the field to display a calendar
and select a date.

Test Owner check box and field Specify the name of a test owner.

Test Status check box and field Specify a test status.

Run Report button Initiates creation of a report based on the selected
criteria.
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Exception - Process Reports Page

The sample page displayed here shows the criteria for the report selection All Processes
With Risks And No Matching Controls. The following table describes the report links
and criteria used in the different reports.

Exception - Process REeports

all Procecces With Risks And Mo Matching Contrals Al Proceeses Without &coountine g

=yl
withaut Financisl Statemant

All Process
All Pry Withous
s All Proceeses With Assertions And Mo Matching Risks
Al Processes Without Assertions All Processe: With Insufficient Dacumnentation
all Processes Mot Updated from Master Process
Cuick Halp

Criteria for All Processes With Risks And No LIatching Controls :
Organization [~ [Use checkbon 1o enable |44

Procass Title |

RISk [ [Use checkbox 1o ¢
Risk Significance [~ [..Eqmnl -
Risk Type | Emnl j

Process Owner [ | se chackt

Risk Status | Emts El

Last Risk Update (mm/ddfysy¥) ™ [Usq checkbor 10 enable 44

Fun Report I

The Exception - Process Reports page is used to view reports on process exceptions
information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Exception—Process. The links for different reports are displayed at the
top of the page. When a link is selected the criteria for refining reports are displayed in the
lower part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

All Processes With Risks And No Matching
Controls: Displays information about all
processes that have risks not related to
controls. Information includes the
organization, process title, risk, risk exposure,
risk type, process owner, risk status, and last
risk update.

All Processes Without Controls: Displays
information about all processes that have no
controls. Information includes the
organization, process title, process owner,
status, and last update.

All Processes Without Flowcharts: Displays
information about all processes that have no
flowchart attachments. Information includes
the organization, process title, process owner,
status, and last update.

All Released Processes Without Owners:
Displays information about all processes that
are in a Released state and do not have
assigned owners. Information includes the
organization, process title, process owner, last
update, who last updated a process, and current
user.

All Processes Without Assertions: Displays
information about all processes that do not
have assertions. Information includes the
organization, process title, process owner,
status, and the last time a process was updated.
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Feature

Description

Report criteria links (continued)

All Processes Not Updated From Master
Process: Displays information about all linked
processes that are not updated from their master
process.

All Processes Without Accounting Cycles:
Displays information about all processes that
do not have accounting cycles. Information
includes the organization, process title, process
owner, status, and the last time a process was
update.

All Processes Without Financial Statement:
Displays information about all processes that
do not have financial statements. Information
includes the organization, process title, process
owner, status, and the last time a process was
updated.

All Processes Without Risks: Displays
information about all processes that do not have
documented risks. Information includes the
organization, process title, process owner,
status, and the last time a process was updated.

All Processes With Assertions and No
Matching Risks: Displays information about
all processes that have assertions not related to
risks. Information includes the organization,
process title, process owner, assertion, assertion
status, and the last time an assertion was
updated.

All Processes With Insufficient
Documentation: Displays information about
all processes with a doc level of Medium-High,
and High. Information includes the
organization, process title, process owner, doc
level, status, and the last time a process was
updated.
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Feature

Description

Criteria heading

Name of the criteria item.

Assertion field

Specify an assertion.

Assertion Status field

Specify the status of an assertion:
* Initialized

e Collection

*  Open

+ Edit

* Closed

* Cancel

* Approval

* Released

» Retired

* Collection Rejected
* Approval Rejected

* Prepare
Current User field Specify the name of the user currently accessing
the process.
Doc Level field Specify a Doc Level:
* 1Low
2 Low-Med
* 3 Medium
* 4 Med-High
* 5 High

Last Assertion Update field

Specify a date for the last time the item was
updated. You can click the double arrow icon next
to the field to display a calendar and select a date.
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Feature

Description

Last Risk Update check box and
field

Specify a date for the last time the item was
updated. You can click the double arrow icon next
to the field to display a calendar and select a date.

Last Update check box and field

Specify a date for the last time the item was
updated. You can click the double arrow icon next
to the field to display a calendar and select a date.

Last Updated By field

Specify the name of the user who last updated the
process.

Master Process Title field

Specify the title of a master process.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon to display an organization map
and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Process Title check box and field

Specify the title of a process.

Risk Significance check box and
field

Specify a value that indicates how likely it is that
the risk will impact the process:

* 1Low

*+ 2 Low-Med
* 3 Medium

* 4 Med-High
* 5High
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Feature

Description

Risk Status field

Specify a risk status.
* Initialized

e Collection

*  Open

+ Edit

* Closed

* Cancel

» Approval
* Released
» Retired

* Collection Rejected
* Approval Rejected

*  Prepare

Risk Type check box and field

Specify the type of risk:

* Financial Fraud

*  Theft of Assets

*  Theft of Services

* Regulatory Compliance

* Breach of Security
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Feature Description

Status field Specify a process status.
* Initialized

e Collection

*  Open

+ Edit

* Closed

* Cancel

» Approval
* Released
» Retired

* Collection Rejected
* Approval Rejected

*  Prepare

Run Report button Initiates creation of a report based on the selected
criteria.
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Managing Reports

The sample page displayed here shows the criteria for the report selection All Controls

With Missing COSO Attributes. The following table describes the report links and

criteria used in the different reports.

Exception - Control Reports

tribates All Controls With No Risks By Process By Location

Cuick Halp

Criteria for All Controls With Missing COS0 Attiibutes
organization [~ | . chackbox o enat 4

Procass Title [~ |

Control Tide [~ |

Procass Owner [~ |

Last Update (mmfddfyy¥¥] T [ise checkbox 1o enable 44
Status [~ [ Ernpt 3

Run Report

The Exception - Control Reports page is used to view reports on control exception

information based on criteria specified by users. To access this page, from the Reports tray
select Reports—Exception—Control. The links for different reports are displayed at the

top of the page. When a link is selected the criteria for refining reports are displayed in the
lower part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically

include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCP, MPL, and template
processes and objects.

* All Controls With Missing COSO
Attributes: Displays information about all
controls that do not have COSO attributes
(COSO component and COSO category).
Information includes the organization, process
title, control title, process owner, the last date a
process was updated, and the status of a
control.

* All Controls With No Test Instructions:
Displays information about all controls that do
not have test instructions. Information includes
the organization, process title, control title,
process owner, status, and the last date a
process was updated.

« All Controls With No Risks By Process By
Location: Displays information about all
controls that do not have related risks, sorted
by process and location in Organization map.
Information includes the organization, process
title, control title, process owner, the date a
process was last updated, and the status of a
process.

Criteria heading

Name of the criteria item.

Control Title check box and field

Specify a control title.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.
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Feature Description
Process Owner check box and Specify a process owner.
field

Process Title check box and field | Specify the title of a process.

Status check box and menu Specify a process status. Select a status from the
menu:

e Initialized

e Collection

+ Edit

*  Approval
* Released
» Retired

*  Collection Rejected
* Approval Rejected

Run Report button Initiates creation of a report based on the selected
criteria.
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Exception - Issue Reports Page

The sample page displayed here shows the criteria for the report selection All Issues Not
Closed From Previous Periods. The following table describes the report links and
criteria used in the different reports.

Exception - Issue Reports

Al Tesurs Hot Closed Fram Previous Periods all Tssyas With out Bemedistion Plans

Crtenia for All Issues Not Closed From Previons Periods

Organization [ | ek 1o enable |44

Process Title [~ | “

Issue [~ |

Initiator [~ | e

Process Owner [~ |

Last Updatelmm/dd/y¥) ™ [lse checkbox 1 ble 44
Status [~ [— -|

The Exception - Issue Reports page is used to view reports on issue exception information
based on criteria specified by users. To access this page, from the Reports tray select
Reports—Exception—Issues. The links for different reports are displayed at the top of the
page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports include MCL, MPL, and template
processes and objects.

* All Issues Not Closed From Previous
Periods: Displays information about all issues
not in a Closed state from previous periods of
time. Information includes the organization,
process title, issue, initiator, process owner, the
last date a process was updated, and status.

*  All Issues Without Remediation Plans:
Displays information about all issues that do
not have plans for how to resolve the issue
(remediation). This includes issues in Open
and Held states. Information includes the
organization, process title, issue, initiator,
process owner, the last date a process was
updated, and status.

Criteria heading

Name of the criteria item.

Issue check box and field

Specify an issue.

Initiator check box and field

Specify the name of a user who initiated an issue.

Last Update check box and field

Specify the last date processes could be updated.
You can click the double arrow icon to display a
calendar and select a date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify a process owner.

Process Title check box and field

Specify the title of a process.
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Feature Description
Status check box and menu Specify a process status. Select a status from the
menu:

» Initialized

e Collection

+ Edit

* Approval
* Released
* Retired

* Collection Rejected
* Approval Rejected.

Run Report button Initiates creation of a report based on the selected
criteria.

Scheduling - Process Reports Page

The sample page displayed here shows the criteria for the report selection Current Status
of Process Documentation. The following table describes the report links and criteria
used in the different reports.

Scheduling - Process Reports

Current Stabus of Progess Documantation

gick Help

Crteria for Cwrent Status of Process Docwumentation

Organization [~ I heckbox to enable o
Accounting Cycle [~ JUse checkbox to enable 44
Title = I

Process Owner [~ I

Current User [~ |

Initiator [~ |

In Date(mm/dd/yyyy) [ | heckbox to enable 44

Run Report I
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The Scheduling - Process Reports page is used to view reports on scheduling information
based on criteria specified by users. To access this page, from the Reports tray select

Reports—Scheduling—Process. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower

part of the page. Users can specify criteria for the report, such as entering a specific

organization name, or users can leave the criteria empty and the report will automatically

include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).

Feature

Description

Report criteria links

Select a link to specify criteria to run a report:

*  Current Status of Process Documentation:
Displays information about the current status
of all processes in the Edit, Collection, and
Approval states. Information includes the
organization, accounting cycle, title, process
owner, current user, initiator, the date a process
is checked in to the content server.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon next to the field to display an
organization map of the accounting folders and
select a folder.

Current User check box and field

Specify the name of a user currently assigned to a
process.

In Date check box and field

Specify a date. You can click the double arrow
icon to display a calendar and select a date.

Initiator check box and field

Specify the name of a user who initiated a
workflow.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.
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Feature Description

Process Owner check box and Specify a process owner.

field

Title check box and field Specify the title of a process.

Run Report button Initiates creation of a report based on the selected
criteria.

Scheduling - Testing Reports Page

The sample page displayed here shows the criteria for the report selection Current Status
of Testing/Monitoring. The following table describes the report links and criteria used in
the different reports.

Seheduling - Testing Reparts

currant Status af TesbngMomtonng

Cratenia for Curent Status of Testing Tvlomtorng :

Qrganization [ Use check i Sble 44

Accounting Cycla [~ | heckbox 10 enable |44

Process Owner [~ |

Task Caver Title |

Current Owner [ |

Started By [~ |

Test Owner [~ |

In Date(mmfddivyyy) | heckbox 1o enable |44

Run Report

The Scheduling - Testing Reports page is used to view reports on scheduling information
based on criteria specified by users. To access this page, from the Reports Tray select
Reports—Scheduling—Testing. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.
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For information on creating reports refer to Creating a Standard Report (page 13-4).

Feature

Description

Report criteria links

Select a link to specify criteria to run a report:

*  Current Status of Testing/Monitoring:
Displays status information about all processes
in a Testing workflow. This includes test
covers in a Validate, Active Test, Review,
Completed, and Failed state. Information
includes the organization, accounting cycle,
process owner, test cover title, current owner,
started by, test owner, and the date a process is
scheduled to be through the workflow.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon next to the field to display an
organization map of the accounting folders and
select a folder.

Current User check box and field

Specify the name of a user currently assigned to a
Process workflow.

In Date check box and field

Specify a date by which a process is scheduled to
be through a Process workflow. You can click the
double arrow icon to display a calendar and select a
date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Started By check box and field

Specify the name of a user who initiated an issue.
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Feature

Description

Status check box and menu

Specify a process status. Select a status from the
menu:

» Initialized

e Collection

+ Edit

* Approval
* Released
* Retired

* Collection Rejected
* Approval Rejected.

Test Cover Title check box and
field

Specify the test cover title of a process test.

Run Report button

Initiates creation of a report based on the selected
criteria.
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Scheduling - Issue Reports Page

The sample page displayed here shows the criteria for the report selection Current Status
of Issue Remediation. The following table describes the report links and criteria used in
the different reports.

Schednling - Issne Beports

Current Status of [ssus Bemeadistion

wick Help
Huick Relp

Crateria for Current Status of Issue Remediation :

Organization [~ | heckbox to enable oY
Accounting Cycle [~ | » chieckbos to enable 44
lssue Title [~ I

Process Owner [ I

Issue Qriginator [~ |

Current Usar [~ I

Issue Create Date(mm/dd/yyyy) [ | heckbox to enable |44

Run Report |

The Scheduling - Issue Reports page is used to view reports on scheduling information
based on criteria specified by users. To access this page, from the Reports tray select
Reports—Scheduling—Issues. The links for different reports are displayed at the top of
the page. When a link is selected the criteria for refining reports are displayed in the lower
part of the page. Users can specify criteria for the report, such as entering a specific
organization name, or users can leave the criteria empty and the report will automatically
include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report:

*  Current Status of Issue Remediation:
Displays status information about all issues in
an Issue workflow. This includes issues in an
Open, Closed, and Held state. Information
includes the organization, accounting cycle,
issue title, process owner, issue originator,
current user, and the date an issue was created.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon next to the field to display an
organization map of the accounting folders and
select a folder.

Current User check box and field

Specify the name of a user currently assigned to a
Process workflow.

Issue Create Date check box and
field

Specify a date when an issue was created. You can
click the double arrow icon to display a calendar
and select a date.

Issue Originator check box and
field

Specify the name of a user who created an issue.

Issue Title check box and field

Specify the title of an issue.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.

Run Report button

Initiates creation of a report based on the selected
criteria.
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The sample page displayed here shows the criteria for the report Assertions-Risks-
Controls Matrix. The following table describes the report links and criteria used in the

different reports.

hlatrix - Mamix Reports

Assartions Risks ©

Contrals Matri

Crtenia for Assertions Fisks Controls hlatix

Title |

Process Owner [~ |

Organization [~ |

L L |

Accounting Cycle [~ |

44

In Dateimmfddiyyy) |

Run Report

The Matrix Reports page is used to view relational matrix reports of information based on
criteria specified by users. To access this page, select Reports—Matrix. The links for
reports are displayed at the top of the page. When the link is selected the criteria for
refining the report is displayed in the lower part of the page. Users can specify criteria for
the report, such as entering a specific organization name, or users can leave the criteria

empty and the report will automatically include all criteria.

For information on creating reports refer to Creating a Relational Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report.
Reports do not include MCL, MPL, and template
processes and objects.

» Assertions-Risks-Controls Matrix: Displays
the list of business processes with a Matrix
button. The matrix displays information about
the assertions, risks, and controls within a
process and the relationship between them.
Does not include processes in a Retired state.
Information includes the title, process owner,
organization, accounting cycle, and “in” date.

+ Effectiveness Reviews: Displays the list of
processes with a Review button. The review
displays the controls (and, optionally, risks)
within a process. Does not include processes in
a Retired state. Information includes the title,
process owner, organization, accounting cycle,
and “in” date.

Criteria heading

Name of the criteria item.

Accounting Cycle check box and
field

Specify an accounting cycle. You can click the
double arrow icon next to the field to display an
organization map of the accounting folders and
select a folder.

In Date check box and field

Specify a date. You can click the double arrow
icon to display a calendar and select a date.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

Process Owner check box and
field

Specify the name of a process owner.
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Feature Description

Title check box and field Specify a process title.

Run Report button Initiates creation of a report based on the selected

criteria.

Library Reports Page

The sample page displayed here shows the criteria for the report selection Criteria for All
Master Component Assertions. The following table describes the report links and
criteria used in the different reports.

Librany - Reports

Governance, Risk and Compliance Manager User Guide

All Controls from MCL o All Attachments from ML out of sync with MCL Source
Al Mastar Progassat Al 0L Procasses Linked to Master Frocecses
All Companents in OU Process not from MG
Quick Help

Critenia for All Mlaster Component Assertions :

Procass Tite ]

Asserton Title [~ ]
organization [ | » checkbox 1o enable |44

Run Repart

The Library - Reports page is used to view reports on Master Component Library and
Master Process Library status information based on criteria specified by users. To access
this page, from the Reports tray select Reports—Library. The links for different reports
are displayed at the top of the page. When a link is selected the criteria for refining reports
are displayed in the lower part of the page. Users can specify criteria for the report, such as
entering a specific process title, or users can leave the criteria empty and the report will
automatically include all criteria.

For information on creating reports refer to Creating a Standard Report (page 13-4).
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Feature

Description

Report criteria links

Select a link to specify criteria to run a report:

* All Master Component Assertions: Displays
information about assertions in all Master
Components. Information includes the process
title, assertion title, and organization. You can
click the double arrow icon next to the
Organization field to display an organization
map of the accounting folders and select a
folder.

* All Master Component Controls: Displays
information about controls in all Master
Components. Information includes the process
title, control title, and organization. You can
click the double arrow icon next to the
Organization field to display an organization
map of the accounting folders and select a
folder.

* All Assertions linked from Master
Components: Displays information about
assertions linked from Master Components to
other processes in the application. Information
includes the process title, assertion title, and
organization. You can click the double arrow
icon next to the Organization field to display
an organization map of the accounting folders
and select a folder.

* All Controls linked from Master
Components: Displays information about
controls linked from Master Components to
other processes in the application. Information
includes the process title, control title, and
organization. You can click the double arrow
icon next to the Organization field to display
an organization map of the accounting folders
and select a folder.
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Feature

Description

Report criteria links (continued)

Select a link to specify criteria to run a report:

« All Assertions from MCL out of sync with
MCL Source: Displays information about
assertions linked to the Master Component
Library (MCL) that are not synchronized with
updates to the MCL assertions. Information
includes the process title, assertion title, and
organization. You can click the double arrow
icon next to the Organization field to display
an organization map of the accounting folders
and select a folder.

* All Controls from MCL out of sync with
MCL Source: Displays information about
controls linked to the Master Component
Library (MCL) that are not synchronized with
updates to the MCL controls. Information
includes the process title, control title, and
organization. You can click the double arrow
icon next to the Organization field to display
an organization map of the accounting folders
and select a folder.

* All Master Processes: Displays information
about all processes in the Master Process
Library (MPL). Information includes the
process title and organization. You can click
the double arrow icon next to the Organization
field to display an organization map of the
accounting folders and select a folder.
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Feature

Description

Report criteria links (continued)

Select a link to specify criteria to run a report:

All Components in OU Process not from
MCL: Displays information about all
components in Operating Unit (OU) processes
which are linked from a master process, where
the components are not from the Master
Component Library (MCL). Information
includes the OU process title, OU organization,
and component title. You can click the double
arrow icon next to the Organization field to
display an organization map of the accounting
folders and select a folder.

All Master Component Risks: Displays
information about all the risks in Master
Components. Information includes the process
title, risk title, and organization. You can click
the double arrow icon next to the Organization
field to display an organization map of the
accounting folders and select a folder.

All Master Component Attachments:
Displays information about all the attachments
in Master Components, including attachments
to MCL controls and MCL test instructions.
Information includes the process title, control
title, and organization. You can click the
double arrow icon next to the Organization
field to display an organization map of the
accounting folders and select a folder.

All Risks linked from Master Components:
Displays information about all the risks linked
from Master Components to other processes in
the application. Information includes the
process title, risk title, and organization. You
can click the double arrow icon next to the
Organization field to display an organization
map of the accounting folders and select a
folder.
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Feature Description

Report criteria links (continued) Select a link to specify criteria to run a report:

* All Attachments linked from Master
Components: Displays information about all
attachments linked from Master Components
to other processes in the application.
Information includes the process title,
attachment title, and organization. You can
click the double arrow icon next to the
Organization field to display an organization
map of the accounting folders and select a
folder.

+ All Risks from MCL out of sync with MCL
Source: Displays information about all risks
linked to the Master Component Library
(MCL) that are not synchronized with the
updated MCL risks. Information includes the
process title, risk title, and organization. You
can click the double arrow icon next to the
Organization field to display an organization
map of the accounting folders and select a
folder.

* All Attachments from MCL out of sync with
MCL Source: Displays information about all
attachments linked to the Master Component
Library (MCL) that are not synchronized with
the updated MCL attachments. Information
includes the process title, attachment title, and
organization. You can click the double arrow
icon next to the Organization field to display
an organization map of the accounting folders
and select a folder.
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Feature

Description

Report criteria links (continued)

Select a link to specify criteria to run a report:

* All OU Processes Linked to Master
Processes: Displays information about all
Operating Unit (OU) processes that are linked
to master processes. Information includes the
process title and organization. You can click
the double arrow icon next to the Organization
field to display an organization map of the
accounting folders and select a folder.

Criteria heading

Name of the criteria item.

Assertion Title check box and
field

Specify an assertion title.

Attachment Title check box and
field

Specify an attachment title.

Control Title check box and field

Specify a control title.

Organization check box and field

Specify an organizational unit. You can click the
double arrow icon next to the field to display an
organization map and select a folder.

OU Organization check box and
field

Specify the Operating Unit (OU) organization.

OU Process check box and field

Specify the Operating Unit (OU) business process.

Process Title check box and field

Specify a business process title.

Risk Title check box and field

Specify a risk title.

Run Report button

Initiates creation of a report based on the selected
criteria.
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MANAGING TEMPLATES AND
LIBRARIES

OVERVIEW

This section covers the following topics about managing and using templates for business
processes, attachments, and components, and managing the Master Component Library
and Master Process Library in the Governance, Risk and Compliance Manager
application:

Concepts
+ About Templates (page 14-3)
% Template Types (page 14-3)

0

«» Template Storage (page 14-4)

Tasks

Process Templates

+ Managing Business Process Templates (page 14-5)
+ Creating a Process Template (page 14-5)
+ Using a Business Process Template (page 14-6)

« Using a Related Document Template (page 14-7)
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Attachment Templates

« Creating a Process Template for Attachments (page 14-9)
+¢ Managing Attachment Templates (page 14-8)

« Creating an Attachment Template (page 14-10)

+ Revising an Attachment Template (page 14-11)

« Using an Attachment Template (page 14-11)

Master Component Library

¢ Managing the Master Component Library (page 14-12)

% Creating an MCL Container (page 14-13)

« Revising an MCL Container (page 14-14)

% Creating an MCL Component (page 14-15)

« Revising an MCL Component (page 14-16)

% Retiring an MCL Component (page 14-18)

++ Retiring a Linked Component on a Business Process (page 14-19)
% Synchronizing Components (page 14-20)

+» Creating a Linked Component Document (page 14-21)

% Revising a Linked Component Document (page 14-22)

Master Process Library

«» Managing the Master Process Library (page 14-23)

+» Creating a Master Process (page 14-24)

«» Revising a Master Process (page 14-25)

* Adding Components to a Master Process (page 14-26)

« Retiring a Component from a Master Process (page 14-27)
¢ Creating a Linked Process (page 14-29)

+ Revising a Linked Process (page 14-30)

+» Retiring a Linked Process (page 14-32)

«» Synchronizing Linked Processes (page 14-32)
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Interface

«» Template Selection Page (page 14-35)

¢ Process Template Screen (page 14-37)

« Attachment Template Screen (page 14-38)

«» Library Tray (page 14-39)

«» Master Library Business Processes Page (page 14-40)
« Master Component Library Page (page 14-42)

«» Master Business Processes Page (page 14-44)

% Master Component Page (page 14-45)

«» Master Process Page (page 14-47)

« Master Component Library Selection Page (page 14-49)

ABOUT TEMPLATES

A template is a predefined document that is available to be used as the basis for new
business processes, for adding components (assertions, risks, and controls) to business
processes, and for adding attachments to business processes. Templates can be useful for
designing company standards regarding business processes. Template information can be
inserted into existing business processes without having to perform data entry.

Depending on the type of template, a template can be used to make a simple copy of the
source component (one or more documents), or a template can be used to make a
component that is linked to its source component so that any changes to the template can
be synchronized with its linked copies.

The following sections provide additional information about templates:

®

< Template Types (page 14-3)
+ Template Storage (page 14-4)

Template Types

The GRC Manager application supports four types of templates:

¢ Process template: a document of type process, which is a business process that holds a
common set of components (assertion, risk, and control). Components in a process
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template can be added to already defined business processes by using the “Add from
Template” button. After components from a process template are added to a business
process, the business process is managed independently of the template source.

*»  Attachment template, a document of type attachment, which can be used to define a
required set of attachments that represent a formal specified level of documentation.
This documentation level is tied to a business process to provide users with a
standardized list of required documentation, which can be automatically copied
directly into a business process. When a copy is made of the template, the copy is
managed independently of the template source.

“  Master process template: a document of type process that acts as a source document
with links maintained to it from the copies. When a business process is copied from
and still linked to the master process, any updates to the template propagates the
changes to its linked processes.

% Master component template: a document of type assertion, risk, control, or
attachment to a process that acts as a source document with links maintained to it from
the copies. When a business process uses a master component template for its
component documents and remains linked to the template, any updates to the template
propagates the changes to its linked documents.

Template Storage

Templates are stored in folders (or organization units) within a Template folder in an
organization map. For example, templates for business processes components that can be
copied with no links to the source documents are stored in <Root>/Templates/Processes.
Master process templates that can be copied with links to the source documents are stored
in <Root>/Templates/Master Processes.

Note: The Templates folder (unit) in the Organization map can have additional
organization path levels below it for all four template types.

Throughout this user guide the storage location for master process templates is generally
referred to as the Master Process Library (MPL). The storage location for master
component templates is generally referred to as the Master Component Library (MCL).
For more information on where the templates are stored in maps refer to Chapter 4
(Managing Maps).
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MANAGING BUSINESS PROCESS TEMPLATES

A business process template can be created to be used without links to the source file or
files. When a new business process uses components from a process template, the
components are managed independently of the template source. This type of template can
be used in one of two ways:

% Use the “Add from Template” button on a components tab of a new business process
to select and add components (created in a business process template).

% Select a related-documents template (created in a business process template) and
insert it into an existing business process.

Information on how to create a simple business process template and related-documents
template is provided in the following section:

+¢ Creating a Process Template (page 14-5)

Information on how to use a business process template and related-documents template is
provided in the following sections:

¢+ Using a Business Process Template (page 14-6)

R/

+ Using a Related Document Template (page 14-7)

Creating a Process Template

@ Note: All related documentation entered for a process template are also templates.
Attachments are not allowed in process templates. Refer to Managing Attachment
Templates (page 14-8).
To create a business process template, complete the following steps:
: Permission: The Create right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, and SOABPCreator roles.
1. From the application navigation panel, select Business Processes—Add New
Process.
The Business Process Page (page 5-32) is displayed with the Basics tab enabled.

2. Select the organizational location for the business process by clicking the Info icon
located to the right of the Organization path text box.

A Process Template Screen (page 14-37) with an organization map is displayed.
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3. Select the appropriate organizational location for the process template.

Important: To make the business process a template, select the Root/Templates/Processes
(or below) organizational path, where Root is the top-level container in the map.

4. Click OK to continue.
5. Enter a title for the business process template.

6. Enter the appropriate information for the process template. For descriptions of the
fields refer to Business Process Page (page 5-32)

Note: For instructions on entering related documents into a business process refer to
Creating Business Processes (page 5-5).

@ Note: Control-to-control relationships are not supported in process templates.

7. Click Save.
The business process is entered into the system.

Note: After saving the business process template, all process template tabs are available.
To revise information on the Basics tab, click Edit and make the desired changes. When
finished, click Save to save changes, or click Cancel to undo changes. Clicking Close will
prompt you to save any changes and then close the document.

Using a Business Process Template

To use a business process template to add predefined components to a new business
process, complete the following steps:

1. Create a new business process.
2. Select the appropriate tab for assertions, risks, or controls.

3. On the tab select “Add from Template” to display a list of business process templates
that contain the same type of component as the tab.

The Template Selection Page (page 14-35) is displayed.

4. Click the check box for a template process title from the list.
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5. Click OK.

The template component is added to the new process and the component title is
included in the list on the tab.

Using a Related Document Template

After a business process template has been defined, all related documents added to that
template can also be used as templates.

@ Note: Attachments are not allowed in business process templates.

A related document template can be inserted into an existing business process by using the
Add from template button located on the following document tabs:

%+ Assertions

% Risks

«+ Controls

++» Control test instructions

To insert a related document template into a business process, complete the following
steps:

Permission: The Modify right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, SOABPCreator, and SOABPUsers
roles.

@

1. Verify that the selected business process is in a state of Initialized, Edit, or Collection.

2. Open the business process and click the Assertions, Risks, or Controls tab, depending
upon where you want to add related documentation. For Control Test Instructions, also
click the desired control title in the Instructions page.

A list of the existing related documents for the business process is displayed. If there
are no related documents, the list is empty.

3. Click Add from template.
The Template Selection Page (page 14-35) is displayed.

4. Enter search criteria to find the template to insert. Use the fields to refine the search.
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5. Click Apply Filter.

A search is performed in the <root>/Templates/Processes organizational unit for the
associated related documents that match the criteria.

6. Place a check next to each related document to insert for this process and click
Continue. You can select more than one related document.

The selected related documents are copied onto the business process.

7. To edit any of the newly copied related documents, click the title to open the
document, then click Edit and make the desired changes.

8. Click Save.

The changes to the business process are saved in the system.

MANAGING ATTACHMENT TEMPLATES

14-8

An attachment template defines a set of documents (for example, Microsoft Word, Visio,
and Excel documents) that are directly associated with a specified Doc Level for a
business process. The default GRC Manager application provides five Doc Level settings:
Low, Low-Med, Medium, Med-High, and High. These settings may be different if the
application is customized.

An attachment template can be re-used to associate a set of documents with more than one
business process. For example, a Doc Level of High could require the following
attachments:

< Process Narrative

« Process Flowchart

0

«» Business Continuity Schedule

If an attachment template is created and associated with a Doc Level of High, it is possible
for any business process that is created with a Doc Level of High to select and use the
documents in the attachment template.

Information on how to create a simple business process template for attachments and an
attachment template is provided in the following topics:

7

« Creating a Process Template for Attachments (page 14-9)

¢ Creating an Attachment Template (page 14-10)

+ Revising an Attachment Template (page 14-11)
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Information on how to use an attachment template is provided in the following topic:

% Using an Attachment Template (page 14-11)

Creating a Process Template for Attachments

Attachment templates require that first a business process template be defined to correctly
group the attachment templates together.

Permission: The Create right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, and SOABPCreator roles.

@

To create an attachment template using the GRC Manager user interface, complete the
following steps:

1. From the application navigation panel, select Business Processes—Add New
Process.

The Process Page (page 5-40) is displayed with the Basics tab enabled.
2. Enter a title for the business process template that will hold the attachments.
3. Click the icon located to the right of the Organization path text box.

A screen is displayed with an organization map. For more information on the screen
options refer to Attachment Template Screen (page 14-38).

4. Select the organization location for the business process.

@ Important: To make the business process a container for template attachments, select the
Root/Templates/Attachments (or below) organization path, where Root is the top-level
container in the map.

5. Click OK.

6. From the Basics tab, select the appropriate Doc Level value by selecting a value from
the list. This associates the business process template and attachments with the correct
level of documentation.

7. When finished, click Save and the business process is entered into the system.

8. To enter more information about the process, click Edit and the process attributes are
available for editing. For information on the process attributes refer to Business
Process Page (page 5-32)

9. When complete, click Save to save changes or click Cancel to undo changes. Clicking
Close will prompt you to save any changes made and then close the document.
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Note: After saving the business process template, all process template tabs are available.
To revise information on the Basics tab, click Edit and make the desired changes.

Note: A process template for attachments is a regular business process that has its
organizational path set to Root/Templates/Attachments (or below), and its System Type
value set to Template and its System Sub Type set to Template.

Note: For a process template for attachments, the only documents used are the
attachments. All other Related Documents can not be used. For more information refer to
Revising Business Processes (page 5-11).

Creating an Attachment Template

After a business process template for attachments has been defined, all related attachments
entered for that business process template are also templates.

Permission: The Create right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, and SOABPCreator roles.
To add an attachment template, complete the following steps:

1. Open the desired business process template under the Root/Templates/Attachments
organizational path.

The Process Page (page 5-40) is displayed.
2. Click Attachments.

A list of attachments for the process is displayed. If there are no attachments, the list is
empty.

3. Click Add Attachment.
The Attachment Screen (page 5-52) is displayed.

Note: If GRC Manager has been configured to support adding multiple file attachments,
the Attachments Screen (page 5-53) is displayed instead.

4. Click Browse and select the file to attach.
The name of the file will be used as the title.

5. Change the title as needed.
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6. Click the check box if the document being added is a flowchart or other type of
document.

7. Select a Document Type value from the menu.
8. Click Save.

A confirmation message is displayed below the Save button upon successful
completion of the upload.

Note: The attachment or attachments might not be displayed immediately in the
attachments list. The content server needs to process the document before it can be
displayed. This delay may vary depending on the current level of system activity.

Revising an Attachment Template

Permission: The Modify right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, SOABPCreator, and SOABPUsers
roles.

To revise an attachment template, complete the following steps:

1. Revise the document in whatever tool is required (for example, Microsoft Word,
Visio, Excel).

2. Select the document title from the attachments list to display the Attachment Input
page.
3. Browse for the new document, then click Save.

A new version of the document is entered into the system.

Using an Attachment Template

Permission: The Modify right is required to perform this task. This right is assigned by
default to the SOAICAdmins, SOAGloballCAdmins, SOABPCreator, and SOABPUsers
roles.

To use an attachment template, complete the following steps:
1. Open an existing business process or create a new business process.
2. Ifusing an existing process, click Edit to enable the Process Page (page 5-40)

3. In the Basics tab select the appropriate Doc Level for the process.
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4. Click Save.
The process is saved.
5. Click the Attachments tab.

A list of existing attachments for the process is displayed. If any of the attachments are
part of the Doc Level group, a value is present in the Doc Level column of the list,
indicating to which Doc Level the attachment belongs.

6. Click Required Documentation.
A list of the required attachments that meet the Doc Level for the process is displayed.

7. Select the check box for each attachment template to insert into the process. To select
all attachment templates, select the check box for All.

8. Click Continue.
The selected attachments are copied into the process.
To edit the attachment, complete the following steps:

1. Click Get (next to the attachment title) to download the file.

2. Click Save on the Windows prompt to save the document to your local machine.

3. Edit the file as needed.

4. From the attachments list, click the attachment title to open the Upload Attachments
page.

5. Click Browse and select the updated file from your local machine.

6. Click Save.

The file is uploaded to the content server.

MANAGING THE MASTER COMPONENT LIBRARY

14-12

The Master Component Library (MCL) consists of one or more business processes used as
containers for master components. Master components are template documents of the
following types, which are available to be used in other locations in Organization maps:

< Assertions
«» Risks

7

«» Controls (with associated test instructions and attachments)
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+ Attachments to a process

When a master component is copied, the new component remains linked to the source
master component so that updates to the MCL can be propagated to all the linked
components to keep them synchronized.

The MCL is used to create, store, and manage master components and their containers.
Information on how to manage the MCL, containers and components is provided in the
following sections:

@ Note: An MCL container process can not be retired.

% Creating an MCL Container (page 14-13)

« Revising an MCL Container (page 14-14)

% Creating an MCL Component (page 14-15)

« Revising an MCL Component (page 14-16)

% Retiring an MCL Component (page 14-18)

++ Retiring a Linked Component on a Business Process (page 14-19)
% Synchronizing Components (page 14-20)

« Creating a Linked Component Document (page 14-21)

% Revising a Linked Component Document (page 14-22)

Creating an MCL Container

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the process creator assigned permissions for the organization map to perform this task.

To create a business process document as an MCL container for hosting master component
documents, complete the following steps:

1. Log in as a user with authority to create an MCL container.

2. Select Library—Add New MCL.

The Business Process Page (page 5-32) is displayed. The Organization path name is
automatically set with the path name to the pre-configured location for MCL
templates.

3. Specify the fields the same as you would for a business process.
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4.

Click Save.

Note: After the container process is saved, it can be edited to add components before
saving it again and then routing it for approval.

5.

Click Approve Changes.
A confirmation prompt is displayed.
Click OK.

The container process is routed to reviewers for approval. When the process has been
approved by all reviewers, the system will set the MCL process container and all it
components to a state of Released, just as it would for a normal business process, and
save the MCL container.

For information on how to propagate changes refer to Synchronizing Components
(page 14-20).

Revising an MCL Container

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

To modify an MCL container process, complete the following steps:

1.
2.

Log in as a user with authority to modify the MCL.
Click Library—Master Components.

The Master Library Business Processes Page (page 14-40) is displayed with a list of
MCL container processes.

Note: An assigned process owner might not have permission to view the Library—Master
Components menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to find and open the process.

3.

Select an MCL container process.

The Master Component Page (page 14-45) is displayed.
Click Revise.

Make changes to the MCL container process.

Click Approve Changes.
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The MCL container process is routed to reviewers for approval. When all reviewers
have approved the container, the process is routed back to the MCL editor for action.

7. Click Approve.
a. The MCL container process is placed in a Released state.

b. A screen prompts the user to start propagating changes from the container to the
linked components. For information on how to propagate changes refer to
Synchronizing Components (page 14-20).

Creating an MCL Component

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

@

Note: A valid MCL process container must exist before a component can be added to the
container. An MCL component must be created new; it cannot be linked to another MCL
component as its source or copied from a template.

S

To create a component for the MCL and make it available for assignment as a master
component, complete the following steps:

1. Log in as a user with authority to modify the MCL.
2. In the navigation panel select Library—Master Components.
The Master Library Business Processes Page (page 14-40) is displayed.

@ Note: An assigned process owner might not have permission to view the Library—Master
Components menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to find and open the process.
3. Select an MCL container process.
The Master Component Library Page (page 14-42) is displayed.
4. Click Revise.

5. Select the tab for the type of document to be created. The following document types
can be components:

e Assertion

« Risk
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¢ Control

* Attachment to a process

Note: MCL risk components are not allowed to have related assertions. MCL control
components are not allowed to have related risks. Control-to-control relationships are not
supported in the MCL.
6. Click Add for the type of component.

A definition page is displayed for the selected document type.

7. Fill in the fields with appropriate information for the document type, or upload an
attachment, as you would for a regular business process. The list of fields to be
propagated is defined in the configuration file.

8. Click Save.
The component is saved in the system in the container process.

9. If desired, add additional components by repeating the previous steps in this
procedure.

10. When finished adding component documents, click Approve Changes.
A confirmation prompt is displayed.
11. Click OK.

The MCL additions in the container process are routed for review and approval. Upon
approval, the container process is routed back to the editor for action.

12. Click Approve.

a. The MCL container process with the component (or components) is placed in a
state of Released.

b. A screen prompts the user to start propagating changes to the linked components.
For information on propagating changes refer to Synchronizing Components
(page 14-20).

Revising an MCL Component

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.
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To modify a Master Component Library component, complete the following steps:

1. Log in as a user with authority to modify the MCL.

2. Click Library—Master Components.

The Master Library Business Processes Page (page 14-40) is displayed with a list of
MCL container processes.

Note: An assigned process owner might not have permission to view the Library—Master
Components menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to find and open the process.

3. Select an MCL container process title.

The Master Component Library Page (page 14-42) is displayed.

4. Click Revise.

5. Modify components as follows:

a. For assertions, risks, or controls:

1.

3.
4.
5.

Find the master component document you want to change by clicking the
appropriate tab.

Select a component title.

The Master Component Page (page 14-45) is displayed.
Click Edit.

Modify the component as needed.

Click Save.

@ Note: No related documents fields can be changed.

b. For attachments:

1.

2.
3.
4,

Click Get to download the current version of the attachment to modify.
The attachment page is displayed.

Modify the attachment document.

Click the title to open the Attachment prompt.

Upload the master component attachment to the system.

5. Click Approve Changes.

A confirmation prompt is displayed.
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6. Click OK.

The container process is routed to reviewers. When the container process is approved
it is routed back to the MCL editor for action.

7. Click Approve.
a. The MCL container process is placed in a Released state.

b. A screen prompts the user to start propagating changes to the linked components
(see Synchronizing Components (page 14-20)).

If you do not want to propagate changes, click Cancel.
Caution: If you do not propagate changes now, then every process where components are

linked to will have to be refreshed one at a time by using the Refresh from MCL button in
the process.

Retiring an MCL Component

Note: MCL components can not be retired if there are any non-retired linked components.
Refer to Retiring a Linked Component on a Business Process (page 14-19).

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

To retire a Master Component Library component, complete the following steps:

1. Log in as a user with authority to modify the MCL.

2. Click Library—Master Components.

The Master Library Business Processes Page (page 14-40) is displayed with a list of
MCL container processes.

Note: An assigned process owner might not have permission to view the Library—Master
Components menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to find and open the process.

3. Select an MCL container process title.

The Master Component Library Page (page 14-42) is displayed.
4. Click Revise.
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5. Click the tab for the type of component to be retired.

*  For assertions, risks, or controls (including test instructions), complete the
following steps:

a. Select a title from the list of master component titles.

The Master Component Page (page 14-45) is displayed. If the MCL
component has linked components then the Retire button will be disabled.
Before a linked component can be retired, every linked copy must be retired.

b. Click Retire.
» For attachments, complete the following steps:
a. Select a title from the list of attachment titles.
The attachment page is displayed.
b. Click Retire.

A confirmation prompt is displayed.

@ Note: Retirement is permanent and cannot be reversed.

6. Click OK.

The MCL component is retired and can no longer be used.

Retiring a Linked Component on a Business
Process

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

To retire a business process component that is linked to a master component, complete the
following steps:
1. Login as a user with authority to retire a business process.
2. Locate a business process and open it.
The Process Page (page 5-40) is displayed.
3. Click Revise.
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4. Click the tab for the document type (assertion, risk, control, test instructions, or
attachment).

The selected tab is displayed with a list of existing components. Each component in
the list is designated as to whether it is linked to a master component in the MCL.

5. Select the title of the component to be retired.
The Master Component Page (page 14-45) is displayed.
6. Click Retire.

A confirmation prompt is displayed.

@ Note: Retirement is permanent and cannot be reversed.

7. Select OK.

The component is retired from the business process.
8. Click Approve Changes.

A confirmation prompt is displayed.
9. Click OK.

The business process is routed to reviewers for approval. When the process is
approved by all required reviewers, it is set to the Released state.

Synchronizing Components

To synchronize linked components with master components from an open business
process, complete the following steps. The business process remains in a Released state
during this procedure. If the process is not in a Released state, the Refresh from MCL
button will not be enabled.

Permission: You must have a role that is configured with “MAINT_RefreshFromMCL”
authorization to perform this task.
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Note: A business process component can be synchronized only with the following
conditions:

«» The business process is in a Released state.

¢ The component to be synchronized is in a Released state.

++» The business process is not locked because of an organization map renaming action or
other synchronization activity.

1. Login as a user with authority to edit a business process.

2. Locate a business process and open it.

A Process Page (page 5-40) is displayed. If any linked components are not
synchronized with their master components, the Refresh from MCL button is enabled.

3. Click Refresh from MCL.

Data for all linked components is synchronized with information from the MCL for all
fields configured to be propagated. Fields configured for propagation will depend on
the document type. No status screen is displayed.

@ Note: Any fields in a linked component that are not propagated from the master
component do not change.

Creating a Linked Component Document

Permission: You must have the SOAICAdmins role or the SOAGloballCAdmins role to
perform this task.

To add a master component from the Master Component Library to a business process,
complete the following steps:
1. Log in as a user with authority to access the MCL and edit a business process.
2. Locate a business process and open it.
A Process Page (page 5-40) is displayed.
3. Click Revise.

4. Click the tab for the document type (assertion, risk, control, attachment) to be added
from the MCL.

The selected tab is displayed with a list of existing components.
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Click Add from Library.
The MCL Selection page is displayed.
Enter filter criteria and click Apply Filter.

The screen is re-displayed with the master components that match the filter criteria. If
the criteria is not satisfactory, click Clear Filter and enter new criteria.

Select one or more master components and click OK.

Note: Master components must be in a Released state.

The master components are copied to the business process with all available metadata
from the MCL. The copied components are linked to their corresponding master
components.

The document type tab is displayed with the new components listed. Each component
that is linked to the MCL is noted on the display.

Click Approve Changes.
A confirmation prompt is displayed.
Click OK.

The business process is routed to reviewers for approval. When the process is
approved, it is set to the Released state.

Revising a Linked Component Document

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

To modify the non-linked metadata fields for a business process component that is linked
to a master component, complete the following steps:

1.
2.

Log in as a user with authority to revise a business process.
Locate a business process and open it.

The Process Page (page 5-40) is displayed.

Click Revise.
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4. Click the tab for the document type (assertion, risk, control, or attachment).

The selected tab is displayed with a list of existing components. Each component in
the list is designated as to whether it is linked to a master component in the MCL.

5. Select a component title.

The Master Component Page (page 14-45) is displayed.
6. Click Edit.

Modify the component as desired.

Note: Component metadata fields that are propagated from the master component are not
enabled for edit.

7. Click Save.
8. Click Approve Changes.

A confirmation prompt is displayed.
9. Click OK.

The business process is routed to reviewers for approval. When the process is
approved, it is set to the Released state.

MANAGING THE MASTER PROCESS LIBRARY

The Master Process Library (MPL) is used to create and store business process templates,
which become available to be used in other locations in GRC Manager. Master business
processes (also called master processes) contain an entire business process, including all
documents and attachments. When a master process is copied, the new business process
remains linked to the source master process so that updates to the MPL can be propagated
to the linked business processes to keep them synchronized.

@ Note: Only MCL components can be added to a master process.

Information on how to manage the MPL and master processes is provided in the following
sections:

+¢ Creating a Master Process (page 14-24)
¢+ Revising a Master Process (page 14-25)

R/

* Adding Components to a Master Process (page 14-26)
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« Retiring a Component from a Master Process (page 14-27)
+¢ Creating a Linked Component Document (page 14-21)

+» Revising a Linked Process (page 14-30)

¢ Retiring a Linked Process (page 14-32)

«» Synchronizing Linked Processes (page 14-32)

Creating a Master Process

This section describes how to create a new master process to be used as the source for
creating business processes that are linked to the master process. When a business process
is created by copying a master process, the new process is also called a linked process.
Before a master process can be created, some Master Component Library components
must exist and be in a Released State.

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or
the SOABPCreator role (and assigned create permissions in the organization map in the
Root/Templates/Master Processes path) to perform this task.

To create a master business process, complete the following steps:
1. Login to GRC Manager as a user with permission to create master processes.
2. Select Library—Add New MPL in the application navigation panel.

A Business Process Page (page 5-32) is displayed. The Organization path name is
automatically populated with a default value.

3. Enter information for the following fields:

*  Master process title

*  Default process owner

*  Default test owner (if required)

e Values for all fields required for the process

e Values for all other fields for the process
Note: Related Controls are supported in master processes. Control relationships can be
edited in a master process. However, if the master process is linked to other processes,
control relationships are locked down on both the master process and its linked processes.

Once a master process is linked to its child process, there is no further link between the
related controls and the source.
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@ Note: Values for non-linked fields will not be propagated upon changes, but will be
copied when a new business process linked to the master process is created.

4. Click Save.
@ Note: The new master process can be edited to add child component documents (refer to
Adding Components to a Master Process (page 14-26)).
5. When finished entering information, click Approve Changes.
A confirmation prompt is displayed.
6. Click OK.

The master process is routed to reviewers for approval. When all reviewers have
approved the process it is routed back to the originating user.

7. Click Approve.

The master process is set to a Released state and is available for use in the MPL.

Revising a Master Process

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.
To modify a master process, complete the following steps:

1. Loginto GRC Manager as a user with authority to modify the Master Process Library
(MPL).

2. Click Library—Master Processes.

The Master Business Processes Page (page 14-44) is displayed with a list of MPL
master processes.

@ Note: An assigned process owner might not have permission to view the Library—Master
Processes menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to find and open the process.

3. Select an MPL master process.
The Master Process Page (page 14-47) is displayed.
4. Click Revise.

5. Make changes to the MPL master process.
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Click Approve Changes.

The MPL master process is routed to reviewers for approval. When all reviewers have
approved the master process, the process is routed back to the MPL editor for action.

Click Approve.
a. The MPL master process is placed in a Released state.

b. A screen prompts the user to start propagating changes from the process to the
linked processes. Only fields that are pre-configured for propagation will be
copied to the linked processes. For information on how to propagate changes refer
to Synchronizing Linked Processes (page 14-32).

Adding Components to a Master Process

To add master component documents to a master process and relate components as
needed, complete the following procedure. Before master components can be added, MCL
components must exist and be in a Released State.

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

1.
2.

Log in to GRC Manager as a user with permission to modify master processes.
Select Library—Master Processes in the application navigation panel.

The Master Business Processes Page (page 14-44) is displayed with a list of master
processes.

Select a master process to edit.
The Process Page (page 5-40) is displayed.
Click Revise.

Select the tab for the type of component document to be added: Assertion, Risk,
Control, or Attachment.

A list of existing document components is displayed. The Add from Library button is
enabled.

@ Note: Only MCL components can be added to a master process.

6.

Click Add from Library.

A selection page for the document type is displayed with a list of master components.
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7. Specify filter criteria and click Apply Filter.

The page is re-displayed with the master components that match the filter criteria. If
the criteria is not satisfactory, click Clear Filter and enter new criteria.

8. Select all appropriate master components for the master process and click OK.

@ Note: Master components must be in a Released state.

The master components are copied to the master process and linked so that updates to
the MCL are propagated to the master process.

9. Relate associated risks to controls and assertions to risks as needed.

10. If appropriate, click Edit and change the values of component fields that are not
propagated from the MCL.

11. When finished adding component documents, click Approve Changes.
A confirmation prompt is displayed.
12. Click OK.

The master process is routed to reviewers for approval. When the process has been
approved it is routed back to the originating user.

13. Click Approve.
a. The MCL container process is placed in a state of Released.

b. A screen prompts the user to start propagating changes from the container to the
linked components. For information on how to propagate changes refer to
Synchronizing Linked Processes (page 14-32).

If you do not want to propagate changes, click Cancel.

Retiring a Component from a Master Process

When a master component is retired from a master process, its linked components are also
retired when the master process is propagated. Before a master component can be retired,
the master process must be in an Edit state.

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner to perform this task.

To retire a master component, complete the following steps:

1. Login to GRC Manager as a user with permission to modify master processes.

Governance, Risk and Compliance Manager User Guide 14-27



Managing Templates and Libraries

2. Select Library—Master Processes in the application navigation panel.

The Master Business Processes Page (page 14-44) is displayed with a list of master
processes.

Note: An assigned process owner might not have permission to view the Library—Master
Processes menu item. An alternate method is to select the Business Processes tray and
click the All Processes link to access the process.

3. Select a master process to edit.
The Process Page (page 5-40) is displayed.
4. Click Revise.

5. Select the tab for the type of component document to be retired:
* Assertion
* Risk
*  Control

e Attachment
A list of valid items is displayed.

6. Select the component to retire:

* For assertions, risks, or controls (including test instructions), complete the
following steps:

a. Select a title from the list of master component titles.
The component page is displayed.
b. Click Retire.
* For attachments, complete the following steps:
a. Select a title from the list of attachment titles.
The attachment page is displayed.
b. Click Retire.

A confirmation prompt is displayed.

Note: When a related control that is a key or secondary control is Retired, and a related
monitoring control exists, the monitoring control is automatically updated to no longer
reference the retired related control. Older versions of the process (accessed through the
History tab) will still show the relationship.

7. Click OK.
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When finished retiring component documents, click Approve Changes.
A confirmation prompt is displayed.
Click OK.

The master process is routed to reviewers for approval. When the process is approved
it is routed back to the originating user.

Click Approve.

The master process is set to a Released state.

@ Note: When the master process is propagated, components retired from the MCL will be
retired from linked business processes.

Creating a Linked Process

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned master process owner (if you have a role configured with the
“BP_CreateFromMPL” authorization) to perform this task.

To create a linked business process from a master process, complete the following steps.

The master process to be linked to must be in a Released state.

1.
2.

Log in to GRC Manager as a user with permission to create linked processes.
Select Library—Master Processes in the navigation panel.

The Master Business Processes Page (page 14-44) is displayed with a list of available
master processes.

Select a master process title.

The Master Process Page (page 14-47) is displayed.

Click Create Linked Process.

The Copy Process (Single) Page (page 4-29) is displayed.
Enter the organizational path for the new linked process.

Click Copy Process.

A prompt is displayed to enter users for the new linked process:
Enter a process owner name.

Enter a test owner name.
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9. Click OK.

The linked process is created as a complete copy of the master process. The new
linked process is in the Initialized state; it must be approved to become Released. The
components of the linked process are linked to the MCL component that was the
original source.

Revising a Linked Process

Permission: You must have the SOAGloballCAdmins role or be the assigned process

@

owner to perform this task.

To revise a business process linked to a master process, complete the following steps:
1. Login to GRC Manager as a user with permission to revise linked processes.
2. Select Business Processes—All Processes in the application navigation bar.
A list of all available business processes is displayed.
3. Select a linked business process from the list.
The Process Page (page 5-40) is displayed.
@ Note: If a business process is linked to a master process in the MPL, the process title is
prefixed with the word “Linked.”
4. Click Revise.

5. To add components, complete the following steps:

a. Click the tab for the type of document to be added: assertion, risk, control, or
attachment.

The document tab is displayed with a list of existing components.
b. To add a local component, click Add.
To add an MCL component, click Add from Library.

d. To add a component from the templates folders or the MCL without linking the
component click Add from Template. This is an easy method to start creating a
local component.
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6. To edit components, complete the following steps:

a. Click the tab for the type of document to be revised: assertion, risk, control, or
attachment.

The document tab is displayed with a list of existing components.
b. Click the title of the component to be revised.
The Master Component Page (page 14-45) is displayed.
Click Edit.
d. Make changes to the component.
e. Click Save.
7. To retire components, complete the following steps:

a. Click the tab for the type of document to be retired: assertion, risk, control, or
attachment.

The document tab is displayed with a list of existing components.

b. Click the title of the component to be retired.

The Master Component Page (page 14-45) is displayed.
c. Click Retire.

8. To edit the linked process complete the following steps:

a. From the business process page click Edit.

The Process Page (page 5-40) is displayed in edit mode.
b. Make changes to the fields as necessary.
c. Click Save.

The system saves the process data.

9. When finished revising the linked process and its components select Approve
Changes.

A confirmation prompt is displayed.
10. Click OK.

The process is routed to reviewers for approval. When all reviewers have approved the
process it is set to a Released state.
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Retiring a Linked Process

Permission: You must have the SOAICAdmins role, the SOAGloballCAdmins role, or be
the assigned process owner (if you have a role configured with the “BP_Retire Proc”
authorization) to perform this task.

To retire a business process linked to a master process, complete the following steps:
1. Log in to GRC Manager as a user with permission to retire linked processes.
2. Select Business Processes—All Processes.
A list of all available business processes is displayed.
3. Select a linked business process from the list.
The Process Page (page 5-40) is displayed.

@ Note: If a business process is linked to a master process in the MPL, the process title is
prefixed with the word “Linked.”

4. Click Retire.
A confirmation prompt is displayed.
5. Click OK.

The system retires the linked business process and all of its children documents.

Synchronizing Linked Processes

There are two methods for synchronizing linked business processes with their source MPL
master processes:

¢ Respond to a propagation prompt that is displayed whenever a user modifies a linked
process (Propagating from a Modified Business Process (page 14-33).

¢ Use the Refresh from MCL button that is enabled on a Business Process page if the
linked process is not synchronized with the master process (Refreshing from a
Business Process (page 14-33).
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Note: A business process component can be synchronized only with the following
conditions:

®

¢ The business process is in a Released state.

++ The business process is not locked because of an open test, an organization map
renaming action, or other synchronization activity.

Propagating from a Modified Business Process

Permission: You must have the SOAGloballCAdmins role or be the assigned process
owner to perform this task.

@

To synchronize a linked component with a master component after modifying a linked
component, complete the following steps.

1. Complete the instructions in Creating a Master Process (page 14-24).

A propagation status screen is displayed. The system will update the status screen as
propagation continues. Upon completion, the screen displays a status message and a
Print button.

2. To print a copy of the status screen, click Print.

Refreshing from a Business Process

@ Note: You must have the role of SOAICAdmins, SOAGloballCAdmins, or be the
assigned process owner (if you have a role that is configured with
“MAINT_RefreshFromMPL” authorization) to perform this task.

To synchronize a linked business process with its source master process from an open
business process, complete the following steps. The business process remains in a
Released state during this procedure.

1. Log in as a user with authority to edit a business process.
2. Locate a business process and open it.

A Process Page (page 5-40) is displayed. If the linked process is not in a Released
state, the Refresh from MCL button is not enabled. If the linked process is current
with the master process, the Refresh from MCL button is not enabled.
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3. Click Refresh from MCL.

Data for the linked process and components is synchronized with information from
the MPL. All fields on the process that are configured to be propagated are updated on
the linked process. All new components added to the master process are added to the
linked process. All components retired from the master process are retired from the
linked process. All document relationships (control to risk, and risk to assertion)
currently defined on the master process are updated on the linked process. No status
screen is displayed.

Note: Any fields in a linked process that are not propagated from the master process do
not change. Any additional documents defined directly on the linked process do not
change.

TEMPLATE AND LIBRARY INTERFACES

The following topics describe the pages used in managing templates and template
libraries:

+ Template Selection Page (page 14-35)

¢ Process Template Screen (page 14-37)

«» Attachment Template Screen (page 14-38)

¢ Library Tray (page 14-39)

«» Master Library Business Processes Page (page 14-40)
% Master Component Library Page (page 14-42)

«» Master Business Processes Page (page 14-44)

«» Master Component Page (page 14-45)

«» Master Process Page (page 14-47)

+ Master Component Library Selection Page (page 14-49)
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The following example shows the template selection page for a business process control.
The structure is similar for all the document types.

Control Template Selection

recording, voiding, explaining, Disbursements

and disposing of voided checks.
Reconciliation of the total of
chechs signed with totals
authonzed.

Requiring dual signabures on
checks of unusually large
amounts and adjustment
chacks.

Cazh
Disbursements

cl
s

Cash
Disbursements

Continue | I!'.'mrl-il

Continue Cancel |
Organization: ACMEHartord
PFrocess: Cash Disbursements - Harfond
By template item [ By template org [
ttle: path:
By template ,
process tithe: | By cyde: |
Apply filter | Clear filter [

; Template .
ﬂ all Title Process Title Organization Path Cycle
LI Establizhed procadures far Cazh ACME/Templates/Procesces ACME/ Invastmants

ACME/Templates/Processes ACME/Inveastmants

ACME/Templates/Processes ACME/Investmeants

The Template Selection page is used to specify a component (document) template to be
inserted into an existing business process. To access this page click the Add from
Template button (refer to Using a Related Document Template (page 14-7)) located on

the following business process document tabs:

K/
0’0

Assertions

R/
0.0

Risks
o

Controls

/7
0.0

Control test instructions

Governance, Risk and Compliance Manager User Guide

14-35



Managing Templates and Libraries

14-36

Field

Description

Continue button

Applies the selected template to the new
component.

Cancel button

Cancels information entered on the template
selection page and closes the page.

Organization heading

Path name of organization map.

Process heading

Name of business process.

By template item title field

Enter part of the title of a template item to filter the
search.

By template process title field

Enter part of the title of a template process to filter
the search.

By template org path field

Enter part of an organization map path to filter the
search.

By cycle field Enter part of a financial cycle to filter the search.

Apply filter button Displays the available templates based on the
selections entered in the “By” fields.

Clear filter button Clears the template selections specified in the “By”

fields, resets the fields to empty, and displays all
available templates.

Template list

When the Apply filter button is clicked, a list of
templates that meet the selected criteria is
displayed. The list is organized by title, template
process title, organization path, and cycle. To
select one or more templates, click the check box
to the left of the template process title.

Continue button

Applies the selected template to the new
component.

Cancel button

Cancels information entered on the template
selection page and closes the page.
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Process Template Screen

' Organization
—+ Templates
— Master Components
— Master Processes
= Attachments
— Processes

EI Cancel

Set Default

Clear Default

When adding a template for a business process, a screen is used to display the organization

map for where to locate the template. To access this page, select the Business Processes

tray and the Add New Process link, then save the process in the Templates—Processes

organization folder. For details refer to Creating a Process Template (page 14-5).

Feature

Description

Organization folders

Displays an organization map and folders that are
located within the map. The Templates folder is
open and highlighted.

Ok button

Click this button to save a process as a template in
the Processes folder.

Cancel button

Click this button to cancel the action to save a
process as a template.

Set Default button Sets the selected organization folder as the default
folder where processes are saved. The default
persists only during a user’s login session.

Clear Default button Clears the selected organization folder so it is not

the default folder where processes are saved.
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Attachment Template Screen

—+ Organization
—+ Templates
—l Master Components
—l Master Processes
-/ Attachments
—| Processes

EI Cancel |

Set Default

Clear Default

When adding a template for an attachment file, a screen is used to display the organization

map for where to locate the template. To access this page, select the Business Processes

tray and the Add New Process link, then save the process in the Templates—Attachments
organization folder. For details refer to Creating an Attachment Template (page 14-10).

Feature

Description

Organization folders

Displays an organization map and folders that are
located within the map. The Attachments folder is
open and highlighted because it is the folder in
which attachment templates are stored.

Ok button

Click this button to save an attachment as a
template in the Attachments folder.

Cancel button

Click this button to cancel the action to save an
attachment as a template.
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Feature Description

Set Default button Sets the selected organization folder as the default
folder where attachments are saved. The default
persists only during a user’s login session.

Clear Default button Clears the selected organization folder so it is not
the default folder where attachments are saved.

Library Tray

The Library tray enables you to view and manage Master Component Library and Master

Process Library components and processes from the navigational links. The Master

Component Library contains all master components that can be created for reuse as linked

templates for components in business processes. The Master Process Library contains all

master processes that can be created for reuse as linked templates for business processes.

For additional information refer to Managing the Master Component Library (page 14-12)
and Managing the Master Process Library (page 14-23).

Issues Options

Description

Master Processes

Displays all master processes in the Master Process
Library. Information for each master process
includes organization path, process title, Doc ID,
current status, process owner, release date of the
process, and (if the process is currently in a
workflow) the name of the person responsible for
the next action in the workflow.

Add New MPL

Displays a business process page for creating a
new master process.
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Issues Options Description

Master Components Displays all master components in the Master
Component Library. Information for each master
component includes organization path, title of the
process container for the component, Doc 1D,
current status, container process owner, release
date of the container process, and (if the process is
currently in a workflow) the name of the person
responsible for the next action in the workflow.

Add New MCL Displays a business process page for creating a
new component in a container process.

Master Library Business Processes Page

Master library Business Processes for icadmin

Shaow Filters Mo Filter Applied

Please selact a process from the list below:

Page 1
Organization Path Title Do State Owner Release Current

ID Date User
FyOrganization/Templates,/Master MCL # 1 000082 Released icadmen 127282005 J
Componants
Page 1

The Master Library Business Processes page is used to list and access container processes
that hold master components (templates) in the Master Component Library (MCL). To
access this page, select the Library tray and the Master Components link. For details refer
to Managing the Master Component Library (page 14-12).
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Field

Description

Show Filters button

Expands the page to show filter criteria fields that
can be used to specify criteria for what master
processes to display. Clicking Apply Filter re-
displays the list of processes according to the
criteria.

Organization Path column

Path name of an organization map.

Title column

Title of a process containing master components.

Doc ID column

Content Server identification number for a process
containing master components.

State column

Current state of a process containing master
components.

Owner column

User name of the owner of a process containing
master components.

Release Date column

Release date of a process containing master
components.

Current User column

User name of user currently assigned to take action
on a process containing master components.
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Master Component Library Page

The following sample page shows a master component container process page with the

Controls tab selected to display titles for MCL component documents in a Released state.

The buttons displayed on the page depend on the document state.

Components - English

Master Component Library: CR MCL Business Process Dujick Helo
Close I Revise I Data Collection I Approval | Retire |
ni n- Englishimermpl - Enaglishim ID:
Organization: Organizaion - EnglishiTemplates - EnglishiMaster 000523

Title: CR MCL Business Frocess ;gl";“ 111 472008
State: Released Yersion: 1
" Assertions | Risks WaE TN Matrix T Action Items T Attachments | Issues T History |
add control | add from Template | add from Library |
Title Doc ID Revision Class State Type Release Date .
CR MOL Key Conbro o0is2e 1 Key Released SO&_CTC  11/14/2006
TR MOL Monitoring Contral  DD0SZS 1 Moriboring  Released SOA&_CTC 117142006
CR ML Secondary Contral — DD0S27 1 Secondary  Released SO&_CTC  11/14)2006
CR MOL Subordinate Control  DDOSZ9 1 Subordinste Released 508 _CTC  11/14/2006

MC denotes copied from Master Cormmponent Library, MP denotes Copied from a Masier Frocess

The Master Component Library page is used to view and access master container

processes (templates) in the Master Component Library (MCL). To access this page,

select the Library tray and the Master Components link, then select a container process

title. For more information refer to Managing the Master Component Library

(page 14-12). For information on a master component document refer to Master

Component Page (page 14-45).

Field

Description

Close button

Closes the master component page.

Revise button

Sets the document to an Edit state, so data can be
modified or added.

Edit button

Enables user to revise the document.

Data Collection button

Initiates a Data Collection workflow and sends e-
mail to users in the workflow to provide data.
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Field Description

Approval button Initiates an Approval workflow and sends e-mail to
users to review and approve the component.

Approve Changes button Approves changes to the assertion when the

document is in a workflow.

Cancel Changes button

Cancels changes to the assertion when the
document is a workflow.

Initiate Testing button

Initiates a Testing workflow and sends e-mail to
users in the workflow to test the component.

Initiate Assessment button

Initiates an Assessment workflow.

Retire button

Retires the master container process so it cannot be
used again.

Organization field

Organization path name for the master component.

Title field Title of the master component.
State field Current state of the master component process.
ID field Content Server identification number for the

master component document.

Release Date

Release date of the component document.

Version Number of versions of this master component
process.
Tabs Tabs provide access to different types of

components. Assertions, Risks, Controls, and
Attachments tabs can list component titles.
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Master Business Processes Page

Master Business Processes for icadmin

PFage 1

Organization Path

[OrgMapRootlTermplatas/Mactar
Frocesses

[CraMapRoctlTemplates/Master
Frocessss

[CrgMapRoctlTermplatesMaster
Processes

[OrgMapRootlTernplateas/Mastar
Frocesses

[OrgMapRootlTermplates/Master
Processes

[CrgMapRootlTermplates Master
Frocesses

Show Filters | e Filter Applied

Please select a process from the list below:

Title

Busingss

Frocess

Procass

Dot cyate Owner Release  Current

I Date User

000169 Released icadmin 0L/09/2006 ;]
000174 Released icadmin 010972006 _.]
000165 Approval icadenin soasxecutive | j
000193 Approwal  icadmin icadrnin _.]
000203 Released icadmin G1/10/2006 ;]
000221 Intialized icadmin 01710172006 j

The Master Business Processes page is used to list and access master business processes

(templates) in the Master Process Library (MPL). To access this page, select the Library
tray and the Master Processes link. For details refer to Managing the Master Process

Library (page 14-23).

Field

Description

Show Filters button

Expands the page to show filter criteria fields that
can be used to specify criteria for what master
processes to display. Clicking Apply Filter re-
displays the list of processes according to the
criteria.

Organization Path column

Path name of an organization map.

Title column

Title of a business process.

Doc ID column

Content Server identification number for a process
document.

State column

Current state of a process document.
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Field

Description

Owner column

User name of the owner of a process.

Release Date column

Release date of a process.

Current User column

on a process.

User name of user currently assigned to take action

Master Component Page

Master Control: MCL Monitoring Contral

jick 1

Close | Edn Retire | Show Linked Locati

s

Drganization: OrganizationTemplatesMaster Comy
Process: MCL1 ﬂ

Title: MCL Mondoring Control

State: Initialized

General

Class: ey Objective:
Subclass; =Empliy-

Typa Preventve

Method: Manual

Assessment

Operating: Mol Reviewad
Design: Mol Reviewsd

Related Risk{s)

Related Control{s)

panents ({5 0aneas
Release
Drabe;
Version: 1

GEEUS Description 1 Test Instructions T Attachments T History |

Coso Audit Infarmation
Component:  COntol Emdranment Audit Type:
Category: Effeciveness and Efficiency of Operations Frequency:

Target Samples:

Subjective Status

Completeness HMaturity As 1s:
Maturity Target:

Complexity:

Tost

Dperating:

A

Qperational
Multiphs tires per day

I Informal
4 Maonitoned

1 Lowe

ot Réviirmed

The Master Component page is used to manage information for a master component

template (also called a master component) in the Master Component Library. To access

this page, select the Library tray and the Master Components link, select a master
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container process title from the list displayed, select a tab for a component, then select a

component title. This page also can be accessed immediately after a master component
document has been created and saved. For additional information refer to Managing the
Master Component Library (page 14-12).

Field Description
Close button Closes the master component page.
Edit button Enables the page tabs and field to be modified.

Retire button

Retires the master component so it cannot be used
again.

Show Linked Locations button

Displays a list of locations (path names) to
processes containing components that are linked to
the master component.

Organization field

Organization path name for the master component.

Process field

Name of the MCL process to which the master
component is associated. Clicking the Info icon
will display a profile of the container process.

Title field Title of the master component.
State field Current state of the master component.
ID field Content Server identification number for the

master component document.

Release Date

Release date of the component document.

Version Number of versions of this master component.
Basics tab Content of the Basics tab depends on the type of
component.

Tabs The additional tabs displayed will depend on the

type of component. Tabs can include Comment,
Description, Attachments, Test Instructions,
History.
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Master Process Page

The following example shows a master process with the Risks tab selected.

Master Process:CR MPL Business Process Quick Help
Close I | Revise I Data Collection ] Approval | Initiate Testing I
Initiate Assessnient | Retire
Create Linked Process | Refresh From MOL I
.. Drganization - EnglishiTemplates - EnglistyMaster 1D:
Organization: Processes - English 000530
Title: CR MPL Business Process g':'t‘;?“ 111472006
State: Released Yersion: 1
[ Basics | Assertions WEIEN Controls T Matrix [ Action Items [ Attachments T Issues | History |
Add Risk I Add from Template | Add from Library I
Title Dac 1D Revision State Type Release Date |
MC  CR MCL Risk 000532 z Released S08_RSE 11/14/ 2006
MC denotes copied from Master Component Library, MP denotes Copied from a Master Process

The Master Process page is used to manage information and related documents for a
master business process (also called a master process) in the Master Process Library. To
access this page, select the Library tray, the Master Processes link, then select a master
process. It can also be accessed immediately after a master process document has been
created and saved.For additional information refer to Managing the Master Process
Library (page 14-23).

Field Description

Close button Closes the process page.

Revise button Sets the process to a state of Edit so data can be
modified or added.

Data Collection button Initiates a Data Collection workflow and sends e-

mail to users in the workflow to provide data for
the process.

Approval button Initiates an Approval workflow and sends e-mail to
users to review and approve the process.
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Field

Description

Initiate Testing button

Initiates a Testing workflow and sends e-mail to
users in the workflow to test the process.

Initiate Assessment button

Initiates as Assessment workflow.

Retire button

(This function is not currently supported.) Retires
the master process from active use.

Create Linked Process button

Creates a new business process that is linked to this
master process in the MPL.

Refresh from MCL

Updates documents (components) in the master
process that are linked from the MCL. This button
is enabled if there are any updates to linked
components in the MCL.

Organization field

Organization path name.

Title field Title of the master process.
State field Current state of the master process.
ID field Content Server identification number for the

process document.

Release Date

Release date of the component document.

Version Number of versions of this master process.

Tabs Each tab provides access to a different type of
information about the process, which can include
related documents.

Add Assertion button Displays a page for adding a new assertion to the

process. This button is not enabled on an MPL
process.

Add from Template button

Displays a list of template titles for the document
type associated with the tab. This button is not
enabled on an MPL process.
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Field

Description

Add from Library button

Displays a list of master component titles for the
document type associated with the tab. This button
is enabled if the process is in a state of Initialized
or Edit.

Master Component Library Selection Page

The following sample shows the selection page for a control.

Master Component Library Control Selection

Cruick Help

ﬂ Cancel I

Organization:
Process:

Organization
Data Collection Process

By Master Comporent |
tithe:

Ery Master crg |
path;

Ey Master process titie: |

Apply filber |

By Cycle: |

Clear Filter |

ﬂ Cancel

The Master Component Library Selection page is used to select a component template
from the Master Component Library. To access this page, select the Add from Library

button on any Assertions, Risks, or Controls tab for a business process.

Feature

Description

By Master component title

Part of a title of master component to filter the
search.

By Master process title

Part of a name of the MCL process to which the
master component is associated to filter the search.

By Master org path Part of a master organization path to filter the
search.
By cycle Part of an accounting cycle to filter the search.
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Feature Description

Apply filter Displays the available components based on the
selections entered in the “By” fields.

Clear filter Clears the selections specified in the “By” fields,
resets the fields to empty, and displays all available
components.

OK button Processes the component selections and adds it to

the business process.

Cancel button

Cancels selected criteria and closes the screen.
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ADMINISTERING GRC MANAGER

OVERVIEW

This section covers the following topics:

Concepts

+* Administration Tasks (page A-2)

¢ Security (page A-28)

¢+ User Roles and Permissions (page A-28)

Tasks

+» Using the Administration Tool (page A-3)

«» Managing Lists (page A-3)

+» Managing Fiscal Periods (page A-6)

«» Managing Control Labels (page A-7)

¢ Managing User Defined Fields (page A-8)

«» Managing Available Surveys (page A-13)

s Setting Up Active Directory For User Authentication (page A-39)
+ Configuring Control-Based Owners (Optional) (page A-40)
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Interface

Configuration Administration Page (page A-14)
Maintain Lists Page (page A-16)

Maintain Fiscal Periods Page (page A-17)
Maintain Control Labels Page (page A-19)
Maintain User Defined Fields Page (page A-21)

Maintain Available Surveys Page (page A-26)

ADMINISTRATION TASKS

A-2

The Governance, Risk and Compliance Manager administrator is responsible for

managing the application. The following list summarizes administrator management tasks

and where to find information:

If required, install and configure GRC Manager. See the Governance, Risk and
Compliance Manager Installation Guide.

Create user accounts for GRC Manager users on Content Server, assigning

GRC Manager roles provided with the application or using customized roles. For
information on Content Server security, roles and permissions see the Managing
Security and User Access guide. Information about GRC Manager security, roles, and
permissions is provided in User Roles and Permissions (page A-28).

Create organization, financial, and accounting cycles maps for the business processes.
See Chapter 4 (Managing Maps).

Manage GRC Manager elements, links, and controls through use of the administration
tool. See Using the Administration Tool (page A-3).

If required, review, modify, or create GRC Manager workflows for automatically
directing and tracking business process documents and activity. Basic information
about GRC Manager workflows is provided in this guide based on the activity. For
example, the Design Review workflow is summarized in Chapter 12 (Managing
Action Items). See also the Workflow Implementation guide for Content Server.

If required, create business processes. See Chapter 5 (Managing Business Processes).

If required, review, modify, or create template business processes and components.
These documents can be standard templates or master processes and components. See
Chapter 14 (Managing Templates and Libraries).
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USING THE ADMINISTRATION TOOL

The administration tool enables authorized users to customize the GRC Manager interface
for your organization by configuring the user interface for lists, fiscal periods, control
labels, and user defined fields.This tool is accessible to administrators from the
Organization tray by selecting the Configuration Admin link to open the Configuration
Administration Page (page A-14). The following topics explain how to configure different
parts of the interface:

¢ Managing Lists (page A-3)

«» Managing Fiscal Periods (page A-6)

¢ Managing Control Labels (page A-7)

+ Managing User Defined Fields (page A-8)
¢ Managing Available Surveys (page A-13)

Generally, use these lists shortly after installation to configure your system to correspond
to your internal practices and to ensure that the interface is set up in a way that is intuitive
for your organization. For example, your fiscal year may be different than the out-of-the-
box setup, so you’ll need to use this tool to specify the beginning and end of the quarters

within your fiscal year.

9 Caution: The administrative tool alters your configuration file (e100Server.config).
Therefore, always remember to back up your configuration file before working with the
tool.

Managing Lists

To add, modify, or delete a list in the GRC Manager interface, see the following topics:
% Adding Lists (page A-3)

* Modifying List Contents (page A-4)

¢ Deleting Lists and List Contents (page A-5)

Adding Lists

9 Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file
before working with the tool.
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To add a list to the user interface, follow these steps:

L.

From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.

Select Maintain Lists.

The Maintain Lists Page (page A-16) is displayed.

Enter a list name in the List Name field, then click Add.

Click Add (below the List Contents field) to add a content item to the list.
The Display Text field and Value field are enabled.

Enter the Display Text for the item in the list contents. The Display Text is the list
item that is visible to users on the interface.

Enter a value for the Display Text. The value is used in the database.
Click Save.

The Display Text appears in the List Contents field.

When you are finished adding lists and their contents, click Close.

On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.

Modifying List Contents

Caution: Modify lists with care. The administrative tool alters your configuration file

(e100Server.config). Therefore, always remember to back up your configuration file

before working with the tool.

To edit list contents for the user interface, follow these steps:

1.

From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.

Select Maintain Lists.

The Maintain Lists Page (page A-16) is displayed.

Select a list name in the List Name menu.

The list contents are displayed in the List Contents field.

Select an item in the List Contents field that you wish to modify.
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Click Edit.

The Display Text and the Value for the list item are displayed in fields that can be
edited.

Modify the Display Text and Value as desired, then click Save.
The modified Display Text appears in the List Contents field.
When you are finished modifying list contents, click Close.

On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.

Deleting Lists and List Contents

9 Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file
before working with the tool.

To remove a list and its contents from the user interface, follow these steps:

1.

From the navigation panel select Organization—Configuration Admin.

The Configuration Administration Page (page A-14) is displayed.

Select Maintain Lists.

The Maintain Lists Page (page A-16) is displayed.

To remove a list, select a list name from the List Name field, then click Remove.
The list and its contents are deleted from the e100server.config file and the database.

To remove an item from the contents of a list, do the following:

a. Select a list name from the List Name field. The list contents are displayed in the
List Contents field.

b. Select an item in the List Contents field and click Remove. The item is deleted
from the e100Server.config file and the database.

When you are finished removing lists or list contents, click Close.

On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.
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Managing Fiscal Periods

To add or modify fiscal periods for the user interface, see the following topics:
¢ Adding Fiscal Periods (page A-6)

+ Modifying Fiscal Periods (page A-6)
Adding Fiscal Periods

9 Caution: Modify lists with care. The administrative tool alters your configuration file
(el00Server.config). Therefore, always remember to back up your configuration file
before working with the tool.
To add a fiscal year for the user interface, follow these steps:
1. From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.
2. Select Maintain Fiscal Periods.
The Maintain Fiscal Periods Page (page A-17) is displayed.
3. Click Add Fiscal Year.

The next fiscal year is automatically added to the top of the list of fiscal periods, in the
format that is specified in the e100Server.cfg file. For example, this can include fiscal
year periods (2007 Q1).

4. On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.

Modifying Fiscal Periods

0 Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file
before working with the tool.

To edit a fiscal period for the user interface, follow these steps:
1. From the navigation panel select Organization—Configuration Admin.

The Configuration Administration Page (page A-14) is displayed.
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Select Maintain Fiscal Periods.

The Maintain Fiscal Periods Page (page A-17) is displayed.
Select a period from the Fiscal Periods field.

Click Edit.

The fiscal period values are displayed in fields you can edit.

@ Note: The value for the Fiscal Period cannot be changed.

Modify the Display Text, Start Date, and End Date fields as desired, then click Save.
When you are finished selecting and modifying fiscal periods, click Close.

On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.

Managing Control Labels

You can use the Maintain Control Labels Page (page A-19) to adjust the user interface

labels to reflect your organization.

9 Caution: Modify lists with care. The administrative tool alters your configuration file

(e100Server.config). Therefore, always remember to back up your configuration file

before working with the tool.

To adjust control labels, follow these steps:

1.

N kW

From the navigation panel select Organization—Configuration Admin.

The Configuration Administration Page (page A-14) is displayed.

Select Maintain Control Labels.

The Maintain Control Labels Page (page A-19) is displayed.

Click Change in the row for the label you wish to change.

In the Script Prompt pop-up, enter the new label text for the control, then click OK.
On the Maintain Control Labels Page (page A-19) click Save.

Click Close.

On the Configuration Administration Page (page A-14) click Refresh to update the
configuration.
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Managing User Defined Fields

The following conditions apply to user defined fields:
*» Where user defined fields appear on a screen is predefined by the application.
% User defined fields cannot be made required fields.

+¢ The Configuration Admin tool adds a user defined field to the database as well as to
the interface.

«» When a user defined field is added, the field is marked as “Searchable” in the
database.

< When the metadata for a user defined field is created, the database field name is
generated based on administrator input and is read-only. All field names are prefixed
with XSOA_C_<FIELD NAME>. The database field name must begin with a letter
and only consist of alphanumeric characters.

+«» A user defined field will adhere to the state of the screen to which it is added (as if it
were manually added).

« User defined fields are generated at run-time (source code will not be modified.)
+ Adding a user defined fields will not affect Advanced Reporting features.

+ Adding a user defined field will not cause the new field to appear in any of the internal
reports.

See the following topics:

+* Adding User Defined Fields (page A-8)

+ Modifying User Defined Fields (page A-10)
% Deleting User Defined Fields (page A-11)

+» Default Interface Screens (page A-12)
Adding User Defined Fields

O Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file
before working with the tool.
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To add a user defined field, follow these steps:

1. From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.

2. Select Maintain User Defined Fields.
The Maintain User Defined Fields Page (page A-21) is displayed.

3. Using the Screen Filter list, select a type of screen in which to add a user defined field.
See Default Interface Screens (page A-12) for a list of screen options. The list of
screens is filtered from the e100Server.cfg file.

4. Click Add.
The Add User Defined Fields Page (page A-24) is displayed.

5. Verify the host screen name in the Host Screen field, or select a different host screen
from the list.

6. Enter a name in the Field Name field. The name must be in English.

@ Note: The Field Name is used in the database and follows database naming criteria. No
spaces or special characters are allowed.

7. Enter a name in the Display Name field. This is the name that users will see in the
interface.

8. Specify the Data Type from the drop-down list. For information about the options
refer to Add User Defined Fields Page (page A-24).

@ Note: In Edit mode, the Date Type field cannot be changed.

9. Specify the Field Type from the drop-down list. For information about the options
refer to Add User Defined Fields Page (page A-24).

@ Note: In Edit mode, the Field Type field cannot be changed.

10. Select the Visibility check box if you want the user defined field to be visible to all
users.

@ Note: In Edit mode, the user defined field can be changed between hidden or visible.
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11. Click OK.

The Maintain User Defined Fields Page (page A-21)is displayed.

12. Click Apply Changes.

The new user-defined field is added to the specified screen in the interface.

Caution: If two or more people are working with the User Defined Fields administration
page at the same time, only the first applied changes are effective. For example, if UserA
opens the User Defined Fields page and immediately afterward UserB opens the page, the

first user to apply their changes will succeed. The user that attempts to apply changes
second will receive an exception error.
13. Click Close to return to the Configuration Administration Page (page A-14).

14. Execute the DBSetupUtility with the database account information used at
installation.

15. Click Refresh DB Views on the Configuration Administration Page (page A-14).

Modifying User Defined Fields

Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file
before working with the tool.
To modify a user defined field, follow these steps:
1. From the navigation panel select Organization—Configuration Admin.

The Configuration Administration Page (page A-14) is displayed.
2. Select Maintain User Defined Fields.

The Maintain User Defined Fields Page (page A-21) is displayed with a list of all user

defined fields.

3. If you want to view user defined fields for only one type of screen, use the Screen
Filter list to select the type of screen in which the user defined field you wish to

modify appears. See Default Interface Screens (page A-12) for a list of screen options.

@ Note: The list of screens is filtered from the e100Server.cfg file.
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4. Click Select to chose the user defined field you wish to modify.
The row for the user defined field is highlighted.

5. Click Edit.
The Add User Defined Fields Page (page A-24) is displayed.

6. You can modify the Display Name field and whether the user defined field is visible
to or hidden from users. No other fields can be modified.

7. Click OK.
The Maintain User Defined Fields Page (page A-21) is displayed.
8. Click Apply Changes.
The modified user-defined field is updated in the specified screen in the interface.

9. Click Close to return to the Configuration Administration Page (page A-14).
Deleting User Defined Fields

9 Caution: Modify lists with care. The administrative tool alters your configuration file
(el00Server.config). Therefore, always remember to back up your configuration file
before working with the tool.
To delete a user defined field, follow these steps:
1. From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.
2. Select Maintain User Defined Fields.

The Maintain User Defined Fields Page (page A-21) is displayed with a list of all user
defined fields.

3. Ifyou want to view user defined fields for only one type of screen, use the Screen
Filter list to select the type of screen in which the user defined field you wish to
modify appears. See Default Interface Screens (page A-12) for a list of screen options.

@ Note: The list of screens is filtered from the e100Server.cfg file.

4. Click Select to chose the user defined field you wish to delete.

The row for the user defined field is highlighted.
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Click Delete.

The user defined field is removed from the list on the Maintain User Defined Fields

Page (page A-21).

Note: Metadata for the user defined field remains in the database after the field is deleted
from the interface. Users can access a business process History tab to view the history of a
user defined field in the process.

6.

Click Apply Changes.

The user-defined field is removed from the interface.

7. Click Close to return to the Configuration Administration Page (page A-14).

Default Interface Screens

The Governance, Risk and Compliance Manager interface supports user defined fields in

the following pages (screens):

@
0’0

Business Process Basics
Assertion Basics

Risk Basics

Business Process Control Basics
Design Review Basics

Issues Basics

All Description Tabs

All Comment Tabs

Business Process Testing Basics
Control Test Plan Basics
Control Audit Testing Basics
Control Test Instructions Basics
Assessment Cover Basics

Issue Remediation Basics

Audit Testing Results Basics

Test Plan Results Basics
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«» Control Design Assessment Result Basics

% Control Operating Assessment Result Basics
*» Process Design Assessment Result Basics

¢ Process Operating Assessment Result Basics
« Risk Design Assessment Result Basics

¢ Risk Operating Assessment Result Basics

Managing Available Surveys

@ Note: GRC Manager Survey Integration is a separate add-on application to
GRC Manager.

You can use the Maintain Available Surveys Page (page A-26) to add, modify, or remove
surveys from the list of URLs accessed by the Assessment workflow during a
management assessment of a business process and its controls and risks.

To access and manage surveys, follow these steps:

1. From the navigation panel select Organization—Configuration Admin.
The Configuration Administration Page (page A-14) is displayed.

2. Select Maintain Available Surveys.
The Maintain Available Surveys Page (page A-26) is displayed.

3. You can perform the following tasks:

e To add a survey, click Add, and the fields for specifying a survey name,
description, and URL are enabled. Enter the information and click Save.

» To modify a survey description or URL, select a survey title from the list and the
Edit button is enabled. Make the changes and click Save.

* To remove a survey, select a survey title from the list and the Remove button is
enabled. Click Remove.

4. When you are finished managing surveys, on the Maintain Available Surveys Page
(page A-26) click Save.

5. Click Close.
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CONFIGURATION ADMINISTRATION INTERFACE

The following topics describe the Configuration Administration pages:
« Configuration Administration Page (page A-14)

% Maintain Lists Page (page A-16)

+*+ Maintain Fiscal Periods Page (page A-17)

« Maintain Control Labels Page (page A-19)

% Maintain User Defined Fields Page (page A-21)

% Add User Defined Fields Page (page A-24)

« Maintain Available Surveys Page (page A-26)

Configuration Administration Page

Configuration Administration Quick Help

Ramamber to back up your configuration files befare making changes.,

Refresh I Refresh DB Views |

The Configuration Administration page is used to access the administration tool selections
provided through the user interface. To access this page, select the Organization tray and
click the Configuration Admin link.

O Caution: The administrative tool pages alter your configuration file (e100Server.config).
Therefore, always remember to back up your configuration file before working with these

pages.
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Feature

Description

Refresh button

This button causes the application to reread the
configuration file and implement changes that you
made to it. Any time a change is made to the config
file through any of the admin pages, it is necessary
to click this button to activate the changes.
(There’s no need to restart the services.)

Refresh DB Views button

Refreshes the cache of the view without having to
restart the database service. This button is only
visible when the database configuration is for SQL
Server.

Maintain Lists

Opens the Maintain Lists Page (page A-16) on
which you maintain the Ul lists. Modify lists with
care.

Maintain Fiscal Periods

Opens the Maintain Fiscal Periods Page
(page A-17) on which you maintain the fiscal
calendar.

Maintain Control Labels

Opens the Maintain Control Labels Page

(page A-19) on which you maintain the control
labels (user interface labels). Modify control labels
with care.

Maintain User Defined Fields

Opens the Maintain User Defined Fields Page
(page A-21) on which you can add and manage
user defined fields to the interface.

Maintain Available Surveys (if
available)

Opens the on which you maintain the customized
survey .htm files used in management assessments
of business processes.
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Maintain Lists Page

DocStateDesignReview
DocStateControlGroup ;I

Remowe

Configuration Administration Duick Help
Maintain Lists
Remermber ko back up your configuration files before making changes.
Close

List Mame: LAdd | List Contents:

| Process -

Risk
Contral

IssuaType Azsartion
DocStateDefault Test Template
DocStateTestCover Process Test Cover
DoeStataTastCoverCs Contral Test
DocStateTestControl Izsua
DocStateTestControlGroup Flowchart Attachment
DocStateControlDesignAssessment Attachment ﬂ
DocStateControlOparatingdsss somen
DocStateRiskDesignissessrment
Dol:BratcRIikﬂ)pc?ﬂtinqﬁﬁcﬁmtn‘t I:-:Ill:l .I'I.|J|J| Remowve I Save Cancel |
DocsStateProcessDesignbssessment
DocStateProcessOperatingRAssessmean Display Text:
DocStatelssue Value:

Use this page to maintain the lists in your GRC Manager user interface. To access this
screen, select the Organization tray and click the Configuration Admin link, then select the

Maintain Lists link. For more information refer to Managing Lists (page A-3).

Caution: Modify lists with care. The administrative tool alters your configuration file
(e100Server.config). Therefore, always remember to back up your configuration file

before working with the tool.

Feature

Description

Close button

Closes the page and returns you to the
Configuration Administration page

List Name menu

Name of the interface list.

List Contents field

Content that corresponds to the selected list name.

You can edit the list content.
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Feature

Description

Edit button

If you select a list name and list content, you can
click this button to change the display value of the
content. For example, you may prefer to change the
list name “Frequency” content “Annually” to
“Yearly.” Note, the value of the Annually doesn’t
change. Just the text changes to be more reflective
of your organization.

Display Text:

Text that is displayed on the user interface for the
specified content.

Value:

Data value of the list item. This cannot be edited.

Maintain Fiscal Periods Page

Configuration Administration

Quick Help

Maintain Fiscal Periods

Close I

Fiscal Periods:
2009 Q4
2009 Q3
2009 Q2
200% g1
2008 Q4
2008 Q3
2008 Q2
2008 91
2007 Q4
2007 93
2007 Q2
2007 91
2006 Q4

Remember to back up your configuration files before making changes.

Selected Fiscal Period:

_Edit]

Display Text:
Value:

Start Date:
End Date:

add Fiscal Year [

2006 Q3
2006 02
2006 91 =l

Use this page to adjust the fiscal period information in GRC Manager to reflect your
organization’s fiscal periods. To access this page, open the Organization tray and select

the Configuration Admin link, then click the Fiscal Period link. For more information

refer to Managing Fiscal Periods (page A-6).
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Caution: The administrative tool alters your configuration file (e100Server.config).

Therefore, always remember to back up your configuration file before working with the

tool.

Feature Description

Close button Closes the page and returns you to the
Configuration Administration page.

Fiscal Periods menu Menu of available fiscal periods.

Selected Fiscal Period Fiscal period assigned when adding a fiscal year.

Edit button If you select a fiscal period and display text, you
can click this button to change the value, start, and
end date of the fiscal period. For example, you may
prefer to change the fiscal period “2007 Q1” to
start “April 1.” Note, the value doesn’t change. Just
the text, start, and end date changes to be more
reflective of your organization.

Display Text: Text that is displayed on the user interface for the
specified fiscal period.

Value: Definition of the fiscal period. This cannot be
edited.

Start Date: Date on which the fiscal period begins.

End Date: Data on which the fiscal period ends.

Add Fiscal Year button Reads the fiscal periods template in the config file
and creates the pre-formatted fiscal period entries
for an additional year.

A-18
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The following sample page displays only the first part of a long list of control labels; scroll

through the page to view all the available labels.

Configuration Administration
Maintain Contral Labels
Remamber to back up your configuration files before making changes.,
Close I Save I Cancel |
\BPCoverBasics
choProcessType Type: Change
choComplexity Complexity: Chamnge
choDocLevel Dot Level: Chamnge
choCosoComponent Compongnt: Change
cholosoCategory Categary: Change
tutGlacctMame GL Acct Mame: Change
tetGlAcctNumber GL Acct #: Change
tetAcctCycle Cyclas: Change
txbOREFinStmt Financial Elgmaents: Chamge
txbtDwner Hiddear: Change
bt TestOwner Taster: Change
tutDisplayOwner Cwner: Change
txtDisplay TestOwner Test Owner: Chamnge
ttComments Comments: Chamnge |
- 1

Use this page to adjust the user interface labels to reflect your organization.To access this

page, open the Organization tray and select the Configuration Admin link, then click the
Maintain Control Labels link. For more information refer to Managing Control Labels

(page A-7).

Caution: The administrative tool alters your configuration file (e100Server.config).
Therefore, always remember to back up your configuration file before working with the

tool.
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Feature

Description

Close button

Closes the page and returns you to the
Configuration Administration page.

Save button

Saves any changes. You still need to click the
Refresh button on the Configuration Admin page
to have the configuration file reread the value
changes.

Cancel button

Sets unsaved values to their defaults.

Label Subhead

Subhead corresponding to a location in the config
file (for example, BPCoverBasics). Find the labels
to change based on the subhead.

Control name column

Name of the control (for example, txtOwner and
txtTestOwner).

Current display label value

Current display label value (for example, “Type”

column and “Owner.” The default values in the config file
use key values to get language-specific text from a
resource file. The display values from the resource
file are displayed instead of the key value.

Change button Click this button next to the corresponding control

to change the display label of the user interface
item. Displays a screen for entering a new value for
the control. For example, you may prefer to change
the display label for “txtComments” from
“Comments:” to “Notes:” Keep in mind that only
the user interface text changes to be more reflective
of your organization.

Changed value column

After the Change button has been used to enter a
new value for a control, but before using the Save
button, all of the rows with changed values have
the new values displayed in this column.

A-20
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Maintain User Defined Fields Page

Configuration Administration ik Help

Maintaln User Defined Fields

Close I

Screen Filter [ <Al Screens> =]

Host Screaen Field Jame Display Name Display Type Data Type Data Column Name Yisible

Business Piotess
Siler = B;I(; i Nirw SingleLing Tind HE0A_C_HEW =

.Md Edit r:-.u-l.-n-

Apply Changes |

Use the Maintain User Defined Fields page to add customized fields to the GRC Manager
interface. To access this page, open the Organization tray and select the Configuration
Admin link, then click the Maintain User Defined Fields link. For more information refer
to Managing User Defined Fields (page A-8).

9 Caution: The administrative tool alters your configuration file (e100Server.config).
Therefore, always remember to back up your configuration file before working with the

tool.
Feature Description
Close button Closes the page and returns you to the
Configuration Administration page.
Screen Filter menu List of screens that can have user defined fields

added to them. Select a screen from the list. For a
complete list of screens refer to Default Interface
Screens (page A-12). The default is <All Screens>,
which displays all user defined fields.
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Feature

Description

User Defined Fields area

List of user defined fields in the order they appear
on the screen selected from the Screen Filter menu.
By default, the list displays all user defined fields
on all pages.

Select item

Click this to select a user defined field from the list
displayed on the screen.

Host Screen column

Name of the interface screen where the user
defined field is located.

Field Name column

Name used in the database for the user defined
field.

Display Name column

Name used in the interface for the user defined
field. This is the name that users will see.

Display Type column

Display type of the user defined field; for example,
text or choice selection.
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Feature

Description

Data Type column

Data type of the user defined field; for example,
text, date, or integer. The data type has the
following limitations:
o Text

+« Single line text
++ Choice selection

* Predefined choices

»  User created choices (from the
Maintain Lists section)

* Bigtext

¢ Multi line text
*  Memo

«  Multi line text
* Date

+ Single line text
* Integer

+ Single line text

Data Column Name column

Name assigned by the database to the user defined
field.

Visible column

Indicates whether the user defined field is visible to
users.

Move Up/Move Down buttons

When the list of displayed user defined fields is
long, use these buttons to move selections up or
down in the order of presentation on the screen in
the User Defined Fields list.

Add button

Displays the Add User Defined Fields Page
(page A-24) for adding a new user defined field to
an interface page.
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Feature

Description

Edit button

Displays the Add User Defined Fields Page
(page A-24) for modifying an existing user defined
field.

Delete button

When a user defined field is selected, this deletes
the user defined field from the interface. It does not
delete the field from the database; the History tab
can be used to view previous use of a deleted user-
defined field. For more information refer to
Deleting User Defined Fields (page A-11).

Apply Changes button

Applies user-defined field changes to the
configuration. The configuration file does not need
to be refreshed.

Add User Defined Fields Page

Conflguration Administration Quick Help
Add User Defined Field
Most Screen | Control Basics =]
Field Hame ||:|;|."||!|:|I5.;|rr'||;|le-1
Display m 3 L
Name |_,n-||l|r.'|l Sampli 1
pata Type  [ETIRN - |
Display Type [E'ng g Ling Teut j ch » List I J
Visibility ¥ wisible
| [ Cancel

Use the Add User Defined Fields page to add or modify user defined fields in the
Governance, Risk and Compliance Manager interface. To access this page, open
Organization—Configuration Admin, click Maintain User Defined Fields, then click

Add or click Edit.

For more information refer to Managing User Defined Fields (page A-8).

A-24
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Feature

Description

Host Screen field

Name of the interface screen where the user
defined field is to be added, or the name of the
interface screen for the existing user defined field
to be modified.

Field Name column

Name used in the database for the user defined
field. The Field Name is used in the database and
follows database naming criteria. No spaces or
special characters are allowed. The Field Name
must be in English. The Field Name cannot be
edited after it is added and applied to the interface.

Display Name column

Name used in the interface for the user defined
field. This is the name that users see on the
interface.

Data Type column

Data type for the user defined field:

o Text

* Big Text

*  Memo: This is added as a metadata column.

» Date: This will activate a date selection icon in
the interface.

* Integer

Display Type column

Display type for the user defined field:
* Single Line Text

*  Choice Selection: This allows you to select an
item from an interface list that must be first
created via the Configuration Admin tool for
maintaining lists.

When you select Choice Selection, you must
use the Choice List to specify a list that you
added to the interface. New items for a choice
list can only be added to new lists.
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Feature Description

Visibility check box Indicates if the user defined field is visible to users.
If left blank, the field will be hidden.

OK button Saves the information to be applied to the interface
from the Maintain User Defined Fields Page
(page A-21).

Cancel button Cancels any changes to the Add User Defined

Fields Page (page A-24).

Maintain Available Surveys Page

Configuration Administration Duick Help

Maintain Available Surveys

Close

Survey Configuration Page URL
http:/ flocalhostfsurvey

Available Surveys

Description
Link
Edit | Add | Remove | Save

Cancel

Note: GRC Manager Survey Integration is a separate add-on application to
GRC Manager.

You can use the Maintain Available Surveys page to add, modify, or remove customized
survey files, which are accessed via links from pages used in management assessment. To
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access this page, open Organization—Configuration Admin, then click Maintain

Available Surveys.

For more information refer to Managing Available Surveys (page A-13).

Caution: The administrative tool alters your configuration file (e100Server.config).
Therefore, always remember to back up your configuration file before working with the

tool.
Feature Description
Close button Closes the window.

Survey Configuration Page URL
link

URL and active link to Governance, Risk and
Compliance Manager Survey Integration tool. Use
the tool to create a customized survey.

Available Surveys field

List of available surveys. To edit or remove a
survey select a survey name, which enables the

buttons.

Description field Brief description of the survey. Enabled when a
survey is selected, added, or edited.

Link field URL to a survey. Enabled when a survey is
selected from the list, added, or edited.

Edit button Enables you to modify the survey description.

Add button Enables you to add a survey, description, and link.

Remove button

Removes the selected survey.

Save button

Saves a new or modified survey.

Cancel button

Cancels any changes.
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SECURITY

A-28

This section covers the following topics:

«» Setting Up User Accounts (page A-28)

«» User Roles and Permissions (page A-28)

«» Setting Up Active Directory For User Authentication (page A-39)
« Configuring Control-Based Owners (Optional) (page A-40)

Setting Up User Accounts

Security features control which users can view, edit, and manage documentation in
GRC Manager. Security is provided in Oracle Content Server for the documentation
created with GRC Manager and for the user accounts set up to create, use, and manage
information with GRC Manager. Security is also implemented through the assignment of
specific GRC Manager roles and permissions to users.

User accounts, IDs, and passwords are set up in Content Server by the system
administrator, who may or may not be the same person as the administrator for the
application. The system administrator assigns one or more GRC Manager roles to each
user based on the user’s need to work with GRC Manager content and to track activity for
compliance. The GRC Manager administrator manages organizational maps, workflows,
libraries, and also can manage business processes and process owner assignments.

Users are required to provide a user ID and password to log on to the content server and
access the application via a browser. The security functions allow users to access only
authorized GRC Manager functions and content. Functions that a user is not authorized to
access do not appear in the interface for a user’s account.

See Also

— Content Server: Managing Security and User Access Guide

User Roles and Permissions

The GRC Manager application provides a default set of authorization roles that can be
assigned to users by a GRC Manager administrator. Each role has a predefined set of
permissions for accessing and using GRC Manager functions. Users can be assigned one
or more GRC Manager roles, and a role can have modified permissions, depending on
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each user’s need for access to GRC Manager content and for tracking activity for
compliance. Roles can be customized according to an organization’s requirements.

The following tables describe the default user roles and permissions provided with the

application.
Function E?I:GIObalICAdmins SOAICAdmins Role
Organization Maps
View maps X X
Create maps X X
Modify maps X X
Manage maps X X
Business Processes
View business processes X X
Create business processes X X
Modify business processes X X
Retire business processes X X

Library Components and Processes

View library components and X X
processes
Create library components and X X
processes
Modify library components and X X
processes
Retire library components and X X
processes
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Function ;?;:GIObalICAdmi“s SOAICAdmins Role
Management Assessments

View assessment cover X X
Create assessment cover X X
Modify assessment cover X X
View assessment results X X
Test Covers

View test covers X X
Create test covers X X
Modify test covers X X
Retire test covers X X
Test Plans

View test plans X X
Create test plans X X
Modify test plans X X
Retire test plans X X
Test Plan Test Covers

View test plan test covers X X
Create test plan test covers X X
Modify test plan test covers X X
Retire test plan test covers X X
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Function ;?;:GIObalICAdmi“s SOAICAdmins Role
Issues

View issues X X
Create issues X X
Modify issues X X
Retire issues X X
Action Items

View Action Items X X
Create Action Items X X
Modify Action Items X X
Close Action Items X X
Manage Action Items (initiate X X
workflow)

Reports

View reports X X
Create reports

Modify reports

Retire reports

Dashboard

View Dashboard X X
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Function

SOAExecutives
Role

SOAInternalAudit
Role

SOAExternalAudit
Role

Organization Maps

View maps

Create maps

Modify maps

Manage maps

Business Processes

View business
processes

Create business
processes

Modify business
processes

Retire business
processes

Library Components and Processes

View library
components and
processes

Create library
components and
processes
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SOAExecutives | SOAInternalAudit | SOAExternalAudit

F .
unction Role Role Role

Modify library
components and
processes

Retire library
components and
processes

Management Assessments

View assessment cover | X X X

Create assessment
cover

Modify assessment
cover

View assessment X X
results

Test Covers

View test covers X X

Create test covers

Modify test covers

Retire test covers

Test Plans

View test plans X X

Create test plans

Modify test plans

Retire test plans

Governance, Risk and Compliance Manager User Guide A-33



Administering GRC Manager

SOAExecutives | SOAInternalAudit | SOAExternalAudit

F .
unction Role Role Role

Test Plan Test Covers

View test plan test X X
covers

Create test plan test
covers

Modify test plan test
covers

Retire test plan test
covers

Issues

View issues X X X

Create issues X X

Modify issues X

Retire issues

Action Items

View Action Items X X X

Create Action Items

Modify Action Items

Close Action Items

Manage Action Items
(initiate workflow)
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Function SOAExecutives | SOAInternalAudit | SOAExternalAudit
Role Role Role
Reports
View reports X X X
Create reports
Modify reports
Retire reports
Dashboard
View Dashboard X X
Function i(());:BPCreator SOABPUsers Role ;(z;:COHtrolOwner
Organization Maps
View maps X
Create maps
Modify maps
Manage maps
A-35
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SOABPCreator SOAControlOwner
Function SOABPUsers Role
Role Role
Business Processes
View business X X X
processes
Create business X
processes
Modify business X X X
processes

Retire business
processes

Library Components and Processes

View library
components and
processes

Create library
components and
processes

Modify library
components and
processes

Retire library
components and
processes
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Function ;(());:BPCreator SOABPUsers Role li(z;:COntrolOwner
Management Assessments
View assessment cover | X X X
Create assessment X X X
cover
Modify assessment X X X
cover
View assessment X X X
results
Test Covers
View test covers X X X
Create test covers X X X
Modify test covers X X X
Retire test covers
Test Plans
View test plans
Create test plans
Modify test plans
Retire test plans
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Function . Crestes SOABPUsers Role RO el O
Role Role

Test Plan Test Covers

View test plan test X X
covers

Create test plan test X
covers

Modify test plan test
covers

Retire test plan test
covers

Issues

View issues X X X

Create issues X X X

Modify issues X X X

Retire issues

Action Items

View Action Items X X X

Create Action Items

Modify Action Items

Close Action Items

Manage Action Items
(initiate workflow)
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Function . Crestes SOABPUsers Role RO el O
Role Role

Reports

View reports

Create reports

Modify reports

Retire reports

Dashboard

View Dashboard

Setting Up Active Directory For User
Authentication

Active Directory is not part of the standard GRC Manager installation; however, it can be
used for user security authentication along with single sign-on capability by leveraging
Oracle Content Server for all authentication. If a site has installed GRC Manager on a
server other than Content Server, using Active Directory will require that users be
authenticated on Content Server.

For information on configuring GRC Manager to use Active Directory refer to
Governance, Risk and Compliance Manager Installation Guide. For information on using
Active Directory on Content Server refer to Managing Security and User Access.

Logout With Active Directory

When Active Directory is configured, the Logout link does not appear in the
GRC Manager navigation bar. Users do not log out, they just close the browser. If the
Logout link does appear, you can edit the Active Directory configuration to make the
Logout link not appear by changing the provider setting from:

<SECURITY PROVIDER value="Stellent" />

to:
<SECURITY PROVIDER value="AD" />
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Configuring Control-Based Owners (Optional)

The GRC Manager application includes an optional capability for assigning users as
owners of controls in business processes. This feature is referred to as control-based
ownership. This feature is disabled by default. If the feature is enabled, users can be
assigned as control owners and also can be assigned as Approvers for controls in the
Approval, Edit, and Testing workflows. Also, the Basics tab in a BP Control Page
(page 7-12) will display a control owner field.
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OVERVIEW

This section covers the following topics about using the Testing/Monitoring tray to access
links for testing business process controls in the Governance, Risk and Compliance
Manager application:

@ Note: Starting with the GRC Manager 7.7.1 release this feature is disabled by default; the
new Management Assessment feature supports assessing business process risks and
controls. If the Testing/Monitoring feature is required to support testing for earlier
versions of GRC Manager, it can be enabled in the e100Server.config file by the
GRC Manager administrator.

Concepts
++ About Testing Business Processes (page B-2)

7

% Process Testing Workflow Overview (page B-3)

Tasks

« Starting a Test Run for a Single Process (page B-5)

«» Starting a Test Run for Multiple Processes (page B-6)

« Validating Control Documentation (page B-7)

«» Testing Controls and Entering Control Test Results (page B-9)

« Completing a Test Run (page B-10)
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+ Failing a Test Run (page B-10)
+» Passing a Process Test (page B-11)
«+ Failing a Process Test (page B-12)

+ Revising Test Run Documentation (page B-12)

Interface

«» Testing/Monitoring Tray (page B-13)

¢ Process Evaluations - Completed Testing Workflows for <user> (page B-15)
% Process Evaluations - Active Testing Workflows for <user> (page B-16)
% Process Evaluations - Validation Workflows for <user> (page B-18)

*» Process Evaluations - Active Eval Workflows for <user> (page B-19)

«» Test Cover Page (page B-21)

«  Multiple Processes Test Run Screen (page B-23)

¢ Process Evaluation Page (page B-25)

+«¢+ Control Test Page (page B-27)

+ Test Results Page (page B-29)

ABOUT TESTING BUSINESS PROCESSES

B-2

During a fiscal period, business processes in an organization or an organizational unit can
be scheduled for testing. Each process owner is responsible for both creating controls for
their business processes and instructions for testing those controls. Some business process
controls may have multiple test instructions and some controls may have none. When
testing is initiated, the test owner assigned to the business process uses the test instructions
to perform tests on the controls, document the test results, and pass or fail each control.
Tests can be performed on one or on multiple business processes.

The following topics contain information on testing controls based on selected business
processes:

¢ Process Testing Workflow Overview (page B-3)

¢ Managing Test Instructions (page 7-6)
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+« Starting a Process Test Run (page B-5)
¢ Performing Tests and Documenting Results (page B-8).

For information on testing controls based on selected controls across multiple business
processes refer to Chapter 10 (Audit Testing and Test Plans).

PROCESS TESTING WORKFLOW OVERVIEW

Business process controls can be tested by running a process test (or fest run), which uses
the Testing workflow to route a business process for evaluation and testing of its controls.
This section describes the basic workflow for testing a business process.

The purpose of business process testing is to have the business process and associated
documentation (including risks, controls, and attachments) be fully tested by one or more
specified users. Process testing provides the automation to verify the accuracy and
completeness of documentation for a given business process.

Reviewers for process testing can be specified by the user initiating the testing, or the
administrator for your company may have assigned default reviewers, in which case
business processes are automatically routed to the designated reviewers.

The Testing workflow is activated whenever a user with permissions wishes to have
controls tested. The workflow progresses between users in the following order:

1. Initiated by a user with rights to the business process and authorized to initiate testing.
2. The business process owner validates the Controls documentation.

3. The test owner tests the controls according to the test instructions and reports the
results.

4. The test initiator reviews the test results and its documentation and passes or fails the
test.

Figure B-1 Overview of Testing workflow

Tiesl Cover Rouled to Routed 1o Routed for
Created by :{> Process :{} Objective :D Subjective :b Complets
Initiator Crwrnar Tst Reviaw
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Workflow Prerequisites

The prerequisites to begin testing a process using the Testing workflow are the following:
% A business process that is in a Released state
+* An assigned business process owner

¢ An assigned test owner

+ Appropriate security rights

Workflow Details

The following list describes in more detail what happens during a Testing workflow.

@ Note: A business process can be tested even if it is in another workflow.

1. A user with permission to a business process initiates process testing from the open
business process and creates a Test Cover document with information about the test.

2. An email notification is sent to the process owner, notifying the owner to enter the
system and check their Inbox. The email notification includes a link to the system that
takes the user to the application log-in page.

3. The process owner opens the business process and reviews the control documentation.
The owner either validates or invalidates the process.

» Ifthe process is validated, the test run is removed from the process owner’s Inbox
and sent to the next step.

» Ifthe process is invalidated, an email is sent to the user who initiated the test run,
notifying them of the reason.

4. An email notification is sent to the test owner, who is responsible for testing and
providing test results for each control within the business process. The email
notification includes a link to the system that takes the user to the application log-in

page.
5. The test owner follows the test instructions to test each control, documents the result
of each control test, and assigns a pass/fail state to each control test. While the actual

testing occurs outside of the application, the results and status are captured at each
control level.

» Ifthe process passes the tests, the test run is removed from the test owner’s inbox
and sent to the next step.
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« Ifthe process fails any of the tests, the test owner creates an issue for each test that
failed, and the issue or issues are routed to the process owner for remediation.

6. An email notification is sent to the test initiator, notifying the user to enter the system
and check the inbox. The email notification includes a link to the system that will take
a user to the application log-in page.

7. The user reviews the test results and any changes to the business process, and assigns
a pass/fail status to the process. The user can change any of the test results
documentation to ensure its integrity and validity.

» If'the business process passes, its state is changed to Completed, the system is
notified that the process owner is finished contributing to the process, and the Test
Cover document is removed from the Testing workflow.

» If'the business process fails, the user must create an issue, and the issue is routed
to the process owner for remediation. The Testing workflow ends in a Failed state.

STARTING A PROCESS TEST RUN

Note: For more information on the Testing workflow refer to Process Testing Workflow
Overview (page B-3).

There are two options for starting a test on a business process (also referred to as a test
run). When you start a test run you are initiating a Testing workflow.

+ Starting a Test Run for a Single Process (page B-5)

¢+ Starting a Test Run for Multiple Processes (page B-6)

Starting a Test Run for a Single Process

To start a test run for a single business process, complete the following steps:

1. Open a released business process from the Organization map or Business Processes
tray—Released Only link.

2. From the business process list, select a process to enter into the Testing workflow.
The Process Page (page 5-40) is displayed.

Note: A business process must be approved and released before it can be tested. Testing
can be initiated even when a business process is in another workflow.
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10.

Click Initiate Testing.

A confirmation prompt is displayed.

Click Yes.

The business process Test Cover Page (page B-21) is displayed.

Verify that the selected process is in a Released state and that it has a process owner
and a test owner.

Enter a title for the test cover.

Enter or select appropriate information for the fields on the Basics and Comments
tabs.

Click Save.

The Process Evaluation Page (page B-25) for the process is displayed.
Click Close.

The business process page is displayed.

Click Close.

The process is entered into the Testing workflow and an email is sent to the tester.

Note: To view who received an email for a Testing workflow, select the Timestamps tab
for the process. The Current Workflow User value shows the person who received the

email notification.

Starting a Test Run for Multiple Processes

Note: A business process must be in the Released state for the Testing workflow to be

initiated.

To start a test run for multiple business processes, complete the following steps:

1.

From an Organization map, select a folder and double click the folder title to display
the list of business processes for that unit.

Select individual processes by checking the boxes next to each process title, or select
all the processes by checking the box at the top of the process list.

Click Initiate Testing.

The Multiple Processes Test Run Screen (page B-23) is displayed.
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4. Enter or select information for the fields in the screen.
5. Select Yes or No for Recursive testing.
6. Click Yes.

A confirmation prompt is displayed.

» Ifyou click Yes, the processes that are available for testing are entered into the
Testing workflow. A status screen is displayed to show the processes that are now
in the workflow.

» Ifyou click Cancel, the process is not sent for testing and the Test Cover page is
closed.

Note: If the Testing workflow did not start for a business process, check to see if it is a
valid process that is in the Released state and that it has an assigned process owner and test
owner.

VALIDATING CONTROL DOCUMENTATION

When a Testing workflow is initiated, an email notification is sent to the next user in the
workflow to notify them to log in to the system and check their Inbox. A link is provided
from the email to the system. Clicking the link will take the user to the application log-in
page.

The process owner is the user who validates control documentation after reviewing a
business process. After the process owner has finished reviewing the control
documentation, the owner notifies the workflow that the documentation is valid or invalid.
The workflow notifies the system that the process owner is done reviewing the controls
about to be tested.

To validate control documentation when testing a process, perform the following steps:

1. Find the business process to be tested by clicking Testing/Monitoring—Validation
Inbox. You can also access processes by clicking My Inbox, but it can display other
documents and document types in addition to those that need to be validated.

Test runs in a Testing workflow and waiting to be validated are displayed.
2. Click Test Run title.

The Process Evaluation Page (page B-25) is displayed with the Valid Controls and
Invalid Controls buttons enabled.
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3. To view the test plan for the controls click Test Plan on the Basics tab. It displays a
window that contains summary information of the process control or controls and test
plan.

4. Click the Controls tab.

5. Select each control title, and review and evaluate the process control documentation to
be tested.

6. When you are finished evaluating the control documentation, you can declare it is
valid or invalid.

» Ifyou find the control documentation to be valid, click Valid Controls. A
confirmation screen is displayed asking if you approve the controls.

Click Yes.

The process is removed from the process owner’s inbox and sent to the next step
in the Testing workflow.The Process Evaluation page is displayed with the
current user now changed to the test owner.

* Ifyou find the control documentation to be invalid, click Invalid Controls. An

Issue Page (page 11-19) is displayed.

Enter information describing why the control documentation is being invalidated.
When you are finished with the message, click Yes.

An email is sent to the user who initiated the Testing workflow, notifying them of
the issue. The Testing workflow is discontinued.

7. Click Close.

PERFORMING TESTS AND DOCUMENTING RESULTS

B-8

After control documentation for a business process has been validated, an email
notification is sent to the test owner responsible for testing the process controls and
providing the test results for each control. The email notifies the user to log in to the
system and check their inbox. A link is provided from the email to the system. Clicking
the link will take the user to the application log-in page.

The test owner can perform the following tasks when testing a process:

7

«» Testing Controls and Entering Control Test Results (page B-9)

% Completing a Test Run (page B-10)
+ Failing a Test Run (page B-10)
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Testing Controls and Entering Control Test
Results

The test owner assigned to a business process must perform tests on the controls and then
document the results of each control test, assigning a Pass or Fail status to each control
test. While the actual testing occurs outside of the GRC Manager application, the results
and status are captured at each control level.

To perform control tests and enter control test results for a business process, complete the
following steps:

1. From the GRC Manager main navigation panel select the Test Run to be tested (it is
already in the Testing workflow). The Test Run can be accessed from the My Inbox
tray, or the Testing/Monitoring tray using the Open Tests or Active Tests Inbox
options.

2. Select the title of the process to be tested.

The Process Evaluation Page (page B-25) for the process is displayed.

@ Note: If you wish to view test instructions before viewing the controls, click Test Plan.

3. Click the Controls tab to view a list of the controls to be tested.
4. Click a control title to view the control information, including test instructions.
5. Test the control outside the application.

You can refer to the Test Instructions Page (page 7-28) from the control you are testing
by clicking on the control title from the list of controls and then clicking the Tests tab
to view a list of instructional documentation for the control.

6. After testing the control, return to the Process Evaluation page and click the Test
button to the left of the control title on the Controls tab.

The Control Test Page (page B-27) is displayed.
7. Enter a title for the control test.
8. Select the Pass or Fail status from the Result menu.
9. Enter a description of the test results in the Description field.
10. Click Save.
The Test Results Page (page B-29) is displayed.
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11. If you want to revise the Basics, Instructions, or Attachments tab information, click
Edit. If you make any changes, click Save to save the changes.

12. Click Close.

13. The Process Evaluation Page (page B-25) is displayed with the Testing Completed
and Failed Testing buttons enabled.

14. If there are more controls to be tested, test each one and document the test results.

15. When testing is complete on all controls, the Process Evaluation page is displayed
with two buttons enabled: Testing Completed and Failed Testing.

» Iftesting is complete on all controls and all controls passed, follow the
instructions in Completing a Test Run (page B-10) to complete the test.

» Iftesting is complete on all controls but one or more control tests failed, follow
the instructions in Failing a Test Run (page B-10) to complete the test.

Completing a Test Run

When the test owner has finished testing all controls for a business process and entered
Pass for all the control tests, the system must be notified that the test is complete. To
finish the test stage for a Testing workflow, complete the following steps:

1. After control test results have been documented, click Testing Complete on the
Process Evaluation Page (page B-25).

A confirmation prompt is displayed.
2. Click Yes.

The test run is removed from the test owner’s Inbox and sent to the next step in the
Testing workflow.

Failing a Test Run

When performing tests on controls for a business process, the test owner can notify the
system that a test has failed and that there is an issue with either the control test or the
business process documentation. To fail a test for a process test run, complete the
following steps:

1. On the Process Evaluation Page (page B-25) for a business process, click Fail
Testing.

A confirmation prompt is displayed.
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2. Click Yes.
The Issue Page (page 11-19) is displayed.

3. Enter the appropriate information on the Issue page. For information on creating an
issue refer to Creating an Issue During a Test Run (page 11-6).

4. When you are finished creating an issue, click Yes.

An issue is routed for remediation, and an email is sent to notify the process owner
about the issue. The test run in the workflow is stopped.

Note: For information about issues and how to use them refer to Chapter 11 (Managing

Issues).

REVIEWING A TEST FOR COMPLIANCE

After a Testing workflow has gone through the steps of testing and documenting test
results, it is routed to a compliance reviewer for a final review. The final review step
enables a compliance administrator or other assigned user to review, change, and approve
the business process test results. If the business process test results are approved, the Test
Cover document and its associated documentation is set to a Released state and removed
from the Testing workflow. The reviewer can change any of the business process test
results documentation to ensure its integrity and validity for the various risks, controls,
and compliance related attributes.

An email notification is sent to notify the user to log on to the system and check My Inbox.
The compliance reviewer can perform the following actions:

+»+ Passing a Process Test (page B-11)

+ Failing a Process Test (page B-12)

+ Revising Test Run Documentation (page B-12)

Passing a Process Test

When a business process has been tested and passed, the Testing workflow notifies the
compliance reviewer (or reviewers) by email that a business process is ready for approval.
The user reviews the process test run results and either passes or fails the process.
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To pass a business process for compliance in a test run, complete the following steps:
1. On the business process page click Pass Process.

A confirmation prompt is displayed.
2. Click Yes.

The Test Cover document is set to a Released state and removed from the Testing
workflow.

Failing a Process Test

When a business process has been tested and passed, the Testing workflow notifies the
compliance reviewer by email that a business process is ready for approval. The user
reviews the process test run results and either passes or fails the process. If the compliance
reviewer fails the process, that means there is an issue with either the test or with the
process documentation, and the workflow does not continue.

To fail a business process for compliance in a test run, complete the following steps:
1. On the business process page click Fail Process.
The Issue Page (page 11-19) is displayed.

2. Enter information in the Issue definition page. For more information on creating an
issue refer to Creating Issues (page 11-3).

3. When an issue is saved, it is routed for remediation and the Testing workflow does not
continue.

Revising Test Run Documentation

The business process documentation for the test run, including the control test results, can
be changed by the compliance reviewer. To change the test run documentation, complete
the following steps:

1. On the business process page click Edit.

The process attributes are enabled for the Basics and Comments tabs.
2. Enter changes or additions to the test run documentation.
3. Click Save to save any changes.

To undo changes click Cancel. If you click Close, you are prompted to save any
changes, then the document is closed.
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TESTING/MONITORING INTERFACE

This section contains the following topics on the interfaces used for testing and monitoring
processes:

«» Testing/Monitoring Tray (page B-13)

« Process Evaluations - Completed Testing Workflows for <user> (page B-15)
¢ Process Evaluations - Active Testing Workflows for <user> (page B-16)

« Process Evaluations - Validation Workflows for <user> (page B-18)

% Process Evaluations - Active Eval Workflows for <user> (page B-19)

«» Test Cover Page (page B-21)

« Multiple Processes Test Run Screen (page B-23)

« Process Evaluation Page (page B-25)

+ Control Test Page (page B-27)

¢ Test Results Page (page B-29)

Testing/Monitoring Tray

The Testing/Monitoring tray provides interface pages to view and manage test runs
assigned to a user. If a business process is being tested or has been tested, all of the
associated text documentation and status can be found via this tray.

For additional information refer to About Testing Business Processes (page B-2).
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Testing/Monitoring Options

Description

Completed Tests

Displays the Testing workflows for business
process and control test results that have been
completed. This view provides an immediate final
review status for an evaluated process. Information
includes Period (of time), Process, Title, Doc ID,
Process Owner, Process Tester, and Release Date.

Open Tests

Displays the Test Cover documents in Testing
workflows for business processes that need to have
their controls tested or have the control results
evaluated for final review. This view provides an
immediate status for the current level of testing
within the organization. Information includes
Period (of time), Process, Title, Doc ID, Process
Owner, Process Tester, Release Date, and Current
User.

Validation Inbox

Displays the Validation workflows for business
processes that need to be validated for accuracy
before having their controls tested. Clicking an
active link opens a test review page with a link to
the business process. Information includes Period
(of time), Process, Title, Doc ID, Process Owner,
Process Tester, and Release Date.

Active Tests Inbox

Displays active Evaluation workflows for business
processes that need to have their controls tested by
the designated test owner. Clicking the active link
opens the test review page with a list of the
controls to be tested. Information includes Period
(of time), Process, Title, Doc ID, Process Owner,
Process Tester, Release Date, and Current User.
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Process Evaluations - Completed Testing
Workflows for <user>

Process Evaluations

Completed Testing Workflows for icadmin

Quick Help

Show Filbers I Mo Filter Applied

Please select a test from the list below:

Pagel
Period Process Title Daoc ID State Process Process Release Current
Owmner Tester Date User
200691 Organization - Tast - S0X000050 Failed icadmin  icadmin  Z/18/2006 J
Craka Collaction Drata
Process Collection
Process

The Process Evaluations - Completed Testing Workflows for <user> page displays a list
of tests that have completed processing through the Testing workflow. To access this
page, select the Testing/Monitoring tray, then click Completed Tests.

For more information refer to About Testing Business Processes (page B-2).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Period column

The period of time specified in the test. The default
format is year and quarter (for example,
Y2006Q1).

Process column

The path name for a business process.

Title column

The title of the Test Run. Each title is a link that
will open the Process Evaluation Page (page B-25).

Doc ID column

The document ID number in the content server.

State column

The state of the Testing workflow.
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Feature

Description

Process Owner column

User name of the person assigned as the owner of
the business process.

Process Tester column

User name of the person assigned as the tester for
the business process test.

Release Date column

The release date of the business process.

Current User column

The user name of the person currently accessing
the test.

Info icon

Displays a Process Test Plan screen that
summarizes information in the test plan for the
process. This summary can be printed.

Process Evaluations - Active Testing
Workflows for <user>

Process Evaluations - Active Testing Workflowes for icadmin Quick Help

Shows Filbers I Mo Filter Applied

Please saleck a test from the lisk belaw:

Pagel
Period Process Title
Y200601 Organszaton - Test -
Dresign Review
Process

Procass

YZ0060d OrgamEabion - New Teé:st - Néw
Business Process  E ]

Doc ID State Process Process Release Current
Owner Tester Date User

SOMO00045 Active cadmin  ttester 27162006 ttester J
Tests

SOMO000022 Active cadmin  icaderan 20162006 icadrrn J
Tasts

The Process Evaluations - Active Testing Workflows for <user> page displays a list of
tests that are active in a Testing workflow. To access this page, select the
Testing/Monitoring tray, then click Open Tests.

For more information refer to About Testing Business Processes (page B-2).
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Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Period column

The period of time specified in the test. The default
format is year and quarter (for example,
Y2006Q1).

Process column

The path name for a business process.

Title column

The title of the business process. Each title is a link
that will open the Process Evaluation Page
(page B-25).

Doc ID column

The document ID number in the content server.

State column

The state of the Testing workflow.

Process Owner column

User name of the person assigned as the owner of
the business process.

Process Tester column

User name of the person assigned as the tester for
the business process test.

Release Date column

The release date of the business process.

Current User column

The user name of the person currently assigned the
test.

Info icon

Displays a Process Test Plan screen that
summarizes information in the test plan for the
process. This summary can be printed.
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Process Evaluations - Validation Workflows for

<user>

Process Evaluations - Validation Workflowes for icadmin Guick Help

Show Filkers | No Filter Applied

Pagel

Period Process

Pagel

Please select a test from the list below:

Title

Doc ID State Process Process Release
Owner Tester Date

The Process Evaluations - Validation Workflows for <user> page displays a list of tests

that are active in a Validation workflow. To access this page, select the

Testing/Monitoring tray, then click Validation Inbox.

For more information refer to About Testing Business Processes (page B-2).

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Period column

The period of time specified in the test. The default
format is year and quarter (for example,
Y2006Q1).

Process column

The path name for a business process.

Title column

The title of the business process. Each title is a link
that will open the Process Evaluation Page
(page B-25).

Doc ID column

The document ID number in the content server.

State column

The state of the Validation workflow.
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Feature

Description

Process Owner column

User name of the person assigned as the owner of
the business process.

Process Tester column

User name of the person assigned as the tester for
the business process test.

Release Date column

The release date of the business process.

Current User column

The user name of the person currently assigned the
test.

Info icon

Displays a Process Test Plan screen that
summarizes information in the test plan for the
process. This summary can be printed.

Process Evaluations - Active Eval Workflows

for <user>

Process Evaluations - Active Eval Workflows for icadmin

Qupick Help

Pagel

YE0ae4d  Organization - Te

Show Filbers IHn Filter Applied

Please salect a test from the list below:

Period Process Title

SO0M000022 Active icadmin  icadmin 271672006 icadmin J

State Process Process Release Current
Owner Tester Date User

Mew Business  Ne Tasts
Procass Bufinass
Process
TE0060E  Organization - Test - SOM0000L4 Active icadmin  icadmin 24162006 icadenin J
steve stave Tests
Business Busin&ss
Procass Process

The Process Evaluations - Active Eval Workflows for <user> page displays a list of tests

that are active in an Evaluation workflow. To access this page, select the

Testing/Monitoring tray, then click Active Tests Inbox.

For more information refer to About Testing Business Processes (page B-2).

Governance, Risk and Compliance Manager User Guide



Testing Business Processes

Feature

Description

Show Filters button

Expands the page to display fields to specify
criteria for filtering the list. Criteria fields include
title, organization, status, and owner. The Hide
Filter button collapses the criteria fields on the
page. The Refresh Data button processes the
criteria and re-displays the list.

Period column

The period of time specified in the test. The default
format is year and quarter (for example,
Y2006Q1).

Process column

The path name for a business process.

Title column

The title of the business process. Each title is a link
that will open the Process Evaluation Page
(page B-25).

Doc ID column

The document ID number in the content server.

State column

The state of the Evaluation workflow.

Process Owner column

User name of the person assigned as the owner of
the business process.

Process Tester column

User name of the person assigned as the tester for
the business process test.

Release Date column

The release date of the business process.

Current User column

The user name of the person currently assigned the
test.

Info icon

Displays a Process Test Plan screen that
summarizes information in the test plan for the
process. This summary can be printed.
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Business Process Test Cover

Close | Ed\ﬁ!l Cancel

Description:

Organization: ACMESan Diggo ID:

Process: Mew Emploves Process - San Diego g:'t’if“

Title: |T¢5t - Mew Employes Process - San Diago Yersion: 1

State: Walidate

Basics
General Workflow
Period: —-Ernpty-- ,I Process Owner: Kyle Brown
Type: | -Ermpty- Test Owner: Lawra Emith
Controls [, eqpty.- - CHS Status:
to Test: |--Ematy -l

Current User:

d .

The Test Cover page is used to define information about a test being initiated for a process

control. To access this page, open a business process that is in a Released state, and click
the Initiate Testing button. The Initiate Testing button is enabled when a user has

permission and the business process is not locked. For more information refer to Starting a

Test Run for a Single Process (page B-5).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

The name of the organization to which the process
is associated.

Process field

The name for the business process.
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Feature Description

Title field Enter the name of the Test Run.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is released.

Version field Number of versions of the document. For a Test
Cover document, it enters a workflow at version 1,
completes the workflow and is stored for historical
purposes at version 1.

Basics tab

Period field Select the year and quarter (one through four) for
the period of time the test will cover.

The period selections can be customized to list
different dates or times, and may not match the
examples displayed here.

Type field Select the type of test to perform:

e Test All Processes

»  Test Updated Processes Only

Controls to Test field

Select the controls to test for the process or
processes:

* All Controls: Requires that all key and non-key
controls be tested.

» Key Controls Only: Requires that all key
controls be tested; other controls can be tested
but are not required.

* Optional: Any control can be tested; there are
no requirements.

Process Owner field

Name of the user assigned as the process owner.
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Feature

Description

Test Owner field

Name of the user assigned as the test owner for the
process.

CMS Status field

The status of a document in the content server.

Current User field

Name of the user currently assigned the process.

Description field

Enter a description of the test.

Comments tab

Comments field

Additional comments about the test.

Multiple Processes Test Run Screen

2} S04 Director —- Web Page Dialog

Initiate Testing for ACME/SChicago?
Recursive:  Yas & Mo

Title: [rcME Organization

Panod: 2005 Qd - |

TYp@: [ =+Emptye- =
Controls

to Tast: |--Emepty-- |

xes|

When a test run for multiple business processes is started, a screen is displayed that is used
to define test run parameters for the multiple processes. To access this screen, select an
organization map, select a number of business processes, and then click the Initiate
Testing button. For additional information refer to Starting a Test Run for Multiple

Processes (page B-6).

Governance, Risk and Compliance Manager User Guide

B-23



Testing Business Processes

B-24

Feature

Description

Title field

The title of the Test Cover to be created. The title
defaults to the organization map for the business
processes to be tested.

Period field

Select the year and quarter (one through four) for
the period of time the test will cover.

The period selections can be customized to list
different dates or times, and may not match the
examples displayed here.

Type field

Select the type of test to perform:
» Test All Processes

»  Test Updated Processes Only

Controls to Test field

Select the controls to test:

* All Controls: Requires that all key and non-key
controls be tested.

» Key Controls Only: Requires that all key
controls be tested; other controls can be tested
but are not required.

* Optional: Any control can be tested; there are
no requirements.

Recursive check option

Select whether to make the test recursive: Yes or
No. Recursive means that tests are also created for
processes in child folders of the selected folder.

Yes button

Starts test run for the selected processes.

No button

Cancels the creation of the test run for the selected
processes.
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Process Evaluation Page

Process Evaluation: Test - Cash Disbursements - Hartford
Close "tdltl Testing Completed I Fail Testing |
Organization: ACMEMariford 1D Qooia7
. ' - Release
Process: Cash Disbursements - Hartford J Date:
Title: Test- Cash Disbursements - Hatford  Yersion: 1
State: Belbive Tesls
[ Basics | Comments WELTEEN Attachments | Issues | History |
Key Title State Doc  Revision Type  Release
Control D Date
Tast Trug Established procedures for record i), QO007E 3 S0 _CTC E116M2005
oeckre, eccplairan, and desposing of
ided checks
Tast | True Fueconciliation of the total of dhecks 000054 & SA_CTC 111162005
signed with Lotals authorized
Tast [Fake Jual signabures an checks of O0007S 4 S06_CTC 1116F2005
srirsusslly large smounts and
adustment chedks

The Process Evaluation page is used by test owners when testing controls for business
processes. The test owner assigned to a business process must perform tests on each
control, document the result of each control test, and assign a Pass or Fail status to each
test. To access this page, select a Test Run title that is displayed either in the My Inbox
tray or displayed in the Open Tests page or Active Tests page via the Testing/Monitoring
tray links (indicating it is in a Testing workflow and assigned to you). For additional
information refer to Performing Tests and Documenting Results (page B-8).

Feature Description
Process Evaluation page title Title of the Test Run being evaluated.
Close button Prompts users to save changes to the page if they

have not done so, then closes the page.

Edit button Enables the user to make changes to the Test
Cover. This button is enabled if the process is in
the Testing workflow.
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Feature

Description

Testing Completed button

This button is enabled when all required controls
for a process have been tested. If all controls have
passed their tests, clicking this button inform the
systems that testing is complete and the workflow
should continue.

Fail Testing button

This button is enabled when controls for a process
are being tested. If one or more controls fail their
tests, clicking this button informs the system that
testing has failed and the workflow cannot
continue.

When a particular control test gets a failed status, it
is not required to fail the entire test cover. The
objective testing may be completed and allow the
reviewer to fail the test cover and create the issue.

Organization field

The name of the organization to which the process
is associated.

Title field The name of the test.

State field Current state of the document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is created.

Version field

Number of versions of the document.

Controls tab

Test button

Creates the Control Test Results page, where
information about the results of a test is
documented.

Key Control column

Displays whether the control is a key control. True
or false.

Title column

Title of the control.

B-26
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Feature Description

State column State of the business process.

Doc ID column Content ID for the document.

Revision column Revision number of the document.

Type column Type of document as assigned by Governance,
Risk and Compliance Manager.

Release date column Date the document was released.

Control Test Page

Control Test
Close II SavE I Canced
Organization: ACMEIChicago 1D
Process: Test- Press Releases - Conbrol; Mandatory edit 1or all press Release
: releages Date:
Title: [Tcst Results Yersion: 1
State: Open
Basics
General Workflow
Result: Mone -I Test Owner: Laura Smith
Period: 2005 Q2
Description:

The Control Test page is used to document information about the results of a test on a
control for a business process. To access this page, click the Test button on the Controls
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tab of a Process Evaluation page. For additional information refer to Process Evaluation
Page (page B-25)) and Testing Controls and Entering Control Test Results (page B-9).

Feature

Description

Close button

Prompts users to save changes to the page if they
have not done so, then closes the page.

Save button

Saves changes to the page.

Cancel button

Cancels changes to the page.

Organization field

The name of the organization to which the process
is associated.

Title field Enter a title for the control test document.

State field Current state of the control test document.

ID field Content ID number used for the document when it
is stored in the content server.

Release Date field Date and time the document is created.

Version field

Number of versions of the document.

Basics tab

Result field Select a result for the test:
* Pass
* Fail

Period The year and quarter (one through four) selected in
the Test Cover page for the period of time the test
covered.

Test Owner The name of the test owner.

Description field Enter a description of the test results in this field.
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Test Results

Close I Eclit
Organization: ACMEIChItago 1D: ooo1og
Process: Test- Press Releases - Control; Mandatery edit for all releaze

) DIEss Ieleases Date:

Title: Test Resulis Yersion: 1
State: Open

Basics m Attachments m

General Workflow

Result: Fass Test Dwner: Laura Smith

Periad: 2005 G2

Description:

Test succesded. =]

The Test Results page is used to view and review the documented information about the

results of a test on a control for a business process. It is displayed when a test owner has
completed entering test results on a Control Test page and clicked the Save button. It can
also be accessed by clicking the Completed Tests link in the Testing/Monitoring tray,
clicking a test title, selecting the Controls tab, and clicking the Test Results link in the
Title column of the tab display. For additional information refer to Testing Controls and

Entering Control Test Results (page B-9).

Feature Description

Close button Prompts users to save changes to the page if they
have not done so, then closes the page.

Edit button Enables user to make changes to the page

documentation.

Organization field

The name of the organization to which the process
is associated.

Title field

The title for the control test document.

State field

Current state of the test results document.
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Feature Description

ID field Content ID number used for the document when it
1s stored in the content server.

Release Date field Date and time the document is created.

Version field Number of versions of the document.

Basics tab

Result field Select a result for the test:
« Pass
e Fail

Period The year and quarter (one through four) selected in
the Test Cover page for the period of time the test
covered.

Test Owner The name of the test owner.

Description field Enter a description of the test results in this field.

Instructions tab

Provides information about test instructions.

Attachments tab

Provides information about attachments.

History tab

Displays information about the history of the
process and the test.
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THIRD PARTY LICENSES

OVERVIEW

This appendix includes a description of the Third Party Licenses for all the third party
products included with this product.

% Apache Software License (page C-1)

« W3C® Software Notice and License (page C-2)
« Zlib License (page C-3)

+ General BSD License (page C-4)

+ General MIT License (page C-5)

+¢ Unicode License (page C-5)

*» Miscellaneous Attributions (page C-7)

APACHE SOFTWARE LICENSE

* Copyright 1999-2004 The Apache Software Foundation.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0
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* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

W3C® SOFTWARE NOTICE AND LICENSE

C-2

Copyright © 1994-2000 World Wide Web Consortium,
(Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University).

All Rights Reserved. http://www.w3.org/Consortium/Legal/

This W3C work (including software, documents, or other related items) is
being provided by the copyright holders under the following license. By
obtaining, using and/or copying this work, you (the licensee) agree that
you have read, understood, and will comply with the following terms and

conditions:

Permission to use, copy, modify, and distribute this software and its
documentation, with or without modification, for any purpose and without
fee or royalty is hereby granted, provided that you include the following
on ALL copies of the software and documentation or portions thereof,

including modifications, that you make:

1. The full text of this NOTICE in a location viewable to users of the

redistributed or derivative work.

2. Any pre-existing intellectual property disclaimers, notices, or terms
and conditions. If none exist, a short notice of the following form
(hypertext is preferred, text is permitted) should be used within the
body of any redistributed or derivative code: "Copyright ©

[Sdate-of-software] World Wide Web Consortium, (Massachusetts
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* Institute of Technology, Institut National de Recherche en
* Informatique et en Automatique, Keio University). All Rights
* Reserved. http://www.w3.org/Consortium/Legal/"

* 3. Notice of any changes or modifications to the W3C files, including the
* date changes were made. (We recommend you provide URIs to the location

* from which the code is derived.)

* THIS SOFTWARE AND DOCUMENTATION IS PROVIDED "AS IS," AND COPYRIGHT HOLDERS
* MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT

* NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
* PURPOSE OR THAT THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE

* ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

* COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR
* CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR

* DOCUMENTATION.

* The name and trademarks of copyright holders may NOT be used in advertising
* or publicity pertaining to the software without specific, written prior
* permission. Title to copyright in this software and any associated

* documentation will at all times remain with copyright holders.

ZLIB LICENSE

* zIlib.h -- interface of the 'zlib' general purpose compression library

version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied

warranty. In no event will the authors be held liable for any damages
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arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Galilly jloup@gzip.org
Mark Adler madler@alumni.caltech.edu

GENERAL BSD LICENSE

Copyright (c) 1998, Regents of the University of California
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

"Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

"Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

"Neither the name of the <ORGANIZATION> nor the names of its contributors may be
used to endorse or promote products derived from this software without specific
prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

GENERAL MIT LICENSE

Copyright (c) 1998, Regents of the Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

UNICODE LICENSE

UNICODE, INC. LICENSE AGREEMENT - DATA FILES AND SOFTWARE

Unicode Data Files include all data files under the directories
http://www.unicode.org/Public/, http://www.unicode.org/reports/, and
http://www.unicode.org/cldr/data/ . Unicode Software includes any source code
published in the Unicode Standard or under the directories
http://www.unicode.org/Public/, http://www.unicode.org/reports/, and
http://www.unicode.org/cldr/data/.
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NOTICE TO USER: Carefully read the following legal agreement. BY DOWNLOADING,
INSTALLING, COPYING OR OTHERWISE USING UNICODE INC.'S DATA FILES ("DATA FILES"),
AND/OR SOFTWARE ("SOFTWARE"), YOU UNEQUIVOCALLY ACCEPT, AND AGREE TO BE BOUND BY,
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DO NOT
DOWNLOAD, INSTALL, COPY, DISTRIBUTE OR USE THE DATA FILES OR SOFTWARE.

COPYRIGHT AND PERMISSION NOTICE

Copyright © 1991-2006 Unicode, Inc. All rights reserved. Distributed under the
Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the
Unicode data files and any associated documentation (the "Data Files") or Unicode
software and any associated documentation (the "Software") to deal in the Data
Files or Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, and/or sell copies of the Data Files
or Software, and to permit persons to whom the Data Files or Software are furnished
to do so, provided that (a) the above copyright notice(s) and this permission notice
appear with all copies of the Data Files or Software, (b) both the above copyright
notice(s) and this permission notice appear in associated documentation, and (c)
there is clear notice in each modified Data File or in the Software as well as in
the documentation associated with the Data File(s) or Software that the data or
software has been modified.

THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO
EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR
ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used
in advertising or otherwise to promote the sale, use or other dealings in these Data
Files or Software without prior written authorization of the copyright holder.

Unicode and the Unicode logo are trademarks
of Unicode, Inc., and may be registered in some jurisdictions. All other trademarks

and registered trademarks mentioned herein are the property of their respective
owners
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MISCELLANEOUS ATTRIBUTIONS

Adobe, Acrobat, and the Acrobat Logo are registered trademarks of Adobe Systems Incorporated.
FAST Instream is a trademark of Fast Search and Transfer ASA.

HP-UX is a registered trademark of Hewlett-Packard Company.

IBM, Informix, and DB2 are registered trademarks of IBM Corporation.

Jaws PDF Library is a registered trademark of Global Graphics Software Ltd.

Kofax is a registered trademark, and Ascent and Ascent Capture are trademarks of Kofax Image
Products.

Linux is a registered trademark of Linus Torvalds.

Mac is a registered trademark, and Safari is a trademark of Apple Computer, Inc.

Microsoft, Windows, and Internet Explorer are registered trademarks of Microsoft Corporation.
MrSID is property of LizardTech, Inc. It is protected by U.S. Patent No. 5,710,835. Foreign Patents
Pending.

Oracle is a registered trademark of Oracle Corporation.

Portions Copyright © 1994-1997 LEAD Technologies, Inc. All rights reserved.

Portions Copyright © 1990-1998 Handmade Software, Inc. All rights reserved.

Portions Copyright © 1988, 1997 Aladdin Enterprises. All rights reserved.

Portions Copyright © 1997 Soft Horizons. All rights reserved.

Portions Copyright © 1995-1999 LizardTech, Inc. All rights reserved.

Red Hat is a registered trademark of Red Hat, Inc.

Sun is a registered trademark, and Sun ONE, Solaris, iPlanet and Java are trademarks of Sun
Microsystems, Inc.

Sybase is a registered trademark of Sybase, Inc.

UNIX is a registered trademark of The Open Group.

Verity is a registered trademark of Autonomy Corporation plc
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GLOSSARY

Accounting Cycle
The accounting cycles for the organization.

Active Tests Workflow
The workflow for testing a business processes controls.

Approval Workflow

The workflow for approving the content of a business process. The workflow includes
individuals that have responsibility for a business process.

Assignments
Individuals (users) that have been given responsibility for a task.

Attachment

Any file type allowed by the Windows operating system that becomes part of the subject’s
definition.

BP

See Business Process.

Business Process

Definition of a process, policy, or activity that must be monitored to ensure compliance
with the Sarbanes-Oxley Act of 2002.

Business Process Owner (BPO)

A person who has access to individual business process tasks as assigned by the internal
control administrator.
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Changed By
The individual (user) that effected a change.

CMS

Content Management System.

CMS Status
Status of the document as retained by the content management system.

Collection Workflow
The workflow for collecting information content for a business process. The workflow
includes individuals that have knowledge of and responsibility for a business process.

Comments
Related additional and optional information about a subject.

Complexity
The subjective value for a business process or control level of complexity as it pertains to
the organization.

Control Distribution
The distribution of controls within the organization by various attributes including COSO
Component.

Control Name
Title for a control. This can be a formatted name or an abbreviated description of the
control.

Control
A control point on a given business process set in place to mitigate a specific set of risks
for that process.

Control Test
A description document that is linked to a control for a business process. It describes the
tests required to validate that the control is being applied as intended.

Control Tester
A person responsible for testing the controls for a given business process as assigned by
the internal control administrator.
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Controls to Test
The type of controls to test for a given test run.

COSO

The Committee of Sponsoring Organizations of the Treadway Commission.

COSO Category
The COSO Category as defined by the COSO Framework.

COSO Component
The COSO Component as defined by the COSO Framework

Created By

The user who created a given document.

Created Date
The date the document was created.

Current User
The current user assigned to a task for a specific workflow.

Current Workflow User
The current user assigned to a task for a specific workflow.

Date Closed
The date closed for an issue.

Date Opened
The date an issue was opened.

Dept Approval
Individual (user) responsible for departmental approval.

Description
A description for the document.

Doc ID
The permanent identifier assigned to a document.
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Doc State

See Document State.

Doc Type
A system type field denoting the document type.

Document State
Denotes a stage in the life cycle of a document.

Evaluations
Tests performed on a process for determining its accuracy and effectiveness.

Executive Management
The person or persons responsible for verifying and attesting to the status of controls and

business processes relevant to maintaining compliance with the Sarbanes-Oxley Act of
2002.

Expected Completion Date
Date upon which an action is to be finished.

External Audit Group (EA
The person or persons responsible for providing an external attestation of compliance with
the Sarbanes-Oxley Act of 2002.

Fail
A state or status used in testing business processes to indicate that a test has not met the
specified requirements.

File
An attachment document is a file.

Finance Approval
Individual (user) responsible for finance approval. One of the minimum of three approvers
in a workflow.

Financial Statement
The financial elements defined for the organization.
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GAAP
Generally Accepted Accounting Principles.

Heat Report
A report designed to highlight the high risk processes within the organization.

ID
Identifier.

Initiator
The user who initiated the workflow.

Internal Audit Group (l1A)

The person or persons responsible for providing internal business process auditing.

Internal Control Administrator (ICAdmin)
The person responsible for the Governance, Risk and Compliance Manager toolset.

Issue

Issue document that is created when an issue is identified. An issue can be associated with
a control or with a business process. It is a child of the business process or business
process control, or a control test cover. Can cause a business process Remediation
workflow to be initiated.

Key Control
Denotes a control that is of significant importance to the proper operation of a business
process.

Last Changed By
The individual (user) that effected a change.

Last Changed Date
Last date upon which a change was effected.

Last Risk Update
Last date upon which a change to a risk was effected.

Last Update
Last date upon which a change was effected.
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Last Updated By
The individual (user) that effected the last change.

Linked Component
A document in a business process that has a link to its source Master Component in a
Master Component Library.

Map Type
A system field type denoting the type of map.

Map

A hierarchical definition of an organization.

Master Component

A document of type Assertion, Risk, Control, or Attachment to a business process that acts
as a source to be copied from, with a link maintained to it so that updating a Master
Component will allow a propagation of changes to its linked documents.

Master Component Library (MCL)

One or more business processes used as containers for Master Components.

Material Weakness

A significant deficiency in a business process.

Maturity As Is
The subjective status of the current level of maturity for a control.

Maturity Target
The subjective status of the intended level of maturity for a control.

Mitigating Controls

Controls that are currently eliminating risk for a process.

Modified By
The individual (user) that effected a change.

Modified Date
Last date upon which a change was effected.
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Org Path
The organizational mapping for an associated document.

Originator

The issue originator.

Owner
The owner of the document.

Pass
The status that determines the success of a process, control, or test.

Period
The accounting year and quarterly period (for example, 2003 Q3).

Plan Description
The description for the remediation plan for a given issue documenting the resolution
steps required.

Process Name

The title assigned to a business process.

Process Owner
The overall owner of the business process. Responsible for maintaining and documenting
the process details.

Process Profile
A profile of the process outlining its attributes.

Process Test Cover
Test document for an associated process in a given fiscal quarter. Linked to the parent
business process workflow

Process Tester
The test owner responsible for the objective testing of the controls for a business process.

Project Approval

Individual (user) responsible for finance approval. One of the minimum of three approvers
in a workflow.

Governance, Risk and Compliance Manager User Guide G-7



G-8

Propagation Field List
A list of metadata fields that propagate from Master Components to linked components
when the Master Components are updated. These are also known as linked fields.

Related Risk(s)
Risks that are mitigated by the control.

Release Date
The date that the document was last updated.

Requires Remediation

Denotes that an issue is severe enough to warrant corrective action

Retired
A document that is no longer in use.

Revision Unique ID
The unique ID for the documents current version.

Revision
As a document changes, each save action creates a new revision or version of the
document.

Risk Exposure
The exposure that the risk has to the given business process.

Risk Type
The type of financial risk that can affect a given business process, such as fraud or
regulatory compliance.

Risk

A negative impact that may occur for a given business process.

Severity
The severity of the issue.

SOA
Sarbanes-Oxley Act of 2002.
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Subject
The information or document that has been selected.

Template

There are two types of templates: predefined business processes (including controls, risks,
and attachments) that can be used in creating a new business process; and predefined sets
of attachments (relevant documents) that can be used in creating new business processes.

Test

A test document that tracks the status and control test collection for a given test run of a
business process.

Test Owner

The test owner responsible for the objective testing of the controls for a business process.

Test Profile
A displayed summary of information about a specific test. The summary can be printed.

Test Result
The document that reports the results of a test on a business process.

Test Run

The Process Testing workflow in action.

Test Status
The status of a test run, which can be one of the following:

*»  Active Tests

« Cancelled

«» Completed

¢ Failed

+»  Tests Completed
«» Unchanged

« Validate

Tester
The user who tests the business process controls.
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Testing Completed Workflow
The workflow for evaluation a completed processes control tests.

Timestamps

Historical and audit related information.

Use Templates
Templates that are available for use by Risk documents.

Validation Workflow
The workflow for reviewing a process's documentation before testing,

Version ID

The version ID for a given document.

Workflow

A workflow is the process of controlling a set of actions on a given document through
individual access and passing the document from one step to another through an
Approve/Reject concept.

Workflow User
The current user assigned to perform an action on a given document in order to pass in
onto the next step within a workflow.
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Action Item (edit) page, 12-11
Action Items
Action Item (edit) page, 12-11
Action Items page, 12-4
BP Action Item page, 12-9
Closed Action ltems page, 12-7
creating, 12-2
description, 12-2
document states, 2-15
Open Action Items page, 12-6
tab, 12-8
tray, 12-3
Action Items page, 12-4
Action ltems tab, 12-8
Action Items tray, 12-3
Action Items workflow
description, 2-19
overview, 12-2
Active Directory, A-39
Active Eval Workflows page (for control groups), 10-14
Active Eval Workflows page (for processes), B-19
Active Management Assessment Workflows page, 9-19
Active Testing Workflows page (for control groups), 10-10
Active Testing Workflows page (for processes), B-16
Add User Defined Fields page, A-24
administration
Active Directory, A-39
Add User Defined Fields page, A-24
adding fiscal periods, A-6
adding interface lists, A-4
Configuration Administration page, A-14
configuring control-based ownership, A-40
deleting interface lists, A-5
deleting user defined fields, A-11
Element Maintenance page, 4-34
lists maintenance, A-16
Maintain Available Surveys page, A-26
Maintain Control Labels page, A-19
Maintain Fiscal Periods page, A-17
Maintain User Defined Fields page, A-21
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managing control labels, A-7
managing fiscal periods, A-6
managing lists, A-3
managing surveys, A-13
managing user defined fields, A-8
modifying fiscal periods, A-6
modifying list contents, A-4
modifying user defined fields, A-10
permissions, A-29
roles, A-29
tasks, A-2
tools, A-3
Approval workflow
description, 2-18
routing processes in a folder, 4-21
Approval Workflows page, 5-31
Assertion page, 5-44
assertions
adding, 5-6, 5-43
Assertion page, 5-44
Assertions tab, 5-48
BP assertion page, 5-43
description, 2-10
Project Management Assertions page, 13-26
revising, 5-12, 5-44
Assertions tab, 5-48
Assessment dialog box, 9-25
Assessment Selection wizard
management assessment, 9-38
Assessment workflow
description, 2-19
overview, 9-3
assessments
See management assessment, 2-11
attachment template, 14-4
Attachment Template screen, 14-38
attachments
adding, 5-17
adding multiple, 5-18
description, 2-12
document types, 5-15
retiring, 5-21
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Index

revising, 5-20
template, 14-8, 14-9, 14-10, 14-11
using, 5-15
when to use, 5-15
Audit Control Reports page, 13-51
Audit Process Reports page, 13-48
Audit Risk Reports page, 13-54
audit testing
Audit Control Reports page, 13-51
Audit Process Reports page, 13-48
Audit Risk Reports page, 13-54
Audit Testing Reports page, 13-57
introduction, 10-2
starting an audit test, 10-6
starting from a test plan, 10-5
test activity report, 13-10
Audit Testing Reports page, 13-57
Audit Testing tray, 10-7
Audit Testing workflow
description, 2-19
auditing map, 4-3
authentication
Active Directory, A-39
Auto Monitoring, 7-2, 9-11

B

Basics tab
business process, 5-37
management assessment, 9-40
BP Action Item page, 12-9
BP Assertion page, 5-43
BP Control page, 7-12
BP Risk page, 6-6
Business Process page, 5-33
Business Process tray, 5-22
business processes
Active Eval Workflows page, B-19
Active Testing Workflows page, B-16
assertions, 5-6
assessing, 9-12
attachments, 5-15
Business Processes page, 5-24
copying, 4-7
copying to organization path, 4-17
creating, 5-5
description, 2-10
document states, 2-14
introduction, 5-3
life cycle, 5-4
management assessment reviewers, 5-9
managing, 5-1
moving, 4-6

Index -2

new process page, 5-33
retiring, 5-14
reviewers, 5-8, 5-9
revising, 5-11, 5-12
test run, B-5

Business Processes page, 5-24

C

certification
management assessment, 9-14
Certification tab
management assessment, 9-46
child folders
creating, 4-11
Closed Action ltems page, 12-7
Collection Workflows page, 5-29
Completed Management Assessment Workflows
page, 9-18
Completed Testing Workflows page, 10-9, B-15
compliance
failing a process test, B-12
passing a process test, B-11
reviewing data for data collection, 8-10
reviewing tests, B-11
components
see Master Component Library, 14-12
configuration
Add User Defined Fields Page, A-24
Maintain Available Surveys page, A-26
Maintain User Defined Fields Page, A-21
maintaining control labels, A-19
maintaining fiscal periods, A-17
maintaining lists, A-16
tools, A-14
Configuration Administration page, A-14
container processes
adding, 14-13
revising, 14-14
Control Design Assessment page, 9-48
Control Design Assessment Results page, 9-50
control documentation
validating, B-7
Control Evaluation page, 10-16
Control Evaluation Test Cover page, 10-19
control groups
about, 10-2
Active Eval Workflows page, 10-14
Active Testing Workflows page, 10-10
adding to a test plan, 10-2
creating, 10-2
starting an audit test, 10-5
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control labels
managing, A-7
Control Operating Assessment page, 9-53
Control Operating Assessment Results page, 9-55
control owners, A-40
Control page, 7-18
Control Selection screen, 10-18
Control Test page, B-27
controls
assessing controls, 9-10
Audit Control Reports page, 13-51
audit objectives, 7-15
audit types, 7-16
automated testing, 7-2, 9-11
BP Control page, 7-12
complexity, 7-17
Control page, 7-18
Controls tab, 7-10
creating, 7-3
description, 2-11
Exception Control Reports page, 13-71
frequency, 7-16
introduction, 7-2
key, 7-14
Project Management Control Reports page, 13-34
retiring, 7-5
revising, 7-4
type, 7-15
viewing, 7-5
Controls tab, 7-10
management assessment, 9-41
Copy Process (Org Unit) page, 4-31
Copy Process (Single) page, 4-30
COSO
categories, 7-13
Compliance with Applicable Regulations, 7-13
Effectiveness and Efficiency of Operations, 7-13
Reliability of Financial Reporting, 7-13
components, 7-13
Control Activities, 7-13
Control Environment, 7-13
executive dashboard, 13-9
Information and Communications, 7-13
Monitoring, 7-13
Risk Assessment, 7-13
organization, 5-37

D

dashboard

see exective dashboard, 13-6
data

reviewing for compliance, 8-10
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data collection
approving a process, 8-7
approving for compliance, 8-11
contributing data, 8-6
Data Collection workflow, 8-6
for a single business process, 8-5
for multiple business processes, 4-20, 8-4
introduction, 8-2
rejecting a process, 8-7
rejecting for compliance, 8-12
reviewing data, 8-8
reviewing data for compliance, 8-10
reviewing for compliance, 8-10
Data Collection workflow
deleting, 8-12
description, 2-18
overview, 8-2
Directory Search screen
description, 5-49
Doc Level
settings, 14-8
document states
Action Item document, 2-15
business process document, 2-14
description, 2-12
issue document, 2-17
management assessment, 2-16
test document, 2-15
types, 2-12
document types
assertions, 2-10
assessments, 2-11
attachments, 2-12
business processes, 2-10
controls, 2-11
introduction, 2-8
issues, 2-11
maps, 2-9
risks, 2-10
tests, 2-11

E

e-mail, 4-9, 4-33
edit mode

interface, 4-27

using, 4-10
Edit workflow

description, 2-18

overview, 5-11
Edit Workflows page, 5-28
element maintenance, 4-34
Element Maintenance page, 4-34
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Email Message screen, 4-33 Management Assessment tray, 9-16
error screens, 3-6 My Inbox tray, 3-3
Exception Control Reports page, 13-71 Organization tray, 4-24
Exception Issue Reports page, 13-74 page control buttons, 3-10, 3-12
Exception Process Reports page, 13-64 page numbers, 3-12
executive dashboard Reports tray, 13-11
audit test activity, 13-10 sort columns, 3-16
control distribution, 13-9 tabs, 3-10
COSO components, 13-9 Test Plans tray, 10-22
current issues, 13-9 Testing/Monitoring tray, B-13
Heat Report, 13-8 User Preferences link, 3-6
introduction, 13-6 Issue page, 11-19
test activity, 13-10 issues
Executive Tasks tray, 13-6 canceling, 11-9
closing, 11-8
contributing to, 11-7
F creating directly on a business process, 11-4

creating during a test run, 11-6
description, 2-11

document states, 2-17

Exception Issue Reports page, 13-74
executive dashboard, 13-9

filter criteria
using, 3-21

financial map, 4-3

fiscal periods

addingZ A-6 holding, 11-9
managing, A-6 introduction, 11-2
modifying, A-6

Issue page, 11-19

Issues tray, 11-10

Issues workflow, 11-2

Project Management Issues Reports page, 13-39

folders
assigning permissions to users, 4-15
copying structure, 4-14

dele.ting, 4'1,2 resolving, 11-7
moving to different level, 4-16 Schedule Issue Reports page, 13-81
renaming, 4-13 states. 11-2
Issues tray, 11-10
H Issues workflow
description, 2-20
Heat Report overview, 11-2
accessing, 13-8
description, 13-8 K

matrix description, 13-8

home bar, 3-10 key control, 7-14

| L

Inbox page, 3-17

' language
interface selecting preferred language, 3-6, 3-33
Action ltems, 12-3, 12-3 libraries

Audit Testing tray, 10-7 managing, 14-1

basic functions, 3-7 Library Reports page, 13-85
Business Process tray, 5-22 Library tray, 14-39

error screens, 3-6
home bar, 3-10
home page, 3-7
Issues tray, 11-10
Library tray, 14-39

lists
adding to interface, A-4
deleting interface lists, A-5
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modifying interface list contents, A-4
logging in, 3-3
logging out, 3-3

Maintain Available Surveys page, A-26
Maintain Control Labels page, A-19
Maintain Fiscal Periods page, A-17
Maintain User Defined Fields page, A-21
management assessment
Active Management Assessment Workflows
page, 9-19
assessing a process, 9-12
assessing controls, 9-10
assessing risks, 9-11
Assessment dialog box, 9-25
Assessment Selection wizard, 9-38
Basics tab, 9-40
Certification tab, 9-46
certifying an assessment, 9-14
Completed Management Assessment Workflows
page, 9-18
Control Design Assessment page, 9-48
Control Design Assessment Results page, 9-50
Control Operating Assessment page, 9-53
Control Operating Assessment Results page, 9-55
Controls tab, 9-41
description, 2-11
document states, 2-16
failing an assessment, 9-14
introduction, 9-3
Management Assessment Cover page, 9-28
Management Assessment page, 9-31
Management Assessment tray, 9-16
Preparation Management Assessment Workflows
page, 9-21
Process Design Assessment page, 9-65
Process Design Assessment Results page, 9-67
Process Operating Assessment page, 9-69
Process Operating Assessment Results page, 9-71
Process tab, 9-44
Review Management Assessment Workflows
page, 9-24
reviewers, 5-9
reviewing assessment results, 9-13
Risk Design Assessment page, 9-57
Risk Design Assessment Results page, 9-59
Risk Operating Assessment page, 9-61
Risk Operating Assessment Results page, 9-63
Risks tab, 9-43
starting a workflow for a single process, 9-7, 9-25
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starting a workflow for multiple processes, 4-21, 9-8
starting an assessment, 9-6
Survey tab, 9-47
Validation Management Assessments page, 9-22
workflow, 2-19
Management Assessment Cover page, 9-28
Management Assessment page, 9-31
Management Assessment tray, 9-16
maps
assigning permissions to users, 4-15
auditing, 4-3
canceling changes, 4-17
copying business processes, 4-7
copying folder structure, 4-14
creating, 4-4
creating child folders, 4-11
deleting folders, 4-12
description, 2-9, 4-2
edit mode, 4-27
financial, 4-3
moving business processes, 4-6
moving folder to different level, 4-16
opening in edit mode, 4-10
opening in view mode, 4-5
organization, 4-3, 4-25
renaming folders, 4-13
saving changes, 4-16
starting workflows, 4-19
types, 4-2
using in edit mode, 4-10
view mode, 4-3, 4-5, 4-25
Master Component Library
adding a component, 14-15
adding a container process, 14-13
creating a linked document, 14-21
description, 14-12
Library Reports page, 13-85
Library tray, 14-39
Master Component Library page, 14-42
Master Component page, 14-45
Master Library Business Process page, 14-40
retiring a component, 14-18
retiring a linked component, 14-19
revising a component, 14-17
revising a container process, 14-14
revising a linked document, 14-22
synchronizing components, 14-20
template selection, 14-49
Master Component Library page, 14-42
Master Component page, 14-45
master component template, 14-4
master components
adding, 14-15
creating a linked document, 14-21
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retiring, 14-18
retiring a linked component, 14-19
revising, 14-17
revising a linked document, 14-22
synchronizing, 14-20
types, 14-12
Master Process Library
adding components to a master process, 14-26
creating a linked process, 14-29
creating a master process, 14-24
Library Reports page, 13-85
Library tray, 14-39
managing, 14-23
Master Business Processes page, 14-44
Master Process page, 14-47
retiring a linked process, 14-32
retiring components from a master process, 14-27
revising a linked process, 14-30
revising a master process, 14-25
synchronizing processes, 14-32
Master Process page, 14-47
master process template, 14-4
master processes
adding components, 14-26
creating, 14-24
creating a linked process, 14-29
retiring, 14-32
retiring components, 14-27
revising, 14-25
revising a linked process, 14-30
synchronizing, 14-32
matrix
Relational Matrix Reports page, 13-83
Matrix tab
description, 13-5
how to use, 13-5
MCL
see Master Component Library, 14-1
Microsoft Excel
exporting reports to, 13-6
MPL
see Master Process Library, 14-1
multiple attachments, 5-18
My Inbox tray, 3-3, 3-17

O

Open Action Items page, 12-6
organization map, 4-3
Organization tray, 4-24
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page control buttons, 3-10, 3-12
page numbers, 3-12
permissions

assigning to users, 4-15

table, A-29
Preferences page, 3-33
Preparation Management Assessment Workflows

page, 9-21

Preparation Workflows page, 10-11
Process Design Assessment page, 9-65
Process Design Assessment Results page, 9-67
Process Evaluation page, B-25
process management

introduction, 2-3
Process Operating Assessment page, 9-69
Process Operating Assessment Results page, 9-71
Process page, 5-41
Process tab

management assessment, 9-44
process template, 14-3, 14-5
Process Template screen, 14-37
processes

see business processes, 5-1
Project Management Assertions Reports page, 13-26
Project Management Control page, 13-34
Project Management Evaluation Reports page, 13-45
Project Management Issues Reports page, 13-39
Project Management Process Reports page, 13-22
Project Management Risks Reports page, 13-30

R

related document template, 14-7

Relational Matrix Reports page, 13-83

relational reports
Assertions-Risks-Controls Matrix, 13-4
creating, 13-4
Effectiveness Reviews, 13-4
options, 13-3

Released Processes page, 5-25

reports
Audit Control Reports page, 13-51
Audit Process Reports page, 13-48
Audit Risk Reports page, 13-54
Audit Testing Reports page, 13-57
creating a relational report, 13-4
creating a standard report, 13-4
Exception Control Reports page, 13-71
Exception Issue Reports page, 13-74
Exception Process Reports page, 13-64
exporting to Microsoft Excel, 13-6
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Heat Report, 13-8
introduction, 13-2
Library Reports page, 13-85
printing, 13-6
Project Management Assertions page, 13-26
Project Management Control Reports page, 13-34
Project Management Evaluation Reports
page, 13-45
Project Management Issues Reports page, 13-39
Project Management Process Reports page, 13-22
Project Management Risks Reports page, 13-30
Relational Matrix Reports page, 13-83
relational report options, 13-3
Reports tray, 13-11
Scheduling Issue Reports page, 13-81
Scheduling Process Reports page, 13-77
Scheduling Testing Reports page, 13-78
standard reports options, 13-3
Reports tray, 13-11
Retired Processes page, 5-27
Review Management Assessment Workflows page, 9-24
reviewers
adding, 5-8
adding for management assessment, 5-9
revising, 5-13
Risk Design Assessment page, 9-57
Risk Design Assessment Results page, 9-59
Risk Operating Assessment page, 9-61
Risk Operating Assessment Results page, 9-63
Risk page, 6-9
Risk tab, 6-5
risks
assessing risks, 9-11
Audit Risk Reports page, 13-54
BP Risk page, 6-6
creating, 6-2, 6-6
description, 2-10
exposure, 6-7, 6-10
introduction, 6-2
Project Management Risks Reports page, 13-30
retiring, 6-3
revising, 6-3, 6-9
Risk page, 6-9
Risk tab, 6-5
type, 6-8, 6-11
Risks tab
management assessment, 9-43
roles
introduction, 2-3
table, A-29
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Scheduling Issue Reports page, 13-81
Scheduling Process Reports page, 13-77
Scheduling Testing Reports page, 13-78
Search Results page, 3-32
searching
advanced, 3-4
basic, 3-4
Directory Search screen, 5-49
documents, 3-4
Search Results page, 3-32
using additional fields, 3-5
using SQL, 3-5
security
Active Directory, A-39
overview, 3-2
user access, 3-2
Send Email option, 4-9
sort columns, 3-16
SQL
use in searching, 3-5
standard reports
creating, 13-4

options, 13-3
Survey tab, 9-47
surveys

managing, A-13
sychronizing components, 14-20

T

tabs, 3-10

Template Selection page, 14-35

templates
adding a process template, 14-5
adding a process template for attachments, 14-9
adding an attachment template, 14-10
attachment, 14-4, 14-8
Attachment Template screen, 14-38
attachments, 14-9
for new business process, 14-6
introduction, 14-3
managing, 14-1, 14-5
Master Business Processes page, 14-44
master component, 14-4
Master Component Library page, 14-42
Master Component Library Selection page, 14-49
Master Component page, 14-45
Master Library Business Processes page, 14-40
master process, 14-4
Master Process Library, 14-44
Master Process page, 14-47
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process, 14-3
Process Template screen, 14-37
revising an attachment template, 14-11
storage locations, 14-4
Template Selection page, 14-35
types
attachment, 14-3
master component, 14-3
master process, 14-3
process, 14-3
using a related document template, 14-7
using an attachment template, 14-11
test cover, 10-19
Test Cover page, B-21
test instructions
creating for business processes, 7-7
for business processes, 7-6
retiring, 7-9
revising for business processes, 7-8
Test Instructions page, 7-28
Test Instructions tab, 7-26
Test Plan (edit) page, 10-27
Test Plan (new) page, 10-25
test plans
adding, 10-2
editing, 10-27
introduction, 10-2
new, 10-25
retiring, 10-4
revising, 10-3
starting from a test plan, 10-5
Test Plans in State Retired page, 10-23
Test Plans page, 10-22
Test Plans tray, 10-22
test results, B-8
Test Results page, B-29
test run
about, B-5
completing, B-10
failing, B-10
multiple processes test run screen, B-23
revising documentation, B-12
starting for a single process, B-5
starting for multiple processes, 4-23, B-6
Test Cover page, B-21
testing
Active Eval Workflows (for control groups), 10-14
Active Eval Workflows page (for processes), B-19
Active Testing Workflows (for control groups)
page, 10-10
Active Testing Workflows page (for processes), B-16
Audit Testing Reports page, 13-57
business processes, B-2
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compliance reviews, B-11
controls, 7-2, 9-11, B-9
controls in multiple business processes, 10-2
creating test instructions, 7-7
documenting test results, B-8
entering control test results, B-9
failing, B-10
failing a process test, B-12
passing a process test, B-11
performing tests, B-8
Project Management Evaluation Reports
page, 13-45
retiring test instructions for business processes, 7-9
revising test instructions, 7-8
revising test run documentation, B-12
Scheduling Testing Reports page, 13-78
starting an audit test, 10-6
starting from a test plan, 10-5
test instructions, 7-6
Test Instructions tab, 7-26
Testing/Monitoring tray, B-13
validating control documentation, B-7
Testing workflow
overview, B-3
validating control documentation, B-7
Testing/Monitoring tray, B-13
tests
description, 2-11
document states, 2-15
test activity report, 13-10
types of documents
assertions, 2-10
assessments, 2-11
attachments, 2-12
business processes, 2-10
controls, 2-11
introduction, 2-8
issues, 2-11
maps, 2-9
risks, 2-10
tests, 2-11

U

user defined fields
adding, A-9
default interface screens, A-12
deleting, A-11
managing, A-8
modifying, A-10
user preferences, 3-6, 3-33
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Validation Management Assessments page, 9-22
Validation Workflows page, 10-13, B-18
view mode

interface, 4-25

using, 4-3, 4-5

W

workflows
about, 2-17
Action Items, 2-19, 12-2
adding reviewers, 5-8, 5-9
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Assessment, 9-3

Audit Testing, 2-19

Data Collection, 2-18

Edit, 2-18, 5-11

Issues, 2-20, 11-2

management assessment, 2-19

reviewers, 5-8, 5-9

revising reviewers, 5-13

routing processes in a folder for approval, 4-21
starting Assessment for multiple processes, 4-21
starting from maps, 4-19

starting Testing for multiple processes, 4-23
Testing, B-3
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