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Chapter 1

Introducing ACTIVE Access Governor

ACTIVE Governance both documents and enforces business controls, enabling
users to demonstrate regulatory compliance and to promote operational efficiency.
An ACTIVE Governance Platform fulfills the documentary purpose, maintaining a
“control library” in which users describe and catalog controls as well as other items
that establish the business context in which controls exist. The Platform also pro-
vides for the review of control-library items, and for reporting on their status.

Moreover, the Platform serves as a foundation for three modules that provide the
capability to automate the enforcement of controls. One of these modules is ACTIVE
Access Governor, which detects segregation-of-duties conflicts within an organiza-
tion, either preventing them from occurring or uncovering them so that they can be
properly managed. Designed for use with Oracle Applications, ACTIVE Access
Governor identifies conflicts at both the responsibility and function levels.

Users of ACTIVE Access Governor create “segregation-of-duties rules,” each of
which may specify two or more responsibilities or functions that should not be
assigned simultaneously to an individual person. Or, users may gather responsibilities
or functions into “entity groups,” and then define rules identifying two or more groups
that should not be assigned simultaneously to individuals. Users may create rules one
at a time, or upload a set of rules supplied by Logical Apps and adapt them as needed.
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Chapter 1: Introducing ACTIVE Access Governor

Each rule applies one of three “control types” — Prevent, Allow with Rules, or
Approval Required. These determine the action to be taken when an Oracle Appli-
cations user is assigned duties that violate a rule:

A Prevent rule denies access to conflicting responsibilities or functions. When a
user is assigned responsibilities that trigger a Prevent rule, ACTIVE Access Gov-
ernor sets their end dates to match their start dates, thus ensuring there is no
period during which the user has access to conflicting elements.

An Allow with Rules SOD rule permits access to conflicting responsibilities or
functions, provided that other rules, written in LogicalApps AppsForm, mitigate
the conflict by modifying Oracle Applications forms.

An Approval Required rule designates a reviewer who can either accept a conflict
(that is, allow an Oracle Applications user to work at responsibilities or functions
that are known to be in conflict) or reject it.

Once segregation-of-duties rules are defined, an ACTIVE Access Governor user
“generates conflicts” — evaluates Oracle Applications users to note those who are in
violation of rules. ACTIVE Access Governor then lists the conflicts generated by
each rule in a form called User Conflicts. It treats these conflicts in either of two
ways:

A user may have been assigned responsibilities or functions before a rule was
created to define them as conflicting. If so, the User Conflict form displays ap-
propriate status for the conflict: “Prevent” or “Allow with Rules” if the conflict
was generated by a segregation-of-duties rule of either type, or “Pending” if it was
generated by an Approval Required rule. Only a Pending status can be updated: a
reviewer may approve or reject the conflict, either by itself (in an Action History
form) or along with others (in a Mass Update form).

Statuses recorded in these forms, however, do not take effect; instead, they are
logged to ACTIVE Access Governor reports. Administrators would then use in-
formation from the reports to undertake “cleanup” — to make adjustments in
Oracle Applications such as end-dating responsibilities assigned to users affected
by conflicts, or excluding a function from a responsibility in which it conflicts
with another function.

To aid with cleanup, ACTIVE Access Governor enables users to simulate the
effects of remedial actions — changes to the assignment of functions or menus
to responsibilities — and carry out those actions if the simulation shows that
they reduce conflicts.

A user may be assigned responsibilities or functions after a rule is created to
define them as conflicting. In this case, ACTIVE Access Governor automatically
applies end dates if the control type is Prevent. If it is Allow with Rules, ACTIVE
Access Governor automatically removes end dates if at least one AppsForm rule
has been associated with the segregation-of-duties rule (but applies end dates if
not).

If the control type is Approval Required, the responsibility assignment does not
take effect immediately, and ACTIVE Access Governor posts a notification of
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Chapter 1: Introducing ACTIVE Access Governor

the conflict to the designated reviewer’s Oracle Applications home site. Similatly,
when a new user is created, his assignments are analyzed for conflicts, and notifi-
cations are transmitted to designated reviewers.

The reviewer’s response to this notification updates responsibility end dates for
the affected user: For an approval, the end dates are removed, permitting indefi-
nite access to the conflicting elements. For a rejection, the end dates are made to
match the start dates, preventing any access. Moreover, the user’s status is updated
in the ACTIVE Access Governor User Conflicts form.

Starting ACTIVE Access Governor

ACTIVE Access Governor is a web-based application designed to run in Microsoft
Internet Explorer. (It may run in other browsers as well, but only Internet Explorer
is supported.) To start ACTIVE Access Governor:

1
2

6

Open Internet Explorer.

In the Address field, type the URL for your instance of the ACTIVE Governance
Platform, and press the Enter key. (Using standard Windows procedures, you can,
of course, save the URL as a favorite or create a desktop shortcut to the URL.)

A Sign In dialog box appears. Type your user name and password in the appro-
priate fields, and click on the Sign In button.

£ LogicalApps. | ACTIVE Governance

The ACTIVE Governance Platform opens. In it, click on the Segregation of
Duties tab.

A Select Datasource panel prompts you to choose among instances of databases
that store Oracle Applications data, and to which access controls may be applied.
Select a database instance in the list box and click on the Save button.

! LogicalApps. | ACTIVE Governance

| Contral Automatinn JERVSRERNRPEIVETES Accoss Monfor

Home > Belect DataSource

Select SO0 Database Instance |—C1'onseOne— "I

A panel, labeled SOD Rules, opens. The name of the database instance you
selected in step 5 is displayed near the upper right corner. You can select another
database instance: click on a Change link near the upper right corner of the panel
to reopen the Select Datasource panel.
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Chapter 1: Introducing ACTIVE Access Governor

Rights to Features

Each user is assigned a role when his user account is created in the ACTIVE Gov-
ernance Platform. Your rights to features available from the Segregation of Duties
tab depend on the role you have been assigned:

e If your user role is SOD Super User, you have full rights. You can view, create,
and edit SOD rules; view conflicts generated by rules and assign status to them;
view, create, and edit entity groups; create, edit, and view rules that simulate
changes intended to resolve conflicts; run simulation and view results; and run
remediation (put simulated conflict resolutions to actual use).

e If your user role is Author, Manager, or Rule Builder, you have create rights.
These are the same as full rights, except that you cannot run remediation.

* If your user role is Auditor, Executive, System Administrator, or User, you have
view rights. You can open a list of SOD rules, although you do not have access
to configuration details for individual rules. You can view conflicts generated by
individual rules (and their status), but not update status. You can view a list of
entity groups and configuration details for individual groups, but you cannot
create or edit groups. You can view simulation rules and results, but you cannot
create or update the rules, or run simulation or remediation.

Navigational Conventions

As you work with ACTIVE Access Governor, you’ll make repeated use of the fol-
lowing features.

Library Navigator

When you click on the Segregation of Duties tab, ACTIVE Access Governor opens
a panel that displays a list of existing segregation-of-duties rules. From that panel,
rules may be viewed, edited, or created (see page 7).

However, you also have access to an assortment of related tasks, such as generating
conflicts, approving (or rejecting) conflicts en masse, creating entity groups, uploading
“seeded” rules, and others. A “Library Navigator” — a string of links near the top of
the Segregation of Duties Rules panel (beginning with the phrase SOD Rules in the fig-
ure below) — provides access to these related tasks. Click on any of the links to open
screens that support those tasks. The illustration shows a full set of Library Navigator
links; however, you would see only those links that are appropriate to your user role.

%5 LogicalApps. | ACTIVE Governance

Home | Control Library | Control Automation EEEHIGREWGITCECTEIE Access Monitoring | Reporting | Administration

SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups
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Chapter 1: Introducing ACTIVE Access Governor

Breadcrumbs

Once you have selected a link in the Library Navigator and begun to select options
within the panel it opens, ACTIVE Access Governor leaves a trail of “breadcrumbs”
— a string of links to each of the screens you have navigated to reach the screen you
are using, culminating in the title of the current screen. (In the figure below, the trail
of breadcrumbs begins with the word Hoze.) To return to any of the earlier screens,
click on its link.

‘un
e

121 LogicalApps, | ACTIVE Governance

Home | Control Library | Control Automation EEENELSTOTOEUNTEEE Access Monitoring | Reporting | Administration

SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups
Heme > SOD Rules > Add SOD Rules

Lists of Values

In some cases, a field may offer a set of values from which you can select. In these
cases, the field displays an icon that looks like an ellipsis:

(]

When you click on the icon, ACTIVE Access Governor opens a window in which
you can produce a filtered list of values that may be entered in the field:

2} http://summit:8080,onecenter; applications.do?requestMethod=applications&requestField=applic: =15 =]

Feywora: Topat |

Application Implementation
Application Object Library
Application Report Genetator
Applications BIS

Applications Demanstration Services
Culinary Application
Wabile Applications
Show [LIgM| results Result1-7of 7 Page ||

© Copyright, Logical Apps Aetive Contral Suite, 2005  Build 7.0.0.1 Beta 2

E

- |

1 In the Key Word field, type a string of text that matches text a value you want to
select. Or, leave the Key Word field blank.

2 Click on the Search button. ACTIVE Access Governor returns values, the selec-
tion of which depends on your entry in the Key Word field:

e If your Key Word entry includes text but excludes wild-card characters,
ACTIVE Access Governor returns all values that begin with the text string.
For example, if the search string is appli, return values might include Applica-
tion Implementation.

* If your Key Word entry includes a percent sign (%) as a wild-card character
followed by text, ACTIVE Access Governor returns values with the text
string at any position. For example, %appli would return Culinary Application
as well as _Application Implementation.
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¢ If you leave the Key Word field blank, ACTIVE Access Governor returns all

possible values.

3 Among the returned values, click on the one you want; ACTIVE Access Gover-
nor closes the search window and inserts the selected value in the LOV field.

Sorting and Selecting Items in Lists

Several panels in ACTIVE Access Governor present lists of items — for example, of
segregation-of-duties rules, conflicts generated by a rule, or function or responsibility

groups:
SO0D Rules

Entity Type
Enter Journal * Post Journal Function

lrvaice ws Inwoice Approval Function
Lease & Asset Categories Function
Receipts & Sales Orders Function
[Eunpliervs. Pavrments Function

IGLvs. Payables Group - Function

Entities

FastJournals, Enter Journals

Payables Group, GL Group

Invoices, Invoice Approvals

Asset Categories, Lease
Receipt, Sales Orders
Fayments, Suppliers

| Results

Result 1-60of 6

Page M| of 1

Each of these lists implements the following conventions:

View User
Control Type Priority Conflict
Approval Reguired
Approval Reguired
Approval Reguired
Allow with Rules
Prevent
Approval Reguired

* In the header row, some column headings are underlined. Each of these is a sort
column. When you click on one of these headings, the contents of its column are
arranged in alphanumeric order; the values in other columns are arranged appro-
priately so that records remain intact.

¢ In the footer row, you can select a number in the Show Results list box to deter-
mine how many rows the list displays at once. The list entries are divided into
pages, each of which consists of the number of rows you’ve chosen to display.
To move to another page than the one currently displayed, click on its number in
the Page list box. Or, click on the Next Page or Previous Page link, each of
which is present only if there is a next or previous page to go to.
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Chapter 2

Defining Segregation-of-Duties Rules

When you click on the Segregation of Duties tab, ACTIVE Access Governor opens
a panel that lists summary descriptions of existing segregation-of-duties rules — for
each, its name, the type of entity it sets in conflict (responsibility, function, or group of
cither), the actual items it defines as being in conflict, its control type, its priority (with
respect to other rules), and whether any Oracle users possess work assignments that
violate the rule:

Tasks (0) | Profile | Sign Out | Help
ogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation [T TRV Access Monitoring | Reporting | Administration

50D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > SOD Rules

50D Rule: Entity Typs Erttities Control Type Priority: Approvar:

[T =0 a1 |

50D Rules

View User
Entity Type Entities Control Tvpe i Conflict
BuverRequester Responsibility  Purchasing Requester, Purchasing Buyer Approval Required
Inventor PO Function Master ltems, Purchase Orders Allow with Rules
Payables Function Payments, Invoices, Invoice Appravals, Suppliers Prevart
PuchSU*Paytlgr Responsihility Payahles Manager, Purchasing Super User Approval Required
Show EIAd| Results Result1-4of 4

Add 50D Rule

From this panel, you can view details of, add, or edit rules. Ot, you can select Library
Navigator links to upload “seeded” rules from an Excel spreadsheet, create entity
groups for use in rules, or create global subscribers — data groups, submenus, func-
tions, operating units, or users who are exempt from rules.

User's Guide: ACTIVE Access Governor 7.0 7



Chapter 2: Defining Segregation-of-Duties Rules

Filtering the Display of SOD Rules

In the SOD Rules panel, you can limit the display to entries that satisfy filtering criteria:

1 Specify filtering criteria by entering complementary values in any combination of
the fields that run horizontally above the list of elements:

SOD Rule: Type a full SOD-rule name to display the single rule bearing that
name. Type a fragment to display all rules whose names contain the fragment.
Or, leave the field blank to display rules of any name.

Entity Type: Select Function, Responsibility, Group—Function, or Group—
Responsibility to find rules defining conflicts in the entity you select. Or select
All to see rules for all types.

Entities: Use this field only if you selected Function or Responsibility in the
Entity Type field. Type the name of a function or responsibility to find rules
in which that entity is set in conflict with another. Type a text fragment to dis-
play rules involving entities whose names contain the fragment. Or, leave the
field blank to search for rules involving any functions or responsibilities.

Group: Use this field only if you selected Group—Function or Group—Respon-
sibility in the Entity Type field. Type the name of a group to find rules in which
that group is named as a base or conflicting entity. Type a text fragment to
display rules involving groups whose names contain the fragment. Or, leave
the field blank to search for rules involving any functions or responsibilities.

Control Type: Select one of the control types (Prevent, Allow with Rules, or
Approval Required) to search for rules of that type. Or select All to search
for rules of all types.

Priority: Type a priority number to search for rules at that priority, or leave
the field blank to search for rules at any priority.

Approver: Type the full name of a workflow role to find rules for which that
role is the designated conflict approver. Type a text fragment to find rules for
which the names of the designated conflict approvers contain that fragment.
Or leave the box blank to see rules for which anyone is a designated approver.

2 When you finish specifying filtering criteria, click on the Filter button.

To discard filtering criteria and redisplay all SOD rules, click on the Clear button.

Creating SOD Rules Manually

To create a segregation-of-duties rule, click on the Add Rule button in the SOD
Rules panel. An Add SOD Rules panel opens (as shown at the top of the next page).

Starting the Rule

Begin to create the rule by naming it and selecting the items it sets in conflict:

1 Type a name for the rule in the SOD Rule field.

User's Guide: ACTIVE Access Governor 7.0



Chapter 2: Defining Segregation-of-Duties Rules

. Tasks (0) | Profile | Sign Out | Help
=21 LogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation ESTIENELIRTGDITICEN Access Monitoring | Reporting | Administration

SO0D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > SOD Rules > Add SOD Rules

SOD Rule [

Entity Type Function - Application
Avallable Entities Selected Entities

Control Type Approval Reguired » Approver |
Priority
Start Date 27-Jan-2006 06:19 PM  frz] End Date =

Reason |

¥ Same Operating Unit
¥ Same Set of Books

2 Make a selection in the Entity Type list box. To define a conflict between indi-
vidual items, choose Responsibility or Function. To define a conflict between
entity groups, choose Group—Responsibility or Group—Function.

3 Choose the first of the items you want to include in a conflict definition.

* If you chose Responsibility in the Entity Type list box, select an application
in the Application list of values. The Available Entities field then displays the
responsibilities that belong to the application you chose. Click on the one
you want, and then on the > button to move it to the Selected Entities field.

* If you chose Function in the Entity Type list box, use the Application field to
select either an application or the value No _Associated Application. The Available
Entities field displays functions belonging either to the application you chose
ot to no application. Click on the function you want, and then on the > but-
ton to move it to the Selected Entities field.

e If you chose Group—Responsibility or Group—Function in the Entity Type
list box, the Available Entities field displays a list of entity groups configured
for your system (see page 12). Click on the one you want, and then on the >
button to move it to the Selected Entities field. In this case, the Application
list of values does not accept input.

If you wish to rescind a selection, click on an entry in the Selected Entities field,
and then click on the < button to return it to the Available Entities field.

4 Choose any number of conflicting items; for each, use the process described in
step 3.

* The conflicting items you select must be of the same type as the original item.

e If you are selecting an individual responsibility or function, you need to select
its application only if the new item belongs to a different application than the
preceding one; otherwise the appropriate application is already selected.

User's Guide: ACTIVE Access Governor 7.0 9
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10

When you select an entity type, and so load items into the Available Entities field,
ACTIVE Access Governor presents a count of the items. It appears above the Avail-
able Entities field, next to a Filter Entries button.

Entities [_Filter Entibes__| (Total Count: 17342)

Concurrent Requests: View i’
MNawvigator: Disahle Multifarm

Bills of Material: Delete

Bills of Matetial LeadTime

Routings: Delete =l

If the count exceeds 1,000, you should filter the items in the Available Entities field;
otherwise, performance may suffer. To filter the items:

1 Click on the Filter Entities button. An Explorer User Prompt dialog appears.

2 In the text box on the dialog, type the first few letters of the name of the item

you want to select. (For example, type Pur for the Purchases function.) Click on
the OK button.

3 The dialog closes, and the Available Entities field displays only those items
whose names begin with the letters you typed.

Finishing the Rule

To complete the SOD rule, select a control type, approver, and other remaining values:

1 In the Control Type list box, select the control type you want to apply to the rule
— Prevent, Allow with Rules, or Approval Required. (See page 2 for definitions
of these control types.)

2 In the Priority field, type a number from 1 to 10. This sets the priority by which
conflicts generated by the SOD rule are listed in reports, with respect to conflicts
generated by other rules. (The value 7 sets the highest priority.)

3 In the Approver list of values, select the workflow role that is to set the status of
individual conflicts generated by the SOD rule. Although status can be set only
for conflicts generated by Approval Required rules, you must select an approver
for every rule, regardless of control type.

For the Approver LOV to offer an up-to-date selection of workflow roles, run a
background program, called LAA Populate WF Roles Table, each time new roles
are added in Oracle Applications. See “Running Background Programs” (page 41).

4 The Start Date field is set to the date and time at which you create the rule, and the
end date field is blank. Retain these values to have the rule take effect immediately
and remain in effect indefinitely. Or select a new start or end value: Edit the date
and time manually in either field (use the format DD-Mon-YYYY Hr:Mn:S¢). Or click
on the icon next to a field and select a date in the pop-up calendar that appears.

5 In the Reason box, type an explanation of the business risk addressed by this rule.

6 Sclect the Same Operating Unit check box to have the rule apply only within
individual operating units. Select the Same Set of Books check box to have the
rule apply only within individual sets of books. Clear the appropriate check box
to have the rule apply across operating units or sets of books.

7 Save the rule: Click on the Save button at the bottom right. The SOD Rules
panel reappears, with a listing for the new rule.

User's Guide: ACTIVE Access Governor 7.0



Chapter 2: Defining Segregation-of-Duties Rules

Linking the SOD Rule to AppsForm Rules

If you assigned the Prevent or Approval Required control type to a segregation-of-
duties rule, you have finished creating it (and so can skip this section). If you selected
the Allow with Rules control type, you must link this SOD rule with one or more
AppsForm rules:

1 In the SOD Rules panel, click on the name of the rule. An Edit SOD Rules panel
opens, displaying the values you configured for the rule. The panel also displays
an AppsForm Rule button near the bottom center:

Prineity fi

Start Uata 12-Dac-2005 End Data ]
Faraasan 03 Wwilh suplier capabliey should have =] 7 Same Operating Uni
read-only access o Pos ¥ = il s
¥ Saamu: S i
[ Cancel | Copy SO0 Rule AppsForm Rules save |

1 LogicalApps, | ACTIVE Governance

Homa | Control Libeary | Control Automation JESRIEHHITEANUTEEE Accass Mononing m Adiminisiration

SO0 Fulies | Sudation | Glubal Substribes | Mass Undate | Suboil Puogeoen | Views Sabmitied Progom | Enfity Grougs
Hame > 80D Rules > Edit 80D Rules » AppsForm Rules

[Enforcement Name Irrveniory* o

AppsForm Rk

Comiants Craation Date
30-Jam-2006 11:39 AN

3 Click on the Add Row link and complete fields in the row you create:

* In the AppsForm Rule list box, select a rule that addresses the conflict.
Obviously, an appropriate AppsForm rule would have to have been created
prior to the configuration of this SOD rule.

* In the Comments box, type a comment explaining why the AppsForm rule is
being attached to the SOD rule.

* The Creation Date field displays by default the date on which you establish a
link between the AppsForm rule and SOD rule. You cannot change it.

4 Optionally, repeat step 3 any number of times to associate any number of addi-
tional AppsForm rules with the SOD rule.

5 C(lick on the Save button. Click on the SOD Rules link in the “breadcrumbs”
trail to return to the SOD Rules panel.

Viewing, Editing, and Copying SOD Rules

You can review the configuration details for any existing rule, edit some of those
details, or copy the rule as a starting point for creating a new rule. Simply click on the
name of the rule in the SOD Rules panel to open the Edit SOD Rules panel.

User's Guide: ACTIVE Access Governor 7.0 11
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You can edit only the following elements of a rule: the priority, reason, approver, end
date (if it has not already passed), and the settings of the Same Operating Unit and
Same Set of Books check boxes. If the control type is Allow with Rules, you can add
AppsForm rules to the SOD rule; you cannot delete those already assigned (although
you can inactivate them in AppsForm).

If you click on a Copy SOD Rule button (at the bottom center of the Edit panel), a
Copy SOD Rules panel opens. It’s functionally identical to the Add SOD Rules panel,
except that it takes the following values from the rule you copied: entity type, selected
entities, control type, priority, approver, start and end dates, and the same operating
unit/set of books settings.

To create a new rule, supply a new name in the SOD Rule field and edit the remain-
ing fields as you wish. Use the procedure described in “Creating SOD Rule Manually”
(page 8). You can add to or remove the responsibilities, functions, or groups you in-
herited from the rule you copied, but you cannot change the entity type.

Working with Entity Groups

12

You can collect responsibilities or functions into “entity groups.” Then, using the
Group—Responsibility or Group—Function entity type as you define SOD rules, you
can identify two or more groups that should not be assigned simultaneously to indi-
vidual Oracle Applications users. In such a rule, each item (responsibility or function)
in a group is considered to conflict with every item in other groups named in the rule
(but not with items in its own group). A group may contain a single item, or a num-
ber of items whose names constitute a comma-delimited text string of up to 4,000
characters.

Creating Groups

To create an entity group:

1 Click on Entity Groups in the Library Navigator. An Entity Groups panel then
displays entries for all existing groups.

2 C(lick on the Add Entity Groups button near the bottom center of this panel. An
Add Entity Groups panel appears (as shown at the top of the next page).

3 Type a unique name for the group in the Group Name field.

In the Group Description field, type a brief explanation of the group. (For
example, explain the organizing principle by which functions or responsibilities
are included in the group.)

5 The Start Date field is set to the date and time at which you create the group, and
the end date field is blank. Retain these values to have the group take effect im-
mediately and remain in effect indefinitely. Or select a new start or end value: In
either field, you can edit date and time manually. Or, to set a date, click on the
icon next to a field and select a date in the pop-up calendar that appears.
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$# LogicalApps. | ACTIVE Governance

b | Contiol vy | TN Sisgrogation of Duies

Homa > Entity Groups > Add Entity Groups

Geuup Nare
Group Description

Start Uate 30-Jon 2006 11:43 AM ] T &=
Emtiry Type: Function 'I

Application |

susate couves [ Tar ]

6 In the Entity Type list box, select Function or Responsibility.

7 Choose the items you want to include in the group. It may contain functions or
responsibilities, but not a mixture of the two.

¢ If you chose Responsibility in the Entity Type list box, select an application
in the Application list of values. The Available Entities field then displays the
responsibilities that belong to the application you chose. Click on the one
you want, and then on the > button to move it to the Selected Entities field.
A group can contain responsibilities belonging to any number of applica-
tions. To gain access to a responsibility not currently displayed in the Avail-
able Entities field, select its application in the Application list box.

¢ If you chose Function in the Entity Type list box, use the Application field to
select either an application or the value No Associated Application. The Avail-
able Entities field displays functions belonging either to the application you
chose or to no application. Click on the function you want, and then on the
> button to move it to the Selected Entities field. A group can contain func-
tions belonging to any number of applications, or some that belong to appli-
cations and others that don’t. To gain access to a function not currently dis-
played in the Available Entities field, select its application or the No Associated
Application value in the Application list box.

If you wish to rescind a selection, click on an entry in the Selected Entities field,
and then click on the < button to return it to the Available Entities field. More-
over, the Available Entities field works here as it does in the Add SOD Rules
panel — it displays a count of the items it contains. When the count exceeds
1,000, you should filter the items (see page 10).

8 When you finish selecting responsibilities or functions, click on the Save button.
Once a group is saved, only its name, description, and end date can be changed.

Viewing Groups

After you save a group you have created, the Entity Groups panel reappears, adding
a listing for the new group to its display. The listing for each group displays its name,
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14

the entity type of its members, its description, and its start and end dates. Listings are
alphabetized by group name.

sum Tasks (0) | Profile | Sign Out | Help
252 LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation SNEUTR NN Access Monitoring | Reporting | Administration

SOD Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View: Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups

Entity Groups:

Group Name Entity Type Description Start Date End Date
GL Group Function General Ledger Group 18-Jan-2006 11:41 AM
Mew Group for Test Function Demo Test 18-Jan-2006 04:21 PM
Payahles Group Function Group of Payalles Functions 18-Jan-2006 11:50 AW

Show LEIM| Results Result 1-30f3 page [JIM| of 1

From this panel, you can view the configuration details for a group, including the
responsibilities or functions that belong to it, by clicking on either of two links in its
listing. One of the links enables you to edit some of those configuration details; the
other enables you to copy the group as a starting point for creating a new group.

Editing Groups

To edit a group, click on its name in the Entity Groups panel. An edit panel opens:

Tasks (1) | Profile | Sign Out | Help
ogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Automation ESHIEETNIYIVETEE Access Monitoring | Reporting | Administration

S0D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups > Edit Entity Groups

Group Name Payables Group
Group Descrintion  [Group of Payables Functions ﬂ

Start Date 18-Jan-2006 11:60 AM End Date )

Entity Type Function

[Entities Application
nvice Approvals Payables
Invaice Approve Payahles
Payments Payables
Invaice Match Payables

Although you can view all the elements that make up the group, you can edit only
the group name, description, and end date. (For each, click in the appropriate field
and enter a new value). The group name can be edited only if the group has not yet
been used in a rule; once the group has been, the group name field becomes read-only.
You cannot add responsibilities or functions to, or remove them from, the group.

Copying Groups

To view a read-only display of the configuration details of an entity group, or to copy
the group, click on its View link in the SOD Groups panel. A view panel opens; it’s
very similar to the edit panel, except that all of its fields are read-only and it includes
a Copy button near its bottom center:
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Tasks (0} | Profile | Sign Out | Help

EE LogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation EEEEIENETLTNEVITEE Access Monitoring | Reporting | Administration

50D Database Instance: -
SOD Rules | Si ion | Global i | Mass Undate | Submit Program | Yiew Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups > View Entity Group

Group Name Payahles Group

Group Description  Group of Payables Functions

Start Date 18-Jan-2006 11:50 AM End Date
Entity Type Function

Entities Application
Inwice Approvals Payables
Invaice Approve Payables
[Payments Payables
Invoice Match Payables

[copy Entity Group |

When you click on the Copy Entity Group button, a Copy Entity Groups panel
opens; it’s functionally identical to the Add Entity Groups panel. However, its
Selected Entities field contains the responsibilities or functions selected for the
group you copied (and its Entity Type field is set appropriately to Responsibility or
Function).

tun Tasks (0} | Profile | Sign Out | Help
222 LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation EESBEEIGITDINUEE Access Monitoring | Reporting | Administration

S0D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups > View Entity Group > Copy Entity Groups

Group Name
Group Description ﬂ

Start Date 30-Jan-2006 1153 AM  [53] End Date e

Entity Type Function
Application

Auailable Entities Selected Entities

Inwvoice Approvals
Invoice Approve
Payments

Invoice Match

To create a new group, complete the remaining fields; use the procedure described in
“Creating Groups” on page 12. You can remove responsibilities or functions you in-
herited from the group you copied, or you can add to them. However, you cannot
change the entity type

Creating Global Subscribers

You can specify submenus, functions, data groups, operating units, and users who are
exempt from SOD rules. Such exclusions can ensure that query-only access to Oracle
Applications features does not trigger rules, even when standard access to the same
features would. Or they may avoid the generation of conflicts that need not be tracked.

Items designated for exclusion (or, in one case, inclusion) are called global subscrib-
ers. To select them, click on the Global Subscribers link in the Library Navigator.
Then, in a Global Subscribers panel, click on the link for a subscriber type.
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Operating Units

You can select operating units either to be included in, or excluded from, SOD rule
processing. These selections apply to operating units assigned to users, responsibili-
ties, applications, or sites through use of the MO: Operating Unit profile option in
the system administrator responsibility. The option may be set simultaneously at any
or all of these levels, and the active setting is the one at the most narrowly focused
level (first user, then responsibility, then application, then site).

1 In the Global Subscribers panel, click on the Include Operating Units link or the
Exclude Operating Units link:

s L6k ) | Broflle | Hala
#22 LogicalApps. | ACTIVE Governance

Welcome:, Muzin Clementi

Homsa | Contral Liirary | Control Automation JelEEEURIGRHETZE Accass Mositoning | Regortmng | AOministr stion

ibers | Ma3s Unitate | Sukmit Eronram | Yisw. Submitied Promram | Entite Grosms
Home > Global Subscribers

iclude Opar ating Unit

Frogroas Adminisiration

Frogress FR

PRU-Vislon Pracess Indusiries (UG}
Misian Argoninag

Frnges Hiin Risnimis

[ Cancel |

2 C(lick on the Add Row link. A new row appears, displaying a list box:

Frllun‘:::: Hurman Resouroes

FRL-Visson Frociss Industnes (LS)
|ﬁngre39 Administration —
Fronriss Cansda

Frogress OE

Frogress PR

Fronriss Financ

Frogress Human Resources

Frogress Special Ong hd

3 In each row you create, select an operating unit. It is permissible for entries to
exist in both the Include and Exclude panels, but entries should be active (see
the next step) in only one panel at a time.

4 Select or clear the Active check boxes at the right of the entries:

If Active check boxes are selected in the Include panel, the corresponding
operating units are eligible for rule processing and all others are excluded.

If Active check boxes are selected in the Exclude panel, the corresponding
operating units are excluded from rule processing, and all others are included.

Do not select Active check boxes simultaneously in both panels.

5 C(lick on the Save button.

Submenus

A submenu under one menu may provide query-only access to functions, even
though the same submenu under another menu provides write access to the same
functions. A rule that includes such a function would trigger conflicts for all instances
of the function — rightly if a user has write access, but falsely for query-only access.
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To exclude the query-only functions from rule processing, create submenu subscribers:

1 In the Global Subscribers panel, click on the Exclude Submenus/Functions link.
Then click on its Add Row link:

I’
LogicalApps, | ACTIVE Governance

Waslcnme, Musin Chiamenti

| e | Cosra Libeary | Controd utounation [ o R Ll Actarss: Monitming | Reparting | Administation |

Homa > Global Subscribers

inciude Opecating lints. | Exclude Operating Unils | Fxcluda Submanus Functions | Ex) ata Groups | Exchud Lsers

Suahermens Furnction Neamer D ipion
f-0'G Mobda Applications Furcsion ADT Noady Managar - Mokia ADS Maotity Manager - Moblle ADS ooty Managsr - Mobite Applications
[OTA Ceneralized Test Plaver Menu Submeny MP Test Center NP Test Center Number Portabiliy Test Center Menu

J [Sutmenu =] |

[ Cancel |

2 Make selections in the Menu, Entity, and Submenu/Function fields. ACTIVE
Access Governor supplies corresponding values in the Name and Description
fields. This exclusion feature recognizes only direct parent-child relationships:

e To exclude a submenu, select Submenu in the Entity list box. Then specify
the submenu and its immediate parent menu in the Submenu/Function and
Menu fields. To exclude a submenu is to exclude all functions on that submenu.

* To exclude a function, select Function in the Entity list box. Select the func-
tion and its parent submenu in the Submenu/Function and Menu fields.

3 Select the Active check box to exempt the query-only instance of the function or
functions from SOD rules, while leaving write-enabled instances subject to rules.
Or, clear the check box to deactivate the exemption.

4 (Click on the Save button.

Data Groups

ACTIVE Access Governor includes the capability to evaluate SOD rules against data
groups. To eliminate false conflicts that can occur when custom responsibilities are
assigned to query-only data groups, you can exempt data groups from rule processing:

1 In the Global Subscribers panel, click on the Exclude Data Groups link. Then
click on its Add Row link:

+un
P

Tasks {0) | Profile | Sian Out | Help
=22 LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation BEEFIEEGITVIVIEEE Access Monitoring | Reporting | Administration

SOD Rules | Sii | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups

Home > Global Subscribers

include Operating Units | Exclude Operating Units | Exclude SubmenusFunctions | Exclude Data Groups | Exclude Users

Data Group Description
Standard Standard Data Group

Multiple Reporting Currencies Wultiple Reporting Currencies Data Group
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2 In the Data Group list of values, select the group that is to receive the exclusion.

If a description was written when the group was created, it appears by default in
the Description field. If no description was written, the field remains blank. The
Description field does not accept direct input.

3 The Active check box is selected by default. Leave it selected for the exclusion to
take effect. Clear it (click on it so that no check mark appears) to reserve an ex-
clusion for the group, but not have it take effect at present.

4 C(Click on the Save button.

Users

You can exclude individual users from SOD rule processing:

1 In the Global Subscribers panel, click on the Exclude Users link. Then click on
its Add Row link:

Tasks (0) | Prafile | Sign Out | Help

£ LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation JEESUSTIMETINTSN Access Monitoring | Reporting | Administration

SOD Rules | Si ion | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude SubmenusFunctions | Exclude Data Groups | Exclude Users

User Description
IPALMER Jim Palmer, Administrator

l []

2 In the User list of values, select the ID of the user who is to receive the
exclusion.

If a description of the user was written when the user ID was created, it appears
by default in the Description field. If no description was written when the user
ID was created, the field remains blank. The Description field does not accept
direct input.

3 The Active check box is selected by default. Leave it selected for the user exclu-
sion to take effect. Clear it (click on it so that no check mark appears) if you want
to reserve a user exclusion for the user, but not have it take effect at present.

4 (Click on the Save button.

When you are finished creating global subscribers, click on the SOD Rules link in the
“breadcrumbs” trail to return to the SOD Rules panel.

Uploading SOD Rules from a Spreadsheet

18

Rather than create SOD rules one at a time, you can select rules in a Microsoft Excel
spreadsheet, edit them to contain values appropriate for your site, and then upload
them all at once. Before you start, be sure you have created approval groups if you
intend to designate them as conflict approvers for the rules you upload. You also
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need to know the name of the ODBC driver that enables you to connect to your
Oracle system.

To prepare the spreadsheet for uploading:

1

Open the LA_SOD spreadsheet.

Entity User Funetion Conflicting Conflicting Funetion

Conflict Name Application Control Type  Approver F
Tepe BR Name Application Display Name L =
Buyers should net process their oun
Reauisiions Parchaze Orders Fuction  Oracle Purchasing Requisitions  Oracle Purchasing Purchase Orders Approval Required process sontols.
SYSADMIN
Buyers should not process their oun
Requisiion Summary'Purchase Orders | Function  Oracle Purohasing Requisition Sumn Oracle Purchasing Purchase Orders Approval Required process contols.
SYSADMIN
Buyers should not process their oun
Fquisitions'PD Sunmary: Creste New PO | Function  Oracle Purchasing Requisitions  Oracle Purchasing PO Summary: Create NewPD  Approval Required process contols.
SYSADMIN
Buyers should not process their oun
Feuisitions Relsazes Fusction  Oracle Furchasing Requisitions  Oracle Purchasing Releases Prevent process contols.
SYSADMIN
Buyers should not process their oun
Feuisition Summary'PO Summary: Greate N Function  Oracle PUtohasing Requisition Sumn Oracle Purchasing PO Summary: Create New PO Prevent process contols.
SYSADMIN
Buyers should not process their oun
Feaisition Summary Relsazes Fusction  Oracle Furchasing Requisition Sumn Oracle Purchasing Releases Prevent process contols.
SYSADMIN
Buyers should not process their oun
RequisiionsAutoCrente Dncuments | Function  Oracle PUtohasing Requisitions  Oracle Purchasing AuteCreate Documents Prevent process contols.
SYSADMIN
Buyers should not process their oun
Feuisition Summary" AutaCreats Docunen{ Function  Oracle FUtohasing Requisition Sumn Oracle Purchasing AuteCreate Documents Bllow with Files process contols.
SYSADMIN
Rleceiuing personnel should never hs
PO Summary: Create Mo PO'Rleceipts | Function  Oracle PUrchasing PO Summary: Cre Oracle Purchasing Receipts Bllow with Files orders or to change receiuing contro
sysammny have the abilty o do anyreceiving or
Receiving personnel should never he
Reloszas Rceipte Fusction  Oracle Purchasing Releases Oracle Purchasing Receipts Bllow with Fiules orders or ta change receiving cantro
sysaomny  have the ability 1o do any receiving ar
Receiving personnel should never he
AutaCrests Documante™Raceipts Fusction  Oracle Furchasing AutoCreate Doeu Oracle Purchssing Receipts Bllow with Fiules orders or ta change reoeiving oantro

2

SYSADMIN have the ab\lit.! t? do alr.\y !eceiving ?r

In the upper left corner of the Access Load Values sheet, provide the ODBC
driver name, connect string, Apps user name, and Apps password.

Click on the Update Data button. The spreadsheet is populated with up to 65,536
rows of SOD rule data. (Owing to Excel limitations, this is the maximum num-

ber possible.)

Review the rules and select those you want to upload: In the Load column, select
Y for rules you want or N for those you don’t want.

Edit values in the following columns as appropriate for the rules you are upload-
ing: Control Type, Approver, Reason, Same Operating Unit, and Same Set of
Books. (Note that if the Same Operating Unit or Same Set of Books value is null,
the upload operation will fail.) You cannot change the values in other columns.

In particular, SYSADMIN is the default conflict approver for all SOD rules. For
each rule, change this value to an appropriate approver.

On the Tools menu, click Create CSV for AppsAccess. In response to prompts,
enter a file name (of 30 or fewer characters) and location (which, in conformance
with UNIX conventions, must end in a slash). Click OK to save the file.

Note
/ The Create CSV for AppsAccess option appears in the Excel Tools menu

~

only if the macro security level for Excel is set to low. To effect this setting,
click on Tools in the Excel menu bar, then on Options in the Tools menu.
In the Options window, click on the Security tab. In the Security panel, click
on the Macro Security button. A Security window opens; in its Security
Level panel, click on the Low radio button. Then close the Security and
Options windows — click on the OK button in each.
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To deploy the CSV file you’ve prepared, log on to the database server as an admin
user and upload the file to the UTL directory. Then run the Load SOD Conflict

Rules background program; for the procedure, see “Running Background Programs”
on page 41.
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Generating and Reviewing Conflicts

Once SOD rules are defined and saved, the next step is to generate conflicts — to
have ACTIVE Access Governor search users’ work assignments for violations of the
rules. In a User Conflicts form, you can then view a list of conflicts generated by each
rule, together with the user affected by each conflict and its status.

For conflicts generated by Prevent or Allow with Rules SOD rules, the status is set to
Prevent or Allow with Rules, respectively, and stays that way. For Approval Required
conflicts, status begins at Pending; the approver designated in the rule can update the
status to Approved or Rejected, either one conflict at a time in an Action History
form or any number at once in a Mass Update form.

However, the assighment of status in either of the Action History or Mass Update
forms does nothing more than add information to reports. It neither grants, denies,
nor prevents access to conflicting responsibilities or functions. The actual enforce-
ment of SOD rules is carried out in either of two ways (which are described briefly as
follows, but discussed in detail in Chapter 4):

* Some users will have been given access to functions or responsibilities before a
rule was created to define them as conflicting. For these conflicts, administrators
use information from ACTIVE Access Governor reports to implement status
decisions manually in Oracle Applications.

*  Other users may provisionally be assigned responsibilities or functions after a
rule is created to define them as conflicting. For these conflicts, ACTIVE Access
Governor adds functionality to the Oracle Users form so that SOD rules are
applied automatically as responsibilities are assigned to users.
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Generating User Conflicts

When you generate user conflicts, ACTIVE Access Governor evaluates all SOD rules
that have been saved and produces a “snapshot” — a set of conflicts existing at the
current moment, as distinct from other sets of conflicts generated at past moments.
With each new snapshot, ACTIVE Access Governor saves the previous snapshot to
an archive table.

Thus rules may be added or edited, but the existing snapshot reflects the way rules
were configured the last time conflicts were generated, and will continue to do so
until the Generate User Conflicts process is run again. So you should generate user
conflicts whenever SOD rules change.

To generate user conflicts, run the Generate User Conflicts background program.
For the procedure, see “Running Background Programs” on page 41.

Viewing User Conflicts

In the list of rules displayed by the SOD Rules panel, a View link appears in the
View User Conflict column for each rule that has generated conflicts in the most
recent snapshot. The View User Conflict column is located all the way to the right:

Tasks (0) | Profile | Sigh Out | Help
ogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation ESHIETETIEIVITEE Access Monitoring | Reporting | Administration

SOD Datahase Instance: -
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > 50D Rules

50D Rule Enfity Type: Entities: Cortrol Type: Priority Approver

£ = | N = |

SOD Rules
View User
Entity Type Entities Control Type fori Conflict
[BuverReduesster Purchasing Requester, Purchasing Buyer Approval Required
lventory*P Function Master ltems, Purchase Orders Allowe with Rules
Pavables Function Paymens, Invoices, Invoice Approvals, Suppliers Prevent
[PuchSU*Payar Responsibility Payahles Manager, Purchasing Super User Approval Required
show JEIM| Results Resuft 1-40f4

Add SOD Rule

To review the conflicts for a rule, click on its View link. A User Conflicts panel opens:

Tasks (0) | Profile | Sign Out | Help
LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Automation EEERICREWWEUENUIEE Access Monitoring | Reporting | Administration

50D Database Instance: -
S0D Rules | Simulation | Glohal Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Chanpe

Home > SOD Rules > User Conflicts

0D Rule: BuyerReguester
ntity: Purchasing Requester, Purchasing Buyer
in Date: Jan 30, 2006 Entity Type: Respansibility

User MName: Responsibility: Conflicting Responsibility: Status
All

User Hame Responsibilit Conflicting Responsibility Status
[DSCARLOTTI Purchasing Buyer Purchasing Requester Pending
“CORRELLI Furchasing Buysr Purchasing Requester Pending

Show I results Result 1. 20f 2 Page LI of 1
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Initially, this panel displays information about the rule that has generated conflicts, as
well as a set of filtering fields. The panel lists conflicts only after you use the filtering
mechanism to determine what conflicts you want to see. To see all conflicts for the
rule, make no selections in the filtering fields, and then click on the Filter button. To
limit the display of conflicts, enter complementary values in any combination of the
filtering fields, and then press the Filter button:

¢ User Name: Type the full username of a user to see conflicts associated with that
user, or type a text fragment to see conflicts associated with users whose names
contain the fragment.

*  Responsibility: Type the full name of a responsibility to see conflicts in which
your selection is the “base” responsibility, or type a text fragment to display con-
flicts generated by rules for which the base responsibility name includes the frag-
ment. A base responsibility is the first of two that are in conflict, or the one con-
taining the first of two functions that are in conflict. For a rule that includes more
than two responsibilities or functions, the search identifies pairs of responsibilities
for which conflicts exist, and returns those for which this is the first responsibility.

¢ Conflicting Responsibility: Type the full name of a responsibility to see conflicts
in which your selection is the “conflicting” responsibility, or type a text fragment
to display conflicts generated by rules for which the conflicting responsibility name
includes the fragment. A conflicting responsibility is the second of two that are
in conflict, or the one containing the second of two functions that are in conflict.
For a rule that includes more than two responsibilities or functions, the search
identifies pairs of responsibilities for which conflicts exist, and returns those for
which this is the second responsibility.

* Status: Select a status — Approved, Pending, or Rejected — to see conflicts at
the selected status, or select All to see conflicts at all statuses. This filter pertains
only to conflicts generated by a rule whose control type is Approval Required. It
has no effect with conflicts generated by a rule whose control type is Allow with
Rules or Prevent.

When you click on the Filter button, the panel displays a list of conflicts appropriate
to your filter criteria. Each entry in the list includes:

e The User Name that identifies the user whose work assignments are in conflict.

e The base and conflicting responsibilities (as defined above in the discussion of
filtering criteria) involved in the conflict.

* The conflict status, which depends on the control type assigned to the SOD rule:

— If the control type is Approval Required, each conflict status begins at Pend-
ing, but can be updated to Approved or Rejected. (If you used status as a fil-
tering criterion, of course, the entire list consists only of conflicts at the status
you selected.)

— If the control type is Allow with Rules, each user’s status is Allow with Rules.
This status cannot be updated.
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— If the control type is Prevent, each user’s status is Prevent. This status cannot

be updated.

If you click on the Clear button, the list of conflicts disappears, along with any crite-
ria specified in the filtering fields, and you can select new filtering values.

Updating Status for User Conflicts

24

If a conflict is generated by an Approval Required SOD rule, its status is Pending,
Approved, or Rejected; any of these statuses can be updated from one to another.
For each of these conflicts, the User Name in its entry on the User Conflicts panel is
a link to an Action History panel. An approver (as designated in the rule that gener-
ated the conflict) can use the Action History panel to update the status of the con-
flict. Other users can open this panel to view, but not update, status details.

Neither the Allow with Rules nor the Prevent status can be updated. For conflicts at
either status, you cannot navigate to the Action History panel.

To view or update status for an Approval Required conflict:

In the User Conflicts panel, click on the User Name for the conflict whose status
you want to review or update. The Action History panel opens:

Tasks (0] | Profile | Sign Out | Help

$ LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation EERIEREWGIE N EEE Access Monitoring | Reporting | Administration

S0D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | Wiew Submitted Program | Entity Groups Tahoe Change

Home > S0D Rules > User Conflicts > Action History

nforcement Name: EnterJournal = Past Journal
onflict User: DSCARLOTTI

Action History

action by Action Type Start Date End Date Comments
MCLEMENTI Approved 15-Der-2005 00:00:00 Access approved per Policy HR124.

LACLEMENTI =] 15-Dec-2005 [ [

2 Review the details of eatlier status assignments. Each row on the panel repre-

sents an occasion on which status was assigned, and the most recent row (the last
in the list) specifies the status that is in force.

If you are not a designated approver for the rule, this review is all you can do in the
Action History panel; click on the Cancel button to return to the User Conflicts
panel.

If you are a designated approver for the rule, you can also update status for the
conflict. To do so, click on the Add Row link. (This link appears only if you are a
designated approver for the conflict).

In the Action Type list of the row you created, select Approved, Rejected, or
Pending. Approving a user conflict means that you know it exists and decide to
allow it for the user. Rejecting a user conflict means that you decline to allow the
user access to conflicting responsibilities or functions. Pending is the default
status, indicating that a decision is yet to be made.
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5 Specify dates during which this status is to remain in effect.

¢ Start Date defaults to the date on which you are taking action, and cannot be
changed.

* End Date is blank by default. Insert a date on which you want the status to
expire, or leave the box blank to allow the status to remain in effect indefi-
nitely. To insert a date, click on the icon next to the End Date field, and then
click on a date in the popup calendar that appears.

6 In the Comments field, type a brief explanation for your approval decision.

7 Click on the Save button.

Mass Updating User Conflicts

You can select sets of Approval Required conflicts and approve or reject them all at
once, rather than one at a time. To do so, you would work in a Mass Update form:

1 Click on the Mass Update link in the Library Navigator. The following Mass
Update form opens, initially displaying only a set of filtering fields.

ul | Hulp
LogicalApps, | ACTIVE Governance
Welconsa, Muzio Clamenti

bcun | Contind by EETORO R s oo | gy | ministvation |

BOD Databsasar Instan: -

SO0 fudes | L Indate | Subrit Proaram | Vies Submitied Proaram | Emity Grouns

Homa > Mass Update

\Jzar Nama: S00 Rula: Responzibility: Confict Responsiblity

[outar ] [cianr]

R ity Comflicting ity
Gseneral Ledger Progress Lk Heamcare General Ledger Progress Lic Healtheare
Enter Joumal * Post Joumal Fayahles Progress LI Healtheans Ceneral Ledqer Progress UK Healtheare
Ender Jourmsl * Post Soumal Payables Progress LIk Healihcare Pavables Progress UK Healthcare
Erter Joumal * Post Joumal Geerieral Ledger Progress Ui Hestneare Payables Progress Lk Healtheare
Enfer Joumal * Post Joumsl Ceneral Ledper, Vision Banking, Manager ieneral Ledger, Vizlon Danking, Manager
Erter Joumal * Pos Joumal Ceereral Ledger Progress U Lotal Covernment  General Ledger Progress LIk Locsl Govemment
Enter Joumal * o=t Soumsl Fayables Progress LI Locsl Govermiment Cieneral Ladger Progrezs UK Loeal Gevemment
Erter Joumal * Post Joumal Payables Progress LK Locsl Govemment Payables Progress Uk Local Goverment
Enter Joumal * ozt Joumal seraral Ledger Prage Local Payables Prog Loeal
Erter Joumal * Post Joumal Giengral Ledger vision France Cieneral Ledger Vision France
Ender Joumal * Pozt Joumal Cieneral Ledgar, Viskon Banking, Analyst General Ladger, Vislon Danking, Anabyst
Erter Joumal * Post Joumsl Appliestion Developer Application Developer
Entar Joumal * Post Joumsal ‘Ganaral Ledgar, Viskon Distibution (SHEY General Ladger, Vislon Diatribution (SHG)
Erdgr Joumal * ozt Joumal Ceneral Ledger, Viston Serdces (US4 ‘General Ledger, Vision Sencas (LISA)
Enter Joumal * Fost Joumsl Caneral Ledgar, Vizhon Corporate (L) General Ladger, Vislon Corporats (k)

show SEN| Resuls Rasuft 1. 15 0f 471 page TS| o 22

 EE R LR R R TERTIERTIED

2 Asin the User Conflicts panel, set filtering criteria that determine what conflicts
you will see (although no matter what criteria you select, you have access only to
conflicts generated by SOD rules for which you are a designated approver), and
then click on the Filter button. If you set no criteria, the panel will display all
conflicts you are designated to approve. Or, you can filter on these values:

e User Name: Type the full username assigned to a user to display conflicts
that apply to that user. Type a fragment to display conflicts applying to all
users whose usernames contain the fragment.
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e SOD Rule: Type the full name of a rule to display the conflicts generated by
that rule. Type a fragment to display conflicts generated by rules whose names
contain the fragment.

¢ Responsibility: Type the full name of a responsibility to see conflicts in which
your selection is the “base” responsibility, or type a text fragment to display
conflicts generated by rules for which the base responsibility name includes
the fragment. A base responsibility is the first of two that are in conflict, or
the one containing the first of two functions that are in conflict. For a rule
that includes more than two responsibilities or functions, the search identifies
pairs of responsibilities for which conflicts exist, and returns those for which
this is the first responsibility.

¢ Conlflicting Responsibility: Type the full name of a responsibility to see con-
flicts in which your selection is the “conflicting” responsibility, or type a text
fragment to display conflicts generated by rules for which the conflicting re-
sponsibility name includes the fragment. A conflicting responsibility is the
second of two that are in conflict, or the one containing the second of two
functions that are in conflict. For a rule that includes more than two respon-
sibilities or functions, the search identifies pairs of responsibilities for which
conflicts exist, and returns those for which this is the second responsibility.

If you click on the Clear button, you discard both filtering criteria and the cur-
rently displayed list of conflicts, and can select new filtering criteria to generate a
new list.

3 Seclect the conflicts whose status you want to update. For each, select the check
box in the leftmost column of the grid. Or, click on the heading for that column
— Select/Deselect All — to select all the conflicts of, if all are already selected,
to clear all the selections.

4 In the Add Comment field, type an explanation for your decision to update status
as you have. The comment is required, and it applies to all of the conflicts whose
status you are updating,.

5 Click on either the Approve or Reject button. ACTIVE Access Governor assigns
the status you selected and the comment you wrote to each conflict you selected.
It then removes the newly statused conflicts from the list, and leaves the Mass
Update form in place.

6 Optionally, make another selection of conflicts and assign status to them. (You
can, for example, approve a first selection of conflicts and then reject a second
selection of conflicts.) When you finish with the Mass Update form, click on the
Cancel button or on the SOD Rules link in the Library Navigator to return to the
SOD Rules panel.
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Resolving Conflicts

Although a conflict is defined, and may be approved or rejected, in ACTIVE Access
Governor, it is not resolved until actions are taken outside of ACTIVE Access Gov-
ernor. These actions may include:

¢ Adjusting the end dates for responsibilities assigned to a user affected by a con-
flict. For an approved conflict, end dates may be set in the future (or removed)
so that access to a responsibility is extended. For a rejected conflict, end dates are
set to the present moment so that access to a responsibility is cut off.

¢ Excluding one or more conflicting functions from a responsibility or from menus,
or removing a submenu containing conflicting functions from menus.

e Adding a user affected by an Allow-with-Rules conflict as a subscriber to the
AppsForm rule associated with the SOD rule. For instructions on adding sub-
scribers to AppsForm rules, see the AppsForm User’s Guide.

The process for effecting these resolutions depends on whether a user has been as-
signed duties before or after a rule is created to define them as conflicting.

Manual Conflict Resolution

The first time conflicts are generated, and afterwards whenever SOD rules change,
you are likely to find users who have been granted access to responsibilities or func-
tions before rules defined them as conflicting. ACTIVE Access Governor uncovers
these conflicts but does not resolve them. Instead, you can eliminate these conflicts
manually, a process known as “cleanup.”
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To uncover these conflicts, you would generate user conflicts and then review them,
either in the User Conflicts panel or in the User Conflicts Report. The course of action
for each conflict depends on its control type:

e For an Allow with Rules conflict, the user’s access to conflicting entities should
be permitted to continue.

* For a Prevent conflict, the user’s access to one or both conflicting entities would
have to be terminated.

* An Approval Required conflict could be approved or rejected. In either case, the
reviewer should, for auditing purposes, assign status to the conflict in the Action
History panel or the Mass Update panel.

To allow or approve a conflict, you need do nothing in Oracle Applications.

To prevent or reject a conflict, you have four options. The first resolves a function- or
responsibility-based conflict. The remaining three are appropriate for function-based
conflicts — particularly those involving two functions within a single responsibility:

* In the Oracle Applications Users form, set the end date for at least one responsi-
bility involved in the conflict to the current date.

¢ Exclude one of two conflicting functions from the responsibility through which
the user has access to that function.

* Remove the function from menus through which the user has access to it, or re-
move a submenu containing a conflicting function from the user’s menus.

* Exclude those menus from the responsibility that provides the user with access
to the function.

See Oracle documentation for procedures on excluding functions or menus from
responsibilities, or removing functions from menus. To facilitate mapping functions
to menus, ACTIVE Access Governor provides a Where Used Report, which displays
the menu paths to functions involved in function-based conflicts. (See page 38.)

Simulation and Remediation

28

To aid in cleanup, ACTIVE Access Governor enables you to write simulation rules.
Each names a function or menu that might be excluded from a responsibility, or a
function or submenu that might be removed from, or inserted in, a menu. As it evalu-
ates these rules, ACTIVE Access Governor determines how conflict generation
would differ if the simulated conditions were in force.

It does so by creating two snapshots: The first is a set of conflicts that are generated
with functions, menus, and responsibilities as they are actually configured. The sec-
ond is a set that would be generated under the simulated conditions. ACTIVE Access
Governor compares the two and presents results — a list of conflicts that would no
longer exist, as well as those that would be newly generated.

If the former outnumber the latter, you can have ACTIVE Access Governor perform
“remediation” — modify function, menu, and responsibility configurations in Oracle
Applications to implement the simulated conditions.
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Creating Simulation Rules

To create and evaluate simulation rules:

1 Identify modifications you want to simulate in the relationships among functions,
menus, and responsibilities. Do so by reviewing conflicts in the User Conflicts
panel and, if necessary, by using the Where Used Report to determine the relation-
ships among functions, submenus, and menus.

For example, a rule may set two functions — Invoice and Invoice Approvals —
in conflict. The User Conflicts panel may show conflicts for several users who
have access to both functions through a single responsibility — Payables Super
User. Rather than end-date the responsibility for each user, you might want to
determine what would happen if you were to exclude one of the functions —
say, Invoice Approvals — from the Payables Super User responsibility.

2 C(lick on the Simulation link in the Library Navigator. A Simulation Rules panel
opens, displaying an entry for each existing simulation rule:

Tarsks (01 | Profile | Simn Out | Heln

£ Logicalapps, | ACTIVE Governance

Welcome, Muzio Clement|
Homva | Contral Library | Confrol Autoration JEETEITIIAEAENUEN Access Monitoring | Reportng | Administsstion

SO0 Rulers | Sirmbation | Glubal Subseribie s | Mass Updaby | Submit Progisn | View Submitted Progom | Bty Gooogps

Entity Typu:
Fumlion

3 Click on the Update Simulation Rules button to open an Edit Simulation Criteria
Value panel. In that panel, click on the Add Row button:

ok Lasks Out | Hall
i LogicalApps, | ACTIVE Governance

Warlcoeme, Mo Clementi
Home | Contyol Librasy | Conlrol Aufoemation SETETSTTIEEGTEEE Access Monifoing | Repoding | Administration

SO0 Rule | Srutataon | Giohal Subscobers | Mass Updats | Submit Brogean | Vies Sulnsted Brogram | bty Gooups
Home > List Bimulation Criterias > Edit Bimulation Criteria Value

4 In the row you’ve created, enter values for a simulation rule. (As you do, note
that a given menu may be a parent to submenus and a submenu to higher-level
menus. So when you choose a menu or submenu for use in a rule, you choose
from the same list of values.)

* In the Action field, choose what you want the rule to do: Select Exclude to
simulate excluding a function or menu from a responsibility, Remove to sim-
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ulate removing a function or submenu from a menu, or Insert to simulate
inserting a function or submenu into a menu.

* In the Entity Type field, choose the type of item you want to exclude, re-
move, or insert: Function or Menu if you selected Exclude in the Action field,
Function or Submenu if you selected Remove or Insert in the Action field.

e The first Entity field displays values appropriate to your Entity Type selec-
tion. In it, pick the specific function, submenu, or menu to be acted upon.

* In the Entity Type From/To field, accept the default value. This field displays
the one value made necessary by your earlier selections: Responsibility if you
chose Exclude in the Action field, or Menu if you selected Remove or Insert.

* The second Entity field displays values appropriate to the Entity Type From/
To selection. In it, pick the specific menu or responsibility from which the
first entity is to be excluded or removed, or into which it is to be inserted.

For example, to create the rule that simulates the exclusion discussed in step 1,
select Exclude in the Action field, Function in the Entity Type field, and Invoice
Approvals in the first Entity field. The Entity Type From/To field would default
to Responsibility; select Payables Super User in the second Entity field.

ACTIVE Access Governor evaluates all existing simulation rules at once, so en-
sure that all rules serve to define the conditions you want to simulate. Create as

many rules as you may need; for each, click on the Add Row button and supply
values in the row you create. Delete any rules that would distort your simulation
conditions; for each, select the deletion check box at the right end of its row.

Click on the Save button. The Simulation Rules panel returns, displaying all rules
you have not deleted.

Click on the Simulate button. ACTIVE Access Governor runs a background pro-
gram to perform the simulation, and it presents a View Submitted Program panel
to track the status of the program. Click the Refresh button on your web browser
and, in the row for your request, check status in the Phase column. When the pro-
cess is complete, click on the Simulation link in the Library Navigator to return
to the Simulation Rules panel.

Click on the View Results button. A Simulation Results panel (shown at the top
of the next page) provides the following:

e Summary information: The blue band near the top of the panel shows the
number of existing conflicts, the numbers that would be resolved and created
by the simulation, and the net change.

* Individual results: Initially, the panel lists an entry for each conflict that would
be resolved or newly created. A minus sign in a column labeled +/— designates
a resolved conflict, and a plus sign designates a newly generated conflict.

Click on the Users link to show results for each user whose conflicts would
change, or the Responsibilities link to show results for each responsibility for
which conflicts would change. Click on the User Conflicts link to return to
the display of results by conflict.
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oflle o
. Profile i}

32 LogicalApps, | ACTIVE Governance

Welcome:, Muzin Clementi

b | Contiol Lawary | Contiol utuetion Rt Ll Accuees Munitnsing | Bporiing | Adsminiss afion

SO0 Database Instance:

Homa > Simulate Systam Changs > Simulation Results

Tatal 1 = 11306
Simulation Resubaad (51) | Creatod (0) | Mot Change: (51)

User Confhicts (51 | Usars (17} | Besponsilitios (4

i~ SO0 Rubhy 145] s Conflicting Rrspuonsibilivs Control Tygu:
I v Invoice Approval Genursd Ledger Super Usor Pavables Super User (Process Operaiors)  Aporoval Reauired
{Process Operationz)
PROCESS OPS - Involee v Involee Approval Payables Super Liser Paysbles Super Liser (Process Operasons)  Approval Regulred
{Process Operations)
PROCESS_OPS - Involes ve Involce Approval Purchezing Super Lsar [Payables Super User (Process Operationz)  Approval Reguired
iProtess Oparationz)
FROCESS_OPS - Invoice vs Invoice Appraval Entarpnse Assel Payables SuperUser (Process Oparakons)  Aporoval Required
Management (Fracess)
PU_TRANER Il s ¥ Inweit s Appraval Ganaral Lodger SUper LIAtr Payables SUpes LA (Process Operasians)  Approval Required
{Prociss Operalions)
[OPM_TRAINER Ivmice s Immice Appraval Funablizs Super s Punabilies Supies Lsur (Process Opuraans) — Approval Ruguined
{Prociss Operalions)
faPM_TRAINER = Iwvice vs Invoice Approval Purchazing Super Lsgr Pavables Supes User (Process Operalions)  Approval Reguired
{Process Operations)
FROCESS - Imvoice v Invoice Approval General Ledger Super User Payables Super User (Process Operasons)  Approval Required
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FROCESS = Invoice v Invoice Appraval Fayables Super Lisar Parables Super User (Process Operations)  Approval Reguired
iPTotess Operationz)
PROCESS +  Inyoice wE Invoice Appraval Furthasing Super Usar Payables Super \Jser (Process Oparakons)  Aporoval Required
iProcess Operaticns}
PROGESS A i i Agiprval Enbirpris Assi PRI SR LS (PTOCEES Opirasing)  Approval Higuind
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[FTUDENTHH = Invoice vs invoice Approval Paysbles Juper Liser Favables Super Liser (Process Operasions)  Approval Reguired
{Process Operations)
[ETUDENTHX - Invoice vs Involce Aoproval Purchasing Super Lisar Payables Super Lser (Process Operstions)  Approval Reuired
{Process Operationz)
[EETUDENTA = Invoice ve Involce Approval Ganers Ladger Super User Payables Super User (Process Operabons)  Approval Required
Procass 0 £}

v Bihd| Hesuts

9 Click on the Cancel button, or on the Simulate System Changes link in the bread-
crumbs trail, to return to the Simulation Rules panel.

Remediation

If you are satisfied with the results, you can initiate “remediation” — actually make
the changes you have simulated. To do this, click on the Remediate button in the Sim-
ulation Rules panel. This launches another background program; the View Submitted
Program panel displays its status. Moreover, remediation deletes the existing simula-
tion rules, as they no longer reflect the function, submenu, and menu configuration.

Within Oracle Applications, functions or submenus are inserted, removed, or excluded
as dictated by the simulation rules. An inserted item appears in its menu with the label
(AGS), to indicate that the insertion occurred through the agency of ACTIVE Gov-
ernance simulation. Other changes are noted (if at all) according to standard Oracle
Applications functionality. For example, a function excluded from a responsibility is
listed in the Exclusions grid of the Responsibility form.

Automated Conflict Resolution

When a user is assigned new responsibilities, ACTIVE Access Governor evaluates
the assighment for violations of existing SOD rules and presents an option to “sub-
mit” or cancel it. Upon submission, ACTIVE Access Governor enforces rules that
have been violated: depending on control type, it automatically grants or denies access,
or sends on-line notifications to approvers.
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Activating Responsibilities

The process begins in the Oracle Applications Users form, as a new user is created
or an existing user receives new responsibility assignments. (See Oracle documenta-
tion for information on the Users form, creating users, and assigning responsibilities.)

1 With the User form open, a system administrator selects a user and, in the grid
accessible from the Responsibilities tab, assigns responsibilities. Both the start
and end dates for these responsibilities are set by default to the current date, and
cannot be modified directly. The administrator saves the new assignments.

2 The administrator clicks on Actions in the menu bar, then on Activate Responsi-
bilities in the Actions menu. An Activate Responsibilities form opens; it presents
a copy of the responsibilities listed in the Users form, but allows the administra-
tor to change the end dates.

4

Usger Mame ALAN
Password

Cescription  Alan Miller

Password Expiration
O Days
O Accesses
® Mone

Direct

Indirect Responsibilities

Securing Attributes

Persan
Customer
Supplier
E-Mail
Fax
Effective Dates
From 03-JUN-2005
Ta

Responsibility
Purchasing Super User

lPayahIes Manager

esponsibiliies -

Application
Purchasing

Payables

— Effective Dates —————

Security

Group Fram Ta

Standard  03-JUN-2005 03-JUNZ005 *
Standard 03-JUN-2005

User Mame |ALAN

Description |Alan Miller

Security  — Effective Dates
Responsibility Application Group From Ta
||Purchasing Super User |Purchasing |Standard |U3JUN2I]I]5 ‘ =
|Payah|es Manager |Payables |Standard |U3.JUNQUUS ‘

( Cancel )I

( Initiate Conflict Analysis )I

Note

If the Activate Responsibilities option is inactive, use a Mass Associate fea-
ture, available in AppsForm or AppsFlow, to associate a function called
AppsAccess Activate Responsibilities with either the responsibility or the
menu from which you gain access to the Users form. For information on the
Mass Associate feature, see the user’s guide for AppsForm or AppsFlow.

3 The administrator removes end dates (or alters them to a future date) for a
selection of responsibilities, and so provisionally grants access to them. He then
clicks the Initiate Conflict Analysis button.
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4 An Initiate Conflict Analysis form provides data about responsibilities for which
the administrator changed end dates, noting those for which no conflict exists and
listing all conflicts in which the responsibilities are involved. For each conflict, a
Status field displays a message:

* For a Prevent conflict, end dates will not be removed.

* For an Allow with Rule conflict, end dates will be removed, providing the
SOD rule is associated with an AppsForm rule.

* Foran Approval Required conflict, an approval flow will be launched.

O Initiate Conflict
Conflicting Contral
Responsibility Responsibility Conflict Rule MNarmne Type Status
||Purchasing Super User |Payah|es Manager |Conf|ict Rule 1 |Approva| R |Appruva| Flow will b
|Payah|es Manager |Purchasing Super User |Conﬂict Rule 1 |Approva| R |Appruva| Flow will b
|Purchasing Super User |Purchasing Super User |PurchIRec Function |Approva| R |Appruva| Flow will b
( Cancel | [ Submit )I
| I Y | v

5 The administrator may, at this point, take either of two actions:

* Click on the Cancel button to avoid assigning conflicting responsibilities. The
Activate Responsibilities form would reappear; the administrator would click
on its Cancel button, and then on the No button in a prompt to save changes.
He can then reselect the Assign Responsibilities option in the Actions menu
and try granting access to a different selection of responsibilities.

¢ Click on the Submit button to accept the selection of responsibilities, even if
it contains conflicts. ACTIVE Access Governor then grants access to respon-
sibilities with no conflicts. For responsibilities with Allow with Rules conflicts,
it grants access if the SOD rule is associated with an AppsForm rule, but
denies access if not. For responsibilities with Prevent conflicts, it denies access.

In these cases, “granting access” means setting end dates in the Users form
to match those selected in the Activate Responsibilities form — or removing
them if they have been removed in Activate Responsibilities. “Denying access”
means setting end dates in the Users form to the current date.

For responsibilities involved in Approval Required conflicts, ACTIVE Access
Governor sends notifications to approvers. The end dates in the Users form
remain temporarily set at the current date. Whether that value is made per-

manent or reset depends upon the approvers’ responses to the notifications.

However, ACTIVE Access Governor takes the most restrictive possible action
when responsibilities are involved in multiple conflicts. For example, when a
responsibility assighment violates both a Prevent and an Approval Required
rule, access is denied and no notification is sent to approvers. The “pecking
order” is Prevent, Approval Required, Allow with Rules, no conflict.
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Responding to Notifications

For an Approval Required conflict, the approval workflow forwards a notification to
the approver defined in the SOD rule. To respond to such a request:

1 Go to the Oracle E-Business Suite Home site and find the approval notification:

From Subject |SentV |
SYSADMIN - User ALAN has conflicting Responsibilities as per conflict Conflict Rule 1 11-May-2005

2 Click on the notification to open it:

ORACLE
I-Business Suite Home

—

User ALAN has conflicting Responsibilities as per conflict Conflict Rule1

Eehanto Porisl Leaad Bratersccas i

{ Approve ) [ Rejecr ) | Reassign ) [ Request Infarmarian )

From  SYSADMIN
To ShAdams
Henl 11 May 200 193300
Maotificstion ID 406558

Confhct Marme  Conthet Rula 1

Uzer- ALAN

Responsibility | Purchasing Super User

Conflicting Resp : Payables Manager

Motiication History

Seq Performer | Starl Date End Date Action Comrment
1 SYSADMIN|11-MAY-2005 19:32:55 11-MAY-2005 19:32:58 | Submitted

Response
COMMENT =
| -]
Huturn 1o Wikl . .
e Appreve ) | Reject ) Reassign ) [ Reguest Information
I™ Display next notification after my response n J J—) on) (Beq )
Hutur fo Paral | Logout | Erefersnces | Hilg

Copryrighl 2003 Oracle Conporation. Al rights reserved. Privase Shabamant

3 Review information about the assignment of responsibilities that either are in
conflict with one another or contain conflicting functions. Optionally, type a
comment explaining the decision you are about to make.

4 Click one of the following buttons:

* Approve: The user is given access to the responsibilities. When they were
provisionally assigned, their end dates were removed or set to a future date in
the Activate Responsibilities form (see step 3 on page 32). Approval of this
notification resets the end dates in the Users form to match the setting in the
Activate Responsibilities form. (This takes effect, however, only when the
Oracle Workflow background process has run.)

* Reject: The user is denied access to the responsibilities End dates in the
Users form are set permanently to the dates that were current when the
responsibilities where provisionally assigned.

* Reassign: You reassign the conflict to another reviewer. The originally assigned
end dates remain, but an approval by the other reviewer will update them.

5 C(lick on the Return to Portal link.

The decision you make automatically updates the User Conflicts panel in ACTIVE
Access Governor.
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Reports and Background Programs

ACTIVE Access Governor reports present SOD analysis results as well as configu-
ration data. ACTIVE Access Governor also runs “background programs” that gen-
erate conflicts, archive data, load import files, and reset values.

Running Reports

To run reports, open ACTIVE Governance and click on the Reports tab to display
the Reports panel:

»gicalApps, | ACTIVE Governance

Wome | Control Library | Control Autostsation | Seqregation of Duties | Acciss Monitoring | Reporting | Adminestr ation |

Home > Reports

| 6 M) 0w = G 15 ems « [ wentoiew | Sowenie = |

"m sollapse 3
FEELEYF RS ||z'omvxrhum-

@ [y Folders C.D Titke Type Owmer
& [ Puble Folders M B + $00ConfktRules Lising Report Crystal Report Adminisrator

rv Srhedyle Properies Modity

& CRRepod Center The S0 Cenflict Fule Listing Reporl shows . inchuding ¢

@ D Access Morgoring

@ S Administration rE SO0 Conflict Summary Hapon Mewtrrun  Crystal Repon Adrinissrator
@ S Appstusdit History Echedule Propedes Hodiy

@ GasppsControl The S0 poft Bhows of conflicts per applicston and responsibility. ©

& (3 Conbrol Aulomation e

icts by Resp lity oe Application Heeir un Crystal Report Administrator
@ [ Control Libwary Highory Schedule Propedies Modity
@ [ Segragatan of Duties The SO0 Conflicts by Responsitaity o ADplication repon shiws & count ofthe segregation of duties.

SO0 Master G5V Report Neverrun  Crystal Repon Adminisrator
Histoey Sthedule Propemes Mot
Objirctve. Thie 00 Masbir CEV RpOr 5 disigned sy for pxircls, and ks nol riadabie in L

SO0 Responsiolines win Conlicts Report Mevernun  Crystal Repor Adminisirator
Histors Schedyle Properies Modity
The SO0 Responsibiles with Conflicts Report shows a listing of all conflicting applicalions, conf.
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A Folders area to the left of the Reports panel presents a hierarchical display of
available reports and the folders that contain them. In it, click on Public Folders,
then Report Center, and then either on Access Monitoring or Segregation of Duties.
Then, in the larger panel on the right, click on the link for the report you want.

Note that in addition to parameters listed in the following report descriptions,
reports commonly accept the following two parameters:

*  Source Data: Select the instance that contains the data about which you want to
generate reports.

e Include Graph: ACTIVE Access Governor reports can display data not only
textually, but also graphically. Select Y to include graphs in a report or IN to
exclude graphs.

User Conflicts Report
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The User Conflicts Report presents information on the resolution of conflicts for in-
dividual users. It collects data generated when conflicts are resolved in the User Con-
flict Actions form (or the Mass Update form). A system administrator would use
information from the report to implement conflict-resolution decisions. As you gen-
erate the report, you can select the following parameters:

* Snapshot Run Date: Select a snapshot date to view summary values for conflicts
generated in that snapshot. This parameter is required.

* Application Name: Select one or more applications to view conflicts associated
with those applications. Or select All to view conflicts associated with all applica-
tions.

*  Conflict Rule Name: Select one or more SOD rules to view information on the
resolution of conflicts generated by those rules. Or select All to see information
on the resolution of conflicts generated by all rules.

¢ Control Type: Select a control type — Approval Required, Allowed with Rules,
ot Prevent — to view only information on the resolution of conflicts generated
by that type of SOD rule. Or accept the default value, All, to see information on
the resolution of conflicts generated by all types of rule.

* Entity Type: Select Function or Responsibility to view conflicts in one entity or
the other, or Both to see both types of conflict.

* Approval Status: Select a status — Approved, Pending, or Rejected — to view
conflicts only at that status, or select All to view conflicts at all three statuses.

e User Name: Select a user Name to view only information on the resolution of
conflicts concerning that user. Or select All to see information on the resolution
of conflicts concerning all users.
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Conflict Summary Report

The Conflict Summary Report lists responsibilities within each application, then
shows the number of approved, rejected, prevent, and pending conflicts, and the
total of those four counts, at each responsibility.

There are two ways in which a responsibility may be considered to be associated with
an application: the first is a direct association, with a given responsibility linked to
only one application. The second way is through the following linkage: an application
is associated with a function, which is associated with a menu, which is granted to a
responsibility. To ensure a correct count of both function-based and responsibility-
based conflicts for each application, the report bases its calculations on the second
association. As a result, the report may show responsibilities within an application
that are not directly linked to the application.

Moreover, a given conflict is counted in each of the applications (base and conflict-
ing) it affects. A rule, for example, may define a conflict between two functions, each
associated with a distinct application. If the rule were to generate 10 conflicts, the
report would show 10 conflicts in each of the applications, for a total of 20.

As you generate the report, you can select these parameters:

* Snapshot Run Date: Select a snapshot date to view summary values for conflicts
generated in that snapshot. This parameter is required.

* Application: Select one or more applications to view summary values for con-
flicts associated with those applications. Or, select All to view summary values
for conflicts associated with all applications.

Responsibilities with Conflicts Report

The Responsibilities with Conflicts Report lists responsibilities for which conflicts
exist, and identifies the components of each conflict as well as the SOD rule that
defines it. As you generate the report, you can select the following parameters:

e Application Name: Select one or more applications to view responsibilities that
have conflicts associated with those applications. Or select All to view respon-
sibilities that have conflicts associated with all applications.

* Responsibility: Select a responsibility to view only conflicts for that responsibil-
ity. Or select All to view conflicts for all responsibilities.

¢ TFunction: Select one or more functions to view only conflicts involving those
functions. Or select All to view conflicts involving all functions.

¢ Control Type: Select a control type — Approval Required, Allowed with Rules,
ot Prevent — to view only conflicts of that type. Or accept the default value, All,
to view conflicts of all types.

* Intra Responsibility Conflict: Select Y (for yes) to view information on conflicts
between functions within a responsibility, or N (for no) to view information on
conflicts between entities across responsibilities. Or leave this parameter blank to
view information on conflicts of both types.
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Snapshot Run Date: Select a snapshot date to view summary values for conflicts
generated in that snapshot. This parameter is required.

Responsibility Menu Report

The Responsibility Menu report gives a count of user conflicts for a given function
within a responsibility. The report also shows the mappings of responsibility to menu
and function, which is helpful in conflict cleanup. As you generate the report, you
can select the following parameters:

Application: Select one or more applications to view counts of conflicts associ-
ated with those applications. Or, select All to view counts of conflicts associated
with all applications.

Responsibility: Select one or more responsibilities to view only counts of conflicts
for those responsibilities. Or select All to view counts for all responsibilities.

Function: Select one or more functions to view only counts of conflicts for those
functions. Or select All to view counts for all functions.

Conflict Name: Select one or more SOD rules to view only counts of those rules.
Or select All to view counts for all rules.

Intra Responsibility Conflict: Select Y (for yes) to view counts of conflicts be-
tween functions within a responsibility, N (for no) for conflicts between entities
across responsibilities, or Both for conflicts of both types.

Report Output: Select Print or Export to determine the format of the report.

Where Used Report

The Where Used Report displays the menu paths to functions involved in function-
based conflicts. The information is useful if the resolution of a conflict requires remov-
ing one of the conflicting functions from the menus available to a responsibility. As
you generate the report, you can select the following parameters:
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Rule Name: Select one or more SOD rules to trace the menu paths of functions
named in those rules.

Function: Select a “base” function whose menu path you want to know. For a
rule that includes more than two functions, the report identifies pairs of func-
tions for which conflicts exist, and lists the first of each pair in this prompt.

Conlflicting Function: Select a “conflicting” function whose menu path you want
to know. For a rule that includes more than two functions, the report identifies
pairs of functions for which conflicts exist, and lists the second of each pair in
this prompt.

User: Select one or more users whose conflicts you wish to resolve. The prompt
displays users affected by the conflict you defined in the Function and Conflict-
ing Function prompts.
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User Conflicts Trend Analysis

The User Conflicts Trend Analysis Report depicts graphically the number of out-
standing user conflicts over time. The word outstanding indicates those that have not
yet been resolved, with new conflicts added in and those that have been resolved
subtracted out. The time intervals are snapshot dates — the occasions at which user
conflicts are generated. The report presents results in total and by application. As
you run the report, you can select the following parameters:

Application: Select one or more applications to view results for those applica-
tions, or select All to view results for all applications.

Snapshot Run Date: Select snapshot dates to define the range of time the report
should cover. Select not only the first and last dates in the range, but also all those
in between. (Note that it is possible to select only a single date, but you should
not do so, as this defeats the purpose of the report.)

Conflict Rule Listing Report

The Conflict Rule Listing Report lists SOD rules and, for each rule, displays the values
that define it. As you run the report, you can select the following parameters:

Conflict Rule Name: Select one or more rules to view information about those rules.
Or select All to see information about all rules.

Entity Type: Select Function or Responsibility to view rules that find conflicts in
one entity or the other, or Both to see both types of rule.

Application Name: Select one or more applications to view rules involving those
applications, or select All to view rules involving all applications.

Control Type: Select a control type — Approval Required, Allowed with Rules,
or Prevent — to view only information on rules involving that type. Or accept
All to see information on rules involving all types.

Contflicts Exist: Select Y (for yes) to list rules for which conflicts exist or N (for
no) to list rules for which conflicts do not exist. Or select Both to list both types
of rule.

End Dated Conflicts: Select Y (for yes) to list rules for which conflicts are end-
dated or N (for no) to list rules for which conflicts are not end-dated. Or select
Both to list both types of rule.

Same OU: Select Y (for yes) to list rules that apply within operating units or N
(for no) to list rules that apply across operating units. Or select Both to list both
types of rule.

Same SOB: Select Y (for yes) to list rules that apply within sets of books or N
(for no) to list rules that apply across sets of books. Or select Both to list both
types of rule.
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Reviewer Performance Report

The Reviewer Performance Report shows — in total and at each status — the num-
ber of conflicts handled by individual reviewers and the average number of days per
judgment. As you generate the report, you can select the following parameters:

Application: Select one or more applications to view results for those applica-
tions, or select All to view results for all applications.

Approved By: Select one or more reviewers to view results for those reviewers,
or select All to view results for all reviewers.

Start and End Dates: Select a range of dates the report should cover.

Master CSV Report

The Master CSV Report produces a CSV (text) file that contains data generated by
ACTIVE Access Governor. The file can then be exported to a spreadsheet for
further analysis. As you generate the report, you can select the following parameters:
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Application: Specify one or more applications to select SOD rules associated with
them. Or select All to select rules associated with all applications.

Responsibility: Specify one or more responsibilities to select rules associated with
those responsibilities. Or select All to select rules associated with all responsibili-
ties.

Contflict: Specify one or more conflicts to select rules associated with those con-
flicts. Or select All to select rules associated with all conflicts.

User: Specify one or more user names or descriptions to select rules that affect
those users. Or select All to select rules that affect all users.

Reviewer: Specify one or more reviewers to select rules subject to those reviewers.
Or select All to select rules subject to all reviewers.

Entity Type: Specify Function or Responsibility to select rules based on one entity
ot the other, or Both for both types of conflict.

Control Type: Specify Approval Required, Allow with Rules, or Prevent select
rules based on the control type you select, or All to select all control types.

Contflict Status: Specify a status — Approved, Rejected, Pending, or Prevent — to
select conflicts only at that status, or select All to view conflicts at all three statuses.

Same OU: Select Y (for yes) to list rules that apply within operating units or [N
(for no) to list rules that apply across operating units. Or select Both to list both
types of rule.

Same SOB: Select Y (for yes) to list rules that apply within sets of books or N
(for no) to list rules that apply across sets of books. Or select Both to list both
types of rule.
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Running Background Programs

You can run background programs to complete six tasks:

*  Generate User Conflicts determines whether assignments of responsibilities to
users violate SOD rules. It generates a “snapshot” — a record of the conflicts
that exist at the moment you run the conflict-generation program.

*  Extract SOD Contflict Rules generates a CSV file containing a record of each SOD
rule that is not end-dated. The file is used for uploading rules to another instance.

* Load SOD Contflict Rules uploads rule definitions from a CSV file. That file is
generated either by the Extract SOD Conflict Rules request or from a spread-
sheet provided by Logical Apps.

e Archive User Conflicts selects records of conflicts older than a specified date and
stores them in a history table.

* Reset User Conflicts rescinds the provisional assignment of conflicting responsi-
bilities to a user if no approver has passed judgment on the assignment. Until an
approver acts, the user has no access to the responsibilities and the assignment
cannot be changed. If the judgment never occurs (if, for example, the approver
leaves the company), the Reset User Conflicts request can be run; the user’s respon-
sibilities return to their original state, and the assignment can be made again (with
the rule that generated the conflict rewritten to designate another approver).

e LAA Populate WF Roles Table filters workflow roles, as they are defined in Ora-
cle Applications, to select those appropriate to serve as SOD-rule approvers, and
places the filtered selection of roles in a table that supplies values to the Approver
LOV on the Add SOD Rule panel. Run the program when ACTIVE Access Gov-
ernor is installed, and whenever workflow roles are altered in Oracle Applications.

To run a background program:

1 With the Segregation of Duties tab selected in the ACTIVE Governance Plat-
form, select Submit Program in the Library Navigator:
Tasks (0) | Profile | Sign Out | Help

‘um )
=i LogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation ESBRIGITHINUEE Access Monitoring | Reporting | Administration

SOD Database Instance: -
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | Yiew Submitted Program | Entity Groups Summit Change

Home > Submit New Request

1. Select the operation you want to perform from the drop down box

2.Selectthe s with the ing request

I | N

Load: ves |

Flat File Name :
Flat File Path :

Log Details : Yes ¥

User Name:: [

Snap Shot Name and Date:
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In the Select Operation list box (beneath the descriptive text labeled as step 1),
select the request you want.

In the “step 27 area of the panel, select parameters for the request you chose.
You can enter values only in fields appropriate to the request you chose.

*  Generate User Conflicts: In the Snap Shot field, type a unique name for the
generation of conflicts you are about to create. (This parameter is optional.)

e Extract SOD Conflict Rules: Do not enter any parameters.
* Load SOD Conflict Rules: Set the following four parameters.

— Load: Select Yes to upload SOD rules from a spreadsheet, or No to vali-
date the rules without uploading them.

— Flat File Name: Enter the name (up to 30 characters) of the CSV file
from which you are uploading rules.

— Flat File Path: Enter the directory path to the upload file. (In confor-
mance with UNIX conventions, the path must end in a slash).

— Log Details: Select Yes to create a detailed log or No to create a more
cursory log. Typically, select Yes only to troubleshoot a problem.

*  Archive User Conflicts: Use the date and time fields to select the date before
which all conflict data should be archived. Click on the icon next to the first
field to display a popup calendar, and select a date from it; type two-digit
numbers to define a time of day in the HH (hours), MM (minutes), and S§
(seconds) fields.

¢ Reset User Conflicts: Select in the User Name list box the name of the user
whose conflicts you want to reset.

* LAA Populate WF Roles Table: Do not enter any parameters.

Click on the Submit button. A background program is “submitted,” and the
ACTIVE Access Governor display shifts to a View Submitted Program panel,
which displays the status of programs that have been run or are running:

Tiashs (1) | Prodile | Sion Owl | Hele
paari
151 LogicalApps, | ACTIVE Governance
‘Wetcome, Muzio Clementi

Home | Control Lifwary | Contiol Astomation SRR NG TS Accres Manitoring | Fesorting | Adminis alion

SO0 Ry
Home = View Submitted Requests

Ecnhoduled Dale Fragues IO REquEE Hame AU sted By

-

SChinduled Date Fequest I Hequarst Hame Phase Status.

[31-J4r-2006 03,04 Pl Warkfiow Dackoround Process Perding Pending
31-Jan- 2006 1307 P 114515 Warkilow Background Process Completen Nl
31-Jan-2000 02.02 Pl LA OPS Dequeve Process Pending Pending
7130 2006 0300 Fu 114515 Warkflow Backgrouna Prcess Complated nomal
¥ ~Jan-2006 02:58 PH. Warkfiow Backpround Process. Complesed Hamnal
31-Jan- 2005 07 67 Pl ¢ LA GPB Dequius Process Complated Narrna
{31 -tan-2006 0256 P Warkfiow Background Process Completed arrnal
31.-Jan- 2008 07 54 P 7148 WWarkflow Background Process Complusoy Narrnal
¥-Jan-2006 02:52 PM Waridlow Bazkground Process Completed Homal
[31-Jan- 2008 02 57 PW 144 LA GPE Dwquiue Pracess Campleted Narrnal
[#1-Jan-2006 02:50 FM Warklow Background Process Completed armal
[31-Jan-2006 02.42 PH Warkflow Background Process Completed Horrnal
[#1-Jan-2006 0247 Pl LA GPS Degueue Process Completed Homal
[31-Jan-2006 02.46 PM Wiarkflow Background Process Completed Hornal
(311302006 037 44 P JT45140 Waikflow Backpround Pioeass Camplasl sl

show [EIRE| resuns Rl 1. 15 of 16866 Mext Page 3
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5 Optionally, filter the entries in the list: Enter values in any combination of the
fields that form a horizontal row above the list of submitted programs. Then
click on the Filter button, and the panel displays only entries that match your
filtering criteria. You can filter on the date a program is scheduled to run (click
on the icon next to the Scheduled Date field, and then on a date in a pop-up
calendar), the ID number or name of the program, its “phase” (completed, run-
ning, or pending), or the username of the user who submitted the program.

To restore the full list of submitted programs, click on the Clear button.

6 As needed, click on the Refresh button of your web browser to update the Phase
and Status fields. The program you submitted has finished running when, in its
row, the Phase field reads “Completed” and the Status field reads “Normal.”
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