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Chapter 1

Service Pack Installation Overview

ACTIVE Governance both documents and enforces business controls, enabling
users to demonstrate regulatory compliance and to promote operational efficiency. It
consists of an ACTIVE Governance Platform — which provides control documen-
tation, approval, and reporting capabilities — and up to three modules that enforce
controls. These include ACTIVE Access Governor™, ACTIVE Policy Governot™,
and ACTIVE Data Governor™.

ACTIVE Governance is a web-based application installed on a UNIX- or Linux-
based server and a Windows client. For reporting, it relies upon Business Objects, a
third-party software package, components of which are also installed on the server
and client.

Moreover, ACTIVE Governance works in concert with AppsRules, a set of applica-
tions that runs within the Oracle E-Business Suite environment.

From time to time, Logical Apps issues service packs that resolve issues concerning
the performance of ACTIVE Governance. The installation of such a service pack
involves some combination of three procedures:

* Installing updated AppsRules files; if the service pack includes AppsRules files,
they should be installed first. For installation procedures, see the AppsRules Suite
Installation Guide for version 7.1.

* Substituting an updated ACTIVE Governance .war file for an existing ags.war
file on the ACTIVE Governance Server.

*  Upgrading reports in Business Objects. Because an update overwrites the run his-
tory of existing reports and report schedules, you may also want to back those up.
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Chapter 2

Installing ACTIVE Governance Files

The installation of an ACTIVE Governance service pack involves replacing an exist-
ing ags.war file with an updated one on the ACTIVE Governance Server.

Preparation

During the original installation, a staging directory was created on the server. Locate
that directory or, if it no longer exists, create a new one. The staging location is to be
known in this document as $LAPPS_STAGE.

Also during the original installation, a Logical Apps base directory (for example,
/ust/opt/lapps) was created on the server; it is to be known in this document as
$L.APPS_BASE. An ACTIVE Governance directory was created as a subdirectory of
the base directory (for example, $LAPPS_BASE/ag7); it is to be known in this docu-
ment as $LAPPS_AG_HOME. Identify the path to $LAPPS_AG_HOME on your setver.

You can set $LAPPS_BASE, $LAPPS_STAGE, and $LAPPS_AG_HOME as environment
variables, enabling you, in subsequent procedures, to type these variable names in
place of actual paths on command lines. To do so:

1 Navigate to the $LAPPS_AG_HOME directory.

2 Execute the following command:

$ . ag.env
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Installation

To install an ACTIVE Governance service pack, complete the following steps. (Al-
though an ACTIVE Governance instance may use a Tomcat or Oracle application
server, the command examples in this procedure assume the use of Tomcat.)

1

From a site provided by Logical Apps, download the file ag_platform_##SPxn.zip to
your $LAPPS_STAGE directory. In that name, the 7 values represent version and
service-pack numbers. For example, the file for version 7.1 service pack 1 would
be ag_platform_71SP1.zip.

Set the current path to the staging directory:
cd SLAPPS_ STAGE

Extract the contents of the file you downloaded in step 1. (Substitute the actual
version and service-pack numbers for the 7 values in the following command.)

unzip ag platform nnSPn.zip

The .zip file always contains at least the following two files: ags_n_n_n_snn_
bnun_spn.war and ag_#nSPn_updateRelease.sql. In these names, the 7 values stand
for version, schema, build, or service-pack numbers.

For example, the name ags_7_1_0_s41_b19_spl.war indicates a file for service
pack 1 of version 7.1, which incorporates schema number 41 and build number
19. Similarly, the file name ag_71SP1_updateRelease.sql designates a file for ser-
vice pack 1 of version 7.1.

Make a note of the actual number values in the names of the files you extract;
you’ll need them as you use the files in later steps. Moreover you’ll use the num-
bers from the .war file name to validate the installation.

Shut down the application server:
$S1LAPPS AG HOME/bobje/tomcatshutdown.sh

Remove the existing ACTIVE Governance .war file, and copy the service pack
replacement .war file to the appropriate directory:

rm $SLAPPS AG HOME/bobje/tomcat/webapps/ags.war

Cp S$LAPPS STAGE/ags n n n snn bnn spn.war

$1LAPPS AG HOME/bobje/tomcat/webapps/ags.war

Substitute correct version, schema, build, and service-pack numbers for the #
values in the name of the replacement .war file (see step 3).

Remove the old ags directory and log files:

rm —rf $1apPs AG HOME/bobje/tomcat/webapps/ags

rm SLAPPS_AG_HOME/bobje/tomcat/work/Catalina/localhost/ags/*
rm SLAPPS AG HOME/bobje/tomcat/logs/*

Restart the application server:

$1APPS AG HOME/bobje/tomcatstartup.sh
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8 Update ACTIVE Governance version information. (The following commands
assume the use of Sql*Plus for running an update script and also the use of the
conventional ACTIVE Governance schema name.)

a From the UNIX/Linux command prompt:
cd SLAPPS STAGE
sqglplus /nolog

b Then from the Sql*Plus command prompt:
Sglplus > connect xxlaapps_ag/ag
Sglplus > @ag _nnSPn updateRelease.sqgl

Substitute correct version and service-pack numbers for the 7 values in the
replacement .sql file name (see step 3). If, as the file runs, you are prompted
for a copy variable, enter the value &copy.

¢ Exit Sgl*Plus:
Sglplus > exit

Restarting Services

To activate the new ACTIVE Governance .war file, you must stop and then restart
the ACTIVE Governance service. The following procedure restarts both it and the
Business Objects service. If a service pack includes Business Objects updates, you can
wait to complete procedures described in Chapter 3 before carrying out this restart op-
eration. The process requires that ag.env has been run to set environment variables;
see page 3.

1 On the ACTIVE Governance server, navigate to the $LAPPS_AG_HOME directory.
2 Enter the following commands:

Stop
Start

Validation

To validate the service-pack installation, perform two procedures. You can complete
the first procedure either before or after you have restarted the ACTIVE Governance
service:

1 On the ACTIVE Governance server, navigate to the $LAPPS_AG_HOME directory.
2 Execute the following command:
Md5sum ags.war

3 The resultis a checksum value. Compare this value with one given in Release
Notes for the service pack you are installing. If the two values are equal, the
service-pack installation is valid.
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The second returns correct results only after the ACTIVE Governance service has
been restarted.

1 Start the ACTIVE Governance Platform: Type the URL for your instance of
ACTIVE Governance in the Address field of Internet Explorer, and press the
Enter key. In the Sign In dialog, enter your user name and password, and click
on the Sign In button.

2 In the ACTIVE Governance Platform, click on the Administration tab.

Tasks (0} | Profile | Sign Out | Help
LogicalApps. | ACTIVE Governance

‘Welcome, Wallace Stevens

CumruILihrarv Control Automation | Segregation of Duties | Access Monitoring | Reporting SEUITHTENE T

Home > Administration

Control Administration

Manaue 1D Value Sels
Map Control Elements To |D Yalue Sets

Manage Likelihoods

Manage Ratings

Manage Dimensions

Mags Undate Dimension Yalue Mapnings
Manaye Atributes

Mass Update Attribute Yalue Mappings
Import Controls from Excal

User Administration
s Manage Users
s Manaue Groups

Workflow Administration
» Workilow Routin
= Warkflow Definition
= Mansue Workilow Priotities

Data Administration

* Export
» [mpaort

System Administration
* Manage Data Sources
e Manage Licenses
» Manage Configuration Propeties
“Wergion 7.1.0 541 b19 =p1

3 In the lower right corner of the white portion of the Administration Home,
review the software version, schema, build, and service-pack numbers. These
should match the values contained in the name of the replacement .war file that
you installed in step 5 of page 4. (For validation purposes, ignore the version
number displayed in the green border at the bottom of each ACTIVE Govern-
ance panel.)
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Chapter 3

Business Objects Upgrade

If the service pack files available to be downloaded from Logical Apps include a zip
file whose name begins ag_reporteenter, then the service pack includes modified reports
and you need to upgrade Business Objects components. To do so, you would work
form the Windows client where, during the original installation procedure, you in-
stalled the Business Objects Business View Manager.

The process includes up to four broad steps:
* Replacing existing business views (.xml files) with updated views.

e Backing up existing reports (.rpt files), so that their report history and schedules
are not lost. (This step is optional.)

* Publishing the updated reports through use of a Business Objects Publishing
Wizard.

* Configuring access to reports.

Replacing Business Views

To install updated business views on your system:

1 From a site provided by Logical Apps, download the file ag_reportcenter_
mnSPn.zip to a staging directory on the Windows client. In that file name, the #
values indicate version and service-pack numbers; for example, the file for ver-
sion 7.1 service pack 1 would be ag_reportcenter_71SP1.zip.
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2 Navigate to your staging directory and, in it, extract the contents of the file you
downloaded. (Substitute the actual version and service-pack numbers for the #
values in the following command.)

unzip ag reportcenter nnSPn.zip
3 Log in to the Business View Manager.

In the Repository Explorer, click on the plus sign for the Report Center folder. A
selection of subfolders appears.

5 Within this selection, delete each of the business views you are going to replace.
These correspond to the names of .xml files contained within a Business Views
folder, which is one of the items you extracted from the .zip file in step 2. (Note
that some of these may exist in subfolders of the Report Center subfolders —
for example, SOD User Conflicts Summarized exists within Report Center/
Segregation of Duties.) For each, right click on the item and then select the
Delete option.

E' Business Yiew Manager M=]E3

- File Wiew Took Help

ED@n|nvn'|?

|Repository Explorer '3 X|
(196 O [ ) %o =2
-8 SUMMIT \WHE LOGICALAPPS.COM [Admiristrator]
D Dynamic Cascading Prompts
-0 Report Center
E-20 Access Manitaring
G0 Appstudi
E-E2 AppzCantrol
-1 AppsRiules
-0 Control Automation
-2 Contral Library
[
£
£
[

-] Data Connections

{1 DataComparison

7] Oracle Audt

- Oracle EBS Security

=20 Segregation of Duties

& Simulation Criteria

(21 50D Application

D SO0 Extract

(1 500 Function

(2 500 Global Subscribers
1 sop Prompts

(1 500 Reviewsr Performance
-0 500 User Conflicts

-2 50D User Conflicts Summarized

Ready [um][car|[scry]

6 Sclect the Import option from the Tools menu. An Import dialog appears

Click on the Choose XML button and, in an Open dialog, navigate to the staging
folder. Select one of the files you extracted in step 2. Click on the instance shown
at the top of “Select the import folder” field. Ensure that the three check boxes
(Preserve CUID when importing objects, Overwrite if CUID exists, and Merge
folder Security) are selected. Click on the OK button.

Repeat this process for each of the files you extracted in step 2.

7 In the Repository Explorer, click on the plus sign for the Data Connections sub-
folder of the Report Center folder. A list of data connections appears.
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8 Double click on the AppsRules Source Data subfolder.

§|Business Yiew Manager - [AppsHules Source Data] M=]E3
File Edit Wew Tools Window Help

DEE o - sk B8 B R T

| Object Explorer 7 x| (3 AppsRules Source Datal e ;. Bl
----- G& AppzFRules Source Data £5 | » &S | & T T
& v W {:I Dynamic Cascading Prompts d
ED Feport Center
Mame | Descri D Arcess Monitoring
EEWHISTLER${LAAPPS-11512DC -0 Appstud

-E3 AppzControl

i | AppsRules

D Cantral Automation
71 Control Library
=11 Data Connections

E=WHISTLER#XLAAPPS-1153-0C
E=WHISTLER#XLAAPPS-1158-0C

& A Source Data
- [EE= e Data
[k 5 i
i x T
MHame AppsHules Source .. - LONDON-PPSOC
Description AppsHules Source . ~(E5 LONDONHHLAAPPS 1151
Author Adrministrator G‘g LDNDDN-WLMF'F’S-'IWBT—
Farent Folder /Report Center/Da... G‘k MySOL_AG_Faju
Prompt Text AppsRules Source ... G‘k SALTL.&KE -;¢<LAAF'F'S AG
Rights G‘h SUMMIT-AG-DC
{EE SUMMIT+{LARPPS 11512
al [ {EE SUMMIT-#XLAAPPS-DC-11
- {EE WHISTLER #xLaAPPS11E
[k o K
Add.. | e | B WHISTLER-=<LAAPPS-11E
| {25 WHISTLER $2¢ AAF'F'S-HF
4 3
Ready o fcaplscRy]

9 Delete all the data sources contained within the AppsRules Source Data sub-
folder. (In the example illustrated above, these are the three items that begin with
the word WHISTLER, located in the center panel.)

10 Drag each of your data sources from the Data Connections list to the AppsRules
Source Data subfolder (again, the center panel).

11 In the Data Connections list, double click on each of your data sources. In the
Property Browser, confirm that all the connection information is correct (par-
ticulatly the password).

Backing Up Old Reports

To back up the reports you are replacing:

1 Open the Central Management Console (CMC). Use the following URL:

http://Hostname: PortNumber/businessobjects/enterprisell/admin/
en/admin.cwr

Replace Hostname and PortNumber with the values appropriate for your instance
of ACTIVE Governance.

2 Log in to the CMC. Use Administrator as the user name and supply the password
for your site.

3 In the CMC, click on the Folders link.
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10

4 Create backup subfolders that correspond to report subfolders in your staging

directory. (These are subfolders you extracted from the .zip file you downloaded
in step 2 on page 8; each contains .rpt files.)

a Click on the New Folder button:

2l BusinessObjects Enterprise Central Management Console - Microsoft Intemet Explorer

Fle Edt Yiew Favoits Tooks Help ‘ o
& ® 0 e B
eEack Q- Ij @ LM/.Js‘.earch </ Favartes €)| s = I [ s
Adehess [] bite://summitwha Jogicalamps. com 80800 b rise]1/ad diin.cwr = 3 6o | Links >
BusinessObjects Enterprise Preferences | (& Logott | 2 Register | about | @ Hep
Central Management Console Home = Account: Administrator
Home > | MNewFolder. || CopyMove.. || Delste |
Creste 5 New folder Refresh
Searchfor [FolderTitle =] [contains =l Text [ Search
™ Folder Title = Description

O Report Center
@ Rreport Histary

O @ Temporary Storage
| (3 userFolders

b Type the name for the folder in the Folder Name field. Click on the OK button.

A e e B Proferences | (¥ Logott | 04 Register | about | @ Help
Central Management Console Folders E Account: Administrator

Home > Folders >

Properties | Objects | Subfolders | Limits | Rights |

Folder Mame: |New Fulder

Description: ‘ ;I
=

Keywords

Folder Path:

€ You can use the same procedure to create additional subfolders under the
one you’ve just created.

Click on the Folders link in the “breadcrumb” trail, and click on entry for the
Report Center folder. A list of subfolders appears; click on a subfolder that con-
tains reports you want to back up. (These subfolders, once again, correspond to
report subfolders in your staging directory, which you extracted from the .zip file
you downloaded in step 2 on page 8.)

BusinessObjects Enterprise Preferences | (3 Logott | 2 Register | sbout | @ Help
Central Management Console Falders = Account: Administrator

Home > Folders » Report Center »

Properties | Objects I Subfolders | Limits | Riohts |

| Newobject.. || copyMaveishartout.. || Sendto.. || Delete || Refesh

™, Type Object Title = Description
7 Responsibiliies with Conflics Repart The Responsibilities with Conflicts Report shows a listing of all conflicting applications, conflicting functions and conflict
P 3 rules associated with a particular responsibility.

~ Responsibility Conflicts By Rule Report The Responsibility Conflicts by Rule Report lists conflicting responsibilities by user for various Caonflict Rules.

= Responsibility Menu Report The Responsibility Menu Report shows the mapping between respansibility, menu and function a3 well as a count of
uszer conflicts by conflict name.

r Reviewer Parformance Report The Reviewer Performance Report shows the user the length oftirme 2 notification has been pending before approval a5

i wrell as how many nofifications have been approved or rejected

The Simulation Remediation History Report displays all simulation rules that have been applied via the remediation

[} Simulation Remediation History Repont functionality within the Access Govemor module. This report also displays what user submitied the rules for remediation
and atwhen they submitted the rules.
Objective: The User Conflicts Master C5Y Report is designed strictly for extracts, and is not readable in the Report

. Center. The repont shows all AppsAccess master data including conflict setup information and user conflict ganeratad
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8
9

Click in the check boxes for the reports you want to back up. Then click on the
Copy/Move/Shortcut button. The following window appears:

DisingssObjects Enterprise Preferences | (2 Logoif | Register | about | @ Help
Central Management Console [Foiters =l Account: Administrator

Home > Folders » Report Center > Segregation of Duties >
hoose to copy, create shortcut(s), or move the selected object(s) from their current folder(s) to a destination folder or object package.
@ Copyto Destination: [Report History =,
© Move to LoakFor: [ Find Now
€ Create shortcutin: Oracle EBS Security
Segregation of Duties
Show Subfolders

In the field that lists folder names, click on the backup folder you created. If you
have created subfolders for that folder, click on the Show Subfolders button and
select the subfolder you want.

Select the Move to radio button.

Click on the OK button.

10 Repeat this process for any other reports you need to back up.

Publishing the New Reports

Publishing the new reports involves a process similar to backing up the old reports,
except that now you are moving reports from your staging directory to the Report

Center folder. However, you use a Publishing Wizard, which is accessible from the
Business Objects folder under Windows Start.

1
2

From the initial Publishing Wizard screen, click on the Next button.

Enter logon values: For System, supply the host name of the ACTIVE
Governance server. For User Name, supply Administrator. For Password, supply
the password created for your instance. Authentication is always Enferprise. Click
the Next button.

A Select Files panel of the Publishing Wizard opens. In it, click on the Add Files
button. In an Open dialog, navigate to your staging directory. Within the staging
directory are subdirectories you extracted from the .zip file you downloaded in
step 2 on page 8. Within each subdirectory are .rpt files.

Open one of the subdirectories, select all its .rpt files, and click on the Open but-
ton. The files are now listed in the Publishing Wizard. Click on the Next button.

A Specify Location panel of the Publishing Wizard opens. In it, navigate to the
Report Center subfolder in which you want to place the reports. Click on the
Next button.

A Confirm Location panel of the Publishing Wizard opens. It displays the file
names below the folder in which they will be published. Confirm that the values
are correct, and click on the Next button.
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6

8

In the next several Publishing Wizard panels, you need to nothing. Click on the
Next button until you reach the Specify Repository Refresh panel. That panel
lists the reports you are publishing; in it, click on the Enable All button. Then
click on the Next button.

In the next several Publishing Wizard panels, you need to nothing. Click on the
Next button until you reach the Reading Files panel. When the Wizard finishes
reading files, another panel lists the reports you are publishing. Click on the Next
button. This commits the objects; finally, click on the Finish button.

Repeat steps 3—7 for reports located in other folders, if any.

Configuring Access to Reports

Within ACTIVE Governance, each user is assigned a “primary application role” and
any number of “reporting roles.” Each of the reporting roles specifies a selection of
reports the user is able to open and review. After publishing a new set of reportts, you

must complete the following steps to correlate each report to its reporting roles:

1

Navigate to a bo_setup subdirectory of the staging directory on your ACTIVE
Governance server:

cd SLAPPS STAGE/bo_setup

Using a text editor, open a file called BusinessObjectsConfiguration.properties.
In it, set the businessObjects.commit property to false. Save the file and close it.

Set execute permissions on a file called run.sh:

chmod +x run.sh

Execute the file:

run.sh

Executing the run.sh file generates a log file. Check it for errors:
grep -1 error log.txt

If you find errors, call LogicalApps Technical Support.

If you find no errors, reopen the BusinessObjectsConfiguration.properties file
and reset the businessObjects.commit property to true. Save the file and close it.
Then re-execute the run.sh file.

Restarting Services

To implement the report changes you’ve made, you must stop and then restart the
Business Objects service. A single procedure stops and restarts both the ACTIVE
Governance and Business Objects services; see page 5. The procedure requires that
you have executed the ag.env file to set environment variables; see page 3.

12
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