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Chapter 1

About AppsAccess

AppsAccess detects segregation-of-duties conflicts within an organization, either
preventing them from occurring or uncovering them so that they can be propetly
managed. Designed for use with Oracle Applications, AppsAccess identifies conflicts
at both the responsibility and function levels.

AppsAccess users create “conflict rules,” each of which specifies two responsibilities
or functions that should not both be assigned to an individual person. Users may cre-
ate rules one at a time in a form called the Conflict Matrix, or upload already-created
rules from an Excel spreadsheet and adapt them as needed.

Each conflict rule applies one of three “control types” — Prevent, Allow with Rules,
or Approval Required. These determine the action to be taken when an Oracle Appli-
cations user is assigned duties that violate a conflict rule:

e A Prevent rule denies access to conflicting responsibilities or functions. When a
user is assigned responsibilities that trigger a Prevent rule, AppsAccess sets their
end dates to match their start dates, thus ensuring there is no period during which
the user has access to conflicting elements.

* An Allow with Rules conflict rule specifies additional rules, written in Logical Apps
AppsForm, that modify Oracle Applications menus in a way that mitigates a con-
flict. It also designates a reviewer who can approve or reject individual instances
of the conflict. Approval would require use of the modified menus.

* An Approval Required rule designates a reviewer who can either accept a conflict
(that is, allow an Oracle Applications user to work at responsibilities or functions
that are known to be in conflict) or reject it.

AppsAccess Training Guide 1



Chapter 1: About AppsAccess

Once conflict rules are defined, an AppsAccess user “generates conflicts” — causes
AppsAccess to evaluate current Oracle Applications users and note those who are in
violation of conflict rules. Prevent rules are then implemented with no further review.

For each of the other two control types, however, the designated reviewer decides
whether to approve individual conflicts. AppsAccess treats these conflicts in either
of two ways:

If a user has been assigned responsibilities or functions and a rule is subsequently
created to define them as conflicting, AppsAccess adds an entry for the user to a
list of conflicts generated by the rule. (This list is displayed in a form called User
Contflicts.) The reviewer then approves (or rejects) the conflict, either by itself (in
a User Conflict Actions form) or along with others (in a Mass Update User Con-
flicts form).

Decisions made in these forms, however, do not take effect; instead, they are
logged to AppsAccess reports. Administrators would then use information from
the reports to make appropriate adjustments in other systems.

For example, a user with System Administrator responsibility can, in the Oracle
Applications Users form, access the account of an affected user and adjust responsi-
bility end dates to extend access (for approval) or cut access off (for rejection).

If a user is assigned responsibilities or functions after a rule is created to define
them as conflicting, the assighment does not take effect immediately, and AppsAccess
posts a notification of the conflict to the designated reviewer’s Oracle Applica-
tions home site. Similarly, when a new user is created, his assighments are ana-
lyzed for conflicts, and notifications are transmitted to designated reviewers.

The reviewer’s response to this notification updates responsibility end dates for
the affected user: For an approval, the end dates are removed, permitting indefi-
nite access to the conflicting elements. For a rejection, the end dates are made to
match the start dates, preventing any access. Moreover, the user’s status is updated
in the AppsAccess User Conflicts form.

The following diagram illustrates the process:

Cregte Conflid
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rules in L Assighiments
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Appshcass or antedate rule! A
A poshCoass notifications
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o reniEn access, reieiny Rewviews conflict
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Chapter 1: About AppsAccess

Three of the AppsAccess reports provide information for the resolution of conflicts:
The Conflict Summary Report shows the number of conflicts generated for each
responsibility and so helps in establishing resolution priorities. The Responsibilities
with Conflicts Report lists the conflicts within each responsibility. The User Con-
flicts Report presents data generated when conflicts are approved or rejected in the
User Conflict Actions form.

The remaining two reports are useful for auditing: The Conflict Matrix report lists
conflicts and, for each rule, displays the values that define it, and the Application
Contflict Report provides status information about each user affected by each rule.

Conflict Matrix Forms

AppsAccess separates the authority to create conflict rules from the authority to
approve or reject conflicts generated by those rules. To do so, it provides two copies
of the Conflict Matrix form:

e Ina copy of the Conflict Matrix labeled Define Conflict Rules, users can create
rules, generate conflicts, and review them. This copy of the Conflict Matrix, how-
ever, blocks access to the forms in which conflicts are approved or rejected.

* Ina copy of the Conflict Matrix labeled User Conflict Approval, users can view
conflict rules and review conflicts. They can select options that open the User
Conflict Actions and Mass Update User Conflicts forms, and then use those forms
to approve or reject conflicts. In this copy of the Conflict Matrix, however, users
cannot create conflict rules.

Starting AppsAccess

To start AppsAccess:

1 Select the Logical Apps AppsRules responsibility from the Application list.
(Ensure first that the AppsRules responsibility is available to you.)

2 In the Logical Apps Navigator, select either of two AppsAccess options:

¢ Click on AppsAccess — Define Conflict Rules to open the copy of the
Contflict Matrix in which rules are created but conflicts cannot be approved
or rejected.

* Click on AppsAccess — User Conflict Approval to open the copy of the
Contflict Matrix that permits the approval or rejection of conflicts but does
not allow the creation of conflict rules.

3 Click on the Open button in the Logical Apps Navigator.

AppsAccess Training Guide 3



Chapter 1: About AppsAccess

Finding Conflict Rules

When you open either copy of the Conflict Matrix, a Find Conflict Rules form

appears.
h= (PSS e REE e e e e o e o o e e e e o e e e o o o T o e T e e T T T T T e T e e T e T T T 0 T o o T o T T e
Conflict Rule Narme |— Entity Type :\
Application | Enrtity |
Reviewer | Appraval Group |

End-Dated Conflicts :\ Conflicts Exist :\
- -

Same 0O Same S0B

Contral Type
[ Appraoval [ Prevent [l Allow with Rules

[ New ) [ clew  j ( Fmg

You can use this form to load existing conflict rules into the Conflict Matrix. To
search for all rules, simply click on the Find button. Or to search for a selection of
rules, complete the following steps.

1 Fill any combination of the following boxes.

Contflict Rule Name: From the list, select a rule to search for it. An entry in
this field causes AppsAccess to return only the single rule that matches the
rule name. Or leave the field blank to search among all rules; doing so may
return any number of rules (depending on the remaining filter selections.)

Application: From the list, select an Oracle application to find rules involving
that application (as either of two applications to which conflicting responsi-
bilities or functions may belong). Or leave the box blank to see rules involving
any application.

Entity Type: Select Function or Responsibility to find rules defining conflicts
in one entity or the other, or leave the box blank to see rules for both types.

Entity: From the list, select a function or a responsibility to search for rules
involving that entity (as either of the two conflicting entities). Or leave the
box blank to search for rules involving any function or responsibility. The
values you can select depend on your selection in the Entity Type box.

Reviewer: From the list, select a person to find rules for which that person is
the designated conflict reviewer. Or leave the box blank to see rules for which
anyone is a designated reviewer.

Approval Group: From the list, select the name of an approval group (as con-
tigured in Logical Apps AppsFlow) to find rules for which that group is the
designated conflict reviewer. Or leave the box blank to see rules for which
any group is a designated reviewer.

End-Dated Conflicts: Select Y (for yes) to find rules for which conflicts are
end-dated or N (for no) to find rules for which conflicts are not end-dated.
Or leave the box blank to search for both types of rule.

AppsAccess Training Guide



Chapter 1: About AppsAccess

¢ Conflicts Exist: Select Y (for yes) to find rules for which conflicts exist or N
(for no) to find rules for which no conflicts exist. Or leave the box blank to
search for both types of rule.

¢ Same OU: Select Y (for yes) to find rules that apply within operating units or
N (for no) to search for rules that apply across operating units. Or leave the
box blank to find both types of rule.

e Same SOB: Select Y (for yes) to find rules that apply within sets of books or
N (for no) to search for rules that apply across sets of books. Or leave the
box blank to find both types of rule.

¢ Control Type: Select any combination of check boxes for control types —
Approval, Prevent, or Allow with Rules — to search for rules of those types.
Select all three check boxes, ot clear all three of them, to search for rules of
all types.

2 C(lick on the Find button. (Or, to discard the filtering selection you have made
and start over, click on the Clear button.)

After being used, the Find Conflict Rules form remains open in the background. To
bring it to the foreground and use it again, click on it (drag any other forms, such as
the Conflict Matrix, out of the way). If you close it, you can reopen it: Click on View
in the menu bar, then Find in the View menu. Ot, click on the Find icon, located
second from the left in the tool bar. (It looks like a flashlight.)

Making Selections in AppsAccess

When you click in a list of values box to enter data, AppsAccess presents a list icon
to the right of the box. It looks like an ellipsis:

When you click on this icon, AppsAccess opens a window in which you can produce
a filterable list of values that may be entered in the box:

Application

Functions

Find

Function Mame Description =
ARIAP Metting Receivables Eligibil...  ARIAP Metting Receivable-"
AR: Approve Adjustments

AR: Create Receipt Write-off AR Create Receipt YWrite-
AR:Receipt Creation Program ARReceipt Creation Prog
ASOQTATP

ATF Data Collection ATP Data Collection

Al Element Entry

AlJ SOE Staternent of Earnings (AL

ALHR R111 Enter Student Enrallm
AUHR R11iBook Resources
AUHR R11i Define Activity

AUHR R11i Development Events
AUHR R11i OTA Define Letter
;MJHP R11i OTA Renuest | pter
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To use this window:

1 Click in the Find box and type a string of characters for which AppsAccess
should search. You can use the percent sign (%) to stand for any string of char-
acters. For example, the string A4KD would return all entries that begin with those
letters, while the string %.4KD would return all entries in which those letters
appear in any position. The percent sign alone would return all possible entries.

2 Click on the Find button. AppsAccess returns a list of the items that match your
search criteria.

3 Scroll through the list and click on the item you want.
4 Click on the OK button.

6 AppsAccess Training Guide



Chapter 2

Defining Conflicts

The AppsAccess Conflict Matrix enables you to create new conflict rules; as an
alternative, you can upload already-created rules from an Excel spreadsheet. In the
Conflict Matrix, you can also view existing rules as well as generate user conflicts that
the rules define.

Outside of the Conflict Matrix, you can complete other tasks related to conflict-rule
definition. One is to create global subscribers — to identify data groups, submenus,
operating units, or users who are exempt from conflict rules.

Another is to create approval groups and assign users to each; a rule can then specify
an approval group as a conflict reviewer, enabling any number of people, rather than
a single person, to review conflicts generated by a given rule. Approval groups are
created and maintained in Logical Apps AppsFlow; so are workflow roles, which may
serve as components of approval groups. For complete instructions on configuring
these elements, refer to the AppsElow Training Guide.

Creating Conflict Rules Manually

In broad terms, creating a conflict rule involves specifying two conflicting “entities,”
either responsibilities or functions; noting the applications to which those entities
belong; and selecting a control type, a reviewer, and a few other parameters. You can
complete all these tasks in the copy of the Conflict Matrix that opens when you se-
lect the AppsAccess — Define Conflict Rules option in the Logical Apps Navigator.
(The Conflict Matrix is shown in the illustration at the top of the next page.)

AppsAccess Training Guide 7
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Conflicts

Conflict Rule hame Entity Type Application Entity Conflicting Application  Conflicting Entity Exist

‘Conﬂim Rule 1 |Respunsi... '||0racle Purchasing ‘Purchasing Super Us|0racle Public Secml|PayahIes Manager O =]

‘Conﬂim Rule 6 |Func1i|:m '||0racle Purchasing ‘Purchase Orders |0racle Purchasing |Receip1s O
l‘Conﬂim Rule 11 |Func1i|:m '||0racle Public Semm‘Suppliers |0racle Purchasing |Purchase Orders O

\ | | \ | | 0

\ | | \ | | O

\ | | \ | | O

\ | | \ | | O

\ | \ | | O

Cantral Type ‘Approval Required v| v Sarme Ol W Same SOB
Revigwer ‘System Administrator Approval Group |
Start Date ’W End Date ’7
Reason |Business Risk 3

( Generate User Conflicts [ [dass Undate [ User Conflicts [ AppsFarm Rules [ Global Subscribers

To create a conflict rule in the Conflict Matrix:

1

w

Activate a row in the grid on the Conflict Matrix. Use any of these methods:

¢ If the Conflict Matrix grid contains any empty rows, click in the first one.

*  C(Click on the New button, which is first on the left in the tool bat.

* Click on File in the Oracle Applications menu bar, then on New in the File menu.
¢  Open the Find Conflict Rules form and click on its New button.

Once a row is active, some fields in the Conflict Matrix take on a yellow coloring,
and others white. Yellow fields require input; white fields are optional.

Type a unique name for the rule in the Conflict Rule Name field.
In the Entity Type list box, select Responsibility or Function.

Select the “base” entity — the first of the two entities your rule is to define as
conflicting. Use either of two methods:

e In the Entity list of values, select a responsibility or function. (The list con-
tains only one type or the other, depending on the choice you made in the
Entity Type list box.) When you do, AppsAccess automatically fills the Appli-
cation box with the name of the application to which the entity belongs.

e In the Application list of values, select an application. AppsAccess then limits
the values available in the Entity box to those belonging to the application you
selected (and, of course, of the type you chose in the Entity Type list box).
Select the one you want.

Select the conflicting entity — the second of the two entities your rule is to define
as conflicting. Use either of the methods you used to select a base entity, but this
time in the Conflicting Application and Conflicting Entity lists of values.

In the Control Type list box, select the control type you want to apply to the rule
— Prevent, Allow with Rules, or Approval Required. (See page 1 for definitions
of these control types.)

In the Reviewer list of values, select the person who is to review individual con-
flicts generated by the rule.

AppsAccess Training Guide



Chapter 2: Defining Conflicts

8

In the Approval Group list of values, select an approval group with authority to
review individual conflicts generated by the rule. If you enter a value in this
optional field, AppsAccess ignores the value entered in the mandatory Reviewer
field. If you omit a value here, AppsAccess uses the value in the Reviewer field.

Select the Same OU check box if you want the rule to apply only within individ-
ual operating units. Select the Same SOB check box if you want the rule to apply
only within individual sets of books. Clear the appropriate check box if you want
the rule to apply across operating units or sets of books.

10 In the Reason box, type an explanation of the business risk addressed by this

11

conflict rule. (This reason appears in the LA AppsAccess Conflict Matrix Report.)
Specity dates during which the rule is to remain in effect.

Start Date defaults to the date on which you create the rule. Accept the default or
modify it to specify a future date on which you want the rule to take effect.

End Date is blank by default. Insert a date on which you want the rule to expire,
or leave the box blank to allow the rule to remain in effect indefinitely. An end
date earlier than the start date prompts AppsAccess to present an error message.

In either case, select a date in the pop-up calendar that appears when you click on
the list-of-values icon. Or type a date in the format configured for your instance
of Oracle Applications.

If you selected the Prevent or Approval Required control type (in step 6), you need
only save the rule. If you selected the Allow with Rules control type, you must link
this rule with one or more AppsForm rules. To do so, complete these steps:

1

AppsAccess Training Guide

In the Conflict Matrix, click on the AppsForm Rules button (which becomes
active only when you select the Allow with Rules control type). An AppsForm
Rules form appears:

AppsForm Rule Comrent Creation Date Active
|[Suppliers PO View [~ Supplier View for Buyers [25.APRO5 12:08:56 v =
Ul | | o

| | | ml
Ul | | C
Ul | | o

| | | o

| | | ml

| | | O 3

From the AppsForm Rule list of values, select a rule that addresses the conflict.

In the Comment box, type a comment explaining why the AppsForm rule is
being attached to this conflict rule.

Allow AppsAccess to complete the Creation Date and Active fields.

The Creation Date field defaults to the date and time you establish a link between
the AppsForm and AppsAccess rules — the system date at the moment you select
the AppsForm rule. (It appears after you refresh the AppsForm Rules form.)
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The Active check box is selected by default if the AppsForm rule is active. You can
choose only among active rules, so the check box is always selected initially. If you
inactivate a rule in AppsForm, however, the check box is cleared here automatically.

5 You may want the conflict rule to invoke more than one AppsForm rule. If so,
repeat steps 2—4 for each AppsForm rule you want to invoke.

6 Close the AppsForm Rule form: click on the X symbol in its upper right corner.

Once you’ve completed all configuration steps, save the conflict rule: Click on File in
the menu bar, then on Save in the File menu. Or click on the Save icon, located fourth
from the left in the toolbar.

Creating Global Subscribers

10

You can specify submenus, functions, data groups, operating units, and users who
are exempt from conflict rules. Such exclusions can ensure that query-only access to
Oracle Applications features does not trigger conflict rules, even when standard
access to the same features would. Or they may avoid the generation of conflicts that
need not be tracked (such as for support personnel, who might have super-user
access, but who do not actually carry out the conflicting responsibilities or functions).

Items designated for exclusion (or, in one case, inclusion) are called global subscribers.
To select them, click on the Global Subscribers button in the Define Conflict Rules
copy of the Conflict Matrix. (The button is disabled in the User Conflict Approval
copy.) Then, in a Global Subscribers form, click on the tab for a subscriber type.

Operating Units

You can select operating units either to be included in, or excluded from, conflict-
rule processing. These selections apply to operating units assigned to users, responsi-
bilities, applications, or sites through use of the MO: Operating Unit profile option
in the system administrator responsibility. The option may be set simultaneously at
any or all of these levels, and the active setting is the one at the most narrowly
focused level (first user, then responsibility, then application, then site).

1 In the Global Subsctibers form, click on the Include/Exclude Operating Units tab:

Exclude Sub-Menus/Functions  Exclude Data Groups Exclude Users

— Includ — Exclude
~ Operating Unit Active ~ Operating Unit Active
||F'aris .|~ ||Riu de Janeiro . |2

| = | =

| O ( O.

| o.q 0.
I ol o
\ | 5 \ | -

| O ( 0.

| 0.5 | 0.5

2 Seclect operating units in the list-of-values fields under either of the Include and
Exclude headings. It is permissible to have entries in both lists simultaneously.
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3 Select or clear the Active check boxes next to the entries:

If Active check boxes are selected under the Include heading, the correspond-
ing operating units are eligible for conflict-rule processing and all others are
excluded.

If Active check boxes are selected under the Exclude heading, the correspond-
ing operating units are excluded from conflict-rule processing, and all others
are included.

Do not select Active check boxes simultaneously under both the Include and Ex-
clude headings. Otherwise you will be unable to save the subscriber configuration.

Submenus

A submenu under one menu may provide query-only access to functions, even though
the same submenu under another menu provides write access to the same functions. A
conflict rule that includes such a function would trigger conflicts for all instances of the
function — rightly when a user has write access, but falsely for query-only access.

To exclude just the query-only functions from conflict-rule processing, create sub-
menu subscribers:

1

In the Global Subscribers form, click on the Exclude Sub-Menus/Functions tab:

O Apr

Inclu

slok e

de/Exclude Operating Units Exclude Data Groups Exclude Users

1

Wenu Mame User Menu MName Sub-Menu Name User Sub Menu Mame
| BEN_CWB_MAIN_MEF Compensation Workbench Main [BEN_CWB_BDGT_ME [Compensation Workbench Buq

2 Make selections in the Menu Name, Sub-Menu Name, and (optionally) Function
Name list boxes. (The last of these and other fields come into view as you scroll
the form to the right.) AppsAccess supplies corresponding values in the User
Menu Name, User Sub Menu Name, and User Function Name fields.

AppsAccess Training Guide

This exclusion feature recognizes only direct parent-child relationships:

To exclude a submenu, specify that submenu and its immediate parent menu;
use the Sub-Menu Name and Menu Name fields (respectively). To exclude a
submenu is to exclude all functions available from that submenu.

To exclude a single function, specify that function and its immediate parent
submenu; use the Function Name and Menu Name fields (respectively). Note
that you would include the submenu name in the Menu Name field and would
leave the Sub-Menu Name field blank.

11



Chapter 2: Defining Conflicts

3 Select the Active check box to exempt the query-only instance of the function or
functions from conflict rules, while leaving write-enabled instances subject to con-
flict rules. Or, clear the check box to deactivate the exemption.

Data Groups

Version 6.5 of AppsAccess includes the capability to evaluate conflict rules against
data groups. To eliminate false conflicts that can occur when custom responsibilities
are assigned to query-only data groups, you can exempt data groups from conflict-
rule processing:

1 In the Global Subscribers form, click on the Exclude Data Groups tab:

O Ap hal cribers

Include/Exclude Operating Units ~ Exclude Sub-Menus/Functions Exclude Users
Data Group Description Active
||Standard |Standard O [~
I | O
| | O
Il | O
Il | O
Il | O
| | O
| | =NC

2 In the Data Group lists of values, select the group that is to receive the exclusion.

If a description was written when the group was created, it appears by default in
the Description box. If no description was written, the box remains blank. The
Description box does not accept direct input.

3 The Active check box is selected by default. Leave it selected for the exclusion to
take effect. Clear it (click on it so that no check mark appears) to reserve an exclu-
sion for the group, but not have it take effect at present.

Users
You can exclude individual users from conflict-rule processing:

1 In the Global Subscribers form, click on the Exclude Users tab:

Include/Exclude Operating Units  Exclude Sub-Menus/Functions  Exclude Data Groups
User Description Active
laLan [atan mitter o [
I | O
| | O
I | O
Il | O
| | O
| | O
| | O 3
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2 In the User Name list of values, select the ID of the user who is to receive the

exclusion.

If a description of the user was written when the user ID was created, it appears
by default in the Description box. If no description was written when the user
ID was created, the box remains blank. The Description box does not accept

direct input.

3 The Active check box is selected by default. Leave it selected for the user exclu-
sion to take effect. Clear it (click on it so that no check mark appears) if you want
to reserve a user exclusion for the user, but not have it take effect at present.

Finishing the Subscriber Configuration

When you finish working in the Global Subscriber forms, save the subscribers
you’ve created: Click on File in the Oracle Applications menu bar, then on Save in
the File menu. (Once you’ve created and saved a subscriber, you cannot delete it,
although you can deactivate it by clearing its Active check box.) Then close the
Global Subscriber forms: Click on the X symbol in the upper right corner.

You can print a report that lists all user exclusions; see page 36.

Uploading Conflict Rules from a Spreadsheet

Rather than create rules one at a time in the Conflict Matrix, you can select rules in a

Microsoft Excel spreadsheet, edit them in the spreadsheet to contain values appropri-
ate for your site, and then upload them all at once. Before you start, be sure you have
created approval groups if you intend to designate them as conflict reviewers for the

rules up upload. You also need to know the name of the ODBC driver that enables

you to connect to your Oracle system.
To prepare the spreadsheet for uploading:
1 Open the AppsAccess LA_SOD spreadsheet.

T Entity Application User Funetion Conflicting Conflicting Funetion

Type Name Application Displag Name

Requisitions"Purchaze Orders Function  Oracle Purchasing Fiequisitons ~ Oracle Purchasing Furchase Orders

Requisition SummaryPurchase Orders | Function  Oracle Purchasing Fiequisition Sumr Oracle Purchasing Furchase Orders

Requisitions"P(0 Summary: Create Mew PO | Function  Oracle Purchasing Fiequisitons ~ Oracle Purchasing PO Summary: Create hlew PO

Requisitions"Releases Function  Oracle Purchasing FRequisitons  Oracle Purchasing Releases

Requisition Summary'P0 Summary: Create  Function  Oracle Purchasing Fequisition Sumr Oracle Purchasing PO Summary: Create hlew PO

Requisition Summary*Fecleases Function  Oracle Purchasing Fequisition Sumr Oracle Purchasing Releases

Requisitions* AutoCreate Documents Function  Oracle Purchasing Requizitions Oracle Purchasing AutoCreate Documents

Requisition Summary* AutoCreate Documen! Function  Oracle Purchasing Fequisition Sumr Oracle Purchasing AutaCreate Documents

PO Summary: Create Mew PO'Receipts | Function  Oracle Purchasing PO Summary: Cre Oracle Purchasing Receipts

Releazes"Receipts Function  Oracle Purchasing Feleases Oracle Purchasing Receipts

AutolCreate Document:"Freceipts Function  Oracle Purchasing AutoCreste Docu Oracle Purchasing Receipts
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Control Type

Approval Flequired

Approval Flequired

Approval Flequired

Prevent

Prevent

Prevent

Prevent

Allows with Rules

Allows with Rules

Allows with Rules

Allows with Rules

Approver

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

Buyers should not process their awn
process contals.

Bugers should not process their own
process contals.

Bugers should not process their own
process contals.

Bugers should not process their own
process contals.

Bugers should not process their own
process contals.

Bugers should not process their own
process contals.

Bugers should not process their own
process contals.

Buyers should not process their own
process contals.

Feceiving personnel should never hz
arders or to change receiving contro
have the ability to do any receiving or
Feceiving personnel should never hz
arders or to change receiving contro
have the ability to do any receiving or
Feceiving personnel should never h
arders or to change receiving contro
have the ability to do any receiving or
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2 In the upper left corner of the Access Load Values sheet, provide the ODBC
driver name, connect string, Apps user name, and Apps password.

3 Click on the Update Data button. The spreadsheet is populated with up to
65,536 rows of rule data. (Owing to Excel limitations, this is the maximum
number possible.)

4 Review the rules and select those you want to upload: In the Load column, select
the value Y for rules you want and N for rules you don’t want.

5 [Edit the Control Type, Reviewer, and Reason values as appropriate for the rules
you are uploading. You cannot change the values in other columns.

In particular, SYSADMIN is the default conflict reviewer for all rules in the spread-
sheet. For each rule, change this value to an appropriate person or approval

group.
6 On the Tools menu, click Create CSV for AppsAccess. In response to prompts,
enter a file name and location. Click OK to save the file.

Note

Z The Create CSV for AppsAccess option appears in the Excel Tools menu
only if the macro security level for Excel is set to low. To effect this setting,
click on Tools in the Excel menu bar, then on Options in the Tools menu.
In the Options window, click on the Security tab. In the Security panel, click
on the Macro Security button. A Security window opens; in its Security
Level panel, click on the Low radio button. Then close the Security and
Options windows — click on the OK button in each.

To upload the file you’ve prepared:

1 As an admin user, upload the CSV file to your UTL directory on the database
server.

2  Open the Navigator in the Logical Apps responsibility. Click on View in the
menu bar, then on Requests in the View menu.

3 A Find Requests form opens. Click on its Submit a New Request button. In the
Submit a New Request dialog, click on Single Request and then on the OK
button.

4 A Submit Request form opens. In its Name list of values box, select LA
AppsAccess Load Conflict Rules.

5 A Parameters form appears. In it, supply the following values:

¢ Load: From the list, select Yes to load the data. (The value No would validate
the data without loading it.)

¢ Flat Filename: Enter the name you created for the CSV file.
* Flat File Path: Enter the location you established for the file.

* Log Details: From the list, select Yes to created a detailed log or No to create
a more cursory log. Typically, you would select Yes to troubleshoot a problem
with an upload operation.
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In the Submit Request form, click on the Submit button. At the next prompt,
make a note of the request number, then click on No to return to the Find
Requests form.

To view the log, click on the Specific Requests button. Type the ID number for
your request in the Request ID field, and click on the Find button.

A Requests form shows the status of your request. When it informs you that the
request is completed (you may have to click on the Refresh Data button), click
on the View Output button. A log file similar to the following one appears:

Logical Apps Custom: Version : UNKNOWN - Development
Copyright © 1979, 1999, Oracle Corporation. All rights reserved.

LAA_LOAD_CONFLICT module: LA AppsAccess Load Conflict Rules

**Starts**25-JAN-2005 11:27:52

**Ends**25-JAN-2005 11:33:28

Total of 333 Records Inserted Into Interim Table
Out of 333 Records 1 Records Have Error

Enter Bank Transaction Codes*Enter Bank Transaction | Invalid Conflict
Function/Responsibility Name
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Chapter 3

Generating and Reviewing Conflicts

Once conflict rules are defined and saved, the next step is to generate conflicts — to
have AppsAccess search through users’ work assignments for violations of the rules.
For each rule, you can then open a User Conflicts form to view a list of the conflicts
the rule has generated, together with the user affected by each conflict and its status.

For conflicts generated by Prevent rules, the status is set to Prevent and stays that
way. For each of the Allow with Rules and Approval Required conflicts, however,
the reviewer designated in the conflict rule can open a User Conflict Actions form
and either approve or reject the conflict. Doing so updates the status of the conflict
in the User Conflicts form. As an alternative, the reviewer can use a Mass Update
User Conflicts form to update the status of any number of conflicts at once.

These status updatings, however, have no effect outside of AppsAccess; they simply
add information to AppsAccess reports. It is expected that administrators would use
information from the reports to implement approval and rejection decisions in sys-
tems outside of AppsAccess. (That process is covered in Chapter 4. The resolution
of conflicts for new users, as well as for existing users who receive new assignments
of conflicting responsibilities or functions, is also covered in Chapter 4.)

Generating User Conflicts

When you generate user conflicts, AppsAccess evaluates all conflict rules that have
been saved, not only rules that may currently be visible in the Conflict Matrix.
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For the first of two methods to generate user conflicts, complete these steps:

1 Open the Define Conflict Rules copy of the AppsAccess Conflict Matrix, if it is
not already open. (See page 3.) Note that it is unimportant whether the Matrix
displays any conflict rules.

2 Click on the Generate User Conflicts button (located at the lower left of the
Contflict Matrix form).

3 A message informs you that a generate-user-conflicts request has been submitted.
Make a note of the request ID, and click on the OK button to clear the message.

Cuonflict Rule Marme Entity Type Application Entity Conflicting Application Conflicting Entity CE?{?;?S
. |Conﬂic‘t Rule 1 |Responsi... v”Orat:le Purchasing |Purchasing Super Uf|0racle Public Sec‘tm|PayahIes Manager [ =
. |Conﬂic‘t Rule 6 |Func‘lion '”Oracle Purchasing |Purchase Orders |0racle Purchasing |Receipts [
I|Conﬂic‘t Rule 11 |Fun|:1ion v”Oral:le Public Sec‘t0||SuppIiers |0racle Purchasing |Purchase Orders O
I | | 0

| | | . _ O

| | ” ) Generate User Conflicts - has been Submitted, Reguest Id: 2739501 M
I | | O

| \ Ok

Cantral Type |Appmval Required M| W Same OO W Same SOB
Reviewer |System Administrator Approval Group |
Start Date IW End Date I—
Reason |Busine$ Risk 3
Generate User Conflicts Iass Update User Conflicts AppsForm Rules Global Subscribers

The Generate User Conflicts button is active in the Define Conflict Rules copy of
the Conflict Matrix, but not in the User Conflict Approval copy. However, you can
generate conflicts no matter which Conflict Matrix form is open (or even when only
the Logical Apps Navigator is open). To do so, use the Requests option on the View
menu to launch the LA AppsAccess Generate User Conflicts concurrent request. For
a full description of the procedure for initiating a concurrent request, see “Running
Reports or Requests” on page 29.

Reviewing User Conflicts

18

To view the conflicts you’ve generated, you need to refresh the Conflict Matrix — in
effect, to reload the rules in which you are interested, even if they were already loaded
in the Conflict Matrix when you initiated the generate-user-conflicts request.

To review user conflicts:

1 Click in the Find Conflict Rules form to make it active. Use it to locate conflict
rules in which you are interested and load them into either copy of the Conflict
Matrix. (See pages 4 —5.)

2 In the Conflict Matrix, notice that whenever users’ work assignments violate a
rule, AppsAccess places a check mark in a Conflicts Exist box for that rule. The
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check box is located to the right of the Conflict Matrix row in which the rule is

defined:
O
Conflicts

Conflict Rule Mame Entity Type Application Entity Conflicting Application Conflicting Entity Exist
I|Conﬂic‘t Rule 1 |Responsi... v”Oral:le Purchasing |Purchasing Super Us|Oracle Public Sec‘tm|Payahles Manager W |2
. |Conﬂi|:1 Rule 6 |Func1iun 'HOracIe Purchasing |Purchase Orders |0racle Purchasing |Receipls v

|Conﬂi|:1 Rule 11 |Func1iun 'HOracIe Public Sem0||8uppliers |0racle Purchasing |Purchase Orders vt
I | | | | | O
I | | | | | O
I | | | | | O
I | | | | | O

| \ | | | O

Control Type |Allow With Rules - ¥ Same OU  Same S0B
Reviewsar |System Administrator Reviewer Group |
Start Date Im End Date I—
Reason |Business Risk 1

( Generate User Conflicts H Mass Update H User Conflicts H AppsForm Rules H Global Subscribers J

3 Select one of the check-marked rules. (Click on the row in which it is defined;
note that a rectangle to its left turns blue.) Then click on the User Conflicts but-
ton. The following User Conflicts form presents a list of all users who possess
both of the responsibilities or functions that the rule defines as being in conflict:

7]
Conflicts
Conflict Rule Mame Entity Type Application Entity Conflicting Application Conflicting Entity Exist

Conflict Rule Marme Entity Type Application Entity Conflicting Application  Conflicting Entity

|Cunﬂic‘t Rule 1 Responsi.. ~ |0racle Purchasing |Purchasing Super UsOracle Public Sectoi|Payables Manager

Run Date [03-JUN-05 13:32:58

—— Details
Username Responsibility Conflicting Respansibility Status
||P22 |Purchasing Super User |Payah|es Manager |Pending =
|ALAN |Purchasing Super User |Payah|es Manager |Pending
|APERKINS |Purchasing Super User |Payahles Manager |Pending
|DATAMERGE |Purchasing Super User |Payahles Manager |Pending
|DRUANE |Purchasing Super User |Payahles Manager |Pending
|FIN21 |Purchasing Super User |Payahles Manager |Pending
|RMULFURI |Purl:hasing Super User |Payahles Manager |Pending

4]

( Refresh | I Action/Action History )]

4 Note each user’s status, which depends on the control type defined for the rule:

* If the control type is Approval Required or Allow with Rules, each user’s
status begins at Pending. This status can be updated (see page 20).

¢ If the control type is Prevent, each user’s status is Prevent. This status cannot

be updated.
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Updating Status for User Conflicts

If you opened the User Conflicts form from the User Conflict Approval copy of the
Conflict Matrix, you can open another form in which you can approve or reject con-
flicts one at a time. To do so, you must be a reviewer designated in the rule that gen-
erated the conflict; otherwise you can view, but not update, approval status.

1

20

In the User Conflicts form, select a conflict to update. (That is, click on the row
in which it is defined. The row is selected when a rectangle to its left turns blue.)

Click on the Action/Action History button. The User Conflict Actions form opens:

Conflict User  Caonflict Rule Name Action By Action Type Start Date End Date Comiments
JlaLan [Conflict Rule 1 | SYSADMIN [03JUN.05 12:00:00 User requires acces =

\
(0 | \ | }
| \
\
\
\
\

Done

If the form lists more than one conflict user, select the one you want (once again,
click on its row so that the rectangle to the left turns blue).

In the Action Type list, select Approved, Rejected, or Pending.

Approving a user conflict means that you know it exists and decide to allow it for
the user. Rejecting a user conflict means that you decline to allow the user access
to conflicting responsibilities or functions. Pending is the default status assigned
by AppsAccess, indicating that a decision is yet to be made.

Note

/ Approvals and rejections made in this form are logged to AppsAccess
reports, but do not take effect. Also, if an on-line approval notification is
pending for a conflict, its status here can be updated only indirectly, through
a response to the notification. For more on both issues, see Chapter 4,
“Resolving Conflicts.”

Specity dates during which this status is to remain in effect.

Start Date defaults to the date on which you are taking action. Accept the default
or modify it to specify a future date on which you want the action to take effect.

End Date is blank by default. Insert a date on which you want the status to expire,
or leave the box blank to allow the status to remain in effect indefinitely. An end
date earlier than the start date prompts AppsAccess to present an error message.

In either case, select a date in the pop-up calendar that appears when you click on
the list-of-values icon. Or type a date in the format configured for your instance
of Oracle Applications.

In the Comments box, type a comment explaining why this conflict should be
approved or rejected.
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7 Click on the Done button. A dialog box prompts you to save your work; click

Yes to preserve the action you selected or No to discard it. The User Contflict
Actions form closes and the focus returns to the User Conflicts form, where the
action you took is now displayed in the Status box.

Mass Updating User Conflicts

You can define sets of conflicts and review them all at once, rather than one at a time.
You can approve or reject the conflicts in any combination, and give a reason for your
decisions. To do so, you must work in the User Conflict Approval copy of the Con-
flict Matrix. You must also be the designated reviewer for a conflict rule to update
status of a conflict generated by that rule.

1

AppsAccess Training Guide

In the Conflict Matrix form, click on the Mass Update button. The following
Mass Update User Conflicts form appears:

Usermame | Conflict Rule Marme |Conﬂim Rule 1
Application | Conflicting Application |
Respansibility | Conflicting Responsibility |
Run Date |03-JUN05 13:32:58 ( Find J ( Clear )I
Reject
Username Caonflict Rule Mame Responsibility Conflicting Responsibility Approve |
||222 |Cnnf|il:1 Rule 1 |Purchasing Super User |Payah|es Manager O O [«
|ALAN |Conﬂi|:1 Rule 1 |Purchasing Super User |Payah|es Manager [ O
|APERKINS |Conﬂic:1 Rule 1 |Purchasing Super User |Payah|es Manager O O
|DATAMERGE |Conf|ict Rule 1 |Purchasing Super User |Payah|es Manager O (m
|DRI_IANE |Cunf|i[:t Rule 1 |Pur[:hasing Super User |Payah|es Manager O O
|FIN21 |Conﬂic:1 Rule 1 |Purchasing Super User |Payah|es Manager O O
|RMULPURI |Conﬂict Rule 1 |Purchasing Super User |Payah|es Manager O O
| | | | 0 0f
Application Conflicting Application Function Conflicting Function
|0racle Purchasing |0ra|:|e Public Sector Payables |Purchasing Super User |Payah|es Manager
( Select All Approval | [DE-SE|EE1 Al Apprnval‘ [ Select All Reject | I De-Select All Reject | [ Action | [ Done )

Specity the conflicts you want to update by selecting values for any combination
of the following filtering parameters:

e Username: Select a user ID to produce a list of conflicts affecting that user.

* Conflict Rule Name: Select a rule name to produce a list of conflicts gener-
ated by a particular rule.

* Application: Select an application name to produce a list of conflicts gener-
ated by rules for which this is the base application.

* Conflicting Application: Select an application name to produce a list of
conflicts generated by rules for which this is the conflicting application.

* Responsibility: Select an responsibility name to produce a list of conflicts
generated by rules for which this is the base responsibility.

¢ Conlflicting Responsibility: Select an responsibility name to produce a list of
conflicts generated by rules for which this is the conflicting responsibility.
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22

Note
£ lf youattempt to search for conflicts that have already been approved or
rejected, the search produces no results.

3 Click the Find button. The grid in the Mass Update User Conflicts form lists all

the conflicts that conform to the search parameters you specified in step 2, and
whose status is Pending.

Each row in the grid displays information about a conflict: the name of the affected
user and the names of the conflict itself, its base responsibility, and its conflicting
responsibility. Another row near the bottom of the form displays more informa-
tion about the conflict currently selected in the grid: the names of its base appli-
cation, conflicting application, base function, and conflicting function. (For a
responsibility conflict, the function fields actually repeat the names of the base
and conflicting responsibilities, since functions don’t apply for such a rule.)

Review the user conflicts and use any of the following methods to approve or
reject them:

* Click in the Approve or Reject check box to the right of each conflict entry.
* Click on the Select All Approval button to approve all the conflicts.
¢ Click on the Select All Reject button to reject all the conflicts.

* If you change your mind, click the De-Select All Approval button to rescind
all of the approvals you have made, or De-Select All Reject button to rescind
all of the rejections you have made.

Note
/ Approvals and rejections made in this form are logged to AppsAccess
_'/_“\ . . . . .
reports, but do not take effect. Also, if an on-line approval notification is
pending for a conflict, its status here can be updated only indirectly, through
a response to the notification. For more on both issues, see Chapter 4,
“Resolving Conflicts.”

Click the Action button and, in a Mass Update Action dialog, type a reason for
your updates. Then click the OK button.

Reason |

ok ) [ cancel )

6 A message informs you that the updates have been saved. Click its OK button.

When you finish updating status for a set of conflicts, you can load another set and

update their status. You can begin by clicking the Clear button to remove entries cur-
rently displayed in the grid, but this is not necessary; if you specify new search parameters
and click the Find button, the newly specified conflicts replace the old set in the grid.

To close the Mass Update User Conflicts form, click on its Done button.
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Resolving Conflicts

Although a conflict is defined, and may be approved or rejected, in AppsAccess, it is
not resolved until actions are taken outside of AppsAccess. These actions may include:

* Adjusting the end dates for responsibilities assigned to a user affected by a con-
flict. For an approved conflict, end dates may be set in the future (or removed)
so that access to a responsibility is extended. For a rejected conflict, end dates are
set to the present moment so that access to a responsibility is cut off.

¢ Excluding on or more conflicting functions from a responsibility.

* Adding a user affected by an Allow-with-Rules conflict as a subscriber to the
AppsForm rule associated with the conflict rule. For instructions on adding sub-
scribers to AppsForm rules, see the AppsForm Training Guide.

The process for effecting these resolutions depends on whether a user has been as-
signed duties before or after an AppsAccess rule is created to define them as conflicting.

Resolving New Conflicts

A conflict is considered “new” if a conflict rule exists before a user is assigned the
responsibilities or functions that are the object of the rule. (Thus a new conflict may
apply to a new user or to an existing user who is given new responsibilities.) In such
cases, AppsAccess evaluates an assignment for conflicts before it is finalized, then pre-
sents an option to “submit” or cancel it. For an Approval Required or Allow with Rules
conflict, AppsAccess sends on-line notifications to reviewers designated by the rule.
A reviewer approves or rejects the conflict simply by responding to the notification.
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Activating Responsibilities

The process begins in the Oracle Applications Users form, as a new user is created
or an existing user receives new responsibility or function assignments. (See Oracle
documentation for information on accessing the Users form and configuring users.)

1 With the User form open, a system administrator selects a user and, in the grid
accessible from the Responsibilities tab, assigns responsibilities. Both the start
and end dates for these responsibilities are set by default to the current date, and
cannot be modified directly. The administrator saves the new assignments.

2 The administrator clicks on Actions in the menu bar, then on Assign Responsi-

bilities in the Actions menu.

/ Note
T

If the Assign Responsibilities option is inactive, use a Mass Associate feature,
available in AppsForm or AppsFlow, to associate a function called AppsAccess

Activate Responsibilities with either the responsibility or the menu from

which you gain access to the Users form. For information on using the Mass

Associate feature, see the training guide for AppsForm or AppsFlow.

3 An Activate Responsibilities form opens; it presents a copy of the responsibilities
listed in the Users form, but allows the administrator to change the end dates.

Uger Wame ALAN Persan
Paszword Customer
Description  Alan Miller Supplier
E-Mail
Password Expiration Fax
O Days Effective Dates
O Accesses Frarm 03-JUN-2005
® Nane To

Security
Responsibility Application Group Fram Ta
Purchasing Super User Purchasing Standard  03-JUN-2005 03-JUN-2005 =
l Payahles Manager Payables Standard 03-JUN-2005

i=lalhii=s | Indirect Responsibilities Securing Attributes

— Effective Dates —————

O A
User Name |SUEY] Description |Alan Miller
Security  — Effective Dates ——————
~ Responsibility Application Group From To
||Purchasing Super User ‘Purchasing |Standard |I]3dUN2I]I]5 | =
|Payah|es Manager ‘Payahles |Standard |U3JUNQUUS |

( Cancel J ( Initiate Conflict Analysis )I

4 The administrator removes end dates (or alters them to a future date) for a selec-
tion of responsibilities, and so provisionally grants access to them. He then clicks
the Initiate Conflict Analysis button.

24
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5 An Initiate Conflict Analysis form provides data about responsibilities for which
the administrator changed end dates, noting those for which no conflict exists
and listing all conflicts in which the responsibilities are involved. (For each con-
flict, the form provides not only the conflict-rule name, responsibilities involved,
control type, and status, as shown in the following illustration, but also the func-
tions involved if applicable, and whether the conflict exists within or across operat-
ing units or sets of books. Scroll to the right to see the hidden information.)

O Initiate Conflict /
Caonflicting Control
~ Responsibility Respaonsibility Conflict Rule Mame Type Status
l Purchasing Super Usel |Payah|es Manager |Cunf|ic1 Rule 1 |Approva| R ‘Approval Flow will b
|Payahles Manager |Purchasing Super User |Cunf|ic1 Rule 1 |Approva| R ‘Approval Flow will b
|Purchasing Super User |Purchasing Super User |PurchIRec Function |Approva| R ‘Approval Flow will b
( Cancel | [ Submit J
A e | ]

6 The administrator may, at this point, take either of two actions:

* Avoid assigning conflicting responsibilities by restoring their end dates.

To do this, he would click the Cancel button in the Initiate Conflict Analysis
form, click the Cancel button in the Activate Responsibilities form, and click
the No button in a prompt to save changes. He can then reselect the Assign

Responsibilities option in the Actions menu and try granting access to a dif-

ferent selection of responsibilities.

In the example shown above, for instance, the administrator may restore end
dates to both responsibilities, and then remove the end date only for the Pay-
ables Manager responsibility, to avoid its conflict with Purchasing Super User
(as well as a function conflict within Purchasing Super User itself).

e Accept the selection of responsibilities, even if it contains conflicts. To do
this, he would click the Submit button in the Initiate Conflict Analysis form.

For responsibilities without conflicts, AppsAccess adjusts the end dates in
the Users form to match those selected in the Activate Responsibilities form.
For responsibilities involved in conflicts, AppsAccess leaves original end
dates intact in the Users form (thus preventing access) and sends any needed
approval notifications to reviewers.

Responding to Notifications

For a violation of an Allow with Rules or Approval Required conflict rule, the
approval workflow forwards an approval notification to the person defined in the
conflict rule as the reviewer. To respond to such a request:

1 Go to the Oracle E-Business Suite Home site and find the approval notification:

From Subject |SentV |
SYSADMIN  User ALAN has conflicting Responsibilities as per conflict Conflict Bule 1 11-May-2005
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2 C(lick on the notification to open it:

ORACLE
I-Business Suite Home

—

User ALAN has conflicting Responsibilities as per conflict Conflict Rule1

Etanto Podel Load Bratersccas bk

{ Approve ) [ Rejecr ) | Reassign ) [ Request Infarmarian )

From  SYSADMIN
To ShAdams
Henl 11 May 200 193300
Maotificstion ID 406558

Confhct Marme  Conthet Rula 1

Uzer- ALAN

Responsibility | Purchasing Super User

Conflicting Resp : Payables Manager

Motiication History

Seq Performer | Starl Date End Date Action Comrment
1 SYSADMIN|11-MAY-2005 19:32:55 11-MAY-2005 19:32:58 | Submitted

Response
COMMENT =
| -]
Huturn 1o Wikl
I™ Display next notification after my response
Hutur fo Paral | Logout | Erefersnces | Hilg
Copryrighl 2003 Oracle Conporation. Al rights reserved. Privase Shabamant

3 Review the information and, optionally, type a comment explaining the decision
you are about to make.

4 Click one of the following buttons:

* Approve: The originally assigned responsibility end dates are removed, and
the user has access to both conflicting entities. (A system administrator can
either leave the end dates blank in the Users form to allow indefinite access
to the conflicting entities, or fill in a future date to allow time-limited access.)

¢ Reject: The originally assigned responsibility end dates remain and cannot be
changed, and the user is denied access to both conflicting entities.

* Reassign: You reassign the conflict to another reviewer. The originally assigned
end dates remain, but an approval by the other reviewer will remove them.

5 C(lick on the Return to Portal link to return to the Oracle E-Business Suite Home site.

The decision you make automatically updates the AppsAccess User Conflicts form.

Resolving Existing Conflicts

A conflict is considered “existing” if a user has been assigned responsibilities or
functions, and subsequently an AppsAccess rule is written that defines those entities
as conflicting. In this case, AppsAccess does 7o send an on-line notification to the
conflict reviewer designated in the definition of the rule.

A reviewer would become aware of such conflicts by generating user conflicts (page
17) and reviewing them, either in the User Conflict form (page 18) or in the User
Contflicts report (page 33). The reviewer would then resolve the conflicts manually:

* Fora Prevent rule, a user’s access to conflicting entities would have to be termi-
nated. A system administrator (the reviewer himself, if she is permitted access to
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the System Administrator responsibility) may need to open the Oracle Applica-
tions Users form and set the end dates for the user’s responsibility assighment to
the current date, with the effect that access to the responsibility is denied.

If the conflict is between two functions within a single responsibility, an alterna-
tive option is to exclude one of the functions from the responsibility (see below).

¢ For an Allow with Rules or Approval Required rule, a user’s access to conflicting
entities may be approved or rejected.

In the case of approval, nothing need be done in Oracle Applications. For audit-
ing purposes, however, the reviewer should approve the conflict in the User Con-
flict Actions form (page 20) of AppsAccess.

In the case of rejection, a system administrator would (once again) need to open
the Users form and set the end dates for the uset’s responsibility assignment to the
current date, and reject the conflict in the User Conflict Actions form. (Once
again, if the conflict is between two functions within a single responsibility, the
option exists to exclude one of the functions from the responsibility.)

Excluding a Function from a Responsibility

An AppsAccess rule may specify two functions as being in conflict even if those
functions belong to one responsibility. If the rule is of the Prevent control type, the
responsibility could never be assigned to a user. To resolve this conflict, you can
exclude one of the two conflicting functions from the responsibility:

1 In the Conflict Matrix, query for the conflict rule you want to resolve. Then click
on the User Conflicts button.

For example, the User Conflicts form shows that for a user called AGENTO1,
conflicting functions are present in the Purchasing Super User responsibility.

e i B

Conflict Rule Marme Entity Type Application Entity Conflicting Application  Conflicting Entity
|Cunﬂict Rule 6 Function ~ |0racle Purchasing |Purchase Orders Oracle Purchasing |Receipts

Run Date 21-APR-2005 14:49:15

Details
Usernarme Respaonsihility Conflicting Responsibility Status
l |AGENTI]1 |Pun:hasing Super User |Pumhasing Super User |Prevent =

( Refresh I ActionfAction History

2 With the User Conflicts form open, select the appropriate row. (Click on the row.
It is selected when a rectangle to its left turns blue.)
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3

5

6

Click on Tools in the menu bar, and either Where Used or Conflict Where Used
in the Tools menu.

e If you selected Where Used, a Menu Path window shows the menus in which
the “base entity,” as defined in the AppsAccess conflict rule, resides.

e If you selected Conflict Where Use, the Menu Path window shows the
menus in which the “conflicting entity” resides. In this example, that entity is
the Receipts function:

% Menu Path - Fro *urchasing Super User To Function (Rec:

IRecelwng - PO_RECENING_GU

é—Receipts - Receipts
- AZN_PR_PROCUREMENT
. Receipts

A user with System Administrator responsibility then opens the Responsibilities
form and loads the responsibility that contains the conflict — in this example,
Purchasing Super User. (See Oracle documentation for information on accessing
the Responsibilities form and defining responsibilities.)

Responsibility Name |Purchasing Super User Effective Dates —
Application |0racle Purchasing Fram ,W
Respansibility kKey |PURCHASING_SUPER_USER To ,7
Description |0racle Purchasing Super User Respo
Available From Data Group
® Qracle Applications MName ‘Standard

T Oracle Self Sendce YWeb Applications

. . Application ‘Oracle Purchasing
 Dracle Mobile Applications

Req Group
Marme ‘AII Reports

Application ‘Oracle Purchasing

enu |Purchasing SuperlUser GUI
Weh Host Name |
Web Agent Mame |

Excluded [tems Securing Attributes

~ Type Marme Description
|Func1iun '”AccepURejec‘t Exceeded Price Tolera |Alluw Accept’Reject of Exceeded Price Toler =
. |Func1iun v”Ret:eipts |Receipts
U -l |
| | -

The administrator selects the Menu Exclusions tab and, in the first available row,
selects Function in the Type box, and then selects the function to be excluded
(Receipts in this example) in the Name box.

The administrator saves the responsibility: Click on File in the menu bar, then on
Save in the File menu. Or click on the Save icon, located fourth from the left in
the toolbat.

Once the function has been removed from the responsibility, regenerate user con-
flicts in AppsAccess to ensure that the conflict is resolved.

28

AppsAccess Training Guide



Chapter5

Reports and Concurrent Requests

AppsAccess provides a set of reports that presents not only the results of analysis for
use in locating and resolving conflicts, but also, for auditing purposes, data about rule
configuration and user exclusions. Reports are available in text and PDF formats.

AppsAccess also accepts “concurrent requests” — it runs utility programs that archive
data, prepare export files or load import files, reset values, and generate user conflicts.

Running Reports or Requests

To run any of the reports or concurrent request programs:

1 With the Logical Apps Navigator open, click on View in the Oracle Applications
menu bar, then on Requests in the View menu. The Find Requests form appears:

EEFind Requesis

My Completed Requests
My Reguests In Progress

uest
Request 1D ’7
MName |
Date Submitted
Date Completed ’7
Phase |—|

Requestor |

[#Include Reguest Set Stages in Quary

Order By |Request 1D 'l

Submit a Mew Reguest... Clear Find
J
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2 C(lick the Submit a New Request button. At the prompt, select Single Request
and click OK. The Submit Request form appears:

~ Run this Req

Caopy.
Marne |LA AppsAccess Conflict Matrix Report (Text)
Parameters |AII:Hnth::AII::::
Language |American English
Languages...
— At these Times...
Run the Job |As Soon as Possible Schedule
~ Upaon C
[ Save all Output Files
ey | Options..
Pririt 1o |m:|print
Help (B} ( Submit | { Cancal )

3 In the Name list of values, select the name of the report or request you want to
run. Click on the OK button.

4 If areport or request takes parameters, a Parameters form appears. To filter entries
in a report or items subject to a request, select values for any number of parameters.
Or, to include all possible entries or items, leave the parameters blank. Parameters
vary from one report or request to another. (See the description of each report or
request for a discussion of its parameters.) Click on the OK button.

5 In the Submit Request form, click on the Submit button. At the next prompt,
make a note of the request number; then click on Yes to run another report or
request, or no to return to the Find Requests form.

6 To see the results of a report, or check on the progress of a report or request,
click on the My Requests in Progress radio button and then on the Find button.
Or click on the Specific Requests radio button, type your request number in the
Request ID field, and click on the Find button.

7 A Requests form shows the status of your request. Click the View Output button
to see results. (From this form, you can also click the Submit a New Request but-
ton to begin the process of generating another report or request.)

( Refresh Data ‘ I Find Requests ) ( Submit 8 Mew Request... )
Request D Parent
) Narme Phase Status Parameters
| 174801 [LA AppsAccess Conflict b [completed  [Normal [all, Botn, , An, , ,, [+]
I | | | |
I | | | | |
\ | | | | |
I | | | | |
I | | | | |
\ | | | | | =
( Hold Reguest I “Wiew Details.. J ( Wiew Output J
( Cancel Reguest [ Diagnostics J ( e Log... J
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Conflicts Summary Report

The Conflicts Summary Report shows the number of conflicts per application — the
total and the number at each of the approved, rejected, pending, and prevent statuses.
For each application, the report groups conflicts by responsibility. However, there
are two ways in which a responsibility may be considered to be associated with an
application: the first is a direct association, with a given responsibility linked to only
one application. The second way is through the following linkage: an application is
associated with a function, which is associated with a menu, which is granted to a
responsibility. To ensure a correct count of both function-based and responsibility-
based conflicts for each application, the report bases its calculations on the second
association. As a result, the report may show responsibilities within an application
that are not directly linked to the application.

Moreover, a given conflict is counted in each of the applications (base and conflict-
ing) it affects. A rule, for example, may define a conflict between two functions, each
associated with a distinct application. If the rule were to generate 10 conflicts, the re-
port would show 10 conflicts in each of the applications, for a total of 20.

As you generate the report, you can select these parameters:

¢ Run Date: Select a date to view summary values for conflicts generated up to
that date. This parameter is required.

* Application: Select an application to view summary values for conflicts associ-
ated with that application. Or, leave the parameter blank to view summary values
for conflicts associated with all applications.

The Conflicts Summary Report looks like this:

Appshccess Conflicts Summary

Inetance : viedk Page: 2 of 19
Cone. Req. Id: 2720724 Date: 17-JUN-05 10:45 AM
Snapshot Date: 16 -JUN-05 01:02 FM

Application Name Advanced Supply Chain Planning

Responsibility Name Approwved Rejected Pending Prevent Total
Advanced Planning and Scheduling (Process [+] 1} 9 0 9
Operations)

Facility Operations, Vieicn Operations Q 0 52 50 11z
(USA)

Maintenance Manager, Progress S&L o 1) 24 29 63
Manufacturing Manager ] 0 150 132 292
Manufacturing and Distrikbution Manager ] 0 257 210 467
Manufacturing and Distrikbution Manager ] 0 50 36 =1
Vision Corporation Japan

Manufacturing and Distribution Manager Q 0 85 55 150
Vision Services Japan

Manufacturing and Distrikbution Manager, Sac ] 0 130 110 240
Paulo (ER)

Manufacturing and Dietrikbution Manager, ] 0 28 30 68
Vision Project Manufacturing USD

Manufacturing and Dietribution Manager, Q 0 72 58 120
Vision Project Mfg

Manufacturing and Distrikbution Project ] 0 24 29 63
User, Progress S5&L

OPM R11 o 1) 14 12 26
Project Mamufacturing Manager ] 0 47 38 85
Sheop Floor Manager, Visicon Operaticne Q 0 10 8 18
Totals i} ] 1002 807 1809
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Responsibilities with Conflicts Report

The Responsibilities with Conflicts Report lists responsibilities for which conflicts
exist, and identifies the components of each conflict as well as the rule that defines it.
As you generate the report, you can select the following parameters:

e Application Name: Select an application to view responsibilities that have conflicts
associated with the application. Or leave the parameter blank to view responsibili-
ties that have conflicts associated with all applications.

*  Responsibility: Select a responsibility to view only conflicts for that responsi-
bility. Or leave the parameter blank to view conflicts for all responsibilities.

* Function: Select a function to view only conflicts involving that function. Or
leave the parameter blank to view conflicts involving all functions. You can select
a function only if you have first selected an application.

*  Control Type: Select a control type — Approval Required, Allowed with Rules, or
Prevent — to view only conflicts of that type. Or accept the default value, All, to
view conflicts of all types.

* Conflict Within Same Responsibility: Select Y (for yes) to view information on
conflicts between functions within a responsibility, or N (for no) to view informa-
tion on conflicts between entities across responsibilities. Or leave this parameter
blank to view information on conflicts of both types.

The Responsibilities with Conflicts Report looks like this:

Appehocese Responeibilities With Conflicts

Report Run Date : 17-JUN-2005 11:2EB:29
Inztanse : vizdb Page 2 Of 3553
Rasponsibilicy Function Conflicting Eespoosibility Conflicting Rumatiom s Conflict fals G
Purchasing Super Ussr Purchass CrdaTe Cogt Mepagsment Requislticns
Purchasing Buyar Furchasa ordeTe Cost Management Requisiticns
iProcursment Supsr Uear Purchass SrdeTe Cogt Menagsment Requislticos
Public Esstor Purchasing Euper Purchasa ordare ost Management Requisiticns
Ussr
Public Esstor Purchasing Buyer Purchasa ordare ost Management Requisiticns
Procurement Procsss, Opsrations  Purchass Ozdere st Managsment Requislticos
Purchasing, Wisicn Oparatizos Purchasa ordare Cost Management Requisiticns
[UER]
X1l Procursment opsratiome Purchasa ordare ost Management Requisiticns
Buyar, Visico OpsTatioos (USR) Purchass ordeTe oSt MEnagement Requisiticns
Procurcmant Manager Purchasa ordare ost Management Requisiticns
Proours to Fay Purchass ordeTe oSt MEnagement Requisiticns
Purchasing, ¥isico Horeay Purchass SrdeTe MEnagsment 5
Purchasing Super Ussr Purchass ordeTe MEnagement GUT (Ho Updats)
Purchasing Buysr Purchass SrdeTe Mepagsment GUI (No Updats)
iProcursment SupsT Usar Purchass ordeTe MEnagement GUT (Ho Updats)
Public Esctor Purcharing Eupsrc Purchass SrdeTe Cogt Managsment GUI (No Updats)
Ussr
Public Esctor Purcharing Buysc Purchass SrdeTe Cogt Managsment GUI (No Updats) Requislticos
Procurcmant Drocage, Cpsratimms  Purchams Ordare oot Monagement GUI (Wo Updats) Requisiticns
Purchasing, Wisicn Oparaticos Purchass CrdeTe Cogt Mepagement GUI (No Updats) Requislticnos
[UER]
K11 Procursment Opsratioms Purchass ordeTe ot Management GUI (Wo Updats) Requisiticns
Buyar, Vision Oparations (UER) Purchasa ordare oot Monagement GUI (Wo Updats) Requisiticns
Procuremant Manager Purchass ordeTe Cost Management GUI (Wo Updats) Requisiticns
Procurs to Fay Purchasa Ordars Cost Management GUT (Wo Updaks) Requisiticns
Purchasing, Wisioo Horeay Purchass ordeTe Cost Management GUI (Wo Updats) Requisiticns
Purchasing Super Ussr Purchass SrdeTe Mepagement GUI (No Visw 5
Purchasing Buyer Purchass ordeTe MEDADemENt GUT (Ho Visw 5
iProcursment Supsr Uear Purchass SrdeTe Mepagement GUI (No Visw 5
Public Eactor Purchasing Euper Furchasa ordeTe Cost Management CUT (No Wisw) 5
Ussr
Public Eactor Purchasing Buysr Furchasa ordeTe Cost Monagement GUT (No Visw) Requisiticns
Procuremant Procass, Cpsrations  Purchass OTONTE Cogt Management GUI (No Visw Requislticnos
Purchasing, Wisico Oparaticos Furchasa ordeTe Cost Monagement GUT (No Visw) Requisiticns
[UER]
X1l Procursment Opsraticms Furchasa ordeTe Cost Monagement GUT (No Visw)
Buyar, Visico OpsTatiocos (USR) Purchass ordeTe Cost Management GUI (No Visw
Procuremant Manager Purchasa Ordars Management GUT (Wo Visw]
Proours to Fay Purchass ordeTe MEDADemENt GUT (Ho Visw
Purchasing, ¥isico Horeay Purchass SrdeTe Cogt Management GUI (No Visw Requislticos
Cost Mnagement Purchass ordeTe Purchasing Super Usar Requisiticns
Cost Mapagsment CUI (Ho Updata) Purchass SrdeTe FPurchasing Super Usar Requislticos
Cost Management CUI (HO Visw) Furchasa ordeTe Purchasing Supar Usar Requisiticns
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User Conflicts Report

The User Conflicts Report presents information on the resolution of conflicts for
individual users. It collects data generated when conflicts are resolved in the User
Contflict Actions form. A system administrator would use information from the

report to implement conflict-resolution decisions. As you generate the report, you
can select the following parameters:

Instance :

Appliestien Mame

Gmilicting Applicakion

ambrnl Typs

Unaz Hars

AEENTOL
AEENTOZ
AEENTO3
AEENTO4
AEENTIE
AEENTOT
AEENTOE
AEENTOS
AEENT1D
AEENTIL
AEENT12
ASENT13
AEENT14
AEENT1E
AHOEBS
AJOHNZON
AJOHNSON
AJOHNZON
AJOHNZON
AJOHNZON
AJOHNZON

* Snapshot Run Date: Select a date to view summary values for conflicts generated
up to that date. This parameter is required.

*  Contlict Rule Name: Select a rule to view information on the resolution of
conflicts generated by that rule. Or leave the parameter blank to see information
on the resolution of conflicts generated by all rules.

¢ Control Type: Select a control type — Approval Required, Allowed with Rules, or
Prevent — to view only information on the resolution of conflicts generated by
that type of rule. Or accept the default value, All, to see information on the
resolution of conflicts generated by all types of rule.

*  User Name: Select a user ID to view only information on the resolution of con-
flicts concerning that user. Or leave the parameter blank to see information on
the resolution of conflicts concerning all users.

The User Conflicts Report looks like this:

Appshcoess User Conflicts Report

LA FO/RCV
Function
Furchasing

Hame Furchasing

Approval Reguirsd

Rsapoarthility

UK Healthcare
UK Healthcare
UK Healthcare

Banking

Furchasing, on Banking
Furchasing, Vision Banking
Furchasing, Vision Banking

Customer Relaticnship Mgmt

=laticnship Mgmt
=laticnship Mgmt
=laticnship Mgmt
ip Mgmt
ip Mgmt
ip Mgmt
Customer Relaticnship Mgmt
Customer Relaticnship Mgmt
ip Mgmt
ip Mgmt
ip Mgmt
Relaticnship Mgmt
Customer Relaticnship Mgmt
Furchasing Frogress UK Local Government

A1l Procursment Operaticos
211 Procurament Operaticns
Frocursment Manager

Buyer, Visicn Operaticms [UER)
Buyer, Visicn Operaticms [UER)
Frocursment Manager

AppsAccess Training Guide

Report Run Date
Page

Entity Hars

Conflicking Eneity Bams .

Aevisuss Harm

@ntlicting Reapnaibliley

UK Super User
85 UK Healthcare

rigico Banking, Manager
Purchasing, Visicn Banking

Oracle 2ales Administrator, Wision
Banking

customer Relaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

Customer Eelaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticaship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

Customer Relaticoship Mgnt

customer Relaticoship Mgnt

customer Relaticoship Mgnt

Purchasing Frogress UK Local Government

Eeceiving
211 Procurement Cparations
Eeceiving
211 Procurement Cperations
Eeceiving
211 Procurement Cperations

17-JUN-2005 12:53:12
2 0r 456

Furchase Crders
Receipts
SYSADMIN

SEatm By -

10-JUN-2005 14:13:07
10-JUN-2005 14:06:15
10-JUN-2005 14:13:07

SYERDMIN
SYEADMIN
SYEADMIN

approved
Appraved
Approved
Fending
Fending
Fending
Fending

Fending
Fending
Fending
Fending
Fanding
Fending
Fending
Fending
Fending
Fending
Fending
Fending
Fending
Fending
Fending
Fending
Panding
Fending
Fending
Fending
Fending

Cormanta

Appraval Eeason
approval reason
Approval Reasan
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Conflict Matrix Report

The Conflict Matrix Report lists conflict rules and, for each rule, displays the values
that define it. As you generate the report, you can select the following parameters:

34

Conflict Rule Name: Select a conflict rule to view information only about that
rule. Or leave this parameter blank to see information about all rules.

Entity Type: Select Function or Responsibility to view rules that find conflicts in
one entity or the other, or Both to see both types of rule.

Application Name: Select an application to view rules that involve that applica-
tion, or leave the parameter blank to view rules that involve any application.

Control Type: Select a control type — Approval Required, Allowed with Rules, or
Prevent — to view only information on conflict rules involving that type. Or
accept the default, All, to see information on conflict rules involving all types.

Contflicts Exist: Select Y (for yes) to list rules for which conflicts exist or N (for
no) to list rules for which conflicts do not exist. Or leave the parameter blank to
list both types of rule.

End Dated Conflict: Select Y (for yes) to list rules for which conflicts are end-
dated or N (for no) to list rules for which conflicts are not end-dated. Or leave
the parameter blank to list both types of rule.

Same OU: Select Y (for yes) to list rules that apply within operating units or N
(for no) to list rules that apply across operating units. Or leave the parameter
blank to list both types of rule.

Same SOB: Select Y (for yes) to list rules that apply within sets of books or N
(for no) to list rules that apply across sets of books. Or leave the parameter blank
to list both types of rule.

The Conflict Matrix Report looks like this:

Appsfccess Conflict Matrix Report Report Run Date : 17-JUN-2005 12:28.43
Page : 2  Df 2
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Application Conflict Report

The Application Conflict Report lists conflict rules and, for each, provides status
information about each user affected by the rule — whether the conflict has been
accepted or rejected or remains pending, and the start and end dates that apply to an
approval decision. As you generate the report, you can select the following parameters:

* Snapshot Run Date: Select a date to view summary values for conflicts generated
up to that date. This parameter is required.

* Application Name: Select an application to view information about rules that
involve that application, or leave the parameter blank to view rules that involve
any application.

¢ Contflict Rule Name: Select a conflict rule to view information only about that
rule. Or leave this parameter blank to see information about all rules.

* Entity Type: Select Function or Responsibility to view information about rules
that find conflicts in one entity or the other, or Both to see information about
both types of rules.

¢ Control Type: Select a control type — Approval Required, Allowed with Rules, or
Prevent — to view only information on conflict rules involving that type. Ot
accept the default, All, to see information on conflict rules involving all types.

* Approval Status: Select Approved, Pending, or Rejected to see information about
conflicts at one of these statuses, or retain the default value, All, to see
information about conflicts at all statuses.

The Application Conflict Report looks like this:

hppsiccess Applicaticon Conflict Repeort

Instance : visdb Report Run Date ¢ 17-JUN-2005 13:315:5B

Page : 2 Oof 651

Lh FO/RCY

Functian

Furchasing Bntity Ham . Purchase Orders
Furchasing Cenflisting Entity Hams . Receipts

rpproval Required e EYSADMIN

Hame End Takw Harm 0 By £
Furchasing Frogress UK D3-FEB-2001 Inventory Progress UK Super DE-FEB-2001 Approved SYSADMIN 10-JUN-2005 14:13:07
Healthcars User
ABCASE Furchasing Frogress UK D3-FEB-2001 General Ledger Frogress UK DE-FEB-2001 Approved SYSADMIN 10-JUN-2005 14:06:15
Healthcars Healthcare
ABCASE Furchasing Frogress UK D3-FEB-2001 Purchasing Progress UE DE-FEB-2001 Approved SYSADMIN 10-JUN-2005 14:13:07
Healthcars Healthcare
ADE Furchasing, n Banking D5-MAY-1356 Inventory, Visicn Banking 21-JUL-2003 Pending
ADE Furchasing, ion Banking D5-MAY-1356 General Ledger, Visicn DE-APR-1337 Pending
Banking, Manager
ADE Furchasing, ion Banking D5-MAY-1356 Purchasing, Visicn Banking D5 -MAY-1335 Pending
ADE Furchasing, n Banking D5-MAY-1356 oOracle Bales Administrator, 14 -JUL-2003 Pending
vizion Banking
RGENTO1 Customer Relaticnship Mgnt D7-JUL-1385 Customer Relaticnship Mgme DT-JUL-1338 Pending
RGENTOZ Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENTO3 Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENTO4 Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENTAS Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENTAT Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENTOA Customer Relaticnship Mgnt D3-JUL-1385 Customer Mgme DE-JUL-1338 Pending
RGENTAS Customer Relaticnship Mgnt D3-JUL-1385 Customer R Mgme DE-JUL-1338 Pending
RGENT1O Customer Relaticnship Mgnt D3-JUL-1385 Customer R Mgme DE-JUL-1338 Pending
RGENT11 Customer Relaticnship Mgnt D3-JUL-1385 Customer R Mgme DE-JUL-1338 Pending
RGENT12 Customer Relaticnship Mgnt D3-JUL-1385 Customer R ip Mgme DE-JUL-1338 Pending
RGENT13 Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENT14 Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RGENT15 Customer Relaticnship Mgnt D3-JUL-1385 Customer Relaticnship Mgme DE-JUL-1338 Pending
RHOBES Furchasing Frogress UE Local 25-JAN-2002 Purchasing Progress UE Local 25-JAN-2002 Pending
Government Government
ATCHNSOH A1l Frocurement Operaticns 28-JUL-1395 Receiving 28-0UL-1338 Pending
ATCHNSOH A1l Frocurement Operaticns 28-JUL-1385 A11 Procurement Operaticns 2B-JUL-1338 Pending
ATCHNSOH Frocurement Manager 28-JUL-1385 Receiving 2B-JUL-1338 Pending
ATCHNSOH Buyer, Visicn Operations 28-JUL-1385 A11 Procurement Operaticns 2B-JUL-1338 Pending
[DER)
ATCHNSOH Buyer, Visicn Operations 28-JUL-1385 Receiving 2B-JUL-1338 Pending
[DER)
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User Exclusions Report

The User Exclusions Report lists all of the persons who have been granted exemp-
tions for conflict-rule processing. Typically these are people, such as support person-
nel, who might require substantial super-user access, but who do not actually carry
out the responsibilities or functions that are in conflict. Such users would therefore
generate many user conflicts even though the conflicts need not be tracked. The
User Exclusions report does not take any parameters, and looks like this:

AppshAccess User Exclusions Report

Instance : wisdb Report Run Date H 17-JUM-2005 12:43:56
Page H 2 of 2

User Nans Lascription Activa

AIB |

ALAN Alan Miller N

Extract Conflict Rules

The Extract Conflict Rules concurrent request generates a CSV (text) file that
contains a record of each active conflict rule — each rule that is not end-dated. The
file can then be used for uploading conflict rules into another Oracle Applications
instance. The Extract Conflict Rules request takes no parameters, and it produces
output looks like the following:

edondo.whg.logicalapps.com:8000,/0A_CGI/FNDWRR.exe?temp_id=2691357633&lo =] 3]

File Edt Yiew Favorites Tools Help | l';'

Q- -xd%

Address [ ] hitp:fredondo.wha Iogicalapps. com:3000/0A_CGLIFNDWRR. exeTtemp_id=26913576336logn=ArPLSYSPUB/PLY | (£ Go |@ Snaglt |

—~ | »| N N .
7 ! ‘};/\;:’ @T | === Links @Lnglca\ Apps Portal g‘]LnglcaI Apps Home: @Netsulte

PO*Receipts;Function; Oracle Purchasing;Purchase Orders; Cracle PurchaSlngJRECElptSJPIEVEnE;SYSAEfi
Suppliers*Paywents; Function; Cracle Public Sector Payables; 3uppliers;Oracle Public 3ector Payabl
Suppliers*PO;Function; Oracle Public Sector Payables;3uppliers;Oracle Purchasing; Purchase Crders
LAi-Item Costs*PO 3ummary: Create New PO;Function;Cracle Eills of NMaterial; Item Costs;Oracle Pur
LAi-Clear Transactions*Clear Transactions;Function;Oracle Cash Management;Clear Transactions; Jra
LA-Define External Forecast Sources*Define External Forecast Sources;Function;Oracle Cash Hanag
LA-Enter Budget Journals*Create Recurring Invoices;Function;Oracle General Ledger;Enter Budget
LA-Enter EBudget Journals*Invoice Approvals;Function;Cracle General Ledger;Enter Budget Journals
LA-Enter Journals*Mass Transfers;Function;Cracle General Ledger;Enter Journals;Cracle issets;HNa
LA-Enter Journals*Mass Changes;Function;Oracle General Ledger;Enter Journals;Cracle Lssets;HNass
LA-Enter Journals*Mass Revaluations;Function;Oracle General Ledger;Enter Journals;Cracle lssets
LA-Enter Journals*Mass Depreciation Adjustments;Function;Oracle General Ledger;Enter Journals; O

LA-Enter Journals*Run Depreciation;Function;Cracle General Ledger;Enter Journals;(racle Assets;

Li-Enter Journals*isset Categories;Function;Cracle General Ledger;Enter Journals;Oracle Assetij:J
4

Elome (T s

Save the output as a CSV file in order to upload it to another instance.
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Load Conflict Rules

The Load Conflict Rules concurrent request uploads conflict-rule definitions from a
CSV file. That file is generated either by the Extract Conflict Rules concurrent request
or from a spreadsheet provided by Logical Apps. For a detailed procedure for using
the Load Conflict Rules concurrent request, see page 13.

Archive User Conflict Data

The Archive User Conflict Data concurrent request archives records of older con-
flicts to a history table. This request takes, as its only parameter, a date in the format
configured for your instance of Oracle Applications; the request archives conflicts
generated before that date.

Reset User Conflicts

The Reset User Conflicts concurrent request in effect rescinds the assignment of con-
flicting responsibilities to a user. Ordinarily, such a conflict would be approved (and
end dates for the responsibilities would be removed) or rejected (and end dates retained).
Until then, however, the user has no access to the responsibilities and the assignment
cannot be changed. If the approval decision is never made (if, for example, the desig-
nated reviewer leaves the company), the Reset User Conflicts request can be run so
that the user’s assignments are returned to their original state, and the assignment
can be made again (with the conflict rule rewritten to designate another reviewer).
The request takes, as its only parameter, the user ID of the user whose conflicts are
to be reset.

Analyze Responsibility Conflicts

The Analyze Responsibility Conflicts concurrent request runs conflict rules in order
to reduce conflicts to the responsibility level. That is, before function conflicts can
be recognized as applying to users, they must be recognized as existing in the respon-
sibilities that are assigned to users. The Analyze Responsibility Conflicts request per-
forms this step; running this request therefore speeds the process of generating user
conflicts. This request takes no parameters.

Generate User Conflicts

The Generate User Conflicts concurrent request analyzes the assignments of respon-
sibilities to users and determines which assignments violate conflict rules. Running
this concurrent request is equivalent to clicking the Generate User Conflicts button
in the Conflict Matrix form (see page 17). This request takes no parameters.
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Cache WF User Roles

The Cache WF User Roles request refreshes a table called laa_wf_user_roles, which
holds workflow-role data used only by AppsAccess. Typically you need not run this
request, because equivalent processing occurs each time user conflicts are generated,
cither through use of the Generate User Conflicts button (see page 17) or the Gener-
ate User Conflicts concurrent request (see page 37). You may, however, choose to run
it when a reviewer is updated in an AppsAccess rule or when there is an update to
workflow roles used as AppsAccess reviewers
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Feedback

Logical Apps offers many services to assist you with the AppsAccess implementa-
tion. From on-site support to remote phone and web support, our team of experi-
enced professionals provides the help and information you need to ensure quick and
effective implementation. The Logical Apps team includes a Technical Support Rep-
resentative, an Account Manager, and a Logical Apps staff consisting of consultants
and support specialists.

Thank you for using Logical Apps AppsAccess. We value your comments and
feedback. Mail your comments to the following address, or call us directly at (949)
453-9101.

Logical Apps

Attn: Documentation Management
15420 Laguna Canyon Road

Suite 150

Irvine, CA 92618

US.A.

Or send email to support@Logical Apps.com.
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