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Chapter 1
Introduction

Oracle Governance, Risk, and Compliance Controls Suite documents and enforces
business controls, enabling users to demonstrate regulatory compliance and to pro-
mote operational efficiency. It provides a “control library” in which users describe
and catalog controls as well as other items that establish the business context in which
controls exist. It also enables users to review of control-library items, and to generate
reports on their status.

The Governance, Risk, and Compliance Controls Suite includes modules that auto-
mate the enforcement of controls. One of these is Application Access Controls Gov-
ernor (AACG), which uncovers segregation-of-duties conflicts within an organiza-
tion, either preventing them from occurring or detecting them so that they can be
properly managed. Designed for use with Oracle E-Business Suite, AACG identifies
conflicts at both the responsibility and function levels.

Segregation of Duties

Users of AACG create “segregation-of-duties rules,” each of which may specify two
or more responsibilities or functions that should not be assigned simultaneously to
an individual person. Or, users may gather responsibilities or functions into “entity
groups,” and then define rules identifying two or more groups that should not be
assigned simultaneously to individuals. Users may create rules one at a time, or up-
load a set of rules supplied by Oracle and adapt them as needed.

User’'s Guide: Application Access Controls Governor 7.2.2.3 1



Chapter 1: Introduction

Each rule applies one of four “control types” — Prevent, Allow with Rules, Approve
with Rules, or Approval Required. These determine the action to be taken when an
Oracle E-Business Suite user is assigned duties that violate a rule:

e A Prevent rule denies access to conflicting responsibilities or functions. When a
user is assigned responsibilities that trigger a Prevent rule, AACG sets their end
dates to match their start dates, thus ensuring there is no period during which the
user has access to conflicting elements.

* An Allow with Rules SOD rule permits access to conflicting responsibilities or
functions if one or more additional rules, written in Form Rules (a component of
Preventive Controls Governor), mitigate the conflict by modifying forms in Ora-
cle E-Business Suite. This control type (like the Prevent type) requires no approval,
and does not send approval requests to reviewers.

* An Approve with Rules SOD rule also permits access to conflicting responsibili-
ties or functions if one or more Form Rules mitigate the conflict by modifying
Oracle forms. In this case, however, the rule designates a reviewer — an “owner”
or an approval group. AACG sends an approval request to the reviewer, and
access to the conflicting entities is granted only if the reviewer approves.

* An Approval Required rule designates an approval group or an owner who can
either accept a conflict (that is, allow an Oracle E-Business Suite user to work at
responsibilities or functions that are known to be in conflict) or reject it. In this
case, no Form Rule is attached to the SOD rule, and for access to be granted to
conflicting responsibilities or functions, no condition need be met other than
that the reviewer approve the conflict.

Once segregation-of-duties rules are defined, an AACG user runs a “background pro-
gram” called Generate User Conflicts; it evaluates E-Business Suite users, noting those
whose work assignments violate rules. AACG then lists the conflicts generated by each
rule in a panel called User Conflicts. It treats these conflicts in either of two ways:

* A user may have been assigned responsibilities or functions before a rule was
created to define them as conflicting. If so, the User Conflicts panel displays ap-
propriate status for the conflict: “Prevent” or “Allow with Rules” if the conflict
was generated by a segregation-of-duties rule of either type, or “Pending” if it was
generated by an Approve with Rules or Approval Required rule. Only the Pend-
ing status can be updated: a reviewer may approve or reject the conflict, either by
itself (in an Action History panel) or along with others (in a Mass Update panel).

Statuses recorded in these panels, however, do not take effect; instead, they are
logged to AACG reports. Administrators would then use information from the
reports to undertake “cleanup” — to make adjustments in Oracle E-Business Suite
such as end-dating responsibilities assigned to users affected by conflicts, or exclud-
ing a function from a responsibility in which it conflicts with another function.

To aid with cleanup, AACG enables users to simulate the effects of remedial
actions — changes to the assignment of functions or menus to responsibilities
— and carry out those actions if the simulation shows that they reduce conflicts.

e A user may be assigned responsibilities or functions after a rule is created to
define them as conflicting. In this case, AACG automatically applies end dates if
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Chapter 1: Introduction

the control type is Prevent. If it is Allow with Rules, AACG automatically removes
end dates.

If the control type is Approve with Rules or Approval Required, the responsibil-
ity assignment does not take effect immediately, and AACG posts notification of
the conflict to the designated reviewers. Similarly, when a new user is created, his
assignments are analyzed for conflicts, and notifications are transmitted to desig-
nated reviewers.

The reviewers’ response to this notification updates responsibility end dates for
the affected user: For an approval, the end dates are removed, permitting indefi-
nite access to the conflicting elements. For a rejection, the end dates are made to

match the start dates, preventing any access. Moreover, the user’s status is up-
dated in the AACG User Conflicts panel.

Starting Application Access Controls Governor

AACG is a web-based application designed to run in Microsoft Internet Explorer.
To start AACG:

1 Open Internet Explorer.

2 In the Address field, type the URL for your Governance, Risk, and Compliance
Controls Suite instance, and press the Enter key.

3 A Sign In dialog box appears. Type your user name and password in the
appropriate fields, and click on the Sign In button.

ORACI_E‘ Governance, Risk, and Compliance Controls Suite

lease contact administrator for your username password,

4 'The Governance, Risk, and Compliance Controls Suite opens. In it, click on the
Segregation of Duties tab to make use of the SOD features.

5 A Select Datasoutce panel prompts you to choose among instances of databases
that store Oracle E-Business Suite data, and to which access controls may be
applied. Select a database instance in the list box and click on the Select button.

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Home > Select Data Source

Select SOD Database Instance -

ALTIVE Governance 7.22.1 - Copyright © January 2008, Oracle. Al rights reser
Oracle s 3 regt of Dracie Dther names may be trademarks of thei

E
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Chapter 1: Introduction

6 An SOD Rules panel opens. The name of the database instance you selected is
displayed near the upper right corner. From within either, you can select another
database instance: click on a Change link near the upper right corner of the panel
to reopen the Select Datasource panel.

Rights to Features

Each user is assigned a “primary application role” when his user account is created in
Governance, Risk, and Compliance Controls Suite. Among the features available
from the Segregation of Duties tab:

¢ An SOD Super User, Rule Builder, Author, or Manager can view, create, and edit
SOD rules and entity groups; run the background program that generates conflicts,
and other background programs as well; and view, but not approve or reject, con-
flicts generated by SOD rules. These roles can view, create, and edit “global sub-
scribers” (data groups, submenus, functions, operating units, or users who are ex-
empt from SOD rules); create, edit, and view rules that simulate changes intended
to resolve conflicts; run simulations and view results; and run remediation (put
simulated conflict resolutions to actual use).

* An SOD Approver can approve or reject conflicts generated by Approve with
Rules or Approval Required SOD rules that name him as an owner or designate
an approval group of which he is a member. He can judge such conflicts indi-
vidually in the Action History panel or collectively in the Mass Update panel. He
can also view SOD rules and entity groups, but cannot create or edit them. The
SOD Approver has no access to background programs, global subscribers,
simulation, or remediation.

* An Executive, Auditor, or System Administrator can view SOD rules, entity
groups, global subscribers, and simulation rules, but cannot create or edit them;
can view conflicts generated by SOD rules, but cannot approve or reject them;
can run simulation, but not background programs or remediation.

e A User can view, create, and edit SOD rules. In all other respects, she has the
same rights as an Executive, Auditor, or System Administrator.

The remainder of this manual is written without regard to the constraints imposed by
primary application roles. As you read, keep in mind that you will be able to use only
AACG features consistent with the role you have been assigned.

Navigational Conventions

As you work with AACG, you’ll make repeated use of the following features.

Library Navigator

When you click on the Segregation of Duties tab, AACG opens a panel that displays
a list of existing segregation-of-duties rules. From that panel, rules may be viewed,
edited, or created.

4 User’'s Guide: Application Access Controls Governor 7.2.2.3
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However, you also have access to related tasks, such as generating conflicts, approv-
ing (or rejecting) conflicts en masse, creating entity groups, uploading “seeded” rules,
and others. A “Library Navigator” — a string of links near the top of the Segrega-
tion of Duties Rules panel (beginning with the phrase SOD Rules in the figure below)
— provides access to these related tasks. Click on any of the links to open panels
that support those tasks. The illustration shows a full set of Library Navigator links;
however, you would see only the links appropriate to your role.

ORACLE Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0} | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

S0D Rules | Simulation | Glohal Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups

Breadcrumbs

Once you have selected a link in the Library Navigator and begun to select options
within the panel it opens, AACG leaves a trail of “breadcrumbs” — a string of links
to each of the screens you have navigated to reach the screen you are using, culminat-
ing in the title of the current screen. (In the figure below, the breadcrumb trail begins
with the word Hoze.) To return to an earlier screen, click on its link.

ORACLE Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups

Home > SOD Rules > Add SOD Rule

Lists of Values

In some cases, a field may offer a set of values from which you can select. In these
cases, the field displays an icon that looks like an ellipsis:

| |

When you click on the icon, AACG opens a window in which you can produce a
filterable list of values that may be entered in the field:

7} http://summit:8080//onecenter/applications.do?requestMethod =applicationstrequestField=applic: _1o] x|

ey word - [apol |

Application Implermentation
Application Object Library
Application Report Generator
Applications BIS

Applications Dernonstration Services

Culinary Application
nobile Applications

Show LIJA| results Result1-7 of 7 Page I
@ Copyright. Logioal Apps Active Control Sute, 2005 Buid 7.0.0.1 Beta 2 Too

To use this feature:

1 In the Key Word field, type a string of text that matches text a value you want to
select. Or, leave the Key Word field blank.

2 Click on the Search button. AACG returns values, the selection of which
depends on your entry in the Key Word field:
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e If your Key Word entry includes text but excludes wild-card characters,
AACG returns all values that begin with the text string. For example, if the
search string is appli, return values might include Application Implementation.

e If your Key Word entry includes a percent sign (%) as a wild-card character
followed by text, AACG returns values with the text string at any position.
For example, %appli would return Culinary Application as well as _Application
Tmplementation.

* If youleave the Key Word field blank, AACG returns all possible values.

3 Among the returned values, click on the one you want; AACG closes the search
window and inserts the selected value in the LOV field.

Sorting and Selecting Items in Lists

Several panels in AACG present lists of items — for example, of segregation-of-
duties rules, conflicts generated by a rule, or function or responsibility groups:

View
User
[SOD Rule ntity T e ntities ontrol Type rlnr onflict]

BuyerRequester 0 Requester, o Buyer Approval Required igw
Inventory*P O Function Master ltems (INY_INVIDITM), Purchase Orders (PO_POXPOEFO) Allow with Rules
Fayahles Function Fayments (AP_APXPAYWKE), Invoices (AF_APKINWIE), Invoice Approvals (AP_APXSUIAC) Frevent 3 View
PurchSU P ayhgr Responsioility Payales Manager, Purchasing Super Liser #pproval Required 1

LEJAd Results Result 1-40f4 Page jIA

Each of these lists implements the following conventions:

* In the header row, some column headings are underlined. Each of these is a sort
column. When you click on one of these headings, the contents of its column are
arranged in alphanumeric order; the values in other columns are arranged appro-
priately so that records remain intact.

* In the footer row, you can select a number in the Show Results list box to deter-
mine how many rows the list displays at once. The list entries are divided into
pages, each of which consists of the number of rows you’ve chosen to display.
To move to another page than the one currently displayed, click on its number in
the Page list box. Or, click on the Next Page or Previous Page link, each of
which is present only if there is a next or previous page to go to.

In some cases, for performance reasons, two items are omitted from the footer
— the Page list box and the Result field, which shows the number of items avail-
able for review in the current page and the numbers assigned to those items. In
these cases, the list includes a Display Record Count check box; select it to make
the omitted elements appear, or clear it to hide them once again.
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Chapter 2

Defining Segregation-of-Duties Rules

When you click on the Segregation of Duties tab, Application Access Controls
Governor opens a panel titled SOD Rules, which lists summary descriptions of
existing segregation-of-duties rules. For each rule, this panel displays the name, the
type of entity it sets in conflict (responsibility, function, or group of either), the actual
items it defines as being in conflict, its control type, its priority (with respect to other
rules), and whether any Oracle users possess work assignments that violate the rule.

ORACLE Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:

SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change
Home > SOD Rules
50D Rule Entity Type Enilies Group Application Cantrol Type: Gonflicts Exist
Al = [ [ Al =] [Bath
wmer. Approval Group Same Operating Unit Same Set of Books End Dated Conflicts: ~ Priority
Both ~| [Both -] [Bath - -

View
User
Action 50D Rule ntity Type ontrol Tyne onflict]
BuyerReguester o Requester, o Buyer Anproval Reduired 1 View
InventoryPO Function Master lems (INY_INVIDITM), Furchase Orders (FO_FOXPOEFD) Allov with Rules 2
Payables Function Payments (AP_APXPAWKE), Invoices (AP_APXINWYKB}, Invoice Approvals (AF_APXSUIAC) Prevent 3
PurchsUP aymyr Responsibility Payables Manhager, Purthasing Super User Approve with Rules 1
A4 Results Result 1-40f 4 Page JREdjor 1
ACTIVE Govemance 7.22.1 - CW‘I"EM E Janulw 2008, Oracle. Al rights reserved T
Oracle is 3 registered tradermark of Oracle Corporation andor it ter names may be trademarks of their respective owners. Top

From this panel, you can view details of, add, or edit rules. Or, you can select Library
Navigator links to upload “seeded” rules from an Excel spreadsheet, create entity
groups for use in rules, or create global subscribers — data groups, submenus, func-
tions, operating units, or users who are exempt from rules.
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Chapter 2: Defining Segregation-of-Duties Rules

Filtering the Display of SOD Rules

Using fields positioned above the list of SOD rules, you can limit the display of rules
to those that satisfy filtering criteria. The following filters are always available:

SOD Rule: Type a full SOD-rule name to display the single rule bearing that
name. Type a fragment to display all rules whose names contain the fragment. Or,
leave the field blank to display rules of any name.

Entity Type: Select Function, Responsibility, Group—Function, or Group—
Responsibility to find rules defining conflicts in the entity you select. Or select
All to see rules for all types.

Entities: Use this field only if you selected Function or Responsibility in the Entity
Type field. Type the name of an entity to display rules in which that entity is set
in conflict with another, a text fragment to display rules involving entities whose
names contain the fragment, or no value to search for rules involving any entities.

Group: Use this field only if you chose Group—Function or Group—Responsibility
as Entity Type. If so, type a group name to find rules with that group as a base or
conflicting entity, a text fragment to display rules involving groups whose names
contain the fragment, or no value to search for rules involving any groups.

Application: Type the name of an Oracle EBS application to find rules in which

conflicts involve responsibilities or functions belonging to that application. Type a
text fragment to find rules involving all applications whose names include the frag-
ment. Or, leave the field blank to see rules in which conflicts involve any application.

Control Type: Select one of the control types (Prevent, Allow with Rules,
Approve with Rules, or Approval Required) to search for rules of that type. Or
select All to search for rules of all types.

Conflicts Exist: Select Yes to find rules for which conflicts exist, No to find rules
for which no conflicts exist, or Both to search for both types of rule.

Owner: Type the full name of a workflow role to find rules for which that role is
the owner, a text fragment to find rules for which the names of the owners contain
that fragment, or no value see rules for which anyone is an owner.

Approval Group: Type the name of an approval group to find rules for which
the group is designated to judge conflicts. Type a text fragment to find rules that
designate approval groups whose names contain that fragment. Or leave the box
blank to see rules for which any (or no) approval group is designated.

End Dated Conflicts: Select Yes to find rules configured to have end dates, No
to find rules without end dates, or Both to search for both types of rule.

Priority: Select a priority number to search for rules at that priority, or select All
to search for rules at any priority.

Same Operating Unit: Select Yes to find rules with a Same Operating Unit check
box selected, so that each rule detects conflicts within individual operating units.
Select No to find rules for which the check box is cleared, and so rules apply
both within and across operating units. Or, select Both to find both types of rule.
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The following filter is available only if you are currently connected to a data source
that runs Oracle E-Business Suite Release 11. (See “Starting Application Access
Controls Governor” on page 3 for information on connecting to data sources.)

*  Same Set of Books: Select Yes to find rules with a Same Set of Books check box
selected, so that each rule detects conflicts within individual sets of books. Select
No to find rules for which the check box is cleared, and so rules apply both within
and across sets of books. Or, select Both to find both types of rule.

The following filters are available only if you are currently connected to a data source
that runs Oracle E-Business Suite Release 12 (and exist only if you have installed Gov-
ernance, Risk, and Compliance Controls Suite version 7.2.2 or later):

e Same Ledgers: Select Yes to find rules with a Same Ledgers check box selected,
so that conflicts are generated only if conflicting entities enable a user to access
data in an individual ledger. Select No to find rules for which the Same Ledgers
check box is cleared, and so conflicts are generated across ledgers. Or select Both
find both types of rule.

e Same Access Sets: Select Yes to find rules with a Same Access check box
selected, so that conflicts are generated only if conflicting entities enable a user to
access data in ledgers belonging to a single data access set. Select No to find rules
for which the check box is cleared, and so conflicts can be generated across data
access sets. Or select Both to find both types of rule.

¢ Ignore Read Only: Select Yes to find rules with an Ignore Read Only check box
selected, so that conflicts are generated only if conflicting entities would grant
write access to ledger data. Select No to find rules for which the check box is
cleared, and conflicts can be created if ledger access is read-only or write. Or
select Both to find both types of rule.

Specify filtering criteria by entering complementary values in any combination of
these fields. Then do either of the following:

e To display only SOD rules that satisty filtering criteria, click on the Filter button.

e To discard filtering criteria and redisplay all SOD rules, click on the Clear button.

Creating SOD Rules Manually

As you create SOD rules, consider limiting the number that are active, so they do not
generate an overwhelming volume of conflicts. A typical strategy is to run a set of rules
that define conflicts you determine to be most important, then clean up those conflicts
before running another set of rules. (A rule is inactive if the date on which you gener-
ate conflicts falls outside of effective dates specified for the rule. To reactivate inactive
rules, you can edit their effective dates and regenerate conflicts.)

If you select the Allow with Rules or Approve with Rules control type for an SOD
rule, you must associate it with at least one rule created in Form Rules, a component of
Preventive Controls Governor. Before creating such an SOD rule, ensure that you
have configured the form rules you want to associate with it.
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To create an SOD rule, click on either of two Add SOD Rule buttons, near the bot-
tom center or upper right of the SOD Rules panel. An Add SOD Rule panel opens:

ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Pronram | Entity Groups London.ag2_5102 Chanue

Home > SOD Rules > Add SOD Rule

SODRule * [
Entity Type Function -

Entities

Application Entity Name
I =] I
Available Entities Selected Entities *
Owner * E‘ Priority 1 =
Control Type Approval Required = Oracle EBS Approver & SOD Rule Owner
s} Approval Group
Effective From * 23-Jan-2008 01:45 P [z Effective To =]
Same Operating Unit 7 Same Set of Books I
Reason * ;‘
* Required

ACTIVE Govemanes 7.2.2.1 - Copyright © January 2008, Oracle. Al righs reseryad.
Gracle i @ registered trademarc of Oraele Corperation and/or ts affiiates. Cther names may be trademarks of their respective owners.

E

Starting the Rule

Begin to create an SOD rule by naming it and selecting the items it sets in conflict:
1 Type a name for the rule in the SOD Rule field.

2 Make a selection in the Entity Type list box. To define a conflict between indi-
vidual items, choose Responsibility or Function. To define a conflict between en-
tity groups, choose Group—Responsibility or Group—Function.

3 Populate the Available Entities field with a selection of items that may be included
in a conflict definition.

If you chose Group—Responsibility or Group—Function in the Entity Type list
box, the Available Entities field instantly displays a list of entity groups configured
for your system. If you chose Responsibility or Function in the Entity Type list
box, you must generate a list of entities in the Available Entities field. To do so,
select an application in the Application field, enter a filtering value in the Entity
Name field, or both, and then click on the Filter button.

¢ When you select an application name in the Application field (or, for func-
tions, the value No Associated Application), the Available Entities field lists only
items that belong to the application you select (or to no application). Other-
wise, the field lists items without regard to application.

¢ When you enter a text string in the Entity Name field, the Available Entities
field lists items whose names begin with that text string. (The percent sign serves
as a wild-card character.) Although this capability is typically used for filtering
responsibilities or functions, it can also filter responsibility or function groups.
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When you load items into the Available Entities field, AACG presents a
count of the items, which appears next to the label for the Available Entities
tield. If the count exceeds 1,000, you should filter the items in the Available
Entities field; otherwise, performance may suffer.

4 Choose items you want to include in the conflict definition. In the Available
Entities field, highlight one or more items. Then click on the > button to move
them to the Selected Entities field. (To rescind a selection, highlight one or more
entries in the Selected Entities field, and then click on the < button to return
them to the Available Entities field.)

In either field, you can select one or more items at a time. To select a single item,
click on it. To select a continuous set of items, click on the first one, hold down
the Shift key, and click on the last one. To select a discontinuous set, hold down
the Ctrl key as you click on items.

5 If you ate selecting individual responsibilities or functions, repeat steps 3 and 4
any number of times to select among entities that earlier application or name fil-
ters have excluded. Within a given rule, you can select entities belonging to any
combination of applications, but all the entities must be of one type.

If you click on the Clear button, you remove the contents of the Application,
Entity Name, and Available Entities fields. As you configure new application or
name filters, or if you click on the Clear button, the contents of the Selected
Entities field remain.

Finishing the Rule
To complete the SOD rule, select a control type, owner, and other remaining values:

1 In the Owner list of values, select the Oracle workflow role that assumes princi-
pal authority for this rule. As a practical matter, the owner approves or rejects
individual conflicts generated by the SOD rule, if the rule is of the Approval
Required or Approve with Rules control type, and if no approval group is desig-
nated (see step 4).

For the Owner LOV to offer an up-to-date selection of workflow roles, run a
background program, called Populate WF Roles Table, each time that new roles
are added in Oracle E-Business Suite. See “Background Programs” (page 47).

2 In the Priority field, select a number, from 1 to 10, that reflects the importance
of this rule in relation to others. (Your company should determine whether it
considers 1 or 10 the highest priority, and then enforce consistent usage.) You
can use the priority value to filter the rules displayed in the SOD Rules panel, as
well as the results returned by some SOD reports.

3 In the Control Type list box, select the control type you want to apply to the rule
— Prevent, Allow with Rules, Approve with Rules, or Approval Required. (See
page 2 for definitions of control types.)

4 If you select the Approve with Rules or Approval Required control type, use a
set of fields, labeled Oracle EBS Approver, to determine who approves or rejects
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conflicts generated by the rule. (If you select the Prevent or Allow with Rules con-
trol type, these fields disappear, because conflicts generated by rules with those
control types are not subject to approval.)

P4

To have the rule owner (selected in step 1) review conflicts, click on the
SOD Rule Owner radio button.

To designate an approval group to review conflicts, click on the Approval
Group radio button, and then select a group in the LOV immediately be-

neath the Approval Group radio button. (Approval groups are created in

Flow Rules, a component of Preventive Controls Governor. See its user’s
guide for more information.)

Note

Both SOD rule owners and members of approval groups are Oracle work-
flow roles. When a user is created in Governance, Risk, and Compliance
Controls Suite, he is associated with an “OracleApps User” — a workflow
role. He is also assigned one of nine primary application roles, of which only
SOD Approver has rights to update the status of conflicts. It is possible for
the author of an Approve with Rules or Approval Required SOD rule to se-
lect an owner, or an approval group with members, whose primary applica-
tion roles deny them the right to approve or reject conflicts. If so, status can-
not be assigned for those conflicts. As you write SOD rules, take care to select
owners, or approval groups with members, that correspond to Governance,
Risk, and Compliance Controls Suite users at the SOD Approver role.

5 Set effective dates. The rule becomes active if the Generate User Conflicts pro-
gram is run on a date that falls between dates you enter in the Effective From and
Effective To fields. Do one of the following:

6

The Effective From field defaults to the date and time you create the rule; the
Effective To field is blank. Retain these values to have the rule take effect the
next time Generate User Conflicts is run and remain in effect indefinitely.

Set new values. Edit the date and time manually in either field (use the for-
mat DD-Mon-YYYY HH:MM AM/PM), or click on the icon next to a field and
select a date in the pop-up calendar that appears.

A set of check boxes is positioned beneath the effective-date fields. The assort-
ment depends upon your AACG version (the last three boxes are available only if
you have installed version 7.2.2 or later) and upon the version of Oracle E-Business
Suite that runs on the data source to which you are currently connected:

Same Operating Unit: Select the check box to have the rule generate a con-
flict only if a user’s responsibility assignments would grant access to base and
conflicting entities within an individual operating unit; clear it to have the
rule apply across operating units as well. This check box appears regardless
of Oracle E-Business Suite version.

Same Set of Books: Select the check box to have the rule apply only if a user
would have access to base and conflicting entities within an individual set of
books; clear it to have the rule apply across sets of books as well. This check
box appears if you are connected to an E-Business Suite 11 instance.
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¢ Same Ledgers: Select the check box to have the rule generate a conflict only
if the conflicting entities would enable a user to access data in an individual
ledger (because the ledger is included in data access sets assigned to res-
ponsibilities involved in the conflict). Clear the check box to have the rule
generate conflicts across ledgers. This check box appears if you are connected
to an Oracle E-Business Suite 12 instance.

e Same Access Sets: Select the check box to have the rule generate a conflict
only if the conflicting entities would enable a user to access data in ledgers
belonging to a single data access set (because that access set is assigned to
responsibilities involved in the conflict). Clear the check box to have the rule
generate conflicts across data access sets. This check box appears if you are
connected to an Oracle E-Business Suite 12 instance.

e Ignore Read Only: Select the check box to have the rule generate a conflict if
the conflicting entities grant write access to ledger data, but not when either
entity grants read-only access (because data access sets are configured to grant
read-only access). Clear the check box to have the rule generate conflicts
regardless of whether ledger-data access is read-only or write. This check box
appears if you are connected to an Oracle E-Business Suite 12 instance.

As you set the Same Access Sets and Same Ledgers check boxes, consider how
they interact. Typically, if you select one, you would not select the other.

For example, suppose an SOD rule defines a conflict between two functions,
which are available through distinct responsibilities. Each responsibility is
associated with its own data access set, and both data access sets contain a
particular ledger. Now suppose a user is assigned the two responsibilities:

e If Same Ledgers is selected but Same Access Sets is not, a conflict would be
generated, because the user would be able to perform the conflicting func-
tions in the ledger that belongs to both data access sets.

e If Same Access Sets is selected, no conflict would be generated even if Same
Ledgers were also selected, because each function would provide access to
the commonly held ledger through a distinct data access set. In this case the
Same Access Sets selection would effectively “override” the Same Ledgers
setting. (Although a responsibility can have only one data access set, an access
set can be associated with more than one responsibility. So a conflict is gener-
ated if Same Access Sets is selected, the two functions are accessed through dis-
tinct responsibilities, but a single data access set is linked to both responsibilities.)

However, suppose that the two functions are available through a single responsi-
bility. A responsibility can have only one data access set, so in this case a potential

conflict would necessarily involve only one data access set, and so the settings of
both the Same Access Sets and Same Ledgers check boxes would be irrelevant.

In the Reason field, explain the business risk addressed by this SOD rule.

If you selected the Prevent or Approval Required control type, click on the
Finish button. The SOD Rules panel reappears, with a listing for the new rule. If
you selected the Allow with Rules or Approve with Rules control type, see the
next section, “Linking the SOD Rule to Form Rules.”
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Linking the SOD Rule to Form Rules

If you assigned the Allow with Rules or Approve with Rules control type to an SOD
rule, you must associate it with one or more rules written in Form Rules. (If you chose
Prevent or Approval Required, this section does not apply.)

1

With the selection of the Allow with Rules or Approve with Rules control type,
the Finish button in the Add SOD Rule panel changes to read “Next.”” After com-
pleting fields in the initial panel, click on the Next button; a second Add SOD Rule
panel opens:

ORACLE Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change

Heme » SOD Rules > Edit SOD Rule

SOD Rule Inventory"P 0

Effective From 23-Jan-2008 01:25 PM Effective To
Entity Type Function

Entities Master lterns (NV_INVIDITM), Purchase Orders (PO_POXPOEFQ)

Control Type Allows With Rules

[zt Oracle Form Rule
Wl oracle Form Rule Description omments [Start Date Status:
[l = [

33-Jan-2008 01:49 PM

Add Oracle Form Rule

* Required

ACTIVE Gavamance 7.2.2.1- Copyright © January 2009, Dracle. A rghts reserved. T
Qrasle i 3 registered trademark of Gracle Corporation andier s affilates. Cther names may be trademarks of ther respective owners Top

Click the Add Oracle Form Rule button and complete fields in the row you create:

* In the Oracle Form Rule LOV, select a form rule that addresses the conflict.
(You can select only active form rules.)

¢ The Description field displays the description configured for the form rule
you’ve selected. This value is read-only.

* In the Comments field, explain briefly why you are attaching the form rule to
the SOD rule.

e The Start Date field displays the date on which you establish a link between
the form rule and SOD rule. You cannot change it.

¢ The Oracle Form Rules Status field accepts no input and displays the status
of the form rule associated with the SOD rule. Initially, this is Active, but the
rule may later be inactivated in the Form Rules application, and this field dis-
plays current status when the SOD rule is reopened for viewing or editing.

Optionally, repeat step 2 any number of times to select additional form rules.

To delete form rules from the grid, select the Delete check box for each of the
form rules you no longer want. Ensure the Delete check box is cleared for each
form rule you want to retain. To mark all form rules for deletion, or to ensure
that all rules are retained, select or clear the Delete check box in the header row.

Click on the Finish button. The SOD Rules panel reappears, with a listing for the

new rule.
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Viewing, Copying, and Editing SOD Rules

You can review the configuration details for an existing rule, edit some details, or
copy the rule as a template for the creation of a new rule. Open one of three panels;
each is similar to the Add SOD Rule panel, but displays the values already set for a
rule you select; procedures for modifying these values, where modifications are per-
mitted, are the same as those described for the Add SOD Rule panel (see “Creating
SOD Rules Manually,” beginning on page 9).

To view the settings for a rule, open the SOD Rules panel and, in the Action column,
click on the View link for the rule you want to see. A read-only View SOD Rule panel
opens. If the rule’s control type is Allow with Rules or Approve with Rules, the panel
also displays a * icon labeled Oracle Form Rules. Click on the + icon to display infor-
mation about form rules associated with the SOD rule, or click on the — icon to hide
the information. To return to the SOD Rules panel, click on the Cancel button.

To make a copy, choose the rule that is to serve as the original, open its View SOD
Rule panel, and click on the Copy SOD Rule button. A Copy SOD Rule panel opens:

* The copy takes these values from the original: entity type, selected entities, con-
trol type, priority, owner, approval group, reason, and settings for the Same Oper-
ating Unit and other check boxes (the boxes vary depending on the version of
Oracle E-Business Suite to which you are connected). The Effective From field
is set to the date and time you make the copy, and the Effective To field is blank.

*  You must supply a name for the new rule in the SOD Rule field.

*  You cannot change the entity type, but you can add to or remove responsibilities,
functions, or groups inherited from the copied rule, or edit other values.

¢ If the control type is Allow with Rules or Approve with Rules, the new version
does not inherit form rules from the original, so you must click on the Next
button to add at least one form rule to the new version of the SOD rule.

To edit a rule, open the SOD Rules panel and, in the Action column, click on the
Edit link for the rule you want to alter. This opens an Edit SOD Rule panel.

ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass
Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
SO0D Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change
Home > 50D Rules > Edit SOD Rule
SOD Rule BuyerRequester
Entity Type Responsihility
Entities Furshasing Requester, Purchasing Buyer
Owner * SYSADMIN (SYSADMIN) E| Priority 4 -
Control Type Allowwith Rules  x
Effective From 23-Jan-2008 01:22 PM Effective To =
Same Operating Unit [# Same Set of Books I
Reason * Buyer should have read-only aceess to requester funclionality. =
* Redquired
ALTIVE Govemance 7.2.2.1 - Copyright @ January 200%, Oracle. Al rights reserved T
Oracle is a registered trademark of Oracle Corporation andior ts atfilistes. Dther names may be trademarks of their raspective ouners. 1op
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In this panel:

*  You can modify the owner, priority, approval group, effective-to date, reason, and
settings for the Same Operating Unit and other check boxes (as before, the boxes
you see depend on the version of Oracle E-Business Suite to which you are con-
nected). If the rule has generated no conflicts, you can also change the control
type; if the rule has generated conflicts, the control type cannot be edited.

e Fields that display other values are read-only.

* If the control type is Allow with Rules or Approve with Rules, you can click on the
Next button to add form rules to the SOD rule, or delete those already selected.

Working with Entity Groups

16

You can collect responsibilities or functions into “entity groups.” Then, using the
Group—Responsibility or Group—Function entity type as you define SOD rules, you
can identify two or more groups that should not be assigned simultaneously to indi-
vidual Oracle E-Business Suite users. In such a rule, each item (responsibility or func-
tion) in a group is considered to conflict with every item in other groups named in the
rule, but not with items in its own group.

Be aware that excessively large entity groups can harm performance. The maximum
number of objects in a group, however, cannot be precisely stated:

 First, a group containing responsibilities actually affects all the functions touched
by those responsibilities, so a responsibility group is effectively the same “size”
as a group containing many more functions.

* Second, when you create one SOD rule that sets an entity group in conflict with
another, the SOD engine recognizes many SOD rules. In each, one object from
the first group is set in conflict with one object from the second group. Thus, in
effect, the number of rules is the number of objects in the first group multiplied
by the number of objects in the second. The largest Application Access Gover-
nor installation runs approximately 10,000 rules — the equivalent of one rule in
which an entity group with 100 members is set in conflict with another entity
group with 100 members. So, 100 members in a group is probably excessive.

Generally, limit the number of entities you include in groups as you create them. If
an attempt to generate conflicts then produces an error, consider (as one remedy)
reducing the number of objects in the groups you’ve created (and revising SOD rules
accordingly).

Creating Groups

To create an entity group:

1 Click on Entity Groups in the Library Navigator. An Entity Groups panel then
displays entries for all existing groups. (It’s illustrated on page 18.)

2 Click on the Add Entity Group button near the bottom center of this panel. An
Add Entity Group panel appears, as shown at the top of the next page.
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ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Glohal ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change

Home > Entity Groups > Add Entity Group

Group Name * |\

Group Description | ﬂ
Effective From * 23-Jan-2008 02:01 PM [ Effective To |
Entity Type Function hd
Entities
Application * Entity Name
[] I

Available Entities Selected Entities *

]kl

* Required

ACTIVE Govemance 7221 Copyright @ January 2002, racle. Al rights reserved.
Oracie is 3 registerad trademark of Oracle Corporation andior t= affilates. Diher names may ba trademarks of thelr respective auners

E

3 Type a unique name for the group in the Group Name field Do not use a
comma in the name.

4 In the Group Description field, type a brief explanation of the group. (For exam-
ple, state the reason functions or responsibilities are included in the group.)

5 By default, the Effective From field is set to the date and time at which you create
the group, and the Effective To field is blank. Do one of the following:

¢ Retain these values to have the group take effect immediately and remain in
effect indefinitely.

* Select a new start or end value manually: Edit the date and time in either field
(use the format DD-Mon-YYYY HH:MM AM/ PM).

* Click on the icon next to a field and select a date in the pop-up calendar that
appears.

In the Entity Type list box, select Function or Responsibility.
Choose an item to include in the group.

First, generate a list of entities in the Available Entities field: Select an application
in the Application field, enter a filtering value in the Entity Name field, or both,
and then click on the Filter button.

*  When you select an application name in the Application field (or, for
functions, the value No Associated Application), the Available Entities field lists
only items that belong to the application you select (or to no application).
Otherwise, the field lists items without regard to application.

*  When you enter a text string in the Entity Name field, the Available Entities
field lists items whose names begin with that text string. (You can use the
percent sign as a wild-card character.)

When you load items into the Available Entities field, AACG presents a
count of the items. It appears next to the label for the Available Entities
tield. If the count is greater than 1,000, you should filter the items in the
Available Entities field more narrowly; otherwise, performance may suffer.
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e If you click on the Clear button, you remove the contents of the Application,
Entity Name, and Available Entities fields. The contents of the Selected
Entities field remain.

From the list you’ve generated in the Available Entities field, choose an entity
(click on it), and click on the > button to move it to the Selected Entities field.

8 Choose additional items to include in the group. It may contain functions or
responsibilities, but not a mixture of the two. The entities in a group may belong
to any selection of applications.

If you wish to rescind a selection, click on its entry in the Selected Entities field,
and then click on the < button to return it to the Available Entities field.

9 When you finish selecting responsibilities or functions, click on the Save button.
Once a group is saved, only its name, description, and end date can be changed.

Viewing Groups

After you save a group you have created, the Entity Groups panel reappears, adding
a listing for the new group to its display. The listing for each group displays its name,
the entity type of its members, its description, and its start and end dates.

ORACL € Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

S0D Database Instance:

S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change
Home » Entity Groups

pction _______JGroup Name ntity Tye Descripion __ b

Group 1 Function 23-Jan-2008 02:01 Ph
Group 2 Function 23-Jan-2008 02:05 Ph

Group 3 Responsibility 23-Jan-2008 02:06 Ph

A4 Results Result 1-3of 3 Page g4 of 1

From this panel, you can view the configuration details for a group, including the
responsibilities or functions that belong to it, by clicking on either of two links in its
listing. One of the links enables you to edit some of those configuration details; the
other enables you to copy the group as a starting point for creating a new group.

Editing Groups
To edit a group, click on the Edit link in the Action column of its entry in the Entity
Groups panel. An Edit Entity Group panel opens:

ORACL € Governance, Risk, and Compliance Controls Suite Wwelcome, Seymour Glass
Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
SOD Database Instance:
SOD Rules | Simulation | Giobal Subscribers | Mass Update | Submit Program | View Submitted Proaram | Entity Groups London.ag2_5102 Change
Home > Entity Groups > Edit Entity Group
Group Name [Graup 1
Group Description i’
Start 23-Jan-2008 0Z:01 PM End =
Entity Type Funetion
Enttes _____________________________________________[apslication |
Banks (AP_APRSUMBA) Payables
AP Accounting Perlods (AP_APXSUMPS) Payables
Accounting Period Types (AP_APXAMDPT) Payahles
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Although you can view all the elements that make up the group, you can edit only
the group name, description, and end date. (For each, click in the appropriate field
and enter a new value). The group name can be edited only if the group has not been
used in a rule; once the group has been used, the group name field becomes read-
only. You cannot add responsibilities or functions to, or remove them from, the group.

Copying Groups

To view a read-only display of the configuration details of an entity group, or to copy
the group, click on the View link in the Action column of its entry in the Entity
Groups panel. A View Entity Group panel opens; it’s similar to the Edit panel, except
that all of its fields are read-only and it includes a Copy button near its bottom center:

ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass
Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
SOD Database Instance:
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag?_5102 Change:
Home > Entity Groups > Yiew Entity Group
Group Name Group 1
Group Description
Start 23-Jan-2008 02:01 PM End
Entity Tyne Funetion
Enttes ______________________________________________[micatin
Banks (AP_APXSUMBA) Payables
4P Actounting Periods (AP_APXSUMPS) Payables
|Accounting Perlod Types (AP_APKAMDPT) Payables

When you click on the Copy Entity Group button, a Copy Entity Group panel
opens. It’s similar to the Add Entity Group panel, except that its Selected Entities
tield contains responsibilities or functions inherited from the group you copied, and
its Entity Type field is set appropriately to Responsibility or Function.

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help.
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change

Home > Entity Groups > View Entity Group > Copy Entity Group

Group Name [

Group Description | iI
Start 23-Jan-2008 02:20 PM  [zz3] End =
Entity Type Function
Entities
Application Entity Name
I = |
Available Entities Selected Entities

Banks (AF_APXSUMBA)
[2] |aF Accounting Periods (4F_APXEUMPS)
Accounting Period Types (AP_APXAMDPT)

To create a new group, complete the remaining fields; use the procedure described in
“Creating Groups” (page 106). You can add to, or remove, responsibilities or functions
you inherited from the group you copied, but you cannot change the entity type.

Creating Global Subscribers

You can specify users who are exempt from segregation-of-duties rules as they detect
conflicts that exist at the moment the Generate User Conflicts background program
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is run. You can also exempt submenus, functions, data groups, and operating units
from SOD rules, both as they detect existing conflicts and as they continue to uncover
conflicts when responsibilities are assigned after the Generate User conflicts pro-
gram is run. Items designated for exclusion (or, in one case, inclusion) are called
global subscribers.

You may configure global subscribers to ensure that query-only access to Oracle E-
Business Suite features does not trigger rules, even when standard access would.

Or, you may use global subscribers to make the cleanup process more manageable
(cleanup being the term for the resolution of conflicts that exist because responsibilities
or functions were assigned to users before SOD rules were written to define them as
conflicting). The number of conflicts found by AACG is typically large, so you can
create global subscribers to generate fewer conflicts. For example, you can exempt
users who may account for disproportionately large numbers of conflicts (such as
those with super user responsibilities), or you can apply rules only to operating units
in most immediate need of cleanup. After generating and resolving one set of
conflicts, you can deactivate some or all of the global subscribers to generate and
clean up a new set of conflicts, continuing until all pre-existing conflicts are resolved.

To create global subscribers, click on the Global Subsctibers link in the Library Navi-
gator. Then, in a Global Subscribers panel, click on the link for a subscriber type.

Operating Units

You can select operating units either to be included in, or excluded from, SOD rule
processing. These selections apply to operating units assigned to users, responsibili-
ties, applications, or sites through use of the MO: Operating Unit profile option in
the system administrator responsibility. The option may be set simultaneously at any
or all of these levels, and the active setting is the one at the most narrowly focused
level (first user, then responsibility, then application, then site).

1 In the Global Subscribers panel, click on the Include Operating Units link or the
Exclude Operating Units link:

ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag?_5102 Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude Submenus Functions | Exclude Data Groups | Exclude Users

include Operating Unit
Progress Human Resources - r

ACTIVE Govemance 7221 Copyright @ January 2002, racle. Al rights reserved.
Oracie is 3 registerad trademark of Oracle Corporation andior t= affilates. Diher names may ba trademarks of thelr respective auners

E

2 Click on the Add Row button. A new row appears, displaying a list box:

nclude Operating Unit
Progress Human Resaurces ~ |
Progress Master [Rdd o |

Progress Putchasing J el

Progress Spedal Org
Progress Transt Agency ACTIVE Gows
Progress Transporiation Orsce i a regisered rademar of O
Progress UK

PRU-Vision Process Industries (U5)

2 T.2.2.1 - Copyright @ January 2008, Orac. Al rights
Corporation andior ts affifates. Diher names may be tra

Fio de Janeiro (BR)
Sao Paulo (BR)
Singepore Distribution Center -
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3 In each row you create, select an operating unit. It is permissible for entties to
exist in both the Include and Exclude panels, but entries should be active (see
the next step) in only one panel at a time.

4 Seclect or clear the Active check boxes at the right of the entries:

e If Active check boxes are selected in the Include panel, the corresponding
operating units are eligible for rule processing and all others are excluded.

e If Active check boxes are selected in the Exclude panel, the corresponding
operating units are excluded from rule processing, and all others are included.

Do not select Active check boxes simultaneously in both panels.

5 Click on the Save button.

Submenus

A submenu under one menu may provide query-only access to functions, even as the
same submenu under another menu provides write access to the same functions. A
rule that includes such a function would trigger conflicts for all instances of the func-
tion — rightly when a user has write access, but falsely for query-only access.

To exclude the query-only functions from rule processing, create submenu subscribers:

1 In the Global Subscribers panel, click on the Exclude Submenus/Functions link.
Then click on its Add Row button:

ORACLE Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Homme | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude Submenus Functions | Exclude Data Groups | Exclude Users

Mes Enity [ubmenuFunction ___lserSubmenuFunction Name

PR HRMS Navigator || Submenu FRHAMS FesPah - | FR HRMS FastPath =

[FRHAMS Navigator J [Function =] [Work madent Farm J Wark Incident Farm Enftertwark Incidents for a Parsan r
1 [Submenu =] | H r

ACTIVE Govemance 7221 Copyright 1 January 2005, Oracle. Al rights reserved.
Orasle is a registered trademark of Oracle Corporation andior its affiates. Dther names may be trademarks of their respective ouners

2 Make selections in the Menu, Entity, and Submenu/Function fields. AACG
supplies corresponding values in the Name and Description fields. This exclu-
sion feature recognizes only direct parent-child relationships:

E

¢ To exclude a function, select Function in the Entity list box. Select the function
and its immediate parent submenu in the Submenu/Function and Menu fields.

* To exclude a submenu, select Submenu in the Entity list box. Then specify
the submenu and its immediate parent menu in the Submenu/Function and
Menu fields. To exclude a submenu is to exclude all functions on that submenu.

3 Select the Active check box to exempt the query-only instance of the function or
functions from SOD rules, while leaving write-enabled instances subject to rules.
Or, clear the check box to deactivate the exemption.

4 Click on the Save button.
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Data Groups

AACG includes the capability to evaluate SOD rules against data groups. To elimi-
nate false conflicts that can occur when custom responsibilities are assigned to query-
only data groups, you can exempt data groups from rule processing:

1 In the Global Subscribers panel, click on the Exclude Data Groups link. Then
click on its Add Row button:

ORACL_E Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag?_5102 Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude Submenus Functions | Exclude Data Groups | Exclude Users

Data Group Description Active
||Mump|E Feporting Currencies J Multiple Reporting Currencies Data Group I
[ - r
ACTIVE Gavemance 7.2.2.1 - Copyright @ January 2008, Dracls. Al fghts reserved. T
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2 In the Data Group list of values, select the group that is to receive the exclusion.

If a description was written when the group was created, it appears by default in
the Description field. If no description was written, the field remains blank. The
Description field does not accept direct input.

3 The Active check box is selected by default. Leave it selected for the exclusion to
take effect. Clear it (click on it so that no check mark appears) to reserve an
exclusion for the group, but not have it take effect at present.

4 Click on the Save button.

Users

You can exclude individual users from SOD rule processing:

1 In the Global Subscribers panel, click on the Exclude Users link. Then click on
its Add Row button.

ORACLE Governance, Risk, and Compliance Controls Suite Welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude SubmenusFunctions | Exclude Data Groups | Exclude Users

ser
,—ANDRE J André Vermelen - Recelvable Role Belgium r
[ - r
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2 In the User list of values, select the ID of the user who is to receive the exclusion.

If a description of the user was written when the user ID was created, it appears
by default in the Description field. If no description was written when the user
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ID was created, the field remains blank. The Description field does not accept
direct input.

The Active check box is selected by default. Leave it selected for the user exclu-
sion to take effect. Clear it (click on it so that no check mark appears) if you want
to reserve a user exclusion for the user, but not have it take effect at present.

Click on the Save button.

When you are finished creating global subscribers, click on the SOD Rules link in the
“breadcrumbs” trail to return to the SOD Rules panel.

Uploading SOD Rules from a Spreadsheet

Rather than create SOD rules one at a time, you can select rules in a Microsoft Excel
spreadsheet, edit them to contain values appropriate for your site, and upload them
at once. Before you start, be sure you have created approval groups if you intend to
designate them as conflict approvers for the rules you upload. You also need to know
the name of the ODBC driver that enables you to connect to your Oracle system.

To prepare the spreadsheet for uploading:

1

Open the LA_SOD spreadsheet. It is located in the content directory on the
Governance, Risk, and Compliance Controls Suite Disk 1 of your Oracle media
pack, and its password is Jaapps.

Entity User Function Conflicting Conflicting Function

Confict Name Application Control Type Approver F
Type Bh Name Application Display Name L GC
Buyers should not process their own
Reulcitions Purchaze Orders Funcion  Oracle Furchasing Requisitions  Oracle Purchasing Purchase Orders Bpproval Required process cantals,
SYSADMIN
Buyers should nat prase s thei own
Requiciion Sunmary'Purchace Orders | Function  Oracle Purchasing Reequisition Sumn Oracle Purchasing Purchase Orders Bpproval Required process cantals,
SYSADMIN
Buyers should nat pracess their own
Requicitions'PO Summary: Creste New PO | Function  Oracle Purchasing Requisitions  Oracle Purchasing PO Summary: Create NewPD  Approvsl Required process cantals,
SYSADMIN
Buyers should nat pracess their own
Requisitions Relazes Function  racle Furchasing Requisitions  Oracle Purchasing Releases Prevent process cantals,
SYSADMIN
Buyers should nat pracess thelr own
Pequisition Summary P01 Summory: Create K Function Dl Purshasing Requisition Summ Otasle Purchasing PO Summany Create hew PO Prevent process contals.
SYSADMIN
Buyers should nat pracess thelr own
Pequisition Summary"Feleazes Function  Dtacle Purchasing Requisition Summ Otasle Purchasing Releases Prevent process contals.
SYSADMIN
Buyers should nat pracess thelr own
Pequisitions*Autolreate Documents Function  Dtacle Purchasing Requisitions  Orasle Purchasing AutcCreste Documents Prevent process contals.
SYSADMIN
Buyers should nat pracess thelr oun
Requi ummary"AutoCreate Documen! Function  Dtacle Putchasing Requisition Summ Otasle Purchasing AutcCreste Documents Allow with Fules process contols.
SYSADMIN
Fieceiving persannel should never hs
PO Summary: Create New PO'Receipts | Function  Oracle PUrshasing PO Gummany: Cre Oracle Purchasing Receipts Allow with Fules arders or to changs receiving cantia
syappnp | have the sbilty b do any receiving or
Fieceiving persnnel should never hs
Relenses Rlceipts Function  Oracle Furchasing Releases Oracle Purehasing Receipts Allow with Fules orders or to change receiving contia
sysnpnp | have the sbilty b do sy receiving or
Fieceiving persannel should never hs
AataCreats Documents™Raceipts Function  Oracle Furchasing AuraCreate Dioeu Oracle Purchasing Receipts Allow with Fules orders or to change receiving contia

2

sygapmny | have the ability to do any receiving or

In the upper left corner of the Access Load Values sheet, provide the ODBC
driver name, connect string, Apps user name, and Apps password.

Click on the Update Data button. The spreadsheet is populated with up to 65,536
rows of SOD rule data. (Owing to Excel limitations, this is the maximum number.)

Review the rules and select those you want to upload: In the Load column, select
Y for rules you want or N for those you don’t want.

Edit values in the following columns as appropriate for the rules you are upload-
ing: Control Type, Approver, Reason, Same Operating Unit, and Same Set of
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Books. (Note that if the Same Operating Unit or Same Set of Books value is null,
the upload operation will fail.) You cannot change the values in other columns.

In particular, SYSADMIN is the default conflict approver for all SOD rules. For
each rule, change this value to an appropriate approver.

6 On the Tools menu, click Create CSV for Access Governort. In response to
prompts, enter a file name (of 30 or fewer characters) and location (which, in
conformance with UNIX conventions, must end in a slash). Click OK to save
the file.

Note

Z The Create CSV for Access Governor option appears in the Excel Tools
menu only if the macro security level for Excel is set to low. To effect this
setting, click on Tools in the Excel menu bar, then on Options in the Tools
menu. In the Options window, click on the Security tab. In the Security
panel, click on the Macro Security button. A Security window opens; in its
Security Level panel, click on the Low radio button. Then close the Security
and Options windows — click on the OK button in each.

To deploy the CSV file you’ve prepared, log on to the database server as an admin user
and upload the file to the UTL directory. Then run the Load SOD Conflict Rules
background program; for the procedure, see “Background Programs” (page 47).
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Once SOD rules are defined, the next step is to generate conflicts — to search users’
work assignments for rule violations. You can then select a rule and display its con-
flicts in a User Conflicts form, together with the user affected by each conflict, and
its status.

For conflicts generated by Prevent or Allow with Rules SOD rules, the status is set
to Prevent or Allow with Rules, respectively, and stays that way. For Approve with
Rules or Approval Required conflicts, status begins at Pending, but may be updated
to Approved or Rejected. Only users designated by an SOD rule can update status for
the conflicts it generates: a member of an approval group, if one has been selected for
the rule, or if not, the owner of the rule. Approvers may set the status of conflicts one
at a time in an Action History form or any number at once in a Mass Update form.

However, the assighment of status in either form simply adds information to reports.
It neither grants, denies, nor prevents access to conflicting responsibilities or functions.
The actual enforcement of SOD rules is carried out in either of two ways (which are
described briefly as follows, but discussed in detail in Chapter 4):

* Some users will have been given access to functions or responsibilities before a
rule was in force to define them as conflicting. For these conflicts, administrators
use information from AACG reports to implement status decisions manually in
Oracle E-Business Suite.

e Other users may provisionally be assigned responsibilities or functions after a
rule was in force to define them as conflicting. For these conflicts, AACG adds
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functionality to the Oracle Users form so that SOD rules are applied automati-
cally as responsibilities are assigned to users.

Generating User Conflicts

A Generate User Conflicts background program evaluates all active SOD rules (all
that are not end-dated) and produces a “snapshot” — a set of conflicts detected by
the active rules at the moment the program is run. It also saves the prior snapshot to
an archive table.

The SOD rules that contribute to the snapshot continue to identify conflicts as, sub-
sequently, new Oracle users are added or changes are made to existing users’ respon-
sibility assignments. If SOD rules are added or edited, the changes do not take effect
until a new snapshot is taken, so the Generate User Conflicts program should be run
whenever SOD rules change.

Alterations in the assignment of functions to responsibilities in Oracle also have the
potential to resolve existing conflicts or create new conflicts. When they occur, how-
ever, you can run either Generate User Conflicts or an Analyze Responsibility Con-
flicts program. The former enables AACG to recognize the new function-responsi-
bility configuration as it enforces rules for pre-existing and new responsibility assign-
ments, and the latter for new assignments only.

For instructions on running either program, see “Background Programs” (page 47).

Viewing User Conflicts

26

In the list of rules displayed by the SOD Rules panel, a View link appears in the
View User Conflict column for each rule that has generated conflicts in the most
recent snapshot. The View User Conflict column is located all the way to the right of
the SOD Rules panel (as shown in the illustration on page 7).

To review the conflicts for a rule, click on its View link. A User Conflicts panel opens:

ORACL E sovernance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

S0D Database Instance:

$0D Rules | Si | Global | Mass Update | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Change
Home > SOD Rules > User Conflicts
0D Rule PurchSUFayhgr
ntity Payables Manager, Furchasing Super User
ntity Tyne Respansibility
h Date 23-Jan-2008 02:44 PM

[=l Oracle Form Rules

Oracle Form Rule
Oracle Form Rule Description Comments Start Date Status

User Respansibility Assignment Rules User Responsibility Assignment Rules Mitigating Oracle Form Rule 23-Jan-2008 01:29 PM Active
User Name: Responsibility: Conflicting Responsibility: Status:
[ I Al N

R onflicting Responsibili 3
JALAN Payables Manager Purchasing Super User Pending
IAPERKINS Payahles Manager Purchasing Super User Pending

DATAMERGE Payahles Manager Purchasing Super User Pending
DEUANE Payables Manager Furchasing Super User Pending

[ ceuts ot 1-4of & page (o |
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Initially, this panel displays information about the rule that has generated conflicts, as
well as a set of filtering fields, but no conflicts. If the rule is of the Allow with Rules
or Approve with Rules control type, the panel also displays a +/— icon labeled Oracte
Form Rules. Click on the + icon to display information about form rules associated
with the SOD rule (as shown in the illustration above), or click on the — icon to hide
the information.

The panel lists conflicts only after you use the filtering mechanism to determine what
conflicts you want to see. To see all conflicts for the rule, make no selections in the
filtering fields, and then click on the Filter button. To limit the display of conflicts,
enter complementary values in any combination of the filtering fields, and then press
the Filter button:

¢ User Name: Type the full username of a user to see conflicts associated with that
user, or type a text fragment to see conflicts associated with users whose names
contain the fragment.

* Responsibility: Type a full responsibility name to see conflicts in which your
selection is the “base” responsibility, or type a text fragment to display conflicts
generated by rules for which the base responsibility name includes the fragment.
A base responsibility is the first of two that are in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the search identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.

¢ Conflicting Responsibility: Type the full name of a responsibility to see conflicts

in which your selection is the “conflicting” responsibility, or type a text fragment
to display conflicts generated by rules for which the conflicting responsibility
name includes the fragment. A conflicting responsibility is the second of two that
are in conflict, or the one containing the second of two functions that are in con-
flict. For a rule that includes more than two responsibilities or functions, the
search identifies pairs of responsibilities for which conflicts exist, and returns
those for which this is the second responsibility.

* Status: Select a status — Approved, Pending, or Rejected — to see conflicts at
the selected status, or select All to see conflicts at all statuses. This filter pertains
only to conflicts generated by rules whose control type is Approve with Rules or
Approval Required. Set this filter to All if you are reviewing conflicts generated
by a rule whose control type is Allow with Rules or Prevent.

When you click on the Filter button, the panel displays a list of conflicts appropriate
to your filter criteria. Each entry in the list includes:

e The User Name that identifies the user whose work assignments are in conflict.

e The base and conflicting responsibilities (as defined above in the discussion of
filtering criteria) involved in the conflict.

* The conflict status, which depends on the control type assigned to the SOD rule:

— If the control type is Approve with Rules or Approval Required, each con-
flict status begins at Pending, but can be updated to Approved or Rejected.
(If you used status as a filtering criterion, of course, the entire list consists
only of conflicts at the status you selected.)
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— If the control type is Allow with Rules, each uset’s status is Allow with Rules.
This status cannot be updated.

— If the control type is Prevent, each user’s status is Prevent. This status cannot
be updated.

Updating Status for User Conflicts

If a conflict is generated by an Approve with Rules or Approval Required SOD rule,
its status is Pending, Approved, or Rejected. Any of these statuses can be updated
from one to another, and status can be reset any number of times.

For each of these conflicts, the User Name in its entry on the User Conflicts panel is
a link to an Action History panel, in which any AACG user may view status details —
the current and past statuses, the dates on which they were effective, and comments
that apply to them.

An approver (as designated in the rule that generated the conflict) can also use the
Action History panel to update the status, under certain conditions: As has been
noted, the Generate User Conflicts program activates all SOD Rules that have not
been end-dated at the moment it is run, and this set of rules remains active until the
Generate User Conflicts program is run again. If responsibilities have been assigned
to a user, and subsequently rules are activated that uncover conflicts in the assign-
ment, the status of those conflicts can be updated in the Action History panel. If,
however, the assignment of responsibilities to a user triggers SOD rules that are al-
ready active, notifications are issued in Oracle E-Business Suite to approvers
designated by those rules; the conflicts are recorded in the Action History panel, but
their status cannot initially be updated there. Instead, the approvers’ responses to the
notifications update the Action History status. After all approvers have responded to
the notifications, approvers can reset status directly in the Action History panel.

Neither the Allow with Rules nor the Prevent status can be updated. For conflicts at
either status, you cannot navigate to the Action History panel.

To view or update status history for an Approval Required or Approve with Rules
conflict:

1 In the User Conflicts panel, click on the User Name for the conflict whose status
you want to review or update. The Action History panel opens:

ORACLE Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global Subscribers | Mass Undate | Submit Program | View Submitted Program | Entity Groups London.ag2_5102 Chanue

Home > SOD Rules > User Conflicts > Action History

Segregation of Duties Rule PUrchSUPayhor
Conflict User DATAMERGE

botionny _____Rctontywe___JS@rt _End __Fommems |
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MCLEMENTI Rejected = 23-Jan20 D308PM [Approval rescinded per HR125

S6LASS [ =] zlanzozonzzem [
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2 Review the details of eatlier status assignments. Each row on the panel repre-
sents an occasion on which status was assigned, and the most recent row (the last
in the list) displays the status that is in force.

3 If you are not an approver for the rule, this review is all you can do in the Action
History panel; click on the Cancel button to return to the User Conflicts panel.

You are an approver for the rule if you are a member of its approval group, or its
owner if no approval group has been designated, and if your primary application
role is SOD Approver. Even in this case, if approval notifications related to this
conflict are outstanding in Oracle E-Business Suite, you'll see this message:
“Approval request pending, hence no action can be taken.” In this case, once
again, click on the Cancel button to return to the User Conflicts panel.

However, if you are a designated approver for the rule and no approval notifica-
tions are outstanding in Oracle E-Business Suite, you can also update status for
the conflict. To do so, click on the Add Row button, which appears only if you
are a designated approver for the conflict.

4 In the Action Type field of the row you created, select Approved, Rejected, or
Pending:

* Approving a user conflict means that you know it exists but decide to allow
the user access to conflicting responsibilities or functions.

* Rejecting a user conflict means that you decline to allow the user access.
¢ Pending is the default status, indicating that a decision is yet to be made.
5 In the Comments field, type a brief explanation for your approval decision.
6 Click on the Save button.
As you save a status, AACG automatically sets effective dates for status assignments:

* The Start field for a new status (displayed in the row in which you have been
working) is set to the current date and time. The status becomes active at that
moment.

e The End field for the new status remains blank (meaning that the status remains
in effect indefinitely). The End field for the prior status (displayed in the row
above the one in which you have been working) is set to the current date and
time (indicating that it expires at the moment the new status takes effect).

Mass Updating User Conflicts

A Mass Update panel lists Approve with Rules or Approval Required conflicts that
are at the Pending status, enabling you to select a set of them and approve or reject
the entire set at once, rather than one at a time:

1 Click on the Mass Update link in the Library Navigator. The Mass Update form
opens (it’s shown at the top of the next page), and initially it displays only a set of
filtering fields.
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ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help.
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:

$0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups seattle_ag1_5102 Change
Home > Mass Update
Conflicting Conflicting
User Name 500 Rule: Contral Typs:
I [ [ I [ [ Al =l

I @ JPALMER Rule for actions  System Administratar, Users General Ledger Super User,  Joumal Entry Inguiry Approval Required
Progress S&L Progress S&L

I~ @ JPALMER Rule for actions Super User, Progress S&L Users Super User, Progress S&L Journal Entry Inguiry Approval Reguired

I~ @ JPALMER Rule for actions  System Administrator, Users Super User, Progress S&L Journal Entry Inguiry Approval Required
Progress S&L

[ @ PETOCKMAN Rulefor actions  System Administrator, Vision Users General Ledger, Vigion Joumal Enry Inguiry Approval Required
University University

I~ @ PSTOCKMAN Rule for actions System Administrator, Vision  Users General Ledger Restricted,  Journal Entry Inguiry Approval Reguired
University vision University

M@ ANNA Ruleforactions  System Administration Vision Users General Ledger Vision Jaurnal Entry Inguiry Approval Reguired
Sweden Sweden

@ UK Ruleforactions UK HRMS Setup Manager  Users General Ledger Vision UK Joumal Entry Inguiry Approval Required

@ UK Rulefor actions  System Administration Vision Users General Ledger Vision UK Joumal Entry Inguiry Approval Reguired
UK

™ = DTRIPPE Rule for actions System Administrator, Yision Users General Ledger, Yision Journal Entry Inguiry Approval Required
University University

I @ MNORwWAY Rule for actions  System Adrinistrator Users General Ledger, Vision Jaurnal Entry Ineuiry Approval Required

Norway
@ MNORWAY Rule for actions  Systermn Administrator Users General Ledger, Vigion Joumal Enry Inguiry Approval Required
Norway Cash

™ @ EBUSINESSMANUFACTURING Rule for actions Applications Administration  Users Financial Management Journal Entry Inguiry Approval Reguired

[~ [ EBUSINESS:MANUFACTURING Rulefor actions  Applications Administration  Users Applications Administration  Journal Entry Ineuiry Approval Required

@ GLYONS Rulefor actions  System Administratar, Users General Ledger Super User, Joumal Entry Inguiry Approval Required
Frogress S&L Progress SEL

I~ = RWOHL Rule for actions System Administration Users Manufacturing Management  Journal Entry Inguiry Approval Reguired
Functions

snow | Resurs Next Paye >

I Display record count
Comments *

B

Approve All_| [ Rejectall | [ Approve |

* Required
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2 Set filtering criteria that determine what conflicts you will see (although no
matter what criteria you select, you have access only to conflicts generated by
SOD rules for which you are a designated approver). Then click on the Filter
button. If you set no criteria, the panel displays all conflicts you are designated to
approve. Or, you can filter on these values:

* User Name: Type the full username assigned to a user to display conflicts
involving that user. Type a fragment to display conflicts involving all users
whose usernames contain the fragment.

e SOD Rule: Type the full name of a rule to display the conflicts generated by
that rule. Type a fragment to display conflicts generated by rules whose names
contain the fragment.

e Application: Type the name of an Oracle EBS application to find conflicts in
which your selection is the “base” application — the one that owns the first
of two responsibilities or functions that a rule sets in conflict. Or type a text
fragment to find conflicts in which the first conflicting entity belongs to any
application whose name includes the fragment. For a rule that sets more than
two entities in conflict, the search identifies pairs of conflicting entities, and
returns conflicts in which the first entity belongs to the application you choose.

* Responsibility: Type the full name of a responsibility to see conflicts in which
your selection is the base responsibility, or type a text fragment to display con-
flicts generated by rules for which the base responsibility name includes the
fragment. A base responsibility is the first of two that are in conflict, or the
one containing the first of two functions that are in conflict. For a rule that
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includes more than two responsibilities or functions, the search identifies
pairs of responsibilities for which conflicts exist, and returns those for which
this is the first responsibility.

e Conflicting Application: Type the name of an Oracle EBS application to find
conflicts in which your selection is the “conflicting” application — the one
that owns the second of two responsibilities or functions that a rule sets in
conflict. Or type a text fragment to find conflicts in which the second con-
flicting entity belongs to any application whose name includes the fragment.
For a rule that sets more than two entities in conflict, the search identifies
pairs of conflicting entities, and returns conflicts in which the second entity
belongs to the application you choose.

* Conflicting Responsibility: Type the full name of a responsibility to see con-
flicts in which your selection is the conflicting responsibility, or type a text
fragment to display conflicts generated by rules for which the conflicting
responsibility name includes the fragment. A conflicting responsibility is the
second of two that are in conflict, or the one containing the second of two
functions that are in conflict. For a rule that includes more than two respon-
sibilities or functions, the search identifies pairs of responsibilities for which
conflicts exist, and returns those for which this is the second responsibility.

* Control Type: Select Approve with Rules or Approval Required to see only
conflicts generated by rules of the control type you choose, or select All to
see conflicts generated by rules of both types. (Because you cannot update
status for Prevent or Allow with Rules SOD rules, these control types are not
available for selection.)

If you click on the Clear button, you discard both filtering criteria and the cur-
rently displayed list of conflicts, and can select new filtering criteria to generate a
new list.

3 A grid appears, in which each row displays information about a conflict. Each
row contains a +/— icon. Optionally, click on the + icon for an Approve with
Rules conflict to display information about the form rule intended to mitigate the
conflict — that is, the form rule associated with the SOD rule that generated the
conflict. (The display is identical to the Oracle Form Rules area of the User Con-
flicts panel, as shown in the illustration on page 26.) Click on the — icon to hide
the display. For an Approval Required rule, this feature simply displays a message
stating that no form rule is attached to the SOD rule.

4 If you want to assign status to all the filtered conflicts at once, skip ahead to step
5. If you want to assign status to a subset of the filtered conflicts, select those
whose status you want to update. The Mass Update form presents conflicts in a
grid divided into “pages,” and if you are selecting individual conflicts, you can
select them from only one page at a time.

Choose the page that displays conflicts you want to update. You can click on
Next Page and Previous Page links in the footer row of the grid. Or you can
select a page number in a field of the footer row that shows the number of pages
in the grid and the number assigned to the current page. For performance rea-
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sons, this field is hidden by default, but you can select a Display Record Count
check box to make it appear. (When you do, another field in the footer shows
the number of conflicts available for review and the numbers assigned to the
conflicts in the current page.)

Once you have chosen a page, do either of the following:

* Select check boxes alongside individual conflicts you intend to approve or
reject.

* Select a check box in the header row of the grid (to the left of the User
Name heading) if you want to approve or reject all conflicts in the currently
displayed page of the grid.

Note

Z A rule may designate an approval group of which you are a member, even
though your primary application role is other than SOD Approver. Typically,
this is because you have only notification rights in the approval group. In
this case, you can review conflicts in the Mass Update panel, but it does not
display the check boxes with which you can select conflicts for approval or
rejection, and you cannot actually approve or reject conflicts.

5 In the Comments field, type an explanation for your decision to update status.
The comment is required, and it applies to all of the conflicts whose status you
are updating.

6 If (in step 4) you selected a set of conflicts, click on either the Approve or Reject
button. If not, click on the Approve All or Reject All button to approve or reject
all the conflicts that match your filtering criteria (that is, all the conflicts in all the
pages of the grid). In either case, AACG assigns the status you select and the
comment you wrote to each newly statused conflict. It removes these conflicts
from the list, and leaves the Mass Update form in place.

7 Optionally, make another selection of conflicts and assign status to them. (You
can, for example, approve a first selection of conflicts and then reject a second
selection of conflicts.) When you finish with the Mass Update form, click on the

Cancel button or on the SOD Rules link in the Library Navigator to return to the
SOD Rules panel.

After you have used the Mass Update panel to assign status to a set of conflicts, you
can use the Action History panel if you wish to reassign status to individual conflicts
in the set. However, a conflict will not reappear in the Mass Update panel unless it is
reassigned Pending status.
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Although a conflict is defined, and may be approved or rejected, in Application
Access Controls Governort, it is not resolved until actions are taken outside of
AACG. These actions may include:

¢ Adjusting the end dates for responsibilities assigned to a user affected by a con-
flict. For an approved conflict, end dates may be set in the future (or removed)
so that access to a responsibility is extended. For a rejected conflict, end dates are
set to the present moment so that access to a responsibility is cut off.

¢ Excluding one or more conflicting functions from a responsibility or from
menus, or removing a submenu containing conflicting functions from menus.

e Ensuring that subscribers are configured correctly for each form rule associated
with an SOD rule whose control type is Allow with Rules or Approve with Rules.
A subscriber is a user (or other entity) to which a form rule (or rule element) applies.
If no subscribers have been configured for a form rule, it applies universally, and
so subscriber configuration is not an issue if the form rule is associated with an
SOD rule. However, if a user’s work assignments violate an Allow with Rules or
Approve with Rules SOD rule, and that rule is associated with a form rule that
has one or more subscribers, the user must be added as a subscriber to the form
rule. For instructions on adding subscribers to form rules, see the Forz Rules
User’s Guide.

The process for effecting these resolutions depends on whether a user has been
assigned duties before or after a rule is put in force to define them as conflicting.
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Manual Conflict Resolution

The first time conflicts are generated, or when they are regenerated after SOD rules
have changed, you are likely to find users who had been granted access to responsi-
bilities or functions before rules defined them as conflicting. AACG uncovers these
conflicts but does not resolve them. Instead, you can eliminate these conflicts man-
ually, a process known as “cleanup.”

To uncover these conflicts, you would generate user conflicts and then review them,
either in the User Conflicts panel or in the User Conflicts Report. The course of
action for each conflict depends on its control type:

¢ Foran Allow with Rules conflict, the user’s access to conflicting entities should
be permitted to continue.

* For a Prevent conflict, the user’s access to one or both conflicting entities would
have to be terminated.

* For an Approve with Rules or Approval Required conflict, the user’s access to con-
flicting entities could be approved or rejected. In either case, the reviewer should,
for auditing purposes, assign status to the conflict in the Action History panel or
the Mass Update panel.

To allow or approve a conflict, you need do nothing in Oracle E-Business Suite.

To prevent or reject a conflict, you have four options. The first resolves a function- or
responsibility-based conflict. The remaining three are appropriate for function-based
conflicts — particularly those involving two functions within a single responsibility:

e In the Oracle Users form, set the end date for at least one responsibility involved
in the conflict to the current date.

* Exclude one of two conflicting functions from the responsibility through which
the user has access to that function.

* Remove the function from menus through which the user has access to it, or re-
move a submenu containing a conflicting function from the uset’s menus.

e Exclude those menus from the responsibility that provides the user with access
to the function.

See Oracle documentation for procedures on excluding functions or menus from
responsibilities, or removing functions from menus. To facilitate mapping functions
to menus, a Function Where Used Report (see page 59) displays the menu paths to
functions involved in function-based conflicts.

Simulation and Remediation

To aid in cleanup, AACG enables you to write simulation scenarios. Each scenario
comprises a set of rules that instruct AACG to determine how conflict generation
would change if the Oracle E-Business Suite configuration were altered. Each rule
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names a function or menu that might be excluded from a responsibility, or a
function or submenu that might be removed from, or inserted in, a menu.

The simulation feature uses two snapshots. A “base” snapshot contains conflicts
generated with functions, menus, and responsibilities as they are actually configured.
The second snapshot contains conflicts that would be generated under conditions
defined by a simulation scenario. AACG compares the two and presents results — a
list of conflicts that would no longer exist, as well as those that would be newly
generated.

If SOD rules have changed since the last time the Generate User Conflicts program
was run, you must generate a new base snapshot as part of the simulation process. If
SOD rules have not changed, you can choose whether to generate a new snapshot as
the base snapshot, or to use the most recent one:

¢ Choose to generate a new snapshot if certain changes have been made manually
in Oracle E-Business Suite since the most recent snapshot was created in AACG.
The Oracle changes include the creation of users; the modification of responsi-
bility assignments for existing users; or alterations in the exclusion of functions
from responsibilities, the assignment of functions to menus, or the assignment of
submenus to other menus or responsibilities. Such changes are likely to resolve
existing conflicts in your system or to create new conflicts, thus rendering the
most recent snapshot obsolete. A new snapshot not only makes the simulation
results as accurate as they can be, but also updates the information displayed in
the User Conflicts, Action History, and Mass Update panels, so that all parts of
the system are in sync.

* Select the most recent snapshot if such changes have not been made since that
snapshot was created in AACG. In that case, no disparities have been introduced
between that snapshot and the actual state of your user conflicts, and the
simulation process runs more rapidly because a new set of actual conflicts need
not be generated.

If simulation shows that resolved conflicts outnumber those that are newly gener-
ated, AACG can perform “remediation” — modify function, menu, and responsibil-
ity configurations in Oracle E-Business Suite to implement the simulated conditions.

To complete any task related to simulation or remediation, begin by clicking on the
Simulation link in the Library Navigator. A panel titled Simulation Scenario List ap-
pears, displaying the name and description of each existing scenario, together with
the date on which it was most recently run and the date of the base snapshot associ-
ated with that most-recent running:

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups seattle_ag1_5102 Change

Home > Simulation Scenario List Add Simulation Scenario

Simulate remedies to conflicts generated 1/24/08
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Add Simulation Scenario
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Creating Scenarios

A scenario is a “container” that holds any number of individual simulation rules. You
need to create the scenario before you create any of the rules it holds. To do so:

1 Click on an Add Simulation Scenario button; one appeats at the bottom centet,
and another near the upper right, of the Simulation Scenario List panel. An Add
Simulation Scenario panel appears:

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass
Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
SOD Database Instance:
SOD Rules | Simulation | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups seattle_ag1_5102 Chanue
Home > 5i ion Scenario List > Add Si ion Scenario
Name *
Description| =
* Required
Govamance, Risk, and Complianca Controls Suite 7.3.2.1 - Copyright @ Janusry 2008, Qracle I
Oracle is a registersd trademark of Oracle Gorporation andor its atfilates. Dther names may be rademarks of thelr respectiue ouners 180

In the Name field, type a name for the scenario.

Optionally, in the Description field, type a brief explanation of the scenario. (For
example, explain the organizing principle by which rules are included in the sce-
nario.)

4 Click on the Save button. The Simulation Scenario List panel is restored, display-
ing an entry for the scenario you have created.

Creating Simulation Rules
To create or edit simulation rules:

1 Begin by identifying modifications you want to simulate in the relationships
among functions, menus, and responsibilities. Do so by reviewing conflicts in the
User Conflicts panel and, if necessary, by using the Function Where Used Report
to uncover the relationships among functions, submenus, and menus.

For example, an SOD rule may set two functions — Purchase Orders and Receipts
— in conflict. The User Conflicts panel may show conflicts for several users who
have access to both functions through a single responsibility — Financial Man-
agement. Rather than end-date the responsibility for each user, you may want to
determine what would happen if you were to exclude one of the functions —
say, Purchase Orders — from the Financial Management responsibility.

2 Open the scenario in which want to create simulation rules: In the Simulation
Scenario List panel, the name of each scenario is a hyperlink. Click on the name
of the one you want.

3 A View Simulation Scenatio panel opens. If no rules have yet been defined, it
displays the name of the scenario, its description, and a date on which it was most
recently changed, together with a button labeled Edit. If rules have been defined,
the panel also displays a read-only entry for each rule as well as some additional
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buttons (which will be discussed later). In either case, click on the Edit button to
create new rules or edit existing rules.

4 An Edit Simulation Scenatio panel opens, displaying a write-enabled entry for
each existing rule. To edit an existing rule, work directly in its entry. To create a
new tule, click on the Add Row button:

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

80D Database Instance:
$0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Prograrm | Entity Groups seattle_ag1_5102 Change

Home > Sil ioh Scenario List > View Sil ion Scenario > Edit Si Scenario
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5 In the appropriate row, enter or modify values for a simulation rule. (As you do,
note that a given menu may be a parent to submenus as well as a submenu to
higher-level menus. So when you choose a menu or submenu, you choose from
the same list of values.)

* In the Action field, choose what you want the rule to do: Select Exclude to
simulate excluding a function or menu from a responsibility, Remove to sim-
ulate removing a function or submenu from a menu, or Insert to simulate
inserting a function or submenu into a menu.

* In the Entity Type field, choose the type of item you want to exclude, re-
move, or insert: Function or Menu if you selected Exclude in the Action field,
Function or Submenu if you selected Remove or Insert in the Action field.

* The first Entity field displays values appropriate to your Entity Type selec-
tion. In it, pick the specific function, submenu, or menu to be acted upon.

* In the Entity Type From/To field, accept the default value. This field displays
the one value made necessary by your eatrlier selections: Responsibility if you
chose Exclude in the Action field, or Menu if you selected Remove or Insert.

* The second Entity field displays values appropriate to the Entity Type From/
To selection. In it, pick the specific menu or responsibility from which the
first entity is to be excluded or removed, or into which it is to be inserted.

For example, to create the rule that simulates the exclusion discussed in step 1,
select Exclude in the Action field, Function in the Entity Type field, and Pur-
chase Orders in the first Entity field. The Entity Type From/To field would de-
fault to Responsibility; select Financial Management in the second Entity field.

6 Repeat steps 4 and 5 to edit or create any additional rules you want the scenatio
to contain.
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7 'To be evaluated, simulation rules must be enabled. Select the Enable check box
for each rule you want to include in a given simulation run. Clear the Enable
check box for any rule you do not want to include. (To select a check box is to
click on it so that a check mark appears, and to clear it is to click on it again so
that the mark disappears.) You can select the Enable check box in the header
row to enable all existing simulation rules.

You have the option of deleting rules you do not want to run. For each, select
the Delete check box. (You can select the Delete check box in the header row to
mark all rules for deletion.) However, this is not necessary; to avoid using a rule
in a simulation run, you need only ensure that its Enable check box is cleared.

8 Optionally, modify the name or desctiption of the scenario; use the Name and
Description fields.

9 Click on the Save button. If you’ve marked any of the rules for deletion, dialog
boxes prompt you to confirm the deletion. Then the View Simulation Scenario
panel returns, displaying read-only entries for the rules you have not deleted.
(For each, the Enabled field reads Y'if the rule is enabled or N if it is not.)

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Qut | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:

SOD Rules | Simulation | Global ibers | Mass Update | Submit Proaram | View Submitted Program | Entity Groups seatlle_ag1_5102 Change
Home > Simulation Scenario List > View Simulatien Scenario
Simulation Scenario Simulation Set 1
Description Simulate rermedies to conflicts generated 1/24/08
Scenario Last Changed 31-Jan-2008 10:30 AM
Entity Type
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Generating and Viewing Simulation Results
To evaluate a simulation scenario:

1 Select the scenario that contains simulation rules you want to run (if it is not
selected already). In the Simulation Scenario List panel, click on the name of the
scenario you want; this opens its View Simulation Scenario panel (as shown
above).

2 Review entries in the Enabled column to ensure that the only those rules you
want to evaluate are enabled. If this is not the case, modify the enabled status of
the rules in the scenario as needed. (See the previous section, “Creating Simula-
tion Rules,” paying particular attention to its step 7.)
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3 Choose the snapshot of actual conflicts you want to compare with the snapshot
of simulated conflicts.

*  You must generate a new snapshot if SOD rules have changed since the Gen-
erate User Conflicts program was last run (and a message, beneath the grid
that lists simulation rules, informs you whether this is the case). Even if not,
generate a new snapshot if your Oracle configuration has changed since con-
flicts were last generated (as discussed on page 35). Select the “Generate User
Contflicts before Simulation with snapshot name” option (which is the only
option if SOD rules have changed) and in the field to its right, supply a name
for the new snapshot.

¢ Use the most recent snapshot if no changes have been made to SOD rules or
your Oracle configuration. Select the radio button labeled “Simulate with User
Contflicts list generated on Date” (in which the placeholder value is replaced by
the date and time of your most recent snapshot). This option appears only if
no SOD-rule changes have been made since conflicts were last generated.

4 Click on the Simulate button. AACG runs a background program to perform the
simulation, and the View Submitted Program panel displays the status of the
program. The simulation is finished when, in the row for your request, the Phase

field reads “Completed” and the Status field reads “Normal.”

To view the results of the simulation run:

1 Click on the Simulation link in the Library Navigator.

2 'The Simulation Scenario List panel reopens; in it, reselect the scenario for which
you have run simulation.

3 The View Simulation Scenatio panel reopens; in it, click on the View Results but-
ton. A Simulation Results panel appears:

ORACLE'Governance‘ Risk, and Compliance Controls Suite
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User Name: 500 Rule Responsikility Gonflicting Responsikility Confrol Type:
2

UserName ___________[-SODRule ____________________ [Responsiblities _______________[Conflicting Responsibilities _________|

RWOHL - PO*Receipt Financial Management Financial Management Approval Reguired
[RWOHL - PO*Receipt Financial Management Systern Administration Functions Approval Required
RIWOHL - PO*Receipt Financial Managerent ManuFacturing Managerment Approval Required
RWOHL - PO*Receipt Financial Managernent Procure to Pay Approval Required
RVWOHL - Sup*PO Procure to Pay Financial Management Approve with Rules
RWOHL _ Sup*PO System Administration Functions Financial Managerment Approve with Rules
RINOHL _ SuptPO Financial Managernent Financial Managerment Approve with Rules
RWOHL _ PO™Receipt Financial Managernent Order ta Cash Approval Required
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EBUSINESS MANUFACTURING _ PC*Receipt Financial Management Applications Administration Approval Required
EBUSINESS MANUFACTURING _ PC*Receipt Financial Management Financial Management Approval Required
EBUSINESS MANUFACTURING _ Sup*PO Applications Administration Financial Management Approve with Rules
EBUSINESS MANUFACTURING _ Sup*PO Financial Management Financial Management Apprave with Rules
EBUSINESS MANUFACTURING _ PO*Receipt Financial Management Financial Management Approval Reguired
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Initially, the panel displays only summary information and a set of filtering fields.
The summary information includes not only the name of the scenario, the date on
which the simulation results were produced, and the date of the base snapshot used
in the simulation, but also the number of existing user conflicts, the numbers that

would be resolved and created by the simulation, and the net change.

You can generate lists of individual conflicts that would be resolved or newly created
(the default), of individual users whose conflicts would change, or of individual re-
sponsibilities for which conflicts would change. To change from one list to another,
click on any of the User Conflicts, Users, or Responsibilities links that appear
immediately beneath the summary results.

The filtering fields apply only to the User Conflicts list. If you choose to display sim-
ulated changes by user or by responsibility, the filtering fields disappear and the Sim-
ulation Results panel displays entries for all users or all responsibilities for which con-
flicts would change. In this case, each entry shows an affected item (user or responsi-
bility), the number of actual conflicts applying to that item, the number that would
apply if simulated changes were made, and the net change.

If you choose to display simulated changes by conflict, select filtering criteria that
determine what conflicts you will see, and then click on the Filter button. If you set
no criteria, the panel displays all conflicts that would change. Or, you can filter on
these values:

User Name: Type the full username assigned to a user to display simulated
changes that apply to that user. Type a fragment to display changes applying to
all users whose usernames contain the fragment.

SOD Rule: Type the full name of a rule to display simulated changes involving
that rule. Type a fragment to display changes involving rules whose names
contain the fragment.

Responsibility: Type the full name of a responsibility to see simulated changes
for which your selection is the “base” responsibility, or type a text fragment to
view changes for which the base responsibility name includes the fragment. A
base responsibility is the first of two that are in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the search identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.

Conlflicting Responsibility: Type the full name of a responsibility to see simulated
changes for which your selection is the “conflicting” responsibility, or type a text
fragment to display changes for which the conflicting responsibility name includes
the fragment. A conflicting responsibility is the second of two that are in conflict,
or the one containing the second of two functions that are in conflict. For a rule
that includes more than two responsibilities or functions, the search identifies
pairs of responsibilities for which conflicts exist, and returns those for which this
is the second responsibility.

Control Type: Select one of the control types — Prevent, Allow with Rules, Ap-
prove with Rules, or Approval Required — to see simulated changes to conflicts
of that type, or select All to see all changes, regardless of control type.
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If you choose to display simulated changes by conflict, each entry in the list displays:
* The name of the user affected by a conflict.

* A minus sign (in a column labeled +/-) to indicate a resolved conflict, or a plus
sign to indicate a newly generated conflict.

¢ The name of the SOD rule that generated the conflict.

¢ The responsibility and conflicting responsibility involved in the conflict (as
defined above in the description of filtering criteria).

e The control type of the SOD rule that generated the conflict.

When you are finished viewing results, click on the Cancel button to return to the
View Simulation Scenario panel (or use a breadcrumbs link or the Library Navigator
to move elsewhere).

Remediation
If you are satisfied with the results of a simulation scenario, AACG can implement
“remediation” — actually make the simulated changes. A Remediate button is

available to SOD Super Users, Rule Builders, Authors, and Managers; it appears both
in the View Simulation Scenario and Simulation Results panels. (For other users, this
button does not appear.) When you click the Remediate button, AACG prompts for
confirmation that remediation should be run. Click an OK button in the prompt
dialog, and AACG launches a background program; the View Submitted Program
panel displays its status.

Within Oracle E-Business Suite, functions or submenus are inserted, removed, or
excluded as dictated by the simulation rules. An inserted item appears in its menu
with the label (AGS), to indicate that the insertion occurred through the agency of
AACG simulation. Other changes are noted (if at all) according to standard Oracle
E-Business Suite functionality. For example, a function excluded from a responsibil-
ity is listed in the Exclusions grid of the Responsibility form.

Within AACG, the View Simulation Scenario panel for the scenario used in the
remediation continues to list the simulation rules, for auditing purposes. The
Simulation Results panel continues to list the conflicts (or the users or responsibili-
ties to which they apply) that existed before the remediation. If you run simulation
again, however, the Simulation Results panel is updated to reflect the results of the
remediation.

Automated Conflict Resolution

When a user is assigned new responsibilities, AACG evaluates the assighment for
violations of SOD rules that were in force the last time the Generate User Conflicts
program was run. AACG presents an option to “submit” or cancel the assighment,
and upon submission, it enforce rules that have been violated: depending on control
type, it automatically grants or denies access, or sends on-line notifications to
approvers.
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Activating Responsibilities

The process begins in the Oracle Users form, as a new user is created or an existing
user receives new responsibility assignments. (See Oracle documentation for infor-
mation on the Users form, creating users, and assigning responsibilities.)

1 With the Users form open, a system administrator selects a user and, in the grid
accessible from the Responsibilities tab, assigns responsibilities. Both the start
and end dates for these responsibilities are set by default to the current date, and
cannot be modified directly. The administrator saves the new assignments.

2 The administrator clicks on Actions in the menu bar, then on Activate Responsi-
bilities in the Actions menu. An Activate Responsibilities form opens; it presents
a copy of the responsibilities listed in the Users form, but allows the administra-
tor to change the end dates.

User Mame WSTEVENS Ferson
Paseword Customer
Description  Wallace Stevens Supplier
E-Mail
Password Expiration Fax
O Days Effective Dates
O Accesses From 25-JUN-2007
® None To

Jalfifz= ] Indirect Responsibilities Securing Attributes

— Effective Dates

Security
Responsibility Application Group From Ta
Purchasing Super User Purchasing Standard  25JUN-2007 25-JUN-2007 =
l Payables Manager Payables Standard  25-JUN-2007 25-JUN-2007

& Responsibiliies ©

User Name |WSTEWENS Description |Wa||ace Stevens
Security  — Effective Dates
Responsibility Application Group From Ta
||Purchasing Super User ‘Purchasing |Standan:| |25JUNQDD? | =
|Payah|es Manager ‘Payahles |Standard |25dUN2I]I]? |

( Cancel J ( Initiate Conflict Analysis )

Note

Z If the Activate Responsibilities option is inactive, use a Mass Associate
feature, available in Form Rules or Flow Rules, to associate a function called
GRC Controls Activate Responsibilities with the responsibility or the menu
from which you gain access to the Users form. For information on the Mass
Associate feature, see the user’s guide for Form Rules or Flow Rules.

3 The administrator removes end dates (or alters them to a future date) for a
selection of responsibilities, and so provisionally grants access to them. He then
clicks the Initiate Conflict Analysis button.
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4 An Initiate Conflict Analysis form provides data about responsibilities for which
the administrator changed end dates, noting those for which no conflict exists
and listing all conflicts in which the responsibilities are involved. For each con-
flict, a Status field displays a message:

* For a Prevent conflict, end dates will not be removed.

e For an Allow with Rules conflict, end dates will be removed, providing the
SOD rule is associated with a form rule.

e For an Approval Required or Approve with Rules conflict, an approval flow
will be launched.

O Initiate Conflict #

Conflicting Caontrol

Responsibility Responsibility Conflict Rule Name Type Status

l Payahles Manager Purchasing Super User PurchSU™PayMgr Approval R Approval flow will by
Payables Manager Purchasing Super User AutoDoc*SupplierCatalog Approval B Approval flow will by
Purchasing Super User Purchasing Super User AutoDoc*SupplierCatalog Approval B Approval flow will by
Purchasing Super User Payables Manager PurchSU*PayMgr Approval R Approval flow will by
Purchasing Super User Payables Manager AutoDoc*SupplierCataloy  Approval R Approval flow will by

( Cancel | [ Submit J

1] 3

5 'The administrator may, at this point, take either of two actions:

¢ Click on the Cancel button to avoid assigning conflicting responsibilities. The
Activate Responsibilities form would reappear; the administrator would click
on its Cancel button, and then on the No button in a prompt to save changes.
He can then reselect the Assign Responsibilities option in the Actions menu
and try granting access to a different selection of responsibilities.

e Click on the Submit button to accept the selection of responsibilities, even if
it contains conflicts. AACG then grants access to responsibilities with no
conflicts or with Allow with Rules conflicts. For responsibilities with Prevent
conflicts, it denies access.

In these cases, “granting access” means setting end dates in the Users form
to match those selected in the Activate Responsibilities form — or removing
them if they have been removed in that form. “Denying access” means set-
ting end dates in the Users form to the current date.

For responsibilities involved in Approval Required or Approve with Rules
conflicts, AACG sends notifications to approvers. The end dates in the Users
form remain temporarily set at the current date. Whether that value is made
permanent or reset depends upon the approvers’ responses to the notifications.

However, AACG takes the most restrictive possible action when multiple
conflicts occur. For example, when a responsibility assignment violates both
a Prevent rule and an Approval Required rule, access is denied and no
notification is sent to approvers. The “pecking order” is Prevent, Approve
with Rules, Approval Required, Allow with Rules, no conflict.
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Responding to Notifications

For an Approval Required or Approve with Rules conflict, an approval workflow
notifies the approver defined by the SOD rule. To respond to a notification:

1 In the Oracle E-Business Suite, select Notifications in the Workflow responsibil-
ity. A Worklist opens; in it, locate an approval notification to which you want to
respond. Click on the notification to open it:

ORACLE Self Service Workflow

Home Logout Prefersnces Help

Motifications =

User WSTEVENS has conflicting Responsibilities as per conflict PurchSU*PayMgr priority 1

From
To
Sent
D

Approve ) | Reject ) ( Reassign ) ( Request Infarmation

SYSADMIN

MIN
25JUN-2007 11:33:58
51

Conflict Name : PurchSUPayhgr
Reason : Purchasing and payment tasks should remain separate.
User : WSTEVENS

Responsibility : Purchasing Super User
Original Start Date:25-JUN-7

New Start Date :25-JUN-D7

Original End Date - 25-JUN-O7

New End Date

Conflicting Resp : Payables Manager
Criginal Start Date: 25-JUN-07

Mewr Start Date :25-JUN-07

Original End Date :25-JUN-07

MNew End Date

Function

Conflicting Func
Altached Oracle Form Rules

|Anached Form Rule Name \Attached Rule Deacnpuon|

Notification History

|Seq \Pem)rmer |Start Date \End Date \Acl\on Comment

[1

|SYSADMIN [25-JUN-2007 11:33:58 [25-JUN-2007 11:33:58 |Submitted

Action History

Hum Action Date Action From To Details
1 25-JUN-2007 11:33:58 Subrmit SYSADMIN SYSADMIN
Response
COMMENT =
|
Return to Worklist Approve | (Reject ) ( Reassigh ) ( Request Infarmatian )

[ Display next notification after my respanse

2 Review information about the conflict. This includes the name of the affected
user; the responsibilities and, if appropriate, functions involved; and the associ-
ated form rule for an Approve with Rules conflict. Optionally, use the Comment
field to type an explanation of the decision you are about to make.

3 Click one of the following buttons:

Approve: The user is given access to the responsibilities. When they were
provisionally assigned, their end dates were removed or set to a future date in
the Activate Responsibilities form. Approval of this notification resets the
end dates in the Users form to match the setting in the Activate Responsi-
bilities form. (This takes effect, however, only when the Oracle Workflow
background process has run.)

Reject: The user is denied access to the responsibilities. End dates in the Users
form are set permanently to the dates that were current when the responsibil-
ities where provisionally assigned.

Reassign: You reassign the conflict to another reviewer. The originally assigned
end dates remain, but an approval by the other reviewer will update them.

Request Information: Compose a message to the originator of the notifica-
tion, requesting additional information.

An approval or rejection updates the User Conflicts panel in AACG.
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Viewing the Status of Notifications

Although authorization notifications are distributed immediately upon the submis-
sion of new responsibility assignments, approvers may not respond to them promptly.
You can check on the status of notifications for which approval decisions have not
yet been made:

1 Open the Oracle Users form and select a user whose responsibility assignments
have generated outstanding notifications.

2 Click on Actions in the menu bar, and then on Responsibility Status in the Actions
menu. A Responsibility Status form appears. Fields at the top of the form display
the name and description of the user you selected in step 1.

The upper grid displays one row for each newly assigned responsibility (matched
to a conflicting responsibility) that has generated approval notifications; each row
identifies the responsibility, the application to which it belongs and the security
group to which it is linked, and the dates of its proposed assignment to the user.

User Name |WSTEVENS Description |Wallace Stevens

Responsibility Application Security Group Fram Ta

|Fayah|es Manager |Payah|es |Standard |254UN2I]I]T | =
||F‘urchasing Super User |Purchasing |Standard |25JUNQDDT |

|Purchasing Super User |Purchasing |Standard |254UN2I]I]T |

1]

Base Conflict Matification Matification
Conflict Rule Control Type Responsibility Respansibility Id Status Approver Diate
J/PurchsuPayMgr  [Approval Requ|Purchasing Super [Payables Manage 1245851 [OPEN  [SYSADMIN l25Juno7 =

|AutoDac*SupplierC [Approval Requ|Purchasing Super |Payables Manage 1245852 [OPEN  [SYSADMIN [25-JuN07

4]

3 Select a row in the top grid, and each row in the bottom gtid displays information
about a notification associated with your selection — the SOD rule that generated
a notification and its control type (necessarily Approval Required or Approve with
Rules, as the other two types do not generate notifications); the base and conflict-
ing responsibilities; and the ID of the notification, its status, the user charged with
making an approval decision, and the date on which it was sent.

In the illustration shown above, for example, the Responsibility Status form reports
on notifications (and conflicts) generated by two rules. One sets the Payables Manager
and Purchasing Super User responsibilities in conflict. The other sets two functions
— AutoCreate Documents and Supplier Item Catalog — in conflict. Both functions
are available from Purchasing Super User, and AutoCreate Documents is also avail-
able from Payables Manager.
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The user WSTEVENS has been assigned both these responsibilities, and so three noti-
fications have resulted: one for the conflict between the two responsibilities, one for
the conflict between the two functions as they are available from Purchasing Super
User, and one for the conflict between AutoCreate Documents on Payables Manager
and Supplier Item Catalog on Purchasing Super User.

The Responsibility Status form groups information according to pairs of responsibil-
ities involved in conflicts, so it may appear to display duplicate information. The second
and third rows of the upper grid in the illustration shown above, for example, are iden-
tical. That’s because each row identifies the same responsibility (Purchasing Super
User) as its focus, but for each the second responsibility involved in its conflicts dif-
fers from the other. The upper grid does not show them, but in this example one is
Payables Manager and the other is Purchasing Super User.

Thus, when the second row is selected in the upper grid, the lower grid displays the
two notifications for which Payables Manager is the second responsibility — for the
responsibility conflict and the conflict in which one function is available from each
responsibility. If the third row were selected, the remaining notification would appear,
for the conflict in which both functions are accessible from Purchasing Super User.

Moreover, the upper grid provides a row for each newly assigned responsibility that
has generated notifications, so for conflicts that involve two responsibilities, the upper
grid contains two rows corresponding to their notifications. In the illustration shown
above, the second row is selected in the upper grid; it identifies Purchasing Super User
as its focus, and, as already noted, the lower grid displays the two notifications involv-
ing both the Purchasing Super User and Payables Manager responsibilities. The first
row in the upper grid identifies Payables Manager as its focus; if it were selected, the
lower grid would display the same two notifications.

When approvers respond to notifications, the corresponding entries disappear from
the Responsibility Status form. When all notifications are resolved for a given user,
the form displays no data. Because the form is meant only to provide information, it
is read-only.

User’'s Guide: Application Access Controls Governor 7.2.2.3



Chapter 5

Background Programs

In Application Access Controls Governor, background programs generate user con-
flicts, archive data, prepare export files or load import files, reset values, and update
workflow roles (so that they can be selected as conflict approvers). To run a back-
ground program, complete these steps:

1 With the Segregation of Duties tab selected in the Governance, Risk, and Com-
pliance Controls Suite, select Submit Program in the Library Navigator. The
following panel appears:

ORACL_E Governancs, Risk, and Compliance Controls Suite welcome, Seymour Glass
Tasks (D) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
SOD Database Instance:
SOD Rules | Si | Global ibers | Mass Update | Submit Program | View Submitted Program | Entity Groups seattle_ag1_5102 Change
Home > Submit New Program
Program IGenarawa User Canflicts j
Snap Shot Name and Date
Govemance, Risk, and Compliance Controls Suite 7.2.2.1 - Copyright @ January 2008, Qracle .
Drache is 2 registered trademark of Orasle Comaration andior ts aMliates. ther names may be rademans of their respactive ouners. 180

2 In the Program list box, select the background program you want. (The pro-
grams are identified and described below.)

3 If the program accepts parameters, select values for them in the lower section of
the panel. Some programs do not accept parameters, and among those that do,
each takes its own set, so the fields in this section of the panel vary according to
the program you selected. (Parameters are documented in the descriptions of the
programs that appear below.)
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4 Click on the Submit button. The program is “submitted,” and the AACG display
shifts to a View Submitted Program panel. Results are filtered so that the panel
displays only an entry for the program you submitted:

ORACL_E Governance, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

SOD Database Instance:
$0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups seattle_ag1_5102 Change

Home > Yiew Submitted Program

Scheduled Program ID: Frogram Name Phase: Reguester

I = FRED I far =] | =

ompliance Comtrols Suita 7.2 2.1 - Copyright © January 2008, Oracle,
its atfiiates. Other names may be trademarks of their respective ouners.

5 Click on the Refresh button of your web browser to update the Phase and Status
fields. The program you submitted has finished running without errors when, in
its row, the Phase field displays the word Completed and the Status field displays
the word Normal.

You can open the View Submitted Program panel directly, by clicking on the View
Submitted Program link in the Library Navigator. If you were to do so, the panel would
initially display no results at all. Regardless of whether you open the panel directly or
by submitting a program, you can set filtering criteria to select the program runs for
which the panel displays entries. Then click on the Filter button. If you set no crite-
ria, the panel displays an entry for every occasion on which programs have been run.
Or, you can filter on these values:

e Scheduled: Enter a date to see programs that ran on that date. Type the date, in
the format DD-Mon-YYYY. (Although the field displays a time of day as well as a
date, the time value has no effect on filtering.) Alternatively, click on the icon
next to the field, and a pop-up calendar appears. In it, click on the < or > symbol
surrounding a month name or year to display an earlier or later month or year;
then, in the calendar, click on the date you want.

¢ Program ID: Enter the ID number of program run you want to view. This num-
ber is assigned automatically when the program is run (and is the value AACG
uses, when you submit a program, to display only an entry for that program).

* Program Name: Enter a program name (or a fragment of the name) to see en-
tries for occasions when that program was run.

e Phase: Select the “phase” of a program run — Completed, Running, or Pending
— to see entries for programs that have finished running, are still running, or
have yet to run. Or select All to see entries for programs in any phase.

* Requester: Select a username to see entries for programs run by that user.

To discard filtering criteria (and have the pane display no results), click on the Clear
button.
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Generate User Conflicts

The Generate User Conflicts program determines whether assignments of responsi-
bilities to users violate SOD rules. It generates a “snapshot” — a record of the con-
flicts that exist at the moment you run the program. The rules in effect for the most
recent snapshot continue to identify conflicts as changes are made to existing users’
responsibility assignhments or new users are added. The Generate User Conflicts pro-
gram takes a single parameter, which is optional: In the Snap Shot Name and Date
field of the Submit New Program panel, type a unique name for the generation of con-
flicts you are about to create. (This is purely a text field, so you can enter a name, a
date, or both, and the date can be in any format you like.)

Analyze Responsibility Conflicts

The Analyze Responsibility Conflicts program enables AACG to recognize functions
as existing in the responsibilities that are assigned to users, a necessary first step in
evaluating function-based SOD rules.

This is also the first of several steps executed by the Generate User Conflicts pro-
gram, so if you’ve run that program, you don’t need to run this one. However if, af-
ter running Generate User conflicts, you modify the assignhments of functions to
responsibilities, you have the option of rerunning Generate User Conflicts or of run-
ning Analyze Responsibility Conflicts. If you rerun Generate User Conflicts, AACG
will recognize your new function-responsibility configuration as it analyzes SOD
rules for users as they already exist, and for new assighments (new users or existing
users assigned new responsibilities). If you run Analyze Responsibility Conflicts,
AACG will recognize your new function-responsibility configuration only as it
enforces rules for new assignments; the compensating advantage is that the Analyze
Responsibility Conflicts program takes less time to run that the Generate User
Conflicts program.

The Analyze Responsibility Conflicts program takes no parameters.

Archive User Conflicts

The Archive User Conflicts program selects records of conflicts older than a
specified date and stores them in a history table (the name of which is LAA_USER_
CONFLICT_ENTITIES_H).

The Archive User Conflicts program runs automatically whenever the Generate User
Conlflicts program is run. As a result, only the current snapshot is available for view-
ing in the User Conflicts panel; all earlier snapshots are archived.

You can view archived conflicts in reports that are available in the Segregation of
Duties folder of the Report Center: User Conflicts, Conflict Summary, Responsibili-
ties with Conflicts, Responsibility Menu, User Conflicts Trend Analysis, and Con-
flicts by Responsibility or Application. In each report, use the Snapshot Run Date
parameter to select a snapshot containing archived conflicts you want to see.
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Because the Archive User Conflicts program runs automatically, there is typically no
need to run it manually, even though it is available to be run. If you choose to run it,
supply a single parameter: In the Archive field of the Submit New Program panel,
enter a date and time. Conflict data generated before then is archived. You can type
the date and time, in the format DD-Mon-YYYY HH:MM AM/PM. Alternatively, click on
a grid-like icon next to the field, and a pop-up calendar appears. In it, click on the <
or >symbol surrounding a month name or year to display an earlier or later month or
year; then, in the calendar, click on the date you want. The pop-up window closes,
and the date you selected appears in the field, along with the current time. You can
edit the time.

Extract SOD Conflict Rules

The Extract SOD Conflict Rules program generates a CSV file containing a record
of each SOD rule that is not end-dated. The file is used for uploading rules to an-
other instance. It takes no parameters.

The CSV file is located in the directory that corresponds to the $APPLCSF/$APPLOUT
environment variables on the Oracle ERP server. The file name is oProgramID.out, in
which the ProgramID placeholder stands for the ID number generated as you run the
Extract SOD Conflict Rules program. This number is displayed in the Program 1D
field of the View Submitted Program panel.

Load SOD Conflict Rules

Load SOD Conflict Rules uploads rule definitions from a CSV file. That file is
generated either by the Extract SOD Conflict Rules request or from a spreadsheet
provided by Oracle. The program takes the following parameters:

* Load: Select Yes to upload SOD rules from a CSV file, or No to validate the
rules without loading them.

e Flat File Name: Enter the name (up to 30 characters) of the CSV file from which
you are uploading rules.

* Flat File Path: Enter the directory path to the file from which you are uploading
rules. (In conformance with UNIX conventions, the path must end in a slash).

* Log Details: Select Yes to create a detailed log or No to create a more cursory
log. Typically, select Yes only to troubleshoot a problem with an upload
operation.

Reset User Conflicts

The Reset User Conflicts program rescinds the provisional assignment of conflicting
responsibilities to a user if no approver has passed judgment on the assignment. Un-
til an approver acts, the user has no access to the responsibilities and the assignment
cannot be changed. If the judgment never occurs (if, for example, the approver leaves
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the company), the Reset User Conflicts request can be run; the user’s responsibilities
return to their original state, and the assignment can be made again (with the rule that

generated the conflict rewritten to designate another approver). The program takes a
single parameter: In the User Name list box of the Submit New Program panel, select

the name of the user whose conflicts you want to reset.

Populate WF Roles Table

The Populate WF Roles Table program filters workflow roles, as they are defined in
Oracle E-Business Suite, to select those appropriate to serve as SOD-rule approvers,
and places the filtered selection of roles in a table that supplies values to the Owner
LOV on the Add SOD Rule panel. Run the program when AACG is installed, and
whenever workflow roles are altered in Oracle E-Business Suite. The program takes
no parameters.

Populate User Access Data Table

The Populate User Access Data Table program updates a database table that
contains information about users’ responsibility, menu, and function assignments.
The table provides this information to the SOD Remediation Impact Report and the
Oracle EBS Security reports when they are run, and so whenever the reports are run,
the Populate User Access Data Table program should be run first. If you use version
7.2.1 or 7.2.0 of AACG, the program takes no parameters.

If you use version 7.2.2 or later, the program takes a single parameter, Only Active
Responsibilities. Select Yes to have the program return data pertaining only to users’
active responsibilities (and exclude users who have been assigned no active responsi-
bilities). Select No to have the program return data for users assigned any responsibil-
ities, whether active ot inactive.

Export/Import Groups and Rules

The Export/Import Groups and Rules program works with paits of files, one
containing entity groups and the other containing SOD rules. Use it to export groups
and rules from an AACG instance to the files. Then, in a distinct operation on a
second instance, use it to import the groups and rules from the files. It takes the
following parameters:

*  Group File Name: Enter the name of a CSV file to which you are exporting, or
from which you are importing, groups.

* Rules File Name: Enter the name of a CSV file to which you are exporting, or
from which you are importing, rules.

* Location: Enter the directory path to the files to which you are exporting, or
from which you are importing, groups and rules.
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e Mode: Select Export or Import to specify the operation the program is to
perform.

* Debug: Select Yes to add content to the default Oracle log file, or No to
withhold that content. Typically, select Yes only to troubleshoot a problem with
an expoft or import operation.

e Default Reviewer: Select a user whose ID can be inserted as owner into rules as
they are imported into an AACG instance. For a given rule, the original owner is
retained during an import operation if that owner exists on the import instance,
but this default reviewer is inserted into the rule if the original owner does not
exist on the import instance. Be sure to specify a default reviewer that exists on
the instance into which you intend to import rules.

¢ Default Approval Group: Select an approval group whose ID can be inserted
into rules as they are imported into an AACG instance. For any rule that
specifies an approval group, the original group is retained during an import
operation if that group exists on the import instance, but this default group is
inserted into the rule if the original group does not exist on the import instance.
(If the original rule does not specify an approval group, this default group is not
inserted into the rule on the import instance.) Be sure to specify a default
approval group that exists on the instance into which you intend to import rules.

Although you do not need to, you can edit files (or write them from scratch) before
importing them in the destination instance. To do so, use any text editor. Each file
has a .csv extension. Each consists of a set of records; each record is a text string
divided into fields; each field ends in a semicolon. A field can be blank (if the infor-
mation it would contain is inappropriate for a given record), and if so it consists only
of the delimiting semicolon.

In the group file, there is one record for each function or responsibility in each group,
and records alternate among groups: The first entity in the first group is followed by
the first entity in the second group, and so on until the first entity in every group is
recorded. Next comes the second entity in the first group, the second entity in the
second group, and so on. One group may, of course, have a smaller number of mem-
bers than others; in that case, when the last record in the small group is recorded, the
rotation continues without that group.

For example, suppose that Groupl contains five functions, Group2 contains two
responsibilities, and Group3 contains three functions. The group file would order
their records as follows:

Groupl Functionl
Group2 Responsibilityl
Group3 Functionl
Groupl Function2
Group2 Responsibility2
Group3 Function2
Groupl Function3
Group3 Function3
Groupl Functioné
Groupl Functionb
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A record in the group file comprises the following fields:

Group Name.
Group Description.
Entity Type: The value 7 represents function and 2 represents responsibility.

The application with which a function or responsibility is associated (or, for a
function, the value No _Associated Application).

The name of the entity (function or responsibility) that is to be included in the
group.
For a function only, the internal Oracle name for the function.

The Effective To date of the group, in the format DD-Mon-YY.

For example, the following record would add a function called Asset Calendars to a
group called Assets Group:

Assets Group;This group contains functions within the Assets
application;1l;Assets;Asset Calendars;FAXSUCAL;31-Dec-07;

In the rules file, there is one record for each pair of conflicting entities defined by
each SOD rule, and all records for a given rule are grouped one after another. A
record in the rule file comprises the following fields:

Rule Name.
Reason.

Entity Type for the first of the two conflicting entities. The value 7 represents
function and 2 represents responsibility.

The application with which that first entity is associated (or, for a function, the
value No Associated Application).

The name of the first conflicting entity.
For a function only, the internal Oracle name for the first conflicting function.

Entity Type for the second of the two conflicting entities. The value 7 represents
function and 2 represents responsibility.

The application with which that second entity is associated (or, for a function,
the value No Associated Application).

The name of the second conflicting entity.
For a function only, the internal Oracle name for the second conflicting function.

Control Type: The value 7 represents Approval Required, 2 represents Prevent, 3
represents Allow with Rules, and 5 represents Approve with Rules. (The value 4
is not used.)

Ownet.

The Effective To date for the rule, in the format DD-Mon-YY.
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¢ Same OU: The value Y indicates that the rule applies only within individual
operating units, and the value N indicates that the rule applies across operating
units.

e Same SOB: The value Y indicates that the rule applies only within individual sets
of books, and the value N indicates that the rule applies across sets of books.

* The name of the approval group (if any).
e Priority.

e The value Group. This field is populated only for a rule that sets entity groups in
conflict.

e The name of the entity group that contains the first conflicting function or
responsibility. This field is populated only for a rule that sets entity groups in
conflict.

* The name of the entity group that contains the second conflicting function or
responsibility. This field is populated only for a rule that sets entity groups in
conflict.

* A final three fields are always blank (and so are always represented by three
semicolons).

For example, the following record would define a conflict between two functions —
Suppliers (in the Payables application) and Receivables Activities (in the Receivables
application). Each belongs to an entity group, and the conflict is one among several
defined by an Approve with Rules SOD rule — called Vend*Receive — that sets the
two groups in conflict. The rule owner is a user whose ID is WSTEVENS, and there
is no approval group. The rule priority is 3:

Vend*Receive;Vendor-selection functions should be separate from
receiving functions;l;Payables;Suppliers; AP APXVDMVD;1l;Receivables;
Receivables Activities;AR ARXSUMRT;5;WSTEVENS; 31-Dec-07;Y;Y;;3;
Group; Payables Functions Group;Receivables Functions Group;;;;

If you choose to edit these files, it is incumbent upon you to ensure that the content
of the files is coordinated. If a rule sets groups in conflict, you must make certain
that the groups are defined in the group file, and that a record exists in the rules file
for each possible pair of conflicts — each item in one group must conflict with every
item in every other group named in the rule. Where a piece of information is dupli-
cated from one record to another (for example, a rule name, or the internal name of
an Oracle function), you must ensure that it spelled exactly alike in every record of
both files. Moreover, recall that a group can contain functions or responsibilities, but
not both.
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Reports

In Application Access Controls Governor, reports present information about SOD
analysis, rule configuration, and user access to responsibilities, menus, and functions.
To run reports, click on the Reporting tab to display the Reports panel:

ORACL_E Governancs, Risk, and Compliance Controls Suite welcome, Seymour Glass

Tasks (0) | Profile | Sign Out | Help
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration
Home > Reports

Welcome: Administrator

B @~ | O rew - S 05 sent - [ wymioview | seorontee -1 20
| Folders ¢ |[ segregation of Duties Far=—
E BoBEEE X (& organize « | X | Fiter: All Trpes ~
B #iHome OO0 % | Title » Last Run Type Owner Instances =
[ My Folders @1 & confiict Rule Listing Report Never run Crystal Report Adrministrator 0
5 2 Public Folders History | Schedule | Properties | Modify
7.2:2.1 The Conflict Rule Lisling Repart lists SOD rules and displays the values that define each rule. Ifyou choose o include a graph, it shaws bars representing the ten
B CaRenor Center applications Tor which the most 50D rules have been written. Each bar s sized proportionally o the number of rules for its application
[ Access Monitoring
S Adminisiration 21 + Conflict Summary Report Never run Crystal Report Adrministrator 0

History | Schedule | Propenties | Madity
7221 The Ganflict Summary Report lists respansibilities within each application, then shows the number of Allow with Rules, Prevert, Appraved, Rejected, and Pending
[ Contral Autamatiof conflicts, and the total of those five counts, at each responsibilty. If a conflict affects two applications, itis listed twice, ance for each application.

[ Control Library

[ Change Gontrol

™ §) + Conflicts by Responsibility or Application Report Never run Crystal Report Adrinistrator 0
(SiOracle EBS Secur Histary | Schedule | Froperties | Modify
[ Oracle Embedded 7.2.2.1 The canflicts by Responsibility ar Application Report devates a section ta each respansiility or application. For each, itlists the SOD rules that have generated
= o conflicts. For each rule, it displays the number of conflicts generated within the respansibility or application, as well as the entity, application, conflicting entity, conflicting

, and priority specified in the rule.
[ Repott Conwearsion To)

T @1 # Functionwhers Used Report Never run Crystal Report Administrator 0
Histary | Schedule | Properties | Modify
7.22.1 The Function Where Used Report identifies the menus and respansibilities that provide access to functions involved in funetion-baged conflicts.
al | |7 @) @ Olobal Subseriners Report Never run Crystal Report Adrinistrator 0 =
=
Govemanoe, Risk, and Gompliance Cartmis Suite 7.2.2.1 - Copyright & January 2008, Oracle T
Ormcle is @ registered tragemark of Orasle Carporation andfor s affilates. Dther names may be trademarks of their respestive ouners. Too

A Folders area to the left of the Reports panel presents a hierarchical display of fold-
ers containing reports. In it, click on Public Folders, and then Report Center. The panel
then presents a selection of folders, two of which pertain to AACG: Segregation of
Duties and Oracle EBS Security.
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To open a report, locate the folder that contains it under the Report Center heading
in the Folders panel. Click on the folder, and the larger panel on the right presents
links to the reports contained in the folder. Click on the link for the report you want.
The larger panel then displays fields in which you can enter values for report parameters;
do so, then click on the OK button to run the report. (The reports contained in each
folder, and the parameters that apply to each report, are listed below.)

Exporting a Report

When you generate a report, it appears in the larger panel on the right of the Reports

browser. For ease of viewing, however, you may want to export it to another format,
such as Adobe Acrobat. To do so:

1 Click on the Export icon in the Reports browser. (It looks like two juxtaposed
rectangles, representing a disc and a sheet of paper. It appears only when a report
has been generated, and is located at the upper left corner of the larger panel in
the Reports browser.)

2 An Export Report dialog appeats. In it, select a destination program in the File
Format field (for example, Adobe Acrobat). Then click on the OK button.

3 A dialog presents you with options appropriate to the program to which you’ve
elected to export the file — for example, save or open in Adobe Acrobat. If you
select the open option, the report opens in a new window. If you select the save
option, you can specify a file path and name to which to save it.

Other Report Features

Reports are presented through use of a “third-party” component, which offers
features in addition to the presentation or exporting of reports. For documentation
of these features, open the Help file available from the Reports browser. You can do
this by clicking on a Help icon, which looks like a question mark enclosed in a circle,
and is located at the very right of the tool bar, just above the upper right corner of
the larger panel in the Reports browser.

The Data Source Parameter
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One report parameter — called Oracle ERP Agent Source Data — is used by every
report in all three folders. For it, select the AACG instance about which you want to
generate reports. For a given instance, the parameter prompt lists two data sources,
one of which holds Oracle E-Business Suite data and the other of which holds data
generated by an “embedded agent” that supports AACG. Choose the latter. If your
site follows Oracle naming conventions, its name contains the value XXI.4A4PPS. 1f
not, consult your database administrator to distinguish the two data sources. Typically,
you supply this value twice for a given report, first to generate a list of the remaining
parameters and then, within that list, to generate the report itself.
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Segregation of Duties Folder

The Segregation of Duties folder contains the following reports.

Conflict Rule Listing Report

The Conflict Rule Listing Report lists SOD rules and, for each rule, displays the values
that define it. For a rule that sets more than two entities in conflict, the report includes
a discrete entry for each pair of conflicting entities. If you choose to include a graph,
it displays bars representing the ten applications for which the most SOD rules have
been written, with the size of each bar corresponding to the number of rules for its
application. As you run the report, you can select the following parameters:

Application: Select one or more applications to view rules involving those appli-
cations, or select All to view rules involving all applications.

Conflict Name: Select one or more rules to view information about those rules.
Or select All to see information about all rules.

Entity Type: Select Function or Responsibility to view rules that find conflicts in
one entity or the other, or Both to see both types of rule.

Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only information on rules involving that
type. Or accept All to see information on rules involving all types.

Same OU: Select Yes to list rules that apply within operating units or No to list
rules that apply across operating units. Or select Both to list both types of rule.

Same SOB: Select Yes to list rules that apply within sets of books or No to list
rules that apply across sets of books. Or select Both to list both types of rule.
This parameter applies only if you are reporting on a data source that runs Oracle
E-Business Suite Release 11.5.3-11.5.10.

Active Conflicts: Select Yes to list rules for which conflicts are not end-dated or
No to list rules for which conflicts are end-dated. Or select Both to list both
types of rule.

Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Same Access Sets: Select Yes to list rules that generate conflicts if the conflicting
entities would enable a user to access data in ledgers belonging to individual data
access sets, or No to list rules that generate conflicts across data access sets. Or
select Both to list both types of rule. This parameter applies only if you are report-
ing on a data source that runs Oracle E-Business Suite Release 12.

Conflict Summary Report

The Conflict Summary Report lists responsibilities within each application, then
shows the number of Allow with Rules, Prevent, Approved, Rejected, and Pending
conflicts, and the total of those five counts, at each responsibility. (In the report,
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Allow with Rules conflicts are labeled AWK; conflicts generated by Approve with
Rules or Approval Required SOD rules are apportioned among the Approved,
Rejected, and Pending conflicts.) If you choose to include a graph, it displays bars
representing the ten applications containing the most conflicts, with the size of each
bar corresponding to the number of conflicts for its application.

There are two ways in which a responsibility may be considered to be associated with
an application: the first is a direct association, with a given responsibility linked to
only one application. The second way is through the following linkage: an application
is associated with a function, which is associated with a menu, which is granted to a
responsibility. To ensure a correct count of both function-based and responsibility-
based conflicts for each application, the report bases its calculations on the second
association. As a result, the report may show responsibilities within an application
that are not directly linked to the application.

Moreover, a given conflict is counted in each of the applications (base and
conflicting) it affects. A rule, for example, may define a conflict between two
functions, each associated with a distinct application. If the rule were to generate 10
conflicts, the report would show 10 conflicts in each of the applications, for a total
of 20.

As you generate the report, select values for these parameters:

* Application: Select one or more applications to view summary values for
conflicts associated with those applications. Or, select All to view summary
values for conflicts associated with all applications.

* Set of Books: Select one or more sets of books to view only responsibilities
belonging to those sets of books, and only the conflicts that apply to them.

¢  Operating Unit: Select one or more operating units to view only responsibilities
belonging to those operating units, and only the conflicts that apply to them.

e Snapshot: Select a snapshot date to view summary values for conflicts generated
in that snapshot.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Conflicts by Responsibility or Application Report
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The Conflicts by Responsibility or Application Report devotes a section to each re-
sponsibility or application (depending on how one chooses to focus the report). For
each, it lists the SOD rules that have generated conflicts; for each rule, it displays the
number of conflicts generated within the responsibility or application, as well as the
entity, application, conflicting entity, conflicting application, and priority specified in
the rule. (The entity is the first of two functions or responsibilities that the rule de-
fines as conflicting; the application is the application to which that entity belongs; the
conflicting entity is the second of two functions or responsibilities that the rule de-
fines as conflicting; and the conflicting application is the application to which the
conflicting entity belongs.)
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You may choose to include a graph. If so, it takes the form of a pie chart in which
each wedge represents the number of conflicts (as a percentage of the whole) in each
of the ten responsibilities or applications containing the most conflicts.

As you generate the report, select values for the following parameters:

* View By: Select Application or Responsibility to have the report group conflicts by
one or the other.

* Snapshot: Select a snapshot date to view values for conflicts generated in that
snapshot.

* Priority: Select one or more priority numbers to view only conflicts generated by
rules assigned the priorities you select.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Function Where Used Report

The Function Where Used Report identifies menus and responsibilities that provide
access to specific instances of functions. In the case of menus, the report names a
parent menu and lists the submenus of that parent from which a function is avail-
able. The intention is for you to trace the paths of functions involved in function-
based contflicts in order to resolve them: with this information you can create a
global subscriber for a function, exclude it from a responsibility, remove it from a
menu, or exclude such a menu from a responsibility.

Be aware, however, that the report can generate information about instances of
functions that are not involved in conflicts — those, for example, that are already
excluded from responsibilities or for which global subscribers are already created.
Use report parameters to focus the report on instances of functions that are actually
involved in conflicts. As you generate the report, select values for the following
parameters:

*  Conflict Name: Select one or more SOD rules to trace the menu paths of functions
named in those rules. (The selection field lists only function-based SOD rules.)

* Responsibility: Select one or more responsibilities to focus the report on func-
tions available from those responsibilities.

* Function: Select a “base” function (the first of two that a rule sets in conflict)
whose menu path you want to know. For a rule that includes more than two
functions, the report identifies pairs of functions for which conflicts exist, and
lists the first of each pair in this prompt.

* Conflicting Function: Select a “conflicting” function (the second of two that a
rule sets in conflict) whose menu path you want to know. For a rule that includes
more than two functions, the report identifies pairs of functions for which con-
flicts exist, and lists the second of each pair in this prompt.
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Global Subscribers Report

The Global Subscribers Report displays settings for all global subscribers that have
been configured. It displays headings for all possible subscriber types, even if no
subscribers have been configured for a given type. It presents a distinct set of head-
ings for each snapshot, providing data about subscribers configured at the moment
each snapshot was generated.

Internal Controls SOD System Metrics Report

The Internal Controls SOD System Metrics report provides information that may be
useful in the evaluation of SOD rules: a list and count of operating units, a list and
count of sets of books (including, for each, its name, short name, and ID), a list of
users assigned more than a specified number of responsibilities (together with the
number for each), and a list of users who have not logged on for a specified number
of days (together with the number for each). Finally, there is a summary, which
provides counts of operating units, sets of books, active and total users, active and
total responsibilities, and active and total SOD rules. As you run the report, select
values for the following parameters:

¢ Responsibilities Greater Than: Enter a number to have the report list users
assigned more than that number of responsibilities.

* Logon Days Greater Than: Enter a number to have the report list users who
have not logged on for more than that number of days.

Responsibilities with Conflicts Report
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The Responsibilities with Conflicts Report lists responsibilities for which conflicts
exist, and identifies the components of each conflict as well as the SOD rule that de-
fines it. If you choose to include a graph, it displays bars representing the ten respon-
sibilities containing the most conflicts, with the size of each bar corresponding to the
number of conflicts. As you generate the report, select values for the following
parameters:

* Application: Select one or more applications to view responsibilities that have
conflicts associated with those applications. Or select All to view responsibilities
that have conflicts associated with all applications.

e Responsibility: Select a responsibility to view only conflicts for that responsibil-
ity. Or select All to view conflicts for all responsibilities.

* Function: Select one or more functions to view only conflicts involving those
functions. Or select All to view conflicts involving all functions.

¢ Conflict Name: Select one or more SOD rule names to view only conflicts gener-
ated by those rules. Or select All to view conflicts generated by all rules.

* Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only conflicts of that type. Or accept the
default value, All, to view conflicts of all types.
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* Set of Books: Select one or more sets of books to view only conflicts for which
the base entity (the function or responsibility named first in the conflict) is con-
tained in those sets of books. Or select All to view conflicts for which the base
entity may exist in any set of books.

e Operating Unit: Select one or more operating units to view only conflicts for
which the base entity is contained in those operating units. Or select All to view
conflicts for which the base entity may exist in any operating unit.

* Conflict Set of Books: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

e Conflict Operating Unit: Select one or more sets of books to view only conflicts
for which the conflicting entity is contained in those operating units. Or select All
to view conflicts for which the conflicting entity may exist in any operating unit.

* Priority: Select one or more priority numbers to view only conflicts generated by
rules assigned the priorities you select.

* Snapshot: Select a snapshot date to view summary values for conflicts generated
in that snapshot.

* Intra Responsibility Conflict Only: Select Yes to view information on conflicts
between functions within a responsibility, or No to view information on conflicts
between entities across responsibilities.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

* Include User Details: Select the value Include User Details to have each entry iden-
tify the user affected by a conflict, or the value No Include User Details to have
each entry exclude this information.

Responsibility Conflicts by Rule Report

The Responsibility Conflicts by Rule Report lists conflicts that exist within a desig-
nated snapshot, displaying the name of the rule that generated the conflict, the user
to whom it applies, and two responsibilities that the rule defines as conflicting (if it is
responsibility-based) or that provide access to conflicting functions (if the rule is
function-based). An individual rule may generate conflicts for more than one user,
and it may find conflicts for an individual user among more than one pair of assigned
responsibilities, so the report typically includes many entries for a given rule and,
within the rule, many entries for a given user. The conflicts are ordered alphabetically
by rule name, within a rule alphabetically by user name, and for a user alphabetically
by base responsibility. As you generate the report, select values for the following
parameters:

¢ Conflict Name: Select one or more SOD rules about which you want the report
to present results.
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Snapshot: Select the snapshot (the generation of user conflicts) about which you
want the report to present results.

User: Enter one or more user names to view information on conflicts concerning
those users. Or select All to see information on conflicts concerning all users.

Approval Status: Select a status — Allow with Rules, Prevent, Approved,
Pending, or Rejected — to view conflicts at that status. Or select All to view
conflicts at all statuses.

Responsibility Menu Report

The Responsibility Menu Report devotes a section to each pair of conflicting entities
(functions or responsibilities), as defined by SOD rules. Each section is divided into
rows, and each row displays a combination of responsibilities, menus (both internal
and display names are given), sets of books, and operating units from which the
conflicting entities are available to users. Each section concludes with a count of the
conflicts that exist for the two entities. As you generate the report, select values for
the following parameters:

Application: Select one or more applications to view conflicts associated with
those applications. Or, select All to view conflicts associated with all applications.

Responsibility: Select one or more responsibilities to view only conflicts for
those responsibilities. Or select All to view conflicts for all responsibilities.

Function: Select one or more functions to view only conflicts for those func-
tions. Or select All to view conflicts for all functions.

Conflict Name: Select one or more SOD rules to view only conflicts generated
by those rules. Or select All to view conflicts for all rules.

Resp Set of Books: Select one or more sets of books to view only conflicts for
which the base responsibility belongs to those sets of books. (The base responsi-
bility is the first of two that a rule sets in conflict, or the one containing the first
of two functions that are in conflict. For a rule that includes more than two re-
sponsibilities or functions, the filter identifies pairs of responsibilities for which
conflicts exist, and returns those for which this is the first responsibility.)

Resp Operating Unit: Select one or more operating units to view only conflicts
for which the base responsibility belongs to those operating units.

Contflict Resp Operating Unit: Select one or more operating units to view only
conflicts for which the conflicting responsibility belongs to those operating units.

Contflict Resp Set of Books: Select one or more sets of books to view only con-
flicts for which the conflicting responsibility belongs to those sets of books. (The
conflicting responsibility is the second of two that a rule sets in conflict, or the
one containing the second of two functions that are in conflict. For a rule that
includes more than two responsibilities or functions, the filter identifies pairs of
responsibilities for which conflicts exist, and returns those for which this is the
second responsibility.)
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* Snapshot: Select a snapshot date to view values for conflicts generated in that
snapshot.

* Intra Responsibility Conflicts Only: Select Yes to view conflicts between func-
tions within a responsibility, or No for conflicts between entities across respon-
sibilities.

¢ Report Output: Select Print or Export to determine the format of the report.

Simulation History Report

The Simulation History Report displays configuration details of the rules involved in
simulation runs. It groups rules by run, and for each run specifies the simulation sce-
nario to which the rules belong, the date and time of the run, and the user who ran
the simulation. For each rule the details include the action being simulated (exclu-
sion, removal, or insertion); the type of entity being acted upon (function, submenu,
or menu); the name of that entity; the type of entity from which it is to be excluded
or removed, or in which it is to be inserted (menu or responsibility); the name of that
entity; and whether the rule is enabled.

As you generate the report, select values for the following parameters:
» Simulation Date/Time: Select the date on which the simulation rules were run.

* Action Name: Select any combination of simulation actions that may be
configured — Exclude, Remove, or Insert — to have the report show only rules
configured to perform those actions.

e User Name: Select the name of the user who performed a simulation operation.

e Active Simulation: Select Enabled or Disabled to have the report include only
active or inactive rules (those for which the Enabled check box was selected or
cleared, respectively, when they were configured), or select Include Both to have
the report display rules in both states.

SOD Approver Performance Report

The SOD Approver Performance Report shows how each approver has disposed of
conflicts. The section of the report devoted to a given approver shows the numbers
of conflicts he has approved, rejected, and pended, for each application and in total.
It also shows average numbers of days per judgment — at each status within each
application, as a total for each status, as a total for each application, and for all
judgments.

The report can include four graphs. Two are pie charts, one showing judgments at
each status, and the other average days per judgment, both as a percentage of total
judgments. The other two are bar graphs, one showing the numbers of judgments,
and the other the average days per judgment, for each application. (Each of these
graphs shows results for all reviewers rather than individual reviewers.)
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As you generate the report, select values for the following parameters:

* Application: Select one or more applications to view results for those
applications, or select All to view results for all applications.

* Approved By: Select one or more approvers to view results for those approvers,
or select All to view results for all approvers.

* Date Range: Define a period the report should cover. You may enter dates in the
Start and End fields; in that case, clear the No Lower Value and No Upper Value
check boxes. Or you may omit the start date and select the No Lower Value
check box to start with the earliest existing judgment, or omit the end date and
select the No Upper Value check box to finish with the latest existing judgment.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting transactions that begin after but not on the
start date, or end before but not on the end date). You can type dates manually
(use the format YYYY-MM-DD) or click on the calendar icons to select dates.

e Include Graph: Select Yes to include graphs in the report or No to exclude
graphs.

SOD Remediation Impact Report

The SOD Remediation Impact Report lists responsibilities and users who would be
affected if a simulation scenario were used in a remediation operation. It compiles
distinct lists of responsibilities and users. The latter includes those involved in con-
flicts and those with legitimate access to functions and responsibilities, and matches
each user to the responsibility through which he would be affected. To ensure that
the report presents current information, run the Populate User Access Data Table
background program before running the report.

As you run the report, use its Simulation Scenario Name parameter to select the sce-
nario for which you want to see results. This parameter offers for selection only those
scenarios that contain at least one enabled rule.

User Conflicts Report
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The User Conflicts Report presents information on the resolution of conflicts for
individual users. For each SOD rule that has generated contflicts, it displays the rule
name, the type of entity (function or responsibility) the rule sets in conflict, the
names of the base and conflicting entities as well as applications with which they are
associated, the control type of the rule, and the number of conflicts the rule has
generated. For each rule, the report then lists individual conflicts. For each, it
displays the name of the affected user; information about the base and conflicting
responsibilities, including the name of each, the start and end dates of its assignhment
to the user, and the set of books and operating unit through which the user has
access to it; and finally the status of the conflict (as recorded in the Action History
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panel), its reviewer, the date upon which action was taken (status was set in the
Action History or Mass Update panel), and the comments recorded at that time.

The report can include two bar charts. In one, each bar represents one of the ten
applications with the most conflicts, and in the other each bar represents one of the
ten SOD rules that have generated the most conflicts. In each, the size of a bar
corresponds to the number of conflicts.

As you generate the report, select values for the following parameters:

Application: Select one or more applications to view conflicts associated with
those applications. Or select All to view conflicts associated with all applications.

Contflict Name: Select one or more SOD rules to view information on the
resolution of conflicts generated by those rules. Or select All to see information
on the resolution of conflicts generated by all rules.

User: Enter one or more user names to view only information on the resolution
of conflicts concerning those users. Or select All to see information on the
resolution of conflicts concerning all users.

Resp Set of Books: Select one or more sets of books to view only conflicts for
which the base responsibility belongs to those sets of books. (The base
responsibility is the first of two that a rule sets in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the filter identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.)

Resp Operating Unit: Select one or more operating units to view only conflicts
for which the base responsibility belongs to those operating units.

Contflict Resp Set of Books: Select one or more sets of books to view only
conflicts for which the conflicting responsibility belongs to those sets of books.
(The conflicting responsibility is the second of two that a rule sets in conflict, or
the one containing the second of two functions that are in conflict. For a rule
that includes more than two responsibilities or functions, the filter identifies pairs
of responsibilities for which conflicts exist, and returns those for which this is
the second responsibility.)

Contflict Resp Operating Unit: Select one or more operating units to view only
conflicts for which the conflicting responsibility belongs to those operating units.

Snapshot: Select a snapshot date to view conflicts generated in that snapshot.

Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only conflicts of that type. Or accept the
default value, All, to see conflicts of all types.

Entity Type: Select Function or Responsibility to view conflicts in one entity or
the other, or Both to see both types of conflict.

Approval Status: Select a status — Approved, Pending, or Rejected — to view
conflicts only at that status, or select All to view conflicts at every status
(including Prevent or Allow with Rules).
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Show Action Comments: Select Yes to have the report contain comments
recorded in the Action History panel or the Mass Update panel as status was set
for the conflicts. Or select No to have the report exclude these comments.

Include Graph: Select Yes to include graphs in the report or No to exclude
graphs.

User Conflicts Master CSV Report

The User Conflicts Master CSV Report produces a CSV (text) file that contains re-
cords of SOD rules and conflicts they have generated. Unlike other reports, this one
is not meant to be viewed in the browser available from the Reports tab. Instead, it is
intended simply to produce the CSV file for export to a spreadsheet for further anal-
ysis. Once the report is generated, click on the Export icon in the Reports browser. (It
looks like two juxtaposed rectangles, representing a disc and a sheet of paper, and is
located at the upper left corner of the main Reports panel.) Then, in an Export Report
dialog, select a destination program (for example, Excel) and click on the OK button.

As you generate the report, select values for the following parameters:

Application: Specify one or more applications to select SOD rules and conflicts
associated with them. Or select All to select rules associated with all applications.

Responsibility: Specify one or more responsibilities to select rules and conflicts
associated with those responsibilities. Or select All to select rules associated with
all responsibilities.

Conflict Name: Specify one or SOD rules to see them and the conflicts they
have generated. Or select All to select all rules.

User Name: Specify one or more user names to select rules and conflicts that
affect those users. Or select All to select rules that affect all users.

Owner: Specify one or more owners to select rules and conflicts subject to those
owners. Or select All to select rules subject to all owners.

Set of Books: Select one or more sets of books to view only conflicts for which
the base entity (the function or responsibility named first in the conflict) is con-
tained in those sets of books. Or select All to view conflicts for which the base
entity may exist in any set of books.

Operating Unit: Select one or more operating units to view only conflicts for
which the base entity is contained in those operating units. Or select All to view
conflicts for which the base entity may exist in any operating unit.

Contflict Set of Books: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

Conflict Operating Unit: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
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the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

* Entity Type: Specify Function or Responsibility to select rules and conflicts
based on one entity or the other, or Both for both types of conflict.

* Control Type: Specify Approval Required, Approve with Rules, Allow with
Rules, or Prevent select rules and conflicts based on the control type you select,
or All to select all control types.

* Conflict Status: Specify a status — Approved, Rejected, Pending, Allow with
Rules, or Prevent — to select conflicts at that status, ot select All to view con-
flicts at all three statuses.

e Same OU: Select Yes to list rules and conflicts that apply within operating units
or No to list those that apply across operating units. Or select Both to list both
types of rule.

e Same SOB: Select Yes to list rules and conflicts that apply within sets of books
or No to list those that apply across sets of books. Or select Both to list both
types of rule. This parameter applies only if you are reporting on a data source
that runs Oracle E-Business Suite Release 11.5.3—-11.5.10.

e Same Access Sets: Select Yes to list rules that generate conflicts if the conflicting
entities would enable a user to access data in ledgers belonging to individual data
access sets, or No to list rules that generate conflicts across data access sets. Or
select Both to list both types of rule. This parameter applies only if you are report-
ing on a data source that runs Oracle E-Business Suite Release 12.

User Conflicts Trend Analysis Report

The User Conflicts Trend Analysis Report depicts graphically the number of out-
standing user conflicts over time. The word oufstanding indicates those that have not
yet been resolved, with new conflicts added in and those that have been resolved
subtracted out. The time intervals are snapshot dates — the occasions at which user
conflicts are generated. The report presents two graphs, one showing the results in
total and the other by application, as well as a table that shows the number of con-
flicts in each snapshot, again by application and in total. As you run the report, you
can select the following parameters:

* Application: Select one or more applications to view results for those applica-
tions, or select All to view results for all applications.

e Snapshot Run Date: Select snapshot dates to define the range of time the report
should cover. Select not only the first and last dates in the range, but also all
those in between. (Note that it is possible to select only a single date, but you
should not do so, as this defeats the purpose of the report.)
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Oracle EBS Security Folder

The Oracle EBS Security Folder contains the following three reports. To ensure that
the Oracle EBS Security reports present current information, run the Populate User
Access Data Table background program before running any of the reports.
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Oracle EBS User Details Report

The Oracle EBS User Details Report lists the following information about each user
you specify:

The responsibilities assigned to the user, and for each responsibility, its set of
books and operating unit, its start and end dates, and the start and end dates for
the user’s access to it.

The root menu associated with each responsibility, with both user name (the one
displayed to an Oracle E-Business Suite user) and internal name for each menu.

The menus available for selection under those roots. The report shows the user
and internal names for each menu, as well as its prompt (the label that identifies
it for selection on other menus). The report also indicates whether its grant-flag
value is set to Y (for yes) or N (for no) and whether it is excluded.

The functions to which these menus give the user access. For each function, the
report shows its user and internal names, its prompt, its view rights (Y, for yes,
indicates the user has view-only access, and N, for no, indicates the user has
write access as well as view access), its grant-flag value, and whether its menu is
excluded.

As you run the report, you can select values for the following parameters:

User: Select one or more users about whom you want information. For each,
type the user’s Oracle username in the Enter a Value field, and then click on the
> button. You can instead select .4/, Be aware, however, that the report provides
copious information about each user, and so this selection may impact perform-
ance.

Set of Books: Select one or more sets of books to have the report display respon-
sibilities (and the menus and functions available from them) that belong to the
sets of books you select. Or choose 4/ to have the report display results without
regard to sets of books.

Operating Unit: Select one or more operating units to have the report display
responsibilities (and the menus and functions available from them) that belong to
the operating units you select. Or choose 4/ to have the report display results
without regard to operating units.

Active Users: Choose whether the report should present information about active
users, inactive users, or both. A user is considered to be active if his Effective To
date, as configured in the Oracle E-Business Suite Users form, has not passed.
He is inactive if the date has passed.
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Ensure that the value you select here complements the value you select for the
User parameter. For example, it would be appropriate to select A/ for the User
parameter and the value Include Only Active Users here; the report would display
information about all users whose Effective To dates had not passed. If the User
parameter selection were a specific user whose Effective To date has passed,
however, it would be inappropriate to select Include Only Active Users here; in this
case the report would show no results.

e Grant: Choose Y (for yes) to have the report list only submenus and functions
for which the Grant check box is selected in the Oracle E-Business Suite Menus
form. Or select N (for no) to list submenus and functions for which the grant
flag is cleared.

¢ View Only: Select Y to have the report list functions to which a user has read-
only access (or, more technically, the query-only parameter is set to Yesin the
Oracle E-Business Suite Form Functions form). Or Select IN to have the report
list functions that enable a user both to view and modify data (functions for
which the query-only parameter is not set).

e Prompt: Choose Not Null to have the report list submenus and functions a given
user is able to select, because higher-level menus present prompts for them.
(More technically, the report would provide information about a submenu or
function if, in the Oracle E-Business Suite Menus form, a row adds it to a menu
accessible from one of the uset’s responsibilities, and the row includes a value in
the Prompt field.) Choose N/ to have the report list submenus or functions for
which higher-level menus do not display prompts, and which a user therefore
cannot select. (In this case, in the Menus-form row that adds a submenu or
function to a menu, no value is entered in the Prompt field.) Or choose Bozh to
have the report list submenus or functions regardless of whether higher-level
menus present prompts for them.

* Responsibilities: Choose whether the report should present information about
active responsibilities (and the menus and functions available from them),
inactive responsibilities, or both. A responsibility is active if its Effective To date,
configured on the Oracle E-Business Suite Responsibilities form, has not yet

passed.

* Active Responsibility Assignments: Choose whether the report should present,
for each user, information about active responsibility assignments, inactive
assignments, or both. A responsibility assignment is active if its Effective To
date, configured for the user on the Oracle E-Business Suite Users form, has not
yet passed.

* Show Menu/Function Exclusions: Choose the Do ot show... value to prevent the
report from displaying menus and functions that are excluded from
responsibilities. Choose the Only show... value to have the report display only
those excluded menus and functions. Or choose the Show all to have the report
show both included and excluded menus and functions.
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Oracle EBS Function Details Report

The Oracle EBS Function Details Report lists the following information about each
function you specify:

The responsibilities from which the function is accessible, and for each
responsibility, its set of books and operating unit, and its start and end dates.

The users whose responsibility assignments give them access to the function.
The report also shows each uset’s start and end dates.

The root menu associated with each responsibility. The report shows both user
name (the one displayed to an Oracle E-Business Suite user) and internal name
for each menu.

The menus available for selection under those roots. The report shows the user
and internal names for each menu, as well as its prompt (the label that identifies
it for selection on other menus). The report also indicates whether its grant-flag
value is set to Y (for yes) or N (for no), and whether it is excluded.

As you run the report, use two parameters to select functions about which the report
displays information:

Application Name: Choose one or more applications, or the value No Associated
Applications. When you do, a list of functions associated either with applications
you’ve chosen, or with no application, appears in an Available Values field for
the User Form Function parameter.

User Form Function: Select one or more functions about which you want the
report to present information.

The remaining parameters — Set of Books, Operating Unit, Active Users, Grant,
View Only, Prompt, Responsibilities, Active Responsibility Assighments, and Show
Menu/Function Exclusions — take the same values (and filter report results in the
same way) as they do for the Oracle EBS User Details Report.

Oracle EBS Responsibility Details Report

The Oracle EBS Responsibility Details Report lists the following information about
each responsibility you specify:

The root menu associated with the responsibility, with both user name (the one
displayed to an Oracle E-Business Suite user) and internal name for the menu.

The users who are assigned the responsibility. The report also shows each user’s
start and end dates.

The menus available for selection under the root. The report shows the user and
internal names for each menu, as well as its prompt (the label that identifies it for
selection on other menus). The report also indicates whether its grant-flag value
is set to Y (for yes) or N (for no) and whether it is excluded.

The functions to which these menus give users access. For each function, the
report shows its user and internal names, its prompt, its view rights (Y, for yes,
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indicates the user has view-only access, and NN, for no, indicates the user has
write access as well as view access), its grant-flag value, and whether its menu is
excluded.

As you run the report, use the Responsibility Name parameter to choose one or more
responsibilities about which the report displays information; or select the value .4/

The remaining parameters — Set of Books, Operating Unit, Active Users, Grant,
View Only, Prompt, Responsibilities, Active Responsibility Assighments, and Show
Menu/Function Exclusions — take the same values (and filter report results in the
same way) as they do for the Oracle EBS User Details Report.
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