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Installation Overview

There are many options to configure an Oracle High Availability environment, and these
options can have a significant impact on how the environment is configured and built.
The intent of this case study is not to provide exhaustive documentation on all possible
ways to configure a suitable High Availability environment for Oracle Retail, but rather
to document a specific configuration that was used for verification purposes. Because of
this, the specific installation steps documented in this case study only apply in their
entirety to the exact hardware and software configuration described in this case study.

This case study details the steps needed to create a Single Sign-On environment on a
WebLogic Server using Oracle Access Manager the following steps are performed to
install the infrastructure to Oracle Retail installation.

= [Install Web Tier
=  [Install OAM WebGate

= Create Database Repository for Oracle Internet Directory (OID) and Oracle
Access Manager (OAM)

= Install, Configure, and Seed OID
= Install and Configure OAM
= Connect to Web Tier to WebLogic application domain

= Install and configure OBIEE for BI Publisher and Analytics for Operational
Insights for SSO

= Register Application Web Tier and Forms Web Tier with OAM
= Configure Web Tier for SSO

= Configure Forms for SSO

* Install and configure RIB application on active/passive server

= Install and configure RSB and other RTG applications in cluster

Single Sign-On Process Overview

Single Sign-On (SSO) is a term for the ability to sign onto multiple web applications via a
single user ID/password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s web browser to various
servlets. The SSO implementation determines when and where these are redirected, and
determine the final window shown to the user.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

Installation Overview 1



What Do | Need for Single Sign-On?

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

=  An Oracle Internet Directory (OID) LDAP server, used to store user, role,
security, and other information. OID uses an Oracle database as the back-end
storage of this information.

= An Oracle Access Manager (OAM) 11g Release 2 server and administrative
console for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent
(WebGate), used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

= Additional administrative scripts for configuring the OAM system and
registering HTTP servers.

Additional WebLogic-managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Oracle Access Manager has the ability to inter-operate with many other SSO
implementations, but with some restrictions.

What Single Sign-On is not?

Single Sign-On is not a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

= The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

= The Oracle Internet Directory LDAP server, which stores user IDs, passwords,
and group (role) membership.

=  The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

= The Web application (if the Web application implements dynamic protection).

About SSO Login Processing with OAM Agents

The following steps describe the SSO login processing with OAM agents:
= The user requests a resource.
=  WebGate forwards the request to OAM for policy evaluation.
= OAM:

2 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications



About SSO Login Processing with OAM Agents

—  Checks for the existence of an SSO cookie.

—  Checks policies to determine if the resource is protected, and, if so, how?

OAM Server logs and returns the decision.

WebGate responds as follows:

— Unprotected Resource: Resource is served to the user.

— Protected Resource: Resource is redirected to the credential collector. The
login form is served based on the authentication policy. Authentication
processing begins.

User sends credentials.

OAM verifies credentials using the OID for the credential store.

OAM starts the session and creates the following host-based cookies:

—  One per partner: OAMAuthnCookie set by 11g WebGates using
authentication token received from the OAM Server after successful
authentication.

Note: A valid cookie is required for a session

—  One for OAM Server: OAM_ID.
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begin.

WebGate prompts OAM to look up policies, compare them to the user's identity,
and determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.

OAM Server evaluates authorization policies and caches the result.
OAM Server logs and returns decisions.

WebGate responds as follows:

—  If the authorization policy allows access, the desired content or applications
are served to the user.

—  If the authorization policy denies access, the user is redirected to another
URL determined by the administrator.
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Installation Overview

Installing an Oracle Retail supported Single Sign-On using OAM11g requires installation
of the following;:

= Installation of web tier on all hosts in the clustered environment. Final
configuration will occur

=  Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager (ODSM). They are typically installed using the Installer of Oracle
Identity Management (11.1.1.9). The ODSM application (included in the OID
distribution) can be used for user and realm management within OID.

= Oracle Access Manager (11.1.2.3) has to be installed and configured.

*  Additional mid tier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed.

= Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM. For additional information on SSO 11g installation, see the
Oracle Access Manager and Single Sign-On Whitepaper (My Oracle Support Doc
ID 1492047.1).
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Installation Overview

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) depends on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.

Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and

providing a more secure implementation.

User Management

ODSM

LDIF Scripts

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

Oracle Directory Services Manager (ODSM) is a Web-based application included in the
OID11g distribution and is designed for both administrators and users. It enables you to
configure the structure of the directory, define objects in the directory, add and configure
users, groups, and other entries. ODSM is the interface you use to manage entries,
schema, security, adapters, extensions, and other directory features.

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Understanding Installation Directories

The following technical stack is installed from the locations described.

Oracle Web Tier 11.1.1.9

—  WEBLOGIC_HOME-=/u00/webadmin/products/wls_ohs

— ORACLE_HOME= /u00/webadmin/products/wls_ohs/Oracle_WT1
Oracle WebGate 11.1.2.3

—  WEBLOGIC_HOME-=/u00/webadmin/products/wls_ohs

— ORACLE_HOME=/u00/webadmin/products/wls_ohs/WebGate
Oracle Internet Directory (OID) 11.1.1.9 (Part of Identity Management suite)
—  WEBLOGIC_HOME-=/u00/webadmin/products/wls_idm

— ORACLE_HOME=/u00/webadmin/products/wls_idm/Oracle_IDM1
Oracle Identity Management (IDM) 11.1.1.9 (Part of Identity Management suite)
—  WEBLOGIC_HOME-=/u00/webadmin/products/wls_idm

— DOMAIN_HOME=/u00/webadmin/products/wls_idm/user_projects/do
mains/IDMDomain

Oracle Access Manager (OAM) 11.1.2.3
-  OAM_WEBLOGIC_HOME=/u00/webadmin/products/wls_iam

- OAM_DOMAIN_HOME=
/u00/webadmin/config/domains/wls_iam/OAMDomain

Oracle Business Intelligence Enterprise Edition 11.1.1.9
—  WEBLOGIC_HOME-=/u00/webadmin/products/wls_obiee_oi

— DOMAIN_HOME=
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi

Java
— JDK 1.7+ 64 bit (Using Java 7 update 85 for case stud)
— JAVA_HOME=/u00/webadmin/products/jdk_java
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Configuring the Load Balancer

Configure load balancer setup with below redirection policies for cluster setup.

Host Load Balancer Load Host Application
Designation URL Balancer
Port

idmhost idmhost- 3060 idmhostl.us.oracle.com [paAp
vip.us.oracle.com idmhost2.us.oracle.com

idmhost idmhost- 15003 idmhostl.us.oracle.com OpgMm
vip.us.oracle.com idmhost2.us.oracle.com

idmhost idmhost- 16001 idmhostl.us.oracle.com OAM
vip.us.oracle.com idmhost2.us.oracle.com CONSOLE

idmhost idmhost- 7777 idmhostl.us.oracle.com Web Tier
vip.us.oracle.com idmhost2.us.oracle.com

idmhost apphost- 7777 apphostl.us.oracle.com Web Tier
vip.us.oracle.com apphost2.us.oracle.com

idmhost rijbhost- 7777 r%bhostl.us.oracle.com Web Tier
vip.us.oracle.com ribhost2.us.oracle.com

rtghost rtghost- 7777 rtghostl.us.oracle.com

vip.us.oracle.com

rtghost2.us.oracle.com

Configuring the Load Balancer 8
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Installing Oracle Web Tier

This chapter describes the installation of Oracle Web Tier.
Perform the following steps to install Web Tier 11.1.1.9 on the hosts listed below:
* idmbhostl.us.oracle.com
* idmhost2.us.oracle.com
= apphostl.us.oracle.com
= apphost2.us.oracle.com
= ribhostl.us.oracle.com (only ribhostl.us.oracle.com)
= rtghostl.us.oracle.com
= rtghost2.us.oracle.com

= Download software installation for Web Tier 11.1.1.9 and place it in an
installation staging directory (referenced as <INSTALL_DIR>) on the Linux host
and unpack the distribution. <INSTALL_DIR>/Webtier_11.1.1.9.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA_HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>

= Run the following commands to run the installer:

Example:

$ cd <INSTALL DIR>/Webtier_11.1.1.9/Diskl
$ ./runinstaller

= The Web Tier Welcome window opens. Click Next.

Installing Oracle Web Tier 9



O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 1 of 14 - |EI|1|

Welcome ORACLE 11

( FUSION MIDDLEWARE

\.T,- welcome e |

| Welcome to Oracle Fusion Middleware 11g Web Tier Utilities
Install Soft Updat R S .
b e = Installer wversion 11.1.1.9.0. This installer can be used to install a

l Install and Configure new Web Tier Oracle Home or to update an existing Web Tier
s Oracle Home.

+ Prerequisite Checks
| ) ] For additional information and installation instructions, please refer
¥ Installation Location to the Oracle Fusion Middieware Installation Guide for Web Tier

+ I B Ubilities and the Oracle Fusion Middieware Patching Guide.

i ) - g -
Y Configure Component Click Help at any time for context-sensitive help.

|
¥ Specify Weblogic Do Click Next to begin the installation.

|
¥ Specify Component O

¥ A S = Copyright (c) 1999, 2015, Oracle and/or its affiliates. All rights reserved.
+ Installation Summary

Installation Progress

T

|

T Configuration Progres| |

i —

- _Installation Complete | ™|
[ ¢ L

I |Elapsed Time: 2m 0Os

=  The Install Software Updates window opens. Select Skip Software Updates, and click
Next.

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 2 of 14 - |EI|1|

Install Software Updates ORACLE 11

( FUSION MIDDLEWARE

Welcome 1=
e (3 |5kip Software Updates

T .

- Skip Software Upda () Search My Oracle Support for Updates
|

A Install and Configure
+ Prerequisite Checks
|

¢ Installation Location

+ Security Updates () Search Local Directory for Updates

|
A Configure Compeonent

|

¥ Specify Weblogic Do
|

¥ Specify Component O
|

¢ Configure Ports

|
¥ Installation Summary

Installation Progress

Configuration Progres|

[«]]

Installatljn Complete
D]

T
|
T
|
[

[«

< Back ll Next = I

I |Elapsed Time: 2m 30s
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= The Select Installation Type window opens. Select Install Software - Do Not Configure
and click Next.

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 3 of 14 o ] 4

-

Select Installation Type ORACLE 11

( FUSION MIDDLEWARE

Welcome
\r’ sl o s

| ’
b Skip Software Updates () Install and Configure

L Install Only Select this option if vou are performing a new installation.
A

|
¥ Prerequisite Checks

|
¢ Installation Location

+ Security Updates
(3) Install Software - Do Not Configure
Select this option if yvou are updating an existing installation or
performing a new installation to be configured later.

|
¥ Installation Summary

|
| Installation Progress
I

- Installation Complete

Installs software only. If wou are performing a new installation
- uze config.sh from bin directorny in ORACLE HOME after
= installation is cornplete to configure working instances of these
installed components.

[1+]

[ < Back ll MNext = I

I |Elapsed Time: 3m 15s

=  The Prerequisite Checks window opens. Click Next.

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 4 of 9 - |EI|5|
»
. . ORACLE
Prerequisite Checks g
( FLISIEIN MIDDLEWARE
¥ Welcome Select...l Check | Progress | Status
\.:.- Skip Software Updates Checking operating system cert... 100% v
f,‘:,,\ Install Only Checking recommended operati... 100% v
.\i.. Prerequisite Checks Checking kernel parameters 100% vy
T
+ In=stallation Location Checking Recommended glibc v... 100% vy
+ Security Updates Checking physical memory 100% s
+ Installation Summany Checking for LD_ASSUME_KERN. .. 100% v

Installation Progress

T

- Installation Complete

-+ Checking operating systemn certification
-+ Checking recommended operating system packages
-+ Checking kernel parameters

- Checking Recommended glibc version
rl k. Lei 3% i 1

-

[4] [
<gos o> |

I [Elapsed Time: 4m 355
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=  The Specify Installation Location window opens. Select the Oracle Middleware Home
install directory, and click Next.

Example:

/u00/webadmin/products/wls_ohs

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 5 of 9

Specify Installation Location

T Welcome
¥ Skip Software Updates
|
/T\ Install Only
¥ Prerequisite Checks
I
@ Installation Location
| .
ecurity Updates
T Security Updates
¥ Installation Summary
Installation Progress

Installation Complete

[«

[T ]

=100

ORACLE’

( FUSION MIDDLEWARE 1 1

Oracle Middleware Home: hadminfproducts,fwls_ohs[v][ Browse

Oracle Home Directory: |Orac|e_W'I'1 |

------ & An Application Server must already be installed.

IEIapsed Time: 6m 35s

= The Specify Security Updates window opens. Uncheck the check box,

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 6 of 9

Specify Security Updates

T Welcome
¢ Skip Software Updates
|
/T\ Install Only
¢ Prerequisite Checks
|
¢ Installation Location
T
=]

f
l1)
I
T
I

Security Updates
Installation Summary
Installation Progress

Installation Complete

[1»]

=101 ]

ORACLE’

( FUSION MIDDLEWARE 1 1

Provide vour email address to be informed of security issues, install the
product
and initiate configuration manager. View details.

Email:

Easier for you if yvou use your My
Qracle Support email
addressfusername.

[ wish to receive security updates via My Oracle Support.

IEIapsed Time: 8m 15s

and click Next.

= A warning dialog opens, indicating that an email address was not provided. Click Yes.
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O My Oracle Support Username/Email Address Not Specified

You hawve not provided an email address.

Do wou wish to remain uninformed of critical secu
in your configuration?

rity issues

=  The Installation Summary window opens. C

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 7 of 9

Installation Summary

lick Install.
s o3

rosonmacwase 1 1

ORACLE’
( FUSION MIDDLEWARE

¥ Welcome = Type: Install Only

+ Skip Software Updates Location: /u00/webadmin/products/wls_chs/Cracle_WT1
| - Disk Space
/T\ Install Only equired: 1900 MB

¥ Prerequisite Checks ~Available: 343044 MB

\1|, Installation Location S S:ystem e

| Qracle Process Manager Motification (OPMN)
MRS scuntyllip dates| Oracle HTTF Server (OHS)

I

© Installation Summary Oracle Web Cache

I

T Installation Progress

I

Installation Complete

Sawve Response File:

Save

change in the pane on the left.

To change this configuration before installing, select the topic vou want to

To install this configuration, select Install.

[1y]

= Back

stall Cancel

IEIapsed Time: 9m 455

O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 8 of 9

Installation Progress

The Installation Progress window opens. Click Install.

=0l

roson ozt 115

ORACLE'
( FUSION MIDDLEWARE

I o op
i =1l P
A Install Only LOgIESS
T - 100% |
T Prerequisite Checks Completed ..
|
T Installation Location Install Log /ud0/oralnventory/logs/install2016-03-16_01-04-43PM.log
l .
¢ Security Updates Installation Successful.
| Installation S . Starting execution of post install scripts
¢ Installation Summary || | 451 ing Oneff Patch...
.\i.. Installation Progres | |Execution of post install scripts completed
T | =4
Kl [ 1]

Oracle Fusion Middleware

More Flexibility

Cancel

|Elapsed Time: 15m 25s
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O Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 9 of 9 - | Ellll

Installation Complete

ST

T
I
!
|
!
!
!
l
T
I

! Installation Complete

Welcome =-Type: Install Only
Skip Software Updates > ----- Location: /ul0/webadmin/products/wls_ohs/Oracle_WT1

Install Onky

Installation Location

Security Updates
Installation Summary

Installation Progress

The Installation Complete window opens. Click Next and then Finish.

ORACLE’ 1 1
FUSION MIDDLEWARE

E---Disk Space
--Oracle Home Size: 1567.392 MB
: —Available: 340352 MB
Ié}---System Components
> ----- Oracle Process Manager Motification (OPMN)
; racle HTTP Server (OHS)
‘..Oracle Web Cache

Save Installation Summary: Save

Cracle Fusion Middleware 11g Web Tier Utilities installed successfully.

1]

| Help

| Enish |

|Elapsed Time: 15m 50s

The installation is complete.

Configuring Web Tier on idmhost1 and idmhost2
This chapter describes the configuration of Web Tier11.1.1.9 on both the hosts.

Perform the following steps for the following hosts in the environment to configure Web
Tier 11.1.1.9:

idmhostl.us.oracle.com
idmhost2.us.oracle.com
apphostl.us.oracle.com
apphost2.us.oracle.com
ribhostl.us.oracle.com (Just ribhost1)
rtghostl.us.oracle.com
rtghost2.us.oracle.com

Set the following variables by exporting them before running the installer:
- JAVA_HOME

- PATH

— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk_java
$ export PATH=$JAVA HOME/bin:$PATH
$ export DISPLAY=<pc_ip address:0.0>

Execute the following commands to start the Web Tier Utilities Configuration
wizard:

Example:
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© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 1 of 9

$ cd /u00/webadmin/products/wls_ohs/Oracle WT1/bin

$ ./config.sh

The Web Tier Welcome window opens. Click Next.

Welcome

=1o1x]

ORACLE

FUSION MIDDLEWARE 1 1g

\f Welcome
| ) ) ] . =
e e —— Welcgme tg Ora.cle Fusion Middleware 11g Web Tier Utilities ||
)T\ LANMQUrE L ampanents Configuration Wizard.
¢ Specify WebLogic Domair
| If you want to associate your Web Tier installation with a
¢ Specify Component Detai WebLogic server, make sure your WebLogic server is up
I a and running before continuing with the Web Tier
Configure Ports i i
Y Lonfigure Forts configuration.
| -
¥ Security Updates For more information, please refer to Oracle Fusion Middleware
+ Installation Summarny .!’nsta.l’.l’..ah'on Gua'de.for Oracle Web Tier. For information_ about
i - installing WeblLogic Server, please refer to Oracle Fusion
T Configuration Progress Middleware Installation Guide for Oracle Weblogic Server. |
|
~ Installation Complete Click Help at any time for context-sensitive help. =
Copyright (c) 1999, 2015, Oracle and/or its affiliates. All rights reserved.
[4] [T
| Help | Next = | Cancel

|E|apsed Time: Om 55s

'O Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 2 of 9

The Configure Components window opens:

— Select Oracle HTTP Server.

— Do not select Ensure that Associate Selected Components with WebLogic

Domain.

— Do not select Oracle Web Cache.

— Click Next.

Configure Components

=101 ]

ORACLE’ 11
[ FUSION MIDDLEWARE

¥ Welcome

I .
L Configure Component: Oracle HTTP Server

|
Specify Component Detai
b []|oracle web Cache

|
¥ Configure Ports

|
¥ Security Updates

|
¢ Installation Summary

configured

I -
T Configuration Progress
I

_ Installation Complete

Oracle Process Manager Motification (OPMN) is always

[] Associate Selected Components with WebLogic Domain

[«]

Help |

| < Back || Next = i

| Cancel |

|Elapsed Time: 1m 255

The Specify Component Details window opens. Enter values in according to
instructions below depending upon hostl or host2 and then click Next. When
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running config.sh on host1 (idmhostl, apphostl, ribhostl, rtghost1) Specify the
following values:

— Instance Home Location:
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel

— Instance Name: instancel

— OHS Component Name ohs1
© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 3 of 8 - | Ellll
. . OoORACLE’
Specify Component Details g
. FUSION MIDDLEWARE
I\
T Welcome
Lonfigure Components
/\r\ Configure Components
@ Specify Component De
[ - Instance Home Location: |WTlfinstancesfinstancel| | Browse
¢ Configure Ports
+ Security Updates Instance Name:
|
@ Installation Surmmary
I .
T Configuration Progress
!, Installation Complete DOHS Component Name:
OHS Component name must begin with an alphabetic character, may only
contain alphanumeric characters, or the underscore (_) or hyphen (-
characters and are 4 to 30 characters long.
[« [ ]
| Help | | < Back || MNext = ‘ | Cancel |
| |Elapsed Time: 2m 0s

*  When running config.sh on host2 (idmhost2, apphost2, rtghost2) Specify the
following values:

— Instance Home Location:
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2

— Instance Name: instance?2

— OHS Component Name ohs2
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O Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 3 of 8

Specify Component Details

T Welcome

A Configure Components

| Specify Component De
Configure Ports
Security Updates

Installation Summary

Configuration Progress

c-——C—e—e—€—@

Installation Complete

[«]

[»]

=101

rosonmcwass 1 1

ORACLE’
( FUSION MIDDLEWARE

Instance Name:

QHS Component Name:

Instance Home Location:

};Wlfinstancesfinstanceﬂ [

instance?

Browse

contain alphanumeric cha
characters and are 4 to 3

QOHS Component name must begin with an alphabetic character, may only

racters, or the underscore (_) or hyphen (-)
0 characters long.

IEIapsed Time: 1m 26s

/u00/webadmin/ports/

The Configure Ports window opens.

Use the radio button to select Specify Ports using Configuration file
Navigate to and copy the sample staticports.ini from:
<INSTALL_DIR>/Webtier_11.1.1.9/Disk1/stage/Response directory, to:

Rename it as staticports_wt.ini and modify the values as per Appendix VI -

Creating Staticports for Web Tier Configuration.

Configure Ports

Click Next.

'O Oradle Fusion Middleware 11g Web Tier Utilities Configuration - Step 4 of 8

=10

roson ot | 1

ORACLE’
( FUSION MIDDLEWARE

¢ Welcome

|
Lonfigure Companents
A Configure Components

+ Specify Component Detai
T
@ Configure Ports

| -
security Updates
¢ Security Updates

Installation Surmmary

Configuration Progress

C—C——&—

Installation Complete

() Auto Port Configuration

(=) Specify Ports using Configuration file

File name: |"u00)’weba

dmin)’por‘ts}’staticpor‘ts_wt.ini| [ Browse

View/Edit File

This information must be provided in a file with the same format as

staticports.ini, you can either

numbers, or create a new file altogether. The installer will assign the
ports which are provided in this file. Any port which is not provided will be
computed and assigned automatically.

edit this file and supply yvour custom port

[»]

Cancel

[Elapsed Time: 10m 0s

Next.

The Specify Security Updates window opens. Uncheck the checkbox, and click
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O Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 5 of B — IDIﬂ

Specify Security Updates ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome
rovide vour email address to be informed of security issues, install the
i Provid il add to be inf d of ity i install th
A Configure Components product
| and initiate configuration manager. View details.
v Specify Component Detai
|

L Configure Ports Email:

T Easier for you if vou use your My
e Security Updates Oracle Support email

[ R address/username.

¢ Installation Summary

1 . .
T Configuration Progress [l wish to receive security updates via My Oracle Support.
|

Installation Complete

I |Elapsed Time: 10m 35s

= A warning message opens. Click Yes to confirm.

O My Oracle Support UsernamefEmail Address Not Specified 5[

You hawve not provided an email address.

.
— Do wou wish to remain uninformed of critical security issues
in wour configuration?

* The Installation Summary window opens. Review the selections to ensure that
they are correct. If they are not, click Back to modify selections on previous
windows. Click Configure.

—  Screen shot host1 (idmhost1, apphostl, ribhost1, rtghost1)

© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 6 of 8 o ] b5

Installation Summary ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome =h-Type: Configure Only

[ZLocation

-~Oracle Instance Name: instancel
-Oracle Instance Home: /scratch/u00/webadmin/products/wls_o
-Static Port File Location: /scratch/ul0/webadmin/ports/staticpor..
-Standalone Case

[»

,\i,\ Configure Components
¢ Specify Component Detai

|
¢ Configure Ports

Security Updates
-+ Disk Space

Installation Summary El-Oracle Instance Home
Required: 40 MB
“-Available: 340284 MB £

= System Components

Configuration Progress

C-—C-@H-e—

Installation Complete

..Oirarls Dr Mananar hntifiratinn (OBMAL

1
Save Response File:

To change this configuration before configuring, select the topic wou want
to change in the pane on the left
To install this configuration, select Configure.

[ Configure ][ Cancel

I |Elapsed Time: 11m 15s
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Screen shot host2 (idmhost2, apphost2, rtghost2)

© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 6 of 8

T Welcome

Lonfigure Components
/T\ Configure Components
¢ Specify Component Detai
¥ Configure Ports
¥ Security Updates

T
& Installation Summary

Installation Summary

I
T
1

ORACLE’

( FUSION MIDDLEWARE

=lo1=|

rosonmonmst 1 1

Configuration Progress

Installation Complete

[=-Type: Configure Only

=h-Location
~Oracle Instance Name: instance2

~Standalone Case
El-Disk Space

E---Oracle Instance Home
-Required: 40 MB
“fvailable: 335676 MB

F1-System Components
; ananar Matificatinn (QPMN)

Cirarle Prar

Oracle Instance Home: /scratch/ud0/webadmin/products/wls_o
Static Port File Location: /scratch/ul0/webadmin/ports/staticpo

-

[4]

4

[»]

Save Response File:

Sawve

To change this configuration before configuring, select the topic vou want
to change in the pane on the left.
To install this configuration, select Configure.

[ Configure ][

[

ancel

|Elapsed Time: 2m 21s

The Configuration window opens. Click Next.
Screen shot host1 (idmhost1, apphostl, ribhostl, rtghost1)

O Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 7 of 8

s

Configuration Progress

T
|
T

|
!
!
i
T
T

At
f

!

i

Welcome

Configure Components
Specify Component Detai
Configure Ports

Security Updates
Installation Summanry

| Configuration Progres

Installation Complete

ORACLE’
( FUSION MIDDLEWARE

=101]

roson s | 15

Configuration Tools

MName

Status

=-Web Tier Configuration
\..Create and Start AS Instance (instancel)
i..Create and Start OHS Component (ohsl)

100%
L4
L4

Configuration Log Location:
u00/eralnventory/logs/install2016-04-11_08-06-584M.log

[#-+ Web Tier Configuration

[Elapsed Time: 11m 45s

Screen shot host2 (idmhost2, apphost2, rtghost2)

Installing Oracle Web Tier 19



Configuring Web Tier on idmhost1 and idmhost2

© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 7 of 8 - |EI|5|

Configuration Progress ORACLE' 11

( FUSION MIDDLEWARE

I Welcuie Configuration Tools

s Configure Components Name | Status
| " " n
T Specify Component Detai El-Web Tier Configuration 100%
| Configure Ports . Create and Start AS Instance (instance2) o
l i..Create and Start OHS Component (ohs2) o
T Security Updates
|
T Installation Summary
T

@ Configuration Progres
|

w Installation Complete

Configuration Log Location:
u00/oralnventory/logs/install2016-04-11_05-06-52AM.log

[+ Web Tier Configuration

[«

I [Elapsed Time: 3m 1s

* The Installation Complete window opens . Click Finish to exit.
—  Screen shot hostl (idmhost1, apphostl, ribhost1, rtghost1)

O Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step B of 8 - |EI|1|

ORACLE’ 1 1

Installation Complete
( FUSION MIDDLEWARE

T Welcome [El-Type: Configure Only =
| H -
A Configure Components & P‘at'“"
I . | Oracle Instance Name: instancel
] EEcCi/EDRepiEilE Oracle Instance Home: /scratch/u00/webadmin/products/wls_oll
Configure Ports Static Port File Location: /scratch/u00/webadmin/ports/staticpor:
T
|
Security Updates Standalone Case
l El-Disk Space
T Installation Summary E}l-Oracle Instance Home ||
+ Configuration Progress -Instance Home Size: 17.347 MB
T Installation C let wailable: 340284 MB
‘@ ‘nstaflation Lomplete E-System Components -
. L.nrarls Brace ananar Matification (OPMAL | i
i | [»]
Save Installation Summary:
Qracle Fusion Middleware 11g Web Tier Utilities configured successfully.
[4] [ D]

I |Elapsed Time: 12m 10s

— Screen shot host2 (idmhost2, apphost2, rtghost2)
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'© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 8 of - | Ellll

Installation Complete %113'
FUSION MIDDLEWARE

- Type: Configure Only =
E-Location
i-Oracle Instance Name: instance2

Oracle Instance Home: /scratch/u00/webadmin/products/wls_o

tatic Port File Location: /scratch/u00/webadmin/ports/staticpo

Configure Ports

--Standalone Case
-Disk Space
Installation Summary E}---Oracle Instance Home

Configuration Progress > ----- Instance Home Size: 17.347 MB

I - “..pvailable: 335676 MB
i) Installation Complete

Security Updates

[z}-System Components
I ananar Matificatinn (OPMAL

[«

[»]

Save Installation Summary: Save |

Oracle Fusion Middleware 11g Web Tier Utilities configured successfully.

[«]

| Help | < Back | Finish |

| |Elapsed Time: 3m 26s

= The configuration is complete.

Verification — Web Tier Installation and Virtual Host Alias

Now that that the Web Tier is installed — There is a good way to validate that virtual host
alias has been setup and is allowing traffic in on port 7777 and that applications can be
accessed using Web Tier.

Note: Port 7777 was configured to be opened up for the virtual
host alias in this case study.

Web Tier is usually started automatically at the time it is installed

=  For each virtual host alias Launch Web Tier using the virtual host alias as a part
of the URL with port 7777

Examples:

http://apphost-vip.us.oracle.com:7777/  (apphostl.us.oracle.com,
apphost7.us.oracle.com)

http://idmhost-vip.us.oracle.com:7777/  (idmhostl.us.oracle.com,
idmhost2.us.oracle.com)

http://10.141.32.77:7777/ (floating IP for
ribhostl.us.oracle.com, ribhost2.us.oracle.com)
http://rtghost-vip.us.oracle.com:7777/ (rtghostl.us.oracle.com,
rtghost2._us.oracle.com)
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ORACLE

N

WELCOME

APPLICATIONS

UNIFIED, STANDARDS-BASED
INFRASTRUCTURE

AGILE AND ADAPTIVE BUSINESS

MODERN DATA CENTERS

TO ORACLE FUSION MIDDLEWARE 11g

Complete, integrated, hot-pluggable, and best of breed middleware to develop and deploy applicatior

Unified business process platform, comman enterprise portal, mode! driven S0A development.

Leverage new hardware and software architectures to improve efficiency, enhance manageability, inc

EXPLORE OVERVIEW
INTERACTIVE OVERVIEWS FOR ORACLE SOA
SOA

| webcenter

WebLogic Server

Identity Management

Enterprise Manager

Grid Infrastructure

Portal, Forms, Reports & Discoverer

Event %

[\_ Online Dac i ﬂ

Oracle
Service Bus

N
¢

( Enforcement 3 Service
i ’ Point - Infrastr

I ; - < A monitor
Metadata Repository = Z /
@ ) | o .

WS »
! N Policy
Oracle Adapters CEP  Manager
IDeveloper v

Note: Web Tier is usually started at the time it is installed automatically. If it
fails — validate that the opmn processes are running.

Example:
$ export

ORACLE_ INSTANCE=/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel

$ cd /u00/webadmin/products/wls_ohs/Oracle_WT1/opmn/bin

$ -/opmnctl status

Output

Processes in Instance: instancel
ias-component process-type pid status
ohsl OHS 9318 Alive
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Installing OAM Webgate

This chapter describes the installation of OAM WebGate.
Perform the following steps for the following hosts in the environment to install
OAM WebGate 11.1.2.3:

= idmhostl.us.oracle.com
= idmhost2.us.oracle.com
= apphostl.us.oracle.com
= apphost2.us.oracle.com

* Download software installation for OAM WebGate 11.1.2.3 and place it in an
installation staging directory (referenced as <INSTALL_DIR>) on the Linux host
and unpack the distribution. <INSTALL_DIR>/oam_webgate_11.1.2.3.

= Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY
Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA_HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>
= Run the following commands to run the installer:
$ cd <INSTALL DIR>/oam webgate 11.1.2.3/Diskl
$ ./runinstaller

= The Welcome window opens. Click Next.

© Oracle Access Manager OHS 11g Webgates Installation - Step 1 of 7 - | Ellil
ORACLE
Welcome s i g
FUSION MIDDLEWARE
\T' Welcome
| ‘Welcome to Oracle Fusion Middleware 11g Installer for Oracle —
Install Soft Updat ! |
T SEE mei s — Access Manager Oracle Http Server (OHS) 11g Webgates
¢ Prerequisite Checks component.
| . -
¥ Installation Location Before proceeding make sure that you have installed Oracle
| _ WebTier Utilities version 11.1.1.2.0 or 11.1.1.3.0
¥ Installation Summary (recommended) in the same Middleware Home.
1 o
T Installation Progress For additional information and installation instructions, please refer
L Installation Complete to the Oracle Fusion Middleware Installation Guide for Oracle
- T Access Manager.
Click Help at any time for context-sensitive help. -
-

Copyright {c) 1999, 2015, Oracle and/for its affiliates. All rights reserved.

L«

[ 1]

| Help Next = | Cancel

| |Elapsed Time: 1m 33s
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=  The Install Software Updates window opens. Select Skip Software Updates and

click Next.
© Oracle Access Manager OHS 11g Webgates Installation - Step 2 of 7 - | Dlﬁl
ORACLE’
Install Software Updates g
( FUSIDN MIDDLEWARE

Welcome

T (5) Skip Software Updates

- Skip Software Update: () Search My Oracle Support for Updates

| .
Frerequisite Lhecks

T Prerequisite Checks

T Installation Location

¢ Installation Summary

; Installation Progress (O) search Local Directory for Updates

I

Installation Complete

[ [T]

I [Elapsed Time: 2m 48s

= The Prerequisite Checks window opens. Click Next.

O Oracle Access Manager OHS 11g Webgates Installation - Step 3 of 7 - | Dlll

Prerequisite Checks ORACLE 11

( FUSION MIDDLEWARE

Welcome elect.., ec rogress atus
Welcome Select Check P Stat
\:,: Skip Software Updates Checking operating system cert. .. 100% W
.\;.. Prerequisite Checks Checking recommended operati... 100% s
+ Installation Location Checking kernel parameters 100% 4

| " .

¢ Inetallation Summary Checking Recommended glibc v... 100% v

| ; ;

2 Installation Progress Checking physical memory 100% v

|

Installation Complete

l

[+ Checking operating system certification -
+ Checking recommended operating system packages
+ Checking kernel parameters

+-+ Checking Recornmended glibc wersion
| | ’l & bl Mor oo

[+
[«]

I IEIapsed Time: 3m 18s

= On the Installation Location window, enter values for Oracle Middleware Home
and the Oracle Home Directory, and click Next.

Example:

Oracle Middleware Home: /u00/webadmin/products/wls_ohs
Oracle Home Directory: WebGate
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Note: Oracle WebLogic Server is not a prerequisite for
installing Oracle HTTP Server WebGate.

'O Oracle Access Manager OHS 11g Webgates Installation - Step 4 of 7 - | Dlﬂ

Specify Installation Location ORACLE 11

¥ Welcome
Skip Software Updates

Prerequisite Checks

= —— —HE - — —

Installation Location
Installation Summary
Installation Progress

Installation Complete

( FUSION MIDDLEWARE

Oracle Middleware Home: |badmin;"products,"wls_ohs[v] [ Browse

Dracle Home Directory: rWebGate\ |

The Oracle home will be created under the Oracle Middleware Home
location with the given name

o e ]

|Elapsed Time: 5m 18s

© Oracle Access Manager OHS 11g Webgates Installation - Step 5 of 7

The Installation Summary window opens. Verify the response information you

have provided. Click Install to begin the installation.

Installation Summary

Welcome
Skip Software Updates

Prerequisite Checks

Installation Location

= ~HE =~ = =€

Installation Summary
Installation Progress

Installation Complete

[4]

[1+]

=101]

ORACLE’ 11
( FUSION MIDDLEWARE

- Install WEBGATE
irectory Details
Middleware Home Location: /scratch/ud0/webadmin/productsiwls_|
Oracle Home Location: /scratch/u00/webadmin/products/wls_ohs
isk Space

Required: 1400 MB

--Mvailable: 340296 MB

é}---Applications

i..Oracle Access Manager - OHS 11g Webgates

Save Response File:

Click Install to accept this configuration and start the installation.
To change the configuration before starting the installation, select the
topic to change in the |left pane. or use the Back button.

IEIapsed Time: 5m 38s

The Installation Progress window opens. Click Next.
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O Oracle Access Manager OHS 11g Webgates Installation - Step 6 of 7 - |EI|1|
. ORACLE’
Installation Progress g

{ FUSIDN MIDDLEWARE

T ol = Progress

| -

T Skip Software Update 100% |

| .

Prerequisite Checks Eopleted

] Install Log /u00/oralnventorv/logs/install2016-04-11_01-37-13PM.log

T Installation Location

| ) Installation Successful.

T Installation Summary Starting execution of post install scripts

\i_. Installation Progres— Execution of post install scripts completed

i |

|| [ T Lot |l

. . e
Oracle Fusion Middleware o
Extreme Productivity

- ‘/.

| |Elapsed Time: 5m 49s

= The Installation Complete window opens. Click Save, and save the summary as
webgatelnstall.txt. Click Finish to complete the WebGate installation.

O Oracle Access Manager OHS 11g Webgates Installation - Step 7 of 7 - | Ellll

ORACLE’ 11g

FUSION MIDDLEWARE

Installation Complete

(

ome [=}-Install WEBGATE

Directory Details

iddleware Home Location: /scratch/ud0/webadmin/products/wls_|
racle Home Location: /scratch/ul0/webadmin/products/wls_chs
isk Space

racle Home Size: 93 MB

wvailable: 340200 MB

Applications

\..Oracle Access Manager - OHS 11g Webgates

Skip Software Updates
Prerequisite Checks
Installation Location
Installation Summary

Installation Progress

@-C——C——C——C——C——

! Installation Complete

Save Installation Details:

Qracle Access Manager - OHS 11g Webgates installation completed
successfully

[l»]

[«]

| |Elapsed Time: 6m 58s

= The installation is complete.

Configuring OAM WebGate

This chapter describes the steps to incorporate the OAM WebGate installation into
Web Tier instances.

Perform the following steps for the 4 hosts listed below to deploy and configure the
WebGate:
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idmhostl.us.oracle.com
idmhost2.us.oracle.com
apphostl.us.oracle.com
apphost2.us.oracle.com

For each host in the list above Change directories to the WebGate
deployWebGate directory:
<WEBGATE_ORACLE_HOME>/webgate/ohs/tools/deployWebGate

Example:

$ cd

/u00/webadmin/products/wls_ohs/WebGate/webgate/ohs/tools/deployWebGate

On hostl (idmhostl and apphostl) Execute the deployWebgatesInstance.sh using
the following syntax:

Example:

$ ./deployWebGatelnstance.sh -w
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hsl -oh /u00/webadmin/products/wls_ohs/WebGate

Output:

Copying files from WebGate Oracle Home to WebGate Instancedir

On host2 (idmhost2 and apphost2) Execute the deployWebgatesInstance.sh using
the following syntax:

Example:

$ ./deployWebGatelnstance.sh -w
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0
hs2 -oh /u00/webadmin/products/wls_ohs/WebGate

Output:
Copying files from WebGate Oracle Home to WebGate Instancedir
For each host (idmhost1, idmhost2, apphost1, apphost2):

— Set the LD_LIBRARY_PATH to contain the OHS
lib:<Oracle_Home_for_Oracle HTTP_Server>/lib

— Change directories to the WebGate InstallTools directory:
<WEBGATE_ORACLE_HOME>/webgate/ohs/tools/setup /InstallTools

Example:

$ export
LD_LFI)BRARY_PATH=$LD_L I1BRARY_PATH:/u00/webadmin/products/wls_ohs/Oracle_
WT1/1ib
$ cd
/u00/webadmin/products/wls_ohs/WebGate/webgate/ohs/tools/setup/Instal IT
ools
On hostl (idmhostl and apphostl) Execute the following command to copy the
WebGate template to the OHS WebGate instance location and update the
httpd.conf file:

Example:

$ ./EditHttpConf -w
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hsl -oh /u00/webadmin/products/wls_ohs/WebGate

Output:
The web server configuration file was successfully updated.
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*  Onhost2 (idmhost2 and apphost2) Execute the following command to copy the
WebGate template to the OHS WebGate instance location and update the
httpd.conf file:

Example:

$ _/EditHttpConf -w
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/o
hs2 -oh /u00/webadmin/products/wls_ohs/WebGate

Output:
The web server configuration file was successfully updated.
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Installing Oracle Internet Directory

This chapter describes the steps to install the Oracle Internet Directory.

The following hosts will have IDM 11.1.1.9 installed on them: (Pay attention host specific
instructions.)

=  jdmbhostl.us.oracle.com

=  jdmhost2.us.oracle.com

Install WebLogic Server 10.3.6 on idmhost1 and idmhost2

Perform the following steps to install a WebLogic 10.3.6 server on idmhost1 and
idmhost2:

* Download software installation for WebLogic and place it in an installation
staging directory on the Linux host.
<INSTALL_DIR>/WLS_10.3.6.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA_HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>

=  Run the following commands to run the installer:

Example:

$ cd <INSTALL DIR>/WLS_10.3.6
$ java -jar ./wlsl1l036_generic.jar

= The Welcome window of the WebLogic 10.3.6 Installer opens. Click Next.
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B Oracle Installer - Weblogic 10.3.6.0 == =i
Welcome
This installer will guide you through the installation of ORACLE

weblogic 10.3.6.0

Instructions

Click the MNext button to proceed to the next screen. If wou
want to change entries in a previous screen, click the
Previous button. You may quit the installer at any time by
clicking the Exit button.

= The Choose Middleware Home Directory window opens. Enter the path to
where the WEBLOGIC_HOME for IDM should be and click Next.

Example:
/u00/webadmin/products/wls_idm
[Bf oracle Installer - WeblLogic 10.3.6.0 ] 54
Choose Middleware Home Directory
Specify the Middleware Horne where wou wish to install OoORrRACLE

‘WebLogic 10.3.6.0.

- Middleware Hormme Type

(®) Create a new Middleware Home

- Middleware Home Directory

| fu00fwebadminfproductsfwls_idm| |

|§rowse...| | Reset |

* The Email Registration window opens. Leave check box checked and click Next.
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Register for Security Updates

Provide your email address for security updates and
tao initiate configuration manager.

=101x]

ORACLE

Ermnail:

| wish to receive security updates wia My Oracle Support

Support Password:

Use My Cracle Support email addressfusername

= Click Yes in the following two prompts.
x

i You have not provided an email address.

Do you wish to remain uninformed of critical security
issues in your configuration?

x|

i Do wou wish to bypass initiation of the configuration rmanager and
remain uninformed of critical security issues in your configuration?

* The Connection Failed warning window opens. Click Continue.

[B connection failed x|

If necessary, specify proxy server information. Otherwise click Cancel
and check your netwark connection.
Proxy Server:

Proxy Port:

Proxy Username:

Proxy Password:

If this machine has no internet connection, select the checkbax below
and click Continue.

I wish to remain uninformed of security issues in my
configuration or this machine has no Internet access.

| Cancel || Continue I

= The Choose Install Type window opens. Select Typical, and click Next.

Installing Oracle Internet Directory 31



Install WebLogic Server 10.3.6 on idmhost1 and idmhost2

[& oracle Installer - Weblogic 10.3.6.0 _ = =]

Choose Install Type
Select the type of installation you wish to perform. ORACLE

@ Typical
@ Install the following preductis) and compenent(s;:

& \Weblogic Server
# Uracle Coherence

O Custom
@_’ Choose software products and components to install and perform
S optional configuration.

= The JDK Selection window opens. By default, it will select the JDK in your
JAVA_HOME setting. Ensure the JAVA_HOME points to JDK 1.7.0+ and click
Next.

[BY oracle Installer - WebLogic 10.3.6.0 o i |

JDK Selection
JDKis) chosen will be installed. Defaults will ORACLE

be used in script string-substitution if installed.

" Discard Changes

Bundled |DK: | | Approximate installed size*
Highlighted item:
All selected bundled |DK's: 0.0 KE
Total of all selected items: 690.2 MB

*Installer requires free disk
approxirately 2x this total

Local |DK:
Oracle 1.7.0_85 [fscratchfu00/webadminf/productssjdk_java)

= The Choose Product Installation Directories window opens. Keep the defaults,
and click Next.
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[& oracle Installer - WeblLogic 10.3.6.0 ) =] 3
Choose Product Installation Directories
Provide the directories where you wish to install ORACLE’

Wweblogic 10.3.6.0.

" Discard Changes

Middleware Home Directory

fscratchfu00fwebadrin/productsfwls_idm

Product Installation Directories

The Product Horne rnight contain shared utilities and any products or components for which
unique directories are not set.
WeblLogic Server:

| fscratchfu00fwebadmin/productsfwls_idmfwlserver_10.3 || Browse... |

Oracle Coherence:

| fscratchyu00fwebadminsproductsswls_idmfcoherence_3.7 || Browse... |

* The Installation Summary window opens. Click Next. The product install begins.

[&f oracle Installer - WebLogic 10.3.6.0 I ] 3

Installation Summary

The following Products and |DKs will be installed. ORrRACLE
"] WeblLogic Server Description
D Core Application Server Implements |EE technologies, Web services, and other
D Adrinistration Console leading Internet standards, to provide a reliable

frarnewark for highly available, scalable, and secure

D Configuration Wizard and Upgrade e
applications.

[} web 2.0 HTTP Pub-Sub Server
[ webLogic sca
D Weblaogic ]DEC Drivers
[ Third Party JDBEC Drivers
D weblogic Server Clients
D WebLogic Web Server Plugins
D UDDI and ¥query Support
[} Evaluation Database
7 oracle Coherence

D Coherence Product Files Approximate Installed Size
Highlighted iter: 6939 ME
[ m Total of all selected items: 690.3 MB

=  Once finished, the Installation Complete window opens. Un-check the Run
Quickstart check box, and click Done.
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[& oracle Installer - WeblLogic 10.3.6.0 _ =) ]
Installation Complete
Click the Done button to exit the installer. ORACLE

- Message
Congratulations! Installation is complete.

ORACLE’

=] [ |

= The installation is complete.

Install Oracle Internet Directory on idmhost1 and idmhost2
Perform the following steps to install a IDM 11.1.1.9 on idmhost1 and idmhost2:

* Download software installation for IDM 1.1.1.9 and place it in an installation
staging directory (<INSTALL_DIR>/idm_11.1.1.9) on the Linux host and extract
the contents of the zip files.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk_java
$ export PATH=$JAVA HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>

* Run the following commands to run the installer:

Example:

$ cd <INSTALL DIR>/idm_11.1.1.9/Diskl
$ ./runinstaller

= The Welcome window opens. Click Next.
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O Oracle Identity Management Installation - Step 1 of 16 - | = |1|

Welcome

-\%- Welcome o
+ Install Software Upda

)1|;\ Install and Configure
+ Prerequisite Checks
}1|)\ Use Existing Domain
+ Specify Installation Lo
+ Security Updates
+ Configure Component|
+ Configure Ports

+ Specify OID Details
+ Select Oracle Identity
+ Specify Oracle Identitf ™ |

¥ Installation Summary

ORACLE’ 11
( FUSION MIDDLEWARE

‘Welcome to Oracle Fusion Middleware 11g Oracle Identity Management
Installer version 11.1.1.9.0. This installer can be used to install a new
IDM Oracle Home or to update an existing IDM Oracle Home.

For additional information and installation instructions, please refer to
the Oracle Fusion Middieware installation Guide for Oracle identity
Management and the Oracle Fusion Middleware Patching Guide.

Click Help at any time for context-sensitive help.

Click Next to begin the installation.

Copyright (c) 1999, 2015, Oracle andjor its affiliates. All rights reserved.

] -
. _Installation Progress | ™|

[»]

|Elapsed Time: 0m 51s

click Next.
© Oracle Identity Management Installation - Step 2 of 16 - | DI ﬂ
ORACLE
Install Software Updates 11
( FUSION MIDDLEWARE
T Welcome | | (%) /5kip Software Updates

|
s Install and Configure

)1;\ Use Existing Domain

=  The Install Software Updates window opens. Select Skip Software Updates, and

I

@ Skip Software Upda
| .

;1; Prerequisite Checks

Specify Installation Lo
Security Updates
Configure Component
Configure Ports

Specify OID Details
Select Oracle Identity
Specify Oracle Identitf™ |

Installation Summary

€~ ——€ ——€ € ——C——C——€ —

Installation Progress [ ™|

() Search My Oracle Support for Updates

(O) Search Local Directory for Updates

[Elapsed Time: 1m 11s

= The Select Installation Type window opens. Select Install Software - Do Not
Configure, and click Next.
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O Oracle Identity Management Installation - Step 3 of 16 - | EI| 1[

Select Installation Type ORACLE 11

( FUSION MIDDLEWARE

Y Welcome

Skip Software Updates () Install and Configure
Select this option if you are performing a new installation.

He—

C(—C—€—€——€—€—k

Install Only

Prerequisite Checks
Specify Installation Locat

Security Updates
(3 Install Software - Do Not Configure
Select this option if yvou are updating an existing installation or
performing a new installation to be configured later.

Installation Summary
Installation Progress

Installation Complete

Installs software only. If you are performing a new installation
& use config. sh fram bin directory in ORACLE HOME after
= installation is complete to configure working instances of these
installed cormponents.

I |Elapsed Time: 3m 1s

= The Prerequisite Checks window opens. Click Next.

'O Oracle Identity Management Installation - Step 4 of 9 - | E||5|

Prerequisite Checks ORACLE’ 11

( FUSION MIDDLEWARE

T Welcarne Select...| Check | Progress | Status
\:,: Skip Software Updates Checking operating system cert... 100% W
/\L\ Install Only Checking recommended operati... 100% W
.\;.. Prerequisite Checks Checking kernel parameters 100% '
+ Specify Installation Locat Checking Recommended glibc v... 100% vy
+ Security Updates Checking physical memaory 100% v
+ [, S — Checking for LD_ASSUME_KERN... 100% v

; Installation Progress

I

Installation Complete

<]

|ID

[+ Checking operating systern certification

+ Checking recommended operating systern packages
+ Checking kernel parameters

+ Checking Recommended glibc version —

||’|l+|tl-l'k'l

I |Elapsed Time: 3m 31s

= The Specify Installation Location window opens. Provide the Oracle Middleware
Home (WebLogic) for the OID install. Click Next.
Example:
/u00/webadmin/products/wls_idm

Note: Oracle Home Directory can be Oracle_IDM1 on both
IDM hosts.
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© Oracle Identity Management Installation - Step 5 of 9 - |EI|5|

Specify Installation Location ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome

|
-.1; Skip Software Updates
/;1;\ Install Onky

Prerequisite Checks

Installation Progress

T

& Specify Installation Lo

+ Security Updates Oracle Middleware Home: Fadmin!products!wls_idm[v][ Browse
| )

v Installation Summary Oracle Home Directory: |Orac|e_IDMl |

|

T

|

Installation Complete

An Application Server must already be installed.

I [Elapsed Time: 3m 51s

= The Specify Security Updates window opens. Uncheck the check box, and click
Next .

O Oracle Identity Management Installation - Step 6 of 9 - | E||5|

Specify Security Updates ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome
Provide yvour email address to be informed of security issues, install the

|
¥ Skip Software Updates product

| and initiate configuration manager. View details.
A Install Only

| -

¥ Prerequisite Checks Email:

| Easier for you if you use your My
¥ Specify Installation Locat Oracle Suppert email

T Security Updates addressfusername.

T p

¢ Installation Summary [])) wish to receive security updates via My Oracle Support.

Installation Progress

[

Installation Complete

[ < Back "_ Mext = l

I [Elapsed Time: 4m &s

= The following warning displays if an email address is not provided. Click Yes.
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O My Oracle Support UsernamefEmail Address Not Specified 5[

You hawve not provided an email address.

-
= Do wou wish to remain uninformed of critical security issues
in your configuration?

=  The Installation Summary window opens. Click Install.

O Oracle Identity Management Installation - Step 7 of 9 - | E||5|

. ORACLE
Installation Summary ( FUSION MIDDLEWAHE11g

T Welcome! =--Type: Install Software - Do Not Configure a
I : "

\I.a Skip Software Updates EH-Location

Oracle Middleware Home Location: jul0/webadmin/products/wl

’\I‘\ Install Only Oracle Home Location: /u00/webadmin/products/wls_idm/Cracl

Y Prerequisite Checks EI -Disk Space

+ Specify Installation Locat | | | Requirad: 2200 M5
------ Available: 335028 MB

Secunllipdates . -Free After Install: 332528 MB L]
W Installation Summary EI -Applications Selected For Install

----- Qracle Internet Directory
----- Qracle Directory Integration Platform -
Installation Complete | .. Orarle Virknal Directar

Save Response File:

To change this configuration before installing, select the topic wou want to
change in the pane on the left.
To install this configuration, select Install.

Installation Progress

C—C—HEH—E—

I [Elapsed Time: 4m 31s

=  The Installation Progress window opens. Click Finish.

© Oracle Identity Management Installation - Step 8 of 9 - |E||1|
. oRALCLE
Installation Progress 4
( FUSIUN MIDDLEWARE

7 T e Pt —
i | P

S Install Only LS9
I - 100% |
T Prerequisite Checks Completed _.
I
T Specify Installation Lol Install Log /ul0/foralnventorv/logs/install2016-03-30_01-04-01PM.log
I ;
¢ Security Updates Installation Successful.
| Installation S R Starting execution of post install scripts
¢ Installation Summary || | soo1ving webLogic Patch. .
I B

@ Installation Progres | |APPlving Oneoff Patch...
|T Execution of post install scripts completed

]

|«

Oracle Fusion Middleware s
More Flexibility

I |E|apsed Time: 12m 1ls
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= A prompt to run a script as root.

— Logon to the host in another window as root and run the following
commands:

Example:

$ cd /u00/webadmin/products/wls_idm/Oracle_IDM1
$ ./oracleRoot.sh

— Click OK.
x

A configuration script needs to be run as root befare installation can
proceed. Leaving this window open, open another window and run
fuldjwebadminf/products/wls_idm/Oracle_IDM1foracleRoot. sh' as root.

Le< d

=  The Installation Complete window opens. Click Finish.

O Oracle Identity Management Installation - Step 9 of 9 - | EI| 5'

Installation Complete ORACLE 11
¢ FUSION MIDDLEWARE

i
b

T Welcome B Type Install Software - Do Not Configure =
; Skip Software Updates t-Location: fud0/webadmin/products/wls_idm/Oracle_IDM1
| isk Space
T Install Only . ~-Required: 2200 MB
T Prerequisite Checks ----- Available: 335028 MB
| . P b
Specify Installation Locat picelifteginsialEgiaEoRIMB
} E| -Applications Selected For Install
= SELEY Updates | L. Oracle Internet Directory
; Installation Summary | B Oracle Directory Integration Platform
| el | Oracle Virtual Directory
nstallation Progress
I = . Oracle Identity Federation L
iw Installation Complete | . Oracle HTTP Server ]
firacle Pirsct N =

Sawve Installation Summary: Save

COracle Fusion Middleware 11g IDM installed successfully.

| Finish |

| [Elapsed Time: 16m &s

= The installation is complete.

Backing up Installations

Perform the backup installations on both idmhost1 and idmhost2. The installations can
be quickly restored if there is a failed configuration.

Example:
$ tar cvf IDM.tar /u00/webadmin/product/wls_idm
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Configuring the Oracle Internet Directory in
a Cluster

This chapter describes the configuration of the Oracle Internet Directory in a cluster.

Configuring IDM on idmhost1

Perform the following steps to configure IDM on idmhost1 only. (OID will be configured
on idmhost2 using separate instructions.)

=  Set the following variables by exporting them before running the domain
configuration setup script :

- JAVA_HOME
- PATH

— DISPLAY
Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH
$ export DISPLAY=<pc ip_address:0.0>

= Navigate to the (WLS_IDM_HOME)/Oracle_IDM1 /bin:
Example:
$ cd /u00/webadmin/products/wls_idm/Oracle_IDM1/bin
=  Run the following command:

Example:
$ ./config.sh

= The Welcome window opens. Click Next.
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© Oracle Identity Management Installation - Step 1 of 12 = | Ellil
oRACLE

( FUSION MIDDLEWARE 1 1

Welcome

-\%- Welcome

‘Welcome to Oracle Fusion Middleware 11g Oracle Identity Management
Installer version 11.1.1.5.0. This installer can be used to install a new
IDM QOracle Home or to update an existing IDM Qracle Home.

| - n
s (ST RO IETT
)T\ Use Existing Domain
¢ Specify Installation Locat

|

¢ Security Updates For additional information and installation instructions, please refer to
| ) the Oracle Fusion Middieware Installation Guide for Oracie identity

¥ Configure Components Management and the Oracle Fusion Middleware Patching Guide.

| .
b Configure Ports Click Help at any time for context-sensitive help.

+ Specify OID Details
i Click Next to begin the installation
A Select Oracle Identity Fec

|
¢ Specify Oracle Identity Fe
|

¢ Installation Summary Copyright (c) 1999, 2015, Oracle andfor its affiliates. Al rights reserved.

Configuration Progress

1
T
1

Installation Complete

I |Elapsed Time: Om 31s

The Select Domain window opens. Enter in the following and click Next.

—  Select Create New Domain and add the domain administration credentials.
— User Name and Password for your WLS administrative user.

— Domain name: IDMDomain

O Oracle Identity Management Installation - Step 2 of 12

=1 ]

Select Domain ORACLE 11
( FUSION MIDDLEWARE

Welcome
T — (3) Create New Domain
Jl Create Domain User Name: |web|ogic |
Specify Installation Locat
User Password: messsans |
Security Updates
§ Confirm Password: """"| |
Configure Components
Domain Mame: |IDMDomain |

Configure Ports
Specify OI0 Details
Select Oracle |dentity Fec

Specify Qracle Identity Fe

Installation Summary

Caonfiguration Progress

C(—C—€—€—E——€——€—€—€—€

Installation Complete

-

I !
|

(") Extend Existing Domain

() Expand Cluster

(") Configure Without A Domain

Cancel

|Elapsed Time: 1m 31s
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default values provided, and click Next.

— Oracle Instance Location: /u00/webadmin/products/wls_idm/oidinst_1
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O Oracle Identity Management Installation - Step 3 of 12 - | = |1|

Specify Installation Location ORACLE 11

( FUSION MIDDLEWARE

Welcome
) —
/T\ Create Domain
@ Specify Installation Lo
|
¥ Security Updates

|
L Configure Components

+ S Weblogic Server Directory: |’oducts!wls_idmfwlsenrer_lo.3” Erowsg ]

|
Specify OID Details ; - i,
¥ Oracle Instance Location: }'1|n!productsfwls_ldmfoldlnst_l” Erowse ]

|
A Select Oracle Identity Fec

i .

¥ Specify Oracle Identity Fe [Oracle Instance Name: |0|d|nst_1| |

|

¥ Installation Summary

|

T Configuration Progress

1 Installation Complete The Oracle Instance name may only contain alphanumeric and underscore

(_) characters, it must begin with an alphabetic (a<z or A-Z) character, and
must be from 4 to 30 characters in length.

| [+]

Cancel

I |Elapsed Time: 5m 21s

= The Specify Security Updates window opens. Uncheck the Checkbox and click
Next.

O Oracle Identity Management Installation - Step 4 of 12 - | Ellll

Specify Security Updates ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome
i Provide your email address to be informed of security issues, install the

A Create Domain product

and initiate configuration manager. View details.

Specify Installation Locat

Security Updates Email:
Easier for you if you use your My
Configure Components Oracle Support email
X addressfusername.
Configure Ports
Specify OID Details [l wish to receive security updates via My Oracle Suppert.

Select Oracle Identity Fec
Specify Oracle Identity Fe
Installation Summary

Configuration Progress

(- ——€——€—F——C—C——€—E-€-

Installation Complete

[»]

[Elapsed Time: 5m 46s

I :
|

=  The following warning displays if an email address was not provided. Click Yes.

O My Oracle Support Username/Email Address Not Specified 5[

You hawve not provided an email address.

-
= Do wou wish to remain uninformed of critical security issues
in wour configuration?
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=  The Configure Components window opens. Select the following items and click
Next.
— Oracle Interne Directory
Enterprise Manager
Oracle Directory Service Manager

Check the check box for Clustered

O Oracle Identity Management Installation - Step 5 of 12

=101 ]

Configure Components

T Welcome

/T\ Create Domain

¥ Specify Installation Locat
| ;

Security Updates

T

© Configure Component:
|

T Configure Ports

)T\ Specify Schema Databas
L] Create Oracle Internet Di

|
¥ Installation Summary

ORACLE’

f rasan ot 1 1°

=[] Oracle Identity Management Components

E] |:| Oracle Directory Services Components

Qracle Internet Directory

"] Oracle Directory Integration Platform
; 7] Oracle Virtual Directory

E] ["] oracle Identity Federation Components
] oracle Identity Federation

7] Oracle HTTP Server

E| Management Components

Enterprise Manager

1

Mracla Dirartar: Samsics Mananae

Configuration Progress
I Clustered
Installation Complete

| < Back " Next = i

| |Elapsed Time: 7m 26s

Cancel

= The Configure Ports window opens.

Select the radio button — Specify Ports using Configuration file.

Navigate to and copy the sample staticports.ini from:
<INSTALL_DIR>/idm_11.1.1.9/Disk1/stage /Response directory, to:

/u00/webadmin/ports/

Rename it as staticports_idm.ini and modify the values as per Appendix I -
Static ports for OID.

Click Next.
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© Oracle Identity Management Installation - Step 6 of 11

Configure Ports

¢ Welcome

|

A Create Domain

|

¢ Specify Installation Locat
|

¢ Security Updates

|

¢ Configure Components
I

@ Configure Ports

|

s Specify Schema Databas
|

L Create Oracle Internet Di
|

¢ Installation Summary

I
T Configuration Progress
|

P o)

ORACLE’ 11
( FUSION MIDDLEWARE

() Auto Port Configuration

() Specify Ports using Configuration file

File name:

|UUIwebadminfportsfstaticpor‘ts_idm.ini| [ EBrowse

View/Edit File

_ Installation Complete

This information must be provided in a file with the same format as
staticports.ini, you can either edit this file and supply your custom port
numbers, or create a new file altogether. The installer will assign the
ports which are provided in this file. Any port which is not provided will be
computed and assigned automatically.

Cancel

IEIapsed Time: 1m 53s

The Specify Schema Database window opens.

—  Select the Create Schema Connect String

— For RAC database use the connection string similar to below:

Example:

dbhost1:1521:00lrc041dbhost2:1521: 0ol rcO042@idmservicename
— Click Next.

© Oracle Identity Management Installation - Step 7 of 11

Specify Schema
Database

Welcome

Create Domain

Security Updates
Configure Components

Configure Ports

T
T
¢ Specify Installation Locat
|
T
T
T
| Specify Schema Datab

Installation Summary

s
|
¢ Create Oracle Internet Di
|
T
T Configuration Progress
|

Installation Complete

=10l x|

ORACLE’ 11
( FUSION MIDDLEWARE

|_) Use Existing Schema
I3) Create Schema

Connect String:

|:Ibhost2:152l: oolrcD4 2@idmservicename

Format: For a single host instance

hostname: port:servicename

Format: For Real Application Cluster D atabase
hostnamel:portlinstancenamel™hostnams2
portZinstancenameZ(@ servicename

User Name: |sys

Password:

Cancel

[Elapsed Time: 2m 463
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Additional Information on RAC:

The RAC (Real Application Cluster) consist of 2 DB host in a cluster and pointing to RAC
instances.

Oracle Clusterware provides a complete, integrated clusterware management solution on
all Oracle Database platforms. This clusterware functionality provides all of the features
required to manage your cluster database including node membership, group services,
global resource management, and high availability functions. You can install Oracle
Clusterware independently or as a prerequisite to the Oracle RAC installation process.
Oracle Database features such as services use the underlying Oracle Clusterware
mechanisms to provide their capabilities. Oracle Database also continues to support
select third-party clusterware products on specified platforms.

Oracle Clusterware is designed for, and tightly integrated with, Oracle RAC. When you
create an Oracle RAC database using any of the management tools, the database is
registered with and managed by Oracle Clusterware, along with the other Oracle
Database processes such as Virtual Internet Protocol (VIP) address, Global Services
Daemon (GSD), the Oracle Notification Service (ONS), and the Oracle Net listeners.
These resources are automatically started when Oracle Clusterware starts the node and
automatically restarted if they fail. The Oracle Clusterware daemons run on each node.

= The Enter OID Passwords window opens. Provide passwords to the ODS and
ODSM schemas, and click Next.

O Oracle Identity Management Installation - Step 8 of 12 = |EI|1|
DR’ACI_E
Enter OID Passwords g
FUSIDN MIDDLEWARE

Welcome

., Create Domain 0DS Schema [reeees |
Password:

Specify Installation Locat

Security Updates Confirm 0DS Schema | ...... |
Password:

Configure Components

S
Configure Ports ODSSM Schema [ereees |

Specify Schema Databas Password:

| Enter OID Passwords Confirm ODSSM [eeees] | |
Schema Password:

Create Oracle Internet Di
Installation Summary

Configuration Progress

(€€ F €€ —€—C—F——¢

Installation Complete

[«

| Help | | =< Back " Next = | Cancel |

| |Elapsed Time: 6m 56s

= The Create Oracle Internet Directory window opens. Set the password for the
OID superuser (cn=orcladmin), and click Next.
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© Oracle Identity Management Installation - Step 9 of 12

Create Oracle Internet

Directory

¥ Welcome

|
Create Domain
A Lreate Domain

|
¥ Specify Installation Locat
| .
security Updates
T Security Updates
¥ Configure Components
|
T Configure Ports
,T\ Specify Schema Databas
¥ Enter OID Passwords
T
-\?.-- Create Oracle Internel
|
¢ Installation Summary

Configuration Progress

I
T
|

Installation Complete

=10l

ORACLE’ 11
( FUSION MIDDLEWARE

QOracle Internet Directory Information

Realm: |dc=us.dc=orac|e.dc=com |

Administrator User Name: cn=orcladmin

Administrator Password:

Confirm Password:

|E|apsed Time: 11m 26s

O Oracle Identity Management Installation - Step 10 of 12

Installation Summary

T Welcome

A Create Domain

Specify Installation Locat
Security Updates
Configure Components
Configure Ports

Specify Schema Databas

Enter OID Passwords

—€—F——€——€——€—€—

Create Oracle Internet Di

C—C—HEH—€

Installation Summary
Configuration Progress

Installation Complete

]

The Installation Summary window opens. Click Configure.

=101 ]

ORACLE 11
( FUSION MIDDLEWARE

= Type Configure Only

E] Locatlon

i i-0Oracle Middleware Home Location: /scratch/u00/webadmin/produc
-Oracle Home Location: /scratch/ud/webadmin/products/wls_idm/
-Qracle Instance Location: /scratch/u00/webadmin/products/wls_id
Oracle Instance Mame: oidinst_1

E} Appllcatlons Selected For Configuration
‘-Oracle Internet Directory

~Enterprise Manager

QOracle Directory Service Manager

3

Save Response File:

To change this configuration before installing, select the topic vou want to
change in the pane on the left.
To install this configuration, select Configure.

’ Configure H Cancel ]

|E|apsed Time: 11m 51s

= The Configuration Progress window opens. (This will take between 15 and 45
minutes to finish running.) Click Next when the button becomes enabled.
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'O Oracle Identity Management Installation - Step 11 of 12 - |EI|1|
. . ORACLE’
Configuration Progress g
( FUSIDN MIDDLEWARE
I Welcarne Configuration Tools
A Create Domain Name | Status |
; Specify Installation Locat E}---Bootstrap Domain Configuration 100%
1 = Create Domain
| Security Updates A
1 (R Create Oracle Directory Services Cluster o
I Configure Compenents | & | Create ODS Managed Server v
T Configure Ports | i .. Stop Managed Server o
| 7 .
oy Specify Schema Databas -Apply Java Required Files o
[ (R S Apply EM T lat
T Enter OID Passwords Y Sl &
1
T Create Oracle Internet Di
| : - —
Installation Summary Configuration Log Location:
I ul0/oralnventory/logs/install2016-03-31_11-50-40AM.log
© Configuration Progres
JJ Installation Complete B+ Bootstrap Domain Configuration
B+ Configure Oracle Identity Management Cornponents
[4] | [»]

I |Elapsed Time: 25m 16s

=  The Installation Complete window opens.

— Optionally save the Installation Summary for reference to Application URL’s
and installation specific information. The output from the installation
summary should look like sample in Appendix II - Oracle Internet directory
installation summary.

—  Click Finish.

© Oracle Identity Management Installation - Step 12 of 12 - | Ellll

Installation Complete ORACLE’ 11

( FUSION MIDDLEWARE

Welcome = Type: Configure Only

[»

T
/;\ Create Domain | & Middleware Home Location : /scratch/u00/webadmin/products/wls_|
I = PSP (= Oracle Instance Location : /scratch/ul0/webadmin/products/wls_id
Specify Installation Locat e
T e R S Oracle Instance : oidinst_1
i -
T Security Updates | e Domain Option : Create Domain
1 R I Domain Mame : IDMDomain
Configure Components L
] ----- Dormain Home : /scratch/u00/webadmin/products/wls_idmjuser_pr
Configure Ports : .
7 wenngure Farts o e Domain Host Name : idmhostl.us.oracle.com
| . .
A Specify Schema Databas | Domain Port : 15001

------ ‘Weblogic Console : http:// idmhostl .us.oracle.com:15001/consale
Enter OID Passwords . .
------ ‘Weblogic User Name : weblogic —]

Create Oracle Internet Di | ----- Avtnmatic Dart Natartion - falzs | | |
1 »

|
T
|
!
Installation Summary )
I Save Installation Summary:
T
T
-

Configuration Progress

| Installation Complete
Oracle Fusion Middleware 11g IDM configured successfully.

I |Elapsed Time: 26m 1s

= The installation is complete.
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Create WebLogic boot.properties for OID WLS Domain on idmhost1

Create WebLogic boot.properties file with username and password so that the startup
script does not prompt or require user input to start the admin server.

Change directories to the admin servers security directory and create a
boot.properites file.

$ cd
/scratch/u00/webadmin/config/domains/wls_iam/OAVMDomain/servers/AdminServer
$ mkdir security

$ cd security

$ vi boot.properties

username=weblogic
password=<password>
Start the WebLogic admin server if it is not running.

$ cd /scratch/u00/webadmin/config/domains/wls_iam/OAVMDomain/bin
$ nohup ./startWeblLogic.sh &

Update IDMDomain Listen Address on idmhost1

Perform the following steps to update IDMDomain listen address:

Login to WebLogic Admin console by launching the following URL and using
WebLogic admin user.

http://idmhost.us.oracle.com:15001/console

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server demain

Username: weblogic

Navigate to IDMDomain > Environment Servers.
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Update IDMDomain Listen Address on idmhost1

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

IDMDomain

E}-Environment )
—-Servers

Clusters

~Virtual Hosts

Migratable Targets

~Coherence Servers

‘--Startup and Shutdown Classes
Deployments

Services ~
L Security Realm:

How do I...

+ Create Managed Servers

s Clone Servers

+ Delete Managed Servers

+ Delete the Administration Server

+ Start and stop servers

System Status

Health of Running Servers

@) Home Log Out Preferences i Help

e

Home >Summary of Servers
Summary of Servers

Configuration | Control

A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain.

3]

¥ Customize this table

Servers (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

A~
Welcome, weblog | Connected to: IDMDomain

New| [Clone | [Delele Showing 1to 2 of 2 Previous | Next
[] | Name & Cluster Machine State Health Listen Port

[ | Adminserver{admin) idmhost1.us.orade.com RUNNING ¥ 0K 15001

[ | wis_odst cluster_ods idmhost1.us.oradle.com RUNNING 0K 15003

New| [Clone| [Delele

Showing 1to 2 of 2 Previous | Next

* Click Lock & Edit and navigate to AdminServer > Configuration tab > General

tab. Update the Listen Address to idmhost1.

ORACLE weblogic Server® Administration Console

Change Center
View changes and restarts
Mo pending changes exist. Click the Release
Configuration butten te allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
IDMDomain
~Environment
-Deployments
~Services
~Security Realms
~Interoperability
~Diagnostics

How do I... =]

« Configure default network connections
« Create and configure machines

« Configure clusters

+ Start and stop servers

« Configure WLDF diagnostic volume

System Status =]

Health of Running Servers

Eailad o)

@) Home LogOut Preferences Record Help ‘

Home »>Summary of Servers >wls_ods1
Settings for wis_ods1

Configuration = Protocols | Logging Debug = Monitoring | Control

General = Cluster Services Keystores = S5L

Health Monitoring ~ Server Start | Web Services

Save

Use this page to configure general features of this server such as default network communications,

View JNDI Tree &

Name: wils_ods1
Machine: idmhestl.us.oracle.com
Cluster: duster_ods

(] Listen Address: idmhost1_us_oracle.com

Listen Port Enabled

Listen Port: 15003

Federation Services

—/\

Welcome, weblogic ‘ Connected to: IDMDomain

Q

Deployments | Services = Security | MNotes

Deployment | Migration = Tuning = Overload

An alphanumeric name for this server
instance. More Info...

The WebLogic Server host computer (machine) on
wihich this server is meant to run. More Info...

The duster, or group of WebLogic Server
instances, to which this server belongs.
Info...

More

The IP address or DNS name this server uses to
listen for incoming connections. More Info...

Spedifies whether this server can be reached
through the default plain-text (non-SSL) listen
port. More Info...

The default TCP port that this server uses to listen
for regular (non-55L) incoming connections. More
Info...

= Navigate to SSL tab > Advanced section. Select None in the Hostname
Verification field.
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ORACLE Weblogie Server® Administaton consle B ot
Change Center @ Home Log Out Preferences [ Record Help Q Welcome, mhlngi(| Connected to: IDMDomain
View changes and restarts Home > Summary of Servers >AdminServer
Mo pending changes exist. Click the Release Settings for AdminServer
Configuration button to allow others to edit the
domain. Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
Lock & Edit
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring
Release Configuration
Server Start | Web Services
Domain Structure =
IDMDomain
e ~
This page lets you view and define various Secure Sockets Layer (55L) settings for this server instance. These settings help you to manage the
security of message transmissions.
Identity and Trust  Keystores Change Indicates where S5 should find the server's identity
Locations: — (certificate and private key) as well as the server's trust
(trusted CAs). More Info...
i Identity
" Startup and Shutdonn Classes Private Key from Demo Identity Keystore The keystore attribute that defines the location of the
~-Deployments Location: private key file. More Info...
B-Services N
—Sequrity Realms, Private Key Alias: Demoldentity The keystore attribute that defines the string alias used
P = %ﬁfzmre and retrieve the server's private key. More
« Configure identity and trust
Private Key eeteeeneennsenennt The keystore attribute that defines the passphrase used
+ Setup SSL Passphrase: to ve the server's private key. More Info...
+ Verify host name verification is enabled
+ Configure a custom host name verffier Certificate Location: from Demo Identity Keystore The keystore attribute that defines the location of the
trusted certificate. More Info...
+ Configure two-way SSL
Trust
System Status a Trusted Certificate  from Demo Trust Keystore and Java Standard Trust Keystore  The keystore attribute that defines the location of the
Authorities: certificate authorities. More Info...
Health of Running Servers
+ Advanced
[ Failed (0)
[ Critical (0) (] Hostname None Specifies er to ignore the installed implementation
overloaded (0) Verification: of .55L HostnameVerifier interface
(when this server is acting a a client to another
[ ‘Waming (0) application server). More Info... v
I Ok (7)

= C(Click Save and Activate Changes.
= Perform the same steps as for wls_ods1.
= Restart to complete the IDMDomain.

Configuring IDM on idmhost2

Perform the following steps to configure IDM on idmhost2 only.

= Set the following variables by exporting them before running the domain
configuration setup script :

— JAVA_HOME
— PATH
—  DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>

= Navigate to the (WLS_IDM_HOME)/Oracle_IDM1 /bin:

Example:
$ cd /u00/webadmin/products/wls_idm/Oracle_IDM1/bin

*  Run the following command to start the WLS Configuration Wizard:

Example:
$ ./config.sh

= The Welcome window opens. Click Next.
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© Oracle Identity Management Installation - Step 1 of 12 - | Ellll

Welcome ORACLE 11
( FUSION MIDDLEWARE

Welcome

Lonfigure Ports Click Help at any time for context-sensitive help.

Specify OID Details

@
T
| L . ‘Welcome to Oracle Fusion Middleware 11g Oracle ldentity Management
Use Existing D R - g
Ay =EESXISURG Comann Installer version 11.1.1.9.0. This installer can be used to install a new
+ Specify Installation Locat | DM Oracle Home or to update an existing IDM Oracle Home.
|
¥ Security Updates For additional information and installation instructions, please refer to
| ) the Oracie Fusion Middieware Instaliation Guide for Oracle identity
LJ Configure Components Management and the Gracle Fusion Middieware Patching Guide.
|
T
T

Click Mext to begin the installation.
P Select Oracle Identitv Fec

|
¥ Specify Oracle |dentity Fe

| .
¥ Installation Summary Copyright (c) 1999, 2015, Oracle and/or its affiliates. All rights reserved.

Configuration Progress

|
T
|

Installation Complete

I |Elapsed Time: O0m 31s

= The Select Domain window opens. Enter in the following and click Next.
— Select Expand Cluster option
— Enter in idmhost1 (idmhostl is the master node in the cluster.)
— User Name and Password for your WLS administrative user from idmhost1.
© Oracle Identity Management Installation - Step 2 of 9 — |EI|5|
. ORACLE
Select Domain 11
( FUSION MIDDLEWARE
Wel
T — (7) Create Mew Domain
o Expand Cluster () Extend Existing Domain
+ Specify Installation Locat | (&) Expand Cluster
+ Security Updates
| ] Host Name: |idmhost1.us.orac|e.com |
A Configure Components
+ Configure Ports Port: |l5001 |
+ Installation Summary
1 : . User Name: |web|ogic |
T Configuration Progress
l Installation Complete User Passwaord: ARRCEEEL |
() Configure Without A Domain
[« [ T»]
I |Elapsed Time: 4m 11s

=  The Specify Installation Location window opens. Update the following from the
default values provided and click Next.

— Oracle Instance Location: /u00/webadmin/products/wls_idm/oidinst_2

—  Oracle Instance Name: oidinst_2.
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O Oracle Identity Management Installation - Step 3 of 9 - | EI|5|

Specify Installation Location ORACLE 11

( FUSION MIDDLEWARE

¥ Welcome

/,.:_,\ Expand Cluster

\;; Specify Installation Lo
x.;) Security Updates

|
M Configure Components

faductsfwls_idmfwlsen.rer_l0. 3“ Browsg ]

+ Configure Ports Weblogic Server Directory:

¢ Installation Summary

Oracle Instance Location: %in!products!wls_idm!oidinst_2” Browse ]

Configuration Progress

I
T
|

~ Installation Complete Cracle Instance Name: |0Id|nst_2 |

The Oracle Instance name may only contain alphanumeric and underscore
(_) characters, it must begin with an alphabetic {a-z or A-Z) character, and
must be from 4 to 30 characters in length.

I |Elapsed Time: 9m 46s

= The Specify Security Updates window opens. Uncheck the Checkbox and click

Next.
O Oracle Identity Management Installation - Step 4 of 9 (o]
Specify Security Updates ORACLE 11
( FUSION MIDDLEWARE
¥ Welcome

i Provide your email address to be informed of security issues. install the
P Expand Cluster product

| and initiate configuration manager. View details.
¥ Specify Installation Locat

\i' Security Updates Email:
} Easier for you if vou use your My
)ﬁ Configure Components Oracle Support email
| X addressf/username.
¥ Configurs Ports
bd Installation Summary [1) wish to receive security updates via My Oracle Support.

|
T Configuration Progress
|

- Installation Complete

I [Elapsed Time: 10m &s

* The following warning displays if an email address was not provided. Click Yes.
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O My Oracle Support Username/Email Address Not Specifie x|

You hawve not provided an email address.

.
e Do wou wish to remain uninformed of critical security issues
in vour configuration?

L Yes |[ Mo |

* The Configure Components window opens. Select the following items and click
Next.

— Oracle Interne Directory
— Oracle Directory Service Manager

© Oracle Identity Management Installation - Step 5 of 9 - I EII ﬂ

ORACLE’ 11

Configure Components
. FUSION MIDDLEWARE
I‘\

Welcome
T B[] Oracle Identity Management Components

| .
A Expand Cluster B[] Oracle Directory Services Components
[oracle Internet Direct:
[] oracle virtual Directory

|
¥ Specify Installation Locat

|
¢ Security Updates
Oracle Identity Federation Components

I
Tt Configure Component:
| [] oracle HTTP Server

|
L Configure Ports
Management Components

| c
¥ InstallationtsHmmacy Lol Oracle Directory Service Manager

| -
T Configuration Progress
|

Installation Complete

| =< Back " Mext = i Cancel

| |Elapsed Time: 11m 1s

= The Configure Ports window opens.

0 Use the Radio button to select ‘Specify Ports using Configuration file’
= Copy the staticports_idm.ini

From idmhostl: /u00/webadmin/ports/
To idmhost2: /u00/webadmin/ports/

e This will make sure the configuration files are exactly the same.

Example: From command line on idmhost2

$ mkdir ports

$ scp webadmin@idmhostl:/u00/webadmin/ports/staticports_idm.ini
/u00/webadmin/ports/staticports_idm.ini

=  (Click Next.
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O Oracle Identity Management Installation - Step 6 of 11 — | Ellil

Configure Ports ORACLE 11

( FUSION MIDDLEWARE

Welcome
\r’

|
/T\ Expand Cluster
¢ Specify Installation Locat

I () Auto Port Configuration
¥ Security Updates

|
A Configure Components -
1 (#) Specify Ports using Configuration file
] Configure Ports

).;,\ Specify Schema Databas File name: |UUfwebadmim’portsf’staticpor‘ts_idm.ini| [ Browse

Create Oracle Internet Di view/Edit File

|
T
¥ Installation Summary
|

T

|

Configuration Progress

Installation Complete

This information must be provided in a file with the same format as
staticports.ini, you can either edit this file and supply vour custom port
numbers, or create a new file altogether. The installer will assign the
ports which are provided in this file. Any port which is not provided will be
| | computed and assigned automatically.

4

T

| |Elapsed Time: 18m 6s

The Specify Schema Database window opens.
— Select the Use Existing Schema Connect String
— For RAC database use the connection string similar to below:

Example:
dbhostl1:1521:00lrc041™dbhost2:1521:00lrc042@idmservicename

— Enter in the ODS schema password. (NOTE: This was created during steps
for configuring idmhost1)

—  Click Next.
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© Oracle 1dentity Management Installation - Step 7 of 11 = =10] %]

Specify Schema ORACLE 11g
Database FUSION MIDDLEWARE
¥ Welcame
] u Use Existing Schema
A Expand Cluster | Cennect String dbhost2 1521 00lrcd4 2@idmsenvicename
.Ir Specify Installation Locat
] Format For & single host mstance
¢ Security Updates A —
I Ferrnak: For Feal Apphcateon Chuster Database
A Coﬂﬁgure C mpansnts it 1-portl 1% hastramies
WIr Conl e Purte port 2 irstand ename2 (B sericensme
,u Specify Schema Datab
@ Create Oracle internet Di | Enmsntord vevnnd]
.:_, Installation Summans

configuration Pragrass o) Create Sehema

_ﬂe_ln_| | =Back i Hext = I | Cancet

| [Elapsed Time: 23m 465

= A warning window opens. Click Yes.

x

The QDS schema chosen is already being used by an existing QID.
Hence, the new OID being configured would reuse the same
schema. Choose YES to continue or NO to choose a different ODS
schema.

* A confirmation window opens. Click OK.
CEEE—— x|

. Please ensure that the system time on this Identity

]__/ Management Node is synchronized with the time on other
Identity Management Nodes that are part of this Oracle
Application Server Cluster (Identity Management) configuration.
Failure to ensure this may result in unwanted instance
failovers, inconsistent operational attributes in directory
entries and potential inconsistent behaviour of password state
policies.

*  The Specify OID Administrator Password window opens. Set the password for
the OID superuser (cn=orcladmin) and click Next.
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© Oracle Identity Management Installation - Step 8 of 11 - | EI|5|

S pecify OID Administrator

Password o 11

( FUSION MIDDLEWARE

¥ Welcome

|
A Expand Cluster

+ Specify Installation Locat
|

Security Updates
\ll

|
A Configure Components

+ Configure Ports QID Administrator Password: |""""-

|
/T\ Specify Schema Databas
-\?_»- Specify OID Administrz
|
¢ Installation Summary

Configuration Progress

Installation Complete

[«

I [Elapsed Time: 30m 31s

The Installation Summary window opens. Click Configure.

© Oracle Identity Management Installation - Step 9 of 11 - | Ellll

ORACLE’ 11g

( FUSION MIDDLEWARE

Installation Summary

¥ Welcome = Type: Configure Only

| .
Location
Expand Cluster
A Expand Cluster

Oracle Middleware Home Location: /scratch/u00/webadmin/produc
racle Home Location: /scratch/ul0/webadmin/products/wls_idm/
racle Instance Location: /scratchjul0/webadmin/products/wls_id
racle Instance Name: oidinst_2

E| .Appllcatlons Selected For Configuration

racle Internet Directory

|
¥ Specify Installation Locat
+ Security Updates

|
A Configure Components

|
¥ Configure Ports

/\:,\ Specify Schema Databas racle Directory Service Manager

¢ Specify OID Administrato

T
@ Installation S vy

I q
T
|

Configuration Progress

Save Response File:

Installation Complete

To change this configuration before installing, select the topic vou want to
change in the pane on the left.

To install this configuration, select Configure.

[ Configure ][ Cancel ]

I |Elapsed Time: 31m 1s

The Configuration Progress window opens. (This will take between 15 and 45
minutes to finish running.) Click Next when the button becomes enabled.
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© Oracle Identity Management Installation - Step 10 of 11 - | Ellll

ORACLE’ 11g

Configuration Progress
( FUSION MIDDLEWARE

l Welcome Configuration Tools
P Expand Cluster Name | Status |
; Specify Installation Locat ootstrap Domain Configuration 100%
| Sy IS -Create ASInstance L
l -Create Enterprise Manager Agent o
/l\ Configure Components onfigure Oracle Identity Management Componer 100%
T Configure Ports -Create Oracle Internet Directory LY
/;\ Specify Schema Databas -Start Oracle Internet Directory (4
E| Expand Cluster Configuration 100%

Specify OID Administrato

Installation Summary

Configuration Log Location:

|

T

|

|
) Configuration Progres
} uld/oralnventory/logs/install2016-04-01_08-40-23AM.log
L

Installation Complete

[+ Bootstrap Domain Configuration
-+ Configure Oracle Identity Management Components
-+ Expand Cluster Configuration

[«]

I |Elapsed Time: 36m 6s

=  The Installation Complete window opens.

— Optionally save the Installation Summary for reference to Application URL’s
and installation specific information. The output from the installation
summary should look like sample in Appendix III - Oracle Internet directory
installation summary.

—  Click Finish

© Oracle Identity Management Installation - Step 11 of 11 = IDIﬂ
. ORACLE’
Installation Complete 11g

( FUSION MIDDLEWARE

Welcome Et-Type: Configure Only
~~Middleware Home Location : /scratch/ut0/webadmin/products/wls_|

[»

T
I
A Expand Cluster
~-Qracle Instance Location : /scratch/ud0/webadmin/products/wls_id

Specify Installation Locat

|

] Oracle Instance : oidinst_2

T Security Updates ~-Domain Option : Expand Cluster
/;\ e R -----Ecma!n Host.Name. idmhostl.us. oracle.com

i ~~Domain Port: 15001

T Configure Ports --Weblogic Console : http://idmhost1 .us.oracle.com:15001/console | |
/;\ Specify Schema Databas -Weblogic User Name : weblogic

~~Automatic Port Detection : false

Specify 0ID Administrato

|
] -I-Enterprise Manager Agent L
T Installation Summary i fehttnfimenNfada e aracl G162 armdlmain | |L
3
|
T Configuration Progress
T
w Installation Complete
Oracle Fusion Middleware 11g IDM configured successfully
[« | ]

I |E|apsed Time: 36m 31s

= The installation is complete.
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Node Manager Configuration for OID on idmhost1 and idmhost2

Server instances in a WebLogic Server production environment are often distributed
across multiple domains, machines, and geographic locations. Node Manager is a
WebLogic Server utility that enables you to start, shut down, and restart Administration
Server and Managed Server instances from a remote location.

A Node Manager process is not associated with a specific WebLogic domain but with a
machine. You can use the same Node Manager process to control server instances in any
WebLogic Server domain, as long as the server instances reside on the same machine as
the Node Manager process. Node Manager must run on each computer that hosts
WebLogic Server instances—whether Administration Server or Managed Server—that
you want to control with Node Manager.

Perform the following steps configure the nodemanager on both idmhostl and idmhost2:

e First start the nodemanager on idmhost2 using the startNodeManager.sh
script (Located at: <IDM_WEBLOGIC_HOME> /wlserver_10.3/server/bin)

so that it creates the nodemanager.properties file in the following location:
<IDM_WEBLOGIC_HOME>/wlserver_10.3/common/nodemanager

NOTE: This step is not needed for idmhost1 since it should
already have been started automatically during the OID
configuration process.

e On both idmhostl and idmhost2 perform the following steps:
— Stop the nodemanager if already running by checking the port.

Example:

$ netstat -nap | grep 5560

(Not all processes could be identified, non-owned process info will not
be shown, you would have to be root to see it all.)

tcp 0 0 0.0.0.0:5560 0.0.0.0:* LISTEN 16120/java

$ kill -9 16120

— Navigate to
<IDM_WEBLOGIC_HOME->/wlserver_10.3/common/nodemanager.

— Make a backup of the nodemanager.properties
Example:
$ cp -rp nodemanager .properties nodemanager .properties_ORIG

— Update the values as per Appendix III - Node manager setting for
IDM_WEBLOGIC_HOME.

— Restart the nodemanager using the startNodeManager.sh script located at:
<IDM_WEBLOGIC_HOME>/wlserver_10.3/server/bin

Example:
$ nohup ./startNodeManager.-sh &

Verification — OID on idmhost2 is Registered with Enterprise Manager

This section describes how to validate that OID on idmhost2 is registered with EM on
idmhost1.

* Log onto the Enterprise Manager for OID on idmhost1:
(http:/ /idmhost1.us.oracle.com:15001/em)

= In the navigation Pane on the left hand side of window navigate — click on
Identity and Access
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= Validate that oid1 and 0id2 are listed.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup ~ Help~ Log Out

B Fam ~
=14 Farm_IDMDomain ® Logged in as weblogic
7 (¥ Farm_IDMDomain Page Refreshed Apr 1, 2016 11:31:52 am pOT 12
L= 3 Application Deployments
> [ WebLogic Domain
oS SO ~| Deployments ~| Fusion Middlewa i
[ Tdentity and Access == @ g s A
oid1
oid2
Hup (12) Wup (5)
Name | status |Target | ~— ‘ Status |Host P Us
7 [ Application Deployments
1> [ Interal Applications ¥ (@@ WebLogic Damain
@, AsConfigManagement G Adminserver 7 £ 1oMDomain
v 8 odsm(11.1.1.2.0) & duster ods 5] Adminserver {}  msp0Oacz.us.oracl '
4 @ odsm(11.1.1.2.0) 4 wis_ods1 v i duster_ods @
@) odsm(11.1.1.2.0) & wisod &5l wis_ods1 {}  mspdlacz.us.oracl... ‘
&l wis_ods2 {}  msp0lada.us.orad '
7 [ Identity and Access
[ oidz {}  mspOUacz.us.oracl (
[ oid2 {}  mspO0ada.us.orad (
< >
~| Farm Resource Center o
Before You Begin
(@ Introduction to Oracle Fusion Middleware
ing Key Orade Fusion Mi Farm Concepts

@ overview of Orade Fusion Middleware Administration Tools
Typical Administration Tasks.

@ (Getting Started Using Oracle Enterprise Manager Fusion
Viddleware Control v

() navinatina Within Fusion Middleware Contral

Verification - Installation of ODSM

This section describes how to validate that ODSM was installed correctly.
Run the validation steps for the following URLS:
http:/ /idmhost1.us.oracle.com:15003 /odsm /faces/odsm.jspx

http:/ /idmhost2.us.oracle.com:15003 /odsm /faces/odsm.jspx
http:/ /idmhost-vip.us.oracle.com:15003 /odsm/faces/odsm.jspx

After Launching the ODSM application URL - Create connection and Log onto
ODSM.

New Connection

Fill in the connection information below.

* Directory Type @ 0100 ovD
Name 15.0 HA Case Study
*Server idmhostl
=Pport 3060
55L Enabled []
= User Name  cn=orcladmin
*password wessesers

Oracle Internet Directory Start Page Home

Copyright © 2009, 2015, Oradle andjor its affiliates. Al rights reserved.

o Gl
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= If the connection and logon are successful the following window will be
displayed.

Directory Services Manager B8 01D - 15.0 HA Case Study EJ Helpv  Accessibility Mode v Reset 5

2 Home | TR Data Browser | &4 Schema | @ Security | &3 Advanced

Version Information R g
ODSM 11.1.1.9.0 OID 11.1.1.90 DB 12.1.0.2.0 o AC Le
Internet Directory

0ID Statistics ot}

UpSince NjA  LDAP Change Log Entries 433
Data Browser

LDAP 4 Replication Agreements 0
Connections Average Operational 0 millseconds =
#0ID Processes 1 Latency ==
Number of 464 Debug Enabled 0

Entries o
S
Navigation Tabs

Identity Storage

bl Data Browser
T8 Navigate the LDAP directory using the browse tree. Create and modiy e
LDAP entries Schema rity
Schema v
S MTnagE attributes, object dasses, syntaxes, matching rules and content
rules

% Security
Manage access controls, password policies and password verification

=

Advanced

Manage or viaw the change log, garbage collection, attribute
uniqueness, server chaining and Plug-ins.
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Seed OID with Retail Specific Entries

This section describes the SEED OID with data for the applications using ldif scripts.

Most of the applications that are being installed contain 1dif scripts as a part of their
distribution. Several of the applications are packaged with the same set of 1dif scripts and
the OBIEE ldif scripts are not packaged with any of the applications. Before getting
started with seeding OID — perform the following tasks to get the appropriate 1dif scripts
downloaded to a common staing directory on idmhost1.

Create a staging directories for the 1dif scripts on idmhost1 using the following as
an example.

$ mkdir -p /u00/webadmin/media/Zldif_scripts/15.0/rpm_Idifs

$ mkdir -p /u00/webadmin/media/lIdif_scripts/15.0/obiee_ldifs

$ mkdir -p /u00/webadmin/media/ldif_scripts/15.0/enterprise_ldifs

$ mkdir -p /u00/webadmin/media/Idif_scripts/15.0/sim_Idifs

From the RPM application distribution
(rpml5application.zip/rpm/application/rpm/1dif /) copy the 1dif scripts to the
following location on idmhost1:
/u00/webadmin/media/ldif_scripts/15.0/rpm_Idifs

From the SIM application distribution (sim15-
application.zip/sim/application/sim15/ldap/sim-ldap.zip/) copy the ldif
scripts to the following location on idmhost1:
/u00/webadmin/media/Idif_scripts/15.0/sim_Idifs

NOTE: There are multiple sets of files with same name — they
are similar subsets for designed for different types of SIM
users. Pick one set or combine them as desired. Make sure to
get at leas one of each.

From the REIM application distribution

(reim15application.zip /reim/application/reim/ldif /) copy the 1dif scripts to the
following location on idmhost1:
/u00/webadmin/media/Idif_scripts/15.0/enterprise_ldifs

For the creation of object classes prerequisite - use the sample 1dif text in
Appendix VII - LDIF Files — under the objectclasses_ldifs section to create 1dif
files with the names as they appear in the appendix. Once created place them in
the following location on idmhost1:

/u00/webadmin/media/ldif_scripts/15.0/ obiee_ldifs

NOTE: 1dif files are are text files with an extension of .1dif

For OBIEE use the sample 1dif text in Appendix VII — LDIF Files — under the
obiee_ldifs section to create 1dif files with the names as they appear in the
appendix. Once created place them in the following location on idmhost1:
/u00/webadmin/media/IdiT_scripts/15.0/obiee_ldifs

NOTE: 1dif files are are text files with an extension of .1dif
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= For the user ID retail.user that is used as a common user for a number off
applications in this document - Use the sample Idif text in Appendix VII - LDIF
Files — under the retail.user_ldifs section to create 1dif files with the names as
they appear in the appendix. Once created place them in the following location
on idmhost1:
/u00/webadmin/media/ldif_scripts/15.0/sim_Idifs

NOTE: 1dif files are are text files with an extension of .1dif

=  When finished validate that the Idif files exist in the directories as intended by
checking them against the examples below. It is important that this is done
correctly so that the file structure is in alignment with examples provided in the
next set of steps to run the 1dif scripts that seed OID.
rpm_ldifs:
$ Is /u00/webadmin/media/IdiT_scripts/15.0/rpm_Idifs

RPM_Group. Idif
RPM_Users. Idif

obiee_ldifs:

$ Is /u00/webadmin/media/IdiT_scripts/15.0/obiee_ldifs
retailuser_objectclasses._Ildif

OBIEE_SSO_groups. Idif

OBIEE_SSO Users.Idif

enterprise_ldifs:

$ Is /u00/webadmin/media/ldif_scripts/15.0/enterprise_ldifs
RGBU-oid-create-groups. Idif
RGBU-oid-create-users. Idif
RGBU-oid-delete-groups. Idif
RGBU-oid-delete-users. Idif

sim_l1difs:

$ Is /u00/webadmin/media/ldif_scripts/15.0/sim_ldifs
retail .user_Idif

sim_add_company. Idif

sim_add_containers.Ildif

sim_data _groups. ldif

sim data roles.Idif

sim_data_stores.Ildif

sim_data user_groups. ldif

sim_data_users.Idif

sim data users roles.Idif

sim_objectclasses. Idif

On idmhost1 perform the following steps to seed OID using the Idif scripts:
= Set environment variables

Example:

export oid_host=idmhostl

export oid_port=3060

export oid_pwd=<password>

export ORACLE_HOME=/u00/webadmin/products/wls_idm/Oracle_I1DM1
export PATH=$0RACLE_HOME/bin:$PATH

=  Run the rpm_ldif scripts that will seed OID with the objects required for RPM by
running the commands below.

NOTE: Running RPM scripts first because they contain the
creation of the retailUser object class which is a pre-requisite
to running subsequent Idif scripts
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$ ldapadd -o
/u00/webadmin/media/Idif_scripts/15.0/rpm_ldifs/RPM_Group_error -v -c -h
idmhostl.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -
/u00/webadmin/media/Zldif_scripts/15.0/rpm_Idifs/RPM_Group. Idif

$ ldapadd -o /u00/webadmin/media/Idif_scripts/15.0/rpm_ldifs/RPM Users_error -v -c -h
idmhostl._us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Zldif_scripts/15.0/rpm_ldifs/RPM_Users.Idif

Run the obiee_ldifs scripts that will seed OID with the objects required for
Operational Insights (analytics) by running the commands below.

$ ldapadd -o
/u00/webadmin/media/Zldif_scripts/15.0/obiee_ldifs/retailuser_objectclasses
_error -v -c -h idmhostl.us.oracle.com -p 3060 -w oraclelOg -D
cn=orcladmin -f
/u00/webadmin/media/ZIdif_scripts/15.0/obiee_ldifs/retailuser_objectclasses
Idif

$ ldapadd -o

/u00/webadmin/media/Idif_scripts/15.0/obiee_ldifs/OBIEE_SSO_groups_error. |
dif -v -c¢c -h mspOOacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -
 /u00/webadmin/media/Zldif_scripts/15.0/obiee_ldifs/OBIEE_SSO groups. Idif

$ ldapadd -o

/u00/webadmin/media/Zldif_scripts/15.0/obiee_ldifs/OBIEE_SSO Users_error.ld
if -v -c -h msp0Oacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -
/u00/webadmin/media/Idif_scripts/15.0/obiee_ldifs/OBIEE_SSO_Users.Idif

Run the enterprise_ldifs scripts that will seed OID with the objects required for
application users and groups by running the commands below.

$ Idapadd -o /u00/webadmin/media/Zldif_scripts/15.0/enterprise_ldifs/RGBU-
oid-create-groups_error -v -c -h mspOOacz.us.oracle.com -p 3060 -w
oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/ZIdif_scripts/15.0/enterprise_ldifs/RGBU-oid-create-
groups.Idif

$ ldapadd -o /u00/webadmin/media/ldif_scripts/15.0/enterprise_ldifs/RGBU-
oid-create-users_error -v -c¢ -h mspOOacz.us.oracle.com -p 3060 -w
oraclelOg -D cn=orcladmin -F
/u00/webadmin/media/IdiT_scripts/15.0/enterprise_ldifs/RGBU-oid-create-
users._Ildif

Run the enterprise_ldifs scripts that will seed OID with the objects required for
the SIM application by running the commands below.

$ ldapadd -o
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_objectclasses error -v

-c -h mspO0acz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_objectclasses.ldif

$ ldapadd -o

/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_add _company_error -v -
¢ -h msp00acz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_add_company. Idif

$ ldapadd -o
/u00/webadmin/media/ZIdif_scripts/15.0/sim_ldifs/sim_add_containers_error -
v -c -h msp00acz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -F
/u00/webadmin/media/Idif_scripts/15.0/sim_Idifs/sim_add_containers. ldif
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$ ldapadd -o

/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_data _groups_error -v -c -h
msp00acz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim _data groups.ldif

$ Idapadd -o /u00/webadmin/media/ZIdif_scripts/15.0/sim_ldifs/sim data_roles error -v -c -
h mspOOacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/mediaZldif_scripts/15.0/sim_ldifs/sim _data roles. ldif

$ Idapadd -o /u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim data_stores_error -v -c
-h mspOOacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim data_stores.ldif

$ Idapadd -0 /u00/webadmin/mediaZldif _scripts/15.0/sim_ldifs/sim_data user_groups_error -
v —-Cc -h mspOOacz.us.oracle.com -p 3060 -w oraclel0g -D cn=orcladmin -f
/u00/webadmin/media/ldif_scripts/15.0/sim_ldifs/sim _data_user_groups. Idif

$ Idapadd -o /u00/webadmin/media/ldif _scripts/15.0/sim_ldifs/sim data users error -v -c -
h mspOOacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim data users.Idif

$ Idapadd -o /u00/webadmin/media/ldif _scripts/15.0/sim_ldifs/retail .user_error -v -c -h
msp00acz.us.oracle.com -p 3060 -w oraclel0g -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/retail _user.Idif

$ Idapadd -o /u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim_data user_roles error -v

-c -h mspOOacz.us.oracle.com -p 3060 -w oraclelOg -D cn=orcladmin -f
/u00/webadmin/media/Idif_scripts/15.0/sim_ldifs/sim data user_roles._Idif
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Installing Oracle Access Manager

This chapter describes the steps to install the Oracle Access Manager.
The following hosts will have OAM 11.1.2.3 installed on them:
* idmhostl.us.oracle.com

=  jdmhost2.us.oracle.com

Install WebLogic Server 10.3.6 on idmhost1 and idmhost2

Perform the following steps to install a WebLogic 10.3.6 server on idmhost1 and
idmhost2:

= Download software installation for WebLogic and place it in an installation
staging directory (<INSTALL_DIR>/WLS_10.3.6) on the Linux host.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH

$ export DISPLAY=<pc_ip_address:0.0>

= Run the following commands to run the installer:

Example:
$ cd <INSTALL DIR>/WLS 10.3.6
$ java —-jar ./wlsl1l036_generic.jar

= The Welcome window of the WebLogic 10.3.6 Installer displays. Click Next.

[Bf oracle Installer - WebLogic 10.3.6.0 B =] 3
Welcome
This installer will gquide wou through the installation of ORACLE

Weblogic 10.3.6.0

Instructions

Click the Mext button to proceed to the next screen. If wou
want to change entries in a previous screen, click the
Previous button. vou may quit the installer at any time by
clicking the Exit button.

ORACLE
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= The Choose Middleware Home Directory window opens. Enter the location for
the OAM WEBLOGIC_HOME directory to be created in and click Next.

[& oracle Installer - WebLogic 10.3.6.0 B [ 4

Choose Middleware Home Directory

Specify the Middleware Home where you wish to install ORACLE
‘Weblogic 10.3.6.0.

r Middleware Home Twvpe ———————  |runo/webadmin/productsswls_idm
(1 Use an existing Middleware Home

(® Create a new Middleware Horme

- Middleware Horme Directory

| fuDOfwebadminsproductssuls_iam| |

|§rowse...| | Reset |

*  The Email Registration window opens. Make sure the check box is selected, and

click Next.
i
Register for Security Updates
Provide wour ernail address for security updates and oRrRACLE

to initiate configuration manager.

Email:

Use My Oracle Support email addressfusername

] | wish to receive security updates wia My Oracle Support

Support Password:

* Confirm the following 2 prompts by clicking Yes.
x

f You have not provided an email address.

Do you wish to remain uninformed of critical security
issues in wour configuration?
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x

i Do wou wish to bypass initiation of the configuration manager and
rernain uninformed of critical security issues in wour configuration?

= The Connection Failed warning window opens. Click Continue.

[&% connection failed x|

If necessary, specify proxy server information. Otherwise click Cancel
and check your netwark connection.

Proxy Server:

Proxy Port:

Pro=y Username:

Proxy Password:
If this machine has no internet connection, select the checkbax below
and click Continue.

I wish to remain uninformed of security issues in my
configuration or this machine has no Internet access.

| Cancel || Continue I

= The Choose Install Type window opens. Select Typical and click Next.
I

Choose Install Type
ORACLE

Select the type of installation you wish to perform.

@ Typical
@ Install the fallowing productis) and component(s):

& Wwehlogic Server
@ Oracle Coherence

O Custom

@’ Choose software products and components to install and perform
S optional configuration.

= The JDK Selection window opens. By default, it will select the JDK in your
JAVA_HOME setting. Ensure the JAVA_HOME points to JDK 1.7.0+ and click

Next.

Installing Oracle Access Manager 3



Install WebLogic Server 10.3.6 on idmhost1 and idmhost2

[Bf oracle Installer - WebLogic 10.3.6.0 o i |

JDK Selection
ORACLE

|DKig) chosen will be installed. Defaults will
be used in script string-substitution if installed.

" Discard Changes

Bundled |DK: | | Approximate installed sizet

Highlighted itern:
All selected bundled JDK's: 0.0 KB
Total of all selected items: 690.2 MB

*Installer requires free disk
approximately 2x this total

Local |DE:
Oracle 1.7.0_85 [fscratch/ul0fwebadmin/products/jdk_java)

= The Choose Product Installation Directories window opens. Keep the defaults.
Click Next.

[& oracle Installer - Weblogic 10.3.6.0 i ] e

Choose Product Installation Directories
Pravide the directories where you wish to install ORACLE
weblLogic 10.3.6.0.

7 Discard Changes

Middleware Home Directory

fecratchfu00fwebadmin/productsfwls_iam

Product Installation Directories
The Product Home might contain shared utilities and any products or components for which
unique directories are not set.

Weblogic Server:

| fscratchfu00mmebadminfproductsfwls_iamfwlserver_10.3

|| Browse... |

Oracle Coherence:
| sscratchyu00/mebadmin/products/wls_iamfcoherence_3.7

|| EBrowse. .. |

=  The Installation Summary window opens. Click Next. The product install begins.
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[E oracle Installer - WeblLogic 10.3.6.0 =100 x|
Installation Summary
The following Products and JDKs will be installed. ORACLE
| WeblLagic Server Description
D Care Application Server Implements JEE technologies, Web services, and other
D Administration Consaole leading Internet standards, to provide a reliable

framework for highly available, scalable, and secure

D Configuration Wizard and Upgrade i
applications.

[ web 2.0 HTTP Pub-Sub Server
[ webLogic sca
D WweblLogic IDEC Drivers
[ Third Party IDEC Drivers
D weblogic Server Clients
D Weblogic Web Server Plugins
D UDDl and ¥query Support
D Evaluation Database
] Oracle Coherence

D Coherence Product Files Approximate Installed Size
Highlighted itern: 593.9 ME
[ E Total of all selected items: 690.3 MB

=  Once finished, the Installation Complete window opens. Un-check the Run
Quickstart check box and click Done.

[B Oracle Installer - WebLogic 10.3.6.0 _ =) x|
Installation Complete
Click the Done button to exit the installer. ORACLE

 Message
Congratulations! Installation is complete.

[1Run Quickstart

(][ oo |

* The installation is complete.

Install Oracle Access Manager Software on idmhost1 and idmhost2

Perform the following steps to install Oracle Access Manager (OAM) 11.1.2.3 on
idmhost1 and idmhost2:

= Download software installation for OAM 1.1.2.3 and place it in an installation
staging directory on the Linux host and extract the contents of the zip files.
<INSTALL_DIR>/OAM_11.1.2.3.
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=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:
$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA_HOME/bin:$PATH
$ export DISPLAY=<pc_ip_address:0.0>
= Run the following commands to run the installer:
$ cd <INSTALL_DIR>/0AM_11.1.2.3/Diskl
$ _/runinstaller
* The installer prompts a request for the JAVA_HOME - enter in the
JAVA_HOME and press enter.

$ Please specify JRE/JDK location ( Ex. /home/jre ),
<location>/bin/java should exist :/u00/webadmin/products/jdk_java

= The Welcome window opens. Click Next.

O Oracle Identity and Access Management Installation - Step 1 of 7 - |EI|1|
ORACLE’
Welcome
FUSIDN MIDDLEWARE
\T' Welcome
| ‘Welcome to the Oracle Fusion Middleware 11g Oracle Identity -
Install Software Updates X f— —
¥ and Access Management Installer version 11.1.2.3.0. This
| Prerequisite Checks installer can be used to install a new OIM Oracle Home, or to
T patch an existing OIM Oracle Home.
¥ Installation Location
| . If you are installing a new Oracle home:
¥ Installation Summary * Make sure you have installed a supported version of
I Installation Progre Oracle WeblLogic Server 11g or IBM WebSphere.
7 nstallation Frogress * If the products wou are installing require database
L Installation Complete schemas, make sure vou have created these schemas in vour
B o database.
For more information, see the Oracle Fusion Middleware |
Instaliation Planning Guide.
[P U I S (L [ . T [y ) i U N i

Copyright (c) 2000, 2015, Oracle and/or its affiliates. All rights reserved.

[ D]

| Next = | | Cancel |

| |Elapsed Time: 0m 9s

=  The Install Software Updates window opens. Select the ‘Skip Software Updates’
option and, click Next.
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Install Oracle Access Manager Software on idmhost1 and idmhost2

© Oracle Identity and Access Management Installation - Step 2 of 7 - | Ellll
ORACLE’

( FUSION MIDDLEWARE 1 1

Install Software Updates

Welcome
(3)|5kip Software Updates

() search My Oracle Support for Updates

L B

| Skip Software Update:
Prerequisite Checks
Installation Location
Installation Summary

(O search Local Directory for Updates

Installation Progress

Installation Complete

[1]

[«]

I |Elapsed Time: O0m 24s

= The Prerequisite Checks window opens. Click Next.

O Oracle Identity and Access Management Installation - Step 3 of 7 - | Ellll
ORACLE

( FUSION MIDDLEWARE 1 1

Prerequisite Checks

Welcome

¥ Select...| Check | Progress | Status
+ Skip Software Updates Checking operating system cert... 100% W
.\;,. Prerequisite Checks Checking recommended operati... 100% W
+ Installation Location Checking kernel parameters 100% v
+ Installation Summary Checking Recommended glibc v... 100% s

; Installation Progress Checking physical memory _ 100% | v

|

Installation Complete

[«]

[1+]

<]

|ID

B o Checking operating system certification

+ Checking kernel parameters
+ Checking Recommended glibc version

+ Checking recommended operating system packages

-

IT| rl k. Lei k. i 1

Cancel

IEIapsed Time: 0m 445

= The Specify Installation Location window opens. Enter the following:

= QOracle Middleware Home where the OAM will be installed:
/u00/webadmin/products/wls_iam

Oracle Home Directory: Oracle_IAM1
Click Next.
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Install Oracle Access Manager Software on idmhost1 and idmhost2

© Oracle Identity and Access Management Installation - Step 4 of 7 - | Ellll

Specify Installation Location ORACLE 11

( FUSION MIDDLEWARE

Welcome

Skip Software Updates
Prerequisite Checks

(€~

Installation Location

Installation Summary

Installation Progress Oracle Middleware Home: |badmin;"products,"wls_iam[v][ Erowse

Installation Complete Oracle Home Directory: |Orac|e_IAMl| |

The Oracle home will be created under the Oracle Middleware Home
location with the given name.

[1»]

I |Elapsed Time: 4m 49s

* The Installation Summary window opens. Click Install.

© Oracle Identity and Access Management Installation - Step 5 of 7 - |E||1|
. oRALCLE
Installation Summary 4
( FUSIUN MIDDLEWARE

¥ Welcame EH-Summary Information: =
|

L] Skip Software Updates B ‘Location:

| o . -Middleware Home Location: fud0/webadmin/products/wls_iam

Prerequisite Checks |

T Prerequisite Checks -Oracle Home Location: /ul0/webadminf/products/wls_iam/Cracl

¥ Installation Location isk Space:

T | i e i .

iw) Installation Summary Requiped e n0]HE

| P Available: 330540 MB

i [ e Brrpress . Free After Install: 327940 MB .
|

_ Installation Complete E -Applications:

----- Oracle Identity Manager Server

----- Oracle Identity Manager Design Console

[«

..... Oracle Idantibe Manansr Demints Manansr

Sawve Response File:

To change this configuration before installing. select the topic vou want to
change in the pane on the left.

To install this configuration, select Install.

4

I |E|apsed Time: 5m 4s

=  The Installation Progress window opens. Click Next when installer finishes.
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Creating Database Repository for Oracle Access Manager (OAM)

© Oracle Identity and Access Management Installation - Step 6 of 7 - | Dlll
. DR’ACI_E
Installation Progress g
G FUSIDN MIDDLEWARE
I\
: Welcome L= Progress
|
: Skip Software Update 100% |
|
Prerequisite Checks Comletedis
] Install Log /ul0/oralnventory/logs/install2016-04-05_08-57-08AM.log
T Installation Location
| o Installation Successful.
T Installation Summary Starting execution of post install scripts
| -
e Installation Progres— Applyln.g Oneoff P‘.atch... X
I = Execution of post install scripts completed
1 ) ol | %
[« [ o]

| Help | | Next = | | Cancel

| |Elapsed Time: 25m 14s

* The Installation Complete window opens. Click Finish.

'O Oracle Identity and Access Management Installation - Step 7 of 7 - | m] |5|
. ORACLE’
Installation Complete 11

- FUSION MIDDLEWARE

Il
b

Welcome E--Install Software Only: |

Skip Software Updates E‘ Llocation:
H -Middleware Home Location: /ulO/webadmin/products/wls_iam
Prerequisite Checks a

-Oracle Home Location: fuddjwebadmin/products/wls_iam/Oracli
Installation Location -Application Server Type: WebLogic Server
E] Disk Space:
. i-Oracle Home Size: 2689 MB

Installation Summary

Installation Progress Awailable: 325952 MB
| Installation Complete E-Applications:
-Oracle Identity Manager Server
-Oracle |dentity Manager Design Console

Nrarle ldantite Manan Bemnte Mananer

Ere—e——a——«

[«

Save Installation Configuration: |§a\re |

Qracle Fusion Middleware 11g Identity and Access Management Suite
installed successfully.

: [[»]
| Help | | Finish ‘

| |Elapsed Time: 26m 44s

= The installation is complete.

Creating Database Repository for Oracle Access Manager (OAM)

This chapter describes the steps to create a proper schema needed for the OAM
installation. In order to run the Repository Creation Utility (RCU) - It is required to use
the database credentials for the SYS user. Perform the following steps to create a database
repository using Repository Creation Utility:
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Creating Database Repository for Oracle Access Manager (OAM)

= Download software installation for Oracle Fusion Middleware Repository
Creation Utility 11g (11.1.1.9.0) and place it in an installation staging directory on
the Linux host and extract the contents of the zip files.
<INSTALL_DIR>/RCU_11.1.1.9.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH

$ export DISPLAY=<pc_ip address:0.0>

* Run the following commands to run the installer:
$ cd <INSTALL DIR>/RCU_11.1.1.9/rcuHome/bin

$ ./rcu
= The Welcome Window opens. Click Next.
Repository Creation Utility - Welcome ;IEIEI

Welcome “@ _ORACLE q4g
FUSION MIDDLEWARE

\I_.- Welcome
|

The Repository Creation Utility enables you to create and drop component schemas that are part of

Create Reposito
)T‘ welcorme to Repository Creation Utility for Oracle Fusion Middleware
l Oracle Fusion Middleware.

[] Skip this Page Next Time

Messages:

| Help | | Next = | | Cancel |

[«

= The Create Repository window opens. Select Create, and click Next.
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Creating Database Repository for Oracle Access Manager (OAM)

Repository Creation Utility - Step 1 of 7 : Create Repository ]

Create Repository

¢

I
I3 Create Repository

|
T Database Connection Details

l
[
I
l

Welcome

Messages:

A FUSION MIDDLEWARE
(3) Create

Create and load component schemas into a database.

O prop
Remove component schemas from a database

[«

[

| < Back " Next = ‘ ‘ Cancel |

The Database Connection Details window opens. Enter the database details, and
click Next:

Host Name: dbhost-r

Port: 1521

Service Name: idmservicename
Username (must have DBA or SYSDBA privileges)

Password
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Creating Database Repository for Oracle Access Manager (OAM)

Y Repository Creation Utility - Step 2 of 7 : Database Connection Details =] 1'
Database Connection Details @ 7115'
/ FUSION MIDDLEWARE

).r\ Create Repository
Database Connection Det

I Database Type: |Orac|e Database v|
0
I

Host Name: |dbhost-r |

For RAC database, specify VIP name or one of the Node name as Host name.
For SCAN enabled RAC database, specify SCAN host as Host name

Part: [15:2 |

!
T Select Components
I
I
I

Service Name: ||dmsemcename |

Username: |sys as sysdba |
User with DEA or SYSDEA privileges. Example:sys

Password: | ........... | |
Role: |svspEA =
ane or more components may require SYSDBA role for the operation to
succeed.
Messages:

| Help | | < Back ” Next = Cancel
= RCU checks database prerequisites. Click OK.
X

Checking Global Preregquisites

«f | Initializing repository configuration metadata 00:00.510(ms)
& | Obtain properties of the specified database 00:00.101{ms)
%’ Check requirement for specified database 00:00,100(ms)
+f | Execute pre create operations 00:00.100(rms)

| |
Operation completed. Click OK to continue to next page.

Lok |

= The Select Components window opens. Select just the following items below,
and click Next.

— Select OAM for Create a new Prefix.
—  Select the following components:
a. Oracle Mobile Security Manager

NOTE: Start selection process with Identity Management
- Oracle Mobile Security Manager schema and the rest
should auto select the other required components.

Metadata Services
Audit Services

Oracle Platform security Services

® o o o

Oracle Access Manager
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Creating Database Repository for Oracle Access Manager (OAM)

g Repository Creation Utility - Step 3 of 7 : Select Components 1Ol x|

Select Components ﬂ L ACLE g
) FUSION MIDDLEWARE

A Prefix groups the components associated with one deployment.

I
AT
\L Database Connection Details (%) Create a new Prefix OAM
+ Select Components Prefix can contain only alpha-numeric characters. Prefix should
I not
T Schema Passwords start with 3 number and should not contain any special
characters.
I Component Schema Cwner
] =0 Oracle AS Repository Components =
- EEAS Common Schemas
Metadata Services OAM_MDS
¥ Audit Services OAM_IAU
OEnterprise Scheduler Service ESS
Oracle Platform Security Senvices OAM_OPSS
=[E Identity Management
L |
Ooracle Identity Federation QIF
O0racle Identity Manager QM
Oracle Access Manager OAM_OAM
¥ Oracle Mobile Security Manager 04k _OMSM
O Oracle Adaptive Access Manager OAAM
O0racle Adaptive Access ManageriPartition... | OAAM_PARTH [~

Messages

[[»
‘ Help | | < Back " Next = ‘ Cancel |

= RCU will check database prerequisites to make sure it can create the selected
components. Click OK.

E Repository Creation Utility - Checking Prereqguisites ﬂ

Checking Component Prerequisites

+f | Metadata Services 00:13.266(sec)
o | Audit Services 00:01.585(sec)
& | Oracle Platform Security Services 00:00.101(ms}
&f| Oracle Access Manager 00:00,100(ms)
«f| Oracle Mobile Security Manager 00:00.100(ms)

Operation completed. Click OK to continue to next page.

Lok |

=  The Schema Passwords window opens.
—  Select the Use same passwords for all schemas option.
— Enter the password.
— Click Next.
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Creating Database Repository for Oracle Access Manager (OAM)

E Repository Creation Utility - Step 4 of 7 : Schema Passwords | |_|

Schema Passwords ORACLE 11g
7 FUSION MIDDLEWARE

Please enter the passwords for the main and additional {auxiliary) schema users. Password can
contain alphabets, nurmbers and the following special characters: § #, _ .Password should not
start with a nurber ar a special character.

-
P!

(3) Use same passwords for all schernas

Select Components Password

Schema Passwords Confirm Password

Map Tablespaces = n .
) Use main schema passwords for auxiliary schermas

C—C——HE i —

() Specify different passwords for all schemas

Component Schema Owner Schema Password | Confirm Password

Messages:

[[»
| Help | | = Back || Mext = ‘ Cancel
= Map Tablespaces window opens. Click Next.

E Repository Creation Utility - Step 5 of 7 : Map Tablespaces 10l x|

OoORACLE
Map Tablespaces
p FUSION MIDDLEWARE

Choose tablespaces for the selected components. The default and temporary tablespaces are
l specified in the table below

To create new tablespaces or modify existing tablespaces click the 'Manage Tablespaces' button.

T
l Component Schema Owner Default Tablespace ‘Temp Tablespace
l Metadata Senices OAM_MDS #0AM_MDS *OAM IAS_TEMP
Audit Services QAM_IAU *#OAM_IAS_1AU *OAM_IAS_TEMP
b Schema Passwords Oracle Platform Sec...| OAM_OPSS #OAM_IAS_OPSS *OAM IAS TEMFP
I Oracle Access Man... |0AM_OAM #OAM_0AM *OAM_OAM_TEMP
& Map Tablespaces Oracle Mobile Secu... |OAM OMSM *OAM OMSM TS *OAM OMSM_TEMP TS

+ Surnmary

# Default tablespaces (specified in the configuration files) are to be created upon confirmation.

Manage Tablespaces

Messages:

[
| Help | | = Back " Next = ‘ | Cancel |
=  The Repository Creation Utility - Confirmation window opens. Click OK.
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Creating Database Repository for Oracle Access Manager (OAM)

E Repository Creation Utility - Confirmation x|

Any tablespaces that do not already exist in the selected
schemas will be created.

?

Click OK to create tablespaces.
Click Cancel to return to the wizard.

| [s]% || Cancel |

= The Repository Creation Utility — Creating Tablespaces window opens. Click
OK.

E Repository Creation Utility - Creating Tablespaces 5[

“alidating and Creating Tablespaces

% Check tablespace requirements for selected compon... |00:00.100(ms)
| Create tablespaces in the repository database 00:35.542(sec)

| |
Cperation completed. Click OK to continue to next page.

= The Summary window opens. Click Create.

E Repository Creation Utility - Step 6 of 7 : Summary | |5|

iy
"‘ﬂ cononiwac 11
Summary L = — ——=
p FUSION MIDDLEWARE

welcorne Database details:
Create Repository Host Name dbhost-r
Paort: 1521

Database Connection Details| Semice Msme:  idmservicename
Select Components Cunnac.tac.l As:  sys as sysdba

Select Lomponents Dperation: Create
Sl 1Poe sl Prefix for (preficable) Schema Owners:OAM

Map Tablespaces

O ———F —¢

Summary Component Scherma Owner | Tablespace Type Tablespace Mare

Metadata Services QAM_MDS Default QAM_MDS
Temp OAM_IAS_TEMP
Additional None

Audit Services OAM_IAU Default CAM_IAS 1AL
Termp OAM_IAS_TEMP
Additional None

Oracle Platform Security Services  0AM_OPSS Default QAM_IAS_OPSS
Temp OAM_IAS_TEMP
Additional None

Oracle Access Manager OAM_OAM Default OAM_OAM
Temp OAM_OAM_TEMP
Additional None

Oracle Mobile Security Manager QAM_OMSM Default QAM_OMSM_TS
Temp QM _OMSM_TEMP TS
Additional None

[1] [»

‘ Help ‘ | < Back | | Create H Cancel

= The Completion Summary window opens. Click Close.
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Creating Database Repository for Oracle Access Manager (OAM)

gRepositorv Creation Utility - Step 7 of 7 : Completion Summary _|EI 5'
. ORACLE'
Completion Summary g
4 FUSION MIDDLEWARE
I Database details:
oy Host Name: dbhost-r
| Port: 1521
T Service Mame: idmservicename
Connected As sys as aysdba
I Operation Create
RCU Logfile: srnpflogdiv. 2016-04-07_00-11/rcu.log
I Component Log Directory:  fArnp/logdir. 2016-04-07_00-11
I Execution Time 3 minutes 30 seconds
T Prefix for (prefixable) Schema dwners:0aM  dbhost-r
I
) Completion § n
Component | Status Logfile | Time
Metadata Services Success mds.log 00:33.090(sec)
Ludit Services Success iau.log 00:35.460(sec)
Oracle Platform Security Services Success opss.log 00:40.951(sec)
Oracle Access Manager Success oam.log 00:35.6635(sec)
Oracle Mobile Security Manager Success omsm.log 00:31.6290sec)
[« I»
‘ Help | Close

= The installation is complete.
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Configuring Oracle Access Manager In

Cluster

This chapter describes the configuration of Oracle Access Manager in a cluster.

Configuring OAM on idmhost1

Perform the following steps to configure OAM on idmhost1 only. (OAM will be
configured on idmhost2 using separate instructions.)

Set the following variables by exporting them before running the domain
configuration setup script :

— JAVA_HOME
— PATH
—  DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH

$ export DISPLAY=<pc_ip_address:0.0>

Navigate to the Navigate to
<OAM_WEBLOGIC_HOME>/oracle_common/common/bin and run config.sh:
$ cd /u00/webadmin/products/wls_iam/oracle_common/common/bin

Run the following command:
$ _./config.sh

The Welcome window opens. Select ‘Create a new WebLogic domain’. Click
Next.
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Configuring OAM on idmhost1

o
welcome
ORACLE’

® Create a new WeblLogic domain

Create a Weblogic domain in your projects directory.

O Extend an existing Webl ogic domain

Use this option to add new components to an existing domain and modify configuration
settings.

= The Select Domain Source window opens. Select the following products to be
installed, and click Next. (NOTE: Selecting the Oracle Access Management And
Mobile Security Suite - 11.1.2.3.0 [[AM_HOME]) option will auto select the rest.

— Oracle Access Management And Mobile Security Suite - 11.1.2.3.0
[TAM_HOME]

— Oracle Platform Security Service 11.1.1.0 [TAM_HOME]

— Oracle JRF 11.1.1.0 [oracle_common]

— Oracle OPSS Metadata for JRF - 11.1.1.0 [oracle_common]
— Oracle Enterprise Manager - 11.1.1.0 [oracle_common]

— Oracle WSM Policy Manager - 11.1.1.0 [oracle_common]
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Configuring OAM on idmhost1

s
Select Domain Source
ORACLE

@® Generate a domain configured automatically to support the following products:

[

[ cracle 1dentity Manager - 11.1.2.0.0 [Oracle_|AM1]

‘Oracle Access Management And Mobile Security Suite - 11.1.2.3.0 [Orac\e_\AMl]l

[ oracle Adaptive Access Manager - Server - 11.1.2.0.0 [Oracle_|AM1]

[ oracle adaptive Access Manager Offline - 11.1.2.0.0 [Oracle_lamM1]

[ oracle Adaptive Access Manager Admin Server - 11.1.2.0.0 [Oracle_IAMI]

[ oracle Entitlements Server for Managed Server - 11.1.1.0 [Oracle_|AM1]

[ oracle Entitlements Server for Admin Server - 11.1.1.0 [Oracle_|AM1]

[ oracle Privileged Account Manager - 11.1.2.0.0 [Oracle_lAM1]

Oracle Enterprise Manager - 11.1.1.0 [oracle_commaon]

[] @racle Bl Publisher - 11.1.1.6.0 [aracle_bip]

[ @racle Bl IDEC - 11.1.1.9.0 [aracle_bip]

[ @racle Entitlernents Server Weblogic Security Module On Weblagic Managed Server and JRF - 11.1.1.0 [Qracle_AM1]
[ oracle Entitlements Server Weblogic Security Module On JRF - 11.1.1.0 [Oracle_IAM1]

[ oracle Entitlements Server Web Service Security Module on Weblogic and JRF - 11.1.1.0 [Oracle_laAM1]

[ oracle Entitlements Server Web Service Security Module on Weblogic For Managed Server and JRF - 11.1.1.0 [Oracle_|A. .. E

(O Base this domain on an existing template

EEEE

=I5
Select Domain Source
ORACLE’

@® Generate a domain configured automatically to support the following products:

[ oracle JRF wWebServices Asynchronous services - 11.1.1.0 [oracle_common]

Oracle JRF - 11.1.1.0 [oracle_cormmon]

Oracle Platform Security Service - 11.1.1.0 [Oracle_|AM1]

Oracle OPSS Metadata for |RF - 11.1.1.0 [oracle_cormmon]

[] @racle Entitlernents Server Weblogic Security Module On Weblagic Managed Server - 11.1.1.0 [Oracle_l&4M1]

[ @racle Entitlernents Server Weblogic Security Module - 11.1.1.0 [Oracle_|AM1]

[ ¢racle Entitlernents Server Web Service Security Module on Weblogic For Managed Server - 11.1.1.0 [Oracle_|AM1]
[ oracle Entitlerments Server Web Service Security Module on Weblogic - 11.1.1.0 [Oracle_1AML]

[ oracle Entitlements Server Security Module ©n Service Bus - 11.1.1.0 [Oracle_|AM1]

Required for WLS St
Secratch/ul0fwebadmin/productsfwls iamfOracle IAMLAC

[ Basic webLogic SIP Server Domain - 10.3.6.0 [wlserver_10.3]

[ oracle BI Thirdparty Libraries - 11.1.1.7.0 [oracle_bip]

[ oracle Platform Security Service for Audit - 11.1.1.0 [oracle_comman]
[ webLaogic Advanced Web Services for |AX-RPC Extension - 10.3.6.0 [wiserver_10.3]
[ webLogic Advanced Web Services for |AX-WS Extension - 10.3.6.0 [wlserver_10.3]

&l

(C Base this domain on an existing template

= The Specify the Domain Name and Location window opens. Enter in the
following and click Next.

— Domain name: OAMDomain
— Domain location: /u00/webadmin/config/domains/wls_iam

— Application location: /u00/webadmin/config/applications/wls_iam
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Configuring OAM on idmhost1

[ Fusion Middleware Configuration Wizard =101 x1

Specify Domain Name and Location
ORACLE

Enter the name and location for the domain and its applications:

Domain name: | DAMDamain |

Dornain location: | fuooswebadminfconfigrdomainsswls_iam | | Browse |

Application location: | !u0Ofwebadmin!configfapplications!wls_iam| | | Browse |

* The Configure Administrator User name and Password window opens. Provide
the WebLogic administrator credentials. Click Next.

[ Fusion Middleware Configuration Wizard I ] 5

Configure Administrator User Name and Password

ORACLE’

) Discard Changes

*Marne: | wehlogic

*Confirm user password: | REZ2ssisd

*User password: | HREEAAAA |

Description: | This user is the default administrator.

= The Configure Server Start Mode and JDK window opens. Select the Production
Mode and the Available JDKs options. Click Next.
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Configuring OAM on idmhost1

E Fusion Middleware Configuration Wizard ] 3]

Configure Server Start Mode and JDK

ORACLE

Before putting your domain into production, make sure that the production environment is secure. For more information, see the
topic 'Securing a Production Environment' in the WebLogic Server docurnentation.

‘WeblLogic Dormain Startup Mode

JDK Selection

") Development Mode
Utilize boot properties for username
and password and poll for applications
to deploy.
Sun |DK recommended for better startup
perfarmance during iterative
development.

® Production Mode
Require the entry of a username and
password and do not poll for
applications to deploy.
WeblLogic JRockit JDK recommended for
better runtime performance and
rnanagernent.

® Available |DKs
Sun SDK 1.7.0_85 @ fscratch/u00/webadminsprod

1| ]

(") Other JDK

Location: I:I

[ Fusion Middleware Configuration Wizard i im] 5

Configure JDBC Component Schema

The Configure JDBC Component Schema window opens.

— Select all 5 rows in the details section of the screen by checking the check

box.

—  Select the Convert to RAC multi data source option.

— Click Next.

ORACLE

Hote:

Change only the input fields below that you wish to modify and values will be applied to all selected rows.

Wendor:

Driver:

Schema Owner:
Schema Password:

RAC configuration for component schemas:

(") Convert to GridLink (@ Conwvert to RAC multi data source (1 Don't convert

DEMSfService:
Host Mame:

Port:

FREEEER

Component Schema DEMSfService

Host Name Port Schema Owner  Schema Password
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Configuring OAM on idmhost1

= For all 5 rows in the details section of the screen - make the following updates 1 row
at a time by just checking one check box at a time while making updates. Click
Next when finished updating all 5 rows.

—  Service Name: idmservicename

— User Name: Update the prefix with the prefix that was used to during RCU
creation — See screen shot for example. (OAM)

— Password: provide the same password that was given during RCU creation.
— Host Name section:
a. Click Add until there are 2 rows in the section.

b. Host Name: Each row gets a database host name from cluster. (example:
dbhost1 and dbhost2)

c. Instance Name: Each row gets a corresponding instance name for its
database host. (example: contl and cont2)

d. Port: 1521
=10l ]

Configure RAC Multi Data Source Component Schema
ORACLE

Hote: Change only the input fields below that you wish to modify and walues will be applied to all selected rows.

Driver: | *Oracle's Driver (Thin) for RAC Serviceflnstance| - ‘ Host Mame Instance Marne Port
| dbhastl [ idmdbeonty | 1521
dbhost2 [ idmdbcant2 [ 1521

Service Name | idmserdcename

Username | OAM_MDS ‘

Fassword | Riaasd ‘

RAC Component Schema Service Name Schermna Owner Schema Password
OAM MDS Schema idmservicename QAM MDS ki
[ | owsmM MDS Schema DEY MDS
[J | oaM Infrastructure DEY QAM
[0 | ©MSM Schema DEY OMSM
[0 | oPSS Schema DEY OPSS
et

= The Test JDBC Component Schema window opens. Ensure the statuses are all
green, and click Next. If not — The issue needs to be resolved before continuing.
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Configuring OAM on idmhost1

B Fusion Middleware Configuration Wizard 10l x]

Test |JDBC Component Schema
ORACLE

Status  Component Sch. .. JDBC Connection URL

OAM MDS Schern. . jdbe:oracle:thin: @{DESCRIFTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCPI(HOST= E
0AM MDS Scherm... jdbeoracle:thin: @(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=IPROTOCOL=TCPIHOST=...
OwWSM MDS Sche... jdbcioracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=IPROTOCOL=TCP)HOST=...
OWSM MDS Sche... jdbcioracle:thin: @{DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)IHOST=...
OAM Infrastructur... jdbc:oracle:thin: @{DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCPIHOST=...
OAM Infrastructur... jdbc:oracle:thin: @{DESCRIPTION=(2DDRESS_LIST=(ADDRESS=(PROTOCOL=TCP}HOST=...
OMSM Schema-ra...jdbe oracle:thin: @(DESCRIPTION=(ADDRESS_LIST={ADDRESS=IPROTOCOL=TCPIHOST=...
OMSM Schema-ra...jdbc:Urac\e:thin:@(DESCRIPTION={ADDRESSiLIST=EADDRESS=(PROTOCOL=TCP](HOST=...lz‘

HEERNERER
b o [

| Select all | | Unselect All | | Test Connections |

Connection Result Log

Driver=oracle.jdbc. OracleDriver

URL=jdbc oracle:thin: @(DESCRIPTION={ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCPI(HOST=dbhostl JiPORT=152111{CONI
User=0AM_OPSS

Password=tikik:

SQL Test=5SELECT 1 FROM DUAL

CFGPWE-20850: Test Successfull

[0

[« D

= The Select Optional Configuration window opens.
— Select Administration Server, and Managed Servers, Clusters and
Machines.
—  Click Next.

E Fusion Middleware Configuration Wizard =] ]

Select Optional Configuration

ORACLE’

[¥] Administration Server
Modify Settings

Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

[ Deployments and Services
Target to Servers or Clusters

[]RDBMS Security Store
Maodify Settings

= The Configure the Administration Server window opens. Provide the port for
AdminServer (example: 16001), and click Next.
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[E) Fusion Middleware Configuration Wizard 10l =|

Configure the Administration Server

ORACLE’

) Discard Changes

*Mame: | AdminServer |

¥listen address: | All Local Addresses [ |
Listen port: | 16001 |

S5L listen port: | |

SSL enabled: [

Exit Help Previous Mext

= The Configure Managed Servers window opens.

The window opens displaying pre-populated components selected for
managed servers. Click Add to add an additional row for each managed
server so that we can have matching managed servers configured on each
host in the cluster.

Update the new rows that were added so that the names can logically be
linked. See screen shot for example.

For each managed server update the listen address to point to the intended
idmhost.

Update the ports as shown in screen shot below.
Click Next.
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[E) Fusion Middleware Configuration Wizard 1Ol x|

Configure Managed Servers

ORACLE
[__1 Add % Delete 7 Discard Changes Dgwitch Display
Marne* Listen address¥ Listen port S5L listen port S5L enabled
1| oam serverl idmhostl - 15003 O
2| omsm serverl idmhostl - 16005 |
3| oam policy mgrl idrhostl - 16007 O
4| nam server2 idmhost2 - 15003 O
5| omsm server? idmhost2 - 16005 |
= 6| oam policy mgr2 idmhost2 - 16007 O

= The Configure Clusters window opens. Update the name to cluster_oam and

click Next.
[ Fusion Middleware Configuration Wizard -0l =l
Configure Clusters
ORACLE
E‘. Add % Delete T Discard Changes |:| Switch Display
Marme* Cluster messaging mode Multicast address Multicast port Cluster address

-+ 1| cluster nam " unicast [ " " "

= The Assign Servers to Clusters window opens. Add all of the managed servers to
the cluster_oam and click Next.
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B Fusion Middleware Configuration Wizard o ] 4]
Assign Servers to Clusters

ORACLE

Select a cluster in the right pane. Then select the managed serveris) in the left pane and assian thermn to the cluster by clicking
the right arrow buttan.

Server Cluster

‘b cluster_oam
@ oam_serverl
@ omsm_serverl
@ oam_policy_rmarl
@ oam_server?
@ amsm_server?
@ oam_policy_rnarz

-+

-

= The Configure Machines window opens.
—  Click the Unix Machine tab.
— Add a1 row for idmhostl and idmhost2
— Machine Name: idmhostl and idmhost2

— Node manager listen address: idmhostl.us.oracle.com and
idmhost2.us.oracle.com (Fully qualified name of alias.)

— Node manager listen port: 5601
— Click Next.
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E Fusion Middleware Configuration Wizard 10l =|

Configure Machines

ORACLE
Machine Unix Machine
[ add % Delete 7 Discard Changes
Marne* Post bind GID ... Post bind ... Post bind UID ... Post bind ... MNode manager list... MNode manager li...
1| idmhostl O nobody O nobody idmhostl.us.oracl ™ 5601
= 2| idmhost2| [l niobody [l nobody idrmhost? us.orac * 5601

= The Assign Servers to Machines window opens.
— Add servers to the machines using the screen shot below as an example
— Click Next.
=1ox]

Assign Servers to Machines

ORACLE’

Select a machine in the right pane. Then select the serveris) in the left pane and assian them to the machine by clicking the right
arrow button.

Server Machine

"1 Unix Machine

e 'b idmhost1
@AdminSeNer
@ oam_serverl
i omsm_serverl
@ oarm_policy_magrl

=] .b idmhost2
@ oam_server2
@ amsm_senser?
IE; oam_policy_mar2

* The Configuration Summary window opens. Review the Configuration
Summary and click Create.
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[ Fusion Middleware Configuration Wizard 10l =|
Configuration Summary
ORACLE
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its
B W at.trll.Jutes |n.the Details pane belqw. fou can make Ilrnltgd adjystments by
| Deployment |v | clicking Previous to return to a prior panel. If everything is satisfactory,
click Create.
") 0AMDomain [fud0fwebadmin/canfigfdomains«|
= Cluster Details
=0 cluster_.oam Attribute Walue
& D Service MName Basic Weblogic Server Dorain E
B[ Shutdown Class Description Create a basic WeblLogic Server dormain without installing <
D JOC-Shutdown Authaor Oracle Corporation
[ oMsshutdown Location fscratchfu00fwebadmin/productsfwls_iamfwlserver_10.3fcc
=[] Startup Class
D JRF Startup Class Name. . Oracle Access Management And Mobile SeCL!rity Suite.
D JPS Startup Class Description Oracle Access ru'!anagement Server and Mobile Security Ext
Authaor Oracle Corporation
[ obL-Startup ; : :
Location fscratchfu00fwebadmin/productsfwls_iam/Oracle_IAMLfcom
] AWT Application Contest Stz
D IMX Framework Startup Cla Mame Oracle Mobile Security Manager
D Web Services Startup Class Description Oracle Mobile Security Manager Extension Termplate
[ Joc-startup Author Oracle Corporation
[ oMs-Startup Location fscratchfu00fwebadmin/productsfwls_iam/Oracle_IAMLfcom
[ cMs-startup
5 0B Name. ; Oracle Access Management :
1 £ JDEC Data 5 Description Oracle Access Management Server Extension Template
ata Source )
N B Authaor Oracle Corporation B
[« | Dl [« Dl
[ pee |

= The Creating Domain window opens. Click Done.

[ Fusion Middleware Configuration Wizard =101 x|
Creating Domain

ORACLE’

Progress:

[ 100% ]

Preparing...

Extracting Dormain Contents. ..

Creating Domain Security Information. ..
Sawing the Domain Information...

Storing Domain Information. ..

String Substituting Dormain Files. ..
Performing 05 Specific Tasks...
Performing Post Domain Creation Tasks...
Domain Created Successfully

Dormain Location: fu00fwebadminfconfigfdornainsfwls_iamfOAMDormain
Admin Server URL: http:ft idmhostl .us oracle.corm: 16001

=

= The installation is complete.
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Node Manager Configuration for OAM on idmhost1 and idmhost2

Perform the following steps configure the nodemanager for OAM on both idmhostl and
idmhost2:

Start the node managers using the startNodeManager.sh script so that it will
create the nodemanager.properties file

$ cd /u00/webadmin/products/wls_iam/wlserver_10.3/server/bin

$ nohup ./startNodeManager.sh &

Validate and update the nodemanager.properties
(<OAM_MW_HOME>/wlserver_10.3/common/nodemanager)

—  First take a backup of the nodemanager.properties

Example:
$ cd /u00/webadmin/products/wls_ian/wlserver_10.3/common/nodemanager
$ cp nodemanager -properties nodemanager .propertiesbkl

— Update StartScriptEnabled=true

— Update ListenPort=5601

a. This should be the port that was specified for the node manager during
config.sh setup.

b. Take note of the ListenPort that is currently listed as it will be needed to
restarting nodemanger after changes are made.

Stop the node manager

— Stop the nodemanager using the port that was listed in the
nodemanager.properties file. (This is the original value of ListenPort)

Example:

$ netstat -nap | grep 5556

Not all processes could be identified, non-owned process info will not
be shown, you would have to be root to see it all.)

tcp 0 0 0.0.0.0:5560 0.0.0.0:* LISTEN 16120/java

$ kill -9 16120

Start the node managers using the startNodeManager.sh script so that it will
create the nodemanager.properties file

Example:

$ cd /u00/webadmin/products/wls_iam/wlserver_10.3/server/bin
$ nohup ./startNodeManager.-sh &

Start AdminServer for OAM_WEBLOGIC HOME on idmhost1

Perform the following steps configure and start the WebLogic admin server on idmhostl.

When trying to start the admin server before completing the initial configuration of the
security store — it will throw an error stating that it could not create security store.
Perform the following steps to configure the security store:

Navigate to <OAM_MW_HOME>/oracle_common/common/bin/
$ cd /u00/webadmin/products/wls_iam/oracle_common/common/bin

Execute the following command: wlst.sh
<OAM_HOME>/common/tools/configureSecurityStore.py —d <domaindir> -c
IAM —p <opss_schema_password> -m create

Example:
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$ wist.sh
/u00/webadmin/products/wls_iam/Oracle_1AM1/common/tools/configureSecurityS
tore.py -d /u00/webadmin/config/domains/wls_iam/OAMDomain -c 1AM —p retail
-m create

Output:
Info: Create operation has completed successfully.

=  Use the Oracle Platform Security Services (OPSS) script exportEncryptionKey to
extract the encryption key from the Oracle Entitlements Server 11g R2 PS3
(11.1.2.3) domain and export it into the ewallet.p12 file.
—  First create a directory to create a wallet in for the policy store.

Example:
$ mkdir /u00/webadmin/config/domains/wls_iam/OAMDomain/mydir

— Run the following command to launch the WebLogic Scripting Tool (WLST):

Example:
$ wist_sh

— At the WLST prompt, run the following command:

Example:

$ wis:/offline>
exportEncryptionkey(jpsConfigFile=""/u00/webadmin/config/domains/wls_iam
/O0AMDomain/config/fmwconfig/jps-config.-xml*,

keyFi lePath=""/u00/webadmin/config/domains/wls_iam/OAVMDomain/mydir',
keyFilePassword=""retai 1123'")

Output:

Apr 08, 2016 11:51:38 AM oracle._security._jps.util_JpsUtil disableAudit
INFO: JpsUtil: isAuditDisabled set to true
Apr 08, 2016 11:51:39 AM oracle_security._jps.util_JpsUtil disableAudit
INFO: JpsUtil: isAuditDisabled set to false
Export of Encryption key(s) is done. Remember the password chosen, it
will be required while importing the key(s)

= Migrate the policies with join operation with wlst command as follows:

Example:

$ cd /u00/webadmin/products/wls_iam/oracle_common/common/bin

$ wist.sh
/u00/webadmin/products/wls_iam/Oracle_l1AM1/common/tools/configureSecurityS
tore.py -d /u00/webadmin/config/domains/wls_iam/OAMDomain -c IAM -p
retail -m join -k /u00/webadmin/config/domains/wls_iam/OAMDomain/mydir -w
retaill23

Output:
Info: Join operation has completed successfully.
= Validate the security store with wlst command as follows:

Example:

$ cd /u00/webadmin/products/wls_iam/oracle_common/common/bin

$ wist.sh
/u00/webadmin/products/wls_iam/Oracle_l1AM1/common/tools/configureSecurityS
tore.py -d /u00/webadmin/config/domains/wls_iamn/OAMDomain -m validate

Output:
Info: Diagnostics data was saved to the credential store.
Info: Validate operation has completed successfully.

= Start the WebLogic admin server

Example:
$ cd /u00/webadmin/config/domains/wls_iam/OAVMDomain/bin
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$ ./startWeblLogic.sh
— Enter in WebLogic admin username and password when prompted.

Create WebLogic boot.properties for OAM WLS Domain on idmhost1

Create WebLogic boot.properties file with username and password so that startup script
does not prompt or require user input to start the admin server.

Change directories to the admin servers security directory and create a
boot.properites file.

Example:

$ cd /u00/webadmin/config/domains/wls_iam/OAMDomain/servers/AdminServer
$ mkdir security

$ cd security

$ vi boot.properties

username=weblogic

password=<password>

Start the WebLogic admin server if it is not running.

Example:

$ cd /u00/webadmin/config/domains/wls_iam/OAMDomain/bin
$ nohup ./startWeblLogic.sh &

Removing IAMSuite Agent in OAM
To remove the IAMSuite Agent:

Login to OAM Administration Server Console running in idmhost1 using Admin
user WebLogic. Navigate to OAMDomain > Security Realms. Click myrealm.

ORACLE WeblLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

@ Home Log Out Preferences Help Q, | Welcome, weblugic| Connected to: OAMDomain

Home >Summary of Security Realms

Summary of Security Realms

Lock & Edit

Release Configuration

A security realm is a container for the mechanisms--including users, groups, security roles, security policies, and security
providers—-that are used to protect WebLogic resources. You can have multiple security realms in a WebLogic Server domain, but
only one can be set as the default (active) realm.

Domain Structure
0AMDomain
[¥-Environment
i--Deployments
+-Services

[¥-Interoperability
[#-Diagnostics

This Security Realms page lists each security realm that has been configured in this WebLegic Server domain. Click the name of
the realm to explore and configure that realm.
[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center to activate all the buttens on this page.

New | | Delete Showing 1to 1 of 1 Previous | Next

[ | Name &% Default Realm

O | myrealm true

Hew | | Delele

How do IL...

« Configure new security realms
+ Delete security realms

+ Change the default security realm

Showing 1to 1 of 1 Previous | Next

Navigate to Providers tab > Authentication tab. Click Lock & Edit. Select
IAMSuiteAgent and click Delete.
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gs for myrealm - 0AMDomain - WLS Console - Internet Explorer

6: @ [ & htm: jmsp00acz.us.orade. com: 1500 1 /console console.portal?_r O x| | ¢4 (2 settings for myreaim - OAMD... %

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help
View changes and restarts Home >Summary of Security Reslms >myresim >Providers
Click the Lock & Edit button to modify, add or Settings for myrealm

delete items in this domain.
Configuration | Users and Groups | Roles and Policies

Lock & Edit
Release Configuration henticati lidati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping
Certification Path | Keystores
Domain Structure
OAMDomain
-Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
-Deployments provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of

-Diagnostics B Customize this table

Authentication Providers

New | |Deleie Reorder

Credential Mappings

n/\

Q,  Welcome, weblogic | Connected to: OAMDomain

Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.

Click the L ock & Edit button in the Change Center to activate all the buttons on this page.

Providers | Migration

-l x|
0 T 68

Showing 1to 3 of 3 Previous | Next

How do I a D Name Description Version
DefaultAuthenticat WebLogic Authentication Provid 1.0
+ Configure Authentication and Tdentity [ | pefaultauthenticator ebLogic Authentication Provider
Assertion providers [ | DefaultidentityAsserter | WebLogic Identity Assertion provider 1.0
» Configure the Password Validation provider O | 1aMsuitesgent Oracle Access Manager Servlet Authentication Filter and Identity Asserter Provider 1.0

Manage security providers
Set the JAAS control flag

Re-order Authentication providers

New | |Deleie ‘Reurder

showing 1 to 3 of 3 Previous | Next

= Click Yes when prompted.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help
T Home =Summary of Security Realms >myrealm > Providers
Mo pending changes exist. Click the Release Delete Authentication Providers
Configuration button to allow others to edit the
domain. ves | | Mo
Lock & Edit
Delete
Release Configuration
Are you sure you want to delete the following items?
Domain Structure « IAMSuiteAgent
OAMDomain

Yes | | No

~Environment

n/\

Q, | welcome, weblogic | Connected to: OAMDomain

How do I... =

» Delete security providers

« Configure Authentication and Identity
Assertion providers

System Status =

Haalth of Dunninn Cansare

= Click Activate Changes.
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ORACLE wWeblLogic Server® Administration Console —A

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

I & Aclivale Changes |

Undo All Changes

@ Home Log Out Preferences [&] Record Help Q, | Welcome, wEIllugic|Cunneded to: OAMDomain
Home >Summary of Security Realms >myresim >Providers

Messages

o Selected Authentication Providers have been deleted.
Settings for myrealm

Ci Users and Groups =~ Roles and Policies = Credential Mappings | Providers = Migration

Domain Structure

OAMDomain
B}-Environment

How do I.. =]

Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider

Manage security providers
Set the JAAS control flag

Re-order Authentication providers

Authentication | Password Validation | Authorization = Adjudication = Role Mapping | Auditing | Credential Mapping
(Certification Path | Keystores
An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
provider in a security realm, and you can configure multiple Authentication providers in a security realm, Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.
§ Customize this table

Authentication Providers

New | | Delele Reorder Showing 1to 2of 2 Previous | Next
]| Nname Description Version

[ | pefaultAuthenticator WebLogic Authentication Provider 1.0

[ | Defaultidentityasserter WebLogic Identity Assertion provider 1.0

New | | Deleie Reorder Showing 1 to 2 of 2 Previous | Next

Configure OID and OAM Identity Asserter Providers For OAM

The OID Provider needs to be configured in Oracle Access Manager WebLogic domain.

Note: In this section, the base DN
“dn=us,dn=oracle,dn=com” is used as an example. Modify
this value as per your organization’s LDAP settings.

Perform the following procedure to create providers in the
domain created in the previous steps.

* Login to OAM Administration Server Console running in idmhost1 using Admin
user WebLogic. Navigate to OAMDomain > Security Realms. Click myrealm.

ORACLE Weblogic Server® Administration Console n,\

Change Center
View changes and restaris

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OAMDomain
B+-Environment

How do I... =]

« Configure new security realms
« Delete security realms

+ Change the default security realm

@ Home Log Out Preferences d Help | Q, | Welcome, webloqic|c0nnectad to: OAMDomain
Home >Summary of Security Realms

Summary of Security Realms

A security realm is a container for the mechanisms--including users, groups, security roles, security policies, and security
providers—that are used to protect WebLogic resources. You can have multiple security realms in @ WebLogic Server domain, but
only one can be set as the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of
the realm to explore and configure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)
(Click the Lock & Edif button in the Change Center to activate all the buttens on this page.

New | |Delete Showing 1to 1 of 1 Previous | Next
]| Name &% Default Realm

O | myrealm true

New| [Delete Showing 1to 1af 1 Previous | Next

= The Settings for myrealm window opens. Click the Providers tab.
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ORACLE Weblogic Server® Administration Console m/\

Change Center R Home Log Out Preferences d Help Q
View changes and restarts Welcome, weblogic ‘ Connected to: OAMDomain
Click the Lock & Edit button to modify, add ar Home >Summary of Security Reslms =myreslm >Providers >Summary of Security Realms >myrealm

delete items in this domain.
Settings for myrealm
Lock & Edit

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers = Migration
Release Configuration

General | RDBMS Security Store | User Lockout | Performance
Domain Structure

OAMDomain Click the Lack & Edit button in the Change Center to modify the settings on this page.

Save

Use this page to configure the general behavior of this security realm.

Note:
If you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you
miust use the DD Only security model. Other WeblLogic Server models are not available and the security functions for
Web applications and EJBs in the Administration Console are disabled.
Name: myrealm The name of this security realm. More Info...

5] Security Model Default: DD Only Spedifies the default security model for Web
applications or E)Bs that are secured by this
How do I... =] security realm. You can override this default during

deployment. More Info...

« Manage security for Web applications and
ElBs

gg Combined Role Mapping Enabled Determines how the role mappings in the

« Set the default security model Enterprise Application, Web application, and E18
containers interact. This setting is valid only for
Web applications and EJBs that use the Advanced
security model and that initialize roles from (¥}
deployment descriptors. More Info...

« Delegate MBean authorization to the realm

— = =1

=  (Click Lock & Edit and then click New.

ORACLE Weblogic Server® Administration Console n/\

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts ‘Welcome, weblogic | Connected to: OAMDomain
No pending changes exist. Click the Release Home >Summary of Security Reslms >myrealm > Providers >Summary of Security Reslms »myrealm >Providers

Configuration button to allow cthers to edit the N

domain. Settings for myrealm

Lock & Edit Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Release Gonfiowralion henticati Password Validati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping
Domain Structure Certification Path || Keystores
OAMDomain
“Environment
L“Deployments An Authentication provider allows WeblLogic Server to establish trust by validating a user. You must have cne Authentication

provider in & security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
Server.

[ Customize this table

Authentication Providers

New | | Delete | Reorder Showing 1 to 2 of 2 Previous | Next
[1| name Description Version
How do I... =
[ | pefaultauthenticator ‘WebLogic Authentication Provider 1.0
« Configure Authentication and Identity
Assertion providers [ | DefaultidentityAsserter ‘WebLogic Identity Assertion provider 1.0
» Configure the Password Validation provider New | [Delete | Reorder

Showing 1 to 2 of 2 Previous | Next

Manage security providers
Set the JAAS control flag

= The Create a New Authentication Provider window opens.
— Enter OIDAuthenticator in the Name field

—  Select OraclelnternetDirectoryAuthenticator as the type.
— Click OK.
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ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the

domain,
Lock & Edit ol e
Release Configuration
Create a new Authentication Provider
Domain Structure The following properties will be used to identify your new Authentication Provider.
0AMDomain * Indicates required fields
Bt-Environment

~Deployments

'Serwtes The name of the authentication provider.

Security Realms

E3-Diagnostics

OK ‘ Cancel

@1 Home Log Out Preferences Record Help Q

Home >Summary of Security Realms »>myrealm >Providers >Summary of Security Realms »>myrealm >Providers

Create a New Authentication Provider

~Interoperahility * Name: QIDAuthenticator

This is the type of authentication provider you wish to create.

Type: OraclelnternetDirectoryAuthenticator

nr\

‘Welcome, weblogic | Connected to: OAMDomain

How do I... =

» Manage security providers

« Configure Authentication and Identity
Assertion providers

System Status =]

= All the providers are displayed. Click OIDAuthenticator.

ORACLE webLogic Server® Administration Console

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

4" Aclivate Changes

Settings for myrealm

Undo All Changes

@ Home Log Out Preferences Record Help Q

Home »Summary of Security Realms =myrealm >Providers >Summary of Security Realms >myrealm =Providers

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers  Migration

nr\

‘Welcome, weblogic | Connected to: OAMDomain

Domain Structure

OAMDomain
B Environment

~Diagnostics Server.

[ Customize this table

Authentication Providers

Certification Path | Keystores

N An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
“Services provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
~Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
~Interoperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

New | | Delete Reorder

lid ati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Showing 1to 3 of 3 Previous | Next

How do L.. =] []| Name Description Version
« Configure Authentication and Identity [ | DefaultAuthenticator WebLegic Authentication Provider 1.0
Assertion providers [ | pefaultidentityasserter WebLogic Identity Assertion provider 1.0
« Configure the Password Validation provider
[ | o1DAuthenticator Provider that performs LDAP authentication 1.0
« Manage security providers
. Showing 1to 3 of 3 Previous | Next b

Set the JAAS control flag New | |Delete ‘ Reorder

= Settings of OIDAuthenticator are displayed - Set the Control Flag field to
SUFFICIENT and click Save. Then Click the Providers Specific tab.
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ORACLE Weblogic Server® Administration Console n,\

Change Center @ Home Log Out Preferences Record Help (e}

View changes and restarts ‘Weloome, weblogic | Connected to: QOAMDomain
Pending changes exist. They must be activated Home »Providers »OIDAuthenticator =Providers >DefaultAuthenticator >Providers = OIDAuthenticator »Providers > OIDAuthenticator > Provider
to take effect. N ~
Settings for OIDAuthenticator
4 Aclivate Changes

Configuration | Performance
Undo All Changes

Common = Provider Specific
Domain Structure

0AMDomain | Save |

This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this page to
set the JAAS Control Flag to control how this provider is used in the login sequence.

Gﬁ Name: OIDAuthenticator The name of this Oracle Intemnet Directory
Authentication provider. More Info...

Diagnostics

gg Description: Provider that performs LDAP authentication A short description of this Oracle Internet Directory
Authentication provider. More Info...

gg Version: 1.0 The version number of this Orade Internet
Directory Authentication provider. More Info...

How do I... =] 4] Control Flag: Spedifies how this Orade Internet Directory
Authentication provider fits into the login
« Configure the Oracle Internet Directory sequence. More Info...
Authentication provider
+ Configure Authentication and Identity Save

Assertion providers
Set the JAAS control flag

Configure the Password Validation provider

= Make the following changes and Click Save. Then click the Providers link at the
top of screen. (Screen shots shown as it is scrolled down to make the changes.)

— Host: idmhostl

— Port: 3060

—  Principal: cn=orcladmin

— Credential: <password>

— Confirm Credential: <password>

— User Base DN: cn=users,dc=us,dc=oracle,dc=com

— Check ‘Retrieve credentials as principal.’

—  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

—  Check Propagate Cause For Login Exception

ORACLE WebLogic Server® Administration Console n[\

Change Center @ Home Log Out Preferences Record Help Q,

View changes and restarts ‘Welcome, weblogic | Connected to: OAMDomain

Home =Summary of Security

Pending changes exist. They must be activated Realms >myreslm >Providers =OIDAuthenticator >Providers »Defsultauthenticator »Providers »>0IDAuthenticator »Providers > 0IDAuthentic

to take effect.
«# Activale Changes Settings for OIDAuthenticator

Undo All Changes e i Performance

o e Common | Provider Specific

OAMDomain Save

Use this page to define the provider spedific configuration for this Oracle Internet Directory Authentication provider.

Connection
[ Diagnostics
&5 Host: idmhost1 The host name or IP address of the LDAP
server. More Info...
@ﬁ Port: 3060 The port number on which the LDAP server is
listening. More Info...
gg Principal: cn=orcladmin The Distinguished Name (DN) of the LDAP user
that WeblLogic Server should use to connect to the
How do I... =] LDAP server. More Info...
* Configure the Oracl? Internet Directory Credential: The credential {usually a password) used to
Authentication provider connect to the LDAP server. More Info...
« Configure Authentication and Identity
Assertion providers Confirm Credential:

Manage security providers

[ = P A

whothoe tho €51 nenbncal cbould ho ssoad
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Health of Running Servers Users

Failed (0] 5] User Base DN: cn=users.dc=us,dc=oracl The base distinguished name (DN} of the tree in
L = = the LDAP directory that contains users. More

Critical (0) Info.

Overloaded (0)

Warning (0) ] All Users Filter: (&(cn="){objectclass=per| An LDAP search filter for finding all users beneath
| K the base user distinguished name (DN). Note: If

you change the user name attribute to a type other

than cn, you must duplicate that change in the
User From Name Filter and User Name Attribute
attributes. More Info...

gg User From Name Filter: (&(cn=%u)(objectclass=p An LDAP search filter for finding a user given the
name of the user. The user name attribute
specified in this filter must match the one specified
in the All Users Filter and User Name Attribute
attributes. More Info...

Spedfies how deep in the LDAP directory tree the
LDAP Authentication provider should search for
users. More Info...

5 User Search Scope:

gg User Name Attribute: cn The attribute of an LDAP user object class that
specifies the name of the user. The user name
attribute specified must match the one specified in
the All Users Filter and User From Name Filter
attributes. More Info...

gg User Object Class: person The LDAP obje: ers. More
Info...

] gg Use Retrieved User Name as Principal Spedfies whether or not the user name retrieved
from the LDAP server should be used as the
Principal in the Subject. More Info...

Groups

(%] Group Base DN: nu=arnuns_n=e¥amnle | The base distinguished name (DN) of the tree in

Groups

gg Group Base DN: cn=Groups.dc=us,dc=orz The base distinguished name (DN) of the tree in
. . the LDAP directory that contains groups. More
Info...

All Groups Filter: = i - % | An LDAP search filter for finding all groups beneath
dg (&(en=")(l{objeclclass the base group distinguished name [DN). The
static group object dass should be modified, as
necessary, based on the settings for the Static
Group Object Class and Static Member DN Attribute
attributes.  More Info...

dﬁ ‘Group From Name Filter: (l{&(cn=%g)(objectclass= An LDAP search filter for finding a group given the
name of the group. The static group object dass
should be modified, as necessary, based on the
settings for the Static Group Object Class and
St?‘gic Member DN Attribute attributes. More
Info...

Gg Group Search Scope: subtree [ Spedfies how deep in the LDAP directory tree to
search for groups. Valid values are subtree and
onelevel. More Info...

gg Group Membership Searching: unlimited Spedifies whether group searches into nested
groups are unlimited or limited. Valid values are

unlimited and limited. More Info...

dﬁ Max Group Membership Search 0 Spedfies how many levels of group membership

Level: «can be searched. This setting is valid only if
‘GroupMembershipSearching is set to limited. Valid
wvalues are 0 and positive integers. For example, 0
indicates only direct group memberships will be
found, and a positive number indicates the number
of levels to search. More Info...

[ gg Ignore Duplicate Membership Determines whether duplicate members are
ignored when adding groups. The attribute cydes (V]
in the Group membership. More Info...
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[[] &5 Keep Alive Enabled

& Follow Referrals

O #5] Bind Anonymously On Referrals

gg Propagate Cause For Login Exception

A F] Cache Enabled
4] Cache Size: 32
#F] Cache TTL: &0

@g GUID Attribute:

Save

orclguid

server to wait for results before ming out. It this
attribute is set to 0, there is no maximum time
limit. More Info...

Spedifies whether to prevent LDAP connections
from timing out. More Info...

Spedifies that a search for a user or group within
the LDAP Authentication provider will followe
referrals to other LDAP servers or branches within
the LDAP directory. By default, this attribute is
enabled. More Info...

By default, the LDAP Authentication provider uses
the same DN and password used to connect to the
LDAP server when following referrals during a
search. If you want to connect as an anonymous
user, enable this attribute, More Info...

Spedfies whether the providers should propagate
the cause of the LoginException. More Info...

Spedifies whether a cache is used with the LDAP
server  More Info...

The size of the cache (in kilobytes) that is used
with the LDAP server More Info...

The time-to-live of the cache (in seconds) that is
used with the LDAP server More Info...

Spedifies the name of the GUID attribute defined in
the Oracle Internet Directory LDAP server. The
default value is ordguid. More Info...

=  From the Providers tab, click New

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Pending changes exist. They must be activated

to take effect.

« Activale Changes

Undo All Changes

Domain Structure
OAMDomain
~Environment
-Deployments

~Diagnostics

@ Home Log Out Preferences Record Help

Q,

m/\

Welcome, weblogic | Connected to: OAMDomain

Home >myrealm =Providers >0IDAuthenticator >Providers »DefaultAuthenticator =Providers =DIDAuthenticator »Providers =0IDAUthenticato!

Settings for myrealm

Configuration = Users and Groups | Roles and Policies
henticatic Password Validati Authorization
Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
provider in 2 security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

Server.

[ Customize this table

Authentication Providers

Credential Mappings

Adjudication

Role Mapping

Providers | Migration

Audiing = Credential Mapping

New | | Delele Reorder Showing 1 to 3 of 3 Previous | Next
How do L. []| Name Description Version
« Configure Authentication and Identity [ | befaultauthenticator WebLogic Authentication Provider 1.0
Assertion praviders [ | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0
« Configure the Password Validation provider
[ | o1DAuthenticator Provider that performs LDAP authentication 1.0
« Manage security providers

« Setthe JAAS control flag

New | | Delete |Reorder

Showing 1to 3 of 3 Previous | Next

— Enter OAMIdentityAsserter in the Name field
— Select OAMIdentityAsserter as the type.

— Click OK.

= The Create a New Authentication Provider window opens.

38 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications




Create WebLogic boot.properties for OAM WLS Domain on idmhost1

ORACLE WebLogic Server® Administration Console m,\

Record Help Q

Change Center @ Home Log Qut Preferences

View changes and restarts ‘Welcome, weblogic | Connected to: OAMDomain
Home =0IDAuthenticator =Providers »DefaultAuthenticator »Providers >OIDAuthenticator =Providers »0IDAuthenticator = Providers »>OIDAUL

Pending changes exist. They must be activated
to take effect.

4 Activate Changes

Create a New Authentication Provider

Undo All Changes

Create a new Authentication Provider
Domain Structure

OAMDomain The following properties will be used to identify your new Authentication Provider.
BH-Environment = Indicates required fields

The name of the authentication provider.

* Name; OAMIdentityAsserter

This is the type of authentication provider you wish to create.

Type: DAMIdentityAsserter

0K ‘ Cancel

How do I... =

+ Manage security providers

+ Configure Authentication and Identity
Assertion providers

System Status =]

Health of Running Servers

= Click the Reorder button.
ORACLE Weblogic Server® Administration Consale n/\

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Welcome, weblogic | Connected to: OAMDomain
Pending changes exist. They must be activated Home >0lDAuthenticator »Providers =DefaultAuthenticstor =Providers =0IDAUthenticator >Providers >OIDAuthenticator >Providers >0IDAUt
to take effect. N
Settings for myrealm
«# Activate Changes
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Undo All Changes

h

Password Validati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure
QAMDomain

(Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
provider in a security realm, and you can configure multiple Authentication providers in a security realm, Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
Server.

[ Customize this table

Authentication Providers

New | | Delete Reorder Shawing 1to 4 of 4 Previous | Next
How do ... =] ]| name Description Version
« Configure Authentication and Tdentity [ | pefavltauthenticator WebLogic Authentication Provider 10
Assertil d

sertion provigers [ | pefaultidentityssserter ‘WebLogic Identity Assertion provider 1.0

« Configure the Password Validation provider
X [ | olDAuthenticator Provider that performs LDAP authentication 1.0

» Manage security providers
« Setthe JAAS control flag [ | oAMIdentityAsserter Oracle Access Manager Identity Asserter 1.0
» Re-order Authentication providers New | [Delele | Reorder Showing 1to 4 of 4 Previous | Next v

* Move OAMIdentityAsserter and OIDAuthenticator to the top of the list using the
arrow buttons, and click OK.
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ORACLE WeblLogic Server® Administration Console —A

Record Help Q

Change Center Q Home Log Out Preferences

View changes and restarts Welcome, weblogic | Connected to: OAMDomain
Pending changes exist, They must be activated Home >OIDAuthenticator >Providers = DefaultAuthenticator »Providers »>OIDAuthenticator > Providers > OIDAuthenticator = Providers > OIDAuth

to take effect.

Reorder Authentication Providers
«# Acfivate Changes

Undo All Changes OK || Cancel

Reorder Authentication Providers
Domain Structure

0AMDomain You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the
i authentication sequence.

~Deployments Select authenticator(s) in the list and use arrows to move them up and dowm in the list.
~Security Realms (] Authentication Providers:

- Interoperability Available:
~Diagnostics .

Pl

P

[ pefaultidentityAsserter

4

How do I... =]

« Re-order Authentication providers 0K Cancel
« Set the JAAS control flag

System Status =]

Health of Running Servers

[ Failed()
*  Click the OAMIdentiryAsserter provider link.

ORACLE WeblLogic Server® Administration Console —A

Record Help | Q

Change Center Q Home Log Out Preferences

View changes and restarts ‘Welcome, weblogic | Connected to: OAMDomain

Pending changes exist. They must be activated Home >0IDAuthenticator »Providers >DefaultAuthenticator = Providers =OIDAuthenticator »Providers »>OIDAuthenticator =Praviders >0IDAuth

to take effect. N
Settings for myrealm
4 Activate Changes

Configuration = Users and Groups | Roles and Policies | Credential Mappings = Prowviders = Migration
Unde All Changes

Authenticatic falidati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure
Certification Path | Keystores
OAMDomain

'Environmenl

—Deployments

ceni An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
-Services

i provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
--Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
nteroperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

B Diagnostics Server.

[ Customize this table

Authentication Providers

New | | Deleie Reorder Showing 1 to 4 of 4 Previous | Next
How do I... =] [1| Name Description Version
« Configure Authentication and Tdentity [ | oaMIdentityAsserter Oracle Access Manager Identity Asserter 1.0
Assert d

Sertion providers [ | o1DAuthenticator Provider that performs LDAP authentication 1.0

» Configure the Password Validation provider
. [ | pefaultauthenticater ‘WebLogic Authentication Provider 1.0

« Manage security providers
+ Set the JAAS control flag [ | pefaultidentityAsserter WebLogic Identity Assertion provider 1.0
» Re-order Authentication providers New | | Delete | Reorder Showing 1 to 4 of 4 Previous | Next v

= Select the SUFFICIENT control flag , click Save and then click the Provider link
located at the top of the screen.
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ORACLE WeblLogic Server® Administration Console

Change Center
View changes and restaris

Pending changes exist. They must be activated
to take effect.

< Activate Changes

Undo All Changes

Domain Structure
OAMDomain

How do I... =]

No task help found.

System Status =]

Health of Running Servers

Failed (0}
Critical (0)

& Home Log Qut Preferences Record Help Q

Welcome, weblogic ‘ Connected to: OAMDomain

Home =Providers =Defaults Provider >OIDALther

>0ID Pravid: >Providers >0IDAuthenticator >Provider

Settings for OAMIdentityAsserter

Configuration
Common | Provider Specific
Save

This page allows you to define the general configuration of this provider.

5 Name:

@ﬁ Description:

OAMIdentityAsserter
Oracle Access Manager Identity Asserter
5] Version: 1.0

&g Control Flag: SUFFICIENT

@ﬁ Active Types:
Available:
[] 0AM_IDENTITY_ASSERTIO!

[ obssocookie &
SR >
4
&®
Chosen:

= Click the OIDAuthenticator provider link.

ORACLE Weblagic Server® Administration Console

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

& Activate Changes

Undo All Changes

Domain Structure
QAMDamain
B}-Environment
-Daployments
~Services
~Security Realms
~Interoperability
~Diagnostics

n/\

‘Welcome, weblogic | Connected to: OAMDomain
Home >OIDAuthenticator »Providers »OIDAuthenticator »Providers »OAMIdentityAssarter > Providers >ClDAuthenticator >Providers > Defaults

&) Home Log Out Preferences Record Help ‘ Q,

Settings for myrealm

Configuration = Users and Groups ~ Roles and Policies = Credential Mappings  Providers = Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
Server.

[ Customize this table

Authentication Providers

Mew | |Deleie | || Reorder Showing 1to 4 of 4 Previous | Next

How do I... 3] []| name Description Version
« Configure Authentication and Identity [ | oAMIdentityAsserter Oracle Access Manager Identity Asserter 1.0

Assertion providers [ | orpauthenticator Provider that performs LDAP authentication 1.0
« Configure the Password Validation provider

i [ | pefaultauthenticator WeblLogic Authentication Provider 1.0

« Manage security providers
« Setthe JAAS control flag [ | pefaultidentityAsserter ‘WebLogic 1dentity Assertion provider 1.0
« Re-order Authentication providers New | [Delete | Reorder Showing 1to 4 of 4 Previous | Next v

=  Select the SUFFICIENT control flag, click Save and Activate Changes.
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ORACLE Weblogic Server® Administration Console n

Change Center & Home Log Out Preferences Record Help Q

View changes and restarts Welcome, weblogic | Connected to: OAMDomain
Pending changes exist. They must be activated Home >Providers »>OIDAuthenticator »Providers >OAMIdentityAsserter = Providers »OIDAUthenticator >Providers =Defaultuthenticator »Provi
to take effect. N N
Settings for DefaultAuthenticator
4 Actlivate Changes

Configuration | Performance | Migration
Undo All Changes

Common | Provider Specific
Domain Structure
OAMDomain LSave |
'Envirunment
- ployments

i This page displays basic information about this WebLogic Authentication provider, You can also use this page to set the JAAS
'55Wl5?5 Control Flag to control how this provider is used in the login sequence.

i~ Security Realms
'Interuuerab\\ib
B+ Diagnostics ﬁ Name: Defaultiuthenticator The name of this WebLogic Authentication
provider, More Info...

ﬁ Description: WebLogic Authentication Provider A short description of the Authentication
provider, More Info...

@ Version: 1.0 The version number of the Authentication
provider. More Info...

How do I... B Control Flag: SUFFICIENT Returns how the login se: s th
2 ¥ et w ain sequence uses the
@ Authentication provider. More Info...

Configure Authentication and Identity
Assertion providers Save

Configure the Password Validation provider
Set the JAAS control flag
Manage security providers

System Status =] ‘

= Shutdown OAM admin and managed servers and then restart them.

Propagating OAMDomain to idmhost2

Perform the following steps to propogate the OAMDomain from idmhost1 to idmhost2:
=  Stop the AdminServer on idmhost1 if not down already.
= Pack the OAMDomain using pack.sh on idmhost1.
— Export pack.sh to PATH variable.

Example:
$ export
PATH=/u00/webadmin/products/wls_iam/oracle_common/common/bin:$PATH

— Run pack.sh on idmhostl

Example:

$ pack.sh -domain=/u00/webadmin/config/domains/wls_iam/OAMDomain -
template=/u00/webadmin/config/domains/wls_iam/OAMDomain. jar -
template_name=0AMDomain -managed=true

Output:

<< read domain from */u00/webadmin/config/domains/wls_iam/OAVDomain'*
>> succeed: read domain from
*'/u00/webadmin/config/domains/wls_iam/OAVMDomain'

<< set config option Managed to "‘true"

>> succeed: set config option Managed to "‘true"

<< write template to

*'/u00/webadmin/config/domains/wls_iam/OAMDomain. jar'

>> succeed: write template to
*'/u00/webadmin/config/domains/wls_iam/OAMDomain. jar"
<< close template

>> succeed: close template

= Logged into idmhost2 - Copy the OAMDomain.jar from idmhost1 to directory
that where the OAMDomain should be placed on idmhost2
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Example:

$ mkdir -p /u00/webadmin/config/domains/wls_iam

$ cd /u00/webadmin/config/domains/wls_iam

$ scp -r

webadmin@idmhost1 : /u00/webadmin/config/domains/wls_iam/OAMDomain._jar .

* Un-pack the OAMDomain on idmhost2 using unpack.sh
o0 Export unpack.sh to PATH variable onidmhost2

Example:
$ export
PATH=/u00/webadmin/products/wls_iam/oracle_common/common/bin:$PATH

— Run unpack.sh on idmhost2

Example:

$ unpack.sh -domain=/u00/webadmin/config/domains/wls_iam/OAVDomain -
template=/u00/webadmin/config/domains/wls_iam/OAMDomain_jar -
overwrite_domain=true -
app_dir=/u00/webadmin/config/applications/wls_iam/OAMDomain

Output:

<< read template from
*'/u00/webadmin/config/domains/wls_iam/OAVDomain_jar"”

>> succeed: read template from
*'/u00/webadmin/config/domains/wls_iam/OAVDomain_jar"

<< set config option OverwriteDomain to "‘true"

>> succeed: set config option OverwriteDomain to "true"
<< set config option AppDir to
*'/u00/webadmin/config/applications/wls_iam/OAVDomain"*

>> succeed: set config option AppDir to
*'/u00/webadmin/config/applications/wls_iam/OAVDomain"*

<< set config option DomainName to '"‘OAMDomain'

>> succeed: set config option DomainName to "‘OAVDomain'
<< write Domain to "'/u00/webadmin/config/domains/wls_iam/OAMDomain'

>> succeed: write Domain to
*'/u00/webadmin/config/domains/wls_iam/OAVDomain"
<< close template

>> succeed: close template

Start OAMDomain - Admin and Managed Servers

The following section describes the procedure to start OAMDomain and managed
servers.

The domain copy that was just completed in the previous step copies the contents of the
domain from idmhost1 to idmhost2, however the AdminServer will only run from
idmhost1.

= Start the WebLogic admin server on idmhost1 id it is not already running.

Example:

$ cd /u00/webadmin/config/domains/wls_iam/OAMDomain/bin
$ nohup ./startWeblogic.sh &

* Log into the Admin console.
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ORACLE 2
WeblLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

i_webluac

* The WebLogic Home window opens. Click the Servers link.
(‘:)r;ACLE WebLogic Server® Administration Console A

Change Center ﬁl’hme Log Out Preferences [2] Record Help ||:| Q
View changes and restarts Wcloume,wehlnﬁc|c0nnected to: OAMDomain
Click the Lock & Edit button to madify, add or Home
delete items in this domain.
Home Page
Lock & Edit
~ Information and
Release Configuration
Helpful Tools ‘General Information
Domain Structure » Configure applications = Common Administration Task Descriptions
OAM D“f““i" » Configure GridLink for RAC Data » Read the documentation
#-Environment Sauts »  Ask a question on My Oracle Support
--Deployments . R t Task stat
-Services ecent Task status = Oradle Guardian Overview

--Security Realms Set your console preferences

[#-Interoperability

Oracle Enterprise Manager

[+-Diagnostics
= Domain Ce
Domain Services Interoperability
« Domain = Messaging » WTC Servers
= IMS Servers » Jolt Connection Pools
Environment = Store-and-Forward
Agents - N
« Servers Diagnostics
HowdoI.. E = IMS Modules
» Clusters v + Log Files
= Path Services
« Search the configuration « Virtual Hosts » Diagnostic Modules
= Bridges
+ Use the Change Center « Migratable Targets d + Diagnostic Images
+ Record WLST Scripts « Coherence Servers * Data Sources « Request Performance
« Change Console preferences » Coherence Clusters SES=tientistores « Archives
+ Manage Console extensions « Machines * XML Registries » Context
+ Monitor servers + Work Managers * XML Entity Caches + SHMP
« Startup And Shutdown Classes « Foreign JNDI Providers W

— = MWinck Cantavke

* The Summary of Servers window opens. Click the Control tab.
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ORACLE WeblLogic Server® Administration Console

Change Center
View changes and restarts

(Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

‘OAMDomain
B}-Environment
+--Deployments

- Diagnostics

How do I...

» Create Managed Servers

» (Clone Servers

+ Delete Managed Servers

» Delete the Administration Server

» Start and stop servers

& Home Log Out Preferences Record Help Q dene,wehhqic‘cunnected to: OAMDomain

Home =Summary of Servers
Summary of Servers

Configuration = Control

A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.
This page summarizes each server that has been configured in the current WebLogic Server domain.
0

B Customize this table

Servers (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Clone | | Delete Showing 1 to 7 of 7 Previous | Next
[ | Name & Cluster Machine State Health Listen Port

[ | AdminServer{admin) idmhost1 RUNNING & oK 16001

[ | oam_policy_mgr1 cluster_ocam idmhostl SHUTDOWN 16007

[ | cam_policy_mgr2 cluster_ocam idmhost2 SHUTDOWN 16007

[ | oam_server cluster_oam idmhost1 SHUTDOWN 16003

[ | oam_server2 cluster_ocam idmhost2 SHUTDOWN 16003

[ | omsm_serveri cluster_ocam idmhost1 SHUTDOWN 16005

[ | omsm_server2 cluster_cam idmhost2 SHUTDOWN 16005

New | |Clone | | Delele Showina 1 ta 7 of 7_Previous | Next

~

* The Summary of Servers Control window opens.
— Select all the servers that are in the SHUTDOWN State.

—  Click Start.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

‘0AMDomain
[#-Environment

How do I... =]

Start and stop servers

Start Managed Servers from the
Administration Console

Start Managed Servers in Admin mode

Start Managed Servers in a cluster

Configure the domain-wide administration
port

~

@ Home Log Qut Preferences Record Help Q wdmlne,wdllogk|cunnectzd to: OAMDomain

Home >Summary of Servers
Summary of Servers

Configuration | Control

Use this page to change the state of the servers in this WebLogic Server domain. Control operations on Managed Servers require
starting the Node Manager. Starting Managed Servers in Standby mode requires the domain-wide administration port.

]

B Customize this table

Servers (Filtered - More Columns Exist)

| Start| | Resume | | Suspend~ v | Restart SSL Showing 1to 7 of 7 Previous | Next
[]| server & Machine State Status of Last Action

[ | Adminserver(admin) idmhostl RUMNMING None

|z oam_policy_mgrl idmhost1 SHUTDOWN TASK COMPLETED

[ | cam_policy_magr2 idmhost2 SHUTDOWN None

[ | cam_server1 idmhost1 SHUTDOWN Mone

[ | cam_server2 idmhost2 SHUTDOWN Mone

omsm_serverl idmhostl SHUTDOWN None

K4 | omsm_server2 idmhost2 SHUTDOWN None

_Start | Resume  Suspendw v | Restart SSL Showing 1to 7 of 7 Previous | Next

= The Server Life Cycle Assistant window opens. Click Yes to start the managed

servers.
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ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

& Home Log Out Preferences Record Help

Home >Summary of Servers

Server Life Cycle Assistant

Yes| MNo|

Start Servers

n/\

Q, | welcome, weblogic|Conneded to: OAMDomain

You have selected the following servers to be started. Press 'Yes' to continue or ‘Mo’ to cancel.
« oam_policy_mgrl

Domain Structure
OAMDomain

[+~ Environment
+--Deployments

- Services
i--Security Realms
+- Interoperability
[#-Diagnostics

oam_policy_mgr2

oam_serverl

oam_server2

omsm_serverl

omsm_server2

Yes| Mo

How do I... =

« Start and stop servers

« Configure startup arguments for Managed
Servers

« Control graceful shutdowns

System Status =2 | hd

= The Summary of Servers Control window opens again. Initially the status of all
the servers will be STARTING. Upon refreshing the screen, the status will
eventually be updated to RUNNING.

—  If the managed servers fail to start — Review your setup and fix the issues
before continuing.

(Click the Lock & Edit button to modify, add or
delete items in this domain. Summary of Servers A
Lock & Edit [« Control
Release Configuration
A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.
Domain Structure
OAMDomain This page summarizes each server that has been configured in the current WeblLogic Server domain,
EH-Environment ~
; [$]
--Clusters
= Virtual Hosts [ Customize this table
--Migratable Targets
;- Coherence Servers Servers (Filtered - More Columns Exist)
+--Coherence Clusters
i Machines Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
+-Work Managers
L-Startup and Shutdown Classes New | | Clone | | Delele Showing 1 to 7 of 7 Previous | Next
--Deployments
F}-Services v [ | Name & Cluster Machine State Health Listen Port
--Security Realms -
[ | Adminserver{admin) idmhost1 RUNNING + oK 16001
=
Homda — [ | oam_policy_magr1 dluster_oam idmhost1 RUNNING ¥ 0K 16007
« Create Managed Servers [ | oam_policy_magr2 dluster_oam idmhost2 RUNNING + oK 16007
+ Clone Servers [ | oam_server1 cluster_oam idmhost1 RUNNING ¥ 0K 16003
= Delete Managed Servers
v [ | oam_server2 cluster_oam idmhost2 RUNNING ¥ 0K 16003
= Delete the Administration Server
Start and stop servers [ | omsm_servert cluster_oam idmhostl RUNNING + 0K 16005
.
[ | omsm_serverz cluster_osam idmhost2 RUNNING ¥ 0K 16005
System Status =] New | [Clone | [Delete Showing 1to 7 of 7 Previous | Next
Health of Running Servers
| Failed (0) v
I Critical (0)

Creating Administrators Group in OID for OAM Identity Store

To create an administrators group:

= Connect to ODSM with the cn=orcladmin user and create Administrators group
in OID.
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http:/ /idmhost1.us.oracle.com:15003 /odsm /faces/odsm.jspx

0ID - 15 HA Admin
Idap:/fmspODacz:3060

* User Name | cn=orcdladmin
= Password sssssssss|

Start Page Home

Copyright © 2009, 2015, Orade and/or its affiliates. All rights reserved.

[Remove| Connect| | Cancel

= The Home Page window opens.
— Click the Data Browser tab.
— Expand the Data Tree dc=com - dc=oracle - dc=us - cn=groups
— Right-click OCS_PORTAL_USERS.
— Select Create Like.

Directory Services Manager 010 - 15 HA Admin E3 Helpv  Acc

@ ® = | Advanced | —
: \L_USERS | Apoly | Revert
2 Data Tree [ create
B7®% 25 [ create Like : tn=0CS_PORTAL_USERS, cn=groups,dc=us,dc=oracle,dc=com
Entry ? Configu = e e entry ke this one. admin Modified by: cn=ordadmin
.4 [Root mREerh Entry 1,2016 12:12:27 PM PDT Modified at: March 31, 2016 12:12:27 PM PDT
> [Slen=oradle internet directe WL, pafresh SubTree Entries |
> [ en=0racleContext # Edit RON Subtree Access | Local Access
[Elcn=0radeSch IV ersic
> m radeSchemalersion o ot
o [(Ecn=replication configurati h ~
Import LDIF
» [Elen=Server Configurations Orade Collaboration Suite Users
> [[Een=subconfigsubentry Delete
4 @dc=com ' Delete the selected entry and its subtree o 32
4 dc=oracle Collapse Owner Name
4 mdgus Vo information currently available

p Expand All Below
»» [[Elen=Calendar Se
Collapse All Below

4 [Elcn=Groups -
{Hicn=0C5_PORTALZUSERS 77"
> [[Elcn=0radleContext
> [[Een=Users Description  Group of users for whom the Orac o 3§
+ X

Member Name

=orcladmi
[ cn=orcladmin \7\ v

— The Create Administrators Group: Entry Properties window opens. Click
Next.
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Creating Administrators Group in OID for OAM Identity Store

New Entry: Create Like cn=0CS_PORTAL_USERS, cn=groups,dc=us,dc=oracle,dc=com

Eniry Properties Mandatory Properties Opfional Properties  Status
Choose the type of LDAP entry to create using the Object Class, then choose the parent of the entry using the browse tree.

Entry Properties

Name

top
\groupOfUniqueNames
ordGroup

Parent of the entry  cn=groups,dc=us,dc=oracle,dc=com Browse...

= The Create Administrators Group: Mandatory Properties window opens. Enter
in the following;:

— *cn= Administrators
— *Relative Distinguished Name= cn
— Click Next

New Entry: Create Like cn=0CS_PORTAL_USERS, cn=groups,dc=us,dc=orade,dc=com *

Entry Properties Mandatory Properties Optional Properties  Status
(Choose an attribute which will be the RDN value for this entry and enter a value for that attribute.
Mandatory Properties

e Administrators

* Relative Distinguished Name  cn El

hed Name s «cn=groups,dc=us,dc=oracle,dc=com

et

= The Create Administrators Group: Optional Properties window opens. Enter in
the following:

— Description= Group of Administrative users.
— DisplayName= Administrators

— uniqueMember= cn= orcladmin

— Click Next.
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Creating Administrators Group in OID for OAM Identity Store

New Entry: Create Like cn=0CS_PORTAL_USERS, cn=groups,dc=us,dc=oracle,dc=com *

Entry Properties Mandatory Properties Optional Properties  Status
‘Optional Properties
description  Group of Administrator users.
displayName  Administrators

unigueMember  cn=orcadmin

The Create Administrators Group: Status window opens. Click Finish.

New Entry: Create Like cn=0CS_PORTAL_USERS, cn=groups,dc=us,dc=oracle,dc=com

Entry Properties Mandatory Properties Optional Properties  Status

Status

The new entry "cn=Administrators,cn=groups,dc=us,dc=oracle,dc=com” has been created successfully. Click the "Finish" button to exit the
wizard.

The Main window opens and Administrators group is shown in the left hand
navigation pane.
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Create a WebLogic Admin User in OID

Directory Services Manager 0D~ 15 HA Admin B Helpv  Accessibility Mode  Reset Session & [

%g Data Browser e.% Schema

Qp Secunty | &3 Advanced

_L @ B Erance No object selected
%E Data Tree Please select an object from the left side navigation
0
Entry
[Elroot

& [Slen=oracle internet directory
» [Elen=0racleContext
& [Elen=0racleSchemaVersion
» [ cn=replication configuration
b [@]en=Server Configurations
& [Een=subconfigsubentry
G@dc=com N
@ydc=oracle
@de=us
> [Elcn=Calendar Server
[Elcn=Groups
& {fhon=Administrators
{Hhcn=0CS_PORTAL_USERS
> [Elcn=0radeContext
> [Elcn=Users

Create a WebLogic Admin User in OID

Create a WebLogic admin user in OID by doing the following:
= In the left navigation pane, click dc=com, dc=oracle, dc=us, and then cn=Users.

Right-click cn=orcladmin and select Create Like cn=orcladmin to create a
WebLogic admin user.

Directory Services Manager OID - 15 HA Admin EJ Help¥  Accessibiity Mode ¥ Reset Session ) [l

12 Data Browser | &% Schema | & security | 58 advanced

Q @ # | Advanced .
() orcladmin Apply || Revert

12 Data Tree
F @a E& / = creste & en=orcladmin, cn=Users, dc=us,dc=oracle,dc=com
Entry ) admin Medified by: cn=ordladmin

[ERoot Create Like i1, 2016 12:12:26 PM POT Modified at: March 31, 2016 12:12:28 PM PDT

- [Elen=oradle intemet direct; | COMgU{Erante a new ety Tie this one.

 [Ecn=0racleContext B Refresh Entry

Subtree Access | Local Access
> [[Elen=0radeschemaversion ), pefresh SubTree Entries

> [[Een=replication configurati 7 ¢4 appy

i ~
> Ealen=Server Configurations o oo formation
7]
»+ [[Flcn=subconfigsubentry
@ cemcom 45 Import LDIF
@dc= in
@dc=oracle * pelete
@dc-us 3 Delete the selected entry and its subtree  in
> [@en=Calendar S gxpand |

in
 [Elen=Groups Expand All Below
» [[Elcn=0radleConts

o
[[En=Users .
5 {} en=ordadmin 71" T
= Employee
I { cn=PUBLIC
¢ Mumber
Emiail

orcladmin
Address

Upload

Photo Qﬂmme._ ®

The Create WebLogic User: Entry Properties window opens. Click Next.
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Create a WebLogic Admin User in OID

New Entry: Create Like i 5, de=us,d;

Entry Propertics Mandatory Properties Opfional Properties  Status

Choose the type of LDAP entry to create using the Object Class, then choose the parent of the entry using the browse tree.

Entry Properties

Name

top

person
«organizationalPerson
inetorgperson
orduser

orduser\2

Parent of the entry  cn=Users,dc=us,dc=orade,dc=com Browse...

The Create WebLogic User: Mandatory Properties window opens. Enter in the
following values:

*cn= weblogic

*sn= weblogic

*Relative Distinguished Name= cn
Click Next

New Entry: Create Like i , de=us,d

Entry Properties  Mandatory Properties Optional Properties  Status
Choose an attribute which will be the RDN value for this entry and enter a value for that attribute.
Mandatory Properties
*en weblogic

*sn  weblogic

* Relative Distinguished Name  cn [~]

Distinguished Name cn=weblogic,cn=Users,dc=us,dc=orade,dc=com

@ Cancel

The Create WebLogic User: Optional Properties window opens. Enter in the
following values:

givenName= weblogic
mail= weblogic
orclAvtiveStartDate= Leave as default value

orcISAMAccountName= weblogic
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— uid= weblogic

— userPassword= <weblogic_password>

— Click Next

New Entry: Create Like

Aadmit , de=us,d

Entry Properties Mandatory Properties Optional Properties  Status

givenName

mail
ordAdtiveStartDate
ordSAMAccountName
uid

userPassword

weblogic
weblogic
20160410000000z
weblogic
weblogic

*=  The Create WebLogic User: Status window opens. Click Finish.

Aadi

New Entry: Create Like

, dc=us,d

Entry Properties Mandatory Properties Optional Properties  Status

Status
The new entry "cn=weblogic,cn=Users,dc=us,dc=oracde,dc=com” has been created successfully. Click the "Finish” button to exit the

wizard.

Add orcladmin and WebLogic Admin Users to the Administrators Group

Add orcladmin and WebLogic admin users to the administrators group by doing the

following:
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= In the Data Browser tab - expand the Data Tree dc=com - dc=oracle - dc=us -
cn=groups and click on cn=Administrators. The Administrators properties
window opens. Click the Plus icon to add a member.

Directory Services Manager B 010 - 15 A Admin EJ Helpv  Accessibility Mode v Reset Session ) [

°Eg Data Browser % Schema @ Security | & Advanced
-:k @ o3 Advanced
ﬁ- Administrators Apply || Revert
'Eg Data Tree
? Qﬂ i& / g; Aﬁ. ® LE;'S‘« Distinguished Name: cn=Administrators,cn=groups,dc=us,dc=orade dc=com
Entry Created by: cn=ordladmin Modified by: cn=orcladmin
[ERoot Created at: April 10, 2016 3:35:26 PM PDT Modified at: April 10, 2016 3:35:26 PM PDT

»» [Elcn=oracle internet directory
> [fcn=0racleCantext

» [Elcn=0racleSchemaVersion

i [[Ejcn=replication configuration

Group Attributes  Subtree Access  Local Access

~
> [Elcn=Server Configurations Display Name  Administrators
> [Elcn=subconfigsubentry
@dc=com " e %
@dc=orade Owiner Name
@ydc=us Mo information currently available
» [[Ecn=Calendar Server Ouwmer
[Ecn=Groups
> {iicn=Administrators
& {§ien=0C5_PORTAL_USERS
> [[len=0racleContext Description  Group of Administrator users. 4 &
i [[Elen=Users
+ %
Member Name
Members en=ordadmin v

= Another row is added to the Members section of the screen. Enter the following:
— cn=weblogic,cn=users,dc=us,dc=oracle,dc=com
—  Click the Apply.

Directory Services Manager

01D - 15 HA Admin Ed Help¥  Accessibility Mode ¥  Reset Session o

e.% Schema Qp Security | &3 Advanced

';l; @ & | Advanced P
() Administrators Apply || Revert
s
‘Eg Data Tree
? GB E& / g; % ® LE:)’: Disti ished Name: cn=Administrators,cn=groups,dc=us,dc=oracle,dc=com
Entry Created by: cn=ordadmin Modified by: cn=orcladmin
[Croot Created at: April 10, 2016 3:35:26 PM PDT Modified at: April 10, 2016 3:35:26 PM PDT

w

[Elcn=oracle internet directory

»» [[len=0racleContext Group  Attributes  Subtree Access  Local Access
&+ [[en=0radeSchemaVersion
» [cn=replication configuration Display Name  Administrators n
i [EJen=S5erver Configurations %
=subconfigsubent
»» [[cn=subconfigsubentry e —
Gdc=com 4 Mo information currently available
@ydc=oracle Owner
@dc=us
& [[cn=Calendar Server
[Elcn=Groups
» {Hen=Administrators
» (Hicn=0C5_PORTAL_USERS Description  Group of Administrator users. E
& [[lcn=0racleContext 4 %
& [[Elen=Users
I Member Name
cn=weblogic, cn=Users, dc=us,dc=orade,dc=com B
Members
cn=ordadmin
W

Launching OAMConsole and Configuring Identity Store

To launch the OAMConsole and configure the identity store perform the following steps:

* Launch OAMConsole http://idmhostl.us.oracle.com:16001/oamconsole and
login using WebLogic admin user.
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Launching OAMConsole and Configuring Identity Store

~
Sign In
Sign in to administer Oracle Access Management
Usemame
weblogic
Password
sensesss -
Signin
W
* The Access Management Launch window opens. Click Configuration.
weblogic w ===
ORACLE  Access Management
A Federation D Mobile Security n? Configuration
Launch Pad
Quick Start Wizards Access Manager =+ v Agents =+ v
Perform commoen setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
Ap on Re ion Application Domains
S50 Agent Registration Resource Types
Host Identifiers
Authentication Schemes
- v
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Launching OAMConsole and Configuring Identity Store

ORACLE" Access Management

Launch Pad

ORACLE’ Access Management

Enable and disable Access components Manage 1DS profiles and 1D stores Grant administrative permissions

Available Services User |dentity Stores Administration

weblogic w === ~

O 6 N

The User Identity Stores tab opens. Click the Create button in the OAM ID Stores
section.

Launch Pad

4 Default and System Store Apply

4 OAMID Stores Sync DS Profiles
Manage local User Identity Stores. This includes IDS Profiles that are synchronized by using Sync IDS Profiles button

View v Create Duplicate Edit Delete

c . P Synched IDS
Name Directory Type Host Information Description Profiles
UserldentityStore1 EMBEDDED_LDAP Idap-host:7001 No

4 |dentity Directory Service

Configuration =

User Identity Stores

User Identity Stores x

weblogic w ===

m Application Security & Federation D Mobile Security a? Configuration

B

~ Default Store  UserldentityStore1

= System Store Userldenlllvstureﬂ

The Create: User Identity Store window opens. Enter the following values:

Store Name= OIDIdentityStore

Store Type= OID: Oracle Internet Directory
Location= idmhost1.us.oracle.com:3060
Bind DN= cn=orcladmin

Password= <password>

Login ID Attribute= uid

User Password Attribute= userPassword

User Search Base= cn=Users,dc=us,dc=oracle,dc=com
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— Group Name Attribute= cn

—  Group Search Base= cn=groups,dc=us,dc=oracle,dc=com
— Leave rest as default

— Click Test Connection

~ Create: User Identity Store uUseridentity Store Service Test Connection || Apply
* Store Name OlDIdentityStore [] Enable SSL

* store Type  QID: Oracle Internet Directory [] Use Native ID Store Settings

<]

Prefefched
OID Store o
Description Attributes

A Location and Credentials
* Location idmhost1_us.oracle com:3060] * Password sssssssss
* Bind DN cn=orcladmin
4 Users and Groups
* Login ID Attribute  uid
User Password Attribute  userPassword
* User Search Base cn=Users,dc=us,dc=oracle,dc=com
User Filter Object Classes
Group Name Attribute cn
* Group Search Base cn=groups,dc=us,dc=oracle,dc=com

Group Filter Classes
[] Enable Group Membership Cache

=  The Connection Status window opens. Click OK.

Connection Status

Connection to the User Identity Store
successfull

* The Create User Identity Store window opens again. Click Apply and the
OIDIdentity Store tab opens.
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Set Identity Store as the Default Store and the Default System Store

weblogic w ===

* Access Management
ORACLE 9 [E) Avotcaton scurty | & Foderaion | [] Moblle Securty

Launch Pad  User Identity Stores x | OlDIdentity Store x E;

OlIDIdentityStore user identity Store Service Duplicate ~ Test Connection ~ Apply

© Confirmation x

User Identity Store OIDIdentityStore created successfully.

Store Name  OlDIdentityStore [] Enable SSL
* Store Type  OID: Oracle Intemet Directory ;’v [ Use Native ID Store Setlings
. 0ID Store Prefetched
Description Attributes

4 Location and Credentials
* Location idmhost1 us.oracle.com:3060 ¥ Password  ssssss

“ Bind DN = cn=orcladmin

4 Users and Groups

Set Identity Store as the Default Store and the Default System Store

To set the identity store as the default store and the default system store:
= Inthe OAM console — click the User Identity Stores tab.
= The User Identity Stores window opens. Make the following updates:
— Default Store= OID Identity Store
—  System Store= OID Identity Store

— Click the Add button in the Access System Administrators section of the
screen.

weblogic w A

" Access Management
ORACLE g [f&] Application Security A Federation D Mobile Security

Launch Pad | User Identity Stores x  OlDIdentityStore x &

Configuration =

User Identity Stores

A Default and System Store Apply
* Default Store Ol DidentityStore
* .
System Store  OIDIdentityStore
4 Access System Administrators + Add X Delete
This table allows you to add Administrator roles for the new System Store. This table appears only while changing System Store. Set the System store by pressing

Apply button. After System Store is set, you can manage Administrator Roles using Administration link from Launch Pad

Name Type
No matches found

4 OAM ID Stores Sync IDS Profiles
Manage local User Identity Stores. This includes IDS Profiles that are synchronized by using Sync IDS Profiles button

View v == Create

PO e an e = o Svnched IDS
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* The Add System Administrator Roles window opens.
— Enter Administrators in the Name input field.
—  Click Search.
—  Click the Administrators row.
— Click Add Selected.

Add System Administrator Roles
Search and select the users and/ or groups to add as System Administrators.

A search

Name Administrators

Type Al

Search = Reset

Type
| Administrators | Group

Rows Selected 1

Add selected | Cancel |

= A popup warning window opens. Click OK

x..

Identity Store, OIDIdentityStore, is set as System Identity Store. Refer to the documentation for additional manual steps to make it fully functional, otherwise you may not be able
| Access Console.

= The Validate System Administrator popup window opens. Enter in WebLogic
credentials and Click Validate.
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Set Identity Store as the Default Store and the Default System Store

Validate System Administrator X

QOlDidentityStore Idenfity Store has been designated as the
System Store and requires that you validate at least one
Access System Administrator. Please enter a valid

in and pi 5

* Username  weblogic

* Password eesssess

Validate = Cancel

= The User Identity Stores window opens. Click the Apply.

User Identity Stores A
4 Default and System Store Apply
* Default Store OlDIdentityStore
* System Store OlDIdentityStore |E|
4 Access System Administrators + Ada X Delete
This table allows you to add Administrator roles for the new System Store. This table appears only while changing System Store. Set the System store by pressing
Apply button. After System Store is set, you can manage Admil or Roles using Admil link from Launch Pad.
Name Type
Administrators Group
4 OAM ID Stores Sync DS Profiles
Manage local User Identity Stores. This includes IDS Profiles that are synchronized by using Sync IDS Profiles button.
View w == Create (™ Duplicate / Edit 3{ Delete
N a P Synched IDS
Name Directory Type Host Information Description Profiles
OIDIdentityStore oip . idmhost1.us.oracle.com:3060 | 0ID Store No
UserldentityStore1 EMBEDDED_LDAP Idap-host 7001 No
4 Identity Directory Service
Identity Directory Service is a common service used by Oracle Identity Management products to access and manage Identity Directory. The IDS Profiles can be used R
ailbio Oeado dccace aflactbooca m

= Click on the OIDIdentity Store tab and validate that the green flag is displayed to
indicate the process to set the OIDIdentitystore as the default store and System
store was successful.
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Set Identity Store as the Default Store and the Default System Store

weblogic w ===

ORACLE’ Access Management
9 Application Security Federation Mobile Security e Configuration
o

Launch Pad  User Identity Stores x  OlDIdentity Store x E;

OlIDIdentityStore user identity Store Service Duplicate ~ Test Connection  Apply

© Confirmation x

User Identity Store OlIDIdentityStore created successfully

Store Name  OlIDidentityStore [] Enable SSL
* store Type OID: Oracle Intemet Directory [ Use Native ID Store Settings
Gy OID Store Prefetched
Description Attributes

4 Location and Credentials
* Location idmhost1 us oracle.com:3060 " Password  sesses

*Bind DN cn=orcladmin
4 Users and Groups

% i

= Click the Application Security button located at the top of the page.

* The Launch Pad for the Application Security window opens. Click the
Authentication Modules link located in the Plug-ins section of the screen.

Quick Start Wizards Access Manager 4 v Agents 4 v

Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
on Registration Application Domains
Resource Types
Host Identifiers

Authentication Schemes

e
Session Management Password Policy Plug-ins 4 «
Manage Single Sign-On sessions Manage Common Password Policy for Single Sign-0 Manage Authenticafion Plug-ins

Authentication Modules
Authentication Plug-ins

= The Authentication Modules window opens.
— Select Authentication Module from drop down.
— Click Search
— Select the LDAP row
— Click Edit
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Set Identity Store as the Default Store and the Default System Store

weblogic w === A
ORACLE" Access Management
E Application Security A Federation D Mobile Security d’? Configuration
Launch Pad x| LDAP x @
Access Manager =
Search Authentication Modules + Create Authentication Module v
Search for an existing Authentication Medule or click the Create Authentication Module button to create a new one
4 Search
Name
Type Authentication Mudule
Search = Reset
Search Results
Actions w View w == Create w» (™ Duplicate Edit 3 Delete iz Detach
Name Type
Kerberos Authentication Module
LDAP Authentication Module
LDAPNoPasswordAuthModule Authentication Module
X509 Authentication Module
v

= The LDAP Authentication Module edit window opens.
— Select OIDIdentityStore from drop down.
— Click Apply.

weblogic w ===

E Application Security A Federation D Mobile Security g Configuration

Launch Pad  Authenfication Modules x | LDAP x E

ORACLE" Access Management

Access Manager >

LDAP LDAP Authentication Module Duplicate | Apply

Use the LDAP Authentication module for Basic and Form challenge methods. It matches the credentials (usename and password) of the user who requests a resource
to a user definition stored in an LDAP directory server.
*Name LDAP

* User Identity Store OIDldentityStore

Copyright ® 2000, 2015, Oracle and/or its affiliates. All nghts reserved.

Confirmation message opens.
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Configure OAM to use VIP URL and OHS Port

weblogic w
ORACL & Access Management
I_ g Application Security Federation Mobile Security g Configuration
[

Launch Pad  Authentication Modules x = LDAP x @

Access Manager =

LDAP LDAP Authentication Module Duplicate

Use the LDAP Authentication module for Basic and Form challenge methods. it matches the credentials (usemname and password) of the user whe requests a resource
to & user definition stored in an LDAP directory server

@ Confirmation X

LDAP Authentication Module LDAP modified successiully.

“ Name LDAP

* User Ildentity Store OIDidentityStore

Copyright & 2000, 2015, Oracle andfor its affiliates. All nghts reserved

Configure OAM to use VIP URL and OHS Port

Perform the following steps to configure Oracel Access Manager to be able to use the VIP

URL and OHS port.
= Assuming still logged in from the previous steps — Close the Authentication
Modules and LDAP tabs.

= The Configuration Launch Pad window opens. In the settings section — Click the
View drop down and select the Access Manager option:

62 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications



Configure OAM to use VIP URL and OHS Port

weblogic w ===

° Access Management
DRACI—G g Application Security & Federation D Mobile Security d} Configuration

Launch Pad

Available Services User Identity Stores Administration

Enable and disable Access components Manage IDS profiles and 1D stores Grant administrative permissions

Common Settings

Access Manager
FeqlEdit the Access Manager Settings

Certificate Validation Server Instances Security Token Service

Social Identity
Validate trust certificates Manage and monitor OAM server instances compaonents
Access Portal Service

View v

Copyright & 2000, 2015, Oracle and/or its affiiates. All rights reserved

= The Access Manager Settings window opens. Make the following updates:
— OAM Server Host: idmhost-vip.us.oracle.com
— OAM Server Port: 7777
— Leave the rest as is and click Apply.
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" Access Management
ORACLG g E Application Security A Federation D Mobile Security ,u‘.:' Col

Launch Pad = Access Manager Settings x

Configuration >

Access Manager Settings
The following settings apply to the Access Manager service.

4 Load Balancing
* OAM Server Host idmhost-vip.us.oracle.cor
" OAM Server Port T A v
4 S50
IP Validation [+

4 Access Protocol
Simple Mode Configuration

Global Passphrase
Cert Mode Configuration

PEM Key Store Alias

PEM KeyStore Alias Password ssesss

4 Policy
Resource Matching Cache

* Maximum Size 100000 A~ | v

* Time to Live {minutes) 1234 | A W

Copyright & 2000, 2015, Oracle and/or its affiliates. All rights reserved

weblogic v === ~

B

Apply Revert

* DAM Server Protocol hitp .

* Server Error Mode  External

$80 Token Version 4 .

= A confirmation message should be displayed if successful.

ORACLE Access Management

Launch Pad = Access Manager Seftings x

Configuration =

Access Manager Settings
The following settings apply to the Access Manager service

& Confirmation

OAM Server Profile modified successfully.

4 Load Balancing
* DAM Server Host idmhost-vip.us.oracle.cor
* OAM Server Port T A v
4 §s0
IP validation [

4 Access Protocol
Simple Mode Configuration
Global Passphrase
Cert Mode Configuration
PEM KeyStore Alias

PEM Key Store Alias Password

4 Policy
Resource Matching Cache

~ Maximum Size

weblogic w ===

E Application Security & Federation D Mobile Security

* OAM Server Protocol | http

* Server Ermor Mode | External

$80 Token Version 4

sssane

ssssss

100000 | A~ | v

~
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Set Protection Level for Resource URL’s in OAM

Perform the following steps to configure Oracel Access Manager to be able to use the VIP

URL and OHS port.
= Assuming still logged in from the previous steps, close the Access Manager tab
and click the Application Security button at the top of the screen.

The Application Security Launch Pad window opens. In the Access Manager
section, click the Application Domains link:

weblogic w ===
ORACLE’ Access Management
m Application Security & Federation D Mobile Security d’ Configuration
Launch Pad
Quick Start Wizards Access Manager 4 v Agents 4 v
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
App on Reg tio Application Domains
S50 Agent Registration Resource Types
Host Identifiers
Authentication Schemes
il
Session Management Password Policy Plug-ins 4 »
Manage Single Sign-On sessions Manage Common Password Policy for Single Sign-C Manage Authentication Plug-ins
Authentication Modules
Authentication Plug-ins
W

= The Search Application Domains tab opens. Click Search:

weblogic w === ~
ORACLE" Access Management 5
E Application Security & Federation D Mobile Security g5’ Configuration
Launch Pad =~ Application Domain x @
#Agcess Manages -
Search Application Domains 4 Create Application Domain
Use the search tool to find an existing Application Domain or click the Create Application Domain button to create a new one
4 Search
Name
Search = Reset
Search Results
Actions v View v o Create Edit Delete m" Detach
Row Name Description
No data to display.
Copyright @ 2000, 2015, Oracle and/or s affiliates. All rights reserved v
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= In the Search Results section , click the apphost-vip link.

weblogic v ===

~
ORACLE  Access Management 5
E Application Security ‘& Federation D Mobile Security 'ﬁ Configuration
Launch Pad | Application Domain x &
Access Manager =
Search Application Domains = Create Application Domain
Use the search tool to find an existing Application Domain or click the Create Application Domain button to create a new one
4 Search
Name
Search = Reset
Search Results
Actions v View v == Create Edit Delete
Row Name Description
1 Fusion Apps Integration Policy objects enabling integration with Oracle Fusion Applications
2 1AM Suite Policy objects enabling OAM Agent to protect deployed IAM Suite ap...
3  apphost-vip Application Domain created through Remote Registration
4 idmhost-vip Application Domain created through Remote Reqgistration
Copyright @ 2000, 2015, Oracle and/or its affiliates. All nghts reserved. v
= The apphost-vip tab opens. Click the Resources sub-tab.
weblogic w ===
ORACLE' Access Management
E Application Security & Federation D Mobile Security d’? Configuration
Launch Pad  Application Domain x = apphost-vip x E
Access Manager =
apphost-vip Appiication Domain
Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources
Summary = Resources Authentication Policies  Authorization Policies  Token Issuance Policies  Administration
Apply
* Name apphost-vip
Application Domain created through Remote Regis
Description
< >
* Session Idle Timeout (minutes) o~
Allow OAuth Token []
Allow Session Impersonation []
Enable Policy Ordering []
Copyright @ 2000, 2015, Oracle and/or its affiliates. All ights reserved. v

= In the Search Results section, select Create from the Actions dropdown menu.

66 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications



Set Protection Level for Resource URL’s in OAM

weblogic w ~

* Access Management
ORACI—E 9 &Federﬂtinn D Mobile Security d’ Configuration
&

Launch Pad  Application Domain x = apphost-vip x

Access Manager =
apphost=vip Appiication Domain

Application Domain provides a legical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources

Summary Authentication Policies  Authorization Policies  Token Issuance Policies  Administration

Use the search tool to find an existing Resource or click the New Resource button to create a new one.

4 Search
Resource Type HTTP Query String
Host Identifier Authentication Palicy
Resource URL Authorization Policy

Search | Reset

Search Results

Actions w View w < Create [z Detach
Row ?;;:uroe Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
No data to display.
< >

Columns Hidden 2

Copyright € 2000, 2015, Oracle and'or its affiliates. All rights reserved. v

=  The Create Resource tab opens. Make the following updates and close the Create
Resource tab when finished.

— Type: HTTP

— Description: oam url

— Host Identifier: apphost-vip

— Resource URL: /oam/**

— Protection Level: Excluded

— Leave all other settings as defaulted.
— Click Apply
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weblogic v ===\

R * Access Management
D ACI—G g Application Security Federation Mobile Security N Configuration
= &

Launch Pad  Application Domain x  apphost-vip x | Create Resource x j
Access Manager =
Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource {document or entity) stored on a server. Individual resource URLS need
not be unique across domains, but the combination of a resource URL, Query String, and a host identifier must be unique across domains.

*Type HTTP

~oamur
Description

* Host Identifier apphost-vip Q

* Resource URL foam/**

Query (@® Name Value list () String

Query + X

Name Value
No Data to Display

4 Operations

* Operations Available Al
CONNECT -
OPTIONS
POST v
& DT
4 Protection
~ Protection Level Excluded
Authentication Policy
Authorization Policy
Copyright ® 2000, 2015, Oracle and/or its affiliates. Al rights reserved w

= In the Search Results section of the Resources tab, select Create from the Actions
dropdown menu.
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weblogic w ~
ORACLE" Access Management
A Federation D Mobile Security ,u? Configuration
Launch Pad  Application Domain x | apphost-vip x &

Access Manager =
apphost-vip application Domain

Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access spacific protected
resources

Summary = Resources =~ Authentication Policies  Authorization Policies  Token Issuance Policies  Administration

Use the search tool to find an existing Resource or click the New Resource button to create a new one

4 Search
Resource Type HTTP Query String
Host Identifier Authentication Policy
Resource URL Authorization Policy

Search Reset

Search Results

View v == Create iw Detach

== Create

Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
b (g ]
> >
/s
2
x
Copyright © 2000, 2015, Oracle and/or its affiliates. All rights reserved. v

= The Create Resource window opens. Make the following updates and close the
Create Resource tab when finished.

— Type: HTTP

— Host Identifier: apphost-vip

— Resource URL: /**

— Protection Level: Protected

— Authentication Policy: Protected Resource Policy
— Authorization Policy: Protected Resource Policy
— Leave all other settings as defaulted.

— Click Apply.
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weblogic w === A
ORALCLE" Access Management
A Federation D Mobile Security | " Configuration
Launch Pad  Application Domain x  apphost-vip x ﬁ
Access Manager >
Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need
not be unigue across domains, but the combination of a resource URL, Query String, and a host identifier must be unigue across domains.

*Type HTTP

Description
* Host Identifier apphost-vip Q
A Uri
* Resource URL /**

Query @ MName Value list () String

Query + X

Name Value
No Data fo Display

4 Operations

* Operations Available Al

CONNECT ~
OPTIONS
POST v
a DT
4 Protection
~ Protection Level Protecied
Authentication Policy Protected Resource F‘olicy
Authorization Policy Protected Resource Fullr.y
Copyright @ 2000, 2015, Oracle and/or its affiliates. All ights reserved. v

= In the Search section of the Resources tab, click Search to validate the changes

were committed. Close the apphost-vip tab located at top of screen when
finished.
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" Access Management
ORACI_E 8 Application Security Federation Mobile Security v Configuration
[

apphost-vip x

Launch Pad  Application Domain x

Access Manager =

GPPhOSt-ViP Applicafion Domain

Applicafion Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected

resources

Summary = Resources | Authentication Policies

Use the search tool to find an existing Resource or click the New Resource button to create a new one.

4 Search

Resource Type HTTP

Host Identifier

Resource URL

Search Results

Actions v View v == Create

Duplicate Edit Delete [z Detach
Row ¥:;2mce Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
1 HTTP apphost-vip foam/=
2 HTTP apphost-vip "~ Protected Resource Policy  Protected Resou
<

Columns Hidden 2

Copyright & 2000, 2015, Oracle and/or is affiliates. All ights reserved

weblogic v ~

&

Authorization Policies ~ Token Issuance Policies  Administration

Query String
Authentication Policy

Authorization Policy

Search Reset

>

In the Application Domain tab should be displayed. In the Search Results

section, click the idmhost-vip link:

weblogic w ===
ORACLE’ Access Management
E Application Security & Federation D Mobile Security d? Configuration
Launch Pad = Application Domain x @
Access Manager =
Search Application Domains + Create Application Domain
Use the search tool to find an existing Application Domain or click the Create Application Domain button to create a new one
4 Search
Name
Search = Reset
Search Results
Actions w View v = Create Edit Delete = Detach
Row Name Description
1 Fusion Apps Integration Policy objects enabling integration with Cracle Fusion Applications
2 |AM Suite Policy objects enabling OAM Agent to protect deployed |AM Suite ap
3 apphost-vip Application Domain created through Remote Registration
4 idmhost-vip Application Domain created through Remote Registration
Copyright © 2000, 2015, Oracle and/or its affiliates. All rights reserved v

The idmhost-vip tab opens. Click the Resources sub-tab.
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weblogic v ===

" Access Management
ORACLG g Application Security Federation Mobile Security N Configuration
Lo

Launch Pad  Application Domain % | idmhost-vip x &

idmhos‘t-\rip Application Domain

Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources

Summary Resources  Authentication Policies  Authorization Policies  Token Issuance Policies  Administration

Apply
* Name  idmhost-vip
Application Domain created through Remote Regis
Description
< >
* Session Idle Timeout {minutes) 0|~

Allow OAuth Token []

Allow Session Impersonation [ ]

Enable Policy Ordering []

Copyright @ 2000, 2015, Oracle and/or its affiliates. All nghts reserved. v

= In the Search Results section, select Create from the Actions dropdown menu.

[ A = -
~
Launch Pad  Application Domain x = idmhost-vip x @
Access Manager »
idmhost-vip Application Domain
Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources.
Summary = Resources = Authentication Policies  Authorization Policies  Token Issuance Policies ~ Administration
Use the search tool to find an existing Resource or click the New Resource button to create a new one.
4 Search
Resource Type HTTP Query String
Host Identifier Authentication Policy
Resource URL Authorization Policy
Search | Reset
Search Results
View w == Create Duplicate Edit Detach
== Create . . — . .
Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
N ™ Duplicate
# Edit ‘ =
2
X
Copyright & 2000, 2015, Oracle and/or its affiliates. All ights reserved.
W

= The Create Resource tab opens. Make the following updates and close the Create
Resource tab when finished.

— Type: HTTP
—  Description: oam url
— Host Identifier: idmhost-vip

— Resource URL: /oam/**
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— Protection Level: Excluded
— Leave all other settings as defaulted.
— Click Apply.

weblogic w ===

* Access Management
OF\)ACI—E g A Federation D Mobile Security d,’ Configuration

Launch Pad  Application Domain %  idmhost-vip x = Create Resource x el

Access Manager =
Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need
not be unique across domains, but the combination of a resource URL, Query String, and a host identifier must be unique across domains.

“Type HTTP

) oam url
Description

* Host Identifier idmhost-vip Q

* Resource URL oam/™*

Query (@ Name Value list O String

Query + X

Name Value
| No Data to Display

4 Operations

* Operations Available Al

CONNECT

OPTIONS

POST v

o

SIS

4 Protection

* Protection Level Excluded

Authentication Policy
Authorization Policy

Copyright & 2000, 2015, Oracle and/or its affiliates. All ights reserved. e

~

= In the Search Results section of the Resources tab, select Create from the Actions

dropdown menu.
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i == -
~
Launch Pad  Application Domain x = idmhost-vip x i)
Access Manager =
idthS‘t-Vip Application Domain
Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources.
Summary | Resources Authenticafion Policies  Authorization Policies  Token Issuance Policies  Administration
Use the search tool to find an existing Resource or click the New Resource bution o create a new one
4 Search
Resource Type HTTP Query String
Host Identifier Authentication Policy
Resource URL Autnorization Policy
Search  Reset
Search Results
m View v = Create iw} Detach
== Create - - P 9 A
Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
I (e ]
N >
'
2
X
Copyright & 2000, 2015, Oracle and/for its affiliates. All nghts reserved
v

= The Create Resource tab opens. Make the following updates and close the Create
Resource tab when finished.

— Type: HTTP

— Host Identifier: idmhost-vip

— Resource URL: /analytics

— Protection Level: Unprotected

— Leave all other settings as defaulted.
— Click Apply.

NOTE: The /analytics resource URL is setting is for OBIEE
analytics. The installation steps will occur later in this
document. We are adding in the resource URL in advance so
these screens do not need to be accessed again.
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* Access Management ~
ORACLE g Application Security Federation Mobile Security 4 Configuration
o

Launch Pad  Application Domain x  idmhost-vip x @
Access Manager =
Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need
not be unique across domains, but the combination of a resource URL, Query String, and a host identifier must be unique across domains.

*Type HTTP

Description
* Host Identifier idmhost-vip
A Uri
* Resource URL fanalytics

Query (@ Mame Value list ) String

Query + X

Name Value
No Data to Display

4 Operations

* Operations Available All

CONNECT

~
OPTIONS
POST v
= our

4 Protection

* Protection Level Unprotemed

Authentication Policy
Authorization Policy

Copyright & 2000, 2015, Oracle and/or its affiliates. All rights reserved

In the Search Results section of the Resources tab, select Create from the Actions
dropdown menu.
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[ [ == -
~
Launch Pad  Application Domain x | idmhost-vip x &
Access Manager =
idthSt-\i’iP Application Domain
Application Domain provides a logical container for resources or seis of resources, and the associated policies that dictate who can access specific protected
resources.
Summary ~Resources Authentication Policies  Authorization Policies  Token Issuance Policies  Administration
Use the search tool to find an existing Resource or click the New Resource button to create a new one.
4 Search
Resource Type HTTP Query String
Host Identifier Authentication Policy
Resource URL Authorization Policy
Search | Reset
Search Results
View w = Create " Detach
== Create - n _— q -
Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
P ™~
> >
'
2
X
Copyright @ 2000, 2015. Oracle and/or its affiliates. All rights reserved
v

=  The Create Resource tab opens. Make the following updates and close the Create
Resource tab when finished.

— Type: HTTP

— Host Identifier: idmhost-vip

— Resource URL: /**

— Protection Level: Protected

— Authentication Policy: Protected Resource Policy
— Authorization Policy: Protected Resource Policy
— Leave all other settings as defaulted.

— Click Apply.
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weblogic w ===

~
ORACL & Access Management =
E Application Security & Federation D Mobile Security g Configuration
Launch Pad  Application Domain x  idmhost-vip x E
Access Manager =
Create Resource Resource Apply
Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLS need
not be unigue across domains, but the combination of a resource URL, Query String, and a host identifier must be unigue across domains.
*Type HTTP
Description
* Host Identifier idmhost-vip Q
A Uri
* Resource URL  /*
Query @® Name Value list O String
Query + X
: Name Value
No Data to Display
4 Operations
* Operations Available Al

CONNECT o

OPTIONS

POST v

= our
4 Protection

* Protection Level Protected
Authentication Policy Protected Resource Pn\n:v.
Authorization Policy Protected Resource Policy
Copyright © 2000, 2015, Oracle and/or its affiliates_ All rights reserved w7

= In the Search section of the Resources tab, click Search to validate the changes

were committed.
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weblogic w ===

E Application Security & Federation D Mobile Security cf Configuration

Launch Pad  Application Domain x = idmhost-vip x &

~

ORACLE’ Access Management

Access Manager =

idthSt-\'iP Application Domain

Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected
resources.

Summary | Resources | Authenticafion Policies Authorization Policies ~ Token Issuance Policies ~ Administration

Use the search tool to find an existing Resource or click the New Resource bution fo create a new one
4 Search

Resource Type HTTP

Query String

Host Identifier Authentication Policy

Resource URL Authorization Policy

Search Reset
Search Results

Actions w View w < Create /™ Duplicate # Edit { Delete iz Detach

Row ?:[s)guroe Host Identifier ~ Resource URL Query String Authentication Policy Authorization |
1 HTTP idmhost-vip Joam/™
2 HTTP idmhost-vip fanalytics
3 HTTP idmhost-vip ~ Protected Resource Policy  Protected Resou
<

>
Columns Hidden 2

Copyright @ 2000, 20115, Oracle and/or its affiliates. All ights reserved.

Done with setting protection Level Resource URL’s in OAM.
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Registering a New WebGate Agent

Perform the following steps to register a new WebGate Agent as Single Sign on provider
in OAM:

* Launch OAMConsole http://idmhostl.us.oracle.com:16001/oamconsole and
login using WebLogic admin user.

sign In

Sign in to administer Oracle Access Management

Username

weblogic

Password

Sign In

(v}

= The Access Management Launch window opens. Click SSO Agent Registration
link.
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weblogic w ===
ORACLE Access Management
g Application Security Federation Mobile Security 4 Configuration
[+

Launch Pad

Quick Start Wizards Access Manager + v Agents 4 ~

Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents

0 Application Domains
S gent Registration Resource Types

[Quick start wizard to register an 550 Agent} postentiiens
Authentication Schemes

/o £

= The SSO Agent Registration: Agent Type window opens.
— Select Webgate from the drop down.
— Click Next.

weblogic w ===

R * Access Management
Application Security Federation Mobile Security l:‘.‘ Configuration
ORACLE g o

Launch Pad = $S0 Agent Registration x @
} ager >
SS0 Agent Registration
Select the type of SSO Agent that you want to register and configure it.
Back [ ] Finish | Cancel = Next
Agent Type Configure
Agent Type

Select the Agent Type {o register and Configure Agent in Next Step.
* Agent

Type ‘Weboate

= The SSO Agent Registration: Configure window opens. Set the following values.

— Version: 11g

— Name: apphost-vip

— Base URL: http:/ /apphost-vip.us.oracle.com:7777
— Leave the rest of the page as is.

— Click Finish.
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weblogic w === A
ORACLE" Access Management
& Federation D Mobile Security ,d? Configuration
Launch Pad =SSO Agent Registration x @
Access Manager =
S50 Agent Registration
Select the type of S50 Agent that you want to register and configure it.
Back Q [ ] Finish = Cancel Mext
Agent Type Configure
Configure Webgate
* Version Hg Security @) gpen
. O Simple
Name apphost-vi
pp p O cen
Description Virtual host [
hitp:/apphost-vip.us. ici
Gase URL p://apphost-vip.us.or Auto Create Policies
< > IP Validation []
Access Client Password
4
Hoet Identifier _annhnst-vin
= The Access Management apphost-vip Confirmation window opens.
weblogic w === A
ORACLE' Access Management
& Federation D Mobile Security  ¢{' Configuration
Launch Pad = apphost-vip x @
#Access Managet >
apphost-vip Wwebgate Apply = Download
© Confirmation x
OAM Webgate apphost-vip created successiully
Version 11g Logout Target URL
Name apphost-vip Deny On Not Protected
_— proxySSLHeaderVa
Description User Defined  URLINUTF&Format=""
Parameters Client_request_retry v
Access Client Password inactiveReconfigPer
< >
* Security
® Open * Sleep for (Seconds) B0 A v
O simple
O Ccert Cache Pragma Header no-cache
v
" state & coown Cnobo £ontool Unador_no ansha
= Repeat the steps above to register the WebGate agent for the idmhosts. Replace
apphost-vip with idmhost-vip.
u

Close all the open tabs so the Application Security /Launch Pad window opens,
and then click the Agents icon.
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ORACL E  Access Management
Application Security Federation Mobile Security Configuration
¢ 'ﬁ?

Launch Pad

Quick Start Wizards

Perform common setup tasks

Appl tration
§80 Agent Registration

Session Management

Manage Single Sign-On sessions

Manage Common Password Policy for Single Sign-C Manage Authentication Plug-ins

weblogic w === S

Access Manager =+ v Agents 4 v

Manage Single Sign-On Application Domains Manage Single Sign-On agents
Application Domains
Resource Types

Host Identifiers
Authentication Schemes

Password Policy Plug-ins =+

Authentication Modules
Authentication Plug-ins v

= The SSO Agents window opens. Click the Search button.

weblogic w ===

[RA " Access Management
D Cl—e Q Application Security Federation Mobile Security & Configuration
1

Launch Pad | SSO Agents x

Access Manager =

Search SSO Agents

Webgates = OSSO Agents  OpenSSO Agenis

&

Search for an existing WebGate or click the Create WebGate button to create a new one. = Create Webgate
4 Search
Name State Enabled
Version Al Primary Server
Preferred Host Secondary Server

Search Results

Actions w View v == Create

Search  Reset

Monitor

Row Name Version Preferred Host  State Primary Server Secondary Server

Mo data to display.
<

Copyright @ 2000, 2015, Oracle and/or its affiliates. All rights reserved

= Click the apphost-vip link.

82 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications




Set Protection Level for Resource URL’s in OAM

weblogic w === A
" Access Management
ORACLE 9 A Federation D Mobile Security a‘? Configuration

Launch Pad | S50 Agents x &

Access Manager =

Search SSO Agents

Webgates = OSSO0 Agenis OpenSSO Agents

Search for an existing WebGate or click the Create WebGate button to create a new one. == Create Webgate
4 Search
Name State Enabled
Version Al Primary Server
Preferred Host Secondary Server

Search = Reset

Search Results

Actions w View v == Create Duplicate Edit Delete Detach
Row Name Version Preferred Host  State Primary Server Secondary Server
1 accessgate-oic 11g |1AMSuiteAgent Enabled msp00ada.us.oracle.com:5575 msp00a
2 apphost-vip 11g apphost-vip Enabled mspD0ada.us.oracle.com:5575, msp00a...
3 idmhost-vip 119 idmhost-vip Enabled msp00ada.us.oracle.com:5575, msp00a...
4 |AMSuiteAgent 10g |1AMSuiteAgent Enabled msp00ada.us.oracle.com:5575
< >
Copyright @ 2000, 2015, Oracle and/or its affiliates. All ights reserved. [¥]

= At the bottom of the screen make the following updates and click Apply.
— Logout Callback URL: /oam_logout_success

— Logout Redirect URL: http://idmhost-
vip.us.oracle.com:7777 /oam/server/logout
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weblogic w ===

R * Access Management
O ACLG g Application Security Federation Mobile Security L Configuration
&

Launch Pad SS80O Agents x = apphost-vip x

Access Manager =

apphost-vip Wwebgate

Version 11g
Name apphost-vip
Description
Access Client Password

* Security ® Open

 simple
O cert
State (® Enable
(O Disable
~ Max Cache Elements 100000 | ~ v
® .
Cache Timeout
{Seconds) 1800 A~
* Token Validity Period
{Seconds) 3600 | ~ v
* Max Connections 1 A
* Max Session Time 60 A W
~ Failover Threshold 1A~
* AAA Timeout Threshold 5 A w

* Preferred Host apphost-vip

Logout URL

Logout Callback URL J/oam_logout_success

Logout Redirect URL  http:/idmhost-vip.us.orac
Server Lists

Logout Target URL

Deny On Not Protected

User Defined
Parameters

* Sleep for (Seconds)
Cache Pragma Header
Cache Control Header

Debug

IP Validation

Allow Management
Operations

Allow Token Scope
Operations

Allow Master Token
Retrieval

Allow Credential
Collector Operations

Sharepoint
Impersonation User

Sharepoint
Impersonation
Password

]

Apply Download

proxySSLHeaderVa A~
URLINUTF8Format=
client_request_retry »w
inactiveReconfiaPer

B0 A |w
no-cache

no-cache

O
O
|
|
O
O

~

v

= A confirmation window opens. Go back to the SSO Agents tab above and repeat
the steps for the idmhost-vip.
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weblogic w ~
ORACLE  Access Management o
E Application Security & Federation D Mobile Security g Configuration
Launch Pad SS0 Agents x apphost-vip x @
Access Manager >
apphost-vip webgate Apply | Download
@ Confirmation xX
OAM Webgate apphost-vip modified successfully.
Version 11g Logout Target URL
Name apphost-vip Deny On Not Protected
- proxySSLHeaderVa
Description User Defined  URLINUTF8Format=""
Parameters Client_request_retry v
Access Client Password inactiveReconfigPer
>
* Security
Open
® on * Sleep for (Seconds) 60| A | w
O simple
O cert Cache Pragma Header no-cache
Stale @ Enable Cache Control Header no-cache
Disable
o Debug []
* Max Cache Elements 100000 | A
v IP validation []
x .
Cache Timeout
1800 | & | Allow Management
(Seconds) Operations
* " .
Token Validity Period
3600 A v Allow Token Scope
(Seconds) Operations
* Max Connections 1 A Allow Master Token
Retrieval
* Max Session Time 60| A | w Allow Credential —
Collector Operations
* Failover Threshold 1 alw Sharepoint
Impersonation User
* AAA Timeout Threshold 5l alw Sharepoint
Impersonation
. . Password
Preferred Host  apphost-vip
Logout URL v

= Using the following instructions - Copy the files that were created above on
idmhost1 to the
<WEBTIER_ORACLE_HOME>/instances/instancel/config/OHS/<instance-
name>/webgate/config directory for each hosts Web Tier instance. (Make sure
to copy the files to the right hosts - idmhost-vip goes to idmhost1 and idmhost2
and apphost-vip goes to apphostl and apphost2.)

Copy idmhost-vip file to idmhostl and validate the copy:

Example:

$ cp -r /u00/webadmin/config/domains/wls_iam/OAMDomain/output/idmhost-
vip/*
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OH
S/ohs1/webgate/config

$cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OH
S/ohs1/webgate/config

$1Is

Output:
cwallet.sso cwallet.sso.lck ObAccessClient.xml oblog_config wg.xml
simple wallet

Copy idmhost-vip file to idmhost2 and validate the copy:
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Example:

$ scp -r /u00/webadmin/config/domains/wls_iam/OAMDomain/output/idmhost-
vip/*

webadmin@idmhost2 .us.oracle.com:/u00/webadmin/products/wls_ohs/Oracle W
T1/instances/ instance2/config/OHS/ohs2/webgate/config

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OH
S/ohs2/webgate/config

$1Is

Output:
cwallet_.sso cwallet_sso.lck ObAccessClient.xml oblog_config wg-xml
simple wallet

— Copy apphost-vip file to apphostl and validate the copy:

Example:

$ scp -r /u00/webadmin/config/domains/wls_iam/OAMDomain/output/apphost-
vip/*

webadmin@apphostl . us.oracle.com:/u00/webadmin/products/wls_ohs/Oracle W
T1/instances/ instancel/config/OHS/ohs1/webgate/config

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OH
S/ohs1/webgate/config

$Is

Output:
cwallet.sso cwallet_sso.lck ObAccessClient.xml oblog_config wg-xml
simple wallet

— Copy apphost-vip file to apphost2 and validate the copy:

Example:

$ scp -r /u00/webadmin/config/domains/wls_iam/OAMDomain/output/apphost-
vip/*

webadmin@apphost2 .us.oracle.com:/u00/webadmin/products/wls_ohs/Oracle W
T1/instances/ instance2/config/OHS/ohs2/webgate/config

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OH
S/ohs1/webgate/config

$Is

Output:
cwallet.sso cwallet_.sso.lck ObAccessClient.xml oblog_config wg-xml
simple wallet
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Installing and Configuring OBIEE 11.1.1.9

This chapter describes the installation and configuration of OBIEE 11.1.1.9 in a cluster
with instances on a shared mount.

Create RCU Schemas for OBIEE

In order to to run the Repository Creation Utility (RCU) - It is required to use the
database credentials for the sysadmin user. Perform the following steps to create a
database repository using Repository Creation Utility:

*  Using the same software installation for Oracle Fusion Middleware Repository
Creation Utility 11g (11.1.1.9.0) that was used for .
<INSTALL_DIR>/RCU_11.1.1.9.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk java
$ export PATH=$JAVA HOME/bin:$PATH
$ export DISPLAY=<pc ip_address:0.0>

* Run the following commands to run the installer:

Example:

$ cd <INSTALL DIR>/RCU_11.1.1.9/rcuHome/bin
$ ./rcu

* The Welcome Window opens. Click Next.
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E Repository Creation Utility - Welcome 5[

_ORACLE"
Welcome
q FUSION MIDDLEWARE

-‘.;,u welcome
|

The Repositary Creation Utility enables you to create and drop component schemas that are part of

Create Reposito
)r Welcome to Repository Creation Utility for Oracle Fusion Middleware.
l Oracle Fusion Middleware

[] Skip this Page Mext Time

Messages:

] I»

= The Create Repository window opens. Select Create, and click Next.

ERepository Creation Utility - Step 1 of 7 : Create Repository | |5|

Create Reposito oRACLE 11
i Y p FUSION MIDDLEWARE

T Welcome

() Create

| Create Repository Create and load component schemas into a database.

() Drop

L
|
T Datshase Connection Details
} Rermowve component schemas from a database.

Messages:

4] >

=  The Database Connection Details window opens. Provide the database details
and click Next.

— Host Name: dbhost-r
— Port: 1521
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Service Name: fmwservicename
Username (must have DBA or SYSDBA privileges)

— Password
EReposi‘tory Creation Utility - Step 2 of 7 : Database Connection Details -0l x|
. . ORACLE’
Database Connection Details
4 FUSIDN MIDDLEWARE
l Database Type: |Orac|e Database '|
)T\ Create Repository
(w Database Connection Det
i ‘ Host Mame: |dbhost—r |
zelect Lomponents P
T Select Components For RAC database, specify YIP name or one of the Node name as Host name.
] For SCAN enabled RAC database, specify SCAN host as Host name
I Part: [15m |
I Service Name: |fmwser\f'\cename |
Username: |svs as sysdba |
User with DBA or SYSDEBEA privileges. Example:sys
Passward: | .......... |
Role: [svspBa -
0ne or more components may require SYSDEA role for the operation to
succeed.
Messages:
[4] [ v
| Help | | < Back ” Pext = Cancel

=  RCU checks database prerequisites. Click OK.

g Repository Creation Utility - Checking Prereguisites: x|
Checking Global Prerequisites
& Initializing repository configuration metadata 00:00.510(ms)
o Cbtain properties of the specified database 00:00.101¢ms)
« | Check requirement for specified database 00:00.100(ms)
«’ Execute pre creste operations 00:00.100(ms)

Operation completed. Click OK to continue to next page

Lo |

= The Select Components window opens. Select just the following items below and
click Next.

Select Create a new Prefix: OBIEE.
Click the plus sign (+) next to the Business Intelligence component group.

Click Business Intelligence Platform so that a check appears next to it. This
action automatically selects the Metadata Services (MDS) schema (under the
AS Common Schemas group), which is also required by Oracle Business
Intelligence.

Do not select the Oracle AS Repository Components option, as this
configures RCU to install many other schemas that are not required by
Oracle Business Intelligence. Select the following components as shown in
the screenshot.
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E Repository Creation Utility - Step 3 of 7 : Select Components

=10 x|
ORACLE’
Select Components — = — =
F FUSION MIDDLEWARE
# Prefix groups the components assaociated with one deployment
l () Select an existing Prefix
/I\
¢ Database Connection Details (%) Create a new Prefix OBIEE
I
= Select Components Prefix can contain only alpha-numeric characters. Prefix should
| not
T Schema Passwards start with a number and should not contain any special
characters.
I Component Schema Owner

=0 0Cracle AS Repository Components =
EIEAS Common Schemas

¥ Metadata Services OEIEE_MDS
OAudit Services 14U
OEnterprise Scheduler Senice ESS

O oracle Platform Security Services OPSS

#[E Identity Management

HOWebCenter Content

#0 Oracle Data Integrator

= Oracle Business Intelligence
Business Intelligence Platform OBIEE_BIPLATFORM ]

HOWeblogic Communication Senices

HO S04 and BPM Infrastructure

H0WebCenter Portal

[«

Messages:

[

| = Back || Mext = J | Cancel |
RCU will check database prerequisites to make sure it can create the selected
components. Click OK.

x|

Checking Component Prerequisites

% Metadata Services 00:00,100(ms)
% | Business Intelligence Flatform 00:00.100(ms)

|
Operation completed. Click OK to continue to next page.

= The Schema Passwords window opens.

— Select the Use same passwords for all schemas option.
— Enter the password.
— Click Next.
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ERepository Creation Utility - Step 4 of 7 : Schema Passwords

=10lx]
ORACLE' 11 g

Fy FUSION MIDDLEWARE

Schema Passwords

Please enter the passwords for the main and additional {auxiliary) schema users. Password can
contain alphabets, numbers and the following special characters: $, #, _ .Password should not
start with a number or a special character

=
P

(3) Use same passwords for all schemas

Select Components

Password | ------ |

| &chema Passwords

Confirm Password | ------ |
Map Tablespaces

() Use main schema passwords for auxiliary schernas

C—C—€—Ere—

() Specify different passwords for all schernas

Compaonent Schema Owner Schema Password Confirm Password

Messages:

[

| < Back " MNext = ‘ Cancel
The Map Tablespaces window opens. Click Next.

E Repository Creation Utility - Step 5 of 7 : Map Tablespaces

_|_|1|
p FUSION MIDDLEWARE

Map Tablespaces

Choose tablespaces for the selected components. The default and termporary tablespaces are
specified in the table below.

-

To create new tablespaces or modify existing tablespaces click the 'Manage Tablespaces' button

Component | schemna owner | Default Tablespace
Metadata Senvices OBIEE_MDS

Business Intelligen... | OBIEE_BIFLATFORM

|Temp Tablespace
*OBIEE_MDS *OBIEE_1AS_TEMP
*OBIEE_BIPLATFORM *OBIEE_IAS_TEMP

Schema Passwords
| Map Tablespaces

Summary

C—&—HEHE€—C—

¥ Default tablespaces (specified in the configuration files) are to be created upon confirmation

Manage Tablespaces

Messages:

[

| = Back " Mext = ‘ | Cancel |
The Repository Creation Utility - Confirmation window opens. Click OK.
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E Repository Creation Utility - Confirmation x|

Any tablespaces that do not already exist in the selected
schernas will be created

?

Click OK to create tablespaces.
Click Cancel to return to the wizard.

| OK || Cancel |

The Repository Creation Utility — Creating Tablespaces window opens. Click
OK.

Q Repository Creation Utility - Creating Tablespaces ﬂ

walidating and Creating Tablespaces

| Check tablespace requirements for selected cormpon... |00:00.100{ms)
& | Create tablespaces in the repository database 00:35.542(sec)

Operation completed. Click OK to continue to next page.

Repository Creation Utility - Step 6 of 7 : Summary

=10l x|

& e
Summary — ———
i FUSION MIDDLEWARE

Welcore Database details
Creste Repogitory Host Mame: dbhost-r

Port: 1521
Database Connection Detsils| sepice Name fmwservicename
Selad Commenents Connected As:  sys as sysdba
=elecl Lomponents Operation Create

e ErerrEE Prefix for (prefixable) Schermna Owners:OBIEE
Map Tablespaces

(O ———— —

Summary Component Schema Owner Tablespace Twpe Tablespace Mame
Metadata Services OBIEE MDS Default OBIEE_MDS
Temp OBIEE_IAS_TEMP
Additional None
Eusinese Intelligence Platform OBIEE_BIPLATFORM Default OBIEE_BIPLATFORM
Ternp OBIEE_IAS_TEMP
Additional None
[« [[»
| Help | ‘ = Back | | Create | | Cancel
L]

The Completion Summary window opens. Click Close.
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E Repository Creation Utility - Step 7 of 7 : Completion Summary o Ellﬂ

. ORACLE’
Completion Summary @ o WD PEWARE g

Database details:
Host Marne dbhost-r
Port: 1521
Service Mame: fmwservicename
Connected As: sys as sysdba
Operation Create
RCU Logfile: frnpflogdir. 2016-04-13_12-19rcu.lag
Component Log Directory:  Ampflogdir 2016-04-13_12-12
Execution Time: 4 minutes 34 seconds
. Prefix for (prefixable) Schema Owners: OBIEE
I
e} Completion § y
Component Status Logfile Time
Metadata Services Success mds.log 00:39.228(sec)
Eusiness Intelligence Platform Success biplatform.log 01:57.967(min}
[« = D
| Help | Close

= The installation is complete.

Install OBIEE Software on idmhost1 and idmhost2

Perform the following steps to install Oracle Access Manager (OBIEE) 11.1.1.9 on
idmhost1 and idmhost2:

= Download software installation for OAM 1.1.2.3 and place it in an installation
staging directory on the Linux host and extract the contents of the zip files.
<INSTALL_DIR>/obiee_11.1.1.9.

=  Set the following variables by exporting them before running the installer:
- JAVA_HOME
- PATH
— DISPLAY

Example:

$ export JAVA HOME=/u00/webadmin/products/jdk_java
$ export PATH=$JAVA HOME/bin:$PATH

$ export DISPLAY=<pc ip_address:0.0>

=  First on idmhostl - Run the following commands to run the installer:

Example:
$ cd <INSTALL DIR>/obiee_11.1.1.9/bishiphome/Diskl
$ ./runinstaller

= The Welcome window opens. Click Next.
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'© Oracle Business Intelligence 11g - Step 1 of 14 - |EI|1|

Welcome ORACLE 11
( FUSION MIDDLEWARE

\?_» Welcome |~

‘Welcome to Oracle Business Intelligence 11g 11.1.1.9.0

|
Install Soft Updat
iy -nstal comware z Installer.

|
A Select Installation Twp|
At any time during the installation, yvou can view the Release Notes

|
Prerequisite Checks for additional information. Context sensitive help is available at any
b q
| time by selecting Help.
¢ Specify Installation Lo
| o . Before proceeding, make sure that wou have created the schema
Administrator Detail & 2 y
Y LO I ME TS for Oracle Business Intelligence. Schemas are created using the
+ Configure Component] Repos?tory Creat?on Ut?l?ty (RCUL. F9r mare information, see the
~=onfigure ~omponemt Repository Creation Utility chapter in the installation Guide for

+ BIPLATFORM Schema Oracle Business Intelligence.

|
¥ MDS Schema After the schema is created, select Next to begin the installation.

|
¥ Security Updates

+ Summary

Installation Progress

Configuration Progres

T
I
T
I

[«I1

Complete

[ [+

I IEIapsed Time: O0m 165

= The Install Software Updates window opens. Select the Skip Software Updates
option, and click Next.

© Oracle Business Intelligence 11g - Step 2 of 1:

=101

Install Software Updates ORACLE 11

{ FUSION MIDDLEWARE

Welcome =9
g et (3)|Skip Software Updates

'\;ﬂ Skip Software Upda () search My Oracle Support for Updates
)-;-K Select Installation Twp|
;;; Prerequisite Checks
+ Specify Installation Lo
+ Administratar Details () search Local Directory for Updates
+ Configure Component
x.;; BIPLATFORM Schema

|
¥ MDS Schema

|
¥ Security Updates

+ Summary

Installation Progress

Configuration Progres|

(11

Complete

T
|
T
|
[

1

[<sos ot ]

I |Elapsed Time: 0m 41s

= The Select Installation Type window opens. Select Enterprise Install, and click
Next.
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O Oracle Business Intelligence 11g - Step 3 of 14 — |EI|1|
Select Installation Type ORACLE 11
FUSION MIDDLEWARE
- [
Welcame | =d
\r’
| ) () simple Install
T Skip Software Update Installs and configures selected components with default
1 ;
5 Enterprise Install settings.
|
¥ Prerequisite Checks
|
M Create New Bl Systen] (3) Enterprise Install
| . _ Installs binaries in an ORACLE_HOME and configures working
& Specify Installation Lof - instances in an INSTANCE_HOME.
|
Configure Companent|
¢ Lonfigure Lompaneny
|
¥ BIPLATFORM Schema
i () software Only Install
MDS Schema Installs binaries in an ORACLE HOME, but does not configure a
‘1} ol BB INE) 2l
| working instance of any installed components.
¥ Configure Ports
+ Security Updates
| T Choose this option to install and configure selected components vou will
T — || |choose the components you want to install on the next screen). You will
. Installation Progress also be able to create a new domain or join an existing domain on an
| — | existing WeblLogic server.
2 Configuration Progres| ™|
7 D
(oo | et ]
I |Elapsed Time: Om 56s

=  The Installation Progress window opens. Click Next when the prerequisite
checks are finished.

© Oracle Business Intelligence 11g - Step 4 of 15 - |EI|5|

Prerequisite Checks ORACLE 11

{ FUSION MIDDLEWARE

¥ Welcome — Select...l Check | Progress | Status
+ Skip Software Update Checking operating svstem cert. .. 100% 2
)-:-f\ Enterprise Install Checking recommended operati... 100% w
.\;.. Prerequisite Checks Checking kernel parameters 100% w
)1|-k Create Mew Bl Svsten Checking Recommended glibc v... 100% W
¢ Specify Installation Lo Checking physical memaory 100% '
Checking for LD_ASSUME_KERN. .. 100% s

|
¥ Configure Component

|
¥ BIPLATFORM Schema

|
¥ MDS Schema

<]

I

|
¥ Configure Ports

|
¢ Security Updates

[#- " Checking operating systern certification

+ Checking recommended operating system packages
+ Checking kernel parameters

Configuration Progres| ™| | B+« Checking Recammended glibe version

|
Summary
NTJ

Installation Progress

——fT—

|4 q =

[ < Back H Next = i

I |Elapsed Time: 2m 21s

-

’||%|.L|-|q-|

= The Create or Scale Out Bl System window opens.

— Provide the WebLogic admin users password.
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— Provide Domain Name.

—  Click Next.

O Oracle Business Intelligence 11g - Step 5 of 15

Create or Scale Qut Bl Syst...

Il
i

OoORACLE 11
. FUSION MIDDLEWARE

=1olx]

¥ Welcome L=
\:,: Skip Software Update
/\]I;\ Enterprise Install

\:,n Prerequisite Checks
)";"K Create New Bl Syst

| R .
=pecity Installation Loj
¥ Specify Installation Lo

|
T Configure Compaonent|:
© BIPLATFORM Schema

|
¥ MODS Schema

| .
Lonfigure Parts
¥ Configure Ports

(3) Create New Bl System

User Name:
User Password:
Confirm Password:

Domain Mame:

() Seale Out Bl System

|web|ogic

|bifoundation_domain_oi|

|
¢ Security Updates

|
L Summary

T Installation Progress
|

[«

Configuration Progres|™
[ D]

@ Ensure that a domain by this name doesn't already exist.

| Help |

| < Back ” Mext = i

| Cancel |

|Elapsed Time: 3m 51s

= The Specify Installation Location window opens. Enter the following:

— Oracle Middleware Home Location:
/u00/webadmin/products/wls_obiee_oi

— Oracle Home Directoy: Defaulted by value provided by Oracle Middleware
Home Location

— WebLogic Server Directoy: Defaulted by value provided by Oracle
Middleware Home Location

— Oracle Instance Location:
/vol.rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel

— NOTE: The Oracle Instance Location has to be in a directory that is shared by
both idmhost1 and idmhost2

— Oracle Instance Name: instancel

—  Click Next.
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'O Oracle Business Intelligence 11g - Step 6 of 15

Specify Installation Location

(

=10l

rosammonievari 1 1°

ORACLE’
FUSION MIDRLEWARE

Welcome = |

Skip Software Update

Oracle Middleware Home

Fbadmim’productsf’wls_obiee_oil ’

Browse ]

Enterprise Install
Prerequisite Checks

Create Mew Bl Systen

Location:

Specify Installation

Configure Component|#4 | pomain Home Location:

|fu00;"webadmin;"configf’domainsl ’

Browse ]

BIPLATFORM Schema
Oracle Instance Location:

ls_obiee_oifinstancesfinstancell [

Browse ]

MDS Schema

|instancel

Configure Ports Oracle Instance Name:

Security Updates

-~~~ ————

Summary

Installation Progress

The Oracle Instance name may only contain alphanumeric and underscore
(_) characters, it must begin with an alphabetic (a-z or A-Z) character, and
must be from 4 to 30 characters in length.

Configuration Progres

. —C —&

-

| 3

Cancel

[Elapsed Time: 32m 2s

= The Configure Components window opens. Select the following as shown in the

screenshot, and click Next.

Business Intelligence Enterprise Edition

Business Intelligence Publisher

© Oracle Business Intelligence 11g - Step 7 of 15

Configure Components

=101

e i

oRrRACLE’
( FUSION MIDDLEWARE

Welcome
T =[] Oracle Business Intelligence

|

¥ Skip Software Update
|

A Enterprise Install

BEusiness Intelligence Publisher
["] Real-Time Decisions]
------ [ ] Essbase Suite

|
¢ Prerequisite Checks
|
Create New Bl System
s Lreate New Bl Systen

|
¢ Specify Installation Lo

T

] Configure Compondg
|

¥ BIPLATFORM Schema
|

¥ MDS Schema

|
¥ Configure Ports

Business Intelligence Enterprise Edition

|
¢ Security Updates

+ Summary

|
: Installation Progress
|

/ Configuration Progres|

Select the components to configure as part of the installation process.

[ < Back ][ Mewxt = i

Cancel

|Elapsed Time: 22m 11s

=  The BIPLATFORM Schema window opens.
Database Type: Oracle Database
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— Connect String:
dbhost1:1521:00lrc041~dbhost2:1521:00lrc042@fmwservicename

a. This should be setup as a clustered RAC database connection string.

— BIPLATFORM Schema Username: OBIEE_BIPLATFORM
a. This is one of the schemas that were setup using RCU.

— BIPLATFORM Schema Pasword: <password>

—  Click Next.

O Oracle Business Intelligence 11g - Step 8 of 15

BIPLATFORM Schema

T Welcome Z

¥ Skip Software Update

,\]:;\ Enterprize Install

'T' Prerequisite Checks

/;];\ Create New Bl Svste
Specify Installation Lo
Configure Component,

| BIPLATFORM Schen|
MDS Schema
Configure Ports

Security Updates

Sumrmary

Installation Progress

i
|
X

ORACLE’
FUSION MIDDLEWARE

=1E1x

rosonmoocware 1 1

Database Type

Connect String

EIPLATFORM Schema
Username

BIPLATFORM Schema
Password

| Oracle Database

-

|jbhost2:1521: oolrcd42@fmwservicenam |

|OBIEE_BIPLATFORM

!
\r!
I
T
!
!
!
\Tl
I
T
I

Configuration Progres|™

[»

Enter the BIPLATFORM schema password.

| < Back ” Mext = ‘

Cancel

|E|apsed Time:

25m 41s

= The MDS Schema Complete window opens.
— Database Type: Oracle Database

— Connect String:
dbhost1:1521:00lrc041~dbhost2:1521:00lrc042@fmwservicename

— This should be setup as a clustered RAC database connection string.

— MDS Schema Username: OBIEE_MDS

— This is one of the schemas that were setup using RCU.

— MDS Schema Pasword: <password>

—  Click Next.
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© Oracle Business Intelligence 11g - Step 9 of 15 - |E||£|

MDS Schema ORACLE 11
( FUSION MIDDLEWARE
¥ Welcome Z
|
¥ Skip Software Update Database Type l Oracle Database ']

|
)]I;\ Enterprise Install
¥ Prerequisite Checks

| Create New B Svat Connect String rdbhostZ:1521:00Irc042@fmwservicen‘
/T\ reate New yste

¥ Specify Installation Lo

+ Configure Cormpaonent MDS Schema Username ‘OBIEE_MDS ‘

|
¥ BIPLATFORM Schema

I
el MDS Schema
T MDS Schema Password

|
Configure Ports
T

Security Updates

Enter the connect string in the format hostname:port:servicename for th
L | Cracle database where vou installed the Oracle Business Intelligence
Installation Progress Enterprize Edition metadata schema using the Repository Creation Utility
| [IRCU). For Application Cluster (RAC) Database use the format

uration Progres| Y| | hostl:portl:instancel~hostZ:port2:instance2 @servicename.

[ [v]
B [ees ]

| [Elapsed Time: 26m 56s

lo——C——8——8—
9]
E
£
=
o
2

= The Configure Ports window opens.
—  Select the radio button — Specify Ports using Configuration file.
— Navigate to and copy the sample staticports.ini from:

— <INSTALL_DIR>/ obiee_11.1.1.9/bishiphome/Disk1/stage/Response
directory,

— to: (You may need to create this directory on the host if it does not yet exist.)
— /u00/webadmin/ports/

— Rename it as staticports_obiee.ini and modify the values as per Appendix VI
- Creating Staticports for OBIEE Configuration

—  Click Next
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© Oracle Business Intelligence 11g - Step 10 of 15 = |EI|5|

Configure Ports ORACLE’ 11

( FUSION MIDDLEWARE

T Welcome = |
L Skip Software Update

| .
/T\ Entepu=elinstall () Auto Port Configuration
¢ Prerequisite Checks

|
A Create New Bl Svstem
i (3) Specify Ports using Configuration file

¢ Specify Installation Lo .

i :
Configure Component]|:
Y

|
¢ EIPLATFORM Schema View/Edit File
|

¥ MDS Schema

File name: |nin;"por‘ts,"staticports_obiee.ini|[ Browse ]

T
@ Configure Ports

|
¥ Security Updates

| Select this option to provide custom port configuration options. This |~ |

Summary
T - L1 |information must be provided in a file with the same format as
: Installation Progress staticports.ini; vou can either edit this file and suppy vour custom port
I

L |numbers, or create a new file altogether. The installer will assign the |
Configuration Progres| ™| |ports which are provided in this file; anw port which is not provided will

Cancel

I [Elapsed Time: 32m 36s

= The Specify Security Updates window opens. Uncheck the checkbox and click

Next.
O Oracle Business Intelligence 11g - Step 11 of 15 _[olx]
Specify Security Updates ORACLE 11g
( FUSION MIDDLEWARE
wel (=]
i Provide your email address to be informed of security issues, install the

|
¥ Skip Software Update product
| and initiate configuration manager. View details.
P Enterprise Install

| il

L] Prerequisite Checks Email:

| Easier for vou if wvou use wour My
A Create New Bl System Oracle Support email

| . ) address/username.
¥ Specify Installation Lo

|
T Configurse Componen
¥ BIPLATFORM Schema

[l wish to receive security updates via My Oracle Support.

|
¥ MOS Schema

| .

Lonfigure Ports
T Configure Ports
© Security Updates

+ Summary

Installation Progress

Configuration Progres| ™

I
T
|
[

[«

I |E|apsed Time: 32m 51s

= A warning is displayed in a pop-up window. Click Yes.
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O My Oracle Support Username/Email Address Not Specified x|

You hawve not provided an email address.

Do wou wish to remain uninformed of critical security issues
in vour configuration?

* The Summary window opens. Click Install.

O Oracle Business Intelligence 11g - Step 12 of 15 o ] 4

Summary ORACLE 11
{ FUSION MIDDLEWARE

¥ Welcome =4 -Type: Enterprise Install - Create New Bl System |-
\_:J Skip Software Update El-Installation Details

| . Middleware Home: /scratch/u0/webadmin/products/wls_obiee |
/T\ Bl Bl Oracle Home: /scratch/ul0/webadmin/products/wls_obiee_oi

¢ Prerequisite Checks WebLogic Server Home: /scratch/ul0/webadmin/products/wls_

| f . ; .
- Create New Bl Systent Bl Domain Home: /scratch/ud0/webadmin/products/wls_obiee_

i Bl Domain Mame: bifoundation_domain_oi

¢ Specify Installation Lo nstance Home: /fvol.rtk/projects/ha_15/products/wls_obiee_oi/i

\_:J Configure Companent nstance Name: instancel |
| - Configure Components

BIPLATFORM Sch

T S onn othema WeblLogic Console |
\T.' MDS Schema iefrarle Enternrise Mananer |~ |
l Confi Port : | | g |

onfigure Parts )

¥ Security Updates
.\i.. Summary Click Save to generate a response file used for silent installation.

T |

|

: Installation Progress

i -

2 Configuration Progres| ™|

1

’ Install ][ Cancel

I |Elapsed Time: 33m 36s

* The Configuration Progress window opens. Click Next.
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O Oracle Business Intelligence 11g - Step 14 of 15 - | Ellll

Configuration Progress ORACLE 11g

(' FUSION MIDRLEWARE

. Welcome [a
| — Configuration Tools
Skip Software Update
] Narne | Status |
A Enterprise Install =Bl Configuration 100% -
| H . .
T Prerequisite Checks i..Creating Domain o
| . )
A Create New Bl Syster stting Up Weblagic L4
eploying Base Setup for Enterprise Install o
Specify Installation Lo =
Deploving Base Setup L
Configure Companent onfigure OWSM JDEC Datasource @
BIPLATFORM Schema onfigure EPM Registry JDBC Datasource o =

MDS Schema

Configure Ports Configuration Log Location:

By s ul0/oralnventory/logs/install2016-04-13_12-50-56FM.log

Summary #-+ Bl Configuration

Installation Progress —

| Configuration Progn |

[ D]

I |E|apsed Time: 54m 51s

* The Complete window opens. Click Finish.

O Oracle Business Intelligence 11g - Step 15 of 15 - |EI|5|

Complete ORACLE 11

{ FUSION MIDDLEWARE

Skip Software Update{ 4] -
I — |El-Type: Enterprise Install - Create New Bl System | =]
M Enterprise Install Z-Installation Details
; Prerequisite Checks Middleware Home: /scratch/ud0/webadmin/products/wls_obiee |
| Bl Oracle Home: /scratch/ul0/webadmin/products/wls_obiee_oi
f{\ (CheEts [T =] iz WebLogic Server Home: /scratch/ul0/webadmin/products/wls_
: Specify Installation Lo Bl Domain Home: /scratch/uld/webadmin/products/wls_obiee_
I o Bl Damain Mame: bifoundation_domain_oi
Configure Component| = . | |
I nstance Home: fvol rtk/projects/ha_15/products/wls_obiee_oifi
: BIPLATFORM Schema Llnstance Name: instancel
; MDS Schema [=}-Configure Components
I o Eh-WebLogic Console -
T Configure Ports R )] Afare us aracle rame 7331 rananls |
|
: Security Updates J | | ) |
[ Surnmary
| .
T Installation Progress Click Save to generate a file containing the surmmary details.
|
¢ Configuration Progres
T
w/ Complete |
4] | D]

I [Elapsed Time: 56m 11s

= The installation is complete for idmhost1.

* Onidmhost2 - Run the following commands to run the installer and scale out the
OBIEE configuration to idmhost2 :

Example:
$ cd <INSTALL_DIR>/cbiee_11.1.1.9/bishiphome/Diskl
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$ ./runinstaller
= The Welcome window opens. Click Next.

O Oracle Business Intelligence 11g - Step 1 of 14 o ] 4

Welcome ORACLE 11
{ FUSION MIDDLEWARE
-\%.-- Welcome | =d
| . )
¢ Install Software Updat :f\:leslic:zlrr:rto Oracle Business Intelligence 11g 11.1.1.9.0
! -nstat sofware Speal .
A Select Installation Tvpl
i At any time during the installation, vou can wiew the Release Notes
¥ Prerequisite Checks for additional infarmation. Context sensitive help is available at any
| time by selecting Help.
¥ Specify Installation Lo
| I - Before proceeding, make sure that vou have created the schema
¥ X CIH LS EREE e s for Oracle Business Intelligence. Schemas are created using the
| Configure Companent Repository Creation Utility (RCU). For more information, see the
T Repository Creation Utility chapter in the instaliation Guide for
¥ BIPLATFORM Schema Oracle Business Intelligence.
|
¥ MDS Schema After the schema is created, select Next to begin the installation.
| .
¥ Security Updates
|
Summary
¢
|
; Installation Progress
|
T Configuration Progres| |
i —
) Complete [ |
[4] ]

I |Elapsed Time: Om 1lés

=  The Install Software Updates window opens. Select the Skip Software Updates
option and click Next.
O Oracle Business Intelligence 11g - Step 2 of 14 o ] [

Install Software Updates ORACLE 11

{ FUSION MIDDLEWARE

Welcome =
— (#)skip Software Updates

€€

Skip Software Upda (_) search My Oracle Support for Updates

Select Installation Tvp|
Prerequisite Checks
Specify Installation Lo
Administrator Details (O search Local Directory for Updates
Canfigure Companent|
EIPLATFORM Schema

MDS Schema

Security Updates

Summary

Installation Progress

Configuration Progres

C——C——C—€——€——€—€——€——€——€——€——F—

LI

-

o [ ]

I |E|apsed Time: Om 41s

= The Select Installation Type window opens. Select Enterprise Install and click
Next.
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O Oracle Business Intelligence 11g - Step 3 of 14 - | Ellll
: OoORACLE’
Select Installation Type
( FUSION MIDDLEWARE
Welcome Z
Y
| ¥ . p () simple Install
¥ Skip Software Update Installs and configures selected components with default
i :
oy Enterprise Install settings.
|
¢ Prerequisite Checks
|
K Create New Bl Systen (3) Enterprise Install
| ) . Installs binaries in an ORACLE_HOME and configures working
¢ Specify Installation Lo instances in an INSTANCE_HOME,
|
Configure Component
Y
|
¢ BIPLATFORM Schema
i () software Only Install
¢ MOS Schema Installs binaries in an ORACLE_HOME, but does not configure a
| working instance of any installed components.
¢ Configure Ports
|
¢ Security Updates
| VTR Choose this option to install and configure selected components (vou will
T e LI |choose the components you want to install on the next screen). You will
: Installation Progress also be able to create a new domain or join an existing domain on an
| — | existing WeblLogic server.
. _Configuration Progres| ™|
K [ [
I |E|apsed Time: Om 5&8s

= The Prerequisite Checks window opens. Click Next when the prerequisite checks
are finished.

O Oracle Business Intelligence 11g - Step 4 of 15 =]
el ORACLE
Prerequisite Checks
( FUSION MIDPLEWARE
¥ Welcome el Select...| Check | Progress | Status
+ Skip Software Update Checking operating system cert... 100% W
/ﬁIJ\ Enterprise Install Checking recommended operati... 100% vy
\L Prerequisite Checks Checking kernel parameters 100% b
I
)Tk Create Mew Bl Systen] Checking Recommended glibc v... 100% v
Y Specify Installation Lo Checking physical memory 100% v
+ Configure Componen Checking for LD_ASSUME_KERM... 100% W
—Q—L o - -
+ BIPLATFORM Schema
|
T MOS Schema i I
Configure Ports
T Configure Ports
¥ Security Updates
| Summary B o Checking operating swstem certification
T . — + Checking recommended operating system packages
T Installation Progress + Checking kernel pararmeters E
1 Configuration Progres| ™ + Checking Recommended glibc version —
| | ¥ |_ M e bl biimic ol b
I [Elapsed Time: 2m 215

=  The Create or Scale Out BI System window opens.
—  Select Scale Out Bi System.
— Host Name: idmhost1
a. Needs to be the host that the BI System was created on.
— Port: 7331
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a. Needs to be the WebLogic admin server port that was setup on

idmhostl.

— User Name: weblogic

a. Needs to be the username that was setup on idmhost1 for the WebLogic
administrator.

— User Password: <Password>

—  Click Next.

© Oracle Business Intelligence 11g - Step 5 of 15

Create or Scale Out Bl Syst...

C——C(——C(—€—€——€——€H€—H—C—€

Welcome

Skip Software Updates

Enterprise Install
Prerequisite Checks
Scale QOut Bl System

Scale Qut Bl System Det,

=101

ORACLE’

- FUSION MIDDLEWARE 1 1
I
‘N

Configure Ports

Security Updates

Summary

Installation Progress

Configuration Progress

Complete

[4]

Help |

(") Create New Bl System

(#) Scale Out Bl System

Host Mame:

Part:

User Mame:

User Password:

|idmhost1 |

[7331 |

|web|ogic |

Enter the password for the existing domain.

| < Back ” Hext:-_‘

| Cancel |

|Elapsed Time: 4m 29s

The Scale Out BI System Details window opens. Enter in the following:
— Oracle Middleware Home Location: (defaulted from idmhostl creation)
—  Oracle Home: (defaulted from idmhost1 creation)

— WebLogic Server Home: (defaulted from idmhost1 creation)

— Domain Home:

/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi
— Applications Home:
/u00/webadmin/config/applications/wls_obiee_oi/bifoundation_domain_

oi

— Oracle Instance Location:
/vol.rtk/projects/ha_15/products/wls_obiee_oi/instances/instance2

— Oracle Instance Name: instance?2

— Click Next.
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'O Oracle Business Intelligence 11g - Step 6 of 12 - |E||l|

Scale Qut Bl System Details ORACLE’ 11

( FUSION MIDRLEWARE

Welcome
\r’ LE U R

+ I S S Middleware Home: |zbadmin;products,rwIs_obiee_oi

|
/T\ Enterprise Install Dracle Home:
¥ Prerequisite Checks

|
A Scale Qut Bl Swstem

ducts/wls_obiee_oifOracle_BI1 |

WebLogic Server Home: |tsfwls_cbiee_oifwlser\rer_lo.3|

.\i.. Scale Out Bl System D Domain Home: Lobiee_oi}’bifoundation_domain

L confi Fort icati

y Lonfigure Forts Applications Home: Flicationsfbifoundation_domain|

+ Security Updates

| Instance Home: Is obiee oifinstancesfinstance?]
Summary - -

|

: Installation Progress Instance Name: instance2 |

I

T Configuration Progress

1 Complete The Instance Home location for the scale out Bl system on this machine.

[«

Cancel

I [Elapsed Time: 7m 29s

* The Configure Ports window opens. Click Next.

—  Use the radio button to select Specify Ports using Configuration file
Copy the staticports_obiee.ini file /u00/webadmin/ports/
from:
idmhost1:/u00/webadmin/ports/
to:
idmhost2:/u00/webadmin/ports/

— Click Next

'© Oracle Business Intelligence 11g - Step 10 of 15 - | EI|5|

Configure Ports ORACLE’ 11

( FUSION MIDDLEWARE

-

Welcome
¢ Welcome

| .
=kip Software Update)
¥ Skip Software Update

| .
/T\ Enterpriselinstall () Auto Port Configuration
¢ Prerequisite Checks

|
A Create New Bl Svstem
| (3) Specify Ports using Configuration file
¥ Specifv Installation Lo

|
¥ Configure Component|

|
¥ BIPLATFORM Schema View/Edit File
|

¥ MDS Schema

File name: |ninfportsfstaticports_obiee.ini|[ Browse ]

T
@ Configure Ports

|
¢ Security Updates

| Select this option to provide custom port configuration options. This

Summary
T — || |information must be provided in a file with the same format as

Installation Progress staticports.ini; vou can either edit this file and suppy wour custom port
I | |numbers, or create a new file altogether. The installer will assign the |
# iguration Proares| ™| | ports which are provided in this file; any port which is not provided will

[ v

I [Elapsed Time: 32m 38s
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= The Specify Security Updates window opens. Uncheck the checkbox and click
Next.
O Oracle Business Intelligence 11g - Step 11 of 15 =l =]

Specify Security Updates ORACLE" 11

( FUSION MIDDLEWARE

Welcome = |
Provide your email address to be informed of security issues, install the
Skip Software Update product

and initiate configuration manager. View details.

Enterprise Install

Prerequisite Checks Email:

Easier for you if vou use yvour My
Create New Bl Svsten Oracle Support email

; ) address/username.
Specify Installation Lo

Configure Component
BIPLATFORM Schema

1)) wish to receive security updates via My Oracle Support.

MOS Schema

- F—C—F———C

Configure Ports
Security Updates

- ——€—HEr€

Summary

Installation Progress

[«]

ration Progres
[ [

I |E|apsed Time: 32m 51s

-

* A warning is displayed in a pop-up window. Click Yes.
x

You hawve not provided an email address.

.
= Do wou wish to remain uninformed of critical security issues
in vour configuration?

* The Summary window opens. Click Install.
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O Oracle Business Intelligence 11g - Step 9 of 12 — |EI|1|

Summary ORACLE 11
l\/ FUSION MIDDLEWARE
Welcome E+-Type: Enterprise Install - Scale Out Bl System
\Tv'
l i E- Installatlun Details
¢ Skip Software Updates
| Middleware Home: /scratch/ul0/webadmin/products/wls_obiee_oi
A Enterprise Install
I Bl Oracle Home: /scratch/ul0/webadmin/products/wls_obiee_oi/On
¥ Prerequisite Checks WebLogic Server Home: /scratch/ul0/webadmin/products/wls_obig
| Scale Out Bl Svstem El Domain Home: /scratch/uld/webadminfconfig/domains/wls_obig
e Bl Domai - bifoundation_domai
i omain Name: bifoundation_domain
¥ Scale Out BI System Det, nstance Home: fwol.rtk/projects/ha_l5/products/wis_obiee_oi/inst
\_;_, Configure Ports nstance Name: instance2
| .
SEecuUrity Lpdates
T Security Updates
e/ Summary
f 1] ’
Installation Progress
T Configuration Progress
I . Click Save to generate a response file used for silent installation.
. Complete

-

[ Install ][ Cancel

I |Elapsed Time: 13m 34s

= The Configuration Progress window opens. Click Next.

O Oracle Business Intelligence 11g - Step 11 of 12 o ] 4

Configuration Progress OoRACLE 11

l\/ FUSION MIDDLEWARE

elcome Configuration Tools
Skip Software Updates Mame | Status |

Enterprise Install BBl Configuration 100% |4
------Creatlng Instance

Prerequisite Checks
Executing: opmnctl start

Setting Up Weblagic

«

«

Scale Out Bl System o
Calculating Parameters far Scale Out o
«

o

Scale Out Bl System Det

Configure Ports Creating Scaled Out Managed Server

Scaling Qut Domain

al

Security Updates

Summary

|
T
|
T
|
T
|
! - .
Installation Progress Configuration Log Location:

I ulOforalnventory/logs/install2016-04-15_01-04-59PM.log
)

f

o

Configuration Progres

Complete -+ Bl Configuration

I |Elapsed Time: 27m 19s

=  The Complete window opens. Click Finish.
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© Oracle Business Intelligence 11g - Step 12 of 12

Complete

Welcome

T
I
T Skip Software Updates
|

T Enterprise Install

AT

|
T Prerequisite Checks
|

T Scale Out Bl System

ST

Scale Out Bl System Det

Configure Ports

~=101%]

ORACLE’ 1 1
FUSION MIDDLEWARE

[=-Type: Enterprise Install - Scale Out Bl System

S-Installation Details
Middleware Home: fscratch/u00/webadmin/products/wls_obiee_oi
Bl Oracle Home: /scratchju00/webadmin/products/wls_obige_oifOr
-WeblLogic Server Home: /scratch/ul0/webadmin/products/wls_obig

Bl Domain Home: /scratchju00/webadmin/config/domains/wls_obig
> ----- El Domain Name: bifoundation_domain

> ----- Instance Home: fvol rtk/projects/ha_l5/products/wls_obiee_oifinst
“.Instance Name: instance2

|

!
I
I
I
|
v

) Complete

Security Updates
Summary
Installation Progress

y Configuration Progress

Sawve File: Save

Click Save to generate a file containing the summary details.

[«

| < Back |

| Einish

|E|apsed Time: 28m 19s

The installation is complete for idmhost2.

Create WebLogic boot.properties for OBIEE WLS Domain on idmhost1

Start WebLogic admin server and create WebLogic boot.properties file with username
and password so that the startup script does not prompt or require user input to start the
admin server.

Create WebLogic boot.properties as follows:

On idmhost1 - navigate to <DOMAIN_HOME> /bin and run the
startWebLogic.sh script. Enter in the admin server name user and password
when prompted

Example:

$ cd /u00/webadmin/config/domains/wls_obiee_oi/bifoundation _domain_oi/bin
$ ./startWeblLogic.sh

username=weblogic

password=<password>

Shut down the admin server.

Navigate to <DOMAIN_HOME> /servers/AdminServer/security. If the security
directory does not yet exist — create it.

Create a new file called boot.properties and add the WLS admin username and
password credentials.

Example:

$ cd
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/servers/A
dminServer/security

$ vi boot.properties

username=weblogic
password=<password>
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= Start the WebLogic admin server.

Example:

$ cd /u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/bin
$ nohup ./startWeblLogic.sh &

* Log onto the WebLogic admin server and start the managed servers.

Configure OID Provider in Oracle Bl EE WebLogic Domain

The OID Provider needs to be configured in Oracle BI EE WebLogic domain.

Note: In this section, the base DN
“dn=us,dn=oracle,dn=com” is used as an example. Modify
this value as per your organization’s LDAP settings.

Perform the following procedure to create providers, in the domain created in the
previous steps.

* Log in to the Administration Console.

ORACLE 2
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server demain

*  In the Domain Structure frame, click Security Realms.
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ORACLE Weblogic Server® Administration Console —A

Change Center &) Home Log Out Preferences Record Help Q
View changes and restarts ! blogi ‘Cunneded to: bifi Jation_domain
Click the Lock & Edit button to modify, add or Home

delete items in this domain.
Home Page
Lock & Edit

Information and Resources
Release Configuration

Helpful Tools General Information
Domain Structure = Configure applications = Common Administration Task Descriptions
b\.foundatlon_domaln = Configure GridLink for RAC Data = Read the documentation
-Environment Source . -
. Deployments Ask a question on My Oracle Support

B~ Services

L--Security Realms = Set your console preferences

-Interoperability
[ Diagnostics

Recent Task Status

Oracle Guardian Overview

Oracle Enterprise Manager

Domain Configurations

Domain Services Interoperability
« Domain + Messaging « WTC Servers
= IMS Servers « Jolt Connection Pools
Environment = Store-and-Forward
* Servers W Diagnostics
How do L... =] = JMS Modules
« Clusters « Log Files
« Search the configuration o Virtual Hosts 0 FEbETES « Diagnostic Modules
« Use the Change Center « Migratable Targets D Erf= « Diagnostic Images
« Record WLST Seripts « Coherence Servers + Data Sources « Request Performance
+ Change Consale preferences + Coherence Clusters 0 I + Archives
« Manage Console extensions « Machines ERKBIRemstes « Context -
« Monitor servers « Work Managers * ML Entity Caches « SNMP

= In the Realms table, click myrealm.

ORACLE webLogic Server® Administration Console —/\

q

Change Center @ Home Log Out Preferences

View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain

Click the Lock & Edit butten to medify, add or Home >Summary of Security Realms
delete items in this domain.
Summary of Security Realms
Lock & Edit

Release Configuration N B . . - . " N N .
g A security realm is a container for the mechanisms--including users, groups, security roles, security polides, and security

providers—-that are used to protect WebLogic resources. You can have multiple security realms in a WebLogic Server domain,
Domain Structure but only one can be set as the default (active) realm.

bifoundation_domain This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of
the realm to explore and configure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)

Click the Lock & Ediif button in the Change Center to activate all the buttens on this page.

New | | Delete Showing 1to 1 of 1 Previous | Next
[ | name & Default Realm
O | myrealm true

How do I... = New | |Delete Shawing 1 to 1 of 1 Previous | Next

« Configure new security realms

« Delete security realms

« Change the default security realm

System Status =

Health of Runnina Servers

=  The Settings for myrealm window opens. Click the Providers tab.
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ORACLE Weblogic Server® Administration Console —A

Change Center @ Home Log Out Preferences ecord Help Q,
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
Click the Lock & Edit button to modify, add or Home » Summary of Security Realms > myrealm

delete items in this domain. -
Settings for myrealm
Lock & Edit

Configuration = Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Release Configuration

General = RDBMS Security Store | User Lockout = Performance

Domain Structure

bifeundation_domain Click the L eck & Edjf button in the Change Center to modify the settings on this page.
E-Environment

Save

Use this page to configure the general behavior of this security realm.

Note:
If you are implementing security using JACC (Java Authorization Contract for Containers as defined in J5R 115}, you
miust use the DD Only security model. Other WebLogic Server models are not available and the security functions for
‘Web applications and EJBs in the Administration Console are disabled.
Name: myrealm The name of this security realm. More Info...

gﬁ Security Model Default: DD Only Specifies the default security model for Web
applications or EJBs that are secured by this
HowdoI... = security realm. You can override this default during

deployment. More Info...

« Manage security for Web applications and
BElBs

Gﬁ ‘Combined Role Mapping Enabled Determines how the role map;
+ Set the default security model Enterprise Application, Web application, and E1B
containers interact. This setting is valid only for
Web applications and EJBs that use the Advanced
security model and that initialize roles from
deployment descriptors.  More Info... "

« Delegate MBean authorization to the realm

System Status =l |

= (Click Lock & Edit and then click New. The Create a New Authentication
Provider window opens.

ORACLE Weblogic Server® Administration Console n/\

Change Centes @ Home Log Out Preferences cord Help Q
View changes and restarts Welcome, weblogic ‘ Connected to: bifoundation_domain
Click the Lock & Edit button to modify, add or Home >Summary of Security Realms >myreaim >Providers

delete items in this domain. .
Settings for myrealm
Lock & Edit
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Release Configuration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure
Certification Path | Keystores

bifeundation_domain
[+ Environment

t--Deployments

[~ Services

An Authentication provider allows WebLogic Server to establish trust by validating 2 user. You must have one Authentication

- provider in a security realm, and you can configure multiple Authentication providers in a security realm, Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
Server.

[ Customize this table

Authentication Providers
Click the Lock & Edft button in the Change Center to activate all the buttons on this page.

—— =1 New | | Delete Reorder Showing 1to 2 of 2 Previous | Next

« Configure Authentication and Identity [1| Name Description Version
Assertion providers

+ Configure the Password Validation provider [ | pefaultauthenticator ‘WebLogic Authentication Provider 1.0

+ Manage security providers [ | pefaultidentityasserter WebLogic Identity Assertion provider 10

* Setthe JAAS control flag New | |Delete ‘ Reorder Showing 1to 2 of 2 Previous | Next

Re-order Authentication providers

= Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectoryAuthenticator as the type. Click OK.
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ORACLE WebLogic Server® Administration Console n’\

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts , weblogi: |Cnnnerted to: bil ion_domain

Home =Summary of Security Realms >myrealm >Providers

No pending changes exist. Click the Release
Configuration button to allow others to edit the . -
domain. (Create a New Authentication Provider

Lock & Edit oK Cancel

Release Configuration

Create a new Authentication Provider

Domain Structure The following properties will be used te identify your new Authentication Provider.
bifoundation_domain * Indicates reguired fields
~Environment
-Deployments
~Senvices The name of the authentication provider.
~Security Realms .
~Interoperability Name: QIDAuthenticator
~Diagnostics
This is the type of authentication provider you wish to create,
Type: OraclelnternetDirectoryAuthenticator[Eg|
0K | || Cancel
How do I... =]
« Manage security providers
« Configure Authentication and Identity
Assertion providers

System Status =] ‘ v

= All the providers are displayed. Click OIDAuthenticator.
-OQ-ACLE WeblLogic Server® Administration Console n/\

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Welcome, weblogic ‘ Connected to: bifoundation_domain
Pending changes exist, They must be activated Home >Summary of Security Realms >myrealm >Providers
to take effect. N
Settings for myrealm
4« Activate Changes

Configuration | Users and Groups | Roles and Policies = Credential Mappings | Providers | Migration
Undo All Changes

Password Validati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure
Certification Path | Keystores
bifoundation_domain
'Envirunmenl

-EEP‘DV""E"[S An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
- Services

i provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
r--Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
- Interoperability Realm Adapter Authentication provider that allews you to work with users and groups from previous releases of WebLogic
'Diagnnsﬁts Server.

[ Customize this table

Authentication Providers

New | | Delete Reorder Showing 1 to 3 of 3 Previous | Next
How do I.. =] | Name Description Version
« Configure Authentication and Identity [ | DefaultAuthenticator ‘WebLogic Authentication Provider 1.0
Assertion providers [ | pefaultidentityAsserter WebLogic Identity Assertion provider 1.0
« Configure the Password Validation provider
3 [ | otnAuthenticator Provider that performs LDAP authentication 1.0
s Manage security providers
» Setthe JAAS control flag New | | Delete ‘ Reorder showing 1to 3 of 3 Previous | Next

Re-order Authentication providers

= Settings of OIDAuthenticator are displayed - Set the Control Flag field to
SUFFICIENT and click Save. Then Click the Providers link at the top of the
screen.
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ORACLE WebLogic Server® Administration Console n/\

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Welcome, weblogic ‘ Connected to: bifoundation_domain

Pending changes exist. They must be activated Home >Summary of Security Realms >myreaim >Providers >OIDAuthenticator
to take effect. N N
Settings for OIDAuthenticator

4« Activate Changes

Configuration | Performance
Undo All Changes

Common | Provider Specific
Domain Structure

bifoundation_domain | Save |

'Envirunmenl
;““Dep\uyments
Bl-Services
;““Securlty Realms
~Interoperability
-Diagnostics QQ Name: QIDAuthenticator The name of this Orade Internet Directory
Authentication provider. More Info...

This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this page to
set the JAAS Control Flag to control how this provider is used in the login sequence.

gg Description: Provider that performs LDAP authentication A short description of this Orade Internet Directory
Authentication provider. More Info...

4| Version: 1.0 The version number of this Oracle Intemet
Directory Authentication provider. More Info...

How do I... B Control Flag: SUFFICIENT| Specifies how this Oracle Intemnet Directory
Gg Authentication provider fits into the login
« Configure the Oracle Internet Directory sequence. More Info...
Authentication provider
« Configure Authentication and Identity Save

Assertion providers
Set the JAAS control flag

Configure the Password Validation provider A

Momom oo cmidens

=  From the Providers tab, click DefaultAuthenticator

ORACLE WebLogic Server® Administration Console n/\

Record Help ‘ Q

Change Center Q Home Log Out Preferences

View changes and restaris ., weblogi | Connected to: bi jon_domain
Pending changes exist. They must be activated Home =Summary of Security Realms >myrealm >Providers >OIDAuthenticator »Providers
to take effect. N
Settings for myrealm
4 Activate Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers = Migration
Undo All Changes

henticatit lidati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping
Domain Structure
Certification Path | Keystores
bifoundation_domain
B-Environment
~Deployments

ceni An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
-Services

provider in 2 security realm, and you can configure multiple Authentication providers in 2 security realm. Different types of
-Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
- Interoperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
-Diagnostics Senver.

[ Customize this table

Authentication Providers

New | | Delete Reorder Showing 1 to 3 of 3 Previous | Next
How do L... = []| name Description Version
« Configure Authentication and Identity [ | pefaultAuthenticator WebLogic Authentication Provider 1.0
Asserti id
sertion providers [ | efaultidentityAsserter ‘WebLogic Identity Assertion provider 1.0
+ Configure the Password Validation provider
. . [ | cibauthenticator Provider that performs LDAP authentication 1.0
+ Manage security providers
o Set the JAAS control flag New | | Delete ‘ Reorder Showing 1to 3 of 3 Previous | Mext

Re-order Authentication providers

= From Configuration tab and Common sub-tab, update the Control Flag to
SUFFICIENT and click Save. Then click the Providers link at the top of the
screen.
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ORACLE Weblogic Server® Administration Conscle n/\

Record Help Q

Change Center @ Home Log Out Preferences

View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
Pending changes exist, They must be activated Home »Summary of Security Reslms »myrealm = Providers >OIDAuthenticator Providers » DefaultAuthenticator

to take effect.

Settings for DefaultAuthenticator
4 Aciivale Changes
Configuration | Performance | Migration
Undo All Changes

Common | Provider Specific
Domain Structure

bifoundation_domain | Save |

BT-Environment

~Deployments This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS

B-Services Control Flag to control how this provider is used in the login sequence.

--Security Realms

B-Interoperability

- Diagnostics @ﬁ Name: DefaultAuthenticator The name of this WebLogic Authentication
provider. More Info...

gg Description: WebLogic Authentication Provider A short description of the Authentication
provider. More Info...

@g Version: 1.0 The version number of the Authentication
provider. More Info...

How do I... B 45 Control Flag: SUFFICIENT] Returns how the login sequence uses the
Authentication provider. More Info...
« Configure Authentication and Tdentity
Assertion providers Save

Canfigure the Password Validation provider
Set the JAAS control flag

Manage security providers

= (Click the OIDAuthenticator link.

OoORACLE WebLogic Server® Administration Console —A

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts Welcome, weblogic ‘ Connected to: bifoundation_domain

Home »Summary of Security Realms >myrealm =Providers =OIDAuthenticator »Providers =D

Pending changes exist. They must be activated
to take effect. _
Settings for myrealm
4 Activate Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappi Provi ig
Unde All Changes

henticati lidati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure
Certification Path | Keystores
bifoundation_domain

An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication
provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
nteroperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
iagnostics Server.

[ Customize this table

Authentication Providers

New | | Delete Reorder Showing 1to 3 of 3 Previous | Next
How do I... B [ | name Description Version
« Configure Authentication and Identity [ | Defaultauthenticator WeblLogic Authentication Provider 1.0
Asserti d
serion providers [ | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0
« Configure the Password Validation provider
} . [1 | oinAuthenticator Provider that performs LDAP authentication L0
« Manage security providers
« Setthe JAAS control flag New | | Delete | Reorder Showing 1 to 3 of 3 Previous | Next

Re-order Authentication providers

= Click the Provider Specific tab.
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ORACLE Weblogic Server® Administration Console n,\

Change Center @ Home Log Out Preferences Record Help i
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
;ezadl‘:;ge?:ct"?es @dst. They must be activated ::inss;."::;:?.mpsﬂﬂs >OIDAuthenticator >Providers > DefaultAuthenticatar >Providers >01DAuthenticator
« Activate Changes Settings for OIDAuthenticator
Undo All Changes C i Performance

Domain Structure Commen | Provider Specific

bifoundation_domain Save
B-Environment —

This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this page to
set the JAAS Control Flag to control how this provider is used in the login sequence.

B}-Diagnostics

gﬁ Name: OIDAuthenticator The name of this Orade Internet Directory
Authentication provider. More Info...

gﬁ Description: Provider that performs LDAP authentication A short description of this Orade Internet Directory
Authentication provider. More Info...

4] Version: 1.0 The version number of this Oracle Internet
Directory Authentication provider. More Info...
How do I... =
4] Control Flag: SUFFICIENT Specifies how this Oracle Intenet Directory
« Configure the Oracle Internet Directory Authentication provider fits into the login
Authentication provider sequence. More Info...

Configure Authentication and Tdentity
Assertion providers

Set the JAAS control flag

Save

« Configure the Password Validation provider hd

=  Make the following changes and Click Save. Then click the Providers link at the
top of screen. (Screen shots shown as it is scrolled down to make the changes.)

— Host: idmhostl
—  Port: 3060

— Principal: cn=orcladmin

— Credential: <password>

— Confirm Credential: <password>

— User Base DN: cn=users,dc=us,dc=oracle,dc=com

—  Check ‘Retrieve credentials as principal.’

—  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com
— Check Propagate Cause For Login Exception

ORACLE WebLogic Server® Administration Console —A

Change Center @) Home Log Out Preferences Record Help ‘ Q,

View changes and restarts ! :, weblogi |Cur|r|=ctEd to: bifs Jation_domain

Home >Summary of Security

Fendlng (hangas exist. The" must be activated Realms =myrealm >Providers >OIDAuthenticator =Providers =DefaultAuthenticator =Providers >0IDAuthenticator

to take effect.
4 Aclivate Changes Settings for OIDAuthenticator

Undo All Changes e i Performance

P — Commen | Provider Specific

bifoundation_domain

Use this page to define the provider specific configuration for this Oracle Internet Directory Authentication provider.

Connection
@5 Host: idmhost1 The host name or TP address of the LDAP
server. More Info...
@ﬁ Port: 3060 The port number on which the LDAP server is
listening. More Info...
gg Principal: cn=orcladmin The Distinguished Name (DN) of the LDAP user
that WebLogic Server should use to connect to the
How do I... = LDAP server. More Info...
+ Configure the Oracle Internet Directory Credential: J—— The credential (usually a password) used to

Authentication provider

Configure Authentication and Identity
Assertion providers Confirm Credential:
Manage security providers

connect to the LDAP server. More Info...

sessasens -

O gg SSLEnabled Specifies whether the S5L protocol should be used

when _rannerting tn the | DAP servar _Mara Tnfa

P, =1
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System Status 1=

Health of Running Servers

[ Faild(0)
| Critical ()
[ Overloaded (0)
[ waming (D)
I O (3)

Users

&5 User Base DN:

&5 All Users Filter:

#F User From Name Filter:

] User Search Scope:

#5] User Name Attribute:

#H User Object Class:

cn=users dc=us dc=orac!

(&(cn=")(objectclass=per

(&(cn="%u)(objectclass=g

subtree

cn

person

N (] Use Retrieved User Name as Principal

Groups

] Group Base DN:

an=nranns n=evamnle o

WS CONNECUg 0 ie UORr Sever:

The base distinguished name (DN} of the tree in
the LDAP directory that contains users. More
Info...

An LDAP search filter for finding all users beneath
the base user distinguished name (DN). Note: If
you change the user name attribute to a type
other than cn, you must duplicate that change in
the User From Name Filter and User Name
Attribute attributes. More Info...

An LDAP search filter for finding a user given the
name of the user. The user name attribute
specified in this filter must match the one specified
in the All Users Filter and User Name Attribute
attributes. More Info...

Specifies how deep in the LDAP directory tree the
LDAP Authentication provider should search for
users.  More Info...

The attribute of an LDAP user object class that
specifies the name of the user. The user name
attribute specified must match the one specified in
the All Users Filter and User From Name Filter
attributes. More Info...

The LDAP object class that stores users. More
Info...

Specifies whether or not the user name retrieved
from the LDAP server should be used as the
Principal in the Subject. More Info...

The base distinguished name (DN) of the tree in

Groups

&5 Group Base DN:

@5 All Groups Filter:

5 Group From Name Filter:

#5 Group Search Scope:

#5 Group Membership Searching:

@5 Max Group Membership Search

Level:

[ #5] 1gnore Duplicate Membership

Static Grouns

cn=Groups,dc=us,dc=orz

(&(cn=")(|{objectclass=gr

(l{&(cn="%g)(objectclass=

subtree

The base distinguished name (DN} of the tree in
the LDAP directory that contains groups. More
Info...

An LDAP search filter for finding all groups beneath
the base group distinguished name (DN). The
static group object class should be modified, as
necessary, based on the settings for the Static
Group Object Class and Static Member DN
Attribute attributes.  More Info...

An LDAP search filter for finding a group given the
name of the group. The static group object class
should be modified, as necessary, based on the
settings for the Static Group Object Class and
Static Member DN Attribute attributes. More
Info...

Specifies how deep in the LDAP directory tree to
search for groups. Valid values are subtree and
onelevel. More Info...

Specifies whether group searches into nested
groups are unlimited or limited. Valid values are
unlimited and limited. More Info...

Specifies how many levels of group membership
can be searched. This setting is valid only if
GroupMembershipSearching is set to limited. Valid
values are 0 and positive integers. For example, 0
indicates only direct group memberships will be
found, and a positive number indicates the number
of levels to search. More Info...

Determines whether duplicate members are
ignored when adding groups. The attribute cycles
in the Group membership. More Info...

Installing and Configuring OBIEE 11.1.1.9 117




Configure OID Provider in Oracle BI EE WebLogic Domain

O @g Keep Alive Enabled Specifies whether to prevent LDAP connections ~
from timing cut. More Info...

@9 Follow Referrals Specifies that a search for a user or group within
the LDAP Authentication provider will follow
referrals to other LDAP servers or branches within
the LDAP directory. By default, this attribute is
enabled. More Info...

O @g Bind Anonymously On Referrals By default, the LDAP Authentication provider uses
the same DN and password used to connect to the
LDAP server when following referrals during a
search. If you want to connect as an anonymous
user, enable this attribute. Mare Info...

@ Propagate Cause For Login Exception Specifies whether the providers should propagate
the cause of the LoginException. More Info...

[ @g Cache Enabled Specifies whether a cache is used with the LDAP
server  More Info...

gg Cache Size: 32 The size of the cache (in kilobytes) that is used
with the LDAP server  More Info...

@ Cache TTL: 50 The time-to-live of the cache (in seconds) that is
used with the LDAP server  More Info...

#F GUID Attribute: orclguid Spedifies the name of the GUID attribute defined in
the Oracle Internet Directory LDAP server. The
default value is orclguid. More Info...

Save

= (Click Reorder.

ORACLE WeblLogic Server® Administration Console —A

Change Center @ Home Log Out Preferences Record Help Q

View changes and restarts blogi ‘Cannededto: i jon_domain

Home >Summary of Security

Pending changes exist. They must be activated Realms ~myreaim >Providers =OIDAuthenticator >Providers =DefaultAuthenticator = Providers 0lDAuthenticator >Providers

to take effect.
4 Activate Changes Settings for myrealm
Undo All Changes Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

e L] icati lidati Authorization | Adjudication | Role Mapping | Auditing || Credential Mapping
bifoundation_domain Certification Path | Keystores
BH-Environment

-Deployments

-Services An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication

-Security Realms provider in & security realm, and you can configure multiple Authentication providers in a security realm. Different types of

~Interoperability Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Diagnostics Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

Server.

[ Customize this table

Authentication Providers

New | |Delete | || Reorder Showing 1to 3 of 3 Previous | Next
HowdoI... =
1| name Description Version
« Configure Authentication and Identity N
Assertion providers [ | Defaultauthenticator WeblLogic Authentication Provider L0
« Configure the Password Validation provider [ | DefaultidentityAsserter ‘WebLogic Identity Assertion provider L0
« Manage security providers [] | o1DAuthenticator Provider that performs LDAP authentication 1.0
» Set the JAAS control flag
New | | Delete | Reorder Showing 1to 3 of 3 Previous | Next v

Re-order Authentication providers

=  Move OIDAuthenticator to the top of the list and click OK.
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ORACLE WeblLogic Server® Administration Console —A

Change Center @} Home Log Out Preferences Record Help =
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
::‘::l'(r;gé‘t‘:ct"?es edst. They must be activated :ES'SSS%TPQZTQTL’Q?E >OIDAuthenticator »Providers »DefaultAuthenticator »Providers >OIDAuthenticator >Providers
o Activate Changes Reorder Authentication Providers
Undo All Changes i Cancel
Domain Structure Reorder Authentication Providers

bifoundation_domain You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the

authentication sequence.
Select authenticator(s) in the list and use arrows to move them up and dowm in the list.

(5] Authentication Providers:
Available:
] OIDAuthenticator
[] pefaultAuthenticator
[ pefaultidentityAsserter

-
=

Howdo I... 1=

s Re-order Authentication providers

« Set the JAAS control flag |OK| || Cancel|

System Status =

Health of Running Servers v

= Click Activate Changes.
or'-.)AC L€ Weblogic Server® Administration Console nf\

Change Center B Home Log Qut Preferences Record Help Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
gg:&zﬂeﬁ\:ﬁnsﬁs &dst. They must be activated :::i‘ris)f‘:nr:::rr\‘n::;ic:é‘:s >OIDAuthenticator =Providers >DefaultAuthenticator >Providers =0IDAuthenticator >Providers
4 Aclivale Changes Settings for myrealm
Undo All Changes Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure henticati Password Validati Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping
bifoundation_domain Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating 2 user. You must have one Authentication
provider in 2 security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
Server.

| Customize this table

Authentication Providers

New | | Delete Reorder Showing 1to 3 of 3 Previous | Next
How do L... =)
[1| Name Description Version
« Configure Authentication and Identity
Assertion providers [ | orpauthenticator Provider that performs LDAP authentication 0
» Configure the Password Validation provider [ | Defaultauthenticator WebLogic Authentication Provider 1.0
* Manage security providers [ | pefaultidentityAsserter WebLogic Identity Assertion provider 1.0
« Set the JAAS control flag
MNew | |Delete ‘ Reorder Showing 1to 3of 3 Previous | Next v

Re-order Authentication providers

=  Shutdown OBIEE admin and managed servers and then restart them.

Create the OAM SSO provider in the Oracle Bl EE Domain

1. Log into the WebLogic console.
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oRrRACLE &
WeblLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

weblogic

2. Click the Security Realms link located in the navigation pane on the left side of the

screen.
ORACLE Weblogic Server® Adninisration Consele B oF
e @ Home Log Out Preferences [l Record Help || |[Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
Click the Lock & Edit button to modify, add or Home
delete items in this domain.
Home Page
| Lock & Edit |
— Information and
[ Release Ci i |
Helpful Tools General Information

Domain Structure = Configure applications

Configure GridLink for RAC Data

Common Administration Task Descriptions

bifoundation_domain Read the documentation

E-Envi it
nvirenmen source » Ask a question on My Oracle Support
- Deployments = Recent Task Stat
- Services it fask Status * Oracle Guardian Overview

--Security Realms Set your console preferences

G- Interoperability

Qracle Enterprise Manager

[t Diagnostics
~ Domain C
Domain Services Interoperability
« Domain « Messaging * WTC Servers
= IMS Servers « Jolt Connection Pools
Environment = Store-and-Forward
Agents N N
. Servers Diagnostics
How do L.. =] = IMS Modules
« Clusters « Log Files
= Path Services
« Search the configuration « Virtual Hosts « Diagnostic Modules
= Bridges
» Use the Change Center + Migratable Targets o « Diagnostic Images
« Record WLST Seripts « Coherence Servers « Data Sources « Request Performance
s Change Console preferences « Coherence Clusters piberadEatse: « Archives
« Manage Console extensions « Machines * XML Registries « Context "
« Monitor servers « Work Managers * XML Entity Caches « SNMP

3. Click myrealm (default realm) link.
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ORACLE Weblogie Server® Adminisation Consol B 32 o

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Welcome, weblogic ‘ Connected to: bifoundation_domain
Click the Lock & Edit button to modify, add or Home >Summary of Seurity Realms

delete items in this domain. B
Summary of Security Realms
Lock & Edit

Release Configuration A security realm is a container for the mechanisms—including users, groups, security roles, security policies, and security
providers-that are used to protect WeblLogic resources. You can have multiple security realms in a WebLogic Server domain,
Domain Structure but only one can be set as the default {active) realm.

bifeundation_domain This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of
'Envlronment the realm to explore and configure that realm.
t--Deployments

B-Services

-Security Realms [ Customize this table
-Interoperability
-Diagnostics Realms (Filtered - More Columns Exist)

Click the Leck & Edii button in the Change Center to activate all the buttons on this page.

Mew | [Delete Showing 1to 1 of 1 Previous | Next
1| name & Default Realm
[ | myrealm true
How do L... = New | [Delete

Showing 1to 1 of 1 Previous | Next

* Configure new security realms

» Delete security realms

s Change the default security realm

System Status 5]

Health of Runninn Servers

4. Click the Providers tab.
béAC L& WebLogic Server® Administration Console —/\

Change Center @ Home Log Out Preferences tecord Help Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
Click the Lock & Edit button to modify, add or Home: >Summary of Security Realms »myrealm

delete items in this domain. -
Settings for myrealm
Lock & Edit

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Release Configuration

General = RDBMS Security Store | User Lockout | Performance
Domain Structure

bifoundation_domain Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

Use this page to configure the general behavier of this security realm.

[+-Diagnostics Note:
1f you are implementing security using JACC (Java Authorization Contract for Containers as defined in J5R 115), you
must use the DD Only security model. Other WebLogic Server models are not available and the security functions for
‘Web applications and EJBs in the Administration Console are disabled.
Name: myrealm The name of this security realm. More Info...

Specifies the default security model for Web
applications or EJBs that are secured by this
security realm. You can override this default during
deployment. More Info...

4] Security Model Default: DD Only

How do IL... =

Manage security for Web applications and
ElBs

@g Combined Role Mapping Enabled Determines how the role mappings in the

Set the default security model Enterprise Application, Web application, and EJB
containers interact. This setting is valid only for
Web applications and EJBs that use the Advanced
security model and that initialize roles from
deployment desaiptors.  More Info... V]

Delegate MBean authorization to the realm

System Status =] |

5. Click Lock & Edit, and then click New.
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ORACLE Weblaogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Settings for myrealm

Domain Structure

bifoundation_domain

—A

Q Home Log Out Preferences

Record Help

Q

Welcome, weblogic ‘ Connected to: bifoundation_domain

Home =Summary of Security Realms >myrealm =Providers

Configuration | Users and Groups | Roles and Policies |~ Credential Mappings | Providers | Migration

Authentication | Password Validstion | Authorization | Adjudication | Role Mapping | Auditing = Credential Mapping

Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating 2 user. You must have one Authentication
provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

Server.

[ Customize this table

Authentication Providers

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Reorder i
How do I... =) Showing 1to 3 of 3 Previous | Next
= Configure Authentication and Identity [ | mame Description Version
Assertion providers
+ Canfigure the Password Validation provider [ | o1pauthenticator Provider that performs LDAP authentication 1.0
« Manage security providers [ | pefaultauthenticator WebLogic Authentication Provider 1.0
« Set the JAAS control flag [ | Defaultidentityasserter WebLogic Identity Assertion provider 1.0
]

= Re-order Authentication providers

New | | Delete | Reorder Showina 1to 3 of 3 Previous | Next

6. Make the following updates and click OK.

a. Name: OAMIdentityAsserter
b. Type: OAMIdentityAsserter

ORACLE WeblLogic Server® Administration Console

Change Center Q Home Log Out Preferences

Record Help
View changes and restarts

No pending changes exist, Click the Release Home >Summary of Security Realms >myrealm >Providers
Configuration button to allow others to edit the

domain, Create a New Authentication Provider

Lock & Edit OK Cancel

Release Configuration

Create a new Authentication Provider
Domain Structure
bifoundation_domain
~Environment
-Deployments
~Services
-Security Realms
-Interoperability
-Diagnostics

* Indicates required fields

The name of the authentication provider.

* Name:

OAMIdentityAsserter

This is the type of authentication provider you wish to create.

Type: OAMIdentityAsserter

The following properties will be used to identify your new Authentication Provider.

—A

Q

Welcome, weblogic ‘ Connected to: bifoundation_domain

Howdo I... El

+ Manage security providers

+ Configure Authentication and Identity
Assertion providers

System Status

7]

7. Click Reorder.
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http://msp52743.us.oracle.com:7331/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=oracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmOAMIdentityAsserter%253Boracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider
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Create the OAM SSO provider in the Oracle BI EE Domain

ORACLE WebLogic Server® Administration Console —r\
Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts , weblogi ‘ Connected to: bif ion_domain
Pending changes exist, They must be activated Home >Summary of Security Realms >myrealm > Providers
to take effect, N
Settings for myrealm
” Activate Changes
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Undo All Changes
henticati lid ati Authorization | Adjudication | Role Mapping = Auditing | Credential Mapping
Domain Structure
Certification Path | Keystores
bifoundation_domain
~Environment
~Deployments A " . . N . .
B N n Authentication provider allows WebLegic Server to establish trust by validating 2 user. You must have one Authentication
Services provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
-Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can zlso configure a
~Interoperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic
-Diagnostics Server.
[ Customize this table
Authentication Providers
New | | Delete Reorder Showing 1 to 4 of 4 Previous | Next
How do I... =] []| name Description Version
« Configure Authentication and Identity [ | oIDAuthenticator Provider that performs LDAP authentication 1.0
Assertion providers [1 | pefaultauthenticator WebLogic Authentication Provider 1.0
« Configure the Password Validation provider
) 3 [ | efaultidentityasserter WebLogic Identity Assertion provider 1.0
« Manage security providers
+ Set the JAAS control flag [ | oAMIdentityAsserter Oradle Access Manager Identity Asserter 1.0
v
= Re-order Authentication providers New | [Delete ‘ Reorder Showing 1 to 4 of 4 Previous | Next

8. Move the OAMIdentityAsserter to the top of the list, or above the
DefaultAuthenticator and click Ok.

ORACLE WeblLogic Server® Administration Console —A

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
No pending changes exist, Click the Release Home >Summary of Servers >Summary of Security Realms »myreaim »Praviders
Configuration button to allow others to edit the I N
demain. Reorder Authentication Providers
Lock & Edit

OK Cancel
Release Configuration

Reorder Authentication Providers

Domain Structure ‘You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the
bifoundation_domain authentication sequence.

~Environment
~Deployments
“senices 5] Authentication Providers:
-Security Realms

-Interoperability Available:

-Diagnostics ®i OAMIdentityAsserter

[] o1pAuthenticator

Select authenticator(s) in the list and use arrows to move them up and down in the list.

[] pefaultAuthenticator -
[] DefaultIdentityAsserter -
-
=z

Howdo L. =

OK Cancel
s Re-order Authentication providers _ =

« Set the JAAS control flag

System Status =]

Health of Running Servers

9. Click the OAMIdentityAsserter provider link.
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ORACLE WebLogic Server® Administration Console n/\

Change Center @) Home Log Out Preferences Record Help Q

View changes and restaris Welcome, weblogic | Connected to: bifoundation_domain

>Summary of Security Realms >myrealm >Providers

Home >Summary of Sen

Pending changes exist. They must be activated
to take effect.

4 Activate Changes

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers = Migration
Undo All Changes

Authentication | Password Validation | Authorization | Adjudication | Role Mapping = Auditing | Credential Mapping
Domain Structure
Certification Path | Keystores
bifoundation_domain
'Envlronmenl

i~ Deployments : . .
An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication
provider in 2 security realm, and you can configure multiple Authentication providers in 2 security realm. Different types of
Security Realms Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a
+-Interoperability Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic

[ Diagnostics Server.

[ Customize this table

Authentication Providers

New | | Delete Reorder Showing 1 to 4 of 4 Previous | Next
How do I... = [] | name Description Version
« Configure Authentication and Identity [ | oAMIdentityAsserter Oracle Access Manager Identity Asserter 1.0
Asserti id

sertion providers [ | cIbAuthenticator Provider that performs LDAP authentication 1.0

+ Configure the Password Validation provider
. . [ | pefaultAuthenticator ‘WebLogic Authentication Provider 1.0
+ Manage security providers
+ Setthe JAAS control flag [ | efaultidentityAsserter ‘WebLogic Identity Assertion provider 1.0
v

« Re-order Authentication providers New | |Delets ‘ Reorder

Showing 1 to 4 of 4 Previous | Next

10. Set the Control Flag to SUFFICIENT and click Save.
-C)Q-ACLE Weblogic Server® Administration Console —/\

Change Center @ Home Log Out Preferences Record Help ‘ Q

View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain
Pending changes exist. They must be activated Home >Summary of Servers =Summary of Security Realms >myrealm »Providers >OAMIdentityAsserter

to take effect.

Settings for OAMIdentityAsserter
« Aclivale Changes

Configuration
Undo All Changes

Commeon | Provider Specific
Domain Structure

bifoundation_domain |Save |

~Environment
~Deployments

This page allows you to define the general configuration of this provider.

~Services
Name: OAMIdentityAsserter
~Security Realms @

'Im:em perability

'D\agnosﬂcs @ Description: Oracle Access Manager Identity Asserter
4| Version: 1.0
] Control Flag: SUFFICIENT]|
@ Active Types:
How do I.. =] Available:
[] OAM_IDENTITY_ASSERTIO!
Mo task help found. [ obssocookie 4
[ sM_user »
[ iv-user
System Status =] Q
Health of Running Servers
«

[ Faled(n) e
11. Click Activate Changes.
12. Shut down and restart the admin and managed servers.

Configure Bl Publisher for Application Reports

RMS, SIM, and REIM utilize BI Publisher reports - The following instructions are for
setting up BI Publisher to properly interface with the applications and allow users to run
the reports via BI Publisher application.

= Login to BI Publisher on idmhost1 with the credentials you entered in your
Oracle BI EE configuration (weblogic / password). Example URL:
http:/ /idmhost1:7333xmlpserver
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BI Publisher Enterprise

Sign In
Please enter username and password

Username

weblogic
Password

oo o

Accessibility Mode [7]

Sign In

English (United States)

Oracle BI Publisher 11.1.1.9.0
Copyright © 2003, 2015, Orade andjor its affiliates. All rights reserved.

*  The BI Publisher home window opens. Click the Administration link in the
upper right corner.

BI Publisher Enterprise Search _ Administration | Help~ | Sign out O
Home Home \ Catalog \ E New. | Bs Open-- | Signed In As weblogic~

Create ... @
e Recent

Recent Reports

,b Report Job
Data Model
Ly Data Mode! <
® =
More~

Browse/Manage ...

o Catalog Folders
Report Jobs
% Report Job History

Get Started ... W2 2010

Open | Edit |Mores
ﬁ Download BI Publisher Tools+

@ Help Contents Others
o,
Oracle Technology Network

* Favorites Manage

= From the Administration window, click Server Configuration from System
Maintenance.
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BI Publisher Enterprise search ({l] Administration | Help~ | Signout O
Home | Catalog ‘ E New. ‘ Bs Open~ | signed In As weblogic ~
~
E Data Sources =i System Maintenance
3 &
@ JDBC Connection = s sarver Configuration
@ JNDI Connection # Scheduler Configuration
@ File @ Scheduler Diagnostics
@ | DAP Connection @ Report Viewer Configuration
@ QLAP Connection @ Manage Cache
@ Web Service Connection
@ HTTP Connection
r‘o ) Security Center &_ﬁj Runtime Configuration
W a Security Configuration é @ Properties
2 Roles and Permissions = Font Mappings
@ Digital Signature @ Currency Formats
=] Delivery l;;\“ Integration
@ @ Delivery Configuration ‘\-E ﬂ @ Oracle BI Presentation Services
@ Printer
3 Fax
@ Email
s WebDAV
@ HTTP
@ FTP
@ Content Server
@ CUPS Server
W

= In the Server Maintenance window, under the Server Configuration tab, make
the following changes:

Configuration Folder - Path:
/vol.rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/
config/bipublisher/

NOTE: The Location has to be in a directory that is shared by
both idmhost1 and idmhost2 and be suitable for storing BI
Publisher reports files.
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Catalog - Catalog Type: Oracle BI Publisher — File System

Catalog - Path:
/vol.rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/
config/bipublisher/

Click Apply button and then click the Administration link in upper right
hand corner.
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BI Publisher Enterprise  search Administration | Helpv | Signout O

Home Catalog | E New-~ ‘ Bs Open-- | Signed In As weblogic

Administration > Server Configuration @

System Maintenance

Server Confit i chaduler C Di i Report Viewer Configuration = Manage Cache

¥ TIP Any changes will anly take effect after the application is restarted.
Apply | | cancel |
Configuration Folder

The Configuration Repository contsins all configurations, security, datasources, stc that you setup with BI Publisher.

Path  :ts/ha_15/productsfwls_obiee_oifbifoundation_domain/config/bipublisher/reposite *|

Catalog

The Catalog contains all cantent such as reperts and data models.

Catalog Type  Oracle BI Publisher - File System [W]

Path  -ts/ha_15/products/wls_obiee_oi/bifoundation_domain/config/bipublisher/repository

General Properties.

< >

= From the Administration window, under Security Center, click the Security
Configuration link.

BI Publisher Enterprise Search (] Administration | Help~ | Sign out O

Home Catalog | E New- | Bs Open-- | Signed In As weblogic

~
E‘Ei Data Sources E?j System Maintenance
3 @ JDBC Connection = s server Configuration
= JNDI Connection @ Scheduler Configuration
@ File @ Scheduler Diagnostics
@ LDAP Connection @ Report Viewer Configuration
@ QLAP Connection @ Manage Cache

@ Web Service Connection
@ HTTP Connection

f Security Center Runtime Configuration

ilige)

B

= Security Configuration @ Properties
# Roles and Permissions @ Font Mappings
@ Digital Signature & Currency Formats

4 ., Delivery l:;"i Integration
Gl @ Delivery Configuration ,\E 3 @ Oracle BI Presentation Services
@ Printer
@ Fax
@ Email
@ WehDAV
# HTTP
s FTP
# Content Server
= CUPS Server

= In the Security Configuration window, make the following changes:

— Select Enable Local Superuser

— Superuser name: bi_superuser

— Password: <password>

—  (Scroll to bottom of screen)

—  Security Model: BI Publisher Security
— New Password: <password>

— Click Apply and then click the Administration link in upper right hand
corner.
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BI Publisher Enterprise search [ Administration | Help~ | signou O

Home | Catalog | & New~ | B Open- | Signed InAs weblogic+

Administration > Security Configuration

Security Center

Security C i Roles and issit Digital Sig

< TIP Ainy changes will only take sffact sfter the applicstion is restarted.

apply | | cancel |
Local Superuser

Local superuser can log in to the system independent from the selected sacurity model.
Enable Local Superuser

Superusername  bi_superuser

Password  sesesees| -

Guest Access

Guest Folder Name

Authentication

As an option, you can select sither Single Sign-on or LDAP for your authentication method. IF you do not selact this option, authentication is taken care of by the security model you selected on
Authorization section.

Ta enable Single Sign-On, first set up EI Publisher as a partner application on the 550 Server. Enter the value for the single sign-off URL and other required information provided by the 550 Server below.
[Cluse Single Sign-On

>

BI Publisher Enterprise search [ Administration | Help~ | signout O
Home Catalog | E New. | Bs Open-- | Signed In As weblogic ~
Single Sign-Off URL
How to get username ~
User Name Parameter
How to get user locsle
User Locale Parameter
Enter the value for URL, Admini Usermame, Admin: Password, Distinguished Name for Users and other required information below
Ouse Loap
URL
(Example: Idap://hostname:port )
Administrator Ussrmame
Administrator Password
Distinguished Name for Users
(Example: en=Users.de=example,de=com )
INDI Context Factory Class
(Defaut Valua: com.zun jndi. dzp.l dspOncFactary )
Attribute used for Login Username
(Default Value: cn )
Attribute used for user matching with authorization system
{Example: ordguid }
Authorization
Security Model  BI Publisher Security
New Password  ® .
Pleasz & ue: Administrator Password
W
< >

=  From the Administration window, under Data Sources, click the JDBC
Connection link.
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Search |G

BI Publisher Enterprise

Catal

Help~ | signowt O

Signed In As weblogic

Administration

log | E New- | Bs Open-

Eéﬁ ; Data Sources

@ JDBC Connection

@ JNDI Connection

& File

@ LDAP Connection

> OLAP Connection

= Web Service Connection
@ HTTP Connection

4 % Security Center
e

wa, Security Configuration

@ Roles and Permissions

# Digital Signature

= ., Delive
23 v
= @ Delivery Configuration
@ Printer

@ Fax

@ Email

@ WebDAV

@ HTTP

@ FTP

@ Content Server

@ CUPS Server

‘2=A System Maintenance
=

£

@ Server Configuration

 Scheduler Configuration

@ Scheduler Diagnostics

2 Report Viewer Configuration

@ Manage Cache

== Runtime Configuration

[
i {14

@ Properties
= Font Mappings
@ Currency Formats

[\ Integration
e

@ Oradle BI Presentation Services

=  (Click Add Data Source.

Search il

BI Publisher Enterprise

B3 | Administration | Help~ | signout O

Administration > JDBC

Data Sources

Home | Catslog | [§ New. | Bs Open. | Signed InAs weblogic

JDBC INDI | File LDAP OLAP = Web Services HTTP

_Add Data Source |
Data Source Name

demo

Connection String
jdbc:oracle:thin: @HOST:PORT:SID

Oracle BI EE idbc:oraclehis/fidmhost1.us.oracle.com:5703/

Deleta

]

]

= Inthe Add Data Source window, make the following updates:

Data Source Name: RMS

NOTE: Has to be RMS due to reports dependencies

Driver Type: Oracle 11g

Username: rmsOlapp

Database Driver Class: oracle.jdbc.OracleDriver
Connection String: jdbc:oracle:thin:@dbhost-r:1521/appservicename

NOTE: schema used for RMS application

Password: <password>

Scroll to the bottom of the screen.
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—  Select Allow Guest Access

— Click Apply.

BI Publisher Enterprise search [[] -
Home Catalog ‘ E New- ‘ Bs Open--

Administration

Add Data Source

Administration

Help~ | Signout O

Signed In As weblogic -

General

* Data Source Name
* Driver Type
* Database Driver Class

* Connection String

Use System User
* Usemame

Password

« TIP Please make sure to instzll the required JDBC driver dasses.
¥ TIP With Orade Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your BI Server Database Connection.

RM5
Orace 11g
oracle.jdbc.OracleDriver
(Exemple: aradle.jdbc.OracleDriver )
:thin; @dbhest-r:1521:fmwservicename

O
rms01lapp

Apply | [ cancel |

Pre Procass Function

Post Process Function

[CJuse proxy Authentication
Test Connection |

Backup Data Source

#TIP To enable access to & backup dats source, plesse check the Uss Backup Dats Source checkbox and enter the necassary connection information.

< >

=  (Click Add Data Source.

BI Publisher Enterprise search (]
Administration Home | Catalog | [§ New. | B@ Openw | Signed In As weblogic

Administration | Help~ | Sign ot O

Administration > JDBC @

Data Sources

JDBC  INDI  File LDAP OLAP Web Services HTTP

_Add Data Source |

Data Source Name Connection String Delete
demo jdbcioracle:thin: @HOST:PORT:SID |
Orace BI EE jdbc:oraclebifidmhost1.us.coracle.com: 9703/ i)
RMS jdbciaracle:thin:@dbhost-r: 1521:fmwservicename U

= Inthe Add Data Source window, make the following updates:
— Data Source Name: BIP-SIM-DATASOURCE

NOTE: Has to be BIP-SIM-DATASOURCE due to reports
dependencies

—  Driver Type: Oracle 11g
— Database Driver Class: oracle.jdbc.OracleDriver
— Connection String: jdbc:oracle:thin:@dbhost-r:1521/appservicename
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— Username: sim0lapp

NOTE: schema used for SIM application

— Password: <password>

—  Scroll to the bottom of the screen.
—  Select Allow Guest Access

— Click Apply.

BI Publisher Enterprise B3 | Administration | Help~ | Signoust O

Home | Catalog | [§ New~ | Bs Open- | Signed in As weblogic

Administration > JDBC > Add Data Source @
~
Add Data Source
Apply | [ Cancel |

Genaral

¥ TIP Please make sure to install the required JDBC driver classes.
o TIP With Oradle Fusion Middleware Security Model, select the Use System User chackbox to use the BI System User for your BI Server Database Connection,

* Data Source Name  BIP-SIM-DATASOURCE
* Driver Type  Oracle 11g ]
* Database Driver Class j
* Connection String igename
Use System User [ ]
* Username  simQlapp
Password  seswes
Pre Process Function
Post Process Function
[Cuse proxy Authentication
_Test Connection |
Backup Data Source
W
< >
_|

BI Publisher Enterprise search [ Administration | Help +
Home Catalog | E New- | Bs Open-- | Signed In As weblogic
~
“ TIP To enable access to 3 backup data source, please check the Use Backup Data Source checkhox and enter the necessary connection information.
Use Backup Dats Source [ ]
Connection String
Username
Password
Sacurity
Alow Guest Access W]
Allowed User
iztie Rore Aowes Asies
2
Bl Admintstrator Rl Mave 5}
2 ®
Move All
) .
Remove 9
=)
Remove All W
< >

= Using the WebLogic admin console, shutdown BI Publisher admin and managed
servers, so that reports can be migrated before final configuration.
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Access the RMS, SIM, and REIM application installation distributions and migrate the
reports using the following instructions:

Create the reports directories for the applications for Guest access under the
Configuration Folder — Path

(/vol.rtk/projects /ha_15/products/wls_obiee_oi/bifoundation_domain_oi/con
fig /bipublisher/repository)

Example:

$ mkdir -p

/vol _rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/confi
g/bipublisher/repository/Reports/Guest/RMS

$ mkdir -p

/vol .rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/confi
g/bipublisher/repository/Reports/Guest/REIM

$ mkdir -p

/vol _rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/confi
g/bipublisher/repository/Reports/Guest/SIM

Gather reports from application installation distributions. Since installing obiee
before applications they may or may not yet be not be loaded onto apphost1.
Look for them in the following location whether on apphost1 or if application
distribution is opened on desktop to retrieve reports.

<rms_install_dir>/app/retail_home/reports/RMS
<rms_install_dir>/sim/application/siml5/reports
<rms_install_dir>/rein/application/rein/reports/11g/REIM

Copy the reports into the Guest directory on host1 for each respective application

/vol .rtk/projects/ha_15/products/wls_obiee_oi/bifoundation _domain_oi/confi
g/bipublisher/repository/Reports/Guest/RMS

/vol _rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/confi
g/bipublisher/repository/Reports/Guest/REIM

/vol _rtk/projects/ha_15/products/wls_obiee_oi/bifoundation _domain_oi/confi
g/bipublisher/repository/Reports/Guest/SIM
For SIM the added step of unzipping the reports is required.

Example:

$cd
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/config/bi
publisher/repository/Reports/Guest/SIM

$ unzip *.zip

Restart BI Publisher admin and managed servers and then follow the instructions below
to complete the configuration for BI Publisher reports.

Login to BI Publisher on idmhost1 with the credentials you created during the
configuration for a Super user (bi_superuser/<password>). Example URL:
http:/ /idmhost1:7333 /xmlpserver
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BI Publisher Enterprise

Sign In

Please enter username and password

Usemname
bi_superuser
Password

Accessibility Mode []

Sign In

Guest

English (United States)

Oracle BI Publisher 11.1.1.9.0
Copyright © 2003, 2015, Orade and/or its affiliates. Al rights reserved.

= The BI Publisher home window opens. Click the Administration link in the
upper right corner.

search [ € | dministration | Help~ | Sign ot O

Home \ Catalog | E New. \ Bs Open. | Signed In As weblogic

BI Publisher Enterprise

Create ... @
o Recent

Recent Reports
Report Job

=%
Data Model =

More =

Browse/Manage ...

5] Catalog Folders
E Report Jobs
% Report Job History

Get Started ... W2 2010

Open | Edit | Morew
ﬁ Download BI Publisher Tools ~

® Help Contents Others
L
Oracle Technology Network

q{if Favorites Manage

= From the Administration Menu screen under Security Center, click the Security
Configuration link.
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BI Publisher Enterprise search (] - Administration | Help~ | Sign out O
Administration Home | Catalog | g Newv | Bs Open. | Signed InAs weblogic
~
E‘ECE Data Sources E?j System Maintenance
@ JDBC Connection = s server Configuration
# JNDI Connection @ Scheduler Configuration
@ File & Scheduler Diagnostics
@ LDAP Connection @ Report Viewer Configuration
@ QLAP Connection & Manage Cache

= Web Service Connection
@ HTTP Connection

&=l Security Center ;_:g] Runtime Configuration
OO @ Security Configuration =I @ Properties
@ Roles and Permissions @ Font Mappings
# Digital Signature @ Currency Formats
.. Delivery l;;‘\ Integration
= # Delivery Configuration 8 @ Oracle BI Presentation Services
@ Printer
@ Fax
@ Email
= WebhDAV
* HTTP
* FTP
@ Content Server
@ CUPS Server

= In the Security Configuration window, do the following:

—  Select Allow Guest Access
a. Guest Floder Name: Guest

— Select Use LDAP and update the section with the following values:
a. URL: 1dap://idmhostl.us.oracle.com:30690
b. Adminstrator Username: cn=orcladmin
c. Distinguished Name for Users: cn=Users,dc=us,dc=oracle,dc=com
d. JINDI Conect Factory Class: com.sun.jindi,.LdapCtxFactory
e. Attribute used for Login Username: cn
f.  Attribute used for user matching authorization system: orclguid

— In the Authorization section at the bottom — select Oracle Fusion Middleware
from drop down menu.

— Click Apply.
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BI Publisher Enterprise search [ Administration | Help~ | signout O

Home | Catalog \ E New \ Bs Open | Signed In As bi_superuser -

Security Center

Security C i Rales and issi Digital Sig ~

¥ TIP Any changes will only take effect after the application is restarted.
Apply | | Cancel |

Local Superuser

Local superuser ean log in to the systam independent from the selected sacurity madel.
Enable Local Superuser

Superuser name  bi_superuser

Password  ssssss

Guest Acoess

[ Allow Guest Access

Guest Folder Name ~ Guest

Authentication

s an option, you can select either Single Sign-on or LDAP for your authentication method, IF you do not select this option, authentication is taken care of by the security model you selected an
Authorization section.

To enable Single Sign-On, first st up BI Publisher as a partner application on the S50 Sarver, Enter the value for the single sign-off URL and other required information provided by the S50 Server below.

O

Single Sign-On Type  Oracle Single Sign On
Single Sign-Off URL

How to get usermame  HTTP Heade

User Name Parameter
How to get user locale  HTTP Header

User Locale Parameter

Enter the valua for URL, Admi Username, Admink Password, Distingui Name for Users and other required information below

Use LDAP

URL  Idap:/fidmhost1.us.oracle.com:3060
(Example: dzp://hosmame:port |
Administrator Usemame  cn=orcladmin
Administrator Password — ssesssses
Distinquished Name for Users  cn=Users,dc=us,dc=oracle,dc=com
(Exampla: m=lsars, de=example, de=com )
INDI Context Factory Class  com.sun.jndi.ldap.LdapCt«Factory
(Default Value: com.sun.jndi. Idap.L dapOndFactory )
Attribute used for Login Usamame  cn
(Default Value: en )
Attribute used for user matching with authorizstion system  orclgiud

(Example: orciguid )
Authorization
Security Medel  Oracle Fusion Middleware [¥]
v
Fusion Apps Sscurity ||
< >

= On the same screen:

—  Select Use Single Sign-On and update the section with the following values:

NOTE: The values in the section for Use LDAP will be
removed auomatically.

Single sign-On Type: Oracel Access Manager

Single Sign-Off URL: http:/ /idmhost-
vip.us.oracle.com:7777 /oam/server/logout

c

How to get username: HTTP Cookie

User Name Parameter: OAM_REMOTE_USER
How to get user locale: HTTP Cookie

. User Locale Parameter: LOCALE_LANGUAGE
— Click Apply.

—  Click the Catalog link from the top of the screen.

-~ o 2 o0
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BI Publisher Enterprise Administration | Help+

Home | Catalog ‘ E New- | Bs Open-- ‘ Signed In As bi_superuser

Administration > Security Configuration @

Security Center

Security € i Roles and Permissi Digital Sig

¥ TIP Any changes will only take effact after the application is restarted,
Apply | | Cancel

Local Superuser

Local superuser can log in to the system independent from the selected security madel.
Enable Local Superuser

Superuser name  bi_superuser

Password  ®

‘Guest Access

s/l Allows Guest Access

Guest Folder Name ~ Guest

Authentication

As an option, you can slect ither Single Sign-on or LDAP for your authentication method. If you do not select this option, authentication is taken care of by the security model you selected on
Authorization section,

To enable Single Sign-On, first set up BI Publisher 2= 2 partner application on the S50 Server, Enter the value far the single sign-off URL and other required infarmation pravided by the S50 Server below.
[ Use Single Sign-on

Single Sign-On Type  Oracle Access Manager
Single Sign-Off URL  http://idmhost-vip.us.oracle.com: 7777 /oam/server/logout

How to gat username  HTTP Cookie
User Name Parameter  QAM_REMOTE_USER
How to get user locale  HTTP Cookie
User Locale Perameter  LOCALE_LANGUAGE

Enter the value for URL, Administrater Username, Administrator Password, Distinguished Name for Users and cther required information below

[Juse Loap

URL
(Example: Idap//hosmame:port )
Administrator Username
Administrator Password
Distinguished Name for Users
(Bxample: cn=Users de=example, de=com )
INDI Context Factory Class
(Def:

it Value: com.sun.jndi.ldap. L dapCoeFactory )
Atribute used for Login Usemame:
(Diefault Value: en )
Attribute used for user matching with authorization system
(Exampie: ordguid )

T E——

= Click the Guest folder on the left hand navigation pane. Then from the lower
portion of the navigation pane, click Permissions.
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BI Publisher Enterprise

Administration | Help~ | Signout O

Home \ Catalog | E New. | Bs Open | Signed In As bi_superuser
[F- B 2@ H BEME KRB~ Location [Shared Folders/Guest @
Folders REIM | Last Modified 4/20/16 2:02 PM | Created By
Expand | Morew
» [ My Folders
[ Shared Folders I':, Efndl Il_aMs:’:fl’d\ﬁed 4/19/16 1:33 PM | Created By
> & Components SIM | Last Modified 4/19/16 1:34 PM | Created By
a5l 08 H e
<@ D Expand | Morev
> [ REM
> [ rms
> [ sm
» [ samples
1
| Tasks
[ Guest
23 Expand B upload
3¢ Delete @ Download
] copy 3 cut
[ Paste = Rename
[ Permissions @3 Properties
Export XLIFF

Select Apply permissions to items within this folder, and click OK..

Permissions
Location /Guest
1 Apply permissions to items within this folder

%+ X

Role Name

Run Report Online Schedule Report View Report Output
No Roles are assigned

| ok || cancel |

= Exit BI Publisher on idmhost1.

Logon to idmhost2 and configure it to use the same repositories as idmhost1.

= Login to BI Publisher on idmhost2 with the credentials you entered in your

Oracle BI EE configuration (weblogic / password). Example URL:
http:/ /idmhost2:7333 /xmlpserver
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BI Publisher Enterprise

Oracle BI Publisher 11.1.1.9.0

Sign In

Please enter username and password

Usemame
weblogic
Password
saeanaee -
Accessibility Mode []
Sign In
English (United States)

Copyright © 2003, 2015, Orade and/or its affiliates. All rights reserved.

= From the Administration window, under System Maintenance, click the Server

Configuration link.

BI Publisher Enterprise
Administration

(5]  Data Sources

& JDBC Connection

& INDI Connection

& File

& LDAP Connection

& OLAP Connection

& Web Service Connection
& HTTP Connection

& Security Center
Jur
v @ Security Configuration
& Roles and Permissions
& Digital Signature

., Delivery
mat
L™ o pelivery Configuration
@ Printer
@ Fax
@ Email
@ WebDAV
@ HTTP
@ FTP
@ Content Server
@ CUPS Server

Search Gll}

sign ot O

- Administration | Help~

Home | Catalog | E New- | Bs Open- | Signed In As weblogic «

Iéd System Maintenance
L= Server Configuration

@ Scheduler Configuration

@ Scheduler Diagnostics

@ Report Viewer Configuration

@ Manage Cache

Runtime Configuration

@ Properties
3 Font Mappings
@ Currency Formats

[i=3 Integration
fuc]
= Oracle BI Presentation Services

=  On the Server Maintenance screen — under the Server configuration tab make the

following updates:

— Configuration Folder - Path:

/vol.rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/
config/bipublisher/

NOTE: The Location has to be in a directory that is shared by
both idmhost1 and idmhost2 and be suitable for storing BI
Publisher reports files.

— Catalog - Catalog Type: Oracle BI Publisher — File System
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— Catalog - Path:
/vol.rtk/projects/ha_15/products/wls_obiee_oi/bifoundation_domain_oi/
config/bipublisher/

— Click Apply button and then click the Administration link in upper right
hand corner.

BI Publisher Enterprise  search [ Administration | Helpv | Sign ot O

Administration > Server Configuration @

Home | Catalog | E New~ | Bs Open- | Signed In As weblogic -

System Maintenance

Server Confi i cheduler Cs i Di; i Report Viewer Configuration Manage Cache

S TIP Any changes will only take effect after the application is restarted.
Apply | | cancel |
Configuration Folder

The Canfiguration Repository contains all configurations, sacurity, datasources, stc that you setup with BI Publisher.

path  -ts/ha_15/products/wis_obiee_oifbifoundation_domain/config/hipublisher/repositc |

Catalog

The Catalog contsins all content such 2= reports and dats models.

Catalog Type  Oracke BI Publisher - File System[3]

Path  -ts/ha_15/products/wis_obiee_oi/bifoundation_domain/config/bipublisher/repository

General Properties

< >

— Stop and restart OBIEE WebLogic admin and managed servers.
—  This completes the configuration of BI Publisher for reports.

Verification - Validate Bl Publisher Reports Non-SSO configuration

Perform the following steps to validate the migration and configuration of BI Publisher
reports.

1.

NOTE: SSO and VIP configuration hasn’t been completed yet
for the reports. This test is to provide a check point in which
reports can be validated to see if they are functioning prior
to continuing on with the next steps of configuring analytics
for Operational Insights and SSO configuration.

The following steps can be done on both idmhostl and idmhost2. Screen shots below
are from idmhost1.

Log into BI Publisher installed on idmhost with the BI Publisher Superuser.
(http:/ /msp00acz.us.oracle.com:7333 /xmlpserver)

Installing and Configuring OBIEE 11.1.1.9 139



Verification — Validate Bl Publisher Reports Non-SSO configuration

BI Publisher Enterprise

Sign In

Please enter username and password

Usemame
bi_superuser
Password

Accessibility Mode []

Sign In

Guest

English (United States)

Oracle BI Publisher 11.1.1.9.0
Copyright © 2003, 2015, Orade and/or its affiliates. All rights reserved.

2. Click the Catalog link at the top of the screen.

BI Publisher Enterprise Search [l - Administration | Help~ | Signout O

Home Home | Catalog | [ New. | B& Open. | SignedInAs bi_superuserv

Create ...
@ Recent
@ Report

Recent Reports

Report Job

Ddtl'vldl
L a Model
=

More~

Browse/Manage ... ,ﬂ » R ;ﬂ . al.
2 Catalog Folders
Report Jobs
% Report Job History

Get Started ... opo dlypurge

Open | Edit | Mores Open | Edit | Moresw
ﬁ Download Bl Publisher Tools~

® Help Contents Others

e,
':% Oracle Technology Network
E =

opo dlypurge
Edit Edit

q’if Favorites Manage

3. In the left hand navigation pane click SIM folder link.
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BI Publisher Enterprise search (] - Administration | Help~ | Signout O

Catalog

Folders
» [ My Folders
[ Shared Folders
» ] Components
[ Guest
» [ REIM
> [ RMs
> 3

» 3 samples

Tasks
1 smmM
(55 Expand 2 Upload
38 Delete & Download
Copy 3 cut
EFr = Rename
[ permissions  rmm Properties
[, Fxport X| IFF

B-FZRiLE0LRE-

I

Home \ Catalog | E New- | Bs Open. | Signed In As bi_superuser

Location  fShared Folders/Guest/SIM

CustomerOrderBinLabelReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev ~

CustomerOrderDeliveryBOLReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

CustomerOrderDeliveryReport | Last Modified 11/15/15 11:02 PM | Created By
Expand | Morev

‘CustomerOrderPickDiscrepancyReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

CustomerOrderPickReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

CustomerOrderReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

CustomerOrderReversePickReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

DirectDeliveryDiscrepantItemsReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

DirectDeliveryReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

InventoryAdjustmentReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

ItemBasketDefaultReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

ItemDetailReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev

ItemRequestReport | Last Medified 11/15/15 11:03 PM | Created By
Expand | Morev

ItemTicket | Last Modified 11/15/15 11:02 PM | Created By
Expand | Morev

ItemTicketAgsn | Last Medified 11/15/15 11:02 PM | Created By
Expand | Morev

ItemTicketGroupQty | Last Modified 11/15/15 11:02 PM | Created By b

4.

5.

Catalog

Ihttn: jjmspO0acz.us.oradle. com: 7333 xmipserver fservietfhome |d | Morev

Click the CustomerOrderDeliveryBOLReport link.

BI Publisher Enterprise search ] - Administration | Helpv | Sign ot O

[EME RTRTTRE N EREE

Folders
> [ My Folders

[ Shared Folders 2

> [0 Components

[ Guest

> [ REIM

> [ RMS
[ sm
> [ CustomerOrderBinLz
» [ [CustomerOrderDe
> [ CustomerOrderDeliv.
» [ CustomerOrderPickC
> [ CustomerOrderPickR
> [] CustomerOrderRepo
» [ CustomerOrderReve
» [ DirectDeliveryDiscre;
» [ DirectDeliveryReport
> [ InventoryAdjustmen
» [ ItemBasketDefauitRs ¥

O T [ P BT, TS
Tasks
En Customerl]rderDeIiueryBClA

(2 Expand 4§ upload
3¢ Delete & Download

Co 4 cut
el @ Rename

@ Permissions (m@ Properties v

[FA Cumnet w1 TEC

<

Home | Catalog ‘ E New- | Bs Open | Signed In As bi_superuser -
Location (Shared Folders/Guest/SIM/CustomerOrderDeliveryBOLReport
‘CustomerOrderDeliveryBOLReport | Last Modified 5/3/16 12:08 AM | Created By bi_superuser
CustomerOrderDeliveryBOLReport
Open | Schedule | Jobs | Job History | Edit | Morew

CustomerOrderDeliveryBOLReport | Last Modified 11/15/15 11:03 PM | Created By
Edit | Morew

The Customer Order delivery BOL Report is displayed as shown below.
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Administration | Help~ | Sign ost O

BI Publisher Enterprise search [
CustomerOrderDeliveryBOLReport Home | Catalog | E New- | Bs Open- | Signed In As bi_superuser +

Customer Order Delivery ID Store Timezone Copies 1 Apply

CustomerOrderDeliveryBO... i G @

Customer Order Delivery BOL Report

ORACLE
Ship To:

BOL ID: Create Date:

Delivery ID:
Customer Order

[ Item [ Description [ Substitute [ uom [ aty [ Price [ Amo

Delivery Charge $
TOTAL LINES

Legalese Fine Print
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Configuring the Oracle Bl EE Environment

for Operational Insights

Configure Oracle Retail Operational Insights Roles and Application Roles

Perform the following procedure to configure pre-packaged security roles in Oracle
Retail Operational Insights:

Shut down the OBIEE WLS server and opmn processes.

1

o g s~ w

On idmhost1 and idmhost2 - Make a backup of system-jazn-data.xml from the
following location: <OBIEE_WEBLOGIC_DOMAIN_HOME>/config/fmwconfig/system-
Jazn-data.xml

Example:

$ cd
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/config/fm
wconfig

$ mv system-jazn-data.xml system-jazn-data.xml_original

From idmhostl (For both idmhost1 and idmhost2) copy the pre-packaged Oracle
Retail Operational Insights system-jazn-data.xml file from
<INSTALL DIR>/Operational Insights/XML

Into
<OBIEE_WEBLOGIC_DOMAIN_HOME>/config/fmwconfig

Example:

$ cd /u00/webadmin/media/install_dir/Operational Insights/ XML/

$ cp system-jazn-data.xml
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/config/fm
wconfig

$ scp system-jazn-data.xml
webadmin@idmhost2: /u00/webadmin/config/domains/wls_obiee_oi/bifoundation_d
omain_oi/config/fmwconfig

NOTE: For more information regarding Oracle Retail
Operational Insights application roles and associated user
groups of Oracle Retail MOM products, please refer to the
below Oracle Retail Security Guides. The install guides for
REIM — ReSA and Allocations have additional information
in regards to merging roles and user groups as well.

Oracle Retail Merchandising Security Guide.
Part III Oracle Retail Sales Audit (ReSA).

Part IV Oracle Retail Invoice Matching (RelM).
Part VI Oracle Retail Allocation.
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7. From idmhostl - Navigate to NQSConfig.INI file and update
FMW_UPDATE_ROLE_AND_USER_REF_GUIDS = YES. The NQSConfig.INI is
located in the following shared mount directory :

/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/config/0
racleBlServerComponent/coreapplication_obisl

8. Start WebLogic admin and managed servers.
9. Start all opmn processes.

Configure RPD for Operational Insights

Refer to the “Configuring Repositories” chapter of the Oracle BI EE System
Administrator's Guide for additional details.
= This change requires the rpd Operationallnsights.rpd to be on a Microsoft
Windows system which has Oracle Business Intelligence Enterprise Edition Plus
Client installed. The file is located under <INSTALL DIR>/
Operationallnsights /Rpd
— Copy the Rpd.zip to Windows system in a staging directory and unzip it so
that the Operational_Insight.rpd file is accessible.

= Launch the Oracle BI Server Administration tool.

O Oracle BI Administration Tool (=] ]

file Tools Help

IR FE AL Nl e R N

Faor Help, press F1 [ M 4
= Under File select Open --> offline. Navigate to Operational_Insight.rpd file and
click Open.
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@

Recent Places

o

Desktop

Libraries

i!%ﬂ

Computer
=
A

Y
Netwark:

File name: IOpemtional_lnsigl"rt spd j Open I
Flesoftype:  |Reposiory Files ("pd) | Carcel_|

=  When prompted for the password, enter Admin123.

il
Repository Password:
[sossnand] Cancel |

=

P
2.  When the rpd opens, navigate to Manage > Variable.

‘O Oracle BI Administration Tool - Operational_Insight.rpd - |EI|1|

File Edit View Manage Tools Diagram Window Help

R EET Y EE DR LA

[fﬁ Operational Insights Allocation % Operational Insights ]
@ Operational Insights Foundation
@ Operational Insights RellM
- [{f) Operational Insights ReSA

Database : "Orade RMS OLTP" [ o 4

Under Repository Static variables, Double-click on RMS_USER to edit with main
RMS schema username (for example, RMS01) and RMS_DSN with Data Source

Name of the RMS Database.
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=i
Action Edit Help

2@ Initialization Blocks

.
1% Variable RMS_DSN DSM usedt
1% Variable RMS_CONFIG_PARAM
=] Session
La Initialization Blocks
--[% Variables
[&b System

-1 Security
[% Non-System

Variable : "RM5_USER" : Static Repository Varizble

Static Repository Variable - RMS_USER _ |Elli|

Mame: M5 USER.

Type:
% Static
" Dynamic
Initialization Block:
In-:t assigned j TEW, .,

Default Initializer:

‘rms0 1app’
Description
User used to connect to the database ;I
[ -]
QK I Cancel | Help |
s
=
Action Edit Help
B2 Repository Type | Description
23 Inttiglization Blocks 1% Variable User usedt
. Variable DSN used
(% Varizble RMS_CONFIG_PARAM
Y Initiglization Blocks
'f_ﬁ “Variables
=) System
| | ol
| Variable : "RMS_DSN" : Static Repository Variable 4
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Static Repository Variable - RMS_DSN

~loix]

Meme:  |RM5_DSN
Type:

{+ Static

™ Dynamic
Initialization Block:

not assigned j

Default Initializer:

‘appservicename’

Description

DSMN used to connect to the database

oK I Cancel |

Help |

A

= Configure Rpd variable for RMS forms In-context launch
=  Change the value of Repository variable: RMS_CONFIG_PARAM

Variable Manager

Action Edit Help

-G Initialization Blocks
- Variables

; Inttialization Blocks

=17 Variables

= E‘{b System
iy

4

=0l x|
Type | Description
[?é Variable Userusedt
(%h Variable DSN usedt
E<XVariable

| Variable : "RMS_CONFIG_PARAM" : Static Repository Varizble

Static Repository Variable - RMS_C0

=10l

Name: IRMS_CONFIG_PARAM
Type:

(* Static

e Dynamic

Initialization Block:

not assigned

Default Initializer:

‘rms 150ha"

Description

0K I Cancel | Help |

e

Note: If RMS URL is as below:

http:/ /<RMS_HOST>:<PORT>/forms/frmservlet?config=<

RMS15550>

Then the value of “RMS_CONFIG_PARAM” variable will be

“RMS15SS0”.
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In the Physical Layer, open the Connection Pool (Oracle RMS Connection Pool) under
“Oracle RMS OLTP” by right clicking on the icon and update the password for the RMS
User. The following is a sample of the Oracle RMS Connection Pool screen.

© Oracle BI Administration Tool - Operational_Insight.rpd - | EI|5|
File Edit View Manage Tools Diagram Window Help
LI EE R EE ST E S
[ﬁi Cperational Insights Allocation - @ Operztional Insights =@ Oracle RMS OLTP
-[{) Operational Insights Foundation Y &
@ Operational Insights RelM a Qracle Data RMS Repository Initblos
(-] Operational Insights ReSA By RMS01
[ — -
Connection Pool : "Orade RMS OLTP", "Orade RMS Connection Pool™ UM A

Connection Pool - Oracle RMS Connection Pool -3 =l

General |Ccr1r1ed.ion Scriptsl XML | Write: Backl Miscelaneous |

Permissions... |

Call interface: IDefauIt ({0C1 10g/11g) ﬂ
Maximum connections: Iﬂ

™ Require fully qualfied table names

Data source name: I\u’ALU EQOFRMS_DSHN)

¥ Shared logan

User name: IVALUEOF{RMS_USER Password: quu

V' Enable connection pooling

Timeout: |5 I{minutes} j
V' Use muttithreaded connections
¥ Parameters supported

Mame: s Connection Pool

Isolation level: IDefault j
Description:
User name is VALUEOF(RMS_USER) ;I

Data source name is VALUEOF(RMS_DSN)

ok | Camced | Hep |

Confirm Password x|

Password: I......
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3. Follow the same steps for Oracle Data RMS Repository Initblocks Connection Pool.

© Oracle BI Administration Tool - Operational_Insight.rpd - | Ellll

Fle Edit Miew Manage Tools Diagram Window Help
B = E R R 1E

[ﬁi Cperational Insights Allocation [#- Cperational Insights = Oracle RMS OLTP
@ Operational Insights Foundation % Oracle RMS Connection Pool
@ Operational Insights RellM 2
[{il Operational Insights ReSA -S4 RMS01

I 3]

Connection Pool : "Oracle RMS OLTP". "Crade Data RMS Repository Initblocks Connection Poal™ NUM A4

Connection Pool - Oracle Data RMS Repository Initbloc gl x|

General IConned.ion Scriptsl XML | Write: Eackl Miscellaneous |

Name: acle Data RMS Repository Inithlocks Connection PyilE=n 0 |
Callinterface: IDe{ault {OC1 10a/11g) j

Maximum connections: I Z‘DE

™ Require fully qualfied table names

Data source name: IVALU EQOF({RMS_DSN)
¥ Shared logon

User name: Im Password: IT
¥ Enable connection pocling

Timeout: |5 Il[minutes} j
v Use muttithreaded connections
¥ Parameters supported

Isolation level: I Default j
Description:
User name is VALUEQFRMS_USER) ﬂ

Data source name is VALUEOFRMS_DSN)

ok | Cacd | Heb |
o

Password: I.oo.o.

ok | canca |

4. Click Save to save the changes to the Operational_Insights.rpd file.
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5. Test the database connection by right-clicking on any of the tables in the Physical
Layer, and select Update Row Count. The number of rows will be shown when that
table is highlighted if the database connection is successful.

Note: When making any changes to the repository, does it in
the offline mode and before saving the changes perform a
global consistency check. The global consistency check
should not show any errors. Out of the box Operational
Insight repository will have some warnings when a Global
Consistency Check is done. These warnings do not affect
Operational Insight functionality in any way and these are
been thoroughly verified.

Migrate RPD and Catalog for Operational Insights

First verify the existence of tnsnames.ora file on idmhost1 and idmhost2 under
<BI_INSTALL_DIRECTORY>/Oracle_BI1/network/admin and the file has an
entry of the database used by Operational Insights shown below. If it does not

exist create it.

Example:

FMWSERV 1 CENAME=
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL
(ADDRESS = (PROTOCOL

TCP) (HOST
TCP) (HOST

DBHOSTZL) (PORT
DBHOST2) (PORT

1521))
1521))

)
(CONNECT_DATA =
(SERVICE_NAME = FMWSERVICENAME)

)
)

On idmhost1: Navigate to where the Operational_Insight catalog exists in the
application installation distribution and copy it to the following directory.

/vol.rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBIPresentationServicesComponent/coreapplication_obipsl/catalog

Complete the following steps to migrate the RPD:
— Log onto the OBIEE Enterprise Manager.
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ORACLE w oA
Enterprise Manager 11g

Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm Farm_bifoundation_domain

* User Name maog

vﬁn&mmm Manager is now easy "lv' mun ;Eﬂamnm:manddn a0 Pwgn sl saE ok voos il R ke
ing ure in Enterprise Manager is now Gkt bl eCE e You can m and secure Web services and S0A

i e e oned e rovgsion ke | s, s el o oo oktins | aplcton. Voo con e e s s Yo
[~ Interactive Correlation Charts Tﬂaﬁ;n':arﬁmeﬂgg gufwnm”.:;:::ﬂ;::s }':E,'::"‘"m sarkioutsaiy motmithek pokrranos

> Dynamic Context Menu 1> Identity Management

= Context Sensitive Help [ WebCenter Management ¥

=  From the left pane, click Business Intelligence > coreapplication, and select
Capacity Management > Performance tab.

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup ~ Help ~ Log Out

B ram~

= - 1t coreapplication @ Logged in as weblogic
v 93 Farm_bifoundation_domain @ Business Intelligence Instance ~ Page Refreched Apr 25, 2016 12:55:33 PM PDT [$]
& [ Application D

£~ [ WebLogic Domain
7 [ Business Intelligence

@ coreapplication Qverview Availability Capacity Management Diagnostics Security Deployment
[> [ Metadata Repositories

Change Center: | 4 Lock and Edit Configuration | @

Metrics Scalability Performance
Performance Options Apply |
Use this page to tune the performance of this BI Instance.
Enable BI Server Cache User Session Expiry
Enabling the server cache can greatly improve performance by enabling users who Reducing the user session expiry til
share data visibility to retrieve row sets from queries that have already been run at ‘associated with the session can be
the cost of the possibility of seeing stale data. downside is that users will be requi
j = transient session state.
[ cache enabled
Expiry Time Minu
Maximum cache entry size MB. i Cauf
Maximum cache entries
[ 1000} Maximum Number of Rows Pro
This setting limits how much data i
Global Cache processed. The default value is 650
These settings apply to the cache when the BI server is clustered. rows processed can significantly im
system resources that can be consi
Global
cache | Number Of Rows 65000 /]
path v
Global o3 Ml Mavimum Numher of Rows ta 1
<

®  Click Lock and Edit Configuration and then Close once the Confirmation

window opens.
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ORACLE Enterprise Manager 11g Fusion Middieware Control

Setup v Help + Log Out

E: ram ~

= - 1t coreapplication @ Logged in as weblogic
'8 EE Farm_bifoundation_domain @ Business Intelligence Instance = Page Refrashad Apr 25, 2016 12:55:33 PM PDT Q
= [ Application Deployments =
b= [ WebLogic Domain Change Center: @
W [ Business Intelligence
[&] coreapplication Overview Availability Capacity Management Diagnastics Security Deployment
[+ [ Metadata Reposit
=] S SAETES Metrics Scalability Performance
Performance Options Apoly | A
[& confirmation
Lock and Edit C ion - C sion Expiry
ing the user session expiry tii
ted with the session can be -
Dane ide is that users will be requi
:l t session state.
ziofs [Him
Maximum cache entries | 1000{3 e e >
= laxamum Nami Rows
This setting fimits how much data i
Global Cache processed. The default value is 650
These settings apply to the cache when the BI server is clusterad. ﬂiﬁ:ﬁ:‘ﬁfﬁ"ﬁ ;D;fgcg:m;
Global S
RHT Number O Rowis 6500015
path - v
Global e B A e
<
®  Uncheck the Cache enabled check box and then click Apply.
ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Help v Log Out

Farm

-
v % Farm_bifoundation_domain
[+ [ Application Deployments
[+ [ WebLogic Domain

1+ coreapplication @
[&] Business Intelligence Instance +

Change Center: E Activate Changes % Release Configuration
7 [ Business Intelligence
@ Overview Availability Capacity Management Diagnostics
= Metadata Repositories
= " Metrics Scalability Performance

Performance Options
Use this page to tune the performance of this BI Instance.

Enable BI Server Cache

Enabling the server cache can greatly improve performance by enabling users who
share data visibility to retrieve row sets from gueries that have already been run at
the cost of the possibility of sesing stale data.

La

[] cache enabled

Maximum cache entry size 203

MB

Maximum cache entries 1000 |5

Global Cache
These settings apply to the cache when the BI server is clustered.

Global
cache
path

Glabal ol

me[~]
<

Security

Logged in as weblogic
Page Refreshed Apr 25, 2016 12:55:33 P pOT 01

Deployment

TN

User Session Expiry

Reducing the user session expiry
associated with the session can b
downside is that users will be reg
transient session state.

Expiry Time 2105 [mir

Maximum Number of Rows Pri
This setting limits how much data
processed. The default value is &°
rowss processed can significantly i
system resources that can be con

Number Of Rows 65000 5
v

Mavimum Numher nf Ramws #n

= Navigate to the Security tab and make the following changes:

Select Enable SSO.
SSO Provider: Oracle Access Manager
The SSO Provider Logon URL: <Leave Blank>

The SSO Provider Logoff URL: http://idmhost-
vip.us.oracle.com:7777 /oam/server /logout
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup ~ Help» Log Out

Farm

-
v % Farm_bifoundation_domain_oi
[+ [ Application Deployments
[> [3) WebLegic Domain
¥ [ Business Intelligence
[%] coreapplication
L= [] Metadata Repositories

L

1+ coreapplication @

Logged in as weblogic
[&] Business Intelligance Instance +

Page Refreshed Jun 28, 2016 11:55:49 AM PDT 0

Change Center: B Activate Changes % Release Configuration

Overview Availability Capacity Management Diagnestics Security Deployment

Secure Sockets Layer Single Sign On
Single Sign On (S50) Apply |

550 enables a user to log in once and gain access to all systems without being prompted to log in again at each of them, If 550 is

enabled then Oracle Business Intelligence will not challenge the user for authentication and will assume the user has already been
authenticated by 550.

Enable 550

550 Provider | Oracle Access Manager

The 550 Provider Logon URL

The 550 Provider Logoff URL | http:/{idmhost-vip.us.orade.com:7777/oam/serve

Security Realm

' Go ta the Gracle Weblsgic Server Administrator Console to configure and manage the WebLagic security realm.

Application Policies and Roles

& confiqure and Manage Application Policies

Navigate to the Deployment > Repository tab, and then click Browse.

ORACLE Enterprise Manager 119 Fusion Middleware Control

Setup  Help= Log Out

E: Fam +

-
v §§ Farm_bifoundation_domain
[ [ Application Deployments
[ ] WebLogic Domain
7 [ Business Intelligence
&
= [) Metadata Repositories

La_

& coreapplication ®

Logged in as weblogic
@ Business Intelligence Instance «

Page Refreshed Apr 25, 2016 12:55:33 PM PDT [$]

Change Center: | [ Activate Changes & Release Configuration

Overview Availability Capadty Management Diagnostics Security Deployment
Presentation Repository Scheduler Marketing Mail
BI Server Repository Apply | A

This section shows the current installed RPD. You can use this section to configure a shared RPD location.

Defzult SampleApplite_BIODO1
PD

[ share Repository

RPD
Publishing
Directory

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the
password if a mistake was made on a previous upload.

Repository File |

Repository Password

Confirm Password

system.

Select the Operational_Insight.rpd file that was updated on the Windows
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Organize ~  New folder = v m @'
. DSSA :I Name Date modified Type | Size
. Install Guides
| java dawnloads © Operational_Insight.rpd H 5 PM

Managed Servers @RDd.ZiD 11/17/2015 11:21 AM  zip Archive
SRs
infrastructure
High Availability
15.0
downloads
. applications
2 alloc
OperationalInsights
Catalog J
. C55
. DB
. Rpd
Freaze = Lol
File name: IOperationaI_Insight‘rpd j IA” Files (.7 j
Open |vI Cancel |
A

® Make the following updates and then click Apply.
— Repository Password: Admin123
— Confirm Password: Admin123

— Catalog Location:
/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifou
ndation/OracleBlIPresentationServicesComponent/coreapplication_obipsl/ca
talog/Operational_Insight

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup + Help~ Log Out
- & coreapplication @ Logged in as weblogic
7 5% Farm_bifoundation_demain [@] Business Intelligence Instance ~ Page Refrashed Apr 25, 2016 12:55:33 PM pDT 02
1> [ Application Deployments
&> [ WebLogic Domain Change Center: | [ Acivate Changes 5 Release Configuration @
¥ [ Business Intelligence
= Overview Availability Capacity Management Diagnostics Security Deployment
=4 Metadata Repositories
= B Presentation Repository Scheduler Marketing Mail
RFD ~
Publishing
Directory

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the
q password if a mistake was made on a previous upload.

Repository File Operational_Insight.rpd _Update...

Repository Password | eesessss

Confirm Password | ssssssss

BI Presentation Catalog

This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of
the catalog, or to share the catalog by peinting to a shared location.

Catalog Location | foundation/OracleBIPresentationservicesComponent/coreapplication_obips1/catalog/Operational_Insight v

®  (Click Activate Changes and then click Close when the Confirmation window
opens.
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ORACLE Enterprise Manager 11g Fusion Middlewars Control Setup » Help~ Log Out
=~ {3 coreapplication ® Logged in as weblogic

7 5& Farm_bifoundation_domain @ Business Intelligence Instance » Page Refreshed Apr 25, 2016 12:55:33 PM PDT Q

I= [ Application Depk

[> [ WebLogic Domain Change Center: | [ Activate Changes | Py Release Configuration @

% [ Business Intelligence

Overview Availability Capacity Management Diagnostics Security Deployment
I+ [ Metadata Reposit
i oacte Besionon Pressntation  Repository  Scheduler  Markefing  Mail
BI Server Repository Apply |

& confirmation
Activate Changes - Completed Successfully

ﬂ Dane

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain, You may also use this section to re-enter the
password if 3 mistake was made on 3 previous upload.

Repository File [ Browse.

Repository Password |

Canfirm Password |

N
B (lick the Restart to apply recent changes link.
ORACLE Enterprise Manager 119 Fusion Middleware Control Setup ~ Help~ Log Out
- 1 coreapplication @ Logged in as weblogic
4 ES Farm_bifoundation_dc @ Business Intelligence Instance ~ Page Refreched Apr 25, 2016 12:55:33 PM POT ]
[ [ Application Deploy
L= 23 WebLogic Domain Change Center: | 4 Lock and Edit Configuration | /& Restart to apply recent changes @
7 [ Business Intelligen
@ coreapplicatic Overview Availability Capacity Management Diagnostics Security
L= [ Metadata Reposit
= =Rl Presentation Repository Scheduler Marketing Mail
BI Server Repository Apply | A

This section shows the current installed RPD. You can use this section to configure a shared RPD location.

Default RPD Operational_Insight_BI0D02
[ share Repository
RPD Publishing Directory

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if
a mistake was made on a previous upload.

Repository File |
Repository Password

Confirm Password

BI Presentation Catalog
- . . - . . . . . . n

®  Click Restart and then click Yes when the Confirmation window opens.
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ORACLE Enterprise Manager 11g Fusion Middieware Gontrol

Setup ~ Help~ Log Out

B Fam~

{¢ coreapplication @
Business Intelligence Instance ~

Legged in as weblogic

Page Refreched Ape 25, 2016 12:55:33 PN pOT 02

Change Center: | ¥ Lock and Edit Configuration &\ Restart to apply recent changes ';’)
Overview Availability Capacity Management Diagnostics Security Deployment
A
| System Shutdown & Startup foas ~| Capacity Management Oy
a
k. . Responsiveness Load
4
Q 1y Confirmation
= Are you sure you want to restart all BI components? Server Queries (per second)
j System Components ezl wo
[Confirmation
System Status Manage System
Some components are not [ start | [l Stop | Gl Restart
@ available Q 4 g
| Diagnostics oy /| BI Instance Resource Center o,
Most Recent Errors Before You Begin
(@ ntroduction to Orade Business Inteligence
Severity | Message () Getting Started with Managing Oracle Business Intelligence
Seval 3 A
Eé"" [nQSError: 13057] Error From BI Security Service: SecurityService::. o | Typical Administration Tasks
i (@) Perform General Management and Configuration Tasks
= . ) . =
@  [nQseror: 13057] Error From Bl Security Service: SecuritySenvices: (3) Manage the Capacity of Oracle Business Intelligence v

3 misannes s A Dacohie Tecuse with Mrads Rucinecs Tatallinanrs

Verification — Operational Insights Logon

At this time enough the configuration should be completed for Operational Insights in
order to test to make sure that the installation has been done correctly so far by logging

into Operational Insights and viewing the Operational Insights dashboards.

1. Launch the OBIEE analytics URL using the managed server bi_serverl port
(http:/ /idmhost1.us.oracle.com:7333/analytics) and logon with one of the
credentials that was created by importing LDIF scripts into OID.

Example:
User Name: reim_admin

Password: <password>

Operational Insights Help P

sign In

Enter your user id and password.

User ID
reim_admin
Password

sssssane

Sign In

[ Accessibility Mode

English

v

2. Click on the Dashboards menu item and select Operational Insight from the drop

down list.
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Operational Insights search [N B €3 ~dvanced Help ~ Sign Out O
Home | Catalog | Favorites v | New ~ | B& Open + | Signedin As REIM_ADMIN ~
RelM
Create... @ Recent Operational Ingight
i# Published Reporting @ Recently opened or edited items will be displayed here.
| Report Job

Actionable Intelligence M P I
‘¢' Action Q‘ ost Popular

@ Mo recommendations are currently available. Most Popular items will be displayed here when
Browse/Manage... results become available.
_ | All Content
) My Reports
& My Scorecards
& Mobile Apps Library

Get Started...

w Intreduction to Oracle BI
Qracle BI EE Documentation
Download Bl Desktop Tools «

Help Contents +

B A

Oracle Technology Network

3. The following window will be displayed.
Operational Insights search ([N S £ Advanced Administration Help »  SignOut O

Operational Insight Home | Catalog | Favorites ~ | Dashboards ~ | [ New ~ | B Open ~ | Signed In As retailuser ~

“Dept -Select Vi [w| “Class —SelectVz|sw| *Subclass —SelectVi[w| VWH —SelectVi[w Week —SelectVilw| [JAlers Apply | Reset~

Purchase Order Arrival Sales - Top
No data to display
By Item By PO

Sales - Bottom

No data to displa;
& Alocaeiem 8 AlocaiePo QW Reflosme ¢ Promotion play

The layout of this view combined with the data, selections. drills, or prompt values chosen resulted in no data.

Stock to Sales
No data to display

Troubleshooting

If you face any login issue after rpd and catalog migration, or if Oracle BI EE presentation
services are going to init state, then you must refresh the GUID using the steps below.

Refresh User GUIDs

This task requires that you manually edit the configuration files to instruct the Oracle BI
Server and Presentation Services to refresh the GUIDs on restart. Once completed, you
edit these files to remove the modification. For information about where to locate Oracle
Business Intelligence configuration files, see "Where Configuration Files are Located"
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in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business
Intelligence Enterprise Edition.

To refresh user GUIDs, perform the following steps on idmhost1.

1. Update the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter in
NQSConfig.INI located in the following directory:

2. /volrtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/config/Oracl
eBlIServerComponent/coreapplication_obis1

3. Locate the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter and set it
to YES, as follows:

FMW_UPDATE_ROLE_AND_USER_REF_GUIDS = YES;
Save and close the file.

Update the Catalog element in instanceconfig.xml located in the following directory:

/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/config/Oracl
eBlIPresentationServicesComponent/coreapplication_obipsl

7. Locate the Catalog element and update it as follows:

Example:

<Catalog>

<UpgradeAndExit>false</UpgradeAndExit>
<UpdateAccountGUIDs>UpdateAndExi t</UpdateAccountGUIDs>
</Catalog>

Save and close the file.
Restart the Oracle BI Server and Presentation Services using opmnctl:
Example:

$ export
ORACLE_INSTANCE=/vol . rtk/projects/ha_15/products/wls_obiee_oi/instances/instan
cel

$ cd /u00/webadmin/products/wls_obiee_oi/Oracle_BI1/opmn/bin
$./opmnctl stopall
$./opmnctl startall

10. After you confirm that the opmn processes have started — pause a few moments and
wait for the ias-compnent coreapplication_obips1 stop running. Keep checking the
status until the opmn process does go down:

Example:
$ ./opmnctl status
11. Processes in Instance: instancel

ias-component Process-type pid Status
coreapplication_obiccsl OracleBIClusterCo~ 1498 Alive
coreapplication_obischl OracleBIScheduler~ 1498 Alive
coreapplication_obijhl  OracleBIJavaHostC~ 1491 Alive
coreapplication_obipsl OracleBIPresentat~ N/A Down
coreapplication_obisl ~ OracleBIServerCom~ 1490 Alive

Note: The service will come up and go down which is
normal.
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12. Set the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter in
NQSConfig.INI back to NO.

Important: You must perform this step to ensure that your
system is secure.

13. Update the Catalog element in instanceconfig.xml to remove the UpdateAccount
GUIDs entry.

14. Restart the Oracle Business Intelligence system components again using opmnctl:

Example:

$ cd /u00/webadmin/products/wls_obiee_oi/Oracle_Bl1/opmn/bin
$./opmnctl stopall
$./opmnctl startall

15. If BISytemUser fails to authenticate and the error is in presentation service - follow
the procedure below procedure to synchronize the password for the BISystemUser
across the WebLogic admin console, WebLogic Enterprise Manager and OID.

a.

b.

Log onto ODSM

Under the Data Browser tab — Navigate: Root --> dc=com --> dc=oracle --> dc=us
--> cn=Users --> cn=BISystemUser. Then under the Attributes tab - Update the
BISystemUser password to <password> and click Apply

Directory Services Manager B 01D - 15 HA Admin EJ Helpv A
@) Home | 3 Data Browser | && schema | &= secunity | &3 advanced
Q @ % | Advanced
Q BISystemUser Apply || Revert
t&g Data Tree
TRR A4S R%E Distinguished Name: cn=ElSystemlUser,cn=Users, de=us, de=oracle, de=com
Entry Created by: cn=orcladmin Modified by: cn=orcladmin
> {§ c=ACCOUNTS_PAYABLE .. Created at: April 27, 2016 9:26:44 AM PDT Modified at: May 3, 2016 1:04:50 PM PDT
> {} cn=ALEX_MERCIER 2
> cn=ALLIE DAVIS Person | Attributes | Sublree Access  Local Access
5§ cn=ALLOCATION_ADMIN )
" Views Managed Attributes «
% {} cn=ALLOCATION_STEWARD T —— T -
> § cn=ANALYTICAL_SUPER_ ~
> c=APPLICATION_ADMINI g 2K
> {} cn=APPLICATION_DEVELO.. Hame
5 {§ cn=ARCHITECT_USER inetorgperson
> C-ASSORTHENT_PLANN.. objectclass  orcluserv2 N
% § cn=BACK_OFFICE_USER retailUser
> { cn=BANK_AND_FINANCIA “Er‘“" v
orcluser
> {§ cn=BENNY_ANDERSON
> () ecn=BllmpersonateUser Optional Attributes
> {j cn=Blpublisher [/ click to manage which optional attributes are shown below.
> § cn=BlSystemUser
» { cn=BUSINESS_CUSTOMER description Bl User + ¥
>} cn=CAMPAIGN_MANAGER.
> {} cn=CARRIER_USER givenName  BISystemUser 4+ ¥
> {} cn=CASHIER_MANAGER_U..
> B cn—CASHIER_USER mail  BlSystemUser@company.domain =~ o 3§
—CATEGORY_MANAGER
> Gen e uid  BISystemUser 4 ¥
5§ c=CENTRAL_OFFICE_USER v
) cn=CHIEF_EXECUTIVE_OF userPassword  wessms
> § cn=CHIEF_FINANCIAL_OF
c. Log onto Enterprise Manager
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ORACLE n
Enterprise Manager 11g

Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm  Farm_bifoundation_domain_oi
* User Name |Et;\‘ngic

‘Passwardi-

Finding a feature in Enterprise Manager is now easy ‘You can manage, monitor and diagnose the SOA degloy
with menus. Well-designed menu navigation makes. infrastructure, 'as’wel as the composite applications ;::dii:;nns. n:r,iddmmemm mn);m 5
the product easy to leam and remember. wyou deploy. You can configure service engines such infarmation allows you to proactively manage the health
= = as BPEL, Mediator, Human Work Flow and can deploy of the application and diagnose performance bottlenecks.
= Interactive Correlation Charts and manage SCA composite applications.
> Dynamic Context Menu = Identity Management

[+ Context Sensitive Help = WebCenter Management

d. From the left pane, click bifoundation > Security > Credentials.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Help v Log Out
= - [ WeblLogic Domain Pags Refrashed Apr 25, 2016 1:15:49 BM DT 02
v 5% Farm_bifoundation_dc
I () Application Deploy, | Target [Type [Full Name |
7 [ WeblLogic Domain bifoundation_domain ‘Orade WebLogic Domain /Farm_bifoundation_demain/bifoundation_domain
&> il bifoundation
> Q1 Home
B control v
Logs v
Port Usage
Applicatian Deployment v
Web Services '
ADF Domain Configuration

Security b Credentials

Metadata Repositories Security Provider Configuration
IDBC Data Sources [

System MBean Browser

Application Policies

\ppl Roles
= ‘WebLogic Server Administration Console Keystore
General ]nfnrmahm: System Policies
Audit Policy

e. Under oracle.bi.syste, select system.user and click Edit.
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setup ~ Help~ Log Out
= " bifoundation_domain_oi® Logged in as weblogic
v m Farm_bifoundation_domain_oi a WebLogic Domain + Page Refreshed May 5, 2016 12:45:29 PM PDT [+]
> B
7 (3 WebLogic Domain Credentials

& ] Ifoundation doman A credential store is the repository of security data that certify the autharity of entities used by Java 2, 2EE, and ADF applications.
=3 Business Intelligence Applications can use the Credential Store, a single, consalidated service provider to store and manage their credentials securely.

P [ Metadata Repositories >/ Credential Store Provider
dp CreateMap o Create Key | 7 Edit.. $€ Delete.. | et &= ®
|credential [Type | Description

> [y bicomposer
[> | ) bireportwizard-4786
b [ )idevadf 4786
[> [Jorade.bi.enterprise
J [> [ joracle.bi.publisher
=V [ Jorade.bi.system
L @ememmer  pmwed

Edit Key

‘Select Map  oracle.bi.system
Key system.user
Type Password

* User Name | [ISystemUser

You can enter a different user name for authentication.

* password | ssssss

= Confirm [ssssse
Password

Descript

g. Log onto the WebLogic admin console.

Configuring the Oracle Bl EE Environment for Operational Insights 161



Troubleshooting

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

h. Click Security Realms from the navigation pane.

ORACLE WebLogic Server® Adnminisaton Gancol . -l

Change Center @) Home Log Out Freferences B mecord e | |[Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain_oi
Click the Lock & Edit button to modify, add or Home
delete items in this domain.

Home Page

Lock & Edit

— Information and

Helpful Tools General Information
Domain Structure » Configure applications = Common Administration Task Descriptions
bifoundation_domain_oi » Configure GridLink for RAC Data *+ Read the documentation
E%:E"‘"Im"'"e"‘; SOLEEE + sk a question on My Oracle Support

ep.wmen ® Recent Task Status N

- Services * Orade Guardian Overview

~-Security Realms Set your console preferences

B}-Interoperability

Oracle Enterprise Manager

E-Diagnostics
~— Domain C
Domain Services Interoperability
« Domain + Messaging « WTC Servers
= JMS Servers « Jolt Connection Pools
Environment = Store-and-Forward
Agents N N
« Servers Diagnostics
How do I... = = JMS Modules
« Clusters + Log Files
= Path Services N -
« Search the configuration « Virtual Hosts . « Diagnostic Modules
= Bridges
« Use the Change Center « Migratable Targets 3 + Diagnostic Images

« Record WLST Scripts « Coherence Servers » Data Sources + Request Performance
« Change Console preferences « Coherence Clusters o Persistent Stores + Archives

« Manage Console extensions « Machines * XML Registries + Context

« Monitor servers « Work Managers * XML Entity Caches o SNMP

Foreign JNDI Providers
Wark Contexts

Startup And Shutdown Classes

Sustem Status =l

i. Click myrealm.

Charts and Granhs
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ORACLE WeblLogic Server® Administration Conscle

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

bifoundation_domain_oi

Interoperability

@) Home Log Out Preferences

tecord Help

Home >Summary of Security Realms

Summary of Security Realms

A security realm is a container for the mechanisms—including users, groups, security roles, security policies, and security
providers—that are used to protect WebLogic resources. You can have multiple security realms in a WebLogic Server domain,

but only one can be set as the default (active] realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name

of the realm to explore and configure that realm.

| Customize this table

—r\

Welcome, weblogic | Connected to: bifoundation_domain_oi

Q

agnostics Realms (Filtered - More Columns Exist)
Click the Lock & Edit button in the Change Center to activate al the butions on this page.
New| [Delete Showing 1to 10f 1 Previous | Next
1| Name & Default Realm
O | myrealm true
How do I... =] New| [Delete Showing 1to 10f 1 Previous | Next
« Configure new security realms
« Delete security realms
« Change the default security realm
System Status B
Health of Running Servers
Failed (0) v
j- Under the Users and Groups, click the BISytsemUser tab.
System Status = ALLOCATION_ADMIN A user for the ‘Allocation Application | o100 oo
‘Administrator’ role.
Health of Running Servers PR ErT——
ALLOCATION_STEWARD user for the Alocation Data OIDAuthenticator
[ Faild(n) Steward' role.
Critical (0) ANALYTICAL_SUPER_USER_USER A ‘usar for the ‘Analytical Super User’ OIDAuthenticator
Overloaded (0) b=
Warning (0) A user for the 'application
o APPLICATION_ADMINISTRATOR,_USER. Admiistrator v, OIDAuthenticator
APPLICATION_DEVELOPER_USER ‘:o"f‘" for the "Application Developer' | 610 thenticator
ARCHITECT_USER A user for the "Architect’ role. ‘OIDAuthenticator
ASSORTMENT_PLANNER_USER. fo‘”:” for the ‘Assortment Planner’ OIDAuthenticator
BACK_OFFICE_USER A user for the 'Back Office’ role. OIDAuthenticator
BANK_AND_FINANCIAL_INSTITUTION_USER s eyfopthe(Bankendpbaodd OIDAuthenticator
ot = = Institution’ role.
BENNY_ANDERSON A user for the 'Buyer role. ‘OIDAuthenticator
BllmpersonateUser BI User OIDAuthenticator
Blpublisher BI User OIDAuthenticator
BlSystemUser BI User OIDAuthenticator
[ | exsystemuser BI System User Defaultauthenticator
BUSINESS_CUSTOMER_USER fm‘f“ for the ‘Business Customer’ OIDAuthenticator
CAMPAIGN_MANAGER_USER fm‘f“ for the ‘Campaign Manager | o100 i enticator
CARRIER_USER A user for the 'Carrier’ role. ‘OIDAuthenticator
CASHIER_MANAGER_USER A user for the 'Cashier Manager' role. | OIDAuthenticator
CASHIER_USER A user for the 'Cashier role. ‘OIDAuthenticator
CATEGORY_MANAGER_USER A user for the 'Category Manager’ role. | OIDAuthenticator
CENTRAL_OFFICE_USER. A user for the ‘Central Office’ role. | OIDAuthenticator
CHIEF_EXECUTIVE_GFFICER_USER A user for the ‘Chief Executive Officer’ | o100 thenticator

rale

k. Under the Passwords tab updated the password to be the same that was entered

in ODSM and Enterprise Manager, and click Save.
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ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the

domain.

Lock & Edit

Release Configuration

Domain Structure

bifoundation_domain_oi

'Envimnment
;‘“Deplnyments
'Seruices
t--Security Realms
'Internperablllty‘
B1-Diagnostics

How do I...

s Create users
o Modify users

«+ Delete users

System Status

Health of Running Servers

@ Home Log Out Preferences Record Help

Home >Summary of Security Realms >myrealm >Users and Groups !

Settings for BISystemUser

General | Passwords | Attributes | Groups

Save

Use this page to change the password for the selected user,

* Indicates required fields

* New Password:

* Confirm New Password:

Save

Q

Welcome, weblogic ‘ Connected to: bifoundation_domain_oi

BISystemUser

The new password of this user. More Info...

1. Stop the WebLogic admin and managed servers and then restart them again.

m. Stop and restart all opmn processes.

Post install Configuration for OBIEE Display

The Oracle BI EE environment has to be configured for enabling Operational Insights.
Please follow the steps to configure the Oracle BI EE environment for Operational

Insights.

1. There are several modifications that are needed to the instanceconfig.xml and

NQSConfig.INI files in OBIEE to enable functionality and enhance performance. The

requirements are described in singular steps seperately in the REIM, ReSA, and

Allocation install guides and are listed below.

Enable the Oracle BI EE Content to be displayed in IFrame.
Configure Charts /Charts/to use HTMLS5.

Enable EVALUATE Function in Oracle BI EE.

Disable Cache in Oracle BI EE.
Deploy Operational Insights Skin and Styles.

Enable the ADF Contextual Event Action in Oracle BI EE.

m o a0 oD

First stop all opmn processes for OBIEE.

Example:

$ export
ORACLE_INSTANCE=/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/in
stancel

$ cd /u00/webadmin/products/wls_obiee oi/Oracle Bl1/opmn/bin
$./opmnctl stopall
$./opmnctl startall
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Updating instanceconfig.xml

Since it is more efficient to update the instanceconfig.xml and restart the opmn processes,
make the following changes to the instanceconfig.xml file.

Note: The changes listed below with corresponding
requirement.

Navigate to instanceconfig.xml file and take a back up.

Example:

$cd

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/config/0
racleBlPresentationServicesComponent/coreapplication_obipsl

$ cp instanceconfig.xml instanceconfig.xml_backup

Updates to instanceconfig.xml file for Enable the Oracle BI EE Content to be displayed in

IFrame:

Add the following somewhere between the <Security></Security> tags.

Example:

<InlFrameRenderingMode>al low</ InlFrameRenderingMode>

Updates to instanceconfig.xml file for Configure Charts /Charts/to use HTMLS5:

In order to enable charts to use HTML5 instead of Flash - Add the code below
between the </Table> and </views> tags.

Example:

<Charts>

<DefaultiWeblmageType>html5</Defaul tieblmageType>
<MaxVisibleColumns>2000</MaxVisibleColumns>
<MaxVisiblePages>1000</MaxVisiblePages>
<MaxVisibleRows>2000</MaxVisibleRows>
<MaxVisibleSections>25</MaxVisibleSections>
</Charts>

Updates to instanceconfig.xml file for Disable Cache in Oracle BI EE:

To disable cache in Oracle BIEE - add the code below in between the
<ServerlInstance> </ServerlInstance> tags.

NOTE: There is also a requirement to update the Enable BI
Server Cache in EM. That was already done during the steps
for deploying the RPD and catalog.)

Example:

<Cache>

<Query>

<MaxEntries>100</MaxEntries>
<MaxExpireMinutes>1</MaxExpireMinutes>
<MinExpireMinutes>1</MinExpireMinutes>
<MinUserExpireMinutes>1</MinUserExpireMinutes>
</Query>

</Cache>
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Updates to instanceconfig.xml file for Deploy Operational Insights Skin and Styles

To enable the Operational Insights skins and styles - Replace the following tags:
<Ul>
<DefaultSkin>Skyros</Defaul tSkin>
<DefaultStyle>Skyros</DefaultStyle>
</Ul>
With:
Example:
<Ul>
<DefaultStyle>skyros_custom</DefaultStyle>
<DefaultSkin>skyros_custom</DefaultSkin>
</Ul>
<URL>
<CustomerResourcePhysicalPath>/vol .rtk/projects/ha_15/products/wls_obiee_ o
i/instances/instancel/bifoundation/OracleBlPresentationServicesComponent/c

oreapplication_obipsl/analyticsRes
</CustomerResourcePhysicalPath>

<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>

Updates to instanceconfig.xml file to Enable the ADF Contextual Event Action in
Oracle BI EE:

In file instanceconfig.xml add a new ActionLinks attribute between the
<ServerInstance> </ServerInstance> tag of the instanceconfig.xml file as follows:

Example:

<ActionLinks>
<EnableADFContextualEvent>true</EnableADFContextualEvent>

</ActionLinks>

Updating NQSConfig.INI

Navigate to NQSConfig.INI file and take a back up.

Example:

$ cd

/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/config/0
racleBlServerComponent/coreapplication_obisl

$ cp NQSConfig- INI NQSConfig.- INI_backup

Updates to NQSConfig.INI file for Enable EVALUATE Function in Oracle Bl EE:

Change the parameter EVALUATE_SUPPORT_LEVEL to 2 as follows

Example:
EVALUATE_SUPPORT_LEVEL = 2;

The changes required for instanceconfig.xml and NQSConfig.INI are complete - Restart
opmn processes.

Example:

$ export

ORACLE_INSTANCE=/vol . rtk/projects/ha_15/products/wls_obiee_oi/instances/in
stancel

$ cd /u00/webadmin/products/wls_obiee oi/Oracle_Bl1/opmn/bin

Deploy Operational Insights Skin and Styles

Create a web application called 'analyticsRes' in the OBIEE for Operational Insights
environment by creating an application deployment in the WebLoic admin Console

166 Oracle Retail High Availability Case Study - Fusion Middleware Cluster Installation for Retail Applications



Troubleshooting

called analyticsRes that points to the
<ORACLE_INSTANCE>/bifoundation/OracleBIPresentationServicesComponent/corea
pplication_obipsl/analyticsRes directory and targeting the OBIEE cluster.

* Logon to the OBIEE WebLogic admin console.

ORACLE -
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

[weblagic

lml'ii

= Click Deployments from the left pane.
'CJTEACLE WeblLogic Server® Administration Consale A

Change Center @ Home Log Out Preferences [&=] Record Help | l:l Q
View changes and restarts blogi | Connected to: bil ion_domain_oi
Click the Lock & Edit hutton to modify, add or Home
delete items in this domain.
Home Page
Lock & Edit
— Information and
Release Configuralion
Helpful Tools General Information
Domain Structure = Configure applications = Common Administration Task Descriptions
bifoundation_domain_oi = Configure GridLink for RAC Data = Read the documentation
[+H-Envi it
”Dm"‘m"me';s SOmTE ® Ask a guestion on My Oradle Support
eployment ® Recent Task Status -
Bl-Services = Oracle Guardian Overview
~Security Realms ®  Set your console preferences
G- Interoperability * Oracle Enterprise Manager
[#}-Diagnostics
= Domain C
Domain Services Interoperability
« Domain « Messaging « WTC Servers
= M5 Servers « Jolt Connection Pools
Environment = Store-and-Forward
Agents
* Servers J Diagnostics
How do ... =] = JMS Modules
+ Clusters N « Log Files
= Path Services
« Search the configuration « Virtual Hosts . « Diagnostic Modules
= Bridges
« Use the Change Center + Migratable Targets o « Diagnostic Images
« Record WLST Scripts + Coherence Servers + Data Sources « Request Performance
« Change Consale preferences « Coherence Clusters 0 (e = Archives
« Manage Console extensions « Machines * XML Registries « Context
« Monitor servers « Work Managers * XML Entity Caches « SNMP
+ Startup And Shutdawn Classes + Foreign INI Providers o
Swstem Status al RNVork Gt Charts and Granhs

= (lick the Lock & Edit button, and then click Install.
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ORACLE WeblLogic Server® Administration Console —A

Change Center @ Home Log Out Preferences Q
View changes and restarts blogi |Connected to: bi ion_domain_oi
Click the Lock & Edit button to modify, add or Hame >Summary of Deployments
delete items in this domain.
Summary of Deployments
Lock & Edit
Control | Monitoring
Release Configuration

Domain Structure This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain.

Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first

bifoundation_domain_oi selecting the application name and wsing the controls on this page.

B}-Environment

-Deployments To install a new application or module for deployment to targets in this domain, dick the Install button,
-Services

-Security Realms
-Irltemuerab\hty [ Customize this table
[-Diagnostics
Deployments
Install | | Update | | Delete Startw | | Stop v Sheowing 1 to 10 of 68 Previous | Next
Deployment
[ | Name State | Health | Type G
[ | i3 adf.oracle.businesseditor(1.0,11.1.1.2.0) Active Library 100
How do L. = [ | iy adf.oracle.domain(1.0,11.1.1.2.0) Active Library 100
+ Install an Enterprise application [ | W adf.oracle.domain.webapp(1.0,11.1.1.2.0) Active Library 100
+ Configure an Enterprise application O Ejadmmsemce (11.1.1) Active | & OK i:ﬁ:;f:n 259
+ Update (redeploy) an Enterprise application
Enterprise
. Star‘l. azd stop a deployed Enterprise [ | & FRanalytics (11.1.1) Active | % QK. Aaplication 250
application
- . Enterprise
« Monitor the modules of an Enterprise O Easyncadmmsewlce (11.1.1) Active | % OK App\iTation 260
application
+ Deploy EIB modules L | #bi.em fctive Library 100 v

= Set the value for Path to the following, and click Next.

—  /vol.rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel /bifou
ndation/OracleBIPresentationServicesComponent/coreapplication_obipsl/

analyticsRes

ORACLE Weblogic Server® Adminisration Consol B ot
Change Center & Home Log Out Preferences Record Help Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain_oi
No pending changes exist. Click the Release Home >Summary of Deployments
Configuration button to allow others to edit the _— N
domain. Install Application Assistant

Lock & Edit

Back | Next |F|n|sh |Canr.e|
Release Configuration

Locate to install and prepare for deployment

Domain Structure Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
bifoundation domain oi descriptor that you want to install. You can also enter the path of the application directory or file in the Path field.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) andfor confirm
that your application contains the required deployment descriptors.

Path: |p’vol.rtkfprojec|sfha_1 Siproducts/wls_obiee_oifinstances/instance 1/bifoundation/Oracl
(- Diagnostics Recently Used (none)
Paths:
Current Location: idmhost1.us.oracle.com | vol.rtk f projects / ha_15 / products / wis_obiee_oi [ instances / instancel [
bitoundation | OracleBIPr envicesCy | coreapplication_obips1

® & analyticsRes (open directory)
(3 catalog
5 web

How do L. ) Back| | Next |Finish |Canr.e|

Start and stop a deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

= Select Install this deployment as a application, and click Next.
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ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration butten to allow others to edit the
domain,

Lock & Edit

Release C:

Domain Structure

bifeundation_domain_oi
~Environment

How do I... =

« Start and stop 2 deployed Enterprise
application

« Configure an Enterprise application

« Create a deployment plan

« Target an Enterprise application to a server

« Test the modules in an Enterprise application

Q Home Log Out Preferences

Home >Summary of Deployments

Install Application Assistant
Back |  Mext |Fm\sh |Car|r.a|

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run. There are several ways you can target

an application.

(@) Install this deployment as an application

The application and its components will be targeted to the same locations. This is the most common usage.

() Install this deployment as a library

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the

targets running their referencing applications.

Back |  Mext |Fm\sh |Car|r.a|

. O R
Q

Welcome, weblogic |Cnnne<ted to: bifoundation_domain_oi

= In the Select deployment targets window , select All servers in the cluster, and

click Next.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

@ Home Log Out Preferences Record Help

Home >Summary of Deployments

Install Application Assistant

Back| | Next | Finish |Cance|

Domain Structure

bifeundation_domain_oi

How do I... =]

Start and stop a deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

Select deploy targets

Select the servers andfor clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

Available targets for analyticsRes :

o5

Welcome, weblogic | Connected to: bifoundation_domain_oi

Q

Servers

[ Adminserver

Clusters

%} bi_cluster
All servers in the cluster
O Part of the cluster
bi_server2
O bi_serverl

Back | | Next | Finish |Cannel

= (Click Next.
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ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration butten to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

bifoundation_domain_oi

How do I... =]

Start and stop a deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

23

Welcome, weblogic | Connected to: bifoundation_domain_oi

{8} Home Log Out Preferences Record Help Q

Home >Summary of Deployments

Install Application Assistant
Back | Next ‘F\mﬁh |Canr.el

Optional Settings

You can modify these settings or accept the defaults

General

What do you want to name this deployment?

Name: analyticsRes

Security

What security model do you want to use with this application?

(®) DD Only: Use only roles and policies that are defined in the deployment descriptors.

(0 Custom Roles: Use roles that are defined in the Admi
that are defined in the deployment descriptor.

istration Console; use policies

(0) Custom Roles and Policies: Use only roles and policies that are defined in the
Administration Console.

() Advanced: Use a custom model that you have configured on the realm's configuration
page.

Source accessi ity

How should the source files be made accessible?

(®) Use the defaults defined by the deployment's targets

= (Click Finish.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

bifeundation_domain_oi
“Envirenment

How do I... =]

Start and stop a deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

n/\

Welcome, weblogic | Connected to: bifoundation_domain_oi

@ Home Log Out Preferences Record Help Q

Home >Summary of Deployments

Install Application Assistant

Back | | Next |Fi h ‘Canr.el

Review your choices and dick Finish

Click Finish to complete the deployment. This may take a few moments to complete.
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application’s configu
(®) Yes, take me to the deployment's configuration screen.
() No, T will review the configuration later.

Summary

Deployment: [vol.rtkfprojects/ha_15/products/wls_obiee_oifinstances/instancel/bifoundation/OradeBIPresentationServicesCom

Name: analyticsRes

Staging Use the defaults defined by the chosen targets

mode:

Security DDOnly: Use only roles and policies that are defined in the deployment descriptors.
Model:

Target Summary

Components % Targets
analyticsRes bi_cluster

v
Rank| [hiawt] || Einion | || ~annal

= Click the Activate Changes button, and then click the Deployments left pane.
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ORACLE Weblogic Server® Administration Console —A

Record Help Q

Change Center @ Home Log Out Preferences

View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain_oi

Pending changes exist. They must be activated Hame >Summary of Deployments >analyticsRes

to take effect.

Settings for analyticsRes
4 Activate Changes
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes
Undo All Changes
Save
Domain Structure
bifoundation_domain_oi Use this page to view the installed configuration of 3 Web Application.
B-Environment
-Deployments
~Services Name: analyticsRes The name of this application deployment. More
~Security Realms Info...
- Interoperability
- Diagnostics Context Root:  analyticsRes The specific path at which this web application is
found by a servlet. More Info...
Path: [ vol. rtky' projects/ ha_15/ products/ wis_cbiee_oi/ The path to the source of the deployable unit on
instances/ instancel/ bifoundation/ the Administration Server. More Info...
OracleB jonServicesC ik
coreapplication_cbips1/ analyticsRes
Deployment  (no plan specified) The path to the deployment plan document on
How do I... =] Plan: Administration Server. More Info...
« Deploy Web applications Staging Mode: (not specified) The mode that specifies whether an application’s
« Configure Web applications files are copied from a source on the
Administration Server to the Managed Server's
= Create a deployment plan staging area during application
« Test the deployment preparation.  More Info...
Monitor Web licati d lets
+ Monitor Web applications and servie Security DDOnly The security model specifies how this deployment
Model: should be secured. More Info...
System Status =] (v
v em _ @ﬁ 100 An integer value that indicates when this unit is

= Select the analyticRes deployment, and then click Start

ORACLE WeblLogic Server® Administration Console —r\

Change Center @ Home Log Out Preferences Record Help | Q
View changes and restarts Welcome, weblogic | Connected to: bifoundation_domain_gi
Click the Lock & Edit button to modify, add or Home: >Summary of >analyticsRes y of D

delete items in this d N
e items in this domain Summary of Deployments
Lock & Edit

Control | Monitering
Release Configuration

Domain Structure This page displays a list of Java EE applications and stand-alene application medules that have been installed to this domain.
. . Installed applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first
bifoundation_domain_oi .
- - selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dlick the Install button.

[ Customize this table

-Diagnush:s

Deployments
Install | | Updaie | | Delete ‘ Stariw | | Slop Showing 1o 10 of 63 Previous | Next
Deployment
[ | name & State | Health | Type e
[1 | Wfadf.oracle.businesseditor(1.0,11.1.1.2.0) Adtive Library 100
How do I = [ | ifyadf.oracle.domain(1.0,11.1.1.2.0) Active Library 100
adf.oracle.domain.webapp(1.0,11.1.1.2.0 i
« Tnstall an Enterprise application miLs ppILD, ) Active Library 100
+ Configure an Enterprise application 0| ® R adminsenice (11.1.1) Adive | ¥ OK g:ﬁ&“f;‘ 259
« Update (redeploy) an Enterprise application
i | = R analytics (11.1.1) Adive |@? ok | Enterprse 250
« Start and stop a deployed Enterprise s} -L. Application
application
« Monitor the modules of an Enterprise ] (o) analyticsRes Prepared | % QK | Web Application | 100
application Enterpri
- rprise
« Deploy 38 modules O Easvncadmmsemce {11.1.1) Active ¥ 0K Application 260 (¥

= (Click Start.
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ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

Click the Lock & Edt button to modfy, add or Home »Summary of Deployments = analyticsRes > Summary of Deployments
delete items in this domain.

Release Configuration

Welcome, weblogic |CunnE{tEd to: bifoundation_domain_oi

& Home Log Out Preferences Help Q

Start Application Assistant
Lock & Edit

Yes| |No

Domain Structure

bifoundation_domain_oi
E-Environment
+--Deployments
E-Services
+--Security Realms
- Interoperability
E}-Diagnostics

Start Deployments

You have selected the following deployments to be started. Click 'Yes' to continue, or 'No' to cancel.
« analyticsRes

Yes| | No

How do I...

Mo task help found.

System Status =]

Health of Running Servers

Failed (0)
Ciitical (0)
Overloaded (0)

From the REIM application installation distribution
<install_dir>/Operationallnsights/CSS/ copy the OI_Custom_Style.zip file to
the following location on idmhost1.

Example:

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
sRes

Navigate the location the OI_Custom_Style.zip file was copied to and unzip it.

Example:

$ cd

/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifoundat
ion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytics
Res

$ unzip Ol_Custom Style.zip

The unzipped directory will have an OI_Custom_Style folder. The OI_Custom_Style
folder includes the following four directories:

s_skyros_custom
sk_skyros_custom
customMessages
oicustomjs

Copy the above Four directories to the following location (Up one directory to
analyticsRes):
vol.rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel /bifoundati
on/OracleBIPresentationServicesComponent/coreapplication_obipsl/analytics
Res

Example:

$ cd

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
sRes/01_Custom_Style

$cp -R* ..
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Create Symbolic Link to analyticsRes Directory

Create Symbolic Link to analyticsRes Directory for the custom resources to be available
to the Oracle BI EE Presentations Services connection when using the
StaticResourceMode as Auto.

= Change the directory to
<OBIEE_DOMAIN_NAME>/servers/bi_serverl/tmp/_WL_user/analytics_11.
1.1/7dezjl/war on idmhost1

Example:

$ cd
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/servers/b
i_serverl/tmp/_WL_user/analytics_11.1.1/7dezjl/war

= Change the directory to
<OBIEE_DOMAIN_NAME> /servers/bi_serverl /tmp/_WL_user/analytics_11.
1.1/sc09uk/war on idmhost2

Example:

$ cd
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/servers/b
i_server2/tmp/_WL_user/analytics_11.1.1/sc09uk/war

*  Onboth idmhostl and idmhost2 - Create a symbolic link to the analyticRes
directory in the
<OBIEE_INSTANCE> /bifoundation/OracleBIPresentationServicesComponent/
coreapplication_obipsl/analyticsRes directory

Example:

$In -s

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
sRes

= Validate its creation

Example:

$ Is -Itr

Output:

total 28

-rW-r—-———-— 1 webadmin dba 69 Apr 15 2015 default.jsp
drwxr----—- 14 webadmin dba 4096 Apr 15 2015 res
drwxr--—-—— 5 webadmin dba 4096 Apr 15 2015 workspace
drwxr----—- 3 webadmin dba 4096 Apr 15 2015 WEB-INF
drwxr--——— 31 webadmin dba 4096 Apr 15 2015 olh
drwxr----—- 2 webadmin dba 4096 Apr 15 2015 META-INF

Inxrwxrwx 1 webadmin dba 152 May 5 11:33 analyticsRes ->

/vol .rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
SRes

Prepare the Operational Insights Environment for Oracle BIEE Presentation Services
Connection

The Operational Insights environment has to be prepared for the Oracle BI EE
Presentation Services connection. The Oracle BI EE Presentation Services connection
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requires a BlImpersonateUser to be created on the Oracle BI EE with the permission to
impersonate the logged in user. Perform the following steps to do so.

NOTE: Refer to the section ‘Credentials for Connecting to the
Oracle BI Presentation Catalog’ of the Fusion Middleware
Developer's Guide for Oracle Business Intelligence
Enterprise Edition for any clarifications needed.

(http:/ /docs.oracle.com/cd/E28280_01/bi.1111/e10545/embedding_adf htm#BIEDV102
8)

NOTE: The instructions in the document listed above
indicate to create the BllmpersonateUser in OID. That has
already happened during earlier steps in this document at
the time of running LDIF scripts, so there is no need to do
that now.

= Login to the Enterprise Manager for OBIEE.

ORACLE [
Enterprise Manager 11g

Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm Farm_bifoundation_domain_oi

/ Menu Based Navigation “/ SOA Management ‘Manage SOA/MDS/ADF Applications

Finding a feature in Enterprise Manager is now easy You can manage, monitor and diagnose the SOA
with menus, Well-designed menu navigation makes infrastructure, as'wel as the composite applications :::;ﬁm:::hﬁn%m:;a‘g:mﬁé A"m:"fua =
the product easy to leam and remember. 'you deploy. You can configure service engines such infarmation allows you to proactively manage the health
3 = a5 BPEL, Mediator, Human Work Flow and can deploy of the application and diagnose performance bottlenecks.
[~ Interactive Correlation Charts and manage SCA composite applications.
> Dynamic Context Menu > Identity Management

- Context Sensitive Help [ WebCenter Management

=  From the left pane, click WebLogic Domain > bifoundation_domain_oi.
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ORACLE Enterprise Manager 119 Fusion Middieware Control Setup ~ Help~ Log Out
bifoundation_domain_oi® Logged in as weblogic
v % Farm_bifoundation_domain_oi Eﬂ WebLogic Domain « Page Refrashad May 5, 2016 12:33:28 PM PDT 0
= [ Application Deployments
V [: WebLogic Do
£ WebLogic Domain - ; 8. | Clusters WIS
&> ] [bifoundation_domain_oi o
; - - Search =+|
L= [ Business Intelligence Gl ' To configure ‘ “ouster oera
. u
b [ Metadata Repositories Administration  AdminServer and manage this  yame Sewers\ﬂ“r:“;'dslﬁf Messaging |Load
Server WebLogic “ |Address | vode Algol
D
Administration idmhost1.us.oracle.com 0:;:;:“\;“:;; iE( B bi_duster 2 Unicast Rour
Orade WebLoaic
Server Host Server < >
Administration 7331 Adminstration
Sesver Listen Console. | Deployments 0 -
Port 1
| Servers 0 8-
1
ﬂ Hup (47)
Hup (3)
Search e
Name | status  |Target
siaich [ 1‘ ¥ [ Application Deployme.
ey
L= [ Interal Applications )
S~ el ol [ [ v B, adminservice(11.1... & bi_cluster
Port @, adminservice(1 [t bi_servert
- @) adminservice(1 o bi_server?
5l AdminServer {¢ mspoda... 7331 9, anabytics(11.1.1) G e
& bi_serveri {} msp00a.. bi_cluster 7333 @) anabtics(11.1.1) G b’ 2
o1 |_server]
51 bi_server2 {} msp00a.. bi_cluster 7333 @y anaiytics(11.11) G b“wmﬂ
< > = = v
< 5 v & asyncadminservice... ﬁ bi_cluster

= Click the Weblogic Domain drop-down list, and select Navigate Security >
Application Policies.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup + Help+ Log Out
E: Fam~
= bifoundation_domain_oi ® Logged in as weblogic
v 54 Farm_bifoundation_domain_oi Page Refreshed May 5, 2016 12:33:28 PM pOT 0l
[; S Ap::lcahon Deployments Home
WebLogic Domain
o ~| Clusters L R
= U] bifoundation_domain, Contrel ' . = ~
> [ Business Intelligence Logs 4 = To configure £ a o
o uster Defa
[> [ Metadata Repositories Port Usage ndhllfwnage this Name ‘ Servers. gﬁ:;s Messaging |Load
ebLogic Mode Algoi
Application Deployment ¥ Jomain, use the bi d . e
- rade WebLogic oA bi duster 2 Unicast Rour
Web Services Y lerver < >
ADF Domain Configuration dministration
9 S T o 8.
Security i Credentials
Metadata Repositories Security Provider Configuration
4 IDBE Data Sources Application Policies Wup (47)
4
System MBean Browser Application Roles
[ WebLogic Server Administration Console Keystore
General Information System Policies j
- =
Audit Policy | status  |Target
v lication Deployme...
Search ﬂ £ 4en 2 v ~
> [ Internal Applications
5 V g, adminservice(11.1.... bi_clust:
Mame Status | Host Cluster = & G Lo
Port @, adminservice(1... T bi_servert
adminservice(l... bi 2
5] AdminServer <}  msp00a. 7331 = iy A
. v B, analytics(11.1.1) L bi_cluster
51 bi_server1 %  msp00a. bi_duster 7333 =
! @ analytics(11.1.1) it bi_servert
5] bi_server2 %  msp0Oa. bi_duster 7333 =
- = @ analytics(11.1.1) & bi_server2 ™)
< = v ‘Q‘ asyncadminservice ﬁ bi_cluster

* From the Application Stripe drop down menu, select obi, and click Create.
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup + Help~ Log Out

-
v % Farm_bifoundation_domain_oi
> [ Application Deployments
7 [ webLogic Domain
> il Ibifoundation_domain_
= [ Business Intelligence
[> [7] Metadata Repositories

bifoundation_domain_oi@ Logged in as weblogic

ﬁg WeblLogic Domain + Page Refreshed May 5, 2016 12:34:05 PM FDT &2
Application Policies

Application policies are the authorization polidies that an application relies upen for controlling access to its resources,
B To manage users and groups in the WebLogic Domain, use the Orade Weblogic Server Security Provider.

»| Policy Store Provider

~|Search

Select an application stripe in policy store , select principal type and enter search keyword to query application security grants assigned to
the principals. Click on searched principal to query policies assigned.

Application Stripe | obi
Principal Type |Application Rcle
I <iaris with B} @
% Cre: )
ﬂ M Create Like... 7 Edit... 3¢ Delete...
|Descriphur|

Pringf==l = [nssplay Name
chreate a new application security grantf——
No sccubprmer s

J

= The Add Permission window opens. In the Permission Class section click Add.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Help~ Log Out

B Fam

4 Logged in as weblogic

W B% Farm_bifoundatien_domain_oi
= [ Application Deployments
¥ [ WebLogic Demain
> (3] |bifoundation_domain,
> [] Business Intelligence
= [ Metadata Repositories

bifoundation_domain_oi @

] webLogic Domain ~ Page Refreshed May 5, 2016 12:36:52 PM PDT C2

Application Policies > C pp
Create Application Grant OK| Cancel
Application Stripe obi
Grantee

Select the grantees (user, group or application role) you want to add to the policy.

o Add 38 Delete...
‘Name
No users or groups added.

|D|5p|av Name |Tvpe Description

< >
Permissions
M / Edit... 3¢ Delete...
Peri Resource Name Resource Type Permission Actions
Add & new permission
No pe; g
< >

The Add Permission dialog opens.
— In the Permission Class field, select oracle.security.jps.ResourcePermission.

In the Resource Name field, select oracle.bi.server.impersonateUser.

Click Continue.
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issions and resources used in this application. Enter search criteria to search for rig

(® Permissions () Resource Types

Permission Class ‘orade.security.jps.ksourcu’mrissm .

Resource Name | Starts With[~] |oracle.bi.server ®

|Rso|m:eType
oracle.bi.server.manageRepositories oracle.bi.server.pe... _all_

woracle.bi.server.queryUserPopulation oracle.bi.serverpe.. _all_

[oradle bi.server .impersonatelser

& TIP Continue to go to next step if you want to enter policy details.

e Inthe Add Permission dialog, click Select.

Add Permission

‘Select from permissions and resources used in this application. Enter search criteria to search for right permissions.
S st

= In the Grantee section of the window, click the Add button.
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup + Help~ Log Out
- bifoundation_domain_oi®
W EE Farm_bifoundation_domain_oi

] WebLogic Domain ~
L= [ Application Deployments

% [ webLogic Domain Application Policies > Create Application Grant
i~ ] [bifoundation doman|  Create Application Grant
> [ Business Intelligence
[> [ Metadata Repositories Application Stripe _ obi
‘Grantee

3¢ Delete...

N;
ﬁ@ps added.

Select the grantees (user, group or application role) you want to add to the policy.

‘Disu\ay Name ‘Tyue

Page Refreshed May 5, 2016 12:36:52 PM PDT Q

Logged in as weblogic

0K] _Cancel

Description

L

<

Permissions

e Add 7 Edit.. 3¢ Delete..
|Permission Class

Resource Name Resource Type
oradle.security.jps.ResourcePermission

Permission Actions
oracle.bi.serverimpersonate...  orade.bi.server.permission

_all_

ORACLE Enterprise Manager 11g Fusion Middieware Control

B Fam ~

In the Add Principal screen select BllmpersonateUser, and click OK.

Setup v Help~ Log Qut
= - bifoundation_domain_oi @
W Sﬁ Farm_bifoundation_domain_oi

ﬁ,‘] WwebLogic Demain «
&= [ Application Deployments

% [3 weblogic Domain

Logged in as weblogic
Page Refreshed May 5, 2016 12136:52 PM PDT [
Add Principal
[ @ b L Specify criteria to search and select the application roles that you want to grant permissions to. ﬂ Cancel
E= [ Business Intelligence v|Search
[ [] Metadata Repositories Type |User
Principal Name  |Starts \'\dlﬂ: BlmpersonateUser
Display Name  |Starts With ®
Searched Principals | Description
|ancipa\ |D[splav Name |Des(ripn‘un \
BllmpersonateUser BI User
>
Permission Actions
irmission _all_
> | Advanced Option
ﬂ Cancel
T >
< >
= Notice that the BllmpersonateUser as a Grantee and the

oracle.security.jps.ResourcePermission are listed in the Permissions section.
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ORACLE Enterprise Manager 11g Fusion Middieware Control Setup v Help + Log Out
= bifoundation_domain_oi® Logged in as weblogic
7 [ Farm_bifoundation_domain_oi ] WebLogic Domain = Page Refrashed May , 2016 12:36:52 PH PDT 01
= [ Application Deployments
W [ WebLogic Domain Application Policies >
1> ] [bifoundation_domain,  Create Application Grant K| cancel|
= [ Business Intelligence
L= [ Metadata Repositories Application Stripe obi

Grantee
Select the grantees (user, group or application role) you want o add to the policy.

o Add 3¢ Delete...
|Name ‘Disulav MName |Type Description
BlImpersonateliser User BI User
{
< >
Permissions

o Add 7 Edit.. 3§ Delete...

‘Permlssmn Class ‘Resnurce Name ‘Resnurce Type |Perm\ss|nn Actions
oracle.security.jps.ResourcePermission oracle.bi.server.impersonate... orade.bi.server.permission  _all_
< >

>

Bounce OBIEE WLS Server and opmn processes.

Single Sign-On Configuration for Oracle Bl EE

When the Oracle BI EE is configured to use Single Sign-On using the Oracle Access
Manager and the Oracle Web Tier then the following steps should be followed to enable
the Operation Insights custom skins and styles.

First make the Oracle BIEE static resources available to the Oracle Web Tier. Since the
Oracle Web Tier is installed on the same machine where the Oracle BI EE is installed - the
steps below should be performed to make the Oracle BI EE static resources and the
Operational Insights skins and styles available to the Oracle Web Tier.

NOTE: In installations where Web Tier is installed on
separate host — Look to REIM, Allocations, or ReSA
installation guides for proper configuration.

On both idmhostl and idmhost2 navigate to the Oracle Web Tier installation
which has been configured with the current Operational Insights environment
for Single Sign-On.

<WEB_TIER_ORACLE_HOME>/Oracle._ WT1/instances/<INSTANCE_NAME>
/config/OHS/ohsl /htdocs

Examples:

idmhost1:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hs1/htdocs

idmhost2:

Configuring the Oracle Bl EE Environment for Operational Insights 179



Configure Alias for Static Resources in Web Tier for OBIEE

$cd

/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/ohs2/
htdocs

Create symbolic links to the analyticsRes directory in the OBIEE instance
deployment locations on idmhostl and idmhost2.

Examples:

idmhost1:

$ In -s

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
sRes

$ In -s
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/servers/b
i_serverl/tmp/_WL_user/analytics_11.1.1/7dezjl/war/res

idmhost2:

$ In -s

/vol _rtk/projects/ha_15/products/wls_obiee_oi/instances/instancel/bifounda
tion/OracleBlPresentationServicesComponent/coreapplication_obipsl/analytic
SRes

$ In -s
/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/servers/b
i_server2/tmp/_WL_user/analytics_11.1.1/sc09uk/war/res

2. Verify that you can list these new directories.

$ Is res
$ Is analyticsRes

3. Restart the Oracle Web Tier.

Configure Alias for Static Resources in Web Tier for OBIEE

For the resources in the ‘res’ directory to be available from Oracle Web Tier we need to
configure alias in the Oracle Web Tier. Perform follow the following steps to configure
the alias.

Stop Oracle Web Tier on both idmhostl and idmhost2.

On idmhost1: Navigate to the directory
<WEBTIER_INSTANCE>/ config/OHS/ohsl.

Example:

$cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hsl

On idmhost2: Navigate to the directory

<WEBTIER_INSTANCE>/config /OHS/ohs2.

Example:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0
hs2

On idmhost1 and idmhost2 - Create a new file called alias.conf in the directory
with the following contents:

Example:

Alias /res/v-UBtil9uroQ4/
""${ORACLE_INSTANCE}/confiig/${COMPONENT _TYPE}/${COMPONENT _NAME}/htdocs/res/
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Alias /res/v-1SAcoW1LIVY/
""${ORACLE_INSTANCE}/confiig/${COMPONENT _TYPE}/${COMPONENT _NAME}/htdocs/res/

<Directory
""${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/htdocs/res"
>

AllowOverride None
Order allow,deny
Allow from all
</Directory>

In the same directory on idmhostl and idmhost2: Update the httpd.conf file and
include the recently created file alias.conf at the end.

Examples:

idmhost1:

Include
*'/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/0OHS/
ohsl/alias.conf"’

Idmhost2:

Include
*'/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/0HS/
ohs2/alias.conf"

Update Oracle Web Tier for OBIEE and OAM Redirects

In order for SSO to work with OAM and have URL’s that are comprised of load balanced
virtual hosts and aliases — the Oracle Web Tier will need to be configured to to properly
redirect incoming requests to the correct WebLogic servers. In addition to that - If the
analyticRes directory has already been configured to be redirected, the analyticRes
redirection entry will need to be removed.

Navigate to the mod_wl_ohs.conf on idmhostl and idmhost2 and edit the file.
Examples:

idmhostl:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hsl

idmhost2:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0
hs2

Update mod_wl_ohs.conf to redirect the following context roots to
corresponding WebLogic servers:

— /oamconsole — This is for OAM administration.
— /oam - This is for application SSO Logon.

— /analytics — This is for Operational Insights.

— /xmlpserver — This is for BI Publisher reports.

— /Ifitis configured to redirect the /analyticsres to the WebLogic server —
delete the entry.
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—  When finished it should look like below the example below.

Example:

<Location /oamconsole>

WebLogicHost mspOOacz.us.oracle.com
WebLogicPort 16001

SetHandler weblogic-handler
</Location>

<Location /oam>

WebLogicCluster

msp00acz . us.oracle.com:16007 ,mspO0ada.us.oracle.com:16007
SetHandler weblogic-handler

WLCookieName oamjsessionid

</Location>

<Location /oam/server/logout>
WebLogicCluster

msp00acz . us.oracle.com:16007 ,mspO0ada.us.oracle.com:16007
SetHandler weblogic-handler

</Location>

<Location /Zanalytics>

WebLogicHost mspOOacz.us.oracle.com:7331
WebLogicCluster
msp00acz -us.oracle.com:7333,mspO0ada.us.oracle.com:7333
Idempotent OFF

SetHandler weblogic-handler

ErrorPage downtime.html
</Location>

<Location /xmlpserver>

WebLogicHost mspOOacz.us.oracle.com:7331
WebLogicCluster
msp00acz - us.oracle.com:7333,mspO0ada.us.oracle.com:7333
Idempotent OFF

SetHandler weblogic-handler

ErrorPage downtime.html
</Location>

# <Location /weblogic>

# SetHandler weblogic-handler

# PathTrim /weblogic

# ErrorPage http:/WEBLOGIC HOME:WEBLOGIC_PORT/
# </Location>

NOTE: After this point you should be able to access the
OAM and BI Publisher application SSO URL’s after
bouncing Oracle Web Tier. Verfication steps for this are
placed in this document to occur after the configuration for
analytics is complete.

Make the Static Resources Publicly Available

The static resources are images, css and javascripts. These resources can be made publicly
available. Perform the steps below to make them publicly available.

= Navigate to the webgate.conf on idmhostl and idmhost2, and edit the file.
Examples:
idmhostl:
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$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0
hsl

idmhost2:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0
hs2

* Inside the file webgate.conf, you will see the following lines: (These lines instruct
the Oracle Web Tier to route any request to the Oracle Access Manager for
authentication)

Example:

<LocationMatch "'/*'">
AuthType Oblix
require valid-user
</LocationMatch>

= Add the following lines after the above lines. (This means for any request under
the /analyticsRes or /res context roots, we do not want to route to Oracle Access
Manager for authentication. The resources under these context roots can be
served to users without any authentication.)

Example:

<LocationMatch *'/analyticsRes/*'">
Satisfy any

</LocationMatch>

<LocationMatch "/res/*'">

Satisfy any

</LocationMatch>

Enable Caching and Compression of the Oracle Bl EE Static Resources

The Oracle BI EE static resources like css and javascripts can be compressed by the Oracle
Web Tier to optimize the Oracle BI EE performance. We will use the mod_expire and
mod_deflate modules of the Oracle Web Tier to enable the browser caching and
compression of the Oracle BI EE static resources.

The mod_expire module controls the setting of the Expires HTTP header and the max-
age directive of the Cache-Control HTTP header in server responses. These HTTP
headers are an instruction to the browser about the document's validity and persistence.
If cached, the document may be fetched from the cache rather than from the source until
this time has passed. After that, the cache copy is considered expired and invalid, and a
new copy must be obtained from the source. The mod_deflate module provides the
DEFLATE output filter that allows output from the Oracle Web Tier to be compressed
before being sent to the client over the network.

Perform the following steps to enable the browser caching of the Oracle BI EE static
resources.
= Navigate to the httpd.conf on idmhostl and idmhost2 and edit the file
Examples:
idmhostl:

$ cd
/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/o
hsl
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idmhost2:
$ cd

/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0

hs2

= Verify that the following line has been uncommented.

Example:

LoadModulle expires module "'${ORACLE HOME}/ohs/modules/mod_expires.so"

= Go to the end of the file httpd.conf and add the following line:

Example:
include

"'${ORACLE_INSTANCE}/config/${COMPONENT TYPE}/${COMPONENT NAME}/expire.conf

= In the same location create a new file called expire.conf and add the following;:

Example:

<IfModule mod_expires.c>

ExpiresActive
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
</IfModule>

On

image/jpg "‘access plus 60 days"

image/png "‘access plus 60 days"

image/gif "access plus 60 days"

image/jpeg "‘access plus 60 days"

text/css "access plus 1 days™

image/x-icon "access plus 1 month"
application/pdf "access plus 1 month"
audio/x-wav "‘access plus 1 month™

audio/mpeg "‘access plus 1 month"

video/mpeg "‘access plus 1 month™

video/mp4 "‘access plus 1 month"
video/quicktime "‘access plus 1 month*
video/x-ms-wmv "‘access plus 1 month™"
application/x-shockwave-flash "‘access 1 month"
text/javascript "access plus 1 week™
application/x-javascript '‘access plus 1 week™
application/javascript "access plus 1 week™

Complete the following steps to enable compression of the Oracle BI EE static resources

in the Oracle Web Tier.

= Navigate to the httpd.conf on idmhostl and idmhost2 and edit the file.

Examples:
idmhost1:
$ cd

/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instancel/config/OHS/0

hsl

idmhost2:
$ cd

/u00/webadmin/products/wls_ohs/Oracle_WT1/instances/instance2/config/OHS/0

hs2

= Verify that the following line has been uncommented. If the line does not exist

then add it.
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Example:
LoadModulle deflate_module "'${ORACLE HOME}/ohs/modules/mod_deflate.so"

= Go to the end of the file httpd.conf and add the following line:

Example:

include
""${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT _NAME}/deflate.con
£

= In the same location create a new file called deflate.conf and add the following:

Example:

<IfModule mod_deflate.c>

AddOutputFilterByType DEFLATE text/plain
AddOutputFilterByType DEFLATE text/html
AddOutputFilterByType DEFLATE text/xml
AddOutputFilterByType DEFLATE text/css
AddOutputFilterByType DEFLATE text/javascript
AddOutputFilterByType DEFLATE image/svg+xml
AddOutputFilterByType DEFLATE image/X-icon
AddOutputFilterByType DEFLATE application/xml
AddOutputFilterByType DEFLATE application/xhtml+xml
AddOutputFilterByType DEFLATE application/rss+xml
AddOutputFilterByType DEFLATE application/javascript
AddOutputFilterByType DEFLATE application/x-javascript
DeflateCompressionLevel 9

# Browser specific settings

BrowserMatch “Mozilla/Z4 gzip-only-text/html
BrowserMatch ~Mozilla/4\.0[678] no-gzip

BrowserMatch \bMSIE !no-gzip !gzip-only-text/html
BrowserMatch \bOpera !no-gzip

# Setup custom deflate log

DeflateFilterNote Input instream

DeflateFilterNote Output outstream

DeflateFilterNote Ratio ratio

LogFormat """%r"" %{outstream}n/%{instreamin (®{ratio}n%%)" deflate
# Example of log file

CustomLog logs/deflate_log DEFLATE

</1fModule>

*  Once the above steps are completed, restart the Oracle Web Tier.

Verification - Verify the Static Resources using the Oracle Web

Verify that you can access the following URLs using the Oracle Web Tier host and port.
If the Oracle Web Tier port has not been changed during installation then the default port
is 7777.

= (Clear your browser cache.
http:/ /idmhost-vip.us.oracle.com.us.oracle.com:7777 /res /siebelbug.gif
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http:/ /idmhost-
vip.us.oracle.com:7777 /analyticsRes/s_skyros_custom /answers/database.png

http:/ /idmhost-vip.us.oracle.com:7777 /res /s_blafp /uicomponents /blafplus.css
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8] blafplus.css - Notepad =lolx|

File Edit Format View Help

.required{font-family:Tahoma; font-size:11 x:funt—we‘i?
ecoration:none; border:1px solid #fff;width:100%; dispTay:inline-block; ja:visited.

ht:bold; coTor :#369; Ja: Tink. |

H 4

Go to the directory

<WEB_TIER_HOME>/Oracle_WT1/instances/instancel /diagnostics/logs/OH
S/ohsl. This directory will have a log file called deflate_log. View it and you will
notice that the css file blafplus.css was served using compression.

Example:
“"GET /res/s_blafp/uicomponents/blafplus.css HTTP/1.1" 493/1402 (35%)

Configure for In-Context launches of RMS forms

To configure the In-Context launches of RMS forms - Add the below
configuration in ActionFrameworkConfig.xml file located at
<OBIEE_DOMAIN>/config/fmwconfig/biinstances/coreapplication.

Example:

/u00/webadmin/config/domains/wls_obiee_oi/bifoundation_domain_oi/config/fm
wconfig/bi instances/coreapplication

For idmhost1 - Place the following lines above the </aliases> line of code.

Example:
<aliases>
<location-alias>
<alias>rmshost</alias>
<actual>http://msp00acs.us.oracle.com:7123</actual>
</location-alias>

For idmhost2 - Place the following lines above the </aliases> line of code.

Example:
<aliases>
<location-alias>
<alias>rmshost</alias>
<actual>http://msp00acf.us.oracle.com:7123</actual>
</location-alias>

NOTE: RPD already configured in previous steps for In-
Context launches of RMS forms.

When finished - stop and restart the WebLogic admin and
managed servers, as well as the opmn processes for OBIEE.
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Verification - Validate Bl Publisher Reports SSO Configuration

BI Publisher reports should be validated for utilizing non-SSO URL after the BI Publisher
configuration is completed. In this section, you will learn to validate using SSO user
credentials after being redirected from Oracle Web Tier .

1. Log into BI Publisher using virtual host and alias. (http://idmhost-
vip.us.oracle.com:7777 /xmlpserver). The user id to login with is retail.user — which
was created during the steps to add users to OID and was setup for OBIEE during
those steps.

ORACLE
Access Manager

Welcome

Enter your Single Sign-On credentials below

Username: |retail user

Password: ssssssne

2. Click the Catalog link located at the top of the window.

BI Publisher Enterprise Administration | Help~ | Signout O

Home | Catalog ‘ E Mew- | Bs Open~ | Signed In As retail.user~

Create ...
@ Recent

Recent Reports
% Report Job
2
Ly Data Madel

More~

Browse/Manage ... J’LJL J’].J'\ J’J.JL

[ catalog Folders

[E8 Report Jobs
&) Report Job History

Get Started ... CustomerOrderDeliveryReport CustomerOrderBinLabelReport diypurge

Open | Edit | Morew Open | Edit | Morew Open | Edit | Morew
lﬁ Download BI Publisher Tools ~

® Help Contents Others
l
Oracle Technology Network

CustomerOrderDeliveryReport CustomerOrderBinLabelReport diypurge
Edit Edit Edit

* Favorites Manage
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3. From the left pane, click SIM.

BI Publisher Enterprise Search |l Administration | Help~ | Sign out O
Home \ Catalog | E New. \ Bs Open- | Signed In As retail.user -
B~ B2 @8 ED R T Loaton /Shared Folders/Guest/sTH @
Folders CustomerOrderBinLabelReport | Last Medified 11/15/15 11:03 PM | Created By
- Expand | Morev ~
> My Falders CustomerOrderDeli BOLReport | Last Modified 11/15/15 11:03 PM | Created B
- ustomerOrderDelivery po: ast Modified 11/ :03 PM | Created By
=] ‘Shared Folders Expand | Morew
> [ Components -
. CustomerOrderDeliveryReport | Last Modified 11/15/15 11:02 PM | Created By
2 Guest Expand | Morew
» [ REM N N -
- CustomerOrderPickDiscrepancyReport | Last Modified 11/15/15 11:03 PM | Created By
» [ RMs Expand | Morev
? =] CustomerOrderPickReport | Last Modified 11/15/15 11:03 PM | Created By
> [2) samples Expand | Morew
CustomerOrderReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morew
CustomerOrderReversePickReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morew
DirectDeliveryDiscrepantItemsReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev
DirectDeliveryReport | Last Modified 11/15/15 11:03 PM | Created By
q Expand | Morev
InventoryAdjustmentReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morev
ItemBasketDefaultReport | Last Modified 11/15/15 11:03 PM | Created By
Expand | Morew
Tasks . N
TtemDetailReport | Last Modified 11/15/15 11:03 PM | Created By
[ stM Expand | Morev
ItemRequestReport | Last Modified 11/15/15 11:03 PM | Created By
(5 Expand # Upload Expand | Morew
Delete Download
® Q TtemTicket | Last Modified 11/15/15 11:02 PM | Created By
Copy % Cut Expand | Marev
I m Rename :l TtemTicketAgsn | Last Modified 11/15/15 11:02 PM | Created By
@ Permissions (@@ Properties Expand | Morev
E“ Expart XLIFF ItemTicketGroupQty | Last Modified 11/15/15 11:02 PM | Created By W
Expand | Morev

4. Click the CustomerOrderDeliveryBOLReport link.

BI Publisher Enterprise search [} Administration | Help~ | signout ©

Home | Catalog | E New- \ Bs Open~ | Signed In As retail.user -
v g Q @a 3@ A::l ® Ag v Location  /Shared Folders/Guest/SIM/CustomerOrderDeliveryBOLReport

Folders CustomerOrderDeliveryBOLReport | Last Modified 5/3/16 12:08 AM | Created By bi_superuser
- CustomerOrderDeliveryBOLReport
» [ My Folders Open | Schedule | Jobs | Job History | Edit | Morew
. ~
a ‘Sh“d Folders E CustomerOrderDeliveryBOLReport | Last Modified 11/15/15 11:03 PM | Creatad By
» [ Components 1 Edit | Morev
[0 Guest
> [ REIM
> [ RMS
£3 sm

» [ CustomerOrderBinLs
* [ |CustomerOrderDe
» [ CustomerOrderDeliv
> [ CustomerOrderPickC
» [ CustomerOrderPickR
» [ CustomerOrderRepo
> [ CustomerOrderReve

» [ DirectDeliveryDiscre|
=[] DirectDeliveryReport A
» [ Inventoryadjustmen

» [ ItemBasketDefaulthy ¥

<
Tasks

(5] CustumerOrderDeliveryBGA
25 Expand B upload

3¢ Delete & Download
Copy 38 cut
e 3 Rename

@ Permissions =@ Properties v

R Coomnt v TEE

<

5. The Customer Order delivery BOL Report is displayed as shown below. Click
Logout in upper right-hand corner of screen.

Configuring the Oracle Bl EE Environment for Operational Insights 189



Configure Alias for Static Resources in Web Tier for OBIEE

BI Publisher Enterprise Administration | Help~ | signout O

CustomerOrderDeliveryBOLReport Home | Catalog ‘ E New- | Bs Open- | Signed In As relail.user

Customer Order Delivery ID Store Timezone Copies 1 | ppply |

CustomerOrderDeliveryBoO... m " =

Customer Order Delivery BOL Report

ORACLE
Ship To:

BOL ID: Create Date:

Delivery ID:

Customer Order
1D:

[[item [ Description [ Substitute [ uom [ Qty [ Price [ Amo

Delivery Charge $
TOTAL LINES

Legalese Fine Print o

<

6. The OAM Logout window opens and user is logged out of application.

ORACLE
Access Manager

User logged out successfully

Verification - Verify OBIEE analytics is Accessible via Web Tier using Application

Specific Credentials

Oracle BI EE Analytics should be able to login with RESA /REIM/ALLOC application
user and able to view dashboard as well.
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= Launch Operational Insights with clustered URL and OHS port and login to the
application using an application user.

(http:/ /idmhost-vip.us.oracle.com:7777 /analytics )

ORACLE
Access Manager

Welcome

Enter your Single Sign-Cn credentials below

Username: retail.user

d

Operational Insights search [GINNED I £) ~cvanced Administraion Help »  Sign Out O

Home | Catalog | Favorites ~ | Dashboards | I New~ | B% Open ~ | SignedIn As retailuser ~
Most Recent(Operational Insight - page 1)
My Dashboard ~
Create... Recent Allocation
% Analysis and Interactive Reporting Dashboards Operational Insight
Analysis  Dashboard More == Operaticnal Insight - page < ReIM Operational Insight -
[=T=1 ) -
Operational Insight
A& Mobile Application Open Edit More~ 5: ¢ Open Edit Mare~
(e Mabile App Operational Insight

Published Reporting
© 1| Report ReportJob More Q Meost Popular

Actionable Intelligence Operational Insight - page 1
o Agent Action D51 Open  Edit More ~

# Performance Management
' Scorecard KPPl KPI Watchlist

Marketing
Segment  Segment Tree  List Format

Browse/Manage...
| All Content
@ My Analyses
@ My Reports
@ My Scorecards
_@ My Agent Subscriptions
@ My Agents
@ Mobile Apps Library
Marketing Jobs
Report Jobs
Report Job History

Get Started...

$ Introduction to Oracle BI v
= N

<

= Verify that there are no visible errors on the screen. Click Sign Out in the upper
right hand corner of screen.
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Operational Insights search (CINEENE I £ dvanced Adminisiration Help ~  Sign Out &
Operational Insight Home | Catalog | Favorites - | Dashboards ~ | [ New - | B Open - | Signedin As retail.user -
A
“Dept —Select Ve [w| *Class —Select Ve[| *Subclass —Select Ve [w| VWH —Select Ve [w] Week —SelectVe[w| [ Alerts Apply || Reset+ |
< Purchase Order Arrival 4 sales - Top
No data to display
| Byttem | ByPO
< sales - Bottom
B mocamiem 48 Mlocazpo (W Remlocar  ¢J Promotir No datato display

The layout of this view combined with the dzta, selections, drils, or prompt values chosen resulted in no data.

< stock to Sales
No data to display

= The OAM Logout window opens and user is logged out of the application.

ORACLE
Access Manager

User logged out successfully

Verification — Verify OAMConsole is Accessible via Web Tier using SSO Login

The purpose of this screen is to validate that OAM is accessible via virtual host and alias
by accessing OAM console.

* Launch Oracle Access management with clustered URL and OHS port. Login to
the application using the weblogic admin user that was created in OID.
(weblogic)

(http:/ /msp00acz-ada-vip.us.oracle.com:7777 /oamconsole)
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ORACLE
Access Manager

Welcome

Enter your Single Sign-On credentials below

= The Access Management window opens. Select Sign Out from the dropdown
menu in the upper right hand corner of window.

ORACLE" Access Management Application Security Federation Mob AccessIolly ;1iur|
&

Screen Width: 1024 » -

— Help
Launch Pad
About
Sign Qut
Quick Start Wizards Access Manager 4 v Agents 4 v
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
Application Registration Application Domains
830 Agent Registration Resource Types
Host Identifiers

Authentication Schemes

Session Manaaement Password Policv

Plua-ins == v

= The OAM Sign-on window opens.
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OoORrRACLE
Access Manager

Welcome

Enter your Single Sign-On credentials below
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Appendix: Creating Static Ports for OID

HHHHHE

#This file is a template file for staticports.ini

#This file must be edited to provide the ports which required to be set
#Those ports which are not provided explicitly in this file will be assigned
automatically

#Note: Please keep in mind to uncomment the rows of the port numbers of your
choice in order

#to use that port.

Begin section for Domain
#This port number is not required if you are using a extend existing domain
scenario

HiHHH

[DOMAIN]

#This port indicates the Domain port number
Domain Port No = 15001
Node Manager Port No = 5560

Begin section for ovdl
#This port numbers will be considered only if OVD is selected for configuration

HHHHE

[ovo]

#The HTTP Admin port for OVD
#0racle Virtual Directory Port No for HTTP Admin

8899

#The SSL LDAP port for OVD
#0racle Virtual Directory (SSL) Port No for LDAP = 6052

#The Non-SSL LDAP port for OVD
#0racle Virtual Directory (Non-SSL) Port No for LDAP = 6051

#The HTTP Web Gateway port for OVD
#0racle Virtual Directory Port No for HTTP Web Gateway = 2223

Begin section for oidl
#This port numbers will be considered only if OID is selected for configuration

FHITHAT

[o10]

#The Non-SSL port for OID
Oracle Internet Directory Port No = 3060
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#The SSL port for OID
Oracle Internet Directory (SSL) Port No = 3061

Begin section for emAgent
#This port numbers will be considered only if EM is selected for configuration

[EMAGENT]

#The port for EM Agent port
#0racle EM Agent Port No = 5162

............................................... Begin section Tor Oif HHHHHHHIHIHIHHHHIHIHHHHIHIHH
#This port numbers 1 be considered only if OIF is sel configuration

[OIF]

#The port for OIF Server port
#OIF Server Port No = 7499

............................................... Begin section Tor OUS HHHHHHHIHIHIHHHHIHIHHHHAHIHHH
i i configuration

[ops]

#The port for ODSM Server port
ODS Server Port No = 15003

Begin section for ohsl
#This port numbers will be considered only if OHS is selected for configuration

[oHs]

#The Proxy Port For OHS
#Oracle Http Server Proxy Port No = 7015

#The Listen Port For OHS
#O0racle Http Server Administrator Port No = 7016

#The SSL Port For OHS
#0racle Http Server SSL Port No = 7017

............................................... egin SeCtiOn fOr Opmn
#This port numbers 1 be considered for OPMN configuration

[OPWN]

#The Local port for OPMN
#OPMN Local Port No = 6800

#The Remote port for OPMN
#OPMN Remote Port No = 6801

#The Request port for OPMN
#OPMN Request Port No = 6802
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Appendix: A Summary of Installing the
Oracle Internet Directory (idmhostl)

Type: Configure Only
Middleware Home Location : /u00/webadmin/products/wls_idm
Oracle Instance Location : /u00/webadmin/products/wls_idm/oidinst 1
Oracle Instance : oidinst 1
Domain Option : Create Domain
Domain Name : IDMDomain
Domain Home : /u00/webadmin/products/wls_idm/user_projects/domains/IDMDomain
Domain Host Name : idmhostl.us.oracle.com
Domain Port : 15001
Weblogic Console : http://idmhostl.us.oracle.com:15001/console
Weblogic User Name : weblogic
Automatic Port Detection : false
Enterprise Manager :
http://idmhostl.us.oracle.com:15001/em
Enterprise Manager Agent
http://idmhostl.us.oracle.com:5162/emd/main
Oracle Internet Directory
SSL Port : 3061
Non SSL Port : 3060
Database : dbhostl:1521"dbhost2:1521@idmservicename
Oracle Directory Services Manager :
http://idmhostl.us.oracle.com:15003/odsm/faces/odsm. jspx
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Appendix: A Summary of Installing the
Oracle Internet Directory (idmhost2)

Type: Configure Only
Middleware Home Location : /u00/webadmin/products/wls_idm
Oracle Instance Location : /u00/webadmin/products/wls_idm/oidinst 2
Oracle Instance : oidinst 2
Domain Option : Expand Cluster
Domain Host Name : idmhostl.us.oracle.com
Domain Port : 15001
Weblogic Console : http://idmhostl.us.oracle.com:15001/console
Weblogic User Name : weblogic
Automatic Port Detection : false
Enterprise Manager Agent
http://idmhost2.us.oracle.com:5162/emd/main
Oracle Internet Directory
SSL Port : 3061
Non SSL Port : 3060
Database : dbhostl:1521" dbhost2:1521@00LRPO4FMW
Expand Cluster Managed Server Details
wls_ods2 : 15003
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Appendix: Setting Node Manager for
IDM_WEBLOGIC _HOME

<IDM_WEBLOGIC_HOME>/wlserver_10.3/common/nodemanager/nodemanager -properties
#Changed NM Listen Port

#Thu Mar 31 12:04:37 PDT 2016

DomainsFi le=/u00/webadmin/products/wls_idm/wlserver_10.3/common/nodemanager/nodema
nager .domains

LogLimit=0

DomainsDirRemoteSharingEnabled=false

PropertiesVersion=10.3

AuthenticationEnabled=true
NodeManagerHome=/u00/webadmin/products/wls_idn/wlserver_10.3/common/nodemanager
_JavaHome=/u00/webadmin/products/jdk_java
JavaHome=/u00/webadmin/products/jdk_java/jre

LogLevel=INFO

DomainsFileEnabled=true

StartScriptName=startiebLogic.sh

ListenAddress=

NativeVersionEnabled=true

ListenPort=5560

weblogic.security.SSL.enableJSSE=true

LogToStderr=true

SecureListener=false

LogCount=1

StopScriptEnabled=false

DomainRegistrationEnabled=false

QuitEnabled=false

LogAppend=true

StateChecklInterval=500

CrashRecoveryEnabled=false

StartScriptEnabled=true

LogFi le=/u00/webadmin/products/wls_idn/wlserver_10.3/common/nodemanager/nodemanage
r.log

LogFormatter=weblogic.nodemanager .server .LogFormatter

ListenBacklog=50
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Appendix: Setting Nodemanager for
OAM_WEBLOGIC HOME

<OAM_WEBLOGIC_HOME>/wlserver_10.3/common/nodemanager/nodemanager -properties
#Tue Mar 10 23:18:15 CDT 2015

DomainsFi le=/u00/webadmin/product/fmw/wls_iam/wlserver_10.3/common/nodemanager/nod
emanager .domains

LogLimit=0

PropertiesVersion=10.3

DomainsDirRemoteSharingEnabled=false

JjavaHome=/u00/webadmin/product/jdk

AuthenticationEnabled=true
NodeManagerHome=/u00/webadmin/product/fw/wls_iam/wlserver_10.3/common/nodemanager
JavaHome=/u00/webadmin/product/jdk/jre

LogLevel=INFO

DomainsFi leEnabled=true

StartScriptName=startiebLogic.sh

ListenAddress=msp52777 .us.oracle.com

NativeVersionEnabled=true

ListenPort=5561

LogToStderr=true

SecurelListener=true

LogCount=1

DomainRegistrationEnabled=false

StopScriptEnabled=false

QuitEnabled=Ffalse

LogAppend=true

StateChecklInterval=500

CrashRecoveryEnabled=false

StartScriptEnabled=true

LogFi le=/u00/webadmin/product/fmw/wls_iam/wlserver_10.3/common/nodemanager/nodeman
ager - log

LogFormatter=weblogic.nodemanager .server .LogFormatter

ListenBacklog=50

Appendix: Setting Nodemanager for OAM_WEBLOGIC_HOME 203






F

Appendix: Creating Staticports for OBIEE
Configuration

staticport_wt.ini

HHHH

#This file is a template file for staticports.ini

#This file must be edited to provide the ports which required to be set
#Those ports which are not provided explicitly in this file will be assigned
automatically

#The ports should be specified as a single port

#Keep in mind to uncomment the port no

----------------------------------------------- Begin section for OPMN Port

[OPMN]

#This port indicates the OPMN Local Port
#OPMN Local Port = 6700

#This port indicates the OPMN Remote Port
#OPMN Remote Port = 6701

............................................... egin section for ohs
COMPONENTCHHHHHHH R

#This port nos will be considered only if OHS is selected for configuration

HHitH
[OHS]

#The http_main port for ohs component
OHS Port = 7777

#This port indicates the OHS Proxy Port
#OHS Proxy Port = 8889

#This port indicates the OHS SSL Port
#OHS SSL Port = 4443

Begin section for Web Cache

componen
#This port nos will be considered only if Web Cache is selected for configuration

FHITHAT

[WEBCACHE]
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#The port indicates the Web Cache Listen Port
#Veb Cache Listen Port = 7777

#The port indicates the Web Cache Admin Port
#Web Cache Admin Port = 7778

#The port indicates the Web Cache Statistics Port
#WVeb Cache Statistics Port = 7779

#The port indicates the Web Cache Invalidation Port
#Web Cache Invalidation Port = 7780

#The port indicates the Web Cache SSL Port
#Web Cache SSL Port = 7781
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Appendix: Creating Staticports for OBIEE
Configuration

# Note that if ports are not defined in this file they will be autoallocated
starting at port 9500

# 1t is recommended that ports 9500-9520 are left unassigned for this auto-
allocation

[WEBLOGIC]

#The Domain port no. This is the listen port of Weblogic Adminserver for the
domain.

Domain Port No = 7331

#The "content" port for the BIEE apps. This is the Weblogic Managed Server
port on which BIEE applications are deployed.

Oracle WLS BIEE Managed Server Port No = 7333

#The SSL port for the Weblogic Managed Server
#0racle WLS BIEE Managed Server SSL Port No = 9804

#The Weblogic node manager port
Node Manager Port No = 5607

[OPNN]

#Process Manager Local port no
#0Oracle Process Manager Local Port No = 6700

#Process Manager Remote port no
#0racle Process Manager Remote Port No = 6701

#Process Manager Request port no
#0racle Process Manager Request Port No = 6702

[BIFOUNDATION]

#The listen port for OracleBlServer component
#0racle Bl Server Port No = 9703

#The monitor port for OracleBlServer component
#0racle Bl Server Monitor Port No = 9701

#The listen port for OracleBlPresentationServices component
#0racle Bl Presentation Services Port No = 9710

#The listen port for OracleBlScheduler component
#0racle Bl Scheduler Port No = 9705

#The monitor port for OracleBlScheduler component
#0racle Bl Scheduler Monitor Port No = 9708

#The script RPC port for OracleBlScheduler component
#0racle Bl Scheduler Script RPC Port No = 9707

#The listen port for OracleBIClusterController component
#0racle Bl ClusterController Port No = 9706

#The monitor port for OracleBlIClusterController component
#0racle Bl ClusterController Monitor Port No = 9700

#The listen port for OracleBlJavaHost component
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#0racle Bl JavaHost Port No = 9810
[ESSBASE]

#The listen port for Essbase Agent
#Essbase Agent Port No = 1423

#The listen port for Essbase Studio
#Essbase Studio Port No = 5300
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Appendix VIl — LDIF Files

obiee_ldifs

retailuser_objectclasses.ldif

dn: cn=subschemasubentry

changetype: modify

add: objectclasses

objectclasses: ( 1.3.6.1.4.1.1.11380.97.11

NAME “retailuser® DESC "Oracle Retail Users for MOM®™ STRUCTURAL

sup ( top )
MUST ( sn $ cn ) MAY ( uid $ userPassword ) )

OBIEE_SSO_groups.1dif

dn: cn=Bl Publisher Administrator,cn=groups,dc=us,dc=oracle,dc=com
objectclass: orclGroup

objectclass: groupOfUniqueNames

objectclass: top

cn: Bl Publisher Administrator

description: Bl Publisher Administrator

displayname: Bl Publisher Administrator

uniquemember: cn=BlPublisher,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=xmlpadmin,cn=users,dc=us,dc=oracle,dc=com

dn: cn=BlAdministrators,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
cn: BlAdministrators

dn: cn=BlSystemUsers,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
cn: BlSystemUsers

dn: cn=BlConsumers,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com

Appendix VIl — LDIF Files 209



uniquemember: cn=orcladmin
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
cn: BlIConsumers

dn: cn=BlAuthors,cn=groups,dc=us,dc=oracle,dc=com

objectclass: orclGroup

objectclass: groupOfUniqueNames

objectclass: top

description: Bl Authors

displayname: Bl Authors

uniquemember: cn=BIPublisher,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=useranalysts,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cnh=userbuyers,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=userbuyersanalysts,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cnh=userinventoryanalysts,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=userinventorymanagers,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=usermerchandiseexecutives,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=usermerchandisefinancialplanners,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=userplanningexecutives,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=userpricinganalysts,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=userpromotionalplanners,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=xmlpadmin,cn=users,dc=us,dc=oracle,dc=com

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

cn: BlAuthors

OBIEE_SSO_Users.Idif

dn: cn=BlImpersonateUser,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
objectclass: orclusenv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: Bl lmpersonateUser

sn: user

description: Bl User

givenname: Bl ImpersonateUser

mail: Bl ImpersonateUser@company.domain
uid: Bl ImpersonateUser

userpassword: <password>

dn: cn=Blpublisher,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
objectclass: orcluserv2
objectclass: retailUser
objectclass: person

objectclass: orcluser
objectclass: organizationalperson
objectclass: top

cn: Blpublisher

sn: Blpublisher

description: Bl User

givenname: Blpublisher

mai l: Blpublisher@company.domain
uid: Blpublisher

userpassword: <password>

dn: cn=BlSystemUser,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
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objectclass: orcluserv2
objectclass: retailUser
objectclass: person

objectclass: orcluser
objectclass: organizationalperson
objectclass: top

cn: BlISystemUser

sn: BlSystemUser

description: Bl User

givenname: BlSystemUser

mail: BISystemUser@company -domain
uid: BISystemUser

userpassword: <password>

dn: cn=UserAnalysts,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
objectclass: orcluserv2
objectclass: retailUser
objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserAnalysts

sn: UserAnalysts

description: Bl User

givenname: UserAnalysts

mail: UserAnalysts@company .domain
uid: UserAnalysts

userpassword: <password>

dn: cn=UserBuyerAnalysts,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserBuyerAnalysts

sn: UserBuyerAnalysts

description: Bl User

givenname: UserBuyerAnalysts

mail: UserBuyerAnalysts@company.domain
uid: UserBuyerAnalysts

userpassword: <password>

dn: cn=UserInventoryAnalysts,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserlInventoryAnalysts

sn: UserlInventoryAnalysts

description: Bl User

givenname: UserlnventoryAnalysts

mail: UserlnventoryAnalysts@company.domain
uid: UserlnventoryAnalysts

userpassword: <password>

dn: cn=UserInventoryManagers,cn=Users,dc=us,dc=oracle,dc=com
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objectclass: inetorgperson
objectclass: orcluserv2
objectclass: retailUser
objectclass: person

objectclass: orcluser
objectclass: organizationalperson
objectclass: top

cn: UserlnventoryManagers

sn: UserInventoryManagers
description: Bl User

givenname: UserlnventoryManagers
mail: UserlnventoryManagers@company.domain
uid: UserlInventoryManagers
userpassword: <password>

dn: cn=UserMerchandiseExecutives,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson

objectclass: top

cn: UserMerchandiseExecutives

sn: UserMerchandiseExecutives

description: Bl User

givenname: UserMerchandiseExecutives

mail - UserMerchandiseExecutives@company .domain
uid: UserMerchandiseExecutives

userpassword: <password>

dn: cn=UserMerchandiseFinancialPlanners,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson

objectclass: top

cn: UserMerchandiseFinancialPlanners

sn: UserMerchandiseFinancialPlanners

description: Bl User

givenname: UserMerchandiseFinancialPlanners

mail: UserMerchandiseFinancialPlanners@company .domain
uid: UserMerchandiseFinancialPlanners

userpassword: <password>

dn: cn=UserPlanningExecutives,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserPlanningExecutives

sn: UserPlanningExecutives

description: Bl User

givenname: UserPlanningExecutives

mail - UserPlanningExecutives@company .domain
uid: UserPlanningExecutives

userpassword: <password>
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dn: cn=UserPricingAnalysts,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orclusernv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserPricingAnalysts

sn: UserPricingAnalysts

description: Bl User

givenname: UserPricingAnalysts

mail: UserPricingAnalysts@company.domain
uid: UserPricingAnalysts

userpassword: <password>

dn: cn=UserPromotionalPlanners,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson

objectclass: orcluserv2

objectclass: retailUser

objectclass: person

objectclass: orcluser

objectclass: organizationalperson
objectclass: top

cn: UserPromotionalPlanners

sn: UserPromotionalPlanners

description: Bl User

givenname: UserPromotionalPlanners

mail: UserPromotionalPlanners@company .domain
uid: UserPromotionalPlanners

userpassword: <password>

dn: cn=xmlpadmin,cn=Users,dc=us,dc=oracle,dc=com
objectclass: inetorgperson
objectclass: orcluserv2
objectclass: retailUser
objectclass: person

objectclass: orcluser
objectclass: organizationalperson
objectclass: top

cn: xmlpadmin

sn: xmlpadmin

description: Bl User

givenname: xmlpadmin

mail: xmlpadmin@company.domain
uid: xmlpadmin

userpassword: <password>

retail.user_ldifs

retail.user.1dif

dn: cn=retail.user,cn=Users,dc=us,dc=oracle,dc=com
defaultstore: storeld=4241,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
givenname: retail.user

orclsamaccountname: retail .user

externalid: RETAIL.USER

orclactivestartdate: 20150702000000Z

objectclass: top

objectclass: person

objectclass: organizationalPerson

objectclass: inetOrgPerson

objectclass: orclUser

objectclass: orclUserVv2
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objectclass: simUser
objectclass: retailUser
sn: retail.user
superuser: true
userpassword: <password>
preferredcountry: US
preferredLanguage: en
uid: retail_user

mail: retail_user

cn: retail _user
empstatus: O

userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:
userstores:

description:

storeld=7000,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=4241,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=5251,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=9000, cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=8989, cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=3211,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=2233,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=7778,cn=SIMStores,cn=SIM, dc=us,dc=oracle,dc=com
storeld=1212,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=4444 ,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=6666,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=7777 ,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=5999, cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=5998,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
storeld=2689,cn=SIMStores,cn=SIM,dc=us,dc=oracle,dc=com
Seed administrative user for subscriber.
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