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> To distinguish what’s genuine security
vulnerabilities from false positives in Web 2.0
applications
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Security "Context”

> Scenario

* “A portal application has ~6,000 security defects
identified by a static code analysis tool. Developers
disagree with a few issues (including Cross-site
Scripting). It took 6 weeks to resolve the gaps.”

Recurring Web 2.0 / OWASP* security vulnerabilities

Many developers disagree with the triage from static code
analysis tools — too much “noise”

Similar security vulnerabilities are sometimes considered
as “false positives”, and sometimes aren’t — why?

*Open Web Application Security (OWASP) Top 10 Security Vulnerabilities 2007
http://www.owasp.org/index.php/Top_10_2007



http://www.owasp.org/index.php/Top_10_2007
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False Positives: Example

Impact of Differentiating False Positives
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This sampler shows a big difference in the number of security defects for large
complex applications after removing false positives

Source: Internal security code audit (Dec 2008)
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Introducing Security Puzzlers

> Each puzzler depicts a real-life scenario

e Study the code snippet to understand whether this
IS a security issue

* Analyze the security risks and impact
* Vote whether this is a false positive
* Rationalize why (or why not)
> Ground rules
* Don’t make unstated assumptions
* Time box your vote (decision)

b (14

* Don’t vote "maybe’, “yes except...”

TRUST NO ONE

microsystems
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Puzzle 0: Cross-frame Attack

> A security penetration testing vendor A
recommends a fix for a cross-frame attack in Web
pages, but a static code analysis tool vendor B
reports an open re-direct issue in the security fix.
Which is a false positive?

Top Parent Frame

. Child Frame

Cross-frame attack can steal sensitive data from child frame
to parent frame. Refer to http://
Suﬂ www.owasp.org/index.php/Cross_Frame_Scripting

7


http://www.owasp.org/index.php/Cross_Frame_Scripting
http://www.owasp.org/index.php/Cross_Frame_Scripting
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Puzzle 0: Cross-frame Attack (contd)

> What's Wrong?

Cross-frame Attack Fix (Vendor A):

<SCRIPT LANGUAGE=JAVASCRIPT>
fu ron break () |

window.open (%

tp://www.goodMerchant.com"," top","");

}
</SCRIPT> Both vendors are reputable, and both

arguments sound reasonable.

Which one a false positive?

HOT issue — Open Re-direct

“The file crossFrameDetection.js passes un-validated data to an HTTP
redirect function on line x. Allowing un-validated input to control the URL

& Sun used in a redirect can aid phishing attacks.” (Vendor B)
a7 Il 8
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Puzzle 0: Cross-frame Attack (contd)
Considerations | Assumptions | Reality Check

Vendor's reliability Security vendors are always Interpreting the context of
and reputation right — they are professional the security defect, and the
associated risk is critical

Even software vendors
have defects

Web browser security All Web browsers detect and Add cross-frame attack
prevents cross-frame attack  prevention

> Resolution
* Vendor B’s triage is false positive

@ Sun.
¥ microsystems 9



JavaOne

Puzzle 1: Cross-site Scripting (XSS) with
JavaScript

> What's Wrong?
http://192.168.1.104:8080/billPay.jsp?custld=2000

* Malicious JavaScript can be injected to the REST

Web service, e.q.
http://192.168.1.104:8080/billPay.jsp?custld=2000;<:

alert(“You are hacked!”);</script>

* Personal information from local PC can be stolen, or
transferred to other malicious Website


http://192.168.1.104:8080/billPay.jsp?custId=2000
http://192.168.1.104:8080/billPay/custId=2000;%3Cscript%3Ealert%5C(%E2%80%9Cyoure)>>
>>
endobj

210 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 168.3 190.6 197.3]/A<</Type/Action/S/URI/URI(http://192.168.1.104:8080/billPay/custId=2000;%3Cscript%3Ealert%5C(%E2%80%9Cyoure)>>
>>
endobj

211 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[189.2 168.3 458.6 197.3]/A<</Type/Action/S/URI/URI(http://192.168.1.104:8080/billPay/custId=2000;%3Cscript%3Ealert%5C(%E2%80%9Cyoure)>>
>>
endobj

212 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 333.4 570.8 360.2]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Top_10_2007)>>
>>
endobj

213 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 243.8 529.9 270.6]/A<</Type/Action/S/URI/URI(http://www.securityfocus.com/infocus/1768)>>
>>
endobj

214 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 158.5 681.3 183]/A<</Type/Action/S/URI/URI(http://download-uk.oracle.com/docs/cd/B31017_01/web.1013/b28221/cfgdepds005.htm)>>
>>
endobj

215 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 105.6 681.3 130.1]/A<</Type/Action/S/URI/URI(http://www.nabble.com/Password-Security-Encryption-for-RCP-application-td22301650.html)>>
>>
endobj

216 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 335.7 681.3 360.2]/A<</Type/Action/S/URI/URI(https://www.securecoding.cert.org/confluence/display/java/FIO30-J.+Do+not+log+sensitive+information)>>
>>
endobj

217 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 282.8 131.4 307.3]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Error_Handling)>>
>>
endobj

218 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[129.9 282.8 542.1 307.3]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Error_Handling)>>
>>
endobj

219 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 219.4 681.3 246.2]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Testing_for_CSRF_%5C(OWASP-SM-005%5C))>>
>>
endobj

220 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 187.5 391.2 214.3]/A<</Type/Action/S/URI/URI(http://lwn.net/Articles/254709/)>>
>>
endobj

221 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 155.6 681.3 182.4]/A<</Type/Action/S/URI/URI(http://blog.codeville.net/2008/09/01/prevent-cross-site-request-forgery-csrf-using-aspnet-mvcs-antiforgerytoken-helper/)>>
>>
endobj

222 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 97.8 681.3 124.6]/A<</Type/Action/S/URI/URI(http://blog.codeville.net/2008/09/01/prevent-cross-site-request-forgery-csrf-using-aspnet-mvcs-antiforgerytoken-helper/)>>
>>
endobj

297 0 obj
<</Type/Catalog/Pages 223 0 R
/OpenAction[1 0 R /XYZ null null 0]
/ViewerPreferences<</DisplayDocTitle true
>>
/Outlines 261 0 R
>>
endobj

298 0 obj
<</Title<FEFF00300039004A0031002000740065006D0070006C006100740065002C00200050005000540032003000300033002F00570069006E0064006F00770073>
/Author<FEFF004300680072006900730074006900650020004B0069006D>
/Subject<FEFF00320030003000390020004A006100760061004F006E006500200043006F006E0066006500720065006E00630065002C002000530061006E0020004600720061006E0063006900730063006F>
/Creator<FEFF0049006D00700072006500730073>
/Producer<FEFF004F00700065006E004F00660066006900630065002E006F0072006700200033002E0030>
/CreationDate(D:20090604171142-07'00')>>
endobj

xref
0 299
0000000000 65535 f 
0001335115 00000 n 
0000000019 00000 n 
0000000512 00000 n 
0000009253 00000 n 
0000000532 00000 n 
0001335261 00000 n 
0000109290 00000 n 
0000109727 00000 n 
0000141840 00000 n 
0000109747 00000 n 
0001335407 00000 n 
0000162447 00000 n 
0000163148 00000 n 
0001335555 00000 n 
0000163169 00000 n 
0000164516 00000 n 
0001335722 00000 n 
0000164538 00000 n 
0000165815 00000 n 
0000165837 00000 n 
0000209078 00000 n 
0000209101 00000 n 
0000210129 00000 n 
0001335870 00000 n 
0000210150 00000 n 
0000211122 00000 n 
0000244729 00000 n 
0000244908 00000 n 
0000211143 00000 n 
0001336018 00000 n 
0000244949 00000 n 
0000246792 00000 n 
0000277330 00000 n 
0000266400 00000 n 
0000263616 00000 n 
0000261707 00000 n 
0000260465 00000 n 
0000258777 00000 n 
0000249608 00000 n 
0000246814 00000 n 
0000249229 00000 n 
0000249587 00000 n 
0000257264 00000 n 
0000258755 00000 n 
0000259672 00000 n 
0000260444 00000 n 
0000261312 00000 n 
0000261686 00000 n 
0000262452 00000 n 
0000263595 00000 n 
0000265967 00000 n 
0000266379 00000 n 
0000275329 00000 n 
0000277308 00000 n 
0000288971 00000 n 
0000294027 00000 n 
0001336193 00000 n 
0000294049 00000 n 
0000296073 00000 n 
0001336341 00000 n 
0000296095 00000 n 
0000296567 00000 n 
0000296588 00000 n 
0000357801 00000 n 
0000357824 00000 n 
0000360368 00000 n 
0001336489 00000 n 
0000360390 00000 n 
0000361372 00000 n 
0001336680 00000 n 
0000361393 00000 n 
0000361752 00000 n 
0000361773 00000 n 
0000469516 00000 n 
0000469540 00000 n 
0000472897 00000 n 
0001336828 00000 n 
0000472919 00000 n 
0000473938 00000 n 
0001336976 00000 n 
0000473959 00000 n 
0000474977 00000 n 
0000524395 00000 n 
0000512905 00000 n 
0000490784 00000 n 
0000487414 00000 n 
0000474998 00000 n 
0000485921 00000 n 
0000485944 00000 n 
0000487392 00000 n 
0000490347 00000 n 
0000490763 00000 n 
0000500448 00000 n 
0000512882 00000 n 
0000522301 00000 n 
0000524373 00000 n 
0000536173 00000 n 
0000541196 00000 n 
0001337124 00000 n 
0000541218 00000 n 
0000542182 00000 n 
0001337273 00000 n 
0000542204 00000 n 
0000542677 00000 n 
0000542699 00000 n 
0000615098 00000 n 
0000615122 00000 n 
0000617820 00000 n 
0001337423 00000 n 
0000617843 00000 n 
0000618861 00000 n 
0000627638 00000 n 
0000618883 00000 n 
0000626122 00000 n 
0000627615 00000 n 
0000636870 00000 n 
0000639764 00000 n 
0001337573 00000 n 
0000639787 00000 n 
0000640832 00000 n 
0000640854 00000 n 
0000651626 00000 n 
0000651650 00000 n 
0000653100 00000 n 
0001337723 00000 n 
0000653123 00000 n 
0000653476 00000 n 
0000732164 00000 n 
0000653498 00000 n 
0000729365 00000 n 
0000729389 00000 n 
0000732141 00000 n 
0001337873 00000 n 
0000749963 00000 n 
0000750878 00000 n 
0001338023 00000 n 
0000750900 00000 n 
0000751927 00000 n 
0001338173 00000 n 
0000751949 00000 n 
0000752894 00000 n 
0000752916 00000 n 
0000763546 00000 n 
0000763570 00000 n 
0000765020 00000 n 
0001338323 00000 n 
0000765043 00000 n 
0000765381 00000 n 
0000765403 00000 n 
0000823666 00000 n 
0000823690 00000 n 
0000826054 00000 n 
0001338473 00000 n 
0000826077 00000 n 
0000826903 00000 n 
0001338623 00000 n 
0000826925 00000 n 
0000827728 00000 n 
0001338773 00000 n 
0000827750 00000 n 
0000828511 00000 n 
0001338923 00000 n 
0000828533 00000 n 
0000828857 00000 n 
0000828879 00000 n 
0000918868 00000 n 
0000918892 00000 n 
0000922099 00000 n 
0001339073 00000 n 
0000922122 00000 n 
0000923139 00000 n 
0001339223 00000 n 
0000923161 00000 n 
0000924221 00000 n 
0001339373 00000 n 
0000924243 00000 n 
0000926510 00000 n 
0001339523 00000 n 
0000926533 00000 n 
0000926871 00000 n 
0000926893 00000 n 
0001003007 00000 n 
0001003031 00000 n 
0001005850 00000 n 
0001339673 00000 n 
0001005873 00000 n 
0001006709 00000 n 
0001339823 00000 n 
0001006731 00000 n 
0001007003 00000 n 
0001007025 00000 n 
0001157781 00000 n 
0001157806 00000 n 
0001161597 00000 n 
0001339973 00000 n 
0001161620 00000 n 
0001162725 00000 n 
0001340166 00000 n 
0001162748 00000 n 
0001163973 00000 n 
0001340383 00000 n 
0001163996 00000 n 
0001164492 00000 n 
0001164514 00000 n 
0001348221 00000 n 
0001348383 00000 n 
0001348553 00000 n 
0001348725 00000 n 
0001348893 00000 n 
0001349095 00000 n 
0001349297 00000 n 
0001349500 00000 n 
0001349663 00000 n 
0001349825 00000 n 
0001350023 00000 n 
0001350230 00000 n 
0001350450 00000 n 
0001350616 00000 n 
0001350783 00000 n 
0001350972 00000 n 
0001351124 00000 n 
0001351364 00000 n 
0001347860 00000 n 
0001201234 00000 n 
0001206448 00000 n 
0001206471 00000 n 
0001206667 00000 n 
0001206968 00000 n 
0001207143 00000 n 
0001230698 00000 n 
0001230722 00000 n 
0001230923 00000 n 
0001231423 00000 n 
0001231777 00000 n 
0001247722 00000 n 
0001247746 00000 n 
0001247942 00000 n 
0001248387 00000 n 
0001248682 00000 n 
0001267576 00000 n 
0001267600 00000 n 
0001267799 00000 n 
0001268346 00000 n 
0001268743 00000 n 
0001297716 00000 n 
0001297740 00000 n 
0001297931 00000 n 
0001298583 00000 n 
0001299075 00000 n 
0001302381 00000 n 
0001302404 00000 n 
0001302593 00000 n 
0001302923 00000 n 
0001303112 00000 n 
0001333052 00000 n 
0001333076 00000 n 
0001333272 00000 n 
0001333948 00000 n 
0001334465 00000 n 
0001334566 00000 n 
0001340533 00000 n 
0001340593 00000 n 
0001340965 00000 n 
0001341102 00000 n 
0001341236 00000 n 
0001341418 00000 n 
0001341628 00000 n 
0001341854 00000 n 
0001342080 00000 n 
0001342342 00000 n 
0001342480 00000 n 
0001342798 00000 n 
0001343128 00000 n 
0001343270 00000 n 
0001343568 00000 n 
0001343902 00000 n 
0001344045 00000 n 
0001344296 00000 n 
0001344583 00000 n 
0001344726 00000 n 
0001344869 00000 n 
0001345104 00000 n 
0001345375 00000 n 
0001345518 00000 n 
0001345661 00000 n 
0001345892 00000 n 
0001346155 00000 n 
0001346298 00000 n 
0001346441 00000 n 
0001346696 00000 n 
0001346987 00000 n 
0001347130 00000 n 
0001347273 00000 n 
0001347436 00000 n 
0001347587 00000 n 
0001347730 00000 n 
0001351603 00000 n 
0001351753 00000 n 
trailer
<</Size 299/Root 297 0 R
/Info 298 0 R
/ID [ <811281F169EC3F43CF9C4FECF782D136>
<811281F169EC3F43CF9C4FECF782D136> ]
/DocChecksum /9BE17D86786F1F76007FAEDB8F2ABFA5
>>
startxref
1352307
%%EOF

http://192.168.1.104:8080/billPay/custId=2000;%3Cscript%3Ealert%5C(%E2%80%9Cyoure)>>
>>
endobj

211 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[189.2 168.3 458.6 197.3]/A<</Type/Action/S/URI/URI(http://192.168.1.104:8080/billPay/custId=2000;%3Cscript%3Ealert%5C(%E2%80%9Cyoure)>>
>>
endobj

212 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 333.4 570.8 360.2]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Top_10_2007)>>
>>
endobj

213 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 243.8 529.9 270.6]/A<</Type/Action/S/URI/URI(http://www.securityfocus.com/infocus/1768)>>
>>
endobj

214 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 158.5 681.3 183]/A<</Type/Action/S/URI/URI(http://download-uk.oracle.com/docs/cd/B31017_01/web.1013/b28221/cfgdepds005.htm)>>
>>
endobj

215 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 105.6 681.3 130.1]/A<</Type/Action/S/URI/URI(http://www.nabble.com/Password-Security-Encryption-for-RCP-application-td22301650.html)>>
>>
endobj

216 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 335.7 681.3 360.2]/A<</Type/Action/S/URI/URI(https://www.securecoding.cert.org/confluence/display/java/FIO30-J.+Do+not+log+sensitive+information)>>
>>
endobj

217 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 282.8 131.4 307.3]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Error_Handling)>>
>>
endobj

218 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[129.9 282.8 542.1 307.3]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Error_Handling)>>
>>
endobj

219 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 219.4 681.3 246.2]/A<</Type/Action/S/URI/URI(http://www.owasp.org/index.php/Testing_for_CSRF_%5C(OWASP-SM-005%5C))>>
>>
endobj

220 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 187.5 391.2 214.3]/A<</Type/Action/S/URI/URI(http://lwn.net/Articles/254709/)>>
>>
endobj

221 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 155.6 681.3 182.4]/A<</Type/Action/S/URI/URI(http://blog.codeville.net/2008/09/01/prevent-cross-site-request-forgery-csrf-using-aspnet-mvcs-antiforgerytoken-helper/)>>
>>
endobj

222 0 obj
<</Type/Annot/Subtype/Link/Border[0 0 0]/Rect[74.9 97.8 681.3 124.6]/A<</Type/Action/S/URI/URI(http://blog.codeville.net/2008/09/01/prevent-cross-site-request-forgery-csrf-using-aspnet-mvcs-antiforgerytoken-helper/)>>
>>
endobj

297 0 obj
<</Type/Catalog/Pages 223 0 R
/OpenAction[1 0 R /XYZ null null 0]
/ViewerPreferences<</DisplayDocTitle true
>>
/Outlines 261 0 R
>>
endobj

298 0 obj
<</Title<FEFF00300039004A0031002000740065006D0070006C006100740065002C00200050005000540032003000300033002F00570069006E0064006F00770073>
/Author<FEFF004300680072006900730074006900650020004B0069006D>
/Subject<FEFF00320030003000390020004A006100760061004F006E006500200043006F006E0066006500720065006E00630065002C002000530061006E0020004600720061006E0063006900730063006F>
/Creator<FEFF0049006D00700072006500730073>
/Producer<FEFF004F00700065006E004F00660066006900630065002E006F0072006700200033002E0030>
/CreationDate(D:20090604171142-07'00')>>
endobj

xref
0 299
0000000000 65535 f 
0001335115 00000 n 
0000000019 00000 n 
0000000512 00000 n 
0000009253 00000 n 
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0001335261 00000 n 
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0000109747 00000 n 
0001335407 00000 n 
0000162447 00000 n 
0000163148 00000 n 
0001335555 00000 n 
0000163169 00000 n 
0000164516 00000 n 
0001335722 00000 n 
0000164538 00000 n 
0000165815 00000 n 
0000165837 00000 n 
0000209078 00000 n 
0000209101 00000 n 
0000210129 00000 n 
0001335870 00000 n 
0000210150 00000 n 
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0000211143 00000 n 
0001336018 00000 n 
0000244949 00000 n 
0000246792 00000 n 
0000277330 00000 n 
0000266400 00000 n 
0000263616 00000 n 
0000261707 00000 n 
0000260465 00000 n 
0000258777 00000 n 
0000249608 00000 n 
0000246814 00000 n 
0000249229 00000 n 
0000249587 00000 n 
0000257264 00000 n 
0000258755 00000 n 
0000259672 00000 n 
0000260444 00000 n 
0000261312 00000 n 
0000261686 00000 n 
0000262452 00000 n 
0000263595 00000 n 
0000265967 00000 n 
0000266379 00000 n 
0000275329 00000 n 
0000277308 00000 n 
0000288971 00000 n 
0000294027 00000 n 
0001336193 00000 n 
0000294049 00000 n 
0000296073 00000 n 
0001336341 00000 n 
0000296095 00000 n 
0000296567 00000 n 
0000296588 00000 n 
0000357801 00000 n 
0000357824 00000 n 
0000360368 00000 n 
0001336489 00000 n 
0000360390 00000 n 
0000361372 00000 n 
0001336680 00000 n 
0000361393 00000 n 
0000361752 00000 n 
0000361773 00000 n 
0000469516 00000 n 
0000469540 00000 n 
0000472897 00000 n 
0001336828 00000 n 
0000472919 00000 n 
0000473938 00000 n 
0001336976 00000 n 
0000473959 00000 n 
0000474977 00000 n 
0000524395 00000 n 
0000512905 00000 n 
0000490784 00000 n 
0000487414 00000 n 
0000474998 00000 n 
0000485921 00000 n 
0000485944 00000 n 
0000487392 00000 n 
0000490347 00000 n 
0000490763 00000 n 
0000500448 00000 n 
0000512882 00000 n 
0000522301 00000 n 
0000524373 00000 n 
0000536173 00000 n 
0000541196 00000 n 
0001337124 00000 n 
0000541218 00000 n 
0000542182 00000 n 
0001337273 00000 n 
0000542204 00000 n 
0000542677 00000 n 
0000542699 00000 n 
0000615098 00000 n 
0000615122 00000 n 
0000617820 00000 n 
0001337423 00000 n 
0000617843 00000 n 
0000618861 00000 n 
0000627638 00000 n 
0000618883 00000 n 
0000626122 00000 n 
0000627615 00000 n 
0000636870 00000 n 
0000639764 00000 n 
0001337573 00000 n 
0000639787 00000 n 
0000640832 00000 n 
0000640854 00000 n 
0000651626 00000 n 
0000651650 00000 n 
0000653100 00000 n 
0001337723 00000 n 
0000653123 00000 n 
0000653476 00000 n 
0000732164 00000 n 
0000653498 00000 n 
0000729365 00000 n 
0000729389 00000 n 
0000732141 00000 n 
0001337873 00000 n 
0000749963 00000 n 
0000750878 00000 n 
0001338023 00000 n 
0000750900 00000 n 
0000751927 00000 n 
0001338173 00000 n 
0000751949 00000 n 
0000752894 00000 n 
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JavaOne

Puzzle 1: Cross-site Scripting with

JavaScript (cont'd)

Considerations m Reality Check

Input data validation = Default Web pages won't
sanitize XSS attack (regex
for special characters)

Browser security IE 6 and Mozilla 3.5.x don’t
allow cross-frame attack
under iFrame

Un-validated URL Can the URL be modified or
injected?

YU
" microsystens

Verify any XSS check on
http://192.168.1.104:8080/
billPay.jsp?custld=2000

Not every Web browser
has the latest patch for
cross-frame attack
prevention

Is a hard-coded / pre-
defined URL validated?
Check the domain in each
Web page

Maintain a white-list or
black-list of URLs

11



JavaOne

Puzzle 1: Cross-site Scripting with
JavaScript (cont'd)

> Resolution

* XSS is a recurring, critical Web 2.0 security
vulnerability (not false positive!)

* Use servlet filter to filter harmful JavaScript, e.g.
regex of special escape characters

<% String custlId = request.getParameter (“custId"),; %>
Positive Filtering Negative Filtering
String custId = String pattern="[<>{}I\\[\\]1;\\&]";
request.getParameter (“custId") ; String cleanCustlId =
String pattern = ""\\d+$"; custId.replaceAll (pattern," ");
if (!custId.matches (pattern))..

_%%é%gg 12



JavaOne

Puzzle 1a: Cross-site Scripting with
JavaScript

> Any issue with a re-directed error.jsp when a Java

exceptlon IS thrOwn Web.xml:

<error-page>
<exception-type>java.lang.Throwable
</exception-type>
<location>/error.jsp</location>
</error-page>

The error.jsp is vulnerable to XSS.
Since the origin URL is XSS-sanitized,
we don’t need to fix this error.jsp.

Is this a false positive? ' piscovery -
Ambiguity
Impact ok

Verifiable e
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JavaOne

Puzzle 1a: Cross-site Scripting with
JavaScript (cont'd)

> Code Snippet

error. jsp:

<form

action="<%=request.getSession () .getAttribute ("orig url")
$>" method="post" target=" self" id="submit form">

<%
StringBuilder params = new StringBuilder () ;
Enumeration<String> xss =
request.getParameterNames () ;
%>

<%=params.toString () %>

<input value="Retry" type="submit">
</form>

- *orig_url refers to the URL in the previous example

14



JavaOne

Puzzle 1a: Cross-site Scripting with

JavaScript (cont'd)

Considerations | Assumptions ___| Reality Check

Security risk analysis  No user will go directly to
http://192.168.1.104:8080/
error.jsp

URL re-direction Error.jsp definition in
web.xml will always capture
all Java run-time errors

> Resolution
* False positive

% S UN.
" microsystens

Perform security risk
analysis (e.g. DREAD) to
assess the probability and
impact

Error handling for
java.lang.Throwable in
web.xml does not
necessarily handle all
HTTP GET errors

15



JavaOne

Puzzle 2: Form-based Authentication

> Cross-site Request Forgery (CSRF) - What's
Wrong?
* CSRF is an attack which forces users to execute

unwanted actions on a Web application in which
they are currently authenticated

* Example: users link a malicious URL link via email
* A static code analysis tool complains my login form

having CSRF vulnerability
Form-base
Login

Id:

password: —
S un // "




JavaOne

Puzzle 2: Form-based Authentication
(cont’d)

> Code Snippet

login. jsp

<form method="post" action='j security check' >

<lnput type="text" 1d="j username" value=""
name="7j username" class="input">

<br>Password
<input type="password" value=%“" name="7] password"
class="input">

<br>

<input type="image" src="images/signin.gif" alt="Sign
In®™ width="135" height="22" border="0" value=“Go!">

</ form> Discovery o
Form-based authentication is a standard Web Ambiguity *
security. Does it have CSRF issue? Impact ok

Verifiable ok

Is this a false positive?

17



JavaOne

Puzzle 2: Form-based Authentication
(cont’d)

Considerations | Assumptions ___| Reality Check

Common security Form-based authentication = Use of nonce / random

standard IS secure request identifier will
address cookie or weak

session management
issue in CSRF attack

Root cause of CSRF  Poor implementation for the  The issue is not about the
form-based authentication form

Servlet filter Web containers should have Verify CSRF support in
built-in CSRF protection Web or app server

¥ microsystems



JavaOne

Puzzle 2: Form-based Authentication
(cont’d)

> Resolution

* Use dynamically generated form with nonce/random
request identifier

* Use CSREF servlet filter

JSP:

<%= helper.renderFormWithNonce () %>
Output:

<form method="POST" action="/signup" >
User 1d: <input type="text" name="username'">
Password: <input type="password" name=%"j password">
<input type="submit" name="action" value=“Signup">
</form>
<input type="hidden" name=%“j username"
" value="12bc34de50fg78">




JavaOne

Puzzle 3: SQL Injection in EJB3

> What's Wrong?

* EJB3 entity manager (via annotation) has SQL
codes generated to handle Create-Read-Update-
Delete (CRUD) operations

e Static code analysis tool complains standard EJB3
JPA code snippet having SQL Injection

* CRUD has insert or update statements which can be
injected or modified in the persistence layer

* Does it mean that use of EJB3 with JPA exposes an attack
surface to SQL injection?



Puzzle 3: SQL Injection in EJB3 (cont'd)

> Code Snippet

public List<E> findByQuery (String queryString, Map<String,
Object> parameters) {
Query query = getEntityManager () .createQuery (queryString);
return findByQuery (query, parameters);

findByQuery() is a generated method, and
queryString is a string variable that can be
modifiable or injected. EJB3 is widely used
and EJB security is fairly robust.

Discovery R
Is this a false positive? Ambiguity *
Impact *

Verifiable i
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JavaOne

Puzzle 3: SQL Injection in EJB3 (cont'd)

Considerations

EJB security

SQL injection

Assumptions _____| Reality Check

EJB security is robust. There Verify if static code

should not be any SQL analysis tool or penetration
injection issue testing tool will complain

SQL injection vulnerability

queryString is used internally The findByQuery() defined
in the entity manager is
public

22



JavaOne

Puzzle 3: SQL Injection in EJB3 (contd)

> Resolution
* Use parameterized SQL statement

Example:

String userName et
String i1temName et
String myQuery =
"SELECT * FROM employee WHERE stafflId=:staffld AND
owner=:owner";
Query stmt = entityManager.createQuery (myQuery)
stmt.setParameter (“staffId", staffId):;
stmt.setParameter ("owner", userName) ;
List employees = stmt.getResultList();

% S UN.
¥ microsystems
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JavaOne

Puzzle 4: Hard-coded Password

> What's Wrong?

* EJB3 or Hibernate specifies username and
password for the data source

e Static code analysis tool complains password is
hard-coded in the configuration file

* EJB3 or Hibernate should be safe since Java EE is safe,
and many developers are using them

S un. o4



JavaOne

Puzzle 4: Hard-coded Password (contd)

> Code Snippet

persistence.xml

<properties>

<property name="hibernate.connection.driver class"
value="oracle.jdbc.OracleDriver" />

<property name="hibernate.dialect"
value="org.hibernate.dialect.Oracle9Dialect"/>

<property name="hibernate.cache.provider class"
value="org.hibernate.cache.NoCacheProvider" />

<property name="hibernate.connection.password"
value="myId" />

<property name="hibernate.connection.username"

value="myPassword" /> Discovery S—
: Ambiguit >
</properties> guity

Impact *

Verifiable o
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JavaOne

Puzzle 4: Hard-coded Password (contd)
Considerations | Assumptions | RealityCheck

File system security ~ OS file system security
should prevent hackers from
accessing the file
persistence.xml

Firewall security Persistence.xml is stored in
a secure server behind the
firewall

Container security Java EE container security

protects all files and objects

YU
" microsystens

Many default file system
implementation makes
password file or
persistence.xml world-
readable

From CSI statistics, large
amount of security attacks
are from internal users

(behind the firewall)

Verify if the scope of Java
EE security covers the
issue

26



JavaOne

Puzzle 4: Hard-coded Password (contd)

> Resolution
* Custom encrypted data source provider
* Hash your password

Example:

<persistence-unit name="default" transaction-
type="JTA">

<provider>
oracle. toplink.essentials.PersistenceProvider
</provider>
<jta-data-source>jdbc/MyDataSource
</jta-data-source>

<properties>

<property name="toplink.logging.level"
value="INFO"/>

</properties>

</persistence-unit>

u?:z http://download-uk.oracle.com/docs/cd/B31017_01/web.1013/b28221/cfgdepds005.htm 27



JavaOne

Puzzle 5: System Information Leakage

> Scenario

°* Many developers use printStackTrace () In
error handling, but this usually discloses system
classes and path that may be used for future exploit

Sun
2 microsystems

Setting up an error page in web.xml can re-direct all
exceptions to a pre-defined, pre-formatted Web page.
Thus, system information won’t be disclosed

Web.xml:

<error-page>
<exception-type>java.lang.Throwable
</exception-type>

<location>/error.jsp</location>

</error-page>
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Puzzle 5: System Information Leakage
(cont’d)

> What's Wrong?

Stack trace (sometimes with sensitive data) output to screen:

<ErrorCode>1016</ErrorCode>
<ErrorDetails>com.goodMerchant.xxx.handshake.shared.BHException: An
error occured while validating the request message: Inbound message parsing
error at
com.goodMerchant.xxx.handshake.shared.SharedExceptionHandler.handleException
(SharedExceptionHandler.java:64) at
com.goodMerchant.xxx.common.messaging.adapter.servlet.HttpAdapterServlet.doP
ost (HttpAdapterServlet.java:72) ...
Caused by: com.goodMerchant.xxx.common.messaging.exception.CommonException:
Inbound message parsing error

Caused by: org.apache.xmfgbeans.XmlException: The document is not a
CustomerEntitlementRoot@http://www.goodMerchant.com/CustomerEntitlement:
document element mismatch g GatewayRequest. ..

If you send a HTTP GET or POST message, a system stack trace will be
output to the standard output (e.g. user screen) even though error page is set
up in web.xml. What's the issue with system stack trace output to screen?

Is this a false positive?

> Sun. 29
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Puzzle 5: System Information Leakage
(cont’d)

Considerations | Assumptions ___| Reality Check

Sensitivity System stack trace is for Sometimes debug
debugging. Not a security message contains
issue sensitive business or

personal data

Error handling — re- If Java Throwable is defined HTTP GET and POST may
direction in web.xml  in the error page in web.xml, generate errors

all errors will be intercepted

and only a pre-defined Web

page will be displayed to

user screen
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Puzzle 5: System Information Leakage
(cont’d)

> Resolution

* Use secure logger — set up access control to the
server.log

Sanitize or mask sensitive data from the logger, e.g.
don’t output password in the logger

Example:

catch (SecurityException ex) {
Exception exceptionX =
MyExceptionHandler.handle (ex) ;
logger.log(Level.INFO, "Exception Occurred",

exceptionX) ;

}
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Rule of Thumb
(Puzzle  |Genuine Defect |FalsePositive |

XSS

CSRF — form-based
authentication

SQL Injection — EJB3

Hard-coded password

Denial of Service

System Information
Leakage

If the HTTP request header
does not sanitize XSS

Weak cookie or session
management exploited by CSRF

Vanilla EJB3 entity manager
interface exposed to public for
SQL injection attack

Persistence.xml publicly
accessible

Unreleased resource in public
interface — invoke numerous
times cause system crash

Error page defined in web.xml
will re-direct Throwable, but it
may not capture all Java
throwables

If the external input is sanitized

Form-based authentication is the
root cause of CSRF attack

Private interface with queryString
sanitized

Persistence.xml protected (e.g.
OS level file permission)

Singleton pattern for resource —
resource handler may be kept
open

Re-direct printStackTrace() to a
private, protected system logger
and mask sensitive data

3Z
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References

> OWASP top 10 security vulnerabilities (2007)
* http://www.owasp.org/index.php/Top 10 _2007
> XSS

* Good list of regex for XSS detection
http://www.securityfocus.com/infocus/1768

> Hard-coded password (persistence.xml)

* Custom provider
http://download-uk.oracle.com/docs/cd/B31017_01/web.1013/I

* Encrypt password
http://www.nabble.com/Password-Security-Encryption-for-RCF


http://www.owasp.org/index.php/Top_10_2007
http://www.securityfocus.com/infocus/1768
http://download-uk.oracle.com/docs/cd/B31017_01/web.1013/b28221/cfgdepds005.htm
http://www.nabble.com/Password-Security-Encryption-for-RCP-application-td22301650.html

References

> System Information Leakage
* https://www.securecoding.cert.org/confluence/display/java/FIC

* http://www.owasp.org/index.php/Error_Handling
> CSRF

* http://www.owasp.org/index.php/Testing_for CSRF_(OW
* http://lwn.net/Articles/254709/
* http://blog.codeville.net/2008/09/01/prevent-cross-site-rec

* http://www.projectzero.org/sMash/1.1.x/docs/zero.devgui
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http://www.owasp.org/index.php/Testing_for_CSRF_%5C(OWASP-SM-005%5C)
http://lwn.net/Articles/254709/
http://blog.codeville.net/2008/09/01/prevent-cross-site-request-forgery-csrf-using-aspnet-mvcs-antiforgerytoken-helper/
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