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Preface

This guide describes how to install and configure the Oracle Content Management 
SDK 10g (9.0.4) for UNIX Systems: AIX-Based Systems, Compaq Tru64 UNIX, HP 
9000 Series HP-UX, Linux Intel, and Solaris Operating System (SPARC).

Intended Audience
The instructions in this document are intended for anyone responsible for installing 
Oracle Content Management SDK (Oracle CM SDK) in a production environment. 

Documentation Accessibility
Our goal is to make Oracle products, services, and supporting documentation 
accessible, with good usability, to the disabled community. To that end, our 
documentation includes features that make information available to users of 
assistive technology. This documentation is available in HTML format, and contains 
markup to facilitate access by the disabled community. Standards will continue to 
evolve over time, and Oracle Corporation is actively engaged with other 
market-leading technology vendors to address technical obstacles so that our 
documentation can be accessible to all of our customers. For additional information, 
visit the Oracle Accessibility Program Web site at:

http://www.oracle.com/accessibility/

Structure
This Oracle Content Management SDK Installation and Configuration Guide contains six 
chapters and three appendices:
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Chapter 1, "Before You Begin"
This chapter contains important information you should read before installing and 
configuring Oracle CM SDK.

Chapter 2, "Requirements"
This chapter provides information about hardware and software requirements. 

Chapter 3, "Installation and Configuration"
This chapter steps through installing and configuring Oracle CM SDK.

Chapter 4, "Post-Configuration"
This chapter provides instructions for starting and stopping the Oracle CM SDK 
server, testing basic operations, and installing and configuring the NFS (Network 
File System) server.

Chapter 5, "Client Access Paths and Software"
This chapter provides information to enable users to start working with Oracle CM 
SDK.

Chapter 6, "Troubleshooting"
This chapter contains information for solving installation problems, and for 
deinstalling the product, if necessary.

Appendix A, "Planning Your Oracle CM SDK Deployment"
This appendix provides information designed to help you determine how to 
configure and deploy Oracle CM SDK according to your requirements.

Appendix B, "Creating an Oracle Database"
This appendix provides information about creating an Oracle database. It also 
provides information about creating custom tablespaces.

Appendix C, "Configuration Worksheets"
This appendix provides worksheets for recording system information required 
during configuration.



xi

Related Documents
For more information, see the following manuals in the Oracle CM SDK, Oracle9i 
Database Server, and Oracle Application Server documentation sets.

■ Oracle Content Management SDK Release Notes

■ Oracle Content Management SDK Administrator’s Guide

■ Oracle Text Reference

■ Oracle Application Server 10g Administrator’s Guide

■ Oracle9i User-Managed Backup and Recovery Guide

■ Oracle9i Net Services Administrator's Guide

■ Oracle9i Globalization Support Guide

■ Oracle Application Server 10g Installation Guide

■ Oracle Application Server 10g Upgrading to 10g (9.0.4)

■ Oracle Application Server 10g Concepts

■ Oracle Internet Directory Administrator’s Guide

■ Oracle Workflow Installation Notes for Oracle Content Management SDK

Conventions
The following conventions are used in this manual:

Convention Description

italic Italicized type identifies document titles.

Monospace Monospace type indicates commands, directory names, path names, 
and file names.

bold Boldface type indicates user interface controls, components, field 
names, and labels.

UPPERCASE Uppercase letters indicate parameters or environment variables (for 
example, ORACLE_HOME).

    .
    .
    .

In code examples, vertical ellipsis points indicate that information 
not directly related to the example has been omitted.
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. . . In command syntax, horizontal ellipsis points indicate repetition of 
the preceding parameters. The following command example 
indicates that more than one input_file can be specified on the 
command line.

command [input_file ...]

< > In command syntax, angle brackets identify variables that the user 
must supply. Do not type the angle brackets. The following 
command example indicates that the user must enter a value for the 
variable input_file:

command <input_file>

[ ] In command syntax, brackets enclose optional clauses from which 
you can choose one or none. You do not type the brackets. The 
following command example indicates that the variable output_file 
is optional:

command <input_file> [output_file]

{ } In command syntax, curly brackets indicate that a choice of two or 
more items separated by a vertical bar or pipe ( | ). You do not type 
the curly  brackets. The following command example indicates a 
choice of either a or b:

command {a | b}

$ The dollar sign represents the shell prompt in UNIX. 1

1 In examples, an implied return occurs at the end of each line, unless otherwise noted. You must press 
the [Enter] key at the end of a line of input.

Convention Description
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1
Before You Begin

Oracle Content Management SDK (Oracle CM SDK) runs in conjunction with 
Oracle Application Server and Oracle9i Database Server. Written entirely in Java, 
Oracle CM SDK is an extensible content management system with file server 
convenience. 

This chapter contains the following topics:

■ Overview of Oracle Content Management SDK

■ Pre-Installation Tasks

■ Protocol Server Security Issues

Overview of Oracle Content Management SDK
Oracle Content Management SDK (Oracle CM SDK) is a robust development 
platform for building content management applications. It provides a set of Java 
APIs for versioning, check-in/check-out, security, searching, extensible metadata 
and other standard content management operations. Oracle CM SDK provides:

■ Protocol servers (such as HTTP/WebDAV, FTP, and SMB) to provide file-based 
access to the Oracle CM SDK repository.

■ Developer documentation, Javadoc, and examples.

■ Integration with related technologies, such as Oracle Workflow and Oracle Text.

■ Scalability, reliability, security, and platform independence, provided by 
Oracle9i Database Server and Oracle Application Server.

These features and capabilities are designed to help developers bring 
enterprise-scalable content management-based applications to market faster and 
better than with any other platform.
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Prior to version 9.0.3, Oracle CM SDK was known as Oracle Internet File System 
(Oracle9iFS).

Oracle Content Management SDK provides a Java API that developers can use to 
customize or extend the product’s core functionality in numerous ways to build 
comprehensive content-management and collaboration systems. This Oracle Content 
Management SDK Installation and Configuration Guide provides instructions for 
installing and configuring Oracle CM SDK. 

Before installing Oracle CM SDK, be sure to read Chapter 1, Concepts in the Oracle 
Content Management SDK Administrator’s Guide to become familiar with Oracle CM 
SDK domain and node processes, credential managers, and integration with Oracle 
Application Server, including components such as Oracle Internet Directory and 
Web-based administration.

Pre-Installation Tasks
Installing, configuring, and maintaining Oracle CM SDK requires basic database 
administration expertise. Before you attempt to install or upgrade Oracle CM SDK, 
review the steps in this section.

Verify Requirements and Choose a Deployment Type
Evaluate your hardware resources and choose an appropriate deployment path:

■ Multiple-computer deployment 

■ Single-computer deployment

For information on deployment options, see Appendix A, "Planning Your Oracle 
CM SDK Deployment".

Verify that all computers meet the requirements listed in the following sections in 
Chapter 2, "Requirements":

■ Hardware Requirements

■ Operating System Requirements

■ Oracle Database Requirements and Recommendations

■ Oracle Software Requirements
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Gather Account, Password, and Service Information
You must know (or create) numerous administrative user accounts and passwords 
when you install and configure Oracle CM SDK and related components. You can 
use the "User Account and Password Summary Tables" in Appendix C to keep track 
of the various schema, user account names, and passwords required during the 
installation process. However, if you write down any system settings, keep the 
information in a secure place or destroy it after successful configuration.

If you are using Oracle Internet Directory (OID) for credential management, user 
names cannot contain multi-byte characters. Passwords must be at least five 
characters long, must include at least one numeric character, and must use ASCII 
characters only. No restrictions apply to user names and passwords if you are using 
Oracle CM SDK credential management.

Back Up An Existing Database
Before installing Oracle CM SDK into an existing database, shut down the database 
cleanly and perform a full backup so that you can recover, if any errors occur. 

If you use SHUTDOWN IMMEDIATE or SHUTDOWN ABORT to force users off 
the system, Oracle recommends that you restart the database in restricted mode, 
and then shut it down with normal priority before performing the backup.

Protocol Server Security Issues
The defined behavior of some industry-standard protocols is inherently insecure. 
Oracle has no control over the defined behavior of these protocols; these security 
issues do not represent defects in Oracle software.

Oracle CM SDK-Specific Passwords
If you use Oracle Internet Directory, you should use an Oracle CM SDK-specific 
password (rather than the Oracle Internet Directory password) to authenticate users 
of some protocol servers. As mentioned above, some protocols send unencrypted 
passwords, which means that if one of these passwords is intercepted, it could 
provide access to all systems controlled by Oracle Internet Directory for that user. 
Using the Oracle CM SDK-specific password ensures that even if a password is 
intercepted, the OID password is not compromised.

See the Oracle Content Management SDK Administrator’s Guide for more information 
about Oracle CM SDK-specific passwords.
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FTP and AFP
File Transfer Protocol (FTP) and AppleTalk Filing Protocol (AFP) send unencrypted 
user passwords across the network. If you are unwilling to accept this behavior, you 
should disable these protocols. 

If you are using Oracle Internet Directory, you can configure Oracle CM SDK to 
require Oracle CM SDK-specific passwords for these protocols to avoid 
compromising users’ OID passwords.

IMAP
By default, the Internet Message Access Protocol (IMAP) sends unencrypted user 
passwords across the network. If you are unwilling to accept this behavior, you 
should disable IMAP, or configure it to use Secure Sockets Layer (SSL). 
Alternatively, if you are using Oracle Internet Directory, you can configure Oracle 
CM SDK to require Oracle CM SDK-specific passwords for IMAP users to avoid 
compromising users’ OID passwords.

CUP
The Command-line Utilities protocol (CUP) sends unencrypted user passwords 
across the network. Oracle provides CUP as a development tool; it is not meant for 
use in a production environment. If you are unwilling to accept this behavior, you 
should disable this protocol. 

If you are using Oracle Internet Directory, you can configure Oracle CM SDK to 
require Oracle CM SDK-specific passwords for CUP users to avoid compromising 
users’ OID passwords.

HTTP/DAV
The HTTP/DAV protocol allows both basic (unencrypted) and digest (encrypted) 
authentication. Oracle CM SDK disables basic authentication by default, but 
administrators can enable it if they choose. If basic authentication is enabled, 
unencrypted user passwords are sent across the network, unless HTTP/DAV is 
configured to use SSL. Whether HTTP/DAV uses SSL depends on the configuration 
of Apache; this configuration is separate from and outside the scope of Oracle CM 
SDK configuration. If you are concerned about HTTP/DAV basic authentication, 
you should either disable basic authentication, or configure Apache to use SSL.
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Network Channel Encryption
AFP, CUP, FTP, HTTP/DAV, IMAP, NFS, and SMB/NTFS protocols do not encrypt 
the network channel by default. This means that files transferred using these 
protocols are susceptible to interception. If you are unwilling to accept this 
behavior, you should disable these protocols, or configure them to use SSL 
(Apache/HTTP/DAV and IMAP only).

Other Security Issues

Administration Interfaces
To perform Oracle CM SDK administration tasks using Oracle CM SDK Manager or 
the Application Server Control1, administrators authenticate using an HTML form. 
Unless Apache and Oracle Enterprise Manager are configured for SSL, unencrypted 
passwords are transmitted over the network.

JDBC
By default, JDBC does not encrypt network connections between Oracle CM SDK 
and the Oracle9i Database Server. Sites can optionally use Oracle Advanced 
Security to encrypt these connections.

Oracle Internet Directory
If you use Oracle Internet Directory to authenticate users, you can choose whether 
to use SSL to connect to Oracle Internet Directory. If you do not choose to use SSL, 
unencrypted passwords can be sent over network connections between Oracle CM 
SDK processes and Oracle Internet Directory.

Client Software
Oracle FileSync, the client file synchronization software, stores a cookie in the client 
file system. The Oracle FileSync cookie stores an opaque token (in other words, a 
randomly-generated string) in order to authenticate a particular user. This 
credential expires by default after ten days. Administrators can change the 
expiration date or disable the token credential by changing the 
IFS.SERVER.PROTOCOL.DAV.IfsServer.Auth.TokenCredential.Timeout 
property. See the Oracle Content Management SDK Administrator’s Guide for more 
information.

1 The Application Server Control was formerly known as the Oracle Enterprise Manager 
Web site.
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2
Requirements

This chapter provides information about system hardware and software 
requirements. It also describes how to prepare your system with the necessary 
Oracle software. Topics in this chapter include:

■ Hardware Requirements

■ Operating System Requirements

■ Oracle Database Requirements and Recommendations

■ Oracle Software Requirements

■ Upgrade Requirements and Process Overview

For additional information about any of the requirements or pre-installation steps 
involving Oracle Application Server, or components such as Oracle Internet 
Directory, see the appropriate guide from those listed under "Related Documents" 
in the Preface.

See Appendix A, "Planning Your Oracle CM SDK Deployment" for information 
about Oracle CM SDK deployment options.

Hardware Requirements
The requirements described in Table 2–1 and Table 2–2 are based on using the 
Oracle Application Server, A. J2EE and Web Cache installation type from the Oracle 
Application Server 10g (9.0.4) CD.
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Table 2–1 Minimum Hardware Requirements for Single-Computer Deployment

Description Requirement

Number of computers 1

Oracle CM SDK users 
supported

2 concurrent connected users

Number of CPUs 1 (add 1 CPU if Oracle Text is being used for indexing)

Minimum processor type AIX CPU: All AIX compatible processors
HP CPU: HP 9000 Series HP-UX processor for HP-UX 11.0 (64-bit)
Linux CPU: 1-Ghz Pentium III
Tru64 CPU: Alpha Processor
Solaris: Ultra 60

RAM 1 gigabyte

Hard-disk drive space 
and swap space

8.5 gigabytes minimum total free hard-disk drive space required, which includes 6 
gigabytes of space required by the Oracle database and Oracle Application Server 
Middle-Tier Install, and 2 gigabytes of swap space

Table 2–2 Minimum Hardware Requirements for Multiple-Computer Deployment

Description Requirements

Number of computers 2

Oracle CM SDK users 
supported

50 concurrent connected users

Minimum processor type AIX CPU: All AIX compatible processors
HP CPU: HP 9000 Series HP-UX processor for HP-UX 11.0 (64-bit)
Linux CPU: 1-Ghz Pentium III
Tru64 CPU: Alpha Processor
Solaris: Ultra 60

Computer 1:

Number of CPUs 1

RAM 1.5 gigabytes

Hard disk drive space and 
swap space

4 gigabytes minimum total free hard-disk drive space required, which includes 2 
gigabytes of space required by Oracle Application Server Middle-Tier Install, and 
2 gigabytes of swap space
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The hardware requirements for multiple-computer deployment support a 
workgroup of about 50 Oracle CM SDK concurrent connected users accessing all 
protocols moderately (a concurrent connected user is a user who is authenticated 
and has performed an operation in the previous hour). The hardware requirements 
for single-computer deployment can support approximately two Oracle CM SDK 
concurrent connected users accessing two protocols moderately. 

Table 2–1 and Table 2–2 do not include requirements for Oracle Internet Directory. If 
you want to use Oracle Internet Directory for Oracle CM SDK credential 
management, Oracle recommends that you install, configure, and run it on a 
separate computer. However, if your computer is powerful enough, it is possible to 
run Oracle CM SDK in an Oracle Application Server middle tier Oracle home and 
Oracle Internet Directory in an Oracle Application Server infrastructure Oracle 
home on the same computer. See Appendix A, "Planning Your Oracle CM SDK 
Deployment" for more information.

Operating System Requirements
For AIX, HP-UX, Compaq Tru64, and Linux operating system requirements, see 
Oracle Application Server 10g Installation Guide for configuration requirements. Also 
see the Oracle Content Management SDK Release Notes (platform-specific) for 
additional configuration requirements and caveats, in addition to the "Linux 
Requirements" noted in this section. 

For Sun SPARC Solaris systems, Oracle CM SDK requires Sun SPARC Solaris 2.8 
and Solaris 2.9 with the specific patches required by Oracle Application Server and 
any Solaris patches required for the JDK. See the Oracle Application Server 10g 
Installation Guide for Solaris patch requirements. You can download the patches 
from the Sun support web site (http://sunsolve.sun.com).

In addition, the Solaris system parameters must meet the requirements listed in the 
"Sun SPARC Solaris Kernel Parameters" on page 2-4.

Computer 2:

Number of CPUs 2 (includes 1 CPU for Oracle Text indexing)

RAM, disk, and swap 
space

See Oracle9i Database Server Installation Guide and Release Notes for requirements 
for the database computer.

Table 2–2 (Cont.) Minimum Hardware Requirements for Multiple-Computer Deployment

Description Requirements
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Linux Requirements
In addition to any issues in the Release Notes, the following requirements apply to 
Linux:

■ If the Oracle database supporting Oracle CM SDK is running on Linux, you 
must patch the database due to Oracle Text bug 2037255 prior to installing, or 
the configuration will fail.

■ The K desktop environment (KDE) does not support Oracle CM SDK 
installation on SuSE Linux 7.x (KDE2). Use fvwm or wmaker as the X Window 
manager when installing and configuring on Linux.

Sun SPARC Solaris Kernel Parameters
For Sun SPARC Solaris systems, if you create a database instance on a computer, 
you must make sure the kernel parameters for shared memory match the settings in 
the Oracle9i Database Installation Guide (excerpted as Table 2–3). However, note that 
the default settings typically meet or exceed these minimum values.

■ If you make changes to the /etc/system file, be sure to reboot the computer 
so that the kernel settings can take effect.



Oracle Database Requirements and Recommendations

Requirements 2-5

See your hardware platform’s documentation for more information about kernel 
parameters.

Oracle Database Requirements and Recommendations
To use an Oracle9i Database Server, Release 1 (9.2.0.3) database with Oracle CM 
SDK 10g (9.0.4), Oracle recommends that you create a separate Oracle home for 
Oracle Application Server (Oracle Application Server A, B, or C) on a different 
computer, and install and configure Oracle CM SDK in this Oracle home (see 
Chapter 1, Concepts, in the Oracle Content Management SDK Administrator’s Guide for 
information about integrating with Oracle Application Server). See 
"Multiple-Computer Deployment" on page A-4 for details.

If you have an existing Oracle production database that you want to use as the 
database tier for Oracle CM SDK, be sure that it meets the following requirements:

■ Oracle9i Database Server, Release 1 (9.2.0.3 or later); Enterprise or Standard 
Edition.

Table 2–3 Minimum Values for a Single Oracle9i Database Instance

Kernel Parameter  Setting Purpose

SEMMNI 100 Defines the maximum number of semaphore sets in the 
entire system.

SEMMNS 256 Defines the maximum semaphores on the system. This 
setting is a minimum recommended value, for initial 
installation only. The SEMMNS parameter should be 
set to the sum of the PROCESSES parameter for each 
Oracle database, adding the largest one twice, and then 
adding an additional 10 for each database.

SEMMSL 256 Defines the minimum recommended value, for initial 
installation only.

SHMMAX 4294967295 Defines the maximum allowable size of one shared 
memory segment, in bytes (4294967295 bytes = 4 GB).

SHMMIN 1 Defines the minimum allowable size of a single shared 
memory segment.

SHMMNI 100 Defines the maximum number of shared memory 
segments in the entire system.

SHMSEG 10 Defines the maximum number of shared memory 
segments one process can attach.
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■ Oracle JVM 9.2.0.3 (or above). Required; included as part of Enterprise or 
Standard Edition Oracle database server. See "Oracle JVM Option (JServer) 
Requirement" on page 2-7 for information about how to confirm that this option 
exists in an existing database.

■ Oracle Text 9.2.0.3 (or above). Required; Included as part of Enterprise or 
Standard Edition. Required for full-text search and retrieval.

■ Oracle JDBC/OCI Driver for JDK 1.4. In addition, the thin driver is required by 
the Oracle CM SDK Configuration Assistant.

■ Initialization parameter values that meet the Initialization Parameter 
Requirements.

■ Free space of at least 450 MB in the USERS tablespace (if you plan to use the 
USERS tablespace to store Oracle CM SDK objects) or enough free space in the 
custom tablespaces to accommodate the tables and indexes created during 
configuration. (See Appendix B, "Creating an Oracle Database" for information 
about minimum free space in each custom tablespace.)

Initialization Parameter Requirements
Configure Oracle9i Database Server using the parameters shown in Table 2–4. These 
parameters affect Oracle CM SDK installation and performance.

Note: Oracle CM SDK also supports release 9.0.1.4 of Oracle9i 
Database Server. 

Table 2–4 Oracle9i Initialization Parameters

Parameter Minimum Setting or Space Available

aq_tm_processes 1

java_pool_size 30 MB

job_queue_processes 4

open_cursors 300

processes 100

session_max_open_files 50

shared_pool_size 50 MB (52428800 bytes)
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To check the value of the parameters, connect to the database using SQL*Plus and 
run the following query of the v$parameter view:

SELECT name, value FROM v$parameter WHERE name = ’processes’;

SQL*Plus returns the value of the processes parameter. Repeat the command above, 
replacing the word processes with the appropriate parameter name to check the 
other parameter values as listed in Table 2–4.

If you need to change any parameters, be aware that initialization parameter 
settings are managed differently in Oracle9i than in prior releases. See the Oracle9i 
Database Administrator’s Guide for your release for specific instructions before 
changing any settings.

Oracle JVM Option (JServer) Requirement
The Oracle CM SDK configuration fails if the Oracle JVM option (also known as 
JServer) is not installed and running in the database. The easiest way to verify that 
the Oracle JVM option exists is to connect to the database instance as SYS ’AS 
SYSDBA’ using SQL*Plus and run the following query:

SELECT dbms_registry.status('JAVAVM') FROM dual;

If the result is VALID, then Oracle JVM is installed.

See the Oracle9i Installation Guide for information about installing the database with 
this option.

Oracle Software Requirements
Oracle CM SDK requires an Oracle home, based on Oracle Application Server 10g 
(9.0.4).

Oracle Home Requirement
Oracle CM SDK requires an Oracle home based on Oracle Application Server 10g 
(9.0.4) software, using one of the following installation types:

■ A. J2EE and Web Cache

■ B. Portal and Wireless

■ C. Business Intelligence and Forms
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Oracle recommends using the Oracle Application Server, A. J2EE and Web Cache 
installation option to support the middle tier, because it requires less RAM and 
hard-disk drive space than the other install types. Unlike the other installation 
options (B and C), the Oracle Application Server, A. J2EE and Web Cache 
installation type does not require Oracle Application Server, Infrastructure.

Installation option A allows you to use either Oracle CM SDK or Oracle Internet 
Directory for credential management. The other installation options (B and C) allow 
you to use either Oracle CM SDK or Oracle Internet Directory for credential 
management, but require you to install Oracle Internet Directory for use with other 
components. 

To use Oracle Internet Directory for credential management, you must install and 
configure Oracle Application Server, Infrastructure. To improve performance, 
Oracle recommends that you install Oracle Application Server, Infrastructure on a 
separate computer. 

Oracle Application Server, Infrastructure includes a restricted-use Enterprise 
Edition installation of the Oracle9i Database Server. During installation and 
configuration of Oracle Application Server Infrastructure, a database instance is 
created for the Oracle Application Server Metadata repository, and for Oracle 
Internet Directory. This should not be used for storing the Oracle CM SDK schema. 
Install Oracle Application Server, Infrastructure before installing Oracle CM SDK.

See Appendix A, "Planning Your Oracle CM SDK Deployment" for detailed 
deployment recommendations.

Upgrade Requirements and Process Overview
The process for upgrading an existing Oracle Internet File System or Oracle CM 
SDK to the current version of Oracle CM SDK depends on the release you are 
upgrading from, and on the release number of the Oracle database. Oracle CM SDK 
requires:

■ Oracle9i Database Server release 9.0.1.4 or 9.2.0.3 (or later)

■ Oracle Application Server 10g (9.0.4)

Each product must be in its own Oracle home. In addition, because of the respective 
resource requirements of each of these platforms, Oracle CM SDK typically requires 
multiple-computer deployment for production environments. Table 2–5 
summarizes the process for several Oracle Internet File System and Oracle CM SDK 
releases.
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To use an existing Oracle database instance, see the "Oracle Database Requirements 
and Recommendations" on page 2-5 to ensure that your instance meets all 
requirements.

Table 2–5 Overview of Steps for Various Upgrade Paths

Release Number Process Summary

Oracle Internet File System 1.1.x In order to install Oracle CM SDK 10g (9.0.4), 
you must first upgrade to Oracle Internet File 
System 9.0.1, and then upgrade to Oracle 
Internet File System 9.0.2.

For instructions, see the installation 
documentation for Oracle Internet File System 
9.0.1 and 9.0.2.

Oracle Internet File System 9.0.1 In order to install Oracle CM SDK 10g (9.0.4), 
you must first upgrade to Oracle Internet File 
System 9.0.2.

For instructions, see the installation 
documentation for Oracle Internet File System 
9.0.2.

Oracle Internet File System 9.0.2 and 
Oracle CM SDK 9.0.3

1. Install Oracle CM SDK into the Oracle 
Application Server-based (10g) Oracle 
home.

2. Copy all custom classes from your old 
Oracle Internet File System or Oracle CM 
SDK installation to the following 
directory:

$ORACLE_HOME/ifs/cmsdk/custom_classes

Note: If you have a custom class named 
LINK, you must rename the class before 
installing Oracle CM SDK 10g (9.0.4).

3. Upgrade your database to Oracle9i 
Database Server release 9.0.1.4 or 9.2.0.3 
(or later)

4. Use the Oracle CM SDK Configuration 
Assistant to upgrade to Oracle CM SDK 
10g (9.0.4). 
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3
Installation and Configuration

This chapter guides you through the process of installing and configuring Oracle 
Content Management SDK (Oracle CM SDK). Topics include:

■ Overview

■ Pre-Installation Tasks

■ Installing Software Components

■ Oracle CM SDK Server Configuration Types

■ Simple Configuration

■ Advanced Configuration: Creating a New Oracle CM SDK Domain

■ Advanced Configuration: Upgrading an Existing Domain

■ Advanced Configuration: Use an Existing Oracle CM SDK Domain

■ Non-Interactive Installation and Configuration

■ Non-Interactive Installation

■ Non-Interactive Configuration

Overview
Installation and configuration of Oracle CM SDK starts from the Oracle Universal 
Installer, the graphical user interface wizard that copies all necessary software to the 
target computer. 

■ As an alternative to using the wizard for installation and configuration, you can 
use a scripted approach. See "Non-Interactive Installation and Configuration" 
on page 3-44 for information.
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The Oracle CM SDK Configuration Assistant launches automatically at the end of 
the Oracle Universal Installer process. The Oracle CM SDK Configuration Assistant 
guides you through the process of identifying the Oracle database to be used for the 
Oracle CM SDK schema, selecting the type of authentication to use (native Oracle 
CM SDK credential manager or Oracle Internet Directory for credential 
management), and various other configuration tasks.

For information about post-configuration tasks, see Chapter 4, "Post-Configuration".

Pre-Installation Tasks
Before installing and configuring Oracle CM SDK, you must perform required 
pre-installation tasks, and can perform optional pre-installation tasks, depending on 
your deployment. 

Required Pre-Installation Tasks
Before installing and configuring Oracle CM SDK:

■ Shut down all extraneous applications to avoid resource conflicts.

■ Make sure the Oracle9i Database Server and listener process are running on the 
database server computer. If necessary, you can start these processes from the 
shell prompt using the startup command. For example:

lsnrctl start
sqlplus /nolog
SQL>connect sys/<password> as sysdba
Connected.
SQL> startup

ORACLE instance started.
Total System Global Area  185369592 bytes
Fixed Size                   279544 bytes
Variable Size             117440512 bytes
Database Buffers           67108864 bytes
Redo Buffers                 540672 bytes
Database mounted.
Database opened.
SQL> exit

■ Stop the Oracle Application Server Control site on the computer on which you 
are installing Oracle CM SDK. If you do not stop the Oracle Application Server 
Console site, the new Oracle CM SDK instance does not appear on the site. 
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Use the following command:

$ORACLE_HOME/bin/emctl stop iasconsole

■ If you are upgrading an existing Oracle Internet File System or Oracle CM SDK 
instance, stop all existing domains, nodes, and servers on the computer that is 
running the domain controller.

Recommended and Optional Preconfiguration Tasks for Oracle CM SDK
The Oracle CM SDK Configuration Assistant starts automatically at the end of the 
Oracle Universal Installer process and guides you through the process of 
identifying the Oracle database to use for the Oracle CM SDK schema and other 
configuration tasks.

Before you configure Oracle CM SDK, there are a number of preconfiguration tasks 
you might want to complete, depending on your planned deployment. To perform 
any of these tasks, cancel the Oracle CM SDK Configuration Assistant when it 
starts. 

After performing the desired preconfiguration task(s), you can then run the Oracle 
CM SDK Configuration Assistant again and configure Oracle CM SDK.

This section contains the following topics:

■ Create Custom Tablespaces (Recommended)

Table 3–1 Stop Commands for Oracle Internet File System or Oracle CM SDK

Release Command

Oracle Internet File System 
9.0.2

$ORACLE_HOME/9ifs/bin/ifsjservctl stop

$ORACLE_HOME/9ifs/bin/ifsstopdomain

Alternatively, you can use the Oracle Enterprise 
Manager to stop the domain and all nodes.

Oracle CM SDK 9.0.3 $ORACLE_HOME/ifs/cmsdk/bin/ifsctl stop

Alternatively, you can use the Oracle Enterprise 
Manager to stop the domain and all nodes.

Note: Oracle CM SDK requires an Oracle Application Server, 10g 
(9.0.4) Oracle home, separate from that of the database. These two 
Oracle homes can be on the same computer (resources allowing) or 
on different computers.
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■ Set Up Oracle CM SDK to Use Real Applications Clusters Database (Optional)

Table 3–2 lists recommended and optional preconfiguration tasks and provides 
information to help you determine whether or not a task is necessary to your 
deployment of Oracle CM SDK.

Create Custom Tablespaces (Recommended)
During Oracle CM SDK configuration, you must select whether to store all schema 
objects in the USERS tablespace, or in custom tablespaces. For a production 
environment, the USERS tablespace is not optimal. Oracle recommends creating 
custom tablespaces for the various tables and indexes that comprise the system 
before attempting to configure Oracle CM SDK. See "Creating Custom Tablespaces"  
on page B-2 for details.

Set Up Oracle CM SDK to Use Real Applications Clusters Database (Optional)
You can choose to run Oracle CM SDK against a Real Applications Clusters (RAC) 
database at any time, either preconfiguration or post-configuration. 

However, if you know that you want to point to a RAC database for your initial 
Oracle CM SDK deployment, performing the following preconfiguration steps 
allows you to specify a RAC database during the Oracle CM SDK configuration 
process. Note that there are additional post-configuration tasks that must also be 
completed.

Table 3–2 Optional Preconfiguration Tasks for Oracle CM SDK 

Optional Preconfiguration Task Purpose

"Create Custom Tablespaces 
(Recommended)"

Instructions for this task are described in 
Appendix B, "Creating an Oracle Database"

For a production environment, Oracle 
recommends creating custom tablespaces for 
the various tables and indexes that comprise 
the system. 

If you choose to create custom tablespaces, 
you must do so before configuring Oracle 
CM SDK. You cannot create custom 
tablespaces after configuring Oracle CM 
SDK.

"Set Up Oracle CM SDK to Use Real 
Applications Clusters Database (Optional)"

Instructions for this task begin on page 3-4

If you plan to use a Real Application 
Clusters (RAC) database with your initial 
deployment of Oracle CM SDK, Oracle 
recommends that you perform this 
preconfiguration task prior to configuring 
Oracle CM SDK.
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1. Set the following system parameter in the RAC database:

MAX_COMMIT_PROPAGATION_DELAY=1

2. Ensure that the JOB_QUEUE_PROCESSES parameter is set to a value of 10 or 
higher.

3. Make a TNS entry in the tnsnames.ora file for load balancing and connection 
failover options in each Oracle Home used by Oracle CM SDK. Please see the 
RAC Administrator’s Guide for more information on making a TNS entry for 
these options. 

4. Configure Oracle CM SDK, specifying the name of the RAC database on the 
Database Selection screen of the Oracle CM SDK Configuration Assistant.

5. Perform required post-configuration tasks. 

See "Using Oracle CM SDK with a RAC Database" on page 4-12 for details.

Installing Software Components
These instructions presume that you have completed all necessary pre-installation 
tasks appropriate for the deployment. See Chapter 2, "Requirements" for details.

You can also use the Oracle Universal Installer to install Oracle Workflow with 
Oracle CM SDK. See the Oracle Workflow User’s Guide for information about using 
Oracle Workflow.

1. Log on to the computer using the account name that owns the Oracle software 
(typically, the user account is oracle) and mount the Oracle CD or CD image 
containing the Oracle CM SDK software.

2. Launch the Oracle Universal Installer from the CD or CD image, located in:

<CD-ROM>/install/<OS>/runInstaller

where <OS> is one of the following:

Note: In order to use RAC, you must configure Oracle CM SDK 
against a specific node in the target RAC configuration, and this 
node must have load balancing disabled during the Oracle CM 
SDK configuration process.



Installing Software Components

3-6 Oracle Content Management SDK Installation and Configuration Guide

The Welcome screen appears.

Figure 3–1 Oracle Universal Installer: Welcome Screen

3. Read the Welcome screen, then click Next. The File Locations screen appears.

Table 3–3 Oracle Universal Installer: Operating System Directories

Platform <OS>

AIX Based Systems aix

HP-UX hpunix

Linux Intel1

1 The K desktop environment (KDE) does not support Oracle CM SDK installation on SuSE Linux 
7.x (KDE2). Use fvwm or wmaker as the X Window manager when installing and configuring on 
Linux.

linux

Compaq Tru64 decunix

Solaris solaris
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Figure 3–2 Oracle Universal Installer: File Locations Screen

4. On the File Locations screen, specify the following information:

■ Path: Accept or select the location of the products.jar file from the 
product CD or CD image in the Path field of the Source section.

■ Name: Accept the default or enter a new name for the Oracle Home in the 
Name field of the Destination section.

■ Path: Enter the full path of the directory in which to install the Oracle CM 
SDK software in the Path field of the Destination section. 

You must install Oracle CM SDK in the Oracle Application Server, 10g (9.0.4) 
middle-tier home. Select the file location carefully. After installation, you cannot 
move the Oracle CM SDK software without deinstalling and reinstalling.

5. Click Next to continue. The Select a Product to Install screen appears. 
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Figure 3–3 Oracle Universal Installer: Select a Product to Install Screen

Select Oracle Content Management SDK to install Oracle CM SDK. For 
information about installing Oracle Workflow, see the Oracle Workflow 
Installation Notes for Oracle Content Management SDK.

6. Click Next to continue. The Summary screen displays a list of the selected 
components and other installation details, such as space requirements. Oracle 
CM SDK should appear among the listed items.
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Figure 3–4 Oracle Universal Installer: Summary Screen

7. On the Summary screen, click Install to begin installation. A progress indicator 
appears to monitor the installation as the files that comprise the software are 
copied to the appropriate directories on the server. 

When the copying process completes, the Oracle Universal Installer launches the 
Oracle CM SDK Configuration Assistant automatically.

Oracle CM SDK Server Configuration Types
The Oracle CM SDK Configuration Assistant is launched automatically by the 
Oracle Universal Installer, and guides you through the range of possible 
deployment scenarios listed in Table 3–4. The Oracle CM SDK Configuration 
Assistant always begins with the Welcome screen shown in Figure 3–5.
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Figure 3–5 Oracle CM SDK Configuration Assistant: Welcome Screen

Make your choices on each screen and click Next to continue. You can click Cancel 
to stop the Oracle CM SDK Configuration Assistant and configure at a later time by 
executing ifsca from the command line, located in the following directory:

$ORACLE_HOME/ifs/cmsdk/bin

The Oracle CM SDK Configuration Assistant provides two main configuration 
options: Simple and Advanced. 

■ Simple Configuration asks a minimum of required questions and uses the 
defaults for most values. Simple configuration is recommended for users 
configuring Oracle CM SDK for testing or evaluation purposes. 

■ Advanced Configuration asks all advanced-level configuration questions, and 
enables you to create a new domain, upgrade a domain, or use an existing 
domain. Advanced configuration is recommended for a production 
environment.

Table 3–4 summarizes the types configurations you can perform:
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To monitor the Oracle CM SDK Configuration Assistant as it progresses, you can 
view the log as it is being written to the following file:

$ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log

Simple Configuration
These instructions guide you through the process of configuring the Oracle CM 
SDK domain using the simple configuration option. You must install and configure 
Oracle CM SDK into an Oracle home based on Oracle Application Server, 10g 
(9.0.4).

The simple configuration process creates a new Oracle CM SDK schema. If you 
want to upgrade an existing schema, you must use one of the advanced 
configuration options. 

■ Simple Configuration Default Values

■ Simple Configuration Installation

Table 3–4 Oracle CM SDK Configuration Assistant Options

Configuration Type Usage Note

Simple Configuration Asks a minimum number of required questions and 
uses the defaults for most values. Recommended for 
testing or evaluation purposes.

Advanced Configuration: 
Creating a New Oracle CM SDK 
Domain

Creates a new Oracle CM SDK schema in the database. 
Optionally configures the software required to include 
the computer as a node in the domain.

Advanced Configuration: 
Upgrading an Existing Domain

Upgrades a prior Oracle Internet File System or Oracle 
CM SDK instance to the current Oracle CM SDK 10g 
(9.0.4).

Select this option to upgrade an existing Oracle 
Internet File System or Oracle CM SDK schema.

Advanced Configuration: Use 
an Existing Oracle CM SDK 
Domain

Configures the Oracle CM SDK software on the system 
for integration with an existing domain. This 
configures the software needed to manage the 
computer as a target via the Web-based Oracle 
Enterprise Manager.

Use this configuration type to add more middle-tier 
computers to the Oracle CM SDK domain.
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Simple Configuration Default Values
Table 3–5 summarizes the default values used in the simple configuration option.

Table 3–5 Simple Configuration Default Values

Parameter Description Default Value

Domain operation The Oracle CM SDK Configuration Assistant can perform the 
following operations:

■ Create a new Oracle CM SDK domain

■ Upgrade an existing Oracle Internet File System or 
Oracle CM SDK domain

■ Set up this computer to use an existing Oracle CM SDK 
domain

Create a new Oracle 
CM SDK domain

Primary tablespace Stores metadata for documents, information about users and 
groups, and other Oracle CM SDK object data. (50 MB)

USERS tablespace

Non-Indexed Media tablespace Stores LOB data for documents that are not indexed by 
Oracle Text, such as zip files. (50 MB)

USERS tablespace

Indexed Media tablespace Stores LOB data for documents indexed by Oracle Text, such 
as text and word processing files. (50 MB)

USERS tablespace

interMedia Media tablespace Stores LOB data for documents indexed by Oracle 
interMedia, such as image, audio, and video files. (50 MB)

USERS tablespace

Oracle Text Tokens tablespace Stores the Oracle Text tokens table. (50 MB) USERS tablespace

Oracle Text Index tablespace Stores the index on the Oracle Text tokens table. (50 MB) USERS tablespace

Oracle Text Data tablespace Stores miscellaneous Oracle Text tables. (150 MB) USERS tablespace

Character set Select the default character set to use when storing 
documents in Oracle CM SDK. 

Character set used by 
the local computer

Language Select the default indexing language to use when storing 
documents in Oracle CM SDK. 

English

FTP port The port at which the FTP server listens. 21

NFS port The port at which the NFS server listens. 2049

NFS mount server port The port at which the NFS mount server listens. 0

IMAP port The port at which the IMAP server listens. 143

CUP port The port at which the CUP server listens. 4180

Site administrator e-mail address The e-mail address of the Oracle CM SDK administrator. user@domain.com

Credential manager The Oracle CM SDK Configuration Assistant configures one 
of the following credential managers:

■ Oracle CM SDK directory service

■ Oracle Internet Directory service

Oracle CM SDK 
directory service
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Simple Configuration Installation
The instructions begin from the Oracle CM SDK Configuration Assistant Welcome 
screen.

system user password Password for the Oracle CM SDK system user. manager9ifs

Note: Oracle 
recommends that you 
change this password 
after configuration.

guest user password Password for the Oracle CM SDK guest user. welcome9ifs

Note: Oracle 
recommends that you 
change this password 
after configuration.

scott user password Password for the Oracle CM SDK scott user. tiger9ifs

Note: Oracle 
recommends that you 
change this password 
after configuration.

Local host name The name of the computer on which Oracle CM SDK 
Configuration Assistant is being run.

<localhost>

Run Domain Controller Whether to configure the Oracle CM SDK Domain Controller 
process. Only one computer in the Oracle CM SDK domain 
should run this process. 

Yes

Run Node Whether to configure a regular node to run on this computer. Yes

Run HTTP Node Whether to configure an HTTP node to run the Oracle CM 
SDK DAV server for HTTP and WebDAV access on this 
computer. The HTTP node is also required to run the Oracle 
CM SDK HTTP Administration Tool. 

Yes

Node name The name of the regular node. <localhost> Node

Run agents Whether to configure all of the Oracle CM SDK system 
agents to run on this computer. Only one computer in the 
Oracle CM SDK domain should run the system agents. 

Yes

Run protocol servers Whether to configure protocol servers to run on this 
computer. Supported protocol servers include FTP, AFP, CUP, 
SMTP, NFS, SMB, and IMAP.

Run all protocol servers

HTTP node name The name of the HTTP node. <localhost> HTTP 
Node

Table 3–5 (Cont.) Simple Configuration Default Values

Parameter Description Default Value
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1. Click Next on the Welcome to Oracle CM SDK Configuration Assistant screen 
to begin the configuration process. The Configuration Type screen appears.

Figure 3–6 Configuration Type Screen

Select Simple Configuration and click Next. 

2. The Database Selection screen appears.
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Figure 3–7 Database Selection Screen

3. Specify the following information:

■ Database Host Name: Enter the fully-qualfied name of the host on which 
the database is running.

■ Listener Port Number: Enter the listener port number. The default value is 
1521.

■ Database Service Name: Enter the name of the database service.

■ Password of Database User SYS: Enter the password for the Oracle 
database SYS user account.

Click Next to continue.

4. The Database Login Verifications message box appears while the Oracle CM 
SDK Configuration Assistant verifies the CLASSPATH, database connection to 
the Oracle9i Database Server, initialization parameters, Oracle JServer 
installation and other requirements.

If an error occurs, you must correct the problem before configuration can 
continue. See Chapter 6, "Troubleshooting" and view the CmsdkConfig.log 
file for more information.
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5. When the verification process completes, the Schema Name screen appears.

Figure 3–8 Schema Name Screen

6. Enter a name to use for the new Oracle CM SDK schema. The schema name 
should not already exist in the database. You must also provide a password for 
the schema. Enter the password in both fields to confirm. 

7. Click Next to continue. The Oracle CM SDK Configuration Assistant checks to 
see if the schema name exists in the database. 

If the name exists, or if related schema names based on the schema name exist, a 
message box appears notifying you of this conflict. 

■ Click No to return to the Schema Name screen and enter a new name for 
the schema.

■ Click Yes if you want to drop this schema and all related objects from the 
database (tables, views, and so forth), and create a new schema. 

Caution: Selecting Yes deletes the existing schema.
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The URL Information screen appears.

Figure 3–9 URL Information Screen

8. In the URL Information screen, enter the following information:

■ HTTP Host Name: Enter the hostname of the computer through which you 
want the domain to provide HTTP listener services. Typically, this is the 
Oracle Application Server, Infrastructure middle-tier Web server computer. 
Enter the fully-qualified hostname in the following format:

<computer_name>.<domain>

■ HTTP Port: Enter the port number of the computer through which you 
want the domain to provide HTTP listener services. This port number was 
specified during the installation of Oracle Application Server, 
Infrastructure.

■ Uses SSL: Click the Uses SSL box to select SSL only if you have configured 
SSL on the HTTP host computer. By default, the Web server computer 
listens at port 7777.

9. The Summary screen appears.
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Figure 3–10 Summary Screen

10. Note the name and location of the log file.

11. Click Configure to execute the configuration process. Once you have started the 
configuration process, a progress window appears. If an error occurs, check the 
following log file for more information:

$ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log

When the process completes, a message appears notifying you that the 
configuration was successful.

12. Click OK to close the message. If the Oracle Universal Installer launched the 
Oracle CM SDK Configuration Assistant, the Oracle Universal Installer End 
Installation screen appears. 

13. On the Oracle Universal Installer End Installation screen, click Exit to exit from 
the Oracle Universal Installer. Click Yes to confirm that you want to exit the 
Oracle Universal Installer.

At the end of the configuration process, several scripts execute automatically in 
order to integrate Oracle CM SDK and the Oracle Enterprise Manager Application 
Server Control. See Chapter 4, "Post-Configuration" for instructions about how to 
make Oracle CM SDK operational. 
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Advanced Configuration: Creating a New Oracle CM SDK Domain
These instructions guide you through the process of configuring the Oracle CM 
SDK domain controller computer, which is typically the first computer in the 
domain that you are configuring. This option creates a new Oracle CM SDK 
schema. To upgrade an existing schema, see "Advanced Configuration: Upgrading 
an Existing Domain" on page 3-38.

You must install and configure Oracle CM SDK into an Oracle home based on 
Oracle Application Server 10g (9.0.4).

The instructions begin from the Oracle CM SDK Configuration Assistant Welcome 
screen.

1. Click Next on the Welcome to Oracle CM SDK Configuration Assistant screen 
to begin the configuration process. The Configuration Type screen appears.

Figure 3–11 Configuration Type Screen

Select Advanced Configuration and click Next. 

2. The Domain Operation screen appears.
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Figure 3–12 Domain Operation Screen

3. On the Domain Operation screen, select Create a new Oracle CMSDK domain 
and click Next to continue. 

4. The Database Selection screen appears. 
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Figure 3–13 Database Selection Screen

5. Specify the following information:

■ Database Host Name: Enter the name of the host on which the database is 
running. Oracle Corporation recommends that you use a fully-qualified 
host name, but this is not required.

■ Listener Port Number: Enter the listener port number. The default value is 
1521.

■ Database Service Name: Enter the name of the database service.

■ Password of Database User SYS: Enter the password for the Oracle 
database SYS user account.

6. Click Next to continue. The Database Login Verifications message box appears 
while the Oracle CM SDK Configuration Assistant verifies the CLASSPATH, 
database connection to the Oracle9i Database Server, initialization parameters, 
Oracle JServer installation and other requirements.

If an error occurs, you must correct the problem before configuration can 
continue. See Chapter 6, "Troubleshooting" and view the CmsdkConfig.log 
file for more information.
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7. When the verification process completes, the Schema Name screen appears.

Figure 3–14 Schema Name Screen

8. Enter a name to use for the Oracle CM SDK schema. The schema name should 
not already exist in the database. You must also provide a password for the 
schema. Enter the password in both fields to confirm. 

9. Click Next to continue. The Oracle CM SDK Configuration Assistant checks to 
see if the schema name exists in the database. If the name exists, or if related 
schema names based on the schema name exist, a message box appears 
notifying you of this conflict. 

■ Click No to return to the Schema Name screen and enter a new name for 
the schema.

■ Click Yes if you want to drop this schema and all related objects from the 
database (tables, views, and so forth), and create a new schema. 

The Tablespaces screen appears.

Caution: Selecting Yes deletes the existing schema.
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10. In the Tablespaces screen, either select the USERS tablespace or specify 
individual tablespaces for each data type. The tablespaces must exist in order to 
select them for each data type. The Oracle CM SDK Configuration Assistant 
does not create tablespaces. To improve performance, Oracle recommends that 
you use custom tablespaces when configuring production environments. See 
Appendix B, "Creating an Oracle Database" in this guide for additional 
information on custom tablespaces. 

Figure 3–15 Tablespaces Screen

■ If you have not created custom tablespaces for Oracle CM SDK content, 
select Use the USERS tablespace for all Oracle Content Management SDK 
data. 

■ If you have created tablespaces specifically for Oracle CM SDK content, 
select Specify a tablespace for each data type and choose the tablespaces 
that you want to use for each type of content from the drop-down lists. 

11. Click Next to continue. The Character Set and Language screen appears. 
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Figure 3–16 Character Set and Language Screen

12. Select the default character set and indexing language to use when storing 
documents in Oracle CM SDK. The document character set defaults are used by 
client applications that do not specify a language or character set for documents 
being transferred to Oracle CM SDK. The default character set is also used by 
non-Unicode enabled protocols, such as FTP and WebDAV, to determine the 
character set that these protocol servers should use.

Oracle Corporation recommends setting the character set to the character set 
used by the majority of users in your Oracle Files domain. 

Table 3–7 lists some of the multibyte character sets available for use if you only 
need to support a single language:

Table 3–6 Multibyte Language Character Sets

Multi-byte Language Character Set

Chinese UTF8, ZHS16CGB231280, ZHS16GBK, ZHT32EUC, 
ZHT16BIG5, ZHT32TRIS, AL24UTFFSS

Japanese UTF8, JA16SJIS, JA16EUC

Korean UTF8, KO16KSC5601
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If you need to support single-byte language functionality only, you can use 
UTF8 or any of the single-byte character sets supported by the database. For 
more information, see the section on MULTI_LEXER in the Oracle Text Reference 
Guide.

13. Click Next to continue. The Default Port Numbers screen appears.

Figure 3–17 Default Port Numbers Screen

14. Change the port numbers as needed.

■ To run both the native UNIX and the Oracle CM SDK versions of a specific 
protocol server listed on this computer, you must change the port numbers 
to avoid conflicts. 

Note: To provide Oracle CM SDK NFS support to NFS clients 
running on AIX, HP-UX, or Compaq Tru64, you must use port 2049 
(the default) for Oracle CM SDK and disable the native UNIX NFS 
protocol server. Linux and Solaris NFS clients do not have this 
limitation, so you can use both UNIX NFS and Oracle CM SDK NFS 
protocol servers on the same computer for these clients.
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■ If you change the main port for the NFS protocol server, you must also 
change the NFS mount server port to a number other than 0. A value of 0 
indicates that the mount server port number should be dynamically 
allocated by the port mapper, and should only be used when the NFS 
protocol server is on the standard NFS port number 2049.

■ If you do not want run the native UNIX implementations of the services, 
you can accept the default port numbers. The default port number settings 
are stored as an object for use by all middle-tier computers that use the 
Oracle CM SDK schema. Use the Application Server Control to change the 
configuration on any single middle-tier computer. 

15. Click Next to continue. The URL Information screen appears. 

Figure 3–18 URL Information Screen

16. In the URL Information screen, enter the following information:

■ HTTP Host Name: Enter the hostname of the computer through which you 
want the domain to provide HTTP listener services. Typically, this is the 
Oracle Application Server, Infrastructure middle-tier Web server computer. 
Enter the fully-qualified hostname in the following format:

<computer_name>.<domain>
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■ HTTP Port: Enter the port number of the computer through which you 
want the domain to provide HTTP listener services. This port number was 
specified during the installation of Oracle Application Server, 
Infrastructure.

■ Uses SSL: Click the Uses SSL box to select SSL only if you have configured 
SSL on the HTTP host computer. By default, the Web server computer 
listens at port 7777.

17. Click Next to continue. The Admin Information screen appears. 

Figure 3–19 Admin Information Screen

18. Enter the fully-qualified e-mail address to use to send notifications and other 
messages to the Oracle CM SDK administrator. For example, 
username@yourcompany.com. 

19. Click Next to continue. The Directory Service screen appears. 

Note: You must enter a valid e-mail address.
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Figure 3–20 Directory Service Screen

20. Select the directory service to use for user authentication, either Oracle CM 
SDK Directory Service or Oracle Internet Directory Service.

■ If you select Oracle CM SDK Directory Service, the Users screen appears. 
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Figure 3–21 Users Screen

Enter passwords for the system, guest, and scott user accounts. The 
password for the system account must be at least five characters long, must 
include at least one numeric character, and must use ASCII characters only. 
Click Next to continue. The Set up Local Computer screen appears. Continue 
the instructions at step 25.

■ If you select Oracle Internet Directory Service in the Directory Service 
screen, you must already have an Oracle Internet Directory instance 
configured and running. Click Next to continue. The OiD Login screen 
appears.
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Figure 3–22 OiD Login Screen

21. Enter the login information for the Oracle Internet Directory instance that you 
want to use for credential management. 

■ In the Server field, enter the fully-qualified hostname of the computer 
running Oracle Internet Directory. 

■ In the Port field, enter the port number at which Oracle Internet Directory 
server listens.

– The default port number is 3060.

– If you have SSL-enabled Oracle Internet Directory, select Uses SSL and 
change the port number. Typically, the default port number for 
SSL-enabled Oracle Internet Directory is 3130.

– The default port number for LDAP is 389.  The default port number for 
LDAP with SSL-enabled Oracle Internet Directory is 636.

■ The default Oracle Internet Directory super user name is cn=orcladmin. 
The password is the password supplied for the ias_admin Infrastructure 
user.
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■ The default OID root Oracle context is cn=OracleContext. Typically, you 
can leave this unchanged. If the Oracle Internet Directory administrator has 
changed the root context, enter the correct value. (The concept of a "root 
context" is specific to LDAP directory services.)

22. Click Next to continue. The OID Users screen appears.

Figure 3–23 OiD Users Screen

23. Use existing user accounts or create new user accounts.

■ To use an existing Oracle Internet Directory user account for an Oracle CM 
SDK system, guest, or scott account, select Map to user and enter the 
account name and password. 

■ To create a new system, guest, or scott account, select Create as new 
and enter the password for the account. 

The password for the system and guest accounts must be at least five 
characters long and must include at least one numeric character. The scott 
account is optional, and typically used for demonstration purposes.

24. Click Next to continue. The OidCredentialManager is configured using the 
settings selected in steps 21 and 23. The Set up Local Computer screen appears.
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Figure 3–24 Set up Local Computer Screen

25. On the Set up Local Computer screen:

■ Select Yes to configure this domain as a target that can be managed using 
the Application Server Control. Select this if you want to configure the local 
computer to run the Domain, Node, or HTTP Node. This creates the Oracle 
CM SDK schema and configures the computer as an Oracle CM SDK 
middle-tier.

■ Select No to create the new domain without the software necessary to 
manage it as a target from the Application Server Control. This creates the 
Oracle CM SDK schema, but does not configure the computer as an Oracle 
CM SDK middle-tier. Continue the instructions at step 34.

26. Click Next to continue. The Domain Components screen appears. 
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Figure 3–25 Domain Components Screen

27. Select the processes that you want to configure for the domain. By default, all 
processes are selected on this screen. 

■ If the computer contains multiple network interface cards (NICs), enter the 
hostname that you want to use for Oracle CM SDK in the Local Host Name 
field. You can specify a hostname or an IP address. 

See the Oracle Content Management SDK Administrator’s Guide for 
information about changing a hostname after configuration.

■ Select Run Domain Controller on this computer to configure the Oracle 
CM SDK Domain Controller process. Only one computer in the Oracle CM 
SDK domain should run this process. 

■ Select Run a Node on this computer to configure a regular node to run on 
this computer.

■ Select Run an HTTP Node on this computer to configure an HTTP node to 
run the Oracle CM SDK DAV server for HTTP and WebDAV access on this 
computer. The HTTP node is also required to run the Oracle CM SDK 
Enterprise Manager. 
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See the Oracle Content Management SDK Administrator’s Guide for more 
information about domain controllers and nodes. 

28. Click Next to continue. The OC4J Verification message box appears while the 
Oracle CM SDK Configuration Assistant searches for an existing OC4J instance 
on the computer. If an OC4J instance exists, a message box appears. Select one 
of the following: 

■ Click Yes to replace the existing instance with a new OC4J instance.

■ Click No to leave the existing OC4J instance. The Oracle CM SDK 
Configuration Assistant does not create an OC4J instance for the new HTTP 
node.

29. Click Next to continue. The Domain Component Verifications message box 
appears while the Oracle CM SDK Configuration Assistant verifies the local 
host name. If the local host name is not valid, you must retype the name in the 
Domain Components screen. 

30. If you selected Run a Node on this computer in the Domain Components 
screen in step 26, the Node Configuration screen appears when the verification 
process completes successfully.  

Otherwise, the Summary screen appears.
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Figure 3–26 Node Configuration Screen

31. The Node Configuration screen lists all the protocol servers and agents 
(discussed in Chapter 1, Concepts, in the Oracle Content Management SDK 
Administrator’s Guide) that you can choose to run in the domain:

■ Enter the name by which you want the node to be known in the Node 
Name field. It can include the name of the computer (hostname). The name 
must be unique across all of the nodes on this domain.

■ Select Run Oracle CM SDK Agents to configure all of the Oracle CM SDK 
system agents to run on this computer. Only one computer in the Oracle 
CM SDK domain should run the system agents. 

■ Select Run Protocol Servers to configure protocol servers to run on this 
computer. Supported protocol servers include FTP, AFP, CUP, SMTP, NFS, 
SMB, and IMAP.

32. Click Next to continue. If you selected Run an HTTP Node on this computer 
on the Domain Components screen in step 26, the HTTP Node Configuration 
screen appears. 

Otherwise, the Summary screen appears.
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Figure 3–27 HTTP Node Configuration Screen

33. Enter a name for the HTTP Node and click Next to continue. 

The Oracle CM SDK Configuration Assistant now has all the information it 
needs to create a new Oracle CM SDK schema and to configure the node and 
other processes.

34. Click Next to continue. The Summary screen appears. 
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Figure 3–28 Summary Screen

35. Note the name and location of the log file.

36. Click Configure to execute the configuration process. Once you have started the 
configuration process, a progress window appears. If an error occurs, check the 
following log file for more information:

$ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log

When the process completes, a message appears notifying you that the 
configuration was successful.

37. Click OK to close the message. If the Oracle Universal Installer launched the 
Oracle CM SDK Configuration Assistant, the Oracle Universal Installer End 
Installation screen appears. 

38. On the Oracle Universal Installer End Installation screen, click Exit to exit from 
the Oracle Universal Installer. Click Yes to confirm that you want to exit the 
Oracle Universal Installer.

At the end of the configuration process, several scripts execute automatically in 
order to integrate Oracle CM SDK and the Application Server Control. See Chapter 4, 
"Post-Configuration" for instructions about how to make Oracle CM SDK operational. 
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Advanced Configuration: Upgrading an Existing Domain
These instructions guide you through the process of upgrading an existing Oracle 
Internet File System or Oracle CM SDK domain. These instructions assume that you 
have completed all of the required tasks described in Chapter 2, and that you have 
stopped the existing Oracle Internet File System or Oracle CM SDK domain, as 
described in "Required Pre-Installation Tasks" on page 3-2. In order to install Oracle 
CM SDK 10g (9.0.4), you must first upgrade to Oracle Internet File System release 
9.0.2 or Oracle CM SDK release 9.0.3.

Before running the Oracle CM SDK Configuration Assistant, copy all custom classes 
from your old Oracle Internet File System or Oracle CM SDK installation to the 10g 
(9.0.4) installation. The custom classes are located in $ORACLE_
HOME/ifs/cmsdk/custom_classes. If the Oracle CM SDK Configuration 
Assistant cannot find the custom classes, it might not be able to upgrade the 
schema.

The instructions begin from the Oracle CM SDK Configuration Assistant Welcome 
screen.

1. Read the Welcome screen, then click Next to begin the configuration process. 
The Configuration Type screen appears.

2. Select Advanced Configuration and click Next. The Domain Operation screen 
appears.

3. On the Domain Operation screen, select Upgrade an existing Oracle Internet 
File System domain and click Next to continue.

4. A message appears warning you to copy your custom classes before upgrading. 
Click OK to continue.

Note: If you have a custom class named LINK, you must rename 
the class before upgrading to Oracle CM SDK 10g (9.0.4).

Note: The upgrade process requires a default LOB chunk size of 
32K for all database content. If you changed the default chunk size 
when you initially installed and configured Oracle Internet File 
System or Oracle CM SDK, you must change the chunk size in the 
upgrade actions file before upgrading. Contact your Oracle Support 
representative for details.



Oracle CM SDK Server Configuration Types

Installation and Configuration 3-39

5. The Database Selection screen appears.

6. On the Database Selection screen, specify the following information:

■ Database Host Name: Enter the name of the host on which the database 
containing the existing Oracle Internet File System or Oracle CM SDK 
domain is running. 

■ Listener Port Number: Enter the listener port number. The default value is 
1521.

■ Database Service Name: Enter the name of the database service.

■ Password of Database User SYS: Enter the password for the Oracle 
database SYS user account.

7. Click Next to continue. The Database Login Verifications message box appears 
while the Oracle CM SDK Configuration Assistant verifies the CLASSPATH, 
database connection to the Oracle9i Database Server, and other requirements. If 
an error occurs, you must correct the problem before configuration can 
continue. 

If an error occurs, you must correct the problem before configuration can 
continue. See Chapter 6, "Troubleshooting" and view the CmsdkConfig.log 
file for more information.

When the verification process completes, the Schema Name screen appears.

8. Select the Oracle Internet File System or Oracle CM SDK schema that you want 
to upgrade and enter the password for the schema. 

9. Click Next to continue. The URL Information screen appears. 

■ Enter the fully-qualified hostname and port number of the computer 
through which you want the domain to provide HTTP (Web) services. 

■ Select Uses SSL only if you have configured SSL on that computer.

10. Click Next to continue. The Admin Information screen appears. Enter the 
fully-qualified e-mail address to use to send notifications and other messages to 
the Oracle CM SDK administrator. For example, 
username@yourcompany.com. 

11. Click Next to continue. The Set up Local Computer screen appears.

12. On the Set up Local Computer screen:

■ Select Yes to configure this computer as a target that can be managed using 
the Application Server Control. 
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■ Select No to upgrade the domain to Oracle CM SDK 10g (9.0.4) without the 
software necessary to manage it as a target from the Application Server 
Control. Continue the instructions with step 18.

13. Click Next to continue. The Domain Components screen appears. Select the 
processes that you want to configure for the domain. By default, all processes 
are selected on this screen. 

■ If the computer contains multiple network interface cards (NICs), enter the 
hostname that you want to use for Oracle CM SDK in the Local Host Name 
field. 

■ Select Run Domain Controller on this computer to configure the Oracle 
CM SDK Domain Controller process. Only one computer should run this 
process. 

■ Select Run a Node on this computer to configure a regular node to run on 
this computer.

■ Select Run an HTTP Node on this computer to configure an HTTP node to 
run the Oracle CM SDK DAV server for HTTP and WebDAV access on this 
computer.

14. Click Next to continue.  The Domain Component Verifications message box 
appears while the Oracle CM SDK Configuration Assistant verifies the local 
host name. If the local host name is not valid, you must retype the name in the 
Domain Components screen. 

15. If you selected Run a Node on this computer in the Domain Components 
screen in step 13, the Node Configuration screen appears when the verification 
process completes successfully.  

Otherwise, the Summary screen appears. Continue the instructions with step 
18.

16. The Node Configuration screen lists all Oracle CM SDK processes (protocol 
servers and agents discussed in Chapter 1, Concepts, in the Oracle Content 
Management SDK Administrator’s Guide) that you can choose to run in the 
domain:

■ Enter the name by which you want the node to be known in the Node 
Name field. This can optionally include the name of the computer 
(hostname). 

■ Select Run Oracle CM SDK Agents to configure all of the Oracle CM SDK 
system agents to run on this computer. Agents can run on only one node in 
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the domain. If agents are configured to run on another node, you must 
deselect this option.

■ Select Run Protocol Servers to configure protocol servers to run on this 
computer. Supported protocol servers include FTP, AFP, CUP, SMTP, NFS, 
SMB, and IMAP.

17. Click Next to continue. If you selected Run an HTTP Node on this computer 
on the Domain Components screen in step 13, the HTTP Node Configuration 
screen appears. Enter the name for the HTTP Node and click Next to continue. 

The Oracle CM SDK Configuration Assistant now has all the information it 
needs to create a new Oracle CM SDK schema and to configure the node and 
other processes.

18. Click Next to continue. The Summary screen appears. Note the name and 
location of the log file.

19. Click Configure to execute the configuration process using all the information 
entered via the Oracle CM SDK Configuration Assistant. Once you have started 
the configuration process, a progress window appears. If an error occurs, check 
the following log file for more information:

$ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log

When the process completes, a message appears notifying you that the 
configuration was successful.

20. Click OK to close the message. If the Oracle Universal Installer launched the 
Oracle CM SDK Configuration Assistant, the Oracle Universal Installer End 
Installation screen appears. 

21. On the Oracle Universal Installer End Installation screen, click Exit to exit from 
the Oracle Universal Installer. Click Yes to confirm that you want to exit the 
Oracle Universal Installer.

At the end of the configuration process, several scripts execute automatically in 
order to integrate Oracle CM SDK and the Application Server Control. See Chapter 4, 
"Post-Configuration" for instructions about how to make Oracle CM SDK 
operational. 

Note: After upgrading, you must manually sync the existing 
IFS_TEXT index. See Appendix A, Oracle Text Reference, in the Oracle 
Content Management SDK Administrator’s Guide for more 
information.
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Advanced Configuration: Use an Existing Oracle CM SDK Domain
These instructions guide you through the process of setting up a computer to use an 
existing domain. Use this configuration type to add more middle-tier computers to 
the Oracle CM SDK domain.

You must install and configure Oracle CM SDK software into an Oracle home based 
on Oracle Application Server 10g (9.0.4).

The instructions begin from the Oracle CM SDK Configuration Assistant Welcome 
screen.

1. Click Next on the Welcome to Oracle CM SDK Configuration Assistant screen 
to begin the configuration process. The Configuration Type screen appears.

2. Select Advanced Configuration and click Next. The Domain Operation screen 
appears.

3. On the Domain Operation screen, select Set up this computer to use an 
existing Oracle CM SDK domain and click Next to continue. The Database 
Selection screen appears.

4. On the Database Selection screen, specify the following information:

■ Database Host Name: Enter the name of the host on which the database is 
running.

■ Listener Port Number: Enter the listener port number. The default value is 
1521.

■ Database Service Name: Enter the name of the database service.

■ Password of Database User SYS: Enter the password for the Oracle 
database SYS user account.

5. Click Next to continue. The Database Login Verifications message box appears 
as the Oracle CM SDK Configuration Assistant verifies the CLASSPATH, 
database connection to the Oracle9i Database Server, initialization parameters, 
Oracle JServer installation and other requirements.

If an error occurs, you must correct the problem before configuration can 
continue. See Chapter 6, "Troubleshooting" and view the CmsdkConfig.log 
file for more information.

When the verification process completes, the Schema Name screen appears.

6. Select the Oracle CM SDK schema that you want to reuse and enter the 
password for the schema.
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7. Click Next to continue. The Domain Components screen appears.

8. On the Domain Components screen, select the processes that you want to 
configure to run on this computer. By default, all processes are selected.

■ If the computer contains multiple network interface cards (NICs), enter the 
hostname that you want to use for Oracle CM SDK in the Local Host Name 
field. 

■ Select Run Domain Controller on this computer to configure the Oracle 
CM SDK Domain Controller process. Only one computer should run this 
process. 

■ Select Run a Node on this computer to configure a regular node to run on 
this computer.

■ Select Run an HTTP Node on this computer to configure an HTTP node to 
run the Oracle CM SDK DAV server for HTTP and WebDAV access on this 
computer.

9. Click Next to continue.  The Domain Component Verifications message box 
appears while the Oracle CM SDK Configuration Assistant verifies the local 
host name. If the local host name is not valid, you must retype the name in the 
Domain Components screen. 

10. If you selected Run a Node on this computer in the Domain Components 
screen in step 13, the Node Configuration screen appears when the verification 
process completes successfully.  

Otherwise, the Summary screen appears. Continue the instructions with step 
13.

11. The Node Configuration screen lists all Oracle CM SDK processes (protocol 
servers and agents discussed in Chapter 1, Concepts, in the Oracle Content 
Management SDK Administrator’s Guide) that you can choose to run in the 
domain:

■ Enter the name by which you want the node to be known in the Node 
Name field. It can include the name of the computer (hostname), but it need 
not: the value is any string that makes sense to you.

■ Select Run Oracle CM SDK System Agents to configure all of the Oracle 
CM SDK system agents to run on this computer. Agents can run on only 
one node in the domain. If agents are configured to run on another node, 
you must deselect this option.
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■ Select Run Protocol Servers to configure protocol servers to run on this 
computer. Supported protocol servers include FTP, AFP, CUP, SMTP, NFS, 
SMB, and IMAP.

12. Click Next to continue. If you selected the Run an HTTP Node on this 
computer on the Domain Components screen in step 8, the HTTP Node 
Configuration screen appears. Enter the name for the HTTP Node and click 
Next to continue. 

The Oracle CM SDK Configuration Assistant now has all the information it 
needs to configure the computer. 

13.  The Summary screen appears. Note the name and location of the log file.

14. Click Configure to execute the configuration process using all the information 
entered via the Oracle CM SDK Configuration Assistant. Once you have started 
the configuration process, a progress window appears. If an error occurs, check 
the following log file for more information:

$ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log

When the process completes, a message appears, telling you that the 
configuration was successful.

15. Click OK to close the message. If the Oracle Universal Installer launched the 
Oracle CM SDK Configuration Assistant, the Oracle Universal Installer End 
Installation screen appears. 

16. On the Oracle Universal Installer End Installation screen, click Exit to exit from 
the Oracle Universal Installer. Click Yes to confirm that you want to exit the 
Oracle Universal Installer.

See Chapter 4, "Post-Configuration" for instructions about how to make Oracle CM 
SDK operational.

Non-Interactive Installation and Configuration
As an alternative to using the graphical tools described in Oracle CM SDK Server 
Configuration Types, you can use text files to pass values to the installation and 
configuration scripts. This section contains the following topics:

■ Non-Interactive Installation

■ Non-Interactive Configuration
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Non-Interactive Installation
To perform a non-interactive installation, pass the name of a response file (.rsp) to 
the runInstaller script as a parameter. If your response file contains responses 
for all of the installer prompts, you can use the -silent parameter to avoid seeing 
any dialogs or windows at all. Do this only if you have verified that the response 
file meets your specific deployment needs or if you have modified it to do so.

The Oracle Universal Installer response file, which copies the base software, 
libraries, and various scripts to the computer for further configuration, is located on 
the CD in the stage/Response/ directory.

After making any necessary changes to the response file, use the following two 
commands to install the software:

cd $<STAGE_LOCATION>/install/<OS>

./runInstaller -responseFile $<STAGE_LOCATION>/stage/Response/oracle.ifs.Complete.rsp 
-silent

where <OS> is one of the following:

Table 3–7 Response File Parameters

Parameter Description Example

ORACLE_HOME= Enter the correct Oracle home 
name for your computer.

ORACLE_HOME=/data/Ora9i

s_IfsConfigRspFile= Enter the IfsConfig Response 
filename.

s_IfsConfigRspFile=$ORACLE_
HOME/ifs/cmsdk/settings/ 
silentconfig.properties

b_configureIFS= Set to FALSE to install only (not 
configure). If you set 
b_configureIFS=TRUE, be sure 
that you have already modified 
the IFS response file as required 
for your particular configuration.

b_configureIFS=FALSE

Table 3–8 Oracle Universal Installer: Operating System Directories

Platform <OS>

AIX-Based Systems aix

HP-UX hpunix

Linux Intel linux
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Non-Interactive Configuration
You can configure the Oracle CM SDK domain using this same approach, by 
passing a text file (containing all the configuration settings) to the Oracle CM SDK 
Configuration Assistant as a parameter at the command line. The text file 
(silentconfig.properties) is located in the 
$ORACLE_HOME/ifs/cmsdk/settings directory after installing using the Oracle 
Universal Installer or the installation script.

The file itself contains instructions about how to modify and use it. Modify the 
response file to meet your specific needs.

To edit the response file and run the Oracle CM SDK Configuration Assistant:

1. Open the response file silentconfig.properties in a text editor.

2. Edit the settings in the file. When you are finished modifying the parameters, 
save and close the file.

3. Use the following two commands to run the Oracle CM SDK Configuration 
Assistant using the modified response file:

cd $ORACLE_HOME/cmsdk/bin

./ifsca -file $ORACLE_HOME/ifs/cmsdk/settings/silentconfig.properties 
-silent

The Oracle CM SDK Configuration Assistant script configures Oracle CM SDK on 
the computer according to the parameters defined in the file. If errors occur during 
the silent install, check the CmsdkConfig.log file, located in $ORACLE_
HOME/ifs/cmsdk/log/, for more information.

Continue with the required post-installation tasks as described in Chapter 4, 
"Post-Configuration".

Compaq Tru64 decunix

Solaris solaris

Caution: The silentconfig.properties file contains  
password information. Delete the file or store it in a safe location 
after performing a non-interactive configuration.

Table 3–8 (Cont.) Oracle Universal Installer: Operating System Directories

Platform <OS>
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4
Post-Configuration

The instructions in this chapter assume that you have completed all of the 
pre-installation and configuration tasks described in previous chapters. Topics in 
this chapter include:

■ Required Post-Configuration Task

■ Optional Post-Configuration Tasks

Required Post-Configuration Task
The instructions presume that the Oracle CM SDK Configuration Assistant has 
successfully completed. You must perform the following task to complete the 
configuration and start the domain, and to ensure that your system is operational 
and secure:

■ Starting All Necessary Processes

Starting All Necessary Processes
These instructions assume that Oracle Application Server and Oracle CM SDK have 
been installed and configured properly, and that the database and listener are 
running. 

Oracle CM SDK uses the Oracle Application Server Containers for J2EE (OC4J) 
component of Oracle Application Server to support the DAV Servlet, which is 
deployed to OC4J automatically at the end of the configuration process. 

1. Restart the Application Server Control on the Oracle CM SDK middle-tier 
computer by stopping it and then starting it again. Use the following command 
to start the site:

$ORACLE_HOME/bin/emctl start iasconsole
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If your Oracle CM SDK domain comprises multiple physical computers, you 
must run this emctl start iasconsole command on each computer.

2. From a Web browser, access the URL to connect to the Application Server 
Control on the computer where the Oracle CM SDK domain controller is 
configured:

http://<hostname>:<port>

The value for port is specified during Oracle Application Server configuration. 
This value is typically 1810.

■ Alternatively, you can access the Oracle Application Server page directly by 
entering the following URL: 

http://<hostname>:<port>/emd/console/targets

If you use this URL, the screen described in step 4 appears.

3. A Username and Password Required or Enter Network Password prompt 
appears. Enter the Oracle9iAS username and password to proceed.

Enter ias_admin as the user name with the appropriate password for the 
Oracle Application Server instance. If no Infrastructure has been configured, the 
Oracle Application Server Home page appears (otherwise, the farm page 
appears). The name displays as Enterprise Manager. A Targets tab appears in 
the upper-right area of the screen.

The web page lists the Oracle Application Server components (the Targets) 
running on the specified host. By default, Oracle Business Components for Java 
(BC4J), OC4J Demos, Clickstream Collector, and other components are installed 
on every Oracle Application Server instance, regardless of the installation type 
and selections you make.

4. Click on the name of the Oracle Application Server instance that is hosting the 
Oracle CM SDK software. If prompted, enter the Oracle Application Server 
instance user name and password (ias_admin/<password>) to continue.
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5. A page appears that lists the Oracle Application Server system components 
running on the instance. This list should include the Oracle CM SDK domain, 
which appears as a concatenation of Content Management SDK and the 
schema for Oracle CM SDK. For example:

Content Management SDK:<CMSDKSchemaName>

Note that although you see Start and Stop buttons on this page, you cannot 
manage Oracle CM SDK from this page. You must perform the following steps 
to manage Oracle CM SDK.

6. Click the domain name. On the subsequent page, click Start Local 
Components. A page prompting you for the host credential to launch the 
Oracle CM SDK node appears. 

■ Enter the OS (operating system) account name and password for the 
computer. On UNIX systems, this is typically the root user name and 
password. 

■ Click OK to continue. 

If your domain comprises multiple nodes across multiple computers, repeat this 
step for each computer. You must enter the OS account name and password on 
each computer running a node that you want to start.

7. Make sure that the OC4J instance is running. Use the opmnctl command, 
located in :

$ORACLE_HOME/opmn/bin/

Use the following command to start the OC4J instance:

Note: You are prompted to enter the system username and 
password if you are logging in for the first time after:

■ Upgrading the Oracle CM SDK schema

■ Running ifsca to add a second middle tier for an additional 
HTTP node, regular node, or to migrate the domain controller, 
and you reused the existing Oracle CM SDK schema

If you do not provide the system username and password, the 
Oracle CM SDK home page in Application Server Control does not 
display any elements of the Oracle CM SDK domain.
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opmnctl startproc process-type=OC4J_iFS_cmsdk

The Oracle CM SDK domain starts. 

Starting the Oracle CM SDK Domain from the Command Line 
Alternatively, you can use the ifsctl command-line tool to start the Oracle CM 
SDK domain. You must be logged in as the root user in order to use the ifsctl 
tool. The tool is located in:

$ORACLE_HOME/ifs/cmsdk/bin/

The syntax is: 

ifsctl command start [-v] [-n] [domain]

This launches any local Oracle CM SDK nodes for the specified domain. ("Local 
nodes" are those configured to run on the computer where ifsctl is invoked.) If 
the domain controller for the specified domain runs locally, it is also launched. If 
you omit the domain, the tool launches all local Oracle CM SDK nodes and domain 
controllers for all domains for which the computer is registered. The command also 
starts the domain controller if it has been launched (either locally or remotely) but is 
not yet started.

Specify [domain] in the following format:

ifs://<hostname>:<port>:<service>:<schema>

The -v flag causes ifsctl to generate a log file with additional diagnostic 
information, located at:

$ORACLE_HOME/ifs/cmsdk/log/ifsctl.log

Starting an Oracle CM SDK domain requires a schema password. If you omit the -n 
flag, ifsctl prompts for the password. If you include the -n flag, ifsctl runs in 
non-interactive mode, and does not prompt for the schema password. In this case, 
ifsctl launches the Oracle CM SDK nodes and domain controllers, but does not 
start the domain controller. 

See the Oracle Content Management SDK Administrator’s Guide for more information 
about starting, stopping, and managing Oracle CM SDK.
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Optional Post-Configuration Tasks
Depending on the details of your Oracle CM SDK deployment, you might need to 
perform the following post-installation tasks. These tasks are not required to 
configure and run Oracle CM SDK.

■ Validating Basic Operations

■ Running the Web Starter Application

■ Configuring the NFS Server

■ Using Oracle CM SDK with a RAC Database

See the Oracle Content Management SDK Administrator’s Guide for more 
post-configuration options, including user and folder creation information.

Validating Basic Operations
To validate that the domain and nodes have started and that the core Oracle CM 
SDK components are working, connect to the system from another computer on the 
network.

If a "503 Service Temporarily Unavailable" message appears when you connect to 
the Web server (HTTP), the HTTP node of the domain has not been started. Start the 
HTTP node to continue. See Chapter 6, "Troubleshooting" for more information.

Table 4–1 Basic Functionality

Protocol or Server Access Address or Method Expected Result

HTTP http://<hostname>:<port>/cmsdk/admin Prompts for the administrative user 
account (system/<password>) 
and, upon authentication, displays 
the Oracle CM SDK Manager.

The value for port is specified 
during Oracle Application Server 
configuration. This value is typically 
1810.

SMB \\<hostname>\root

From Windows Explorer, select Tools > Map 
network drive.

Displays a Windows file share.

Prompts for an Oracle CM SDK user 
name and password. Upon 
authentication, displays a folder 
listing.
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Running the Web Starter Application
Oracle CM SDK is shipped with a sample Web application that developers can use 
as a starting point for creating their own custom Web applications. The Web Starter 
Application runs in its own OC4J instance, called OC4J_iFS_webstarterapp. 
This OC4J instance is automatically deployed during Oracle CM SDK configuration.

To start and run the Web Starter Application:

1. After the Oracle CM SDK domain has started, use opmnctl (located in 
$ORACLE_HOME/opmn/bin/) to run the following commands:

■ Start OPMN:

opmnctl start

■ Start the HTTP server:

opmnctl startproc type=ohs

■ Start the Web Starter Application:

opmnctl startproc gid=OC4J_iFS_webstarterapp

2. Using a Web browser, access the Web Starter Application by entering:

http://<hostname>:<port>/webstarterapp

The Web Starter Application generates a log file, located at:

$ORACLE_HOME/j2ee/OC4J_iFS_webstarterapp/application-deployments/webstarterapp/
OC4J_iFS_webstarterapp_default_island_1/application.log

Configuring the NFS Server
You can make the following three configuration changes to the Oracle CM SDK NFS 
Protocol Server:

■ Mapping UNIX UIDs to Oracle CM SDK User Accounts. Creates a mapping 
between UNIX UIDs and Oracle CM SDK user accounts so that users can access 
Oracle CM SDK after logging on to their UNIX user accounts.

Note: For more information about the Web Starter Application, 
see the ReadMe file included with the Web Starter Application 
sample code.
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■ Setting Up a Trusted Client List. Explicitly grants or revokes access privileges to 
a specific IP address, host computer, or domain. The Trusted Client list is an 
Oracle-specific capability to enhance NFS protocol security.

■ Enabling NIS Authentication. If your environment uses NIS for user, group, and 
password information, you can configure the Oracle CM SDK NFS protocol 
server to use NIS to authenticate users.

In most environments, you should map the UNIX and Oracle CM SDK accounts. 
The user account map is a domain property, and it can be updated dynamically. You 
do not need to restart the server to have the mappings take effect. In addition, the 
changes are persistent, even after the server is restarted. 

The Trusted Client List and NIS authentication are NFS server configuration 
properties. 

See Chapter 5, "Client Access Paths and Software" for more information about 
configuring the NFS protocol.

Mapping UNIX UIDs to Oracle CM SDK User Accounts
The Oracle CM SDK NFS Protocol Server uses the UNIX system authentication 
process to authenticate users. The UNIX UID (user identification) number is passed 
to the Oracle CM SDK NFS protocol server. 

If their UNIX accounts are mapped to Oracle CM SDK accounts, users can log in to 
the UNIX operating system and access Oracle CM SDK without having to undergo 
an additional login process. 

UNIX-UID to-Oracle CM SDK client mapping is configured in the 
IFS.DOMAIN.PROTOCOL.NFS.UidToUserMap domain property. You can map 
UIDs manually, through the Application Server Control, or you can upload UIDs 
using the Java Bulk NFS Tool.
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Mapping UIDs Manually  To map UIDs manually:

1. From a Web browser, access the URL to connect to the Application Server 
Control running on the computer where the Oracle CM SDK domain controller 
is configured:

http://<hostname>:<port>

The value for port is specified during Oracle Application Server configuration. 
This value is typically 1810.

2. Enter the Oracle Application Server login username and password to continue. 

■ Enter ias_admin as the username with the appropriate password for the 
Oracle Application Server instance.

The Oracle Application Server Home page appears, listing all of the 
components running on the application server instance, including the Oracle 
CM SDK domain.

3. Click the name of the Oracle CM SDK domain. The Oracle CM SDK home page 
appears, listing the domain controller and nodes that comprise the domain.

4. Click Domain Properties (under the Configuration heading). The Domain 
Properties page appears, listing 25 property bundles at a time. Scroll down until 
you find IFS.DOMAIN.PROTOCOL.NFS.UidToUserMap. The property might 
be located on a second or subsequent page. 

5. Click IFS.DOMAIN.PROTOCOL.NFS.UidToUserMap. The Edit page appears. 

By default, the UID 60001 (the default UNIX guest account) is listed on the 
page.

6. Click Add to add a UNIX UID and create a mapping to an Oracle CM SDK user 
account:

■ Enter the UID in the Name field.

■ Enter the Oracle CM SDK user account name in the Value field.

■ Leave the Type setting as String.

7. Continue adding users in this manner until you have added all users with 
UNIX client accounts that will access Oracle CM SDK using NFS.

Unlike other domain properties, changes to this domain property are updated 
dynamically, so you need not restart the domain. In addition, these changes persist 
after the domain is restarted.
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Mapping UIDs Using the Bulk NFS Tool  To map UIDs using the Bulk NFS Tool:

1. On any middle-tier host, ensure that the CLASSPATH includes cmsdk.jar. 

This file is located in the $ORACLE_HOME/ifs/cmsdk/lib directory.

2. Run the following single line with the required values:

java oracle.ifs.protocols.nfs.tools.UidLoader SmallServiceConfiguration 
system <cmsdk_system_user_password> 
uidfile=$IFSROOT/test/common/sosd/UidToName

Where UidToName is a flat file you have created with entries of type:

<cmsdk_user>:x:<uid on client>

For example:

jsmith:x:44610

3. When prompted, enter the name of the Oracle CM SDK domain, in the format:

ifs://<hostname>:<port>:<service>:<schema>

4. When prompted, enter the Oracle CM SDK schema password.

Setting Up a Trusted Client List
You can create a list of trusted clients for Oracle CM SDK to enhance security. 
Oracle recommends that you change these settings in the Configuration Object and 
then load the server on the service using the modified configuration object so that 
the client list is used after a restart. Optionally, you can modify these properties 
dynamically.

1. From a Web browser, connect to the Application Server Control running on the 
computer where the Oracle CM SDK domain controller is configured:

http://<hostname>:<port>

The value for port is the value specified during Oracle Application Server 
configuration.

Note: The file name must be UidToName, including the use of 
capitalization.
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2. Enter the Oracle Application Server login username and password to continue.

■ Enter ias_admin as the username with the appropriate password for the 
Oracle Application Server instance.

The Oracle Application Server Home page appears, listing all of the 
components running on the application server instance, including the Oracle 
CM SDK domain.

3. Click the name of the Oracle CM SDK domain. The Oracle CM SDK top-level 
page appears, listing the domain controller and nodes that comprise the 
domain.

4. Click Server Configurations (under the Configuration heading). The Server 
Configurations page appears, listing 25 property bundles at a time. Scroll down 
until you find NfsServerConfiguration.

5. Click NfsServerConfiguration. The Edit page appears.

6. Scroll down to the Properties section of the page to the 
IFS.SERVER.PROTOCOL.NFS.TrustedClientList and the 
IFS.SERVER.PROTOCOL.NFS.TrustedClientsEnabled properties. The 
properties might be located on a second or subsequent page. 

7. Select the IFS.SERVER.PROTOCOL.NFS.TrustedClientsEnabled 
property and click Edit. The Edit Property page appears.

8. Set the Value to True. Click OK to save the change and return to the Edit 
NFSServerConfiguration page.

9. Select the IFS.SERVER.PROTOCOL.NFS.TrustedClientList property and 
click Edit. Specify each entry in one of the following formats:

■ Client address: Specify a hostname or an IP address. For example, 
smith.oracle.com or 130.35.59.9.

■ Domain suffix: Specify the domain as a string starting with a period 
character. For example, .us.oracle.com.

■ Subnet: Specify the subnet as an at symbol (@) character followed by an IP 
address, with an optional subnet bit length (/n) specifying the number of 
significant bits in the subnet address. You can omit low order zero bytes of 
the subnet address. For example, @130.35.68.0, @130.35.68 or 
@130.35.68.0/24.

If an entry is preceded by a hyphen, then that specific client will be denied 
access through the Oracle CM SDK NFS server.
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10. Click OK to save the change and return to the Edit NFSServerConfiguration  
page.

11. Click OK to save and return to the Server Configuration page.

After modifying the NfsServerConfiguration object, you must reload the 
modified configuration object and restart the service:

12. Return to the Oracle CM SDK home page.

13. Click the Node where the NFS protocol server (NfsServer) is running. The Node 
page appears.

14. Select the NFS protocol server and click Restart.

Enabling NIS Authentication
NIS (Network Information System) is a centralized management facility that 
consolidates UNIX password, group, and host file information. It is a distributed 
database of information that is easier to maintain than individual files 
(/etc/group, /etc/passwd, /etc/hosts) in large UNIX networks. 

1. Using a Web browser, connect to the Application Server Control running on the 
computer where the Oracle CM SDK domain controller is configured:

http://<hostname>:<port>

The value for port is specified during Oracle Application Server configuration. 
This value is typically 1810.

2. Enter the Oracle Application Server login username and password to continue.

■ Enter ias_admin as the username with the appropriate password for the 
Oracle Application Server instance.

The Oracle Application Server Home page appears, listing all of the 
components running on the application server instance, including the Oracle 
CM SDK domain.

3. Click the name of the Oracle CM SDK domain. The Oracle CM SDK home page 
appears, listing the Domain Controller and nodes that comprise the domain.

4. Click Server Configurations (under the Configuration heading). The Server 
Configurations page appears, listing 25 property bundles at a time. Scroll down 
until you find NfsServerConfiguration.

5. Click NfsServerConfiguration. The Edit page appears.
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6. Scroll down to the Properties section of the page to the 
IFS.SERVER.PROTOCOL.NFS.NISEnabled and 
IFS.SERVER.PROTOCOL.NFS.NISServiceProvider properties.

7. Select the IFS.SERVER.PROTOCOL.NFS.NISEnabled property and click 
Edit. The Edit Property page appears.

8. Set the Value to True. Click OK to save the change and return to the Edit 
NFSServerConfiguration page.

9. Select the IFS.SERVER.PROTOCOL.NFS.NISServiceProvider property 
and click Edit.

■ Specify the name of the NIS server in your network that should be used to 
authenticate users. The format is:

nis://<NIS_Server_Name>/<cmsdk_domain>

10. Click OK to save the change and return to the Edit NFSServerConfiguration 
page.

11. Click OK to save and return to the Server Configuration page.

After modifying the NfsServerConfiguration object, you must restart the 
node.

12. Return to the Oracle CM SDK home page.

13. Select the Node where the NFS protocol server (NfsServer) is running.

14. Click Stop.

15. On the Warning page, click Yes to stop the node. The status of the node changes 
to "Down."

16. Select the Node.

17. Click Start.

The Node status changes to a green checkmark icon, indicating that the node is 
up.

Using Oracle CM SDK with a RAC Database
The following tasks are required after configuring Oracle CM SDK if you are using 
Oracle CM SDK with an Oracle RAC database.

In addition to the required preconfiguration tasks for setting up Oracle CM SDK to 
use a RAC database (see "Set Up Oracle CM SDK to Use Real Applications Clusters 
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Database (Optional)" on page 3-4), you must perform the following 
post-configuration steps:

1. On each middle tier, back up and then edit the registry.xml file (located in 
the $ORACLE_HOME/ifs/common/ directory) to add a DatabaseUrl entry. 

You can add the DatabaseUrl entry anywhere under the <Instance> tag. In 
the following example, the entry is added directly under the tag. Note that the 
value for tnsentry should be the same as that specified in the RAC 
pre-configuration steps. 

For example:

<Instance>

<DatabaseUrl>jdbc:oracle:oci8:@my_tnsentry</DatabaseUrl>

<Domain>ifs://DBHOME:1521:dbservice:ifssys</Domain>

<DomainType>files</DomainType>

<Registered>1018925008096</Registered>

<LastModified>1028330926700</LastModified>

<LastStarted>1028329087966</LastStarted>

<Ports></Ports>

</Instance>

2. Modify the IFS.SERVICE.JDBC.DatabaseUrl Service Configuration 
Property in the Service Configuration used for the system. This property should 
be set to the same value specified in the DatabaseUrl specified in step 1: 

jdbc:oracle:oci8:@<tnsentry>

You can view Service Configuration Properties through Oracle Enterprise 
Manager by navigating to http://<hostname>:<port> (where hostname 
is the computer where the Oracle CM SDK domain controller is configured, and 
port is the value specified during Oracle Application Server configuration, 
typically 1810). 

The property that shows your default service configuration is:

IFS.DOMAIN.LIBRARYOBJECT.SERVICECONFIGURATION.DefaultServiceConfiguration

Your default service configuration is one of the following:

■ SmallServiceConfiguration 
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■ MediumServiceConfiguration

■ LargeServiceConfiguration

Caution: Be sure to specify a correct value for the DatabaseUrl 
parameter. If you specify an incorrect value, Oracle CM SDK 
processes cannot connect to the Oracle CM SDK schema.
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5
Client Access Paths and Software

Once the Oracle Content Management SDK has been configured and is running 
successfully, administrators should create user accounts and groups, and set up a 
directory structure under mount points that are appropriate for the working 
environment. Topics in this chapter include:

■ Client Access Paths

■ Oracle FileSync Client Software

■ CUP (Command-Line Utilities Protocol) Client [Administrators Only]

Client Access Paths
With an account name and password, users, including developers, administrators, 
or end users, can access Oracle CM SDK using the client tool of their choice. Web 
users can use a Web browser for HTTP access. Windows users can map drives or 
use WebDAV, and Macintosh users can use the Chooser to mount AFP (AppleTalk 
Filing Protocol) protocol server. Table 5–1 lists some of the supported client 
platforms, access methods, and protocols supported. See the Oracle Content 
Management SDK Release Notes for complete client certification information.

Table 5–1 Client Platforms and Protocol Support

Client Platform Protocols Supported Access Using

Windows FTP, HTTP, SMB, WebDAV, 
NFS (Hummingbird 
Maestro), CUP

Browser, Windows 
Explorer, Oracle FileSync 
utility

Macintosh (Mac OS 10.2) AFP, FTP, HTTP Macintosh Go Menu (Mac 
OS X), Browser

UNIX FTP, NFS, CUP command line
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The following sections provide additional information about client access to Oracle 
CM SDK.

■ AppleTalk Filing Protocol (AFP) for Mac Clients

■ HTTP (Web Browser) and WebDAV Access

■ NFS (Network File System) Protocol

AppleTalk Filing Protocol (AFP) for Mac Clients
Oracle CM SDK includes an AFP 2.2-compliant AppleTalk Filing Protocol (AFP) 
server. A MacOS X client can use the AFP Server as if it were an AppleShare server. 
The steps required to connect to the AFP server depend on the MacOS on the client. 
MacOS X clients use the Go menu from the desktop, as detailed below.

The Chooser does not exist in MacOS X. Clients should connect using the new Go 
menu, as follows:

1. Select Go from the menu.

2. Select Connect to Server. A dialog box appears.

3. Enter the address of the Oracle CM SDK middle-tier computer running the AFP 
Server in URL format:

afp://computer-name

The AppleShare icon appears on the client desktop.

HTTP (Web Browser) and WebDAV Access
Use the following URL to access Oracle CM SDK with HTTP, WebDAV, and Oracle 
FileSync on UNIX or Windows server platforms:

Red Hat Linux Adv. Server 2.1 
(Kernel 2.4.9-e.16)

FTP, NFS, CUP mount

Note: For all protocols, if the server to which you are connecting 
uses DHCP, then you must use the current IP address of the host in 
the connection syntax instead of the hostname.

Table 5–1 (Cont.) Client Platforms and Protocol Support

Client Platform Protocols Supported Access Using
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http://<server-name>:7778/cmsdk/content

The URL is required for access from:

■ Web browser

■ DAV applications, such as Web Folders

■ Oracle FileSync utility

NFS (Network File System) Protocol
Oracle CM SDK provides an NFS protocol server that is certified for use with 
several NFS clients, including:

■ Solaris 2.8 and Solaris 2.9

■ Red Hat Linux Adv. Server 2.1 (Kernel 2.4.9-e.16)

■ Windows NT and 2000 Clients using Hummingbird Maestro NFS

If the Oracle CM SDK NFS server is configured as the primary NFS server, then 
UNIX clients (Solaris 2.8, Solaris 2.9, and Red Hat Linux Adv. Server 2.1) can access 
the server using the standard NFS mount command, as shown in Table 5–2.

If the Oracle CM SDK NFS server is configured as the secondary NFS server, or if 
the Oracle CM SDK NFS server is not on the standard port number, Solaris clients 
must specify the public option and Linux clients must specify the mount port, as 
described in "Solaris 2.8 and Solaris 2.9 Clients" on page 5-4 and "Red Hat Linux 
Adv. Server 2.1 and Red Hat Linux 8.0 Clients" on page 5-5. 

Other caveats apply to Hummingbird Maestro clients, as detailed in "Linking an 
NFS Directory Using the NFS Maestro Network Access Tool" on page 5-5.

Note: The port number varies depending on whether Oracle 
Application Server Web Cache is configured. If Web Cache is 
configured, the value is typically 7777.

Table 5–2 Mount NFS Server (Configured as Primary NFS Server)

Syntax Example

mount <host>:<cmsdk_pathname> <mount_point> mount ifsserver:home /data/ifs
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NFS Server Limitations
Permission mode bits used by native UNIX NFS are not used by the Oracle CM 
SDK NFS protocol server. Instead, as it does with other protocol servers, Oracle CM 
SDK NFS uses access control lists (ACLs) to control access. 

In addition, the Oracle CM SDK NFS server does not support the following:

■ UNIX symbolic and hard links

■ UNIX chown, chgrp, and chmod commands 

Use the command-line utilities to change the owner and access control list for a 
file.

■ UNIX lock manager

Handles returned by the Oracle CM SDK NFS server are not compatible with 
the UNIX lock manager. Applications requiring UNIX lock manager services do 
not work with Oracle CM SDK NFS server. 

NFS clients cannot access the checked-out version of a versioned document. To 
avoid potential conflicts, the Oracle CM SDK NFS server does not allow access by 
NFS clients to the checked-out version of a versioned document.

Versioned documents cannot be deleted, moved, or renamed. Some applications, 
including Microsoft Office applications, save files by first saving the data to a 
temporary file, deleting the original file, and then renaming the temporary file to 
the original name. If a document is versioned, this process results in the loss of 
previous versions.

Solaris 2.8 and Solaris 2.9 Clients
If the Oracle CM SDK NFS server is running as the primary NFS server on the host, 
users can enter the standard mount command as shown in Table 5–2. If the Oracle 
CM SDK NFS server is the secondary NFS server on the host, you must explicitly 
include the port number in the mount command:

mount nfs://<host>:<port>/<cmsdk pathname> /<mount_point>

For example: 

mount nfs://ifsserver:2049/home data/ifs

Alternatively, you can use the following command:

mount -o port=<port>,public <host>:<cmsdk pathname> <mount_point>
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For example: 

mount -o port=2049,public ifsserver:home /data/ifs 

Red Hat Linux Adv. Server 2.1 and Red Hat Linux 8.0 Clients
If the Oracle CM SDK NFS server is running as the primary NFS server on the host, 
users can enter the standard mount command as shown in Table 5–2. If the Oracle 
CM SDK NFS server is the secondary NFS server on the host, you must explicitly 
include the port number in the mount command:

mount -o port=<port>,mountport=<portno1> <host>:<cmsdk pathname> <mountpoint>

For example:

mount -o port=2049, mountport=4048 ifsserver:home /data/ifs

Windows Clients
While client access to NFS is available on all UNIX operating systems, Windows 
systems require additional client software. Hummingbird Maestro NFS is a 
Windows client certified for use with Oracle CM SDK NFS Server. 

■ Windows 2000 users who want to connect to Oracle CM SDK NFS Server must 
use Hummingbird Maestro NFS 7.0.

■ Windows NT users who want to connect to Oracle CM SDK NFS Server can use 
Hummingbird Maestro NFS 6.0 or later.

See the Oracle Content Management SDK Release Notes for other supported NFS client 
applications and version numbers.

Linking an NFS Directory Using the NFS Maestro Network Access Tool  Before using the 
Hummingbird NFS Maestro client to access the Oracle CM SDK NFS server, check 
that the NFS Maestro client is properly configured. 

1. From the NFS Maestro folder, start the NFS Network Access tool. The NFS 
Network Access dialog appears.

Note: Enter the fully-qualified hostname (for example, 
hostname.yourcompany.com) in the Windows client network 
configuration for the NFS client. Move the NFS client to the top of 
the list (network access in Network control panel, if you have more 
than one NFS client installed) to ensure that its driver is used for 
the connection.
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2. Enter the host name of the Oracle CM SDK NFS server and the pathname in the 
Network Path field using the following format: 

\\<hostname>\<pathname>

3. In the Authentication Details area, enter the UNIX username and password for 
accessing the Oracle CM SDK NFS server. Select System/UNIX Authentication 
as the Authentication Protocol.

4. Set the following Miscellaneous values: 

■ DOS-style sharing: Deselect DOS-style file sharing unless you have the 
HCLNFSD daemon running on the NFS server computer. HCLNFSD is 
required for DOS-style file sharing. If the HCLNFSD daemon is not running 
on the NFS server, response times in accessing files will be unacceptable.

■ UNIX lock manager: Deselect UNIX lock manager if it is checked. The 
Oracle CM SDK NFS server is not compatible with the UNIX lock manager.

■ CD-ROM: Deselect this box if it is selected. This is used for CD-ROM or 
other read-only file systems.

5. Click Advanced to display the Advanced Connection Properties dialog. 

6. Select Preserve Case for Filename Case.

7. If the Oracle CM SDK NFS server is running as a secondary NFS server, change 
the value of NFS Port number from the standard port (2049) to the alternate 
port number that the Oracle CM SDK NFS server is using. 

8. To use TCP instead of UDP for connection to the NFS server, select Use TCP. 

TCP uses the standard NFS port 2049. Do not select this box if the Oracle CM 
SDK NFS server is running on an alternate port.

Linking an NFS Directory Using the Command Line  If the Oracle CM SDK NFS server is 
the primary NFS server on the host, you can mount Oracle CM SDK using the 
following Maestro command-line syntax:

nfs link <drive>: \\<host>\<pathname> <username>

For example: 

nfs link n: \\ifsserver\home scott

If the Oracle CM SDK NFS server is the secondary NFS server on the host, you must 
specify the Oracle CM SDK NFS server port number in the command line:
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nfs link <drive>: \\<host>\<pathname> <username> /n:<port>

For example: 

nfs link n: \\ifsserver\home scott /n:4049.

The nfs link command uses the default values configured for the NFS Maestro 
Client, unless you specify options listed in Table 5–3.

Problems are often caused by incorrect port numbers. If the HCLNFSD daemon is not 
running on the server, then DOS-style locking and sharing must be disabled on the 
client. 

Maestro Error Messages  Table 5–4 lists some common error messages and other 
Maestro client problems.

Table 5–3 Maestro Command-Line Options

Option Meaning Usage Note

/L:s Use DOS-style sharing, Requires that the HCLNFSD 
daemon run on the server.

/L: Disables locking. Use this parameter if the server 
does not have the HCLNFSD 
daemon running.

/M:p Preserve case of filenames

/A:u Use System/UNIX authentication Always use this setting.

/T Use a TCP connection instead of a 
UDP connection (optional).

TCP connections always use port 
2049. Do not use this option unless 
the Oracle CM SDK NFS server is 
running on port 2049 (the default).

Table 5–4 Maestro Client or Server Error Messages or Problem Symptoms

Problem Corrective Action

"Access denied by server" 
message

Check that the correct port number is being used for 
the Oracle CM SDK NFS server. 

A TCP connection uses the standard NFS port (2049). 
Do not use this option if the Oracle CM SDK NFS 
server is running on an alternate port. 
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Oracle FileSync Client Software
In addition to using the networking protocols or client applications native to the 
Windows operating system, Windows users can install and use Oracle FileSync to 
keep local directories on a desktop computer and folders in Oracle CM SDK 
synchronized.

"Authorization Error" message The username and password are invalid. Specify a 
UNIX username and password that are valid on the 
authentication server.

"Bad Network Name" message Verify that the host name and pathname are specified 
correctly. If they are, then use the NFS Maestro 
Rpcinfo tool and verify that the NFS server (process 
number 100003) is running on the host.

Maestro client appears to hang Verify that the HCLNFSD daemon is running on the 
server computer. If it is not, either start the daemon (if 
possible), or verify that DOS-style sharing and UNIX 
lock manager have been deselected in the Maestro 
client settings. 

For the Maestro command line, specify the /L: 
command-line option when linking to disable locking. 
You can check all current mapped drives by using 
Maestro’s nfs use command.

"Network Timeout or 
HCLNFSD/PCNFSD not running 
on Host" message

Verify that the default authentication server has been 
configured correctly in the NFS client. Verify that the 
HCLNFSD daemon is running. Perform the verifications 
listed for the "Bad Network Name" message.

nfs link command hangs Verify that the correct host name and port number are 
specified and that the Oracle CM SDK NFS server is 
running. 

"NFS service not responding" 
error message

Verify that the correct host name and port number are 
specified and that the Oracle CM SDK NFS server is 
running. 

"Permission denied" error 
message

Verify that the host name and pathname are specified 
correctly. Verify that the port is correctly specified for 
the Oracle CM SDK NFS server. 

Table 5–4 (Cont.) Maestro Client or Server Error Messages or Problem Symptoms

Problem Corrective Action
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See the Oracle Content Management SDK Administrator’s Guide for Oracle FileSync 
installation information. See the Oracle FileSync online help for additional 
information.

CUP (Command-Line Utilities Protocol) Client [Administrators Only]
The Oracle Command-line Utilities Protocol server enables administrators and 
developers to perform a variety of tasks quickly and easily from a Windows 
command-line or a UNIX shell. For example, you can batch load users, query the 
repository to see that users exist, and change and set ACLs. See the Oracle Content 
Management SDK Administrator’s Guide for complete details.

The CUP server runs on the Oracle CM SDK instance, just as any other protocol 
server. The CUP client (a script file named ifsshell) is installed on the server 
computer when Oracle CM SDK is configured. The CUP client can be used on the 
server computer, but administrators and developers typically want to install the 
software on their client computers so that they can use CUP remotely.

Installing the CUP Client
To install the Command-Line Utilities, perform the following steps to copy the 
entire directory where the files are located from the Oracle CM SDK server to a 
directory on your local computer:

1. Create a directory on the local computer for the Command-Line Utilities and 
navigate to that directory. For example, on a Windows client:

mkdir cmdline
cd cmdline

2. Select the version of the files for the client workstation into which you are 
installing, and either map a drive (from Windows) or use FTP to connect to that 
directory on the Oracle CM SDK server (see Table 5–5). 

3. Copy the contents of the remote directory to the local directory.

Table 5–5 Command Line Utilities Client Software Location on the Oracle CM SDK 
Server

UNIX Client Software Windows Client Software

/ifs/clients/cmdline/unix /ifs/clients/cmdline/win32
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4. In a text editor, open the ifscmdline.sh (UNIX) or ifscmdline.bat 
(Windows clients) file on the local computer. Edit the parameters listed in 
Table 5–6 to specify the appropriate path information for the Command-Line 
Utilities to run from the client and connect to the specified server.

Additional information about the settings is contained in the ifscmdline file.

Setting the Windows Command-Line Console Codescreen
Before running the command-line utilities, make sure that your command-line 
console session is set for the WinLatin1 code screen. A code screen is an internal table 
that the operating system uses to map symbols, such as letters, numerals, and 
punctuation marks, to a character number. Different code screens provide support 
for the character sets used in different countries. Code screens are referred to by 
number. For instance, code screen 437 represents DOSLatinUS. 

If you are running the command-line utilities from a Windows computer that has 
been configured for Western European locale, set the code to 1252 at the console 
session before running the command-line utilities. Use the following command:

c:\mode con codescreen select=1252

Table 5–6 ifscmdline Parameters

Parameter Description Example

JAVA_HOME Specify the location of the JDK/JRE 
installation. UNIX only.

/usr/local/jdk

JRE_CMD Specify the location of the JDK/JRE 
binary.

c:\jdk1.4\bin\java (Windows)

/usr/local/jdk/bin/java (UNIX)

IFS_CUP_SERVER Computer name of the server on 
which the CUP Server is running.

ifstestcomputer

IFS_CMD_
CLASSPATH

Location of the cmsdk_client.jar 
file. Set to the path on the local 
computer.

c:\cmdline\cmdsk_client.jar 
(Windows)

/usr/cmdline/cmsdk_client.jar (UNIX)

IFS_CUP_PORT The default port for the CUP protocol 
is 4180. Enter the correct port if the 
CUP server is running on a port other 
than 4180.

Note: This parameter appears at the 
bottom of the ifscmdline file.

4180
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The command-line console lists all console settings, including the codescreen that 
you just entered.
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6
Troubleshooting

This chapter describes common installation and configuration problems and 
solutions.

■ Installation and Configuration Problems

■ NFS Troubleshooting

■ Deinstalling Oracle Content Management SDK

■ When to Contact Oracle Support Services

Installation and Configuration Problems
Most installation and configuration errors involve failure to carefully follow 
pre-installation instructions. The following table describes some common 
installation and configuration problems, possible causes, and what you should do 
to correct the problem. Note that installation and configuration actions are captured 
in two different log files that you can examine to assist in troubleshooting efforts:

■ $ORACLE_BASE/oraInventory/logs/installActions.log file records 
errors encountered during Oracle CM SDK installation. 

If $ORACLE_BASE is not defined, it defaults to $ORACLE_HOME.

■ $ORACLE_HOME/ifs/cmsdk/log/CmsdkConfig.log file records errors 
encountered during Oracle CM SDK configuration.
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Table 6–1 Installation Problems and Solutions

Problem Probable Cause Corrective Action

"Classpath verification 
error" message appears 
when running Oracle CM 
SDK Configuration 
Assistant.

Missing library files. The 
Oracle CM SDK 
Configuration Assistant 
checks for the file 
translator.zip, and raises the 
error message if it is missing.

Oracle CM SDK requires 
LoadJava, which is 
supported by the SQLJ 
library contained in 
translator.zip.

Reinstall Oracle Application Server.

Error in creating or 
upgrading database objects.

The database is not running 
or is not available, or the 
Listener is not running.

Start the database and listener prior to 
configuration. 

Database-related Installer 
error messages.

Starting installation without 
the database running.

Attempting to configure 
Oracle CM SDK without 
correctly configuring Oracle 
Text.

Start database prior to installation and check the 
tnsnames.ora and listener.ora files. 

Permission problems 
during installation.

Attempting to install as the 
wrong user.

Check filesystem permissions.

Install Oracle CM SDK using the same account 
used to install Oracle Application Server on the 
middle-tier computer.

Oracle CM SDK servers fail 
due to insufficient database 
resources.

Values in init<sid>.ora 
are too low.

Check the $ORACLE_HOME/ifs/cmsdk/log 
directory for the log file of the failed server. Edit 
the init<sid>.ora file (or change the SPFILE), 
but provide larger values.
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ifsca hangs during 
"Verifying Oracle Text" 
phase.

ctxhx is misconfigured and 
is spinning.

1. Using top or ps, check your operating 
system processes to verify that ctxhx is 
using more than 80% of a CPU and does not 
complete within a minute.

2. Kill the ctxhx process.

3. Rerun ifsca.

4. If that does not solve the problem, then test 
ctxhx independently of ifsca by issuing 
these two single lines:

cd $ORACLE_HOME/ctx/bin

./ctxhx $ORACLE_HOME/ifs/cmsdk/ 
admin/binaries/ifsctxtest.doc test.html

5. If this fails, contact Oracle Support.

6. If this succeeds, then test VerifyContext 
independently of ifsca. 

7. Create a temporary table with a BLOB 
column.

8. Create an Oracle Text index on that BLOB 
column.

9. Put a simple Microsoft Word document into 
the BLOB column. 

10. Synchronize the Oracle Text index.

11. Query for the document content.

12. Set the CLASSPATH to include 
VerifyContext by issuing the following two 
commands:

cd $ORACLE_HOME/ifs/cmsdk/admin/binaries

$IFS_JRE -classpath $IFS_BASE_CLASSPATH 
oracle.ifs.admin.tools.schema.VerifyContext 
sys change_on_install $ORACLE_HOME/ifs/
cmsdk/admin/binaries/ifsctxtest.doc 

If the database is on a separate computer, 
supply the optional JDBC connect string. For 
example:

jdbc:oracle:oci8:@myTNSalias

13. Examine the output of VerifyContext to 
determine the source of the error.

Table 6–1 (Cont.) Installation Problems and Solutions

Problem Probable Cause Corrective Action
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"No ocijdbc9 in java library 
path" error message during 
Oracle CM SDK 
configuration.

Attempting to configure on a 
64-bit computer that has not 
had the LD_LIBRARY 
properly set.

Add $ORACLE_HOME/lib32 to the LD_
LIBRARY_PATH in your environment, in either 
your .profile or .login, or by creating 
a script to set the environment for 
the user account that installs Oracle 
CM SDK.

Bourne or Korn shell example ( .profile)

...
LD_LIBRARY_PATH=$ORACLE_HOME/lib32:$LD_
LIBRARY_PATH; export LD_LIBRARY_PATH

C shell example (.login):

...
setenv LD_LIBRARY_PATH $ORACLE_
HOME/lib32:$LD_LIBRARY_PATH

After setting these environment variables, 
execute the .profile or .login so that they 
take effect. For the Bourne or Korn shell:

$ . .profile

For the C shell:

% source .cshrc

Run ifsca again after making the changes.

"oracle.ifs.utils.action.
ActionFailedException: 
Oracle Text seems to be 
misconfigured" error 
message appears during 
Oracle CM SDK 
configuration.

The environment does not 
include the necessary LD_
LIBRARY_PATH or PATH 
settings.

Check that the LD_LIBRARY_PATH and PATH 
environment variables on the database server 
include the following settings:

LD_LIBRARY_PATH should include 
$ORACLE_HOME/lib and 
$ORACLE_HOME/ctx/lib.

PATH should include 
$ORACLE_HOME/ctx/bin.

Restart the database listener for the changes to 
take effect, and then run ifsca again.

Table 6–1 (Cont.) Installation Problems and Solutions

Problem Probable Cause Corrective Action
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"Invalid password for 
Oracle user SYS" error 
message appears during 
Oracle CM SDK 
configuration.

A password file is missing 
from the database server.

The Oracle CM SDK 
Configuration Assistant 
attempts to make a 
connection as SYS 'AS 
SYSDBA' using a database 
string. 

The database must be configured with a 
password file. See the Oracle9i Database 
Administrator’s Guide for more information. 

Cannot connect to a RAC 
database. 

The Oracle CM SDK 
Configuration Assistant 
attempts to make a 
connection to the RAC 
database as SYS 'AS 
SYSDBA' using a database 
string. 

1. On the database computer, run the 
following command as a single line at the 
command line:

orapwd file=$ORACLE_HOME/dbs/orapw 
password=<password> entries=5

Where <password> is the new value for the 
SYS user password. 

2. Run the following two commands in 
SQL*Plus to change the password of the SYS 
user:

connect / as sysdba
ALTER USER sys IDENTIFIED BY <password>

Where <password> is the value that you 
just specified. 

3. Add the following line to the init.ora file:

REMOTE_LOGIN_PASSWORDFILE=EXCLUSIVE

"session_max_open_files 
must be set to 50" error 
message appears during 
Oracle CM SDK 
configuration.

The session_max_open_
files value in the 
initsid.ora file is not set 
correctly. 

Modify the init<sid>.ora file and set the 
value of the session_max_open_files 
parameter to 50. 

Edit the file and add the following line:

session_max_open_files=50

After editing the file, shut down the database 
and then restart it with the new 
init<sid>.ora file. Use the following 
command in SQL*Plus to start the database:

startup pfile="$ORACLE_
HOME/pfile/init<sid>.ora"

Table 6–1 (Cont.) Installation Problems and Solutions

Problem Probable Cause Corrective Action
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NFS Troubleshooting
If you receive a "Permission denied" error when mounting an NFS drive, use the 
following table to locate the source of the problem.

"Out of database cursors" 
message written to 
$ORACLE_
HOME/ifs/cmsdk/ 
log/<domain 
name>/<node 
name>.log.

Values of the 
open_cursors in the 
init<sid>.ora are too 
low.

Modify the init<sid>.ora file or change 
SPFILE using a larger value for open_cursors.

Server is slow. Server needs to be tuned. See the chapter on Oracle CM SDK 
troubleshooting in the Oracle Content Management 
SDK Administrator’s Guide.

Cannot search on document 
contents after upgrading 
the Oracle CM SDK.

Oracle Text index was not 
repopulated.

See the Oracle Content Management SDK 
Administrator’s Guide for information about 
repopulating Oracle Text.

Table 6–2 NFS Troubleshooting

Troubleshooting Step For More Information

Check the Node logfile for more information. The 
regular node log records the same type of information 
for each node. This log is useful for troubleshooting 
protocol servers and agents. All errors are logged with 
stack traces. Log file properties, such as Log Level and 
Rotation Interval, are specified in the node configuration 
of the node being monitored. 

By default, the node log is located in:

$ORACLE_HOME/ifs/cmsdk/log/<transferred 
domain name>/<node name>.log

Determine whether the Oracle CM SDK NFS server is 
configured as the primary or secondary server. If the 
server is configured as the secondary server, or if the 
Oracle CM SDK NFS server is not on the standard port 
number, Solaris clients must specify the public option 
and Linux clients must specify the mount port. 

See "NFS (Network File System) Protocol" in 
Chapter 5, "Client Access Paths and Software" for 
more information.

Verify that the client is included in the Trusted Client list. See "Setting Up a Trusted Client List" in Chapter 4, 
"Post-Configuration" for more information.

Table 6–1 (Cont.) Installation Problems and Solutions

Problem Probable Cause Corrective Action
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Verify the port number and mount port number on 
which the NFS server is running. 

See Chapter 3, "Installation and Configuration", for 
information about selecting NFS server port 
numbers during the Oracle CM SDK configuration 
process.

Use the netstat command (on Windows clients) to 
verify that the computer is currently listening to the 
specified ports. 

Enter netstat ? at the command prompt for a list 
of parameters.

Verify that you are using a certified NFS client. While client access to NFS is available on all UNIX 
operating systems, Windows systems require 
additional client software. Hummingbird Maestro 
NFS is a client certified for use with Oracle CM 
SDK NFS Server. 

■ Windows 2000 users who want to connect to 
Oracle CM SDK NFS Server must use 
Hummingbird Maestro NFS 7.0.

■ Windows NT users who want to connect to 
Oracle CM SDK NFS Server can use 
Hummingbird Maestro NFS 6.0 or later.

See the Release Notes for other supported NFS client 
applications and version numbers.

Table 6–2 (Cont.) NFS Troubleshooting

Troubleshooting Step For More Information
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Deinstalling Oracle Content Management SDK
Run the Oracle Universal Installer to deinstall Oracle CM SDK:

1. Log on using the account that installed and configured Oracle CM SDK. 
Typically, this is an account named oracle.

2. Stop the domain and nodes. For HTTP nodes, stop their OC4J processes.

3. Shut down all protocol servers and agents using the appropriate command for 
your release of the product.

4. Allow all of the processes to stop. 

5. Launch the Oracle Universal Installer from the installation CD.

6. On the Welcome screen, click Deinstall Products. The Inventory screen appears.

7. On the Inventory screen, click the $ORACLE_HOME directory to display all 
installed components. Verify that the list includes Oracle CM SDK or Oracle 
Internet File System.

8. Select Oracle CM SDK or Oracle Internet File System from the list and click 
Remove.

9. Click Yes to confirm the Oracle CM SDK deinstallation. The software 
components are removed, and in a moment, the Oracle Universal Installer 
reappears.

10. Click Close.

Table 6–3 Deinstallation Commands

Release Command

Oracle Content Management 
Software Development Kit 1.0

$ORACLE_HOME/ifs/bin/ifsstop

Oracle Content Management 
Software Development Kit 1.1.x

$ORACLE_HOME/ifs1.1/bin/ifsstop

Oracle Internet File System 9.0.1, 
9.0.2

$ORACLE_HOME/9ifs/bin/ifsjservctl stop

$ORACLE_HOME/9ifs/bin/ifsstopdomain

(Or use the Oracle Enterprise Manager Console to 
stop the domain and all nodes.)

Oracle Content Management SDK 
9.0.3

$ORACLE_HOME/ifs/cmsdk/bin/ifsctl stop

$ORACLE_HOME/opmn/bin/opmnctl stopall
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11. Exit the Oracle Universal Installer.

12. To completely remove the Oracle CM SDK or Oracle Internet File System 
directory from the computer, log on as root (or oracle) and use the UNIX 
remove (rm) command with the recursive and force options. 

When to Contact Oracle Support Services
You can contact Oracle Support Services at http://metalink.oracle.com.

Before calling Oracle Support Services:

❏ Verify that your software, database, and environment meet the requirements 
described in Chapter 2, "Requirements".

❏ Have your CSI number (if applicable) or full contact information available, 
including any special project information, complete release numbers of Oracle 
CM SDK and associated products, operating system name, and version number.

❏ Document error codes, messages, and all other details of the issue, including:

■ What occurred or did not occur? For example, what command was used 
and what was the result?

Caution: Be certain to enter the correct pathname before executing 
the command below. The force parameter (-f) removes all files, 
even those for which you do not have write access, and the 
recursive parameter (-r) removes all files in all sub-directories 
under the path. If you enter the wrong pathname, you could 
seriously damage your system.

Table 6–4 Remove Commands

Release Command

Oracle Internet File System 1.0 rm -rf $ORACLE_HOME/ifs

Oracle Internet File System 1.1.x rm -rf $ORACLE_HOME/ifs1.1

Oracle Internet File System 9.0.1, 
9.0.2

rm -rf $ORACLE_HOME/9ifs

Oracle Content Management SDK 
9.0.3

rm -rf $ORACLE_HOME/ifs/cmsdk
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■ When did it occur? For example, during peak system load, after entering a 
specific command, or after upgrading the operating system?

■ Where did it occur? For example, on the database computer or on the 
Oracle CM SDK computer?

■ What is the extent of the problem? For example, is a production system 
unavailable, or is the impact minimal?

❏ Keep copies of installation logs, Oracle CM SDK logs, Oracle Text logs, trace 
files, core dumps, and redo log files from the time of the incident. Oracle 
Support Services might need these to further investigate your problem.

For installation-related problems, please have the following available:

■ Listings of the contents of $ORACLE_HOME and any staging area, if used.

■ All log files from the $ORACLE_HOME/ifs/cmsdk/log directory.

Oracle Support Services can be reached at the following numbers. The hours are 
detailed in your support contract.

■ In the USA: 1.800.223.1711

■ In Europe: +44 1344 860160

■ In APAC (Asia Pacific): +61 3.9246.0607

For a complete list of Support Numbers, see: 
http://www.oracle.com/support/contact_us/sup_hot_phone.html
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A
Planning Your Oracle CM SDK Deployment

This appendix presents planning information designed to help you make important 
decisions about how to configure and deploy Oracle CM SDK.

The following sections are included in this appendix:

■ Hardware Requirements

■ Deployment Configuration Options and Requirements

■ Sizing Guidelines

See Chapter 1, Concepts, in the Oracle Content Management SDK Administrator’s Guide 
for detailed information on Oracle CM SDK architecture and integration with key 
Oracle technologies.

Hardware Requirements
The requirements described in Table A–1 and Table A–2 are based on using the 
Oracle CM SDK Middle-Tier Install.

The information in this table assumes that you are installing Oracle CM SDK on its 
own middle-tier computer, and that Oracle Ultra Search and Oracle9iAS Unified 
Messaging (Email) are run on a separate computer if you are also deploying those 
components.

Table A–1 and Table A–2 do not include requirements for Oracle Internet Directory. 
Oracle recommends that you install, configure, and run Oracle Internet Directory on 
a separate computer.
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Table A–1 Minimum Hardware Requirements for Single-Computer Deployment

Description Requirement

Number of computers 1

Oracle CM SDK users 
supported

2 concurrent connected users1

1 A concurrent connected user is a user performing operations during a particular hour.

Number of CPUs 1 (add 1 CPU if Oracle Text is being used for indexing)

Minimum processor type AIX CPU: All AIX-compatible processors
HP CPU: HP 9000 Series HP-UX processor for HP-UX 11.0 (64-bit)
Linux CPU: 1-GHz Pentium III
Tru64 CPU: Alpha Processor
Solaris: Ultra 60

RAM 1 gigabyte

Hard disk drive space and 
swap space

8.5 gigabytes minimum total free hard disk drive space required, which includes 6 
gigabytes of space required by the Oracle database and Oracle Collaboration Suite 
Middle-Tier Install, and 2 gigabytes of swap space

Table A–2 Minimum Hardware Requirements for Multiple-Computer Deployment for Production 
Environments

Description Requirement

Number of computers 2

Oracle CM SDK users 
supported

50 concurrent connected users

Computer 1: Middle Tier

Number of CPUs 1

Minimum processor type AIX CPU: All AIX-compatible processors
HP CPU: HP 9000 Series HP-UX processor for HP-UX 11.0 (64-bit)
Linux CPU: 1-GHz Pentium III
Tru64 CPU: Alpha Processor
Solaris: Ultra 60

RAM 1.5 gigabytes

Hard disk drive space and 
swap space

4 gigabytes minimum total free hard disk drive space required, which includes 2 
gigabytes of space required by Oracle Collaboration Suite Middle-Tier Install, and 
2 gigabytes of swap space
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The hardware requirements in Table A–1, " Minimum Hardware Requirements for 
Single-Computer Deployment" can support approximately two Oracle CM SDK 
concurrent connected users accessing two protocols moderately.

The hardware requirements in Table A–2, " Minimum Hardware Requirements for 
Multiple-Computer Deployment for Production Environments" support a 
workgroup of about 50 Oracle CM SDK concurrent connected users accessing all 
protocols moderately.

Deployment Configuration Options and Requirements
In a production environment, Oracle recommends that you deploy Oracle CM SDK 
and Oracle Application Server according to the following guidelines:

■ Install and configure Oracle CM SDK in a multiple-computer configuration in 
which the database runs on one computer and Oracle CM SDK runs on a 
separate computer. See "Multiple-Computer Deployment" on page A-4 for 
details.

■ Install and configure Oracle CM SDK in an Oracle Application Server 10g (9.0.4) 
Oracle home. Oracle recommends using the Oracle Application Server, A. J2EE 
and Web Cache installation type as the basis of the Oracle home into which to 
install and configure Oracle CM SDK.

■ Use the Web-based Oracle Enterprise Manager (Oracle Application Server 
Control) for administration.

See the Oracle Application Server 10g Installation Guide for more information.

Computer 2: Database

CPUs 2 (includes 1 CPU for Oracle Text indexing)

RAM, disk, and swap 
space

See Oracle9i Database Server Installation Guide and Release Notes for requirements 
for the database computer.

Table A–2 (Cont.) Minimum Hardware Requirements for Multiple-Computer Deployment for Production 
Environments

Description Requirement



Deployment Configuration Options and Requirements

A-4 Oracle Content Management SDK Installation and Configuration Guide

Using Oracle Application Server, Infrastructure and Oracle Internet Directory
Oracle CM SDK does not require Oracle Application Server, Infrastructure unless 
you want to use Oracle Internet Directory for credential management. If you do 
want to use Oracle Internet Directory with Oracle CM SDK, follow these guidelines:

■ Install and configure Oracle Internet Directory on a separate database instance 
on a separate computer.

■ The only Oracle Internet Directory releases certified for use with Oracle CM 
SDK are the releases shipped with Oracle Application Server, Infrastructure 
(release 9.0.2 and 10g (9.0.4)). 

■ To configure the OidCredentialManager during Oracle CM SDK 
configuration, you must know the orcladmin password, the computer name, 
the port number (389 is the default LDAP port number), and the root Oracle 
context of the Oracle Internet Directory. 

■ Decide in advance how you want to map the default Oracle CM SDK system, 
guest, and scott user accounts to Oracle Internet Directory. During the 
configuration process for the OidCredentialManager, you can either create 
new accounts for these users (if Oracle Internet Directory does not already 
contain accounts with these names), or you can map these accounts to an Oracle 
Internet Directory account of your choice. (See Chapter 3, "Installation and 
Configuration" for additional information.)

See the Oracle Application Server 10g Installation Guide and Oracle Internet Directory 
Administrator’s Guide for additional recommendations and requirements.

Multiple-Computer Deployment
Oracle CM SDK is designed to run as middle-tier application server software 
supported by Oracle Application Server. For optimal performance and ease of 
administration, the tiers should be located on different physical computers: the 
database should run on one computer, and the Oracle Application Server and 
Oracle CM SDK software should run on another computer. 

To use Oracle Internet Directory for managing Oracle CM SDK user credentials, you 
should also install and configure Oracle Application Server, Infrastructure on a 
third computer that meets the requirements for running Oracle Internet Directory 
and Oracle Application Server, Infrastructure. See the Oracle Application Server 10g 
Administrator’s Guide for more information. 

The following provides an overview of the deployment process:
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Database Tier (Computer 1):
You must use Oracle9i 9.0.1.4 or 9.2.0.3 (or higher) database for the database tier. 
Your database instance must meet the requirements listed in "Oracle Database 
Requirements and Recommendations" on page 2-5. 

To create a new database, see Appendix B, "Creating an Oracle Database" for setting 
information.

Oracle Application Server Infrastructure Tier (Computer 2):
1. Install and configure Oracle Application Server, Infrastructure.

2. Configure Oracle Internet Directory if you plan to use it for authentication of 
Oracle CM SDK users (and any other Oracle applications).

Application Server Tier (Computer 3):
1. Install and configure Oracle Application Server (Type A, B, or C) 10g (9.0.4). 

Oracle recommends using the Oracle Application Server, A. J2EE and Web 
Cache installation option.

2. Install and configure Oracle CM SDK into the Oracle home where Oracle 
Application Server (Type A, B, or C) is configured. During configuration, select 
Create a new Oracle CM SDK domain, using the database instance on the 
Database Tier.

3. If you are upgrading, copy all custom classes from a previous Oracle 9iFS or 
Oracle CM SDK installation to the following directory: 

$ORACLE_HOME/ifs/cmsdk/custom_classes

Note: If you select Oracle Application Server Infrastructure Use 
during Oracle Application Server (Type A, B, or C) configuration 
and identify an Oracle Internet Directory instance, the Oracle 
Internet Directory must be running when you use the ifsca tool.

Note: If you have a custom class named LINK, you must rename 
the class before installing Oracle CM SDK.



Sizing Guidelines

A-6 Oracle Content Management SDK Installation and Configuration Guide

Single-Computer Deployment
Oracle CM SDK can be installed on a single computer if the computer meets the 
recommended hardware and software requirements. If your computer does not 
meet the recommended requirements, performance in this configuration can be less 
than satisfactory. 

The hardware requirements for single-computer deployment can support only two 
Oracle CM SDK users accessing two protocols concurrently. If you plan to use 
Oracle Internet Directory for credential management, the computer requires three 
Oracle home instances. Because of this, Oracle recommends that you use 
single-computer deployment for development or evaluation purposes only.

1. Install and configure the Oracle9i Database Server (release 9.0.1.4, 9.2.0.3, or 
later) into one Oracle home.

2. Install and configure Oracle Application Server, A. J2EE and Web Cache into a 
new, separate Oracle home, accepting all of the default values.

3. Install Oracle CM SDK in the same Oracle home that contains Oracle 
Application Server.

4. If you are upgrading, copy all custom classes from a previous Oracle 9iFS or 
Oracle CM SDK installation to the following directory: 

$ORACLE_HOME/ifs/cmsdk/custom_classes

5. Using Oracle CM SDK Configuration Assistant, configure Oracle CM SDK 
following the instructions in Chapter 3, "Installation and Configuration".

Sizing Guidelines
Hardware requirements for Oracle CM SDK are primarily determined by the factors 
described in Table A–3:

Note: If you have a custom class named LINK, you must rename 
the class before installing Oracle CM SDK.
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In order to determine hardware requirements, assumptions must be made about the 
type of work that users are performing. The following measurements are averages 
extrapolated from deployment of Oracle Files within Oracle Corporation (40,000+ 
users), which can be used as a guideline for projecting Oracle CM SDK usage.

Table A–3 Primary Factors Determining Oracle CM SDK Hardware Requirements

Hardware 
Resource

Middle-tier computer 
requirement variables

Database computer requirement 
variables

CPU ■ Peak number of 
operations performed 
per second

■ Peak number of operations 
performed per second

■ Whether using Oracle Text 
indexing

Memory ■ Peak number of 
operations performed 
per second

■ Peak number of 
concurrent connected 
users

■ Average number of 
protocols used per 
concurrent connected 
user

■ Average number of 
sessions used per 
concurrent connected 
user

■ Number of 
SMB/NTFS/AFP/
NFS protocol users

■ Number of documents 
per folder

■ Peak number of operations 
performed per second

■ Number of documents

Disk Size N/A ■ Number of documents

■ Average content size of 
documents

Disk 
Throughput

(not discussed 
in this 
document)

N/A ■ Peak number of documents 
read and written per second

■ Average content size of 
documents
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Choice of Protocols
The most important decision regarding performance and scalability is the choice of 
which protocols to use to access Oracle CM SDK.

When possible, Oracle recommends using Wide Area Network (WAN) protocols as 
the primary mechanism for accessing Oracle CM SDK, and using Local Area 
Network (LAN) protocols only as secondary protocols, or only for those users who 
are unable to use WAN protocols.

WAN protocols include:

■ HTTP for accessing the Oracle CM SDK Web Interface, and for retrieving 
documents through URLs

■ WebDAV (Web Distributed Authoring and Versioning), which runs over HTTP, 
for use with Web Folders and with Oracle FileSync

■ FTP (File Transfer Protocol)

LAN protocols include:

■ SMB (Server Message Block), used by Microsoft Windows Explorer to map 
network drives

■ AFP (Apple Filing Protocol), used by Apple Macintosh clients to access network 
file servers

■ NFS (Network File System), used by UNIX clients to access network file servers

Table A–4 User Profiles

User Task Number of Operations per Connected User per Hour

Folders opened 8

Documents read / written 10

Queries 0.1

Note: These sizing guidelines can be inaccurate if the desired user 
profile is significantly larger than the average measurements 
detailed in Table A–4, or if the Oracle CM SDK application is not 
used as a general file server replacement.
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WAN protocols generally are much more efficient in terms of network round trips, 
and perform fewer server operations to accomplish end user requests. Both of these 
factors improve performance for the end user.

For example, Oracle recommends using Web Folders with Microsoft Office 2000/XP 
for viewing and editing documents on Windows computers, rather than using SMB.

The advantages of Web Folders over SMB, AFP, or NFS are as follows (SMB is used 
as the example):

1. Applications editing documents using Web Folders retain custom metadata 
(such as categories) associated with the document, whereas applications editing 
documents using SMB generally remove the metadata. This occurs because 
when an SMB application (especially any Microsoft Office application) saves a 
file after editing it, the application typically creates a new file, deletes the 
original file, and then renames the new file to be the original file. Because the 
original file has been deleted, any metadata associated with the original file has 
also been deleted. Web Folders does not have this problem.

2. Users accessing Web Folders in Oracle CM SDK are permitted to delete and 
rename versioned documents; users accessing SMB in Oracle CM SDK do not 
have this option. Because Oracle CM SDK cannot distinguish between an end 
user and an application issuing delete and rename requests, Oracle CM SDK 
has explicitly turned off the ability for end users to delete and rename versioned 
documents through SMB. This prevents applications from performing 
unintended deletion of all previous versions of a document, which can happen 
when the application edits a versioned document through SMB, creates a new 
file, deletes the original versioned file, and renames the new file to be the 
original file (thereby deleting all previous versions of the original file). 

Note: Web Folders is different than the WebDAV redirector on 
Windows XP, the use of which is not recommended.

The Windows XP WebDAV redirector is created by mapping a 
network drive using the syntax \\server\target, and shows up 
as a mounted drive (for example, E:).

Web Folders are created by mapping a network drive using the 
syntax http://server/content, and show up under Network 
Places without a drive letter. 

Web Folders are configurable on all Windows operating systems.



Sizing Guidelines

A-10 Oracle Content Management SDK Installation and Configuration Guide

Generally, Microsoft Office applications correctly detect this prohibition, skip 
the create/delete/rename steps, and successfully save the versioned file.

3. Web Folders uses approximately one-tenth the network round trips that SMB 
uses to perform the same operation. If your server is more than 100 miles from 
your client, the time necessary to process the network requests can add up to 
the majority of the response time.

4. The concurrency rates for users of Web Folders is approximately 10%, versus 
100% with SMB. This rate differs so widely because Web Folders only sends 
requests to the server when requested to do so by the user. When the user 
becomes inactive, the server can transparently logout the end user session on 
the server, and transparently re-login the end user when activity begins again. 
Microsoft Windows Explorer with an SMB network mapped drive, on the other 
hand, regularly sends requests to the server in the background, even when 
there is no user activity, thus keeping the user's session active and consuming 
more server memory.

Since each user session takes approximately 1MB of server memory, SMB 
increases the session memory by approximately 10 times (because its 
concurrency rates are 10 times higher).

5. Web Folders is more secure and can run across the Internet because it uses 
WebDAV, which runs on top of HTTP and can use proxies and Secure Sockets 
Layer (SSL). SMB, however, does not support proxies and cannot be encrypted 
with Oracle CM SDK.

The disadvantages of using Web Folders are:

1. In general, only Microsoft Office 2000/XP applications can read directly from a 
Web Folder network place. For those applications which do not read directly 
from Web Folders, end users can drag and drop content in Web Folders to and 
from a user’s local computer. 

2. There is some additional end-user training involved in learning how to 
properly use Web Folders.

Sizing CPU, Memory, and Disk
These sizing guidelines are based on benchmarks of 10,000 concurrent connected 
users on Sun Microsystems hardware. The guidelines have been validated against 
measurements taken from internal Oracle Corporation production usage of Oracle 
CM SDK by 40,000 Oracle employees, with 17 million documents and 4TB of 
content. This system uses Intel Linux hardware for the middle-tier computers, and 
Sun hardware for the database.
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General Sizing Recommendations
This section offers rough calculations for determining appropriate hardware sizing.

Note: These sizing guidelines can be inaccurate if the desired user 
profile is significantly larger than the average measurements 
detailed in Table A–4.

Table A–5 General Oracle CM SDK Sizing Recommendations

Component Each Middle-Tier Computer Each Database Computer1

1 The middle-tier computer and database computer configurations can be combined into a 
single computer.

Number of 
CPUs2

2 For Sun SPARC Solaris 400MHz UltraSPARC-II processors with 8MB secondary cache; other 
RISC processors should perform roughly proportional to their MHz. Intel Pentium III or IV 
processors on Windows boxes should perform roughly proportional to half their MHz 
(800MHz Pentium ~ = 400MHz RISC).

roundup(peak concurrent 
connected users /250 + 33%3 
headroom)

3 In order to ensure optimal efficiency, no more than 75% of the CPU should be allocated.

roundup(peak concurrent 
connected users /250) + 
33%4 headroom +15

4 In order to ensure optimal efficiency, no more than 75% of the CPU should be allocated.
5 One CPU is for the background Oracle Text indexing of new document content, if Oracle 

Text indexing is desired.

Needed 
usable disk 
space6

500MB for software 4.5GB7 + total raw file size + 
(total raw files size * 20%8)

Total 
computer 
memory

If HTTP is the primary protocol, 
480MB9 + (3.6 MB10 * peak 
concurrent connected users)

If HTTP is not the primary 
protocol, use 480MB + (1MB11 * 
peak concurrent connected users12 
* average number of sessions in 
use by each concurrent connected 
user13) + (3KB * number of objects 
desired in the java object cache14) + 
(8MB * number of connections to 
the database15)

64MB

+ 128MB16

+ database buffer cache

+ (1MB * number of 
connections to the database)

+ (500 bytes * number of 
documents17)

+ (100KB18 * peak 
concurrent connected users)
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6 This does not include: Mirroring for backup and reliability; Redo log size, which should be 
determined by how many documents are inserted and their size; Unused portion of the last 
extent in each database file (which occur with pre-created database files or which can be 
large if the next extent setting is large).

7 Oracle software and initial database configuration.
8 Assuming Oracle Text is being used to index the content; if not, subtract 5%.
9 For the first Oracle CM SDK middle-tier computer. See Table A–6 for more information.
10 The number 3.6MB is calculated assuming: a) 1.6 sessions per concurrent connected user. 

This assumes the primary interface for Oracle CM SDK is through the HTTP node. The 
additional 0.6 sessions are HTTP sessions which are started whenever a user of the Oracle 
CM SDK Web UI starts another Oracle CM SDK Web UI, or if the user accesses Web Folders 
or Oracle File Sync; 2) 0.1 connection pool connections per concurrent connected user, 
assuming the stated user profile; and 3) 400 objects in the java data cache per concurrent 
connected user. This assumes 50 documents per folder and 8 folders opened per hour, 
assuming the stated user profile.

11 This number is high by design. Oracle CM SDK has been optimized to reduce database CPU 
by using middle-tier memory to cache items. This ensures a more scalable and less 
expensive system because the database computer is less of a scalability bottleneck, and 
because memory on one- and two- processor middle-tier computers is typically less 
expensive than memory or CPU on high-end database computers (computers with large 
amounts of attached storage or with many processors).

12 Oracle recommends limiting the number of peak concurrent sessions using 
IFS.SERVICE.MaximumConcurrentSessions in the service configuration. Oracle has 
only tested with Java heaps up to 2GB. With this constraint, this implies up to about 700 
concurrent connected users per node if each user takes 1.6 sessions, and each session is 1MB 
(700 * 1.6 * 1MB = 1,120MB) and each user needs 400 java data cache objects and each object 
takes 3KB (700 * 400 * 3KB = 866MB) for a total of 1986MB. For each additional node on the 
same computer, the node overhead must be added. See Table A–6 for more information. The 
HTTP/WebDAV memory overhead includes memory for 10 simultaneous guest user 
requests, so guest users should not be counted as connected users for HTTP/WebDAV 
access.

13 For the HTTP node, use 1.6. For SMB, it can be as high as 10, because for each SMB 
concurrent connected user there can be an additional 9 other non-concurrent, but connected 
users.

14 Calculate by multiplying the number of folder opens in the peak hour by the number of 
objects per folder by the number of peak concurrent connected users. This is the value 
IFS.SERVICE.DATACACHE.Size.

15 Number of database connections depends on how many simultaneous read or write 
operations are being performed. Assume 0.1 database connections per user if using a 
standard user profile. This is the sum of 
IFS.SERVICE.CONNECTIONPOOL.WRITEABLE.MaximumSize and 
IFS.SERVICE.CONNECTIONPOOL.READONLY.MaximumSize for each service.

16 The minimum amount of memory to run a very small Oracle Server.
17 The database buffer cache in the default Oracle database configuration is sufficient for about 

50,000 documents. Above 50,000 documents, allocate 500 bytes per document for optimal 
performance, including wildcard filename searches. If no wildcard filename searches are 
anticipated, this number can be reduced.

18 100KB is calculated by assuming 0.1 database connections are needed per concurrent 
connected user as in the stated user profile. Each database connection takes approximately 
1MB of database memory.
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Memory Requirements
Approximate minimum memory overhead on the middle-tier computers for each 
component are detailed in Table A–6:

Table A–6 Memory Overhead by Component

Description

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running a regular node 
and HTTP node

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running an additional 
HTTP node

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running an additional 
regular node

Memory used by the 
operating system upon 
booting the computer.

60 60 60

Overhead for first Java 
Virtual Computer 
(JVM).

30 30 30

Domain controller 
JVM. This only needs 
to be run once for a 
single Oracle CM SDK 
schema, regardless of 
how many middle-tier 
computers are running 
Oracle CM SDK 
protocols.

20 0 0

Oracle Enterprise 
Manager Web site. 
This must run on 
every node to allow 
managing the node 
through Oracle 
Enterprise Manager.

150 150 150

Regular Oracle CM 
SDK node JVM. By 
default, this runs all 
the protocols, such as 
FTP and SMB, and the 
Oracle CM SDK 
agents.

50 0 50
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Disk Space Requirements
This section details disk space requirements, and offers guidance as to how 
necessary disk space expands with the addition of documents to the server.

Based on experience running Oracle CM SDK for Oracle Corporation's internal 
usage, the disk overhead of Oracle CM SDK for a large system (hundreds of 
gigabytes of file content) is detailed in Table A–7:

Oracle CM SDK Node 
guardian JVM, which 
monitors the Oracle 
CM SDK regular node 
and recovers from 
node failures.

10 0 10

Oracle HTTP Server, 
including the default 
HTTP daemons. This 
only needs to run 
where HTTP access is 
required.

30 30 0

Oracle CM SDK OC4J 
process. This only 
needs to run where 
Oracle CM SDK 
HTTP/WebDAV/
Oracle FileSync access 
is required. It must be 
paired with Oracle 
HTTP Server.

130 130 0

Total 480 400 300

Table A–6 (Cont.) Memory Overhead by Component

Description

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running a regular node 
and HTTP node

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running an additional 
HTTP node

Approximate amount of 
minimum memory 
(specified in megabytes) 
for middle-tier computer 
running an additional 
regular node
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See the Oracle Concepts Guide for explanation of the terms Large Object (LOB), 
tablespace, chunk size, and extents.

Given that a large percentage of the overhead is in LOB overhead, note that the 
overhead for your Oracle CM SDK instance can vary depending on the average and 
median sizes of documents.

Tablespaces
Table A–8 shows the different types of data stored in Oracle CM SDK and describes 
the purpose of each tablespace. For about creating custom tablespaces, see 
Appendix B, "Creating an Oracle Database". 

Table A–7 Disk Space Requirements Summary

Tablespace Overhead 
Type

Overhead Versus 
Total Raw File 
Content1

1 This does not include: Mirroring for backup and reliability; Redo log size, which should be 
determined by how many documents are inserted and their size; Unused portion of the last 
extent in each database file (which occur with pre-created database files or which can be 
large if the next extent setting is large).

Primarily Determined By

Document Storage 12% Size of documents relative to chunk 
size (32KB by default)

Oracle Text 5% Amount of ASCII content in all 
documents

Metadata 2% Number of folders, documents, etc.

General Oracle Storage 1% Fixed, not configurable, database 
settings for TEMP, UNDO, and other 
tablespaces

Total 20%
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Typical tablespace storage space and disk I/O are detailed in Table A–9:

Table A–8 Tablespace Definitions

Tablespace 
Type

Name (in 
Oracle CM 
SDK 
Configuration 
Assistant)

Example 
Tablespace 
Name Description

Document 
Storage

Indexed Media IFS_LOB_I Stores the Large Object (LOB) data 
for documents that are indexed by 
Oracle Text, such as text and word 
processing files.

Document 
Storage

Non-Indexed 
Media

IFS_LOB_N Stores the LOB data for documents 
that are not indexed by Oracle Text, 
such as zip files.

Document 
Storage

interMedia 
Media

IFS_LOB_M Stores the LOB data for documents 
that are indexed by Oracle 
interMedia, such as image, audio, 
and video files.

Oracle Text Oracle Text 
Data

IFS_CTX_I Stores words (tokens) extracted by 
Oracle Text from Oracle CM SDK 
documents (the Oracle table 
DR$IFS_TEXT$I).

Oracle Text Oracle Text 
Index

IFS_CTX_X Stores the Oracle B*tree index on the 
Oracle Text tokens (the Oracle index 
DR$IFS_TEXT$X).

Oracle Text Oracle Text 
Keymap

IFS_CTX_K Stores miscellaneous Oracle Text 
tables (the Oracle tables DR$IFS_
TEXT$K, DR$IFS_TEXT$N, 
DR$IFS_TEXT$R).

Metadata Primary IFS_MAIN Stores metadata for documents, 
information about users and 
groups, and other Oracle CM SDK 
object data.

General 
Oracle 
Storage

N/A Various SYSTEM, ROLLBACK, TEMP, and 
other tablespaces that store the 
Oracle data dictionary, temporary 
data during transactions, etc.
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Note the following issues regarding the information in Table A–9:

■ I/O rates are highly dependent on the size of the db_block_cache. These 
measurements were taken on the Oracle-internal Oracle Files implementation, 
with 8GB db_block_cache, 17 million documents, and 40,000 named users.

■ The IFS_MAIN tablespace is the most important tablespace to spread across 
disks for maximum I/O capacity.

■ Disk I/O for the IFS_CTX_I, IFS_CTX_X and IFS_CTX_K tablespaces is 
largely generated from Oracle Text batch processes (ctx_ddl.sync_index, 
and ctx_ddl.optimize_index), which are not critical to end-user 
performance. Therefore, these tablespaces can be on disks with lower I/O 
capacity, if necessary.

Storing Documents in an Oracle Database
The largest consumption of disk space occurs on the disks that actually contain the 
documents that reside within Oracle CM SDK, namely the Indexed Medias 
tablespaces, Non-Indexed Medias tablespaces, and interMedia tablespaces. This 
section explains how the documents are stored and how to calculate the amount of 
space those documents require.

As previously mentioned, documents stored in Oracle CM SDK are actually stored 
in database tablespaces. Oracle CM SDK makes use of the Large Object (LOB) 
facility of the Oracle Database. All documents are stored as Binary Large Objects 

Table A–9 Tablespace Storage Requirements and Disk I/O

Tablespace
% of Total I/O Throughput 
Requirements % of Disk Space Requirements

IFS_MAIN 50% 2%

IFS_CTX_X 20% 1%

IFS_CTX_I 10% 1%

IFS_LOB_I 8% 35%

IFS_LOB_N 5% 55%

Various 5% 1%

IFS_LOB_M 1% 4%

IFS_CTX_K 1% 1%

Total 100% 100
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(BLOBs), which is one type of LOB provided by the database. LOBs provide for 
transactional semantics much like the normal data stored in a database. In order to 
accomplish these semantics, LOBs must be broken down into smaller pieces which 
are individually modifiable and recoverable. These smaller pieces are referred to as 
chunks. Chunks are a group of one or more sequential database blocks from a 
tablespace that contains a LOB column.

Both database blocks and chunk information within those blocks (BlockOverhead) 
impose some amount of overhead for the stored data. BlockOverhead is presently 
60 bytes per block, which consists of the block header, the LOB header, and the 
block checksum. Oracle CM SDK configures its LOBs to have a 32K chunk size.

As an example, assume that the DB_BLOCK_SIZE parameter of the database is set 
to 8192 (8K). A chunk would require four contiguous blocks and impose an 
overhead of 240 bytes. The usable space within a chunk would be 32768-240=32528 
bytes.

Each document stored in Oracle CM SDK consists of some integral number of 
chunks. Using the previous example, for instance, a 500K document actually uses 
512000/32528=15.74=16 chunks. Sixteen chunks take up 16*32K = 524288 bytes. The 
chunking overhead for storing this document would then be 524288-512000=12288 
bytes which is 2.4% of the original document’s size. 

The chunk size used by Oracle CM SDK is set to optimize access times for 
documents. Note that small documents, documents less than one chunk, incur a 
greater disk space percentage overhead since they must use at least a single chunk.

Another structure required for transactional semantics on LOBs is the LOB Index. 
Each LOB index entry can point to 8 chunks of a specific LOB object 
(NumLobPerIndexEntry = 8). In this example, where a 500K document takes up 16 
chunks, two index entries are required for that object. Each entry takes 46 bytes 
(LobIndexEntryOverhead) and is then stored in an Oracle B*tree index, which in 
turn has its own overhead depending upon how fragmented that index becomes.

The last factor affecting LOB space utilization is the PCTVERSION parameter used 
when creating the LOB column. For information about how PCTVERSION works, 
please consult the Oracle9i SQL Reference.

Oracle CM SDK uses the default PCTVERSION of 10% for the LOB columns it 
creates. This reduces the possibility of "ORA-22924 snapshot too old" errors 
occurring in read consistent views. So by default, a minimum of a 10 percent 
increase in chunking space must be added in to the expected disk usage to allow for 
persistent PCTVERSION chunks.



Sizing Guidelines

Planning Your Oracle CM SDK Deployment A-19

For large systems where disk space is an issue, Oracle recommends reducing 
PCTVERSION to 1, in order to reduce disk storage requirements. This can be done 
at any time in a running system using the following SQL commands: 

alter table odmm_contentstore modify lob (globalindexedblob) (pctversion 1);
alter table odmm_contentstore modify lob (emailindexedblob) (pctversion 1);
alter table odmm_contentstore modify lob (emailindexedblob_t) (pctversion 1);
alter table odmm_contentstore modify lob (intermediablob) (pctversion 1);
alter table odmm_contentstore modify lob (intermediablob_t) (pctversion 1);
alter table odmm_nonindexedstore modify lob (nonindexedblob2) (pctversion 1);

To calculate LOB tablespace usage:

1. Calculate the number of chunks a file uses by figuring the number of blocks per 
chunk, then subtracting the BlockOverhead (60 bytes) from the chunk size to 
obtain the available space per chunk. 

2. Divide the file size by the available space per chunk to obtain the number of 
chunks, per the following formula:

chunks = roundup(FileSize/(ChunkSize-((ChunkSize/BlockSize)*BlockOverhead)))

For example, if FileSize = 100,000, ChunkSize = 32768, Blocksize = 8192, and 
BlockOverhead = 60, then: 

chunks = roundup (100000 /(32768 - ((32768 / 8192) * 60)))= 4 Chunks

3. Calculate the amount of disk space for a file by multiplying the number of 
chunks times the chunk size, multiplying that result by the PCTVERSION 
factor, and then adding the space for NumLobPerIndexEntry (8) and 
LobIndexEntryOverhead (46 bytes). Use the following formula:

FileDiskSpaceInBytes = roundup(chunks*ChunkSize*PctversionFactor) + 
roundup(chunks/NumLobPerIndexEntry*LobIndexEntryOverhead)

For example, if chunks = 4, ChunkSize = 32768, PctversionFactor = 1.1, 
NumLobPerIndexEntry = 8, and LobIndexEntryOverhead = 46, then:

FileDiskSpaceInBytes = roundup (4 * 32768 * 1.1) + (roundup(4/8) * 46) = 
144226 FileDiskSpaceInBytes

4. Calculate the total disk space used for file storage by summing the application 
of the above formulas for each file to be stored in the LOB, per this formula:

TableSpaceUsage = sum(FileDiskSpaceInBytes) for all files stored 
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Oracle CM SDK creates multiple LOB columns. The space calculation must be made 
for each tablespace based upon the amount of content that qualifies for storage in 
that tablespace.

Oracle CM SDK Metadata and Infrastructure
The Oracle CM SDK server keeps persistent information about the file system and 
the contents of that file system in database tables. These tables and their associated 
structures are stored in the Oracle CM SDK Primary tablespace. This tablespace 
contains approximately 300 tables and 500 indexes. These structures are required to 
support both the file system and the various protocols and user interfaces that make 
use of that file system.

The administration and planning tasks of this space should be very similar to 
operations on a normal Oracle database installation. The administrator of the 
system should plan for approximately 6K of overhead per document to be used 
from this tablespace, or about 2% of the overall content. If there is a significant 
amount of custom metadata, such as categories, this overhead is larger.

The initial disk space allocated for this tablespace is approximately 50MB for a 
default install. Of this 50MB, 16MB is actually used at the completion of installation. 
This includes instantiations for all required tables and indexes and the metadata 
required for the approximately 700 files that are loaded into Oracle CM SDK as part 
of the install. Different tables and indexes within this tablespace grow at different 
rates depending on which features of Oracle CM SDK are used in a particular 
installation.

Oracle Text
When Oracle CM SDK works in conjunction with Oracle Text, it allows users to use 
powerful search capabilities on the documents stored within Oracle CM SDK. Disk 
space for these capabilities is divided among three distinct tablespaces for optimal 
performance.

The Oracle Text Data tablespace contains tables which hold the text tokens (separate 
words) that exist within the various indexed documents. The storage for these text 
tokens is roughly proportional to the ASCII content of the document.

The ASCII content percentage varies depending on the format of the original 
document. Text files only have white space as their non-ASCII content and therefore 
incur a greater per document percentage overhead. Document types such as 
Microsoft Word or PowerPoint contain large amounts of data required for 
formatting that does not qualify as text tokens. The per document percentage on 
these types of documents is therefore lower. On a system with diverse content types 
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the expected overhead is approximately 8% of the sum of the original sizes of the 
indexed documents.

Table A–10 offers some general guidelines for the amount of ASCII text in a 
document for several popular formats:

The Oracle Text Keymap tablespace contains the tables and indexes required to 
translate from the Oracle CM SDK locator of a document (the Oracle CM SDK 
DocID) to the Oracle Text locator of that same document (the Oracle Text DocID). 
The expected space utilization for this tablespace is approximately 70 bytes per 
indexed document.

The Oracle Text Index tablespace contains the B*tree database index that is used 
against the text token information stored in the Oracle Text Data tablespace. This 
grows as a function of the ASCII content just as the Oracle Text Data tablespace 
does. On a system with diverse content types the expected overhead is 
approximately 4% of the sum of the ASCII content of the documents, or 
approximately 1% of the sum of the total sizes of the indexed documents.

Table A–10 Average ASCII Content Per Document Type

Format

Plain ASCII Content 
as Percentage of 
File Size

Typical Percentage of all 
Document Content1

1 From statistics of Oracle Corporation's internal usage of Oracle CM SDK.

Microsoft Excel2

2 By default, Oracle Text indexes each number in an Excel document as a separate word. Excel 
stores a number more efficiently than its ASCII equivalent, which is why the ASCII content as a 
percentage of the file size is greater than 100%.

250% 4%

ASCII 100% 2%

HTML 90% 10%

Rich Text Format 80% 2

Microsoft Word 70% 13%

Acrobat PDF 10% 18%

Microsoft PowerPoint 1% 3%

Images (JPEG, BMP), Compressed 
files (Zip, TAR), Binary files, etc.

0% 50%

Total 100%
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B
Creating an Oracle Database

This appendix provides summary information for creating a new database instance 
to support Oracle Content Management SDK (Oracle CM SDK). It includes 
information about:

■ Using the Oracle Database Configuration Assistant to Create a Database

■ Creating Custom Tablespaces

You can also follow these instructions to create an Oracle database instance to 
support the Oracle Internet Directory server.

Using the Oracle Database Configuration Assistant to Create a 
Database

These instructions assume that you have installed the Oracle software (using the 
Oracle Universal Installer) into an Oracle home. The instructions begin after the 
Oracle Database Configuration Assistant has been launched. The Oracle Database 
Configuration Assistant is located in the following directory:

$ORACLE_HOME/assistants/dbca

1. Select the General Purpose or Transaction Processing database template to 
ensure that initialization and other database sizing parameters meet or exceed 
all requirements listed in the pre-installation requirements.

The General Purpose or Transaction Processing template also creates the 
necessary password file for the database, which must be there during Oracle 
CM SDK configuration. The password file enables you to connect to the service 
name using SYS ’AS SYSDBA’.

2. Enter a name for the database.
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3. Select Unicode (UTF8) as the database character set to enable full 
multi-language functionality in Oracle CM SDK. Specifying a different database 
character set can limit Oracle CM SDK functionality. 

When you finish selecting the database details, the Oracle Database 
Configuration Assistant launches and creates the database, assigning it the 
name entered in step 2. 

After creating the database, log on to the database and change the 
system/manager and sys/change_on_install passwords (you can also 
do this during the Database Configuration Assistant process).

4. Use the command-line version of SQL*Plus to log on to the database and enter 
the following command to change the default SYS password:

alter user sys identified by <new_password>;

Once the database is operational, create tablespaces for the various Oracle CM SDK 
schema objects, such as Oracle Text tables and indexes. 

Creating Custom Tablespaces
During Oracle CM SDK configuration, you must select whether to store all schema 
objects in the USERS tablespace or in custom tablespaces. The USERS tablespace is 
not the optimal tablespace to use for a production environment, so Oracle 
recommends creating custom tablespaces for the various tables and indexes that 
comprise the system (see Table B–1) before attempting to configure Oracle CM SDK.

To create custom tablespaces for Oracle CM SDK, Oracle recommends that you 
create tablespaces as locally-managed tablespaces. Locally-managed tablespaces 
track all extent information in the tablespace itself, using bitmaps, resulting in 
simplified space allocation, ease of management, and performance benefits. 

Locally-managed tablespaces have been available since Oracle 8.1. Beginning with 
the Oracle9i Database Server, locally-managed is the default for all non-SYSTEM 
permanent tablespaces whenever the type of extent management is not explicitly 
specified. 

The following is an example of the SQL syntax used to create custom tablespaces:

CREATE TABLESPACE "<tbspname>" 
LOGGING 
DATAFILE '/data1/home/oracle/product/oradata/<sidname>/<tbspname>
TBSPNAME.dbf' SIZE 50M EXTENT MANAGEMENT LOCAL AUTOEXTEND



Creating Custom Tablespaces

Creating an Oracle Database B-3

■ If you create locally-managed custom tablespaces, use the default options. 
Specifically, use the default value for the segment-space management type. The 
default value is manual. Most Oracle CM SDK data is stored as LOBs, and 
automatic segment-space management does not support LOBs. By default, 
locally-managed tablespaces are created correctly for use with Oracle CM SDK.

■ Create custom tablespaces on disk storage appropriate for your 
implementation. See the Oracle9i Database Performance Tuning Guide and Reference 
for more information.

See Table B–1 for additional information about the various custom tablespaces and 
what they contain. Use the table to note the names and specific information about 
the custom tablespaces that you create.

For more information about creating tablespaces and about locally-managed 
tablespaces, see the Oracle9i Database Administrator’s Guide.

Caution: You must specify the AUTOEXTEND parameter when 
associating datafiles with a custom tablespace. If you do not specify 
this parameter, the Oracle CM SDK Configuration Assistant might 
not be able to complete the configuration process.

Table B–1 Custom Tablespace Definitions for Oracle CM SDK

Tablespace Description Your Custom Tablespace Name

Primary Stores metadata for documents, information about users 
and groups, and other Oracle CM SDK object data. (50 
MB)

Non-Indexed Media Stores LOB data for documents that are not indexed by 
Oracle Text, such as zip files. (50 MB)

Indexed Media Stores LOB data for documents indexed by Oracle Text, 
such as text and word processing files. (50 MB)

interMedia Media Stores LOB data for documents indexed by Oracle 
interMedia, such as image, audio, and video files. (50 
MB)

Oracle Text Index Stores the Oracle Text tokens table. (50 MB)

Oracle Text Tokens Stores the index on the Oracle Text tokens table. (50 MB)

Oracle Text Data Stores the Oracle Text tables. (150 MB)
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C
Configuration Worksheets

User Account and Password Summary Tables
During configuration of Oracle Content Management SDK (Oracle CM SDK) and 
related components (such as the Oracle9i Database Server, Oracle Internet Directory, 
or Oracle Enterprise Manager), you must enter various schema (user) names, 
passwords, and the like. See the Oracle Application Server 10g Installation Guide for 
additional information.

Oracle9i Database Server Administration Worksheet

Caution: If you use this Appendix to document any settings in 
your environment, keep it in a secure place or destroy it after 
configuring Oracle CM SDK.

Object Description or Usage Note
Default Value or 
Password Your Setting

Hostname Name of the computer on which you are 
installing the product. Fully qualified 
names such as host1.yourcompany.com

 

IP address Identifies the host at the network card level. 
Used by Mac clients to initially connect to 
the AFP Server. 

UNIX root 
account

Super-user account. Required to initially 
setup the computer for Oracle installation, 
and by Oracle Enterprise Manager to run 
OS jobs.
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Oracle Application Server Administration Worksheet

Oracle 
home

Directory path into which Oracle software 
gets installed. Displays in Oracle Universal 
Installer as "OracleHome," "OracleHome1," 
and so on, depending on how many Oracle 
homes are on the computer already, if more 
than one.

Global 
database 
name

Uniquely identifies the database 
throughout the network, in the format 
database_name.database_domain, 
where database_domain maps to the 
network domain, such as 
yourDB.yourcompany.com.

 

Service 
Name

Identifies a specific instance of the Oracle 
database.

Defaults to 
database_name 
portion of the global 
database name.

SYS A schema created during installation of the 
database. Owns the data dictionary.

change_on_install

SYSTEM Default database administrator account 
that has privileges on SYS schema objects.

manager

Object Description or Usage Note
Default Value or 
Password Your Setting

Oracle 
Applicatio
n Server 
Instance 
Name

Name of the Oracle Application Server 
instance. You create this during Oracle 
Application Server configuration.

 

ias_admin Management account for the Oracle 
Application Server instance. You will use 
this account and password to log in to the 
Application Server Control. 

Object Description or Usage Note
Default Value or 
Password Your Setting
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Oracle Internet Directory Administration Worksheet

Oracle CM SDK Administration Worksheet

Object Description or Usage Note
Default Value or 
Password Your Setting

OID server 
host

Name of the server where OID is running. 
See Oracle Internet Directory Administrator’s 
Guide for complete information about 
Oracle Internet Directory.

 

Port 
number/SSL

Port at which LDAP is listening. LDAP: 389

SSL: 636

OID Super 
user name/ 
password

Default Oracle Internet Directory super 
user name and password.

cn=orcladmin/
welcome1

Root Oracle 
context

Distinguished name of the Root Oracle 
context in your Oracle Internet Directory 
instance.

cn=OracleContext

Object Description or Usage Note
Default Value or 
Password Your Setting

Schema 
name

Owner of all Oracle CM SDK objects in the 
database.

Schema 
password

Password for the Oracle CM SDK schema. 
You must create one during the 
configuration.

system Default Oracle CM SDK administrative 
user. Has privileges on Oracle CM SDK 
schema objects. Can start and stop Oracle 
CM SDK domain.

manager9ifs
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