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Preface

This guide provides detailed information to system and database administrators on 
how to publish and manage mobile applications using Oracle9i Lite.

This guide includes the following topics:

Chapter 1, "Introduction" Introduces Mobile Server and describes how to 
use this document.

Chapter 2, "Concepts" Provides a conceptual framework for 
understanding Mobile Server features and 
terminology.

Chapter 3, "Getting Started" Provides overview information on how to publish 
applications.

Chapter 4, "Mobile Server 
Control Center Overview"

Provides  an overview of the Mobile Server 
Control Center.

Chapter 5, "Administering 
Users"

Discusses how to administer users and groups.

Chapter 6, "Administering 
Mobile Applications"

Discusses how to administer mobile applications.

Chapter 7, "Administering 
the Mobile Server"

Discusses how to administer the Mobile Server.

Chapter 8, "Administering 
Web-to-Go Sites"

Discusses how to administer Web-to-Go sites.

Chapter 9, "Administering 
Synchronization for Branch 
Office Jobs"

Discusses how to administer Web-to-Go jobs.
xix



Chapter 10, "Administering 
Replication"

Discusses how to administer replication.

Chapter 11, "Tracing" Discusses how to obtain trace information from 
the Mobile Server and the Message Generator and 
Processor (MGP) while the Mobile Server is 
running.

Chapter 12, "Deployment" Discusses how to deploy Oracle9i Lite.

Chapter 13, "Deployment: 
Creating an Install CD for 
Mobile Clients"

Discusses how to create a CD for installing 
Mobile Clients offline.

Chapter 14, "Deployment: 
Using the Mobile Client for 
Web-to-Go"

Discusses how deploy Mobile Client for 
Web-to-Go.

Appendix A, 
"Troubleshooting FAQs"

Provides frequently-asked questions for 
troubleshooting the Mobile Server.

Appendix B, "Mobile Server 
Configuration Parameters"

Defines the configuration parameters found in the 
webtogo.ora file.

Appendix C, "Consolidator 
Requirements in INIT.ORA"

Describes the Consolidator requirements for the 
Oracle database parameter settings in init.ora.

Appendix D, "Secure Socket 
Layer (SSL) Support"

Describes the Mobile Server support for the 
Secure Sockets Layer (SSL) communication 
protocol. 

Appendix E, "Scripting 
Language for the Mobile 
Server"

Describes the scripting language for the Mobile 
Server. You can use scripting to do batch 
processing of the administrator tasks that are 
performed most often. 

Appendix F, "Bypassing a 
Proxy Server"

Describes how to configure the client machine to 
bypass a proxy server.

Appendix G, "External 
Authentication"

Provides information on external authentication.

Appendix H, "System 
Catalog Views"

Provides a reference to the  system catalog views 
for the Mobile Admin schema. 

Appendix I, "Using the JDBC 
Thin Driver"

Describes how to use the JDBC thin driver with 
Mobile Server applets.
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Utility"

Provides a reference to the Consolidator 
Performance (Consperf) utility used to profile 
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Introd
1

Introduction

This guide describes the process of publishing, managing, and deploying your 
applications using Oracle9i Lite. The primary audiences for this guide are the 
system or database Administrator and the end user. The Administrator publishes 
and manages the applications (after the developer has packaged them). The end 
user deploys Oracle9i Lite.

This document introduces the Mobile Server. The following topics are discussed:

■ Section 1.1, "What Is the Mobile Server?"

■ Section 1.2, "Concepts and Terminology"

■ Section 1.3, "Implementation Tutorial"

■ Section 1.4, "Detailed Instructions"

■ Section 1.5, "Conventions"

1.1 What Is the Mobile Server?
The Mobile Server enables the Administrator to publish, manage, and provide 
mobile applications to a wide range of different device platforms. The Mobile 
Server performs both data and application synchronization to Mobile Clients.

Note: For detailed information about deployment, see Chapter 12, 
"Deployment" and Chapter 14, "Deployment: Using the Mobile 
Client for Web-to-Go".
uction 1-1



Concepts and Terminology
Administrators manage the Mobile Server by using the Mobile Server Control 
Center. With this tool, the Administrator can create, delete, or modify users; assign 
access privileges on applications; and set snapshot template variables.

The developer uses the Packaging Wizard to package (or define) the application, 
specifying the snapshot definition information. This process includes describing 
your application, listing the files that are part of the application, and the snapshots 
(publication items) that your mobile application needs. You can then save the 
application into a jar file. These tasks are typically executed by the developer of the 
application. Once an application is packaged, the Administrator can publish the 
application into the Mobile Server Repository by using the Mobile Server Control 
Center. For a detailed description of the Packaging Wizard, see Oracle9i Lite 
Developer’s Guide for Web-to-Go.

When the Administrator publishes an application, replication objects are 
automatically created in the Mobile Server Repository. A publication is created for 
each platform that the application supports. The snapshot definition information is 
part of the application definition, which is specified by the developer and is stored 
in a jar file. 

1.2 Concepts and Terminology
Before you implement Oracle9i Lite, you should understand Oracle9i Lite concepts 
and terminology. Chapter 2, "Concepts", provides a conceptual overview of Oracle9i 
Lite and the Glossary contains a complete list of terms and definitions. You should 
review these sections before getting started.

1.3 Implementation Tutorial
Once you understand Oracle9i Lite concepts and terminology, you should become 
familiar with the implementation process. You can find a tutorial on the 
implementation process that uses Web-to-Go as the implementation platform in 
Chapter 4, "The Web-to-Go Tutorial," in Oracle9i Lite Developer’s Guide for Web-to-Go. 
The tutorial guides you through the process of developing and running a simple 
Web-to-Go application.

1.4 Detailed Instructions
Once you have developed an overview of developing and implementing Oracle9i 
Lite applications, using Web-to-Go as an example, you can follow the instructions 
provided in Chapter 3, "Developing Web-to-Go Applications," in Oracle9i Lite 
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Developer’s Guide for Web-to-Go. This chapter provides detailed instructions for 
developing and packaging Web-to-Go applications. This guide also provides 
sample applications and troubleshooting information.

1.5 Conventions
The following conventions are used in this guide to clarify who performs a 
particular task when the topic being discussed includes a description of certain 
tasks:

■ When the context of the discussion focuses on the Administrator ’s role, the text 
refers to the system administrator as the "Administrator" (the initial letter in 
uppercase). At this point, the Administrator, as the intended audience, is not 
addressed as "you" because it may not be clear to the reader, yet, who the 
intended audience is.

■ When it becomes established in the context that it is the Administrator who 
performs the task, the text refers to the Administrator in the second person (that 
is, as an expressed or implied "you"). For example, "When you suspend the 
Mobile Server, the Mobile Server terminates all currently active sessions on the 
server....To perform this task, click the Server tab and then...."
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Concepts

This document provides a conceptual framework for understanding Oracle9i Lite 
features and terminology. Topics include:

■ Section 2.1, "The Mobile Server Environment"

■ Section 2.2, "Synchronization Concepts"

■ Section 2.3, "Access Control Management"

■ Section 2.4, "Tracking Mobile Clients for Web-to-Go Sites"

2.1 The Mobile Server Environment
The Mobile Server environment is a three-tier Web model that contains a client, a 
Web application server, and a database server. As Figure 2–1 shows, the architecture 
of the Mobile Server environment contains the following three tiers: 

1. The Mobile Client (for example, the Mobile Client for Web-to-Go)

2. The Mobile Server

3. The database server (for example, the Oracle database)
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Figure 2–1 The Mobile Server Environment

The database server makes up the first tier. Here, the Mobile Server Repository data 
and the application data must reside in the same Oracle database. 

The Mobile Server constitutes the second or middle tier. The Mobile Server runs in 
one of the following two configurations:

■ Mobile Server running in standalone mode

■ Mobile Server running as a component of Oracle9iAS

The Mobile Client makes up the third tier.

2.1.1 Mobile Client
The Mobile Client tier consists of the Oracle Lite database, Mobile Sync, and a client 
machine or a handheld device running one of the following compatible operating 
systems:

■ Windows NT 4.0 SP6a, Windows 2000, or Windows 95/98

■ Palm OS 
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■ Windows CE/Pocket PC 

■ EPOC 

You can install the Mobile Client for Web-to-Go only on a machine running a 
Windows 32 operating system. 

The Mobile Client for Web-to-Go consists of the Mobile Client Web Server and the 
Oracle Lite database. 

The Mobile Client for Web-to-Go can be accessed from a browser on Microsoft 
Windows. The browser should be either Netscape 4.5 or higher, or Internet Explorer 
5.0 or higher. If you use Internet Explorer, it is recommended that you use Internet 
Explorer 5.5 and the Internet Explorer 5.5 Service Pack 2. Users and administrators 
should enable Web cookies in their browsers.

2.1.2 Mobile Server
The application server tier contains the Mobile Server, which processes requests 
from the Mobile Client to replicate data in the database server. The Mobile Server is 
a module that operates with the Oracle9i Application Server (Oracle9iAS). The 
Mobile Server runs as a component of Oracle9iAS.

The Mobile Server also runs in the standalone mode.

2.1.3 Database Server
The database server tier stores the application data and the application and system 
files. The files are stored in the Mobile Server Repository, a virtual file system that 
resides on Oracle. It is a persistent resource repository that contains all application 
files and definitions of the applications.

An application is available to the user after the administrator publishes it to the  
system and grants access privileges to the user.

Note: For complete information on the hardware and software 
system requirements, see Oracle9i Lite Installation and Configuration 
Guide for UNIX if you installed the Mobile Server on a UNIX 
machine.
Concepts 2-3



Synchronization Concepts
2.2 Synchronization Concepts
The Mobile Clients for the various platforms use Mobile Sync to synchronize the 
data changes between the local Oracle Lite database and the Oracle database.

2.2.1 Data Synchronization
During data synchronization, the Mobile Client uploads data changes into the in 
queues in the Oracle database. The client then downloads the new changes from the 
out queues and applies these changes to the local Oracle Lite database.

The Consolidator Message Generator and Processor (MGP) is a Java background 
process that applies the pending transactions from the queues to the Oracle 
database at set intervals. It also generates new data changes for the Mobile Client to 
download. These changes are stored in out queues from where the Mobile Client 
retrieves them the next time it synchronizes. Data changes uploaded by the Mobile 
Client are not reflected in the Oracle database tables until the MGP has processed 
the in queue and applied those changes. Similarly, any changes made to the Oracle 
database tables after the MGP has run are not added to the out queue and are not 
downloaded when the Mobile Client synchronizes.

As Figure 2–2 illustrates the synchronization process, you can use the Mobile Client 
to upload changes into the in queue and download updates in your out queue even 
if the MGP is not running. However, your in queue will not be processed, and your 
out queue will not receive any new changes. 

You can start and stop MGP from within the Mobile Server Control Center. 
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Figure 2–2 Synchronization Process

2.2.2 Synchronizing the Data and Application   
When the user synchronizes, the Mobile Server replicates the data changes that the 
user made locally to the Oracle database. The data changes that the user made to 
the data in the Oracle database are applied to the data in the Oracle Lite database on 
the the Mobile Client. 

In addition, any application changes are downloaded to the Mobile Client.

In Web-to-Go, data and applications are also synchronized when the user switches 
from the online mode to the offline mode or from the offline mode to the online 
mode.

2.3 Access Control Management
The Mobile Server provides server-side management of all users and applications. 
Administrators manage mobile users and applications using the Mobile Server 
Control Center.

2.3.1 The Mobile Server Control Center
The Administrator uses the Mobile Server Control Center to install the application 
in the production system. After publishing the application, the Administrator can 
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use the Mobile Server Control Center to assign application access privileges to 
users.

Using the Mobile Server Control Center, the Administrator can create and modify 
access control on an application by granting or revoking access to individual users 
or groups. The Administrator can also use the Mobile Server Control Center to 
perform other administration tasks, such as:

■ Create users and groups.

■ View server status.

■ Start, stop, and review status of MGP, which is the asynchronous replication 
engine.

■ View site information.

In addition, the Administrator can use the Mobile Server Control Center to change 
an application’s properties by doing the following:

■ Modify the number of connections that an application manages in its 
Web-to-Go connection pool.

■ Change the Oracle database login user name and password.

■ Determine which subset of the data is downloaded to the client.

2.3.2 Web-to-Go Roles
A Web-to-Go role is a privilege level which is specified within the application only 
in Web-to-Go. The developer creates roles in the application's code. It is an attribute 
of the user and of the application. 

For example:

role=employee

For information on using the Packaging Wizard to define application roles, see 
Oracle9i Lite Developer’s Guide for Web-to-Go.

After the Administrator publishes the Web-to-Go application to the Mobile Server, 
the Administrator can assign roles to users and groups by using the Mobile Server 
Control Center. The Administrator determines a user’s application access by 
assigning roles to users and groups. For example, the server has three different 
applications (Applications A, B, and C) and two users (Jane and John) who both 
have varying roles. Jane has the role of employee and developer for two different 
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applications. John has the role of manager and employee for two different 
applications.

2.4 Tracking Mobile Clients for Web-to-Go Sites
A Mobile Client is a physical machine such as a laptop or PC that can be used by 
one or more users. On the Mobile Client for Web-to-Go, each user has a directory. 
This directory contains a database file for each of the applications that the user has 
access to. This directory is called a site. A Mobile Client for Web-to-Go can contain 
multiple sites, but only one site per user. Users can have multiple sites on different 
clients. 

The Mobile Server administrator can track and manage sites using the Mobile 
Server Control Center. The Mobile Server automatically collects site properties 
during client synchronization. Using the Mobile Server Control Center, the 
administrator can view site properties, such as the following:

Application Role User

Application A employee Jane

Application A manager John

Application B employee John

Application C developer Jane

Property Description

username The site user name.

hostname The site host name. For example:

host_machine.domain.

last mode The site’s last mode. The last mode is either online or 
offline.

created The date the site was created.

last synchronized The date the site was last synchronized.

client operating system, 
version, and architecture

The Mobile Client for Web-to-Go operating system, 
version, and architecture. For example:

Windows NT 4.0 x86

client Java version The Mobile Client for Web-to-Go Java version.
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Web-to-Go version The Web-to-Go version.

Property Description
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Getting Started

The information in this document enables you, the Administrator, to get started in 
publishing your applications into the Mobile Server Repository. You must publish 
your applications first before any data synchronization can take place.

3.1 The General Flow
The general flow for publishing an application, whether it is a Web-based 
application or a native one, is as follows:

1. Make sure that the Mobile Server is running. Package the application using the 
Packaging Wizard. For a step-by-step description of how to use the Packaging 
Wizard, consult the appropriate chapters in the following documentation 
according to the platform for which the application is written:

■ Oracle9i Lite Developer’s Guide for Web-to-Go

■ Oracle9i Lite Developer’s Guide for Windows 32

■ Oracle9i Lite Developer’s Guide for Windows CE/Pocket PC

■ Oracle9i Lite Developer’s Guide for Palm

■ Oracle9i Lite Developer’s Guide for EPOC

2. If the application tables do not already exist in the Oracle database, create the 
tables. See Section 6.2, "Creating Database Tables" in Chapter 6, "Administering 
Mobile Applications".

3. Open the Mobile Server Control Center and publish the application. See 
Section 6.3, "Uploading Applications to the Mobile Server Repository" in 
Chapter 6, "Administering Mobile Applications".
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4.  Go to the Application Properties page. Set the database password for the 
application tables. See Section 6.4, "Modifying Application Properties" in 
Chapter 6, "Administering Mobile Applications".

5. Go to the Security page in the Mobile Server Control Center and assign this 
application to users. See Section 6.8.1, "Granting or Revoking Application 
Access for Users and Groups" in Chapter 6, "Administering Mobile 
Applications".

6. Go to the Data Subsetting page in the Mobile Server Control Center and set the 
data subsetting parameters (if applicable) for each user on each platform. See 
Section 6.9, "Modifying Data Subsetting Parameters" in Chapter 6, 
"Administering Mobile Applications".

7. Start the Message Generator and Processor (MGP). See Section 7.6, "Starting The 
Message Generator and Processor (MGP)" in Chapter 7, "Administering the 
Mobile Server".
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Mobile Server Control Center Overview

This document provides an overview of the Mobile Server Control Center, which is 
a Web-based application that runs in your browser and enables you to administer 
mobile applications easily.

The document includes a discussion of the following topics:

■ Section 4.1, "Logging On"

■ Section 4.2, "Mobile Server Control Center Overview"

■ Section 4.3, "Mobile Server Administration Tasks"

4.1 Logging On
To administer mobile applications, log on to the Mobile Server Control Center as 
the administrator. As Figure 4–1 shows, in the Logon page, type the user name 
"administrator" and the password "admin", then click Logon.
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Figure 4–1 Logon Web Page for the Mobile Server Control Center

As Figure 4–2 shows, the Workspace Web page appears with the Control Center 
icon. Click the Control Center icon or the Control Center link.
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Figure 4–2 The Mobile Server Control Center Link

The Mobile Server Control Center appears, as illustrated by Figure 4–3.
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Figure 4–3 The Mobile Server Control Center

4.2 Mobile Server Control Center Overview
The Mobile Server Control Center, as Figure 4–3 displays, is divided into an 
upper frame (the function tabs), a left frame (search options), and a right frame 
(administration tasks). The upper frame contains the following function tabs:

■ Applications

■ Users

■ Sites

■ Server

■ Jobs

■ Help
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Function Tabs
The function tabs are always present and enable you to perform administrative 
tasks or to access the help documentation. The upper frame also contains a different 
color bar for each tab depending on which tab you select. The Help tab launches a 
separate browser window with the help documentation.

Search Options
The left frame contains the following search options depending on which tab you 
select:

■ Application Name

■ Application Virtual Path

■ Users

■ User Groups

■ Site Host Name

■ Site User Name

■ Site days offline

You can search for all users, user groups, or applications by leaving the search field 
blank. You can search for sites by host name or by user name. For easy navigation, a 
graphic at the top of the left frame identifies the currently selected tab.

Administration Tasks -- The Right Frame
As Figure 4–3 shows, use the left panel to search for the applications that you want 
to administer. You can find the applications by name or virtual path. The right 
frame displays the results of any search or modification you perform. It also enables 
you to perform Web-to-Go administration tasks.

4.3 Mobile Server Administration Tasks
The Mobile Server Control Center function tabs enable you to perform Mobile 
Server administration tasks. Click the appropriate function tab to perform the 
required Mobile Server administration task.

Applications Tab
You use the Applications tab for:

■ Granting or Revoking Application Access for Users and Groups
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■ Granting or Revoking Mobile Server Roles for a User

■ Including Users in or Excluding Users from Group-Level Access

■ Granting or Revoking Application Roles for a Group

■ Selecting Application Files for Public Use

■ Modifying Data Subsetting Parameters

■ Modifying Registry Entries

■ Modifying Application Properties

■ Adding WAR File to Application

■ Removing Applications From the Mobile Server

■ Suspending an Application

■ Resuming an Application

■ Uploading Applications to the Mobile Server Repository

■ Creating System Bookmarks

Users Tab
You use the Users tab for:

■ Creating a User

■ Modifying or Dropping a User

■ Creating a Group

■ Modifying or Dropping a Group

■ Listing all the Users

■ Granting or Revoking Application Access for User

■ Granting or Revoking Mobile Server Roles for User

■ Modifying Data Subsetting Parameters 

■ Including User in or Excluding User from Groups

■ Listing Sites for the User

Sites Tab
You use the Sites tab for:
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■ Listing Site Details

■ Viewing Site Details

■ Clearing a Site from the Mobile Server

Server Tab
You use the Server tab for:

■ Viewing System Status Reports for the Server

■ Suspending the Server for Maintenance

■ Resuming the Server

■ Listing the Active User Sessions

■ Starting MGP

■ Stopping MGP

■ Setting Server Trace

■ Seting MGP Trace

■ Uploading SSL Certificate (SSL mode only)

Jobs Tab
You use the Jobs tab for:

■ Viewing Scheduled Data Synchronization Jobs

■ Creating a New Data Synchronization Job

■ Editing a Data Synchronization Job

■ Deleting a Data Synchronization Job

Help Tab
The Help tab displays context-sensitive help. 
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Administering Users

This document describes how to use the Mobile Server Control Center to administer 
users. It includes a discussion of the following topics:

■ Section 5.1, "Overview"

■ Section 5.2, "Standalone Mode"

■ Section 5.3, "Oracle9iAS Mode"

5.1 Overview
You can administer users while you are running the Mobile Server in one of the 
following modes:

■ Mobile Server running in standalone mode

■ Mobile Server running as a component of Oracle9iAS

As the following sections explain, each of these modes requires its own way of 
administering users because the users’ data in each case is stored and managed 
differently.

The users’ data in the standalone mode is stored and managed locally in the Mobile 
Server Repository. In Oracle9iAS version 2.0, the users’ data is stored and managed 
in the Oracle Internet Directory (OID) — an Oracle database-based LDAP V3 
directory server. In Oracle9iAS version 1.0.2.2, the users’ data is stored and 
managed locally in the Mobile Server Repository.

When the Mobile Server is running as a component of Oracle9iAS version 2.0, the 
Mobile Server authenticates the users residing in OID by using the Oracle Single 
Sign-On (OSSO). When the Mobile Server is running as a component of Oracle9iAS 
version 1.0.2.2, a separate authentication mechanism is used.
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5.2 Standalone Mode
In the standalone mode, all of the information regarding users, such as the users’ 
names and passwords, comes from the Users table in the Mobile Server Repository. 
In this mode, the Mobile Server does all of the authentication.

The following sections discuss how to administer users in the standalone mode.

5.2.1 Listing Users and User Groups
To get a list of Users, click the Users tab in the Mobile Server Control Center and 
then select the Users radio button in the left panel. Enter your search criteria in the 
search field and click Go. As Figure 5–1 illustrates, a list of users that matches your 
search criteria, displaying their Display Names and User Names, appears in the 
right panel. Near the top of the page in the right panel, the "Number of Users 
found" is displayed.

Figure 5–1 List of Users
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You can determine how many users are shown per each display screen by setting 
the following parameter in webtogo.ora (anywhere in the WEBTOGO section):

ROWS_PER_PAGE_IN_ADMIN_TOOL

For example, to display the list of users on the screen in groups of 20 users per 
display page, you set this parameter to 20 as follows:

ROWS_PER_PAGE_IN_ADMIN_TOOL=20

The default value is 25. If you set this parameter to zero, the rows will appear on 
one long scrollable page, instead of being grouped on each display page.

From the list of users, you can easily delete one or more users. In the Delete column, 
select the checkboxes of the users you want to delete, then click the hyperlink 
Delete. This permanently deletes the selected users from the system. 

To get a list of User Groups, click the Users tab and then select User Groups. Enter 
your search criteria in the search field and click Go. A list of user groups with a 
group name matching your search criteria appears in the right panel.

5.2.2 Creating a User
In the standalone mode, you can create new users for the Mobile Server. The 
information regarding the new users comes from the Users table in the Mobile 
Server Repository. 

To create a user, click the Users tab and then click Create User in the left panel of the 
Mobile Server Control Center. As Figure 5–2 shows, the following fields appear in 
the right panel:

Note: For more information on webtogo.ora and the Mobile 
Server configuration parameters, see Appendix B, "Mobile Server 
Configuration Parameters".

Field Description Required

Display Name A distinguishable full name for the Mobile Server user. X

User Name The Mobile Server logon name that the user enters to 
begin the Mobile Server session.

X
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Enter the required information and click Save. The Mobile Server Control Center 
displays the saved information including the user’s sites. Since the newuser, at this 
point, does not have sites yet, the Mobile Server Control Center displays a message 
stating that no Web-to-Go sites were found.

Password The password for the user. The password can only contain 
single-byte characters from the Oracle database character 
set (even when the character set contains multi-byte 
characters).

X

Password Confirm The password for the user. X

System Privilege A drop-down list of available Mobile Server privileges for 
the user. You can choose only one of the following system 
privileges to assign to a user:

■ User enables users to connect to the Mobile Server.

■ Administrator enables users to modify Mobile Server 
resources.

■ Organizer enables users to publish applications.

■ None prevents users from having privileges.

X

Note: The user names and the passwords can only contain 
single-byte characters and cannot contain the following characters: ’  
"  ,  @ or %.

Field Description Required
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Figure 5–2 Creating a User

5.2.3 Modifying or Dropping a User
To modify or to drop a user, click the Users tab. Select Users in the left panel. Enter 
your search criteria in the search field and click Go. A list of users appears in the 
right panel. Click the user you want to modify or drop. As Figure 5–3 shows, the 
user's information appears in the following fields:

Field Description Required

Display Name A distinguishable full name for the Mobile Server user. X

User Name The Mobile Server logon name that the user enters to 
begin the Mobile Server session.

X

Password The password for the user. The password can only contain 
single-byte characters from the Oracle database character 
set (even when the character set contains multi-byte 
characters).

X
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Password Confirm The password for the user. X

System Privilege A drop-down list of available Web-to-Go privileges for the 
user. You can choose only one of the following system 
privileges to assign to a user:

■ User enables users to connect to the Mobile Server

■ Administrator enables users to modify Mobile Server 
resources.

■ Organizer enables users to publish applications.

■ None prevents users from having privileges.

X

Forced Refresh Marks a specific platform for the user for complete refresh. 
Designating a platform for forced complete refresh causes 
all of the user’s data to completely refresh on the target 
platform the next time the user synchronizes. The Mobile 
Server administrator can designate forced complete 
refresh on all platforms or on a per-platform basis. 

Field Description Required
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Figure 5–3 Modifying or Dropping a User

Modifying the User
To modify a user, change any of the preceding fields and then click Save. If you 
change the user’s password, you must make the same change in the Password 
Confirm field.

Dropping the User
To drop a user from the Mobile Server, click Remove. Once you drop a user, the 
Mobile Server drops all references for the user to applications, snapshot template 
variables, and registry variables. 

Note: You can disable a user in Web-to-Go by setting the user’s 
privilege to None. This prevents the user from connecting to the 
system, and still maintains the user’s membership in Access 
Control Lists and User Groups.
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Viewing User Sites
To view user sites, click the Sites link in the left panel (see Figure 5–3). The 
Web-to-Go Sites screen appears, as illutrated in Figure 5–4, listing the sites by the 
host name and showing the time and date that the user site was created, the last 
refresh, and the last logon. Two links appear, one for Details and one for Delete, for 
each user site.

Figure 5–4 Viewing Web-to-Go User Sites

To see specific information about a user site, click the site name. Information 
regarding the selected user site appears as shown in Figure 5–5.
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Figure 5–5 Detailed Information about a User Site

The screen displays the following information:

Topic Definition

Host Name The site host name. For example: 

host.domain

Operating System The Mobile Client for Web-to-Go operating 
system, version, and architecture. For 
example:

Windows NT 4.0 x86

Java Runtime Environment The Java Runtime Environment (JRE). For 
example, 1.3.1. 
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The right frame also displays the following user information:

Adding Users or Removing Them from a User Group
To add or remove a user from a user group by, click the Groups link in the left 
panel. The User Groups screen appears, as shown in Figure 5–6, listing all of the 
user groups that this particular user can belong to, including the user groups that 
this user already belongs to. Select the In Group? check box for each user group 
that you want to add this user to, or deselect the In Group? check box to remove 
this user from that user group..

Web-to-Go Version The Web-to-Go version.

Topic Definition

User The site user name.

Mode The site’s last mode. The last mode is either 
online or offline.

Created The date and time that the site was created.

Last Refresh The date and time that the site was last 
synchronized.

Last Logon The date and time of the last time the user 
logged in. 

Topic Definition
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Figure 5–6 Adding Users or Removing Them from User Groups

5.2.4 Creating a Group
Creating groups enables you to control access to the Mobile Server applications for 
multiple users at the same time. To create a group, click the Users tab and then click 
Create User Group in the left frame of the Mobile Server Control Center. The 
following elements appear in the right frame:

Elements Description Required

Group Name The name of the group. X

The following displays for each user in the system: 

User Name The user name.

Display Name The user’s full name including the first and last name.
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As Figure 5–7 illustrates, type the name of the new group in the Group Name field. 
Select the check box next to the user(s) you want to include in the group and click 
Save. To include all available users in the group, click Select All and then click Save.

Figure 5–7 Creating a Group

5.2.5 Modifying or Dropping a Group
To modify or to drop a group, click the Users tab and then click User Groups in the 
left frame. Enter your search criteria in the search field and click Go. A list of groups 
appears in the right frame. Click the group you want to modify or drop. As 
Figure 5–8 shows, the group's information appears in the following fields:

In Group? When this check box is selected, the user is included in the 
group.

Elements Description Required
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Adding Users to Groups
To add users to the group, select the In Group check box next to the user(s) you 
want to add and then click Save.

Dropping Users From Groups
To drop users from the group, remove the selection from the In Group check box 
next to the user(s) you want to drop. Click Save.

Dropping Groups
To drop a group from Web-to-Go, click Remove. Once you drop a group, the 
Web-to-Go server drops all the group’s references to applications.

Elements Description Required

Group Name The name of the group. X

The following displays for each user in the system: 

User Name The user’s user name.

Display Name The user’s full name including the first and last name.

In Group? When this check box is selected, the user is included in the 
group. When this check box is clear, the user is not 
included in the group.
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Figure 5–8 Modifying or Dropping a Group

5.3 Oracle9iAS Mode
In the Oracle9iAS mode, where the Mobile Server is running as a component of 
Oracle9iAS version 2.0, all of the information regarding users, such as the users’ 
names and passwords, comes from the Oracle Internet Directory (OID), not from 
the Mobile Server Repository. When Mobile Server is running as a component of 
Oracle9iAS version 1.0.2.2, a separate authentication mechanism is used.

In the Oracle9iAS mode, the Mobile Server authenticates the users residing in OID 
by using the Oracle Single Sign-On (OSSO) when running as a component of 
Oracle9iAS version 2.0. When running as a component of Oracle9iAS version 
1.0.2.2, a separate authentication mechanism is used.

The following sections discuss how to administer users in the Oracle9iAS mode.
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5.3.1 Listing and Creating Users and User Groups
To get a list of Users in the Oracle9iAS mode, see Section 5.2.1, "Listing Users and 
User Groups".

As Figure 5–9 illustrates, there are three main characteristics that differentiate the 
Oracle9iAS mode from the standalone mode in terms of the actions that you can 
perform. 

In the Oracle9iAS mode:

■ You cannot create users through the Mobile Server Control Center. The Create 
User link is disabled. To create users in the Oracle9iAS mode, use the tools 
provided by Oracle9iAS.

■ You cannot delete users through the Mobile Server Control Center.

■ You can mobile enable users to use mobile applications through the Mobile 
Server Control Center from the panel that lists the users. Select the Mobile 
Enable? checkbox and click Save for each user you want to mobile enable to 
use mobile applications.
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Figure 5–9 Mobile Enabling Users in the Oracle9iAS Mode

5.3.2 Modifying or Dropping a User
In the Oracle9iAS mode, you can only modify a user’s System Privilege or drop a 
user from the Mobile Server. To modify a user’s Display Name or User Name when 
you are running the Mobile Server as a component of Oracle9iAS, you can do so 
only from within Oracle9iAS. 

To modify a user’s System privilege or drop a user from the, click the Users tab. 
Select Users in the left panel. Enter your search criteria in the search field and click 
Go. A list of users appears in the right panel. Click the user you want to modify or 
drop. As Figure 5–10 shows, the user's information appears in the following fields:

Field Description Required

Display Name A distinguishable full name for the Mobile Server user.

This field is not editable in the Oracle9iAS mode.

X
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User Name The Mobile Server logon name that the user enters to 
begin the Mobile Server session.

This field is not editable in the Oracle9iAS mode.

X

System Privilege A drop-down list of available Web-to-Go privileges for the 
user. You can choose only one of the following system 
privileges to assign to a user:

■ User enables users to connect to the Mobile Server

■ Administrator enables users to modify Mobile Server 
resources.

■ Organizer enables users to publish applications.

■ None prevents users from having privileges.

X

Forced Refresh Marks a specific platform for the user for complete refresh. 
Designating a platform for forced complete refresh causes 
all of the user’s data to completely refresh on the target 
platform the next time the user synchronizes. The Mobile 
Server administrator can designate forced complete 
refresh on all platforms or on a per-platform basis. 

Field Description Required
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Figure 5–10 Modifying or Dropping a User in the Oracle9iAS Mode

Modifying the System Privilege for a User
To modify the System Privilege for a user, make your selection from the dropdown 
menu, then click Save. 

Dropping the User from the Mobile Server
To drop a user from the Mobile Server, click Remove. Once you drop a user, the 
Mobile Server drops all references for the user to applications, snapshot template 
variables, and registry variables. 

Note: You can disable a user by setting the user’s privilege to 
None. This prevents the user from connecting to the system, but 
still maintains the user’s membership in Access Control Lists and 
User Groups.
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Viewing User Sites
Viewing user sites in the Oracle9iAS mode is the same as in the standalone mode. 
See "Viewing User Sites" in Section 5.2.3, "Modifying or Dropping a User" for the 
detailed information.

Adding Users or Removing Them from a User Group
Adding users or removing them from a user group in the Oracle9iAS mode is the 
same as in the standalone mode. See Section 5.2.3, "Modifying or Dropping a User" 
for the detailed information.

5.3.3 Creating a Group
Creating groups in the Oracle9iAS mode is the same as in the standalone mode. See 
Section 5.2.4, "Creating a Group" for the detailed information.

5.3.4 Modifying or Dropping a Group
Modifying or dropping a group in the Oracle9iAS mode is the same as in the 
standalone mode. See Section 5.2.5, "Modifying or Dropping a Group" for the 
detailed information.
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Administering Mobile Applications

This document discusses how to administer mobile applications. The discussion 
covers the following topics:

■ Section 6.1, "Listing Applications"

■ Section 6.3, "Uploading Applications to the Mobile Server Repository"

■ Section 6.4, "Modifying Application Properties"

■ Section 6.5, "Removing Applications From the Mobile Server"

■ Section 6.6, "Suspending an Application"

■ Section 6.7, "Resuming an Application"

■ Section 6.8, "Access"

■ Section 6.9, "Modifying Data Subsetting Parameters"

■ Section 6.10, "Modifying Registry Entries"

■ Section 6.11, "Selecting Application Files for Public Use"

■ Section 6.12, "Creating System Bookmarks"

■ Section 6.13, "Adding Web Application Archive (WAR) Files"

6.1 Listing Applications
To get a list of applications, click the Applications tab and then select By Name or 
By Virtual Path. Enter your search criteria in the search field and click Go. A list of 
applications with a virtual path or application name matching your search criteria 
appears in the right frame.
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6.2 Creating Database Tables
The database tables must exist before you publish your application. You can create 
the tables in the Oracle database by using the SQL command, CREATE TABLE. Any 
table that is used for an updateable snapshot must have a PRIMARY KEY 
constraint.

It is recommended that all records be inserted into your database tables before 
publishing your application.

6.3 Uploading Applications to the Mobile Server Repository
After you have built an application and packaged it into a .jar file using the 
Packaging Wizard, you can upload it to the Mobile Server Repository on the Oracle 
database server by doing the following:

1. Click Publish Applications in the left frame of the Applications panel. The 
Repository Directory and JAR File fields appear in the right frame.

2. As Figure 6–1 shows, in the Repository Directory field, enter the name of the 
directory in the Mobile Server Repository where the application file will be 
located (for example, mysample). If you leave this field blank, the Mobile Server 
will create a directory using the value of the virtual path of the application.

3. In the Jar File field, enter the name of the .jar file you wish to upload (for 
example, sample1.jar), or locate the file using the Browse button.

4. If you wish to overwrite an existing application with the same virtual path in 
the repository, select "Overwrite the Existing Application." 

5. Click Upload to publish the application to the Mobile Server Repository. 
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Figure 6–1 Uploading Applications to the Mobile Server Repository

6.4 Modifying Application Properties
You can modify a Mobile application’s properties including its name, description, 
and database connectivity. To perform this task, click the Applications tab and then 
click By Name or By Virtual Path in the left frame. Enter your search criteria in the 
search field and click Go. A list of applications appears in the right frame. Click the 
application you want to modify. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access
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■ Files

Click Properties. The following information appears in the right frame:

As Figure 6–2 and Figure 6–3 show, to modify an application's name, description, or 
database connectivity, enter the information in the required fields and click Save.

Field Description Required

Application Name The name of the application. X

Application Virtual Path The application’s virtual path. This cannot be 
modified.

X

Application Icon The application’s icon as it appears in the 
Workspace. This cannot be modified.

X

Application Description A description of the application. X

Application Mode Indicates whether this application is running or 
suspended.

Maximum Database 
Connections

The number of connections the application supports 
to the Oracle database.

X

Connection Sharing When selected, enables your application to share 
database connections among connected users. When 
not selected, users must wait five seconds for every 
connection currently assigned to the application.

Database Username The user name used by your application to connect 
to the Oracle database.

X

Database Password The password used by your application to connect 
to the Oracle database.

X
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Figure 6–2 Modifying Application Properties

  

To enable connection pooling, click the Connection Sharing On button and then 
click Save.
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Figure 6–3 Modifying Database Connectivity Information

6.5 Removing Applications From the Mobile Server
You can use the Mobile Server Control Center to remove an application’s resources 
and properties from the Mobile Server. To perform this task, click the Applications 
tab and then click By Name or By Virtual Path in the left frame. Enter your search 
criteria in the search field and click Go. A list of applications appears in the right 
frame. Click the application you want to delete. The following options appear in the 
left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files
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Click Properties. Scroll to the bottom of the right frame and click Remove, as shown 
in Figure 6–4. This removes the application from the Mobile Server.

Figure 6–4 Removing an Application

Removing an application from the Mobile Server does not delete all of the 
application’s files and servlets from the Mobile Server system. The application’s 
servlets remain loaded until the last user with access to the Mobile Server 
application logs off of the Mobile Server. Once the last user has logged off of the 
Mobile Server, the administrator can use the Mobile Server shell utility and delete 
all of the application files. 

6.6 Suspending an Application
You can use the Mobile Server Control Center to suspend a mobile application for 
maintenance purposes. Suspending an application prevents all users from accessing 
the application in online mode. All users can still access the application in offline 
mode. To suspend a mobile application, click the Applications tab and then click By 
Name or By Virtual Path in the left frame. Enter your search criteria in the search 
field and click Go. A list of applications appears in the right frame. Click the 
application you want to suspend. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Properties. Click Suspen, as illustrated in Figure 6–5. A warning dialog 
appears followed by a confirmation dialog. The application mode changes to 
suspended. The Resume button replaces the Suspend button.
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Figure 6–5 Suspending an Application

6.7 Resuming an Application
You can use the Mobile Server Control Center to resume an application that has 
been suspended. To perform this task, click the Applications tab and then click By 
Name or By Virtual Path in the left frame. Enter your search criteria in the search 
field and click Go. A list of applications appears in the right frame. Click the 
application you want to resume. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Properties. Click Resume. This returns the application to normal operation 
and enables it to go offline, if necessary. The application mode changes to running. 
The Suspend button replaces the Resume button.

Figure 6–6 Resuming an Application

6.8 Access
This section presents the access features of the Mobile Server Control Center.

6.8.1 Granting or Revoking Application Access for Users and Groups
With the Mobile Server Control Center, you can grant or revoke user and group 
access to a specific application. To perform these tasks, click the Applications tab 
and then click By Name or By Virtual Path in the left frame. Enter your search 
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criteria in the search field and click Go. A list of applications appears in the right 
frame. Click the application you want to modify. The following options appear in 
the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Access. A list of users and groups appears as shown in Figure 6–7.

Granting Application Access to Users
To grant application access to users, select the "Access?" check box next to the 
user(s) listed under User based access and then click Save. To grant access to all users 
in the list, click Select All and then click Save.

Revoking Application Access to Users
To revoke application access to users, remove the selection from the "Access?" check 
box and click Save.

Granting Application Access to Groups
To grant application access to groups, select the "Access?" check box next to the 
group(s) listed under Group-based access and then click Save. To grant access to all 
groups in the list, click Select All and then click Save.

Revoking Application Access to Groups
To revoke application access to groups, remove the selection from the "Access?" 
check box and click Save.

Note: Granting application access to an entire group gives each 
user in that group access to the application. However, you can 
exclude certain users from accessing the application without 
removing them from the group. For more information, see 
Section 6.8.2, "Including Users in or Excluding Users from 
Group-Level Access". 
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Figure 6–7 Granting or Revoking Application Access

6.8.2 Including Users in or Excluding Users from Group-Level Access
You can modify an application’s group-level access to an application by either 
including or excluding users. To perform these tasks, click the Applications tab and 
then click By Name or By Virtual Path in the left frame. Enter your search criteria in 
the search field and click Go. A list of applications appears in the right frame. Click 
the application you want to modify. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Access. A list of users and groups appears in the right frame.
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Including Users in Group-Level Access
To grant access to users in the group, do the following:

1. Click the Edit link that is associated with the group (that is, the Edit link that 
appears on the same line as the group).

2. On the next page, select the Enabled check box next to "Enable App Access for 
Group User".

Excluding Users from Group-Level Access
To revoke application access from a user in the group, do the following:

1. Click the Edit link that is associated with Pthe group (that is, the Edit link that 
appears on the same line as the group).

2. On the next page, remove the selection in the Enabled check box next to "Enable 
App Access for Group User".

6.8.3 Granting or Revoking Web-to-Go Roles for a User
For information on how to create Web-to-Go roles, see Oracle9i Lite Developer’s Guide 
for Web-to-Go.

To grant or revoke access to users and groups to a Mobile Server role, click the 
Applications tab and then click By Name or By Virtual Path in the left frame. Enter 
your search criteria in the search field and click Go. A list of applications appears in 
the right frame. Click the application you want to modify. The following options 
appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Access. A list of users and groups appears.

Granting Roles to the User
To grant roles to the user, click the Edit link next to the user’s name in the User 
based access section of the screen. A list of available roles for the user appears.
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Select the "Granted?" check box next the role you want to grant to the user. Click 
Save.

Revoking Roles from the User
To revoke roles from the user, clear the check box next to the role as shown in 
Figure 6–8. Click Save.

Figure 6–8 Revoking Roles from a User

Note: You can only access the list of available roles for a user if the 
user has been granted access to the application. If the user does not 
have access to the application, the Mobile Server Control Center 
returns an error message when you click the Edit link.
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6.8.4 Granting or Revoking Applications Roles for a Group
You can modify an application’s group(s) by granting or revoking roles to the 
group(s). To perform these tasks, click the Applications tab and then click By Name 
or By Virtual Path in the left frame. Enter your search criteria in the search field and 
click Go. A list of applications appears in the right frame. Click the application you 
want to modify. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Access. A list of users and groups appears in the right frame.

Granting Roles to the Group
To grant roles to the group, click the Edit link next to the group’s name. A list of 
available roles for the group appears.

Select the "Granted?" check box next the role you want to grant to the group. Click 
Save.

Revoking Roles from the Group
To revoke roles from the group, remove the selection in the check box next the role. 
Click Save.

6.9 Modifying Data Subsetting Parameters
The Mobile Server Control Center enables administrators to both view and edit the 
data subsetting parameters in a Mobile application. To perform this task, click the 
Applications tab and then click By Name or By Virtual Path in the left frame. Enter 
your search criteria in the search field and click Go. A list of applications appears in 

Note: You can only access the list of available roles for a group if 
that group has been granted access to the application. If the group 
does not have access to the application, the Mobile Server Control 
Center returns an error message when you click the Edit link.
                                                                  Administering Mobile Applications 6-13



Modifying Data Subsetting Parameters
the right frame. Click the application that contains the data subsetting parameters 
that you want to view or modify. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Data Subsetting. A list of users and their associated platforms appear in the 
right frame, as illustrated in Figure 6–9.

Figure 6–9 Modifying Data Subsetting Parameters

To view the data subsetting parameters for a user (for example, JOHN), click the 
platform next to the user. The Mobile Server Control Center displays information 
about the application name, the user name, the platform name, and the value under 
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the heading "Selected User" in the rightmost section of the right panel, as shown in 
Figure 6–9.

The following table describes the displayed elements:

Enter the values for the parameters and then click Save. Clicking Reset sets the 
values in the Value fields back to their original state.

6.10 Modifying Registry Entries
You can modify registry entries for mobile application users. The registry contains a 
modifiable registry entry for users. To perform this task, click the Applications tab 
and then click By Name or By Virtual Path in the left frame. Enter your search 
criteria in the search field and click Go. A list of applications appears in the right 
frame. Click the application that contains the user name/value pairs you want to 
modify. The following options appear in the left frame:

■ Properties

■ Data Subsetting

■ Registry

■ Access

■ Files

Click Registry in the left frame. A list of registry entries associated with the mobile 
application appears, as shown in Figure 6–10. Click the registry entry you want to 
modify. 

Element Description Required

Application The application name. This cannot be modified.

User Name The user name of the selected user. This cannot be 
modified.

Platform Name The platform specified in the Packaging Wizard for the 
snapshot. This cannot be modified

Name The name of the parameter for the mobile application. X

Value The value of the parameter for the mobile application. X
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Figure 6–10 Modifying Registry Entries

The following information appears in the right frame.

As Figure 6–11 illustrates, to modify a user's name/value pair, enter the new value 
in the Override field and click Save.

Field Description Required

Application The application name. This cannot be modified. X

User The application user. This cannot be modified. X

Registry Name The registry name. This cannot be modified. X

Default Value The registry’s default value. This cannot be modified. X

Override A field for modifying the default value.
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Figure 6–11 Modifying a User’s Name/Value Pair

6.11 Selecting Application Files for Public Use
The Mobile Server Control Center enables the Mobile Server administrator to 
designate specific application files as public files, meaning users of both the Mobile 
Client for Web-to-Go and the Branch Office can download these files. Files are made 
public on an application level. Every Branch Office or Mobile Client for Web-to-Go 
to which that application is synchronized will have the same public files available 
for download. Users download public files from the Branch Office or Mobile Client 
for Web-to-Go through the following URL:

 http://<client>/public/download

For more information on downloading public files from the Mobile Client for 
Web-to-Go, see Chapter 12, "Deployment" and Chapter 14, "Deployment: Using the 
Mobile Client for Web-to-Go".
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Figure 6–12 Selecting Application Files for Public Use

The Mobile Server administrator then selects the desired application file. Clicking 
the file displays a list of applications as Figure 6–12 illustrates. Mobile Server 
administrators sort this list using the following: 

Note: The Mobile Server administrator uses the Packaging Wizard 
to publish an application to the Mobile Server Repository. The 
Packaging Wizard enables a developer to define a new application 
or edit an existing one. For more information on the Packaging 
Wizard, see Oracle9i Lite Developer’s Guide for Web-to-Go.

Label Description

Name The name of the application file. Clicking this label sorts all 
application files and folders in alphabetical order.
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After locating this application, the Mobile Server administrator designates any file 
as public by selecting the adjacent Public File check box and clicking Save. The file 
is now designated as a public file in the Mobile Server Repository.

6.12 Creating System Bookmarks
The Mobile Server Control Center enables administrators to create bookmarks that 
allow users quick access to Web sites from the Workspace the Mobile Client for 
Web-to-Go. 

Creating a New System Bookmark
To create a bookmark, click the Edit Bookmark option in the left frame of the 
Application tab. As Figure 6–13 shows, the right frame then displays Edit 
Bookmark panel. Click New. 

Size The size of the application file or folder. Clicking this label 
sorts all application files and folders by size.

Modified The most recent time and date that the application files were 
modified. Clicking this label sorts all application files and 
folders by the last time they were modified.

Public File Selecting this check box grants branch office users access to 
the application file. Clicking the Public File label groups all 
application files that are selected as public.
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Figure 6–13 Creating a System Bookmark

The right frame is then populated by the Bookmark panel and the Custom Image 
panel, as shown in Figure 6–14.
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Figure 6–14 The Bookmark Panel

Administrators create bookmarks by entering information into the Site URL, Site 
Name, and Comments fields in the Bookmark panel. The Bookmark panel contains 
the following elements.

Element Description Required

Site URL A drop-down list of Internet protocols that corresponds to 
the site’s identifying icon that appears next to Image 
(described below). After you have selected the appropriate 
protocol image, enter the name of the site in the adjacent 
field (for example, www.Oracle.com). This name can be 
entered manually or pasted.

X

Site Name A field for entering the name of the Web site (for example, 
Oracle). This does not have to be the exact site name. 
Instead, it can be a name that is meaningful to both the 
administrator and users.

X
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Clicking Save after entering the appropriate information in the Site URL, Site Name, 
and Comments fields publishes the bookmark to the Bookmark tab in the 
Web-to-Go Workspace. Clicking Reset clears all fields and sets the Site URL 
drop-down list back to its default setting of http://.

Creating a Custom Icon for a System Bookmark
The Web-to-Go Bookmark function allows administrators to replace the .gif image 
of the protocol icons. To change an icon, locate the desired protocol in the Bookmark 
panel’s Site URL drop-down list and then enter the name of the new .gif image you 
wish to use in the Image field in the Custom Image panel. You can also enter the 
name of the .gif file in this field by using the Browse button. Click Upload to upload 
the image to the Web-to-Go Repository. Clicking Save replaces the existing image 
with the new one. Clicking Reset returns the existing image as the bookmark’s icon.

Editing System Bookmarks
Administrators can change a bookmark’s site name, describing comments, or image 
by clicking the pencil icon to the right of the bookmark, as illustrated in the 
following figure:

Figure 6–15 The Pencil Icon

The Bookmark and Custom Image panels used to create a new bookmark appear 
the right frame, this time with the Site URL, Site Name, and Site Comments fields 
populated with previously entered information. Change the information in the Site 

Comments A field for entering a brief description of the site (for 
example, my oracle). This description appears as a caption 
under the site name when it appears on the Web-to-Go 
Workspace.

Image Displays the image that corresponds to the site URL 
protocol as selected from the Site URL drop-down box. 
This image can be replaced by another of the 
administrator’s choosing by using the Image field in the 
Custom Image panel.

Element Description Required
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Name and Comments fields and then click Save. Clicking Reset returns the fields to 
their original state. To change the bookmark’s icon, enter the name of the new .gif 
file in the Image field, or locate the gif file using the Browse button. Click Upload to 
upload the image to the Web-to-Go Workspace. Clicking Save replaces the 
bookmark’s existing image with the new one. Clicking Reset returns the previous 
image as the bookmark’s icon.

Deleting System Bookmarks
Administrators can delete a bookmark by clicking the garbage can icon next to the 
bookmark. Clicking this icon invokes a message that prompts you to complete the 
deletion.

Editing Protocol Icons for System Bookmarks
Administrators can create Internet protocol icons from .gif images they have 
selected. These .gif files can be changed by clicking Edit Default Bookmark Icon in 
the left frame. The right frame is then populated by the current set of Internet 
protocol icons. 

To change an icon, scroll to the desired image and then click Modify. The Image 
Loading panel appears, as the following Figure 6–16 shows:
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Figure 6–16 The Image Loading Panel

Enter the name of the .gif image that you intend to use for the new icon, or locate it 
using the Browse button. Clicking Upload to replaces the current icon with the new 
one.

6.13 Adding Web Application Archive (WAR) Files
Using the Mobile Server Control Center, you can add WAR files to your 
applications.  In accordance with the J2EE specifications, you add Web components 
to a J2EE application in a package called a Web Application Archive (WAR). It is 
basically a JAR file with a few extra rules regarding what data is included within 
the file; it contains all the files that make up a Web application as well as other 
resources.

As Figure 6–17 shows, you can add a WAR file to a particular application from the 
Applications tab after finding that application. 
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Figure 6–17 Adding a WAR File to an Application

To add a WAR file to an application, follow these steps:

1. In the Applications tab, find the application to which you want to add the WAR 
file. 

2. Click the Add WAR file link in the left panel of the screen.

3. The Add WAR file to application screen appears in the right panel, displaying 
the application name.

4. In the row for specifying the WAR file, below Application Name, in the right 
panel, click the Browse button to locate the WAR file or type the path to the file 
in the field provided.

5. Click the Upload link.
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Administering the Mobile Server

This document provides information on how to administer the Mobile Server. It 
includes a discussion of the following topics: 

■ Section 7.1, "Viewing System Status Reports for the Server"

■ Section 7.2, "Suspending the Server"

■ Section 7.3, "Resuming the Server"

■ Section 7.4, "Viewing Active User Sessions"

■ Section 7.5, "Uploading the SSL Server Certificate to the Mobile Server 
Repository"

■ Section 7.6, "Starting The Message Generator and Processor (MGP)"

■ Section 7.7, "Stopping MGP"

■ Section 7.8, "Using Server Trace and MGP Trace"

7.1 Viewing System Status Reports for the Server
You use the Mobile Server Control Center to view system status reports for the 
server. To perform this task, click the Server tab and then click Status Summary in 
the left frame. The Mobile Server Control Center displays the following reports:

■ System

■ Server Configuration

■ Repository

System
The system report generates the following information:
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Server Configuration
The Server Configuration report generates the following information:

Repository
The Repository report generates the following information:

Topic Definition

Web-to-Go Version The Web-to-Go version.

Time started The time Web-to-Go is started.

Available Memory The available memory on the server.

Operating System The server operating system. For example:

Windows NT 40 X86

Java Runtime Environment The version of the Java Runtime Environment 
(JRE). For example: 1.3.1.

Topic Definition

Configuration The type of Web-to-Go server. Options 
include:

■ Oracle9iAS

■ Standalone

Running Mode The server’s current running mode. 
Options include:

■ Suspended

The Mobile Server is suspended and 
can only be accessed by users with 
administrative privileges.

■ Normal

The Mobile Server can be accessed by 
all users.

Session Expiration The session expiration time.

Applet-JDBC Connections The applet-JDBC connections through the 
Mobile Server.
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7.2 Suspending the Server
You can use the Mobile Server Control Center to suspend the Mobile Server for 
maintenance purposes. When you suspend the Mobile Server, the Mobile Server 
terminates all currently active sessions on the server and restricts access only to 
users with administrative privileges. As the following Figure 7–1 shows, click the 
Server tab and then click Access Control in the left frame to perform this task:

Figure 7–1 Suspending the Server

Then click the Maintenance button to suspend the server.

Topic Definition

Database URL The Mobile Server Repository database 
URL. For example:

jdbc:oracle:oci8:@webtogo.world

Database Net8 Service The Mobile Server Repository database 
Net8 service. For example: webtogo.world

Owner The Mobile Server Repository database 
owner. For example: MOBILEADMIN
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The following warning dialog appears:

Figure 7–2 Warning Dialog when Suspending the Server

Click OK. A confirmation dialog appears.

The server is now running in maintenance mode and the right frame displays 
"Maintenance" as the system’s current mode.

7.3 Resuming the Server
You can use the Mobile Server Control Center to resume Mobile Server operations 
after the server is suspended for maintenance purposes. To perform this task, click 
the Server tab and then click Access Control in the left frame. The server runs in 
maintenance mode and the right frame displays "Maintenance" as the system’s 
current mode. Click the Normal button. The following warning dialog appears:

Figure 7–3 Warning Dialog for Resuming the Server

Click OK. A dialog appears confirming that the server is now running in Normal 
mode.

Click OK. The server is now running in normal mode and the right frame displays 
Normal as the system’s current mode.

Note: The server automatically switches to Normal mode when 
the administrator logs off.
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7.4 Viewing Active User Sessions
The Mobile Server Control Center enables administrators to track all users 
connected to the Mobile Server at any given time.

To view a report on Active Mobile Server sessions, click Sessions in the left frame. 
The report that appears in the right frame includes the following information:

7.5 Uploading the SSL Server Certificate to the Mobile Server 
Repository

Using the Mobile Server Control Center, you can upload the copy of the server 
certificate public key from the certification authority (CA) to the Mobile Server 
Repository. The Mobile Server Repository stores the public key file in encrypted 
form. After the Mobile Server uploads the public key to the Mobile Server 
Repository, the next installation of the Mobile Client for Web-to-Go installs the 
encrypted key on the Mobile Client for Web-to-Go. This key is used for SSL 
handshaking with the Mobile Server. 

To upload a public key to the Mobile Server Repository, select Server Certificate in 
the left frame. From the right frame, use the Browse button to select the certificate 
from the Certification Authority (CA). Upload the certificate file into the Mobile 
Server Repository using the Windows File Upload window.

7.6 Starting The Message Generator and Processor (MGP) 
You can use the Mobile Server Control Center to start MGP after it has been stopped 
for maintenance purposes. To perform this task, click the Server tab and then click 
MGP Control in the left frame. Click the Start button. The right frame displays 
"Starting MGP" as the current mode and the Status button replaces the Start MGP 
button.

For a description of MGP, see Section 10.4, "The Message Generator and Processor 
(MGP)" in Chapter 10, "Administering Replication".

Label Description

User The name of the Mobile user.

Created The time and date the session was created.

Last Refresh The last time this session was accessed.
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7.7 Stopping MGP
You can use the Mobile Server Control Center to stop MGP for maintenance 
purposes. To perform this task, click the server tab and then click MGP Control in 
the left frame. The right frame displays "Starting MGP," indicating that the MGP has 
been activated. 

Click the Status button. The right frame displays "Stopped" as the MGP’s current 
mode and the Start button replaces the Status button.

7.8 Using Server Trace and MGP Trace
For information on how to use server trace and MGP trace, see Chapter 11, 
"Tracing".
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Administering Web-to-Go Sites

This document discusses how to administer Web-to-Go sites. The discussion covers 
the following topics: 

■ Section 8.1, "Listing Sites"

■ Section 8.2, "Clearing a Site from the Mobile Server"

■ Section 8.3, "Viewing Site Details"

8.1 Listing Sites
To get a list of Web-to-Go sites, click the Sites tab and then click By User Name, By 
Host Name, or By Days Offline in the left frame. The By Days Offline option finds a 
user by the number of days since the user last synchronized data or switched to 
online mode. Enter your search criteria in the search field and click Go. A list of 
sites appears in the right frame.

8.2 Clearing a Site from the Mobile Server
Clearing a site removes it and all its contents from the Mobile Server. To clear a site 
from the Mobile Server, click the Sites tab and then click By User Name, By Host 
Name, or By Days Offline. Enter your search criteria in the search field and click Go. 
A list of sites appears. As Figure 8–1 shows, to remove a site, select the check box in 
the Delete column and click Delete. Clicking Reset sets the list back to its original 
state.
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Figure 8–1 Removing a Site

8.3 Viewing Site Details
To view site details, click Details for the site whose details you want to view. The 
right frame displays the following client details for the site:

Topic Definition

Host Name The site host name. For example: 

host.domain

Operating System The Mobile Client for Web-to-Go operating 
system, version, and architecture. For 
example:

Windows NT 4.0 x86

Java Runtime Environment The version of the Java Runtime 
Environment (JRE). For example, 1.2.2. 
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The right frame also displays the following user information:

Web-to-Go Version The Web-to-Go version.

Topic Definition

User The site user name.

Mode The site’s last mode. The last mode is either 
online or offline.

Created The date and time that the site was created.

Last Refresh The date and time that the site was last 
synchronized.

Last Logon The date and time of the last time the user 
logged in. 

Topic Definition
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Administering Synchronization for Branch

Office Jobs

This chapter provides information on how to administer synchronization for Branch 
Office jobs. It includes a discussion of the following topics:

■ Section 9.1, "Scheduling Data Synchronization Jobs"

■ Section 9.2, "Viewing Scheduled Data Synchronization Jobs"

■ Section 9.3, "Creating a New Data Synchronization Job"

■ Section 9.4, "Editing a Data Synchronization Job"

■ Section 9.5, "Deleting a Data Synchronization Job"

9.1 Scheduling Data Synchronization Jobs
The Jobs tab of the Mobile Server Control Center enables the Mobile Server 
Administrator to create a synchronization job for a specific Mobile Client for 
Web-to-Go or Branch Office. Once a job is scheduled for a Mobile Client for 
Web-to-Go or Branch Office, the client receives that job the next time it synchronizes 
with the Mobile Server. This synchronization job automatically triggers 
synchronization with the Mobile Server at the start date and at the specified time for 
this job which the Administrator set when creating the job. 

9.2 Viewing Scheduled Data Synchronization Jobs
As the Administrator, to view a list of scheduled jobs, click List Jobs in the left 
frame. The right frame displays a current list of scheduled jobs known to the Mobile 
Server. These jobs are displayed under the following labels:
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Clicking List Jobs refreshes the list of scheduled jobs.

The Jobs tab does not display jobs created by users on Mobile Client for Web-to-Go 
which have not been synchronized to the Mobile Server. 

9.3 Creating a New Data Synchronization Job
The Mobile Server administrator schedules jobs by clicking the New Job link in the 
left frame of the Jobs screen. Clicking this link invokes the Create Job panel, as 
Figure 9–1 shows, which has three sections: Job Name, Client Name, This Job will run, 
and Job Owner. Currently, the Mobile Server provides one pre-defined job. 

Label Description

Client Name The name of the Mobile Client for Web-to-Go site for which this job is 
scheduled.

Name The name of the job. Clicking the job name "Synchronization" opens the 
Edit Jobs panel described in "Editing a Data Synchronization Job".

Scheduled The frequency that the job is scheduled to run.

Start Time The time the job is scheduled to start.

Status The job status. The field reads "Executed" if the job runs successfully, or 
"Execution Failed" if the job does not complete successfully.

Execution Date The date that the job was actually executed.

Delete Deletes the scheduled job. See "Deleting a Data Synchronization Job".
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Figure 9–1 Create Job Panel

An administrator selects the client name for which this job is created and then 
schedules the time, day, or date of the job in the This Job will run section of the panel. 
Using a combination of the panel’s radio buttons and fields, an administrator can 
schedule jobs to run at a specified time each day, or at a specified time on a certain 
day of each week, or of each month.

The Create Job panel also has the Save and Reset options. The Save option commits 
all changes made to the job schedule and the Reset option sets the screen back to its 
original state.
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9.4 Editing a Data Synchronization Job
A Mobile Server administrator can alter the schedule of an existing job by clicking 
the job name in the list of scheduled jobs as shown in Figure 9–2.

Figure 9–2 List of Scheduled Jobs

The Edit Jobs panel contains the same fields and radio buttons as the Create Jobs 
panel. An administrator can alter a job’s scheduling using these features. When 
finished, a branch office administrator can select the Save option to commit these 
changes. At any time, however, an administrator can select the Edit Jobs panel’s 
reset button to set the job’s schedule back to its original state.

9.5 Deleting a Data Synchronization Job
A Mobile Server administrator can delete a scheduled job from the List of 
Scheduled Jobs, as shown in Figure 9–2, by selecting the Delete check box next to 
the job and then clicking Save. Clicking the Select All option followed by Save 
deletes all jobs. Clicking Reset sets the list of scheduled jobs back to its original 
state. Clicking Clear All clears all selected jobs from being deleted.

Note: Scheduled replication jobs will not run on the client if there 
are any pending transactions that have not been committed on that 
client.
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Note: The job will not be deleted on the Mobile Client for 
Web-to-Go until the client user synchronizes with the Mobile 
Server.
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Administering Replication

This chapter provides information on how to administer replication. It includes a 
discussion of the following topics:

■ Section 10.1, "Managing Replication and Snapshots"

■ Section 10.2, "Snapshots"

■ Section 10.3, "Snapshot Template Variables"

■ Section 10.4, "The Message Generator and Processor (MGP)"

■ Section 10.5, "Monitoring Synchronization"

10.1 Managing Replication and Snapshots
For managing replication and snapshots, see the Consolidator Admin API 
Specification.

10.2 Snapshots
A snapshot is a full set or a subset of rows of a table or view at a point in time. It is 
created by executing a SQL query against the base table. Snapshots are either 
read-only or updateable. They vary in complexity.

Read-only Snapshots
Read-only snapshots are used for query only. Changes made to the master table are 
replicated to the snapshot by the Mobile Client.
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Updateable Snapshots
Updateable snapshots provide updateable copies of a master table. You can define 
updateable snapshots to contain a full copy of a master table or a subset of rows in 
the master table that satisfy a value-based selection criteria. You can make changes 
to the snapshot which the Mobile Sync propagates back to the master table. 

A Snapshot is updateable only if all the base tables that the snapshot is based on 
have a primary key. If the base tables do not have a primary key, then the snapshot 
becomes read-only.

Refreshing a Snapshot
Your snapshot definition determines whether an updateable snapshot uses the 
complete or fast refresh method. The complete refresh method recreates the 
snapshot every time it is refreshed. The fast refresh method refreshes the snapshot’s 
existing data. In general, the simpler your snapshot definition, the faster it is 
updated. For more information on the fast refresh method, see the Oracle9i Lite 
Developer’s Guide for Web-to-Go.

10.3 Snapshot Template Variables
Snapshots are application-based. Every client that goes offline uses the same 
snapshot definition. As a result, every client downloads the same application data. 
In some cases, you may want to specify the data your application downloads for 
each user. You can accomplish this by using snapshot templates. 

A snapshot template is a SQL query, that contains data subsetting parameters. A 
data subsetting parameter is a colon (:) followed by an identifier name, for example:

:var1

When the Mobile Client creates the snapshots on the client machine, it replaces the 
variables with user-specific values. By specifying different values for different users, 
you can control the number of rows returned by the query. 

You can use the Packaging Wizard to specify a snapshot template variable in the 
same way that you create a snapshot definition for any platform.

Data subsetting parameters cannot be part of a string and therefore should not be 
enclosed in single quotation marks (’). If you want to specify a string as the value of 
the data subsetting parameter, the string itself must contain single quotation marks. 
You specify the values for the template variables using the Mobile Server Control 
Center.
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Snapshot Template Examples
In the following examples, by specifying a different value (such as, 10, 20, or 
’KING’) for a particular user, the Administrator can control the behavior and output 
of the snapshot template.

Example 1:

Snapshot Template: select * from emp where deptno = :dno

Example 2:

Snapshot Template: select * from emp where ename = :ename

For more information on specifying data subsetting values using the Mobile 
Server Control Center, see Section 6.9, "Modifying Data Subsetting Parameters".

10.4 The Message Generator and Processor (MGP)
The Message Generator and Processor (MGP) is a mutli-threaded process. You can 
configure the number of threads with the parameter MAX_THREADS in the 
CONSOLIDATOR section of the  Mobile Server configuration file webtogo.ora. See 
Appendix B, "Mobile Server Configuration Parameters". This parameter specifies 
the number of threads spawned within the MGP process. You should set this 
parameter to be at least equal to the number of CPUs. For example, MAX_
THREADS=3.

10.4.1 MGP Cycles
MGP works in cycles. A cycle is a large transaction where data is applied to, and is 
composed from, the Oracle database server for all users. There are two 
sub-processes within one cycle, one for APPLY and one for COMPOSE. You can 

User Value Snapshot Query

John 10 select * from emp where deptno = 10

Jane 20 select * from emp where deptno = 20

User Value Snapshot Query

john ’KING’ select * from emp where ename = ’KING’
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configure the delay in seconds between the cycles. For information on how to 
configure MGP, see Section 10.4.2, "Configuring MGP".

For example, if ten users synchronized their data with the Mobile Server, MGP 
starts a cycle after a certain number of seconds (DELAY), applying and composing 
the data for those ten users. After this cycle, MGP pauses for the DELAY number of 
seconds and then starts another cycle, and so forth. 

In certain situations, it is recommended that you shut down the MGP process 
completely (to release memory, for example) and restart from scratch. You can do 
this by specifying how many cycles you want MGP to execute before the MGP 
process stops. 

See Section 10.4.2, "Configuring MGP" for detailed information on how you 
configure the delay between MGP cycles and the number of cycles.

10.4.2 Configuring MGP 
You cannot control the amount of time it takes MGP to finish a cycle because the 
length of a given MGP cycle depends on the data that is being synchronized and on 
other constraints. 

You can, however, configure MGP by setting two parameters:

■ DELAY in seconds between cycles

■ NUMBER of cycles between restarts

You can either specify these two parameters when you run the MGP application 
from a DOS prompt or you can set them in the mgp.bat file.

If you want to specify the two parameters when you run the MGP application, use 
the following syntax:

mgp <delay in seconds between cycles> <number of cycles between restart> 
<username> <password>

For example:

mgp 60 10 mobileadmin manager

This example specifies that the delay between the cycles is 60 seconds and that the 
number of cycles is 10.

You can also set these two parameters manually in the mgp file (on UNIX) or the 
mgp.bat file (on Windows). This file resides in the following directory, depending 
on the platform where the Mobile Server is running:
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On UNIX:
<ORACLE_HOME>/mobile/server/bin

On Windows:
<ORACLE_HOME>\mobile\server\bin

Replace <ORACLE_HOME> with your actual Oracle Home.

Since MGP is multi-threaded, you can configure the number of threads by setting 
the MAX_THREADS parameter (static only). 

You can set the parameters SLEEP_TIME and MAX_THREADS in the webtogo.ora 
file. To configure the time that a thread is in sleep mode, set the parameter SLEEP_
TIME. When you set this parameter, it applies to a thread in the COMPOSE 
sub-process only. For example, let us assume that the Oracle database server is 
busy and that you do not want the MGP threads to COMPOSE data because 
composing requires signifficant CPU, RAM and I/O resources. In this case, you can 
provide a certain amount of relief to the server by putting the MGP threads in sleep 
mode for a while.

For example:

SLEEP_TIME = 20000
MAX_THREADS = 3

In this example, the paramter SLEEP_TIME specifies that the MGP process sleeps 
for 20000 millisecons between client procesings, and the parameter MAX_
THREADS specifies that the number of threads spawned within the MGP process is 
three.

10.5 Monitoring Synchronization
To monitor the status of synchronization, you may use any tool to check the 
pertinent information in the applicable tables, or you may use SQL scripts to 
retrieve the desired information. 

The following sections present examples of the various SQL scripts that you may 
use to retrieve different types of information to help you monitor the progress of 
synchronization.
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10.5.1 Synchronization Times for All Clients
To check the most recent successful synchronization times for all clients, you may 
retrieve that information from the all_clients table by using the following SQL 
script:

select client, lastrefresh_starttime, lastrefresh_endtime
from cv$all_clients
order by client
/

10.5.2 Failed Transactions for All Clients
To retrieve a list of failed transactions for all clients from the all_errors table, 
you can use the following SQL script:

select client, transaction_id, item_name, message_text
from cv$all_errors
where message_text is not null
order by client,transaction_id
/

10.5.3 Completely Refreshed Publications Items for All Clients
To retrieve a list of publication items for all clients, which were completely 
refreshed in the last synchronization, you can use the following SQL script:

select clientid, publication_item
from c$complete_refresh_log
order by clientid, publication_item
/

10.5.4 Publications Flagged for Complete Refresh for All Clients
To retrieve a list of publications for all clients, which are flagged for a complete 
refresh during the next synchronization, you can use the following SQL script:

select clientid, template as publication
from c$all_subscriptions
where crr = ’Y’
/
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10.5.5 Clients and Publications where Subscription Parameters Are not Set
To retrieve a list of clients and their publications where the subscription parameters 
have not been set, you can use the following SQL script:

select client, name as publication, param_name, param_value
from cv$all_subscription_params
where param_value is null
order by client, name
/

10.5.6 Record Counts for Map-Based Publication Items by Client
To retrieve record counts for all clients in queues for map-based publication items, 
grouped by client, you can use the following SQL script:

select clid$$cs as client, count(*) as "RECORD COUNT"
from c$in_messages
group by clid$$cs
/

10.5.7 Record Count for Map-Based Publication Items by Store
To retrieve record counts for all client in queues for map-based publication items, 
grouped by store, you can use the following SQL script: 

select clid$$cs as client, tranid$$ as transaction_id, store as item_name,
count(*) as "RECORD COUNT"
from c$in_messages
group by clid$$cs, tranid$$, store
/

10.5.8 All Client Sequence Partitions and Sequence Values
To retrieve a list of all client sequence partitions and current sequence values, use 
the following SQL script:

select clientid, name, curr_val, incr
from c$all_sequence_partitions
order by clientid, name
/

10.5.9 All Publication Item Indexes
To retrieve a list of all publication item indexes, use the following SQL script:
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select publication as NAME, publication_item, conflict_rule as "INDEX_TYPE",
columns
from c$all_indexes
order by publication, publication_item
/
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Tracing

This document enables the Administrator to configure trace settings and trace 
information from the Mobile Server and the Message Generator and Processor 
(MGP). It includes a discussion of the following topics:

■ Section 11.1, "Overview"

■ Section 11.2, "Turning Trace On and Off on a Running Mobile Server"

■ Section 11.3, "Filtering Trace Output by Level"

■ Section 11.4, "Filtering Trace Output by User"

■ Section 11.5, "Specifying Trace Output Destination"

■ Section 11.6, "Configuring the Trace File Pool"

■ Section 11.7, "Creating a Trace File for Every User"

■ Section 11.8, "Configuring Trace Settings for MGP"

11.1 Overview
Using the Mobile Server Control Center, the Administrator can turn the trace 
feature on and off when required, and change the server’s trace configuration while 
the server is running. The Mobile Server Control Center enables the Administrator 
to choose any one trace output destination based on the required trace output type.

Using the Console option, trace output can be generated to the Console window 
only when the Mobile Server is running in standalone mode with the -d0 command 
line option on. If you set this parameter to the option -d0, the trace output 
automatically appears on your console screen, because using the -d0 option with 
this parameter overrides the trace settings for other trace parameters, such as 
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destination and level, in the webtogo.ora file. The -d0 setting enforces the trace 
output to appear on your console screen instead of appearing in a file.

To generate trace output to a file, the Administrator can choose the File option. 
When required, the Administrator can generate trace output to a remote machine. 
The trace output can be viewed using wsh -m% and the corresponding remote trace 
parameter. Applying changes that are associated with remote trace support 
automatically launch wsh -m%TRACE_REMOTE_PORT% in the console window. If 
the port number changes when a wsh -m process is running, the previous process is 
terminated immediately.

If you specify a valid value for the trace destination, then the specified destination is 
used. If the necessary parameters for the specified destination are missing, then the 
default value for such parameters are applied to ensure that the trace output is 
generated to the default destination. If the default value for the specified parameter 
is missing, the default trace destination is automatically chosen depending on the 
mode of the Mobile Server. For more information on Mobile Server modes, see 
Table 11–2, "Trace Destinations for Mobile Server Modes".

The Administrator can filter the trace output type based on level and user. The 
Administrator can also use the Tracing feature for MGP. The following sections 
describe how you can implement the Tracing feature for the Mobile Server and 
MGP.

11.2 Turning Trace On and Off on a Running Mobile Server
Using the Control Center, the Administrator can turn the trace feature on and off, 
while the Mobile Server is running.

To turn the trace feature on and off while the Mobile Server is running, click the 
Server tab and click Trace in the System Status frame of the Mobile Server Control 
Center to display the Server Trace Setting page.

Figure 11–1 displays the Server Trace Setting page.

Note: For a description of the Tracing parameters and information 
on how to set them, see Appendix B, "Mobile Server Configuration 
Parameters".
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Figure 11–1 Turning Trace On and Off

Select "On" to enable trace output or select "Off" to disable trace output.

Table 11–1 describes all fields displayed in the Server Trace Setting page.

Table 11–1 Server Trace Setting Window Description

Field Description Required

Trace Output Select "On" to enable trace output.

Select "Off" to disable trace output.

Required

HTTP Requests If selected, generates HTTP requests and webtogo trace 
information as output.

Optional

SQL Statements If selected, generates Consolidator’s SQL queries as 
output.

Optional

Java Methods If selected, generates all "System.out" output from the 
Mobile Server and Consolidator’s Java methods.

Optional

All Users If selected, generates trace output for all users. Optional

No Users If selected, does not generate trace output for users. Optional

Selective Users 
(comma separated 
user names)

If selected, generates trace output for selective users only.

In the "Selective Users" field, enter comma separated user 
names. For example, arnold, john, jack

Optional
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11.3 Filtering Trace Output by Level
The Mobile Server enables the Administrator to filter trace output by level and user. 
Using the Control Center, the Administrator can generate trace output based on 
HTTP Requests, SQL Statements, and Java Methods.

To filter trace output by level, click the Server tab and click Trace in the System 
Status frame of the Mobile Server Control Center to display the Server Trace Setting 
page.

Figure 11–2 displays the Server Trace Setting page.

Console If selected, generates trace output to the console only. Optional

File If selected, generates trace output to a specified file only. 
The Administrator must specify the trace file base name, 
trace file size, and trace file pool size.

Optional

Trace File Base 
name

Name of trace file base. Required

Trace file size (in 
MB)

Size of trace file in MB. Required

Trace file pool size Size of trace file pool. The default value for the trace file 
pool size is 5. The trace file pool size number specifies the 
number of trace files that will be created as a pool before 
the first trace file is reused. For example, if the value is 5 
(which is the default value), then after the fifth trace file is 
created, no more trace files will be created. The first trace 
file that was created is reused, then the second one, and so 
on.

Required

Create trace file for 
every user

If selected, creates a trace file for every individual user. Optional

Remote If selected, generates trace output to a remote destination. 
The Administrator must specify the trace monitor host 
name and trace monitor port number.

Optional

Trace monitor host Name of trace monitor host. Required

Trace monitor port Number of trace monitor port where "wsh -m" is running. Required

Table 11–1 Server Trace Setting Window Description

Field Description Required
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Figure 11–2 Filtering Trace Output by Level

To filter trace output only for HTTP Requests, select the "HTTP Requests" check 
box. To filter trace output only for SQL Statements, select the "SQL Statements" 
check box. To filter trace output only for Java Methods, select the "Java Methods" 
check box and click Save.

The Mobile Server Control Center automatically filters exceptions and errors as 
trace output to a "Mandatory" level. Mandatory trace output is automatically 
generated only when the trace feature is turned on.

Using the webtogo.ora or command line "-d" option
To specify the required trace output level, the Administrator can use the Control 
Center or webtogo.ora file or the command line "-d" option. The Administrator 
must specify a number that represents all the levels filtered in, as the number is a 
Bitwise OR operation of the chosen levels. To display trace output for all three 
levels, you must use 1|2|4=7. To be compatible backward, you must use the value 0 
instead of the value 7, which hides all trace output.

If you set this parameter to the option -d0, the trace output appears on your console 
screen without appearing in a file, because using the -d0 option with this parameter 
overrides the trace settings for other trace parameters, such as destination and level, 
in the webtogo.ora file. The -d0 setting enforces the trace output to appear on your 
console screen instead of appearing in a file.
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All Mobile Server configuration parameters are available in the webtogo.ora file 
which is discussed in Appendix B, Mobile Server Configuration Parameters. For 
more information on configuration parameters for Tracing, see Appendix B, "Mobile 
Server Configuration Parameters".

11.4 Filtering Trace Output by User
The Mobile Server Control Center enables the Administrator to filter trace output 
by selecting the appropriate trace filter at the user level. Using the Control Center, 
the Administrator can filter and generate trace output for all or selective users.

To filter trace output by user, click the Server tab and click Trace in the System 
Status frame of the Mobile Server Control Center to display the Server Trace Setting 
page.

Figure 11–3 displays the Server Trace Setting page.

Figure 11–3 Filtering Trace Output by User

To filter trace output for all users, select the "All Users" option. To disable the trace 
filter for users, select the "No Users" option. To specify a trace filter for selective 
users, select the "Selective Users" option and enter comma separated user names in 
the field provided. Click Save to implement the trace filter.
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11.5 Specifying Trace Output Destination
The Administrator must specify only one trace output destination when the trace 
feature is turned on. Using the Control Center, the Administrator can set trace 
output destinations based on the Mobile Server’s mode.

To specify the trace output destination, click the Server tab and click Trace in the 
System Status frame of the Mobile Server Control Center to display the Server Trace 
Setting page.

Figure 11–4 displays the Server Trace Setting page.

Figure 11–4 Specifying Trace Output Destination

To generate trace output to the Console, select the "Console" option. To generate 
trace output to a file, select the "File" option. To generate trace output to a remote 
machine, select the "Remote" option.

Enter the required information as described in Table 11–1, and click Save. The 
Mobile Server Control Center saves the new configuration to the webtogo.ora file 
and implements the new configuration immediately.

Mobile Server Modes
Table 11–2 lists all Mobile Server modes, the available trace destinations, and the 
corresponding default trace destinations.
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11.6 Configuring the Trace File Pool
The Administrator must implement a trace file pool to generate trace output to a file 
and recycle trace files. The Control Center enables the Administrator to define the 
number of trace files in the pool, and the maximum size in MB for each trace file. 
Using the Destination section of the Server Trace Setting page, the Administrator 
can configure the Trace File Pool.

To configure the trace file pool, click the Server tab and click Trace in the System 
Status frame of the Mobile Server Control Center to display the Server Trace Setting 
page.

Figure 11–5 Configuring the Trace File Pool

Table 11–2 Trace Destinations for Mobile Server Modes

Mobile Server 
Mode -d0 option

Available Trace 
Destinations

Default Trace 
Destination

Standalone Overrides 
webtogo.ora 
setting

console, file, 
remote

console

NT Service N/A file, remote file

Oracle9iAS N/A file, remote file
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In the "Trace file base name" field, enter the trace file base name. In the "Trace file 
size in (MB)" field, enter the trace file size. In the "Trace file pool size" field, enter the 
trace file pool size and click Save to implement the trace file pool.

11.7 Creating a Trace File for Every User
Using the Destination section of the Server Trace Setting page, the Mobile Server 
Control Center enables the Administrator to create a trace file for every user.

Click the Server tab and click Trace in the System Status frame of the Mobile Server 
Control Center to display the Server Trace Setting page.

Figure 11–6 displays the Server Trace Setting page.

Figure 11–6 Configuring a Trace File for Every User

To create a trace file for every user, select the "Create trace file for every user" check 
box and click Save.

To find a specific user’s trace file, enter the user’s name in the "Trace File Base 
Name" field, and click Apply to display a specified user’s trace output. For 
example, to find the trace file for John, enter "johntrace.log" in the Trace file base 
name field.
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11.8 Configuring Trace Settings for MGP
Using the MGP Trace Setting page, the Administrator can configure trace settings 
for MGP.

To configure Trace settings for MGP, click the Server tab in the Mobile Server 
Control Center and click MGP Trace in the System Status frame to display the MGP 
Trace Setting page.

Figure 11–7 displays the MGP Trace Setting page.

Figure 11–7 MGP Trace Setting Page

Administering the Trace feature for MGP is the same as administering the Trace 
feature for the Mobile Server. For detailed information on implementing the Trace 
feature, see the sections discussed above.

Table 11–3 describes fields displayed in the MGP Trace Setting page.

Table 11–3 MGP Trace Setting Window Description

Field Description Required

Trace Output Select "On" to enable trace output.

Select "Off" to disable trace output.

Required
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Enter the required information as described in Table 11–3, and click Save. The 
Mobile Server Control Center saves the new configuration to the webtogo.ora file 
and implements the new configuration immediately.

HTTP Requests If selected, generates HTTP Requests and webtogo 
information as trace output.

Optional

SQL Statements If selected, generates SQL Statements and Consolidator’s 
SQL queries as trace output.

Optional

Java Methods If selected, generates all "System.out" output from the 
Mobile Server and Consolidator’s Java methods.

Optional

All Users If selected, generates trace output for all users. Optional

No Users If selected, does not generate trace output for users. Optional

Selective Users 
(comma 
separated user 
names)

If selected, generates trace output for selective users only.

In the "Selective Users" field, enter comma separated user 
names. For example, arnold, john, jack

Optional

Console If selected, generates trace output to the console only. Optional

File If selected, generates trace output to a specified file only. 
The Administrator must specify the trace file base name, 
trace file size, and trace file pool size.

Optional

Trace file base 
name

Name of trace file base. Required

Trace file size (in 
MB)

Size of trace file in MB. Required

Trace file pool 
size

Size of trace file pool. Required

Create trace file 
for every user

If selected, creates a trace file for every individual user. Optional

Remote If selected, generates trace output to a remote destination. 
The Administrator must specify the trace monitor host 
name and trace monitor port number.

Optional

Trace monitor 
host

Name of trace monitor host. Required

Trace monitor 
port

Number of trace monitor port where "wsh -m" is running. Required

Table 11–3 MGP Trace Setting Window Description

Field Description Required
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Deployment

This document provides instructions on how to deploy Oracle9i Lite. The following 
topics are discussed:

■ Section 12.1, "Overview"

■ Section 12.2, "How to Deploy"

12.1 Overview
End users of Oracle9i Lite must deploy the software on their client machines when 
they want to use Oracle9i Lite for the first time. 

Deployment takes place after the developer packages the mobile applications and 
the Administrator publishes them into the Mobile Server Repository.

As an end user, you deploy the software only once for each Mobile Client that you 
use by primarily doing the following (the steps are explained further in this 
document):

1. Install the appropriate Mobile Client on your client machine. For example, you 
can install the Mobile Client for Web-to-Go or the Mobile Client for Win32 on 
your Windows 32 client machine.

2. Synchronize the first time that you use Oracle9i Lite. This first time 
synchronization downloads the mobile applications (which your Administrator 
has subscribed you to as a user) and the data to your Mobile Client, enabling 
you to launch your applications from your Windows 32 machine or from your 
mobile device. It also initializes the synchronization system between your 
Mobile Client and the Mobile Server.
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12.2 How to Deploy
To deploy Mobile Clients, follow these steps:

1. Open your browser and point it to the following URL:

http://<the URL for your Mobile Server>/setup

The list of Mobile Clients with hyperlinks appears as illustrated by Figure 12–1.

Note: Synchronization as such is a separate process, which takes 
place also outside of deployment. You synchronize the data 
periodically between the main (or central) Oracle database and 
your Oracle Lite database. For more information about 
synchronization, see the pertinent developer’s guide depending on 
your platform:

■ Oracle9i Lite Developer’s Guide for Windows 32

■ Oracle9i Lite Developer’s Guide for Windows CE/Pocket PC

■ Oracle9i Lite Developer’s Guide for Palm

■ Oracle9i Lite Developer’s Guide for EPOC

■ Oracle9i Lite Developer’s Guide for Web-to-Go
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Figure 12–1 Downloading Mobile Clients

2. Locate on the list the Mobile Client that you want to download.

3. Click the hyperlink "here" to download the Mobile Client.

4. The Save As dialog box appears. The file name field displays the relevant 
executable setup file for the selected platform as a .CAB, .EXE, or .SIS file type. 
Save the executable file to a directory of your choice.

5. Install the Mobile Client. For platforms other than Palm, go to the directory 
where you saved the executable setup file. Double click the file to execute it.

Note: For the Palm device, download the Mobile Client for Palm 
to the directory on a Windows 32 machine that is used by the Palm 
desktop software to synchronize applications and data. Then do a 
hotsync to install the Mobile Client for Palm.

Note: For Web-based applications, the default installation is in the 
sync mode, not in the online-offline mode.
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6. Synchronize the Mobile Client. 

For the Mobile Client for Web-to-Go, this step (the synchronization step in 
deployment) takes place when you click the hyperlink Next, after executing 
setup.exe and logging into the Mobile Client for Web-to-Go.

 For the Mobile Clients for all other platforms, perform the following steps:

1. Go to the directory where you installed the runtime libraries and launch the 
Mobile Sync application.

2. The mSync dialog box appears. Enter your username and password. If you 
do not know your username and password, ask your system administrator, 
who creates users and assigns passwords to each user. In the server field, 
enter the URL for your Mobile Server. Click Apply, then click Sync. 
Executing mSync downloads the applications and the data to your client 
machine. This enables you to launch the applications that you downloaded.

By completing the final step in deployment, Step 6, you have successfully deployed 
the Mobile Client.

For information on how to install and use the Mobile Client for Web-to-Go, see 
Chapter 14, "Deployment: Using the Mobile Client for Web-to-Go".
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Deployment: Creating an Install CD for

Mobile Clients

This document discusses how to create a CD for installing the Mobile Clients 
offline. It includes a discussion of the following topics:

■ Section 13.1, "How to Create an Offline CD for Mobile Clients"

■ Section 13.2, "Installing Mobile Clients from the CD"

13.1 How to Create an Offline CD for Mobile Clients
As the Administrator, you can create a set of files on a Windows machine, which 
can be burned to a CD to enable users to install a Mobile Client offline from the CD. 
The files on the CD install a Mobile Client and any necessary Java files. 

This method is recommended for users who want to install a Mobile Client but are 
connecting over low-bandwidth connections, although they must still use those 
connections to synchronize.

13.1.1 Download the Offline Install Files
To download the offline install files, follow these steps:

1. Log on to the Mobile Server to download to a Windows machine the offline 
version of setup.exe by connecting to:

http://<mobile_server>/webtogo/setup

The list of Mobile Clients with hyperlinks appears as illustrated by Figure 13–1. 
You can select from this list the Mobile Client that you want to install by 
clicking the hyperlink here immediately below the listed Mobile Client.
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Figure 13–1 The List of Mobile Clients

2. Click the link here which applies to the type of installation you are planning to 
make. This downloads setup.exe. You are then prompted for a destination 
directory.

13.1.2 Compile the Offline Install Files
After downloading the offline install files, compile the files by following these steps:

1. Open a console window and at the command prompt, run the copy of setup.exe 
from the directory you selected in Step 2, using the -distribution flag . 

For example:

C:\CDSETUP\setup.exe -distribution
13-2 Oracle9i Lite Administration and Deployment Guide



Installing Mobile Clients from the CD
2. The Choose Directory dialog box appears, as illustrated in Figure 13–2, 
prompting for a destination directory where you want to create the CD-ROM 
image. Make sure that you select a destination directory other than the directory 
in which the setup.exe file resides. The destination directory can be in the same 
path as the directory where the setup.exe file is, but it must be a different 
directory. You can click the Browse button to locate the destination directory or 
you can type the directory name. Click OK.

Figure 13–2 The Choose Directory Dialog Box

3. All of the neccesary files are copied to the destination directory, pre-configured 
for an offline installation. These include an .ini file describing the Mobile Client, 
Java files which may be needed to upgrade the version of Java on the client 
machine, and the setup.exe file itself. 

4. Use this directory, or the files in this directory, to create a CD using a 
conventional CD burner. No CD writing software is provided with Oracle9i 
Lite.

13.2 Installing Mobile Clients from the CD
You can distribute the CD that you created as needed to users who want to install a 
Mobile Client. The user who wants to install a Mobile Client from this CD runs the 
setup.exe file on the CD. Once the Mobile Client is installed on the user’s client 
machine, the user can connect to an instance of the Mobile Server normally.

Note: the program creates a setup.exe icon in the folder that you 
selected in Step 2. Running this without the -distribution flag, by 
double-clicking the icon, for example, performs a normal setup of 
the Mobile Client on that machine. The -distribution option must 
be used to create the necessary files for an offline install.
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Deployment: Using the Mobile Client for

Web-to-Go

This document provides instructions for installing and using the Mobile Client for 
Web-to-Go. Topics include:

■ Section 14.1, "Overview"

■ Section 14.2, "Installing the Mobile Client for Web-to-Go"

■ Section 14.3, "Client-Side Configuration for Secure Socket Layer (SSL)"

■ Section 14.4, "Support for Non-SSL Mobile Clients"

■ Section 14.5, "Using The Workspace"

■ Section 14.6, "Logging on to Web-to-Go"

■ Section 14.7, "Accessing Applications"

■ Section 14.8, "Running Applications"

■ Section 14.9, "Configuring the Web-to-Go Workspace"

■ Section 14.10, "Configuring Application Settings"

■ Section 14.11, "Changing Passwords"

■ Section 14.12, "Creating and Editing User Bookmarks"

■ Section 14.13, "Accessing Bookmarks"

■ Section 14.14, "Scheduling Data Synchronization Jobs"

■ Section 14.15, "Switching Applications"

■ Section 14.16, "Logging off of Web-to-Go"
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14.1 Overview
After the developer packages a Web-based mobile application and the 
Administrator publishes it, you are then ready to use that application. But, before 
you can use the application, you must first install the Mobile Client for Web-to-Go 
on your Windows 32 client machine and you must also familiarize yourself with the 
Web-to-Go Workspace.

14.2 Installing the Mobile Client for Web-to-Go
You can install the Mobile Client for Web-to-Go by running the Web-to-Go setup 
program in your Web browser. Before you install the Mobile Client for Web-to-Go, 
you must ensure that your environment meets the necessary hardware and software 
requirements.

14.2.1 Hardware Requirements
The Mobile Client for Web-to-Go requires the following:

■ Pentium III

■ 12 MB application RAM (Web-to-Go: 1.5 MB, Java: 10 MB)

■ 10 MB hard disk space

■ 800 x 600 display

14.2.2 Software Requirements
The Mobile Client for Web-to-Go requires the following:

■ Microsoft Windows 95, 98, NT 4.0 (service pack 3 recommended), or 2000

■ Netscape 4.0.6 or Microsoft Internet Explorer 4.0 with JavaScript enabled

14.2.3 Installation
To install the Mobile Client for Web-to-Go, perform the following steps:

1. Start your Web browser and connect to the Mobile Server by typing the 
following URL:

http://<server>/webtogo/setup
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A Web page appears displaying a list of programs that are available for 
downloading.

2. Locate Mobile Client for Web-to-Go from the list. 

3. Click the hyperlink, "here" to download the Mobile Client for Web-to-Go.

Figure 14–1 Downloading the Mobile Client for Web-to-Go

4. If you are using Netscape, choose a location to download the setup program 
and click OK. In Windows Explorer, double-click setup.exe to run the setup 
program.

If you are using Internet Explorer, run the setup program from your browser 
window.

Once started, the setup program asks you to provide an install directory.

Note: replace the <server> variable with the host name of your 
Mobile Server. You may also need to replace the port number.
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5. Choose a directory, for example, D:\orant, and click OK. The setup program 
downloads all the required components and starts the Mobile Client for 
Web-to-Go on your machine. When installation is completed, the Web-to-Go 
login screen appears.

14.3 Client-Side Configuration for Secure Socket Layer (SSL)
You can configure the Mobile Client for Web-to-Go to establish SSL connection 
between the Mobile Client and the Mobile Server. Oracle9i Lite does not, however, 
support SSL connection between the browser and the Mobile Client for Web-to-Go. 

14.3.1 Communication between the Mobile Client and the Mobile Server
There are two different situations regarding the configuration of the communication 
for SSL between the Mobile Client for Web-to-Go and the Mobile Server, depending 
on whether or not you download the Mobile Client for Web-to-Go from the Mobile 
Server running in SSL.

A. Downloading from the Mobile Server Running in SSL
If you download the Mobile Client for Web-to-Go from the URL 
https://<mobile_server_name>/setup, then the Mobile Client for 
Web-to-Go is automatically configured for SSL, and no manual configuration is 
required. The Mobile Client can communicate with the Mobile Server over SSL.

Note that you must type https, not http. (The bold style is used in the previous 
sentence for emphasis only.)

B. Downloading from the Mobile Server not Running in SSL
If you do not download the Mobile Client for Web-to-Go from the Mobile Server 
running in SSL mode, then you must modify the SERVER_URL parameter in the 
configuration file webtogo.ora on the client side as follows:

SERVER_URL=https://<mobile_server_name>:<port_number>/webtogo

Note that you must type https, not http. 
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14.3.2 Connection between the Browser and the Mobile Client for Web-to-Go
If you try to connect from the browser to the Mobile Client for Web-to-Go in SSL 
Mode, you will not be able to connect to the Mobile Client even if both of the 
following two conditions exist:

1. The Mobile Server is running in SSL as a module of Oracle9iAS. 

2. The Mobile Client for Web-to-Go is also running in SSL mode.

Although, in this case, the communication between the client and the server is over 
HTTPS (that is, SSL), you still need to specify HTTP and not HTTPS in the client 
URL to connect to the Mobile Client for Web-to-Go from the browser.

For example:

http://<client machine>/webtogo

14.4 Support for Non-SSL Mobile Clients
If the Mobile Server is running in SSL mode, it can synchronize with any Mobile 
Client running in SSL or non-SSL mode. But, in the case of the Mobile Client for 
Web-to-Go, the client should also run in SSL mode to synchronize with the Mobile 
Server running in SSL mode. 

The Mobile Server running in SSL mode can still support Mobile Clients running in 
non-SSL mode because on many Mobile Clients SSL is still not supported.

Note: The default port number for the Mobile Server is 443. If 
your Mobile Server is running on port number 443, you do not 
have to specify the Mobile Server port number in the URL. If your 
Mobile Server is running on a port number other than 443, you 
must specify the Mobile Server port number in the URL as follows:

https://<mobile_server_name>:<port_number>/setup

Note: To support SSL and non-SSL clients, the Mobile Server  
should run on both SSL and non-SSL ports inside Oracle9iAS. Also, 
by default, Oracle9iAS should be configured to run on both SSL 
and non-SSL ports.
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14.5 Using The Workspace 
The Workspace contains your mobile applications. Mobile applications run as 
standard Web applications accessible through hyperlinks. The Mobile Server 
enables you to run Mobile Client applications exclusively in offline mode and 
synchronize data and applications at any time by selecting the Sync tab. For 
information on other synchronization options, see Section 14.9, "Configuring the 
Web-to-Go Workspace".

The Workspace also allows you to run multiple applications concurrently in 
different browser windows and switch between them. The Workspace contains the 
following function tabs: Applications, Bookmarks, Configuration, Help, Sync, and 
Log Off.

Applications
The Applications tab navigates you back to the Workspace and displays the list of 
available applications. If you are already in the Workspace, then the Applications 
tab refreshes it. To access a mobile application, click the icon or application name. 

Configuration
You can use the Configuration tab to perform the following functions:

■ Configure your Workspace settings.

■ Choose the offline mode for synchronization (available in offline mode only) .

■ Exclude applications from being taken offline to the Web-to-Go client.

■ Change your password.

■ Edit a Bookmark.

■ Create a Data Synchronization Job (available in offline mode only).

Help
The Help tab launches Web-to-Go’s online help system.

Sync
The Sync tab enables you to synchronize data with the Oracle database. Clicking the 
Sync tab connects the Web-to-Go client to the Mobile Server and synchronizes data 
between them. In addition, application updates and new applications accessible to 
the user are downloaded from the Mobile Server. After synchronization, you can 
work continuously in offline mode, disconnected from the Mobile Server. You only 
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need a connection to the Mobile Server when you synchronize your data and 
applications.

By default, Web-to-Go synchronizes all the applications listed in the applications 
settings page at once. 

When the Default Setting is Disabled
If you choose to disable the default setting, Web-to-Go presents you with a list of all 
the applications that are available offline when you click the Sync tab. You can then 
choose the applications you wish to synchronize and reduce synchronization time. 

If the Mobile Server detects (when the default setting is disabled) new applications 
after synchronization, Web-to-Go presents you with the option to synchronize only 
these new applications. For more information on configuring synchronization, see 
"Configuring the Web-to-Go Workspace".

Log Off
The Log Off tab automatically closes all running applications and returns you to the 
logon page.

14.6 Logging on to Web-to-Go 
Before logging on to Web-to-Go you must install the Mobile Client for Web-to-Go 
on your machine. When the client is running, it displays the following icon in the 
corner of your Windows desktop:

If the Web server is not running, you can launch it by accessing your Oracle 
program group and choosing Web-to-Go.

Note: The Mobile Client for Web-to-Go has its own Web server, 
the Mobile Client Web Server.
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To log on to Web-to-Go, access the following URL from your browser:

http://your_machine/

The Web-to-Go logon page appears.

Figure 14–2 The Web-to-Go Logon Page

Enter your user name and password and click Logon. If you do not have an account 
then contact your Mobile Server administrator.

14.7 Accessing Applications 
Web-to-Go applications appear in the Workspace with an icon, name, and 
description.

Note: You may also need to provide the port number.
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The icon and application name are both hyperlinks. To access a Web-to-Go 
application, click either the icon or application name.

14.8 Running Applications
Web-to-Go enables you to work in offline mode, disconnected from the Mobile 
Server. You need a connection to the Mobile Server only when you choose to 
synchronize your data changes with the Oracle database.

Web-to-Go propagates the tables that your applications use on the Mobile Server to 
the Mobile Client for Web-to-Go as database snapshots for use in offline mode. You 
can work continuously in offline mode, with Web-to-Go storing your data changes 
in the Oracle Lite database. When you click the Sync tab, Web-to-Go updates the 
Oracle database with any data changes you made on your client in offline mode. 
The Mobile Server downloads any new applications, application changes, or data 
changes to your client. 

Although you can work continuously in offline mode, you can change from the 
default offline mode to a setting that enables you to switch between the online and 
offline modes. For more information, see "Offline Mode Options". 

14.9 Configuring the Web-to-Go Workspace
You can configure the display options in the Workspace by clicking Workspace 
Settings in the left frame. As Figure 14–3 shows, the configuration page appears in 
the right frame of the Workspace and displays the following information: 

Label Description

Display icons? Enables you to display Web-to-Go application icons. To 
display Web-to-Go application icons, select Yes. If you do not 
want to display Web-to-Go application icons, select No.
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Enter the desired information and click Save. If you make an error, click Reset to 
return to the previous settings. 

Display description? Enables you to display Web-to-Go application descriptions. 
To display Web-to-Go application descriptions, select Yes. If 
you do not want to display the Web-to-Go application 
descriptions, select No.

Use default settings for 
synchronization?

If you select this option, all applications selected using the 
application settings page (including new applications) are 
synchronized at once. If you do not select this option, 
Web-to-Go presents you with a list of applications prior to 
synchronization. Using this list, you reduce synchronization 
time by selecting which applications you want to 
synchronize. In this mode, Web-to-Go notifies you when new 
applications become available. For more information about 
applications settings, see Section 14.9, "Configuring the 
Web-to-Go Workspace".

Applications per row Enables you to specify the number of applications that 
Web-to-Go arranges in a horizontal row in the Workspace.

Web-to-Go Client mode Selecting Always Offline enables you to work continuously in 
offline mode. Selecting On/Offline allows you to switch 
between the offline and online modes.

Ask before upgrading 
Web-to-Go

Selecting this option instructs the Mobile Client for 
Web-to-Go to automatically download the newer versions of 
the Mobile Client for Web-to-Go software that the Mobile 
Server detects in the Mobile Server Repository. If you do not 
select this option, then Web-to-Go generates a page that gives 
you the options to accept or decline the software upgrade. 

Label Description
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Figure 14–3 Configuring the Workspace

14.9.1 Offline Mode Options
The Mobile Client for Web-to-Go mode options enable you to switch from Always 
Offline (the default value) to the On/Offline setting, where you can switch between 
the online and offline modes. 

In the online mode, your client is connected to the Mobile Server. Any data changes 
are stored directly to the Oracle or Oracle data server. Switching to the offline mode 
disconnects you from the Mobile Server. When you go offline, Web-to-Go 
downloads the latest snapshots of your data and applications, enabling you work 
without a connection to the Mobile Server.

When you select the On/Offline option, the Go Online tab replaces the Sync tab. The 
Go Online tab indicates that you are in offline mode. Clicking the Go Online tab 
connects you to the Mobile Server. Once the client is connected to the Mobile 
Server, the Go Offline tab replaces the Go Online tab. Clicking the Go Offline tab 
disconnects you from the Mobile Server and synchronizes selected applications and 
data.
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14.10 Configuring Application Settings
The Application Settings option allows you to select the applications that you want 
to assign to the default synchronization setting. In the default mode, Web-to-Go 
synchronizes your client application automatically with the Mobile Server when 
you synchronize. Selecting fewer applications decreases the amount of data to 
download and speeds up the synchronization process. 

Figure 14–4 Configuring Application Settings

Note: Synchronization between the Mobile Client for Web-to-Go 
and the Mobile Server is asynchronous; if you use the On/Offline 
mode, changes you make just prior to switching between the offline 
and online modes may not be immediately reflected in the 
refreshed data set. 
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To select the applications for synchronization, click Application Settings. The 
application settings page appears in the right frame of the Workspace and displays 
the following information: 

Select the Synchronize check box next to the application, as shown in Figure 14–4, 
and then click Save. If you clear the check box, you receive a notification asking if 
you wish to synchronize this application before Web-to-Go synchronizes. Clicking 
Save commits the selected applications for automatic synchronization. If you make 
an error, click Reset to return to the previous settings.

14.11 Changing Passwords 
You can change your Mobile Server password. To change your Mobile Server 
password, click Change Password. The following information appears in the 
Workspace: 

Enter your current password, your new password, and a confirmation of your new 
password in the appropriate fields and then click Save. If you make an error, click 
Reset to return the last saved password settings.

Label Description

Synchronize When selected, Web-to-Go automatically synchronizes your 
client application with the Mobile Server when you sync.

Label Description

Current Password Your current Mobile Server password.

New Password Your new Mobile Server password.

Confirm New Password Confirmation of your new password. If the password in this 
field does not match the password in the New Password 
field, Web-to-Go returns an error.
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Figure 14–5 Changing Passwords

14.12 Creating and Editing User Bookmarks
You can create bookmarks that can be accessed from the Bookmark tab and edit 
them using the Edit Bookmark option in the left frame. Clicking this option invokes 
the Edit Bookmark panel in the right frame, which enables you to either create a 
bookmark or change the properties of one you have already created. Web-to-Go 
stores your bookmarks in your user-profile so that they load in the Bookmark tab of 
the Workspace each time you log in.

14.12.1 Creating a User Bookmark
You can create a bookmark by clicking the Edit Bookmark option in the left frame of 
the Configuration tab. The Edit Bookmark panel then appears in the right frame. 
Click New. The right frame is then populated by the Bookmark panel and the 
Custom Image panel. You can create bookmarks by entering information into the 
Site URL, Site Name, and Comments fields in the Bookmark panel:
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Figure 14–6 Creating a User Bookmark

Field Description Required

Site URL A drop-down list of Internet protocols that corresponds to 
the site’s identifying icon that appears next to Image. After 
you have selected the appropriate protocol, enter the name 
of the site in the adjacent field (for example, 
www.Oracle.com). This name can be entered manually or 
pasted.

X

Site Name The name of the Web site (for example, Oracle). This does 
not have to be the exact site name. Instead, it can be a 
name that is meaningful to you.

X

Comments A brief description of the site entered by the administrator 
(for example, oracle). This description appears as a caption 
under the site name when it appears in the Bookmark tab 
of the Web-to-Go Workspace.
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Clicking Save propagates the bookmark to the Bookmark tab, where it can be used 
to access the its referenced Web page. Clicking Reset clears all fields and sets the 
Site URL drop-down box back to its default setting of http://. 

Creating a Custom Image
You can replace the. gif image of any of the existing protocol icons used to reference 
the bookmarks you create. To change an icon, locate the desired protocol in the 
Bookmark panel’s Site URL drop-down list, and then enter the name of the new gif 
image you wish to use in the Image field in the Custom Image panel. You can also 
enter the name of the .gif file in this field by using the Browse button. Click Upload 
to upload the image to the Mobile Server Repository. Clicking Save replaces the 
existing image with the new one. Clicking Reset returns the existing image as the 
bookmark’s icon.

Editing Bookmarks
You can change a bookmark’s site name, describing comments, or image by clicking 
the pencil icon to the right of the bookmark. 

The Bookmark and Custom Image panels used to create a new bookmark appear in 
the right frame, this time with the fields populated with previously entered 
information. Change the information in the Site Name and Comments fields and 
then click Save. Clicking Reset returns the fields to their original state. To change the 
.gif file for a bookmark’s icon, enter the name of the new .gif file in the Image field, 
or locate the .gif file using the Browse button. Click Upload to upload the image to 
the Web-to-Go. Clicking Save replaces the bookmark’s existing image with the new 
one. Clicking Reset returns the previous image as the bookmark’s icon.

Image Displays the image that corresponds to the protocol of the 
URL as selected from the Site URL drop-down list. These 
images can be replaced by one you have selected by using 
the Image field in the Custom Image panel. You can only 
design icons for your personal bookmarks; you cannot 
replace the icons used for a system bookmark.

Field Description Required
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Deleting Bookmarks
You can delete a bookmark from Web-to-Go by clicking the garbage can icon next to 
the bookmark. Clicking this icon invokes a message that prompts you to complete 
the deletion.

Editing Bookmark Icons
You can select your own .gif images to create the Internet protocol icons that appear 
in the Bookmark tab. These .gif files can be changed by clicking the Edit Bookmark 
Icon in the left frame. The right frame is then populated by the current set of 
bookmark icons and their corresponding Internet protocols. 

To change an icon, scroll to the desired image and then click Modify. The Image 
Loading panel appears. 

Enter the name of the .gif image that you intend to use for the new icon, or locate it 
using the Browse button. Clicking Upload to replaces the current icon with the new 
one. You can create a bookmark by clicking the Edit Bookmark option in the left 
frame as the following figure shows:

Note: You cannot edit a system bookmark; you can only edit the 
bookmarks you create.
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Figure 14–7 Editing Bookmark Icons

14.13 Accessing Bookmarks
The Bookmark tab enables you to access system bookmarks and the bookmarks that 
you created using the Configuration tab. Clicking the Bookmark tab invokes the 
Bookmark screen. The left panel of the screen contains the User Bookmarks and 
System Bookmarks options. The right panel displays the bookmarks, which give 
you quick access to their respective Web sites.

When you click the User Bookmarks option, the bookmarks you created using the 
Configuration tab appear, as the following figure shows:
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Figure 14–8 Accessing Bookmarks

Clicking the System Bookmarks option invokes system bookmarks created by the  
administrator in the Mobile Server Control Center.

14.14 Scheduling Data Synchronization Jobs
In offline mode, the Workspace enables you to create data synchronization jobs for 
your site from the Mobile Client for Web-to-Go. This synchronization job 
automatically triggers synchronization with the Mobile Server at the start date and 
at the specified time for this job that you set using the Workspace. 

14.14.1 Viewing Data Synchronization Jobs
To view a list of current data synchronization jobs, select List Jobs in the left frame 
of the Workspace. As Figure 14–9 shows, the right frame displays the current jobs 

Note: You can only schedule jobs for your own sites when the  
Mobile Client for Web-to-Go is in offline mode. For more 
information, see Section 14.9.1, "Offline Mode Options".
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created by the user for the client. The Workspace displays jobs under the following 
labels.

Figure 14–9 Viewing Data Synchronization Jobs

Label Description

Name The name of the job. Clicking the job name "Synchronization" opens the 
Edit Jobs panel described in "Editing a Data Synchronization Job".

Scheduled The frequency that the job is scheduled to run.

Start Time The time the job is scheduled to start.

Status The job status. The field reads "Executed" if the job runs successfully, or 
"Execution Failed" if the job does not complete successfully.

Execution Date The date that the job was actually executed.

Delete Deletes the scheduled job. See "Deleting a Data Synchronization Job".
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14.14.2 Creating a New Data Synchronization Job
You schedule a synchronization job by clicking the Schedule New Job link in the left 
frame of the Jobs screen. Clicking this link invokes the Create Job panel, which has 
three sections: Job Name, Client Name, This Job will run, and Job Owner. Currently, the 
Mobile Server provides one pre-defined job. 

Figure 14–10 The Create Job Panel

Select a name for the job and then schedule the time, day, or date of the job in the 
This Job will run section of the panel using a combination of the panel’s radio buttons 
and fields. You can schedule jobs to run at a specified time each day, or at a 
specified time on a certain day of each week, or of each month.

The Create Job panel also has the Save and Reset options. The Save option commits 
all changes made to the job schedule and the Reset option sets the screen back to its 
original state.
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14.14.3 Editing a Data Synchronization Job
You can alter the schedule of an existing job by clicking the job name in the list of 
scheduled jobs. 

The Edit Jobs panel contains the same fields and radio buttons as the Create Jobs 
panel. You can change a job’s scheduling using these features. Selecting the Save 
option commits these changes. At any time, however, you can select the Edit Jobs 
panel’s Reset option to set the job’s schedule back to its original state.

14.14.4 Deleting a Data Synchronization Job
You can delete a job by selecting the Delete check box next to the job designated for 
deletion and then by clicking save. Clicking the Select All option followed by Save 
deletes all jobs. Clicking Reset sets the list of scheduled jobs back to its original 
state. Clicking Clear All clears the selected Delete check boxes.

14.15 Switching Applications 
You can run multiple Web-to-Go applications concurrently. Web-to-Go launches 
each application in a separate browser window and keeps track of all running 
applications. To switch from one application to another, click Running Applications 

Note: Scheduled replication jobs will not run on client if there are 
any pending transactions that have not been committed on that 
client.

Note: The job will not be deleted on the Mobile Client for 
Web-to-Go until you synchronize with the Mobile Server.
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in the left frame. Once selected, Running Applications displays a list of currently 
active Web-to-Go applications.

Click the application you want to use. The application appears in a browser 
window, as illustrated by the following figure:

Figure 14–11 After Selecting an Application

14.15.1 Downloading Public Files
After the Mobile Server administrator designates files as public, you can download 
and install them on your client by accessing the following URL from the Mobile 
Client for Web-to-Go:

 http://<client>/public/download

This URL lists all public files under their respective applications, as the following 
figure shows:
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Figure 14–12 Listing of Public Files

Clicking the file name causes the browser to download the file.

A Windows Save As dialog then appears. 

You can save this file to any directory in your local file system. After saving this file, 
you can then install the application by running the self-extracting file.

14.16 Logging off of Web-to-Go
To log off, click the Log Off tab. Web-to-Go automatically closes all running 
applications and returns you to the Logon page.
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Troubleshooting 
A

Troubleshooting FAQs

This document contains frequently-asked questions for troubleshooting the Mobile 
Server. Topics include:

■ Section A.1, "Inspecting the Files in the Mobile Server Repository"

■ Section A.2, "Running the Mobile Server in Debug Mode"

■ Section A.3, "First Synchronization Causes Browser to Time out"

■ Section A.4, "Accessing the Client Database Offline"

A.1 Inspecting the Files in the Mobile Server Repository
You can use the Mobile Server shell utility (wsh) to inspect and modify the Mobile 
Server Repository interactively. At the command prompt type:

wsh -L system/x@olite-db

Or type:

wsh -o <adminuser>/<adminuser’s password>@o8db

For example, you could type the following sample codes at the command prompt:  

wsh -o administrator/admin@webtogo.world
wsh -L system/x@webtogo

This displays the Mobile Server Repository prompt. 

The following commands are then available for inspecting and altering the Mobile 
Server Repository:
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A.2 Running the Mobile Server in Debug Mode
If you experience any difficulty with the Mobile Server running with Oracle9iAS or 
the standalone Mobile Server, you can run the Mobile Server in debugging mode by 
performing the following steps:

1. Shut down the Mobile Server and Oracle9iAS or the standalone Mobile Server.

2. Verify in the webtogo.ora file that the following [DEBUG] parameters contain 
the specified values:

Command Definition

dir Displays a list of files in a directory

copy Copies one or more files to another location

cp Copies one or more files to another location

edit Launches Notepad for editing a file

del Deletes one or more files

rm Deletes one or more files

cd Displays the name of, or changes the current directory

md Creates a directory

rd Removes (deletes) a directory. Use the option -s <directory 
name> to remove a directory including all subdirectories.

type Displays the contents of a text file or files

exit Quits the command shell

quit Quits the command shell

help Provides help information for shell commands

sync Synchronizes the File system with the database

Parameter Value

TRACE_ENABLE YES

TRACE_REMOTE_
MACHINE

<debug_client> where <debug_client> is the name of the 
machine to which you want Oracle9iAS to send the 
debugging messages.

TRACE_REMOTE_PORT 100
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3. From the command prompt on the Debug machine, enter the following:

wsh -m 100

(Where wsh is the application,  -m enables the monitoring feature, and 100 
specifies the port to monitor.)

4. Restart the Mobile Server.

A.3 First Synchronization Causes Browser to Time out

The Problem:
The first synchronization between the client and the server may take a very long 
time (upwards of 45 minutes, for example), causing Microsoft’s Internet Explorer 
browser to time out.

The Solution:
This solution is available only for Microsoft’s Internet Explorer.

For the Mobile Client for Web-to-Go, change the ReceiveTimeout value for a 
particular registry key on Windows 32.

If you want to change the ReceiveTimeout value (that is, the number of 
milliseconds that the browser will wait to receive the data from the server), 
uncomment the following two lines in the "REGISTRY" section of the setup.ini file 
(This file is downloaded to the client from the server when the Mobile Client for 
Web-to-Go is first installed on the client machine):

#KEY: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
       Internet Settings
#VALUEDWORD: ReceiveTimeout = 40000000

To uncomment the two lines, remove the hash marks in front of the KEY and 
VALUEDWORD statements and then change the ReceiveTimeout value to the desired 
value in milliseconds. In the example given here, the timeout value is 40000 
seconds.

Note: If you are running the standalone Mobile Server instead of 
Oracle9iAS, you can debug by specifying -d0 on the command line. 
For example:

webtogo -d0
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You can modify the setup.ini file in the Mobile Server Repository by running the 
following commands:

wsh -o mobileadmin/manager@webtogo.world
cd setup
edit setup.ini

When you modify the setup.ini file in the Mobile Server Repository, the next 
time that the file is downloaded to the Mobile Client the two lines will be 
uncommented.

A.4 Accessing the Client Database Offline
When you go offline, after being online, and you want to access your client 
database, use your mobile user’s password, not the password "manager" — that is, 
the password that you typed when you logged in before going offline. 

If you do not use your mobile user’s password when you try to access your client 
database offline, you will receive the following error message:

[POL-5150] access violation

For example, if you logged in as JOHN/JOHN on a Windows 32 machine with a 
Mobile Client for Web-to-Go, and JOHN went offline, then the user database 
created for JOHN on the client machine requires JOHN’s password for access. 

If you use msql to access the user database, type the following:

msql system/john@jdbc:polite:john_todo

In this example, JOHN’s user password is john, and the DSN name that was 
created automatically on the client for the user JOHN is john_todo.

The syntax is as follows:

msql system/<mobile user’s password>@jdbc:polite:<dsn created for the user>

To find the DSN, use the ODBC Admin tool on your client machine.
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Mobile Server Configuration Parameters

This document describes the Mobile Server configuration parameters. The 
parameters are included in the webtogo.ora file. The Mobile Server uses the 
webtogo.ora file to initialize the Mobile Server. When you launch the Mobile 
Server, it reads the parameters in the webtogo.ora file. The file defines the following 
system-wide parameters for the Mobile Server.

B.1 [WEBTOGO]
The WEBTOGO parameters control the behavior of both the Mobile Client for 
Web-to-Go and the Mobile Server. Table B–1 lists these parameters and their 
definitions.

Table B–1 WEBTOGO Parameters

Parameter Definition

USE_SYSTEM_CLASSPATH=YES Controls whether to search for Java classes in the 
computer’s classpath before searching the Mobile Server 
Repository.

MODE=SERVER The mode the Mobile Server is running in. Valid modes 
are SERVER, CLIENT, BRANCH. A value of ’BRANCH’ 
indicates that the Mobile Server is running in client mode 
for branch operations.

PORT=80 The port number on which the Mobile Server is running. 
Not valid in Oracle9i Application Server (Oracle9iAS) 
installation.

CLASSPATH= A list of directories in the Mobile Server Repository. 
Web-to-Go searches for Java classes.

PROXY_SERVER=proxy.com The proxy host name number. The Mobile Client for 
Web-to-Go setup modifies this entry.
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PROXY_PORT=80 The proxy port number. The Mobile Client for Web-to-Go 
setup modifies this entry.

SQL_RETRIES=5 Number of attempts to establish a JDBC connection 
before timing out.

SESSION_EXPIRATION=45 Logon session expiration time. The system logs out a 
user after this many minutes of inactivity.

KEY_EXPIRATION=20 Number of minutes elapsed before invalidation.

PUBLIC_NAME=/public The public URLs name. The default value is /public.

BASE_URL=/webtogo Base URL on which Web-to-Go is installed in Oracle9i 
Application Server (Oracle9iAS).

ADMIN_PORT=8080 Admin port for starting up the Mobile Server.

ADMIN_TNS_NAME=WEBTOGO.WORLD The Mobile Server Repository’s TNS NAME.

ADMIN_JDBC_URL=
jdbc:oracle:oci8:
@webtogo.world

Mobile Server Repository’s JDBC URL.

FONT_NAME=Arial The Web-to-Go workspace font.

APPLET_USE_THIN_JDBC=YES Requests that Web-to-Go use the JDBC thin driver or the 
Web-to-Go data communication link for all database 
calls. Web-to-Go uses the internal Web-to-Go JDBC 
driver if it is not using the JDBC thin driver.

If this parameter is set to YES, then the parameter 
THIN_JDBC_URL should also be set. 

THIN_JDBC_URL:
jdbc:oracle:thin:@foo-
pc:1521:orcl

The Mobile Server Repository’s Thin JDBC URL. This 
URL is used by the JDBC thin driver to connect to the 
Mobile Server Repository database.

LOAD_LIBRARIES The list of system libraries (DLLs) that need to be 
preloaded by the Mobile Server, separated by 
semi-colons.

Example:

LOAD_LIBRARIES=myapp;olmuadm

The DLLs myapp.dll and olmuadm.dll will be loaded 
when the Mobile Server is started.

Table B–1 WEBTOGO Parameters

Parameter Definition
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SOCKET_TIMEOUT The number of seconds that a read() call on the server 
socket will block before timing out. When set to zero, the 
read() call will never time out.

The default is 60 seconds.

ADMIN_USER Encrypted user name. The user should not try to edit it. 
This can be set by going to the URL:

 <server>/startup

ADMIN_PASSWORD Encrypted user password. This can be set by going to the 
URL:

<server>/startup

RESTRICTED_ADMIN_HOSTS=<list 
of comma separated IP 
addresses>

This parameter provides security for accounts with 
Administrator access. With this parameter, the Mobile 
Server can be configured to allow login requests to a 
specified set of IP addresses for accounts with 
Administrator access. 

With this parameter, you can also restrict access to the 
Mobile Server Startup feature. Only valid login requests 
from a browser that runs on machines whose IP address 
is listed as a value of this parameter will be granted 
access. 

Example:

RESTRICTED_ADMIN_HOSTS 
=144.125.127.150,144.125.127.101

Note: Users who have Administrator access should not 
connect through a proxy server. For information on how 
to bypass a proxy server, see Appendix F, "Bypassing a 
Proxy Server".

SSL=YES If this parameter is set to YES, then the Mobile Server 
runs in SSL mode. To use this feature, the Mobile Server 
should be running as a module inside Oracle9i 
Application Server (Oracle9iAS).

IAS_MODE=YES If this parameter is uncommented, then Mobile Server 
will run as a module inside Oracle9iAS version 2.0. This 
parameter must be commented out (preceded by a “#” 
character) when Mobile Server is running in standalone 
mode or when running as a module in Oracle9iAS 
version 1.0.2.2.

Table B–1 WEBTOGO Parameters

Parameter Definition
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CUSTOM_WORKSPACE=no Indicates whether or not a custom workspace should be 
used.

CUSTOM_DIRECTORY=
/myworkspace

Location of the custom workspace files in the repository.

DEFAULT_PAGE=
myfirstpage.html

The first page of the custom workspace. This page 
appears when the user accesses the following URL:

    http://<server>/webtogo/

CUSTOM_
FIRSTSERVLET=HelloWorld;/hel
lo

Use this parameter to add the first servlet to the custom 
workspace. Within the first servlet, you can add more 
servlets to the custom workspace by using the 
addServlet() call.

Format: classname;virtual path

WTG_PROXY HTTP proxy used to connect to the Mobile Server for 
application deployment

Sample Value:

www-proxy.dlsun1.com

WTG_PROXY_PORT HTTP proxy port used to connect to the Mobile Server 
for application deployment

Sample Value:

80

TRACE Enables debug output.

Sample Value:

NO

TRACE_ALL Enables detailed debug output. Includes SQL statements 
and execution times.

Sample Value:

NO

JAVA_OPTION=value Use this parameter to specify additional runtime 
arguments for the Java VM.

For example:

JAVA_OPTION=

-Djbo.SQLBuilder=OLite -Djbo.TypeMapEntries=Oracle

Table B–1 WEBTOGO Parameters

Parameter Definition
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DEFAULT_CLIENT_1CLICK The default value for the Mobile Client’s "use default 
setting for sync."

Sample Value:

YES

DEFAULT_CLIENT_UPGRADE  The default value for the Mobile Client’s "ask before 
upgrade" setting.

Sample Value:

YES

DEFAULT_CLIENT_SYNCONLY The default value for the Mobile Client’s "offline 
only/online/offline" setting.

Sample Value:

YES [which means offline only]

APPLET_SUPPORT_ENABLE= YES If you want to run on the Mobile Client for Web-to-Go an 
applet that uses a JDBC connection, you must set this 
parameter to YES and restart the client. 

If the applet does not use a JDBC connection, you do not 
need to set this parameter. If you set this parameter to 
YES for an applet that does not use a JDBC connection, 
no harm will result from that.

SERVER_URL=
http://
<mobile_server_name>:
<port_number>/webtogo

This parameter points to the Mobile Server. It 
communicates with the Mobile Server over HTTP or 
HTTPS. Usually, you do not need to modify this 
parameter. If you want to run the Mobile Client for 
Web-to-Go and you download the Mobile Client 
for Web-to-Go from the URL 
https://<mobile_server_name>/setup, then the 
Mobile Client for Web-to-Go is automatically 
configured for SSL, and no manual configuration is 
required. The Mobile Client can communicate with 
the Mobile Server over SSL

However, if you do not download the Mobile Client 
for Web-to-Go from the Mobile Server running in 
SSL mode and you want to run in SSL mode, then you 
must modify the SERVER_URL parameter in the 
configuration file webtogo.ora on the client side as 
shown here in the left column.

Table B–1 WEBTOGO Parameters

Parameter Definition
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B.2 [FILESYSTEM]
The FILESYSTEM parameters control the behavior of the Mobile Server Repository. 
Table B–2 lists these parameters and their definitions.

ROWS_PER_PAGE_IN_ADMIN_TOOL=
25

This parameter enables you to determine the grouping of 
the users per page on the display screen of the Mobile 
Server Control Center when you get a listing of the users. 

For example, to display the users on the screen in groups 
of 20 users per page, you set this parameter to 20. 

The default is 25. If you set the parameter to zero, the 
rows will appear on one long page that is scrollable.

SYNC_CANCEL This parameter can be set on the client side to determine 
if the Cancel link should appear on the synchronization 
page. 

If the parameter is set to YES, the Cancel link will 
appear on the synchronization page. By clicking the 
Cancel link, you can stop the data synchronization. The 
link will not appear after the data synchronization is 
complete.

If the parameter is set to NO, the Cancel link will not 
appear on the synchronization page.

The default value is YES.

Example: SYNC_CANCEL=YES

MAX_THREAD_POOL Limits the number of threads available in the connection 
pool. If threading problems occur, set this parameter to 0 
or 1.

Table B–2 FILESYSTEM Parameters

Parameter Definition

TYPE Type of file system. 

O8 - Oracle-based file system.

OL - Oracle Lite based file system.

OS - Operating system’s file system.

MIXED - Mixed file system

Table B–1 WEBTOGO Parameters

Parameter Definition
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B.3 [DEBUG]
The DEBUG parameters control the debugging messages in the  Mobile Server. 
Table B–3 lists these parameters and their definitions.

PRIMARY=OL Primary file system in MIXED mode.

SECONDARY=OS Secondary file system in MIXED mode.

ROOT_DIR=
<ORACLE_HOME>/MOBILE
/SERVER/REPOSITORY

Root directory. Valid only for OS file system. 

This directory path format applies to the environment where 
the Mobile Server runs

Replace <ORACLE_HOME> with  your actual Oracle Home.

ROOT_DIR=
<ORACLE_HOME>\MOBILE
\SERVER\REPOSITORY

Root directory. Valid only for OS file system. 

This directory path format applies to the environment where 
the Mobile Server runs on Windows NT.

Replace <ORACLE_HOME> with  your actual Oracle Home.

CACHE_SIZE=10 O8 file system cache in MB. Do not use this flag unless you 
have sufficient memory in your system.

MAX_CONNECTIONS=1 Maximum number of database connections for the O8 file 
system.

Table B–3 DEBUG Parameters

Parameter Definition

TRACE_ENABLE Used to turn the trace feature on or off. When the Trace feature 
is off, trace output is not generated. The value is overridden 
only when the Mobile Server is running in standalone mode 
and with the -d0 command line option on. For example: 
TRACE_ENABLE=NO is overridden by -d0 and the trace output 
is generated to the Console instead of being generated to a file.

Sample Value:

YES

Table B–2 FILESYSTEM Parameters

Parameter Definition
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TRACE_DESTINATION Trace destinations are Console, File, and Remote. The 
Administrator can set this parameter to any of these 
destinations.

The Console option generates trace output to the console 
screen.

Note: This trace destination is available only when the Mobile 
Server is running in standalone mode. If you set this parameter 
to the option -d0, the trace output appears on your console 
screen without appearing in a file, because using the -d0 
option with this parameter overrides the trace settings for 
other trace parameters, such as destination and level, in the 
webtogo.ora file. The -d0 setting enforces the trace output to 
appear on your console screen instead of appearing in a file.

The File option generates trace output to a file. See also 
TRACE_FILE_NAME, TRACE_FILE_SIZE, TRACE_FILE_
POOL_SIZE.

The Remote option generates trace output to a remote machine 
where it can be viewed using wsh -m%TRACE_REMOTE_
PORT%. See also TRACE_REMOTE_MACHINE, TRACE_
REMOTE_PORT.

Sample Value:

TRACE_DESTINATION=FILE

TRACE_REMOTE_MACHINE Machine name where wsh -M is running. Mobile Server sends 
the debug output to that machine.

TRACE_REMOTE_PORT=2080 Trace output is generated to the named port on the %TRACE_
REMOTE_MACHINE% on which the trace output can be viewed 
using wsh -m %TRACE_REMOTE_PORT%. See also TRACE_
REMOTE_MACHINE.

Sample Value:

TRACE_REMOTE_HOST=2080

Table B–3 DEBUG Parameters

Parameter Definition
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[DEBUG]
TRACE_FILE_NAME 
=trace.log

Used as base name to arrange trace files in sequential order 
starting from 1 to FILE_TRACE_POOL_SIZE.

For example: If the following parameters are set:

TRACE_FILE_NAME=mytrace.log

TRACE_FILE_POOL_COUNT=5

then the trace files will be named mytrace1.log, 
mytrace2.log, mytrace3.log, mytrace4.log, 
mytrace5.log depending on how you set the TRACE_FILE_
PER_USER parameter.

Sample Value:

trace.log

TRACE_LEVEL=1 There are three levels of trace messages:

1(binary 00000001), Basic Trace: general system information, 
most of the Web-To-Go trace output belongs to this level.

2(binary 00000010), Function Trace: traces the function 
sequence being called, mostly used by Consolidator.

4(binary 00000100), SQL Trace: traces SQL queries being 
executed, mostly used by Consolidator.

In addition, all errors and exceptions are sent to level -1, which 
have binary 11111111. All java "System.out" output take over 
level 9. Both these two levels are always generated as output if 
the user is not filtered out. For more information, see TRACE_
USER.

The parameter value for TRACE_LEVEL is used to do a 
Bitwise AND operation against all 3 trace levels. If the result is 
greater than 0, then trace output of that level will be generated 
as trace output.

Example: If the following parameters are set:

TRACE_LEVEL=3

then Basic and SQL level trace output is generated, but not 
Function level trace as "&" is bitwise AND operator.

3 & 1 (Basic) = 1 > 0
3 & 2 (SQL)  =  2 > 0
3 & 4 (Function) = 0 = 0

Table B–3 DEBUG Parameters

Parameter Definition
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[DEBUG]
TRACE_USERS List of valid user names. The listed user trace information and 
system trace information is generated as output.

If the value is an empty string "", then every user is traced. If 
the value is or contains TRACE_NO_USER, then no actual user 
is traced. The system trace information only is generated as 
output.

Note: The administrator must not use the TRACE_NO_USER 
value as a username.

Example: If the following parameters are set:

TRACE_USERS=jane,jack

Then only jane and jack’s trace information is generated and 
displayed as output. The system level trace information is 
always generated as output.

TRACE_FILE_PER_USER 
=YES

Used to specify an own trace file pool for every individual 
user. Applicable only when "File" is the trace destination.

If yes, then every traceable user has an own trace file pool, and 
the trace file name includes the user’s name. In addition, the 
system trace output goes to the user’s system trace file. For 
more information on the trace file naming convention, see 
Section 11.6, "Configuring the Trace File Pool" in Chapter 11, 
"Tracing".

If no, then all traceable users share the same trace file pool, the 
actual trace file does not contain any user name.

Example:

TRACE_FILE_PER_USER=No

TRACE_FILE_SIZE=10 Used as the maximum file size in MB for trace files. If the value 
is about to be reached, the trace generates output to the next 
trace file in the pool. For more information, see TRACE_FILE_
NAME, TRACE_FILE_POOL_SIZE, and TRACE_FILE_PER_
USER.

TRACE_FILE_POOL_SIZE
=5

The default value is 5. This parameter specifies the number of 
files in the trace file pool. If the pool limit is reached, the trace 
output is overwritten to the first file in the pool. See also 
TRACE_FILE_NAME, TRACE_FILE_POOL_SIZE, and 
TRACE_FILE_PER_USER.

Table B–3 DEBUG Parameters

Parameter Definition
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[CONSOLIDATOR]
B.4 [PUBLIC]
You can use the PUBLIC parameters to make any servlet publically available in the 
Mobile Server. To make a servlet public, use the parameters listed in Table B–4.

B.5 [SERVLET_PARAMETERS]
In the SERVLET parameters section, you can list the set of custom parameters which 
are available to all the servlets inside the Mobile Server .

B.6 [CONSOLIDATOR]
The CONSOLIDATOR parameters control the behavior of the Consolidator. 
Table B–6 lists these parameters and their definitions. The values that are displayed 
in Table B–6 are the default values.

TRACE_REMOTE_HOST=
<localhost>

The trace output is generated to the named machine, on which 
the synchronized trace can be viewed using wsh -m%TRACE_
REMOTE_PORT%. See also TRACE_REMOTE_PORT.

Example:

TRACE_REMOTE_HOST=adminhost

Table B–4 PUBLIC Parameters

Class Name URL (Virtual Path)

myservlet=
/<virtual path>

To call this public URL from your application, call it as follows:

http://<server>/public/<virtual path>

For example, 

oracle.code.MyServlet=/my servlet

Table B–5 SERVLET Parameters

Parameter Definition

MY_VAR=MY_VALUE Custom parameter which can be accessed by all servlets.

Table B–3 DEBUG Parameters

Parameter Definition
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[CONSOLIDATOR]
Table B–6 Consolidator Parameters

Parameter Definition

MAX_THREADS = 3 Specifies the number of threads spawned within the MGP 
process. It should be set to be at least equal to the number of 
CPUs.

TEMP = C:\\TEMP Specifies the directory where the trace file is written.

MAX_CONNECTIONS = 1000 Sets the maximum number of JDBC connections that can be 
open at one time.

SLEEP_TIME = 20000 Specifies how long (in milliseconds) the MGP sleeps between 
client processings. 

CONNECTION_POOL = YES Enables pooling of database connections.

CONNECTION_TIMEOUT=120 Specifies in minutes the JDBC connection timeout for the 
synchronization session.

COMPOSE_TIMEOUT = 300 Specifies in seconds the MGP compose timeout for a client’s 
synchronization to complete. If the synchronization does not 
finish, MGP will retry compose in the next cycle.

TRACE_ENABLE=NO Used to turn the trace feature on or off. When the Trace feature 
is off, trace output is not generated. 

Sample Value:

YES

TRACE_DESTINATION Trace destinations are Console, File, and Remote. The 
Administrator can set this parameter to any of these 
destinations.

The Console option generates trace output to the console 
screen.

The File option generates trace output to a file. See also 
TRACE_FILE_NAME, TRACE_FILE_SIZE, TRACE_FILE_
POOL_SIZE. 

The Remote option generates trace output to a remote machine 
where it can be viewed using wsh -m%TRACE_REMOTE_
PORT%. See also TRACE_REMOTE_MACHINE, TRACE_
REMOTE_PORT.

Sample Value:

TRACE_DESTINATION=FILE

TRACE_REMOTE_MACHINE Machine name where wsh -M is running. MGP sends the 
debug output to that machine.
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[CONSOLIDATOR]
TRACE_REMOTE_PORT=208 The port number in this section should be different from the 
port number which is used to set the same parameter in the 
DEBUG section. Trace output is generated to the named port 
on the %TRACE_REMOTE_MACHINE% on which the trace 
output can be viewed using wsh -m %TRACE_REMOTE_
PORT%. See also TRACE_REMOTE_MACHINE.

Sample Value:

TRACE_REMOTE_HOST=208

TRACE_FILE_NAME 
=mgp.log

Used as base name to arrange trace files in sequential order 
starting from 1 to FILE_TRACE_POOL_SIZE.

The file name in this section should be different from the file 
name in the DEBUG section to prevent overwriting.

For example: If the following parameters are set:

TRACE_FILE_NAME=mgp.log

TRACE_FILE_POOL_COUNT=5

then the trace files will be named mgp1.log, mgp2.log, 
mgp3.log, mgp4.log, mgp5.log, depending on how you 
set the TRACE_FILE_PER_USER parameter.

Sample Value:

mgp.log

Table B–6 Consolidator Parameters

Parameter Definition
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[CONSOLIDATOR]
TRACE_LEVEL=1 There are three levels of trace messages:

1(binary 00000001), Basic Trace: general system information, 
most of the Web-To-Go trace output belongs to this level.

2(binary 00000010), Function Trace: traces the function 
sequence being called, mostly used by Consolidator.

4(binary 00000100), SQL Trace: traces SQL queries being 
executed, mostly used by Consolidator.

In addition, all errors and exceptions are sent to level -1, which 
have binary 11111111. All java "System.out" output take over 
level 9. Both these two levels are always generated as output if 
the user is not filtered out. For more information, see TRACE_
USER.

The parameter value for TRACE_LEVEL is used to do a 
Bitwise AND operation against all 3 trace levels. If the result is 
greater than 0, then trace output of that level will be generated 
as trace output.

Example: If the following parameters are set:

TRACE_LEVEL=3

then Basic and SQL level trace output is generated, but not 
Function level trace as "&" is bitwise AND operator.

3 & 1 (Basic) = 1 > 0
3 & 2 (SQL)  =  2 > 0
3 & 4 (Function) = 0 = 0

TRACE_USERS List of valid user names. The listed user trace information and 
system trace information is generated as output.

If the value is an empty string "", then every user is traced. If 
the value is or contains TRACE_NO_USER, then no actual user 
is traced. The system trace information only is generated as 
output.

Note: The administrator must not use the TRACE_NO_USER 
value as a username.

Example: If the following parameters are set:

TRACE_USERS=jane,jack

Then only jane and jack’s trace information is generated and 
displayed as output. The system level trace information is 
always generated as output.

Table B–6 Consolidator Parameters

Parameter Definition
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[CONSOLIDATOR]
TRACE_FILE_PER_USER 
=YES

Used to specify an own trace file pool for every individual 
user. Applicable only when "File" is the trace destination.

If yes, then every traceable user has an own trace file pool, and 
the trace file name includes the user’s name. In addition, the 
system trace output goes to the user’s system trace file. For 
more information on the trace file naming convention, see 
Section 11.6, "Configuring the Trace File Pool" in Chapter 11, 
"Tracing".

If no, then all traceable users share the same trace file pool, the 
actual trace file does not contain any user name.

Example:

TRACE_FILE_PER_USER=No

TRACE_FILE_SIZE=10 Used as the maximum file size in MB for trace files. If the value 
is about to be reached, the trace generates output to the next 
trace file in the pool. For more information, see TRACE_FILE_
NAME, TRACE_FILE_POOL_SIZE, and TRACE_FILE_PER_
USER.

TRACE_FILE_POOL_SIZE
=5

The default value is 5. This parameter specifies the number of 
files in the trace file pool. If the pool limit is reached, the trace 
output is overwritten to the first file in the pool. See also 
TRACE_FILE_NAME, TRACE_FILE_POOL_SIZE, and 
TRACE_FILE_PER_USER.

TRACE_REMOTE_HOST=
<localhost>

The trace output is generated to the named machine, on which 
the synchronized trace can be viewed using wsh -m%TRACE_
REMOTE_PORT%. See also TRACE_REMOTE_PORT.

Example:

TRACE_REMOTE_HOST=adminhost

Table B–6 Consolidator Parameters

Parameter Definition
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Consolidator Requirements in INIT
C

Consolidator Requirements in INIT.ORA

This document describes the Consolidator requirements for Oracle and Oracle 
parameter settings in init.ora.

Topics include:

■ Section C.1, "Relationships Between Relevant Parameters"

■ Section C.2, "Values for Processes and DML_LOCKS"

C.1 Relationships Between Relevant Parameters
You should set the following parameters in init.ora as indicated below:

C.2 Values for Processes and DML_LOCKS
Check values for processes and DML_LOCKS. Massive concurrent syncs use the 
maximum amount of the resources. For each one of the concurrent clients, 

Table C–1 Parameter Settings

Parameter Setting

PROCESSES Default value is 59 to 200

SESSIONS Default value is:

Derived: 1.1 * PROCESSES + 5

TRANSACTIONS Default value is:

Derived (1.1 * SESSIONS)

DML_LOCKS Default value is:

Derived: (4 * TRANSACTIONS)
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Values for Processes and DML_LOCKS
Consolidator needs one database connection (one session, one transaction). 
Therefore, the value of PROCESSES must be set to be no less than the maximum 
number of  concurrent clients.

During the sync, the Consolidator will make changes to the publication map tables. 
One DML lock is needed for each client and changed publication:

DML_LOCKS = (Number of changed publications) * (Maximum number of 
concurrent clients)

During the first and second sync, all publication map tables are changed for each 
client. So the DML locks needed are:

DML_LOCKS = (Number of publications) * (Maximum number of concurrent 
clients)

If you have a large number of publications, the default DML_LOCKS may not be 
sufficient. You should set it explicitly in init.ora. For example, CRM has 
approximately 50 publications. For 30 concurrent first syncs, Consolidator needs 
1500 DML locks. The default value for DML_LOCKS with PROCESSES set to 200 is 
1000.
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Secure Socket Layer (SSL) Support

This document describes the Mobile Server support for the Secure Sockets Layer 
(SSL) communication protocol, a security protocol that provides communications 
privacy over the Internet.  The protocol allows client/server applications to 
communicate in a way that is designed to prevent eavesdropping, tampering, or 
message forgery. Secure communication can be established between the Mobile 
Server and the Mobile Client using HTTPS. 

To run the Mobile Server in SSL mode, you must run the Mobile Server as a module 
in the Oracle9i Application Server (Oracle9iAS). For information on how to run the 
Mobile Server as a module in Oracle9iAS, see Oracle9i Lite Installation and 
Configuration Guide for UNIX or Oracle9i Lite Installation and Configuration Guide for 
Windows NT/2000/XP.

D.1 Server-Side Configuration
To enable the Mobile Server for SSL, follow these main steps:

1. Configure the Mobile Server for SSL.

2. Run the Mobile Server in SSL mode.

3. Upload the CA certificate.

Only the Mobile Server running as an Oracle9iAS module supports SSL. You can 
connect from the browser to the Mobile Server running in SSL Mode with 
Oracle9iAS.

To run the Mobile Server in SSL mode, you must configure your system as 
described in the following sections. 
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Server-Side Configuration
D.1.1 Mobile Server in Standalone Mode
The Mobile Server running in standalone mode does not support SSL. If you try to 
set SSL=YES in webtogo.ora, the Mobile Server will not work.

In a standalone running mode, if you try to connect from the browser to the Mobile 
Server in the SSL mode, you will not be able to connect to the Mobile Server.

D.1.2 Oracle9iAS Configuration:
Oracle9iAS comes with pre-configured SSL support. After installing Oracle9iAS, 
make sure that the httpd.conf file has the following entries :

##
##  SSL Support
##
##  When we also provide SSL we have to listen to the 
##  standard HTTP port (see above) and to the HTTPS port
##

Listen 80
Listen 443

#   SSL Engine Switch:
#   Enable/Disable SSL for this virtual host.
SSLEngine on

#   SSL Cipher Suite:
#   List the ciphers that the client is permitted to negotiate.
#   See the mod_ssl documentation for a complete list.
# SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL

#   Server Certificate:
#   Point SSLCertificateFile at a PEM encoded certificate.  If
#   the certificate is encrypted, then you will be prompted for a
#   pass phrase.  Note that a kill -HUP will prompt again. A test
#   certificate can be generated with ‘make certificate’ under

Note: The following entries are the default configurations of 
Oracle9iAS. You only need to verify them. For more information, 
see the Oracle9i Application Server Installation Guide.
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Server-Side Configuration
#   built time. Keep in mind that if you’ve both a RSA and a DSA
#   certificate you can configure both in parallel (to also allow
#   the use of DSA ciphers, etc.)
SSLCertificateFile \conf\ssl.crt\server.crt
#   For UNIX, use the following format:
#   SSLCertificateFile /conf/ssl.crt/server.crt

#   Server Private Key:
#   If the key is not combined with the certificate, use this
#   directive to point at the key file.  Keep in mind that if
#   you’ve both a RSA and a DSA private key you can configure
#   both in parallel (to also allow the use of DSA ciphers, etc.)
SSLCertificateKeyFile conf\ssl.key\server.key
#   For UNIX, use the following format:
#   SSLCertificateKeyFile conf/ssl.key/server.key

D.1.3 Mobile Server Configuration
To run the Mobile Server in SSL mode, add the SSL configuration parameter in the 
WEBTOGO section of the webtogo.ora configuration file and set the SSL 
parameter’s value as follows:

[WEBTOGO]
# ssl mode 
SSL=YES

D.1.4 Setting up the CA Certificate
After the Mobile Server is configured for SSL, and it is running in SSL mode, you 
should upload the SSL CA certificate to the Mobile Server Repository. To set up the 

Note: Oracle9iAS comes with a self-signed test server certificate 
"server.crt" and its private key "server.key". This certificate is only a 
test certificate. You must obtain your own server certificate signed 
by a trusted authority. After replacing the "server.crt" with a 
certificate signed by a trusted authority, go to the Mobile Server 
Control Center and upload this certificate to the Mobile Server 
Repository.
Secure Socket Layer (SSL) Support D-3



Client-Side Configuration
CA certificate from the Mobile Server Control Center, upload the Server certificate 
used for SSL communication in Oracle9iAS to the Mobile Server Repository. 

To upload the CA certificate, go to the Mobile Server Control Center -> Server -> 
Server Certificate and upload the CA certificate. 

To get more information about the type of SSL Cipher Suites that are supported, 
refer to the documentation regarding "Oracle Implementation of Java SSL" in Oracle 
Advanced Security Administrator’s Guide.

D.2 Client-Side Configuration
You can configure the Mobile Client for Web-to-Go to establish SSL connection 
between the Mobile Client and the Mobile Server. Oracle9i Lite does not, however, 
support SSL connection between the browser and the Mobile Client for Web-to-Go. 

D.2.1 Communication between the Mobile Client and the Mobile Server
There are two different situations regarding the configuration of the communication 
for SSL between the Mobile Client for Web-to-Go and the Mobile Server, depending 
on whether or not you download the Mobile Client for Web-to-Go from the Mobile 
Server running in SSL.

A. Downloading from the Mobile Server Running in SSL
If you download the Mobile Client for Web-to-Go from the URL 
https://<mobile_server_name>/setup, then the Mobile Client for 
Web-to-Go is automatically configured for SSL, and no manual configuration is 
required. The Mobile Client can communicate with the Mobile Server over SSL.

Note that you must type https, not http. (The bold style is used in the previous 
sentence for emphasis only.)

B. Downloading from the Mobile Server not Running in SSL
If you do not download the Mobile Client for Web-to-Go from the Mobile Server 
running in SSL mode, then you must modify the SERVER_URL parameter in the 
configuration file webtogo.ora on the client side as follows:

SERVER_URL=https://<mobile_server_name>:<port_number>/webtogo

Note that you must type https, not http. 
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Support for Non-SSL Mobile Clients
D.2.2 Connection between the Browser and the Mobile Client for Web-to-Go
If you try to connect from the browser to the Mobile Client for Web-to-Go in SSL 
Mode, you will not be able to connect to the Mobile Client even if both of the 
following two conditions exist:

1. The Mobile Server is running in SSL as a module of Oracle9iAS. 

2. The Mobile Client for Web-to-Go is also running in SSL mode.

Although, in this case, the communication between the client and the server is over 
HTTPS (that is, SSL), you still need to specify HTTP and not HTTPS in the client 
URL to connect to the Mobile Client for Web-to-Go from the browser.

For example:

http://<client machine>/webtogo

D.3 Support for Non-SSL Mobile Clients
If the Mobile Server is running in SSL mode, it can synchronize with any Mobile 
Client running in SSL or non-SSL mode. But, in the case of the Mobile Client for 
Web-to-Go, the client should also run in SSL mode to synchronize with the Mobile 
Server running in SSL mode. 

The Mobile Server running in SSL mode can still support Mobile Clients running in 
non-SSL mode because on many Mobile Clients SSL is still not supported.

Note: The default port number for the Mobile Server is 443. If 
your Mobile Server is running on port number 443, you do not 
have to specify the Mobile Server port number in the URL. If your 
Mobile Server is running on a port number other than 443, you 
must specify the Mobile Server port number in the URL as follows:

https://<mobile_server_name>:<port_number>/setup

Note: To support SSL and non-SSL clients, the Mobile Server  
should run on both SSL and non-SSL ports inside Oracle9iAS. Also, 
by default, Oracle9iAS should be configured to run on both SSL 
and non-SSL ports.
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Scripting Language for the Mobile Server

This document describes the scripting language for the Mobile Server. You can use 
scripting to do batch processing of the administrator tasks that are performed most 
often. You write scripts for the Mobile Server in an INI text file, and then you use 
the WSH tool to run your INI script. 

You can use scripts to create, modify, or delete users, groups, access privileges, 
registry entries, and snapshot variables. Topics in this document include:

■ Section E.1, "Description of the Syntax"

■ Section E.2, "How to Run a Script INI File"

■ Section E.3, "Examples"

E.1 Description of the Syntax
In your script, use the following parameters and syntax.

Creating a User:
The syntax for creating a user is as follows:

[USER]
NAME=<User’s Name>
PASSWORD=<User's Password>
ENCRYPTED=<True or False; True if the password is encrypted, False if not>
FULLNAME=<User's Full Name>
PRIVILEGE=<User's privilege level as P, C,S, or null>

There are four options for setting the value of PRIVILEGE. These options are:

■ P — for publishing an application
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Description of the Syntax
■ C — for connecting to Web-to-Go

■ S — for administering Web-to-Go

■ NULL — for no privileges

Creating a Group:
This entry creates a new group (if this group does not already exist) and adds the 
listed users to this group. If you use this entry and specify the name of a group that 
exists, all the users in the existing group will be removed and the users who are 
listed will be added to this group. 

If you want to add users to an existing group you have to use  
[ADDUSERTOGROUP].

The syntax for a creating a group is as follows:

[GROUP]
NAME=<Group Name>
USER=<User’s name you want to add to this group>
USER=<User’s name you want to add to this group>
USER=<User’s name you want to add to this group>

Adding a User to a Group:
This entry creates a new group (if this group does not already exist) and adds the 
listed users to this group. You can also use this entry to add users to an existing 
group.

[ADDUSERTOGROUP]
NAME=<Group Name>
USER=<User’s name you want to add to this group>
USER=<User’s name you want to add to this group>

Removing a User from a Group:
This removes the listed users from the group which you specify.

[REMOVEUSERFROMGROUP]
NAME=<Group Name>
USER=<User’s name you want to remove from this group>
USER=<User’s name you want to remove from this group>

Creating Access Privileges:
This creates a new ACL (if this ACL does not already exist). After creating this ACL, 
all the existing users will be removed and all the listed users will be added to this 
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Description of the Syntax
ACL. If you want to add users to the existing ACL, you have to use 
[GRANTACCESS].

The syntax for creating access privileges for users and/or groups is as follows:

[ACL]
APPLICATION=<Name of the application you want to creat ACL for>
ROLE=<Role of the user; set the value as DEFAULT ROLE or ADMINISTRATIVE ROLE>
USER=<User’s name>
ACCESS=<Set access status as ENABLED>
ROLE=<Role of the user>
USER=<User’s name>
ACCESS=<Set access status as ENABLED>
ROLE=<Role of the group>
GROUP=<Groups’s name>
ACCESS=<Set access status as ENABLED>

Granting Access
This entry creates a new ACL (if this ACL does not already exist) and adds the 
listed users to this ACL.

[GRANTACCESS]
APPLICATION=<Name of the application you want to add ACL for>
ROLE=<Role of the user>
USER=<User’s name>
ACCESS=<Access Status ENABLED/DISABLED>
ROLE=<Role of the group>
GROUP=<Groups’s name>

Revoking Access
This entry removes the listed users from the specified ACL.

[REVOKEACCESS]
APPLICATION=<Name of the application you want to revoke ACL for>
ROLE=<Role of the user>
USER=<User’s name>
ACCESS=<Access Status>
ROLE=<Role of the group>
GROUP=<Groups’s name>

Creating Registries
The syntax for creating registriesis as follows:
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[REGISTRY]
APPLICATION=<Name of the application>
NAME=<Registry Variable Name>
VALUE=<Value for this variable>

Creating Snapshot Variables
The syntax for creating snapshot variables is as follows:

[SNAPSHOTVAR]
NAME=<Name of the publication item>
PLATFORM=<Platform for which this publication item is>
VIRTUALPATH=<Virtual path of the application this publication item
belongs to>
USER=<Name of the user who subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>
USER=<Name of the user who subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>
GROUP=<Name of the group which subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>

Deleting a User:
The syntax for deleting a user is as follows:

[DROPUSER]
NAME=<User’s Name>

Deleting a Group:
The syntax for deleting a group is as follows:

[DROPGROUP]
NAME=<Group’s Name>

Deleting Access Privileges:
The syntax for deleting access privileges for users and/or groups is as follows:

[DROPACL]
APPLICATION=<Name of the application you want to delete ACL for>
ROLE=<Role of the user; set the value as DEFAULT ROLE or ADMINISTRATIVE ROLE>
USER=<User's name>
ACCESS=<Set access status as DISABLED>
ROLE=<Role of the group; set the value as DEFAULT ROLE or ADMINISTRATIVE ROLE>
GROUP=<Groups's name>
ACCESS=<Set access status as DISABLED>
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Deleting a Registry:
The syntax for deleting a registry is as follows:

[DROPREGISTRY]
APPLICATION=<Name of the application>
NAME=<Registry Variable Name>
VALUE=<Value for this variable>

Deleting Snapshot Variables:
The syntax for deleting snapshot variables is as follows:

[DROPSNAPSHOTVAR]
NAME=<Name of the publication item>
PLATFORM=<Platform for which this publication item is>
VIRTUALPATH=<Virtual path of the application this publication item
belongs to>
USER=<Name of the user who subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>
USER=<Name of the user who subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>
GROUP=<Name of the group which subscribes to this application>
VAR=<Name of the Data Subsetting parameter, value of this parameter>

E.2 How to Run a Script INI File
To run a script INI file using WSH, use the following command :

WSH -c <filename.ini> mobileadmin/manager@webtogo.world

E.3 Examples
This section shows examples from a script file in the INI format. 

E.3.1 Creating, Adding, and Granting Access
The following examples illustrate how to create users, groups, registries, access 
privileges, and snapshotvar template variables, add users to a group, and add users 
to an ACL.

[DATABASE]
TYPE=ORACLE

#Creation or modification of users, groups, access privileges, registry,
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and snapshot variable entries using the following entries in the INI file:
#[USER], [GROUP], [ACL], [REGISTRY],[SNAPSHOTVAR].

# Create user JOHN
#
[USER]
NAME=JOHN
PASSWORD=john
ENCRYPTED=false
FULLNAME=Sample1 User John
PRIVILEGE=C

#
# Create group ’Sample Users’ contaning JANE, JOHN, JACK
#
[GROUP]
NAME=Sample Users
USER=JANE
USER=JOHN
USER=JACK

#
# Set the ACL on the sample3 application.
# The following gives John, Jane, and Jack, plus all the users in the
group
# Sample Users access to the application
#
[ACL]
APPLICATION=/sample3
ROLE=Default Role
USER=JOHN
ACCESS=ENABLED
ROLE=Default Role
USER=JANE
ACCESS=ENABLED
ROLE=Default Role
USER=JACK
ACCESS=ENABLED
ROLE=Default Role
GROUP=Sample Users
ACCESS=ENABLED

#
# Add registry entriy for user JOHN and a default value for the Sample3
application to the Web-to-go Repository
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#
[REGISTRY]
APPLICATION=/sample3
USER=JOHN
NAME=USERCODE
VALUE=1111

#
# Add template variables.
# You can specify user/group specific values for these variables
#
[SNAPSHOTVAR]
NAME=RECORDINGS
PLATFORM=WIN32
VIRTUALPATH=/sample3
USER=JOHN
VAR=CODE, 1111
USER=JACK
VAR=CODE, 1111
USER=JANE
VAR=CODE, 2222
GROUP=Sample Users
VAR=CODE, 2222

#
#Add users to a group.
#
[ADDUSERTOGROUP]
NAME=Sample Users
USER=USER1
USER=USER2

#
#Grant Access to users.
#
[GRANTACCESS]
APPLICATION=/sample3
ROLE=Default Role
USER=USER1
ACCESS=ENABLED
ROLE=Default Role
USER=USER2
ACCESS=ENABLED
ROLE=Default Role
GROUP=Sample Users
Scripting Language for the Mobile Server E-7



Examples
E.3.2 Deleting, Removing, and Revoking Access
The following examples illustrate how to delete a user, group, registry and 
snapshotvar, remove users from a group, and revoke access.

#Deletion of users, groups, access privileges, registry and snapshot
variable entries using the following entries in
#the INI file:
#[DROPUSER], [DROPGROUP], [DROPACL], [DROPREGISTRY],[DROPSNAPSHOTVAR].

#
# Dropuser JOHN
#
[DROPUSER]
NAME=JOHN

#
# Drop group ’Sample Users’
#
[DROPGROUP]
NAME=Sample Users

#
# Drop the ACL on the sample3 application.
#
[DROPACL]
APPLICATION=/sample3
ROLE=Default Role
USER=JOHN
ACCESS=DISABLED
ROLE=Default Role
GROUP=Sample Users
ACCESS=DISABLED

#
# Drop registry entriy for user JOHN from Sample3 application.
#
[DROPREGISTRY]
APPLICATION=/sample3
USER=JOHN
NAME=USERCODE

#
# Drop template variables for user JOHN and group ’Sample Users’
#
[DROPSNAPSHOTVAR]
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NAME=RECORDINGS
PLATFORM=WIN32
USER=JOHN
VAR=CODE, 1111
GROUP=Sample Users
VAR=CODE, 2222

#
#Remove users from a group.
#
[REMOVEUSERFROMGROUP]
NAME=Sample Users
USER=USER1
USER=USER2

#
#Revoke access.
#
[REVOKEACCESS]
APPLICATION=/sample3
ROLE=Default Role
USER=USER1
ACCESS=DISABLED
ROLE=Default Role
USER=USER2
ACCESS=DISABLED
ROLE=Default Role
GROUP=Sample Users
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Bypassing a Proxy Server

Users who are granted Administrator access privileges should not connect to the 
Mobile Server through a proxy server. The Mobile Server will not be able to see the 
IP addresses of their client machines and, therefore, will not be able to allow them 
Administrator-level access. 

Users who have Administrator access and usually connect to the network through a 
proxy server must bypass the proxy server before connecting to the Mobile Server.

To configuring the client machine to bypass a proxy server, follow these steps:

1. In Internet Explorer, from the Tools dropdown menu, select Internet Options. 
The Internet Options dialog box appears.

2. Select the Connections tab. The Connections panel appears, as illustrated in 
Figure F–1.
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Figure F–1 The Connections Tab

1. Click the LAN Settings button in the Connections panel. The Local Area 
Network (LAN) Settings dialog box appears, as illustrated in Figure F–2.
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Figure F–2 Local Area Network (LAN) Settings

2. Select the "Bypass proxy server for local addresses" check box.

3. Click the Advanced button. The Proxy Settings dialog box appears, as shown in 
Figure F–3.
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Figure F–3 The Proxy Settings Dialog Box

4. In the Exceptions section, in the field under "Do not use proxy server for 
addresses beginning with:", enter the IP addresses of the client machines for the 
accounts that have Administrator access, as illustrated in Figure F–3.

5. Click OK.
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External  Authentication

This appendix discusses how to use external authentication.

G.1 Using External Authentication
When a mobile user logs into the Mobile Server, the password entered by the user is 
compared to the user’s password in the Mobile Server Repository. If the passwords 
match, the user is considered authenticated and is allowed access to the Mobile 
Server.

Instead of using the repository to store passwords, the Mobile Server can verify the 
user’s password with an external authenticator. When a user logs in to the Mobile 
Server, it passes the username and password to the external authenticator for 
verification. When verification is successful, the user is allowed access to Mobile 
Server.

You can configure the Mobile Server to use multiple external authenticators. The 
Mobile Server calls the authenticators in the order specified. As soon as one of these 
external authenticators successfully verifies the username/password combination, 
the user is considered authenticated and is allowed access to the Mobile Server. The 
other external authenticators are not called. When no external authenticator 
successfully verifies the username/password combination, the user is denied access 
to Mobile Server. In order to use external authentication, you must do the 
following:

1. Build an external authenticator as a Java class. This class must implement the 
Java interface oracle.lite.web.spi.ExternalAuthenticator.

2. In the Mobile Server Control Center, create a mobile user, but do not create a 
password for this user. The Mobile Server only uses external authentication for 
users without a specified password in the Mobile Server Repository.
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3. Configure the Mobile Server to use external authentication. The names of the 
authenticator classes must be specified in the [EXTERNAL_
AUTHENTICATION] section in the configuration file, webtogo.ora, for the 
Mobile Server. For example, adding the following entries to the [EXTERNAL_
AUTHENTICATION] section of the configuration file instructs the Mobile 
Server to load the specified authenticator classes during startup.

CLASS=class1,class2,class3

For example, the following code sample is an LDAP implementation, such as Oracle 
Internet Directory Server for the interface 
oracle.lite.web.spi.ExternalAuthenticator.

G.2 External Authentication Code Sample
The following code sample is an LDAP implementation, such as Oracle Internet 
Directory Server for the interface 
oracle.lite.web.spi.ExternalAuthenticator

Code Sample:

import javax.naming.*;
import javax.naming.directory.*;
import com.sun.jndi.ldap.*;
import com.sun.jndi.toolkit.url.*;
import java.util.*;

public class AuthenticateJNDIUser implements
oracle.lite.web.spi.ExternalAuthenticator
{

    public AuthenticateJNDIUser()
    {
        super();
    }

    public void init()
    {
        System.out.println("calling init");

Note: The classes must exist in the system class path.
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    //This method will be called when this class is initialized.
    }
    public Object authenticateUser(String uname, String pass)
    {

        try
        {
            Hashtable env = new Hashtable();
            env.put(Context.INITIAL_CONTEXT_FACTORY,
                "com.sun.jndi.ldap.LdapCtxFactory");

            String ATTRS[] = {"cn","mail"};

            env.put(Context.SECURITY_AUTHENTICATION, "simple");
            env.put(Context.SECURITY_PRINCIPAL, "uid="+uname+", ou=People,
o=us.oracle.com");
            env.put(Context.SECURITY_CREDENTIALS, pass);
            env.put(Context.PROVIDER_URL,
"ldap://ssinghan-pc2.us.oracle.com:389");
            
            DirContext ctx = new InitialDirContext(env);
            System.out.println("Got InitialDirContext Successfully");
            SearchControls constraints = new SearchControls();
            constraints.setSearchScope(SearchControls.SUBTREE_SCOPE);

            NamingEnumeration results =
ctx.search("o=us.oracle.com","uid="+uname,constraints);
            if (results ==null )
            {
                System.out.println("Null returned");
                return null;
            }

            while(results !=null && results.hasMore())
            {
                SearchResult sr = (SearchResult)results.next();
                String dn = sr.getName()+", o=us.oracle.com";
                System.out.println("Name"+dn);
                Attributes ar = ctx.getAttributes(dn,ATTRS);

                if (ar!= null)
                {
                    for(int i=0;i<=ATTRS.length-1;++i)
                    {
                        System.out.println(ATTRS[i] +" : "
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+ar.get(ATTRS[i]));

                    }
                }
            }
            return ((Object)("Valid User"));
        }
        catch (javax.naming.NamingException ne)
        {
            System.err.println("NamingException : " + ne.getMessage());
            System.err.println("getRootCause"+ne.getRootCause());
            System.err.println("getExplanation"+ne.getExplanation());
            ne.printStackTrace();
            return null;
        }
    }

    public void logOff(String uname)
    {  System.out.println("Into logOff : "+ uname); }

    public void destroy()
    {  System.out.println("Into destroy1"); }
    //This method will be called when this class is unloaded.
    }
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System Catalog Views

This document is a reference to the  system catalog views for the Mobile Admin 
schema. This appendix covers the following set of catalog views:

■ Mobile Server Catalog Views

H.1 Mobile Server Catalog Views
This document is a reference for the  system catalog views which are part of the 
Mobile Admin schema which is installed as part of Mobile Server. The Mobile 
Admin schema is not part of the Mobile Development Kit.

 The views are read-only and should not be modified. The views include:

■ "MOBILEADMIN".CV$ALL_CLIENTS

■ "MOBILEADMIN".CV$ALL_ERROR

■ "MOBILEADMIN".CV$ALL_PUBLICATIONS

■ "MOBILEADMIN".CV$ALL_SUBSCRIPTIONS

■ "MOBILEADMIN".CV$ALL_SEQUENCES

■ "MOBILEADMIN".CV$ALL_SEQUENCE_PARTITIONS

■ "MOBILEADMIN".CV$ALL_PUBLICATION_ITEMS_ADDED

■ "MOBILEADMIN".CV$ALL_PUBLICATION_ITEMS

■ "MOBILEADMIN".CV$ALL_PUBLICATION_INDEXES

■ "MOBILEADMIN".CV$ALL_SUBSCRIPTION_PARAMS
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H.1.1 "MOBILEADMIN".CV$ALL_CLIENTS
This view provides information about Mobile Server clients, columns include:

H.1.2 "MOBILEADMIN".CV$ALL_ERROR
This view provides information about failed Mobile Server  transactions, columns 
include:

H.1.3 "MOBILEADMIN".CV$ALL_PUBLICATIONS
This view provides information about Mobile ServerMobile Server publications, 
columns include:

Table H–1 ALL_CLIENTS Parameters

Column Datatype Null Description

CLIENT VARCHAR2(30) The Mobile Server client.

LASTREFRESH_
STARTTIME

VARCHAR2(19) The start time of the last 
refresh.

LASTREFRESH_
ENDTIME

VARCHAR2(19) The end time of the last 
refresh.

Table H–2 ALL_ERROR Parameters

Column Datatype Null Description

CLIENT VARCHAR2(30) NOT NULL The client to which the 
failed transaction belongs.

TRANSACTION_ID NUMBER(10) NOT NULL ID of the failed 
transaction.

ITEM_NAME VARCHAR2(30) Name ofthe publication 
item that failed.

MESSAGE_TEXT VARCHAR2(2048) Error text associated with 
the failed transaction and 
publication item.
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H.1.4 "MOBILEADMIN".CV$ALL_SUBSCRIPTIONS
This view provides information about Mobile Server subscriptions, columns 
include:

H.1.5 "MOBILEADMIN".CV$ALL_SEQUENCES
This view provides information about Mobile Server sequences, columns include:

H.1.6  "MOBILEADMIN".CV$ALL_SEQUENCE_PARTITIONS
This view provides information about Mobile Server sequence partitions, columns 
include:

Table H–3 ALL_PUBLICATIONS Parameters

Column Datatype Null Description

NAME VARCHAR2(30) The publication name.

TYPE VARCHAR2(40) The publication type.

NAME_TEMPLATE VARCHAR2(30) The snapshot name 
template.

ENFORCE_RI CHAR(1) NOT NULL Reserved.

Table H–4 ALL_SUBSCRIPTIONS Parameters

Column Datatype Null Description

CLIENT VARCHAR2(30) The subscription’s clients.

PUBLICATION VARCHAR2(30) The subscription’s 
publication.

INSTANTIATED CHAR(1) A Boolean value that 
indicates whether the 
subscription is 
instantiated.

Table H–5 ALL_SEQUENCES Parameters

Column Datatype Null Description

NAME VARCHAR2(30) The sequence name.
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H.1.7 "MOBILEADMIN".CV$ALL_PUBLICATION_ITEMS_ADDED
This view provides information about Mobile Server publication items added to 
publications, columns include:

Table H–6 ALL_SEQUENCE_PARTITIONS Parameters

Column Datatype Null Description

CLIENT VARCHAR2(30) The client to which the 
sequence is assigned.

NAME VARCHAR2(30) The sequence name.

CURR_VALUE  NUMBER(38) The current sequence 
value.

INCREMENT_BY NUMBER(38) The sequence’s increment 
value. The sequence 
increments by this 
number.

Table H–7 ALL_PUBLICATION_ITEMS_ADDED Parameters

Column Datatype Null Description

PUB_NAME VARCHAR2(30) The publication name.

ITEM_NAME VARCHAR2(30) The publication item 
name.

OWNER VARCHAR2(30) NOT NULL The base object owner.

OBJECT_NAME VARCHAR2(30) NOT NULL The base object name.

TEXT VARCHAR2(2048) NOT NULL The select statement.

UPDATABLE VARCHAR2(1) The updatable option. 

REFRESH_METHOD CHAR(1) NOT NULL The refresh method. 
Options include fast 
refresh and complete 
refresh.

WINNING_RULE VARCHAR2(30) The winning rules option 
for resolving replication 
conflicts. Options include 
"client wins" and "server 
wins".
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H.1.8  "MOBILEADMIN".CV$ALL_PUBLICATION_ITEMS
This view provides information about Mobile Server publication items, columns 
include:

H.1.9 "MOBILEADMIN".CV$ALL_PUBLICATION_INDEXES
This view provides information about Mobile Server publication indexes, columns 
include:

H.1.10 "MOBILEADMIN".CV$ALL_SUBSCRIPTION_PARAMS
This view provides information about Mobile Server subscription parameters, 
columns include:

Table H–8 ALL_PUBLICATION_ITEMS Parameters

Column Datatype Null Description

NAME VARCHAR2(30) The publication item 
name.

OWNER VARCHAR2(30) NOT NULL The owner of the 
publication item’s base 
object.

OBJECT_NAME VARCHAR2(30) NOT NULL The name of the base 
object.

TEXT VARCHAR2(2048) NOT NULL The select statement.

REFRESH_METHOD CHAR(1) NOT NULL The refresh method. 
Options include fast 
refresh and complete 
refresh.

Table H–9 ALL_PUBLICATION_INDEXES Parameters

Column Datatype Null Description

NAME VARCHAR2(30) The index name.

PUB_ITEM VARCHAR2(30) NOT NULL The publication item 
name.

INDX_TYPE CHAR(1) NOT NULL The index type.

COLUMN_LIST VARCHAR2(2048) NOT NULL The column list.
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Table H–10 ALL_SUBSCRIPTIONS_PARAMS Parameters

Column Datatype Null Description

NAME VARCHAR2(30) The publication name.

CLIENT VARCHAR2(30) The client.

PARAM_NAME VARCHAR2(30) The parameter name.

PARAM_VALUE VARCHAR2(30) The parameter value.
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Using the JDBC Thin Driver

To use the JDBC thin driver with Mobile Server applets, the following two steps are 
required:

1. Upload Oracle JDBC driver file “Classes12.zip” to the mobile server repository.

2. Change applet tag of the html page to include “Classes12.zip” in ARCHIVE tag.

The following sections describe these steps in detail.

I.1 Upload Oracle JDBC Driver
To upload the Oracle JDBC driver file Classes12.zip to the Mobile Server 
Repository, follow these steps: 

1. Use WSH to connect to the Mobile Server Repository by typing the following:
WSH -o mobileadmin/manager@webtogo.world

2. At the prompt, type the following:
WEBTOGO.WORLD:/> cd webtogo

WEBTOGO.WORLD:/webtogo>copy %ORACLE_HOME%\
jdbc\lib\classes12.zip

WEBTOGO.WORLD:/webtogo>exit

I.2 Change the Applet Tag
Change the applet tag of the HTML page to include Classes12.zip in the ARCHIVE 
tag.

Add the following ARCHIVE tag to all the HTML pages containing <APPLET> tag:
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Change the Applet Tag
ARCHIVE="/webtogo/classes12.zip"

If the ARCHIVE tag already exists, then modify it like following:

ARCHIVE="/webtogo/classes12.zip ,testapp.jar"
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Consolidator Performance (Consperf) Utility

This document provides a reference to the Consolidator Performance (Consperf) 
utility used to profile Consolidator publications. Each section of this document 
presents a different topic. Topics include:

■ Section J.1, "Overview"

■ Section J.2, "Generating Timing Statistics for Publications"

■ Section J.3, "Generating Explain Plans for Publications"

■ Section J.4, "Automatically Tuning Publication Properties"

■ Section J.5, "Analyzing Mobile Server Objects for Cost Based Optimizer"

■ Section J.6, "Usage Model"

■ Section J.7, "Consperf Parameters"

J.1 Overview
The Consperf utility is used to profile Consolidator publications. Application 
developers and administrators can use this utility to analyze performance of 
publications and identify potential bottlenecks during publication. This tool enables 
users to perform four primary functions:

1. Generate Timing Statistics for Publications

2. Generate Explain Plans for Publications

3. Automatically Tune Publication Properties

4. Analyze Mobile Server Objects for Cost Based Optimizer

During the Synchronization and MGP process, the Consolidator wraps publication 
item queries in templates to determine incremental changes. With complex 
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snapshot queries, these templates can confuse the Oracle optimizer frequently and 
may result in poor execution plans. The Consperf utility exposes such templates 
and profiles their performance in conjunction with actual publication item queries. 
The Consperf utility generates SQL explain plans for each query.

Consperf Query Types
Query type codes are used in Consperf output files to identify various templates.

Table J–1 lists Consperf query types used to identify templates and customized 
callouts.

Table J–1 Consperf Query Types

Query Type Description

BASE Publication Item Query

NS Null Sync Callout

BS Before Sync Callout

SYNC_1 Sync template using outer-join for inserts, updates, and deletes

SYNC_2 Sync template for inserts and updates

SYNC_21 Sync templates for deletes

SYNC_22 Sync template for deletes using HASH_AJ

AS After Sync Callout

BC Before Compose Callout

LDEL_1 MGP template for logical deletes using EXISTS

LDEL_2 MGP template for logical deletes using correlated IN

LDEL_3 MGP template for logical deletes using HASH_AJ

LDEL_4 MGP template for logical deletes using IN

LINS_1 MGP template for logical inserts using EXISTS

LINS_2 MGP template for logical inserts using correlated IN

LINS_3 MGP template for logical inserts using IN

LG_1 MGP template for log updates using correlated IN

LG_2 MGP template for log updates using EXISTS

LG_3 MGP template for log updates using IN
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J.2 Generating Timing Statistics for Publications
The Consperf utility enables application developers and administrators to generate 
timing statistics for publications. Users must specify the output file where the 
timing results are to be written. The timing statistics output is formatted into the 
following four distinct sections:

■ Analyzing... This section displays parameters specified for generating timing 
statistics data and properties associated with the Mobile Server’s installation.

■ Sync Output... This section displays timing statistics for query types associated 
with the synchronization process. Based on the total time, publication items can 
be ordered from slowest to fastest.

■ MGP Output... This section displays timing statistics for query types associated 
with the MGP process. Based on the total time, publication items can be ordered 
from slowest to fastest.

■ Subscription Properties... This section displays subscription properties 
associated with each publication item. All publication items in this section can 
be ordered alphabetically.

Table J–2 lists publishing items that can be ordered alphabetically:

LGN_1 MGP template for log updates with multiple table dependencies

AC After compose callout

MAXLOG MGP template to simulate log updates

DSYNC Sync template to simulate records in the outbound client queue 
(used only by Consperf)

DMGP MGP template to simulate records in the outbound client queue 
(used only by Consperf)

BASEVIEW Indicates that a publication item can use an optimized base view. 
This template is generated by using the AUTOTUNE parameter 
and is referenced during synchronization.

Table J–1 Consperf Query Types

Query Type Description
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Timing statistics for all publications are displayed in milliseconds. All the default 
query template types used during the Synchronization and MGP process are listed 
in brackets. For example, <10> represents a default query with a duration of 10 
milliseconds.

Example
Figure J–1 displays the sample output defined in the four timing statistics sections.

Table J–2 Ordering Publishing Items Alphabetically

Item Publication Item Description

a Profiled Indicates whether the publication item has been profiled with 
the Auto-Tune parameter enabled.

b Base View Indicates whether the publication item can use an optimized 
base view during synchronization. Both "Profiled" and "Base 
View" should be true before the base view is enabled.

c Sub # Indicates the number of records subscribed by the specified 
client.

d Dirty # Indicates the number of records currently marked as dirty for 
the specified client.

e POPLOG Indicates the number of records generated in the transaction log.

f DSYNC Indicates the number of records simulated in the outbound 
queue for the specified client in the Sync phase.

g DMGP Indicates the number of records simulated in the outbound 
queue for the specified client in the MGP phase.
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Figure J–1 Sample Output for Timing Statistics

J.3 Generating Explain Plans for Publications
Using the Consperf utility, application developers and administrators can generate 
explain plans. Users must specify an output file to store plan results. This output is 
divided by publication item and a plan is generated for all the relevant query 
templates.

Example
Figure J–2 displays the sample output that defines the publication item and 
associated query templates.
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Figure J–2 Sample Output for Explain Plans for Publications

J.4 Automatically Tuning Publication Properties
The Consperf utility is used to fine-tune a given publication’s properties. 
Automatically tuned results generated for a profile can be used to complete a 
publication’s properties. This function enables application developers and the 
administrator to choose the best performing query templates. In addition, the 
Consperf utility determines whether a publication item query can be replaced with 
an optimized base view. This replacement further improves synchronization 
performance when the publication item query is complex.

To tune publications, application developers and administrators must execute the 
Consperf utility with the AUTOTUNE parameter enabled.
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For more information on running the Consperf utility with this option enabled, see 
Section J.6, "Usage Model".

Table J–3 displays Tuning results that are stored in the Mobile Server repository:

Configuring Query Templates
Using the AUTOTUNE feature of the Conspire utility, application developers and 
administrators can configure query templates.

Table J–4 lists query templates that can be configured using the AUTOTUNE feature 
of the Consperf utility:

J.5 Analyzing Mobile Server Objects for Cost Based Optimizer
The Consperf utility enables users to analyze Mobile Server objects so that the cost 
based optimizer can determine the appropriate query plans. Inaccurate statistics 
could be gathered because certain objects such as map tables and log tables may not 
contain any data. To counter this problem, the Consperf utility automatically 
simulates the appropriate data load before generating statistics.

J.6 Usage Model
Using the command line, the administrator and application developers can execute 
the Consperf utility. Users can call this utility as a win32 executable or as an 
executable java class. To call the Consperf utility, users must perform the following:

Table J–3 C$CONSPERF Tuning Results

Name Null? Type

PUBLICATION_ITEM NOT NULL VARCHAR(30)

QUERY_TEMPLATE NOT NULL VARCHAR(10)

Table J–4 Query Template Types

Query Template Type Description

BASEVIEW Use base view during synchronization

LDEL_1, LDEL_2, LDEL_3, LDEL_4 MGP templates for logical deletes

LINS_1, LINS_2, LINS_3 MGP templates for logical inserts

LG_1, LG_2, LG_3 MGP templates for log updates
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Win32 Executable

c:\consperf>consperf.exe [args...]

Java Class

c:\consperf>java oracle.lite.sync.profiler.consperf [args...]

Two different types of arguments are passed to the Consperf utility. They are:

1. Assign: <argN>=<valueN> - specified argument with an associated value.

2. Switch: <argN> - specified argument turns on functionality.

Figure J–3 displays a sample output after running the Consperf utility at the 
command line.

Figure J–3 Sample Output using Consperf at the command line

Note: The Consperf utility requires the Oracle JDBC Driver 8.1.7 
or a later version to be available in the classpath. The classpath 
must also include the webtogo.jar file.
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Analyzing and Using Consperf Results
As an application developer, you must use the Consperf utility to analyze every 
publication defined by you. Based on the information contained in the timing and 
explain plan output files, you must identify potential trouble areas, and make the 
necessary modifications to ensure acceptable performance levels of the publication. 
If acceptable performance cannot be achieved through the available query 
templates, you must implement a "Customized Compose" or "MyCompose" feature. 
This is an advanced feature, and enables you to implement your own application 
logic to determine server changes that should be downloaded to each client.

Troubleshooting Publication Performance Issues
As an administrator, you must use the Consperf utility to troubleshoot performance 
issues that may arise during day to day usage of the Consolidator. As the amount of 
data and the number of clients increases, unforeseen performance problems may 
arise. You can use the AUTOTUNE functionality to overcome some of these issues. 
However, if an acceptable query template is not available, it may be necessary for 
the application developer to implement a "Customized Compose" or "MyCompose" 
for publication items with poor performance levels. This is an advanced feature, 
and enables the application developer to implement his own application logic to 
determine server changes that should be downloaded to each client.

For more information on the Customized Compose or MyCompose feature, see the 
Mobile Server Synchronization Guide.

J.7 Consperf Parameters
The Consperf utility accepts many parameters. Some of these parameters are 
required while the others are optional.

Table J–5 lists valid Consperf parameters and their corresponding descriptions:
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Table J–5 Consperf Parameters

Name Type Required Default UOM Description Sample format and Usage Notes

MOBILESCHEMA Assign Yes N/A N/A Specifies the 
Mobile 
Server 
schema 
owner.

MOBILESCHEMA=mobileadmin

MOBILEPASSWD Assign Yes N/A N/A Specifies the 
Mobile 
Server 
schema 
password.

MOBILEPASSWD=manager

SERVICENAME

or

CONNECTSTRING

Assign Yes N/A N/A TNS Service 
Name - this 
specifies the 
Oracle 
sql*net 
service name 
and uses the 
thick JDBC 
Driver

or

Connect 
String - this 
specifies the 
Oracle 
connect 
string and 
uses the thin 
JDBC Driver.

SERVICENAME=webtogo.world

or

CONNECTSTRING=host:1521:sid

PUBLICATION Assign Yes N/A N/A Specifies the 
name of the 
publication 
to be 
profiled.

PUBLICATION=t_sample11

CLIENTID Assign Yes N/A N/A Specifies the 
name of the 
client to be 
profiled.

CLIENTID=s11u1
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TOUTFILE Assign No <none> N/A Specifies the 
name of the 
output file 
for timing 
data. Must 
be specified 
for timing to 
be executed.

TOUTFILE=tout.log

POUTFILE Assign No <none> N/A Specifies the 
name of the 
output file 
for explain 
plan data. 
Must be 
specified for 
explain plans 
to be 
executed.

POUTFILE=pout.log

PUBITEMLIST Assign No <all> N/A Specifies list 
of 
publication 
items to 
process. The 
default is all 
publication 
items in the 
publication.

PUBITEMLIST=pi1,pi2,pi3,…,piN

SKIPPUBITEMLIST Assign No <none> N/A Specifies list 
of 
publication 
items to skip.

SKIPPUBITEMLIST=pi1,pi2,pi3,…
,piN

TIMEOUT Assign No 10 Secon
ds

Specifies the 
query 
timeout 
value. This is 
the amount 
of time 
Consperf 
will wait 
before it 
cancels a 
query.

TIMEOUT=20

Table J–5 Consperf Parameters

Name Type Required Default UOM Description Sample format and Usage Notes
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OPTIMIZER Assign No db CHO
OSE

RULE

COST

Specifies the 
optimizer 
mode to use 
within 
Oracle.

OPTIMIZER=rule

UPDATECOUNT Assign No 5 # 
recor
ds

Specifies the 
number of 
records to 
mark as dirty 
during 
synchronizati
on.

UPDATECOUNT=100

MAXLOG Assign No 5000 # 
recor
ds

Specifies the 
number of 
records to 
put in the log 
table. 
Simulates the 
transaction 
log.

MAXLOG=10000

AUTOTUNE Switch No <off> N/A Enables 
auto-tune.

AUTOTUNE

CLEARTUNE Switch No <off> N/A Clears 
existing 
auto-tune 
results.

AUTOTUNE

TOLERANCE Assign No 20 Secon
ds

Specifies the 
auto-tune 
tolerance. A 
template 
must be 
faster by this 
amount 
before it 
replaces the 
default 
template.

TOLERANCE=60

ORDERBYPUBITEM Switch No <off> N/A Orders all 
output by 
publication 
item name.

ORDERBYPUBITEM

Table J–5 Consperf Parameters

Name Type Required Default UOM Description Sample format and Usage Notes
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GATHERSTATS Switch No <off> N/A Gathers 
optimizer 
statistics on 
all mobile 
server 
objects.

GATHERSTATS

MGP compose MUST be disabled 
while Consperf analyzes objects. 
Consperf blocks this 
automatically, but the safest 
approach is to manually stop the 
MGP process before running 
Consperf with the GATHERSTATS 
option. If Consperf fails while 
gathering statistics, users must 
re-run CLEARSTATS before 
starting the MGP process again.

CLEARSTATS Switch No <off> N/A Removes 
optimizer 
statistics on 
mobile 
server 
objects.

CLEARSTATS

SQLTRACE Switch No <off> N/A Enables 
Oracle sql 
trace. 
TKPROF can 
be used to 
analyze the 
resulting 
trace file.

SQLTRACE

TRACE Switch No <off> N/A Enables trace 
level 0.

TRACE

TRACEALL Switch No <off> N/A Enables trace 
level 0 and 1.

TRACE_ALL

Table J–5 Consperf Parameters

Name Type Required Default UOM Description Sample format and Usage Notes
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Glossary

Connected

Connected is a generic term that refers to users, applications, or devices that are 
connected to a server. The Mobile Client for Web-to-Go is "connected" when it is in 
online mode.

Control Center

The Mobile Server Control Center is a Mobile application that runs in the browser 
for easy administration of applications and users. Administrators use the Control 
Center to perform such functions as granting or revoking application access to users 
or groups, modifying snapshot template variables, or deleting applications from the 
Mobile Server.

Database Object

A database object is a named database structure: a table, view, sequence, index, 
snapshot, or synonym. 

Database Server 

The database server is the third tier of the Mobile Server three-tier Web model. It 
stores the application data.

Disconnected

Disconnected is a generic term that refers to users, applications, or devices that are 
not connected to a server. The Mobile Client for Web-to-Go is "disconnected" when 
it is in offline mode. 
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Foreign Key

A foreign key is a column or group of columns in one table or view whose values 
provide a reference to the rows in another table or view. A foreign key generally 
contains a value that matches a primary key value in another table. See also 
"Primary Key".

Index

An index is a database object that provides fast access to individual rows in a table. 
You create an index to accelerate the queries and sorting operations performed 
against the table’s data. You also use indexes to enforce certain constraints on tables, 
such as unique and primary key constraints.

Indexes, once created, are automatically maintained and used for data access by the 
database engine whenever possible.

Integrity Constraint

An integrity constraint is a rule that restricts the values that can be entered into one 
or more columns of a table. 

Java Applets

Java applets are small applications that are executed in the browser that extend the 
functionality of HTML pages by adding dynamic content.

JDBC

JDBC (Java Database Connectivity) is a standard set of java classes providing 
vendor-independent access to relational data. Modeled on ODBC, the JDBC classes 
provide standard features such as simultaneous connections to several databases, 
transaction management, simple queries, manipulation of pre-compiled statements 
with bind variables, and calls to stored procedures. JDBC supports both static and 
dynamic SQL.

JavaServer Pages

JavaServer Pages (JSP) is a technology that enables developers to change a page’s 
layout without altering the page’s underlying content. JSP uses HTML and pieces of 
Java code to combine the presentation of dynamic content with business logic. 

Java Servlets

Java servlets are protocol and platform-independent server-side components that 
are written in Java. Java servlets dynamically extend Java-enabled servers and 
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provide a general framework for services built using the request-response 
paradigm.

Java Servlet Development Kit

The Java Servlet Development Kit is a tool provided by JavaSoft for developing Java 
servlets. 

Java Web Server Development Kit

The Java Web Server Development Kit 1.0.1 is a JavaSoft tool for developing both 
JavaServer Pages (JSP) and Java servlets.

Join

A relationship established between keys (both primary and foreign) in two different 
tables or views. Joins are used to link tables that have been normalized to eliminate 
redundant data in a relational database. A common type of join links the primary 
key in one table to the foreign key in another table to establish a master-detail 
relationship. A join corresponds to a WHERE clause condition in a SQL statement.

Leapfrog Sequence

The leapfrog sequence is one of two sequence types that Web-to-Go uses in order to 
provide unique primary key values to the Mobile Client for Web-to-Go when it is in 
offline mode. Leapfrog sequences contain a different start value for each client, and 
each sequence increment is set to a larger value than the maximum number of 
clients.

Master-Detail Relationship

A master-detail relationship exists between tables or views in a database when 
multiple rows in one table or view (the detail table or view) are associated with a 
single master row in another table or view (the master table or view).

Master and detail rows are normally joined by a primary key column in the master 
table or view that matches a foreign key column in the detail table or view.

When you change values for the primary key, the application should query a new 
set of detail records, so that values in the foreign key match values in the primary 
key. For example, if detail records in the EMP table are to be kept synchronized with 
master records in the DEPT table, the primary key in DEPT should be DEPTNO, 
and the foreign key in EMP should be DEPTNO. See also "Primary Key" and 
"Foreign Key".
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MIME

MIME (Multipurpose Internet Mail Extensions) is a message format used on the 
Internet to describe the contents of a message. MIME is used by HTTP servers to 
describe the type of file being delivered.

MIME Type

MIME Type is a file format defined by Multipurpose Internet Mail Exension 
(MIME).

Mobile Development Kit for Web-to-Go

The Mobile Development Kit for Web-to-Go enables application developers to 
develop and debug Web-to-Go applications that consist of Java servlets, JavaServer 
Pages (JSP), or Java applets.

Mobile Server

The Mobile Server resides on the application server tier of the three-tier Mobile 
Server model and processes requests from the Mobile Clients to modify data in the 
database server. 

Mobile Server Repository

The Mobile Server repository is a virtual file system that resides on Oracle. It is a 
persistent resource repository that contains all application files and definitions of 
the applications.

ODBC

ODBC (Open Database Connectivity) is a Microsoft standard that enables database 
access on different platforms. You can enable ODBC support on the Mobile Client 
for Web-to-Go for troubleshooting purposes. ODBC support enables you to view 
the client’s data, which is stored on a local Oracle Lite database. To view this 
information, you can use SQL*Plus.

Oracle

Oracle is the database component of the Mobile Server. When the Mobile Client for  
Web-to-Go is in online mode, it stores applications and data on Oracle.

Oracle Lite

Oracle Lite is the database component of the Mobile Client for Web-to-Go. When 
the client is in offline mode, it stores applications and data on Oracle Lite.
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Offline Mode

Offline mode is the condition of the Mobile Client for Web-to-Go when it is 
disconnected from the Mobile Server. In offline mode, the client applications are 
executed locally and data is accessed and stored in Oracle Lite. See also "Online 
Mode".

Online Mode

Online mode is the condition of the Mobile Client for Web-to-Go when it is 
connected to the Mobile Server. See also "Offline Mode".

Packaging Wizard

The Packaging Wizard enables developers to define and package new or existing 
Mobile Server applications.

Positioned DELETE

A positioned DELETE statement deletes the current row of the cursor. Its format is:

DELETE FROM table
   WHERE CURRENT OF cursor_name

Positioned UPDATE

A positioned UPDATE statement updates the current row of the cursor. Its format 
is:

UPDATE table SET set_list
   WHERE CURRENT OF cursor_name

Primary Key

A table’s primary key is a column or group of columns used to uniquely identify 
each row in the table. The primary key provides fast access to the table’s records, 
and is frequently used as the basis of a join between two tables or views. Only one 
primary key may be defined per table.

To satisfy a PRIMARY KEY constraint, no primary key value can appear in more 
than one row of the table, and no column that is part of the primary key can contain 
a NULL value. 

Referential Integrity

Referential integrity is defined as the accuracy of links between tables in a 
master-detail relationship that is maintained when records are added, modified, or 
deleted.
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Carefully defined master-detail relationships promote referential integrity. 
Constraints in your database enforce referential integrity at the database (the server 
in a client/server environment). 

The goal of referential integrity is to prevent the creation of an orphan record, which 
is a detail record that has no valid link to a master record. Rules that enforce 
referential integrity prevent the deletion or update of a master record, or the 
insertion or update of a detail record, that creates an orphan record.

Registry

The registry contains unique Web-to-Go name/value pairs. All registry names must 
be unique. 

Replication

Replication is the process of copying and maintaining database objects in multiple 
databases that make up a distributed database system. Changes applied at one site 
are captured and stored locally before being forwarded and applied at each of the 
remote locations. Replication provides users with fast, local access to shared data, 
and protects the availability of applications because alternate data access options 
exist. Even if one site becomes unavailable, users can continue to query or even 
update the remaining locations.

Replication Conflict

Replication conflicts occur when contradictory changes to the same data are made. 
Replication conflicts can be avoided by proper subsetting of the data. The 
Packaging Wizard allows the developer to specify rules on how to handle conflicts.

Schema

A schema is a named collection of database objects, including tables, views, indexes, 
and sequences.

Sequence

A sequence is a schema object that generates sequential numbers. After creating a 
sequence, you can use it to generate unique sequence numbers for transaction 
processing. These unique integers can include primary key values. If a transaction 
generates a sequence number, the sequence is incremented immediately whether 
you commit or roll back the transaction. See also "Window Sequence" and "Leapfrog 
Sequence".
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Sites

Web-to-Go creates a database for each user on the Mobile Client for Web-to-Go. This 
database is called a site. A client can contain multiple sites, but only one site per 
user. Users can have multiple sites on different clients.

Snapshots

Snapshots are copies of application data that Web-to-Go captures in realtime from 
the Oracle database and downloads to the client before it goes offline. A snapshot 
can be a copy of an entire database table, or a subset of rows from the table. The first 
time a user goes offline, Web-to-Go automatically creates the snapshots on the client 
machine. Each subsequent time that a user goes online or offline, Web-to-Go either 
refreshes the snapshots with the most recent data, or recreates them depending on 
the complexity of the snapshot.

SQL

SQL, or Structured Query Language, is a non-procedural database access language 
used by most relational database engines. Statements in SQL describe operations to 
be performed on sets of data. When a SQL statement is sent to a database, the 
database engine automatically generates a procedure to perform the specified tasks. 

SQL*Plus

SQL*Plus is a tool that connects to an Oracle Lite database and accesses data. You 
must have ODBC support enabled to use SQL*Plus.

Switching Modes

Switching modes is the process the Mobile Client for Web-to-Go uses to go offline or 
to go back online. When the client switches to offline mode, it downloads all of the 
applications and data required to work offline on Oracle Lite. When the client 
switches back to online mode synchronizes data changes on Oracle Lite with Oracle.

Synchronization

Synchronization is the process Web-to-Go uses to replicate data between the Mobile 
Client for Web-to-Go and Oracle. Web-to-Go replicates the user’s applications and 
data to Oracle Lite when the user switches to offline mode. When the user switches 
back to online mode, Web-to-Go replicates any data changes to Oracle.

Synonym

A synonym is an alternative name, or alias, for a table, view, sequence, snapshot, or 
another synonym.
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Table

A table is a database object that stores data that is organized into rows and columns. 
In a well designed database, each table stores information about a single topic (such 
as company employees or customer addresses).

Three-Tier Web Model

The three-tier Web model is an Internet database configuration that contains a 
client, a middle tier, and a database server. Web-to-Go architecture follows the 
three-tier Web model. 

Transaction

A set of changes made to selected data in a relational database. Transactions are 
usually executed with a SQL statement such as ADD, UPDATE, or DELETE. A 
transaction is complete when it is either committed (the changes are made 
permanent) or rolled back (the changes are discarded).

A transaction is frequently preceded by a query, which selects specific records from 
the database that you want to change. See also "SQL".

Unique key

A table’s unique key is a column or group of columns that are unique in each row of 
a table. To satisfy a UNIQUE KEY constraint, no unique key value can appear in 
more than one row of the table. However, unlike the PRIMARY KEY constraint, a 
unique key made up of a single column can contain NULL values.

View

A view is a customized presentation of data selected from one or more tables (or 
other views). A view is like a "virtual table" that allows you to relate and combine 
data from multiple tables (called base tables) and views. A view is a kind of "stored 
query" because you can specify selection criteria for the data that the view displays.

Views, like tables, are organized into rows and columns. However, views contain no 
data themselves. Views allow you to treat multiple tables or views as one database 
object.

Web-to-Go

Oracle Web-to-Go is a framework for the creation and deployment of mobile, 
Web-based, database applications. Web-to-Go contains a three-tier database 
architecture consisting of the Mobile Client for Web-to-Go, the Mobile Server and 
Oracle. It is centrally managed from the server and Web-to-Go applications can be 
run when Web-to-Go connected to the server (online) or disconnected from the 
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server (offline). When Web-to-Go is offline it caches data locally and synchronizes 
the data with the server when it goes back online.

Mobile Client for Web-to-Go

The Mobile Client for Web-to-Go is the client tier of the Web-to-Go three-tier Web 
model. It contains the Mobile Server and the Oracle Lite database. Web-to-Go 
replicates the user’s applications and data to Oracle Lite when the user switches to 
offline mode. When the user switches back to online mode, Web-to-Go replicates 
any data changes to Oracle.

Window Sequence

The window sequence is one of two sequences Web-to-Go uses in order to provide 
unique primary key values to the Mobile Client for Web-to-Go when it is in offline 
mode. The window sequence contains a unique range of values. The range of values 
never overlaps with those of other clients. When a client uses all the values in the 
range of its sequence, Web-to-Go recreates the sequence with a new, unique range of 
values.

Workspace

The Mobile Server Workspace is a Web page that provides users with access to 
Web-to-Go applications. Web-to-Go generates the Workspace in the user’s browser 
after the user logs in to Web-to-Go. The Workspace displays icons, links, and 
descriptions of all applications that are available to the user. An application is 
available to the user after the administrator publishes it to the Web-to-Go system 
and grants access privileges to the user.
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