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Overview

Oracle Advanced Networking Option (ANO) for OS/390 enables Net8 and 
products based on Net8 to use network data encryption and checksum 
services to protect data from being read or altered.  These services are 
available to most products using Net8, including the Oracle database server 
and tools, and other Oracle or third-party products that support Net8.   
Oracle ANO supports the following Oracle8 Enterprise Edition for OS/390 
utilities and tools:

� Oracle Call Interface

� Oracle Precompilers

� SQL*Loader

� SQL*Plus

� Server Manager

� Export

� Import

� Recovery Manager

Product Set

The distribution tapes contain Oracle Advanced Networking Option for 
OS/390 release 8.0.6.
Oracle is a registered trademark, and Net8, SQL*Plus, SQL*Net, Oracle7, Oracle8, Oracle Call Interface, Oracle7 Server, 

Oracle Enterprise Manager, Oracle8 Database Server, Oracle Server Manager, Oracle8 Enterprise Edition, SQL*, 

SQL*Loader, and Oracle8i are trademarks or registered trademarks of Oracle Corporation.  All other company or product 

names mentioned are used for identification purposes only and may be trademarks of their respective owners.



Hardware Requirements

This product has hardware requirements for the following:

Software Requirements

The following Oracle software is required on OS/390 and must be installed 
before you install Oracle ANO:

For more information about Net8 and Oracle8 Enterprise Edition for 
OS/390, refer to the Oracle8 Enterprise Edition for OS/390 Installation Guide.

Installing Oracle Advanced Networking Option for 
OS/390

This section discusses the installation of Oracle Advanced Networking 
option (ANO) for OS/390 and contains the following sections:

� Installing Oracle ANO

� Configuring to Test Oracle ANO for OS/390

� Testing Oracle ANO for OS/390

� Changing to Production Mode for OS/390

Before you begin installation, ensure you have the required hardware and 
software.

Hardware Requirement

CPU Oracle ANO requirements are met by any 
processor able to run the required OS/390 
operating system.

Tape Drive A tape device is required for library backup and 
installation operations.   This can be any device 
supported by the OS/390 sequential access 
method, including IBM 3480 and 3490 cartridge 
systems. 

Requirement Release

Oracle8 Enterprise Edition for OS/390 8.0.6

Net8 APPC/LU6.2, KNET TCP/IP, SNS/TCPaccess 
TCP/IP, or IBM TCP/IP

8.0.6
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Installing Oracle ANO

There are two distribution tapes that contain the following five files:

Installation Checklist 

1. Copy the INSTALL dataset from the distribution tape.

2. Copy the files from the distribution tape.

3. Run the USS installation shell script.

4. Authorize the Oracle ANO AUTHLOAD library.

5. Re-IPL your system, if necessary.

Step 1:  Copy the INSTALL Dataset from the Distribution Tape To copy 
the ORACLE.ASO.INSTALL file from the distribution tape, create and run 
an IEBCOPY job similar to the following example:

//jobname JOB (001),’COPY ANO’,
// CLASS=a,MSGCLASS=X,NOTIFY=&SYSUID
//STEP1    EXEC PGM=IEBCOPY,REGION=5M
//SYSPRINT DD SYSOUT=*
//IN       DD DSN=ORACLE.ASO.INSTALL,   
//          DISP=(OLD,KEEP),
//          UNIT=tapedrv,LABEL=(1,SL,EXPDT=98000),
//          VOL=SER=OS00nn
//OUT       DD DSN=ora.ano.INSTALL,
//           DISP=(NEW,CATLG,DELETE),
//           UNIT=SYSDA,VOL=SER=volser,
//           DCB=(LRECL=80,BLKSIZE=27920,RECFM=FB),
//           SPACE=(27920,(50,5,5),RLSE)   
//SYSIN     DD *
  COPY INDD=IN,OUTDD=OUT

Filename Description

ORACLE.ASO.AUTHLOAD This file contains the replacement modules for the 
Oracle AUTHLOAD library.

ORACLE.ASO.CMDLOAD This file contains the replacement modules for the 
Oracle CMDLOAD library.

ORACLE.ASO.CMDLOADE This file contains the replacement modules for the 
Oracle CMDLOADE library.  You only have this 
library if you installed Oracle Reports.

ORACLE.ASO.INSTALL This file contains installation JCL jobs, a sample 
Net8 configuration file, and release notes.

ORACLE.ASO.USSTAR This file contains the tar files for the OS/390 UNIX 
System Services (USS) products that have 
replacement Oracle ANO programs.
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/*
//

where:

After IEBCOPY completes successfully with a return code of zero, the 
ora.ano.INSTALL dataset contains the following members:

Step 2:  Copy the Files from the Distribution Tape Use the INSTSRV 
job provided in the ora.ano.INSTALL dataset to copy the remaining 
datasets from the distribution tape.  The job needs to be customized for 
your installation by doing the following:

� Change all occurrences of ora.ano to the high-level qualifiers to be 
used for the Oracle ANO datasets.  These need to be different from the 
high-level qualifiers that you used for your Oracle8 Enterprise Edition 
for OS/390 installation and will normally be the same as those specified 
for the INSTALL data set in the previous step.

� Change all occurrences of orasc to a SMS storage class that is 
appropriate for your site.  This storage class is used for the Oracle ANO 
AUTHLOAD and CMDLOADE libraries, which are PDSE and must go 

jobname is the name of the IEBCOPY job.

a is the job class.

ora.ano is the high-level qualifier to be used for Oracle ANO datasets.  
These need to be different from the high-level qualifiers that 
are used for your Oracle8 Enterprise Edition for OS/390 
server or client installation.

volser is the volume serial number of the disk for the Oracle ANO 
INSTALL dataset.

tapedrv is the tape drive name where you mount the distribution 
tape.

nn is 03 for the domestic (U.S.) version of Oracle ANO or 04 for 
the DES upgrade version of Oracle ANO.

$READMES This member contains product information that might not be 
included in the book.

INSTSRV This member contains JCL to load the Oracle ANO datasets 
from tape required by the Oracle8 Enterprise Edition for 
OS/390 package.

PROMSRV This member contains JCL to copy the Oracle ANO 
AUTHLOAD, CMDLOAD, and CMDLOADE libraries into 
your production Oracle8 Enterprise Edition for OS/390 
AUTHLOAD, CMDLOAD, and CMDLOADE libraries.

SQLNET This member contains a sample Net8 configuration file.
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on a SMS-managed volume.  This storage class is only used by the 
INSTSRV job.

� Change all occurrences of oravol to volume serial numbers that are 
appropriate for your site.  These volume serial numbers are used for the 
Oracle ANO CMDLOAD and USSTAR datasets.

� Change all occurrences of "3480" to the unit name for the tape drive 
where you mount the distribution tape.

� The USS1 job step is used to move the tar files required by some USS 
products into the USS Hierarchical File System (HFS).  The USS1 job 
step is set up to use the /tmp directory in the USS HFS as a staging 
area for the tar files.  If this directory is not suitable for your site, then 
you can change it.

Only the OEM Intelligent Agent USS products require this step.  If you 
do not use this USS product, then you can remove this step from the 
job.

Once the job is customized for your installation, you can submit it.  This job 
requires the distribution tapes to be mounted.

Step 3:  Run the USS Installation Shell Script Perform this step only if 
you are using the OEM Intelligent Agent USS product.

"Step 2: Copy the Files from the Distribution Tape" copied one or more tar 
files to the /tmp directory in the USS HFS and created a shell script, 
asoinst.sh, to untar the replacement Oracle ANO programs.  Perform 
the following steps to complete the installation of Oracle ANO for the USS 
products:

1. Login to your USS environment.

2. Set the ORACLE_HOME environment variable to your existing release 
8.0.6 ORACLE_HOME directory by entering the following:

export ORACLE_HOME=/...

3. Run the asoinst.sh shell script to complete the installation of the 
ANO USS products by entering the following:

/tmp/asoinst.sh

Step 4:  Authorize the Oracle ANO AUTHLOAD Library You must 
APF-authorize the Oracle ANO test library.  Your OS/390 system might 
need to be re-IPLed before this change takes effect.

To mark the Oracle ANO AUTHLOAD library as authorized, use the ISPF 
EDIT command, the IEBUPDTE utility, or an equivalent function to add the 
library name to the appropriate PROGxx member in the SYS1.PARMLIB 
library.
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The simplest method of updating the SYS1.PARMLIB library is to use the 
ISPF EDIT command to edit the library directly.

Step 5:  Re-IPL Your System, if Necessary On systems that support it, 
the Oracle ANO AUTHLOAD library can be APF-authorized dynamically 
using the SETPROG system command.  Use this command to avoid an IPL.  
However, you must still make the previously mentioned change to the 
SYS1.PARMLIB library to make the APF entry permanent.

You can either IPL OS/390 or use the SETPROG system command to ensure 
the Oracle ANO AUTHLOAD is APF-authorized before attempting to start 
your Oracle8 Enterprise Edition for OS/390 server with Oracle ANO 
support.

Configuring to Test Oracle ANO for OS/390 

Test the operation of Oracle ANO before committing it to production status.  
An easy way to determine if Oracle ANO is configured correctly is to 
deliberately set wrong configuration parameters and attempt a connection 
between the server and client.  Incorrect parameters cause the connection to 
fail.

After receiving the expected failure message, reset the configuration 
parameters to the correct settings and try the connection again.  Oracle 
ANO is working properly if you receive no further error messages.

These procedures test Oracle ANO by this method.  The incorrect 
parameter settings can produce errors ORA-12660, ORA-24327, ORA-01041, 
or PCC-F-02104.

Configuration Checklist

1. Set Oracle ANO parameters for the server.

2. Set Oracle ANO parameters for the client.

The domestic version of this release of Oracle ANO supports the following 
encryption types:

� des40

� des

� rc4_40

� rc4_56

� rc4_128

The DES upgrade version of this release of Oracle ANO supports the 
following encryption types:
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� des40

� des

� rc4_40

There is no international or export version of this release of Oracle ANO.  
Oracle8 Enterprise Edition for OS/390 release 8.0.6 contains the following 
international encryption algorithms as part of the products:

� des40

� rc4_40

Step 1:  Set Oracle ANO Parameters for the Server Use ISPF to edit the 
Net8 configuration file on the OS/390 system (server system) to add the 
following parameters and values: 

SQLNET.CRYPTO_CHECKSUM_SERVER = REJECTED
SQLNET.ENCRYPTION_SERVER = REJECTED
SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER = (MD5)
SQLNET.ENCRYPTION_TYPES_SERVER = (DES40,RC4_40, DES)
SQLNET.CRYPTO_SEED = "abcdefghijklmn"

The value shown for SQLNET.CRYPTO_SEED is only an example.  Set it to 
the value you want.  Refer to the Oracle Advanced Networking Administrator’s 
Guide for more information.

Step 2:  Set Oracle ANO Parameters for the Client Edit the Net8 
configuration file on the client system to add the following parameters:

SQLNET.CRYPTO_CHECKSUM_CLIENT = REQUIRED
SQLNET.ENCRYPTION_CLIENT = REQUIRED
SQLNET.CRYPTO_CHECKSUM_TYPES_CLIENT = (MD5)
SQLNET.ENCRYPTION_TYPES_CLIENT = (DES40,RC4_40, DES)
SQLNET.CRYPTO_SEED = "zyxwvutsrqponm"

The value shown for SQLNET.CRYPTO_SEED is only an example.

Testing Oracle ANO for OS/390

After completing Steps 1 and 2 of the configuration procedure, you are 
ready to test the operation of the Oracle ANO.

Test Checklist

1. Update your procedures.

2. Connect client and server.

3. Reset configuration parameters on server.
 7



Step 1:  Update Your Procedures Update your existing Oracle 
procedures.

For server procedures do the following:

� Concatenate the Oracle ANO AUTHLOAD library before the Oracle 
database server AUTHLOAD library on the STEPLIB DD statement and 
ORA$LIB DD statement, if present.

� Add or modify a SQLNET DD statement to point to the Net8 
configuration file.

For TSO and batch job procedures do the following:

� Concatenate the Oracle ANO CMDLOAD library before the Oracle 
database server CMDLOAD library.

� Concatenate the Oracle ANO CMDLOADE library before the Oracle 
database server CMDLOADE library.

� Add or modify a SQLNET DD statement to point to the Net8 
configuration file.

Step 2:  Connect Client and Server Attempt a connection between the 
server and client systems.  You receive the following error message (or one 
of the messages mentioned in"Configuring to Test Oracle ANO for 
OS/390"):

ORA-12660: Encryption or crypto-checksumming parameters 
incompatible

Step 3:  Reset Configuration Parameters on Server Change the Oracle 
ANO parameters on the server to:

SQLNET.CRYPTO_CHECKSUM_SERVER = REQUIRED
SQLNET.ENCRYPTION_SERVER = REQUIRED

Attempt the connection between the client and server again.  If no error 
message is returned and the connection completes, then Oracle ANO is 
working properly.

Changing to Production Mode for OS/390

When you are satisfied Oracle ANO is working properly, perform the 
following steps to put Oracle ANO into production mode.

Production Mode Checklist

1. Backup the libraries.
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2. Copy Oracle ANO into production AUTHLOAD, CMDLOAD, and 
CMDLOADE libraries.

3. Update your procedures.

Step 1:  Backup the Libraries Back up the Oracle database server 
AUTHLOAD, CMDLOAD, and CMDLOADE libraries.

Step 2:  Copy Oracle ANO into Production AUTHLOAD, CMDLOAD, and 
LCMDLOADE Libraries Use the PROMSRV job provided in the 
ora.ano.INSTALL dataset to copy Oracle ANO into your production 
libraries.  The job needs to be customized for your installation.  To 
customize the job for your installation, do the following:

� Change all occurrences of ora.ano to the high-level qualifiers that 
you used for the Oracle ANO datasets.

� Change all occurrences of oracle.v806 to the high-level qualifiers 
that you used for your Oracle8 Enterprise Edition for OS/390 
installation.

Once the job is customized for your installation, then you can submit it.

Step 3:  Update Your Procedures After IEBCOPY successfully 
completes with a return code of 0, remove the DD statements from your 
Oracle procedures that concatenated the ANO AUTHLOAD, CMDLOAD, 
and CMDLOADE libraries with the Oracle AUTHLOAD, CMDLOAD, and 
CMDLOADE libraries.

Installation of Oracle ANO is complete.
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