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Preface

Intended Audience
The Understanding and Planning Guide is intended for anyone who will be 
planning, configuring, managing, or monitoring Oracle eMail Server. It provides an 
introduction to the benefits of eMail Server, an overview of the components in the 
system and how they work together, and guidelines for planning the 
implementation of your eMail Server system.

Oracle eMail Server Documentation
Oracle eMail Server documentation is available in HTML and PDF format on the 
CD-ROM and installs automatically during product installation. Use your Web 
browser to access $ORACLE_HOME/doc/es51/index.htm on your server. The following 
documents are available:

Oracle eMail Server Administration Guide

Oracle eMail Server Installation Guide

Oracle eMail Server Release Notes

Oracle eMail Server Developer’s Guide



x

Notation Conventions
In examples, an implied carriage return occurs at the end of each line, unless 
otherwise noted. You must press the Enter key at the end of a line of input.

The following notational conventions appear in this manual:

Convention Description

italic Italicized type identifies document titles.

Monospace Monospace type indicates commands.

bold Boldface type indicates script names, directory names, path names, 
and filenames (for example, the root.sh script).

UPPERCASE Uppercase letters indicate parameters or environment variables (for 
example, ORACLE_HOME).

    .
    .
    .

In code examples, vertical ellipsis points indicate that information 
not directly related to the example has been omitted.

. . . In command syntax, horizontal ellipsis points indicate repetition of 
the preceding parameters. The following command example 
indicates that more than one input_file may be specified on the 
command line.

command [input_file ...]

< > In command syntax, angle brackets identify variables that the user 
must supply. The following command example indicates that the 
user must enter a value for the variable input_file:

command <input_file>

[ ] In command syntax, brackets enclose optional clauses from which 
you can choose one or none. The following command example 
indicates that the variable output_file is optional:

command <input_file> [output_file]

{ } In command syntax, curly brackets indicate that a choice of two or 
more items separated by a vertical bar or pipe ( | ). The following 
command example indicates a choice of either a or b:

command {a | b}

$ The dollar sign represents the shell prompt in UNIX. 1

1 In examples, an implied carriage return occurs at the end of each line, unless otherwise noted. You 
must press the Enter key at the end of a line of input.
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1
What are the Benefits of eMail Server?

Oracle eMail Server is a highly scalable, open standards-based solution for 
providing electronic mail and directory services. Whether you are a growing 
company, a very large enterprise, or a service provider handling messages for 
multiple companies, eMail Server provides the flexibility to support your electronic 
messaging needs now and in the future.

Benefits are described in the following sections: 

■ Support for Integrated Messaging and Directory Services

■ Flexible and Scalable Architecture

■ Open Standards Support

■ Security and Privacy Support

■ Additional Benefits of the Oracle8i Universal Data Server

■ Ease of Administration

■ Extensible Platform for Service Providers

■ Customization with Server-Side Rules
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Support for Integrated Messaging and Directory Services
eMail Server is a complete, integrated solution for messaging and directory services.

Messaging Services
Individual users can send e-mail messages to anyone on the network, using any 
IMAP4 or POP3-compliant client such as Netscape Messenger, Microsoft Outlook 
Express, or Eudora Pro Lite. To make sending messages easier, eMail Server 
supports the creation of aliases, templates, and distribution lists. These items are 
stored as objects in the directory, and they can be private or public. For example, if 
you create a public distribution list that contains the names of all sales 
representatives, a user can send an e-mail message to everyone on that list just by 
specifying the name of the distribution list. Applications can also be programmed to 
send e-mail to users or other applications. For example, you can program an 
inventory application to send e-mail to a supervisor when the inventory level for a 
specific part drops below a certain number.
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Directory Services
Information about users, rooms, equipment, and other directory entries, is stored in 
the eMail Server database. Directory information is replicated throughout the eMail 
Server system based on guidelines you define: you control how much directory 
information is available in each area of the messaging system by creating domains. 
For example, if the domains are organized by geographic area, you can set up the 
directory so that users in the Asia-Pacific domain can see all the directory 
information for Asia-Pacific but do not see the information for the Europe domain. 
If you choose, you can provide world-wide access to the same directory 
information.

In addition, eMail Server comes with Oracle Internet Directory, a Lightweight 
Directory Access Protocol (LDAP) -based directory. Oracle Internet Directory can be 
synchronized with the information in the eMail Server directory to make the 
directory information available to any client software that supports the LDAP 
standard. eMail Server also supports other third-party LDAP-based directories. See 
"LDAP Support" on page 1-6 for more information about LDAP directories. See the 
Oracle eMail Server Release Notes for more information about the third-party 
LDAP-based directories that can be used with eMail Server.

Flexible and Scalable Architecture
eMail Server is designed to be flexible so that it can grow along with your company. 
You can customize the eMail Server system based on the number of messages you 
need to store, how many users will access the system under peak loads, and how 
many messages will be sent and received over a time period. eMail Server’s unique 
design means that you can support thousands of users on a single piece of 
hardware, if necessary. See Chapter 3 on page 3-1 for more information about 
customizing the eMail Server system.

Because eMail Server is based on a three-tier internet computing architecture, you 
have the flexibility to design your system to best fit the specific needs of your 
company now and to scale the system up or down in the future. With eMail Server, 
you have the option of creating a two-tier system with a single host supporting a 
few thousand users, or a three-tier system with multiple hosts supporting several 
thousand users. This architecture provides the flexibility to add hardware at any 
tier, virtually expanding support to an unlimited number of users.



Flexible and Scalable Architecture

1-4 Understanding and Planning Guide

Tier One: eMail Server and Oracle8i Universal Data Server
The eMail Server system and Oracle8i Universal Data Server typically exist on the 
same tier. All of eMail Server’s configuration and directory information is saved in 
Oracle8i Universal Data Server. You can have one centralized system and data 
server on this tier, or you can have multiple eMail Server installations and multiple 
data servers.

Tier Two: Protocol Servers (Optional)
eMail Server provides the POP3 and IMAP4 protocol server processes so that users 
can retrieve their messages using any POP3 or IMAP4 client. These protocol server 
processes and the listener that routes messages to them can run on Tier One, or they 
can be run on Tier Two to increase performance and availability for your users. You 
can add as many protocol servers on this tier as you need to support your client 
load. See "Protocol Server Processes Deliver Messages to Clients" on page 2-13 for 
information about the scalable protocol server architecture (SPS).

Tier Three: Clients
eMail Server supports any IMAP4 or POP3 client. The flexible architecture allows 
you to customize the system to support the client load that is appropriate for your 
requirements. See Chapter 3 on page 3-1 for information about determining and 
planning your client load.
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Open Standards Support
The growing importance of electronic messages in business practices today requires 
that users have access to a wide range of Internet standards so that they can 
communicate seamlessly with others throughout the world. By supporting open 
standards, eMail Server provides you and your users with the flexibility to choose 
how you want to communicate with each other and the rest of the world. eMail 
Server supports a variety of open standards to provide its messaging, scheduling, 
and directory services.

SMTP and MIME Support
Simple Mail Transport Protocol (SMTP) is an established standard for mail 
exchange used by the Internet and other TCP/IP networks. The Multipurpose 
Internet Mail Extensions (MIME) expand the capabilities of SMTP to handle 
non-text messages and attachments including audio, video, and graphic files. You 
can use the eMail Server SMTP/MIME gateway to link the Oracle eMail Server 
system to any SMTP/MIME-based systems such as the Internet.
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LDAP Support
Lightweight Directory Access Protocol (LDAP) is an open standards-based 
directory service protocol that runs over TCP/IP. Using an LDAP directory means 
that any LDAP-based client can access information in the directory, and your 
directory information can be easily synchronized with any other LDAP-compliant 
directory. See "Support for Integrated Messaging and Directory Services" on page 
1-2 for information about how eMail Server uses the LDAP directory. See the Oracle 
eMail Server Release Notes for information about the third-party LDAP-based 
directories that can be used with eMail Server.

IMAP4 and POP3 Support
The Internet Message Access Protocol, Version 4 (IMAP4) and Post Office Protocol, 
Version 3 (POP3), are open Internet standards for retrieving mail from a server. With 
IMAP4 and POP3, any messaging client software can connect with any messaging 
server. These standards are independent of client and server platforms and 
operating systems. For example, UNIX client can receive email from a Macintosh 
client through a Windows NT-based messaging server. 

When a POP3 client accesses the messaging server, the messages are downloaded 
from the server to the client machine. This essentially splits the message store 
between the server and client. This minimizes connection time, but limits mail 
accessibility to one client machine where the messages are stored after being 
downloaded.

IMAP4 provides an alternative to POP3 by storing messages and folders on the 
server where they can be accessed from any machine using an IMAP4-compliant 
client. The user has complete control over managing and organizing the messages 
on the server. With POP3, users can keep messages on the server, but they cannot 
manage or organize them on the server. IMAP4 users also have the option of 
downloading folders to their machines so they can view messages offline. If they 
delete or move messages while offline, the changes are synchronized with the 
server when they reconnect.
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Security and Privacy Support
eMail Server provides the following different features to ensure that messages 
remain secure and private:

■ SSL Support

■ S/MIME Support

■ Anti-Virus Support

■ Anti-Spam Support with Sendmail

SSL Support
eMail Server uses Secure Socket Layer (SSL) functionality to provide security for 
communication between the client and server by verifying the authenticity of the 
server and encrypting data transferred between servers and clients when retrieving 
messages. eMail Server uses trusted certificates, public keys and private keys to 
ensure the security of the server. 

You must obtain the trusted certificate from a Certification Authority such as 
VeriSign, Inc. The certificate links the sender’s name to a public key so the recipient 
can verify the authenticity of the public key. The certificate is digitally signed by the 
Certification Authority to ensure that it cannot be tampered with. 

You can use the eMail Server Configuration Assistant to create the public and 
private keys when you are configuring the Messaging server. These two keys work 
together to encrypt and decrypt messages. What one key encrypts, the other key 
decrypts. Neither key can decrypt what it encrypts itself. The owner of the trusted 
certificate keeps the private key secret. The public key is distributed with the 
certificate so that recipients can decrypt messages that have been encrypted with 
the private key. The recipients can then use the public key to encrypt return 
messages that can only be decrypted by the private key.

The entire process of sending and receiving public keys and private keys and 
certificates is transparent to both the eMail Server administrator and the user. If SSL 
is enabled on both the eMail Server system and the user’s messaging client, then all 
encryption and decryption is done automatically by the servers and clients. 

The SSL encryption level provided with eMail Server depends on the location of 
your company. Within the United States, eMail Server ships with 128-bit encryption. 
Outside the United States, only 40-bit encryption is available. If you are supporting 
clients in several different countries, you do not have to change your level of 
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encryption. The servers and SSL-enabled clients automatically adjust to the lowest 
level of encryption required.

S/MIME Support
The Secure Multipart Internet Mail Extensions (S/MIME) standard is an expanded 
version of the MIME standard that provides for the verification of the authenticity 
of clients and the encryption of messages sent from clients. The user must obtain a 
trusted certificate from a Certificate Authority, similar to the way you must obtain 
an SSL certificate for the eMail Server system. An S/MIME-enabled client encrypts 
the messages and provides the digital signature based on the user’s certificate. 
When eMail Server receives the message, it store the message in the database in 
encrypted form. When the recipient retrieves the message, the recipient’s client 
decrypts the message and verifies the authenticity of the user. 

eMail Server supports S/MIME for IMAP4 clients only. If you want to authenticate 
clients’ digital signatures, this requires that messages be saved in encoded format. 
See the Oracle eMail Server Administration Guide for more information about storing 
encoded messages.

Anti-Virus Support
eMail Server provides support for anti-virus software that scans incoming messages 
for viruses as they pass through Sendmail. See the Oracle eMail Server Release Notes 
for more information about the supported anti-virus products.

Anti-Spam Support with Sendmail
eMail Server supports the anti-spam features of Sendmail 8.8 or higher. Anti-spam 
support means that you can block unsolicited messages coming from specific e-mail 
addresses or domains. You can also prevent others from using the eMail Server 
system as a mail relay to send junk mail.

Additional Benefits of the Oracle8i Universal Data Server 
Because eMail Server is built on the Oracle8i Universal Data Server, it can take full 
advantage of the Oracle8i Universal Data Server's high-availability features such as 
hot backup/restore, connect-time failover, and reliability. Implementations where 
availability is absolutely required can be built upon the Oracle Parallel Server 
(OPS), which provides access to all data through all nodes. Even if a node goes 
down, all data is fully available through all the other nodes.
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The underlying Oracle8i Universal Data Server also makes eMail Server extensible, 
giving it the infrastructure to create business solutions that fit almost any business 
scenario. For example, business transactions on the Internet require keeping the 
customer informed. If you sell a product and are temporarily delayed in your ability 
to deliver, then you probably want to keep your client informed, perhaps even 
propose alternatives. eMail Server has the flexibility to assist even the most 
sophisticated Internet Commerce system.

Ease of Administration
Oracle’s eMail Server allows you to administer the entire system from a single 
graphical Administration Tool that is Java-based. You can run the tool from any 
client machine running Windows 95, Windows NT, or Solaris.

The Administration Tool also has a built-in command line that you can use to create 
scripts for executing multiple commands at once.

Extensible Platform for Service Providers
eMail Server supports implementations that handle the messaging requirements of 
multiple companies including support for multiple domains from a single host and 
distinct and separate LDAP directories. With eMail Server, a service provider can 
support several different corporate mail systems without installing, maintaining, 
and supporting multiple servers.

eMail Server can easily be integrated into the operational support systems of a 
service provider. Provisioning and service activation can be integrated into an 
existing customer care solution, and message detail records can be generated based 
upon a wide range of events.

Customization with Server-Side Rules
eMail Server allows you to customize your system to better serve your users and 
customers. eMail Server’s customization tools are designed to let you select the 
required level of features and interoperability.

Server-Side Rules

If you must support automatic e-mail responses for incoming messages, you can 
use the server-side rules package provided with eMail Server. Server-side rules are 
part of eMail Server’s PL/SQL APIs that you can use to customize the eMail Server 
system’s inherent functionality.
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You can either customize the sample scripts, or you can create your own. See the 
Oracle eMail Server Developer’s Guide for more information.
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2
How Does eMail Server Work?

eMail Server is a flexible product, which means that there are many different ways 
it can be configured to adapt to particular requirements. This section provides an 
overview of the parts that make up the eMail Server system.

This chapter includes the following sections:

■ eMail Server System Overview

■ Nodes Define the Location of Messaging Data

■ Domains Define Logical Groups of User and Organization Data

■ Replication Ensures That All Nodes Have the Latest System and Directory 
Information

■ Communities Organize Nodes by Network Protocol

■ Gateways Route Messages Between Sendmail and eMail Server

■ Server Processes Handle Messages in the System

■ Queues Hold Messages Waiting to be Processed

■ Protocol Server Processes Deliver Messages to Clients

■ Directories Manage User and Organization Data

■ Administration Tools Help You Manage The System

■ Monitor Tests, Log Files, and the ORAPOST Account Help You Monitor The 
System
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eMail Server System Overview
eMail Server has three main components that you can put together in almost any 
configuration to design your system. These components are:

Nodes A node is a unit of eMail Server installation that includes a 
messaging store database instance and server processes. 
Nodes define the installations of eMail Server and the 
corresponding Oracle8i Universal Data Server. You can 
choose to have one or more nodes, depending on how many 
users you must support and the physical locations of those 
users. Multiple nodes generally exist on separate host 
machines, although they can be installed on the same host. If 
you have multiple nodes on one host machine, each node 
requires a dedicated Oracle8i Universal Data Server server 
and a unique ORACLE_SID. See "Nodes Define the Location 
of Messaging Data" on page 2-4 for more information about 
nodes.

Domains A domain is a logical grouping of directory information, such 
as users, with centralized administrative access through a 
configuration node. Domains define how directory 
information is made available to nodes. You can also use 
domains to support multiple Internet domain names, such as 
acme.com and acme-pro.com. If you only have one node, you 
can choose to have only one domain, or you can set up 
multiple domains on the node. If you have multiple nodes, 
you can have one or more domains that include one or more 
nodes. See "Domains Define Logical Groups of User and 
Organization Data" on page 2-5 for more information about 
domains.

Communities A community is a physical grouping of nodes where a direct 
SQLnet connection is available between every pair of nodes. 
Communities define how nodes communicate with each other 
through networking protocols like TCP/IP. If you only have 
one node, you will only have one community. If you have 
multiple nodes, you only need one community unless they 
use different networking protocols. See "Communities 
Organize Nodes by Network Protocol" on page 2-7 for more 
information about communities.
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Relationships between nodes, domains, and communities

■ A node can be part of (subscribe to) more than one domain.

■ A domain can spread across more than one node.

■ Only one node within a domain can be a configuration node.

■ A node can be a configuration node for more than one domain.

■ A node can be part of more than one communities, such as node is often called 
a gateway between the two communities.

■ Within a community, there ia usually one network protocol, such as TCP/IP), 
being used for all SQLnet connections.

Using these components, you can make your eMail Server system as simple or as 
complex as you want. You can also add, move, or change nodes, domains, and 
communities whenever the system requirements change. For example, you can 
begin with a single node and add new nodes to support additional users. You can 
also begin with a single domain and add new domains for new offices in different 
geographic regions. These are just some of the ways that you can customize eMail 
Server. See Chapter 3 on page 3-1 for more information about planning the system 
architecture.

Nodes, domains, and communities define the structure of your eMail Server system, 
but server processes do most of the actual work. eMail Server provides a variety of 
server processes that run on each node to handle messages traveling through the 
system. In many cases, eMail Server offers you the flexibility to choose which 
processes you want to run on which nodes, and how often you want them to run. 
For example, you can run gateway processes on one node and protocol server 
processes on a different node. Protocol server processes can even run on a host that 
is not an eMail Server node. You can also choose to run multiple Collector processes 
(previously known as Garbage Collector) on a single node, each one running at a 
different time to clear away specific types of unwanted data. Some processes, like 
the Guardian process, must run continuously on every node. See "Server Processes 
Handle Messages in the System" on page 2-9 for more information about server 
processes.

In addition to the server processes that handle messages within eMail Server, some 
processes handle data being transferred over network connections. For example, 
gateway processes route incoming messages to the eMail Server database. Users 
connect to protocol server processes to retrieve their messages from the database. 
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LDAP server processes synchronize directory information between eMail Server 
and an LDAP directory such as Oracle Internet Directory.

Many of the server processes work by moving messages between queues 
designated for certain purposes. For example, messages coming in from remote 
nodes wait in the Rerouting queue until the Postman process moves the messages 
into the appropriate Submission queue where the messages wait until they are 
delivered into users’ Inboxes. See "Queues Hold Messages Waiting to be Processed" 
on page 2-13 for more information about queues.

When a message is delivered to a user’s Inbox, the message itself is not really 
copied into an Inbox. In eMail Server, messages are stored in an Oracle8i Universal 
Data Server where they are identified by unique indexes. Users’ folders do not 
actually contain copies of any message, but rather pointers to where the message is 
stored in the database. If, for example, a single message is sent to 20 users, the Inbox 
folder for each of those users contains a pointer to the same message in the 
database. Although only one copy of the message is stored, the size of the message 
is subtracted from the available quota of each user who receives it.

When users delete messages, they are really deleting the pointers to the message 
indexes. A message is not actually deleted from the database until every pointer 
that points to that message is deleted. Similarly, when a user moves a message to a 
different folder, the message does not actually move. Instead, the user’s pointer to 
that message is moved to a different folder.

Nodes Define the Location of Messaging Data
There are different types of nodes based on the node’s role in the messaging system 
or the kind of information that it stores and replicates. Every node is identified by a 
type, and some nodes can have multiple types. eMail Server defines the following 
types of nodes:

■ System Configuration Node (SCN) stores information about all nodes, 
domains, and communities in the messaging system. This is the first node you 
create when establishing the messaging system. 

If you create a multi-node system, you can move the SCN to a different node, 
but you cannot have more than one SCN for the entire eMail Server system. 

■ Domain Configuration Node (DCN) stores directory information, quotas, and 
any other information residing publicly on every node in a domain. The DCN is 
basically the information center for a domain. The first node that you create is 
the DCN (as well as the SCN). On this node, you can create multiple domains 
that are all on the same DCN.
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If you create a multi-node system, you can move the DCN to a different node in 
the domain, but you cannot have more than one DCN for a domain. You can 
also create separate domains that have their own DCN. Each of these domains 
can have any number of member nodes to which the DCN for the domain 
replicates the information that it stores.

■ Member nodes are only used in a multi-node system. A member node is any 
node, including the DCN, that is a member of a domain.

■ Connect nodes are also only used in a multi-node system. A connect node joins 
two or more communities. A connect node is a member of each community it 
connects and it must use the network protocol of each community that it 
connects. If the connect node is connecting communities using different 
network protocols, such as TCP/IP and DECNet, the connect node must use 
both protocols.

■ Sponsor Nodes are parent nodes from which system information is 
downloaded during installation.

See the Oracle eMail Server Administration Guide for more information about nodes.

Domains Define Logical Groups of User and Organization Data
A domain defines the scope and availability of directory information. When you 
create the first node, you automatically establish the first domain. You can have one 
or many domains, depending on your requirements. For example, you can use one 
domain for the entire company, making the directory information available to 
everyone, or you can create multiple domains to tailor directory information to the 
requirements of a particular group of users. 

If you have a multi-node system, you can still have only one domain, or you can 
create multiple domains. Because each domain replicates information to its member 
nodes, having one domain for several nodes can increase the amount of resources 
used for replicating. In this case, you might decide to create different domains to 
use disk space and network resources more efficiently by reducing the amount of 
information replicated on each node and to reduce the amount of information 
transported over the network during updates.

If you want to give a node access to directory information outside its own domain, 
you can subscribe the node to the DCN of a second domain. It is then a member of 
the new domain and a member of its original domain. DCNs can also subscribe to 
other DCNs: the DCN receives directory information for the domain it subscribes 
to, but does not propagate that information to nodes in its own domain. When 
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deciding whether to subscribe a node to a domain, remember that it increases the 
network traffic and the amount of information that is being replicated.

See the Oracle eMail Server Administration Guide for more information about 
domains.

Domains are Organized into a Hierarchy
Domains are created hierarchically. The first domain you create is the parent of 
subsequent domains. All domains except the first one you create have a parent. For 
example, if you have the domain acme.com, the acme domain is a child of the com 
domain. Child domains do not automatically inherit the information from their 
parents. If you want information to be replicated from the parent domain to the 
child, you must subscribe the node containing the child domain to the parent 
domain. The following is an example of a multi-domain system with parent and 
child domains:
Domains are identified by their fully-qualified names. The fully-qualified name includes all the domains in the hierarchy, from the target domain to the top of the hierarchy. For example, suppose you have the following domain configuration:

In this scenario, you have one parent domain, Com, with two child domains, Acme1 
and Acme2, which represent two different businesses that are part of the enterprise. 
In addition, the Acme1 domain has two child domains, US and EU, for the business 
locations in New York and London. When you name the domains, you begin with 
the child domain and then include each parent domain in the hierarchy, separated 
by periods. For example, the sample in the diagram has the following domains: 
us.acme1.com, eu.acme1.com, acme1.com, acme2.com, and com. These are called 
the fully-qualified domain names because they list the name of both the child and 
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the parent. Note that using Com as the highest-level domain name corresponds to 
Internet naming conventions. This is not a required naming convention.

Replication Ensures That All Nodes Have the Latest System and 
Directory Information

The DCN for a domain stores all directory information. When changes are made to 
this information, they must be replicated to the other member nodes in the domain 
so that they all have the same information.

Information stored on the SCN, such as routing information, must also be replicated 
to the other nodes in the system. When performing certain configuration tasks such 
as creating a domain, you should always wait until the Replicator process has 
finished replicating the change to the other nodes in the system before you make 
any more configuration changes.

The Replicator server processes on the SCN and DCNs package new and modified 
information and send it to the necessary nodes. When a node receives the package, 
the Replicator process on that node makes the necessary changes to the information 
in its database. The local Replicator then sends an acknowledgment to the 
Replicator on the SCN or DCN. The Replicator on the SCN or DCN keeps the 
package until all nodes send acknowledgments that the package has been received 
and updated.

Replication occurs automatically. You can use the Administration Tool or IOFCMGR 
to set the Replicator process parameters and to monitor replication activities. See 
the Oracle eMail Server Administration Guide for more information.

Communities Organize Nodes by Network Protocol
If you have a multi-node system, communities are useful for logically grouping 
nodes that are both physically connected and use the same networking protocol. 
Communities also define the pathways that the data travels between the nodes. The 
eMail Server system uses community information to select the best routes for 
transferring messages and system information; nodes in the same community can 
communicate directly with each other and often provide the fastest path for 
information transfer. 

Note : Member nodes are not the same as child domains, which 
do not receive replication information. 
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You must create a separate community for each networking protocol the messaging 
system uses. A node should subscribe to all communities for which it has both the 
networking protocol and a direct connection.

See the Oracle eMail Server Administration Guide for more information about 
communities.

Message Delivery Routes Indicate Paths Between Communities
You can control the flow of data by establishing message delivery routes, the paths 
communities use to contact each other. Message delivery routes identify the next 
community to send messages and information to as they travel from the source 
community to the target community. To send information back and forth, you must 
define message delivery routes in both directions. When you add new communities, 
you must specify additional message delivery routes.

If there are multiple message delivery routes between communities, you can 
determine which message delivery route is used by assigning costs to nodes and 
message delivery routes. The eMail Server server automatically chooses the lowest 
cost message delivery route. 

Gateways Route Messages Between Sendmail and eMail Server
The eMail Server SMTP/MIME gateway links eMail Server to Sendmail, the most 
common mail transfer agent included with most major UNIX-based Internet hosts 
that handle e-mail routing. The SMTP/MIME gateway also parses MIME-formatted 
messages and maps MIME attachment types to eMail Server attachment types.

You can customize the SMTP/MIME gateway by creating mail routing rules 
(rewriting rules) to move messages automatically through the correct gateway, or by 
configuring multiple gateways. See the Oracle eMail Server Administration Guide for 
more information about gateways.

Rewriting Rules Readdress Messages Moving Through the Gateway
Rewriting rules are used to search for addresses containing certain patterns of 
characters and modify the addresses in some way. For example, when you send a 
message to someone outside your domain, the address appears similar to 
ckent@acme.com. To indicate that this message needs to go out through the SMTP 
gateway, the address should be preceded by SMTP.<domain>.com. Instead of 
having the user type this every time, you can set up rewriting rules to search for the 
@ character and insert the SMTP information before the address.
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In addition, you can use rewriting rules to:

■ Temporarily redirect message routing to avoid nodes that are down for 
maintenance

■ Manage changes in message flow by directing messages through given 
gateways

■ Manage addressing details, such as gateways

■ Provide native addressing for other systems

See the Oracle eMail Server Administration Guide for more information about 
rewriting rules.

MIME Attachment Types and Attachment Maps Identify What Types of File 
Attachments Are Supported

The Multipupose Internet Mail Extensions (MIME) expand the capabilities of an 
SMTP gateway so that it can handle multimedia messages. To exchange messages 
with MIME-compliant systems, you must configure the gateway to ensure messages 
and attachments are mapped to the correct types. See the Oracle eMail Server 
Administration Guide for more information about attachment types.

Server Processes Handle Messages in the System 

eMail Server uses the following types of processes:

■ Messaging server processes which perform the basic eMail Server functions.

■ Protocol server processes which route messages to clients using the specified 
protocol(s).

■ LDAP server processes which handle the synchronization of data between the 
eMail Server directory and Oracle Internet Directory, or any other LDAP 
directory.

■ Gateway processes which route incoming messages to the eMail Server 
database.
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Messaging Server Processes

Process Function

Guardian A Guardian process is the parent process. It monitors all other 
eMail Server processes and checks the database to ensure that the 
proper number of each process type is running. Guardian processes 
must be started before all other processes.

Postma A Postman process is a message transfer agent, handling all 
messages and information flowing through the system. The 
Postman processes use a store-and-forward mechanism to route 
messages to other mail servers, or deliver messages to user 
mailboxes.  The Postman processes also generate auto-messages, 
perform server side rules and log message billing records when 
necessary.

Collector A Collector (previously called Garbage Collector) process deletes 
unnecessary items from the database, including deleted mail 
messages, and internal records for Replicator processes. 

Replicator A Replicator process copies directory information between nodes 
that subscribe to the same domain in order to synchronize system 
and directory information. When directory information is updated, 
changes are stored in the database. The Replicator process bundles 
these changes into packages and sends them as message 
attachments to subscribing nodes.

Monitor A Monitor process uses information gathered by the Statistics 
process to check message flow, database space usage, configuration 
problems, and missing objects and references. The Monitor 
processes then create reports that indicate potential problems and 
suggest preventive actions. 

Statistics A Statistics process collects information about delivery times and 
the use of database space. This information is used by the Monitor 
process to create reports that indicate potential problems.

DirSync A DirSync process manages the synchronization of information 
between the eMail Server directory and a foreign system, such as 
Lotus Notes or cc:Mail. A foreign system translator works with the 
DirSync process to translate directory services data between two 
systems. 

Note: This process is no longer supported and will be phased out in 
a future release.
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Protocol Server Processes

LDAP Server Processes

You Can Register Multiple Instances of a Process
A process must be registered before you can start it. Each node is created with one 
registered process instance for each type of process. For example, when you create a 
node, the Installer automatically creates one registered Postman process. You can 
choose to register additional process instances of certain types, such as the Postman, 
to help a node run more efficiently. For example, if users send many messages 
around noon each day, you can create multiple Postman process instances that run 
during this time to handle the extra message traffic.

Process Function

IOLISTENER An IOLISTENER process listens for incoming messages and routes 
them to the appropriate protocol server process, POP3SRV or 
IMAP4SRV.

POP3SRV A POP3SRV process handles clients connecting with the POP3 
protocol.

IMAP4SRV An IMAP4SRV process handles clients connecting with the IMAP4 
protocol.

Process Function

IOLDAP An IOLDAP process helps create a migration file to populate, Oracle 
Internet Directory, or other LDAP directory, for the first time with 
data from the eMail Server directory. 

IOODSSYNC An IOODSSYNC process synchronizes all changes made in the 
eMail Server directory with Oracle Internet Directory (or other 
LDAP directory).

ODSIOSYNC An ODSIOSYNC process synchronizes changes made in Oracle 
Internet Directory (or other LDAP directory) with the eMail Server 
directory. Only entry additions and deletions are synchronized back 
to the eMail Server directory, and this information can only be 
synchronized to a DCN. Updates are not synchronized.
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You Can Configure Processes to Change Their Behavior
You can configure the process parameters to govern the behavior of the processes. 
Each registered process has a set of parameters that govern its operation. Some 
parameters are common to all processes, such as Name and Instance. In the 
Administration Tool, these common parameters are called properties. All processes 
also have schedules that are made up of time slices, or time record details, that 
indicate when a process instance is active and for how long. 

See the Oracle eMail Server Administration Guide for a complete list of the common 
parameters and specific process parameters, and information about managing 
processes.

There are two types of parameter settings:

Effects of Changing Default Parameter Settings
Default parameters for each process type are defined when you install the product. 
However, you can change the defaults. When you change a default parameter 
value, the value of that parameter automatically changes for all processes using the 
default. 

You can also change the value of a parameter for the registered process only. Once 
you change the value for that registered process, it is no longer tied to the default 
setting and it does not change when the default changes.

Default Settings Default parameter settings specify the parameters that are 
used when you register a new process. You set the default 
parameters for each type of process. For example, when you 
set the default parameters for Replicator processes, every 
time you register a Replicator process, the same default 
settings are used. These settings are different from the default 
settings for other parameters, such as the Postman process 
default settings.

Registered Process 
Parameters

After you register an instance of a process, you can change 
the parameters for that instance if you do not want to use the 
default settings. For example, the default value for the 
RemoteFlag parameter for a Postman process is 1, indicating 
that the process handles messages bound for other nodes. 
You can dedicate this instance of the Postman to local 
messages by setting the RemoteFlag parameter to 0 (zero) for 
that Postman instance.
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If you change a parameter value while a process is running, use the refresh 
command to cause the process to reread its parameters. See the Oracle eMail Server 
Administration Guide for more information about this command.

Queues Hold Messages Waiting to be Processed
Queues contain messages waiting for processing. Each node has a set of messaging 
queues, and the Messaging Server maintains a list of the queues for each node. The 
following queues are used in the eMail Server system.

See the Oracle eMail Server Administration Guide for more information about queues.

Protocol Server Processes Deliver Messages to Clients
The protocol server processes are based on the Scalable Protocol Server (SPS) 
architecture, which is the key to eMail Server scalability and performance. SPS uses 
load balancing and database connection sharing to reduce database resources and 
increase the number of clients that can be processed by the protocol servers. You can 
configure the protocol servers to optimize the scalability and performance based on 
specific business requirements. 

SPS is based on a three-tier architecture where the protocol servers can optionally be 
on the middle tier. See "Flexible and Scalable Architecture" on page 1-3 for more 
information about the three-tier architecture. This architecture uses multi-threading 

Queues Type of Queue 

Submission queue Contains messages targeted for the node, or sent by local users 
with the delayed delivery option. 

Rerouting queue Receives all messages from other nodes. The Postman moves 
messages into the appropriate submission queue for the target 
nodes. 

Dead Message queue Contains messages that can neither be delivered to the addressee 
nor be returned due to invalid sender information.  Messages are 
typically in this queue due to some combination of network or 
addressing problems.

Remote queues Contain messages to be sent to other nodes.

Collector queue Contains messages that have been deleted by users that are to be 
picked up by the Collector process. 

Gateway queues Contain messages to be sent out through the gateway.
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to service multiple clients with fewer database connections. Multiple client threads 
can share database connections by only accessing the connections when they are 
processing requests. SPS also provides load balancing by using a listener to equally 
distribute the client load across multiple instances of the protocol server processes.

Multiple clients can access each protocol server through the listener at pre-defined 
ports for the protocol servers. eMail Server supports multiple instances of protocol 
server processes and one instance of the listener. The listener determines the 
protocol server from the port where the client entered and transfers the client to the 
least busy instance of that protocol server process. This is load balancing. 

Each protocol server process has a pool of established Net8 database connections. 
The protocol server process only uses a database connection from the pool when it 
needs to process a request. When the request is finished, the database connection 
returns to the pool so that it is free to process another request. This is connection 
sharing.

The following diagram displays a simple, two-tier protocol server solution.
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The following diagram displays a more detailed, three-tier solution that 
demonstrates eMail Server’s scalability.

Directories Manage User and Organization Data 
The directory stores information about the messaging system and the objects in it. 
Directory information is organized into classes, objects, and attributes. 

■ A class describes the general type of information found in a directory entry. For 
example, Person is a class used to describe users or other people listed in the 
directory.

■ An object is an individual entry in the directory. Each object belongs to a class. 
For example, an entry for the user John Doe would be an object in the Person 
class.

■ An attribute is a piece of information describing the object. Each class has a 
different set of attributes that can be used to describe the objects in that class. 
For example, the Person class includes the FirstName, LastName, and 
Username attributes. Therefore, the user John Doe might have the attributes 
FirstName=John, LastName=Doe, and Username=JDOE. 
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Attributes can also be used to define an object’s relationship to other objects in 
the system. For example, attributes for a Person include the person’s manager, 
the organization with which that person is associated, and the person’s role in 
the organization. 

The directory you use with eMail Server can be an existing LDAP directory or a 
new directory. You can populate a new directory with information from another 
database system or by entering information from the Administration Tool or 
IOFCMGR. See the Oracle eMail Server Administration Guide for more information 
about directories.

Directory Classes
eMail Server uses the following classes, or types of directory entries:

Class Name Description

Public Alias Objects in the Public Alias class are nicknames that you can 
create to represent people or other objects in the directory, 
typically a username or e-mail address. Using aliases makes 
addressing e-mail messages faster and easier. For example, for 
an address jhernandez@us.anywhere.com, you could create alias 
called "jh" so that every time someone addresses a message to 
"jh", eMail Server automatically directs the message to 
jhernandez’s complete e-mail address.

Public Distribution List Objects in the Public Distribution List class are aliases for a list of 
people or other objects in the directory. The list can contain 
complete e-mail addresses, aliases, and names of other 
distribution lists. If, for example, you are working on the Widget 
project, you can create a distribution list called “widget” that 
includes the e-mail addresses of everyone on the project team. 
Anytime you want to send a message to everyone on the team, 
you address the message to “widget” and eMail Server 
automatically directs it to the complete e-mail addresses of all 
the team members.

Location Objects in the Location class identify the different building 
locations in the enterprise. For example, you can have locations 
for HQ, London, Tokyo, Sydney, and New York. Once the 
locations are defined, you can send a message to every member 
of that location by using the location name and eMail Server 
automatically addresses it to every person who is assigned to 
that location.
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Accounts are Directory Entries That Have Mailboxes
Some directory objects can also be accounts, such as user accounts. An account is 
different from other objects because it has an Inbox on a home node, which means 
that an account can send and receive e-mail. Accounts can also have their own 
calendars, so they can be scheduled using the eMail Server scheduling services. 
Directory objects in the following classes have accounts:

■ Person

■ Room

■ Equipment

You Can Access a Directory to Administer Objects or Perform a Search
When administering directory data, you should access the eMail Server directory 
with one of the administration tools (see the Oracle eMail Server Administration Guide 
for more information). This information is synchronized with Oracle Internet 

Organization Objects in the Organization class identify the different 
organizations in the business. For example, you can have Sales, 
Marketing, Development, and Finance organizations. Once the 
organizations are defined, you can send an e-mail message to 
every member of the Marketing organization without knowing 
each individual e-mail address. 

Person Objects in the Person class are eMail Server accounts for each 
individual user in the system.

Role Objects in the Role class identify the different roles in the 
company to make it possible to send messages to everyone 
having that role. If you define a Vice President role, you can 
send an e-mail message to every Vice President in the system 
without knowing each individual e-mail address.

Public Template Objects in the Public Template class identify templates that all 
users can access and use to create standard e-mail messages.

Private Template Objects in the Private Template class identify templates that a 
user creates for personal use. These templates can only be 
accessed by the users who created them.

Class Name Description
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Directory (or other LDAP directory) so that your users can search the directory from 
LDAP-compliant clients. 

Administration Tools Help You Manage The System
eMail Server provides tools to manage and monitor the system. To configure and 
manage eMail Server system, you can choose between the following tools:

■ Administration Tool GUI
This tool provides a graphical representation of the network topology where 
you can view and administer multiple nodes at one time. 

■ Administration Tool Command Line
The Administration Tool also provides a command line interface that you can 
use to navigate through the network topology in the same way you navigate 
through a directory file system. You can use the command line to create scripts 
that execute several commands at once.

■ IOFCMGR Command Line Tool
This is similar to the command-line tool available with previous releases. You 
can create scripts to execute several IOFCMGR commands at once. 

Monitor Tests, Log Files, and the ORAPOST Account Help You Monitor 
The System

To view information about how the system is performing, you can run the Monitor 
and Statistics processes. You can choose from a selection of tests and that these 
processes can perform. You can also monitor user and connection information for 
your protocol server processes by using the Probe utility. See the Oracle eMail Server 
Administration Guide for more information.

Results of the Monitor tests and Statistics tasks are sent as messages to a user 
account in the directory named ORAPOST. This account also receives messages 
regarding the Postman process. You can change the user account to which these 
messages are sent by modifying parameters for these processes. See the Oracle eMail 
Server Administration Guide for more information.

Note: IMAP4 and POP3 clients are often LDAP-compliant, but 
they do not have the capability to connect directly to the eMail 
Server directory.
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Error messages appear in log files for each server process instance. You can change 
the level of information reported to the log files by modifying parameters for each 
process instance. See the Oracle eMail Server Administration Guide for more 
information.
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3
Planning The eMail Server System

Planning the eMail Server system is important to ensuring the success of the 
implementation. This chapter addresses many issues that affect your 
implementation plan, and provides some sample configurations and guidelines. 

Planning the implementation includes the following tasks:

■ Determining the Functional Requirements

■ Determining the Capacity and Operational Requirements

■ Designing the eMail Server Architecture

■ Determining Related Requirements

■ Creating Operating Procedures
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Determining the Functional Requirements
eMail Server provides a variety of features and functions such as support for 
multiple domains and support for security features like SSL. When planning the 
system, determine which features are required, either now or in the near future. See 
Chapter 1 on page 1-1 for an overview of the eMail Server features. 

Migrating from an Existing Email System to eMail Server
When planning a migration from another e-mail system, you must determine what 
you want to migrate. 

Migrating the directory information such as usernames, aliases, and distribution 
lists can be fairly simple.

■ For a one-time loading of the eMail Server directory, it is easiest to create a flat 
file table with all of the directory information to be imported, and then use that 
to create an IOFCMGR script to load all of the directory information. This can 
be accomplished very quickly. See the Oracle eMail Server Administration Guide 
for instructions on creating scripts for IOFCMGR. 

■ Another option is to use the LDAP directory synchronization process. If you 
already have all of your directory information stored in an LDAP directory, then 
you can use that to populate the eMail Server directory.

Migrating the mail content such as private mail messages and folders, as well as 
public mail messages and folders, can be more complex. You may need to create 
your own tool to pull that data out of the old e-mail system and import it into eMail 
Server. Instead, you may decide to use both your old e-mail system and eMail 
Server for a period of time, while slowly phasing out the old e-mail system. See 
"Communicating with Other Email Systems" on page 3-2 for more information 
about communicating with your old e-mail system.

Communicating with Other Email Systems
In almost all cases, Email Server users must communicate with other email systems. 
The most common is the Internet, though you can also need to communicate with 
an old email system during the migration process.

To communicate with other e-mail systems requires a gateway. The most common 
gateway to use is the SMTP/MIME Gateway, which is included with eMail Server. 
The SMTP/MIME Gateway allows you to communicate with the Internet as well as 
most other e-mail systems that support SMTP/MIME, or have their own 
SMTP/MIME Gateway. Most e-mail systems today support SMTP/MIME. 
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Considerations for Using Gateways
The SMTP/MIME gateway process relies on the Sendmail process. It is important 
that Sendmail be configured correctly for the SMTP/MIME gateway to work 
correctly. The complexity of the Sendmail configuration depends on the complexity 
of your system. The Oracle eMail Server Administration Guide provides some basic 
Sendmail configuration information. For additional assistance in configuring 
Sendmail, refer to the Sendmail Web site at http://sendmail.org. Be sure to allocate 
experienced resources to this task and include ample time in the implementation 
schedule for Sendmail configuration and testing.

Using a Firewall
Firewalls are used to prevent unwanted computer users from accessing your 
computer resources. Your network administrator has probably already set up a 
firewall that restricts access to the Internet. You must work with the network 
administrator to make Sendmail messages pass through the firewall, and to route 
incoming email to the messaging server. You must also make appropriate changes 
to the Sendmail configuration to be able to use the firewall.

Selecting Email Software
The client email software you choose to support with the eMail Server rollout will 
affect the plan. See the Oracle eMail Server Release Notes for more information about 
the clients that eMail Server supports.

Supporting Clients Using POP3 and IMAP4
POP3 and IMAP4 are standards for accessing e-mail using TCP/IP. There are many 
clients available today that support POP3 and IMAP4. POP3 and IMAP4 client 
software can be easy to deploy, because most users already have the software 
installed. User education requirements are also minimized because most users are 
already familiar with the standard interfaces that the POP3 and IMAP4 clients use.

Other considerations include the following:

■ Clients use the POP3 and IMAP4 protocol server processes to retrieve, process, 
and view their e-mail. The protocol server processes can run on the same 
machine as the eMail Server server or on a separate machine, providing a 
three-tier solution that can scale and perform well. In fact, the protocol server 
processes can be used by clients to access multiple eMail Server servers, and 
multiple protocol server processes can be used to access the same eMail Server 
server. This is a load issue that you need to factor into the plan. 
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■ All outgoing mail for POP3 and IMAP4 users goes through Sendmail. The 
Sendmail processes can consume a large amount of CPU resources. POP3 and 
IMAP4 clients can point to any server that supports Sendmail and is configured 
correctly. This means that users can point to the Sendmail process on the eMail 
Server, or to a different dedicated server for sending outbound mail. This is a 
load issue that you need to factor into the implementation. Also, like the 
gateways, Sendmail needs to be configured correctly so that the POP3 and 
IMAP4 clients can send outgoing mail.

Determining Email Security
There are a number of security issues that eMail Server can address.

Encrypting Messages Retrieved from the Server
eMail Server provides support for SSL encryption for POP3 and IMAP4 clients. SSL 
is a standard for encrypting the network communications between two computers 
based on encryption algorithms and certificates used as encryption keys. To enable 
SSL encryption, you must obtain a certificate for each server from a certificate 
authority, such as VeriSign or RSA. This usually requires additional expense. Once 
you have obtained the certificate and configured SSL on the servers, POP3 and 
IMAP4 clients have the option of using SSL to communicate. 

Supporting Authentication of Email Senders
When someone sends e-mail, there is the potential for that person to pretend to be 
someone else. To prevent this from happening, eMail Server supports the S/MIME 
standard for IMAP4 clients. This means that users can obtain certificates that are 
used to verify that they are who they say they are, much like the server SSL 
certificate. However, this only works if the user is using an IMAP4 client, and the 
users must have a digital certificate from a certificate authority which may require 
additional expense.

Check Message Attachments for Viruses
You can purchase virus-detection software that scans for viruses in e-mail message 
attachments as they pass through Sendmail. Because this is third-party software, it 
does require additional expense and configuration. See the Oracle eMail Server 
Release Notes for more information about supported anti-virus software.
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Grouping Clients into Multiple Domains
eMail Server supports multiple domains on separate nodes as well as on the same 
node. Many systems do not require multiple domains. Consider the following to 
determine your domain requirements.

Use Multiple Domains
If the users supported on this system are not all on the same Internet domain, then 
you must create an eMail Server domain for each Internet domain. For example, in 
order to support ckent@us.acme.com, llane@uk.acme.com, and 
jolsen@acmepro.com, you can create matching eMail Server domains; us.acme.com, 
uk.acme.com, and acmepro.com.

Effects of Using Multiple Domains
The following are effects of using multiple domains:

■ Each domain can be administrated separately and by different people. This can 
be an effective way to divide username administration in a large company.

■ Sending mail to a user in another domain, or searching for a user in the 
directory of another domain requires specifying that domain. This requires 
additional work for your users, but you can often create rewriting rules to do 
this automatically. See the Oracle eMail Server Administration Guide for more 
information about rewriting rules.

■ Each user’s Internet e-mail address is user@domain, where domain is the 
fully-qualified eMail Server domain.

Determining the Capacity and Operational Requirements
After you have determined your functional requirements, you need to determine 
your user capacity requirements and operational requirements such as the network 
protocols that you need to support. When planning your system, you should 
consider your current requirements as well as the potential for growth in the near 
future.

Network Protocols
TCP/IP has become a standard protocol in the networking world. Typically, all of 
the servers communicate using TCP/IP. If this is the case, you only need to have a 
single community.
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If possible, design the implementation to use just TCP/IP. It will make your 
configuration easier to support and administer.

To support multiple protocols, such as TCP/IP and IPX, you must define different 
communities to support servers with each protocol. You also must have at least one 
server that support both protocols to act as a connect node between the two 
communities of servers.

Network Topology and Bandwidth
To obtain optimal performance consider where the clients are located and the 
bandwidth of the network connections between the locations.

Create a network topology diagram that identifies each of the locations, the number 
of clients at each location, the network connections between the locations, and the 
bandwidth of the network connections. 

Number of Clients and Anticipated Usage
To determine the capacity required for each server and the network, you must describe the 
anticipated mail usage. For each server, you need to identify:

■ Totals number of clients

Identify the total number of clients that will be using the eMail Server system. 
Distribute the number by location and by type of client used, such IMAP4 or 
POP3. This helps determine the number of servers required, where each one 
should be located, and the disk space requirements for each server.

■ Number of concurrent clients
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For each location and client type, estimate the number of clients that will be 
concurrently accessing the eMail Server system. This affects the processing 
requirements of the eMail Server server and SPS Protocol server processes.

■ Maximum mailbox quota

With eMail Server, the administrator can set a mailbox quota for each user 
account. The mailbox quota determines the maximum size of a user’s mailbox. 
This includes all folders, mail content, and attachments. Assign the mailbox 
quota individually or as a default for everyone. The mailbox quota will affect 
the disk space requirements for the servers.

■ Number of messages sent per hour and average size of messages

Estimate the average number of messages a typical user will send, and the 
average size of those messages. This affects the processing requirements of the 
servers, as well as the network bandwidth requirements.

The following profiles are examples of light, medium, and heavy user loads. Use 
these as estimates to describe your users. "Determining Related Requirements" on 
page 3-14 refers to light, medium, and heavy user profiles.

Levels of Availability
The levels of availability that you need to deliver to your clients greatly affects 
staffing and hardware requirements. Availability involves how quickly your users 
can access the eMail Server system. 

If you have high availability requirements, consider implementing some of the 
following options into your plan to ensure that the system is available to users 
when they need it.

■ Disk mirroring on your data servers

■ Attaching all systems to a UPS

Light User Medium User Heavy User

Check for mail (times / hr.) 6 6 6

Read a message (times / hr.) 2 6 18

Delete a message (times / hr.) 2 6 18

Send a message (times / hr.) 2 4 8

Average message size 4 Kb 8 Kb 16 Kb
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■ Creating multiple protocol servers that perform load balancing and provide 
fault tolerance

■ Purchasing special "High Availability" server hardware 

■ Providing multiple network paths between clients and servers and between 
servers

■ Adding additional server administration staff to provide quick response time to 
problems 24 hours a day

■ Monitoring server availability and implementing automatic paging of server 
administrators to resolve problems as they happen

Database Backup Requirements
It is critical that the eMail Server implementation plan include a backup plan. You 
must determine a backup schedule, a backup process, and a restore process. You 
must also allocate hardware and possibly staff to perform the backups.

eMail Server is based on the Oracle8i Universal Data Server. See the Oracle8i 
Universal Data Server documentation for more information about backing up the 
data server.

Designing the eMail Server Architecture
After you have determined the requirements, you can design the architecture of the 
system. In many cases, you can choose the most simple architectural configuration. 
Some examples of more complex architectures are also provided. 

Number and Usages of Nodes
Based on the requirements you have defined, you should now be able to determine 
how many eMail Server nodes are required, how many users will be on each, and 
how they will be grouped into domains and communities. It is recommended that 
you create a diagram to show all of the servers and how many clients they will 
support, the domain that each one is in, and the community that each one is in.

Note: some hardware vendors have special configurations with 
built-in fault tolerance to provide high availability
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Designing for Optimum Performance
There are multiple ways to measure performance, but there are two primary ways 
that users measure performance. The first measurement is the response time for 
clients accessing data on the server, or how long it takes to log on or to open the 
Inbox. The second measurement is the time it takes to deliver a message, or how 
long it takes from when a client sends a message to when the recipient sees the 
message in the Inbox. In some cases, you must defer high performance in one area 
to improve performance in the other.

To create a design with optimum performance, it is important to design using the 
network topology diagram. The networking infrastructure and the number of 
clients you must support at each location largely determine how many servers you 
need and where you should place them.

If the clients are all located at a central location with a high network bandwidth 
available, a single central server is optimal. All clients will have quick response 
times and mail delivery will be quick since it is all within the same server.

If the clients are clustered at a few main locations, then it is probably optimal to 
have a server at each of those main locations. All clients have quick response times 
since server is local and mail delivery is quick to all users within their same server. 
Mail delivery to users on the other servers will be slower but should still be quick as 
long as there is sufficient bandwidth between those locations and there are only a 
few locations.

If clients are scattered across many locations, you probably do not want to have a 
server at each location. Having a large number of servers can have a negative effect 
on mail delivery times and require additional resources to support the replication of 
configuration changes through all of the nodes. If you have many scattered 
locations, designate a few of them as hubs and install servers at those locations. 
Choose the hubs in locations with the most clients, the greatest network bandwidth, 
and the best on-site support available. The other sites can be satellite sites that 
connect into a server at the hub site. You must ensure to make sure that there is 
sufficient bandwidth available between the hub locations and that there is sufficient 
bandwidth between the satellite locations and their hub.

A three-tier solution can often help improve the performance on the server as well 
as the client. If you have POP3, IMAP4, or Web clients, you can create a three-tier 
solution that relieves some of the server load and improves client response time. 
The three-tier solution requires that the protocol server processes be installed on a 
separate machine from the rest of the eMail Server system. See "Using a Three-Tier 
Architecture with Separate Protocol and Web Servers" on page 3-11 for more 
information.
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Advantages of a Centralized Implementation
The following are advantages of a centralized implementation:

■ Mail delivery times are quick for users within the same node. Having one or a 
very small number of servers enhances the overall mail delivery times.

■ eMail Server only stores a single copy of a message on a node, no matter how 
many recipients it has. For example, if a message is sent to ten users and all of 
them are located on the same node, only a single copy of that message is stored 
in the eMail Server database with ten pointers to it. This can save disk space.

■ Server support staffing requirements are less if there are fewer servers and they 
are centralized.

Advantages of a Decentralized Implementation
The following are examples of a decentrailzed implementation:

■ If network bandwidth to a central location is not sufficient, nodes can be 
required at those sites to improve client response time performance.

■ The effects of a single server outage with small servers is less than a single 
server outage with large central servers. It is also often faster to recover a small 
server than a large central server.

■ Small local servers can be tailored to meet specific requirements of the local 
clients, such as different support hours, foreign character sets, or different types 
of clients. 
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Using a Three-Tier Architecture with Separate Protocol and Web Servers
You can have multiple protocol servers for each mail node. You can also configure 
each protocol server to connect to multiple mail nodes. You can have a one-to-one, 
one-to-many, many-to-one, or many-to-many relationship. The same 
implementation options are possible with web servers if you have web clients.

By locating the protocol server or web server on a separate machine, you create a 
three-tier implementation. Tier one is the client, tier two is the protocol server or 
web server, and tier three is the eMail Server server with the database of e-mail 
data.

Add the protocol servers to the server diagram, indicating the clients they will 
support and the servers to which they will connect.

Advantages of a Three-Tier Implementation
The advantages of a three-tier implementation are as follows:

■ A three-tier solution provides flexibility with your configuration for supporting 
future growth.

■ A three-tier solution with multiple protocol servers can create a fault tolerant 
implementation. As problems are detected on one protocol server, clients can be 
rerouted to another protocol server.

■ A three-tier solution can improve client response times because the protocol 
servers can be placed closer on the network to the clients and protocol servers 
do not have the database overhead.

■ By placing the protocol server processes on a separate machine, the processing 
load and networking load on the eMail Server server is reduced.

Determining Which Nodes Require Gateways
You can run one or more SMTP/MIME gateway processes on a single node, or you 
can run multiple SMTP/MIME gateway processes on multiple nodes. Add the 
gateways to the server diagram. If you have a firewall, add it to the diagram, as 
well.

Determining Which Servers are Configured with Sendmail
Every server that has an SMTP/MIME gateway installed will also need Sendmail. 
The SMTP/MIME gateway uses Sendmail for the actual mail delivery.
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All POP3 and IMAP4 clients must use Sendmail on a server to send outgoing 
messages. These clients can use the Sendmail process on any server that has 
Sendmail configured correctly. This can be the eMail Server server, a dedicated 
IMAP4 and POP3 Protocol server, or any other server.

Add the Sendmail processes to the server diagram and indicate whether they will 
be used for the SMTP/MIME gateway or for the POP3 and IMAP4 clients.

Using Oracle Internet Directory or another LDAP server
IMAP4 and POP3 clients do not have direct access to the eMail Server directory, but 
must obtain directory information from an LDAP server. If you must support 
IMAP4 or POP3 clients and they need access to a directory, then you must use an 
LDAP server.

eMail Server Release 5.0 comes with the Oracle Internet Directory product, which is 
an LDAP server. You can install the Oracle Internet Directory on the same server as 
the eMail Server in a different ORACLE_HOME, or on a different server. You can 
also use any third-party LDAP directory server. See the Oracle eMail Server Release 
Notes for more information about the third-party LDAP-based directories that can 
be used with eMail Server.

Add the LDAP server to the diagram.

Will you have a test system?
It is always a good practice to test changes before putting into a production 
environment. One of the best ways to accomplish this is to have a dedicated test 
server, or test instance.

If you will have a test server or test instance, add this to your diagram.

Sample Architectures
Because eMail Server is designed to be flexible, there are many configurations that 
you can use for the system architecture. The following sample diagrams are 
intended to provide examples of how you can create your eMail Server architecture 
diagram.
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Single Server/Single Node
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Two Main Locations with Separate Protocol Servers

Determining Related Requirements
In addition to creating a design for the eMail Server system implementation, the 
following are other areas that you should plan for a successful roll out of eMail 
Server:

■ Determining Staffing Requirements

■ Developing a Training Plan

Determining Staffing Requirements
The following staff are require for the successful implementation of an Email Server 
system:

■ eMail Server server administrator
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■ UNIX (or NT if your servers are running Windows NT) system administrator

■ Oracle database administrator (DBA)

■ Network administrator

■ User ID (and other directory entry) administrator

For each server, you should be able to identify the eMail Server server 
administrator, the UNIX or NT system administrator, the database administrator, 
and the network administrator. For each domain, you should be able to identify the 
user ID administrator. For each set of clients, your should be able to identify people 
for help desk, deskside support, and education.

In many cases, multiple roles can be performed one person. In a large company 
with a large implementation, many roles require multiple people.

Developing a Training Plan
Implementing a new system requires educating users and support staff.

Training Users
If you want your users to best utilize the features of eMail Server, some training is 
required. The following are sample training methods and resources:

■ Instructor-led training

■ Online computer training

■ Printed training materials

■ Training videos

The training you choose should be determined by the skills the users already have 
and the skills they must learn. In some cases, such as training to use a standard 
IMAP4 client, little training may be required because many people are familiar with 
IMAP4 clients.

It is important to coordinate training with the rollout to ensure that the training is 
given at the same time as the user is migrated to eMail Server.

Training Support Staff
Just as it is important to train users on how to use eMail Server, it is also important 
to train the support staff. The support staff requires in-depth training before the 
roll-out begins.
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Creating Operating Procedures
After planning your implementation, it is recommended that you plan the 
operating procedures to ensure an easy transition to your new system.

Operating procedures include the following:

■ Creating Procedures for Backup and Restore

■ Creating Procedures for User ID and Other Directory Entry Administration

■ Creating Procedures for Server Monitoring

■ Creating a Rollout Plan

Creating Procedures for Backup and Restore
Implementing a consistent set of backup and restore procedures is very important. 
You must determine how often backups are required, such as daily or weekly, 
exactly when and how the backups are done, how the backups are verified, where 
the backup media is stored, and how long the backup media is stored. It is also 
important to create a procedure to restore data when needed.   

Creating Procedures for User ID and Other Directory Entry Administration
User ID administration is a regular task. You must allocate staff to perform user ID 
administration, procedures for them to follow, and training on how to do user ID 
administration.

In addition to administration of user IDs, there are other directory entries that can 
be created, such as organizations, locations, public folders, public aliases, public 
distribution lists, rooms, and equipment. These objects also need to be 
administered.

Creating Procedures for Server Monitoring
High availability is always a goal. To achieve high availability, you need to know 
immediately when there is a problem. There are many server and network 
monitoring tools available that can generate alerts based on detected problems.

Create a plan that describes how the servers are monitored, and what action takes 
place when a problem is detected, such as paging a support person to resolve the 
problem.
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Creating a Rollout Plan
If you have completed all of the previously described planning tasks, most of the 
rollout plan is completed.

Include the following in the rollout plan:

■ The server diagram includes the hardware requirement for each server and any 
additional networking requirements

■ The staffing requirements to support the eMail Server rollout

■ The training plan

■ A rollout schedule that identifies who will get moved to eMail Server and when

■ An outline of the operating procedures

■ A plan for communicating the status of the eMail Server rollout to the user 
community

To formalize the rollout plan, you must obtain management approval and buy-in 
from the user community. 
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