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Preface

The Oracle Internet Directory Administrator’s Guide describes the features,
information architecture, and administration of the Oracle Internet Directory. For
information about installation, refer to the Oracle Internet Directory Installation
Guide for your platform

Intended Audience
This manual is intended for anyone who performs system administration tasks for
the Oracle Internet Directory. You should be familiar with either the UNIX
operating system or the Microsoft Windows NT operating system in order to
understand the line-mode commands and examples. You can perform all of the
commands through the line-mode commands, and you can perform most of the
commands through the Oracle Directory Manager, which is platform-independent.

Using This Book
This book contains the chapters and appendices listed below.   Oracle encourages
you to read the conceptual material presented in the first chapter before attempting
installation and maintenance.

Chapter 1 Introduces LDAP, directories, and the Oracle Internet Directory
features, and provides recommendations for related reading. Lists
typical system administration tasks for the Oracle Internet
Directory, and provides cross-references from tasks to sections in
this document.
xiii



Related Documents
For related information, refer to the following:

■ online help available through the Oracle Directory Manager

■ Oracle8i documentation set

Conventions
The following conventions are used in this manual:

Chapter 3 Provides instructions for running the Oracle Internet Directory
processes, gives connect instructions, and includes detailed charts
of configuration parameters.

Chapter 2 Tours the Oracle Directory Manager, explaining how to navigate
through it.

Chapter 4 Explains how to administer the Oracle Internet Directory schema.

Chapter 5 Explains how to add and modify entries.

Chapter 6 Introduces and explains general system security concerns.

Chapter 7 Explains how to manage access to the Directory.

Chapter 8 Explains replication—installing it the first time, and installing new
nodes into an environment with replication already installed.

Appendix A Describes an alternative method of adding a node to a replicated
Directory system, if the Directory is very large.

Appendix B Lists possible failures, error codes, and provides probable causes.

Appendix C Explains how to use the Oracle Wallet Manager.

Glossary Lists and explains terms and acronyms used in this manual.

Convention Meaning

    .
    .
    .

Vertical ellipsis points in an example mean that information not
directly related to the example has been omitted.

. . . Horizontal ellipsis points in statements or commands mean that
parts of the statement or command have been omitted.
xiv



Your Comments are Welcome
We value and appreciate your comments as an Oracle user and reader. As we write,
revise, and evaluate our documentation, your opinions are the most important
input we receive. At the front of each of our printed manuals is a Readers’
Comment Form, which we encourage you to use to tell us what you like and dislike
about this manual or other Oracle manuals. If the form is not available, please use
the following addresses or the FAX number.

e-mail: infodev@us.oracle.com

Oracle Internet Directory Documentation Manager
Oracle Corporation
500 Oracle Parkway, 4op7
Redwood City, CA 94065
USA

FAX: 650-654-6212

bold Boldface text indicates a term defined in the text, in the glossary, or
in both locations.

italics Terms in italics indicate a variable or special emphasis. Italic is also
used for book titles.

constant width This typeface is used for user input and code examples.

syntax This typeface is used for syntax explanations in code examples.

< > In code examples, angle brackets enclose user-supplied names.

[ ] Brackets enclose a choice of optional items from which you can
choose one or none.

{ } Braces enclose a choice of required items from which you can choose
one.

Convention Meaning
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Introduction

The following sections introduce Oracle Internet Directory, its architecture and
features:

■ Section 1.1, "What is the Oracle Internet Directory?"

■ Section 1.2, "What is a Directory?"

■ Section 1.3, "What is LDAP?"

■ Section 1.4, "Oracle Internet Directory Architecture"

■ Section 1.5, "Oracle Internet Directory Features"

■ Section 1.6, "Administration Tools"

■ Section 1.7, "Further Reading"
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What is the Oracle Internet Directory?
1.1 What is the Oracle Internet Directory?
The Oracle Internet Directory is a directory service implemented as an application
on the Oracle 8i database. It enables retrieval of information about dispersed users
and network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3, the open Internet standard directory access protocol, with the high
performance, scalability, robustness, and availability of the Oracle8i Server.

The Oracle Internet Directory includes:

■ Oracle Directory Server, which responds to client requests for information
about people and resources, and to updates of that information, using a
multi-tiered architecture directly over TCP/IP

■ Oracle Directory Replication Server, which replicates LDAP data between
Oracle Directory Servers

■ Oracle Directory Manager, a graphical user interface administration tool similar
to the Oracle Enterprise Manager

■ A variety of command-line administration and data management tools

1.2 What is a Directory?
A directory is a way of organizing information so that you can find it easily. It lists
objects—for example, people, books in a library, merchandise in a department
store—and gives details about each one.

In a computerized environment, a directory is a specialized database that stores
collections of information about objects. These collections of information are called
entries, and they make up the individual building blocks of the directory. A
directory might contain entries about, for example, employees, their job titles and
salaries. Or its entries might provide information about printers in a network, each
one’s location, and the type of jobs it can perform.

While a directory is a type of database, it is designed very differently from a
relational database. For example, typical use of a directory involves a relatively
small number of data updates, and a potentially very large number of data
retrievals. By contrast, typical use of a relational database—as in OLTP—involves
continuous recording of transactions, but retrievals are done relatively infrequently,
when, for example, an employee needs to generate a monthly report. In short, a
directory is designed to be primarily read-focused, in contrast to a relational
database that is primarily write-focused.
1-2 Oracle Internet Directory Administrator’s Guide



What is LDAP?
Directories also differ from relational databases in that they use relatively simple
transactions to store and retrieve relatively small units of data—for example, an
e-mail address, a telephone number, or a digital portrait. By contrast, a relational
database is designed to handle large and diverse transactions using large data items
and many operations.

In a directory, each entry is associated with a unique distinguished name that
identifies it across multiple servers and administrative regions. Because they are
inherently global, directories can provide users and applications with “location
independence,” making identical information transparently available throughout
the system. This location independence stays intact even if the directory schema is
modified or extended—for example, by adding a new attribute such as an employee
ID to the “person” entries.

1.3 What is LDAP?
LDAP (Lightweight Directory Access Protocol) is the emerging Internet standard
for directory services. It is based on the earlier ISO X.500 Directory Access Protocol
(DAP) standard, but simplifies that standard considerably, allowing LDAP to be
more efficient, straightforward, and easier to implement. LDAP is especially suited
for deployment with Internet-centric, "thin-client" applications.

Oracle Internet Directory implements Version 3 of LDAP, which was approved as a
proposed Internet Standard by the Internet Engineering Task Force (IETF) in
December 1997. LDAP Version 3 improves on LDAP Version 2 in a number of
important areas:

■ Internationalization—LDAP Version 3 allows servers and clients to support
characters used in every language in the world.

■ Referrals—LDAP Version 3 implements a referral mechanism that allows
servers to return references to other servers as a result of a directory query. This
makes it possible to partition a directory information tree across multiple LDAP
servers, enabling global deployment.

■ Security—A standard mechanism for supporting Simple Authentication and
Security Layer (SASL) and Transport Layer Security (TLS) were added,
providing LDAP with a comprehensive and extensible framework for data
security.

■ Extensibility—LDAP Version 3 enables vendors to extend existing LDAP
operations through the use of mechanisms called controls.
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Oracle Internet Directory Architecture
■ Feature and schema discovery—LDAP Version 3 enables publishing
information useful to other LDAP servers and clients, such as what LDAP
protocols are supported and a description of the directory schema.

1.4 Oracle Internet Directory Architecture
As Figure 1–1 on page 1-5 shows, the Oracle Internet Directory is implemented as
an application running on the Oracle 8i server. To communicate with the database,
which may be on the same or on a different platform, the Oracle Internet Directory
uses Net8.

More Information: The LDAP specification is contained in a
number of public documents called RFCs (Requests for
Comments). In particular, LDAP Version 3 is defined in RFC
2251-2256. This is available on the worldwide web at: http://
www.ietf.org/rfc/.

For an additional list of resources on LDAP, see Section 1.7,
"Further Reading."
1-4 Oracle Internet Directory Administrator’s Guide



Oracle Internet Directory Architecture
Figure 1–1 Oracle Internet Directory Architecture
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Oracle Internet Directory Features
1.5 Oracle Internet Directory Features
The Oracle Internet Directory provides the following features, each of which is
described more fully in the next few pages:

■ Scalability

■ High Availability

■ Security

1.5.1 Scalability
Oracle Internet Directory exploits the massive strengths of Oracle8i, enabling
support for terabytes of directory information. In addition, technologies such as
multi-threaded LDAP servers and database connection pooling allow it to support
thousands of concurrent clients with subsecond search response times.

Oracle Internet Directory also provides data management tools for manipulating
large volumes of LDAP data.

1.5.2 High Availability
Oracle Internet Directory is designed to meet the needs of mission critical
deployment applications. One way this is reflected is in its replication capability.
Oracle Internet Directory supports full, multi-master replication between directory
servers. This means that if one server in a replication community is unavailable for
any reason, an administrator can access the directory data from another server.
Information about changes made to a server are stored in special tables on the
Oracle8i database. These are replicated throughout the directory environment by
Oracle’s Advanced Symmetric Replication (ASR), a robust, field-proven replication
mechanism.

Oracle Internet Directory also leverages all of the availability features of the
Oracle8i platform. Because directory information is stored securely in the Oracle8i
database, it is protected by Oracle’s backup capabilities. Additionally, the Oracle8i
database, running with large datastores and heavy loads, can recover from system
failures quickly.

1.5.3 Security
Oracle Internet Directory offers comprehensive and flexible support for directory
access control. This includes entry level, attribute level, and prescriptive access
control to provide varying levels of security to meet the specific needs of enterprise
1-6 Oracle Internet Directory Administrator’s Guide



Administration Tools
and service providers. An administrator can grant or control access to a specific
directory object or to an entire directory subtree. Oracle Internet Directory
implements three levels of user authentication: anonymous, password-based, and
certificate-based using Secure Sockets Layer (SSL)v3 for authenticated access and
data privacy.

1.6 Administration Tools
This section introduces the major tools available to manage the Oracle Internet
Directory. These tools include:

■ OID Control Utility

■ Oracle Directory Manager

■ LDAP Command Line Tools

■ Other Administration Tools, including:

■ LDIF Writer

■ Bulk Loader

■ Other Bulk Tools

■ Catalog Management Tool

■ OID Password Utility

1.6.1 OID Control Utility
OID Control Utility is a command-line tool for issuing run-server and stop-server
commands. The commands are interpreted and executed by the OID Monitor
process. Instructions for using this tool are provided in Section 3.3, "Starting and
Stopping Oracle Internet Directory Server Instances."

1.6.2 Oracle Directory Manager
The Oracle Directory Manager is a graphical user interface tool that enables you to
administer most functional areas of the Oracle Internet Directory. A general
explanation of how to use it is provided in Chapter 2, and more specific instructions
are found in sections explaining how to perform various tasks. The functional areas
managed by this tool are:

■ Schema administration (See Chapter 4.)
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■ Entries management (See Chapter 5.)

■ ACP administration (See Section 7.3.)

■ Partitioning and replicas (See Chapter 8.)

The Oracle Directory Manager includes an extensive online help system to guide
you in the details of its operation.

1.6.3 LDAP Command Line Tools
You can use the widely documented suite of industry-standard LDAP command
line tools to manage your administration tasks. Use the commands, such as
ldapAdd and ldapModify, to access and modify the entries in the Oracle Internet
Directory. In most situations you can use either these commands or the Oracle
Directory Manager. Syntax and examples of the command line tools are provided in
each chapter of this guide. All the LDAP command line tools are listed in
Section 5.2.5.

1.6.4 Other Administration Tools
Oracle Internet Directory includes several other tools designed to make adding and
changing directory data as easy as possible. This section describes these tools.

1.6.4.1 LDIF Writer
LDIF Writer enables the user to copy data from the directory information base into
an LDIF file. An LDIF file is written in LDAP data interchange format, and can be
read by any LDAP compliant directory server. LDIF Writer can be used for
replication in conjunction with the Bulk Loader. Use LDIF Writer when adding a
new node that must contain the data from another node. It can also be used to back
up information from all or part of a Directory. See Section 5.5.

1.6.4.2 Bulk Loader
The Bulk Loader is a tool for loading large numbers of entries to the Oracle Internet
Directory through input files. Instructions for using this tool are provided in Section
5.3, "Adding Entries Using the Bulk Loader."

1.6.4.3 Other Bulk Tools
Other tools for changing a large number of entries are available. They include:

■ Bulk Delete, to remove an entire subtree
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■ Bulk Modify, to modify a large number of entries efficiently

These tools are described in Section 5.6, "Other Bulk Tools."

1.6.4.4 Catalog Management Tool
The catalog management tool enables you to add attributes to the catalog indexes
that are used for attribute searches. For information about when and how to use this
tool, see Section 5.7, "Catalog Management."

1.6.4.5 OID Password Utility
The Oracle Internet Directory enters a password when connecting to an Oracle
database. The default for this password when you install Oracle Internet Directory
is ODS. You can change this password by using the OID Password Utility. For
information, see Section 3.8, "Changing the Password to an Oracle Data Server" on
page 3-28.

1.6.5 Administration Tasks at a Glance
Oracle Internet Directory administration tasks are describe throughout this manual.
See Table 1–1 to find the information you need.

Table 1–1 Administration Tasks and How to Accomplish Them

To learn how to perform this task:
See the discussion in the these
locations:

Run the Oracle Directory Manager and
Connect to a Directory

Section 2.1, "Starting the Oracle Directory
Manager"

Section 2.4, "Adding and Changing
Connections to Directory Servers"

Run and terminate the Directory server
processes

Section 3.2, "Running the OID Monitor
Daemon"

Configure Server instance parameters
using the Oracle Directory Manager

Section 3.4.2.2, "Using the Oracle Directory
Manager to Configure Servers"

Configure Server instance parameters at
the command line

Section 3.4.2.3, "Using ldapAdd to
Configure Servers"

View Server instance parameters Section 3.5, "Viewing and Setting System
Operational Attributes"

View Directory Information Tree (DIT)
hierarchy of entries

Section 5.1, "Managing Directory Entries"
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Add, modify, or delete Directory entries
using the Oracle Directory Manager

Section 4.6, "Using the Oracle Directory
Manager to Add and Modify Attributes"

Add, modify, or delete Directory entries
with line mode commands

Section 5.2.5, "Adding and Modifying
Directory Entries Using LDAP Commands"

Add, modify, or delete attributes using the
Oracle Directory Manager

Section 4.6, "Using the Oracle Directory
Manager to Add and Modify Attributes"

Add, modify, or delete attributes with
LDAP command line tools

Section 5.2.5.1, "Running ldapModify"

Add, modify, or delete Object Classes using
the Oracle Directory Manager

Section 4.3, "Using the Oracle Directory
Manager to Add, Modify, and Delete
Object Classes"

Add, modify, or delete Object Classes with
command line tools

Section 4.4, "Using LDAP Commands to
Add and Modify Object Classes"

Set up security Chapter 6, "Managing System Security"

Set up Access Control Policy Points Section 7.1.3, "ACL Evaluation"

Import bulk data files Section 5.4.2, "Running the Bulk Loader"
and

Section 5.2.5, "Adding and Modifying
Directory Entries Using LDAP Commands"

Set up replication Chapter 8, "Directory Replication"

Important Note: Before you begin any administration tasks, you
must plan the structure of your directory carefully.

Table 1–1 Administration Tasks and How to Accomplish Them

To learn how to perform this task:
See the discussion in the these
locations:
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1.7 Further Reading
For more information on concepts discussed in this chapter, refer to the list of books
and online articles below. Most of the entries in the list also contain references to
other publications.

Chadwick, David. Understanding X.500 The Directory. Thomson Computer Press,
1996.

Hodges, Jeff, Computing and Communication Services, Stanford University,
http://www-leland.stanford.edu/group/networking/directory/x500ldapfaq.html

Howes, Tim and Mark Smith. LDAP: Programming Directory-enabled Applications with
Lightweight Directory Access Protocol.   Macmillan Technical Publishing, 1997.

Howes, Tim, Mark Smith and Gordon Good, Understanding and Deploying LDAP
Directory Services. Macmillan Techical Publishing, 1999.

Kosiur, Dave, LDAP: The next-generation directory?, SunWorld Online, October 1997.

Radicati, Sara, X.500 Directory Services, Technology and Deployment, International
Thomson Computer Press, 1994.

University of Michigan LDAP Repository, http://www.umich.edu/~rsug/ldap/
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Quick Tour of the Oracle Directory Manager

The  Oracle Directory Manager provides a graphical interface from which you can
perform the system administration for the Oracle Internet Directory. This chapter
briefly examines the Oracle Directory Manager—how to launch it, navigate through
it, and connect to Directory servers with it.

This chapter addresses:

■ Section 2.1, "Starting the Oracle Directory Manager"

■ Section 2.2, "Connecting to a Directory Server"

■ Section 2.3, "Navigating the Oracle Directory Manager"

■ Section 2.4, "Adding and Changing Connections to Directory Servers"

■ Section 2.5, "Searching with the Oracle Directory Manager"

■ Section 2.6, "Administration Tasks"
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2.1 Starting the Oracle Directory Manager
You can administer Directory tasks either from the Oracle Directory Manager or by
running LDAP command line tools. This chapter explains how to run the Oracle
Directory Manager from either the Windows NT or Sun Solaris platform.

2.1.1 In a UNIX Environment
To run the Oracle Directory Manager in a UNIX environment, type at the system
prompt:

oidadmin

2.1.2 In a Windows Environment
In an NT or Windows 95 environment, you can launch the Oracle Directory
Manager from the Start menu. Type at the Run command:

oidadmin

Or, from a DOS command prompt, type:

oidadmin

2.2 Connecting to a Directory Server
The first time you launch the Oracle Directory Manager, you must log into an
Oracle Internet Directory server. When you start the Oracle Directory Manager for
the first time, a window appears as shown in Figure 2–1.

Figure 2–1 Initial Window

When you press the Ok button, a window appears from which you select an
available server. When you have done so another window appears that shows the
2-2 Oracle Internet Directory Administrator’s Guide



Connecting to a Directory Server
selected server and the default port, 389. You can change the port if you wish.
However, if you have an Oracle Internet Directory running on a non-default port,
you must make sure that any clients that will use it are informed of the correct port
to use.

For information on starting an Oracle Internet Directory server, see Chapter 3,
"Configuring and Running an Oracle Internet Directory Server".

Figure 2–2 Server Selection Window

When you press the Ok button, a login window appears, as shown in Figure 2–3.

Figure 2–3 Directory Server Login Window

Type the information specific to this server instance into the respective fields:

User Browse and select a user, or type the user in a Distinguished Name (DN)
format, for example, cn=Susie Brown, ou=HR, o=acme, c=us.
Alternatively, choose a standard username, such as  cn=orcladmin. This
is a special DN with superuser powers.
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Press Login.

The Oracle Internet Directory opening window (Figure 2–4) appears.

Password Type the startup password in this field as specified in the installation
booklet, or type the password you requested during installation.

Server  Select the host containing the Directory server to which you want to
connect by selecting it from the Server list. If you are already connected
to a Directory server, and you want to connect to a Directory server on a
different host, click the button to the right of the Server field. A dialog
box presents you with a list of available servers. Select the one you want
and click OK. If you want to add a Directory server, click Add. The
Directory Server Connection dialog box appears. Type the name of the
Directory server you want to add, then click OK.

Port The default port (389) displays in this field. For information about
changing ports and their impact on security, refer to the chapter on
security, Section 6.5, "Configuring SSL Parameters." If there is  more
than one Directory server instance on the same host, each Directory
server instance has a different port..
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Figure 2–4 Oracle Directory Manager Opening Window
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2.3 Navigating the Oracle Directory Manager
Like the Directory itself, the Navigator pane  (left side of the double window panel)
has a tree-like structure. When the Oracle Directory Manager first opens, the
Navigator pane shows only one entry, "Oracle Internet Directory Servers." By
clicking the plus sign(+) next to the entry, subcomponents of that entry appear. Any
of the entries that have plus signs in front of them also have subentries. The plus
sign becomes a minus sign (-) when the entry is expanded. You can expand and
contract the tree by clicking on the plus signs and minus signs.

For example, if you select the plus sign next to Oracle Internet Directory Servers in
the opening window Navigator pane, it expands to show the connection
information for the server to which you are connected, as shown in Figure 2–5.

Figure 2–5 Directory Server Connections

By clicking on the plus sign next to the server information, you make a number of
other choices appear in the Navigator pane.
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You can navigate around the Oracle Directory Manager using any combination of
the following options.

■ Select menu items from the drop-list menus across the top of the window.

■ Use buttons on the toolbar across the top of the left pane to perform generic
actions, such as create, create-like, and delete.

■ Click the entries in the Navigator pane in combination with the tabs in the work
pane (right side of the double window panel). For example, as shown in
Figure 2–6, clicking the Navigator entry Schema Management causes its
associated panel group to display in the right pane. You can view and
manipulate information on four tab pages by clicking tabs in the right pane.

■ Some work panes also include buttons you can click to start a task. For
example, in the Schema Management pane, buttons are available to create a
new object, create-like, or delete a selected object.
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Figure 2–6 Schema Management Pane

■ The buttons along the bottom of a field affect that field, while the buttons at the
bottom of the pane refer to the whole pane. For example, in Figure 2–6 the
buttons immediately below the Object Classes field are related to the contents of
the field, whereas the buttons at the bottom of the pane affect the entire pane.

Note: Some windows contain buttons labeled Apply and OK. If
you press Apply, the changes you have made are committed, and
the window remains available for more changes. If you press OK,
the changes you have made are committed, and the window closes.
Similarly, some windows have buttons that are labeled Revert and
Cancel. If you press Revert, the changes you have made in that
window do not take effect, and the window stays open for further
work. If you press Cancel, the changes you have made in that
window do not take effect, and the window closes.
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Many of the work panes display tabs across the top. The same tabs may be listed in
a tree-like vertical directory in the navigator pane. You can access the corresponding
fields either by clicking the tabs or by clicking the entry in the tree in the Navigator
pane.

 All work is accomplished in the right pane of the window.

2.3.1 The Oracle Directory Manager Menu Bar
Table 2–1 lists the menus you can access by using the menu bar, and describes the
items in each menu. Menu items become enabled or disabled depending on the
pane or tab page you are displaying in the Oracle Directory Manager.
 :

Table 2–1 The Menu Bar

Menu Menu Items

File Create—Add a new directory entry

Create Like—Add a new entry using an existing entry as a template

Connect—Connect to a directory server selected in the Navigator pane

Disconnect—Disconnect from a directory server selected in the Navigator pane

Exit—Exit the Oracle Internet Directory

Edit Edit—Modify an entry’s attributes

Remove—Remove a selected directory entry

View Refresh—Update data stored in memory to reflect changes in the database

Tear-Off—Generates a secondary dialog containing the fields and values
displayed in the the Oracle Directory Manager’s right pane. Useful when
comparing two pieces of information.

Operation Create Object Class—Displays the New Object Class dialog box which you use
to add a new object class

Create Attribute—Displays the New Attribute Type dialog box which you use
to add a new attribute to an entry

Create Access Ctrl Point—Displays the New Access Control Point dialog box
which you use to add a new ACP

Create Entry—Displays the New Entry dialog box which you use to add a new
directory entry

Manage Attributes—Add/delete optional attributes of an entry
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2.3.2 The Oracle Directory Manager Toolbar
Figure 2–7 and the ensuing table illustrate and describe the Oracle Internet
Directory toolbar. Buttons become enabled or disabled depending on the pane or
tab page you are displaying in the Oracle Directory Manager.

Figure 2–7 Oracle Directory Manager Toolbar

Help Contents—Displays the Contents tab page of the Help Navigator

Search for Help On...—displays the Help Search dialog box which you use to
search for words in the online help guide

About Oracle Internet Directory—Displays Oracle Internet Directory version
information

Button Purpose

1 Connect/Disconnect—Connect to or disconnect from a directory server selected
in the Navigator pane

2 Refresh—Update data stored in memory to reflect changes in the database

3 Create—Add a new directory entry

4 Create Like—Add a new entry using an existing entry as a template

5 Edit—Modify an entry’s attributes

6 Delete—Remove a selected directory entry

7 Manage Attributes—Add/delete optional attributes of an entry

8 Help—Displays the Index tab page of the Help Navigator

Table 2–1 The Menu Bar

Menu Menu Items

1 2 3 4 5 6 7 8
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2.4 Adding and Changing Connections to Directory Servers
You can be connected to more than one Directory server at the same time. If you
elect to do so, each Directory server is listed underneath Oracle Internet Directory
Servers in the Navigator pane. Connecting to one or more Directory servers allows
you to view and modify the Directory data, schema, and security.

2.4.1 Connecting to a Different Directory
To connect to another Directory, from the Oracle Internet Directory Servers pane
press the New button. See Figure 2–5. Follow the login procedures described in
Section 2.2.

2.4.2 Disconnecting from a Directory Server
You can disconnect from a Directory server while you are running the Oracle
Directory Manager through the File menu option Disconnect. Additionally, when
you stop running the Oracle Directory Manager you will be automatically
disconnected from the Directory servers that you were connected to. These
Directory server connections are maintained in a file, however, so that when you
launch the Oracle Directory Manager again, those server connections will appear.
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2.5 Searching with the Oracle Directory Manager
You can use the search functions of the Oracle Directory Manager to do the tasks
described in the following sections:

■ Search for a Directory Entry

■ View Directory Entry Attributes

■ Search for Entries in the Audit Log

2.5.1 Search for a Directory Entry
1. Click Entry Management in the Navigator pane. The Search fields appear in the

right pane (Figure 2–8).
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Figure 2–8 Searching with the Oracle Directory Manager

2. In the Root of the Search text box, enter the DN of the root of your search.

For example, suppose you want to search for an employee who works in the
Manufacturing division in the IMC organization in the Americas. The DN of the
root of your search would be:

ou=Manufacturing,ou=Americas,o=IMC,c=US

You would therefore type that DN in the Root of the Search text box.

You can also select the root of your search by browsing the directory tree. To do
this:

a. Click Root of the Search. The Select Root of Search: Tree View dialog box
(Figure 2–9) appears.
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Figure 2–9 Select Root of Search

b. Click the + next to Tree View to display its entries.

c. Continue navigating to the entry that represents the lowest level you want
for your tree view.

d. Select that entry and click OK. The DN for the root of your search appears
in the Root of the Search text box in the right pane of Oracle Directory
Manager.

3. In the Max Results text box, type the maximum number of entries you want
your search to retrieve.

4. In the Search Depth list, select the level to which you want to search. The
options are:

■ Base—To retrieve entries that function only as directory roots
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■ One Level—To limit your search to all entries beginning one level down
from the root of your search

■ Subtree—To search entries within the entire subtree, including the root of
your search

5. In the Search Criteria field, use the lists and text boxes on the search criteria bar
(Figure 2–10) to focus your search.

Figure 2–10 Search Criteria Bar

a. In the drop-down menu at the left of the search criteria bar, select the
attribute for which you want to search.

b. In the drop-down menu at the right of the search criteria bar, type the value
for the attribute you just selected.

c. In the middle drop-down menu of the search criteria bar, select a filter.
Options are:

* Begins With—To search by using only the first few letters of the
attribute’s value. For example, "cn Begins With Bal" retrieves all entries
in which the first few letters of the cn attribute are "Bal". These would
include Balazs, Baldwins, Ball, Balogh, etc.

* Ends With—To search by using only the last few characters of the
attribute’s value.

* Contains—If the attribute includes, but is not necessarily limited to, the
value you enter. For example, "cn Contains wins" retrieves all entries in
which the cn attribute contains the letters "wins". These would include
Winslow, Czerwinski, Winship, etc.

* Exact Match—To enter a value that is exactly the same as that found in
the attribute. For example, "cn Exactly Matches Baldwins" retrieves all
entries in which cn=Baldwins.

Note: Not all attributes are used in every entry. Be sure that the
attributes you specify actually correspond to those in the entries for
which you are looking. Otherwise, the search will fail.
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* Greater or Equal—To search for attributes that are numerically or
lexicographically greater than or equal to the value you enter. For
example, "cn Greater or Equal Baldwins" retrieves all cn attributes from
the first Baldwins to the end of the alphabet.

* Less or Equal—To search for attributes that are numerically or
lexicographically less than or equal to the value you enter. For example,
"cn Less or Equal Baldwins" retrieves all cn attributes from the first
Baldwins to the beginning of the alphabet.

* Present—To determine if the attribute is present at that level of the tree.
You do not need to enter a value to employ this relationship. The
phrase "cn Present" retrieves all entries with that attribute at that level
of the tree.

6. Beneath the Search Criteria field are five buttons described in the table below.
See (Figure 2–8 on page 2-13). Use these buttons to further refine your search.

7. Click Search. The results of your search appear in the lower portion of the right
pane.

Button Description

New Creates a new search criteria bar in the Search Criteria field. This button is
enabled only when the Search Criteria field is empty.

And Creates another search criteria bar in the Search Criteria field. Matches all
entries with one specified attribute that also have another specified attribute.
For example, "cn=Baldwins And title=Laborer" retrieves all Baldwins who are
also laborers.

Or Creates another search criteria bar in the Search Criteria field. Matches all
entries with either one specified attribute or another. For example, "cn=Laborer
Or cn=Foreman" retrieves all employees who are either laborers or foremen.

Not Negates the criteria in the selected search criteria bar and matches all entries
that do not have the attribute specified. For example, "cn=Baldwins And Not
title=Laborer" retrieves all Baldwins who are not laborers.

Delete Deletes a selected search criteria bar
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2.5.2 View Directory Entry Attributes
Once you have displayed the results of your search, click the entry whose attributes
you want to view. An Entry dialog box (Figure 2–11) displays the attributes for that
entry.

Figure 2–11 Entry Dialog Box

Some attributes may also be DNs. For example, one attribute for a given employee
might be his or her manager. That manager, in turn, has a DN. In this case, when
you display the Entry dialog box for the employee, you would see a button next to
the Manager text box. You could find information about that manager by clicking
the button, and this would display the Directory: Entry Management dialog box.
Follow the steps mentioned in Section 2.5.1, "Search for a Directory Entry." on
page 2-12 to retrieve information about that manager using the Directory: Entry
Management dialog box.
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2.5.3 Search for Entries in the Audit Log

2.6 Administration Tasks
You can perform most of the Oracle Internet Directory administrative tasks through
the Oracle Directory Manager as well as with the LDAP command line tools. Tasks
that you cannot perform through the Oracle Directory Manager involve running
processes, such as starting and stopping the OID Monitor (oidmon) process and
starting and stopping server instances.

Note: Release 2.0 of the Oracle Directory Manager does not
display binary attributes such as jpeg images.

More Information: For instructions on how to search for entries in
the audit log, see Section 3.7, "Using Audit Log."
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Configuring and Running an Oracle Internet

Directory Server

This chapter explains how to manage the Oracle Internet Directory processes using
the Oracle Directory Manager and LDAP command line tools. The administration
tasks are explained in the following sections:

■ Section 3.1, "Overview"

■ Section 3.2, "Running the OID Monitor Daemon"

■ Section 3.3, "Starting and Stopping Oracle Internet Directory Server Instances"

■ Section 3.4, "Configuring Directory Server Parameters"

■ Section 3.5, "Viewing and Setting System Operational Attributes"

■ Section 3.6, "Setting Debug Logging Levels"

■ Section 3.7, "Using Audit Log"

■ Section 3.8, "Changing the Password to an Oracle Data Server"
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Overview
3.1 Overview
This section discusses the components of the Oracle Internet Directory server and
provides conceptual information about how the Oracle Internet Directory works.
We recommend that you read this section before actually configuring the Oracle
Internet Directory.

Topics in this section:

■ Architecture of an Oracle Internet Directory Node

■ Architecture of an LDAP Server Instance

3.1.1 Architecture of an Oracle Internet Directory Node
An Oracle Internet Directory node includes the following major components:

■ An LDAP server instance. This is a collection of server processes which service
LDAP directory requests through a single listener/dispatcher listening at a
specific TCP/IP port number. There can be more than one LDAP server
instance on a node, each listening on a different port.

■ A replication server is responsible for tracking and sending changes to
replicated servers in an Oracle Internet Directory system. There can be only one
replication server on a node. You can choose whether or not to install and use
the replication server. Replication is described briefly later in this chapter, and
in more detail in Chapter 8 and Appendix A.

■ An Oracle8i database stores the directory data. Oracle Corporation strongly
recommends that you dedicate a database for use by the directory. The database
can reside on the same node as the servers, or on a separate node.

■ The OID Monitor initiates, monitors, and terminates the Oracle Internet
Directory server processes. It also controls the replication server, if you elect to
install it. When you issue commands through the OID Control Utility to start or
stop instances of the Oracle Internet Directory, your commands are interpreted
by this process. For a detailed explanation of the OID Monitor, refer to Section
3.2, "Running the OID Monitor Daemon." For a description of the OID Control
Utility, see Section 1.6.1.

Figure 3–1 shows the components and their relationships on a single node.
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Figure 3–1 A Typical Oracle Internet Directory Node

The OID Monitor communicates with the servers by way of the operating system.
The Replication server uses LDAP to communicate with an LDAP server instance.
To communicate with the database, all components use Net8. Oracle Directory
Manager and the LDAP command line tools communicate with the Oracle Internet
Directory (LDAP) servers over LDAP.

In Figure 3–1, The database is on the same node as the Directory servers. However,
since all connections with the database are through Net8, it is possible to use a
database on a different node.
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3.1.2 Architecture of an LDAP Server Instance
Each LDAP server instance looks something like the illustration in Figure 3–2.

Figure 3–2 LDAP Server Instance Architecture

The components of the LDAP server instance include:

■ A listener/dispatcher mechanism that listens for LDAP commands at its port.

■ Server processes, created when the LDAP server instance starts. The number
created is determined by a configuration parameter ((orclserverprocs). The
default is one.

■ Database connections from each server process, which are spawned as needed,
up to a maximum number determined by a configuration parameter
(orclmaxcc). The default value for this parameter is ten.
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3.2 Running the OID Monitor Daemon
The OID Monitor daemon (oidmon) executes the start-server and stop-server
requests that you initiate from the OID Control Utility (oidctl). See Section 3.3,
"Starting and Stopping Oracle Internet Directory Server Instances." The OID Control
Utility communicates with the OID Monitor by placing message data in Oracle
Internet Directory server tables. The OID Monitor is also responsible for monitoring
servers and restarting them if they have stopped running for abnormal reasons.

When it starts a server instance, the OID Monitor adds an entry into the Directory
instance registry and updates data in a process table. When it shuts down the server
instance, it deletes the registry entry as well as the data corresponding to that
particular instance from the process table. If the OID Monitor restarts a server that
has stopped abnormally, it updates the registry entry with the start time of the
server.

All OID Monitor activity is logged in the log file:

$ORACLE_HOME/ldap/log/oidmon.log

3.2.1 Setting the Environment Variables
To run the OID Monitor process, you must have the following environment variable
set:

NLS_LANG=AMERICAN_AMERICA.UTF8

Important Note: The OID Monitor daemon must be running to
process the start-server and stop-server commands that you initiate
through OID Control.
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3.2.2 Command to Start and Stop the OID Monitor
To start or stop the OID Monitor, type at the system prompt:

oidmon connect= <db_connect_string>  [sleep= <seconds> ] {start|stop}

3.2.3 Example of Starting and Stopping the OID Monitor
Starting the OID Monitor is different from starting an instance of the Oracle Internet
Directory server. To start the OID Monitor, at the system prompt type:

oidmon connect= <db_connect_string>  sleep=< seconds > start

For example:

oidmon connect=dbs1 sleep=10 start

To stop the OID Monitor, type at the prompt:

oidmon connect= <db_connect_string>  stop

For example:

oidmon connect=dbs1 stop

Table 3–1 OID Monitor command line syntax

Argument Description

db_connect_string Connect string of the database to which you want to
connect. This is the network service name set in the
tnsnames.ora file.

seconds Number of seconds after which the OID Monitor
should check for new requests from OID Control and
for requests to restart any servers that may have
stopped. The default sleep time is 10 seconds.

start Starts the OID Monitor process

stop Stops the OID Monitor process
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3.3 Starting and Stopping Oracle Internet Directory Server Instances
To start and stop Oracle Internet Directory server instances, use the OID Control
Utility. Through OID Control you can initiate start-server and stop-server messages
that are executed by OID Monitor. This section explains how to generate OID
Control start-server and stop-server messages.

3.3.1 Starting and Stopping an LDAP Server Instance
Enter the appropriate OID Control command at the system prompt:

oidctl connect= <db_connect_string>  server={OIDLDAPD} instance= <server_instance_
number> [configset= <configset_number> ] flags=’ -p <port_number> -d <debug_level>
-l <change-logging> - server  <n> ’ {start|stop|restart}

In the OID Control command, all flags are optional when starting and stopping an
LDAP server instance.

3.3.2 Starting and Stopping the Replication Server Instance
Enter the appropriate OID Control command at the system prompt:

oidctl connect=<db_connect_string> server={OIDREPLD}instance=<server_instance_
number> [configset=<configset_number>] flags=’ -h <hostname> -p <port_number>
-d <debug_level>’ -z <transaction size> {start|stop|restart}

In the Oracle Directory Replication Server, the -h flag, which specifies the host
name, is mandatory, while all other flags are optional.

3.3.3 Usage Notes for Starting and Stopping Oracle Internet Directory Server
Instances

■ Single quotes are mandatory around the flags.

■ The configset identifier will default to zero (configset0) if not set.

■ Neither flags nor configset is required when stopping a server.

Important Note: The OID Monitor must be running to process the
start- and stop-server commands that you initiate.
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Arguments for the command line syntax, shown in Table 3–2, contain concepts
explained elsewhere in this book and in the glossary. For your convenience,
cross-references to these concepts are provided in the chart.

Table 3–2 OID Control Command Line Syntax

Argument Description Explained in Chapter-Section

db_connect_string This is the name specified in the tnsnames.ora file,
located in $ORACLE_HOME/network/admin

See Net8 Administrator’s Guide

server Type of server to start (valid values are OIDLDAPD
and OIDREPLD). This is not case-sensitive.

Section 3.2, "Running the OID
Monitor Daemon."

server_instance_
number

Instance number of the server to start Section 3.4, "Configuring Directory
Server Parameters."

configset_ number Configset number used to start the server. This
defaults to configset0 if not set.

Section 3.4, "Configuring Directory
Server Parameters."

Flags:

-p  <port_num>

-d <debug_level>

-h <host_name>

-l [true|false]

-m [true|false]

-server <n>

-z <transaction
        size>

Specifies a port number during server instance
startup. Default port if not set is 389.

Specifies a debug level during server instance
startup

Specifies the host name on which ldap server runs.
(Replication server only)

Turns replication change-logging on and off. The
default is true (values = true and false). (Directory
server only)

Turns conflict resolution on and off. The default is
true (values = true and false). (Replication server
only)

Specifies the number of server processes to start on
this port

Specifies the number of changes applied in each
replication update cycle. If you do not specify this,
the number is determined by the Oracle Directory
Server sizelimit parameter, which has a default
setting of 1024. You can configure this latter setting.

Section 6.5, "Configuring SSL
Parameters."

Section 3.6, "Setting Debug Logging
Levels"
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3.3.4 Examples: Starting and Stopping Directory Server and Replication Server
Instances

To start a directory server whose net service name is dbs1, using configset5, at
port 12000, with a debug level of 1024, and an instance number 3, and turning off
change-logging, type at the system prompt:

oidctl connect=dbs1 server=oidldapd instance=3 configset=5 flags=’-p 12000
       -d 1024 -l false’ start

To stop the directory server started by the example above, type at the prompt:

oidctl connect=dbs1 server=oidldapd instance=3 stop

To start the Replication server with an instance=1, at port 12000, with debugging set
to 1024, type at the system prompt:

oidctl connect=dbs1 server=oidrepld instance=1 flags=’-p 12000 -h eastsun11 -d
1024’ start

To stop the Replication server started by the example above, type at the prompt:

oidctl connect=dbs1 server=oidrepld instance=1 stop

start Starts the server specified in the ’server’ argument. Section 3.2.2, "Command to Start
and Stop the OID Monitor."

stop Stops the server specified in the ’server’ argument. Section 3.2.2, "Command to Start
and Stop the OID Monitor."

restart Stops and restarts the server specified in the ’server’
argument.

Section 3.4.2.1, "Restarting the
Server Instance."

Important Note: If you choose to use a port other than the default
port (389 for non-secure usage or 636 for secure usage), then you
must tell the clients what port to use to locate the Oracle Internet
Directory. If you use the default ports, clients can connect to the
Oracle Internet Directory without referencing a port in their
connect requests.

Table 3–2 OID Control Command Line Syntax (Cont.)

Argument Description Explained in Chapter-Section
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3.3.5 Starting the Directory Server Without a Configuration Set
If the Directory server fails to start, you can override all user-specified configuration
parameters to start the Directory server and then return the configuration sets to a
workable state using the ldapModify operation.

To start the Directory server using its hard-coded default parameters instead of the
configuration parameters stored in the Directory, type at the prompt:

oidctl connect=< db_connect_string > flags=’-p < port_num > -f’

The -f option in the flags starts the server with hard-coded configuration values,
overriding any defined configuration sets except for the values in configset0.
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3.4 Configuring Directory Server Parameters
The configuration information required to run Oracle Internet Directory instances is
stored as Directory entries, called configuration set entries, or configsets (see
Figure 3–3). When you start an instance of a server using the OID Control, the
command contains a reference to one of these configsets. The information in that
configset is used when the Directory server instance starts.

The Directory server is installed with default configuration set entries so that you
can run the Directory server immediately. You can create customized configsets by
adding new ones that change specific parameters to meet your needs. You can add
these entries using either the Oracle Directory Manager or the ldapAdd command
line tool.

You can view and modify all configuration set entries through the Oracle Directory
Manager. To modify parameters for an instance, modify the configuration set entry
to which it refers and restart the instance, referring to a different configuration set
entry.

Important Note: Although you can override values in the default
configuration set, configset0, all of your changes will be carried
over to every new configuration set entry that you create, because
configset0 values are used as the template for all new configuration
set entries. It is better to create new configuration set entries when
you want to change values that should not always be in effect for
every instance of the server that you run. Note that, in Release 2.0,
this applies to the LDAP server instances only. The Oracle
Replication Directory Server supports one configuration set only in
this release.
Configuring and Running an Oracle Internet Directory Server 3-11



Configuring Directory Server Parameters
Figure 3–3 Directory Entry Hierarchy Showing Multiple Configuration Set Entries

3.4.1 Why Have Multiple Configuration Set Entries?
You may want to establish a separate instance of a Directory server with different
values. If you do not want those values to be exercised by all users, set up a new
configuration set entry and run a separate server instance pointing to that configset
for groups with special needs.

For example, you might want to run a separate instance of the Directory server that
listens at port 636 for SSL connections. In this case, you would create a
configuration set entry with SSL enable set to "on" (1), and then issue a start-server
message through the OID Control that refers to this configset.

3.4.2 Adding and Modifying Server Configurations
When you issue a start-server message through the OID Control, the start-server
message refers to a configuration set entry containing server parameters. You can
add, modify, and delete configuration set entries through the Oracle Directory
Manager, as explained in Section 3.4.2.2, "Using the Oracle Directory Manager to
Configure Servers."

Alternately, you can add and modify configuration set entries using the LDAP
command line tools:

■ To add new configuration set entries, use the ldapAdd command line tool.
See Section 5.2.5.3, "Running ldapAdd."

■ To modify configuration set entries, use the ldapModify command line tool.
See Section 5.2.5.1, "Running ldapModify."

■ For examples of these commands, see Section 3.4.2.4, "Using ldapModify to
Change a Server Configuration."

root DSE

cn=subConfigSubEntry

cn=osdldapd cn=osdrepld

cn=instance0 cn=instance1

cn=instance0
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The input LDIF file for adding a new configuration set entry should contain only
the attributes and values that you intend to override. The Directory server uses the
attribute values that you establish in the new configuration set entry to override its
own default values for these attributes.

Table 3–3 lists the whole set of attributes that are used to configure an instance of a
Directory server. For detailed information about configuration parameters for SSL,
see Chapter 6. For detailed information about configuration parameters for
replication, see Chapter 8.

Table 3–3 Configuration Set Entry Attributes

Attributes Description
Default Value for
configset0

orcldebuglevel debug level associated
with this instance of the
server

0

orclmaxcc maximum number of
concurrent database
connections

10

orclsuname DN for the Super User. By
default the super user has
unrestricted access to all
data.

cn=admin

orclserverprocs Specifies the number of
server processes to start

1

orclsslauthentication authentication mode used
by Directory

1

orclsslenable 0

orclsslport SSL port 636

orclsslversion SSL version 3

orclsslwalletpasswd wallet password change_before_use

orclsslwalleturl wallet location file://
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3.4.2.1 Restarting the Server Instance
If you change a configuration set entry that is referenced by an active server
instance, you have to stop that instance and restart it if you want the changed value
in the configuration set entry to take effect on that server instance. You can do this
manually, or you can use the OID Control restart command. This single command
stops and restarts the server instance.

 The command syntax is as follows:

oidctl connect=< db_connect_string > server=[oidldapd|oidrepld] instance=< num> restart

In this command syntax:

For example, suppose that Oracle Internet Directory server instance 1 were started,
using configset3, using a database with the connect string dbs1. While the server is
running, you change one of the attributes in the configset. To enable the change to
take effect on this server instance, enter the following command:

oidctl connect=dbs1 server=oidldapd instance=1 restart

If there were more than one instance of the Oracle Internet Directory server running
on that node using configset3, then all the instances could be restarted at once using
the following command syntax:

oidctl connect=dbs1 server=oidldapd restart

Note that this command restarts all the instances running on the node, whether they
are using configset3 or not.

<db_connect_string> The connect string of the database to which you want to connect.
This is the net service name defined in the tnsnames.ora file.

 <num> The instance identifier

Important Note: During the restart process, clients cannot access
the Oracle Internet Directory server instance. However, the process
takes only a few seconds to execute.
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3.4.2.2  Using the Oracle Directory Manager to Configure Servers
You can use the Oracle Directory Manager to view, add, modify, and delete
configuration set entries.

3.4.2.2.1 Viewing Configuration Parameters for an Active Instance

To view an active server instance, follow these steps:

1. Expand an instance in the Navigator pane.

2. Expand Server Management in the Navigator pane.

3. Click Directory Server in the Navigator pane.

The parameters of the active instance appear in the right pane, as shown in
Figure 3–4. Scroll horizontally to see them all in the work pane.

Important Note: You cannot change the parameters for an active
instance directly; you must change the parameters in a
configuration set entry and save it. After the configuration set entry
is saved, use the OID Control restart command to stop current
instances and restart them.

You can change a configuration set and start fresh instances that use
the new parameters. The changes will not affect the older instances
that are still running, however, unless they have been restarted.
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Figure 3–4 Viewing Processes Online

To display a window that shows all the configuration parameters for an
instance, select the instance in the right pane and double click. A window like
that in Figure 3–5 appears.
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Figure 3–5 Instance Configurations and Stored Configuration Sets

You can see all the parameters for the instance by selecting the tabs across the top of
the window. However, you cannot change them in this window. To change them,
you must change the configuration set entry on which they are based.

3.4.2.2.2 Changing Configuration Parameters

To create, create-like, or modify the values in a configuration set entry, expand
Directory Server and select the Default Configuration Set in the Navigator Pane.
The configuration set parameters appear in the right pane, as shown in Figure 3–6.
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Figure 3–6 Viewing and Modifying a Configuration Set Entry

Refer to the Oracle Directory Manager online help for information about how to use
this pane. For a description of each configuration parameter, refer to Table 3–3,
"Configuration Set Entry Attributes." You can change any of the values. Press Apply
to save them.

Note: Remember, the changes will not affect the active instance
until you restart it.
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3.4.2.3 Using ldapAdd to Configure Servers
If you are adding a new Oracle Internet Directory server instance, you need to add a
new configuration set entry for the new instance. To do so, create an input file, and
then load the input file with ldapAdd. These operations are explained in the steps
below.

1. Create the input file in a text editor.

When you create the input file, you need to define or include only those
attributes that differ from the installed defaults.

■ Input files must use LDIF format, which is explained in Section 5.4, "Using
the LDAP Data Interchange Format (LDIF)."

■ In the example of the ldapAdd input file shown in Example 3–1, the
parameter configset2 is the RDN, or local name, of the new entry.

Example 3–1 Example of a Server Configuration Input File

dn:cn=configset 2, cn=osdldapd, cn=subconfigsubentry
cn=configset 2
objectclass=orclConfigSet
objectclass=orclLDAPSubConfig
objectclass=top
orcldebuglevel=0
orclmaxcc=10
orclsslauthentication=1
orclsslenable=1
orclsslport=5000
orclsslversion=3
orclsslwalletpasswd=change_before_use
orclsslwalleturl=file://

2. Run ldapAdd with an input file.

At the system prompt, type the command to add the input file. If the example
shown in Example 3–1 were given the file name newconfigs, the ldapAdd
command would look something like the following:

ldapadd [ options ] -f newconfigs

For a detailed list of options available with this command, refer to Section
5.2.5.3, "Running ldapAdd."
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3.4.2.4 Using ldapModify to Change a Server Configuration
To modify an existing configuration set entry, create an input file containing only
the attributes that you want to change, and then load the input file with the
ldapModify command. These operations are explained in the steps below.

1. Create the input file.

When you create the input file, define or include only those attributes that
differ from the installed defaults.

Input files must have LDIF format. LDIF format is explained in Section 5.4,
"Using the LDAP Data Interchange Format (LDIF)." Refer to Example 3–1,
"Example of a Server Configuration Input File," for an example of an LDIF
file.

In the example of the input file shown below, the parameter configset 2 is the
RDN, or local name, of the new entry. This example shows an input file that you
could use with ldapModify to modify one of the attributes in a configuration set
entry.

dn:cn=configset2, cn=osdldapd, cn=subconfigsubentry
changetype: modify
replace: orclsslport
orclsslport: 7000

This input file for the ldapModify command changes the value for the "ssl enabled"
attribute in this configuration set entry to 1, which enables SSL.

2. Run ldapModify referencing the input file.

Type the command to reference the input file at the system prompt. For
example, if the input file were named configfile, your ldapModify command
would look something like the command shown below:

ldapmodify [ options ] -f configfile

For the complete list of server configuration parameters, their descriptions, and
default values, refer to Table 3–3, "Configuration Set Entry Attributes." For a more
detailed discussion of ldapModify, and a list of its options, see Section 5.2.5.1,
"Running ldapModify."
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3.5 Viewing and Setting System Operational Attributes
You can view and set the operational attributes for each Oracle Internet Directory
server to which you are connected using the Oracle Directory Manager. To display
this panel, expand Oracle Internet Directory Servers in the Navigator pane, and
then select a server. System Operational Attributes will appear in the right pane, as
shown in Figure 3–7.

Figure 3–7 Viewing System Operational Attributes

The operational attributes for each Directory are listed in the right pane. You can
change the values for the following attributes in the pane:

■ NamingContexts

■ Orcl Server Mode

■ Orclenableaudit
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To change the value of the Naming Contexts, you can enter a new value directly in
the field. If you are not sure of the value, you can click the attribute to bring up a
search window. Use the search window to find alternative values.

You can change Orcl Server Mode by replacing the entry in the text box with the
alternative. Choices are rw (read-write) or r (read only).

3.6 Setting Debug Logging Levels
To set debug logging levels, restart the Oracle Directory Server using the -d option,
and use the debug level number based on Table 3–4. Since debug levels are
additive, you need to sum together the numbers representing the functions that you
want to activate, and use that sum in the command line option.

For example, if you want to trace function calls (1) and active connection
management (8), you would enter 9 as the debug level (8 + 1 = 9) as follows:

oidctl ... flags= ’-d9’
Table 3–4 provides the complete list of debug logging levels.

Table 3–4 Debug Logging Levels

Logging
Level
Value Function

1

2

4

8

16

32

64

128

256

512

1024

2048

4096

65535

trace function calls

debug packet handling

heavy trace debugging

connection management

print out packets sent and received

search filter processing

 configuration file processing

access control list processing

stats log connections/operations/results

stats log entries sent

print communication with the back-end

print entry parsing debugging

schema-related debugging

enable all debugging
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3.7 Using Audit Log
The audit log maintains a log of critical events on the Oracle Internet Directory
server that are important from a security point of view or for operations. An
administrator can query the audit log using ldapSearch commands. Because the log
generation is contingent upon events occurring on the server, only the Oracle
Internet Directory server itself can create the log entries. You cannot add audit log
entries with LDAP operations. Only the server can add entries.

The audit log is made up of regular directory entries, one entry for each event. You
can specify search criteria using ldapSearch, and you can view the audit log entries
using the Oracle Directory Manager.

The DN for the audit log container object is cn=auditlog. To search for audit log
entries, you must do a subtree or one level search, with the container object
(cn=auditlog) as the base of the search.

By default audit logging is turned off. To turn it on, modify the DSE entry attribute
orclauditlevel to the level you want. You can configure audit levels to audit selected
events only.

To clean up audit log entries, use bulk delete to delete all the audit log entries.
Specify cn=auditlog as the base of the bulk delete. Because bulk delete will delete all
the entries under cn=auditlog, use LDIF writer to write the entries to a file for later
reference.

3.7.1 Structure of Audit Log Entries
Each audit log entry contains the orclAuditoc Object Class. Like all other structural
Object Classes, orclAuditoc inherits from top. Its attributes include the following:

orclsequence Used to create the name of the entry. The name is generated using a
database sequence.

orcleventtype Type of event that occurred. This is a catalogued attribute.

orcleventtime The time at which the event occurred.

orcluserdn Identity of the user who logged into the Oracle Internet Directory
server to perform the operation. This attribute is catalogued.

orclopresult Outcome of the operation. SUCCESS if the operation succeeded, or
else the reason why the operation failed.

orclauditmessage The textual message. This attribute is not catalogued.

objectclass Has the preset values top and orclauditoc.
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Note that the audit log entries do not become part of a regular search result set even
though the search filter may satisfy the query criteria. For example, a search with
the condition objectclass=top will not yield results from the auditlog entries. Only a
search with cn=auditlog as the base of the search will find auditlog entries.

3.7.2 Position of Audit Log Entries in the DIT
The audit log container is part of the DSE. It holds its entries as children, organized
according to the orclsequence attribute. See Figure 3–8.

Figure 3–8 Sample Audit Log in DSE

DSE

cn=auditlog

       orclsequence=1       orclsequence=2
orclsequence:  1
orcleventtime:  199811281010z

orclauditmessage:  Adding Attribute: ( 1.2.32.43.3. NAME ’myattr’ SYNTAX ’1.2.3.4.5.6.7’ )
 orclopresult:  Invalid syntax.

orcluserdn:  cn=orcladmin
objectclass:  top
objectclass:  orclauditoc
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3.7.3 Auditable Events
The following table shows the auditable events and their audit mask levels.

Table 3–5 Auditable Events

Event Description Audit Mask Levels

Super user login Super user bind to the server (success and
failures)

0x0001

Schema element
add/replace

Adding a new schema element (success
and failure)

0x0002

Schema element
delete

Deleting a schema (success and failures) 0x0004

Bind Unsuccessful bind cases 0x0008

Access violation Access denied by ACP 0x0010

DSE modification Changes to DSE entry (success and
failures)

0x0020

Replication login Replication server authentication (success
and failures)

0x0040

ACL modification Changes to ACPs 0x0080

User password
modification

Modification of user password attribute 0x0100

Add ldapAdd operation (success and failures) 0x0200

Delete ldapDelete operation (success and failures) 0x0400

Modify ldapModify operation (success and
failures)

0x0800

ModifyDN dapModifyDN operation (success and
failures)

0x1000
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3.7.4 Auditing Selected Events
One or more of the events described in the previous section can be turned on or off.
DSE attribute orclauditlevel indicates the current audit level set on the server. A
value of 0 for the attribute means no auditing, which is the default. Use ldapModify
to the set the audit level to a different value.

To audit more than one event, add the values of their the audit masks. For example,
assume you want to audit the following three events:

The total value of the audit masks is 548. The ldapModify command would
therefore look something like the following:

ldapmodify -p <port> -h <host> << EOF
dn:
changetype:modify
replace: orclauditlevel
orclauditlevel: 548
EOF
Restart the server after any changes are made to orclauditlevel for the changes to
take effect. See Section 3.4.2.1, "Restarting the Server Instance."

3.7.5 Audit Log Management Using the Oracle Directory Manager
You can use the Oracle Directory Manager to view and manage Audit Log entries.
In the navigator pane, select Audit Log Management. A pane similar to the one
shown in Figure 3–9 appears. You can use this pane to search for particular types of
entries in the Audit Log.

Schema element delete 0x0004     4

DSE modification 0x0020  32

Add 0x0200 512

548
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Figure 3–9 Audit Log Management

The results of the search appear in the lower box. You can scroll both horizontally
and vertically to see all the information.

To view the properties of a particular audit log entry, select it in the Message
window and click View Properties. The Audit Log Entry dialog box (Figure 3–10)
displays the properties for the audit log entry you selected.
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Figure 3–10 Audit Log Entry Properties

3.8 Changing the Password to an Oracle Data Server
The Oracle Internet Directory uses a password when connecting to an Oracle
database. The default for this password when you install Oracle Internet Directory
is ODS. You can change this password by using the OID Password utility.

Syntax:

oidpasswd [connect=< db_connect_string >]

The OID Password utility prompts you for the current password. Type the current
password, then the new password, then a confirmation of the new password. Note
that none of the passwords are echoed to the screen.

The OID Password utility assumes by default that the local database (as defined by
ORACLE_HOME and ORACLE_SID) is the database password being changed. If
you are changing the password on  a remote database, you must use the
connect=db_connect_string option.

Example (Note: User responses are not echoed to the screen):

$ oidpasswd
current password: ods
new password: newsupersecret
confirm password: newsupersecret
password set.$
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Viewing and Modifying Directory Schema

This chapter explains how to view and modify the hierarchy of the Oracle Internet
Directory entries, commonly called the Directory Information Tree (DIT), and the
Directory schema components.

■ Section 4.1, "Managing Directory Schema"

■ Section 4.2, "Adding, Modifying, and Deleting Object Classes"

■ Section 4.3, "Using the Oracle Directory Manager to Add, Modify, and Delete
Object Classes"

■ Section 4.4, "Using LDAP Commands to Add and Modify Object Classes"

■ Section 4.5, "Adding, Modifying, and Deleting Attributes"

■ Section 4.6, "Using the Oracle Directory Manager to Add and Modify
Attributes"

■ Section 4.7, "Using LDAP Commands to Add and Modify Attributes"
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4.1 Managing Directory Schema
This section explains how to add and modify schema components. We recommend
that you understand the basic concepts of LDAP Directory components before
attempting to add to or modify the base schema in the Directory.

Entries must be loaded in a top-down sequence. When you add an entry, all of its
parent entries must already exist in the Directory. Similarly, when you add entries
that reference object classes and attributes, those referenced object classes and
attributes must already exist in the Directory schema. In most cases this will not be
a problem since the Directory Server is delivered with a full set of standard
directory objects.

Note: Every schema object in the Oracle Internet Directory has certain limitations.
For example, some objects cannot be changed. These limitations are explained as
constraints and rules in this chapter.

4.2 Adding, Modifying, and Deleting Object Classes
When you add Directory entries, you select Object Classes for the entries. The
attributes of an entry are determined by the Object Classes to which the entry is
assigned. You can:

■ Select from existing standard Object Classes

■ Add a new, non-standard Object Class and assign it existing attributes

■ Modify an existing Object Class, assigning it a different set of attributes

■ Add and modify existing attributes. This is explained in Section 4.5, "Adding,
Modifying, and Deleting Attributes."

Administrators typically assign Object Classes to entries based on the attributes
present in that Object Class. However, super classes let you take advantage of
inheritance: Object Classes can use the attributes of a parent Object Class in the
same hierarchy. The Object Classes selected for an entry have a hierarchy of super
classes from which lower Object Classes inherit mandatory and optional attributes.
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4.2.1 Overview of Adding New Object Classes
The list below is an overview of the steps for defining a new Object Class through
the Oracle Directory Manager. Each step is more fully explained later in this section
and in the online help.

To add a new Object Class:

1. Assign an Object Identifier to the Object Class. This is a standardized
number based on IETF standards, and must be unique. Normally this is
derived from the identifier assigned by registration agencies, such as ANSI
or ISO. You can view the identifiers of the Object Classes included in the
Directory using the Oracle Directory Manager. See "To view and add object
classes using the Oracle Directory Manager:" on page 4-5.

If you are creating a new Object Class, assign an identifier that will be
unique throughout your organization. A common way an organization
might develop a system of unique identifiers is to start with an identifier for
the organization, then assign a unique identifier for each division, then
subdivision, and so on. By chaining these identifiers, Object Classes and
attributes developed in different parts of the company would retain unique
identifiers.

2. Select desired super classes for the new Object Class.

3. Indicate the type of Object Class, such as abstract or structural. See Section
2.6.3, "Object Class Types,"for more information.

4. Specify mandatory attributes, whether in this new Object Class or
belonging to its super classes. All entries using the new Object Class must
be given values for the mandatory attributes.

5. Specify optional attributes belonging to this Object Class.
Viewing and Modifying Directory Schema 4-3



Adding, Modifying, and Deleting Object Classes
4.2.2 Rules for Adding Object Classes
■ Every structural Object Class must have "top" as a super class.

■ The name and the Object Identifier of an Object Class must be unique
across all the schema components.

■ Schema components referred to in the Object Class, such as super classes,
must already exist.

■ The super class of an abstract Object Class must be abstract also.

■ You can redefine mandatory attributes in a super class into optional
attributes in the new Object Class, and optional attributes in a super class
into mandatory attributes in the new Object Class.

4.2.3 Modifying Object Classes
Listed below are the types of modifications you can make to an existing Object
Class. The rules for these modifications are explained later in this section. The steps
for modifying Object Classes are given in greater detail in the online help. You can
perform any modifications through the Oracle Directory Manager and through the
LDAP line mode commands. Both of these approaches are explained in this chapter.

Changes you can make to an Object Class:

■ Change a mandatory attribute into an optional attribute.

■ Add optional attributes.

■ Add additional super classes.

■ Convert auxiliary Object Classes into structural or abstract Object Classes.

■ Convert abstract Object Classes into structural or auxiliary Object Classes
unless the abstract Object Class is a super class to another abstract Object
Class.

4.2.4 Rules for Modifying Object Classes
Listed below are the rules for modifying Object Classes:

■ Definitions of Object Classes that have been registered (assigned a name of
type object identifier ) cannot be modified.

■ You cannot add additional mandatory attributes to an existing Object Class.

■ You cannot modify Object Classes in the base schema.
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■ You cannot remove attributes or super classes from an existing Object Class.

■ You cannot convert structural Object Classes to other Object Class types.

4.2.5 Rules for Deleting Object Classes
There are also some limitations on deleting Object Classes:

■ You cannot delete Object Classes from the base schema.

■ You can delete Object Classes that are not in the base schema as long as they
are not directly or indirectly referenced by other schema components.

4.3 Using the Oracle Directory Manager to Add, Modify, and Delete
Object Classes

You can use the Oracle Directory Manager to add new Object Classes or modify or
delete existing Object Classes in the schema. You can also use the line mode LDAP
commands to do this. Both of these approaches are explained in this chapter.

To view and add object classes using the Oracle Directory Manager:
1. To access the Object Classes pane, click Schema Management in the Navigator

pane. The tabs in the Schema Management pane let you see the components of
the schema:

■ Object Classes

■ Attributes

■ Syntaxes

■ Matching Rules

2. click the Object Classes tab in the right pane. A pane like that in Figure 4–1
appears.
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Figure 4–1 Schema Management Pane: Object Classes

Note that you may need to scroll horizontally and vertically to see all the
information in this pane.

3. To create a new Object Class, choose one of the following methods:

■ Select the Object Classes tab and click the Create button in the toolbar.

■ click the Create button at the bottom of the right pane.

■ From the Oracle Internet Directory menu, select Create Object Class.

The New Object Class window, shown in Figure 4–2, appears.
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Figure 4–2 Create Object Class

Alternatively, select an Object Class that is similar to one you would like to
create, and then click the Create Like button. A window similar to the one
shown in Figure 4–2 appears, but it includes the attributes of the selected Object
Class. You can create the new Object Class using the selected one as a template.

4. To examine existing Object Classes and their attribute sets, select the Object
Classes tab and double-click an Object Class in the list displayed in the panel.
The properties of the selected Object Class appear in a new panel. Figure 4–3
shows an example of the display of the properties of the changeStatus entry
Object Class.
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Figure 4–3 Examining an Existing Object Class

Object Classes from which attributes may be inherited are listed in the Super
Class pane. The mandatory attributes are listed in the Mandatory Attributes
pane and optional attributes are listed in the Optional Attributes pane. Each
pane indicates whether the attributes are cataloged so that they can be used in a
search expression to find entries.

You can add or change attributes by pressing the buttons on the left side of the
window. You can also create a new Object Class using this Object Class as a
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template by clicking on the Create Like button. For further details on adding or
changing Object Classes through the Oracle Directory Manager, see the online
help.

5. It is not recommended that you delete object classes from the schema. However,
you can delete an existing Object Class by selecting it on this pane, then
selecting Delete. Be careful not to delete an Object Class that is in use or that
you might want to use in the future.

4.4 Using LDAP Commands to Add and Modify Object Classes
You can use LDAP line mode commands to add or modify existing Object Classes
in the Directory schema. The LDAP commands enable you to use input files.
Several flags and options are available for constructing powerful LDAP invocations.
Furthermore, the commands can be batched together in scripts.

To add or modify schema components, use the ldapModify command. See Section
5.2.5, "Adding and Modifying Directory Entries Using LDAP Commands," for a
detailed explanation of this command and its options.

For example, to run the ldapModify command to add a new Object Class schema
component, type a command using the syntax below at the system prompt:

ldapmodify -h < host > -p < port > -f < ldif_filename >

The LDIF input file contains data similar to this:

dn: cn=subschemasubentry
changetype: modify
add: objectclasses
objectclasses: ( 1.2.3.4.5 NAME ’myobjclass’ SUP top MUST ( cn $ sn ) MAY (
telephonenumber $ givenname $ myattr ) )

The example above adds the Object Class named myobjclass, giving it an object
identifier of 1.2.3.4.5, specifying top as its superclass, and requiring cn and sn as
mandatory attributes, and allowing telephonenumber, givenname, and myattr as
optional attributes.

Be sure to leave the mandatory space between the opening and closing parentheses
and the object identifier.
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4.5 Adding, Modifying, and Deleting Attributes
This section explains how to add, modify, and delete user-defined attributes. We
recommend that you understand the basic concepts of attributes before attempting
operations involving attributes.

In most cases, the attributes that are available in the base schema will suit the needs
of your organization. However, if you decide to use an attribute that is not available
in the base schema, you can add a new attribute, or modify an existing one.

4.5.1 Overview of Adding New Attributes
The steps below outline how to define a new attribute through the Oracle Directory
Manager. Each step is more fully explained later in this section and in the online
help.

Tip: Since equality, syntax, and matching rules are numerous and complex, it may
be simpler to copy these characteristics from a similar existing attribute.

1. Assign an Object Identifier, also called a registered definition, to the attribute. This
is a standardized numerical sequence based on IETF standards, and must be
unique. Normally this is derived from the identifier assigned by registration
agencies, such as ANSI or ISO. If you are creating a new attribute, assign an
identifier that is sure to be unique, following the system agreed upon within
your organization.

2. Select the attribute syntax desired for each attribute.

3. Optionally indicate the equality, ordering, and substring matching rules.

4. Indicate whether the attribute can have more than one value.

5. Indicate whether this is an operational or user attribute and, if operational,
whether the attribute is user-modifiable.

6. If it is an operational attribute, specify its application.

4.5.2 Rules for Adding Attributes
There are a few rules for adding attributes:

■ The name and the object identifier of an attribute must be unique across all
the schema components.

■ Syntax and matching rules must agree.

■ Any super attributes must already exist.
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4.5.3 Rules for Modifying Attributes
The rules for modifying attributes are:

■ Once an attribute has been given a registered definition (Object Identifier),
that definition cannot be modified.

■ The name and the Object Identifier of an attribute must be unique across all
the schema components.

■ The syntax of an attribute cannot be modified.

■ A single-valued attribute can be made into multi-valued, but a
multi-valued attribute cannot be made single-valued.

■ Do not modify or delete base schema attributes.

4.5.4 Rules for Deleting Attributes
The rules for deleting attributes are:

■ Attributes from the base schema cannot be deleted.

■ You can delete any attribute that is not referenced directly or indirectly by
some other schema component.
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4.6 Using the Oracle Directory Manager to Add and Modify Attributes
1. To access the Attributes panel, click Schema Management in the Navigator

pane, then click the Attributes tab in the right pane.

Figure 4–4 Browsing through Attributes

You can scroll vertically through the list of available attributes, and you can
scroll horizontally through the panel to view the characteristics of each
attribute. You cannot, however, modify attributes through this panel.

2. To create a new attribute from this panel, choose one of the following methods:

■ Click the Create button in the toolbar.

■ Click the Create button at the bottom of the right pane.

■ Select Create Attribute from the Oracle Internet Directory menu.
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The New Attribute panel appears (see Figure 4–5). Provide the information
required for the new attribute.

Figure 4–5 New Attribute Panel

3. If you want to examine or modify existing attributes, in the panel shown in
Figure 4–4 select the attribute tab and double-click an attribute in the list
displayed in the panel. The properties of the selected attribute appear in a new
panel, as shown in Figure 4–6.
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Figure 4–6 Examining an Existing Attribute - General

The pane associated with the General tab appears by default.

4. To see more details about this attribute, click the Advanced tab (see Figure 4–7).
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Figure 4–7 Examining an Existing Attribute - Advanced

For details on changing the characteristics of attributes through this panel, see
the online help.

4.7 Using LDAP Commands to Add and Modify Attributes
You can use LDAP line mode commands to add new or modify existing attributes
in the schema.

To add or modify attributes this way, use the ldapModify command. See Section
5.2.5, "Adding and Modifying Directory Entries Using LDAP Commands," for a
detailed explanation of this command and its options.

For example, to run the ldapModify command to add a new attribute to the schema,
type a command similar to the following at the system prompt:

ldapmodify -h < host > -p < port > -f < ldif_filename >

The input file contains data similar to this:

dn: cn-subschemasubentry
changetype: modify
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add: attributetypes
attributetypes: ( 1.2.3.4.5 NAME ’myattr’ SYNTAX
                 ’1.3.6.1.4.1.1466.115.121.1.38’ )

Select the type of syntax from the list of syntax types available in the Oracle
Directory Manager. Select Schema Management in the Navigator pane, then click
the Syntaxes tab in the work pane. See Figure 4–8.

Figure 4–8 Syntaxes
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Viewing, Adding, and Modifying Entries

This chapter explains how to view, add, and modify Oracle Internet Directory
entries.

■ Section 5.1, "Managing Directory Entries"

■ Section 5.2, "Adding and Changing Directory Entries"

■ Section 5.3, "Adding Entries Using the Bulk Loader"

■ Section 5.4, "Using the LDAP Data Interchange Format (LDIF)"

■ Section 5.5, "Using LDIF Writer"

■ Section 5.6, "Other Bulk Tools"

■ Section 5.7, "Catalog Management"
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5.1 Managing Directory Entries
Directory entries exist in a structural hierarchy, known as the Directory Information
Tree (DIT).

The relative distinguished names (RDNs) of entries are the non-unique, local
names for entries. Because RDNs are local to the Directory branch, they do not
assist in locating the position of an entry on a global or even an enterprise-wide
basis.

The Navigator pane lists the RDN of each entry in hierarchical order—the root (top)
of the tree is listed first, and then the second level from left to right, and so forth. To
see the lower level entries within any subtree, click the plus sign (+) to the left of the
parent entry.

5.2 Adding and Changing Directory Entries
You can add entries to the Directory in four ways, each of which is explained in this
section:

■ To add individual entries through the Oracle Directory Manager, see
Section 5.2.2.1, "Adding an Entry Using Create."

■ To add individual entries through the Oracle Directory Manager by copying
from existing entries, see Section 5.2.2.2, "Adding an Entry Using Create
Like."

■ To add individual entries from the command line using the ldapAdd utility,
see Section 5.2.5.3, "Running ldapAdd."

■ To add large numbers of entries in LDIF formatted files using the Bulk
Loader, see Section 5.4.2, "Running the Bulk Loader."

5.2.1 Rules for Changing Properties of Entries
Because the Oracle Internet Directory follows standardized LDAP conventions, its
online administration tool, the Oracle Directory Manager, is governed by similar
restrictions, as follows:

■ You cannot change which Object Classes are used by an entry once you have
assigned Object Classes to that entry and populated its attributes with data.

For example, if you configure an entry to use Object Classes Person and
Organizational Role, you cannot later add another Object Class to this entry.

■ You can add attributes to Object Classes that are already in use by entries:
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■ If you add optional attributes, no special rules apply—they are added as
empty attributes to entries using those Object Classes.

■ If you add mandatory attributes to an Object Class already in use by some
entries, the mandatory attributes will cause those entries to fail on
modification because they would violate the schema restraints.

5.2.2 Adding Entries Using the Oracle Directory Manager
To add or delete entries with the Oracle Directory Manager, you must have write
access to the parent entry. See Section 6, "Managing System Security" for more
information.

Tip: You can find a template for the new DN by looking up other similar entries in
the search pane.

You can then either add entries without using a template or use the Create Like
button to copy from an existing entry. Both of these methods are explained below.

5.2.2.1 Adding an Entry Using Create
To add an entry, you need write access to its parent, and you must know the DN for
the new entry (Distinguished Name is the unambiguous address of an entry).

To access the New Entry pane, select one of three methods:

■ Click the Create button on the tool bar.

■ Click the Create Entry button on the bottom of the right pane.

■ Select Create Entry from the Oracle Internet Directory menu.

 The window to add a new entry appears, as shown in Figure 5–1.

More Information: For information on searching for directory
entries, attributes, and audit log entries, see Section 2.5, "Searching
with the Oracle Directory Manager" on page 2-12.
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Figure 5–1 Adding a New Entry

Enter the full DN into the Distinguished Name field. As you select from the Object
Class list, mandatory and optional attributes (properties) populate the lower panes
in this window. You must enter values into the mandatory attributes fields,
although you are not required to enter values into the optional attributes fields.

For details about how to use this window, see its online help.

5.2.2.2 Adding an Entry Using Create Like
You can create a new entry with the Oracle Directory Manager by copying from an
existing entry and changing its DN. You should also change the attributes that
correspond to its new DN, and any other fields that differ, such as name and
address. To add an entry, you must have write access to its parent.

1. When you click Entry Management in the Navigator pane, the Search pane
appears. Use it to search for an entry that you want to use as a template. To
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learn how to use the search pane, see Section 2.5, "Searching with the Oracle
Directory Manager" on page 2-12. Also consult the online help.

2. Double-click an entry from those retrieved. The Entry dialog box (Figure 5–2)
appears.

Figure 5–2 Entry Dialog Box

3. This entry will serve as your template in the Create Like pane.

4. Choose one of three ways to create a new entry based on the template:

■ Click the Create Like button in the toolbar.

■ Click the Create Like button at the bottom of the Search pane.

■ Select Create Like from the Oracle Internet Directory menu.

A New Entry window (Figure 5–3) appears, and all the fields from the selected
entry appear in their respective fields.
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Figure 5–3 Adding an Entry Using Create LIke

5. Change critical fields to tailor this particular entry to the one that you want to
create. At a minimum, you must change the DN, the Common Name, and add
or remove any Object Classes. For details about adding information into fields,
consult the online help for this pane.

Note: You must always change the DN and the Common Name in this operation, or
the pane will not save your new entry data. For example, if you create an entry for
Henri Latrobe using the entry for Henri Latour as the template, then you have to
change cn=Henri Latour in the DN to cn=Henri Latrobe. You also have to change
the Henri Latour value in the Common Name attribute to Henri Latrobe, and any
other attributes that must be unique, such as employee number and telephone
number.
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5.2.3 Changing Entries Using the Oracle Directory Manager
To change the values of attributes in existing entries, you can display and modify
the entry by double-clicking on the entry that was retrieved in the Search pane or
displayed in the Navigator hierarchy of entries. Figure 5–4 shows an example of the
pane showing the attributes of an entry.

Figure 5–4 Modifying a Retrieved Entry

You can change the values of any attributes by changing them in the work pane and
pressing Apply.

You can add or delete attributes by selecting Manage Attributes. From the window
that appears, you can add optional attributes by selecting them from the list of
available attributes in the right pane and moving them to the left. You can delete
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optional attributes by selecting them from the selected attributes list in the left pane
and moving them to the right.

5.2.4 Adding Group Entries
To add an entry that contains a list of entries, you must add a new entry whose
object class is groupOfNames, and then type the DNs of the members of the group
into the multi-valued attribute Member. For instructions on how to add an entry, see
Section 5.2.2, "Adding Entries Using the Oracle Directory Manager" on page 5-3.

Note: Only optional attributes that have already been defined in
an object class can be added to an existing entry. If you find that
you need an attribute that is not part of an existing object class, you
must edit an object class to create it.
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Figure 5–5 Adding a Group Entry

5.2.5 Adding and Modifying Directory Entries Using LDAP Commands
Oracle Internet Directory provides several tools for manipulating entries and
attributes. You run them from the operating system command line. These tools
function as an interface between the system administrator and the directory. This
section explains when and how to use the tools, provides charts of command
options, and explains how to specify flags, options, and keywords.

■ ldapModify is the command with the most functionality, but it acts on the
attribute level rather than on entries, with the exception of delete. You can
delete entries with ldapModify or ldapDelete. These commands let you add
and delete attributes, delete entries, and modify RDNs, DNs, and attributes
belonging to entries.

■ The ldapAdd command adds entries. See Section 3.4.2.3, "Using ldapAdd
to Configure Servers" for an explanation of using ldapAdd to configure a
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server with an input file. See Section 4.7, "Using LDAP Commands to Add
and Modify Attributes"  on page 4-15 for an example of using ldapAdd to
add attributes.

■ The ldapSearch command searches for entries.

■ The ldapDelete command deletes entries.

■ The ldapCompare command compares entries.

■ The ldapModDN command modifies the DN or RDN of an entry. Using
this command, you can rename an entry or a subtree or move an entry or a
subtree under a new parent.

5.2.5.1 Running ldapModify
ldapModify acts on attributes within entries, except for the change type delete ,
which deletes entire entries.

To run the ldapModify command, use this command syntax:

ldapmodify  [options ] -f <filename>

Filename is the name of an ascii file containing the changes (explained in detail in
Section 5.2.5.2, "Formatting ldapModify Input"). The format of a file to be used by
ldapModify is not identical to LDIF format.

The list of options shown in Table 5–1 is not exhaustive:

Table 5–1 Options for ldapModify

Option Description

-a Denotes that entries are to be added, and that the input file is
in LDIF format. (If you are running ldapAdd, this flag is not
required.)

-b Specifies that you have included binary file names in the data
file, which are preceded by a forward slash character.

-c Tells ldapModify to proceed in spite of errors. The errors will
be reported. (If you do not use this option, ldapModify stops
when it encounters an error.)

-D binddn When authenticating to the Directory, do so as the entry is
specified in binddn. Use this with the -w <bindpassword>
option.

-f filename Specifies the input data file.
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5.2.5.2 Formatting ldapModify Input
To run modify, delete, and modifyrdn operations using the f flag, the input file
format is somewhat similar to LDIF (see Section 5.4, "Using the LDAP Data
Interchange Format (LDIF)") with the differences noted below:

■ Always separate entries with a blank line.

■ Unnecessary space characters in the LDIF input file, such as a space at the end
of an attribute value, will cause the LDAP operations to fail.

■ Line 1: Every change record has as its first line the literal “dn: ” followed by the
DN value for the entry, for example:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US

■ Line 2: Every change record has, as its second line, the literal “changetype: ”
followed by the type of change (add, delete, modify, modrdn ), for
example:

changetype:modify
or

changetype:modrdn

-h ldaphost Tells ldapModify to connect to ldaphost, rather than to the
default Directory. ldaphost can be an IP address.

-n Shows what would occur without actually performing the
operation.

-p ldapport Connects to the Directory on TCP port ldapport. If you do not
specify this option, ldapModify connects to the default port
(389).

-v Runs in verbose mode.

-w bindpassword Overrides the default, unauthenticated, null bind. To force
authentication, use this option with the -D option.

Table 5–1 Options for ldapModify (Cont.)

Option Description
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■ Format the remainder of each record according to the following requirements
for each type of change:

■ changetype:add

Uses LDIF format (see Section 5.4, "Using the LDAP Data Interchange
Format (LDIF)").

■ changetype:modify

The lines that follow this changetype consist of changes to attributes
belonging to the entry that you identified in step 2 above. You can specify
three different types of attribute modifications (Add, Delete, Replace),
which are explained immediately below:

■ Add attribute values. This option to changetype modify adds more
values to an existing multi-valued attribute. If the attribute does not
exist, it will add the new attribute with the specified values:

add: <attribute name>
attribute name: <value1>
attribute name: <value2>...

Example of Add:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US
changetype:modify
add: work-phone
work-phone:510/506-7000
work-phone:510/506-7001

■ Delete values. If you only supply the “delete” line, all the values for
the specified attribute are deleted. Otherwise, if you specify an attribute
line, you can delete specific values from the attribute:

delete: <attribute name>
[attribute name: <value1> ]

Example of Delete:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US
changetype:delete
delete: home-fax

■ Replace values. Use this option to replace all the values belonging to an
attribute with the new, specified set:

replace: <attribute name>
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[attribute name: <value1>  ...]

If you do not provide any attributes with “replace,” the Directory adds
an empty set. It then interprets the empty set as a delete request, and
complies by deleting the attribute from the entry. This is useful if you
want to delete attributes that may or may not exist.

Example of Replace:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US
changetype:modify
replace: work-phone
work-phone:510/506-7002

■ changetype:delete

This change type deletes entries. It requires no further input, since you
identified the entry in Line 1 and specified a changetype of delete in Line 2.

Example of Delete Entries:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US
changetype:delete

■ changetype:modrdn

The line following the change type provides the new RDN (relative
distinguished name) using this format:

newrdn: < RDN>

Example of modrdn:

dn:cn=Barbara Fritchy,ou=Sales,o=Oracle,c=US
changetype:modrdn
newrdn: cn=Barbara Fritchy-Blomberg

5.2.5.3 Running ldapAdd
Use ldapAdd to add entries, their object classes, attributes, and values to the
Directory.

To run the ldapAdd command, type at the command line:

ldapadd [ options ] [-f < LDIF-filename> ]

LDIF-filename is the name of the LDIF format import data file. For a detailed
explanation of how to format an LDIF file, see Section 5.4, "Using the LDAP Data
Interchange Format (LDIF)."
Viewing, Adding, and Modifying Entries 5-13



Adding and Changing Directory Entries
This command adds entire entries. To add attributes to an entry that exists, use the
ldapModify command, explained in Section 5.2.5.1, "Running ldapModify."

Table 5–2 Options for Adding Entries with ldapAdd

Option Description

-b Specifies that you have included binary file names in the data
file, which are preceded by a forward slash character. The tool
retrieves the actual values from the file referenced.

-c Tells ldapAdd to proceed in spite of errors. The errors will be
reported. (If you do not use this option, ldapAdd stops when it
encounters an error.)

-r Replace existing values by default.

-n Shows what would occur without actually performing the
operation.

-v Verbose mode.

-k Authenticates using Kerberos authentication instead of simple
authentication. To enable this option, you must compile with
KERBEROS defined.

You must already have a valid ticket granting ticket.

-p ldapport Connects to the Directory on TCP port ldapport. If you do not
specify this option, the ldapadd tool connects to the default
port (389).

-K Same as the -k above, but only performs the first step of the
kerberos bind.

-W wallet_location Wallet location

-P wallet_password Wallet Password

-U SSLAuth SSL Authentication Mode (1 for no authentication required, 2
for one way authentication required, 3 for two way
authentication required)
5-14 Oracle Internet Directory Administrator’s Guide



Adding and Changing Directory Entries
5.2.5.4 Running ldapDelete
LdapDelete deletes entire entries from the Directory that you specify in the input
file.

To run the ldapDelete command at the command line, use this command syntax:

ldapdelete [ options ]

Table 5–3 ldapDelete Options

Option Description

-n Shows what would be done, but doesn’t actually delete

-v Runs in verbose mode (diagnostics to standard output)

-k Authenticates using Kerberos authentication instead of simple
authentication. To enable this option, you must compile with
KERBEROS defined.

You must already have a valid ticket granting ticket.

-d debug-level Sets the LDAP debugging level to ‘debug-level’

-f filename Specifies the input filename

-h ldaphost Connects to ldaphost, rather than to the default local Directory.
ldaphost can be an IP address.

-p ldapport Connects to the Directory on TCP port ldapport. If you do not
specify this option, the ldapadd tool connects to the default
port (389).

-w password sets the password

-D binddn When authenticating to the Directory, uses a full DN for the
binddn parameter; typically used with the -w (password)
option.

-W wallet_location Wallet location

-P wallet_password Wallet Password

-U SSLAuth SSL Authentication Mode (1 for no authentication required, 2
for one way authentication required, 3 for two way
authentication required)
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5.2.5.5 Running ldapCompare
ldapCompare compares attribute values specified in the command line against the
Directory entry attribute values.

To run the ldapCompare tool at the command line, use this command syntax:

ldapcompare [ options ]

Table 5–4 ladapCompare Options

Option Description

-a attribute name Specifies the attribute on which to perform the compare.

-b basedn Specifies the Distinguished Name of the entry on which to
perform the compare.

-v attribute value Specifies the attribute value to compare.

-d debug-level sets the LDAP debugging level to ‘debug-level’

-h ldaphost Connects to ldaphost, rather than to the default, local Directory.
ldaphost can be an IP address.

-p ldapport Connects to the Directory on TCP port ldapport. If you do not
specify this option, ldapcompare connects to the default port
(389).

-w password provides the password required to connect.

-D binddn When authenticating to the Directory, use a full DN for the
binddn parameter; you would normally use this with the -w
(password) option.

-W wallet_location Wallet location

-P wallet_password Wallet Password

-U SSLAuth SSL Authentication Mode (1 for no authentication required, 2
for one way authentication required, 3 for two way
authentication required)
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5.2.5.6 Running ldapSearch
ldapSearch searches for and retrieves specific entries in the Directory.

To run ldapSearch at the command line, use this syntax:

ldapsearch [ options ] < filter > [ attributes ]

Notes:

■ The filter format should be compliant with RFC-2254. For further
information about this standard, search for the standard at:

http://www.ietf.org

■ Separate attributes with a space.

■ If you do not list any attributes, they are all retrieved.

Table 5–5 ldapSearch Options

Option Description

-n show method to use but don’t actually search

-v run in verbose mode (diagnostics to standard output)

-t write to files in /tmp

-u include user friendly entry names in the output

-A retrieve attribute names only (no values)

-B do not suppress printing of non-ASCII values

-L print entries in LDIF format (-B is implied)

-d debug level set LDAP debugging level to the level specified (see Table 3–4)

-F sep print ‘sep’ instead of ‘=’ between attribute names and values

-S attr sort the results by attribute attr

-f file perform sequence of searches listed in file

-b basedn base dn for search

-s scope search scope: base, one, or sub. See Section 2.5, "Searching with the
Oracle Directory Manager."

-a deref alias dereferencing: never, always, search, or find

-l timelim maximum time (in seconds) to wait for ldapsearch command to
complete
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5.2.5.6.1 Examples of ldapSearch Filters

This section includes several examples of the use of ldapSearch. By studying these
examples, you can see how to build your own search commands. Each of these
examples searches on port 389 of host sun1, and searches the whole subtree starting
from the DN "ou=hr, o=acme, c=us"

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree "objectclass=*"

This search will find all entries with any value for the objectclass attribute.

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree "objectclass=orcle*"

This search will find all entries that have orcle at the beginning of the value for the
objectclass attribute.

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree
    "(&(objectclass=orcle*")(cn=foo*))

This search returns entries where the objectclass attribute begins with orcle and cn
begins with foo.

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree "(!(cn=foo))"

This search returns entries where the common name (cn) is not foo.

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree "(|(cn=foo*)(sn=bar*))"

This search returns entries where cn begins with foo or sn begins with bar.

ldapsearch -p 389 -h sun1 -b "ou=hr, o=acme, c=us" -s subtree "employeenumber<=10000"

-z sizelim maximum number of entries to retrieve

-D binddn bind dn

-w passwd bind passwd (for simple authentication)

-h host ldap server

-p port  port on ldap server

-W wallet_location Wallet location

-P wallet_password Wallet Password

-U SSLAuth SSL Authentication Mode (1 for no authentication required, 2 for one
way authentication required, 3 for two way authentication required)

Table 5–5 ldapSearch Options(Cont.)

Option Description
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This search returns entries where employeenumber is less than or equal to 10000.

5.2.5.7 Running ldapModDN
The ldapModDN command modifies the DN or RDN of an entry.

To run ldapModDN, use the following syntax:

ldapmoddn [options]

Table 5–6 ldapModDN Options

Option Description

-p port port for the Directory server

-h ldaphost name of the host node of the Directory Server

-b binddn bind DN

-R newrdn new RDN

-N newparent new parent of the RDN

-r If specified, the old RDN is not retained as a value in the
modified entry. If this argument is not included, the old RDN
is retained as an attribute in the modified entry.

-W wallet_location Wallet location

-P wallet_password Wallet Password

-U SSLAuth SSL Authentication Mode (1 for no authentication required, 2
for one way authentication required, 3 for two way
authentication required)
Viewing, Adding, and Modifying Entries 5-19



Adding Entries Using the Bulk Loader
5.3 Adding Entries Using the Bulk Loader
To create Directory entries from data residing in or created by other applications,
run the Bulk Loader command line utility, specifying any options and the input
filename. The bulk loader expects the input file to be in the LDAP Data Interchange
Format (LDIF).

5.4 Using the LDAP Data Interchange Format (LDIF)
This section briefly explains LDIF, but for in-depth discussion of this subject see the
references in Section 5.2.4, "Adding Group Entries."

The input files are text files. An entry in the input file lists the DN, its attribute types
(there may be many), and their values, with one attribute type per line. See the
example below. Note: Add a blank line between separate entries.

Please consult Section 5.4.1, "LDIF Formatting Notes" before formatting an input
LDIF file.

The standardized file format for Directory entries is as follows:

Example: Below is a sample LDIF file entry for an employee:

dn: cn=Suzie Smith, ou=Server Technology, o=Oracle, c=US
cn: Suzie Smith
cn: SuzieS
sn: Smith
email: ssmith@us.oracle.com
telephoneNumber: 69332
photo:/ORACLE_HOME/empdir/photog/ssmith.jpg
objectClass: organizational person
objectClass: person
objectClass: top

dn: <RDN>,<RDN>,<RDN>. . .

<attribute_value>

<Object_Class_ value>

Separate RDNs with commas.

<attribute>: This line repeats for every
attribute in the entry, and for
every attribute value in
multi-valued attributes.

objectClass: This line repeats for every
Object Class.
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In the example above, the first line contains the DN. The lines that follow the DN
begin with the mnemonic for an attribute, followed by the value to be associated
with that attribute. Note that each entry ends with lines defining the Object Classes
for the entry.

Example: an LDIF file entry for an organization might be:

dn:  o=Oracle, c=US
o: Oracle
ou: Financial Applications
objectClass: organization
objectClass: top

5.4.1 LDIF Formatting Notes
This list of LDIF formatting rules is not exhaustive; see Section 1.7, "Further
Reading" for a complete list.

Tip: To determine the mandatory and optional attribute types for an Object Class,
you can use the Oracle Directory Manager to list the attribute types for Object
Classes.

■ All mandatory attributes belonging to an entry being added must be included
with non-null values in the LDIF file.

■ Non-printing characters and tabs are represented in attribute values by base-64
encoding.

■ The entries in your data file must be separated from each other by a blank line.

■ A file must contain at least one entry.

■ Lines can be continued to the next line by beginning the continuation line with
a space or a tab.

■ Reference binary files, such as photographs, with the absolute address of the
file, preceded by a forward slash (“/”).

■ The DN contains the full, unique directory address for the object.

■ The lines listed after the DN contain both the attributes and their values. DNs
and attributes used in the input file must match the existing structure of the
DIT. Do not use attributes in the input file that you have not implemented in
your DIT.
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■ Sequence the entries in an LDIF file so that the DIT is created from the top
down. If an entry relies on an earlier entry for its DN, make sure that the earlier
entry is added before its child entry.

5.4.2 Running the Bulk Loader
The Bulk Loader is a SQL*Loader tool used to populate a directory with very large
numbers of entries, on the order of millions. To import a data file into a directory,
you need to process an LDIF-format file through the Bulk Loader. The steps to do so
are briefly summarized immediately below and are explained in detail later in this
section.

1. As a safety precaution, back up the Oracle server.

If you do not enter the correct password, you will get an an error message,
"Cannot execute this tool."

2. Perform schema checks and duplicate DN checks on the LDIF data file with the
Bulk Loader.

3. Eliminate offending entries, if any, detected during the previous step.

4. Run the Bulk Loader with the error-free input data file. The syntax is as follows:

bulkload.sh -connect < db_connect_string > [-check] [-generate] [-load]
   [-newnode] < absolute_path_to_ldif.file >

.

Important Note: To use the Bulk Loader and the other shell script
tools, which have commands that end with .sh, you must provide
the Oracle Internet Directory password. The default password is
ods, although the system administrator can change it by using the
oidpassword tool. For more information, see Section 3.8, "Changing
the Password to an Oracle Data Server".

Table 5–7 Bulk Loader Command Syntax

Command Argument Description

connect <db_connect_
string>

Connects to the database using the net service name defined in
the tnsnames.ora file

check Checks LDAP schema for inconsistencies and for existence of
duplicate DNs in the data file

generate Creates files suitable for loading into Oracle Internet Directory
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When you enter the command, the following message appears:

This tool can only be executed if you know the OiD user password.
Enter OiD password:

If you enter the correct password, the command will be executed. If you give an
incorrect password, the following message is displayed:

Cannot execute this tool

Notes:

■ Bulk loading must be performed when the Oracle Internet Directory processes
are not running.

■ After generating a file with the "generate" option, you can use the "load" option
to load multiple machines with the identical SQL*Loader file (see "Step 6: Start
the Replication servers on all the nodes" on page 8-24). Do this only when
creating a new replica node.

■ The LDIF data file path must be fully specified for check or generate operations.

5.4.2.1 Step 1 - Check Input for Schema and Data Consistency Violations
Check the input file by typing:

bulkload.sh -connect <db_ connect_string > -check < path_to_ldif-filename >

All schema violations are reported in:

$ORACLE_HOME/ldap/log/schemacheck.log

If any violations are detected in the input file, use an ascii text file editor to fix or
remove them. If there are any duplicate entries, their DNs are logged in $ORACLE_
HOME/ldap/log/duplicate.log.

load Loads files resulting from generate phase into specified database

newnode Use this argument only when the LDIF file contains operational
attributes. It takes the operational attributes, such as orclguid,
creatorsname, and createtimestamp, from the LDIF file rather than
generating new ones. Use this in conjunction with the generate
and check arguments.

Table 5–7 Bulk Loader Command Syntax

Command Argument Description
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5.4.2.2 Step 2 - Generate the Input Files for SQL*Loader
After you have fixed any errors in the input file, re-run the Bulk Loader with the
generate  option. During this step, LDIF data is converted to Oracle SQL*Loader
specific format.

bulkload.sh -connect <db_ connect_string > -generate < ldif-filename >

All loading errors are reported in:

$ORACLE_HOME/ldap/log

When this command completes successfully, it generates *.dat files in the
$ORACLE_HOME/ldap/load directory to be used by SQL*Loader in "-load" mode.
Do not modify these files.

5.4.2.3 Step 3 - Load the Input Files
After you have generated the input files, re-run the Bulk Loader with the -load
option. During this step, the files, which are now in Oracle SQL*Loader specific
format, are loaded into the database and the attribute indexes are created.

bulkload.sh -connect <db_ connect_string > -load

The file bulkload.sh usually resides in $ORACLE_HOME/ldap/bin.

All loading errors are reported in:

$ORACLE_HOME/ldap/log/ *.bad

If loading fails, the database could be left in an inconsistent state. It may be
necessary to restore the database to its state prior to the bulk loading operation.

5.4.3 Bulk Loading Multiple Nodes in a Replicated Network
The following notes apply to loading bulk data files with Bulk Loader in a
replicated network environment:

■ The current version of the Bulk Loader does not allow you to specify the
connection information for all of the nodes in one command.

■ When you load the same data into multiple nodes in a replicated network,
ensure that the orclGUID parameter (global IDs) is consistent across all the
nodes. You can accomplish this by generating the Bulk Loader data file once
only (using the -generate option), and then using the same data file to load the
other nodes (using the -load option).
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5.5 Using LDIF Writer
LDIF Writer is a command line tool that enables you to take all or part of the
information residing in an Oracle Internet Directory and put it in LDIF format to be
loaded into a new node in a replicated Directory or on another node for backup
storage. It behaves like the subtree search in that it will include all entries below the
DN specified, including the DN itself.

The LDIF Writer command syntax is as follows:

ldifwrite -c <db_connect_string>  -b <base_DN> -f <filename>

In this syntax:

All the arguments are mandatory.

The LDIF file and the intermediate file are always written to the current directory.
The LDIF Writer outputs the operational attributes of each entry in the directory.
These include createtimestamp, creatorsname, and orclguid.

-c <db_connect_
string>

The net service name of the Directory that is the source of the
data, as defined in the tnsnames.ora file.

-b <base_DN> The base of the subtree to be written out in LDIF format

-f <filename> The name of the LDIF file to be created
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5.6 Other Bulk Tools
Use the tools described in this sectionto efficiently add, delete, or change a large
number of entries..

5.6.1 Bulk Modify
Use the Bulk Modify tool to modify a large number of existing entries in an efficient
way. The Bulk Modify tool supports the following:

■ Subtree based modification

■ A single attribute filter. For example, the filter could be objectclass=*,
objectclass=oneclass, or telephonenumber=*.

■ Attribute value addition and replacement. It modifies all matched entries in
bulk.

The Bulk Modify tool performs schema checking on the specified attribute name
and value pair during initialization. All entries that meet the following criteria are
modified:

■ They are under the specified subtree.

■ They meet the single filter condition.

■ They contain the attribute to be modified as either a mandatory or optional
attribute.

The LDAP server and replication server may be running concurrently while bulk
modification is in progress, but the bulk modification does not affect the replication
server. You must perform bulk modification against all replicas.

Important Note: To use these tools  you must provide the Oracle
Internet Directory password. The default password is ods, although
the system administrator can change it by using the oidpassword
tool. For more information, see Section 3.8, "Changing the
Password to an Oracle Data Server."

Note: LDIF file based modification is not supported by the bulk
modify tool. This type of modification requires per entry based
schema checking, and therefore the performance gain over the
existing ldapModify tool is insignificant.
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You must restrict user access to the subtree during bulk modification. If necessary,
ACL restriction can be applied to the subtree being updated by bulk modify.

Do not use the Bulk Modify tool to add a value to single valued attributes that
already contain one value. If a second value is added, you must alter the directory
schema to make that attribute multi-valued.

 The bulk modify  syntax is as follows:

bulkmodify -c < db_connect_string > -b < base_dn > {-a|-r} < attr_name > -v < att_
value > [-f < filter >] [-s <size>]

The arguments are as follows:

Note the following rules of usage:

■ The filter specified with the -f option must contain a single attribute.

■ If a filter is not specified, the default filter objectclass=* is assumed.

■ There can be only one attribute name specified in the -a or -r option in each
execution.

■ There can be only one value specified in the -v option in each execution.

When you enter the bulkmodify.sh  command, the following message appears:

This tool can only be executed if you know the OiD user password.
Enter OiD password:

If you enter the correct password, the command will be executed. If you give an
incorrect password, the following message is displayed:

Cannot execute this tool

-c < db_connect_string > Specifies the net service name of the Directory database to
connect to

-b < base_dn > Specifies the base DN of the subtree to be modified

-a < attr_name > Specifies the attribute name for addition

-r < attr_name > Specifies the attribute name for replacement

-v < att_value > Specifies the attribute value for either addition or replacement

-f < filter > Specifies the filter to be used

-s <number_of_entries> Specifies the number of entries to be committed as a part of one
transaction. If not specified, default is 100.
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To assure that the modified entries are read, after completing the bulk modify
procedure, restart the Oracle Internet Directory Server.

5.6.2 Bulk Delete
The Bulk Delete tool is used for deleting a subtree efficiently. It can be used when
both an LDAP server and Replication servers are in operation. It uses a SQL
interface to benefit performance. For this release, the Bulk Delete tool runs on only
one node at a time.

This tool does not support filter-based deletion. That is, it deletes an entire subtree
below the root of the subtree. If the base DN is a user-added DN, rather than a DN
created as part of the installation of the Directory, it is included in the delete. The
administrator must restrict LDAP activity against the subtree during deletion.

To run the Bulk Delete tool, become oid user.

The Bulk Delete tool syntax is as follows:

bulkdelete.sh -connect <db_connect_string> -base "<base_dn>" -size <number_of_
entries>

The script includes the following arguments:

When you enter the bulkdelete.sh  command, the following message appears:

This tool can only be executed if you know the OiD user password.
Enter OiD password:

If you enter the correct password, the command will be executed. If you give an
incorrect password, the following message is displayed:

Cannot execute this tool

- connect <db_connect_string> Specifies the net service name to connect to the Directory
database

- base  "<base_dn>" Specifies the base DN of the subtree to be deleted

-size <number_of_entries> Specifies the number of entries to be committed as a part
of one transaction.
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5.7 Catalog Management
Oracle Internet Directory uses catalog indexes to make attributes available for
searches. When Oracle Internet Directory is installed, an Object Class in the root
DSE called orclIndexOC lists available attributes that can be used in a search. If you
want to use additional attributes in search filters, you must add them to the catalog
entry. To do so, use the catalog management tool. Its syntax is:

catalog.sh -connect < db_connect_string > {add|delete} -attr < attr_name >

The script includes the following arguments:

When you enter the catalog.sh  command, the following message appears:

This tool can only be executed if you know the OiD user password.
Enter OiD password:

If you enter the correct password, the command is executed. If you give an incorrect
password, the following message is displayed:

Cannot execute this tool

- connect <db_connect_string> Specifies the net service name to connect to the directory
database

- add -attr <attr_name> Creates the specified attribute name in the catalog

- delete -attr <attr_name> Deletes the specified attribute name from the catalog
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Managing System Security

The task of establishing and maintaining security in the Oracle Internet Directory
consists of configuring user authentication, data integrity and privacy, and access
control. Access control is explained in Chapter 7, "Managing Directory Access
Control". The other security administration issues are explained in the following
sections:

■ Section 6.1, "Supported Features"

■ Section 6.2, "Running with Secure Socket Layer"

■ Section 6.3, "Managing Wallets in SSL"

■ Section 6.4, "SSL Client Scenarios"

■ Section 6.5, "Configuring SSL Parameters"
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6.1 Supported Features
Oracle Directory supports these security features:

■ Secure Socket Layer (SSL) v3.0

■ One-way Strong Authentication

■ Two-way Strong Authentication

■ Encryption of all data over SSL connections

■ RSA for signatures with at least 1024-bit public/private keys

■ RC4 algorithm with 40-bit session keys to work with publicly
downloadable browsers and international versions

■ X.509 v3 certificates
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6.2 Running with Secure Socket Layer
SSL lets the Directory client and the Directory server negotiate the level of security
employed during their interaction. The negotiation involves the selection of a
supported cipher suite which determines the combination of security options
employed, such as encryption, data integrity, and authentication.

The Oracle Internet Directory supports the following SSL cipher suites:

■ SSL_RSA_WITH_RC4_128_SHA (an RSA certificate and RC4_128 as
encryption algorithm with 128 bit key and SHA as secure hash algorithm
for the message digest)

■ SSL_RSA_WITH_3DES_EDE_CBC_SHA

■ SSL_RSA_WITH_RC4_128_SHA

■ SSL_RSA_WITH_RC4_128_MD5

■ SSL_RSA_WITH_DES_SHA

■ SSL_RSA_EXPORT_WITH_RC4_40_MD5

■ SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

■ SSL_RSA_WITH_NULL_SHA

■ SSL_RSA_WITH_NULL_MD5

■ SSL_DH_anon_WITH_3DES_EDE_CBC_SHA

■ SSL_DH_anon_WITH_RC4_128_MD5

■ SSL_DH_anon_WITH_DES_CBC_SHA

When you run the Directory in the secure mode, it listens at default port 636 and
accepts only SSL-based TCP/IP connections. When you run the Directory in the
normal mode, it listens at default port 389, accepting normal TCP/IP connections.

In this release of Oracle Internet Directory, if you intend to support both SSL and
non-SSL clients on the same host, you need to configure two distinct server
instances.
.

Configuration Note: To run a server instance in secure mode, modify the
configuration settings to run with the secure port 636 as the default port. Refer to

Important Note: In this release, the replication server and Oracle
Directory Manager cannot communicate with SSL-enabled servers.
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Section 3.4.2, "Adding and Modifying Server Configurations" for instructions on
configuring security in Oracle Internet Directory.

For a list of SSL configuration parameters, see Section 6.5, "Configuring SSL
Parameters."

6.3 Managing Wallets in SSL
SSL implemented in the Oracle Internet Directory uses a security credentials
structure called a wallet. A wallet contains:

■ User certificates

■ Public and private keys

■ Trusted certificate (certificates of trusted certificate authorities)

If you elect to participate in one-way or two-way SSL authentication, you must
control security credentials by managing wallets with the Oracle Wallet Manager.
You can create, modify, or delete wallets, and add and delete trusted certificates. For
detailed information about how to perform these tasks, refer to the Oracle Wallet
Manager documentation included in this guide in Appendix C.

For instructions on changing security configuration parameters, refer to Section 6.5,
"Configuring SSL Parameters." For details about creating a new wallet,  see Section
C.3.2, "Creating a New Wallet."
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6.4 SSL Client Scenarios
Oracle Internet Directory LDAP clients can implement SSL 2.0 or SSL 3.0. An LDAP
client over SSL can always use anonymous and simple authentication methods in a
normal way if using no-authentication and one-way authentication modes. In
two-way authentication, for anonymous LDAP authentication, the SSL identity in
the certificate is used as the LDAP authentication.

The following sections outline how strong authentication in SSL is extended to the
LDAP service layer.

6.5 Configuring SSL Parameters
During start-up of a Directory instance, the Directory reads a set of configuration
parameters, including the parameters for the SSL profile. If you are going to run the
Directory implemented with SSL, you need to examine and possibly reconfigure the
SSL parameters. Each of the SSL parameters listed in Table 8-1 is described more
fully in the sections that follow.

Note that you can create and modify multiple sets of configuration parameters with
differing values so that you can run differently configured instances of the Oracle
Internet Directory. This is a useful way to accommodate clients with different
security needs.

Table 6–1 contains the configuration parameters, their descriptions, and their
possible values.

You can set these parameters using the Oracle Directory Manager or using LDAP
line-mode commands. For instructions on how to set these parameters, refer to
Section 3.4.2, "Adding and Modifying Server Configurations."

Table 6–1 SSL Configuration Parameters

Configuration Parameter Significance

orclsslport SSL mode default port (default 636)

orclsslenable 0 = disables SSL (default in configuration set0)

1 = enables SSL
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6.5.1 Notes on SSL Configuration Parameters
Oracle recommends that you create separate configuration sets and modify their
SSL values, rather than modifying SSL values in the default configuration set. This
is because the default configuration set is the model from which all other
configuration sets are drafted.

SSL Port This port is the default port at which the SSL server listens.You might
want to change this port when you add multiple instances of the Oracle Internet
Directory server.

SSL enable/disable flag This flag toggles SSL on and off. You would want to toggle
this flag when you use different instances of the same server for either SSL or
non-SSL.

SSL authentication mode This flag, with values of 1, 32, or 64, specifies the type of
authentication you elect to use for each instance of the Oracle Internet Directory
server. The default value, 1, specifies no authentication. You can run different values
concurrently for different instances. Values of one-way and two-way authentication
require wallets.

SSLWallet location You initially set this value during installation of the Oracle
Internet Directory product. If you elect to change the location of the Oracle Wallet
Manager files, you must change this parameter.

SSL Wallet password You initially set this value during installation of the Oracle
Internet Directory product. If you elect to change the password of the Oracle Wallet
Manager, you must change this parameter.

orclssl authentication Authentication mode used by Directory

1 = no authentication

32 = one-way authentication (this is used for server
authentication by users)

64 = two-way authentication

 orclsslwalleturl Location of the Wallet

 orclsslwalletpasswd Password used by the Server to open its Wallet

Table 6–1 SSL Configuration Parameters

Configuration Parameter Significance
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6.5.2 Viewing and Modifying SSL Parameters Online
You can examine the values for the SSL configuration parameters in each
configuration set entry that you have created and in each server instance that is
currently running.

6.5.2.1 Viewing and Modifying Server Configuration Parameters
To view and modify the values in the stored configuration set entries, select this
sequence of entries in the Navigator pane of the Oracle Directory Manager:

1. Expand Oracle Internet Directory Servers, and expand the server you want to
explore.

2. Expand Server Management and then expand either Directory Server or
Replication Server, as appropriate. The numbered configuration sets are listed
beneath your selection.

3. Select the configuration set that you want to examine. You can change the
parameters in this panel and save it, as shown in Figure 6–1.
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Figure 6–1 SSL Configuration Parameters

6.5.2.2 Modifying Active Instance Parameters
You cannot directly change the parameters for an active instance. If you want to
change the parameters for an active instance, change the parameters in a
configuration set entry and save it. After it is saved, you can stop current instances
and refer to the newly modified configuration set in the start server message.
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Managing Directory Access Control

The concepts involved in establishing and maintaining access control in the Oracle
Internet Directory and the associated tasks are explained in the following sections:

■ Section 7.1, "Architecture of Directory Access Control"

■ Section 7.2, "Managing Access Control Using Command Line Tools"

■ Section 7.3, "ACL Management Using the Oracle Directory Manager"

■ Section 7.4, "Granting Entry-Level Access with the Oracle Directory Manager"
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7.1 Architecture of Directory Access Control
There are two aspects to directory security:

■ Authentication

■ Access control or authorization

Authentication is the process by which the directory (server) establishes the true
identity of the user connecting to the directory. Authentication occurs when an
LDAP session is established via the ldap-bind operation. Thus every session has an
associated user identity. This identity is also referred to as "authorization ID.

When directory operations are attempted within a directory session, the server
(DSA) ensures that the user identified by the authorization ID associated with the
session has the requisite permissions to perform those operations, otherwise, the
operation is disallowed. This mechanism by which the DSA enforces the
authorization policies of the directory administration in order to protect the
directory data from unauthorized operations by the directory users is called Access
control.

Access Control Information (ACI) is the directory meta data that captures the
administrative policies relating to access control.

ACI is stored in Oracle Internet Directory as user modifiable operational attributes.
Typically there is a list of these ACI attribute values associated with directory
objects. Such lists of ACI attribute values, governing the access policies for directory
objects is often referred to as access control lists (ACL).

ACIs are represented and stored as text strings in the directory. These strings are
expected to conform to a well defined format. Each valid value of an ACI attribute
represents a distinct access control policy. These individual policy components are
referred to as an ACI Directive or an ACI Item and their format is called the ACI
Directive format.

The access control policy is managed by the administrator by configuring the values
of the ACI attributes within appropriate entries.   This can be achieved through
either the Oracle Directory Manager or any other tool that supports the standard
LDAP modify operation. This chapter describes how directory access control is
administered using either the Oracle Directory Manager or the command-line tool
ldapModify which supports the LDAP operation modify.
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7.1.1 Access Control Management Constructs

7.1.1.1 orclACI
orclACI is a user modifiable optional attribute that represents Access Control List
(ACL) policy information for a subtree of entries starting with the entry where it is
defined. Any entry in the directory can contain values for this attribute. Access to
this attribute itself can be controlled the same way access to any other attribute is
controlled. Any directory entry can optionally carry a value for the "orclACI"
attribute.

7.1.1.2 orclEntryLevelACI
orclACI contains ACL directives that are prescriptive in nature, meaning that the
directives are applicable to all entries in the subtree below the ACP where this
attribute defined. In addition, it is often convenient to maintain ACL directives
specific to a single entry within the entry. This is facilitated in Oracle Internet
Directory through a user modifiable operational attribute called orclEntryLevelACI.
Any directory entry can optionally carry a value for this attribute. This is
accomplished in the Oracle Internet Directory base schema by extending the
abstract class top to include orclEntryLevelACI as an optional attribute.

orclEntryLevelACI is a multivalued attribute with a similar structure to that of
orclACI. The structure definition is provided later in this chapter.

It is possible to represent ACL directives specific to a single entry in the orclACI
attribute. But use of orclEntryLevelACI is encouraged for such scenarios. Apart
form potential administrative convenience, there are also performance advantages.
The LDAP operational overhead increases with the number of directives
represented through orclACI. By moving entry specific directives from orclACI to
orclEntryLevelACI, this overhead can be reduced.

7.1.1.3 Access Control Policy Points
Access Control Policy Points (ACP) are entries in the directory where "orclACI"
attribute value is set and hence represents the access policies inherited by a subtree
of entries starting with the entry as the root of the subtree.

When a hierarchy of multiple ACPs exists in a directory subtree, the subordinate
entries in that subtree inherit the access policies from all of the ACPs that are
superior to the entry. The resulting policy is an aggregation of the policies within
the ACP hierarchy above the entry.
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For example, if an ACP is established in the root entry for the HR department, and
the Benefits, Payroll, and Insurance groups are entries within the HR department,
any entry within those groups inherit the access rights specified in that HR root
entry.

When there are conflicting policies represented among a hierarchy of ACPs the
directory applies a well defined precedence rule while evaluating the aggregate
policy. These rules are described in detail in later sections.

7.1.1.4 Access Control Information Components
The Access Control Information associated with a directory object represents the
permissions on the given object that various directory user entities (or subjects)
have. Thus semantically, an ACI is a tuple consisting of three components: object,
operations, subject.

The object component associated with an ACI can be an entry or an attribute.
Entry objects associated with an ACI is implicitly identified by the entry or the
subtree where the ACI itself is defined. Any further qualification of objects at the
level of attributes is specified explicitly in the ACL expressions.

The subject of an ACI can be specified in many ways. These are explained later in
this chapter.

The operations or access types correspond to the LDAP operations that are relevant
to the directory object which the ACI directive is about. These are also described
later in this chapter.

7.1.2 Access Control Directive Format (Syntax)

Note :  This section describes the format of ACI. While this is
useful for a detailed understanding of the access control
mechanism, it is not a prerequisite to be able to administer access
control using the Oracle Directory Manager.   Those interested
primarily in using the Oracle Directory Manager could skip the
following sections and go directly to Section 7.3, "ACL
Management Using the Oracle Directory Manager"
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The schema and value formats of objects associated with ACI directives are
presented below:

OrclACI:
{ <oid> NAME ’orclACI’ DESC ’Stores an inheritable ACI’ EQUALITY
accessDirectiveMatch SYNTAX ’accessDirectiveDescription’  USAGE
’directoryOperation’}

accessDirectiveDescription has the following BNF:

<accessDirectiveDescription>
                  ::= access to <object> [by <subject> ( <accessList> )]+

<object> ::= [attr <EQ-OR-NEQ> (< attrList >) | entry] [filter=(< ldapFilter >)]

<subject> ::= <entity> [<BindMode>]

<entity> ::= * | self | dn="<regex>" | dnAttr=(<dn_attribute>) | group="<dn>"

<BindMode> ::=   BindMode = Anonymous
               | BindMode = Simple
               | BindMode = SSLNoauth
               | BindMode = SSLOneway
               | BindMode = SSLTwoway

<accessList> ::= <access> | <access>, <accessList>

<access> ::= none | compare | search | browse | read | selfwrite | write | add
|delete | nocompare | nosearch | nobrowse |noread | noselfwrite | nowrite |
noadd | nodelete

<attrList> ::=  *| < attribute name > | < attribute name >,< attrList >

<EQ-OR-NEQ> ::=  = | !=

<regex> ::= <dn> | *,< dn_of_any_subtree_root >

Note: The regular expression defined above is not meant to match
any arbitrary expression. The syntax only allows expressions where
the wild card is followed by a comma and a valid DN. The latter
DN denoted by <dn_of_any_subtree_root> is intended to specify the
root of some subtree.
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The entry level access control directive defined by the user attribute
orclEntryLevelACI has the following schema:

"orclEntryLevelACI":
{ <oid> NAME ’orclEntryLevelACI’ DESC ’Stores entry level ACL Directive’
EQUALITY accessDirectiveMatch SYNTAX ’orclEntryLevelACIDescription’
USAGE ’directoryOperation’ }

<orclEntryLevelACIDescription>
::= access to < object > [by < subject > ( < accessList > )]+

7.1.2.1 Object: What to control access to
The <object> part of the access control directive determines the entries and
attributes to which the access control applies.

In the orclACI attribute, the entry DN component of the object of the ACI is
implicitly that of all entries within the subtree starting with the ACP as its root. For
example, if dc=com is an ACP, then the directory area governed by its ACI is:

.*, dc=com.
However. since the directory area is implicit, the DN component is not required nor
syntactically allowed.

In the orclEntryLevelACI attribute, the entry DN component of the object of the
ACL is implicitly that of entry itself. For example, if dc=oracle, dc=com has an entry
level ACI associated with it, the entry governed by its ACI is exactly: dc=oracle,
dc=com. Since it is implicit, the DN component is not required nor syntactically
allowed.

The <object> portion of the ACL allows entries to be optionally qualified by a filter
matching some attribute(s) in the entry:

filter=(< ldapFilter >)

Where <ldapFilter> is a string representation of an LDAP search filter. The special
entry selector * is used to select any entry, and is convenient shorthand for the
equivalent dn=.* selector.

Attributes within an entry are selected by including a comma-separated list of
attribute names in the <object> selector.

attr=(<attribute_list>)
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Attributes within an entry are rejected by including a comma-separated list of
attribute names in the <object> selector.

attr!=(<attribute_list>)

7.1.2.2  Subject: Whom To Grant Access To
This section describes the subject (entity) to whom access is granted, and the
authentication mode or bind mode used to verify the identity of the subject.

7.1.2.2.1 Bind Mode <BindMode>

The authentication mode or bind mode specifies the method of authentication to be
used by the <subject>. There are five modes identified:

■ Anonymous, meaning no authentication (default mode)

■  Simple, for simple password-based authentication

■ SSLNoauth, for SSL-based clients with either anonymous or simple password
based authentication

■ SSLOneway, for SSL-based clients with server authentication with either
anonymous or password based authentication

■ SSLTwoway, for SSL-based clients with strong authentication through SSL.

The BindMode is optional in subject specification. When specified, the mode should
match the mode specified in the ACI for the directive to be applicable.

7.1.2.2.2 Entity

The <entity> component identifies the entity or entities being granted access. Note
that access is granted to "entities" not "entries."

Entities can be specified by:

■ The special "*" identifier, matching any entry,

■ The keyword "self" matching the entry protected by the access

Note: Access to the entry itself must be granted or denied using
the special <object> keyword "entry". Note that giving access to an
attribute is not enough; access to the entry itself through the "entry"
keyword is necessary. See the complete examples at the end of this
section.
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■ By a regular expression matching an entry’s distinguished name:   dn=<regex>

■  By the members of a group object: group=<dn>

■  By an entry listed in a DN-valued attribute in the entry to which the access
applies: dnattr=(<dn-valued_attribute_name>)

The dnattr specification is used to give access to an entry whose DN is listed in an
attribute of the entry (that is, to give access to a group entry to whoever is listed as
the owner of the group entry).

Note: Subsequent versions of the product would in addition support specification
by a regular expression matching the client’s IP address or domain name:

 <subject> ::= addr=< regex > | domain=< regex >

7.1.2.3 The Access to Grant
The kind of access granted can be one of the following:

none | compare | search | browse | read | selfwrite | write | add | delete
| nocompare | nosearch | nobrowse | noread | noselfwrite | nowrite | noadd |
nodelete

Note that each access level can be independently granted or denied. The noxxx
means xxx permission is denied.

none No access right

compare Right to perform LDAP Compare operation on the attribute

search Right to use an attribute in a search filter

browse Permission to return the DNs in the search result. It is equivalent
to the list permission in X.500. This permission is also required
to use an entry DN as the base DN in ldapsearch operation.

read Right to read attribute values. Even if read permission is
available for an attribute, it cannot be returned unless there is
browse permission on the entry itself.

selfwrite Right to modify (add/delete) its own value in the attribute. For
example, right to add/delete oneself in a list of DNs group entry
attribute.

write Right to modify/add/delete the attributes of an entry. To delete
an entry the user must have delete access to the entry.

add  Right to add entries under a target directory entry
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Note that some access permissions are associated with entries and others with
attributes

The entry level access directives are distinguished by the keyword entry in the
object component.

7.1.3 ACL Evaluation
When processing an LDAP request, the access level granted to the requester has to
be evaluated for each of the attributes involved in the request. This evaluation is
done systematically for each attribute associated with every entry involved in an
LDAP operation.

Given the hierarchical nature of ACPs (administrative domains or areas) and
inheritance of policies from superior ACPs to subordinate ACPs, the process of
evaluating access to any object (attribute in an entry) involves potentially
examining all the ACI directives that are applicable for that object.   This process is
described here.

The evaluation starts with examining ACI directives in the entry’s entry level ACI,
orclEntryLevelACI. Until the evaluation is complete, the ACP policies are
successively considered starting with the immediate ACP following the chain of its
superior ACPs.

The access evaluation is done for the entry and each of its attributes individually.
Oracle Internet Directory evaluates entry level access permissions to see whether

delete Right to delete the target entry

Entries Access Attributes Access

browse/nobrowse compare/nocompare

add/noadd search/nosearch

delete/nodelete read/noread

none selfwrite/noselfwrite

write/nowrite

none

none No access right
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the given subject is allowed to perform the given operation. During ACL evaluation,
an attribute is said to be in one of the following states:

■ Resolved with permission: The required access for the attribute has been
granted in the ACI.

■ Resolved with denial: The required access for the attribute has been explicitly
denied in the ACI.

■ Unresolved: No applicable ACI has yet been encountered for the attribute in
question.

For all LDAP operations except search, the evaluation stops either if access to the
entry itself is denied or if any of the attributes reach Resolved with denial. In this case
the operation would fail.

For search, the evaluation continues until all the attributes reach the Resolved state.
Attributes that Resolved with denial are not returned.

7.1.3.1 ACL Evaluation Precedence Rules
An LDAP operation requires the BindDN (that is, the <subject>) of the LDAP
session to have certain permissions to the objects affected by the operation. This
includes permissions on the entry itself and/or to the individual attributes of the
entry.

Typically, there could be a hierarchy of access control administration authorities,
starting from the root of a naming context down to successive administrative points
(or access control policy points). An ACP is any entry which has a defined value for
the orclACI attribute.   Additionally the access information specific to a single entry
can also be represented within the entry itself (orclEntryLevelACI).

ACL evaluation involves determining whether a <subject> has sufficient
permissions to perform an LDAP operation. Typically an entryLevelACI or orclACI
might not contain all the necessary information for ACL evaluation. Hence, in
general, all available ACL information is processed in a certain order until the
evaluation fully resolves:

■ The entry level ACI is examined first. ACI in the orclACI are examined starting
with the ACP closest to the target entry and then its superior ACP and so on.

■ At any point if all the necessary permissions have been determined the
evaluation stops; otherwise, the evaluation continues.

■ While processing a single ACI, if the <entity> associated with the session DN
matches more than one item identified in the by clause, the effective access
evaluates to:
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UNION (all the granted permissions in the matching by clause items) and
UNION (all the denied permissions in the matching by clause items)

7.1.3.2 ACL Evaluation For Groups
If an operation on an attribute or the entry itself is explicitly denied at an ACP low
in the DIT, typically, the ACL evaluation for the attribute (or entry) is considered
Resolved with Denial. But, if the user of the session (bindDN) is known to be a
member of a group object, the evaluation will continue as if it is still Unresolved. If
permissions are granted to the user of the session at an ACP higher in the tree
through a group <subject> selector, such grants have higher precedence than any
denials below in the tree.

The above scenario is the only case in which ACL policy at a higher level ACP has a
higher precedence than that of an ACP lower in the DIT.

7.1.3.3 Access Level Requirements for LDAP operations

7.1.3.3.1 ACLs required to create an object

Add access to the parent entry is needed to create an object.

7.1.3.3.2 ACLs required to remove an object

Delete access to the object being removed is needed to remove an entry.

7.1.3.3.3 ACLs required for ModifyDN operation

Delete access to the current parent and Add access to the new parent are required to
perform this operation.

7.1.3.3.4  ACLs required for ModifyDN (RDN) operation

Write access to the attributes that are being modified is required to perform this
operation.

7.1.3.3.5 ACLs required for Modify operation

Write access to the attributes that are being modified is required to perform this
operation.
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7.2 Managing Access Control Using Command Line Tools
As described in the beginning of this chapter, directory access control policy
information is represented as user modifiable operational attributes. Hence, one can
manage directory access control by setting and altering values of these attributes
using the ldapModify command. Any tool, including the command line tools that
support the ldap-modify operation, can be used for the purpose.

In order to directly edit the ACI, you should understand the format and semantics
of the directory representation of the ACI. This section contains the formal
specification of the ACI format and a description of the semantic issues necessary to
manage the ACI using command line tools.

For information about how to format input using LDIF, which is the required input
format for line mode commands, see Section 5.4, "Using the LDAP Data Interchange
Format (LDIF)."

For information about how to run ldapModify, see Section 5.2.5, "Adding and
Modifying Directory Entries Using LDAP Commands."

7.2.1  Access Control Examples

7.2.1.1 Example: Setting Up an (Inheritable) ACP Using ldapModify
The example in this section sets up subtree access permissions in an orcACI at DSE
root entry. Because this example refers to the orclACI attribute, this access directive
governs all the entries in the DIT that are located below the entry in which this
access directive resides. Note the mandatory presence of the << EOF characters.

ldapmodify -v -h $1 -D "cn=Directory Manager, o=IMC, c=US" -w "controller" << EOF
dn:
changetype: modify
replace: orclaci
orclaci: access to entry by dn= "cn=directory manager, o=IMC, c=us" (browse, add, delete)
by * (browse, noadd, nodelete)

orclaci: access to attr=(*) by dn= "cn=directory manager, o=IMC, c=us" (search, read,
write, compare) by self (search, read, write, compare) by * (search, read, nowrite,
nocompare)

EOF
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7.2.1.2 Example: Setting Up Entry-Level ACIs Using ldapModify
The example in this section sets up entry-level access permissions in the
orclentrylevelaci attribute. Because this resides in the orclEntryLevelACI attribute,
this ACL governs only the entry in which it resides. Note the mandatory presence
of the << EOF characters.

ldapmodify -v -h $1 -D "cn=Directory Manager, o=IMC, c=US" -w "controller" << EOF
dn:
changetype: modify
replace: orclentrylevelaci
orclentrylevelaci: access to entry by dn= "cn=directory manager, o=IMC, c=us" (browse,
add, delete) by * (browse, noadd, nodelete)

orclentrylevelaci: access to attr=(*) by dn= "cn=directory manager, o=IMC, c=us" (search,
read, write, compare) by * (search, read, nowrite, nocompare)

EOF

7.2.1.3 Typical Access Control Policy examples
The access control facility is quite powerful. This section shows some advanced and
typical examples.

Example 7–1

The following example is an illustration of the use of wild cards (*) in the <object>
and <subject> parts:

orclACI attribute in the ACP at dc=com

access to entry by * (browse)
access to attr=(*) by * (search, read)

This access directive grants read access to everyone. Note that in order to allow
reading the attributes, browse permissions are granted on the entries.

Example 7–2

The following example shows the use of a regular expression to select the entries by
DN in two access directives.

Read access is granted to entries under the dc=oracle,dc=com subtree, except for
those entries under the "dc=us,dc=oracle,dc=com," to which search access is
granted.

orclACI attribute in the ACP at dc=oracle, dc=com:
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access to entry by * (browse)
access to attr=(*) by * (search, read)

orclACI attribute in the ACP at dc=us, dc=oracle, dc=com:

access to entry by * (browse)
access to attr=(*) by * (none)

Example 7–3

The next example shows the use of an attribute selector to grant access to a specific
attribute, and various <subject> selectors.    The example applies to entries in the
dc=us,dc=oracle,dc=com subtree. The policy enforced by this ACI can be described
as follows:

■  For all entries within the subtree the administrator has add/delete and browse
permissions. Others within the subtree can browse, but those outside have no
access to the subtree.

■ The salary attribute can be modified by one’s manager, viewed by oneself, but
has no access to anyone else.

■ The userPassword can be viewed and modified by oneself and the
administrator. Others can compare.

■ The homePhone attribute can be read and written by oneself and viewed by
others.

■ For all other attributes, the administrator can compare, search on, read and
modify. Others cannot update.

orclACI attribute in the ACP at dc=us,dc=oracle,dc=com:

access to entry
      by dn="cn=admin, dc=us,dc=oracle,dc=com" (browse, add, delete)
      by dn=".*, dc=us,dc=oracle,dc=com" (browse)
       by * (none)

 access to attr=(salary)
       by dnattr=(manager) (search, read, write, compare)
       by self (search, read, compare)
        by * (none)

 access to attr=(userPassword)
       by self (search, read, write, compare)
       by dn="cn=admin, dc=us,dc=oracle,dc=com" (search,read, write, compare)
        by * (compare)
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 access to attr=(homePhone)
       by self (search,read, write, compare)
        by * (read)

 access to attr != (salary, userPassword, homePhone)
      by dn="cn=admin, dc=us,dc=oracle,dc=com" (compare, search, read, write)
       by * (compare, search, read)

Example 7–4

Sometimes it is useful to permit a particular DN to add or remove itself from an
attribute. For example, if you would like to create a group and allow people to add
and remove only their own DN from the member attribute, you could accomplish it
with an access directive like this:

access to attr=(member) by dnattr=(member) (selfwrite)

The dnattr <subject> selector says that the access applies to entities listed in the
member attribute. The selfwrite access selector says that such members can only
add or delete their own DN from the attribute, not other values.

7.3 ACL Management Using the Oracle Directory Manager
You can view and modify the Access Control Information configured within ACPs
through the Oracle Directory Manager or through LDAP command line tools. This
section explains how to use the Oracle Directory Manager to accomplish these tasks.
The use of the LDAP commands is described in Section 7.2, "Managing Access
Control Using Command Line Tools."

The instructions below explain how to view the list of ACPs, how to modify and
add access items within an ACP, and add a new ACP.

Important Note:  An early step in customizing the Directory to
suit your organization’s needs should be to customize the Default
ACP permissions from the Default ACP delivered in the
installation.
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7.3.1 Viewing the ACPs and their ACI Directives
ACPs are entries that contain access control information that affects the entry itself
and all entries below it. You will most likely create ACPs to broadcast large-scale
access control. You should immediately customize the Default ACP—reducing the
totally open default set of permissions to allow total access only to system
administrators.

1. Start the Oracle Directory Manager and connect to an Oracle Internet Directory
server.

2. Expand on Subtree Access Management in the Navigator pane by clicking the +
to the left of the term. Select Subtree Access Management.

All of the defined Access Control Policy Points (ACPs) appear in a list below
Subtree Access Management in the Navigator pane. They also appear in the
right pane. See Figure 7–1.
7-16 Oracle Internet Directory Administrator’s Guide



ACL Management Using the Oracle Directory Manager
Figure 7–1 List of Access Control Points

3. Click an ACP under Subtree Access Management in the Navigator pane to
display the Subtree Access Management panel for that ACP in the right pane, or
double-click an ACP in the right pane to display the data in its own window.
Figure 7–2 shows an example of the Subtree Access Management panel.
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Figure 7–2  Viewing the Subtree Access Management Items

The three areas in the Subtree Access Management pane—Path to Subtree Control
Point, Structural Access Items, and Content Access Items—are described in the
following sections.

7.3.1.1 Path to the Subtree Access Control Point
The Path to Subtree Control Point contains the path defined by the ACP. If you have
navigated down a tree to this point, the path to this point appears in the Subtree
Control Point field. If you are creating a new ACP, you must enter the path to it
here.

7.3.1.2 Structural Access Items
Structural access items determine access to entries. Items listed in the Structural
Access Management pane identify the Entry Filter, By Whom, Bind Mode, and
Access Permissions parameters.
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■ Entry Filters restrict the entries to which you are granting access.

Use the search panel to select the target entries. You might choose an entry
based on one or more attributes. For example, you might choose to search for all
those whose title is secretary. Or you could search for all those whose title is
manager and whose organization unit is Americas.

If you want all entries below the ACP to be governed by the ACP, you do not
need to use this tab page.

■ By Whom specifies to whom or what you are granting access (the subject).
Examples of subjects include the following

■ Bind Mode indicates whether Binding is used.

The authentication mode or bind mode specifies the method of authentication
to be used by the subject (that is, the entity that seeks access). There are five
modes identified:

■ Anonymous, meaning no authentication

■  Simple, for simple password-based authentication

■ SSLNoauth, for SSL-based clients with either anonymous or simple
password based authentication

■ SSLOneway, for SSL-based clients with server authentication with either
anonymous or password based authentication

■ SSLTwoway, for SSL-based clients with strong authentication through SSL.

Everyone (*) All who try to access the entry

A previously defined group name

A previously defined Directory entry

Access by an entire subtree in the Directory, which you
select

Access by all those members of a group who have the
attribute you select

Access to anyone who has correctly logged in as the entry
specified

A specific group (dn)

A specific entry (dn)

A subtree

A local group attribute
(dnattr)

Anyone who has logged
onto the named subentry
(self)
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The bind mode is optional in subject specification. When specified, the mode
should match for the directive to be applicable. Anonymous bind mode
matches any kind of authentication.

■ Access columns enable you to specify what kinds of rights you are granting:

■ Browse

■ Add

■ Delete

7.3.1.3 Content Access Items
Items listed in the Content Access Items pane are related to attributes within the
entry or entries identified in the Entry Filter field. Fields in this pane include the
following:

■ By Whom specifies to whom or what you are granting access (the subject)

■ Bind Mode indicates whether bind mode (authentication) is used.

■ Op shows the matching operation to be performed against the attribute.
Choices are EQ (=) and NEQ (!=).

■ Attribute specifies the specific attribute to which access is granted or denied
(the object).

■ Access Permissions let you grant or deny Read, Search, Write, Selfwrite, or
Compare access.

7.3.2 Modifying Access Items in an ACP
To modify a Structural Access or Content Access item, press the Edit button at the
bottom of the related Access Item pane. A window with tabs appears.

Each tab page contains items you can modify. The content of these panes and tab
pages was described in the previous section. An example of how to use them is
provided in the following section. Whether you are editing an existing ACP or
adding a new one, the procedures are the same.

Note: You need to scroll horizontally to read all the access
permissions.
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7.3.3 Adding an ACP and Creating Access Items
To create a new ACP, select Subtree Access Management in the navigator pane, and
click Create in the right pane. A New Access Control Point window appears. In the
Path to Entry field, enter the distinguished name (DN) of the entry that will be the
ACP.

To define Structural Access Items (entries), click Create under the Structural Access
Items field. A window appears in which to define the structural access items.

If you want to limit the object of the ACI to a specific entry or set of entries, use the
search filter to define the entry or set of entries you want. Click OK or Apply to start
the search. The results of the search appear in the Structural Access Items field. If
you do not use the search filter, the ACIs you create apply to all the entries under
the ACP.

By default, Everyone is granted Browse, Add and Delete access to the entry. You can
change this access by selecting the entry and clicking Edit. A window in which to
edit the components of the structural access items appears. Click the tabs to modify
the By Whom and Access Permissions components.

To define Content Access Items (attributes), click Create under the Content Access
Items field. A window appears in which to define the content access items.

Use the search filter further to define the entry or set of entries in which the
attributes appear. Click OK or Apply to start the search. The results of the search
appear in the Content Access Items field.

By default, everyone is given access to read, search, write, and compare all
attributes in an entry, and selfwrite permissions are unspecified. If an entry is
unspecified, access is determined at the next highest level in which access is
specified.

You can change this access by selecting the entry and clicking Edit. A window in
which to edit the components of the content access items appears. Click the tabs to
modify the By Whom and Access Permissions components.

Note: You can find the DN by looking in the navigator pane for
the entry.
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7.3.4 Managing ACPs: an Example
This example illustrates how to create a new ACP and how to create ACIs within it.
Suppose you are an administrator in a large company, and you want to limit access
to user passwords, so that everyone can compare a password, but only the owner of
each password, that is, the user, can read the password or modify it.

In this example, we create a new ACP and populate it with four ACIs that set the
following permissions:

■ limited access to a userpassword by "Everyone"

■  open access to the same userpassword by the user himself

■ open access to all attributes except userpassword to Everyone

■ open access to all attributes to each user

7.3.4.1 Create a New ACP
1. From the Navigator pane of the Oracle Directory Manager window, select

Subtree Access Management.

A list of ACPs appears in the right pane.

2. Click Create at the bottom of the right pane.

A New Access Control Point window appears as shown in Figure 7–3
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Figure 7–3 New Access Control Point Window

.

3. In the PathTo Entry field, enter the DN where you want the ACP. The ACIs
within the ACP will apply to all entries below and including that DN.

7.3.4.1.1 Structural Access Items

To set the access permissions for an entry, click Create under the Structural Access
Items field.

A Structural Access Items window appears. It contains three tabs: Entry Filter, By
Whom, and Access Rights. Because you want the ACIs to apply to all entries under
the ACP, do not use the Entry Filter tab.

1. Click on the By Whom tab to define the subject of the ACI.

 The By Whom page appears in the window shown in Figure 7–4.
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Figure 7–4 Structural Access Items: By Whom Page

2. Use this page to define the subject of the ACI. To create access rights for
everyone, click the Everyone button. Click Apply to set these permissions.

3. Click the Access Rights tab to display the Access Rights page. By default, all
rights—browse, add, and delete—are granted. Change the access rights so that
Everyone can browse all entries, but cannot add or delete them. The page will
look like the window shown in Figure 7–5.
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Figure 7–5 Structural Access Items: Access Right Page

Click OK to set the these permissions and close the window.

At this point the New Access Control Point window looks something like
Figure 7–6.
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Figure 7–6 Access Control Point Structural Access Items

7.3.4.1.2 Content Access Items

The four ACIs in this example use the same structural content item information.
They differ only in the content access they allow. The rest of this section describes
how to create the content access for the ACIs.

1. To define the content access items, click Create below the Content Access Items
field.

The Content Access Items window appears. It is similar to the Structural Access
Items window, but it has four tabs: Entry Filter, By Whom, Attribute, Access
Permission. See Figure 7–7.
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Figure 7–7 Sample New Content Access Items Window

2. Because you want this ACI to apply to all entries under the ACP, do not use the
entry filter. Click the By Whom tab to display the By Whom page.

3. On the By Whom page, click the Everyone button, then click Apply.

4. Click the Attribute tab to display the Attribute page.
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Figure 7–8 Attribute Tab Page

This page has two fields.The first has two choices: EQ (equals) and NEQ (not
equals). The second sets the attribute; select it from the scroll list available when
you click the black arrow.

5. Select EQ and select userPassword.

6. Select the Access Permission tab to display the Access Permission page. By
default, all permissions are granted. Change the permissions so that Read,
Search, and Write and Compare are denied. The result looks like Figure 7–9.
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Figure 7–9 Content Access Items: Access Permission

Select OK to set these permissions and close the window.

You have completed one ACI. The New Access Control Point window now
looks like Figure 7–10.
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Figure 7–10 New Access Control Point with one ACI

7.3.4.2 Create Another ACI
Create another ACI that allows a user to read, write, search, and compare his own
password.

1. Press Create under the Content Access Items field to display the Content Access
Items dialog box.

2. Press the By Whom tab to display the By Whom page.

3. At the bottom of the By Whom tab page, click the button labeled When Session
User’s Distinguished Name (DN) Matches the Accessed Entry. Press Apply.

4. Press the Attribute tab. The Attribute page appears.

This page has two fields.The first has two choices: EQ (equals) and NEQ (not
equals). The second sets the attribute; select it from the scroll list available when
you click the black arrow.

5. On this page, select EQ and userPassword.

6. Press the Access Permission tab to display the Access Permission page.
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7. On the Access Permission page, grant access to read, search, write, and
compare. Leave selfwrite unspecified.

8. Select OK to apply these permissions and close the window.

You have now created two ACPs. One denies Everyone read, search and write
access to the userPassword attribute. It allows compare. The second allows the
owner of the password to read, search, and write it, as well as compare it. The New
Access Control Point window looks like Figure 7–11.

Figure 7–11  Userpassword Example

7.3.4.3 Create a Third ACI
The next ACI grants access to Everyone to Read, Search, and Compare all attributes
except userpassword. It denies Write access.

1. Press Create under the Content Access Items field to display the Content Access
Items.

2. Select the By Whom tab to display the By Whom page.

3. On the By Whom page, click the button next to Everyone. Press Apply.
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4. Select the Attribute tab. The Attribute page appears.

This page has two fields.The first has two choices: EQ (equals) and NEQ (not
equals). The second sets the attribute; select it from the scroll list available when
you click the black arrow.

5. On this page, select NEQ and userPassword.

This combination means that any attribute that is not equal to userpassword is
the object of the permissions in this ACI.

6. Press the Access Permission tab to display the Access Permission page.

7. On the Access Permission page, grant access to read, search, and compare.
Deny write access. Leave selfwrite unspecified.

8. Select OK to apply these permissions and close the window.

7.3.4.4  Create a Fourth ACI
The next ACI grants access to Self to Read, Browse, and Write all attributes except
userpassword. Including this ACI avoids any ambiguity about whether Self has the
same access permissions as Everyone to attributes other than userPassword.

1. Press Create under the Content Access Items field to display the Content Access
Items.

2. Press the By Whom tab to display the By Whom page.

3. At the bottom of the By Whom page, click the button labeled When Session
User’s Distinguished Name (DN) Matches the Accessed Entry. Press Apply.

4. Press the Attribute tab. The Attribute page appears.

This page has two fields.The first has two choices: EQ (equals) and NEQ (not
equals). The second sets the attribute; select it from the scroll list available when
you click the black arrow.

5. On this page, select NEQ and userPassword.

This combination means that any attribute that is not equal to userpassword is
the object of the permissions in this ACI.

6. Press the Access Permission tab to display the Access Permission page.

7. On the Access Permission page, grant access to read, search, and compare.
Deny write access. Leave selfwrite unspecified.

8. Select OK to apply these permissions and close the window.
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The New Access Items Control Point Window now looks like Figure 7–12.

Figure 7–12 Completed ACP Window

Consider what other access restrictions you might want to implement. Your
directory may contain many entries and attributes that should not be available to
everyone.
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7.4  Granting Entry-Level Access with the Oracle Directory Manager
To grant local access, or access to one entry, you can use the Oracle Directory
Manager or LDAP commands. This section explains how to grant access using the
Oracle Directory Manager.

1. In the Navigator pane, select Entry Management, then either expand the
directory entries or use the search panel to display the entry that you intend to
change.

2. Click the entry to display it in the right pane. You can change the structural
access items and content access items.

3. You can change the structural access and content access items for the entry in
the right pane by clicking on the Local Access tab.

4. Create and edit local ACIs in the Structural Access Item and Content Access
Item fields as described in the section on Subtree Access Control earlier in this
chapter.

5. Once you have made the changes, click the OK or Apply button to save your
changes.
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Directory Replication

Replication is the mechanism that facilitates maintenance of exact duplicates of
specified directory naming contexts on multiple nodes.

This chapter addresses:

■ Section 8.1, "What is Directory Replication?"

■ Section 8.2, "Installing Replication"

■ Section 8.3, "Adding a Replication Node"

■ Section 8.4, "Understanding Conflict Resolution"
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8.1 What is Directory Replication?
A directory is typically distributed among one or more directory servers (DSAs),
each containing a portion of the name space called a partition. A partition is a set of
one or more naming contexts. A naming context is defined as a contiguous
directory subtree that is wholly contained within one DSA. A naming context
begins at an entry that serves as the top of the subtree and extends downward to
either leaf entries or to references to subordinate naming contexts.

Each copy (or instance) of a naming context that is contained within a DSA is called
a replica. A DSA can hold read-only or updatable replicas.

Replication is the mechanism that facilitates maintenance of exact duplicates of one
or more specified directory naming contexts on multiple nodes.

The DSAs that hold updatable replicas are called masters or suppliers. Their
changes are propagated to other DSAs. DSAs that receive changes from other DSAs
are called slaves or consumers. A replication environment can consist of many
updatable replicas of the same naming context. The DSAs that hold these replicas
replicate their updates to one another. Such a deployment is called a multi-master
network.

In a multi-master replication network the DSAs both receive updates from other
nodes and send updates to other nodes. Hence they are both suppliers and
consumers.

The DSAs that participate in replication are said to be in a replication agreement. A
replication agreement is configured by a system administrator and stored as an
entry in all the DSAs participating in the agreement. The DSAs participating in a
replication agreement are said to be part of a Directory Replication Group (DRG).

Replication relies on a transport mechanism to send supplier changes to consumer
servers. Two transport mechanisms are available for the Oracle Directory Server,
each of which has its merits and disadvantages. The transport mechanisms, LDAP
and ASR, are explained in the following section.
8-2 Oracle Internet Directory Administrator’s Guide



What is Directory Replication?
8.1.1 Advantages of Using Replication
Oracle Internet Directory replication provides a number of advantages, such as
increasing the availability and accessibility of Directory data, while incurring
minimal overhead. Replication reduces network traffic problems because multiple
masters reduce the number of client requests otherwise directed to a single server.
Additionally, multiple masters eliminate risks associated with a single point of
failure.

8.1.2 Deploying Directory Replication
One or more replicas of the same naming context can exist in a replicated network.
The set of DSAs that participate in replication is called a Directory Replication
Group (DRG). See Figure 8–1

A special directory entry called a Replication Agreement is used to represent the
replication relationship among the DSAs in a DRG.

The following are the key characteristics and constraints associated with a DRG:

■ Any naming context held within a DSA in a DRG is potentially available for
replication to any other DSA in the DRG.

■ The operation mode of a DSA in a DRG can be independently configured to be
read-only or read-write. The DSA operation mode (read-only or read-write)
applies to all the naming contexts in the DSA.

■ A DSA can participate in only one DRG.

■ Replicas of naming contexts held within DSAs in a DRG should not be held in
DSAs outside the DRG.

For detailed instructions on installing and configuring replication, see Chapter 8,
"Directory Replication."

There are no Internet standards for directory replication yet, though such standards
are being developed by the IETF. The Oracle Internet Directory replication adheres
to the IETF standard proposal for representing directory change information called
change logs.
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Figure 8–1 Directory Replication Group

8.1.2.1 Replication Agreements
In Figure 8–1, each node in the ring is participating in a replication agreement with
the other nodes. The agreement is identical on each node except for local options
such as naming contexts that are of interest to the DSA. The replication agreement
on each node lists all the other nodes as nodes that it delivers its changes to and
from which it applies remote changes it receives.

For information about how to configure replication agreements, see "Step 5:
Configure replication" on page 8-15.

8.1.3 ASR and LDAP-based Transport
Oracle Advanced Symmetric Replication (ASR) is a store-and-forward transport
feature available in Oracle8. ASR allows database tables to be kept synchronized
across two Oracle databases. Directory replication uses this ASR mechanism as a
transport vehicle for propagating the directory change information across to other
directory servers participating in a replication agreement. ASR stores local changes
and periodically propagates local changes in batches to consumer servers. The
consumer Replication servers apply the remote changes to the local server and then
purge the applied remote changes from their local stores.

LDAP-based replication is a direct replication method. The consumer Replication
server acquires (pulls) the supplier changes across the network boundary using
LDAP protocols.

Of the two options, LDAP-based replication transport is the more direct, more
efficient replication method when it is functioning in a reliable LAN environment;
however, in a wide area network involving gateways, or bridges, or routers, the
store-and-forward mechanism in ASR offers the advantage of higher fault tolerance

represents an instance of
an Oracle Internet Directory

sharing updates with other instances
participating in its replication agreement.
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8.1.4 Replication Architecture
Replication employs change logs on master servers. The supplier servers write their
changes to change logs, and then regularly send (batched) Directory changes to
other supplier and consumer servers. Applying the received change log data, the
consumer servers reproduce the changes locally.

For the Beta release, the Oracle Internet Directory enables replication through
Oracle8 Advanced Symmetrical Replication (ASR). ASR environments allow read
and update access to Directory tables anywhere in the system. Typical ASR
configurations use row-level replication with asynchronous data propagation. For
detailed information about ASR, refer to the Oracle8 Replication manual.

The basic architecture for replication remains the same, regardless of the number of
nodes you introduce into the replication environment. As shown in Figure 8–2, local
changes are distributed to remote nodes and applied by Replication server
processing. Toward this end, the Replication server, acting as a client, sends
commands to the Directory server, which implements them.

To configure replication, you specify which nodes in a replication group should
share changes. For information on configuring replication, refer to "Step 5:
Configure replication" on page 8-15.

Table 8–1 Comparison Chart of ASR vs. LDAP-based Replication Transport Processes

ASR Protocol LDAP-based Protocol

Binding
To acquire supplier changes, the
Replication server binds only with the local
consumer directory server.

In change log processing, the Replication server
binds with both the supplier server and the
consumer server.

Garbage
Collection

During garbage collection, the Replication
server purges local changes as well as
incoming remote changes.

During garbage collection, the Replication server
purges only local changes.

Important: While it is useful to consider the merits of both
transport vehicles, only ASR is available for this release of Oracle
Internet Directory.
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Figure 8–2 Overview of ASR-Based Replication Architecture

To support concurrent Directory server processing and the addition of a new node,
the Replication server contains change log translation logic and change status
translation logic. Thus ASR and the Directory server are not interdependent. (Of
course, when the Replication server is not running, the Directory server and ASR
are independent of each other.)

To simplify this discussion, in the diagram shown in Figure 10-1 the roles of
supplier and consumer have been separated, and garbage collection has not been
mentioned. Realistically, however, in a multi-master replication environment, every
Directory server assumes both of these roles, and garbage collection occurs
regularly. Remote change records in the local Changelog table are deleted by the
garbage collection thread if they’ve been applied locally, and local change records in
the local Changelog table are deleted by the garbage collection thread if they’ve
been distributed to all the consumer Oracle Internet Directories.
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On the supplier side:
1. The LDAP Server generates a change log object in the change log object store

when it performs any directory modification that was issued by an LDAP client.

2. The Replication server spawns an outbound change log processing thread
based on a scheduled replication cycle to translate the change log object into a
row (e.g., Change entry) in the change log table.

3. When a change entry gets inserted and then committed into the change log
table, ASR immediately copies the change into the deferred transaction queue.

4. After a scheduled ASR replication interval, ASR pushes pending transactions
from the deferred transaction queue across the network to the consumer change
log table.

On the consumer side:
5. The Replication server spawns a change log processing thread for each supplier,

based on a scheduled replication cycle.

6. The change log processing thread consults the change status table for the last
change applied from the supplier to the consumer directory.

7. It then fetches and applies all the new changes from the change log table to the
LDAP Server.

8. After completing the change log processing, the change log processing thread
updates the change status table to record the last change applied from the
supplier before exiting.

9. ASR copies the change status update into the deferred transaction queue.

10. After the scheduled ASR replication interval, ASR pushes pending change
status updates from the deferred transaction queue to the supplier change
status table.
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8.2 Installing Replication
This section describes how to install and initialize Oracle Internet Directory
replication server software on a node. Figure 8–3 gives a visual overview of this
process.

Figure 8–3 Steps to Install Replication

Establishing a Directory Replication Group involves configuring ASR and installing
and configuring Oracle Internet Directory on each of the participating server nodes.
Each node in a group of DSAs holds an updatable copy, also called an updatable
replica, of the same set of directory naming contexts. These naming contexts are
synchronized with each other by replication processing. This group of nodes is
called a Directory Replication Group (DRG).
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serve as the ASR Master 
Definition Site (MDS).

At the MDS, set up ASR 
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Replication Server 
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8.2.1 Overview: Installing and Configuring a Replication Group
To install and configure a replication group, follow the general steps listed below.
Each step is explained more fully in Section 8.2.2, "Step-by-Step: Installing and
Configuring a Replication Group."

■ Step 1: Install Oracle Internet Directory on all nodes in the Directory Replication
Group (DRG)

■ Step 2: Decide which node will server as the ASR Master Definition Site (MDS)

■ Step 3: At the MDS, set Up ASR for a Directory Replication Group

■ Step 4: Start Oracle Internet Directory on all the nodes

■ Step 5: Configure replication

■ Step 6: Start the Replication servers on all the nodes

8.2.2 Step-by-Step:  Installing and Configuring a Replication Group
This section guides you through each step of the process for installing and
configuring a replication group.

Step 1: Install Oracle Internet Directory on all nodes in the Directory
Replication Group (DRG)
Refer to Oracle Internet Directory Installation Guide. Note that installation of the
Enterprise Edition of Oracle 8i, which is required for the Oracle Internet Directory,
includes Oracle ASR.

Note: The instructions in this section apply to setting up
replication in a group of empty nodes. For instructions on adding a
node to an existing DRG, see Section 8.3.

Note: In this release of Oracle Internet Directory, procedures and
tools to support the following deployment scenarios are not
available:

■ Removing an Oracle Internet Directory server from an existing
DRG

■ Creating an environment (directory network) consisting of
more than one DRG
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Step 2: Decide which node will server as the ASR Master Definition Site
(MDS)
A Master Definition Site (MDS) is any of the Oracle Internet Directory databases
from which the administrator is going to run the configuration scripts. You should
be able to connect to the MDS database and all other nodes that constitute the DRG
using SQL*Net or Net8. For more information, see Section , "Prepare the
Net8/SQL*Net Environment for Replication."

Step 3: At the MDS, set Up ASR for a Directory Replication Group
The following sections lead you through installing and configuring ASR through
Oracle Internet Directory installation scripts. Advanced ASR users may prefer to
configure ASR through the Oracle8 Replication Manager Tool. Information on
configuring ASR with the Oracle8 Replication Manager Tool is available through its
online help, and in the Oracle8 Server Replication documentation.

Setting up the Oracle Advanced Symmetric Replication (ASR) environment to
establish a Directory Replication Group (DRG) requires you to perform two tasks,
and these are described in the following sections:

■ "Prepare the Net8/SQL*Net Environment for Replication" on page 8-11

■ "Configure Oracle ASR For Directory Replication" on page 8-13
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Prepare the Net8/SQL*Net Environment for Replication
Execute the following steps on all nodes in the Directory Replication Group.

1. Create rollback table space and rollback segments. (You may want to create
multiple rollback segments. You can increase the size of the table spaces and
segments to meet your system requirements. For instructions on increasing size
of the table spaces and segments, see Oracle8i Administrator’s Guide.)

a. Create table space for rollback segments.

Execute SQL*Plus by typing the following command:

sqlplus system/ <system_password> @<dbconnectstring>

At the SQL*Plus prompt, type:

create tablespace <table_space_name>
datafile <file_name_with_full_path>  SIZE 50M REUSE AUTOEXTEND ON
NEXT 10M MAXSIZE <max bulk update transaction size ex:500M> ;

b. Create rollback segments.

Execute SQL*Plus by typing the following command,

sqlplus system/ <system password> @<dbconnectstring>

At the SQL*Plus prompt, type the following lines for each rollback segment:

create rollback segment <rollback_segment_name>
tablespace <table_space_name> storage (INITIAL 1M NEXT 1M OPTIMAL 2M
MAXEXTENTS UNLIMITED);

Repeat the commands above for each rollback segment entered in
init<sid>.ora

2. Modify the parameters in file init<sid>.ora.

Type the following lines in the init<sid>.ora file:

rollback_segments = ( <rollback_segment_name_1> , <rollback_segment_name_2>
...)

At the system prompt, type the following command:

JOB_QUEUE_PROCESSES =<number> number of LDAP nodes - 1, at a minimum
SHARED_POOL_SIZE = 30000000
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Ensure that the total SGA does not exceed 50% of system physical memory.

3. Configure sqlnet.ora.

The sqlnet.ora file in $ORACLE_HOME/network/admin should contain the
following parameters at minimum:

AUTOMATIC_IPC = OFF
TRACE_LEVEL_CLIENT = OFF
names.directory_path = (TNSNAMES)
names.default_domain = < domain >

4. Configure tnsnames.ora.

The tnsnames.ora file in $ORACLE_HOME/network/admin must contain
connect descriptor information in the following format for all the Oracle
Internet Directory databases:

<globalName > =
  (DESCRIPTION =
    (ADDRESS = (PROTOCOL = TCP)(HOST = < HOST_NAME_OR_IP_
             ADDRESS> )(PORT = 1521))
    (CONNECT_DATA = (SID = < SID>))
  )

5. Stop and restart the Oracle Internet Directory database.

To stop and restart the Oracle Internet Directory database, you can use
SQL*Plus.

6. Stop and restart the listener.

To stop and restart the listener, use the listener control utility (lsnrctl).

Note: When setting the number of job queue processes, consider
using a number high enough to accommodate any nodes you may
want to add in the future.

Note: The suffix of globalName should match that in the
names.default_domain parameter in the sqlnet.ora file.
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Configure Oracle ASR For Directory Replication
To configure the ASR at the MDS and all nodes in the replication group, complete
the following steps from the MDS:

1. Log on to the Oracle Internet Directory software owner account at the UNIX
level.

2. Change the directory to:

$ORACLE_HOME/ldap/bin

3. Run the following script from MDS:

ldaprepl.sh -asrsetup

This script executes a number of operations.

■ It sets and configures the Master Definition Site.

■ It configures the master sites. A master site is any site other than the Master
Definition Site that participates in LDAP replication.

■ It configures Replication "Push" jobs at all sites.

■ It resumes replication at the Master Definition Site.

■ It checks that all steps have completed successfully.

As the script runs, it asks for the information in Table 8–2 first for the Master
Definition Site then for the Master Sites. After you have provided the necessary
information for the first Master Site, it asks if there is another Master Site. Enter Y or
N. When you enter N, to indicate that you have identified all sites, it shows you a
table of the information you have provided, and asks for confirmation. If it is not
correct, press N. The script will start again at the beginning, asking about the
Master Definition Site again.

Note: Before proceeding to the next step, connect as system user
to all nodes, including MDS, from MDS to ensure the following:

■ Database is up and running

■ Listener is up and running

■ Connect string is correct

■ System password is correct
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After you have provided all the information, the script asks you to verify the
correctness of the information. If the information is correct and you press Y, the
script will begin configuring the sites.

This process may take a long time, depending on your system resources and the
size of your DRG. The script will keep you informed of its progress.

Table 8–2 ASR Setup Information

Information Definition

Host Name of MDS Name of the computer

Global name Net service name (connect string) of the MDS database, as listed
in tnsnames.ora

system password system password

Note: If for any reason you must interrupt the process before it is
complete, you will have to start at the beginning. Interrupting the
process will not negatively affect your re-installation.

Troubleshooting Tip: If the process takes too long or hangs, do
the following:

■ Check $ORACLE_HOME/ldap/admin/logs/ldaprepl.log file
to see the status

■ Move to the directory $ORACLE_HOME/ldap/admin and
check the status of replication jobs by running the following
command:

sqlplus system/ password @database_connect_string   @
ldaplogq.sql

Run the above command for each node in the DRG. Issuing this
command should result in no rows being selected.

■ Check to make sure you entered the correct system password
for all nodes.
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Step 4: Start Oracle Internet Directory on all the nodes
Run the following command:

oidctl connect=< db_connect_string_of_new_node > server=oidldapd
   instance=1 flags="-p < port >" start

Step 5: Configure replication
You need to configure two different kinds of entries for replication, and these are
described in the following sections:

■ "Replication Server Configuration Parameters", described on page 8-16

■ "Replication Agreement Parameters", on page 8-20

Replication agreements are entries that list the member nodes within a replication
group that share their changes. Replication agreements are referenced by
Replication server configuration parameters that load when the Replication server
runs.

Because the Oracle Directory Replication Server configuration parameters are stored
as special attributes in Directory entries, you can configure replication parameters
and replication agreements the same way you configure the Oracle Internet
Directory—you can alter the contents of the configuration entries and agreement
entries through the LDAP on line commands, such as ldapAdd and ldapModify, or
you can view the agreements and modify them through the Oracle Directory
Manager. This section explains both approaches.

Important: When you install and configure replication the first time, you must
inform the Oracle Directory Replication Server about the existence of the member
nodes in the replication agreement. To do this, modify the orclDirReplGroupDSAs
attribute in the replication agreement. This is explained in "Replication Agreement
Parameters" on page 8-20.

Note: If you have large initial data requirements, use the Bulk
Loader to load initial data on all the nodes in the DRG. You must
stop the server before using the Bulk Loader, and bring it up again
afterwards. Refer to Section 5.3 for Bulk Loader instructions.

More Information: For more information on starting Oracle
Internet Directory instances, see Section 3.3, "Starting and Stopping
Oracle Internet Directory Server Instances."
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Replication Server Configuration Parameters
The Oracle Directory Replication Server configuration parameters are stored in the
Replication server configuration entry, which has the following DN:

cn=configsets0, cn=osdrepld, cn=subconfigsubentry

This entry contains replication attributes, some of which you can modify. These
attributes control replication processing. Note that the last parameter in the list
specifies a Replication Agreement. In this release, only one Replication Agreement
is possible.

Viewing and Changing Replication Configuration Parameters Using Oracle
Directory Manager You can view and change the values of the Replication
Configuration Parameters using the Oracle Directory Manager.

1. To access the relevant pane, in the Navigator pane select Server Management,
then Replication server. The list of Replication Configuration Sets appears in the
Navigator pane (Figure 8–4).

Table 8–3 Replication Server Configuration Parameters

Parameter name Description Default Values Modifiable?

orclChangeRetryCount Single-valued attribute. The
number of processing retry
attempts for a change-entry
before being dropped.

default: 10 Yes

orclPurgeSchedule Single-valued attribute. Specifies
purge (garbage collection)
interval in minutes.

default: 10 Yes

orclDirReplGroupAgree
ment

Multi-valued attribute. Identifies
the symmetrical replication
agreements for which this server
is responsible.

orclagreementid=000001,
cn=orclreplagreements

No
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2. Double-click the set you want to change. For this release, only one configuration
set exists. The Configuration Set for replication appears in the right window
pane.

Figure 8–4 Viewing Replication Configuration Sets

You can view and modify the parameters by double-clicking on the
configuration set entry in either the left or the right pane. The configuration
parameters are contained in fields in the General tab and the Debug Flags tab.

The fields in the General tab, shown in Figure 8–4, are as follows:

Set The configuration identifier

Change Retry Count The number of attempts that the conflict resolution process
tries to apply each update before giving up and logging the
incident.
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The fields in the Debug Flags tab are as follows:

For more information about how to change values in this panel, refer to the online
help.

Changing Replication Configuration Parameters with Line-Mode Commands You
can change the values of the Replication configuration parameters using the LDAP
commands explained in Section 5.2.5.1, "Running ldapModify." on page 5-10.

To change the interval for garbage collection in replication, run the LDAP command
ldapModify, referencing an LDIF-formatted file. Before running this command,
prepare an input file using LDIF format.

The LDAP command to apply the input file is as follows:

ldapmodify -h <host>  -p <port>  -f <filename>

Example: A typical input file (using LDIF format) to modify the garbage collection
interval parameter consists of the following lines:

dn: cn=configset0, cn=osdrepld, cn=subconfigsubentry
changetype:modify
replace:orclPurgeSchedule
orclPurgeSchedule:30

This procedure changes the garbage collection interval from the default of 10
minutes to 30 minutes.

Example: A typical input file (using LDIF format) to modify the retry counts
parameter consists of the following lines:

dn: cn=configset0, cn=osdrepld, cn=subconfigsubentry
changetype:modify
replace:orclChangeRetryCount

Purge Schedule The number of minutes in between running garbage collection.
The Replication garbage collection thread removes entries that
are already applied or have been dropped as candidate
changes.

Debug Level The level of debugging that is set for this Replication server.
This number will be 1 if you set only the Trace Function Calls
flag.

Various debug flags The only values you should change are the Trace Function
Calls or the Any checkbox. Click these flags if you want to see
more data during debugging.
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orclChangeRetryCount:5

This procedure changes the number of retry attempts from the default of ten times
to five times. Specifically, after attempting to apply an update five times, the update
is dropped and logged in the replication log file.

Important Note: To configure replication, you must modify the
attribute orclDirReplGroupDSAs to contain the values of the
nodes participating in symmetrical replication. For instructions
about how to modify any of these parameters, refer to "Sample
Line-Mode Command to Change a Replication Agreement" on
page 8-23
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Replication Agreement Parameters
In the parameter “Directory Replication Group DSAs,” type all of the host names of
the DSAs in the DRG. Make sure this information is identical in all the nodes.

For information on configuring replication, see "Step 5: Configure replication"
on page 8-15.

Replication Agreement parameters are stored in the Replication Agreement entries,
which have the following DN:

orclAgreementID=<id number>, cn=orclreplagreements

This entry contains attributes that pertain only to the nodes participating in this
agreement. You can create multiple Replication Agreements to manage replication
between reciprocating nodes, but you can reference only one of them in your
start-server message using the Oracle Directory Manager. For this release, only one
replication agreement can be used
.

Table 8–4 Replication Agreement Parameters

Field (in Online
Admin Tool) Parameter name (in line mode) Description

Default
Values

Modifiable
?

Agreements ID orclAgreementID Unique identifier for a
replication agreement.

000001 No

Excluded
Naming
Contexts

orclExcludedNamingcontexts Multi-valued attribute.
Specifies naming contexts
excluded from this replication
agreement.

Yes

Replication
Group Nodes

orclDirReplGroupDSAs Multi-valued attribute.
Specifies nodes participating in
symmetrical replication
agreement. Nodes that you
specify here share updates.

Yes

Update
Schedule

orclUpdateSchedule Specifies replication update
interval in minutes.

1 Yes

Replication
Protocol

orclReplicationProtocol Specifies the replication
protocol used in this replication
agreement. The supported
protocols are currently LDAP
and ASR.

ODS_ASR_
1.0

No
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Viewing and Changing Replication Agreement Parameters Using Oracle
Directory Manager You can view and modify the values of the Replication
Agreement parameters using the Oracle Directory Manager.

1. To access the relevant pane, in the Navigator panel expand Server
Management and expand Replication server. Select Default Configuration
Set.

2. In the right pane, select the Agreement tab to display the replication
agreement. The replication agreement appears in the right pane. See
Table 8–4. You can view the parameters and modify some (though for the
Beta release most are not modifiable) by double-clicking on the attributes.

Note: Before you modify replication agreement parameters, be
sure that you have started the Oracle Internet Directory on all
nodes.
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Figure 8–5 Replication Agreement Parameters

The fields in this panel are described in Table 8–4.

3. When you have finished making your changes, click the Apply button. If
you want to go back to using the values that appeared when you first
opened this pane, click the Revert button.
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Sample Line-Mode Command to Change a Replication Agreement To add more
nodes to the values in a replication agreement entry, run ldapModify at the
command line, referencing an LDIF-formatted file. Before running this command,
prepare an input file using LDIF format.

The LDAP command to apply the input file is as follows:

ldapmodify -h <host>  -p <port>  -f <filename>

A typical input file (using LDIF format) to add two more nodes to a replication
agreement consists of the following lines:

dn: orclagreementid=000001, cn=orclreplagreements
changetype:modify
add:orcldirreplgroupdsas
orcldirreplgroupdsas:hollis
orcldirreplgroupdsas:eastsun-11

This procedure modifies the entry containing the Replication Agreement whose DN
is orclagreementid=000001, cn=orclreplagreements . The input file adds
the two nodes hollis and eastsun-11 into the replication group governed by
oraclagreementid 000001.

Because this release of the Oracle Directory Replication Server supports only one
configuration set, you do not need to specify a configuration set.

Replication Clean-up Process The Replication garbage collection thread removes
entries that are already applied or have been dropped as candidate changes. This
thread is initiated periodically based on the frequency that you set in the
Replication server configuration parameters. (See "Replication Server Configuration
Parameters" on page 8-16) The default frequency is once every ten minutes.

To set the frequency for the replication clean-up process, refer to "Replication Server
Configuration Parameters" on page 8-16.
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Step 6: Start the Replication servers on all the nodes
Type the following command:

oidctl connect=<db_connection_string> server=oidrepld instance=1
   flags="-h <host> -p < port >" start

Toggling the Change-Log Flag
You can turn off change-logging, which occurs in the Oracle Internet Directory
server, by toggling the default value of the -l flag in the line-mode run command for
Oracle Internet Directory server from "true" to "false." For information and
examples, refer to Section 3.3, "Starting and Stopping Oracle Internet Directory
Server Instances."

This is useful if you suspect that the change-log file might not be emptying.

Toggling the Multi-Master Flag
You can turn off the multi-master flag, which occurs in the Replication server, by
toggling the default value of the -m flag in the line-mode run command for Oracle
Internet Directory server from true to false.

This is useful for reducing performance overhead if you are deploying a single
master with read-only replica consumers. The multi-master option controls conflict
resolution, which serves no purpose if you are deploying a single master.

More Information: For information on starting the Replication
servers, see Section 3.3, "Starting and Stopping Oracle Internet
Directory Server Instances."
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8.3 Adding a Replication Node
There are two ways to add a new node to a replication network. The easier of the
two procedures is described in this section. It is illustrated in Figure 8–6. Use this
procedure unless your directory is very large. If your directory has more than a
million entries, use the method described in Appendix A, "Adding a DSA Using the
Database Copy Procedure."

Note: Use the procedure in this section to add a new node to an
existing replication group. To create a new replication group, follow
the instructions in Section 8.2.

Note: Before you add a replication node, prepare the
Net8/SQL*Net environment. For instructions, see "Prepare the
Net8/SQL*Net Environment for Replication" on page 8-11
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Figure 8–6 Steps to Add a New Node
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To perform the actions illustrated in Figure 8–6, follow the steps below:

1. Stop the Replication server on all nodes. Run the following command against
each node in the LDAP replication group:

oidctl connect=< db_connect_string > server=oidrepld instance=1 stop

2. Configure the new node into the LDAP Replication Group on all the existing
nodes.

■ Create an LDIF file, such as add_node.ldif like the following:

dn: orclagreementid=000001, cn=orclreplagreements
changetype: modify
replace: orcldirreplgroupdsas
orcldirreplgroupdsas: < host_name_of_the_new_node >
orcldirreplgroupdsas: < host_name_of_old_node1 >
orcldirreplgroupdsas: < host_name_of_old_node2 >
.
.
.
orcldirreplgroupdsas: < host_name_of_old_noden >

■ Run the following command against each node in the LDAP replication
group:

ldapmodify -h < host_name_of_the_node > -p < port > -f add_node.ldif

Note:  Commands shown in the following steps require that the
following variables be stored in the corresponding directories:

Binaries                $ORACLE_HOME/bin

SQL scripts         $ORACLE_HOME/ldap/admin

UNIX scripts      $ORACLE_HOME/ldap/bin

When typing a command, be sure that $ORACLEHOME/<variable>
is in the path.
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3. Identify a sponsor node and switch it to read-only mode. A sponsor node is the
node that will supply the data to the new node.

■ Edit change_mode.ldif to the following:

dn:
changetype:modify
replace:orclservermode
orclservermode:r

■ Run the following commands against the identified sponsor node:

ldapmodify -D "cn=orcladmin" -w welcome -h < host_name_of_sponsor_node >
-p < port > -f change_mode.ldif

oidctl connect= < db_connection_string > server=oidldapd restart

This will restart all running LDAP severs on the sponsor in read-only mode. It
takes approximately 15 seconds for a Directory server to restart.

At this point you may want to run step 4 on the sponsor node while you are
simultaneously running step 5 on the Master Definition site. Note that the
sponsor node and the Master definition site may both be same node.

4. Back up the sponsor node. Because this may take a long time, you may choose
to also start Step 5 while backup is in process.

There are two ways to perform backup: using ldifwrite, or using the database
copy technique with cold backup, as described in Appendix A.

■ ldifwrite supports filter-based backup, and the process can be fully
automated. The generated file can be used for partial replication. However,
backup may take up to seven hours for a directory with one million entries.
Enter the following command:

ldifwrite -c < db_connect_string > -b "" -f < output_ldif_file >

■ Cold backup cannot be fully automated, and cannot be reused for partial
replication. However, cold backup takes much less time for a directory with
one million entries.

5. From the MDS, run the following script:

ldaprepl.sh -addnode

This script executes a number of operations.
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■ It quiesces ASR at the MDS and other existing master sites.

■ It configures the master sites and the new node. A master site is any site
other than the Master Definition Site that participates in LDAP replication.

■ It configures Replication "Push" jobs at all sites including the new node.

■ It checks that all steps have completed successfully. (This may take a long
time.)

■ It performs post-add-node operation.

As the script runs, it asks for the information in Table 8–5, first for the Master
Definition Site then for the existing Master Sites. When you have identified all the
existing Master Sites, enter N. The script will then ask for information regarding the
new node. Once you have provided that information, the script shows you a table
of the information you have provided, and asks for confirmation. If the information
is not correct, press N. The script will start again at the beginning, asking the same
information again.

After you have provided all the information, the script asks you to verify the
correctness of the information. If the information is correct and you press Y, the
script will begin configuring the sites.

This process may take a long time, depending on your system resources and the
size of your DRG. The script will keep you informed of its progress.

Table 8–5 ASR Setup Information

Information Definition

Host Name of MDS Name of the computer

Global name Net service name (connect string) of the MDS database, as listed
in tnsnames.ora

system password system password

Note: If for any reason you must interrupt the process before it is
complete, you will have to start again at the beginning.
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6. Switch the sponsor node to updatable mode:

■ Edit change_mode.ldif to the following:

dn:
changetype:modify
replace:orclservermode
orclservermode:rw

■ Run the following commands on the sponsor node:

ldapmodify -D "cn=orcladmin" -w welcome -h < host_name_of_sponsor_node >
   -p < port  > -f change_mode.ldif
oidctl connect=< db_connection_string > server=oidldapd restart

7. Start the Replication server on all nodes except the new node:

oidctl connect=<db_connection_string> server=oidrepld instance=1
   flags="-h <host> -p < port >" start

Troubleshooting Tip: If the process takes too long or hangs, do
the following:

■ Check $ORACLE_HOME/ldap/admin/logs/ldaprepl.log file
to see the status

■ Move to the directory $ORACLE_HOME/ldap/admin and
check the status of replication jobs by running the following
command:

sqlplus system/ password @database_connect_string   @
ldaplogq.sql

Run the above command for each node in the DRG. Issuing this
command should result in no rows being selected.

■ Check to make sure you entered the correct system password
for all nodes.

Note:  Step 6 is very similar to Step 3. The only difference is that
the orclservermode in change_mode.ldif is "rw" instead of just "r".
8-30 Oracle Internet Directory Administrator’s Guide



Adding a Replication Node
8. Copy data to the new node, and verify that no process are running on the new
node.

9. Load data into the new node using the Bulk Loader utility by entering the
following command:

bulkload.sh -connect < db_connect_string_of_new_node > -generate -load
   -newnode < absolute_path_to_the_ldif_file_generated_by_ldifwrite >

10. Start the Directory server on the new node by running the following
commands:

oidctl connect=< db_connect_string_of_new_node >   server=oidldapd
   instance=1 flags="-p < port >" start

11. Configure the LDAP replication agreement on the new node.

Create an LDIF file, such as add_node.ldif, like the following:

dn: orclagreementid=000001, cn=orclreplagreements
changetype: modify
add: orcldirreplgroupdsas
orcldirreplgroupdsas: < host_name_of_the_new_node >
orcldirreplgroupdsas: < host_name_of_old_node1 >
orcldirreplgroupdsas: < host_name_of_old_node2 >

.

.

.
orcldirreplgroupdsas: < host_name_of_old_noden >

Run the following command against the new node:

ldapmodify -h < host_name_of_the_new_node > -p < port > -f add_node.ldif

12. Start the Replication server on the new node by running the following
command:

oidctl connect=<db_connect_string_of_new_node> server=oidrepld
instance=1
    flags="-h < host_name_of_new_node > -p < port >" start
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8.4 Understanding Conflict Resolution
Multi-master replication enables updates to multiple directory servers. The
disadvantage to this flexibility is the possibility of conflicting updates. Conflicts are
detected when the Replication server attempts to apply remote changes that it
acquired from the change log of a master Directory to a recipient directory that
holds conflicting data.

Four kinds of LDAP operations can lead to conflicts:

■ addition

■ deletion

■ modification

■ modifyrdn/modifydn

These kinds of operations can be grouped into two categories of conflict:

■ entry-level

■ attribute-level

The types of conflicts, how they manifest, and how to resolve them are explained in
detail in the sections that follow.

8.4.1 Understanding Entry-level Conflicts
Entry-level conflicts are caused when clients attempt to:

■ add an entry that already exists

■ delete an entry that does not exist

■ modify an entry that does not exist

■ apply a “modifyrdn” operation, but the dn does not exist

These conflicts can be difficult to resolve because the reasons for their existence may
be complex. For instance, if an entry does not exist, and this causes a replication
conflict to log, that may mean:

■ the entry has been moved to a different location

■ the addition of that entry has not yet arrived

■ the entry has been deleted

■ the entry never existed
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If an entry exists and it should not, that may mean:

■ the entry was added earlier

■ the entry was moved here by a modifydn

8.4.2 Understanding Attribute-Level Conflicts
Attribute-level conflicts are caused when two directories are updating the same
attribute with different values at different times. If the attribute is single-valued, the
Replication process resolves the conflict by examining the timestamps of the
changes involved in the conflict.

8.4.3 Typical Causes of Conflicts
Usual causes of conflicts stem from the timing of changes arising from the
occasional slowness or transmission failure over wide-area networks. Also, an
earlier inconsistency might continue to cause conflicts if it is not resolved in a timely
manner.

8.4.4 Understanding Automated Conflict Resolution
The Oracle Directory Server Replication application attempts to resolve all conflicts
that it encounters, utilizing the following logic:

1. The conflict is detected when a change is applied, and an error is encountered.

2. The Replication process attempts to reapply the change a configurable number
of times or repetitively for a configurable amount of time after a configurable
waiting period.

3. The Replication process flags the change as a conflict if the retry limit is reached
without successfully applying the change, and writes the conflict into a log file
for the System Administrator.

Note: There is no conflict resolution of schema and group entries
during replication. This is because attempting resolution of large
multi-valued variables would have a significant negative impact on
performance. System Administrators must be careful to avoid
updating from more than one master at a time.
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8.4.5 Resolving Conflicts Manually
If a conflict has been written into the log file, the system is not able to resolve it
following its resolution procedure. To avoid further replication change conflicts
arising from earlier unapplied changes, it is important to monitor the log files
regularly.

To monitor replication change conflicts, examine the contents of the replication log
file. New conflict records are written to the file. You can distinguish between
messages by the timestamp.

8.4.5.1 Sample Conflict Resolution Messages
Conflict resolution messages, samples of which are shown below, are logged in file
oidrepld00.log. The result of each attempt to resolve the replication conflict is
displayed at the end of each conflict resolution message.

1998/08/03::10:59:05:  ************ Conflict Resolution Message ************
1998/08/03::10:59:05:  Conflict reason: Attempted to modify a non-existent
entry.
1998/08/03::10:59:05:  Change number:1306.
1998/08/03::10:59:05:  Supplier:eastlab-sun.
1998/08/03::10:59:05:  Change type:Modify.
1998/08/03::10:59:05:  Target
DN:cn=ccc,ou=Recruiting,ou=HR,ou=Americas,o=IMC,c=US.
1998/08/03::10:59:05:  Result: Change dropped after failing on 10th retry.

1998/08/03::10:59:05:  ************ Conflict Resolution Message ************
1998/08/03::10:59:05:  Conflict reason: Attempted to add an existing entry.
1998/08/03::10:59:05:  Change number:1209.
1998/08/03::10:59:05:  Supplier:eastlab-sun.
1998/08/03::10:59:05:  Change type:Add.
1998/08/03::10:59:05:  Target DN:cn=Lou Smith, ou=Recruiting, ou=HR,
ou=Americas, o=IMC, c=US.
1998/08/03::10:59:05: Result: Deleted duplicated target entry which was created
later than the change entry. Apply the change entry again.

Administration Note: Every time you restart a Replication server
instance, a new log file is generated with a new filename, which
includes the process id. To avoid overly abundant numbers of files,
you should develop a procedure to dispose of old log files.
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1998/08/03::10:59:06:  ************ Conflict Resolution Message ************
1998/08/03::10:59:06:  Conflict reason: Attempted to delete a non-existent
entry.
1998/08/03::10:59:06:  Change number:1365.
1998/08/03::10:59:06:  Supplier:eastlab-sun.
1998/08/03::10:59:06:  Change type:Delete.
1998/08/03::10:59:06:  Target DN:cn=Lou
Smith,ou=recruiting,ou=hr,ou=americas,o=imc,c=us.
1998/08/03::10:59:06:  Result: Change dropped after failing on 10th retry.
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A

Adding a DSA Using the Database Copy

Procedure

This appendix describes the procedure to add a new DSA to an existing replicating
system using the database copy procedure, also known as cold backup. Use this
procedure instead of the method described in Chapter 10 if the directory you want
to replicate on a new node is very large, more than a million entries.

This appendix covers the following topics:

■ Assumptions

■ Sponsor Directory Site Environment

■ New Directory Site Environment

■ Activities To Be Performed on the Sponsor Node

■ Activities To Be Performed on the New Node

■ Verification Process
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A.1 Assumptions
This document assumes the UNIX directories are created according to OFA
architecture. For more information on OFA, please refer the Oracle installation
manual for your platform.

A.2 Sponsor Directory Site Environment
Set up the environment of the sponsor site. In the example shown throughout this
chapter, the host name is rst-sun.

Hostname    = rst-sun
ORACLE_BASE = /private/oracle/app/oracle
ORACLE_HOME = /private/oracle/app/oracle/product/8.0.4
ORACLE_SID  = LDAP
LD_LIBRARY_PATH = $ORACLE_HOME/lib
NLS_LANG    = AMERICAN_AMERICA.UTF8
datafile location = /private/oracle/oradata/LDAP
Dump destination =  /private1/oracle/app/oracle/admin/LDAP/pfile,
                    /private1/oracle/app/oracle/admin/LDAP/bdump,
                    /private1/oracle/app/oracle/admin/LDAP/cdump,
                    /private1/oracle/app/oracle/admin/LDAP/udump,
                    /private1/oracle/app/oracle/admin/LDAP/create

A.3 New Directory Site Environment
Set up the environment for the new directory site. In the example shown
throughout this chapter, the new site is on the node named dsm-sun.

      Hostname = dsm-sun
      ORACLE_BASE = /private1/oracle/app/oracle
      ORACLE_HOME = /private1/oracle/app/oracle/product/8.0.4
      ORACLE_SID  = NLDAP
      LD_LIBRARY_PATH = $ORACLE_HOME/lib
      NLS_LANG = AMERICAN_AMERICA.UTF8
         datafile location = /private1/oracle/oradata/NLDAP
         Dump destination =  /private1/oracle/app/oracle/admin/NLDAP/pfile,
                             /private1/oracle/app/oracle/admin/NLDAP/bdump,
                             /private1/oracle/app/oracle/admin/NLDAP/cdump,
                             /private1/oracle/app/oracle/admin/NLDAP/udump,
                             /private1/oracle/app/oracle/admin/NLDAP/create
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A.4 Activities To Be Performed on the Sponsor Node
Complete the following steps on the sponsor node.

1.  At the command line prompt execute svrmgrl.

$ svrmgrl
svrmgr> connect internal
svrmgr> ALTER DATABASE BACKUP CONTROLFILE TO TRACE;

The above command will create a trace file under the user dump destination
directory (that is, /private1/oracle/app/oracle/admin/NLDAP/udump).

The file will be created in the following format:

$ORACLE_SID_<ora_processid >.trc

For example:

ldap_ora_4765.trc

2.  Shutdown the LDAP, replication, and oidmon servers. Make sure the ldap and
replication servers are stopped before stopping the oidmon process.

   $ oidctl connect=< db_connect_string > server=oidrepld instance=< inst_# >stop
   $ oidctl connect=< db_connect_string > server=oidldapd instance=< inst_# >stop
   $ oidmon connect=< db_connect_string > stop

In these commands, db_connect_string is the net service name in the node’s
tnsnames.ora file.

3. Shutdown the LDAP replication server alone on the remaining nodes.

$ oidctl connect=< db_connect_string > server=oidrepld instance=< inst_# > stop

Repeat the above procedure on all nodes except the sponsor node.

4. Quiesce ASR on the sponsor node (master definition site). Execute the following
script, which will quiesce ASR:

 $ cd $ORACLE_HOME/ldap/admin

Note: The software install of Oracle database or Oracle directory
will not create datafile directories during installation. Create the
new directories on the new node under various UNIX partitions as
defined by OFA.
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 $ sqlplus repadmin/repadmin
 SQL> @ldapsuspend.sql

At this point, other nodes are available for LDAP edits only, but replication will
not take place.

5. After quiescing the environment, shutdown the database and Net8 listener on
the sponsor node only:

 $ lsnrctl [< listener name >] stop (By default listener name is LISTENER)
 $ svrmgrl
 svrmgr> connect internal
 svrmgr> shutdown immediate
 svrmgr> exit

6. Copy the trace file created under STEP 1 to a new file, newdb.sql, under the
same directory.

$ cd $ORACLE_BASE/admin/LDAP/udump
$ cp ldap_ora_4765.trc newdb.sql

7.  Edit newdb.sql, using any text editor, and delete the lines up to START
NOMOUNT.

 CREATE CONTROLFILE REUSE SET DATABASE <database_name > RESETLOG

8. Modify the UNIX directory location of the database/logfiles etc. to point to the
new node directory. Refer to the sample file newdb.sql as follows:

Begin newdb.sql
CREATE CONTROLFILE REUSE SET DATABASE "LDAP" RESETLOGS
MAXLOGFILES 16
MAXLOGMEMBERS 2
MAXDATAFILES 255
MAXINSTANCES 1
MAXLOGHISTORY 100
LOGFILE
GROUP 1 ’/private2/oracle/oradata/NLDAP1/log1_NLDAP.dbf’  SIZE 1M,
GROUP 2 ’/private2/oracle/oradata/NLDAP1/log2_NLDAP.dbf’  SIZE 1M
DATAFILE
’/private2/oracle/oradata/NLDAP1/sys0_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/rbs1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/attrs1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/dncat1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/cncat1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/objcl1_NLDAP.dbf’,
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’/private2/oracle/oradata/NLDAP1/cats1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/default1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/temp1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/iattrs1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/idncat1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/icncat1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/iobjcl1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/icats1_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/temp2_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/cats2_NLDAP.dbf’,
’/private2/oracle/oradata/NLDAP1/attrs2_NLDAP.dbf’
;
 End newdb.sql

9. Copy the files initLDAP.ora and configLDAP.ora files under $ORACLE_
HOME/dbs to initNLDAP.ora and configNLDAP.ora respectively.

$cd $ORACLE_HOME/dbs
$cp initLDAP.ora initNLDAP.ora
$cp configLDAP.ora configNLDAP.ora

10. Edit the copied file (initNLDAP.ora) and comment out the parameter JOB_
QUEUE_PROCESS. Change the following parameter:

db_name = LDAP (If the parameter does not exist in the file initNLDAP.ora, then modify the file
configNLDAP.ora)
       ifile = UNIX directory location of the new config file
configNLDAP.ora

11. Edit the copied file configNLDAP.ora to change the following parameters:

cdump =  <UNIX_directory_location_of_the_new_node>
udump  = <UNIX_directory_location_of_the_new_node>
bdump  = <UNIX_directory_location_of_the_new_node>
control_files = <UNIX_directory_location_of_the_new_node>

12. Edit the tnsnames.ora file to include information pertaining to the new node.
Refer to the following sample file:

Begin tnsnames.ora

ldap1.world =
   (description=
      (address=(protocol=tcp)(host=rst-sun)(port=1521))
      (connect_data=(sid=LDAP))
   )
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ldap2.world =
   (description=
      (address=(protocol=tcp)(host=eas-sun10)(port=1521))
      (connect_data=(sid=LDAP))
   )
ldap3.world =
   (description=
      (address=(protocol=tcp)(host=dsm-sun)(port=1521))
      (connect_data=(sid=NLDAP))
   )

End tnsnames.ora

13.  Copy the file listener.ora to list.bak. Edit copied file list.bak to include the
information pertaining to the new node. Refer to the following sample file:

Begin listener.ora

# The KEY value for the IPC protocol may be anything, and
# is not related to either the TCP hostname or database SID.

LISTENER =
  (ADDRESS_LIST =
        (ADDRESS= (PROTOCOL= IPC)(KEY= LDAP))
        (ADDRESS= (PROTOCOL= IPC)(KEY= PNPKEY))
        (ADDRESS= (PROTOCOL= TCP)(Host= dsm-sun)(Port= 1521))
  )
SID_LIST_LISTENER =
  (SID_LIST =
    (SID_DESC =
      (GLOBAL_DBNAME= dsm-sun.us.oracle.com)
      (ORACLE_HOME= /private1/oracle/app/oracle/product/8.0.4)
      (SID_NAME = NLDAP)
    )
    (SID_DESC =
      (SID_NAME = extproc)
      (ORACLE_HOME = /private1/oracle/app/oracle/product/8.0.4)
      (PROGRAM = extproc)
    )
  )
STARTUP_WAIT_TIME_LISTENER = 0
CONNECT_TIMEOUT_LISTENER = 10
TRACE_LEVEL_LISTENER = OFF

End listener.ora
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The files tnsnames.ora and listener.ora can reside under $ORACLE_
HOME/network/admin or /var/opt/oracle or under the directory pointed to
by the TNS_ADMIN environment variable.

14.  Copy the updated tnsnames.ora file to all the nodes. Be careful to copy it to the
location of the current tnsnames.ora on each node. The file tnsnames.ora can be
copied to other nodes using ftp. Make sure you transfer the file in ASCII mode.

15. Create an archive of all the datafiles and compress the archived file. For
example:

$ >oradb.tar

This command will create an empty file under a directory. Make sure you have
enough space in the partition where the archives will be created.

$ find / -name *.dbf -print -exec tar rvf  < absolute_path_of_the_directory_
which_contains_oradb.tar > {} \;

This command will search for all files ending with extension dbf from the root
directory. The assumption is that there is only one instance of the database
server installed on the node and datafiles end with *.dbf extension.

$ find / -name *.log -print -exec tar rvf < absolute_path_of_the_directory_
which_contains_oradb.tar >
$ compress oradb.tar

This procedure is only an example to illustrate the method to back up the files.
The Oracle datafiles will be backed up in the absolute path using this method. It
is a better idea to back up the files from the current directory, so that you have
more flexibility when you want to restore the data files. Consult your system
administrator before backing up the database.

Note: Prior to copying the file tnsnames.ora to the new node,
install the Oracle database software on the new node. Also copy the
files list.bak as listener.ora and sqlnet.ora from the sponsor node to
the new node.
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A.5 Activities To Be Performed on the New Node
Complete the following steps on the new node.

1. Log in to the new node (dsm-sun) as Oracle software owner account oracle.

2. Edit the oratab file appropriately for the new instance, at all database nodes. See
the sample file for syntax.

Begin oratab

NLDAP:/private1/oracle/app/oracle/product/8.0.4:N
*:/private1/oracle/app/oracle/product/8.0.4:N

End oratab

3. Make sure the environment variables are set in the new directory site.

4. Install the Oracle database and Oracle Directory server. Perform software only
install of the Oracle database and Directory server. Installation of Oracle
database and directory software can be performed on the new node at any time
before the database files are copied to the new machine. Perform
post-installation (that is: root.sh) activities for the database as well as the
Directory server. Refer to the Oracle installation manual for more details.

If you have already performed Oracle database and Directory installation on
the new node, then proceed to STEP 5.

5. Copy the files initNLDAP.ora and configNLDAP.ora from the sponsor node
(rst-sun) to the new node under the UNIX directory
$ORACLE_BASE/admin/NLDAP/pfile. Files can be copied to the new
machine using tools such as ftp. Make sure the transfer mode is ASCII.

6. Create a symbolic soft link from $ORACLE_HOME/dbs to $ORACLE_
BASE/admin/NLDAP/pfile.

 $ ln -s $ORACLE_BASE/admin/NLDAP/pfile/initNLDAP.ora
        $ORACLE_HOME/dbs/initNLDAP.ora
 $ ln -s $ORACLE_BASE/admin/NLDAP/pfile/configNLDAP.ora
        $ORACLE_HOME/dbs/configNLDAP.ora

7.  Copy the archived file created from STEP 14 of the sponsor node procedure,
using a tool such as ftp. Set the transfer mode to binary.

ftp> open rst-sun
Connected to rst-sun.us.oracle.com.
220 rst-sun FTP server (UNIX(r) System V Release 4.0) ready.
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Name (rst-sun:oracle):
331 Password required for oracle.
Password:
230 User oracle logged in.
ftp> cd /private1/oracle/oradata/LDAP
250 CWD command successful.
ftp> binary
200 Type set to I.
ftp> mget oradb.tar.Z

If the datafiles are huge (several gigabytes or terabytes) and the network
bandwidth is low, then it may be a better idea to physically ship the compressed
file on any media, such as tape or disk, from the sponsor to the new node.

8. Copy the file newdb.sql created under STEP 5 of the sponsor node setup to the
background user dump destination directory. You must transfer the file
newdb.sql only in ASCII mode. For example:

 $ cd /private1/oracle/app/oracle/admin/NLDAP/udump
                ( that is::$ORACLE_BASE/admin/<SID>/udump)
$ ftp
ftp> open rst-sun
ftp> cd /private1/oracle/app/oracle/admin/LDAP/udump
ftp> mget newdb.sql

9. At the UNIX shell prompt execute the following commands:

$ svrmgrl
svrmgr> connect internal
svrmgr> startup nomount
svrmgr> @newdb.sql
svrmgr> shutdown immediate
svrmgr> startup (uncomment the parameter job_queue_process prior to  startup)
svrmgr>exit
$ lsnrctl start

10. Log in to the sponsor node and start up the database and listener on the
sponsor node; for example, rst-sun.

$ telnet rst-sun
$ svrmgrl
svrmgr> connect internal
svrmgr> startup
svrmgr> exit
$ lsnrctl start (By default listener name is LISTENER)
$ exit
Adding a DSA Using the Database Copy Procedure A-9



Activities To Be Performed on the New Node
11. Since the new node is created by using backup database copy of the master
definition site (sponsor node), the master definition catalog needs to be
dropped. Execute the following script which will drop the definition of master
definition site from the ASR catalog on the new node.

$ cd $ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldapdropmds.sql

Important: You should specify the global name of the new node when
prompted.

12.  Execute the following SQL scripts.

$ cd $ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldapcreindex.sql
SQL> @ldapsetrm.sql

13. Execute the following SQL script on all nodes including the new node and the
sponsor node.

$ cd $ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldapjobs

14. Resume ASR activity at the master definition site. Execute the following script:

$ cd $ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldapresume

15. To verify the ASR setup, execute the following script on all the nodes:

$ cd ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldaplogq

You should get "no rows selected." This command could take 2 to 3 minutes to
report this result.

16. Execute the following script to modify the Replication related catalogs:

$ cd ORACLE_HOME/ldap/admin
$ sqlplus repadmin/repadmin
SQL> @ldappostadd.sql
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17. At this point start the oidmon and ldap server on new and sponsor nodes. (It is
assumed that oidmon and ldap server are already running on other nodes. If
they are shut down, then start up the oidmon and ldap servers on the other
nodes too.

18. Update the LDAP replication agreements on all nodes to include the new node.

Sample LDIF file:

dn: orclagreementid=000001, cn=orclreplagreements
changetype: modify
add: orcldirreplgroupdsas
orcldirreplgroupdsas: dsm-sun

Save the above command to a file replagg

$ ldapmodify -h < hostname > -p  < port-id > -f replagg

19. Start up the LDAP replication server on all the nodes, including new and
sponsor nodes.

A.6 Verification Process
Check ods_chg_stat table on all nodes and see if they have correct and identical
rows. For example, if there were two nodes participating in ASR based replication,
and you added a third node, the ods_chg_stat table would contain 9 rows (that is: 3
x 3) on each node. They are shown in the following table:

Supplier Consumer Change Number

Node1 node2 <number 1>

Node1 node3 <number 2>

Node1 node1 <number 3>

Node2 node1 <number 4>

Node2 node2 <number 5>

Node2 node2 <number 6>

Node3 node1 0

Node3 node2 0

Node3 node3 0
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NOTE: ods_chg_stat should contain (number of nodes) x (number of nodes) rows.

The rows with consumer names identical to that of suppliers contain the last
changes processed by the outbound change log processing threads at the supplier
sides. The rows with different supplier and consumer names contain last change
numbers already processed from the suppliers to the consumers in question.

Since node3 is a new node, there have been no changes supplied by node3 yet.
Therefore, the change numbers for node3 as supplier are 0.

There may be a time delay before all nodes contain identical rows, but this delay
should not be more than two to three minutes.
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Troubleshooting

This appendix explains typical problems that you could encounter while running or
installing the Oracle Internet Directory. If you suspect that the Oracle Internet
Directory processes are working improperly, or you need information about an
error code, refer to the relevant section below.

■ Section B.1, "Installation Errors"

■ Section B.2, "Runtime Error Messages, their Causes, and Resolutions"
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B.1 Installation Errors
This section lists installation options that can cause difficulties during Oracle
Internet Directory runtime if they are not followed:

B.2 Runtime Error Messages, their Causes, and Resolutions
This section contains a list of all the Oracle Directory Server error messages that you
can encounter. Many error messages are followed by their most probable causes.

B.2.1 Error Messages
Notes on reading these errors:

■ The Oracle Internet Directory application will replace the <parameter> tag seen
in the messages below with the appropriate run-time value.

■ The messages lack sequential keys or error code prefixes in the Beta release.
This will be corrected in a future release.

B.2.1.1 Oracle Database Server Error Due to Schema Modifications
 ORA-1562

If you attempt to add more schema components than can fit in the rollback segment
space, you will encounter this error and the modifications will not commit.

Solution: Increase the size of the rollback segments in the database server.

Error Description

Languages Option During installation, you must select the option All Languages.
If you select any other option, such as American English, the
Directory Server will not function properly.

Character Set UTF-8
Option

During installation and configuration of the Oracle Database
Server, you must select the character set UTF-8. If you select
any other character set, the Directory Server will not function
properly.
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B.2.2 Standard Messages Returned from Server
Message:  success

Cause: The operation was successful.

Message:  Operations Error
Cause: Server could not perform the operation.

Message:  Protocol Error
Cause: The command did not meet the LDAP protocol requirements, such as
format or syntax.

Message: Timelimit Exceeded
Cause: Search took longer than the time limit specified.

Message:  Sizelimit Exceeded
Cause: More entries match the search query than the sizelimit specified.

Message: Compare False
Cause: Presented value is not the same as the one in the entry.

Message:  Compare True
Cause: Presented value is same as the one in the entry.

Message:  Strong Authentication Not Supported
Cause: Bind method is not supported.

Message: Strong Authentication Required
Cause: Strong authentication is required.

Message:  Partial Results and referral received
Cause: Server returned a referral.
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Message:  LDAP Administration Limit Error

Message:  Critical Extension is not supported

Message:  No such attribute
Cause: The attribute is not defined.

Message:  Undefined attribute type
Cause: Specified attribute type is undefined in the schema.

Message:  Inappropriate Matching
Cause: Specified matching rule is inappropriate for the attribute type.

Message:  Constraint violation
Cause: Schema changes violates schema constraints. For example, the syntax of
the attribute is bad or the name specified is already in use.

Message:  Type or value exists
Cause: Duplicate values specified for the attribute.

Message:  Invalid syntax
Cause: Specified attribute syntax is invalid.

Message:  No such object
Cause: The base specified for the operation does not exist.

Message:  Alias problem
Cause: not used.
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Message:  Invalid DN syntax
Cause: Error in the DN syntax.

Message:  Object is a leaf
Cause: The entry is a leaf (terminal entry).

Message:  Alias dereferencing problem

Message:  Inappropriate authentication

Message: Invalid credentials
Cause: Bind failed because the credentials are not correct.

Message:  Insufficient access
Cause:  ACL denied access to do the operation.

Message:  DSA is busy
Cause: Server cannot accept any more client connections.

Message:  DSA is unavailable
Cause: Cannot contact the server at all.

Message: DSA is unwilling to perform
Cause: eneral error, probably internal to the server.

Message: Loop detected

Message:  Naming violation

Message:  Object class violation
Cause: en the entry violates the objectclass definition.
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Message:  Operation not allowed on nonleaf
Cause: he entry to be deleted has children.

Message:  Operation not allowed on RDN
Cause: Cannot perform the operation on RDN attributes.

Message:  Already exists
Cause: Duplicate ADD condition.

Message:  Cannot modify Object Class

Message:  Results too large

Message:  Unknown error

Message:  Can’t contact LDAP server

Message:  Local error

Message:  Encoding error

Message:  Decoding error

Message:  Timed out

Message:  Unknown authentication method

Message:  Bad search filter

Message:  User cancelled operation
B-6 Oracle Internet Directory Administrator’s Guide



Runtime Error Messages, their Causes, and Resolutions
Message:  Bad parameter to an LDAP routine

Message:  Out of memory

B.2.2.1 Additional Messages

Message: Super object <parameter> is not defined in Admin Domain
<parameter>.
Cause: SUP types refer to non-existing class. (schema modification)

Message: Mandatory attribute <parameter> is not defined in Admin Domain
<parameter>.
Cause: MUST refers to attribute not defined. (schema modification)

Message: Optional attribute <parameter> is not defined in Admin Domain
<parameter>.
Cause: MAY refers to attribute not defined. (schema modification)

Message: Error in Schema hash creation.
Cause: Error while creating hash table for schema. (schema modification)

Message: Attempted to add a Class with oid <parameter> taken by other class.
Cause: Duplicate OID specified. (schema modification)

Message: Bad attribute definition.
Cause: Syntax error in attribute definition. (schema modification)

Message: Object ID <parameter> already in use.
Cause: Duplicate OID specified. (schema modification)
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Message: Super type undefined.
Cause: SUP type does not exist. (schema modification)

Message: Entry to be modified not found.

Message: Matching rule, <parameter>, not defined.
Cause: Matching rule not defined in the server. (schema modification)

Message: Syntax, <parameter>, not defined.
Cause: Syntax not defined in the server. (schema modification)

Message: Attribute <parameter> already in use.
Cause: Duplicate attribute name. (schema modification)

Message: Error in hashing <parameter> attribute.
Cause: Error in creating hash entry for the attribute. (schema modification)

Message: Objectclass <parameter> already in use.
Cause: Duplicate Objectclass name. (schema modification)

Message: Error in hashing <parameter> objectclass.
Cause: Error in creating hash entry for the objectclass. (schema modification)

Message: Attribute <parameter> has syntax error.
Cause: Syntax error in the attribute name definition. (schema modification)

Message: OID <parameter> has syntax error.
Cause: syntax error in the OID definition. (schema modification)
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 Message: Modifying the Naming attribute for the entry without modifying the
DN.
Cause: Cannot modify the naming attributes using ldap_modify. A naming
attribute, such as cn is an element in the DN.

Message: Attribute <parameter> is single valued.
Cause: Attribute is single-valued. (ldapAdd & ldapModify)

Message: Error replacing <parameter>.
Cause: Error in replacing this attribute. (ldapModify)

Message: Attribute <parameter> not present in the entry.
Cause: This attribute does not exist in the entry. (ldapModify)

Message: <parameter> not found for attribute <parameter>.
Cause: alue not found in the attribute. (ldapModify)

Message: Operation not allowed on the DSE Entry.
Cause: Can't do this operation on DSE entry. (delete)

Message: Operation not allowed on the <parameter>.
Cause: Operation not allowed on this entry. (modify, add, and delete)

Message: Entry to be deleted not found.
Cause: DN specified in the delete operation not found.

Message: New Parent not found.
Cause: New parent specified in ModifyDN operation does not
exist.(ldapModifydn)
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Message: The attribute or the value specified in the RDN does not exist in the
entry.
Cause: AVA specified as the RDN does not exist in the entry. (ldapAdd)

Message: Parent entry not found in the directory.
Cause: Parent entry does not exist. (ldapadd and perhaps ldapModifydn)

Message: Super user addition not permitted.
Cause: Can't create super user entry. (ldapAdd)

Message:   Object already exists.
Cause: Duplicate entry. (ldapAdd and ldapModifydn)

Message:   Attribute <parameter> is not supported in the schema.
Cause: Attribute not defined. (all operations)

Message:   Error while normalizing value for attribute <parameter>.
Cause: Error in normalizing value for the attribute. (all operations)

Message:   Error encountered while encrypting an attribute value.
Cause: Error in encrypting user password. (all operations)

Message:   Error in DN Normalization.
Cause: Error in DN normalization. (all operations)

Message:   Version Not Supported
Cause: The version of the LDAP request is not supported by this server.

Message:   Currently Not Supported
Cause: The version of LDAP request is not supported by this server.
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Message:   Function Not Implemented
Cause: The feature /Request is currently not supported.

Message:   MaxConnReached
Cause: The maximun number of concurrent connections to the LDAP server
has been reached.

Message:   Unknown search scope
Cause: The search scope specified in the LDAP request is not recognized.

Message: Entry to be modified not found

 Message: INVALID ACI is <parameter>

Message: Error encountered while adding <parameter> to the entry

Message: %s attribute not found.
Cause: The particular attribute type is not defined in the schema.

Message: Objectclass attribute missing.
Cause: The objectclass attribute is missing for this particular entry.

 Message: Admin domain does not contain schema information for objectclass
<parameter>.

Message:  Mandatory Attribute missing.
Cause: What it means : The mandatory attribute for the particular entry is
missing, as required by the particular object class.

Message: Failed to find <parameter> in mandatory or optional attribute list.
Cause: What it means: Attribute specified does not exist in either the
mandatory or optional attribute list as required by the object class(es).
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Message: Entry to be modified not found.

Message: One of the attributes in the entry has duplicate value

Message: First level entry to be added not in namingcontexts attribute of DSE
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Oracle Wallet Manager

The Oracle Wallet Manager is a Java-based application that security administrators
use to manage public-key security credentials on clients and servers. Public-key
cryptography requires that parties who want to communicate in a secure manner
possess certain security credentials. This collection of security credentials is stored
in a wallet. A wallet is an abstraction used to store and manage security credentials
for the client or the server.

Security credentials consist of a public/private key pair, a certificate, and
trustpoints. Each entity that participates in a public key system must own a
public/private key pair. The public key for an entity is published, so that other
entities that want to send it secure information can encrypt that information with
the recipient entity’s public key. The Oracle Wallet Manager generates
public/private key pairs for clients and servers.

A certificate authority (CA) issues a public key certificate. Each certificate contains a
unique serial number assigned to it by the CA, an algorithm identifier that identifies
which algorithm was used to sign that certificate, the name of the CA that issued
that certificate, a pair of dates during which the certificate is valid, the name of the
certificate user, the entity’s public key information, and the CA’s signature.

A trustpoint is a third party identity that is qualified with a level of trust. A client or
a server uses a trustpoint to validate that an entity is who it claims to be. Typically,
the certificate authorities you trust are called trustpoints.

Clients and servers use these credentials to access secure services using public key
cryptography. A wallet represents a storage facility that is location and type
transparent once it is opened. The wallet resource locator (WRL) provides all the
necessary information to locate the wallet.
ager C-1



Purpose of the Oracle Wallet Manager
C.1 Purpose of the Oracle Wallet Manager
The Oracle Wallet Manager is used for the following tasks.

■ To generate a public-private key pair and create a certificate request for
submission to a certificate authority (CA).

■ To install a certificate for the identity.

■ To configure trustpoints for the identity.

C.2 Security Concepts
Following is a list of general security concepts and their associated definitions that
you need to know.

Concept Name Definition

Authentication The recipient of an authenticated message can be certain of
the message’s origin (its sender). Authentication reduces
the possibility that another person has impersonated the
sender of the message.

Authorization The set of privileges available to an authenticated entity.

Certificate A certificate is created when an entity’s public key is signed
by a trusted identity: a certificate authority. This certificate
ensures that the entity’s information is correct and that the
public key actually belongs to that entity.

Certificate Authority An application that creates public key certificates.

Confidentiality A function of cryptography. Confidentiality guarantees that
only the intended recipient(s) of a message can view the
message (decrypt the ciphertext).

Cryptography The act of writing and deciphering secret code resulting in
secure messages.

Decryption The process of converting the contents of an encrypted
message (ciphertext) back into its original readable format
(plaintext).
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Digital Signature A digital signature is created when a public key algorithm
is used to sign the sender’s message with the sender’s
private key. The digital signature assures that the document
is authentic, has not been forged by another entity, has not
been altered, and cannot be repudiated by the sender.

Encryption The process of disguising the contents of a message and
rendering it unreadable (ciphertext) to anyone but the
intended recipient.

Identity The combination of the public key and any other public
information for an entity. The public information might
include user identification data such as an e-mail address,
for example.

Integrity The guarantee that the contents of the message received
were not altered from the contents of the original message
sent.

Non-repudiation Undeniable proof of the origin, delivery, submission, or
transmission of a message.

Public-Key
Encryption

The process where the sender of a message encrypts the
message with the public key of the recipient. Upon
delivery, the message is decrypted by the recipient using
the recipient’s private key.

Public/Private Key
Pair

A mathematically related set of two numbers where one is
called the private key and the other is called the public key.
Public keys are typically made widely available, while a
private key is available only to the owner. Data encrypted
with a public key can be decrypted with its associated
private key and vice versa. However, data encrypted with a
public key cannot be decrypted with the same public key.

Trustpoint A trustpoint is a third party identity that is qualified with a
level of trust. The trustpoint is used when an identity is
being validated as the entity it claims to be. Typically, the
certificate authorities you trust are called trustpoints.

Concept Name Definition
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C.3 Using the Oracle Wallet Manager
Following is a list of Oracle Wallet Manager high level functions and their
associated tasks.

■ Starting the Oracle Wallet Manager

■ Creating a New Wallet

■ Requesting a Certificate

■ Installing a Certificate into the New Wallet

■ Adding New Trusted Certificates

■ Saving Changes to Your Wallet

■ Creating An Auto-Login Wallet for Single Sign-On Functionality

■ Creating a User Identified Globally through Certificates on the Oracle
Server

These functions and tasks are described in the following pages.

Once you have initially configured the Oracle wallet, there are various tasks you
may need to perform from time to time. These are discussed in Section C.4,
"Ongoing Administrative Tasks."

Wallet A wallet is an abstraction used to store and manage
security credentials for an individual entity. It implements
the storage and retrieval of credentials for use with various
cryptographic services. A wallet resource locator (WRL)
provides all the necessary information to locate the wallet.

Wallet Resource
Locator

A directory path that provides all the necessary
information to locate a particular wallet.

WRL See Wallet Resource Locator.

X.509 v3 The public keys can be signed in various data formats. The
X.509 v3 format from ISO is one such popular format.

Concept Name Definition
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C.3.1 Starting the Oracle Wallet Manager
The way you invoke the Oracle Wallet Manager depends on what kind of system
you use.

Windows NT
Start the Oracle Wallet Manager on a Windows NT by clicking [Start] >> Programs
>>Oracle>>Network Administration>>Wallet Manager. The Oracle Wallet Manager
Wallet window is displayed. See Figure C–1, "Oracle Wallet Manager."

Solaris

From $ORACLE_HOME/bin, type wmtgui at the command line to invoke the
Oracle Wallet Manager. The Oracle Wallet Manager Wallet window is displayed.
See Figure C–1, "Oracle Wallet Manager."

Figure C–1 Oracle Wallet Manager

This window displays the default wallet location, the version of the certificate that
is stored in the wallet, and the status of the wallet: EMPTY, REQUESTED, or
READY. Following is a table describing the fields and buttons in the window
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.

C.3.2 Creating a New Wallet
Follow the steps below to create a new wallet. The steps assume that you have
started the Oracle Wallet Manager and are at the program’s initial dialog box
(Figure C–1).

1. Click Create to create a new wallet.

The New Wallet Identity dialog box (Figure 8–7) appears.

Field Name Description

Wallet Location Displays the default wallet file location. Click the Browse...
button to locate a wallet at another location.

Wallet Information Displays the version of the Oracle Wallet Manager that you
are using and the status of the certificate (if any) installed in
the wallet.

Button Name Function

Create Creates a new wallet.

Delete Deletes the wallet displayed in this window.

Open Opens the wallet displayed in this window.
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Figure 8–7 New Wallet Identity

2. Type the identity you want to use for your certificate, and click OK.

If you are using single sign-on, make a note of the fields in this dialog box and
value you enter in each one. You will need this information later when you
create a global user. See "Creating a User Identified Globally through
Certificates on the Oracle Server" on page C-15.

The New Wallet location dialog box (Figure 8–8) prompts you to choose a
directory on your file system in which to store the new wallet.
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Figure 8–8 Specify Wallet File Location

3. Type the file location for the new wallet. Click Browse to find a wallet in
another directory. Click Cancel to return to the initial program dialog box, or
click Next to continue. The New Wallet password dialog box appears.

Figure 8–9 Type a Password for the New Wallet

4. Type your password once in the Enter Password field, and re-type that same
password in the Verify Password field.

5. Click Next to continue. The New Wallet Random Data dialog box (Figure 8–10)
appears.

Note: An Error dialog box appears if you do not type exactly the
same password in the Enter Password and Verify Password text
boxes. Click OK to return to the New Wallet password dialog box,
re-type your password in the Enter Password text box, then verify
it by re-typing it in the Verify Password text box.
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Figure 8–10 New Wallet Random Data

6. Type a random string of at least 20 characters in length in the field. This
character string will be used to seed the public/private key generation. Click
OK.

A New Wallet dialog box (Figure 8–11) informs you that the new wallet will
overwrite the wallet, certificate and trusted certificates that already exist at the
default file location. This occurs when you already have an existing wallet in
the default location.

Figure 8–11 Create a New Wallet

7. Click OK. The Replace Wallet dialog box (Figure 8–12) appears.
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Figure 8–12 Replace Wallet dialog box

8. Click the Replace your old wallet radio button to replace the entire wallet
including the certificate and trusted certificates, or click the Replace your old
wallet, but reuse... radio button to replace the wallet but reuse the old wallet’s
trusted certificates. Click Cancel to return to the initial program dialog box, or
click OK to continue.

A dialog box (Figure 8–13) displays the location of your certificate request file.
This is the file you send to your Certificate Authority.

Figure 8–13 Certificate Request Location

9. Click View to view your certificate request, or click Close. The Oracle Wallet
dialog box (Figure 8–14) appears with a status value of REQUESTED and a
certificate value of NONE.
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Figure 8–14 New Wallet with a Requested Certificate

C.3.3 Requesting a Certificate
You must decide the Certificate Authority from which to request a certificate. Each
Certificate Authority has its own procedures for handling certificate requests. In any
case you will need to send the certificate request generated by the Wallet Manager
to the Certificate Authority, and wait for the Certificate Authority to send you a
certificate. This is usually done through e-mail or through the Web.

C.3.4 Installing a Certificate into the New Wallet
Once you send the certificate request to the certificate authority, wait until you
receive an e-mail reply containing your signed certificate. Depending upon the
Certificate Authority, you may receive a certificate file such as certificate.txt.
Proceed to install the certificate into the new wallet using either of the following
two options.

■ Option 1: Install a Certificate from a File

■ Option 2: Install a Certificate from the Body of an E-mail
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Option 1: Install a Certificate from a File
1. Open the file from your certificate authority and locate the certificate text. The

certificate content is usually delimited by the words Begin Certificate and End
Certificate.

2. Click Install on the Oracle Wallet dialog box (Figure 8–14).

The Install a new Certificate dialog box (Figure 8–15) appears.

3. Click Browse.

A directory dialog box appears. Use this dialog box to locate the certificate.txt
file (it may also have some other name depending upon the Certificate
Authority).

4. Select the file name, and click Open. The contents of the certificate file will
appear in the dialog box area (Figure 8–15).

Figure 8–15 Certificate Text Pasted into Window

5. Click OK.

You are returned to the Oracle Wallet dialog box. Its status changes to READY.
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Option 2: Install a Certificate from the Body of an E-mail
1. Open the e-mail you received from the certificate authority.

2. Select and copy the certificate text from the body of the e-mail.

3. Click Paste on the Install a new Certificate dialog box. The certificate text will be
pasted into this dialog box (Figure 8–15).

4. Click OK.

5. You are returned to the Oracle Wallet dialog box. Its status changes to READY.

C.3.5 Adding New Trusted Certificates
A trusted certificate is a third party identity that is qualified with a level of trust.
Trusted certificates are contained within a wallet. The trusted certificate is used
when an identity is being validated as the entity it claims to be. Trusted certificates
are also referred to as trustpoints.

A default set of trusted certificates from VeriSign is installed in your default wallet
when you install the Oracle Wallet Manager. You manage these trusted certificates
by using the Oracle Wallet Manager which enables you to add a new trusted
certificate, view existing trusted certificate information, and delete a trusted
certificate.

If you are using a certificate that is issued by a CA not yet on your list of trusted
certificates, you must add that CA to the list. If a CA’s certificate is signed by a root
CA, you must add to the list the entire certificate chain, one certificate at a time.

Once the wallet is in the file system, applications can start using SSL, provided each
application has been configured to locate the wallet.

C.3.6 Saving Changes to Your Wallet
Click File > Save in the Oracle Wallet dialog box to save changes you make to the
wallet.

More Information: For instructions on adding, viewing and
managing trusted certificates, see "Managing Trusted Certificates"
on page C-20.
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C.3.7 Creating An Auto-Login Wallet for Single Sign-On Functionality
If you want to use SSL’s single sign-on functionality—as opposed to having users
enter passwords each time they open their wallets—you must create an auto-login
wallet from the wallet you created earlier in "Creating a New Wallet" on page C-6.
You do this by using the command line version of the Oracle Wallet Manager.

To create an auto-login wallet:
1. Be sure that your sqlnet.ora file has the following lines:

oss.source.my_wallet =
(SOURCE=
  (METHOD=File)
  (METHOD_DATA=
    (DIRECTORY=your wallet location)
  )
)

2. Set the following environment variable:

setenv TNS_ADMIN your_sqlnet.ora_file_directory

3. Launch the command line version of the Oracle Wallet Manager by typing the
following command at the command prompt:

owmcmd -f

For example:

/vobs/oracle/network/bin/owmcmd -f

The command line version of the Oracle Wallet Manager prompts you for the
user’s password.

Enter the password you entered when you created in Creating a New Wallet on
page C-6

The Oracle Wallet Manager creates the auto-login wallet, names it cwallet.sso,
and places it at the Wallet Resource Locator you specified. If the initial wallet is
stored on a directory server rather than on the local machine, the Oracle Wallet
Manager downloads it from the directory server, uses it to create an auto-login
wallet, and places the latter at the Wallet Resource Locator you specified.
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C.3.8 Creating a User Identified Globally through Certificates on the Oracle Server
If you are using an enterprise directory service such as Oracle Internet Directory,
you create global users in each local database by using the Security Manager tool of
the Oracle Enterprise Manager, or by typing the following commands:

CONNECT system/manager@database_name ;
CREATE USERusername  IDENTIFIED GLOBALLY AS ’ external_name ’

The external_name must match the full distinguished name of the user.

About Distinguished Names A distinguished name consists of up to six fields of
information which uniquely identify a user. The fields are:

■ Common Name (CN)

■ Location (L)

■ State (ST)

■ Organizational Unit (OU)

■ Organization (O)

■ Country (C)

The format of a distinguished name begins at the left with the lowest level of
granularity:

CN=user, L=location, ST=state, OU=unit, O=organization, C=country

For example, suppose you have a user with the following attributes:

■ Common Name: Tom Jones

■ Location: HQ

■ State: California

■ Organizational Unit: Information Technologies

■ Organization: Acme Corporation

■ Country: US

Note: If you are using a directory server, be sure that the
distinguished name in the directory matches that in the Oracle
wallet.
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The full distinguished name of this user would be:

CN=Tom Jones, L=HQ, ST=CA, OU=Information Technologies, O=Acme Corporation,
C=US

Thus, the following statement creates a new account for Tom Jones:

CREATE USER tjones IDENTIFIED GLOBALLY AS "CN=Tom Jones, L=HQ, ST=CA,
OU=Information Technologies, O=Acme Corporation, C=US"

To obtain the full distinguished name of an Oracle wallet owner: Refer to the
values you entered in the Create a New Wallet dialog box in "Creating a New
Wallet" on page C-6. Start with the field at the bottom of that dialog box, namely,
Common Name, and record the value you entered in that field. Then move
successively up to the next field, namely, Organizational Unit, and record the value
you entered in that field. Then move up to the next field, and so on, until you have
recorded the value for each field. Be sure to use the correct format for the
distinguished name as described above.

C.4 Ongoing Administrative Tasks
Once you have initially configured the Oracle wallet, there are various tasks you
may need to perform from time to time. This section discusses these tasks in the
following categories:

■ Managing Wallets

■ Managing Trusted Certificates

C.4.1 Managing Wallets
Use the Oracle Wallet Manager to open, view, or modify an existing wallet or to
create a new wallet.

This section discusses the following tasks:

■ Opening an Existing Wallet

■ Viewing Wallet Contents

■ Copying a Wallet to Remote Nodes

More Information: Oracle8i Administrator’s Guide
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C.4.1.1 Opening an Existing Wallet
When installed, the Oracle Wallet Manager creates a default wallet in a default
location. The location may be changed during installation.

On an NT machine, the default wallet is installed in the \wallet directory on the C:
drive.

On Solaris, the default location is $ORACLE_HOME/wmt.

You can change this default location during installation. The current location of the
default wallet is displayed in the Oracle Wallet Manager Start-up window.

Wallet owners must provide the correct password to open the wallet. This password
may have been set during installation. If the password was not set during
installation, use the default password to open the wallet for the first time.The
default password is password. Refer to Figure 8–16, "Open the Default Wallet."

The Oracle Wallet Manager enables wallet owners to open their default wallets. The
default wallet is displayed in the Oracle Wallet Manager Start-up dialog box. Wallet
owners must provide a valid wallet resource locator (WRL) and the correct
password to open the wallet.

1. Click Open on the Oracle Wallet Manager start-up dialog box.

The Open Wallet Password dialog box (Figure 8–16) appears.

More Information: For information on starting the Oracle Wallet
Manager, see "Starting the Oracle Wallet Manager" on page C-5.

For information on creating a new wallet, see "Creating a New
Wallet" on page C-6.

For information on installing a certificate into a new wallet, see
"Installing a Certificate into the New Wallet" on page C-11.

Important Note: In this release of the Wallet Manager, do not use
the default wallet. It could lead to a breach in security. Instead
create a new wallet, as described in Section C.3.2, "Creating a
New Wallet."
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Figure 8–16 Open the Default Wallet

2. Type your password. Click Cancel to return to the Oracle Wallet Manager
start-up dialog box, or click OK to continue.

The Oracle Wallet dialog box (Figure 8–17) appears.

Note: An error dialog box titled “Failed to Open wallet!” will
appear if you type an incorrect password. Click OK to return to the
Oracle Wallet Manager Start-up dialog box. Check your password
and try again.
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Figure 8–17 Default Wallet

C.4.1.2 Viewing Wallet Contents
Use the Oracle Wallet dialog box to access functions that allow you to view or
modify the wallet’s contents. This dialog box contains the following fields and
buttons.

Field Name Description

Status Displays the status of the wallet. The three values are EMPTY,
REQUESTED, and READY. A status of EMPTY means that no
certificate is requested or installed in the wallet. A status of
REQUESTED indicates that the certificate request for your wallet
has been generated. A status of READY means that you have a
certificate.

Location The directory in which the wallet is stored.

Certificate The name of the identity for whom this certificate is installed in the
wallet.
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C.4.1.3 Copying a Wallet to Remote Nodes
If you are using replicated servers, each node must have the same wallet.

C.4.2 Managing Trusted Certificates
Use the Oracle Wallet Manager to manage the trusted certificates in your wallet.
You can add a new trusted certificate, view existing trusted certificate information,
and delete a trusted certificate. A default set of four trusted certificates is installed
in your default wallet when you install the Oracle Wallet Manager.

This section discusses the following tasks:

■ Adding a New Trusted Certificate

■ Viewing Existing Trusted Certificate Information

■ Deleting a Trusted Certificate

■ Saving a Wallet to an Existing WRL (Wallet Resource Locator)

C.4.2.1 Adding a New Trusted Certificate
Add a new trusted certificate to your wallet as follows.

1. Click Trustpoints on the Oracle Wallet dialog box (Figure 8–17 on page C-19).

The Trustpoints dialog box (Figure 8–18 on page C-21) appears.

Button Name Function

View Views the installed certificate.

Install Installs a new certificate into the wallet.

Trusted
certificates

Views and manages the trusted certificates installed in your wallet.

Close Returns to the Oracle Wallet Manager start-up dialog box.
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Figure 8–18 Trusted Certificates

2. Click Add.

 The Install a New Trustpoint dialog box (Figure 8–19) appears. This is the
dialog box into which you paste the trusted certificate.
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Figure 8–19 Install a New Trusted Certificate

3. Click Paste. The certificate text appears in the body of the dialog box.

4. Click Next.

The Trustpoint Name dialog box (Figure 8–20) appears.

Figure 8–20 Trustpoint Name Dialog Box

5. Type a name for the trusted certificate alias. This name can be any set of
alphanumeric characters, but it cannot contain any spaces.

6. Click Cancel to return to the previous dialog box, or click Next to continue.
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The trusted certificate you created is added to the list of trusted certificates in
the Trustpoints dialog box (Figure 8–18 on page C-21).

7. Click Close, and you are returned to the Oracle Wallet dialog box (Figure 8–17
on page C-19).

C.4.2.2 Viewing Existing Trusted Certificate Information
You can view detailed trusted certificate information from the Trustpoints dialog
box as follows.

1. Click the name of the trusted certificate for which you want to view detailed
information.

2. Click View.

The Trustpoint Certificate dialog box (Figure 8–21 on page C-24) appears.
Oracle Wallet Manager C-23



Ongoing Administrative Tasks
Figure 8–21 Trustpoint Certificate

3. Review the trusted certificate information that was installed into your wallet.
This information includes the certificate identity and the certificate issuer.

4. Click Extensions to display the X.509 v3 certificate extension information for
your wallet trusted certificate, or click Close to return to the Trustpoints dialog
box.

C.4.2.3 Deleting a Trusted Certificate
The Oracle Wallet Manager offers you the option of deleting selected trusted
certificates in the event that they become compromised. Delete a trusted certificate
from the Trustpoints dialog box (Figure 8–18 on page C-21) as follows.

1. Click the name of the trusted certificate listed in the Trustpoint column to select
that trusted certificate.

2. Click Delete.
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A dialog box prompts you with, “Do you really want to delete this trusted
certificate?”

3. Click Yes to delete the trusted certificate.

You are returned to the Trustpoints dialog box, and the deleted trusted
certificate is no longer displayed in the trusted certificate list.

 If you click No, you are returned to the Trustpoints dialog box, and the trusted
certificate remains displayed in the trusted certificate list.

4. Click Close to return to the Oracle Wallet dialog box.

C.4.2.4 Saving a Wallet to an Existing WRL (Wallet Resource Locator)
Click File > Save in the Oracle Wallet dialog box to save changes you make to the
wallet.

C.5 Installing Wallets for Replicated Directory Servers
All nodes in a replicated system must use the same wallet. You should create a
wallet on the primary node and copy to it the other nodes.
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Glossary

ACI

Access control information item. An ACI is an attribute that determines who has
what type of access to what directory data. It contains a set of structural and content
access rules, each of which may be granted to one or more users or groups.

ACL

Access Control List. This term refers to the group of access directives that you
define. The directives grant levels of access to specific data for specific clients
and/or groups of clients.

ACP

Access control policy point. An ACP is an entry that contains security directives
that apply downward to all entries at lower positions in the DIT.

API

Application Program Interface. These interfaces are used by other programs to
access the services of a specified application. For example, LDAP-enabled clients
access directory information through programmatic calls available in the LDAP
API.

Administrative Area

A subtree on a server whose entries are under the control (schema, ACL, and
collective attributes) of a single administrative authority. In the Beta release, each
administrative area has its own Directory Server.
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Configuration Set Entry

A directory entry holding the configuration parameters for a specific instance of the
directory server. Multiple configuration set entries can be stored and referenced at
run-time. The configuration set entries are maintained in the subtree specified by
the subConfigsubEntry attribute of the DSE, which itself resides in the associated
DIB against which the servers are started.

Context Prefix

The DN of the root of a naming context.

DIT

Directory information tree. A hierarchical tree-like structure consisting of the DNs
of the entries.

DN

LDAP/X.500 distinguished name. A DN consists of concatenated RDNs that
uniquely identify an entry. The convention requires that the DN begins at the left
with the most granular level of RDN, separating RDNs by commas.

DSA

Directory system agent (DSA) is an Oracle Internet Directory application process.

Filter

A filter is a method of qualifying data, usually data that you are seeking. Filters are
always expressed as DNs, for example: cn=susie smith, o=oracle, c=us

Instance, see Server Instance

Knowledge Reference

The access information (name and address) for a remote DSA and the name of the
DIT subtree that the remote DSA holds.

LDAP

Lightweight Directory Access Protocol. The framework of design conventions
supporting industry-standard directory products, such as the Oracle Internet
Directory.

LDIF

LDAP Data Interchange Format. This is the set of standards for formatting an input
file for any of the LDAP command line utilities.
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Master Definition Site (MDS)

In replication, a Master Definition Site is the Oracle Internet Directory database
from which the administrator runs the configuration scripts.

Master Site

In replication, a master site is any site other than the Master Definition Site that
participates in LDAP replication.

Naming Attribute

A naming attribute is identifiable by its mnemonic label, usually cn, sn, ou, o, c, and
so on. Naming attributes are specialized attributes that hold values for different
types of RDNs. For example, the naming attribute c is the mnemonic for the naming
attribute country, and it holds the RDN for specific country values.

Naming Context

A naming context is a complete (no holes) subtree of the DIT which resides on a
single DSA. A naming context is connected to the rest of the DIT using the concept
of immediate superior knowledge reference and a set of subordinate knowledge
references. A naming context is made up of a subtree of entries, a context prefix, a
full set of subordinate knowledge references and possibly an immediate superior
knowledge reference.

RDN

Relative Distinguished Name is the local, most granular level entry name. It has no
other qualifying entry names that would serve to uniquely address the entry. In the
example, cn=Smith,o=Oracle,c=US, cn=Smith is the RDN.

Registry Entries

Registry entries contain run-time information associated with invocations of Oracle
Internet Directory servers, called server instances. Registry entries are stored in the
directory itself, and remain there until the corresponding directory server instance
stops.

Replication Agreements

Replication agreements are entries that list the member nodes within a replication
group that share their changes.
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Root DSE

The root DSE (DSA-Specific Entry) is an entry storing operational information about
the Directory. The information is stored in number of attributes. Some of the
attributes of a root DSE entry are:

■ namingContexts (DNs)

■ subSchemaSubentry (DNs)

■ subACLSubentry (DNs)

■ superiorReferences

■ orclsizelimit (default value: 1000)

■ orcltimelimit (default value: 3600)

■ orclguname (default value: cn=guest)

■ orclgupassword (default value: welcome)

■ orclprname (default value: cn=proxy)

■ orclprpassword (default value: welcome)

■ orclservermode (default value: rw (read-write))

■ orclsuname (default value: cn=admin)

■ orclsupassword (default value: welcome)

Schema Definition

The collection of attributes, the object class, and their corresponding matching rules.

SLAPD

Standalone LDAP Daemon.

Specific Administrative Area

Administrative areas control three specific aspects of administration.

■ Subschema administration

■ Access control administration

■ Collective attribute administration

A specific administrative area controls one of the above aspects of administration. A
specific administrative area is part of an autonomous administrative area. Or it can
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be viewed as if for each specific aspect of administration, the AAA is partitioned
into one or more specific administrative areas.

Server Instance

Refers to a discrete invocation of a server. Different invocations of a server, each
started with the same or different configuration set entries and startup flags, are
said to be different server instances.

Sponsor Node

In replication, the node that is used to provide initial data to a new node.

Subschema DN

The list of Information Tree areas having independent schema definitions

SubSchemaSubentry

A specific type of subentry containing schema information.

Subentry

Contains information applicable to a group of entries in a subtree. The information
can be of these types:

■ Access control points (ACPs)

■ Schema rules

■ Collective attributes

Subentries are located immediately below the root of an administrative area.

Subordinate Reference

A knowledge reference pointing downward in the DIT to a naming context that
starts immediately below an entry.

Superior Reference

A knowledge reference pointing upward to a DSA that holds a naming context
higher in the DIT than all the naming contexts held by the referencing DSA.

Supplier DSA

Holds the master copy of the naming context. It supplies updates from the master
copy to the consumer DSA.
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Specific Administrative Area

Administrative areas control three specific aspects of administration:

■ Subschema administration

■ Access control administration

■ Collective attribute administration

A specific administrative area controls one of the above aspects of administration. A
specific administrative area is part of an autonomous administrative area. It can be
viewed as if for each specific aspect of administration, the AAA is partitioned into
one or more specific administrative areas.

subACLSubentry

subACLSubentry is a specific type of subentry which contains ACL information.

Subentry

A subentry contains information which is applicable to a group of entries in a
subtree. The information can be of following types:

■ Access control lists (ACLs)

■ Schema rules

■ Collective attributes

Subentries are located immediately below the root of an administrative area.

subSchemaSubentry

subSchemaSubentry is a specific type of subentry which contains schema
information.
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A
access control, 7-2
access control list. See ACL
access control policy point. See ACP
access directives

granting (online)l, 7-15
access items

content, 7-20
structural, 7-18

ACI Directive, 7-2
ACI Directive format, 7-2
ACI Item, 7-2
ACL, 7-2
ACLs with ldapModify, 7-34
ACP, 7-3, 7-16

adding with the Oracle Directory Manager, 7-21
adding

an ACP, 7-21
attributes with ldapModify, 5-9
entries, 5-2
entries with ldapAdd, 5-13
object classes, 4-2

adding entries
Oracle Bulk Loader, 5-17

administration tool
navigating, 2-6

anonymous binding, 6-5
ASR, 8-4

setting up, 8-10
ASR configuring, 8-13
attribute syntax, 4-10
attribute-level conflicts, 8-33
attributes

adding, 4-10, 5-7
adding with ldapAdd, 5-13
adding with ldapModify, 5-9
browsing, 4-12
cataloged, 4-8
changing entry, 5-9
deleting, 4-11, 5-7, 5-13
modifying, 4-11
rules for, 4-11
server configuration, 3-13
viewing, 4-12

audit log, 3-23
audit mask levels, 3-25
auditable events, 3-25
authentication, 7-2
authentication mode. See bind mode
authentication parameter, 6-6
authorization, 7-2
authorization ID, 7-2

B
bind mode, 7-19

types of, 7-7
Bulk Delete, 1-8, 5-28
Bulk Loader, 1-8

running, 5-22
Bulk Modify, 1-9, 5-26
bulkload.sh, 5-24
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C
catalog management tool, 5-29
change logs, 8-3, 8-7
change-log flag, 8-24
change-logging, 3-9
changing

entries, 5-2
cipher suites, 6-3
cold backup, A-1
configsets, 3-11–??
configuration parameters

replication server, 8-15
configuration set entries, 3-11–??
configuring

replication agreements, 8-20
replication server parameters, 8-16

configuring SSL, 6-5
configuring, server attributes, 3-13
conflict resolution, 8-32

automated, 8-33
manual, 8-34

conflict resolution messages, 8-34
connecting

to Directories, 2-11
to multiple Directories, 2-11

consumer servers, 8-2, 8-5
content access items, 7-20

D
daemons, 3-5
database, 3-2
database connections, 3-4
database copy procedure, A-1
debug logging levels

setting, 3-22
default ACP, setting, 7-16
deleting

attributes, 4-11
entries with ldapDelete, 5-15

difficulties
installation, B-2

directories
connecting to, 2-11

Directory entries
adding and changing, 5-2

Directory instance registry, 3-5
Directory Replication Group, 8-3, 8-9
Directory Server

logging on, 3-7
starting, 3-6

DIT, 5-2
DRG. See Directory Replication Group
DSA, 8-2

environment setting, A-2

E
entries

adding with ldapAdd, 5-13
changing attributes in, ldapModify, 5-9
deleting with ldapDelete, 5-15

entry filters, 7-19
entry-level conflicts, 8-32
environmental variable

for OID Monitor (oidmon) process, 3-5

F
formatting ldapModify input, 5-11

G
garbage collection in replication, 8-23
group entries, 5-8

H
host, 2-4

I
init.ora, 8-11

L
l flag, 8-24
LDAP server instance, 3-4
ldapAdd, 5-13
LDAP-based replication, 8-4
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ldapCompare, 5-16
ldapDelete, 5-15
ldapModDN, 5-10, 5-19
ldapModify, 5-10

change types, 5-12
to change audit level, 3-26

ldapModify and ACLs, 7-34
ldapSearch, 5-17
LDIF

formatting notes, 5-21
LDIF Writer, 1-8, 5-25
listener/dispatcher, 3-4
log files, 8-34
logging guardian activities, 3-5
logging on

Oracle Directory Manager, 2-11

M
m flag, 8-24
Master Definition Site. See MDS
maxextents, 8-11
MDS, 8-9, 8-10
multi-master flag, 8-24
multi-master network, 8-2

N
naming contexts, 8-2
navigating Administration Tool, 2-6
NLS_LANG, 3-5

O
object classes

adding new, 4-2
assigning to entries, 4-2
deleting, 4-9
viewing, 4-7

Object Identifier, 4-10
OFA, A-2
OID Control

restart command, 3-14
OID Control Utility

start and stop server instances, 3-7

OID Control Utility (oidctl), 1-7
OID Monitor, 3-2
OID Monitor (oidmon) process

starting, 3-7
OID Monitor logging, 3-5
OID Monitor process, 3-5
oidmon, 3-5
oidmon.log file, 3-5
operation mode

read-write, 8-3
operational attributes, 3-21
Oracle Directory Manager

running, 2-2
Oracle8i database, 3-2
orclACI, 7-3
orclAgreementID, 8-20
orclAgreementID entries, 8-20
orclauditlevel, 3-23
orclauditoc, 3-23
orclChangeRetryCount, 8-16, 8-18, 8-19
orclDirReplGroupAgreement, 8-16
orclDirReplGroupDSAs, 8-15, 8-19, 8-20
orclEntryLevelACI, 7-3
orclExcludedNamingcontexts, 8-20
orclIndexOC, 5-29
orclmaxcc, 3-4
orclPurgeSchedule, 8-16, 8-18
orclReplicationProtocol, 8-20
orclsequence, 3-24
orclserverprocs, 3-4
orclUpdateSchedule, 8-20

P
parameters

security, 6-5
partition, 8-2
password, 2-3
password for shell tools, 5-22, 5-26
permissions, 7-2

granting (online), 7-15, 7-34
port, 2-4
port 389, 6-3
port 636, 6-3
processes, 3-2
                                                                      Index-3



R
RDNs, 5-2
registered definition, 4-11
relative distinguished names. See RDNs
replica, 8-2
replication

adding a new node for, 8-25–8-31
advantages of, 8-3
garbage collection in, 8-23
installing, 8-8
of very large directories, A-1

replication agreement, 8-4
replication agreement parameters

changing, 8-21
viewing, 8-21

replication agreements, 8-2, 8-3, 8-4, 8-15, 8-21
adding nodes to, 8-23

replication server, 3-2
replication server configuration parameters, 8-15
Replication server, starting, 3-9
Replication, stopping, 3-9
restart command, 3-14
rollback segments, 8-11
run replication, 3-9
running

Directory Server instances, 3-7
Oracle Bulk Loader, 5-22
Oracle Directory Manager, 2-2
replication server, 3-9

S
schema

adding and changing object classes
(online), 4-2, 4-10

schema management panel, 4-5
secure port 636, 6-3
security

granting (online), 7-15
server processes, 3-4
setting debug logging levels, 3-22
simple authentication, 6-5
single point of failure

avoiding, 8-3

sponsor node, 8-28
SQL*Loader, 5-22
SSL

architecture, 6-3
authenitcation mode, 6-6
configuring parameters for, 6-5
enable/disable flag, 6-6

SSL 2.0, 6-5
SSL 3.0, 6-5
SSL client scenarios, 6-5
SSL default port, 6-5
SSL parameters, 6-5
SSL-based authentication, 7-7, 7-19
starting

Directory Server, 3-5
starting Replication server, 3-9
stop Replication server, 3-9
structural access items, 7-18
supplier servers, 8-2, 8-5
system operational attributes, 3-21

T
tablespace in replication, 8-11
TCP/IP connections, 6-3
template for a new DN, 5-3
tnsnames.ora, 8-12
trustpoints

adding, C-13
definition, C-13

typographical conventions, xiv

U
user, 2-3
UTF8, 3-5

V
viewing

attributes, 4-12
object classes, 4-7
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W
wallet

contents of, 6-4
default location, C-5
for replicated Directory servers, C-25

Wallet location, 6-6
Wallet password, 6-6
wallet resource locator, C-1
walletmg, C-5
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