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Preface

This guide provides operating system-specific information on using the Oracle 
Networking Products for NetWare. This preface provides information about:

■ Intended Audience

■ Prerequisites

■ Related Documents

■ Conventions
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Intended Audience
This guide is for any user who will be installing, configuring, and using Oracle 
Networking Products.

Prerequisites
This guide assumes that:

■ you have installed and tested your NetWare operating system 

■ you are familiar with your operating system (NetWare server, services available 
on the server, commands for deleting and copying files; concepts of search path, 
configuration files, and directory structure; operations at the NetWare console) 
and server and client concepts

■ you are familiar with Windows 95/NT

■ you know how to use a text editor to make changes to an ASCII text file 

Related Documents
For more information, see the following user guides:

■ Oracle8 Getting Started for NetWare

■ Oracle8 User’s Guide for NetWare

■ Oracle8 Server Concepts

■ Oracle8 Reference

■ Net8 Administrator’s Guide

■ Oracle Security Server Guide

■ Oracle Advanced Networking Option Administrator’s Guide
xii                                                                                         



Conventions

Oracle Home Directories
Oracle Installer creates a top-level directory on your hard disk called Oracle home. 
The default Oracle home directory for NetWare is ORANW80x and for Windows 95 
is ORAWIN95. These directories are referred to as ORACLE_HOME throughout this 
document.

In examples, an implied carriage return occurs at the end of each line, unless 
otherwise noted. Press the Return key at the end of a line of input.

Terminology
The term Oracle8 Server is used to mean any Oracle8 database product including:

■ Oracle8 Enterprise Edition

■ Oracle8 (formerly known as Workgroup Server)

■ Personal Oracle8

Typographical Conventions
Note these typographical conventions when reading this guide:

Convention Example Meaning

Monospace text Indicates text that must be typed exactly as 
shown.

names.default_domain = world

All uppercase plain ORANW\DATABASE\INITORCL.ORA Indicates command names, SQL reserved 
words, and keywords, as in ALTER 
DATABASE. All uppercase plain is also 
used for directory names and file names

Italic Italic used to indicate a variable:

SVRMGR>STARTUP 
PFILE=%ORACLE_HOME%\DATABASE
\INITSID.ORA

Italic used for emphasis:

The WHERE clause may be used to join 
rows in different tables.

Indicates a value that you must provide. 
For example, if a command asks you to 
type SID, you must type the actual name 
of the instance.

Italic is also used for emphasis in the text 
and to indicate the titles of other 
documents.
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Angle brackets <> Example 1:

To use...you must be a member of the 
ORACLE_DBA.<context_name> group and 
be logged in to the NetWare directory 
service.

Example 2:

LOCAL=<MY-SERVER>-IPC

Angle brackets are sometimes used in 
addition to italic to make it clear that 
what is enclosed between these brackets 
is a value that you must provide. 

They are also used sometimes instead of 
italic to indicate a value that you must 
provide.

Horizontal ellipsis ... CHKVAL fieldname value 1 value 2... valueN Indicates that parts of the statement or 
command not directly related to the 
example have been omitted.

Vertical bar | ..DEFINE [  macro1 | macro2 ] Represents an ‘or’ option between 
several options. You must enter only one 
of the options. Do not enter the vertical 
bar. The set of alternative choices is 
enclosed by curly braces if one of the 
items is required, or by square brackets if 
the item is an optional alternative.

Curly braces {} ..DEFINE {  macro1 | macro2 } Enclose required items. You must choose 
one of the alternatives.

Square brackets [ ] cvtcrt termname [outfile]

Use [Ctrl]-[Esc] to exit Server Manager.

Enclose optional items. You can choose 
one or none of the alternatives. 

Square brackets also indicate a function 
key, for example [Enter].

Oracle8 database The database component of Oracle8.

Colon (:) at the 
beginning of a 
command, or 
between a volume 
and a directory

:LOAD SVRMGR30

SYS:SYSTEM

The colon (:) at the beginning of a line 
represents the NetWare system console 
prompt. It also separates NetWare 
volumes and directories.

Convention Example Meaning
xiv                                                                                         



Oracle home Go to the ORACLE_HOME\DATABASE 
directory.

SVRMGR> 
@%ORACLE_HOME%\RDBMS80\ADMIN\
CATALOG.SQL

Oracle home is the top level directory 
where your Oracle software is installed. 
By default, the Oracle home directory for 
NetWare products is ORANW803. In this 
guide, the convention ORACLE_HOME 
is used to indicate your Oracle Home 
directory, which may be ORANW803 or 
whatever you may have called your 
Oracle home.

In Server Manager commands you may 
see %ORACLE_HOME%. Server 
Manager is able to locate your Oracle 
Home directory using the  
%ORACLE_HOME% keyword. This 
convention can be used in Server 
Manager, SQL*Plus, Export and Import.

Backslash (\) before a 
name in all uppercase 
letters

ORACLE_HOME\NET80 Indicates a subdirectory.

Symbols period  .

comma  ,

hyphen  -

semicolon  ;

colon  :

equal sign  =

backslash  \

single quote  ‘

double quote  “

parentheses ()

Symbols other than brackets and vertical 
bars must be entered in commands 
exactly as shown.

Convention Example Meaning
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Introducing Oracle Networking Products

This chapter covers the following areas:

■ Oracle Connectivity Overview

■ Architectural Overview

■ Client/Server Interaction

■ New Features with Oracle Networking Products

■ Supported Platforms

■ Oracle Networking Products

■ Requirements for Oracle Protocol Adapters

■ Oracle Networking Products Compatibility
ducts 1-1



Architectural Overview
Oracle Connectivity Overview
The main function of Oracle Networking Products is to establish sessions and 
transfer data between a client and a server or between two servers. Once a session is 
established, Oracle Networking Products act as a data courier for the client and the 
server. The connection operation is initiated during any standard database login 
between the client application and the server, with information such as the client 
machine name and user name passed to the remote machine.

Sessions are established with the help of a listener. The listener brokers the client 
request, handing off the request to the server. Every time a client (or server acting as 
a client) requests a session with a server, a listener receives the actual request. The 
listener determines the location of the server and enables the client to connect to the 
server. The listener is a separate process whose responsibility is to listen for 
incoming client connection requests and manage the traffic to the server. 

Architectural Overview
Net8, the networking layer formerly known as SQL*Net, uses the Transparent 
Network Substrate (TNS) and standard industry network protocols to connect a 
client to a server and establish an Oracle session. The following figure shows the 
basic connectivity architecture and process, with a connection request originating 
from a client side application. The database returns the queried information in the 
reverse direction.

Net8

Oracle Protocol Adapter

Protocol Stack

Client Application

Net8

Oracle Protocol Adapter

Protocol Stack

Oracle8 DBMS 

Client Side Server Side

Physical Network
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Architectural Overview
Following is an overview of the Oracle network connectivity components:

■ Net8

■ Oracle Protocol Adapters

■ Network–Specific Protocol Stack (third-party component)

Net8
Net8 is a software layer that is required to communicate between Oracle clients and 
servers. The role of Net8 is to establish and maintain a connection between the 
client application and the server and exchange messages between them. It provides 
both client to server and server to server communications across any network. It 
enables client tools to access, modify, share, and store data on Oracle8 Servers over a 
network. The communication between client applications and servers takes place 
across one or more networks and is referred to as client/server communication. 

Transparent Network Substrate (TNS)
The TNS is an underlying layer of Net8 that receives requests and settles all generic 
connectivity functions such as opening and closing a session or sending and 
receiving requests or responses. TNS then passes control to an Oracle Protocol 
Adapter to make the protocol-specific call.

Oracle Protocol Adapters 
The Oracle Protocol Adapters are responsible for mapping TNS functionality to 
industry–standard protocols used in the client/server connection. Each adapter is 
responsible for mapping the equivalent functions between TNS and a specific 
protocol.

An Oracle Protocol Adapter translates (or adapts):

■ function calls of specific network protocols (such as TCP/IP) into equivalent 
function calls of the Oracle Transparent Network Substrate (TNS). 
                                                          Introducing Oracle Networking Products 1-3



Client/Server Interaction
■ TNS generic function calls into specific function calls for the underlying net-
work protocol. 

Network–Specific Protocol Stack
The protocol stack (third party software) supplies a reliable means of 
communication across the network. All Oracle software in the client/server 
connection process requires an existing network protocol stack to make the 
machine–level connection between two machines. The network protocol is 
responsible only for getting the data from the client machine to the server machine, 
at which point the data is passed to the Oracle Protocol Adapter on the server side.

Client/Server Interaction
This section describes a basic client/server connection.

Client Request
The user requests a database connection from the server by supplying input (SQL 
command) through a client side application such as SQL*Plus. The application 
sends the request to Net8 to be transported across the network to the server. After 
the connection request is accepted by the listener on the server, the client 
application requests database information from the server.

Server Response to Client Request
The server runs the Oracle8 database software and a Net8 network listener 
program. The Net8 network listener, through an Oracle Protocol Adapter, accepts 
connections from client applications on the network. 

Net8 on the server delivers the client data transfer request to the Oracle8 database. 
The database performs the function requested by the user on the client machine. 
Finally, Net8 transfers the results of the database functions to the client machine.

Additional Information: For more information, see the following:

• The third-party network documentation that came with your 
protocol software for a detailed technical discussion of these 
protocols.

• “Oracle Networking Products” in this chapter, for a list of avail-
able protocol adapters.
1-4 Oracle Networking Products for NetWare                                                   



New Features with Oracle Networking Products
New Features with Oracle Networking Products
This release of Oracle Networking Products include the new features listed below 
and are introduced later in this chapter.

New Feature Description

Graphical Network Configuration Tools

Oracle Net8 Easy Config The Java-based Net8 Easy Config tool enables you to graphically set up service 
names. This tool succeeds the previously available tool called SQL*Net Easy 
Configuration (SQL*Net Version 2.x). Use this tool for configuring simple networks 
and testing the configuration.

For more information, see:

■ Net8 Administrator’s Guide

Oracle Net8 Assistant This Java-based graphical configuration and management tool succeeds Oracle 
Network Manager and SQL*Net Easy Configuration Tool, included in previous 
SQL*Net Version 2.x releases. Oracle Net8 Assistant helps you configure and 
administer the following:

■ profiles 

■ service names

■ Oracle Names Servers

For more information, see:

■ Net8 Administrator’s Guide

Improved Performance and Scalability

WINSOCK2 Support This release of Net8 supports both the WINSOCK 1.1 and WINSOCK2 socket 
interface. Net8 automatically detects WINSOCK2 on Windows NT and uses it if it is 
available. 

WINSOCK2 is a standard feature of the Windows NT Version 4.0 operating system. 
Oracle uses these WINSOCK2 features in Net8:

■ overlapped I/O with events and completion routines

■ shared sockets

WINSOCK2 support enables Net8 Multi-Threaded Server features such as:

■ Multi-Threaded Server (MTS) support

■ Oracle Connection Manager

■ Connection pooling
                                                          Introducing Oracle Networking Products 1-5



New Features with Oracle Networking Products
Multi-Threaded Server 
Support (MTS)

Net8 supports the MTS in TCP/IP network environments.

For more information, see:

■ Oracle8 Server Reference

■ Oracle8 Server Concepts

Multiplexing 
(concentration)

Multiplexing is enabled through the Connection Manager. The Connection Manager 
acts as a vehicle that takes in multiple client connections and “multiplexes” those 
connections over a single outgoing connection to the destination. Sessions can be 
multiplexed over a single transport if these conditions exist:

■ Each session is trying to communicate with the same listening address.

■ Each session is started from the same process.

■ Multiplexing is enabled on both nodes.

The result of multiplexing is quicker response time and increased client connections.

Note: Multiplexing is only available on TCP/IP networks.

For more information, see:

■ “Improving Network Performance”  in Chapter 2

■ Net8 Administrator’s Guide

Connection Pooling Connection Pooling allows you to optimize network resources by maximizing the 
number of physical network connections to a MTS.

Connection pooling is enabled by setting parameters in your Oracle Server 
INITSID.ORA configuration file.

Note: Connection pooling is only available with MTS on TCP/IP networks. 
Connection pooling cannot be enabled multiplexing is used.

For more information, see:

■ Oracle8 Server Reference Guide

■ Net8 Administrator’s Guide

Multiple protocol 
support

This feature enables a client and server with different networking protocols to 
communicate. This feature replaces functionality previously provided by Oracle 
Multi-Protocol Interchange (MPI) with SQL*Net Version 2.x.

New Feature Description
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New Features with Oracle Networking Products
Listener Load Balancing Listener load balancing distributes the number of incoming sessions over multiple 
listeners for a single database or for two or more equivalent databases. This feature 
is configured by defining multiple listeners for each database. To enable multiple 
listeners for MTS, add the following parameter to the INITSID.ORA configuration 
file for that server:

MTS_MULTIPLE_LISTENERS=TRUE

For more information, see:

■ “Improving Network Performance”  in Chapter 2

■ Net8 Administrator’s Guide

Client Cache Service This Oracle Names feature allows a client to store information retrieved from a 
Names Server in local memory. When a client makes a subsequent connection 
request, the client first checks the cached list of address information for the database 
address. If the address information is found before a specified time period (Time to 
Live or TTL), then the client has saved the time it normally would have spent 
querying a Names Server. The client cache service is especially advantageous if a 
Names Server is unavailable.

For more information, see:

■ Net8 Administrator’s Guide

Improved Security

Oracle Security Server The Oracle Security Server, a separate product bundled with Oracle8 and Net8, 
supports authentication and authorization in an Oracle network environment using 
public-key cryptography.

For more information, see:

■ Oracle Security Server Guide

Access Control using the 
Oracle Connection 
Manager

Access control (also known as firewall support) allows designated clients access to 
certain servers in a TCP/IP environment. Connection Manager forwards a client 
connection request if the client meets certain criteria based on “accept” and “reject” 
rules specified by the administrator:

■ source hostname(s) or IP address(es) for clients

■ destination hostname(s) or IP address(es) for servers

■ destination database server identifier

For more information, see:

■ Net8 Administrator’s Guide

New Feature Description
                                                          Introducing Oracle Networking Products 1-7



New Features with Oracle Networking Products
Enhancements for Developers

Net8 OPEN Net8 OPEN is an application programming interface (API) that allows users to write 
applications that use Net8 for connectivity. Net8 OPEN:

■ enable developers to develop both database and non-database applications that 
use the Net8 network already deployed in their environment

■ enables developers to deploy an application developed on one machine to 
another without needing to modify their calls to the network interface

■ provides developers with a single common interface to all industry standard 
network protocols

For more information, see:

■ Net8 Administrator’s Guide

New Names Resolution Method

Host Naming Adapter Host naming enables clients in a TCP/IP environment to resolve service names by 
using the host name of the server. This model differs from other naming methods 
which specify service addresses by using the database service name.

The Host Naming Adapter resolves the host name using an IP address translation 
mechanism such as Domain Name Services (DNS), or a centrally maintained TCP/
IP hosts file.

For more information, see:

■ “Resolving Service Names”  in Chapter 2

■ Net8 Administrator’s Guide

New Feature Description
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Supported Platforms
The table below lists each component of Oracle Networking Products and the 
platform on which it can be installed. 

Oracle Networking Products Release 8.0.3

NetWare

Server

Windows 
NT

Client

Windows 
95

Client

Windows 
3.x

Client

Net8 yes yes yes no

Supported Protocol Stacks

■ SPX Protocol Adapter yes yes yes yes

■ TCP/IP Protocol Adapter yes yes yes yes

■ AppleTalk Protocol Adapter yes no no no

■ Named Pipes Protocol Adapter yes yes yes

■ LU6.2 Protocol Adapter yes yes no no

■ IPC Protocol Adapter yes no no no

■ Bequeath Protocol Adapter yes yes yes

Oracle Connection Manager yes no no no

Oracle Advanced Networking Option (ANO) [Available for Enterprise Edition only]

Network Security and Single Sign-On 

■ CyberSAFE Authentication Adapter no yes yes yes

■ SecurID Authentication Adapter no yes yes yes

■ Kerberos Authentication Adapter no yes yes yes

■ Biometric (Identix) no yes yes yes

Secure Network Services yes yes yes yes

DCE Integration no yes yes yes

Authentication Adapters

NDS Authentication Adapter yes1

1 server side only

yes yes yes

Windows NT Authentication Adapter yes yes yes

Native Naming Adapter

NDS Native Naming Adapter yes yes yes yes
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Oracle Networking Products
The table below explains each product of the Oracle Networking Products.

Oracle Networking 
Products Explanation

SPX Protocol Adapter The SPX Protocol Adapter enables client/server conversation over a network 
using IPX/SPX and Net8. This combination of Oracle products enables an Oracle 
application on an IPX/SPX client to communicate with remote Oracle databases 
running on servers that support network communication using IPX/SPX. The 
IPX/SPX protocol is predominantly used in Novell NetWare environments.

For more information see:

■ Your Novell NetWare documentation.

TCP/IP Protocol Adapter The TCP/IP Protocol Adapter enables client/server conversation over a network 
using TCP/IP and Net8. This combination of Oracle products enables an Oracle 
application on a TCP/IP client to communicate with remote Oracle databases 
running on servers that support network communication using TCP/IP.

For more information see:

■ Your operating system documentation.

AppleTalk Protocol 
Adapter

The AppleTalk Protocol Adapter enables client/server conversation over a 
network using AppleTalk and Net8. This combination of Oracle products enables 
an Oracle application on an AppleTalk client to communicate with remote Oracle 
databases running on NetWare servers that support network communication using 
AppleTalk. The AppleTalk protocol is predominantly used for Apple Macintosh 
clients.

For more information see:

■ Your operating system documentation.

■ The NetWare AppleTalk Reference Manual.

Named Pipes Protocol 
Adapter

The Named Pipes Protocol Adapter enables client/server conversation over a 
network using Named Pipes and Net8. This combination of Oracle products 
enables an Oracle application on a client to communicate with remote Oracle 
databases running on servers that support network communication using Named 
Pipes.

The Named Pipes Protocol Adapter is a high-level interface providing interprocess 
communications between clients and servers for distributed applications. The 
server side of the application creates the pipe, and the client side opens it by name. 
What one side writes, the other can read, and vice versa. Named Pipes is 
specifically designed for PC LAN environments. 
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LU6.2 Protocol Adapter The Logical Unit Type 6.2 (LU6.2) Protocol Adapter is part of the IBM Advanced 
Program-to-Program Communication (APPC) architecture. APPC is the IBM peer-
to-peer (program-to-program) protocol for a System Network Architecture (SNA) 
network. SNA is an IBM reference model similar to the Open Systems Interconnect 
(OSI) model of the International Standards Organization (ISO).

///MOVE THIS INFO TO LU6.2 CHAPTER LATER ON///

Program-to-program communication protocols provide services for programs on 
one computer to initiate processes on another computer, thus establishing a 
dialogue. Peer-to-peer communication is independent of the following:

■ computer operating system

■ programming language

■ hardware interface environment

The APPC architecture lets the client and host communicate over an SNA network 
without forcing the client to emulate a terminal (as in terminal-to-host protocols). 

An SNA network with the LU6.2 and Physical Unit Type 2.1 (PU2.1) protocols 
provides APPC. The LU6.2 protocol is a product-independent LU-type, and is able 
to define a session between two application programs.

The Oracle LU6.2 Protocol Adapter for IntranetWare enables an Oracle application 
on a PC to communicate with an Oracle database on a host system that supports 
APPC, by routing its requests through an Oracle 8 Server for IntranetWare. In this 
case, the Oracle 8 Server for IntranetWare acts as a client to access the data over an 
SNA network.

APPC is supported by Oracle databases running on the following computers:

■ Intel-based PC’s (or compatible) running OS/2

■ IBM system/370 (or compatible) running Multiple Virtual Storage (MVS)

■ IBM system/370 (or compatible) running Virtual Machine (VM)

■ RS/6000 running AIX

■ Intel-based PC’s (or compatible) running NetWare 4.1x

The Oracle LU6.2 Protocol Adapter for NetWare also acts as a server to APPC 
clients on the network. An APPC client is any Oracle7 client that supports APPC, 
including OS/2, RS/6000, VM, and MVS clients.

In addition to server platforms, LU6.2 is available on operating systems that are 
client-only platforms.

Oracle Networking 
Products Explanation
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IPC Protocol Adapter The IPC Protocol Adapter enables the local NetWare server to perform a loopback 
connection without using a network protocol such as TCP/IP or IPX/SPX. The IPC 
Protocol Adapter is configured automatically in the LISTENER.ORA file during 
installation.

Bequeath Protocol Adapter The Bequeath Protocol Adapter enables a local client to retrieve information from 
the database without using the listener. The Bequeath Adapter spawns a server 
process internally for each client application. In a sense, it does the same operation 
that a remote listener does for a connection, but locally.

The Bequeath Protocol Adapter:

■ does not use a listener, therefore no server configuration is required

■ is used for local connections where an Oracle client application (such as 
SQL*Plus) communicates with an Oracle server running on the same machine

Host Naming Adapter Host Naming is a naming method which enables clients in a TCP/IP environment 
to resolve service names by using the name of the computer (host name) on which 
the database exists. This naming method differs from other methods in that the 
client does not specify service addresses.

The Host Naming Adapter resolves the host name through an IP address 
translation mechanism such as Domain Name Services (DNS), or a centrally 
maintained TCP/IP host file.

To use host naming to resolve service names, your configuration must meet these 
conditions:

■ The client/server connection uses TCP/IP network protocol.

■ All names are resolved through an IP address translation mechanism such as 
DNS, or a centrally maintained host file.

■ No Oracle Connection Manager features are requested.

■ The global database name and the name of the host machine are the same, or 
the host name is aliased to the global database name on the host.

NDS Authentication 
Adapter

The Novell Directory Services (NDS) Authentication Adapter for clients lets a 
single login access a multi-server and multi-database network and view the entire 
network under a single NDS directory tree. A user logged into an NDS 
directory tree can be automatically authenticated to use an Oracle 8 
database running on any server in this tree without entering an additional 
username and password.

For more information see:

■ “Using the NDS Adapters”  in Chapter 4

Oracle Networking 
Products Explanation
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Windows NT 
Authentication Adapter

The Windows NT Authentication Adapter allows operating system authentication 
to be performed between a client and an Oracle server on Windows NT.

For more information see:

■

Secure Network Services 
for IntranetWare

Secure Network Services for IntranetWare is an Oracle network data encryption 
and checksumming service to ensure that data cannot be read or altered during 
network transmission. This is an optional product that is purchased separately.

For more information see:

■ The Secure Network for IntranetWare product documentation.

NDS Native Naming 
Adapter

The Novell Directory Services (NDS) Native Naming Adapter enables you to 
integrate Oracle service names (or database aliases) and addresses into the NDS 
naming environment. This feature allows users from multiple points to use a 
single login to access a multi-server and multi-database network, and view the 
entire network under a single directory tree.

The NDS Native Naming Adapter uses the NDS naming environment to store 
service names and addresses of Oracle 8 Server for NetWare databases. This 
environment allows users to connect to Oracle 8 databases whose server name is 
defined as an NDS object name. 

To use the NDS Naming Adapter, you must configure your Windows client 
machine to access a Novel NetWare server.

For more information see:

■ “Using the NDS Adapters”  in Chapter 4

■ Oracle Advanced Networking Option Adminstrator’s Guide

Oracle Names Oracle Names is a transparent naming service product that spans a heterogeneous 
network with different protocols to resolve names. It stores network names and 
addresses so that network components can contact each another without regard to 
their physical locations or specific configurations on the network. Both servers and 
clients access names and addresses through Oracle Names Servers on the network.

For more information see:

■ “Configuring a Network with Oracle Names”  in Chapter 7

Oracle Networking 
Products Explanation
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Requirements for Oracle Protocol Adapters
The table below lists each Oracle Protocol Adapter requirements. 

Oracle Protocol 
Adapter Platform Requirements

SPX NetWare Must configure SPX via INETCFG.NLM

Windows 95/NT Requires Novell Client32 for Windows 95

Requires Novell NetWare Client for NT

TCP/IP NetWare Must configure TCP/IP via INETCFG.NLM

Windows 95/NT Must configure TCP/IP under the Network 
Control Panel

AppleTalk NetWare Must configure AppleTalk via INETCFG.NLM

LU6.2 NetWare Requires Novell NetWare for SAA

Windows NT Server Requires Microsoft SNA Server version 3.0

NDS Native 
Naming 

NetWare Requires Oracle snap-in for NetWare 
Administrator

Must create Oracle NDS Object in the NDS tree.

Windows 95/NT Requires Novell Client32 for Windows 95

Requires Novell NetWare Client for NT

NDS 
Authentication 

NetWare Requires Oracle snap-in for NetWare 
Administrator

Must create Oracle NDS Object in the NDS tree.

Windows 95/NT Requires Novell Client32 for Windows 95

Requires Novell NetWare Client for NT

Host Naming NetWare Must configure TCP/IP hostnames in 
SYS:\ETC\HOSTS

Windows 95/NT Must configure TCP/IP hostnames in 
C:\WIN95\SYSTEM\HOSTS
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Oracle Networking Products Compatibility
Table 1–1 shows the Oracle Networking Products releases that are compatible with 
the various Oracle7 database and Oracle8 database releases. 

Note: A client and server or two servers running different 
versions of Oracle Network Products connect successfully. The 
functionality, however, defaults to the lower version.

Table 1–1 Compatible Releases 

Database Release 7.1.4 7.1.5 7.1.6 7.2.2 7.2.3 7.3.2 7.3.3 7.3.4 8.0.3 8.0.4

SQL*Net 2.1.4 2.1.5 2.1.6 2.2.2 2.2.3 2.3.2 2.3.3 2.3.4 n/a n/a

Names Server 1.0 1.0 1.0 1.1 2.0 2.0.2 2.0.3 2.0.4 8.0.3 8.0.4

Advanced 
Networking 
Option

n/a n/a n/a n/a n/a 2.3.2 2.3.3 2.3.4 8.0.3 8.0.4

Secure Network 
Services1

1 The functionality of Secure Network Services and SQL*Net/DCE are now included in the Oracle Advanced 
Networking Option.

1.0.1 1.0.2 1.0.3 1.1 2.0 n/a n/a n/a n/a n/a

Net8 n/a n/a n/a n/a n/a n/a n/a n/a 8.0.3 8.0.4
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Planning a Network

This chapter describes how to plan the configuration of your network, including:

■ Quick Start

■ Defining the Network Layout

■ Organizing Network Components

■ Resolving Service Names

■ Managing Connection Requests

■ Improving Network Performance
twork 2-1



Quick Start
Quick Start
Before you begin configuring a network, consider these issues:

Issue Considerations

Defining the network 
layout

What functionality is required by the client applications in 
your network? Which protocol should I use? 

Organizing and naming 
network components

Does the network need a flat naming model or an hierarchical 
naming model? Will I use multiple administrative regions?

Resolving service 
names

Which naming method should I use, and in what order?

■ local naming

■ external naming

■ host naming

■ centralized naming using Oracle Names

Managing connection 
requests

How will the network listener accept connection requests?

■ dedicated server process

■ prestarted or prespawned server processes

■ shared or dispatcher server processes (multi-threaded 
server (MTS))

Improving network 
performance

What is the anticipated network traffic? How can I improve 
network performance?

■ multiplexing (MTS)

■ load balancing

■ adjusting the session data unit (SDU) size

■ persistent buffer flushing

■ increasing the listener queue size

Additional Information: See Net8 Administrator’s Guide for a 
detailed discussion of these considerations.
2-2 Oracle Networking Products for NetWare                                                   



Defining the Network Layout
Defining the Network Layout
It is a good idea to draw physical and logical diagrams of your network layout as 
you make decisions about its composition. The following list summarizes the 
decisions you need to make when designing your network.

■ Select protocols

Will your network include one or more than one protocol? You may be able to 
choose a single transport level protocol that works well on all the components 
in your network. If you have only one protocol in your network, then all the 
components are members of the same community. 

If you need to use more than one protocol, each set of components associated 
with a specific protocol are members of the same community, and you have a 
multi-community network.

■ Select the location of the Net8 Assistant (or the Network Manager if you are 
running Windows 3.x).

The configuration files for Net8 and the other Oracle networking products are 
created and maintained by using Oracle Net8 Assistant. This product provides 
a graphical user interface through which the network administrator can quickly 
and efficiently create and modify configuration information for the network 
components.

Select a location from which it is relatively easy to transfer configuration files to 
other network components.

If your network includes Oracle Names, the Net8 Assistant must have access to 
an Oracle database.

■ Select the structure of network administration

Most networks have one central point of administration. However, if you are 
using Oracle Names, and your installation is large or widely distributed 
geographically, you may choose to have several points of network 
administration.

Alternatively, if your network is not very large and dispersed, you may choose 
to use Oracle Names with the Dynamic Discovery Option. If so, you may not 
need to use the Net8 Assistant because very few configuration files are needed.
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Organizing Network Components
There are two basic models for naming objects in the network: flat and hierarchical. 

■ Flat naming model

In the flat naming model, all names are unique within a single domain—the 
WORLD domain. This model should be used when the actual number of 
services is small (under 100), or when the likelihood of future growth of 
network services is minimal. The entire network should be centrally 
administered.

■ Hierarchical naming model

The hierarchical naming model includes multiple domains, and can include 
multiple administrative regions. However, a single administrative region can 
contain many domains. This model should be used to allow for future growth 
or greater naming authority.

Domains
A domain is a group of machines and network services. All network names include 
one or more domains. All network names could reside in a single domain—the 
WORLD domain. The WORLD domain, however, is only used in flat naming 
configurations.

The top level domain is the predefined root domain. All other domains are 
hierarchically below the root. Within each domain all names must be unique, but 
across domains they can be repeated.

Domains may or may not correspond to any physical arrangement of databases and 
other objects in a network; they are name spaces. Similarly, having multiple 
domains does not correspond to the number of administrative regions you need. 
Administrative regions simply represent individual Net8 Assistant installations.

Administrative Regions
A network is made up of one or more administrative regions. Network objects are 
configured within administrative regions. A network can be administered using 
central administration (one administrative region), or delegated administration 
(several administrative regions).

Every region must have a unique name. The region, although it contains domains, is 
defined to “reside” in one of the domains it contains. The region name is formed by 
appending one of the domain names onto the end of the region name.
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Resolving Service Names
You can specify the use and order of naming methods for your network based upon 
one of two models:

Local Naming
Local naming resolves a service name by using information configured and stored 
on each client in the configuration files described in the following table. Default 
configuration files are automatically installed onto your system when you install 
Oracle Networking Products. 

Network Configuration 
Model Suitable For... Naming Method Configuration Tool

Localized management Network addresses are mapped in a 
configuration file on each node (no 
Oracle Names Server).

Host naming

Local naming

External naming

Oracle Net8 Easy 
Config

Centralized management Networks where an Oracle Names 
Server performs network address 
resolution. An Oracle Names Server 
stores client configuration profiles in 
one location.

Centralized 
naming 

(Oracle Names)

Oracle Net8 
Assistant

Note: Oracle Net8 Assistant only supports configurations using 
TCP/IP, SPX/IPX, and Bequeath Protocol Adapters. To configure a 
service name using LU6.2 or DCE Protocol Adapters, you must edit 
the configuration files manually.

Configuration File Description

TNSNAMES.ORA Contains the names and addresses of services on the network. This 
configuration file is used by both clients and distributed servers to 
identify destination servers. 

To see a sample and an explanation of this configuration file, see 
Appendix B, “Configuration File Content.”

This file is saved to the directory 
ORACLE_HOME\NET80\ADMIN.
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External Naming
External naming refers to service name resolution by using a supported third-party 
naming service. Oracle Native Naming Adapters resolve service names stored in a 
native naming service. Net8 provides the following external naming method:

■ Windows NT Networking Authentication Adapter

NDS Naming Adapter
The NDS Naming Adapter uses the NDS naming environment to store service 
names and addresses of Oracle8 Server databases. This enables a user logged 
into an NDS directory tree to specify the name of a database instance object as 
the service name of the remote database.

When the NDS Naming Adapter is used, an NDS user can view the entire 
network under a single NDS directory tree. 

Windows NT Networking Authentication Adapter  The Windows NT Networking 
Authentication Adapter allows clients connecting to an Oracle database on a 
Windows NT server to be authenticated at the operating system level. The database 
maps Windows NT user accounts to Oracle database accounts. By default, the 
authentication adapter does not perform any additional checks once it obtains the 
operating system user name. A user logged into a Windows NT server is 

SQLNET.ORA Used by all clients and servers on the network. The file contains 
client profile information including optional diagnostic parameters, 
client information about Oracle Names (if used), and other optional 
parameters such as native naming and security. 

To see a sample and an explanation of this configuration file, see 
Appendix B, “Configuration File Content.”

This file is saved to the directory 
ORACLE_HOME\NET80\ADMIN.

Additional Information:

• Chapter 4, “Using the NetWare Directory Services Adapters,” 
for more information about NDS Native Naming Adapter

• Novell NetWare documentation for more information about 
NDS

Configuration File Description
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automatically authenticated to use that database without entering an additional 
username and password.

Note: The operating system user name that is seen by the 
database is not prefixed with the Windows NT domain name for 
domain users by default. If qualification of all domain user 
accounts in the database with their Windows NT domain name is 
necessary, the Registry entry 
HKEY_LOCAL_MACHINE\SOFTWARE\ORACLE\OSAUTH_PR
EFIX_DOMAIN can be set to TRUE.
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Host Naming
Host Naming can only be used in a TCP/IP network environment. No client 
configuration is necessary for using the Host Name Adapter. You can enable or 
disable host naming by using Oracle Net8 Assistant on Oracle8 clients.

The parameter GLOBAL_DBNAME=”HOSTNAME” can be specified in the 
LISTENER.ORA configuration file on the server, where HOSTNAME is the TCP/IP 
host name or alias of the server system. To establish a client session using host 
naming, the client needs only to specify the system name of the server when the 
connect string, database name, or service name is requested.

If you need to support multiple SIDs on the same server, or you want to change the 
GLOBAL_DBNAME:

■ edit the definition of the parameter in the LISTENER.ORA file on the server.

■ configure clients TCP/IP components such that GLOBAL_DBNAME is the 
TCP/IP alias for the server system.

Centralized Naming (Oracle Names)
Centralized naming uses Oracle Names to resolve service names. Oracle Names is a 
transparent naming service that spans a heterogeneous network with different 
protocols to resolve names. It stores names and addresses of all database services on 
a network on a Names Server. Network components can contact each other without 
regard to their physical locations or specific configurations on the network. 
Connection requests are routed through the Names Server, which resolves the 
service name to a network address. The information is then returned to the 
requester. Both servers and clients access names and addresses through Oracle 
Names Servers on the network. 

Note: You must use the default listener port 1521 in order to use 
host naming.
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Oracle Names Version 8.0 includes:

■ Dynamic Discovery Option (DDO)

DDO enables servers to register themselves with well–known Names Servers. 
This option minimizes the size of configuration files. DDO features include:

If you choose to use the DDO in your network, you do not have to use Oracle 
Net8 Assistant to create configuration files. If you are using Net8 for the first 
time, and are willing to accept all default parameters, the only configuration file 
needed is a LISTENER.ORA for each listener with the DDO. That file is created 
automatically as part of the installation process.

The DDO in Oracle Names 8.0 is not for every network. There are several 
factors to consider before using DDO on your network. Use Oracle Net8 
Assistant to enable Oracle Names.

DDO Features Description

well-known names server addresses Servers register themselves with well-known 
names servers

dynamic service registration clients can find well-known names servers 
without configuration

replication of service definitions well-known names servers automatically 
replicate their data to each other

Yes, Use DDO No, Do Not Use DDO

Use DDO if you are setting up a 
new network. DDO enables all Net8 
services on the network to self-
register with a well-known Names 
Server.

This eliminates the need for any 
pre-configuration or maintenance 
for the network administrator.

Do not use DDO if you have multiple naming 
domains in your network, or expect to grow 
to the point of needing multiple naming 
domains. The DDO relies on the existence of a 
flat naming space. While a flat naming space 
is convenient for small, local installations, it is 
not suitable for large, enterprise-scale 
networks.

Use DDO if you have a simple 
existing network that is growing. 
Administrative changes can be 
made in a central location, and 
distributed to all the clients on the 
network.

Do not use DDO if you have a large or small 
network that stays the same for long periods 
of time. Converting the network to use the 
DDO may not be worth the effort. Static 
networks, especially small ones, are easy to 
update or maintain manually.
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■ Client Cache Service

This Oracle Names feature allows a client to store information retrieved from a 
Names Server in local memory. When a client makes a subsequent connection 
request, the client first checks the cached list of address information for the 
database address. If the address information is found before a specified time 
period (Time to Live or TTL), then the client has saved the time it normally 
would have spent querying a Names Server. The client cache service is 
especially advantageous if a Names Server is unavailable.

If you have networks currently using Native 
Naming Adapters, carefully evaluate the steps 
involved in converting to an Oracle Names 
environment.

Note: Oracle Names Server configuration does not require a 
TNSNAMES.ORA file on the client side. Additionally, if the 
Dynamic Discovery Option (DDO) is used, SQLNET.ORA is not 
required on the client side.

See Chapter 7, “Configuring a Network with Oracle Names,” and 
the Net8 Administrator’s Guide for further information about using 
Oracle Names with or without DDO.

Yes, Use DDO No, Do Not Use DDO
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Managing Connection Requests
The network listener is a protocol-independent application that receives 
connections on behalf of any network application. It runs as a single process or task 
and can service the needs of all network applications over all protocols available on 
a machine.

The network listener is available for all standard transport protocols supported by 
Net8. In addition, there are protocols that have application generic listeners or 
connection acceptance methods, such as DECnet and APPC/LU6.2, that may 
receive Net8 connections.

The network listener supports the following types of connection requests:

■ Dedicated server processes

These are server processes created by each new connection request as it comes 
to the listener. The process is shut down once the connection stops.

■ Pre-started (or pre-spawned) dedicated server processes

These are server processes that are pre-started by the listener before any 
incoming connection request. They improve the time it takes to establish a 
connection on servers where the multi-threaded service is not used or not 
supported. These processes may last for the life of the listener, and they can be 
reused by subsequent connection requests.

Pre-started dedicated server processes reduce connect time by eliminating the 
need to create a dedicated server process for each new connection request as it 
comes into the listener. They also provide better use of resources by recycling 
server processes for use by other connections.

■ Shared or dispatcher server processes (multi-threaded server (MTS))

A multi-threaded server enables many clients to connect to the same server 
without the need for dedicated server processes for each client. Using a multi-
threaded server enables you to minimize the memory and processing resources 
required on the server as the number of connections to the database increases.
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Improving Network Performance
Net8 provides a variety of options to help you improve your network performance 
including the following: 

■ Multiplexing (MTS)

■ Load Balancing

■ Optimizing Data Transfer by Adjusting the Session Data Unit (SDU) Size

■ Persistent Buffer Flushing for TCP/IP

■ Configuring Listener Queuesize

Multiplexing
Multiplexing is a feature that is available through Oracle Connection Manager. It 
allows you to funnel or concentrate multiple client sessions over a single transport 
to a multi-threaded server. Multiplexing optimizes network resources and increases 
the number of client-server sessions that are possible across a fixed number of 
physical server ports.

Multiplexing maintains the transport connection. For more information about 
multiplexing, refer to the Net8 Administrators’ Guide.
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Using Multiplexing
The following table summarizes the relative advantages with using multiplexing 
and provides recommendations for using it in your network. 

Load Balancing
Load balancing is a feature that takes advantage of the fact that you can have 
multiple listeners for a single database or for two or more equivalent databases. By 
balancing the number of sessions coming into the listeners, you can improve 
connection performance. This may be achieved in one of two ways: 

■      Listener load balancing 

■      Client randomization 

Listener Load Balancing
The listener load balancing feature allows you to distribute multiple incoming client 
sessions among several listeners. This feature helps to ensure that no single listener 
is overburdened. Periodically, each of the service handlers sends its load 
information to each listener with which it is registered. Thus, each listener knows 
how busy each of the handlers is and redirects incoming sessions to the least busy 
of those handlers. 

Listener load balancing cannot be used in the following situation: Prespawned 
dedicated server processes cannot use listener load balancing because a 

Feature Advantages  Recommended for:

Multiplexing ■ Supports large client popula-
tions. 

■ Allows identification and 
monitoring of real users. 

■ Allows mid-tier applications 
to support additional ser-
vices. 

■ Requires only a single trans-
port for clients with multiple 
applications. 

■ Requires only a single net-
work connection for database 
links. 

Networks where “continuous” 
connectivity is required by data/
connection-intensive applications, 
such as stock ticker applications. 
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prespawned dedicated server process registers itself only with the listener that 
started it. 

Listener load balancing is configured by defining multiple listeners for each 
database. Multiple listeners may exist either on the same platform as the database, 
or on different nodes as is the case with multi-threaded servers. To enable multiple 
listeners for multi-threaded servers, add the following parameter to your server’s 
INIT.ORA configuration file: 

MTS_MULTIPLE_LISTENERS=TRUE

For more information, refer to the Oracle8 Server Administrator’s Guide. 

Client Randomization
If more than one listener services a single database, a client will randomly choose 
between the listeners for its connect requests. This randomization allows all 
listeners to share the burden of servicing incoming connect requests. 

To enable your clients to choose from listeners at random, you will need to 
configure the different listening addresses for each service name. For more 
information on configuring service name addresses, refer to the Net8 Administrators’ 
Guide. 

Optimizing Data Transfer by Adjusting the Session Data Unit (SDU) Size
Tuning your application to reduce the number of round trips across the network is 
the best way to improve your network performance. If this is done, it is also 
possible to optimize data transfer by adjusting the size of the session data unit 
(SDU). 
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The session data unit (SDU) is a buffer that Net8 uses to place data before 
transmitting across the network. Net8 sends the data in the buffer either when 
requested or when it is full. 

You may adjust the session data unit size by adding a parameter either in your local 
names configuration file (TNSNAMES.ORA), or in your listener configuration file 
(LISTENER.ORA). For more information, refer to the Net8 Administrators’ Guide. 

Persistent Buffer Flushing for TCP/IP
Under certain conditions in some applications using TCP/IP, Net8 packets may not 
get flushed immediately to the network. Most often, this behavior occurs when 
large amounts of data are streamed from one end to another. The implementation of 
TCP/IP itself is the reason for the lack of flushing, and can cause unacceptable 
delays. To remedy this problem, you can specify no delays in the buffer flushing 
process. For more information, refer to the Net8 Administrators’ Guide. 

Configuring Listener Queuesize
If you anticipate receiving a large number of connection requests for a listening 
process (such as a network listener, Oracle Connection Manager or Oracle Names) 
over TCP/IP, Net8 allows you to configure the listening queue to be higher than the 
system default. For more information, refer to the Net8 Administrators’ Guide. 

Modify session data unit size when: Do not modify session data unit size when: 

■ The data coming back from the 
server is fragmented into separate 
packets

■ You are on a wide area network 
(WAN) that has long delays

■ Your packet size is consistently the 
same

■ Large amounts of data are returned 

■ Your application can be tuned to account 
for the delays

■ You have a higher speed network where 
the effect of the data transmission is negli-
gible

■ Your requests return small amounts of 
data from the server 
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Configuring a Simple Network

This chapter describes how to configure your network, including:

■ Overview

■ Configuring the Server

■ Configuring the Clients
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Overview
Overview
To configure Net8 connections to support the protocols you are using, use the 
Oracle Net8 Easy Config to modify the following files on the server and clients:

Server Configuration  When you install the Oracle Networking Products on a NetWare 
server, all configuration files required for a network running IPX/SPX and IPC are 
pre-configured. However, if you support other Oracle Protocol Adapters, you need 
to configure the Listener for each of the other protocols. This includes configuring 
the Listener Address and the Database Instances (SIDs) using Net8 Easy Config on 
the server. 

Client Configuration  When you install the Oracle Networking Products on a Windows 
95/NT client you need to configure support for each protocol you are using with 
Net8 Easy Config on the client. There are no pre-configured connections. To 
configure a Windows 3.x client, use SQL*Net Easy Config.

Location Configuration file Description File contents

Server LISTENER.ORA Contains the 
information used by 
the listener to accept 
connections.

listener name

listener address (protocol used, 
protocol-specific parameters)

database System ID (SID)

Client TNSNAMES.ORA Contains the 
information used by 
the client to resolve 
names. 

service names (database aliases)

connect descriptors (protocol 
used, protocol-specific 
parameters, SIDs)

Both SQLNET.ORA Contains Net8 profile 
information.

information about Oracle 
Names (if used)

logging and tracing parameters

security parameters

Note: To support the LU6.2 Oracle Protocol Adapter you need to 
configure these manually. For more information see Chapter 8, 
“Configuring an LU6.2 Network.”
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NetWare servers can be configured to act as clients. This enables the NetWare server 
to link to the database and perform loopback connections and to connect to 
additional Oracle servers. To configure a NetWare server to act as a client, use Net8 
Easy Config on the server to create the necessary Service Names (database aliases).

Configuring the Server
You can use the following procedure to configure the listener to support each Oracle 
Protocol Adapter you want to use.

1. On the NetWare server, start the Oracle Net8 Easy Config application.

At the NetWare system console prompt, type:

: EASYCFG

Oracle Net8 Easy Config appears as shown below:

2. Select Configure the Listener and choose OK.

The Listener Configuration screen appears as shown below:
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3. Select Configure Listener Addresses and choose OK.

The Listener Address Configuration screen appears as shown below:

4. Select Add Listener Address and choose OK.

The Choose Protocol screen appears as shown below:

5. Select the name of the network protocol you want to use (the protocol and Ora-
cle Protocol Adapter must be installed), and choose OK.

A dialog box for the specific protocol appears.
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6. Enter the name of the computer where the database is located:

7. Choose Yes when prompted to confirm your selection.

The Listener Address Configuration screen appears.

– Add other Listener Addresses as needed to support other protocols

Or

– Select Return to Listener Configuration and choose OK.

The Listener Configuration screen appears.

8. Select Configure Database Instances and choose OK.

The Database Instance Configuration screen appears as shown below:

9. Select Add Database Instance and choose OK.

A Text Entry dialog box appears.

For the protocol... Enter...

TCP/IP The service name or IP address of the TCP/IP host

AppleTalk The AppleTalk service name

SPX1

1 This is pre-configured with the service name <server_name>_LSNR. You can create 
other service names for SPX or IPC or modify the existing one.

The IPX/SPX service name.
This is usually <NetWare_server_name>-SPX

IPC1 The IPC Key name.
This is usually <NetWare_server_name>-IPC
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10. Enter the System ID (SID) of the database to which you want to connect, and 
choose OK. The SID is ORCL for the starter database and is already added.

The Database Instance Configuration screen appears.

– Add other Database Instances as needed

Or

– Select Return to Listener Configuration and choose OK.

The Listener Configuration screen appears.

11. You can now exit Net8 Easy Config by following these steps:

1. Select Return to Main Menu and choose OK.

The Main Menu appears.

2. Select Exit Net8 Easy Configuration and choose OK.

Configuring the Clients
You can use the following procedures to configure services for each Oracle Protocol 
Adapter you support, once they are configured in the server. You can configure the 
following clients:

■ Windows 95/NT—for 32-bit client software running on Windows95/NT work-
stations.

■ Windows 3.x—for 16-bit client software running on Windows 95/NT or Win-
dows 3.x workstations.

■ NetWare—for NetWare-based client applications.

Note: After configuring a SID, you will need to restart the listener 
for changes to take effect. Restart the listener either through 
LSNCTL80 or by unloading and reloading TNSLSN80.

Note: To configure:

• LU6.2 clients, see Chapter 8, “Configuring an LU6.2 Network.”

• AppleTalk clients, refer to the documentation that came with 
your client software.
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Configuring Windows 95/NT Clients
1. From the client machine, start the Oracle Net8 Easy Config application:

From the taskbar, select Start > Programs > Oracle for Windows 95 or Windows 
NT > Oracle Net8 Easy Config.

Oracle Net8 Easy Config appears:

2. Enter a new service name (database alias name) in the New Service Name field, 
and click Next. The service name can be any name you choose.

The second screen appears:

3. Select the name of the network protocol you want to use (the protocol must be 
installed on both client and server), and click Next. 
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The third screen appears:

4. Enter the following information: 

For the protocol... Field Enter...

SPX SPX 
Service

The name of the machine where the database you 
want to connect to and communicate with resides. 
This is usually <NetWare_server_name>_LSNR.

TCP/IP Host 
Name

The name of the machine or the IP address of the 
database you want to connect to and communicate 
with resides.

Port 
Number

The port number Net8 listener uses to listen to 
connection requests for the server (host). The default 
port number for the listener is 1521.
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The fourth screen appears:

5. Enter the System ID (SID) of the database to which you want to connect in the 
Database SID field, and click Next. The default SID is ORCL.

Click Next to continue. The fifth screen appears:
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6. Click Test Service to test the network you have just configured.

The Connection Test screen appears:

7. Enter a valid User name and Password for the database you want to connect to, 
and click Test. If you are connecting to the starter database (SID is ORCL), you 
can use the Scott/Tiger user account.

Click Done when the test is complete.

The Finish screen appears.

8. Click Finish to save your configuration and dismiss the Oracle Net8 Easy Con-
fig application.
3-10 Oracle Networking Products for NetWare                                                   



Configuring the Clients
The next time Oracle Net8 Easy Config is invoked, the service name appears in 
the list box.

9. If you support more than one Oracle Protocol Adapter, use Oracle Net8 Easy 
Config to configure the other services following the same steps.
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Configuring Windows 3.x Clients
1. From the client machine, start the SQL*Net Easy Config application:

■ For Windows 95/NT, from the taskbar, select Start > Programs > Oracle for 
Windows > SQL Net Easy Configuration.

■ For Windows 3.x, from the Program Manager, select the Oracle for Win-
dows group and double-click on SQL*Net Easy Configuration

SQL*Net Easy Configuration starts, and the following dialog box appears:

2. Select Add Database Alias and click OK.

The Choose Database Alias dialog box appears:
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3. Enter a new database alias name in the Database Alias field, and click OK. The 
database alias name can be any name you choose.

The Choose Protocol dialog box appears:

4. Select the name of the network protocol you want to use (the protocol must be 
installed on both client and server), and click OK. 

A dialog box for the specific protocol appears.

5. Enter the following information: 

6. Choose Yes and click OK when prompted to confirm your selection.

The SQL*Net Easy Configuration main dialog box appears.

– Add other Database Aliases as needed

Or

– Select Exit SQL*Net Easy Configuration and click OK to exit the program.

For the protocol... Field Enter...

SPX SPX 
Service

The name of the NetWare Listener where the database 
you want to connect to and communicate with. This is 
usually <NetWare_server_name>_LSNR.

TCP/IP Host 
Name

The name of the machine or the IP address of the 
database you want to connect to and communicate 
with resides.

Both Database 
Instance

The System ID (SID) of the database to which you 
want to connect. The default SID is ORCL.
                                                          Configuring a Simple Network 3-13



Configuring the Clients
Configuring NetWare Clients
1. On the NetWare server, start the Oracle Net8 Easy Config application:

At the NetWare system console prompt, type:

: EASYCFG

Oracle Net8 Easy Config appears:

2. Select Configure Database Aliases and choose OK.

The Database Alias Configuration screen appears:
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3. Select Add Database Alias and choose OK.

The Choose Database Alias screen appears:

4. Enter a new database alias name in the Database Alias field, and choose OK. 
The database alias name can be any name you choose.

The Choose Protocol screen appears:

5. Select the name of the network protocol you want to use (the protocol must be 
installed on both client and server), and click OK. 

A dialog box for the specific protocol appears.
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6. Enter the following information: 

7. Choose Yes when prompted to confirm your selection.

The Database Alias Configuration screen appears.

– Add other Database Aliases as needed

Or

– Select Return to Main Menu and choose OK.

The Main Menu appears.

8. Select Exit Net8 Easy Configuration and choose OK.

For the protocol... Field Enter...

SPX1

1 This is pre-configured with the service name <server_name>_LSNR. You can create other service names 
for SPX or IPC or you can modify the existing one.

SPX Service The name of the Oracle8 Listener where the 
database you want to connect to and communicate 
with resides. For NetWare, this is usually 
<server_name>_LSNR.

TCP/IP TCP/IP 
Host

The name of the machine or the IP address of the 
database you want to connect to and communicate 
with resides.

AppleTalk AppleTalk The name of the machine where the database you 
want to connect to and communicate with resides.

IPC1 IPC Key 
Name

The name of the machine where the database you 
want to connect to and communicate with resides. 
For NetWare, this is usually <SID>_LSNR.

All Database The System ID (SID) of the database to which you 
want to connect. The SID is ORCL for the starter 
database.
3-16 Oracle Networking Products for NetWare                                                   



                                                           Using the NetWare Directory Services Ada
4

Using the NetWare Directory Services

Adapters

This chapter discusses how to configure and connect to a database using the NDS 
Native Naming Adapter and the NDS Authentication Adapter. Topics include:

■ Overview of NetWare Directory Services (NDS)

■ Using the NDS Adapters

■ User Authentication

■ Configuring the NDS Native Naming Adapter

■ Creating and Configuring NDS Database Objects
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Using the NDS Adapters
Overview of NetWare Directory Services (NDS)
NetWare Directory Services (NDS) provides you with global access to all network 
resources for which you have rights, regardless of their physical location, and using 
a single login. NDS is a distributed database which treats all network resources as 
objects.

Users can log in to a multi-server network and view the entire network as a single 
information system. When users access resources on the network, background 
authentication processes verify that they have the rights to use those resources.

Within NDS, objects represent network resources. These objects can represent 
physical entities, such as users, or logical entities, such as groups or print queues. 

NDS operates in a logical organization called the Directory tree, where objects are 
stored in a hierarchical structure, starting with a root object and branching out.

Using the NDS Adapters
Net8 provides the following adapters to enable users to authenticate and connect to 
databases over NDS: 

■ NDS Authentication Adapter

Enables single-login access to a multi-server and multi-database network. Users 
logged into NDS are automatically authenticated to use an Oracle database to 
which they have access rights within a tree. 

■ NDS Native Naming Adapter

Enables network administrators to set up Oracle databases as objects in an NDS 
tree. This lets workstations bypass the TNSNAMES.ORA file or Oracle Names 
to connect to Oracle databases.

The NDS adapters and the Oracle Snap-In for NetWare Administrator are installed 
automatically when you install the Oracle8 client software. However, only 
administration machines need the Oracle Snap-In for NetWare Administrator.

The Oracle Snap-In for NetWare Administrator enables you to create, configure, and 
administer Oracle database objects within the NDS environment. The NetWare 
Administrator utility is used to create, configure, and administer NDS objects.

To use the NDS Authentication Adapter, you must run NetWare 4.1 or above.

For more information about NDS, refer to the Novell NetWare documentation. For 
more information about the NDS Adapters, refer to the Net8 Administrators’ Guide.
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User Authentication
There are three ways of authenticating users:

■ Database Authentication 

■ External Authentication 

■ Enterprise Authentication 

Depending on how you want user identities to be authenticated, there are three 
ways to define users before they are allowed to create a database session: 

1. You can configure Oracle so that it performs both identification and 
authentication of users. This is called database authentication. 

2. You can configure Oracle so that it performs only the identification of users 
(leaving authentication up to the operating system or network service). This is 
called external authentication. 

3. You can configure Oracle so that it performs only the identification of users 
(leaving authentication up to the Oracle Security Service). This is called enter-
prise authentication. 

For more information, refer to the “Managing Users and Resources” section of the 
Oracle8 Server Administrator’s Guide.

Using NDS Authentication

Configuring NDS Authentication: 
To use NDS Authentication Services for single sign-on, edit the SQLNET.ORA file 
on both the server and client. Add the following line: 

   SQLNET.AUTHENTICATION_SERVICES = (NDS) 

Optionally, you can set the following parameter in the INIT<SID>.ORA file on the 
server: 

   OS_AUTHENT_PREFIX = "" 

If the above is not set, the OPS$ login account prefix for the user’s account must be 
used.

Optionally, you can have Oracle Roles administered through NDS by setting the 
following parameter in INIT<SID>.ORA:
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OS_ROLES=TRUE

With the above parameter set, users who have been granted access to Oracle 
through the Oracle Instance Object will be able to log into the database with a 
username/password of "/".  For example: 

CONNECT /@<service_name>

where <service_name> is the Net8 service name that maps to the connect descriptor 
for the remote database. 

Logging Into Oracle
Using NDS Authentication to log into Oracle works properly only if your Oracle 
Instance object resides on your primary NDS tree. If you log into multiple trees, you 
need to log into the tree which contains the Oracle Instance object before logging 
into any secondary trees.

NDS Authentication Adapter 8.0
Attempting to authenticate via NDS from a workstation which is not logged in to 
the NDS tree will result in an ORA-600 [15051] error being returned to the client.  
Although an RDBMS trace file will be generated in the USER_DUMP_DEST 
directory on the server, there is no loss of functionality since NDS authentication is 
not expected to connect successfully when the client workstation is not 
authenticated to the NDS tree.  This issue has been filed as an Oracle bug.

Using Oracle Security Server Authentication
Client programs that reside on the same server as the Oracle Security Server 
database cannot use Oracle Security Server Authentication.

Configuring the NDS Native Naming Adapter
The NDS Native Naming Adapter provides network users with the following 
benefits: 

■ Allows clients to use simple NDS names (partial or full) when connecting to a 
database. 

■ Simplifies the maintenance of the TNS addresses; one change will affect all cli-
ents using the NDS Native Naming Adapter. 

■ Reduces network traffic by eliminating the need for the listener to advertise. 

The NDS Native Naming Adapter allows you to use native NDS naming 
conventions to connect to an Oracle database on a Novell NDS-enabled network. 
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For example, after the NDS Native Naming Adapter has been installed and 
configured, users can connect with SQL*Plus with the following string:

CONNECT <username>/<password>@<oracle8_instance_object>

For example:

CONNECT SCOTT/TIGER@.ORACLE8.OU=US.O=XYZCO

Overview of the NDS Native Naming Adapter
The NDS Native Naming Adapter resides on the client workstation and translates 
the NDS object name into a TNS address. This name can be a full name or a partial 
name. If it is a partial name, it will be qualified with respect to the current name 
context. 

There are three aspects to the server-side NDS Native Naming Adapter: 

■ Schema Extension—During Oracle installation on a NetWare 4 server, the NDS 
schema is extended to include an object class called “ORACLE:DBInstance.” For 
the NDS Native Naming Adapter to function, this class needs an attribute 
called “ORACLE:TNSAddress.” If necessary, the class is created or modified 
during install to include the TNSAddress attribute.

■ SAP (Service Address Protocol) Disabling—By default, the Oracle SPX Proto-
col Adapter uses SAP to advertise the listener address. You can configure SAP 
by setting the ORACLE_SAP parameter in the CONFIG.ORA file. When 
ORACLE_SAP is set to OFF, the listener relies on NDS to deliver information to 
its clients. If your network consists entirely of NDS enabled clients (that is, cli-
ents using NetWare 4 and above), you will get better network performance if 
you set ORACLE_SAP to OFF.

Note: The NDS Native Naming Adapter requires SQL*Net 2.2 or 
later, Oracle 7.2 or above. It can be used with any client running 
Novell libraries, but requires Netware 4.1.0 or above on the server. 
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■ Listener Address Storage—When the listener is started, it stores its address in 
the NDS database by locating the Oracle database instance that resides on its 
server. 

Setting Configuration File Parameters
To use the NDS Native Naming Adapter with SQL*Net 2.2 and above, the 
appropriate parameters must be specified in the SQLNET.ORA file on both the 
server and the client.

Required for SQL*Net 2.3 and Net8:  Add the following parameter to the SQLNET.ORA 
file:

NAMES.DIRECTORY_PATH = (NOVELL, TNSNAMES, ONAMES) 

The first name resolution service listed as a value for this parameter is used. If it is 
unavailable, the next name resolution service is used, and so forth. 

Required for SQL*Net 2.2:  Add the following parameters to the SQLNET.ORA file:

NATIVE_NAMES.USE_NATIVE=ON

NAMES.DIRECTORY_PATH=(NOVELL)

The value for the second parameter is a comma-delimited list contained in 
parentheses that tells the Oracle name resolution software which adapters to use 
and in what order. This example tells SQL*Net to use the NDS Native Naming 
Adapter. 

To specify the NDS Native Naming Adapter as the first of several naming adapters, 
select more than one. For example:

NATIVE_NAMES.DIRECTORY_PATH=(NOVELL, DCE)

This example tells SQL*Net to use the NDS Native Naming Adapter first, but if that 
fails, to use DCE CDS.

Note: An NDS object for the Oracle database must already exist. 
At that point, the addresses are accessible to the client from the 
NDS database. 
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Configuring NDS Naming: 
Native naming works in conjunction with Oracle’s support for Novell Directory 
Services (NDS). 

Create and configure the Oracle Instance Object in NDS using the NetWare 
Administrator and the Oracle Snap-in for NWAdmin. TNSLSN80.NLM will need to 
be unloaded and reloaded from the server console for the new Oracle Instance 
object to be recognized. 

Optional for the Client:  You can add the following parameter to the SQLNET.ORA file: 

NATIVE_NAMES.NDS.NAME_CONTEXT

Use this parameter to specify the default context in which it looks for the name to be 
resolved. For example, if the name of the database object is “Payroll.Finance.Oracle” 
and the SQLNET.ORA parameter is: 

NATIVE_NAMES.NDS.NAME_CONTEXT=Finance.Oracle

then the name “Payroll” will be resolved to “.Payroll.Finance.Oracle”. 

Optional for the Server:   The Net8 listener on NetWare looks at the following optional 
parameter in the CONFIG.ORA file: 

ORACLE_SAP=[OFF|ON]

ORACLE_SAP can be set to either ON or OFF. If not specified in CONFIG.ORA, it 
defaults to ON. You can reduce Network Traffic by setting ORACLE_SAP to OFF.

Connecting to the Database
To connect with the NDS Native Naming Adapter, complete the following steps:

1. Add the following entry to the SQLNET.ORA file:

NAMES.DIRECTORY_PATH = (NOVELL, TNSNAMES, ONAMES) 

Note: The leading dot designates this as a full NDS name. If you 
want to override the name context parameter in SQLNET.ORA, 
then you can specify the full NDS name in the connect string by 
using a leading dot.
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2. Log into the NDS tree where the Oracle8 instance object resides. If you are
logging into multiple trees, the tree which contains the Oracle8 instance object 
must be your primary tree (the first tree that you log into).

3. Open SQL*Plus on your client.

4. Enter the following command to access an Oracle8 Server for NetWare data-
base:

CONNECT <username>/<password>@<oracle8_instance_object>

where <oracle8_instance_object> identifies the Oracle8 Server database Instance 
Object in NDS. 

Connect String Example
Once the above paramter is set and the Oracle Instance NDS object has been 
configured, users can connect with the following connect string: 

CONNECT username/password@oracle_instance_object_name

For example, for the following information:

the connect string would be:

CONNECT scott/tiger@.ORATEST.MKTG.ORACLE

Net8 will read the correct connect information directly from the ORATEST object in 
NDS and perform the connection.

Limitations of the NDS Native Naming Adapter
The NDS Native Naming Adapter has the following limitations: 

■ The TNS address stored in the NDS database cannot be more than 2048 charac-
ters in length. 

user name scott

password tiger

NDS Oracle Instance Object ORATEST

NDS Organizational Unit (OU) MKTG

Organization (O) ORACLE
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■ You cannot use more than one listener per database instance. If you do, the last 
listener to start will overwrite any other TNS address stored in the database 
object. 

■ Net8 does not support a NULL SID. 

■ If SID support is not enabled, the last SID specified in the listener’s SID_LIST 
will be the one used. In this case, the SID is transparent to the user and data-
base. The user does not see it and the database ignores it. 

Creating and Configuring NDS Database Objects
To create and administer NDS objects, you must:

■ Be logged into the NDS tree that contains the NetWare server where the Oracle 
database resides.

■ Have administrator rights.

■ Use the appropriate NetWare Administrator utility, which is copied during 
installation to a directory as follows:

Before you start NetWare Administrator for the first time, create an NWADMIN 
icon. Thereafter, you can select the icon to start the utility.

For more information, refer to the appropriate NetWare manuals.

Note: SID support is controlled by the following parameter in the 
CONFIG.ORA file:

NW_ENABLE_SID_SUPPORT=[TRUE|FALSE]

NetWare Server Client Directory

NetWare 5 Windows 95 and NT SYS:\PUBLIC\WIN32

NetWare 4 Windows 95 SYS:\PUBLIC\WIN95

NetWare 4 Windows NT SYS:\PUBLIC\WINNT

NetWare 4 Windows 3.1 SYS:\PUBLIC
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Creating a Database Object
To create a new database object in an NDS tree, complete the following steps:

1. Start the NetWare Administrator utility by double clicking on its icon.

The NetWare Administrator window appears:

2. Select the container where you want the Oracle Instance to be created in.

3. Select Object>Create.

The New Object dialog box appears:
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4. Select Oracle Instance, and click OK.

The Create Instance dialog box appears:

5. Enter the following information:

Field Enter...

Oracle Instance Object Name The name that will appear in the directory 
tree for the Oracle database object you are 
creating.

SID Name The SID of the database instance to which 
you want to connect. The SID is ORCL for 
the starter database.

Host NWServer Name The name of the server on which the 
database instance resides. You can select the 
button beside the field to see a list of 
available servers.
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6. If necessary, select one of the following options, then click Create.

■ Define Additional Properties

Opens the Property Pages for the Oracle database object you just created. 
You can then configure the various properties. 

■ Create Another Instance

Creates the database object and resets the Create Instance dialog box. You 
can then create a new database object.

Configuring a Database Object
The following table explains the property sheets that can be configured for an 
Oracle database object:

Note: You can create only one Oracle database object for a SID on 
a host server.

Property Sheet Use

Identification Lets you see the name and other identifying properties of the 
database object. You can reset or select the following properties:

■ Status

■ SID Name

■ Host NWServer

■ Administrator Group

■ Operator Group

■ DBA Login

User Mappings Lets you map NDS users, groups, and organizational units to an 
Oracle database user. This enables the mapped NDS users, 
groups, and organizational units automatic access to a database 
user account. 

Role Mappings Lets you assign a database role to an NDS group. Members of 
these NDS groups inherit the privileges of the database role to 
which they are mapped. 

Privileges Lets you grant and revoke privileges or database roles to 
existing database roles and users.
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To configure an Oracle database object, double-click the object on the NDS tree.

For more information about each property sheet and its fields, click on Help. 

User Storage Lets you modify default and temporary tablespace values and 
user profile information.

Connect Address Lets you specify the service name or NDS naming adapter 
information for connecting to a database instance. The selection 
you make appears in the Service Name text box of the Log on to 
Oracle Instance dialog box when you attempt a database 
instance login

Property Sheet Use
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Establishing Connections with the NDS Native Naming Adapter
The NDS Native Naming Adapter uses the NDS naming environment to store 
service names and addresses of Oracle8 Server for NetWare databases. This lets a 
single login access a multi-server and multi-database network and view the entire 
network under a single NDS directory tree. 

Follow these procedures to use the NDS Native Naming Adapter:

1. Install and configure the NDS Native Naming Adapter on your client.

2. Log into the NDS tree.

3. Open SQL*Plus on your client.

4. Enter the following command:

CONNECT username/password@database_object_name

where database_object_name is the Oracle8 Server in NDS.

The NDS Native Naming Adapter is part of Oracle Net8 for NetWare and is a 
separately installed product with Oracle Net8 for clients. To use the NDS Native 
Naming Adapter, you must run NetWare 4.1 with NDS. For additional information 
on NDS, refer to your Novell NetWare documentation.

Note: The database objects in NDS need to be created before 
starting the listener. See Oracle8 Server Getting Started for 
NetWare for information on creating database objects and user 
and role mappings in NDS.
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Establishing Connections with the NDS Authentication Adapter
The NDS Authentication Adapter lets a single client login access a multi-server and 
multi-database network and view the entire network under a single NDS directory 
tree. A user logged into an NDS directory tree can be automatically authenticated to 
use an Oracle8 database running on any server in this tree without entering an 
additional username and password.

Follow these procedures to use the NDS Authentication Adapter:

1. Install and configure the NDS Authentication Adapter on your client.

2. Log into the NDS tree.

3. Open SQL*Plus on your client.

4. Enter the following command:

CONNECT /@service_name

where service_name is the Oracle8 Server in NDS.

Note: To use the NDS Authentication Adapter, you must run 
NetWare 4.1 with NDS. For additional information on NDS, refer to 
your Novell NetWare documentation. See Oracle8 Server Getting 
Started for NetWare for information on creating database objects and 
user and role mappings in NDS.
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Testing and Establishing Connections

This chapter discusses how to test and establish network connections. Topics 
include:

■ Testing Network Connectivity

■ Establishing Connections
ctions 5-1
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Testing Network Connectivity
You can test the network configuration by performing the following connectivity 
tests:

■ Loopback test using TNSPNG80 on the server

■ Connectivity test by using TNSPING or TNSPNG80 on the client

■ TCP/IP connectivity test by using PING on a remote server or client to connect 
to the server being tested

Performing a Loopback Test on the Server
A loopback test uses Net8 to go from the server back to itself. Performing a 
successful loopback verifies that Net8 is functioning on the server side.

Use TNSPNG80 to perform the loopback test. At the NetWare system console 
prompt, type:

: LOAD TNSPNG80 <service_name> [<count>]

Where service_name is the database alias (or service name) and count is the number 
of times the program attempts to reach the service. count is optional.

For a loopback test, use the local server’s IPC service name, which is usually
<NetWare_server_name>-IPC.

The output looks like the following:

TNS Ping Utility for NetWare: Version 8.0.3.0.5 - Production on 12-OCT-98 
01:52:01

Copyright, 1997(c) Oracle Corporation. All rights reserved.

Attempting to contact 
(ADDRESS=(COMMUNITY=spx.world)(PROTOCOL=SPX)(SERVICE=service_name))

OK (200 msec)
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Performing a Connectivity Test on the Client
Use the TNSPNG80 utility to determine whether or not you can reach the listener 
service. When you connect to a listener using TNSPNG80, an estimate of the round 
trip time in milliseconds appears. If TNSPNG80 fails, a network error message 
appears without the resource use of a database connection.

From the DOS prompt on a Windows 95 or NT client, enter:

TNSPNG80 <service_name> [<count>] 

where service_name is the database alias (or service name) and count is the number 
of times the program attempts to reach the server. count is optional.

Use TNSPING on a Windows 3.1 client running SQL*Net 2.3.

The output looks like the following:

TNS Ping Utility for 32-bit Windows: Version 8.0.3.0.0 - Production on 02-SEP-97 
01:52:01

Copyright, 1997(c) Oracle Corporation 1997. All rights reserved.

Attempting to contact 
(ADDRESS=(COMMUNITY=spx.world)(PROTOCOL=SPX)(Host=service_name))

OK (200 msec)

Testing TCP/IP Network Connections
If you are using TCP/IP as a network protocol, use PING on a Windows 95/NT 
client to see if TCP/IP communication between the client and the server is running.

Most TCP/IP transports attempt to use a Domain Name Service (DNS). DNS is a 
service used to translate the TCP/IP host name into the host internet address (IP). If 
a Domain Name Server is present on your network and the TCP/IP vendor 
supports DNS, the host name is successfully translated to the host address.

Depending on your network configuration, your TCP/IP software can also use a 
HOSTS file to map host names to Internet addresses if DNS is not detected or 
supported. On the NetWare server, the HOSTS file is typically in the SYS:ETC 
directory. The mapping for each host listed is specified on a single line in the 
following format:

IP_address host_name [alias] 
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where IP_address is the 4 octet number assigned to the host computer, host_name is 
the TCP/IP name of the computer, and alias is an optional alternate name for the 
host. You can have more than one alias for any single host.

If DNS and the HOSTS file are unable to resolve the host name during a remote 
database connection, the following error message appears:

ORA-12545: TNS: name lookup failure

If your network administrator cannot resolve the problem with names resolution, 
the solution to this error message is to go around DNS and the HOSTS file by 
modifying the (HOSTS = server_name) section of the TNSNAMES.ORA so 
server_name is changed to the IP address of the server.

The following is a partial list of reasons why a host is inaccessible:

■ the server is not accessible through the network

■ the remote host is not on-line

■ the domain name server is not functioning 

■ a domain name server is not accessible through the network

■ the server name does not exist in the HOSTS file

Using PING on a Windows 95/NT Client
If you are using TCP/IP, PING allows you to determine if DNS or the HOSTS file 
are correctly set up and your network operating system is functioning correctly.

From a DOS prompt on the client, enter:

PING <host_name>

where host_name is the host name, alias, or Internet IP address of the server to which 
you are trying to connect. If your network is functioning correctly, the following 
message appears:

Reply from server_name: bytes=nn time=nnms

If there is a problem, the following message appears:

Request timed out

or

Reply from server_name: Destination host unreachable
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If PING returns an error message, ask your network administrator to help you 
resolve the problem. The possible problems are related to TCP/IP routing, binding 
of IP to the network board, specifying DNS in RESOLV.CFG, or gateway settings. If 
the problem is not resolved, and you attempt to make a Net8 connection, you may 
receive one of the following error messages:

■ ORA-12203: TNS: unable to connect to destination 

■ ORA-12535: TNS: Failure to redirect to destination

■ ORA-12541: TNS: no listener

Using PING on a NetWare Server
You can use the NetWare PING command to verify that the TCP/IP connection is 
working correctly.

At the NetWare system console prompt type:

: LOAD PING <host_name>

where host_name is the name, alias, or IP address of the host to which you are trying 
to connect. 

If your network is operating correctly, a screen appears indicating how much data 
was sent and received. Press <ESC> to exit.

If there is a problem, either no data can be sent or received, or the following 
message can appear:

Could not understand <host_name> as a host name or address

For more information, refer to the NetWare server documentation for TCP/IP.

Establishing Connections
You can establish connections to your database from Windows 95/NT or Windows 
3.x clients, and from NetWare servers by doing one of the following actions:

■ logging on from an Oracle Windows application that accepts a username and 
password, such as Server Manager for Windows

■ using the NDS Native Naming Adapter

■ using the NDS Authentication Adapter

■ establishing Nonsecure Connections with NetWare 4.1
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■ logging on from an Oracle NetWare application that accepts a username and 
password, such as Server Manager for NetWare

Connecting with the Single Task Driver
Oracle8 for NetWare no longer supports the single task driver, therefore all 
connections must be made over Net8. This has the following implications:

■ Server Manager will always prompt for a password for the INTERNAL user. 
You can bypass this by setting the following CONFIG.ORA file parameter:

dba_authorization=<INTERNAL_password> 

■ You must use the pfile paramenter when using the STARTUP command, as 
follows:

STARTUP pfile=%ORACLE_HOME%\DATABASE\INIT<SID>.ORA

Establishing Connections from a Client
Once you have started a listener on the network, client workstations can connect to 
the server’s listener by using a service name when logging onto an Oracle8 Server 

WARNING: This setting makes the password for the
INTERNAL user available to anyone that has read access to the 
CONFIG.ORA file. To prevent this, you must set permissions to 
the CONFIG.ORA file so it is not readable.

Note: This password is for all SIDs on this server. Also, IPC 
connections will still prompt for password even if this is set.
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database. For example, you can log on from within Server Manager for Windows 
NT or 95 by providing the following information in the Connect dialog box:

Where username and password are your database account information and 
service_name is the database alias of the database to which you want to connect. See 
the Oracle Server Manager for Windows User’s Guide for more information.

Establishing Nonsecure Connections with NetWare 4.1
Follow these procedures to enable nonsecure automatic login connections with 
Oracle Net8:

1. Edit the INIT<SID>.ORA file on your server.

Set the following parameter:

REMOTE_OS_AUTHENT = TRUE

2. Edit the SQLNET.ORA file on either the server or client if they are both using 
the same authentication adapter.

Add the following parameter:

Additional Information: See Chapter 4 for connection information 
when using NDS Authentication or NDS Native Naming.

Note: The client’s username is not encrypted or authenticated 
when REMOTE_OS_AUTHENT is set to TRUE.
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SQLNET.AUTHENTICATION_SERVICES = (NONE)

You have the same authentication adapter if both your Windows client and 
NetWare server are NDS 4.1 compatible and are running SQL*Net 2.2 or later.

3. Open SQL*Plus on your client.

4. Enter the following command:

CREATE USER automatic_login_username IDENTIFIED EXTERNALLY

where automatic_login_username is the database account name.

5.  Grant the “CREATE SESSION” privilege to this database account:

GRANT CREATE SESSION TO automatic_login_username

Any client having a username corresponding to the automatic login account in 
the “CREATE USER” statement is allowed to connect.

6. Optionally, you can set the following parameter in the INIT<SID>.ORA: 

OS_AUTHENT_PREFIX = ““

If not set, the OPS$ login account prefix for the user account must be used.

The command syntax to initiate an automatic login is as follows:

CONNECT /@TEST

where TEST is the Net8 service name that maps to the connect descriptor for the 
remote database.

Note: Setting this parameter on the server affects all Net8 client 
connections.
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Refer to the Oracle7 Server Administrator’s Guide for additional information.

Establishing Connections from a Server
Under NetWare, you can use Oracle Net8 to connect to a local or remote database 
when running any Oracle NetWare application that accepts a username and 
password.

To open an Oracle application, enter the appropriate information at the NetWare 
system console prompt. For example, you can log on from within Server Manager 
by following these steps:

1. At the NetWare system console prompt, type:

: LOAD SVRMGR30

2. At the Server Manager prompt, type:

SVRMGR> connect username/password@service_name

where username and password are your database account information and 
service_name is the service name of the database to which you want to connect.

3. To exit the Server Manager, type:

SVRMGR> EXIT

Detecting Dead Connections
NetWare detects dead connections automatically, therefore Net8 DCD is not 
supported by Oracle8 for NetWare. Set the following parameters to control the 
intervals at which the OS checks to see if a connection is still alive:

■ For TCP, set TCP_KEEPALIVE in CONFIG.ORA to a value between 5 and 120, 
in minutes. The default is 120 (2 hours). Note that this applies to Oracle connec-
tions only.

Note: While using nonsecure automatic login accounts:

• Roles can only be managed by the database.

• Roles cannot be managed by the operating system.

• The INIT<SID>.ORA parameter OS_ROLES cannot be set to 
TRUE.
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■ For SPX, set the watchdog timeout parameters using SXPCONFG.NLM. Refer 
to the Novell documentation for more details. Note that this applies to all SPX 
connections.

■ In all cases, Oracle recommends that you set the following SQLNET.ORA 
parameter on the server:

SQLNET.EXPIRE_TIME=10
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Administration Tasks

This chapter discusses some common network administration tasks that may need 
to be performed on the server and client. Topics include:

■ Modifying the Network Configuration

■ Starting and Stopping Administrative and Main Processes

■ Configuring Optional Features

■ Configuring External Procedure Calls
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Modifying the Network Configuration
You can modify the network configuration by using Oracle Net8 Easy Config. You 
can :

■ Modifying the Listener Addresses

■ Modifying Database Instances

■ Modifying Service Names on Windows 95/NT Clients

■ Adding and Deleting Protocol Addresses on Windows 95/NT Clients

■ Modifying Service Names on Windows 3.x Clients

■ Modifying Service Names on NetWare Clients

These changes are saved to the LISTENER.ORA and TNSNAMES.ORA files.

Modifying the Server Configuration
To modify the server configuration you can:

■ Modify the Listener Addresses

■ Modify the Database Instances

Modifying the Listener Addresses
1. On the NetWare server, start the Oracle Net8 Easy Config application:

At the NetWare system console prompt type:

: EASYCFG

Oracle Net8 Easy Config appears.

2. Select Configure the Listener and choose OK.

3. Select Configure Listener Addresses and choose OK.

4. Make one of the following selections and choose OK:

■ Add Listener Address

■ Delete Listener Address

■ View Listener Address

5. Follow these steps according to your selection.

To add a new listener address:
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1. Select the name of the network protocol you want to use (the protocol and 
Oracle Protocol Adapter must be installed), and choose OK.

2. Enter the name of the computer where the database is located.

3. Choose Yes when prompted to confirm your selection.

4. Add other Listener Addresses as needed or select Return to Listener Con-
figuration and choose OK.

For detailed insturctions, see “Configuring the Server” in Chapter 3.

To delete a listener address:

1. Select the listener address you want to delete and choose OK.

2. Choose Yes when prompted to confirm your selection.

3. Delete other Listener Addresses as needed or select Return to Listener Con-
figuration and choose OK.

To view listener addresses:

1. Select the listener address you want to view and choose OK.

2. Select Back to return to the previous screens, until you reach the Listener 
Address Configuration Screen.

3. View other Listener Addresses as needed or select Return to Listener Con-
figuration and choose OK.

6. Continue with Modifying Database Instances or exit Net8 Easy Config by fol-
lowing these steps:

1. Select Return to Main Menu and choose OK.

The Main Menu appears.

2. Select Exit Net8 Easy Configuration and choose OK.

Modifying Database Instances
If you are at the Listener Configuration screen, start with step 3.

1. On the NetWare server, start the Oracle Net8 Easy Config application:

At the NetWare system console prompt type:

: EASYCFG

Oracle Net8 Easy Config appears.

2. Select Configure the Listener and choose OK.
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3. Select Configure Database Instances and choose OK.
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4. Make one of the following selections and choose OK:

■ Add Database Instance

■ Delete Database Instance

■ View Database Instance

5. Follow these steps according to your selection.

To add a new database instance:

1. Enter the System ID (SID) of the database to which you want to connect, 
and choose OK. The SID is ORCL for the starter database.

2. Add other Database Instances as needed or select Return to Listener Con-
figuration and choose OK.

To delete a database instance:

1. Select the database instance you want to delete and choose OK.

2. Delete other Database Instances as needed or select Return to Listener Con-
figuration and choose OK.

To view database instances:

1. Select the database instance you want to view and choose OK.

2. Choose OK to return to the Database Instance Configuration Screen.

3. View other Database Instances as needed or select Return to Listener Con-
figuration and choose OK.

6. You can now exit Net8 Easy Config by following these steps:

1. Select Return to Main Menu and choose OK.

The Main Menu appears.

2. Select Exit Net8 Easy Configuration and choose OK.
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Modifying the Client Configuration
To modify the client configuration you can 

■ Add or Modify Service Names (Database Aliases) in the TNSNAMES.ORA file

■ Add or Delete Protocol Addresses from a service name in the TNSNAMES.ORA 
file (Windows 95/NT only)

You can modify client configurations with the following tools:

■ Oracle Net8 Easy Config—for Windows 95/NT clients

■ Oracle Net8 Assistant—for Windows 95/NT clients

■ Oracle SQL*Net Easy Config—for Windows 3.x clients

■ Oracle Net8 Easy Config—for NetWare clients

Modifying Service Names on Windows 95/NT Clients
1. Start the Oracle Net8 Easy Config application:

From the task bar, select Start > Programs > Oracle for Windows 95 or Windows 
NT > Oracle Net8 Easy Config.

Oracle Net8 Easy Config appears.

2. Make one of the following selections:

■ Add

■ Modify

■ Delete

3. Follow these steps according to your selection.

To add a service name:

1. Enter a new service name (database alias name) in the New Service Name 
field, and click Next. 

2. Select the network protocol you want to use. 

3. Provide the information you are prompted for, which will depend upon 
which network protocol you have chosen.

4. Enter the System ID (SID) of the database to which you want to connect in 
the Database SID field, and click Next. The SID is ORCL for the starter data-
base.
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5. Enter a valid User name and Password for the database you want to con-
nect to, and click Test.

The status of the test appears in the field below the Test button. Click Done 
when the test is complete.

The Finish screen appears.

To modify a service name:

1. Select the service name from the list box on the right side of the window, 
and click Next.

2. Select the network protocol you want to use.

3. Provide the information you are prompted for, which will depend upon 
which network protocol you have chosen.

4. Enter a valid User name and Password for the database you want to con-
nect to, and click Test.

The status of the test appears in the field below the Test button. Click Done 
when the test is complete.

The Finish screen appears.

To delete a Service Name:

1. Select the service name you want to delete from the list.

2. Click Next.

A message appears asking you to confirm your decision to delete the ser-
vice name.

3. Click Yes to confirm.

The Finish screen appears.

4. Click Finish to save your configuration and dismiss the Oracle Net8 Easy Con-
fig application.

Adding and Deleting Protocol Addresses on Windows 95/NT Clients
Adding addresses to a service name is an advanced networking configuration task 
and is usually not necessary on a simple network. 
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To add or delete protocol address from a service name in the TNSNAMES.ORA file, 
use the Oracle Net8 Assistant:

1. Start the Oracle Net8 Assistant application:

From the task bar, select Start > Programs > Oracle for Windows 95 or Windows 
NT > Oracle Net8 Assistant.

Oracle Net8 Assistant appears.

2. Double-click Service Names to expand the directory of existing service names.

3. Make one of the following selections:

■ Select the service name to which you want to add the additional address, 
and click New Address.

Enter the Protocol, Host Name, Port Number, and SID.

■ Select the service name from which you want to delete the protocol address, 
and click Delete Address.

4. Choose Save Network Configuration from the File menu.

The TNSNAMES.ORA files is re-created.

5. Choose Exit from the File menu.

The Oracle Net8 Assistant exits.

Modifying Service Names on Windows 3.x Clients
1. From the client machine, start the SQL*Net Easy Config application:

■ For Windows 95/NT, from the task bar, select Start > Programs > Oracle for 
Windows > SQL Net Easy Configuration.

■ For Windows 3.x, from the Program Manager, select the Oracle for Win-
dows group and double-click on SQL*Net Easy Configuration

2. Make one of the following selections and click OK:

■ Add Database Alias

■ Modify Database Alias

■ Delete Database Alias

■ View Database Aliases

3. Follow these steps according to your selection.

To add or modify a new database alias:
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1. Do one of the following according to your selection:

■ Enter a new database alias name in the Database Alias field, and click OK. 
The database alias name can be any name you choose.

■ Select the Database Alias you want to modify.

2. Select the network protocol you want to use. 

A dialog box for the specific protocol appears.

3. Provide the information you are prompted for, which will depend upon 
which network protocol you have chosen.

4. Choose Yes when prompted to confirm your selection.

The SQL*NET Easy Configuration main dialog box appears.

5. Add other Database Aliases as needed or select Exit SQL*NET Easy Config-
uration and click OK to exit the program.

To delete a database alias:

1. Select the database alias you want to delete and choose OK.

2. Choose Yes when prompted to confirm your selection.

The SQL*NET Easy Configuration main dialog box appears.

3. Delete other Database Aliases as needed or select Exit SQL*NET Easy Con-
figuration and click OK to exit the program.

To view database alias:

1. Select the database instance you want to view and choose OK.

2. Choose OK to return to the SQL*NET Easy Configuration main dialog box.

3. View other Database Aliases as needed or select Exit SQL*NET Easy Con-
figuration and click OK to exit the program.

Modifying Service Names on NetWare Clients
To modify a service name in the TNSNAMES.ORA file:

1. On the NetWare server, start the Oracle Net8 Easy Config application:

At the NetWare system console prompt type:

: EASYCFG

2. Select Configure Database Aliases and choose OK.
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3. Make one of the following selections and choose OK:

■ Add Database Alias

■ Modify Database Alias

■ Delete Database Alias

■ View Database Aliases

4. Follow these steps according to your selection.

To add or modify a new database alias:

1. Do one of the following according to your selection:

■ Enter a new database alias name in the Database Alias field, and click OK. 
The database alias name can be any name you choose.

■ Select the Database Alias you want to modify.

2. Select the network protocol you want to use. 

A dialog box for the specific protocol appears.

3. Provide the information you are prompted for, which will depend upon 
which network protocol you have chosen.

4. Choose Yes when prompted to confirm your selection.

The Database Alias Configuration dialog box appears.

5. Add or modify other Database Aliases as needed or exit the program.

To delete a database alias:

1. Select the database alias you want to delete and choose OK.

2. Choose Yes when prompted to confirm your selection.

The Database Alias Configuration dialog box appears.

3. Delete other Database Aliases as needed or exit the program.

To view a database alias:

1. Select the database instance you want to view and choose OK.

2. Choose OK to return to the Database Alias Configuration Screen.

3. View other Database Aliases as needed or exit the program.

5. To exit the program:
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■ Select Return to Main Menu

■ Select Exit Net8 Easy Configuration, and choose OK
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Starting and Stopping Administrative and Main Processes
Common administrative processes that need to be started (and stopped) on server 
side include:

■ Listener

■ Oracle Names

■ Connection Manager

■ SNMP Services (Oracle Enterprise Manager Intelligent Agent)

Starting and Stopping the Listener
The Net8 Listener creates listening threads to handle connection requests. The 
Listener waits for incoming connections and starts an Oracle shadow process to 
service each connection. Once the Listener is started, client workstations can 
connect to the server using a server name.

Before starting the Listener ensure that you:

■ Install and start the protocols your network requires.

■ Perform a simple file transfer to make sure your network is functioning prop-
erly

■ Start the Oracle database

Using Multiple Listener Instances
It is not recommended that you have multiple instances of the Listener running on 
the same server. Instead, use a single instance of the Listener with multiple 
addresses.

Verifying if the Listener is Running
1. Load the Listener Control Utility

At the NetWare system console prompt type:

: LOAD LSNCTL80

2. At the Listener Control Utility prompt type:

LSNRCTL> STATUS
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Starting the Listener
1. Load the Listener Control Utility

At the NetWare system console prompt type:

: LOAD LSNCTL80

2. At the Listener Control Utility prompt type:

LSNRCTL> START [listener_name]

Where listener_name is the name of the listener defined in the LISTENER.ORA 
file. It is not necessary to identify the listener if you are using the default 
listener, named LISTENER.

3. To exit the Listener Control Utility, type:

LSNRCTL> EXIT

You can also start the listener by typing one of the following commands at the 
NetWare system console:

: LOAD LSNCTL80 START [listener_name]

Or,

: LOAD TNSLSN80 [listener_name]

Stopping the Listener
Stop the listener when all database connections have completed, and the Oracle 
Names Server has been stopped.

1. Load the Listener Control Utility

At the NetWare system console prompt type:

: LOAD LSNCTL80

2. At the Listener Control Utility prompt type:

LSNRCTL> STOP [listener_name]

Where listener_name is the name of the listener defined in the LISTENER.ORA 
file. It is not necessary to identify the listener if you are using the default 
listener, named LISTENER.

3. To exit the Listener Control Utility, type:

Note: The listener can be left running on the server, if you choose.
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LSNRCTL> EXIT

You can also stop the listener by typing one of the following commands at the 
NetWare system console:

: LOAD LSNCTL80 STOP [listener_name]

Or,

: UNLOAD TNSLSN80

This command will stop all Listeners. 

Starting and Stopping Oracle Names
You can start and stop Oracle names in two ways. Either way requires using the 
Oracle Names Control Utility. The Oracle Names Control Utility can be used to 
start, stop, and receive status information from Oracle Names.

Verifying if Oracle Names is Running
1. Load the Oracle Names Control Utility

At the NetWare system console prompt type:

: LOAD NMSCTL80

2. At the Oracle Names Control Utility prompt type:

NAMESCTL> STATUS

Starting Oracle Names
1. Load the Oracle Names NLM

At the NetWare system console prompt type:

: LOAD NAMES80

Note: If you have defined the Listener to be unstoppable in the 
LISTENER.ORA file, you must unload the TNSLSN80 module to 
stop the listener process.

Additional Information: See Chapter 7, “Configuring a Network 
with Oracle Names”, and the Oracle Names Administrator’s Guide for 
information about using Oracle Names.
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2. Load the Oracle Names Control Utility

At the NetWare system console prompt type:

: LOAD NMSCTL80

3. At the Oracle Names Control Utility prompt type:

NAMESCTL> START

4. To exit the Oracle Names Control Utility, type:

NAMESCTL> EXIT

Or, you can type the following at the NetWare system console:

: LOAD NMSCTL80 Start

Starting Oracle Names from NMSCTL80
When using the NMSCTL80.NLM to start Oracle Names, you can receive a message 
indicating that the names server was not started, followed by errors TNS-12570 
(TNS: packet reader failure) and TNS-12560 (TNS: protocol adapter error). If this 
occurs, issue the SET SERVER command in NMSCTL80 with the name of the 
Names server. If this succeeds, then the Names server was successfully started. 
Issue the STATUS command to verify the status of the names server.

Stopping Oracle Names
1. Load the Oracle Names Control Utility

At the NetWare system console prompt type:

: LOAD NMSCTL80

2. At the Oracle Names Control Utility prompt type:

NAMESCTL> STOP

3. To exit the Oracle Names Control Utility, type:

NAMESCTL> EXIT

Or, you can type the following at the NetWare system console:

: LOAD NMSCTL80 Stop
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Starting and Stopping the Connection Manager
Before starting the Connection Manager start the Listener and Oracle Names (if you 
are using it). 

Starting the Connection Manager
1. At the NetWare command line enter:

: LOAD CMCT80

2. At the Connection Manager command line enter:

■ For a non-Oracle Names environment:

CMCTL> start CMAN

■ For an Oracle Names environment:

CMCTL> start CM

3. To exit the Connection Manager, type:

CMCTL> EXIT

Stopping the Connection Manager
1. At the NetWare command line enter:

: LOAD CMCT80

2. At the Connection Manager command line enter:

■ For a non-Oracle Names environment:

CMCTL> STOP CMAN

■ For an Oracle Names environment:

CMCTL> STOP CM

3. To exit the Connection Manager, type:

CMCTL> EXIT
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Starting and Stopping SNMP
You can manage listeners and Oracle Names servers from a remote workstation by 
using the SNMP services on the server. Use the Listener Control Utility to manage 
SNMP services. Starting and stopping SNMP services effectively starts and stops 
the Intelligent Agent for Oracle Enterprise Manager.

Verifying if SNMP is Running
1. Load the Oracle Listener Control Utility

At the NetWare system console prompt type:

: LOAD LSNCTL80

2. At the Oracle Listener Control Utility prompt type:

LSNRCTL> DBSNMP_STATUS

Starting SNMP
1. At the NetWare command line enter:

: LOAD LSNCTL80

2. At the Listener Control Utility command line enter:

LSNRCTL> DBSNMP_START

3. To exit the Connection Manager, type:

LSNRCTL> EXIT

Stopping SNMP
1. At the NetWare command line enter:

: LOAD LSNCTL80

2. At the Listener Control Utility command line enter:

LSNRCTL> DBSNMP_STOP

3. To exit the Connection Manager, type:

LSNRCTL> EXIT

See the Oracle SNMP Support Reference Guide for a description of SNMP capabilities.
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Configuring Optional Features
The following are optional features you can configure on Windows 95 and NT 
clients using Oracle Net8 Assistant:

■ The types of naming methods your network will use, and the order in which 
they will be used. You can use more than one naming method

■ Connection pooling (MTS)

■ Support for multiplexing, multiple protocols, and access control

■ The Global Database Name, SDU Size, and Connection Manager Address

■ The Client Cache Service

■ Secure Network Services

Specifying Naming Methods
To specify the type of names resolution you want to use:

1. Start Oracle Net8 Assistant.

From the task bar, select Start > Programs > Oracle for Windows NT or 
Windows 95 > Oracle Net8 Assistant.

2. Click Profiles.

The profile details appear on the right side of the screen:
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3. Select Naming from the drop-down list.

4. Click the Methods tab.

5. Choose from the Available Methods list which naming method you want to use:

6. Order the naming methods according to which method you want Net8 to try 
first when resolving service names. Select the naming method in the Selected 
Methods list, and use the Promote or Demote button to move the selection up 
or down in the list.

7. Choose Save Network Configuration from the File menu.

8. Choose Exit from the File menu to exit the Oracle Net8 Assistant program.

Enabling Connection Pooling
Connection pooling is a feature used in a MTS environment.To enable connection 

Naming Method Description

ONAMES Oracle Names

Service names are resolved centrally, through a Names Server. 
You may need to set a Preferred Names Server (using the 
Oracle Net8 Assistant). See the Oracle Net8 Assistant online 
help for more information.

TNSNAMES Local Naming

Service names are resolved using the TNSNAMES.ORA file 
which resides on the client.

HOSTNAME Host Naming

Service names are resolved using the Host Naming Adapter. 
Certain criteria must be met to use host naming names 
resolution. See “Specifying Naming Methods” and the Oracle 
Net8 Assistant online help for more information.

NOVELL Novell Directory Services (NDS)

Service names are resolved using NDS native naming for the 
Oracle instance object. See also Chapter 5.
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SID is the system ID for your database instance. This file contains the parameters 
defined for your server. 

Note: Connection pooling only works with MTS in a TCP/IP 
environment. This feature cannot be enabled if you are using 
multiplexing.

Additional Information: See Oracle8 Reference Guide for more 
information about the parameters in this file.
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Supporting Multiplexing, Multiple Protocol Support, and Access Control
To configure support for multiplexing, multiple protocols, and access control a 
CMAN.ORA configuration file must be created. This file defines the listener 
addresses, access control rules, and controlling parameters for the Connection 
Manager. At this release, CMAN.ORA must be created manually. To create the 
CMAN.ORA file, use the sample in Appendix B, “Configuration File Content” as a 
basis.

After you create the CMAN.ORA file, to enable multiplexing and access control 
utilities, start administrative and main processes for Connection Manager. 

In an Oracle Names environment, the administrative process:

■ requests the listener address from the Names Server

■ registers all source route addresses (made up of the Connection Manager listen-
ing address and the listening address) with Oracle Names

In all naming environments, the main process:

■ registers its listening address with the administration process, if it is present

■ manages incoming session requests

■ performs the actual connecting of a client session request with the destination 
machine

■ evaluates the client and its intended destination if access control is activated 
(the rules for the access control are configured in CMAN.ORA), to see if they 
satisfy the conditions before the session is forwarded to the destination

Conditions for Using Connection Manager
■ Multiplexing can only be used with MTS.

■ TCP/IP must be installed and configured for local connectivity, because the 
Connection Manager Administration service (OracleCMAdminService80) uses 
TCP/IP for communication with Connection Manager.

Note: Oracle Corporation strongly recommends that you use 
Oracle Names if you use Oracle Connection Manager.
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■ The parameter AUTOMATIC_IPC=OFF must be set in the SQLNET.ORA con-
figuration file in order for a client to use Connection Manager.

Multiplexing and connection pooling cannot be used together.

Specifying the Global Database Name, SDU Size, and Connection Manager Address
1. Start the Oracle Net8 Assistant, if it is not already started.

From the task bar, select Start > Programs > Oracle for Windows 95 or Windows 
NT > Oracle Net8 Assistant.

Oracle Net8 Assistant appears:

2. Double-click Network, and double-click Service Names to expand the directory 
listing of service names you have already created.

Additional Information: See Net8 Administrator’s Guide for detailed 
information on how to enable multiplexing and access control 
features of Connection Manager.
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3. Select a service name to configure for advanced features.

The service name details appear on the right side of the screen:
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4. Click Advanced...

The Advanced Options screen appears:

where: 

5. Click OK. The optional settings are added to your configuration files.

6. Choose Save Network Configuration from the File menu.

Oracle Net8 Assistant creates the TNSNAMES.ORA and the SQLNET.ORA 
configuration files.

7. Choose Exit from the File menu.

The Oracle Net8 Assistant exits.

Field Description

Global Database Name This name consists of the database name and the 
network domain in which it resides. This unique 
identifier takes the form of databasename.domain. For 
example, for a database named SYSTEM in the domain 
WORLD, the global database name is SYSTEM.WORLD.

Data Unit, Session The buffer where Net8 holds data before transmitting it 
across the network. The value you enter here will 
optimally be a multiple of the normal transport frame 
size, which is 1064 for an Ethernet network. The default 
value is 2048.

Source Route Indicates that you want to use Connection Manager. 
Select if you want to use Connection Manager.
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Enabling the Client Cache Service
The client cache service is installed as a manual service. Once the cache process 
starts, the process stores all information received from a Names Server. To enable 
this feature, start the process:

1. From the Windows NTControl Panel, double-click Services.

2. Select OracleClientCache80 from the list box.

3. Click Start.

4. Click Close to dismiss the Services Control Panel.

Configuring Secure Network Services
Refer to the Secure Network Services Administrator’s Guide for usage information and 
the Secure Network Services for NetWare Release Notes for installation and 
compatibility information.

Configuring External Procedure Calls
External procedures are functions written in a third-generation language (3GL) such 
as C, and callable from within PL/SQL or SQL as if they were a PL/SQL procedure 
or function. External procedures enable you to take advantage of the strengths and 
capabilities of a 3GL programming language in a PL/SQL environment.   

The following cartridges also require external procedures:

■ Image Cartridge

■ Time Series Cartridge

■ VIR Cartridge

Oracle8 External Procedures Requirements
Follow the procedures in the CD insert to install these products on your Windows 
NT server:

■ Oracle8

PL/SQL, from which external procedures are called, and the PL/SQL external 
procedure program (EXTPROC), which executes external procedures

■ Net8 Client, Net8 Server, and Oracle Protocol Adapter
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Configuring Net8 for External Procedures 
External procedures entries should already be present in the LISTENER.ORa and 
TNSNAMES.ORA files if you have:

■ a new Oracle8 installation

■ migrated from SQL*Net Version 2.x to Net8

■ installed Net8 into the same Oracle home as your SQL*Net Version 2.x.

For environments where the configuration files have overwritten, edit your 
LISTENER.ORA and TNSNAMES.ORA files as follows: 

1. Add a system identifier (SID) name and a program name for EXTPROC in the 
server’s LISTENER.ORA file (entries are shown in boldface text): 

 LISTENER = 
        (ADDRESS_LIST = 
                (ADDRESS = 
                (PROTOCOL = IPC) 
                (KEY = INVENTORY) 
             ) 
                (ADDRESS = 
                (PROTOCOL = IPC) 
                (KEY = ORCL) 
            ) 
                (ADDRESS =                      
                (PROTOCOL = IPC)                
              (KEY = extproc)                 
                  )                                   
                (ADDRESS = 
                (PROTOCOL = TCP) 
                (Host = INVENTORY) 
                (PORT = 1521) 
            ) 
        ) 
STARTUP_WAIT_TIME_LISTENER = 0 
CONNECT_TIMEOUT_LISTENER = 10 
TRACE_LEVEL_LISTENER = ADMIN 
SID_LIST_LISTENER = 
        (SID_LIST =  
           (SID_DESC = 
               (SID_NAME = ORCL) 
           ) 
          (SID_DESC =                         
               (SID_NAME = extproc)             
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                       (PROGRAM = extproc)                  
              )                                    
        ) 
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2. Add a service name entry for EXTPROC in the server’s TNSNAMES.ORA file 
(entries are shown in boldface text):

INVENTORYDB.WORLD = 

        (DESCRIPTION = 

                (ADDRESS = 

                (PROTOCOL = TCP) 

                (Host = INVENTORY) 

                (PORT = 1521) 

              ) 

                (CONNECT_DATA = (SID = ORCL)) 

         ) 

extproc_connection_data.world =                   

        (DESCRIPTION =                            

                (ADDRESS =                        

                (PROTOCOL = IPC)                  

                (KEY = ORCL)                      

            )                                     

        (CONNECT_DATA = (SID=extproc)) 

         (SOURCE_ROUTE = YES)

           ) 

Please note that the value for KEY must match the KEY value specified in the 
LISTENER.ORA file. In order to support a multiple Oracle home environment, the 
Oracle Installer automatically creates unique keys for the external procedures in 
different Oracle homes. 

How Do External Procedure Calls Work? 
The network listener now listens for databases services like External Procedure 
Calls. When a PL/SQL or SQL application calls an external procedure, the Net8 
network listener launches a session-specific process called EXTPROC. Through the 
network listener service, PL/SQL passes the following information to EXTPROC. 

■ shared library name 

■ external procedure name 

■ parameters (if necessary) 

 EXTPROC then loads the shared library and invokes the external procedure.                                            
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Configuring a Network with Oracle Names

This chapter discusses the following topics:

■ Configuring Oracle Names on the Server

■ Configuring Oracle Names on the Client
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Configuring Oracle Names on the Server  

Use the Oracle Net8 Assistant to configure a network with Oracle Names.

To configure an Oracle Names Server:

1. Ensure the listener is not running. 

At the NetWare console prompt, type:

LOAD LSNCTL80

2. Check the status of the listener by typing:

LSNRCTL>STATUS

If the listener is stopped, continue with the next step. If the status is Started, 
stop the listener.

To stop the listener, type:

LSNRCTL>STOP

The listener is stopped. The status column will be blank.

3. Exit the Listener Control Utility by typing:

LSNRCTL>EXIT

Note: Oracle Names Server configuration does not require a 
TNSNAMES.ORA file on the client side. Additionally, if the 
Dynamic Discovery Option (DDO) is used, SQLNET.ORA is not 
required on the client side.

See the Net8 Administrator’s Guide for further information about 
using Oracle Names with or without DDO.

Note: The instructions below describe basic configuration steps 
for Oracle Names Servers. For complete instructions, see the Net8 
Administrator’s Guide and the Oracle Net8 Assistant online help.
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4. Ensure your network administrator has configured an alias for the installed 
Oracle Names Server in the Domain Name Server (DNS) with one of the 
following well-known names server:

If you want to change the default configuration settings, continue with the 
following steps. If you want to keep the default settings, go to Step 11.

5. Enter the following information when configuring Oracle Names Server(s):

6. Select the default address by clicking on the entry, or to specify different values, 
enter:

7. Select the default values by clicking the entry in the field. If you want to specify 
different values, enter:

Well-known host names for 
TCP connections 

Well-known service name 
for an SPX connection

ORANAMESRVR0
ORANAMESRVR1
ORANAMESRVR2
ORANAMESRVR3
ORANAMESRVR4

ORANAMESRVR

Field Description

Name Enter a name for the Names Server.

Password Enter a password for the Names Server.

Field Description

Protocol Select the protocol you want to use.

HOST Enter the host name of the Names Server.

PORT Enter the port number that Names Server will listen on. The 
default port number is 1575.

Field Description

Domain Name Enter any valid domain name.

Time to Live (TTL) Specify the TTL value.
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8. Enter:

9. Enter:

10. Choose Save Network Configuration from the File menu.

11. Choose Exit from the File menu to exit the Oracle Net8 Assistant.

Field Description

Protocol Enter the protocol used to communicate across the network.

Host Enter the host name of the Names Server Repository machine.

Port The port number on which the Names Server is listening on. The 
default port is 1575.

SID Enter the name for the System ID (SID) of the database to which 
you want to connect in the Database SID field, and click Next. 
The default SID is ORCL.

Server Type Choose the type of server process used for the Names Server:

■ Dedicated

Dedicated server processes are used to communicate with 
the server.

■ Dispatched

Dispatched server processes (Multi-Threaded Server) are 
used to communicate with the server.

User Enter a valid user name for the database specified.

Password Enter the password for the user account.

Field Description

Cache Checkpoint File Enter the full path and file name for this file.

Config Checkpoint File Enter the full path and file name for this file.

Region Checkpoint File Enter the full path and file name for this file.

LOG Directory Enter the directory where the log files will be written to.

Trace Directory Enter the directory where trace files will be written to.
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12. If you are using DDO, use an ASCII text editor to edit the LISTENER.ORA file.

Add the GLOBAL_DBNAME and USE_PLUG_AND_PLAY_listener_name 
parameters on the server side:

SID_LIST_listener_name=

   (SID_LIST =

      (SID_DESC =

         (SID_NAME = SID)

        (GLOBAL_DBNAME = global_dbname)

        )

USE_PLUG_AND_PLAY_listener_name = ON

You may choose any name for the value GLOBAL_DBNAME, provided it is a 
globally unique name for the database instance, similar to a database alias. 

13. Choose Save Network Configuration from the File menu.

14. Choose Exit from the File menu to exit Oracle Net8 Assistant.

15. Start the Oracle Names Server. Enter at the command prompt:

:LOAD NMSCTL80

NAMESCTL>START

16. Run the following command to reorder the client and the server:

NAMESCTL>REORDER_NS

This command produces an SDNS.ORA file at 
ORACLE_HOME\NET80\NAMES. This file contains the names of the Oracle 
Names Server(s). Client machines read this file to find the addresses of Oracle 
Names Servers.

17. Exit from the NMSCTL80 utility. Enter:

NAMESCTL>EXIT

18. If you want to use the Connection Manager, continue to “Configuring Oracle 
Names on the Client” in this chapter.
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Configuring Oracle Names on the Client
To configure your client to use Oracle Names:

1. Start Oracle Net8 Assistant.

From the task bar, select Start > Programs > Oracle for Windows 95/NT > 
Oracle Net8 Assistant.

2. Click Profiles.

The profile details appear on the right side of the screen.

3. If you are not using DDO, select Preferred Oracle Names Servers from the drop-
down list. If you are using DDO, go to Step 5.
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4. Enter:

5. Select Naming from the drop-down list.

6. Click the Oracle Names tab:

Field Description

Protocol The network protocol you are using.

Windows clients cannot resolve SPX addresses from a  
Name Server. However, windows clients can use the 
Name Server with TCP/IP.

Host The host name of the preferred Names Server machine. The 
preferred Names Server is typically the Names Server machine 
which is physically the closest Names Server to the client which 
you are configuring. The preferred Names Server is recorded in 
the SQLNET.ORA file located on the client machine. The client 
will read the file to obtain the preferred Names Server address 
when requesting a database connection.

Port The port number on which the Names Server is listening on. The 
default port is 1575.
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7. Enter:

8. Choose Save Network Configuration from the File menu.

9. Choose Exit from the File menu to exit the Oracle Net8 Assistant.

10. Go to Chapter 6, “Administration Tasks”  if you want to use Connection 
Manager.

Field Description

Default Domain Enter the default domain for your network. The default domain 
name for a simple network using a flat naming scheme is 
WORLD.

Resolution Persistence Specify:

■ Maximum Wait Each Attempt

This value indicates how long (in seconds) you want to 
allow Oracle Names to resolve the service name for a client 
connection request before the request is passed on to the 
next Names Server (or another naming method).

■ Attempts Per Names Server

This value indicates how many times you want to allow a 
single Names Server to try to resolve a service name for a 
client connection request.

Performance Specify:

■ Maximum Open Connections

This value indicates the number of open connections you 
want to allow for a single Names Server.

■ Initial Preallocated Requests

Oracle Names allows you to pre-allocate an initial number 
of messages in the client message pool. The default is 10 
messages. You may choose a number between 3 and 256.

Additional Information: See Oracle Net8 Assistant online help for 
more information.
7-8 Oracle Networking Products for NetWare                                                   



                                              
8

Configuring an LU6.2 Network

This chapter describes the following configuration topics:

■ Configuring the Server, including the following topics:

■ Modifying the Oracle Configuration Files

■ Configuring NetWare for SAA 1.3 or 2.0

■ Configuring Side Information Records

■ Configuring the Client
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Configuring the Server
You can configure a NetWare server that is connecting to a host running MVS, VM, 
OS/2, or AIX using the Oracle LU6.2 Protocol Adapter for NetWare. The following 
configuration procedures are described in this section:

■ Modifying the Oracle Configuration Files

■ Configuring NetWare for SAA 1.3 or 2.0

■ Configuring Side Information Records

Before using the Oracle LU6.2 Protocol Adapter for NetWare, you must do the 
following:

■ Determine whether communication to the host computer is over Synchronous 
Data Link Control (SDLC) or Token Ring lines. 

■ Check with your system administrator or technical support group to ensure 
that your PC is correctly set up to access your host computer through SDLC or 
Token Ring ports. 

■ Configure your NetWare for SAA software on the NetWare server. First, read 
through the configuration procedures in this section. Then, consult the appro-
priate chapter in the Novell NetWare for SAA Administration Guide. Consult with 
your database administrator (DBA) or system administrator for the appropriate 
parameters for your system. 

Modifying the Oracle Configuration Files
To accept incoming Net8 connections over LU6.2 on a NetWare server, you must 
start the TNS listener, and modify the LISTENER.ORA and PROTOCOL.ORA files. 
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Add the following entry to your LISTENER.ORA file:

LISTENER=(ADDRESS_LIST= 

               (ADDRESS= 

               (PROTOCOL=LU62) 

               (TP_NAME=tp_name) <---Transaction Program name at host

               (LOCAL_LOOKUP=alias) <---Non-global address in PROTOCOL.ORA

            ) 

         ) 

STARTUP_WAIT_TIME_LISTENER=0 

CONNECT_TIMEOUT_LISTENER=10 

TRACE_LEVEL_LISTENER=0 

SID_LIST_LISTENER=(SID_LIST= 

                     (SID_DESC= 

                        (SID_NAME=SID)) <---database SID; ORCL for starter database

                        (ORACLE_HOME=oracle_home) 

        ) 

                  ) 

The TP_NAME parameter must be the same in the client’s TNSNAMES.ORA file 
and the server’s LISTENER.ORA file. The SID_NAME parameter must also be the 
same between client and server. 

The PROTOCOL.ORA file contains platform-specific address information. The 
PROTOCOL.ORA entry looks as follows:

LOCAL_LOOKUP.alias= 

   (ADDRESS= 

      (PROTOCOL=LU62) 

      (SIR=side_info_record) 

   ) 

The PROTOCOL.ORA entries are linked to the TNSNAMES.ORA entries through 
the lookup_name, which must be the same in both files. The PROTOCOL.ORA 
entry contains additional address parameters needed for a specific node to reach the 
host. Refer to Net8 Administrators’ Guide for additional information.

The SIR parameter is the name of the side information record contained in the .CPI 
file created by SIUTIL. Note that one .CPI file can contain multiple side information 
records. This SIR must be the same as one of the side information records listed in 
the left column of the ORAC_SAA screen on the NetWare server. 
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Renaming CSL.NLM
If you are using NetWare 4.1 and NetWare for SAA 1.3, you must rename CSL.NLM 
(comes with NetWare for SAA 1.3) to CSL.OLD. This prevents NetWare from 
loading it automatically. CSL.NLM is located in the SYS:SYSTEM directory. This 
action causes NetWare to load 
CSLSTUB.NLM (comes with NetWare 4.1) instead.

Configuring NetWare for SAA 1.3 or 2.0
This section describes how to configure NetWare for SAA 1.3 or 2.0. Perform Step 1. 
through Step 7. below for both releases. At that point, these instructions refer you to 
the appropriate subsection for configuration procedures appropriate to your 
NetWare for SAA release.

To configure NetWare for SAA, use the NetWare Communication Services 
configuration utility, CSCON. To start CSCON, perform the following:

1. Load the Communication Executive on the NetWare server by typing the 
following at the NetWare system console prompt:

:LOAD COMMEXEC

2. Log on from a DOS client workstation to the NetWare server with SUPERVISOR 
or equivalent privileges. 

3. Start CSCON by typing the following at your DOS prompt:

F:\SYSTEM\CSCON> CSCON

where:

F: is the drive you have mapped to your NetWare server.

\SYSTEM is the default directory that contains the CSCON directory.

Once you start CSCON, the Available Topics menu appears. 

4. Select the server to configure.

5. Select Configure Communication Services. 

6. Select NetWare for SAA from the Configure Communication Services menu. 

7. Follow the appropriate instructions listed below for your version of NetWare 
for SAA. 

Using SIUTIL
You must use SIUTIL to configure side information records for NetWare for SAA 1.3 
or 2.0. SIUTIL is not available with NetWare for SAA 2.0, but can be obtained by 
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contacting Novell support, and searching for the file that contains SIUTIL and a 
README file. You can reach Novell Support in one of the following ways:

■ http://support.novell.com/

■ CompuServe: GO NETWIRE

Configuring NetWare for SAA 2.0
To configure NetWare for SAA 2.0, complete the following steps:

1. Select Configure SNA Network ID on the Configure NetWare for SAA menu 
and press [Enter].

The Configure SNA Network ID dialog box appears.

2. Enter a file name for the SNA network ID or use the default file name provided 
and press [Enter].

The Configure NetWare for SAA menu appears. 
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3. Select Configure Data Link Adapters and press [Enter]. 

The Data Link Adapter Definitions menu appears.

The four columns of information that appear are listed above. The Data Link 
Adapter Definitions menu is empty after you initially perform an installation.

4. Press [Insert] to access a dialog box for entering a new logical adapter name.

5. Enter the new name and press [Enter].

The Define Adapter Type menu appears.

6. Select Token Ring and press [Enter].

The Configure 802.3 Adapter dialog box appears.
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See the Novell NetWare for SAA Administration Guide for a complete description of 
Configure 802.3 Adapter dialog box contents.

7. Make appropriate changes and press [Enter].

8. Respond with Yes when prompted to save your changes.

The Data Link Adapter Definitions menu appears with your new entry. 

9. Press [Esc] to return to the Configure NetWare for SAA menu.

Select Configure for Peer Connections and press [Enter]. 

The Configure for Peer Connections menu appears.

10. Select Configure Peer PU Profiles and press [Enter].

The Select Peer PU Profile menu appears. 

11. Press [Insert] to access a dialog box for adding your own PU profile name.

Note: The logical adapter name value that appears is the name 
you entered in Step 4.
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12. Enter the PU profile name and press [Enter]

The Configure Peer PU Profile dialog box appears.

See the Novell NetWare for SAA Administration Guide for a complete description 
of Configure Peer PU Profile dialog box contents.

13. Fill in appropriate information and press [Enter].

14. Respond with Yes when prompted to create the peer PU profile.

Your selection appears in the Select Peer PU Profile menu.

15. Press [Esc] until you have exited the CSCON program.

Configuring NetWare for SAA 1.3
To configure NetWare for SAA 1.3, complete the following steps:.

1. Create a new Services Profile by pressing the [Insert] key on the Select Service 
Profile - SAA 16 menu. 

The New Service Profile dialog box appears. 

At the prompts, enter the following:

where:

■ New Profile Name—is the administrator-defined name.
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■ Node Type—is the node type.

■ Copy from Existing Profile—is Yes if you want to create a new service pro-
file based on an existing one. Otherwise, enter No.

2. Press [ESC] to exit the New Service Profile dialog box. 

CSCON prompts you to create the new service specified. 

3. Select Yes and return to the Select Service Profile - SAA 16 menu.

4. Select the Node Type specified in the New Service Profile dialog box. 

The Configure SAA Service Profile menu appears. 

5. Select Configure Host Connection.

The Host Connection Configuration dialog box appears. 

6. Enter the appropriate parameters. 

The Host Connection Configuration dialog box with all parameters entered 
looks as follows:

Note: While it is possible to use PU Type 2.0 connections to the 
host, Oracle recommends using PU Type 2.1 connections. PU Type 
2.1 connections provide more advanced features such as parallel 
sessions. Use PU Type 2.0 connections only when your network 
hardware or software does not permit PU Type 2.1 connections.
                                                          8-9



Configuring the Server
where:

■ SNA Network ID—is your network ID (use NETSNA).

■ Peripheral Node Control Point Name—is the local physical unit name.

■ Number Independent Sessions Supported—is a user-defined integer.

■ Host Attachment—is Token Ring or SDLC.

If Token Ring is selected in the Host Connection Configuration dialog box, the 
SNA Token Ring Configuration dialog box appears. Proceed to the next step7..

7. Enter the appropriate parameters in the SNA Token Ring Configuration dialog 
box. 

The Block ID and PU ID must be equivalent to the IDBLK and IDNUM 
parameters on the host side of the connection. The SNA Token Ring 
Configuration dialog box with all parameters entered looks as follows:

where:

■ Token Ring Source Service Access Point—is the two-digit service access 
point number.

Note: See the Novell NetWare for SAA Administration Guide for 
information on menus and dialog boxes that appear if a different 
host attachment is selected.

Additional Information: See Chapter 5 of the Novell NetWare for 
SAA Administration Guide to configure the Communications 
Executive. See also Chapter 7 of the Novell NetWare for SAA 
Administration Guide to configure a type 2.1 SAA service profile for 
a (PU) Type 2.1 connection.
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■ Token Ring Adapter Type—is either Primary or Alternate, depending upon 
how the token ring adapter type switch is set.

■ Block ID—is a user-defined, three-digit hexadecimal integer.

■ Block ID—is a user-defined, three-digit hexadecimal integer.

■ PUID for Token Ring Connection—is a user-defined, five-digit hexadecimal 
integer.

■ Logical Adapter Name—is the logical adapter name supplied as a parame-
ter when you load the TOKEN.LAN driver as follows:

:LOAD TOKEN NODE=017007AA NAME=T-R
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Configuring Side Information Records
The following instructions are applicable to both NetWare for SAA 1.3 and 2.0. You 
need the SIUTIL utility to configure side information records with either release.

LU’s running CPI-C-based transactions under Novell’s NetWare for SAA 1.3 require 
a side information record for each NetWare LU6.2 session in which it participates. 
Multiple side information records can be configured and stored in one file called the 
side information file. Oracle delivers its own release of the CPIC_SAA.NLM called 
ORAC_SAA.NLM that permits the non-CPI-C-based Oracle LU6.2 Protocol Adapter 
to use the same side information file format. This enables you to use Novell’s 
SIUTIL to configure an Oracle side information file for use by Oracle only. 

You can load Novell’s CPIC_SAA.NLM to start LU sessions for non-Oracle APPC/
LU6.2 applications, and simultaneously load ORAC_SAA.NLM to start LU sessions 
for the Oracle LU6.2 Protocol Adapter. For this reason, it is strongly recommended 
that you define unique LU names for all the LU6.2 applications (Oracle’s LU6.2 
Protocol Adapter being one). In addition, Oracle delivers a sample side information 
file called ORACDEMO.CPI. Copy it to your NetWare Server and use SIUTIL to 
bring up and configure it. Delete any unwanted records in the file. 

You must load the side information file with ORAC_SAA.NLM before using the 
Oracle LU6.2 Protocol Adapter for NetWare.

See the Novell NetWare for SAA Administration Guide for specific information on 
creating a side information file. To configure a side information file, use the 
NetWare SIUTIL utility. See the Novell NetWare for SAA Administration Guide for 
information on using the SIUTIL utility.

Local LU Configuration Data
When configuring the side information file, make sure you specify the following at 
the given prompts on the Local LU Configuration Data dialog box. See the Novell 
NetWare for SAA Administration Guide for procedures on accessing this dialog box. 
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The Local LU Configuration Data dialog box with all parameters (except user ID 
and password) entered looks as follows:

where:

Variable Description

Side Information Record 
Name

matches the value for the SIR keyword in the 
PROTOCOL.ORA file.

LU Name is your local LU name.

PU Name is the control point name you specified using CSCON.

Detach PU Type is the way in which LUs attached by the workstation detach 
from NetWare for SAA’s LU6.2. See the Novell NetWare for SAA 
Administration Guide for specific values.

Security Type is the security level defined. See the Novell NetWare for SAA 
Administration Guide for specific values.

User ID is the user-defined ID.

Password is the user-defined password.

LU Local Address is zero (for PU2.1).

LU Session Limit is the session limit. (Oracle recommends 20.)

Network Name is the SNA Network ID you specified using CSCON.
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Partner LU Configuration Data
When configuring the side information file, make sure you specify the following at 
the given prompts on the Partner LU Configuration Data dialog box. See the Novell 
NetWare for SAA Administration Guide for procedures on accessing this dialog box. 
The Partner LU Configuration Data dialog box with all parameters entered looks as 
follows:

where:

Variable Description

Side Information Record 
Name

was entered in the Local LU Configuration Data dialog box.

LU Name is the remote LU’s name.

Data Link Control Name is ITRN (Token Ring) or SDLC.

Network Adapter Number is 0 if the token ring network adapter in your server through 
which you access the remote LU is primary. If it is alternate, 
enter 1.

Network Adapter Address is the media access control (MAC) address of the remote 
adapter where the remote LU resides. See the Novell NetWare 
for SAA Administration Guide for specific values.

LU Session Limit is the maximum number of concurrently active sessions you 
permit between the local LU and the remote LU.

Max Logical Record Size is the maximum logical record size that a mapped conversation 
can use when building a logical record.
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Mode Configuration Data
When configuring the side information file, make sure you specify the following at 
the given prompts on the Mode Configuration Data dialog box. 

See the Novell NetWare for SAA Administration Guide for procedures on accessing this 
dialog box. The Mode Configuration Data dialog box with all parameters entered 
looks as follows:

Character Set is one of three character sets for character conversion from 
EBCDIC to ASCII or from ASCII to EBCDIC.

Local Program Name is NTL. This matches the TP_NAME keyword in the 
LISTENER.ORA file on the local server.

Remote Program Name is as follows:

If the Remote Machine is...

■ VM

■ MVS

■ OS/2 and RS/6000

■ NetWare

Then Specify the...

■ master name

■ Oracle subsystem

■ transaction program 
name

■ name given with the 
TP_NAME keyword in 
the LISTENER.ORA file 
on the remote server.

Variable Description
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where:

Variable Description

Side Information Record 
Name

was entered in the Local LU Configuration Data dialog box.

Mode Name is ORAPLU62.

Max Negotiable Session 
Limit 

is recommended by Oracle to be 20.

Automatic Activate 
Session Limit

is the number of contention-winner sessions from the local LU 
that NetWare LU6.2 automatically activates during the CPI-C 
application subsystem process.

Min Contention Winners 
Source

is the minimum number of sessions that guarantee the source 
(local) LU to be the session contention winner.

Min Contention Winners 
Target

is the minimum number of sessions that guarantee the target 
(remote) LU to be the session contention winner.

Pacing Size is the maximum number of SNA messages that the local LU 
receives without sending a pacing response.

Max RU Size is recommended by Oracle to be 256.

Min RU Size is recommended by Oracle to be 256.

CNOS Flags is a combination of four field settings for the APPC CNOS Flag 
parameter. See the Novell NetWare for SAA Administration Guide 
for specific values.

CNOS Termination Set is a combination of three field settings for the APPC CNOS 
Flag parameter. See the Novell NetWare for SAA Administration 
Guide for specific values.

SAA Service Profile Name is the profile name entered in the New Service Profile dialog 
box in CSCON for NetWare for SAA 1.3 or the profile name 
entered in the Configure Peer PU Profile dialog box in CSCON 
for NetWare for SAA 2.0.
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When using the Oracle LU6.2 Protocol Adapter for NetWare, you must modify the 
TNSNAMES.ORA and PROTOCOL.ORA files.

Add the following entry to your TNSNAMES.ORA file:

(DESCRIPTION =    

    (ADDRESS_LIST =  

          [(COMMUNITY=community_name)] <---Group of nodes using LU6.2

          (PROTOCOL = LU62)

          (TP_NAME = tp_name) <---Transaction Program name at host

          (LOCAL_LOOKUP=alias) <---Non-global address in PROTOCOL.ORA

        )    

    )    

    (CONNECT_DATA =    

      (SID = SID))  <---database SID; ORCL for starter database

    )   

  )    

The PROTOCOL.ORA file contains platform-specific address information. The 
PROTOCOL.ORA entry looks as follows:

LOCAL_LOOKUP.alias= 

   (ADDRESS= 

      (PROTOCOL=LU62) 

      (SIR=side_info_record) 

   ) 

The PROTOCOL.ORA entries are linked to the TNSNAMES.ORA entries through 
the lookup_name, which must be the same in both files. The PROTOCOL.ORA 
entry contains additional address parameters needed for a specific node to reach the 
host. Refer to Net8 Administrators’ Guide for additional information.

The SIR parameters the name of the side information record contained in the.CPI 
file created by SIUTIL. Note that one.CPI file can contain multiple side information 
records. This SIR must be the same as one of the side information records listed in 
the left column of the ORAC_SAA screen on the NetWare server. 
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Modifying Configuration Parameters

This appendix describes how to edit and add Oracle-related settings. 

Specifically, this appendix covers:

■ Modifying Parameters on the Server

■ Modifying Parameters on the Client

■ Common Configuration Parameters
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Modifying Parameters on the Server
You can customize your Oracle environment by changing the parameters defined in 
the CONFIG.ORA file. By default, it is installed in the ORACLE_HOME\NLM 
directory during installation. 

The CONFIG.ORA file is an ASCII text file. It is read and reset whenever you start 
the database or start any Oracle tool. You can modify its contents with any text 
editor or word processor.

The CONFIG.ORA file stores information about Oracle-related parameter settings, 
such as:

■ language, territory, and character set

■ Oracle home

■ database location

Each line of the configuration file specifies a value in the following format: 

parameter=value 

You can refer to the current value of another configuration parameter by 
surrounding that parameter name with percent signs. For example, if you want 
UTILITY_MSG set to the same value as ORACLE_DBS, set it as follows: 

UTILITY_MSG=%ORACLE_DBS% 

where,

ORACLE_DBS=TESTDBS

The percent signs indicate that the value of another configuration parameter is 
substituted for the value of the configuration variable. In in this example, TESTDBS 
is substituted for %ORACLE_DBS%. 

Note: There can be no embedded spaces before or after the equal 
(=) sign. Inserting a space causes Oracle to ignore the command.

Additional Information: For a full description of CONFIG.ORA 
parameters, see Oracle8 User’s Guide for NetWare, Appendix E, 
“Configuration Parameters.”
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Modifying Parameters on the Client
You can customize your Oracle environment by changing the parameters defined in 
the Windows 95/NT registry. The registry stores information about the 
configuration of a computer, including Oracle-related parameter settings, such as:

■ language, territory, and character set

■ Oracle home

■ database location

To edit the Oracle-related settings:

1. Start the Registry:

From the taskbar, select Start > Run.

2. Enter:

REGEDIT.EXE for Windows 95

REGEDT32.EXE for Windows NT

3. Click OK.

Caution: When editing in the registry, proceed carefully to avoid 
deleting or altering correct information that can affect how your 
system functions.
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The Registry Editor window appears:

4. Double-click the HKEY_LOCAL_MACHINE tree.

5. Double-click the SOFTWARE key.
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6. Double-click the ORACLE key.

ORACLE displays three keys

■ Misc_Reg_Entries for miscellaneous value entries

■ ORACLE_HOMES for location value entries

■ SECURITY for location entries

All of the value entries appear on the right-hand side of the window:

7. Double-click the value to edit.

The Edit String dialog box appears:
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8. Make any edits in the Value Data field.

9. Choose OK.

10. From the Registry menu, choose Exit.

11. Log out and log back in again for the changes to take effect.

Adding a Parameter to the Registry
You can also add the following parameters to a Windows 95/NT system:

■ REMOTE

■ TNS_ADMIN

You can add these configuration parameters in three ways: 

■ the registry

See “Using the Registry” in this appendix for more information.

■ the Control Panel

See “Using the Control Panel” in this appendix for more information.

■ the command line with the SET command:

C:\>SET LOCAL=service_name

This method only lasts for the current login session.

REMOTE
You can add the REMOTE parameter to make a remote connection without 
specifying a connect string. The value for REMOTE is the connect descriptor 
parameters in the TNSNAMES.ORA file located at 
ORACLE_HOME\NET80\ADMIN directory. For example, if the REMOTE 
parameter is specified, you connect to a remote database from Server Manager with 
the following:

SVRMGR>CONNECT SCOTT/TIGER@REMOTE

Net8 checks for REMOTE in the registry. If it exists, Net8 connects.

Note: This only works for command-line utilities that execute in 
the current window. GUI tools open their own window which 
won’t have this setting.
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TNS_ADMIN
You can add the TNS_ADMIN parameter to change the directory name for 
configuration files from the default location. The default directory is 
ORACLE_HOME\NET80\ADMIN. For example, if you set TNS_ADMIN to 
ORACLE_HOME\TEST\ADMIN, the configuration files are used from 
ORACLE_HOME\TEST\ADMIN.

Using the Registry
To add a parameter:

1. Start the Registry:

■ From the command line, enter:

C:\>REGEDT32.EXE for Windows NT

C:\>REGEDIT.EXE for Windows 95

■ Select Run from the Start icon in the Taskbar, enter REGEDT32 or REGEDIT 
in the Open field, and click OK.

The Registry Editor window appears.

2. Double-click the HKEY_LOCAL_MACHINE tree.

3. Double-click the SOFTWARE key.

4. Double-click the ORACLE key.

The list of value entries appears in the right-hand side of the window.

5. From the Edit menu, choose New, and choose String Value.

The new entry appears with a temporary name.

6. Type a name for the new entry, and then press ENTER.

7. Double-click on the value to edit.

The Edit String dialog box appears

8. Enter a value in the Value Data field.

9. Click OK.

10. From the Registry menu, choose Exit.

11. Log out and log in again for the changes to take effect.
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Using the Control Panel
To add a parameter:

1. In the Control Panel window of Windows NT, double-click the System icon.

The System Properties window appears.

2. Click the Environment tab.

The Environment view appears:

3. Enter the parameter name in the Variable field and its value in the Value field.

4. Click Set.

5. The parameter is added to the System Variables list box.

6. Click OK.

7. Reboot your system for changes to take effect.
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Common Configuration Parameters
Most configuration parameters take effect only when you start up the Oracle8 
Server or an Oracle tool. 

LOCAL

This parameter specifies the TNS parameters to use when no communications 
driver is specified upon loading an Oracle tool. This parameter enables the DBA to 
define a default network connection. When the user logs on without specifying any 
network parameters, Oracle uses the LOCAL connection. Thus, the distributed 
processing or distributed database is made invisible to the user. The LOCAL 
parameter is automatically set to:

LOCAL=server-ipc.world

When you initially load Server Manager, a SID of ORCL is automatically established 
for the starter database.

NLS_LANG

This parameter includes three components: language, territory, and character set. 
This parameter specifies the language in which to display the error and status 
messages, the format in which to display the date, and the character set displayed. 
The default value causes all messages to be displayed in American English.

Refer to Oracle8 Server Reference for additional information about the NLS_LANG 
parameter and its components.

Additional Information: For a full list of CONFIG.ORA 
parameters, see Oracle8 User’s Guide for NetWare, Appendix E, 
“Configuration Parameters.”

Operating System and 
Usage

NetWare

Default server-ipc.world

Legal Values valid connect string

Operating System and 
Usage

NetWare, Windows 95/NT

Default AMERICAN_AMERICA.US7ASCII

Legal values Supported languages, territories, and character sets
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NW_ENABLE_SID_SUPPORT

ORACLE_HOME

This parameter specifies the “home directory” in which Oracle products are 
installed. It is added to your configuration file when you run ORAINST for the first 
time. This directory is the top directory in the Oracle directory hierarchy. 

REMOTE

This parameter specifies the default and remote Net8 driver to use when connecting 
to a remote Oracle8 Server. The parameter can include the default Net8 parameters 
(complete connect descriptors). For example: 

REMOTE=TNS:PIPER 

where TNS is the network prefix for TNS connections. PIPER is the database name. 

Operating System and 
Usage

NetWare

Default for NetWare TRUE

Legal values TRUE or FALSE

This parameter, when set TRUE, enables SID support on 
NetWare machines.

Operating System and 
Usage

Windows 95/NT, NetWare

Default for NetWare, 
Windows 95/NT, 
Windows 3.x, and 16-bit 
installs on Windows 95 
and NT

\ORANW803, ORAWIN95, ORANT on the current default 
drive, ORAWIN for Windows 3.x for 16-bit installs on 
Windows 95 and NT

Legal Values Any valid directory or drive for clients, any valid directory on 
any volume for the NetWare server

Operating System and 
Usage

NetWare, Windows 95, Windows NT

Default TNS:

Legal Values Any valid TNS parameters. See the User’s Guide for your 
specific Net8 product.
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If a user logs on and specifies a connection with an explicit driver prefix matching 
the one specified in REMOTE, but specifies no connect descriptor parameters, the 
parameters specified in REMOTE are used. This configuration parameter enables 
the DBA to define a normal network connection for which the Net8 user need not 
specify connection parameters. 

SQLNET

This parameter lets you set a unique alias for each server on your network or 
distributed network. By setting multiple aliases, you can refer to connect strings by 
simple names or mnemonic conventions. You do not have to remember the 
complete connect string for each server. There is no default SQLNET parameter. The 
following is the general syntax for SQLNET: 

SQLNET DBNAME server_alias=connect_string 

To use the server specified in SQLNET, you must enter the alias. For example, if you 
set:

SQLNET DBNAME MKTG_SRV=FINSRV 

you access the database from within Server Manager by typing: 

SVRMGR> CONNECT SCOTT/TIGER@MKTG_SRV; 

SQLPATH

This parameter specifies the path that SQL*Plus searches when executed. SQL*Plus 
uses SQLPATH to search for the LOGIN.SQL file, a file that contains commands that 
SQL*Plus automatically executes upon startup. The SQLPATH syntax is the same as 
that found in your AUTOEXEC.BAT file: 

SQLPATH=C:\ORADOS\DATA;C:\ORADOS\DBS 

Operating System 
and Usage

NetWare

Default None

Recommended 
Values

10

Operating System and 
Usage

Windows 95/NT

Default None 

Legal Values Any directory on any drive
                                                          A-11



Common Configuration Parameters
TCP_KEEPALIVE

This parameter allows you to set a TCP/IP timeout value. This causes a TCP/IP 
connection to automatically disconnect if inactive for the time specified. Net8 
software then cleans up the resources associated with that connection. You must be 
using the Oracle TCP/IP Protocol Adapter and Novell’s TCPIP.NLM 2.02M or 
greater. 

Set the timeout value in the CONFIG.ORA file as follows:

TCP_KEEPALIVE=n

where n is an integer between 5 and 120 minutes, inclusive. If not defined in the 
CONFIG.ORA file, the KeepAlive timeout defaults to 120 minutes (two hours).

TNS_ADMIN

This parameter specifies a directory in which the Net8 configuration files reside.

UTILITY_MSG

This parameter specifies a directory in which error messages issued by Oracle audit 
tools and utilities are kept. 

You can have more than one set of message files and use this parameter to name the 
set for a particular Oracle configuration. 

Operating System and 
Usage

NetWare

Default for NetWare 120 minutes

Legal Values 5 to 120 minutes

Operating System and 
Usage

Windows 95/NT, NetWare

Default for Windows 95/
NT, NetWare

ORACLE_HOME\NET80\ADMIN

Legal Values Any valid directory

Operating System and 
Usage

NetWare

Default for NetWare ORACLE_HOME\NET80

Legal Values Any directory
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Configuration File Content

This appendix describes following:

■ Understanding the TNSNAMES.ORA File

■ Understanding the SQLNET.ORA File

■ Understanding the LISTENER.ORA File

■ Understanding the CMAN.ORA File
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Understanding the TNSNAMES.ORA File
The TNSNAMES.ORA file is used by clients and distributed database servers to 
identify potential server destinations.

This example is a sample TNSNAMES.ORA file:

################

# Filename......: tnsnames.ora

# Name..........: LOCAL_REGION.world

# Date..........: 04-DEC-96 13:50:40

################

<service_name>.world = <---world is the domain name 
  (DESCRIPTION =    

    (ADDRESS_LIST =  

          (ADDRESS =  <---listener address section  
                 (PROTOCOL = SPX)    

                 (SERVICE = <server_name>_LSNR) <---SPX Listener service name
          )    

    )    

    (CONNECT_DATA =    

      (SID = <SID>))  <---database SID; ORCL for starter database
    )   

  )    

Note: The Oracle Net8 Assistant and Net8 Easy Config create 
TNSNAMES.ORA in ORACLE_HOME\NET80\ADMIN on the clients. You 
can use Easy Config on NetWare servers to modify TNSNAMES.ORA. 

 TNSNAMES.ORA must be manually copied to the server for server-to-
server connections.

Connect Descriptor
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TNSNAMES.ORA is comprised of two parts:

■ Specifying Service Names (or database aliases)

■ Specifying Connect Descriptors

These elements are described in the following sections. 

Specifying Connect Descriptors
Every service requires a connect descriptor. For a database, a connect descriptor 
describes the location of the network listener and the system ID (SID) of the 
database to which to connect. For a Connection Manager, a connect descriptor 
describes the location of the Connection Manager, the location of the network 
listener, and the system ID (SID) of the database to which to connect. Connect 
descriptors are stored in the TNSNAMES.ORA client configuration file. The 
TNSNAMES.ORA file is installed in the Oracle8 home directory under 
ORACLE_HOME\NET80\ADMIN. Database connect descriptors typically consist 
of two sections: 

■ ADDRESS 

■ CONNECT_DATA SID keyword

ADDRESS
The application address is the information required to reach the application within 
a given protocol environment. It includes the 

■ protocol it uses

■ protocol-specific parameters

Oracle Net8 Assistant automatically provides the correct protocol specific 
parameters for common protocols, but you must provide the appropriate values. 
For information about the parameter values of a given protocol, see the section 
“Configuring TNSNAMES.ORA for Oracle Protocol Adapters” in this chapter.

Note: If you specify a TCP/IP address prefixed with a 0, it is assumed to 
be an octal number, not a decimal number. For example, 39.223.72.44 is a 
decimal number, but 039.223.72.44 is an octal number. 
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CONNECT_DATA SID Keyword
Net8 uses the CONNECT_DATA keyword to denote the SID of the remote database. 
When Net8 on the server side receives the connection request, TNS passes the 
CONNECT_DATA contents to the network listener, which identifies the desired 
database.

For Net8 use, sample CONNECT_DATA contents can look like: 

(CONNECT_DATA = 

   (SID = ORCL)

Connect Descriptor Syntax
Below is the connect descriptor syntax of the TNSNAMES.ORA file.

<service_name>.world =   

  (DESCRIPTION =    

    (ADDRESS_LIST =    

        (ADDRESS =    

                  (protocol adapter information)    

        )    

    )    

    (CONNECT_DATA =    

      (SID = SID)

    )   

  )    

See “Configuring TNSNAMES.ORA for Oracle Protocol Adapters” in this appendix 
for a description of the keywords.

Parameter Description

CONNECT_DATA Indicates that application-specific data is supplied 
at connect time.

SID Specifies the SID of the database server. You must 
specify the SID in the CONNECT_DATA section of 
the connect descriptor
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Specifying Service Names
All connect descriptors are assigned service names (or database aliases) in the 
TNSNAMES.ORA file. The user specifies the service name—a single word rather 
than the lengthier connect descriptor—to identify the service to which to connect. 
The TNSNAMES.ORA file consists of a series of service names mapped to TNS 
connect descriptors.

If you are using Oracle Names Server, the service name for a database must be 
exactly the same as the global database name defined by the system administrator. 
Net8 limits the total length of a global database name to 64 characters. Of these, up 
to eight are the DB_NAME as defined by the database administrator, and the 
remainder show the service’s place in the domain hierarchy (DB_DOMAIN). The name 
part of the service name can be longer than eight characters only if the DBA changes 
the name of the database with a RENAME GLOBAL_NAME parameter. The total global 
database name, or service name, must remain at or below 64 characters. 

Alternate service names can be assigned to a database service through the 
TNSNAMES.ORA file. The alternate service names can be names you choose 
because you find them convenient and easy to remember. For example, if a database 
is used by two different divisions of a company, Human Resources and Finance, 
you can map two different service name aliases, hr and finance to the database. The 
TNSNAMES.ORA file has three separate entries: 

■ service name that is the same as the global database name 

■ two aliases, mapped to the same connect descriptor

Note: Although you can have multiple aliases for the same 
database service, you cannot have multiple listeners for the same 
database service. 
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Configuring TNSNAMES.ORA for Oracle Protocol Adapters
This section describes the address format used in a client’s TNSNAMES.ORA file 
for the following Oracle Protocol Adapters:

■ SPX Protocol Adapter

■ TCP/IP Protocol Adapter

■ IPC Protocol Adapter

■ AppleTalk Protocol Adapter

■ LU6.2 Protocol Adapter

TNSNAMES.ORA defines the location of Oracle8 Server machines to which a client 
can connect. 

The table below describes the parameters used by the Oracle Protocol Adapters. 
Refer to this table for definitions as you review the syntax examples provided 
throughout this section.

Oracle Protocol 
Adapter Parameter Description

All PROTOCOL Indicates the type of network on which 
the TNS-based application resides. 

All SID Identifies the Oracle system ID of the 
database server to which to connect. The 
TNSNAMES.ORA file uses the same SID 
defined in the server’s LISTENER.ORA file.

All GLOBAL_DBNAME Specifies the name of the database 
instance. This value is globally unique.

SPX SERVICE Defines the SPX listener name, which is 
usually <NetWare_server_name>_LSNR. 
(Mandatory for server and client.) Speak 
to your network administrator to learn the 
service names of TNS-based applications 
on your network.

TCP/IP HOST and PORT Identifies the server and its listener port 
number for TNS-based application on the 
network. Ask your network administrator 
to learn the host names and port numbers 
of TNS-based applications on your TCP/
IP network.
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IPC KEY Defines the name of the TNS-based 
application on the machine for local client 
connections. For NetWare, this is usually 
<NetWare_server_name>_LSNR.

AppleTalk SERVICE Defines the name for the TNS-based 
application on the network.

AppleTalk ZONE Defines a logical group of devices that 
enables users to locate and access network 
services.

LU6.2 LU_NAME Identifies the Oracle8 Server; must be a 
fully qualified name.

LU6.2 LLU or LOCAL_LU Identifies the local LU alias. This 
parameter cannot be used with 
LLU_NAME.

LU6.2 LLU_NAME or 
LOCAL_LU_NAME

Specifies the local LU name; must be a 
fully qualified name. This parameter 
cannot be used with LLU.

LU6.2 MODE or MDN Identifies the log mode entry of the LU6.2 
session; the value is typically ORAPLU62.

LU6.2 PLU or 
PARTNER_LU_NAME

Identifies the Oracle8 Server; must be a 
fully qualified name.This parameter 
cannot be used with PLU_LA.

LU6.2 PLU_LA or 
PARTNER_LU_LOCA
L_ALIAS

Identifies the partner LU alias of the 
Oracle7 Server. This parameter cannot be 
used with PLU.

LU6.2 TP_NAME or TPN Identifies the transaction program name 
of the host machine. This parameter is not 
required for a connection to an MVS host.

Oracle Protocol 
Adapter Parameter Description
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Specifying SPX Addresses
When using the Oracle SPX Protocol Adapter, specify the address as follows: 

        (ADDRESS =    

          (PROTOCOL = SPX)    

          (SERVICE = tns_application)  

        ) 

Net8 Example on a SPX/IPX Network
The entry below is taken from a client machine that connects to a single Oracle8 
Server named GREEN on an SPX/IPX network. 

GREEN.world =   

  (DESCRIPTION =    

    (ADDRESS_LIST =    

        (ADDRESS =    

          (PROTOCOL = SPX)    

          (SERVICE = GREEN_LSNR)   

        )    

    )    

    (CONNECT_DATA =    

      (SID = ORCL)  

    )   

  )    
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Specifying TCP/IP Addresses
When using the Oracle TCP/IP Protocol Adapter, specify the address of a TNS-
based application in the following format: 

        (ADDRESS =    

          (PROTOCOL = TCP)    

          (HOST = server_name)   

          (PORT = port_number) 

         )

Net8 Example on a TCP/IP Network
The entry below is taken from a client machine that connects to a single Oracle8 
Server named GREENWOOD on a TCP/IP network.  

GREEN.world =   

  (DESCRIPTION =    

    (ADDRESS_LIST =    

        (ADDRESS =    

          (PROTOCOL = TCP)    

          (HOST = GREENWOOD) 

          (PORT = 1521)   

        )    

    )    

    (CONNECT_DATA =    

      (SID = ORCL)  

    )   

  )    
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Understanding the SQLNET.ORA File
The SQLNET.ORA file is used by all clients and the server on the network.The 
SQLNET.ORA file contains information about Oracle Names such as the default 
domain for service names stored in Oracle Names, and list of preferred Names 
Servers. It may also contain optional logging and tracing, and security parameters.

Note: The SQLNET.ORA file is automatically installed on the server at 
ORACLE_HOME\NET80\ADMIN. Network configuration tools generate it on the 
clients at ORACLE_HOME\NET80\ADMIN. 

A sample file is shown below:

################

# Filename......: sqlnet.ora

# Name..........: SPX.world

# Date..........: 04-DEC-96 13:50:40

################

AUTOMATIC_IPC = OFF         

TRACE_LEVEL_CLIENT = OFF <---set this to 16 if tracing is required   
sqlnet.authentication_services=(NDS)

names.directory_path = (TNSNAMES,NOVELL)

names.default_domain = world     

name.default_zone = world  

This section covers the following SQLNET.ORA configuration parameters issues:

■ Specifying Dead Connection Detection

■ Using Logging and Tracing Parameters

■ Understanding Default Domains

■ Understanding Client Parameters for Use with Oracle Names Server

■ Understanding the IPC Parameter

Note: Many of these SQLNET.ORA parameters must be manually 
added.
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Specifying Dead Connection Detection
The optional server parameter, SQLNET.EXPIRE_TIME, determines how often the 
listener sends a probe to verify that a client-server connection is still active. If a 
client is abnormally terminated, a connection remains open indefinitely unless 
identified and closed by the system. If you specify this parameter, the server sends a 
probe periodically to determine whether there is an invalid connection to terminate. 
If it finds a dead connection, or a connection no longer in use, it returns an error, 
causing the server process to exit. This parameter must be set in the SQLNET.ORA 
file on the server.

When specifying this parameter, enter the time, in minutes, between probes for a 
dead connection. The range of possible values is from one to a very large number. 
However, a value of approximately 10 is recommended. If no value is entered in this 
field, the broken connections remain indefinitely.

Note: The time set in this parameter is not necessarily the amount of time a dead 
connection will remain. This parameter sets the time between probes for dead 
connections. Depending on the underlying protocol, shutting down a dead process 
can take longer.

Dead connection detection has costs associated with it:

■ Additional network traffic is generated to probe for dead connections. A probe 
packet is very small, but one is sent on each connection at the interval specified 
in the SQLNET.EXPIRE_TIME parameter in the SQLNET.ORA file. 

■ When dead connection detection is enabled, the Oracle8 Server needs to do 
additional processing to distinguish the connection probing event from other 
events. You can test the performance of your application with and without the 
dead connection detection feature enabled.

■ For some protocols, the generic Net8 dead connection detection feature is no 
better than the native mechanism available in the underlying transport proto-
col. In that case, it is not necessary to enable it. 

In short, evaluate carefully whether you benefit from enabling the dead connection 
detection feature. Turn it on only if necessary.
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Using Logging and Tracing Parameters
The following logging and tracing parameters are automatically added to the 
SQLNET.ORA file. 

Parameter Description

LOG_FILE_CLIENT Sets the name of the log file for the client.

LOG_DIRECTORY_CLIENT Establishes the destination directory for log files by 
the client.

TRACE_LEVEL_CLIENT Indicates the level of detail the trace facility records. 
The trace level value can either be a value within the 
range of 0 to 16 (where 0 is no tracing and 16 
represents the maximum amount of tracing) or a 
value of OFF, ADMIN, USER or SUPPORT. OFF 
(equivalent to 0) provides no tracing; USER 
(equivalent to 4) traces to identify user-induced error 
conditions; ADMIN (equivalent to 6) traces to 
identify installation-specific problems; and, 
SUPPORT (equivalent to 16) provides trace 
information for troubleshooting information for 
support.

TRACE_FILE_CLIENT Establishes the name of the file to which trace 
information is written for client applications.

TRACE_DIRECTORY_CLIENT Sets the directory where the trace file is placed.

TRACE_LEVEL_SERVER Indicates the level of detail the trace facility records. 
The trace level value can either be a value within the 
range of 0 to 16 (where 0 is no tracing and 16 
represents the maximum amount of tracing) or a 
value of OFF, ADMIN, USER or SUPPORT. OFF 
(equivalent to 0) provides no tracing; USER 
(equivalent to 4) traces to identify user-induced error 
conditions; ADMIN (equivalent to 6) traces to 
identify installation-specific problems; and, 
SUPPORT (equivalent to 16) provides trace 
information for troubleshooting information for 
support.

TRACE_FILE_SERVER Establishes the name of the file to which trace 
information is written for server processes.

TRACE_DIRECTORY_SERVER Sets the directory where the trace file is placed.
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All errors that occur in Net8 are written to log files, while detailed sequence of 
events as they happen are written to trace files. Trace files provide more information 
than log files.

You can also manually add the following optional tracing parameters for the 
TNSPING utility to Net8. TNSPING determines whether or not a service (such as 
database, Oracle Names Server, or other TNS services) on a Net8 network can be 
successfully reached. 

■ TNSPING.TRACE_LEVEL

■ TNSPING.TRACE_DIRECTORY 

Note: Log and trace file names have a maximum limit of eight 
characters.

Additional Information: See the Net8 Administrator’s Guide for a 
complete listing of all SQLNET.ORA parameters.

Additional Information: See the Net8 Administrator’s Guide for 
more information about the logging and tracing parameters in 
SQLNET.ORA.
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Understanding Default Domains
The NAMES.DEFAULT_DOMAIN parameter indicates the domain from which the 
client most often requests names. When this parameter is set, the domain name will 
automatically append to the service name.

Understanding Client Parameters for Use with Oracle Names Server 
If you use Oracle Names Server without the Dynamic Discovery Option, another 
parameter, NAMES.PREFERRED_SERVERS, is required. This parameter includes 
one or more addresses of the Names servers in the order the client prefers to use. 

Understanding the IPC Parameter
If the interprocess communication parameter (IPC) AUTOMATIC_IPC is set, Net8 
first attempts to connect to the database using the service name (or database alias) 
as the IPC key. Only if the connection fails, the service name is resolved using the 
name resolution mechanism defined in the SQLNET.ORA configuration file.

Additional Information: See Net8 Administrator’s Guide.
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Understanding the LISTENER.ORA File
The LISTENER.ORA file is the configuration file for the listener. It resides on the 
server and defines:

■ the listener address

■ the SID and/or the global database name of the database for which it listens

■ parameters that influence the listener’s behavior, including tracing and logging.

A sample LISTENER.ORA file is shown below:

###########    

# FILENAME: listener.ora    

# NAME....: Sever name 

# Date..........: 04-DEC-96 13:50:40

###########    

LISTENER =   

  (ADDRESS_LIST =   

        (ADDRESS=   

          (PROTOCOL=IPC) <---IPC is the internal protocol         
          (KEY= <server>_LSNR) 

        )                              

          (ADDRESS =   

            (PROTOCOL = SPX)   

            (SERVICE = <server>_LSNR)     

        )   

  )   

STARTUP_WAIT_TIME_LISTENER = 0

CONNECT_TIMEOUT_LISTENER = 10        

TRACE_LEVEL_LISTENER = OFF

SID_LIST_LISTENER =    

  (SID_LIST =    

    (SID_DESC =    

       (SID_NAME = ORCL)     

     )   

Note: The LISTENER.ORA file is automatically installed on the 
server at ORACLE_HOME\NET80\ADMIN.
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        (SID_DESC =

           (SID_NAME = extproc)

           (program=extp80) 

        )  

      )

#EZCFG_VER=1.1.0.0.0

This section covers the following LISTENER.ORA configuration issues:

■ Defining the Listener Name

■ Defining the Listener Address

■ Describing the Databases on the Listener

■ Defining Listener Prespawned Dedicated Server Processes

■ Using Control Parameters

Defining the Listener Name
You can create connections to multiple databases in two ways, using one or multiple 
network listeners: (1) you specifically configure one network listener to multiple 
databases; (2) you configure multiple network listeners, each for a specific database. 
All the listeners on a single machine share one LISTENER.ORA file.

The listener name can be any easy-to-use name.The default listener name is 
LISTENER, which is the recommended name in a standard installation that requires 
only one listener on a machine. The listener name must be unique on the machine 
running Oracle8. If you have more than one listener on a machine, each requires a 
unique name. The MY node, for example, might have three listeners with the 
names:

■ LSNR1_MY

■ LSNR2_MY

■ LSNR8_MY

Note: NetWare listener names should be 8 characters or less to 
accommodate log file names, which must be an 8-dot-3 name. 
Otherwise the listener will fail to start up.
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Defining the Listener Address
The listener usually listens both for internal connection requests and for connection 
requests from across the network.

IPC Addresses for the Listener
The listener queries for interprocess calls (IPC) and for calls from other nodes. IPC 
addresses must be included in the LISTENER.ORA file, if you are using the 
AUTOMATIC_IPC option.

The IPC address format, which is the same across platforms, is as follows:

(ADDRESS

   (PROTOCOL=IPC) 

   (KEY=string)

)

An IPC address is created by default, with its key value set to server_LSNR. 

Describing the Databases on the Listener 
The LISTENER.ORA file describes the database SIDs for which the listener queries. 
These are the same SIDs listed in the client’s TNSNAMES.ORA file. It is made up of 
keyword-value pairs.

SID_LIST_listener_name=

   (SID_LIST =

      (SID_DESC =

         (SID_NAME = SID)

      )

   )

The SID is the Oracle SID of the database server.
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Defining Listener Prespawned Dedicated Server Processes
This release does not support Prespawned Dedicated Server Processes by the 
listener. Do not include the following parameters in each SID_DESC of the 
LISTENER.ORA file:

■ PRESPAWN_MAX

■ PROTOCOL

■ POOL_SIZE

■ TIMEOUT

Using Control Parameters
The following parameters control the behavior of the listener:

Parameter Description

LOG_FILE_<listener_name> Sets the name of the log file for the listener.

LOG_DIRECTORY_<listener_name> Establishes the destination directory for the log file that is 
automatically generated for listener events.

PASSWORDS<listener_name> Allows one or more passwords. If this optional parameter 
specifies with one or more passwords, then the use of one of 
these passwords is required to perform DBA tasks against the 
listener using the Listener Control Utility.

STARTUP_WAITTIME_<listener_name> Sets the number of seconds that the listener sleeps before 
responding to the first listener control status command.

TRACE_LEVEL_<listener_name> Indicates the level of detail the trace facility records. The trace 
level value can either be a value within the range of 0 to 16 
(where 0 is no tracing and 16 represents the maximum amount 
of tracing) or a value of OFF, ADMIN, USER, or SUPPORT. 
OFF (equivalent to 0) provides no tracing; USER (equivalent to 
4) traces to identify user-induced error conditions; ADMIN 
(equivalent to 6) traces to identify installation-specific 
problems; and, SUPPORT (equivalent to 16) provides trace 
information for troubleshooting information for support.

TRACE_FILE__<listener_name> Establishes the name of the file to which trace information is 
written.

TRACE_DIRECTORY__<listener_name> Sets the directory where the trace file is placed.
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Using the Dynamic Discovery Option
Clients do not need a TNSNAMES.ORA file if the Oracle Names Server is used. If 
ONAMES is included in the parameter NAMES_DIRECTORY_PATH in the 
SQLNET.ORA file, the client uses DDO to resolve the name. A Net8 server requires 
the following entries in the LISTENER.ORA file for a listener to register itself as a 
service to a well known name server:

SID_LIST_listener_name=

   (SID_LIST =

      (SID_DESC =

         (SID_NAME = ORCL)

         (GLOBAL_DBNAME = ORCL.world)

       )

    )

  USE_PLUG_AND_PLAY_listener_name=ON

where listener_name is the name of the listener. LISTENER is the name of the default 
listener.

Note: Log and trace file names have a maximum limit of eight 
characters.

Additional Information: See the Net8 Administrator’s Guide for a 
complete listing of all LISTENER.ORA parameters.

Parameter Description

GLOBAL_DBNAME Specifies the name of the database instance. It must be 
globally unique.

USE_PLUG_AND_PLAY Instructs the listener to find and register with a well-know 
Oracle Names Server.

Additional Information: See the Net8 Administrator’s Guide to learn 
more about planning, configuring, running and managing Oracle 
Names Server.
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Using the Host Name Adapter
Clients do not need a TNSNAMES.ORA file if the host naming adapter is used. A 
Net8 Server requires the following entry in the LISTENER.ORA file to use host 
naming names resolution:

SID_LIST_listener_name=

   (SID_LIST =

      (SID_DESC =

         (SID_NAME = ORCL)

         (GLOBAL_DBNAME = hostname)

       )

    )

where 

■ listener_name is the name of the listener. LISTENER is the name of the default 
listener.

■ hostname is the TCP/IP host name of the server machine. For NetWare, this is 
the SYS:\ETC\HOSTS file.
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Understanding the CMAN.ORA File
The CMAN.ORA file is the configuration file for the Connection Manager on the 
server. This section discusses how to enable these features of the Connection

Note: The CMAN.ORA file must be manually created on the server in 
ORACLE_HOME\NET80\ADMIN.

A sample CMAN.ORA file is shown:

#

# Connection Manager config file

# cman.ora 

#

#

# cman’s listening addresses

#

cman = (ADDRESS_LIST =  

        (ADDRESS =    

          (PROTOCOL = TCP)    

          (HOST = <server _name>) <---or, use IP address of server where CMAN resides
          (PORT = 1610)

        )      

        (ADDRESS =    

          (PROTOCOL = TCP)    

          (HOST = <server _name>) 

          (PORT = 1620) 

        )    

#

# cman’s configurable params

#

#         MAXIMUM_RELAYS               defaults to 8

#         LOG_LEVEL                    defaults to 0

#         TRACING                      defaults to no

#         RELAY_STATISTICS             defaults to no

#         SHOW_TNS_INFO                defaults to no

#         USE_ASYNC_CALL (for nscall/nsanswer/nsaccept calls)

#                                      defaults to yes

#         AUTHENTICATION_LEVEL         defaults to 0

#         MAXIMUM_CONNECT_DATA         defaults to 1024
                                                          B-21



Understanding the CMAN.ORA File
#         ANSWER_TIMEOUT               defaults to 0

#

cman_profile = (parameter_list=

                   (MAXIMUM_RELAYS=1024)

                   (LOG_LEVEL=1)

                   (TRACING=yes)

                   (RELAY_STATISTICS=yes)

                   (SHOW_TNS_INFO=yes)

                   (USE_ASYNC_CALL=yes)

                   (AUTHENTICATION_LEVEL=0)

               )

#

#==========================================================================

# cman is used as a TCP fire wall proxy IF AND ONLY IF "cman_rules" exists

#==========================================================================

#

#CMAN_RULES = (RULES_LIST=

#         (RULE=(SRC=hostname)(DST=hostname)(SRV=hostname)(ACT=ACCEPT))

#             )

The next section discusses:

■ Defining the Connection Manager Listening Addresses

■ Defining the Connection Manager Profile Parameters

■ Access Control Rules

■ Hand Configuring Clients to Use Connection Manager

■ Defining for Multiple Protocol Interchange (MPI)

■ Defining for Multiplexing

Note: USE_ASYNC_CALL can only be enabled in systems with 
WINSOCK2 support.
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Defining the Connection Manager Listening Addresses
The listening address is a combination of the service name and address. The format 
of the address is similar to the listening addresses in the LISTENER.ORA file, except 
for the exclusion of the CONNECT_DATA segment.

These addresses are defined in the following format:

cman =(ADDRESS_LIST =    

        (ADDRESS =    

            (protocol adapter information)    

        )    

       )

Defining the Connection Manager Profile Parameters

Access Control Rules
In order to have access control on your database server, you need to specify whom 
to accept or reject in the RULES configuration parameter. The rules specification 
involves these elements:

■ source hostname(s) for designated incoming clients

■ designated hostname(s) for designated servers

■ the destination database — SID

■ whether to accept or reject if the session request matches the first three rules

You can specify several rules for a single access control to fine tune whom accesses 
your database server.

CMAN_RULES = (RULES_LIST=

         (RULE=(SRC=hostname)(DST=hostname)(SRV=SID)(ACT=ACCEPT))

             )

Additional Information: See Net8 Administrator’s Guide for a 
complete descriptions of all CMAN.ORA parameters.
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Hand Configuring Clients to Use Connection Manager
A source route address is registered automatically from every client to every 
server’s listening address through a Connection Manager. However, there may be a 
situation where you need to go through two Connection Managers to get the client 
request to the server. In this scenario, you would configure your own source route 
address in the client TNSNAMES.ORA file as follows:

################

# Filename......: tnsnames.ora

# Name..........: LOCAL_REGION.world

# Date..........: 04-DEC-96 13:50:40

################

<service_name>.world = <---world is the domain name 

  (DESCRIPTION =    

    (ADDRESS_LIST =  

        (ADDRESS = <---Connection Manager listening address

          (PROTOCOL = TCP)    

          (HOST = <server _name>) <---or, use IP address of server where CMAN resides
          (PORT = 1610) <---must match port in CMAN.ORA file

        )      

        (ADDRESS =  <---listener address  
          (PROTOCOL = TCP)    

          (HOST = <server _name>) <---or, use IP address of NetWare server
          (PORT = 1521) <---must match port in LISTENER.ORA file
        )    

    )    

    (CONNECT_DATA =    

      (SID = <SID>))  <---database name; ORCL for starter database

      (SOURCE_ROUTE=yes)

    )   

  ) 
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where:   

Defining for Multiple Protocol Interchange (MPI)
You can enable MPI support in two different ways:

■ locally (TNSNAMES.ORA)

An example of the entry in the TNSNAMES.ORA file appears as:

db1=(DESCRIPTION=

    (ADDRESS_LIST=

       (ADDRESS=(protocol=spx) (SERVICE=orasrvc1)

       (ADDRESS=(portocol=tcp) (host=dsteifel-pc3) (port=1610))

       (CONNECT_DATA=(SID=db1))

       (SOURCE_ROUTE=yes)

   )

   )

■ centrally (Oracle Names Server)

In an Oracle Names environment, MPI is enabled by default. No further 
configuration is necessary to use MPI.

MPI can be used in a dedicated or dispatched (MTS) server process environment. 

 Defining for Multiplexing
In a MTS environment, Oracle Connection Manager enables you to multiplex all 
incoming client requests using the same service name to a single dispatcher over a 
single transport connection. For example:

Parameter Description

CONNECT_DATA Indicates that application-specific data is supplied 
at connect time.

SID Specifies the SID of the database server. You must 
specify the SID in the CONNECT_DATA section of 
the connect descriptor

SOURCE_ROUTE Creates a source route of addresses through all 
Connection Managers to the destination address.  
This parameter must be manually added.

See “Understanding the CMAN.ORA File” in this 
appendix for more information.
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db1=(DESCRIPTION=

    (ADDRESS_LIST=

       (ADDRESS=(protocol=tcp) (host=tmarc-pc3) (port=1600))

       (ADDRESS=(portocol=tcp) (host=dsteifel-pc3) (port=1521)       
(CONNECT_DATA=(SID=db1))

       (SOURCE_ROUTE=yes)

     )

     )

Connection Manager multiplexes requests based on the server address information 
returned from the listener to which the client connects.

Additional Information: See:

• Oracle8 Server Concepts Guide for a description of the MTS

• Oracle8 Server Reference Guide for a discussion of the parame-
ters in the INITSID.ORA configuration file
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Troubleshooting

This appendix describes how to resolve problems that may arise when you use Net8 
products. 

Specific topics discussed are:

■ Diagnosing Net8

■ Net8 Logging and Tracing

■ Resolving Common Error Messages

■ Resolving Oracle Names Server Problems

■ Resolving Improper Configuration of External Procedures

■ Net8 Troubleshooting Hints and Tips from the Field

■ Contacting Oracle Worldwide Customer Support
ting C-1



Diagnosing Net8
Diagnosing Net8
If you have just completed installing and configuring your Net8 product and an 
attempt to make a basic peer-to-peer (single protocol/single community network) 
connection returns an ORA ERROR, this section may help you diagnose the cause 
of the problem. Any underlying fault, noticeable or not, is reported by Net8 with an 
error number or message that is not always indicative of the actual problem.

This section helps you determine which parts of Net8 do function properly rather 
than the parts that do not work. This section helps you determine if the problem is:

■ Oracle software

■ other network layers

■ operating system layer

A problem can be identified if you progressively test various network layers.

For more information on specific error messages or technical bulletins on errors 
received when performing these diagnostics test, please check the following 
resources available to you: 

■ Bulletins through the GSX Problem/Solution Database Oracle Metalink Web 
Site at http://support.oracle.com. If this is your first visit: 

1. Click “registration page” and complete the registration form.

2. Back at http://support.oracle.com, select the Java or non-Java version of Met-
aLink.

3. Enter your user name and password.

4. Enter relevant search terms in the text box at the top of the page.

5. Click SUBMIT, or use the ADVANCED button for search tips.

■ Oracle Net8 Administrator’s Guide

■ Oracle Worldwide Customer Support 
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Understanding Proper Net8 Installation
Net8 is Oracle Corporation’s remote data access software. It enables both 
client-server and server-server communication (with applications residing on 
different machines communicating as peer applications) across any network. 

The architecture of TNS is comprised of two software components that need to be 
installed on both the server and all the client machines:   

■ Net8 Client or Server version

■ Protocol Specific Adapter (If you are using TCP/IP, install the Oracle TCP/IP 
Adapter, etc.) 

Server Diagnostics

Answer the questions below:

■ Is any other system (workstations/servers) able to connect to the server using 
Net8?

■ Have server, database, or network listener configuration remained the same for 
some time?

If you answer yes to any of the above questions/statements, skip this section and 
continue to “Client Diagnostics” in this appendix. If you are not sure or answered 
no to any of the above questions, please continue. 

Note: A supported third party network transport layer must be 
also installed and tested. 

Note: You may need assistance from the server administrator to 
follow the instructions in this section.
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Diagnosing Net8 on the server involves:

■ Step 1: Verify the Database Is Running

■ Step 2: Perform a Loopback Test

Step 1: Verify the Database Is Running
To check that the database is up:

Log on to the database using SQL*Plus or Server Manager and connect with a valid 
username/password. For example:   

:LOAD PLUS80 SYSTEM/MANAGER 

A message appears, confirming that you are connected with the database. If you 
receive the following errors, ask your Database Administrator to assist you:

■ ORA-1017: invalid U/P

■ ORA-1034: Oracle not available

Step 2: Perform a Loopback Test
To perform a loopback test:

1. Check that the LISTENER.ORA, TNSNAMES.ORA, and SQLNET.ORA files 
exist in the  VOL:\%ORACLE_HOME%\NET80\ADMIN folder on your server.

2. Follow the instructions in “Testing Network Connectivity” in Chapter 5, 
"Testing and Establishing Connections" to perform a loopback test.

If the loopback test continues to fail, continue to Step 3. 

If the loopback test passes, skip to "Client Diagnostics" in this appendix.

3. Check the Problem/Solution Database Web Site at http://support.oracle.com for 
more specific information on the error received or contact Oracle Worldwide 
Support. 
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Client Diagnostics
At this point, you know the Net8 server side network listener is functioning 
properly, because you were able to answer Yes to any of the following statements: 

■ I verified a loopback test on the server, and the connection worked. 

■ I have other machines (servers, workstation) connecting to this same Oracle8 
Server using Net8. 

■ Connections from this workstation worked previous to making changes on this 
machine (for example, installed new products or modified the network 
configuration).

To perform diagnostics on the client:

1. Check that you have installed the appropriate Oracle Protocol Adapter.

2. Check base connectivity for underlying network transport. You may need the 
assistance of  the network administrator. 

Net8 technology depends upon the underlying network for a successful 
connection.     

3. Ensure all Net8 software has been installed by following the instructions in 
“Understanding Proper Net8 Installation” in this chapter to ensure both the 
Net8 Client and the appropriate Oracle Protocol Adapter are installed. 

4. Ensure the client machine has the TNSNAMES.ORA and the SQLNET.ORA 
files in the %ORACLE_HOME%\NET80\ADMIN directory. 

The search order for SQLNET.ORA and TNSNAMES.ORA is as follows:

■ current working directory from where an application is executed

Protocol Verify that you can...

TCP/IP Use file transfer or terminal emulation utilities (FTP, TELNET, 
and PING) from the workstation to the server where the 
network listener and database reside. 

IPXSPX Perform a NetWare login to the machine that the database is 
running on. Ensure you can map drives or use other Novell 
services such as Print Servers and File Servers on the 
Network. Check that the network listener service is 
broadcasting by doing a DISPLAY SERVERS from the Novell 
Server console or from any Novell File Server on the IPX/SPX 
network.
                                                                    Troubleshooting C-5



Diagnosing Net8
■ TNS_ADMIN environment variable

■ TNS_ADMIN parameter in the registry if the TNS_ADMIN environment 
variable is not defined

■ %ORACLE_HOME%\NETWORK\ADMIN if TNS_ADMIN is not defined

If you have any other working client machines connecting to your selected 
Oracle8 database using Net8, back up your existing files and copy both the 
working TNSNAMES.ORA and SQLNET.ORA files from the working machine 
onto the non-working client workstations. This eliminates the possibility of 
errors in the files.

5. Test the Net8 layer with SQL*Plus or Server Manager, as described in “Testing 
Network Connectivity” in Chapter 5, "Testing and Establishing Connections"

It is advised not to use TNSPNG80. TNSPNG80 works just like the TCP/IP 
PING utility. A socket is never created and open. The TNSPNG80 never 
connects with the network listener. It just ensures network listener is present at 
the server side.

6. If the connection still fails:

■ Use tracing as described in the next section, "Net8 Logging and Tracing", in 
this appendix.

■ Check the Problem/Solution Database Web Site at http://support.oracle.com 
for a specific diagnostics bulletin on the error received.

■ Contact Oracle Worldwide Support. 
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Net8 Logging and Tracing
Both log and trace files are available for you to use in troubleshooting your network 
problems. 

This section covers:

■ Logging

■ Tracing

■ Tracing for a Oracle Names Server

■ Oracle Trace for Net8

■ Trace Assistant

For server and network listener, log files are by default located in %ORACLE_
HOME%\NET80\LOG and trace files are by default located in %ORACLE_
HOME%\NET80\TRACE. For client, log and trace files are by default located in the 
current working directory.

Logging
All errors encountered in Oracle network products are appended to a log file for 
evaluation by a network or database administrator. The log file provides additional 
information for an administrator when the error message on the screen is 
inadequate to understand the failure. The log file, by way of the error stack, shows 
the state of the software at various layers.

The default log file names are:

■ Client or Server — SQLNET.LOG

■ Listener — LISTENER.LOG (if you are using the default network listener name 
LISTENER) or LISTENER.LOG (if the network listener name is not LISTENER)

Tracing
Tracing can be used to examine and diagnose application connections across the 
network. The trace facility allows a network or database administrator to obtain 
more information on the internal operations of the components of an Oracle 
application network than is provided in a log file. Tracing an operation produces a 
detailed sequence of statements that describe the events as they are executed. All 
trace output is directed to trace output files that can be evaluated to identify the 
event that led to an error.

Default trace file names are:
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■ Client — SQLNET.TRC 

■ Server — SERVER.TRC 

■ Listener—LISTENER.TRC (if you are using the default network listener name 
LISTENER)

■ Oracle Names Server—NAMES.TRC 

The Difference Between Logging and Tracing
Logging is used to log important events for Oracle components. For example, the 
network listener log file logs version number, protocols it is listening for, connection 
establishments, errors, and so on. However, tracing describes all software events as 
they occur; that is, even when an error is not occurring. Information is posted into 
the trace file to show what is happening in the software. Thus, tracing provides 
additional information about events whether or not there is an error. 

Tracing and logging parameters are added to the SQLNET.ORA and 
LISTENER.ORA files. These parameters are described in “Understanding the 
SQLNET.ORA File” and  in “Understanding the LISTENER.ORA File” in 
Appendix B, "Configuration File Content"

Additional Information: For more specific details about SQL*Net 
logging and tracing, see Chapter 10, “Troubleshooting Net8”, of the 
Oracle Net8 Administrator’s Guide.
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Tracing for a Oracle Names Server
In some situations, it may be necessary to set tracing on for the Oracle Names 
Server. Tracing is set on by adding the parameter NAMES.TRACE_LEVEL = 16 in 
the NAMES.ORA file on the server (this file is located in %ORACLE_
HOME%\NET80\ADMIN). 

The next time the Names Server is started, a trace file named NAMES.TRC is 
created in directory %ORACLE_HOME%\NET80\TRACE. 

If a client connection is not properly established, client tracing can give more 
information. Client tracing is set by adding the TRACE_LEVEL_CLIENT = 16 
parameter to the SQLNET.ORA file.

Oracle Trace for Net8
Oracle Trace allows your trace information to be managed through an Oracle 
Enterprise Manager console in an Oracle Trace repository.

Oracle Trace is a general-purpose data collection product that is part of the Oracle 
Enterprise Manager systems management product family. Oracle Trace allows 
Oracle products to collect data for a variety of uses, such as performance 
monitoring, diagnostics, and auditing. 

Trace Assistant
Use Trace Assistant to interpret your *.TRC files.   

This utility will help you diagnose and troubleshoot network problems by giving 
you a better understanding of: 

■ the source and destination of trace files 

■ the flow of packets between network nodes 

■ which component of Net8 is failing 

■ pertinent error codes 

Follow the instructions in section “10.4.3 Using the Trace Assistant to Examine Your 
Trace Files”, in the Oracle Net8 Administrator’s Guide to run the Trace Assistant.

Additional Information: See the Oracle Enterprise Manager Oracle 
Trace User's Guide for information about using Oracle Trace.
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Resolving Common Error Messages
The error messages most commonly experienced by Oracle networking product 
users are:

■ ORA-12154: TNS: Could not resolve service name

■ ORA-12203:TNS:unable to connect to destination

■ ORA-3113: end of file communication channel

■ ORA-3121: No interface driver connection - function not performed

If you are using the Oracle Names Server, go to "Resolving Oracle Names Server 
Problems" in this appendix.

ORA-12154: TNS: Could not resolve service name
Cause:  Net8 could not find the connect descriptor specified in the 
TNSNAMES.ORA file.   

Action:  After verifying that the database is turned on, check the following:    

1. Make sure the domain specified by the SERVICE_NAME.domain parameter 
in the TNSNAMES.ORA file matches the value for the NAMES.DEFAULT_
DOMAIN parameter in the SQLNET.ORA file.

2. Try setting the TNS_ADMIN parameter in the registry to the directory 
where the configuration files are stored. 

3. If connecting from a login dialog box, do not begin the field for the connect 
string with an @ sign. Only use the @ sign if specifying the connect string in 
command line mode: 

PLUS80 SCOTT/TIGER@SERVICE_NAME

4. Make sure you have a TNSNAMES.ORA file on the client if you are not 
using an Oracle Names Server.

5. Make sure your TNSNAMES.ORA file is the same on both the server and 
the client.  

6. Check for multiple copies of the TNSNAMES.ORA file. 

By default, TNSNAMES.ORA is located in %ORACLE_
HOME%\NET80\ADMIN.

7. In the TNSNAMES.ORA file, verify:
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■ The service name matches the one you are specifying in the connect 
string. 

■ There are no syntax errors, especially stray characters and mismatched 
parentheses.

8. Make sure that there are no duplicate copies of SQLNET.ORA.   

9. Turn on client tracing and re-execute the operation. 

The client trace file shows a secondary error code. To turn on client tracing, 
add or modify the variable TRACE_LEVEL_CLIENT in the %ORACLE_
HOME%\NET80\ADMIN\SQLNET.ORA file to TRACE_LEVEL_CLIENT 
= 16.

ORA-12203:TNS:unable to connect to destination
ORA-12203 error is a generic error that often shields secondary errors. For this 
reason, check the latest SQLNET.LOG file located in %ORACLE_
HOME%\NET80\LOG directory for secondary ORA messages. If after analyzing 
the log file you determine there are no secondary errors, determine if the problem 
may be caused by on the following scenarios:

Cause:  The incorrect Oracle Protocol Adapter for the selected networking 
protocol is installed. 

Action:  Ensure the correct DLL is installed by viewing the RGS file in the 
%ORACLE_HOME%\ORAINST directory:

A missing protocol adapter driver usually produces the following errors in 
the SQLNET.LOG or any client trace file: 

■ ORA-12203 

■ ORA-12538 

■ ORA-00508 

File Operating System

WIN95.RGS Windows 95

NT.RGS Windows NT
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Cause:  An invalid service name was supplied in the connect string. 

Action:   Verify that the service name supplied in your connect string exists in 
your TNSNAMES.ORA file and the ADDRESS information for that TNS service 
name is valid:

■  Is the HOST or SERVICE name correct? 

■  Is the PORT specified correct? 

Cause:  Net8 could not find the connect descriptor specified in the 
TNSNAMES.ORA file.   

Action:  After verifying that the database is running, check the following:    

1. Verify the Net8 network listener is running. Enter:

:LOAD LSNCTL80
LSNRCTL> STATUS LISTENER_NAME

where LISTENER_NAME is the name of the network listener defined in the 
LISTENER.ORA file. It is not necessary to identify the network listener if 
you are using the default network listener, named LISTENER.

If the output indicates the network listener is not running, try starting it 
with the command:

LSNRCTL> START LISTENER_NAME

2. Ensure the TNSNAMES.ORA file is in the correct location.

By default, TNSNAMES.ORA is located in %ORACLE_
HOME%\NET80\ADMIN.

Cause:  The destination system’s network listener is not listening. 

Action:  Verify that the remote system’s network listener is running. Enter:

:LOAD LSNCTL80
LSNRCTL> STATUS LISTENER_NAME

where LISTENER_NAME is the name of the network listener defined in the 
server’s LISTENER.ORA file. It is not necessary to identify the network 
listener if you are using the default network listener, named LISTENER.

If the output indicates the network listener is not running, try starting it 
with the command:

LSNRCTL> START LISTENER_NAME
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Cause:  There are underlying network transport problems. 

Action:   Verify with utilities supplied with the networking protocol being used 
that the protocol itself is functional. For example, with TCP/IP, try to PING the 
remote system. 

Cause:  TNSNAMES.ORA file is not located in the proper directory. 

Action:   Make sure the TNSNAMES.ORA file is located in %ORACLE_
HOME%\NET80\ADMIN (the default) directory or an alternative path, as 
explained in “Client Diagnostics”.

Cause:  The (HOST=SERVER_NAME) for TCP/IP or (SERVICE=TNS_
APPLICATION) for SPX are not consistent on the clients and server machines.

Action:  Ensure the (HOST=SERVER_NAME) for TCP/IP or (SERVICE=TNS_
APPLICATION) for SPX are the same on the server and client workstations. 

For TCP/IP setups, make sure that the HOST parameter in the 
LISTENER.ORA on the server and the TNSNAMES.ORA file on the client 
point to the same name, or at least to names that are then translated to the 
same IP address by each system. This is especially important for servers 
with multiple IP addresses assigned to the various network interfaces on 
the server. 

For SPX setups, the name must be the same on the server and client 
workstations. 

Cause:   The descriptor in the TNSNAMES.ORA file for the Oracle LU6.2 
Protocol Adapter does not have the value for PLU_LA in upper case. This is 
irrespective of the case used in the SIDEINFO.NSD file for the symbolic 
destination name. For example: 

 os2=  
       (DESCRIPTION=  
           (ADDRESS=(PROTOCOL=LU62)  
                    (PLU_LA=os2)))  
results in this error.

Action:  Change the value to uppercase. For example:

os2=  
       (DESCRIPTION=  
           (ADDRESS=(PROTOCOL=LU62)  
                    (PLU_LA=OS2)))  
where os2 is defined as the SYMBOLIC DESTINATION NAME in the 
SIDEINFO.NSD file. 
                                                                    Troubleshooting C-13



Resolving Common Error Messages
ORA-3113: end of file communication channel
An ORA-3113 means that communications were lost for an unexpected reason. It is 
usually followed by a:

 ORA-3114: not connected to ORACLE

Cause:  The Oracle shadow process on the server died unexpectedly. 

Action:  Check if the SIDALRT.LOG file in %ORACLE_
HOME%\RDBMS80\TRACE on the server to see if any other Oracle errors 
occurred. 

Cause:  Machine crash or network failure at the server side. 

Cause:  Two servers with the same host names or IP addresses on the same 
network. 

Action:  To find the duplicate addresses turn off the machine that is receiving 
the error, PING its IP address. If the PING responds, then you have to find the 
offending machine.

Cause:     The TOKEN RING card has the Shared RAM size set to 8KB rather 
than 16KB. 

Action:  If you are using a TOKEN RING card, check the shared buffer size and 
try increasing it.

Cause:  An unexpected end–of–file was processed on the communication 
channel. The TCP/IP retransmission count on Windows 95 and Windows NT 
has a default value of 5. This means that the send side retransmits the packet 
five times or until it gets an acknowledgment. The timeout for each 
retransmission is two times the timeout for the previous retransmission 
(exponential backoff). With the default value of 5, the send side retransmits 5 
times (approximately 15 seconds) and if it does not get an acknowledgment, it 
assumes that the other side is down and closes the connection. If the link goes 
down for a minute or two the Net8 client receives this error.   

Action:  Modify the retransmission count. 

Please see your Microsoft-specific operating system manual for more 
information on tuning the Microsoft TCP/IP software

ORA-3121: No interface driver connection - function not performed
Cause:  This is caused from using a SQL*Net version 1 prefix in the connect 
string. 
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Action:  Do not use the following prefixes in the connect string.

■ T:

■ X:

■ P:

Cause:  If you only specify the user name and password from a client machine 
with no local Oracle database installed.

Action:  Specify a connect string.
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Resolving Oracle Names Server Problems
Problems with Oracle Names Server occur because:

■ Client Connections Not Established 

■ Service Is Not Resolved

Client Connections Not Established
The NMSCTL80 utility provides the QUERY command, which queries the existence 
or contents of an object (for example, a database) stored in the Names Server. This 
command can be useful in situations where a client connection is not properly 
established. 

For example, you can query an Oracle Names Server for INVENTORYDB.WORLD 
alias through the NAMESCTL80 utility: 

:LOAD NMSCTL80  
NAMESCTL> QUERY INVENTORYDB.WORLD * 

The sample output looks like:

Total response time:   0.01
Response status:       normal, successful completion 
Authoritative answer:  yes 
Number of answers:     1
TTL:                   1 day
        ...(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST= 
INVENTORY)(PORT=1526)))(CONNECT_DATA=(SID=ORCL))) 

The “a.smd” data type that stores the address for INVENTORYDB.WORLD allows 
you to determine if the address is correct (that is, for TCP/IP the host name and the 
port number must be the same as the ones defined in the LISTENER.ORA file on 
the server). 
C-16 Oracle Networking Products for NetWare                              



Resolving Oracle Names Server Problems
Service Is Not Resolved
 When a service is not resolved through an Oracle Names Server:

1. Make sure that the parameter USE_PLUG_AND_PLAY_LISTENER_NAME (is 
defaulted to LISTENER) is set to TRUE in the LISTENER.ORA file on the server. 

2. Make sure that the parameter GLOBAL_DBNAME is set for each database in 
the SID_LIST_LISTENER_NAME (LISTENER_NAME is defaulted to 
LISTENER) section in the LISTENER.ORA file on the server. 

3. Use the LSNRCTL80 STAT command to see if the database you are trying to 
connect to is registered with the Names Server. The database is registered with 
the Names Server if the word Registered appears next to the database SID in 
the Services Summary section of the output. 

The LSNRCTL80 STAT output looks something like: 

LSNRCTL80 for 32-bit Windows: Version 8.0.4.0.0 - Production on 25-NOV-97 
18:51:15

(c) Copyright 1997 Oracle Corporation. All rights reserved.

Connecting to (ADDRESS=(PROTOCOL=IPC)(KEY=oracle.world))

STATUS of the LISTENER

------------------------

Alias                     LISTENER

Version                   TNSLSNR80 for 32-bit Windows: Version 8.0.4.0.0 - 
Production

Start Date                24-NOV-97 14:30:27

Uptime                    1 days 4 hr. 20 min. 50 sec

Trace Level               off

Security                  ON

SNMP                      OFF

Listener Parameter File   D:\orant\NET80\admin\listener.ora

Listener Log File         D:\orant\NET80\log\listener.log

Services Summary...

 ORCL has 1 service handler(s)

 extproc has 1 service handler(s)

The command completed successfully

4. Query the Names Server through the NAMESCTL80 utility for the Net8 service 
you are using. In the output, check the address for the service you are using and 
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make sure it is correct. See the previous section “Client Connections Not 
Established”.

Resolving Improper Configuration of External Procedures
You receive the following error messages if external procedures are not correctly 
configured for 3GL programming language in a PL/SQL environment, the Image 
Cartridge, the Time Series Cartridge, or the VIR Cartridge.

ORA-28575: unable to open RPC connection to external procedure agent 
ORA-06512: at "APPLICATIONS.OSEXEC", line 0 
ORA-06512: at "APPLICATIONS.TEST", line 4 
ORA-06512: at line 2 

Ensure that external procedures are properly configured. Follow the procedures in 
“Configuring External Procedure Calls” in Chapter 6.

Net8 Troubleshooting Hints and Tips from the Field
Below are some Net8 tips you may find helpful when you are having difficulty 
diagnosing the problem:

■ Try using the node or network address during configuration instead of the 
name of the server machine.

This eliminates any internal lookup problems (and make the connection slightly 
faster). 

For TCP/IP — Use the internet address, for example, 198.32.3.5 

Change the (HOST =SERVER_NAME) line in TNSNAMES.ORA with internet 
address, for example, (HOST=198.32.3.5).

■ Understand IPX/SPX connection issues.

The workstation that is requesting a connection to be made with a remote 
network listener must first learn the location of that SPX service in the NetWare 
IPX network. 

The client workstation issues a lookup request for the SPX service. If the service 
can not be found, an error is sent back to the workstation.

■ Perform a loopback test on the server and FTP the files TNSNAMES.ORA and 
SQLNET.ORA to the client.   

■ Comment out unnecessary SQLNET.ORA parameters.
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The SQLNET.ORA file may have parameters required for more enhanced uses, 
such as Dead Connection Detection. Older SQLNET.ORA files can have the 
Advanced Networking Option (ANO) parameters that do not work for 
SQL*Net. If these features are not fully configured, a basic connection can fail. 
The following parameters can be commented out: 

SQLNET.AUTHENTICATION_SERVICES (ANO Parameter) 

SQLNET.EXPIRE_TIME (Dead Connection Detection Parameter)

SQLNET.CRYPTO_SEED (ANO Parameter)

■ Check what is between you and the server. If it is a wide area network, identify 
any intermediate systems that are not working correctly. If all machines are fine, 
the problem may be a timing issue. Timing issues are associated with 
ORA-12203, ORA-12535, or ORA-12547 errors in the client log files. 

To resolve this, try speeding up the connection by using exact addresses instead 
of names and increase the CONNECT_TIMEOUT_LISTENER parameter in the 
LISTENER.ORA file. The default value for this parameter is 10 seconds. 

■ Determine which Oracle applications are failing. SQL*Plus may work, but 
CASE tools may not. If you determine the problem is a data volume issue, try to 
transfer a large (5 MB) file with the base connectivity. 

Questions to Ask When Troubleshooting
Below are some questions to ask yourself when diagnosing a problem:

■ Do all machines have a problem, or is it just one?

If one machine works and another does not, and you are confident that the 
same software (Oracle and third party products) is installed, swap over the 
network cables (if they are close enough) to see if the problem moves. This 
indicates the problem is something between the client-server and not locally on 
the PC. 

■ What kind of links are between the client and the server, for example, X.25, 
ISDN, Token Ring, or leased line?

Sniffers and Lan Analyzers are useful for intermittent failing connections or 
detecting time-outs and resent packets. You can also see what side of the 
conversation is waiting for a response. 

■ Does the third party application fail, but Oracle applications work? 
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Contacting Oracle Worldwide Customer Support
If after reading this appendix, you still cannot resolve your problems, call Oracle 
Worldwide Customer Support to report the error. Please have the following 
information at hand:

■ The hardware and operating system release number on which your 
application(s) is running.

■ The release numbers (up to five digits in release) of all Oracle networking 
products involved in the current problem. 

■ The third-party vendor and version you are using.

■ The kind of links that are between the client and server.

■ A description of what does work.

■ The exact error message.

■ A Net8 trace if possible. If not, the log file is sufficient.
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Glossary

Note the following special terms when using this guide:

client

A system that runs an Oracle-supported application and connects to the shared 
database(s) on an Oracle8 Server.

connect descriptor

A specially formatted description of the destination for a network connection. Con-
nect descriptors are constructed using a set of keywords and values mapped to ser-
vice names. For example, an Oracle Tool would use a service name representing a 
connect descriptor to initiate a TNS connection with an Oracle8 Server. Each con-
nect descriptor is assigned a service name in the network definition and stored in 
the TNSNAMES.ORA network configuration file, in an Oracle Names database, or 
in a native naming service.

database alias

A single word to identify the service to which to connect. A database alias is also 
called a service name.

distributed database

A network of databases stored on multiple computers. This database network 
appears to the user as a single logical database. Each physical database is controlled 
by its own local database management system, and it is connected to the remote 
physical databases through SQL*Net or Net8. 
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loopback test

A loopback test is performed on a server. It uses Net8 to go from the server right 
back to itself. Performing a successful loopback verifies that Net8 works on the 
server.

network listener or listener

An executable program that enables an Oracle8 server to accept connections from 
client machines over Net8. 

Oracle Names Server

Transparent naming software for central storage of network names and addresses in 
the Names servers database. Oracle Names enables network components to con-
nect easily without regard to specific physical locations or configurations on the net-
work. A complete description of Oracle Names and its configuration file appears in 
the Oracle Names Administrator’s Guide.

Oracle Network Manager

A tool that provides on-screen forms the network administrator fills in to define 
network objects. The product creates the necessary configuration files for use by 
server and client machines. A complete description of Oracle Network Manager for 
Windows appears in the Oracle Network Manager Administrator’s Guide.

Oracle Protocol Adapter

The software component of the Oracle Transparent Network Substrate (TNS) archi-
tecture that translates TNS function calls into requests to the underlying network 
protocol.

Oracle8 database

The software used to create and maintain the database system, as well as the actual 
data stored in the database.

Oracle8 DBMS

The Oracle Database Management System. Oracle8 Server for Windows NT is an 
Oracle RDBMS.

Oracle8 Server

See Server.
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Net8

The Oracle client/server communication software that offers transparent operation 
to Oracle tools or databases over any type of network protocol and operating sys-
tem.

server

A host system that runs a multi-user Oracle8 Database Management System 
(DBMS) and maintains at least one database that can be shared by remote clients. 
Server refers to the DBMS that is using  Net8 and is capable of serving any Oracle 
client.

service name

A short, convenient name mapped to a network address contained in a TNS con-
nect descriptor. Users need only know the appropriate service name to make a TNS 
connection.

SQL

Structured Query Language—the internationally accepted standard for defining 
and manipulating relational databases.

TNS

Transparent Network Substrate (TNS) is the Oracle networking technology that pro-
vides a single application interface to all industry-standard networking protocols. 

TNS-based application

A TNS-based application uses the common functions of the TNS interface to trans-
mit data across one or more networks. Net8 is a TNS-based application. 

TNS community

A group of TNS-based applications that communicate with one another using a sin-
gle network protocol. TNS communities are commonly named according to the pro-
tocol in use. For example, “TCP/IP community” refers to a discrete network 
running the TCP/IP protocol.

TNS connection

A TNS connection is an application-level connection between two TNS-based appli-
cations. 
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well-known address

Address for Names Server(s) hard coded into the Names Server and related clients. 
Names Server(s) become available at this well-known address(es), eliminating need 
for specification of address in configuration files.
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Index

A
access control

Connection Manager, 6-21
accessing, servers and databases with a single 

login, 2-6
ADDRESS keyword, configuring for IPC, B-17
addresses

for Oracle SPX Protocol Adapter, B-8
for Oracle TCP/IP Protocol Adapter, B-9
modifying, 6-2
specifying, B-6

Advanced Program-to-Program Communication 
(APPC), 1-11

ALRT.LOG file, C-14
ANO

DCE Integration, 1-9
NDS Native Naming Adapter, 1-14
Network Security and Single Sign-On, 1-9

APPC
supported by Oracle databases, 1-11

APPC architecture, 1-11
archtecture overview, 1-2

B
Bequeath Protocol Adapter

supported platforms, 1-9
Biometic (Identix) Authentication Adapter

supported platforms, 1-9

C
centralized management, network 

configuration, 2-5
Centralized Naming, 2-8
client

defined, glossary-1
client address caching, starting, 6-25
client connections, 1-4
client parameters, B-14
client troubleshooting, C-5
CMAN_RULES parameter, B-23
COMMEXEC

use of, 8-4
communication executive

use of, 8-4
communication protocols, peer-to-peer, 1-11
CONFIG.ORA file

ORACLE_MSG parameter, A-2
configuration, 2-1 to ??, 3-1 to 5-2, ?? to 5-3

of NetWare for SAA 1.3, 8-8
of Oracle LU6.2 Protocol Adapter, 8-17
of side information records, 8-12

configuration file
LISTENER.ORA, B-15
Oracle Names, 2-10, 7-2
SQLNET.ORA, B-10
TNSNAMES.ORA, B-2, B-21

configuration parameter, C-19
CMAN_RULES, B-23
CONNECT_TIMEOUT_LISTENER, C-19
DB_DOMAIN, B-5
GLOBAL_DBNAME, 7-5, B-19
HOST, B-6
LLU, B-7
LLU_NAME, B-7
LOCAL_LU, B-7
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LOCAL_LU_NAME, B-7
LOG_DIRECTORY, B-18
LOG_DIRECTORY_CLIENT, B-12
LOG_FILE, B-18
LOG_FILE_CLIENT, B-12
LU_NAME, B-7
MDN, B-7
MODE, B-7
NAMES.DEFAULT_DOMAIN, B-14, C-10
NAMES.PREFERRED_SERVICES, B-14
NAMES.TRACE_LEVEL, C-9
PARTNER_LU_LOCAL_ALIAS, B-7
PARTNER_LU_NAME, B-7
PASSWORD, B-18
PLU, B-7
PLU_LA, B-7, C-13
POOL_SIZE, B-18
PORT, B-6
PRESPAWN_MAX, B-18
PROTOCOL, B-6, B-18
REMOTE, A-6
RENAME GLOBAL_NAME, B-5
SERVICE, B-6
SID, B-6
SOURCE_ROUTE, B-25
SQLNET.AUTHENTICATION_SERVICES, C-1

9
SQLNET.CRYPTO_SEED, C-19
SQLNET.EXPIRE_TIME, B-11
STARTUP_WAITTIME, B-18
TIMEOUT, B-18
TNS_ADMIN, C-6, C-10
TNSPING.TRACE_DIRECTORY, B-13
TNSPING.TRACE_LEVEL, B-13
TP_NAME, B-7
TPN, B-7
TRACE_DIRECTORY, B-18
TRACE_DIRECTORY_CLIENT, B-12
TRACE_FILE, B-18
TRACE_FILE_CLIENT, B-12
TRACE_LEVEL, B-18
TRACE_LEVEL_CLIENT, B-12, C-11
USE_ASYNC_CALL, B-22
USE_PLUG_AND_PLAY, 7-5, B-19
USE_PLUG_AND_PLAY_LISTENER_NAME,

C-17
configuration parameters

descriptions of, A-9
format of, A-2
LOCAL, A-9
NLS_LANG, A-9
ORACLE_HOME, A-10
REMOTE, A-10
SQLNET, A-11
SQLPATH, A-11
TNS_ADMIN, A-12
UTILITY_MSG, A-12

Configure Peer PU Profile dialog box
contents of, 8-8

configuring
advanced, ?? to 6-28
external procedures, 6-25
listener addresses, B-6
Oracle Names, 2-10
the network, 2-1 to ??, 3-1 to 5-2, ?? to 5-3
with Oracle Names, 2-5
without Oracle Names, 2-5

configuring networking files
for Oracle Protocol Adapters, B-6

connect descriptor
defined, glossary-1
identified by service names, B-5
specifying, B-3
use of, B-3

CONNECT_DATA
definition of, B-4, B-25
example of, B-4
keyword, B-3
syntax, B-4
use of, B-4

CONNECT_DATA, Connection Manager, B-23
CONNECT_TIMEOUT_LISTENER 

parameter, C-19
connecting

from servers, 5-9
to multiple databases, B-16
with NDS Authentication Adapter, 4-15, 5-5
with NDS Native Naming Adapter, 4-14, 5-5
with nonsecure logins, 5-5, 5-7

Connection Manager, B-23
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access control (firewall), 6-21
connection pooling

enabling, 1-6
connectivity

client request, 1-4
Control Panel

adding a variable, A-8
CPIC_SAA

use of, 8-12
creating

multiple database connections, B-16
CyberSAFE Authentication Adapter

supported platforms, 1-9

D
database alias

defined, glossary-1
deleting, 6-9
modifying, 6-8

database connections
specifying the destination address for TCP/

IP, 5-3
DB_DOMAIN parameter, B-5
DBMS

Oracle7, glossary-2
DCE Integration

supported platforms, 1-9
DDO, 2-10, 7-2, B-19
dead connection detection, B-11

characteristics, B-11
default domains, B-14
Define Adapter Type menu

contents of, 8-6
destination address for TCP/IP specification, 5-3
diagnosing

client, C-5
external procedures, C-18
Oracle Names, C-16
server, C-3

dialog boxes
Configure Peer PU Profile, 8-8
Host Connection Configuration, 8-10
New Service Profile, 8-8
SNA Token Ring Configuration, 8-10

dispatcher server processes, multi-threaded server 
(MTS), 2-2, 2-11

distributed database
defined, glossary-1

DNS
described, 5-3

Domain Name Server (DNS), register well-known 
names server, 7-3

Domain Name Service
described, 5-3

domain user accounts, qualification in Windows 
NT, 2-7

dynamic discover option, DDO, B-19
Dynamic Discovery Option, B-19

features of, 2-9
Dynamic Discovery Option (DDO), 2-9, 2-10, 7-2
dynamic service registration, DDO, 2-9

E
editing

Windows NT registry, A-7
error messages

resolving, ?? to C-20
External Naming, 6-21
external procedures

configuring, 6-25, 6-26
requirements, 6-25
troubleshooting, C-18

F
Features with Version 8.0, new, 1-5
file

HOSTS, 5-4
firewall support

See access control., 1-7
format

of HOSTS file, 5-3

G
GLOBAL_DBNAME

host naming, 2-8
GLOBAL_DBNAME parameter, 7-5, B-19
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GLOBAL_DBNAME parameter, in the 
LISTENER.ORA file, B-15

H
host

reasons why a host is inaccessible, 5-4
Host Connection Configuration dialog box

contents of, 8-10
host naming, 2-8
HOST parameter, B-6
HOSTS file, 5-4

format of, 5-3

I
Image Cartridge, external procedures, 6-25, C-18
INITSID.ORA configuration file

enabling connection pooling, 1-6
interprocess communication paramter, IPC, B-14
IP addresses

specifying, B-3
IPC addresses

use of, B-17

K
Kerberos Authentication Adapter

supported platforms, 1-9
keyword

CONNECT_DATA, B-4
keywords

SID, 8-3
SIR, 8-3, 8-17
specifying for Oracle Protocol Adapters, B-6
used with Oracle LU6.2 Protocol Adapter, 8-17

L
listener

ADDRESS, B-3
default alias, B-16
defined, glossary-2
describing databases, B-17
LSNRCTL80, C-12

starting from the command line, C-12
use of multiple listeners, B-5
used with Oracle LU6.2 Protocol Adapter, 8-2

listener address, B-17
SPX Protocol Adapter address, B-8
TCP/IP Protocol Adapter address, B-9

listener address configuration, B-6
listener load balancing, described, 1-7
LISTENER.LOG file, C-7, C-8
LISTENER.ORA file

Connection Manager, B-23
listener address, B-17
listener name definition, B-16
overview of, B-15

LISTENER.ORA file, Oracle Names DDO 
enabled, 2-9

LISTENER.TRC file, C-8
LLU parameter, B-7
LLU_NAME parameter, B-7
Local naming, 2-5

TNSNAMES.ORA file, 2-5
LOCAL parameter

use of, A-9
LOCAL_LU parameter, B-7
LOCAL_LU_NAME parameter, B-7
log and trace file names, limitations, B-13
log file

LISENER.LOG, C-7, C-8
SQLNET.LOG, C-7

log files, C-7
LOG_DIRECTORY parameter, B-18
LOG_DIRECTORY_CLIENT, B-12
LOG_DIRECTORY_CLIENT parameter, B-12
LOG_FILE parameter, B-18
LOG_FILE_CLIENT, B-12
LOG_FILE_CLIENT parameter, B-12
logging

listener, C-7, C-8
SQL*Net, C-7

loopback connections
performing, 1-12

loopback test, C-4
defined, glossary-2

LSNRCTL80 utility, C-12
LU_NAME parameter, B-7
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LU6.2 protocol
supporting networks, 1-11
supporting topologies, 1-11

LU6.2 Protocol Adapter
description, 1-11
supported platforms, 1-9

M
MDN parameter, B-7
menus

Define Adapter Type, 8-6
MODE parameter, B-7
MTS, listener load balancing, 1-7
multi-threaded server, 2-2, 2-11
multi-threaded support, B-22

N
Named Pipes Protocol Adapter

description, 1-10
supported platforms, 1-9

Names Server
centralized naming, 2-8
configuration files, 2-10, 7-2

Names Server Repository, 7-4
Names Server, well-known, 2-9
NAMES_DIRECTORY_PATH paramter, dynamic 

discovery option, B-19
NAMES.DEFAULT_DOMAIN parameter, B-14, 

C-10
NAMES.PREFERRED_SERVICES parameter, B-14
NAMESthread_id.TRC file, C-8
NAMES.TRACE_LEVEL parameter, C-9
naming method

centralized naming (Oracle Names), 2-8
External Naming, 6-21

naming methods
host naming, 2-8
local naming, 2-5

NDS Authentication Adapter
establishing connections with, 4-15, 5-5
supported platforms, 1-9

NDS Authentication Adapter, naming method, 2-6
NDS Native Naming Adapter

description, 1-14
establishing connections with, 4-14, 5-5

Net3
defined, glossary-3

Net8, 1-4
Net8 and SQL*Net, 1-2
NetWare 4.1

establishing nonsecure connections, 5-5, 5-7
NetWare for SAA 1.3

configuration of, 8-8
network

topologies supporting LU6.2 protocol, 1-11
network configuration

centralized management, 2-5
Network Configuration Wizard

deleting a service name, 6-9
modifying a database alias, 6-8

network listener
defined, glossary-2

network protocols
described, 1-4

Network Security and Single Sign-On
supported platforms, 1-9

network, planning considerations, 2-2
networking process, described, 1-2
networking, concept described, 1-2
networking, server side process, 1-4
New Service Profile

definition of parameters, 8-8
New Service Profile dialog box

contents of, 8-8
NLMs

CPIC_SAA, 8-12
ORAC_SAA, 8-12

NLS_LANG parameter
use of, A-9

nonsecure connections
with NetWare 4.1, 5-5, 5-7

ntication, 1-12

O
ONAMES, dynamic discovery option, B-19
Open Systems Interconnect (OSI) model, 1-11
ORA-00508, C-11
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ORA-06512, C-18
ORA-12154, C-10
ORA-12203, 5-5, C-11, C-12, C-19
ORA-1253, C-19
ORA-12535, 5-5
ORA-12538, C-11
ORA-12541, 5-5
ORA-12545, 5-4
ORA-12547, C-19
ORA-28575, C-18
ORA-3113, C-14
ORA-3114, C-14
ORA-3121, C-14
ORAC_SAA

use of, 8-12
Oracle AppleTalk Protocol Adapter

definition of, 1-10
Oracle configurations

modifying, A-1 to ??
Oracle home

defined, xv
Oracle home directory

for Windows 95, xiii
Oracle LU6.2 Protocol Adapter

configuration of, 8-17
prerequisites, 8-2
use of TNS listener, 8-2

Oracle Names, 2-8
configuring, 2-10
connection not established, C-16
description, 1-13
Dynamic Discovery Option, B-19
service not resolved, C-17
supported platforms, 1-9
trace files, C-9
troubleshooting, C-16

Oracle Names Server, B-14
defined, glossary-2

Oracle Names, Dynamic Discover Option, 
described, 2-9

Oracle Names, SDNS.ORA file, 7-5
Oracle Net8 Assistant, with DDO, 2-9
Oracle Net8 Easy Config, modifying service names 

and addresses, 6-2
Oracle Network Manager

defined, glossary-2
Oracle Network Products

Bequeath Protocol Adapter, 1-9
Biometic (Identix) Authentication Adapter, 1-9
CyberSAFE Authentication Adapter, 1-9
DCE Integration, 1-9
described, 1-1 to ??
Kerberos Authentication Adapter, 1-9
LU6.2 Protocol Adapter, 1-9
Named Pipes Protocol Adapter, 1-9
NDS Authentication Adapter, 1-9
Network Security and Single Sign-On, 1-9
Oracle Names, 1-9
SecurID Authentication Adapter, 1-9
SPX Protocol Adapter, 1-9
SQL*Net, 1-9

Oracle Protocol Adapters
defined, glossary-2
described, 1-3
overview, 1-3
supported, 1-4

Oracle Security Server
overview, 1-7

Oracle SID, B-4, B-25
use of, B-3

Oracle SPX Protocol Adapter
addresses for, B-8

Oracle TCP/IP Protocol Adapter
addresses for, B-9

Oracle Trace, C-9
ORACLE_HOME parameter

use of, A-10
Oracle8 database

defined, glossary-2
Oracle8 DBMS

defined, glossary-2
Oracle8 Server

defined, glossary-2
OracleClientCache80, client address caching service, 

starting, 6-25
OS_AUTHENT_PREFIX parameter

use of, 5-8
OS_ROLES parameter

use of, 5-9
OSI model, 1-2
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overview
of LISTENER.ORA file, B-15
of TNSNAMES.ORA file, B-2, B-10, B-21
SQLNET.ORA file, B-10

P
PARTNER_LU_LOCAL_ALIAS parameter, B-7
PARTNER_LU_NAME parameter, B-7
PASSWORD parameter, B-18
peer-to-peer communication

protocols, 1-11
PING

loading of, 5-5
reasons why a host is inaccessible, 5-4

PLU parameter, B-7
PLU_LA parameter, B-7, C-13
POOL_SIZE parameter, B-18
PORT parameter, B-6
preface

Send Us Your Comments, ix
PRESPAWN_MAX parameter, B-18
Prespawned Dedicated Server Processes, B-18
protocol adapters

overview, 1-14
PROTOCOL parameter, B-6, B-18
PROTOCOL.ORA file

use of, 8-3, 8-17
PU2.1

definition of, 1-11

R
REGEDIT

use of, A-3
REGEDT

use of, A-7
Registry, A-7

editing for Windows NT, A-7
modifying, A-1 to ??

REMOTE parameter, A-6
use of, A-10

RENAME GLOBAL_NAME parameter, B-5
replication of service definitions, DDO, 2-9

S
SDNS.ORA file, Oracle Names, 7-5
Secure Network Services

definition of, 1-13
SecurID Authentication Adapter

supported platforms, 1-9
Send Us Your Comments

boilerplate, ix
server

defined, glossary-3
reasons why a host is inaccessible, 5-4
troubleshooting, C-3

Server Manager for NetWare
connecting with, 5-9

servers
connection from, 5-9

SERVERthread_id.TRC file, C-8
service name

defined, glossary-3
deleting, 6-9
more than one for an SID, B-5
relation to global database name, B-5
requirements, B-5
selecting, B-5

service names, modifying, 6-2
SERVICE parameter, B-6
Shared server processes, multi-threaded server 

(MTS), 2-2, 2-11
SID, B-3, B-4, B-25

as part of CONNECT_DATA, B-4
defined, B-3
definition of, B-17

SID keyword
use of, 8-3

SID parameter, B-6
SID_DESC keyword

use of, 7-5, B-17, B-19, B-20
SIDALRT.LOG file, C-14
side information record, 8-3, 8-17

configuration of, 8-12
SIDEINFO.NSD file, C-13
single login

for accessing servers and databases, 2-6
SIR keyword
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use of, 8-3, 8-17
SIUTIL utility

use of, 8-3, 8-12, 8-17
SNA, 1-11
SNA Token Ring Configuration dialog box

contents of, 8-10
SNMP

starting, 6-17
SNS

compatibility with SQL*Net, 6-25
installation of, 6-25
use of, 6-25

SOURCE_ROUTE parameter, B-25
Special terms, glossary-1
SPX Protocol Adapter

address specification, B-8
supported platforms, 1-9

SQL (Structured Query Language)
defined, glossary-3

SQL*Net
establishing server connections, 5-9
supported platforms, 1-9

SQL*Net and Net8, 1-2
SQL*Net Easy Configuration, 1-5
SQLNET parameter

use of, A-11
SQLNET.AUTHENTICATION_SERVICES 

parameter, C-19
SQLNET.CRYPTO_SEED parameter, C-19
SQLNET.EXPIRE_TIME parameter, B-11, C-19
SQLNET.LOG file, C-7
SQLNET.ORA

Oracle Names, 2-10, 7-2
SQLNET.ORA configuration file, described, 2-6
SQLNET.ORA file

client parameters, B-14
contents of, B-10
dead connection detection, B-11
default domains, B-14
overview, B-10

SQLNETthread_id.TRC file, C-8
SQLNET.TRC file, C-8
SQLPATH parameter

use of, A-11
STARTUP_WAITTIME parameter, B-18

System Network Architecture (SNA), 1-11

T
TCP/IP Protocol Adapter

address specification, B-9
description, 1-10

TCP/IP transport, 5-3
Terminology, glossary-1
Time Series Cartridge, external procedures, 6-25, 

C-18
Time to Live or TTL, 1-7, 2-10
TIMEOUT parameter, B-18
TNS

defined, glossary-3
described, 1-3

TNS community
defined, glossary-3

TNS connection
defined, glossary-3

TNS_ADMIN parameter, C-6, C-10
use of, A-12

TNS-based application
defined, glossary-3

TNSNAMES.ORA
Oracle Names, 2-10, 7-2

TNSNAMES.ORA configuration file
local naming, service names specified in, 2-5

TNSNAMES.ORA configuration file, 
described, 2-5

TNSNAMES.ORA file
configuring for Oracle SPX/IPX Protocol 

Adapter, B-6
configuring for Oracle TCP/IP Protocol 

Adapter, B-9
connect descriptors, B-3
CONNECT_DATA SID keyword, B-4
descriptor syntax, B-4
listener address, B-3
listener address configuration, B-6
overview, B-2, B-21
purpose of, B-2, B-10
using service names, B-5

TNSPING.TRACE_DIRECTORY parameter, B-13
TNSPING.TRACE_LEVEL parameter, B-13
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TP_NAME parameter, B-7
TPN parameter, B-7
Trace Assistant, C-9
trace file

LISTENER.TRC, C-8
NAMESthread_id.TRC, C-8
SERVERthread_id.TRC, C-8
SQLNETthread_id.TRC, C-8
SQLNET.TRC, C-8
tracing on server

SQL*Net, C-8
tracing on the Oracle Names Server, C-8

trace files, C-7
TRACE_DIRECTORY parameter, B-18
TRACE_DIRECTORY_CLIENT, B-12
TRACE_DIRECTORY_CLIENT parameter, B-12
TRACE_DIRECTORY_SERVER, B-12
TRACE_FILE parameter, B-18
TRACE_FILE_CLIENT, B-12
TRACE_FILE_CLIENT parameter, B-12
TRACE_FILE_SERVER, B-12
TRACE_LEVEL parameter, B-18
TRACE_LEVEL_CLIENT, B-12, C-11
TRACE_LEVEL_CLIENT parameter, B-12, C-11
TRACE_LEVEL_SERVER, B-12
tracing

Oracle Names, C-9
tracing on client, C-8
tracing on server, C-8
Transparent Network Substrate

described, 1-3
troubleshooting, ?? to C-20

client, C-5
external procedures, C-18
Oracle Names, C-16
questions, C-19
server, C-3

U
USE_ASYNC_CALL parameter, B-22
USE_PLUG_AND_PLAY parameter, 7-5, B-19
USE_PLUG_AND_PLAY_LISTENER_NAME 

parameter, C-17
UTILITY_MSG parameter

use of, A-12

V
VIR Cartridge, external procedures, 6-25, C-18

W
well-known address, definition of, glossary-4
well-known names server, 2-9
well-known names server, Oracle Names, 7-3
well–known Names Servers, 2-9
Window NT

IPC addressing, B-17
Windows NT Networking Authentication Adapter, 

naming method, 2-6
Windows NT/Windows 95 Registry

adding a parameter, A-7
WINSOCK2 support, 1-5
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