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The Oracle Transparent Gateway for IBM DRDA for HP9000 provides users with 
transparent access to DRDA databases as if they were Oracle databases. 

Read this guide if you are responsible for tasks such as:

■ installing and configuring the Oracle Transparent Gateway for IBM DRDA

■ configuring the SNAplus product

■ setting up gateway security

■ diagnosing gateway errors

■ using the gateway to access tables in DRDA databases

Understand the fundamentals of transparent gateways and the HP-UX operating 
system before using this guide to install or administer the gateway.

,QWHQGHG�$XGLHQFH

This guide is intended for anyone responsible for installing, configuring, and 
administering the gateway, and also for developers writing applications that access 
DRDA databases through the gateway.
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The Oracle Transparent Gateway for IBM DRDA for HP9000 Series 700/800 Installation 
Guide is included as part of your product shipment. Also included is:

■ Oracle Open Gateways Guide for SQL-Based and Procedural Gateways

This guide contains information common to all transparent and procedural 
gateways, including important information on functions, parameters, and error 
messages.

You might also need Oracle server or other related publications. Throughout this 
guide, Oracle7 and Oracle8 publications are referred to as OracleVn Server 
publications, where Vn is used in place of the Oracle version number. This table 
helps you find the Oracle7 or Oracle8 publication that corresponds with the 
reference::

Refer to the Oracle Technical Publications Catalog and Price Guide, for a complete list 
of documentation provided for Oracle products. 

)RU 2UDFOH� 6HUYHU 6\VWHPV� )RU 2UDFOH� 6HUYHU 6\VWHPV

Oracle7 Server Administrator’s Guide Oracle8 Server Administrator’s Guide

Oracle7 Server Application Developer’s Guide Oracle8 Server Application Developer’s 
Guide

Oracle7 Server Concepts Oracle8 Server Concepts

Oracle7 Server Distributed Systems, Volume 1 Oracle8 Server Distributed Systems

Oracle7 Server Messages Oracle8 Server Messages

Understanding SQL*Net Net8 Administrator’s Guide
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Examples of input and output for the gateway and Oracle environment are shown 
in a special font: 

� PNGLU �25$&/(�\RXUBQDPH

All output is shown as it actually appears. For input, these conventions apply:

Other punctuation, such as commas, quotes, or the pipe symbol (|), must be 
entered as shown unless otherwise specified. Directory names, fileids, and so on, 
appear in the required letter case in examples. The same convention is used when 
these names appear in text, and the names are highlighted in bold. The portions of 
a fileid or directory name that appear in italics indicate those portions can vary.

Gateway commands, fileids, reserved words, and keywords appear in uppercase in 
examples and text. UNIX commands, environment variables, and keywords appear 
in the required letter case in examples and text. Reserved words and keywords 
must always be entered as is, and have reserved meanings within the Oracle 
system.

64/3OXV 3URPSWV

The SQL*Plus prompt, 64/!, appears in SQL statement and SQL*Plus command 
examples. Enter your response at the prompt. Do not enter the text of the prompt,
64/!, in your response.

&RQYHQWLRQ 0HDQLQJ

H[DPSOH WH[W Words or phrases, such as PNGLU and 25$&/(� must be entered 
exactly as spelled and in the letter case shown. In this example, PNGLU 
must be entered in lowercase letters and 25$&/( in uppercase. 

LWDOLF WH[W Italicized uppercase or lowercase, such as \RXUBQDPH, indicates that 
you must substitute a word or phrase, such as the actual directory 
name.

{ } Curly braces indicate that one of the enclosed arguments is required. 
Do not enter the braces themselves.

[ ] Square brackets indicate that the enclosed arguments are optional. Do 
not enter the brackets themselves.

| Vertical lines separate choices.

... Ellipses indicate that the preceding item can be repeated. You can 
enter an arbitrary number of similar items.
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81,; 3URPSWV

The UNIX prompt, �, appears in UNIX command examples. Enter your response at 
the prompt. Do not enter the text of the prompt, �, in your response. A dollar sign 
is part of some UNIX directory names and should not be confused as a prompt 
character.

6WRUDJH 0HDVXUHPHQWV

Storage measurements use these abbreviations:

■ K, for kilobyte which equals 1024 bytes

■ M, for megabyte which equals 1 048 576 bytes

■ G, for gigabyte which equals 1 073 741 824 bytes

<RXU�&RPPHQWV�$UH�:HOFRPH�

The Oracle Corporation IBM Products Division values and appreciates your 
comments regarding our publications. To contact us, use: 

Oracle Transparent Gateway for IBM DRDA
Documentation Manager
Oracle Corporation
500 Oracle Parkway
Mailstop 2op4
Redwood Shores, CA  94065

email: ibmwrite@us.oracle.com
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5HOHDVH�,QIRUPDWLRQ

This chapter provides information specific to this release of the Oracle Transparent 
Gateway for IBM DRDA for HP9000, including:

■ Product Set

■ Changes and Enhancements

■ Corrected Problems

■ System Requirements

■ Known Problems

■ Known Restrictions
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3URGXFW�6HW

&KDQJHV�DQG�(QKDQFHPHQWV

9HUVLRQ����������

6WRUHG 3URFHGXUH 6XSSRUW IRU '%�����

The procedural feature of the gateway enables execution of native DB2 stored 
procedures if your DRDA database is DB2/MVS Version 4.1 or DB2/400 Version 
3.1.

&DWDORJ 9LHZV IRU '%�����

The gateway supports Oracle DB2/MVS and DB2/400 catalog views. Refer to 
Appendix A, “Oracle DB2 Data Dictionary Views” for descriptions of the Oracle 
DB2 catalog views.

2UDFOH� 3DVV�7KURXJK 6XSSRUWHG

If your integrating server is the Oracle8 server, you can use the Oracle8  
DBMS_HS_PASSTHROUGH.EXECUTE_IMMEDIATE feature to pass commands 
or statements available in your DRDA database through the gateway.

3URGXFWV 9HUVLRQ

Oracle Transparent Gateway for IBM DRDA 4.0.1.1.0

Oracle Installer 4.0.0

SQL*Net Version 2 2.3.2.1.0

Oracle Adapters: APPC, SPX/IPX, TCP/IP 2.3.2.1.0
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6LPSOH 1HWZRUN 0DQDJHPHQW 3URWRFRO �6103�

This release supports the Simple Network Management Protocol (SNMP) if you are 
using the gateway with an Oracle server at Version 7.2 or  higher. Oracle 
Corporation provides a gateway agent and Management Information Base. For 
general information on Oracle SNMP support, see Oracle SNMP Support Reference 
Guide.

3DVV�7KURXJK

This release supports pass-through of commands or statements available in a 
non-Oracle database system. For example, the gateway can pass DB2/400 
commands from your application to the DB2/400 database. See “Passing 
Commands Through the Gateway” on page 8-19 for more information.

6WRUHG 3URFHGXUHV

This release supports the execution of stored procedures defined in non-Oracle 
databases such as DB2/MVS. There is no requirement to relink the gateway or 
define the procedure to the gateway, but the procedure’s access privileges must 
permit access by the gateway. See “Executing Stored Procedures” on page 8-18 for 
more information.

,QLWLDOL]DWLRQ 3DUDPHWHU 9DOXH 5HWULHYDO

This release supports retrieval of the values for initialization parameters. The 
GTW_SQL.GTW_GET_PARM procedure enables you to retrieve the values of 
parameters set in the gateway initialization files. See “Retrieving Initialization 
Parameter Values” on page 8-17 for more information. 

1RWH� If the SQL statements being passed result in an implicit 
commit at the target database, the Oracle transaction manager is 
unaware of the commit and Oracle ROLLBACK cannot roll back 
the transaction.

1RWH� Commits or rollbacks imbedded in non-Oracle stored 
procedures cannot be controlled by the Oracle transaction manager.
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'LVWULEXWHG 4XHU\ 2SWLPL]HU

This release enhances optimization of distributed queries by sending DB2 index 
statistics to the Oracle server. The gateway initialization parameter, 
DRDA_OPTIMIZE_QUERY, is used to turn on or off the optimization capability 
for a DRDA server. For more information, see “DRDA_OPTIMIZE_QUERY” on 
page C-5.

+3�8; 9HUVLRQ � 1RW 6XSSRUWHG

This release of the JDWHZD\ requires HP-UX Version 10 or higher.

,%0 '%��&RPPRQ 6HUYHU 9HUVLRQ ��� 6XSSRUWHG

This release supports IBM DB2/Common Server (DB2/CS) Version 2.1. The 
gateway is certified against DB2/6000.

64/1HW 9HUVLRQ � 1RW 6XSSRUWHG

The gateway no longer supports SQL*Net Version 1. You must use SQL*Net 
Version 2 for communication between the gateway and an Oracle server that are on 
different machines.

&RUUHFWHG�3UREOHPV

9HUVLRQ����������

%XJ 1XPEHU 'HVFULSWLRQ

497322 AUTHID incorrectly used when calling DB2 stored procedures using the gateway.

489675 Received return code -9100 indicating invalid SQL statement when running g4drutl utility 
with MODE=EXECSQL in G4DDVIEW against DB2.

474194 g4drutl bind processing failed with GDBERR return code -1460.

472424 Uninitialized variable in GTI/GTIDRV.C.

471946 GTW_SQL.GTW_GET_PARM caused gateway to dump and failed current transaction.

470669 Memory leak occurred in GTZ/GTZI.C.

470653 Memory leak occurred in GTO/GTOOSQ.C.

470637 Memory ALLOC/FREE tracing added to aid in identifying memory leaks.

470618 Parse tree memory deallocation routines in GTM/GTMD.C deallocate incorrectly.
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9HUVLRQ����������

470269 When alias pointer in GTD/GTDV.C is freed, a memory exception occurs.

463164 Bind variable defined as NUMBER caused an error when converted to DECIMAL in DB2 
stored procedure.

460899 The GTVU.C module debugging code that dumps exception parameters was incorrect.

451693 Backslashes in a quoted string on the IFILE= initialization parameter are removed.

431954 Module GTZILNS displayed incorrect string for gateway language.

418744 255 character string limit in GTW_SQL.GTWPASS parameters was too restrictive and not 
checked.

416039 RESOLVE_BINDS=TRUE caused ASSERT in GTR/GTRS.C.

409952 ORDER_BY clause caused memory allocation problems.

408968 Debug banner incorrect in GTWDDL module.

406336 GTWDDL module contains incorrect WHILE loop condition for checking multiple 
statements.

401943 Problem occurred when using data dictionary table with PL/SQL through dynamic GTW 
DD mapping.

400578 An assertion failure occurred with RESOLVE_BINDS=TRUE when using the COPY 
command to insert.

399921 Received error message ORA-09100 DSNT408I SQLCODE = -010 or -104 when using 
double quotes.

397133 Procedural feature failed on stored procedures containing both composite and simple 
parameters.

396447 Call to function GTRSTCL in module GTODSI did not contain all the required parameters.

380052 On UNIX platforms, the SNMP gateway agent parameter was skipped if certain comment 
preceded it.

%XJ 1XPEHU 'HVFULSWLRQ

400578 Assertion failure with RESOLVE_BINDS=TRUE when COPY command was used.

399241 Received error message ORA-3113 with SELECT col1...coln FROM TAB@GTW if over 20 
columns. Related to bug 387166.

387986 CCSID 297 (French) not supported.

%XJ 1XPEHU 'HVFULSWLRQ
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6\VWHP�5HTXLUHPHQWV

+DUGZDUH�5HTXLUHPHQWV

3URFHVVRU

A Hewlett-Packard 9000 Series 700 or 800 with or without multiple processors is 
required.

0HPRU\

Each Oracle Transparent Gateway for IBM DRDA process takes up 600K per 
gateway user.

The total real memory requirement for each concurrent use of the gateway also 
depends on these factors:

■ number of concurrent APPC connections open by each user  

387166 Received error with SELECT col1...coln FROM TAB@GTW ORDER BY 1,2,...N, if n is 
greater than or equal to 20.

385422 Error occurred if DB2/MVS has decimal point set to comma (",").

382038 Linkedit failed at install with error message /,%/8���$ QRW IRXQG.

379645 SELECT NULL FROM DB2TABLE@TG4DRDA failed with DB2 error -206.

362962 Number field returns from SQL/DS as zero when number is a negative value.

362707 First row of SELECT * has value in all number columns converted to zeroes.

354773 Received ORA-1454 when trying to update a table in DB2.

354463 When a thread is killed in DB2, all gateway connections on the RS/6000  hang.

353663 After upgrade, conversion of negative number datatype was incorrect.

347629 G4DRSRV failed when accessing SQL/DS, but G4DRSRVX worked successfully

346441 If SQLNET.EXPIRE_TIME is set, long running queries to DB2 were terminated.

345679 Selecting more data than fits in DRDA_COMM_BUFLEN caused errors.

338421 The gateway produced core dumps.

325727 After upgrade, APP received error message 25$������� /LWHUDO GRHV QRW PDWFK

IRUPDW VWULQJ�

%XJ 1XPEHU 'HVFULSWLRQ
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■ number of data items being transferred between the gateway and the remote 
transaction program 

■ additional factors such as configured network buffer size

1HWZRUN $WWDFKPHQW

Any network attachment supported by SNAplus is required. The network 
attachment is usually a Token Ring or SDLC Coaxial attachment. The hardware 
must support independent LUs if you want concurrent access.

A Hewlett-Packard LAN Interface Card (LANC) is also required.

&'�520 'ULYH

An internal or external CD-ROM drive is required for installation. 

7HUPLQDO

An HPTERM or VT100 is required.

;��5��6HUYHU

An X11R5 server on each display device is required.

'LVN 6SDFH

92M of disk space is required for installation.

6RIWZDUH�5HTXLUHPHQWV

The system software configuration described in these requirements is supported by 
Oracle Corporation as long as the underlying system software products are 
supported by their respective vendors. Verify the latest support status with your 
system software vendors.

2SHUDWLQJ 6\VWHP

HP-UX Release 10.0 or higher is required.

&�&RPSLOHU

Hewlett-Packard C compiler Version 8.74 is required for installation and operation 
of SQL*Net.
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'5'$ 'DWDEDVHV

You must have at least one of these IBM databases:

■ DB2/MVS Version 2.3, 3.1, 4.1, or 5.1

■ SQL/DS Version 3.4 or 3.5 (VM and VSE/ESA)

■ DB2/VM Version 5.1 (VM and VSE/ESA)

■ DB2/400 Version 3.05, 3.1, or 3.6

■ DB2/Common Server* Version 2.1

* The gateway is certified against DB2/6000.

&RPPXQLFDWLRQV

Either HP-UX SNAplus Link Release 10.0 and HP-UX SNAplus API Release 10.0 
are required, or HP-UX SNAplus2 Link Release 10.20 and HP-UX SNAplus2 API 
Release 10.20 are required.

2UDFOH 6HUYHU

One of these Oracle servers is required to act as the integrating Oracle server:

■ Oracle7 Server Version 7.1 with the distributed option (provides no support for 
SNMP)

■  Oracle7 Server Version 7.2 or 7.3 with the distributed option

■ Oracle8 Enterprise Edition Server Version 8.0.3

2UDFOH 1HWZRUNLQJ 3URGXFWV

If the integrating Oracle server is not on the same HP9000 workstation as the 
gateway, SQL*Net or Oracle Net8 is required to support communication between 
the HP9000 workstation and the integrating Oracle server. These Oracle 
networking products are required:

■ on the same machine as the gateway: 

–  SQL*Net Server Version 2.3

– an Oracle Adapter, Version 2.3, for APPC, DECnet, Named Pipes, SPX/IPX, 
or TCP/IP

■ on the same machine as the Oracle8 Server:

– Oracle Net8 Client 8.0.3
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– an Oracle Adapter, Version 8.0.3, for APPC, DECnet, Named Pipes, 
SPX/IPX, or TCP/IP

■  on the same machine as the Oracle7 Server:

– SQL*Net Client Version 2.3

– an Oracle Adapter, Version 2.3, for APPC, DECnet, Named Pipes, SPX/IPX, 
or TCP/IP

SQL*Net Version 2.3 software is included in this Oracle Transparent Gateway for 
IBM DRDA release. Your gateway license includes a license for SQL*Net and an 
adapter of your choice. This license restricts the use of SQL*Net to a gateway 
connection.

'RFXPHQWDWLRQ�5HTXLUHPHQWV

In addition to the documentation provided with the Oracle Transparent Gateway 
for IBM DRDA distribution kit, the following Oracle documentation is 
recommended:

■ Oracle Server for HP9000 Series 700/800 Installation and Configuration Guide

■ OracleVn Server Administrator’s Guide

■ OracleVn Server Application Developer’s Guide

■ Oracle8 Server Distributed Systems

■ OracleVn Server Messages

■ Oracle SNMP Support Reference Guide

■ Programmer’s Guide to the Oracle Precompilers

■ Programmer’s Guide to the Oracle Call Interface

■ SQL*Plus User’s Guide and Reference

■ SQL*Net Version 2 documentation for HP-UX

1RWH� See the Preface for a list of how the Oracle7 and Oracle8 
titles correspond to the titles above.
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In addition to your Oracle documentation, ensure you have appropriate 
documentation for your platform (HP9000), your operating system (HP-UX), and 
your DRDA server (DB2/400, DB2/Common Server, DB2/MVS, or SQL/DS). 

The following IBM publications might also be useful: 

■ Distributed Relational Database: Connectivity Concepts and Scenarios, SC26-4783

■ Distributed Relational Database: Every Manager’s Guide, GC26-3195

■ Distributed Relational Database Architecture: Formal Register of Existing Differences 
in SQL, SC26-3316

■ Distributed Relational Database Architecture: Problem Determination Guide, 
SC26-4782

■ Setup and Usage of SQL/DS in a DRDA Environment, GC24-3733

■ DB2/6000 Administration Guide, SC09-1571

The publication titles and order numbers of the IBM publications are accurate at 
the time of printing of this guide. Titles and structure of these publications are 
subject to change.

0LJUDWLRQ�5HTXLUHPHQWV

If you have previously installed the gateway software, to migrate to this release 
you must:

�� Create a new directory for this release.

�� Install the gateway.

�� Review your initsid.ora and initsid.gtwboot files and tailor them as needed.

�� If you are migrating from Version 3 of the gateway, rebind your DRDA 
package with the g4drutl utility. Because Version 4 introduces changes to the 
package, you must rebind the DRDA package to ensure proper installation of 
the gateway. 

You can skip this rebinding step if you are migrating from Version 4.0.0 and 
you have not changed any parameters in your initsid.ora and initsid.gtwboot 
files that require re-binding. See Appendix C, “DRDA-Specific Parameters” for 
information on which parameters require re-binding.

You do not need to re-install Oracle views installed in the DRDA target or recreate 
the ORACLE2PC table.
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.QRZQ�3UREOHPV
The following problems are known to exist in the products included in this release. 
These problems will be fixed in a future release. If you have any questions or 
concerns about these problems, contact Oracle Worldwide Customer Support 
Services.

A current list of problems is available online. Contact your local Oracle 
Corporation office for information about accessing this online information.

%LQGLQJ WKH '5'$ 3DFNDJH RQ '%��&RPPRQ 6HUYHU

The g4drutl utility is used to bind DRDA packages on the DRDA server and to 
execute SQL scripts. Because of a DB2/CS restriction, the ORACLE2PC table must 
be created in DB2/CS before g4drutl can be used to bind the DRDA package. For 
more information, refer to “Using g4drutl with the DB2/Common Server” on page 
6-7.

3/�64/ 7DEOH 1DPH 4XDOLILFDWLRQ �%XJ 1R� �������

If a table name in a PL/SQL block is unqualified with an owner name, PL/SQL 
automatically qualifies the table name with the current Oracle user name. For 
example: 

6(/(&7  )520 HPS#JDWHZD\

is translated to:

6(/(&7  )520 VFRWW�HPS#JDWHZD\

where VFRWW is the current Oracle userid.

If the DRDA server userid is not the same as the Oracle userid, a problem can occur 
with the automatic table name qualification. Some IBM DRDA servers provide 
userid mapping. For example, if you login as VFRWW to the integrating Oracle 
server and then connect to a DRDA server, the DRDA server can map the userid 
VFRWW to VWDII and logs into the DRDA session as VWDII. However, the Oracle 
server is not aware of this and continues to qualify unqualified objects with VFRWW. 
In this case, the VFRWW account might not exist on the DRDA server, so the SELECT 
statement fails.
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Two workarounds are recommended:

■ use explicitly qualified table names in PL/SQL

■ avoid using the username mapping facilities on the DRDA server for userids 
that use unqualified table names in PL/SQL

'DWH $ULWKPHWLF

In general, these types of SQL expression forms do not work correctly with the 
gateway because of DRDA server limitations:

GDWH � QXPEHU

QXPEHU � GDWH

GDWH � QXPEHU

GDWH� � GDWH�

DRDA servers do not allow number addition or subtraction with date datatypes. 
The date and number addition and subtraction �GDWH � QXPEHU, QXPEHU �

GDWH, GDWH � QXPEHU) forms are sent through to the DRDA server where they 
are rejected.

Also,  DRDA servers do not perform date subtraction consistently. When you 
subtract two dates �GDWH� � GDWH��, differing interpretations of date 
subtraction in the DRDA servers cause the results to vary by server.

Avoid date arithmetic expressions in all gateway SQL until date arithmetic 
problems are resolved.

2UDFOH 6HUYHU ,QLWLDOL]DWLRQ 3DUDPHWHU

The Oracle server parameter GLOBAL_NAMES must be set as shown to enable a 
connection to the gateway:

*/2%$/B1$0(6 )$/6(

5RZ /HQJWK /LPLWDWLRQ

Because of a restriction of the IBM DRDA architecture, rows with aggregate length 
exceeding 32K bytes in DRDA representation cannot be stored or retrieved.

/21* 'DWDW\SH LQ 64/3OXV

SQL*Plus cannot fetch LONG columns from the Oracle Transparent Gateway for 
IBM DRDA.
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3URFHVVLQJ '5'$�6SHFLILF *DWHZD\ 3DUDPHWHUV

The DRDA-specific gateway parameters in initsid.ora must be specified without 
spaces between the parameter name and the equal sign (=) or between the equal 
sign (=) and the value. If spaces are included, an error message is issued during 
gateway initialization and the gateway session terminates.

'LFWLRQDU\ 9LHZV $UH 1RW 3URYLGHG IRU 64/�'6 RU '%��&RPPRQ 6HUYHU

Currently the Oracle Transparent Gateway for IBM DRDA provides SQL for 
defining DB2/MVS and DB2/400 views that emulate parts of the Oracle database 
dictionary. These are required for certain applications and tools that query 
dictionary tables. View definitions for SQL/DS and DB2/CS are not provided in 
this release.

8QQHFHVVDU\ /RFNV +HOG LQ '%� �,%0 $3$5 31������

This release of the gateway uses a DESCRIBE TABLE command as an optimized 
means of gathering information on a designated DB2 table or view. Currently DB2 
catalog locks obtained for a remote describe table are not released until commit. 
This is an abnormal behavior of DB2 and is documented in IBM APAR PN63308.

.QRZQ�5HVWULFWLRQV
The following restrictions are known to exist for the products in this release. 
Restrictions are not scheduled to change in future releases.

68%675 )XQFWLRQ 3RVW�3URFHVVHG

The SUBSTR function can be used with the Oracle server in ways that are not 
compatible with the DRDA server databases, such as DB2/MVS. Therefore, the 
SUBSTR function is post-processed. For more information, see “Oracle Server SQL 
Construct Processing” on page 8-3.

$96 0DSSLQJ 8VHULGV �64/�'6�

APPC VTAM Support (AVS) has problems mapping userids that are sent using 
lowercase letters or special characters. Contact your IBM representative for 
additional information about this problem.

2UDFOH 52:,' &ROXPQ

DRDA does not have a column equivalent to the Oracle ROWID column. Because 
the ROWID column is not supported, these restrictions apply:
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■ UPDATE and DELETE are not supported with the WHERE CURRENT OF 
CURSOR clause. To update or delete a specific row through the gateway, a 
condition style WHERE clause must be used. (Bug No. 205538)

When these statements are used, in precompiler and PL/SQL programs, they 
rely internally on the Oracle ROWID function.

■ Snapshots between Oracle servers and DRDA are not supported.

Snapshots rely internally on the Oracle ROWID column.

■ Oracle Forms Version 3 and earlier versions are not supported. Oracle Forms 
Version 4 is supported.

/LPLWHG 6XSSRUW IRU '5'$ 6HUYHU &KDUDFWHU 6HWV

Servers configured with character sets other than the ones listed in Appendix D, 
“National Language Support” are not supported by the gateway.

&KDUDFWHU 6HW /LPLWDWLRQ

Oracle Transparent Gateway for IBM DRDA does not support access to 
double-byte character set (DBCS) data in DB2/400, DB2/Common Server, 
DB2/MVS, and SQL/DS databases. 

%LQDU\ /LWHUDO 1RWDWLRQ

Oracle7 SQL uses hexadecimal digits surrounded by single quotes to express literal 
values being compared or inserted into columns defined as RAW. Currently, this is 
not converted to IBM compatible syntax (X’nn’) when the SQL destination is the 
gateway. You must use bind variables to compare or insert into a DRDA server 
column defined with the FOR BIT DATA option.

'DWDW\SH /LPLWDWLRQV

Refer to “DRDA Datatype to Oracle Datatype Conversion” on page 8-12 for 
detailed information about datatypes.

&211(&7 %< 8QVXSSRUWHG

Oracle Transparent Gateway for IBM DRDA does not support CONNECT BY in 
SELECT statements. 

6$9(32,17 &RPPDQG 8QVXSSRUWHG

Oracle Transparent Gateway for IBM DRDA does not support the Oracle command 
SAVEPOINT.



5HOHDVH ,QIRUPDWLRQ ����

1XOO 9DOXHV DQG 6WRUHG 3URFHGXUHV

Null values are not passed into or returned from calls to stored procedures through 
the gateway.

6WULQJ &RQFDWHQDWLRQ RI 1XPEHUV

String concatenation of numbers is not allowed in DB2/400, DB2/Common Server, 
and DB2/MVS. For example, �__� is not allowed.

'5'$B6(&85,7<B7<3( 6$0( 8QVXSSRUWHG RQ +3�8;

The DRDA_SECURTY_TYPE=SAME option is not supported by the Oracle 
Transparent Gateway for IBM DRDA for HP9000. You must use the default, which 
is DRDA_SECURITY_TYPE=PROGRAM. For more information, see “SNA 
Conversation Security” on page 9-4.
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�
,QWURGXFWLRQ�WR�WKH�*DWHZD\

The Oracle Transparent Gateway for IBM DRDA enables you to:

■ integrate heterogenous database management systems so they appear as a 
single homogeneous database system

■ read and write data from Oracle applications to data in DB2/400, 
DB2/Common Server, DB2/MVS, and SQL/DS databases in addition to any 
Oracle server data

Read this chapter for information about the architecture, uses, and features of the 
Oracle Transparent Gateway for IBM DRDA.
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7HUPV
The terms used in this guide do not necessarily conform to IBM terminology. The 
terms, as used in this guide, are defined as:

DRDA data is, generically, any database data accessed through 
DRDA.

DRDA database is the collection of data that belongs to a DRDA server.

DRDA server is a database server that can be accessed through 
DRDA. IBM terminology for a DRDA server is a DRDA 
Application Server, or AS.

DRDA server type is a specific database product or program that can act 
as a DRDA server. The Oracle Transparent Gateway for 
IBM DRDA supports four DRDA server types: 
DB2/400, DB2/Common Server, DB2/MVS, and 
SQL/DS.

integrating Oracle 
server

is any Oracle server instance that communicates with 
the Oracle Transparent Gateway for IBM DRDA to 
distribute database access operations to a DRDA 
server. The integrating Oracle server can also be used 
for non-gateway applications.

DB2/Common Server is a generic name for a UNIX-based implementation of 
DB2. DB2/6000 is an IBM AIX implementation of 
DB2/Common Server. DB2/CS is frequently used as an 
abbreviation of DB2/Common Server.
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$UFKLWHFWXUH
The Oracle Transparent Gateway for IBM DRDA works with the Oracle server to 
shield most of the differences of the non-Oracle database from Oracle applications. 
This means the applications can access the Oracle server data and the DRDA 
database data as if it were Oracle data located at the integrating Oracle server. 

)LJXUH �¤� 7KH JDWHZD\ DUFKLWHFWXUH

The architecture consists of these main components: 

■ client

The client is an Oracle application or tool.

■ integrating Oracle server

The integrating Oracle server is an Oracle instance accessed by an Oracle server 
with procedural and distributed options. Usually, the integrating Oracle server 
is installed on the same HP9000 workstation as the gateway, but this is not a 
requirement. The integrating Oracle server and the gateway communicate in 
the normal Oracle server-to-server manner.

If the integrating Oracle server is not on the HP9000 workstation where the 
gateway resides, you must install the correct Oracle networking software on 
the platform where the server resides. If your integrating Oracle server is 
Version 7, you must install SQL*Net on the Oracle server machine. If your 
integrating Oracle server is Version 8, you must install Oracle Net8 on the 
Oracle server machine.

■ Oracle Transparent Gateway for IBM DRDA

The gateway must be installed on HP9000 workstations running the HP-UX 
operating system. 

&OLHQW

,QWHJUDWLQJ
2UDFOH
6HUYHU

2UDFOH
7UDQVSDUHQW
*DWHZD\ IRU
,%0 '5'$

'5'$
6HUYHU

64/1HW� 1HW��
RU ORFDO
FRQQHFWLRQ

/8���

�QRW 64/1HW�
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If the integrating Oracle server is not on this same HP9000 workstation, you 
must also install SQL*Net so that the gateway and Oracle server can 
communicate.

■ DRDA server

The DRDA server must be a DB2/400, DB2/Common Server, DB2/MVS, or 
SQL/DS database on a system accessible to the HP9000 workstation using the 
SNA LU6.2 protocol. The connection between the gateway and the DRDA 
server uses the SNAplus. 

Multiple Oracle servers can access the same gateway. A single HP9000 workstation 
gateway installation can be configured to access more than one DRDA server.

,PSOHPHQWDWLRQ

When the gateway is installed on your HP9000 workstation, it has some of the 
same components as an Oracle database instance on HP-UX. The gateway has these 
components:

■ a base file directory, similar to the one associated with an Oracle instance’s 
ORACLE_HOME environment variable

■ a gateway system identifier (SID), comparable to an Oracle instance’s 
ORACLE_SID

■ Oracle SQL*Net to support communication between the integrating Oracle 
server and the Oracle Transparent Gateway for IBM DRDA

■ a file of initialization parameters, similar to the Oracle server init.ora file, 
identified as initsid.ora

The gateway does not have:

■ control, redo log, or database files

■ the full set of subdirectories and ancillary files associated with an installed 
Oracle server

Because the gateway does not have background processes and does not need a 
management utility such as Oracle Enterprise Manager, you do not need to start 
the gateway product. Each Oracle server user session that accesses a particular 
gateway creates an independent process on the HP9000 workstation. This process 
runs the gateway session and executes SNA functions to communicate with a 
DRDA server. 
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+RZ�WKH�*DWHZD\�:RUNV

The gateway has no database functions of its own. Instead, it provides an interface 
by which an Oracle server can direct part or all of a SQL operation to a DRDA 
database.

The gateway supporting the DRDA server is identified to the integrating Oracle 
server using a database link. The database link is the same construct used to 
identify other Oracle server databases. Tables on the DRDA server are referenced 
in SQL as:

WDEOHBQDPH#GEOLQNBQDPH

or

RZQHU�WDEOHBQDPH#GEOLQNBQDPH

If you create synonyms or views in the integrating Oracle server database, you can 
refer to tables on the DRDA server using simple names as though the table is local 
to the integrating Oracle server.

When the integrating Oracle server encounters a reference to a table on the DRDA 
server, the applicable portion of the SQL statement is sent to the gateway for 
processing. Any host variables associated with the SQL statement are bound to the 
gateway and therefore to the DRDA server.

The gateway is responsible for sending these SQL statements to the DRDA server 
for execution and for fielding and returning responses. The responses are either 
data or messages. Any conversions between Oracle datatypes and DRDA datatypes 
are performed by the gateway. The integrating Oracle server and the application 
read and process only Oracle datatypes.

64/�'LIIHUHQFHV

Not all SQL implementations are the same. The Oracle server supports a much 
larger set of built-in functions than the databases currently accessed through the 
gateway. The integrating Oracle server and the gateway work together to convert 
SQL to a form that is compatible with the specific DRDA server. 

During this conversion, an Oracle server function can be converted to a function 
recognizable to the specific DRDA server. For example, the Oracle server NVL 
function is converted to the IBM VALUE function.

Alternatively, the integrating Oracle server withholds functions that are not 
executable by the DRDA server and performs them after rows are fetched from the 
DRDA database. This processing generally applies to SELECT statements. The 
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integrating Oracle server and the gateway cannot perform this kind of 
manipulation on UPDATE, INSERT, or DELETE statements because doing so 
changes transaction semantics.

2UDFOH�7RROV�DQG�WKH�*DWHZD\
Use the gateway to run applications, like Oracle tools, that read and write data 
stored in DRDA databases.

While the Oracle Transparent Gateway for IBM DRDA provides no new 
application or development facilities, it extends the reach of existing Oracle tools to 
include data in non-Oracle databases that support DRDA. 

The gateway used with other Oracle products can greatly extend the capabilities of 
the standalone gateway. The following examples demonstrate how powerful the 
gateway is with other Oracle tools. 

2UDFOH�'HYHORSHU������5HSRUWV

Use Oracle Developer/2000 Reports and the Oracle Transparent Gateway for IBM 
DRDA to easily and transparently generate a wide range of reports based on 
DRDA data. Because reports created with Oracle Developer/2000 Reports can be 
redesigned and rerun quickly and easily, Oracle Developer/2000 Reports and the 
gateway combine to form a powerful reporting package.

2UDFOH�'LVFRYHUHU

Use Oracle Discoverer and the Oracle Transparent Gateway for IBM DRDA to 
analyze and manipulate data residing in a DRDA server. This combination of 
products enables you to mine your corporate data using a powerful data analysis 
tool.

2UDFOH�'HYHORSHU������)RUPV

Use Oracle Developer/2000 Forms (Version 4 or higher) to build applications that 
are stored in the DRDA server. For additional information refer to the appropriate 
Developer/2000 documentation.

Oracle Forms Version 3 and earlier versions are not supported.
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64/3OXV

Use SQL*Plus and the Oracle Transparent Gateway for IBM DRDA to create a 
distributed database system, providing an easy-to-use transfer facility for moving 
data between the distributed databases. One possible use is to distribute the data in 
your corporate Oracle database to departmental DRDA databases. You can also 
distribute data in your corporate DRDA database to departmental Oracle databases.

)HDWXUHV

+HWHURJHQHRXV�'DWDEDVH�,QWHJUDWLRQ

The gateway support for ANSI-standard SQL enables read/write access to DRDA 
databases. Even if your data exists on different platforms in different applications, 
new applications can use all data, regardless of location. 

0LQLPXP�,PSDFW�RQ�([LVWLQJ�6\VWHPV

The gateway does not require installation of additional Oracle software on your 
MVS, VM, AIX, or AS/400 system. The database interface it uses is provided by 
IBM and is built into the DRDA database products and SNA facilities that already 
exist on these platforms.

Configuring an IBM system for DRDA access typically consists of defining the SNA 
LU6.2 resources involved and establishing access security definitions specific to the 
target database.

/DUJH�%DVH�RI�'DWD�$FFHVV

DRDA Application Server Function is supported by all IBM DB2 database products.

$SSOLFDWLRQ�3RUWDELOLW\

The gateway’s ability to interface with heterogeneous databases makes it possible 
to develop a single set of portable applications that can be used against both Oracle 
and IBM databases, and any other databases for which Oracle Corporation 
provides gateways.

5HPRWH�'DWD�$FFHVV

Location flexibility is maximized because the gateway architecture permits 
network connections between each of the components. The application can use the 
Oracle client-server capability to connect to a remote integrating Oracle server 
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through SQL*Net. The integrating Oracle server can connect to a remote gateway 
using a database link. The gateway connects to DRDA servers through SNA LU6.2 
network facilities. 

The benefits of remote access are:

■ provides a means to allocate the appropriate resource to a given task

You can, for example, move application development off expensive processors 
and onto cost-efficient workstations or microcomputers. 

■ expands the number of available data sources

Without remote access, you are limited to the data available in the local 
environment. With remote access, your data sources are limited only by your 
networks.

■ provides a means to tailor an application environment to a given user

For example, some users prefer a block-mode terminal environment, while 
others prefer a bit-mapped, graphics driven terminal environment. Remote 
access can satisfy both because you are not constrained by the interface 
environment imposed by the location of your data. 

6XSSRUW�IRU�'LVWULEXWHG�$SSOLFDWLRQV

Because the gateway gives your application direct access to DRDA data, you 
eliminate the need to upload and download large quantities of database data to 
other processors. Instead, you can access data where it is, when you want it, 
without having to move the data between machines and risk unsynchronized and 
inconsistent data. Avoiding massive data replication can reduce aggregate disk 
storage requirements over all your systems.

However, if your system design requires moving data among the machines in a 
network, SQL*Plus and the gateway can simplify the data transfer. With a single 
SQL*Plus command you can move entire sets of data from one node of the network 
to another and from one database to another.

You can pass commands and statements specific to your DRDA database through 
the gateway to be executed by the DRDA database. For example, you can pass 
DB2/MVS commands through the gateway for DB2 to execute. You can also 
execute stored procedures defined in non-Oracle databases.
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$SSOLFDWLRQ�'HYHORSPHQW�DQG�(QG�8VHU�7RROV

Through the gateway, Oracle Corporation extends the range of application 
development and end-user tools you can use to access your IBM databases. These 
tools increase application development and user productivity by reducing 
prototype, development, and maintenance time. Current Oracle users do not have 
to learn a new set of tools to access data stored in DRDA databases. Instead, they 
can access Oracle and DRDA data with a single set of tools.

With the gateway and the application development tools available from Oracle 
Corporation, you can develop a single set of applications to access Oracle and 
DRDA data. Users can use the decision support tools available from Oracle 
Corporation to access Oracle and DRDA data. These tools can run on remote 
machines connected through SQL*Net to the integrating Oracle server. 

When designing applications, keep in mind that the gateway is designed for 
retrieval and relatively light transaction loads. The gateway is not currently 
designed to be a heavy transaction processing system. 

6LPSOH�1HWZRUN�0DQDJHPHQW�3URWRFRO�6XSSRUW

The Simple Network Management Protocol (SNMP) is the open standard for 
heterogeneous network management. Designed primarily for database, network, 
and system administrators, SNMP integrates the management of Oracle products, 
such as gateways, into existing widely-used management systems. Gateway 
products running anywhere on a network can be located, identified, and monitored 
by a management station running at a centrally located node.

3URWHFWLRQ�RI�&XUUHQW�,QYHVWPHQW

With the gateway, you can continue to develop your information systems without 
foregoing your investments in current data and applications. You can access your 
Oracle and DRDA data with a single set of applications and continue to use 
existing IBM applications to access your IBM data. You can also use more 
productive database tools and move to a distributed database technology without 
giving up access to your current data. 

If you want to migrate to Oracle database technology and productivity, the 
gateway lets you control the pace of migration. As you transfer applications from 
your previous technology to the Oracle database, you can use the gateway to move 
the DRDA data into Oracle databases.



���� 2UDFOH7UDQVSDUHQW*DWHZD\ IRU ,%0'5'$ IRU+3����6HULHV ������� ,QVWDOODWLRQ*XLGH



,QVWDOOLQJ WKH *DWHZD\ ���

�
,QVWDOOLQJ�WKH�*DWHZD\

The complete Oracle Transparent Gateway for IBM DRDA installation process is 
divided into installation and configuration tasks. This process is described in 
Chapters 4 through 7. If this is the first time the gateway has been installed on your 
HP9000 workstation, you must perform all of the steps documented in these 
chapters.

An Installation Worksheet is provided to assist you in collecting information 
during installation that you need for the gateway initialization files. The 
installation tasks include:

■ ensuring your hardware and software requirements are met

■ loading and installing the gateway software from the distribution medium into 
your system

■ determining your gateway system identifier

■ reconfiguring your network
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,QVWDOODWLRQ�2YHUYLHZ
The primary installation tasks assume that you configure the gateway with a single 
integrating Oracle server and a single DRDA database. The steps for expanding the 
configuration to multiple integrating servers and multiple DRDA databases are 
described in Chapter 6, “Configuring the Gateway”.

For general information about installing Oracle products, and how to use the 
Oracle Installer, refer to the Oracle Server for HP9000 Series 700/800 Installation and 
Configuration Guide.

%HIRUH�%HJLQQLQJ�,QVWDOODWLRQ
Before installing the gateway, confirm that all hardware and software requirements 
are met. Refer to “System Requirements” on page 1-6 to verify these requirements.

,QVWDOOLQJ�WKH�*DWHZD\�IURP�&'�520
The gateway is completely self-contained and must be installed in its own directory.

6WHS����/RJLQ�DV�WKH�2UDFOH�GDWDEDVH�DGPLQLVWUDWRU��'%$��XVHU

If you are not currently a DBA user, contact your system administrator to create a 
DBA login userid. Refer to the preinstallation chapter in the Oracle Server for 
HP9000 Series 700/800 Installation and Configuration Guide.

6WHS����&UHDWH�WKH�WJ�GUGD�GLUHFWRU\

When you create a new directory, it is recommended that you use the version 
number as part of the pathname. Doing so allows different versions of the same 
Oracle product to be installed under one Oracle directory tree.

For example, enter:

� PNGLU �RUDFOH

� PNGLU �RUDFOH�WJ�GUGD������

� FKRZQ RUDFOH�GED �RUDFOH�WJ�GUGD������

� FKPRG ��� �RUDFOH�WJ�GUGD������

6WHS����6HW�WKH�25$&/(B+20(�HQYLURQPHQW�YDULDEOH

ORACLE_HOME must point to the directory you created in Step 2. Set the 
ORACLE_HOME environment variable to point to this directory. The command 
you enter depends on the shell you are using.
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For example, if you are a Bourne or Korn Shell user, enter:

� 25$&/(B+20( �RUDFOH�WJ�GUGD������� H[SRUW 25$&/(B+20(

If you are a C Shell user, enter:

� VHWHQY 25$&/(B+20( �RUDFOH�WJ�GUGD������

6WHS����9HULI\�WKH�25$&/(B7(50�HQYLURQPHQW�YDULDEOH

ORACLE_TERM contains your terminal type (for example, 97���) so Oracle 
Installer displays screen information in the proper format. 

Enter HQY as your command to verify.

If ORACLE_TERM is not set correctly, the command you enter to set 
ORACLE_TERM depends on the shell you are using. If you are a Bourne or Korn 
Shell user, enter:

� 25$&/(B7(50 WHUPBW\SH�H[SRUW 25$&/(B7(50

If you are a C Shell user, enter:

� VHWHQY 25$&/(B7(50 WHUPBW\SH

6WHS����&UHDWH�WKH�2UDFOH�'RF�'LUHFWRU\

For example:

� PNGLU �25$&/(B+20(�GRF

6WHS����0RXQW�WKH�&'�520

Change to root user, mount the CD-ROM, and exit from root.

Place the CD-ROM in your CD-ROM drive and enter:

� VX URRW

SDVVZRUG� SDVVZRUG

� PNGLU �FGURP

� PRXQW �U �) FGIV �GHY�FG� �FGURP

� H[LW

where �GHY�FG� is the name of your CD-ROM device.

1RWH� For Window systems, ORACLE_TERM must be set to 
[WHUP and DISPLAY set to the user’s terminal IP address.
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6WHS����,QYRNH�WKH�2UDFOH�,QVWDOOHU

Enter:

�FG �FGURP�RUDLQVW

� ��RUDLQVW

Oracle Installer is a menu-driven utility that steps you through the installation. On 
every screen you are prompted to enter information or select an action. Provide the 
information or actions described in the following table. Not all of the items in the 
table correspond to your platform and the order in which you are prompted might 
vary from the table.

3URPSW 5HVSRQVH

Installer action Use the cursor keys to highlight the "Install/Upgrade Software Only" 
action from the list and press [Return].

Pathname for your 
ORACLE_HOME  directory

Accept the default, or type in the name of another directory into which 
you want the gateway installed. Press [Return].

README.FIRST file displayed Read this file for important installation information. After reading, select 
"OK" and press [Return].

Skip README.FIRST file in future? Select "Do not display..." or "Continue to display..." and press [Return].

Staging area Use the cursor keys to highlight "Install from CD-ROM" and press 
[Return].

Native language Accept the default (highlighted) language, or use the cursor keys to 
highlight a different language. Press [Return]. You can only select a 
language that is supported by the gateway, as described in Appendix D.

Select products to install Use the cursor keys and Select keys to highlight the Oracle Transparent 
Gateway for IBM DRDA in the list, and the Install option.

If you are installing the gateway on a different machine than the 
integrating Oracle server, you also need to select and install SQL*Net and 
the SQL*Net protocol adapters you want to use. Press [Return].

Out-of-date message displayed This message appears if an older version of the Oracle Transparent 
Gateway for IBM DRDA was already installed in the current 
ORACLE_HOME directory. To upgrade to the new Version 4.0.1 product, 
accept the default ("Yes") and press [Return]. Selecting "No" stops the 
installation.
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6WHS����([LW�WKH�2UDFOH�,QVWDOOHU

When the Oracle Installer confirms that the installation has ended, exit the Oracle 
Installer by pressing [Ctrl]-X. Using [Crtl]-C can hang your system.

6WHS����9HULI\�VXFFHVV�RI�LQVWDOODWLRQ

After you have exited the Oracle Installer, verify that installation was successful. To 
do this, read the contents of the installation log file, which is located in the 
$ORACLE_HOME/orainst directory. The default file name is install.log. 

&RQILJXUDWLRQ�:RUNVKHHW
Now that the gateway is installed, you begin configuration. This worksheet is 
provided to help you collect information needed when you tailor the gateway 
initialization parameters. Each item corresponds to an entry in the initsid.ora file, 
which is customized near the end of the configuration phase. As each item is 

Upgrade the software to 
QHZBYHUBQR� ?

To upgrade to the newer version, accept the default "Yes" and press 
[Return]. If you select "No", the installation stops. This prompt only 
appears if an older version of the gateway is in the current 
ORACLE_HOME.

The products list is displayed again Use the cursor keys and Select keys to highlight any other needed 
products and the "Install" option. If done, select "File" from the action bar 
and "Exit" from the File pull-down menu, and press [Return].

Shared library installation install 
complete

Informational message.

3URPSW 5HVSRQVH
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identified, enter the value in the worksheet. This information is then available 
when the initsid.ora file is customized. 

'HLQVWDOOLQJ�WKH�*DWHZD\
To deinstall the gateway, perform these steps:

6WHS����0DNH�WKH�25$&/(B+20(�RUDLQVW�GLUHFWRU\�WKH�FXUUHQW�GLUHFWRU\

� FG �25$&/(B+20(�RUDLQVW

6WHS����6WDUW�WKH�2UDFOH�,QVWDOOHU

� ��RUDLQVW

6WHS����5HVSRQG�WR�WKH�SURPSWV

Accept the defaults for the prompts on 25$&/(B+20(, ORJBILOHBQDPH, and 
2UDFOHBRZQHU�

6WHS����6HOHFW�§6RIWZDUH�'HLQVWDOODWLRQ§�RSWLRQ�IURP�DFWLRQV�OLVW

A list of products available in the ORACLE_HOME directory is displayed.

6WHS����6HOHFW�WKH�SURGXFWV�WR�EH�GHLQVWDOOHG

Use the cursor keys and Select keys to highlight the product ”Oracle Transparent 
Gateway for IBM DRDA” in the displayed list. If you have installed the gateway in 

System ID (sid) name:__________________  (See page 6-2)

Gateway ORACLE_HOME:__________________  (See page 3-2)

initsid.ora Parameter See Pages Value

DRDA_RECOVERY_USERID  4-2 to 4-6

DRDA_RECOVERY_PASSWORD  4-2 to 4-6

DRDA_REMOTE_DB_NAME  4-3 to 4-7

DRDA_CONNECT_PARM 5-5

Userid and password that own the 
DRDA package

4-2 to 4-4
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a separate directory, also select the SQL*Net adapters. You can highlight multiple 
products.

6WHS����6HOHFW�WKH�§5HPRYH���§�RSWLRQ�DQG�SUHVV�>5HWXUQ@

6WHS����&RQILUP�WKDW�\RX�ZDQW�WR�GHLQVWDOO�WKH�VHOHFWHG�SURGXFWV�

The only files removed are those that were copied to the ORACLE_HOME 
directory during the installation of the Oracle Transparent Gateway for IBM 
DRDA. Any other related files must be removed manually.
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�
&RQILJXULQJ�WKH�'5'$�6HUYHU

The steps for configuring your remote DRDA server cover these DRDA servers:

■ SQL/DS DRDA server

■ DB2/Common Server (DB2/CS) DRDA server

■ DB2/400 DRDA server

■ DB2/MVS DRDA server

Configuring a DRDA database to allow access by the gateway requires actions on 
the DRDA database and on certain components of the host operating system. 
Although no Oracle software is installed on the host system, access to and some 
knowledge of the host system and DRDA database are required during the 
configuration. Refer to the vendor documentation for complete information about 
your host system and DRDA database.
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64/�'6�'5'$�6HUYHU
Experience with VM, AVS, and SQL/DS is required to perform these steps:

6WHS����&RQILJXUH�90�97$0�DQG�$96

Configure VM VTAM and AVS as appropriate for the SNA LU6.2 connection from 
the HP9000 workstation.

6WHS����'HILQH�WKH�XVHULG�WKDW�RZQV�WKH�SDFNDJH

During gateway configuration, you will run a utility program, g4drutl , to bind the 
package. When you run the program, you must enter a userid and password. This 
userid owns the package and the ORACLE2PC (two-phase commit) table. The 
userid used to bind or rebind the DRDA package must have these privileges on the 
remote database:

■ package privileges of BIND, COPY, and EXECUTE

■ collection privilege of CREATE IN

■ system privileges of BINDADD and BINDAGENT

Choose a userid now that will own the package and ORACLE2PC table. Ensure 
this userid is defined to SQL/DS and VM. Enter the values in the “Configuration 
Worksheet” on page 3-5.

6WHS����'HILQH�WKH�UHFRYHU\�XVHULG

During gateway configuration, the recovery userid and password are specified in 
the gateway initialization file using the DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD parameters. If a distributed transaction fails, the 
recovery process connects to the remote database using the userid and password 
defined in these parameters. This userid must have execute privileges on the 
package and be defined to the IBM DRDA database. If the userid is not specified in 
DRDA_RECOVER_USERID, the gateway attempts to connect to a userid of 
ORARECOV when a distributed transaction is in doubt.

Determine the userid and password you will use for recovery. Enter the values in 
the “Configuration Worksheet” on page 3-5 for DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD.
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6WHS����'HWHUPLQH�'5'$�ORFDWLRQ�QDPH�IRU�64/�'6�LQVWDQFH

The DRDA location name is required as a gateway parameter. To determine the 
location name, issue the SQL query:

6(/(&7 &855(17 6(59(5 )520 DQ\BWDEOH

where DQ\BWDEOH is a valid table with one or more rows. 

If the value returned by this query is blank or null, the DRDA location name has 
not been established. If so, contact the system administrator to arrange to set a 
location name for the instance. 

Enter the value for the DRDA_REMOTE_DB_NAME parameter in the 
“Configuration Worksheet” on page 3-5.

'%��&RPPRQ�6HUYHU�'5'$�6HUYHU
Experience with DB2/CS, SMIT, and AIX is required to perform these steps:

6WHS����&RQILJXUH�61$�DQG�'%��&6

Use SMIT to configure SNA as appropriate for the SNA LU6.2 connection from the 
HP9000 workstation.

6WHS����'HILQH�WKH�XVHULG�WKDW�RZQV�WKH�SDFNDJH

During gateway configuration, you will run a utility program, g4drutl , to bind the 
package. When you run the program, you must enter a userid and password. This 
userid owns the package and the ORACLE2PC (two-phase commit) table. The 
userid used to bind or rebind the DRDA package must have these privileges on the 
remote database:

■ package privileges of BIND, COPY, and EXECUTE

■ collection privilege of CREATE IN

■ system privileges of BINDADD and BINDAGENT

Choose a userid now that will own the package and ORACLE2PC table. Ensure 
this userid is defined to both the DB2 instance ID and AIX. Enter the values in the 
“Configuration Worksheet” on page 3-5.
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6WHS����'HILQH�WKH�UHFRYHU\�XVHULG

During gateway configuration, the recovery userid and password are specified in 
the gateway initialization file using the DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD parameters. If a distributed transaction fails, the 
recovery process connects to the remote database using the userid and password 
defined in these parameters. This userid must have execute privileges on the 
package and be defined to the IBM DRDA database. If the userid is not specified in 
DRDA_RECOVER_USERID, the gateway attempts to connect to a userid of 
ORARECOV when a distributed transaction is in doubt.

Determine the userid and password you will use for recovery. Enter the values in 
the “Configuration Worksheet” on page 3-5 for DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD.

6WHS����'HWHUPLQH�'5'$�ORFDWLRQ�QDPH�IRU�'%��&6�LQVWDQFH

The DRDA location name is required as a gateway parameter. To determine the 
location name, issue the SQL query:

6(/(&7 &855(17 6(59(5 )520 DQ\BWDEOH

where DQ\BWDEOH is a valid table with one or more rows. 

If the value returned by this query is blank or null, the DRDA location name has 
not been established. If so, contact the system administrator to arrange to set a 
location name for the instance. 

Enter the value for the DRDA_REMOTE_DB_NAME parameter in the 
“Configuration Worksheet” on page 3-5.

'%������'5'$�6HUYHU
Experience with DB2/400 and AS/400 is required to perform these steps:

6WHS����&RQILJXUH�$6�����FRPPXQLFDWLRQV

Configure AS/400 communications as appropriate for the SNA LU6.2 connection 
from the HP9000 workstation.

6WHS����'HILQH�WKH�XVHULG�WKDW�RZQV�WKH�SDFNDJH

During gateway configuration, you will run a utility program, g4drutl , to bind the 
package. When you run the program, you must enter a userid and password. This 
userid owns the package and the ORACLE2PC (two-phase commit) table. The 
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userid used to bind or rebind the DRDA package must have these privileges on the 
remote database:

■ package privileges of BIND, COPY, and EXECUTE

■ collection privilege of CREATE IN

■ system privileges of BINDADD and BINDAGENT

Choose a userid now that will own the package and ORACLE2PC table. Ensure 
this userid is defined to DB2/400 and AS/400. Enter the values in the 
“Configuration Worksheet” on page 3-5.

6WHS����'HILQH�WKH�UHFRYHU\�XVHULG

During gateway configuration, the recovery userid and password are specified in 
the gateway initialization file using the DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD parameters. If a distributed transaction fails, the 
recovery process connects to the remote database using the userid and password 
defined in these parameters. This userid must have execute privileges on the 
package and be defined to the IBM DRDA database. If the userid is not specified in 
DRDA_RECOVER_USERID, the gateway attempts to connect to a userid of 
ORARECOV when a distributed transaction is in doubt.

Determine the userid and password you will use for recovery. Enter the values in 
the “Configuration Worksheet” on page 3-5 for DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD.

6WHS����'HWHUPLQH�'5'$�ORFDWLRQ�QDPH�IRU�'%������LQVWDQFH

The DRDA location name is required as a gateway parameter. To determine the 
location name, issue the following SQL query. If SQL is unavailable on the system, 
use the AS/400 command DSPRDBDIRE to identify your ”*LOCAL” DRDA server.

6(/(&7 &855(17 6(59(5 )520 DQ\BWDEOH

where DQ\BWDEOH is a valid table with one or more rows. 

If the value returned by this query is blank or null, the DRDA location name has 
not been established. If so, contact the system administrator to arrange to set a 
location name for the instance. 

Enter the value for the DRDA_REMOTE_DB_NAME parameter in the 
“Configuration Worksheet” on page 3-5.
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'%��096�'5'$�6HUYHU
Experience with MVS, TSO, VTAM, and DB2 is required to perform these steps:

6WHS����&RQILJXUH�096�97$0

Configure MVS VTAM for the SNA LU6.2 connection from the HP9000 
workstation.

6WHS����'HILQH�WKH�XVHULG�WKDW�RZQV�WKH�SDFNDJH

During gateway configuration, you will run a utility program, g4drutl , to bind the 
package. When you run the program, you must enter a userid and password. This 
userid owns the package and the ORACLE2PC (two-phase commit) table. The 
userid used to bind or rebind the DRDA package must have these privileges on the 
remote database:

■ package privileges of BIND, COPY, and EXECUTE

■ collection privilege of CREATE IN

■ system privileges of BINDADD and BINDAGENT

Choose a userid now that will own the package and ORACLE2PC table. Ensure 
this userid is defined to both DB2 and MVS. Enter the values in the “Configuration 
Worksheet” on page 3-5.

6WHS����'HILQH�WKH�UHFRYHU\�XVHULG

During gateway configuration, the recovery userid and password are specified in 
the gateway initialization file using the DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD parameters. If a distributed transaction fails, the 
recovery process connects to the remote database using the userid and password 
defined in these parameters. This userid must have execute privileges on the 
package and be defined to the IBM DRDA database. If the userid is not specified in 
DRDA_RECOVER_USERID, the gateway attempts to connect to a userid of 
ORARECOV when a distributed transaction is in doubt.

Determine the userid and password you will use for recovery. Enter the values in 
the “Configuration Worksheet” on page 3-5 for DRDA_RECOVERY_USERID and 
DRDA_RECOVERY_PASSWORD.
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6WHS����'HWHUPLQH�'5'$�ORFDWLRQ�QDPH�IRU�'%��LQVWDQFH

The DRDA location name is required as a gateway parameter. To determine the 
location name, issue the SQL query:

6(/(&7 &855(17 6(59(5 )520 DQ\BWDEOH

where DQ\BWDEOH is a valid table with one or more rows.  

If the value returned by this query is blank or null, the DRDA location name has 
not been established. If so, contact the system administrator to arrange to set a 
location name for the instance. 

Enter the value for the DRDA_REMOTE_DB_NAME parameter in the 
“Configuration Worksheet” on page 3-5.

6WHS����&RQILJXUH�'%��'LVWULEXWHG�'DWD�)DFLOLW\�IRU�JDWHZD\

DB2 Distributed Data Facility (DDF) is the component of DB2 that manages all 
distributed database operations, both DRDA and non-DRDA. 

If your site uses DB2 distributed operations, DDF is probably operational on the 
DB2 instance you plan to access through the gateway. If DDF is not operational, 
you must configure and start it as described in the appropriate DB2 documentation. 

Even if DDF is operational on the DB2 instance, it might be necessary to make 
changes to the DDF Communication Database (CDB) tables to specify the 
authorization conduct of DRDA sessions from the gateway. This can be done by 
properly authorized users with a utility like the DB2 SPUFI utility. If you make 
changes to CDB tables, you must stop and restart DDF for the changes to take 
effect. See Chapter 9, “Security Considerations” for additional CDB tables and 
security information.



��� 2UDFOH7UDQVSDUHQW*DWHZD\ IRU ,%0'5'$ IRU+3����6HULHV ������� ,QVWDOODWLRQ*XLGH



&RQILJXULQJ WKH *DWHZD\ ���

�
&RQILJXULQJ�WKH�*DWHZD\

After you have installed the gateway, configured your DRDA server, and 
configured your SNA software, you must configure the gateway. The configuration 
tasks include:

■ configuring the HP9000 workstation

■ running the remote bind utility

■ configuring the integrating Oracle server

■ enabling additional gateway access

■ configuring and starting the gateway SNMP agent

Some of these tasks involve customizing the initsid.ora file. The information 
collected on the “Configuration Worksheet” on page 3-5 simplifies this 
customization.
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&KRRVLQJ�D�*DWHZD\�6\VWHP�,GHQWLILHU��6,'�
The gateway SID is a string of alphabetic and numeric characters that identifies a 
gateway instance. The SID is used in the filenames of gateway parameter files and 
in the connection information associated with the Oracle server database links that 
access the gateway. Enter the SID in your “Configuration Worksheet” on page 3-5.

A separate SID is required for each DRDA server to be accessed. You might also 
have multiple SIDs for one DRDA server to use different gateway parameter 
settings with that server. For information on configuring additional SIDs, refer to 
“Accessing Other DRDA Servers” on page 6-13.

&RQILJXULQJ�WKH�:RUNVWDWLRQ
To configure the HP9000 workstation for the Oracle Transparent Gateway for IBM 
DRDA, you tailor the parameter files for your installation. 

6WHS����&UHDWH�WKH�JDWHZD\�LQLWLDOL]DWLRQ�ILOH

The gateway initialization file is named initsid.ora, where sid is the gateway SID 
you chose in “Choosing a Gateway System Identifier (SID)”. Sample initsid.ora 
files are shipped on the distribution media, and can be found in the 
$ORACLE_HOME/tg4drda/admin directory:

■ initDB2.ora, for DB2/MVS remote servers

■ initSQLDS.ora, for SQL/DS remote servers 

■ initAS400.ora, for DB2/400 remote servers

■ initDB2CS.ora, for DB2/Common Server (DB2/CS) remote servers

Choose one of these sample files and copy it into in the same directory, using your 
gateway SID as the sid in initsid.ora. For example, if you chose your SID to be 
DRD1 in “Choosing a Gateway System Identifier (SID)”, and your remote server is 
DB2, copy the initDB2.ora file into your new file initDRD1.ora:

� FG �25$&/(B+20(�WJ�GUGD�DGPLQ

� FS LQLW'%��RUD LQLW'5'$��RUD
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6WHS����7DLORU�WKH�JDWHZD\�LQLWLDOL]DWLRQ�ILOH

Your “Configuration Worksheet” on page 3-5 should be complete. If not, review 
the incomplete entries and refer to the section listed for more information. You 
need this information to tailor the gateway initialization file, initsid.ora.

DRDA initialization parameters are supplied using the generic gateway SET 
directive. See Appendix C, “DRDA-Specific Parameters” for  its syntax and 
information on the DRDA-specific initsid.ora parameters. For a complete 
discussion of all initsid.ora parameters, see the Oracle Open Gateways Guide for 
SQL-Based and Procedural Gateways.

5HELQGLQJ

If you previously installed a Version 3 release of the gateway, you must still rebind 
the gateway package because Version 4 introduced changes in the package. You do 
not need to rebind if your previous release of the gateway was Version 4.0.0.

5HTXLUHG 3DUDPHWHUV

When you edit your initsid.ora file, you must change the values of  all the 
parameters listed in the “Configuration Worksheet” on page 3-5, using the values 
in the right-hand column of the worksheet.

You will also need to set certain NLS gateway parameters. For more information on 
setting these parameters, see Appendix D.

2SWLRQDO 3DUDPHWHUV

There are several DRDA-specific parameters that are not required, but which you 
might want to change. Unless otherwise indicated, these parameters are described 
in Appendix C:

'5'$ SDUDPHWHUV 'HVFULSWLRQ

DRDA_DISABLE_CALL used to disable stored procedure support for 
DRDA servers on which the gateway does not 
support stored procedures.

DRDA_ISOLATION_LEVEL defines the package Isolation Level.

DB_NAME specifies the database SID name and must be set 
to the gateway SID.
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6WHS����&UHDWH�WKH�JDWHZD\�ERRWVWUDS�ILOH

In addition to the initsid.ora file tailored in Step 2, the gateway uses a bootstrap file 
named initsid.gtwboot. The initsid.gtwboot file also resides in the 
$ORACLE_HOME/tg4drda/admin directory. 

The directory $ORACLE_HOME/tg4drda/admin contains four sample bootstrap 
files, one for each type of DRDA server. Choose one of these sample files to be your 
bootstrap file and copy it into the same directory using your gateway SID as the sid 
in initsid.gtwboot:

� FG �25$&/(B+20(�WJ�GUGD�DGPLQ

� FS LQLW'%��JWZERRW LQLW'5'$��JWZERRW

6WHS����7DLORU�WKH�JDWHZD\�ERRWVWUDS�ILOH

The initsid.gtwboot file contains parameters that govern:

■ the UNIX environment in which the gateway process runs, including 
NLS-related parameters. See Appendix D for information on tailoring the 
parameters for NLS. 

■ the environment variable settings needed by SNAplus software to initialize the 
gateway APPC interface. 

■ the target DRDA server settings needed for pass-through support. See 
Appendix C for information on the TARGET parameter.

DRDA_OPTIMIZE_QUERY used for data query optimization.

DRDA_PACKAGE_COLLID defines the package collection id. 

DRDA_PACKAGE_NAME defines the name of the package.

DRDA_PACKAGE_OWNER defines the owner of the package. By default, the 
owner is the userid used when you run the 
g4drutl bind utility. This parameter is not valid 
for SQL/DS.

DRDA_PACKAGE_SECTIONS defines the maximum number of concurrent 
OPEN cursors at the remote server.

SNMP_SUPPORT defines the level of SNMP support provided by 
the gateway. Refer to Oracle Open Gateways Guide 
for SQL-Based and Procedural Gateways.

'5'$ SDUDPHWHUV 'HVFULSWLRQ
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Customize the file you created in Step 3 as needed to tailor your initsid.gtwboot 
file for your installation. 

For the gateway to use APPC communications with the DRDA server, you must 
change certain environment variable settings in the bootstrap file. For SNAplus, 
change the setting for APPCLLU, which is the SNAplus local LU that you specify 
for DRDA on your HP9000 workstation. This local LU name must be defined in the 
SNAplus configuration file and match the name of an independent LU defined in 
the host VTAM definition for the HP-UX workstation.

For information on the initsid.gtwboot parameters, refer to “Gateway Boot File 
Parameters” on page C-11. For information on NLS-related initsid.gtwboot 
parameters, refer to “NLS Parameters in the Gateway Boot File” on page D-5. For 
more information on SNA configuration, refer to Chapter 5, “Configuring the SNA 
Server”.

6WHS�����2SWLRQDO��7DLORU�WKH�6103�JDWHZD\�DJHQW�LQLWLDOL]DWLRQ�ILOH

You must tailor the gateway SNMP agent initialization file if you want to change 
the agent initialization parameter defaults. You do not need to tailor this file if the 
defaults suit your needs or if you do not plan to use SNMP. The defaults are 
described in Oracle Open Gateways Guide for SQL-Based and Procedural Gateways. 

The gateway SNMP agent initialization file is called gtwsnmp.ora, and is in the 
directory $ORACLE_HOME/network/admin. Determine which agent initialization 
parameters you want to change and modify those parameters in gtwsnmp.ora. For 
information on changing this file, refer to Oracle Open Gateways Guide for SQL-Based 
and Procedural Gateways.

8VLQJ�WKH�J�GUXWO�8WLOLW\
The g4drutl utility is found in the gateway $ORACLE_HOME/bin directory. The 
g4drutl utility is used to bind the DRDA package or execute SQL scripts over 
DRDA. The g4drutl utility does not use the gateway to connect to the DRDA server.

Before running the g4drutl utility, switch to the gateway directory 
$ORACLE_HOME/bin using the FG command or add this path to your $PATH 
environment variable.
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6\QWD[�RI�J�GUXWO

The syntax of the g4drutl utility is:

J�GUXWO 02'( ^%,1'_(;(&64/`

86(5,' XVHULG

3$66:25' SDVVZRUG

>6&5,37 SDWKLG@

where:

8VDJH�&RQVLGHUDWLRQV�IRU�J�GUXWO

When using g4drutl to bind a DRDA package or to execute SQL scripts over 
DRDA, these items apply:

■ If a parameter is missing from the command line, you are prompted 
interactively.

■ If an error occurs while executing a SQL statement, you are prompted on 
whether to continue. If the response is NO, the whole unit of work is rolled 
back.

■ The password is not echoed if it is entered interactively.

■ The DRDA package name specified in your initsid.ora file should be unique. If  
you have an earlier version of the gateway installed and it uses the same 
package name, that package is replaced by the new package. Your earlier 
version of the gateway will no longer work.

■ The g4drutl utility can process only SQL statements that are executable by the 
DRDA server. The utility cannot process SELECT statements. Generally, 
g4drutl is used to process DDL SQL statements.

02'( %,1' creates the package at the remote database.

02'( (;(&64/ executes the SQL statements found in file SDWKLG.

XVHULG is a valid userid on the remote database. Use uppercase 
letters on DB2/400, SQL/DS, and DB2/MVS.

SDVVZRUG is the password for the userid. Use uppercase letters on 
DB2/400, SQL/DS, and DB2/MVS.

SDWKLG is the directory path of the source file containing the SQL 
statements to be executed. The 6&5,37 parameter is used 
only when 02'( (;(&64/.
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([HFXWLQJ�64/�6FULSWV�RYHU�'5'$

When using g4drutl to execute SQL scripts over DRDA, the contents of the SQL 
scripts must follow these rules:

■ All SQL statements must end with a semicolon (;).

■ A COMMENT line is any line starting with a ”#” or ”-” as the first non-blank 
character.

■ Only EXECUTE IMMEDIATE type statements can be executed. No bind 
variables can appear in the SQL statement.

■ DDL, DCL, and DML statements are allowed.

To execute a script called /home/user3b/myscript.sql, invoke g4drutl as shown:

� J�GUXWO PRGH H[HFVTO XVHULG 25$'5'$ SDVVZRUG '5'$�%

VFULSW �KRPH�XVHU�E�P\VFULSW�VTO

8VLQJ�J�GUXWO�ZLWK�WKH�'%��&RPPRQ�6HUYHU

If you are connecting to a DB2/CS DRDA server, DB2/CS requires that you create 
the ORACLE2PC table before binding the DRDA package. Other DRDA servers 
allow you to bind the package before the ORACLE2PC table exists.

To create the ORACLE2PC table:

�� Log into the machine where DB2/CS is running. Check that you have 
addressability to the DB2/CS instance where the ORACLE2PC table will reside.

�� Copy these files from the $ORACLE_HOME/tg4drda/install/db2cs directory:

– o2pc.sh     (Sample shell script for performing the table creation)

– o2pc.sql    (SQL script for creating the table)

– o2pcg.sql  (SQL script for granting package access to PUBLIC)

�� Connect to the database using the userid you will use for binding the package:

� GE� ®&211(&7 72 GDWDEDVH 86(5 XVHULG 86,1* SDVVZRUG©

Note that the userid must have CONNECT, CREATETAB, and BINDADD 
authority to be able to connect to the database, create the table, and create the 
package.
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�� Create the ORACLE2PC table:

� GE� �WI R�SF�VTO

�� Commit the transaction:

� GE� ®&200,7®

�� Optionally, verify the table was created under the correct userid:

� GE� ®/,67 7$%/(6 )25 86(5®

� GE� ®&200,7®

�� Disconnect from the session:

� GE� ®',6&211(&7 &855(17®

%LQGLQJ�WKH�'5'$�3DFNDJH
The DRDA package must be bound with the g4drutl utility. You must perform this 
bind step if this release is the first time the gateway has been installed on this 
system. If you are upgrading from any Version 3 release to any Version 4 of the 
gateway, you must perform a bind.

The userid used to bind or rebind the DRDA package must have these privileges 
on the remote database:

■ package privileges of BIND, COPY, and EXECUTE

■ collection privilege of CREATE IN

■ system privileges of BINDADD and BINDAGENT

See the “Configuration Worksheet” on page 3-5 for the userid you chose to own the 
package.

5XQQLQJ�WKH�J�GUXWO�8WLOLW\

6WHS �� &KHFN DOO '5'$ SDUDPHWHU VHWWLQJV

Check all DRDA parameter settings to be sure they are set correctly before you 
start the bind. For example, the default for DRDA_DISABLE_CALL only works if 
your DRDA database supports stored procedures. If not, you must change the 
setting. Also, the value for DRDA_PACKAGE_NAME must be unique if you have 
any older versions of the gateway installed. New packages replace any old 
packages with the same name, causing versions of the gateway that use the old 
package to fail. See Appendix C for information on the parameters and their 
settings.
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6WHS �� ,I XVLQJ '%��&6� FUHDWH 25$&/(�3& WDEOH

If your DRDA server is DB2/CS, create your ORACLE2PC table. See “Using 
g4drutl with the DB2/Common Server” on page 6-7 for information on creating the 
table.

6WHS �� 6HW HQYLURQPHQW YDULDEOHV

Set the environment variables ORACLE_HOME and ORACLE_SID to the 
ORACLE_HOME and ORACLE_SID you defined for the gateway. 

For example, for Bourne and Korn Shell users:

� H[SRUW 25$&/(B+20( �RUDFOH�WJ�GUGD������

� H[SRUW 25$&/(B6,' '5'�

For C Shell users:

� VHWHQY 25$&/(B+20( �RUDFOH�WJ�GUGD������

� VHWHQY 25$&/(B6,' '5'�

where �RUDFOH�WJ�GUGD������ is the ORACLE_HOME you defined for the 
gateway and '5'� is the gateway SID you defined in “Choosing a Gateway System 
Identifier (SID)” on page 6-2. Refer to your “Configuration Worksheet” on page 3-5.

Also set environment variable ORA_NLS. For example, for Bourne and Korn Shell 
users:

� H[SRUW 25$B1/6 �25$&/(B+20(�RFRPPRQ�QOV�DGPLQ�GDWD

For C Shell users:

� VHWHQY 25$B1/6 �25$&/(B+20(�RFRPPRQ�QOV�DGPLQ�GDWD

6WHS �� 5XQ J�GUXWO XVLQJ 02'( %,1'

Switch to the $ORACLE_HOME/bin directory using the FG command or add this 
path to your $PATH environment variable. See the section, “Syntax of g4drutl” on 
page 6-6 for information on its parameters and format.

This is an example of using g4drutl with the MODE=BIND parameter:

� J�GUXWO PRGH ELQG XVHULG 25$'5'$ SDVVZRUG '5'$�%

This creates a package at the remote database server. If the initsid.ora file does not 
specify the DRDA_PACKAGE_OWNER parameter, the package owner defaults to 
the connected user, in this case, ORADRDA. If the DRDA_ISOLATION_LEVEL 
parameter is not specified, it defaults to change (CHG) if the remote database 
server is the DB2/400 database. Otherwise, it defaults to Cursor Stability (CS). 
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Use caution in specifying an Isolation Level other than the default. Performance 
can be impacted. For information on Commitment Control and Isolation Levels, see 
the IBM DB2 Command and Utility Reference, DB2/400 Reference, DB2 Command 
Reference for Common Servers, and Application Programming for IBM VM Systems.

5XQQLQJ�6FULSW�)LOHV

Optionally, you can run the script files in the tg4drda/install directory, using the 
g4drutl utility. The examples assume your $ORACLE_HOME is /drda and your 
DRDA server is on DB2/MVS. Replace /drda with your $ORACLE_HOME. Use 
the appropriate subdirectory for your DRDA server platform:

■ tg4drda/install/db2 for DB2/MVS

■ tg4drda/install/sqlds for SQL/DS

■ tg4drda/install/as400 for DB2/400

■ tg4drda/install/db2cs for DB2/CS

6WHS �� 5XQ GURSROG�VTO

If you have previously installed the Oracle Transparent Gateway for IBM DRDA or 
SQL*Connect Version 1, run dropold.sql for each user. For example:

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE��GURSROG�VTO

6WHS �� 5XQ Y�GHOYZ�VTO

If you previously installed the Oracle Transparent Gateway for IBM DRDA, run 
v3delvw.sql. This drops previously created views and tables. For example:

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE��Y�GHOYZ�VTO

6WHS �� ,I VHUYHU LV '%��096� UXQ GDWD GLFWLRQDU\ VFULSWV

If your DRDA server is DB2/MVS, run these scripts for Oracle Data Dictionary 
Translation capabilities:

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE��J�GGWDE�VTO

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE��J�GGYLHZ�VTO

See “Oracle Data Dictionary Emulation on a DRDA Server” on page 8-19 for 
information on Data Dictionary translation.



&RQILJXULQJ WKH *DWHZD\ ����

6WHS �D� ,I VHUYHU LV QRW '%��&6� UXQ R�SF�VTO

If your DRDA server is DB2/MVS, DB2/400, or SQL/DS, run the o2pc.sql script to 
create the ORACLE2PC tables and grant authority . For example:

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE��R�SF�VTO

6WHS �E� ,I VHUYHU LV '%��&6� JUDQW DXWKRULW\ WR SDFNDJH

If your DRDA server is DB2/CS, the ORACLE2PC table has already been created. 
Run the o2pcg.sql script to only grant authority. For example:

� J�GUXWO PRGH (;(&64/ XVHULG 7*' SDVVZRUG '$�

VFULSW �GUGD�WJ�GUGD�LQVWDOO�GE�FV�R�SFJ�VTO

This script grants access to PUBLIC. Modify the script if you want to grant 
individual users access to the package, instead of granting 38%/,& access.

&RQILJXULQJ�64/1HW
The gateway must be defined to the TNS listener and a service name must be 
defined for accessing the gateway. 

6WHS����0RGLI\�OLVWHQHU�RUD�ILOH

Add an entry for the gateway to the listener.ora file. For example:

�6,'B'(6& 

�6,'B1$0( '5'��

�25$&/(B+20( �RUDFOH�WJ�GUGD�������

�352*5$0 J�GUGUY��

See Appendix B, “Sample Files” for a sample listener.ora file.

6WHS����0RGLI\�WQVQDPHV�RUD�ILOH

Add a gateway service name to the tnsnames.ora file on the system where your 
integrating Oracle server resides. Specify the service name in the USING parameter 
of the database link defined for accessing the gateway from the Oracle server. 

1RWH� The 352*5$0 J�GUGUY parameter is required. It specifies 
to the listener the name of the gateway executable.
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You can use the IPC protocol only if the integrating Oracle server and the gateway 
reside on the same machine. If you use the IPC protocol adapter, add an entry like 
this to tnsnames.ora:

OLQNQDPH�  �'(6&5,37,21 

�$''5(66 

�35272&2/ ,3&�

�.(< +38;��

�&211(&7B'$7$ �6,' '5'����

where:

If you are using the TCP/IP protocol adapter, add this entry to tnsnames.ora:

OLQNQDPH�  �'(6&5,37,21 

�$''5(66 

�35272&2/ 7&3�

�3257 SRUW�

�+267 KRVWQDPH��

�&211(&7B'$7$ �6,' VLGQDPH���

where:

See “Sample SQL*Net Version 2 tnsnames.ora File” on page B-3 for a sample 
tnsnames.ora file. For more information about configuring SQL*Net Version 2, 
refer to Understanding SQL*Net/Net8 Administrator’s Guide.

OLQNQDPH� is the name used to define the database link referencing the 
gateway.

+38; is the IPC key defined in the listener.ora file for the IPC protocol.

'5'� is your gateway SID, the same SID you used for the entry in 
your listener.ora file.

OLQNQDPH� is the name used to define the database link referencing the 
gateway.

SRUW is the default Oracle TCP/IP port number (1541) on Windows NT.

KRVWQDPH is the name of your host system.

VLGQDPH is your gateway SID.
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&RQILJXULQJ�WKH�,QWHJUDWLQJ�2UDFOH�6HUYHU
Configure the integrating Oracle server, regardless of the platform on which it is 
installed. It can be on the HP9000 workstation, but this is not required. 

6WHS����&UHDWH�D�GDWDEDVH�OLQN

To access the DRDA server, you must create a database link. A public database link 
is the most common of database links. See “Processing a Database Link” on page 
7-2 for information on creating database links. In this example, the Oracle server 
gateway are on the same HP9000 workstation. Replace OLQNQDPH with the name 
you used for the database link when you added your entry to the tnsnames.ora file 
(see “Step 2: Modify tnsnames.ora file” on page 6-11).

&5($7( 38%/,& '$7$%$6( /,1. '%� 86,1* OLQNQDPH

6WHS����&UHDWH�V\QRQ\PV�DQG�YLHZV

To facilitate accessing data using the gateway, define synonyms and views for the 
DRDA data tables. If needed, perform GRANT statements to ensure that the 
synonyms and views are accessible to the appropriate groups of users. For 
information, see “Using the Synonym Feature” on page 7-4.

$FFHVVLQJ�WKH�*DWHZD\�IURP�2WKHU�2UDFOH�6HUYHUV
Perform these steps for each of the Oracle servers from which you want to access 
the gateway:

�� Create a database link with which to access the gateway. 

�� If needed, define synonyms and views for tables accessed through the gateway. 

�� Perform GRANT statements for the synonyms and views you create.

Provide local or SQL*Net access from the Oracle servers to the gateway.

$FFHVVLQJ�2WKHU�'5'$�6HUYHUV
To access other DRDA servers from the integrating Oracle server, follow these 
steps:

�� Configure another LU6.2 profile set for the DRDA server. You can point to 
existing configuration information for other profiles unless you need to modify 
other aspects of the connection. For example, if you are using a different 
network adapter, you must configure an entire LU6.2 profile set. 
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�� Configure additional DRDA server instances. To configure an additional 
instance, create  new initsid.ora and initsid.gtwboot files where sid is a new 
gateway SID or copy existing initsid.ora and initsid.gtwboot files, and modify 
and rename them using a new gateway SID for sid. If you are using SQL*Net, 
add entries to the listener.ora and tnsnames.ora files with the new SIDs.

Other components, including the gateway ORACLE_HOME directory 
structure, can be shared among multiple gateway instances.

�� Bind the DRDA package to your DRDA server.

&RQILJXULQJ�WKH�*DWHZD\�IRU�6103
For complete information about SNMP and how the gateway supports it, refer to 
Oracle Open Gateways Guide for SQL-Based and Procedural Gateways.

To configure the gateway for SNMP, you should have already set the 
SNMP_SUPPORT parameter in “Step 2: Tailor the gateway initialization file” on 
page 6-3. To change the gateway SNMP agent initialization parameters from their 
defaults, you should have tailored gtwsnmp.ora in “Step 5: (Optional) Tailor the 
SNMP gateway agent initialization file” on page 6-5. 

You must also:

■ configure the Oracle server master agent

■ start the gateway SNMP agent

■ install and configure your SNMP management framework

&RQILJXUH�WKH�2UDFOH�6HUYHU�$JHQW

An SNMP master agent is included on the distribution media for the Oracle server 
and the gateway. The master agent is provided because the gateway does not 
support the SNMP master agent supplied by Hewlett-Packard. The master agent 
name depends on the Oracle server version:

■ for Oracle7 Server Version 7.2, the name is SNMP Database Subagent 

■ for Oracle7 Server Version 7.3, the name is Oracle Intelligent Agent

The master agent is automatically installed when you install the Oracle server or 
gateway. Configure and start the master agent following the instructions in the 
Oracle Server for HP9000 Series 700/800 Installation and Configuration Guide.
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*DWHZD\�6103�$JHQW�&RQWUROOHU

The gateway SNMP agent is managed by an agent controller, JWZFWO. The JWZFWO 
controller starts, stops, and checks the status of the gateway SNMP agent. Run 
JWZFWO at the UNIX prompt on the machine where the gateway is installed. For 
information on the syntax of the JWZFWO controller, see the SNMP chapter of Oracle 
Open Gateways Guide for SQL-Based and Procedural Gateways.

6WDUW�WKH�*DWHZD\�6103�$JHQW

To start the gateway SNMP agent:

�� Log in as the Oracle database administrator.

�� Set $ORACLE_HOME to the directory where the gateway resides.

�� Ensure your PATH environment variable includes $ORACLE_HOME/bin. If 
you have the C shell, enter:

� VHWHQY 3$7+ �25$&/(B+20(�ELQ��3$7+

If you have the Bourne or Korn shell, enter:

� 3$7+ �25$&/(B+20(�ELQ��3$7+�H[SRUW 3$7+

�� Use the gateway agent controller, JWZFWO, to start JWZDJHQW:

� JWZFWO VWDUW

�� Use the UNIX SV command to verify that JWZDJHQW is running. Enter:

� SV �DIH _ JUHS JWZDJHQW

If the gateway SNMP agent is running, you see:

RUDFOH ���� _ �� �������� " ���� JWZDJHQW

6103�0DQDJHPHQW�)UDPHZRUN

SNMP management framework, such as the HP Advance Stack Assistant, resides 
on the SNMP managing node and retrieves gateway information from the gateway 
Management Information Base (MIB). If you are using HP Advance Stack Assistant 
as the management framework, use the instructions in your HP Advance Stack 
Assistant documentation to install it.

Before HP Advance Stack Assistant can retrieve gateway information, you must 
copy the gateway schema file, $ORACLE_HOME/tg4drda/admin/gtw.v1 and  
$ORACLE_HOME/tg4drda/admin/gtw.v2 to the directory containing other MIBs 
used by HP Advance Stack Assistant.
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0DQDJHPHQW�,QIRUPDWLRQ�%DVH�

The Management Information Base (MIB) is defined according to the Version 1 or 
Version 2 syntax rules of Structure of Management Information. Oracle 
Corporation provides both versions as part of the gateway SNMP agent. For 
reference only, the two MIB versions, gtw.v1 and gtw.v2, are included with the 
gateway and reside in the directory $ORACLE_HOME/tg4drda/admin.

MIB variables common to all Oracle gateways in the MIB are described in the 
Oracle Open Gateways Guide for SQL-Based and Procedural Gateways.

You must also run the conversion utility to convert either gtw.v1 or gtw.v2 to a 
format acceptable by HP Advance Stack Assistant. 

*DWHZD\�,QVWDOODWLRQ�DQG�&RQILJXUDWLRQ�&RPSOHWH
The Oracle Transparent Gateway for IBM DRDA installation and configuration 
process is now complete. The gateway is ready for use.
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�
8VLQJ�WKH�*DWHZD\

Using the gateway involves connecting to the gateway system and the remote 
DRDA database associated with it. It is important to understand how to process 
and use database links. Database links are discussed in detail in the OracleVn Server 
Administrator’s Guide. Read the database link information in that guide to 
understand database link processing. Then proceed to read this chapter to 
understand how to set up a database link to a remote DRDA database.

In addition to processing database links, other common tasks involved in using the 
gateway are:

■ accessing the gateway

■ using synonyms

■ performing distributed queries

■ copying data between Oracle servers and DRDA servers
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3URFHVVLQJ�D�'DWDEDVH�/LQN
The database and application administrators of a distributed database system are 
responsible for managing the necessary database links that define paths to the 
DRDA database. 

&UHDWLQJ�'DWDEDVH�/LQNV

To create a database link and define a path to a remote database, use the CREATE 
DATABASE LINK statement. The CONNECT TO clause specifies the remote 
userid and password to use when creating a session in the remote database. The 
USING clause points to a tnsnames.ora connect descriptor.

This syntax creates a database link to access information in the DRDA server 
database:

&5($7( 38%/,& '$7$%$6( /,1. GEOLQN

&211(&7 72 XVHULG ,'(17,),(' %< SDVVZRUG

86,1* ®WQVBQDPHBHQWU\®�

where:

1RWH� If you do not specify a userid and password in the 
CONNECT TO clause, the Oracle server userid and password are 
used. For additional information refer to Chapter 9, “Security 
Considerations”.

GEOLQN is the complete database link name.

XVHULG is the userid used to establish a session in the remote 
database. This userid must be a valid DRDA server userid. It 
must be authorized to any table or file on the DRDA server 
that is referenced in the SQL commands. The userid cannot 
be longer than eight characters.

SDVVZRUG is the password used to establish a session in the remote 
database. This must be a valid DRDA server password. The 
password cannot be longer than eight characters.

WQVBQDPHBHQWU\ specifies the SQL*Net TNS connect descriptor used to 
identify the remote database.
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*XLGHOLQHV�IRU�'DWDEDVH�/LQNV

Database links are active for the duration of a gateway session. If you want to close 
a database link during a session, use the ALTER session statement. 

'URSSLQJ�'DWDEDVH�/LQNV

You can drop a database link with the DROP DATABASE LINK statement. For 
example, to drop the public database link named '%/,1., enter the statement:

'523 38%/,& '$7$%$6( /,1. '%/,1.�

([DPLQLQJ�$YDLODEOH�'DWDEDVH�/LQNV

The data dictionary of each database stores the definitions of all the database links 
in that database. Your USER_DB_LINKS data dictionary view shows your defined 
database links. The ALL_DB_LINKS data dictionary views show all defined 
database links. You must have DBA authority to access ALL_DB_LINKS. 

/LPLWLQJ�WKH�1XPEHU�RI�$FWLYH�'DWDEDVH�/LQNV

You can limit the number of connections from a user process to remote databases 
with the parameter OPEN_LINKS. This parameter controls the number of remote 
connections that any single user process can use concurrently with a single SQL 
statement. Refer to the OracleVn Server Administrator’s Guide for additional 
information about limiting the number of active database links. 

$WWHQWLRQ� A database link should not be dropped if it is required 
to resolve an in-doubt distributed transaction. Refer to the 
OracleVn Server Administrator’s Guide for additional information 
about dropping database links.
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$FFHVVLQJ�WKH�*DWHZD\
To access the gateway, complete these steps on the integrating Oracle server:

6WHS����/RJLQ�WR�WKH�LQWHJUDWLQJ�2UDFOH�VHUYHU

6WHS����&UHDWH�D�GDWDEDVH�OLQN�WR�WKH�'5'$�GDWDEDVH

For example, use:

&5($7( '$7$%$6( /,1. '5'$

&211(&7 72 25$'5'$ ,'(17,),(' %< RUDFOHBSZ

86,1* ®WQVBQDPHVBHQWU\®

6WHS����5HWULHYH�GDWD�IURP�WKH�'5'$�GDWDEDVH

This query fetches the TABLE file in the library SECURE, using the name ORACLE 
as the DRDA server user profile. The ORACLE user profile must have the 
appropriate privilege on the DRDA server to access the SECURE.TABLE files:

6(/(&7  )520 6(&85(�7$%/(#'5'$

These messages display if insufficient privileges were granted to ORACLE:

25$������ LQVXIILFLHQW SULYLOHJHV

7*�'5'$ 9��������� JUF �� GUF ���� ���7&������� HUUS $5,;2�

VTOFRGH ����� VTOVWDWH ������ HUUG ))))))�&����������

HUUPF 86(5 6(/(&7 6(&85(�7$%/(

$FFHVVLQJ�$6�����)LOH�0HPEHUV
Is there something that we can add here per bug 461939???  

8VLQJ�WKH�6\QRQ\P�)HDWXUH
You can provide complete data, location, and network transparency by using the 
synonym feature of the Oracle server. When a synonym is defined, the user need 
not know the underlying table or network protocol being used. A synonym can be 
public, available to all Oracle users. A synonym can also be defined as private, 
available only to the user who created it. See the OracleVn Server Administrator’s 
Guide for details on the synonym feature.

This statement creates a systemwide synonym for the (03 file in the DRDA server 
with ownership of 25$&/(:

&5($7( 38%/,& 6<121<0 (03 )25 25$&/(�(03#'5'$
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3HUIRUPLQJ�'LVWULEXWHG�4XHULHV
The Oracle Transparent Gateway technology enables the execution of distributed 
queries that join Oracle servers and DRDA servers, and any other data store for 
which Oracle Corporation provides a gateway. These complex operations can be 
completely transparent to the users requesting the data. 

([DPSOH�RI�D�'LVWULEXWHG�4XHU\

This example joins data between an Oracle server, DB2/MVS, and a DRDA server: 

6(/(&7 R�FXVWQDPH� S�SURMQR� H�HQDPH� VXP�H�UDWHS�KRXUV�

)520 RUGHUV#'%� R� (03#25$&/(� H� SURMHFWV#'5'$ S

:+(5( R�SURMQR  S�SURMQR

$1' S�HPSQR  H�HPSQR

*5283 %< R�FXVWQDPH� S�SURMQR� H�HQDPH

A combination of views and synonyms, using the following SQL statements, keeps 
the process of distributed queries transparent to the user:

&5($7( 6<121<0 RUGHUV IRU RUGHUV#'%��

&5($7( 6<121<0 352-(&76 IRU 352-(&76#'5'$�

&5($7( 9,(: GHWDLOV �FXVWQDPH�SURMQR�HQDPH�VSHQG�

$6

6(/(&7 R�FXVWQDPH� S�SURMQR� H�HQDPH� VXP�H�UDWHS�KRXUV�

)520 RUGHUV R� (03 H� SURMHFWV S

:+(5( R�SURMQR  S�SURMQR

$1' S�HPSQR  H�HPSQR

*5283 %< R�FXVWQDPH� S�SURMQR� H�HQDPH�

This SQL statement retrieves information from these three data stores in one 
command:

6(/(&7  )520 '(7$,/6�
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The results of this command are:

7ZR�3KDVH�&RPPLW�3URFHVVLQJ

To fully participate in a two-phase commit transaction, a server must support the 
PREPARE TRANSACTION statement. The PREPARE TRANSACTION statement 
ensures all participating databases are prepared to COMMIT or ROLLBACK a 
specific unit of work.

The Oracle server supports the PREPARE TRANSACTION statement. Any number 
of Oracle servers can participate in a distributed two-phase commit transaction. 
The PREPARE TRANSACTION statement is performed automatically, when a 
COMMIT is issued explicitly by an application or implicitly at the normal end of 
the application. No other action is needed.

The gateway does not support the PREPARE TRANSACTION statement limiting 
the two-phase commit protocol when the gateway participates in a distributed 
transaction. The gateway becomes the commit focal point site of a distributed 
transaction. Because the gateway is configured as commit/confirm, it is always the 
commit point site, regardless of the commit point strength setting. The gateway 
commits the unit of work after verifying that all Oracle databases in the transaction 
have successfully committed their work. Because the gateway must coordinate the 
distributed transaction, only one gateway can participate in an Oracle two-phase 
commit transaction.

Two-phase commit transactions are recorded in the ORADRDA.ORACLE2PC 
table, which is created during installation. This table is created when the o2pc.sql 
script is run. The owner of this table also owns the package. See “Binding the 
DRDA Package” on page 6-8 for more information.

&8671$0(

���������

352-12

���������

(1$0(

��������

63(1'

��������

$%& &R� � -RQHV ���

$%& &R� � 6PLWK ���

;<= ,QF� � -RQHV ���

;<= ,QF� � 6PLWK ���
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'LVWULEXWHG�'5'$�7UDQVDFWLRQV

Because the ORACLE2PC table is used to record the status of a gateway 
transaction, the table must reside at the database where the DRDA update takes 
place. Therefore, all updates that take place over the gateway must be local to the 
IBM database. 

For additional information about the two-phase commit process, refer to the 
OracleVn Server Administrator’s Guide.

&RS\LQJ�'DWD�IURP�WKH�2UDFOH�6HUYHU�WR�WKH�'5'$�6HUYHU
The COPY command enables you to copy data from an Oracle server to a DRDA 
server database. The Oracle SQL command INSERT is not supported. If you use the 
INSERT command:

,16(57 ,172 '5'$BWDEOH 6(/(&7  )520 ORFDOBWDEOH

this message displays:

25$������$OO WDEOHV LQ WKH 64/ VWDWHPHQW PXVW EH DW WKH UHPRWH

GDWDEDVH

To copy data from your local database to the DRDA server, use:

&23< )520 XVHUQDPH�SDVVZRUG#GEBVSHF �

,16(57 GHVWLQDWLRQBWDEOH �

86,1* TXHU\

For example, to select all rows from the local Oracle7 (03 table, insert them into the 
(03 table on the DRDA server, and commit the transaction, use:

&23< )520 6&277�7,*(5#25$&/(� �

,16(57 6&277�(03#'5'$ �

86,1* 6(/(&7  )520 (03

The SQL*Plus COPY command supports APPEND, CREATE, INSERT, and 
REPLACE options. However, INSERT is the only option supported when copying 
to the DRDA server. For more information about the COPY command, see the 
SQL*Plus User’s Guide and Reference.

1RWH� Updates to the ORACLE2PC table cannot be part of an IBM 
distributed transaction. 
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&RS\LQJ�'DWD�IURP�WKH�'5'$�6HUYHU�WR�WKH�2UDFOH�6HUYHU
The CREATE TABLE command enables you to copy data from a DRDA server 
database to an Oracle server. To create a table on your local database and insert 
rows from a DRDA server table, use:

&5($7( 7$%/( WDEOHBQDPH

$6 TXHU\

This example creates the table (03 in your local Oracle database and inserts the 
rows from the (03 table on the DRDA server:

&5($7( 7$%/( (03

$6 6(/(&7  )520 6&277�(03#'5'$

Alternatively, you can use the SQL*Plus COPY command to copy data from a 
DRDA server to an Oracle server. For more information about the COPY 
command, refer to the SQL*Plus User’s Guide and Reference.

7UDFLQJ�64/�6WDWHPHQWV
SQL statements issued through the gateway can be changed before reaching the 
DRDA database. These changes are made to make the format acceptable to the 
gateway or to make Oracle SQL compatible with DRDA server SQL. The 
integrating Oracle server and the gateway can change the statements depending on 
the situation.

For various reasons, you might need to assess whether the gateway altered the 
statement correctly or whether the statement could be rewritten to improve 
performance. SQL tracing is a feature that allows you to see the changes made to a 
SQL statement by the integrating Oracle server or the gateway.

SQL tracing reduces gateway performance. Only use tracing while testing and 
debugging your application. Do not enable SQL tracing when the application is 
running in a production environment. For more information about enabling SQL 
tracing, see information on the SQL_TRACE parameter in Oracle Open Gateways 
Guide for SQL-Based and Procedural Gateways.

When SQL tracing is enabled, a log file is created and this information is written to 
the end of it: 

■ the SQL statement as it was received by the gateway from the integrating 
Oracle server 

■ the SQL statement as it was sent to the DRDA database 

■ user information: username, user program, terminal ID, and process ID
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By default, the gateway log file is written to the directory: 

�25$&/(B+20(�WJ�GUGD�ORJ

If the name of the log file is not specified in the gateway initialization file with the 
LOG_DESTINATION parameter, the gateway creates a file named: 

JDWHZD\VLGBQXPEHU�ORJ

where:  

For example, a log file name could be:

WJ�GUGDB�����ORJ

Because each gateway session creates a new log file, you can find your log files by 
searching for your Oracle username in the log file.

JDWHZD\VLG is the SID of the gateway. This value is specified by 
GATEWAY_SID in the gateway startup script.

QXPEHU is the process identifier (PID) of your gateway process.
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�
'HYHORSLQJ�$SSOLFDWLRQV

The Oracle Transparent Gateway for IBM DRDA allows applications written for 
the Oracle server to access tables in a DRDA database. This access can be virtually 
transparent by using synonyms or views of the DRDA tables accessed by a 
database link. However, there are fundamental SQL, datatype, and semantic 
differences between the Oracle server and DRDA databases. Read this chapter to 
learn about these differences.
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*DWHZD\�$SSHDUDQFH�WR�$SSOLFDWLRQ�3URJUDPV
An application written to access information in a DRDA database interfaces with 
an integrating Oracle server. When developing applications, keep this information 
in mind:

■ You must define the DRDA database to the application by use of a database 
link defined at the integrating Oracle server. Your application specifies tables 
that exist on a DRDA database using the name defined in the database link. For 
example, assume a database link is defined that names the DRDA database link 
'5'$, and an application needs to retrieve data from an Oracle database and 
the '5'$ database. Use this SQL statement in your application:

6(/(&7 (0312� 6$/$5<

)520 (03� (036#'5'$

:+(5(

In this example, (03 is a table on an Oracle server and (036 is a table on a 
DRDA server. You can also define a synonym or a view on the DRDA server 
table and access the information without the database link suffix. 

■ You can perform reads and writes of data to a defined DRDA database. 
SELECT, INSERT, UPDATE, and DELETE are all valid operations.

■ A single transaction can write to one DRDA database and multiple Oracle 
databases.

■ Single SQL statements, using JOINs, can refer to tables in multiple Oracle 
databases or multiple DRDA databases, or both.

'DWDEDVH�/LQN�%HKDYLRU
A connection to the gateway is established through a database link when it is first 
used in an Oracle session. In this context, connection refers to both the connection 
between the integrating Oracle server and the gateway, and the LU6.2 connection 
between the gateway and the target DRDA database. The connection remains 
established until the Oracle session ends. Another session or user can access the 
same database link and get a distinct connection to the gateway and DRDA 
database.

Connections to the DRDA database can be limited by SNA, in a parallel session 
limit, or by other factors, such as memory, gateway parameters, or DRDA server 
resources.
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2UDFOH�6HUYHU�64/�&RQVWUXFW�3URFHVVLQJ
The gateway passes numeric computations to DRDA databases. When a DRDA 
database does not understand a function represented in the computation, the 
gateway changes that function. For example, if a program requests:

6(/(&7 &26�;B&225� )520 7$%/(B;�

from a DB2/MVS database, which does not understand the meaning of &26, the 
gateway changes the SELECT statement to:

6(/(&7 ;B&225 )520 7$%/(B;�

All data in the ;B&225 column of 7$%/(B; is passed from the DB2/MVS database 
to the integrating Oracle server. Once the data exists in the integrating Oracle 
server, the COS function is performed.

If you are performing operations on large amounts of data stored in a DRDA 
database, keep in mind that some functions require data to be moved to the 
integrating Oracle server before processing can occur. 

&RPSDWLEOH�64/�)XQFWLRQV

The integrating Oracle server sends compatible SQL functions unchanged to the 
DRDA database. All the compatible functions are column functions. The 
compatible SQL functions have the same meaning on the integrating Oracle server 
and the DRDA database. Functions that are not compatible are either translated to 
an equivalent DRDA SQL function, or post-processed by the Oracle server after the 
data is returned from the DRDA database.

7UDQVODWHG�64/�)XQFWLRQV

Translated functions have the same meaning but different names between the 
integrating Oracle server and the DRDA database. Applications must use the 
Oracle function name. The integrating Oracle server, transparent to your 
application, changes the function name before sending it to the DRDA database.

3RVW�SURFHVVHG�64/�)XQFWLRQV

Post-processed functions are those SQL functions not recognized by the DRDA 
server. If a SELECT statement containing one of these functions is passed from the 
integrating Oracle server to the gateway, the gateway removes the function before 
passing the SQL statement to the DRDA server. The gateway passes the selected 
DRDA database rows to the integrating Oracle server. The integrating Oracle 
server then applies the function.
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'%��096�64/�&RPSDWLELOLW\

The way the Oracle server and gateway handle SQL functions for a DB2/MVS 
database are shown here:

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
$%6 ✓
$&26 ✓
$''B0217+6 ✓
$6&,, ✓
$6,1 ✓
$7$1 ✓
$7$1� ✓
$9* ✓
&(,/ ✓
&+$57252:,' ✓
&+5 ✓
&21&$7 ✓
&219(57 ✓
&26 ✓
&26+ ✓
&2817�� ✓
'(&2'( ✓
'803 ✓
(;3 ✓
)/225 ✓
*5($7(67 ✓
+(;725$: ✓
,1,7&$3 ✓
,1675 ✓
,1675% ✓
/$67B'$< ✓
/($67 ✓
/(1*7+ ✓
/(1*7+% ✓
/1 ✓
/2* ✓
/2:(5 ✓
/3$' ✓
/75,0 ✓
0$; ✓
0,1 ✓
02' ✓
0217+6B%(7:((1 ✓
1(:B7,0( ✓
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1(;7B'$< ✓
1/6B,1,7&$3 ✓
1/6B/2:(5 ✓
1/6B833(5 ✓
1/66257 ✓
19/ 9$/8(

32:(5 ✓
5$:72+(; ✓
5(3/$&( ✓
5281' ✓
52:,'72&+$5 ✓
53$' ✓
575,0 ✓
6,*1 ✓
6,1 ✓
6,1+ ✓
6281'(; ✓
6457 ✓
67''(9 ✓
68%675 ✓
68%675% ✓
680 ✓
6<6'$7( ✓
7$1 ✓
7$1+ ✓
72B&+$5 ✓
72B'$7( ✓
72B/$%(/ ✓
72B08/7,B%<7( ✓
72B180%(5 ✓
72B6,1*/(B%<7( ✓
75$16/$7( ✓
7581& ✓
8,' ✓
833(5 ✓
86(5 ✓
86(5(19 ✓
9$5,$1&( ✓
96,=( ✓

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
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'%��&RPPRQ�6HUYHU�64/�&RPSDWLELOLW\

The way the Oracle server and gateway handle SQL functions for a DB2/CS 
database are shown here:

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
$%6 ✓
$&26 ✓
$''B0217+6 ✓
$6&,, ✓
$6,1 ✓
$7$1 ✓
$7$1� ✓
$9* ✓
&(,/ ✓
&+$57252:,' ✓
&+5 ✓
&21&$7 ✓
&219(57 ✓
&26 ✓
&26+ ✓
&2817�� ✓
'(&2'( ✓
'803 ✓
(;3 ✓
)/225 ✓
*5($7(67 ✓
+(;725$: ✓
,1,7&$3 ✓
,1675 ✓
,1675% ✓
/$67B'$< ✓
/($67 ✓
/(1*7+ ✓
/(1*7+% ✓
/1 ✓
/2* ✓
/2:(5 /&$6(

/3$' ✓
/75,0 ✓
0$; ✓
0,1 ✓
02' ✓
0217+6B%(7:((1 ✓
1(:B7,0( ✓
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1(;7B'$< ✓
1/6B,1,7&$3 ✓
1/6B/2:(5 ✓
1/6B833(5 ✓
1/66257 ✓
19/ 9$/8(

32:(5 ✓
5$:72+(; ✓
5(3/$&( ✓
5281' ✓
52:,'72&+$5 ✓
53$' ✓
575,0 ✓
6,*1 ✓
6,1 ✓
6,1+ ✓
6281'(; ✓
6457 ✓
67''(9 ✓
68%675 ✓
68%675% ✓
680 ✓
6<6'$7( ✓
7$1 ✓
7$1+ ✓
72B&+$5 ✓
72B'$7( ✓
72B/$%(/ ✓
72B08/7,B%<7( ✓
72B180%(5 ✓
72B6,1*/(B%<7( ✓
75$16/$7( ✓
7581& ✓
8,' ✓
833(5 8&$6(

86(5 ✓
86(5(19 ✓
9$5,$1&( ✓
96,=( ✓

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
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'%������64/�&RPSDWLELOLW\

The way the Oracle server and gateway handle SQL functions for a DB2/400 
database are shown here:

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
$%6 $%69$/

$&26 ✓
$''B0217+6 ✓
$6&,, ✓
$6,1 ✓
$7$1 ✓
$7$1� ✓
$9* ✓
&(,/ ✓
&+$57252:,' ✓
&+5 ✓
&21&$7 ✓
&219(57 ✓
&26 ✓
&26+ ✓
&2817�� ✓
'(&2'( ✓
'803 ✓
(;3 ✓
)/225 ✓
*5($7(67 ✓
+(;725$: ✓
,1,7&$3 ✓
,1675 ✓
,1675% ✓
/$67B'$< ✓
/($67 ✓
/(1*7+ ✓
/(1*7+% ✓
/1 ✓
/2* ✓
/2:(5 ✓
/3$' ✓
/75,0 ✓
0$; ✓
0,1 ✓
02' ✓
0217+6B%(7:((1 ✓
1(:B7,0( ✓
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1(;7B'$< ✓
1/6B,1,7&$3 ✓
1/6B/2:(5 ✓
1/6B833(5 ✓
1/66257 ✓
19/ 9$/8(

32:(5 ✓
5$:72+(; ✓
5(3/$&( ✓
5281' ✓
52:,'72&+$5 ✓
53$' ✓
575,0 ✓
6,*1 ✓
6,1 ✓
6,1+ ✓
6281'(; ✓
6457 ✓
67''(9 ✓
68%675 ✓
68%675% ✓
680 ✓
6<6'$7( ✓
7$1 ✓
7$1+ ✓
72B&+$5 ✓
72B'$7( ✓
72B/$%(/ ✓
72B08/7,B%<7( ✓
72B180%(5 ✓
72B6,1*/(B%<7( ✓
75$16/$7( ✓
7581& ✓
8,' ✓
833(5 75$16/$7(

86(5 ✓
86(5(19 ✓
9$5,$1&( 9$5

96,=( ✓

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
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64/�'6�64/�&RPSDWLELOLW\

The way the Oracle server and gateway handle SQL functions for a SQL/DS 
database are shown here:

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
$%6 ✓
$&26 ✓
$''B0217+6 ✓
$6&,, ✓
$6,1 ✓
$7$1 ✓
$7$1� ✓
$9* ✓
&(,/ ✓
&+$57252:,' ✓
&+5 ✓
&21&$7 ✓
&219(57 ✓
&26 ✓
&26+ ✓
&2817�� ✓
'(&2'( ✓
'803 ✓
(;3 ✓
)/225 ✓
*5($7(67 ✓
+(;725$: ✓
,1,7&$3 ✓
,1675 ✓
,1675% ✓
/$67B'$< ✓
/($67 ✓
/(1*7+ ✓
/(1*7+% ✓
/1 ✓
/2* ✓
/2:(5 ✓
/3$' ✓
/75,0 ✓
0$; ✓
0,1 ✓
02' ✓
0217+6B%(7:((1 ✓
1(:B7,0( ✓
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1(;7B'$< ✓
1/6B,1,7&$3 ✓
1/6B/2:(5 ✓
1/6B833(5 ✓
1/66257 ✓
19/ 9$/8(

32:(5 ✓
5$:72+(; ✓
5(3/$&( ✓
5281' ✓
52:,'72&+$5 ✓
53$' ✓
575,0 ✓
6,*1 ✓
6,1 ✓
6,1+ ✓
6281'(; ✓
6457 ✓
67''(9 ✓
68%675 ✓
68%675% ✓
680 ✓
6<6'$7( ✓
7$1 ✓
7$1+ ✓
72B&+$5 ✓
72B'$7( ✓
72B/$%(/ ✓
72B08/7,B%<7( ✓
72B180%(5 ✓
72B6,1*/(B%<7( ✓
75$16/$7( ✓
7581& ✓
8,' ✓
833(5 ✓
86(5 ✓
86(5(19 ✓
9$5,$1&( ✓
96,=( ✓

2UDFOH 64/ )XQFWLRQ &RPSDWLEOH 7UDQVODWHG 3RVW�SURFHVVHG
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64/�6HW�2SHUDWRUV�DQG�&ODXVHV

The clauses WHERE and HAVING are compatible for all DRDA servers, meaning 
they are passed unchanged for the DRDA server to process. Whether clauses 
GROUP BY and ORDER BY are passed to the DRDA server or post-processed by 
the Oracle server is determined by the GROUP_BY_OFF and ORDER_BY_OFF 
parameters. These parameters are set in the initsid.ora file. For information, see 
Oracle Open Gateways Guide for SQL-Based and Procedural Gateways.

The set operators UNION and UNION ALL are compatible for all DRDA servers, 
meaning they are passed unchanged for the DRDA server to process. The set 
operators INTERSECT and MINUS are post-processed on all DRDA servers except 
DB2/CS. For DB2/CS, INTERSECT is compatible and MINUS is translated to 
EXCEPT.

'5'$�'DWDW\SH�WR�2UDFOH�'DWDW\SH�&RQYHUVLRQ�
To move data between applications and the database, the gateway binds data 
values from a host variable or literal of a specific datatype to a datatype understood 
by the database. Therefore, the gateway maps values from DRDA servers into 
appropriate Oracle datatypes before passing these values back to the application or 
Oracle tool. 

The table lists the datatype mapping and restrictions. The DRDA server datatypes 
listed are general. Refer to documentation for your DRDA database for restrictions 
on datatype size and value limitations.

'5'$ 6HUYHU 2UDFOH ([WHUQDO &ULWHULD

CHAR(N) CHAR(N) N ≤ 255

VARCHAR (N) VARCHAR2(N)
LONG

N  ≤  2000
2000 < N  ≤ 32740

LONG VARCHAR(N) VARCHAR2(N)
LONG

N  ≤  2000
2000 < N  ≤ 32740

CHAR(N) FOR BIT DATA RAW(N) N ≤ 255

VARCHAR(N) FOR BIT DATA RAW(N)
LONG RAW(N)

  1 ≤ N  ≤    255
255 < N  ≤  32740

LONG VARCHAR(N) FOR BIT DATA RAW(N)
LONG RAW(N)

  1 ≤ N  ≤    255
255 < N  ≤  32740
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3HUIRUPLQJ�&KDUDFWHU�6WULQJ�2SHUDWLRQV

The gateway performs all character string comparisons, concatenations, and sorts 
using the datatype of the referenced columns and determines the validity of 
character string values passed by applications using the gateway. The gateway 
automatically converts character strings from one datatype to another and converts 
between character strings and dates when needed.

Frequently, DRDA databases are designed to hold non-character binary data in 
character columns. Applications executed on DRDA systems can generally store 
and retrieve data as though it contained character data. However, when an 
application accessing this data runs in an environment that uses a different 
character set, inaccurate data might be returned. 

With the gateway running on the HP9000 workstation, character data retrieved 
from a DB2/400, DB2/MVS, or SQL/DS host is translated from EBCDIC to ASCII. 
When character data is sent to DB2/400, DB2/MVS, or SQL/DS from the HP9000 
workstation, ASCII data is translated to EBCDIC. When the characters are binary 
data in a character column, this translation causes the application to receive 
incorrect information or errors. To resolve these errors, character columns on 
DB2/400, DB2/MVS, or SQL/DS that hold non-character data must be created 
with the FOR BIT DATA option. In the application, the character columns holding 
non-character data should be processed using the Oracle datatypes RAW and 
LONG RAW. The DESCRIBE information for a character column defined with FOR 
BIT DATA on the host always indicates RAW or LONG RAW.

DATE

TIME

TIMESTAMP

DATE

CHAR(8)

CHAR(26)

See “Performing Date 
and Time Operations”

GRAPHIC
VARGRAPHIC
LONG VARGRAPHIC

All graphic datatypes
are unsupported

n/a

Floating Point Single
Floating Point Double

FLOAT(21)
FLOAT(53)

n/a

Decimal(P, S) NUMBER(P,S) n/a

INTEGER NUMBER(10) n/a

SMALLINT NUMBER(5) n/a

'5'$ 6HUYHU 2UDFOH ([WHUQDO &ULWHULD
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&RQYHUWLQJ�&KDUDFWHU�6WULQJ�'DWDW\SHV

The gateway binds character string data values from host variables as fixed length 
character strings. The bind length is the length of the character string data value. 
The gateway performs this conversion on every bind. 

The DRDA VARCHAR datatype can be from 1 to 32740 bytes in length. This 
datatype is converted to an Oracle VARCHAR2 datatype if it is between 1 and 2000 
characters in length. If it is between 2000 and 32740 characters in length, it is 
converted to an Oracle LONG datatype. 

The DRDA VARCHAR datatype can be no longer than 32740 bytes, which is much 
shorter than the maximum size for the Oracle LONG datatype. If you define an 
Oracle LONG datatype larger than 32740 bytes in length, you receive an error 
message when it is mapped to the DRDA VARCHAR datatype. 

3HUIRUPLQJ�*UDSKLF�6WULQJ�2SHUDWLRQV

The gateway does not support GRAPHIC or VARGRAPHIC datatypes.

3HUIRUPLQJ�'DWH�DQG�7LPH�2SHUDWLRQV

The implementation of date and time data differs significantly in IBM DRDA 
databases and the Oracle server. The Oracle server has a single date datatype, 
DATE, that can contain both calendar date and time of day information. IBM 
DRDA databases support these three distinct date and time datatypes:

3URFHVVLQJ 7,0( DQG 7,0(67$03 'DWD

There is no built-in mechanism that translates the IBM TIME and TIMESTAMP 
data to Oracle DATE data. An application must process TIME datatypes to the 
Oracle CHAR format with a length of eight bytes. An application must process the 
TIMESTAMP datatype in the Oracle CHAR format with a length of 26 bytes. 

An application reads TIME and TIMESTAMP functions as character strings and 
converts or subsets portions of the string to perform numerical operations. TIME 

DATE is the calendar date only.

TIME is the time of day only.

TIMESTAMP is a numerical value combining calendar date and time of day 
with microsecond resolution in the internal format of the IBM 
DRDA database.
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and TIMESTAMP values can be sent to an IBM DRDA database as character literals 
or bind variables of the appropriate length and format.

3URFHVVLQJ '$7( 'DWD

Oracle and IBM DATE datatypes are mapped to each other. If an IBM DATE is 
queried, it is converted to an Oracle DATE with a zero (midnight) time of day. If an 
Oracle DATE is processed against an IBM DATE column, the date value is 
converted to the IBM DATE format and any time value is discarded. 

Character representations of dates are different in Oracle format and IBM DRDA 
format. When an Oracle application SQL statement contains a date literal or 
conveys a date using a character bind variable, the gateway must convert the date 
to an IBM DRDA compatible format. 

The gateway does not automatically recognize when a character value is going to 
be processed against an IBM DATE column. Applications are required to 
distinguish character date values by enclosing them with Oracle TO_DATE 
function notation. For example, if (03 is a synonym or view that accesses data on 
an IBM DRDA database, instead of this SQL statement: 

6(/(&7  )520 (03 :+(5( +,5('$7(  ®���0$5���®

you must use:

6(/(&7  )520 (03 :+(5( +,5('$7(  72B'$7(�®���0$5���®�

In a programmatic interface program that uses a character bind variable for the 
qualifying date value, you must use this SQL statement:

6(/(&7  )520 (03 :+(5( +,5('$7(  72B'$7(����

This SQL notation does not affect SQL statement semantics when the statement is 
executed against an Oracle table. The statement remains portable across Oracle and 
IBM DRDA-accessed data stores.

The TO_DATE function is not required for dates in any of these formats:

■ YYYY-MM-DD (ISO/JIS)

■ DD.MM.YYYY (European)

■ MM/DD/YYYY (USA)

For example:

6(/(&7  )520 (03 :+(5( +,5('$7(  ®����������®
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The TO_DATE requirement also does not pertain to input bind variables that are in 
Oracle date 7-byte binary format. The gateway recognizes such values as dates.

3HUIRUPLQJ 'DWH $ULWKPHWLF

These types of SQL expression forms generally do not work correctly with the 
gateway:

GDWH � QXPEHU

QXPEHU � GDWH

GDWH � QXPEHU

GDWH� � GDWH�

The date and number addition and subtraction �GDWH � QXPEHU� QXPEHU �

GDWH� GDWH � QXPEHU� forms are sent through to the DRDA server where they 
are rejected. The supported servers do not allow number addition or subtraction 
with dates.

Because of differing interpretations of date subtraction in the supported servers, 
subtracting two dates �GDWH� � GDWH�� gives results that vary by server.

3HUIRUPLQJ�1XPHULF�'DWDW\SH�2SHUDWLRQV

IBM DRDA servers perform automatic conversions to the numeric datatype of the 
destination column (such as integer, double-precision floating point, or decimal). 
The user has no control over the datatype conversion, and this conversion can be 
independent of the datatype of the destination column in the database. 

For example, if 35,&( is an integer column of the 352'8&7 table in an IBM DRDA 
database, the update shown in the following example inaccurately sets the price of 
an ice cream cone to $1.00 because the IBM DRDA server automatically converts a 
floating point to an integer:

83'$7( 352'8&7

6(7 35,&(  ����

:+(5( 352'8&7B1$0(  ®,&( &5($0 &21( ®�

Because 35,&( is an integer, the IBM DRDA server automatically converts the 
decimal data value of 1.50 to 1. 

1RWH� Avoid date arithmetic expressions in all gateway SQL until 
date arithmetic problems are resolved.
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0DSSLQJ�WKH�&2817�)XQFWLRQ

The Oracle server supports four operands for the COUNT function:

■ &2817��

■ &2817�',67,1&7 FROQDPH�

■ &2817�$// FROQDPH�

■ &2817�FROQDPH�

The default is &2817�$// FROQDPH�.

IBM DRDA servers support only two operands for the COUNT function:

■ &2817��

■ &2817�',67,1&7 FROQDPH�

When an Oracle application issues a &2817�FROQDPH� or a &2817�$//
FROQDPH�, the gateway translates the request to &2817�� which is compliant 
DRDA server SQL syntax. &2817�� includes null values whereas 
&2817�FROQDPH� or &2817�$// FROQDPH� does not.

To prevent null rows from being counted, when using &2817�FROQDPH� or 
&2817�$// FROQDPH� against a DRDA server, use these commands:

6(/(&7 &2817�FROQDPH� )520 (03 :+(5( FROQDPH ,6 127 18//

or 

6(/(&7 &2817�$// FROQDPH� )520 (03 :+(5( FROQDPH ,6 127 18//

3HUIRUPLQJ�=RQHG�'HFLPDO�2SHUDWLRQV

A zoned decimal field is described as packed decimal on an Oracle server. 
However, an Oracle application such as a Pro*C program can insert into a zoned 
decimal column using any supported Oracle numeric datatype. The gateway 
converts this number into the most suitable datatype. Data can be fetched from a 
DRDA database into any Oracle datatype, provided that it does not result in a loss 
of information. 

5HWULHYLQJ�,QLWLDOL]DWLRQ�3DUDPHWHU�9DOXHV
Parameter values and environment variables set in the initsid.ora and 
initsid.gtwboot files can be retrieved using the GTW_SQL.GTW_GET_PARM 
procedure. This is useful if you want to verify for certain parameters that the value 
set during initialization is still correct for your current configuration. You can also 
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use it to pass the value of TARGET to the GTW_SQL.GTWPASS procedure, 
ensuring you are passing the same value that was set during gateway initialization. 
For information on GTW_SQL.GTW_GET_PARM, see Oracle Open Gateways Guide 
for SQL-Based and Procedural Gateways.

([HFXWLQJ�6WRUHG�3URFHGXUHV
The procedural feature of the gateway enables execution of native DB2 stored 
procedures if your DRDA database is DB2/MVS Version 4.1 or DB2/400 Version 
3.1. There is no requirement to relink the gateway or define the procedure to the 
gateway, but the procedure’s access privileges must permit access by the gateway. 
To execute a stored procedure, ensure that the gateway initialization parameter, 
DRDA_DISABLE_CALL, is set to FALSE.

Standard PL/SQL statements are used to execute a stored procedure. A code 
indicating the success or failure of executing the stored procedure is not returned, 
but error conditions are reported in PL/SQL error messages.

For complete information on using stored procedures with the gateway, see Oracle 
Open Gateways Guide for SQL-Based and Procedural Gateways.

([DPSOH�RI�D�6WRUHG�3URFHGXUH

In the following example, an employee name, -2+1 60<7+(, is passed to the 
DB2/MVS stored procedure 5(9,6(B6$/$5<. The stored procedure retrieves the 
salary value from the DB2/MVS database to calculate a new yearly salary for 
-2+1 60<7+(.  The revised salary returned in 5(68/7 is used to update (03 in a 
table of an Oracle database:

'(&/$5(

,1387 9$5&+$5������

5(68/7 180%(5������

%(*,1

,1387 � ®-2+1 60<7+(®�

5(9,6(B6$/$5<#'5'$�,1387�5(68/7��

83'$7( (03 6(7 6$/  5(68/7 :+(5( (1$0(  ,1387�

(1'�

The procedural feature automatically converts non-Oracle datatypes to and from 
PL/SQL datatypes. See “DRDA Datatype to Oracle Datatype Conversion” on page 
8-12 for datatype conversion rules.
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3DVVLQJ�&RPPDQGV�7KURXJK�WKH�*DWHZD\
Commands or statements available in a DRDA database system can be passed from 
an application to the DRDA database by the gateway. To ensure data integrity, the 
gateway prevents certain commands or statements, such as COMMIT, from being 
passed to the target database.

There are two procedures that pass through commands and statements:

■ GTW_SQL.GTWPASS enables passthrough for Version 7 or 8 integrating 
Oracle servers. For information on using this method for pass-through, see 
Oracle Open Gateways Guide for SQL-Based and Procedural Gateways.

■ DBMS_HS_PASSTHROUGH.EXECUTE_IMMEDIATE is an Oracle 
Heterogeneous Services feature available with Version 8 integrating Oracle 
servers. For information on using this method for pass-through, see Oracle8 
Server Distributed Systems.

SQL statements issued using  GTW_SQL.GTWPASS are part of an Oracle managed 
distributed transaction. Each SQL statement passed through the Oracle server is 
either committed or rolled back by an Oracle COMMIT or ROLLBACK statement. 
This is also true for DDL operations if the target database allows DDL operations to 
be rolled back. If passed through SQL statements result in an implicit commit at the 
target database, the transaction manager is unaware of the commit. An Oracle 
ROLLBACK command cannot be used to roll back the transaction.

2UDFOH�'DWD�'LFWLRQDU\�(PXODWLRQ�RQ�D�'5'$�6HUYHU
The gateway optionally augments the DRDA database catalogs with data 
dictionary views modeled after the Oracle data dictionary. These views are based 
on the dictionary tables in the DRDA database, presenting that catalog information 
in views familiar to Oracle users. The views created during the installation of the 
gateway automatically limit the data dictionary information presented to each user 
based on the privileges of that user.

8VLQJ�WKH�*DWHZD\�'DWD�'LFWLRQDU\

The gateway data dictionary views provide users with an Oracle-like interface to 
the contents and use of the DRDA database. Some of these views are required by 
Oracle products. The gateway supports the DB2/MVS and DB2/400 catalog views. 
SQL/DS and DB2/CS catalog views are not available.

You can query the gateway data dictionary views to see the objects in the DRDA 
database and to determine the authorized users of the DRDA database. All Oracle 
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DB2/MVS catalog views are supported by the Oracle Transparent Gateway for 
IBM DRDA. Refer to Appendix A for descriptions of Oracle DB2 catalog views. 
These views are completely compatible with the gateway. 

8VLQJ�WKH�'5'$�&DWDORJ

Each DRDA database has its own catalog tables and views which you might find 
useful. Refer to the appropriate IBM documentation for descriptions of these 
catalogs. 

'HILQLQJ�WKH�1XPEHU�RI�'5'$�&XUVRUV
You can define any number of cursors depending on your application 
requirements. Oracle Corporation recommends you use the default value of 100. 
However, if the default is not appropriate for your application, there are two points 
to consider when defining the number of cursors for your installation:

�� Each cursor requires an additional amount of storage and additional 
management.

�� If you change DRDA_PACKAGE_SECTIONS, you must run the g4drutl utility 
with MODE=BIND.

There are two parameters in the initsid.ora file that pertain to cursors. The first 
parameter is the generic gateway OPEN_CURSORS parameter. This parameter 
defines the maximum number of open cursors any user can have at one time. If an 
application needs more than 100, you must increase this number. This number can 
be changed without having to run the bind utility.

For information on setting OPEN_CURSORS, see the Oracle Open Gateways Guide 
for SQL-Based and Procedural Gateways.

The second parameter, DRDA_PACKAGE_SECTIONS, is specific to the DRDA 
package. It defines the number of section numbers (open cursors at the IBM 
database). For information on setting DRDA_PACKAGE_SECTIONS, see 
Appendix C, “DRDA-Specific Parameters”.

1RWH� Because the Oracle application passes through an Oracle 
integrating kernel, the number of open cursors the application can 
have is also limited by the OPEN_CURSORS parameter in the 
init.ora file of the integrating kernel (the default is 50).
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,QWHUSUHWLQJ�*DWHZD\�(UURU�0HVVDJHV
The gateway architecture involves a number of separate components. Any 
component might detect and report an error condition while processing SQL 
statements that refer to one or more DRDA database tables. This means error 
situations can be complex, involving error codes and supporting data from 
multiple components. In all cases, however, the application ultimately receives a 
single Oracle error number or return code upon which to act.

Because most gateway messages exceed the 70 character message area in the Oracle 
SQLCA, the programmatic interfaces and Oracle Call Interfaces you use to access 
data through the gateway should use SQLGLM or OERHMS to view the entire text 
of messages. See Programmer’s Guide to the Oracle Precompilers for additional 
information about SQLGLM and the Programmer’s Guide to the Oracle Call Interface 
for additional information about OERHMS.

Error conditions encountered when using the gateway can originate from many 
sources:

■ errors detected by the integrating Oracle server

■ errors detected by the gateway

■ errors detected in the DRDA software, either on the requestor or server side

■ communication errors

■ errors detected by the server database

(UURUV�'HWHFWHG�E\�WKH�,QWHJUDWLQJ�2UDFOH�6HUYHU

Errors detected by the integrating Oracle server are reported back to the 
application or tool with the standard ”ORA-” type message. See the OracleVn Server 
Messages for descriptions of these errors. For example, this error message occurs 
when an undefined database link name is specified:

25$������� FRQQHFWLRQ GHVFULSWLRQ IRU UHPRWH GDWDEDVH QRW IRXQG

Errors in the ORA-9100 to ORA-9199 range are reserved for the generic gateway 
layer (components of the gateway that are not specific to DRDA). Messages in this 
range are documented in the Oracle Open Gateways Guide for SQL-Based and 
Procedural Gateways.
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(UURUV�'HWHFWHG�E\�WKH�*DWHZD\

Errors detected by the generic gateway are prefixed with ”GTW-” and are 
documented in the Oracle Open Gateways Guide for SQL-Based and Procedural 
Gateways.  

An example error message is:

*7:������� *7:� 0LVVLQJ HTXDO VLJQ IRU SDUDPHWHU LQ

LQLWLDOL]DWLRQ ILOH�

(UURUV�'HWHFWHG�LQ�WKH�'5'$�6RIWZDUH

Errors detected in the DRDA gateway, on the requestor or server side, are usually 
reported with error ORA-09100 followed by a gateway-specific expanded error 
message. There are two return codes reported in the expanded message:

■ GUF specifies DRDA specific errors which are documented in “Gateway Error 
Codes” on page 8-24.

■ JUF specifies generic gateway errors detected in the DRDA layer and are 
documented in the Oracle Open Gateways Guide for SQL-Based and Procedural 
Gateways. 

The values in parentheses following the GUF values are used for debugging by 
Oracle Worldwide Customer Support Services. The HUUS field indicates the 
program (requestor or server) that detected the error. If present, HUUPF lists any 
error tokens. 

For example, this error message is returned when the database name specified 
(;1$0() with the DRDA_REMOTE_NAME parameter in the initsid.ora file is not 
defined at the DRDA server:

25$������� 7DUJHW V\VWHP UHWXUQHG IROORZLQJ PHVVDJH�

7*�'5'$ Y��������� JUF �� GUF ������ ����&������� HUUS *'-5)6�(

HUUPF ;1$0(

&RPPXQLFDWLRQ�(UURUV

Communication errors are reported with an ORA-09101 followed by a 
gateway-specific expanded error message with GUF ������ (SNA CPI-C error) or 
GUF ������ (lost session). HUUPF indicates which CPI-C routine encounters the 
error, followed by the CPI-C error code and error number. 
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For example, this error message is returned when there is a failure to establish a 
session because DRDA_CONNECT_PARM in the initsid.ora file specifies a Side 
Information Profile that is not defined:

25$������� 7DUJHW V\VWHP FRPPXQLFDWLRQ HUURU�

7*�'5'$ Y��������� JUF �� GUF ������ ����&������� HUUS *'-,&5'

HUUPF ,QLWLDOL]HB&RQYHUVDWLRQ �&0,1,7� �� �

Refer to the appropriate HP9000, HP-UX, or SNAplus documentation for more 
information. 

(UURUV�'HWHFWHG�E\�WKH�6HUYHU�'DWDEDVH

Errors detected by the server database are reported with an ORA-09100 followed 
by a gateway-specific expanded error message with GUF ���� �VTOFRGH

IROORZV�. This is followed by another error message line that contains the 
VTOFRGH� VTOVWDWH� HUUG (error array), and HUUPF (error tokens) returned 
from the DRDA server database. Refer to IBM documentation for the specific 
database being used. Also refer to “Mapped Errors” on page 8-23 for some SQL 
errors that get translated. 

For example, the following error message indicates that the DRDA server database 
did not recognize the collection id or package name specified with the 
DRDA_PACKAGE_COLLID or DRDA_PACKAGE_NAME parameters in the 
initsid.ora file:

25$������� 7DUJHW V\VWHP UHWXUQHG IROORZLQJ PHVVDJH�

7*�'5'$ Y��������� JUF �� GUF ���� ����&������� HUUS '61;(30

VTOFRGH ����� VTOVWDWH ������ HUUG ))))))�&�����))))))))����

HUUPF ;%�9�5���*64/�$�����&%�)(����',676(59

0DSSHG�(UURUV
Some SQL errors are returned from the DRDA server database and translated to an 
Oracle error code. This is needed when the Oracle instance or gateway provide 
special handling of an error condition. The mapped sqlstate errors are:

'HVFULSWLRQ VTOVWDWH 2UDFOH (UURU

No rows selected 02000    0

Unique index constraint violated 23505  ORA-00001

Object does not exist 52004 or 
42704

ORA-00942
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This is an example of a translated ”object does not exist” error:

25$������� WDEOH RU YLHZ GRHV QRW H[LVW

7*�'5'$ Y��������� JUF �� GUF ���� ����&������� HUUS '61;('67

VTOFRGH ����� VTOVWDWH ������ HUUG �������))))))))����

HUUPF $-21(6�&;'&;

*DWHZD\�(UURU�&RGHV
These are the common Oracle Transparent Gateway for IBM DRDA error codes that 
appear in the GUF  field of the expanded error messages. If you obtain a GUF value 
that does not appear here, contact Oracle Worldwide Customer Support Services.

-700  Invalid ORA_MAX_DATE specified 
Cause:  An invalid value was specified for ORA_MAX_DATE in the initsid.ora 
file.

Action:  Correct the value of ORA_MAX_DATE. Correct format is 
ORA_MAX_DATE=YYYY-MM-DD, where MM is in the range of 1 to 12 and DD 
is in the range of 1 to 31 (and must be valid for the month).

-701  Default CCSID value not supported 
Cause:  The value specified for DRDA_DEFAULT_CCSID in the initsid.ora file is 
not supported by the Oracle Transparent Gateway for IBM DRDA.

Action:  See Appendix D, “National Language Support” for a list of supported 
DRDA server character sets.

-702  Application Host (bind) variable exceeds 32K
Cause:  An application program specified a host variable with length greater 
than the DRDA allowed maximum of 32K.

Action:  The application must be modified to take into account DRDA limits.

Object name too long (more than 18 
characters) and therefore object does not exist

54003 or 
42622    

ORA-00942

Insufficient privileges 42501    ORA-01031

Invalid CCSID (unimplemented character set 
conversion)

22522    ORA-01460

Invalid username/password; logon denied N/A     ORA-01017

Divide by zero error 01519  or 
01564

ORA-01476

'HVFULSWLRQ VTOVWDWH 2UDFOH (UURU
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-703  Local Character set not supported
Cause:  The character set specified for the LANGUAGE parameter in the 
initsid.ora file is not supported.

Action:  See Appendix D, “National Language Support”  for a list of supported 
character sets.

-704  Userid length greater than maximum
Cause:  The userid being used for the allocation of an LU6.2 conversion by the 
gateway is longer than 8 characters.

Action:  A userid of length of 8 or less must be used. See Chapter 9, “Security 
Considerations” for a discussion of userids.

-705  Password length greater than maximum
Cause:  The password being used for the allocation of an LU6.2 conversion by 
the gateway is longer than 8 characters.

Action:  A password of length of 8 or less must be used. See Chapter 9, 
“Security Considerations” for a discussion of passwords.

-777  DRDA SERVER RDBMS (SQL) Error
Cause:  Server database detected an application level SQL error.

Action:  See “Interpreting Gateway Error Messages” on page 8-21. VTOFRGH 
and VTOVWDWH indicate host database error. Use this information to fix your 
application.

-30060  Invalid Userid/Password (DRDA Server RDBMS Authorization) 
Cause:  You have used a userid/password that is not acceptable to the DRDA 
server database.

Action:  See Chapter 9, “Security Considerations” for userid/password 
considerations.

-30061  RDB not found
Cause:  The remote database specified with the DRDA_REMOTE_DB_NAME 
parameter is not a valid database at the DRDA server.

Action:  Correct the value of the DRDA_REMOTE_DB_NAME parameter in 
the initsid.ora file.
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-30080  Communication Error
Cause:  The gateway encountered a CPI-C communication error.

Action:  Retry processing that received error. If it persists, see “Interpreting 
Gateway Error Messages” on page 8-21 and report to your system 
administrator.

-30081  Communication Error - lost session
Cause:  The current DRDA CPI-C session was disconnected.

Action:  Retry processing that received error. If it persists, see “Interpreting 
Gateway Error Messages” on page 8-21 and report it to your system 
administrator.
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�
6HFXULW\�&RQVLGHUDWLRQV

The gateway architecture involves multiple computer systems that have distinct 
security capabilities and limitations. This chapter provides information for 
planning and implementing your security system.
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6HFXULW\�2YHUYLHZ
When you connect several different systems, generally the system with the strictest 
security requirements dictates and rules the system.

Gateway security involves two groups: 

■ users and applications that are permitted access to a given gateway instance 
and DRDA database server

■ server database objects that users and applications are able to query and update

You can control access in the gateway architecture at several points. Control over 
database object access is provided by each DRDA database server with GRANTs 
and related native authorization mechanisms based on userid. 

When the gateway is involved in a SQL request, security mechanisms are in effect 
for each DRDA system component encountered by the gateway. The first system 
component encountered is the application tool or 3GL program. The last system 
component encountered is the DRDA database.

$XWKHQWLFDWLQJ�$SSOLFDWLRQ�/RJRQV
An application must connect to an Oracle integrating server before using the 
gateway. The type of logon authentication you use determines the resulting Oracle 
userid and can affect gateway operation. There are two basic types of 
authentication: 

■ Oracle authentication

With Oracle authentication, each Oracle userid has a password known to the 
Oracle server. When an application connects to the server, it supplies a userid 
and password. The Oracle server confirms that the userid exists and that the 
password matches the one kept in the database. 

■ operating system authentication

With operating system authentication, the server’s underlying operating 
system is responsible for authentication. An Oracle userid created with the 
IDENTIFIED EXTERNALLY attribute, instead of a password, is accessed with 
operating system authentication. To log into such a userid, the application 
supplies a forward slash ( / ) for a userid and does not supply a password. 

To perform operating system authentication, the server determines the 
requester’s operating system userid, optionally adds a fixed prefix to it, and 
uses the result as the Oracle userid. The server confirms that the userid exists 
and is IDENTIFIED EXTERNALLY, but no password checking is done. The 
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underlying assumption is that users were authenticated when they logged into 
the operating system. 

Operating system authentication is not available on all platforms and in some 
SQL*Net (client-server) and multi-threaded server configurations. Refer to the 
Oracle Server for HP9000 Series 700/800 Installation and Configuration Guide and 
SQL*Net documentation for HP-UX to determine the availability of this feature 
in HP-UX.

For more information about authenticating application logons, refer to the OracleVn 
Server Administrator’s Guide.

'HILQLQJ�DQG�&RQWUROOLQJ�'DWDEDVH�/LQNV
The information here is specific to the gateway. For additional information on 
database links, refer to the OracleVn Server Administrator’s Guide.

/LQN�$FFHVVLELOLW\

The first point of control for a database link is simply whether it is accessible to a 
given user. A public database link can be used by any userid. A private database 
link is usable only by the user who created it. The server makes no distinction as to 
the type of use (such as read-only versus update or write) or which remote objects 
can be accessed. These distinctions are the responsibility of the DRDA database 
that is accessed.

/LQNV�DQG�&211(&7�&ODXVHV

The CONNECT clause is another security-related attribute of a database link. You 
can use the CONNECT clause to specify an explicit userid and password, which 
can differ from the user’s Oracle userid and password. This CONNECT userid and 
password combination is sent to the gateway when the database link connection is 
first opened. Depending on gateway options, the gateway might send that userid 
and password to the DRDA server for it to validate.

If a database link is created without a CONNECT clause, the user’s Oracle userid 
and password are sent to the gateway when the connection is opened. If the user 
logs into the integrating Oracle server with operating system authentication, the 
gateway receives no userid or password from the integrating Oracle server. In this 
case, userid mapping facilities at the DRDA server can be used to make such a 
connection possible if all users on the same HP9000 workstation can use the same 
DRDA database userid.
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8VLQJ�61$�6HVVLRQ�6HFXULW\�9DOLGDWLRQ
When the database link request for the gateway begins, the gateway attempts to 
start an APPC conversation with the DRDA server. Before the conversation can 
begin, a session must start between the HP9000 workstation Logical Unit (LU) and 
the DRDA server LU.

SNA and its various access method implementations (including SNAplus and 
VTAM) provide security validation at session initiation time, allowing each LU to 
authenticate its partner. This is carried out entirely by network software before the 
gateway and server application programs begin their conversation and process 
conversation-level security data. If session-level security is used, correct password 
information must be established in the HP9000 workstation Connection Profile and 
in similar parameter structures in the DRDA server system that is to be accessed. 
Refer to the appropriate SNAplus product documentation for detailed information.

61$�&RQYHUVDWLRQ�6HFXULW\
SNA conversation security is determined by the setting of the gateway 
initialization parameter, DRDA_SECURITY_TYPE. This parameter determines 
whether SNA security option SECURITY is set to PROGRAM or SAME. Generally, 
the gateway operates under SNA option SECURITY=PROGRAM, but it can also be 
set to operate under SNA option SECURITY=SAME. 

61$�6HFXULW\�2SWLRQ�6(&85,7< 352*5$0

If DRDA_SECURITY_TYPE=PROGRAM is specified, the gateway allocates the 
conversation with SNA option SECURITY=PROGRAM and sends this information 
to the DRDA server:

■ If the database link has explicit CONNECT information, the specified userid 
and password are sent.  

■ If the database link has no CONNECT clause and the application logged into 
the integrating Oracle server with an explicit userid and password, the Oracle 
userid and password are sent.  

■ If the application logs into the integrating Oracle server with operating system 
authentication and the database link lacks explicit CONNECT information, no 
userid and password are sent. If no userid and password are sent and the 
DRDA server is not configured to assign a default userid, the connection fails. 

In general, SECURITY=PROGRAM tells the DRDA server to authenticate the 
userid/password combination using whatever authentication mechanisms are 
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available. For example, if DB2/MVS is the DRDA server, RACF can be used. This is 
not always the case, however, as each of the IBM DRDA servers can be configured 
to process inbound userids in other ways.

61$�6HFXULW\�2SWLRQ�6(&85,7< 6$0(

If DRDA_SECURITY_TYPE=SAME is specified, the gateway allocates the 
conversation with SNA option SECURITY=SAME and the following information is 
sent to the DRDA server:

■ If the database link has explicit CONNECT information, the specified userid is 
sent.

■ If the database link has no CONNECT clause and the application logged into 
the integrating Oracle server with an explicit userid and password, the Oracle 
userid is sent.

■ If the application logs into the integrating Oracle server with operating system 
authentication and the database link lacks explicit CONNECT information, no 
userid is sent. If no userid is sent and the DRDA server is not configured to 
assign a default userid, the connection fails.

For this option to function properly, SNAplus requires that the effective userid 
under which the gateway is executing must be a member of the system group. In 
HP-UX terms, this means the userid must be defined with its primary group set to 
V\VWHP. In addition, the owning userid of the gateway driver executable must be 
set to the desired effective userid and the set-uid bit of the executable file 
permissions must also be set. The OV �O command shows the owning userid and 
the setting of the set-uid bit for the executable file. The owning userid can be 
changed by the root user with the FKRZQ command, and the set-uid bit can be set 
using the FKPRG X�V command. The gateway driver executable as installed by the 
Oracle Installer has its set-uid bit enabled.

The simplest way to cause the gateway to execute under an effective userid that is a 
member of the system group is to change the owning userid of the gateway driver 
executable to URRW. Another way is to change the primary group for the owning 
userid of the gateway driver executable to V\VWHP. However, be careful when 
choosing the userid. Oracle Corporation recommends using URRW and never 
changing the Oracle dba userid primary group to V\VWHP.

When the effective userid is not a member of the system group, a failure is 
generated when the gateway attempts to allocate a conversation with the DRDA 
server and an error message is sent to the gateway user. 
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3URFHVVLQJ�,QERXQG�&RQQHFWLRQV
Current DRDA servers provide options for manipulating the security conduct of an 
inbound (client) DRDA session request. Refer to the appropriate IBM 
documentation for detailed information about the security options discussed in this 
section. See the section, “Documentation Requirements” on page 1-9 for a list of 
IBM documentation.

8VHULG�0DSSLQJ

The most useful DRDA server security capability is userid mapping. Userid 
mapping refers to changing the userid associated with an incoming DRDA request 
to some other userid known to that server. This is a useful feature if your 
installation does not have a uniform userid structure across all systems and 
databases.

'%��096

The DB2 DDF Communication Database (CDB) stores inbound DRDA session 
security options. These tables, pertinent to inbound sessions, have a role in security 
processing:

■ SYSIBM.SYSLUNAMES table

The SYSIBM.SYSLUNAMES table controls inbound security conduct on an 
SNA LU basis, affecting all DRDA connections from a particular HP9000 
workstation system. This table also controls whether inbound connection 
userids are subject to translation or mapping. 

■ SYSIBM.SYSUSERNAMES table

When translation is used, rows in the SYSIBM.SYSUSERNAMES table specify 
translated userids by LU name and inbound userid. Default entries that pertain 
to all LUs and all inbound userids can be made in both tables. The mapping 
table can also be used simply to indicate which inbound userids are permitted 
from a particular LU or from all LUs, whether or not they are mapped.

This implementation provides a flexible mapping structure. You can specify that all 
connections from a particular LU use a single DB2 userid, or that a particular 
inbound userid always be mapped to a particular DB2 userid regardless of origin. 
A SYSUSERNAMES entry with blank LU name and inbound userid can designate 
a single default DB2 userid for all connections unless a more specific entry, by LU 
name, userid, or both, exists.
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The CDB tables can be updated using a SQL tool like the DB2 SPUFI utility by a 
user with update authority. For example, most database administrators, systems 
programmers, and security officers can update CDB tables. The DB2 DDF 
component must be stopped and restarted for CDB changes to take effect.

The DB2 non-DRDA-specific security features are also involved in DRDA 
connections. Userids are subject to normal DB2 or SAF/RACF validation in 
addition to connection or sign-on exit processing. Passwords are also subject to 
validation. Once the connection is established, all normal authorizations or 
GRANTs associated with the userid are in effect. The userid must have execute 
authority on the gateway DRDA package to process any SQL statements.

64/�'6

Under VM, DRDA sessions are managed by APPC VTAM Support (AVS), which 
runs as a disconnected GCS virtual machine. AVS fields incoming LU6.2 
connection requests (both DRDA and non-DRDA) and routes the connection to an 
appropriate server virtual machine.

AVS userid mapping is controlled by internal AVS data structures that are updated 
with the AGW ADD USERID and AGW DELETE USERID commands. 

A userid mapping entry converts the inbound userid before making the SQL/DS 
connection. The userid mapping consists of:

■ originating LU name

■ inbound userid

■ the new userid

You can create default entries that apply to any LU name and any inbound userid, 
and an entry can indicate that the inbound userid is to be used without mapping.

AVS userid mapping is functionally similar to the DB2 userid translation 
mechanism and can be used to work around a variety of incongruities among 
userids on different systems and databases. 

Once any indicated userid mapping has been done, inbound DRDA connection 
requests are forwarded to the specified SQL/DS server machine. SQL/DS confirms 
only that the userid has CONNECT authority and, if so, that the connection is 
complete. At this point the application’s access to SQL/DS objects is controlled by 
the normal authorities and GRANTs for the connected userid. The userid must 
have execute authority on the gateway DRDA package to process any SQL 
statements.
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'%�����

DB2/400 does not provide a userid mapping capability comparable to that in 
DB2/MVS and SQL/DS. Normally, the userid in an incoming DRDA connection 
request must be a valid userid on that AS/400. 

The AS/400 subsystem communications entry for the gateway should specify that 
the gateway is not a secure location and include a default userid of *NONE.

Once the application has completed the DRDA connection to the AS/400, it is 
subject to all authorities and GRANTs associated with the userid in use. The userid 
must have execute authority on the gateway DRDA package to execute any SQL 
statements.

'%��&RPPRQ 6HUYHU

DB2/Common Server (DB2/CS) on the RS/6000 does not provide a userid 
mapping capability comparable to that in DB2/MVS and SQL/DS. Normally, the 
userid in an incoming DRDA connection request must be a valid userid on that 
RS/6000. 

Once the application has completed the DRDA connection to the RS/6000, it is 
subject to all authorities and GRANTs associated with the userid in use. The userid 
must have execute authority on the gateway DRDA package to execute any SQL 
statements.
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2UDFOH�'%��'DWD�'LFWLRQDU\�9LHZV

This appendix includes the Oracle Transparent Gateway for IBM DRDA data 
dictionary views accessible to all users of an Oracle server. Most views can be 
accessed by any user with SELECT privileges for DB2 catalog tables.

N/A is used in the following tables to mean that the column is not valid for the 
gateway.
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6XSSRUWHG�9LHZV
If your DRDA database is DB2/MVS, all the Oracle DB2/MVS are supported by 
the gateway. If your DRDA database is DB2/400, only these views are supported 
by the gateway:

■ ALL_CATALOG

■ ALL_COL_COMMENTS

■ ALL_CONSTRAINTS

■ ALL_CONS_COLUMNS

■ ALL_INDEXES

■ ALL_OBJECTS

■ ALL_TAB_COMMENTS

■ ALL_TABLES

■ ALL_TAB_COLUMNS

■ ALL_USERS

■ ALL_VIEWS

In the following descriptions of the data dictionary views, all are supported for 
DB2/MVS. The ones that are supported for DB2/400 are indicated by an asterisk 
(*) after the name.

$//B&$7$/2*�

All tables, views, synonyms, and sequence accessible to the user:

OWNER Owner of the object

TABLE_NAME Name of the object

TABLE_TYPE Type of object
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$//B&2/B&200(176�

Comments on columns of accessible tables and views:

$//B&21B&2/8016�

Information about accessible columns in constraint definitions:

$//B&21675$,176�

Constraint definitions on accessible tables:

OWNER Owner of the object

TABLE_NAME Object name 

COLUMN_NAME Column name

COMMENTS Comments on column

OWNER Owner of the constraint definition

CONSTRAINT_NAME Name associated with the constraint definition

TABLE_NAME Name associated with table with constraint definition

COLUMN_NAME Name associated with column specified in the constraint 
definition

POSITION Original position of column in definition

OWNER Owner of the constraint definition

CONSTRAINT_NAME Name associated with the constraint definition

CONSTRAINT_TYPE Type of constraint definition 

TABLE_NAME Name associated with table with constraint definition

SEARCH_CONDITION Text of search condition for table check

R_OWNER Owner of table used in referential constraint

R_CONSTRAINT_NAME Name of unique constraint definition for referenced table

DELETE_RULE Delete rule for referential constraint

STATUS Status of constraint
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$//B,1'(;(6�

Description of indexes on tables accessible to the user:

OWNER Owner of the index

INDEX_NAME Name of the index

TABLE_OWNER Owner of the indexed object

TABLE_NAME Name of the indexed object

TABLE_TYPE Type of the indexed object

UNIQUENESS Uniqueness status of the index

TABLESPACE_NAME Name of the tablespace containing the index

INI_TRANS N/A 

MAX_TRANS N/A 

INITIAL_EXTENT N/A 

NEXT_EXTENT N/A 

MIN_EXTENTS N/A 

MAX_EXTENTS N/A 

PCT_INCREASE N/A 

PCT_FREE N/A 

BLEVEL Depth of the index from its root block to its leaf 
blocks. A depth of 1 indicates that the root block and 
the leaf block are the same.

LEAF_BLOCKS Number of leaf blocks in the index

DISTINCT_KEYS Number of distinct indexed values. For indexes that 
enforce UNIQUE and PRIMARY KEY constraints, this 
value is the same as the number of rows in the table.

AVG_LEAF_BLOCKS_PE N/A 

AVG_DATA_BLOCKS_PE N/A 

CLUSTERING_FACTOR N/A 

STATUS State of the index: VALID
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$//B2%-(&76�

Objects accessible to the user:

$//B6<121<06�

All synonyms accessible to the user:

OWNER Owner of the object

OBJECT_NAME Name of object

OBJECT_ID Object number of the object

OBJECT_TYPE Type of object

CREATED N/A

LAST_DDL_TIME N/A 

TIMESTAMP N/A

STATUS State of the object

OWNER Owner of the synonym

SYNONYM_NAME Name of the synonym 

TABLE_OWNER Owner of the object referenced by the synonym

TABLE_NAME Name of the object referenced by the synonym

DB_LINK N/A 
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$//B7$%B&2/8016�

Columns of all tables, views, and clusters accessible to the user:

$//B7$%B&200(176�

Comments on tables and views accessible to the user:

OWNER Owner of the table or view

TABLE_NAME Table or view name

COLUMN_NAME Column name

DATA_TYPE Datatype of column

DATA_LENGTH Maximum length of the column in bytes

DATA_PRECISION N/A

DATA_SCALE Digits to the right of decimal point in a number

NULLABLE Does the column allow nulls? Value is n if there is a NOT 
NULL constraint on the column or if the column is part of a 
PRIMARY key. 

COLUMN_ID Sequence number of the column as created

DEFAULT_LENGTH N/A 

DATA_DEFAULT N/A 

NUM_DISTINCT Number of distinct values in each column of the table

LOW_VALUE For tables with more than three rows, the second lowest 
and second highest values. These statistics are expressed in 
hexadecimal notation for the internal representation of the 
first 32 bytes of the values.

HIGH_VALUE N/A

DENSITY N/A 

OWNER Owner of the object

TABLE_NAME Name of the object

TABLE_TYPE Type of object

COMMENTS Comments on the object
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$//B7$%/(6�

Description of tables accessible to the user:

$//B86(56�

Information about all users of the database:

OWNER Owner of the table

TABLE_NAME Name of the table

TABLESPACE_NAME Name of the tablespace containing the table

CLUSTER_NAME N/A 

PCT_FREE N/A 

PCT_USED N/A 

INI_TRANS N/A 

MAX_TRANS N/A

INITIAL_EXTENT N/A

NEXT_EXTENT N/A

MIN_EXTENTS N/A

MAX_EXTENTS N/A 

PCT_INCREASE N/A

BACKED_UP N/A

NUM_ROWS Number of rows in the table

BLOCKS N/A 

EMPTY_BLOCKS N/A 

AVG_SPACE N/A 

CHAIN_CNT N/A 

AVG_ROW_LEN Average length of a row in the table in bytes

USERNAME Name of the user

USER_ID N/A 

CREATED N/A 



$�� 2UDFOH 7UDQVSDUHQW*DWHZD\ IRU ,%0'5'$ IRU +3����6HULHV ������� ,QVWDOODWLRQ*XLGH

$//B9,(:6�

Text of views accessible to the user:

&2/801B35,9,/(*(6

Grants on columns for which the user is the grantor, grantee, or owner, or PUBLIC 
is the grantee:

7$%/(B35,9,/(*(6�

Grants on objects for which the user is the grantor, grantee, or owner, or PUBLIC is 
the grantee:

OWNER Owner of the view

VIEW_NAME Name of the view

TEXT_LENGTH Length of the view text

TEXT View text. Only the first row of text is returned, even if 
multiple rows exist. 

GRANTEE Name of the user to whom access was granted

OWNER Username of the object’s owner

TABLE_NAME Name of the object

COLUMN_NAME Name of the column

GRANTOR Name of the user who performed the grant

INSERT_PRIV Permission to insert into the column

UPDATE_PRIV Permission to update the column

REFERENCES_PRIV Permission to reference the column

CREATED Timestamp for the grant

GRANTEE Name of the user to whom access is granted

OWNER Owner of the object

TABLE_NAME Name of the object

GRANTOR Name of the user who performed the grant

SELECT_PRIV Permission to select from an object

INSERT_PRIV Permission to insert into an object

DELETE_PRIV Permission to delete from an object
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86(5B&$7$/2*�

Tables, views, synonyms, and sequences owned by the user:

86(5B&2/B&200(176�

Comments on columns of user’s tables and views:

86(5B&216B&2/8016�

Information about columns in constraint definitions owned by the user:

UPDATE_PRIV Permission to update an object

REFERENCES_PRIV N/A 

ALTER_PRIV Permission to alter an object

INDEX_PRIV Permission to create or drop an index on an object

CREATED Timestamp for the grant

TABLE_NAME Name of the object

TABLE_TYPE Type of object

TABLE_NAME Object name 

COLUMN_NAME Column name

COMMENTS Comments on column

OWNER Owner of the constraint definition

CONSTRAINT_NAME Name associated with the constraint definition

TABLE_NAME Name associated with table with constraint definition

COLUMN_NAME Name associated with column specified in the 
constraint definition

POSITION Original position of column in definition
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86(5B&21675$,176�

Constraint definitions on user’s tables:

86(5B,1'(;(6�

Description of the user’s own indexes:

OWNER Owner of the constraint definition

CONSTRAINT_NAME Name associated with the constraint definition

CONSTRAINT_TYPE Type of constraint definition

TABLE_NAME Name associated with table with constraint definition

SEARCH_CONDITION Text of search condition for table check

R_OWNER Owner of table used in referential constraint

R_CONSTRAINT_NAME Name of unique constraint definition for referenced 
table

DELETE_RULE Delete rule for referential constraint

STATUS Status of constraint

INDEX_NAME Name of the index

TABLE_OWNER Owner of the indexed object

TABLE_NAME Name of the indexed object

TABLE_TYPE Type of the indexed object

UNIQUENESS Uniqueness status of the index

TABLESPACE_NAME Name of the tablespace containing the index

INI_TRANS N/A 

MAX_TRANS N/A 

INITIAL_EXTENT N/A 

NEXT_EXTENT N/A 

MIN_EXTENTS N/A 

MAX_EXTENTS N/A

PCT_INCREASE N/A 

PCT_FREE N/A 

BLEVEL Depth of the index from its root block to its leaf 
blocks. A depth of 1 indicates the root and leaf block 
are the same.
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86(5B2%-(&76�

Objects owned by the user:

86(5B6<121<06�

The user’s private synonyms:

LEAF_BLOCKS Number of leaf blocks in the index

DISTINCT_KEYS Number of distinct indexed values. For indexes that 
enforce UNIQUE and PRIMARY KEY constraints, this 
value is the same as the number of rows in the table.

AVG_LEAF_BLOCKS_PE N/A 

AVG_DATA_BLOCKS_PE N/A 

CLUSTERING_FACTOR N/A 

STATUS State of the indexes: VALID

OWNER Owner of the object

OBJECT_NAME Name of object

OBJECT_ID Object number of the object

OBJECT_TYPE Type of object

CREATED N/A 

LAST_DDL_TIME N/A 

TIMESTAMP N/A 

STATUS State of the object: VALID

SYNONYM_NAME Name of the synonym 

TABLE_OWNER Owner of the object referenced by the synonym

TABLE_NAME Name of the object referenced by the synonym

DB_LINK N/A 
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86(5B7$%B&2/8016�

Columns of user’s tables, views, and clusters:

86(5B7$%B&200(176�

Comments on the tables and views owned by the user:

TABLE_NAME Table, view, or cluster name

COLUMN_NAME Column name

DATA_TYPE Datatype of column

DATA_LENGTH Maximum length of the column in
bytes

DATA_PRECISION N/A 

DATA_SCALE Digits to the right of decimal point in a number

NULLABLE Does the column allow nulls? Value is n if there is a NOT 
NULL constraint on the column or if the column is part of 
a PRIMARY key. 

COLUMN_ID Sequence number of the column as created

DEFAULT_LENGTH N/A 

DATA_DEFAULT N/A 

NUM_DISTINCT Number of distinct values in each column of the table

LOW_VALUE For tables with more than three rows, the second lowest 
and second highest values. These statistics are expressed 
in hexadecimal notation for the internal representation of 
the first 32 bytes of the values.

HIGH_VALUE N/A

DENSITY N/A 

TABLE_NAME Name of the object

TABLE_TYPE Type of object

COMMENTS Comments on the object
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86(5B7$%/(6�

Description of the user’s own tables:

TABLE_NAME Name of the table

TABLESPACE_NAME Name of the tablespace containing the table

CLUSTER_NAME N/A 

PCT_FREE N/A 

PCT_USED N/A 

INI_TRANS N/A 

MAX_TRANS N/A 

INITIAL_EXTENT N/A 

NEXT_EXTENT N/A 

MIN_EXTENTS N/A 

MAX_EXTENTS N/A 

PCT_INCREASE N/A 

BACKED_UP N/A 

NUM_ROWS Number of rows in the table

BLOCKS N/A 

EMPTY_BLOCKS N/A  

AVG_SPACE N/A 

CHAIN_CNT N/A 

AVG_ROW_LEN Average length of a row in the table in bytes
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86(5B86(56

Information about the current user:

86(5B9,(:6

Text of views owned by the user:

USERNAME Name of the user

USER_ID N/A

DEFAULT_TABLESPACE N/A

TEMP_TABLESPACE N/A

CREATED N/A

VIEW_NAME Name of the view

TEXT_LENGTH Length of the view text

TEXT First line of the view text
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6DPSOH�)LOHV

This appendix contains sample gateway initialization and SQL*Net Version 2 
tnsnames.ora and listener.ora files.
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6DPSOH�*DWHZD\�,QLWLDOL]DWLRQ�)LOH
For information on tailoring your gateway initialization file (initsid.ora), see 
“Configuring the Workstation” on page 6-2.

/$1*8$*( ®86®

6(7 *$7(:$<B6,' '%�

1/6B'$7(B)250$7 <<<<�00�''

5(62/9(B%,1'6 )$/6(

5(75< �� �

237,0,=(B),/(B23(1 )$/6(

0$;B/2*B6,=( �

(55257$* $//

23(1B&856256 ��

,1,7B&856256 �

,1&5(0(17B&856256 �

75,0B&856256 758(

'B23(1B&856256 ��

'B,1,7B&856256 �

'B,1&5(0(17B&856256 �

'B75,0B&856256 758(

75$&(B/(9(/ ���

'%B1$0( '5'$

6(7 '5'$B5'%06B7<3( '61

6(7 '5'$B&211(&7B3$50 '5'$&21�

6(7 '5'$B5(027(B'%B1$0( '%�9�5�

6(7 '5'$B3$&.$*(B&2//,' '5'$�

6(7 '5'$B3$&.$*(B1$0( *�'564/

6(7 '5'$B3$&.$*(B&21672.(1 $�����&%�)(�����

6(7 '5'$B,62/$7,21B/(9(/ &6

6(7 '5'$B3$&.$*(B2:1(5 25$'5'$

6(7 '5'$B5(&29(5<B86(5,' 25$'5'$

6(7 '5'$B5(&29(5<B3$66:25' 25$'5'$

6(7 '5'$B',6$%/(B&$// )$/6(

See Appendix C, “DRDA-Specific Parameters” for more information.
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6DPSOH�64/1HW�9HUVLRQ���WQVQDPHV�RUD�)LOH
For information on tailoring your tnsnames.ora file for the gateway, see the 
instructions on page “Configuring SQL*Net” on page 6-11.

LSF�RUD� �'(6&5,37,21 

�$''5(66 

�35272&2/ ,3&�

�.(< 25$,3&�

�

&211(&7B'$7$ �6,' 25$����

�

LSF�JZ �'(6&5,37,21 

�$''5(66 

�35272&2/ ,3&

�.(< 25$,3&�

�

�&211(&7B'$7$ �6,' GE���

�

6DPSOH�64/1HW�9HUVLRQ���OLVWHQHU�RUD�)LOH
For information on tailoring your listener.ora file for the gateway, see the 
instructions on page “Configuring SQL*Net” on page 6-11.

/,67(1(5 

�$''5(66B/,67 

�$''5(66 

�35272&2/ ,3&�

�.(< 25$,3&�

�

�

� 6,' 25$�� LV WKH VLG IRU WKH 2UDFOH� LQVWDQFH

� 6,' GE� LV WKH VLG IRU WKH GUGD JZ LQVWDQFH

6,'B/,67B/,67(1(5 

�6,'B/,67 

�6,'B'(6& 

�6,'B1$0( 25$���

�25$&/(B+20(  �RUDFOH�WJ�GUGD�������

�

�6,'B'(6& 

�6,'B1$0( GE��

�25$&/(B+20( �RUDFOH�WJ�GUGD�������

�352*5$0 J�GUGUY�

�

�
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67$5783B:$,7B7,0(B/,67(1(5 �

&211(&7B7,0(287B/,67(1(5 ��

75$&(B/(9(/B/,67(1(5 ��

75$&(B',5(&725<B/,67(1(5 �����QHWZRUN�ORJ

75$&(B),/(B/,67(1(5 OLVWHQHU

/2*B',5(&725<B/,67(1(5 �����QHWZRUN�ORJ

/2*B),/(B/,67(1(5 OLVWHQHU

This sample listener.ora resides in the $ORACLE_HOME/network/admin 
directory. If your listener uses the SQL*Net Version 2 TCP/IP adapter instead of 
the IPC adapter, then replace these lines under the LISTENER keyword:

�$''5(66 

�35272&2/ ,3&�

�.(< 25$,3&�

�

with

�$''5(66 

�35272&2/ 7&3�

�+267 \RXUB,3BQRGHBQDPH�

�3257 \RXUBSRUWBQXPEHU�

�
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&
'5'$�6SHFLILF�3DUDPHWHUV

This appendix contains the DRDA-specific parameters defined in the initsid.ora 
and initsid.gtwboot files. Read and understand the information on each parameter, 
taking special note of parameters that have defaults that do not apply to your 
system.
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0RGLI\LQJ�WKH�*DWHZD\�,QLWLDOL]DWLRQ�)LOH
If you change any parameters in the gateway initialization file, initsid.ora, you 
must stop and restart the gateway in order for them to take affect. If you change 
certain parameters, you must also rebind the DRDA package, using g4drutl. Any 
parameters that affect the DRDA package have a note in their description that 
rebinding is required.

6(7�'LUHFWLYH
Parameters specific to the Oracle Transparent Gateway for IBM DRDA are 
supplied in the gateway initialization file, initsid.ora, using the SET directive. 

6\QWD[�DQG�8VDJH

Values for DRDA parameters are supplied using the generic gateway SET directive: 

6(7 GUGDBQDPH YDOXH

where:

8VDJH 1RWHV�

■ If a parameter name is misspelled, no error is detected and the parameter is 
ignored.

■ Syntax errors or improper values cause gateway operation failures and error 
messages.

■ The parameters must be specified without spaces between the parameter name 
and the equal sign (=) or between the equal sign (=) and the value. If spaces are 
included, an error message is issued during gateway initialization and the 
gateway session terminates.

■ All parameters in initsid.ora need single quotes to retain case sensitivity.

■ Oracle Corporation recommends that you group all SET commands for DRDA 
parameters at the end of your initsid.ora file. 

GUGDBQDPH is one of the DRDA parameter names.

YDOXH is a character string with contents that depend on the GUGDBQDPH.
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*DWHZD\�,QLWLDOL]DWLRQ�)LOH�3DUDPHWHUV�
The parameters in this section are in the gateway initialization file, initsid.ora.

'5'$B&200B%8)/(1

'HIDXOW YDOXH� 32767

5DQJH RI YDOXHV� 512 through 32767

6\QWD[� 6(7 '5'$B&200B%8)/(1 QXP

DRDA_COMM_BUFLEN specifies the communications buffer length. This is a 
number indicating the size of SNA send/receive buffer in bytes.

'5'$B&211(&7B3$50

'HIDXOW YDOXH� DRDACON1

5DQJH RI YDOXHV� any alphanumeric string 1 to 8 characters in length

6\QWD[� 6(7 '5'$B&211(&7B3$50 QDPH

DRDA_CONNECT_PARM specifies the SNAplus CPI-C Symbolic Destination 
Name. This is the name that was assigned during the configuration of the SNAplus 
for APPC connectivities.

'5'$B'()$8/7B&&6,'

'HIDXOW YDOXH� none

5DQJH RI YDOXHV� any supported DRDA server CCSID

6\QWD[� 6(7 '5'$B'()$8/7B&&6,' FFVLG

DRDA_DEFAULT_CCSID specifies the default CCSID or character set codepage 
for character set conversions when the DRDA server database indicates that a 
character string has a CCSID of 65535. DRDA servers use CCSID 65535 for columns 
specified as ”FOR BIT DATA”. In most cases this parameter should not be 
specified, allowing CCSID 65535 to be treated as an Oracle RAW datatype.



&�� 2UDFOH 7UDQVSDUHQW*DWHZD\ IRU ,%0'5'$ IRU +3����6HULHV ������� ,QVWDOODWLRQ*XLGH

This parameter is for supporting databases (in particular, DB2/400) that use CCSID 
65535 as the default for all tables created. Allowing CCSID 65535 to be treated as 
another CCSID can save such sites from having to modify every table. 

'5'$B',6$%/(B&$//

'HIDXOW YDOXH� FALSE

6\QWD[� 6(7 '5'$B',6$%/(B&$// ^758(_)$/6(`

DRDA_DISABLE_CALL controls stored procedure usage, and is also used by the 
g4drutl utility to control how the package is bound on the target database. The 
gateway only supports execution of stored procedures on IBM DB2/MVS Version 
4.1 and DB2/400 Version 3.1. Use the default, )$/6(, only if the target database is 
DB2/MVS Version 4.1 or DB2/400 Version 3.1. Set this parameter to 758( for all 
other target databases.

'5'$B)/86+B&$&+(

'HIDXOW YDOXH� SESSION

6\QWD[� 6(7 '5'$B)/86+B&$&+( ^6(66,21_&200,7`

DRDA_FLUSH_CACHE specifies when the cursor cache is to be flushed. With 
DRDA_FLUSH_CACHE=COMMIT, the cursor cache is flushed whenever the 
transaction is committed. With DRDA_FLUSH_CACHE=SESSION, the cache is not 
flushed until the session terminates.

:DUQLQJ� Specifying any value for DRDA_DEFAULT_CCSID 
causes all ”FOR BIT DATA” columns to be handled as text 
columns that need character set conversion and therefore, any 
truly binary data in these columns can encounter conversion errors 
(-1460).

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind.
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'5'$B,62/$7,21B/(9(/

'HIDXOW YDOXH� CHG for DB2/400, CS for DB2/MVS, DB2/CS, SQL/DS

6\QWD[� 6(7 '5'$B,62/$7,21B/(9(/ ^&+*_&6_55`

DRDA_ISOLATION_LEVEL specifies the isolation level defined to the package 
when it is created. All SQL statements sent to the remote DRDA database are 
executed with this isolation level. Isolation level seriously affects performance of 
applications; use caution when specifying an isolation level other than the default. 
For information on isolation levels, see your IBM database manuals.

The levels are specified in ascending order of control, with CHG having the least 
reliable cursor stability and RR having the most. Note that higher stability uses 
more resources on the server and can lock those resources for extended periods.

'5'$B237,0,=(B48(5<

'HIDXOW YDOXH� TRUE

6\QWD[� 6(7 '5'$B237,0,=(B48(5< ^758(_)$/6(`

DRDA_OPTIMIZE_QUERY turns on or off the distributed query optimizer (DQO) 
capability in the gateway. The DQO capability is useful for optimizing queries that 
access large amounts of data, but can add overhead to small queries. 

This parameter is only valid if your DRDA server is DB2/MVS or SQL/DS. If your 
DRDA server is DB2/400 or DB2/CS, you must set the value to )$/6(.

/HYHO 'HVFULSWLRQ

CHG Change (default for DB2/400)

CS Cursor Stability (default for DB2/CS, DB2/MVS, and SQL/DS)

RR Repeatable Read

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind.
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'5'$B29(55,'(B)520B&2'(3$*(

'HIDXOW YDOXH� none

6\QWD[� 6(7 '5'$B29(55,'(B)520B&2'(3$*( FFVLG

DRDA_OVERRIDE_FROM_CODEPAGE, when used together with 
DRDA_OVERRIDE_TO_CODEPAGE, provides a way of forcing a certain character 
set codepage or CCSID to be substituted for an unsupported codepage within the 
DRDA server database. This parameter should only be used if you get these errors 
when using the gateway:

25$����� � XQLPSOHPHQWHG RU XQUHDVRQDEOH FRQYHUVLRQ

'5'$� GUF ���%�JGF �����LQI �����VTOFRGH ��VTOVWDWH ������HUUS *'-5($&6

'5'$� HUUPF [[[���

'5'$� HUUG ���%����������

where [[[ is the unsupported CCSID. 

Set DRDA_OVERRIDE_FROM_CODEPAGE to the unsupported codepage ([[[) 
and set DRDA_OVERRIDE_TO_CODEPAGE to a compatible codepage. Use 
caution when setting these parameters because they cause an incorrect codepage to 
be used for character translation, and certain characters in the data will be 
translated incorrectly. Refer to Appendix D, “National Language Support” for 
information on supported codepages.

'5'$B29(55,'(B72B&2'(3$*(

'HIDXOW YDOXH� none

6\QWD[� 6(7 '5'$B29(55,'(B72B&2'(3$*( FFVLG

DRDA_OVERRIDE_TO_CODEPAGE, when used together with 
DRDA_OVERRIDE_FROM_CODEPAGE, provides a way of forcing a certain 
character set codepage or CCSID to be substituted for an unsupported codepage 
within the DRDA server database. Set DRDA_OVERRIDE_TO_CODEPAGE to a 
compatible and supported codepage. For more information, see the section, 
“DRDA_OVERRIDE_FROM_CODEPAGE”. Refer to Appendix D, “National 
Language Support” for information on supported codepages.
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'5'$B3$&.$*(B&2//,'

'HIDXOW YDOXH� DRD1

5DQJH RI YDOXHV� an alphanumeric string 1 to 18 characters in length

6\QWD[� 6(7 '5'$B3$&.$*(B&2//,' FROOHFWLRQBLG

DRDA_PACKAGE_COLLID specifies the package collection id.

'5'$B3$&.$*(B&21672.(1

'HIDXOW YDOXH� none, use the sample provided

5DQJH RI YDOXHV� a 16-digit hexadecimal number

6\QWD[� 6(7 '5'$B3$&.$*(B&21672.(1 KH[QXP

DRDA_PACKAGE_CONSTOKEN specifies the package consistency token. This is 
a 16 digit hexadecimal representation of an 8-byte token. Oracle Corporation 
recommends that you do not change the consistency token. The consistency token 
used at runtime must match the one used when the g4drutl utility is run and the 
package is bound. The value depends on the DRDA server being used.

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind the package using the g4drutl utility.

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind the package using the g4drutl utility.
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'5'$B3$&.$*(B1$0(

'HIDXOW YDOXH� G2DRSQL

5DQJH RI YDOXHV� an alphanumeric string 1 to 18 characters in length

6\QWD[� 6(7 '5'$B3$&.$*(B1$0( QDPH

DRDA_PACKAGE_NAME specifies the package name.

'5'$B3$&.$*(B2:1(5

'HIDXOW YDOXH� none

5DQJH RI YDOXHV� any valid userid

6\QWD[� 6(7 '5'$B3$&.$*(B2:1(5 XVHULG

DRDA_PACKAGE_OWNER specifies the database userid that owns the package. 
This allows the owner to be a user other than the connected userid when the 
package is created. The package owner must be the same user as the owner of the 
ORACLE2PC table. This is not valid for SQL/DS. 

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind the package using the g4drutl utility.

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind the package using the g4drutl utility.
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'5'$B3$&.$*(B6(&7,216

'HIDXOW YDOXH� 100

5DQJH RI YDOXHV� any integer between 1 and 65535

6\QWD[� 6(7 '5'$B3$&.$*(B6(&7,216 QXP

DRDA_PACKAGE_SECTIONS specifies the number of cursors declared at the 
remote database when the package is bound (g4drutl). This is the maximum 
number of open cursors allowed at any one time. Change this parameter only if an 
application needs more than 100 open concurrent cursors.

'5'$B5'%06B7<3(

'HIDXOW YDOXH� DSN

5DQJH RI YDOXHV� '61 for DB2/MVS 

$5, for SQL/DS

464 for DB2/400

'%& for DB2/CS

6\QWD[� 6(7 '5'$B5'%06B7<3( ^'61_$5,_464_'%&`

DRDA_RDBMS_TYPE specifies the three-character DRDA server database product 
id to which the gateway connects. Use the value appropriate for your DRDA server.

5HELQGLQJ 5HTXLUHG� Any change to this parameter requires you 
to rebind the package using the g4drutl utility.
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'5'$B5(&29(5<B3$66:25'

'HIDXOW YDOXH� none

5DQJH RI YDOXHV� any valid password

6\QWD[� 6(7 '5'$B5(&29(5<B3$66:25' SDVVZG

DRDA_RECOVERY_PASSWORD is used with the DRDA_RECOVERY_USERID. 
The recovery user connects to the IBM database if a distributed transaction is in 
doubt. For more information, see “Two-Phase Commit Processing” on page 7-6.

'5'$B5(&29(5<B86(5,'

'HIDXOW YDOXH� ORARECOV

5DQJH RI YDOXHV� any valid userid

6\QWD[� 6(7 '5'$B5(&29(5<B86(5,' XVHULG

DRDA_RECOVERY_USERID specifies the userid that is used by the gateway if a 
distributed transaction becomes in doubt. This userid must have execute privileges 
on the package and be defined to the IBM DRDA database. 

If a distributed transaction becomes in doubt, the integrating Oracle server 
determines the status of the transaction by connecting to the IBM DRDA database, 
using the DRDA_RECOVERY_USERID. If this parameter is missing, the gateway 
attempts to connect to a userid of ORARECOV. For more information, see 
“Two-Phase Commit Processing” on page 7-6.

'5'$B5(027(B'%B1$0(

'HIDXOW YDOXH� DB2V2R3

5DQJH RI YDOXHV� an alphanumeric string 1 to 18 characters in length

6\QWD[� 6(7 '5'$B5(027(B'%B1$0( QDPH

DRDA_REMOTE_DB_NAME specifies the DRDA server location name. This is an 
identifying name assigned to the server for DRDA purposes. A technique for 
determining this name using a SQL SELECT statement is discussed in each of the 
server-specific installation sections.
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'5'$B6(&85,7<B7<3(

'HIDXOW YDOXH� PROGRAM

6\QWD[� 6(7 '5'$B6(&85,7<B7<3( ^352*5$0_6$0(`

DRDA_SECURITY_TYPE specifies the type of security used for SNA 
communications. For more information about the types of security and setting 
DRDA_SECURITY_TYPE, refer to Chapter 9, “Security Considerations”.

25$B0$;B'$7(

'HIDXOW YDOXH� 4712-12-31

5DQJH RI YDOXHV� any valid date less than 4712-12-31

6\QWD[� 6(7 25$B0$;B'$7( \\\\�PP�GG

ORA_MAX_DATE specifies the gateway maximum date value. If the fetched date 
value is larger than 4712-12-31, the gateway replaces the date value with the value 
defined by the ORA_MAX_DATE parameter. Any date between January 1, 4712 BC 
and December 31, 4712 AD is valid.

*DWHZD\�%RRW�)LOH�3DUDPHWHUV��������
The parameters for the gateway boot file, initsid.gtwboot, have no order 
dependencies. If any parameter is not specified, it defaults as described in the 
following sections.

For information on the NLS parameters in initsid.gtwboot, see “NLS Parameters in 
the Gateway Boot File” on page D-5.

'5'$B:$,7B7,0(B67$7,67,&

'HIDXOW YDOXH� F

6\QWD[� '5'$B:$,7B7,0(B67$7,67,& ^7_)`

DRDA_WAIT_TIME_STATISTIC specifies whether runtime statistics are kept by 
the gateway. The statistics are accumulated on a per session basis, from logon to 
logoff on the DRDA server, and the results are written to standard error at logoff 
time. To turn on the keeping of runtime statistics, set the value to ”T”.
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To write the statistics to a log file, in the initsid.gtwboot file you must also specify 
the MODE parameter with a value of either INFO or DEBUG and specify the 
LOG_DESTINATION parameter.

The statistics reported are:

■ the total elapsed time from logon to logoff on the DRDA server

■ the time spent by gateway processing

■ the total wait time experienced by the gateway

The wait time is broken down into two categories:

– the communications (LU6.2) wait time includes the DRDA server 
processing time and communications overhead

– the Oracle kernel wait time is the time spent by the gateway waiting for the 
next request from the integrating Oracle server, which includes the 
processing and think time spent by the client application

■ communications (LU6.2) send and receive counts

■ Oracle kernel command count

■ DRDA server database logon time which includes a portion of the 
communications wait time previously reported

/2*B'(67,1$7,21

'HIDXOW YDOXH� $ORACLE_HOME/tg4drda/log

5DQJH RI YDOXHV� any valid file or directory name

6\QWD[� /2*B'(67,1$7,21 ORJSDWK

LOG_DESTINATION specifies the destination where stderr is reopened if 
MODE=INFO is also indicated. If LOG_DESTINATION specifies a directory, stderr 
is reopened to logpath/oracle_sid_pid.log. If LOG_DESTINATION specifies a file, 
stderr is reopened for append if it already exists or is created if it does not exist.

After any failure to open the logpath, a second attempt to open the default is made. 

Usually, LOG_DESTINATION should specify a directory. If it is specified as a file 
and if two or more users simultaneously use the same instance of the gateway, then 
they are writing to the same log. The integrity of this log is not guaranteed.
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02'(

'HIDXOW YDOXH� STD

6\QWD[� 02'( ^67'_,1)2_'(%8*_6/((3`

MODE specifies the operational mode of the gateway, where:

6(59(5B3$7+

'HIDXOW YDOXH� $ORACLE_HOME/bin/g4drsrv

5DQJH RI YDOXHV� any valid pathname

6\QWD[� 6(59(5B3$7+ VHUYHUSDWK

SERVER_PATH specifies the path to the gateway server executable that is executed.

67' is standard production mode. No stderr output is expected 
so stderr is not reopened.

,1)2 is the informational mode. stderr is reopened using the 
/2*B'(67,1$7,21 parameter and instance information is 
written to it. Use this mode when expecting stderr output 
(for example, when using the LIST or SQL_TRACE option 
in the .ora file).

'(%8* is similar to ,1)2. The only difference is that if the 
/2*B'(67,1$7,21 is a file, not a directory, the log is 
recreated every time and previous information is lost. This 
is useful for single user test systems.

6/((3 is similar to '(%8* with the addition of a 5 minute sleep to 
start a debugger. The current process id is written to stderr.
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7$5*(7

'HIDXOW YDOXH� DRDA

5DQJH RI YDOXHV� See the table for a list of valid values

6\QWD[� 7$5*(7 W\SHBRIBGDWDEDVH

TARGET specifies the type of DRDA server database. TARGET is used to configure 
the gateway for pass-through support. Set this parameter to a value representing 
your DRDA server. For example, if your DRDA server is DB2/MVS Version 4.1, 
specify:

7$5*(7 '5'$B'%�B9��

Note that the GDWDEDVHBW\SH field of GTW_SQL.GTWPASS must match the 
value you set for TARGET.

The valid values for TARGET are:

'HIDXOW

DRDA

)RU D '%��096 GDWDEDVH )RU D '%����� GDWDEDVH

DRDA_DB2
DRDA_DB2_V23
DRDA_DB2_V31
DRDA_DB2_V41

DRDA_DB2400
DRDA_DB2400_V30
DRDA_DB2400_V31
DRDA_DB2400_V36

)RU D 64/�'6 GDWDEDVH )RU D '%��&RPPRQ 6HUYHU GDWDEDVH

DRDA_SQLDS
DRDA_SQLDS_V34
DRDA_SQLDS_V35

DRDA_DB2CS
DRDA_DB2CS_V21
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1DWLRQDO�/DQJXDJH�6XSSRUW

This appendix documents the National Language Support (NLS) information for 
the Oracle Transparent Gateway for IBM DRDA. This supplements the general 
Oracle NLS information found in the OracleVn Server Application Developer’s Guide.  

National Language Support enables Oracle applications to interact with users in 
their native language, using their conventions for displaying data. The Oracle NLS 
architecture is data-driven, enabling support for specific languages and character 
encoding schemes to be added without any changes in source code.

There are a number of different settings in the gateway, DRDA server, Oracle 
server, and client that affect NLS processing. In order for translations to take place 
correctly, character settings of these components must be compatible.
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2YHUYLHZ�RI�1/6�,QWHUDFWLRQV
The figure and table summarize NLS interactions within your system, describing 
each component of your system and the parameters of each component that affect 
NLS processing in a distributed environment: 

&OLHQW 6HH SDJH '�� IRU GHWDLOHG LQIRUPDWLRQ�

1/6B/$1* NLS_LANG sets the NLS environment used by the database for both the server session 
and for the client application. This ensures the language environments of both database 
and client application are automatically the same. Because NLS_LANG is an environment 
variable, it is read by the client applications at startup time. The client communicates the 
information defined in NLS_LANG to the server when it connects. 

,QWHJUDWLQJ 2UDFOH 6HUYHU 6HH SDJH '�� IRU GHWDLOHG LQIRUPDWLRQ�

&+$5$&7(5 6(7 CHARACTER SET determines the character encoding scheme used by the database and is 
defined at database creation in the CREATE DATABASE statement. All data columns of 
type CHAR, VARCHAR2, and LONG have their data stored in the database character set. 

2UDFOH 7UDQVSDUHQW *DWHZD\ IRU ,%0 '5'$ 6HH SDJH '�� IRU GHWDLOHG LQIRUPDWLRQ�

25$B1/6 ORA_NLS determines where the gateway loads its character sets and other language data.

1/6B/$1* NLS_LANG defines the character set used for communication between the gateway and 
the integrating Oracle server.

/$1*8$*( LANGUAGE defines the character set used for communication between the gateway and 
the DRDA server.

1/6B'$7(B)250$7 NLS_DATE_FORMAT specifies the format for dates used by the DRDA server.

1/6B'$7(B/$1*8$*( NLS_DATE_LANGUAGE specifies the language used by the DRDA server for day and 
month names, and date abbreviations.

'5'$ 6HUYHU 6HH SDJH '�� IRU GHWDLOHG LQIRUPDWLRQ�

&&6,' The CCSID specifies the character set the DRDA database uses to store data. It is defined 
when you create your database.

Client

Integrating
Oracle
Server

Oracle 
Transparent
Gateway for
IBM DRDA

DRDA
Server

1/6B/$1*
&+$5$&7(5 6(7 25$B1/6

1/6B/$1*

/$1*8$*(

1/6B'$7(B)250$7

1/6B'$7(B/$1*8$*(

&&6,'
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&OLHQW�DQG�,QWHJUDWLQJ�2UDFOH�6HUYHU�&RQILJXUDWLRQ
There are a number of NLS parameters that control NLS processing between the 
Oracle server and client. You can set language-dependent behavior defaults for the 
server and set language-dependent behavior for the client that overrides these 
defaults. For a complete description of NLS parameters, refer to the NLS chapter in 
OracleVn Server Reference. These parameters do not directly affect gateway 
processing. However, you must ensure that the character set (specified by the 
Oracle server NLS_LANG environment variable) is compatible with the character 
sets you specify on the gateway and DRDA server.

When you create your Oracle database, the character set used to store data is 
specified by the CHARACTER SET parameter. Once the database is created, the 
database character set cannot be changed unless you re-create the database.

Normally, the default for CHARACTER SET is 86�$6&,,, which supports only 
the 26 Latin alphabetic characters. If you have specified 8-bit character sets on the 
gateway and DRDA server, you must have a compatible 8-bit character set defined 
on your database. To check the character set of an existing database, issue the 
command:

6(/(&7 86(5(19�®ODQJXDJH®� )520 '8$/�

For more information, see "Specifying Character Sets" in the OracleVn Server 
Reference.

*DWHZD\�&RQILJXUDWLRQ
Once the gateway is installed, there are several parameters you must change in the 
initsid.ora and initsid.gtwboot files to customize for NLS support.

1/6�3DUDPHWHUV�LQ�WKH�*DWHZD\�,QLWLDOL]DWLRQ�)LOH

There are three parameters in the gateway initialization file, initsid.ora, that affect 
NLS support:

■ LANGUAGE

■ NLS_DATE_FORMAT

■ NLS_DATE_LANGUAGE
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/$1*8$*(

LANGUAGE defines the character set used for communication between the 
gateway and the DRDA server. It specifies the conventions such as the language 
used for messages from the target system, names of days and months, symbols for 
AD, BC, AM, and PM, and default language sorting mechanism.

The syntax of the LANGUAGE parameter is:

/$1*8$*( ODQJXDJH>BWHUULWRU\�FKDUDFWHUBVHW@

where:

If you omit the LANGUAGE parameter from initsid.ora, the default setting is 
$0(5,&$1B$0(5,&$�86�$6&,,� (%&',& character sets are not supported. The 
values for ODQJXDJH and WHUULWRU\ (such as $0(5,&$1B$0(5,&$) must be 
valid, but they have no effect on translations.

1/6B'$7(B)250$7

NLS_DATE_FORMAT specifies the format for dates used by the DRDA server.

The syntax of the NLS_DATE_FORMAT parameter is:

1/6B'$7(B)250$7 GDWHBIRUPDW

where GDWHBIRUPDW must be  <<<<�00�'', the ISO date format. If this 
parameter is set to any other value or is omitted, you receive an error when 
updating, deleting from, selecting from or inserting into a table with date columns.

1/6B'$7(B/$1*8$*(

NLS_DATE_LANGUAGE specifies the language used by the DRDA server for day 
and month names, and date abbreviations. Because ISO date format contains 
numbers only, this parameter has no effect on gateway date processing and should 
be omitted.

ODQJXDJH can be any valid language.

WHUULWRU\ is optional, and defaults to $0(5,&$.

FKDUDFWHUBVHW is optional and defaults to 86�$6&,,. The supported charac-
ter sets are: 86�$6&,,, 86�3&���, :(�3&���, and 
:(�,62����3�.
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1/6�3DUDPHWHUV�LQ�WKH�*DWHZD\�%RRW�)LOH

There are two parameters in the gateway boot file, initsid.gtwboot, that affect NLS 
support:

■ ORA_NLS

■ NLS_LANG

25$B1/6

ORA_NLS  specifies the directory where the gateway loads its character sets and 
other language data, $ORACLE_HOME/ocommon/nls/admin/data. The ORA_NLS 
parameter must be specified as:

25$B1/6 �25$&/(B+20(�RFRPPRQ�QOV�DGPLQ�GDWD

If you omit the ORA_NLS parameter from initsid.gtwboot, the language, territory, 
and character set defaults to $0(5,&$1B$0(5,&$�86�$6&,,, even if you have set 
NLS_LANG to some other value.

1/6B/$1*

NLS_LANG defines the character set used for communication between the 
gateway and the Oracle server. The syntax of the NLS_LANG parameter is:

1/6B/$1* ODQJXDJH>BWHUULWRU\�FKDUDFWHUBVHW@

where:

If you omit the NLS_LANG parameter from initsid.gtwboot, the default setting is 
$0(5,&$1B$0(5,&$�86�$6&,,.

ODQJXDJH must match the language specified in the LANGUAGE 
parameter of initsid.ora.

WHUULWRU\ must match the language specified in the LANGUAGE 
parameter of initsid.ora.

FKDUDFWHUBVHW is optional, and defaults to $0(5,&$. If you specify WHUUL�
WRU\, it must match the territory specified in the LAN-
GUAGE parameter of initsid.ora.
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'5'$�6HUYHU�&RQILJXUDWLRQ
The CCSID specifies the character set the DRDA database uses to store data. It is 
defined when you create your database. The gateway supports the DB2/400, 
DB2/Common Server, DB2/MVS, and SQL/DS databases when they are defined 
with these languages and character sets: 

To check the character set of an existing database:

'HVFULSWLRQ &&6,'

Austrian/German 273

Cyrillic, Multinational 1025

Danish/Norwegian 277

English, North American 37

English, U.K. 285

Finnish/Swedish 278

French 297

Greek 875

Hebrew (Israel) 424, 1086

Iceland 871

Italian 280

Latin-2, Multinational 870

Spanish 284

Thai 838

Western European 500

7 bit US codepage 904 904

8 bit IBM PC, American 437

8 bit IBM PC, Western European 850

ISO Latin-1 codepage 819 (supported only 
by SQL/DS and DB2/MVS Version 3.1)

819

DB2/MVS Ask your system administrator. There is no single command you use.

DB2/400 Issue the command '636<69$/ 6<69$/�4&&6,'�
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0HVVDJH�$YDLODELOLW\�
Whether a language message module is available depends on which modules are 
installed in the Oracle product set running on the server. If message modules for a 
particular language set are not installed, specifying that language with a language 
parameter does not display messages in the requested language. 

([DPSOH�RI�1/6�&RQILJXUDWLRQ
Here is an example of all the settings needed to configure the gateway, DRDA 
server, Oracle server, and client so that a language and character set are working 
compatibly across the system. In this example, the settings allow a customer in 
Germany to interact with the gateway in German:

*DWHZD\ LQLWVLG�RUD ILOH�

/$1*8$*( $0(5,&$1B$0(5,&$�:(�,62����3�

1/6B'$7(B)250$7 <<<<�00�''

*DWHZD\ LQLWVLG�JWZERRW ILOH�

25$B1/6 �RUDFOH�WJ�GUGD�������RFRPPRQ�QOV�DGPLQ�GDWD

1/6B/$1* $0(5,&$1B$0(5,&$�:(�,62����3�

'5'$ VHUYHU &&6,'�

��� �'�(%&',&����

2UDFOH VHUYHU DQG FOLHQW VHWWLQJ IRU GDWDEDVH�

6(/(&7 86(5(19�®ODQJXDJH®� )520 '8$/�

86(5(19�®/$1*8$*(®�

�����������������������������

$0(5,&$1B$0(5,&$�:(�,62����3�

2UDFOH VHUYHU DQG FOLHQW HQYLURQPHQW YDULDEOHV�

1/6B/$1* *(50$1B*(50$1<�:(�,62����3�

DB2/CS Ask your system administrator. There is no single command you use.

SQL/DS Issue the statement 6(/(&7  )520 6<67(0�6<6237,216. This 
shows you the default CCSIDs used at startup.
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