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CHANGE HISTORY

Release Version Changes

10.12.2.0.0 3.19 e  Added change history paragraph.

e Added links to CPAN download pages for required Perl Modules in Appendix D -
Installing Required Perl Modules.

. Changed references to configuration templates from Beehive Online

. Removed Appendix G — Configuration Oracle Application Server 10G (OHI
Back Office)

10.12.3.0.0 3.20 e  Added a paragraph about adjusting INITRANS and/or PCTFREE settings to

prevent unnecessary lock messages.

10.13.1.0.0 3.21 e  Added note that WLS_FORMS managed server must be up to implement

configuration settings.

10.13.1.0.0 3.22 e Updated description and references to Oracle Fusion Middleware software to 11g
Release 2.

e  Changed forms settings description to support language dependent keyboard
mapping file.

e  Added description of formParam1 and formParam?2 to pass a startup form and
keys on the URL for an OHI user interface session.

e  Added definition of workingDirectory property for formsweb.cfg configuration.
Changed location of .env file from $0ZG_ADMIN to $0ZG_BASE in examples.

e  Added paragraph about customizing your toolbar icons and signing your own .jar
file for toolbar icons.

10.13.1.1.0 3.23 e  Added an additional chmod command for Reports configuration as needed for
11gR2 release.
10.13.2.0.0 3.24 e  Enhanced the description about the formParam1 and formParam2 parameters.

e  Added a paragraph about batch scheduler performance and parallelism for using
parallel execution of the serial part of a batch request

10.13.2.1.0 3.25 e Added description of new Oracle Scheduler jobs that ‘assist’ the background

processing as implemented by the OHI Back Office batch scheduler.

Added instructions about adding application server IP addresses.

Added environment cloning tips.

Web service consumers are now referenced using this correct term.

Made clearer which system parameter specifies maximum number of parallel

batch processes.

10.13.3.0.0 3.26 e  Added paragraphs about SQL Plan Management (SPM) as a first implementation
of this database functionality is supported with this OHI Back Office release.

e  Also an Appendix that addresses setting up an OEM Metric for SPM space
management is added

e Added descriptions for the newly introduced background Oracle Scheduler Jobs
in the paragraph about the Batch Scheduler

e  Specified maximum length of 10 for parameter p_mdi_window_label

e  Adapted references to database software from DB11G2 to DB11204 as for OHI
Back Office 10.13.3 database version 11.2.0.4 is the required version

10.13.3.0.0 3.27 e The documentation has been updated regarding the support of SSO for the OHI
Back Office user interface users.

The SSO appendix regarding this topic has been completely revised.

e  The Reports Server batch account is no longer described using its former default
name but is named referencing where it is meant for.

10.14.1.0.0 3.27 e On afew locations information has been added regarding the new database
account (typically OHI_DPS_USER) that is used for execution of dynamic pl/sql.
This as a result of a security improvement.

e  The Appendix for installing the Perl modules has been adapted as for parallel
forms compilation some additional modules are required.

e The command for setting NLS_LENGTH_SEMANTICS in the server parameter
file has slightly been adjusted (scope=spfile instead of scope=both, because of a
limitation in the database).

10.14.2.0.0 3.28 . Only some minor textual corrections in the SQL Plan Management paragraphs.

. Corrected the <Directory> entry in forms.conf to allow for a dynamic number of
digits in the last number of the release version string (?* instead of ????) for
viewing the release information.

e  Added notes to the Globalization paragraph and the NLS_LANG setting
paragraph which describes generic character set settings and behaviour regarding
this topic. The client character setting used for Forms is discussed over here.

e An Appendix is added which describes how to migrate an OHI 10.14.2 database
from a non Unicode character set (for OHI typically WE81SO8859P15) to
AL32UTES.
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Release Version Changes

10.14.2.1.0 3.29 e  Added OHI Data Mart instructions regarding migration to AL32UTFS8.
. Incorporated changes in AL32UTF8 migration Appendix based on latest
experiences.

10.15.1.0 3.30 e  Added query to SQL Plan management Appendix to monitor space used by the
SPM repository.

e  Added additional stats gathering instructions in AL32UTF8 Appendix for virtual

columns related to function based indexes.

Removed references to Reports and Discoverer

Revised resource management (12c)

Updated ‘batch scheduler settings’

Changed database version to 12c and adjusted for the use of a pluggable database

Worked through impact of less files in $0ZG_ADMIN ($0ZG_BASE/utils,

OHIPATCH, etc.)

. Corrected spelling errors

10.15.3.0.0 3.31 e  Replace OHI Business Intelligence by OHI Data Marts.

10.16.1.0.0 3.32 . Only some small typing errors were changed.

10.16.2.0.0 3.33 e  Many changes to describe the configuration of WebLogic and Forms 12c
(12.2.1.1.0)

. On several locations information has been added regarding the new database
account OHI_VIEW_OWNER that is used for the implementation of Virtual
Private Database. Removed reference to WLS REPORTS.

10.16.2.2.2 334 e Some minor textual formatting.

Added additional settings in forms.conf for better readability of .log and .out files
in Internet Explorer.

Small textual formatting correction on wist example

Added instance parameter _common_data_view_enabled setting

Added FORMS_LOV _... settings

Described starting user interface outside the browser using javaws

Added attention note to remove serverArgs from formsweb.cfg

10.17.1.0.0 3.35

Added FORMS_DATETIME_LOCAL_TZ setting.

Added Oracle error when mkstore incompatibility problem occurs

e  Changed all references to WebLogic and Forms from 12.2.1.1 to 12.2.1.2
including relevant hyperlinks as this version is supported starting with this
release. But the Forms 12.2.1.1 release can be used until OHI release 10.17.2.0.0
is installed.

10.17.2.0.0 3.36 . Forms 12.2.1.1 release desupported.

. Some minor adjustments in FMW installation instructions.

e  Changed description of database configuration regarding the use of multiple
pluggable databases in a container database.

10.18.1.0.0 3.37 e  Adapted because of required database release 12.2.0.1.0 starting with this OHI
release. Instructions for installing DBD::Oracle slightly changed.
Text is adapted for changes related to the SPM Evolve job, instance parameter
settings and AWR. Also the instruction regarding setting
NLS LENGTH_SEMANCTICS has changed.

e Missing instructions for creating additional service definitions added.

10.18.1.2.0 3.38 e  Changed all references to WebLogic and Forms from 12.2.1.2 to 12.2.1.3
including relevant hyperlinks as this version is supported starting with this
release. But the Forms 12.2.1.2 release can be used until OHI release 10.18.2.0.0

is installed.
10.18.1.3.0 3.39 . UTFS8 instead of AL32UTF8 for Forms in case of character conversion issues.
e Added description of existing accessibility option
10.18.1.4.0 3.40 . Corrected some contradicting information regarding terminal resource files (key

mapping description files specified through the term parameter in formsweb.cfg
as described in the formsweb.cfg configuration paragraph).

10.18.2.0.0 3.41 e Removed C2B references when present in still current text.

10.18.2.1.0 3.42 e  Added remark about Oracle Managed Java Client for Client Tier paragraph.
. Changed the MEMORY _TARGET and MEMORY_MAX TARGET advise.

10.18.2.2.0 3.43 e  Added chapter regarding Database Vault installation & activation

. Batch scheduler description was outdated, where necessary this has been updated
to better reflect the current functionality

10.18.2.3.0 3.44 . Removed some deprecated files from $0ZG_BASE/conf
. Specified which character set is used hardcoded in the installation menu
e  Small change in Database Vault activation description

10.19.1.0.0 3.45 . No changes. Republished with different part nr.

10.19.1.2.0 3.46 e Added instruction for creating a user for accessing standard OHI database queues
with a JMS text payload.

10.19.1.4.0 3.47 e  Removed references to Designer repository based information.

. Added ‘deprecated’ to relevant paragraphs regarding deprecated service consumer
supporting components.

10.19.2.0.0 3.48 e Deprecated service consumer paragraphs are now ‘expired’.
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Release Version Changes

10.20.1.0.0 3.49 e Added reference to the release installation manual for when seeking information
regarding compression.

10.20.2.0.0 3.50

Corrected typing error

10.20.3.0.0 351 e  Adapted for supporting database 19¢c

e  Adapted for supporting FMW 12.2.1.4 (optionally used in this release)

. Multiple textual improvements and correction of typing errors

. Removal of some outdated paragraphs
10.20.4.0.0 3.52 . Instructions for DB Vault activation adapted.

e Allowed schema maintenance described
10.20.5.0.0 3.53 e Appendix for Database Vault activation has been revised and extended
10.20.6.0.0 3.54 e  Appendix for Database Vault activation has been adapted and extended.
10.20.7.0.0 3.55 e  Reorganisation of Database Vault chapter into two chapters, a description

followed by instructions. Also text is adapted to optional use specific
functionality.

10.20.8.0.0 3.56 e Some spelling mistakes have been corrected.

e Advise for usimg OPTIMIZER_USE_SQL_PLAN_BASELINES setting has
been made more explicitly an advise.

. Updated Database Vault paragraph regarding OHI owner access

. Updated instructions for setting up JMS queue in WebLogic, Appendix G

10.21.1.0.0 3.57 e No changes, republished with new part number.

10.21.2.0.0 3.58 e  Additional command dbms_macadm.add_auth_to_realm is needed when
Database Vault is enabled but OHI Realm is not created.

e Altered hierarchicall setup with MANAGER_ROL

e  Added a paragraph about activating the PL/SQL hierarchical profiler for batch

processes

e  Added a paragraph to use JFC and JMC for monitoring WebLogic JVM processes
10.21.6.0.0 3.59 . Removed obsolete text about compression from par. 3.3.4
10.21.7.0.0 3.60 . Rewrote Appendix C (SSO).
10.22.1.0.0 3.61 e No changes; republished with new part number.
10.22.2.0.0 3.62 e Added information regarding using a service for running OHI background jobs.
10.22.3.0.0 3.63 e Updated Maintenance jobs in OHI background jobs.
10.22.4.0.0 3.64 e  Removed description of Java Plugln configuration (JPI) because Microsoft

support for Internet Explorer is ending.

10.22.6.0.0 3.65

Corrected some typos

10.22.7.0.0 3.66 e  Corrected numbering in paragraph 4.7
. Removed support for WLS12213/FRS12213
. Certification for Linux 8: update of perl module versions and installation
e Described issue with Pro*C compilation
e  Removed obsolete RAC descriptions and NFS instructions
. Removed references to obsolete 0zg main.sh
10.22.8.0.0 3.67 e Added Access to OHIJET Application in Appendix C.
10.23.1.0.0 3.68 e No changes, republished with a new part number.
10.23.2.0.0 3.69 e Described issue with Pro*C compilation on Linux 8.7.
10.23.3.0.0 3.70 e Memory parameters in paragraph “Database Instance Parameters”
10.23.5.0.0 3.71 e Restructured.localization support aspects into paragraph 3.1 Localization Support
10.23.6.0.0 3.72 e  Adapted for supporting FMW 12.2.1.19 (optionally used in this release)

®__Added 4 additional optional settings for formsweb.cfg in paragraph 4.3.1
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1. INTRODUCTION

PURPOSE

This document describes the installation and configuration information for Oracle Health
Insurance Back Office. This is the working name for a set of Oracle Health Insurance products
as provided by Oracle for implementing and executing the core ‘Back Office’ procesesses of an
healthcare (insurance) payer.

TARGET AUDIENCE

This document is intended for database and application server managers and others responsible
for installation of Oracle products. Even though various command samples are provided in this
document, this document does not at all intend to offer a course in Oracle technology stack
management.

TYPOGRAPHIC CONVENTIONS

Given that Linux commands and file names case sensitive, conventions in this document may
differ from the ones included in other Oracle product documentation.

COMMAND SYNTAX

Command syntax is represented in font monospace. The following conventions apply to
command syntax:

monospace

Monospace type indicates OS commands, directory names, user names, path names, and file
names.w

brackets [ ]

Words enclosed by brackets indicate keys (e.g., Key [Return]). Attention that brackets have a
different meaning when used in command syntax.

italics

Italics indicates a variable, including variable parts of the file names. It is also used for
emphasizing.

UPPERCASE
Uppercase letters indicate Structured Query Language (SQL) reserved words, initialization
parameters and environment variables.

backslash \
Each backslash indicates a command that is too long to fit on one line:

dd if=/dev/rdsk/c0tl1d0s6 of=/dev/rst0 bs=10b \
count=10000

braces { }
Braces indicate mandatory items: .DEFINE {macrol}

brackets [ ]
Brackets indicate optional items: cvtcrt termname [outfile]

Attention that brackets have a different meaning when used in ordinary text.

ellipses ...
Ellipses indicate a random number of similar items:

CHKVAL fieldname valuel valueZ ... valueN
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italics
Italics indicates a variable. Replace the variable by value:

library name

vertical bar |
The vertical bar allows choosing either braces or brackets:

SIZE filesize [K|M]

NAMING PRODUCTS

Whenever Oracle Health Insurance (OHI) Back Office is mentioned in this document, the entire
suite is intended (containing products like Oracle Insurance Claims Management for Health,
Oracle Insurance Policy Management for Health and others).

RELATED DOCUMENTATION

D Oracle Health Insurance Certification on MOS (logon to
MOS, choose tab ‘Certifications’, specify product name
Oracle Health Insurance Back Office’ and the relevant
version)

D Reading, Writing and Authorizing Oracle Health
Insurance Application Files (docs.oracle.com)

Oracle Health Insurance Release Installation
(docs.oracle.com)

[i1]
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2. COMPONENTS AND REQUIREMENTS

In order to perform a quick and successful installation, a number of requirements have to be met
regarding Oracle Software in the system. This chapter describes the requirements for the
installation of OHI Back Office, an integrated suite of products. Check to ensure that the system
meets these requirements before starting the installation process.

2.1. ARCHITECTURE

The application OHI Back Office is implemented in the so-called web-architecture.

This architecture is based on 3 tiers:

Web Browser
wre [ [
e —_
===\
o
Application Server
Middle Tier = =l
— —
Database Server
Database Tier
S

Desktop or Client Tier
The client tier, at the top of the image, may contain one of the following two configurations:
e A Web browser where the application is launched through Java Web Start,
e The Java Stand-Alone Launcher (JSAL)

Both require Java through an installation of Java Development Kit (JDK) or Java
Runtime Engine (JRE).

Middle Tier

The Application Server (AS), Database Client and the OHI Back Office application software
run on this tier.
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Database Tier

The Database Server (RDBMS), which contains the OHI Back Office data as well as business
logic and business rules, runs on this tier.

=

Attention: This refers to logical tiers; the structure does not entail the
physical implementation of the tiers; the physical aspects and any other

relevant details can be implemented on 1 or multiple servers.

Client Tier

Middleware
Tier

=
nimn
B ] e

(060

Database Tier

]

Browser with Java
GUI add-ins <]

@
@
|-
®

Stand-alone Java

Oracle Application Server

‘ Forms services

Web Service services

EP HTTP Server

v &

OHI Back Office

DBMS Client

Oracle Database

Fusion Middleware/Forms 12¢ introduced new ways to start and run a Forms application on the

Client Tier.

Mode

Applet in browser (traditional)

Browser

Required throughout session

Java component

JRE + JPI (java
browser plugin)

Remarks

Not supported in all browsers; No
longer supported for OHI

Embedded JNLP

Required throughout session

JRE + JPI (java
browser plugin)

Not supported in all browsers; not
supported for OHI

Java Web Start

Only for download of up to
date JNLP file

JDK or JRE; no JPI
(no browser plugin)

All browsers; with Single Sign-On, no
Single Sign-Off; supported for OHI

Forms Standalone Launcher

Not used

JDK or JRE; no JPI
(no browser plugin)

All browsers; no Single Sign-On
Requires distribution of command file;
not supported for OHI

In the last few years, most browsers have discontinued support for the JPI (Java Plugln) until
only Internet Explorer remained. With the end of Microsoft support for Internet Explorer on
June 25, 2022, the JPI is no longer supported for Forms, and therefore no longer supported for
OHI. Use Java Web Start instead for running the OHI Back Office user interface.

Forms Standalone Launcher (FSAL) is a supported option for Oracle Forms, and should work
for OHI, but OHI Development have only very limited experience with it and offer no active

support of FSAL for OHI.

10
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This architecture results in the following software layers:

Software layers

OHI Back Office application software
Oracle Application Server software
Oracle Database Client software
Oracle Database Server software
Operating System software

The Application Server, Database Client and Database Server software are also referred to as
Oracle system software.

Installation of this Oracle system software is required in order to run the OHI Back Office
application software.

It is very convenient to install all related Oracle software such as Application Server, Database
Client and Database Server under the same operating system user.

(& Attention: If OHI Back Office is used in a RAC environment (Real
Application Clusters), then a number of layers will be added on the database
servers. See the RAC documentation for details.

2.2. APPLICATION SOFTWARE INSTALLATION

OHI Back Office has to be installed in its’ own home directory, separated from the
ORACLE_HOME directories which contain the Oracle Database and/or Oracle Application
Server software.

Installation of OHI in the same home directory as Oracle system software is not supported.

2.3. RELATED PUBLICATIONS

Additional information regarding Oracle Database and Oracle Application Server software is
available in the following documentation for the relevant platform:

D Oracle Database Installation Guide
D Oracle Fusion Middleware Documentation Library
2.3.1. RAC

Additional information regarding Oracle Real Application Clusters software is available in the
following documentation for the relevant platform:

D Oracle Clusterware and Oracle Real Application Clusters Installation and
Configuration Guide

D Oracle Clusterware and Oracle Real Application Clusters Administration
and Deployment Guide

2.3.2. Single Sign On

Single Sign On (SSO) is supported with OHI Back Office, using the standard functionality of
the Oracle system software as implemented in Oracle Access Manager (OAM).

11
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D Middleware, Developer Tools, Forms, Release 12.2.1.4, Working
With Oracle Forms, Using Forms Services with Oracle Access

Manager

Oracle Access Management 12.2.1.4.0

Get Started

Administering Oracle Access Management

Oracle Access Management 12.2.1.4.0. - Install

Tutorial - Installing Oracle Access Management 12c

Tutorial - Configuring OHS WebGate

RCU Requirements for Oracle Databases

2.4. SYSTEM REQUIREMENTS

2.4.1. Certification

OHI Back Office is certified for several platforms and specific Database, Application Server
and browser versions.

Before starting the installation, check if the desired product combination is certified for OHI
Back Office.

The certification information is available online:

D Certification on My Oracle Support

Attention: OHI Back Office release 10.23.6.0.x and 10.23.7.0.x are certified
against Forms 12.2.1.4.0 and 12.2.1.19.0. This document will assume an
installation of Forms 12.2.1.19.0. For installation of Forms 12.2.1.4.0, see
version 3.71 of this document, as delivered with OHI 10.23.5.0.0.

=

2.4.2. Hardware Requirements

Depending on e.g., the number of users, the usage type of OHI Back Office and the desired
performance, a number of requirements regarding CPU, memory, disk space, networking, etc.
have to be met.

A specific sizing advice has to be performed in order to determine the numbers for a specific
customer environment. Such a sizing advice can be performed by Oracle.

2.4.3. Configuration of Printer Queues

The printer queues (in fact output queues or output commands or scripts) that will be used for
OHI Back Office should be configured and tested on your OS.

12
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https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/aiaag/introducing-oracle-access-management.html#GUID-D1D083AA-538E-4063-A921-9328DB784319
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/install.html
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/tutorial-oam-install-oam/
https://docs.oracle.com/en/middleware/idm/access-manager/12.2.1.4/tutorial-oam-configure-ohswebgate/
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-requirements-and-specifications.html#GUID-35B584F3-6F42-4CA5-9BBB-116E447DAB83

Components and Requirements

This step must be performed on the Middleware Tier.

2.4.4. Software Requirements

OHI Back Office uses the following Oracle system software, which should be installed and
configured before OHI Back Office is installed:

2.4.4.1. Database Tier
e Oracle Database Server

e Oracle Database Server patch set (Release Update Revisions (RUR) or Release updates
(RV)) (if required)

e Oracle Database Server interim patch(es) (if required)
The installation of the Database software is not described in this manual.

2.4.4.2. Middleware Tier
e Oracle Fusion Middleware WebLogic Server
e Oracle Fusion Middleware Forms and Reports Services
e Oracle Fusion Middleware Forms and Reports Services patch set (if required)
e Oracle Fusion Middleware Forms and Reports Services interim patch(es) (if required)
e Oracle Database Client
e Oracle Database Examples (formerly Companion)
e Oracle Database Client patch set (if required)

e Oracle Database Client interim patch(es) (if required)

Installation and configuration of the Middleware Tier software is described in more detail in
Chapter 3.

[ Attention 1: The version of Oracle Database Client software has to be the
same as the Oracle Database Server software version.

[ Attention 2: Of the Oracle Database Client software the DBMS Utilities and
the Precompiler software are required.
To this end, install the Administrator software.
After installation, executables proc, imp, exp, sqlldr and tkprof have to be
available in SORACLE_HOME/bin.

(& Attention 3: Of the Oracle Database Examples software, the Oracle Database
Products software has to be installed (for the Pro*C precompiler demo
software).

After installation, directory demo has to be available in
$ORACLE_HOME/precomp.

(&  Attention 4: Please consider the fact that if the Examples software is installed
on an existing software tree, the required patch set will have to be reinstalled
again (because otherwise the older, unpatched utility versions and/or
precompiler software will be used).
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[ Attention 5: In case of SSO a description of the software requirements can be
found in Appendix C.

(& Attention 6: Oracle Fusion Middleware 12¢ (12.2.1) has removed the
mod_plsgl module from the Oracle HTTP Server (OHS). If your custom
software uses mod_plsqgl you will have to find an alternative, such as Oracle
REST Data Services. See the Oracle Web Tier - Statement of Direction
(document ID 1576588.1) on My Oracle Support.

Furthermore, the following additional software is required on the OS of the Application Server:
e ANSI C compiler

Perl

zipand unzip utilities for Linux

JDK

2.4.4.3. Client Tier
e For Java Web Start mode: Java JRE or IDK

It is best practice to have your IT (Desktop) department supply a Java Client installation —
including regular updates!! - on the desktops that are used to start the OHI Back Office user
interface.

For more information about license and support please visit:
https://www.oracle.com/technetwork/java/java-se-support-roadmap.html

For exact versions of the required software and patch sets, see:

D Oracle Health Insurance Certification information on MOS (which
references generic Forms services certification regarding this topic)

2.4.5. Operating System Requirements

For more information on the requirements, please refer to the following platform-specific
documentation:

D Oracle Fusion Middleware Documentation Library

D Oracle Database Installation Guide

2.4.6. User Interface Requirements

For detailed requirements regarding OHI Back Office and different screen resolutions and
Windows settings, see:

D Oracle Health Insurance Certification information on MOS
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2.5. DISK SPACE AND MEMORY REQUIREMENTS

The Installation Guides for the required database and middleware products provide a description
of the requirements pertaining to Disk Space and Memory.

The following table displays the required disk space for OHI Back Office components for one
OHI environment.
These are minimum estimations, not exact calculations.

2.5.1. Database Tier

Product Required Disk space (MB)
Initial OHI Back Office database (*) 20000
Total 20000

2.5.1.1. Middleware Tier

The components marked with (*) are variable and will develop as the number of end users
increases.

Product Required Disk space (MB)
WLS and Forms 5000
Other (Pro*C, OS shell scripts, tools, perl, Java, configuration files) 250
Batch Scheduler output (*) 2500
Batch Scheduler log files (*) 100
OHI Installation directory including several patch levels 6000
Total 13850

For OHI Back Office no additional memory requirements apply, other than the requirements for
the Application and Database Server.

For more information on these requirements, please refer to the following (platform-specific)
information:

D Oracle Database Installation Guide

D Oracle Fusion Middleware Documentation Library

2.6. RESTRICTIONS

2.6.1. National Language Support (NLS)

OHI Back Office can be used with a set of predefined languages. See paragraph Localization
Support for details.

However, one restriction must be considered:

e The territory component of the NLS parameter has to have a final status before the
application goes live and may not be changed. If a change is required, however, this can
be requested from OHI Back Office; software may be provided which allows for this
change to be implemented.
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2.7. APPLICATION SOFTWARE AND TEMPLATES

2.7.1. Application Software

OHI application software should and may not be modified, conform SLA’s; this would annul
the Oracle guarantee.

Reference software is maintained by Oracle and issued via (patch) releases and can be
recognized by the uppercase prefix and lowercase extension.

Some samples of the reference software include e.g., 02G_PROC.sh, 02G_START BATCH. sh,
SYS11078S. sh, efc.

These files may not be altered.

2.7.2. Templates, Utilities & Sample Scripts

Templates, utilities and sample scripts, however, can be altered by customers.

Templates are distributed in releases and are copied to the sozc Base/conft directory.

They contain non-generic, often customer-specific settings (e.g. directory paths, host names,
etc.) and therefore they cannot be part of the OHI application software.

Templates, utilities and sample scripts can be recognized by the lowercase naming.
Sonuaexanuﬂesinclude ozg_init.env, alert example.pl, ohi svc osb configure.sh
and svl.properties.template.

2.7.2.1. Change History

When customer-specific changes are made in templates, utilities and scripts, it is advised to
always keep a history of changes in a uniform way.

Indicate here when something is altered, who made the change and the reason for it.
Example

Change history

Date Author Version: Change

13-09-2007 M. Koel 1.2: Use of MS Cabinet files is deleted.
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3. SETTING UP THE ENVIRONMENT

This chapter deals with the preparations of the environment before installing OHI Back Office,
after all requirements listed in chapter 1 have been checked and met.

3.1. LOCALIZATION SUPPORT

Localization is the process of customizing an application for a given culture and locale. It does
not modify the functionality of the application.
OHI localization has different aspects that have dependencies on each other:

e The user interface language

e The character set of data

e The time setting (including time zone) of software clients, servers and databases

For standard Oracle products, and therefore for OHI, the variable NLS_LANG plays an
important role in localization. This variable has three parts:
<language>_<territory>.<characterset>. The territory plays an important role in determining the
time zone if that is not specified in other ways.

NLS_LANG is used by all OCI (Oracle Call Interface API) client applications. Typical OCI
clients are the Forms user interface, SQL*Plus, SQL*Loader, DataPump and development tools
like SQL*Developer.

When NLS_LANG is not set, the default database setting is used.

Default values for other language settings are derived from NLS_LANG, but can be overruled
by setting other variables:

e NLS_DATE_FORMAT
e NLS_NUMERIC_CHARACTERS

3.1.1. User Interface Language

The user interface language affects the prompts, labels and messages a user sees, not just in OHI
Back Office, but also in database clients like SQL*Plus.

The following languages are currently supported and can be setup as part of the NLS
environment variable NLS _LANG:

e AMERICAN
e SPANISH
e DUTCH

The OHI Back Office Forms application can be started with a language-specific URL parameter
(&config=[namedconfig]. This will use a setting for the NLS_LANG value that is configured
according to the paragraphs formsweb_configuration and servlet_env

Within the OHI Back Office Forms application, each user can set his/her own preferred
language, to translate menu options, button labels and messages. This option is available via
menu option Edit -> User Settings : Preferred Language. Users should select the same language
as is used in the URL parameter.
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3.1.2. Character Set

A character set defines which characters can be handled (stored, displayed, etc.) This is
especially important for special characters (Cyrillic, Chinese, East-European etc.). Characters
that are not included in the current character set will be converted, with unpredictable results.

Character sets can be specified at many different locations:
e Application level
e Operating System level
e Database level

When data travels through these different systems (e.g., when a text is copied from Word,
pasted in Forms and then stored in the database, or read by SQL*Loader and stored in the
database) it will be converted multiple times, and each conversion has the potential to
“mutilate” the data. E.g., diacritic characters like 1, é, € might not be displayed correctly in your
terminal session or stored in the database.

Therefore, it is important to set the correct character set at each level. A complicating factor can
be incoming data, (e.g., files that need to be imported) where we have no control over the
character set of the data.

Character sets can be subsets of other character sets. “Mutilation” will only occur when data is
converted from a superset to a subset, so it is important to use character sets that contain as
many characters as possible.

Therefore, OHI requires the database character set to be AL32UTF8. This is a multibyte
character set (variable in length, 1 to 4 bytes per character) that is a superset of all other
character sets. This ensures that all data can be stored correctly. See paragraph Unicode
Character Set.

To make sure data is presented correctly to the database, and to comply with requirements for
output data, we also need to specify which character set to use for reading input files and for
creating output files.

This functionality is very important to prevent specific characters being lost or misinterpreted
when exchanging these files with other parties and/or applications.

@ Hint: The language, territory and character settings as used by OHIPATCH
cannot be influenced. A hardcoded NLS LANG value is used to make sure
installation files are always interpreted in the correct character set in which
they are delivered (WE8ISO8859P15) and with the expected territory setting.
The language used will always be (American) English.

3.1.2.1. OS locale Setting

Operating Systems also have a set of environment variables named “locale”. In Linux, this
includes a variable LANG, with values like en_US.UTF-8. If this value does not match the
character set of a file to be processed or the setting used for NLS_LANG, mutilation may occur
when viewing and/or changing its contents.

For JDBC based clients (as used by the web services as provided with OHI Back Office) the
LOCALE setting typically defines the default language, territory and character set. However,
when for example SOAP and/or XML messages are passed an ‘encoding’ clause in the message
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normally specifies the character set in which the message is offered. OHI Back Office
functionality will react on such encoding specifications.

= Attention: As a database administrator you will typically set environment
variables for the database software by running ozg_init.env, resulting in the
DBMS_LANG value being used to set the NLS_LANG value. In that way it
determines the language and character set used by utilities as export and
SQL*Plus.

If you want this to show up in the same language and character set as used for
the Linux terminal setting you may want to overrule the NLS_LANG after a

call to ‘. ozg_init.env’ or make sure your locale is set to comply with
NLS_LANG.

Suppose you use the value below for NLS_LANG:
”DUTCH THE NETHERLANDS.WE8ISO8859P15”.

When you have your locale set to LANG=en_US.UTF-8, diacritic characters
(like € in ‘ge€xporteerd”) may show up incorrectly because the terminal uses

UTF-8 characters while the utilities use the single byte Latin characters set as
specified by NLS_LANG.

There are two ways to show these characters correctly:
e change your locale setting to ‘nl_NL.is0885915’

o after the call to ozg_init.env set NLS_LANG to:
"AMERICAN_AMERICA.AL32UTF8T

3.1.2.2. When and how to prevent ORA-12713 errors in the user
interface

When the database uses AL32UTF8 as character set it can store many more characters than are
supported by the character sets like wesMswiN1252.as may be specified in NLS settings for the
user interface.

When data is retrieved from the database, it is converted to the client character set (as specified
by NLS_LANG). Because the client character set in NLS_LANG is a subset of the database
character set AL32UTF8, some special characters, when present in data retrieved from the
database, cannot be converted to an equivalent in the client character set. These characters will
be replaced by the default “‘unknown’ character for that character set (typically a square or an
inverted question mark).

This can occur in any application (Forms, SQL*Plus, SQL*Developer, DataPump) that retrieves
data from the database while using a client character set other than AL32UTF8. In the Forms
user interface, the use of such a ‘limited’ client character set can also result in exceptions
throwing the ORA-12713 message. This happens when such an ‘unknown’ character is present
in a string variable passed from PL/SQL within the database to PL/SQL code within the Forms
module (through an assignment). This seems to be a PL/SQL limitation which can be
circumvented by passing the data from the database to Forms through a query. If you run into
such errors it is an option to contact OHI to check whether such a code change is feasible (if it
is, @ bug can be registered to repair this).

Such ‘unknown’ characters have been stored in the database by a client with a different client
character set, that is not a subset of the current client character set.
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Some examples:
o |oading files, like claims files, which are specified in a different character set
e web service calls with a message encoded in a UTF-8 character set
e database import with a different setting for NLS_LANG during the import session
e SQL*Plus insert script with a different setting for NLS_LANG during the session

NOTE: With the database character set configured as AL32UTF8, the characters should have
been stored correctly if the encoding of the passed values and the specified character
set did match with each other. It is just the conversion during the retrieval that cannot
handle the characters correctly.

If you encounter such conversion issues, consider using the client character set AL32UTFS8.
Because the client character set is then equal to the database character set, no conversion will
occur. This will prevent the conversion issues as well as the ORA-12713 errors in Forms.
However, a direct consequence is that all characters supported by AL32UTF8 can be entered
with the client. That is because the client character set also determines the characters that can be
inserted with the client. This may lead to conversion issues in other places, when the data is
retrieved, e.g., when files need to be delivered in a more restrictive character set (for example
because an external party cannot support AL32UTF8 based files and requires WE8ISO8859P15
characters). This may result in loss of characters replaced by the default “‘unknown’ character
during that retrieval process. So please be aware of such consequences and carefully determine
what your requirements are and what measures you must implement to minimize character set
conversion issues.

NOTE 1: Unfortunately, Forms 12.2.1.2 and higher cannot use AL32UTF8 as the client
character set (as defined by NLS_LANG) without recompilation of all Forms,
Libraries and Menus with that NLS_LANG setting. This is not supported by the
Forms compilation options in OHIPATCH. Therefore, we suggest using client
character set UTF8 instead for Forms.

NOTE 2: Character set conversions and limitations, which occur when different applications
interact and messages are exchanged between these applications, are in itself not a
limitation of OHI Back Office. They are a consequence of the real-world situation
where not all applications are using one universal character set.

UTF8 is a binary subset of AL32UTF8 (meaning the internal storage of all characters in UTF8
is the same as in AL32UTF8) that will suffice for all European languages.

To specify UTF8 for use in the Forms user interface you can specify an NLS_LANG value in
the servlet.env files as described later in this document. This will overrule any optional setting
in 0zg_init.env.

An example value for a Dutch environment:
NLS LANG=DUTCH THE NETHERLANDS.UTFS8

Be aware that using UTF8 for the client character set is no guarantee that all UTF-8 characters
are displayed correctly in Forms. The fonts used by Forms may not support specific characters.
Typically, several symbols are not supported by the default fonts mapped for your java runtime
environments. For example, characters like ‘@M’ show up in Forms as ‘00°. But no ORA-12713
will occur; this is just a font mapping issue in the applet. More information can be found in My
Oracle Support in bug 2720366 (which is closed as not being a Forms bug).

20



Setting up the Environment

=

MOS Doc ID 158577.1 does contain additional info about NLS_LANG aspects. It also
describes that it is best to use the character set that is used on the client platform. This
means that the Forms client does normally not need to be set to (AL32)UTF8. It is best
to set it to the codepage of your main client platform (probably Windows). MOS
document 179133.1 describes the standard code pages used by Windows and the
corresponding Oracle character set.

To specify the client character set in other clients than Forms, set NLS_LANG and/or
DBMS_LANG in the generic part of ozg_init.env. Note NLS_LANG has to be configured on
the Middleware Tier and the Database Tier.

3.1.3. Time and Time Zone

In OHI Back Office (and OHI Data Marts) all time data is expressed in local time, without a
time zone indication. This requires that all parts of the application run in only one time zone.

When time is stored in the database this is done without a time zone specification.

To avoid time mismatches and follow local daylight-saving time (DST) settings:

o the Operating Systems of the database server(s) and the application server(s) must all

use the same local time

e the database time zone and the session time zone must be set to the same local time

Zone

When a session is created using a client (SQL*Plus, SQL* Developer) for which the time zone
differs from the time zone used by the OHI application, you may run into time issues.

& Thisis most likely to occur when SQL*Plus, SQL* Developer, etc.are used

from a (Windows) laptop that is not in the same region / time zone as the
database server.

To prevent such issues please use
alter session set time_zone = '<region>/<location>"'

For example:
alter session set time_zone = 'Europe/Amsterdam'
Even better: use

alter session set time_zone=dbtimezone

to align the time zone of the client with the time zone used by the database.

3.2.

PERFORMING THE PRE-INSTALLATION TASKS

3.2.1. Creating an OS Account for the OHI Back Office Batch
Scheduler

The batch account is the OS account that runs the OHI Back Office batch scheduler software.
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Log on as root under OS and use the operating system user administration utility for creating
the batch account.

This task must be performed on the Middleware Tier.

The name vatcnh is recommended, but this is not mandatory. A different account name can be
used as well.

3.2.2. Assigning Default Shells for the Required OS Accounts

For the OS accounts batch and oracle the default shell in Linux has to be set to bash.

3.2.3. Creating an OHI Back Office Database

Before OHI Back Office is installed, a database needs to be created because the OHI Back
Office installation will create several database accounts, roles and objects in this database.

For OHI Back Office the multitenant database architecture as introduced with database release
12c is a prerequisite. The installation requires a pluggable database (PDB) within a container
database (CDB) for installing the OHI Back Office database objects. Starting with database
release 19c, you can create a maximum of 3 PDBs in one CDB without a multi-tenancy license.

[ When this document references the ‘database’ for OHI Back Office, this refers
to the pluggable database unless stated differently.

3.2.3.1. Multiple pluggable databases in one container database

OHI Back Office supports the use of more than one PDB in a CDB. The main advantage is that
administration and resource usage is more efficient as they share the same common base.

Several OHI Back Office-prescribed initialization parameters can also be set at PDB level.
When using more than one PDB, it is up to the administrator to decide at which level these
initialization parameters will be set. The installation software will only check the value of the
parameter regardless of the level that it is set at (CDB$ROOT or PDB).

When changing a parameter value at PDB level it will be available in all existing or new
sessions, depending on the parameter involved. When resetting a parameter at PDB level (using
alter system reset [...]) the parameter defaults to the value set at CDB level or the Oracle
default. In that case a restart of the PDB is needed to make the value available.

Overall memory requirements are typically defined at CDB level, so the number of pluggable
databases that can be plugged in will be limited by the available resources at CDB level.

3.2.3.2. Unicode Character Set

All customers must use the AL32UTF8 character for the (pluggable OHI) database. This means
the container database needs to be created with this character set. Choose AL16UTF16 as the
national character set (for container and pluggable database).

Although the application uses CHAR for the NLS_LENGTH_SEMANTICS setting per session,
the database setting can and should remain on BYTE to prevent potential issues with database
patches.

After creating the database, do not set NLS_LENGTH_SEMANTICS to CHAR. Leave it at
BYTE for the root container and the OHI Pluggable Database. See also My Oracle Support note
144808.1 for more information about this setting.
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The OHI Back Office application automatically sets the NLS_LENGTH_SEMANTICS to
CHAR for OHI related sessions when these sessions log on to the database. This is done by an
OHI specific system logon trigger. This is done for the following database accounts:

e The OHI table owner and the OHI batch account
e The OHI_VIEW_OWNER and OHI_DPS_USER account
e The OHI user accounts (presence in ALG_FUNCTIONARISSEN is sufficient)

e The accounts that have received a grant on an OHI table owner object (except for SYS
& SYSTEM when granted inappropriately) or that have been granted a standard OHI
role.

3.2.3.3. Install/check database component Oracle JVM

The database option Oracle JVM (JServer JAVA Virtual Machine) must be installed in the
database. If you did not install it initially, you can add it by running some scripts. Consult the
Database Reference guide for the relevant script.

The select statement below checks whether the JVM is present. (Use user SYS or an account
with DBA privileges).

select comp id

’ comp_name

, version

, version full

, status

from dba registry;

This should return a line for comp_id JAVAVM:

JAVAVM JServer JAVA Virtual Machine 19.0.0.0.0 19.5.0.0.0 VALID

NOTE: the value of version_ full depends on the patch s (RUR or RU) you installed.

You should check whether all java objects are valid:

select owner
, object type
, status
, count (1)
from all objects
where object type like '$JAVAS'
group by

owner
, object type
, status
order by

owner
, object type
, status;

This should return information like:

OWNER OBJECT_TYPE STATUS COUNT (1)
MDSYS JAVA CLASS VALID 2888
MDSYS JAVA RESOURCE VALID 51
OJVMSYS JAVA DATA VALID 3
SYS JAVA CLASS VALID 34475
SYS JAVA DATA VALID 1208
SYS JAVA RESOURCE VALID 1642
SYS JAVA SOURCE VALID 2
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Numbers do not have to match exactly. The MDSYS owned classes are not a requirement, so
when they are not shown that is no issue.

Be sure the initialization parameters SHARED_POOL_SIZE and JAVA_POOL_SIZE are large
enough. When using automatic shared memory management set minimum values that are
clearly large enough: e.g., at least 496Mb and 128Mb respectively for smaller environments
running on machines with a limited footprint.

3.2.3.4. Check database component XML DB

OHI Back Office requires the installation of XML DB. As this is a required component starting
with database release 12¢ you do not have to take any action. You can verify the presence of the
component using the instructions described in Chapter 2 of the XML DB Developer’s Guide.

3.2.3.5. Database Instance Parameters

This paragraph describes the non-hidden (not prefixed by an underscore) database instance
parameters that must be set. The values given here are minimum values. When a parameter is
not set in accordance with these values, an alert or an error may occur during installation of the
OHI database structure. Please see the certification documentation for the latest details about
hidden parameters or additional different (temporary) settings.

A complete set of parameters and checks/settings that apply can be found in an Appendix of the
Oracle Health Insurance Release Installation manual.

We advise to implement settings at the PDB level, whenever possible. For some specific
parameters this is a requirement as CDB based settings are not visible at the PDB level.

When you will run multiple OHI BO PDB’s in a single CDB please consider increasing CDB
parameters accordingly, for instance the JOB_QUEUE_PROCESSES minimum value for 3
OHI BO PDB’s should be at least 30.

If you set a memory parameter at CDB level, the CDB setting must be higher than the sum of
the PDB settings, because the CDB itself also needs memory. If this condition I not satisfied,

the PDB value might still be dynamically limited to 50% or less of the value set at CDB level.
Alert messages will show that this has happened.

If you try to increase a PDB level setting too much while a CDB level value is set, you will

receive error messages like:
e ORA-02097: parameter cannot be modified because specified value is

invalid

ORA-56748: invalid value 536870912 for parameter shared pool size; must
be smaller than 50% of parameter shared pool size of the root
container

e ORA-02097: parameter cannot be modified because specified value is
invalid
ORA-56747: invalid value 3221225472 for parameter sga target; must be
smaller than parameter sga target of the root container
When you run into an error like the ones above, you need to reset (remove) or increase the value
of the CDB level parameter, restart the CDB and then set the value of the PDB parameter to the
requested value.

We advise against enabling fully automated memory management, so leave
MEMORY_MAX_TARGET and MEMORY_TARGET zero or do not set them (their default is
Zero).
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Memory settings

CDBSROOT:

JAVA POOL_SIZE >= 128M # multiple of 16Mb
PGA AGGREGATE LIMIT >= 106G # multiple of 16Mb
PGA_AGGREGATE_TARGET >= 128M # multiple of 16Mb
MEMORY MAX TARGET = 0 # is default

MEMORY TARGET = 0 # is default
SGA_TARGET >= 2048M # multiple of 16Mb (assumes 1 OHI PDB + RCU PDB)
SGA MAX SIZE >= 2192M # multiple of 16Mb
PDB: (1)

SHARED POOL SIZE >= 512M # multiple of 16Mb
DB_CACHE_SIZE >= 128M # multiple of 16Mb
SGA_TARGET >= 1024M # multiple of 16Mb
Other settings

CDBSROOT:

DB_BLOCK_SIZE = 8192 # can be left default
DML_LOCKS >= 500

EVENT event 10195 not set

PROCESSES >= 200

PDB:

AWR PDB AUTOFLUSH ENABLED = TRUE

JOB_QUEUE_PROCESSES >= 10 # Needed for OZGISTAS; default ok
NLS_SORT = BINARY

OPEN CURSORS >= 500

OPTIMIZER MODE = ALL ROWS

PARALLEL DEGREE_ POLICY = MANUAL

PARALLEL FORCE LOCAL = TRUE

PARALLEL MAX SERVERS >= 8 # 0 when running into parallel issues
PARALLEL MIN TIME THRESHOLD = 30

REMOTE DEPENDENCIES MODE = SIGNATURE

SESSION_ CACHED CURSORS >= 500

STATISTICS LEVEL = TYPICAL (2)

UNDO_MANAGEMENT = AUTO

UNDO RETENTION >= 10800 # at least 3 hours

(1) OHl installation software checks whether DB_CACHE_SIZE and
SHARED_POOL_SIZE are set. When these are set only at CDB$ROOT level, the
values as seen from within the PDB are set at zero, which is reported by OHI as not
being correct. Therefore, the values need to be set at PDB level in a 19c database.

When you run into an error like the one below, make sure you reset (remove) the value
of the CDB$ROOT parameter, restart the CDB$SROOT and set the value of the PDB
parameter.

ORA-02097: parameter cannot be modified because specified value is invalid
ORA-56748: invalid value 536870912 for parameter shared_pool_size; must be
smaller than 50% of parameter shared_pool_size of the root container

(2) sTATISTICS_LEVEL = ALL may result in very slow CPU-intensive execution of some SQL
statements.

The following parameters are influenced by the OS environment variables used by the process
of the connecting session. When they are not set or specified the database instance values apply.
Below example values are shown for a Dutch environment. You may want to set them at the
database (PDB) level.

PDB:
NLS LANGUAGE = DUTCH # Choose the appropriate language
NLS_NUMERIC CHARACTERS = ",." ** # personal choice
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NLS_TERRITORY = "THE NETHERLANDS”

** = this setting cannot be changed once the application is used

3.2.3.6. Database services

Oracle advises to create at least one service for the pluggable database (with a name that differs
from the PDB name) so you do not fully rely on the default service. Services can be used to
distinguish between certain usage groups, so you may want to create several services for
different usage groups, such as online users, batch processes and web services.

In a RAC environment, (cluster) services are already a familiar concept, but on a stand-alone
environment this may be new.

An example of how to create a service:
set serveroutput on
begin
begin
DBMS SERVICE.CREATE SERVICE
( service name => 'vohi'
, network name => 'vohi.ohi.oracle.com'

) ;

exception
when others
then
-- easy way to continue when the service already exists
dbms output.put line('Skipped: '||sglerrm);
end;

DBMS SERVICE.START SERVICE
( service name => 'vohi'
)i

end;

Also make sure a startup trigger like the one below is created for starting the additional
service(s) when the pluggable database is started. Adapt it to your needs. When using RAC you
may prefer other options, e.g., using srvctl.

create or replace trigger ohi start services
after startup on database
declare
e service already started EXCEPTION;
PRAGMA EXCEPTION INIT (e service already started,-44305);
begin
FOR rec IN
( SELECT NAME
FROM dba services
WHERE NAME like 'vohi%'
)
LOOP
BEGIN
dbms_service.start service (rec.NAME) ;
EXCEPTION
WHEN e service already started
THEN
--this means the service is already
--running so no need to crash

26



Setting up the Environment

NULL;
END;
END LOOP;
end;

Beware that when cloning databases, you might need to change your service definitions and
service startup code. Also clean up obsolete services in table DBA_SERVICES by calling
dbms_ service.delete service.

3.2.3.7. Tablespaces

The following tablespaces have to be created for OHI Back Office data and indexes
(OZG_DIM*. is for storing configuration data, OZG_FACT™. is for storing the operational
changing data):
0ZG_DIM FIN IND
0zG DIM FIN TAB
0ZG_DIM REL IND
0zG _DIM REL TAB
0ZG_DIM SYS IND
0zG _DIM SYS TAB
0ZG_DIM ZRG IND
0zG _DIM ZRG TAB
0ZG_FACT FIN IND
0ZG FACT FIN TAB
0ZG_FACT REL IND
0ZG_FACT REL TAB
0zG_FACT SYS IND
0ZG_FACT SYS TAB
0zG_FACT ZRG IND
0ZG_FACT ZRG_TAB
07ZG_LOG_IND
0ZG_LOG_TAB

The tablespaces have to meet the following requirements:
e Locally Managed

Automatic allocation

Automatic Segment Space Management (ASSM)

8K block size

Attention 1: OHI Back Office requires the use of a default temporary table
space for temporary segments.

3.2.3.8. Other Requirements

Other requirements that will be checked:

o Database CHARACTERSET is AL32UTF8

e PLAN_TABLE must exist

e  System statistics must be present

o Direct grants from Secure Application Role ozc_rotr are not allowed

o Table settings for regular tables must be (this is arranged by the application but values may
be increased when deemed necessary):
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PCT_FREE
INI_TRANS

15% (5% for logging tables and 10% for a small subset)
minimal 4. for some more concurrency sensitive tables 16 or 20

= Attention 2: It is not permitted to have activated (trace) events in the database
in the production environment unless this has been requested explicitly by OHI
Development or Oracle Support Services.

= Attention 3: If Database or Application Server settings have been changed
which were not advised or prescribed, OHI Development or Oracle Support
Services may ask the customer to have these settings reversed if problems
occur that may seem to be related to these settings.

The underlying reason is to prevent unnecessary instability risks. When using
customized applications that interfere with OHI Back Office functionality this
has to be considered as well.

@ Advice 1: OHI advises the use of Oracle Resource Management.

For additional information please see the Resource Management
paragraph.
@ Advice 2: OHI advises the use of Flash Recovery Area.
The following parameters have to be set up for this:
DB _RECOVERY FILE DEST

DB _RECOVERY FILE DEST SIZE

@ Advice 3: OHI advises the use of Oracle Managed Files.
The following parameters have to be set up for this:
DB_CREATE FILE DEST

DB CREATE ONLINE LOG DEST n

3.3. SETTING UP THE ENVIRONMENT VARIABLES

OHI applications require the necessary settings for OS environment variables (so these are not
database parameters in the initialization/server parameter file) to be included in the file
ozg_init.env. This file should be executed when the OHI owner account (usually oracie) logs
on to the application server (you might consider creating a similar environment settings file for
a dedicated database server; from OHI BO perspective the settings are only required on the
server that acts as application server).

This initial execution is usually achieved by calling ozg init.env inthe file .profile (or
.bash_profile in Linux bash shell) in the OS login home directory.

Log on with the oracie account and set up the environment variables according to the
instructions in this section.

An example of a call in .profile:
. lu0l/app/oracle/product/OHI/admin/ozg_init.env
Setting up the variables mentioned here is mandatory.

A sample template file with the required settings for the OS environment variables is available
in the $0zG_BASE/conf directory.
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@ Hint: Copy file 0zg_init.env to the directory sozc_apmin Please read the
next paragraphs about the mandatory directory structure to understand the
meaning of this variable and apply the desired settings, using the instructions
of this chapter.

3.3.1. Syntax of the Environment Variables

The syntax for setting up environment variables in (Bash) shell is as follows:
export variable_name=value

3.3.2. Setting up the Environment Variables

The environment variables required for OHI Back Office consist of 3 subsets:

e Variables for Oracle Database Server
These variables have to be set up in the Database Tier, according to the instructions in
the Oracle Database Installation Guide.

e Variables for Application Server
These variables have to be set up in the Middleware Tier, according to the instructions
in the Fusion Middleware Installation Guides.

e Variables for OHI Back Office
These variables have to be set up in the Middleware Tier and partly in the Database
Tier, if the Tiers are installed on separate servers.

The following sections provide a more detailed description of the configuration of the specific
database/application server and OHI Back Office variables, for each variable.

= Attention 1: Other Database and Application Server variables must be set up
according to the instructions in the relevant product installation manuals.

3.3.2.1. Setting up the NLS_LANG Variable

This variable must be configured for the desired language, territory and character set for use by
client tools such as Oracle Forms. See paragraph Localization Support

It can be overruled, see later in this manual.

For a Dutch implementation this is typically:
"DUTCH_THE NETHERLANDS .WE8MSWIN1252”.

For Mexican implementations this is typically:

”SPANISH MEXICO.WE8SMSWIN1252”.

3.3.2.2. Setting up the DBMS_LANG Variable

This OHI variable specifies a value that is used to set the NLS_LANG variable for use by the
database tools (such as Import, Export, SQL*Plus, SQL*Loader etc.) and software. When these
tools are called from OHI software the (OHI specific) DBMS_LANG value is used to overrule
the value of NLS_LANG (described in the previous paragraph).

It specifies the default language and character set to run these tools in, meaning that for example
Jog and .out files as created by batches that run in SQL*Plus will be created in this character set
by default. Specific output files, such as created from ‘batch runs’ or .xml files, can be created
in a different character set. This different character set can be specified at different levels:
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e By a Back Office parameter as overall default.
e At module-specific level.
e As a parameter for the batch request that produces the file.

DBMS_LANG is also used as default when reading or interpreting files (including SQL*Plus
scripts).

Possible values are identical to these given for NLS_LANG.

This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.3. Setting up the NLS_DATE_FORMAT Variable

This variable has to be configured for the desired date format. For the Dutch implementation
this is normally DD-MM-RRRR.

This variable has to be configured on the Middleware Tier and the Database Tier.

= This setting cannot be changed once OHI Back Office is used.

3.3.2.4. Setting up the NLS_NUMERIC_CHARACTERS Variable

This variable has to be configured for the desired combination for decimal and group separator.
For the Dutch implementation this is normally: *, ..

This variable has to be configured on the Middleware Tier and the Database Tier. This setting
cannot be changed once OHI Back Office is used.

3.3.2.5. Setting up the NLS_SORT Variable

This variable has to be set on BINARY for performance reasons.
This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.6. Setting up the TNS_ADMIN Variable

This variable has to be configured to the directory which includes the Oracle Net files.

On the application server (on which no Listener runs) this includes files tnsnames.ora and
sglnet.ora. On the database server (on which the Listener does run) the file
listener.ora will also be present.

This variable has to be configured on the Middleware Tier and the Database Tier.

Because both Tiers have an Oracle Home directory for database software, we recommend using
SORACLE_HOME /network/admin fOr ease of management but you may also opt for a central
location on a network share (which makes the functioning of your environment dependent on
the availability of that network share!).

3.3.2.7. Setting up the OZG_ORATAB_0OZG Variable

This variable has to specify the entry in SORATAB which refers to the home (root) directory of
the OHI Back Office software. Typically this is an entry in SORATAB (typically /etc/oratab)
with name OZG (or nowadays often OHI) referencing a line like:

OHI:/u0l/app/oracle/product/OHI:N
It will be used to determine the location for OZG_ROOT.

This OZG_ORATAB_OZG variable has to be configured on the Application Middleware Tier
and the Database Tier.
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3.3.2.8. Setting up the OZG_ORATAB_DB19 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of Oracle
19¢ (19.x.x.x) Database software.

This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.9. Setting up the OZG_ORATAB_FRS12214 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle 12c R2 Forms & Reports Service software. This is the Oracle Home directory of the
Fusion Middleware 12.2.1.4.0 installation.

This variable has to be configured on the Middleware Tier if you want to use FMW 12.2.1.4.0
for one or more of your OHI environments.

3.3.2.10. Setting up the OZG_ORATAB_WLS12214 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle WebLogic Server software (the w1l server directory within the Fusion Middleware
home).

This variable has to be configured on the Middleware Tier if you want to use FMW 12.2.1.4.0
for one or more of your OHI environments.

3.3.2.11. Setting up the OZG_ORATAB_FRS122119 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle 12c R2 Forms & Reports Service software. This is the Oracle Home directory of the
Fusion Middleware 12.2.1.4.0 installation.

This variable has to be configured on the Middleware Tier if you want to use Forms 12.2.1.19.0
for one or more of your OHI environments.

3.3.2.12. Setting up the OZG_ORATAB_WLS122119 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle WebLogic Server software (the w1l server directory within the Fusion Middleware
home).

This variable has to be configured on the Middleware Tier if you want to use Forms 12.2.1.19.0
for one or more of your OHI environments.

NOTE:

Although Forms 12.2.1.19.0 requires Fusion MiddleWare 12.2.1.4.0, if runs from a separate
ORACLE_HOME with a duplicate installation of Fusion MiddleWare 12.2.1.4.0. To
distinguish this from the FMW home used for Forms 12.2.1.4.0, we need this separate
variable OZG_ORATAB_WLS122119.

= Note that OHI will support FMW 12.2.1.4.0 and FMW 12.2.1.19.0 during the
OHlI releases 10.23.6.0.x and 10.23.7.0.x. OHI 10.23.8.0.0 will only support
FMW 12.2.1.19.0.

3.3.2.13. Setting up the OHI_FRSHOME Variable

This variable specifies which Forms Oracle Home is used for an OHI environment when an
OHlI release supports more than one Forms release (which is the case for 10.23.6.0.x and
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10.23.7.0.x). This variable has to be configured on the Middleware Tier and may be different
for different OHI environments.

3.3.2.14. Setting up the OZG_ROOT Variable
This variable has to specify the home directory of OHI :

export O0ZG ROOT='dbhome S$S0ZG ORATAB 0ZG"

This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.15. Setting up the OZG_ADMIN Variable

This variable has to specify the directory in which OHI administration and configuration files
are located: $02G_ROOT/admin.

This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.16. Setting up the PATH Variable

The directory in sozc_apmIn has to be included in the paTs variable.
This variable has to be configured on the Middleware Tier and the Database Tier.

3.3.2.17. Setting up the OZG_BASE Variable

This variable has to be configured to specify the home directory of OHI Back Office for the
current OHI environment. More than one OHI Back Office can exist in subdirectories of the
OHI home directory $0ZG_ROOT. OZG_BASE typically refers to a folder with the name of
$TWO TASK Within $0zG6_ROOT): $02G_ROOT/$Two_TASK. (This assumes the OHI environment
name is the same as the PDB service name for that environment.)

This variable has to be configured on the Middleware Tier.

3.3.2.18. Setting up the OZG_PATCH Variable

This variable has to be configured to specify the directory in which the OHI (patch) releases
have to be downloaded and unzipped: typically, $0zG_ROOT/patch.

This variable has to be configured on the Middleware Tier.

3.3.2.19. Setting up the FORMS_PATH Variable

This variable has to be configured for the directory in which the OHI Back Office runtime
Forms modules are located for the current environment: sozc_BasE/bin. This must match the
value of FORMS_PATH in the servlet.env files as described later in this document.

This variable has to be configured on the Middleware Tier.

3.3.2.20. Setting up the FORMS_USER_DATE_FORMAT Variable

This variable, which indicates the date format used in screens, has to be configured as pp-mm-
RRRR.

This variable has to be configured on the Middleware Tier.
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3.3.2.21. Setting up the FORMS_SCROLL_ALL_BUT_ONE Variable

This variable, which is user-friendly when scrolling through records in a multi-record block in a
screen, has to be set to TRUE.

This variable has to be configured on the Middleware Tier.

3.3.2.22. Setting up the FORMS_TRACE_PATH Variable

This variable has to be set up to specify a directory in which the dump files due to crashes of the
Forms runtime executables have to be located.

This variable has to be configured on the Middleware Tier.

3.3.2.23. Setting up the FORMS_FLAG_DIFFERENT_SUBORD Variable

This variable has to be set to 1.
This variable has to be configured on the Middleware Tier.

3.3.2.24. Setting up the FORMS_DATETIME_LOCAL_TZ

This variable has to be set to GMT so it equals to the default value of
FORMS_DATETIME_SERVER_TZ being GMT. This prevents time differences within
screens.

This variable has to be configured on the Middleware Tier.

3.3.2.25. Setting up the OZG_OUT Variable

This variable has to be configured to specify the OS directory in which the OHI Back Office
batch scheduler writes the output, e.g. $0z2G6_BASE/out.

This variable can be used in the system parameters for OHI Back Office subsystem SYS
(“System™); screen sYs1010F.

This variable has to be configured on the Middleware Tier.

3.3.2.26. Setting up the OZG_LOG Variable

This variable has to be configured to specify the OS directory in which the OHI Back Office
batch scheduler writes the log files, e.g. s0zG_BasE/1og.

This variable can be used in the system parameters for OHI Back Office subsystem SYS
(“System™); screen sYS1010F.

For a detailed description of the use of OS environment variables for use in the output and log
path of the OHI Back Office batch scheduler, please refer to the following document:

D Reading, Writing and Authorizing Oracle Health Insurance Application Files

This variable has to be configured on the Middleware Tier.

3.4. SETTING UP THE OHI DIRECTORY STRUCTURE

Under operating system user oracle, the following mandatory directory structure (the
“custom” directory being an exception) has to be created under the $OZG_BASE directory on
the Application Server. The OHI application source files and executables for each OHI Back
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Office environment (so for each ‘environment’ directory) require a separate environment
subdirectory structure:

$0ZG_ROOT #Oracle Health Insurance install directory
/admin #Configuration files = $0ZG_ADMIN
/patch # (Patch) releases = $0ZG_PATCH
/environment #Directory for each environment = $OZG BASE

#Can occur n times in 1 $0ZG_ROOT

/bin #Forms

/conf # Template directories and ohipatch.conf
/help #Online help documentation
/install #DDL scripts

/java #Java files

/log #Batch scheduler log files

/out #Batch scheduler output

/sh #0S shell scripts

/sql #SQL modules

/utils #utilities typically used during installation
/xml #XML files

/custom #Custom Development managed files

3.4.1. bin

This directory contains all OHI Back Office Forms (Forms, Menus, Forms Libraries, Reference
Forms and Object Libraries), Pro*C software and application logos.

3.4.2. conf

This directory contains the configuration file for the installation menu OHIPATCH and
subdirectories with templates.

3.4.3. help

This directory contains all OHI Back Office online help documentation, which can be accessed
from the application.

3.4.4. install

This directory contains all OHI Back Office DDL scripts e.g. tables, constraints, indexes and
triggers.

3.4.5. java

This directory contains all OHI Back Office Java files.

[  Attention: Certificates and/or keystores which are possibly required for
secure connections on the Internet, have to be located in the sozc Bask
directory of the relevant environment.
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3.4.6. sh
This directory contains all OHI Back Office OS shell scripts and SQL*Loader control files.

3.4.7. sql
This directory contains all OHI Back Office SQL modules.

3.4.8. utils

This directory contains the software for the installation menu OHIPATCH and some other perl
and shell utilities used during installation. Some of those are also used at runtime.

The directory sozc_Base/utils must contain the following files on the application server.

Filename Purpose

d12c2* Utilities to convert and compile forms sources.

OHI_CMD.pl Perl command file to set correct environment when executing
Oracle utilities and executables.

OHI_EXTENSIONS.jnlp Configuration file for Forms Java Web Start implementation.

OHILOGSCAN.pl Utility to scan installation log files.

OHIPATCH.pl OHI Back Office Perl installation menu for installing major
releases and interim patches.

OHIPLIB.pm OHI Back Office Perl library module.

ohirf34w_nl-NL.res; OHI Back Office Forms Terminal Resource File (for configuring

ohirf34w_en-US.res; keyboard mappings) for one or several languages. These are not
all required, just copy the one(s) you need. from the
$0ZG_BASE/conf/Back-Office folder. See the paragraph about
forms configuration for more information.

OHI_WEBSTART jnlp Configuration file for Forms Java Web Start implementation.

0ZG_GIF.jar OHI Back Office jar file for Oracle Application Server.

3.4.9. xml

This directory contains all OHI Back Office XML files.

3.4.10. custom

This directory can contain custom development managed files. For instance, files that are
processed by custom developed scripts should be placed here or in a subdirectory of this
directory. The “custom” directory is not mandatory; however, the naming is prescribed.

Additionally, the following 2 directories have to be created.
Normally, these are created as subdirectories of sozc _Base. It is permitted to create these
directories in a different physical location:

3.4.11.log

This directory contains all OHI Back Office batch scheduler log files (see the environment
variable s0zc_10G).

The OS users oracle and batch have to have write privileges for this directory.
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3.4.12. out

This directory contains all OHI Back Office batch scheduler output files (see the environment
variable $ozc_ourt).

The OS users oracle and batch have to have write privileges for this directory.

Using the 0s user oracle, Create the following mandatory directory structure in sozG_RrooT
on the Middleware Tier for the tools, utilities and releases of the OHI Back Office application:

3.4.13. admin

This directory contains the environment setting script 0zg_init.env and some OHI Back Office
files that need to be shared over multiple OHI environments.

= Attention: If the Database Tier and the Middleware Tier have been installed
on different servers, the directory $0ZG ROOT/admin also has to be created
on the Database Tier.
In that case there is a sozc_apm1n directory on the application server(s) and a
sozg_apmrn directory on the database server(s).

These directories cannot be shared; the content of the directories is different;
also the content of the configuration files in the directories is different.

The directory sozc_apmIn has to contain the following files on the application server.
The directory sozc_apmrn on the database server contains only the files that are marked with

(***).

Filename Purpose

0zg_init.env (***) Environment file for OHI Back Office settings.

ozg_batch_start.sh (optional) OS command file to start OHI Back Office batch schedulers for
all environments.

o0zg_batch_stop.sh (optional) OS command file to stop OHI Back Office batch schedulers for
all environments.

3.4.14. patch

This directory contains all OHI (patch) releases which have to be installed.
This directory only applies to the application server(s).

3.5. INSTALLATION OF OHI BAck OFFICE APPLICATION LOGOS

OHI Back Office uses 2 logos (which are loaded dynamically at runtime):

e 0OZGIMGOL1.gif
Is displayed on the OHI Back Office start screen OZGSTART.
Size: 390 x 160 pixels

o 0OZGIMGO2.gif

Is displayed on the OHI Back Office Info screen OZGABOUT.

Size: 120 x 45 pixels
The logos have to be placed in directory $0ZG_BASE/bin on the Middleware Tier. If they
cannot be found an error message will be shown during startup of the user interface.
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Initial logos are available in the sozc_Base/conf folder; the customer is free to replace these
logos with private company logos; the only requirement is that the naming has to be maintained.

3.6. SETTING UP UNIVERSAL ORACLE OS SCRIPTS

3.6.1. oratab

The file soratas (normally /etc/oratab or /var/opt/oracle/oratab) is used by Oracle
software to register software installation homes and databases. OHI uses the same file to register
software installation homes and OHI environments.

Entries have to be included for the following products.

Be sure to use transparent naming of the entries put in ORATAB. The best way is to name the
entry the same as the directory where the software is stored. There can be exceptions for this, it
is not an obligation.

The codes that are used for the entries can be selected freely (but they have to be indicated in
uppercase characters). The values of the variables sozc_oraTas * in
$07zG_ADMIN/ozg init.env Must match the entries in SORATAB

e Oracle WebLogic Fusion MiddleWare
Sample code: wis12214
Sample code: wLs122119

« Oracle Fusion Middleware Forms & Reports Services

Sample code: Frs12214
Sample code: FrRs122119

e Oracle Database
If the Middleware Tier.and the Database Tier are installed on 1 server, the entry refers to the
Database Server software home, otherwise to the Database Client software home on the
application server.

Sample code: pB19

e OHI
This entry identifies an OHI installation, containing one or more OHI environments. The
entry will be used to determine the root folder for OHI environments ($0ZG_ROOT).

Sample code: ox1 (previously ozc)

Sample entries in SORATAB

DB19:/ul0l/app/oracle/product/19/db_1:N
WLS12214:/u0l/app/oracle/product/frsl2214/wlserver:N
FRS12214:/u0l/app/oracle/product/frsl12214:N:
WLS122119:/ul0l/app/oracle/product/£frsl122119/wlserver:N
FRS122119:/u01/app/oracle/product/frsl122119:N:
OHI:/ohi/app/OHI:N
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Sample corresponding variables $0ZG_ADMIN/ozg_init.env

export 0ZG_ORATAB DB19=DB19

export OZG ORATAB WLS12214=WLS12214
export OZG_ORATAB FRS12214=FRS12214
export OZG ORATAB WLS122119=WLS122119
export 0ZG_ORATAB_FRS122119=FRS122119
export OZG ORATAB OZG=0OHI

ozg init.env Uses the standard Oracle utilities dohome and oraenv to translate the
$0ZG_ORATAB_* values to the locations in SORATAB.

It is important that no other oratab is indicated in these utilities. Check that soraTar in these
files (located in /usr/local/bin and the SORACLE HOME/bin directories) does not refer to a
non-existing oratab file.

When reference is made to a non-existing oratab file, this can be modified in the relevant
utilities, or a symbolic link can be created for the non-existing oratab file which refers to the
correct oratab file.

3.6.2. oraenv

oraenv is an Oracle utility that is installed with Oracle software. It can be used to set the
required environment variables to access a given database, software installation, etc.

For certain (older) versions of oraenv the error message “unlimited: bad number” may be
encountered, or the execution of oraenv may get stuck (0n exec SORACLE HOME/bin/osh).
In that case the workaround as described in My Oracle Support note 1023496.6 has to be
implemented.

3.7. INSTALL ADDITIONAL PERL MODULES

In order to use the OHI installation menu onzpaTcH, you need to install additional Perl modules.

It is mandatory to install these modules before starting an initial installation of OHI software.
The installation menu will not work until these modules are installed.
For installation instructions, see Appendix D — Installing required Perl modules.

3.8. CUSTOMIZING TOOLBAR ICONS

When you are using the Online HTTP Link in OHI BackOffice it is possible to define your own
icons for the HTTP link buttons, so it becomes easier to distinguish their functionality. The GIF
files should be added to a custom jar file that you base on the OZG_GIF jar file that is delivered
with the OHI Back Office application.

In order to use your own custom file please adjust the ‘archive’ setting as described in the
paragraph about configuring your forms environment. In the paragraph about virtual directories
the location of the jar file (normally OZG_GIF jar) is described.

To create a jar file of your own use the following command:
jar —cvf 0ZG GIF CUSTOM.jar *.gif
This will put all .gif files in your folder in the file OZG_GIF_CUSTOM.jar.
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3.8.1. Signing a .jar file

If you create a new .jar file it is necessary to sign it to prevent security messages constantly
appearing when the .jar file is downloaded by a browser from the application servers.

The jar file should be signed with an official certificate, authorized by an official Certificate
Authority (CA). You can use the Java jarsigner utility to do this. See the Java documentation.

The following commands offer you a sign the jar file in a less secure way, using a so-called self-
signed certificate. With the ever-tightening security of Java applets in the browser and of the
browsers themselves, this self-signed certificate requires you to lower the security level of the
Java runtime and the browser. Use this method only for testing and never for production
environments.

Instructions for testing with a self-signed certificate:

e Copy the default script from your Oracle Forms ORACLE_HOME folder and create a
local version:

cp SORACLE_HOME/ forms/templates/scripts/sign_webutil.sh

my sign webutil.sh
e Adjust your local copy and at least specify a value for these variables:
o DN_CN
o KEYSTORE_PASSWORD
o JAR_KEY_PASSWORD

e Sign your custom jar file using your custom script:
0zg _init.env FRS122119
my sign webutil.sh 0ZG GIF CUSTOM.jar

Beware that your keystore will be created as file SHOME / . keystore by default.
After this has been created you need to use the same password for subsequent signing
calls using the same keystore.

e After signing copy the .jar file to a location where it can be downloaded by the Forms
sessions started by users. This is typically $0ZG_BASE/utils or
$ORACLE_HOME/forms/java

e Register the new jar file in formsweb.cfg, inthe archive variable, e.g.
archive=frmall.jar, /OHI/vohi/utils/0ZG_GIF.jar,0ZG GIF CUSTOM.jar

or

archive=frmall.jar, /OHI/vohi/utils/0ZG_GIF.jar, \
/OHI/vohi/utils/0ZG_GIF_CUSTOM.jar
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4. CONFIGURATION ORACLE FusiON MIDDLEWARE
SOFTWARE FOR OHI BACK OFFICE

This chapter describes the configuration of the Oracle Forms and Reports components of the
Oracle Fusion Middleware (FMW) product “Oracle Forms and Reports Services” (FRS) for the
OHI Back Office application. .

4.1. INSTALLATION AND INITIAL CONFIGURATION OF
REQUIRED SOFTWARE

This installation has been verified on a Linux platform. Other platforms are currently not
certified nor supported. For specific versions of Linux and possible extra requirements, see the
“Certification” information for the product “Oracle Health Insurance Back Office”

4.1.1. Acquire the Software

Make sure you download the correct software for your platform. As only the 64 bit platform is
supported download the following components:

e "REL: Oracle Fusion Middleware 12c Infrastructure 12.2.1.4.0” This is available as
download on Oracle Software Delivery Cloud.

e “DLP: Oracle Forms and Reports 12.2.1.19.0 ( Oracle Forms and Reports )”, also
available from the Oracle Software Delivery Cloud. We will refer to this product as
FRS.

Optional: Oracle WebLogic Server 12.2.1.4 Generic Installer for Oracle WebLogic Server and
Oracle Coherence. This is available as download on
https://www.oracle.com/middleware/technologies/weblogic-server-installers-downloads.html

= Attention: Forms 12c requires the FMW Infrastructure, which includes
OPSS (Oracle Platform Security Services) database objects. If you plan to
install OHI Service Layer Web Services (SVL) or OHI HTTP Service Layer
(HSL) in a different home, potentially on a different application server, you
may want to use the Oracle WebLogic Server 12.2.1.4 Generic Installer to
install those products without the overhead of the OPSS database objects.

A 64bit JDK must be available. Please make sure you use a certified JDK version. Check for
certified versions on support.oracle.com. Oracle Forms and Reports 12¢ (12.2.1.19.0) is
certified with JDK 1.8.0_341+

Several patches are required on top of these basic software installations.

Proceed by installing the additional required patches listed in the OHI certification document
"OHI_BO_required_patches_on_DB_and_FMW.pdf" on Secure Sites.

Be aware that additional patches may be identified later.

4.1.2. Install Oracle WebLogic Server

OHI Back Office uses only the Forms Services of the Oracle FMW product stack.
For the 12c “Application Server’ you need to install the Oracle WebLogic Server (WLS) first.
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The WLS installation creates a Middleware home directory structure. After you have installed
WLS you can install FRS.

Fusion Middleware 12¢ does not have a “Forms & Reports Stand-alone” installer, as once
existed with older versions. FRS 12¢ requires a WLS installation of the type “FMW
Infrastructure”. FRS itself is dependent on some components within this FMW Infrastructure
which itself require (and are dependent on) Oracle Platform Security Services (OPSS). OPSS in
turn requires certain database schemas to be available for Security data and for auditing. These
schemas are installed in an available database by running the Repository Creation utility (RCU)
for each WLS/FMW Forms domain.

The result is a FMW installation (more precisely, a WebLogic Domain) that is linked to c.q.
depends on database contents. One Domain can service multiple OHI environments (e.g. 3
development environments). These OHI environments are typically refreshed or cloned
individually.

If we install the OPSS and Audit schemas in one of the OHI BO databases (the same PDB), that
will impact the way OHI Back Office environments can be cloned. We can no longer simply
copy (plugout and plugin) an OHI BO database from one environment to another environment,
if the FMW Domain is different. The FMW Managed Server (typically named WLS_FORMS)
will not start if the corresponding OPSS and Audit schemas are not available using the original
JDBC connectors that are part of the target FMW installation.

Several alternatives exist, to prevent or work around this dependency:

o Install the OPSS and Audit schemas in a separate PDB in the same CDB as the OHI BO
PDB. Do not clone the OPSS PDB. Starting with database version 19c, this can be done
without a multi-tenancy license, as long as you do not put more than 3 PDBs in one
CDB.

o Install the OPSS and Audit schemas in a separate database (separate CDB+PDB). Do
not clone the OPSS database. This requires some more server memory and management
effort.

e Adapt the clone procedure: execute extra activities to link the target FMW Domain to
the cloned OHI BO PDB: rerun the script config.sh, connect to new DB, get the RCU
configuration, modify passwords, etc.

From an OHI perspective we strongly advise to use a separate database (PDB) for creating the
OPSS schemas, as these schemas belong to a WLS Forms configuration and not to a specific
OHI environment. You may choose a single or a few databases (PDBs in one or more CDBs,
depending on the required high-availability for different Domains) to contain several sets of
OPSS schemas, with different prefixes per set, for all WLS Forms configurations. The database
version of this database may differ from the OHI database version and should be certified as
‘Target Database for RCU’ for FMW Infrastructure.

For all documentation describing the Oracle Fusion Middleware environment, concepts,
installation requirements, installation process, etc. please see:

D Oracle Online Documentation Library Middleware 12c Release 2 (12.2.1.4):
WebLogic Server available online at
https://docs.oracle.com/en/middleware/fusion-middleware/weblogic-
server/12.2.1.4/index.html

D Oracle Online Documentation Library Middleware 12c Release 2 (12.2.1.19):
Oracle Forms and Reports, available online at

https://docs.oracle.com/en/middleware/developer-tools/forms/12.2.1.19/index.html
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D Oracle Fusion Middleware System Requirements and Specifications 12¢
(12.2.1.4.0) (document E95158-07):
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/

D Install, Patch and Upgrade Oracle Fusion Middleware 12c:
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/install-patch-
tasks.html

D Upgrade Oracle Forms 12c:

https://docs.oracle.com/en/middleware/developer-tools/forms/12.2.1.19/install-
fnr/upgrading-oracle-forms.htmI#GUID-20AC6348-AA11-4D36-A460-
8C06A0218A66

(& Attention: This manual does not describe an upgrade. Use the installation
instructions as provided with the OHI release that first certifies the upgrade
version.

The upgrade from Oracle Forms and Reports 12.2.1.4 t0 12.2.1.19.0 is an “out
of place” upgrade. It requires a full software installation in a new Oracle
Home, c.q. Middleware Home. It is possible to upgrade your existing Domains
(in place) or a copy of those Domains (out of place), though. The OPSS
schema in the FMW Repository (RCU) of the existing Domains can only be
upgraded “in place”. For more details see the documentation “Install, Patch
and Upgrade Oracle Fusion Middleware 12¢”.

We will use variable svw_roME to refer to the top level Middleware home. We will use the name
frs122119 (Fusion Middleware 12c¢ 12.2.1.19.0 for the Middleware home where we will
install Forms and Reports 12.2.1.19.0). So $MW_HOME could be
/u01/app/oracle/product/frs122119.

This top level folder in the directory structure contains a subfolder wliserver for the WebLogic
Server (WLS) software.

This means the Middleware home is also the Oracle Home for the Forms installation.

A FMW home will always contain one WLS home in the subdirectory wlserver ,resulting in
/u0l/app/oracle/product/frsl22119/wlserver

Environment variable $Mw_HOME is set automatically when the WLS environment scripts are
run (called by setwLSEnv. sh as present in $MW HOME/wlserver/server/bin).

To start the installation, check you are running a certified Java JDK (not a JRE):
java -version
and then execute this command, using the oracle account:

java -jar fmw 12.2.1.4.0 infrastructure.jar
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