ORACLE
INSURANCE

Oracle Health Insurance
Back Office

Installation, Configuration and DBA Manual

Version 3.54

Part number: F27899-01
August 31, 2020

ORACLE



Copyright © 2011, 2020, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in
your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS

Programs, software, databases, and related documentation and technical data delivered to U.S.
Government customers are “commercial computer software” or “commercial technical data” pursuant to
the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the
use, duplication, disclosure, modification, and adaptation shall be subject to the restrictions and license
terms set forth in the applicable Government contract, and, to the extent applicable by the terms of the
Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software
License (December 2007). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

This software is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications which may
create a risk of personal injury. If you use this software in dangerous applications, then you shall be
responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure the safe
use of this software. Oracle Corporation and its affiliates disclaim any liability for any damages caused by
use of this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be
trademarks of their respective owners.

This software and documentation may provide access to or information on content, products, and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and
its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use
of third-party content, products, or services.

Where an Oracle offering includes third party content or software, we may be required to include related
notices. For information on third party notices and the software and related documentation in connection
with which they need to be included, please contact the attorney from the Development and Strategic
Initiatives Legal Group that supports the development team for the Oracle offering. Contact information
can be found on the Attorney Contact Chart.

The information contained in this document is for informational sharing purposes only and should be
considered in your capacity as a customer advisory board member or pursuant to your beta trial
agreement only. It is not a commitment to deliver any material, code, or functionality, and should not be
relied upon in making purchasing decisions. The development, release, and timing of any features or
functionality described in this document remains at the sole discretion of Oracle.

This document in any form, software or printed matter, contains proprietary information that is the
exclusive property of Oracle. Your access to and use of this confidential material is subject to the terms
and conditions of your Oracle Software License and Service Agreement, which has been executed and
with which you agree to comply. This document and information contained herein may not be disclosed,
copied, reproduced, or distributed to anyone outside Oracle without prior written consent of Oracle. This
document is not part of your license agreement nor can it be incorporated into any contractual agreement
with Oracle or its subsidiaries or affiliates.



CHANGE HISTORY

Release

10.12.2.0.0

Version

3.19

Changes

Added change history paragraph.

Added links to CPAN download pages for required Perl Modules in Appendix D -
Installing Required Perl Modules.

Changed references to configuration templates from Beehive Online

Removed Appendix G — Configuration Oracle Application Server 10G (OHI
Back Office)

10.12.3.0.0

3.20

Added a paragraph about adjusting INITRANS and/or PCTFREE settings to
prevent unnecessary lock messages.

10.13.1.0.0

3.21

Added note that WLS_FORMS managed server must be up to implement
configuration settings.

10.13.1.0.0

322

Updated description and references to Oracle Fusion Middleware software to 11g
Release 2.

Changed forms settings description to support language dependent keyboard
mapping file.

Added description of formParam1 and formParam?2 to pass a startup form and
keys on the URL for an OHI user interface session.

Added definition of workingDirectory property for formsweb.cfg configuration.
Changed location of .env file from $OZG_ADMIN to $OZG_BASE in examples.
Added paragraph about customizing your toolbar icons and signing your own .jar
file for toolbar icons.

10.13.1.1.0

3.23

Added an additional chmod command for Reports configuration as needed for
11gR2 release.

10.13.2.0.0

3.24

Enhanced the description about the formParam1 and formParam2 parameters.
Added a paragraph about batch scheduler performance and parallelism for using
parallel execution of the serial part of a batch request

10.13.2.1.0

3.25

Added description of new Oracle Scheduler jobs that ‘assist’ the background
processing as implemented by the OHI Back Office batch scheduler.

Added instructions about adding application server IP addresses.

Added environment cloning tips.

Web service consumers are now referenced using this correct term.

Made clearer which system parameter specifies maximum number of parallel
batch processes.

10.13.3.0.0

3.26

Added paragraphs about SQL Plan Management (SPM) as a first implementation
of this database functionality is supported with this OHI Back Office release.
Also an Appendix that addresses setting up an OEM Metric for SPM space
management is added

Added descriptions for the newly introduced background Oracle Scheduler Jobs
in the paragraph about the Batch Scheduler

Specified maximum length of 10 for parameter p_mdi_window _label

Adapted references to database software from DB11G2 to DB11204 as for OHI
Back Office 10.13.3 database version 11.2.0.4 is the required version

10.13.3.0.0

3.27

The documentation has been updated regarding the support of SSO for the OHI
Back Office user interface users.

The SSO appendix regarding this topic has been completely revised.

The Reports Server batch account is no longer described using its former default
name but is named referencing where it is meant for.

10.14.1.0.0

3.27

On a few locations information has been added regarding the new database
account (typically OHI_DPS_USER) that is used for execution of dynamic pl/sql.
This as a result of a security improvement.

The Appendix for installing the Perl modules has been adapted as for parallel
forms compilation some additional modules are required.

The command for setting NLS LENGTH_SEMANTICS in the server parameter
file has slightly been adjusted (scope=spfile instead of scope=both, because of a
limitation in the database).

10.14.2.0.0

3.28

Only some minor textual corrections in the SQL Plan Management paragraphs.
Corrected the <Directory> entry in forms.conf to allow for a dynamic number of
digits in the last number of the release version string (?* instead of ????) for
viewing the release information.

Added notes to the Globalization paragraph and the NLS LANG setting
paragraph which describes generic character set settings and behaviour regarding
this topic. The client character setting used for Forms is discussed over here.

An Appendix is added which describes how to migrate an OHI 10.14.2 database
from a non Unicode character set (for OHI typically WESISO8859P15) to
AL32UTES.




Release

10.14.2.1.0

Version

3.29

Changes

Added OHI Data Mart instructions regarding migration to AL32UTFS.
Incorporated changes in AL32UTF8 migration Appendix based on latest
experiences.

10.15.1.0

3.30

Added query to SQL Plan management Appendix to monitor space used by the
SPM repository.

Added additional stats gathering instructions in AL32UTF8 Appendix for virtual
columns related to function based indexes.

Removed references to Reports and Discoverer

Revised resource management (12c)

Updated ‘batch scheduler settings’

Changed database version to 12¢ and adjusted for the use of a pluggable database
Worked through impact of less files in $0ZG_ADMIN ($OZG_BASE/utils,
OHIPATCH, etc.)

Corrected spelling errors

10.15.3.0.0

3.31

Replace OHI Business Intelligence by OHI Data Marts.

10.16.1.0.0

3.32

Only some small typing errors were changed.

10.16.2.0.0

3.33

Many changes to describe the configuration of WebLogic and Forms 12¢
(12.2.1.1.0)

On several locations information has been added regarding the new database
account OHI VIEW_OWNER that is used for the implementation of Virtual
Private Database. Removed reference to WLS REPORTS.

10.16.2.2.2

Some minor textual formatting.

Added additional settings in forms.conf for better readability of .log and .out files
in Internet Explorer.

Small textual formatting correction on wlst example

Added instance parameter _common_data_view_enabled setting

Added FORMS _LOV_... settings

Described starting user interface outside the browser using javaws

Added attention note to remove serverArgs from formsweb.cfg

10.17.1.0.0

Added FORMS_DATETIME_LOCAL_TZ setting.

Added Oracle error when mkstore incompatibility problem occurs

Changed all references to WebLogic and Forms from 12.2.1.1 to 12.2.1.2
including relevant hyperlinks as this version is supported starting with this
release. But the Forms 12.2.1.1 release can be used until OHI release 10.17.2.0.0
is installed.

10.17.2.0.0

Forms 12.2.1.1 release desupported.

Some minor adjustments in FMW installation instructions.

Changed description of database configuration regarding the use of multiple
pluggable databases in a container database.

10.18.1.0.0

Adapted because of required database release 12.2.0.1.0 starting with this OHI
release. Instructions for installing DBD::Oracle slightly changed.

Text is adapted for changes related to the SPM Evolve job, instance parameter
settings and AWR. Also the instruction regarding setting
NLS_LENGTH_SEMANCTICS has changed.

Missing instructions for creating additional service definitions added.

10.18.1.2.0

Changed all references to WebLogic and Forms from 12.2.1.2to 12.2.1.3
including relevant hyperlinks as this version is supported starting with this
release. But the Forms 12.2.1.2 release can be used until OHI release 10.18.2.0.0
is installed.

10.18.1.3.0

UTES instead of AL32UTFS for Forms in case of character conversion issues.
Added description of existing accessibility option

10.18.1.4.0

3.40

Corrected some contradicting information regarding terminal resource files (key
mapping description files specified through the term parameter in formsweb.cfg
as described in the formsweb.cfg configuration paragraph).

10.18.2.0.0

3.41

Removed C2B references when present in still current text.

10.18.2.1.0

3.42

Added remark about Oracle Managed Java Client for Client Tier paragraph.
Changed the MEMORY TARGET and MEMORY MAX TARGET advise.

10.18.2.2.0

3.43

Added chapter regarding Database Vault installation & activation
Batch scheduler description was outdated, where necessary this has been updated
to better reflect the current functionality

10.18.2.3.0

344

Removed some deprecated files from $SOZG_BASE/conf
Specitied which character set is used hardcoded in the installation menu
Small change in Database Vault activation description

10.19.1.0.0

3.45

No changes. Republished with different part nr.

10.19.1.2.0

3.46

Added instruction for creating a user for accessing standard OHI database queues
with a JMS text payload.

10.19.1.4.0

3.47

Removed references to Designer repository based information.
Added ‘deprecated’ to relevant paragraphs regarding deprecated service consumer
supporting components.

10.19.2.0.0

3.48

Deprecated service consumer paragraphs are now ‘expired’.

10.20.1.0.0

3.49

Added reference to the release installation manual for when seeking information
regarding compression.

10.20.2.0.0

Corrected typing error




Release Version Changes
10.20.3.0.0 3.51 Adapted for supporting database 19¢

Adapted for supporting FMW 12.2.1.4 (optionally used in this release)
Multiple textual improvements and correction of typing errors

Removal of some outdated paragraphs

10.20.4.0.0 3.52 . Instructions for DB Vault activation adapted.

Allowed schema maintenance described

10.20.5.0.0 3.53 . Appendix for Database Vault activation has been revised and extended
10.20.6.0.0 3.54 . Appendix for Database Vault activation has been adapted and extended.




CONTENTS

Introduction 13
Purpose 13
Target Audience 13
Typographic Conventions 13
Command Syntax 13
Naming Products 14
Internal Document Name 14
Related Documentation 14

1. Components and Requirements 15
1.1.  Architecture 15
1.2. Application Software Installation 17
1.3. Related Publications 17

1.3.1. RAC 17
1.3.2. Single Sign On 17
1.4. System Requirements 18
1.4.1. Certification 18
1.4.2. Hardware Requirements 18
1.4.3. Configuration of Printer Queues 18
1.4.4. Software Requirements 18
1.4.5. Operating System Requirements 20
1.4.6. User Interface Requirements 20
1.5. Disk Space and Memory Requirements 20
1.5.1. Database Tier 21
1.6. Restrictions 21
1.6.1. National Language Support (NLS) 21
1.6.2. Real Application Support (RAC) configuration
documentation outdated 21
1.7. Application Software and Templates 22
1.7.1.  Application Software 22
1.7.2.  Templates, Utilities & Sample Scripts 22
2. Setting up the Environment 23
2.1. Performing the Pre-Installation Tasks 23
2.1.1. Creating an OS Account for the OHI Back Office Batch
Scheduler 23
2.1.2.  Assigning Default Shells for the Required OS Accounts
23
2.1.3. Creating an OHI Back Office Database 23
2.2.  Setting up the Environment Variables 29
2.2.1. Syntax of the Environment Variables 29
2.2.2.  Setting up the Environment Variables 29
2.3. Setting up the OHI Directory Structure 37
2.3.1. bin 38

vi



2.3.2. conf 38
2.3.3. help 38
2.3.4. install 38
2.3.5. java 38
2.3.6. sh 38
2.3.7. sql 38
2.3.8. utils 38
2.3.9. xml 39
2.3.10. Custom 39
2.3.11. log 39
2.3.12. out 39
2.3.13. admin 39
2.3.14. patch 40
2.4. Installation of OHI Back Office Application Logos 40
2.5. Setting up Universal Oracle OS Scripts 41
2.5.1. oratab 41
2.5.2. oraenv 42
2.6. Install additional Perl modules 42
2.7. Customizing Toolbar Icons 42
2.7.1. Signing a .jar file 42
Configuration Oracle Fusion Middleware Software for OHI Back
Office 44
3.1. Installation and Initial Configuration of Required Software 44
3.1.1.  Acquire the Software 44
3.1.2. Install Oracle WebLogic Server 44
3.1.3. Install Oracle Forms and Reports Services 47
3.1.4. Configure Forms and Reports domain 49
3.2. Configure Oracle HTTP Server 54
3.2.1. Prepare script startup 54
3.2.2. Register the forms URL 55
3.2.3. Register Virtual Directories 55
3.2.4. Allow acess to the Release Documentation 56
3.2.5. Allow acess to application components 56
3.3. Configure Forms Server 57
3.3.1. Configure general settings in formsweb.cfg 57
3.3.2. Configure Environment Specific Settings in formsweb.cfg
61
3.3.3. Configure Environment variables in *.env files 64
3.3.4. Configure Registry.dat 65
3.3.5. Using extra startup parameters 66
3.4. Configure Security and Manage Startup/Shutdown 67
3.4.1. Node Manager - Additional User Definition 67
3.4.2. Node Manager - Change Properties File 68
3.4.3. Secure Storing of Credentials 68
3.4.4. Server Lifecycles — Starting/Stopping Server Instances
69
3.5. Improving Startup Time of WebLogic 70
3.6. Adding Managed Servers to ‘cluster_forms’ 71
3.7. Understanding the batch scheduler 74
3.7.1. Batch scheduler 74
3.7.2. Different types of batches 76

vii



3.7.3. See also 76

4. Installation OHI Back Office Application Software 77
4.1. Creating Accounts & Authorization 77
4.1.1. Security of the batch scheduler account 77
4.2. Installation of the Application 80
4.2.1. An Initial Installation 80
4.2.2. A Copy of an Existing Installation 81
4.3. Configure authorized Application Servers 81
4.4. Compile and Check Application Software 81
4.4.1. Compilation 81
4.4.2. Check 82
4.5. Configuring Directories 82
4.6. Registering batch scheduler Account 82
5. Completing the Installation 83
5.1.  Synonyms for Database links 83
5.2. Starting OHI Back Office Batch Scheduler 83
5.3. Checking the Installation 83
5.4. Creating Backups 83
5.5. Activating Jobs 84
6. Oracle Administration Related to OHI Back Office 85
6.1. Backup & Recovery 85
6.1.1. General 85
6.1.2. RAC (paragraph is not updated for database 19¢!) 86
6.2. Startup and Shutdown 86
6.2.1. Order 86
6.2.2. Automation of Startup/Shutdown 86
6.2.3. Checks 86
6.2.4. RAC 86
6.3. Performance Tuning and Monitoring 87
6.3.1. RAC 87
6.3.2. Rebuilding Indexes 88
6.4. Using SQL Plan Management 88
6.4.1. Introduction 88
6.4.2. Enabling SPM for OHI BO 90
6.4.3. SPM Maintenance and Administration 91

6.5. Installation, Configuration, Upgrade, Migration and Version Control
93
6.5.1. RAC 93
6.6. Access Control and Security Privileges 93
6.7. Space and Storage Management 95
6.8. License Control 95
6.9. Networking 95
6.9.1. RAC 95
7. OHI Back Office Management 97
7.1.  System Management/DBA 97

viii



7.1.1. Oracle Environment 97

7.1.2. Clients 97
7.1.3. OHI Back Office Database 98
7.1.4. OHI Back Office Batch Scheduler 98
7.1.5. Changing Settings 99

7.1.6. Adding New OHI Back Office Application Environments
101
7.2. Creating New Application Users 101
7.2.1. Creating an Oracle Account 101
7.2.2. Creating Directories for the New User 101
7.2.3. Storing Application Authorization 102
7.3. Installation OHI (Patch) Releases 102
7.4. Cloning an OHI Back Office environment 102
7.4.1. Definition of an ‘Environment’ 103
7.4.2. Identical Technology Stack 103
7.4.3. Database ‘copy’ 103
7.4.4. Clone ‘approach’ 103
7.5. Allowed Schema Maintenance 104

References for Active Management of OHI Back Office 106

8.1. Performance - General 106

8.1.1. Memory and CPU 106

8.1.2. 1/O 108

8.2. Performance & Management of the OHI Batch Scheduler 109

8.2.1. Parallellism used in batch requests 109

8.2.2. Batch scheduler settings 110

8.3. Database Performance 111

8.3.1. Database Settings 111

8.3.2. Statistics 114

8.3.3. Collecting Performance Data 120

8.3.4. Assess Settings during 'Regular' Performance 128

8.3.5. Notifying Performance Problems 132

8.4. Performance Application Server 132

8.4.1. Load Balancing Oracle Forms 132

8.5. Prevent Unnecesary Lock Messages 132

8.6. Anticipate Preventive Resource Messages 134

8.6.1. Prevent Database Management Messages 134

8.6.2. Other Points of Special Interest 134

Installing and Configuring Oracle Database Vault for OHI Back

Office and/or OHI Data Marts 135

9.1. Database Vault for OHI — Organisational impact 135
9.2. Preparing your database environment for implementing Database

Vault 136

9.2.1. Installing Database Vault 137

9.2.2. Configuring Database Vault for CDBSROOT 138

9.2.3. Enable Database Vault in CDBSROOT 140

9.2.4. Configure Database Vault in the PDB 140

9.2.5. Enable Database Vault in the PDB 142

9.3. Activate the OHI specific Realm 143

9.3.1. Create OHI realm access role 143




9.3.2. Grant inherit privilege and create the OHI specific realm
143
9.3.3. Creating users that enable OHI owner realm access145

9.4. Updating, Deactivating and removing the OHI specific realm145

9.4.1. Deactivating the OHI realm 145

9.4.2. Completely deleting the OHI realm 146

9.4.3. Updating the OHI realm 146

9.5. Effective Use of the OHI specific Realm 147

9.6. Database Vault and DB Maintenance Tasks 147

9.6.1. Installing database Release Updates 147

9.6.2. Using DataPump for exporting data 148

9.6.3. Enable Database Vault Operations Control 148

9.7. OHI Database Vault - Description 149

9.7.1. Realm composition 149

9.7.2. Realm access 150

9.7.3. Account and role management is a separate responsibility

152

9.7.4. OHI technical application management 152

9.7.5. Supported situations 153

10. Uninstalling OHI Back Office 154

Appendix A — Configuration of Multiple batch Schedulers 155

Use of NFS Partition 155

Activities of NFS Server 155

Share Command under Sun Solaris 155

Share Command under IBM AIX 155

Security 156

Activities of NFS Client 156

Starting / Stopping the Batch Scheduler 156

Starting the Batch Scheduler 156

Stopping the Batch Scheduler 156

Process Load Balancing Mechanism 157

Functionality 157

Example 157
Appendix B - Installation & Configuration of OHI in a RAC Environment158

Introduction 158

Related Publications 158

Architecture 158

Hardware and Software Requirements 159

Sizing and Performance 159

SYSAUX Tablespace 159

Instance Memory 159

Installation and Configuration 160

Migration 160

RAC Parameterization 163

Working with Services 164

Batch Processing 164

Failover 165




Management

165

Backup and Recovery 165
Startup and Shutdown 165
Networking 165
Performance Tuning and Monitoring 165
Appendix C - Installation & Configuration of SSO in OHI Back Office 166
Introduction 166
Related Publications 166
Architecture 167
Hardware and Software Requirements 167
Installation Instructions 168
Configuration choices 168
Create separate OID and OAM supporting database 169
Create supporting database schemas 170
Install WebLogic 10.3.6 170
Install and Configure Oracle Internet Directory 11.1.1.7 170
Install and Configure Domain for Oracle Access Manager 11.1.1.7
171
Configure OAM to use OID as backend Identity Store 172
Restart OAM and test Single Sign On 174
Correct ODS and OAM issues 175
OHI Environment setup 175
OHI Environment - activate SSO 178
Some Important Remarks Regarding the Configuration of OHI Back
Office SSO Environment 183
Planning the (LDAP) Directory Tree 183
Migrating Database Users to Oracle Internet Directory 183
Oracle Internet Directory Single Point of Failure 184
Integration with other LDAP Directory Servers 184
Database Configuration 184
Prepare OID with the required schemas for database SSO 184
Creating the ldap.ora 184
Registering the Database in OID 185
Database Parameter ldap directory access 185
Configuring Database Authentication 185
SSO System Administration 185
Managing (Enterprise) Users 185
Monitoring the Single Sign-On Server 185
Administering the Oracle Internet Directory 186
Appendix D - Installing Required Perl Modules 187
Introduction 187
Manual Installation Procedure 187
Example 188
More Automated Installation Procedure 189
Specific Installation Instructions for DBD::Oracle 189
Prerequisites 189
Specific Set up for Root Account before Installing DBD::Oracle
190
Example 190
32-/64-bit 190

Xi



Install DBD::Oracle
Change OZG_DBDHOME variable in ozg_init.env

Term::ReadKey Issue

Appendix E - Installation Checklist
1 — Prerequisites
2 — Install Database
3 — Install Application Server
4 — Prepare OHI Back Office Installation
5 — Install OHI Back Office
Validation

190
190

191

192

192
192
193
193
194
194

Appendix F — Setting up OEM Metric for SQL Plan Management195

Appendix G — Providing access to JMS queues
Database access

WebLogic access

Manual Configuration
Automated Configuration

200
200

201

201
202

Xii



Introduction

INTRODUCTION

PURPOSE

This document describes the installation and configuration information for Oracle Health
Insurance Back Office. This is the working name for a set of Oracle Health Insurance products
as provided by Oracle for implementing and executing the core ‘Back Office’ procesesses of an
healthcare (insurance) payer.

TARGET AUDIENCE

This document is intended for database and application server managers and others responsible
for installation of Oracle products. Even though various command samples are provided in this
document, this document does not at all intend to offer a course in Oracle technology stack
management.

TYPOGRAPHIC CONVENTIONS

Given that UNIX/Linux are case sensitive, conventions in this document may differ from the
ones included in other Oracle product documentation.

COMMAND SYNTAX

Command syntax is represented in font monospace. The following conventions apply to
command syntax:

monospace

Monospace type indicates OS commands, directory names, user names, path names, and file
names.

brackets [ ]

Words enclosed by brackets indicate keys (e.g., Key [Return]). Attention that brackets have a
different meaning when used in command syntax.

italics

Italics indicates a variable, including variable parts of the file names. It is also used for
emphasizing.

UPPERCASE
Uppercase letters indicate Structured Query Language (SQL) reserved words, initialization
parameters and environment variables.

backslash \
Each backslash indicates a command that is too long to fit on one line:

dd if=/dev/rdsk/c0tld0s6 of=/dev/rst0 bs=10b \
count=10000

braces { }
Braces indicate mandatory items: .DEFINE {macrol}

brackets [ |
Brackets indicate optional items: cvtcrt termname [outfile]

Attention that brackets have a different meaning when used in ordinary text.
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Introduction

ellipses ...

Ellipses indicate a random number of similar items:
CHKVAL fieldname valuel value2 ... valueN
italics

Italics indicates a variable. Replace the variable by value:
library name

vertical bar |
The vertical bar allows choosing either braces or brackets:

SIZE filesize [K|M]

NAMING PRODUCTS

Whenever Oracle Health Insurance (OHI) Back Office is mentioned in this document, the entire
suite is intended (containing products like Oracle Insurance Claims Management for Health,
Oracle Insurance Policy Management for Health and others).

INTERNAL DOCUMENT NAME

This document has as internal identifier the code CTA13508. In related documentation this
internal document name may be used.

RELATED DOCUMENTATION

D Oracle Health Insurance Certification on MOS (logon to
MOS, choose tab ‘Certifications’, specify product name
Oracle Health Insurance Back Office’ and the relevant
version)

D Reading, Writing and Authorizing Oracle Health
Insurance Application Files

Oracle Health Insurance Release Installation

(1]
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Components and Requirements

1. COMPONENTS AND REQUIREMENTS

In order to perform a quick and successful installation, a number of requirements have to be met
regarding Oracle Software in the system. This chapter describes the requirements for the
installation of OHI Back Office, an integrated suite of products. Check to ensure that the system
meets these requirements before starting the installation process.

1.1. ARCHITECTURE

The application OHI Back Office is implemented in the so-called web-architecture.

This architecture is based on 3 tiers:

Web Browser

Application Server

MiddieTier | _
— —
Database Server
Database Tier

Desktop or Client Tier

The client tier, at the top of the image, may contain one of the following two configurations:

1. A Web browser, where the application is displayed through the Java Plug-In (JPI) or
from where it is launched through Java Web Start, requiring Java through an installation
of Java Development Kit (JDK) or Java Runtime Engine (JRE).

2. Middle Tier

The Application Server (AS), Database Client and the OHI Back Office application
software run on this tier.
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3. Database Tier

The Database Server (RDBMS), which contains the OHI Back Office data as well as
business logic and business rules, runs on this tier.

=

Attention: This refers to logical tiers; the structure does not entail the
physical implementation of the tiers; the physical aspects and any other

relevant details can be implemented on 1 or multiple servers.

Client Tier

Middleware
Tier

\@
i

Browser with Java
GUI add-ins <)

@
@
-
®

Stand-alone Java

Oracle Application Server

‘ Forms services

‘ Web Service services

Database Tier

]

HTTP Server

Oracle Database

¢ 3

’ OHI Back Office

‘ DBMS Client

Fusion Middleware/Forms 12¢ introduced new ways to start and run a Forms application on the

Client Tier:
Mode Browser Java component Remarks
Applet in browser (traditional) Required throughout session | JRE + JPI (java Not supported in all browsers;
browser plugin) supported for OHI
Embedded JNLP Required throughout session | JRE + JPI (java Not supported in all browsers; not

browser plugin)

supported for OHI

Java Web Start

Only for download of up-to-
date INLP file

JDK or JRE; no JPI
(no browser plugin)

All browsers; with Single Sign-On, no
Single Sign-Off; supported for OHI

Forms Standalone Launcher

Not used

JDK or JRE; no JPI
(no browser plugin)

All browsers; no Single Sign-On
Requires distribution of command file;
not supported for OHI

With the diminishing support of the JPI (java plugin) in browsers and the ever-tightening
security, consider using Java Web Start as an alternative for the traditional plugin-based way of
running the OHI Back Office user interface.
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This architecture results in the following software layers:

Software layers

OHI Back Office application software
Oracle Application Server software
Oracle Database Client software
Oracle Database Server software
Operating System software

The Application Server, Database Client and Database Server software are also referred to as
Oracle system software.

Installation of this Oracle system software is required in order to run the OHI Back Office
application software.

It is very convenient to install all related Oracle software such as Application Server, Database
Client and Database Server under the same operating system user.

(& Attention: If OHI Back Office is used in a RAC environment (Real
Application Clusters), then a number of layers will be added. For a complete
overview, see appendix B.

1.2. APPLICATION SOFTWARE INSTALLATION

OHI Back Office has to be installed in its’ own home directory, separated from the
ORACLE HOME directories which contain the Oracle Database and/or Oracle Application
Server software.

Installation of OHI in the same home directory as Oracle system software is not supported.

1.3. RELATED PUBLICATIONS

Additional information regarding Oracle Database and Oracle Application Server software is
available in the following documentation for the relevant platform:

|:| Oracle Database Installation Guide
|:| Oracle Fusion Middleware Documentation Library
1.3.1. RAC

Additional information regarding Oracle Real Application Clusters software is available in the
following documentation for the relevant platform:

|:| Oracle Clusterware and Oracle Real Application Clusters Installation and
Configuration Guide

|:| Oracle Clusterware and Oracle Real Application Clusters Administration
and Deployment Guide

1.3.2. Single Sign On

Single Sign On (SSO) is supported with OHI Back Office, using the standard functionality of
the Oracle system software. The reference below still mentions the SSO option through Oracle
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Access Manager (OAM). Another option to implement SSO, through the use of Kerberos, is
being considered to be supported. The exact timing is not yet known.

|:| Middleware, Developer Tools, Forms, Release 12.2.1.4, Working
With Oracle Forms, Using Forms Services with Oracle Access

Manager

1.4. SYSTEM REQUIREMENTS

1.4.1. Certification

OHI Back Office is certified for several platforms and specific Database, RAC, ASM,
Application Server and browser versions.

Before starting the installation, check if the desired product combination is certified for OHI
Back Office.

The certification information is available online:

|:| Certification on My Oracle Support

Attention: OHI Back Office release 10.20.3.0.x and 10.20.4.0.x are certified

= against Fusion Middleware 12.2.1.3.0 and 12.2.1.4.0. This document will
assume an installation of Fusion Middleware 12.2.1.4.0. For installation of
Fusion Middleware 12.2.1.3.0, see version 3.50 of this document, as delivered
with OHI 10.20.2.0.0.

1.4.2. Hardware Requirements

Depending on e.g. the number of users, the usage type of OHI Back Office and the desired
performance, a number of requirements regarding CPU, memory, disk space, networking, etc.
have to be met.

A specific sizing advice has to be performed in order to determine the numbers for a specific
customer environment. Such a sizing advice can be performed by Oracle.

1.4.3. Configuration of Printer Queues

The printer queues (in fact output queues or output commands or scripts) that will be used for
OHI Back Office should be configured and tested on your OS.

This step must be performed on the Middleware Tier.

1.4.4. Software Requirements

OHI Back Office uses the following Oracle system software, which should be installed and
configured before OHI Back Office is installed:

1.4.4.1. Database Tier

e Oracle Database Server
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Oracle Database Server patch set (Release Update Revisions (RUR) or Release updates
(RU)) (if required)

Oracle Database Server interim patch(es) (if required)

The installation of the Database software is not described in this manual.

1.4.4.2. Middleware Tier

Oracle Fusion Middleware WebLogic Server

Oracle Fusion Middleware Forms and Reports Services

Oracle Fusion Middleware Forms and Reports Services patch set (if required)

Oracle Fusion Middleware Forms and Reports Services interim patch(es) (if required)
Oracle Database Client

Oracle Database Examples (formerly Companion)

Oracle Database Client patch set (if required)

Oracle Database Client interim patch(es) (if required)

Installation and configuration of the Middleware Tier software is described in more detail in
Chapter 3.

(& Attention 1: The version of Oracle Database Client software has to be the
same as the Oracle Database Server software version.

[  Attention 2: Of the Oracle Database Client software the DBMS Utilities and
the Precompiler software are required.
To this end, install the Administrator software.
After installation, executables proc, imp, exp, sqlldr and tkprof have to be
available in SORACLE _HOME/bin.

{8  Attention 3: Of the Oracle Database Examples software, the Oracle Database
Products software has to be installed (for the Pro*C precompiler demo
software).

After installation, directory demo has to be available in
$ORACLE HOME/precomp.

(S  Attention 4: Please consider the fact that if the Examples software is installed
on an existing software tree, the required patch set will have to be reinstalled
again (because otherwise the older, unpatched utility versions and/or
precompiler software will be used).

(S Attention 5: In case of RAC, a description of the software requirements can be
found in Appendix B.

(S Attention 6: In case of SSO a description of the software requirements can be
found in Appendix C.

(S Attention 7: Oracle Fusion Middleware 12¢ (12.2.1) has removed the
mod_plsql module from the Oracle HTTP Server (OHS). If your custom
software uses mod_plsql you will have to find an alternative, such as Oracle
REST Data Services. See the Oracle Web Tier - Statement of Direction
(document ID 1576588.1) on My Oracle Support.
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Furthermore, the following additional software is required on the OS of the Application Server:
1. ANSI C compiler

2. Perl

3. zipandunzip utilities for Unix/Linux

4. JDK

1.4.4.3. Client Tier
e For traditonal Forms mode with JPI: browser with Java JRE plugin

e For Java Web Start mode: Java JRE or JDK

Please note that since the beginning of 2019 the Oracle Managed Java Client on the desktop is
decommissioned. It is best to have an IT managed Java Client on the desktops that are used to
start the OHI Back Office user interface.

For more information please visit:

https://www.oracle.com/technetwork/java/java-se-support-roadmap.html

For exact versions of the required software and patch sets, see:

|:| Oracle Health Insurance Certification information on MOS (which
references generic Forms services certification regarding this topic)

1.4.5. Operating System Requirements

For more information on the requirements, please refer to the following platform-specific
documentation:

|:| Oracle Fusion Middleware Documentation Library
|:| Oracle Database Installation Guide

In case of RAC, please refer to appendix B.
= p pp

1.4.6. User Interface Requirements

For detailed requirements regarding OHI Back Office and different screen resolutions and
Windows settings, see:

|:| Oracle Health Insurance Certification information on MOS

1.5. DISK SPACE AND MEMORY REQUIREMENTS

The Installation Guides for the required database and middleware products provide a description
of the requirements pertaining to Disk Space and Memory.
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The following table displays the required disk space for OHI Back Office components for one
OHI environment.
These are minimum estimations, not exact calculations.

1.5.1. Database Tier

Product Required Disk space (MB)
Initial OHI Back Office database (*) 20000
Total 20000

1.5.1.1. Middleware Tier

The components marked with (*) are variable and will develop as the number of end users
increases.

Product Required Disk space (MB)
WLS and Forms 5000
Other (Pro*C, OS shell scripts, tools, perl, Java, configuration files) 250
Batch Scheduler output (*) 2500
Batch Scheduler log files (*) 100
OHI Installation directory including several patch levels 6000
Total 13850

For OHI Back Office no additional memory requirements apply, other than the requirements for
the Application and Database Server.

For more information on these requirements, please refer to the following (platform-specific)
information:

|:| Oracle Database Installation Guide
|:| Oracle Fusion Middleware Documentation Library

(& In case of RAC, please refer to appendix B.

1.6. RESTRICTIONS

1.6.1. National Language Support (NLS)
OHI Back Office can be used with a set of predefined languages.

However, one restriction must be considered:

1. The territory component of the NLS parameter has to have a final status before the
application goes live and may not be changed. If a change is required, however, this can be
requested from OHI Back Office; software may be provided which allows for this change to
be implemented.

1.6.2. Real Application Support (RAC) configuration documentation
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outdated

ATTENTION: This document is not up to date regarding instructions for an Oracle RAC
environment. References to RAC, CSR or ASM are still based on database release 10g
experiences and might be updated in a future release. As configuring and managing RAC
requires additional DBA knowledge this document does not intend to describe this in detail. The
documentation is currently only retained to trigger discussions and important management
aspects.

1.7. APPLICATION SOFTWARE AND TEMPLATES

1.7.1. Application Software

OHI application software should and may not be modified, conform SLA’s; this would annul
the Oracle guarantee.

Reference software is maintained by Oracle and issued via (patch) releases and can be
recognized by the uppercase prefix and lowercase extension.

Some samples of the reference software include e.g. 02G_PROC. sh, 02G_START BATCH. sh,
SYS1107S. sh, etc.

These files may not be altered.

1.7.2. Templates, Utilities & Sample Scripts

Templates, utilities and sample scripts, however, can be altered by customers.

Templates are distributed in releases and are copied to the $02G_BASE/conf directory.

They contain non-generic, often customer-specific settings (e.g. directory paths, host names,
etc.) and therefore they cannot be part of the OHI application software.

Templates, utilities and sample scripts can be recognized by the lowercase naming.

Some examples include ozg init.env, ozg fmwl2c2 main.sh and

svl.properties.template.

1.7.2.1. Change History

When customer-specific changes are made in templates, utilities and scripts, it is advised to
always keep a history of changes in a uniform way.
Indicate here when something is altered, who made the change and the reason for it.

Example
Change history

Date Author Version: Change

13-09-2007 M. Koel 1.2: Use of MS Cabinet files is deleted.
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2. SETTING UP THE ENVIRONMENT

This chapter deals with the preparations of the environment before installing OHI Back Office,
after all requirements listed in chapter 1 have been checked and met.

2.1. PERFORMING THE PRE-INSTALLATION TASKS

21.1. Creating an OS Account for the OHI Back Office Batch
Scheduler

The batch account is the OS account that runs the OHI Back Office batch scheduler software.

Log on as root under OS and use the operating system user administration utility for creating
the patch account.

This task must be performed on the Middleware Tier.

The name batch is recommended, but this is not mandatory. A different account name can be
used as well.

2.1.2. Assigning Default Shells for the Required OS Accounts

For the OS accounts batch and oracle the default shell in Linux has to be set to bash.

2.1.3. Creating an OHI Back Office Database

Before OHI Back Office is installed, a database needs to be created because the OHI Back
Office installation will create several database accounts, roles and objects in this database.

For OHI Back Office the multitenant database architecture as introduced with database release
12c is a prerequisite. The installation requires a pluggable database (PDB) within a container
database (CDB) for installing the OHI Back Office database objects. Starting with database
release 19c, you can create a maximum of 3 PDBs in one CDB without a multi-tenancy license.

BEWARE: When this document references the ‘database’ for OHI Back Office, this refers to
the pluggable database unless stated differently.

2.1.3.1. Multiple pluggable databases in one container database

OHI Back Office supports the use of more than one PDB in a CDB. The main advantage is that
administration and resource usage is more efficient as they share the same common base.

Several OHI Back Office-prescribed initialization parameters can also be set at PDB level.
When using more than one PDB, it is up to the administrator to decide at which level these
initialization parameters will be set. The installation software will only check the value of the
parameter regardless of the level that it is set at (CDBSROOT or PDB).

When changing a parameter value at PDB level it will be available in all existing or new
sessions, depending on the parameter involved. When resetting a parameter at PDB level (using
alter system reset [...]) the parameter defaults to the value set at CDB level or the Oracle
default. In that case a restart of the PDB is needed to make the value available.

Overall memory requirements are typically defined at CDB level, so the number of pluggable
databases that can be plugged in will be limited by the available resources at CDB level.
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2.1.3.2. Unicode Characterset

All customers must use the AL32UTF8 character for the (pluggable OHI) database. This means
the container database needs to be created with this character set. Choose AL16UTF16 as the
national character (for container and pluggable database).

Although the application uses CHAR for the NLS LENGTH_SEMANTICS setting per session,
the database setting can and should remain on BYTE to prevent potential issues with database
patches.

After creating the database, do not set NLS LENGTH_SEMANTICS to CHAR. Leave it at
BYTE for the root container and the OHI Pluggable Database. See also My Oracle Support note
144808.1 for more information about this setting.

The OHI Back Office application automatically sets the NLS LENGTH_SEMANTICS to
CHAR for OHI related sessions when these sessions log on to the database. This is done by an
OHI specific system logon trigger. This is done for the following database accounts:

e The OHI table owner and the OHI batch account
e The OHI VIEW_OWNER and OHI DPS USER account
e The OHI user accounts (presence in ALG_FUNCTIONARISSEN is sufficient)

e The accounts that have received a grant on an OHI table owner object (except for SYS
& SYSTEM when granted inappropriately) or that have been granted a standard OHI
role.

2.1.3.3. Install/check database component Oracle JVM

The database option Oracle JVM (JServer JAVA Virtual Machine) must be installed in the
database. If you did not install it initially, you can add it by running some scripts. Consult the
Database Reference guide for the relevant script.

The select statement below checks whether the JVM is present. (Use user SYS or an account
with DBA privileges).

select comp id

, comp_name
, version

, version full
P status

from dba registry;

This should return a line for comp_id JAVAVM:

JAVAVM JServer JAVA Virtual Machine 19.0.0.0.0 19.5.0.0.0 VALID

NOTE: the value of version full depends on the patch s (RUR or RU) you installed.

You should check whether all java objects are valid:

select owner

, object type
, status
, count (1)

from all objects
where object type like '%JAVA%'

group by

owner
’ object type
' status
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order by

owner
, object type
, status;

This should return information like:

OWNER OBJECT TYPE STATUS COUNT (1)
MDSYS JAVA CLASS VALID 2888
MDSYS JAVA RESOURCE VALID 51
OJVMSYS JAVA DATA VALID 3
SYS JAVA CLASS VALID 34475
SYS JAVA DATA VALID 1208
SYS JAVA RESOURCE VALID 1642
SYS JAVA SOURCE VALID 2

Numbers do not have to match exactly. The MDSYS owned classes are not a requirement, so
when they are not shown that is no issue.

Be sure the initialization parameters SHARED POOL_SIZE and JAVA POOL _SIZE are large
enough. When using automatic shared memory management set minimum values that are
clearly large enough: e.g. at least 496Mb and 128Mb respectively for smaller environments
running on machines with a limited footprint.

2.1.3.4. Check database component XML DB

OHI Back Office requires the installation of XML DB. As this is a required component starting
with database release 12¢ you do not have to take any action. You can verify the presence of the
component using the instructions described in Chapter 2 of the XML DB Developer’s Guide.

2.1.3.5. Database Instance Parameters

This paragraph describes the non-hidden (not prefixed by an underscore) database instance
parameters that must be set. The values given here are minimum values. When a parameter is
not set in accordance with these values, an alert or an error may occur during installation of the
OHI database structure. Please see the certification documentation for the latest details about
hidden parameters or additional different (temporary) settings.

A complete set of parameters and checks/settings that apply can be found in an Appendix of the
Oracle Health Insurance Release Installation manual.

We advise to implement settings at the PDB level, whenever possible. For some specific
parameters this is a requirement as CDB based settings are not visible at the PDB level.

When you will run multiple OHI BO PDB’s in a single CDB please consider increasing CDB
parameters accordingly, for instance the JOB_ QUEUE PROCESSES minimum value for 3
OHI BO PDB’s should be at least 30.

We advise against enabling fully automated memory management, so leave
MEMORY_ MAX TARGET and MEMORY_TARGET zero or do not set them (their default is
Zero).

Memory settings

CDB$ROOT:

JAVA POOL_SIZE >= 128M # multiple of 16Mb
PGA_AGGREGATE_LIMIT >= 106G # multiple of 16Mb
PGA_AGGREGATE_TARGET >= 128M # multiple of 16Mb

MEMORY MAX TARGET = 0 # is default
MEMORY_ TARGET = 0 # is default
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SGA TARGET >= 1024M # multiple of 16Mb

SGA MAX SIZE >= 1096M # multiple of 16Mb

PDB:

SHARED POOL_SIZE >= 512M # multiple of 16Mb

DB_CACHE_SIZE >= 128M # multiple of 16Mb

Other settings

CDBSROOT:

DB BLOCK SIZE = 8192 # can be left default

DML_LOCKS >= 500

EVENT event 10195 not set

PROCESSES >= 200

PDB:

AWR_PDB AUTOFLUSH_ ENABLED = TRUE

JOB_QUEUE PROCESSES >= 10 # Needed for OZGISTAS; default ok
NLS SORT = BINARY

OPEN_CURSORS >= 500

OPTIMIZER MODE = ALL ROWS

PARALLEL DEGREE POLICY = MANUAL

PARALLEL_FORCE_LOCAL = TRUE

PARALLEL MAX SERVERS >= 8 # 0 when running into parallel issues
PARALLEL MIN TIME THRESHOLD = 30

REMOTE_DEPENDENCIES MODE = SIGNATURE

SESSION CACHED CURSORS >= 500

STATISTICS LEVEL = TYPICAL *

UNDO_MANAGEMENT = AUTO

UNDO_RETENTION >= 10800 # at least 3 hours

* = ALL may result in very slow CPU-intensive execution of some SQL statements.

The following parameters are influenced by the OS environment variables used by the process
of the connecting session. When they are not set or specified the database instance values apply.
Below example values are shown for a Dutch environment. You may want to set them at the
database (PDB) level.

PDB:

NLS LANGUAGE = DUTCH # Choose the appropriate language
NLS NUMERIC CHARACTERS = ",." ** # personal choice

NLS TERRITORY = ”THE NETHERLANDS”

** = this setting cannot be changed once the application is used

2.1.3.6. Database services

Oracle advises to create at least one service for the pluggable database (with a name that differs
from the PDB name) so you do not fully rely on the default service. Services can be used to
distinguish between certain usage groups, so you may want to create several services for
different usage groups, such as online users, batch processes and web services.

In a RAC environment (cluster) services are already a familiar concept but on a stand alone
environment this may be new.

An example of how to create a service:
set serveroutput on
begin
begin
DBMS SERVICE.CREATE SERVICE
( service name => 'vohi'
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, network name => 'vohi.ohi.oracle.com'

) ;

exception
when others
then
-—- easy way to continue when the service already exists
dbms output.put line('Skipped: '||sglerrm);
end;

DBMS_SERVICE.START_SERVICE
( service name => 'vohi'
) ;

end;

Also make sure a startup trigger like the one below is created for starting the additional
service(s) when the pluggable database is started. Adapt it to your needs. When using RAC you
may prefer other options.

create or replace trigger ohi start services
after startup on database
declare
e service already started EXCEPTION;
PRAGMA EXCEPTION INIT (e service already started,-44305);
begin
FOR rec IN
( SELECT NAME
FROM dba services
WHERE NAME like 'vohi%'

)

LOOP
BEGIN
dbms service.start service (rec.NAME);
EXCEPTION
WHEN e service already started
THEN
--this means the service is already
--running so no need to crash
NULL;
END;
END LOOP;
end;

Beware that when cloning databases you might need to change your service definitions and
service startup code. Also clean up obsolete services in dba_services by calling
dbms_service.delete service.

2.1.3.7. Tablespaces

The following tablespaces have to be created for OHI Back Office data and indexes
(OZG_DIM.. is for storing configuration data, OZG_FACT.. is for storing the operational
changing data):

07G_DIM FIN IND

0zZG_DIM FIN_TAB

07G_DIM REL IND

0ZG_DIM REIL,_TAB

07G_DIM SYS IND

0ZG_DIM_SYS TAB
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0%G_DIM ZRG_IND
0%ZG_DIM ZRG TAB
0%ZG_FACT_ FIN_IND
0%ZG_FACT FIN TAB
0%ZG_FACT REL_IND
0%ZG_FACT REL TAB
0%G_FACT_SYS_IND
0%G_FACT_SYS_ TAB
0%G_FACT ZRG_IND
0%G_FACT ZRG_TAB
0ZG_LOG_IND

07G_LOG_TAB

The tablespaces have to meet the following requirements:

1.
2.

Locally Managed

Automatic allocation

Automatic Segment Space Management (ASSM)
8K block size

Attention 1: OHI Back Office requires the use of a default temporary table
space for temporary segments.

2.1.3.8. Other Requirements

Other requirements that will be checked:

Database CHARACTERSET is AL32UTF8

PLAN_TABLE must exist

System statistics must be present

Direct grants from Secure Application Role 0zG_RroL are not allowed

Table settings for regular tables must be (this is arranged by the application but values may
be increased when deemed necessary):

PCT_FREE = 15% (5% for logging tables and 10% for a small subset)
INI_TRANS = minimal 4. for some more concurrency sensitive tables 16 or 20

= Attention 2: It is not permitted to have activated (trace) events in the database

in the production environment, unless this has been requested explicitly by
OHI Development or Oracle Support Services.

= Attention 3: If Database or Application Server settings have been changed

which were not advised or prescribed, OHI Development or Oracle Support
Services may ask the customer to have these settings reversed if problems
occur that may seem to be related to these settings.

The underlying reason is to prevent unnecessary instability risks. When using
customized applications that interfere with OHI Back Office functionality this
has to be considered as well.
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@ Advice 1: OHI advises the use of Oracle Resource Management.

For additional information please see the Resource Management
paragraph.
@ Advice 2: OHI advises the use of Flash Recovery Area.
The following parameters have to be set up for this:
DB _RECOVERY FILE DEST

DB RECOVERY FILE DEST SIZE

@ Advice 3: OHI advises the use of Oracle Managed Files.
The following parameters have to be set up for this:
DB CREATE FILE DEST

DB CREATE ONLINE LOG DEST n

(S Attention 1: If RAC is used, please refer to appendix B.

2.2. SETTING UP THE ENVIRONMENT VARIABLES

OHI applications require the necessary settings for OS environment variables (so these are not
database parameters in the initialization/server parameter file) to be included in the file

ozg init.env. This file should be executed when the OHO owner account (usually oracile)
logs on to the application server (you might consider to create a similar environment settings
file for a dedicated database server, from OHI BO perspective the settings are only required on
the server that acts as application server).

This initially execution is usually achieved by calling ozg init.env inthe file .profile (or
.bash_profile in Linux bash shell) in the OS login home directory.

Log on with the oracle account and set up the environment variables according to the
instructions in this section.

An example of a call in .profile:

. /u01/app/oracle/product/OHI/admin/ozg_init.env

Setting up the mentioned variables is mandatory.

A sample template file with the required settings for the OS environment variables is available
in the $02G_BASE/conf directory.

. Hint: Copy file 0zg_init.env to the directory sozc_apmIN Please read the

@ next paragraphs about the mandatory directory structure to understand the
meaning of this variable and apply the desired settings, using the instructions
of this chapter.

2.2.1. Syntax of the Environment Variables

The syntax for setting up environment variables in (Bash) shell is as follows:

export variable name=value

2.2.2. Setting up the Environment Variables

The environment variables required for OHI Back Office consist of 3 subsets:
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1. Variables for Oracle Database Server
These variables have to be set up in the Database Tier, according to the instructions in the
Oracle Database Installation Guide.

2. Variables for Application Server
These variables have to be set up in the Middleware Tier, according to the instructions in
the Fusion Middleware Installation Guides.

3. Variables for OHI Back Office
These variables have to be set up in the Middleware Tier and partly in the Database Tier, if
the Tiers are installed on separate servers.

The following sections provide a more detailed description of the configuration of the specific
database/application server and OHI Back Office variables, for each variable.

= Attention 1: Other Database and Application Server variables must be set up
according to the instructions in the relevant product installation manuals.

= Attention 2: For specific environment variables for RAC, please refer to
appendix B.

2.2.2.1. Globalization Support

The following languages are currently supported and can be setup in an NLS environment
variable:

AMERICAN
SPANISH
DUTCH

The database character set must be AL32UTFS.

It is possible to specify which character set to use for loading input files and creating output
files. This functionality is offered so files that are stored in a specific character set can be
interpreted as such during loading. Also, output files can be created in in the specified character
set to comply with requirements from external parties.

This functionality is very important to prevent specific characters being lost or misinterpreted
when exchanging these files with other parties and/or applications.

The language, territory and character set used for interpreting character data is determined by
the OS environment variable NLS LANG of the OCI (Oracle Call Interface API) client
involved. This is true for input character data from the OCI Client to the database and for
output character data from the database to an OCI client. When NLS LANG is not set, the
default database setting is used.

Beware, if your locale setting on OS level does not match the character set of a file or the setting
used for NLS LANG when for example starting sqlplus and querying data from the database,
non standard ASCII characters, for example diacritic characters like i, €, € might not be
displayed correct in your terminal session.

Typical OCI clients are the Forms user interface, SQL*Plus, SQL*Loader, DataPump and
development tools like SQL*Developer.

For JDBC based clients (as used by the web services as provided with OHI Back Office) the
LOCALE setting typically defines the default language, territory and character set. However,
when for example SOAP and/or XML messages are passed an ‘encoding’ clause in the message
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normally specifies the character set in which the message is offered. OHI Back Office
functionality will react on such encoding specifications.

2.2.2.2. Setting up the NLS_LANG Variable

This variable must be configured for the desired language, territory and character set for use by
client tools such as Oracle Forms. It can be overruled, see later in this manual.

For a Dutch implementation this is typically:
“DUTCH_THE NETHERLANDS.WE8MSWIN1252”.

For Mexican implementations this is typically:

”SPANISH MEXICO.WE8SMSWIN1252”.

When and how to prevent ORA-12713 errors in the user interface

When the database uses AL32UTFS as character set it can store many more characters than are
supported by the character sets as specified in the possible NLS LANG values described above.
When data is retrieved from the database, it is converted to the client character set (as specified
by NLS LANG). Because the client character set in NLS LANG is a subset of the database
character set AL32UTF8, some special characters, when present in a retrieved value, cannot be
converted to an equivalent in the client character set. These characters will be replaced by the
default ‘unknown’ character for that character set (typically a square or an inverted question
mark).

This can occur in any application (Forms, SQL*Plus, SQL*Developer, DataPump) that retrieves
data from the database while using a client character set other than AL32UTFS. In the Forms
user interface, the use of such a ‘limited’ client character set can also result in exceptions
throwing the ORA-12713 message. This happens when such an ‘unknown’ character is present
in a string variable passed from PL/SQL within the database to PL/SQL code within the Forms
module (through an assignment). This seems to be a PL/SQL limitation which can be
circumvented by passing the data from the database to Forms through a query. If you run into
such errors it is an option to contact OHI to check whether such a code change is feasible (if it
is, a bug can be registered to repair this).

Such ‘unknown’ characters have been stored in the database by a client with a different client
character set, that is not a subset of the current client character set.

Some examples:
e loading files, like claims files, which are specified in a different character set
e web service calls with a message encoded in a UTF-8 character set
e Database import with a different setting for NLS LANG during the import session
e SQL*Plus insert script with a different setting for NLS LANG during the session

NOTE: With the database character set AL32UTFS, the characters should have been stored
correctly if the encoding of the passed values and the specified character set did match with
each other. It is just the conversion during the retrieval that cannot handle the characters
correctly.

If you encounter such conversion issues, consider using the client character set AL32UTFS.
Because the client character set is then equal to the database character set, no conversion will
occur. This will prevent the conversion issues as well as the ORA-12713 errors in Forms.
However, a direct consequence is that all characters supported by AL32UTF8 can be entered
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with the client. That is because the client character set also determines the characters that can be
inserted with the client. This may lead to conversion issues in other places, when the data is
retrieved, e.g. when files need to be delivered in a more restrictive character set (for example
because an external party cannot support AL32UTFS based files and requires WESISO8859P15
characters). This may result in loss of characters replaced by the default “‘unknown’ character
during that retrieval process. So please be aware of such consequences and carefully determine
what your requirements are and what measures you must implement to minimize character set
conversion issues.

NOTE: Unfortunately, Forms 12.2.1.2 and higher cannot use AL32UTFS as the client character
set (as defined by NLS LANG) without recompilation of all Forms, Libraries and Menus with
that NLS LANG setting. This is not supported by the Forms compilation options in
OHIPATCH. Therefore, we suggest using client character set UTFS instead for Forms.

UTFS8 is a binary subset of AL32UTF8 (meaning the internal storage of all characters in UTF8
is the same as in AL32UTF8) that will suffice for all European languages.
To specify UTF8 for use in the Forms user interface you can specify an NLS LANG value in

the servlet.env files as described later in this document. This will overrule any optional setting
in ozg_init.env.

An example value for a Dutch environment:
NLS_LANG=DUTCH THE NETHERLANDS.UTF8

Be aware that using UTFS for the client character set is no guarantee that all UTF-8 characters
are displayed correctly in Forms. The fonts used by Forms may not support specific characters.
Typically, several symbols are not supported by the default fonts mapped for your java runtime
environments. For example, characters like ‘@M’ show up in Forms as ‘88°, But no ORA-12713
will occur; this is just a font mapping issue in the applet. More information can be found in bug
2720366 (which is closed as not being a Forms bug).

MOS Doc ID 158577.1 does contain much additional info about NLS LANG
aspects. It also describes it is best to use the character set that is used on the

client platform. This means that the Forms client does normally not need to be
= set to (AL32)UTEFS. It is best to set it to the codepage of your main client
platform (probably Windows). MOS document 179133.1 describes the standard
code pages used by Windows and the corresponding Oracle character set.

To specify the client character set in other clients than Forms, set NLS LANG and/or
DBMS_ LANG in the generic part of ozg_init.env. Note NLS LANG has to be configured on
the Middleware Tier and the Database Tier. See the next paragraph.

2.2.2.3. Setting up the DBMS_LANG Variable

This variable specifies a value that is used to set the NLS LANG variable for use by the
database tools (such as Import, Export, SQL*Plus, SQL*Loader etc.) and software. When these
tools are called from OHI software the (OHI specific) DBMS LANG value is used to overrule
the value of NLS_LANG (described in the previous paragraph).

It specifies the default language and character set to run these tools in, meaning that for example
Jlog and .out files as created by batches that run in SQL*Plus will be created in this character set
by default. Specific output files, such as created from ‘batch runs’ or .xml files, can be created
in a different character set. This different character set can be specified at different levels:
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e By a Back Office parameter as overall default.
e At module-specific level.
e As a parameter for the batch request that produces the file.
DBMS LANG is also used as default when reading or interpreting files (for example a

SQL*Plus script that may contain non-standard ASCII characters in a parameter or column
value).

Possible values are identical to these given for NLS LANG.
This variable has to be configured on the Middleware Tier and the Database Tier.

¥ Attention: As a database administrator you will typically set environment variables for
the database software by running ozg_init.env, resulting in the DBMS LANG value
being used to set the NLS L ANG value. In that way it determines the language and
character set used by utilities as export and SQL*Plus.

If you want this to show up in the same language and character set as used for the Linux
terminal setting you may want to overrule the NLS LANG after a call to °.
ozg_init.env’ or make sure your locale is set to comply with NLS LANG.

Suppose you use the value below for NLS LANG:
“DUTCH_THE NETHERLANDS.WE8ISO8859P15”.

When you have your locale set to LANG=en_US.UTF-8 diacritic characters (like & in
‘geéxporteerd’) may show up incorrectly because the terminal uses UTF-8 characters
while the utilities use the single byte Latin characters set as specified by NLS LANG.

You may change your locale setting to ‘nl NL.iso885915’ to show them correctly or
after the call to ozg_init.env set NLS LANG to:
“AMERTCAN AMERICA.AL32UTF8”.

@ Hint: The language, territory and character settings as used by OHIPATCH
cannot be influenced. A hardcoded NLS LANG value is used to make sure
installation files are always interpreted in the correct character set
(WESISO8859P15) and with the expected territory setting. The language used
will always be (American) English.

2.2.2.4. Setting up the NLS_DATE_FORMAT Variable

This variable has to be configured for the desired date format. For the Dutch implementation
this is normally DD-MM-RRRR.

This variable has to be configured on the Middleware Tier and the Database Tier. This setting
cannot be changed once OHI Back Office is used.

2.2.2.5. Setting up the NLS_NUMERIC_CHARACTERS Variable

This variable has to be configured for the desired combination for decimal and group separator.
For the Dutch implementation this is normally: , .”.
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This variable has to be configured on the Middleware Tier and the Database Tier. This setting
cannot be changed once OHI Back Office is used.

2.2.2.6. Setting up the NLS_SORT Variable

This variable has to be set on BINARY for performance reasons.

This variable has to be configured on the Middleware Tier and the Database Tier.

2.2.2.7. Setting up the TNS_ADMIN Variable

This variable has to be configured to the directory which includes the Oracle Net files.

On the application server (on which no Listener runs) this includes files tnsnames.ora and
sglnet.ora. On the database server (on which the Listener does run) the file
listener.ora will also be present.

This variable has to be configured on the Middleware Tier and the Database Tier.

Because both Tiers have an Oracle Home directory for database software, we recommend using
$SORACLE HOME/network/admin for ease of management but you may also opt for a central
location on a network share (which makes the functioning of your environment dependent on
the availability of that network share!).

2.2.2.8. Setting up the 0ZG_ORATAB_OZG Variable

This variable has to specify the entry in SORATABR which refers to the home (root) directory of
the OHI Back Office software. Typically this is an entry in SORATAB (typically /etc/oratab)
with name OZG (or nowadays often OHI) referencing a line like:

OHI:/u0l/app/oracle/product/OHI:N
It will be used to determine the location for OZG ROOT.

This OZG_ORATAB_OZG variable has to be configured on the Application Middleware Tier
and the Database Tier.

2.2.2.9. Setting up the OZG_ORATAB_DB19 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of Oracle
19¢ (19.x.x.x) Database software.

This variable has to be configured on the Middleware Tier and the Database Tier.

2.2.210. Setting up the OZG_ORATAB_FRS12213 Variable
This variable has to be configured on the Middleware Tier if you do not yet use FMW
12.2.1.4.0 for all your OHI environments.

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle 12¢ R2 Forms & Reports Service software. This is the Oracle Home directory of the
Fusion Middleware 12.2.1.3.0 installation.

2.2.2.11. Setting up the OZG_ORATAB_WLS12213 Variable

This variable has to be configured on the Middleware Tier if you do not yet use FMW
12.2.1.4.0 for all your OHI environments.
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This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle WebLogic Server software (the wl server directory within the Fusion Middleware
home).

Note that OHI will support FMW 12.2.1.3.0 and FMW 12.2.1.4.0 during the OHI
= releases 10.20.3.0.x and 10.20.4.0.x. OHI 10.20.5.0 will only support FMW
12.2.1.4.0.

2.2.212. Setting up the OZG_ORATAB_FRS12214 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle 12¢ R2 Forms & Reports Service software. This is the Oracle Home directory of the
Fusion Middleware 12.2.1.4.0 installation.

This variable has to be configured on the Middleware Tier if you want to use FMW 12.2.1.4.0
for one or more of your OHI environments.

2.2.2.13. Setting up the OZG_ORATAB_WLS12214 Variable

This variable has to specify the entry in SORATAB which refers to the home directory of the
Oracle WebLogic Server software (the wl server directory within the Fusion Middleware
home).

This variable has to be configured on the Middleware Tier if you want to use FMW 12.2.1.4.0
for one or more of your OHI environments.

2.2.2.14. Setting up the OHI_FRSHOME Variable

This variable specifies which Forms Oracle Home is used for an OHI environment when an
OHI release supports more than one Forms release (which is the case for 10.20.3.0.x and
10.20.4.0.x).

This variable has to be configured on the Middleware Tier and may be different for different
OHI environments.

2.2.215. Setting up the OZG_ROOT Variable
This variable has to specify the home directory of OHI :
export OZG ROOT='dbhome $0ZG ORATAB 0zG"

This variable has to be configured on the Middleware Tier and the Database Tier.

2.2.216. Setting up the OZG_ADMIN Variable

This variable has to specify the directory in which OHI administration and configuration files
are located: $02G_ROOT/admin.

This variable has to be configured on the Middleware Tier and the Database Tier.
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2.2.217. Setting up the PATH Variable

The directory in $0zG_aDpMIN has to be included in the paTH variable.

This variable has to be configured on the Middleware Tier and the Database Tier.

2.2.218. Setting up the OZG_BASE Variable

This variable has to be configured to specify the home directory of OHI Back Office for the
current OHI environment. More than one OHI Back Office can exist in subdirectories of the
OHI home directory SOZG_ROOT. OZG_BASE typically refers to a folder with the name of
$TWO TASK within $02G_R0OT): $02G_ROOT/$TWO TASK. (This assumes the OHI environment
name is the same as the PDB service name for that environment.)

This variable has to be configured on the Middleware Tier.

2.2.219. Setting up the OZG_PATCH Variable

This variable has to be configured to specify the directory in which the OHI (patch) releases
have to be downloaded and unzipped: typically, $02G ROOT/patch.

This variable has to be configured on the Middleware Tier.

2.2.2.20. Setting up the FORMS_PATH Variable

This variable has to be configured for the directory in which the OHI Back Office runtime
Forms modules are located for the current environment: $02G_BASE/bin. This must match the
value of FORMS PATH in the servlet.env files as described later in this document.

This variable has to be configured on the Middleware Tier.

2.2.2.21. Setting up the FORMS_USER_DATE_FORMAT Variable

This variable, which indicates the date format used in screens, has to be configured as pp-mm-
RRRR.

This variable has to be configured on the Middleware Tier.

2.2.2.22. Setting up the FORMS_SCROLL_ALL_BUT_ONE
Variable

This variable, which is user-friendly when scrolling through records in a multi-record block in a
screen, has to be set to TRUE.

This variable has to be configured on the Middleware Tier.

2.2.2.23. Setting up the FORMS_TRACE_PATH Variable

This variable has to be set up to specify a directory in which the dump files due to crashes of the
Forms runtime executables have to be located.

This variable has to be configured on the Middleware Tier.
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2.2.2.24. Setting up the FORMS_FLAG_DIFFERENT_SUBORD
Variable

This variable has to be set to 1.

2.2.2.25. Setting up the FORMS_DATETIME_LOCAL_TZ

This variable has to be set to GMT so it equals to the default value of
FORMS DATETIME SERVER TZ being GMT. This prevents time differences within
screens.

2.2.2.26. Setting up the OZG_OUT Variable

This variable has to be configured to specify the OS directory in which the OHI Back Office
batch scheduler writes the output, e.g. $02G_BASE/out.

This variable can be used in the system parameters for OHI Back Office subsystem SY'S
(“System™); screen sYs1010F.

This variable has to be configured on the Middleware Tier.

2.2.2.27. Setting up the OZG_LOG Variable

This variable has to be configured to specify the OS directory in which the OHI Back Office
batch scheduler writes the log files, e.g. $02G_BASE/1og.

This variable can be used in the system parameters for OHI Back Office subsystem SYS
(“System”); screen SYS1010F.

For a detailed description of the use of OS environment variables for use in the output and log
path of the OHI Back Office batch scheduler, please refer to the following document:

|:| Reading, Writing and Authorizing Oracle Health Insurance Application Files

This variable has to be configured on the Middleware Tier.

2.3. SETTING UP THE OHI DIRECTORY STRUCTURE

Under operating system user oracle, the following mandatory directory structure (the
“custom” directory being an exception) has to be created under the $OZG BASE directory on
the Application Server. The OHI application source files and executables for each OHI Back
Office environment (so for each ‘environment’ directory) require a separate environment
subdirectory structure:

$0ZG_ROOT #Oracle Health Insurance install directory
/admin #Configuration files = $0ZG_ADMIN
/patch # (Patch) releases = $0ZG_PATCH
/environment #Directory for each environment = SOZG BASE
#Can occur n times in 1 $0ZG_ROOT
/bin #Forms
/conf # Template directories and ohipatch.conf

/help #0nline help documentation
/install #DDL scripts
/java #Java files
/log #Batch scheduler log files
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/out #Batch scheduler output

/sh #0S shell scripts

/sql #SQL modules

/utils #utilities typically used during installation
/xml #XML files

/custom #Custom Development managed files

2.3.1. bin

This directory contains all OHI Back Office Forms (Forms, Menus, Forms Libraries, Reference
Forms and Object Libraries), Pro*C software and application logos.

2.3.2. conf

This directory contains the configuration file for the installation menu OHIPATCH and
subdirectories with templates.

2.3.3. help

This directory contains all OHI Back Office online help documentation, which can be accessed
from the application.

2.3.4. install

This directory contains all OHI Back Office DDL scripts e.g. tables, constraints, indexes and
triggers.

These scripts are used to partition or compress large tables at any moment of your choice (this is
possible only for tables characterized by OHI Back Office as to be partitioned/compressed).

2.3.5. java
This directory contains all OHI Back Office Java files.

[ Attention: Certificates and/or keystores which are possibly required for
secure connections on the Internet, have to be located in the $0zG_BASE
directory of the relevant environment.

2.3.6. sh
This directory contains all OHI Back Office OS shell scripts and SQL*Loader control files.

23.7. sql
This directory contains all OHI Back Office SQL modules.

2.3.8. utils

This directory contains the software for the installation menu OHIPATCH and some other perl
and shell utilities used during installation. Some of those are also used at runtime.

The directory $0zG BASE/utils must contain the following files on the application server.

38



Setting up the Environment

Filename Purpose

d12c2* Utilities to convert and compile forms sources.

OHI _CMD.pl Perl command file to set correct environment when executing
Oracle utilities and executables.

OHI_EXTENSIONS jnlp Configuration file for Forms Java Plugin implementation.

OHI JPLhtm Configuration file for Forms Java Plugin implementation.

OHILOGSCAN.pl Utility to scan installation log files.

OHIPATCH.pl OHI Back Office Perl installation menu for installing major
releases, patch sets and interim patches.

OHIPLIB.pm OHI Back Office Perl library module.

ohirf34w_nl-NL.res; OHI Back Office Forms Terminal Resource File (for configuring

ohirf34w_en-US.res; keyboard mappings) for one or several languages. These are not
all required, just copy the one(s) you need. from the
$0ZG_BASE/conf/Back-Office folder. See the paragraph about
forms configuration for more information.

OHI WEBSTART.jnlp Configuration file for Forms Webstart

0ZG GIF.jar OHI Back Office jarfile for Oracle Application Server.

2.3.9. xml

This directory contains all OHI Back Office XML files.

2.3.10. Custom

This directory can contain custom development managed files. For instance, files that are
processed by custom developed, so non system-native, scripts should be placed here or in a
subdirectory of this directory. The “custom” directory is not mandatory, however the naming is
prescribed.

Additionally, the following 2 directories have to be created.
Normally, these are created as subdirectories of s0zc_Base. It is permitted to create these
directories in a different physical location:

2.3.11.log

This directory contains all OHI Back Office batch scheduler log files (see the environment
variable $02G_1.0G).

The OS users oracle and batch have to have write privileges for this directory.

2.3.12. out

This directory contains all OHI Back Office batch scheduler output files (see the environment
variable s0zG_ouT).

The OS users oracle and batch have to have write privileges for this directory.

Using the 0s user oracle, create the following mandatory directory structure in $0z2G_ROOT
on the Middleware Tier for the OHI Back Office application tools & utilities and releases:

2.3.13. admin

This directory contains the environment setting script ozg_init.env and some OHI Back Office
files that need to be shared over multiple OHI environments.
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Attention: If the Database Tier and the Middleware Tier have been installed
on different servers, the directory $OZG_ROOT/admin also has to be created
on the Database Tier.

In that case there is a s0zc_apm1n directory on the application server(s) and a
$0zG_ADMIN directory on the database server(s).

These directories cannot be shared; the content of the directories is different;
also the content of the configuration files in the directories is different.

The directory sozG_aADpMIN has to contain the following files on the application server.
The directory sozc apMIN on the database server contains only the files that are marked with

Filename Purpose
- ________________________________________________________.

0zg init.env (*¥**) Environment file for OHI Back Office settings.

ozg_main.sh (¥*%) OS command file for starting/stopping the complete Oracle
environment; Oracle system- and OHI Back Office software.

ozg fmwl2c¢2 main.sh OS command file for starting/stopping the Forms/Reports
application server environment.

ozg batch_start.sh OS command file to start OHI Back Office batch schedulers for
all environments.

ozg batch_stop.sh OS command file to stop OHI Back Office batch schedulers for
all environments.

ozg oracle start.sh (***) OS command file to start all Oracle software on the system.

0zg oracle stop.sh (***) OS command file to stop all Oracle software on the system.

2.3.14. patch

This directory contains all OHI (patch) releases which have to be installed.
This directory only applies to the application server(s).

2.4. INSTALLATION OF OHI BACK OFFICE APPLICATION
LoGos

OHI Back Office uses 2 logos (which are loaded dynamically at runtime):

o  OZGIMGO1.gif
Is displayed on the OHI Back Office start screen OZGSTART.
Size: 390 x 160 pixels

e  OZGIMGO02.gif

Is displayed on the OHI Back Office Info screen OZGABOUT.

Size: 120 x 45 pixels
The logos have to be placed in directory $0ZG_BASE/bin on the Middleware Tier. If they
cannot be found an error message will be shown during startup of the user interface.

Initial logos are available in the s0zG_BasE/conf folder; the customer is free to replace these
logos with private company logos; the only requirement is that the naming has to be maintained.
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2.5. SETTING UP UNIVERSAL ORACLE OS SCRIPTS

2.5.1. oratab

The file soraTaB (normally /etc/oratab or /var/opt/oracle/oratab) is used by Oracle
software to register software installation homes and databases. OHI uses the same file to register
software installation homes and OHI environments.

Entries have to be included for the following products.

Be sure to use transparent naming of the entries put in ORATAB. The best way is to name the
entry the same as the directory where the software is stored. There can be exceptions for this, it
is not an obligation.

The codes that are used for the entries can be selected freely (but they have to be indicated in
uppercase characters). The values of the variables $0z2G_ ORATAB * in
$07G_ADMIN/ozg init.env must match the entries in SORATAB

1. Oracle Fusion Middleware Forms & Reports Services

Sample code: FrRS12213
Sample code: FrRs12214

2. Oracle Database
If the Middleware Tier.and the Database Tier are installed on 1 server, the entry refers to the
Database Server software home, otherwise to the Database Client software home on the
application server.

Sample code: pB19

3. OHI
This entry identifies an OHI installation, containing one or more OHI environments. The
entry will be used to determine the root folder for OHI environments (§OZG ROOT).

Sample code: on1 (previously 0zG)

Sample entries in SORATAB

DB19:/ul0l/app/oracle/product/19/db 1:N
WLS12214:/u0l/app/oracle/product/frsl2214/wlserver:N
FRS12214:/u0l/app/oracle/product/frsl2214:N:
OHI:/ohi/app/OHI:N

Sample corresponding variables $OZG_ADMIN/ozg init.env

export OZG_ORATAB DB19=DB19

export 0ZG_ORATAB WLS12214=WLS12214
export OZG ORATAB FRS12214=FRS12214
export 0ZG_ORATAB 0ZG=0OHI

ozg_init.env uses the standard Oracle utilities dohome and oraenv to translate the
$OZG _ORATAB_* values to the locations in SORATAB.
It is important that no other oratab is indicated in these utilities. Check that $oraTAB in these
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files (located in /usr/local/bin and the SORACLE HOME/bin directories) does not refer to a
non-existing oratab file.

When reference is made to a non-existing oratab file, this can be modified in the relevant
utilities, or a symbolic link can be created for the non-existing oratab file which refers to the
correct oratab file.

To specify the Forms Oracle Home to be used, for OHI releases which support two versions
simultaneously, add an entry like below in $OZG_ADMIN/ozg_init.env:

export OHI FRSHOME=S0ZG ORATAB FRS12214

2.5.2. oraenv

oraenv is an Oracle utility that is installed with Oracle software. It can be used to set the
required environment variables to access a given database, software installation, etc.

For certain (older) versions of oraenv the error message “unlimited: bad number” may be
encountered, or the execution of oraenv may get stuck (on exec $ORACLE_HOME/bin/osh).
In that case the workaround as described in My Oracle Support note 1023496.6, has to be
implemented.

2.6. INSTALL ADDITIONAL PERL MODULES

In order to use the OHI installation menu ouIPATCH, you need to install additional Perl modules.

It is mandatory to install these modules before starting an initial installation of OHI software.
The installation menu will not work until these modules are installed.
For installation instructions, see Appendix D — Installing required Perl modules.

2.7. CUSTOMIZING TOOLBAR ICONS

When you are using the Online HTTP Link in OHI BackOffice it is possible to define your own
icons for the HTTP link buttons, so it becomes easier to distinguish their functionality. The GIF
files should be added to a custom jar file that you base on the OZG_GIF jar file that is delivered
with the OHI Back Office application.

In order to use your own custom file please adjust the ‘archive’ setting as described in the
paragraph about configuring your forms environment. In the paragraph about virtual directories
the location of the jar file (normally OZG_GIF jar) is described.

To create a jar file of your own use the following command:
jar —cvf 0ZG _GIF CUSTOM.jar *.gif
This will put all .gif files in your folder in the file OZG_GIF_CUSTOM .jar.

2.7.1. Signing a .jar file

If you create a new .jar file it is necessary to sign it to prevent security messages constantly
appearing when the .jar file is downloaded by a browser from the application servers.

The jar file should be signed with an official certificate, authorized by an official Certificate
Authority (CA).

The following commands offer you a way to do this in a less secure way, using a so-called self-
signed certificate. With the ever tightening security of the Java plugin in the browser and of the
browsers themselves, this self-signed certificate requires you to lower the security level of the
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Java plugin and the browser. Use this method only for testing and never for production
environments.

Instructions for testing with a self-signed certificate:

Copy the default script from your Oracle Forms ORACLE_HOME folder and create a
local version:

cp $SORACLE_HOME/forms/templates/scripts/sign_webutil.sh
my sign webutil.sh

Adjust your local copy and at least specify a value for these variables:
o DN CN
o KEYSTORE PASSWORD
o JAR KEY PASSWORD.

Sign your custom jar file using your custom script:
0zg _init.env FRS12214
my sign webutil.sh 0OZG GIF CUSTOM.jar

Beware that your keystore will be created as file SHOME/ . keystore by default.
After this has been created you need to use the same password for subsequent signing
calls using the same keystore.

After signing copy the .jar file to a location where it can be downloaded by the Forms
sessions started by users. This is typically $OZG BASE/utils or
$ORACLE HOME/forms/java

e Register the new jar file in formsweb.cfg, in the archive variable, e.g.

archive=frmall.jar, /OHI/vohi/utils/0ZG GIF.jar,0ZG GIF CUSTOM.Jjar

or

archive=frmall.jar, /OHI/vohi/utils/0ZG_GIF.jar, \
/OHI/vohi/utils/0ZG_GIF_CUSTOM.jar
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3. CONFIGURATION ORACLE FUSION MIDDLEWARE
SOFTWARE FOR OHI BACK OFFICE

This chapter describes the configuration of the Oracle Forms and Reports components of the
Oracle Fusion Middleware (OFM) product “Oracle Forms and Reports Services” (FRS) for the
OHI Back Office application. .

3.1. INSTALLATION AND INITIAL CONFIGURATION OF
REQUIRED SOFTWARE

This installation has been verified on a Linux platform. Other platforms are currently not
certified nor supported.

3.1.1. Acquire the Software

Make sure you download the correct software for your platform. As only the 64 bit platform is
supported download the following components:

1. Oracle WebLogic Server "Fusion Middleware 12¢ Infrastructure (12.2.1.4.0) for All
Platforms This is available as download on Oracle Software Delivery Cloud.

2. Oracle Fusion Middleware 12¢ (12.2.1.4.0) Forms and Reports for Linux x86-64, also
available from the Oracle Software Delivery Cloud. We will refer to this product as FRS.

Optional: Oracle WebLogic Server 12.2.1.4 Generic Installer for Oracle WebLogic Server and
Oracle Coherence. This is available as download on
https://www.oracle.com/middleware/technologies/weblogic-server-installers-downloads.html

I=2" Attention:

Forms 12c¢ requires the FMW Infrastructure, which includes OPSS (Oracle Platform
Security Services) database objects. If you plan to install OHI Service Layer Web
Services (SVL) or OHI HTTP Service Layer (HSL), you may want to use the Oracle
WebLogic Server 12.2.1.4 Generic Installer to install those products in a different home
potentially on a different application server.

A 64bit JDK must be available. Please make sure you use a certified JDK version. Check for
certified versions on support.oracle.com. Oracle Forms and Reports 12¢ (12.2.1.4) is certified
with JDK 1.8.0 211+

Several patches are required on top of these basic software installations. An initial list can be
found in document cdo15255.txt that is delivered in release 10.20.3.0.0. Be aware that
additional patches may be identified. Please consult the OHI certification information on My
Oracle Support (MOS) for this.

3.1.2. Install Oracle WebLogic Server

OHI Back Office uses only the Forms Services of the Oracle FMW product stack.
For the 12¢ ‘Application Server’ you need to install the Oracle WebLogic Server (WLS) first.
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The WLS installation creates a Middleware home directory structure. After you have installed
WLS you can install FRS.

Fusion Middleware 12¢ does not have a “Forms & Reports Stand-alone” installer, as once
existed with older versions. FRS 12c¢ requires a WLS installation of the type “FMW
Infrastructure”. FRS itself is dependent on some components within this FMW Infrastructure
which itself require (and are dependent on) Oracle Platform Security Services (OPSS). OPSS in
turn requires certain database schemas to be available for Security data and for auditing. These
schemas are installed in an available database by running the Repository Creation utility (RCU)
for each WLS/FMW Forms domain.

The result is a FMW installation (more precisely, a WebLogic Domain) that is linked to c.q.
depends on database contents. If we install the OPSS and Audit schemas in the OHI BO
database (the same PDB), that will impact the way OHI Back Office environments can be
cloned. We can no longer simply copy (plugout and plugin) an OHI BO database from one
environment to another environment, if the FMW Domain is different. The FMW Managed
Server (typically named WLS FORMS) will not start if the corresponding OPSS and Audit
schemas are not available using the original JDBC connectors that are part of the target FMW
installation.

Several alternatives exist, to prevent or work around this dependency:

o Install the OPSS and Audit schemas in a separate PDB in the same CDB as the OHI BO
PDB. Do not clone the OPSS PDB. Starting with database version 19c, this can be done
without a multi-tenancy license, as long as you do not put more than 3 PDBs in one
CDB.

e Install the OPSS and Audit schemas in a separate database (separate CDB+PDB). Do
not clone the OPSS database. This requires some more server memory and management
effort.

e Adapt the clone procedure: execute extra activities to link the target FMW Domain to
the cloned OHI BO PDB to.

e Rerun the config.sh, connect to new DB, get the RCU configuration, modify
passwords, etc.

From an OHI perspective we strongly advise to use a separate database (PDB) for creating the
OPSS schemas as these schemas belong to a WLS Forms configuration and not to a specific
OHI environment. You may choose a single or a few databases (PDBs in one or more CDBs,
depending on the required high availability for different Domains) to contain several sets of
OPSS schemas, with different prefixes per set, for all WLS Forms configurations. The database
version of this database may differ from the OHI database version and should be certified as
‘Target Database for RCU’ for FMW Infrastructure.

For all documentation describing the Oracle Fusion Middleware environment, concepts,
installation requirements, installation process, etc. please see:

D Oracle Online Documentation Library Middleware 12¢ Release 2
(12.2.1.4): WebLogic Server available online at
https://docs.oracle.com/en/middleware/fusion-middleware/weblogic-
server/12.2.1.4/index.html

D Oracle Online Documentation Library Middleware 12¢ Release 2
(12.2.1.4): Oracle Forms and Reports, available online at

https://docs.oracle.com/en/middleware/developer-tools/forms/12.2.1.4/index.html
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D Oracle Fusion Middleware System Requirements and Specifications 12c¢
(12.2.1.4.0) (document E95158-07):

https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/

D Install, Patch and Upgrade Oracle Fusion Middleware 12c:
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/install-patch-
tasks.html
https://docs.oracle.com/en/middleware/fusion-
middleware/12.2.1.4/infup/upgrading-oracle-fmw-infrastructure-previous-12¢-
release.html

D Upgrade Oracle Forms 12c: https://docs.oracle.com/en/middleware/developer-
tools/forms/12.2.1.4/install-fnr/upgrading-oracle-forms. html#GUID-3651FC75-
1717-4F2F-A95F-D8D5E7B477B4

IS Attention:

This manual does not describe an upgrade. Use the installation instructions as provided
with the OHI release that first certifies the upgrade version.

The upgrade from Oracle Forms and Reports 12.2.1.3 to 12.2.1.4 is an “out of place”
upgrade. It requires a full software installation in a new Oracle Home c.q. Middleware
Home. It is possible to upgrade your existing Domains (in place) or a copy of those
Domains (out of place), though. The OPSS schema in the FWM Repository (RCU) of the
existing Domains can only be upgrade “in place”. For more details see the documentation
“Install, Patch and Upgrade Oracle Fusion Middleware 12¢”. The link “Upgrade Oracle
Forms 12c¢ “ provided above has an interesting Zero Downtime upgrade for multi-node
Forms clusters.

We will use variable $Mw_HOME to refer to the top level Middleware home. We will use the name
frs12214 (Fusion Middleware 12¢ 12.2.1.4.0 for Forms and Reports 12.2.1.4.0). So
$MW_HOME could be /u01/app/oracle/product/frsl12214.

This top level folder in the directory structure contains a subfolder wlserver for the WebLogic
Server (WLS) software.

This means the Middleware home is also the Oracle Home for the Forms installation.

A FMW home will always contain one WLS home in the subdirectory wlserver, which will
be identified with variable $wL_HOME (resulting in
/u0l/app/oracle/product/frsl2214/wlserver).

Both environment variables $MW_HOME and $WL_HOME are set automatically when the WLS
environment scripts are run (called by setWLSEnv . sh as present in $WL,_ HOME/server/bin).

To start the installation, check you are running a certified Java JDK (not a JRE):
java -version
and then execute this command, using the oracle account:

java -jar fmw 12.2.1.4.0 infrastructure.jar
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= Attention:
It is assumed the java bin directory is present in your PATH, otherwise prefix
the executable name with the relevant path, like for example:

/usr/java/jdkl.8.0 211/bin/java —jar
fmw 12.2.1.4.0 infrastructure.jar

This is typically needed when you have configured an existing older JDK for a
previous FMW installation as the default.

= Attention:
Before you start the installer, make sure the following environment variables are
not set:

e ORACLE HOME
e LD LIBRARY PATH
Remove any other ORACLE _HOME directories from the PATH variable

When you have started the installer please follow the instructions below. If this is the first
installation on the machine you will be asked to specify an inventory location.

e Installation Location: Specify a new location for the Fusion Middleware home, e.g.
/ull/app/oracle/product/frsl2214

o Installation Type: Fusion Middleware Infrastructure (no examples)

e Proceed with the prerequisite checks and finish the software install

3.1.3. Install Oracle Forms and Reports Services

After installation of the Fusion MiddleWare Infrastructure software the FRS product must be
installed.

For exact versions of the required Oracle application software and patch sets, see:

D Certfication tab on My Oracle Support for product Oracle Health
Insurance Back Office

Within the FMW home the FMW product FRS will be installed, with its own subdirectories in
this same home folder. You must specify the same Oracle Home as where the FMW
Infrastructure installation was installed.

Summary of the installation steps for FRS:
e Set your environment:
. /u0l/app/oracle/product/frsl2214/wlserver/server/bin/setWLSEnv.sh
e Check and when necessary adapt your environment variables:
ORACLE_HOME (empty)
ORACLE_BASE (e.g. /u0l/app/oracle/product)
JAVA HOME (set to directory of a certified Java 1.8 JDK)

e Unzip the downloaded distribution file. Locate file fmw 12.2.1.4.0 fr linux64.bin and cd
to that directory.
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e Start the installer with the command:
/fmw 12.2.1.4.0 fr linux64.bin

e Decide what to do regarding Auto Update

e Select the FMW Home that was created during the installation of Weblogic Server and

specify the same folder for the Forms and Reports product, e.g.
/u0l/app/oracle/product/frsl2214

e Installation Type: Forms and Reports Deployment
e Proceed with the installation steps (and implement failing prerequisites if needed) until the

installation is finished.

After this you need to install the patches as indicated in the Certification Form.

Run the Repository Creation Utility

Before you can create a Forms Domain, you must run the Repository Creation Utility (RCU) to
create database schemas and objects for Oracle Platform Security Services (OPSS) and
Auditing.

This is a mandatory step, even if you are not using Single Sign-On or OWSM. The Forms
installation does not directly use these schemas, but the WebLogic Admin Server and the
Managed Server WLS FORMS will not start if these objects are not present.

For requirements for the database where the RCU creates the schema definitions you can use the
link below:

https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-requirements-and-
specifications.html#GUID-ASBAA99B-E383-4063-9EF7-BA963CF472A1

Summary of the installation steps when running the RCU:

e Set your environment:
. /u0l/app/oracle/product/frsl2214/wlserver/server/bin/setWLSEnv.sh
e Just to be sure set your NLS LENGTH_SEMANTICS to BYTE:
export NLS LENGTH_SEMANTICS=BYTE
e  Start the installer:
$WL_HOME/ . ./oracle common/bin/rcu
e Select “Create Repository” and “System Load and Product Load”.
o Enter the Database Connection Details (typically connect as a regular DBA, i.e. SYSTEM)

e Select “Create new prefix” and enter for example “SRV1FRS1” (or a more meaningful
prefix, maximum length is 12 characters, see the remark below) or “FRSD2” to identify the
domain name chosen later in this documentation (underscores are not allowed). Next select
the following Components:

o "Common Infrastructure Services" (mandatory)
o “WebLogic Services” (mandatory)

o “Oracle Platform Security Services” (this will add 3 others: Audit Services, Audit
Services Append, Audit Services Viewer)

IS%" Attention:

One Forms Domain can service many different OHI environment, so do not include any
indication of the OHI environment in the prefix. Consider using a prefix that easily
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identifies this specific domain in this specific Forms installation on this specific application
server. That way, you can create several OPSS schema sets in one (central?) PDB.

e Enter password(s) for schemas.

e Map Tablespaces:
You may want to store the objects of the different schemas in the same tablespace. You may
want to specify a different name for a specific tablespace or for the dedicated Temp
Tablespace.
Optionally, first create a different tablespace using the button "Manage Tablespaces". Then
change the "Default Tablespace" and “Temp Tablespace” for the different "Schema
Owners".

e Proceed with creating the schemas (this should not take more than one to two minutes).
As a result the selected database will contain the specified schemas.

IS%" Attention:

You may want to change the new account. By default, the passwords will expire after
several months. After the passwords have expired, you will not be able to start the
WebLogic Servers. So either mark your calendar to change the passwords in time, or
change the accounts so the passwords never expire.

3.1.4. Configure Forms and Reports domain

When the installation of the repository objects is finished the creation of an Oracle Forms and
Reports Domain can start. Only Forms Services will be configured. The resulting WLS Domain
will contain the artifacts below. Before starting the configuration please take notice of the
attention points below:

e the java components

e the Admin Server

e the Managed Server(s) (JVM’s) for running the Forms Service,
o the system components such as the Oracle HTTP server (OHS).

IS%" Attention:

In case you were familiar with older Forms versions, the concept of an “Oracle Instance”
for Forms does not exist in FMW 12¢, instead a “Forms Instance” folder structure is created
within the Forms domain folder.

IS%" Attention:

When you have experience with older Forms versions, it is good to know OPMN no longer
exists in FMW 12c. Instead, the Node Manager is used to manage ‘system components’.

0S¥ Attention:
You have a choice for the Node Manager:
e Use one Node Manager for each Domain (the default choice in WLS 12¢)
e Use the same Node Manager for multiple (or all) Domains on the same server

In the step “Advanced Configuration”, check, “Node Manager” to specify an existing Node
Manager of the same Weblogic version.

I=2" Attention:
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To avoid port conflicts with other components/servers in any other FMW installations on
the same server make sure you know the ports used by your current configuration and
design a practical port assignment configuration. You can enter these ports when running
the configuration Wizard.

e In the step “Advanced Configuration” below, check “Admin Server”, “Node Manager”,
“Topology” and “System Components”. This will give you the opportunity to enter port
numbers for all relevant components.

= Attention:

If you will run on a standalone application server machine and the environment is only
used by a small user community (typically a custom development or test environment)
you can remove the cluster during the Wizard step “Coherence Clusters”. That step only
becomes available if you check “Managed Servers, Clusters and Coherence” in the step
“Advanced Configuration”. For production environments and environments used for
testing the production situation always select the clustered option because this offers
more flexibility and ease of use when more than one Managed Server is needed: the
cluster can easily be extended when the Forms ‘application’ is deployed on the cluster
instead of a specific Managed Server.

Before starting the FRS configuration make sure you implement the necessary settings in your
environment:

e 0zg init.env:
an entry for OZG_ORATAB_FRS12214 should be present which looks like the settings in
the template file in the $02G BASE/conf/generic folder. Most important is that the
additional settings for this environment are set like DOMAIN NAME, DOMAIN HOME
and FORMS_ INSTANCE. Choose a useful domain name which corresponds with the prefix
for the OPSS schemas created earlier by running RCU.

e The file oratab (referred to by variable SORATAB) must contain an entry for the identifier
identified by OZG_ORATAB_FRS12214 and for OZG_ORATAB_WLS12214 (see the
template file or their definitions earlier in this manual).

When these settings are present in 0zg_init.env and oratab please switch to the FRS
environment settings through:

. 0zg init.env $OZG_ORATAB FRS12214
SORACLE HOME/oracle common/common/bin/config.sh

When you run the configuration tool please take note of the following remarks
e Create Domain: choose to create a new domain:

e Domain Location:
The default location is $MW_HOME /user projects/domains/base domain, where
base_domain will be both the location (subdirectory) and the name of the domain. You
may want to choose a location outside the directory of the Middleware home.

= Attention:

The template script ozg_init.env assumes the domain is located in the Middleware home
directory when you do not change DOMAIN HOME. Make sure the value of
DOMAIN NAME and DOMAIN HOME match the value you choose here.

Instead of the default value base domain we will use domain name frs_d2 (frs_d2
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for Forms and Reports Services domain 2 for release 12cR2) and refer to this name in
later documentation steps.

Product Templates: Choose option 2 and 3 from the list below, as the first option is
required and the rest is selected when you select Oracle Forms:

1. Basic Weblogic Server Domain [wlserver]

2. Oracle Forms [forms]

3. Oracle HTTP Server (Collocated) [ohs]

4. Oracle Enterprise Manager [em] (automatically added)

5. Oracle JRF [oracle common] (automatically added)

6. Weblogic Coherence cluster Extension [wlserver] (automatically added)
Application Location:

e The default subdirectory name is derived from earlier input. You may want to choose a
location outside the directory of the Middleware home, in a separate applications folder.

Administrator Account:

e Specify a username/password combination for the domain to be created to manage it
later through the console with this username/password combination.

Domain Mode and JDK:

e Domain Mode: ‘Production’

e JDK: check this is a 1.8 JDK that conforms to the minum requirement
Database configuration type:

e AutoConfiguration Options: RCU Data

e Vendor: Oracle

e Driver = Oracle's Driver (Thin) for Service connections

e Enter the details to connect to your RCU database

e Schema Owner = <earlier chosen prefix> STB (e.g. FRS_D2 STB)
e Button "Get RCU configuration”

Component Datasources:

e Check the values for the Schemas and if needed enter the passwords you have given
during the RCU step. They will be used in the next step to test the datasource
connections.

Advanced Configuration:

®  You can choose to manually add Managed Server(s) and the cluster later, from the
Administration Console, or have them created by this Wizard.
Here, we describe the second option, running the Wizard.

e To specify a specifc port, a different name or enable SSL for the Admin Server, check
the option “Administration Server”.

e To specify a user name and password for the new Node Manager or for an existing
Node Manager, check the option “Node Manager”.

e To specify Managed Server(s) names, ports and SSL, specify the cluster name and port
or specifyCoherence details, check the option “Topology”.
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e  Check the option “System Components” to add an Oracle HTTP Server (OHS). This is
required for OHI Back Office, to facilitate for example downloading files.

e  Check the option “Deployments and Services” to define machines (including port
number used by the Node Manager) and target deployments.

Depending on the selection in the steps above, several other steps will be enabled.

Administration Server:

e  Check the default name and modify if needed

e Check the default port and modify if needed

Node Manager:

e Specify the type of the Node Manager and the credentials

Managed Servers:

e  Check the default name WLS_FORMS and modify if needed

e Check the default port and modify if needed

e Add more Forms Servers if needed, giving each a unique and free port number
Clusters:

e  Check the default name of the Weblogic Cluster and modify if needed
e Enter HTTP Frontend details, if applicable for your architecture

Skip Server Templates and Dynamic Servers unless you do want to use this
Assign Servers to Clusters:

e Move your Forms Managed Server(s0 to the right to include them in the cluster, if
applicable

Coherence Clusters:

e This cannot be removed

e Make sure the name is unique
Machines:

e Make sure you use the tab “Unix Machine” for Unix/Linux servers (remove ‘regular’
machines in the Machine tab if presenty) and create a new Unix machine if not present
and enable it. The “Name” does not have to match the host name

e Choose the port nr for the machine as this will be the port number for the Node
Manager

Assign Servers to Machines:
e Move the server(s) to the correct Machine(s)

Move on with ‘Next’ through Virtual Targets and Partitions (use them if appropriate) until
System Components is active (it will become visible if it was not yet shown)

System Components:

e Unless you have a custom architecture (e.g. with Frontend Host Capture), add a System
Component with Component Type = OHS and as name for example “ohs1”.
To be able to do this it was required that you selected “Oracle HTTP Server
(Collocated) - 12.2.1 [ohs]” in the step “Templates” and “System Components” in the
step “Advanced Configuration”.
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e When you choose ‘Next’ an extra configuration option OHS Server will appear
e OHS Server:

o Enter the details of the Admin Host, where the Node Manager runs. The Admin Port
number is not the port where the Node Manager listens (default 5556) but must be a
new, unique, port.

e The Listen Address, the Listen Port and the SSL Listen port specify the address the
users will use to access OHI Back Office:

e Assign System Components:

e Move the system components to the correct Machine
e Skip Deployments Targeting & Services Targeting unless you want to use this.
e Configuration Summary

e Proceed with ‘Create’ to create the complete domain structure

When you apply the configuration it usually takes some minutes to execute all the steps.

Make sure you save the configuration results as reported in the configuration report, especially
the URL of the Admin Server Console (../console) which can be used to derive the EM Console
(../em).

Before doing any further specific environment configuration, you should check the domain
installation you just created, by starting the components:

IS%" Attention:

Variable ORACLE HOME is not set by the scripts supplied with Weblogic. The Weblogic
scripts use WL HOME and MW_HOME. Only ozg_init.env will set ORACLE HOME to the
same value as MW_HOME.

IS Attention:

Environment variable DOMAIN HOME is set by the script
$MW HOME/user projects/domains/frs d2/bin/setDomainEnv.sh and points to
SMW_HOME/user projects/domains/frs d2

IS%" Attention:

Repeatedly executing SDOMAIN HOME/bin/setDomainEnv.sh will keep on expanding
EXTRA JAVA PROPERTIES with repeated values. You may want to unset
EXTRA_JAVA PROPERTIES before calling SDOMAIN HOME/bin/setDomainEnv.sh

e Set the Weblogic environment:
$WL_HOME/server/bin/setWLSEnv.sh
Where WL HOME, if defined, is e.g. /u01/app/oracle/product/frsl12214
e Start the Node Manager:

. SMW HOME/user projects/domains/frs d2/bin/startNodeManager.sh
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e Start the Admin Server:
SMW_HOME/user projects/domains/frs d2/startWebLogic.sh

This will ask for the weblogic password.

e Connect to the Admin Server console at:
http://<server>:<port>/console

Where <port> is the port of the Admin Server, e.g. 7001.
e  Start the Managed Server WLS FORMS.
e Test access without OHS to the WLS FORMS Managed Server:

http://<server>:<port>/forms/frmservlet

Where <port> is the port of WLS FORMS, e.g. 9001
0S¥ Attention:

We have not configured OHS for Forms yet, so the Forms Managed Server is not yet
accessible over OHS.

IS Attention:

The defaultconfiguration will only start Java if the browser has the JRE plugin, so only Internet
Explorer will show the default Forms window. Other browser will display an empty page, but
the page source should show you parameters for a “Forms applet definition”.

If you encounter issues in the steps above, solve those first. If you can access the console and
the Forms Server, shutdown all the components:

e Use the Admin Console to shutdown the Forms Managed Server.
e Use the Admin Console to shutdown the Admin Server
e Stop the Node Manager:

e S$DOMAIN HOME/bin/stopNodeManager.sh

= Attention:

Weblogic now supplies stop scripts for the Node Manager. There is no longer a need to kill the
Node Manager process. Starting and stopping will be discussed in more detail later.

3.2. CONFIGURE ORACLE HTTP SERVER

In a standard FRS installation, an Oracle HTTP Server (OHS) is installed and configured.

The following settings must be modified in the configuration file for OHI Back Office to work
correctly. Restart the HTTP Server after implementing these changes.

This assumes you named the Oracle HTTP Server “ohs1”.

3.2.1. Prepare script startup

To start the HTTP Server from the command line, issue the following command and type the
node manager password when prompted.
First time:

$SDOMAIN HOME/bin/startComponent.sh ohsl storeUserConfig
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Subsequent stop and start calls can be made without the extra parameter and without specifying
any node manager password.

e Start HTTP Server:
$SDOMAIN HOME/bin/startComponent.sh ohsl

e Stop HTTP Server.
$SDOMAIN HOME/bin/stopComponent.sh ohsl

The HTTP Server must be started once, for the directories associated with "ohs1" instance to be
created.

3.2.2. Register the forms URL

The web tier is not configured by default, so you will need to do the following.

Copy and edit the forms.conf config file supplied by OHI to the "moduleconf™ directory under
the "ohs1" instance:

cp S$MW _HOME/forms/templates/config/forms.conf
SDOMAIN HOME/config/fmwconfig/components/OHS/instances/ohsl/moduleconf/

vi
$DOMAIN HOME/config/fmwconfig/components/OHS/instances/ohsl/moduleconf/forms.c

onf

Activate the section for the cluster and change the host and port to match the WLS FORMS
properties. If you created more than one Managed Server for Forms, register all of them.

<Location /forms>
SetHandler weblogic-handler
WebLogicCluster hostl:portl<<,host2:port2>><<,host3:port3>>
DynamicServerList OFF

</Location>

= Attention:

After this initial setup, you can use the Oracle Fusion Middleware Control
(<hostname>:<AdminServer port>/em) to make further changes to *.conf files
presenthlﬂﬂder$DOMAIN_HOME/config/fmwconfig/components/OHS/instances/ohsl

Unfortunately this does not work for forms.conf which is located in subfolder moduleconf
and which is included dynamically.

You can access these *.conf files using the following path:
Target Navigation (Tree icon on the left) -> “HTTP Server” -> ohsl.

From the dropdown “Oracle HTTP server”, choose “Administration” > “Advanced
Configuration”.

On the Advanced Server Configuration page, choose a conf file in the “Choose a File” pull
down Menu and press the button “Go”.

3.2.3. Register Virtual Directories

In the same configuration file
$DOMAIN HOME/config/fmwconfig/components/OHS/instances/ohsl/moduleconf/forms.c
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onf, the Virtual Directory Mapping /on1/ has to be implemented to support the physical
mapping to directory $0zG_ROOT.

This Virtual Directory Mapping can subsequently be used in formsweb.cfg for files that need to
be downloaded by the user browser, e.g. the 0z6_c1F.jar file which contains the icons for the
button bar in top of the OHI Back Office user interface screens.

Sample setting:
Alias /OHI/ "/u0l/app/oracle/product/OHI/"

3.2.4. Allow acess to the Release Documentation

To allow users to view the release documentation (via screen “Raadplegen release informatie”
/’Consult release information”), the following settings have to be added in forms . conf.

Adapt the location for your installation.

# OHI BO: for Release documentation

Options Indexes MultiViews
AllowOverride None
Require all granted

</Directory>

This code allows access to the /doc directory of OHI (patch) releases (always in format
19.99.9.9.9999) so the documentation can be viewed in a browser.
0S¥ Attention:

forms.conf is the file you created in the previous step. It is located in the
$SDOMAIN HOME/config/fmwconfig/components/OHS/instances/ohsl/moduleconf
folder.

Because of this complex path, we advise creating a symbolic link to it in SOZG_ADMIN,
after that directory has been created, described later in this document.

3.2.5. Allow acess to application components

= Attention:

Because OHS is based on Apache 2.4 in FMW 12c, (instead of 2.2 in FMW 11g) the syntax
of commands in httpd.conf and forms.conf has changed. The security has also been
tightened. All files that need to be downloadable need to have their directory registered with
explicit permissions.

= Attention:

These entries are needed for each OHI BackOffice environment if you use explicit
environment names. When you use a wildcard for the environment name (replace /vohi/ by
/*/ in the syntax below) you enable this once for multiple environments.

To allow users to download essential parts of the application the following settings must be
added in forms . conf. Adapt the location for your installation.

# OHI BO: for online help
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<Directory "/u0Ol/app/oracle/product/OHI/vohi/help/">
Options Indexes MultiViews
AllowOverride None
Require all granted

</Directory>

# OHI BO: for batch scheduler log files

<Directory "/u0Ol/app/oracle/product/OHI/vohi/log/">
Options Indexes MultiViews
AllowOverride None
Require all granted

</Directory>

# OHI BO: for batch scheduler output

<Directory "/u0l/app/oracle/product/OHI/vohi/out/">
Options Indexes MultiViews
AllowOverride None
Require all granted

</Directory>

# OHI BO: for JNLP and icon file

<Directory "/uOl/app/oracle/product/OHI/vohi/utils/">
Options Indexes MultiViews
AllowOverride None
Require all granted

</Directory>

In order to have a better readability of .log and .out files in Internet Explorer it is also wise to
add lines like these in forms.conf.

# for better readability of text files in Internet Explorer
<IfModule mime module>

AddType text/plain .out

AddType text/plain .log
</IfModule>

3.3. CONFIGURE FORMS SERVER

This paragraph describes how to configure your Forms Server environment.

You may want to have a running WLS FORMS Managed Server so you can quickly test your
changes. WLS FORMS does not require a restart for those changes to take effect.

3.3.1. Configure general settings in formsweb.cfg

Configuration file formsweb.cfg in folder
SDOMAIN HOME/config/fmwconfig/servers/WLS FORMS/applications/formsapp
12.2.1/config now has to be configured for the environment-specific settings.
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This file can be edited manually but it is also possible to change this using Oracle Enterprise
Manager Fusion Middleware Control. The URL <hostname>:<AdminServer port>/em
can be used to start this console.

An example of the page where the configuration parameters can be changed is shown below.
The WLS_FORMS server needs to be running.

You can access the page using the following steps: Target Navigation (Tree icon) -> Forms ->
forms1. From the dropdown “Forms”, choose “Web Configuration”.
/ Web Configuration: form... x _4}-‘

& localhost: 7001 /em/faces/ai/forms/formsWebCf

t=%2FDomain_frs12_domain%2Ffrs12_domain%2Fforms1

[ Most Visitedv [®]Enterprise Linux [&] Linux Technology C... [®)Oracle University [ Feature: Faster Linu... [

/0SS from Oracle % ULN: Login | }
ORACLE Enterprise Manager Fusion Middleware Control 12¢

— 4+ torms1 @
@) Forms «

Home >
R LN

WOHI_EN-LIS Contains American seftings.
WOHI_ML-NL
Contains Dutch settings.

archive=irmalljar OZG_GIF jar
archive=frmalljar OHI/admin/OZG_GIF jar

webutil_standaloneapp

webutil_webstart

VOHI_PT-BR Contains Brazilian Portuguese settings.

Section:VOHI_NL-NL

Show

4« Add ) Delete = Override
View w
Defaults Name Value Comments

5 form OZGSTART fmx Forms runtime argument: which form module to run

5 userid Farms runtime argument: database connection details
LD width 100% Forms applet parameter

height 100% Forms applet parameter

System parameter: file setting environment variables for the Forms runtime processes
0 envFile /u0/app/oracle/product'OHl/vohi'utils/ol

Pain Gatanind B

The <default> configuration will be inherited by all other configurations, so generic changes
can be added over there. Specific configurations with different settings can be created to support
different environment settings, for example to run with different colors, a different page title or
other different characteristics as described later.

The settings themselves are logically grouped together. The group name used in the screen will
be used to help in finding where to specify the setting.

0=2" Attention 1:

When upgrading an existing OHI Back Office environment, do not copy the existing
formsweb.cfg from your old environment. Always use the file formsweb.cfg as delivered
with the FRS installation as a starting point and merge your changes from the existing old
environment into it, either by editing the file on the Operating System or by using the
console.

0S¥ Attention 2:
You need to remove the parameter serverArgs from the <default> configuration (or
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comment it out directly in the file). If you forget this specific startup actions will not work
and Java Web Start will not load the icons for the button bar.

The table below shows the parameters which require a setting for the use of OHI Back Office.
These can best be specified in the default configuration because they are usually identical for
each OHI BO environment. You can always override them for configurations that need a
different setting. Be sure you adapt file paths and names to your actual server setup!

The column “Group” is only relevant when using the console.

Parameter
name

Group

Value

Comment

Form Basic | OZGSTART. fmx First window to open when forms application is
started (fixed value).
term advan | /u0l/app/oracle/prod | This defines which keyboard mapping file to use.
ced uct/OHI/vohi/utils/o [ In the example it is defined as ohirf34w nl-

hirf34w _nl-NL.res

NL.res (delivered as default configuration
resource file for Dutch key descriptions).

Use a definition file for the language you like
to use.

OHI delivers some example mapping files in
$0ZG_BASE/conf/Back-Office which you
should copy manually to your
$0ZG_BASE/utils folder and possibly adapt
when needed. These standard files may be
updated when you install a new OHI release.

When you want to use different mappings for
different environments please use the “term”
setting as documented in the next paragraph.

The following parameters apply to the Java Plugin (JPI) for the browser that runs the applet
which is used for displaying the user interface. It is possible to use static or dynamic versioning.
Static versioning mandates an exact version of the JPI to be installed on the workstation,
whereas dynamic versioning just states a minimum version and every higher version will also

do.

= Attention:

Different browsers react differently to these settings. The ever stricter security for Java Plugins
also requires different settings for different JPI versions. The settings below work for Internet
Explorer with JPI 1.8.92.

Dynamic versioning means value clsid:8AD9C840-044E-11D1-B3E9-00805F499D93 for
“jpi_classid” while static versioning uses clsid: CAFEEFAC-<major version>-<minor version>-
<patch version>-ABCDEFFEDCBA as format.

The “jpi_codebase” value should be a URL to a file to download the required version, but it is
no more than a placeholder.

We advise to set these values also in the default environment.

Parameter name

Group

Value

Comment
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Parameter name Group Value Comment
jpi classid Plugin | c¢lsid:CAFEEFAC-0018-0000-0092- The ClassID of the Sun JVM
ABCDEFFEDCBA to use (Internet Explorer
specific). Static
versioning is used.
jpi codebase Plugin | jpi codebase=http://example.com/somewhere | Specifies a download
/jre-8ul2l-windows- location if desired.
i586.exe#Version=1,8,0,121
jpi_download pag Plugin | jpi_download page= Download location of the
e http://www.oracle.com/technetwork/java/ja | latest JRE installer
vase/downloads

Attention: If a newer version of the Java Plugin is to be used, then the
relevant JPI tags in file formsweb.cfg have to be changed.

The following parameters are optional. Values are given but are not required. Normally these
settings are applied to the default configuration, but you can implement these differently for
each (OHI BO) environment. This is typically done by implementing different sections within

the forms web configuration (formsweb . cfg), which is done in the next paragraph.

Parameter name

splashScreen

Group

Applet

no

Value Comment

Specifies the .GIF file that should appear
before the applet appears. Set to NO for no
splash. Leave empty to use the default
splash

image.

logo

Applet

no

Specifies the .GIF file that should appear
in the righthand corner of the

Forms menu bar. Set to NO for no logo.
empty to use the default Oracle logo.

Leave

background

Applet

no

Specifies the .GIF file that should appear
in the

background. Set to NO for no background.
Leave empty to use the default background.

separatefFrame

Applet

false

If set to false the applet will appear
within the browser window. If set to true
the applet will appear as separate MDI
window.

width

Applet

100%

Default width of the plugin. A percentage
value uses all available browser space.
Values above 100% will activate a scrollbar.
Omitting the percentage sign means a size in
pixels.

height

Applet

Default height of the plugin. Values above
100% will activate a scrollbar.

dontTruncateTabs

False

Specify true if you do want tab names to be
written in full (meaning less tabs are
visible when there are many)

clientDPI

<unlisted>

100

100 enforces the standard size (compatible
with earlier releases). If not set the
screens are a little smaller than in older
releases which may result in prompts or
characters partially invisible, also in 12c.

colorScheme

Applet

sSwan

Teal, Titanium, Red, Khaki, Blue, Olive, or
Purple. New: BLAF, swan
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3.3.2. Configure Environment Specific Settings in formsweb.cfg

Customer and/or OHI BO environment-specific entries in formsweb.cfg have to be set up
depending on the actual situation.

Create a new section for each environment. This new section (commonly called a “named
configuration’), which inherits the settings from the default section, will be referred to in the
URL the user uses to start the application.

Overrule at least the following variables:
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Parameter name Group Value Comment
envFile basic /u0l/app/oracle/prod | Specifies the environment specific
uct/OHI/vohi/ohi_ser | file that contains environment
vlet wls VOHI NL- specific environment settings.
NL.env FORMS PATH and NLS LANG are
examples.
It is wise to store these files in
the SOZG BASE location.
formParams <unliste |p mdi window label=0 [ OHI specific variable which is
d> HIVM used in the title of the MDI
window (only visible if
separateFrame=true) .
Maximum length for the label is 10
characters.
pageTitle html OHI Test Environment The title for the browser page
which is used for this
environment.
term advanced | /u0l/app/oracle/product | Optional: When a specific keyboard
/OHI/vohi/utils/ohirf34 | mapping is needed per environment,
w_nl-NL.res specify this in the term
parameter. You can create language
specific keyboard mappings per
environment in this way.
workingDirect [ Advanced | /u0l/app/oracle/product | The directory should specify the
ory /OHI/vohi same folder as $0ZG BASE. This is
necessary for the online help and
for tracing purposes.
archive Plugin frmall.jar, Forms applet archive setting for other
/OHI/vohi/utils/0ZG _GIF | clients (fixed value). Uses the alias
.jar OHI in forms.conf
baseHTMLjpi Html /u0l/app/oracle/product | Location of OHI environment specific

/OHI/vohi/utils/OHI JPI
.htm

base HTML file for use with the Java
Plugin: OI JPI.htm.
Delivered in $0ZG BASE/utils.

When using the console, be sure to apply each separate change to prevent losing them when
switching to a new group of settings.

3.3.2.1. Java Plugin versus Java Web Start

As described in Chapter 1, the Fusion Middleware/Forms 12¢ release is used to introduce a new
way to start and run a Forms application on the Client Tier for OHI Back Office. Now two
options are supported:

Mode Browser Java component Remarks
Applet in browser (traditional) Required throughout session | JRE + JPI (java browser Not supported in all browsers; supported for
plugin) OHI

Java Web Start

Only for download of up-to-
date INLP file

JDK or JRE; no JPI (no
browser plugin)

All browsers; supports Single Sign-On, no
Single Sign-Off; supported for OHI

Both ways of running the user interface can easily be supported by using separate sections in
formsweb.cfg. The Java Web Start mode requires some extra configuration parameters in

formsweb.cfg:
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Java Web Start:
Parameter name Group Value Comment
basejnlp -- /u0l/app/oracle/product/OHI/vo | File as delivered with OHI
hi/utils/OHI WEBSTART.Jjnlp BO in $0ZG BASE/utils.
webstart enabled Enable Java Web Start
envVirtualFolder /OHI/vohi Maps the OHS virtual folder

for the environment.
This variable is only used
by OHI WEBSTART.jnlp.

The file OHI_ WEBSTART jnlp is delivered with OHI Back Office and is based on

$DOMAIN7HOME/config/fmwconfig/components/FORMS/instances/formsl/server/base.jn
1p. It references a file OHI EXTENSIONS.jnlp which is also delivered. Botf files are located in
$OZG_BASE/utils.

The OHI BackOffice user interface can now be started outside the browser through a link in the
browser with the URL that refers to the section in formsweb.cfg that contains the above
parameters, with webstart=enabled:

http://<server>:<port>/forms/frmservlet?config=<config name>

The look and feel is similar to the traditional Java Plugin mode, but the browser window can be
closed or re-used for other purposes after the application window displays.

You can even start the user interface outside the browser by the command below, embedded in a
command file or in a shortcut:

javaws http://<server>:<port>/forms/frmservlet?config=<config name>

This simply uses the javaws executable from the local Java Runtime Environment (JRE). The
shortcut expects javaws can be found in a folder specified in the PATH environment variable on
the Windows client.

3.3.2.2. Accessibility

To make OHI Back Office more accessible for the visually impaired, a parameter was
introduced in “Theme” M-3053 in 2012. When this parameter is set, the OHI session will no
longer skip the read-only fields during keyboard navigation. That way, a screen reader program
will make the user aware of the existence of those fields.

This parameter can be set in two different ways:
1. The user adds the parameter to the URL for the application:
http://<server>:<port>/forms/frmservlet?config=<config name>& p navigate all=Y
2. The user uses a separate configuration in the URL for the application:
http://<server>:<port>/forms/frmservlet?config=<config name2>

For both options, configuration is needed in the file formsweb.cfg

For option 1:
Add p_navigate all to "otherparams" setting in the default section:

otherparams=obr=%obr% record=%record% tracegroup=%tracegroup% log=%log% term=%term%
ssoProxyConnect=%ssoProxyConnect% p_navigate_all=%p_navigate_all%
Of course, this setting can also be made for specific named configurations only, by copying the

original setting for otherparams from the default section to the named configuration sections you
want to modify and adding the p_navigate all=%p navigate all$ only there.
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For option 2:

Create a new named configuration <config name2> section by copying an existing section, and add the
following line in that section:

otherparams=obr=%obr% record=%record% tracegroup=%tracegroups log=%log$% term=%term%

ssoProxyConnect=%ssoProxyConnect% p navigate all=Y

3.3.3. Configure Environment variables in *.env files

= Attention:

When upgrading an existing OHI BackOffice environment, do not simply copy your
existing <environment>.env from your old environment. Always use the file default.env as
delivered with the FRS installation as a starting point and merge your changes from the
existing old environment into it, either by editing the file on the Operating System or by
using the console.

0S¥ Attention:
Environment variable ORACLE_INSTANCE is no longer used.

An environment file as indicated by the envFile setting defines at least the environment specific
values for the following environment variables:

0ZG_LOG=/u0l/app/oracle/product/OHI/vohi/log
0ZG_OUT=/u01/app/oracle/product/OHI/vohi/out

FORMS PATH=/u0l/app/oracle/product/OHI/vohi/bin
FORMS TRACE DIR=/u0l/app/oracle/product/OHI/vohi
# Specify which language, territory settings and
# character set to use

NLS_LZ—\NG:DUTCH_THE NETHERLANDS .WE8MSWIN1252

You need to create an *.env file for each environment c.q. envFile setting in formsweb.cfg.
Each environment file should be based on the default.env file which is delivered in folder:

$SDOMAIN HOME/config/fmwconfig/servers/WLS FORMS/applications/formsapp
12.2.1/config

In the example setting above, a file $0ZG_BASE/ozg_servlet wls vohi NL-NL.env is referenced.
That file contains settings for Dutch-speaking users.

From the settings in default.env you should normally comment out:
ORACLE_HOME

ORACLE INSTANCE

TNS ADMIN (should already be set in environment)
FORMS PATH (set it at the bottom of the file)

FORMS MODULE PATH set it at the bottom of the file)
PATH
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WEBUTIL CONFIG

The value of FORMS MODULE PATH should be set to SFORMS PATH to limit the search path for
Forms executables, or the line should be commented.. If FORMS MODULE PATH is set to
SFORMS PATH, place the line after the line with FORMS PATH.

The value of FORMS RESTRICT ENTER QUERY depends on the security level that is required
in your company. Setting it to FALSE allows end users to add SQL expressions to the filters in
Forms that are executed by the “Execute Query” action. This can facilitate SQL injection.

You can specify other environment settings in the .env file, like a different value for
NLS _LANG in case a multi-language environment is configured. For more information about
values for NLS_LANG please see the paragraph about setting up the NLS LANG variable.

3.3.3.1. Cancel long running queries

When you want to offer functionality to the Forms users to cancel long running queries, a set of
three environment variables can be used to influence this behavior:

FORMS_LOV_INITIAL=10000

FORMS_LOV_MINIMUM=1500

FORMS_LOV_WEIGHT=0

The first two variables are in milliseconds and the values as described are already present in the
ozg_ init.env template file provided. However, you might want to change this for a specific
environment by overruling them in that environments .env file.

The first parameter specifies how long a query should at least run before the cancel query

dialogue button appears. The second setting determines a minimum polling interval to check
whether the query already provided an answer.

The third parameter specifies how to prolong the time between the subsequent Cancel Query
pollings. FORMS LOV_WEIGHT has an effect in proportion to the average speed of a round
trip between the Java client and Forms server. Therefore, the slower the round trips are, the
longer a particular value of FORMS _LOV_WEIGHT will delay making another time-
consuming round trip to the Cancel Query window.

For much more detail about these and some other settings please read MOS document 138159.1.

3.3.4. Configure Registry.dat

Using Oracle Enterprise Manager Fusion Middleware Control it is possible to specify specific
aspects of the look and feel of the application. The page is started from the dropdown “Forms”,
option “Font and Icon Mapping”. The file is located at
$DOMAIN_HOME/config/fmwconfig/servers/WLS FORMS/applications/formsapp 12.2.1/co
nfig/oracle/forms/registry/Registry.dat

You can define whether an LOV button should appear at the right side of an item when a list of
values function is defined for this item.

See the picture below for such a button on the active second field:

Polisnummer [
Yerzekeringnemer |7|_
flerk: 1 TR -
Collectief cortract |
Tussenpersoon |—
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To do so, specify true for the app.ui.lovButtons setting.

Be aware that the users need to know about this setting because the look and feel slightly
changes. Also note that the button may temporarily cover part of a directly following field when
the cursor is in the field.

On the same page c.q. in the same file, the required field visual attribute should be set to
highlight required fields:

Please specify true for the app.ui.requiredFieldVaA setting.
Adapt the color setting, for example to: 255,242,203

The result in the file will be:

app.ui.lovButtons=true

app.uli.requiredFieldVA=true

# The background color is specified as an RGB triple.

app.ui.requiredFieldVABGColor=255,242,203

3.3.5. Using extra startup parameters

Suppose the section in formsweb.cfg is named VOHI NL-NL. These environment settings are
applied within Forms by using a URL like:

http://myhost.example.com:8890/forms/frmservliet?config=VOHI NL-NL

If you want to add additional startup parameters to pass to the startup form you can use the
parameters formParams, formParam1 and formParam?2.Note that formParams, formParam1 and
formParam?2 have been added in the serverArgs part of OHI _JPLhtm.

In this way you can specify a form and data context to start a specific form and query data in
that form. You need to specify both the form and the data by means of parameters
p_context form and p_context_keys.

A fictitious call could be like this one:

http://myhost.example.com:7777/forms/frmservlet?config=VOHI NL-
NL&formParaml=p context form=RELl1234F&formParam2=p context keys=bll co
de=AB;bll nr=99

Within OHI Back Office, the button ‘Module Info’ on the Info screen will show a list of
potential queryable fields. Block name and field name should be concatenated with an
underscore.

If you use these startup parameters to enter a condition for a field that is not a primary key, OHI
Back Office will show a warning that the specified condition can slow down the query. That
warning can be suppressed by adding the string ‘“*!** to the condition value.

A more realistic example is shown below, where the condition on block rel fieldn sofi nr
does not result in a warning because of the postfix added to the fictitious value 234234234:
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http://slc00tpo.us.oracle.com:8891/forms/frmservliet?config=VOHI NIL-
NL&formParaml=p context form=RELI1001F&formParam2=p context keys=rel n
sofi nr=234234234"!"

In the example above the field n_sofi_nr is no longer supported in the more recent OHI BO
releases, it merely serves as an example. You may use ‘keys=rel nr=234234234’ to test this
functionality with searching on the primary key field.

3.4. CONFIGURE SECURITY AND MANAGE
STARTUP/SHUTDOWN

For production environments some basic actions should be executed to ensure a minimum level
of robustness and security.

At least the communication with the Admin console should be encrypted and the startup and
shutdown should be automated. Automatic restart of servers in case of crashes is a requirement.

For this purpose, a template script is delivered to automate starting and stopping of WebLogic
Server and the additional Forms services components.

In principle you should use the node manager process to start WebLogic Server processes. This
should be configured in such a way that these servers will be automatically restarted in case of
failures of processes. The steps for accomplishing that are described below as guidance, but
there are other ways to do this.

The template script connects to the Admin Server to execute shutdown commands, because
there are experiences and known problems when stopping the servers via the Node Manager:
this may result in hangs of the shutdown actions.

3.4.1. Node Manager - Additional User Definition
We advise setting up an additional user for the Node Manager process. This is especially useful
for potential integration with Enterprise Manager. The user name is typically “nodemanager”.

Make sure you have a running Admin Server (use SDOMAIN HOME/bin/startWebLogic.sh
if needed). The port is the Admin Server port (default 7001, but it is probably different for your
environment).

If you did not create the additional user during the domain creation Wizard, these are the steps
to create one later:

ozg init.env $0ZG _ORATAB FRS12214

SMW_HOME/oracle common/common/bin/wlst.sh
connect ('weblogic', "<pw>"', 't3://<host>:<port>")

edit ()

startEdit ()

secConfig = cmo.getSecurityConfiguration ()
secConfig.setNodeManagerUsername ('nodemanager')
secConfig.setNodeManagerPassword ('<nodemanager pwd>")
save ()

activate ()

disconnect ()
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exit ()
Make a note of the username and password.

3.4.2. Node Manager - Change Properties File

In order to enable automatic restart of failed/failing Admin or Managed servers you should
enable crash recovery for the Node Manager.
This is done by setting the property ‘CrashRecoveryEnabled’ =true

in $DOMAIN HOME/nodemanager/nodemanager.properties (if you use the domain
based Node Manager).

To execute additional actions before starting WebLogic Servers or after stopping them, you can
overrule the default properties of

‘StartScriptEnabled’ and ‘StartScriptName’ and
‘StopScriptEnabled’ and ‘StopScriptName’

The default start script ‘startWebLogic.sh’ will implement the necessary domain
environment settings.

3.4.3. Secure Storing of Credentials

You should avoid specifying unencrypted usernames and passwords in start and stop scripts.
Instead, store the weblogic and nodemanager credentials in a set of secure files.

The commands below save the credentials for both user definitions in two files per user (a
credential file and an accompanying key file).

User weblogic:

Encrypted in file $02G_ADMIN/weblogic frs d2-WLSConfig.properties which can be
decrypted by WLST using the key file $02G_ADMIN/weblogic frs d2-
WLSKey.properties.

User nodemanager:

Encrypted in file $§OZG_ADMIN/nodemanager-WLSConfig.properties which can be decrypted
by WLST using the key file $OZG_ADMIN/nodemanager-WLSKey.properties.

= Attention:

If you are running multiple domains on the same server (possibly from another version of
WebLogic), be sure to choose different file names for the domains. Don’t overwrite the files
for the other Domain. Also make sure the files you specify do not exist, or you will get an
error message that is hard to interpret.

Run the commands below while you have an Admin Server process running. The port is the
Admin Server port (typically 7001).

. 0zg init.env $OZG_ORATAB FRS12214
S$MW_HOME/oracle common/common/bin/wlst.sh
1vOZGAdmin=os.environ.get ("OZG_ADMIN")

connect ('weblogic', "<pw>"', 't3://<host>:<port>")
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storeUserConfig(userConfigFile=1vOZGAdmin+t'/weblogic frs d2-
WLSConfig.properties',userKeyFile=1vOZGAdmin+t'/weblogic frs d2-
WLSKey.properties')

disconnect ()

exit ()

Run the commands below while you have a Node Manager process running (use
$DOMAIN HOME/bin/startNodeManager.sh for starting).

ozg init.env $0ZG _ORATAB FRS12214
$MW_HOME/oracle common/common/bin/wlst.sh
lvDomainHome=os.environ.get ("DOMAIN HOME")
lvDomainName=os.environ.get ("DOMAIN NAME")
1vOZGAdmin=os.environ.get ("OZG_ADMIN")

nmConnect ('nodemanager"', '<pw>"', '<host>"', "<port>', lvDomainName, l1vDomain
Home)

storeUserConfig (userConfigFile=1v0OZGAdmin+'/nodemanager-
WLSConfig.properties',userKeyFile=1vOZGAdmin+'/nodemanager—-
WLSKey.properties',nm="'true')

nmDisconnect ()

exit ()

To make sure the Node Manager can start the Admin Server you need to store the credentials of
the weblogic user once more: store them in the file
$SDOMAIN HOME/servers/AdminServer/security/boot.properties.

Please create this file and add two lines as shown:

username=weblogic
password=<Password>

The first time the Admin Server is started this file will be encrypted. As a result of this the
credentials of the weblogic user are stored in two locations. Be aware of that when you change
the password.

3.4.4. Server Lifecycles — Starting/Stopping Server Instances

OHI provides a template script ozg fmw12c2 main.sh (this can be found in the
$02G_BASE/conf folder) to start and stop the Fusion Middleware WebLogic Server Forms
services.

Before you can use this script, you need to adapt it: remove carriage returns at the end (make
sure to store it as Unix script), give execute permissions and adapt the first hard coded call to
0zg_init.env so it contains the correct file path for your system.

You can start the FMW WLS environment using:
$OZG_ADMIN/ozg fmw12c2_ main.sh start
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(& Attention: When you get errors during startup of the WLS_FORMS server
and the server log file reports authentication errors, please startup manually by
connecting to the AdminServer through WLST and issue the
start ('WLS_ FORMS')command. This will update the files in
$DOMAIN HOME/servers/<SERVER>/data/nodemanager directory.
These files may be outdated.

Stopping the FMW WLS environment is similar:
$OZG_ADMIN/ozg fmw12c2 main.sh stop

This script takes care of starting and stopping the following processes:

e WebLogic processes

e NodeManager
e AdminServer
e WLS FORMS (ManagedSserver)

e Oracle HTTP Server

If you use ozg_main.sh within a service definition or execute it in a boot script, you can have
ozg main.sh call the template scripts ozg oracle start.sh and

ozg oracle stop.sh. Those scripts can in turn call ozg fmwl2c2 main.sh. This way,
your environment can be started and stopped automatically.

Known limitations

When you stop and start the environment with the template script ozg_fmw12c2_main.sh, the
Admin Server may already be started, as indicated by message Error Starting server
AdminServer: weblogic.nodemanager.NMException: Server 'AdminServer'
has already been started).

This is caused by the way it has been stopped: during the stop the wlst session will be
disconnected and the script continues with stopping the NodeManager process. When this is
executed fast, the Admin Server cannot register the graceful shutdown with the NodeManager.
When the NodeManager is then restarted, it assumes the Admin Server has crashed and will
restart it, before the scriptstries to start it too.

After a server reboot without a graceful shutdown you will receive messages saying the Admin
Server and the Managed Server are already started. This is done again by the NodeManager,
which takes considerably longer to start in such situations.

Securing Console Communication

In order to protect your console access, consider securing the communication to the Admin
console, by only allowing communication over the https port, using either https (for interactive
access from the browser) or the t3s protocol (for WLST scripts like ozg fmwl2c2 main.sh).
This is described in the WebLogic Server documentation.

3.5. IMPROVING STARTUP TIME OF WEBLOGIC

You may experience intermittent delays when starting the WebLogic environment. This can be
caused by the Random Number Generation functionality which may block until sufficient
“noise” is generated (in fact an Entropy issue occurs). If your environment exhibits this
behavior you can test by multiple executions of the line below where random info is read from
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the random “generator”. If one or more of these calls experience delays you may change to
using /dev/urandom. There is a lot of discussion whether this is less secure or not so if you are
not sure do not change this in a sensitive environment (production?).

head -n 1 /dev/random > tmp.tmp

For more information about this topic please see MOS document 1574979.1.

3.6. ADDING MANAGED SERVERS TO ‘CLUSTER_FORMS’

If you have chosen a cluster setup during the configuration of the Forms services, you will have
a Weblogic cluster named “cluster_forms”.

In the EM console (http://<server>:<adminport>/em) this will show up like:

ORACLE Enterprise Manager Fusion Midd

Target Navigation

View w

4 F\pplicatinn Deployments
4 [ WebLogic Domain
4 T2 doman
&5 AdminServer
» Bl cluster_forms

Forms

P
@) forms1
HTTP Server

ohs1

|
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i G ariaging serer UMK [ frs12_domain (Oracle We! X \QESURaI R SEREr = N N T
<« C A | [1192.168.56.102:7001/em/face reblogic-webLogicDomainHome?type=weblogic_domain&target=%2FDomain_frs12_domain%2Ffrs12_domain
2 Apps (] Oracle [] OCSOS (O] Access (] Favorites (] OHI 3 TomTom Naar huis & Google Translate E Arval [ BPMEM [ CloudDemo [3 VirtualBox 12¢

ORACLE Enterprise Manager Fusion Middieware Control 12¢

== frs12_domain @
t=

{5 WebLogic Domain »

Administration Server

Name AdminServer

Host localhost

Listen Port 7001

Clusters

Servers
5 View v ] Create Delete Control v B
1 bown
Name Status  Cluster Machine State
AdminServer(admin 4 Running
Deployments WLS_FORMS * cluster_forms AdminServerMachine  Shutdown

1 vown »
1w
Domain Partitions

Domain Partitions )

Resource Group Templates

ORACLE Enterprise Manager Fusion Middleware Control 12¢

I=
I WebLogic Domain
Servers Clusters
1 - » View v Ml Create + Delete Control v % Scale Up/Down =4
1 Up Name Status Cluster Type Servers Cluster Messaging Mode
cluster_forms & Configured WLS_FORMS Unicast
Clusters

. 1Down

Deployments
1 Down »
1 up

Your user community may generate more load than one Managed Server can handle with the
default setup. The steps for tuning the Forms Listener servlet are similar to steps for tuning any
high throughput servlet application. You have to take into account resource management and
user needs for optimal tuning of your particular Forms Services configuration. For more
information, see Oracle Fusion Middleware Performance Guide.

If tuning does not solve the issues, one of the options is setting up additional Managed Servers
and load balance the requests. This is described in the Forms Services Deployment Guide. A
potential configuration is shown below:
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Host 1
DranleWebLﬂgic Forms Sarver
Managed Server Runtime
Oracle HTTP
Listenar
Oracle WeblLogic Fﬂgﬁ?ﬂi;"&r
Managed Server =

Additional Managed Servers can be added to the cluster ‘cluster forms’ in several ways, e.g.
e creating a new server manually and adding it to the cluster

e cloning an existing Managed Server, using the Clone option in the Control tab in the
Administration Console:

servers (Filtered - More Columns Exist)

New | | Clone | | Delete

Name &% Type Cluster
Adminserver(admin) Configured
I« [WLS_FORMS Configured cluster_forms

Mew | | Clone | | Delete

You need to specify a new name and port for the new Managed Server.

Attention: In the WebLogic Server Basic license, the use of the WebLogic
Server Administration Console for cloning a Managed Server instance is not
permitted.

When the new Managed Server has been added to the cluster it can be started. It should be
added to the ozg fmw12c2_ main.sh script.

To make sure the requests are balanced over the available Managed Servers the Oracle HTTP
Server settings have to be adapted in

SDOMAIN HOME/config/fmwconfig/components/OHS/instances/ohsl/moduleconf/
/forms.conf.

Please change the WebLogicCluster line and add the additional server(s) like in the example
below:

<Location /forms>
SetHandler weblogic-handler

WebLogicCluster hostl:portl,host2:port2
DynamicServerList OFF
</Location>

Of course you need to restart the OHS afterwards to enable these settings.
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3.7. UNDERSTANDING THE BATCH SCHEDULER

This section briefly describes the functioning of the batch scheduler.

3.7.1. Batch scheduler

The OHI Back Office batch scheduler is a Pro*C daemon (a continuous process), implemented
as a single process that runs on the application server. If there is more than one application
server it is possible to start a process per application server (please see this paragraph for more
information regarding this).

The process is implemented by an executable named SYSS004S.

OHI Background ‘jobs’

The batch scheduler is ‘assisted’ by Oracle Scheduler database job processes: job scheduler
processes executing OHI related background maintenance tasks are implemented with the
standard job scheduler provided in the Oracle database.

OHI uses several scheduler job types:
e A master job that controls the other OHI job executions. This job is always active.

e Cleanup redundant/obsolete units of work of the batch scheduler (for jobs that did not
finish all their collected work units due to a time constraint or failure).

e Process business event handlers for near real time events. At least one job is always
active; more than one job can be active. The number of jobs is determined by a Back
Office parameter and can be dynamically adjusted with the parameter value. When the
master job executes housekeeping (normally each batch scheduler polling interval), the
changed value is picked up.

e Purge messages from the event handler (stored in ALG#MELDINGEN, table alias
MEL, identified by column EDE_ID not being null) that passed the retention period
(specified by a Back Office parameter).

e Purge trace messages from ALG#TRACE SESSION (alias TSS) and
ALG#TRACE_LOG (alias TLG) that passed the retention period (specified by a Back
Office parameter).

e Purge payment messages form FSA#BET _VERKEER REGEL LOGGING (alias
BLG) that passed the retention period (specified by a Back Office parameter).

e Evolve SQL Plan Baselines as created when using SQL Plan Management (for more
information about using SQL Plan Management please see information later in this
manual).

You can query these jobs (and their execution interval) through the
USER_SCHEDULER _JOBS view in the OHI application owner account.

When the OHI Back Office batch scheduler starts, these scheduler jobs are started or scheduled
when not yet present. When the stop command is issued for the batch scheduler, the trigger on
the updated record in ALG_ BATCH_SCHEDULERS will issue the stop command for all
background jobs. So be sure a graceful stop is executed by calling OZG_STOP_BATCH.sh if
these jobs need to be prevented from starting on their next intervals.
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Scheduled ‘batch’ processes

The OHI Back Office batch scheduler iteratively performs the following activities for the OHI
batch scripts requested in the Back Office application:

1. Starting the new script requests
2. Checking the ongoing script requests

This process of starting and checking can be influenced by means of a number of settings in the
application (screen System/Management/General/System parameters (in Dutch:
Systeem/Beheer/Algemeen/Systeemparameter, tab page Batch scheduler).

One of the settings is the Polling interval; during this period the batch scheduler “sleeps” and
will only be woken up by a newly created request. Scheduled script requests will not wake up
the batch scheduler and will therefore not be started until the polling interval has passed.

1 - Starting new script requests

When incoming script requests (newly created or already planned) have to be started, first there
is a check to see if the maximum number of parallel script requests has been reached or not.

In order to determine this number (to be set up in OHI Back Office by means of Max. parallel
script requests) the number of script requests with status start and Running is summed.

If this maximum number has not yet been reached, the new script request can be started
(although this may not occur if the request is for a master process and the maximum nr has
almost been reached, in such a case there always remains spare capacity for sub process requests
as otherwise processing may stop because no actual work is done anymore).

If the maximum number has been reached, the script request to be started will still have status
Waiting.

The remaining “capacity” (this means the number of script requests that can still be started) can
be retrieved in the log file of the batch scheduler (s0zc 1.0G6/<batch
account> <sid> <host>.log) when it runs in verbose mode.

If no script requests are created in the Polling interval period, and if therefore no new script
requests have to be started, the batch scheduler will proceed with activity 2: check the ongoing
script requests.

2 - Checking the ongoing script requests

Regarding the started processes (= "ongoing script requests") 2 matters are checked:
1. Has the script request been started within the margin?
2. Is a script request with status "Running" (ongoing) indeed still active?

Re 1. Has the script request been started within the margin?

If the batch scheduler observes a script request in table ALG SCRIPT AANVRAGEN waiting to be
started, then the status will have the value W (Waiting).

If the request has to be started, then the batch scheduler will change the status to Start and the
process will be started on the OS.

The data of the started process can be found in the log file of the batch scheduler if it runs in
verbose mode.

An example of a script request process of the type ‘sqlplus’:

15:31:12:nohup nice -19 $OZG_BASE/utils/OHI_CMD.pl sqlplus -1 -s /
@$0ZG_BASE/sql/ZRG4032S $OZG_OUT/manager/12779968.out 12779968
>$07ZG_LOG/manager/12779968.1og 2>&1 & echo $!

The script itself will (by means of the generic startup code) set the status of the relevant script
request to Running.
If the status transition Start->Running has not occurred within the configured period (batch
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scheduler setting Start delay), the "Bijzonderheden" (Details) section of the script, in the Ul
window for managing script request, will display the following message “job niet gestart binnen
marge” (job not started within the margin). The status of the script request will then be set to
“Failed”.

Normally, the script will be started: the process has been started already, but it simply has not
reached the startup code yet within the specified "start delay ”.

Once the script is ready it will then set the status of the relevant script request to Ready or Error
(= functional error).

Any ERROR message “job not started within the margin” will then be changed into an INFO
message.

What are the possible causes of a script not starting in time?
1. Start delay too low

This setting has been configured so low that the server cannot activate the script fast
enough.

2. Server capacity insufficient
The server is loaded so heavily that it takes long before a script is activated.

3. Privilege errors, etc.
The script cannot be executed on the application server, it cannot log in to the database, etc.
so the status cannot be set to “Running”.

Re 2. Is a script request with status "Running” indeed still active?

If the script request has status Running, then the batch scheduler will perform a check on the OS
or in the database (depending on the type of script) to ensure that a process is indeed still active
for this script request.

If it turns out that this process is no longer active, then the script request is considered to have
Failed; the process has not been finalized correctly (i.e. the end code in which the status is set
to Ready or Error has not been executed).

At the end of this check phase, the batch scheduler will check if the Oracle Scheduler job for
processing real time events is still running. If not, it will be restarted.

After performing the above checks (= activity 2 — Checking the ongoing script requests) the
batch scheduler will proceed with activity 1 (Starting new script requests), etc.

3.7.2. Different types of batches

The scripts started by the batch scheduler can be of different types, such as a SOL module, Perl
script or OS shell script.

3.7.3. See also

For tuning the batch scheduler see the explanation in ‘batch scheduler settings’.
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4. INSTALLATION OHI BACK OFFICE APPLICATION
SOFTWARE

Installation of the OHI Back Office application software consists of the following steps:

4.1. CREATING ACCOUNTS & AUTHORIZATION

In order to create the required database accounts and roles and to assign the correct
authorizations, the OHI Back Office installation script 0zG10015.sql has to be run via
SQL*Plus under account sys.

This script creates an Oracle database schema which contains OHI Back Office objects. The
standard name for this schema is: 02G_OWNER.

Additionally, for object authorization a secure database role is created: 0zG_ROT.

For security reasons, another account is created that will execute dynamic pl/sql code with
limited privileges at runtime. The standard name for this account is: oHT _DPs_USER. The
password of this account should be specified during the installation, but the application does not
need to know it as a proxy connect will be used when a logon to this account is needed.

To support the Virtual Private Database (VPD) implementation an additional account is created
that owns duplicate view definitions of the non-VPD related views owned by 0zc_owNER. The
(fixed) name for this account is: oHT viEW OWNER. The password of this account should be
specified during the installation, but the application does not need to know it as a proxy connect
will be used when a logon to this account is needed.

A separate account is created for the OHI Back Office batch scheduler. The standard name for
this account is: BATCH. If necessary, it is possible to use a different account name; the name of
the account to be used has to be registered in the System parameters.

Finally, all required authorizations will be granted to these accounts and roles.

4.1.1. Security of the batch scheduler account

Access to the batch scheduler account is arranged by means of a Secure External Password
Store (SEPS). This SEPS feature uses an Oracle Wallet. A SEPS can store one or more
username/password combinations in an encrypted file.

The wallet will be used to pass the username/password combination for the batch account
during batch processing.

Before the wallet can be used to pass credential information to the database for Oracle Net
connections, the Oracle Net client must know where to look for the wallet. This is specified in
the sqlnet.ora file as the waLLET 1.ocATION parameter and should specify the directory
location of the wallet created in the next chapter.

In this example we will create the wallet in the $ORACLE HOME /network/admin directory on the
application server, so the following entries need to be added to the sqlnet.ora file:

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD DATA =
(DIRECTORY = /u0l/app/oracle/product/12.2.0.1/db 1/network/admin)
)
)
SQLNET.WALLET OVERRIDE = TRUE
SSL CLIENT AUTHENTICATION = FALSE
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These settings cause all sqlplus /@<db connect_string> statements to use the information in the
wallet at the specified location to authenticate to the database. The <db connect string>
identifies a username/password combination in the wallet, if present. So a connect string which
is known in the wallet identifies exactly one username/password combination.

The wallet itself consists of two files, ewallet.p12 and cwallet.sso. The last one contains the
actual username/password combinations and must be protected with correct operating system
access rights: any OS user who can read the wallet can use it to connect to the accounts stored in
the wallet! Only the OS user batch and the oracle software owner need this file access.

Create the wallet using the syntax 'mkstore -wrl [wallet _location] -create'. The example below
creates it in the current directory (identified with "."):

mkstore -wrl . —-create

The two files that implement the store (ewallet.p12 and cwallet.sso) are now created. You will
be asked to define a password to protect the contents of the wallet. This password will be asked
whenever you access the wallet with management commands.

Store a credential using:

mkstore -wrl [wallet location] -createCredential
[db connect string] [username] [password]

A credential consists of a combination of a database alias (a.k.a. do_connect string),
username and password. The alias must be a known 'service name alias', a TNS entry, in
tnsnames.ora; so add it to the tnsnames.ora if necessary.

The simplest way to use this mechanism is to create an entry for the existing environment
database alias, for example for 'acct' or 'prod'. However, this means that every OS user who uses
for example the syntax 'sqlplus /@acct' (and has operating system read access to the wallet files)
will connect as user batch to the acct environment.

When you want to make it clearer that a specific alias identifies the username/password
combination for the batch account it might be a good idea to use an alias like 'acct batch' and
store the username/password for this connect string.

For a RAC environment this should be the way to go to have a specific service identifying the
node(s) on which the batch scheduler (and the batches) should run.

If you use a connect string that is different from the standard connect string, the start and stop
commands for the batch scheduler require this special connect string as additional parameter
(see later).

Here is an example, assuming the wallet is in the current directory, a specific connect string is
used and the password of the batch account is 'ohibo':

mkstore -wrl . -createCredential prod batch batch ohibo

This requires an entry prod_batch in tnsnames.ora that determines the database that
the wallet entry will connect to.

Instead (or additionally) you can add an entry for the 'regular' Oracle Net alias, which is prod in
the example below:

mkstore -wrl . -createCredential prod batch ohibo
In these examples, the entries prod and prod_batch in tnsnames.ora are equal, except
for their names.

If you are using OHI Data Marts, you need to create a credential for the alias that is used as
database identification for the Data Marts database in the Data Marts related batches (e.g.
ZRGOEO01S, ZRGOSO01S and ZRGODO1S).
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IMPORTANT: If you do use a different connect string to identify the batch username/password
combination for the Data Marts batch user be aware that the 'application users' that startup the
ETL processes should use this new connect string to define the connection to the Data Marts
database. Inform them about this as they need to pass this connect string as parameter.

Use the following syntax to show a list of currently defined credentials:

mkstore -wrl [wallet location] -listCredential

Use the following syntax to change an existing credential:

mkstore -wrl [wallet location] -modifyCredential
[db connect string] [username] [password]

An example for when the password of the batch account above has changed to ohibo2010, issue
the following command:

mkstore -wrl . -modifyCredential prod batch batch ohibo2010

Finally, use this syntax to remove a credential:

mkstore -wrl [wallet location] -deleteCredential
[db connect string]

So credential prod batch can be removed by issuing:
mkstore -wrl . -deleteCredential prod batch

Attention: Always use the mkstore located in the ORACLE _HOME of the
Forms 12c¢ installation, to avoid possible compatibility issues, and not the
mkstore of the Database Client Home or a newer Forms 12c installation. The
mkstore of Forms 12c¢ is located in the

$ORACLE HOME/oracle common/bin folder.

A Attention: When connecting to the database as OS user oracle using the
syntax ‘sqlplus / as sysdba’, read access to the wallet file cwallet.sso is needed
if the wallet is activated in the active sqlnet.ora file, even when TWO_TASK
is unset. So make sure both the OS user that owns the oracle sofware and the
batch user have read access, but other users do not.

It is possible to further prevent unauthorized use of the batch scheduler account(s) by creating a
logon database trigger for the batch account. Since database version 11.1.0.7 this trigger is no
longer mandatory.

4.1.1.1. Details

The Oracle batch account has database role OZG ROL BATCH to have access to the OHI
Back Office database objects stored within the schema of the OHI BO table owner.

The database batch account is authorized by means of the wallet file as this specifies the
password for the database account. So if someone gets hold of the wallet files he/she can log in
with ‘/@<alias>’ instead of by entering a username/password combination, from any
workstation that is connected to the network, and impersonate the batch account. So it is clear
access to the wallet files must be limited.

When you know someone has ‘stolen’ the wallet you should change the password of the batch
account but you can also limit unauthorized access pro-actively in a different way as described
now.

This security risk can be mitigated by checking, in a logon database trigger, the IP address of
the client session for the Oracle batch user. If the IP address is not included in the list of
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permitted IP addresses, the session will be refused and the database connection will be aborted.
In this way the administrator has an additional means to prevent improper use of the batch
account.

4.1.1.2. Example

As an example, this is a logon trigger for a fictitious situation:

Batch user batch (in the database, OS user may differ)

Permitted servers Local connection on the database server

144.21.160.66 (database server)
144.21.160.68 (application server via Oracle*Net)

The matching trigger code is included here (and is also available in the $02G_BASE/conf/Back-
office folder in file ozg on logon batch.trg):

create or replace trigger batch.ozg on logon batch
after logon on batch.SCHEMA
begin
/* Perform optional IP checks as mentioned in the OHI Back Office
Installation Guide */
declare
1 addr varchar2(100) := sys context('userenv',6 'ip address');
begin
if nvl (1l addr,'local') not in ('local'
,'144.21.160.66"
,'144.21.160.68")

then
raise application error('-20001"', 'Connection refused');
end if;
end;
end ozg on logon batch;

/

4.1.1.3. Implementation of limitative Logon Trigger

The implementation of the logon trigger that limits unauthorized access is as follows:

e Determine the name of the database batch account

e Determine the servers with their I[P addresses that have access to the batch account
e Modify the trigger code from the sample for your situation

e Create the trigger using a user with DBA privileges (e.g. SYS or SYSTEM).
If the trigger is not created under the batch user then it will not be activated when logging
on!

4.2. INSTALLATION OF THE APPLICATION

There are several ways to install the application, of which the most important ones include:

4.2.1. An Initial Installation

This is the case if the database contains an empty schema (created as described in the previous
paragraph) in which all objects will be installed from scratch.
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In order to create the OHI Back Office objects for the owner account 0ZG_OWNER and to locate
the application sources, an OHI Back Office initial release must be installed.
A description can be found in the following document:

D OHI BO Release Installation Guide

4.2.2. A Copy of an Existing Installation

This is the situation when an existing environment is copied to the new environment and
consists of two main parts

1. Transfer the database objects of the application to another database.

2. Transfer the application server objects (by means of copying the SOZG BASE directory,
and afterwards modifying a number of settings; see the following paragraphs).

4.3. CONFIGURE AUTHORIZED APPLICATION SERVERS

After the database objects have been installed you need to register in the database which
application server is allowed to start the OHI Back Office user interface against this database.
The IP address of the application server (or servers) has (have) to be saved in the database for
security reasons.

The ‘granted’ ip addresses will be stored in table ALG#IP_ ADRESSEN.
There are pl/sql packaged procedures to assist you in adding or deleting addresses:

o "Owner".ALG IAS PCK.INS("IP address") for adding a new IP address.
e "Owner".ALG_IAS PCK.DEL("IP address") for deleting an existing IP address.

Use these routines while connected to the database as the OHI BackOffice schema owner or as a
privileged administrator account. Finish the transaction with a commit to make a change
permanent.

4.4. COMPILE AND CHECK APPLICATION SOFTWARE

4.4.1. Compilation

Now compile all relevant application objects (database and application server side). To do this,
execute the following activities in the OHI Back Office installation menu:

1. Activity 120 for the compilation of database objects (e.g. packages and procedures in the
database), for creating synonyns and for updating grant privileges.

2. Activities 800 and 810 for the compilation of client objects (e.g. screens and menus)
A description can be found in the following document:

D OHI BO Release Installation Guide
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4.4.2. Check

Now check the findings of OHI Back Office Object Check (via installation menu activity 900)
or by starting a script request in the application (System/Management/General/Object check; in
Dutch: Systeem/Beheer/Algemeen/Objectcontrole) and processing the findings. The latter
requires a running batch scheduler and a correct directory configuration (see later).

4.5. CONFIGURING DIRECTORIES

Use screen “System/Management/General/System parameter” to configure directories for
reading and writing OHI Back Office application files (such as output of script requests, online
help information and release documentation).

For the virtual directories be sure to specify the correct port of the Oracle HTTP Server (OHS),
or make the entries relative to the HTTP Server by starting them with /OHI (the virtual root
folder configured in OHS).

Attention: If RAC is used then the directories have to be created on a shared
file system.

For a detailed description see:

D Reading, Writing and Authorising OHI Back Office application files

4.6. REGISTERING BATCH SCHEDULER ACCOUNT

The name of the batch scheduler account (normally batch) must be registered in the system
parameters (screen "System/Management/General/System parameter", tab page
"Batchscheduler"”, item "Batch account").
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5. COMPLETING THE INSTALLATION

This chapter describes the completion of installation of OHI Back Office.

5.1. SYNONYMS FOR DATABASE LINKS

If synonyms have to be created for objects regarding database links (e.g. for OHI Data Marts
and/or GL objects), then the database link has to meet the following requirements:

1. The domain has to be included in the database link (e.g. prod.wor1d instead of prod);

2. The database link has to have the same name as the global name of the database.

5.2. STARTING OHI BACK OFFICE BATCH SCHEDULER
The OHI Back Office batch scheduler can now be started; see Starting.

5.3. CHECKING THE INSTALLATION

The technical installation now has to be tested in order to determine whether or not it has been
successful.

The minimal requirements to be tested include:

e OHI Back Office User Interface

Access to batch request log and output files
Access to online help

Access to release documentation

Menu authorization

e OHI Back Office batch scheduler

Functionality

Output

Messages in batch scheduler log file

Messages in log files of script requests

Availability of log and out directories for all users

Availability of database accounts for users of log and out directories

e Starting/stopping the complete OHI Back Office environment (including Database Server,
Application Server, and OHI Back Office batch scheduler)

e Checking the log files (see also Checks)

5.4. CREATING BACKUPS

After testing the installation, a full cold backup has to be created for the relevant file systems of
the application server. A full backup of the database is also required, using your preferred
method.

Attention: In case of RAC: Because ASM is used the use of RMAN is
mandatory when it comes to the database. RMAN in combination with ASM is
further described in appendix B.
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This may be a good time to test your backup and restore procedure for the environment.

5.5. ACTIVATING JOBS

The regular jobs for systems administration now have to be activated.
See the following chapters for possible jobs in the area of Oracle and OHI Back Office.
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6. ORACLE ADMINISTRATION RELATED TO OHI BACK
OFFICE

The OHI Back Office application runs on an Oracle database and uses Application Server
runtime software.
Administration of this environment is the responsibility of the DBAs of the customer.

Attention: As mentioned earlier, this document does not intend to provide
instructions in terms of the Oracle Database & Application Server
administration.

The DBA’s of the customer should have sufficient knowledge, skills and
experience in order to perform this administration task in a correct way.

If the administration is not performed correctly, Oracle can provide no
guarantees as to the correct functioning of the OHI Back Office application.

In order to emphasize the importance, the most significant points of interest involving Oracle
Database & Application Server administration related to OHI Back Office are mentioned here
explicitly.

The following enumeration is therefore a minimal set of mandatory tasks and activities, which
are required for the correct implementation of OHI Back Office, and they should not be
considered as a "manual" for the DBA’s. Evidently, each activity mentioned must be tested and
documented extensively.

Chapter 8 provides experience and advice as to how the administration could and should be
performed. The administration activities described provide a good start.

6.1. BACKUP & RECOVERY

6.1.1. General

File system backups for the application server and output files are not described but are of
course important.

There are various options to create a database backup.

= Oracle recommends the use of Recovery MANager as a database backup tool.

If ASM is used as a shared storage solution, the use of Oracle RMAN is
mandatory.

=

Since the /0g release of the DBMS, Oracle provides the possibility to use a Flash Recovery
Area (FRA) for storing backup related data.

= Oracle recommends using FRA, particularly for a faster recovery of the
Database.

Ensure proper backup and restore procedures for the software used (e.g. Database, Application
Server, ASM, RAC, OHI Back Office, etc.) and the relevant file systems;

Testing and checking of the backup and restore procedures is considered a standard procedure
for system management and must be performed on a regular basis.

When it comes to using hot or cold backups, no specific requirements apply in combination with
OHI Back Office.
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6.1.2. RAC (paragraph is not updated for database 19c!)

In an Oracle RAC environment, some additional requirements apply.

In addition to the database backup, a backup must be created of the Oracle Cluster Registry
(OCR) and the Oracle Voting Disk (OVD).

This is particularly important when nodes have to be added or deleted.
To this end the environment has to be configured by means of ozg init.env CRS10G.

This sets two environment variables. The links refer to the descriptions:

1. OCR_BACKUP

2. OVD_BACKUP

Use the command ocrconfig -export SOCR_BACKUP to create an export of the Oracle Cluster
Registry.

Command dd creates a backup of the Voting Disk.
For example dd if=<naam voting_disk> or=$OVD BACKUP.

Ensure that the backups are available on the shared disk.

6.2. STARTUP AND SHUTDOWN

6.2.1. Order

e After starting the database listener and the database, the OHI Back Office batch scheduler
has to be started;

o Before the database is shut down, the OHI Back Office batch scheduler has to be stopped;

6.2.2. Automation of Startup/Shutdown

e Jtis highly recommended to restart/shutdown the Oracle system software automatically
during startup/shutdown of the relevant servers;

6.2.3. Checks

e Check of the various Oracle system software files, e.g. trace files, alert files, audit files, AS
log files error log*, access log*, default-web-acces.log, em-web-acces.log, ,
ipm.log, application.log (Forms!)) etc.

e Check the OHI Back Office batch scheduler log files for possible errors;
e Check cause(s) for failed script requests (status M (failed)).

6.2.4. RAC

In an Oracle RAC environment, some additional requirements apply.
In an Oracle RAC environment two or more instances may be active.

An important issue is that starting and stopping an Oracle RAC environment is performed in a
slightly different manner than a single instance environment.
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Use the srvct1 command to start and stop RAC components instead of
SQL*Plus.

When starting instances with sQL*P1us, services are not always started
automatically as well. If afterwards these services are started manually, then
CRS is not aware of these services.

6.3. PERFORMANCE TUNING AND MONITORING

e OHI Back Office uses the Oracle cost-based optimizer; to this end it is mandatory that
regular jobs are run which e.g. perform the following tasks: Collecting statistics for tables
and indexes, collecting system statistics, collecting statistics for the SYS schema.

For the OHI Back Office tables, monitoring is selected by default, which allows for stale
statistics to be used.

e Regular tracing of activities in order to recognize performance bottlenecks.
e Deployment of the right disk settings for Oracle; e.g. RAID levels, striping, controllers etc.;

e Performing regular checks of OS, Oracle and application performance by using the relevant
diagnostics tools;

e Monitoring network performance, memory, disk I/O, disk space etc.
e Configuring and implementing Oracle Resource Management;
e Monitoring SPM repository growth, execution of evolve tasks, purging of baselines;

e cftcC.

[ Advice: Oracle recommends using Enterprise Manager Cloud Control for the
active day to day monitoring.

6.3.1. RAC

= Oracle recommends using Enterprise Manager Cloud Control for managing
and monitoring an Oracle RAC environment.

To this end an Oracle Enterprise Manager Management Pack license is
required as an extra option.

In an Oracle RAC environment one or more instances can be active.
For Database Management this entails more emphasis on performance monitoring.

In an Oracle RAC environment the most important performance issues to be recognized include
the following:

e Performance of the Interconnect
As a guideline this is maximum 5ms.

e Performance of the Global Cache

If errors are encountered in terms of performance when using OHI Back Office in an Oracle
RAC environment, the delivery of performance data will continue in the same way as described
in section Collecting Per