ORACLE

Oracle Utilities
Customer Care and Billing

Administrative User Guide

Release 2.7.0.1
F12140-01

January 2019



Oracle Utilities Customer Care and Billing Administrative User Guide
Release 2.7.0.1

F12140-01

January 2019

Documentation build: 12.18.2018 10:29:11 [C1_1545150551000]
Copyright © 2019, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected
by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce,
translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report
them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, then
the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on the
hardware, and/or documentation, delivered to U.S. Government end users are "commercial computer software" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the
programs, including any operating system, integrated software, any programs installed on the hardware, and/or documentation, shall be subject to
license terms and license restrictions applicable to the programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or intended for
use in any inherently dangerous applications, including applications that may create a risk of personal injury. If you use this software or hardware
in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its
safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous
applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.Intel and Intel
Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are trademarks or registered
trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or registered trademarks of
Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products, and services from third parties.
Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content,
products, and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not
be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth
in an applicable agreement between you and Oracle.




Contents

AdMINISTIAtIVE USEI GUITES....ei ittt et e e ettt e e e st e e e tae e e e aneeeeeeaseeeeeasaeeeeanneeeeeanneeaeannneeas 23
Framework AdminiStrative USEIr GUIE. .......c..uii ittt ettt ettt e bt e e ae e e s ab e e embe e e seneesnneesnneennne 23
(D= {1 T o R L= g1 = B o] 1T} LS
Defining INSallation OPIONS. ... ..o ittt e bt e st e e e sat e e e bt e e aabeesabeeebeeesseeesnbeeeneeesnneaan

LLaTS] e= 11 =T (e I ) o] e 1Y =1 o SRS

Installation Options - Messages
Installation OptionNS = AIGOTITNIMS. ......oo it e et e e st e e s et e e e e nae e e e e anneeeeeanneeeeennees 25
Installation Options - ACCESSIDIE MOUIES..........ccouiiiiiiiiie e e e e et e e e s e e e e esreeeeenrees 27
Installation Options - INStalled ProdUCES............cueiiiiiiiie et ee e e e e e e e e e e e e e enaeeeeann 27
SUPPOrt FOr DiffEre@nt LANGUAGES. ... ..ooiueiiiiiiaiiie ittt ettt ettt e b e b e e s st e e sabe e e aeeeaabeeambeeebeeessbeesaneeeannaesnneaan 28
LT 1= g T =T =

Customer Language
= ] T Vo B I= T o o 0T =SSR
(D= T a g Te T @10 | (4 TSRS UURTRRN
Country - Main
Country - States
[T {1 T o B @]y =T g o3V 7 Yo L= SRS
Defining Time Zones.........cccccevcveenunen.
Designing Time Zones........
Setting Up Time Zones.................
Setting Up Seasonal Time Shift...
Defining Geographic Types
Defining Work Calendar......
Defining Display Profiles...........ccccooiiiiinieene
Additional Hijri Date Configuration
Defining Phone Types........cooeeiieiiiiiinieecieeeieeee
Setting Up Characteristic Types & Values
There Are Four Types Of Characteristics..............
Searching By Characteristic Values......................
Characteristic Type - Main.........c.cccoceeeeicieeeecnenn.
Characteristic Type - Characteristic Entities.......
Setting Up Foreign Key Reference Information
Information Description Is Dynamically DEVEQ............coieiiiiiieiiiie et e e e s e e s e e e eneeeee s 40
Navigation Information Is DynamiCally DEriVEd............c.eoiuiiiiiiiiie et be e eeeas 40
Search OptioNS......ccccvvvveviiiie e .40
Foreign Key Reference - Main..... e
Defining Feature ConfiQUIatioNS...........coi it e e e e st e e et e e e e s et e e e e e nseeeeeennneeeeennees 42
Feature Configuration = IMBIN.........o.eii ettt ettt e b e e b e e e st e e e be e e sebeesabeeabeeesabeeanbeeennaeanes 42
Feature Configuration = IMESSAGES. . ... .uuiieiiiiiie ettt et e e e e e e st e e e e an e e e e e sneeeeeeaneeeeeeannseeeeennnneeeeannees 43
Defining Master Configurations.............. e 43
Defining Security & User Options....
The Big Picture of Application Security.....
Application Security..........cccceveiiciieriieenn.
ACHON LEVEI SEOUIMEY.......oeiie ettt st e st e st e e s ae e s b e e se e e s ae et e e saeesbeeseeenne
[T Lo B Y Y= o S
Encryption and Masking
The Base Package Controls One User, One User Group, And Many Application Services..........ccccccevviviveerinnnnnn. 54
Importing Security Configuration from an External SOUICE...........ccuii it 54
The Big Picture of Row Security
Defining APPIICAtION SEIVICES. ... ..eiiiiii ittt ettt e st e e bt e e s ab e e sabe e e beeeambeeaabeeeabeeesabeeaneeaanreeanee
F Y o) o Tz (e IS T=T Vo7 1V =1 o
Application Service - Application Security....
L= T Lo TR L= U L2 I3 o T TS
SECULY TYPE = IMBIN. ...ttt ettt ettt et eea e e s bt e e bt e e bt e e ehte e e aae e e ae e e emb e e e beeeaseeesabeeeneeeanbeeanbeeanneeas
Defining User Groups .
(6T € o U o I |V = o ST UPRSROPPRRPN
User Group - APPIICALION SEIVICES. ....ciiiiuiiieeiiiie ettt e et e e e et e e e e st e e e e nte e e e e sneeeeeeannaeeeeennneeeeeenaeeeeann
USEI GIOUP = USEIS. ... uiiiiiiiiiiie e ettt e e ettt e e ettt e e e ettt e e e ettt e e e aba e e e e aaae e e e e essaeeeeaasseeeeaansseeaesassaeaeeansaneeeansseaaeenssaeaesasnns




[ {1 T o o= 1 o T o 13
Defining Data Access Roles .
Data ACCESS ROIE = IMBIN......oiiiiiiiiii ittt et a et e e bt e bt e sa s e e et e e nen e e sr e e e ne e e nr e neneen
Data Access Role - Access Group
Defining USers.......ccooviieeiiiieeeeeee e
DAta PIIVACY.....ceiiiiiiiiie ittt ettt oot ee e h et e e oo a e e e e hb et e e e R et e e e h b e e e e e e b e e e e e e e e e aanee
The Approach to Implementing ObJECt EFraSUIe.........cccuiiii i ree et e e e e e s e e e sneeeeeeennees 60
Cryptography Keys
L8 T =Y ) 2= aTo [T aTo T =V T TS 63
DefiNING KEY RINGS. ... oottt ettt ettt et et e et st e e e e e e e eeeesaeeebeesaneae 63
User Interface Tools

The Big Picture of System Messages
DefiNiNG SYSIEM IMESSAGES. ... .ei ittt ettt ettt e st e e bt e e sab e e e bt e e bee e smbeeeabeeeaaeeeambeeanbeeesseeesnneeeneaann
The Big Picture of Portals and Zones
There Are Three TYPES Of POIAIS. ..ottt ettt e bt e e s ate e e b e e aaeeesabeeabeeesnneanas
Common Characteristics Of All POMaIS. ...........c.oiiii e 69
Common Characteristics of Stand-Alone POrtals.............c..ooiiiiiiii e 70
Custom Look and Feel Options........cccccccvvevieerennnnnen.
User Interface.......ccccoceeieeenennicenncnne
Ul Map Help..ccooeeeeeeeeeeeeee e

Setting Up Portals and Zones...................

Defining Zone Types....
Defining Zones........cccoooeeiiiiiiiieneecenn

Defining ConNtEXt-SENSITIVE ZONES..........iiieiiiieie ettt e e e e e e st e e e e s e e e e ane e e e eanneeeeeensaneeeannneens
Defining Portals.............

Defining Display Icons

Defining Navigation Keys
Navigation Key Types.......cccccevvevrieeenne
Navigation Key vs. Navigation Option
The Flexibility of Navigation Keys.............
Linking to External Locations....................
Overriding Navigation Keys..........ccccceeveee
Maintaining Navigation Keys..................

Defining Navigation Options......................
Navigation Option - Main.......
Navigation Option - Tree...........cc.cc.....

(D=1 P21 oF= 1= T e Yo OO PP PPP PRI

Defining Table Options........ccccceevceeeennes
Table - Main.................
Table - Table Field....
Table - Constraints..........cccccce.nee.

Table - Referred by Constraints..........

(D= iTa ot I T=1 o B @ o] o] o SO UUR USRI
L= o B |V - T o U TSP TP PP O PP OPPOPRPTOE
Field - Tables Using Field

Defining Maintenance ODJECE OPLIONS..........eiiiiiiie e e e e e e e e e e e e st e e e sneeeeeesnneeeeeannneeeeanns
MaintenanCe ODBJECE = IMAIN........eiiii ettt ettt ab e e s bt e e bt e e sabeeanbeeesbaeesnbeesaneeeanneenn
Maintenance Object - Options
Maintenance Object - Algorithms
Maintenance Object - Maintenance ODJECE TrE........iuuiii i e e e e e eneees 114

Defining Valid Values
= i1 1T Vo T o B o @ o] 1T 13 S 115
Defining EXIENAADIE LOOKUPS......coitiiiiiieiiie ettt ettt ettt et e st e e bt e e eab e e et e e e beeesaseesnbeeenneeanreean 117

The Big Picture Of Audit Trails
(@72 101 (VT ¢=To I [0} (o] 0 4 F=1 i o] o USRI
L Lo W o 1 o Ao SN
The Audit Trail File
[ (o o T = =T o = T 1oV OSSPSR
Audit Queries

Bundling.......ccceevieeenes
F Y o To UL B =10 o o [T g To TSP P PSPPSR PPPPIOt




Configuring Maintenance Objects for Bundling
Working with Bundles
REVISION CONIIOL.....ceeeee ettt a e et e e bt e et e e s et e ettt e ee e e san e e e ne e e nbreesateeenneenans
ADOUL REVISION CONIIOL.....ciiiiieiiiie ettt ettt e ettt ettt e s ab e e e be e e beeesheeesabeeesbeeambeeembeeeabeeesnneesnneaenn
Working with the Revision Control Zones....
Working with the Revision Control POrtal...............oo et e e
Information Lifecycle ManagemENt ..........c..oiii it e e e e et e e e s e e e et r e e e et e e e e e e e enaeeeeann
The Approach to Implementing Information Lifecycle Management....
Enabling ILM for Supported Maintenance ODJECES. .........ccouiiiiiiiiie e e e e e
L@ gTe o o Yo T 11V B 1= 1 TSR PTOURTRTRPPRN
Archived Foreign Keys.
[O7eTa1iTe [T =1 i o] o T WoTo] TSR PR
L0 ES T =TT @ o] 1= o2 SO
The Big Picture of Business Objects
DefiNing BUSINESS ODJECES. ....coiiiiiiiieiiie et e e e e e e et e e e e et e e e aanne e e e e ennaneeeenneneeeeanneeeeannes
Advanced BO TipS @Nd TECNNMIGUES...........iiiiiiiiie ettt e et e ettt e e st e e e e et e e e e esteeeesestseeeesassaeaeesnsseeaeesseeeeans
Defining Status Reasons
BUSINESS SEIVICES. ...ttt ettt ettt h e e a et e e a bt e et e e e ehe e e e e bt e e bt e e Rt e e eateeeate e e ebeeeembeeembeeenbeesnteeennaeennnas
RS Lo VTS o 0T = o o
Defining Business Services..........ccoiiiiiiiiiiiiiiieiee e
User Interface (Ul) MapsS.......cooueeeeiiiiieeeiiieee e
DefiniNg Ul MapsS....c.eiiiiiiiiiieiiie et
Ensuring Unique Element IDs for Ul Maps.........ccccccceeeviieeenniienenne
ProCess FIOWS.........uviiiiiiie e
Understanding Process Flows......
Designing Process Flows..............
Defining Process FIOW TYPES.......coooiiiiiiiiiiiiee e
Maintaining Managed Content............cccoiiiriieiie e
Managed Content - Main..........ooooiiiiiiiiie e
Managed Content - Schema...........ccocoiiiiiiiiie
Data Aras........ciiiiiiiiiiiii e
Defining Data Areas..........ccieiuieiiiiiiiieeriee et
Advanced Schema Topics............
Schema Nodes and AHMDULES.........coooeiiiiiiiiii e
Ul Hint SyntaX.......cccccevveevennnees
Schema Designer
Schema Viewer..........
Business Event Log
Miscellaneous Topics..........
Module Configuration..........
Global Context Overview
System Data Naming Convention............cccooeeiiiiiiiinnie e
Referencing URIS........ccccccvevviienennnns
Caching Overview
Expression Parser
D=t oT0 o I 1Y (o T [T OO PP PRP PP
SyStEM OVEITIAE DALE.......eeeiiieiiie et e e et e e et e e e e s et e e e e s n e e e e anseeeeeannseeeeaanneeeeeanneeens
Advanced Search Options
LI T DL T ] T T OO O O U SO U RSP PP OPPP RN
The Big Picture Of TO DO LiStS....cccuiiiiiiiiiiiieiii ettt ettt et e st e et e e sab e e e bt e e see e enteesabeeeanneeenbeeeanes
To Do Entries Reference A To Do Type .
To D0 Entries RefErenCe A ROIE........coiiiiiie ettt ettt st e et e e sab e e s b e e e be e e snteeenneeennnas
To Do Entries Can Be Rerouted (Or Suppressed) Based On Message NUMbETr............cccooviieeeiiiiieeeiiieeeeeee 287
The Priority Of A To Do Entry
WOrKing ON A TO DO BTy ..ottt e e et e e e ettt e e e nt e e e e s nte e e e ennneeeeennaeeeeannneeeeaanns
MOoNItOriNG A TO DO ENTY ...ttt e et e e s et e e e e e e e e aneee s
Launching Scripts When A To Do Is Selected... .
TO DO ENLHES HAVE LOGS.....co ittt ettt et e e ettt e e ettt e e e st e e e eabee e e e eabee e e e anneeas
HOW Are TO DO ENrieS Created?...... .ottt ettt e e e b e seneeneees 289
The Lifecycle Of A To Do Entry
Linking Additional Information TO A TO DO ENrY.. ...t
Implementing Additional To Do Entry BUSINESS RUIES.........ccooiiiiiiiiiiiii e
To Do Entries May Be Routed Out Of The System
To Do Information May Be Formatted By An Algorithm




Periodically PUrging TO DO ENFIES. ........eiiiiiiiiee ettt et e e et e e st e e e e e e e e ennee e e e eneeeeeaannneeeeannee 294
Setting Up To Do Options
LTS3 €= 1= (10 T ) o] o -
LY ST To 1= J OO OPPPPPPPPPPN
Feature Configuration
DefiNiNG TO DO ROIES......coiiieiii ettt ettt e a e e s et e e ettt e bt e e sab e e eabeeeaaseeambeeenbeeesbeeesaneeaneeeanseeanee
7= 1 1T Vo N o T I To TR I/ 0T3O
List of System To Do Types .
Implementing The TO DO ENTMES......ooiiiie et e e e et e e e s e e e e s e e e e eneneeeeanneeeeeanns
BaCKGIOUNG PrOCESSES. ......uuuiiiiiiiiiie ettt eh et oo ettt e e ekttt e e e s b et e e ekttt e e e ettt e e e e nne e e e enbe e e e e sntneeeeaas
Understanding Background Processes...
Background Processing Overview
Parallel BacKgroUNd PrOCESSES. ......coiuuiiiiiiiiie et e ettt e et e e st e e e st ee s et e e e aaaneeeeeeneaeeesanseeeeeanseeeesannnneenannees
Parameters Supplied To Background Processes .
L 0Ter Tt T T =y o
Error POSt-ProCeSSING LOGIC. .....cciiiiiiiiiiiiie ettt e et e e et e e e ettt e e e e ab et e e e aann e e e e nnrneeeaas
Post-Processing Logic
TIimMeEd BatCh PrOCESSES. ......oiiieiiii et e et e ettt e e et e e e e e a et e e e abee e e e aanees
Monitor BackgroUnNd PrOCESSES.......ccoeiuuiiieiiiiiee ettt et e ettt e e et e e e s e e e st e e e e enneeeeeaannaeeeeenseeeeeannnnneeans
Plug-in Driven Background Processes.............
How to Re-extract Information..............coceevveeiiiiiinenns
How to Submit Batch Jobs....
How to Track Batch Jobs.........cccooeeiniiinincne
How to Restart Failed Jobs and Processes....
Assessing Level of Service.........cccccvevviieeeennneen.
System Background Processes....

Defining Batch Controils...................
Batch Control - Algorithms...........ccocceiiiiiiiienne.

On-Line Batch Submission..........cccccvevvieerneeenne.
Batch Submission Creates a Batch Run.........
Jobs Submitted in the Background........
Email Notification...........cccoviiiiinins
Running Multi-Threaded Processes
Batch JObS May ENA N EITOT.... ...ttt e et e et e e et e e e e e e e e annneeennanee
Submitting Jobs in the Future
Lifecycle of a Batch Job Submission........
Granting Access To Batch Submission
Batch Job Submission - Main...........ccccceiiieeiieene

Tracking Batch Processes............

Batch Run Tree - Main....
Batch Run Tree - Run Control.....

Service Health Check........coooeiiiiiiiiiiiieeee

The Big Picture of Requests...........ccccceeviiieeenee
Request Type Defines Parameters..............cccueeeenneen.

Previewing and Submitting a Request ..................

To DO SUMMANY EMAIL.....cooiiii ettt ettt et

Exploring Request Data RelatioNShips.......cooi it e e e e e e st e e e s e e e ennneee s

Defining a New Request

Setting Up REQUESE TYPES. ... .ttt ettt e et e e st e e e e st e e e e neeeeeeanneeeeeaanneeeeesnnneeeeananeeeann

MaINtAINING REQUESTS.....coo ittt e et e et e e e e e e e e ettt e e e e nb e e e e annneeenaanees
Defining Algorithms.........cccccevvieeee.n.

The Big Picture Of Algorithms
Algorithm Type Versus AlGOrithm..........oo it e e e e e e s e e e e ense e e e e ennseeeeeanneeas
How To Add A New Algorithm
Minimizing The Impact Of FUtUre UPGrades..........coooiiuiiieiiiiiieeeeiiee et e e et e e e s e e e e e e s eneeeeeennneeas

Setting UP AIGOTtNM TYPES. ... ittt ettt ettt et e bt e e bt e e sabe e e bt e e ambeeebe e e beeessbeesnbeeeanneeanneean
List of Algorithm Types

SettiNg UP AIGOTTNMIS ...ttt ettt e ettt e h bt e s e bt e e be e e bt e e sabeeebe e e aabeesabeeebeeessneesnbeeeanneean

(= {1 T o TS T o] S o 4[] o - S

The Big Picture Of Scripts
Scripts Are Business ProCesS-OrENTEA. ........ccueiiiiiiiie e s e e s ee e s e e e e s e e e e snneeeeenneeeeeaan
A SCript IS COmMPOSEA Of SEEPS. ... eiiiiieiiii ettt ettt et e e rab e e s bt e e be e e sbeeesabeeabeeesabeeanbeeabeeeaneeaaas
A Script May Declare Data Areas...
Securing SCHPE EXECULION. ........ooiiiiii ettt ettt ettt e st e eee e e e seeeeaeas




The Big Picture Of BPA SCriPES. . ei i iiiiie ittt et e e s st e e e et e e e e st e e e e anneeeeeenseeeeeanneeeeeannneeeeanns 331
How To Invoke Scripts
Developing and Debugging YOour BPA SCHPTS. ....ciiii ittt e e e e e e e e e e e e e anneeas
Launching A ScCript FrOM A IMENU........oiiiieiiie ettt et e e ae e e st e eebe e e beeessbeesnbeeaaneeeanneeanee
Launching A Script When Starting The System
Executing A Script When A To Do Entry Is Selected...........coooiiiiiiii e 334
The Big Picture Of Script Eligibility Rules

The Big Picture Of Server-Based Scripts.....................

Additional Coding OptioNs FOr SErVEr SCIPS......cuiiiiiiiieiiiiee et e e e e e e s e e e e e e e snneeeeeeaneeees 339
PIUG-IN SOFIPES. ...ttt ettt ettt et et e e et e e ettt et e e e e et e eae e ee e s eaeeees
Service Scripts.......cccceeeueeen.

Groovy Library Scripts
Debugging Server-Based SCIiPES. ......i i it e e e e e e e e e e e e e e e enaees 342

Maintaining Scripts
STy o A 1Y = 1o SN
S TeTyTo ] (=1 o USSP

Script - Data Area
S ToTyT o] S o o 1=Y . = PO UR PP
STy o A = 1T 1o 11§75
Merging Scripts................
Script Merge..................
Maintaining Functions...
Function - Main................
Function - Send Fields........
Function - Receive Fields...........c.ccccooieiiennns
Mobile Application............cccoiiiiiiiii
Understanding Mobile Devices...........ccccoccveeeennnneen.
Mobile Platform.........ccccoiiiiiiiiiiiiieeeeeee
Mobile Device Terminals (MDT)...
Registration.........ccccooeiiiieiiinnnn.
Managing Attachments...........cccccovvviiieniceee e,
Device Data Encryption..........cccocveeeennnen.
Understanding Mobile Application Files..............
Oracle Utilities Mobile Library (OUML).........coiiuiiiieeiiee ettt ettt e et e bt e e eae e ssbeesaneesaneeesnbeeanneean

Business Logic Resides in Mobile Components

Understanding DEPIOYMENTS. ...ttt e bt e e et e e e et e e e e e aa bt e e e e e nr e e e b e e e e
Deployment TYpes........ccvvvriiieeeiiiiee e eeeee e
Deployment Parts.........
Deployment..........ccccceeennnen..
Out of Date Deployments..........cccceeveerieeinenennenne
Do 111V 0] (o= To 1 g T T T=Y o] o) Vg3 1= o | OSSR
Setting Up Deployments..................
Mobile Application Versioning
ConfiguriNng MODIIE DEVICES.......cciueiiiiiiitie ettt ettt et ekt e e s it e e e bt e e ae e e aabeeanbeeeabeeesmbeeanbeeeanseeanbeeateeanes
= T T T 0 1Y 0T
Defining MDTs
Configuring DeploymMeENnt OPLIONS. .......ooiiiiii e e e e e e e e st e e e e s eeeeeneeeeeeanseeeeeanneeeeeannneeeeenees
Defining DeployMENTt Parts..........coo ittt ettt st e bt e e s ab e e st e e e be e e sbeeesabeeebeeeanbeeanreean
Defining Deployment Types... .
MaintaiNiNng DEPIOYMENTS. ...ttt e e et e e et e e e e et e e e e aann e e e e anneeee s
D= il T To 1Y, fo] o1 (=T @70 0 4] o o] g 1= 1 < S
General Mobile Application Options
ATBCRIMENTS. ...ttt ettt e bt oo a e e e b et et et e e et e e ettt e he e e ean e e et et e bn e e nan e e nne e e enree s
ALLACHMENT OVEIVIEW. ......eiiiiiie ittt ettt ettt ettt e e bt e ekt e eeae e e s s bt e e ae e e aabe e e be e e s e e e sabeeebeeeambeeaabeeebeeeanreeanneas
Configuring Your System for Attachments............. e
Maintaining AtACHIMENES. ... ..o et e e ettt e e et e e e e an e e e snnneeesaanees
e Lo o N 4 = Yo o o 0 T=Y o1 (O
Application Viewer
F Y o] o1 [Tz (1o Y AT Y o o] [ o S
Data DiCtIONAry BUION. .....co et e ettt e et e e e e nb et e e st e e e e e anreee e e
Physical and Logical Buttons.... .
(070]1E=T o XTSI =W (o] o SO POUPR




Attributes and SChema BULION. .........ooiiii et 408
Maintenance Object Button
LT 12 T4 T = 11 o o T
12 E 1 (o o B 00 a1 14 I =T 1 (o] FO O SUPURTRRTPRN
To Do Type Button
Description @nd Code BULIONS...........oiiiiiiiie et e e e e e et e e e e s et eeeeesaeeeeessseeeeaannseeeeannnaeaens 409
SEIVICE XML BUON.......ceiiiiieiie ettt e e bt s et e e b et e ae e e st e e et e e e nen e e naneesanneeanneeenee
Select Service Button
JAVA DOCS BULON. ...ttt h et ettt e h e e et e e b et e nn
GrooVvy Java DOCS BULION. ... ..ottt h et a e e e st e e e be e e s et e e sab e e e beeesaeeesnteeeneeesnnis 410
Classic Button
PreferEnCes BUHON. ... ..o ittt ettt a e et e ettt e e bt e e ea bt e e bt e e aabeeembeeabeeeanneeenbeeenreean 410
L [= = 111 o O
About Button....
] [[o =T (e o T T USSP PP PUPPTRUPP PPN
Data DICONAIY......ceeiieiiie ettt e oo a et e oo b et e e e e s b et e e e e ab e et e e e et et e e e ab b e e e e e ane e e e e e bee e e e e s
Using the Data Dictionary List Panel
Using the Data Dictionary Detail Panel............ccooiiiiiiiiii et 412
LY =TT a1 (=T g =TTt T @ o] 1= o1 A A= 414
Using the Maintenance Object List Panel..............oo it 414
Using the Maintenance Object Detail Panel....... e 414
Algorithm Viewer..........ccococviiiniieiiienenn, e 414
Using the Algorithm Viewer List Panel..........c.ccoooiiiioiiiieeeeeeeee e ...414
Using the Algorithm Plug-In Spot Detail Panel...........c.oooiiiiiiiiie et 415
Using the Algorithm Type Detail Pan€l...........coooiiiiiiiiiie et e e s e e e s e e e s e e e ennees 415
Using the Algorithm Detail Panel.............ooo e e e 415

Batch Control Viewer...........cccceviiniiciiiciiicee e 415
Using the Batch Control Viewer List Panel...........c.oooiiiiiiiii et 415
Using the Batch Control Detail Panel............coo it e e s e e e e nnnee e e e anneeas 415

To Do Type VieWer.......ccccceeieiiiiieiiieeee e, ...415
Using the To Do Type Viewer List Panel..... — ]
Using the To Do Type Detail Pane@l..........ooo i ... 416

SEIVICE XML VIBWET ... .ottt ettt ettt a et et e ekt e e et e e b et e eas e e e bt e et et e s be e e naneeeneeeanneennneeenee 416
Using the Service XML Viewer Overview Panel....... ... 416
Using the Service XML Viewer Detail Panel.......... ....416

JAVA DIOCS VIBWET ... .ttt ettt ettt et ettt e ekt e e et e e bt e e eab e e e abe e e et e e e eh b e a2 abe e e ns e e ambeeembeeeabeeesmbeesaneaeanneeanreean 417
Using the Java Docs VieWer List PAne€l........ ..ottt e e e e .. 417
Using the Java Package Detail Panel................. 417

Using the Java Interface / Class Detail PAnel............oooiiiiiiiiiiie et e e 417
GrOOVY JAVA DOCS VIBWE ... ittt ettt e e a ettt e et e e ket e eat e e e ab e e e s b e e sateeambeeebeeeambeeanbeeeanseeanbeeanbeaenns 418
APPIICAtION VIEWET PrefErE@NCES. .. ... ettt e s e e e st e e e s e e e e snee e e e e anneeeeeeneneeeennneeeeann 418
Application Viewer Stand-Alone Operation... e ——————— 418

Stand-Alone Configuration OPLIONS. .........ooieiiiiiiiiie e e e e e e e e et e e e e s e e e e anneeeeennneeeeennneees 418

Example Application Viewer Configuration...... ...419
Application VIEWEr GENEIALION. ......c.ciiiiiie et e e e e s et e e e et e e e e nnteeeeeannneeeeeanneeeeeanees ....419

Reporting and ANGIYEICS TOOIS. ...ttt et e e et e e e e e b et e e e ab et e e e et ee e e e e bre e e e e eanneeas
[R=T oZo (1 To T oo I [ a1 (=T | r= 11 o) o S

The Big Picture Of Reports

Configuring The System To Enable REPOITS...........uiiiiiiiie et e e e e ene e e 422

Sample Reports Supplied With the ProduCt..............cc.uiiiiiiiiiiie e 424

How To Define A New Report .
MEASUNNG PEITOMMANCE. ... ..eiiiiie ittt ettt ettt e bt e he e e s a bt e ettt e aab e e e abeeebe e e aseeesabeeeneeesnbeeaabeeenneeesnneas

P o To UL =Y o] g F= T (oIl IF= o =SSP

Setting Up Performance Target Configuration....

Maintaining PerformanCe Targets.........cooi i it e e e st e e e ettt e e e et e e e e anneeeeennnneeeeaneees
Capturing STALISHCS ...ttt et ettt e et

About Statistics

Configuring Your System for StatiStiCs............ociiiii e
Creating CUDE VIBWS.......oo ittt e et e e e ettt e e et e e e sttt e e e neeeeeeanseeeeeanneeeeeansaneeeanneeeesannnees

About Cube Viewer.

(@70) g ile 8Ty aTe T @0 ] o= 1Y/ 1= S

EXIEINAl MESSAGES. ......eeiiiieiiie ittt e ettt e oot e o s e e e e e o ettt e e et e e e h b et e e e et ee e e e e bee e e e e ann e e e e e
Incoming Messages .
INDOUNG WED SEIVICES..... ettt ettt ettt et e bt e e s he e e e e bt e e bt e e ae e e embe e e abe e e sabeesmbeesbeeenneeesnneas




LU= =T a1 (Y=o I 1= 1T o S 447
Outgoing Messages

(@ W0 o 10 g o 1V 1= 77 o =Y SRS 448
A IS T Y Tt R e F= o] (=] USRS 463
Sending Email....................
Web Service Category
Defining Web ServiCe Cat@gOris.........oooiiiiii ittt s et e e e et e e e st e e s annee e e e sneeeeeennneeeeeannneeas 466
JMS Message Browser
Oracle Integration CloUd Cat@log.........cciiuuiieiiiiiiie et e e e e e sttt e e s st e e e e aneeeeseneeeeeeanseeeeeannneeeennnes 467
Web Service Catalog Configuration..............oouiiiiiiii e e 468
Mobile Remote Messages .
ADOUL REMOLE MESSAGES. ......eeiiiieiiiie ittt e et e ettt e e e bttt e e e e bt e e e ebe et e e e eabeeeeeannneeeenne 468
Maintaining RemMOTE MESSAQES. ........ciiiiiiiie ettt e e e s e e e et e e e s et e e e anaeeeesannaeeeeenseeeeeennneneeans 469
XAl Documentation Note .
L (=Te = 1 o 3 <SPS
(DN e [ 1 (=Te | = 11 ] P TSP P PP PUPPPPUPPPRN

LDAP Integration Overview
Configuring LDAP Integration

Oracle Identity Manager INtEgration...........coooiiiiiie it e et e e e et e e e s e e e s neneeesanneeeeesnnneeeeennnes 474
Batch Scheduler Integration................ ....476
Data Synchronization....................... e 476

AbOoUt Data SYNCHIONIZATION. .........oiiiiiiiii ettt e et e e be e e sa b e e e be e e beeessbeeesbeeeanseeanneenn 476

MaintainiNng SYNC REQUESES. ....ccoieiiiee et s e e e e e et e e e e sttt e e e s nee e e e e eneeeeesaneeeeeaanneeeenannee 478
ANAIYECS INTEGIAtiON. ...ttt e e et e et et e e e e e e e e st e e e eabe et e e et e e e e e eas 478
F Y o To UL N g F= 11V (T Y (=Y =1 T o 478
Maintaining Bucket CoNfiQUIAtioNS............ooiiiiiiiiiiie ettt ettt e e st e e e ne e e snneeennes 479

ETL Mapping Control ..480
BUSINESS FlagS. ...ttt e e e e e bt e oo a bttt e e e bttt e e e s b et e e e eabt et e e e ntee e e e ann e e e e anne 480
Y o To UL = 1013 g TSI = o T 480
Setting Up Business Flag Configuration.............ooei oottt e b e e snbeeannee s 484
MaintainiNng BUSINESS FIAGS. ... .eieiiiiiiie ettt e e et e e e et e e e et e e e e neee e e e anse e e e e naneeeeenneeeeeannnnees 485
Configuration Migration ASSISTANT (CIMA)........ueiiiiiii ettt e et e e e sbe e e sabe e e bt e e saeeeanbeeabeee e 485
Understanding CMA.........cccooiiiieiiiiieeee ettt eeeeeeeeeatteeeeaeteeeeeeateeeeaanteeeeaanneeeeeateeeeeanaeeeeaanreeeennne 485
The CMA Process FIOW.........coocoiiiiiiiiiiiieieecie e reeennne.. 486
Migration Assumptions, Restrictions and Recommendations.... ....488
CMA Configuration...........ccceeiieeiii et ... 490
Master Configuration - Migration ASSISIANT...........cooiiiiiiiiiie e e 490
L [T = Lo T = o USSR 491
Defining a Migration Request.............. .494
Wholesale and Targeted Migrations... - ....495
Identifying Tables to Exclude From Migrations................... e 496
Configuring Custom Objects for Migration............. e 496
The CMA Execution Process ... 497
EXPOrtiNG @ MIGration.......ooo ittt et e ettt e e et e e e e e e e nnnee s ....498
Importing and AppPIYiNg @ MIgration.............oioii i e e e e s st e e e st e e e s snneeeeenees ....500
RUNNING BALCH JODS..... ittt ettt e ekt e e e bt e e eae e e e ab e e e be e e beeesmteesabeeeanneesnneean 516
CIMA REFEIEINCE. ...ttt ettt et e e bt oo et e e bt e e b et e s b et e e ate e e he e e sar e e e ne e e ebeeesateenneeenans 517
Framework-Provided Migration Configuration..............couii oot ee e 517
(7] ) o 1841 To I = o (SRR
[z Lol R AN =Yg =Y TRl =l o | 2RO PSPPR
Fact's Business Object Controls Everything....
L= Yo U o] oo 4 e AN o T IO SO UR ORI
Customer Care and Billing AdmInistrative USer GUIE. ...........eeiiiiiiiie et e e e e s e e s e e e nees 520
Defining General Options
Defining INStallation OPLIONS........ooii i e e et e e e et e e e e e st e e e e anneeeeeenaneeeeaneeneeeanneeeeanes
INstallation OPIONS = IMAIN......coiiiiiiieice e e e st e e e et e e e e e steeeeaaasaeeeeasaseeesassaneesanssaeeeaansseaesasns
Installation Options - Person
Installation OPIONS = ACCOUNL.......ciiii ittt ettt e b e e s b e e s st e e sabe e e abeeesabeesbeeenbeeesnneennneaans 523
LTS3 e= 11 =1 (T @ ) o] F e =1 |1 OSSR 524
Installation Options - C&C
Installation Options - Financial TranSaCtiON..........couiiii i e e e e e e e neee e e e snneeeeeanns 526
Installation Options Framework - AIGOItNMS...........iiiiiiiii ettt e e e e s 526
Defining Customer Languages
Defining ACCOUNtING CalENUATS..........couiiiiiieie ettt ettt et e et e e e ee e aae 533




Defining General Ledger DiVISIONS........c.cii ittt e et e e e e e e s e e e s nneeeeeeenseeeeeaanseeeeaanneeeeeeneeeeeann 534
Defining Banks & Bank Accounts
BaNK = IMIN. ...t h e bt ket e e a et e h e e et e e b et b n e neneennreeas
BanK - BanK ACCOUNL.........oiiiiiiie ettt e et e ettt e e e st e e e e b e e e e et e e e e e et e e e s
Defining Issuing Centers
e 110 L O O PO PP PP OOPPPROPOE
Issuing Center List
Issuing Center............
Issuing Center Log
SEHING UDP SOIVICE TYPES. .ttt ettt ettt e et e e e a e e s bt e e bt e e b e e e sabe e e bee e smbeesabeeebeeesmbeesnneeesnneenanes
Service Type - Main
SEIVICE TYPE = LEVEI 1.ttt et e et et e e a bt e e bt e e bt e e e ae e e eabe e e st e e anbeeambeeenneeesnneas
SEIVICE TYPE = LEVEI 2.ttt et e e et e e e et e e e e aee e e e e nee e e e e anne e e e e e nneeeeeenneeeeeannneeeeans
SEIVICE TYPE = LEVEI 3.ttt st e ettt e e a bt e e bt e e bt e e e bt e e sate e e bt e e enb e e anbeeenneeesnreas
Defining Service Tasks OPHIONS. ......cuuiiiei et s et e e e ettt e e e st e e e e sn et e e e e anseeeeeeseeeeeaannaeeeeannneeeens
AADOUL SEIVICE TASKS. ... .uteiieiie ittt ettt ettt ettt ettt e e et e e bt e e ae e e eabeeambe e e ket e eabeeeabeeanseeembeeanbeeeabeeesmneeaneeennneeanee
About Service Task Types
Defining Service Task Types
Base Package ServiCe TasSK TYPES. ....cii i i iiiiieeeiiiiee et e e e st e e et e e et e e e st eeeeaneeeeeeanneeeeeaanneeeeeannnneeeananeeeann
Defining Financial Transaction Options.....
The Financial Big Picture.......................
Bills, Payments & Adjustments...........
Bill Details.......ccccoveviiiiriiiceeeeee
Payment Details...............
Adjustment Details
Current Amount versus Payoff Amount
Financial Transactions Created Between Bills

Financial Transactions And Aged Debt........ .o e
Preventing SA Balances And The GL From Being Impacted Until Bill Completion...........cccccccveiiiiiiiiieeeeee. 550
Forcing The Freeze Date To Be Used As The Accounting Date...........ccccccoeciieennns ....552
How Late Payment Charges Get CalCUulated..............ooviiiiiiiiiie et e e e eeeee e 554
Service Agreement Type Controls Everything.... ....554
Understanding CIS Divisions..........cccccevvveeeenn. e 555
SEHING UDP CIS DiVISIONS. ...c..utiiiitiieitii ettt ettt b ettt e st e e e sate e e bt e e aaeeeaabeeanbeeeabeeesabeeaneeeanbeeanbeeanseaann 558
Setting UpP REVENUE CIaSSES....coeiuiiiieeiiiiie ettt e et e e e st e e e et e e e e snteeeeeanneeeeeaanneeeeeensaeeeeannseeeeanns 559

Setting Up DiStriDULION COUES. ... .uiiiiiiiiiie ittt b e s ae e e st e e e bt e e sabeesabeeeaaeeesnbeeebeeesnneaans 559
Setting Up Billable Charge Templates............. e 560
Designing and Defining Bill Segment Types.......... e 563

Designing and Defining DepOosSit CIAsSES.........cciiiuiiiiiiiiiee et e e e e e e s e e e e nnnee e e e saeeeeeenneeeeeaaneeeeeannee 568
Setting Up Payment Segment Types...........
Designing And Defining AdJUSIMENT TYPES. ... uiiiiiiiiee e e e et e e e e e e nnneee s 573
Designing and Defining Budget Plans............. e 586
The Financial Impact Of BUAGEt PIANS..........ooiiiieeeeee et e et e e et e e e s e e e e nneeeeeennnnes 586
What Do Budget Plans Do?...........ccccee...
Designing Your BUdget PIANS........cooo it e e e e et e e e st e e et e e et e e e e nnneeeeeannees 587
Setting Up BUAGEE PIANS...... oottt ettt e ettt e bt e e seteesabeeeaneeesnbeesbeeeabeee e
QLI e L= 1Y =T = Vo = 0 T o |
Setting Up Tender Types
ST (g T o T =T aTe [=T g o TU o7
AULOMAtIC PaymMENt OPLIONS. ... ettt e bt e e s h e e s st e e e te e e eae e e sab e e eabe e e seeesnbeeenneeennneesanes
Setting Up Auto Pay Route Types
Setting Up Auto Pay SOUMCE COUES.........ccuiiiiiiiiiii ettt st
Tt N = 1Y 41T oSSR
Third Party Payment Processing Options
DEfiNE SEIVICE TASK TYPES. .. iiiiiiiiiieeiiiiee ettt e ettt e e ettt e e et e e e e e e e e sneeeeeeanneeeeeaanseeeeeansaeeeeanaeeeeaanneeeeeannneeaennnees
Define Auto Pay Sources and Auto Pay RoOULE TYPES.........couiiiiiiiiiiiie e 597
Define Tender Cancel Reason
Third Party Processing Dat@Time. .....cooiiuiiiiiiiiiie ettt e e e e e ine e e e nabee e e e 598
Third Party Payment Processing Master Configuration..............oooueieiiiiiie e 598
Payment Advices
What IS A PaymMENt AGQVICE?...... .ottt e e e e et e e e et e e e e s nnte e e e eseeeeeeannaeeeeanseeeeeanneeeeeannnes 599
Payment AdVice VS. DIreCt DEDIt.........c..uiiiiiiiiiie e
Setting Up The System To Enable Payment Advices..
Credit Card PayMENTS. ... .. ..ottt ettt ettt et e e s he e e sabe e ettt e beeeasbeesabeeaneeeanbeeaabe e e beeenReeeenbeeaaneeeanreeanee

10



Configuring the System for Tender AUtNOMZAtION.............ooiiiiiii e e eee e 600
Non CIS Payments
Setting Up Payment TEMPIALES. .........ooiiiie et e e s e e et e e e e e e e e anneee e e eneeeeeeanneees
Alternate CUITENCY PaYMENTS........ooiiiiiiieiiie ettt ettt e et e e sab e e s bt e e bt e e s aeeeanteeeeseeesabeeebeeennneasnneeanes
What Is An Alternate Currency Payment?.........cccccoveiveennnns
Configuring the System for Alternate Currency Payments
Payment Event DistribDULION..........oo ettt e et e e e et e e e e s e e e st e e e e nnne e e e e anneeeeeanns
Making Payments Using Distribution Rules
Setting Up The System To Use Distribution RUIES...........cooiiiiiiiiiiie e
(07 Tg Lot I o= Lo o T USRIt
Setting Up Bill (Segment) Cancellation Reasons...
Setting Up Payment Cancellation REASONS..........cocuiiiiiiiiiii ittt sb e see e sreesbe e e saee e snbeeannes
Setting Up Adjustment Cancellation REASONS..........cccuiiieiiiiiiee et ee e e s e e e e snee e e e annneeas
Miscellaneous Financial Controls
O 4T o S =0 01T S
Billable Charg@ LINE TYPE.....oo ittt ettt ettt et e et e e s ab e e s abe e e bt e e smbeeembeeeabeeeanbeeaneeeanbeesnneeanee
Payables Cash Accounting
Accrual versus Cash Accounting Example
Distribution Code Controls Cash Accounting FOr A GL ACCOUNL..........cuiiiiiiiiiee e reeee e 609
Bill Segments and Cash Accounting...........ccccoeiiiniiiniciiniiciece
Payment Segments and Cash Accounting...
Write Down Adjustment...
Write-Offs....ooiiiiiiiiiec
Deferred Accrual Accounting
Deferred Accrual Accounting Examples
Payment Cancellations and Deferred Accrual Accounting..... ....0623
Open Item ACCOUNLING......coiiiiiiiiee e ....624
Open-ltem Versus Balance-Forward ACCOUNTING..........uiiiiiiiiiiiie ettt ettt e b e e saeeesneeas 624
Accounting Method Defined On Your Customer CIaSSES..........coouiiieiiiiiieiiiiiie e e e neeee e 625

MAECI EVENTS. ...ttt et e e e a et e oottt e e et e e e e et e e e e e e e et e e e eas 626
Disputing ltems... e ——————— 630
Pay Plans............ e 632

L@ Y= = 1Y 4= o1 £ 632
Setting Up The System To Enable Open [tem ACCOUNTING.......cccueiiiiiiiiie ettt
Setting Up Match TYPes.......ccovviiiiiiiiee e
Setting Up Match Event Cancellation Reasons.....
Fund Accounting.......ccooiieiieiiiiie e
Fund Accounting Overview
Accounting Method Is Defined On The Installation Options...... crreeea———
Fund Controls Fund-Balancing Entries
Building Fund-Balancing GL Details.........cccccceviiereennnnnnn.
Setting Up The System To Enable Fund Accounting......
Bill Taxation Threshold............cccooiieiiiiiiiceee
Taxation Threshold Examples......
Billing and Taxation Thresholds
Setting Up The System For Bill Taxation Thresholds...........coouiiiiiiii e
Other Financial TranSaCON TOPICS. .. .cuieiiuiireiiiiiieeeiiee e e s e e e et e e e et e e e s eeeeeaaneeeeeanaeeeesanseneeeaanneeeeeannseeeeanneeeeennn
The Source Of GL Accounts On Financial Transactions....
(7= {1 T o B @ U] (o g 1T gl @ o] (1] oL
CUSTOMET OVEIVIBW. ...ttt eitie ettt ettt ekttt e ettt e ae e e e a bt e e bt e e ahe e e eat e a2 be e e omb e e e mbe e e bee e eabeeeabe e e ambeesmbeeeabeeennbeesnseeenean
A Simple Example Of Two Customers
T To] o OO PP PP R PTPPPN
AACCOUNES ...ttt a e ettt ettt e e et oo et e 4o b et e b et oo aE et e b et ook et e eaR et e R et e ea et e e ne e e bn e e nene e e neeeanneeanne
SEIVICE AGIEEIMENES. ... .eiiiiii ettt ettt ettt ettt e s at e e e bt e e bt e e sateeeatee e bee e eab e e eabee e aeeeaaeeeambeeeabeeeembeesmbeeeneeennneesnnnan
Setting Up Person OPLIONS. .......coiiiiiiieiiiiee ettt e et e et e e e st e e s et e e e e s nteeeeaanneeeeeanseeeeeaneeeeeaannneeeeanes
ST 11 o [o I o T (o L= o ) 1= T Y/ o= SO U R RTUTRURRIOE
Setting Up Person Relationship Types
Setting Up Contact ROULINGS. ....couuiiiiiieiiie ittt ettt et e et e e hb e e s be e e ae e e sabeesateeesbeeesaneesbeeaanneeanee
Setting Up Person Contact STAtUS..........ocuiiiiiiiiiee e et e e e e s e e e s ne e e e s annne e e e ennneeeean
Setting Up Person Contact Type Algorithms
Setting Up Person CONTACE TYPES. ....ouii ettt e e e ettt e e s st e e e s st e e e s anseeeeseneeeeeaannneeeeannneeeens
Person Contact TYPE POMAL........ .ottt b et e h e e e st e e e bt e e sab e e ebe e ebeeesnneeeneeas
Choosing to Use Person Contact or Person Phone
Person Contact Status Can Be Controlled By A ProCESS........c.coiiiiiiiiiiiiieiiieiiee e siee et steesiee e seeeeneeee e

11



Maintaining Person Contact via Person PhONE.............eiiiiiiiiie et e e nneee e e e ennees 658
Setting Up Statement Construct Options
Setting Up Statement ROUIE TYPES. .. ..oii it e et e e st e e e s e e e s nneeeeeeenneeeeeannneeas
Setting UP ACCOUNT OPLIONS. ... .ottt ettt e b e e bt e e s ate e e bt e e sab e e sab e e e beeeabeeesateesnseeeaneeeanneean
Setting Up Account Management Groups
Setting Up Account RelationShip COUES..........oiiiiiiiiiiiiie ettt et st e st e e sae e e snbeesneee e
ST (g T o T Y =Y o G 1Y/ 1=
Setting Up Bill Messages
ST i (oL T oI =T I 0TV (= 1Y/ 1= S
SetiNG UP Bill CYCIES... .ottt b e bt e e st e e e s st e e e be e e eabeesabeeenbeeeaseeesmbeeeneeeanneeanne
Setting Up Customer Classes
Setting UP COllECHON ClIaSSES.......eiiiiiiiiiieiii ettt ettt e b ettt e s bt e e bt e e eabeesabeeaaeeesseeeanbeeeaseeesnbeesneaanne
Setting Up Customer INformation OPLiONS..........oouiiiiiiiiiie et e e e e e e e e s e e e enees 669

Setting Up Customer Contact Options .
Setting Up Customer CoNtaCt ClIasSEs.........ouiiiiuiiieiiiiiie et e e e e e s e e e st e e e e nnaeeeeaanneeeeennneeeeeaneees
Setting Up CuStOmMEr CONTACE TYPES. ....ciuuiiiitiieiiee ittt ettt ettt et e ettt e st e e ebe e e aateesabeeabeeeseseesnbeeeneeesnneeanee

Setting Up Notification Preference Options
Notification PreferenCes OVEIVIEW. ...... ..ottt ettt et e e e s be e e st e e e abe e e sabeeanbeeabeeesnneaaas
Push vs. Subscription Notification Types
Parent vs. Individual Push NOEIfiCation TYPES......ccuuiiiiiiiiieeie et 672
DeliVery TYPE...coieeieeeiiiee e e 672
Enabling Opt-In for a Delivery Type ............... e e e 673
Some Notification Types Use Service Task..... S 673
Designing NOLICAtION TYPES. ....couiiiiiiiiiii ettt e b e e b e e s st e e s bt e e eab e e sabeeabeeesbeeesnseeeneas 674
Setting Up Notification Type AIGOrthMS. .......coo it e s e e ....675
Setting Up Delivery Types.......cccccevceeinineene ....676
Setting Up Notification Types....
Notification Type Portal...........ccccooeeriinnnncnn. ....676
Setting Up the Outbound Message Type..... ....677
Setting Up the MeESSAGE SENUET........coiiiiiiiiiie ettt e bt e st e e st e e e be e e aabeeanbeeebeeesnreeenneas 677
Setting Up the External System and Configure the MeSSages.........cccouiuiiieiiiiiei i 677
Setting Up Notification Preferences Master Configuration..............coocioiiiiii i 677
Other Edge Application Notification............cccocceeveeniiereennnenn. ...B677

Setting Up Service Agreement OpPONS...........c.oiiiiiiiii e ...B77
Setting Up Standard Industry Codes (SIC)..
Setting Up Tax Exempt Types..........ccceeeueeen.
Setting Up Contract Quantity Types...
SA Type Controls Everything..............
Financial Controls......................

Setting Up Order Options....
Setting Up Column References.................
Setting Up Order Cancellation Reasons...
Setting Up Order Hold Reasons................
Setting Up Order Feature Configurations........

Setting Up Program Management Options.........
Designing Initiative Elgibility Criteria..........coouiiiiiiiie ettt et be e e nane e
Designing Related ObJECt CrIteria. . ... ..ueiiiiiiiiee et e et e e e s st e e e st e e e e eneeeeeeaneeeeeannneeeeennnes
Setting Up Lead Event Types...................

Overriding Initiative Sign Up Options
Program Management Master Configuration..............oouii it st 685
Setting Up Letter Templates
(DY o aTe T 1= (o B @ (o [ G @ o] i o] o ISR PR

F N I == 0 a0 (IO N =Y o O o oY OSSR

An Example Of The Entities Involved In Field Order Dispatch

Setting Up REPIrESENIALIVES. ... .eeiiee et e e et e e e e et e e e e st e e e s neeeeeeenseeeeeaanseeeeeanneeeeenn

Setting Up Operations Areas

Setting Up Dispatch Groups
DI o= 1o o I €Ty o TUT o Rl 1V =1 o TSPt
Dispatch Group - Field ACtiVity TYPE REVIEW.......cooii ittt e e e e e e e e e neee e e e aneees
Dispatch Group - Algorithm

Defining DISCONNECE LOCATIONS. ... ...iiiieiieiee ettt e e st e e e sttt e e e e neeeeeeanee e e e enneeeeesanneeeeeaannneeenannee

Designing Your Field Activity Profiles and TYPES......cc..io ittt ettt et ae e eeee e
How Does A Field Activity Type Profile Get Used?..
Designing Field ACtivity TYPE Profiles. .. ... uo ittt e e snreesnee e

12



D =EYTo T o I 1= (o I Ao (1Y Y Y/ 1= S
Designing Field Service Classifications
Designing Who Does Your Field ACHVItIES. ........uiiiiiiie et e e e e e e es 704
Setting Up Field Service Classification
Setting Up Field Activity Types..............
Field ACtIVItY TYPE = IMaIN.. ...ttt e e e oo e e et ettt e e e e e e e e e e nns b e et eeeaaaaeaaaa e nnnnsneeeaaaaans
Field Activity Type - FA CharacCteriStiCs. ... ....ouei ittt et e e e e e e e e e e s enae e e e e nnneeas
Field Activity Type - FA Completion Control
Field Activity TYPe - SP TYPE REVIEW.......uiiiiiiiie ettt et e et e e e e e e s e e e ennee e e e e nnteeeeeanneeas
Setting Up Field ServiCe CONIOL..........oi ittt ettt et e bt e e abe e e eab e e sbe e e beeessbeesnneeeaneeean
Setting Up Field Activity Type Profiles
Field Activity Type Profile = MaiN..........oo ottt st e et e e s aee e s be e e raeeesmaeeenee
Field Activity Type Profile - TemMPIate.........ccoo i e s e e e e e e enneeeeens
Field Activities Initiated To Start Service
Field Activities Initiated To Stop Service
Field Activities Initiated For Back-t0-Back SErviCe...........oouiiiiiiiiiiiiie et
Field Activities Initiated To Cut Service Due To Non-Payment
Field Activities Initiated To Place A Disconnect Warning At A Service Point
Field Activities Initiated To Reconnect Service At A Service POint.........ccccooiiiiiiiiiiiiiicce e 712
Field Activities Initiated To Reread A Meter At A Service POiNt...........ccoiiiiiiiiiiii e 713

Defining A Profile's Valid Field Activity Types.......cccocccvevviennnn. ...713
Setting Up Fieldwork Cancellation REASONS..............oiiiiiiiii e ... 713
Fieldwork RESChedUIE REASON..........cciiiiiiiieeiee ettt st et e et e s e e e be e e nin e e naneeennes 714
Setting Up Field ACHiVity REMAIKS.........eii ittt ettt e e et e e et e e e seeeesabeeaneeeanee 714
S T= il aTo IO o @ 1] c= o T= T O | I o TS 715

(O8] e=To =IO | B Y o 1= R N AU 715

L@ W)= To =T 7= | 1Y/ oY S USSSUSR ... 715

Defining Credit & Collections Options....... .. 716
The Big Picture Of Credit & Collections..........ccccceeeeveevrceeeeennnen. ... 716

Collection Criteria vs. Severance Criteria vs. Write Off Criteria.......... ... 716
The C&C Monitors.........cccccuveveeeeeeeeeeeeecis ... 719
The Big Picture Of Collection Processes..... e 721
The Big Picture Of ColleCHON EVENTS......ccooiiiieiiiie e e e s e e e e e st e e e snneeeeeenns ... 128

The Big Picture Of Severance Process Cancellation...............cccooiiiiiiiiiiiii e e 731
The Big Picture Of Severance Events............cccoceee... e e 733
The Big Picture Of Write Off Processing.. e 737
The Big Picture Of WIte-0Off EVENES... ... et e e st e e s e e e e e e e e e enneeee s 744
Calendar vs. WOrk Days........ccceeieeerieeiieeeniieesiee e . 147
The Big Picture Of Payment Arrangements and Pay PIans............coooiiiiioiiiei e 748
Creating Collection, Severance & Write-Off ProCeAUIES............coiiiiiiiiiiii et

Designing Your Collection Procedures..........cccccceeeveeenne.

Setting Up Collection Procedures..............

Designing Your Severance Procedures
Designing Your Reconnection Procedures
Setting Up SeVEranCe PrOCEAUIES............iiiiiiie ettt e e e s e e e et e e e e sneee e e e anneeeeeannneeeeenneneeennn
Designing Your Write-Off PrOCEAUIES........couiiiiuiiiiie ittt ettt e et e e e e sbe e e beeesaeeesnbeeeanneesnns
Setting Up WIite-Off PrOCEAUIES.......o . ettt e e e ettt e e e et e e e st e e e e sneeeeeesnnaneeesannneeeennnes
Setting Up Feature Configuration....

How To Nominate A Single Service To Sever (Rather Than Sever Everything That's In Arrears)...........cccccceennee 789
Defining Meter & ltem Options
The Big Picture of Meters, Items and EQUIDMENT..........oiiiiiiii ettt s
The SErUCIUIE OF A IMELET ...ttt ettt e e et e sae e e s ne e e eneeeaareean
Items Are Used For Other Devices Associated With A Customer's Service

S T= il g T IO T V1= (= @ ) o) o TSP
Setting Up Meter Configuration TYPES.......c..uii ittt ettt tee ettt e e bt e e sae e e saeeeebeeessneesabeesneeannne
Setting Up Meter Types
Setting Up Manufacturers & Their MOEIS...........ooiiiiiiiiii ettt sane e
STt aTe T Lo T 1Y = =Y 1 B I 0T
Setting Up Read Out Types
Setting Up ProtoCOI COAES.........oiiiiiiiieeeiii ettt e e et e e e et e e e e st e e e e annne e e e ennaeeeeeanseeeeeanneees
Setting Up Unit Of MEASUIE COUES........eiiuiiiiiii ettt ettt ettt st e st e e sae e e st e e e bt e e abe e e sabeeeneeesnbeeanbeeanseeas
Setting Up TimMeE-Of-USE COUES......cuueieeiiiiiiee ettt e et e e e et e e e et e e e e nte e e e s anneeeeesanseeeeeanneeeeeaanneees
SEHING UD TOU GrOUPS. ...ceuteiiuiiieitiieatie ettt e sttt e siteeateeesueeesabeeaabee e beeessteesaseeaaaseeaabeeaabeeabeeessbeeaaseeaanseeanbeeanbeeenseean

13



Setting Up RetiremMeENt REASONS.......coiiiiiie ettt e e e e e st e e e s et e e e e ennneeeeenneeeeeeanneeeennes
Setting Up Metered Service Point Options
Defining Meter LOCAtION COUES........coiiiiieeieiiiee ettt e et e e e et e e e sttt e e s et e e e e anteeeeeanneeeeeenneeeeeaanneeeeannns
Setting Up Service Cycles ANA ROULES........cc.uii ittt sttt e ste e e sab e e be e e sabeesnbeeenbeeesaneaaas
Setting Up Metered Premise Options
Setting Up Meter Read INSTUCHONS. .......c..iiiiiii ettt e st e e bt e e saeeesnnee e
Setting Up Meter Read WarniNgs.......coooiuiiiiiiiiie ettt s et e e st e e e st e e s s et e e e e e naeeeesannneeeeennneeean
Setting Up Consumption Estimation Parameters
1S (g E= T T @70 E= U T3 ] o] (1) o 1SS
T 11 (o I o T (=Y oo [N = TR PRSP
Setting Up Trend Classes
Setting Up High / LOW FaCIOIS.........ooiiiii ettt sttt e
RS T=Y (T T o T =T o o
Setting Up Meter Read Options
Setting Up Meter Reader RemMArKS........co ittt e e e e e e e e s e e e e e nneees
Setting Up Meter REAA SOUICES..........couiiiiiiiiieiie ettt ettt ettt s eene e
Setting Up ltems
Setting Up Item Types
Setting Up Manufacturers and Models

The Big Picture Of DeViCe TeSHNG....ccuiiiiiiiiiie ittt sttt et e b e e nneeesnneean
The Level of Complexity Depends On What You Test and Your Record Keeping Requirements.... .
A Device Test Records Test Results..... ... 814
Field ActivitieS AN DEVICE TESHNG.....eii i eiiee et ee et e e e e e s e e e e st eeesneeeeeaanneeeeeanneeeeenneaeeennn 815

Device Test Validation...............c........ e 815
Setting Up Device Test Options............. e —————— 815
Setting Up Component Test Types..... ....816
Setting UP DEVICE TSt TYPES. ... eiiieiiiiiiie et e e ettt e et e e e st e e sttt e e e ntee e e e annaeeeeanneeeeeenseeeeeannseeeesannneaenannes 816
(D=l a ot U EST= o [T @ o] (1] - TSRO 817
The Big Picture of USage REQUESTS. .......coiiuiiiieiiiiie et e e s e et e e e e st e e e e e e e e eneeeeeennneees 818
The Big Picture of Time of Use Mapping and Prlcmg ......................................... ....822
Defining Premise and Service Point Options...... e 830
AN TUSTFAtION OF A PrEMISE. ... ittt ettt e bt e skt e e e bt e e be e e sab e e e bt e e nbeesmbeeeabeeesnbeesnneeannneannne 830
Setting Up Premise OPLONS.........ooi ittt e ettt e e st e e e e e e e e neeeeeeanseeeeeanseeeeeannneeeeaneeeeeann 832
DefiNiNG PremiS@ TYPES... ..o ittt ettt ettt ettt e e s e e beesae e s e e sane e ....832
Implementing Address Validation ............c.eoiiiiiiiiee e e e e e e ... 832
Setting Up Generic Service POINt OPtIONS. .........iiiiiiiiie ettt e e bt e e sebe e aabeeesbeeesnbeesaeeene 833
FACIIILY LEVEIS. .. ..ottt et e e e ettt e e et e e e e e st e e e nee e e e e e neae e e e e nneeeeeannne e e e e neeeeeeannees ....833
Setting Up Service POINT TYPES.... ..ottt ettt et e 833
Setting Up Premise & Service Point Postal Defaults.............ceoiiiiiiiioiie e 837
POStal DEfAUILS = IMAIN.....c ettt ettt e e s hb e e st e e e aae e e sabeesabeeeabeeesaneesnbeeeanneeanne 837
Postal Defaults - Service Default..... e 838
Designing SP Types........cccoceeveeneennen. ....838
Lo YTz IS T= Yo o =T o = (o o TSRS 839
DeViCe SegMENTAtION. ... ..coiii ettt ettt ettt ettt ettt st 839
Meter Read Estimation Trend Class Segmentation.............cooo i e 840
Field Activity Type Profile Segmentation..............coiiiii e e 840
ST N Y/ ¢TSI 1= [ 4= a1 ¢= 14 ) o S
Meter Type Segmentation
L1 0 B I ¢TSI T=Y o [ 4= o1 ¢= 4[] o S
Defining Bill & Meter REAA CYCIES.......ooiiiiiiiie ittt ettt e e et e e bt e e s aa e e sab e e e beeesabeesnteeeaneeesnnas 841
Defining Bill and Service Cycles
The Big Picture Of Bill Cycles, Service Cycles and Bill Periods............cccooiiiiiiiiiiiii e 842
]| =TSRSSt
D= fo] T o =11 I =T o T - T PSP OUP PP SPPPPPN
L= (g T o T = 1 o7 SRS
Setting Up Service ROULE TYPES......ccui ittt ettt e sa e eeeee e ene e
Setting Up Service Cycles And Routes .
Setting Up Service CyCle SChEAUIES. .........oouiiiiei ettt e et e e eee e s ebe e e aeeesnneeanee
S T=Y (T T o T =1 I =Yy o Yo [ USSR
Defining Statement Cycles
The Big Picture Of Statement CYCIES. ....c.coiniiiiiiie et s e e s e e e e e e e s snne e e e anneeeeennnes
Setting Up StatemMENt CYCIES. ... .ii ittt b e e st e e et e e e bb e e sab e e ebeeesaeeesnneas
Defining Service Agreement Type (SA Types)
Designing SA Types For Service Agreements With Service Points............cccoiiiiiiiiiiiiii e 856

14



(O RS V7153 (o g IS T=Te 0 0 TT ) =1 (o] o TS 856
Service Segmentation

Receivable SegMENTatioN. ... e e e e e e e e e e e e e nnnaeeeeanees 857
REVENUE SEGMENTALION. ... ..ottt ettt e et e e he e e s ab e e e bt e e ae e e ambeeeabe e e eabeesnbeeabeeeanneesnneas 857
Rate Segmentation
Service Point (SP) Type Segmentation...........couii ittt ettt e be et e st e e e bee e snneeeanes 859
Company Usage SegmMENTALION........cooi i it e et e e e e e e s e e e e st e e e e st e e e e e annee e e e ennneeeeanraneeeans 860
Debt Class Segmentation
Budget Billing Segmentation

Designing SA Types For SAs Without Service POINTS.........ccoiiiiiiiiii e e e 863
Overpayment Segmentation
Write Off S@GMENTATION. ... it b et e bt e e et e e ekt e e sabeesabeeaaneeesnbeeebeeesnneaans
Connection Charge SegmMENTAtioN..........cii i i e e e e s e e e sttt e e e e s e e e e annee e e e e nneeeeeennees
Charitable Contribution Segmentation
Payment Arrangement SegmENTtatioN...........oouiii i e e e e enaaeeeean
Merchandise Segmentation - Installment Billing............ccooooiii e 868
Deposit Segmentation - Installment BilliNg..........ooo i e 868
Billable Charge Segmentation........ ..ottt 869
Over/Under Cash Drawer SegmeENtation.............ouiiirieiiiiiee et eee e s e e e eee e e e sneee e e e s e e e eannneeeeannaneeeans 871
Payment Upload Error Segmentation........ ... 871
CIAC Segmentation e 872
LOAN SeGMENTALION. ...ttt h e st h ettt e e e an 873
Non-Billed Budget SegmENtation............ceiiiiiiiiiee e e e e e e e anneeens 873

Designing SA Type For Other Segmentations.............ocuoiiiiiiii e e 873
Cash Distribution SegmeNntation.............ooi e e e e e eeennnee 874
Adjustment Profile Segmentation.............cooo e 874
Late Payment Charge Segmentation..... e 874

Debt Classification Segmentation.... e 874
Allow Estimates Segmentation......... e 874
Severance Criteria Segmentation..............oociiii e 875
D= o Yo 1S3 A O =TT IS T | o 0 =T o = o o TSRS 875
SUD SA TYPES.... ettt ettt h et h ettt b et a e ettt e et e e et eene s ....875
Financial SEEmMENT SA TYPES. . .o it e et e e et e e e e st e e e aneeeeeeeneeeeeeaneeeeeaannneeeeennneeean 876
INEEIVAL BillING SA Ty PES. .ttt ettt e st e ettt ettt e sae e e e bt e e beeeembeeeabee e ebeeesmbeeanbeeaanneesnseeaseeane 876
USAQgE REGUESE SA TYPES. ... ettt e e e e et e e e st e e s ese et e e e n et eeeeanneeeeeeneeeeeeanneneeeannneeeennes ... 876
Initial Consumption Period ConSIAErations..............ccuiiiiiiiiiie i e e e e e s et e e e s saareeesanneeens 876
Processing Sequence CONSIAEratiONS. ...........oiiiiiiieiiiee e e e e e e e e e e ee e e e s e e e e naeeeesenneeeeeannneees
Designing Prepayment Billing Options......
SA Types And The Financial Design........
Setting Up SA Types.....cccveerieiniiniiiens
SA Type - Main Information......
SA Type - Detail.......cocoeeneenns
SA Type - Billing.......
SA Type - Rate.............
SA Type - SP Type
SA Type - AJUSTMENT Profiles..... oottt st et e bt e e be e e s nte e s neeenanas
ST N 1Y/ 1= T O 2R
SA Type - Billable Charge Template
ST N Y LT O g F= =T (T ] o
SN B/ o T [o o 41114 41T PO RUURTOURNE
SA Type - Billable Charge Overrides
SA Type - CoNtract OPtION TYPE.....oi ittt ettt ettt ettt e st e e e beeeaateesabeeabeeesateesnseeaaneeeanneeanneeanee
ST N Y/ LI 11 (=T V7= | ) o TS
SA Type - NBB Recommendation Rule
ST (g e T o TS €= T O o] 1] o - S
SEArt OPLON IMEIGE. ... ettt ettt ettt e et e s bt e e bt e e ek e e e eat e e e be e e eab e e eabeeeaneeesmbeeebeeesmseesnbeesanseesnneeanee
Defining SA Relationship Options
The Big Picture of SA Relationships and Service Providers.............c.cooiiiiiiiiiiiiiiee e 917
Persons and SErviCe PrOVIAEIS.........ccuiiiiiiiiiiiiiie ettt ettt et e et e nee e e e e e e ene e e enreeereeentnee e
Service Providers Are Linked To Service Agreements..........
Service Providers May Change OVEr TiMeE.......ccuuiiiiiiiiei ettt e s e e e ee e e e snaee e e e s nne e e e e enneeeeeeneees
How To Set Up SA Relationships On A Customer's Service AGreement...........cooueiiiiiiiieeniiee e 920
When Your Company Is A Service Provider
Service Providers Have To Communicate ADout CUSIOMENS........c.ceiiiiiiiiiiiii e 922

15



Relationships Between ServiCe PrOVIAEIS.........oocuuiii it e et e e s e e e s sneeeeeenees
A Service Agreement Can Have Many Types Of Relationships

=1 q T = F= o g 1] o SRR
ConsUMPLiON REIAHONSNIPS. ... ..uiiiiiiiii et e et e e et e e e e st e e e e s aaaeaessasseeesasseeeesansneaesesneeanas
Deposits Issues........cccccecuveeennnne
Credit and Collection Issues
An Object-Oriented Perspective Of Service ProVIdErs..........cuiiiiiiiiiiiiiiiie e e e e
How Do You Communicate With Service Providers?.........
L3 03 1= IS /(o o S
Designing Your SA Relationship Types and Service Providers...........ccociiiiiiiiiiiiiiiie e
Designing SA Relationship Types
DeSIgNING SEIVICE PrOVIAEIS. ... .eiiiiieeiiii ettt ettt ettt et e bt e e sht e e s te e e beeesabeeambeeabeeesmeeesaneeeanneeanneean
Designing Your SA Types And Start Options FOr SUD SAS..........oiiiiii e
Reference Send Consumption Algorithm On Master SA Types...
Reference TBFU AIgorithm On Master SA TYPES.....ooi it e et e e e e s e e e s e e e eneae e e e eneeeeeanas
Designing SA Types For Service Provider Financial Settlements..............coooiiiiiiiiiiii e 960
Setting Up SA Relationship Information
Setting Up SA RelatioNShip TYPES. ... .uiiiiiieiiie ittt ettt ettt e e stb e s bt e e bt e e anseeenbeeenneee e
Setting UP SEIVICE PrOVIAEIS. ... ittt e e e e et e e e ettt e e e nte e e e e anneeeeeenneeeeeensaeeeeanseeeeanns
Setting Up SA Types and Start Options FOr SUD SAS.........uiiiiiii e ....963
Setting Up SA Types For Financial Settlements..........c.ccccooveiiiiiiiiiiienee. ....963
Update Master SA Types With FT Freeze and Bill Completion Algorithms..... ... 963
Setting Up SA Relationships FOr SA TYPeS......coccereiiiiieiriie e ....963
Negotiated Terms..........cccovviiiiiiiiiei e, ... 964
Examples Of SPeCial DISCOUNLS.........coiiiiiiiie et e et e e s et e e e st e e e e snne e e e e naeeeeaanneeeeeanneeeeeannnneeean 965
Setting Up The System To Enable Negotiated Terms..... ....966
Defining Service Credit OptionsS........c.ccovvviieeiiiiiee e ... 968
The Big Picture Of ServiCe CredifS.........oii ittt e bt e e sae e e s ete e e eee e nnnas ....968
Service Credit MEMDEISNID..... ..o et e e e e e st e e e e st e e e e nee e e e e anneeeeeaanneeeeeannnneeeeneeeeeann 968
Designing Your Service Credit Options..... reeeeene. 971
Designing Your Membership Types................. e 971
Designing Your Service Credit Event Types.......... e 974
How Are Service Credit EVENtS Created?...... .ottt 977
Setting Up Service Credit Options................... ....978
RS T=Y (g T o T O =Y 1 A g T 978
Setting Up SC Membership INactive REASONS...........oi ittt s e b e e sne e 978
Setting Up Service Credit Membership TYPES. .......uiiiiiiiiie et se e e e e e e e naeee e 979
Setting Up Service Credit Event Types.............. ....981
Service Credit Examples.........ccocveviiiiiiiiiiieeees ... 981
Defining Control Tables for a Refundable Fee..........cooiiiiiiiiii e e ....982
Defining Control Tables for a Nonrefundable Fee.............ooi i 983
Defining an SA Type for Miscellaneous TranSaCHiONS. ..........couiiiiiiiiiieie e ....983
Using Campaigns/Packages to Set Up Membership...........cooo oo 984
Defining Another Person for Your Account................... .... 986
Service Credits Earned When Starting SerVICe.........uuiii it e e e e s e e rnneeee s 989
Service Credits Earned Through BilliNg...........coouiiiiiiiiieie ettt e e aeeseee e 989
Service Credits Redeemed Through BilliNg...........cooiiiiiiiiiiiiiee e e e e es 990
Designing Your Rate Options for Capital Credits...
Partial REIEIMENT.........oo ettt st e e b e e ear e e sar e et e e e nen e e naneennneens 993
Interface Membership Information to @ Third Party............cccoeeiiiiiii i 993
Defining Loan Options
The Terms Of A Loan Are Stored On A Service AQreemEeNt..........coiiii ittt seee s 994
Payoff Balance and Current Balance fOr LOANS...........coiiiiiiiiiiiiee e e e s e e e ee e

Booking The Principal Amount Using An Adjustment
Loan Amortization Schedule CalCUIBtioN.............c.coiiiiiiiiiii et
Billing For Loans And Interest Calculation
Paying What Is Owed..........cccccoverviienennnns
OVErPAYMENES ON LOGNS......ciiiiiiieiiiiie ettt e et e ettt e e st e e e e et e e e e e seeeeeaassseeeeesseeeeeastseeesasseeaeaansseaassnssaneeannssneeaanns
F e T3 (o [ o T N0 T T
Writing Off Loans.........ccccceevieenneen.
Distribution Codes for Loans
Setting Up The System TO EN@bIe LOGNS.........couiiiiiiiiie ittt e st e e be e e see e e snbeeebeeeanneeanee
Distribution Code
P (U] (g L= L I o T TSP PUPUPURRTRRIN

16



e 053 (=T o A I8 o =T o (0] 1= 1005
Algorithms
=7 LI = Tex (o SO PPUR RN
(0101 (o] 3o 1T g 4 F= 11RO
Bill Segment Type .
[ =T UT=T o To PRSP PP PRPOPPPROOE
27| LI =Y o Yo [P PP PPPRRRRRRRSPPPNY
Bill Cycle Schedule...........ccoceeeiiiiiiiiiiiee e,

Collection, Severance and Write Off Processes

What IS A NON-Billed BUAGEL?.......c ettt e e e e et e e e et e e e e s aan e e e e snnaeeeeenseeeeeanneeeeeannnneens 1009
The Financial Impact Of NON-Billed BUAGELS........cccuiiiiuiiiiiieiie et e 1009
Current Amount For SAs Covered By A Non-Billed BUAGEt.............ooveiiiiiiiiiiie e
Scheduled And Actual Payments On The Non-Billed Budget
Overpayments for Non-Billed Budgets.........cccccovviiiiiiiiiiieeeee
Underpayments For Non-Billed BUdgets............oooiiiiiiii et
Billing For SAs Covered By The Non-Billed Budget...........cooouiiiiiiiiioe e

Distributing Non-Billed Budget Credit...........cccoceeiiiiiiinnnnnene
Stopping an SA Covered By a Non-Billed Budget.................
Financial Transactions For Unmonitored Non-Billed Budgets...
Distributing Payments for Unmonitored Non-Billed Budgets..
Transferring Credit from Unmonitored Non-Billed Budgets.......
Designing Non-Billed Budgets.........ccccccoovieeeennnee.
Making SAs Eligible For Non-Billed Budgets............ccccoeoeieniennee.
Designing Recommendation Rules.....................
Non-Billed Budget Recommendation Rule
Setting Up The System To Enable Non-Billed Budgets............
NBB Distribution Codes..........ccooeiriiiiiiiriiiieniee e
NBB Adjustment Types.............
NBB Adjustment Type Profiles..
NBB Characteristic Types.........ccccvveviveeeennnns
NBB Customer Contact Class And Types........ccccceevieeriieeenieeennne.
[N =7 = 2N Fo o] 1] o <
NBB Debt Class And Collection Process..........ccccoceeenieeniiennnns
SA Types for SAs Covered by NBBs...........
NBB Recommendation Rules.................
Non-Billed Budget SA Types.....
NBB Background ProCesses...........cccoevvieeeeiiiiieeenniieeenn
Defining Quotation Options.................
Setting Up SA Types For Quotes.........cccocceiiiiiiiiiiiiiicie
Enabling The Automatic Generation Of Billing Scenarios......
Enabling The Generation Of Simulated Bill Segments...........cccccceiieiiienns
Enabling The Creation Of A Real SA When A Quote Detail Is Accepted..... e 1031
Setting Up QUOTE ROULE TYPES... ...ttt ettt et 1032
ST=TuilaTo IO o T =T g 4 =T g To A @7 o 11 o o < TS 1032
Setting Up Decline Reasons
Setting Up Customer Classes FOr QUOLES.........coouiiiiuiiiiiie ittt e et e e sene e 1033
Defining Case Management Options
The Big Picture Of Cases..........cccceeeunee
Case Type Controls EVEIYENING..........oo ittt ettt e b e sab e e s b e e e be e e seeeesnbeesneeenne
RS Te7 4 o] (ST o 7= TS
To Do's and Cases
e T ] o] (SR 7= T T I/ o1 S
Setting Up Case Management OPLIONS...........oouiiiiiiiiiiiie ettt sttt et 1053
Installation Options
Setting Up ApPPLICAtION SEIVICES. .. ..ottt et e et e e s bt e e sae e e s abeeanbeeanteeesnneeans 1054
RS ToY (o T o T ] €SS
Setting Up To Do Types
Setting Up CharaCteriStiC TYPES. .. .oii i iiiieeiiiie ettt e st e e e st e e e ettt e e e st eeeeanneeeeseneeeeeeanneeeeeanns 1055
SEHING UP CASE TYPES. . utiiitiieitie ettt ettt ettt e bt e ettt et e e e aab e e e bt e e bee e shbeesabe e e seeeanbeeaabeeenbeeeaseeesmneeeneeeanneeanee
Workflow and Notification Options
The Big Picture Of WOrKfIOW PrOCESSING.........ciitiiaiiieiiie ettt ettt st e bt e e sae e e s mteesbee e snneesbeeenneeennee 1060

17



The Big Picture Of WOIKFIOW EVENTS.......cooiiiiiieiiie ettt e e et e e e s e e e e e e e e ennneeeeenees
How Are Workflow Events Created?............cccceveeennen.
Executing Workflow Events On Their TrGger Date...........coiiiiiiiiiiiiie e e nneee s
WOIKFIOW EVENE LIFECYCIE. ...ttt ettt ettt e et e e st e e bt e e et e e e beeabeeesnteesnneeean
Workflow Event Dependencies & Trigger Date
WOrkflow EVENtS May Be IN EFTOr.... ..o ittt b e sae et e s be e e sebe e sabeeaneeesnteeanbeeenee
Some Workflow EVents May Fall..........oooiiiiiii et e e e s
Errors versus Failure..........ccoccceeiiiiiiiiiiie
Waiting Events And Their Waiting Process
How Are Workflow EVENnts CanCeled?....... ..ottt sb e e eeneeean 1065
Workflow Processes Can Have Multiple Branches...

The Big Picture of NOtIfiCation PrOCESSING........ueiiiiiiiiieiiie ittt ettt ettt e b e e saeeesnbeeabeeesenea e
Uploading Notifications INt0 The SYSIEM..........eiiiiiee e e s
What Type Of Workflow Process Is Created?.......
How Are Notifications Sent Out Of The SyStemM ... i eeee e e eeee e 1069
System Conditions May Trigger Notification and WOrkflow...........coooeiiiiiiiiiiii e 1078
The Lifecycle of Notification Download Staging..........ccccueeeeiiuiiieriiiee e e e eeee e e s e e e e s eneeeeeean 1080

Creating Notification and Workflow ProCedUIES............oouuiiiiiiiiiieie et eee e 1080
Designing Notification Upload & WOrKflow ProCedUures............coicuiieiiiiireeiiiiee e e e 1080
Designing Notification Downloads............ccccceiiieenieennnen.

Setting Up Notification and Workflow Procedures
Defining Umbrella AGreement OPLIONS. ........cii ittt ettt et st e e ae e e ssb e e e b e e e aeeesnreeeneeesnnas

The Big Picture Of Umbrella Agreements....................

Renewable Umbrella Agreements.............
Terms Of Service Covered Entities....
Overriding Rate Terms........cccccceeieiiiieennne.

Setting Up Umbrella Agreement Options...................
Configure SA Types for Umbrella Agreements.........
Configure Bill Factors for Umbrella Agreements
Configure A Campaign To Link An SA To A Terms Of Service... e 1104
Setting Up Umbrella AGre€meENt TYPES. ... ..eii it seie et e st e e e et e e e snteeeessneeeeesanneeeesnnsneeesannes 1104
Setting UP TermMS Of SEIVICE TYPES. ...cciuiiiiiieiiiieitiie ettt ettt e st e e sae e e st e e bt e e bt e e aseeesabeeeabeeeanseeanbeeanneeesaneanas 1105
Setting Up Terms of Service Cancel Reasons... e ———————— 1106

Umbrella Agreements Configuration EXAmMPIES............coiiiiiiiiiiiieiiie et eee e e s be e e be e sieeesnneeeas 1106
Linking A Service Agreement To A TOS Through Orders..........ccueeiiiiiiiieiiiie e eee e 1106

T oTe] o Ao [ [T o o (U o SO SUPR 1107

Configuring the System to Invoke Oracle Bl Publisher Enterprise Real-Time..........ccccvviiiiiiiie e
Specify Reporting TOOl OPtioNS.......cc.ueiiiiiiiiieiie ettt
Reporting Tool AlgOrithm...........ooiviieeeeee e
Interface with Oracle Bl Publisher Enterprise Batch Scheduler

Configuring the System for Batch Bill Print...........cccoccooviiiiiiniieee
Configure Oracle BI Publisher for Batch Bill Print............c.cccoiiiiiinnn.
Configure Oracle Utilities Customer Care and Billing for Batch Bill Print............ccooooiiiiiiiiiiieeeee e 1109

Description of Sample REPOMS........cc.uiviiiiiiiiciciiee e e 1109
Active Severance Processes - CI_ACSVPR ... et e e s a e e e e nneee s
Bill Print in Bl Publisher - CI_BILLPR ...ttt ettt e st e b e e sae e e snbeeebeeesnneanas
Billed Revenues by Rate - Cl_BILREV ........ooo ittt et e e e e e st e e e snneeeeennnes
Case Statistics By Case Type - CI_CSESTS
Case Statistics for a Given Status - CI_CSESGS.........cooo e
Collection SUMMArY = Cl_CLLSUM........iiiiiieeie ettt e bt et et e e e bt e e sseeesabeeebeeesnseesnreeanee
Customer Contacts by Type - CI_CUSTCN.......cccceevivireeinnen.
Customers with Life-Support / Sensitive-Load - ClI_PMLSSL
Field Order Print in Bl Publisher- CI_FOPRNT .........oiiiiiiii et s e e s e e e et e e e e snnee e e e enneeees
GL Accounting Summary - CI_GLACSM
Letter Print - Bl Publisher Sample Welcome Letters - CI_LTRGN_ENG REPORT........ccoviiiiiiriiiieee e 1129
Meter Reads Performance - CI_MTREAD
Open Cases By Type - CI_CSEOPN..........cc.ceue.

Payments Balance - CIUPIMTBAL.......o i ettt et st e e s bt e e eab e e sb e e e abeeessseesateeeanneeannis
Receivables AQING - CLLRCVAGA ... ettt e e e et e e e s et e e e ettt e e e nnteeeeeannaeeeeanneeeeennneneeenn
Tax Payables Analysis - CI_TXPYBL....
TO DO ENtries = CI_TDENTR ... ..ottt ettt e e e e e e e s e e e s e et e e e e enseeeeeaanneeeesannneeeeennsneeeeannneeeeans

Umbrella Agreement Summary - CIL_UASUMM. ...ttt saae e 1134
Unbilled Revenues - CI_UBLREV
Vacant Premises with Consumption = CLLVACANT ..ottt e s aeeesneee s 1136

18



Active Severance Processes - CI_ACSVPR ...t e e e s s e e e enneee s 1136
Bill Print in Bl Publisher - CI_BILLPR
Billed Revenues by Rate - Cl_BILREV ...ttt e e e e s e e e s e e e e ennes
Case Statistics By Case Type - CI_CSESTS... ..ottt ettt e e st e e b e e sabeesnbeeseeeees
Case Statistics for a Given Status - CI_CSESGS
Collection SUMMArY = Cl_CLLSUM. ... .ttt ettt et e e e e bt e bt e e sse e e sabeeeneeasaseesnreeanee
Customer Contacts by Type = CI_CUSTCN ... .uiiiiiiiie et e et e e e e e e e st e e e e s e e e e snnneeeeennnnes
Customers with Life-Support / Sensitive-Load - CI_PMLSSL....
Field Order Print in Bl Publisher- CI_FOPRNT
GL Accounting SUMMAry = CLUGLACSM.......coiiie ettt st e et e e st e e sbe e e saeeesabeesneee e
Letter Print - Bl Publisher Sample Welcome Letters - CI_LTRGN_ENG REPORT...
Meter Reads Performance - CI_MTREAD..........coouiiiiiiie ettt e e e e et e e e s esee e e e s eaaeeaeesssaeeeeesseeaans
Open Cases By Type = Cl_CSEOPN. ... ..ttt e e e et e e et e e e entee e e e annseeeeeannneeeesneeeeeeannnees
Payments Balance - CI_PMTBAL
Receivables AQING - CLLRCVAGA ... ettt e e e et e e e e st e e e aaee e e e ennteeeeeannaeeeeanneeeeennneneeenn
Tax Payables ANalysis = ClLLTXPYBL.......ooiiiiiiii ettt et e s e s te e e bt e e sabeesbeeeaneeesnneaanee
To Do Entries - CI_TDENTR
Umbrella Agreement Summary - CI_UASUMM
Unbilled ReVENUES - CI_UBLREV....... .ottt ettt e e e e e e et e e e e s e e e e s nneeeeeennneeeean
Vacant Premises with Consumption - CI_VACANT .........cooiiiiiiii e
Defining Overdue Processing OpPtioNS..........cooceiiiiiiiiieiiiiee e
Case Study - Collecting On Overdue Bills...
Monitoring Overdue Bills............ccccceeennneen.
Cutting Service Agreements...................
How Does The Overdue Monitor Work?...........c.coiiiiiiiiiiiieniee e
Different Overdue Rules For Different Customers............cccooiieiiiiiiiiiiniie e
Overdue Rules Are Embodied In Algorithms.............
When Is An Account Monitored?..........cccooceeeiieiiiiie e
Collection Class Defines If And How Accounts Are Monitored.....
The Big Picture Of Overdue ProCesses..........cccoceeriieeiieeiiieesieeeninen.
How Are Overdue Processes Created?.......
The Components Of An Overdue ProCess.........cccveeeurieeeiiiieeeecciiee e
Experimenting With Alternative Overdue Process Templates.........cc..oueiiiiiiiiiiie e
Overdue Process Information IS OVErridable..............oouiiiiiiiiiiiiiie ettt
Original and Unpaid Amounts..........cccceeceveerrenennn.
Overdue Processes Are Highlighted Elsewhere
How Are Overdue Processes CanCellEd?..........oooiuiiiiiiiiiiiie ettt 1172
Overdue Processes Are Created From TemPIates. .........c.ooiiiiiiiiiiiiiiiiie ettt 1173
The Big Picture Of Overdue Events............cccccc........ rerree e 1173
The Big Picture Of Cut Processes...... e 1176
Cut Events Are Like OVerdue EVENES........ccoiiiiiiiiiii ettt 1178
Write Offs Are Implemented Using OVErdug EVENTS..........ocouiiiiiiiiiieiie et s 1179
Calendar vs. Work Days........cccccoeeeeiiiieeeeniieee e 1179
Bill-Oriented Collection - Advanced Topics............ e 1179
Miscellaneous Bill-Oriented CollECHON TOPICS. ... ceiiiiiiiieiiiiiiee e e e reee e e e e e e e snnee e e s eneeeeeeeneees 1180
WVIING OFF BIllS......eeeee ettt ettt he e e e bt e e bt e e e he e e sat e e eabe e e aabeeambeeanbeeenbaeesnneeanneaenn
Bill-Oriented Payment Arrangements
Creating Overdue and Cut Procedures
Designing Your OVErdug PrOCEAUIES.............uiieiiiiieeeeeiie e et e ettt e e st e e e st a e e etae e e e e e eeeaanneeeeeennseeeeeannneeeann 1187
7= RO o T =TS (TSSOSO URRRONY
Setting Up Overdue Processing...
Defining Interval BilliNg OPtioNS.......co ettt et e st e e s bt e e aae e e sabeeaateeebeeesabeesbeeaanseeanreeanee
Interval Billing Table Setup SEQUENCE. ........ooo ittt e e e e e s e e e s neee e e ennneeeeean 1204
The Big Picture of Interval Billing
(=TT | I T T Vo S
Raw Data Collection and AgQGregation........ ..o uioiuii i eiie ettt sbee st e e e e ebeeasaeeesabeeateeesbeeesabeesaneeasnneeanee 1209
Time of Use Billing
Designing Interval Billing OPtioNS...........eiiiiiiiiie ettt et e et e e e s bt e e bt e e sabeesbeeebeeesnneesnneaens 1215
Designing Your Interval Billing Rate OPLiONS..........eiviiiiiieeeiee et e e e e e e e e e nnneeeeeans 1216
Designing Your Interval Billing Controls
Designing Your Raw Data OpPliONS. .........eiiiiiiiie ettt e e et e e e s e e e e ennte e e e et e e e e annteeeeenneeeees
Designing Your Time Of USE OPtiONS. ... ..oiiiiiiiiieiiie ittt ettt ettt et e sttt et e e be e e sbb e e sabeesneeeanseesnbeeanseee e
Designing Your Contract Options
Designing Your SA Interval Billing OPiONS.........coiuiiiiiiiiii ettt e e e sae e sneeenee 1229

19



Setting Up Interval Billing OPHIONS. ........viiiiiiiiiee ettt et e e et e e e et e e e s e e e ennaeeeesansaeeeeannneeeeennnee
Setting Up Interval Billing Control Tables
Setting Up Channel Control TabIEs.........coo it e e e e e e e s e e s enneeeeesnnneeeeeanns
Setting Up Time of Use Billing Control Tables............ccooiiii e 1236
Setting Up Contract Option Control Tables

Defining Prepaid Metering OPtiONS. .. ... ittt ettt et e bt e e eb e e sab e e e beeesaeeeanseeebeeesaneesnneeennes

The Big Picture of Prepaid MeEriNg...........oi it e et e e e e s e e e s s e e e snaeeeeenneeeeeenn
How Does Prepaid Metering Work?...
Debit Meter VS, Credit METEr..... ..ottt e e e e b e nee e nareen
Prepaid Metering Transactions Result in AdJUSIMENtS...........oooiiiiiiiii e 1244
Interfacing Prepaid Transactions
Prepaid Transactions Can GO INt0 SUSPENSE..........uuiiiiiiiiiiieciie ettt e e et e e e e saaee e e e sraeaesenneeae s 1244

Setting Up The System To Enable Prepaid Metering.........ooueiieiiiiii i 1245
Meter Types

(07 0 F= T = Tor (=4 S o I8 o T 1245

P (U] (g L= L 1Y o T TSP PPURPURRRRRIN
e 103 (=T o I8 o =T o (0] 1= SN
Service Agreement Types......
]| = U
Vendor Information...........ccceceenieens
Defining Conservation Program OPtONS. ........o.uiii e ee et e e s snee e e e st e e e s nneeeeesenneeeeesanneeeeeannneeeeennees
The Big Picture of Conservation Programs......... e 1249
Conservation Program Maintenance ODJECH...........coiiiiiiiiiiie e e e e e s e e s e e e enees 1249
Conservation Program Rebate Definition Maintenance ODbjJECt...........coooiiiiiiiiiiiiii e 1249
Rebate Claim Maintenance ODJECT..........ooi i e e ee e e e e e e e s e e e e nneeeeeean 1250
Rebate Claim Line Maintenance ODJECL...........oo it b e 1250
GL Accounting Example.........cc.cccevveeeennnnnen. e 1251
Setting Up Conservation Programs........ e 1251
Conservation Program LISt ZONE.........cooi ittt e et e e et e e s et e e e et e e e e e e e e nnneeeeeannes 1251
CONSErVation Program ZONE..........ooiiuieiiiee ittt ettt e bt e ettt e ettt e aabeeabeeaaabeeaabee e beeeasbeesnbeeaneeeanseesnbeeaabeeea 1252
Rebate Definition Zone.............. PRTTRRRR 1254
Rebate Claim StatiStiCS ZONE.......c...oi ittt ettt et e bt e e be e e sbeeeenteeennas 1255
(7] ) o 13 = (oo TS 1256
(070101 T [Ty Ta o 4o o 1= J SRR 1256
(070)a ) ile [0 Ty g o T I T4 =111 g T T4 ) o S 1256
Configuration Migration Assistant (CMA) Addendum....... e 1257
Base Package Migration Plans...........cccccccveviienenne. e ——— 1257
Base Package Migration Request.......... e 1258
Wholesale and Piecemeal Migrations........ e ——— 1258
Processing Notes for Specific ODJECES..........ccoi e
To Do Lists Addendum...........ccccoecveeicierennen.
Assigning A To Do Role
System To Do Types......ccccceevvvereennes
Background Processes Addendum
BatCh ProCess DEPENUENCIES. .......cciiiiiii et e et e ettt e e e e e e s sntee e e e e s eeeeeaanneeeesanneeeeeeaneeeeeeanneeeeaanes
How To Set Up A New Extract Processes
Choosing Which Records Are SEIECIEA.........cueiiiiiiiie e e e e e e e s e e e enneee s
The Big Picture of Sample & Submit......... ..o
Defining Batch Schedule Options .

The Big Picture of Scheduling Batch Jobs

Setting Up The BatCh SChEAUIET..............eeieeee e e e s e e e et e e e e nneee e e e anneeas

Maintaining Job Stream Creation SChedules........... ..o e 1278

If You Work In A NON-ENgliSh LANQUAGE. ......cceueiieeiiiiiee ettt e et ee e et e e e s e e e ennneeeeeennees 1279
S T=TedU 1§V Yo (o 1= o Vo [ o T OSSR

Implementing Account Security....
MaSKING SENSItIVE DALA.........ei ittt ettt e bt e e s hb e e s ate e e be e e aab e e aabeeebeeeaneeennreeeneaean
ENCrypting SENSItIVE Data...........ooiiiiiiiie et e e et e e et e e e et e e e a e e e e e nnneeeennnes
Data Privacy Addendum
Defining Converted COBOL Program OPLiONS.........ccooiiiiiiiiiiiie e e s e e s e e e snnnee e e s enneeeeeeneees 1295
Converted COBOL Program - Main
Integration..........ccocvevvii e
(02 N B AV S [ C=Te = Lo o TP U R TOUPRRTRTRPRN:

20



CTI-IVR Integration CONfIQUIAtioN.............eiiiiiiiiee ettt e s e e e e e e st e e e e neee e e e anneeeeeanneeens
Launching The System From an External Application
Receiving the Next Caller in the QUEUE...........oc.ei i
Initiating @an EXIErNAl Call..........couoiiiiiiie et ettt ettt et e bt e e ae e e ate e e be e e anae e ebeeennes
Analytics Integration Overview..
ANAIYECS CONFIGUIATION. ...ttt ettt ettt et e s bt e s bt e e s st e e s bt e e eab e e sabeeaabeeesbeeesnbeesnneeannneann
S T= ST oI T T Yo =111 ) o S
ADOUL SEIf-SEIVICE TASKS......ii ittt ettt ettt ettt e st e e e bt e e bt e e shteesabeeeaaeeeaabeeanbeeaabeeesnseesnneaans
Setting Up Self-Service Task CoNfiguration............cooouioiiiiiire e e e s e e snneeeeenees
Maintaining Self-Service Tasks
Defining DataConnect Options
DataConnect Data EXIFACES. .......co.uiiiiiiiiiie ittt e bttt e e te e e s ab e e s abe e e bt e e snneeabeeeaneee e
MaStEr Dat@ EXITACES........eoiiiiieiie ettt e e st e bbbt et
Billing Data Extracts............
Extract Flat File Formats
External Fieldwork System INtegration..............cooi e e e
The Big Picture of External System Integration
INtegration TRIOUGN XA ..... oo ettt e ettt e e e et e e e e st et e e e ettt e e e e aabe e e e e annnneeenanee
DispatChing Field ACHVITIES. .......cciiiiiiee e e et e e e e e e st e e e et e e e e nnneeeeeanneeeeennneeeens
Incoming Messages from the External System
Booking Appointments Via An External System

Validating Meter / ltem INStallations............cc.oo it
Setting Up The System To Enable FA Integration..............
Outage System Integration............cccocooiiiiiiiiiniiiiciciee
The Big Picture of Outage System Integration
Setting Up The System To Enable Outage Integration..............ccooioiiiiiiiiiiiii e 1336
BUSINESS Flags......ccvvvveiiiiieeeeee et rrrreee——— 1340
Service Point BUSINESS FIAGS.......coouii ittt ettt e e te e e sab e e sabe e e be e e sneeesnteeennas 1341
Customer Relationship Management INtegration.............oooiiiie e e e e e e 1342

About Customer Relationship REQUESTS... ..o e 1343
Setting Up Customer Relationship Request Configuration...............ccceveiiiiiiee i 1343
Maintaining Customer Relationship REQUESTS..........oouiiiiiiiii e e 1344
RightNow Knowledge INtegration..............oei i e s e e e s e e e st e e e enaeeeeeannneeeennnes 1344
Displaying Frequently Asked QUESTIONS...........cc.oiiiiiiii e e 1344
RightNow Knowledge Integration Configuration...............ocueiiriiiiie i 1345
Customer Care and Billing Control Table Setup SEQUENCE..........coouii i 1345
Core Control Table SetUp SEQUENCE.........coo e e e e e e e e et e e e e e e e e snnneeeeeennaeeeeaanneeeeaanns 1345
Cross-Reference To The Remaining Chapters..........oouii ittt st e as 1360
Open-ltem Accounting Table Setup SEQUENCE.............eiii i e s e e e snneee s 1361
Fund Accounting Table Setup Sequence............... e e——————— 1361
Payment Event Distribution Table Setup Sequence..... e ——— 1361
LOaNs Table SEIUP SEQUENCE..........eeiii ettt e et e e e et e e e et e e e e s aae e e e e sbaeaeeessseeeeassaeeeeansseeaeensseneeann 1362
Quotes Table SEUP SEQUENCE..........cc.uiiiiiiitii ettt ettt e st e sn e e re e e ser e e naneeeenas 1362
Non-Billed Budget Table SetUp SEQUENCE.........ccuii ittt e e e e ste e e teeeseneeens 1362

Appointments Table SEtUP SEQUENCE..........co it e e et e e e s e e e e e neeeeeeaneeeeeaanneeeeennnes 1362
Scripting Table SEtUP SEQUENCE............ii ittt sttt e ab e e bt e e aae e e s steeebeeesaneesbeesaneeennne 1362
REPOIS SEIUDP SEOUENCE. .....oo ittt e et e e e et e e et e e e entaeeeeanseeeeaanneeeeeenneeeeeennneeeeeanneeas
External Messages Setup

Case Management SEIUP SEQUENCE. .......coooi et e et e e e et e e e e et e e aanneeeeesneeeeeennaneeeeanneeeeanes 1362
Workforce Management SEIUP SEQUENCE. .......coouii ittt ettt et et e e sbe e e eaeeesnbeeebeeesnnee e 1363
Umbrella Agreement Management Setup Sequence....

Outage Management Setup SEQUENCE..........ccui ittt 1363
Prepaid Metering SetUp SEQUENCE. ........ooi et e et e e e e e e et e e e s et e e e e anneeeesnnneeeeeannees 1363
Batch Scheduler Setup Sequence

o 1= TS = 6 o F S
Lo T D T @] o) (o] g SRS 1T (T o TR
The Conversion Tool
[ a1 o [UTe1 o] o T PSPPSR OTPPPPOPPPRN
[0 1Y =T = (o T 0T B T o L3S
Map Legacy Data Into Staging Tables
Validate Information In The Staging TabIes..........ooo i e e e e e nnee e e e nneee 1367
THAY BAIANCES....c ettt et e e e e b e e e e e e e e et e e ar e e e e e
Balance Control (a)
Clear FT BalanCe CONTIOL..... ..o ittt ettt e ettt s e e s bt e e bt e e sab e e eabe e e beeesmbeesabeeebeeesaneeanbeeanseeas 1371

21



F{foTe= Y (I oo [ Tex 1T ) o I =Y < SN 1372
Insert Production Data
Run Balance Control Against ProdUCHION. ...........eiiiiiiiie ettt e s e e e s e e e e neee e e e enneees 1375
ValidAte PrOQUCHION. ...ttt et e ettt e e e ettt e e e bt e e e e an e e e e e eabee e e e anneeas

The Validation User Interface
V=1 Te E= Y (T I = o TS0 4104 = T /O RURRRR
Validation Error DELall...........ooiiiiiii et et e e an
FK Validation Summary
FK Validation DEtall.........ccocuiiiiiiie ettt ettt ettt e n e e e e nr e s

THE STAGING TaDIES. .. ..ottt ekttt e ettt e be e e ea b e e s be e et ee e eheeesabeeaneeeambeeanbeeabaeennneaaas
A Note About Programs in the Table Names Matrices
Y =TS (=] g I | = F O PSP PP PPPROPPP
TrANSACHON DAA. ... ..eiiiiiiiii ettt ettt e et e bt e e et e e et b et et e s n et e ena e e sre et re e e
Program Dependencies

Appendix A - Entity Relationship Diagramming Standards.............cccoeeiiieiiiriiiie e 1427

Defining Dashboard Options
Configuring the Customer Operational Dashboard

22



Chapter 1

Administrative User Guides

Oracle Utilities Customer Care and Billing is a customer information system designed to meet the needs of electric, gas, and
water utilities, and comprises of the following key functional areas:

Customer Information - Create and maintain demographic, geographic, and contract information. Start and stop
customer service. Capture customer interaction.

Sales and Marketing - Create and maintain initiatives, marketing campaigns, and packages that can be offered to
customers. Add eligibility criteria, as necessary, in order to target specific customer segments. Create and maintain leads
and orders that can market and enroll eligible customers into initiatives and packages.

Device Management - Create and maintain meter and item details including installation and removal information.
Generate field work to initiate meter and item tests, and record their subsequent results.

Field Work - Create and maintain field work requests. Dispatch field work to appropriate parties and record their
outcome.

Meter Reading - Generate and download meter read routes to meter readers. Upload meter read details and track of
consumption trends to highlight anomalies.

Billing and Statements - Create and maintain bills. Recalculate historical bills, as needed. Consolidate financial
information from multiple accounts into a single statement.

Rates - Configure and maintain rates that will be used to calculate charges that appear on bills.

Payments - Post and maintain customer payments. Distribute payments based on balance-forward or open-item
accounting practices. Manage automatic payments, as appropriate.

Credit and Collections - Monitor customer debt. Create and maintain processes to encourage customers to pay overdue
debt. Create and maintain payment arrangements and pay plans. Write-off debt, if necessary.

This documentation describes the features and functionality of the Oracle Utilities Customer Care and Billing system.

Framework Administrative User Guide

The topics in this section describe how to administer the Oracle Utilities Application Framework.
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Defining General Options

This section describes control tables that are used throughout your product.

Defining Installation Options

The topics in this section describe the various installation options that control various aspects of the system.

Installation Options - Main
Select Admin > General > |nstallation Options- Framework to define system wide installation options.
Description of Page

The Environment ID is a unique universal identifier of this instance of the system. When the system is installed, the
environment id is populated with a six digit random number. While it is highly unlikely that multiple installs of the system
at a given implementation would have the same environment ID, it is the obligation of the implementers to ensure that the
environment ID is unique across all installed product environments.

System Owner will be Customer Modification.
The Admin Menu Order controls how the various control tables are grouped on Admin.

» If you choose Functional, each control table appears under a menu item that corresponds with its functional area. Note,
the menu that is used when this option is chosen is the one identified with a menu type of Admin.

» Ifyou choose Alphabetical, each control table appears under a menu item that corresponds with its first letter, using a
Roman alphabet. For example, the Language control table will appear under the L menu item entry.

NOTE: The Alphabetical option only supports the Roman alphabet. For languages that do not use the Roman alphabet,
the recommendation is to configure the system for the Functional setting.

CAUTION: In order to improve response times, installation options are cached the first time they are used after a web
server is started. If you change the Admin Menu Order and you don't want to wait for the cache to rebuild, you must
clear the cached information so it will be immediately rebuilt using current information. Refer to Caching Overview for
information on how to clear the system login cache (this is the cache in which installation options are stored).

The Language should be set to the primary language used by the installation. Note that if multiple languages are supported,
each user may define their preferred language.

The Currency Code is the default currency code for transactions in the product.

If your product supports effective dated characteristics on any of its objects, define the date to be used as the Characteristic
Default Date on objects without an implicit start date. The date you enter in this field will default when new characteristics
are added to these objects (and the default date can be overridden by the user).

Active Owner displays the owner of newly added system data (system data is data like algorithm types, zones, To Do types,
etc.). This will be Customer M odification unless you are working within a development region.

Country and Time Zone represent the default country and time zone that should be used throughout the application.
CAUTION: In most implementations, the time zone defined here matches the database time zone. However, if there is

some reason that the database time zone does not match the installation time zone, an implementation may configure
a setting in the properties file to automatically convert data from the database time zone to the time zone defined here
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when displaying dates. Note that when this property setting is defined, changes to the installation time zone will require
the server and the thread pool workers to be restarted in order for the changes to take effect.

Turn on Seasonal Time Shift if your company requires seasonal time shift information to be defined. Note that this is
currently only applicable to Oracle Customer Care and Billing > Interval Billing functionality.

Installation Options - Messages

Select Admin > General > Installation Options - Framework and the M essages tab to review or enter messages that will
appear throughout the application when a given event occurs.

The M essage collection contains messages that are used in various parts of the system. For each message, define the
Installation Message Type and | nstallation M essage Text. The following table describes the M essage Types provided by
the framework product and how they are used in the system. Your specific product may have introduced addition message

types.

Message Type How The Message Is Used

Company Title for Reports This message appears as a title line on the sample reports provided
with the system. Generally it is your company name. It is only used
if you have installed reporting functionality and are using the sample
reports (or have designed your reports to use this message).

Installation Options - Algorithms

Select Admin > General > Installation Options- Framework and the Algorithmstab to review or enter the algorithms
that should be evoked when a given event occurs.

The grid contains Algorithms that control important functions in the system. You must define the following for each
algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. You can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

CAUTION: These algorithms are typically significant processes. The absence of an algorithm might prevent the system
from operating correctly.

The following table describes each System Event.

System Event Optional / Required Description

Validate Email Attachment Optional Algorithms of this type are used to validate
the attachments for size and total count while
sending attachments using the Email service.
Refer to Sending Email for more information

Click here to see the algorithm types available
for this system event.

Address Geocoding Optional Algorithms of this type use Oracle Locator to
retrieve latitude and longitude coordinates
using address information.

Click here to see the algorithm types available
for this system event.

Global Context Optional Algorithms of this type are called whenever
the value of one of the global context fields
is changed. Algorithms of this type are
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System Event Optional / Required Description

responsible for populating other global context
values based on the new value of the field
that was changed.

Refer to Global Context Overview for more
information.

Click here to see the algorithm types available
for this system event.

Guaranteed Delivery Optional Algorithms of this type may be called
by processes that receive incoming
messages that should ‘guarantee delivery’.
Refer to Guaranteed Delivery for more
information. The business service F1-
GuaranteedDelivery may be used to invoke
this plug-in spot.

Click here to see the algorithm types available
for this system event.

Ldap Import Optional Algorithms of this type are called for
operations on users, groups, and group
memberships after they have been
processed.

Click here to see the algorithm types available
for this system event.

Ldap Import Preprocess Optional Algorithms of this type are called to
preprocess data retrieved from LDAP.

Click here to see the algorithm types available
for this system event.

Next To Do Assignment Optional This type of algorithm is used to find the next
To Do entry a user should work on. It is called
from the Current To Do dashboard zone
when the user ask for the next assignment.

Click here to see the algorithm types available
for this system event.

Reporting Tool Optional If your installation has integrated with a third
party reporting tool, you may wish to allow
your users to submit reports on-line using
report submission or to review report history
online. This algorithm is used by the two on-
line reporting pages to properly invoke the
reporting tool from within the system.

Click here to see the algorithm types available
for this system event.

SMS Receive Optional This type of algorithm is used to provide SMS
receive service. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

SMS Send Optional This type of algorithm is used to provide SMS
send service. If your installation uses the base
algorithm that uses BPEL, you will need to
create a feature configuration with the SMS
Send Configuration feature type to define
your Oracle BPEL server and service call
details. If your installation has integrated with
a third-party SMS service, you may want to
override this algorithm type with your own
implementation. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

To Do Information Optional We use the term To Do information to
describe the basic information that appears
throughout the system to describe a To Do
entry.
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System Event Optional / Required Description
Plug an algorithm into this spot to override the
system default "To Do information”.

Click here to see the algorithm types available
for this system event.

To Do Pre-creation Optional These types of algorithms are called when a
To Do entry is being added. They are typically
used to set up additional information for the
To Do, such as characteristics. They may
also set a flag to indicate that the To Do entry
should be suppressed. Algorithms plugged in
to this spot will be overridden by pre-creation
algorithms configured on the To Do Type, if
applicable.

Click here to see the algorithm types available
for this system event.

Installation Options - Accessible Modules

Select Admin > General > Installation Options - Framework and the Accessible Modules tab to view the list of
accessible modules.

Description of Page
This page displays the full list of the application's function modules. A Turned Off indication appears adjacent to a module

that is not accessible based on your system's module configuration setup.

FASTPATH: Refer to Module Configuration for more information on function modules and how to turn off modules
that are not applicable to your organization.

Installation Options - Installed Products

Select Admin > General > Installation Options - Framework and the I nstalled Products tab to view a read only
summary of the products that are installed in the application version that you are logged into.

Description of Page

The Product Name indicates the name of the "products" that are installed. The collection should include Framework, an
entry for your specific product and an entry for Customer Release.

Release | D shows the current release of the application that is installed. This field is used by the system to ensure that the
software that executes on your application server is consistent with the release level of the database. If your implementation
of the product has developed implementation-specific transactions, you can populate the Release Id for the Customer
Release entry to define the latest release of implementation-specific logic that has been applied to this environment. In order
for this to work, your implementation team should populate this field as part of their upgrade scripts.

The Release I D Suffix, Build Number and Patch Number further describe the details of your specific product release.

The Display column indicates the product whose name and release information should be displayed in the title bar. Only
one product sets this value to Yes.

Owner indicates if this entry is owned by the base package or by your implementation (Customer M odification).

Product Type indicates if the product is a Parallel Application. A parallel application is one that is independent of, and
does not conflict with, other parallel applications. Multiple parallel applications can be installed in the same database and
application server.

NOTE: About Information. The information on this tab is used to populate the information displayed in the About
information for your product.
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Support For Different Languages

User Language

The system provides support for multiple languages in a single environment. System users can use the system in their
preferred language, as long as a translation into that language has been provided. A user sees the system in the language
defined on their user record. If enabled, users can use the Switch Language zone to switch to another supported language
real time.

NOTE: Normally, setting up the system for another language is an implementation issue, not an administrative setup
issue. However, there are several online administrative features that are used to set up a new language, and these are

described here.

The following steps are required to support a new language:
1. Define alanguage code and indicatethat it is enabled. For details on this procedure, see Defining Languages.

2. Copy descriptions of all language-enabled tables from an existing trandation (e.g., English). The copied values act
merely as placeholders while the strings are translated into the new language. It is necessary to do this as a first step in
order to create records using the new language code created in the previous step. Language-based descriptions can be
copied using a supplied batch process, FI-LANG. The batch copies all English labels in the system.

3. Apply the language pack. If the product supplies a language pack with translations for the system metadata
descriptions, follow the instructions provided with the language pack to add the translated text.

4. Trandate additional content. Translatable descriptions and labels for implementation data may be updated / entered
in the application. First the user record must be updated to reference the new language. This may be done in one of the
following ways:

a. Switch to the new language using the Switch Language zone.

b. Ifthat zone is not available, navigate to the user page, assign the new language code to your User ID, sign out, and
sign back in again.

Any online functions that you access will use your new language code. You can change the language code for all users
who plan to use/modify the new language.

NOTE: The language pack updates all language entries for base owned system data. If your implementation updates
base owned labels and descriptions prior to applying the language pack, they will be overwritten. Note that most user
facing labels and messages support defining an Override Label or Override Description. This information is not updated
by the base product and should be utilized if your implementation desires a specific label or description.

Customer Language

Your specific product may also support capturing the language of a customer. Such that correspondence sent from the
product may be produced in a language set on a customer record. Refer to your specific product’s documentation for more
information about additional language support.
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Defining Languages

Your product may support multiple languages. For example, the field labels, input text, and even outputs and reports can be
configured to appear in a localized language. A language code for every potential language exists in the system to supply
this information in various languages.

Select Admin > General > Language to define a language.
Description of Page

Enter a unique L anguage Code. If you are applying a language pack provided by the product, use the language code
designed by the language pack.

Enter the Description for the language. Typically this should be the name of the language in that language.

Turn on Language Enable if the system should add a row for this language whenever a row is added in another language.
For example, if you add a new currency code, the system will create language specific record for each language that has
been enabled. You would only enable multiple languages if you have users who work in multiple languages. Languages that
are configured as enabled, appear in the Switch Language dashboard zone. In addition, the login page for the application
displays all the languages that are enabled, allowing the user to toggle the login instructions in that language.

NOTE: The list of enabled languages is captured on the server at startup time. If a new language is enabled, contact
your server administrator to refresh the server in order to see the new language displayed in the login page.

The following two fields control how the contents of grids and search results are sorted by the Java virtual machine (JVM)
on your web server:

» The Localeis a string containing three portions:
» ISO language code (lower case, required)
* ISO country code (upper case, optional)
* Variant (optional).

» Underscores separate the various portions, and the variant can include further underscores to designate multiple variants.
The specific JVM in use by your particular hardware/OS configuration constrains the available L ocales. Validating
the L ocale against the JVM is outside the scope of this transaction. This means you are responsible for choosing valid
Locales.

The following are examples of valid locales:

Locale Comments
en_US American English
en_AU Australian English
pt_BR Brazilian Portuguese
fr_FR_EURO European French
ja_JP Japanese

In addition, the Java collation API can take a Collator Strength parameter. This parameter controls whether, for example,
upper and lower-case characters are considered equivalent, or how accented characters are sorted. Valid values for collator
strength are PRIMARY, SECONDARY, TERTIARY, and IDENTICAL. If you leave this field blank, Java will use its
default value for the language. We'd like to stress that the impact of each value depends on the language.

Please see https://docs.oracle.com/javase/7/docs/api/java/text/Collator.html for more information about the collator strength
for your language.

Display Order indicates if this language is written L eft to Right or Right to L eft.

Owner indicates if this language is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a language. This information is display-only.
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Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI LANGUAGE.

Note that all administrative control tables and system metadata that contain language-specific columns (e.g., a description)
reference a language code.

In addition, other tables may reference the language as a specific column. For example, on the User record you indicate the
preferred language of the user.

Defining Countries

The topics in this section describe how to maintain countries.

Country - Main

To add or review Country definitions choose Admin > General > Country.

The Main page is used to customize the fields and field descriptions that will be displayed everywhere addresses are used
in the system. This ensures that the all addresses conform to the customary address format and conventions of the particular
country you have defined.

Description of Page
Enter a unique Country and Description for the country.

The address fields that appear in the Main page are localization options that are used to customize address formats so that
they conform to address requirements around the world. By indicating that an address field is Optional, you make that field
available everywhere addresses for this country are used in the system. You can enter your own descriptions for the labels.
These labels will appear wherever addresses are maintained in the system.

NOTE: Your specific product may also add the ability to mark an address field as Required. If that is available, then
the product is also supplying appropriate validation in all places where a user defines an address.

NOTE: For any country where the State is enabled, the valid states for the country must be entered on the Country -
State tab. When entering address constituents on a record that captures this detail, the value for State is verified against
the data in the State table. For any country where there is a component of the address that represents a "state" but your
implementation does not want to populate the valid states for that country, choose a different field such as County for
this constituent (and define an appropriate label). When entering address constituents on a record that captures this
detail, no validation is done for the County column.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI COUNTRY.

Country - States

To maintain the states located in a country, choose Admin > Country > Search and navigate to the State page.

Description of Page
For any country where you have enabled the State switch, use the State collection to define the valid states in the Country.

» Enter the standard postal abbreviation for the State or province.

» Enter a Description for this state or province.
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Defining Currency Codes

The currency page allows you to define display options related to currency codes that are used by your system. Use Admin
> General > Currency to define the currency codes in which financial information is denominated.

Description of Page
Enter a unique Currency and Description for the currency.
Use Currency Symbol to define the character that prefixes currency amounts in the system (e.g., $ for U.S. dollars).

Enter the number of Decimals that will appear in the notation for the currency.

NOTE: Please contact your specific product to verify whether it supports a currency with more than 2 decimals.

The Currency Position indicates whether the currency symbol should be displayed as a Prefix or a Suffix to the currency
amount.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI CURRENCY_CD.

Defining Time Zones

The following topics describe how to design and set up time zones.

Designing Time Zones

NOTE: Oracle Utilities Customer Care and Billing - Interval Billing applications customers should consult the topic
Time Issues (search the Help index for "time issues") for specific information relating to that product's interval billing
time related functionality.

It is recommended that all time sensitive data is stored in the standard time (also called 'physical time') of the base time
zone as defined on the installation options. This will prevent any confusion when analyzing data and will ensure that your
algorithms do not have to perform any shifting of data that may be stored in different time zones.

The Time Zone entity is used to define all the time zones where your customers may operate. Each time zone should define
an appropriate Time Zone Name. This is a reference to an external source that defines time zones, their relationship to
Greenwich Mean Time, whether the time zone follows any shifting for summer / winter time (daylight savings time) and
when this shift occurs.

When designing your time zones, the first thing to determine is the base time zone. You may choose the time zone where
the company's main office resides. Once this is done you can link the time zone code to the installation option as the base
time zone. Refer to Installation Options - Main for more information.

NOTE: An attribute in the system properties file may be configured to indicate that the DB session time zone should
be synchronized with the value defined on the Installation Options. Refer to the Server Administration Guide for more
information.

If your company does business beyond your main office's time zone, define the other time zones where you may have
customers or other systems with which you exchange data. At this point, your specific product may include configuration
tables to capture default time zones, for example based on a postal code or geographic location.

NOTE: Dateand timein business object schemas. When defining date / time fields in a BO schema, schema attributes
can be used to define whether or not data should be stored in standard time for the base time zone or if it should be

Oracle Utilities Customer Care and Billing Administrative User Guide ¢ 31


dataDictionary?type=TABLE&name=CI_CURRENCY_CD

stored in the standard time of another time zone (related to the data). In addition, schema attributes can be used to
indicate if the display of the time should be shifted to represent the "local time". This is used to adjust for seasonal time
differences. For example, if the data is stored in the appropriate time zone, but currently daylight savings time is being
observed, the data will be shifted and shown in the "local" time. In addition, if the data is stored in the base time zone
but the data is related to a different time zone, the data will be shown in the time zone appropriate for the data (including
the appropriate seasonal adjustment). Refer to Schema Nodes and Attributes- Standard Time Considerations for more
information.

Setting Up Time Zones

Refer to Designing Time Zones for background information about defining time zones.

Open Admin > General > Time Zone> Search to define the time zones and their relation to the base time.
Description of Page

Enter a unique Time Zone and Description for the time zone.

Select the Time Zone Name from the list of Olson time zone values. This value is a reference to an external definition that
allows the system to know how the time zone relates to Greenwich Mean Time and information about whether the time
zone shifts for summer / winter time and when.

Indicate the Shift in Minutes that this time zone differs from the base time zone defined on the Installation Options. This is
only applicable for the Oracle Utility Customer Care and Billing - Interval Billing application.

Indicate the Seasonal Time Shift applicable for this time zone. This is only applicable for the Oracle Utility Customer Care
and Billing - Interval Billing application.

Default Time Zone Label and Shifted Time Zone Label are used for data that is sensitive to time zones and time shifting.
It indicates whether the data displayed or data to be input is related to the "standard" time or the "shifted" time. For
example, on a day when clocks are turned back one hour, a time entry of 1:30 a.m. needs to be labeled as either 1:30 a.m.
standard time or 1:30 a.m. daylight savings time.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI TIME ZONE.

Setting Up Seasonal Time Shift

NOTE: The information in this topic applies only to Oracle Utilities Customer Care and Billing - Interval Billing
applications.

Open Admin > General > Seasonal Time Shift > Search to define the seasonal time shift schedule.
Description of Page
Enter a unique Seasonal Time Shift code and Description for the seasonal time shift.

The Collection defines the Effective Date/Time (in standard time) that a time zone may shift in and out of standard time.
If time is changed from standard time on the effective date/time, enter the Shift in Minutes that the time changes from
standard time (usually 60). If the time is changed back to standard time on the effective date/time, enter a Shift in Minutes
of 0.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI SEAS TM_ SHIFT.
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Defining Geographic Types

If your company uses geographic coordinates for dispatching or geographic information system integration, you need to
setup a geographic (coordinate) type for each type of geographic coordinate you capture on your premises and/or service
points (geographic coordinates can be defined on both premises and service points).

To define geographic types, open Admin > Geographic > Geographic Type.
NOTE: Product specific. There is no framework functionality that uses this information. Refer to your specific product

documentation to verify how this table is used in your specific product. In addition, use the data dictionary link below to
determine if this object is a foreign key on any tables specific to your product.

Description of Page
Enter an easily recognizable Geographic Type code and Description.

Define the algorithm used to validate the Validation Format Algorithm. If an algorithm is specified, the system will
validate that the geographic location entered on the premise and/or service point for the geographic type is in the format as
defined in the algorithm. If you require validation, you must set up this algorithm in the system.

Click here to see the algorithm types available for this plug-in spot.
Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI GEO_TYPE.

Defining Work Calendar

Workday calendars are used to ensure system-calculated dates fall on a workday. Select Admin > General > Work
Calendar > Search to define a workday calendar.

Description of Page

The information on this transaction is used to define the days of the week on which your organization works.
Enter a unique Work Calendar and Description.

Turn on (check) the days of the week that are considered normal business days for your organization.

Use the collection to define the Holiday Date, Holiday Start Date, Holiday End Date, and Holiday Name for each
company holiday. Holiday Start Date and Holiday End Date define the date and time that the holiday begins and ends. For
example, your organization might begin a holiday at 5:00 p.m. on the day before the actual holiday.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI CAL_WORK.

Defining Display Profiles

When you set up your users, you reference a display profile. A user's display profile controls how dates, times, and
numbers displayed. Choose Admin > General > Display Profile> Search to maintain display profiles.
Description of Page

Enter a unique Display Profile ID and Description to identify the profile.

Enter a Date Format. This affects how users view dates and how entered dates are parsed. The following table highlights
standard supported date mnemonics and what is displayed at runtime.
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Mnemonic Comments

dd Day of the month.

d Day of the month, suppressing the leading 0.

MM Month number.

M Month number, suppressing the leading 0.

yyyy The 4-digit year.

vy The 2-digit year.

y Allows entry in either 2 or 4-digit form and is displayed in 2-digit form.
Other characters are displayed as entered. Typically, these other characters should be separators, such as "-", ".", or "/".
Separators are optional; a blank space cannot be use.

Examples:

Configuration Format Sample Output

MM-dd-yyyy 04-09-2001

d/Mlyyyy 9/4/2001

yy.MM.dd 01.04.09

MM-dd-y 04-09-01 - In this case you could also enter the date as 04-09-2001

NOTE: For centuries, the default pivot for 2-digit years is 80. Entry of a 2-digit year greater than or equal to 80 results
in the year being interpreted as 19xx. Entry of a 2-digit year less than 80 results in the year being interpreted as 20xx.

In addition, the following date localization functionality is supported. Note that in every case, the date is stored in the
database using the Gregorian format. The settings below result in a conversion of the date for the user interface.

» Hijri Dates

Entering iiii for the year is interpreted as a year entered and displayed in Hijri format. For example, the Gregorian date

that this functionality relies on date mapping to be defined in the Hijri to Gregorian Date Mapping master configuration.
entry. Refer to Additional Hijri Date Configuration for more information.

* Taiwanese Dates

Entering tttt for the year is interpreted as a year entered and displayed in Taiwanese format where year 1911 is
considered year 0000. For example, if the Gregorian date is 01-01-2005, it is displayed as 01-01-0094 for a user whose
display profile date format is dd-mm-tttt.

« Japanese Dates

There are two options available for configuring Japanese Era date support. The setting Gyy for the year is interpreted

as a year entered and displayed using an English character for the era followed by the era number. The letter ‘T’ is used
for dates that fall within the Taisho era. The letter ‘S’ is used for dates that fall within the Showa era and the letter ‘H’

is used for dates that fall within the Heisei era. For example, for a user whose display profile date format is Gyy/mm/
dd the Gregorian date 2008/01/01 is shown as H20/01/01; the Gregorian date 1986/03/15 is shown as S61/03/15. The
setting GGGGYy is interpreted as a year entered and displayed using Japanese characters for the era followed by the era
number.

Japanese date limitations are as follows:
* The years 1912 through the current date are supported.

* Any functionality that displays Month and Year does not support Japanese Era dates. These dates are shown in
Gregorian format.

» Graphs that display dates do not support the GGGGyy format.
Enter a Time Format. The following table highlights standard supported date mnemonics.
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Mnemonic Comments

hh The hour 1-12.

h The hour 1-12, suppressing the leading 0.

HH The hour 0-23.

H The hour 0-23, suppressing the leading 0.

KK The hour 0-11.

K The hour 0-11, suppressing the leading 0.

kk The hour 1-24.

k The hour 1-24, suppressing the leading 0.

mm Minutes.

m Minutes, suppressing the leading 0.

ss Seconds.

s Seconds, suppressing the leading 0.

a Indicates to include am or pm. This is only needed for 12 hour formats, not 24 hour formats. (hh, h,
KK, K). If an am or pm is not entered, it defaults to am.

Examples:

Configuration Format Sample Output

hh:mma 09:34PM (can be entered as 09:34p)

hh:mm:ss 21:34:00

h:m:s 9:34:0

There are several options for displaying Numbers.

Decimal Symbol defines the separator between the integer and decimal parts of a number. Valid values are "." (a period) or
"." (a comma).

Group Symbol defines the means to separate groups of bigger numbers. Valid values are as follows:
e A comma (","). Large numbers group by threes separated by a comma, for example 1,000,000.

* A period ("."). Large numbers group by threes separated by a period, for example 1.000.000.

* None. Large numbers do not have any separator, for example 1000000.

» South Asian. This option uses a comma for its separator but will group large numbers as follows: the first comma is
used for the thousands separation and numbers over 9,999 are grouped with 2 units, for example 10,00,000.

* Space. Large numbers group by threes separated by a space, for example 1 000 000.
Negative Format defines how negative values are displayed. Valid values are -9.9, (9.9), or 9.9-.

Currency values can have a different Negative Format from other numbers. Valid values are -S9.9, (S9.9), or S9.9-, where
the "S" represents the currency symbol.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI_DISP_PROF.

Additional Hijri Date Configuration

For implementations that wish to support displaying dates according to the Hijri calendar, besides appropriate configuration
in the Display Profile, the mapping between the Hijri dates and the Gregorian dates must be entered. This mapping is
defined in the Hijri to Gregorian Date M appingmaster configuration record.

The mapping record contains a collection of entries for each year in the Islamic calendar.

For each year, clicking the Expand Zone icon shows the mapping collection with the first date of each month of the Hijri
calendar. The corresponding date in the Gregorian calendar should be entered for each row.
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Defining Phone Types

Phone types define the format for entering and displaying phone numbers.

To add or review phone types, choose Admin > General > Phone Type.

Description of Page

Enter a unique Phone Type and Description for each type of phone number you support.

Select an appropriate Phone Number Format Algorithm for each Phone Type. This algorithm controls the format for
entry and display of phone numbers. Click here to see the algorithm types available for this plug-in spot.

Use Phone Type Flag to define if this type of phone number is a Fax number. Defining which phone type is used for
facsimile transmittal is only pertinent if your product supports routing of information via fax. For example, in Oracle
Utilities Customer Care and Billing, the system may be configured to fax a bill to a customer.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI PHONE TYPE.

Setting Up Characteristic Types & Values

Many objects in the system support a collection of Characteristics, which are used to capture additional fields for the object
that are not already supported by the object’s provided attributes. Each characteristic is associated with a characteristic type,
which defines attributes of the field you wish to capture.

All characteristics are captured as a list. However, the user interface for characteristics differ based on the type of page that
is used to maintain the object.

» For portal based pages the business object drives the display and maintenance of an object. For these types of pages, it is
recommended that characteristics are defined as part of the business object schema allowing the user interface to display
the characteristic as if it is another field. However, the display / maintenance of the characteristic is determined by the
business object’s user interface design.

* There are some fixed pages in the system that do not support customization of the user interface. For these objects, the
characteristics are displayed / maintained as a generic list.

The topics in this section describe how to setup a characteristic type.

There Are Four Types Of Characteristics

Every characteristic referenced on an object references a characteristic type. The characteristic type controls the validity of
the information entered by a user when they enter the characteristic's values. For example, if you have a characteristic type
on user called "skills", the information you setup on this characteristic type controls the valid values that may be specified
by a user when defining another user's skills.

When you setup a characteristic type, you must classify it as one of the following categories:

» Predefined value. When you setup a characteristic of this type, you define the individual valid values that may be
entered by a user. A good example of such a characteristic type would be one on User to define one or more predefined
skills for that user. The valid values for this characteristic type would be defined in a discreet list.

» Ad hoc value. Characteristics of this type do not have their valid values defined in a discreet list because the possible
values are infinite. Good examples of such a characteristic type would be ones used to define a user's birth date or their
mother's maiden name. Optionally, you can plug-in an algorithm on such a characteristic type to validate the value
entered by the user. For example, you can plug-in an algorithm on a characteristic type to ensure the value entered is a
date.
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Foreign key value. Characteristics of this type have their valid values defined in another table. For example perhaps you
want to link a user to a table where User is not already a foreign key. Valid values for this type of characteristic would be
defined on the user table. Please be aware of the following in respect of characteristics of this type:

» Before you can create a characteristic of this type, information about the table that contains the valid values must be
defined on the foreign key reference table.

» The referenced table does not have to be a table within the system.

* Not all entities that support characteristics support foreign key characteristics. Refer to the data dictionary to identify
the entities that include the foreign key characteristic columns.

* Asdescribed in Search Options, there are two different searching metaphors supported on FK reference. If the object
that a characteristic is being linked to is defined on a fixed page, it will display a search icon if the characteristic type's
FK reference defines a navigation key based search. If the object is maintained on a portal based page, it will display a
search icon if the characteristic type's FK reference defines a search zone.

File L ocation. Characteristics of this type contain a URL. The URL can point to a file or any web site. Characteristics of
this type might be useful to hold references to documentation / images associated with a given entity. For example, the
image of a letter sent to you by one of your customers could be referenced as a file location characteristic on a customer
contact entry. When such a characteristic is defined on an entity, a button can be used to open the URL in a separate
browser window.

File location characteristic values must be entered in a "non-relative" format. For example, if you want to define a
characteristic value of www.msn.com, enter the characteristic value as ht t p: / / www. msn. com If you omit the

http:// prefix, the system will suffix the characteristic value to the current URL in your browser and attempt to
navigate to this location when the launch button is pressed. This may or may not be the desired result.

NOTE:

Due to browser security restrictions, opening URLs using the file protocol ("file://") from pages retrieved using http
does not work. If the file protocol is used, the browser either does not return properly or an error is thrown (e.g.,
"Access Denied", which usually results from cross site scripting features added for security reasons). This issue has
no known workaround. To comply with browser security standards, the recommendation is to move the target files to
an FTP or HTTP server location to avoid protocols that are subject to browser security restrictions.

Also note that the functionality described in the topics for Referencing URIs do not apply to this value given that the
browser is responsible for connecting to the URI and does not go via server logic.

For references to a file, the recommendation is to use the Attachment functionality to link a file to an object rather than a
characteristic type of File Location. Refer to Attachment Overview for more information. The documentation related to
file location remains for upgrade purposes.

Searching By Characteristic Values

For certain entities in the system that have characteristics, you may search for a record linked to a given characteristic value.
The search may be done in one of the following ways:

Some base searches provide an option to search for an object by entering Characteristic Type and Characteristic Value.

Your implementation may define a customized search for an entity by a characteristic value for a specific characteristic
type using a query data explorer.

Y our implementation may require a business service to find a record via a given characteristic value. For example,
maybe an upload of user information attempts to find the user via an Employee ID, defined as a characteristic.

Not all entities that support characteristics support searching by characteristics. Refer to the data dictionary to identify the
characteristic collections that include the search characteristic column.
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CAUTION: For ad-hoc characteristics, only the first 50 bytes are searchable. For foreign key characteristics, the search
value is populated by concatenating the values of each foreign key column to a maximum of 50 bytes.

For the base searches that provide a generic option to search by characteristic type and value, you can restrict the
characteristic types that can be used to search for an entity. For example, imagine you use a characteristic to define a
"jurisdiction" associated with a To Do for reporting purposes. If your company operates within a very small number of
jurisdictions, you wouldn't want to allow searching for a To Do by jurisdiction, as a large number of To Do entries would be
returned.

A flag on the characteristic type allows an administrator to indicate if searching by this characteristic type is allowed or not
allowed.

Characteristic Type - Main

To define a characteristic type, open Admin > General > Characteristic Type.

Description of Page

Enter an easily recognizable Characteristic Type and Description for the characteristic type. Owner indicates if this
characteristic type is owned by the base package or by your implementation (Customer M odification).

CAUTION: Important! If you introduce a new characteristic type, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Use Type of Char Valueto classify this characteristic type using one of the following options (refer to There Are Four
Types Of Characteristics for more information):

» Predefined value. Characteristics of this type have their valid values defined in the Char acteristic Value scroll, below.
For each valid value, enter an easily recognizable Characteristic Value and Description.

» Ad hoc value. Characteristics of this type capture free form text. If you use this option, you can optionally define the
Validation Rule used to validate the user-entered characteristic value. Click here to see the algorithm types available for
this plug-in spot.

» Filelocation value. Characteristics of this type contain a URI. The URI can point to a file or any web site. Refer to
There Are Four Types Of Characteristics for limitations associated with this type of characteristic value.

» Foreign key reference. Characteristics of this type have their valid values defined in another table. If you choose this
option, you must use FK Reference to define the table that controls the valid values of this characteristic type. Refer to
Setting Up Foreign Key References for more information.

Use the Allow Search by Char Val to indicate if searching for an entity by this characteristic type is Allowed or Not
Allowed. Refer to Searching by Characteristic Values for more information.

The Custom switch is only applicable to Predefined value types. It indicates whether or not an implementation is allowed
to add values for a characteristic type whose owner is not Customer Modification

 If this switch is turned on, an implementation may add characteristic values to the grid for system owned characteristic
types.

 If this switch is turned off, an implementation may not add characteristic values to the grid for system owned
characteristic types.

NOTE: Regardless of the value of the Custom switch, an implementation may not update or remove system owned
characteristic values.

The Characteristic Value grid defines the valid values for a Predefined value type of characteristic.
The Characteristic Valueis the unique identifier of the value.
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Description is the text that is visible in the dropdowns and display when viewing this characteristic value.

Owner indicates if this characteristic value is owned by the system or by your implementation (Customer M odification).
The system sets the owner to Customer Modification when you add characteristic values to a characteristic type. This
information is display-only.

Where Used

Follow this link to open the data dictionary where you can view the tables that reference CI CHAR TYPE in the data
dictionary schema viewer.

Characteristic Type - Characteristic Entities

To define the entities (objects) on which a given characteristic type can be defined, open Admin > General >
Characteristic Type and navigate to the Char acteristic Entities tab.

Description of Page

Use the Characteristic Entity collection to define the entities on which the characteristic type can be used. Owner
indicates if this is owned by the base package or by your implementation (Customer M odification).

NOTE: The values for this field are customizable using the Lookup table. This field name is CHAR_ENTITY_FLG.

NOTE: For some entities in the system, the valid characteristics for a record are defined on a related "type" entity. For
example, the To Do type defines valid characteristics for manually created To Do entries of that type. When configuring
your system, in addition to defining the appropriate entity for a characteristic type, you may also need to link the
characteristic type to an appropriate entity "type". This technique is typically not followed for business object driven
maintenance objects, where the business objects can be configured with the appropriate “flattened” characteristic types
in the schema.

Setting Up Foreign Key Reference Information

A Foreign Key Reference defines the necessary information needed to reference an entity in certain table.

You need to set up this control table if you need to validate a foreign key value against a corresponding table. For example,
if a schema element is associated with an FK Reference the system validates the element's value against the corresponding
table. Refer to Configuration Tools to learn more about schema-based objects. Another example is characteristics whose
valid values are defined in another table (i.e., you use "foreign key reference" characteristic types). Refer to There Are Four
Types Of Characteristics for a description of characteristics of this type.

A FK Reference is used not just for validation purposes. It also used to display the standard information description of

the reference entity as well as provide navigation information to its maintenance transaction. Info descriptions appear
throughout the UI, for example, whenever an account is displayed on a page, a description of the account appears. The
product provides base product FK references for many of its entities as they are used for validation and display of elements
in both fixed page user interfaces as well as portal based user interfaces.

An implementation may also see the need to define a foreign key reference. The following points describe what you should
know before you can setup a foreign key reference for a table.

» The physical name of the table. Typically this is the primary table of a maintenance object.

* The program used by default to construct the referenced entity's info description. Refer to Information Description Is
Dynamically Derived for more information on how this is used.

» The transaction used to maintain the referenced entity. This is where the user navigates to when using the "go to" button
or hyperlink associated with the entity. Refer to Navigation Information Is Dynamically Derived for more information on
how this is used.

* The name of the search page used to look for a valid entity. Refer to Search Options for more information.
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Information Description Is Dynamically Derived

Typically a FK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the standard information associated with a specific referenced entity as follows:

Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If a business object has been determined, the system lets the
business object's Information plug-in, if any, format the description.

If a business object has not been determined or the business object has no such plug-in, the system lets the maintenance
object's information plug-in, if any, format the description.

If the maintenance object has no such plug-in, the system uses the info program specified on the FK Reference to format
the information.

NOTE: Technical note. The class that returns the information displayed adjacent to the referenced entity is generated
specifically for use as an info routine. Please speak to your support group if you need to generate such a class.

NOTE: Genericroutine. The system provides a generic information routine that returns the description of control table
objects from its associated language table. By "control table" we mean a table with an associated language table that
contains a DESCR field. Refer to Defining Table Options for more information on tables and fields. The java class is
com.splwg.base.domain.common.for eignK eyRefer ence.DescriptionRetriever.

Navigation Information Is Dynamically Derived

Typically a FK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the actual transaction to navigate to for a given referenced entity as follows:

Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If a business object has been determined, use the maintenance portal
defined as its Portal Navigation Option business object option.

If a business object has not been determined or the business object defines no such option, the system uses the
transaction specified on the FK Reference.

Search Options

The product provides two main metaphors for implementing a user interface. For input fields that are foreign keys, search
options are dependent on the metaphor used by the page in question.

A portal based user interface is a more flexible user interface where an implementation has more options for customizing
the look and feel. The base product uses UI maps or automatic Ul rendering to display input fields. Elements that are
foreign keys may display a search icon if the FK reference defines a Search Zone.

NOTE: Defining search zonesdirectly. It's possible for elements on a Ul map to define a specific search zone
directly in the HTML, rather than using the search zone defined on an FK reference. Refer to the UI map tips for
more information on implementing searches using zones.

A fixed maintenance page user interface is a page supplied by the base product where only minor enhancements, if any,
can be introduced by implementations. The foreign key reference may be used in one of two ways.

* The based product may use an FK reference to define a base element on one of these pages. If a search is available for
such elements, the FK reference's Search Navigation Key is used to implement the search.
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 Entities that support characteristics typically include a generic characteristic collection UI metaphor on these types
of pages. In this metaphor, a foreign key characteristic displays a search icon if the FK Reference has configured a
Search Navigation Key.

NOTE: Not every FK reference provided with the product is configured with both search options. Specifically, objects
that are maintained in a portal based page typically do not provide a navigation key based search. It means that if linking
this type of object as a characteristic to an object that is maintained on a fixed page, a search will not be available.

Foreign Key Reference - Main

To setup a foreign key reference, open Admin > Database> FK Reference.

CAUTION: Important! If you introduce a new foreign key reference, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
Enter an easily recognizable FK (foreign key) Reference code and Description for the record.

Enter the name of the Table whose primary key is referenced. After selecting a Table, the columns in the table's primary
key are displayed adjacent to Table PK Sequence.

Use Navigation Option to define the page to which the user will be transferred when they press the go to button or
hyperlink associated with the referenced entity. Refer to Navigation Information Is Dynamically Derived for more
information on how this is used.

The Info Program Type indicates whether the default program that returns the standard information description is Java or
Java (Converted), meaning it was converted into Java.

NOTE: Java (Converted) program types are not applicable to all products.

Use Info Program Name to enter the Java class / program name.
Refer to Information Description Is Dynamically Derived for more information on the info program is used.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Use Context M enu Name to specify the context menu that appears to the left of the value.

NOTE: Context Menu Name is not applicable to user interface elements displaying a generic collection using a foreign
key characteristic type. It is only applicable for pages utilizing the foreign key compound element type for fixed page
user interface and for data displayed in a portal based user interface where the foreign key reference is defined as an
attribute for an element. Report parameters that reference foreign key characteristics are an example of a user interface
where a context menu is not displayed even if the foreign key reference defines one.

Use Search Zoneto define the search zone that opens when a user searches for valid values when the foreign key reference
is configured as an input field on a portal based page. Refer to Search Options for more information.

Use Search Navigation Key to define the search page that will be opened when a user searches for valid values on a user
interface that is a fixed page. Refer to Search Options for more information.

Use Search Type to define the default set of search criteria used by the Search Navigation Key's search page.
Use Sear ch Tooltip to define a label that describes the Sear ch Navigation Key's search page.

NOTE: Search Typeand Search Tooltip. These attributes are only applicable to user interface elements utilizing
the foreign key compound element type on fixed page user interfaces. Report parameters that reference foreign key
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characteristics are an example of a user interface where this information is not used even if the foreign key reference
defines them.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI_FK REF.

Defining Feature Configurations

Some system features are configured by populating options on a "feature configuration". Because various options
throughout the system may be controlled by settings in feature configuration, this section does not document all the
disparate possible options. The topics below simply describe how to use this transaction in a generic way.

For information about specific features:
* Refer to the detailed description of each option type.

» Use the index in the online help and search for ‘feature configuration’ to find any specific topics describing feature
options in the administration guide.

You can create options to control features that you develop for your implementation. To do this:

» Review the lookup values for the lookup field EXT_SYS _TYP_FLG. If your new option can be logically categorized
within an existing feature type, note the lookup value. If your new option warrants a new feature type, add a lookup value
to this lookup field.

» Define the feature's option types. If you have identified an existing feature type to add the options to, find the lookup
with the name Xxxx_OPT_TYP_FL G where xxxx is the lookup value of EXT_SYS TYP_FL G noted above. If you
decided to create a new feature type (by adding a new lookup value to the EXT_SYS TYP_FL G lookup, you must
create a new lookup with the name xxxx_OPT_TYP_FL G where xxxx is the new value you defined above.

¢ Flush all caches.

Feature Configuration - Main

To define your feature configuration, open Admin > General > Feature Configuration.

Description of Page

Enter an easily recognizable Feature Name code.

Indicate the Feature Type for this configuration. For example, if you were setting up the options for the external messages,

you'd select External Messages.

NOTE: You can add new Feature Types. Refer to the description of the page above for how you can add Feature
Types to control features developed for your implementation.

NOTE: Multiple Feature Configurationsfor a Feature Type. Some Feature Types allow multiple feature
configurations. The administration documentation for each feature will tell you when this is possible.

The Options grid allows you to configure the feature. To do this, select the Option Type and define its Value. Set the
Sequenceto 1 unless the option may have more than value. Detailed Description may display additional information on
the option type.

NOTE: Each option isdocumented elsewhere. The administration documentation for each feature describes its
options and whether an option supports multiple values. Use the index to look for ‘feature configuration’ to find the
various types of feature options.
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NOTE: You can add new optionsto base-package features. Your implementation may want to add additional options
to one of the base-package's feature types. For example, your implementation may have plug-in driven logic that would
benefit from a new option. To do this, display the lookup field that holds the desired feature's options. The lookup field's
name is XXXX_OPT_TYP_FL G where xxxx is the identifier of the feature on the EXT_SYS TYP_FL G lookup value.
For example, to add new batch scheduler options, display the lookup field BS OPT_TYP_FLG.

Feature Configuration - Messages

If the feature exists to interface with an external system, you can use this page to define the mapping between error and
warning codes in the external system and our system.

Open this page using Admin > General > Feature Configuration and navigate to the M essages tab.
Description of Page

For each message that may be received from an external system, define the Feature M essage Category and Feature
M essage Code to identify the message.

A corresponding message must be defined in the system message tables. For each message identify the M essage Category
and M essage Number. For each new message, the Message Category defaults to 90000 (because an implementation's
messages should be added into this category or greater so as to avoid collisions during upgrades).

Defining Master Configurations

A master configuration is an object that enables an implementation to define configuration for features in the system. It is
an alternative to using feature configuration for defining options. A master configuration is defined using a business object.
Only one master configuration may exist for a given business object.

Overview / Initial Setup

The product provides one or more master configuration that may be used for configuration. Some examples of base master
configuration business objects are as follows

» Hijri to Gregorian Date M apping. This allows an implementation that uses Hijri dates to define the mapping between
those dates and Gregorian dates.

» ILM Configuration. For implementations that use Information Lifecycle Management, the ILM configuration record
defines some parameters used by the process.

» Migration Assistant Configuration. For implementations that use the configuration migration assistant (CMA), the
configuration record defines some parameters used by the process.

For a list of all the master configuration records provided by the product, navigate to the master configuration page in the
application. To find help topics related to functionality controlled by the master configuration records, use the keyword
‘master configuration’ in the index.

Implementations may configure the business objects to limit the ones that are visible to users if desired.

» If the master configuration does not apply to your implementation, navigate to the business object for this master
configuration and update the Instance Control to Do not allow new instances. This ensures that the business object will
not be visible to any user for the implementation.

» If a given master configuration record is only relevant for certain users in the system, application security may be
used to limit the records visible by a given user. By default the base delivered business objects typically reference the
Master Configuration MO application service. This may be overridden to link custom application services to the master
configuration BOs to provide more granular security. Users will only see the master configurations that they have
security for.
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Configuration
To set up a master configuration, open Admin > General > Master Configuration.

The topics in this section describe the base-package zones that appear on the Master Configuration portal.
Master Configuration

The Master Configuration List zone lists every category of master configuration.

The following functions are available:

» If a master configuration record exists for a given master configuration business object, the broadcast icon may be used
to view details information about the adjacent master configuration. In addition, an edit icon is visible to allow a user to
update the record.

» If a master configuration record does not exist for a given master configuration business object, the add icon is visible to
allow a user to define the record.

Master Configuration Details
The Master Configuration Details zone contains display-only information about a master configuration.
This zone appears when a master configuration has been broadcast from the Master Configuration zone.

Please see the zone's help text for information about this zone's fields.

Defining Security & User Options

The contents of this section describe how to maintain a user's access rights.

The Big Picture of Application Security

The contents of this section provide background information about application security.

Application Security

The system restricts access to transactions or explicit services using an application service. The following points highlight
what may be secured.

» The following points highlight security related to viewing and modifying individual records in the system:

« All maintenance objects define an application service that includes the basic actions available, typically Add,
Change, Delete, and I nquire. The base product supplies an application service for every maintenance object. Note
that the application service for the maintenance object is defined on its related service program.

» For maintenance objects whose user interface page is not portal-based, the application service also controls whether
the menu entry appears. If a user doesn't have access to the maintenance object's application service, the menu item
that corresponds with the application service will not be visible.

» For portal based user interfaces, each main (stand-alone) portal defines an explicit application service with the access
mode Inquire, allowing the user interface to be secured independently of the underlying object security. If a user
doesn't have access to the portal's application service, the menu item that corresponds with the application service will
not be visible. The base product supplies an application service for every portal that is accessible from the menu. Note
that the application service for the portal is defined on its related service program, which is derived via its navigation
option and navigation key.
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¢ Menu items may define an application service / access mode. Typically the security supplied for portals and
maintenance objects provides enough granularity to suppress menu items that a user does not have access to. Linking
an explicit application service / access mode will further suppress the menu item under one of the following scenarios:

* Suppress a menu item if the underlying application security for the transaction does not provide enough fine
grained control. For example, imagine your implementation creates a special BPA script to add a To Do Entry
and would like users to use the special BPA rather than the base supplied Add dialogue for To Do Entry. The
underlying security settings for To Do Entry should grant Add access to these users given that the special BPA will
still add a record. To suppress the base Add dialogue, link a special application service and access mode for the
base supplied menu item for To Do Entry Add. Then define a menu entry for the new special BPA for adding.

» Suppress the add option if a user does not have add security for the object. By default the product does not
suppress the add function if a user does not have add access to the object. Rather, the user is prevented from
adding the record at the back-end. If your implementation would like to suppress the menu option, link the object's
application service and the Add access mode to the Add menu item.

NOTE: The base product does not typically provide menu items with application services configured.
Implementations may add this configuration if one of the above scenarios exist.

* Zones define an application service.

» For zones linked to a portal, if a user doesn't have access to the zone's application service, the zone will not be
visible on the portal. In most cases the zone is delivered with the same application service as its portal. In special
cases, such as the zones on the Dashboard, the product supplies separate application services for each zone
allowing implementations to determine at a more granular level which users should have access to which zones.

* For query zones that are configured on a multi-query zone, if a user doesn't have access to the zone's application
service, the zone will not be visible in the dropdown on the multi-query zone. In most cases all zones in a multi-
query zone define the same application service as the multi-query zone. The product may supply a special
application service for one or more zones in a multi-query zone if the functionality is special to certain markets or
jurisdictions and not applicable to all implementations.

» For zones that are used by business services to perform SQL queries, the product supplies a default application
service. Security for these zones is not checked by the product as they are used for internal purposes.

» Business objects define an application service. If the business object defines a lifecycle, the application service must
include access modes that correspond to each state. In addition, the standard maintenance object access modes of
Add, Change, Delete and I nquir e are included. The base product business objects are supplied with appropriate
application services. In addition, implementations may override the configured application service if desired.

» Batch controls define an application service which provides the ability to secure submission of individual batch
processes. The application service must include an access mode of Execute. The base product batch controls are
supplied with appropriate application services. These services will typically have an ID that matches the batch control
ID.

* Report Definition records define an application service. The application service must include an access mode of
Submit / View Report.

» The following objects are securable but are typically executed via internal processes. The security is provided to ensure
that any access to the objects from an external source is secured.

* BPA scripts may define an application service with the access mode Execute. The base BPA scripts are typically not
configured with any application service. An implementation may define one. Note that as mentioned above, a menu
item may also be configured with an application service and access mode. This allows for a BPA that is invoked via a
menu entry to be secured in more than one way.

» Business Services and Service Scripts define an application service with the access mode Execute. This is needed
for services that may be executed from an external system, for example via an inbound web service. Base business
services and service scripts that are linked to an inbound web service are configured with special application service.
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All other business services and service scripts are delivered with a default application service, which may be
overridden by an implementation.

» Service Programs define an application service. As mentioned above, for Portals and Maintenance Objects, their
application service is taken from the related service program. In base, specific application services are released for
each of these types of service programs. All other service programs are typically delivered with a default application
service, which may be overridden by an implementation. Note that for service programs linked to a Business Service,
the application service on the business service takes precedence when invoking the business service.

Users are granted access to application services via user groups. For example, you may create a user group called Senior
Management and give it access to senior manager-oriented pages and portals.

*  When you grant a user group access to an application service with multiple access modes, you must also define the
access modes that are allowed. Often the access modes correspond to an action on a user interface. For example, you
may indicate a given user group has inquire-only access to an application service, whereas another user group has add,
change, cancel and complete access to the same service. Refer to action level security for more information.

» If'the application service has field level security enabled, you must also define the user group's security level for each
secured field on the transaction.

* And finally, you link individual users to the user groups to which they belong. When you link a user to a user group, this
user inherits all of the user group's access rights.

Action Level Security

When you grant a user group access to an application service, you must indicate the actions to which they have access.

» For application services that only query the database, there is a single action to which you must provide access - this is
called Inquire.

» For application services that can modify the database, you must define the actions that the user may perform. At a
minimum, most maintenance transactions support Add, Change, and I nquire actions. Additional actions are available
depending on the application service's functions.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that

supports special actions in addition to Add, Change, and Inquire (e.g., Freeze, Complete, Cancel). If you want to give
a user access to any of these special actions, you must also give the user access to the Inquire and Change actions.

Field Level Security

Sometimes transaction and action security is not sufficient. There are situations where you may need to restrict access based
on the values of data. For example, in Oracle Utilities Customer Care and Billing you might want to prevent certain users
from completing a bill for more than $10,000. This is referred to as "field level security".

Field level security can be complex and idiosyncratic. Implementing field level security always requires some programming
by your implementation group. This programming involves the introduction of the specific field-level logic into the
respective application service(s).

NOTE: Field level security logic isadded to user exits. Refer to the Public API chapter of the Software Development
Kit Developer Guide for more information on how to introduce field-level security logic into an application service's
user exits.

Even though the validation of a user's field-level security rights requires programming, the definition of a user's access
rights is performed using the same transactions used to define transaction / action level security. This is achieved as follows:

» Create a security type for each type of field-level security.
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» Define the various access levels for each security type. For example, assume you have some users who can complete
bills for less than $300, and other users who can complete bills for less than $1,000, and still other users who can
complete bills for any value. In this scenario, you'd need 3 access levels on this security type:

* Level 1 (lowest): May authorize bills <= $300
* Level 2 (medium): May authorize bills <= $1,000
* Level 3 (highest): May authorize all bills

» Link this security type to each application service where this type of field level security is implemented. This linkage is
performed on the security type transaction.

» Defining each user group's access level for each security type (this is done for each application service on which the
security type is applicable).

NOTE:

Highest value grants highest security. The system expects the highest authorization level value to represent highest
security level. Moreover, authorization level is an alphanumeric field so care should be taken to ensure that it's set up
correctly.

Encryption and Masking

"Encryption" refers to encrypting data stored in the database using an encryption key. There are two different types of
encryption described in the sections below. System encryption refers to columns in the system identified by the product
to use encryption. Application encryptions refers to the ability for an implementation to configure fields and element that
should be encrypted in the database.

"Masking" refers to overwriting all or part of an un-encrypted field value with a masking character. For example, perhaps
only the last 4 digits of a credit card number are visible with the other digits changed to an asterisk. The system provides
support for masking fields on the user interface that may be stored as plain text in the database. In addition, there are cases
where encrypted fields are shown to the user interface using masked values rather than the encrypted value.

The following sections provide more information about each feature.

System Encryption

The system automatically encrypts certain fields captured in various option tables or context tables. This is mainly used for
passwords. For example, passwords captured in Message Sender context or password

In addition, batch control supports configuring a security option for parameters that capture sensitive information, such as a
password. Refer to Defining Batch Controls for more information.

It is also possible to enable system encryption using the characteristic type F1-PWD. However, the maintenance object
must include specific code to enable system encryption for characteristics of this type. In Oracle Utilities Application
Framework, the only maintenance object that supports this is extendable lookup. Refer to Extendable Lookup Advanced
Topics for more information.

User Interface Masking

The functionality described in this section is used to take data that is stored in plain text in the database and mask the value
before it is presented to a user (or an external system). This feature includes the ability to allow some users to view the data
unmasked using security configuration. The system allows different masking rules to be applied to different fields. For
example, a credit card number can be masked differently than a social security number.

The following topics describe how to mask field values.
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Identify the Data to be Masked

Identify the data that is stored as plain text, but should be masked for display to users. For example, imagine that you

have identified that Credit Card Numbers and a person’s federal ID number (for example, in the United States, the Social
Security Number or SSN). Each field identified may be displayed and maintained in different user interfaces throughout the
system, but the masking rules for a given field are probably uniform regardless of where the data is displayed.

Primary keys cannot be masked. A field defined as a unique identifier of a row cannot be configured for masking.
Masking a field that is part of the primary key causes a problem when attempting to update the record. This restriction also
applies to elements that are part of a "list" in an XML column on a maintenance object. One or more elements in the list
must be defined as a primary identifier of the list. Be sure that primary key elements in the list are not ones that require
masking.

List membersthat contain different " types'. Consider a page with a list that contains a person's identification numbers.
You can set up the system so that a person's social security number has different masking rules than their drivers license
number. If your implementation has this type of requirement, the list of masked fields should contain an entry for each
masking rule.

For each field, if there are some users that may see the data unmasked on one or more of the user interfaces, then security
configuration is required. If the value of a field should be masked for all users across all pages in the application, then the
security configuration is not needed.

Security Configuration
Define a security type for each field with two authorization levels:

* 1-Can only see the element masked
* 2-Can only see the element unmasked

Link all of the security types to an application service of your choosing. We recommend linking every masking-oriented
security type to a single application service (e.g., CM_MASK) as it makes granting access easier.

For each security type, identify which users can see its data unmasked and which users can only see its data masked. If the
masked and unmasked users fit into existing user groups, no additional user groups are necessary. Otherwise, create new
user groups for the masked and unmasked users.

After the user groups for each security type are defined, link each user group to the application service defined above. When
a user group is linked to the application service, you will define the authorization level for each security type linked to the
application service. If a user group's users should see the security type's field values unmasked, set the authorization level to
2; otherwise set it to 1.

NOTE: Flush the cache. Remember that any time you change access rights you should flush the security cache (by
entering flushAll.jsp on the URL of the application) if you want the change to take effect immediately.

Configure a Masking Algorithm

A data masking algorithm must be created for each combination of masking rules and security type. These algorithms
determine if a user has the rights to view a given field unmasked, and, if not, how the field should be masked.

The base package provides the algorithm type F1-MASK whose parameters are designed to handle most masking needs. If
certain users may see the data unmasked, parameters capture the application service, security type and authorization level
defined above used to evaluate this. In addition, parameters allow you to configure how much of the data to mask, what
masking character to use. Refer to the algorithm type description for more information.

Click here for a list of all the algorithms supplied for this plug-in spot.
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Determine How the Fields are Displayed

The masking configuration differs based on how a field is retrieved for access to the user interface. So for the masking
of one “logical” field (like a person’s SSN), there may be multiple configuration entries required to cover all the access
methods. Review each user interface where a given field is displayed and create the following categories:

» The field is an element that is retrieved by invoking a business object, a business service, or a service script
» The field is displayed on a fixed maintenance page (and is therefore retrieved by invoking a page service)
» The field is displayed on a fixed search page (and is therefore retrieved by invoking a search service)

¢ The field is stored as an ad hoc characteristic

Create a Feature Configuration for Each Masked Element

Create a feature configuration with a Feature Type of Data Masking. An option entry with option type of Field Masking is
needed for every combination of field to mask and the method used to display the data. The value will contain mnemonics
that reference the appropriate data masking algorithm along with configuration that differs depending on how the field is
retrieved for display as described below.

Schema Based Object Field Masking

For data that is accessed via a schema-based object call and displayed in a UI map, the field to be masked must reference a
meta-data field name in its schema definition: field="fld_name", alg="algorithm name"

If the element references an mdField in the schema, that is the field used to identify the masking rule. If there is no mdField
reference but only a mapField reference, that is the field used to identify the masking rule. For example, if you want to mask
a credit card number, let's assume that field is defined in the schema is the following:

<credi t Card ndFi el d="CCNBR' mapFi el d="EXT_ACCT_ID'/ >

In this case, the option value should be field=" CCNBR", alg="algorithm name". An option value of field="EXT _
ACCT_ID", alg="algorithm name" would not result in masking.
A "where" clause may also be specified. This is useful for data that resides in a list where only data of a certain type needs

to be masked: field="fld_name", alg="algorithm name" , where="fld_name="value

For example, person can have a collection of IDs and only IDs of type 'SSN' (social security number) should be masked. If
the person data including its collection of person IDs is displayed on a UI map via a business object call, let's assume the
collection is defined in the following way:
<personl Ds type="list" mapChild=Cl _PER |D"'>

<i sPrimaryld mapFi el d="PRI M_SW/>

<i dType mapFi el d="1D TYPE_CD'/ >

<per sonl dNunber mapFi el d="PER_| D NBR'/ >
</ per sonl ds>

The option value may look like this: field="PER_ID_NBR", alg="algorithm name" , where="ID_TYPE_CD="SSN'"
Please note the following important points for schema based masking:

» Limitation of 'where' field Although the main use of a 'where' clause for schema oriented elements is to mask certain
elements in a list based on a 'type’, it is also possible to mask a single field in the schema based on the value of another
field. For example, imagine that a customer submits a registration form that defines an ID type and ID value. Although
this data is not in a list, the implementation may still want to only mask the ID value if the ID type is "SSN". The
framework is only able to mask an element in the schema based on a 'where' clause if the element in the 'where' clause is
a "sibling" in the schema.

¢ If the element to be masked is in a list, the element in the 'where' clause must be in the same list.

» Ifan element to be masked maps to a real column in a table, the element in the 'where' clause must also map to a real
column in the table.
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* If an element to be masked maps to and XML column in the table as a single element, the element in the 'where'
clause must map to the same XML column as a single element.

» Multiplefeatureoption entriesfor the samefield. It's possible that different schemas in the system have a similar type
of data that may be masked based on different conditions. For example, imagine that an implementation has different
schemas that captured or referenced person identifiers in different ways:

* One schema captures a single person ID without any corresponding "type" record and it should always be masked
using Algorithm CM_SSN_MASK:

<per sonSSN mapXM.=BO_DATA AREA ndFi el d=PER _| D_NBR/ >

* One schema captures a person ID and a corresponding ID Type and it should be masked with Algorithm CM_SSN
MASK if the type is "SSN" and masked with algorithm CM_FEIN MASK if the type is "FEIN".

<personl dType mapXM_=BO _DATA_ AREA ndFi el d=I D_TYPE_CD/ >
<personld mapXM.=BO_DATA AREA ndFi el d=PER _| D_NBR/ >

* One schema captures a person ID and a corresponding ID Type and it has the same masking rules as the previous
schema, but a different field name is used for the ID Type code. (This scenario could happen if for example a different
label is desired for ID Type on the user interface for this schema.)

<per sonl dType mapXM_=BO _DATA AREA ndFi el d=CM_| D_TYPE/ >
<personld mapXM.=BO _DATA AREA ndFi el d=PER _| D_NBR/ >

For this scenario, the feature options may look like this:

field="PER_ID_NBR", alg="CM_SSN_MASK"

field="PER_ID_NBR", alg="CM_SSN_MASK", where="ID_TYPE_CD="SSN'"
field="PER_ID_NBR", alg="CM_FEIN_MASK" , where="1D_TYPE_CD="FEIN""
field="PER_ID_NBR", alg="CM_SSN_MASK" , where="CM_ID_TYPE="SSN'"
field="PER_ID_NBR", alg="CM_FEIN_MASK", where="CM_ID_TYPE="FEIN""

a M w N oPR

For each schema, the system will first find whether the element applies to any masking option. It will find 5 masking
options for the field PER _ID NBR. Then it will determine if any sibling elements match the 'where' clause.

* If more than one sibling element matches a 'where' clause, a runtime error is issued. For example if a schema has an
element that references "mdField=ID TYPE CD" and an element that references "mdField=CM_ID TYPE", this is
an error. Additionally, if multiple elements reference mdField=ID_TYPE CD", this is an error.

» If one and only one sibling element matches a 'where' clause, the value of the element is compared to the values
defined in the 'where' clause. If it finds a match on the value, the appropriate masking algorithm is applied. If no
match is found (for example, the Person ID Type is "LICENSE") the element is displayed as is.

* Ifno sibling element matches a 'where' clause and a feature option exists with no 'where' clause (option 1 above), then
the masking algorithm of the option with no 'where' clause is applied.

» Changing thevaluein the'where' clause. If your implementation has some users that are allowed to change records
where some data is masked based on a condition, it is recommended to design the user interface to reset the masked
value when the value in the 'where' clause changes. For example, if a user is prevented from viewing a person's social
security number, but the user is allowed to make updates to the person's record, changing the value of the Person ID
Type should reset the Person ID Number. This would ensure that the user does not 'unmask' the social security number
by simply changing the ID Type.

Records Maintained Using Page Maintenance

For data that is accessed via a page maintenance service call, indicate the table name and the field name where the data
resides: table="table name", field="fld_name", alg="algorithm name"
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For example if the Person record and its collection of identifiers are displayed and maintained using page maintenance, the
option value should be table="CI_PER_ID", field="PER_ID_NBR", alg="algorithm name"

A "where" clause may also be specified: table="table name", field="fld_name", where="fld_name="value'",
alg="algorithm name"

This is useful for data that resides in a child table where only data of a certain type needs to be masked. For the person ID
example, table=" C|_PER_ID", field="PER_ID_NBR", alg="algorithm name" , where="ID_TYPE_CD="SSN""

Characteristic Data

For data that is stored as a characteristic, simply indicate the characteristic type: CHAR_TYPE_CD='char type',
alg="algorithm name"

This needs to be defined only once regardless of which characteristic entity the char type may reside on. Note that only ad-
hoc characteristics are supported.

Masking Fields in Explorer Zones or Info Strings

In explorer zones data is often retrieved using SQL directly from the database. No masking is applied automatically in this
case. If there is data in the explorer zone results that should be masked, the masking must be applied by calling a business
service.

Similarly, an MO Info algorithm may not use BO interaction to get data. It may access data using SQL for efficiency
purposes. No masking in applied when retrieving data via SQL. To apply masking to a string prior to including it in an info
string, the masking must be applied by calling a business service.

The system supplies two business services to be called to determine if masking rules apply for a specific field.

* F1-TableFieldM ask. Mask a Table field. This business service receives a table name, field name and one or more field
values. If masking applies it returns the masked value.

» F1-SchemaFieldMask. Mask a Schema field. This business service receives a schema name and type, XPath and field
value. If masking applies it returns the masked value.

Search Service Results

For data that is displayed on a ‘fixed’ search page, it is retrieved via a search service call. Indicate the search name and the
appropriate field to mask along with the masking algorithm. For example: sear ch=" Sear chServiceName" , field="PER _
ID_NBR",where="1D_TYPE_CD='SSN'", alg="algorithm name"

To find the name of the search service, launch the search in question, right click in the filter area and choose View Source.
Search for "ServiceName". The service name is listed there. To find the field name to mask, go back to the search window
and right click on the results area and choose View Source. Look for the Widget Info section and find the field name in the
SEARCH RESULTS (do not include the $). Note, the "where" statement can only apply to fields that are also part of the
search results.

Additional Masking Information

The following points provide additional information to assist in your masking configuration:

» If the demonstration database includes a Data M asking feature configuration, review the settings because it will
probably contain masking rules that will match your own.

* On data input pages, a user might be able to enter or change masked data, such as a bank account number, but not be able
to subsequently see what they added or changed.

» External systems can request information by performing a service call via a web service. Please keep in mind that some
web service requests require data to be masked and some do not. For example, a request from an external system to
synchronize person information needs the person's social security number unmasked; whereas a request from a web
self service application to retrieve the same person information for display purposes needs the person's social security
number masked. To implement this type of requirement, different users must be associated with each of the requests and
these users must belong to separate user groups with different access rights.
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» If a maintenance object (MO) contains a field that holds an XML document and a service call invokes the MO's service
program directly, the system will mask individual XML elements in the field if a Deter mine BO algorithm has been
plugged into the maintenance object and the element(s) in the respective BO schema have been secured as described
above.

Application Encryption

The functionality described in this section allows implementations to configure fields to encrypt when storing it in the
database. This functionality is mutually exclusive from the User Interface Masking functionality described in the previous
section. This feature supports encrypting specific elements stored within a CLOB or XML column.

The following points highlight the features of the encryption functionality:

* The encryption key is defined using a keystore, which must be set up in order to use this functionality. For details about
setting up the keystore in the system, see the Installation Guide.

* When a field is configured to be encrypted, the encrypted data is stored in a special encryption field that is not the source
field (the one exposed to the user on the user interface). The source field captures the data as masked. Because a special
field is required to support encryption, the product must provide support for that field to be encrypted.

* For encrypted data that must allow searching, the system supports capturing a hash value in a special field. The product
must provide support for this functionality. Besides providing a special field to capture the hash value, base search
functionality for that data must also cater for this configuration.

» The system supports encrypting data that is captured as an element within an XML field. If the XML field is provided in
a schema owned by the product, then the product must provide specific support for the capture of the encrypted data.

The following sections provide additional information about the support for encryption provided by the framework. Refer to
the security chapter of the administration guide for your particular product for more information.

Encrypting and Masking the Data

When a product enables encrypting for a given type of data, a special encryption field should be created to capture the
encrypted value. Because encrypting is optional, the source field (the one exposed to the user) should not be this special
encrypted field. If encryption is configured, the system will internally populate the encrypted field. The source field will be
populated with asterisks by default. That way the masked data is what is shown to the user on page rather than the encrypted
value.

The following points highlight how the system behaves when encryption is configured and when it is not. Assume as an
example, the field is a credit card number. The user views and populates a field with the field name CC_NBR. The table
also has a second field ENCR_CC_NBR. A user populates the credit card number:

» If encryption is not configured, CC_NBR will be updated with the entered credit card number and ENCR_CC NBR will
be empty. Note that in this case, an implementation may choose to configure user interface masking.

» Ifencryption is configured, CC_NBR will be updated with ***##xsxsdssxssissir® agnd ENCR_CC_NBR will contain
the encrypted value. The asterisks for the standard field will fill the full field size up to 50 characters.

If for some reason the standard masking using all asterisks is not desired, the system supports supplying an explicit masking
algorithm using the same Data Masking plug-in spot used for User Interface Masking.

WARNING: Unlike user interface masking, the masking of encrypted fields is not driven by security. The data stored
in the source field for all encrypted data should be masked. Be sure not to configure security authorization logic in
algorithms used for this type of masking.

Feature Option Configuration

Create a feature configuration with a Feature Type of Encryption. For each source field you are encrypting, enter an option
with option type of Field Encryption. The value will contain mnemonics that reference the appropriate encryption key
alias defined in the keystore along with configuration related to the field and its table location. Unlike the user interface
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data masking, the configuration for data encryption is related to how the data is stored rather than how it is displayed. In
addition, each entry may define an explicit masking algorithm to override the default and if supported, may also define a
hash field and hash alias.

For data that is stored in a specific column on a table, an explicit field to capture the encrypted value must exist. Indicate
the table name, source field name and encrypted field name along with the alias: table="table name', field="fld_name,
encryptedField="encr_fld_name', alias="alias key'

A "where" clause may also be specified when data resides in a child table and only data of a certain type needs to be
encrypted.

Example, table='CI_PER_ID', field="PER_ID_NBR', encryptedField="ENCR_PER_ID_NBR', alias="key alias,
where='ID_TYPE_CD="SSN"

For data that is stored in an XML column in a record, the source field to be encrypted must reference a meta-data field

name in its schema definition along with the element that captures the encrypted data and the alias: field="field_name',
encryptedField="encr_field_name', alias="key alias

The syntax for adding a reference to a masking algorithm is maskAlg="algorithm name' .

The syntax for adding configuration for capturing a hash value for searching purposes is hashAlias="hashAliasK ey’
hashFiddd="HASH_FLD_NAME'.

The following is an example of configuration that uses all the possible options (specific masking algorithm, where clause
and hash field support):

table='Cl_PER_ID', field='"PER_ID_NBR', alias="aliasK ey', encryptedField='ENCR_PER_ID_NBR',
hashAlias='hashAliasK ey' hashField="HASH_PER_ID_NBR', where='ID_TYPE_CD=SSN', maskAlg='CM-
PERIDMASK'

Searching by an Encrypted Value

If the product supports a hashed value for an encrypted field for searching purposes, the following points highlight explorer

zone configuration for this purpose

* The user filter value should reference the source field and should include an additional encrypt= mnemonic. For
example

t ype=STRI NG

| abel =PER_| D_NBR

encrypt=[Cl _PER I D, PER | D_NBR, | D_TYPE_CD, F1]
Refer to User Filters for more information.

* The SQL should include the hashed value in the WHERE clause. Note that because encryption is optional, a product
zone that includes searching by a field eligible for encryption will include finding a match for the filter in the source field
(as plain text) or in the hashed field. For example:

WHERE
[(F2) (ID.PERID NBR =:F2 OR | D.HASH PER I D NBR = : F2)]

Customizing Encryption Algorithm

Although the encryption algorithm to use with a given key can be gleaned from the key in the keystore, there is sometimes
extra information associated with an algorithm that might need to be used to encrypt or decrypt data.

The system provides a feature configuration option for the Encryption feature type using the option type Algorithm Info
that can be used to adjust the behavior of the encryption.

* You can modify the default mode and padding of the encryption algorithm.
» Ifakey will be used to digitally sign anything, the signing algorithm can also be specified for the key.

For details about the syntax, refer to the feature option type’s detailed description.

Oracle Utilities Customer Care and Billing Administrative User Guide « 53



The Base Package Controls One User, One User Group, And Many
Application Services

When the system is initially installed, the following information is delivered:

* Application services for all secured transactions, maintenance objects, business objects, business services, scripts and
zones in the base package.

» A user identified by the user id SY SUSER.

* A user group identified by the user group code ALL_SERVICES. This user group is associated with all supported
application services delivered with the base product. This user group is given access to all access modes for all
application services (i.e., all actions on all transactions).

* The user SYSUSER is linked to the ALL_SERVICES user group. This means that this user has access to all
transactions and all actions.

You cannot change or remove the information delivered for ALL_SERVICES. This information is owned by the base
package. It is provided so that an "initial user" has access to the entire system and can setup user groups and users as per
your organization's business requirements. It is not recommended to provide your own users with access to the ALL _
SERVICES user group. Rather, create user groups that are appropriate for the organization's business requirements and
define user access to these user groups. If you introduce new transactions, configure them for the appropriate custom user
groups.

In addition, SYSUSER is provided to allow for an initial user to define appropriate users in your implementation. Once
proper administrative users have been defined, it is recommended that SY SUSER is updated to set the User Enable setting
to Disabled.

When you receive an upgrade:

* New application services are delivered for the new transactions, business objects, zones introduced in the release. The
release notes highlights the additions / changes.

» Existing application services are updated with changes in their access modes (e.g., if a new action is added to a
transaction, its application service is updated accordingly).

* The ALL_SERVICES user group is updated so it can access the new / changed application services.

» Implementations should review the release notes and determine which user groups created for your implementation
should be updated with the additions, if applicable.

Importing Security Configuration from an External Source

The product provides support for importing security information from an external source:

» Ifyour organization uses Lightweight Directory Access Protocol (LDAP), you can import your existing LDAP users
and groups into the system. Once imported, all user and group functions are available. You can import a user group, or a
single user. You can resynchronize your LDAP users and groups at any time.

FASTPATH: For more information refer to LDAP Integration.
» The system provides an integration with Oracle Identity Manager. When a user is created in the identity manager

product, its information can automatically be interfaced to the product. Once the user is successfully created in the
system, all functions are available.

FASTPATH: For more information refer to Oracle Identity Manager Integration.
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The Big Picture of Row Security

Some products allow you to limit a user's access to specific rows. For example, in Oracle Utilities Customer Care and
Billing, row level security prevents users without appropriate rights from accessing specific accounts.

A combination of framework configuration and configuration in your edge product is required for row level security. The
following points describe the configuration:

» For each record that should be secured, associate it with an Access Group. Note that if your edge product supports row
level security, that product is providing a link between the secure-able record and Access Group. Your access groups
may be granular and only referenced by one secured record or they may be more broad and be referenced by multiple
secured records that require the same type of security restriction.

» To define which users have access to the secured records, you define a Data Access Role. For each data access role,
define which Access Groups the role has security clearance for. An access group may be linked to one or more data
access roles. In addition, define the Usersthat have access rights to these secured records. When you grant a data access
role rights to an access group, you are giving all users in the data access role rights to all secured records in all the
referenced access groups. A user may belong to many data access roles.

If your edge product supports row level security, it will include logic in the appropriate areas of the system to limit the
secured rows that a user may view or maintain based on this configuration. For example, in Oracle Utilities Customer Care
and Billing, throughout the system users are only able to view and maintain information about an account and any of its
detail if the user is in a Data Access Role for the account's Access Group (or the account is not linked to an Access Group).

FASTPATH: Refer to your product's documentation for more information on row level security, if applicable.

Defining Application Services

An application service exists for every transaction in the system. Please refer to Application Security for a description of
how application services are used when you grant user groups access rights transactions.

CAUTION: Important! If you introduce a new application service, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Application Service - Main

Select Admin > Security > Application Service to define an application service.
Description of Page

Enter a unique Application Service code and Description for the application service.

Indicate the application service's various Access M odes (i.e., actions). Refer to Action Level Security for more information
about the significance of these fields.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference SC_ APP_SERVICE.

Application Service - Application Security
Use the Application Security portal to set up security for an application service.
Open this page using Admin > Security > Application Service, and then navigate to the Application Security tab.

This section describes the available zones on this page.
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Application Service Details zone. This zone contains display-only information about the selected application service,
including the Access Modes for the application service and its security type.

Secured Objects zone. This zone displays the object (or objects) that are secured by this application service. Refer to
Application Security for details about the types of objects that may be secured.

User GroupsLinked zone. This zone lists the user groups that currently have a link to the application service. Note that
expired links are also included. The following actions are available:

* Click the Description link to navigate to the User Group - Users page for the adjacent user group. This allows you to add
or remove users linked to the user group.

» Click Deny Access to remove the selected Application Service’s link to this user group.

User Groupsnot Linked zone. This zone lists the user groups that do not have a link to the application service. The
following actions are available:

* Click the Description link to navigate to the User Group - Users page for the adjacent user group.

» Click Grant Access to navigate to the User Group - Application Services page for the user group. The page is
automatically positioned at the selected application service allowing you to set the access modes and the expiration date.

Defining Security Types
Security types are used to define the types of field level security.

NOTE: Programmingisrequired. You cannot have field level security without introducing logic to user exits. Refer
to Field Level Security for more information on how security types are used to define field level security.

Security Type - Main

Select Admin > Security > Security Type to define your security types.

Description of Page

Enter a unique Security Type and Description.

Use the Authorization Level grid to define the different authorization levels recognized for this security type. Enter an

Authorization Level Number and its Description.

NOTE: Programming isrequired. Note that the values that you enter are not interpreted by the system itself, but by
the user exit code used to implement the special security. Check with the developer of the user exit logic for the correct
values. Refer to Field Level Security for more information on how security types are used to define field level security.

Use the Application Services grid to define the application service(s) to which this security type is applicable. If this
application service is already associated with user groups, you must update each user group to define their respective
security level. This is performed using User Group - Application Service.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI SC TYPE.

Defining User Groups

A user group is a group of users who have the same degree of security access. Think of a user group as a "role"; associated
with a role are:

* The users who play this role
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» The application services to which the role's users have access (along with the actions they can execute for each service
and their field level security authorization levels).

User Group - Main

Select Admin > Security > User Group to view the application services to which a user has access.

CAUTION: Application services may not be changed or removed from the ALL_SERVICES user group. Refer to The
Base Package Controls One User, One User Group, And Many Application Services for an explanation.

Description of Page
Enter a unique User Group code and Description for the user group.

Owner indicates if this user group is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a user group. This information is display-only.

The Application Services grid displays the various application services to which users in this group have access. Please
note the following in respect of this grid:

» Use the Application Service search to restrict the application services displayed in the grid. For example, if you only
want to see application services that start with the word "field", you can enter this word and press enter.

» To add additional application services to this user group, navigate to the User Group - Application Services page and
click the add icon.

» To remove or change this user group's access to an application service, click the go to button adjacent to the respective
application service. This will cause you to be transferred to the User Group - Application Services tab where you should
click the - icon to remove the application service from the user group.

» Note, Owner indicates if this user group / application service relationship is owned by the base package or by your
implementation (Customer Modification). The system sets the owner to Customer M odification when you add an
application service to the user group. This information is display-only.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference SC_ USER__GROUP.

User Group - Application Services

Select Admin > Security > User Group and navigate to the Application Servicestab to maintain a user group's access
rights to an application service.

NOTE: Important! When you grant a user group access rights to an application service, you are actually granting all
users in the user group access rights to the application service.

Description of Page

The Application Service scroll contains the application services to which the User Group has access.

NOTE: You can also use Main page to select the application service for which you wish to change the access privileges.
To do this, simply click the go to button adjacent to the respective application service.

To add additional application services to this user group, click the + icon and specify the following:
» Enter the Application Service ID to which the group has access.

» Define the Expiration Date when the group's access to the application service expires.
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Define the Access M odes that users in this group have to the Application Service. When a new application service is
added, the system will default all potential Access M odes associate with the Application Service. You need only remove
those modes that are not relevant for the User Group. Refer to Action Level Security for more information about access
modes.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that
supports actions in addition to Add, Change, and Inquire (e.g., Freeze, Complete, Cancel). If you want to give a user
access to any of these additional actions, you must also give the user access to the Inquire and Change actions.

If you require additional security options, often referred to as "field level" security, then you use Security Type Code
and assign an Authorization Level to each. When a new application service is added, the system will display a message
indicating how many security types are associated with this application service. Use the search to define each Security
Type Code and indicate the appropriate Authorization Level for this user group. Refer to Field Level Security for more
information about security types.

User Group - Users
Select Admin > Security > User Group and navigate to the User s tab to maintain the users in a user group.
Description of Page

The scroll area contains the users who are part of this user group.

NOTE: Keep in mind that when you add a User to a User Group, you are granting this user access to all of the
application services defined on the Application Services tab.

The following fields are included for each user:

* Enter the User ID of the user.

» Use Expiration Date to define when the user's membership in the group expires.
« Owner will be Customer Modification.

NOTE: You can also add a user to a user group using User - Main.

Defining Access Groups

FASTPATH: Refer to The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.

Access groups control which groups of users (referred to as Data Access Roles) have rights to accounts (or other objects)
associated with the access group. Select Admin > Security > Access Group to define your access groups.

Description of Page
Enter a unique Access Group code and Description for the data access group.

Use the Data Access Role collection to define the data access roles whose users have access to the access group's accounts
(or other objects). Keep in mind that when you add a Data Access Roleto an Access Group, you are granting all users who
belong to this role access to all of the accounts (or other objects) linked to the access groups.

NOTE: You can also use Data Access Role - Access Group to maintain a data access role's access groups.

Where Used
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Follow this link to open the data dictionary where you can view the tables that reference CI_ ACC_GRP.

Defining Data Access Roles

FASTPATH: Refer to The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.

The data access role transaction is used to define two things:
* The users who belong to the data access role.

* The access groups whose accounts (or other objects) may be accessed by these users.

Data Access Role - Main

Select Admin > Security > Data Access Role to define the users who belong to a data access role.
Description of Page
Enter a unique Data Access Role code and Description for the data access role.

The scroll area contains the Users who belong to this role. A user's data access roles play a part in determining the accounts
(or other objects) whose data they can access.

To add additional users to this data access role, press the add button and specify the following:

» Enter the User ID. Keep in mind that when you add a User to a Data Access Role, you are granting this user access to
all of the accounts (or other objects) linked to the data access role's access groups.

» Use Expiration Dateto define when the user's membership in this data access role expires.

NOTE: Also maintained on the user page. You can also use User - Access Security to maintain a user's membership in
data access roles.

Where Used

Follow this link to open the data dictionary where you can view the tables that reference CI_DAR.

Data Access Role - Access Group

Select Admin > Security > Data Access Role and navigate to the Access Groupstab to define the access groups whose
accounts (or other objects) may be accessed by the users in this data access role.

Description of Page

Use the Access Group collection to define the access groups whose objects can be accessed by this role's users. Keep in
mind that when you add an Access Group to a Data Access Role, you are granting all users who belong to this role access
to all of the accounts (or other objects) linked to the access groups.

NOTE: You can also use Access Group - Main to maintain an access group's data access roles.

Defining Users

The user maintenance transaction is used to define a user's user groups, data access roles, portal preferences, default values,
and To Do roles. To access the user maintenance transaction, select Admin > Security > User.

The user maintenance transaction is the same transaction invoked when the user launches Preferences.
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Data Privacy

Personally Identifiable Information (PII) is any information that identifies or could be used in combination with other
information to identify an individual. Many countries have data privacy laws governing the use of such information. A key
aspect of these laws is an organization’s obligation to erase personal information when there is no compelling reason to
retain it. This obligation can be fulfilled either by deleting data or altering the data in such a way that it is no longer possible
to associate the data with the individual.

Organizations are likely to have other legal obligations that impact how long they retain personal data. For example, there
could be financial audit requirements that oblige the organization to retain relevant information for a fixed number of years
after termination of a contract.

Object Erasure is designed to address right to erasure issues, with a combination of configuration and processes that may be
extended to implement the appropriate policies for the PII within your data.

The Approach to Implementing Object Erasure

This section describes the product approach to implementing object erasure for its maintenance objects (MOs).

NOTE: The approach outlined is intended for managing erasure of master data objects. The assumption is that
Information Lifecycle Management will be used for archiving any related transactional data.

Various events in the system may signal the need to erase data at some future date. For example, closing an account may
indicate the need to erase both the account and person data once there is no longer a need to maintain related financial
details. There may also be events that re-establish the business relationship with a person and signal that data marked for
erasure should now be retained.

The Object Erasure Schedule is used to capture key details of objects with data that needs to be erased. Records in the
schedule are monitored periodically to determine if the date for erasure has been reached and if so, execute the erasure
logic. The system will create and maintain records in the schedule when specific events occur for an MO that is marked for
erasure.

The system provides the ability to mark an MO as eligible for erasure via a number of MO configuration entries. Included in
these is an option that defines the business object for the MO’s erasure schedule records. In addition to defining the erasure
record elements, this BO defines the monitoring process and the specific erasure logic for the MO.

The following sections provide more information about configuring and managing object erasure.

Configuring a Maintenance Object for Erasure
There are three types of maintenance object configuration entries that define how to manage erasure:
* An option to define the business object for erasure schedule records.

* An option to define the period between the date on which the need for erasure is detected and the date on which erasure
should occur. The common logic provided by the system to add or update erasure records uses this option to determine
the erasure date.

* One or more entries in the MO algorithm collection for the algorithms that determine whether a record should be
scheduled for erasure, according to the current state of the record, and create or update the erasure schedule entries.

Some MOs that would commonly be regarded as eligible for erasure will be installed with a base Erasure BO already
configured. The expectation is that the corresponding Erasure Period option and the algorithm for the Manage Erasure
Schedule plug-in spot will be set up by your implementation with the appropriate entries for your organization’s business
rules.

Oracle Utilities Customer Care and Billing Administrative User Guide « 60



NOTE: The presence of an Erasure Period option is the signal to the system that your implementation has enabled an
object for erasure.

It may not be necessary for all master data objects that contain personally identifiable information to manage their own
erasure schedule. For example, the event which triggers erasure for a person record may also trigger the creation of erasure
schedule entries for the person’s other master data records. In this case, only the person maintenance object will need to

be configured with a Manage Erasure algorithm (or algorithms). Refer to your product specific documentation for more
information on the recommended approaches for your product’s master data objects.

Manage Erasure Schedule Algorithm

Algorithms of this type are responsible for determining a record’s erasure status and creating or maintaining an entry in the
Object Erasure Schedule for the record. They are triggered when certain events occur in the system for maintenance objects
that are eligible for erasure. Multiple algorithms can be configured for the plug-in spot.

Depending on the determination made by the algorithm (or algorithms), a number of different actions may need to be taken.
For example:

* A new schedule record may need to be added

* An existing schedule record may need to be updated with a new erasure date
* A pending record may need to be discarded if erasure is no longer applicable
* A discarded record may need to be reactivated if erasure now applies again

The base business service F1-M anageEr asur eSchedule performs the common logic to handle the possible actions and
is recommended for use by these types of algorithms. The service can also optionally create a log entry for information
purposes. Refer to the description of the business service for full details.

In certain circumstances, if one record is scheduled for erasure, other related records may need to be evaluated. The base
business service F1-ManageErasureScheduleDriver performs the logic to execute an MO’s Manage Erasure Schedule
algorithms. It can be used to manage any related records from within another algorithm.

This type of algorithm is plugged into the Maintenance Object — Algorithm collection.

Your product may supply algorithms to manage the schedule for base MOs that are regarded as eligible for erasure. If your
organization has special business rules that are evaluated to determine the erasure schedule for an MO, a custom algorithm
can be created and applied by the implementation team.

Monitoring the Schedule and Performing Erasure

The erasure schedule is managed using the lifecycle of the erasure record’s business object. A deferred monitor process is
used to periodically check for records that are due for erasure and transition them from the ‘pending erasure’ state to the
‘erased’ state. An enter plug in on the ‘erased’ state is responsible for performing the erasure logic.

The system provides a 'root' business object for the object erasure schedule (F1-ErasureScheduleRoot) which defines the
lifecycle that erasure schedule business objects should follow. The system also provides a monitor process (F1-OESM N)
which is configured on the ‘pending erasure’ state of the ‘root’ business object. This process is configured to monitor object
erasure schedule records whose erasure date is on or before the batch business date.

Maintenance objects that are eligible for erasure should be configured with an erasure schedule business object that uses the
‘root’ business object as its parent. The algorithm that performs the erasure processing applicable to that maintenance object
must be plugged in on the ‘erased’ state of the ‘child’ business object.

The system provides an erasure schedule business object (F1-ErasureScheduleCommon) which is designed to erase an
object by deleting the main record and any child records. Your product may supply additional erasure schedule business
objects for certain use cases. Refer to your product specific documentation for more information.

Oracle Utilities Customer Care and Billing Administrative User Guide « 61



Erasing User Information By Obfuscation

Some implementations consider the base User object to have personally identifiable information. Erasing user information
by deleting the records is not advisable as it can cause referential integrity problems. The recommended approach is to
obfuscate the data instead.

The system provides a user erasure business object (F1-ErasureScheduleUser) which is designed to support obfuscating a
user’s identifiable information by removing it or replacing it with a non-identifiable value if the field is required.

If the User maintenance object is configured to be eligible for erasure in your implementation, the manage erasure schedule
algorithm for the record will be invoked whenever the Enable flag is changed for a record on the User maintenance page.
The system provides a base algorithm (F1-OBJERSUSR) specifically for the User MO. This algorithm will add an entry to
the object erasure schedule if the user record is disabled or deactivate an existing erasure schedule record if a disabled user
record is enabled again.

Viewing an Object’s Erasure Status

The system provides a portal for viewing and editing an erasure schedule record. The portal is accessed from the Object
Erasure Schedule dashboard zone. This is a context sensitive zone which only appears when accessing a record for a
maintenance object that is configured to be eligible for erasure. It displays the information for the erasure schedule entry for
the record in context, if applicable.

To add the zone to an eligible maintenance object:
» Navigate to Context Sensitive Zone and search for the navigation key for the maintenance object.

* Add the Object Erasure Schedule zone F1-OBJESRSCD to that navigation key.

Viewing Erasure Configuration

The Erasure Configuration All-in-One portal provides the ability to view the maintenance objects that are marked as eligible
for erasure and maintain their erasure configuration entries in a single place.

To view a list of the eligible MOs, open Admin > Security > Erasure Configuration.
Press the edit icon to open a window in which the configuration values for that row can be changed.

Refer to The Approach to Implementing Object Erasure for an overview of object erasure configuration.

Archiving the Object Erasure Schedule

The system provides the ability to archive older records in the object erasure schedule using Information Lifecycle
Management. The object erasure schedule maintenance object is configured with a base ILM eligibility algorithm and an
ILM crawler batch control.

The base object erasure schedule BO is configured to set the ILM archive switch when an erasure schedule record enters a
final state and to reset it if the record becomes active again.

Refer to The Approach to Implementing Information Lifecycle Management for more information on archiving
functionality.

Cryptography Keys

Often when communicating information with an external system, cryptography keys are used to exchange encrypted
information or confirm that the two communicating parties recognize each other and the information being provided.

Oracle Utilities Customer Care and Billing Administrative User Guide « 62



The following sections include information about the functionality provided to support this functionality.

Understanding Key Rings

Cryptography keys may be used to provide a signature to a request so that the system recognizes that the request comes
from a trusted party. Keys may also be used to encrypt or decrypt files shared between two parties.

In this release, support for a Signature type of key is provided to be able to access files stored in Oracle Cloud Object
Storage. This support is only applicable for cloud customers.

The product supports the ability for the following:

» A pair of keys - public and private. For keys generated in the system, the private key is stored in an appropriate "secret
store" and the public key is available to copy and share with a third party.

» Key rotation. For increased security, a new key pair should be generated periodically.

The Key Ring object is provided to reference the key pairs that are used over time for a given business use case. Only one
key pair may be active at any given time.

The following sections include information about the functionality provided to support this functionality.

Signature Keys

Oracle Cloud Object Storage is used by cloud customers to store any files that are needed by the system. Certain processes
in the system may need to write files to or read files from cloud object storage. Cloud object storage has its own method
for encrypting files and products using the framework application do not need to define additional configuration for that.
However, when communicating with cloud object storage, the application is required to provide a signature key.

Refer to External File Storage for more information about configuring the system to connect to cloud object storage.

The product provides a Signature Key Ring business object that is available for cloud customers. This business object
provides the following support

» Generating a key pair, for key rotation
* Viewing the public key, allowing a user to copy it to register it with cloud object storage.

» Activating the new key pair (to be done after registering the new public key)

Defining Key Rings

Refer to Understanding Key Rings for an overview of key ring functionality.

To maintain the key rings applicable to your product or implementation, open Admin > Security > Key Ring.
This is a standard All-in-One portal and includes the standard List and display zones for a statistics control.

The information captured on the key ring depends on the business objects supported by your product or implementation.
Refer to the embedded help text for more information.

Key Pairs

The key pair zone provides information about the keys that are associated with the key ring. Actions available on the zone
depend on the type of key. Refer to embedded help for more information.

User Interface Tools

This section describes tools that impact many aspects of the user interface.
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Defining Menu Options

The contents of this section describe how you can add and change menus.

CAUTION: Updating menus requires technical knowledge of the system. This is an implementation and delivery issue
and should not be attempted if you do not have previous experience with menus.

NOTE: Security and menus. Refer to Application Security for a discussion of how application security can prevent
menu items (or an entire menu) from appearing.

NOTE: Module configuration and menus. Your module configuration can prevent menu items (or an entire menu)
from appearing.

Menu - Main

This transaction is used to define / change any menu in the system. Navigate to this page using Admin > System > Menu.
Description of Page
Enter a meaningful, unique Menu Name.

Owner indicates if this menu line is owned by the base product or by your implementation (Customer Modification). The
system sets the owner to Customer Modification when you add a menu line. This information is display-only.

The Flush Menu button is used to flush the cached menu items so you can see any modified or newly created menus. Refer
to Caching Overview for more information.

Menu Type defines how the menu is used. You have the following options:

* Admin is one of the menus that appears in the Application Toolbar. It is a special type of menu because admin
menu items can be grouped alphabetically or by functional group. Refer to the description of Admin Menu Order on
Installation Options - Framework for more information about admin menu options.

» Context refers to a context menu.
* Main is another menu that appears in the Application Toolbar that is simply titled Menu.
» PageAction Menu defines buttons that appear in the Page Title Area.

* Submenu defines a menu group that appears when an Application Toolbar menu is selected. for the Admin menu, this is
only visible when it's organized functionally.

* Enter User Menu refers to the menu items that appear on the user menu; for example, User Preferences.
Description provides a description of the menu. Note that this is not the text used when displaying a menu option.
Sequence is only enabled for the Main and Admin menu types.

The grid contains a summary of the menu's lines. Besides the standard add and delete icons available in a grid, the following
information is displayed:

* Menu LinelD is the unique identifier of the line on the menu. This information is display-only. Before the menu line id
is a Go To icon that allows a user to drill into the Menu Items for the displayed menu line.

» Sequence is the relative position of the line on the menu. Note, if two lines have the same Sequence, the system
organizes the lines alphabetically (based on the L ong L abel, which is defined on the next tab).
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NOTE: An implementation may override the sequence of a base product owned menu line. Also note that the
sequence is defined on the menu line language table, allowing for different orders to be used for different languages
(or to let the menu be sorted alphabetically in one language and in a specified order in a different one).

» Navigation Option / Submenu contains information about the line's items. If the line's item invokes a submenu, the
submenu's unique identifier is displayed. If the line's item(s) invoke a transaction, the description of the first item's
navigation option is displayed.

+ Long Label is the verbiage that appears on the menu line.

* Item Count is the number of menu items on the line.

* Owner indicates if this menu line is owned by the base product or by your implementation (Customer Modification).
The system sets the owner to Customer Modification when you add a menu line. This information is display-only.

NOTE: Adding menu linesto base owned menus. An implementation may choose to add custom menu lines along
with its menu item (or items) to a base owned menu.

Refer to the description of Menu Items for how to add items to a menu line.

Menu - Menu ltems

Once a menu has lines (these are maintained on the main page), you use this page to maintain a menu line's items.

Each menu line can contain one or two menu items. The line's items control what happens when a user selects an option on
the menu.

There are two types of menu lines that define a single menu item: one type causes a submenu to appear; the other type
causes a transaction or script to be invoked when it's selected.

» The following is an example of a menu line with a single item that opens a submenu:

Tools P | Batch Job Submission P

oo

20 1 D

* The following is an example of a menu line with a single menu item that launches a transaction or script:

Supervisor To Do Assignment

A menu line that defines two menu items is used to provide an Add option and a Search option for the same type of object.
In this case each menu item defines a transaction or script to be launched. The menu is rendered with the Add and Search
options displayed. The following is an example of a menu line with two menu items.
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To Do Entry Search

To Do List

Navigate to this tab by clicking the Go To button adjacent to a menu line from the Main tab.
Description of Page

Menu Name is the name of the menu on which the line appears. Menu Line ID is the unique identifier of the line on the
menu. Owner indicates if this menu is owned by the base product or by your implementation (Customer M odification).
This information is display-only.

The Menu Line ltems scroll contains the line's menu items. The following points describe how to maintain a line's items:
e Menu Item ID is the system assigned unique identifier of the item.
* Owner indicates if this item is owned by the base product or by your implementation (Customer M odification).
» If the menu item should invoke a submenu:
» Use Sub-menu Name to identify the menu that should appear when the line is selected
» Use Long Label to define the verbiage that should appear on the menu line
» Populate the Override Label to override the long label of a base product owned sub-menu.
o If the item should invoke a transaction or BPA script:

» Use Sequence to define the order the item should appear in the menu line (we recommend this be setto 1 or 2 as a
menu line can have a maximum of 2 menu items). The “search” menu item should be defined as sequence 1 and the
“add” menu item as sequence 2 given that the label of the “search” menu item is used for the menu line’s label.

» Use Navigation Option to define the transaction or script to open. Refer to Defining Navigation Options for more
information.

* For a menu line that includes two items — one for Add and one for Search, if one of the items includes configuration
for Image GIF Location and Name, the system assumes that this represents the Add. This functionality is a
carryover from earlier releases where the Add function rendered in the menu with a “+” image, which also identified
the item that represents the Add. If neither item includes Image configuration (because it is no longer needed for
rendering the menu), the system relies on the order of the items as mentioned above. The first item is the “search” and
the second item is the “add”.

» Image Height, Image Width and Balloon Description are not applicable at this time.

» Use the Long Label to define the text to appear on the menu entry. Note that when a menu line defines two menu items,
the long label on the search entry is used to build the menu entry text. The label long on the menu line that defines the
Add option is information only.

» The Override Label is provided in case you want to override the base-package's label.

» Use Application Service and Access Mode to easily suppress a menu item for one or more users. Refer to Application
Security for more information.

The Big Picture of System Messages

All error, warning and informational messages that are displayed in the system are maintained on the message table. Every
message is identified by a combination of two fields:

* Message category number. Think of a message category as a library of messages related to a given functional area. For
example, there is a message category for billing messages and another one for payment messages.

* Message number. A unique number identifies each message within a category.
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Every message has two components: a brief text message and a long description. On the M ain tab, you can only maintain
the brief message. If you need to update a message's long description, you must display the message on the Details tab.

NOTE: You cannot change the product’stext. If the message is "owned" by the product, you cannot change the
product’s message or detailed description. If you want your users to see a different message or detailed description
other than that supplied by the product, display the message on the Detailstab and enter your desired verbiage in the
"customer specific" fields (and flush the cache).

Defining System Messages

The contents of this section describe how to maintain messages that appear throughout the system. An implementation may
introduce messages used in custom processes or may choose to override the text for messages delivered by the product.

Message - Main

Select Admin > System > M essage to maintain a message category and its messages.

Description of Page

To add a new message category, enter a M essage Category number and Description.
CAUTION: Message category 80000 or greater must be used to define new messages introduced for a specific
implementation of the system. Changes to other Message Text will be overwritten when you next upgrade. If you want
to make a change to a Message, drill down on the message and specify Customer Specific Message Text. Note that even

for message categories 80000 and higher, message numbers lower than 1000 are reserved for common base product
messages.

NOTE: Owner indicates if this message category is owned by the base product or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a category. This information is
display-only.

To update a message, you must first display its M essage Category. You can optionally start the message grid at a Starting
M essage Number .

To override the message text or detailed description of messages owned by the base product, click on the message's go to
button. When clicked, the system takes you to the Details tab on which you can enter your implementation's override text.

The following points describe how to maintain messages owned by your implementation:

Click the - button to delete a message.

Click the + button to add a new message. After clicking this button, enter the following fields:
» Use Message Number to define the unique identifier of the message within the category.

» Use Message Text to define a basic message. You can use the %n notation within the message text to cause field values
to be substituted into a message. For example, the message text The % 1 non-cash deposit for % 2 expires on % 3 will
have the values of 3 fields merged into it before it is displayed to the user (%] is the type of non-cash deposit, %2 is the
name of the customer, and %3 is the expiration date of the non-cash deposit).

NOTE: The system merges whatever values are supplied to it. Therefore, if a programmer supplies a premise
address as the second merge parameter in the above message, this address is merged into the message (rather than the
customer's name).

* Owner indicates if this message number is owned by the base product or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a message. This information is
display-only.
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* Click the go to button to enter a detailed description of the message. Clicking this button transfers you to the Details tab.
Where Used

Follow this link to open the data dictionary where you can view the tables that reference CI_MSG. In addition, messages are
used throughout the system for error messages and other system messages.

Message - Details
Select Admin > System > M essage and navigate to the DetailStab to define detailed information about a message.

NOTE: Drillingin from the Main tab. Rather than scrolling through the messages, you can display a message by
clicking the respective go to button in the grid on the main tab.

Description of Page

The Message Collection scroll contains an entry for every message in the grid on the Main tab. It's helpful to categorize
messages into two categories when describing the fields on this page:

* Product messages

» Implementation-specific messages (i.e., a message added to M essage Category 80000 or greater)
For product messages, you can use this page as follows:

» If you want to override a message, specify Customer Specific M essage Text.

* You are limited to the same substitution values used in the original M essage Text. For example, if the original M essage
Text is The % 1 non-cash deposit for %2 expireson %3 and %1 is the type of non-cash deposit, %2 is the name of the
customer, and %3 is the expiration date of the non-cash deposit; your Customer Specific M essage Text is limited to the
same three substitution variables. However, you don't have to use any substitution variable in your message and you can
use the substitution variables in whatever order you please (e.g., %3 can be referenced before %1, and %2 can be left out
altogether).

+ If you want to override the detailed description of an error message, specify Customer Specific Description. Note that
the system does not present detailed descriptions when warnings are shown to users. Therefore, it doesn't make sense to
enter this information for a warning message.

For implementation-specific messages, you can use this page as follows:

* Message Text is the same Message Text displayed on the main tab.

CAUTION: If both Message Text and Customer Specific Message Text are specified, the system will only display the
Customer Specific Message Text in the dialog presented to the user.

» Use Detailed Description to define additional information about an error message. Note that the system does not present
detailed descriptions when warnings are shown to users. Therefore, it doesn't make sense to enter this information for a
warning message.

CAUTION: If both Detailed Description and Customer Specific Description are specified, the system will only
display the Customer Specific Description in the dialog presented to the user.

The Big Picture of Portals and Zones

A portal is a page that is comprised of one or more information zones. The base product pages are built using either a fixed
page metaphor or using portals and zones. The contents of this section describe general information about portals and zones.
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There Are Three Types of Portals
There are three broad classes of portals:

» Standalone Portal. Standalone portals are separate pages where the main tab of the page is built using a portal. These
pages are opened using any of the standard methods (e.g., by selecting a menu item, by selecting a favorite link, etc.).
Additional tabs for a stand-alone portal may be included using tab page portals.

» Tab Page Portals. These types of portals cannot be attached to a menu. They simply define the zones for a tab on
either a standalone portal or on a “fixed” page. Please contact customer support if you need to add portals to existing
transactions.

» Dashboard Portal. The dashboard portal is a portal that appears in the Dashboard Area on the user’s desktop. Its zones
contain tools and information that exist on the user's desktop regardless of the transaction.

There is only one dashboard portal. This portal and several zones are delivered as part of the base-package. Your
implementation can add additional zones to this portal. Please contact customer support if you need to add zones to the
dashboard portal.

Common Characteristics of All Portals

The topics that follow describe characteristics common to all types of portals.

Portals Are Made Up of Zones
A portal is a page that contains one or more zones, and each zone contains data of some sort.

All zones reference a Zone Type. The zone type controls the behavior of the zone and the parameters available to configure
the zone.

Configuring Zones for a Portal

The portal includes configuration of how the zones should appear on the portal by default. This includes the following
options, all of which may be overridden by an implementation.

* The order in which the zone should appear. An implementation may configure an override sequence to change the order
zones on a base delivered portal.

*  Whether the zone is visible on the portal. Zones delivered in the base product should be configured to be visible. But an
implementation may override this if desired.

»  Whether the zone should display initially collapsed or not. A zone’s data is only retrieved when it is expanded. As such,
a zone may be configured to be initially collapsed when the data is not needed very often. A user can expand the zone
when the information is required. Implementations may change the collapsed setting of a base product portal / zone.

FASTPATH: Refer to Zones May Appear Initially Collapsed When a Page Opens for more information.

FASTPATH: Refer to Defining Portals for more information about this configuration.

In addition, the portal includes configuration to indicate whether or not the portal should appear on a user’s portal
preferences. This is typically enabled for a portal that provides disparate information where not all zones are applicable to
all users or where users may wish to adjust the order of the zones. An example of a portal enabled for portal preferences is
the Dashboard portal. The user can override zone oriented configuration for the portal:

*  Which zones appear on that portal
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* The order in which the zones appear
*  Whether the zones should be initially collapsed when the portal opens.
» The refresh seconds. This is applicable to zones displaying data that changes often.

An implementation can optionally configure the system to define portal preferences on one or more "template" users. When
a template user is linked to a "real" user, the real user's preferences are inherited from the "template" user and the "real" user
cannot change their preferences. Some implementations opt to work this way to enforce a standard look and feel for users in
the same business area.

FASTPATH: Refer to User — Portal Preferences for more information about how users configure their zones.

Granting Access to Zones

An application service is associated with each zone. A user must be granted access rights to the respective application
service in order to see a zone on a portal.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

Please note the following with respect to zone application security:

» For most base product portals, all the zones for all the portals reference the same application service that is used to grant
access to the main (stand-alone) portal for the page. In other words, if the user has access to the page, then he has access
to all the zones on all portals for the page. There may be exceptions to this rule for certain portals.

* For a base product multi-query zones, typically the individual query zones and the multi-query zone reference the same
application service that is used to grant access to the main (stand-alone) portal for the page. However, there may be
individual query zones provided with a unique application service. This may occur when the query option is unusual and
not applicable to all users or even to all implementations. If a user does not have security access to an individual query
zone, that option will not be available in the dropdown.

* For base product portals that are configured to show on portal preferences, it is common that the portal contains different
types of zones that may be applicable to different types of users. Typically these types of portals will deliver a unique
application service for each zone so that an implementation may configure which user groups are allowed to view each
zone. For these types of portals, please note the following:

* A user's Portal Preferences page contains a row for a zone regardless of whether the user has access rights to the zone.
Because of this, the system displays an indication of the user's access rights to each zone.

» Ifauser's access rights to a zone are revoked, the zone will be suppressed when the user navigates to the respective
portal.

» Revoking a user's access rights does not change the user's portal preferences (i.e., a user can indicate they want to see
a zone even if they don't have access to the zone - such a zone just won't appear when the respective portal appears).

NOTE: If you don't need to use zone security. When defining a zone, an application service is required. For zones that
don’t require special security, the product provides a “default” application service (F1-DFLTS) that may be used. The
expectation is that all user groups are granted access to this application service.

Common Characteristics of Stand-Alone Portals

The topics that follow describe addition characteristics specific to stand-alone portals.
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Putting Portals on Menus
A stand-alone portal should appear as a menu item on one of your menus. The following points provide how to do this:

» Every stand-alone portal has an associated navigation option. You can see a portal's navigation option on the Portal -
Main page.

* To add a portal to a menu, you must add a menu item to the desired menu. This menu item must reference the portal's
navigation option. There are two ways to add a menu item:

 Ifthe portal's navigation option doesn't currently exist on a menu, you can press the Add To Menu button on the Portal -
Main page. When you press this button, you will be prompted for the menu. The system will then create a menu item on
this menu that references the portal's navigation option.

* You can always use the Menu page to add, change and delete menu items.

NOTE: No limit. A portal's navigation option can appear on any number of menu items (i.e., you can create several
menu items that reference the same portal.

NOTE: Favoritelinks. Your users can set up their preferences to include the portal's navigation option on their Favorite
Links. This way, they can easily navigate to the portal without going through menus.

Granting Access to A Portal

An application service is associated with each stand-alone portal. A user must be granted access rights to the respective
application service in order to see a portal. Tab portals do not have separate security access. If a user has access to the
main stand-alone portal, then the user will have security access to all its tabs. However, as mentioned in Granting Access
to Zones, in some scenarios, the individual zones on the portal may have different security access rights depending on the
functionality.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

NOTE: Automatically created. When you add a new stand-alone portal, the system automatically creates an
application service behind the scenes. You'll need to know the name of this application service as this is what you use to
grant access to the portal. The name of each stand-alone portal's application service is shown on the portal transaction.

Please note the following in respect of how application security impacts a user's portals:

* A user's Portal Preferences page only shows the portals configured to show on user preferences and where they have
security access.

* The system's menus only show portals to which a user has security access.

» Users can set up favorite links to all portals, but they must have security rights to the portal's application service in order
to invoke the favorite link.

Custom Look and Feel Options

The default look and feel of the application can be customized via feature configuration and cascading style sheets. The
base product is provided with a Custom Look And Feel Feature Configuration type. You may want to set up a feature
configuration of this type to define style sheet and UI Map help options.

Oracle Utilities Customer Care and Billing Administrative User Guide « 71



User Interface

The base product allows for the conditional inclusion of custom style sheets into the system style set. Custom styles may
override any style provided by the base product. The style sheet may also include new styles for use in customer zone
definitions. Use the Style Sheet option on the Custom L ook And Feel Feature Configuration to define your custom style
sheet.

NOTE: Some styles cannot change if they are part of the HTML code.

CAUTION: Implementers must ensure that the customized user interface is stable and scalable. Changing font,
alignment padding, border size, and other user interface parameters may cause presentation problems, like scrollbars
appearing or disappearing, cursors not working as expected, and unanticipated look and feel alterations of some layouts.

Ul Map Help

A tool tip can be used to display additional help information to the user. This applies to section elements as well as
individual elements on a map zone or Ul Map. Refer to the tips context sensitive zone associated with the UI Map page for
more information. The Custom L ook And Feel Feature Configuration provides options to control the following:

*  Whether Ul Map Help functionality is turned on or off. By default it is turned on.
* Override the default help image with a custom image

* The location of the help image, either before or after the element.

FASTPATH: Refer to the feature configuration for a detailed description of each option.

Setting Up Portals and Zones

The topics in this section describe how to set up portals and zones. Please refer to The Big Picture of Portals and Zones for
background information.

Defining Zone Types

A Zone Types represents a particular type of zone with a specific behavior. For example, a data explorer zone type is used
to select data using a specific SQL statement and display the data based on parameter configuration. The zone type defines
the Java Class that controls the behavior of the zone and defines the parameters that the Java Class supports. The base
product supports many zone types used to build the portal / zone user interface. Implementations may introduce their own
zone types.

NOTE: It is not very common for an implementation to introduce their own zone types.

Select Admin > System > Zone Type to maintain zone types.
Description of Page
Specify an easily recognizable Zone Type code and Description. Use the Detailed Description to describe in detail what

the zone type does.

CAUTION: When adding new zone types, carefully consider its naming convention. Refer to System Data Naming
Convention for more information.

Oracle Utilities Customer Care and Billing Administrative User Guide « 72



Owner indicates if this zone type is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a zone type. This information is display-only.

Java Class Name is the Java class responsible for building the zone using the parameters defined below.
Two types of parameters are specified when defining a zone type:

» Parameter values that have a Usage of Zone are defined on the zones and control the functionality of each zone governed
by the zone type. A Usage value of Zone- Override Allowed indicates that an implementation may override the
parameter value for a base zone.

» Parameter values that have a Usage of Zone Type are defined directly on the zone type and control how the zone type
operates (e.g., the name of the XSL template, the name of the application service). A Usage value of Zone Type -
Override Allowed indicates that an implementation may override the parameter value for a base zone type.

The following points describe the fields that are defined for each parameter:

» Sequence defines the relative position of the parameter.

» Parameter Name is the name of the parameter.

» Description is a short description that allows you to easily identify the purpose of the parameter.

* Comments contain information that you must know about the parameter or its implementation. For parameters with
a usage of Zone or Zone — Override Allowed, this information is visible to the user when viewing or defining this
parameter for a zone of this type.

» Usage indicates whether the parameter value is defined in a Zone of this type or in the Zone Type. Zone - Override
Allowed and Zone Type - Override Allowed indicate that override values for the parameters defined in a base zone or
base zone type can be entered.

* Required is checked to indicate that a zone must define a value for the parameter. It is not checked if a value for the
parameter is optional. This field is protected if the Usage is Zone Type or Zone Type - Override Allowed.

« Parameter Valueis used to define the value of zone type parameters. This field is protected if the Usage is Zone or
Zone- Override Allowed.

* Owner indicates if this parameter is owned by the base product or by your implementation (Customer M odification).
The system sets the owner to Customer Modification when you add a parameter. This information is display-only.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI ZONE HDL.

Zone Type Parameter Comments

For the product owned zone type parameters, the parameter’s detailed description provides the detail needed for properly
configuring the parameter. For the Action parameters IMPLEMENTOR ACTION n), the parameter description is
abbreviated. Additional detail about configuring this parameter may be found in the Zone Action Parameter detailed
information. The same details apply.

Defining Zones

The contents of this section describe how to maintain zones.

Zone - Main

Implementations may use the zone page to define custom zones. In addition, an implementation may override descriptions
or some parameter values for base product zones.

Select Admin > System > Zoneto create or maintain a zone.

Description of Page
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dataDictionary?type=TABLE&name=CI_ZONE_HDL

Specify an easily recognizable Zone identifier and Description. Note that if this zone appears on a portal, this description
acts as the zone title.

Override Description is provided if your implementation wishes to override the description of the value provided by the
product.

CAUTION: Important! When introducing a new zone, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicates if this zone is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a zone. This information is display-only.

Zone Typeidentifies the zone type that defines how the zone functions.

Application Service is the application service that is used to provide security for the zone. Refer to Granting Access To
Zones for more information.

The Width defines if the zone occupies the Full width of the portal or only Half.

NOTE: Zones on the dashboard portal are always the width of the dashboard.

If the zone type supports help text, you can use Zone Help Text to describe the zone to the end-users. Note that for multi-
query zones, if the multi-query zone has help text, that is displayed for any zone selected. If the multi-query zone does not
have help text, but the selected zone has help text, the selected zone’s help text is displayed. Please refer to the section on
zone help text for more information on how you can use HTML and cascading style sheets to format the help text.

Use Override Zone Help Text to override the product provided help text for this zone.

NOTE: Viewing Your Text. You can press the Test button to see how the help text will look when it's displayed in the
zone.

The grid contains the zone's parameter values. The Zone Type controls the list of parameters. The grid contains the
following fields:

» Description describes the parameter. This is display-only. Note that if there is a detailed description on the zone type
parameter, an icon appears next to the parameter's description. Click the icon to see details related to the parameter,
including tips on how to populate the parameter value.

NOTE: Additional Detailsfor Some Parameters. There are several parameter types that have a lot of detail related
to the possible configuration that cannot easily fit into the detailed description. Refer to Zone Parameter Details for
additional information about these parameters.

» Parameter Valueis the value for the parameter.

» Use Override Parameter Valueto override the existing value for this parameter. This field is enabled when the related
zone type parameter value is Zone - Override Allowed, and the zone is owned by the base product.

* Owner indicates if this parameter is owned by the base product or by your implementation (Customer M odification).
This information is display-only.

Where Used

Follow this link to open the data dictionary where you can view the tables that reference CI_ZONE.

Zone - Portal
Select Admin > System > Zone and navigate to the Portal tab to define the portals on which a zone appears.

Description of Page
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dataDictionary?type=TABLE&name=CI_ZONE

The scroll area contains the portals on which the zone appears.
To add a zone to a portal, press the + button and specify the Portal.

NOTE: Owner indicates if this portal / zone relationship is owned by the base product or by your implementation
(Customer Modification). This information is display-only.

NOTE: You can also add a zone to a portal using Portal - Main. Additional configuration about how the zone appears on
the portal is available only on the Portal.

Zone Configuration Topics

The topics in this section provide additional information related to setting up your zones.

Zone Help Text
Most zone types support a button that allows a user to see zone-specific help text, which is defined on the zone page.

You can use HTML tags in the zone help text. The following is an example of help text that contains a variety of HTML
tags:

This zone summarizes <font color=blue><b>revenue</b></font> in 4 periods:.<br>

The above would cause the word revenue to be bold and blue:

* <b>and </b> are the HTML tags used to indicate that the surrounded text should be bold

» <font color=blue> and </font> are the HTML tags used to indicate that the surrounded text should be blue.
The following are other useful HTML tags:

» <br> causes a line break in a text string. If you use <br><br> a blank line will appear.

* <|> causes the surrounded text to be italicized

Please refer to an HTML reference manual or website for more examples.

You can also use "spans" to customize the look of the contents of a text string. For example, your text string could be <span
style="font-family:Courier; font-size:lar ge; font-weight:bold;" >revenue</span>. This would make the word "revenue"
appear as large, bold, Courier text. Please refer to a Cascading Style Sheets (CSS) reference manual or website for more
examples.

The following is an example of help text using a variety of HTML tags:
<font FACE="arial" size=2>
This zone summarizes <font color=blue><b>revenue</b></font> in 4 periods:<br>

- The <b>1st period</b> is under your control. You simply select the desired <b>Period</b>, above <i>(you may need to
click the down arrow to expose the filter section)</i><br>

- The <b>2nd period</b> is the period before the 1st period<br>

- The <b>3rd period</b> is the same as the 1st period, but in the previous year<br>

- The <b>4th period</b> is the period before the 3rd period<br>

<br>

The traffic light's color is determined as follows:<br>

- The ratio of the 1st and 3rd period is calculated<br>

- If this value is between 80 and 100, <font color=orange><b>yellow</b></font> is shown<br>

- If this value is < 80, <font color=red><b>red</b></font> is shown<br>
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- If this value is > 100, <font color=green><b>green</b></font> is shown<br>
- If the value of the 3rd period is 0, no color is shown<br>

</font>

NOTE: It is possible to associate tool tip help with individual HTML and UI map elements. For more information, see
UI Map Help.

Zone Parameter Details

For most zone parameters, the embedded help for the parameter provides the detailed information needed for configuring
the parameter values. For some parameters with very detailed descriptions, the embedded help is abbreviated and more
detail is provided here.

Zone Visibility Service Script

All zones support a visibility script that is used to determine if the zone should be displayed to the user or not based on
conditions. The script may receive input parameters and is expected to return a Boolean value indicating if the zone should
be displayed or not. The embedded help for the Zone Visibility Service Script parameter provides details related to the
syntax.

The following table highlights some service scripts provided by the product that may be used if applicable to your zone's
requirements. This is not an exhaustive list of visibility scripts. There may be others that are specific to a given zone.

Script Code Description Comments
F1-ShldShwzn Zone Visibility - Display Zone in Portal This script simply returns a value of 'true' and
is used when the zone should always appear.
F1-CondShwZn Zone Visibility - Display Zone in Portal This is used when the condition for showing
Conditionally the zone is based on the population of a

context value. This is commonly used when
one zone in the portal should only appear
after a broadcast of a record from another
zone in the portal.

For an example of a zone the uses this
visibility script, refer to F1-BSFTYPE .

F1-RwCtShwZn Zone Visibility - Based on Row Count This is used when the condition for showing
the zone is based on the existence of one or
more rows that can be determined using SQL.
This script accepts a zone code, user filters
1 through 25 and hidden filters 1 through 10.
The script returns an indication of 'true' if at
least one row count is returned by the zone.

To use this visibility script, a specific data
explorer zone must be developed for the
specific use case.

For an example of a zone the uses this
visibility script, refer to F1-MIGRREQEL .

SQL Statement

Data explorer zones are used to select data to display using one or more SQL statements. The SQL parameters are
applicable to the following zone types

* Info Data Explorer - Single SQL (F1I-DE-SINGLE). The parameter has the description SQL Statement.
 Info Data Explorer - Multiple SQLs (F1-DE). The parameters follow the description pattern of SQL Statement Xx.

* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY). The parameters follow the description pattern of SQL
Statement Xx.
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NOTE: If your implementation has been configured to restrict the functions that may be used when defining an SQL
then an error is issued at runtime if there are functions found that are not in the whitelist. The whitelist may be viewed
using the View SQL function whitelist link in the Tips zone on the zone maintenance page.

The following table provides a list of SQL substituted keywords that may be used in the SQL Statement parameters in
explorer zones. At execution time, the system determines the database and substitutes the keyword with the database

specific syntax:

Keyword Description Examples

@toCharacter() Converts the input to Character data type. select @toCharacter(batch_cd) as
batchCode from ci_batch_ctrl

@toDate() Converts the input to Date data type. select @toDate(last_update_dttm) as
lastUpdateDate from ci_batch_ctrl

@toNumber() Converts the input to Number data type. select @toNumber(next_batch_nbr) from ci_
batch_ctrl

@currentDate Fetches the current date. select batch_cd, @currentDate as today from

CAUTION: The Oracle functions SYSDATE
and CURRENT_DATE should not be used
because they do not properly cater for
adjusting dates from the database time
zone to the installation time zone, if needed.

ci_batch_ctrl

@currentTimestamp

Fetches the current date / time.

CAUTION: The Oracle functions
SYSTIMESTAMP and CURRENT_
TIMESTAMP should not be used because
they do not properly cater for adjusting the
date / time from the database time zone to
the installation time zone, if needed.

select batch_cd from ci_batch_ctrl where last_
update_dttm > @currentTimestamp

@concat

Combines the result list of two or more
columns.

select batch_cd @concat next_batch_nbr
concatNbr from ci_batch_ctrl

@substr(string, start)

String is the input String that you are trying to
get a substring of.

Start is the position of the character for the
output results.

select batch_cd batchCode from ci_batch_ctrl
Result: TESTCD

select @substr(batch_cd,3) batchCode from
ci_batch_ctrl

Result: STCD

@substr(string, start, end)

String is the input String that you are trying to
get a substring of.

Start is the position of the character for the
output results.

End is the number of characters required in
the output from starting position.

Select batch_cd batchCode from ci_batch_ctrl
Result: TESTCD

select @substr(batch_cd,3,2) batchCode
from ci_batch_ctrl

Result: ST

@trim

Trims the white spaces of the output on both
sides.

select @trim(batch_cd) as batchCode from
ci_batch_ctrl

The following syntax is related to ‘fuzzy’ searching. It is only applicable if Oracle DB Text is enabled and a context text index has been
created. Refer to Advanced Search Options for more information.

@fuzzy(string, score, numresult, ‘weight’)

String is the input value for the search.

Score is the degree of ‘fuzziness’. Valid
values are between 1 - 80. The higher the
number the more precise the search. Default
is 60.

Numresults is the number of variations
to consider for the string. Valid values are
between 1 and 5000. Default is 100.

Indicate ‘weight’ to signal that the results are
returned in order of weight. Leave this setting

Set score to 70, number results to 6, and
specify weight.

select user_id, last_name from sc_user
where contains(last_name, @fuzzy(:F1,70, 6,
'weight')) > 0
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Keyword Description Examples
off to indicate that the results are returned in
order of score.

@fuzzy(string) This returns a string result from the fuzzy To use default values:
expansion operation where the default value
of 60 is assumed for the score and the default
value of 100 is assumed for the numresult.

select user_id, last_name from sc_user where
contains(last_name, @fuzzy(:F1))> 0

@fuzzy(string, score) This returns a string result from the fuzzy Set score to 70.
expansion operation with the score
specified and the default value of 100 for the
numresult.

select user_id, last_name from sc_user where
contains(last_name, @fuzzy(:F1,70)) > 0

@fuzzy(string, score, numresult) This returns a string resulted from the fuzzy Set score to 70, number results to 6.
expansion operation with the similarity score

e select user_id, last_name from sc_user where
and the numresults specified.

contains(last_name, @fuzzy(:F1,70, 6)) > 0

Column Parameters

Data explorer zones are used to select data to display using one or more SQL statements. For each SQL statement, the zone
may configure up to 20 Columns that contain the formatting definition for displaying the output data.

These parameters are applicable to the zone types
* Info Data Explorer - Single SQL (F1-DE-SINGLE). The parameters follow the description pattern of Column x.
* Info Data Explorer - Multiple SQLs (F1-DE). The parameters follow the description pattern of Column x for SQL .

* Query Data Explorer - Multiple SQLs (F1-DE-QUERY)). The parameters follow the description pattern of Column x
for SQL .

The following sections describe the various types of mnemonics.

Contents

Source Mnemonics
Formatting Mnemonics
Click Mnemonics

Source Mnemonics
This table describe the mnemonics that control how the data in a column is derived.

Mnemonic Description Valid Values Comments
source= Defines how the column's value is SQLCOL Indicates that the source of the
derived. column's value comes from a column

in the SQL statement. This type
of column must also reference the
sqlcol= mnemonic.

BO Indicates that the source of the
column's value comes from a business
object. This type of column must
also reference the bo=, input=and
output= mnemonics to define how to
interact with the business object.

BS Indicates that the source of the
column's value comes from a business
service. This type of column must
also reference the bs=, input=and
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Mnemonic

Description Valid Values

Comments

output= mnemonics to define how to
interact with the business service.

SS

Indicates that the source of the
column's value comes from a service
script. This type of column must

also reference the ss=, input= and
output= mnemonics to define how to
interact with the service script.

FORMULA

Indicates that the source of this
column's value is calculated using a
formula. This type of column must also
reference the formula= mnemonic.

SETFUNC

Indicates that the source of this
column's value is calculated using a
superset of values from the rows in the
SQL statement. This type of column
must also reference the setfunc=
mnemonic.

ICON

Indicates that the source of this
column's value is a display icon
reference (meaning that an icon will
be displayed in the column). This type
of column must also reference the
icon= mnemonic to define the icon
reference.

NOTE: When using this source
mnemonic, the formatting
mnemonictype= is not applicable.

FKREF

Indicates that the source of this
column's value is an FK reference
(meaning that the FK reference's
context menu and information string
will be displayed in the column). This
type of column must also reference
the fkref= and input= mnemonics to
define how the FK reference is called.

NOTE: When using this source
mnemonic, the formatting
mnemonictype= is not applicable.

SPECIFIED

Indicates that the source of this
column's value is specified by
concatenating literals and other
column values. This type of column
must also reference the spec=
mnemonic.

MSG

Indicates that the source of this
column is a message from the
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Mnemonic Description Valid Values Comments
message table (along with any
substitution variables). This type of
column must also reference the msg=
mnemonic.

sqlcol= Defines the column in the SQL COLUMN_NAME Enter the name of a column that is

statement when source=SQLCOL. retrieved in the SELECT statement.

Note that if the select statement uses
an alias for a column, then the alias
should be referenced here.

X Where x is an integer value that
references a column by its relative
position in the SELECT statement. For
example, sqlcol=3 would display the
3rd column in the SELECT statement).

bo= Defines the business object to invoke '‘Business Object Code'
when source=BO.
This mnemonic must be used in
conjunction with the input= and
output= mnemonics to define how
information is sent to / received from
the business object.
bs= Defines the business service to invoke '‘Business Service Code'
when source=BS.
This mnemonic must be used in
conjunction with the input= and
output= mnemonics to define how
information is sent to/received from the
business service.
ss= Defines the service script to invoke 'Service Script Code'
when source=SS.
This mnemonic must be used in
conjunction with the input= and
output= mnemonics to define how
information is sent to / received from
the service script.
fkref= Defines the FK reference used to Cx This means FK reference code is

retrieve the column’s information when
source=FKREF.

This mnemonic must be used in
conjunction with the input= mnemonic
to define how information is sent to the
FK reference to build the information.

defined in an earlier column. For
example, define C1 if column 1 defines
the FK reference value.

COLUMN_NAME

This means the FK reference was
retrieved by the SELECT statement.
The value should match the name
defined in the SELECT clause.

'FK Reference Code'

This means the FK Reference is
defined directly. For example 'F1-
ROLE'.
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Mnemonic Description Valid Values Comments

formula= Defines the formula to use when The formula can contain numeric For column references, use the format
source=FORMULA. constants, operators and column Cx where x represents the column
Examples: references. number.

Refer to Expression Parser for
- formula=C1*.90/C2 P
information about the functions

+ formula=(C1/C2)*100 supported.
setfunc= Defines the function to apply to function(Cx) Where Cx represents a column
the rows of a given column when whose rows should have the function
source=SETFUNC. applied and the function is one of the
following:

* MAX. This derives the maximum
value of all rows in the column.

* MIN. This derives the minimum
value of all rows in the column.

* TOT. This derives the sum (total
value) of all rows in the column.

* ACC. This derives the cumulative
total of all rows up to an including
the current row.

input= This is used to define one or more Cx Where Cx represents the value of a
input fields and values passed to previous column. If the value to pass is
business objects, business services, in the first column, reference C1.
service scripts, and FK references. COLUMN_NAME This means the value to pass in was
The syntax is as follows: [ELEMENT_ retrieved by the SELECT statement.
NAME=ELEMENT_REF ELEMENT _ The value should match the name
NAME=ELEMENT_REF ...] defined in the SELECT clause.

In other words, the list of input 'literal value' This means a literal value within the

values is surrounded by square single quotes should be passed in.

brackets separated by a space. . . .
userTimeZone This means the current user's time

Each passed value first defines the
ELEMENT_NAME, which is the name
of the element / field in the target.
ELEMENT_REF is the value passed
in. The next column indicates the
possible values for ELEMENT_REF.

zone should be passed in. This is
typically used with the business
service F1-ShiftDateTime to convert
data in the storage time zone to the
user's time zone for display.

installationTimeZone This means the installation time zone
should be passed in. This is typically
used with the business service F1-
ShiftDateTime to convert data in the
storage time zone to the installation
time zone for display.

Examples:
* input=[USER_ID=C1]
* input=[USER_ID=USER_ID]

* input=[input/targetTimeZone=userTimeZone]

output= This is used to define the name of the elementName Example: output=personinfo
element retrieved from the business
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Mnemonic Description Valid Values Comments

object, business service or service
script used to populate this column.

pagingkey= This mnemonic is only applicable Y

when the Enable Paging parameter This is the default, meaning that you

has been configured. It indicates that don't need to indicate pagingkey=N

this column is one of the keys used at all to indicate that the column is not

by the SQL statement to orchestrate .
one of the paging keys.

paging through results. This mnemonic

can only be specified when the

source=SQLCOL.

FASTPATH: Refer to Pagination
Configuration for more information.

NOTE: If multiple columns are configured with the same source BO, BS or SS and the same input data, the system
caches the output from the first call and reuses the results for subsequent columns.

Formatting Mnemonics

This table describe the mnemonics that control how a column is formatted.

Mnemonic Description Valid Values Comments
type= Defines how the column's value is STRING Columns of this type capture a string.
formatted. This is the default value.
NOTE: Icon and Foreign Key DATE Columns of this type capture a date
columns. The source=source and will be displayed using the user's
mnemonic may be used to indicate display profile.
a column should be derived from TIME Columns of this type capture a time (in
an icon reference or a foreign key database format) and will be displayed
(FK) reference. If you use either of using the user's display profile.
these sources, the type= mnemonic .
) . . DATE/TIME Columns of this type capture a date
is not relevant as either an icon or a . . .
) . . and time (in database format) and will
context menu / info string will appear . . .
. be displayed using the user's display
in the column. .
profile.

MONEY Columns of this type capture a
monetary field. This type of column
may also reference the cur=
mnemonic. If the cur mnemonic is not
specified, the currency code on the
installation record is used.

NUMBER Columns of this type capture a
numeric field. This type of column may
also reference the dec= mnemonic.

label= Defines the column's override label. FIELD_NAME Enter a valid field name whose label
The label appears in the column's should be used for the column label.
heading and in the zone's drag and This should always be the option used
drop area. if multiple languages are needed.

'text Defines the text directly.
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Mnemonic Description Valid Values Comments
If this mnemonic is not defined, the
system uses the column's default
label. The source of a column's
default label differs depending on
the column's source. Note that some
sources don't have a default value and
omitting this mnemonic will result in a
blank label.
cur= Defines the currency code applied Cx This means currency code value
when type=MONEY if the installation is defined in an earlier column. For
record's currency should not be used. example, define C1 if column 1 defines
the currency code.
COLUMN_NAME This means the currency code was
retrieved by the SELECT statement.
The value should match the name
defined in the SELECT clause.
'Currency Code' This means the currency code is
defined directly. For example 'USD".
dec= Defines the number of decimal places nR Where n is the number of decimal
when type=NUMBER. places to show. Suffixing the number
It is optional. If provided it should of decimal places with R means that
be an integer. If not provided, the the system should round up / down.
number of decimals will default to the Simply specifying n (without an R)
number of decimal places defined on means that decimal places should
the currency code specified on the be truncated. For example, entering
installation record. dec=4 will display 4 decimal places
and truncate the remainder.
NOTE: Formatting only. This
mnemonic is only used for
formatting, it does not impact the
precision used for subsequent
calculations. For example, if a
column retrieved from the database
contains 6 significant digits and
dec=0, the column will be shown
with no decimal places (truncated),
however any references to the
column in subsequent calculations
will use 6 decimal places. For
example, if the column is referenced
in a formula or set function, all 6
decimal places will be used.
char= This mnemonic applies special X[Ix' Where x references the literal value

character(s) to the column's value.

to display and [ ] defines the relative
position of the characters (before or
after the value).

You need only include the [ ] if you
want to position characters in front of
the value. For example, char='%" will

Oracle Utilities Customer Care and Billing Administrative User Guide ¢ 83



Mnemonic Description Valid Values Comments
place a percent sign after the value. If
you want to position the word 'minutes’
before a value, enter char="minutes
[T If you want to output a value
like BUDGET $123.12 (YTD), enter
char='"BUDGET [] (YTD)'.
suppress= This is used to indicate a column true
should not be displayed. false This is the default, meaning that you
A column would be suppressed if it's don't need to indicate suppress=false
only defined for use by subsequent at all to indicate that the field should
columns, for example, if there is a be shown.
formula that derives a column using
two other columns. In this scenario,
the columns referenced in the formula
can be suppressed.
suppressSearch= This is used to indicate a column true
shoult'i r?ot be d|.splayed when the false This is the default, meaning
zone is invoked in search mode only. that you don't need to indicate
suppressSearch=false at all to
indicate that the field should be shown.
suppressExport= This is used to indicate a column true
should not be downloaded to Excel. false This is the default, meaning
that you don't need to indicate
suppressExport=false at all to
indicate that the field should be
included in a download.
width= This is used to override the width of a n Where n is a number between 0 and
column (number of pixels). The default 999.
value is the maximum width of any cell
. NOTE:
in the column.
If there is no available breaking point
in the data, the column will be longer
than the specified number of pixels.
The length of the column's label
(which appears in the column's
heading) may also make the width
wider than specified.
color= This is used to override the column's A valid HTML "named" color For example color=red or
text color. color=yellow.

A valid RGB color model combination For example color=#FF0000 or
color=#CCCCCC. Note that the # is
required.

bgcolor= This is used to override the column's A valid HTML "named" color Similar to the color= mnemonic.
background color. A valid RGB color model combination Similar to the color= mnemonic.
order= Defines the column's default sort ASC Indicates that the order is ascending.

order.

This is the default meaning that it is
not necessary to indicate order=ASC.
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Mnemonic

Description Valid Values

Comments

DESC

Indicates that the order is descending.

Click Mnemonics

This table describe the mnemonics that define whether a column value may be clicked and if so, what should happen.

Mnemonic Description Valid Values Comments

navopt= Defines the navigation option that Cx This means navigation option code
references the target transaction or is defined in an earlier column. For
script when the user clicks a column. example, define C1 if column 1
Note, this mnemonic should be used defines the navigation option.
in conjunction with the context= COLUMN_NAME This means the navigation option
mnemonic to define what information was retrieved by the SELECT
is sent to the navigation option's statement. The value should match
target transaction. the name defined in the SELECT
This mnemonic is ignored if clause.
source=FKREF because the Example: navopt=MAIN_PORTAL
FK refi fi th
h relfersn(;e csdet.de ines the 'Navigation Option Code' This means the navigation option

yperiinks destination. code is defined directly. For example
navopt='userMaint'.

context= This is used to define one or more Cx Where Cx represents the value of a
context fields and values passed to previous column. For example, if the
the target navigation option to go value to pass is in the first column,
along with the navopt= mnemonic. reference C1.
The syntax is as follows: [FIELD_ COLUMN_NAME This means the value to pass in was
NAME=FIELD_REF FIELD_ retrieved by the SELECT statement.
NAME=FIELD_REF ...] The value should match the name
In other words, the list of input values defined in the SELECT clause.
is surrounded by square brackets 'literal value' This means a literal value within the
separated by a space. Each passed single quotes should be passed in.
value first defines the FIELD_NAME,
which is the name of the context
field in the navigation option. FIELD_
REF is the value passed in. The next
column indicates the possible values
for FIELD_REF.

bpa= Indicates that a BPA script should Cx Indicates that the BPA script is

be executed with the user clicks the

defined in a previous column.

column and indicates the BPA to COLUMN_NAME

execute.

Note, this mnemonic should be used
in conjunction with the tempstorage=
mnemonic to define the temporary

This means the BPA script to execute
was retrieved by the SELECT
statement. The value should match
the name defined in the SELECT
clause.

it lues that will be initiated
storage values that will be initiate 'BPA Script Code’

when the script is executed.

This mnemonic is ignored if
source=FKREF because the

This means that the BPA script to
execute is defined directly.
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Mnemonic Description Valid Values Comments
FK reference code defines the
hyperlink's destination.
tempstorage= This is used to define how temporary Cx Where Cx represents the value of a
storage variables are initiated when previous column. For example, if the
the bpa= mnemonic is used. value to pass is in the first column,
The syntax is as follows: [FIELD_ reference C1.
NAME=FIELD_REF FIELD_ COLUMN_NAME This means the value to pass in was
NAME=FIELD_REF ...] retrieved by the SELECT statement.
In other words, the list of input values The value should match the name
is surrounded by square brackets defined in the SELECT clause.
separated by a space. Each passed 'literal value' This means a literal value within the
value first defines the FIELD_NAME, single quotes should be passed in.
which is the name of the field in
temporary storage. FIELD_REF is
the value passed in. The next column
indicates the possible values for
FIELD_REF.
list= This is used to enable work list true Setting list=true will cause the work
capability for this column. list icon to appear in the column's
You may optionally populate the header. If a user clicks the column, it
listdesc= mnemonic to override the will populate all the rows in the output
text that will be placed in the worklist into the work list zone.
zone. NOTE: In the case of the zone
type Info Data Explorer - Multiple
SQLs (F1-DE), the output may
be showing a union of the results
of multiple SQL statements. In
this case, if some of the SQL
statements configure a given
column with list=true, but not
all, only the data in the cells for
the statements that configure this
mnemonic are put into the work list
when the user clicks the icon.
listdesc= This is an optional mnemonic when Cx Where Cx represents the value of
using the list= mnemonic. It can a previous column. For example, if
be used to override the text that is the text to use is in the first column,
placed in the work list zone. reference C1.
listbroadcast= Indicates that the broadcast true Use this setting to turn on the feature.

information for the column is also to
be made available in the work list
zone. This means that the work list
can be used to broadcast information
to a portal in the same manner as a
data explorer.
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Zone Action

Most zone types provided by the product allow for one or more Zone Actions to be defined to appear in the zone header. An

action can appear as a hyperlink, icon or button. The action can also be provided as an HTML string.

NOTE: Zone types also include parameters for actions defined at the zone type level using IMPLEMENTOR
ACTION n (Action n) parameters. These are rarely used by the product zone types. The actions defined here override
any actions defined on the zone type (if present). The details below apply to the zone type level actions as well.

A zone action is defined using the following mnemonics:

Mnemonic Description Valid Values Comments
type= This mnemonic defines the LINK Indicates that the action is
appearance of the action in shown as a textual hyperlink.
the zone header. ICON Indicates that the action is
shown as a graphical icon.

BUTTON Indicates that the action is
shown as an HTML button.

ASIS Indicates that the parameter
will provide the HTML to be
used for the action.

action= This mnemonic defines the NAVIGATION Indicates that the action is
action to take when the link/ navigation to a page.
:Cﬁg/r Z‘gt\:’lﬂe'i f,'{f;"fd;’)\';'é SCRIPT Indicates that the action is to
9 yp ) run a BPA script.

navopt= Defines the navigation 'NAV_OPT_CD' Enter a reference to a valid
option to use when the navigation option in single
action=NAVIGATION. quotes.

bpa= Defines the script to run when 'SCRIPT_CD' Enter a reference to a valid
the action=SCRIPT. BPA script in single quotes.

icon= Indicates the icon to use when DISP_ICON_CD Enter a reference to a valid
type=ICON. display icon.

'path’ Enter an explicit path to the
icon, for example 'images/
gotoZone.gif".

asis= This is required when the ['HTML"]
type=ASIS. This provides
the ability to precisely define
the HTML you wish to have
included in the header. All
valid HTML is permitted
including the use of "ora"
css classes and JavaScript
functions.
label= By default, the label or FIELD_NAME Enter a valid field name whose
tooltip will come from the label should be used. This
navigation option or BPA should always be the option
script description. Use this used if multiple languages are
mnemonic to override that needed.
label. 'text' Enter the text directly in single
quotes.
context=[target1=source1 This is used to pass context FIELD_NAME Indicates that the value should

target2=source2]

data when navigating to a
page or executing a BPA
script. The mnemonic
supports passing multiple
values.

In each case the target
context field or BPA script

be taken from the field with
this name from portal context,
global context or the page
data model. The mnemonic
sourcelLoc is used for defining
the source.
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;/a”rlabltz 'ts) defined f||rst. xpath Indicates that the value should
fo”owed by an eque; stlgn, be taken from a schema field,
do f‘.)wz ¥ source f?ha lid represented by the Xpath,

elme dusf_lngdopetr(]) e \t/a' displayed in this zone. This

values etined in the nex is valid when the zone is
column. displaying a Ul Map.
Om_e or more values may be . ‘constant’ Indicates that the value
defined. Each context value is defined in sinl tes
defined separated by spaces. s E b sing e(;quo e
The whole set of context should be passed.
values should be surrounded
by square brackets.

sourcelLoc= This mnemonic defines G Indicates that the field's value
the source of the FIELD_ is retrieved from the global
NAME's value in the context context.
mnemonic. P Indicates that the field's value
If this mnemonic is left blank, is retrieved from the portal
the default behavior is as context.
foll :
ofliows . D Indicates that the field's value
- The portal context is is retrieved from the page data
checked. model.
- If no portal context value is
found, the global context is
checked.
- If neither value is available,
the field is ignored.

class= Use this mnemonic to override  'className1' 'className2' Enter one or more classes in
the look and feel of the link / single quotes. Multiple class
icon / button using a different names may be provided.
CSS style.

style= Use this mnemonic to override  Standard style= format. All allowed css style
the look and feel of the action definitions may be used.
element using the indicated
css style.

Examples:

+ type=BUTTON action=SCRIPT bpa='F1-SET-USER' context=[USER_ID=USER_I D] label=UPDATE_L BL
» type=LINK action=NAVIGATION navopt="gotoUser' context=[USER_I| D=path(schema/userdi d)]

» type=ASISasis=['<A class=" oraLink" href="www.google.com" >Sear ch</a>']

NOTE: If the zone type has actions defined and there is a desire to simply remove the zone type actions, the Zone
Action can be set with the following configuration: type=ASI S asis=[]

User Filters

Data explorer zones include the ability to define User filters to allow a user to enter data to restrict the zone’s rows and / or
columns. The filters may be defined individually using User Filter parameters 1-25. Alternatively, a Ul map may be defined
for capturing filters. In this case, the map's input fields must be associated with the zone's filters by specifying the xpath=
mnemonic on the respective User Filter parameters.

These parameters are applicable to the zone types

« Info Data Explorer - Multiple SQLs (F1-DE)

* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
* Info Data Explorer - Single SQL (F1-DE-SINGLE)

A user filter is defined using the following mnemonics:
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Mnemonic Description Valid Values Comments
name= This mnemonic is used if the zone's MD Field Name
filter should be pre-populated with
a value from global context, portal
context or broadcast from another
zone.
datasource= This mnemonic defines the source of G Indicates that the zone should look for
the filter's pre-populated value defined the filter value in global context.
in the name mnemonic. P Indicates that the zone should look for
If this mnemonic is left blank, the the filter value in portal context.
default behavior i foll :
etau .e aviors as foflows D Indicates that the zone should look for
- If the field has been broadcast from the filter value in the page data model.
another zone, the broadcast value is
used.
- If no value is broadcast, the portal
context is checked to determine if this
field exists (if so, its value is taken).
- If still no value, the global context is
checked.
- If still no value, no default value is
shown.
type= Defines the visual metaphor used to DATE Filters of this type capture a date.
capture the filter values. DATE/TIME Filters of this type capture a date and
time.

STRING Filters of this type capture a string

MONEY Filters of this type capture a monetary
field. This type of filter must also
reference the cur mnemonic.

NUMBER Filters of this type capture a numeric
field. This type of filter may also
reference the decimals mnemonic.

LOOKUP Filters of this type capture a lookup
value. This type of filter must also
reference the lookup mnemonic.

TABLE Filters of this type capture an
administrative table's value (code and
description). This type of filter must
also reference the table mnemonic.

CHARTYPE Filters of this type capture
predefined characteristic values
for a characteristic type (code
and description). This type of filter
must also reference the chartype
mnemonic.

ASIS Filters of this type capture a list of
values to be referenced within an 'IN'
clause within the SQL statement.

label= Defines the filter's label that appears MD Field Name Enter a valid field name whose label
in the zone's description bar and in the should be used for the filter label. This
input area. should always be the option used if
multiple languages are needed.
'text’ Defines the text directly.
cur= Defines the currency code applied Currency Code Enter a reference to a valid currency
when type=MONEY. code.
dec= Defines the number of decimal places Valid number It is optional. If provided it should

when type=NUMBER.

be an integer. If not provided, the
number of decimals will default to the
number of decimal places defined on
the currency code specified on the
installation record.
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lookup= Defines the lookup flag whose values Lookup Field Name Enter a reference to a valid lookup
appear when type=LOOKUP. field name.
table= Defines the admin table whose values Table Name Enter a reference to a valid control
appear when type=TABLE. table name.
chartype= Defines the characteristic type Char Type code Enter a reference to a valid
code whose values appear when characteristic type code.
type=CHARTYPE.
xpath= This mnemonic is used in conjunction XPath The type= mnemonic must also be
with a Filter Area Ul Map. For each appropriate for the map's input field,
filter, you must specify the XPath to otherwise the query's SQL could fail.
the corresponding Ul map schema
element.
likeable= This mnemonic defines if a likeable S The query will add % to the suffix of
search is performed on the entered the filter value.
value when type=STRING. P The query will add % to the prefix of
the filter value.
PS The query will add % to the prefix and
suffix of the filter value.
divide= The mnemonic controls if a divider line above This results in a divider line placed
appears above and/or below the filter. above the filter.
Note, you can specify this parameter below This results in a divider line placed
twice if you want divider lines placed below the filter.
above and below a filter, e.g.,
divide=above divide=below.
searchField= This mnemonic controls the initial MD Field Name Enter the field name that exactly
population of the filter when the zone matches the searchField name
is launched as a search from a Ul specified in the oraSearchField HTML
map. element in the Ul map.
encrypt= This mnemonic defines if the user filter ~ [TBL_NAME,FLD_NAME,WHERE_ A valid table name and field name are
is encrypted and needs to be searched  FLD,WHERE_VALUE] required.
by hashed value.
NOTE: The field name referenced ;I'/Zil\jVEHERE_It-'_LD ?nbd \t/\'/fHE't?E_d
here should be the source value of both are op 'cén%’ uthl etn er? ’
the field. However, the SQL should 0 artet;eqf‘.“jz . Seth 'sf.°|é”;y
use the hashed value in its filter. encrypt the 1ield 1t another lield has
a certain value. The following is an
example.
encrypt=[CI_PERSON,PER_ID_
NBR,ID_TYPE_NBR,'SSN']. The
WHERE_VALUE may also reference
another filter. The following is an
example.
encrypt=[CI_PERSON,PER_ID_
NBR,ID_TYPE_NBR,F1].
Examples:

+ label=F1_NBR_DAY Stype=NUMBER
» label=F1 SHOW_ALL_REQ_FLG type=L OOKUP lookup=F1 SHOW_ALL_REQ FLG
* Filter value where a Filter Ul Map is defined and Description is one of the filters. type=STRING xpath=description

likeable=S

» type=STRING label=DESCR likeable=S divide=below
» label=REQ_TYPE_CD type=TABLE table=F1_REQ_TYPE

Hidden Filters

Data explorer zones include the ability to define Hidden filters to restrict the rows and / or columns that appear in the zone.
The following are the potential sources of a hidden filter's value:
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* The global area contains the fields whose values are maintained in global context.

* The portal area contains the fields describing the object currently displayed in a portal.

* Other zones on a portal can broadcast information to the portal area, which can then in turn be used by the zone as a

hidden filter.

These parameters are applicable to the zone types
* Info Data Explorer - Multiple SQLs (F1-DE)
* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
* Info Data Explorer - Single SQL (F1-DE-SINGLE)

A hidden filter is defined using the following mnemonics:

Mnemonic Description Valid Values Comments

name= This mnemonic defines the name of  FIELD_NAME
the field that needs to be broadcast
from other zones or populated in
the portal context

datasource= This mnemonic defines the source G Indicates that the zone should look
of the hidden filter's value. for the filter value in global context.
If this mnemonic is left blank, the P Indicates that the zone should look
default behavior is as follows: for the filter value in portal context.
- If the field has been broadcast D Indicates that the zone should look
from another zone, the broadcast for the filter value in the page data
value is used. model.
- If no value is broadcast, the portal
context is checked to determine if
this field exists (if so, its value is
taken).
- If still no value, the global context
is checked.
- If still no value, the zone appears
as per the poprule mnemonic.

poprule= This mnemonic controls what R Indicates that a value for the filter
happens if the hidden filter is not is required. The zone will be set to
present. the "empty state" and the "please

broadcast" message will appear in
the zone. This is the default value.

(0] Indicates that the value is optional.
If no value is required, the zone is
still built without that value.

type= Defines the visual metaphor used DATE Filters of this type capture a date.
fo capture the filter values. DATE/TIME Filters of this type capture a date
and time.

STRING Filters of this type capture a string

MONEY Filters of this type capture a
monetary field. This type of filter
must also reference the cur
mnemonic.

NUMBER Filters of this type capture a
numeric field. This type of filter
may also reference the decimals
mnemonic.

LOOKUP Filters of this type capture a lookup
value. This type of filter must also
reference the lookup mnemonic.

TABLE Filters of this type capture an

administrative table's value (code
and description). This type of filter
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Mnemonic Description Valid Values

Comments

must also reference the table
mnemonic.

CHARTYPE Filters of this type capture
predefined characteristic values
for a characteristic type (code
and description). This type of filter
must also reference the chartype
mnemonic.

ASIS Filters of this type capture a list
of values to be referenced within
an 'IN' clause within the SQL
statement.

label= Defines the filter's label that FIELD_NAME Enter a valid field name whose
appears in the zone's description label should be used. This should
bar. always be the option used if
multiple languages are needed.
'text’ Defines the text directly.
cur= Defines the currency code applied CURRENCY_CD Enter a reference to a valid
when type=MONEY. currency code.
dec= Defines the number of decimal N It is optional. If provided it should
places when type=NUMBER. be an integer. If not provided, the
number of decimals will default
to the number of decimal places
defined on the currency code
specified on the installation record.
lookup= Defines the lookup flag LOOKUP_FIELD_NAME Enter a reference to a valid lookup
whose values appear when field name.
type=LOOKUP.
table= Defines the admin table whose TABLE_NAME Enter a reference to a valid admin
values appear when type=TABLE. table name.
chartype= Defines the characteristic type CHAR_TYPE_CD Enter a reference to a valid

code whose values appear when
type=CHARTYPE.

characteristic type code.

searchField= This mnemonic controls the initial FIELD_NAME
population of the filter when the
zone is launched as a search from
a Ul map.

Enter the field name that exactly
matches the searchField name
specified in the oraSearchField html
element in the Ul map.

Multi-Select Action

This parameter defines an action to be included in the action area for multi-selection processing. Note that a multi-selection
action can only be used if the Multi Select parameter has been set to YES, which causes a checkbox to appear on each row
displayed. The action defined here will trigger against all rows selected by the user via the checkbox.

These parameters are applicable to the zone types

* Info Data Explorer - Multiple SQLs (F1-DE)

* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
* Info Data Explorer - Single SQL (F1I-DE-SINGLE)

A multi select action has the following mnemonics:

Mnemonic Description Valid Values

Comments

script= This mnemonic defines  SCR_CD
the script to be invoked
when the action
is clicked. This is
required.

Enter a reference to
a valid BPA script or
Service Script.
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Mnemonic Description Valid Values Comments

type= This mnemonic defines  BUTTON The action is rendered
how the action should as a button. This is the
be rendered. default.

LINK The action is rendered
as hypertext.

ICON The action is rendered
as a graphic icon. For
this option, the icon
mnemonic is required.

icon= This mnemonic defines ~ DISPLAY_ICON_CD Enter a reference to a
the icon to display valid display icon code.
when type=ICON.

refresh= This mnemonic NO Indicates that no
indicates how and refresh is performed.
if a refresh should This is the default.
zgf: r|:tfg the script ZONE Indicates that a

P ' refresh of the zone is
performed.

PORTAL Indicates that a refresh
of the entire portal is
performed.

label= By default, the button FIELD_NAME Enter a valid field
label, link text or icon name whose label
tooltip will come from should be used. This
the script description. should always be the
Use this mnemonic to option used if multiple
override that label. languages are needed.

'text Enter the text directly
in single quotes.

list= When executing the listElementName Enter a valid list

script, the framework
builds an XML list
containing information
from each row
selected. This list
must be defined in
the script's schema
and referenced in this
mnemonic.

element name from the
script schema.

context=[elementName1=rowData1
elementName2=rowData2]

This mnemonic is used
to populate the list
with the appropriate
information from each
selected row. The
mnemonic supports
passing multiple
values.

In each case the
element in the schema
list is defined first
followed by an equal
sign, followed by
information about the
data used to populate
the element defined
using one of the valid
values defined in the
next column.

One or more values
may be defined.

Each context value

is defined separated
by spaces. The whole
set of context values

Indicates that the
element should be
populated with a value
in the referenced
column parameter.

Px

Indicates that the
element should be
populated with a value
in the referenced post
processing parameter.

COLUMN_NAME

Indicates that the
element should be
populated with a value
from a column in the
SQL statement.

‘constant’

Indicates that the
value defined in single
quotes should be
passed.
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Mnemonic Description Valid Values Comments

should be surrounded
by square brackets.

Example of a schema:

<schenma>
<accountInfo type="list">
<account | d/ >
<nane/ >
<amount />
<process/>
</ account | nf 0>
</ schema>

Example of list and
context mnemonics.

list=accountinfo
context=[accountld=ACCT_

ID name=C2
amount=P3
process='0']
class= Use this mnemonic to ‘className1' 'className2' Enter one or more
override the look and classes in single
feel of the action using quotes to be appended
a different CSS style. to the standard
class(es). Multiple
class names may be
provided.
style= Use this mnemonic Standard style= format. All allowed css style
to override the look definitions may be
and feel of the action used.

element using the
indicated css style.

Pagination Configuration

The various data explorer zones in the product support the ability to configure pagination so that a user can 'page through' a
large set of results using "previous" and "next" buttons or links.

There are several zone parameters that are impacted when attempting to configure this functionality. The following steps
highlight the configuration.

The Enable Pagination parameter must be configured to define the basic setup for pagination for the zone. This
parameter defines whether the "previous" and "next" actions are defined as buttons, links or icons and indicates the
location of the actions. It also allows an indication as to whether the additional rows are simply appended, rather than
shown in a new "page". Refer to the parameter's embedded help for information about the specific syntax.

It is recommended that the zone is configured with record count and page information by properly configuring the
Record Count Display parameter. Refer to the parameter's embedded help for information about the specific syntax.

Configure the Number of Rowsto Retrievefor SQL. parameter to define the number of records displayed per page. If
this parameter is not specified the value in the Number of Rows to Display parameter is used.

Configure the key that will be used for paging so that the system can keep track of the 'page break'. The data must be
sorted by the paging key; as a result, the decision for identifying the paging key must take into account the design for
the zone and the data being displayed. In addition, the paging key must be unique to ensure that the page breaks occur
correctly. See below for configuration examples.

* The SQL Statement must includes additional clauses PAGENEXT and PAGEPREYV based on the paging key. In
addition, as mentioned above, the paging key must be used in the ORDER BY clause.

* The SQL Column parameters must define the paging key mnemonic to be used in conjunction with the SQL
statement paging clauses.
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It is recommended to configure the SQL Display Column parameter to show the data in the same order as the
ORDER BY clause.

The following zone types support this capability:
* Info Data Explorer - Single SQL (F1I-DE-SINGLE).

* Info Data Explorer - Multiple SQLs (F1-DE). Note that zones of this type support a union of the results of all the SQL
statements. As a result, pagination may only be enabled for zones of this type if a single SQL is used. The system is not
able to keep track of the pagination across disparate SQL statements.

* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY).

e Multi Query Data Explorer (F1I-DE-M UL QRY). Zones of this type do not include configuration for SQL statements or
column display. However, they do include configuration for the Enable Pagination. This parameter must be configured
in order for pagination on the individual zones to work.

NOTE: Zonesused for a Business Service. Note that pagination is ignored when invoking a data explorer zone via
a business service. In this scenario, the zone will return the first "chunk" of rows as defined by the Number of Rows
parameters.

Examples
Simple Paging Key

In this example, the Extendable Lookup Value is defined as Column 1 (C1) and is marked as the paging key. This field is
unique for the table and works well as a simple paging key.

SELECT A F1_EXT_LOOKUP_VALUE, A. BUS_OBJ_CD
FROM
F1_EXT_LOOKUP_VAL A,
F1_EXT_LOOKUP_VAL L B
WHERE
A BUS OBJ_CD = : H1
AND A BUS_OBJ_CD = B. BUS_OBJ_CD
AND A F1_EXT LOOKUP_VALUE = B. F1_EXT_LOOKUP_VALUE
AND B. LANGUAGE CD = : LANGUAGE
[ (F1) AND UPPER(A F1_EXT _LOOKUP_VALUE) |ike UPPER(:F1)]
[ (F2) AND ((UPPER(B. DESCR OVRD) |ike UPPER(:F2))
OR (B.DESCR OVRD = ' ' AND UPPER(B. DESCR) |ike UPPER(:F2)))]
[ (PAGENEXT) AND A. F1_EXT_LOOKUP_VALUE > : Ci]
[ (PAGEPREV) AND A F1_EXT_LOOKUP_VALUE < : Ci]
ORDER BY A. F1_EXT_LOOKUP_VALUE

Complex Paging Key

Most queries however do not sort by a unique value. In this case, the paging key needs to be set based on the sorting of
the query and should include a unique field, such as the primary key, as the last paging key. In this example, the query
is showing results sorted by To Do Type, Role and User. All fields, including the To Do Entry ID (the primary key) are
marked as paging keys.

SELECT TD TYPE CD, ROLE_ID, ASSIGNED TO, ASSI GNED DTTM TD PRI ORI TY_FLG TD ENTRY_ID

FROM Cl_TD ENTRY

WHERE

ENTRY_STATUS FLG IN ('O, 'W)

[(F1) "and TD_TYPE_CD = : F1]

[(F2) AND ASSI GNED_TO = : F2]

[(F3) AND ROLE ID = : F3]

[ (PAGENEXT) and ((TD_TYPE CD>:Cl) or (TD_TYPE CD=:Cl and ROLE | D> C2) or (TD_TYPE CD=:Cl and ROLE_| D=: C2
and ASSI GNED_TO>: C3) or (TD_TYPE CD=: Cl and ROLE_| D=: C2 and ASSI GNED _TO=: C3 AND TD ENTRY_I D>: C4))]

[ (PAGEPREV) and ((TD_TYPE CD<:Cl) or (TD TYPE CD=:Cl and ROLE | D<: C2) or (TD TYPE CD=:Cl and ROLE | D=: C2
and ASSI GNED TO<: C3) or (TD_TYPE CD=:Cl and ROLE |D=:C2 and ASSI GNED TO=: C3 AND TD_ENTRY | D<: C4))]

ORDER BY TD TYPE CD, ROLE I D, ASSI GNED TO, TD_ENTRY_ID

Oracle Utilities Customer Care and Billing Administrative User Guide « 95



Use Data Explorer for Derived Data

There are times when a design warrants displaying data in a data explorer zone that is not accessible via SQL. For example,
perhaps the data is from another system and it requires a web service call. The JMS Message Browser is another example.

The product provides functionality in the data explorer that allows you to call a script after the user filters are populated but
before the SQL is executed. The script can retrieve the data as appropriate, store the data in table format so that the SQL can
retrieve the data from the table.

The following points provide more detail:
» Create a service script that retrieves the data as needed. This script should store the retrieved data in a temporary table.

* The product provides a table that may be used. It is called FI_GENERIC GTT (Generic Global Temporary Table).
There is a business service — Create Global Temporary Table Records (F1-1nsertGT TRecor ds) that the service
script may call to insert the records.

» Note that if the data is accessed via a web service call, it may be appropriate to execute the web service in a separate
session using the business service F1-ExecuteScriptinNewSession to trap errors that may be issued by the web service
call and provide a better error.

» In the data explorer zone use this service script in the zone’s pre-processing script parameter. If any user or hidden filters
should be passed into the script, the parameter supports mnemonics for this purpose. Refer to the parameter’s embedded
help for the supported syntax.

* The SQL for the data explorer should access the temporary table that was populated by the service script.

Configuring Timeline Zones

This topic highlights information related to configuring a timeline zone. The zone type is FI-TIMELINE. A timeline
zone contains one or more "lines" where each line shows when significant events have occurred. The output of each line

is driven by an algorithm configured on a timeline zone. Each algorithm is responsible for retrieving a single type of data.
For example, on algorithm may retrieve bills for an account in a given time period whereas another algorithm may retrieve
payments for that account for the same time period.

The algorithms to configure for a timeline zone use the Zone — Timeline plug-in spot. Please note the following details
about the behavior for algorithms for this plug-in spot.

» The timeline algorithm receives all the global context values currently populated. In addition, it receives a start and end
date from the zone, based on the time period chosen by the user, along with the maximum number of events that can be
reasonably display for the chosen time period. The algorithm should use this information to retrieve data for a given type
of transaction related to one or more of the input context values for the provided time period.

» For each event found, the algorithm returns information about the event along with many options that assist the user in
getting more detail about each event or acting on an event.

* Event date
* Primary key of the record (key / value pairs)

* FK Reference. With this information, the timeline zone will display the appropriate info string to display in the zone’s
info area when clicking on the event. In addition, the FK reference identifies the appropriate navigation option to use
when a user clicks the info string hypertext to view the record on its maintenance page.

» Background Color and Text Color to use for the event. (Optional). The algorithm may be configured to provide one
color for all events or it may be configured to return different colors for different events based on other factors such as
status or priority.

* Icon use for the event. (Optional). The algorithm may be configured to provide an icon to display adjacent to the
event.
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* BPA script to launch when a user clicks on an event. (Optional). The algorithm may return one or more BPA scripts
that a user may launch to act on an event. For example, for an event that has a status of Error, perhaps a BPA is
provided to walk a user through resolving the error.

When a script is initiated from a timeline, the system puts the prime key of the event into a field in the page data
model. The name of the field is the column name(s) of the event's prime key. For example, when a script associated
with a payment event is kicked off, the system populates a field called PAY ID with the prime-key of the selected
payment.

Note that your specific edge application may supply algorithm types for a timeline zone as part of the base product. Click
here to see the algorithm types available for this plug-in spot. Although algorithm types may be provided, typically the
product does not deliver algorithms because the parameters for the algorithms are driven by a particular implementation’s
business rules and preferences. As a result, the product will also not deliver pre-configured timeline zones. Please refer to
your edge application’s documentation for more information about what timeline algorithm types are delivered, if any and
recommendations for configuration.

Defining Context-Sensitive Zones

A context-sensitive zone allows you to associate a zone with a specific user-interface transaction. A context-sensitive zone
appears at the top of the Dashboard when a user accesses a page for which the zone is specified as the context. For example,
when viewing a business object, additional zones are visible that are specific to the business object page.

CAUTION: Make sure that the zone is appropriate for the transaction on which you are specifying it. For example, if
your zone requires a business object ID as one of its keys, it should not be displayed on the To Do entry transaction.

Select Admin > Context Sensitive Zone to maintain context-sensitive zones.

Description of Page

The Navigation Key is a unique identifier of a tab page within the system. Owner indicates if this navigation key is owned
by the base product or by your implementation (Customer M odification).

CAUTION: Important! When introducing a new context sensitive zone, carefully consider its naming convention. Refer
to System Data Naming Convention for more information.

The grid contains the list of context-sensitive zones and the sequence in which they appear in the dashboard for the selected
navigation key. The grid contains the following fields:

* Zoneis the name of the zone to display in the Dashboard.
» Sequence s the sequence in which the zone is displayed (if multiple context-sensitive zones are defined).

* Owner indicates if this context sensitive zone is owned by the base product or by your implementation (Customer
M odification).

Where Used

A context-sensitive zone displays at the top of the Dashboard whenever a user accesses the transaction for with the zone is
specified.

Defining Portals

This transaction is used to define / change portals. An implementation may define their own portals. In addition, an
implementation may override some of the settings for base product provided portals.
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Portal - Main
Navigate to this page using Admin > System > Portal.
Description of Page

Enter a meaningful and unique Portal code and Description. Please be aware that for stand-alone portals, the Description is
the portal's title (i.e., the end-users will see this title whenever they open the portal).

CAUTION: Important! When introducing a new portal, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicates if this portal is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a portal. This information is display-only.

Type flag indicates whether the portal is a Standalone Portal, a Tab Page Portal or the Dashboard. Refer to There Are
Three Types of Portals for more information.

The following fields are only enabled for Standalone Portals:

» Navigation Option defines the navigation option that is used to navigate to this portal from menus, scripts and your
favorite links. The navigation option is automatically created when a Standalone Portal is added.

* You'll find an Add To Menu button adjacent. This field is only enabled if the navigation option is not referenced on a
menu. When you click this button, a pop-up appears where you define a menu. If you subsequently press OK, a menu
item is added to the selected menu. This menu item references the portal's navigation option. You can reposition the
menu item on the menu by navigating to the Menu page.

Refer to Putting Portals on Menus for more information.

« Application Services defines the service used to secure this portal. The application service is automatically created when
a Standalone Portal is added. Please note that only users with access to this application service will be able to view this
portal and its zones. Refer to Granting Access to A Portal for more information.

» Show on Portal Preferencesindicates if a user is allowed to have individual control of the zones on this portal. The
portal will not appear in the accordion on the user's Portal Preferences page if this value is set to No. Note that an
implementation may change this value for a product delivered portal.

The grid contains a list of zones that are available in the portal. Click + to add a new zone to the portal. Click - to remove a
zone from the portal. The grid displays the following fields:

* Zoneis the name of the zone as defined on the Zone page.
» Description is a description of the zone as defined on the Zone page.

» Display controls whether or not the zone is visible in the portal. For portals that are configured to Show on Portal
Preferences, users may override this value for their view of the portal.

« Initially Collapsed controls whether or not the zone is initially collapsed in the portal. For portals that are configured to
Show on Portal Preferences, users may override this value for their view of the portal.

NOTE: Recommendation. It is recommended that zones that have information that is always needed when users
first display a portal be set up to be initially collapsed. That way the data in the zone is only built when the user
expands the zone. This improves response times.

» Default Sequenceis the default sequence number for the zone within the portal. It does not need to be unique within the
portal. Note that a sequence of zero will appear last, not first, in the portal. For portals that are configured to Show on
Portal Preferences, users may override this value for their view of the portal.

* Override Sequence can be used by an implementation team to override the Default Sequence value that is set in the base
product.
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» Refresh Seconds defines in seconds how often the zone is automatically refreshed. The minimum valid value is 15. The
maximum valid value is 3600 (1 hour). A value of 0 indicates no automatic refresh. Implementers can change this value
as needed.

* Owner indicates if this portal / zone relationship is owned by the base product or by your implementation (Customer
M odification). This information is display-only.

NOTE: Removing zonesfrom a portal. You cannot remove a base product zone from a base product portal. An
implementation may override the Display setting to prevent a zone from displaying on the portal. In addition, you cannot
remove a zone if a user has enabled it on their Portal Preferences. To remove a zone from the portal list, first make sure
that no user has it enabled in their portal preferences.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI PORTAL.

Portal - Options

Use this page to maintain a portal's options. Open this page using Admin > System > Portal and then navigate to the
Options page.

Description of Page
The options grid allows you to configure the options that provide additional information related to the portal.

Select the Option Type dropdown to define its Value. Detailed Description may display additional information on the
option type.

Set the Sequenceto a unique value within a given option type.
Owner indicates if this is owned by the base product or by your implementation (Customer M odification).

NOTE: You can add new option types. Your implementation may want to add additional portal option types. To do
that, add your new values to the customizable lookup field PORTAL_OPT_FLG.

Defining Display Icons

Icons are used to assist users in identifying different types of objects or instructions. A limited number of control tables
allow administrative users to select an icon when they are configuring the system. Select Admin > System > Display | con
Refer ence to maintain the population of icons available for selection.

Description of Page
Each icon requires the following information:
» Display Icon is a code that uniquely identifies the icon.

» lcon Type defines how big the icon is (in pixels). The permissible values are: 30 X 21, 21 x 21, and 20 x 14. Note that
only icons that are 20 x 14 can be used on base product instructions.

» Description contains a brief description of the icon.

* URL describes where the icon is located. Your icons can be located on the product's web server or on an external web
server.

* To add a new icon to the product web server, place it under the /cm/images directory under the DefaultWebApp. Then,
in the URL field, specify the relative address of the icon. For example, if the icon's file name is mylcon.gif, the URL
would be /cm/images/my| con.gif.

» Ifthe icon resides on an external web server, the URL must be fully qualified (for example, http://myWebServer/
images/myl con.gif).
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» Owner indicates if this icon is owned by the base product or by your implementation (Customer M odification). This
information is display-only.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI_DISP_ICON.

Defining Navigation Keys

Each location to which a user can navigate (e.g., transactions, tab pages, tab menus, online help links, etc.) is identified by a
navigation key. A navigation key is a logical identifier for a URL.

Navigation Key Types
There are three types of navigation keys:

» System navigation keys define locations where the target for the navigation is a transaction or portal within the system.
The navigation keys define the program component that identifies the page to navigate to.

» External navigation keys define a URL that identifies the target location. External URLSs can be specified as relative
to the product web server or fully qualified. External navigation keys always launch in a new instance of a browser
window. Examples of external navigation keys include application viewer links and URLSs to external systems.

» Help navigation keys define a online help topic that identifies the specific page within the online help to launch. Help
navigation keys may be related to a program component when the help is related to a specific page in system.

Navigation Key vs. Navigation Option

The system has two entities that work in conjunction with each other to specify how navigation works:

* Navigation Key defines a unique location to which a user can navigate. For example, each page in the system has a
unique navigation key. Navigation keys can also define locations that are "outside" of the system. For example, you can
create a navigation key that references an external URL. Think of a navigation key as defining "where to go".

» Navigation Option defines how a page is opened when a user wants to navigate someplace. For example, you might
have a navigation key that identifies a specific page. This navigation key can then be referenced on two navigation
options; the first navigation option may allow users to navigate to the page with no context included, while the second
navigates to the page with context data provided to automatically display information related to that context.

* Please note that a wide variety of options can be defined on a navigation option. In addition to defining if data is passed
to the page, it could also define search options. In addition, there are some navigation options that do not reference a
navigation key but rather refer to a BPA script that should be launched.

The Flexibility of Navigation Keys
Navigation keys provide a great deal of functionality to your users. Use navigation keys to:
» Allow users to navigate to new pages or search programs

» Allow users to transfer to an external system or web page. After setting up this data, your users may be able to access this
external URL from a menu, a context menu, their favorite links, etc. Refer to Linking to External Locations for more
information.

Refer to the Tool Suite Guide for more information on developing program components.
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NOTE: Replacing Base-Package Pagesor Sear ches. If your new page or search has been designed to replace a
module in the base-package, the navigation key must indicate that it is overriding an existing navigation key.

Linking to External Locations

If you want to include links to external systems or locations from within the system, you need to:

» Define a navigation key that specifies the URL of the location. For example, define an external navigation key that as a
URL of http://www.or acle.com/.

» Define a navigation option that specifies from where in the system a user can go to your external location. For example,
define a navigation option with a usage of Favorites or with a usage of Menu. Your navigation option points to the
navigation key you defined above.

* Add your navigation option to the appropriate location within the system. For example, have users add the navigation
option to their Favorite Links or add the navigation option as an item on a menu.

Overriding Navigation Keys

Your implementation may choose to design a program component (e.g., a maintenance transaction or search page) to
replace a component provided by the system. When doing this, the new navigation key must indicate that it is overriding
the system navigation key. As a result, any menu entry or navigation options that reference this overridden navigation key
automatically navigates to the custom component.

For example, if you have a custom On-line Batch Submission page and would like users to use this page rather than the one
provided by the system, setting up an override navigation key ensures that if a user chooses to navigate to the On-line Batch
Submission from Menu or a context menu, the user is brought to the custom On-line Batch Submission page.

To create an override navigation key, you need to:
* Define a navigation key using an appropriate naming convention.

+ If the Navigation Key Type of the navigation key being overridden is External, specify a Navigation Key Type of
Override (Other) and define the appropriate URL Component.

» If the Navigation Key Type of navigation key being overridden is System, specify a Navigation Key Type of Override
(System) and populate the Program Component ID with your custom program component ID.

» Specify the navigation key that you are overriding in the Overridden Navigation K ey field.

Refer to the Tool Suite Guide for more information about developing your own program components.

Maintaining Navigation Keys
Select Admin > System > Navigation K ey to maintain navigation keys.

CAUTION: Important! When introducing a new navigation key, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
The Navigation Key is a unique name of the navigation key for internal use.

Owner indicates if this navigation key is owned by the base product or by your implementation (Customer M odification).
This information is display-only.

Navigation Key Typeincludes the following possible values:

» External indicates that the location is specified in the URL Component field.
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» Help indicates that the navigation key is used to launch online help where the specific help topic is defined in the URL
Component field.

* Override (Other) indicates that the navigation key overrides another navigation key of type External or Help. For this
option, the name of the navigation key being overridden is populated in the Overridden Navigation Key field.

* Override (System) indicates that the navigation key overrides a system navigation key. For this option, the name of the
navigation key being overridden is populated in the Overridden Navigation Key field.

» System indicates that the navigation key refers to a transaction in the system identified by its program component.

FASTPATH: Refer to Navigation Key Types for more information about navigation key types.

FASTPATH: Refer to Overriding Navigation Keys for more information about settings required to override a system
navigation key.

Program Component ID is the name of the program component identified by the key (for system navigation keys). The
program component ID can also be used to specify the transaction with which an online help link is associated.

Overridden Navigation Key is the name of the navigation key that the current navigation key is overriding (if Override
(Other) or Override (System) is selected for the Navigation Key Type). Refer to Overriding Navigation Keys for more
information.

URL Component is the specific URL or portion of the URL for the navigation key (external and help navigation keys
only). The URL can be relative to the product web server or fully qualified.

Open Window Options allows you to specify options (e.g., width and height) for opening a browser window for an
external navigation key. (External navigation keys always launch in a new browser window.) You can use any valid features
available in the Window.open( ) JavaScript method. The string should be formatted the same way that it would be for

the features argument (e.g., height=600,width=800,r esizeable=yes,scr ollbar s=yes,toolbar =no). Refer to a JavaScript
reference book for a complete list of available features.

Application Serviceis the application service that is used to secure access to transactions associated with External
navigation keys. If a user has access to the specified application service, the user can navigate to the URL defined on the
navigation key. Refer to The Big Picture of Application Security for more information.

The grid displays menu items that reference the navigation key (actually, it shows menu items that reference navigations
options that, in turn, reference the navigation key).

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI MD NAV.

Defining Navigation Options
Every time a user navigates to a transaction, the system retrieves a navigation option to determine which transaction should

open. For example:

* A navigation option is associated with every menu item. When a user selects a menu item, the system retrieves the
related navigation option to determine which transaction to open.

* A navigation option is associated with every favorite link. When a user selects a favorite link, the system retrieves the
related navigation option to determine which transaction to open.

* A navigation option is associated with every node in the various trees. When a user clicks a node in a tree, the system
retrieves the related navigation option to determine which transaction to open.

¢ FEtc.
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Many navigation options are shipped with the base product and cannot be modified as these options support core
functionality. As part of your implementation, you may add additional navigation options to support your specific business
processes.

Navigation options may also be used to launch a BPA script.

The topics in this section describe how to maintain navigation options.
CAUTION: In order to improve response times, navigation options are cached the first time they are used after a web
server is started. If you change a navigation option and you don't want to wait for the cache to rebuild, you must clear
the cached information so it will be immediately rebuilt using current information. A special button has been provided

on the Main tab of the navigation option transaction that performs this function. Please refer to Caching Overview for
information on the various caches.

Navigation Option - Main

Select Admin > System > Navigation Option to maintain a navigation option.
Description of Page

Enter a unique Navigation Option code and Description.

CAUTION: When introducing a new navigation option, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

The Flush System Login I nfo button is used to flush the cached navigation options so you can use any modified navigation
options. Refer to Caching Overview for more information.

Owner indicates if this navigation option is owned by the base product or by your implementation (Customer
M odification). This field is display-only. The system sets the owner to Customer Modification when you add a navigation
option.

NOTE: You may not change navigation options that are owned by the base product.

Use Navigation Option Type to define if the navigation option navigates to a Transaction, launches a BPA Script or
opens an Attachment.

NOTE: The Attachment option type is only applicable to navigation options that are used to launch a file attached to a
record in the Attachment maintenance object.

For navigation option types of script, indicate the Script to launch. You can use the Context Fields at the bottom of the
page if you want to transfer the contents of specific fields to temporary storage variables available to the script. The script
engine creates temporary storage variables with names that match the Context Field names.

For navigation option types of transaction, define the Target Transaction (navigation key) and optionally a specific Tab
Page (also a navigation key) if a specific tab on the transaction (other than the Main tab) should be opened when navigating
to that transaction.

NOTE: Finding transaction navigation keys. When populating the Target Transaction and Tab Page you are
populating an appropriate navigation key. Because the system has a large number of transactions, we recommend
using the "%" metaphor when you search for the transaction identifier. For example, if you want to find the currency
maintenance transaction, enter "%currency"” in the search criteria.

The additional information depends on whether the target transaction is a fixed page or a portal-based page:
» For portal-based pages:
» Navigation Mode is not applicable and should just be set to Add Mode.
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« If navigating to a query portal, by default the query portal will open with the default search option defined. If the
navigation should open a different search option, define the Multi-Query Zone for that query portal and indicate the
Sub-Query Zone to open by default. Note that for this configuration, it is common to define Context Fieldsto pre-
populate search criteria in the target query zone. When using this configuration, be sure that the target query zone’s
user filters are defined to populate data from context.

» For fixed pages:
» Navigation Mode indicates if the Target Transaction should be opened in Add M ode or Change M ode.

* Add Mode should be used if the option is used to navigate to a transaction ready to add a new object. You can use the
Context Fields at the bottom of the page if you want to transfer the contents of specific fields to the transaction when
it opens.

» Change Mode s only applicable for fixed pages and should be used if the option is used to navigate to a transaction
ready to update an object. You have two ways to define the object to be changed:

* Define the name of the fields that make up the unique identifier of the object in the Context Fields (and make sure
to turn on Key Field for each such field).

» Define the Search Transaction (navigation key) if you want to open a search window to retrieve an object before
the target transaction opens. Select the appropriate Sear ch Type to define which search method should be used.
The options in the drop down correspond with the sections in the search (where Main is the first section, Alternate
is the 2" section, Alternate 2 is the 3™ section, etc.). You should execute the search window in order to determine
what each section does.

When you select a Search Type, define appropriate Context Fields so that the system will try to pre-populate the
search transaction with these field values when the search first opens. Keep in mind that if a search is populated
with field values the search is automatically triggered and, if only one object is found that matches the search
criteria, it is selected and the search window closes.

» Search Group is only visible if the Development Tools module is not turned off. It is used to define the correlation
between fields on the search page and the tab page. You can view a tab page's Sear ch Groups by viewing the HTML
source and scanning for allFieldPairs.

The Go To Tooltip is used to specify the label associated with the tool tip that appears when hovering over a Go To object.
Refer to the Usage grid below.

The Usage grid defines the objects on which this navigation option is used:

* Choose Favoritesif the navigation option can be used as a favorite link.

* Choose Menusif the navigation option can be used as a user's home page or as a menu or context menu item.
» Choose Script if the navigation option can be used in a script.

* Choose Foreign Key if the navigation option can be used as a foreign key reference.

* Choose Go To if the navigation option can be used as a "go to" destination ("go to" destinations are used on Go To
buttons, tree nodes, and hyperlinks).

 If your product supports marketing campaigns, you can choose Campaign if the navigation option can be used as a "post
completion" transaction on a campaign. For more information refer to that product's documentation for campaigns.

The Context Fields grid contains the names of the fields whose contents will be passed to the Target Transaction or
Script or used to launch an Attachment. The system retrieves the values of these fields from the "current" page and
transfers them to the target transaction or to the script's temporary storage. Turn on Key Field for each context field that
makes up the unique identifier when navigating to a transaction in Change M ode.

NOTE: For an Attachment, the grid should contain the Attachment ID.
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NOTE: Navigating from a Menu. The standard followed for many base main menu navigation options for fixed
transactions is that navigation options launched from the Menu dropdown are configured with no context.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference CI NAV_OPT.

Navigation Option - Tree

This page contains a tree that shows how a navigation option is used. Select Admin > System > Navigation Option and
navigate to the Treetab to view this page.

Description of Page

The tree shows every menu item, favorite link, and tree node that references the navigation option. This information is
provided to make you aware of the ramifications of changing a navigation option.

Database Tools

This section describes a variety of database tools that are supplied with the your product.

Defining Table Options

The topics in this section describe the transaction that allows you to define metadata for the application's tables.

Table - Main

Navigate using Admin > Database> Table.

Description of Page

Table Name is the identifier of this table.

Description contains a brief description of the table.

System Table defines if the table includes rows that are owned by the base product.

Enable Referential Integrity defines if the system performs referential integrity validation when rows in this table are
deleted.

Data Group ID is used for internal purposes.
Enable Data Dictionary defines if the table is to be included in the Data Dictionary application viewer.
Table Type defines if the table is an External Table, a View or a physical Table.

Date/ Time Data Type defines if the system shows times on this table in Local Legal Time or in Local Standard Time
Local Legal Time is the time as adjusted for daylight savings / summer time.

Table Classification Type specifies the category of data the table will hold. This is for information purposes only and is
not used by any system processing. Valid values are Admin System Table, Admin Non System Table, Master Table,
Transaction Table, and Unclassified.

Table Volume Type specifies the expected amount of data the table will hold. This is for information purposes only and
is not used by any system processing. Valid values are High Volume, L ow Volume, Medium Volume, and Unclassified.
The volume of data in a particular table in the system may differ greatly from one implementation to another based on
unique business requirements. The values populated for base product tables are set to volumes that are typical but may not
be true for a given implementation. The value may be updated to reflect the situation for a given implementation.
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Audit Tableis the name of the table on which this table's audit logs are stored if using the legacy table / field audit
technique. Refer to The Audit Trail File for more information.

Use Audit Program Type to define if the audit program is written in Java or Java (Converted), meaning it was converted

into Java.

NOTE: Java (Converted) program types are not applicable to all products.

Audit Program is the name of the program that is executed to store an audit log. Refer to Turn On Auditing For a Table for
more information.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Upgrade controls what happens to the rows in this table when the system is upgraded to a new release:

* Keep means that the rows on this table are not touched during an upgrade

* Mergemeans that the rows on this table are merged with rows owned by the base product

» Refresh means that the rows on this table are deleted and refreshed with rows owned by the base product.
Data Conversion Role controls if / how the table is used by the conversion tool:

» Convert (Retain PK) means that the table's rows are populated from the conversion schema and the prime key in the
conversion schema is used when the rows are converted. A new key is not assigned by the system.

» Convert (New PK) means that the table's rows are populated from the conversion schema and the prime key is
reassigned by the system during conversion.

* Not Converted means that the table's rows are not managed by the conversion tool.

» View of Production means that the conversion tool uses a view of the table in production when accessing the rows in the
table. This is commonly used for administrative tables.

A Language Table is specified when fields containing descriptions are kept in a child table. The child table keeps a
separate record for each language for which a description is translated.

A Characteristic Entity is populated if this table is used to capture characteristics and indicates the associated
characteristic entity lookup value for this table. When defining characteristic types, you indicate the characteristic entities
where that characteristic type is applicable / valid.

A Key Tableis specified when the prime-key is assigned by the system. This table holds the identity of the prime keys
allocated to both live and archived rows.

Type of Key specifies how prime key values are generated when records are added to the table:
» Other means a foreign-system allocates the table's prime-key.

» Sequential means a sequence number is incremented whenever a record is added to the table. The next number in the
sequence determines the key value.

» System-gener ated means a program generates a random key for the record when it is added. If the record's table is the
child of another table, it may inherit a portion of the random number from its parent's key.

» User-defined means the user specifies the key when a record is added.

Inherited Key Prefix Length defines the number of most significant digits used from a parent record's primary key value
to be used as the prefix for a child record's key value. This is only specified when the Type of Key is System-generated and
the high-order values of the table's key is inherited from the parent table.

NOTE: In general, randomly generated system keys are used to attempt to evenly distribute records across a full range
of possible IDs. Batch programs that use multiple threads will typically divide the threads using ID ranges and evenly
distributed keys will help spread out the work. The reason for inherited keys for child records further extends the
performance benefit. When considering partitioning, the recommendation for DBAs is to range partition data based
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on the primary key so that different batch threads operate on different partitions which reduces contention for hot
blocks. Ideally the number of batch threads will be an exact multiple of the number of partitions. Batch programs that
insert child data (for example batch Billing creation) also benefit from this design especially when the child tables are
partitioned in the same way. The parent is often the driver of the batch process. If this is multi-threaded, then each thread
is processing a set of parent records in a given ID range and all child records are being inserted into the same ID range.

Java Table Name. This field is used to identify the entity/Java class name of the class that represents the table in the Java
code. It should contain a short "camelCased" name to be used as the name of the entity within the system. It must also be a
valid Java name, and must be unique across the system. This name is used as follows:

* As the short class name on all classes in the Java hierarchy for the class: the Impl class, the Gen, and the interface.
* In HQL queries, it is used to identify the hibernate entity being selected.

Caching Regime determines if the table’s values should be cached when they are accessed by a batch process. The default
value is Not Cached. You should select Cached for Batch if you know the values in the table will not change during the
course of a batch job. For example, currency codes will not change during a batch process. Caching a table's values will
reduce unnecessary SQL calls and improve performance.

Key Validation determines if and when keys are checked for uniqueness. The default value is Always Check Uniqueness.
Select Check Unigueness Online Only when the database constructs the keys in the table, such as in log tables. Select
Never Perform Unigueness Checking when you know that the database constructs the keys in the table and that users
cannot add rows directly to the table, such as in log parameter tables. This will reduce unnecessary SQL calls and improve
performance.

Help URL is the link to the user documentation that describes this table.
Help Text contains additional information about the table.

Extract for Trandation is only visible in a development environment. It indicates whether or not the table includes strings
that are eligible for product translation.

Tranglation Context is only visible in a development environment. It is used to provide information to a translator about
the nature and purpose of rows in the table.

NOTE: Changesto base owned tables. Only the following attributes of tables that are owned by the product are
modifiable: Audit Table, Audit Program Type, Audit Program, Caching Regime, Key Validation and Table Volume

Type.

The grid contains an entry for every field on the table. Drilling down on the field takes you to the Table Field tab where
you may modify certain attributes. The following fields may also be modified from the grid: Description, Override Label,
Audit Delete, Audit Insert and Audit Update. Refer to the Table Field tab for descriptions of these fields.

Table - Table Field

Navigate using Admin > Database > Table and click the Table Field tab.

Description of Page

Field Name is the name of the field. It is followed by its Java Field Name.

Field Help Text displays the help text listed for this field on the Field page, if populated.
Nullable, Required and Validate are for internal use.

Turn on Audit Delete if an audit record should be stored for this field when a row is deleted. Refer to How To Enable
Auditing for more information.

Turn on Audit Insert if an audit record should be stored for this field when a row is added. Refer to How To Enable
Auditing for more information.

Oracle Utilities Customer Care and Billing Administrative User Guide « 107



Turn on Audit Update if an audit record should be stored for this field when it is changed. Refer to How To Enable
Auditing for more information.

The Allow Customization is only applicable if the table is an Admin System Table. It indicates fields that an
implementation is allowed to change for a base owned record. Changes to the field value of one of these types of fields by
an implementation are maintained when upgrading to a new version of the product.

Standard Time Type s only enabled if the Table indicates that the Date/Time Data Type is Local Standard Time.
Each field that represent date/time should define if it uses L ogical Standard Time, Physical Standard Time or uses a
Referenced Time Zone.

Sequence is a unique sequence of this field with respect to other fields on the table.

The Label column is used to define a special label for this field when it relates to this table if it should be different from the
field’s label. Note that this only impacts the label on a fixed page user interface. Labels on portal based user interfaces do
not use this information.

The Override Labdl is provided if an implementation wants to override the base-product label.

NOTE: If you want the Override Label to be shown in the data dictionary, you must regenerate the data dictionary.

Help Text contains any additional information about the field with respect to its use on this table.

Extract for Translation is only visible in a development environment. For tables marked to extract for translation, each
translatable field on the table should indicate Yes.

Transglation Context is only visible in a development environment. It is used to provide information to a translator about

the nature and purpose of the data in this field on this table.

NOTE: Changesto base owned table/ fields. Only the following attributes of table / fields that are owned by the
product are modifiable: Audit Delete, Audit Insert, Audit Update, Override Label.

Table - Constraints

Select Admin > Database > Table and navigate to the Constraintstab to view the constraints defined on the table.
Description of Page
The fields on this page are protected as only the product development group may change them.

This page represents a collection of constraints defined for the table. A constraint is a field (or set of fields) that represents
the unique identifier of a given record stored in the table or a field (or set of fields) that represents a given record's
relationship to another record in the system.

Constraint 1D is a unique identifier of the constraint.

Owner indicates if this is owned by the base package or by your implementation (Customer M odification)

Constraint Type Flag defines how the constraint is used in the system:

* Primary Key represents the field or set of fields that represent the unique identifier of a record stored in a table.

» Logical Key represents an alternate unique identifier of a record based on a different set of fields than the Primary key.

» Foreign Key represents a field or set of fields that specifies identifying and non-identifying relationships to other tables
in the application. A foreign key constraint references the primary key constraint of another table.

» Conditional Foreign Key represents rare relationships between tables where a single field (or set of fields) may
reference multiple primary key constraints of other tables within the application as a foreign key.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when a row in the table
is modified.
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Referring Constraint Owner indicates if this is owned by the base package or by your implementation (Customer
M odification).

Referring Constraint ID is the Primary Key constraint of another table whose records are referenced by records stored in
this table.

Referring Constraint Table displays the table on which the Referring Constraint ID is defined. You can use the adjacent
go-to button to open the table.

Additional Conditional SQL Text is only specified when the constraint is a Conditional Foreign Key. The SQL
represents the condition under which the foreign key represents a relationship to the referring constraint table.

NOTE: Additional Conditional SQL Syntax. When specifying additional conditional SQL text, all table names are
prefixed with a pound (#) sign.

The Constraint Field grid at the bottom of the page is for maintaining the field or set of fields that make up this constraint.
Field is the name of the table's field that is a component of the constraint.
Sequence The rank of the field as a component of the constraint.

The Referring Constraint Field grid at the bottom of the page displays the field or set of fields that make up the Primary
key constraint of the referring constraint.

Field is the name of the table's field that is a component of the referring constraint.

Sequence is the rank of the field as a component of the referring constraint.

Table - Referred by Constraints

Select Admin > Database> Table and navigate to the Referred By Constraints tab to view the constraints defined on
other tables that reference the Primary Key constraint of this table.

Description of Page
This page is used to display the collection of constraints defined on other tables that reference the table.
Referred By Constraint Id is the unique identifier of the constraint defined on another table.

Referred By Constraint Owner indicates if this constraint is owned by the base package or by your implementation
(Customer Modification).

Prime Key Constraint 1d is the Primary Key constraint of the current table.

Prime Key Owner indicates if this prime key is owned by the base package or by your implementation (Customer
M odification).

Referred By Constraint Tableis the table on which Referred By Constraint ID is defined.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when a row in the table
is modified.

The grid at the bottom of the page displays the Field and Sequence for the fields that make up the constraint defined on the
other table.

Defining Field Options

The topics in this section describe the transaction that can be used to view information about a field and to change the name
of a field on the various pages in the system.
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Field - Main

Open this page using Admin > Database > Field.

Description of Page

Field Name uniquely identifies this field.
CAUTION: As described in System Data Naming Convention for most system data tables, the base product follows a
specific naming convention. However, this is not true for the Field table. If you introduce new fields, you must prefix

the field with CM. If you do not do this, there is a possibility that a future release of the application could introduce a
new field with the name you allocated.

Owner indicates if this field is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a field.

Base Field indicates that the field inherits some of its definitions from another field.

Data Type indicates the type of data the field will hold. Valid values are Character, Character Large Object, Date,
DateTime, Number, Time, Varchar2 and XML Type. This field is protected if the field refers to a Base Field.

Ext Data Type or Extended Data Type is used to further define the type of data for certain data types. Valid values are
Currency Source, Day of Month, Duration, Money, Month of Year, Flag, Switch and URI. This field is protected if the
field refers to a Base Field.

Precision defines the length of the field. In the case of variable length fields, it is the maximum length possible. For number
fields that include decimal values, the precision includes the decimal values. This field is protected if the field refers to a
Base Field.

Scale is only applicable for number fields. It indicates the number of decimal places supported by the field. This field is
protected if the field refers to a Base Field.

Sign is only applicable for numbers. It indicates if the data may contain positive or negative numbers.

Value List is only visible for products that had at one point included COBOL. It defines the copybook that includes the list
of valid values for the field.

Description contains the label of the field. This is the label of the field that appears on the various pages on which the field
is displayed. Note, the field's label can be overridden for a specific table by specifying an Override Label on the table / field
information. However, this override is not used in portal based user interfaces. It is only applicable if the field is displayed
on fixed page user interfaces.

Java Field Name is the reference to this field used in Java code.
Override Label is used if an implementation would like to override the label that appear on user interfaces in the system.

CAUTION: For fixed pages, if the field's label is overridden for a specific table, that override takes precedence. In this is
the case the override on the table / field page should be used.

Work Field indicates that the field does not represent a database table column.

Help Text is used to provide field level embedded help to this field. If the field is displayed on a user interface that supports
display of embedded help, this text may be displayed.

Use Override Help Text to override the existing embedded help text for this field.

Extract for Translation is only visible in a development environment. It indicates whether or not the field and its
description should be included in an extract of translatable strings when doing a product translation. This flag may be set to
"No" for work fields whose label is not visible to a user on any user interface.

Translation Context is only visible in a development environment. It is used to provide information to a translator about
the use of the field’s label so that an appropriate translation can be provided.
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Field - Tables Using Field

Select Admin > Database > Field and navigate to the Tables Using Field tab to view the tables that contain a field.
Description of Page

The grid on this page contains the Tables that reference the Field. You can use the adjacent go to button to open the Table
Maintenance transaction.

Defining Maintenance Object Options

A maintenance object defines the configuration of a given “entity” in the system. It includes the definition of the tables that
together capture the physical data for the entity. In addition, the maintenance object includes options that define important
information related to the maintenance object that may be accessed for logic throughout the system. Several algorithm plug-
in spots are also defined on the maintenance object, allowing for business rules that govern all records for this maintenance
object.

Many maintenance objects in the system support the use of business objects to further define configuration and business
rules for a given record. Refer to The Big Picture of Business Objects for more information.

Maintenance Object - Main
Select Admin > Database> Maintenance Object to view information about a maintenance object.
Description of Page

Most maintenance objects are provided with the base package. An implementation can introduce custom maintenance
objects when needed. Most fields may not be changed if owned by the base package.

Enter a unique M aintenance Object name and Description. Owner indicates if this business object is owned by the base
package or by your implementation (Customer M odification).

IMPORTANT: If you introduce a new maintenance object, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Service Name is the name of the internal service associated with the maintenance object.

Click the View XML hyperlink to view the XML document associated with the maintenance object service in the Service
XML Viewer.

Click the View M O hyperlink to view the definition of the maintenance object in the Maintenance Object Viewer.
The grid displays the following for each table defined under the maintenance object:
» Tableis the name of a given table maintained as part of the maintenance object.

» Table Role defines the table's place in the maintenance object hierarchy. Only one Primary table may be specified
within a maintenance object, but the maintenance object may contain many Child tables.

» Parent Constraint 1D specifies the constraint used to link the table to its parent table within the maintenance object
table hierarchy.

* Owner indicates if this is owned by the base package or by your implementation (Customer M odification).
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Maintenance Object - Options

Use this page to maintain a maintenance object's options. Open this page using Admin > Database > Maintenance
Object and then navigate to the Optionstab.

Description of Page
The options grid allows you to configure the maintenance object to support extensible options.
Select the Option Type drop-down to define its Value. Detailed Description may display additional information on the
option type.
Set the Sequenceto 1 unless the option can have more than one value.
Owner indicates if this is owned by the base package or by your implementation (Customer M odification).
NOTE: You can add new option types. Your implementation may want to add additional maintenance option types.

For example, your implementation may have plug-in driven logic that would benefit from a new type of option. To do
that, add your new values to the customizable lookup field MAINT_OBJ_OPT_FLG.

Maintenance Object - Algorithms

Use this page to maintain a maintenance object's algorithms. Open this page using Admin > Database> Maintenance
Object and then navigate to the Algorithmstab.

Description of Page

The Algorithms grid contains algorithms that control important functions for instances of this maintenance object. You

must define the following for each algorithm:

* Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. You can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

 Ifthe algorithm is implemented as a script, a link to the Script is provided. Refer to Plug-in Scripts for more
information.

* Owner indicates if this is owned by the base package or by your implementation (Customer M odification).
The following table describes each System Event.

System Event Optional / Required Description

Audit Optional Algorithms of this type are called to notify
of any changes to the maintenance object's
set of tables. These algorithms are invoked
just before the commit at the end of a logical
transaction. The system keeps track of what
records are added or changed in the course of
a transaction and all MO audit algorithms are
executed in order of when each record was
first added or updated.

Click here to see the algorithm types available
for this system event.

Determine BO Optional Algorithm of this type is used to determine the
Business Object associated with an instance
of the maintenance object. It is necessary to
plug in such an algorithm on a Maintenance
Object to enable the business object rules
functionality.
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System Event Optional / Required Description
The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

ILM Eligibility Optional Algorithms of this type are used for
maintenance objects that are enabled for
object erasure forInformation Lifecycle
Management. They are used to review
records that have reached the maximum
retention days and evaluate if they are ready
to be archived.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Information Optional We use the term "Maintenance Object
Information" to describe the basic information
that appears throughout the system to
describe an instance of the maintenance
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Manage Erasure Schedule Optional Algorithms of this type are used for
maintenance objects that are enabled for
object erasure, which is a measure to protect
Data Privacy. They are triggered when certain
system events occur for those objects. The
algorithms are used to determine if the record
needs to be scheduled for erasure and, if so,
create or maintain an entry for the record in
the Object Erasure Schedule.

Click here to see the algorithm types available
for this system event.

Revision Control Optional An algorithm of this type is used to enforce
revision control rules when an object is added,
changed or deleted. The maintenance object
service calls the plug-in once before the
object is processed and once more after
applying all business object rules. This allows
revision rules to take place in proper revision
timings.

Click here to see the algorithm types available
for this system event.

Transition Optional The system calls algorithms of this type
upon each successful state transition of a
business object as well as when it is first
created. These are typically used to record
the transition on the maintenance object's log.

Note that most base maintenance objects are
already shipped with an automatic logging

of state transitions. In this case you may use
these algorithms to override the base logging
functionality with your own. Refer to State
Transitions are Audited for more information.

Oracle Utilities Customer Care and Billing Administrative User Guide « 113


dataDictionary?type=algentity&name=F1BO
dataDictionary?type=algentity&name=F1IL
dataDictionary?type=algentity&name=F1MI
dataDictionary?type=algentity&name=F1ME
dataDictionary?type=algentity&name=F1RC

System Event Optional / Required Description
Click here to see the algorithm types available
for this system event.

Transition Error Optional The system calls this type of algorithm when
a state transition fails and the business object
should be saved in its latest successful state.
The algorithm is responsible for logging the
transition error somewhere, typically on the
maintenance object's log.

Notice that in this case, the caller does NOT
get an error back but rather the call ends
successfully and the exception is recorded
somewhere, as per the plug-in logic.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

NOTE: You can inactivate algorithms on Maintenance Objects. Your implementation may want to inactivate

one or more algorithms plugged into the base maintenance object. To do that, go to the options grid on Maintenance
Object - Options and add a new option, setting the option type to | nactive Algorithm and setting the option value to the
algorithm code.

Maintenance Object - Maintenance Object Tree

You can navigate to the Maintenance Object Tree to see an overview of the tables and table relationships associated with
the maintenance objects.

Description of Page

This page is dedicated to a tree that shows the maintenance object's tables as well as business objects, if you have defined
any. You can use this tree to both view high-level information about these objects and to transfer to the respective page in
which an object is maintained.

Defining Valid Values

The product provides several options for defining valid values for a column on a table:

* Lookup
» Extendable Lookup
» Control Table

The following provides more information about the functionality of each of the options available for defining valid values
for a column.

Lookup

The simplest mechanism for defining valid values for a column on a table is via the Lookup table. This is sometimes
referred to as a “simple” lookup to distinguish it from an extendable lookup (described below). Using the lookup table, you
can define valid values and their descriptions. When choosing a valid value that is defined by a lookup, a dropdown UI
metaphor is used.

The following highlights functionality related to lookups:

» Lookups are associated with a Field. The field is defined as a character data type with an extended data type of Flag. The
field’s label serves as the description for the prompt to select the valid value.
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* The lookup code is limited to four characters and must be all uppercase. If there is any functionality where a valid value
in the application must match valid values in an external system, the lookup table may not be the appropriate choice.

* The lookup table does not support additional attributes to be defined for each value. This option is only appropriate when
a simple code and description pair is needed.

* The product may also use Lookups to define valid values for functionality unrelated to a column on a table. For example,
an algorithm plug-in spot may define an input parameter that supports one or more valid values. The plug-in spot may
define the valid values using a lookup, allowing for a simple way to validate the value supplied when invoking the
algorithm and to document the valid values.

FASTPATH: For more information, refer to Defining Lookup Options.

Extendable Lookup

The extendable lookup provides a way of defining valid values for a column with additional capabilities that are not
supported using the Lookup table. When choosing a valid value that is defined by an extendable lookup, a dropdown UI
metaphor is used.

The following highlights functionality related to extendable lookups:
» Each Extendable Lookups is defined using a business object.

* A field should be defined for the extendable lookup code. The field defines the label for the lookup code and defines
the size of the lookup code. The size is determined based on the business use case. In addition, there are standard fields
included in all extendable lookups, including a description, detailed description and an override description (so that
implementations can override the description of base delivered values).

* The extendable lookup may define additional information for each value if warranted by the business requirement. See
Additional Attributes for technical information about additional attributes.

FASTPATH: For more information, refer to Defining Extendable Lookups.

Control Table

There may be scenarios where a list of valid values warrants a standalone maintenance object, which is considered an
administrative or control table object. When choosing a valid value that is defined by a control, either a dropdown Ul
metaphor or a search metaphor is used, depending on how it has been designed.

The following points highlight some reasons why this option may be chosen:
* The records require a lifecycle such that BO status is warranted.

* The additional attributes are sophisticated enough that they warrant their own column definition rather than relying on
using CLOB or flattened characteristic. For example, if a list of information needs to be captured with several attributes
in the list and the information in the list needs to be searchable.

In this situation, if a product has provided a control table for this type of functionality, it will be documented fully

in the appropriate functional area. If an implementation determines that a custom control table is warranted, all the
standard functionality for a maintenance object is required: database tables, maintenance object metadata, appropriate
Java maintenance classes, portals, zones, etc. Refer to the Software Development Kit for more information. No further
information is provided in this section for this option.

Defining Lookup Options

Lookup fields may be used to define valid values for a column in a table or for other types of values like parameters to an
algorithm.
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FASTPATH: Refer to Defining Valid Values for some background information.

The base product provides many different lookup fields and their values as part of the product. The following points
highlight some functionality related to base-package lookups.

 Fields that are owned by the product will typically provide base lookup values. Implementations are not permitted to
remove base delivered lookup values. Implementations may be able to add custom values to base owned lookups. This is
controlled with the Custom switch on lookup.

*  When the custom switch is unchecked, it means that there is functionality controlled by the base values and an
implementation may not extend or customize this functionality. An example of this type of lookup is the Data Type
field on the Field table. The system supports a distinct list of data types and an implementation may not add additional
values.

*  When the custom switch is checked, it means that there is base functionality supplied for the base values but that an
implementation can extend the functionality by supplying their own values. An example of this type of lookup is the
Access Mode on Application Service. The product provides many values for the access mode lookup, representing
various actions a user may perform. Implementations may add their own values to this lookup. Documentation should
indicate when functionality may be extended and should highlight the lookup value that can be extended.

CAUTION: Important! If you introduce new lookup values, you must prefix the lookup value code with X or Y. If
you do not do this, there is a possibility that a future release of the application could introduce a new lookup value
with the name you allocated.

* There may be some scenarios where the product supplies a base field and base lookup field with no base lookup values
supplied. This occurs when the product doesn’t have any base functionality driven by the lookup values. Typically this
type of lookup is for information or categorization purposes. The configuration guide for the functional area associated
with the lookup should include a configuration step regarding defining values for this type of lookup.

* The description of base delivered values may be overridden by an implementation.

An implementation may also identify the need for defining a new lookup field with its values.

Lookup - Main
Select Admin > Database > L ookup to maintain lookup values.
Description of Page

Field Name is the name of the field whose lookup values are maintained in the grid. If you need to add a new lookup field,
you must first add the lookup field here, then navigate to the Field page to create a field with a data type of Character and
an extended data type of Flag.

Owner indicates if this lookup field is owned by the base package or by your implementation (Customer M odification).
This information is display-only.

Custom switch is used to indicate whether you are allowed to add valid values for a lookup field whose owner is not
Customer Modification.

o If this switch is turned on, you may add new values to the grid for system owned lookup fields.

 If this switch is turned off, you may not add, remove or change any of the values for system owned lookup fields, with
the exception of the override description.

This field is always protected for system owned lookup fields because you may not change a field from customizable to
non-customizable (or vice versa).

Java Field Name indicates the name of the field as it is referenced in Java code.

The grid contains the lookup values for a specific field. The following fields are visible:
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Field Value is the unique identifier of the lookup value. If you add a new value, it must begin with an X or Y (in order to
allow future upgrades to differentiate between your implementation-specific values and base-package values).

Description is the name of the lookup value that appears on the various transactions in the system
Java Value Name indicates the unique identifier of the lookup value as it is referenced in Java code.

Statusindicates if the value is Active or I nactive. The system does not allow | nactive values to be used (the reason we
allow Inactive values is to support historical data that references a value that is no longer valid).

Detailed Description is the detailed description for a lookup value, which is provided in certain cases.
Override Description is provided if your implementation wishes to override the description of the value provided by the
product.

NOTE: If you wish the override descriptions of your lookup values to appear in the application viewer, you must
regenerate the data dictionary application viewer background process.

Owner indicates if this lookup value is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer Modification when you add lookup values to a field. This information is display-
only.

Defining Extendable Lookups

Extendable lookups are a way of defining valid values that are more sophisticated than simple lookups.

FASTPATH: Refer to Defining Valid Values for some background information.

The base product provides extendable lookups as part of the product. The following points highlight some functionality
related to base-package extendable lookups.

* The base product may supply base extendable lookup values. Implementations are not permitted to remove base
delivered extendable lookup values. It is also possible that implementations may be able to add custom values to base
owned lookups. If an implementation is not permitted to add lookup values to the base extendable lookup, the extendable
lookup’s business object will include validation to prevent this. There is no equivalent of the Custom switch that is on the
lookup field.

* There may be some scenarios where the product supplies a base extendable lookup with no base lookup values
supplied. This occurs when the product doesn’t have any base functionality driven by the extendable lookup values. The
configuration guide for the functional area associated with the extendable lookup should include a configuration step
regarding defining values for this type of extendable lookup.

* The description of base delivered values may be overridden by an implementation.
Open this page using Admin > General > Extendable L ookup.

You are brought to the Extendable L ookup Query where you need to search for the extendable lookup object (i.e., its
business object).

Once you have found the appropriate extendable lookup, select the value and you are brought to a standard All-in-One
portal that lists the existing lookup values for the extendable lookup. The standard actions for an All-in-One portal are
available here.

Extendable Lookup Advanced Topics

This section provides some addition technical information about extendable lookup attributes
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Defining Additional Attributes

The product provides a few different ways to define additional values for an extendable lookup. Some of the methods are
only relevant for base delivered lookup values as they may impact whether or not an implementation can update the values.

The following table highlights the options available and some summary information about what the option provides.

Option Brief Description Extendable Lookup Value Base Delivered Value
Searchable by this Attribute? Modifiable?
Element mapped to BO_DATA_ The element is mapped to a No Yes
AREA CLOB field that allows for base
delivered values to be modified.
Element mapped to BASE_BO_ The element is mapped to a No No
DATA_AREA CLOB field that does not allow
for base delivered values to be
modified.
Flattened characteristic The element is defined using Yes No

the flattened characteristic
mechanism.

The following points highlight information from the table above:

* The decision of defining an additional attribute using a CLOB mapping or a flattened characteristic will depend on

whether the functionality expects that the lookup value is known when the attribute is needed (in which case a CLOB
mapping is appropriate) or if the functionality expects to determine the lookup value based on the attribute (in which
case, a flattened characteristic is appropriate).

When the base product defines an extendable lookup with additional attributes and intends to provide base extendable
lookup values, it needs to determine whether or not implementations may update the additional attribute or not.

* Ifno and the value is mapped to a CLOB, it will map the value to the BASE BO DATA_AREA column. This
means that implementations will receive an owner mismatch error when attempting to change the value. In addition,
upgrading to a new release will replace the value with the base value.

» Ifyes and the value is mapped to a CLOB, it will map the value to the BO DATA AREA column. This means that
implementations will be able to change the value for a base owned record. In addition, upgrading to a new release will
not make any changes to the value.

» For values mapped to a characteristic, the product does not support an implementation changing the value of a
base delivered record. If the product would like to support an implementation overriding this type of value, the
business object will need to be designed with a corresponding "override" element (also a flattened characteristic),
similar to how the product supplies an Override Description field to support an implementation overriding the base
product delivered description for a base value. This element will not be delivered with any value and will allow an
implementation to populate that value.

NOTE: Note that in this situation, the product functionality that uses this value must cater for the override value.

All of this detail is only relevant for base provided extendable lookup values. If an implementation adds custom values
for a base supplied extendable lookup, all the additional attributes may be populated as appropriate.

If an implementation defines a custom extendable lookup business object and wants to define an additional attribute
using a CLOB, it doesn't matter which CLOB column is used. Both BO_ DATA AREA and BASE BO DATA AREA
provide the same functionality for custom business objects.
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Capturing a Password

If an extendable lookup includes configuration of a password for some functionality, the system supports automatic
encryption of the password value if the schema maps the password to a characteristic using the characteristic type F1-PWD.
Refer to the business object F1-FileStor age for an example of such a configuration.

The Big Picture Of Audit Trails

The topics in this section describe one way of auditing changes in the system. Note that this technique has limitations and
may not be the best option for all situations.

» This functionality is configured at the table and field level. Many base maintenance objects use an XML or CLOB field
to capture one or more elements using XML format, configured using a BO schema. This auditing technique is not able
to capture changes to individual elements. It can only capture overall changes to the single field. The BO Audit plug-in is
a better option for auditing changes to individual elements with the CLOB / XML field.

* The base table provided for supporting audits limits the field size of the before and after values to 254 bytes.

* Auditing is captured for each field. In some cases it is prefered to capture a before and after image for several fields at
once. For example, if an address is changed, it’s nore user friendly to capture the before and after for the full address
rather than the individual address components. The BO Audit plug-in allows for capturing a single audit record for
multiple elements rather than granular changes for each element.

The subsequent topics highlight how to enable auditing for fields, and describe the auditing queries that you can use to view
audit records.

Captured Information

When auditing is enabled for a field, the following information is recorded when the field is changed, added and/or deleted
(depending on the actions that you are auditing for that field):

» UserID

* Date and time

* Table name

* Row's prime key value

* Field name

» Before image (blank when a row is added)
» After image (blank when a row is deleted)

* Row action (add, change, delete)

How Auditing Works

You enable auditing on a table in the table's meta-data by specifying the name of the table in which to insert the audit
information (the audit table) and the name of the program responsible for inserting the data (the audit trail insert program).
Then you define the fields you want to audit by turning on each field's audit switch in the table's field meta-data. You can
audit fields for delete, insert and update actions.

Once auditing is enabled for fields in a table, the respective row maintenance program for the table assembles the list of
changed fields and calls the audit trail insert program. If any of the changed fields are marked for audit, the audit program
inserts audit rows into the audit table.
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NOTE: Customizing Audit Information. You may want to maintain audit information other than what is described in
Captured Information or you may want to maintain it in a different format. For example, you may want to maintain audit
information for an entire row instead of a field. If so, your implementation team can use the base audit program and base
audit tables as examples when creating your own audit trail insert program and audit table structures.

The Audit Trail File

Audit log records are inserted in the audit tables you define. The base product contains a single such table (called CI
AUDIT ). However, the base audit insert program is designed to allow you to use multiple audit tables.

If you want to segregate audit information into multiple tables, you must create these tables. Use the following guidelines
when creating new audit tables (that use the base delivered audit insert program):

* The new audit tables must look identical to the base table (CI_AUDIT).

» The new tables must be prefixed with CM (e.g., CM_AUDIT_A, CM_AUDIT_B, etc.). An appropriate java table name
must be defined and an * impl.java program for that java table name must be defined.

* The name of the new table must be referenced on the various tables whose changes should be logged in the new table.
NOTE: It's important to note if you use your own tables (as opposed to using the base package table called Cl_

AUDIT), the SQL used to insert and access audit trail records in the base delivered audit program is dynamic.
Otherwise, if the base package's table is used, the SQL is static.

How To Enable Auditing

Enabling audits is a two-step process:

 First, you must turn on auditing for a table by specifying an audit table and an audit trail insert program.
» Second, you must specify the fields and actions to be audited for the table.

The following topics describe this process.

Turn On Auditing For a Table

In order to tell the system which fields to audit, you must know the name of the table on which the field is located. You
must specify the audit table and the audit trail insert program for a table in the table's meta-data.

NOTE: Most of the system's table names are fairly intuitive. For example, the user table is called SC_USER, the
navigation option table is called CI NAV_OPT, etc. If you cannot find the table using the search facility on the Table
Maintenance page, try using the Data Dictionary. If you still cannot find the name of the table, please contact customer
support.

To enable auditing for a table:

» Navigate to the Table maintenance page and find the table associated with the field(s) for which you want to capture
audit information.

» Specify the name of the Audit Table.
NOTE: Specifying the Audit Table. You can use the audit table that comes supplied with the base package ( Cl_

AUDIT) to audit multiple tables and fields. All the audit logs are combined in a single table ( CI_AUDIT). However,
you can also have a separate audit table for each audited table. Refer to The Audit Trail File for more information.
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dataDictionary?type=TABLE&name=CI_AUDIT
dataDictionary?type=TABLE&name=CI_AUDIT
dataDictionary?type=TABLE&name=CI_AUDIT
dataDictionary?type=TABLE&name=SC_USER
dataDictionary?type=TABLE&name=CI_NAV_OPT

» Specify the name of the Audit Program . The product provides two programs.
com.splwg.base.domain.common.audit.Default TableAuditor is a standard table audit program. In addition
com.splwg.base.domain.common.audit.M odified T ableAuditoris supplied as an alternative. This program does not
audit inserts or deletes of empty string data.

CAUTION: By default, none of a table's fields are marked for audit. Even though you have enabled auditing for a table,
you must still specify the fields and actions on those fields to be audited (see below).

Specify The Fields and Actions To Be Audited

The system only audits actions (insert, update and delete) made to fields that you want audited.

To specify the fields and actions to be audited:

» Navigate to the Table - Table Field maintenance page for a table on which you have enabled auditing.

» For each field you want to audit, specify the actions you want to audit by turning on the Audit Delete, Audit Insert and
Audit Update switches as appropriate.

NOTE: You can also turn on the audit switches using the Field grid at the bottom of the Table maintenance page.

CAUTION: Audit Program Caching! The audit program from the table meta-data is read into a program cache on the
application server whenever the date changes or when the server starts. If you implement new auditing on a table, your
audit trail does not become effective until this program cache is reloaded. In other words, new audits on tables where
the audit program was not previously specified do not become effective until the next day (or the next restart of the
application server). However, if you change the fields to be audited for a table where the audit program is already in the
cache, your changes are effective immediately.

Audit Queries

There are two queries that can be used to access the audit information.

Audit Query by User

This transaction is used to view changes made by a user that are stored on a given Audit Trail File.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

Navigate to this page by selecting Admin > Database > Audit Query By User.
Description of Page

To use this transaction:

* Enter the User I1D of the user whose changes you wish to view.

* Enter the name of the table on which the audit trail information is stored in Audit Table. Refer to The Audit Trail File
for more information about this field.

NOTE: Default Note. If only one audit table is used to store audit trail information, that table is defaulted.

» Specify a date and time range in Created between to restrict the records that result from the query.
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NOTE: Default Note. The current date is defaulted.

* Click the search button to display all changes recorded on a specific audit table associated with a given user.
Information on this query is initially displayed in reverse chronological order.

The following information is displayed in the grid:

* Row Creation Date is the date and time that the change was made.

» Audited Table Name contains the name of the table whose contents were changed.

* Primary Key is the prime key of the row in the Audited Table whose contents where changed.

» Audited Field Name is the name of the field that was changed.

« Audit Action indicates whether the row action was Add, Change or Delete.

» Field Value Before Update contains the content of the field before the change. This column is blank if information was
Added.

» Field Value After Update contains the content of the field after the change. This column is blank if information was
Deleted.

Audit Query by Table / Field / Key

This transaction is used to view audited changes made to a given table.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

This transaction can be used in several different ways:

* You can view all audited changes to a table. To do this, enter the Audited Table Name and leave the other input fields
blank.

* You can view all audited changes to a given row in a table (e.g., all changes made to a given user). To do this, enter the
Audited Table Name and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

* You can view all audited changes to a given field in a table (e.g., all changes made to all customers' rates). To do this,
enter the Audited Table Name and the Audited Field Name.

* You can view all audited changes to a given field on a specific row. To do this, enter the Audited Table Name, the
Audited Field Name, and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

Navigate to this page by selecting Admin > Database> Audit Query By Table/Field/Key.

Description of Page

To use this transaction:

 Enter the name of the table whose changes you wish to view in Audited Table Name.

» If you wish to restrict the audit trail to changes made to a specific field, enter the Audited Field Name.

» Ifyou wish to restrict the audit trail to changes made to a given row, enter the row's prime key (the row's prime key is
entered in the field(s) beneath Audited Field Name). These fields are dynamic based on the Audited Table Name.

» Specify a date and time range in Created between to restrict the records that result from the query.

NOTE: The current date is defaulted.

* Click the search button to display all changes made to this data.

Information on this query is initially displayed in reverse chronological order by field.
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The following information is displayed in the grid:

» Create Date/Timeis the date / time that the change was made.

* User Nameis the name of the person who changed the information.

* Primary Key is the prime key of the row in the Audited Table whose contents where changed.
» Audited Field Name is the name of the field that was changed.

» Audit Action indicates whether the row action was Add, Change or Delete.

» Value Before Update contains the content of the field before the change. This column is blank if information was
Added.

» Value After Update contains the content of the field after the change. This column is blank if information was Deleted.

Bundling

The topics in this section describe the bundling features in the application.

About Bundling

Bundling is the process of grouping entities for export or import from one environment to another.

For example, you might export a set of business objects and service scripts from a development environment and import
them into a QA environment for testing. The group of entities is referred to as a bundle. You create export bundles in the
source environment; you create import bundles in the target environment.

Working with bundles involves the following tasks:

* Configuring entities for bundling if they are not preconfigured

* Creating an export bundle, which contains a list of entities to be exported from the source environment
* Creating an import bundle to import those entities to the target environment

* Applying the import bundle, which adds or updates the bundled entities to the target environment

Sequencing of Objects in a Bundle
Bundle entities are added or updated to the target environment in the sequence defined in the bundle
Typically, the sequence of entities does not matter. However, sequence is important in the following situations:

 Entities that are referenced as foreign keys should be at the top of the sequence, before the entities that reference them.
Specify zones last, as they typically contain numerous foreign key references.

*  When importing a business object, specify the business object first, then its plug-in scripts, then the algorithms that
reference the scripts, and then the algorithm types that reference the algorithms.

*  When importing a portal and its zones, specify the portal first and then its zones.
¢ When importing a multi-query zone, specify the referenced zones first and then the multi-query zone.
* Always specify algorithms types before algorithms.

You can specify the sequence when you define the export bundle or when you import the bundle to the target environment.
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Recursive Key References

Recursive foreign keys result when one object has a foreign key reference to another object that in turn has a foreign key
reference to the first object.

For example, a zone has foreign keys to its portals, which have foreign keys to their zones. If the objects you want to bundle
have recursive relationships, you must create a 'bundling add' business object that has only the minimal number of elements
needed to add the entity. A bundling add business object for a zone contains only the zone code and description, with no
references to its portals. In the same way, a bundling add business object for a portal defines only its code and description.

When you apply the bundle, the system initially adds the maintenance object based on the elements defined in the bundling
add business object. Before committing the bundle, the system updates the maintenance object with the complete set of
elements based on its physical business object.

Note that use of the bundling add BO also benefits records that have optional foreign keys or foreign keys that are part of a
child table. That way the person creating the bundle does not have to worry about the sequence of the records. For example,
an FK Reference may optionally reference a zone for searching. If a new FK Reference and its search zone are bundled
together to copy to another region, the bundling add BO for FK Reference (which doesn’t include the Zone) ensures that the
FK reference could be added before the zone without getting any validation errors.

Owner Flags on Bundled Entities
The owner flag of the entities in an import bundle must match the owner flag of the target environment.

If you need to import objects that your source environment does not own, you must replace the owner flag in the import
bundle with the owner flag of the target environment.

Configuring Maintenance Objects for Bundling

All base package meta-data objects are pre-configured to support bundling. All other objects must be manually configured.

If a base package maintenance object is pre-configured for bundling, the Eligible For Bundling option will be set to "Y" on
the Options tab for the maintenance object.

To configure other objects for bundling, review the configuration tasks below and complete all those that apply:

Configuration Task Scope of Task

Make maintenance objects eligible for bundling All objects to be included in the bundle.

Add a foreign key reference All objects to be included in the bundle.

Create a physical business object All objects to be included in the bundle.

Create a bundling add business object Only needed if there are objects with recursive or optional foreign key
references.

Add the Current Bundle zone All objects, if you want the Current Bundle zone to appear on the
maintenance object's dashboard. This is not required by the bundling
process.

Create a custom Entity Search zone and add it to the Bundle Export All objects, if you want them to be searchable in the Bundle Export

portal portal. This is not required by the bundling process.

Making Maintenance Objects Eligible for Bundling
The "Eligible For Bundling" maintenance object option must be set to "Y" for all bundled objects.
To make maintenance objects eligible for bundling:

1. Go to the Maintenance Object page and search for the maintenance object.
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2. On the Options tab, add a new option with the type Eligible For Bundling.
3. Set the value to "Y" and click Save.

Adding a Foreign Key Reference

Each maintenance object in a bundle must have a foreign key reference. Bundling zones use the foreign key reference to
display the standard information string for the maintenance object.

To add a foreign key reference to the maintenance object:
1. Navigate to FK Reference and set up a foreign key reference for the primary table of the maintenance object.
2. Navigate to Maintenance Object and search for the maintenance object.

3. On the Option tab, add a new option with the type Foreign Key Reference. The value is the name of the foreign key
reference you just created.

Creating a Physical Business Object

Each maintenance object in a bundle must have a physical business object. The physical business object's schema represents
the complete physical structure of the maintenance object, and includes elements for all fields in the maintenance object's
tables. The bundling process uses this schema to generate the XML for the import bundle.

To create a physical business object for the maintenance object:
1. Navigate to Business Object and specify the maintenance object.

2. Click Generatein the BO Schema dashboard zone to generate a schema that looks like the physical structure of the
maintenance object.

Save the physical business object.
4. Navigate to Maintenance Object and search for the maintenance object.

5. On the Option tab, add a new option with the type Physical Business Object. The value is the name of the physical
business you just created.

Creating a Bundling Add Business Object

If the objects to be bundled have recursive foreign key references, optional foreign key references or child tables that
include foreign key references, create a bundling add business object to avoid problems with referential integrity.

To create a bundling add business object:
1. Navigate to Business Object and specify the maintenance object.

2. Click Generatein the BO Schema dashboard zone to generate a schema that looks like the physical structure of the
maintenance object.

Remove all child tables and all elements that are not required.
Save the business object.

Navigate to Maintenance Object and search for the maintenance object you want to bundle.

o o M w

On the Option tab, add a new option with the type Bundling Add BO. The value is the name of the bundling add
business object you just created.
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Adding the Current Bundle Zone

If you want the Current Bundle zone to appear on the maintenance object's dashboard, you must add the Current Bundle
zone as a context-sensitive zone for the maintenance object.

To add the Current Bundle zone to the maintenance object:

1.
2.

Navigate to Context Sensitive Zone and search for the navigation key for the maintenance object.

Add the Current Bundle zone FI-BNDLCTXT, to that navigation key.

Adding a Customized Entity Search Query Zone to the Bundle Export Portal

If you want the maintenance object to be searchable in the Bundle Export portal, you must first create an entity-specific
query zone to search for the maintenance object. Then you must create a customized entity search zone that references this
new query zone. Finally, you must add the customized entity search zone to the Bundle Export portal.

To make the maintenance object searchable:

1.

3.

4,

Create an entity-specific query zone to search for the maintenance object:

a) Navigate to Zone and search for one of the base query zones, such as the Algorithm Search zone F1-BNALGS.
b) Click the Duplicate button in the page actions toolbar.

c) Enter a name for the new zone.

d) Click Save.

e) Locate the User Filter parameter in the parameter list. Add SQL to search for the maintenance object(s) you want to
appear in the zone.

f) Save the query zone.
Create a customized entity search zone:

This step only needs to be done once. If you already have a customized search zone in the Bundle Export portal go to
step 3

a) Navigate to Zone and search for the F1-BNDLENTQ Entity Search zone.

b) Duplicate this zone (as described above).

c) Remove any references to base query zones.

Add the new entity-specific query zone to the customized entity search zone:

a) Locate the customized entity search zone for your Bundle Export portal. This is the zone created in Step 2.

b) Locate the Query Zone parameter in the parameter list. Add the name of the query zone you created in Step 1.
c) Save the entity search zone.

Add the customized entity search zone to the Bundle Export portal:

This step needs to be done only once.

a) Navigate to Portal and search for the Bundle Export portal, FIBNDLEM.

b) In the zone list, add the entity search zone you created in Step 2. (Add the new zone after the base entity search
zone).

c) Save the portal.
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Working with Bundles

Use the Bundle Export portal to create an export bundle. The export bundle contains a list of entities to be exported from
the source environment. When you are ready to import the objects, use the Bundle Import portal to import the objects to the
target environment.

Creating Export Bundles

An export bundle contains a list of entities that can be imported into another environment.
To create an export bundle:

1. Log on to the source environment from which objects will be exported.

2. Select Admin > Implementation Tools> Bundle Export > Add.

3. Complete the fields in the Main section to define the bundle's basic properties.

NOTE: You can use the Entities section to add bundle entities now, or save the bundle and then add entities as
described in step 5.

4. Click Saveto exit the Edit dialog. The export bundle status is set to Pending.
5. While an export bundle is in Pending state, use any of the following methods to add entities to the bundle:

a) Use the Entity Search zone on the Bundle Export portal to search for entities and add them to the bundle. If an
entity is already in the bundle, you can remove it.

b) To import entities from a .CSV file, click Edit on the Bundle Export portal, and then click CSV Fileto Upload.
Specify the file name and location of the .CSV file containing the list of entities. Click Submit to upload the file,
and then click Save to save the changes.

c) Use the Current Bundle zone in the dashboard of the entity you want to add. (All entities that are configured to
support bundling display a Current Bundle zone). This zone displays a list of all pending export bundles to which
you can add the entity.

d) When you check an entity into revision control, specify the export bundle on the Revision I nfo dialog.

6. When you have added all entities, click Bundle in the Bundle Actions zone on the Bundle Export portal. The export

bundle state is set to Bundled and the Bundle Details zone displays the XML representation of every entity in the
bundle.

NOTE: The owner flags of the entities in the bundle must match the owner flag of the bundle itself. If the owner
flags do not match, the system displays a warning message. Click OK to continue or Cancel to abort the bundle.
If you click OK, you will need to resolve the owner flag discrepancy before you import the bundle to the target
environment.

7. Copy the XML from the Bundle Detail zone to the clipboard (or to a text file). You can now create an import bundle
and apply it to the target environment.

NOTE: If you need to make additional changes to the bundle, you must change the bundle state by selecting the
Back to Pending button in the Bundle Actions zone.
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Creating and Applying Import Bundles
Import bundles define a group of entities to be added or updated in the target environment.

Before you create an import bundle, you must have already created an export bundle, added entities, and set the bundle's
state to Bundled.

To create an import bundle and apply it to the target environment:

1. Ifyou have not already copied the XML from the export bundle, do so now:

a) Select Admin > Implementation Tools> Bundle Export and search for the bundle.
b) Copy the XML from the Bundle Detail zone to the clipboard (or to a text file).

Log on to the target environment.

Select Admin > Implementation Tools> Bundle Import > Add.

In the Bundle Actions zone, click Edit XML.

Paste the contents of the clipboard (or text file if you created one) into the Bundle Detail zone.

o o M w N

Make any necessary changes to the XML and click Save. The status of the import bundle is set to Pending.

NOTE: Use caution when editing the XML to avoid validation errors.

7. To remove entities from the import bundle or change their sequence, click Edit. Enter your changes and click Save to
exit the Edit dialog.

8. When you are ready to apply the bundle, click Apply. The import bundle state is set to Applied and the entities are
added or updated in the target environment.

Editing Export Bundles

You can add or remove entities from an export bundle when it is in Pending state. You can also change the sequence of
entities.

To edit to an export bundle that has already been bundled, you must change the bundle state by selecting the Back to
Pending button on the Bundle Export portal.

To edit a pending export bundle:
1. Open the bundle in edit mode.
2. Click Edit on the Export Bundle portal.

3. Make any necessary changes on the edit dialog and then click Save.

Editing Import Bundles

You can remove entities from an import when it is in Pending state. You can also change the sequence of entities and edit
the generated XML.

To edit a pending import bundle:
1. Open the bundle in edit mode.
2. To edit the XML snapshot, click Edit XML. Edit the XML code as needed, then click Save.

Oracle Utilities Customer Care and Billing Administrative User Guide « 128



NOTE: Use caution when editing the XML to avoid validation errors.

3. To remove entities or change their sequence, click Edit. Make any necessary changes and click Save.

Revision Control

The topics in this section describe the revision control features in the application.

About Revision Control

Revision control is a tool provided for the development phase of a project to allow a user to check out an object that is being
worked on. In addition, it captures the version of the maintenance object when users check in an update, maintaining a
history of the changes to the object.

If revision control is enabled for an object you must check out the object to change it. While the object is checked out no
one else can work on it. You can revert all changes made since checking out an object, reinstate an older version of an
object, recover a deleted object, and force a check in of an object if someone else has it checked out.

NOTE: Revision control does not keep your work separate from the environment. Because the metadata for
maintenance objects is in the central database, any changes you make to an object while it is checked out will be visible
to others and may impact their work.

Many of the maintenance objects used as configuration tools are already configured for revision control, but it is turned
off by default. For example, business objects, algorithms, data areas, Ul maps, and scripts are pre-configured for revision
control.

Turning On Revision Control
Revision control is turned off by default for maintenance objects that are configured for revision control.
To turn on revision control:
1. Add the base package Checked Out zone to the Dashboard portal.
a) Navigate to Portal.
b) Search for the portal CI DASHBOARD.
c) In the zone list for the Dashboard portal, add the zone F1-USRCHKOUT.
2. Setup application security.

For users to have access to revision control, they must belong to a user group that has access to the application service
F1-OBJREVBOAS.

3. Add the revision control algorithm to the maintenance object that you want to have revision control.
This step must be repeated for each maintenance object that you want to have revision control.
a) Go to the Maintenance Object page and search for the maintenance object that you want to have revision control.

b) On the Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.
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Configuring Maintenance Objects for Revision Control

Most configuration tool maintenance objects are pre-configured for revision control. You can configure other maintenance
objects for revision control, as well.

To configure other objects for revision control:

1. Create a physical business object for the maintenance object.

4,

A physical business object is one that has a schema with elements for all of the fields for the tables in the maintenance
object. Follow these steps to create a physical business object:

a) Navigate to Business Object and specify the maintenance object.

b) Use the BO Schema dashboard zone to generate a schema that looks like the physical structure of the maintenance
object.

c) Save the physical business object.

d) Go to the Maintenance Object page and search for the maintenance object for which you want to enable revision
control.

e) On the Optionstab of the maintenance object add a new option with the type Physical Business Object. The value
is the name of the physical business object that you just created.

Add a foreign key reference to the maintenance object.

The revision control zones will display the standard information string for the object based on the foreign key reference.
Follow these steps to create a foreign key reference:

a) Navigate to FK Reference and set up a foreign key reference for the primary table of the maintenance object.
b) Go to the Maintenance Object page and search for the maintenance object.

c) On the Optionstab of the maintenance object, add a new option with the type Foreign Key Reference. The value is
the name of the foreign key reference that you just created.

Add the Revision Control zone to the maintenance object.

a) Navigate to Context Sensitive Zone and search for the navigation key for the maintenance object.

b) Add the Revision Control zone, F1-OBJREVCTL, to that navigation key.

Add the revision control algorithm to the maintenance object.

a) Go to the Maintenance Object page and search for the maintenance object that you want to have revision control.

b) On the Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.

Working with the Revision Control Zones

You use two zones in the dashboard to work with revision controlled objects when revision control is turned on.

The Revision Control zone gives you several options for managing the revision of the currently displayed object. This
zone also shows when the object was last revised and by whom. This information is linked to the Revision Control Search
portal which lists all of the versions of the object.

Using the Revision Control zone you can:

Check out an object in order to change it.
Check in an object so others will be able to work on it.
Revert the object back to where it was at the last checkout.

Force a check in of an object that is checked out by someone else. You need special access rights to force a check in.
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* Delete an object.

The Checked Out zone lists all of the objects that you currently have checked out. Clicking on an object listed in this zone
will take you to the page for that object. The zone is collapsed if you have no objects checked out.

See Revision Control Search for more information about Check In, Force Check In, and Check Out one or more records
simultaneously.

Checking Out an Object

You must check out a revision controlled object in order to change it.

An object must have revision control turned on before you can check it out.

NOTE: When you first create or update an object a dialog box informs you that the object is under revision control. You
can select OK to check out the object and save your changes, or Cancel to stop the update.

1. Go to the object that you want to work on.

2. Select Check Out in the Revision Control dashboard zone.

Checking In an Object

You must check in a revision controlled object in order to create a new version of it. Checking in an object also allows
others to check it out.

1. Select a link in the Checked Out dashboard zone to go to the object that you want to check in.

2. Select Check In in the Revision Control dashboard zone.

3. Provide details about the version:
» Inthe External References field state the bug number, enhancement number, or a reason for the revision.
+ Inthe Detailed Description field provide additional details regarding the revision.

» Inthe Keep Checked Out box specify if you want to keep the object checked out. If you keep the object checked out
then your revision is a new version that you can restore later.

» Inthe Add To Bundlebox specify if the object belongs to a bundle.
4. Select OK to check in the object.

Reverting Changes

Reverting changes will undo any changes you made since you checked out an object.
To revert changes:

1. Go to the object that you want to revert.

2. Select Revert in the Revision Control dashboard zone.

3. In the confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Once reverted, the object can be checked out by another user.

Forcing a Check In or Restore

You can force a check in if an object is checked out by another user and that person is not available to check it in.
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You must have proper access rights to force a check in or restore.
To force a check in or restore:
1. Go to the object that is checked out by another user.

2. Select Force Check In or Force Restor e in the Revision Control zone.

The Force Check In option is the same as a regular check in. The Force Restor e option checks in the object and restores it
to the previously checked in version.

Deleting an Object

If revision control is turned on for an object, you must use the Revision Control zone to delete it.
The object must be checked in before it can be deleted.

To delete a revision controlled object:

1. Go to the object that you want to delete.

2. Select Delete in the Revision Control zone.

3. Provide details regarding the deletion.

4, Seclect OK to delete the object.

The system creates a revision record before the object is deleted so that the deleted object can be restored.

Restoring an Object
You can restore an older version of either a current object or a deleted object.
An object must be checked in before an older version can be restored.
To restore an object:
1. Go to the Revision History portal for the object.
If the object was deleted you must search for it by going to Admin > Implementation Tools> Revision Controal.
2. Select the desired entity by clicking the hyperlink in the Details column.
Locate the row in the version history that has the version that you want to restore and click Restore.

4. In the confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Working with the Revision Control Portal
The Revision Control portal lists information about each version of a revision controlled object.

You can navigate to the Revision Control portal from either a link in the Revision Control dashboard zone or by going to
Revision Control portal through Admin.

If you want to find the Revision History entry for an earlier version or deleted object, you must search for the object using
the Revision Control Search portal. Once you select the desired entry, you can restore a previous version of the object
clicking Restor e in the row for the version that you want to restore. You can also see the details of each version by clicking
the broadcast icon for that version.

See Working with Revision Control Zones for more information about tasks that can be performed through Revision
Control.
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Revision Control Search

The Revision Control Search portal allows users to search for entities that have a revision history. The Search By
dropdown provides additional functionality so that users can search for revisions that are associated to theirs or other’s user
ID. Users can also Check In, Force Check In, or Check Out one or more entities through this portal.

Zone Options

» Revision History Search allows the user to query for revised entities based on a combination of criteria.

In the User |D field, enter the user ID that is associated with a revision.
In the External Reference field, enter an ID from an external system and is associated with a revision.

In the Maintenance Object dropdown menu, select the Maintenance Object that is associated with a revision. The
options in this list are populated by the Maintenance Objects that are active to track revision.

Inthe Key 1, Key 2, Key 3, Key 4, Key 5 fields, enter the primary identifier(s) for the revised entity. Typically, the
entity only requires a single key, but some entities require more than one (for example, Oracle Utilities Customer Care
and Billing SA Type require CIS Division and SA Type).

In the Status dropdown menu, select the entity status for your search.

» Check In allows the user to search for entities currently checked out to the logged in user ID and a combination of
criteria. Once the search results are returned, the user has the option to select one or more entities and check them in.

In the Maintenance Object dropdown menu, select the Maintenance Object that is associated with a revision. The
options in this list are populated by the Maintenance Objects that are active to track revision.

In the Key field, enter the primary identifier(s) for the revised entity.

* Force Check In allows the user to search for entities that are currently checked out by other user IDs (excluding the
logged in user ID) based on a combination of criteria. Once the search results are returned, the user has the option to
select one or more entities and check them in.

In the Checked Out By User field, enter the user ID that has the entity in a Checked Out status.

In the Maintenance Object dropdown menu, select the Maintenance Object that is associated with a revision. The
options in this list are populated by the Maintenance Objects that are active to track revision.

In the Key field, enter the primary identifier(s) for the revised entity.

* Check Out allows the user to search for entities currently checked in user ID and a combination of criteria. Once the
search results are returned, the user has the option to select one or more entities and check them out.

In the Maintenance Object dropdown menu, select the Maintenance Object that is associated with a revision. The
options in this list are populated by the Maintenance Objects that are active to track revision.

In the Key field, enter the primary identifier(s) for the revised entity.

Please see Working with Revision Control Zones for more information about working with individual entities.

Information Lifecycle Management

Information Lifecycle Management (ILM) is designed to address data management issues, with a combination of processes
and policies so that the appropriate solution can be applied to each phase of the data’s lifecycle.

Data lifecycle typically refers to the fact that the most recent data is active in the system. As time progresses, the same data
becomes old and unused. Older data becomes overhead to the application not only in terms of storage, but also in terms

of performance. This older data’s impact can be reduced by using advanced compression techniques, and can be put into
slower and cheaper storage media. Depending on how often it’s accessed, it can be removed from the system to make an
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overall savings of cost and performance. The target tables for ILM are transactional tables that have the potential to grow
and become voluminous over time.

The Approach to Implementing Information Lifecycle Management

This section describes the product approach to implementing ILM for its maintenance objects (MOs).

NOTE: The term archiving is used to cover any of the possible steps an implementation may take in their data
management strategy, including compression, moving to cheaper storage, and removing the data altogether.

Age is the starting point of the ILM product implementation for some of its high volume data. In general "old" records are
considered eligible to be archived. In the product solution, maintenance objects (MOs) that are enabled for ILM have an
ILM Date on the primary table and the date is typically set to the record's creation date. (An MO may have special business
rules for setting this date, in which case, a different date may be used to set the initial ILM Date). For implementations that
want to use ILM to manage the records in the MO, the ILM date is used for defining partitions for the primary table.

There are cases where a record's age is not the only factor in determining whether or not it is eligible to be archived. There
may be some MOs where an old record is still 'in progress' or 'active' and should not be archived. There may be other MOs
where certain records should never be archived. To evaluate archive eligibility using information other than the ILM Date,
the ILM enabled MOs include an ILM Archive switch that is used to explicitly mark records that have been evaluated and
should be archived. This allows DBAs to monitor partitions based on age and the value of this switch to evaluate data that
may be ready to be archived.

Evaluating records to determine their archive eligibility should still occur on “old” records. The expectation is that a large
percentage of the old records will be eligible for archiving. The small number that may be ineligible could be updated with a
more recent ILM date. This may cause the records to move into a different partition and can delay any further evaluation of
those records until more time has passed.

For each MO enabled for ILM, the product provides a batch process to review “old” records and an ILM eligibility
algorithm that contains business logic to evaluate the record and mark it eligible for archiving or not. The following sections
provide more information about the batch process and algorithm functionality.

Batch Processes

There are two main types of batch processes that manage data for ILM in the application: ILM Crawler Initiator and
individual ILM Crawlers (one for each MO that is configured for ILM).

e ILM Crawler Initiator: (F1-ILMIN) - The ILM Crawler Initiator is a driver batch process that starts the individual
ILM Crawler batch control as defined by the MO’s options.

Restartable: In case of server failure, the ILM Crawler Initiator process can be restarted, which will also restart the ILM
Crawler processes.

* ILM Crawler: Each maintenance object that is configured for ILM defines an ILM Crawler. These are child batch
processes that can be started either by the ILM Crawler Initiator or by a standalone batch submission.
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Execute the ILM Crawler Initiator
batch process

The ILM Crawler Initiator batch process
instantiates the
ILM Crawler Batch processes

The ILM Crawler batch processes
execute ILM algorithms

The ILM algorithms
evaluate records and perform actions

The ILM Crawler batch process selects records whose retention period has elapsed and invokes the MO's ILM eligibility
algorithm to determine if the record is ready to be archived or not. The ILM eligibility algorithm is responsible for setting
the record's ILM archive switch to 'Y' and updating the ILM date, if necessary.

The retention period defines the period that records are considered active. It spans the system date and cutoff date
(calculated as system date - retention days).

The retention days of an MO is derived as follows:

» If the ILM Retention Days MO option is defined, that is used.

* Otherwise, the Default Retention Days from the ILM Master Configuration record is used.
An error is issued if no retention period is found.

The crawler calculates the cutoff date and selects all records whose ILM archive switch is 'N' and whose ILM date is prior
to the cutoff date. Each record returned is subject to ILM eligibility.

If the Override Cutoff Date parameter is supplied, it will be used instead of the calculated cutoff date. An error is issued

if the override cutoff date is later than the calculated cutoff date. This parameter is useful if an object has many years of
historic data eligible for archiving. Setting this parameter allows for widening the retention period and therefore limiting the
process to a shorter period for initial processing

NOTE: ILM Crawler batch processes are designed not to interfere with current online or batch processing. Because of
this, these batch processes can run throughout the day.

NOTE: Before passing the cut-off date to the algorithm, the ILM crawler ensures that the number of days calculated
(System Date — override cut-off date) is more than the retention period specified in the MO option or the Master
Configuration. If the number of days calculated islessthan the retention period specified on the MO option or the
Master Configuration, then it throws an error.
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Eligibility Algorithm

Algorithms are triggered by the ILM batch crawler for the maintenance object. The key responsibility of the ILM algorithm
is to determine whether a record can be marked as ready to be archived or not. If a record is determined to be ready for
archive, the algorithm should set the ILM Archive switch to Y. If not, the algorithm leaves the switch set to N and may

decide to update the ILM Date to something more recent (like the System Date) to ensure that the record does not get
evaluated again until the future.

This algorithm is plugged into the Maintenance Object — Algorithm collection.

Oracle Utilities Application Framework provides the algorithm ILM Eligibility Based on Status (F1-ILMELIG) to
support the ILM batch crawler. Refer to the algorithm type description for details about how this algorithm works. If a
maintenance object has special business rules that are evaluated to determine the eligibility for ILM, a custom algorithm can
be created and applied by the implementation team.

Enabling ILM for Supported Maintenance Objects

In order to enable ILM for one or more maintenance objects, several steps are needed in both the configuration and in the
database. This section describes some configuration enabled by default and some steps that must be taken in order to fully
implement ILM.

There is some configuration enabled by default, but it won’t be used unless ILM is fully configured. Each maintenance
object that the product has configured for ILM has the following provided out of the box:

» Special Table Columns: Maintenance objects that support ILM include two specific columns: ILM Archive Switch
(ILM_ARCH_SW) and ILM Date (ILM_DT).

» Crawler Batch Process: A "crawler" batch process is provided for each maintenance object that supports ILM and it is
plugged into the MO as an option. Refer to Batch Processes for more information.

* ILM Eligibility Algorithm: Each maintenance object that is configured for ILM defines an eligibility algorithm that
executes the logic to set the ILM Archive switch appropriately. This is plugged in to the MO algorithm collection.

If an implementation decides to implement ILM, there are steps that need to be followed, which are highlighted below.

Create the Master Configuration Record
The first step when enabling ILM is to create the ILM Configur ationmaster configuration record.

The master configuration for ILM Configuration defines global parameters for all ILM eligible maintenance objects. For
example, the Default Retention Period. In addition, your product may implement additional configuration. Refer to the
embedded help for specific details about the information supported for your product's ILM configuration.

In addition, the user interface for this master configuration record displays summary information about all the maintenance
objects that are configured to use ILM.

Confirm the Maintenance Objects to Enable

In viewing the list of maintenance objects that support ILM in the ILM master configuration page, your implementation
may choose to enable ILM for only a subset of the supported maintenance objects. For example, some of the maintenance
objects may not be relevant for your implementation. Or perhaps, the functionality provided by the maintenance object is
used, but your implementation does not expect a high volume of data.

For each maintenance object that your implementation has confirmed for ILM, the following steps should be taken:

* Determine if the maintenance object should have a different default retention days than the system wide value defined
on the master configuration. If so, use the MO option ILM Retention Period in Days to enter an override option for this
maintenance object.
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» Review the functionality of the ILM Eligibility algorithm provided by the product for this maintenance object. Each
algorithm may support additional configuration based on business needs. If your organization has special business rules
that aren't satisfied by the algorithm provided by the product, a custom algorithm may be provided to override the base
algorithm.

For each maintenance object that your implementation does not want to enable for ILM, inactivate the eligibility algorithm.
This will ensure that the ILM Crawler Initiator background process does not submit the crawler batch job for the
maintenance object in question.

* Go to the Maintenance Object - Algorithm tab for each maintenance object and take note of the ILM Eligibility
algorithm code.

* Go to the Maintenance Object - Option tab for the same maintenance object and add an option with an option type of
I nactivate Algorithm and the value set to the ILM eligibility algorithm noted in the previous step.

Database Administrator Tasks

In order to implement ILM for each of the maintenance objects determined above, your database administrator must
perform several steps in the database for the tables related to each MO. The following points are a summary of those steps.
More detail can be found in the Information Lifecycle Management section of your product's Database Administration
Guide.

» Initializing ILM Date: Your existing tables that are enabled for ILM may not have the ILM Date and ILM Archive
switch initialized on all existing records. When choosing to enable ILM, a first step is to initialize this data based on
recommendations provided in the DBA guide.

+ Referential Integrity: The recommended partitioning strategy for child tables in a maintenance object is referential
partitioning. In order to implement this, database referential integrity features must be enabled.

+ Partitioning: This provides a way in which the data can segregate into multiple table partitions and will help in better
management of the lifecycle of the data.

Schedule the ILM Crawler Initiator

The final step of enabling the system for ILM is to schedule the ILM crawler initiator F1-ILMIN regularly based on your
implementation’s need. It is recommended to only schedule this batch process once all the required database activities are
complete.

Ongoing ILM Tasks

For an environment where ILM is enabled, besides the periodic execution of the ILM crawler batch processes to review and
mark records, your database administrator has ongoing tasks.

The DBA reviews and maintains partitions and identifies partitions that may warrant some type of archiving step. The
Information Lifecycle Management section of your product's Database Administration Guide provides more information for
your DBA.

Archived Foreign Keys

If your DBA chooses to archive a partition, there may be records in the system that refer to one of the archived records as a
foreign key.

When a user attempts to view a record using a hyperlink or drill down mechanism, if the implementation of the navigation
uses FK Reference functionality, the system will first check if the record exists. If not, it will display a message to the user
indicating that the record has been archived.
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Configuration Tools

This section describes tools to facilitate detailed business configuration. The configuration tools allow you to extend both
the front-end user interface as well as create and define specialized back-end services.

Business Objects

A maintenance object defines the physical tables that are used to capture all the possible details for an entity in the system.
A business object is tool provided to further define business rules for a maintenance object.

This section provides an overview of business objects and describes how to maintain them.

The Big Picture of Business Objects

The topics in this section describe background topics relevant to business objects.

What Is A Business Object?

A business object (BO) is a powerful tool used throughout the system. For many maintenance objects, a BO is a key
attribute of the record used to define the data it captures, its user interface behavior and its business rules. Some business
objects support the definition of a lifecycle, capturing different states that a record may go through, allowing for different
business rules to be executed along the way. This type of business object is considered the “identifying” or “governing”
business object. We will see later that other types of BOs exist that are different from the “identifying” business object.

The use of business objects allows for extensibility and customization of product delivered maintenance objects. There are
many options to adjust the behavior of base delivered business objects. In addition, implementations may introduce their
own business objects if the base product delivered objects do not meet their business needs.

NOTE: Not all maintenance objects in the product support business objects as a “identifying” or “governing” tool. This
is the standard going forward for new maintenance objects. However, there are some maintenance objects created before
this became a standard.

A Business Object Has a Schema

A business object has elements. The elements are a logical view of fields and columns in one of the maintenance object’s
tables. The structure of a business object is defined using an XML schema. The main purpose of the schema is to identify
all the elements from the maintenance object that are included in the business object and map them to the corresponding
maintenance object fields. Every element in the BO schema must be stored somewhere in the maintenance object. The BO
may not define elements that are derived.

When defining elements for the primary table or the language table (for an administrative object) there is no need to define
the name of the physical table in the schema. The system infers this information. The following is a snippet of a schema:

<schema>
<m grationPl an mapFi el d="M GR_PLAN_CD"' suppress="true" isPrinmeKey="true"/>
<bo mapFi el d="BUS_OBJ_CD" fkRef="F1- BUSOB"/ >
<cust om zat i onOmer mapFi el d="ONNER_FLG' suppress="input"/>
<versi on nmapFi el d="VERS|I ON' suppress="true"/>
<descri pti on mapFi el d="DESCR'/ >
<l ongDescri pti on nmapFi el d="DESCRLONG'/ >

Many maintenance objects have child table collections (e.g., a collection of names for a person, or a collection of persons
on an account). Depending on the requirements, the business object may define the full collection such that the user will
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maintain the information in a grid. However, the schema also supports “flattening” records in a child table so that they can
be treated as if they were singular elements. The following are examples of each:

Example of a child table. This is a snippet of the Instructions collection on the migration plan business object. You can see
that the list attribute defines the child table and all elements within it map to the appropriate column in that table.
<m grationPl anl nstruction type="list" mapChild="F1_M GR _PLAN | NSTR'>
<m grationPl an mapFi el d="M GR_PLAN_CD' suppress="true"/>
<sequence mapFi el d="PLAN_| NSTR_SEQ' suppress="true"/>
<instructi onSequence nmapFi el d="1NSTR_SEQ'/ >
<instructionType nmapFi el d="1NSTR TYPE_FLG'/ >
<parent | nstructi onSequence mapFi el d="PARENT_| NSTR_SEQ'/ >
<busi nessbj ect mapFi el d="BUS_OBJ_CD" f kRef="F1-BOMO'/ >

Example of a simple “flattened” field. The business object for Status Reason includes an element called Usage, which maps
to a pre-defined characteristic of type F1-SRUSG. The “row” defines which child table is being flattened and the attributes
of the row in that child that uniquely identify it.
<usage ndFi el d="STATUS_ RSN _USAGE"' napFi el d="CHAR VAL" >
<row mapChi | d="F1_BUS OBJ_STATUS RSN CHAR'>
<CHAR _TYPE_CD i s="F1- SRUSG'/ >
<SEQ NUM i s="1"/>
</ r ow>
</ usage>

Example of a “flattened row”. This business object for Account includes a single row for the Person collection where only
the “financially responsible, main” customer is defined. The “accountPerson” attribute defines one field from that row
(the Person Id) and includes the ‘flattening’ criteria in the “row” information. In addition, a second field from that same
row (“accountRelType”) is defined. Instead of having to repeat the flattening criteria, the “rowRef” attribute identifies the
element that includes the flattening.
<account Per son mapFi el d="PER | D' >
<row mapChi | d="Cl _ACCT_PER" >
<MAI N CUST SWis="true"/>
<FI N_RESP_SW def aul t ="t rue"/ >
</ r ow>

</ account Per son>
<account Rel Type mapFi el d="ACCT_REL_TYPE_CD' rowRef ="account Person" dataType="string"/>

Example of a “flattened list”. The business object for Tax Bill Type includes an list of valid algorithms for “bill
completion”. The Sequence and the Algorithm are presented in a list. The list element identifies the child table and the
‘rowFilter’ identifies the information about the list that is common.
<taxBi || Conpl etion type="list" mapChil d="Cl_TAX BILL_TYPE ALG'>
<rowFil ter suppress="true" private="true">
<TAX_BI LL_TYPE_SEVT FLG i s="ClBC'/ >

</[rowFilter>

<sequence mapFi el d="SEQ NUM'/ >

<al gorit hm mapFi el d="ALG CD' fkRef="F1-ALG'/>

</taxBil | Conpl eti on>

In addition, many maintenance objects support an XML structure field within the entity. These fields may be of data type
CLOB or XML. One or more business object elements may be mapped to the MO's XML structure field. These elements
may be defined in different logical places in the business object schema based on what makes sense for the business rules.
When updating the MO, the system builds a type of XML document that includes all the elements mapped to the XML
structure and stores it in one column. The following is an example of elements mapped to an XML column:

<fil ePath ndFi el d="F1_FI LE_PATH' mapXM.="MST_CONFI G_DATA" required="true"/>
<char act er Encodi ng ndFi el d="F1_CHAR ENCODI NG' mapXM_=" MST_CONFI G_DATA"/ >

NOTE: If the MO’s XML structure field is of the data type XML, the database will allow searching for records based on
that data, assuming appropriate indexes are defined. If the MO’s XML structure field is of the data type CLOB, indexing
or joining to elements in this column via an SQL statement is not typically supported. Note that most MOs are currently
using the CLOB data type for the XML structure column, if provided.
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Some business objects may have child tables that allow data to be stored in an XML structure field. The schema language
supports defining elements from those fields in your schema as well.

Besides including information about the physical “mapping” of the element to its appropriate table / field location in
the maintenance object, the schema supports additional syntax to provide the ability to define basic validation and data
manipulation rules, including:

* Identifying the primary key of the record or the primary key of the a row in a list.
* Identifying which elements are required when adding or changing a record.
* Default values when no data is supplied on an Add.

» For elements that are lookup values, the lookup may be specified to validate that the value of the element is a valid
lookup value.

» For elements that are foreign keys to another table, the FK Reference may be specified to validate the data.

The system will check the validity of the data based on the schema definition obviating the need for any special algorithm to
check this validation.

In addition, the schema language may include some attributes that are used to auto-render the view of the record on the user
interface, such as the suppr ess attribute. Refer to BO Defines its User Interface for more information.

NOTE: Refer to Schema Syntax for the complete list of the XML nodes and attributes available to you when you
construct a schema.

A business object’s schema may include a subset of the fields and tables defined in the maintenance object. There are two
reasons for this:

» The fields or tables may not be applicable to the type of record the business object is governing. For example, a field that
is specific to gas may not be included on a Device business object that is specific to electric meters.

* The information is not maintained through the business object, but rather maintained separately. For example, many BO
based maintenance objects include a Log table. The records in the log table are typically not included the BO because
they are viewed and maintained separately from the business object.

A Business Object May Define Business Rules

A business object may define business rules that govern the behavior of entities of this type.

» Simple element-level validation is supported by schema attributes. Note that element-level validation is executed before
any maintenance object processing. For more sophisticated rules you create Validation algorithms and associate them
with your business object. BO validation algorithms are only executed after "core validation" held in the MO is passed.

* A Pre-Processing algorithm may be used to "massage" a business object's elements prior to any maintenance object
processing. For example, although simple element-level defaulting is supported by schema attributes. you may use this
type of algorithm to default element values that are more sophisticated.

» A Post-Processing algorithm may be used to perform additional steps such as creating a To Do Entry or add a log record
as part of the business object logical transaction. These plug-ins are executed after all the validation rules are executed.

* An Audit algorithm may be used to audit changes made to entities of this type.
Any time a business entity is added, changed or deleted, the system detects and summarizes the list of changes that took
place in that transaction and hands it over to Audit plug-ins associated with the business object. These plug-ins are
executed after all the post-processing rules are executed. It is the responsibility of such algorithms to log the changes if
and where appropriate, for example as a log entry or an entry in an audit trail table or an entry in the business event log

By default all elements of the business object are subject to auditing. You can however mark certain elements to be
excluded from the auditing process using the NoAudit schema attribute. Marking an element as not auditable will prevent
it from ever appearing as a changed element in the business object's audit plug-in spot. In addition, if the only elements
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that changed in a BO are ones marked to not audit, the audit algorithm is not even called. Refer to Schema Syntax for
more information on this attribute.

Refer to Business Object - Algorithms for more information on the various types of algorithms.

The system applies business object rules (schema based and algorithms) whenever a business object instance is added,
changed or deleted. This is only possible when the call is made via the maintenance object service. For example, when
made via business object interaction ("invoke BO"), the MO's maintenance page or inbound web services that reference

the BO. In addition the system must be able to determine the identifying business object associated with the actual object
being processed. If the business object cannot be determined for a maintenance object instance business object rules are not
applied.

NOTE:

Pre-Processing is special. The pre-processing algorithm plug-in spot is unique in that it only applies during a BO
interaction. It is executed prior to any maintenance object processing. It means that when performing add, change or
delete via the maintenance object service, the pre-processing plug-in is not executed.

CAUTION: Direct entity updates bypass business rules! As mentioned above, it is the maintenance object service layer
that applies business object rules. Processes that directly update entities not via the maintenance object service bypass
any business object rules you may have configured.

FASTPATH: Refer to BO Algorithm Execution Order for a summary of when these algorithms are executed with
respect to lifecycle algorithms.

The plug-in spots described above are available for all business objects and they are executed by the system when
processing adds or updates to the business object. It is possible for a specific maintenance object to define a special plug-
in spot for business objects of that MO. When this happens, the maintenance object identifies the special algorithm entity
lookup value as an MO option: Valid BO System Event, causing the BO Algorithm collection to include that system event
in its list.

A Business Object Defines its User Interface

One of the responsibilities of an identifying business object is to define its user interface rules for viewing and maintenance
of its record. The standard implementation for maintaining a business object is that a maintenance portal is used to display
a record. This portal includes a "map" zone that displays the information about the business object. To add or make changes
to a record, the user clicks a button that launches a maintenance BPA script which displays a maintenance "map".

The display and maintenance "maps" are driven by the business object. The BO may define a full Ul map where all the
information is displayed based on the map's HTML. Note that for a child BO, the maps may be inherited by a parent BO (or
any BO "up the chain").

The standard going forward is to use schema definition and UI Hints to define user interface behavior so that a full Ul map
is not needed but rather the HTML is derived. The schema language includes some basic display attributes such as label
and suppress. Ul hints provide many additional tags and elements that allow dynamic generation of formatted UI Maps.
For more complex behavior in the user interface, for example where javascript is needed, Ul map fragments may be defined
within the schema via Ul hints. In this way only complex UI behavior warrants small snippets of javascript and HTML.
However the rendering of standard fields can be dynamically rendered. Ul map fragments also allow for derived fields to be
included in the user interface.

A business object schema may include data areas for segments of its schema definition to allow for reusable components. In
this case the data area would also include schema attributes and UI hints for the elements that it is including.

NOTE: Refer to UI Hint Syntax for detailed information about the supported syntax.
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As mentioned in Business Object Inheritance, schemas are not inherited on a child business object. As such, when using Ul
hints for automatic UI rendering, the child BO must define the full schema with all the definitions. A good business object
hierarchy will be designed for reuse meaning that the child BO will include the parent BO schema or alternatively, the BO
schemas will include reusable data areas.

Invoking A Business Object

We have talked about defining a business object. This section describes how business objects are used throughout the
system to view, add and update records.

» Various parameters for zones that are used to display data in the system include support for retrieving data by referencing
a business object. The zone code will "invoke" the BO, meaning that the record will be retrieved using the referenced
BO.

» The system's scripting language includes a step type to "invoke BO". This allows for BPA scripts, service scripts and
plug-in scripts to retrieve information and add or update records using BO interaction.

» Inbound web services may reference a business object in its operations collection. This allows external systems to add or
update records in our product via web service interaction.

Often when configuring a zone or writing a script, the BO to use in the "invoke BO" statement should be the identifying
BO of the record. As such, often the script will include steps prior to the "invoke BO" step to "determine the identifying

BO of the record" and once the identifying BO is found, the script step will invoke that BO. Note that zones and inbound
web services reference a BO directly. In each case, if the BO to use should be dynamic, then the zone / inbound web service
should reference a service script that can perform the steps to identify the BO and then invoke that BO.

It should be noted however that the BO used in an "invoke BO" statement (or referenced in an inbound web service) does
not have to match the identifying BO for the record. Here are some examples of where this may be true:

* A script may only require a subset of elements for a record and not the entire record. In this case, it is better for
performance purposes to define a special BO (sometimes called a "lite" BO or a "mini" BO) that only defines the
needed elements. When the system retrieves the data, it will only access the tables that are included in the BO's schema
definition. In addition, if there are no elements that map to an XML structure field, the system will skip any parsing of
that column. Similarly, if a script is updating a subset of elements on a record, it may be beneficial to use a "mini" BO to
do the updates.

NOTE: Please note the following with respect to using a mini BO. This BO is only used for its schema. This type
of BO would not define algorithms or a lifecycle. Because the BO is special, it often should not be able to be used
as any record’s identifying BO. To control that, these BOs are often configured to not allow new instances. Refer to
Determine the Identifying BO for more information.

* The maintenance object to be added or updated in a script may not support business objects as "identifying BOs". For
example, Batch Control maintenance object does not have an identifying BO. However, scripts may still wish to retrieve
data (or make updates) to these types of records. An easy way to achieve that goal is to define a business object and use
"invoke BO" to access the data.

NOTE: Not all maintenance objects support being maintained through a business object interaction. This is true in
a small number of older objects where the underlying maintenance service includes additional functionality besides
simply updating the database tables. These maintenance objects are identified via the MO optionBO M aintenance,
set to N.

* Some functionality may be trying to add or update records for a maintenance object in a 'physical' manner and do not
want or need to use the object's identifying BO. Or the MO may not have an identifying BO. For example, revision
control takes a snapshot of a record for audit purpose and to be able to restore a previous version. In this case, the system
wants to capture a full "physical" view of the record. To do this, a special "physical" BO may be created that includes all
(or most of) the columns and the child tables.
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NOTE: Like the mini BO, the physical BO would not define algorithms or a lifecycle and should not be able to be
used as any record’s identifying BO. To control that, these BOs are often configured to not allow new instances.
Refer to Determine the Identifying BO for more information.

NOTE: To reiterate, the BO referenced in the "invoke BO" statement or referenced in an inbound web service does not
have to match the identifying BO and does not have to be configured to "allow new instances".

Determine the Identifying BO

As mentioned in other topics, the identifying BO is the business object that governs the business rules for a record. This is
the business object that the record will be validated against when any additions or changes are made to the record as long
as updates are made via the maintenance service. This includes using "invoke BO" for add or update, using inbound web
service interaction and for access to the maintenance page service (via an old style fixed page or via a business service).

How does the system determine the identifying BO? An algorithm plugged into the maintenance object (the Deter mine BO
plug-in spot) is responsible for this. If the maintenance object is not configured with an algorithm for this plug-in spot, or no
BO is found by the algorithm, no BO business rules are applied.

Most maintenance objects in the system capture the record's identifying BO directly on the record. However, it is possible
to define the identifying BO somewhere else. For example, there may be some maintenance objects that are master or
transaction objects with an associated "type" object where the identifying BO is defined on its "type" object. Note that
the standard Determine BO algorithm plugged into most maintenance objects (F1-STD-DTMBO - Determine Standard
Business Object) checks for these two conditions.

There may also be cases where a single identifying BO is used for all BOs for a given MO. This may be an option used for
some older maintenance object created prior to the business object functionality when implementations wish to introduce
custom business rules that are common for all records of that MO. The product provides a base algorithm type (F1I-M OBO
- Deter mine Specific Business Object) that captures the BO as a parameter.

Base Business Objects

For each maintenance object (MO) that supports an “identifying” business object, the type of business object provided by
the product depends on the functionality and expected use by implementations. The following are some common patterns.

* There are MOs where the product provides base BOs that implementations may use if applicable for their business rules.
In addition, it is expected that implementation will define custom BOs to support their business needs. Good examples of
this type of MO are any of the various “rule” MOs. For example, calculation rule in Oracle Utilities Customer Care and
Billing or the usage rule in Oracle Utilities Meter Data Management or the form rule in Oracle Public Sector Revenue
Management. The product provides business objects for common rules but each implementation could have special rules
that they need to implement and will need to create custom business objects.

e There are MOs where the product provides base BOs that supply common behavior for an object. Implementations may
find that supplied the business objects match their business requirements and use the BOs as is. It is expected, however
that for many implementations, their business rules will require additional elements to be captured or have special rules
to apply. In this case the base business objects may be extended. This scenario may apply to ‘master’ data objects in
various products such as the Device or Meter or Tax Role.

* There are MOs where the product may deliver a base BO that is not expected to satisfy most implementations because
different jurisdictions or different implementations will typically have their own rules. In this case the base delivered BO
can be used as a template or starting point for custom defined BOs. Some examples of this are Rebate Claim in Oracle
Utilities Customer Care and Billing or the Appeal object in Oracle Public Sector Revenue Management.

* There are MOs where the expectation is that every implementation will have different requirements for the type of data
to capture and the product will not supply base BOs that can be used as the “identifying” BO. However, it may supply
a “parent” BO that defines the lifecycle and many of the business rules that it expects all records to follow. In these
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scenarios, the implementations will create “child” BOs that will serve as the “identifying” BOs and refer to the base
“parent” BO for many of its rules through inheritance. Some examples of the are Tax Form in Oracle Public Sector
Revenue Management or Activity in Oracle Utilities Mobile Workforce Management.

» There are some scenarios where the base product provides business objects and the expectation is that implementations
will use the business objects as delivered with little or no customization. This is a case where the system used business
objects to implement product functionality, not because there is an expectation that the implementers will extend the
functionality, but because the business object model is the favored development tool even for the product. The objects
delivered for Configuration Migration Assistant are an example.

NOTE: Not all maintenance objects in the product support business objects as a “identifying” or “governing” tool. This
is the standard going forward for new maintenance objects. However, there are some maintenance objects created before
this became a standard.

For all maintenance objects, the base product may provide additional BOs that are not meant to be “identifying” BOs, but
instead are provided to support functionality to interact with the MO using the BO as a tool as described in Invoking a BO.

* One or more “mini” or “lite” BOs may be supplied for a maintenance object. This may be found when the product has
functionality to retrieve a subset of elements for the maintenance object via scripting or via a user interface.

* A “physical” BO may be supplied. This a BO that typically includes all tables and all fields of the maintenance object in
there “physical” form. In other words, there is no “flattening” of child tables and any XML structure fields are defined
as a single field. Physical BOs are used in system processing where the full record needs to be captured as is. Some
functionality that uses a physical BO includes bundling, revision control and the pre-compare algorithm for CMA to
adjust data prior to comparing.

* A “bundling add” BO may be supplied. Refer to Recursive Key References for more information as to why this type of
BO may be supplied.

Business Object Inheritance

A business object may inherit business rules from another business object by referencing the latter as its parent. A child
business object can also have children, and so on. A parent's rules automatically apply to all of its children (no compilation -
it's immediate). A child business object can always introduce rules of its own but never remove or bypass an inherited rule.

The following is an illustration of multiple levels of business object inheritance.

Farent BQ GenericCustomer

Post Processing: Send
walcame letter on add

BO: HumanCustomer
= [zstlame
- firsthame Fost Processing: Check

B BusinessCustomer

= drversU cense credit history

BO: Corporate Customer BO: PartnershipCustomer

When this type of customer is Wyhen these types of cusiomers are added, awelcome
addded, only awelcorme leter ia sant lefier is sent snd their credit histary s checked

Notice how the "Business Customer" business object extends its parent rules to also enforce a credit history check on all
types of customers associated with its child business objects.
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Most types of business object system events allows for multiple algorithms to be executed. For example, you can have
multiple Validation algorithms defined for a business object. For these, the system executes all algorithms at all levels in
the inheritance chain starting from the highest-level parent business object moving on to lower levels.

Other types of system events allows for a single algorithm to be executed. For example, you can only have one I nformation
algorithm to format the standard description of a business object instance. For these, the system executes the one at the level
nearest to the business object currently being processed.

NOTE: The parent and its children must reference the same maintenance object.

NOTE: Datastructuresare not inherited. While you can declare schemas on parent business objects, their children
will not inherit them. A good practice is to design child business object schemas to include their parent business object's
schema.

NOTE: User interface mapsareinherited. When determining if the business object has a UI map to use for UI
rendering, the system looks for display and maintenance maps linked to the BO as options. If the identifying BO does
not have maps defined, the system follows “up the chain” of inheritance until it finds a map to use. This allows for a
child BO to be used to extend business rules of a parent BO but inherit its user interface behavior. Refer to Business
Object Defines its User Interface for more information.

NOTE: Uselnheritance Wisely. While it is intellectually attractive to abstract behavior into parent BOs to avoid
redundant logic and simplify maintenance, before doing this weigh the reuse benefits against the cost in transparency, as
it is not easy to maintain a complex hierarchy of business objects.

Each Business Object Can Have A Different Lifecycle

Many maintenance objects have a status column that holds the business entity's current state within its lifecycle. Rules
that govern lifecycle state transition (e.g., what is its initial state, when can it transition to another state, etc.) and the
behavior associated with each state are referred to as lifecycle rules. Older Maintenance Objects, such as To Do Entry,
have predefined lifecycles whose rules are governed by the base-package and cannot be changed. The lifecycle of newer
Maintenance Objects exists in business object meta-data and as such considered softly defined. This allows you to have
completely different lifecycle rules for business objects belonging to the same maintenance object.

Here are examples of two business objects with different lifecycles that belong to the same maintenance object.

Literature Request Lifecycle High Bill Complaint Lifecycle

Prejiminany
Investigation

[Cancel / Rebill

NOTE: A Maintenance Object supports soft lifecycle rules if it is defined with a Status Field Maintenance Object
option.
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The topics that follow describe important lifecycle oriented concepts.

Valid States versus State Transition Rules

The boxes in the above diagram show the potential valid states a business entity of the above business object can be in. The
lines between the boxes indicate the state transition rules. These rules govern the states it can move to while in a given state.
For example, the above diagram indicates a high bill complaint that's in the L odged state can be either Canceled or moved

into the Preliminary I nvestigation state.

When you set up a business object, you define both its valid states and the state transition rules.

One Initial State and Multiple Final States

When you set up lifecycle states, you must pick one as the initial state. The initial state is the state assigned to new entities
associated with the business object. For example, the above high-bill complaint business object defines an initial state of
L odged, whereas the literature request one defines an initial state of Literature Sent.

You must also define which statuses are considered to be "final". Typically when an entity reaches a "final" state, its
lifecycle is considered complete and no further processing is necessary.

NOTE: Allowing An Entity To Be" Reopened” . You can set up your state transition rules to allow a business entity to
be "reopened" (i.e., to be moved from a final state to a non-final state). Neither of the above examples allows this, but it
is possible if you configure your business object accordingly.

State-Specific Business Rules

For each state in a business object's lifecycle, you can define the following types of business rules.

FASTPATH: Refer to BO Algorithm Execution Order for a summary of when these lifecycle algorithms are executed
with respect to BO level algorithms.

Logic To Take Place When Entering A State

You can define algorithms that execute before a business entity enters a given state. For example, you could develop an
algorithm that requires a cancellation reason before an entity is allowed to enter the Canceled state.

You can also incorporate state auto-transitioning logic within this type of algorithms. Refer to auto-transition for more
information.

Also note that when a record is processed by the monitor batch program, by default the BO Post Processing, BO Audit and
MO Audit algorithms are not executed. However, it is possible for an enter algorithm to indicate that the other algorithms
should be executed by the batch process by setting the “force post processing” indicator to true.

Logic To Take Place When Exiting A State

You can define algorithms that execute when a business entity exists a given state. For example, you could develop an
algorithm that clears out error messages when a given entity exits the Error state.

Also note that when a record is processed by the monitor batch program, by default the BO Post Processing, BO Audit and
MO Audit algorithms are not executed. However, it is possible for an exit algorithm to indicate that the other algorithms
should be executed by the batch process by setting the “force post processing” indicator to true.
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Monitor Rules

You can define algorithms to monitor a business entity while it is in a given state. This type of logic is typically used

to check if the conditions necessary to transition the entity to another state exist (and, if so, transition it). For example,
transition an entity to the Canceled state if it's been in the Error state too long. Another common use is to perform ancillary
work while an entity is in a given state. For example, update statistics held on the object while it's in the Active state.

Monitor algorithms are invoked when a business entity first enters a state and periodically after that in batch. You have the
option to defer the monitoring of a specific state until a specific monitoring batch job runs. You do so by associating the
state with a specific monitoring process. In this case the system will only execute the monitoring rules of this state when
that specific batch process runs. This is useful when processing one type of record typically creates another type of record.
You may want the processing of the second set of records to be deferred to a later time.

A monitor algorithm can carry out any business logic. In addition it can optionally tell the system to do either of the
following:

» Stop monitoring and transition to another state. The system will not call any further monitoring algorithm plugged in on
the state and attempt to transition the entity to the requested new state.

» Stop monitoring. Same as above except that no transition takes place. You may want to use this option to prevent
transitions while some condition is true.

If none of the above is requested the system keeps executing subsequent monitoring algorithms.

Also note that when a record is processed by the monitor batch program, by default the BO Post Processing, BO Audit and
MO Audit algorithms are not executed. However, it is possible for a monitor algorithm to indicate that the other algorithms
should be executed by the batch process by setting the “force post processing” indicator to true.

FASTPATH: Refer to Business Object - Lifecycle for more information on how to set up state-specific algorithms.

Inheriting Lifecycle

If a business object references a parent business object, it always inherits its lifecycle from the highest-level business
object in the hierarchy. In other words, only the highest-level parent business object can define the lifecycle and the valid
state transitions for each state. Child business objects, in all levels, may still extend the business rules for a given state by
introducing their own state-specific algorithms.

The system executes all state-specific algorithms at all levels in the inheritance chain starting from the highest-level parent
business object moving on to lower levels.

Auto-Transition

In a single transition from one state to another, the system first executes the EXit algorithms of the current state, transitions
the entity to the new state, executes the Enter algorithms of the new state followed by its M onitor algorithms. At this point
if a Monitor algorithm determines that the entity should be further automatically transitioned to another state the remaining
monitoring algorithm defined for the current state are not executed and the system initiates yet another transition cycle.

Notice that an Enter algorithm can also tell the system to automatically transition the entity to another state. In this case the
remaining Enter algorithm as well as all Monitor algorithms defined for the current state are not executed.

The following illustration provides an example of an auto-transition chain of events.

Monitor g, Monltor |

Oracle Utilities Customer Care and Billing Administrative User Guide « 147



In this example a business entity is in a Pending state. While in that state a Monitor algorithm determines to auto-transition
it to the Denied state. At this point the following takes place:

* No further Monitor algorithms of the Pending state are executed

» Pending state Exit algorithms are executed

* The system transitions the entity to the Denied state

* Denied state Enter algorithms are executed. No further auto-transition is requested.

* Denied state Monitor algorithms are executed. No further auto-transition is requested.

Keeping An Entity In Its Last Successful State

By default, any error encountered while transitioning a business entity from one state to another rolls back all changes
leaving the entity in its original state.

When applicable, the Maintenance Object can be configured to always keep an entity in its last successful state rather than
rolling all the way back to the original state. This practice is often referred to as "taking save-points". In case of an error, the
entity is rolled back to the last successfully entered state and the error is logged on the maintenance object's log. Notice that
with this approach no error is returned to the calling process, the error is just logged.

The logic to properly log the error is in a Transition Error Maintenance Object plug-in. The system considers a
maintenance object to practice "save-points" when such an algorithm is plugged into it.

Even if the maintenance object practices "save-points", in case of an error the system will not keep an entity in the last
successfully entered state if that state is either marked as transitory or one of its Enter algorithms has determined that

the entity should proceed to a next state. The system will roll back to the first previous state that does not match these

conditions.

Monitoring Batch Processes

A monitor batch process may be used to transition a business object into its next state by executing the monitor algorithms
associated with the current state of the entity. The use cases for performing the monitor logic in batch are as follows:

* The record may be waiting for something else to occur before transitioning. The monitor algorithm may be coded to
determine if the condition is satisfied and initiate the transition then. For example perhaps when entering a state, a field
activity is generated and the record should exit the state when the field activity is complete. The monitor algorithm can
check the status of the field activity.

» Perhaps a record is added or updated manually and the next step in the BO lifecycle includes a large amount of
processing such that the logic should occur in batch. In this case the BO status is configured with an explicit reference to
a batch control (called a “deferred” batch control), which indicates to the system that the monitor algorithms should not
be performed automatically (but should be deferred to batch). Later when the batch process runs, it selects all the records
to process to progress the records.

NOTE: When a status includes a deferred batch control, it may also be configured to allow a user to manually
transition the record to the next state rather than waiting for batch. When a user manually transitions a record that
includes monitor algorithms, those algorithms are not executed.

o Perhaps a record is added or updated in batch, but a subsequent step in the overall lifecycle should be processed later.
This may be accomplished by ensuring that the batch control linked to the state to process later does not match the batch
control that added or updated the record.

* Monitor processes may also be used to periodically perform some logic related to the record without actually
transitioning the record.

Note that only the parent business object may refer to a deferred monitor batch process. However, any business object in the
“inheritance” chain may be configured with monitor algorithms, which will all be executed.
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The base package provides a periodic monitoring batch process for each maintenance object that supports a configurable
BO lifecycle. The process periodically executes the monitoring algorithms associated with the current state of an entity,
excluding states explicitly referencing a deferred monitoring batch process that is for a different batch control.

A deferred monitoring process works in the same way except that it considers entities whose current state references this
particular batch control as their monitor process in addition to records that don’t refer to any batch controls as their monitor
process. Deferred monitoring is only needed when a given state should not execute its monitor algorithms immediately upon
entering the state, but rather when the batch process is specifically executed.

NOTE: MO option configuration. The maintenance object includes options to indicate the batch controls delivered for
periodic and deferred monitor batch controls.

Your business rules will dictate the execution frequency of each monitoring process and the order in which they should
be scheduled. Refer to Monitor Background Processes in the background process chapter for more information about the
parameters supported for this type of batch process.

NOTE: Updatesto the business object. When the monitor algorithms indicate that the business object should
transition, the monitor batch processes are responsible for ensuring the business object is transitioned appropriately and
that the appropriate exit, enter and monitor algorithms are executed. Please note that the business object is not updated
using a call to the maintenance object service and therefore by default the business rules plugged in to the business
object are not executed. However, it is possible for an Enter algorithm, Exit algorithm or Monitor algorithm to indicate
that the other algorithms should be executed by the batch process. If the “force post processing” indicator is set to true,
then the batch process invokes the BO Post Processing, BO Audit and MO Audit algorithms.

Transitory States

You can define a state as Transitory if you do not wish the business entity to ever exist in that particular state.

The following illustrates a lifecycle with a transitory Validate state.

Pending
Complete

This ic g transitory state

In this example, the business entity is saved still not validated in the Pending state. At some point, the user is ready to
submit the entity for validation and transitions it into a transitory state Validate whose Enter rules contain the validation
logic. The responsibility of the transitory state's Enter algorithms is to decide if the entity is valid or in error and then
transitions it into the appropriate final state. In this scenario, you may not ever want the business entity to exist in the
Validate state.

Let's also assume that the maintenance object in this example is practicing "save-points" and requires the entity to be kept in
its last successful state. If an error were to occur during the transition from Validate to the next state, the system would roll
back the entity back to Pending, and not Validate even though the entity has successfully entered the Validate state. Refer to
the Auto Transition section for more information.

State Transitions Are Audited

Most Maintenance Objects that support soft lifecycle definition also have a log to hold significant events throughout a
business entity's lifecycle. For example, log entries are created to record:

»  When the business entity is created (and who created it)

*  When its status changes (and who changed it)
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» If a transition error occurred (and the error message)

» References to other objects created throughout the entity's lifecycle. For example, if a To Do entry is created as part of
processing the entity, the To Do Entry is referenced in the log.

* Manual entries added by a user (think of these as "diary" entries)

When a business entity is first created and when it transitions into a new state the system calls Transition algorithm(s)
plugged in on the Maintenance Object to record these events. If the maintenance object supports a log these events can be
captures as log entries.

NOTE: Most base package maintenance objects supporting a log may already provide state transition logging as part
of their core logic. In this case you only need to provide a Transition plug-in if you wish to override base logging logic
with your own.

Required Elements Before Entering A State

You can define additional elements that are required before a business entity can enter a given state. For example, let's
assume that a Cancel Reason must be defined before an object can enter the Canceled state. You do this by indicating that
element as a Required Element state-specific option on the appropriate state on the business object.

Capturing a Reason for Entering a State

Some business objects support configuring certain states to allow or require a status reason when an object enters the state.
The product provides a centralized status reason table that may be used to define the valid BO status reasons for various
business objects and various states. The status reasons are defined using the Status Reason portal.

The following sections provide additional information about the BO status reason functionality.

Maintenance Object Must Support Status Reason

In order for a business object to use the centralized status reason table to define reasons, the maintenance object must first
support the status reason. MOs that support status reason have the following characteristics:

* The primary table includes a column for Status Reason. This represents the status reason for the record’s current status, if
applicable.

* The log table includes a column for Status Reason. The standard logic for capturing a log record when entering a state
also captures the status reason, if applicable. This allows a user to review the history of the changes in status and the
status reason captured for a previous state transition, if applicable.

» The maintenance object option collection includes an option that defines the Status Reason field. This setting is a trigger
for business objects of this MO to be able to configure states to allow or require status reason.

Business Object State Indicates if Reasons are Applicable

Once the MO is configured to support status reason, configuration on the business object is required to indicate the states
where a reason is applicable. States may be configured to require status reasons, allow status reasons as optional or not
allow status reasons. With this configuration, the framework will automatically get the list of valid reasons for a state that
allows or requires them and then prompt the user for a status reason when a manual state transition occurs for that state. It
also automatically triggers an error if the state requires a status reason and no reason is provided.

NOTE: The status reason configuration on the business object state is customizable. That means that for a product
owned business object, an implementation may opt to change the delivered configuration.

Status reasons are defined for the parent (or “lifecycle”) business object. All business objects in the hierarchy of the parent
business object have the same valid reasons for their states.
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The status reason code must be unique for the centralized status reason table. Business object and status are required fields,
so it is not possible to share a common reason code (like “Not applicable”) across multiple business objects or states. If
multiple BOs / states want to support a reason “Not applicable” then each must define a unique record for it. This point
should be considered when planning for your status reasons.

Selectable vs. Not Selectable

When defining a status reason, you may indicate whether it’s Selectable or Not Selectable. When a manual transition is
performed and a user is prompted for a status reason, only the Selectable reasons are presented. The Not Selectable reasons
may be defined to support transitions that occur via algorithm processing.

NOTE: The Selectable setting is customizable. That means that if a product provides a base owned status reason for a
business object state, an implementation may opt to change whether it is selectable or not. Careful consideration should
be made before changing a base delivered status reason from Not Selectable to Selectable as this may affect base
provided algorithm functionality that could be relying on the setting of Not Selectable.

Status Reason Business Object

The status reason maintenance object, as with many maintenance objects in the product, references a business object used to
define attributes and behavior related to defining status reasons. The framework provides a business object for status reason
(F1-BOStatusReason). For the business objects that have states that require a status reason (let’s call these “transactional
BOs”), if there is some special logic required for defining the status reasons, it is possible to define a different status reason
BO. In this situation, the override status reason BO to use for capturing status reasons should be defined as a BO option on
the transactional BO using the Status Reason Business Object option type. If a transactional BO does not define any status
reason BO option, then the F1-BOStatusReason is used when adding a status reason.

Defining a Usage

The base product status reason BO provides the ability to define a “usage” value. This is useful for algorithms that perform
state transitions where a status reason is needed and where the algorithm is usable by more than one business object. In
this case, the status reason to use cannot be provided as a parameter because each business object must define its own set
of status reasons for each state. The Usage value can be used instead. Each business object can configure the status reason
to use in the algorithm and set the appropriate usage value. The algorithm can reference the usage value and retrieve the
correct status reason to use based on the record’s transactional BO.

The status reason business object provided with the framework product (F1-BOStatusReason) supports capturing a usage.
The valid usage values are defined in the Status Reason Usage characteristic type.

Alternatives for Defining Reasons

There may be business objects in the system that capture reasons that are defined somewhere besides the BO status reason
table. For example, some objects may have an explicit administrative table for status reasons. Some objects may use a
Lookup or an Extendable Lookup to capture reasons. Refer to the business object description for information about how
valid reasons are defined, if applicable.

If a business object supports a reason that is not related to a state transition (such as a creation reason), the BO status reason
would not be used. One of the alternate methods for defining a reason, described above, would be used.

Opening Ul Maps Before Entering A State

You can define a Ul Map to capture additional elements before a business entity can enter a given state. You do this by
configuring the State Transition Ul M ap state-specific option on the appropriate state on the business object.

There may be circumstances in which the status pre-processing logic can determine the value of the elements, in which case
it is not necessary to invoke the map. The system provides a data area (F1-StateT ransitionCommon) which contains a
boolean element to indicate if the state transition map can be skipped. This data area can be included in your pre-processing
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script to allow the element to be set according to your business logic. The base maintenance script (F1-MainProc)
references this element to determine whether to open the state transition map.

BO Algorithm Execution Summary

This table highlights the processing steps that occur when adding or changing a record that is governed by a business object.

Invoke BO
Event Comments
BO Pre-processing algorithms executed These algorithms are only executed when Invoke BO is used. The

business object in the Invoke BO is the one whose rules are executed.

MO Processing

Event Comments

Determine if status has changed. The system keeps a note of the new status value but initially proceeds
with the old value.

MO Processing. Standard MO processing, including MO validation is executed.

Determine BO algorithm executed. The MO level algorithm is executed to determine the identifying BO.

BO Validation algorithms executed.

State transition rules are performed if the status has changed. BO Status Exit algorithms for the “old” status executed.

Status updated to the new value.

BO Status Enter algorithms for the “new” status executed.

If no error — MO Transition algorithms are executed.

FASTPATH: Refer to State Transitions are Audited for more
information.

If error and there are “save points” the MO Transition Error algorithms
are executed.

FASTPATH: Refer to Keeping An Entity In Its Last Successful State
for more information.

Otherwise, the error is reported.

BO Status Monitor algorithms are executed. If the record transitions again, the prior step (State transition rule step)
is repeated for the new transition.

BO Post-processing algorithms are executed.

BO Audit algorithms are executed. These algorithms are only executed if the system detects a change in
elements that are not marked with “no audit”.

NOTE: To emphasize, the steps in the MO Processing table are only executed when the maintenance object service is
invoked. Any add or update initiated by an “invoke BO” statement will invoke the MO service. This is also true for web
service that invoke the business object. The Monitor Batch Process does not invoke the maintenance service. By default
the monitor batch process only executes the monitor algorithms and the state transition rules (if the monitor algorithms
indicate that a status change should occur). However, it is possible for an Enter algorithm, Exit algorithm or Monitor
algorithm to indicate that the other algorithms should be executed by the batch process. If the “force post processing”
indicator is set to true, then the batch process invokes the BO Post Processing, BO Audit and MO Audit algorithms.

NOTE: For records that do not have a status, the state transition rules and the monitor rules are not applicable.

Granting Access To Business Objects

Every business object must reference an application service. When you link a business object to an application service, you
are granting all users in the group access to its instances. You can prevent users from transitioning a business object into
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specific states by correlating each business object status with each application service action (and then don't give the user
group rights to the related action).

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

The system checks if a user has access rights each time the application is invoked to add, change, delete, read, or transition
a business object. However, if a business object invokes another business object, we assume that access was controlled by
the initial business object invocation and we do not check access for other business objects that it invokes. In other words,
access rights are only checked for the initial business object invoked in a service call.

In order to apply business object security the system must be able to determine the business object associated with the actual
object being processed. To do that the Maintenance Object itself has to have a Determine BO algorithm plugged in. If

this algorithm is not plugged in or it cannot determine the BO on the MO, the system will not invoke any BO rules. If the
business object cannot be determined for a maintenance object instance, business object security is not checked. In this case
the system checks the user's access rights using standard maintenance object security.

NOTE: Parent business objectsareignored. If a child business object exists, a user need only have access to the child
business object's application service (not to every application service in the business object hierarchy).

Defining Business Objects

The topics in this section describe how to maintain business objects.
Note that several context sensitive dashboard zones appear on this page and are visible on all tabs.

» Schema Tips. This zone provides several links to launch help topics related to valid schema syntax and UI Hint syntax
in one click.

* View Ul Rendering. This zone provides buttons to view the automatic rendering of the Display map or Input map based
on the attributes defined in the schema, including UI hints.

* Generate Schema. This zone includes a button that can be used to generate a “physical” schema based on the
maintenance object definition. The element names are taken from the Java field name for each column. Once generated,
adjust the schema as desired.

» CreateaBO Algorithm. This zone includes a button to create a script based algorithm related to this business object.
You are then prompted for information regarding the plug-in spot (BO or BO Status) and the system event, the name,
description, etc. Once all the information is provided, the system creates an algorithm type, algorithm, links the
algorithm to the business object, creates the script and brings you to the script step to start defining the logic for the plug-
in script.

» BOsLinked tothe MO. This zone displays other business objects for the same maintenance object as the BO currently
displayed. You may drill into any of the other BOs by clicking its description.

Business Object - Main

Use this page to define basic information about a business object. Open this page using Admin > System > Business
Object

Description of Page

Enter a unique Business Object name and Description. Use the Detailed Description to describe the purpose of this

business object in detail. Owner indicates if this business object is owned by the base package or by your implementation
(Customer M odification).
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CAUTION: Important! If you introduce a new business object, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Enter the Maintenance Object that is used to maintain objects of this type.
Enter a Parent Business Object from which to inherit business rules.

Lifecycle Business Object is only displayed for child business objects, i.e. those that reference a parent business object. It
displays the highest-level business object in the inheritance hierarchy. Refer to Inheriting Lifecycle for more information.

Application Service is the application service that is used to provide security for the business object. Refer to Granting
Access To Business Objects for more information. The application service on the child business object must have the same
valid actions as the application service on the parent business object.

Use Instance Control to allow or prevent new entities from referencing the business object. Typically only the identifying
BOs are marked to allow new instances.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

Click the View M O hyperlink to view the maintenance object in the Maintenance Object Viewer. You may find it useful to
leave the application viewer window open while defining your business object schema.

The options grid allows you to configure the business object to support extensible options. Select the Option Type drop-
down to define its Value. Detailed Description may display additional information on the option type. Set the Sequence to
1 unless the option can have more than one value. Owner indicates if this option is owned by the base package or by your
implementation (Customer M odification).

NOTE: You can add new optionstypes. Your implementation may want to add additional option types. For example,
your implementation may have plug-in driven logic that would benefit from a new option. To do that, add your new
values to the customizable lookup field BUS OBJ_OPT_FL G. If you add a new option type for a business option,
you must update its maintenance object to declare this new option type. Otherwise, it won't appear on the option type
dropdown. You do that by referencing the new option type as a Valid BO Option Typemaintenance object option.

Where Used
Follow this link to open the data dictionary to view the tables that reference F1_BUS OBJ.

Business Object - Schema

Use this page to maintain a business object's schema. Open this page using Admin > System > Business Object and then
navigate to the Schema tab.

Description of Page
The contents of this section describe the zones that are available on this portal.
The General Information zone displays main attributes of the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

The Schema Designer zone allows you to edit the business object's schema. The purpose of the schema is to describe the
business object's properties and map them to corresponding maintenance object fields.
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dataDictionary?type=TABLE&name=F1_BUS_OBJ

FASTPATH: Refer to Schema Syntax and Ul Hint syntax for a complete list of the XML nodes and attributes available
to you when you construct a schema. Also note that the Schema Tips zone in the dashboard provides links to launch
these help topics directly.

NOTE: Generating a Schema A context sensitive "Generate Schema" zone is associated with this page. The zone
provides a button that allows the user to generate a basic schema that includes all the fields for all the tables for the BO's
maintenance object. Note that each maintenance object has an underlying service and it's possible that some of the child
tables in the maintenance object are not included in the service definition. If that is the case, a message is issued and the
generated schema would need to be adjusted to remove that child table.

NOTE: View Ul Rendering. A context sensitive "View Ul Rendering" zone is associated with this page. The zone is
useful for business objects that define the user interface detail using schema attributes and UI Hints. The buttons allow
you to view the automatically rendered display and input maps.

The Schema Usage Tree zone summarizes all cross-references to this schema. These may be other schemas, scripts, and
web services. For each type of referencing entity, the tree displays a summary node showing a total count of referencing
items. The summary node appears if at least one referencing item exists. Expand the node to list the referencing items and

use their description to navigate to their corresponding pages.

Business Object - Algorithms

Use this page to maintain a business object's algorithms. Open this page using Admin > System > Business Object and
then navigate to the Algorithmstab.

Description of Page

The Algorithms grid contains algorithms that control important functions for entities defined by this business object. You
must define the following for each algorithm:

Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

Specify the Sequence Number and Algorithm for each system event. You can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

If the algorithm is implemented as a script, a link to the Script is provided. Refer to Plug-In Scripts for more
information.

Owner indicates if this is owned by the base package or by your implementation (Customer M odification).

The following table describes each System Event. Refer to A Business Object May Define Business Rules for more
information about these system events.

System Event Optional / Required Description

Audit Optional Algorithms of this type may be used to audit

certain changes made to business object
instances.

The system hands over to the algorithms

a summary of all the elements that were
changed throughout a specific call to update
an object. Excluded from this processing are
elements explicitly marked on the schema

as requiring no audit. For each element its
original value before the change as well as its
new value are provided.

It is the responsibility of the algorithms to
record corresponding audit information.
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System Event Optional / Required Description

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Information Optional We use the term "Business Object
Information" to describe the basic information
that appears throughout the system to
describe an entity defined by the business
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number found on the business
object closest to the current business object in
the inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Post-Processing Optional Algorithms of this type may be used to
perform additional business logic after a
business object instance has been processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Pre-Processing Optional Algorithms of this type further populates a
request to maintain a business object instance
right before it is processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Validation Optional Algorithms of this type may be used to
validate a business object instance when
added, updated or deleted.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

FASTPATH: Refer to BO Algorithm Execution Summary for more information about how these algorithms fit within
the business object processing.

NOTE: Generate Algorithm. A context sensitive "Generate a BO Algorithm" zone is associated with this page. Refer
to Defining Business Objects for more information about this zone.

NOTE: You can add new system events. Your implementation may want to add additional business object oriented
system events. For example, your implementation may have plug-in driven logic that would benefit from a new system
event. To do that, add your new values to the customizable lookup field BO_SEVT_FLG. If you add a new business
object system event, you must update the maintenance object to declare this new system event. Otherwise, it won't
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appear on the system event dropdown. You do that by referencing the new system event as a Valid BO System Event
maintenance object option.

NOTE: You can inactivate algorithms on base Business Objects. Your implementation may want to use a business
object provided by the base product, but may want to inactivate one or more algorithms provided by the base business
object. To do that, on the business object where this algorithm is referenced, go to the options grid on Business Object -
Main and add a new option, setting the option type to I nactive Algorithm and setting the option value to the algorithm
code.

Business Object - Lifecycle

Use this page to maintain a business object's lifecycle oriented business rules and options. Open this page using Admin >
System > Business Object and then navigate to the Lifecycle tab.

Description of Page

The Status accordion contains an entry for every status in the object's lifecycle. The entry appears differently for a child
business object as it can only extend its inherited lifecycle by introducing algorithms and options of its own.

Use Statusto define the unique identifier of the status. This is not the status's descri