An Oracle White Paper
October 2013

Release Notes - V4.2.0.2.0
Oracle Utilities Application Framework

ORACLE



Oracle Utilities Application Framework V4.2.0.2.0 - Release Notes

INEFOAUCTION ... 2
DISCIAIMET ... 2
New or Changed FEAtUIES........ccoiieviiiiiiiiiee e 2
Inbound Web Services Support (234) ... 2
Batch Stability Changes (429/16946713).........cccoeeeeeieiiiiiiieeeeeee 9
Bl Bucket Object (16736533)......ccccvviriiiiiiieeeeeeeeiiiee e 10
Login Page Translation (14192814).......ccccceeeeiviiiiiiiieieeeeeeeeiiiinnn 10
Data Explorer Pagination (428/16190631)........c...cceevieeeevveininnnnnn. 10
Smart Revision Control (16529274)...........uuuuuueemeiiieiiiiiiiiiiinininnnns 11
Configurable Pie Charts (17166515).......cccccuuiiiiiiieieiiiiiiiiieeeeeee 13
Overriding HTML (14246243) ......uuuieiieeeeieeiiieee e, 13
Return Records Uploaded from CSV (14757887) ...cccoeeevvvvvvvvnnnnn. 14
BO Option for Maintenance BPA Script (436/16047750) ............. 14
Protect Field on Update/Add (438/15992897)........cccovvveeeieeeeeeenn. 15
Custom Error Pages For HTTP Servers (16942463) ................... 16
Increased Field Size for XAl Receiver Context (17019129) ......... 16
Ability to hide some SQL errors from Log files (15967069).......... 17
Custom Field ENCryption..........ccovuiiiiieiiiiiiee e 17
Filter Encryption Support for ZONes .........ccooeeeeiiiiieiiiieeeeeeeeee 17
Conditional ENCrypioN..........cevvvvvieeiieiiiieiiiiieieieieeeieeeeeeeeneniees 18
KEYSTOIre SUPPOI .. .. ittt e e e e eaa s 19
PLATTOIMS ... 19
DEPIrECALIONS ....cevviiii et 20

Upgrade Candidates. ..........uuuiiie e 20



Oracle Utilities Application Framework V4.2.0.2.0 - Release Notes

Introduction

This document provides an overview of features and enhancements available with Oracle Utilities

Application Framework V4.2.0.2.0.

Disclaimer

This document in any form, softwate or printed matter, contains proptietary information that is the
exclusive property of Oracle. Your access to and use of this confidential material is subject to the
terms and conditions of your Oracle software license and service agreement, which has been executed
and with which you agree to comply. This document and information contained herein may not be
disclosed, copied, reproduced or distributed to anyone outside Oracle without prior written consent of
Oracle. This document is not part of your license agreement nor can it be incorporated into any

contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for
the implementation and upgrade of the product features described. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing decisions.
The development, release, and timing of any features or functionality described in this document

remains at the sole discretion of oracle.

New or Changed Features

Below is a summary of the current list of enhancements allocated for release with Oracle Ultilities
Application Framework V4.2.0.2.0. This list is subject to change.

Inbound Web Services Support (234)

Note: A new whitepaper, Web Services Best Practices, will be released to include details of this integration as well as

migration processes.

In past releases of Oracle Ultilittes Application Framework, the XML Application Integration
component (XAI) was used to provide an XML and Web Services integration for the products. Whilst
this facility is sufficient for most needs it does not use the infrastructure as efficiently as possible and
does not support the enhanced Web Services standards available today.
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In Oracle Utilities Application Framework V4.2.0.2.0, a new JAX-WS based facility has been
introduced to provide an alternative approach to defining, deploying, securing, monitoring and

executing Web Services. This facility has the following features:

New Inbound Web Services object - Web Services are defined using Inbound Web Services
instead of XAl Inbound Services. For backward compatibility purposes, existing XAl
Inbound Services can be redefined to take advantage of the new facilities without redesign. A

new set of search and maintenance functions are available for Inbound Web Services. For

example:
me  Menu - @ History = Inbound Web Service
[ non R
= Inbound Web Service I8 GoTosearch
£ Main El Record Actions &
Webservice Name F1-EmailService Edit Delete Duplicate
Description  Real-time Email Service
Detailed Description =l Record Infermation
Deployment Status  Error Business Object 2] Inbound Web Service

Owner Framework

] Message Options

Trace No
Debug No
Active Yes
PostError No

[=] Annotations

Annotation

=] Operations

Operation Name | Schema Type | Schema MName | RequestSchema Response Schema | | Response XSL || Transaction Type

F1EmaiService | Business Service |F1-EmailService Read

Figure 1 — Inbound Web Service Maintenance.

Operations Support - Inbound Web Service now supports different operations per Web
Service. To promote reuse it is possible to build a Web Service that can be used for multiple
different calls by supporting configurable operations and schemas for each call. This allows
the request and response to be different formats based upon the operation used. This also
allows the Transaction Type to be mapped to an operation which is typically expected with
java based Web Services. For backward compatibility, a default operation will be generated.
For example:
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Inbound Web Service H-

= Main

Webservice Name F1-EmailService
Description  Real-time Email Service
Detailed Description

Deployment Status  Undeployed
Owner  Framework

=] Message Options

Trace No
Debug Mo
Active Yes w
PostError No W

[=|_Annotations

Annotation

4 = -
| Operations

Operation Name Schema Type Schema Name Request Schema
4 = FiEmaiService Business Service +  FiEmailService =Y

Save Cancel

Figure 2 — Multiple operation support.

Native J2EE Web Services — The Inbound Web Services deploys to the J2EE Web
Application Server as individual JAX-WS based Web Services. This means that each Web
Service is registered in the JNDI of the Web Application Servers deployed with the online
system. This also means that the J2EE Web Application Server console can be used to track
and monitor the individual Web Services. This harnesses the power of the J2EE Web
Application Server using the security facilities in the server and native high availability facilities
in the J2EE Web Application Server. For example:
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Summary of Deployments

Control = Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started,
stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dick the Install button.

[ Customize this table
Deployments
Inst: Showing 1to 6 of 6 Previous | Mext
[T | Name & State | Health | Type Deployment Order
O | ® () AppViewer Active | % 0K Web Application 100
&l @) Help Active |9 OK Web Application 100
| @ roat Active | @ QK Web Application 100
] [FSPLService Active @ 0K Enterprise Application 100
0| & 3 webservices Active | % OK Web Application 100
[=] Web Services
@Fl-Ema\lSemicﬁ Web Service
QA TWS_IWSN Web Service
@LTEST_IWS_001 Web Service
@LTEST_IWs_002 Web Service
@LTEST IWs_003 Web Service
| = @) xatapp Active | 9 OK Web Application 100

Slop ~ Showing 1to 6 of 6 Previous | Next

Figure 3 — Native deployments of Web Services

Performance Metrics — Once the Web Service is deployed to the J2EE Web Application
Server, then standard performance statistics provided by the server for Web Services are
available for Inbound Web Services. These statistics are available from the J2EE Web
Application Server administration console or Oracle Enterprise Manager. For example:
Settings for Webservices

Overview | Deployment Plan | Configuration | Security = Targets | Control | Testing = Monitoring | Motes

Web Applications | Serviets | Sessions | PageFlows | Workload | Web Service Clients

Use this page to monitor a Web application or EJ8 medule’s Web service dients. This page aggregates the statistics across all the servers on which the compenent hosting the Web service dlient is running.

Q

| Customize this table

Web Service Clients (Filtered - More Columns Exist)
Showing 1t 5 of 5 Previous | Next

Active Total . .
( & Error Response - Invocation | Response | 11 -0% Execution Response
L= Port SC“' e Count | Error Count Fase“'"ls"" Count Count » Time Average | Time Average
Webservices#1! Webservices.war! F1- -
EmailServiceService! FL-EmalServicePort- | [ oo |1 0 0 [ [ [ [} 0 0
SystemClent mailService!
Webservices#1! Webservices.war!
QA_IWS_IWSNService! QA_TWS_IWSNPort- | QA_IWS_TWSNPort | 1 0 0 [ [ o [} 0 0
SystemClient
Webservices#1! Webservices.war!
TEST_IWS_001Service! TEST_IWS_001Port- | TEST_IWS_001Port | 1 0 0 o o o 0 0 0
SystemClient
Webservices#1! Webservices.war!
TEST_IWS_002Service! TEST_IWS_002Port- | TEST_IWS_002Port | 1 0 0 [ [ 0 [} 0 0
SystemClient
Webservices#1! Webservices.war!
TEST_IWS_0035ervice! TEST_IWS_003Port- | TEST_IWS_003Port | 1 ] 0 0 0 0 0 ] 0
SystemClient

Figure 4 — Example Metrics for Web Services.
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Deployment - When using XAl an implementation of an Inbound XAI Setvice involved
flushing the XAI Server cache to enable the execution of the new service. When using
Inbound Web Services, the deployment of the Web Setvice to the J2EE Web Application
Server involves a deployment activity. This deployment activity generates the necessary java
files, WSDL and configuration files to complete the deployment. A new deployment features
allows developers and administrators the ability to deploy the Inbound Web Services to the
J2EE Web Application server without the need for outages or manual deployment steps. The
new deployment has the following features:

¢ Deployment files created - Creation of all necessary files used for the deployment

without the need for manual interaction in creation of those files.

¢ Administration of deployment - Deployment to the J2EE Web Application Server

container using administration functions.

e Tracking of deployment status — The deployment status of each web service can
be tracked for auditing purposes.

¢ Redeployment alerting — Changes to undetlying objects used in Web Services may
require a redeployment of the changes to the definitions deployed to the server. The
tracking screen will indicate which services need to be redeployed to synchronize the
deployment with the internal definitions.

For example:

@ History = Inbound Web Service Deployment

- Deploy Inbound Web Services ‘%'

Last Deployment  10-09-2013 06:25AM
Last deployment was on 10-09-2013 06:25AM with 0 services deployed and 2 failures.

Deploy

- Deployment Status [E]

Webservice Name Description Service Revision "2 Deployment Status Trace Debug Active Post Error

= Inbound Web Services [E
Webservice Name Description Service Revision 3 Deployment Status | Trace | Debug | Active | Post Errar

FlEmailService | Real-time Email Service | 2 Error false |false |tue | false

QA_TWS_TWSN QA_TWS_IWSN 3 Error true | true true | true

Figure 5 -Web Services Deployment.

Annotation Support — Inbound Web Services supports annotations to provide enhanced
support for security policies. It is possible to attach a WS-Policy compliant policy to the
Inbound Web Service as part of the definition. This allows sites to attach custom policy files
(as long as they are compliant with the WS-Policy support of the underlying J2EE Web
Application Setrver container) for individual Web Services. For backward compatibility, a WS-
Security compliant Username Token Policy is supplied. For example:



Oracle Utilities Application Framework V4.2.0.2.0 - Release Notes

me Menu = | @@ History - Inbound Web Service Annotation

- Inbound Web Service Annotation List E add
Annotation Description Edit Duplicate Delete
11 FL-USERNAM UsernameTokenPolicy o7 [T o |

=/ Inbound Web Service Annotation

i [N EN Y |

Sliriam) E| Record Actions ¥’
Annotation F1-USERNAM Edit Delete
Description  Username Token Policy
Detailed Description  Alows WS-Security username jpassword [=[; Record Information
) authentication Business Object  #E] Inbound Web Service Annotation
Annotation Type Owner Framework L
=]
Sequence  Parameter Name Parameter Yalue
i uri "policy:UsernameToken, xml™
2 attachToWsdl true —

Figure 6 — Annotations for Web Services.

e Policy Support — If the ]2EE Web Application Server supports policy management for Web
Services at configuration time!, then policies can be attached to the deployed Web Services
from the J2EE Web Application Server rather than using Annotations. This will allow
implementations to attach and manage policies from the J2EE Web Application Server

administration console. For example:

! Oracle WebLogic supports Policy management for Web Services.
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Configure a WebService policy
Back | Finish | Cancel
Configure a WS-Policy File for a Web Service Endpoint

Use this page to configure the WS-Policy file that is associated with this Web Service endpoint.

The Available Endpoint Policies window lists the WS-Policy files that are available for you to associate to the Web Service endpoint. Use the arrows to move a file to the Chosen
Endpoint Policies table, then dick OK to activate your update.

Service Endpoint Policies

#F| Service Endpoint Policies:
Available Endpoint Polidies: Chosen Endpoint Policies:
[ policy:Wssp1.2-Https.xml j
[F] policy:Wssp1.2-Sign-Wsa-Headers.ml
[ policy:Wssp1.2-SignBody.xml
[[] policy:Wssp1.2-Wss1.0-UsernameToken-Digest-X509-Basic256.ml
[[] policy:Wssp1.2-Wss1.0-UsernameToken-Digest-X509-TripleDesRsal5.x
[[] policy:Wssp1.2-Wss1.0-UsernameToken-Plain-X509-Basic256.xml &>
[[] policy:Wssp1.2-Wss1.0-UsernameToken-Plain-X509-TripleDesRsa15.m )
[ policy:Wssp1.2-Wss1.0-X509-Basic256.xml

[ policy:Wssp1.2-Wss1.0-X509-Encr i xml

[T poli 1.2-Wss1.0-X509-Si ner xml

[ policy:Wssp1.2-Wss1.0-X509-TripleDesRsa15.xml

[] policy:Wssp1.2-Wss1.1-DK-X509-Endorsing.xml J
[[] policy:Wssp1.2-Wss1.1-DK.xml

=] poli 1.2-Wss1.1-En iKey-X509-SignedEndorsing.xml

) i 1.2-Wss1.1-En xml j

Figure 7 — Oracle WebLogic WS-Policy Support.

Note: Only policies that are Web Service wide will be supported in Oracle Utilities Application Framework
174.2.0.2.0. Policies that can apply to part of a Web Service are not supported at the present time.

Web Services Manager Support — Oracle WeblLogic 10.3.5 and above includes Web
Services Manager which provides additional facilities:

e Additional WS-Policies — Web Services Manager supplies additional WS-Policies
that can be as alternatives to policies provided by Oracle WebLogic. For example:

Configure a WebService policy
Back | | Mext | | Firish | Cancel
Configure the Policy Type for a Web Service
Use this page ta configure which kind of policies {WeblLogic or OWweSM) this Web Service will use,

Mote: Once you have added a policy ko this Web Service, you will only be able to add policies of the same type unless vou remove all of the
policies from this Web Service's endpoints and operations first.

which kind of Web Service policies should this Web Service use?
O ﬁ WeblLogic
& aF owsm

Back || Next | Finizh | Cancel

Figure 8 — Oracle Web Services Policies Support
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e Web Service Access Rules — Oracle Web Services Manager allows access rules to
be attached to the Web Service to determine the conditions to allow or disallow

access to the Web Service. For example:

Settings for F1-EmailService
QOverview | Configuration @ Security | Testing = Maonitoring

Roles | Policies

Neﬂ‘ ‘Ca.n[:el

Choose a Predicate

Choose the predicate you wish to use as your new condition

The predicate list is a list of available predicates which can be used to make up a security policy condition

Predicate List: Role n
Role
Group
Mext
— ‘ User

Access occurs between specified hours

Server is in development mode

Allow access to everyone

Deny access to everyone

Element requires signature by

Context element defined

Context element’s value equals a numeric constant
Context element’s value is greater than a numeric constant
Context element’s value is less than a numeric constant
Context element's value equals a string constant
Access occurs after

Access occurs before

Access occurs on specified days of the week

Access occurs on the specified day of the month
Access occurs after the specified day of the month
Access occurs before the specified day of the month

Figure 9 — Oracle Web Services Access Rules

Note: In a future release of Oracle Utilities Application Framework the XAl Serviet will be deprecated and replaced
with this new facility. It is recommended to migrate existing XAl Inbound Services to Inbound Web Services.

Note: This features only supports the migrating XAI Inbound Services using the Business Adapter. XAI Inbound
Services using other adapters must be migrated to the Business Adapter before migrating to Inbound Web Services.

Batch Stability Changes (429/16946713)

In previous releases of Oracle Utilities Application Framework changes to the Batch Framework to
introduce the ability to cluster batch processes. Implementation of this facility required advanced
configuration of the networking and tolerances used in Oracle Coherence. Due to this complexity the
stability of the facility was compromised through misconfiguration. To address this, a number of
enhancements have been implemented in Oracle Utilities Application Framework V4.2.0.2.0:
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e Template updates — The templates used for configuration have been revised with new
settings to optimize the configuration of the cluster. These settings are based upon customer

expetiences and recommendations from various teams within Oracle.

e Cache Nodes — With a large number of threadpools and/or nodes a few nodes should be
reserved as cache nodes to minimize the communications across multiple modes. In Oracle
Utilities Application Framework V4.2.0.2.0, it is possible to designate cache node, which do
not run jobs, in the cluster to optimize the management and tracking of jobs across the

cluster.

e Global View Nodes - In Oracle Utilities Application Framework V4.0.0.0.0 a JMX based
facility was added to monitor threadpools and jobs within each threadpools. In Oracle Utlities
Application Framework V4.2.0.0.0, this JMX was extended to provide a global batch view of
any threadpool and any job within the cluster, from any node in the cluster. In Oracle Utilities
Application Framework V4.2.0.2.0, that global batch view has been extended further to allow
the definition of a specific global view node to connect to for management. This effectively
allows the definition of an administration server for the batch monitoring and allows tools like
Jconsole and eventually Oracle Enterprise Manager connect to a specific node for batch
tracking.

e New Batch Edit facility — One of the issues with clustered mode is the configuration of
Oracle Coherence networking setup. In Oracle Utilities Application Framework V4.2.0.2.0 a
new command line utility has been implemented to allow customers to build their
configurations, quickly with advanced templates for single server, unicast and multicast based
solutions. These new templates allow for advanced configuration and flexible options to allow

for stable configurations and advanced problem diagnosis.

Bl Bucket Object (16736533)

With the advent of Oracle Ultilities Business Intelligence, a new object has been added to Oracle
Utilities Application Framework V4.2.0.2.0 which holds the data configuration for data (known as
Buckets) passed between the Oracle Utilities Application Framework based product and the Oracle
Utilities Business Intelligence product.

Note: The data in this function is maintained by the Business Intelligence team and edge products.

Login Page Translation (14192814)

The past releases of the Oracle Utilities Application Framework the standard login page has been hard
coded with prompts in different languages which required re-release when a new language pack was
released. In Oracle Utilities Application Framework V4.2.0.2.0, the login page has been updated to read
this information from the metadata at startup time. This means the login page dynamically alters to the
available language packs and does not requite a re-issue for each language pack.

Data Explorer Pagination (428/16190631)

10
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By default the Oracle Utilities Application Framework returns up to 1000 records per query zone? A
new facility has been added into quety zones to allow implementations to configure advanced
pagination to allow larger records sets to be returned and scrolled efficiently. The facility allows for the

following configuration:

e The F1-DE, F1-DE-SINGLE and F1-DE-QUERY zone types have an ability to configure

pagination.

e The Enable Pagination (PAGING) parameter must enabled on the zone to enable the
pagination feature.

e  Page navigation can be configured to be buttons, links or icons with their location specified.

e  The default key for pagination needs to be specified on the columns to hold the keys. The
SQL used for the zone will also need to be altered to factor in the new pagination logic. For

example:

SELECT TBL_NAME, FLD_NAME,

FROM CI_MD_TBL_FLD

[(PAGENEXT) where TBL_NAME >= :C1 and FLD_NAME > :C2]
[(PAGEPREV) where TBL_NAME <= :C1 and FLD_NAME < :C2]
ORDER BY TBL_NAME, FLD_NAME

e Optionally, it is possible to display the record count and other information (such as total

records etc).

For example:

| Mo Filters Defined |

‘ 18 Resulisl Page 1 of 8 (128 records). | | \,jJJJ Previous UDDE:> NE)(II

=
1 Action action F1-SchemaProtectkey
2 Add A F1-SchemaActionValues
3 Add add F1-SchemaPageActions
4 Allow Input, Hide Display if Blank blank F 1-SchemaElementSuppress
5 Alternative alt F1-SchemaSearchBy
6 Attached AT-ATTACHED W 1-AssetDisposition
7 Beware Of Dogs Beware Of Dogs W2-ServicePointWarning
8 Boolean boolean F1-SchemaDataTypes
N Duisimene Coriee [ £ CrhmmaCalnmtin,

Figure 10 — Example query pagination

Smart Revision Control (16529274)

2 This varies from zone to zone and in some zone types is a configurable parameter up to this value.

11
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In Oracle Utilities Application Framework V2.2 the ability to manage versions of ConfigTools objects

was implemented called Revision Control. Whilst this facility is sufficient for most version management

needs, it was not optimal for team development. A new set of facilities have been added to improve

Revision Control:

New Set of zones to identify the status of all revision control objects that are currently in
various statuses, by object type, object name or external reference. For example:

me Menu~ | @ History +

Revision Control Se

= Revision Control Search - E 5

Query Option Revision History Search

User ID
External Reference
Maintenance Object  Seript -
Key 1
Key 2
Key 3
Key 4
Key 5
Status -

Serint (BN SAM S5) -GN SAM S5
< [

Refresh
Revised Entity Status Created By Details =
Script (Z_17569995) - Read To Do Checked Out  System, English(SPLSLK) Checked Out
Script (ZZ4BInvokeMa) - Testing invoke map CheckedIn  System, English(SYSUSER)  Checked In, zztest, zztest
Seript (ZZ_16285304) - Verify bug#15285904 Checked Qut  System, English(SYSUSER)  Checked Out
Script (ZZEmailAttac) - EMAIL SERVICE AND ATTACHMENTS Checked Out  System, English(SYSUSER)  Checked Out E
Script (Z2-VrfyHold) - Verify Hold CheckedIn  System, English(SYSUSER)  Checked In, QA1,Imported by bundle 922213536535
Script (Z2-VrfyHold) - Verify Hold CheckedIn  System, English(SYSUSER)  Checked In, BUNDLESCRIPT, Imported by bundle 43730403!
Seript (72-ValComLst) - Validate Component Asset List Checked In  System, English(SYSUSER)  Checked In, component_list_wo_err_state,Imported by bur
Script (ZZ-ValWOCrt1) - Validate Work Order Criteria CheckedIn  System, English(SYSUSER)  Checked In, component_list_wo_err_state Imported by bur
Script (ZZ-ValAstl st) - Validate Component Asset List CheckedIn  System, English(SYSUSER)  Checked In, asset_list_wo_err_state, Imported by bundle &
Script (ZZ-ValwOCrt1) - Validate Waork Order Criteria CheckedIn  System, English(SYSUSER)  Checked In, asset_list_wo_err_state Imported by bundle &
Script (ZZ-VICmAsCrt) - Validate Component Asset Criteria Checked In  System, English(SYSUSER)  Checked In, COMPN_CRIT_WO_ERR._STATE,Imported by b
Script (ZZ-ValWOCrt1) - Validate Work Order Criteria Checked I System, English(SYSUSER)  Checked In, COMPN_CRIT_WQ_ERR_STATE,Imported by b
Script (ZZ-valWOCrt1) - Validate Work Order Criteria Checked I~ System, English(SYSUSER)  Checked In, LOCATION_BO_ERROR_STATE,Imported by b
Script (ZZ-ValNodCrt) - ZZ_Validate Node Criteria Checked In  System, English(SYSUSER)  Checked In, LOCATION_BO_ERROR_STATE,Imported by b
Script (GD_AMOL_PRE) - GD_AMOL_FRE Script Checked Out  Mourya, Amol(AMOLMOUR)  Checked Qut
Script (GD-AstRetDts) - Asset - Retrieve Details for Display For SANITY - DO NOT USE - SRIRAM  Checked Qut  System, English(SYSUSER)  Checked Out
Script (GD_SAM_BPA) - Mode Contact BPA Script{SAM) Checked Out  System, English(SYSUSER)  Checked Out

Checked Out_ Sustem. Fralish(SYSHISFRY  Checked Ot i

Figure 11 — Example Revision Control query

It is now possible to check in, check out and force check in multiple items, using new Query

Options, rather than operate on individual items. For example:

JRACLE

ome Menu » @ History ~

- Revision Control Search '

Revision Control Search

| Revision History Search
Use Chedk In

Force Chedk In
External Referd cpack out

Query Optiop Revision History Search B

Maintenance St

Key 1

Key 2

Figure 12 — Additional Multiple Revision Control Query options

12
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e Menu~ | @ History ~ Revision Control Search

= Revision Control Search ‘> 5] =
Query Option Check In -
Maintenance Cbject  Field -
Key
Refresh
[E] | Status Date/Time Maintenance Object | Revised Entity Details
Field (ZZ-WATTHOURTEST) - Watt Hour Test
] 12-19-20110420PM Field ield (2 ST) - Waitt Hour Tes Checked Out
Constant
[[] 12-19-201104:19PM  Field Field (ZZ-TESTAMPRES) - Test Amperes Checked OQut
Field (ZZ-NOMINALFREQUENCY) - Nominal
[ 12-19-20110418PM Field ield (2 Q ) - Neminl Checked Out
Frequency
[[] 12-19-201104:18PM  Field Field (ZZ-ANSIFORM) - ANSI Form Number Checked OQut
[[] 12-19-201104:16PM  Field Field (ZZ-CURRENTCLASS) - Current Class Checked Out
[[] 12-19-201104:15PM Field Field (ZZ-NUMBEROFWIRES) - Number of Wires Checked Out
[l 12-19-201104:15PM  Field Field (ZZ-NOMVOLTAGE) - Nominal Test Voltage Checked Out
[[] 12-19-201104:12PM  Field Field (ZZ-ASSEMBLYINFO) - Assembly Information  Checked Out
[F] 12-19-201104:05PM  Field Field (ZZ-CATALOGNUMBER) - Catalog Number Checked Out
[F] 12-19-201104:03PM  Field Field (ZZ-MODEL) - Meter Model Number Checked Out
| Check In

Figure 13 — Multiple Item Check In

e It is possible to, optionally, generate an email to developers when their object status is
overridden using this new facility, using the inbuilt email adapter.

Configurable Pie Charts (17166515)

In previous Oracle Utilities Application Framework the pie charts are trestricted to a 'pastel' color
palette. In Oracle Utilities Application Framework V4.2.0.2.0 it is now possible to use other palettes.
For example:

Figure 14 — Example default and alternative pie color palettes.

Note: The palettes shown above are a subset of what is possible in Oracle Utilities Application Framework 174.2.0.2.0.

Overriding HTML (14246243)

By default, each product can ship a set of Ul Maps that are used to render screens for the product
functionality. Due to record ownership, implementations cannot alter these Ul Maps to suit their
business, if required. In Oracle Utilities Application Framework F\W4.2.0.2.0, a new override HTML
option has been made available to allow customers to copy and alter the product Ul Maps with an
override set of HTML that will be used in place of the product UI Map. This feature can be enabled on
the UI Map maintenance portal. For example:

13
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me Menu » @& History + Ul Map Duplicate  Delets)

I schems W
- General Information
UI Map F1-AppSrvDetDisp
Description  anplication Service Details Display
Owner Framework

+ HTML Editor Test Ul Map

+ Schema Designer ez

- Override HTML Editor Test Ul Map

[—

Figure 15 — Example Override HTML Editor

Return Records Uploaded from CSV (14757887)

In Oracle Utilities Application Framework V4.2.0.2.0 it is now possible to get feedback on successful
loading of records from a comma separated values based file. There are two options available:

e Returning the number of records loaded successfully. For example:

File Upload

SV File To Upload  C:\Users\hgavarah\Desktoptupload csv

Submit

3 records uploaded successfully | Ck

Figure 16 — Example feedback for Number of Records loaded from csv file

e Returning a simple status message indicating records have been loaded. For example:

File Upload

CSY File To Upload  C:A\Users\hgavara“\Desktop*upload csv

Submit

Data uploaded successfully L ok |

Figure 17 — Example feedback for successful load of records from csv file

BO Option for Maintenance BPA Script (436/16047750)

Typically a Maintenance BPA script is associated with a Maintenance Object as an option; in Oracle
Utilities Application Framework V4.2.0.2.0 it is now possible to define a Maintenance BPA script at
the Business Object level. This allows implementations to implement different BPA scripts for
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maintenance of individual Business Objects for a Maintenance Objects. A new Business Object Option
has been added for the definition of the Maintenance BPA script. For example:

jome  Menu - @ History = Business Object

Algorithms Lifi

Business Chject |F1-R.emsionDemiIs Q@ Owner Framework

Description Revised Entity Details View Schema
Business object used to display revised data - _/
Detailed Description View X5D
Maintenance Object F1-OBIREV C& Object Revision View MO
Parent Business Object Q@
Application Service F10BIREV C‘g Object Revision MO
Instance Control Do not allow new instances  ~
Option Type Sequence Option Value Detailed Description Owner
Identifies the BPA script that handles the
4= | = | Maintenance BPA Script - 4, | various maintenance actions for the
maintenance object.

Figure 18 — Example Maintenance BPA script as a Business Object option.

Note: Business Objects defined for a Maintenance Object will use the Maintenance BPA Script, if defined, on the
Maintenance Object unless the Business Object option is used.

Protect Field on Update/Add (438/15992897)

In the Oracle Utilities Application Framework, Ul Hint functions can be used to determine the
conditions whether a particular element is displayed or not using conditional strings (see
uiHint:displayNone for more details). In Oracle Utilities Application Framework V4.2.0.2.0, a
new UI Hint function as been introduced to determine when an element field can be protected (or
not). This is typically used to protect a field on update (such as a key) or other condition. The new UL
Hint function allows the eligibility of the protection in three different scenarios:

e Field Value — The value of an element in the schema can be used to determine whether

another element is protected or not.

e Function — The return value of a javascript function call can be used to determine whether

another element is protected or not.

e Action - The value of the transaction type (Add or Change) can be used to determine whether
another element is protected or not.

If the condition is satisfied in each scenario, then the field is protected from changes.

This new feature is available from the Schema Designer. For example:

15
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= Conditionally Protect
Condition Type 2 B

Field {xpath)
Function
Ackion

Figure 19 — Example Condition Type.

El Conditionally Protect
Condition Type 2 Field fxpath)

Field (xpath) "

Operatar 2 -

Value 2

Figure 20 — Example Field/Xpath protection.

= Conditionally Proteck

Condition Type @ Function -
Funckion €2
Value @ -

Figure 21 — Example Function protection.

El Conditionally Protect

Condition Type ' Action
Operatar 2 -

value B

add
Change

Figure 22 — Example Action protection.

Custom Error Pages For HTTP Servers (16942463)

By default, the J2EE Web Application Server generates simple default error pages for common HTTP

errors. In Oracle Utilities Application Framework V4.2.0.2.0, it is now possible to replace those default

error pages with custom error pages (including redirects) in the provided templates.

Increased Field Size for XAl Receiver Context (17019129)

The XAI Receiver Context value field has been increased in size from 50 characters to 4k characters to

allow advanced configuration for encryption and larger than normal values.

16
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Ability to hide some SQL errors from Log files (15967069)

In some Oracle Utilities Application Framework based products, it is possible to generate ORA-00054
errors even though the transaction is completed successfully, due to timing issues. These error message
are typically recommended to be ignored. In Oracle Utllities Application Framework V4.2.0.2.0, these
messages can be ignored and replaced with more friendly application specific messages.

Note: The initial release will only allow products to enable this feature. This may be expanded to customizations in_future

releases.

Custom Field Encryption

In past releases of Oracle Utilities Application Framework the standard AES-128 encryption algorithm
was provided for field encryption. In Oracle Utilities Application Framework V4.2.0.2.0 it is possible
to use alternative algorithms in the field encryption definition. For example:

me  Menu « @ History ~ Feature Configuration

Messages

Feature Name ZZ_ENCRYPT Q

Feature Type Encryption -

Description Encryption

Options

Option Type Sequence Value Detailed Description
Define the field to encrypt along with possible extra
| ] information.
{P = | Field Encryption - 1 =TK_\¢'.N_1'IhashAJ\as ='HmatSHA256—].02H',h4shFiEld ="PK_VAL3",where="PK_VAL1="E

The configuration for the field to encrypt depends on how the

Figure 23 — Example Field Encryption.

Filter Encryption Support for Zones

The Oracle Utilities Application Framework allows encryption on specific fields on the database to be
configured within a Feature Configuration. Whilst this covers the maintenance of fields, it causes issues
in query zones when searching on encrypted fields. In Oracle Utilities Application Framework
V4.2.0.2.0, it is now possible to setup the filter to be also encrypted, by referring to the Feature
Configuration, to search using the same encryption (this allows hashed values to be used when
specifying filters). For example:

17



Oracle Utilities Application Framework V4.2.0.2.0 - Release Notes

Description Parameter Value

likeable=. This mnemonic defines if a likeable search is performed on the ~
entered value when type=STRING. The following values are supported:

- 5 (suffix % to the filter value)

- P (prefix % to the filter value) it
- P5 (prefix AND suffix % to the filter value)

Filter Area UL Map)

User Filter 1.2: | divide=. The mnemenic controls if a divider line appears above and/or below
the filter. The following values are supported: =
- above (places a divider line above the filter)
- below (places a divider line below the filter)
User Filter 2 3 [Note, you can specify this parameter twice if you want divider lines placed

above and below a filter, e.q., divide=above divide=below. -
searchField=. This mnemonic controls the initial population of the filker when N
User Filter 352 [the zone is launched as a search from & ui map. The value should exactly

match the searchField name spedified in the oraSearchField html element. -

encrypt= This mnemonic defines if the user filter is enarypted and needs to -~
UUser Filter 43 |be searched by hashed value, The syntax for defining the encrypt
mnemaonic is - encrypt=
[TBL_MAME,FLD_NAME,WHERE_FLD,WHERE_VALUE].
WWHERE_FLD, WHERE_WALUE is optional. For instance, encrypt= -
User Filter 543 J[CI_PERSCN,PER_ID_MBR,ID_TYPE_MBR,F1] or encrypt= |
[CI_PERSON,PER._ID_MBR,ID_TYPE_MER,'SSMT
T

m
1

O8N N NS

1
|

Figure 24 — Example Filter Encryption

Conditional Encryption

In Oracle Utilities Application Framework fields can be encrypted using a feature configuration. In
Oracle Utilities Application Framework V4.2.0.2.0, this has been extended to allow for conditional
encryption. The field encryption mnemonics have been extended to include a WHERE clause. For

example:
Field=ACCOUNT_NBR, where="ID_TYPE_CD="SSN”" alg=""CMSIMPLE™

For example:

me Menu + @. History Feature Configuration

Messages

Feature Name 7Z_ENCRYPT Q

Feature Type Encryption -
Description Encryption
Options

Option Type Sequence Value Detailed Description

| Define the field to encrypt along with possible extra

—_ h
Formation.
4 | = | FieldEncryption = 1 ',haswias='Hmac5Hazss—1oz4,hashFie|d=$K_vml:where=w_m1='Encrmed" frormation

| The configuration for the field to encrypt depends on how the

Figure 25 — Example Conditional Field Encryption
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Keystore Support

In past releases of Oracle Utilities Application Framework, keys used for encryption for passwords and

other data have been included in the Oracle Ultilities Application Framework code. It is now possible

to define, store and retrieve encryption keys using a secure java keystore.

The keystore functionality provides the following features:

e Keystores can be created using standard keytools or using the provided utilities.

e A default keystore will be created upon upgrade or installation. This default can be replaced

with a custom keystore at installation or post installation time.

e By default the keystore will have the following attributes:

The keystore type will be in Java Cryptography Extension Key Store (JCEKS)
format. This format is much stronger than the standard Java Key Store format. This
can be overridden using the com.oracle.ouaf.system.keystore.type
propetty.

The key alias used is owafsyster by default. This can be overridden using the
com.oracle.ouaf.system.keystore.alias property.

The signing algorithm used is CBC by default. This can be overridden using the
com.oracle.ouaf.system._keystore.mode property.

The signing algorithm padding used is PKCD5Padding by default. This can be
overridden using the com.oracle.ouaf.system.keystore.padding
propetty.

The authentication message digesting algorithm is set to Keyed-Hash Message
Authentication Code (HMAC) to be more secure. This is generated using the
standard java keytool or the utilities provided.

The HMAC key alias used is owuaf.systens.hmac by default. This can be overridden using
the com.oracle.ouaf._system.keystore._hmac_key_alias property.

e The cryptography algorithm is no longer available from the existing command utilities. A new
cryptography command utility is now provided called from the InitialSetup[.sh]

utility.

e A new utility is available to re-encrpyt data after keys have been changed.

Platforms

The following platforms are planned to be supported for Oracle Utilities Application Framework

V4.2.0.2.0:

e Java Versions: Java 6 will be required for compilation but will support running under Java 7.

e Oracle Database: Oracle 11.2.0.3 and 12.1 will be supported.
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e (Client Browsers:
e Internet Explorer 8/9/10 in compatibility mode
e Mozilla FireFox 17ESR+

¢ Google Chrome

Note: Whilst the Oracle Utilities Application Framework supports Mozilla Firefoxc and Google Chromse, check
individual certifications of edge products for complete platforms.

TABLE 1 - SERVE PLATFORMS

OPERATING SYSTEM OS SERVER ARCHITECTURE WEB APPLICATION SERVERS

Sun Solaris 11 SPARC 64-Bit Oracle WebLogic 10.3.6

Sun Solaris 10

IBMAIX 7.1 POWER 64-Bit Oracle WebLogic 10.3.6
IBM WebSphere 8.5 ND
IBM WebSphere 8.5

Oracle Linux 6.4 x86 64-Bit Oracle WebLogic 10.3.6
Oracle Linux 6.3 Oracle WebLogic 12.1.1
Oracle Linux 6.2

Oracle Linux 5.8

Red Hat Linux 6 x86 64-Bit Oracle WebLogic 10.3.6

Windows Server 2008R2 x86 64-Bit Oracle WebLogic 10.3.6

x86 32-Bit (Development Only)

Note: Oracle WebLogic 12.x support will be added post release with new optimized templates for Oracle WebLogic 12.

Deprecations

The following deprecations are carried over from Oracle Utilities Application Framework V4.2.0.0.0:

e The Multi-Purpose Listener will be removed from the installation from Oracle Utilities
Application Framework V4.3.0.0.0. Customers and integrations need to migrate to the native
adapters supplied with the Oracle Utilities Application Framework and Oracle Service Bus.

e The XAI Servlet will be removed in Oracle Utilities Application Framework V4.3.0.0.0. The
Inbound Web Services supplied with this service pack will replace this facility. Inbound XAI
Services must be redefined as Inbound Web Services and redeployed before the removal of
the servlet.

Upgrade Candidates

The following Oracle Utilities Application Framework combinations are supported for upgrades:
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e Oracle Utilities Application Framework V4.2.0.0.0 and above
e Oracle Utilities Application Framework V4.1.0.2.0 and above
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