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1 Introduction

Welcome to the data subsetting and data masking technical reference guide for the Oracle Health
Insurance Back Office (OHI-BO) application.

1.1 Subsetting and Masking

This guide describes how you can create a subset of a given OHI-BO data store. The subset contains
less data than the given data store but at the same time is still fully functional for the OHI-BO
application (that is all data integrity rules are upheld). Using data subsetting you create smaller
versions of, for instance, production-size OHI-BO databases. These smaller databases can then be
provisioned to development teams, test teams, or deployed in user-acceptance environments.
Through data subsetting you can significantly reduce the total amount of disk storage required to
support the various, and often many, non-production OHI-BO environments in your organization.

Next to data subsetting, this guide describes how OHI-BO data stores can be masked. Due to privacy
regulations, organizations are obliged to deal with privacy sensitive data in a secure manner.
Production environments usually have stringent data access control and auditing mechanisms in
place to ensure that only those who need to access privacy sensitive data can do so. Typically those
accessing the various non-production environments are not authorized to see privacy sensitive data
or the data access control and auditing mechanisms are less stringent, or even absent, in these
environments. With data masking you can mask (scramble, anonymize, pseudonymize) the privacy
sensitive data elements in non-production OHI-BO environments. Development and test teams that
use these masked environments are therefore not able to see privacy sensitive data. The masked
data store is still fully functional for the OHI-BO application (that is all data integrity rules are upheld).

The intended audience for this technical reference guide is the DBA-group that administers the
various OHI-BO environments inside an organization. This technical reference guide contains four
chapters.
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1. Introduction
The chapter you are currently reading. This chapter introduces you to the data subsetting
and data masking packages of the OHI-BO application.

2. High Level Design
In chapter 2 you find a high level design of the data subsetting and data masking processes as
they have been designed to operate on a data store of the OHI-BO application.

3. Detailed Design
In chapters 3 and 4 you find a step-by-step description of the data subsetting and data
masking processes. By following these steps you can create a subset of the OHI-BO
application data store and mask this data store.

Data subsetting and data masking are supported through the Quality Management submenu under
the Enterprise menu of the Oracle Enterprise Manager. In this submenu you find three items to
access the subsetting and masking packs:

1. Data Discovery and Modeling
2. Data Subset Definitions
3. Data Masking Definitions

See Figure 1.1 for a screenshot of this submenu.

Both the data subsetting and data masking packs depend upon an Application Data Model (ADM).
ADMs are managed in the Data Discovery and Modeling menu. An ADM captures all tables of the
OHI-BO data store involved in the subsetting and data masking processes. For these tables the ADM
defines:

e The referential relationships between these tables
Subsetting and masking processes use these to "walk through" the data model.

e The type of table
Tables can either be of type transactional or config (configuration). The transactional are
usually subset and the config are usually not subset.

e Sensitive columns
Columns marked as sensitive in the ADM have a masking format defined for them in the
masking pack.
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ORACLE Enterprise Manager Cloud Control 12¢
EolEitepiEa] @ Tooets - dr Favortes v @ Hstory +

Summary

Monitoring 4

Job * | | All Targets [Z]

Reports »

Configuration 3

Compliance 3

Provisioning and Patching »

Quality Management » Application Replay

My Oracle Support 4 Database Replay

Cloud » SQL Performance Analyzer

Chargeback Data Discovery and Modeling —

Consolidation Planner Data Subset Definitions _
Data Masking Definitions —
Data Masking Formats

Figure 1.1: The Quality Management submenu in OEM12c.

Note: The OHI-BO masking process does not make use of the Data Masking Formats (the last entry in
the submenu).
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1.2 Prerequisites

The OHI-BO data subsetting and masking processes require the following components:

e OHI-BO environment with the appropriate release
This environment is usually a dedicated copy of your production environment.
e OEM Cloud Control 12c release 2, version 12.1.0.2.0
e Oracle Database Plug-in release 12.1.0.3.0
O Patch 16891848 on top of this plug-in

See section 1.3 for instructions on how to check and upgrade this component.

Note: In order to use the subsetting and masking packs (which are part of the Oracle Database Plug-

in), you must have a license for these two packs.

1.3 Oracle Database Plug-in

You ensure that the data subsetting and data masking packs are at the required release level for OHI-
BO subsetting and masking by installing the Oracle Database Plug-in release 12.1.0.3.

Select Setup > Extensibility = Plug-ins and verify the version that is installed on the Management
Server. See Figure 1.2.
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Plug-ins

This page displays the list of plug-ins available, downloaded and deployed in the Enterprise Manager environment. Plug-in lifec

Actions v View - i Deploy On |+ [ Undeploy From |+ [ Check Updates E Deployment Activities
Version
Name
Latest Available Latest Downloaded |On Management Server

= (3 Applications @
7 [ Databases ®

E_JﬂIBI\"I DE2 Database 12.1.0.2.0 12.1.0.2.0 12.1.0.2.0

9 Microsoft SQLServer Database 12.1.0.2.0 12.1.0.2.0 12.1.0.2.0

4 Oracle Database 12,1.0.3.0 12.1.0.3.0 12.1.0.3.0

Figure 1.2: Verifying current version of database plug-in.

If the required version is not yet installed and not visible in the Latest Available column, you can use
the Self Update functionality of OEM12c to download the new version. See Figure 1.3.

F Help ~ | o5& SYSMAN ~ | LogQu
Self Update Extensibility v
Plug-ns DY" _F Proxy Settings E

Management Caonnectors Security 3

Figure 1.3: OEM12c Self Update.

When Oracle Database Plug-on 12.1.0.3.0 has been installed, patch 16891848 "MERGE REQUEST ON
TOP OF 12.1.0.3.0 FOR BUGS 16438087 16768481 (Patch)" needs to be installed.

Please note that during upgrade of the Oracle Database Plug-in on the Management Server you are
required to schedule downtime of the OEM12c instance.

10
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2 High Level Design

This section contains a high level overview of the data subsetting and data masking processes as they
apply to OHI-BO application.

2.1 Subsetting Process

Subsetting can be performed in two distinct modes:

1. Alldata that is not part of the subset is deleted from an existing data store.
In this case database reorganization is required after running the subset process to reclaim
the empty free space in the data files.

2. All data that is part of the subset is exported from an existing data store.

The export file is imported into an empty (smaller) database after running the subset
process.

The OHI-BO subsetting process runs in the second mode.
Before starting with the subset process, you first have to import two XML-files into OEM12c:

e The ADM xml file holding a description of the tables to be subset. This file is named
SDM_OHI_[release] SUBSET _ADM.xml. This file should be generated.

e The subsetting xml file holding the specification of the subset process. This file is named
SDM_OHI_[release] SUBSET DEF.xml. This file is delivered in a Back Office release.

Through the subsetting pages in OEM12c you can start the export job. This export job creates a dump
file that contains the relevant subset of the source OHI-BO data store. You then have to prepare an

11
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empty target OHI-BO data store in a smaller database. Finally run an import job to load the subset

into this smaller database. Figure 2.1 shows a high level overview of this process.

ORACLE nerprize Manager (subsetting) ADM

’ xml file
-.___‘_'__‘—'-‘_'_-'_'_
. ~ Sub setting
xml file
e

SAaL script
file for
import

Source database

Master database

with OHI-BO Dumpfile
DataPump export ‘o
data store [ P EXp > containing

subset

Post import
SQL script
file

Target database l t

Subset of DataPump import |
OHI-BO !l
data store SQLPlus

Figure 2.1: High level overview of subsetting process.

Next to the dump file, the subsetting export job also generates a SQL script file for import and a post
import SQL script file (as shown in Figure 4). This import SQL script file contains the commands that
import the dump file into the empty subset database. This script file can be run using SQLPIlus. The
post import SQL script file needs to be run after the data pump import has completed.

Note: The source database needs to be a quiescent database, as the export job runs for some time
and the dump file needs to be a read-consistent snapshot of the source database. The source
database is usually a dedicated RMAN copy (or Dataguard copy) from your production environment.

The target database needs to be correctly prepared before starting the import job. This is described

in Chapter 3.

12
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2.2 Data Masking Process

Data masking is performed in-place. The masking process is run on a source database, which is then
masked. Before starting the masking process, you first have to import two XML-files into OEM12c:

e The ADM xml file holding the tables, their relationships and sensitive columns to be masked
(named SDM_OHI_[release] MASK _ADM.xml).
Note that this is a dedicated ADM xml file for Masking; it is not the same ADM xml file as
mentioned in Section 2.1 which is used for subsetting. This ADM xml file should be
generated.

e The masking xml file holding a masking definition for each sensitive column (named
SDM_OHI_[release] MASK DEF.xml). The definition xml is delivered in a Back Office release.

Through the masking pages in OEM12c you can start a job that generates a masking script. This
masking script can be run from SQLPlus and performs the actual masking of the sensitive columns in
the target database. Figure 2.2 shows a high level overview of this process.

ORACLE' Enterprise Manager Cloud Control 12¢ (masking) ADM
xml file

’ e
xm| file
—___/—__

Source and target
database
- Masking
| )

Generate script

script

Database

to-be-masked ‘

< Masking process |

Figure 2.2: High level overview of masking process.
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Chapter 4 contains a detailed description of the data masking process.

3 Detailed Process - Subsetting

As mentioned in Chapter 2.1 you need to acquire the two XML files that describe how the OHI-BO
data store is to be subset, before starting the subsetting process.

e Subsetting application data model (SDM_OHI_[release] SUBSET_ADM.xml)
e Subsetting definitions (SDM_OHI_[release] SUBSET_DEF.xml)

As part of the subsetting process you need to generate the ADM xml, and import both this generated
ADM and the subsetting definition into OEM12c.

3.1 Provision Source Database to be Subset

The subsetting process starts by designating a source database as the database from which the
subset is to be created. Oracle strongly advises that you do not use a live production database for the
following reasons:

e The subsetting process places considerable load on the source database.

e The data pump export sub process that performs the subset extraction, needs a single
snapshot of the source database. Therefore, if you use a non-quiescent database as the
source database, the data pump export produces more load as rollback segments are heavily
used to recreate a read-consistent snapshot.

e Subsetting can run in a delete mode as mentioned in Section 2.1.You run the risk of
accidentally choosing the delete mode instead of the data pump export mode as described in
step 6 of the subsetting process. In which case you would submit a job that starts deleting
data from your live production database.

14
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You would usually use a dedicated RMAN backup copy of the production database as your subsetting
source database. Another alternative could be to use a Data Guard environment of your production
database.

Note: As part of the subsetting process, you have to load a few test data management packages into
the source database. This implies that the Data Guard environment has to be converted into a
Snapshot Standby database first. When the subsetting process has completed, you can convert the
Data Guard environment back into a Physical Standby database. See the "Data Guard Concepts and
Administration" guide for more information.

Separate database user for subsetting

We recommend to create a separate database user for running the subset export process with. The
subset export creates temporary working tables during the subsetting job. These tables are created
in the default tablespace of the user credentials you supply when submitting the subset export job.

The user can be created as follows:

create user <USER> identified by <PASSWORD> default tablespace <SCRATCH TABLESPACE>;
grant dba to <USER>;

grant execute on DBMS_AQADM to <user>;

By employing a separate database user, you can easily reclaim the disk space occupied by the
working tables by dropping the tablespace.

3.2 Define Policy Selection in the Source Database

OHI-BO subsetting currently uses a policy selection concept to determine which rows should be
included in the subset. A policy selection is a set of policy numbers. You have to create a policy
selection that includes all policy numbers that need to be in the subset. There are two ways you can
do this:

1. Use the OHI Back Office Policy Selection window to setup a policy selection.
2. Use SQLPIlus to directly populate the underlying two tables of a policy selection.

15
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Figure 3.1 shows the Policy Selection window. You have to enter a name for the policy selection (this
name will be input for one of the steps later on). The description is optional. All other items can be
left empty or at their default value. In the second block you enter all required policy numbers.

Hv 2REE 2 EFRE® Y B2 D& %

Name

Description

To Use As ® Restriction ' Exclusion As of Date

Brand I =l

Branded Prod. Combi. | [ [ [ [ [ [
Broker ‘

Group Contract I

Target Gr. Umbrela |

Policy Policyholder Group Contr. Broker Target Group

8 | [ [
- [ [ [ [ [
=10 [ [ [ [ [

Policy Product Combinations

[ Generate Default Vaie | Clear Selection

Coverage
Seq.Mo. _ Branded Product Structure YD Struc. YD Step  Care Obigation

8 | \ [ \ [ [ [ [
<[ \ [ \ [ [ [ [
= \ [ \ [ [ [ [

Unique policy selection name
Record: 11 <BSC»

Figure 3.1: The Policy Selection window.

The two underlying tables for the Policy Selection screen are depicted in Figure 3.2. They are:

e VER#POLICY_SELECTIONS_ (Dutch name VER_POLIS_SELECTIES), and
e VER#POLICY_PER_POLICY_SELECTN_ (Dutch name VER_POL_PER_POS).

It might be more convenient to use an SQL tool, such as SQLPIlus, to create the necessary rows
manually in these tables.

16
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VER#POLICY_SELECTIONS_ € Policy selection name

VER#POLICY_PER_POLICY_SELECTN_ € Involved policy numbers

Figure 3.2: Policy selection tables.

For example, the following two insert statements set up a policy selection named
SAMPLE_OF_5_PERCENT that holds a random sample of 5% of the total number of policies available

in the source database.

insert into ver#policy_selections_ (name) values("SAMPLE_OF_5_PERCENT");

insert into ver#policy_per_policy_selectn_ (pos_id, pol_no)
select (select id from ver#policy_selections_ where name = "SAMPLE_OF_5 PERCENT®)
, ho

from ver#policies_ SAMPLE(5);

commit;

Note: The subsetting process uses a policy selection named OHI_SDM_POS_SUBSET internally. This
name is reserved by the OHI-BO subsetting development team. You cannot use this name as it would

interfere with the subsetting process.

17
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3.3 Load Test Data Management Packages in Source Database

The Test Data Management pack requires a number of packages to be deployed in the source
database. These packages are used during the import of the ADM and subsetting XML files as well as
during the subsetting process.

In OEM12c, at the Job = Activity page, create a Job of type Deploy Test Data Management Packages
and press the Go button. See Figure 3.3.

Job Activity

Status | Active El Mame Go | Advanced Search
( TIP By default, results for the last 24 hours are displayed. Use 'Advanced Search' for more options.

View | Runs E Create Job | Deploy Test Data Management Packages E‘ Go

Figure 3.3: Creating the Deploy Packages job.

Add the subsetting source database as a target for this job in the General tab. Select Custom
Application as the application type in the Parameters tab. See Figure 3.4.

Create 'Deploy Test Data Management Packages' Job

General Parameters  Credentials Schedule  Access

Application Type I Custom Application Iz‘
Select your application type.

18
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Figure 3.4: Enter Application Type for the job.

Specify the subset user credentials in which to deploy the packages in the Credentials tab. Submit the
job and check for successful completion. If the job succeeded, the source database is ready for use
with the Test Data Management functionality.

3.4 Generate and import Subsetting Application Data Model into
OEM12c

The ADM contains the data model for the OHI-BO application. This model is used by the subsetting
process to calculate the subset. The ADM is specific to an OHI-BO release and must be generated for
each new release. Prior to importing you should make sure that the ADM to be imported
corresponds with the OHI-BO release installed for the source database.

To generate the ADM for subsetting, connect with SQL*Plus to the source database. Invoke the
following command (as application owner):

exec sdm_adm_drv_pck.write_adm_files("DB_DIR");

Replace DB_DIR with the database directory of your choice.
Two files will be written to this directory:

e SDM _OHI_[release] MASK ADM.xml
e SDM _OHI_[release] SUBSET _ADM.xml

Once these files have been generated, you may want to transfer these to a file system that is
accessible from your Desktop, so you can import them using Enterprise Manager.
Open the Data Discovery and Modeling page. See Figure 3.5.

19
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ORACLE Enterprise Manager Cloud Control 12¢

e Enterorise " (~)
Summary
Monitoring LS
Job v View |AllTa
Reports L4
Configuration vl
Compliance 2

Provisioning and Patching  »

Quality Management ¥ Application Replay

My Oracle Suppart ’ Database Replay

Cloud b SQL Performance Analyzer b
Chargeback Data Discovery and Modeling
Consolidation Planner Data Subset Definitions

Data Masking Definitions
Data Masking Formats

Figure 3.5: Open Data Discovery and Modeling

Make sure the ADM XML file is on your local desktop. Then select Actions = Import = File from
Desktop. See Figure 3.6.

Data Discovery and Modeling &

[= Show Secure Test Data Management Overview
Application Data Models

Create... rce Database |Applicati0n Suite

I

-| ) 15 world Custom

| B - it. world Custom

| : . ) o fe.world Custom

| - i js.world Custom

| i s ana e i warld Custom

| -Pe ;s.'n'orld Custom

| sEE Is.world Custom

| Cop fe.world Custom

| Import (¥ File from Desktop... |
Export L File from Software Lil::rary...["'\s

Sensitive Column Types

Figure 3.6: Starting the File from Desktop import.
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Next enter a name for this ADM. Specifying the release number as part of the name of the ADM will

help identify the correct ADM later on. Enter a description and select the subsetting source database.

Then press Choose File and navigate to the ADM XML file on your local desktop. Finally press the OK

button to start the import. See Figure 3.7.

Import

* Name
Description
* Source Database

File

ADM OHI-BO 10.13.1.0.0 Subsetting

Application Data Model Subsetting for 10.13.1.0.0

sbos.world

SDM_0OHI_1013100_SUBSET_SDM.xml  Update...

Q

ﬂ Cancel

Figure 3.7: Specifying Subsetting ADM XML file to be imported.

The ADM import process may take a while. The subsetting ADM assumes that the standard

application schema OZG_OWNER is used in your OHI-BO environments. If this is not the case then

you have to apply a schema mapping to the imported ADM. To do this, select the ADM from the list

of ADMs, then select Actions -> Associate Databases. See Figure 3.8.

Application Data Models

Data Discovery and Modeling &

[ Show Secure Test Data Management Overview

Figure 3.8: Associate Databases.

E View = Create... Copy... g7 Edit.. &3
Create... Source Applicz
Edit... Database Suite
Properties... shos.world  Custor
Associated Databases... r2013 sbos.world  Custor
Verify sbos.world  Custor

1 sbos.world  Custor

sbos.world  Custor

Open... FK sbos.world  Custor
Delete... FK - all tables shos.world  Custor

21



OHI-BO DSSM Technical Reference

The following page appears showing that 0ZG_OWNER application is currently mapped to
OZG_OWNER schema. See Figure 3.9.

Associated Databases
Application Data Model ADM Masking vl
Schema Mappings

Q select Schema...

Databases

4 Add..5¢
Mame | Source Database Application |5:hema
[ shos.warld @ 0ZG_OWNER DZG_OWNER

Figure 3.9: Associated Databases.

To modify the schema mapping, press Select Schema and select the schema in your source database

that represents the owner of the OHI-BO application.

After the import process has completed and you have associated the correct owner schema, the
ADM must be verified against the source database. Select the imported ADM in the list of available
ADMs. Then select Actions = Verify, and click Create Verification Job. See Figure 3.10.

Summary of Results by Associated Database

View + ificati » | B
Most R t Job
Mame Type Source Database  |Status St?asb_ls Feent o Most Recent Job Ended

[3) sbos.world Database Instance o AV alid Succeeded Feb 26, 2013 2:26:07 PM

Figure 3.10: Create Verification Job.

Make sure to uncheck Synchronize Application Data Model before submitting, see Figure 3.11.
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Create Verification Job
General

* Job Name | VERIFY_APP_DATA_MODEL_52 I
Job

Description

Start @ Immediately ) Later 2 (GMT+01 msterdam - Ce European Time (CET

Grace Period [[7] Do not run if it cannot start within 15 |hours of the scheduled start time

w Cancel

Figure 3.11: Uncheck Synchronize Application Data Model.

When the verification job has completed, you need to check the verification results. For this select
the ADM from the list of available ADMs, and select Action = Verify. Now select the row with the

database that you associated with the verification job. Look at the Verification Results. It should say:
No verification results. See Figure 3.12.

Summary of Results by Associated Database

View - Create Verification Job... [§ Associated Databases... | &
Most Recent Job

Name Type Source Database |Status Status Mos
[@ sbos.world Database Instance 2 Valid
4| 1
Verification Results

View |
Problem |Application |short Mame |Schema | Table

No verification results

< .

Figure 3.12: Checking verification results.
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3.5 Import Subsetting Definitions into OEM12c

The subsetting definitions XML file is imported from the Data Subset Definitions page. Navigate to
this page by selecting Quality Management->Database Subset Definitions as shown in Figure 3.13.
Make sure you have the XML file loaded on your desktop.

Configuration p [T LI dPPILELIOT Udld THUUE TdS o COIESPUTIUINGY UUJELL I L

Compliance 3

- . Associated Database
Provisioning and Patching

Quality Management v Application Replay ES.. %

My Oracle Support i Database Replay | ‘ Source Database |Stat
Cloud b SQL Performance Anabyzer ) PV
Chargeback Data Discovery and Modeling

Consolidation Planner Data Subset Definitions

Data Masking Definitions
Data Masking Formats

4

Figure 3.13: Open Data Subset Definitions

Select Actions = Import - File from Desktop in the Data Subset Definition page. See Figure 3.14.

Data Subset Definitions &

L= Show Test Data Management Overview

Evmw— [ Create... A Edit.. 3§ Delete...

Create...

E Applicati
Delate fants first_tes
Import (3 File from Desktop... |
Export L4 Subset Dump... b I

Generate Subset File from Software Library...

Save Subset Script OHI BO

24



OHI-BO DSSM Technical Reference

Figure 3.14: Starting the File from Desktop import.

In the Import Data Subset Definition page enter a name (preferably include release name here too)
and optionally a description. Select the corresponding ADM and select the source database. Finally
select the subsetting XML file from your local desktop and press the Continue button. See Figure

3.15.

r 1
Import Data Subset Definition L] \

= Name | OHI-BO Subsetting 10.13.1.0.0
Description | Subsetting definitions for OHI-BO 10.13.1.1.0
* Application Data Model | SDM_101310_SUBSET_ADM L%
* Source Database |sbos.world %

File SDM_OHI_1013100_SUBSET_DEF.xml  Update...

Continue | Cancel

Figure 3.15: Import Data Subset Definition.

Specify the subset user credentials of the source database in the next page and press the Submit

button See Figure 3.16.
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Data Subset Definition Properties: Schedule Application Detail Collection a)
General
* Job Name | APP_DETAIL_COLLECTION_156

Job Description
Credentials

Credential () Preferred @ Mamed &) New

Credential Name | 5¥S_SBOT EM 5BOS [=] ¥
Credential Detalls | Atribute |‘v‘a\ue i

Username sys

Password
Role sysdba
More Details

Schedule

Start @ Immediately () Later

Grace Period (] Do not run if it cannot start within 1% [hours of the scheduled start time

Back Submit Cancel

Figure 3.16: Specifying credentials for import job.

A job is created to import the subsetting definitions from the XML file. Verify the job succeeded. This
job should only run for a couple of minutes.

Note: when there is a need to import the subset definition for a second time after a subset export
has been run, purging the internal SDM selection tables will speed up the import job. During the
import, an estimation on the size of the subset is performed. When these internal tables are filled,
this estimation will take considerable amount of time.

The internal SDM tables can be purged with the following command (as application owner):

exec sdm_util_pck.purge_sdm_data;

3.6 Generate Subset Export File
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Recommended database configuration during export

Before starting the actual export job, the source database should be configured to maximize
performance. The following parameters are recommended (and deviate from parameters required
for Back Office runtime):

e parallel_max_servers - default value (>1), to enable parallel query during subset
export

e optimizer_mode - default value (ALL_ROWS)

e optimizer_index_cost_adjust - default value (100)

With respect to memory allocation, make sure the SGA (in particular the BUFFER_CACHE value) and
PGA (for in-memory sorting and hash-area) are generously sized. The Memory Advisor included in
Oracle Enterprise Manager can be a guide to find the optimum.

Make sure the temporary tablespace of the subset user is set to auto extend, and enough disk space
is available for it to grow. During the export, tables can be written to temp first before being written
to the export file. This can consume large amount of temp space. As a guideline: make sure the
temporary tablespace can hold at least the “subset %” of the size of the largest application table. For
example, 0.05 times the largest application table when a 5% subset is created.

When using multiple worker threads during export, temporary table space can be claimed by each
worker. Multiply the subsetted size of the largest table by the number of workers.

TEMP size =~ (#workers) * (size of largest application table)
* (estimated subset fraction)

For example, when using 4 worker threads for a 5% subset and the largest table being 1000GB:
expect 4 * 1000 * 0.05 = 200GB of required temporary tablespace.

Submitting the export job

The generation of the subset export file can now be started. From the Data Subset Definitions page
select the subset definition to use for generating the subset and then select Actions = Generate
Subset. See Figure 3.17.
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dg Enterprise ~ (@) Targets ~ o Favorites ~ @

Data Subset Definitions &

[ Show Test Data Management Overview

E View = Create... A Edit.. 3§

Create...
Edit...

Reassociate...
F

F_copy
F_copy_2

Delete...
Import
Export 3

Generate Subset... npty tables in ADM
ueries

Save Subset Script...
W

Figure 3.17: Generate Subset.

Specify the database from which the subset is to be exported (this is called target database here).
Keep the Create Subset By radio button default (Writing Subset Data to Export Files). Select the
database and host credentials and specify the name of the policy selection to drive the subset
generation. You created this policy selection in step 2 (Section 3.1.2). Then press the Continue
button. See Figure 3.18.
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Generate Subset: General <] ‘
Generate: SDM_101310_SUBSET_DEF |
orid Q

* Target Database sbos.w

Create Subset By riting Subset Data to Export Files

F Deleting Data From a Target Database

Database Credentials Host Credentials
Credential ) Preferred @ Mamed @ New Credental ) Preferred @ Mamed @ New =
Credentil [5vs_sa0T_EN_SBOS 7 Credental  nRACIE_HOST
Name === = @ j Hame == [=]
Credentl  |Attribute |value Credental  |Attribute |value

Details Details

Username 5Y5 UserMame oracle
Password password
Role sysdba More Details

More Details

Rule Parameters
View ~

Mame Value |Cnmme nts

Continue | Cancel

Figure 3.18: Specify general parameters for subset process.

You enter the data pump parameters in the next page and specify the directory object that data
pump must use to create the dump file in. This must be an existing directory object (one that the
DBA must have created on beforehand, using the CREATE DIRECTORY command) inside the source
database and the application owner schema, usually 0ZG_OWNER, must have read/write access on
this directory object.

Provide the export file name, maximum file size and the number of worker threads that data pump
must use whilst querying the source database and generating the export files.

The maximum file size should not be set too low, because the total export size is limited by the of
files, which is 100 files maximum.can be used and those files should be large enough to contain the
subset export dump.. The exported database dump should fit into 100 * {maximum file size}. Hence
the default file size of 100M accommodates for a 10G maximum export size.

Consider setting the number of worker threads to more than 1. Depending on the number of
available CPU’s and IO capacity it will decrease the time needed for the export.

Please note that the Advanced Compression and Advanced Security licenses are required in order to
use the compress and encrypt options. Specify the log file name and press the Continue button. See
Figure 3.19.
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Generate Subset: Parameters

Subset Directory @ Select a directory on target database to save subset scripts and dump file
DATA_PUMP_DIR =]
( fozg/app/oracle/product/11.2.0/db_1/rdbms/log/ )
@ Select a custom directory path on target database to save subset scripts and dump file

Q

[ External directory(clustered/shared file system or ASM) for faster export dump

External Directory | DATA_PUMP_DIR
( /oza/app/oracle/product/11.2.0/db_1/rdbms/log/ )

* Export File Name | EXPDAT%L.DMP
* Maximum File Size (MB) 100

* Maximum Number of 1
Threads

[] Enable Dump File Compression
[] Enable Dump File Encryption

Encryption Password

Confirm Encryption Password
Generate Log File

Log File Name | EXPDAT.LOG

Back | Continue | Cancel

Figure 3.19: Specify data pump parameters for the subset process.

Finally schedule the job and submit it. See Figure 3.20.
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|- 1

Generate Subset: Schedule |

General t
ob Name | GENERATE_SUBSET_309

scription

Schedule
Start @ Immediately & Later ST antral F
Grace Period [C] Do nat run f it cannot start within i of the scheduled start time

Back | Submit | Cancel

Figure 3.20: Schedule and submit the subset process job.

This job generates the following:

e One or more data pump export files and a corresponding log file
These contain the subset of the data in the source database.
e Animport sql script (subset_import.sql)
This script contains the commands that import the data pump export files
e A postimport sql script (subset_post_script.sql)
This script contains commands that must be run on the target database after the data pump
import has completed.

Once the subset generation job has completed, check the data pump log file for any errors.

Note: don’t forget to revert the changes made to the database parameters when using the source in
a Back Office runtime environment.
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3.7 Provision Target Database

The data pump export that was created in step 6, will have to be imported into a smaller target

database. The export contains a user-mode export of the owner-schema of the OHI-BO application.

This is usually the OZG_OWNER schema. You have to prepare an empty target database so that this

user-mode export file can be successfully imported.

Make sure the database is loaded with the required options.

Those are currently the XDB and JVM options.

Make sure the instance is running with all the required (s)pfile settings.

Refer to the Oracle Health Insurance : Installation, Configuration and DBA Manual to verify
these settings.

Make sure the database has all the necessary OHI-BO tablespaces.

In addition to the SYSTEM, TEMP, UNDO, USER and SYSAUX tablespaces, there are currently
eighteen required application tablespaces (ozg_fact_rel _tab, ozg fact_rel _ind, etc.). Create
these as small tablespaces and ensure that they can grow (autoextend on).

Make sure the database has the required OHI-BO schemas and roles.

Running script SOZG_BASE/sql/0ZGI001S.sq/ will create these. The import job ensures that
these schemas and roles receive all the object privileges again.

Optionally create your own custom schemas and roles.

When your OHI-BO environments have additional (custom) schemas, roles or both that have
object grants from the OHI-BO application owner schema, the import job successfully
restores the object grants to these schemas also when they created in advance.

It is also advisable to disable the archivelog mode on the target database prior to starting the import

job.

Note: The above describes only the database-side of the target environment. Of course you also

need a client environment (contents of SOZG_BASE) with the forms, reports, batch scheduler and so

forth. This client environment can simply be one-on-one copy of the client environment for the

source.
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3.8 Import Export File

The subset can now be loaded into the target database that was prepared in the previous section.
You have to transfer the export dump files from the source database host to the target database host
and create a dictionary object in the target database that points to the directory on the host holding
the export files. Also transfer the subset_import.sql and subset_post_script.sql scripts that were
generated in step 6.

Next start up SQLPlus on the target host, connect as SYS and start the subset_import.sql script. This
script creates a few objects and then requests two inputs: the state of the schemas and the directory
object name. Select option 2 for the first input and enter the name of the directory object that holds
the export files. See Figure 3.21.

Chose the state of the schemas from below:

1 - None of the schemas exist.

2 - A part or all of the schemas exist.

3 - The schemas exist with complete metadata but no data.
enter choice (1/2/3): 2

Enter directory object name: MY_DUMP_DIR

Figure 3.21: Enter data pump import parameters.

Errors are logged during the import which causes objects in the OHI-BO application schema to remain
invalid due to a known issue in the way the subsetting pack interacts with data pump. These errors
are resolved by the post import script.

You supplied a password for the application owner schema (OZG_OWNER) during preparation of the
target database (as described in Section 3.7). The subset_import.sql script drops this schema and has
it recreated by the data pump import process. This means that you lose the password that you have
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supplied: after the import, it is again set to the password that was in place in the source
environment.

3.9 Run the Post Import Script File

Go into SQLPlus on the target database, connect as SYS and run the post import script:
subset_post_script.sql. To run the post import script on the target, first set the environment
correctly, i.e.:

. 0zg_init.env <env>

. 0zg_init.env SOZG_ORATAB_DB11G2

Make sure the [SID]_install wallet entry exists and connects to the application owner schema of the
target database (you may want to reset the application owner password in the target database at
this stage).

After running this script all stored PL/SQL objects should be valid. You now have a subset of the OHI-
BO data store. Note however that some tasks still remain. For instance, you still need to set up the
application users. This target database will have the ALGHUSERS _ table contents (Dutch name:
ALG_FUNCTIONARISSEN) of the source database. You may want to update this table and create the
corresponding Oracle application user schemas for it.

As a final verification you can run the object check script for the OHI-BO application (script
SYS9006S). Note: This script assumes that the batch scheduler has been started. Whether the client
and database are in a correct state is verified by Script SYS9006S.

3.10Install and Configure Other Custom Localizations

Any adjacent schemas should be installed and configured as the last step for local customizations.
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4 Detailed Process - Data Masking

Contrary to subsetting, where an empty target database is filled with a subset of data, the data
masking process executes "in-place" within an existing OHI-BO data store. As mentioned in Section
2.2 you need to acquire the two XML files that describe how the OHI-BO data store is to be masked
before starting the masking process.

e Masking application data model (SDM_OHI_[release] MASK _ADM.xml)
e Masking definitions (SDM_OHI|_[release] MASK DEF.xml)

4.1 Prepare to-be-masked Database (Target Database)

Data masking can be performed on a full-size OHI-BO data store, or on a subset OHI-BO data store.
Obviously the masking process takes more time on full-size data stores. During masking, tables with
sensitive columns are temporarily duplicated (this is further explained in Section 4.4). For this reason
it is necessary to check that tablespaces holding the table segments either have enough free space
available, or are able to grow (autoextend) during the masking process. Upon completion of data
masking a database (or tablespace) reorganization of some kind would have to be performed to
reclaim the then remaining free space. Oracle describes an approach in Section 4.5 to prevent having
to execute such reorganization.

Before masking the target database, it is advisable to create a backup of the database. Also
depending upon the size of the archivelog destination file system, it may be advisable to disable
archive logging during the masking process, and re-enable it afterwards.
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4.2 Generate and import Data Masking Application Data Model into
OEM12c

The ADM contains the data model for the OHI-BO application. This model is used by the masking
process to identify the sensitive columns and relationships between the tables. The ADM is specific
to an OHI-BO release and must be generated using the source database.

Prior to importing you should make sure that the ADM to be imported corresponds with the OHI-BO
release installed at the source database.

To generate the ADM for masking, connect with SQL*Plus to the source database. Invoke the
following command (as application owner):

exec sdm_adm_drv_pck.write_adm_files("DB_DIR");

Replace DB_DIR with the database directory of your choice.
Two files will be written to this directory:

e SDM _OHI _[release] MASK ADM.xml
e SDM_OHI_[release] SUBSET _ADM.xml

(same inserted sentence here....) Open the Data Discovery and Modeling page. See Figure 4.1.
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ORACLE Enterprise Manager Cloud Control 12¢

e Enterorise " (~)
Summary
Monitoring LS
Job v View |AllTa
Reports L4
Configuration vl
Compliance 2

Provisioning and Patching  »

Quality Management ¥ Application Replay

My Orade Support * Database Replay

Cloud b SQL Performance Analyzer b
Chargeback Data Discovery and Modeling
Consolidation Planner Data Subset Definitions

Data Masking Definitions
Data Masking Formats

Figure 4.1: Open Data Discovery and Modeling

Make sure the ADM XML file is on your local desktop. Then select Actions = Import = File from
Desktop. See Figure 4.2.

Data Discovery and Modeling &

[= Show Secure Test Data Management Overview

Application Data Models

] Create... rce Database |Applicati0n Suite

-| - 15 world Custom

| B - it. world Custom

| B B B fe.world Custom

| - js.world Custom

| ) - lns.world Custom

| - ;s.'n'orld Custom

| sEE Is.world Custom

| Cop fe.world Custom

| Import (¥ File from Desktop... |
Export L File from Software Lil::rary...["'\s

Sensitive Column Types

Figure 4.2: Starting the File from Desktop import.
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Next enter a name for this ADM. Specifying the release number as part of the name of the ADM will
help identify the correct ADM later on. Enter a description and select the masking source database.
Then press Choose File and navigate to the ADM XML file on your local desktop. Finally press the OK
button to start the import. See Figure 4.3.

Import

* Name | ADM OHI-BO 10.13.1.0.0 Masking
Description | Application Data Model Masking for 10.13.1.0.0
* Source Database | shos.world Q
File SDM_OHI_1013100_MASKING_ADM.xml  Update...

ﬁ Cancel

Figure 4.3: Specifying masking ADM XML file to be imported.

The ADM import process may take a while. The masking ADM assumes that the standard application
schema OZG_OWNER is used in your OHI-BO environments. If this is not the case you have to apply a
schema mapping to the imported ADM. To do this, select the ADM from the list of ADMs, then select
Actions -> Associate Databases. See Figure 4.4.

Data Discovery and Modeling &

[> Show Secure Test Data Managemeant Overview

Application Data Models

E View = Create... Copy... S Edit.. &3

| Create... Source Ap_plicz
Edit... Database Suite
| Properties... sbos.world  Custor
| Associted Datzbases... j2013 sbos.world  Custar
| Verify sbos.world  Custor
| 1 sbos.world  Custor
| sbos.world  Custor
| Open... FK sbos.world  Custor
|  Delete... FK-alltables  shos.world Custor

Figure 4.4: Associate Databases.
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The following page appears, showing that 0ZG_OWNER application is currently mapped to
OZG_OWNER schema. See Figure 4.5.

Associated Databases
Application Data Model ADM Masking v1 b
Databases Schema Mappings

o Add...3¢ Q select Schema...
Mame | Source Database Application |5:hema
ﬂ shos.world 2 0ZG_OWNER 0ZG_OWNER

Figure 4.5: Associated Databases.

To modify the schema mapping, press Select Schema, and select the schema in your source database

that represents the owner of the OHI-BO application.

After the import process has completed and you have associated the correct owner schema, the
ADM must be verified against the source database. Select the imported ADM in the list of available
ADMs. Then select Actions = Verify, and click Create Verification Job. See Figure 4.6.

Summary of Results by Associated Database

View - ificati »| B
Most Recent Job
MName Type Source Database |Status Status Most Recent Job Ended

[3) sbos.world Database Instance o2 Valid Succeeded Feb 26, 2013 2:25:07 PM

Figure 4.6: Create Verification Job.

Make sure to uncheck Synchronize Application Data Model before submitting. See Figure 4.7.
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Create Verification Job L 3]

General

* Job Name | VERIFY_APP_DATA_MODEL_52 I

Job
Description

Start @ Immediately ) Later 2 (GMT+01 msterdam - Ce European Time (CET

Grace Period [[7] Do not run if it cannot start within 15 |hours of the scheduled start time

w Cancel

Figure 4.7: Uncheck Synchronize Application Data Model.

When the verification job has completed, you need to check the verification results. For this select
the ADM from the list of available ADMs, and select Action = Verify. Now select the row with the
database that you associated with the verification job. Look at the Verification Results. It should say:
No verification results. See Figure 4.8.

Summary of Results by Associated Database

View ~ Create Verfication Job...  [§) Associzted Databases... 153
Most Recent Job

Mame Type ‘ Source Database |Status Shatus Mos
@ sbos.world Database Instance 2 ¥Vald
4 L}

Verification Results

view v | B
Problem | Application |Short Name |schema | Table

No verification resufts

4| [}

Figure 4.8: Checking verification results.
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4.3 Import Data Masking Definitions into OEM12c

The masking definitions XML file is imported from the Data Masking Definitions page. Press the
Import button at the top right (Figure 4.9). Make sure you have the XML file loaded on your desktop.

o}, Enterprse « ) Targets = oy Favortes » (@ History = Search Target Name «

Data Masking Definitions

Data masking & the process of nsitive information in & -production databases safe. It dsguses 2 information by ovenw realsiylooking but false
colurmns to be masked and the t # E w masking definition or use an exst ion for @ masking ope Y Contans

Search | Masking Definton

Clone Databace [+] Go)

wiew| Ede| Generate Scrpt| Scheduls Job| Delets €
Select | Masking Defintion & Apphcaton Data Mode Description Columns | Status Most Recent Job Ended SQL Performance Analyzer Task

Figure 4.9: Starting masking definitions import.

In the Import Masking Definitions page enter a name (preferably include release name here too) and
optionally a description. Select the corresponding masking ADM and select the source database
(which is also the target database). Finally select the masking XML file from your local desktop and
press the Continue button. See Figure 4.10.

Data Masking Definitions
Import Masking Definition

Use this page to import a masking definition that was previously exported from the Data Masking page. Select the exported file and continue to import masking definition into repository.

Mame |OHI-BO Masking 10.13.1.0.0
Application Data Model |SDM_OHI_1013110_MASK_ADM Q}
Reference Database |sbos.world E

Fle | Bestand kiezen | SOM_OHI_...DEF.xml

Figure 4.10: Import Masking Definition.
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The masking definitions xml file will now be imported and should be available on the Data Masking
Definitions page.

4.4 Generate Masking Script

Once the masking definitions have been imported, the next step is to generate a masking script from
these definitions. On the Data Masking Definitions page, select the masking definition and press the
Generate Script button. SeeFigure 4.11.

Data Masking Definitions
Data masking is the process of making sensitive information in test or non-production databases safe. It ¢
columns to be masked and the format of masked data. You can create a new masking definition or use :

Search | Masking Definition E| g

View @ Generate Script| Schedule Job| Delete| Actions | Clone Database [+ @

Select | Masking Definition Application Data Model D
@  OHI Masking complete v1 ADM Masking v2 - all tables [ refs

SDM_OHI_1013110_MASKING_DEF SDM_OHL_1013110_MASK_ADM_old 2’1[

SDM_OHI_1013110_MASK_DEF SDM_OHL_1013110_MASK_ADM_old M

1

Figure 4.11: Generate Script (Masking).

The Schedule Script Generation Job page displays. Specify the SYS credentials and submit the job.
This job runs for a considerable amount of time during which all tables with sensitive columns are
inspected. The end result of this job is a SQL script file which holds the actual commands to perform
the data masking later in Section 4.6.

As mentioned earlier in Section 4.1, tables with sensitive columns are temporarily duplicated during
the actual masking. The way the masking script performs is as follows:
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e Tables with sensitive columns are renamed. Indexes and triggers are removed from the
renamed tables.

e For each renamed table a "create table ... as select ..." (CTAS) is performed to recreate the
table under the original name. During this CTAS the actual data masking is performed.

e Indexes and triggers are restored on the newly created tables. Also object-privileges for
these tables are restored.

e The renamed original tables are dropped.

e Invalid objects are recompiled.

The CTAS statements are performed with the space definition clauses that were in place on the
original table during the generation of the masking script. This means that there are two segments
for these tables in the tablespaces allocated to these tables during masking. When data masking is
performed on a full-size OHI-BO data store this could substantially increase the tablespaces holding
tables with sensitive columns. This is the reason that why in Section 4.1 it was mentioned that during
masking these tablespaces should either have enough free space available or be able to extend as
required.

Take a close look at the output of the ‘Generate Masking Script’ Job. The Job will check whether
enough free space is available in all tablespaces, it will report issues in the output log.

For example, it may report:

RESOURCE WARNING

TABLESPACE 0ZG_FACT_FIN_TAB

Insufficient free space in Tablespace 0ZG_FACT_FIN_TAB even with
automatic extension.

Some operations involving Tablespace 0ZG_FACT_FIN_TAB may fail.
Starting Freespace: 25610MB.

Ending Freespace (assuming increase in size): 9536MB.

Lowest Freespace: -18960MB.

Increase size of Tablespace 0ZG_FACT FIN_TAB to at least 163418MB.

Make sure to add additional data files when reported, before running the masking script.
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4.5 Move Large Tables with Sensitive Columns (Optional)

A way to prevent the necessary tablespace reorganizations to reclaim the free space after running
data masking is as follows:

e After the masking script has been generated, inspect this script and locate all tables with
sensitive columns. A way to do this is to use the grep utility:

grep ""CREATE TABLE \"0zZG_OWNER\"" [generated-masking-sql-script]

This assumes that 0ZG_OWNER is the application owner schema.
e Temporarily create a tablespace into which these tables can be moved. Also assign a
tablespace quota to the application owner on this new tablespace.

e Using the output of the grep command generate "alter table ... move ... tablespace"
commands.

e Run these commands prior to starting the masking script.

The CTAS statements creates new table segments in the corresponding table tablespaces which
should now have enough free space, due to the fact that the original tables have been moved out of
them during data masking. After completion of the masking script the temporary created tablespace
should be empty again and can be dropped thus reclaiming the extra space that was required during
data masking.

4.6 Run Masking Script on Target Database

Recommended database configuration during masking

Before running the masking script on the target, it should be configured to maximize performance.
The following parameters are recommended (and deviate from parameters required for Back Office
runtime):

e parallel_max_servers - default value (>1), to enable parallel query during subset
export

e optimizer_mode - default value (ALL_ROWS)
e optimizer_index_cost_adjust - default value (100)
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The data masking script that was generated in Section 4.4, can be downloaded from OEM21c by
selecting the masking definition in the Data Masking Definitions page, and by selecting Save Script.
See Figure 4.12.

Data Masking Definitions

Data rmasking is the process of making sensitive inforrmation in test or non-production databases safe. It di
columns to be masked and the format of masked data. You can create a new rmasking definition or use al

Search | Masking Definition [=] @

View @ Generate Script| Schedule J0b| Delete| Actions | Save Script  [+] @

Clone Database
Masking Definition < applical Create Like De
Export

Select
OHI Masking complete vi ADM M;W.’ refs
View Script
SDM_0OHI_1013110_MASKING_DEF SDM_OHI_1013110_MASK_ADM_old r{‘g
@  SDM_OHI_1013110_MASK_DEF SDM_OHI_1013110_MASK_ADM_old 'l“‘g'

Figure 4.12: Save masking script.

Next, press the Go button. The masking script downloads to your desktop. Transfer the masking
script to the target database server and start it from SQLPlus as SYS.

After that the masking proceeds. Depending on the size of the data store that is to be masked, this
can take a considerable amount of time.

The masking script spools a log file in the current directory. This script runs in the "whenever sqglerror
exit" mode. Upon completion of the masking script execution, inspect the log file and check for
unexpected "ORA-" errors. Depending on the situation and the stage at which the error occurred,
you might be able to fix the issue and rerun the script. Alternatively you have to restore the target
database first and then rerun the masking script.
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If you had moved the tables with sensitive columns to a temporarily created tablespace (as described
in Section 4.5) then you can drop that tablespace now.

Note: revert the changes made to the database parameters for use in a Back Office runtime
environment.
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