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Preface

Understanding the PeopleSoft Online Help and PeopleBooks

The PeopleSoft Online Help is a website that enables you to view all help content for PeopleSoft
Applications and PeopleTools. The help provides standard navigation and full-text searching, as well as
context-sensitive online help for PeopleSoft users.

PeopleSoft Hosted Documentation

You access the PeopleSoft Online Help on Oracle’s PeopleSoft Hosted Documentation website, which
enables you to access the full help website and context-sensitive help directly from an Oracle hosted
server. The hosted documentation is updated on a regular schedule, ensuring that you have access to the
most current documentation. This reduces the need to view separate documentation posts for application
maintenance on My Oracle Support, because that documentation is now incorporated into the hosted
website content. The Hosted Documentation website is available in English only.

Locally Installed Help

If your organization has firewall restrictions that prevent you from using the Hosted Documentation
website, you can install the PeopleSoft Online Help locally. If you install the help locally, you have more
control over which documents users can access and you can include links to your organization’s custom
documentation on help pages.

In addition, if you locally install the PeopleSoft Online Help, you can use any search engine for full-
text searching. Your installation documentation includes instructions about how to set up Oracle Secure
Enterprise Search for full-text searching.

See PeopleTools 8.53 Installation for your database platform, “Installing PeopleSoft Online Help.” If you
do not use Secure Enterprise Search, see the documentation for your chosen search engine.

Note: Before users can access the search engine on a locally installed help website, you must enable the
Search portlet and link. Click the Help link on any page in the PeopleSoft Online Help for instructions.

Downloadable PeopleBook PDF Files

You can access downloadable PDF versions of the help content in the traditional PeopleBook format.
The content in the PeopleBook PDFs is the same as the content in the PeopleSoft Online Help, but it has
a different structure and it does not include the interactive navigation features that are available in the
online help.

Common Help Documentation

Common help documentation contains information that applies to multiple applications. The two main
types of common help are:

* Application Fundamentals
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» Using PeopleSoft Applications

Most product lines provide a set of application fundamentals help topics that discuss essential information
about the setup and design of your system. This information applies to many or all applications in the
PeopleSoft product line. Whether you are implementing a single application, some combination of
applications within the product line, or the entire product line, you should be familiar with the contents

of the appropriate application fundamentals help. They provide the starting points for fundamental
implementation tasks.

In addition, the PeopleTools: PeopleSoft Applications User's Guide introduces you to the various
elements of the PeopleSoft Pure Internet Architecture. It also explains how to use the navigational
hierarchy, components, and pages to perform basic functions as you navigate through the system. While
your application or implementation may differ, the topics in this user’s guide provide general information
about using PeopleSoft Applications.

Field and Control Definitions

PeopleSoft documentation includes definitions for most fields and controls that appear on application
pages. These definitions describe how to use a field or control, where populated values come from, the
effects of selecting certain values, and so on. If a field or control is not defined, then it either requires
no additional explanation or is documented in a common elements section earlier in the documentation.
For example, the Date field rarely requires additional explanation and may not be defined in the
documentation for some pages.

Typographical Conventions

Xii

The following table describes the typographical conventions that are used in the online help.

Typographical Convention Description

Bold Highlights PeopleCode function names, business function
names, event names, system function names, method names,
language constructs, and PeopleCode reserved words that must
be included literally in the function call.

Italics Highlights field values, emphasis, and PeopleSoft or other
book-length publication titles. In PeopleCode syntax, italic
items are placeholders for arguments that your program must

supply.

Italics also highlight references to words or letters, as in the
following example: Enter the letter O.

Key+Key Indicates a key combination action. For example, a plus sign (
+) between keys means that you must hold down the first key
while you press the second key. For Alt+W, hold down the Alt
key while you press the W key.

Monospace font Highlights a PeopleCode program or other code example.

... (ellipses) Indicate that the preceding item or series can be repeated any
number of times in PeopleCode syntax.
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Typographical Convention Description

{ } (curly braces) Indicate a choice between two options in PeopleCode syntax.
Options are separated by a pipe (| ).

[ ] (square brackets) Indicate optional items in PeopleCode syntax.

& (ampersand) When placed before a parameter in PeopleCode syntax,
an ampersand indicates that the parameter is an already
instantiated object.

Ampersands also precede all PeopleCode variables.

> This continuation character has been inserted at the end of a
line of code that has been wrapped at the page margin. The
code should be viewed or entered as a single, continuous line
of code without the continuation character.

ISO Country and Currency Codes

PeopleSoft Online Help topics use International Organization for Standardization (ISO) country and
currency codes to identify country-specific information and monetary amounts.

ISO country codes may appear as country identifiers, and ISO currency codes may appear as currency
identifiers in your PeopleSoft documentation. Reference to an ISO country code in your documentation
does not imply that your application includes every ISO country code. The following example is a
country-specific heading: "(FRA) Hiring an Employee."

The PeopleSoft Currency Code table (CURRENCY CD TBL) contains sample currency code data. The
Currency Code table is based on ISO Standard 4217, "Codes for the representation of currencies," and
also relies on ISO country codes in the Country table (COUNTRY_TBL). The navigation to the pages
where you maintain currency code and country information depends on which PeopleSoft applications
you are using. To access the pages for maintaining the Currency Code and Country tables, consult the
online help for your applications for more information.

Region and Industry Identifiers

Information that applies only to a specific region or industry is preceded by a standard identifier in
parentheses. This identifier typically appears at the beginning of a section heading, but it may also appear
at the beginning of a note or other text.

Example of a region-specific heading: "(Latin America) Setting Up Depreciation"

Region Identifiers

Regions are identified by the region name. The following region identifiers may appear in the PeopleSoft
Online Help:

e Asia Pacific
*  Europe

¢ Latin America
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e North America

Industry Identifiers

Industries are identified by the industry name or by an abbreviation for that industry. The following
industry identifiers may appear in the PeopleSoft Online Help:

» USF (U.S. Federal)

* E&G (Education and Government)

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=trs if you are hearing impaired.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Using and Managing the PeopleSoft Online Help

Click the Help link in the universal navigation header of any page in the PeopleSoft Online Help to see
information on the following topics:

e What’s new in the PeopleSoft Online Help.
* PeopleSoft Online Help acessibility.
* Accessing, navigating, and searching the PeopleSoft Online Help.

* Managing a locally installed PeopleSoft Online Help website.

PeopleSoft Enterprise Components Related Links

PeopleSoft Information Portal on Oracle.com

My Oracle Support

PeopleSoft Training from Oracle University

Contact Us

Send us your suggestions Please include release numbers for the PeopleTools and applications that you
are using.
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Follow Us
Get the latest PeopleSoft updates on Facebook.
u Follow PeopleSoft on Twitter@PeopleSoft Info.
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Chapter 1

Setting Up the Credit Card Interface

Understanding XML-Based Integration Using Integration Broker

You can use PeopleSoft Integration Broker to process your PeopleSoft credit card transactions with the
third-party credit card processing vendor of your choice. Oracle delivers messages and a synchronous
service for you to use to set up a synchronous connection with your third-party vendor. Because each
third-party vendor requires a different format for communication, PeopleSoft applications do not

deliver transformations to your third-party vendor. This is because each third-party vendor has different
requirements for inputs and outputs to their services. Therefore, part of setting up an integration involves
writing your own transformation programs for the request and response message. The transformation
programs are a mapping between the fields in the PeopleSoft system and the fields in your third-party
vendor’s service. You also need to set up a node in the PeopleSoft application to process the response
from your third-party vendor.

Oracle delivers XML messages for use with XML-based credit card processing vendors. You must build
your own XML message transformation into the format that the vendor is expecting.

You can use PeopleSoft Application Engine to perform your transformations. You use the delivered
EOEC _CCI_SYNC message for the request transaction and the delivered EOEC CCI_RESPONSE
message for the response transaction. The messages are detailed later in this section.

Note: If you have upgraded from a PeopleTools 8.47 or earlier release, the upgrade program creates
service operations for these messages. The service operation names and message names are the same.

Image: EOEC_CCI_SYNC and EOEC_CCI_RESPONSE is used to integrate with a third-party
credit processing vendor

The diagram shows the process flow for integration with a third-party credit processing vendor.

PeopleSoft XML :ft':g'r:ﬁo"nﬂ Transform
Request ™  Broker | ”| Request
EQEC_CCI_SYNC from
PeopleSoft
to 3rd party ¥
®  PeopleSoft 3rd Party
Customer «| Application Payment
Process
Transform
Response
PeopleSoft XML from 3rd |«
Reply EOEC_CCl_ *— party to
RESFONSE PeopleSoft
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EOEC_CCI_Sync Message

The EOEC_CCI_SYNC message is a synchronous request that the credit card interface sends to the
third-party vendor. The request can be for an authorize, bill, authorize and bill, credit transaction, or
authorization reversal. The PeopleCode that supports this message is located in App Package EOEC CCI.
The following tables describe the request fields and how they are populated by the PeopleSoft system.

Level 0 Record: EOEC_CCI_XMLPAY:

Message field Alias Populated with
EOEC_CCI_UNIQUE ID UNIQUEID Unique ID generated for each
transaction.

Level 1 Record: EOEC_CCI _RQST:

Message field Alias Populated with

EOEC_CCI_ MERCHANT VENDOR Populated from the merchant ID set up
on the Credit Card Interface Installation
page.

EOEC_CCI_PARTNER PARTNER Hardcoded to “PeopleSoft”.

Level 2 Record: EOEC_CCI__TRANS:

Message field Alias Populated with

EOEC_CCI_TRANSID TRANSACTION ID Either blank or contains the request ID
of a previous transaction (such as a prior
authorization transaction).

EOEC_CCI_MERCH _REF TRANSACTION_CUSTREF Contains a reference to the transaction
such as an order or invoice number.

EOEC_CCI_RQSTTOKEN N/A Either blank or contains the request
token of a previous transaction (such as a

prior authorization transaction).

Level 3 Record: EOEC_CCI_TRNTYP:
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Message field

Alias

Populated with

EOEC_CCI_TRANSACT

TRANSTYPE

The service to be performed:
*  1=Authorize Only

*  2=Authorize & Bill

+  3=Bill Only

*  4=Credit

*  5=Authorize Reversal

Level 4 Record: EOEC_CCI_PAYDAT:

Message field Alias Populated with
EOEC_CCI_TRANSACT N/A N/A
Level 5 Record: EOEC_CCI _INV:
Message field Alias Populated with
EOEC_CCI_INV_NUM INVNUM Either blank or contains the request
ID of a pervious transaction (such
as a prior authorization transaction).
Oracle recommends that you use
TRANSACTION ID instead of
INVNUM in transformation programs
because the field is only 20.
EOEC DATE N/A
DESCR254 DESCRIPTION Hardcoded to “Description”.
EOEC_CCI DISC_AMT DISCOUNTAMT N/A
EOEC_CCI_SHIP_AMT SHIPAMT N/A
EOEC_CCI DUTY_AMT DUTYAMT N/A
EOEC CCI TAX AMT TAXAMT N/A
EOEC_CCI_TAX_INCL NATIONALTAXINCL N/A
EOEC _CCI TOTAL AMT TOTALAMT The total amount of the transaction.
EOEC_CCI_COMMENT COMMENT N/A
CURRENCY_CD N/A N/A
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Level 6 Record: EOEC_CCI_BILLFM:

Chapter 1

Message field Alias Populated with
EOEC_CCI FULLNAME NAME N/A
EOEC_EMAIL ADDR EMAIL N/A

PHONE N/A N/A

FAX N/A N/A
URL N/A N/A

Level 7 Record: EOEC_CCI_ADDRI:
Message field Alias Populated with
ADDRESS1 STREET N/A

ADDRESS2 N/A N/A

ADDRESS3 N/A N/A

ADDRESS4 N/A N/A
CITY N/A N/A
STATE N/A N/A
POSTAL VALY N/A
COUNTRY N/A N/A

Level 6 Record: EOEC_CCI BILLTO:
Message field Alias Populated with
EOEC_CCI_CUSTID CUSTOMERID N/A
EOEC CCI FULLNAME NAME N/A
EOEC_EMAIL ADDR EMAIL Email address of the consumer.
PHONE N/A Telephone number of the consumer.
FAX N/A N/A
EOEC_CCI_CUSTCODE CUSTCODE N/A
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Message field Alias Populated with
EOEC_CCI_PO_NUM PONUM N/A
EOEC CCI TAXEXEMPT TAXEXEMPT N/A

Level 7 Record: EOEC_CCI_ADDR?2:
Message field Alias Populated with
ADDRESSI STREET Street address of the consumer.
ADDRESS2 N/A N/A
ADDRESS3 N/A N/A
ADDRESS4 N/A N/A
CITY N/A City address of the consumer.
STATE N/A State address of the consumer.
POSTAL ZIP Postal address of the consumer.
COUNTRY N/A Country address of the consumer.

Level 6 Record: EOEC_CCI_SHIPFM:

Message field Alias Populated with
EOEC _CCI FULLNAME NAME N/A

EOEC EMAIL ADDR EMAIL N/A

PHONE N/A N/A

FAX N/A N/A
Level 7 Record: EOEC_CCI_ADDR3:

Message field Alias Populated with
ADDRESS1 STREET N/A

ADDRESS2 N/A N/A

ADDRESS3 N/A N/A

ADDRESS4 N/A N/A
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Message field Alias Populated with
CITY N/A N/A
STATE N/A N/A
POSTAL ZIP N/A
COUNTRY N/A N/A

Level 6 Record: EOEC_CCI_SHIPTO:

Message field Alias Populated with
EOEC_CCI FULLNAME NAME N/A
EOEC_EMAIL ADDR EMAIL N/A
PHONE N/A N/A
FAX N/A N/A

Level 7 Record: EOEC_CCI_ADDR4:

Message field Alias Populated with
ADDRESSI1 STREET N/A
ADDRESS2 N/A N/A
ADDRESS3 N/A N/A
ADDRESS4 N/A N/A
CITY N/A N/A
STATE N/A N/A
POSTAL ZIP N/A
COUNTRY N/A N/A

Level 6 Record: EOEC_CCI_ITEM:

Message field Alias Populated with
EOEC CCI _ITEM NUM ITEM_NUMBER N/A
EOEC_CCI_SKU SKU N/A
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Message field Alias Populated with
EOEC_CCI_UPC UPC N/A
DESCR254 DESCRIPTION N/A
EOEC_CCI_QTY AMT TOTALAMT QUANTITY N/A
EOEC_CCI_UOM UNITOFMEASURE N/A
EOEC_CCI_UNITPRICE UNITPRICE N/A
EOEC__ CCI_EXTAMT EXTAMT N/A
EOEC_CCI_DISC_AMT DISCOUNTAMT N/A
EOEC_CCI TAX_AMT TAXAMT _ N/A
EOEC CCI _TOTAL TOTALAMT N/A
Level 4 Record: EOEC_CCI _TENDER:
Message field Alias Populated with
EOEC_CCI_TRANSACT N/A N/A
Level 5 Record: EOEC_CCI_CARD:
Message field Alias Populated with
EOEC_CCI_TYPE CARDTYPE Two-character code for the type of card
used in the transaction.
+  01=Visa
*  (02=MasterCard
*  03=Diners Club
*  04=American Express
*  05=Discover
EOEC_CCI_NUMBER CARDNUM Credit card number used in the
transaction.
EOEC_CCI EXPYR EXPYR Expiration year of the card.
EOEC_CCI_EXPMO EXPMO Expiration month of the card.
EOEC_CCI_CVNUM CVNUM Card verification number.
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Message field Alias Populated with
EOEC_CCI_MAGDATA MAGDATA N/A

EOEC_CCI_FULLNAME NAMEONCARD First and last name of the consumer.
EOEC_CCI_FNAME FIRSTNAME First name of the consumer.
EOEC_CCI LNAME LASTNAME Last name of the consumer.

Level 5 Record: EOEC_CCI_STATUS:

Message field

Alias

Populated with

EOEC_CCI_TRANS REF

PNREF

N/A

Note: When writing your transformation program, use the alias name to reference the fields. When you
view the “Request — Original” text of the message, the alias name is displayed.

EOEC_CCI_RESPONSE Message

The EOEC_CCI_RESPONSE message is a response to the request that the credit card interface receives
from the third-party vendor. Your transformation should populate the response message fields as shown in

the tables.

Level 0 Record: EOEC_CCI_XMLRSP:

Message field

Alias

Populate with

EOEC_CCI_UNIQUE_ID

UNIQUEID

N/A

Level 1 Record: EOEC_CCI_RSPNS:

Message field Alias Populate with
EOEC _CCI_ MERCHANT VENDOR N/A
EOEC _CCI PARTNER PARTNER N/A
Level 2 Record: EOEC_CCI_TRRSLT:
Message field Alias Populate with
EOEC_CCI_TRANSID TRANSACTIONID The request ID or identifier returned

from the third-party vendor.

24
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Message field Alias Populate with

EOEC_CCI_RESULT RESULT Map the appropriate return code for the
transmission result in the following way:

*  0=Approve (no error)
*  100-199=Decline

For self-service application, you can
display the vendor return message to

self-service users.
e 200-299=Decline

For self-service application, do not
display the vendor return message to

self-service users.

e 300-399=Connection Error

EOEC_CCI_AVS AVS N/A
EOEC_CCI_CVRESULT CVRESULT N/A
EOEC_CCI RET MSG MESSAGE Populate this with a text response from

the vendor or this can be populated
with text that explains to the user why a
transaction was not successful.

EOEC_CCI_TRANS_REF PNREF N/A

EOEC_RET_AUTHCD AUTHCODE This should be populated with the
authorization code returned from the
vendor.

EOEC_CCI_HOSTCODE HOSTCODE N/A

EOEC_CCI_HOST _URL HOSTURL N/A

EOEC_CCI_ORIGRSLT ORIGRESULT N/A

EOEC RET STATUS TRSTATUS N/A

EOEC_RET_STATUSMSG N/A N/A

EOEC RET AUTHDTTM N/A N/A

EOEC_CCI_RQSTTOKEN N/A N/A

Level 3 Record: EOEC_CCI_AVRSLT
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Message field Alias Populate with
EOEC MATCH_STREET STREETMATCH N/A
EOEC MATCH_ZIP ZIPMATCH N/A

When writing the transformation program, use the alias name to reference the fields.

Note: The alias name is shown in the “Response — Original” message from within the Service
Operations Monitor.

Agents can then process credit cards using their application-specific credit card transaction page to submit
the transaction to the vendor for authorization, billing, authorization and billing, or credit. You can choose
which types of transactions to permit.

For more information, refer the product documentations for PeopleTools.: PeopleSoft Integration Broker
PeopleTools: Security Administration

PeopleTools: Portal Technology.

Setting Up Credit Card Integration for Integration Broker

This section discusses how to configure integration for Integration Broker.

Configuring Integration for Integration Broker

26

To set up Integration Broker for credit card processing:
1. Define the Integration Broker Gateway if it's not already done.
2. Activate the delivered service (EOEC_CCI_SYNC) that is used for the credit card integration.

3. Set up an external node to use when using the XML-based interface to which the XML messages
should be sent and to indicate where the processor is located.

Also specify the authentication option that you arranged with the credit card processor.
4. Set up routings.

Use the Routings tab in the Node component to add the EOEC_CCI_SYNC service to the node. To
see the XML data before and after transformations, set the log detail to Header & Detail. This is
helpful when troubleshooting your new integration.

5. Test the integration.
You can use the test component described below.

If you receive error messages when using Integration Broker, see the Troubleshooting the Integration
Broker Setup section below:
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Troubleshooting the Integration Broker Setup

Several sources of information are available when the setup is not successful. These include but are not
limited to:

* Error messages stored on the message instance (view with the message monitor).

* B gateway error log (http://<GatewayMachine>:<Port>/PSIGW/errorLog.html).

» IB gateway message log (http://<GatewayMachine>:<Port>/PSIGW/msgLog.html).
* Application server log for the active IB domain server on the database.

*  Web server logs.

You can also do the following:

* Increase the log fence on the gateway properties file. This file is located in the following directory:
PS_CFG_HOME\webserv\<web-server>\applications\peoplesfoft\PSIGW

If you set the log fence to five in the integration Gateway properties, you will receive more details in
the error and message logs.

e Check the Service Operations Monitor to view the XML messages before and after the
transformations (PeopleTools, Integration Broker, Monitor, Service Operations, Synchronous
Services).

*  Check the Header and Detail logs on the Synchronous Detail page (PeopleTools, Integration Broker,
Service Operations Monitor, Monitor, Synchronous Details).

Problems are usually due to incorrect transformations between the two systems. Use these logs to
ensure that your transformations are correct.

Your Response-Transformed message structure should look similar to this:

<?xml version="1.0"?2>
<EOEC_CCI RESPONSE xmlns:c="yourcompany.com">
<FieldTypes>
<EOEC_CCI XMLRSP class="R"/>
<EOEC CCI TRRSLT class="R">
<RESULT type="NUMBER"/>
</EOEC_CCI_TRRSLT>
<EOEC_CCI AVRSLT class="R"/>
<EOEC_CCI_RSPNS class="R"/>
<PSCAMA class="R"/>
</FieldTypes>
<MsgData>
<Transaction>
<EOEC_CCI XMLRSP class="R">
<UNIQUEID/>
<EOEC_CCI RSPNS class="R">
<VENDOR/>
<PARTNER/>
<EOEC_CCI TRRSLT class="R">
<TRANSACTIONID>177</TRANSACTIONID>
<RESULT>0</RESULT>
<AVS/>
<CVRESULT/>
<MESSAGE/>
<AUTHCODE>123456</AUTHCODE>
<HOSTCODE/>
<HOSTURL/>
<ORIGRESULT/>
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<TRSTATUS/>
<EOEC_RET_STATUSMSG/>
<EOEC_RET_ AUTHDTTM/>
<EOEC_CCI AVRSLT class="R">
<STREETMATCH/>
</EOEC_CCI_AVRSLT>
</EOEC_CCI_TRRSLT>
</EOEC_CCI_RSPNS>
</EOEC_CCI_XMLRSP>
</Transaction>
</MsgData>
</EOEC_CCI_RESPONSE>

Setting Up Credit Card Interface Elements

This section discusses how to:

e Define connection parameters.

* Define accepted credit card types.

¢ Test the credit card interface.

e Test credit card transactions.

Note: The information in this section is used for credit card integration using Integration Broker, or any
manual processing that you have set up for credit card processing vendors.

Pages Used to Set Up Credit Card Interface Elements

Page Name

Definition Name

Navigation

Usage

Credit Card Interface
Installation

EOEC_CCI_INSTAL

Enterprise Components,
Component Configurations,
Credit Card Interface, Setup

Define connection parameters
for credit card processing calls
to a third-party vendor.

Before you set up credit card

processing options, establish

your merchant account with a
third-party vendor.

Card Type

EOEC_CCI_CARDTYPE

Enterprise Components,
Component Configurations,
Credit Card Interface, Credit
Card Types

Define the types of credit
cards you accept for credit
card processing.

Test Credit Card Interface -
Card Entry/Display

EOEC_CCI_TEST

Enterprise Components,
Component Configurations,
Credit Card Interface, Test
Credit Card Interface, Card
Entry/Display

Enter test credit card
information that you can
submit to verify that your
credit card processing is
functioning properly.
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Page Name

Definition Name

Navigation

Usage

Test Credit Card Interface -
Transaction

EOEC_CCI_TRANSACT

Enterprise Components,
Component Configurations,
Credit Card Interface,

Test Credit Card Interface,
Transaction

Enter test credit card
transaction information that
you can submit to verify that
your credit card processing is
functioning properly.

Credit Card Interface Installation Page

Use the Credit Card Interface Installation page (EOEC_CCI_INSTAL) to define connection parameters
for credit card processing calls to a third-party vendor.

Before you set up credit card processing options, establish your merchant account with a third-party

vendor.

Navigation

Enterprise Components, Component Configurations, Credit Card Interface, Setup

Note: Before you set up credit card processing options, establish your merchant account with a third-party

vendor.
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Note: Check the installation documentation for the product you are installing for specific details on

setting up credit card interfaces.

Image: Credit Card Interface Installation page

This example illustrates the fields and controls on the Credit Card Interface Installation page. You can

find definitions for the fields and controls later on this page.

Credit Card Interface Installation

Credit Card Merchant ID: [PEOPLESOF2

Credit Card Hist. Backup Days: 0
|Cnnneu:1with Trace M

Credit Card Tracing:

Ondine Transmission Retries: I_':'

ndaver ON[Y]

|Integratinn Broker M

Address Verification Flag:

Type of Interface:

Allowed Transaction Types

M Process Credits?

*Credit Card Transaction Type: | Authorize and Bill

Connection Parameters

Credit Card Processing Server |ICSETEST.IC3.COM

Credit Card IP Override: |

Verify connection requirements with your vendor.

Credit Card Merchant ID

Credit Card Hist. Backup Days
(credit card history backup days)
Credit Card Tracing

On-line Transmission Retries

Address Verification Flag

30

Enter the merchant ID supplied by your vendor.

If you create a process that archives history records, specify the
number of days that you retain credit card authorization history
records.

This field is currently not used.

Enter a value from 0 through 9 to specify how many times the
system should attempt to retransmit transactions in the event of
transmission failure.

Credit card transmissions can fail authorization if the address
that you send doesn't exactly match the billing address for the
credit card. Select from:

Add Vf ON (address verification on): Transactions fail when
the address that you send does not match the credit card billing
address. This is the default value.
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Card

Type of Interface

Allowed Transaction Types

Credit Card Transaction Type

Process Credits

Connection Parameters

Setting Up the Credit Card Interface

Add Vf OFF (address verification off): Transactions do not
fail when the address that you send does not match the billing
address on the credit card.

Select to use Integration Broker as the interface type.

Select the types of transactions that your agents are allowed to
submit. Disallowed transaction types are not available on the
application-specific credit card transaction page. Select from:

Authorization Reversal: Your vendor can cancel the transaction
after authorization and before payment is received. This makes
the funds available if the transaction is cancelled.

Authorize Only: Your vendor verifies that the card is valid for
the charge. For example, the customer has enough credit to pay
for the order, the card is not stolen, and so forth. The vendor
does not bill the credit card.

Bill Only: Your vendor bills the card without first verifying
that the card is valid for the charge. Select this option if you
have preauthorized the transaction and you want to submit the
transaction for billing only.

Authorize and Bill: Your vendor performs both authorization
and billing during the same transaction. The vendor charges the
customer’s credit card on receiving authorization.

Credit Only: Your vendor credits the customer’s credit card.

Select to permit agents to submit credit transactions as well

as billing transactions. This option is available only if you
selected either Authorize and Bill or Bill Only in the Credit Card
Transaction Types field.

The third-party vendor that you integrate with will provide you with information to connect with their
systems. Enter that information to enable your PeopleSoft system to make the connection when you

submit a transaction for processing.

Type Page

Use the Card Type page (EOEC_CCI_CARDTYPE) to define the types of credit cards you accept for

credit card processing.
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Enterprise Components, Component Configurations, Credit Card Interface, Credit Card Types

Image: Card Type page

This example illustrates the fields and controls on the Card Type page. You can find definitions for the

fields and controls later on this page.

Card Type

Credit Card Type;

Credit Card Hame:
Credit Card Number Length:
Credit Card Valid Prefixes:

*Use Check Digit Algorithm:

Credit Card Expiration Days:

01
VISA

18] *Credit Card Status: | Active -
4
Y v

Use this page to define the types of credit cards that you accept for credit card processing.

Oracle delivers data for most popular credit card types. You can modify existing definitions and add new

ones.
Credit Card Type

Credit Card Name

Credit Card Number Length

Credit Card Status

Credit Card Valid Prefixes
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Enter a value for the credit card.

Enter a credit card name such as Visa or MasterCard. The name
should match the credit card type so that you can identify the
card without memorizing the credit card type codes.

Enter the card's standard credit card number length. Before
transmitting a request to your vendor, the system validates the
length of the credit card number against this number.

Select Active if you accept this type of credit card. Select
Inactive if you don’t accept this type of credit card. Inactive
credit card types do not appear on the application-specific
credit card transaction page or in the Test Credit Card Interface
component.

The default value for this field is Inactive.

Enter all valid prefixes for this type of credit card. Enter
multiple prefixes in comma-separated format with no spaces
in between. The system removes any characters other than
numbers and commas when you move to another field.

Before transmitting a request to your vendor, the system
validates that the credit card number starts with a valid prefix.
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Use Check Digit Algorithm Select Y (yes) to use the modulus (MOD) 10 check digit
algorithm to validate credit card numbers before transmitting
requests to your vendor. The MOD 10 check digit algorithm

verifies whether card numbers you enter into the system are
legitimate.

The default value for this field is V.

Credit Card Expiration Days Enter a four digit numerical expiration value.

Test Credit Card Interface - Card Entry/Display Page

Use the Test Credit Card Interface - Card Entry/Display page (EOEC_CCI_TEST) to enter test credit card
information that you can submit to verify that your credit card processing is functioning properly.

Navigation

Enterprise Components, Component Configurations, Credit Card Interface, Test Credit Card Interface,
Card Entry/Display

Image: Test Credit Card Interface - Card Entry/Display page

This example illustrates the fields and controls on the Test Credit Card Interface - Card Entry/Display
page. You can find definitions for the fields and controls later on this page.

Card Entry/Display Transaction

Credit Card Entry/Display Test

Credit Card Information

Card Type: | M Card Number: |

Exp. Month: - Expiration Year. Card Verification Number:
First Hame: | Last Name: |

: Tooaole Display Test

Use this page to enter test credit card information that you can submit to verify that your credit card
processing is functioning properly.

The test that you can run on this page:

Verifies that the card number you enter meets the requirements defined in the Credit Card Valid
Prefixes field for the associated card type on the Card Type page.
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* Ifyou have set the Use Check Digit Algorithm field value to Y, verifies that the card number is valid
based on the MOD 10 check digit algorithm.

»  Verifies that you have entered values in the Exp. Month, Expiration Year, First Name and Last Name

fields on this page.

You can use the following credit card sample data in your test transactions:

Credit Card Type Credit Card Number

American Express 378282246310005

Diners Club/Carte Blanche 38000000000006

Discover 6011111111111117

MasterCard 5555555555554444

Visa 4111111111111111

Card Type Select a card type to test. Available values are defined on the
Credit Card Types page.

Credit Card Number Enter the credit card number to test.

Exp. Month (expiration month),
Expiration Year, Card Verification
Number, First Name and Last Name

Toggle Display
Test

Test Results

Enter card information to test.

Card verification number is optional in running credit card tests.

Click to switch between display-only and editable modes.
Click to begin the test.

The results of the test appear in this text box. If the card number
is valid, the message VALID CARD NUMBER appears. If the
card number is not valid, an explanatory message appears; the
card number is incorrect or the card is expired, for example.

Credit Card Transaction Test Page

Use the Test Credit Card Interface - Transaction page (EOEC_CCI_TRANSACT) to enter test credit
card transaction information that you can submit to verify that your credit card processing is functioning

properly.
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Navigation

Enterprise Components, Component Configurations, Credit Card Interface, Test Credit Card Interface,

Transaction

Image: Test Credit Card Interface - Transaction page

This example illustrates the fields and controls on the Test Credit Card Interface - Transaction page. You

can find definitions for the fields and controls later on this page.

" Card Entry/Display "
Credit Card Transaction Test

Transaction Input

Sequence: 1 *Description: |
Request ID: Amount: | | @,
Token:

Select Transaction

*Trans. Type: | Authorize |m| Return Code: 0

Class IDv: |TEStTransa|:1inn

Test Results

Use this page to enter test credit card transaction information that you can submit to verify that your credit

card processing is functioning properly.

The test that you can run on this page verifies that your environment is set up correctly to process online

credit card transactions using XML Compliant integration.

Note: This does not test the environment that is set up for batch credit card transactions.

Sequence and Request ID Display a combination of numbers that distinguishes the
transaction from other transactions. The combination of
numbers are similar to a run control or job number.

Amount Enter a transaction amount and click the Look up button to

select a transaction currency.

Token The token is a response value that is returned from the Credit
Card processing service. It is another validation that can be

referenced in regards to a specific transaction.
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Trans. Type (transaction type) Choose a transaction type to test:

Auth/Bill (Authorization/Bill): Perform both authorization and
billing during the same transaction.

AuthRev (Authorization Reversal): Cancel the transaction after
authorization and before payment is received.

Authorize: (default value) Verify that the card is valid for the
charge.

Bill: Bill the card without first verifying that the card is valid for
the charge.

Credit: Credit the customer’s credit card.

Class ID Select TestTransaction (the default) or one of the following
interface types that has been specified on the Credit Card
Interface Installation page.

ProcessBrokerTransaction: Select if you want to test your
XML-based interface.

InterlinkTransaction: Select if you want to test your Business
Interlink interface.

Process Click to process the test transaction.

Return Code Enter a return code to test whether proper error messages and
results are returned. Available codes and their descriptions are
discussed in the Return Codes section subsequently.

Test Results The results of the transaction test appear in this text box. Test
result interpretations are discussed in the following sections.

Return Codes

You can enter any of the following return codes and click Process to view the corresponding description
and error message in the Test Results area. These return codes and their corresponding error messages

can appear in multiple areas. For example, when you are using the Test Credit Card Interface component,
they appear on this test page. In an application, they appear as appropriate for that application's method of
interacting with the credit card interface.

Return Code Description

-3 Error Opening Trace File

-4 Vendor Error — ICS_INIT failed
-5 Unsupported Service

-6 Credit card number is invalid
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Return Code Description

-7 Phone number is too long

-8 State field length is invalid

-9 Zip Code field is too long

-10 Amount must be greater than zero
-11 Vendor Error — ICS_SEND failed
-12 Decryption Failed

-15 Request ID is required

-16 Currency is required

-17 Phone is required

-18 Email ID is required

-19 Zip Code is required

-20 City is required

-21 Country code is required

-23 Address 1 is required

-99 Trace Run Only

Copyright © 1988-2013, Oracle and/or its affiliates. All rights reserved.

37






Chapter 2

Using PeopleSoft Directory Interface

Understanding PeopleSoft Directory Interface

PeopleSoft Directory Interface uses Lightweight Directory Access Protocol (LDAP) directory services to
authenticate users of PeopleSoft applications.

PeopleSoft Directory Interface provides additional mappings and integration points, such as messages,
that enable PeopleSoft data and LDAP data to stay synchronized. Most directory data, such as user ID,
name, and email address, is also maintained in your PeopleSoft database. When you use PeopleSoft
Directory Interface, you make selected PeopleSoft data available to the directory, and you maintain the
data in the PeopleSoft database.

When information changes in the PeopleSoft database, PeopleSoft Directory Interface captures that
updated information and automatically updates the equivalent information in the directory server, or it
writes the updates to a file for you to apply at another time.

Understanding Data Mapping

PeopleSoft information is stored in tables according to a relational model. The information in your LDAP
directory is stored in trees according to a hierarchical model. You use PeopleSoft Directory Interface to
map selected PeopleSoft data to corresponding data in the directory service. When PeopleSoft Directory
Interface receives user data from the PeopleSoft database, it can map the data objects to the corresponding
objects in the directory.

For PeopleSoft Directory Interface to map PeopleSoft information to your directory, it needs information
about the directory hierarchical structure, or directory information tree.

Entries are made up of a distinguished name (DN) and attribute and value pairs. The distinguished name
identifies an entry’s position in the tree, and the attributes hold the data that make up the entry.

Available attributes for an object class entry are specified in the directory schema. You must load the
schema into the Directory Interface before you can map PeopleSoft data to the directory.

PeopleSoft Directory Interface mapping tables map LDAP attributes to PeopleSoft messages. Each
message contains selected information about a PeopleSoft record and its fields.

Note: Refer to PeopleSoft application documentation for information about specific messages delivered
by PeopleSoft applications.

Understanding Data Synchronization

After you have loaded PeopleSoft data into your LDAP directory, you can synchronize the data. To do
this, use one of the following options:

*  PeopleSoft Business Interlinks.
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PeopleSoft Business Interlinks updates the data in real time, so that your directory information is
always synchronized with PeopleSoft data.

* LDAP Data Interchange Format (LDIF) files.

You can load LDIF files as needed or defined by your system.

Note: The application server needs to be configured for receiving messages.

Delivered Business Interlinks

Oracle delivers the following business interlinks with PeopleSoft Directory Interface:

EO_DS_ADD Adds a new entry to the directory by creating a distinguished
name and its corresponding attributes.

EO_DS_BIND Authenticates the information exchanged between the database
and the directory.

EO_DS_DEL Deletes an entry from the directory.

EO_DS_MODDN Renames a directory entry. Changes its distinguished name
by renaming the actual entry or changing its position in the
directory entry.

EO_DS_MODIFY Changes the attributes of an entry.

EO_DS_SEARCH Searches for directory entries and their corresponding attributes.

Refer to Enterprise PeopleTools 8.46 PeopleBook: PeopleSoft Business Interlinks for more information
on business interlinks.

Understanding Implementing PeopleSoft Directory Interface

40

Consider these PeopleSoft Directory Interface implementation guidelines for best results:

LDAP Searches Some LDAP searches may generate LDAP referrals to other
servers participating in your directory. You must be able to ping
by hostname all servers in the directory from the application
server. If any server is unreachable by hostname from the
application server, you can add a line for the server to the hosts.
Your directory information tree must have user entries at the leaf
level. This is required when an entry needs to be moved from
one branch to another. The entry needs to be at the leaf level
so that the system can read user attributes, one of which is the
password file on the application server.

Entry Limit In the directory, configure the entry limit value to be larger than
the number of rows that you expect will be returned. The default
value is usually not sufficient.
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Directory Tree Your directory information tree must have user entries at the leaf
level. This is required when an entry needs to be moved from
one branch to another. The entry needs to be at the leaf level
so that the system can read user attributes, one of which is the
password.

Microsoft Active Directory The following items apply to implementations that use
Microsoft Active Directory:

*  The registry key HKLM\System\CurrentControlSet
\Services\NTDS\Parameters\Schema Update Allowed must
be present and set to a nonzero DWORD on the Active
Directory FSMO Role Owner.

*  When creating structural object classes in Microsoft Active
Directory, you need to specify containment. PsftJobs
can be children of the following classes of objects only:
builtinDomain, organizationalUnit, and domainDNS.

*  You must add the server names in the Directory Setup
component as they appear on the DNSHost Name attribute
on the server entries under the CN=Sites entry.

Overview of Using PeopleSoft Directory Interface

This section briefly describes the steps needed to use PeopleSoft Directory Interface, including:
»  Setting up in PeopleSoft Application Designer and PeopleSoft Integration Broker.

» Using the Directory Configurations component.

Setting Up in PeopleSoft Application Designer and PeopleSoft Integration
Broker

Perform the following steps in PeopleSoft Application Designer and PeopleSoft Integration Broker.

Setting Up in PeopleSoft Application Designer
Access PeopleSoft Application Designer.

* Create authentication and user profile maps as needed.

If you are going to authenticate users with the directory server, a PeopleSoft user profile is required
—that is, a row in the PSOPRDEFN table where PeopleSoft user information is stored. In this
context, you cache LDAP user information inside your PeopleSoft system. Properties that you
specify in the Mandatory and Optional Properties pages of the Mappings component are the columns
in PSOPRDEFN that the system populates with values from your directory server. PeopleSoft
applications use this cache of user information, not your directory server. Whenever a transaction
requires user information, the application refers to the local PSOPRDEFN table instead of querying
the directory server.
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Add Signon PeopleCode.

Directory authentication requires that Signon PeopleCode be enabled and configured with proper
permissions. After a user signs onto the system and the Signon PeopleCode runs, the PeopleSoft
system creates a row for the user in the user definition table by retrieving the LDAP information

and creating a local cache. Signon PeopleCode maintains this row automatically and any changes
made in the directory server are reproduced in the local cache. Using the Mappings component, set up
mappings. To keep the data synchronized, you must map PeopleSoft data to the equivalent directory
objects. PeopleSoft Directory Interface then associates the fields in the message with the attributes in
the directory and updates the selected directory attributes with the field data from the message.

Activate the DSCHNL channel.

Open the message channel and select Run.

See PeopleTools: PeopleSoft Application Designer Developer's Guide

Setting Up in PeopleSoft Integration Broker

Access PeopleSoft Integration Broker.

Activate a relevant node.
This node should be the default local node.
Define a service operation.

Note that the service operations, and messages to include in the service operations, depend on the
application. For example, in an human resources implementation, you might want to include messages
such as Dept, Location, Person, and Job in a service operation, in addition to core messages such as
DSMINPUT.

See PeopleTools: PeopleSoft Integration Broker

Using the Directory Configurations Component

42

Access Directory Configurations component (PSDSSETUP) from the browser menu.

Using the Directory Configurations component, configure the directory.

Enter appropriate connection information such as the server name (DNS or [P address) and the
listening port number, the user DN, and associated password.

Using the Schema Management page, select names of object classes and attribute types and then
cache the schema.

To keep the data synchronized, you must map PeopleSoft data to the equivalent directory objects.

Set up mappings using the Mappings component. After this is completed, PeopleSoft Directory
Interface associates the fields in the message to the attributes in the directory and updates the selected
directory attributes with the field data from the message.

Using the Membership Rules component, create rules and memberships, if desired.

Load data in the directory.
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* Set directory search criteria.

Using PeopleSoft Directory Interface

Enter search parameters to query the directory and view the results.

Common Elements Used in The Directory Interface

Directory ID
Description
Directory Product

Default Connect DN

Password
LDAP Server

Port

SSL Port

Unique identifier for the directory.
A brief description of the directory.
Select the directory product from the drop-down list box.

Displays the connect distinguished name associated with the
directory ID that you selected. Use this ID to connect to the
directory server.

Password to access the directory.
The name of the server where the directory resides.

The LDAP server port associated with the LDAP server that you
select.

The secure socket layer port.

Defining and Configuring the Directory

Use the Directory Configurations component (PSDSSETUP) to define and configure the directory
connection. This section discusses how to:

» Configure the directory connection.
* Cache the schema.

* Delete the directory configuration.

Pages Used to Define and Configure the Directory

Page Name Definition Name Navigation Usage
Directory Setup DSDIRSETUP Enterprise Components, Enter values to configure the
Directory Interface, directory.

Definitions, Directory
Configurations, Directory
Setup
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Page Name Definition Name Navigation Usage

Additional Connect DN's DSSERVERID Enterprise Components, Add values for additional
Directory Interface, connect DNs.
Definitions, Directory
Configurations, Additional
Connect DN's

Schema Management DSEXTINSTALL Enterprise Components, Manage schema, and
Directory Interface, apply PeopleSoft schema
Definitions, Directory extensions.
Configurations, Schema
Management

Test Connectivity DSSRCHRSLT Enterprise Components, Test the directory
Directory Interface, connectivity.
Definitions, Directory
Configurations, Test
Connectivity

Cache Schema DSSCHEMACACHE Enterprise Components, Cache the schema.
Directory Interface,
Definitions, Schema Cache

Delete Directory DSPURGEDIRID Enterprise Components, Delete the directory
Directory Interface, configuration.

Definitions, Directory
Deletions

This section discusses how to:

*  Set up the directory connection.

¢ Connect additional DN's.

*  Manage the schema.

Directory Setup Page

Use the Directory Setup page (DSDIRSETUP) to enter values to configure the directory.
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Navigation
Enterprise Components, Directory Interface, Definitions, Directory Configurations, Directory Setup
Image: Directory Setup page

This example illustrates the fields and controls on the Directory Setup page. You can find definitions for
the fields and controls later on this page.

Bf{fteioy ks =ilsp | Additional Connect DN's || Scherna Management | Test Connectivity |

Directory ID: DEMO_DIRECTORY

Description: [Demo Directory EXAMPLE
Directory Product: |Nnvell MDS eDirectory 2
Default Connect DN: |cn=admin, 0=config

Password: [sssecsssssccsssssccscnss

Find | View Al First KN 4 of 4 IV Last

[+][=]

LDAP Server: DIRDEVDS

Port: 389 SSL Port:

Additional Connect DN's Page
Use the Additional Connect DN's page (DSSERVERID) to add values for additional connect DNs.

Navigation

Enterprise Components, Directory Interface, Definitions, Directory Configurations, Additional Connect
DN's

Image: Additional Connect DN's page

This example illustrates the fields and controls on the Additional Connect DN's page. You can find
definitions for the fields and controls later on this page.

" Directory Setup G LITuE RS lil=48 (k-8 Schema Management | Test Connectivity

Directory ID::  DEMO_DIRECTORY

ALLL L DL LeElL customize | Find | B | 3 First Ef 4074 I Last
User DN Password
|NtEFﬂEtE ConnectDM ||||||||||||| El

Use this page to add values for additional connect DNs. Add more connect DNs and passwords, if needed.
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Schema Management Page

Use the Schema Management page (DSEXTINSTALL) to manage schema, and apply PeopleSoft schema
extensions.

Navigation

Enterprise Components, Directory Interface, Definitions, Directory Configurations, Schema
Management

Image: Schema Management page

This example illustrates the fields and controls on the Schema Management page. You can find definitions
for the fields and controls later on this page.

" Directory Setup || Additional Connect DN's |GG EUED =il | Test Connectivity

Directory ID: DEMC_DIRECTORY

 SelectAll  DeselectAll

Apply PeopleSoft Schema Extensions Customize | Find | view &0 B B Frst T qora U Last
Apply Type Name DObject Identifier Revision Details

m Details
 Apply

Schema Cache Information

Schema Cache Process
Last Update Date/Time: by:

Use this page to manage schema, and apply PeopleSoft schema extensions.

Activate the check boxes of those object classes or attribute types that you want applied to the cache
schema.

Test Connectivity Page

Use the Test Connectivity page (DSSRCHRSLT) to test the directory connectivity.
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Enterprise Components, Directory Interface, Definitions, Directory Configurations, Test Connectivity

Image: Test Connectivity page

This example illustrates the fields and controls on the Test Connectivity page. You can find definitions for

the fields and controls later on this page.

Directory Setup Additional Connect DM's Schema Management

Running Bind Tests
Host:DIRDEVDS:389
DN:cn=admin,0=config
Result:FAIL
Host:DIRDEVDS:389
DN:Alternate ConnectDN
Result:FAIL

Running Search Tests
Host:DIRDEVDS:389
Reading RootDSE:FAIL
Reading Schema:FAIL

Use this page to test the directory connectivity.

When you access the Test Connectivity page, the connection test launches automatically. The results

appear in the page. A successful test shows the message SUCCESS in green.

The preceding example shows the message FAILED in red, confirming that the connection test failed.

Verify that your directory server configuration details contain the correct values (correct server name,

port, and so on).

Cache Schema Page

Use the Cache Schema page (DSSCHEMACACHE) to cache the schema.
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Navigation
Enterprise Components, Directory Interface, Definitions, Schema Cache
Image: Cache Schema page

This example illustrates the fields and controls on the Cache Schema page. You can find definitions for
the fields and controls later on this page.

*Directory ID: DEMO_DIRECTORY @,

PSNT QJ Cache Schema Mow

Senver Name:; Process Maonitor

Enter the directory ID and server name of the schema to be cached and click the Cache Schema Now
button.

Delete Directory Page

48

Use the Delete Directory page (DSPURGEDIRID) to delete the directory configuration.
Navigation

Enterprise Components, Directory Interface, Definitions, Directory Deletions

Image: Delete Directory page

This example illustrates the fields and controls on the Delete Directory page. You can find definitions for
the fields and controls later on this page.

Directory ID: DEMO_DIRECTORY

[] Delete Associated Maps
[] Delete Associated Searches
[ Delete Associated Role Rules

[] Delete Associated Entry Rules

Delete Directory Configuration

Select the check boxes for the desired directory configuration deletions.
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(Optional) Setting Up Directory Authentication

This section discusses how to:
*  Use map authentication.

*  View user properties.

For information about setting up authentication servers, user profile maps, and role membership rules,

refer to the following documentation.

Pages Used to Set Up Directory Authentication

Page Name Definition Name Navigation Usage
Authentication DSSECMAPMAIN Enterprise Components, Create a mapping for the
Directory Interface, directory that the system relies
Mappings, Authentication on for authenticating users.
Mandatory User Properties DSUSRPRFLMANMAP Enterprise Components, Specify the attributes required
Directory Interface, for sign-in. You can have
Mappings, User Profiles, the system retrieve these
Mandatory User Properties mandatory values from the
directory server, or you can
enter default values.
Optional User Properties DSUSRPRFLOPTMAP Enterprise Components, Specify optional user
Directory Interface, properties to store in and
Mappings, User Profiles, retrieve from the directory.
Optional User Properties You can specify general,
permission list, and workflow
attributes. All these attributes
appear in the User Profile
component.

Authentication Page

Use the Authentication page (DSSECMAPMAIN) to create a mapping for the directory that the system

relies on for authenticating users.
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Navigation
Enterprise Components, Directory Interface, Mappings, Authentication
Image: Authentication page

This example illustrates the fields and controls on the Authentication page. You can find definitions for
the fields and controls later on this page.

Authentication

Map Name:  co5 aumi_uae Status:
Directory ID: |DEMO_DIRECTORY Q

] Anonymous Bind [Juse Secure Socket Layer
Connect DN: |cn=admin,0=config @,

" User Search Information |

Search Base: [0=CORP

searc scope:

Search Attribute: |cn @,

Search Filter:  (cn=%SignonUserld)

List of Servers Customize | Find | iew Al | B | 3 First Kl 40714 I 1ot

Hum LDAP Server

| [DIRDEVDS @, (=]

Use this page to create a mapping for the directory that the system relies on for authenticating users.

Anonymous Bind If directory data required for authentication and user profile
maintenance is visible to an anonymous connection, you can
select this check box.

Use Secure Socket Layer Select if you are using SSL between the PeopleSoft system and
the directory server.

Mandatory or Optional User Properties page

Use the Mandatory User Properties page (DSUSRPRFLMANMAP) to specify the attributes required for
sign-in.

You can have the system retrieve these mandatory values from the directory server, or you can enter
default values.
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Navigation
Enterprise Components, Directory Interface, Mappings, User Profiles, Mandatory User Properties
Image: Mandatory User Properties page

This example illustrates the fields and controls on the Mandatory User Properties page. You can find
definitions for the fields and controls later on this page.

TGN E AV i3 (| Optional User Properties |

User Profile Map: <S35 USER_PROFILE_MAP

~Authentication Map: |CSS_AUTH_MAP A Status: Active
Directory ID: DEMO_DIRECTORY

«UseriD Attribute: " A

*1D Type: ’mq’ Mone

*ID Type Attribute: [one |

| Default Role 1

[JusedefaultRole  Role Name: | | Role | @,
Attribute:
[+] Use Default Language Code Language |English || LangCD | |
Code: Attribute:

Select Authentication Map and set check boxes and field values as needed.

Use the Optional User Properties page (DSUSRPRFLOPTMARP) to specify optional user properties to
store in and retrieve from the directory.

You can specify general, permission list, and workflow attributes. All these attributes appear in the User
Profile component.
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Chapter 2

Enterprise Components, Directory Interface, Mappings, User Profiles, Optional User Properties

Image: Optional User Properties page

This example illustrates the fields and controls on the Optional User Properties page. You can find
definitions for the fields and controls later on this page.

Mandatory User Properties

User Profile Map: Css_USER_PROFILE_MAP

*User Profile Property Use Constant Value Attribute Name Constant Value
@ 0 Q,

Always Update

O [ |[=]

Use the Mandatory User Properties page or the Optional User Properties page to specify the attributes
required for sign-in. You can have the system retrieve these mandatory values from the directory server,
or you can enter default values.

The default shows the Attribute Name field available. If you select the Use Constant Value check box, the
Constant Value field becomes available instead.

Setting Up Mappings

This section provides an overview of mapping and discusses how to:

Create mappings.

Modify a distinguished name.

Specify distinguished name details.

Translate or perform functions with database values.
Specify distinguished name defaults.

Map PeopleSoft data to directory object class attributes.

Locate delivered messages.

Pages Used to Set Up Mappings

Page Name Definition Name Navigation

Usage

Map Details EO_DSMAP Enterprise Components,
Directory Interface,
Mappings, Directory maps,
Map Details

Set up a mapping and enter
the data relationship details
between PeopleSoft data and
directory data.
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Page Name Definition Name Navigation Usage
Modify Connect DN - EO_DSUSERDN Click the Modify Connect Modify the Connect DN.

Directory Interface

DN button on the Map Details
page.

DN Details EO_DSDN Enterprise Components, Set up the relationship
Directory Interface, between the data contained in
Mappings, Directory maps, | the message that you selected
DN Details on the Message Details page
and the directory entry’s
distinguished name.
DN Defaults EODS_DN DEFAULTS Enterprise Components, Define a constant value or
Directory Interface, PeopleCode function that
Mappings, Directory maps, returns values that supply the
DN Defaults blank values on the Directory
Information Tree.
Attribute Details EO_DSATTRIB Enterprise Components, Set up the relationship

Directory Interface,
Mappings, Directory maps,
Attribute Details

between the data in the
message that you selected
on the Message Details page
and the directory object class
attributes.

Understanding Mapping

You map PeopleSoft data to the equivalent directory objects to keep the data synchronized. PeopleSoft
Directory Interface receives PeopleSoft data from messages contained within service operation that you
publish whenever a business event associated with the messages identified in the Directory Mapping
component. Each message contains information about records and the most recent data for the record
fields. Using the mapping information that you set up, PeopleSoft Directory Interface associates the fields
in the message with the attributes in the directory and then updates the selected directory attributes with
the field data from the message. Additionally, you can define a constant value or a PeopleCode function
that returns a value to supply data used in building temporary Directory Information Trees when not all

data exists for an entry.

Map Details Page

Use the Map Details page (EO_DSMAP) to set up a mapping and enter the data relationship details
between PeopleSoft data and directory data.

Copyright © 1988-2013, Oracle and/or its affiliates. All rights reserved.

53



Using PeopleSoft Directory Interface

54

Navigation

Enterprise Components, Directory Interface, Mappings, Directory maps, Map Details

Image: Map Details page

This example illustrates the fields and controls on the Map Details page. You can find definitions for the

fields and controls later on this page.

TEREETEN | DM Details || DM Defaults || Aftribute Details |

Map Name: DEPARTMENT

*Description: |Department Mapping Status:
Long Description: |M8F35 PeopleSoft Departments to Organizational Units - EXAMPLE

" Message Information

*Message Name: |DEF'T_SYNC_EFF 2, Function: |
Method Name: |
*Directory 1D: |DEMO_DIRECTORY @,
AL B, BLE L] customize | Find | view 1 | BV | 3 First T 4074 I Lot
Sealium Server Port
| 1 [DIRDEVDS @, 389 =
Directory Search Base: |0u=r001,dc=DSl,dc=peop|esoﬂ,dc:com
Default Connect DM: cn=admin,0=config Modify Connect DN
Output Type: F 2 File Format

Retain Original Directory Data: [

Map Object Class

— —
Find | View All First 1of1 Last

+
Directory Object Class: | @ =

Use this page to set up mapping and enter the data relationship details between PeopleSoft data and
directory data.

Status Select the appropriate status from the following values.
*  Active: The map is active and ready to be used.

* Inactive: The map is not ready to be used.

*  Remote: The map is not used at this time, and may appear to

be unavailable.
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Message Information

Message Name

Function

Directory Connect Information

SeqNum (directory sequence
number)

Directory Search Base

Modify Connect DN

Output Type

Retain Original Directory Data

Using PeopleSoft Directory Interface

Select the message to associate with this mapping. The message
contains the PeopleSoft records and fields that have the data
that you want to associate with the attributes that make up

the directory entry that you select in the Directory Connect
Information group box. For example, if you select the output —
DEPTID object class, select the department (DSDEPT SYNC)
message because it contains the fields relevant to the department
object class.

Enter the name of the PeopleCode function that you want to
run using this message as an input parameter. The function can
use any of the fields contained in the message to produce an
output value for one or more of the fields that you map. This
enables you to use a field in a function without mapping to it
directly. For example, if you want the employee ID value sent
to the directory to be a value combining the employee ID and
the salary code, enter a function that produces that value. You
then need to map only to the EmplID field to insert the derived
employee ID in the directory.

Indicate the order in which the server should be used when the
system processes this mapping. If the first server is unavailable,
the system attempts to access the other servers in sequence until
it finds an available one. If you are using multiple servers, this
enables you to distribute the load across servers.

Enter a directory search base. The search base is the entry in

the directory information tree from which the system begins

a search relating to this mapping. For example, if on the
Attribute Details page you select to have a field value updated
indirectly, PeopleSoft Directory Interface searches for and
updates all instances of that field in entries from that point in the
information tree down.

Click to access the Modify Connect DN - Directory Interface
page to modify the connect DN.

Select the method that the system should use to send the mapped
data to the directory data. Select / to send data to the directory
directly through a business interlink. Select /" to send data to

an LDAP Data Interchange Format (LDIF) file to be manually
updated in the directory.

Use the same output type for all your mappings to keep data
consistent in the directory.

When you move data in your directory using the PeopleSoft
Directory Interface, the Directory Interface copies the data to the
new location and then deletes the old version. Select this check
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box to preserve the original data. You can select this check box
at a later date provided that you do it before the data move.

Note: Select this check box if your directory contains binary
data. Move the binary data with your directory administrative

tool.

Map Object Class

Directory Object Class Select one or more directory object classes. The object classes
that you select determine the attributes that you can map to
PeopleSoft data.

Modify Connect DN - Directory Interface Page

56

Use the Modify Connect DN - Directory Interface page (EO_DSUSERDN) to modify the Connect DN.

Navigation
Click the Modify Connect DN button on the Map Details page.
Image: Modify Connect DN - Directory Interface page

This example illustrates the fields and controls on the Modify Connect DN - Directory Interface page.
You can find definitions for the fields and controls later on this page.

Directory Interface

Directory ID:  DEMO_DIRECTORY

[ Use Default (Admin) DN? (Y/N)
2

User DN Select

1

OO

2 Alternate ConnectDM

Use this page to modify the connect DN.

Use Default (Admin) DN? (Y/N) (use Select to use the default connect distinguished name value that
default [administrative] distinguished you set up in PeopleTools.
name)

User DN (user distinguished name)  Displays the alternative IDs that you can use to connect to the
specified directory ID. You can use a user ID (and password)
other then the default one listed on the Directory Setup page
in PeopleTools. Because the default user ID is most likely an
administrative ID, you can set up a more secure user ID for the
scope of the mapping.
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DN Details Page

Using PeopleSoft Directory Interface

Use the DN Details page (EO_DSDN) to set up the relationship between the data contained in the
message that you selected on the Message Details page and the directory entry’s distinguished name.

Navigation

Enterprise Components, Directory Interface, Mappings, Directory maps, DN Details

Image: DN Details page

This example illustrates the fields and controls on the DN Details page. You can find definitions for the

fields and controls later on this page.

Map Details ) DN Defaults

Map Name: DEPARTMENT

=i Use

:_;q Attribute Seq astﬂnt? Record
1//lau @ 1
2| |ou @ 10

DEPT_TBL

Aftribute Details

Department Mapping
H |4

Field Name Constant Value

OJ

@, |root,dc=DSIDS
OJ

2 [LocaTion e [+ [=]

Use this page to define a constant value or PeopleCode function that returns values that populate the blank
values on the Directory Information Tree.

Associate the data contained in the message that you selected on the Map Details page with the entry's

distinguished name.

DN Details

Attr Seq No (attribute sequence
number)

Attribute

Seq (sequence)

Use Constant and Constant Value
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The system assigns an attribute sequence number to the
attributes. Some directory attribute values consist of multiple
values. The attribute sequence number distinguishes between
the different attribute values and indicates to PeopleSoft
Directory Interface the order in which the PeopleSoft values and
constant values should be assigned to the attribute.

Select the directory attributes associated with the mapping’s
distinguished name. For example, for the Department entry, map
the o — Corporation first, the 1 — location second, and then the ou
— Department attribute.

Enter the sequence number of the directory attribute. The
directory builds the entry’s distinguished name using the
attributes in sequential order.

Select to use the constant value that you enter in the Constant
Value field to supply this attribute instead of a PeopleSoft field
value.
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Record and Field Name

Example Entry

Chapter 2

Select the name of the record that contains the PeopleSoft field
and the PeopleSoft field containing the value to assign to this
attribute.

Click to access the DN Attribute Function - Directory Interface
page and translate database values or instruct the system to
perform functions with database values.

Note: Use this page when constructing distinguished names
across active directory multiple domains.

An entry’s distinguished name is built by applying the attributes in a sequential order. The order for the
department entry example would be constructed using the data in the following table:

Sequence Directory Attribute Use Constant | Record ( Field Name Constant

Number Attribute Sequence Value Table) Name Value
Number

1 o 1 Yes Corp

2 1 1 No DEPT TBL LOCATION NA

3 ou 1 No DEPT TBL DEPTID NA
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Translating or Performing Functions with Database Values

Access the DN Attribute Function - Directory Interface page (Enterprise Components, Directory
Interface, Mappings, Directory maps, Attribute Details).

Image: DN Attribute Function - Directory Interface page

This example illustrates the fields and controls on the DN Attribute Function - Directory Interface page.
You can find definitions for the fields and controls later on this page.

Database Value:

Directory Interface

Transform the value using: O Translate Value
L 4] Peoplecode Function

(*) Don't Tranform value

PeopleCode Function Hame:

Attribute/Transformed Value:

Use this page to set up the relationship between the data in the message that you selected on the Message
Details page and the directory object class attributes.

Translate Value

PeopleCode Function

Don’t Transform value

Database Value

Distinguished Name

Select to replace the database value with the Distinguished
Name field value for the selected attribute.

Select to use the selected database object value as a parameter in
a PeopleCode function. The system uses the resulting value as
the attribute's distinguished name.

Select to instruct the system to keep the database value as is.
This option is the default value for this field.

Enter the database value that you want the system to replace.
For example, every time the database value Vancouver appears
in the Location attribute, the system replaces it with the
distinguished name Van.

This field is available only when you select Translate Value as
the transformation option.

Enter the distinguished name value to replace the database
value.
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This field is available only when you select Translate Value as
the transformation option.

PeopleCode Function Name Enter the PeopleCode function that the system should use to
calculate the distinguished name for the selected attribute.

This field is available only when you select PeopleCode
Function as the transformation option.

Setting Up PeopleCode Attribute-Level Functions

When the mapping function accesses the values in the selected field, the field value is passed into a
PeopleCode function as a parameter and the output is assigned to the attribute in the directory.

Before you can enter a function on this page in the PeopleCode Function Name field, you must set up the
function in the FUNCLIB_EO_DS.DSDYNFUNC FieldFormula.

To create a function:
1. Open the FUNCLIB_EO_DS.DSDYNFUNC FieldFormula.
2. Add a section in DSDynamicAttrFunc.

3. In the evaluate statement, add the following section for each function that you want to add (FuncX is
equal to your function name):

When = 'FuncX'
FuncX (&AttrIn, &AttrRT);
Break;

4. Define a DSDynamicAttrFunc PeopleCode function.

The parameter list must contain two parameters, an attribute type string input and an attribute type
string output.
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PeopleCode Function Example

The following example displays the setup for functions FuncX, FuncY, and FuncZ.
Image: Setup functions on the FUNCLIB_EO_DS.DSDYNFUNC FieldFormula

This example illustrates the fields and controls on the Setup functions on the
FUNCLIB_EO_DS.DSDYNFUNC FieldFormula. You can find definitions for the fields and controls
later on this page.

DSDYNFUMNC [field] j |FieIdFurmuIa

Function Funck(&ATtrIN As string, &ACtrRT As string)
End-Function:

Function Func¥(&AttrIN As string, «AttrRT As string)
End-Function:

Function Funcz (&AttrIN Az string, sACtrRT As string)
End-Function:

Function DEDynamichttrFunc (sFuncName Ls string, AttrIN As string, SACLrRT As string)

Ewaluate sFuncName

When = "Funck™
Funck [ cAttrIN, &AttrRT)
Ereak;

When = "Func¥™
Func¥ [(«AttrIN, &ACtrRT):
Ereak;

When = "Funcz™
FunczZ (&ATtrIN, &ATCCrRT)
Ereak:;

When-0ther
Ereak;

End-Ewaluate;

End-Function;

DN Defaults Page

Use t