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AUDIENCE

Preface

This document describes the installation information for the Oracle
Insurance Claims Adjudication for Health application.

This document is intended for database managers and system managers and others
responsible for the installation of Oracle products.

TYPOGRAPHIC CONVENTIONS

The following conventions are used in this document

NoteNote layout is used to draw the readers attention to additional information on the topic.

WarningWarning layout is used to warn the reader that not handling correctly the instructions that are

listed may cause errors in the (installation of) software or data.

Monospace formatted text is used to display OS commands, shell scripts
SQL queries, etc.

COMMAND SYNTAX

Command syntax is represented in monospace font .

The following conventions apply to command syntax:

nonospace formatted
M onospace type indicates OS commands, directory names, user names, path
names, and file names.

brackets| |
Words enclosed by bracketsindicate keys (e.g., [Return] Key).

NoteBrackets have a different meaning when used in command syntax.

italics
Italics indicates a variable, including variable parts of the file names. It isalso
used for emphasizing.

UPPERCASE




Uppercase letters indicate Structured Query Language (SQL ) reserved words,
initialization parameters and environment variables.

backslash \

Each backslash indicates a command that istoo long to fit on oneline:
dd if=/dev/rdsk/cOt1d0s6 of=/dev/rstO bs=10b \

count=10000

braces{ }
Braces indicate mandatory items. .DEFINE { macrol}

brackets| ]
Brackets indicate optional items: cvtcrt termname [oultfil€]

NoteBrackets have a different meaning when used in ordinary text.

elipses...
Ellipses indicate a random number of similar items:
CHKVAL fieldname valuel value? ... valueN

italics
Italicsindicates a variable. Replace the variable by value:
library _name

vertical bar |
The vertical bar allows choosing between two or more alternatives enclosed in
braces or brackets:

SIZE filesize [K|M]

PRODUCT NAME

'OHI Claims and 'OHI Claims Adjudication’ are used in this document as an alias
for the product name Oracle Insurance Claims Adjudication for Health.

RELATED DOCUMENTATION

For more documentation on Oracle products, see Oracle technetwork?.

1. http://www.oracle.com/technetwork/indexes/documentati on/index.html

X


http://www.oracle.com/technetwork/indexes/documentation/index.html

CONCEPTS

Chapter 1

Introduction

Disclaimer:

This document is intended to outline our general product direction. It isintended
for information purposes only, and may not be incorporated into any contract. It is
not a commitment to deliver any material, code, or functionality, and should not
be relied upon in making purchasing decisions. The development, release, and
timing of any features or functionality described for Oracle’s products remains at
the sole discretion of Oracle.

APPLICATION MODULARITY

The Oracle Health Insurance suite (OHI) is composed of severa applications. In
order to ensure full compatibility between these applications, they share a
common base. The applications you have licensed are installed and upgraded
together; each application has the same version number.

DATABASE USERS AND ROLES

In order to support the modularity, each application has a separate database
schema. The following diagram shows the schemas and their relationships:
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‘ Claims Application |

User * The “user” schemas contain a synonym for
OHI_CLAIMS _ each object (table or sequence) for which
USER access is granted via a role.

OHI_CLAIMS_ROLE

A

grant select, insert View

Schema
OHI_CLAIMS_
VIEWS_OWNER
o i grant sele{
Object

Schema
OHI_CLAIMS_OWNER

The diagram below shows how the operational reporting views and the
corresponding roles are defined, and how the roles can be assigned for specific
purposes:




Concepts

Interface
application \
OBIEE
User
ACME_INTERFACE
User > Custon
JJAMES

J
Schema Schema )
OHI_CONFID_ OHI_NONCONFID_
VIEWS_OWNER VIEWS_OWNER
gran! selct (rant selct rantselect  grant A select > Installed
Schema OHI_CLAIMS_VIEWS_OWNER )
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ENABLING REPLICATION OF SETUP DATA

During the lifecycle of the application, there is aregular need to transport seed
data or setup data from one environment to another using the Configuration
Migration tool. Thisdataisidentified by an ID, anumeric field.

In order to prevent clashes between data created in one environment and existing
datain the target environment, it is a prerequisite to ensure that a generated ID is
unigue across environments. The mechanism used for this purpose isto have the
last digit of an ID indicate the source of the row. We recommend the following
convention:

Source Description Discrimi | Examples
environment nator
Digit
OHI Factory | Thisisthe environment at Oracle where the seed datais 0 17650
maintained. The seed data delivered by Oracle always hasan ID 17660
ending on a zero.
Setup The environment in which you maintain your setup and 1 6341
configuration. This environment should not contain test data. 6351
Production The production environment. 2 3452
3462
Test The environment in which you test the setup. Setup changes 3 165423
made in the Setup environment are transferred to this 165433

environment for testing.

Plan the environments and assign unique discriminator values for each
environment.

RELEASE DIRECTORY STRUCTURE

OVERVIEW OF THE DIRECTORY STRUCTURE

The distribution contains a number of directories that contain all the necessary
information and sources to perform the install. The root directory is the directory
where you decide to host the released files. It can be any location or name of your
choosing and will be referenced throughout this document as <OHI_ROOT>.

For the database installation it is required to have this directory structure available
on awindows based machine running Oracle database client software. For the
Application server installation, the required installation / configuration files can be
made available by copying them to alocation on the server or sharing them from
their original location.
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Initial installation requirements

This chapter lists specific instructions for installation of the Oracle software
components that are required to run the OHI Claims Adjuducation application.

See the Certification Guide for specific versions of operating systems and Oracle
software that the OHI Claims Adjudication application is certified to work with.

NoteAll OHI Claims Adjudication releases contain the complete application. The only difference

between installing OHI Claims Adjudication for the first time and upgrading it to a new release,
is thus the pre-installation activities (which only need to be executed when installing OHI
Claims Adjudication for the first time).

When the initial installation requirements are met, continue with the chapter
Release Installation®.

INSTALL AND CONFIGURE AN OHI DATABASE

1

1742-DSY

INSTALL ORACLE DATABASE SOFTWARE

First install Oracle Database software required for Oracle Insurance Claims
Adjudication for Health (OHI Claims); for specific certification details see OHI
Claims Certification Guide.

Set up Real Application Clusters
Set up RAC when required.

CREATE OHI CLAIMS DATABASE
Now create the OHI Claims database. For this activity the following requirements
and restrictions apply.

Character Set
The character set of the database must be AL32UTFS.

Block size
For OHI Claims, use an 8K block size.
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Tablespaces
Make sure the following tablespaces exist:

« OHI_CLAIMS TAB
« OHI_CLAIMS_IDX

All tablespaces must be created 11gR2 default style (locally managed,
system/uniform managed extent allocation, Automatic Segment Space
Management).

Temporary tablespace

A default temporary tablespace TEMP (this name is mandatory) should be
created.

Undo
Automatic undo must be used.

Parameters

«  OPTIMIZER_MODE = FIRST_ROWS 10
« NLS LENGTH_SEMANTICS=CHAR
« STATISTICS LEVEL=TYPICAL

NoteUnless specified otherwise, keep all optimizer parameters (gv$sys_optimizer_env) default.

Required privileges

OHI Claims uses queues in the Oracle database. The owner of the queue objects,
the base owner schema, requires execute privileges on the SYS.DBMS_AQIN
package.

For installing OHI Claims database artifacts the SY STEM account is used. In this
process al so database grants are given by the system database user. To be able to
do that, SY STEM user needs GRANT ANY OBJECT PRIVILEGE (without grant
option).

Functional reporting views are based on access restrictions, that use a context to
determine the user. This context needs to be created as user SY'S.

Thus, following commands should be executed as SY S:

connect sys as sysdba

GRANT EXECUTE ON sys. dbns_aqin TO system W TH GRANT OPTI ON;

GRANT GRANT ANY OBJECT PRI VI LEGE TO system

create context FUN_USER _CONTEXT using OH _CLAI MS_OMNNER. FUN_CONTEXT_PKG
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Creating additional schemas in the database

Oracle recommends that the Oracle database instance that is used by OHI Claims
is used solely for the purpose of running the OHI Claims system.

Warningin the case that additional database schemas are created in the Oracle database instance,
make sure that these are not prefixed with OHI.

Set up Total Recall (optional)

The Total Recall Option of Oracle Server (also known as Flashback Archiving) is
used to log changes to setup tables. Configuring which table to archive and how is
considered aresponsibility of the database administrator.

In order to use Flashback Archiving the following settings need to be made:

* Theuser that will be used to switch archiving on tables on and off should be
granted the "FLASHBACK ARCHIVE ADMINISTER" privilege (grant
FLASHBACK ARCHIVE ADMINISTER to <user>).

e  Thisuser should be granted "TALTER TABLE" rights on the tables that need
to be archived (or stopped being archived).

* Itisadvisableto create a separate tablespace for the Flashback Archive.

» Create aFlashback Archive, for example:

CREATE FLASHBACK ARCHI VE [ DEFAULT] fdal TABLESPACE tbsl QUOTA 10G
RETENTI ON 5 YEAR,

INSTALL AND CONFIGURE ORACLE FUSION MIDDLEWARE

OHI Claims runs on an Oracle Fusion Middleware Application Server. This may
also be referred to as Oracle WebL ogic Server. When running on more than one
node, the application servers should be configured as a cluster.

This guide assumes experience with setting up Oracle WebL ogic Server. For
details regarding the installation process please consult the product
documentation.

The Certification Guide specifies the required version of the Oracle WebL ogic
Server software that must be installed. It also describes how the software can be
obtained and how the documentation can be accessed.

This chapter outlines the installation of the Oracle WebL ogic Server software.
Subsequently, the setup of adomain is explained for the following situations:

* A simple, non-clustered environment that is suitable for development and
testing purposes. The description of this configuration also demonstrates how
Oracle ADF runtime libraries are added to a WebL ogic Server domain.

* Anadvanced, clustered setup that istypically used in production deployments
and that is executed on multiple nodes.
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INSTALLING ORACLE WEBLOGIC SERVER

The following steps describe how to install Oracle WebL ogic Server. The
Certification Guide lists the software that needs to be used as well as the
download locations.

Step 1: Navigate to that folder and run the installer by entering the following
command in command line: java -jar wisl034 generic.jar

NoteJAVA_HOME should be set before running the installer

Step 2: In the Welcome screen click on Next button

Oracle Installer - WebLogic 10.3.4.0

Welcome
This installer will guide you through the installation of ORACLE
WeblLogic 10.3.4.0

Instructions

Click the Next button to proceed to the next screen. If you
want to change entries in a previous screen, click the Previous
button. You may quit the installer at any time by clicking the
Exit button.

ORACLE’

| T

Step 3: In the Choose Middleware Home Directory page, select the option
Create a new Middleware Home and enter the path in Middleware Home
Directory. Click on Next button
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Oracle Installer - WebLogic 10.3.4.0

Choose Middleware Home Directory

Specify the Middleware Home where you wish to install ORACLE
WeblLogic 10.3.4.0.

~ Middleware Home Type —————— |/ozag/app/oracle/product/fmwllgl sisllgl

(O Use an existing Middleware Home

(® Create a new Middleware Home

Middleware Home Directory

| fozgfapp/oraclefproduct/wis1034 l

|§rowse...| | Reset |

l Previous | I Next I

Step 4: In the Register for Security Updates page, enter your My Oracle Support
Email address and Support Password (optionally, this can be skipped). Click on
Next button
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Oracle Installer - WebLogic 10.3.4.0

Register for Security Updates
Provide your email address for security updates and ORACLE

to initiate configuration manager.

Email: |

Use My Oracle Support email address/username

I wish to receive security updates via My Oracle Support

Support Password:

| Previous | I Next I

Step 5: In the Choose Install Type page, select the option Custom. Click on Next
button

Oracle Installer - WebLogic 10.3.4.0

Choose Install Type
Select the type of installation you wish to perform. ORACLE'

O Typical
go-) Install the following product{s) and component(s):

# WeblLogic Server
# Oracle Coherence

® Custom

@“ Choose software products and components to install and perform
c optional configuration.

I Previous ] | Next I
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Step 6: In the Choose Products and Components page, deselect the options
Evaluation Database and Oracle Coherence. Click on Next button

Oracle Installer - WebLogic 10.3.4.0

Choose Products and Components

Grayed selections are already installed. OQACLE

Double-click headings to reveal or collapse selections.

Administration Console (] | Description

Configuration Wizard and Upgrade Fram Coherence provides reliable distributed

Web 2.0 HTTP Pub-Sub Server __| |in-memory data management and caching
WebLogic SCA services on top of a highly scalable peer-to-peer

lustering pr l.
[V WebLogic JDBC Drivers clustering protoco

Third Party JDBC Drivers
WebLogic Server Clients
WebLogic Web Server Plugins
UDDI and Xquery Support

[ server Examples

Approximate Installed Size®

[] Evaluation Database Highlighted item: 12.6 MB
[ Oracle Coherence Common artifacts: 49 8 MB
Total of all selected items: 652.0 MB

] Coherence Product Files

D Coherence Examples *nstaller requires free disk space
| p “ | approximately 2x this total

| Previous | | Next I

Step 7: Theinstaller for 64-bit machines does not have bundled JDK. So, In JDK
Selection page, click on Browse button to navigate to your JDK installation
directory. Click on Next button

Kl

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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Oracle Installer - WebLogic 10.3.4.0

JDK Selection
JDK(s) chosen will be installed. Defaults will ORACLE

be used in script string-substitution if installed.

') Discard Changes

Bundled JDK: Approximate installed size™
Highlighted item:
All selected bundled JDK's: 0.0 KB
Total of all selected items: 652.0 MB

*Installer requires free disk space
approximately 2x this total

1Y%
FL-aan

Sun SDK 1.6.0_23 (fusrjjava/jdkl.6.0_23)

|Erevious | I MNext I

Step 8: In the Choose Product I nstallation Directories page accept the default
setting and click on Next button

Oracle Installer - WebLogic 10.3.4.0

Choose Product Installation Directories

Provide the directories where you wish to install ORACLG'

WebLogic 10.3.4.0.

' Discard Changes

Middleware Home Directory

Jozgfappforacle/product fwds1034

Product Installation Directories

The Product Home might contain shared utilities and any products or components for which unique
directories are not set.

WebLogic Server:
Jfozajfappforacle/product fwds1034 fwdserver_10.3 “ Browse... |

| Previous | | Mext |
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Step 9: In Installation Summary page, click on Next button

Oracle Installer - WebLogic 10.3.4.0

Installation Summary

The following Products and JDKs will be installed. ORACLE’

| ] WebLogic Server
D Core Application Server
D Administration Console
D Configuration Wizard and Upgrade
[) Web 2.0 HTTP Pub-Sub Server
L] webLogic SCA
D WebLogic JDEC Drivers
[) Third Party JDBC Drivers
D WebLogic Server Clients
D WebLogic Web Server Plugins
D UDDI and Xquery Support

Description

Implements |EE technologies, Web services, and other
leading Internet standards, to provide a reliable framework
far highly available, scalable, and secure applications.

Approximate Installed Size

Highlighted item: 666.4 MB
l‘ ” | m Total of all selected items: 652.1 MB
(oo | e |

Step 10: When the installation is complete, un-check the check box Run
Quickstart and click on Done button. Oracle WebL ogic Server 10.3.4 is how

installed.

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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Oracle Installer - WebLogic 10.3.4.0

Installation Complete

Click the Done button to exit the installer. ORACLG

~ Message

Congratulations! Installation is complete.

ORACLE

[J Run Quickstart

oo e ]

INSTALLING ORACLE APPLICATION DEVELOPMENT RUNTIME

The following steps describe how to install Oracle Application Development
Runtime. The Certification Guide lists the software that needs to be used as well
as the download locations.

Step 1: Unzip the downloaded archive and navigate to the Disk1 folder; run the
installer by entering the following command in command line: ./runinstaller

NoteThe installer will ask you to enter JDK installation directory

oracle@INDEVLV0065:/0zg/app/oracle/product/Diskl
Fle Edt View Terminal Tabs Help

[oracle@INDEVLVOOGS Diskl]$ ./runInstaller
Starting Oracle Universal Installer...

[»]

Checking if CPU speed is above 300 MHz.  Actual 2660 MHz  Passed

Checking Temp space: must be greater than 156 MB.  Actual 11690 MB  Passed

Checking swap space: must be greater than 512 MB. Actual 3886 MB  Passed

Checking monitor: must be confiqured to display at least 256 colors.  Actual 65536  Passed
Preparing to launch Oracle Universal Installer fron :
Please specify JRE/JOK location ( Ex. /home/jre ),

jdl.a.e_zsﬂ

Step 2: In Welcome page, click on Next button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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“'O Oracle Fusion Middleware 11g Application Developer Installation - Step 1 of 8 B

ORACLE’ 11 g

( FUSION MIDDLEWARE

Welcome

W Welcome

Welcome to the Oracle Fusion Middleware 11g Application Developer |4

Y Install Software Updates
Installer.

| .
v Prerequisite Checks
This installer can be used to install a new Oracle Application

| . ) - —
¢ Installation Location Developer Oracle Home, or to patch an existing Oracle Application
| Developer Oracle Home.
¢ Application Server

| ) If you are installing a new Oracle home:
v Installation Summary

Installation Progress  Make sure you have installed a supported version of Oracle
I N WebLogic Server 11g or IBM WebSphere.
U Installation Complete o If the products you are installing require database schemas,

make sure you have created these schemas in your database.
For more information, see the Oracle Fusion Middleware Installation
Planning Cuide.

v
d

Copyright (c) 1999, 2011, Oracle and/or its affiliates. All rights reserved.

(o) () (o]

l |Elapsed Time: Om 25s

Step 3: In Install Software Updates page, enter your My Oracle Support User
Name and Password (optionally, this can be skipped). Click on Next button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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'O Oracle Fusion Middleware 11g Application Developer Installation - Step 2 of 8 = |[X

Install Software Updates ORACLE 113
( FUSION MIDDLEWARE

T Welcome () Skip Software Updates

"lf' My Oracle Support Update (5) Search My Oracle Support for Updates

? Prerequisite Checks User Name: }foo@mycompany.com| |
; Installation Location Password: Inuono ‘
; Application Server [ Proxy Settings ][ Test Connection ]
; STl T R () Search Local Directory for Updates

; Installation Progress [ Search For Updates ]

|

) Installation Complete

Allows user to search for and download software updates from My Oracle
Support using My Oracle Support Account user name and password.Click "Test

Connection" to test the credentials.

[1»]

(o] o> ] [_amen | [cana ]

l [Elapsed Time: 1m 50s

Step 4: Once Prerequisite Checksis completed, click on Next button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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O Oracle Fusion Middleware 11g Application Developer Installation - Step 3 of 8 g

ORACLE 11 g

( FUSION MIDDLEWARE

Prerequisite Checks

Y Welcome SeIectior{ Check I Progress | Status
+ Skip Software Updates [/ Checking operating system certific... 100% v

| :, Prerequisite Checks [v] Checking recommended operating... 100% v

' \L Installation Location [v| | Checking kernel parameters 100% v
Jf‘ Application Server V| Checking Recommended glibc ver... 100% v
\]f RS [v| Checking physical memory 100% v
i Installation Progress

Installation Complete

(-« Checking operating system certification &
~w/ Checking recommended operating system packages
~w/ Checking kernel parameters

'w/ Checking Recommended glibc version

Ol 2 Claaclinambciesl s anaa

[ < Back " Next > ]

| [Elapsed Time: 2m 405

IS

Step 5: In Specify Installation L ocation page, change the value of Oracle
Middleware Home to suit your WL S installation directory and click on Next
button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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O Oracle Fusion Middleware 11g Application Developer Installation - Step 4 of 8

Welcome

Skip Software Updates

Prerequisite Checks

| Installation Location

Application Server

Installation Summary

Installation Progress

C——C——€——€—E€—€—€—=€

Installation Complete

Specify Installation Location

ORACLE 11 g

( FUSION MIDDLEWARE

Oracle Middleware Home: iroduct/melgl/MleNE] [ Browse

QOracle Home Directory:

|

with the given name.

The Oracle home will be created under the Oracle Middleware Home location

[ < Back M uext>J : Hm

lEIapsed Time: 3m 25s

Step 6: In Application Server page, accept the default values and click on Next

button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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O Oracle Fusion Middlieware 11g Application Developer Installation - Step 5 of &8 - X

o ORACLE
Application Server @ FUSION momemne11g

Y Welcome

|
Y Skip Software Updates

| "
¢ Prerequisite Checks (® webLogic Server

| . )
Y Installation Location

I
‘Y' Application Server

| .
Y Installation Summary

) Installation Progress Applicatio

c——C—
r

Installation Complete

WLS installation detected, WebLogic Server support available in this Middleware
Home.

[ < Back H NCXU*J Einis H Cancel ]

| [Elapsed Time: 3m 455

Step 7: In Installation Summary page, click on I nstall button

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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'O Oracle Fusion Middleware 11g Application Developer Installation - Step 6 of & e

ORACLE 11 g

( FUSION MIDDLEWARE

Installation Summary

Y Welcome [=-Install Oracle Application Developer

+ Skip Software Updates - Directory Details

| o ~-Middleware Home Location: fozg/app/oracle/product/fmwllgl/wisl
T CESRSESEET. | | Oracle Home Location: Jozg/app/oracle/product/fmwllgl/wis1034/
Y Installation Location ~-Application Server Type: WebLogic Server

| o --Application Server Location: Jozg/app/oracle/product/fmwllgl/wisl
T [-}-Disk Space
‘\?J‘ Installation Summary | | Required: 1080 MB

; Installation Progress | i ™ Available: 3988 MB

|

E}---A_pplications

Installation Complete : .
' ~-Qracle Enterprise Manager

Save Response File:

To change this configuration before installing, select the topic you want to
change in the pane on the left.

To install this configuration, select Install.

Nex [ Install H CanceIJ

| [Elapsed Time: 4m 0s

Step 8: Once the installation is complete, click on Finish button in Installation
Complete page. Oracle Application Development Runtime 11.1.1.4.0 is now
installed.

2. dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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|O Oracle Fusion Middleware 1L1g Application' Developer Installation - Step 8 of 8 = X

ORACLE’ 11 g

Installation Complete

FUSION MIDDLEWARE
Welcome - Install Oracle Application Developer
Skip Software Updates -1 Directory Details
o Middleware Home Location: Jozg/app/oracle/product/fmwllgl/wislf

A Prereuise Eheces Oracle Home Location: /ozg/app/oracle/product/fmwllal /wis1034/
/ Installation Location Application Server Type: WebLogic Server

Application Server Application Server Location: fozg/app/oracle/product/fmwllgl/wisl

plication Serve  Disk Space
W/ Installation Summary Oracle Home Size: 1039 MB
/ Installation Progress Available: 2924 M8
- Applications

I
' Installation Complete .
= P Oracle Enterprise Manager

Kl R 3

Save Installation Details: Save

Oracle Application Developer installation completed successfully

Help - f Flnls“)k

| IEIapsed Time: 10m 30s

CONFIGURING ORACLE FUSION MIDDLEWARE FOR RUNNING
ADF APPLICATIONS

After installing Oracle WebL ogic Server and Oracle Application Development
Runtime, perform the following steps:

*  Create adomain in which the OHI Claims application will be configured and
installed.

» Detailed instructions are available in the documentation library (
http://download.oracle.com/docs/cd/E12839 01/web.1111/b31974/deployme
nt_topics.htm#ADFFD1831).

Alternatively, follow these stepsto create a domain.

NoteThe following domain setup is suitable for development and testing purposes but should not be
used in production situations.

Step 1: Goto <MIDDLEWARE_HOME_DIRECTORY >

/wlserver _10.3/common/bin in command prompt . Here
MIDDLEWARE_HOME_DIRECTORY isthe path where you instaled WLS
10.3.4.
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Step 2: Issue the following command: ./config.sh

Step 3: Fusion Middleware Configuration Wizard - Welcome screen appears.
Step 4: In Welcome page, |eave the default selection Create a new WebL ogic
domain and click on Next button

E) Fusion Middleware Configuration Wizard E]@@

Welcome

ORACLE'

® Create a new WebLogic domain

Create a WebLogic domain in your projects directary,

OExtend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

)]

Step 5: In the Select Domain Sour ce page, select the check box Oracle JRF -
11.1.1.0 [oracle_common] and click on Next button

dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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E) Fusion Middleware Configuration Wizard

Select Domain Source

ORACLE'

(¥ Generate a domain configured automatically to support the following products:

(] Oracle Enterprise Manager - 11,1,1,0 [oracle_common]

(] Oracle WsM Policy Manager - 11.1,1.0 [oracle_common]

[ Oracle JRF WebServices Asynchronaus services - 11.1,1,0 [oracle_common]
|0rac|e RF-11.1.1.0 [oracle_commonﬂ
(] Basic WebLogic SIP Server Domain - 10,3.4.0 [wiserver_10.3]

(] WebLogic Advanced Web Services for JAX-RPC Extension - 10.3.4.0 [wiserver_10.3]

[] WebLogic Advanced Web Services for JAR-WS Extension - 10,3.4.0 [wlserver_10,3]

(OBase this domain on an existing template

Previous

Step 6: In the Specify Domain Name and L ocation page, edit the values for
Domain name and Domain location to suit your requirements or leave the
default values and click on Next button.

NoteFor consistency, Oracle recommends the value "ohi_domain" as domain name.

N o M DN
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E) Fusion Middleware Configuration Wizard

Specify Domain Name and Location

ORACLE'

Enter the name and location for the domain:

Domain name: | ohi_domain

|

Dornain location: ‘Iozgjappioracleiproduct!wls1034Iuser _projects{domains H Browse ‘

Previous

Step 7: In the Configure Administrator User Name and Passwor d page, enter
the values for User password and Confirm user password and click on Next

button.

dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE'

(') Discard Changes

*hlame: ’ weblogic

*Confirm user password: ’ AR

*ser password: ’ bk blopk ‘

Description: ’ This user is the default administrator,

Previous

NoteThe password must be at least 8 alphanumeric characters with at least one number or special
character.

Step 8: Inthe Configure Server Start M ode and JDK page, change the value
for WebL ogic Domain Startup Mode to Production Mode and click on Next
button.

N o M DN

dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)

http://coherence.oracle.com/display/ COH34UG/well-known-addresses

http://coherence.oracle.com/display/ COH34UG/Production+Checklist#Producti onCheckli st-CoherenceEditionsandM odes
http://downl oad.oracle.com/javase/1.4.2/docs/gui de/awt/ AW T Changes.html#headl ess
http://download.oracle.com/docs/cd/E12839 01/weh.1111/e13709/Ioad_balancing.htm#CHDGFIBD




Chapter 2 Initial installation requirements

Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORACLE'

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic ‘Securing a
Production Environment' in the WebLogic Server documentation,

WebLogic Domain Startup Mode DK Selection
() Development Mode
Utiize boot, properties for username @® Available JDKs
and password and poll for applications -
b 5un SDK 1,6.0_24 @ Difjck1.6.0_24

Sun JDK recommended for better startup
performance during iterative
development,

(® Production Mode

Require the entry of a username and
password and do not pall for

applications to deploy, O Other JDK

WebLagic JRackit DK recommended for Location: [:l
better runtime performance and

manageent,

Step 9: In the Select Optional Configuration page, select the options that you
want to configure. Else, leave with the default settings and click on Next button.
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Fusion Middleware Configuration Wizard

Select Optional Configuration

ORACLE'

(] Administration Server
Modify Settings

[Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

(] Deployments and Services
Target to Servers or Clusters

[JRDBMS Security Store
Modify Settings

Previous

NoteThe default AdminServer listening port is 7001.

Step 10: In the Configuration Summary page, click on Create button.

N o M DN
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Fusion Middleware Configuration Wizard

Configuration Summary
ORACLE
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its attributes in the
5 P Details pane below, You can make limited adjustments by clicking Previous to return to @
urnmary Yiew: ) L .
Deployment v || prior panel. If everything is satisfactory, click Create.

"] ohi_domain (D:domainslohi_domain)
[ Server
(=[] Adminerver
(=[] Service
(=1 Shutdown Class
1) 30C-shutdown
1] omsshutdown
[ Startup Class
[ RF Startup Class
1) s startup Class
[ ooL-tartup

[ 10C-Startup
() oms-Startup

1]

[ Audit Loader Startup Class

D AWT Application Context Startug
1) 2w Framemork Startup Class
) tweb Services Startup Clss

=71 WIDF Svstem Resniree

]

[]

]

Details

Attribute  Value

Mame Basic WebLogic Server Domain

Description  Create a basic Weblogic Server domain without instaling sample app| |
Author Oracle Corporation

Location DiiOracle\WLS1034\wlserver_10,3icommanitemplates\domainstwls.
Mame Oracle BI Composer Runtime

Description  Oracle BI Composer Runtime extension template

Author Oracle Corporation

Location D:iOracle\WLS1034\oracle_commontcommanitemplates\applications!
Mame Oracle JRF

Description  Required for Fusion Middleware Components and applications built us
Author Oracle Corporation

Location D:iOracle\WLS1034\oracle_commontcommanitemplates\applications!
Mame Oracle BI-ADF Runtime

Description  Required for domains using BI-ADF runtime libraries E
[ | D

Previous | | Create
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Step 11: In the Creating Domain page, click on Done button once the domain is
created.
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Fusion Middleware Configuration Wizard

Creating Domain

ORACLE

Progress:

100%

Preparing. .,

Extracting Domain Contents. .

Creating Domain Security Information. .
Saving the Domain Information. ..

Storing Domain Information, ..

String Substituting Domain Files. .
Performing OS Specific Tasks. .
Performing Post Domain Creation Tasks...
Domain Created Successfully!

Domain Location: D:\domains\ohi_domain
Admin Server URL: http:/fssubiram-nl:7001

ORACLE

[ Start Admin Server

ENEN [z ] e |

DOMAIN CONFIGURATION FOR OHI CLAIMS

This chapter contains directions for the following topics:

* Redirecting console log output

e Setting up OHI Claims propertiesfiles

»  Coherence settings

e Setting OHI Claims Domain environment variables

Redirect JVM Output to a Log File

By default, the VM output for aWebL ogic server iswritten to the console. It is
recommended to redirect the console output to file.

Note that in development mode, the default size of alogfile beforeit isrotated is
only 500K b. Hence, it is also recommended to change the size of thelog files
before rollover to 10240 Kb and to specify the number of log files that will be
retained. These configuration settings can be changed through the WebL ogic
Server Console.
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Setting up OHI Claims Properties Files

Create adirectory that will hold OHI Claims properties and configuration files.
This directory will be referenced as <PROPERTIES_ROOT> throughout this
document.

Copy the following files that were delivered as part of the specific release from the
<OHI_ROOT>/propertiesdirectory to the <PROPERTIES ROQOT>:

e logback.xml
» ohi-claims.properties

A description of the propertiesfilesis available here?.

Also copy file<OHI_ROOT >/util/security/ohi-claims-security.config to the <
PROPERTIES ROOT>.

Coherence settings

OHI Claims uses Oracle Coherence. The IT infrastructure on which the systemis
installed determines the configuration for Oracle Coherence. This paragraph
describes the following configuration options:

* Restrict a Coherence cluster to one machine

e  Control multiple Coherence clusters that are spread across multiple machines
e Control multiple Coherence clusters that are executed on one machine

»  Specific settings for running Coherence in a Production environment

Restrict a Coherence cluster to one machine

The <PROPERTIES ROOT> directory contains a Coherence configuration file
(single-server-tangosol -coherence-override.xml) that ensures that a Coherence
cluster isrestricted to a single machine.

NoteThese settings will constrain Coherence to run on a single machine. It will not prevent
Coherence from clustering with other JVMs on the same machine that also run Coherence.
Therefore, it is not suitable for setting up multiple Coherence clusters on a single machine.

Copy the following properties file that was delivered as part of the specific release
from the <OHI_ROOQOT >\properties directory to the <PROPERTIES ROQOT>:

¢ single-server-tangosol-coherence-override.xml

dsy1742-DSY.html#dsy4990-DSY (Configure OHI Claims propertiesfile)
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Run multiple Coherence clusters of multiple JVMs on the same machine of same set of
machines

In order to control which JVMs can join in a particular Coherence cluster, the
Coherence Well Known Addresses (WKA) feature may be used.
This can be used to:

«  Control multiple Coherence clusters that are spread across multiple machines
»  Control multiple Coherence clusters that are executed on one machine

A preconfigured tangosol-coherence-override.xml file for these situations cannot
be provided as required host names or | P addresses must be used. The following
sample files show the basic structure.

Example: Building a cluster across multiple machines

The following sample override file controls a Coherence cluster that runs on
JVMs on several machines (hostl, host2, ..., hostN):

<coher ence>
<cl uster-config>
<uni cast-1istener>
<wel | - known- addr esses>
<socket - address id="1">
<address system property="tangosol .coherence. wkal">host 1<
/ addr ess>
<port system property="tangosol.coherence.wkal. port">8088</port>
</ socket - addr ess>
<socket - address id="2">
<address system property="tangosol .coherence. wka2" >host 2<
/ addr ess>
<port system property="tangosol.coherence.wka2. port">8088</port>
</ socket - addr ess>

<socket - address id="N'>
<address system property="tangosol .coherence. wkaN'>host N<
/ addr ess>
<port system property="tangosol.coherence. wkaN. port">8088</port>
</ socket - addr ess>
</ wel | - known- addr esses>
</ uni cast-1Iistener>
</cluster-config>
</ coher ence>

Start the VM on host1 with the following command-line parameters:

NoteThese options should be specified on one line, it was formatted differently in this guide for
readability.

- Dt angosol . coher ence. wkal=host 1

- Dt angosol . coher ence. wkal. port =8088

- Dt angosol . coher ence. | ocal port=8088

- Dt angosol . coher ence. overri de=t angosol - coher ence- overri de. xm

Start the VM on host2 with the following command-line parameters:

- Dt angosol . coher ence. wka2=host 2
- Dt angosol . coherence. wka2. port =8088
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- Dt angosol . coherence. | ocal port =8088
- Dt angosol . coherence. over ri de=t angosol - coher ence-overri de. xm

Example: Controlling a cluster of multiple JVMs on one machine

The following sample override file controls a Coherence cluster that runs on
multiple JVMs on the same machine (host1):

<coher ence>
<cl uster-config>
<uni cast-1istener>
<wel | - known- addr esses>
<socket - address id="1">
<address system property="tangosol .coherence. wkal">host 1<
[ addr ess>
<port system property="tangosol.coherence.wkal. port">8088</port>
</ socket - addr ess>
<socket - address id="2">
<address system property="tangosol .coherence. wka2" >host 1<
[ addr ess>
<port system property="tangosol.coherence.wka2. port">8089</port>
</ socket - addr ess>

<socket - address id="N'>
<address system property="tangosol . coherence. wkaN'>host 1<
/ addr ess>
<port system property="tangosol.coherence. wkaN. port">8090</port>
</ socket - addr ess>
</ wel | - known- addr esses>
</ uni cast-1Ilistener>
</cluster-config>
</ coher ence>

Start the first VM on host1 with the following command-line parameters:

NoteThese options should be specified on one line, it was formatted differently in this guide for
readability.

- Dt angosol . coher ence. wkal=host 1

- Dt angosol . coherence. wkal. port =8088

- Dt angosol . coherence. | ocal port =8088

- Dt angosol . coherence. overri de=t angosol - coher ence-overri de. xm

Start the second VM on host1 with the following command-line parameters:

- Dt angosol . coher ence. wka2=host 1

- Dt angosol . coher ence. wka2. port =8089

- Dt angosol . coher ence. | ocal port=8089

- Dt angosol . coher ence. overri de=t angosol - coher ence- overri de. xm

For more information please check the Coherence documentation on Well Known
Addresses®.

http://coherence.oracle.com/display/ COH34UG/well-known-addresses
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Specific settings for running Coherence in a Production environment

By default, Oracle Coherence runs in Development mode. The production
checklist in the Coherence documentation* states that it is recommended to use the
development mode for all pre-production activities, such as devel opment and
testing. Thisis an important safety feature, because Coherence automatically
prevents these nodes from joining a production cluster. The production mode must
be explicitly specified when using Coherence in a production environment.

In the Production environment (and only in the Production environment), the
system property tangosol .coherence.mode should be set to value prod in the script
that is used to start Coherence nodes.

Next to that, Oracle advises to use system property tangosol.coherence.cluster to
name the cluster. To join the cluster, all members must specify the same cluster
name. Suggested naming convention:
OHI-<systemproperty.ohi.environment.identifier>.

- Dt angosol . coher ence. node=pr od
- Dt angosol . coherence. cl ust er =<cl ust er _nane>

Set Domain Environment Variables for OHI Claims

Goto<MIDDLEWARE_HOME_DIRECTORY >/user_projects’domaing/<
DOMAIN_NAME>/bin where <DOMAIN_NAM E> is the name of the domain
that was given in Step 6 of the previous section. Edit the file sstDomainEnv.sh in
that directory and add the following lines at the beginning as shown in this
sample:

USER_MEM ARGS="- Xnms8192m - Xnx8192m - XX: Per nSi ze=1024m

- XX: MaxPer nSi ze=1024m - XX: NewSi ze=2048m - XX: MaxNewSi ze=2048m "
USER_MEM ARGS="$USER_MEM ARGS - XX: +UseConcMar kSweepGC "

USER_MEM ARGS="$USER_MEM ARGS - XX: +UsePar NewGC "

USER_MEM ARGS="$USER_MEM ARGS - +CMBI ncr enent al Mbde

USER_MEM ARGS="$USER_MEM ARGS - XX: +Expl i ci t GCl nvokesConcurrent "
USER_MEM ARGS="$USER_MEM ARGS - +CM5C assUnl oadi ngEnabl ed "
USER_MEM ARGS="$USER_MEM ARGS - XX: +UseCMSConpact At Ful | Col | ection "
USER_MEM ARGS="$USER_MEM ARGS - XX: +CMSPer mGenSweepi ngEnabl ed "
export USER MEM ARGS

if [ "${ADMN_URL}" = "" ] ; then

EXTRA_JAVA PROPERTI ES="- Dl ogback. confi gur ati onFi | e=/ hone/ ai a/ sof t war e/ or ac
| e/ W s1032/ properties/| ogback. xm "

export EXTRA_JAVA PROPERTI ES
el se

EXTRA_JAVA PROPERTI ES=""

EXTRA_JAVA PROPERTI ES="$EXTRA JAVA PROPERTI ES
- Dl ogback. configurationFil e=/ hone/ ai a/ sof t war e/ oracl e/ W s1032/ properties/|
ogback. xm

EXTRA_JAVA PROPERTI ES="$EXTRA JAVA PROPERTI ES
- Dohi . properties.fil e=/hone/aialsoftware/oracl e/W s1032/ properties/ohi-cla
i ms. properties "

EXTRA_JAVA PROPERTI ES="$EXTRA JAVA PROPERTI ES
- Dt angosol . coherence. override=fil e:/hone/ ai a/ sof t war e/ or acl e/ wl s1032/ pr ope
rties/single-server-tangosol - coherence-override. xm

EXTRA_JAVA PROPERTI ES="$EXTRA JAVA PROPERTI ES

4.  http://coherence.oracle.com/display/COH34UG/Production+Checklist#Producti onChecklist-CoherenceEditionsandM odes
6. http://download.oracle.com/javase/1.4.2/docs/guide/awt/ AWT Changes.html#headl ess
7.  http://download.oracle.com/docs/cd/E12839 01/web.1111/e13709/load balancing.htm#CHDGFIBD
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- Dt angosol . coherence. cl ust er =<cl ust er _name> "
EXTRA_JAVA PROPERTI ES=" $EXTRA_JAVA PROPERTI ES
- Dt angosol . coher ence. menber =<nenber _nanme> "
EXTRA_JAVA_PROPERTI ES=" $EXTRA_JAVA PROPERTI ES - Dohi . nds. count ry=US "
EXTRA_JAVA PROPERTI ES=" $EXTRA_JAVA PROPERTI ES
-Dcom sun. or g. apache. xnl . i nt ernal . dt m DTMvanager =com sun. or g. apache. xm .in
ternal .dt mref. DTMVanager Defaul t "
EXTRA_JAVA PROPERTI ES=" $EXTRA_JAVA PROPERTI ES
- D avax. xnl . dat at ype. Dat at ypeFact or y=com sun. or g. apache. xerces.internal .ja
xp. dat at ype. Dat at ypeFact oryl npl "
export EXTRA_JAVA PROPERTI ES
fi

USER_MEM_ARGS Explanation:

* -XmMs<SOME_SIZE>m -Xmx<SOME_SIZE>m -- this represents the heap
size allocated for the WM. SOME_SIZE should aways be the same number.

*  Determining what these sizes should be in production environments
requiresafull VM sizing exercise. More on JVM sizing for production
isavailable at OHI-Claims JVM Sizing (page44).

o -XX:PermSize=<SMALLER_SIZE>m -XX:MaxPermSize=<
SMALLER_SIZE>m -- this sets the size for the permanent generation of the
JVM'sheap. Thisshould be set to 1024m.

o -XX:NewSize=2048m -XX:MaxNewSize=2048m -- sets the size for the
JVM's new generation. As arule of thumb, set it to 30% of the heap size.

o -XX:+UseConcMarkSweepGC -X X:+UseParNewGC
-XX:+ExplicitGClnvokesConcurrent -X X:+CM SIncremental M ode
-XX:+CM SClassUnloadingEnabled
-XX:+UseCM SCompactAtFull Collection
-XX:+CM SPermGenSweepingEnabled -- these are the garbage collector
settings recommended for use with the OHI-Claims application. More
information on JVM options and garbage collector settingsis at Java HotSpot
VM Options®.

EXTRA_JAVA_PROPERTIES Explanation:

» tangosol.coherence.mode: use this property for production environments only.

» tangosol.coherence.cluster: the same name needs to be specified by al
membersin order to join a specific cluster.

» tangosol.coherence.member: the member-name element contains the name of
the member itself. This name makes it possible to easily differentiate among
members, such as when multiple members run on the same machine. If a
name is not specified, the node will fail to start (I1legal ArgumentException).
Suggested naming convention: OHI-<
systemproperty.ohi.environment.identifier>-<machinename_or_ip-address>-<
unigue-identifier>.

http://www.oracle.com/technetwork/javaljavase/tech/vmoptions-j sp-140102.htm
http://downl oad.oracle.com/javase/1.4.2/docs/gui de/awt/ AW T Changes.html#headl ess
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Limited support for the X window system

For displaying gaugesin Ul pages on systems that do not have the X windows
system or have limited accessto it add the following
EXTRA_JAVA PROPERTIES option to the setDomainEnv script:

EXTRA_JAVA PROPERTI ES="$EXTRA_JAVA PROPERTI ES - Dj ava. awt . headl ess=t r ue"

See the Java documentation® for more information. Typically, on a system that
lacks X windows support and that does not have this option specified, gauges will
not display correctly and the following exception will be in the logs (formatted for
displaying it in this guide):

<Aug 31, 2011 12:39: 00 PM CEST> <Error> <

oracl e. adfinternal . view faces. config.rich.Registrati onConfi gurator>

<BEA- 000000> <ADF_FACES- 60096: Server Exception during PPR #1
javax. servl et. Servl et Excepti on:

java.lang.Internal Error: Can't connect to X11 w ndow server using ':0'
as the value of the DI SPLAY vari abl e.

SETTING UP A WEBLOGIC CLUSTER FOR RUNNING OHI
CLAIMS ON MULTIPLE NODES

A WebL ogic Server cluster consists of multiple WebL ogic Server Managed server
instances running simultaneously and working together to provide increased
scalability and reliability. A cluster appearsto clientsto be a single WebL ogic
Server instance. The server instances that constitute a cluster can run on the same
machine, or be located on different machines.

A cluster’s capacity can be increased by adding additional Managed server
instances to the cluster on an existing machine, or by adding machines to the
cluster to host the incremental Managed server instances. Each server instancein a
cluster must run the same version of WebL ogic Server.

Typically, the administration for the WebL ogic Server instance is done through an
Administration Server or Admin Server. The Managed Servers do not require the
Administration Server to be up and running.

Prerequisites

Make sure that the following prerequisites are met before configuring aWebL ogic
cluster:

» Experiencein setting up aWebL ogic Server cluster is required!

» TheWebL ogic software needs to be installed on al the machines that will be
part of the cluster (that will run WebL ogic server instances). Make sure that
the same version of the WebL ogic software isinstalled on all nodes.

The OHI Claims release bundle contains scripts that may be used to automate the
creation of aWebL ogic Cluster.

6. http://download.oracle.com/javase/1.4.2/docs/guide/awt/ AWT Changes.html#headl ess
7.  http://download.oracle.com/docs/cd/E12839 01/web.1111/e13709/load balancing.htm#CHDGFIBD
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NoteUsing these requires experience setting up a WebLogic Server cluster. The scripts are located
in <OHI_ROOT>\util\wlst. Note that the scripts are provided "as is".

Before using the scripts, stage these to the environment in which they will be
applied and make sure that the scripts can be executed.

Notelf the cluster setup is for a distributed environment, make sure to stage the files on a shared
disk so that all machines can access these.

Before executing the steps to create a WebL ogic Cluster, the following must be
donein preparation:

Change the setEnv.sh script to match the settings of the environment in which
the scripts will be applied, e.g. set the correct Middleware Home
(MW_HOME) and reference a Java Home.

Popul ate the wlist\properties\createOHI Domain.properties file with the
values for the desired setup.

The OHI Domain creation script supports the following Domain Topologies:

No g MwwDdE

Admin Server only

Admin Server + single Managed Server (single host)

Admin Server + single Managed Server (distributed)

Admin Server + multiple Managed Servers (single host)

Admin Server + multiple Managed Servers (distributed)

Admin Server + multiple Clustered Managed Servers (single host)
Admin Server + multiple Clustered Managed Servers (distributed)

Sample configuration files are provided in <OHI_ROOT>
\util\wlst\properties\samples for all Domain Topol ogies mentioned.

Steps for setting up aWebLogic Cluster
Perform the following steps for setting up a WebL ogic Cluster:

Set up aNode Manager on all hosts in the cluster.

Create aWebL ogic domain for OHI Claims.

Generate node manager boot & startup properties.

Register the Domain with the Node Manager.

Optional: Create WebL ogic Domain Template for secondary hosts.

Set up aload balancer to distribute requests to different managed serversin
the cluster.

WarningBefore putting the domain into production, make sure that the environment is secure. See the
specific WebLogic documentation with respect to "Securing a Production Environment".

Starting and stopping WebL ogic Server is covered in the Operations Guide.

7.  http://download.oracle.com/docs/cd/E12839 01/web.1111/e13709/load balancing.htm#CHDGFIBD
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Set up a Node Manager for all nodes in the cluster
NoteThis step must be performed on all hosts (primary and secondary) that will be part of the
WebLogic Server domain.

Node Manager is aWebL ogic Server utility that controls start, shut down, and
restart of Administration Server and Managed Server instances from a remote
location. A Node Manager process is not associated with a specific WebL ogic
domain but with a machine. The same Node Manager process can be used to
control server instancesin any WebL ogic Server domain, as long as the server
instances reside on the same machine as the Node Manager process. Node
Manager must run on each computer that hosts WebL ogic Server instances
-whether Administration Server or Managed Server- that need to be controlled
with Node Manager.

Before adomain is created set up a Node Manager.The Node Manager will run as
"init.d" service. Usethe <OHI_ROOT>\util\wlst\

register NodeM anager Ser vice.sh script (asroot) to create the nodemgrservice
file and to set the correct property values in the nodemanager.propertiesfile:

o StopScriptEnabled=true
»  CrashRecoveryEnabled=true
o  StartScriptEnabled=true

NoteAll scripts are driven from properties for which the values are specified in the <OHI_ROOT>
\util\wlst\properties\createOHIDomain.properties file.

Create aWebLogic domain for OHI Claims in the cluster
NoteThis step must be performed on the primary host only.

Use the WebL ogic Configuration Wizard to create a domain for OHI Claims.
Alternatively, use the <OHI_ROOT >\util\wlst\createOHI Domain.sh script (as
oracle user).

Oracle suggested values for configuration of the WebL ogic Cluster are listed in
the following table:

Par ameter Suggested Value

Domain Name ohi_domain

Administration Server Name ohi_admin_server

Managed Server Name(s) ohi_managed_serverX (where X isan integer value
that startswith 1)

Cluster Name ohi_cluster

Note that these values can be set in the <OHI_ROOT >\util\wlst\
properties\createOHIDomain.propertiesfile.

Required setting: make sure that the Server Start Mode for the domain is set to
Production Mode.

Generate node manager boot & startup properties
Make sure that the server is up and running.
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The easiest way to do is by using the <OHI_ROOT >\util\wlst\

generateNM PropsOHI Domain.sh script (as oracle user). Make sure that the <
OHI_ROOT>\util\wlst\properties\createOHI Domain.propertiesfile has al
required values.

NoteThe generateNMPropsOHIDomain.sh script needs to be executed from the root directory of
the WebLogic domain that was created.

Verify that the boot.properties and startup.properties files were created correctly
for all server instances and in the proper location
($DOMAIN_HOME/servers/[ SERVER_NAME]/data/nodemanager.

Register the Domain with the Node Manager
Make sure that the server is up and running.

Enroll the domain (i.e. register the domain with the node manger service) by
running <OHI_ROOT >\util\wlst\properties\enrollOHIDomain.sh (as oracle
user). Verify that the enroll operation was successful, by checking the script output
for "Successfully enrolled...".

NoteThe enrollOHIDomain.sh script needs to be executed from the root directory of the WebLogic
domain that was created.

Optional: Create WebLogic Domain Template for secondary hosts

Thisstep isonly required if Managed Servers are defined that run on other hosts
than the Admin Server.

Execute the "pack™ command to create a WebL ogic Domain Template for all
secondary host machines. Alternatively, use the <OHI_ROOT >\util\wlist\
packOHIDomain.sh script to do that. The scripts requires the fully qualified root
directory of the WebL ogic domain that was created as an input parameter.
Transfer the generated WebL ogic Domain Template to all secondary host
machines. The template can now be removed from the primary host.

On any secondary host machine, use the "unpack™ command to create the WL S
Domain Directory. Alternatively, , use the <OHI_ROOT >\util\wlst
\unpackOHIDomain.sh script to do that. The scripts requires two arguments:

» areferenceto the generated WebL ogic Domain Template

» thefully qualified root directory of the WebL ogic domain that was created as
an input parameter

Set up a Load Balancer
A load balancer is needed to distribute incoming requests to the participating

nodes in the cluster. Details about configuration of load balancers can be found in
Oracle Fusion Middleware Using Clustersfor Oracle WebL ogic Server”.

OHI Claimsrequiresthat HTTP session "stick” to the same node; that needs to be
supported by the load balancer. OHI Claims maintains the session by sending a
cookie to the client. The name of the cookie is OHISESSION.

7.  http://download.oracle.com/docs/cd/E12839 01/web.1111/e13709/load balancing.htm#CHDGFIBD
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NoteOHI Claims does not support HTTP Session state replication.

Required Web Services Patch for WebLogic clusters

To make the OHI Claims Web Services work in aWebL ogic cluster, patch 9K A3
has to be applied (Bug number 10056851). The patch can be applied through
WebL ogic Smart Update utility and can be downloaded from My Oracle
Support by searching for 10056851 in Patches & Updates.

Follow the steps mentioned below in order to apply this patch.
Step 1: Download the patch (zip file)
Step 2: Navigateto <WLS INSTALL DIR>/utils/bsu

Step 3: Create afolder named cache _dir under bsu directory and extract the
contents of zip file to cache _dir

Step 4: Run the following command: <WLS INSTALL_DIR>/utilg/bsu/bsu.sh
-install -patchlist=9K A3 -prod_dir="<WLS INSTALL DIR>/wlserver 10.3"

Step 5: Verify that the patch isinstalled successfully by running the following
command: <WLS INSTALL_DIR>/utilg/bsu/bsu.sh -report

Step 6: The result should be similar to the screen-shot given below:
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ssubirangssubiran-li-/wls1034utils bsus . fbsu.sh -report
Patch Report

Report Info

Report Opttons

1 f# OPTION NOT SET
product_ nask. ### OPTION NOT SET
release pask f# OPTION NOT SET
profile pask ### OPTION NOr SET
pateh{d mask ## OPTION NOT SET
Report Nessages

BEA Hone [hame/ssubiran/vls1634

Product Description

Product ane Heblogic Server

Product Version, ovvvavve 10.3.4.0

Installed Conponents...... Core Application Server, Adninistration Console, Configuration Wizard and Upgrade Framework, Heb 2.0 HTTP Pub-Sub Server, Weblogic
SCA, HebLogic J08C Drivers, Weblogic Server Clients, Server Examples, Evaluation Database, Workshop Code Completion Support

Product Install Directory. [home/ssubiran/vls1634/wlserver 10,3

Java Hone

Jave Vendor...

Java Verston, oo 1602
[hame/ssubiran/vls1634 patch wls1034

o SYSTEN
oo Weblogic_patch. far
BUG10056851_1034, jar
oo WET:INF MANIFEST MF
weblogic/wsee/Jamws cLusterClusterhoutingTubeUtils.class
ssubirangssubirannl/wls1034/utils bsus H

NoteThis bug is also fixed in Oracle WebLogic Server Patch Set Update 10.3.4.0.2 & Oracle
WebLogic Server Patch Set Update 10.3.4.0.3. See the following links for more details:
https://support.us.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1348977.1&h=Y
& https://support.us.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1328645.1&
h=Y#aref2

Final steps

The domain is almost ready to deploy the application. Perform these final steps
before deployment:

e Update the setDomainEnv.sh scripts.

e Set the ohi-claims.properties, logback.xml and ohi-claims-security.config
files.

e Configure the Coherence cluster.



https://support.us.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1348977.1&h=Y
https://support.us.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1328645.1&h=Y#aref2

Install and configure an OHI Database

Set Domain Environment Variables for OHI Claims

NoteThis step must be performed on the primary host only.

Edit the file setDomainEnv.sh in that directory and add the following lines at the
beginning as shown in this sample:

USER_MEM ARGS=" - Xns8192m - Xmx8192m - XX: Per n5i ze=1024m
- XX: MaxPer nf5i ze=1024nt
export USER MEM ARGS

if [ "${ADMN URL}" = "" ] : then

EXTRA_JAVA PROPERTI ES="- Dl ogback. confi gur ati onFi | e=/ hone/ ai a/ sof t war e/ or ac
| e/ W s1032/ properties/| ogback. xm "

export EXTRA_JAVA PROPERTI ES
el se

EXTRA_JAVA PROPERTI ES="<for a nmanaged server, apply the settings as
listed earlier in this chapter>"

export EXTRA_JAVA PROPERTI ES
fi

Note: the EXTRA_JAVA PROPERTIES need to be specified on one line.

WarningBefore putting a domain into production, make sure that the environment is secure. See the
specific WebLogic documentation with respect to "Securing a Production Environment".

INITIAL CONFIGURATION FOR OHI CLAIMS IN ORACLE FUSION
MIDDLEWARE

LOGGING CONFIGURATION

OHI Claims makes use of Logback library for generating log output. That log
output is controlled by logback.xml file that is referenced in the WebL ogic Server
configuration. Through the configuration file, the logging level can be controlled
aswell asthe output channels (referred to as 'appenders) for log messages. An
example of an output channel for logging is afile.

Predefined logging configurations

OHI Claims comes bundled with a number of predefined logback configurations:

» logback.xml: adefault logging config file.
»  production-logback.xml: for maximum performance, will reveal errors.
» trace-logback.xml: provides trace-level output (most detailed).

By default, logback.xml is used. To use one of the others, use the
-Dlogback.configurationFile Java option in the setDomainenv script:

- Dl ogback. confi gurati onFi | e=producti on-1 ogback. xm
or
- Dl ogback. confi gurati onFi |l e=trace-| ogback. xm

The OHI Claims Operations Guide describes log files and how to control log
output.
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Logging Configuration For Web Services

To enable logging web services request and response, enable debug logging on
DefaultServerSOAPHandler class. Add the following entries in logback.xml:

<l ogger

nanme="com or acl e. heal t hi nsurance. j axws. ext. handl er s. Def aul t Ser ver SOAPHand|

er" |evel ="debug" />

SET REQUIRED DEFAULTS

The application requires default settings for a number of objects. Before default
settings can be applied, users must be provisioned in order to access the system.
Make sure the following prerequisites are met:

e Setupusersinan LDAP Directory Server as outlined below.
* Provision theusersin OHI Claims. For this purpose, a Provisioning serviceis

provided.

Countries

Log into the application and navigate to the Relation Management / Countries
page. Execute a query on the page.

If no countries are available, set up at least a default country using the directions

in the following table:

Field Description Example
Code The country code that conformsto | US
the SO 3166-1 standard for
representation of countries.
Name Name of the country United States
Primary Date format Set the primary date format for the | MM/dd/yyyy
country.
Default Thereis one and only one default | Check the check box.
country. Thefirst country that is
entered must be the default.
Active Make sure the default country is | Check the check box.

activated in order to be used.

In case alist of countries was optionally loaded as sample data, verify that a
default country is set and that the primary date format is set.

SET UP A DIRECTORY FOR FILE EXCHANGE

In anumber of scenarios OHI Claims processes files, for example for the File
Import integration points. It is recommended to set up a shared directory structure
that can be accessed by any machine that executes the system.

For example:

e Forinbound files: /<MOUNT _POINT>/ohi-claimg/transfer/in
»  For outbound or response files: /<MOUNT _POINT>/ohi-claims/transfer/out
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AUTHENTICATION AND USER PROVISIONING

Before users can access the OHI Claims application, the following prerequisites
must be met:

» Users need to authenticate themselves by entering avalid combination of
username and password credentials. All pages (other than the login page) are
only available to authenticated (and properly authorized) users.

e A user must be provisioned to access the OHI Claims application. The main
purpose of OHI Claims user accounts is authorization: the administration of
(role-based) access rights for usersis handled in the OHI Claims application.

The following paragraphs provide details on authentication and provisioning.

Authentication

Although user accounts are stored in the application, user passwords are not. As a
result, the application relies on external services for authentication. It provides
support for LDAP based authentication (LDAP version 3).

The application supports LDAP authentication by binding to the LDAP server
using the user-supplied credentials. This way, no L DAP-specific account info
needs to be stored in OHI Claims.

Usersin the LDAP server are expected to be defined using the industry standard
inetOrgPerson object class (which is derived from the organizational Person object
class). Typicaly, in that class, the properties uid and user password are used to
store the credentials used for logging in.

The following picture shows the flow of the authentication process:
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Pass
Credentials

Invoke Authentication
Authentication Provider (e.g.
Service LD AP server)
Error:
Awuthentication N O Authenticated?
F ailed

Yes

Error:
Account not set up

Yes

Account
acive?

Error:

Account inactive o

Yes

¥

Update Last Login
Timestamp

Credentials are passed by the user viathe OHI Claims Login page.

In the authentication process, the user account data that is stored in OHI Clamsis
accessed, for example for logging the last time the user successfully logged in to
the system. Before someone can authenticate and subsequently access OHI
Claims, an account has to be set up. For that purpose, OHI Claims offers a user
provisioning service which is documented in the Integration Guide.

LDAP access configuration
Configure the properties as described in Configuration Parameters (page0).
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Authentication using SSL: Steps for LDAPS Configuration

The system can authenticate using SSL -secured traffic by changing the LDAP
connect string to ldaps://<machine>.<domain>:<sd_port>. The SSL port is
usually 636.

This paragraph describes the configuration for enabling SSL encrypted traffic
between OHI Claims and Oracle Internet Directory (OID). OID supports three
SSL Modesthat are listed in the following table.

NoteMode 1 (No SSL Authentication) is not supported by OHI CLaims.

SSL Authentication Method Description Supported by OHI Claims?

Mode 1: No SSL Authentication | Neither the client nor the server No
authenticates itself to the other. No
certificates are sent or exchanged.
Only SSL encryption and
decryption is used.

Mode 2: SSL Server The directory server authenticates | Yes
Authentication itself to the client. The directory
server sends the client a certificate
verifying that the server is
authentic.

Mode 3: SSL Client and Server The client and server authenticate | Yes
Authentication themselves to each other and send
certificates to each other.

To use the LDAPS feature, an SSL certificate needs to be obtained and installed
on the Directory Server. Recommended steps for configuring Oracle Internet
Directory 11g (OID) SSL Server Authentication (mode 2) are listed in this
paragraph. The listed processis applicable for OID releases 11.1.1.2t0 11.1.1.4
and is based on Support Article 1203271.1 that is published on the Oracle Support
website (and takes precedence over the product documentation). Article
1203271.1 covers steps 1 to 4 in the following list:

1. Support Article 1203271.1 suggests to create an additional OID Instance /
Configset. Rationale as given in the article:"By default, the SSL
authentication mode is set to authentication mode 1 (encryption only, no
authentication). Be sure at least one Oracle Internet Directory server instance
has this default authentication mode. Otherwise, you break Oracle Delegated
Administration Services and other applications that expect to communicate
with Oracle Internet Directory on the encrypted SSL port.". Create an
additional OID instance (requires migrating the data of the original instance)
or make sure that a configuration set is configured to also support
authentication mode 1.

2. Usethe Fusion Middleware Enterprise Manager to create a\Wallet. For test
systems Self-Signed Wallets are sufficient. For production systems
Self-Signed Certificates are not recommended: Self-Signed Certificates
typically lead to Certificate Trust messages. Users could react to these
messages but in OHI Claims the user authentication process will fail asa
result of an error in the SSL handshake. Create a proper Wallet for production
systems.
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For a production setup, generate a certificate request and send that to a
Certificate Authority (CA). Import the SSL certificate that was issued by the
CA before continuing with the following step.

3. Enable SSL for the OID server using the Wallet that was created in the
previous step.

4. Restart the OID instance.

Stop the WebL ogic (managed) servers that execute OHI Claims.

6. If aSef-Signed certificate was used, prevent Certificate Trust warnings that
will break the authentication process by importing the self-signed root

certificate in the cacerts certificates store of the VM that executes OHI
Clams.

*  Export the Self-Signed root certificate from the Self-Signed Wallet using
the Fusion Middleware Enterprise Manager.
»  Make abackup of the JIVM's cacertsfile.

* Import the root certificate into the cacerts certificate store using the
keytool:

o

keytool -inport -trustcacerts -keystore cacerts -storepass
changeit -nopronpt -alias <alias>
-file <path_to_exported_root_certificate_file>

» whereadiasisaseaf-chosen, meaningful name for the root certificate
(note: the alias has to be unique within the cacertsfile!).

7. Start the WebL ogic (managed) servers that execute OHI Claims.

8. IntheWebLogic Console, inthe "Provider Specific" settings tab of the
OHIClaimsA uthenti cationProvider, set the SSLEnabled flag (restart of
WebL ogic server required).

9. Test the setup. If an additional OID instance was created and the original
instance is no longer needed, the original OID Instance/ Configuration set
can be stopped using opmnctl. Optionally, it can be removed.

NoteThe OHI Claims User Interface is browser-based. Network traffic between browsers on user
workstations and the application servers executing OHI Claims uses the HTTP protocol. It is
highly recommended to also secure the HTTP traffic between user workstations and the
application servers, for example by using HTTPS (secure HTTP traffic). For user credentials
and sensitive data to be encrypted always, properly secure all channels.

INTERNAL SYSTEM USER

During installation, an acount for the Internal System User is created in the
OHI_USERS table with the following characteristics:

.« ID=10

« IND_ACTIVE=Y

« DISPLAY_NAME="Internal System User'
« LOGIN_NAME=null

8.  http://www.oracle.com/technetwork/javaljavase/tech/vmoptions-jsp-140102.html
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This user cannot be used to log in to the application viathe Ul pages, because the
LOGIN_NAME isnull. The Internal System User is used for the interna
processing. For example, records created or updated by an Integration Point, will
have CREATED_BY and/or LAST_UPDATED_BY =10 (the id of the internal
system user).

Seeded access roles

As said in the previous section, the seeded Internal System User cannot be used to
log in to the application to use the Ul pages. So after installation, new users
should be created with appropriate roles.

There is a bootstrap issue here: new roles should be defined first in the

OHI Claims application using the Setup access role page. To be able to access the
setup access role page, a user should exists with arole that gives access to this
page.

To solve the bootstrap issue, role SETUP_ACCESS ROLE is seeded during
installation as follows:

Acces RoleAttribute Value

Code SETUP_ACCESS ROLE

Name Setup Access Role

Description System role that gives access to setup access role
page only.

Active Y

Enabled Y

Ohi specific? Y

Table 2-1: Access Restriction Grants for SETUP_ACCESS_ROLE

Acces Restriction Grant Attribute Value
Access Restriction AccessRoles
Create? Y

Retrieve? Y

Update? Y

Delete? Y

OHI specific? Y

So therole SETUP_ACCESS ROLE gives access to the setup access role page
only.

After installation, the following steps needs to be taken to setup a new user with
the SETUP_ACCESS ROLE granted:

1. Createanew accessrole SETUP_ACCESS ROLE inthe external identity
store.

2. Create anew user in the external identity store and grant the
SETUP_ACCESS_ROLE to that user.

8.  http://www.oracle.com/technetwork/javaljavase/tech/vmoptions-jsp-140102.html
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3. Provision the user with the SETUP_ACCESS ROLE granted to the OHI

Claims application.

For explanation of these steps, see Function Authorization (page0).

To facilitate testing, role ALL_FUNCTIONS ACCESS ROLE is seeded also.
Thisrole gives access to all pages of the application. Thisroleis not intended to
be used in production environments, so thisroleis disabled by default.

Acces RoleAttribute

Value

Code ALL_FUNCTIONS ACCESS ROLE

Name All Functions Access Role

Description System role that gives access to all pages (disabled
by default)

Active Y

Enabled N

Ohi specific? Y

Table 2-2: Access Restriction Grantsfor ALL_FUNCTIONS_ACCESS ROLE

Acces Restriction Grant Attribute

Value

Access Restriction

All accessrestrictions of type 'Function’

Create?

Retrieve?

Update?

Delete?

OHI specific?

<| <[ <] =<|=<

After installation, the following steps needs to be taken to setup a new user with
theALL_FUNCTIONS ACCESS ROLE granted:

1. Createanew accessrole ALL_FUNCTIONS ACCESS ROLE inthe

external identity store.

2. Create anew user in the external identity store and grant the
ALL_FUNCTIONS _ACCESS_ROLE to that user.

3. Provision the user withthe ALL_FUNCTIONS_ACCESS ROLE granted to

the OHI Claims application.

4. Enableto accessrole ALL_FUNCTIONS _ACCESS ROLE.

SYSTEM SIZING GUIDE

8.  http://www.oracle.com/technetwork/javaljavase/tech/vmoptions-jsp-140102.html

OVERVIEW

Getting the best performance in production environments requires a properly
configured system. The most critical elements of that configuration surround JVM
memory usage and garbage collection settings. This section covers:
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e asubset of VM options relevant to the sizing and tuning of the OHI Claims
application
» sizing guidelines for the JDBC Connection Pool

JVM OPTIONS

A full list of VM options can be found at Java HotSpot VM Options.®

Setting Description

-Xms Initial java heap size.

-Xmn Minimum java heap size.

-Xmx Maximum java heap size.

-XX:PermSize The default value is 64MB for aserver VM. Setting

it to amore appropriate value eliminates the
overhead of increasing this part of the heap.

-XX:MaxPermSize Maximum size of the permanent generation.
-XX:NewSize Size of the new generation.
-XX:MaxNewSize Maximum size of the new generation.

Heap size does not determine the amount of memory your VM will consume.

Javawill alocate a certain amount of memory for the native part of the VM, as
well as a per thread call stack and reserved code cache for JIT compilation. The
native part of JVM allocation can not be influenced and depends on a number of
factorsincluding platform and heap heuristics.

-XX:PermSize

The perm size should be set to 1024 Megabytes.
-XX:MaxPermSize

The maximum perm size should be set to 1024 Megabytes.
-Xms-Xmn -Xmx

Oracle recommends that -Xmn and -Xmx be set to the same value. This eliminates
potentialy costly heap reallocations, and can reduce the amount of heap
fragmentation that can occur. Setting -Xms is then unnecessary since the heap size
itself is static.

-XX:NewSize and -XX:MaxNewSize

Oracle recommends that these be set to the same value. As arule of thumb, make
sure that these are set to 30% of the heap size.

Ul Related Memory Sizing

Oracle recommends allocating 10 Megabytes of heap per tab per user session asa
minimum. A session maps mostly directly to auser, and atab isan OHI Claims
major Ul element. For example: if someone is using the OHI Claims application
and has 3 tabs open in the browser (e.g. atab for searching claims and 2 tabs for
changing claims) the total heap size alocated for the users session is 30

8.  http://www.oracle.com/technetwork/javaljavase/tech/vmoptions-jsp-140102.html
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Megabytes. Note that the number of tabsislimited to a maximum of 15 for
Claims pages and also 15 for non-Claims pages so atotal of 30 tabs per user.

Processing Related Memory Sizing

Oracle recommends allocating 30 Megabytes of heap per Claims processing
thread. There are 10 processing threads that will always be allocated (JM S related
threads) and by default an additional 15 threads will be allocated unless the
ohi.processing.maxThreads is used to change that number.

NoteConsult Oracle before changing the default value for ohi.processing.maxThreads.

Web Services Related Memory Sizing

Similar to the sizing for Claims processing threads, Oracle recommends all ocating
30 Megabytes of heap for servicing aWeb Service request.

Working Space Memory

Once the Ul and processing contributions have been calculated, the entire value
should be increased by 30%. This accounts for working space for the garbage
collector. Oracle recommends the use of the through put collector (concurrent
mark and sweep or CMS) aswell as the parallel new generation collector. Both of
these collectors require extra working space for carry over objects during
concurrent collection.

Sample Worksheet for heap size calculations

PermSize 1024m
Users 10
Tabs per User 3
Megabytes per tab per user 10
Ul Memory 300m 10*3* 10
JMS Threads 10
Processing Threads 15
Threads for servicing Web 15
Services requests
Megabytes per Thread 30
Processing Memory 1200m (10+15+15)* 30
Total Memory 2524m PermSize + Ul Memory +
Processing Memory
Heap Setting (-Xmn -XmXx) 3282m 2524Mb * 1.3 (garbage collector
overhead)
New Size ( -XX:NewSize | 1078m 3282Mb/3
-XX:MaxNewSize)

In this scenario, the -Xmn and -Xmx values would be set to a minimum of 3282M
in the setDomainEnv.sh script for the OHI Claims installation.
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Allocating too little Memory

Allocating too little memory can have significant performance impacts. It can lead
to garbage collector issues, system freeze and severe system performance issues.

Allocating too much Memory

Allocating too much memory can lead to lengthy garbage collection pauses and
lengthy memory defragmentation (also known as compaction). That in turn may
lead to system failures. Make sure that the maximum heap size does not exceed
8192 megabytes. If more memory is required to service all requests then set up

additional managed serversin the same domain / cluster for running the system.

CONNECTION POOL SIZING GUIDELINES

OHI Claims utilizes aWebL ogic Data Source & Connection Pool to connect to
the database. The number of connectionsin the Connection Pool should be
properly sized. This paragraph contains guidelines for that sizing exercise.

Connection Pool management

The connection pool is managed by the WebL ogic application server. For
example, WebL ogic may temporarily test a connection before it is handed to the
process that requested it. For determining the size of the connection pool the total
amount of connections is corrected for this overhead by increasing it with 30%.

Ul Related Connection Pool Sizing

The number of connections for servicing Ul requests depends largely on the
number of (concurrent) users. Roughly, servicing a user's request requires the use
of one connection. After the system'’s response is completed "think time" (before
the user initiates afollow-up request) needs to be taken into account. Oracle
assumes that a user spends 75% of his time evaluating the response and for
initiating the next activity. The formulafor determining the number of connections
for servicing Ul requests is. number of concurrent users * 75% with a minimum of
50 connections for handling Ul requests.

Processing Related Connection Pool Sizing

For Claims processing, the number of database connections required is similar to
the amount of processing threads.

Web Services Related Connection Pool Sizing

For handling aWeb Service request, OHI Claims uses more than one database
connection. For auditing purposes, information islogged using a separate
connection. As aresult, for handling Web Services requests the number of
database connections required is: the number of concurrent requests * 2.

Sample Worksheet for connection pool calculations

Users 40
Ul Database 50 40 * 0.75 = 30 (with aminimum
Connections of 50)
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JMS Threads 10
Processing Threads 15
Processing Database 25 (10 +15)
Connections
Number of concurrent \Web 15
Services Requests
Web Services Database |30 15% 2
Connections
Total number of 137 (50 +25 + 30) * 1.3 (management

Database Connections

overhead)

As aresult, the maximum number of database connectionsin the pool should be
set to 137. Make sure that the number of sessions that the database can
accommodate is larger than that amount.
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Release installation

In this chapter, the generic process for Installing an OHI Claimsreleaseis
described.

Release specific instructions are documented in the Release Notes for that specific
release.

INSTALL DATABASE OBJECTS
CHANGE INSTALLATION CONFIGURATION

1. In<OHI_ROOT>\util\install, make a copy of ohi_install.cfg.template and
name it ohi_install.cfg.

2. Edit ohi_install.cfg to contain your specific database connection data and
other configuration settings. The settings are explained in the file itself.

NoteBy default, the schema passwords will be similar to the schema user names. The
ohi_install.cfg files allows the specification of different passwords. Alternatively, specify empty
string passwords to have the option of entering the passwords at the command prompt. In the
latter case, the passwords will not end up in a configuration file.

WarningDefault schema passwords should not be used.

WarningOracle recommends that schema passwords are entered at the command prompt. Never store
passwords in configuration files.

Configure Instance Discriminator

In accordance with the concepts explained in the paragraph Enabling Replication
of Setup Data, the correct environment or instance must be configured during a
new installation. The data that is entered for ohilnstances in the ohi_install.cfg file
Is stored in the database when afresh install is performed. Make sure to assign
unique discriminator values for each environment.

RUN INSTALLER

1. Open acommand window and browseto <OHI_ROOT>\util\install.

2. Runtheinstaller by typing ohi_install.bat. Thiswill assume that the config
file ohi_install.cfg is present in the same directory where ohi_install.bat is
present and uses the default configuration from ohi_install.cfg. To specify a

3-1
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different location of ohi_install.cfg or to specify adifferent environment from
ohi_install.cfg, follow the next step.

3.  Specify the command line options to specify the location of ohi_install.cfg
file and environment to use from ohi_install.cfg.
* EgQ: ohi_install.bat -c /home/oracle/somel ocation/ohi_install.cfg -e
dev
4. The command line arguments are explained below:

Option Argument Description
Short Long
-C --cfg config file path The location of the

configuration file.
Default is ohi_install.cfg

-e --env environment name The name that specifies
which of the environment
settings from the config
fileto use

Install Seed Data
Part of the database objects installation is the installation of Seed Data

Types of Seed Data

Generic Seed Data

Seed data is maintained by Oracle. Customers should not change thisdata. It is
delivered as part of arelease and may be updated by software upgrades.

Tables containing Seed Datainclude:

Localization Seed Data

This category covers specific datathat is required by localizations. The datais
maintained by Oracle. Thereis currently no datain this category. Examples:

»  Flex code definitions for a specific page
e  Specific messages for localizations.

Sample Data

Sample datais provided by Oracle to give you a headstart during configuration.
You can opt to install thisdata. It is not modified during future upgrades. Tables
containing Sample Data include:

Table Name Remarks

To be determined

1. http://download.oracle.com/docs/cd/E12840 01/wls/docs103/config wis/self tuned.html
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1

Restrictions on using Seed Data

Because Seed Datais maintained by Oracle, it may be modified or even deleted as
part of an upgrade. Customers should therefore exercise caution when using seed
datain their configuration by abiding these rules.

1. Do not remove (delete) Seed Datarows. A patch may re-insert the row.
2. Do not update columns, other than those indicated as updatebl e bel ow.
3. Do not make references to rows that may be deleted by Oracle (see table

below).

Violations of the rules above (especially rule 3) may lead to failures during the
installation of upgrades.

The table below lists the Seed Data tables.

« Data: Thetableor logical entity

e Updatable columns: The customer may update the values in these columns.
They will not be overwritten by upgrade scripts. Other columns should not be
updated by the customer.

» Physical Delete: Upgrade scripts may delete this data. The customer should
not create references to this data. Example: Do not use OHI messages for
your own dynamic checks.

Data Updatable columns Physical Delete Remarks

Access Restrictions Yes Also deletes Access
Restriction Grants
referring to this row

Access Restriction Yes

Grants

Access Roles No Two roles are seeded

Boilerplate Texts Yes

Claim Forms No

Countries al _b columns No

Country Regions No

Coverage Labels No

Dynamic Field Usages No

Dynamic Logic No

Fields (+ dynamic logic) No

Flex Codes No

Flex Code Sets (+ No

details)

Flex Code Systems No

Languages ind_default No

ind_installed

http://download.oracle.com/docs/cd/E12840 01/wls/docs103/config_wls/self _tuned.html
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Data Updatable columns Physical Delete Remarks
Messages ind_suppress log_in_ui | Yes

ind_suppress_log_in_ext

ind_mark

external_code

Single Flex Code No

Definitions (+ usage)

Task Types Yes Customer is not allowed
to change anything in
base table

Task Type Attributes value_char Yes

value_number
vaue_datetime
value _clob

Users No One User will be seeded
(system user)

ENABLE TOTAL RECALL (OPTIONAL)

When Total Recall Option is activated, you should decide if one or more of the
new tables should be added to a Flashback Data Archive.

Syntax to enable history tracking for atableis:

ALTER TABLE <t abl ename> FLASHBACK ARCHI VE [ <Fl ashback Data Archive nane>];

Note that the FDA name is required only when adding the table to a non-default
FDA.

To disable history tracking for atable use:

ALTER TABLE <t abl ename> NO FLASHBACK ARCHI VE;

For convenience, we provide an example script that can help configuring archived
tables:

i mport groovy.sql.Sql
import java.util.logging.*

def | ogger = Logger. getLogger(this.class.getName());

def config = new Config(args, 'setFlashbackArchive.cfg')
/1 Override the default level for the top-Ievel |ogger
Logger . get Logger ("") . set Level (config.log.|evel);
config.log()

def db = Sgl.new nstance( config.db. url
config. db. user
config. db. passwd
‘oracle.jdbc.driver.OacleDriver')
this.db = db

/1 Get the set of tables For which FBA needs to be switched off
def get Tabl esToSwi tchOf f (tabl es) {
def tableList = tables.join("", '")
switch_off = db.rows("""sel ect fba.owner_nane as owner
, fba. t abl e_nane
from dba_flashback_archive_tables fba
where fba.status = ' ENABLED
and f ba. owner _nane||'."' || fba.tabl e_nane not
in ("""" + tableList + """")
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}

for (table in config.flashback.tables) {
switch_on = db.firstRow("""sel ect fba.owner_nanme as owner
, f ba. t abl e_nane
from dba_flashback_archive_tables fba

where fba.owner_nane||'.'|]|fba.tabl e_nane
= $table
and ( fba.status is null
or fba.status !="'ENABLED
)
)

if (switch_on) {
| ogger.info "Sw tching Flashback Archiving on for table ${table}"

def stnmt = "alter table " + table + " flashback archive
${config. fl ashback. archive}"
try {

println stnt
db. execut e(stnt)
} catch (java.sql.SQ.Exception e) {

| ogger.warning "Error occurred while executing SQL " + stnt

| ogger.warning "Error was " + e.getMessage()

println "Unable to set Flashback Archive to
${config.flashback.archive} for table ${table} " + e.getMessage()

println "Press enter to continue"

new | nput StreanReader (System i n).readLi ne()

}

/Il For every table that is not in the config-list but has FBA turned on, a
confirmation is asked before actually
[/ turning off FBA
get Tabl esToSwi t chOf f (confi g. fl ashback.tabl es).each { it ->
def tableName = "${it.owner}.${it.table_nane}"
println "Sw tching Flashback Archiving OFF for table ${tabl eNane}"
println "Are you sure you want to do that? This will purge all history
for this tablel!l (Y N"
response = new | nput St reanReader (System i n).readLi ne()
whil e (response.toUpperCase() != "Y" && response.toUpperCase() != "N')

println "Please respond with \"Y\" or \"N""
response = new | nput St reanReader (System in).readLi ne()

}

if (response.toUpperCase() == "Y") {
def stnmt = "alter table " + tableName + " no flashback archive"
try {

println stnt
db. execut e(stnt)
| ogger. warni ng "Fl ashback Archiving was switched off for table
${tabl eNane} as per users request"
} catch (java.sql.SQ.Exception e) {
| ogger.warning "Error occurred while executing SQL " + stnt
| ogger.warning "Error was " + e.getMessage()
println "Unable to switch off Flashback Archive for table
${t abl eNane} " + e.get Message()
println "Press enter to continue"
new | nput StreanReader (System i n).readLi ne()

} else {
println "Flashback Archiving was NOT switched off for table
${t abl eNane}."
| ogger . warni ng "Fl ashback Archiving was NOT switched off for table
${tabl eNane} as per users request"
}
}

class Config {
private static Logger |ogger = Logger.getlLogger(Config.class. getNanme())
def configFile
def db = [:]
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def log =1[:]
def flashback

def Config(args, configFile) {
this.configFile = configFile
def parsedConfig
def cl = new i Buil der(usage:
' set Fl ashbackAr chi ve. groovy [-c configFile]")

cl.h(longOpt: "' help', 'Show usage information and quit')
cl.c(argNane: ' configFile', longOpt:'cfg', args:1, required:false,
"Config file, default is ' + configFile)

def opt = cl.parse(args)

if (lopt) {
/'l the parse failed, the usage will be shown autonatically
println "\nlnvalid conmand line, exiting..."
Systemexit(-1)

} elseif (opt.h) {
cl . usage()
System exit (0)

}

if (opt.c) {
this.configFile = opt.c
}

try {
par sedConfig = new ConfigSl urper (). parse(new

File(this.configFile).toURL())
} catch (Fil eNot FoundException e) {
| ogger.severe "Config file ${this.configFile} not found"
Systemexit(-1)

}

db = parsedConfig. db

db.url = db.protocol + "//" + db.hostname + ":" + db.port + "/" +
db. sid

| og = parsedConfig.|log

flashback = parsedConfig.fl ashback

if (!flashback) {
println("\nflashback is not set in Config file")
Systemexit(-1)

}
}
def log() {

| ogger.config "db=" + db.toString()
}

}

This script works in conjunction with a configuration file that can be created by
copying the following to a file named setFlashbackArchive.cfg and changing its
settings to appropriate values:

inport java.util.logging.Level
/1 Alowable values: SEVERE | WARNING | INFO | CONFIG | FINE | FINER |
FI NEST

| og.l evel = Level.|NFO

/'l user has to be a database user with the FLASHBACK ARCHI VE object pri
vi |l ege granted
/1 on the Archive used.

db {
protocol = 'jdbc:oracle:thin: @
host nane = ' <your host nane>'
port = '"<your port>'
sid = '<your sid>
user = '<your dbuser>'
passwd = '<your dbpassword>'
}
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/1 This Flashback Archive has to exist.
/1 It can be created by a SYSDBA or a user with
/1 The tables argument contains a list of tables that should be archived.

/1 If you renove a table fromthis list, archiving will be disabled.
flashback {

archive = '<name of your FlashBack Archive>'

tables = [' <owner.tablel>', '<owner.table2>']

}

The script can be run using Groovy (groovy <scriptname>)

INSTALL APPLICATION

1

This section lists the steps that are required to install the OHI application on the
Oracle Fusion Middleware WebL ogic Server (WLYS).

CREATING WEBLOGIC WORK MANAGER

By default, WebL ogic Server uses default work manager to handle thread
management and perform self-tuning. This default Work Manager is used by an
application when no other Work Managers are specified in the application’s
deployment descriptors. For more information, refer WL S documentation herel.

However, it isrecommended to have 2 different work managers - 1 to serve Ul
requests and 1 to serve WebService requests. By having Ul & WebService
requests isolated, the predictable behavior can be improved. Follow the steps
mentioned below to create work managers in WebL ogic Admin Console.

NoteCreating these work managers is done by WLST scripts as part of creating a new domain.

Step 1: Login to WebLogic Admin Console
Step 2: Click on Environment > Work Managers

http://download.oracle.com/docs/cd/E12840 01/wls/docs103/config wis/self tuned.html
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Step 3: Click on New button to create awork manager to handle Ul requests




Install database objects

OIRACLE Webloge Sever Adinstation Cont

Change Center
View changes and rstarts

Confuraton eding s enaled. Fuure

changes vl atomataly be acfited a8 you
oy, addor et tems n s doman.

Domeln Srueure
Oh domai
ErEniorne
| S
| Ol
| s

ilabe Targes

Rerence Senvers
herence Chstrs

G
G

i
"
|
|
|
"
|
|
|
"
|
|
|
"
|
|
|
"
|
|
|
"
|
|
|
"
|
|
|
"
|
|
|
[*

-Starup and Shukdonn Casses

;--Depbymems
-Serv‘wes
L Sany g

How doL..
o Creat gobal Wk Manages

o Creat gobalreguest hasses
o Creat gobal consan

Ot goblWorkMnagers, constaits, o

Tequest clsses

o Creat appoaton-scoped Work Manages

Step 4: Click on Next button

{h Hone Lo P o et ’
Home »Summary of Work Hanagers

Summaryof Work Managers

A WorkManager e e of eques casses and hread contans ha manage work perorme by WebLog Senvernstances, Thi page s he gl Wk Manager,rquestlsses and read conshats fned

forthis o,

(ol Wk Managers re defed at the doman el You can als defn applation-xeland mdue-vel Work anager.

{ Customiz histable

(lobal Work Managers Request Classesand Constrants

Weloome,webloak‘Commtedto:ohl_domln

Stovig 01 ol Peius | e

LW (lone | | Delte
" Name

)

e

Ty

Therear o fems o dispay

‘M (one | | Delte

Stowig 0t ol Peius | e




Chapter 3 Release installation

OIRACLE Webloge Server Adinstaion Cont

Change Center
View changes and restats

Confguration g s enaled, Futre

hanges il utomatcaly be ctvated as you
ey, ad o et tems n s domain.

Domain Structure

| dman

-Envionment

- Genvrs

- Cltrs

Sl sty

Sl Trgls

i~ Coherene Senvrs

;--Oohereme Ohsters
e

o Work Managers

- Sty and Shukdonn Clsses
-Dephyments

0

(=u¥

ES
=
=
=
=

i Seoy Reaims
Howdol..
o Creat gobal Wk Manages

 Creat gobalreguest chasses
o Create gobal contan

Ot goblWorkMnagers, constaits, o

Toquestclsses

() Hone Lo P o et ‘

Home sSummaryof Work Managers

Creae a New Work Manager Component
Bk | Next ‘ Figh ‘ (ance

Select Work Manager efintion type

hat typ o Workanager, Reguest O or onstrant o you want o creat?

(0 Vot Manager

* Response Tme RequestClass
* FalShae ReguestCas

* Conex Request Class

* Hoimum Theads Constan
* Vinmum Treads Contin

* Capaty Constrant

Back ij Fish ‘ (ineel

Weloome, webbgk‘Connectedto:ohl_domaln

Step 5: Change the Name to ui-wor k-manager and click on Next button




Install database objects

ORACLE WebLoge Server® dnisation Corsle
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Step 6: Select the appropriate target(s) from Available targets panel and click on

Finish button
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Step 8: Click on New button to create Minimum Threads Constraint
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Step 9: Change the Name and Count to UIMinThreadsConstraint and 5
respectively and click on Next button

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Step 10: Select the appropriate target(s) from Available tar gets panel and click
on Finish button

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Creae a New Work Manager Component

Back | et

il ‘ (o
Selot deploymen trgets
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Avalabe targets :

Severs

¥ kininsne

Back | | Nt

@ﬁm (ineel

How doL. 4

 Creae globel Work Nenagers

Step 11: Click on New button to create Fair Share Request Class
Step 12: Select Fair Share Request Class and click on Next button

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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How doL. B
o Creategobal ok Mnagers

 Creategobal equest clsses

o Crele gobal consrats

o Dcete dlobe Work Nnager, constant, or

Step 13: Change the Name and Fair share to Ul Fair ShareReqClass and 50

respectively.

2.
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HowdoL..
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System Status
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Step 14: Select the appropriate target(s) from Available tar gets panel and click
on Finish button

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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ChigeCrle Q Home: Lag Out Prferences Hecom Hep qQ Weloome, weblogic‘Connected {0:0hi_domain
[A——— Fome sSunmary of Work Managers suswork manager
Cofiratin i’ nded Ftre Creae a New Work Manager Component
hanges il utomatcaly be ctvated as you
), ot s i o, Bk Nt | Fish ‘ (anel
Domain Strcture Selotdeployment trgets
og_sommn You cantargehe WorkManager o any fthese WebLogic Sever stanes o Custrs. o e same asges on i youwil ey aplcaonstha rfrencete Work Manager,
-Emionment

b Geners ‘

L Ol Avalabletargets

Sl Hosls

S igratale Targes

- CoMerence Senvers S

& Conerence Clstrs

s ¥ ks

S Work Managers

St and tutdown Osses
+-Depbyments Back Nt || Fingh ‘ (aneel
B-Senvis W
L Sy Realng Y
How doL. g
o Creategobal ok Managers

 Creategobal euest clsses
o Crele gobal consranis

Dt gobal Work Nenagers, constans, or
TQuestcsses

Repeat the above steps to create work manager for WebService (Refer the table

below).

Configuration Value

Work Manager Name ws-work-manager
Minimum Threads Constraint Name WSMinT hreadsConstraint
Minimum Threads Constraint Count 5

Fair Share Request Class Name WSFairShareReqClass
Fair Share Request Class Fair share 50

The work manager configuration like minimum threads constraint and fair share
class etc can be modified at any time in WLS Admin Console to suit the needs.

Noteln these work managers, only Min Threads Constraint and Fair Share Request Class
(50-50 between Ul & WS) are configured. There is no need to configure Max Threads
Constraint (The default is unlimited) and Capacity Constraint (The default is -1, which means
the capacity is unlimited).

2. http://download.oracle.com/docs/cd/E17904 01/web.1111/e13737/gridlink _datasources.htm
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CONFIGURING OID AUTHENTICATION PROVIDER

The application uses a WebL ogic Authentication Provider to connect to Oracle
Internet Directory (OID) or to athird party LDAP server. This section describes
the configuration of an OID or third party LDAP Authentication Provider.

NoteAlternatively, for creating a new WebLogic domain for OHI Claims use the WLST scripts for

setting up the Authentication Provider.

Step 1: Login to WLS admin console and click on Security Realms link.

OFRACLE WebLoge Server® AdniristaionCorsl -

(hange Center

Viewchanges andrestats
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Ddgin donen

B&miomen
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B st

]

HowdoL.

+ Seach e anfiatin
e te Change Center
 RecrdWLST s
 Change Conoeprefrces

o Monitr ervers

System Status
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e [)
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O )

Waring ()

xn]

s Lo Out Prefreces Bl qQ liekome, wehlogic‘(omected tn: ndvint_domain
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Domain Configuratons
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+ Do  Messagng o TG Servers

0 M Seves o JotComecton P

Environment o StreandFovrd Ages

0 Sy o MM Diagnestics

o Clstes " e S  LogFies

1 It v Bidgs » Do
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o (oheree e o Pesitent Sves o RenuestPermanee
o (theence Clses o ML Regits o At
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o O Charts and Graphs
Your eplyed Resoures o Vol e 1 Wotng ot @
o Deplymens VT3
)}
Your Application's Securty Settings
 SeauyRee

Step 2: Click on myrealm link.
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\(' " ‘ ||t et 00 oo ol el et pcel sl ReaRedTge
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ORACLE WebLogie Sever? dnistatinCorsl
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ey ”
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HowdoL. g
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Summaryof Security Realms

A ety e e o e mecanons-ncdig s, s, ety s, ety o, and sty -t use o vt el resources, Yo can e sty e i Nbloge
Sener o Dot oy ne i et et e e,

TSty Reans age s eh sty e s been o s W S o, Clk e rameof e o ere nd e it i,
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Noteln WLS Production-mode use the Lock & Edit button before clicking on the New button.

Step 3: Click on Provider stab.

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Step 4: Click on New button.

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Step 5: Change Name and Typeto OHI ClaimsAuthenticationProvider and
OraclelnternetDirectoryAuthenticator (or to L DAPAuthenticator in case a

third party LDAP server is used) respectively in Create a new Authentication
Provider page. Click on OK button.

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Step 6: Click on OHIClaimsAuthenticationProvider link.

Welcome,weblogic ’ Comect t: base,_domain
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Step 7: Change the Control Flag to SUFFICIENT and click on Save button.
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Step 8: Click on Provider Specific tab.

2. http://download.oracle.com/docs/cd/E17904_01/web.1111/e13737/gridlink_datasources.htm
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Step 9: Enter/change the values for various fields as shown below and select the
option Propagate Cause For Login Exception. Click on Save button.

Field Value

Host LDAP hostname or |P address

Port LDAP Port or SSL Port if the LDAPis SSL enabled.
E.g.: 3060. In case LDAPS is used, make sure to
check the SSLEnabled flag as well.

Principal LDAP admin principal: E.g.: cn=orcladmin

Credential LDAP admin password

Confirm Credential LDAP admin password
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Field

Value

User Base DN

User Base distinguished name. E.g.:
ou=Users,dc=healthinsurance,dc=oracle,dc=com

All Users Filter

E.g.: (& (uid=*)(objectclass=person))

User From Name Filter

E.g.: (& (uid=%u)(objectclass=person))

User Name Attribute

E.g.: uid

Group Base DN

If there are no groupsin the LDAP, leave thisfield
empty.

NoteThere are a few more properties (or fields in the page) which are not mentioned in the table
above. Change the values of those fields to suit your LDAP settings.

2. http://download.oracle.com/docs/cd/E17904 01/web.1111/e13737/gridlink _datasources.htm
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Step 10: Click on myrealm link and then DefaultAuthenticator link. Change the
Control Flag to SUFFICIENT and click on Save button.
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Step 11: Make surethat file<OHI_ROOT>
/util/security/ohi-claims-security.config is available in the <

PROPERTIES ROOT> directory (that also contains the ohi-claim.properties
and logback.xml files).

Step 12: Add the following system property to the JAVA_OPTIONS in the
setDomainEnv.sh script:

-Djava.security.auth.login.config=<PROPERTIES_ROOT>
/ohi-claims-security.config
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Step 12: Restart the WebL ogic Server.

Optionally, verify that the authentication provider is configured successfully (after
the WebL ogic Server isrestarted) by following the steps mentioned below:

Step 1. Login to WLS Admin Console and click on Security Realms
Step 2: Click on myrealm

Step 3: Click on Usersand Groupstab

OIRACLE Webloge Server Adinisteion Cort
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add or delte items in this domain,

LockEdt

Relase Cnfwiin

Domain Structure

ndevint_domain
nviomment
Depoyments

B Senices
-Securty Redns
B nteopraiy
-iagnostics

How do L.

o Manage securty for Web applications
and E)s

o Setthe defaut securty model

+ Delegate NBean authorization to the
feaim

System Status g

Health of Running Servers

Falld (0)
(ritcal ()
Overloaded (0)

fﬁ Home: Log Out Preferences Help ‘ q Welcome, wehloglc‘tonnected {0; ndevint_domain

Home >Summary of Securty Reéms >myrealm
Settings for myrealm

Configuration UsersanEGroups Roles and Policies | Credential Mappings  Providers  Migration

General  ROBMS Securi erformance
Users and Groups- T

(lic the Lock & Edit button inthe Change Center to madiy the seftings on tis page.

Sve

Use tis page to configure the general behavior of ths securty reaim.

Note:

IF you are implementing securty using JACC (Java Authorizaon Contract for Containers as defined in JSR 115), you must use the 0D Qnly security model, Other Weblogic Server madels
e notavailable and th security functions for Web appicaions and EJBs in the Adminstraion Console are disabled.

Name; myream The name oftis securty ream,  More Inf..,

(@Security Model Default: Speciies the defaut security modelfor Web applicatons or EIBS that are
secured by this security ream, You can overrde this defaut during

deployment, More Info..

R |

Determines how the role mappings in the Enterprise Applicaton, Web
application, and EJB containers nteract, This setting is valid oly for Web
applications and E1Bs that use the Advanced securty model and that
inilze rols from deployment descriptors,  More Inf..,

] Combind Role Haping Enald

Configures the Weblogic Server MBean servers to use the securty reaim's
Authorizaton providers to determing whether a JNX client has permission
to access an MBean attrbute or invoke an MBean operation,  More Info..

@gUu Authorization Providers to Protect JMX Access

| Advanced

Se

(lck the Lack & Edit bution in the Change Center t mody th settings on this page.

Step 4: You should be able to see the list of users from
OHI ClaimsAuthenticationProvider (in addition to the default users from
DefaultAuthenticator).
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Change Center
View changes and restarts

(i the Lock & Editbution to mofy
add or delte items in this domain,

@ Home  Log Out Preferences 1: 11 Help

Home >Summery of Securty Realms >myreaim >Users and Groups

Settings for myrealm

Configuration  Users and Groups  Roles and Poliies - Credential Mappings  Providers  Migraton

Welcome, weblogic ‘ Connected to: ndevint_domain

Lock bt
Users  Groups
Relese Configuraton
Domain Structure This page displays information about each user that has been confiqured n this securiy reaim,
ndevint_ domain
Eniomment ,
— D Customizethis tale
B-Semies %
L Users
i-Seurty Rl
iy N | Dete Showing 1t 10042 Previous | Nert
B Dignts —
| Named Desepton Provider
boosthoe OHICIaims~AuthenticatonProvider
configdata OHIClaimsAuthenticatonProvider
eblar OHICIaims~AuthenticatonProvider
follena ORIClaims~AuthenticatonProvider
Howdo 1., qmalhlr OHIClamsAtenticatonProider
+ Wanage sers and grops quruvenk OHICkaimsAuhenticatonProvider
o Create users hehang OHIClaimsAuthenticationProvider
* Moty wers efn OHIClamsAtenticatonProider
! e s erheul OHIClaimsAuthenticatonProvider
uissers OHIClaimsAuthenticatonProvider
System Status
New | | Delte i i
et i S L Showing £t 100F 42 Previous | Next

[ ri
[ )
[ Owroated ()
’7 Warning (0)
[ [

TESTING LDAP CONFIGURATION WITHOUT DEPLOYING OHI

CLAIMS APPLICATION (OPTIONAL)

To quickly test the configuration of the WebL ogic Authentication Provider, a
sample web application is bundled with the OHI Claims release for convenience.
It can be used to test the LDAP configuration without having to deploy the OHI
Claims application.

NoteRationale: for every LDAP configuration change the WebLogic server needs to be restarted
before the authentication can be tested again. Restarting the WebLogic server while the OHI

3-29
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Claims application is deployed takes a significant amount. To reduce the amount of WebLogic
restart time, this sample web application will be useful - it is very easy to install & test.

Follow the steps mentioned below to install and use the LDAP tester application:
Step 1: Login to the WebL ogic AdminServer Console
Step 2: Install <OHI_ROQOT >/util/ldap/ldaptest.war

Step 3: Navigate to http://<MACHINE_NAME/IP_ADDRESS>:<PORT>
/ldaptest/login.jsp

Step 4: Enter avalid Username & Password. Click on Login button

= L] localhost

Username: ssubiram

peev—

Password:

Login

Step 5: Upon successful authentication a page similar to the following is shown:

e L] localhost

Login is successful!

You are logged in as ssubiram

Step 6: If the authentication fails, the following page is shown:

2. http://download.oracle.com/docs/cd/E17904 01/web.1111/e13737/gridlink _datasources.htm

3-30
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@ L i ocabost I Q@

Login Failed

Stack trace:

javax,securityauth Jogin LoginException: javax.securityauth.login, LoginException: ava.lang,SecurityException: (Security:090304)Authentication Foled: User ssubiram
javax,securityauth Jogin. FailedLoginException: {Security:090302]Authentication Failed: User ssubiram denied at

weblogic.securityauth Jogin, UsemamePasswordLoginModule Jogin UsernamePasswordLoginModule java:19) at sun.reflect NativeMethodAccessorfmplnvoked(Native Method) at
sun,eflect NativeMethodAccessorlmplinvoke(NativeMethodAccessorTmpl ava:39) at sun.xeflect DelegatingMethodAccessorTmpl invoke(DelegatingMethodAccessorlmpljava:25) at
java Jangrelect Method invoke(Method java:307) at javax.securityauth.login.LoginContext invoke(LoginContext java:769) at
javax.securityauth Jogin LoginContext accessS000(LoginContext java: 186) at javax securty auth.login. LoginContest$d.run(LoginContext java:683) at

java security AccessControlle.doPrivleged(Native Method) at javax.securityauth Jogin LoginContext invokePriv(LoginContext java:680) at
javax,securityauth Jogin LoginContext logn(LoginContext.java:379) at com.oracle.healthinsurance.ldap.AuthenticationServicelmpl.authenticate(AuthenticationServicelmpljava:0) at
jsp.servlet,_authenticate, jspService(_authenticatejava:9) at weblogic.servltsp,JspBase service(JspBase java:34) at

veblogic.servlet internal, StubSecurityHelpersServletServiceAction run(StubSecurityHelper,ava:227) at
weblogic.servetinternal, StubSecurityHelpen invokeServiet(StubSecurityHelperjava:123) at weblogic.servletintermal ServltStublmpl execute(ServletStublampljava:300) at
weblogic.servetinternal TaililterdoFilter(TailFilte ava:26) at weblogic.servletintemal FiterChanlmpldoFiter(FilterChainlmpl java:36) at

oracle securiy jps.ee.http JpsAbsFilers L. run (psAbsFilterjava:111) at java.security AccessController doPrivileged(Native Method) at

oracle securiy jps.utlJpsSubject doAsPrivileged(]psSubject java:313) at oracl.securityjps.ee.utilJpsPlatformUtil runaasMode(JpsPlatformUtl java:413) at

oracle securiy jps.ee.http JpsAbsFiler.run]aasMode(JpsAbsFilterava:94) at oracle.securityjps.ee.http,psAbsFilter doFilter((psAbsFiltejava:161) at

oracle securiy jps.ee.http JpsFilter doFilter ]psFilterjava:71) at weblogic.servlet, nternal FilterChainfmpl doFilte FilterChainimpl.java:36) at

oracle,dms.servlet DMSServletFilterdoFilter(DMSServletilterjava:136) at weblogic.servletinternal, FilterChainImpl doFilter(FiterChaintmpl java:36) at

weblogic.servlet nternal. WebAppServletContext§ServetTnvocationAction.wrapRun(\WebAppServletContext java:3715) at

weblogic.servetinternal, WebAppServletContext§ServletnvocationAction,run(WebAppServletContext java:3681) at
weblogic.security.aclintenal AuthenticatedSubject dods(AuthenticatedSubject java:32L) at weblogic.securityservice ecurityManager. runds(SecurityManager ava: 120) at
vieblogic.servletinternal. WebAppServletContext, securedExecute(WebAppServletContext java:2217) at

vieblogic.servlet internal.WebAppServletContest, execute(WebAppServletContext java:2183) at weblogic.servlet nternal ServletRequestlmpl.run(ServletRequestimpljava: 1434) at
weblogic.work ExecuteThread.execute(ExecuteThread java:207) at weblogic.work ExecuteThread run(EvecuteThread java:176)

SET UP JDBC DATA SOURCES

The application connects to the Oracle database through a Data Source that need
to be specified in the WLS Server.
NoteFor security reasons, the database connections used by the application connect to database

schemas that do not own database objects. These schemas are only granted the required
privileges to use the objects.
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The following sections describe setting up data sources for connecting to:

» an Oracle database that is running on a single machine
¢ aRAC-enabled Oracle database that is running on multiple machines

Data Source for connecting to an Oracle database that is running on a single

machine

The following table lists the Data Source that must be configured in WLS before
installing the application for use with an Oracle database that is executed on a
single machine (not clustered):

Data Source Parameters

Non-clustered database

Explanation

Data Source Name

ohi-application-datasource

Logical name

JNDI Name

jdbc/claimsUserOhiApplicationDS

Used by the application to resolve
the Data Source

Database Type

Oracle

Database Driver

Oracle's Driver (Thin) for Instance
connections;
Versions:9.0.1,9.2.0,10,11 or

Oracle's Driver (Thin) for Service
connections;
Versions:9.0.1,9.2.0,10,11

Database Name

SID or service name of the
database

If the name of the Oracle driver
that was selected contains the
words "for Instance connections"
enter the SID.

If the name of the Oracle driver
contains the words "for Service
connections" enter the service
name.

Host Name

Name or |P address of the
machine where the database is
running

Port

Port on which the database is
running

Database User Name

ohi_claims_user

Fixed value, do not change

Password & Confirm Password

Password of "ohi_claims_user"

The schema password as selected
during the installation

Service Name

Service name of the database

SID or service name

The data sources can be created by either

1. using the <OHI_ROOT>\util\wlst\createOHI Domain.sh script (i.e. the data
sources are created at the time the domain is created) or

2. creating them through WL S Admin Server console (see sample below).

http://download.oracle.com/docs/cd/E17904 _01/web.1111/€13737/gridlink_datasources.htm
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2.

Data Source for connecting to an Oracle RAC database that is running on multiple
machines

To support Oracle RAC features within Oracle WebL ogic Server, Oracle
recommends using Oracle WebL ogic Server GridLink Data Source. A single
GridLink data source provides connectivity between WebL ogic Server and an
Oracle Database service targeted to an Oracle RAC cluster. It uses the Oracle
Notification Service (ONS) to adaptively respond to state changesin an Oracle
RAC instance. An Oracle Database service represents a workload with common
attributes that enables administrators to manage the workload as a single entity.

To configure this, the following steps need to be performed. For more details
about GridLink Data Source configration, see the Oracle WebL ogic Server
documentation here?.

Configuring GridLink Data Source

Step 1: Login to WL S admin console and click the Services/Data Sour ces link.
Step 2: Click on New button and select the option GridLink Data Source

http://download.oracle.com/docs/cd/E17904 _01/web.1111/€13737/gridlink_datasources.htm
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OFRACLE WebLoge Server® AdniristaionCorsl -

Change Cener A tome Log ot Prefreces B e e q Welcome, webloglt‘ Comcted t: oh_domaln
Viewchangs and st Home >Summary of J0BC Data Sources
No pending changes exit Cickthe | Summary of JOBC Data Sources
Release Configuration buton to allow
oters e e comiin, Configuraton  Moitorg
Lock & Edt
T — A JDBC data source s an object bound to the JNDI tre that provides database connectivit through a paol of JBC connections. Applications can look up a data source on the JNDI tree and then
B ——— barro a database connection from a data soure.

Domain Structure This page summarizes the JOBC data source objcts that have been created n this domain,
ohi_domain
g
;I Efonner | Customize this table
i~Deployments
ot ‘ Dat Soures(Ftere - Hre Columns Bxst)
! Bessagng
| iy Newv  Dit Shoving 0o Do) Prevos et
1 i-Persitent Stores
| ot e Gener et Sure Tipe 0T Name Tanges
| otk Corets GriLnk Data Suree .
LN Regstis % There are no items to display
ULy Mul Data Source
0Ly as Shoning Ot 00f 0 Previous | Next
i jeou .
| Nl Sessons
| LFe T v
How do L., g

o Cregte JOBC generic data sources
* Create JOBC GridLink data sources
 Create JOBC mulidata sources
 Delete JOBC data sources

o Delete JOBC mulidata sources

Noteln WLS Production-mode use the Lock & Edit button before clicking on the New button.

Step 3: Change the value of Name to ohi-application-datasour ce and enter
jdbc/claimsUser OhiApplicationDS in INDI Name. Click the Next button.




Install database objects

ORACLE Webloge Server Adinistaion Cort

Change Center
View changes and restarts

No pending changes exit, Clck the
Release Configuration buton to allow
others to edit the domain,

Lock  dt

Relase Confguraton

Domain Structure

ohi_domain
Eiomment
Depoyment
ESenices

| Besseghg

| Dt Souree

| Peritnt Stores
1 ~Foreign NI roviders
rk Contexts
ML Regitries
ML Entty Caches
JCOM

1 Mai Sessions

L LTy

I
=
[
I
I
ol
[
I
I
A..X
[
I
I
I A..X
[
I
I
[
[
I
I
=
[
I
I
=

How do ..

o Create JOBC GridLink data sources

System Status

Health of Running Servers

Falled (0)
Critcal(0)
Overloaded (0)

Warning (0)
I

Q Home: Log Out Preferences | Record Help ‘ q

fome >Summary of JDBC Data Sources

(Create a New JOBC GridLink Data Source
Back | Nt ‘ Finih ‘ (aneel

JDBC GridLink Data Source Properties

The following propertes will b used to dentfy your new JOBC GridLink data source.

* Indicates required fields

Yihat would you fike to name your new JOBC Gridlink data source?
£ ane oiapplicaionatasource

Iihat JNDX name would you fike o assign to your new JOBC Gridink data source?

@JNDI Name;

/et

Iihat database type would you ike to slect?
Database Type: Oracle
[s this XA driver!

YA Drver

Bik %ﬂ Fingh ‘ (el

Welcome, webloglc‘ Connected to: ohi_domain

Step 4: In Transaction Options page, accept the default settings (Supports
Global Transactions and One-Phase Commit) and click the Next button.
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Welcome, webloglc‘ Connected to: ohi_domain

ORACLE Weblogie Sever® Adivistaton Console

Change Centr fﬁ Home  Log Out Preferences Record Help ‘ q

View changes and restarts

No pending changes exit, Clck the
Release Configuration bution to allow
others to edit the domain,

LockdEdt

Relase Cofiuition

Domain Structure

ohi_domain
iomment
Depoyment

B Senices

| Bllssagig

| Dt Sourees

| Peritnt Stors
| frin 01 Provides
| ok ot

| Regetis

| 0ty Caes
| oon

| ¥l Sesons
L)

How do ...

o (reate JOBC GridLink data sources

System Status

Health of Running Servers

Falled (0)
Critical(0)

fiome >Summary of JOBC Data Sources

Create a New JDBC GridLink Data Source

Back etk

Fiih ‘ (ineel

Transaction Options

You have selected non-KA JOBC driver to create database connection in your ne data source.

Dogs this data source support globaltransactions? If yes, please choose the transaction protoco for this data source,
/ Suppors Global Transacions

Selecttis option fyou wantto enable non-KA JOBC connectins from the data Source to particpate n global transactions usng the Logging Last Resource (LLR) ransaction optimization.
Recommended in lace of Emulate Tho-Phase Commit

* Logging Last Resouree

Selectthis option f you want to enable non-KA JOBC connectins from the data Source to emulate partiipaton in global transactions using JTA, Select this option ony f your applicaton can
Holeate heurisic condiions.

Emulate Two-Phase Commit

Selecttis option ifyou wantto enable non-KA JOBC connections from the data source to particpate n global transactions using the one-phase commit transaction processing. With this option, o
other resources can particpate in the global ransacton,

() One-Phase Commit

Bk h&ﬁ Fingh ‘ (ieel

Step 5: If SCAN (Single Client Access Name) is used for the Oracle RAC
database, select the option Enter complete JDBC URL. Else, select the option
Enter individual listener information.
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(hange Center
View changes and restarts

No pending changes exist Clk the
Release Configuration button to alow
others to edt the domain,

LockEdt

Relase Configuain

Domain Structure

ohi_domain
ot
Depoyments
EHSenices

| Bessaging
D S

| Perident Stes
| Forign 01 Provders
| otk Cores
| UM Regeties

| AN EntyCaces
o

Nl Sessons
A

How do ..

o (reate JOBC GridLink data sources

System Status

Health of Running Servers

[ rie)
[ o)
[ Owoated )
’7 Warning (0)

[

@ Home: Log Out Preferences Record Help ‘ q

Home >Summary of JOBC Data Sources

Create a New JOBC GridLink Data Source
Back  Nett | Fish ‘Caml

(GridLink data source connection Propertes Options

You can either enter the complete JOBC URL or enter individual st and portpair and let the assistant qenerate the JOBC URL.

Enter individual listener information

() Entercomplete J0BC URL

Bik Uﬁm Fineh ‘ (ineel

Welcome, webloglc‘ Connected to: ohi_domain

Step 6: In Connection Properties page either

complete JDBC URL is selected:

enter the values of various fields as outlined in the table below if option Enter
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OFRACLE WebLoge Server Adinistaion Crs -

Change Centr ) tome Log ot el e e q Welcome, webloqlt‘Connetted 10 oh_domain

Viewchanges and estrts Home >Summary of JOBC Data Sources

No pending changes exit, Clck the Create a New JOBC GridLink Data Source
Release Configuration bution to allow

others o edit the domain, Back | | Next | Fiih ‘(amel
Lock  Edt
Connection Properties
Relase Cofuition , ,
—— Define Connection Properties.
Domain Structure Enter Complete JOBC URL for GridLink database.
ohi_domain h
HEnvionment Complete JOBC URL:
Dy ihgoactethn:loclhust 152 e s
B Sences
| Bessegng

| Dt Sourees
| Peritnt Stores

| Foreign DL Prvies
| MorkConterts
| Mg Wttt o e e vt s e s o)
}--XMLEntiw (i 3t database accountuser name do you want to use to create database comnectons?
o
§ ;‘"MBHSESSiUnS DIhmeleerme. ohl-(lalms-user
LT v

i ions)
HondoL, g What is the database account password to use to create database connections?
o (reate JOBC GridLink data sources Password: W
System Status &1 Confim Password: T
Health of Running Servers

Bk | Nett ‘ Fih ‘ (ineel
[ ) — L%J S
[ o)
’7 Overloaded (0)
’7 Warning (0)
[ [

Parameters Value Explanation
Complete IDBC URL jdbc:oraclesthin: @{ scan-listener-h | JIDBC URL using SCAN
ost} :{ scan-listener-port} /{ service-
name}
Database User Name ohi_claims_user Fixed value, do not change
Password & Confirm Password Password of "ohi_claims_user" The schema password as selected
during the installation

» or enter the values of various fields as outlined in the table below if option
Enter individual listener information is selected:
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ORACLE Weblogie Server® dnrsaton ot

(Change Center
View changes and restarts

No pending changes exist, Clck the
Release Configuration buttonto alow
others to edit the domain,

Lock  Edt

RelaseCofiuaion

Domain Structure

Ohi_domain
iomment
epoyment
ESenies
Bresseghg
& Dat Srees

b-Peritent Sores

&-Fregn 00 Proidrs

| ok ores

YL Registes

&L Enty Caches

{CON

-l Sessons

LR TY
How do ...

o (reate JOBC GridLink data sources

System Status

Health of Running Servers

[ r
[ o
’7 (verloaded (0)
’— Warning ()

LU

Q Home: Log Out Preferences Reccrd Help ‘ q

Home >Summary o JOBC Data Sourcs chi-application-datasource >Summary of JOBC Data Sources

Create a New JOBC GridLink Data Source
Back Ntk | Finen ‘(ancel

Connection Properties

Define Connection Properties.

What s the service name of the database you would ike to connect to?

Service Name: nperf

Enter host and portof each lstener separated by colon and click the add button,
Host and Port: 1
nlozt2racecom 1527

nloztdnlorade com:1521
Remove

What database account user name do you want to use to create database connections?

DaabseUserName: oh caims usr

What i the database account password b s to create database connections?

Password: NN

Confirm Password: N

Back Ntk | Finen ‘(ancel

Welcome, weblogic ‘ Connected to: ohi_domain

Parameters Value Explanation

Service Name Oracle RAC service name

Host and Port hostnamel.:port Individual RAC node details. The
format is <HOSTNAME>:<PORT

hostname2:port S

Database User Name ohi_claims_user Fixed value, do not change

Password & Confirm Password Password of "ohi_claims_user" The schema password as sel ected
during the installation
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Step 7: InTest GridLink Database Connection page, click on Test All
Listenersto seeif the connection is successful. Once the test connection
succeeds, click on Next button.

OFRACLE WebLoge Server® AdniristaionCorsol

(Change Center
View changes and restarts

No pending changes exist, Click the
Release Configuration button to alow
others o edt the domain,

Lock b Edt

Relase Configuain

Domain Structure

ohi_domain
niionment
*Depoyments
FHSenices

| Bessaging
D S

| Pt Stres
| -Forign 01 Provders
| otk Cores
UM Regetis

| ety Caes
oM

Nl Sessons
L

How do ..

¢ Cregte JOBC GridLink data sources

System Status

Health of Running Servers

[ re)
[ o)
[ Owoated )
’7 Warning (0)

.

Q Home: Log Out Preferences Record Help q

Home >Summary of JOBC Data Sources

Messages

4 Connection est for dbe:oraclthin: @nextoerf nl orack,com: 1524 nperf nl orack.com Succeeded.

Create a New JOBC GridLink Data Source

‘TestMltisteners Back  Neit ‘ Fish ‘ (aneel

Test GridLink Database Connection

Tt the database availabilty and the connection properties you provided.

Yihat s the fullpackage name of JOBC driver class used to create database connections inthe connection pool?

Driver Class Name: orack.jdbc.OrackeDriver
Yihatis the URL of the database to connect to? The formeat of th URL varis by JOBC driver
URL:

ihoraclesthin: gt o oacle. o
1152 gl racle con

{ihat database account user name do you want t Use to create database connections?

Databse Use Name: On. claims usr

Iihat s the database account passiword t use to create database connections?

Password:

Welcome, webloglc‘ Connected to: ohi_domain

Step 8: Enter the details of ONS client configuration as outlined in the table
below and click the Next button.
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Change Center
View changes and restarts

No pending changes exis, Click the
Release Configuration button to alow
others to et the domain,

Lock

Relase Coniguation

Domain Structure

ohi_domain
nionment
Depoymerts
e

| Bessaging

D S
et Stes
| -Forign 01 Provders
| otk Cores

UM Regties

| ML Etty Caches
o

Nl essons
L

How do ...

o Cregte JOBC GridLink data sources

System Status

Health of Running Servers

[ rm)
[ i)
[ Overoated ()
’7 Warning (0)

[

fﬁ Home Lo Out Preferences Record Help ‘ q

ome >Summary of JOBC Data Sources

(reate a New JDBC GridLink Data Source
Back  Nett || Fish ‘tancel

ONS Client Configuration

Define ONS Clent Configuraton

Check to enable the data source to Subscribe to and process Orace FAN events
W/ FAN Enabld
Enter host and port of each ONS node separated by colon and click the add button,

ONS host and port:

[=

lozf2loracle.com200
loztdaloraclecom5200
e

The location of the Oracle wallet il in which the SSL certficates are stored.

ONS Walet Fie Directory:

The wallt password atribute that i included as partof the NS client configuration tring. Tis aftribut i ony required when ONS s confiured to use the SSL protocal,

ONS Wallet Password:
Confirm ONS Wallet Password:

Back  Nett | Finn ‘Cancel

Welcome, webloglc‘ Connected to: ohi_domain

Parameters

Value

Explanation

Fan Enabled

Check-box selected

Enables the data source to
subscribe to and process Oracle
FAN events. This attribute is only
applicable for RAC configurations
that publish FAN notification
events using the ONS protocol.

ONS Nodes

Eg:
hostnamel:6200,hosthame2:6200

A comma-separated list of ONS
daemon listen addresses and ports
to connect to for receiving
ONS-based FAN events.




Chapter 3 Release installation

Parameters

Value

Explanation

ONSWallet File

Location of ONSWallet File
(including the file name)

The location of the Oracle wallet
filein which the SSL certificates
are stored. Only required when the
ONSclient is configured to
communicate with ONS daemons
using SSL.

ONS Wallet Password & Confirm
ONS Wallet Password

The wallet password

The wallet password attribute that
isincluded as part of the ONS
client configuration string. This
attribute is only required when
ONS s configured to use the SSL
protocol.

Step 9: Click on Test All ONS Nodesto see if the connection is successful. Once

the connection test succeeds, click the Next button.
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(Change Center
View changes and restarts

No pending changes exist Clk the
Release Configuraton buton to allow
others o edt the domain.

LockEdt

Relase Coniguain

Domain Structure

ohi_domain
“Environment
~Deployments
cF-Services

“Nessaging

~Data Sources
~Persstent Stres
~Foreign JNDI Providers
[lork Contets
(ML Registries
KM Entity Caches
00N

Ml Sessions
s T}

How do ...

+ Create JOBC GridLnk data sources

System Status

Health of Running Servers

[ r)
[ i)
[ Oeoated )
’7 Warning (0)

o

Step 10: Select the Target(s) in the next page and click the Finish button.

Home >Summary of JOBC Data Sources

Messages

+ Connection test for o212 oracle.com:6200 succeeded.

o Connection test for nlozL4.nloracle.com:6200 succegded.

(Create a New JDBC GridLink Data Source

Testt:tONSNodes ‘ b e |0 ‘ (.

Test ONS client configuration

Testthe ONS clint confiuration properties you provided

Check to enable the data source to subscribe to and process Oracle FAN events
/AN Eated

Enter host and port of each ONS node separated by colon and cick the add buton,
ONS host and port:

nlozL2. ] oracle con: 6200 plozld . el
g.con20

(Click the testbutton to test ONS node.

Tt ONSNode | lozL2.nlracle.com:6200

TetONSNode | loztd.nlracle.com:6200

The location of te Oracle wallt fle in which the SSL cerficates are stred.

ONS Walet File Directory:

The wallt password atribute that is included as part of the ONS client cofiguration string, This attribute is only required when ONS is confgured to use the SSL. protacol

ﬁ] Home  Log Out Preferences Record Help q Welcome, weblonlc‘tonnetted {0; ohi_domain
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OFRACLE WebLoge Server® Adnirisaion Corsl

Change Center
View changes and restarts

No pending changes exist, Clck the
Release Configuration buttonto alow
others to edt the domain,

LockEdt

Relase Confiuaion

Domain Structure

ohi_domain

R vioment
Depoyments
EHSenices

| Bessaging
D S

| Pt Stres
| Forin 01 Povidrs
| otk Cores
UM Regeties

| ML EntyCaces
N

!Nl Sessons

| ey

How do ..

+ Cregte JOBC GridLink data sources

System Status

Health of Running Servers

[ rie
[ o
[ Owoated )
’7 Warning (0)

o

Q Home Log Ot Prefrences [ Record Help ‘

Home >Summary of JOBC Data Sources

Create a New JDBC GridLink Data Source

Back | | Next

Fingh ‘ (inee

Select Targets

You can select one or more targetsto deploy your new J0BC data source. If you don'tselect a arget,the data Source will b created but not deployed. You will need to deploy the data source at

 lter time,

Servers

@ohl_ndmln_urver

Back | Nt

Fish ‘ anee

Welcome, weblogic ‘ Connected to: ohi_domain

Make sure to specify the managed server as target for the GridLink Data Source
and change the connection pool settings by executing the following steps:

1. Select the newly created GridLink Data Source
2. Click on the tab Connection Pool

3. Expand the Advanced node at the bottom of the page to display all properties

and set the following:
Property Value
Initial Capacity 0
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Property Value
Test Connections On Reserve Checked
Test Freguency 300
Connection Creation Retry Frequency 30
Seconds to Trust an Idle Pool Connection 10

Set the following driver property:

Property Value
oracle.net. CONNECT_TIMEOUT 10000

INSTALLING THE Ul CUSTOMIZATION LIBRARY THROUGH WLS
ADMIN SERVER CONSOLE

To enable the creation of site-level Ul Customizations, without having to change
the OHI Application itself, an initially empty library called
custom.oracle.healthinsurance needs to be installed before the OHI application
can beinstalled.

Step 1. Login to the Admin Server console (for example:
http://machine.domain:port/console).

Step 2: Click the "Deployment™ link and then click on the "Install” button as
shown in the following screen shot. If the Install button is disabled, click the Lock
& Edit button first (in the upper left section of the page).

ORACLE WebLogic Server® Administration Console

started, stopped,

Showing 1 to S of § Previous | Next

Name & State Health Type Deployment Order

tjac oracle.domain(1.0,11.1.1.1.0) Active Library 100

s oracle.domain.webapp(1.0,11.1.1.1.0) Active Library 100

Wsf(1.2,1.2.9.0) Active Librar 100

Aist(1.2,1.2.0.1) Active Library 100

fFsoracle jsp.next(11.1.1,11.1.1) Active Uibrar 100

Install | [ Update | [ Delete || [ Statt~ | [ Stop v Showing 1 to5of 5 Previaus | Next

Step 3: Select the path where the library custom.or acle.healthinsurance.war file
islocated (<OHI_ROOT>\lib) and click the "Next" button as shown in the
following sample screen shot:
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Change Center

View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain_mls_experiment
‘Environment
;‘"Deployments
'Services
t-~Security Realms
‘Interoperability
'Diagnostr'cs

Howdo L..

o Start and stop a deployed Enterprise
application

« Configure an Enterprise application

o (Create a deplovment plan

ORACLE WebLogic Server® Administration Console

@ Home Log Qut Preferences |&| Record Help

Home >Summary of Deployments

Install Application Assistant

Back ﬂ‘ Fnieh || Cancel

Locate deployment to install and prepare for deployment

Welcome, weblogic

Select the file path that represents the application root directory, archive file, exploded archive directo
want to install. You can also enter the path of the application directory or file in the Path field,

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your f

contains the required deployment descriptors.

Path: ’D:\temp\custom.oracle.healthinsurance.war

Recently Used Paths:  D:\temp

D:projects\ohi_next\mds\base \ear\target
D:projects\ohi_next\mds\base \ear
D:projects\ohi_next\mds\base

Current Location: smuller-pc \D: \ temp

.........

ﬁ‘ Finizh | || Cancel

) custom.orade healthinsurance.war

Step 4: Select the option "Install this deployment asa library” and click on ™
Next" button as shown below:
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ORACLE WebLogic Server® Administaton Console

(hange Center
View changes and restarts

Configuration editing is enabled, Future
changes il automaticaly be actvated as you
modfy, add or deete items i ths domain,

Domain Structure

base_domain_mls_experiment
'Envimnment
;‘"Deployments

'Services

;‘"Securih/ Redlms
'Intemperabihty
'Diagnosh‘(s

Howdo L.

0 Hone Log Out Preferences & Record Help ‘

Home >Summary of Deployments

Install Application Assistant
Ba_d( fext| ‘ Cancel

Choose targeting style

Targets are the servers, custers, and virtual hosts on which this deployment wil run, There are several ways you can target an appication,

() nstallthis deployment as an application

The applcation and s companents wil e targeted to the same locations, Thiss the most common usage.

(3) Install this deployment as a ibrary

Application braries are deployments that are avalabl for other deployments toshare, Liraries should be avalabl on allof the targets running thei

referencing applcations,

] |

Q | Welcome, weblogic Connected to: base_domain_mls_experiment

Step 5: Ensure that the General - Name is set to custom.or acle.healthinsurance
as shown below. Thisisthe name the OHI Application refers to when loading the
library, so thisis the name under which it must have been installed. The version
numbers may differ from what is shown in the screen shot below. The OHI
Application will automatically load the highest version of al installed libraries
with this deployment name. Then click on the " Next" button.
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ORACLE WebLogic Server® Administration Console

Change Center

View changes and restarts

Configuration editing is enabled, Future
changes wil automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

base_domain_mls_experiment
‘Environment
;‘“Deployrnents

‘Services

;‘"Security Realms
‘Interoperability
‘Diagnosn'cs

Howdo L. e

+ Start and stop a deployed Enterprise
application

+ Configure an Enterprise application
+ Create a deployment plan
+ Target an Enterprise application to a server

+ Test the modules in an Enterprise application

System Status e

Health of Running Servers

Falled (0)
Critical (0)
QOverloaded (0)

@) Home Log Out Preferences [ Record Help Q

Welcome, weblogic | Connected to: b

Home >Summary of Deployments

Install Application Assistant

M M’ Finigh ‘ Cancel

Optional Settings
You can modify these settings or accept the defaults

General

What do you want to name this deployment?

Name: ustom.oracle.healthinsurancej
Specification Version: 0.2

Implementation Version: 0.2.0.1
Security

What security model do you want to use with this application?

(5) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined
in the deployment descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

() Advanced: Use a custom model that you have configured on the realm's configuration page.
Source accessibility

How should the source files be made accessble?

(5) Use the defaults defined by the deployment's targets

Step 6: Click on "Finish" button. You should see a success message as shown
below. The library is now installed. Note: if you had to click Lock & Edit in step
1, you now haveto click Activate Changes (just below the Lock & Edit).
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ORACLE WebLogic Server® Administation Console
Change Center {0 Home Logut Prefrences (o] Recor e ’ Q
View changes and restarts Welcome, weblogic | Connected to: base_domain_mls_experiment
Confiquation edting s enabled. Future Hone > Summary of Depoymens
changes wil automatically be activated asyou | Messages
modfy, add or delete tems intis domain, _
o Al changes have been activated, No restarts are necessary,
Domain Structure o The deployment has been successfuly installed.
base_domain_ls_experiment
i a— Summary of Deployments
| S Control  Monitori
'Serwces i
+Seauity Reans
_Interoperahhtv This page dispays a st of Java EE applications and stand-alone application modules that have been installd to this domain, Installed applicatons and
Diagnosts modules can be started, stopped, updated (redeployed), or deeted from the domain by fistselecting th applicaton name and using the controls on
this page.
Toinstalla new applcation or module for deployment to targets n this domain, cick the Instal button,
) Customize this table
Deployments
Howdo L. B
sl v/ [Stopv Showing 1 to 100f 20 Previous | Next
o Instal an Enterprise applcation
+ Confgure an Enterrice appication (] ame State | Health | Type Deployment Order
o Update (redeploy) an Enterpis applcation (7| e orace domain 1.0, 11.,1.20) Actve Library 0
o Startand stop a deployed Enterprise ‘
apcon (7] | et orace domain.vebapp(1.0,11.1.1.2.0) Active Lbrary 100
+ Moritor the modues of an Enterprise (] | fycustom.oracehealthinarance(0.2,0.20.1 Actve Library 0
applcation
+ Deolov E18 moduks 0 ([0S pplcaion(11.1.1.10) Adive [VOK | Web Applcation |5

The following section describes the installation of the OHI application.

INSTALLING THE OHI APPLICATION THROUGH WLS ADMIN
SERVER CONSOLE

The OHI applications are delivered in a so called Java Enterprise Archive (EAR)
which will be installed through the WL S Admin Server Console. In order to do
that, perform the following steps.

Step 1: Login to the Admin Server console (for example:
http://machine.domain:port/console).

Step 2: Click the "Deployment” link and then click on the "I nstall” button as
shown in the following screen shot:




Chapter 3 Release installation

(hange Center

View changes and restarts

Configuration eciting s enabled. Future
changes wil automatically be actvated as you
modify, add or delet items in this domain,

Domain Structure

base_domain_ls_experiment
‘Environment

‘Sernces
H-Secuity Reans
‘Interoperabilitv
‘Diagnosn'cs

Howdo L.

+ Instal an Enterprise applcation

+ Configure an Enterprise application

+ Update (redeploy) an Enterprise appication

+ Startand stop a deployed Enterprise
applcation

+ Monitor the modules of an Enterprise
applcation

+ Deploy EX8 modules

+ Instal a Web applcation

System Status

ORACLE WebLogic Server® Administation Console

0 Home Log ut Preerences (2] Recud e ‘ ‘&

Welcome, weblogic | Connected to: base_domain_mls_experimen!
Home 5Summary of Deployments

Summary of Deployments

Control | Monitoring

This page dispays a ist of Java EE applcations and stand-slone applcation modules that have been instalied to this domain, Installed appications and
modules can be started, stopped, updatd (redeployed), or deleted from the domain by first selecting the applicaton name and using the contrals on
this page.

Toinstalla new applcation or module for deployment to targets n this domain, cick the Instal button,

 Customize this table
Deployments
Dekte ‘ Startv| | Stopv Shoing 1to 100f 20 Previous | Next
W
(] Name & State | Health | Type Deployment Order
[ | et orace domain(1.0,11,1,1.20) Actve Lbrary 100
[ | e orade. domain webapp(1.0,11..1.20) Actve Lbrary 100
0 ﬂcustom.onade.healhinsurance(l].2,0,2,0.1) Active Lbrary 10
0 8 [6OMS Appicaton (11.1.1.10) Actiie |0 |WebAppicaton |5
0 EFMWWeIcumePageApplicaﬁon(11.1.0.0.0) Adive |V OK | Enterprise Aplcation |5
0| dsf12,1.290) Actve Lbrary 100
0| dst(121.20) Actve Lbrary 100
[] | Wowcf(5,5.0) Acve Library 0
0 ﬁohwnix(S,S.O) Active Library 10

Step 3: Select the path where the EAR file islocated and click the "Next" button
as shown in the following screen shot:
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ORACLE WebLogic Server® Administration Console

FT—— | @ Home LogOut Preferences [ Record Help

Home »Summary of JDBC Data Sour

View changes and restarts foc_ps-dat

o pending changes exist, Click the Release
Configuration button to allow others to edt the
main.
B.
Lock & Edit

Install Application Assistant

Next ||| Firish |||_Cancel

Locate deployment to install and prepare for deployment
Release Configuration
—— represents the appiicati

Select

the Path field.
Domain Structure
base_domain
B-Environment
Path:
Recently Used Paths: i
~Security Realms.

B Interoperabilty

urce >Summary of JDBC Data Source

oot directory, archive file, exploded archive directory, or application module descriptor that you want to install. You can also enter the path of the appiication directory o flein
Note: Only validfile paths are displayed below. IF you cannot find your deployment files, pload your file(s) andjor

DAEAR\base App-1.0-SNAPSHOT ear

Diiprojects|ohi_nextiohilbaseitrunkieartarget

Q Welcome, weblogic | Connected to: base_domain

-datasourc

umary of JDEC Dats So datasour

>Summary of Deployments

descriptors.

- Diagnostics J
Dtiprojects and POCIOH Hext

Current Locatior localhost §,D: | EAR

o

Newt ] [Firich

ase.App-1.0-SNAPSHOT.ear

B.

Cancel

How do ... a|

« Start and stop a deployed Enterprise
applcation

« Configure an Enterprise application

Create & deployment plan
® Target an Enterprise application to a server
« Test the modules in an Enterprise application

System Status =)
Health of Running Servers

- s 1

Step 4: Select the option "I nstall this deployment as an application™ and click

on "Next" button as shown below:

ORACLE WebLogic Server® Administration Console

Change Center @ Home LogOut Preferences & Record Help

Home =Summary of JDBC Data Sources »ad)

da

View changes and restarts

o pending changes exist, Click the Release.

I I Install Application Assistant
Configuration button to allow others to edt the
domain.

>Summary of JDBC

Back || Nest || Firish || Cancel
Lock & Edit
Choose targeting style
Relesse Configuation
T ts , clusters, and virtual hosts shich thi

Bomainstvchag C\Rlnﬂall this deployment as an application
base_domain
-Environment The applcation and it
‘Deployments
[#-Services
-~ Security Realms
-Interoperabilty

© Install this deployment as a library

Application libraries are deployments that are available for other depl

P locations. This is the most common usage.

s to share.

Welcome, weblogic | Connected to: base_domain

~datasource >Summary of JDBC Data Sour

sbase-user-datasourca »Summary of Deployments

willun. There are several ways you can target an appication.

be available on all of i i

B-Diagnostics

Back | | Ne | [ Firich ||| Cancel

Howdo ...

« Start and stop a deployed Enterprise
applcation

« Configure an Enterprise application

« Create a deployment plan

« Target an Enterprise application to a server

 Test the modules in an Enterprise application

System Status

Health of Running Servers

Step 5: Click on "Finish" button. The OHI Application is now installed.

Step 6: If you are deploying the application to cluster, in "Select deployment
targets' page, select the Clusters target as shown below:
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ORACLE Weblogi Srver® dnsatin (sl

Change Center
Yiew changes andresarts

Nopndngchnges e, ik heRelese
Cofwrationuthono lo e o e
o

Lock bEdl

Reee Confgaaion

Domain Structure

oo inen
E"Environment
;‘"Dep\oyments
E"Servites
Sty e
B gty
E"Diaqnostics

HowdoL., g

 Satandsto s dphyed e
#pletin

 Cofgure an s pplatin
o et a celament plen
o Tatgtan e aplatin o ever

o Test e s inan e ppleatin

System Satus :

Helthof iy St

b LgOu e R ‘

Home Summary of Degloyments

Instal Appication Assstant

Back et

it | Canee

Select deployment argets

et the e andl e o iy b o s ppesion,(oucn e depoyment s e

Availabl targetsFor OHT_BackOffice _buld:

d

Servers

ke

Cusers

gt

[k@nll servers i the cluster
O patothe st
ot
Coat?
Doty

Back e | Frih

Cael

Welcome, weblogi | Connecedto: nper_domain

INSTALLING OHI CLAIMS APPLICATION TO USE CUSTOM
WORK MANAGER (OR) TO CHANGE CONTEXT-ROOT

If you want to,

e Make use of the work managers ui-wor k-manager & ws-wor k-manager

created in section "Creating WebL ogic Work Manager"

»  Change the default context-root of OHI Claims web application and web

service

Then, DO NOT follow the steps mentioned in "Installing The OHI Application
Through WLSAdmin Server Console”, but follow the steps mentioned bel ow:
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Step 1. The EAR by default contains the following context-root:

e Ul.war - base
« OHI-WEB-SERVICES.war - ohi-web-services

Step 2: Edit the values of the variablesUl_ CONTEXT_ROOT and
WS _CONTEXT_ROOT in<OHI_ROOQOT>/application/plan/Plan.xml to suit
your requirements.

Step 3: The EAR and Plan.xml (deployment plan) are packaged under a directory
named "application” in the release bundle (See the directory structure below). It
is recommended to copy the "application” directory to alocation (this directory
will be referred as <INSTALL-ROOT> hereafter) and optionally rename the
directory (for example, rename to OHIClaims).
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Appendices

APPENDIX A - WEB SERVICE LOCATIONS

The URLSs of the OHI Web Services depend on the name of the machine on which
the application installed (or alternatively aload balancer).
The BASE is http://machine.domain:port/ohi-web-services

Web Service WSDL Endpoint

Authorizations BA SE/Authori zationService?wsdl BA SE/AuthorizationService
Clamsin BASE/Claims|nService?wsdl BASE/ClaimslnService

Claims Pre BASE/ClaimPreFinalizedOutServicewsd | BA SE/ClaimPreFinalizedOutService
Finalized Out |

Claims BA SE/ClaimsReprocessingService2wsdl | BASE/ClaimsReprocessingService
Reprocessing

Claims Transactions | BASE/ClaimTransactionService?wsdl BASE/ClaimTransactionService
Claims Update BA SE/ClaimsUpdateService?wsdl BASE/ClaimsUpdateService
Counters BA SE/CountersServicewsdl BASE/CountersService
DataAccess Group | BASE/DataA ccessGroupService2wsdl BA SE/DataA ccessGroupService
Import

Enrollment BA SE/EnrollmentResponseService?wsdl | BA SE/EnrollmentResponseService
Response

File Import BA SE/Filel mportService?wsdl BASE/FilelmportService

Financial Messages

BA SE/Financia M essageService?wsdl

BA SE/Financial M essageService

Payment Status BA SE/PaymentStatusResponseService?w | BA SE/PaymentStatusResponseService
Response sl

Providers BA SE/ProviderlmportServicewsdl BASE/ProviderlmportService
Provisioning BA SE/ProvisioningService?wsdl BASE/ProvisioningService

Relations BA SE/RelationlmportService?wsdl BA SE/RelationlmportService

External ClaimsData | BA SE/External ClaimsDataService?wsdl | BASE/External ClaimsDatal mportService
Medical Case BA SE/M edical CaseServicewsdl BASE/Medical CaseService

before these are used.

NotePlease ensure that the exchange of messages with OHI Web Services is properly secured

OHI calls out to external Web Servicesin a number of cases. Endpoints for the
external or outbound Web Services are defined in the OHI Claims propertiesfilet.
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APPENDIX B -

SEED DATA
TYPES OF SEED DATA

Generic Seed Data

Seed datais maintained by Oracle. It is delivered as part of arelease and may be
updated by software upgrades. In general, customers should not change this data
(see the Restrictions on using Seed Data section below).

Localization Seed Data

This category covers specific datathat isrequired by localizations. The datais
maintained by Oracle. Examples:

» Flex code definitions for a specific page
»  Specific messages for localizations.

Sample Data

Sample datais provided by Oracle to give you a headstart during configuration.
You can opt to install this data. It is not modified during future upgrades. Tables
containing Sample Data include:

Table Name Remarks

To be determined

RESTRICTIONS ON USING SEED DATA

Because Seed Datais maintained by Oracle, it may be modified or even deleted as
part of an upgrade. Customers should therefore exercise caution when using seed
datain their configuration by abiding these rules.

1. Do not remove (delete) Seed Datarows. A patch may re-insert the row.
2. Do not update columns, other than those indicated as updatebl e bel ow.

3. Do not make references to rows that may be deleted by Oracle (see table
below).

Violations of the rules above (especially rule 3) may lead to failures during the
installation of upgrades.

The table below lists the Seed Data tables.

» Data: Thetableor logical entity

e Updatable columns: The customer may update the values in these columns.
They will not be overwritten by upgrade scripts. Other columns should not be
updated by the customer.

» Physical Delete: Upgrade scripts may delete this data. The customer should

not create references to this data. Example: Do not use OHI messages for
your own dynamic checks.

1. http://nloz13.nl.oracle.com:8888/OHI-Main/4990-DSY
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Data

Updatable columns

Physical Delete

Remarks

Access Restrictions Yes Also deletes Access
Restriction Grants
referring to this row

Access Restriction Yes

Grants

Access Roles No Two roles are seeded

Boilerplate Texts Yes

Claim Forms No

Countries al _b columns No

Country Regions No

Coverage Labels No

Dynamic Field Usages No

Dynamic Logic No

Fields (+ dynamic logic) No

Flex Codes No

Flex Code Sets (+ No

details)

Flex Code Systems No

Languages ind_default No

ind_installed

Messages ind_suppress log_in ui | Yes

ind_suppress_log_in_ext
ind_mark
external_code

Single Flex Code No

Definitions (+ usage)

Task Types Yes Customer is not allowed
to change anything in
base table

Task TypeAttributes vaue_char Yes

value_number
vaue_datetime
vaue_clob
Users No One User will be seeded

(system user)
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