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W FLth U E g 2t ok 589l A LH 0 E TR,

» S AR AR ZE2EFES A W EH A ) Flo] Ao 4
LH—C’/]EH”‘ELQITW JEV-EX]ﬂE]HL}ﬁiX]ﬂE] 1+ &1
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FA) A A2l s vleole 2o Eel A Ao et FRE FAFuch
# dladm show-phys
o] & Alagle AAE A U E %ﬂ Fte DR IR AH FEHEE
E AT} o] W # ol v & A} A & ] -8 Oracle Solaris #E]: VI E 9 2 Qg sl o] 2 Y
H

U E 9 3 714 3)e] “d o] B B = 9 %7—;] 7:4 £ o] )3t A B E T A5l v}
X]—7<~]_/U ,n]_l_

A 2| 2ol = Hlole e g FRE FAFY el
# dladm show-link

o) el vlole] 2= ul e vole) = el oo HAH 5 5% Y (H A}
TrEol A Eel A 7 E ) E EAIFE ok
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IP 2 & 5 o] 25 w51 T},

# ipadm create-interface-class interface

interface-class ~ RtE T = tha 3 22 A 7HA A E S o] A F ) A~ F s E
ERE U o
= [PRIEFo]2 o] )lHH o]~ IR A= VEHNI TS T
HtE s 7 gkl S 2k o] Aol A FH A E

=y Eﬂ]‘r‘ create-ip 5}9] W ¥ & A& g o}

» STREAMS 7MiMl E 9] 3 ql ] 5 o] 2 = 2ho] ¥ (VNI &l Bl 3| o] &),
o] ole]d|o| ~ e AE vFE2 ™ create-vni 39 HWH S
A3y ok VNI A A] B = /1B 3 o] 2of) off g ARA g o 8-

vni(7d) il 572 ¥l o] A| & FRFHAI A 2.

» IPMP QlE]H o]~ o] QIS o] A= 1PMP 15 & 74 < vl
AREEU e} o] lE o]~ S| 25 whE 2 ¥ create-ipmp G4
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# ipadm create-addr -T address-type -a address/prefixlen addrobj

-Taddress-type QI E] 5| o] 2~ol] 2] A ¥ 1P 4 2] 8 (static, dhep, addrconf 5
shh) S A A Yt} addreonfe= A5 22 WA E [Pve T4 S
yHeR Y T

-a Qlef s o] 2ol A FA &P FAE A G gk 24 F 4t
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TE 9\}% vtk dubd o2 224 FAgk A A g o} O] 74 -a
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HYS 74 T A A28 9 %—T‘ig}‘iﬁﬂ/‘]/\w o] 4A
FAE LT AF ol T2 A5l o] A-$1ocal & remotes

) &) 5} o alocal =local- addr remote=remote-addr3} 70| F F A5
Tl oF ok Bl - Ad of] o &k A} & W -8 Chapter 6, 1P B &
TS FHxsA AL
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S 2~E o] E o] setc/hosts I Dol A 2= o] )= A #aldl of gk},

Iprefixlen CIDR 3£7] Hé% b3t 7 % IPv4 422 dH-el M| E9 21D
ol & AR j vt 12.34.56.78/24 F 4o H 24+ prefixlend H Tt
prefixlene —’IL—%]"\] 7] 7| 952 7 -F name-service/switch 41 H] 9
netmaskell thall vhed 51 A| A 2of uhel = FEf A 7| REF 4 o] &
Ab-g-shod Ulwp A 27} Al Ak v v

addrobj IFTHIPF A = A AH oﬂ A AL E = ol o] 4o o
AW ALE 2 A g oh 3 4= Ipvd = Pve ey

AV Y A= interface/user_specified_string % . Al AR o}

>~

mterfaceL Fa7b A A= 1P B 9 o] 25 Ve Y Tl interface

W= 1P B o ol 27F A = vl ol B ® 22 of

%Lbl EP.

user-specified-string<- °3 - At = A &5t |t A o] 7} 3242 o 2 A}
A1) ey o) 5ol 2280 4 4% 321 5H spaan 319
v & (edl: ipadm show- addr ¥ = ipadmdelete-addr) S A& wf 5=A;
IP 52 th 4] addrobj & #14 gt 5 ol gt

($4) A2 7L IPAB o o 2o 3 BE A FUTh,
ol g g ol mhek oS W & AHE 5 94
IR BECREEEEE RE

# ipadm show-if [interfacel
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o 3-1

. el A0 F 4 W0 E EATH
# ipadm show-addr [addrobjl
addrobj s A Q87| & 74 Al 28 o] BE F A4 A A of g AR AT
ipadm show-* 5} 9] ™ 2 & & of th &+ A}A| &+ Y] &2 Oracle Solaris ¥&]: V| E 9] 2
Ae s o] 2 Y vl EY T 7HAFEEe] “IP Al Bl s o] & E F 4 BB 7 E F ARSI A L.
(F4) 7etc/hosts THL ol A IP F 40l HH 35S

#7149
o hel o FEL 1P oSt AT EAE o] F oz FAH T

P

¢=§i5ﬂ%%Pﬂﬂ%%ﬁméié?@%ﬂ%%wﬁ
DHCP 45 74 5 4 /etc/hosts L& Gl o] E5} %

< 7} A g ek
ob= ek,

82 ©

CEESX R LR EREE PP

# dladm show-phys

LINK MEDIA STATE SPEED DUPLEX DEVICE
net3 Ethernet up 100Mb full bge3
# dladm show-link

LINK CLASS MTU STATE BRIDGE OVER

net3 phys 1500 up -- --

# ipadm create-ip net3
# ipadm create-addr -T static -a 192.168.84.3/24 net3/v4static

# ipadm show-if

IFNAME  CLASS STATE ACTIVE OVER
100 loopback ok yes --
net3 ip ok yes --

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

100/? static ok 127.0.0.1/8
net3/v4 static ok 192.168.84.3/24

# vi /etc/hosts
# Internet host table

# 127.0.0.1 localhost

10.0.0.14 myhost

192.168.84.3 campusQl

/etc/hosts 3D ol 4 campusele] o|v| AL H A th5 FALE A AT 0] TAE o| &5

448 5 9l

# ipadm create-addr -T static -a campus@l net3/v4static
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IPFEAZVEYF AL o) 2 AZ FA

o] o] A= o] A ol &} T U7 v E I AR & AFE-5H5] DHCP Al Mol 4] 45
FAIBEE = ol H o] ~ 9] [PE A g o}

# dladm show-phys

LINK MEDIA STATE SPEED DUPLEX DEVICE
net3 Ethernet up 100Mb full bge3
# dladm show-link

LINK CLASS MTU STATE BRIDGE OVER

net3 phys 1500 up -- --

# ipadm create-ip net3
# ipadm create-addr -T dhcp net3/dhcp

# ipadm show-if

IFNAME CLASS STATE ACTIVE OVER
100 loopback ok yes --
net3 ip ok yes

# ipadm show-addr net3/dhcp

ADDROBJ TYPE STATE ADDR

net3/dhcp  dhcp ok 10.8.48.242/24
# ipadm show-addr

ADDROBJ TYPE STATE ADDR

100/7? static ok 127.0.0.1/8
net3/dhcp  dhcp ok 10.8.48.242/24
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2932 [PUUEY T EZZA A}E] 29 A AH

deserts.worldwide.com 0| Q!

HE23 192.9.201
timbuktu-201 1=

192.9.201.10
sahara nubian
192.9.200.50 192.9.200.4
HERT 74 MH) (24 oid 2E)

D

timbuktu
192.9.200.70

tenere falyum
192.9.200.1 192.9.200.5
(2Z ot ) (HEQ3 Zato|9lE B E)

1% 3-200 41 = 192.9.200 Y| E ¢ 2] A| 28-S H o] HuT},
. RE A ~Ho] 2% T2l deserts.worldwide. com®l &gy t}.

» saharat™ T4 A YT AW E A A AR Q) 2 H AT A TCP/IP 74 AR E
P22 vt e A gy

F-UES I Feto|dE RE M AYSte X Seto|dEE T AN
SefoldEd FAARE Xﬂ*ﬁhﬂ H 2 74 AW E skt o] A A Bl of g o

m  tenere,nubian & faiyum=d EH Z 2] F&lo|d E UL} tenere ¥ nubian 24
5490 ¥ = ol 4 418 5 | o fadyun®] 27 £ 25 2ol 7 flo] Al o 55122
ZefoldE RE °ﬂ*1 A ESIEE 745 L]‘:}.

" timbuktus BB E FAE B E 27 3t BT ol A AF gk ok A| AR of| = 7+ 7t
DA5HA FAE 1P Bl H o] A7) sl = F N 4 NIC7} Eﬂﬂ of sl ok A A 1P
e 3l o] 2 o] F-o] timbuktu©]™ 192.9.200 V| E 9 Z o At} FH A Ip
ol Bl 5 o] A& o| o] timbuktu-201°]™ 192.9.201 Y| E ¢ F ol &1 2 v o},

T A B digk A 8 = System Administration Guide: IP Services °]
“Determining Host Configuration Modes™ = % 2 8}4] A| &
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o] Aol upel 27 v} K= of A A3 5| £ F A] A8 (¢]: System Administration Guide:
IP Services 2] “Systems That Should Run in Local Files Mode”oll W3 5 A| 28NS A&
13,
1 ARDPFLEAIZLdIPUHANLE FAH Tt
A 2= 47 3 o] A] “Ip Q1 Ef o] o] & 4 Wbl & RS Al 2.

2 /etc/nodename L o] A L HIE T A E o] Zo] A=A el g}
3 /etc/inet/hosts T} ¥ 2] 50| 5 41l A] &el g},

Oracle Solaris 2 ] ZZ 2 3o 7| E V| E Y T ol o] A, Fxul F 4 A AR 5 FA =
F7F e # o] (&l Fek= 7)ol th gt 55 qhE o)

5} ol of 1= 7] & 2} 9] o] & % 2h9E| o] P F 4 E | o] of ),

a. (FA)AA FA2Ho R v EY A Aoz HFIPFALL NG ) EF=
F 7+ el

b. (F4)/usr 3L A 2 H O] NFS U} EE A 28 Ql A Sl AW IpPFALE
F 7k el

4 nis/domain SMF A Y] A2 55 A W 2 x| A" 9] A5F3le = el A A},
ol 5 o], deserts.worldwide.com= nis/domain SMFE 41 H] 2~ 2] domainname 5 = & H.o]|
o gk zko 2 A A g T}

5 /etc/defaultrouter 3} ¢ ol }-5-6 2] o] &5 ¢} & ol

LS R L PEE S S

o
H
eSS utE s network number netmask /51 S A S Y o & Fo], FH A C
U E ST W% 192.168.832 7§ o} 2ol od H g
192.168.83.0 255.255.255.0
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A 2k 8}7) Aol

CIDRF 42 A U EY I A FAE TS5 HoZ FRIA AT RHZ

W v ES ﬂc"i o) Fod AR FEE ARG RHL E 11904

shelgt = ol Gk oA & 01,CIDRL1] 93 5 5o 192.168.3.0/225 E & 5t
= A o

192.168.3.0 255.255.252.0

b 27 5ho] WA AASI % 290212 SF 5% 2l 4 ksl A2 23]
L E L E R PEPER I E el

Els

# svccfg -s name-service/switch setprop config/host = astring: "files nis"
# svccfg -s name-service/switch:default refresh

Al 29 & A F-EFd

WEN T Feho|dE BEof A2 T4 By
VES S FetollE REo) A T 2 BEAE A b RS

il

Y ES 2 Febo|AEE vV EYZ T Auel 4 T4 JHE 5
A2ml S v E 9 3 Feto] A £ 2 P4 5] Aol vl 29 2ol of
T3 4w 7} A ¥ ol = 7] 3kel 8l of gl ),

415 o} wehA
s st o] o) vl =92

eI AR 2 1A},
AFA] 8F W] 82 Oracle Solaris ¥ 2]: 2.¢F 4] v]

XP7:~}A]A]J‘

l}~
i)
i)
o)
r
o
n2
rr
o
ot
o

AR PFLZ A2 |pelgdl o] 25 FAg ).
HAzp=47 9 o] A “Ip Ql B H o] A T4 WS A X SHAIA] L.

/etc/inet/hosts 3L o] = Wl ] E 9] 3 9] &} 7] 0] 2 9] 1ocalhost ©| =L P F 41t

E3H5 o] = gt

# cat /etc/inet/hosts

# Internet host table

#

127.0.0.1 localhost

nis/domain SMF 4] ¥] 2 9] domainname 5= 3 Ko A A & 32 A A Fc}.

F2}ol &l E name-service/switch 418 28] A B 27t M| ES ol 3 F LT A v~
8 F 23S vk 5= A el g ),
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HMESZFA A 2R 4

AR A 2 RE A AR A X = Oracle Solaris 11 A] 28 of| A kel & 4= gl ),

%ﬂﬂiilﬂﬂuﬂ

AFA] & W] 82 Oracle Solaris ¥ #]: B.oF A u] 2 2] 32| AT S = v &
xl-x —‘]_/\1 /\] <.

b3} 2o in.tftpd ¥l =2 FH Yl
a. ARIVEANIFAA ALY FE()HYERZ o] FF )

b. ©F&3} Z o] /tftpboot H & E ] & w5t}
# mkdir /tftpboot
o] 7 % > A] 2~ &l & TFTP, bootparams % RARP A ¥ & 4] §hv| c},

¢ HEEL A HEY P wEch
# ln -s /tftpboot/. /tftpboot/tftpboot

/etc/inetd.conf T L ol A tftp B & 571 o}

o] Ttk 3t ZFo] A FTh,

tftp dgram udp6 wait root /usr/sbin/in.tftpd in.tftpd -s /tftpboot

o] 2 in.tftpd7}/tftpbootel U= I o] o] o thE L& A SHA] == T

Jetc/hosts Bl o) E W] o] 20 4| W E9) 29) RE ZEho| Ao B3 EAE o] S L P
F2%27h 0

/etc/ethers Yl o] E] W] o] 2o A M E ¢ T FElo|dEREZ AYPF =V EHIEE
A v ol o) 3 %2 2k o,

o] t o] B W o] ~ 0] FF-E v & A5 AREJH T}

MAC Address host name #comment

AA BF U 82 ethers(4) "+ 9| o] A| & F 2 5}A] A £

/etc/bootparams H| o] E]¥| o] 2o A M| E 9] I FElo]dE REZ APE =W ES 9
B A 290l o g 352 F ok

o] t| o] Ef # o] 2~ s A] o] v g A} A| g W] 8- bootparams(4) Ml 572 | o] A &

X]—X —‘]_/\1 /\] <.

/etc/inetd.conf & ES SMF(A ¥ & ] 7]5) Av] 2 sl ~E 2 W3l 23}
A 25 Ao 2 AR}

# /usr/sbin/inetconv

3% . P4V ESY 2 A 55


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=IOSUI
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4ethers-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4bootparams-4

CECEEEF FPR PR

56

ZHA g B

A1 %3} 7] A ol

=
3

in.tftpd7} Al o) 2 25 F A A gl e}
# svcs network/tftp/udp6

Fo] b3t fabslA EA G ek,

STATE STIME FMRI
online 18:22:21 svc:/network/tftp/udp6:default
in.tftpd o] & #2

3) A = ohA] Al AN svcadm ™ B & A&t S 4

Sy th o] Au] o] ti gk A Al ZF A E inetd® 91 ¢ Y Th inetadm

& A E5lo] FAS MW ARG in tftpdol B3 T A RE B 4 5T sves

W& AFSsled An| A A E Ao 4 ol5uth Al vl A& te] 7] 5 2] 7] &&= Oradle
67, “Anl 2~ Fe () 8)7E FHERA A L.

_Hr

IPv4 2}-5-¥ 4

2B = F ol ol Ao M E Y 2 7te] Qe o o] A& Al Fgh ) w2k A 2h9-E ¢
=2 A VEH I e o] A ZHZtol| L F{3to] 5P FA2E A A8 ok @} &, 2
g¢EHo = 7|2V EY I el do] A9t dFE & AE o] FFH P FAE v F 5] F7}
U E 9] 3 QlE] o] o] 2~ Zhzbof| tff gk it o] AF o] /3 o] F I IP 47 o= A v T
oh5 A Ao uhel B2 A Qe s o] AT shu Rl A| ARl (7| A 02 T AE)S
ZFH 2 A = 25 oh Oracle Solaris ¥ 2]: V]| E ¢ 3 48] £ 9] “t}o]d §] PPP
YA E | A E g 2 A A8 o] ppp H 29| sl EAH O R ALSE = 7w
Adels o]l 2 A A8 S et HE AT 4 5ok

IPv4 }-5-¢] 74 -y

ok A Aol A s AA F ehy-Eel g el o] 28 74 Tl A= ZhEjh ek

gt B 7t EY T Bel Aoz A A% F535 o] A 27 5} B= o tf g A 2 H]
TA el ARl o 2 2 9t B Eof| A A5t 2 E gt H & At o]
TASWEN A T4 AW ] 2] A H 73 F 29 E 7 FEFES g

e AE 2293y}
ZFA) gF W] §-2 Oracle Solaris #2]: B.¢F A u] £ 9] “3Fte] AghS A=W &
FREAA] L.

rr
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A| el o] A X ZE NIC o 3 47 7l o] ] “Ip VB 3| o] 2 A bl AR 2P
e s o] 2=E FA T
”W“Hﬂﬂ*Lﬂ*WﬂHHAEoiﬂﬂﬂﬂEJzAW A T
of ghuch whebA] A 2~Ble] 192.168.5.0 % 10.0.5.0 I EH A5 Al sl 49 2
ﬂEJiﬂWﬂdﬂANme%@ﬂ¢ﬂqq

[e5

9] -DHCPE *}-4-3} =5 1Pv4 2B & 74 521w DHCP 2| & A A 5] 3}etsla
glofof g}

/etc/inet/hosts It ¥ ol ZH A E]H| 0] 28] S~ E o] F W IPF AL E F7HEY T
o] & £, Router 18] 7 el E] o o] 2] tff 8] ] A = o] E-o] 27} krakatoas}
krakatoa-1°] 2t 7} gt o] 7§ /etc/inet/hosts I} A o] &5 t}-5- 3}
2

192.168.5.1 krakatoa #interface for network 192.168.5.0

10.0.5.1 krakatoa-1 #interface for network 10.0.5.0

U A A S 53 5le] 22 5l d RE A AP 5 Z o] gl¢-HE FA )
53 o] A “2 4 9} B Eof th gk A A8 -4 TS F ARSI Al L

et 7 A B v E9 2ol A H 7§ /etc/inet/netmasks LA M EH T HZ Y
FEEEEEE NS
oA 5 5o, F7}Pva F4 %719 (9):192.168.5.0)2] 734 o} o] & g}
192.168.5.0 255.255.255.0
2-¢-E ol A IPva s A A& AHE o2 ARl
# ipadm set-prop -p forwarding=on ipv4
(A AZANRY =2 EFE A=)
ths W E 78 F sy E AR ok
= # routeadm -e ipv4-routing -u
®  # svcadm enable route:default
in. routed Bl &3} 1 3% SMF FMRI+= svc:/network/routing/route$d 1 t}.

HE AN 22 EZE A AShH 4 Z A A & /usr/sbin/in. routed 7} AHE O 72
ﬂﬂﬂﬂaéHﬂﬂEﬂﬁqﬂ“iﬂ*eiﬂﬁiﬂ%ﬂﬂlﬁqqﬁiﬂﬁ
150l o2 Al bl 8- 5901 4 <42 A el o139 2 A e

F 2 314 Al 2. routeadm ™3 7 of] o g AFA| &F W 8-2- routeadm(1M) Wi 57 # o] A &
HEoh Al e

el et
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433 WEHZol &7 L ke 74

o] dli= 13 3-1& 7|HF o 2 gt} Router 20l = F 7H e A W EYH A
174(172.20. 1.0 Y EH F ol 3t 1A 3} 10.0.5.0 U E ] Fof| o) F oA A)o] EFH5|of
%Gﬁ##ﬂﬁhnzm1oﬂ %iﬂﬂiﬂTHﬂHE.Rmmae¥%ﬂh
HE Hod FuUoh T3 oo =53 9 o] A “2 A 5} Y = of o 3 A] 2] A
>of] A7 %l tf & Router 27} £ 3} U B of| A A53 & FA = qlvh
bk

FAEEFTST AL A EAZ 225 F A| 28 QlE | o] 29 ALE) &

13,

i

ﬁiOE'%~
N mE,m

H

sy
© &

# dladm show-link

LINK CLASS MTU STATE BRIDGE OVER

net0 phys 1500 up -- --

netl phys 1500 up -- --

net2 phys 1500 up -- --

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

1o0/v4 static ok 127.0.0.1/8

netd/v4 static ok 172.20.1.10/24

net@h IP & ii%HHMQQWmeQEﬂiﬂTHi“ﬂﬂﬁﬂgﬂﬂzi
netl QlE] ¥ o] 25 10.0.5.0 IE S Z o A g )

# ipadm create-ip netl
# ipadm create-addr -T static -a 10.0.5.10/24 netl/v4
# ipadm show-addr

ADDROBJ TYPE STATE ADDR

1o0/v4 static ok 127.0.0.1/8
netd/v4 static ok 172.20.1.10/24
netl/v4 static ok 10.0.5.10/24

d- g AHE AR JEA AR AR D JEH I HFZ R E b5 EH A
dlo]Efu] o] 2 & git o] B3t T},

# vi /etc/inet/hosts

127.0.0.1 localhost
172.20.1.10 router2 #interface for network 172.20.1
l10.0.5.10 router2-out #interface for network 10.0.5

# vi /etc/inet/netmasks

172.20.1.0 255.255.255.0

10.0.5.0 255.255.255.0

upz|uko 2 s 7l A 2 in, routed 73 & A A WS Ao 2 DA

# ipadm set-prop -p forwarding=on ipv4
# svcadm enable route:default
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I3 RIPE 3 IPva 7 A U 54 A thnmmnﬂﬁ4ﬁ°i
AA = A Ak 172.20.1. 0 Y EH Fofl 3 7] & 2t 98 742 o} & S5 5] A] &2
gk vbg =l & 3 &l of o).

n SAETIA 7R LA AE XN ARE VA L EE172.20.1.0

M= DA A 252 SR Y, A G 82 643 0) A e el o)
e Rk EPERE E L E R E S R

* Router22| % = A H| o] E-oll A A A| eh-%-F o] tff g % ﬁ%il%%%9%ﬁﬁ
A gE G2 59 Fl o] 2] “H = A A Hl o] & B A = AR FH7E AR AL

HEAAHo|EY AHZAAH /I

e S AEE BT AR AR H o] Bl A A Al guch AR AA HolEell =
Al 2Elo]l 27 7| B Y E Y TS 0] E5ko] A AElo] A Q1A 8| E ¢ 3.9 [P F 47}
ved g ok e Al ZH U E S Tl gk Al o] E o] A] 2R & 1P F 4 & vhed )
Al ES ol = FA HA & FAlst R YEAF o dFor AdTF

2141 v,

thE 2 IPvad S U E 9] 2o Al Ad ol g Zhebek A = A A o] & T

Routing Table: IPv4

Destination Gateway Flags Ref Use 1Interface
default 172.20.1.10 uG 1 532 neto
224.0.0.0 10.0.5.100 U 1 0 netl
10.0.0.0 10.0.5.100 ] 1 0 netl
127.0.0.1 127.0.0.1 UH 1 57 100

Oracle Solaris A] 2Bl o] = F 7} A 58 (F A W 5 4)2 A7 A AS TS
g5yt ol A28 A AR AA S8 s s B IR REE A S
QEUTH SR AZ AR S T A2 AR A Z2E Z(Pvd | E$ A9

74§~ RIP, IPv6 Y| E 9 7.2] 7% RIPng) & At-&3ted EH T Evf & A E XA st
Hlol&o A& A ARE o] Evth AR B Z AR AHE-38h= 7T route
wel S A 8 alo] 2502 AE A YR E F A el hlch AT o) &L route(IM)
w57l sl o] A & sk Al 2

0.>|'L olr rlo

EAUEN I EE AE A LR HA AR AN S FAE e 54 2hrE 2
SAEAM AN AR A FHE LA L

ohg Eol At theba A2 A AW A AR A Falo] Mo A e
W E9)7 Alrhe] £ & wel Fe),
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60

CEREEL EERE R

ke A& RV ES T, 7] E kel A AEE I L= T AE, v Foll A
St s 0 o] 2kl of o ol Ak <l 4] 8 of & 7] 2 2} St

A Hep Zotm o /IEUE9 3, 2Tt ofe] el A | E9) a9 2h9-F,
SAE A LR S AE A REVEY]I O AL TA AR A
A ste Aol F5vch

AR EA A Aoz Az AR ENA) THCR AR AFYVENAS
A s eh-El Wl ARE A 2R 2| E 9] a9t A sk A BhEL
Alnwol A A A2 AP35 A2 AP A3ete] AbE-sh= Ao
drbA ek

2310 ZAHASE A B2 AR H HE AA

e

A Ak

ps

FoAsdol A EAR Yol T AL E Fe| 4Fo T RE Ay 24w

- [e)
A d W E F3Y st A L5t o] 23k 7] 5 o] H 8 79 Oracle Solaris ¥ &]:
HEN A A o] 2L W ES A 7}A8] 14 A, “IPMP £ 7070l v & o 2 IPMPE
A& Al 2.

cEREEEEREEEEREER S TR

AE AR ol EY IAA A5 &l gl
AHE AL AL A A 0 2 o5 & A Y] netstat HH = A3
netstat -rn

# o] th-& 3} AL 3HA B A o)

c

=3

o°

o

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
192.168.5.125 192.168.5.10 u 1 5879 net0d
224.0.0.0 198.168.5.10 u 10 net0
default 192.168.5.10 uG 1 91908
127.0.0.1 127.0.0.1 UH 1 811302 100
FEl Az 22}

AFA| BF U] 82 Oracle Solaris T2]: B¢k 4] v] 2 2] “he] A& A= S
Fxsd Al 2

Bl ek,

mlo

(FA)BEANR &Y 7NEZTEH
# route flush

A2’ AR E A A& EE A2 EFE )

# route -p add -net network-address -gateway gateway-address
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o 3-4

P A|AF) A H-E 4] A L5l ofop & A R E
HA A Aot A gateH p A2 A}

H
-net network-address 74 2 7} network-address®] FAE A} Eest= M EY I E
o] &3t =& A A g,

-gateway gateway-address A % 7 Zol| th gk Al o] EF| o] A] 2F) O] [P F 47}
gateway-address ) & “FEFR H T}
BE AR HolE AH BE AP F7}

b ol ol A= 2% 3-19] Router 20| A A HZ A F =
A 72 A& s 2 A 2h9-E 10.0.5.1500] H 8 g o

Router2°| 74 & A1 A Hl o] &< ¥ oh5& 1 &3 oh

# netstat -rn
Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
default 172.20.1.10 UG 1 249 ce0
224.0.0.0 172.20.1.10 u 1 0 ce0
10.0.5.0 10.0.5.20 u 1 78 bged
127.0.0.1 127.0.0.1 UH 1 57 100

73 2 A& H| o] &2 Router 27} ¢l A 5t = F A 2 & e U o} 7] 2 7 & & Router 29]
172.20.1.10 Q1 E] Bl o] AE Al o] E gl o] & A&t} THA 7 £ 10.0.5.0-> Router

201]*1 AleY 5] = in. routedtﬂl_a ol HA = ol T o] 7 Eof gt Al o] E | o] =1P

47}10.0.5.202] Router 1% 1] t}.

Slo) 7 A7 eh-E12l 10.0.5.0 M =91 2ol T AL E Fobsbelw vhe &

# route -p add -net 10.0.5.0/24 -gateway 10.0.5.150

add net 10.0.5.0: gateway 10.0.5.150

23w A2 A H o] Bl IPF47}10.0.5.150/248] 7 A 2kl ol o &k 7 27}
EFE T

# netstat -rn
Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
default 172.20.1.10 UG 1 249 ce0
224.0.0.0 172.20.1.10 u 1 0 ce0
10.0.5.0 10.0.5.20 u 1 78 bge0
10.0.5.0 10.0.5.150 U 1 375 bge
127.0.0.1 127.0.0.1 UH 1 57 100

3% . IPvAavI EY I T4
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Ejzi_h____:}lﬂ

Oracle Solarisol| A1 = ol E{ s o] A7} 5 7] o] Aol A| ABI S HE]|E ZAEF 7FF g}
HE|Z s AEL o] At E ER A VEN T E= 5L B M EY T Y
A2 opE A B ylof o 4 g

o] g JE o] A7} F U A B ol A E = A AR o A= A QB H| o] A & 5|9
IPMP 152 2 FAs o gttt 2% %] 9o 2] AE) o) mEligiE7} = 4
sy ok IPMPel| o gk ZFA) 3 W] €2 Oracle Solaris 2] ¥ E 9 3 ¢l g 5 °]Z‘— L

vl E 93 7}AH3E2) 14 A “IPMP 47075 FH x84 A 2

HEE S AEEPANS AEoA AN AE AY e RS Ao ES T4

F oGk AR o R ohe A8 el A A8 Wl F 5 AE R AR

o OFE RS A Fo 4 9hdS Fo}7] 919 NS A v, B8] 2 vl o B Al 2
AHE ahiz 2 5 o) o] Aol U E9) 2ol @l AT 5 el oh ol A A= A
A Bl o) & fA #e2 @ 2 vk gl o,

o NES A B S bR 2 v o] e o] 2 Al e ol 57 Abg A} B 2] B A B

HENAJE A ~E oA 7} 23T F 5

w S Aol Edo]= S A U EY I} FE U EY I (A I ) o] AE &
Aot Al 2' i Fe| A= atsE & Hek £ X 2 A A o) H]@Pﬂ-ﬂ o=
T EAEEZ S 2EQ QBT o] o) A E W ES T Zte JH7 < AstA
Gkt o] Aol T & 2B = H3lo| Fof ¥l A& Aol Al 3 E TCP/IP
8] (e ssh)E # ]*@"’F%%L]‘:}.

HE| & S AE QB o] 2o of 8] 8] o] Whsl o] 9la 7§ o = A] A
?_51 A =5 528l of ELLIEP o] #-A| = 53 Stateful
A kA sk 4= gl 5T, gk 7 A] &l A HbH 2 Stateless B3 S A F =
H o]l EH??_ X}‘ﬂ 3 W £ Oracle Solarls ) B¢k A v) A0 “n}35h
1t = gla) Bbsb A A 2 3 5EAL A S

= v [e]
Bl Az 228},
AFA BF U] 82 Oracle Solaris ®2]: B¢k 4] v] 22 “Te] A& A=W S

7:]—7< —‘]_/\1 /nl %

OracleSolaris 2 A &) 4 8- 2 FAS A 27 FI7M M EY I A o] 25 FAF ]
47 9 o] 2] “Ip ¥ #| o] 2~ A WS FH ARSI Al &
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3 HAALSAE L AR AT o] AUl 25 AHE AF e 2 AR}
# ipadm show-prop -p forwarding ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT  DEFAULT POSSIBLE
ipv4 forwarding rw on -- off on,off

ipadm set-prop -p forwarding=off ipv4

4 (FA)EEEFZ2E A TA HFE AR H e
chg W 8 5 shbE S ek
= # routeadm -e ipv4-routing -u

®  # svcadm enable route:default

in. routed Bl =3} ¢ % SMF FMRI+= svc:/network/routing/route %4 1 t}.

35 HWEFIZA2EFA
tha ol A= 19 3-10fl A E HE|F SAEE TAStE WS 2ol Fyth o]
oo A= Al ~F) o] EE o] Fo] hostc Y H T o] A Eof = F 7 o] /IE|#| o] 27}
9 om B E192.168.5.0 VI E ] F ol oA A F o)
A Eshe Al 28 QlE o] o] Abe) & F A g )
# dladm show-link
LINK CLASS MTU STATE BRIDGE OVER
net0 phys 1500 up - --
netl phys 1500 up
# ipadm show-addr
ADDROBJ TYPE STATE ADDR
1o0/v4 static ok 127.0.0.1/8
net0/v4 static ok 192.168.5.82/24

dladm show-1link ™ & o] hostcoll & 71 2] tlol ] B =7} 9l 7 22 B g}, s A gt
net@RHIP FAZ FAE 3 F Ut hostc s HE| S S AER FA st T
192.168.5.0 W EH Z 2 IP F 4 F netlS TA T Y th net19] 7] 24l E&| A
NP EE EER T e P e

# ipadm create-ip netl
# ipadm create-addr -T static -a 192.168.5.85/24 bge0/v4
# ipadm show-addr

ADDROBJ TYPE STATE ADDR

1o0/v4 static ok 127.0.0.1/8
net0/v4 static ok 192.168.5.82/24
netl/v4 static ok 192.168.5.85/24

3 v} netl Q1B #H o] 25 setc/hosts Tl o] E{ | o] 2~ o) 7}k o},
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# vi /etc/inet/hosts

127.0.0.1 localhost
192.168.5.82 hostc #primary network interface for host3
192.168.5.85 hostc-2 #second interface

U5 2 2 o] Mu| AT hosteoll A A Tl A A2 ALE Foinh

# ipadm show-prop -p forwarding ipv4
PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 forwarding rw on -- off on,off

# ipadm set-prop -p forwarding=off ipv4

# routeadm
Configuration Current Current
Option Configuration System State
IPv4 routing enabled enabled
IPv6 routing disabled disabled
Routing services ‘"route:default ripng:default"

routeadm ™ B o] in.routed Hl =& 53 58 A2 A Ho| A Al F o2 HAAE Ao
K g},

2 QlElso) 2 A 2 FHT S Gt A AR
St A2 A gl 7|2 eheE o Aul A E Apge of
AR AH FY L AR Ao x

ﬂﬂiilﬂgqq
AFA] & U -8 Oracle Solaris #&]: B.oF A u] 2 9] “3he| A& A= v &
1= g}%]g]d_.
L= H

A|2El o] &3 UlE S Aol 3P FAE A AP o) A5 FA T L]
A AL 47 5| o] A “IP Q1B H| o] A~ A WP & A2 514 A 2.

g 2 E HA 7ol A A 2" ol A}-§-2 2F-3-E] o] IPF4 5 57131 o] /etc/defaultrouter

3
5} & w7 b3 ek,

E 7 /etc/inet/hosts 3} L ol A 7] & 2h5-El ol Wl & 55 F7H e}
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o 3-6

AZ AR AA A SAFY ek,

# routeadm
Configuration Current Current
Option  Configuration System State
IPv4 routing enabled disabled
IPv6 routing disabled disabled
Routing services ‘'route:default ripng:default"

# svcadm disable route:default

A Aol AA J=A A @t

# # ipadm show-prop -p forwarding ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 forwarding rw on -- off on,off

# ipadm set-prop -p forwarding=off ipv4

T A F o] 2 A 2Rl A FH B2 AR T4

t}S dlo]| A= 17 310 A E 172.20.1.0 M E Y 2] v+ lE{ ] o] &~ A] AH]
hostbell T all A A A E XS FA 5= v S B o Huth hostb+ Router 25 7| &
2} 2 Abg-3 o gt °l of| of| 4 = *li%‘ o1l E H o] ~E o]u| A AR
ZFEgh o

HA e A} HAECSZ hostbol]l Z Lol vl ¥ t}-2- /etc/defaultrouter I} o]
A 8o 9= 4] o] 55 ghel ek

# cd /etc
# s | grep defaultrouter

# vi /etc/defaultrouter
172.20.1.10

IP 542 172.20.1.10-> Router 2°] &3t}

# vi /etc/inet/hosts

127.0.0.1 localhost
172.20.1.18 host2 #primary network interface for host2
172.20.1.10 router2 #default router for host2

# ipadm show-prop -p forwarding ipv4
PROTO PROPERTY PERM CURRENT PERSISTENT  DEFAULT POSSIBLE
ipv4 forwarding rw on -- off on,off

# ipadm set-prop -p forwarding=off ipv4
# routeadm

Configuration  Current Current
Option  Configuration System State
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IPv4 routing enabled disabled
IPv6 routing disabled disabled
Routing services ‘"route:default ripng:default"

# svcadm disable route:default

AEEREE EERPEE PR ERE TR S R LA
W
AR AY LREFE AL FA AR Aol A2HA A A E AYE Bl s
7bg zheka w sl e,

1 velAz 1°§Hﬁ

S0 1

o
o
—

2 A2Ho LU EY I HEIPFALE A LW pal
A F)Z 47 #| o] 2] “IP A s o] 2~ A WP S Fr AR A Al &

3 /etc/defaultrouter 3} € ol A 58 AHA| g},
/etc/defaultrouter 3} Qo] v]of gl o] A ~Elo] A 7= A A& AF-&gh o

4 A AL AL Ao AAFH YA FA G el
# ipadm set-prop -p forwarding=off ipv4
5 A2HNAARAY Z2EFSAE o2 AA )
=49 5 shE AHE U Toh

=  # routeadm -e ipv4-routing -u
m  # svcadm enable route:default

d37 DL AEIF |2 A 2R A FA HE A AY

oh& ol ofl A= 27 3-10f] 4% 192.168.5. eLﬂE%if’ﬂH s QlE o o] 2 A] A )
hosta®ll 3l &% A & A5 7445k Wl & Kol Futh Al 28 ol 4= Router 15
7|8 2pE 2 AR ERI T o] aloll A3 A] 21 9] 1P ol E o] 28 o] ] T A0 2
Zhagh et

HA P A O F hostaoll =LA ok 17 thF /etc/defaultrouter I o]
A 2<8ol Sl 7] o3 & sl g e,

# cd /etc
# 1s | grep defaultrouter
defaultrouter
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# cat defaultrouter
192.168.5.10

3} Y of] Router 191 TH HIP F4:¢1 192.168.5.10 & 5| At & 3}

# routeadm Configuration Current Current
Option Configuration System State
IPv4 routing disabled disabled
IPv6 routing disabled disabled
Routing services ‘"route:default ripng:default"

# svcadm enable route:default
# ipadm show-prop -p forwarding ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 forwarding rw on -- off on,off

# ipadm set-prop -p forwarding=off ipv4

FEDER I E!

MBS AbEekA Fe U EH A HBUS AHG e HEH TR WA T 7

4&&%ﬂ&ﬁ%¢ﬁﬂqqﬁiﬂﬁbaﬂaﬂﬂweﬂﬂ+ﬂﬂ7 o2

sH Al 2.

ARA| gF W §-2- 47 H] o] Z] “TP /1] 7| o] 2 4] o“'é »& RIS
n ZF A 2~E 9] setc/netmasks L o] SHFE P F A L Vvl AT

=
=
w ZF A28 9] setc/inet/hosts F U S T AE o] Fol | Fel= SHEPFALRE
7N A g e}

o Auyle] BE A ARG AP EG T

0

Thg A A A E s g Belo] gtk A B glol ENIE AT
ol A B Y g TRekE A4S ok Aol ubeb W g TG

IPva %2 % 7| Eb il £9) 2 74 o) A5 8 7wy
o] Axfel A= o Aol HAH A AR A [Pv4 F 4, S AE o] 5 Bl 7|EFH ES A
A H TS A b W ol sl At ch Aol et M E= v EY AR

[e3

AR B AL pFLE AT ok I EH A Febold B w
of Eefold el = o] AAS AHE R gl oh Al ol A= A - E A A E 5 =
TAE Y
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68

o 3-8

53] 7|2 v ES A I o] 29 IPva F A5 WA she = A5 A A& whEA A 2
el o] 25 F7hsk R 47 7| o] 2] “IP Q1 ¥ o] o] & A W=

o) 0] A9 oh2 Al A= 7| E1Pval] Ho 7 TRE ARG B S 4S5l
IPv4 T4 Y A B Y np A3 5 2 Ao} == CIDR 37| & AF8-5led o] AALS] B &

il & ol A IPva FA2E A A S 5 3l F 1 Tk CIDR 7] A7l = System
Administration Guide: IP Services 2] “IPv4 Addresses in CIDR Format” & & & 514 A] £..

FeE| A2 2393}
A}A] & W82 Oracle Solaris ¥ #]: B.oF Au] 2 9] “Fhe| AT S A =wti» &
CESRARS

hEbU s AR S A A R ek 2R TR B S A A o] B8 Abste A)
FaE ARG

# ipadm delete-addr addrobj
# ipadm create-addr -T static [P-address addrobj

& 35l 7 S /etc/inet/hosts I Y = 55 S hosts H| o] E{ W] o] 20| 4] T A E
ol &S Ak
3] F 3= 7 - system/identity: node SMF A H] 20| 4] & A E o] & 58S FH g}

# svccfg -s svc:/system/identity:node setprop config/nodename = astring: hostname
A Byl vl a7t ¥ 5 S /etc/netmasks THLE ol A A Bl 2 A e}

EELC ST

7§ /etc/defaultrouter®] 7| 2 B+ IPF A5 A A Byl 9
JNEESFHIPFLZHA

Fuoh,

A" A FEF

# reboot -- -r

# ipadm show-addr
ADDROBJ TYPE STATE  ADDR
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1o0/v4 static ok 127.0.0.1/8
bge0/v4 static ok 10.0.0.14/24

# ipadm delete-addr bge0/v4
# ipadm create-addr -T static -a 192.168.34.100/24 hge0/v4
# svccfg -s svc:/system/identity:node setprop config/nodename = astring: mynewhostname

# ipadm show-addr

ADDROBJ TYPE STATE  ADDR

1o0/v4 static ok 127.0.0.1/8
bged/v4new static ok 192.168.34.100/24
# hostname

mynewhostname

72U E 2 e g o] 2~ o] o] o] v QlE{H| o] Zof t 7 IP F 4 E H 7% 512 ™ Oracle
Solaris ¥ e]: ¥yt =] 9 47 7 o] x| “Ip QI Ef o] o 2 74 W& a4 2.

PN
Au| 22U EH Y 5H
A& A5 & EF2 TCP,SCTP % UDP+ 3% 5= Oracle Solaris ¥ 7] ] 2] & ¥-i o}
AN O 7 o]t 22 EF 274 ol = Al 2 A s g}, sF A gt /‘FO]EO] S
At et S AS T2 EZS Bl A S = AN AE 7 E5h A A o
5 AF Ytk 17 o} Oracle Solaris ¥ 2]: ¥4k =H 4] 0] 6 A, “4u| 2 2] (71 )7l
A 5 o) 2 SME(A W] 2~ 2] 7] 5) & *P%‘O}o:] H‘%L/Hﬁli"ﬂ gt =2l s
A&l of gh o,
inetd W] &2 A| 2 H] - E 2] E—’E AE Yl An| A& ’\] Zb gk o}, o] 2] gk A 8] 2~ ol = TCP,
SCTP =+ UDPE AEAZ 22 EZ 2 A 85t 4 22 78o] £3-5 Ul SMF

s *]’3‘*@4 71 <l Eibﬂ “]Hlﬁlg T3 0}74‘/]”\]1 Au| 25 F7te ¢ 9l F U e
1netd°ﬂ of) &k A} A 3k W] 22 136 ] ©] | “inetd Internet Services Daemon” &
T shi AL,

n REFATCPAA V=
n AFAS ZIZEZS S A= A8 FILSCTPE ol & A&
s MA A A E 9] TCP e H 7|5 FA4

inetd "ol o gk ApA| & W] -2 inetd(1M) " 572 3 o] A & FE5FH Al L.

3% . P4V ESY 2 A 69


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV1hbrunlevels-25516
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Minetd-1m

SAS AUz 2UH D57

70

v BEFATCPAZEYIPF 4 7] E W

SECEED)

Bl A E 2393}
AFA 8F U] 82 Oracle Solaris #+2]: B.¢F A 8] 2 9] “Fe] A A= WH»S
EER

inetd 2 ¥ Hl = EE A0 20 S TCP 54 & AHE o2 AR e}
# inetadm -M tcp_trace=TRUE

SCTP Z 2 & F& A-&3t= A v 28 F7heh= Wy

SCTP A% 2 EZFL2TCPe A 02 S8 22 T3 HE ZZE Fof
R Eat= zﬂ*“bl ch s}A| 9t SCTP= & F shvt = R 57 HE| Y 7

Al 28l 7he] FAlE 7h55hA gk sCTP A 2 & ¢l Fol ehar g 1
TR M o] AL WAl x| AER 02 HAELE Al ebg 2E-E do|H &
TP SCTP AZ 2 1P F47t o] 7l EH o R o] s o omZ A3l 7<=
S8 Z2 M E5] Z gt} Afo]| Eo| A Ip BB = [PsecS AFE5HE 7
HokabscTpe HE] & 7| 5S wed of g ) o] 2 & lf% Abet 5 2 7HA] = sctp(7P)
vl 5793 o] o] %] of] 4| “‘ﬁ FHoh

7] A © & SCTP+ Oracle Solaris®l] 3¢5 glov] F7F A& HQ <5},

ok, SCTPE AMESEE B SE 2RO A S Au|AE A AL E‘TL”EH F gk
echo % discard”’} o] &8 & *9“ ’Lilaﬂ o] aff D“‘LL]E} t}S A Aol A= SCTP ¥ ¢
2EFY A& AR S echo Hﬂlig Frtel= W & Hod )

U:

fr

Z ot} Axo] up2t TCP Y UDP A4 Al & 2 2 EF o g gt Au| A5 F71e 4
o)
AR

t}2 =l o] A = inetd Bl 2. & 2] 5|+ SCTP inet HH] E SMF A & Ao F7}sl=
Wb & W Futh 23 vy SME(AM B A& He] 7] 5) W H & AFEshe] An| 2~ E
F7tel= mb & B Fuo)

AFA) 8F U] 82 Oracle Solaris T 2]: € 8k 2H4] o] “SMFE ™ & & 32|

%%aﬁw%%%aﬂn
e T A ol A ) E SME ¥ ol o g ) 370 7] o] A2 A% 5441 A] 2.
o SMEo] o @ A 2 U] S-S smf(s) ol 37 7 o] A S A& 5141 A 2.

thg A xS T 5] AHell Au] 2ol gk v o ~E g d & wtE A A & Aol A =
echo A 1] 2~ o) o] g+ vl L] 3| 2~ E (echo.sctp.xml) & ol & AF-&-gH o}
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A5 A% e 22U H 54

Al2® h ol g 227] A7ol =AM A AR o2 2 Al 29 213

/etc/services & | 843 A A u] 2ol B & )& F7H o,
A u) 2 & o of| th & T} FES A} L3 Th

service-name |port/protocol | aliases

A A8 2% F7H ek,
A 2wl sl 2 E 7)) R T 2] 2 o) 5 5ho] o182 Q) el g o,

# cd dir-name
# svccfg import service-manifest-name

svccfgd AA 2 svccfg(lM) 7 #H o] A & AR5 A L.
HAA service.dir Tl & E 2| ol 3]+ echo.sctp.xml " Y 3] A~ E & A}-8-5} o A} SCTP echo
Au|~E Fohsle] A ghoh 7P:43LL]‘4 ohee Y E3hch

# cd service.dir
# svccfg import echo.sctp.xml

A 2 w3 2 E 7L F71E =A@k

# svcs FMRI

FMRI &1+ & 4| u] 2~ vlj 1] 5| 2~ E ] FMRI(Fault Managed Resource Identifier) &
AR T ol S 501,SCTP echo A M| 2 2] 7% oh & W & & A& ot

# svcs svc:/network/echo:sctp_stream

F2 o] T3t ks A ek,

STATE STIME FMRI
disabled 16:17:00 svc:/network/echo:sctp stream

sves & o] o g AFA g Wl -2 sves(1) T T Hl o] A E F AR A Al 2.
EY 2 A A A vy AETF AR AR ok o ® A E o] ol g5 vERH U )
FARAE A AR EAAR T AU 2 TEAHARE VL],

# inetadm -1 FMRI

inetadm ™ & ol o 3F A}A| & Y -2 inetadm(1M) 72 | o] | & FF A&} A4] A

of| & S0, SCTP echo A 1] 29| 7 ¢ o} &5 sl &gk},

}o

# inetadm -1 svc:/network/echo:sctp_stream
SCOPE NAME=VALUE
name="echo"
endpoint type="stream"
proto="sctp"
isrpc=FALSE
wait=FALSE
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exec="/usr/lib/inet/in.echod -s

default tcp trace=FALSE
default tcp wrappers=FALSE

6 Al AuzEAEe 2 AYP )
# inetadm -e FMRI
7 Aulzsbabgez 445 YEA FAgIh
o & 5o, A echo A8 28] Z ¢ b5 H v oh

# inetadm | grep sctp_stream

enabled online svc:/network/echo:sctp stream

SCTPAF Z2EFS AHE-3= vl & F71

WSQMVH34OQ%oﬂhmoﬁﬂ*ﬂaﬁPﬁ%
ol 2agad FEHE Kol Fch

o 3-9
AETEE

$ cat /etc/services

echo 7/tcp

echo 7/udp
echo 7/sctp

# cd service.dir
# svccfg import echo.sctp.xml

# svcs network/echo*

STATE STIME FMRI
disabled 15:46:44 svc:/network/echo:dgram
disabled 15:46:44 svc:/network/echo:stream
disabled 16:17:00 svc:/network/echo:sctp stream
# inetadm -1 svc:/network/echo:sctp_stream
SCOPE NAME=VALUE
name="echo"
endpoint type="stream"
proto="sctp"
isrpc=FALSE
wait=FALSE
exec="/usr/lib/inet/in.echod -s"
user="root"
default bind addr=""
default bind fail max=-1
default bind fail interval=-1
default max con rate=-1
default max copies=-1
default con rate offline=-1
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default failrate cnt=40
default failrate interval=60
default inherit env=TRUE
default tcp_trace=FALSE
default tcp wrappers=FALSE

# inetadm -e svc:/network/echo:sctp_stream

# inetadm | grep echo

disabled disabled svc:/network/echo:stream
disabled disabled svc:/network/echo:dgram
enabled online svc:/network/echo:sctp stream

=] = = = =

TCP 2 3] & A}-£-3} o] TCP Al v] 2ol ) & A A ~ &
=]

A o] 3= Wd
tepd ZR2 WL TCP AN HE TS b TCP @l 3 = o] =3} 541 Au] A 9 F Abo]of A
8| 2~ ] (ol ftpd)oll g Bk RAE FUhghoh ek A A Al = A 2 A E
71 S eh. TCP A 3l = 873 Al &L 9 A of] vl A2 & 5] &3t A Y AF-5hed HA A~
A& A&+ 5 5 Th TCP & 3 & AF-8-3} ] SSH, Telnet, FTP 5 9| | && B35 &
T A F Yt} sendmail 5§ Z & 732 Oracle Solaris ¥2]: vl E 9 2 A H] £ 9] “sendmail
W7 8.122] TCP 2l 3 o] tfl 3k A £470l] A v & o) & TCP 2 3 & AF-&- 4= 2l 51 o}

Bl A2 22193}

ZpA & W) 82 Oracle Solaris ®2]: B QF A v] £ 9] “Fte] ATS A= W&
AR L.

TCP A & 2§02 AA g}
# inetadm -M tcp_wrappers=TRUE

hosts_access(3) ™7+ 2 3| o] x| of] A & o] 2 TCP = 3] YA 2 A o] F A& A e},
o] w57 #| o] A = susr/sfw/man | ] E 2] ol 4] El & 4= gl T}
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¢ o0 4 %

v E.$] 2ol 4] IPv6 A}-&-

v E 9] 2ol A IPveS AF-8-517] 93 & ol o sl A gt} o5 F 8

e
CERRCERE =)

120 o] 2] “E]d T4 (%) )

86 7| o] A| “IPv6-§- o] & A H| 2 Al 747

IPveel th gk theket o] B = oh 5 2l A5 F RS AL

= IPv6 7Hd of] th & 7l 8.: System Administration Guide: IP Services | 3 7, “Introducing
IPv6 (Overview)”

» IPv6 Al 2] 2 A “IPve 4 ARE- A aLe] ARR

» P B AFEE A’ T 40 F| o] A Ul E 9] ol A B ARE- A 2]

n FxR AW 9A “IPye AR

753 o] ] “IPy6 QI E{ H| o] 2~ 4>

» 76 9| o] Z] “IPv6ol] th 3l A| A8 & A 5h=

n 78 9| o] | “IPv6 2}F-F-E +A1”

w0 d o] A “TAE T A Hof tf 3l [Pve QB H| o] 2~ FA A

IPv6 <l B 5 o] 2= 74
Ul E 9 Z ol A IPves AF8-517] 918t 7] T A| 2, Al 28 o [P QI E] 5] o] 2~ of 4] IPv6 =
F AL,
Oracle Solaris 2 #| 2 A| 2~ & 5}} oAb o] A] ~H] 9l E] 9| o] 2~ o 4] IPve= AF-& 0 2
R e = = e B TIPV6 ALdE Ao 2 AAHI Aol = A A7 HE =
4~ﬂﬂ%mw%%ﬂ%¥ﬂﬂ%ﬂ%ﬁ%1w
" name-service/switch SMF A B] 2= IPve T4 & A}-§-5}o] 237} 7} 58l &
7 5] ol 4] .
] IPv6Z15i AE) A o] Eo| At o] Hlo| &2 1Pve Al Bl o] 25 &gt
B RS L
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IPv6 Q1 & 3 o] & 4]

76

b=

o2
ol

o] A o]l 4= Oracle Solaris 2 #| 7} ¢t 5 ¥ 3 ol €] 9| o] 2~ 0] A [PveS A& 2
nh o] o) &) 4w gk o

IPv6°l i &) ]| ~ €& FA 5l= "

IPv6 ' =2 AR B= A A8 9] qlE] o o] Lol A IPves AFS- 22 A A 5}od IPve T4
ZZAAE A A A 2. A 5ol 9l E] 9] o] 2= System Administration Guide: IP
Services 2| “IPv6 Address Autoconfiguration”®l| 4™ € t & A}5 74 Z2A A5 53l
IPv6 25 dFH e I s v I B9 22 7] oS 7IE 22 m 2o TS
SAE A Ee= e H 2 A ok

Q1Ef 5] o] 27} @) Py 3 Fo & obel = eh e S B g 2 o] Sl A9, S
%Hﬂ 729 -2 o) o Abo] £0] 7o) B el grLiTh, A B ) &2 78 3 o] A “IPve
A9 e FA S e FRAA AL

of

t}-8- A &} Oracle Solaris 2 | o] 3-of] 715 ¢l E] 5] o] 2~ o] o 8] [Pve= AFF 2 &
A AR sh= ol o &l v g o}

A HEH S AHEst P A H o] 25 FAF Yl

47 9| o] Z] “IP ol Bl 9| o] 2~ A WP” S RS A &

ol

i)

FIPFAEAGY A SULE §4E ALE o] IPvs £ 45 A ol oF T o).

# ipadm create-addr -T addrconf addrobj
Fo8 T Fotelew b TR AT

# ipadm create-addr -T static ipv6-address addrobj

IPv6 B in.ndpd S ] ZH 3},
# /usr/lib/inet/in.ndpd

(F4) B A 1Pve 7] &£ F 25 wha el
# /usr/sbin/route -p add -inet6 default ipv6-address

(FA) =9 e 3 o] = W 5ol o g wf /| W 55 A 2] 8}+= /etc/inet/ndpd. conf

el | ko] of 3}= 73-9-80 3| o] & “Ql Ef 5| o] 2o
o 3l ) A] F4 *}%”% F A28k A L. Jetc/inet/ndpd. confoll o @k AFA| & ] &2
nd | 2 A ¢

‘ndpd. conf T4 LS F RS A| &

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3chapter1-42
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3chapter1-42
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4ndpd.conf-4

IPv6 A Ef i o] 2 74

o 4

1

(FA)IPv6e TA S == IPAE o] 2o Al & BB H S HH S
NEEA Y

# ipadm show-addr

A X F1Pv6 B H] o] 2~ A&

o] el = neto Q1B F o] 2o A TPv6= A& 0 & A A 5t = W & Kol F T A %5}
Aol Al ~8lol] FA = L& QB o] 22 e & FHlstAl 4] 2.

o

# ipadm show-addr

ADDROBJ  TYPE STATE  ADDR
1o0/v4 static ok 127.0.0.1/8
net0/v4 static ok 172.16.27.74/24

@ neto Q1B o] 21k o] A 2d ol v 3] -4 B o] Shs5 i vk vkt Ze] o]
QlE] s o] 2of A IPve AF-E- S 2 A A T4 Al L.
# ipadm create-addr -T addrconf net0/v6

# ipadm create-addr -T static -a 2001:db8:3c4d:15:203/64 net0/vé6add
# /usr/lib/inet/in.ndpd

# ipadm show-addr

ADDROBJ TYPE STATE  ADDR

1o0/v4 static ok 127.0.0.1/8

netd/v4 static ok 172.16.27.74/24

netd/v6 addrconf ok feB80::203:baff:fel3:14el/10
100/v6 static ok 1:1/128

net@/v6add static ok 2001:db8:3c4d:15:203/64

# route -p add -inet6 default fe80::203:baff:fel3:14el

IPv6 = =2 2}-¢8| & A st 78 7| o] A] “IPve 2H-9- B 470 & o] Zgh T},
Eeo g Fa A TAE A JF ez AR st 77 9 o] A| “IPve 4 AHE
TAE A sk W e RS AL

= L= E /Htﬂi Z A she] v 85 7 o] A] “A] ¥ ol| A TPve A & I E] | o] 2~ 2]~ 2] At

Abae HESAIALL

At o2 5 2 E gl A o] qlEf | o] 2o tf g IPve F e F A AbE TS
Ab&-shod A Al of ghu ok e 83 9| o] A] “IPve B 747l A H A Zo], 53]
EZe o2 TAHE AT Fa AT TS AT s

X = o 3} /etc/inet/ndpd. conf I+ 2
/etc/inet/ndpd.conf Y 53 Lo EH sEelE| g o] A W5 A ol gt th e
A8 2] qlE] 5| o] 2 of tff gk 5 ix}% T4 = s Al shelw o] J} off b2k 22y £o]
E e ofof gt

if-variable-name StatelessAddrConf false

mlo
()
oy
o ©
_v_

4% . v Eg el A IPv6 AH-& 27
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/etc/inet/ndpd. confoll B &k ApA & W) 42 ndpd. conf(4) ™ 57 =l o] A] & 142 H| o] A
“ndpd.conf 74 ¥} U”S F A5 A L.

W7 Ao 2 IPve bl &2 vl o] Ej et
# pkill -HUP in.ndpd

IPv6 2}-5-8 74

78

o] Aol 4= Tpv6 2B 74 A gioll thal) A1 I eh Abe] = 8T Abapel whek 41e) g
=

X]-OJ U]— __’__-614 -5H o]: ks ./_”: (/)V]\

IPv6 A Y 2}-5-H & 74 35l= W
o] 3

ths A Ab= o 7] IPveel| Al 2] & A ek 7hA 3 o, 2 b= 75 9 o] A “IPve
e s o]l A A& A AL

=7

2h-El o] £ Qe 3l o] 2ol A IPve H Z A F& T4 et

# ipadm set-prop -p forwarding=on ipv6

A E AR d &5 A= o
in.ripngd Bl &2 1Pv6 7 & A A& A gl gt} IPve A 2 A A2 o5 W F st 2
AR g o
" routeadm ™ ¥ & A& oh
# routeadm -e ipv6-routing -u
» 3T SMF ™ # 2 AF&-3hv o}
# svcadm enable ripng:default
routeadm ™ & of] o] & & A X routeadm(1M) " 57 o o] X| & F R FFA A &

/etc/inet/ndpd.conf 32 & 75Ut}
eh-9-B 7F &= Abo] E Al o] 9 7| Bf 74 A BE /etc/inet/ndpd. confell A A gk T},
o] 3} 4 IPv6 Neighbor Discovery 2 = & Z 5 7 5}+= in.ndpd Hl ¥-o] ¢ 5T}

W2l & 85 = 3 552 142 3 o] A] “ndpd. conf T4 ¥ Y” & ndpd. conf(4) 7 7+
ﬂﬂOlZl = ﬂ’%}*‘ *l*.

/etc/inet/ndpd.conf 3 Lol t} 5 & 2 E & Q1 & g},

ifdefault AdvSendAdvertisements true
prefixdefault AdvOnLinkFlag on AdvAutonomousFlag on

o] &l 2~ E:IPV6*°“ ° 2 FAE gt o BEEQlE o] AE F Bt E dH S
X*’K S} =5 in.ndpdell A| A g o}
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IPv6 2H-$-E 74

5 /etc/1net/ndpd conf 3t Lol F7} &l ~ EE F )5} 2l 2] o] 7] ¢l g 5] o] 2 0]
Apol & Aol % T4 Yok,
o] ¥ 2 E = Th-g 3} 28 4] o] o] of i},
prefix global-routing-prefix:subnet ID/64 interface

& A Z /etc/inet/ndpd. conf I} U= netd X netl QB o] ~ 5 E5f| Alo] E A Fof
2001:0db8:3c4d:: /482 L2 =5 g}$-EH & 7‘““?}44.

ifdefault AdvSendAdvertisements true
prefixdefault AdvOnLinkFlag on AdvAutonomousFlag on

if net0 AdvSendAdvertisements 1
prefix 2001:0db8:3c4d:15::0/64 net0

if netl AdvSendAdvertisements 1
prefix 2001:0db8:3c4d:16::0/64 netl

6 Alz2®EAFEZ N}
IPv6 2F-9-E1 7} ndpd. conf I} L of] ol = Alo| E A Fol & Z A Alo] Eof g},

da-2 IPv6 FAE FEA] 8} ipadm show-addr £ 8

o ol = 78 3 o] A 1 IPv6 2h-E A A RS bR B A= AP 22, ipadn

show-addr ™ & &] £ & B o F )

ADDROBJ TYPE STATE  ADDR

1o0/v4 static ok 127.0.0.1/8

netd/v4 static ok 172.16.15.232/24

netl/v4 static ok 172.16.16.220/24

netd/v6 addrconf ok feB80::203:baff:fell:bl15/10

100/v6 static ok 1:1/128

net@/v6add static ok 2001:db8:3c4d:15:203:baff:fell:bl15/64
netl/v6 addrconf ok feB80::203:baff:fell:bl16/10

netl/v6add static ok 2001:db8:3c4d:16:203:baff:fell:bl16/64

o] el A 1Pv6-§ 2 & 743 & 2 /I Bl #l| o] 27} o] Al F ) o] F 45 ARE-3H ot
znter:face/vGF’—]- ZEFaAAA o] FE Est= FFol =T 3l Eﬁ Fo] 2o 7k & 2
A FLIEAE E Yt} interface/veadd 2t 2> F 4 A A o] F5 X st FFoll =
o 1Pve 47t A Ut} o] Fhel = ‘3_]151 # o] 21D ©| 2] ol &= /etc/ndpd. conf
sl A E Ao E Xé Fol 7} L3y ok veadd Bl A F-AH ) 2 A o)

= Abed v ot interface”t IPv6 45 RES 2 = Q1B 5] o] 2~ (ell: neto/mystring,
netd/ipvéaddr 5)= YEI = A 5, o} & L AE S A 9| 5l T4 A A o] F-2] FHIA
FEE TAE T s

|

o
2
| |

IPv6 V| E 9 3 EZZ x| of| A A3 et o A Bl & T4 5Fel ™ 119 9| o] #]
“‘dladm ™ < F3HEE 74 2

o M=ol A 291 W BB o] @ A T A m A O A A
CELR L)

4% . v Eg el A IPv6 AH-& 79



32D Aol 3l Pve AE Il o] 2= FAH 573

m [Pv6 S AEE A 80 3] o] A “5 A~ E L A v o] thal IPve o E] 3 o] A~ A

>~ » O % =]
TR AR AL

a Aol 4] Pv6 2| 9% GFAFA] 7] 2 85 5 o] 2] ] o] 4] 1Pv6 4| 2 QVET ] 0] 2
e S a4 .

n [Pve T, v} 2 o ol off gk AA g W $--2 141 #| o] A] “Oracle Solaris [Pv6 1817
FraRsA Al L.

S 2E 9 A 3l IPve ¢l E] #] o] 2 FA +A

ol hgloll A T AE = A ql lmEof| A IPve A & QI B H| o] 20 A& FA 5=
nheg o] e 8l A v gl o}, off 42 2] 7 ¢ System Administration Guide: IP Services |
“Stateless Autoconfiguration Overview”ol| 27 &l th & IPv6 A| & 1] | o] 2~of T3l F4
A& T b of Tk e o] ©hl o] Aredef| A E A3} o], Do A ¢
el H o] 29 IPve F4E T 7 lF U

Al 742l ik Ao & oh5 A1 2 G alf of g ok

1. IPv6 F4 A5 T4 S s Al g th 77 3l o] 7] “IPve £ 4 AHE T4 & #ll Al o=
S A Al L

2. 3B dl YAl FAE wFFUTE 8L H| o] A “YA] FAE FA = WS
Fx sk Al L

3. QB ¥l o] 2 1IDef| o 3l IPve B2 74 v o 83 3| o] & “AR&-AF 2| & IPve B
T shE S AR A L

A e 3| o] el o 3 Y A] F=4= A}-E

IPv6 @Al F 4ol = 2l B o o] ~ 2] MAC F4 Al F-4H 9] = A A |l 640] E 52 AH7}
AdEH o] A IDE 23t oW 0 & 12| 518 = IPv6 == 2] I E] 5| o] Z~of T 3} 1 A]
FoE AT T sUTh A E S0l 37 f) Aol HA| A5 of 5l= 5 A E 9

e o] 2ol et 3l Al FA4E ARSI Th A F 4= 1Pve Z ko] A 9
FaEl 7le s FE T o] 8 & A E 7] 2 “Privacy Extensions for Stateless Address
Autoconfiguration in IPv6” (http://www.ietf.org/rfc/rfc3041.txt?number=3041)°l 4|

A| & 5F= REC 304101 A7 =] of ol51 )

rr

99879 /etc/inet/ndpd. conf 3ol 4] 3t o] 4ke] QIE| 3] o] 2ol vl o) A] F2 B
Agow AR e 4 Avth el A5 T E EE Pve Fa0 92, 9] Fae
649) = A Hul A F0) o} Frk9) = A H an] = S Ab2 AR T o] FAHs] S A}
1Pv6 7 49| QIEJ sl o] 2 ID A TR E7} ol eh QA F 4B A ST A D2 22

F 47} A B o] A DR A4 5 A gkl o).

GAl Faols 72 AT FHAD) el AR HUTH YA FL A A2 AT
74§ /etc/inet/ndpd.conf Tt L ol A th5 W& FAE T 5 S FH T
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Z2E 9 Ao 3l Ipve A3 o] = 4 3
valid lifetime S B A FAaTF A E F oA FATEEA = AT
TmpValidLifetime R R RE =
preferred lifetime YA FaTb A A B 7] A o] 7 3 A ZEd ] e} o] Al ZE
TmpPreferredLifetime W= a7 Wk ghobok ol
address regeneration Ao o] atg E 7] oA 7|7k 0 7 o] 7|7k &<t

S E o 4] Q4| F A A 2 A o oF Tuieh,

n ne 2 YU o123
nh n Al ZHh) =9 Yot
nd n< A(d) T
WA F 2T FAHE T

/etc/inet/ndpd.conf 3 €S H A 5}l o] Y&

]
n S AES REOEFHo| Ao A YA FA4E FA S M Jetc/inet/ndpd. confoll

oo WS F7hgh e

ifdefault TmpAddrsEnabled true

. SFR e o] 2ol el A FA4E FA S ™ Jetc/inet/ndpd. confoll T 3 &

F7bah ek,
if interface TmpAddrsEnabled true

(FA) S FLo FraEFES A

ifdefault TmpValidLifetime duration

O] FEL T AE JERE 1E1nﬂ°l’\ o & v & A A Tk duration®] §E&

o =
Z A7 EE A ool gyt 7| FE 7Y Y T TmpValldLlfetlmea if
interface 71 91 =2} §7| AL-g-35lod 54 °LE1 “ﬂ o] 28] gJA| Fdrof &t & Fn

A% 5= e

FA) YA FLd Az S A Fet o] 712kl 7

if interface TmpPreferredLifetime duration

=

Bahel 74 7h A A Y ek,

o] & 5 QB o] 29 A Fho| et e FHE AF P 72 AS
T2 143y t} TmpPreferredLifetimes ifdefault 7] 9 =} &7 A}-8-3} o]

SAE EE o] A Fao it Ade S ARG T dmHTh

47 . vl E 9] Z el A IPv6 A&

81



F2E Y AWl A& IPve Bl Fl o] 2 FA 3

F 7|8 F A& A2 A AH IPve F Aol & 4 =95 A A T IPve YA F A7)
AAT A, 7| R F L A e AL P F LT NN s FaE AT AFE
TV5e Fae AE 02 A IPve T4 EE QB H o] A9 [Pva T4 Y F 9l F o
7] 4 Aol o g ARA| g W -§-2- 108 T o] A 7| F A A E e E F R AL

5 (FA)FL7HAAS T A Al F == AR A 7S A P o] A F T2 E A
PR FLENZ AN okl
ifdefault TmpRegenAdvance duration
o] T2 T B0 Qv BE e o] A0 A FATFA A E 7] Aol A== A
AZbE AR g e}, 7] 23k s 2y o)

6 in.ndpd Bl =2 FA S WA}
# pkill -HUP in.ndpd
# /usr/lib/inet/in.ndpd

7 ipadmshow-addr & 3= AP 5le] Y| F A7t kg FH A A G} o 445
il-xg]_xl,qi
W E 8ol A A =4 9] CURRENT E =ofl t F2 27} 32 A Huoh

d4-3 /etc/inet/ndpd.conf 3t L 2] YA F 4 W4
ohg ol 7B =92 el sl o] 2ol Bl 914 Faob A g o2 dAE
/etc/inet/ndpd.conf L o] A ZHEE B o H T}
ifdefault TmpAddrsEnabled true
ifdefault TmpValidLifetime 14d
ifdefault TmpPreferredLifetime 7d
ifdefault TmpRegenAdvance 6s
da-a YA F a7t Ao 2 A A= ipadmshow-addr 8 3 &8
o] ol = UA FATF YA H Fnetstat HE o Y& Bog5 ok IPve U A Hut
W= Felo] £ 50 sl
# ipadm show-addr -o all
ADDROBJ TYPE STATE CURRENT PERSISTENT ADDR
100/v6 static ok U---- --- 1:1/128
net0@/v6 addrconf ok U---- --- fe80::a00:20ff:feb9:4c54/10
net@/vba static ok U---- --- 2001:db8:3c4d:15:a00:20ff: feb9:4c54/64
neto/? addrconf ok U--t- --- 2001:db8:3c4d:15:7c37:e7d1:fc9c:d2cb/64
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Z2E gD e A3l IPve AE Il o] 2= T4 57

ok
P

2 A netd/?2] 7%t =2 L7} CURRENT 2 & o}l of] A A =] o] gl T}, o]
2l F Aol YA e s o] A D7} 32 EFY U T

e

mw?iﬂwﬂﬂeHﬂ*ﬂ%%éﬁﬂﬁ%%ﬂﬂﬂm%%ﬂéﬁﬂi
;:] OJ q-/ﬂ » O ;:Pxﬂ_xl /\]_L
Hﬂﬂﬂﬂmm?ié%%ﬂﬁ%%ﬁhﬁ“%%ﬂﬂﬁmw&%%%ﬁﬂ%
e » S 2R A A Q.

= JPv6 - t:dltﬂleLd
7:]—7< ——]_)\] /1] 9.

| |
O

mlo
i

£

o,
ofr
e

2w 5 % “TCP/IP Y| E & = 2|5

oA

IPv6 EZ A

IPv6 4= 9] 644 E Q1 ¥ 9| o] ~ IDE E & ¢| 2} g t}. System Administration Guide:
IP Services 2] “IPv6 Addressmg Overview’ & Z XA . T4 A FH T EELS
QlEf o] o] 2~ ©] MAC 5~ iﬂﬂﬁgqﬁﬂ%%lﬁ%ﬂﬁiﬂ%izﬂmm
SAES AWM E AE A E EES AR oF g o}

1ﬁ44*ﬂ%ﬂﬂﬁ4 A 52 e S o] 27} FA Y & w A B = A 2] A9 AL
TAE B2 ARS8t A 7 A S 5 ol F U ok ol S o] &~ 7= 7 W 7 5] MAC
T#EﬁﬁﬂﬁﬁﬂlﬁﬂQQW$iﬂ4+d Hwﬂﬁfﬂﬂmm%

Sy th U B9 = 7IHb R 0] of 8] HE-(oll: DNS B+ NIS)oll A1 2] el Ef o] o] 0]
g 5A 1Pve F47F A= S T sy T

T W7 A S B A S IPve Aol A B S o| A IDE AN F EZ S S EOE
T4 s gy} %%ﬂcﬁﬁmwﬁiﬂ 1B B o] A ID &S AR & 4B E
olske] 16415 A A 544 Al 2. o] F- F 4 AFF T4 T Neighbor Discovery+
ﬂHﬂﬂ*ﬂMM:i%HMOE&LNHﬂﬂ*miﬁélm*%WWﬁ
Tz ARl EZo] E o] A D7t o] EEE 7=V WA Fof| = A&
QlEl s o] 2o 2| A 5] o] 9l 55 T}

FAbeA ARG £33 9 F
Aol ook 2] 2 A4 H ek BT

248 AF A A IPv6 EZ-L FA 5= vy
4°ﬂﬂ°ﬂﬁﬂ1*ﬂﬂ
Aext A Y BEE TG

m%
o &
N

EZE A5t FAZ A EH o] 27 EA 51w Q1B 3 o] 2 IPve F &7t 748 5 A
SSteA e

4% . W E 9] 20l A 1Pv6 AHS 8


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3ipv6-overview-10
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3

229 Aol o3 1Pus el sl o] 2 F4 53

84

o 4-5

F - clef s o] 2ol 4 € IPve F A7k gl Al ZelshAal Al &

# ipadm show-if

IFNAME CLASS STATE ACTIVE OVER
100 loopback ok yes .-
net0 ip ok yes ---

# ipadm show-addr

ADDROBJ TYPE STATE ADDR
lo0/v4 static ok 127.0.0.1/8

i

o] #H U E 9 A gl o] 2 netoo] A H IPve T4 flo] EA TS HoFh
Sl el 3) o] 2o th 3t E 2 0 2 A} 83641 E 16X 52 5}1L} o] A a5} B
System Administration Guide: IP Services 2] “Link-Local Unicast Address”&
o141 4] 2.

&
mmm

EEE A4 4 AelA ol 28 T,
7t <l e o] o] o)) i 3 Tk & A ©] ipadm Y % & AH-&-5Fo] AHE AL A o] Al H o] 2

Imiaeﬁﬁﬁﬁw

# ipadm create-addr -T addrconf -i interface-ID addrobj

dEsol, s HEoE EZE 2Pt neto AHFH o] 28 TAT 5 A FHTh

r

# ipadm create-addr -T addrconf -i ::1a:2b:3c:4d/64 net0/v6add

FoE2G gl FaAAF YA HEE o] 4 E2E ST S fEn

W7 Ao 2 |pve Bl 25 ol o] EFc).
# pkill -HUP in.ndpd

wwﬂﬁﬂﬂ*li}ﬁﬂﬂ%E T4

g o =Pve T ALY EZ O FE petoo] A H S HodF ),
# ipadm show-if

IFNAME  CLASS STATE ACTIVE OVER

100 loopback ok yes ---

net0 ip ok yes ---

# ipadm show-addr

ADDROBJ TYPE STATE  ADDR

lo0/v4 static ok 127.0.0.1/8

# ipadm create-addr -T addrconf -i ::1la:2b:3c:4d/64 net0/v6
# pkill -HUP in.ndpd
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Z2E gD e A3l IPve AE Il o] 2= T4 57

i
N

# ipadm show-addr

ADDROBJ TYPE STATE  ADDR

100/v6 static ok 1:1/128

net0d/v6 addrconf ok feB80::1a:2b:3c:4d/10

netd/v6 addrconf ok 2002:2a08:39f0:1:1a:2b:3c:4d/64

E&o] A EM F 4 A A neto/veoll WA 2 F A9 olEH o] A Dol el A H
la:2b:3c:4d T2 A A v thneto/veo] A A 5 $-oll = T o] AF o] 2l E| 3| o] 2o o 3
o] E%% ./_'[:X—] ) 2~ o4¢1/]1;].

] HHH IPv6 T4 F o] & A18]| 2~ & of ol o] Esle W 86 ¥l| o] | “IPve-& o] 5 Au] 2~
A+ %256}*3*]&
= HHH:%EHH Jshed ™ 5 3 “TCP/IP Y| E 9 = 25 AT A &

A | ol 4] 1Pv6 | Q1 E] 3 o] £~ e

A o] A [Pves Al & 3F 7% A e H| o] Ao A [Pves Ao F AAPorn g W
ﬂﬂ4ﬂ°ﬁﬂﬂ@ﬂQﬁoHﬁM&ﬂ&ﬂo03&”%mm$£ﬂﬂﬁﬂﬂé
ID(EZolehals $)S 45k vl Ah43 Akl G S v H vt

HH“Hﬂﬂ*Wﬂww£4£°i RS S\t
o] A= V| 29 2 A ool A IPve S AHE 02 WA s AubA el WA S A F e o

IPve T3 WA ol whel Bl 7hA] e Al = ok & = sl o

A1 8] o] 1P A ] 3 o] 2ol A IPv6S AH-§-2 2 A jH el
Ak 75 9 o] 2| “TPve QI ol o] & 747 A AU A 2.

A 25 At F el ol eh-E ol A IPve A B A F
AHA| FE W82 78 # o] A] “IPve 2H-$-H A& FFR A Al L.

7| A O R IPve T4 AHE TA IPV6ZFi9] 1 l |2~ 1D H 3-8 k&
S}l o] - 9] MAC 74 % A& 3] ch. QLE| ] o] 2 o] [Pys 47} 2 o} 2l 2.4 9)
s sk A

A elEsol 25 vhE lE F o] 2 & wA|shH A 7F Y S

AdEH o] MACF e vtF U F4a AHs 74 T E22 A

A H Yo

w2 A|GHA| 2B = 1Pve Al )l o] 29 H -, AbE T IPve FAE
A3 o} System Administration Guide: IP Services 2| “IPv6 Address
Autoconfiguration”& 3 & 54 Al &

4% . v Eg el A IPv6 AH-& 85
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IPv6-§ o] & A ] 2 A 4 74

IPv6$- ©] &

86

ol 4-6

» EZHUEY A 9ol o 07 3% A|E|o]of 5} IPve A A QI E]H| o] 2 0] A9,
T2 YA E EE S e #H o] A IDE A& th A A 2 o Al =81 | o] A|

QA FaE T T R

» A7]H o wA s = 1Pve 7| RE
e h A A e Al = 83 ) o]

EE RANEY

Z5pA Al L

El o o] 2~ 0] 79 qlE| s o] ~ Dol et EE S
A A} &R} A A IPve EZE T4 sk WS

B

ri

CHE LR

o] ol A = [Pv6 A H] AZ X Y45 == DNS 2 NIS o] & A v] A5 A 5= vhd] of] of aff
A g},

-LDAPZ1Pv6 & 74 Zhed ¢lol IPves A gt}

DNS, NIS %! LDAP 32 o
Directory Services = 3 &

A gk ) §--2 Oracle Solaris Administration: Naming and

=
e

£
3

DNS® IPv6 F A& 7} 5= vy

IPv6 | 1 k= vttt AAAA Bl ZEE F 715t i DNS B Y ot S HA Y el
hostname IN  AAAA host-address

DNS 9 49 9t d & HAA SR PTRE Z =5 F713 )

hostaddress IN PTR  hostname

DNS 2] o tf g+ &} g W] 4= Oracle Solaris Administration: Naming and Directory
Services = FF A 5H4 Al &

DNS d & 9 ot

ol dl = A<= @ Lo IPve FaE HolmH ot

12

$ORIGIN ip6.int.
8.2.5.0.2.1.e.f.f.f.9.2.0.0.2.0.6.5.2.9.0.0.0.0.0.0.0.0.2.0.0.0 \
IN PTR vallejo.Eng.apex.COM.
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IPv6g- o] & A ] 2 A 74

o 4-7

IPv6 ©] & A ¥| 2 A B & F A 5l=
nslookup ™ ¥ & AF-&3}od IPv6 o] & A1 v] 2~ R E AT 5 9l 55 ok

ALE-A Al A 2. 2 nslookup ™ - A 3 g o},
% /usr/sbin/nslookup
7] AW o] F 3 F A7) A= AL, 0] o] A nslookup T H O] A4 s ZFEZETL

EE Y

AL IFIE 5 PSSR T2 I A RS AT}

>set g=any
>hostname

AAAA Bl ZEREEQIEE W ohS W H S Y P
>set gq=AAAA
hostname

exitE Y H 3} nstookup H H = F 5t}

nslookup ™ & 2 2 IPv6 J 2. T 4]
o] d = 1Pv6 Y| E % = $+73 ol A nslookup ] A 3}E K odF o)

% /usr/sbin/nslookup

Default Server: dnsserve.local.com
Address: 10.10.50.85

> set gq=AAAA

> host85

Server: dnsserve.local.com
Address: 10.10.50.85

host85.1local.com IPv6 address = 2::9256:a00:fel2:528
> exit

DNSIPv6 PTR 8] Z.E 7} S H}IZ A Q] o] EF Y= A
5}el 5= Wy

o| A z}oll 4= nslookup ™ & = AF-&-5Fof DNSIPv6$ PTR 8| . =& X A gt}

A}E-A} Al A 2. 2 nslookup ™ H-& A 3 g o},
% /usr/sbin/nslookup
7] AW o] S 3} F A7} A F AL, o] o A nslookup HH Y A T T F T EV}

ESTE L

4% . v Eg el A IPv6 AH-& 87



IPv6-§ o] & A ] 2 A 4 74

88

ol 4-8

A 2s mgz o ch&S Y5t pTRE ZES EA ok,
>set q=PTR

exitE Y Hel HH S FF 3¢}

nslookup % ¥ & & PTR & L E F 4]
t}-5 ol = nslookup 8 0. & ¥ A5 =PTRE ZES R F

% /usr/sbin/nslookup

Default Server: spacel999.Eng.apex.COM

Address: 192.168.15.78

> set gq=PTR

> 8.2.5.0.2.1.e.f.f.7.0.2.0.0.2.0.6.5.2.9.0.0.0.0.0.0.0.0.2.0.0.0.1ip6.1int

8.2.5.0.2.1.e.f.f.f.0.2.0.0.2.0.6.5.2.9.0.0.0.0.0.0.0.0.2.0.0.0.1ip6.int name =
vallejo.ipv6.Eng.apex.COM

ip6.int nameserver = spacel999.Eng.apex.COM

> exit

NISE 53l IPv6 F B.& R 4|5} W

o] A Z}ol| A = ypmatch ™ & & AF-§-5}o] NISE -3l IPve & HE A g
ARE-A Al o 7 o5& Y B 3Fo] NISel IPve F4 5 & A gy e},

% ypmatch hostname hosts .byname

A A = hostname®l| Wl g+ A B 7} A o
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TCP/IP Y| E ] = T3]

o] Aol A= TCP/IP V| E 9 = #e] Zgdol t sl v g} o5 & 5S ofE v o)
= 907 o] ] “F 2 TCP/IP | ZHd (2H] W)”

= Oracle Solaris #2]: V| E Y 3 ¢l g s o] 2 & W] E 9] T 7} A3} 2] “Ip ¢l Ef o] o] A T
T BV EE

= 9] H o] A “netstat HH 2 Z W EH I AE] B E|E)”
s 970 A] “pingHHORE HUAH T AE FHQ)”

n 99 o] A “YE S T Ael shd pe| LU 7] 5

= 101 9| o] A| “traceroute T O & HZ A A FH FA]”
= 102 3 ©] A “snoop HH 2 E I Fl A F EuEF”
w108 F o] A ] & F 4 B e

-HE = olE]H o] ~ 5 B E & 5} Oracle Solaris 2]: V] E 9] 3 ¢l gl 3] o] ~
2 v E 9 3 7}4sE o] “Ip °]F4J” |22 F 4 TUHE S FRSAL A L.

o] 2o 2 AH-& L2 Abo] Eof| A TCP/IP U E$) 2 5, 1Pva A& & 57 28
IPv4/IPv6°| & 7H 8t el 7H8 fhu et Abo] E ol A Tbves T 3h&d & 7-F- oh

ol A ApA g W & FF R ek Al L
» IPve 7= A=k 2 A “TPve 42 AFS 4] a1 AFR S RS AL

H
s [Pv6S AL FE A LﬂE A2 A S s H 4 d E Y A A IPve
AH g RS AL
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F 8 TCP/IP ] = (=h ] W)

% 2 TCP/IP %}Bl 2 (2rs )

EslaE 3eletr] o 7| Et AQd(Al M EA T AR 2A)=
TR 2 Aol g A Al & AT 54 DA 7 A 6

= A Ax
T2 EFH EA %A EX A 2LE A Y ESF g1 Ho| A TR EZFH EAE
ZEge 45s Ao g
e g o,
U ES = AFe] 324 AL AR AYRE FEE BT |49 o] A Al A&
EA o] 2T EAl ok Y
el g e 9o
IPvdoll o &k 4 18 3} IPveel
o) gk inet6 T4~ LF©|
ES Ty
v E 9] =3 ¢l E] ] o] ~ 2] AHE) e dEdle] 2o AeE |933o] A “YES A BT o] 2~
A Eye g o]l = AS A& B A oh = W
A £ 8l A sl o &g
7 A E A} EA| slde 8l AE == A 95 7| o] A “E-A F 4 3 ¢
Ae & BB s Aol o gk A5 ALe| &
A Sh
1Pve T "8 ©] 3lwd &3 Al o] | ping, netstat 2 traceroute 99 5 o] Z] “Ip ¥ v & o s}
e o %Eﬂ*ﬂlﬂﬂbl‘:} E8 5 Ao sh= W
inet typeOIEP— dSatsa,
o] 1} %) ofl 4] DEFAULT_IP H&\ =2
A
YEYa Egd e snoop ™ 8 & AFE5le] EIP [ 105 # o] A| “IPve V| E9] =
W 71 F A g o E S R sy
HE YT g}9Eo] 4% & | traceroute ™ & S AF-35}o] 102 9| o] A “BE A2 E
AR FA REARE FAF F A oh= W

- E 9 = elEH o] ~E 2B & 3} 2 ™ Oracle Solaris ¥&]: V| E 9 3 ¢l g #| o] ~
"‘ H] E 9 3 7143k e] “1p °] Hojlo]~dl F4 RUHH S FRIAAL
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netstat 3 . 2 W EY I Ael] RUEH

netstat ™

o 5-1

Fez v EHI AN ZYHA
= A

netstat ™ &= U] E $ = AHE)
I

al 3
1) s
SCTPHUDPEAS R Ao Z 3A T FFUrh AZ AR AR W olEsfo]~

ARE RIS FE dFTh

netstat ¥ % & Al e W E g Alo] wel chera £ o) Wl =92 ool 6 &
A o) o] 2] 8 A= A28 Felol 7bAF F &5 o netstat o] 7] ® TR
oh& 9 2o

netstat [-m] [-n] [-s] [-1]|-r] [-f address-family]

netstat &4 ol o gk ZpA gF A v & netstat(1M) 7l 572 o] A

i

ZTEEFE

netstat -s w41
FE A g o}

EA 8 B4 5 B
Fol

UDP, TCP,SCTP,ICMP X IP Z 2 &

Mo

Z — Oracle Solaris AF-& A} Al A & AF&51 o] netstat & 2] 23S %A F 2 H )
ZEEEZAHNE AL
$ netstat -s
MEYIZ2EF FA
thF ol Al = netstat -s §H O] EH & Rl Ut EH o d P2 AR EFH S
ZE2EZof A7} od= e vERE F sy Th ol £ 50 ICMPv4 % ICMPv69
57 U EICMP =2 E 2ol A @ 77hw® #1415 Ebd S ol )
RAWIP
rawipInDatagrams = 4701 rawipInErrors = 0
rawipInCksumErrs = 0 rawipOutDatagrams = 4
rawipOutErrors = 0
ubpP
udpInDatagrams = 10091 udpInErrors = 0
udpOutDatagrams = 15772 udpOutErrors = 0
TCP tcpRtoAlgorithm = 4 tcpRtoMin = 400
tcpRtoMax = 60000 tcpMaxConn = -1
tcpListenDrop = 0 tcplListenDropQo = 0
tcpHalfOpenDrop = 0 tcpOutSackRetrans = 0

57 . TCP/IP Y| E ¢ 2 &)
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netstat 3 0 2 M| E ) I Aef 21 €] F

IPv4 ipForwarding = 2 ipDefaultTTL = 255
ipInReceives =300182 ipInHdrErrors = 0
ipInAddrErrors = 0 ipInCksumErrs = 0
ipsecInFailed = 0 ipInIPv6 = 0
ipOutIPv6 = 3 ipOutSwitchIPv6 = 0

IPv6 ipv6Forwarding = 2 ipvéeDefaultHopLimit = 255
ipv6InReceives = 13986 ipv6InHdrErrors = 0
ipv6InTooBigErrors = 0 ipv6InNoRoutes = 0
rawipInOverflows = 0 ipv6InIPv4 = 0

ipv60OutIPv4 = 0 ipv60OutSwitchIPv4 = 0

ICMPv4 icmpInMsgs = 43593 icmpInErrors = 0
icmpInCksumErrs = 0 icmpInUnknowns = 0
icmpInOverflows = 0

ICMPv6 icmp6InMsgs = 13612 icmp6InErrors = 0
icmp6InDestUnreachs = 0 icmp6InAdminProhibs = 0
icmp60utGroupQueries= 0 icmp60utGroupResps = 2
icmp60utGroupReds = 0

IGMP:

12287 messages received
0 messages received with too few bytes
0 messages received with bad checksum
12287 membership queries received
SCTP sctpRtoAlgorithm = vanj
sctpRtoMin = 1000
sctpRtoMax = 60000
sctpRtoInitial = 3000
sctpTimHearBeatProbe = 2
sctpTimHearBeatDrop = 0
sctpListenDrop = 0
sctpInClosed = 0
A~ 57 =1 = 3T =] -
A 3L E .a_.jgl AR qu,__. v ] ].__. v
77{‘10_ 4 = JEJ—LXOLJH
netstat ¥ ¥ & AE 22 EFZ YA E BAIS F A FHoh

netstat(1M) =i

$ netstat

2 A2 ERAAF ZZEF) A E ZAIF YL

$ netstat -P transport-protocol
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netstat 3 . 2 W EY I Ael] RUEH

ol 5-2

o 5-3

transport-protocol ¥

o

T ZF2 tep, sctp B udp Y Y T}

TCPYUSCTPAS =2 EF 9 AHd] H4)

o] &= 7] E netstat W 2 & B o Hu T IPva A&

$ netstat

TCP: IPv4
Local Address

lhost-1.login

lhost-1.login

remhost-1.1014

SCTP:

Local Address
*.echo
*.discard
*.9001

of

=47
o| ¢l = netstat

$ netstat -P tcp

TCP: IPv4
Local Address

lhost-1.login
lhost.login
remhost.1014

TCP: IPv6
Local Address

Remote Address

z=5

Remote Address
abc.def.local.Sun.COM.980 49640 0
ghi.jkl.local.Sun.COM.1020 49640 1
mno.pqr.remote.Sun.COM.nfsd 49640 0

0 0 102400
0 0 102400
0 0 102400

Remote Address

abc.def.local.Sun.COM.980 49640 0
ghi.jkl.local.Sun.COM.1020 49640 1
mno.pqr.remote.Sun.COM.nfsd 49640 0

Remote Address

Bk EA P,

Swind Send-Q Rwind Recv-Q

Swind Send-Q Rwind Recv-Q

0
0
0

Swind Send-Q Rwind Recv-Q

Swind Send-Q Rwind Recv-Q

0O ESTABLISHED
0 ESTABLISHED
0 TIME_WAIT

LISTEN
LISTEN
LISTEN

128/1
128/1
128/1

49640 0 ESTABLISHED

49640 @ ESTABLISHED

49640 0 TIME WAIT
State If

localhost.38983
localhost.32777
localhost.38986

EYZ

localhost.32777 49152 0 49152
localhost.38983 49152 0 49152
localhost.38980 49152 0 49152

48}

0 ESTABLISHED
0 ESTABLISHED
0O ESTABLISHED

) I
= 9

netstat &8 ol i A 22 A28l ol A E HESY Z e o] 22 AE &
Bt o] FA & AHE- st A 2R o] ZF v E 9 T of| A A5} aL 74l Bl 3 2
TEEAE 7 dF e

U E Y A e s o] 29 A& &A1),

$ netstat -i
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netstat 3 0 2 M| E ) I Aef 21 €] F

ds-4 W EHT Qe o] 2 AH 24

t}g A A= 3 A E QB H o] A5 E3H[Pva U IPv6 I Zl B E-2] A E Boof H

wjule}l oA vk £ 9 7 S (0pkts) v L Z F A P th o] 2ol &= AW 7}
ZetoldEo A Bl HE 8 A W& Fotsla = Ao E FAH Y 18y
S A X3t} o] 23 EF -2 hosts F=+ ethers

e A1 7ko] A ThEE 2 2 Sk DAL A A 2ol A o2& A A
S H30) 9 F(5

ko] Y2 e 78 o LR (El=A o] EA)E BefF Tt

Name Mtu Net/Dest Address Ipkts 1Ierrs Opkts Oerrs Collis Queue

100 8232 loopback localhost 142 0 142 0 0 0

net® 1500 host58 host58 1106302 0 52419 0 0 0

Name Mtu Net/Dest Address Ipkts TIerrs Opkts Oerrs Collis
100 8252 localhost localhost 142 0 142 0 0

netd 1500 fe80::a00:20ff:feb9:4c54/10 fe80::a00:20ff:feb9:4c54 1106305 0 52422 0 0

netstat 8 2] -a A4S AFE5le] 2 3 AE) Q= AA Y A E Fhele

slsrd .

dss5 RS AAYAIAATIE A

netstat -a ™ 3 2 232 AW g FAE XA} o} of| = dHEA 9l petstat -a

UDP: IPv4
Local Address Remote Address State
*.bootpc Idle
host85.bootpc Idle
* ok Unbound
* * Unbound
*.sunrpc Idle
* ok Unbound
*,32771 Idle
*.sunrpc Idle
* Lk Unbound
*,32775 Idle
*. time Idle

94 Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



netstat 3 . 2 W EY I Ael] RUEH

*.daytime Idle
*.echo Idle
*.discard Idle
UDP: IPv6
Local Address Remote Address State If
* Unbound
* ¥ Unbound
*.sunrpc Idle
* ok Unbound
*.32771 Idle
*.32778 Idle
*.syslog Idle
TCP: IPv4
Local Address Remote Address Swind Send-Q Rwind Recv-Q State
* ok * Ok 0 0 49152 0 IDLE
localhost.4999 * ok 0 0 49152 0 LISTEN
*.sunrpc * ok 0 0 49152 0 LISTEN
* ok * kK 0 0 49152 0 IDLE
*.sunrpc * ok 0 0 49152 0 LISTEN
*.printer * % 0 0 49152 0 LISTEN
* . time * ok 0 0 49152 0 LISTEN
*.daytime * ok 0 0 49152 0 LISTEN
*.echo * K 0 0 49152 0 LISTEN
*.discard * k 0 0 49152 0 LISTEN
*.chargen * ok 0 0 49152 0 LISTEN
*.shell * ok 0 0 49152 0 LISTEN
*.shell * ok 0 0 49152 0 LISTEN
*.kshell * 0 0 49152 0 LISTEN
*.login
* ok 0 0 49152 0 LISTEN
*TCP: IPv6
Local Address Remote Address Swind Send-Q Rwind Recv-Q State If
* ok * ok 0 0 49152 0 IDLE
*.sunrpc * ok 0 0 49152 0 LISTEN
* ok * ok 0 0 49152 0 IDLE
*.32774 * ok 0 0 49152

netstat % 9| -f TS AL St SA Fa IF WA A dHE FAE AT

T AT
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netstat & S U E | 3 Ae] R e

® IPvAXE1Pv6 3 3 A S el o & 5 A & Ay el
$ netstat -f inet | inet6

[Pva A4 A B E X A58 inet= netstat -foll gk el & J &gk} 1pve H B &
X A5l ™ inet6E netstat -foll o 3+ ol =& AF-&ghu v},

ds5-6 |Pv4 I3 A E AE

t}5 ol = netstat -finet H o] 28-S R o F o)
TCP: IPv4

Local Address Remote Address Swind Send-Q Rwind Recv-Q State
host58.734 host19.nfsd 49640 0 49640 @ ESTABLISHED
host58.38063 host19.32782 49640 0 49640 0@ CLOSE_WAIT
host58.38146 host41.43601 49640 0 49640 0 ESTABLISHED
host58.996 remote-host.login 49640 0 49206 0 ESTABLISHED

}‘
d5-7  1Pv6 3] 1 A F A Ef
t}5 ol = netstat -finete & o] 28 S R o F o)
TCP: IPv6
Local Address Remote Address Swind Send-Q Rwind Recv-Q State If

localhost.38065 localhost.32792 49152 0 49152 0 ESTABLISHED
localhost.32792 localhost.38065 49152 0 49152 0 ESTABLISHED
localhost.38089 localhost.38057 49152 0 49152 0 ESTABLISHED

=]
v ¢ X B2 AN E T4 5= WY
netstat % % 91 gL RA AT AR AYEE BAF T o B 5 AT
bl W E A2 o) Ae) & Bof Fuich ALg A A ol A netstat®] o] HL ALY 5
<reh

e IPAEAREE FAF}Yc}

$ netstat -r
d5-8 netstatHFoll QAT AYE &Y
o} ol = netstat -r H 3 o 8 & HoF o}

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
host15 myhost U 1 31059 net0
10.0.0.14 myhost U 1 0 netod
default distantrouter UG 1 2 net0

9 Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



s
re

pingHHoz A T AE

localhost localhost UH 42019361 100
Routing Table: IPv6

Destination/Mask Gateway Flags Ref Use If
2002:0200:3010:2::/64 2002:0a00:3010:2:1b2b:3c4c:5e6e:abcd U 1 0 net0:1
fe80::/10 fe80::1a2b:3c4d:5e6f:12a2 ] 1 23 neto
ff00::/8 fe80::1a2b:3c4d:5e6f:12a2 ] 1 0 neto
default feB80::1a2b:3c4d:5e6f:12a2 UG 1 0 net0
localhost localhost UH 9 21832 100

Cho A= netstat -r % 2] 3hH E Y ol] A== of 2 vl 7 2] o] w]of] o &
At

w4 A

Destination AR A A 2 ~EE AP ehIPve 7 E A A E = 6tod
. B 27 (2002:0a00:3010:2::/64)2] HFI S AR YA 2 o7

Destination/Mask F A o),

Gateway 7l A Eoll AFE T Ao E o] & A A g o}

Flags AR A A E el YUt uEd 2= B2 AT SUE

ettt e Ed 1= A 27 Aol ESl o] 9 & vhEF U T
Use ASE 7l 5 AP}
Interface AEo 2x B 2H 52 E 0 54 e d o] A5 VLT

o -
FgogdA s~ E EQ
pingH o2 HAH T AE S AEE

=
”ii*ﬂﬁﬂﬂﬂ&i—iﬂlE A A
TCP/IP Y E %ﬂﬂﬁi%ﬂﬁ%%%ﬂ%ziigﬁﬁ%
AA T AEof thghip A o] Sl
&+ ping®| 7] & &}
/usr/sbin/ping host [timeout]
o] ol A host= U4 T A E 2] o] F Y th A B A timeout 315+ ping 3 ¥ ©]

Aga A 424 5 mEol A she a4 Sk A ZHE) S LhEb g ek 7] R gke
200 eh F7FFE W A2 ping(IM) "l 7L o] A & F R4 Al &

$ ping hostname
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pingHH o2 YA s~ E 33l
hostname & 2~E 7} ICMP A %5 5] 83t 73 -9 vf2 Wl A 2] 7} 32 A v o,
hostname is alive
o] W] A| X = hostname©| ICMP &3 of] &S YEb N Ut 28 Y hostname©] 2H5
FAEHRAAGICMP 2 & A 5 9l= 7, ping HH S ZHE o5 22 S HE
A o}
no answer from hostname
o = < o 2 Il = 5 SRS
v AR 2 AET IS A sk FRAA &Rl she
W
BO]- =)
ping ™ H o -s FA S 2S5t YA T 2ETAFY Fol A uk )| Flo] EAIE A =4
5141 % 5 9l 4l o
@ pingHHSSH Iz JdH g}
$ ping -s hostname
ds-9 I AAE A7) 9 & pingEH

98

ping -s hostname "8 &= A& AF7E A E R E LAMS A Fob v A 2F 237y
o 7k 2] AL A ]2l E AR S AERE AFch o3 2 SHo] 3hnde

EA e

& ping -s hostl.domain8

PING hostl.domain8 : 56 data bytes

64 bytes from hostl.domain8.COM (172.16.83.64): icmp seq=0. time=1.67 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp_seq=1. time=1.02 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp_seq=2. time=0.986 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp_seq=3. time=0.921 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp_seq=4. time=1.16 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp_seq=5. time=1.00 ms
64 bytes from hostl.domain8.COM (172.16.83.64): icmp seq=5. time=1.980 ms

~C

----hostl.domain8 PING Statistics----
7 packets transmitted, 7 packets received, 0% packet loss
round-trip (ms) min/avg/max/stddev = 0.921/1.11/1.67/0.26

N7 A SA = S AEof A sl o] AA| = ol =] of F-E vrEFY Y thpingo] Al s &
7%, ipadm Y netstat W ¥ C & W 31 ¥ = v E 9 T AFE} & &1 514 A] £, Oracle Solaris
el v EH A )AL VI EY I 7}ASIO] “IP B so] AW F 4 BB 7 g
91 # o] A| “netstat W O Z U E S I Ael U E & TR A L.
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CECERLERE SR

o 5-10

ohS el el W E 9 B g g ahel Y= A AT E Halshs e
B F o}

ol
a2
°
5
N
fo
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o
5
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—n
Exl
>
ol
ol
b
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>
D
@
(V2]
p
Q
-t
ol
ot
Ao
i
W
o

/etc/default/inet_type 3+ ¢ S w51},

S FEFo A M EY Ao 233 FES /etc/default/inet_typel 71t}
= [Pv4 A HTE A

DEFAULT IP=IP VERSION4
= [Pv4 2 IPv6 FH BF E A

DEFAULT_IP=BOTH

rir

s
DEFAULT_IP=IP_ VERSIONG

inet type 3} Yol t gk AFA F U] &2 inet type(4) Wl 7L H o] A & FER AT A L.

F _netstat 8 Y -f T L= inet type THL ol A= ZHS o A g e}

IPv4 2 IPv6 F B E A3 EE &8 Ao

= inet type ¥} < oll DEFAULT IP=BOTH == DEFAULT IP=IP VERSION6 W2 A A& #§-

ch 3} 2ol £ 5 ofof i),

% ipadm show-addr

ADDROBJ TYPE STATE  ADDR

100/v4 static ok 127.0.0.1/8

netd/v4 static ok 10.46.86.54/24

100/v6 static ok 1:1/128

net0d/v6 addrconf ok fe80::a00:fe73:56a8/10
net@/v6add static ok 2001:db8:3c4d:5:a00: fe73:56a8/64

= inet type ¥} % ol DEFAULT IP=IP VERSION4 H<E A Q& 7 ¢ t}2-3} 7bo|
=8 5 ofof gt

% ipadm show-addr

ADDROBJ TYPE STATE  ADDR
lo0/v4 static ok 127.0.0.1/8
netd/v4 static ok 10.46.86.54/24
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v ES]Z A 31 B2l 275

100

v

A\

ol 5-11

o] 5-12

ERELEET LN EE T ELI Rl

# /usr/shin/in.routed /var/log-file-name

Fol Al g ol g U EY Aol Hgo] A &%

24 v,

2
|o
fr
)]
1%
e
o2

o

ol
B

in.routed 9] 2o I V| EY I 21

o}g ol =100 =l o] A “IPv4 7 2 A A ] 2] 2] S 7] E 5l = ube” A xfol A wEE
239 A& HBES BoelF

-- 2003/11/18 16:47:00.000000 --
Tracing actions started
RCVBUF=61440

Add interface 100 #1 127.0.0.1 -->127.0.0.1/32
<UP | LOOPBACK|RUNNING |[MULTICAST|IPv4> <PASSIVE>
Add interface net0@ #2 10.10.48.112 -->10.10.48.0/25
<UP | BROADCAST | RUNNING |[MULTICAST|IPv4>
turn on RIP
Add 10.0.0.0 -->10.10.48.112 metric=0 net® <NET SYN>
Add 10.10.48.85/25 -->10.10.48.112 metric=0 net® <IF|NOPROP>

IPv6 Neighbor Discovery o] 2] =+ 4] -& 53 sl =
Ay

pas

FAelt 218 A28 5

[Pv6 in.ndpd | =2 ¢ =& SR =2] Aol &
SEHch ol FALEFE5E dj7hA 2F FH ol A H Y th in.ndpd tl o] A| AHE
o A& B E 37 Aol LGB}

in.ndpd 9l & 2] 5 & A =g o},
# /usr/lib/inet/in.ndpd -t

Jag A Ccrl-cE dHEA FH S FS L
in.ndpd Hl%—"r‘-’gv
oS E8 2 in.ndpd F 8 & A| & F-E-& HolF e}

# /usr/lib/inet/in.ndpd -t
Nov 18 17:27:28 Sending solicitation to ff02::2 (16 bytes) on net®
Nov 18 17:27:28 Source LLA: len 6 <08:00:20:b9:4c:54>
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traceroute § H 0 2 FAZ A F R F 4|

Nov 18 17:27:28 Received valid advert from fe80::a00:20ff:fee9:2d27 (88 bytes) on netd
Nov 18 17:27:28 Max hop limit: 0

Nov 18 17:27:28 Managed address configuration: Not set
Nov 18 17:27:28 Other configuration flag: Not set

Nov 18 17:27:28 Router lifetime: 1800

Nov 18 17:27:28 Reachable timer: 0

Nov 18 17:27:28 Reachable retrans timer: 0

Nov 18 17:27:28 Source LLA: len 6 <08:00:20:e9:2d:27>
Nov 18 17:27:28 Prefix: 2001:08db:3c4d:1::/64

Nov 18 17:27:28 On link flag:Set

Nov 18 17:27:28 Auto addrconf flag:Set

Nov 18 17:27:28 Valid time: 2592000

Nov 18 17:27:28 Preferred time: 604800

Nov 18 17:27:28 Prefix: 2002:0a00:3010:2::/64

Nov 18 17:27:28 On link flag:Set

Nov 18 17:27:28 Auto addrconf flag:Set

Nov 18 17:27:28 Valid time: 2592000

Nov 18 17:27:28 Preferred time: 604800

traceroute @ F 0. 2 7:;’ 2 AA ’§ B FEA|

o 5-13

H
7] el Al 5 Xéi% t aceroute(lM) UH7T°é | 0] A& FHx E‘Hﬂ Al Q.

traceroute P S AHE S H BRI AE AY TH L AR AF HE L FE3E T
UsHth 5 s 2Bl AR 5 3= 7 F traceroute S AHEstd (4 5 A E
gzl Azl e Frh A g sle AAIE Rl T s

CEEPS PR EES S
il

NER PP LR 2
% traceroute destination-hostname
A& A Al A of] A traceroute T ¥ & tha & A 02 AT 4 ol Fu T

traceroute 3 H 0. 2 YA S A E o 3 A 2 F 4]

traceroute ™ ¥ 2| v} = ear
AFH= NN 75 HEE HoAFH T o] %Ef!% s} 7l o] 7}

EEEy

i
g
lo
U
i)
Fﬂ
[>
lm
3
g 4
2
_t

Al 2~® farhost®

A7 A 2~
Fe et AnE

istanbul% traceroute farhost.faraway.com
traceroute to farhost.faraway.com (172.16.64.39), 30 hops max, 40 byte packets
1 frbldg7c-86 (172.16.86.1) 1.516 ms 1.283 ms 1.362 ms
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snoop %

o 5-14

snoop 4

102

bldgla-001 (172.16.1.211) 2.277 ms 1.773 ms 2.186 ms
bldg4-bldgl (172.16.4.42) 1.978 ms 1.986 ms 13.996 ms
bldg6-bldg4 (172.16.4.49) 2.655 ms 3.042 ms 2.344 ms
ferbldglla-001 (172.16.1.236) 2.636 ms 3.432 ms 3.830 ms
frbldgl2b-153 (172.16.153.72) 3.452 ms 3.146 ms 2.962 ms
sanfrancisco (172.16.64.39) 3.430 ms 3.312 ms 3.451 ms

Noubh wN

BEAEE A B

s
b}
4
r
~+
35
Q
o)
D
35
[e]
c
=
D
ol
ot
s
o
o
r >
o
M
>
ofo
ol
ol
&
td
rin
o
fru
et
-
o
)
£
A

EF A2 A o HE S YH o
% traceroute -ahost-name
AL AL A A ol A traceroute ™ ¥ &

o}
TELEY ZEENHIEEHEFH

% traceroute -a v6host.remote.com

traceroute: Warning: Multiple interfaces found; using 2::56:a0:a8 @ eri0:2
traceroute to vbhost (2001:db8:4a3b::102:a00:fe79:19b0),30 hops max, 60 byte packets
v6-rout86 (2001:db8:4a3b:56:a00:felf:59al1l) 35.534 ms 56.998 ms *
2001:db8::255:0:c0a8:717 32.659 ms 39.444 ms *

farhost.faraway.COM (2001:db8:4a3b::103:a00:fe9a:ce7b) 401.518 ms 7.143 ms *
distant.remote.com (2001:db8:4a3b::100:a00:fe7c:cf35) 113.034 ms 7.949 ms *
vehost (2001:db8:4a3b::102:a00:fe79:19b0) 66.111 ms * 36.965 ms

UubhwN =

traceroute to v6host.remote.com (192.168.10.75),30 hops max,40 byte packets
v6-rout86 (172.16.86.1) 4.360 ms 3.452 ms 3.479 ms

flrmpjl7u.here.COM (172.16.17.131) 4.062 ms 3.848 ms 3.505 ms
farhost.farway.com (10.0.0.23) 4.773 ms * 4.294 ms

distant.remote.com (192.168.10.104) 5.128 ms 5.362 ms *

vbhost (192.168.15.85) 7.298 ms 5.444 ms *

UubswWwNE

Fez A AS EVHT

snoop I ¥ & AF-&-3lo dlo] B A AEl & U E EH T 4 3 F5 o snoop H H >
e L R R L P s

F AR ek 3 & 4] 54 F A 5Lk 5ol A A 5 ol vl ek snoop7} B2
o] 7|58 AT R 2§ 20l A A EALo] A TFs g ol A2l Hgeh

& 3 A skl AR YT

Promiscuous = E )| A 7| & el g 5| o] ~~of th gt 3} 71 S | & 6l AL E AV U EH =2
He] &S A5 A TJL']TI‘X‘] o of gt} Q oF oF A ol A snoop Z| a2 &
T2 EFo dFsl= dl o] B gk A gt} o] & 5o NFS 3 712 NFS & ®.qt

F Atk 7] RPC, UDP, 1P Y o]t ¥l = & §) A H = F A =] A] @& A vk, AHA| A B
A FAS A e 2 A2 5ok

=

snoop AR = o]
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snoop " % & At 1] ol G3E A AFS-EhH FAFA <l Al '] B Aol o] sl A
°“Wh+ﬂi%“ o gk 2| 9 A B = F A 2 RECO A &4 o o (¢ll: NFS ==
NE%JH%JPJ g ]

o 2
A AbaHE 32 841 Al 2. snoop 2 441 Aol vl 2 <A
[e]

o =
¥ o] 2| & FFRFHA A Q..

EL

snoop(1M) 7 57

RN EE NP E PSS

A 28e] AR Qe o] 2o P AR E S F
# ipadm show-if

snoop % &= YHEA © & H
ALggh o,

T e
£ ol
-
rr
s
-F
s

e

Ao A (RE 7S U EH T A Al ) E

Example 8-19° E A ¥ R 3} Zo], ¢ 5-155 A ol dHsto A AN E
A =gk o,

Ctrl-CE AHE-3te] = 24| 22 A A e},

snoop W H o EH
o

7] snoop = 77 H 28] A Eof o & oh5-3 ] gk E 8 S wkgk g o)

% snoop

Using device /dev/net (promiscuous mode)

router5.local.com -> router5.local.com ARP R 10.0.0.13, router5.local.com is
0:10:7b:31:37:80

router5.local.com -> BROADCAST TFTP Read "network-confg" (octet)

myhost -> DNSserver.local.com DNS C 192.168.10.10.in-addr.arpa. Internet PTR ?

DNSserver.local.com myhost DNS R 192.168.10.10.in-addr.arpa. Internet PTR
niserve2.

fe80::a00:20ff:febb:e@9 -> ff02::9 RIPng R (5 destinations)

4 48 NIS % DNS A ol T g A & v = 5}ho] 4
A gl A R+ A 7] ARP 3 7l ¥ in. ripngdel o g
2

s

o5 ok

o] ZH ol AAH s> F
ilﬂmﬁaiﬁﬁ =3
IPv6 P 24 FLdEE

snoop &3S 3} ¢ 2 A 5} =

snoop A A& 3t L2 A AP}

# snoop -o filename
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snoopHHoZ NN AF R UEF
& 5¥H o5 ZEh
# snoop -o /tmp/cap
Using device /dev/eri (promiscuous mode)
30 snoop: 30 packets captured
ol e ol A = 3 ZL 30¢] /tmp/cap FHH ol 4 A E S5 ek o] LS T~ 7o)
STt REYHER o gl sk AAH NI e B Eo| FAH =,
Ctrl-CE ‘r#U4 AAEA S A FH o
snooptE BAE A AE B Y EY Y B S wte =, 0|2 gl Ao} o 3= 4
AT AA A5 A sk A A Al ~'] ol A snoopE A 3 FFA) A &
2 snoopEH WA B} Y-S FAAF Y
# snoop -i filename
d5-16 snoopE YA IFLJ UL
o5 S8 2 snoop -1 W 2| I A2 thekg PAHE BoAF T
# snoop -i /tmp/cap
1 0.00000 fe80::200:20ff:fee9:2d27 -> fe80::a00:20ff:fecd:4375
ICMPv6 Neighbor advertisement
10 0.91493 10.0.0.40 -> (broadcast) ARP C Who is 10.0.0.40, 10.0.0.40 ?
34 0.43690 nearserver.here.com -> 224.0.1.1 IP D=224.0.1.1 S=10.0.0.40 LEN 28,
ID=47453, TO =0x0, TTL=1
35 0.00034 10.0.0.40 -> 224.0.1.1 IP D=224.0.1.1 S=10.0.0.40 LEN=28, ID=57376,
TOS=0x0, TTL=47
Ze}ol ) 7-& & s
v IPv4 A ¥ &} Z Lol E 7} 3 31 & 3}l 5= W
1 ZEto|dE E= Aol AdZ % 3 B9 H o] A snoop Al 22 AR Itk
A A Al 2~ 8l (snoop Al 228> B8l 8F= B& E v & IS E E snoop A4
3| Aol A A A & kA gk AFehS REed Tk
2 SATEA snoopE YT kS Y S Yl AZFIFY L
3 FYH &S AASkL A ek

104

snoop 74 A 1} of] off &k &}A| &k W] 8-> RFC 1761, Snoop Version 2 Packet Capture File
Format (http://www.ietf.org/rfc/rfcl761.txt?number=1761)% % & 54 A &.
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o 5-17

IPv6 Yl E ) 2 E 2 9] & B H 3= i
snoop "3 ¥ & E IPv6 3 Zlqk A 4= ol o
IPv6 3} 21 & 4 A gyt

# snoop 1ip6
snoop "3 & ol o gk ApA| & W] -2 snoop(1M) ™ 77 # o] X & F A5 Al

IPve VI EY T Ed] Iut T

o} ofl = =S ol A snoopipe HEH S A A A F = EH 22

BofFuch

e
=
o
o
o

# snoop ip6
fe80::a00:20ff:fecd:4374 -> ff02::1:ffe9:2d27 ICMPv6 Neighbor solicitation
fe80::a00:20ff:fee9:2d27 -> fe80::a00:20ff:fecd:4375 ICMPv6 Neighbor

solicitation

fe80::a00:20ff:fee9:2d27 -> fe80::a00:20ff:fecd:4375 ICMPv6 Neighbor
solicitation

fe80::a00:20ff:febb:e@9 -> ff02::9 RIPng R (11 destinations)

fe80::a00:20ff:fee9:2d27 -> ff02::1:ffcd:4375 ICMPv6 Neighbor solicitation

P75 AR & A4 ate] 3 L6

IP Al 5 A A = 1P #22 3F4317] 3l Oracle Solarisel 4 &= %) = Sl 5 v T, o]

| E ¢l e o] 20t AdE F 45 AFEShe 5 3 Flofl HA 2T
)%l o] ol = 1] 30 Q1 B] 3l o] 2t 3] A alEl o] o 4 5
FaYUEAF iﬂiﬂ%qqmwTi%m%$i€44Eﬂﬂ%%%%$

g5yt el A28 S Ao 2 sl R E EfyS WU EHEE S5 95 o}
Eﬂ%%$zijw%%éNi%ﬂﬁiﬂtﬂaﬂi%ﬂﬂa%%%ﬂﬂ
TEASH REEYLYY F Y5

P A2 3 5 Apas Ao o] el Aok od e 2 S e sk od ol o el %] &
B EE g iUk u A oo e At sl od el A AEska Al g

E e e gl

IPA S A B g & Z e " sk7] 2l A 54 -17F snoop ™ & ol F7F5| S5 T
ol Aol 7L WA AF A A A 1P A S ;E}X'] S AHEsto] B Hl o] H &
EASES AR

F Al 78] Aol & o] 8l 5} ¥ ¥ System Administration Guide: IP Services®| “Data

Encapsulatlon and the TCP/IP Protocol Stack”= 3 £ 5141 A £

5% . TCP/IPHI E ) 2 ) 105


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Msnoop-1m
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3ipov-32
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3ipov-32

snoopEH o Z A AF ZE
o 3 =] -
VY IPAZ A I F]-E &l sl=uky
dagt A A 2o AZAE AEH o] 20 N FREFH P}
# ipadm show-if
=7 el o] 2o A IP E7 & A U e},
# snoop -I interface [-V | -v]
S ARG I
REde e S AL TS 7Rk 7 vt
# ipadm show-addr
ADDROBJ TYPE STATE ADDR
1o0/v4 static ok 127.0.0.1/8
net@/v4 static ok 192.68.25.5/24
100/7? static ok 127.0.0.1/8
net@/? static ok 172.0.0.3/24
net@/? static ok 172.0.0.1/24
100/7? static ok 127.0.0.1/8
sandbox & toybox2t= I 4 o] t}-& IP F 4 & AF&3hetar 7HA gy o)
®  sandbox-172.0.0.3
®  toybox-172.0.0.1
A 228 o A 2 ELE e} o] o] 2ol A snoop -1 & AW & 5 QLI Th E A 5= 9 2
AR AR AT A o of o e| ARl A] obuw v] A o of o o ] AFQlA| of of] whe}
oA v ok
dl5-18 T X QlE] s o] 2~ 0] Enf 3
# snoop -I 100
Using device ipnet/100 (promiscuous mode)
localhost -> localhost ICMP Echo request (ID: 5550 Sequence number: 0)
localhost -> localhost ICMP Echo reply (ID: 5550 Sequence number: Q)

A BHE EY S A v A S AFESHA] Al 2
# snoop -v -I o0
Using device ipnet/100 (promiscuous mode)
IPNET: ----- IPNET Header -----
IPNET:
IPNET: Packet 1 arrived at 10:40:33.68506
IPNET: Packet size = 108 bytes
IPNET: dlifversion =1
IPNET: dli type =
IPNET: dli srczone = 0
IPNET: dli dstzone = 0
IPNET:
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snoop HH o EZ N AF e F

IP:  ----- IP Header -----
IP:
IP: Version = 4

IP: Header length = 20 bytes

o

IP Al Z o A= 3§ 7 3o] x| Y5 = & A [PNET & B 7} 3 Z 9 3 7) 9] ko
EA YT 22D A D7 EF A FH UL ID 02 E 2 o] F o] of o of A

A0 & ek et )

ds5-19 A ol U= neto FA o] HI 5 F

# snoop -I net@

Using device ipnet/net@ (promiscuous mode)

toybox -> sandbox TCP D=22 S=62117 Syn Seq=195630514 Len=0 Win=49152 Options=<mss
sandbox -> toybox TCP D=62117 S=22 Syn Ack=195630515 Seq=195794440 Len=0 Win=49152
toybox -> sandbox TCP D=22 S=62117 Ack=195794441 Seq=195630515 Len=0 Win=49152
sandbox -> toybox TCP D=62117 S=22 Push Ack=195630515 Seq=195794441 Len=20 Win=491

o] Z e A28 v o) 42 ThE o ool A A ahis B R L ) 2ol 4
o} odol o HeE o) & ] Fo}od neto P F 4o} A3 BE o7& T 5
k1

DESIRIRNE FEEER PSR MEEEE S R PR

# snoop -I net@ -v port 22
IPNET: ----- IPNET Header -----

IPNET: Packet 5 arrived at 15:16:50.85262
IPNET: Packet size = 64 bytes

IPNET: dli version =1

IPNET: dli type =0

IPNET: dli srczone = 0
IPNET: dli dstzone =1
IPNET

IP: - IP Header -----
IP:

IP: Version = 4

IP: Header length = 20 bytes
IP:  Type of service = 0x00

IP: XXX. .... = 0 (precedence)

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = not ECN capable transport

IP: ...+ ...0 = no ECN congestion experienced

IP: Total length = 40 bytes
IP: Identification = 22629
IP: Flags = 0x4

IP: 1. = do not fragment
IP: ..0. .... = last fragment
IP: Fragment offset = @ bytes

IP: Time to live = 64 seconds/hops

IP: Protocol = 6 (TCP)

IP: Header checksum = 0000

IP: Source address = 172.0.0.1, 172.0.0.1

IP: Destination address = 172.0.0.3, 172.0.0.3
IP: No options

53 . TCP/IP U EY A e 107



108

ds-19 ZH GG Sleneto FA A EE (AF)
IP:

TCP:  ----- TCP Header -----

TCP:

TCP: Source port = 46919

TCP: Destination port = 22

TCP: Sequence number = 3295338550

TCP: Acknowledgement number = 3295417957
TCP: Data offset = 20 bytes

TCP: Flags = 0x10

TCP: 0... = No ECN congestion window reduced
TCP: .0.. = No ECN echo

TCP: ..0. .... = No urgent pointer

TCP: ...1 .... = Acknowledgement

TCP .... 0... = No push

TCP .v.. .0.. = No reset

TCP: .vv. ..0. = No Syn

TCP: v+ ...0 = No Fin

TCP: Window = 49152
TCP: Checksum = 0x0014
TCP: Urgent pointer = 0
TCP: No options

TCP:

IPNET 8| | &= 3| 7l o] A & of 3 (ID 0)ll A4 Sandbox(ID 1) & A| 3% & L}EF Y Yt}

d5-20 3 A HEE E3E =

o 1 1= pud

Niz)
=)

# snoop -I hme0@ sandboxsnoop -I net@ sandbox

Using device ipnet/hme® (promiscuous mode)

toybox -> sandbox TCP D=22 S=61658 Syn Seq=374055417 Len=0 Win=49152 Options=<mss
sandbox -> toybox TCP D=61658 S=22 Syn Ack=374055418 Seq=374124525 Len=0 Win=49152
toybox -> sandbox TCP D=22 S=61658 Ack=374124526 Seq=374055418 Len=0 Win=49152

g & Al st s A& AAE = 7|5 d o] o Al o= Al 2ol F&-3h Tk
Al = g F IDERF G2 A EE = odFrth 9 o] 53 7 snoopE AHE-3h=
A A A= A g F ok

Oracle Solaris®l| 4]+ gk ol Ef | o] 2o A] o 2] 7] o] [P F 45 A& = 3l o &
So] v EY A t}E A Z(IPMP)} #E 7| Eo] ol 2] U E 9 3 el Bl 5] o] & 7} =(NIC) S
Abg5ted FUSF P HI AT AZT FUEF A FHT olBd Ha= oA H e IP
FLEAES T %%l#“ﬂmwﬂﬂﬂ*“ﬂﬂﬁﬂﬂ*ﬂ%ﬁﬂ ﬂ%A
Qlef sl o] 2ol 3l & 2 =2 IPv6 74 5}, IPve 74 = A1 A 74 sht o] AF Bl IPva
shub7b 2k v o)

Al 2dlo| A Edl Y d o] Al A= 3-8 2 T3 L getaddrinfo 27l S EF o
getaddrinfo= WA} A| A8 ol A AFS- 59l 7Fs 3 FAE HA o 28 7 ‘]% of| A
ol FF 2o - == Al Mol AT 2 A o Ak FhF U Th o] ZEAAE A
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NEFLAY B

A A A o] gfar gt sl Zl o o gk # A o] e AF 47} Al T2 7% Oracle Solaris
2 o] ATHE A& A Fh T o Z 2 A 2% F4 8o 2
A A ol o &k A} A g W] 82 getaddrinfo(3SOCKET) vl 7+

s P>
EN

DA
mlm’;c_t

o N 4y

54
(o]

v
2 o> P
¥
B
Ay
2

L=
—Loﬁ Na
o
=2
rlr
N
e
N
[
)

T,
=
>

] O A S
L opfe

§1<li<12,ob

7o b2 k3)ol 2 A1) o] f7} obu W Ipve -4 A1l G A Bl o] 28 w1 A 5} 7|
S R A o] o] B THE A o £ 2 FA L 2T 5 Ui e
A ahol 4] 4 1 A7} 2ol A A H o] o] o] B AN HEE A] A A4l 4] 2.

A Ipve F a2 A E AR H ol &< HEF L

# ipaddrsel

# Prefix Precedence Label

1:1/128 50 Loopback

1:/0 40 Default
2002::/16 30 6to4

1:/96 20 IPv4 Compatible
i ffff:0.0.0.0/96 10 IPv4

78 A o o] o] M o) BAE L wHE )
# cp /etc/inet/ipaddrsel.conf /etc/inet/ipaddrsel.conf.orig

g~ E HA 7] & A}-8-35}¢] /etc/inet/ipaddrsel.confoll AF-&-AF A o] W] &S
F7h et

/etc/inet/ipaddrsel®] &Hof o5 TS AR o)

prefix/prefix-length precedence label [# comment |

o A ol gl Hlal T F e g ThA AR

—~
+
ot

N
>
oot
o
i
s

= Gto4 Fol 7HE e 94 £ 5 AT T
2002::/16 50 6to4
1:1/128 45 Loopback
ol Al 6to4 4ol 7HE =2 -4 =912l 500] A A vk F 2w o] g -4 =97}
ol Al 500l A 45 W 7 gk 7| ef F4 A A S T = A v Th
o SR A Faeke] Al AMEE B 24 FAS A
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e
M
24
2=
i)

P~

1:1/128 50 Loopback
2001:1111:1111::1/128 40 ClientNet
2001:2222:2222::/48 40 ClientNet
1:/0 40 Default

o] 54 &5 Ee| A Qe o] A7t sl EAE S F-&g )
2001:1111:1111::1/128-2 2001:2222:2222: : /748 Y| E ¢ 3 W of] A ol Abel] of &l
PS5 = 2 E g glo et A~ FAZ AT H U S #9402 A2 F4
2001:1111:1111::1/128°] that 4 =9 2, o el el o] 2o T &l T4 = ¢}
7:£:fﬂxljic+lLZ:L4t+

i

s [Pv6 FARTHPVAFAS DS}
o ffff:0.0.0.0/96 60 IPv4
1:1/128 50 Loopback
IPv4 & A :: FFF£:0.0.0.0/962] 9-4 =21 7F10(7] 2 3h) ol A 60(El o] & 2] 7} =2
A =)o 2 WA E g F ek

AR A ol BeAYE ZEF o)
ipaddrsel -f /etc/inet/ipaddrsel.conf

FRIRZA o] Eell ZA 7L Y= A7 2 IPve FA2AY ZA H o] E-& E-A gl
# ipaddrsel -d

A A A Aol ] A eHIPve F4 A Y A A g o] B
TR 3=y

/etc/inet/ipaddrsel.conf, Y& HA S 3
G A el ol ol @A) A Aol Auk AEE £ % shel® The A E Y5 A

/etc/inet/ipaddrsel®] W& & filename 2 & 5 AU o} o 7] A filename-S AH-& 7 7}
Ae gl st 9] o] 55 veb iy e}

# cp /etc/inet/ipaddrsel filename
filename®] B ©] o] £-& A3t= AR Ao 2 AR F el

TR R ol LAY 2T}
# ipaddrsel -f filename
A AE S A FEZ i 7hA] Aol A A QA H o] &= ARS-Fh T
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o] Aol A +=1P E| @ ol o gk ™ X Oracle Solarisell 4] Bl € & 74 ¥ # % 32| 5+

2 ol el ch5 v of.

IPEI2 e

PHES SHUEY T A Eele 22 EZS x| YstA] 4L 749 =gl 7kl
| o] ¥ JH? SHAESFUEEdFUL A EEHIPve ZEETo| &
IPv6 I EY Tl =t F- R W EY A7} IPv4 ZEEF S AL =372 HAE
Hojul 541 Folewel B oot A4S HE S &3l 7hesi A ch P B E >
IPE AFE5lo] A 7153 2= ol 7}AL ﬂé A FE3ch ufebs o) a2 S
AH8-51H 1pva Y E 9 2 & 535) 1Pv6 uH?Pﬂ%f%# NO T FE = IPy6 Aol E 7FHIPve
Aol 7hssl A ek

>
g

4

o] Oracle Solaris 2 2] 29| A IPEd ¥ =&

o] Oracle Solaris @ 2] A o] Al = E S = do| g &= | & 95t
Q.

=
B 327} 48 5 91 5 o o] Al Ef & A dladn 53] % % & A} 5fo] A4 ¥ 2
FA P Tk e A ) o o2 Hole 92 7|5 e A S el
o & Sof el At A B o] Fo] A | 2 B o] o] gl o] B AT 5
9151 o} dladn 531 7 % ol o) & A A @ ) 8-S qLagn(1M) v 3721 51 o] 7] =

X]-7< —‘]_/\1 /\] <.

B w9

B o oA ool 4 P S A& A 3k A3 o A s sl A
T2 RS AYetA e LU EN TS Be A 7lo] d el R 5 YEE
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PEIE He

112

B2 9 71 ) £ 3} 9] -3 ol wh2} 22kl Y o} Oracle Solarisel 4 #] € 5| = B2 9]
713 2 v 2 E o

IPv4 B1'd — IPv4 5= 1Pv6 3] 712 1Pv4 &l T ol A] % %ﬁﬂﬂﬂﬂ?%%%ﬁﬂii
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# dladm set-linkprop -p [hoplimit=value] [encaplimit=value] tunnel-link
hoplimit IPv6 73 7+ Bl 'd & ol o gk B 'd QI e )| o] 2~ o] & kA & A1 Qg o
hoplimiti=1Pv4 ﬁ 45+ B2 2] IPv4 TTL(time to live) 2 = ol 8] &g o}
encaplimit ~ 7l 5 &= =FH HEH o &l +F AZ G o] F4L1Pve

Efd el vk A8 T},

Z hopllmlt ! encaplimitol] 3l A& g 3k 385 = 9] ol olofof g,
hoplimit 2 encapllmltL HY g3 5E ARyt el o] 55 AW =t E
B o5 R 792 & YUt dladm 319 81‘?8] o= eyt e 5he HE S
dladm set-linkprop, dladm reset-linkprop % dladm show-linkpropd it} @ = el &
913l dladm ™ 7 3 A AF-E-5l = of 2] 519 v E 2 dladn(1M) "} 57 &2 # o] 2| &
CEEMIE]

HY& Afahep e sl o) 2 BE Y ),
# ipadm create-ip tunnel-interface

o3 7] A tunnel-interface= B1'3 & A8} & A gt o] F& AH& v Th

B dEso]2e 2R D AR IPFLE A el
# ipadm create-addr [-t] -T static -a local=address, remote=address addrobj
-t Bl A Fshe T IP T o] obd YAl TP
742 hepg ek o $418 AR5 o
B ol A~ S T T ol Hulth
-T static SAIP Z2ZA A A HH P FL7FAHEE S

Chebai o o,

-a local=address ,remote=address  E1d QJE{H o] 2] [P FAE XA ﬂ‘/]‘:} Eaag:l
AP F 47} B "ol ™ local Y remote®
ﬁAl = u]D} 2 Y A F A 1Pva B IPv6

addrobj EAWUAAFLE L Fl=F L AAE

3k vt addrobj «= interface/user- speczﬁed string
] A
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H
= Ab&-all oF Fu T}, user-specified-string-
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ipadm " ¥ W B B F| o] A5 | Z3H P FAE TA S of B F Aol o gk A g
82 1padm(1M) vl 5+ 3| o] 2] Y Oracle Solaris #2]: v| E -?'-]—’L del o]~
vl E 93 7HAF 8] ALY <t o] B 3 = W el o] A A S A E A A &

Y 34 A X E /etc/hosts T Lol F7}3H o},

(&4) B2 1P el 5l o] = 74 9 o) & el Grvh,

# ipadm show-addr interface

IPv4 Bl 2 & 7 3} IPve &l E] 3| o] 2 wHE-7)
o| ¢l = 4 [IPv6 over IPv4 E{ @ & Wt = = W] & H o] 5o},

# dladm create-iptun -T ipv4 -a local=63.1.2.3,remote=192.4.5.6 private0
# dladm set-linkprop -p hoplimit=200 private0

# ipadm create-ip private0

# ipadm create-addr -T addrconf private0/v6

# ipadm show-addr private/

ADDROBJ TYPE STATE ADDR

privated/v6 static ok fe80::a08:392e/10 --> fe80::8191:9a56

WA Fas FrhsteH 5D TS AHE8HE, addrobjoll T user-specified-string e
AT A E Sl vt ol A FAE FUHE F sls T

# ipadm create-addr -T static -a local=2001:db8:4728::1, \
remote=2001:db8:4728::2 private0d/global
# ipadm show-addr private0/

ADDROBJ TYPE STATE  ADDR
private@/v6 addrconf ok feB80::a08:392e/10 --> fe80::8191:9a56
private@/global static ok 2001:db8:4728::1 --> 2001:db8:4728::2

mw?iQMdeﬁ%ﬂ%éﬁﬁﬂﬂﬂEmd4ﬁﬂthmwﬁ%ﬁ“H%
IPv6 4= X & Al o “/H b2 System Administration Guide: IP Services ®| “IPv6

Addressing Overview” & 3F = 5141 A] &

IPv4 B1'd & 7 -3k IPv4 Q1 B 3] o] 2= wHE 7]
o] ol = °d 7~ IPv4 over IPv4 B 'd & RF = = W & Mo 5 Th

# dladm create-iptun -T ipv4 -a local=63.1.2.3,remote=192.4.5.6 vpn0

# ipadm create-ip vpno0

# ipadm create-addr -T static -a local=10.0.0.1,remote=10.0.0.2 vpn0/v4
# ipadm show-addr

ADDROBJ  TYPE STATE  ADDR
lo0/v4 static ok 127.0.0.1
vpno/va static ok 10.0.0.1-->10.0.0.2
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dladm 3 g & 53 eld +4 € #e
ol & Aol el Bt AR Xl%”é} iIPsec I & FE TS T
3 F Ut} IPsec 74 of o & AFA| gk W] 82 15 &, “IPsec :ILM(ILOS)”% TR A L.
d6-3 IPv6 Bl 'S H - 3F= IPv6 1 E] 3l o] 2 gHE 7]

o] o] = °f 7 IIPv6 over IPv6 Bl 4 & TH == WH & HolFuh

# dladm create-iptun -T ipv6 -a local=2001:db8:feed::1234, remote=2001:db8:beef::4321 \

tuno

# ipadm create-ip tuno0

# ipadm create-addr -T addrconf tun0/v6

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

100/v6 static ok 1:1/128

tun@/v6 addrconf ok 2001:db8:feed::1234 --> 2001:db8:beef::4321

A Zrmegsd 249 94 £ S0 £42 2718t d o2 3} o] ipadn

WS ARSI Al 2

# ipadm create-addr -T static \

-a local=2001:db8::4728:56bc, remote=2001:dbh8::1428:57ab tun0/alt

# ipadm show-addr tun0/

ADDROBJ TYPE STATE ADDR

tun@/v6 addrconf ok 2001:db8:feed::1234 --> 2001:db8:beef::4321

tund/alt static ok 2001:db8::4728:56bc --> 2001:db8::1428:57ab

) Y
v 6tod B4 T4 3wy

6to4 E1'd ol A 6to4 2}$-El = Y E 9 3.9 6tos Ato] Eol] 8l = o tf & IPve E-$-E 2

Abg-=lofof ghul ok ul b4 6tod BH-EH & AT W 2] A Qe H o] 2o A s

2h--E1 7} IPv6 2B 2 % -4 = of oF gtk IPve 7 & A A of] o g AR g o &2

158 9| o] ] “IPv6 7 2 A 7S AR Al &

1 6tod B 'S g5l

# dladm create-iptun -T 6to4 -a local=address tunnel-link

o] Wedo] A& 5 ol A % A5 E The T B4 T

-alocal=address B 24 FAE A A g o) o] F47F A| A8 of o] ] Ex 8l of
FraghFasiveh

tunnel-link IPHYE H2E AU U EY T 3= Helo 4 9u] 3l
o] Fo| A Y= A% Bl o] ol H o] A RIS = Eﬂ% 9
e O & Al ghE A SFF o Al |k A8 g o] 55 Bl el
AR FUdFHUTLEE o] T2 AE 2 PPARI & 2
T ‘4(01] mytunnel0). 27| Sl o F A A& A o] sh= 2
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=3
(<)

Q.
3

o
of
=
i)
i)
By
oX
i)
=
A

ol 6-4

Hd P E 5 o] 2 & ghF el
# ipadm create-ip tunnel-interface

o3 7] A tunnel-interfacet= B3 3 2.9} F L3 o] F-& A&t}
(&4) el & o A IPve F A= 27 o)

th-& F 3 & F713to 6tod B E A S ¢l =5 /etc/inet/ndpd. conf 3} L&
A et

if subnet-interface AdvSendAdvertisements 1
IPv6-address subnet-interface

A AL el e FAlsHE A B A4
AR e HAE e F A E
AF8-5] = 6tod A 7o 2000°] A Tt

ndpd.conf ¥} 4 o] o 3k AFA| gk W] £ ndpd. conf(4) " 74 H o] A & F xR AT A L.

HU ok subnet-interface= #1 B4l o]
©] 1Pv6 4ol = 6tod B | 9] IPv6 7 2:0]

IPv6 A& A& 2 AAg Y},

# ipadm set-prop -p forwarding=on ipvé

2h9-el 5 A F =)

I = /etc/inet/in.ndpd Bl ol B 8l sighup= A3 5o ef¢-E 48 A& A2 4=

9% o tod 4 5 01 & 5415171 919 7H 4] 191 ] 1pv6 = =7} o] 4] A 6tod 3
T2 A% A E U

6tod A} o] Eol 4| 2145 o] & A u] o] =9 A 6to4 H F £ F7HE ek,
731 € 86 9 o] A “IPve-& o] & Al A9 F487% A AL,

6to4 E]'d wt& 7]

o| dlofl A A B Yl ¢l E] | o] 2~ bged©] ™, /etc/inet/ndpd. conf 7} A Gk thA of A o]
A H o] 25 A 5HA FHuch

o| o] = 6to4 E1 2

S
=
FIIEE T T

HF 8- 1 of 5 o} 1Pv6 ¢l Bl 3| o] ARt 6tod B E =

# dladm create-iptun -T 6to4 -a local=192.168.35.10 tun0
# ipadm create-ip tun0
# ipadm show-addr

ADDROBJ TYPE STATE  ADDR

1o0/v4 static ok 127.0.0.1/8
bged/static static ok 192.168.35.10/24
1o0/v6 static ok 1:1/128

tund/_a static ok 2002:c0a8:57bc::1/64
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A\

SECEED)

# ipadm create-addr -T static -a 2002:c0a8:230a::2/16 tun0/a2
# ipadm create-addr -T static -a 2002:c0a8:230a::3/16 tun0/a3
# ipadm show-addr tuno/

ADDROBJ TYPE STATE  ADDR

1o0/v4 static ok 127.0.0.1/8
bge@/static static ok 192.168.35.10/24
100/v6 static ok 1:1/128

tund/_a static ok 2002:c0a8:57bc::1/64
tun0/a2 static ok 2002:c0a8:230a::2/16
tun0/a3 static ok 2002:c0a8:230a::3/16

# vi /etc/inet/ndpd.conf
if bge® AdvSendAdvertisements 1
2002:c0a8:57bc::1/64 bged

# ipadm set-prop -p forwarding=on ipvé

6to4 B ol o] g 1Pv6 T4 A o1 = 20024 Y T}, 57} A S System Administration
Guide: IP Services 2] “Prefixes in IPv6” S % 2 541 A] L.

6to4 2 &) o] 2}-5-¢] o] th &l 6to4 B ' & T4 3} =
Q}%

o - F Q3 HlFAZE eldf 6to4 Dl o] 5 A Y 7] EA 2 & Oracle Solarisel] A1
& otgto 2 AA = o] 9l 133 9| o] #] “6to4 E &l o] eF-F-H E B E & A] WA 5=
(ﬂ'

6tod Dl o] 2hEf ol o gk B2 AL 402 Aol 7] Wol Thg el & 8l of

g e,

« Aol E ol A 6oa 2H-E T4 (120 3 o] 2] TP B & vHE 3 74 3= kel
v )

= Gtod Dol o] Zh9-E ol vl F B T AT ek FA A=

the B4 5 SHbE AHg3he] otos ol o -l ol i E B D& Ahgo 2 AR e,
. of I A E 6tod Bl o] 2h-p-El e thet Bl E S A0 E A j o
# /usr/shin/6todrelay -e
e 542 6tod 2H-FEl2F ol U7 2~ E 6tod Bl o] 2h¢-E] Thell B S A A
oH U~ E 6tos Dl o] 9B = & 4 ed %] 1Pv4 542 192.88.99.15 AF-5-3h
4%ﬂﬂ4ﬂ5ﬂ%ﬂﬁ£iﬂ%ﬂ%Lﬂﬁﬁiéﬁﬂﬂﬁ°ﬁ}mu

B o] 24 o] 1t} o] Zel o] 2}-4-E} = 6tod A-o] £ 9} £ A] Tys Abo] & 7t 3 7]
A A2l g o,

c

o},
o},
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dladm % 3 & 53 ¢

i)

749 el

ol 6-5

N7 2 E 6tod Bl o] 2F-F-Ef ol o gk ZpA| g ] -2 RFC 3068, "An Anycast Prefix for
6to4 Relay Routers" (ftp://ftp.rfc-editor.org/in-notes/rfc3068.txt) =
7:]—7< —~]_)\1 /‘]_;_

= 54 etod el o] ehp-E ol s H & A o2 AA
# /usr/shin/6todrelay -e -a relay-router-address

-a w54 ghE T4 F el o] o A& VY Y Tl relay-router-addressi=
B }ﬁ ° 2 AAT 5 6tos Bl o] E}TEJ o] IPv4 F 4 2 ubg o},

6tod 22l o] 2-9-E ol ol T B 2 6tod B O] A} QU E| 3 0] 2~ B A A w) 71 x| B4
Abe 2 fA 5 o)

Bldol o o] 4 W 2 3hA) & A5 6tos Lol o] 2H4-el o ol 3 B2 A ek
# /usr/sbhin/6todrelay -d

(F4H)6tos F & o] ZHF-EH ol HF EH Lo | FE FE REFEF P},
6to4 2H-7-E] 7} A - E 5 wfjmir Afo] Eofl A 6to4 H el o] 2h-p-Ef el o 3t E Lé =
FEE Hd e ok sl o] 7F e g ATk ol Al 2 E Al et EHE e s

el o of 3] o),

a. /etc/default/inetinit 3} ¢S 3 A g},
ot o] w & Y& A8 of g o}

b. ACCEPT6TO4RELAY=NO 3 &] “NO” 3t “YES"Z ¥H 7 gH o},

¢ (FA)AFEFAERES=SA6tos Lelo] 2l A EHE S 5}

RELAY6TO4ADDR "} 7] ¥ S=of] th &l 192.88.99.1 F 4 & A}-&-5} & = 6tod T el o]
2] 9] [Pv4 FAE W AT o},

6to4 L 2l o] 2h-3-E] A Lol o3 AE) F R IMA 2 7]

Jusr/bin/6todrelay ™ B & AF83lo] 6to4 B &l o] FFE ol 3 A S Ao &
AT oA R5 5 J & Ul oh ol = 6tod Z il o] 2h--E]of] o gk x| o] A}E-
obgto & A A % 79 (Oracle Solaris2] 7| #-3H) 2] &8 & B ofF 1t}

# /usr/sbin/6todrelay
6todrelay: 6to4 Relay Router communication support is disabled.

6tod Bl o] eh-Efol o g x| o] 4§02 W W b33} B F o] A Hu]rh,

# /usr/sbin/6todrelay
6todrelay: 6to4 Relay Router communication support is enabled.
IPv4 remote address of Relay Router=192.88.99.1
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v IPHY e 5

o 6-6

By 742w e o,
# dladm modify-iptun -a [local]|remotel=addr,... tunnel-link
Z1EHE Y F S FAT T sk wEbA - Trype S o] W ol A
SgHeh AR 7 B v H = vhe 3t 2 ok

-

&+

nt

-a [local|remotel=address,... 2AF
C

" IPV6 E1 ol aHgatelw =7 9l 247 pve 47}
.xl] Q ‘6]—1/]];]_

= 6to4 Bl o] As oty = [pva F 47}
EERI

QTP EE HlolH Ha 7ol B
A EE A BEAE O] 52
ARk ol & l*l”é! sred wH 01%01 Hd &

031}0{
fiu

22
1

= 7+ Eﬁ%OI A ?*é = }%‘6‘}71] Hy ek

Z_Blgd 872 o] E& W75t H modify-iptun 5+9] ¥ 8 = AFEEHA] vl Al &t Al
S5k Al
[e)

w
dladm rename-link= AF-23}A1 A 2.
# dladm rename-link old-tunnel-link new-tunnel-link

ulZF7F Al 2 hoplimit T encaplinite} 22 HE 55 AR E W7 5te
modify-iptun ™ B & A}-&5FA] n}A4) Al 2. 4l dladm set-linkprop ™ ¥ = A}-&3} o]
Sw 5 Auel e dAekilAle

B FLY S5 PR T

ol dl=F 7 AAZE FAH YT HA IPva B vpno] 24 W 44 F A4}
AAA o2 WA Yok YT ol Al 28 S A EsH B o] JﬂH FLEASSIES
- ®5H Yot FHA A A= vpno ] hoplimitE 6022 ¥ 7 g
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o 6-7

o 6-8

# dladm modify-iptun -t -a local=10.8.48.149,remote=192.1.2.3 vpno

# dladm set-linkprop -p hoplimit=60 vpn0

IPEE 74 & EA]sh=

P74 EA T
# dladm show-iptun [-p] -o fields [tunnel-link]
o] W3 G AFE R F e LA e

Y
)8
AW
a

-p Al 2~Elof| A B4 7hsgk Al o7 WS FA|j T} o]
A8l A i o

-0 fields EAEE ARE ZA = A EE B AT oh

tunnel-link XA TA ARE L35l= DS A A3t o] o4
e Qe B o -3 kst A 2wl 2l w e
Ao A 5 o

EEEdel g ZA R 54

of of| of] 4 = gk 7l o] Bl wt A] 2B of] ExH g T},
# dladm show-iptun

LINK TYPE FLAGS LOCAL REMOTE

tuno 6to4 -- 192.168.35.10
vpno ipv4 -- 10.8.48.149 192.1.2.3

SRR L EECRE R L2

—

of el o A B A& Eale 5 WEw A )

# dladm show-iptun -p -o link,type,local
tun0@:6t04:192.168.35.10
vpn0:ipv4:10.8.48.149

IPE 2 55

HY P39 55 ARE FZAF)
# dladm show-linkprop [-c] [-o fields] [tunnel-link]
ol Y I} A AL U= A b ZE U

A 8E EA e

6% - IPEYE FA
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dadm® 3 & e 74 4 2=
- Al el A B 7bsR A 0 B AR E A o] Qg e
el = et
-0 fields P S5EAR Y EH JHE Aot Aelg D=2 T A3}
tunnel-link  BZAE 55 F R 3 AR E L= HE S ARG} o] o=
el eh B o] § A ehahe Al 28 gl E e e o a
Rk EAH
de-9 B F FHE 5A
ol dl=EHYe YA TEAHNE LF A sk S HoFuy
# dladm show-linkprop tun0
LINK PROPERTY PERM VALUE DEFAULT POSSIBLE
tun0 autopush -- -- -- --
tun0 zone rw -- -- --
tuno state r- up up up,down
tun0 mtu r- 65515 -- 576-65495
tun0 maxbw rw -- -- .-
tuno cpus rw -- -- --
tuno priority rw high high low, medium, high
tuno hoplimit rw 64 64 1-255
[o) =] —
v IP B 'S A A 5= WY
1 QEso) o) Hol mEk A A FES Aol S ARFHES FHHP
A H 3 o] 25 A A g e},
# ipadm delete-ip tunnel-link
F-HE S A FAoZ AR5 ¢ai A= Bl el A" 7IE 1P A 3 o] 27} glofof
et
2 IPEEE AA el
# dladm delete-iptun tunnel-link
ol o] FUZF FAHAZEHES A H o7 AA sl= -t Y oh A A8 S A F-E st
Eldo] 2215y oh
d6-10 IPv6 Q1 E] 3 o] 22 F-A =l |Pv6 Bl G AHA|

130

of dlell = g7 Bl *d o] @742 AAl gyt

# ipadm delete-ip ip6.tun0
# dladm delete-iptun ip6.tun@
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o] o]l A= v E 9] Aol A WA & 4= 9l = A ubA ol F-A| of] off 31 8l 7 b o o 8
Avd g} obg 55 o o)

n 131 H oA “UHb | E YT A & A2 &>

» 132 7 o] A| “IPv6 vl A] A] WAy 5= L REA Q] LA

ARt EN I FAH W ZE |

W ES D FAE eh AU A A5 F sl ah o] 48] A=) 4 B4lo]
B AU eh 52 E A Sofl V=9 3ol b w e 5227} o] glrbw
el 5 shol £AL sl 219 S el # R M52 R ol e
ZIEAL LA e A2 e o) 27}
A 5 oA ohE v = 9 29}
S TRE | E 9] B 7ol A

o

oﬁ
ﬁﬂ.l_{
_{
T3
_{
EY
5
zo I
m1>
i
o fu

ipadm ™ B & A5t H U E 9 = Qe o] 2o 3 A B E 2 S F 35U T netstat
Pz ed EAE 2AS T ATt ALY ESY 2
2 Gl 3

S8 A F Tk AR S e A A 2

ECEE S Y D DU CEEA B R R LR EE PR
A A S A £HE 5 Ak
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IPv6 ¥ X] A] A SF= L ubA ]l

A|

Md

132

M EY D £ ZE S o] AAHE A SHE P

netstat § 8§ S A 23l U EY I AR E 5231},
netstat ™ & 01] o 3 T o A B =9] 7 o] A “netstat B O 7 U E 2 T Abg)
LRSS o U netstat(IM) "l 7 9 o] 2| & FHx 514 A &

hosts H| o] ] ¥ o] =& ZJ A5} of o] Tut=w 4 ey A el et
/etc/inet/hosts tl o] B M| of 2ol v g ARA g W 82 135 7 o] A “v| E 9] 2 74 v d”

Y hosts(4) Wl 72 9| o] 2| & RS A £,

RARP(Reverse Address Resolution Protocol) S 4 3 % ¢l 7 $- ethers Hl o] & #] o] ~¢j] 4]
oyl FA4E HALsl &E-o] SulEu Al AHe] A &l gl

telnet § H 2 A} &5l 22 3 A~ E 9 °‘]€-9-‘]‘:"5"L]D]-

telnetol W3 & 2 A X = telnet(l) W7 # o] A & FF A4 A L.

W EH 3 ol Zinetd7 23 FAA A e},

# ps -ef | grep inetd

Uy 282 inetd vl o] A3 Tl A gl gk}

root 57 1 @ Apr 04 ? 3:19 /usr/sbin/inetd -s

v E 9] o) 4] IPv6 0] AF-& 7153 7 - IPv6 Bl 2 in.ndpd 7} A & 5 A A| gl el
# ps -ef | grep in.ndpd

b &8 in.ndpd Bl o] A3 F2l &) gl g ch

root 123 1 @ Oct 27 ? 0:03 /usr/lib/inet/in.ndpd

IPv4 E}$E S IPv6 L B J 1 o] =88 F 9 &

71E AR5 o Ll o] =3 5 gl - 1Pve Al 9 | & ol s of &
A2 slal A af of b= AuE A A= Al R A 2] A E st Al L.

E4 1Pv4 2}-$E = 1Pve Al €S 98l d 20| =&
EZZ Ao sl Fst= 79 E| & S Z [pve 2H5-E
2% o} 1Pv4 2F9-E1 & 53l IPve BBl ol A E]d & &
119 #| o] ] “dladm ™ B & &3 EE 74 L A2 E F R4 A] 2.

om NM ﬁ>
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IPve B} %] 2] LAY 3= @ HEA < EA

IPv6S A 8l =& A ) Fu| o opg-3} 22 Abso] WAl S = gl T}

n EX L8 xTT 80 Py E o] A3 Fo|| T 7| E A O F [pye A o]
AR A Uk IPves AR EE o] & 22O E A o T & A FHt

s Aol A o] Ul AE APt o] F AEE=1Pva A& Au A dH=1pva E [Pve
Au) 2ol 749 A A 4 ol th A5 Fetol A Eo A T FE o Au|AS
Abgafof sh=dl o] Z el A Sl A EFS Lo S dH5 ek

= [e) o) = oOF O

A A ISP7}IPv6S A L3} A] &5

IPv6< ¥l Al 5l e =1l & A ISP7}IPve T4 A1 A & Al &5 A o< 7§ ISPE W 7 517]

d=the telS 1AL

m  Alo] Eof A IPv6 T4l o} E 5| A S Al = ISPE o] £ Tl o] &7 42 u] o]

Wol Fuch

s ZFAISPE AFS3hu T} 7FAF ISP Al o] Eof| B A7) ob W] [Py 4 2 S Al F g o)
o) A1 A} AL 2] Alo] E o] A [Pv4 ISPE 7 5o 7FAk ISPl (A A 5| = B Ed &
Sl a=aR =Y

. AFS O] ISPE 7 575 o] thE IPve Alo] E ol o Z =] = 6to4 Bl 2 & AL
F40 S 6tod T E L SEEHIPUFASIPV6 F AL T L EZEZA R
AF-g-gh o},

6to4 L | o] E}-7-8] 2 ' | A] LA 5= X EA

=
A7) 6tod 251 9} 6tod D o] 2h-9-E) 21 B S 1] 2.k Al ek whek 4 B ol =
ohg 3 2 Bk FA 7L A H o] sl el

» 6tod Dl o] 2t = A HEs U &Sl A S 3 sk A ks 7l W ol E3HE
o] o] B] = FH AFahA] k<5 o

n 6tod Dl o] BF-Eol| A F 2 WAy sl £ A
7% 6tod B 7} L) o] 2F-$-E 2] IPv4 F
AUk weld Ipve S AE Q] F A7 A ~AFHE = glF U th 6tod Dl o
gh9H o FAE AFaE 4 ol

n 7| EA O 7 6tod 2F-FE] 2} 6toa HEl o] 2h$-E] Tholl = 41 2] WFA] o] EA) 5} A
okt whebA 6tod BH9-El = 6tod Bl o] BB S A 23 4 9l =]
6to4 D&l o] gh--Ef ol A Al & 4= gl5 U T} 6tos Al o] E &} IPve th A} Zholl = Al 2]
A7 EA M oF gt 2™ A oF oW F alo] EV} A wkS 7l A o] Sl T

b fIF

ha|

6toa & o] gk-¢-E o] WAl =] o] 3= ol & g A 2
for 6to4 2] Internet Draftel] 2™ %] o] gl <51 o} Yutk

| E} i Al += Security Considerations
i 73
el o] eh--E o g A S Ao & ARl of g o}

ol ut 6to4

73 M EYIEA HNZ 133



IPve B} 3] 2] A 3= @ REA < FA]

134

n 6tod Ato] EVFAIE| S = 9l = 7l IPve M E S 2.8} §Al5te =
22| % 6tog Ao ELF YA IPve Ao | EE FAEH A AVES
gt -E A A& Ao 2 AT ¢ ol5 o

n Gtod Ao EVF EA YA [Pve 3 AE S} EA1E - vbo] gl n)| R A o] £}

]
EE

= Security Considerations for 6to4, Internet Draftoll 4| 7 7 5} += 71 4

FRS 5
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IPv4

bl
b

o] Aol A= 1t &5 58, $ 5 WA S 2IStA UEY T 74 3o o g
TCP/IPVEYZ Fx AR E

o] A& vy AHE X

135 3 o] A “H| E 9] = 74 9} Y

136 ¥ ©] A] “inetd Internet Services Daemon”

137 ¥ ©] A] “name-service/switch SMFE 4] 8| 2~
139 3 o] A] “Oracle Solaris®] 74 & A| A T £ &>

SECER S E D

Mg o] 4 T4 A0S ES 30 A5 YA S 74 5 ol ol 3l
o o Ef ] o] 2-ofl A 45 LI T}, o] Mol 4= o] 2l 3k whelof 3 7F ek U S

)

AFgguch dEY I 3t H 73 A1eS TS o] A7 01U gddo|E {7

Fe7tE oo Ao s AE A7t B8 A e U E A F U Th

/etc/defaultrouter ol tdoll = v EH T AA A7 = 2t 1p ol Efsf o] 2~
o| o]l g Yt Al Al of| 4] o] 3} U2 A el AL}
o] EXfE A A AH AR HE AHE AL E=
T o}

/etc/inet/hosts ol Yo =W EH F IPva F A} o] FAE FA S =&l H

e s o] & o] Fo] ERkg T NISB‘EE DNS ©| & A ] 21t
ILDAPHH EZ B AE AL 3= A 5 AE AR = Ao
EA) 5l= vFE ol o] E{ ¥ o] 2 (< hosts. byname)°ﬂ A A=y o}
A}A| gk W -§--2 Oracle Solaris Administration: Naming and

Directory Services= §F =514 A] &
/etc/inet/netmasks o] Yo = EH T HF(:192.168.0.0) H sl HEH A

W5 o) v Enpa g A W (9 255.255.255.0)7F E 35 L TF NIS
B = LDAPE AFSsl= VI ES ol A o] JH = A9
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inetd Internet Services Daemon

/etc/bootparams

/etc/ethers

/etc/inet/networks

/etc/inet/protocols

/etc/inet/services

U EnlA T o ]EM]OI*OH A7 o, AA g ) g2

netmasks(4) " 772 #H o] A & F xR L.

ol ol = U EH T Fefo|dE RER FEFEE FA%
A el B R E 3 2 A 2 A st ol o) W )
gy of, AA g W) 8-2 51 | o] A] “A] A~E] A B E
ARG Z xR sEA A Q. o] dtd & 24 v Y B EE AFE5]1A
= 7§ o] F Al u] 2ol 4] AF-&-3}= bootparams

o] Hlo] 25 vtE7] g 7|EQ vk o] o v & 2
3] A o] o g AFA| & W) 82 bootparams(4) P+ = o] X &
FzabAl

o] YL E 2 E o] F I dlF MAC F4E A g o]
g2 A AH ol Y ES T Feto|dER FAH

Y| E 9] F ol & Al&& ethers H] o] EfH] o] 2~ '%‘?}§§7]91§}
71 Ay o AA g U $2 ethers(4) "l 74 | o] A &
FFx A A £

ol U VEY I FHUEHNTHEE AWAA
FFUh FA O E o] B | o] 2~ 2] 7} g Fof| th gk F-d
A S F7HE 75 gl F ) o] ”Jr°'°| A7) W ol 3§
ZR2 YA UEN T HE A U ES T o] & AH&351
XA F o FyT A & Eo] netstat TE L3 o]

o] o] Ej W o] 2~ o] W F A}-§-5fe] ALEl H o] &5 A A g o}
2t--E S 53l %wEJEﬂ A A S BE

U E 9 3= o] 3t el E3hs]ofof gt ) ApA| gk 82

networks(4) "l 5723 7 o] x| & F & F}A A £

o] I} Y2 Al AElol| A H TCP/IP Z2 EZ U =
M5 S vpdgh) o] g2 e 7F A H QA ¢
ARA g W S-2 protocols(4) " 57+ = o] X & FF A

o] }9J-& TCPL} UDP 41| 29| o] & 9l 2 ok} )

M52 gl o] U e Y EYT A28 555
T2 7o A AFE Ut} AdubAE © & o] g & 3
H Q5 A| eFE U b AA S services(4) "l T4
sl o] 2] & 2 2 344 4] 2.

inetd Internet Services Daemon

inetd B & A 228 o] =@ uf QlE| Yl EF A2 Al ek 4| 28 o] A F u)
Au] 222 ThAl A2 2 S5l e inetd o Bl A A B4 2Bl A9 A8

FA ALY An| 2 E Fbete W SME(A 0] A Fe) 7)1 5)E A3 o)
o}

inetde] A Al 2] = 4] 2 % 32| ool v ohg SME ™ ¥ 2 AFE-]

136 Oracle Solaris ¥+2]: 1P 4] v] 2=

. 20129 3¢


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4netmasks-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4bootparams-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4ethers-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4networks-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4protocols-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4services-4

name-service/switch SMF 4] B] 2=

svcadm An) 2ol th gk ] A (AhE oz AR AR qhgt o 2 A = ohA] Al A
ol AFSH U o ZAA & W -2 svcadm(1M) "7 3] o] 2] &
T ehal Al o

svcs Au| 2 ALl F 2] of] AR of, ARA gE Wl 82 sves(1) " Hl o] A &
xR Al

inetadm  A1B] 29 55 AR A B A o Ay b AA 3 U 82 inetadm(1M)
vl 5743 = °] X]% Frsd Al 2

EA An| 2ol 3k inetadm ZZ 3} 2] proto T E = AU A7 AR E = A S A S

T2 EZ S ek A 8] 27}  1Pva A8 9 proto =7} tep, udp = sctpE

A A =] of of g},

= SMEFE ™ & A}-8 %] % & Oracle Solaris ¥ &|: ¢ ¥} =Hq] o] “SMF ™ & & 3]

SEZEPE B RsIAA] S

= SMF % & & AF-&3led SCTPE &3l A3 5= Au| A& F7Hsh= 23270 9| o] #]
“SCTP ZZ2 EF 5 AL&5l= Au| 25 F716te W& R4 A 2.
= IPv4 S A I 1Pv6 8 S 5 A 2l sh= A a2 F o)l off g &FA| gk 8- 136 9] o] A

“inetd Internet Services Daemon”= %F A2 514

name-service/switch SMF 4] ¥] =~

name-service/switch SMF A1 H| A= 4] A ol kv E 9 = o o] E{ M o] &

P HE

A S A o7t o] Kol A 3} o) fi%El
T Ql)E= o] SME AR A9 55 A W7} 5| %
AR = A AE o) A o] B An] 2] T3S AA

°

% svccfg -s name-service/switch listprop config

config application
config/value authorization astring
config/default astring
config/password astring
config/group astring
config/host astring
config/network astring
config/protocol astring
config/rpc astring
config/ether astring
config/netmask astring
config/bootparam astring
config/publickey astring
config/netgroup astring
config/automount astring
config/alias astring
config/service astring
config/printer astring
config/auth_attr astring

8% . IPAFE

z%

Al L.

o 734y
Bk EE-DEIC EE
=85 9 51T o] SME A ¥] 2] 52
b 5% A0 oo} 24,

solaris.smf.value.name-service.switch
files

"files nis"

"files nis"

“files dns nis"

"nis [NOTFOUND=return]
"nis [NOTFOUND=return]
"nis [NOTFOUND=return]
"nis [NOTFOUND=return]
"files nis"

"nis [NOTFOUND=return]
"nis [NOTFOUND=return]
nis

"files nis"

"files nis"

"files nis"

"user nis"

"files nis"

files"
files"
files"
files"

files"
files"
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name-service/switch SMF 4] B] 2~

138

config/prof attr astring "files nis"

config/project astring "files nis"

7t E AR v AR S NEAH I ARG AANA FF e FeAE(A: ¢, EA
£ =52 ohA g A o) A AE AP e A& ol A5 rheE
o 5FAEEfiles Y nisZ AR FH Ut weti] A5 L E R U ets Fu =

5o 31 NIS A 1] 220l 4 7hA & v e,

o] & Al 8] 2ol A ‘“/}E o] F AN AR A= A AHE g o] T AW A
Abg 0 2 9= E name-service/switch SMF A1 H]i"’] A 55 ARE AAE of

aaieg

, A E9] 2o A LDAP o] & A& An| 25 28548 = 73 9-5 7HA ol
£ SME A 8] 28] £hg 55 4 1.5 74 & of g e}

= config/default”’} 34 2 LDAPE A}-&-3l =5 A
= config/host”} 3tY W DNSE /‘FQ“ Sl & A A =
= config/netgroup®] LDAPE AF-§-3l =5 A A 5| of
= config/printer?7} AF&AF vt d L IDAPE AF-&35

—i

=z =
= =
) 2~
HAFY

2o uE ol d 55 AR E A 4 ohew che WS e s of gk,

# svccfg -s name-service/switch setprop config/default = astring: "files ldap"

# svccfg -s name-service/switch setprop config/host = astring: "files dns"

# svccfg -s name-service/switch setprop config/netgroup = astring: "ldap"

# svccfg -s name-service/switch setprop config/printer = astring: "user files ldap"
# svccfg -s name-service/switch:default refresh

o] F Aul & 29 A of] tff g A} & W &= Oracle Solaris Administration: Naming and
Directory Services S 3 &34 Al &

v| E 9] 2 o o] el W] o] 2] o 3} o] T A W] 29 G F

W E9) 2 el o] el o] 22 2] A2 3 5 v E9) =] el Al e shiz o] & Hu] 2] 5o
wheh eba ek o & 5ol hosts dl o] El W] o] ol = Hoj & 27 A 2we] e
o] S5} 1pv4 T4 W 27 A~ 8o A el T ] =9 =1 QlE] s o] A7} E kL e,
3} X1 hosts ] o] Ef vl o] 2ol &= o £ 9] 79| A{u] 2 0] & 53 o] u}e} o} 2 Ipva 29}
SAE o] Fo] EFH 5 G

=0
=
A
=

Lrr 4

U E )2 o] | o] 2= EP%E} ol Aot
]_

m o] E Au| Ao el = 1 S AFS5t= U EY A& Jetc/inet 2 /etc H E E2] 9
il of o] &g o,

O\

« NISE NIS 9 o] 2h o o] el W] o] 2 2 Abg-ghu| o}
= DNSEE2E AR} e TES AR eh
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OracleSolaris®] B2 A H =2 & F

F-DNSH-E 4t o] ¥ 7> U E 9 7 b o] Ef | o] 22of] 21 4] A7 =] &] 5o}

NIS, DNS % LDAPel A v 9] 5 d] o] B v o] 2 d A of] off gk AHA| 3k ] 8- Oracle
Solaris Administration: Naming and Directory Services = 7t

B
ol
o
>
S~ f-
fo

OracleSolaris®] A EZ X H =2 & F

o] o] A = Oracle Solaris®l| A1 Z| 1 =] = 7 7} 7| 7 & A| A Z 2 & F Q] RIP(Routing
Information Protocol) % RDISC(ICMP Router Discovery)ll t aff A ™ gt o}, RIP %
RDISCE B 35 TCP/IP = & B F )1t} Oracle Solarisoll 4] AF-8- 7453 A A 7 =
AYTEEFTEZL ¥g 1Y F8 25 FAsAA 2.

RIP(Routing Information Protocol)

RIPZ A 2~Hlo] B ET uff 250 2 Al A5 = 7 2 A A ¢ 2] in. routed =
THH Y et E ol A s F4E A A5l A5 in. routed= A 742 A A
HolBES R EHT /S UMEY I W HAZEZ AT LEVEYA
AE|H o]~ & Fal “F L 7heA7S divh

S AEo A gF e A st At in.routed= A E AR B HE FEAIR AL
te AR A RFUHL SAEAA AE A ZE = FrA W oz 35S

Of

SFUh
n sEH (WA S FZE A R E XA A 5 YTt in. routed=
gt A e = A 5 A5 A A HZ A A H ol &S ubE
w s ZYIE AR LYt in. routede= 2 AHE 753 2R o df 8l © e 7] 2 A 27}

RDISC(ICMP Router Discovery) = £ & &

S A EZRDISCE AHE-sto] eh-f-El ol A 2 = A1 AR5 7FAH 5 v uhebA
ZAEO|ARDISCE At ¢t v8 ARE wdsled et H = of &
2 2 & F(d:RIP)S A 3 ol oF T},

RDISC+ 2}-¢-E 2} & A~ Eof| A 5 A3 5] o]of 5}+= in. routed & T3 1 T},

F 2~ E o) A in. routedi= RDISCE A}-&-3}od RDISCE &3l AF4lS o] = 2h-9-Ef ol A]
7| A 72 E FH5y o 29 ol A in. routed= RDISCE AF-&-3hod A4 oA
HEHAS T AE 7|2 AZE AU in. routed(1M) " 57 3] o] ] &
gateways(4) "l 57+ 3| o] | & F R T4 A L.
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OracleSolaris®] B2 A Y =2 & F

Oracle Solaris2] 7 & A A

=
t}-S 3= Oracle Solarisol| A A| 5= RE AR A H =

;
oo
i

i
e
i
il
o
T
A

#8-1 OracleSolaris 4 Z A/ Z2 EF

E-A 1 dZ=" w = A 3wy

RIP(Routing in.routed IPva S 71& 7 2 A A staL 4 Z A A 56 9| o] A] “IPv4 2F-9-E] A W

Information Protocol) Hl o] && 14| e sl= 1GP vt

ICMP(Internet in.routed SAEA Y EY AL BSEHE 64 9| o] A “ttd ol Ef 7| o] 2~

Control Message A sk ol AR Y e SAEA A AR AGS AL R

Protocol) 2F-$-E] 734 A7 sh= v H 66 ] o] A] “xhd
QlE] s o] 2~ A ~E]of| 4] A 72
AR Ao 2 HA s W

RIPng(Routing in.ripngd IPve NS AE At 42 AR 783 o] A “Ipve A Y 2}$-EH &

Information Protocol, Hl o] && 4| e 5= 1GP vt T4 3k W

next generation)

T2 EF

ND(Neighbor in.ndpd IPv6 2H-F-E o] EA & <2l 1 75 3] o] Z] “IPv6 Q1B )] o] 2~ -43”

Discovery) Z & & & W EN T IPve 3 AEE AT )

th& 3+ Oracle Solarisol 4 &= #] 1 ¥| = Quagga = & & & & vHd g oh

Z8-2 OpenSolaris Quagga T & & &

ZE2EF ol & A
RIPZEEZF ripd 1Pv4 3 715 3 & A A 5FaL FHlof] H & x| A
Hl o] &5 o= 1Pv4 A 2] W E & IGPY Y T}
RIPng ripngd 1Pv6 7 2] ¥ B & IGPY Y th IPve H A& H =
AR star AR A A H ol &5 A el o
OSPF(Open Shortest Path First) ~ ospfd W7 A E A D A M E ST S 9 g Ipv4
2R % 2 A E IGPS LID}.
BGP(Border Gateway Protocol) bgpd 2] =gl 7hel A & A S 913 1Pv4 2 IPv6
EGPY Ut}
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IPv6

o] Aol 4] = Oracle Solaris IPv6 T-& o] o) &+ t}-& Z = & 1 o) tf 3] A gk},

= 141 9] o] A] “Oracle Solaris IPv6 -3
= 152 3| o] Z] “IPv6 Neighbor Discovery X 2 & &
158 3| o] 7| “IPv6 7 & %] &~
159 7| ] Z| “Oracle Solaris ©| 5 41 1] 2~ i off g} IPve &A1
160 ¥ o] ] “NFS ¥ RPC IPv6 #| &1~
160 ¥ o] Z] “IPv6 Over ATM | >

IPv6 7} 8 = System Administration Guide: IP Services | 3 7, “Introducing IPv6
(Overview)” & Fr 2514 A 2. 1Pv6 A vl E 9 3 F-AJ of] th &k &+ 3d =4 A,

“UIE 9] Zof| A TPve A" FRSAA L IPH Pl e & FH =674, “IPEE
TS FRIAA L.

Oracle Solaris IPv6 7 &

o] A ol] 4= Oracle Solarisl| 4] IPv6< AH-&3t= 4%, " & 9 ol Zof o 3 A9 gkt
IPv6 4= A A 2 1Pv6 3l T & Al o] off g K.} Z}A| & 7l 8 = System Administration
Guide: IP Services 2| “IPv6 Addressing Formats Beyond the Basics™& % & 314 A] 2.

IPv6 743 =}
o] Aol M =1pve T ol Z 3k 743 st el o aff Ard g

m 142 ¥ o] A] “ndpd.conf T4 I}L”
w145 9| o] A] “/etc/inet/ipaddrsel. conf T4 Y~
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ndpd.conf 74 3} ¥

/etc/lnet/ndpd conf ¥4 in.ndpd NelghborDlscovery o] ol A AFg ot w Al S
TA = Y AFEE YT 2B 2] 4% F & ndpd. confS AFE5lo] B Fof] dE Alo] E
A %0 & T84 4] 2. £ 2E 9] 75 napd. cont & AHE- 3ol T4 ALE FAE

A st AV Al FAaE TAAAl L

5 X+ ndpd. conf 3L ol| AFS-5 = 7| H =& B o F T,

E9-1 /etc/inet/ndpd.conf 7] 9] =

W 4w
ifdefault 2E e s o] 2o W&t eks-E S A T ch ehe-E i g s gk A A she
oh TEE ALE A 2
ifdefault [variable-valuel
prefixdefault Aol dell g 7| 2 S-S A o gheE v 2 e ' ke A sk v
FEE RS,
prefixdefault [variable-value]
it Vel o] 2 w7 58 A G ok ohg TS ALE S Al 2
if interface [variable-value ]
prefix el o] 2 A Fo] FRE Aok o FE& AHEEA Al L.
prefix prefix/length interface [variable-valuel
ndpd. conf 3]-01 of A o] 9] 7| Y =& h9-E A W A E S} A AF-E5HA Al 2.

o] 2] gk *H 4~+= RFC 2461, Neighbor Discovery for IP Version 6 (IPv6)
(http://www.ietf.org/rfc/rfc2461.txt?number=2461)°l AFA| 3] A 2] 5| o] )51 o},
ok B Qe sl o] 2 Aol AbEE & WS Zhekel A 7 g Bed F ook

pul

F9-2 /etc/inet/ndpd.conf Q1 E] | o] 2~ F-A] W4~

W 7123 A9

AdvRetransTimer 0 2h-E] ol A Bl &= o3 v A] A] €] Retrans Timer (] %
Elo]w]) W= Fh& A Aok

AdvCurHopLimit A vl o] & x| A b9 E o A K= 43 v A 2] o A A F A 2 AR FE
A A g o}

AdvDefaultLifetime 3 + MaxRtrAdvInterval eh-E A= o] 7|2 & A A g o)

AdvLinkMTU 0 2} -Ef ol 4] % %f;} MTU(Z o] A& =9]) 3k AR P ek o
2h--Ef o]l MTU &4 o] A1 A = A] ¢ gh5& ek v Tl
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E9-2 /etc/inet/ndpd.conf VB 5| o] 2~ 4] W5 A%)

W 7123k 39

AdvManaged Flag False 2t 4 o Manage Address Configuration(F~ 4 A e
—3‘__,%3}] _j_oﬂ z] =z &k 7L_°_ ]/].F/].L“ 1/] 1:]-

AdvOtherConfigFlag False 2198 &7 ] Other Stateful Configuration(”| B} Stateful 74)
Fo) 2ol AR ke thepd L ek

AdvReachableTime 0 2h$-E o A Bl = &3 v A] #] ©] Reachable Time(%1 72 715
A7y B E kg A AT ek,

AdvSendAdvertisements False vt RS AFs et 8 Ao SHEA ALE
vEbg ok e 21 7]5& A A 5 ¥ ndpd. conf
- dof| A o] 5 WA A 0 & “TRUEE A A 3 of gt}
ApA| gF ] 82 78 5] o] #] “IPve Al ¥ 2t9-El & A S WS
RS Al L.

DupAddrDetect 1 2 L E F 40| F 5 F 4 FHA] % Neighbor Discovery

| =2 E Fol wufof st A% o 8.3 WAIA £

Transmits @917?}‘/] D]—

MaxRtrAdvInterval 6003 SHE A FSHENAE G4 E Bl 2 7HE &
A g ek,

MinRtrAdvInterval 200% S G HEN2E A S Bl F A TAS

AR e

StatelessAddrConf True Stateless 54~ A& T4 & § 8l == ol A IPve 47}
T4 5= 4] o -5 A o] F T} ndpd. confell 4] False7} A &
A$FAE FE R T AN oF ek AA T £
83 #| o] Z] “A}-&-A} A A IPve EZS A5 =S
RE A 2

TmpAddrsEnabled False EE QlE s o] 20f Ty 3) 5‘:—5 T o] 54 2lE]H o] 2o tf 5
Q4] T2 A A B A] o 3 chEp e, A T 2
815l 0| ] “8) A] 2 A SH W RE S 2

TmpMaxDesyncFactor 600% in.ndpd”7} A 2t =W A & 7 <= TmpPreferredLifetime®l] A
A7k ol o] k5 A A3 o} TmpMaxDesyncFactor ¥ 4=2]
FA L Lﬂ %i"ﬂ NE BT A 2F o] QA FAaE F Ao
H‘E /‘é kA ¥ % = 5= 71 ) Ytk TmpMaxDesyncFactor S
Abg-shed alf o) o ghell gk Abehe WA S 5 gl5 Tk

TmpPreferredLifetime False Al Fa A S AT ok A g U 82 81 3 o] A
“AA FALE FASE WS HRSAAIL

TmpRegenAdvance False UAl F a7t A AE ) Aol A g = A A 2EE A A v
A4 gF W82 81 Fl| o] A] “Q) Al F s FA o= WS
TR AL

TmpValidLifetime False Al Fao Fa S 2T ok A g U2 81 9 o] A

9%

. IPve B E
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o
K3
2>
oo
il
rlr
rE
4
i
[
£
o
L
o

t}g %= 1Pv6 A Fol

#9-3 /etc/inet/ndpd.conf  Fo 74 ¥

Ha 7123 cE |

AdvAutonomousFlag True Prefix Information(’d 1 & 2) %41 2] Autonomous Flag(ﬂE
o)) BEo AT kg AR

AdvOnLinkFlag True Prefix Information(’ 7o A ) F4 9 -4 =
Z o ZL(“L-bit”)oll AR & A A o

AdvPreferredExpiration Not set ATl Az uts IR E A A g o}

AdvPreferredLifetime 604800% Prefix Information(’ ¢ A X)) FA4 e A& ol x| A& 3k
A g ek

AdvValidExpiration Not set ATl Fauts IR E A A g}

AdwValidLifetime 25920003 TR AT Fa S ARGk

e

e 9-1 /etc/inet/ndpd.conf ¥} 4

o} ol = ndpd. conf ¥} Lol A 7] Y = W A W47} ARE 5] = WEALS B FHu o
WS A sbeteH FH (%)= Al 7 OV Al

# ifdefault [variable-value 1*
# prefixdefault [variable-value 1*
# if ifname  [variable-value 1*

# prefix prefix/length ifname
#
#

Per interface configuration variables
#
#DupAddrDetectTransmits
#AdvSendAdvertisements
#MaxRtrAdvInterval
#MinRtrAdvInterval
#AdvManagedFlag
#AdvOtherConfigFlag
#AdvLinkMTU
#AdvReachableTime
#AdvRetransTimer
#AdvCurHopLimit
#AdvDefaultLifetime
#
# Per Prefix: AdvPrefixList configuration variables
#
#
#AdvValidLifetime
#AdvOnLinkFlag
#AdvPreferredLifetime
#AdvAutonomousFlag
#AdvValidExpiration
#AdvPreferredExpiration
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o 9-1 /etc/inet/ndpd.conf 7% A%)

ifdefault AdvReachableTime 30000 AdvRetransTimer 2000
prefixdefault AdvValidLifetime 240m AdvPreferredLifetime 120m

if ge@ AdvSendAdvertisements 1
prefix 2:0:0:56::/64 qe0
prefix fec0:0:0:56::/64 qe0d

if gel AdvSendAdvertisements 1
prefix 2:0:0:55::/64 gel
prefix fec0:0:0:56::/64 gel

if hmel AdvSendAdvertisements 1
prefix 2002:8192:56bb:1::/64 qfed

if hmel AdvSendAdvertisements 1
prefix 2002:8192:56bb:2::/64 hmel

/etc/inet/ipaddrsel.conf 74 3} ¢

/etc/inet/ipaddrsel. conf 3} & of] = IPv6 7] & F4 A& A g o] Eo] L 35| of
55 H ok IPveo] A& 715 3F AFEl & Oracle SolarisE A2 & 8} o] 3} of] = 3% 9-40]|
A" W go] 2

/etc/inet/ipaddrsel.conf® W& HAA S = ol 5ok et o o] 9 o]
TdS TR O}X] o= Aol F5Uth Aol B8 & 9109 7 o] A| “IPve 4= A &l
= 3 B o] 2 La] S b A 2 BRI A 0 ippaddrsel confoll v g ApA &
3l
2

il

W82 146 Jﬂ o| A| “IPv6 T4 A
vl 573 o] o] 2| & F AR Al L

A Hl o]l 55 A5t ©l 7 X ipaddrsel.conf(4)

IPve A3 &

o] Aol 4= Oracle Solaris IPv6 -3 © & F7}5 W& of| off 8} A = gk}, T3k [Pve=
ALt F 7|EHH S TR W ol sl A= A v g ok

ipaddrsel & &
92

ipaddrsel ™ Abg-3led IPve 7| o A E A Ho| ES AT dFHTh

= AH&-sted 1Pve 3 7L & o of] off g
./etc/inet/ipaddrsel. conf

o2
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Z
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s
L
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>

o9& . IPv6 FE 145


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4ipaddrsel.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN7inet6-7p

Oracle Solaris IPv6 7@

Eo-4 IPve T2 4B A H ol &

A5l A= e

1:1/128 50 Fxw

1:/0 40 R4y
2002::/16 30 6to4

11/96 20 1Pv4 &8 7H5
i ffff:0:0/96 10 1Pv4

o] 3ol A1 IPv6 I F1(::1/128 & ::/0)7} 6to4 F42(2002: : /16) 2 IPv4 F42(::/96 2

L FFFF:0:0/96) Tt -4 A 02 Al gyl weta 7] 2 H o7 APt} [Pve

th Ao & o] 55l s Zlol el Ao 1Pve T4 9] B o] o] A5 A8 ghv| o} IPv4 42 9
A # o] 2= 53| Pve AL O & o] Fah= 3 Flof sl v 4 =9 & ZH o
AelghPve 2 FA7FA| S 75, Aol A= Ak F 4ol s 8l IPve A =

Ab-& e

== A8k ol
FEo Aol =IPve 7| 2 F LA A HolESHAT a7 I F o AR
B o] &5 e 8l of 5= 7d-F- ipaddrsel ¥ 8 = AF-&351 40 Al 2.
e 22 ol A Hol &S AT sy
n A 2E QLB o] o] 27} 6tod Bl D ofl AFE-5] = 73, 6tod T U =2 AU THE
Al g3 sy
n SR AAFALEEEAUNA TS FAl R AL S = A g, o)l FAE A
gl o] &ofl F7belw FHuth 19 ot ipadme AESte] ol FAE A FAE
¢ 2 A A 4= 5 ot ipadm ™ 7 o] o) 3F AFA| g U] $2 ipadm(1M) " 72
A o] 2] & F A5 Al 2
n [Pv4 FATFIPve TR A A 0 8 AN E A she = 7, ffffi0:0/962] T4
THEH =2 AR HAT F A F
n AlAE Fho =2 A EHE AR okSE A AAE FAEERA
ol Eoll 715 Hut} ol & Fo] Alo| E 27 F 4= o] A [Pv6ol A
Al A= ATt o] 218 F 4 9] oboll = feco::/100] U Th Alo] E 2 F 40
HEd A sHEATIEST Aol ESHAS - dF L
ipaddrsel ™ & o] tf) 3k A}A| gk W] £ ipaddrsel(IM) "} 72 #l o] A| & F x5} 4 A &
6todrelay % 3
6to4 (1 B & AF-&-5lH 2

H 6to4 AFo| E Zholl FA1E = olss v L2 vt 4] vl6to4
o
=

= R “
IPv6 Ato| E5 E ksl ol 71 = A %5121 W 6to4 2H-7-E 7} 6tod Rl o] 2H¢-H &
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*}ﬁ%}w] Bl S A A sl oF gt} 221 6t04 Z 3 o] BH-3-E 7} 6to4 I 712 IPv6

U E 93 2 A IPve Alo] E 2 A 3 T 6tos A & Afo] E7F L A] IPve AFo] E 2}
t| o] E] & el of 5}= 7§ 6todrelay W H = A&t T EHE S A SO0 R

A A sk Al L

o] -8 A& HetE A] 2 © @ & Oracle Solarisoll Al = 7] 28 © & & o]
2B 7} AF-& ok gt o 2 A A =] o] glsF T o] Alvte] &.E vl 2| 517] A of] 6tod = 7 o]

gh--E ol gk Bl A A A g EA S o] A e sHA A 2 6tod Hl o]
eh-5-Ef ol o & AR 7} 82 116 ¥ le ‘6to4 H el o] eh-¢-E ol B d a1 A
s Al L 6tod Rl o] BF-H A& At = 5120 F o] A TP HE & S AL

FASHE WPl 4 W HAE A A €

6todrelay 7
6todrelay ™ ¥ 9 &= oh23 25k

6todrelay -e [-a IPv4-address] -d -h

-e 6to4 Bt E] 2} ol L7 2~ E 6tod H el o] BF--E ZHE Dol W3k x| LS
b0 7 AR} 28 B 4 5471 192.88.99. 1(6to4
2 o| a}“I‘E'] O o AN AE T Fo gt 7| & FAyE A FH o

-a IPv4-address A A = [Pv4-addresss A3} 6tod 2F-F-E £} 6toa H#l| o] 2F-$-E 7F
Bl ol thah A A& Ao 2 Ao

-d 6to4 H & o] 2t-9-Elof vl g el d & x| & A& kg o 2 AAFh )
o] = Oracle Solaris 2] 7] 23+ v o},

-h 6todrelayel o] gt =S ¥ A gt}

AHA g W &2 6todrelay(1M) v 57 #| o] Z| & FH ARSI Al £

d9-2 6tody Bl o] 2h¢-F A 2] 7] Al A

Q71 9l 6todrelay ™ > 6tod H# o] 2F-E] A D o] A A AFel & A T} o]
o] = IPv62] Oracle Solaris & ol o g 7] 2-3+S X o Fut},

# /usr/sbhin/6todrelay
6todrelay:6to4 Relay Router communication support is disabled

d9-3 6tod Bl o] EF-E] A A& AFS
deflo] gh-9F x| o] AFg o7 A%
EAIg )

0_!.4 10

# /usr/sbin/6todrelay
6todrelay:6to4 Relay Router communication support is enabled
IPv4 destination address of Relay Router=192.88.99.1
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do-a 6tod D o] BB = x| A 5hod Abej E A

6todrelay " & ol -a w4 2} IPv4 T4 5 A A g
192.88.99.1 H 4l 3 A g},

6todrelay+ -d, -e B -a IPv4 address &3 ©] A 54
STt A

ERL R

_,d
ot
o
o

o
e
=)

A

IPv6 A & %] & netstat § & 73 A} &
netstat ™ @ o] IPv4 X [Pv6 Ul E 9] 3 Al TE: B %A T} Jete/default/inet type
stedoll A peFAULT 1Pt AASHAY -f I HE ST Aot EA R 22 RS
HRE AN 5 ‘}}*blr% DEFAULT IPE 47—“4 ©° 7 AA 3 netstat 7} [Pv4 B H.uk
FEAFUTh f FA S AFE o] o] DAL A& 5 9l Th inet type T ol o g
ApA g U 82 inet type(4) "7 Jlﬂ o] X]% TR Al L.

netstat ™ ¥ 9| -p 542 net-to-media | o] & (IPv42] 73 -$- ARP H| 0| &-0] 2, [Pv6 2] 73 ¢
o] % Al )& FAI g o} AA & Ul 8- netstat(1M) 574 H| o] A & % 23 Al L
o] 7 o] A& G Aol o §F A2 94 H| o] ] “AF AFENE E A= WS

FrasHA Al 2.

IPv6 ] A& $ &k snoop @ & 3 AHF

snoop ™ ¥ o] IPv4 % IPv6 3 7l & B5F | A & 4= ol F 1t} o] % & & IPve 3l T, IPv6
g7} 3 o, ICMPve6 3l ] 2! Neighbor Discovery X = & F t| o] E| & ]%L T AFHh
7] &% © & snoop ¥ ¥ IPv4 X IPv6 i alg EFFAE Y ipEipp ZEEF
7|9 =5 A A 54 snoop ™ & > [Pv4 = IPv6 9l Z 0k 3 A] ol Ipve FE S-S
A}&*M IPv6 3 2Rt LA }E% LES uH? (IPv4 2 IPv6)= BH T 5 a5 o
ApA] & W82 snoop(1M) 7l 7742 Jﬂ o| 2| & &£ 514 Al 2. snoop ES’ /\} @il'%

105 3 o] Z] “IPve | E9] 2 E 2 2 & B E] & 2) S S 2R AL A 9

IPv6 #| 2 9] ¢t route ™} B A A1
route " & | IPv4 ¥ IPv6 HE B Fo| A 253

o o) wlf 7] B3 1Pva 7 E v T
e E ol A route & BFE F ol -inet6 oS AF-E5FH 23] o] IPve 7 Z ol A
Ty g o AHA ﬂ LH“l & route(1M) " 57 <2 #l o] A & F 2514 Al &

IPvé x| & $] & ping ¥ ¥ 57 A1 7
ping & o] [Pv4 H [Pv6 ZEEF & W AHE-otod A S A ES A o o] 5
A7 A o E A Eof o el MbghshE el whet LR B F B o] FebAl Yo
7| B A0 o] F AWMLt A T A Eof tf 3] IPve T4 E HEREEh= 73 - ping H T 2

1:1

fl
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IPv6 A -2 9] &t traceroute W & A A1
traceroute ¥ & A&l 5X S AE o 8l [Pv4 L IPv6 FEE FAHT
%QL]"/} ”EET? ‘?’l’xu o] A traceroutet ping¥ & Y3 LB EFE A %;-LL]"/]' °]

LA & Ul 82 traceroute(1M) il 7+ = o] x]ﬁe— )
101 9| ©] | “traceroute B 22 2 A FKW RAPE %556}/;} Al S

IPv6 T3 o] &

o] ol A= 1Pve W& dl el o s A v gkt

in.ndpd ©l l(Neighbor Discovery-5-)

in.ndpd |- IPv6 Neighbor Dlscovery 2 e F 9 ey JAS FH g} o]
o &2 IPV6°ﬂ e F4AS FAE FEg T} E}%% 1n.ndpd/] A== FAS
HojFeh

-d - HWA e AR

-0 SA olHEe] gt vy AR

-f 7] /etc/inet/ndpd.conf 3} Al A Hl o] E] & ¢l =& 9} A& x| A3 o}
-1 ZEelEHo] 2o it A AW E FH o

-n B E oS3 S FE sk g

-r FAE IS A o

v Thekd A o] Al WA A & RS EE A A E BA| REF A A g ok
-t WA FAE ARG

in.ndpd Bl ¥ /etc/inet/ndpd.conf A I} ol A A = vl 7 H =2}
/var/inet/ndpd_state. interface A| % 7+ 2] wi 7H ‘1’4 T2 A}

/etc/inet/ndpd.conf ¥t Qo] gl oW o] mtdo] L& A 5o &
o] ARS8 Th 32 9-12 o] Thd e e - 8l= 78
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B ER = 5] 9B ALE Tbs el A 92 5 Qg Tk e e ola) erelal s
A 4 ol gk Ea s Ao A E A 9 % Sl

/var/inet/ndpd_state.interface 7+ 4> A B} U T o] 3} U 7F o
F71 R o2 o] EfY ), 2= 7t A sl sle] tfA] A i

sk olEl o o] A 748 5 alevieh. o] sale] & shelo] opA
Ao Qo] A F A4 U 9t . 7] 7ko] 23E o] gl FTh T3 o] A 2H9-F
ool A “gh4ek” 7] e} vl N & 2 FEE| o 95 o}

TFA MU FEE = 5SS in.ndpd(IM) "7 # o] A] = ndpd. conf(4) "} 74
=
=

in.ripngd o =(IPv6 73 2 A 3 &)

in.ripngd U] ¥ 1Pv6 2H-9-Ef o] gk ApA| o 74 & 2] A A B = 2 & F(RIPng) <

T8 g o} RIPng+= IPv6©ll 3l 5l RIP S Y T}, routeadm ™ & & & [Pv6 2}-9-E &
T4t 1Pv6 73 & A A& A A 5HH in.ripngd Hl©| 2}-9-E] o]l 4| RIPngE 7 & gt}

52 RIPng | Al ¥ = 34 & BofFch

-pn nRIPng W2 & AF e FAleh= vl AR5 = oA 2E He & A A3}
-q BAE A JHE EAGHA gkH

-s o] 2hH 2 ALS A = Aol B A E A RS E A o

-P Poison Reverse S A& 3} A X3} & % ghuch

-S in.ripngd7} BHFE 2 ARSE A b= 7 ol &2 7 2h-E o] 72 7 Zhl

E3hgh o,

inetd = 2 IPv6 A ¥] =~

IPve Al A1 &8 7 732 1pva 8 A 3} IPve 8 A & 5 A 2] 8} A1, IPve 8 At
Helg s Unh A=At pve 2A S Sa 2 F S A e Edk e
ZetoldE Al AR T L} ZREZ S A
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IPv6-3 A B A S F7}al A A4 518 H SME(A B A e 7] 5) o A A gat= S
A3 Al £

= SMF ™ & of off 3+ A}A| 3k ] 82 Oracle Solaris ¥2]: € ¥k =] o] “SMF ™ & & 32|
e E] EPE FRsAAI L

» SMFE AH-&-5le] SCTPE 53 A& 5| = IPva A v 2 A A E S 4 5} ol A
ﬂ“°mﬂﬂﬂ%mwiii+ﬁ4&ﬂﬁﬂﬂﬁﬁﬁﬂﬂ%P%%r
A AL

IPv6 A B A5 A 5led ™ 8l & A 8] 2o 3k inetadm Z 23} Y ] proto = el
4 3hak ghol kel sl oo o,

= [Pv4Z IPv6 8 & B F A elsl= An] 29 F oTtCDG udp6 1= sctpe A B gl ch
tcp6, udpb B+ sctp6 2 Zhol proto°‘ 73 ¢ inetd+ A1 ¥ o] IPve 47 & A =g o},
IPv4 2 EMO%EOH 2 o] sl 7% A e ol = IPv4 vl "iﬂif‘% Hulh

= Pv6 8 A" A 2] 5= A 1] 2~ 2] - tepbonly B+ udpbonly S A1 B g o} proto©ll
el o] 3 3k F st E AT 7% inetd = HHM] IPv6 4= ?i—% Ao},

Oracle Solaris " & & v} & 18 ° & nl& 749 sl & Au] 2~ 18 o] IPves X] A=A
geolg| ok gttt F+& o] IPves A YU 5HA] = 7 $- proto 3= tep, udp == sctpE

x4 3 of v e,

22 1pva 2 IPv6S & T} A Y5l SCTPE S 3l A 3 5| = echo A1 B] 2~ v L] 3] ~ E o]
&l inetadmo] A Y E T E st T2 ufd o},

# inetadm -1 svc:/network/echo:sctp_stream

SCOPE NAME=VALUE name="echo"
endpoint type="stream"
proto="sctp6"
isrpc=FALSE
wait=FALSE
exec="/usr/lib/inet/in.echod -s"
user="root"

default bind addr=""

default bind fail max=-1

default bind fail interval=-1

default max con rate=-1

default max_ copies=-1

default con rate offline=-1

default failrate cnt=40

default failrate interval=60

default inherit_env=TRUE

default tcp trace=FALSE

default tcp wrappers=FALSE

proto BE] kg WASIelW The FEE AHE a4 4| 2

# inetadm -m FMRI proto="transport-protocols"
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Oracle Solaris A= Z E gl o] o] A| F 5] = 2 E A1 o] = proto= tcp6, udps L+ sctp6i
Aahe 25k §5ol shibn 22 G Tei 24 A ey 117
Al Sﬁ AW (exec)= o) Al ©hd An] 2~ ol A~ *i:ﬁ/‘* Huth o] % proto ZFell = tep

U tepoonly Zrol EFHUTH o9 & £ shell® proto = A steid oS HHE S
A de skl Al 2,

# inetadm -m network/shell:default proto="tcp,tcp6only"

A& AHE8h= IPve Al AW S AF A sk W ol of @k ARA g W) -8-2 Programming
Interfaces Guide 2| IPv6 extensions to the Socket APIE % £ 514 A £

IPv6-§ Al v] 2= 4 A] L A}

IPv6d A0 28 F7hal A 50 @ A § oh Ababel £ 8414 2

" proto @& tcp6, sctpb B udp6E A| A 3l oF IPv4 E IPv6 1 2 o] BF 7hs g o},

proto %k itcp sctp £+ udpE A A fi 745 A H]* = IPV4U]' *]‘% o ch

°‘Xl”h °ol= iﬂi} A °L¢Ll ct. °‘EHE}iE} SCTP iaﬂlﬁ <= inetd”} 255} 4|

A=
= wait status =+ exec 53 A W7} 2 7] wll Fof| A 8] 2ol F 7l & 3t T g st
75, A A u| 2ol Al F A o] Q] ¥l A A B AE ghEofof g}

IPv6 Neighbor Discovery = £ & &

152

IPv6L- RFC 2461, Neighbor Discovery for IP Version 6 (IPv6) (http://www.ietf.org/rfc/
rfc2461. txt?number=2461)°ll 4™ %l Neighbor Discovery = & & &3 AR-§-3hth F 8
Neighbor Discovery 7|5l ™ & 7§ 8 += System Administration Guide: IP Services 2| “IPv6
Neighbor Discovery Protocol Overview” & 3 & 5}4] A 2.

o] A of| 4| = Neighbor Discovery = 2 & F | T} 7| 5ol th 3l A g ch

= 153 7 o] Z] “Neighbor Discovery®ll 4] A &5} = ICMP | A] %]

» 153 3| o] X| “AbT FA ZEA| 27

1558 0] A “o] % 9 A P A TP

w1553 o] A T F A4 GHA] e E”

w156 3 o] x| “ARP % ¥ [Pv4 Z & % Z 3} Neighbor Discovery H] i

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=NETPROTO
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=NETPROTO
http://www.ietf.org/rfc/rfc2461.txt?number=2461
http://www.ietf.org/rfc/rfc2461.txt?number=2461
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3chapter1-40
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV3chapter1-40

IPv6 Neighbor Discovery Z 2 & F

Neighbor Discovery®ll 4] A| 5-3} = ICMP "] #] |

Neighbor Discovery©ll 41 = 571 2] 2 ICMP(Internet Control Message Protocol) ™| A] Z] &
A o] gk o of 4] 4] o] B & vhg 3k 2o,

298 88 - Qe o) 2rh AHE o2 A E W s AE A 2heE 2 v A2 S
B ek R eheE 0 RS ohg ol g AlZke] A4 el T4l 4]
WA SIEF 2k E o) SR F LT
BH-E 29 - ehpEl i Apile) £tk )
T B S MR EE EREE R R REE
gateHo s SRR b Aol &R AR BE Fh A AHEHE
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% 8 swmshel 2ol A2 A S Tk sala) slol ok 4 ) &
Fguch ol % LA WA EAAH Y2 AS FLE 3]
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e
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e
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o] Aol M= AHF 44 F QB sl o] 20l 4] 8 b= AubA Q1 g of T 5 2kl
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rEEelEdo]ro et B 2 A FAE YA A A ZEAAE

Al =F gk o,

WA 2A FAaE B # o] 20 MAC( A @ A 2 A o) F Aol A A A Y

LevtdA EagA FLE AR £33 o] 8 A WA A& Ao}

o] M A] x| o] BA & A A} FAE H A tfE R of| A o} A AL g3l QA s

sholal= APk el 383 24 F 45 ol s o] 2o x| A = )

a. HHE x| A oju] AlgtEl FAE AFESII SlE A FAaTbolv] A TU S
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o] e 5 3
4 wEo N ez 2 A% TheHA ebehT B A AE Ao
Fx 9 uieh o] A% QlEfslo] A0 W2 2 F4 8 S F 0% T8 of e}
Zhekall Bahelw 718 A A2 o Al 5= o A Q1 o] A IDE A F ol
v 22w A A Qe 8 o] 2 IDE A Sahe] A5 P4 uHA o] ThA] A A
F i,
5. wCol A o4 B 2 Fak wfetkn HEE A mEh A

Q1 E] 3] o] 220l 2| Y Gk,
o] 4 =k o] & mESh P W E AU Th A AT FA BA L 5 AE
ol 4] qk %2 ol .

R R R
P ek e 4 & B ek AL ke v
1o

e C N <) oo Sl
A ek e E 7L S A B AEe A Sala ok oh AHE T o) 3 & G ek
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AE TS S EaE e 7] A7kne ueh GHS A% e $st] 9l
rEtahol el e e 84S B E ehoe WElAAE 2F A5 F

SESEVIURS
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IPv6 Neighbor Discovery Z 2 & F

2B AL 7| B [pve ZEE T A E 0 Xl th [Pve B AEC 79 gl LE 2
7] 98l HE A ZEEZFE snoop T P 8 7F A F U T IPv4] 7 ¢ EHE &
%7] ]3] ARP,ICMP 2h-¢-E] 7341 2 [CMP A A] & & A}-&-ghu o},

IPv6et-¢-8H 4 S HIa 24 FLE A et HY Ha 2D F4E
BA517) 98l 7} 9] ) wdho) %!EL’ESPXI e
2h-E 4Rl 2 ' Aol g Abe] BE A R o] & AR thIPva el 7 -0k mHE A =

Jutra 5 7Ash7] ols e ] H““’] A A

g8 23 e Tl a4 AE T o] The sl A Y Tk IPvaol A = Ak -4 o]

T = A FFyh

Neighbor Discovery = A}-8- 34 IPv6 EH‘H 7t A S S AEMTUS ¢ 2
T dsyrh upebs 2 e x MTUZF §l & el o s %"ei MTU gte] &
oA A FH YT TU VI E Jioﬂ s AR U EMTUE A

gt

[Pva HE EI| A E F 4o 2] [Pve F4 AR HE|F| A E =402 (2432)7) o] A2
HE| N AE Fhof FAbE| o] 9lo v thato] obd i =of A F A4 HAA e
ol e § EV} A3 E o ot 3k n|1pve Al 28l o] 79 A3 e H E T}

WA Bk A] oF v T
IPve A A Aol = A A Fol a2 FAa7h £3EE o] Slg Tk A

WEC] o 2ol BasA gk

ﬁﬁ%ﬂEﬂciﬂ%aﬂmwwE%iﬂoigé

g 54 4]

SAEEITH EHe T X E%%ﬂ A 7o
“ﬂﬂH“BE%ﬁﬂﬁ Hg”%& 2 2B E AT S 3
SAEEHAel dAE %iﬂ“#ﬁﬂﬂﬂﬁWﬂﬂH'i
eH-H 2 RSk 28w b E A AR & A A S ER S g s
1Pv4} 2], IPv6 A A A Wl A 2] o] AL A= A 28 thg o] 22 v E$ Fo
ATt 7HA o IPv4ell M = | E 9] A vp Aol w2t 24 | E 9] Fof QLA ob2

w we AR sk A A A 7F S A E ol A F Al gy o IPve A A A A =
IPv4 2| XRedirect 7| 3} W] T g of, A 2| WA 2 v B2 2| A E gl 35 v A
Hao] &t ol M EAH AN e 24 Fa il T 2=
Aol & A bebd byt

| et °l 3

IPv6 o] % A &7t A = 2 EH ol A 77 A 7% s 2l A& A A
Fyth ol 752 —‘?—5‘:7—‘# o eFIMHANG HAGEEH HAS SN ALE
FAAA S B Ha =2 ;iﬂ‘ﬁ%‘% LS SN ALEE FAAA
Fyth S So] Bubd === AR E A 9= ARP AN A] H el B E F A g
Al E 2R v E S T el A 0152%—? stFHthIPvael = o] 2 37 =71 3 A o

sl sk WA o] gl Th

ARP®} & 2], Neighbor Discovery« ©| % A2 &7} A& Sl Wk a2 2 7 &

ZF 7] % o} Neighbor Discovery+= %W aF 7 o] §l& 7% E el 3 o] o] Lo 7|

A& 5 A k== gy ek

. IPve B E 157



IPve % 2 A A

IPv6

158

» IPv6 S ~E = 2 EE LS A st A 2H FAE Al 2He-E
AR FAEE F sk B HE A E = 7 e g 4 2 A AR
ﬂﬂﬂﬂ“ﬁ%l@HﬂEﬂWﬁﬁﬁ%ﬂﬂ4%%@%iiEﬂﬁﬂTﬁ
°43}°] Fr A = of of ghu vk IPv4el = 2h-9-H & A oh= sl I WA o] el Th

] 4] 2] Neighbor Discovery ¥l A] ] 2] & §HA| = 2550] 7] v Lol T2 EF2 9= &) 5
Lo A dA St e A A e BA SFHTh I R, 1Pva S X B 3
r=o 4 %mmnVWﬂMﬂ%ﬁ%%?%%qqmwgzﬁii_ﬂ%%

w3 2hoH 4w A A= AE e glHu

»  ICMP A 5ol 54 2 & & vl #| 5} Neighbor Discovery+= ARPX.T} T wjj 2| 55 & o]
%ﬂﬁ%ﬁﬂﬁujﬂp&?Qii%&%%HFﬂ*“*qﬁ

AR AA

ICIDR(Classless Inter-Domain Routing) °f| ¢ 7| 0}0:] Pv6 7 & A AL 1pva A & A & 3}
7ol FAg e} F 471328 E Ipva 4 4l IZSHIEIPV6—T—£\_E]-‘C At b2,
v 7t gk A& Fl 1Pva o] & 7 E A A 42| 5 (el OSPE RIP, IDRP, IS-1S) &
IPv62] 7 2 & A A st d] A28 4= gl o)

IPv6oll = 8 FE3 N2 A2 A H 7] 55 A Y=o

S AR A AT
E%ﬂﬂ%ﬁﬁ#ME%%EN%H%%WgﬂQSQW

o I

[e]

6 6 =
%gqm%-i%zﬂ@
A, Fr2 A2 A

b
>

4T, e = U
T o

2o 10 oz

N

74 9-1Pv6 B oA 5 A E T} G4l 5=
4 A 8l oF 3+ T}, IPv6 ?l*f* 3 t] & 283 o] 5 7l o]

S Flel] F4 = A 7 A7 E] of glofof ) Fl o] )
| &2 1Pv6 & 2E Tl A n 2] A 2 AFtol
%qqLiﬁiﬂﬂﬂaﬁ&%%%ﬂﬂﬂi%mwﬂth
FFEA2)E T e 52} AT UL E st d T ook

o g1 oF
e ¢

W AE by B2 w A e Tel A 2 ek E e B E o A b e o
ehoE ool 9712 7] Ao 2 WEAE T Fe] ASFLh S AEE BE
B 2 e eh9E el e FAlele] 7|2 oo B2 Aok e HE 2 &

[0 ofr
|o
x
o
i
v
B
=
ez
r-{n:

f

O i
o

4

o

<
on:?L'm
NN

i >4 2 o

Ry

,i‘ﬂl" °1>‘_1&r

ol A0 0y
T

NE
foie
>

2l 25 ofy o 2 fr
J
O:

of o 2 o2, & N
Fiﬁélo ot

N
D

o
u
rr

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



Oracle Solaris ©] & 41 ¥] 2 el o] g |Pv6 &7

Yol & 2E7Fe}%E o EA1 5 &4 4 A= F A5 298 43S Ao 2}
g He gddH A S 5ol ehvEH 75 A S ubE AF Y S AEshA ek
o] % A BIE ol A due]H S e L 7S AT g5
[e] =
B 2y RS
29 dHo = s A2E7 gt SE o T U B (2 3 A)d sle=A ZelstE
AFEE = M BY A Fo] HEo] 235 o] lFUTH AT HE2 A T4 FANE
AU e Aol A E Fe e 5 A Fol o o =8l AHES AR o
STAEEYYY YT AT 5 AFEse] Il i Abo] & B =9l A1 F = 2h9-H
9] 3ol gl = A AL FHelst = o) AR E = B2 S 2 el A e gy o Aol
o] &7 g AFojol oal A E A et A & 32 A Y S gl T o]
74 2B 7 A A A S AES 5 A s ok A R A2 o Abo] o] -9 8- kAl &L of| A

ehp-E = whE b H B AR o S LS AFE- 5] Stateless 4 AbE T =
TS SA B S Sl

TheE & vl 41 %)
2}$-E &8 WA Aol = 5 A
ﬂmﬂiﬂﬂﬂ%§W%ﬁaﬁii‘
Aotk ol 71522 93w/ H
eh-Eel da A= = 32

sesdgecd g A FLEWAIES Yo% 2 S
| 2 E Dol A ek il o E

A A = A 4l 9 %H#E%Hﬂ

o] - & WA Al el W A F FAE WEg T

WA AR e o] RO (A AF FAE BAT T s Th
E]EL 7:”;-: ;/\7]'3:56]'5]0‘] olﬁl/]r/]_

1 m
N
ofy
2]
o =
S

Zlof| 2483l oF 3F= A B Ul W 7H R (. F
iﬂPWWTM]aiNHUpLiﬂ%%:
FoFol A el & 5 o5y ok vl 7i A
E5rEd AFo R Avkgr}

o
Mo
ko
0 (
2
rlr
=
>
)
>
o

Oracle Solaris ©| & 41 8] 2= o 3} IPv6 &7

o] o {=1Pve THOoZ =5 o] & A A M7 Abgtel o &) A gt} Ipve T4 =
Oracle Solaris ©] & %] & A1H] 2 NIS, LDAP, DNS %! 1} &) of] A A&+ 4= 9l <51t} [Pv6 RPC
A4S Eal NISS AH-25lo] Yst=NISH o] B & A S =5 gl

IPv6°l t g DNS =74+

IPv6 T3 2] | F =9l AAAA Bl A2~ 2| == RFC 1886 IP W A 6 A] -2 9] &F DNS
BA}o]] R A = o) Gt o] AAAA | T E= 5 A E o] 22 128H]| E [Pyvg 40l

o9& . IPv6 FE 159



NFS 2 RPCIPv6 A1

v g ok PTR 8l L == o A 5| IPveol| A IP F A4S 5 A E o] Eof v 5} =t
Ut 1280 E F4 9] 32x4 B E B2 [Pve F4ao o &l o= A2 gt 7t
2 dl 167 ASCII FFo 2 Mgy 23 obF ip6.int7F F7FH U )

o] F A1v] 2 v & ol o 3k H 7 A7
P62 25h7] 315 715 o) % An| 2 & AR oo Ipve R E 23T 5

I @l & S ypmatch ¥ %2 Al NIS H) ofl 41 25 3k . nslookup ™ % 2
DNSoll 4] 2] AAAA Bl ZL =2 %3] 3 4= gl<5u T

NFS 2 RPCIPv6 A ¥

NES £ZEgo] 3 914 X2 AR 5ERPC) £ EEH 0] AFel 4] 2 2 Pye
A gL Tk NFS A1) 229} 22 6 7] 22 2 7 5] 2] kgt ok o -] RPC
8 Z2 35 BebE 07 glo] Ibveel A AW+ ek A% A 0E 2t
3 JFRPCSE T2 e A% qlvo| Erb U R Y 5 glgrueh

IPv6 Over ATM A

160

Oracle Solaris<= IPv6 over ATM, 3 7 7}t 3] A1 (PVC) 2 A A A 714} 3] 4 (SVO) =
Al A g o}

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



A 2 K

DHCP

o] F-+-2 DHCP(Dynamic Host Configuration Protocol)°ll ™ & 7§ \d & A ¥ &
E3F8EAL DHCP AW A5 A1 8, 74, el shal Al & s A st 7] 913 Al =
e gl

161



162



+ DHCP(Dynamic Host Configuration Protocol) & 427} 3} 31 = 2 & F o] T7H&
1< A ok =3 v E 9 F ol A4 DHCP AH8 A 9] o] & 2™ 3 o}

o] AL th5 AHE 2P h

163 ¥ 0] %] “DHCP TR EF A H.”
164 ¥ o] Z] “DHCP A}-& A] ] o] &~
= 165 ¥ ] X| “DHCP2] %5 WA}
= 168 7| o] #| “ISC DHCP 4 ¥”
= 169 ¥ o] x| “DHCP Z2}o|d E”

DHCPEZEET AR

DHCP Z 2 EZ & 2835l TCP/IPUE Y T2 542 E A| A8 & R EF o o E9 T
el AHE o 2 A 4= gl th DHCP+= Felo| ol E A ] ubA] & A&k o},

AW = FetoldEo g 74 ARE AR Fe|slar, Seteld E 8 A A dl &
AR E A Fg ) o] Kol = Feto|d ELIp F 49} Felo|dEo A4 7153t
U E S T An| 2~ AR E3 Yo}

o
=
E

DHCP+ ©] 5l Z 2 & 23] BOOTP(TCP/IP U EH Z5 58 L EFEE Aol A

vt} Fetold B} 4w 7ke] w| 4] ] o o 8] DHCP+= BOOTPS} & % &
A& A& g o 28 v BOOTP vl A A] 9} 2r2], DHCP ¥l A A = o] d Eof 7
U ES Z 74 dlelel & £33 5 slF vl

DHCP®| 8 A4 & oJt) & $3) 1 74 A9 Hel 2 5 ek AU ek o &
ARESIH 1P F 47} AR ol obd wl A4 o] §3 5 gl gk A4 ol SR IP R
chE ZebolalEol A A F T 5 o] vE

Fefoldmo G FLE AN

Eesies

163



DHCP A}-&- 2] 9] o] A

DHCP A}-8- A] 9] o] A

164

DHCP+= Al Zke] &2 Ae]=TCP/IP U EH I AA Ao} A el v E9 7 e
Al & £ 2 F Y v} Oracle Solaris -3 ol 4] DHCP+ IPv4oll vt =& 3hu o}

» 1P 54 ¥E] - DHCP] q2 el vk DHCP7} 3l =
Y E] T M =IPF4E 78522 A Qs of ot vl ¢ 41 5 shA| 2
Zetold Bl Af/IIPF LS A 7t Feto|dES NHA R FA & of
guch Felold et 2 U EY AR o) 5ald sl Feto|dES FF R

% 4% 72|53 2 4 gl Tk DHCP A1 M 2 2 A) ] £9] =] < A3 A)
Juglone 25 74 glo| thE Aulow Felo|dEg

o
m
2

(
I~ —

1

Hre
%0
oy
T
(R

f
i 1
17 =
(m
de

o)l S o2 offf T
oty ol
i

3 L >

2oy oy

|z
fr
[t
Y
[
lul
il
m
o 2
P,l
H
olo
ol
%
°
e
o}
o
@)
]
>
3
rlr
)
o
o0
o]
il
o
i
e =
1
rlr
G
=~

E A Y -BOOTP= G| E 9] Z o A T} &

Lt} DHCP+= o 2] 7}A] vbH] © & BOOTP

7lee EEFHch 2 U ES F 2}-9-B = BOOTP T Al ol o] HE=E
Zefo]ldE W E YT = A ZBOOTP £ H S A3l =& 7443 4 9)
DHCP 8% > BOOTP 8.7 785} 7] o] § 7| wj &0l DHCP 8% & & 4 gt
bl © 7 g} E o] TA S 4 sl k. 23 BOOTP T4 & A Y 6l= et H &
A48 = 9l = 79 DHCP A% 7} BOOTP 57| ol o] HE & A5 3l = 2 748 5
Seasi=

n YEY I RE_Flo]ed E = RARP(Reverse Address Resolution Protocol) &
bootparams ¥} 4 & A}-4-5} = v A1, DHCPE AF-&5}od v E 9 T2 Aol A FEF+=
H 2R3 AHE DS U5 YT DHCPAHHEIPF A, L E A WEYA T4
AR5 Felo]ldEv A Ested o3 BE AR E AT 4 951 th DHCP
SAHSABEY A FAT SO Z DHCPH EY I L EE A&
VEN T A R AL FE A E o AT 4 9l F 1t} RARPE H-E5l# ™ 7}
AR o] B E AWM7FE 93

» HIPUEYI AYG - Frnt
DHCPE A4 & 3l 5 vl DHCP Al &= HE| 28 o & A}-g-5lof @2 Zelo|dd E
8AE FAlol Aok =gk 3o dlol g A2 & 98l 2 A 55 o o] E]
ANALE A gk dolH AL AN A=EE] 22 A4 BEE A g}
ol dlo]e] A4 AT S Tl Zadtdoleuo] 2o g A HE F7HE 4
e asi=

- 27 2FoldEY 97
=gz w4l 4] F

o2
i
2
ofd

m o

N
e

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



DHCP2] %5 4]

DHCP9] =+-5 u} 2]
H ] DHCP A ¥ & A #] 6}7 TFA okl A T Feto| AE T U E S ol A
Agsted e R W EN 2 YR E AP o] YRt Fol Feold BT}

HENT ARE QH mﬁx]zsl—/\ A% ]/]I;]_

T8 tho] o L7 ol DHCP A11] 22 8] o] Wl £ 441 7} A Bl o). 4 he] Seabi
chol o 3ol o] o)l Aol 4] 1l 5 vl 7] 7] g} el o gl k.

107 - DHCP F R (N 8) 165



DHCP2] =5 4]

2%10-1 DHCP A M| 2~ 9] o] ¥l E <=4]
Serveri Server2

[=——]

(1) DHCP A2 A3t Ct.

@) ME{OIM IP =20}

-4 28 NSYHC

(3) Mt server20| A 71442 QM THLICE

/

S2l0|AETL THE

oy AjZtHol

Z20|UETHIP TAE 42T

166 Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€

_

N



DHCP2] %5 4]

ore] tholo] 19l & o} vk & o] F ).

1.

Zefo)ldEVF 24 B Yo A gt B E T I AE F4(255.255.255.255) F Discover
w) X X] & 22 = I A E 5l DHCP A ¥ & A gt} 2t$-§] 7} &) 51 22 BOOTP
FH oo HER A F & A% 79 of 8] A4/ Byl 9] o} & DHCP A1 H & 8 7 o]
Mgl Zelo|d E 2] B2 EJ) A E ol = Oracle Solaris 2] DHCP 73 of] A
Z2lo] ol E ©] MAC(Media Access Control) 4~ 2 §-&] 3} =l 1 #/-3+ 1D 7}
Yt olHul Y E Y T A MACF A& o|Hul F4 9 5 U3t}

Discover M| A] A & WF2 DHCP A & v} A 2. & 3kl slo] Felo| ol E 9

VENIE AT s F o

w oH Y EY I I F o] 2o A 8 o] ToAtF b AW = Fefo] A ET}
Adejdlo] AR AR VY E Fof A=A, B Seto|AETL T U EH A0
174 ¥ BOOTP % 7| ol o] E & 21§ 5 ¢l x] &)},

QAo BOOTP 54l ol o] A E Q| [P F 47} 5o QlF 17k 8.3 o] F7
o] HEES Fal s -+ a4 sl tlol] FA ool RES FA7FAI e
A7 FA )R E F A& F TR G FA ol o] ETFFeto|dE 9
HEH o AR sojofstug FaovES T Fio] Zete|dE Y EHA
Fas vER Y T

w ZEtoldEg Y ES IV B C g vy 7k A B 7} netmasks Bl ol &
Frste] TA o] HEL] FAEE QHS WS U EY A AE o] 20 F47}
7hel 7l M EH] Tl A A" B mp 23 5 gy ek Ak A7 Ak
AR rtA A S G | E T F49] of |l o] TAE 3014
AR skl Fefo|d Eo] AP FLE AT %1t netmasksoll o gk
A g W &2 netmasks(4) P57 #l o] 2| & FF A5 A 2

DHCP AW 7} Z2to|d EL| Y E9 25 AR 3o AP F4E AHstaL

a7t o} A AL o] obd x| Fl ]tk L™ k5 DHCP A1 ¥ 7} Offer ¥l A A &

B2 Ej~Esle] Fefold Eof S5kt Offer vl A A ol &= A & ¥l 1P 5 4= 9}

Feto|ld B AT e Anl 2 AR 23t 24 A el = Sehold ETHIP

Fal Abg oA RS AAT 7 A AT IPFAE YA R o oFjhch

Seto|AET AT H Au| 2 ot 73S 7IEe 7 F ko] Al ek A o,

SetolAETF H Ao Al kS A EF A IPFAE 7= A S

BR e Eqc HEENAE = BE S5 DHCP A M 7L Zeto|d EVF AW E

o gleha BAgg ok A E A o2 A = Al T2 1P F A0

e
30

f

o3

ping &2 E] & ALg-ako] T} | 2Rl ol 4 TP 5 £ % 4]
2= ol 18 ohe Fefol A £ 7} HEE A &alo]
Zefoled 7} o)) A7+ g ok g8 7 7] 2
el gk Aol lel AlZHE el eh Al o A A & 1 o),

10% « DHCP B R.(7H 2) 167


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4netmasks-4

ISC DHCP A1 W

12
v}

ol

_ T

‘”%DHCP/H‘CH%%}EIXVF A A7k
Ak AW b 20% kol S5
iEé}mlDPEDHCPHHJ—g% w7t o A7
o] AHIP F A7} H 8 8} A| oF oWl Ip F 47} &
l—t— AR FH S| AT Fglom 5o g AP F

% o ol

ko rlr
5

N

(

Mo (m

¥ 1
> Tt

z L
=

o i
ﬂllO hia

N_I_/

oy o R A o
£ o |f oo

N
$2 a2l o > o

ISCDHCP 4 ¥

ISC(Internet Systems Consortium) DHCP 4 ¥ 2] 7% ©] Oracle Solaris®ll = 7}%| {5+ t}.
o) AT EY o= AT T HAE A @om R r}e wy S glElsio] o] An =
A 8ol E7h 5 940 o,

# pkg install pkg:/service/network/dhcp/isc-dhcp

ISC DHCP A1 dhcpd% DHCP(Dynamic Host Configuration Protocol) 2 BOOTP(Internet
Bootstrap Protocol) & 7-& 3+ th. DHCPE AH-&-3}of TCP/IP Y| E 9 2] 5~ E of 4] [P
e bRk e EREEERE LR FEREE S B RE
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%715 9 %51 Tk DHCPOll A AF8- % =& A n| £ 9] 522 196 5] o] 7] “DHCP
K] 2ol 4] AF-85) SME A B] 278 22 514 Al 2.
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o o H-5-2 194 9| o] Z| “DHCP A 0] 2ol 4] AF-&-5] 317 & x4 A £

» ISCDHCP®| A1¥ 74 7} /etc/inet/dhcpd4 conf(DHCPv42] 7 %) 2
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w A 7R A5t g 7 of] o §F 4] A= solaris. smf.manage.dhcp 2
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ISC DHCP® tH & &}A] 3 W) €2 [SC DHCP Documentation %) ] o] A S F & 514 A] 2.
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3 WedAusEAEez 4T
# svcadm enable service
servicew the 3t % st 7 Sl5 ok

svc:/network/dhcp/server:ipv4 IPv4 Z 2l o] el E ol 4] DHCP % BOOTP &% &
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svc:/network/dhcp/server:ipv6 IPv6 Z2}o] el E o 4 DHCP % BOOTP 8 & &
A &g o
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# svcadm refresh service
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DHCPv4°l| &= & % gt %8 ¢] §l E7} A ¥ 5] 2| vk 573k Option Request Option©]
<5t} ] Al, DHCPv4+ /etc/default/dhcpagent 2] PARAM REQUEST LISTS
AR-&-3h e
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F47E
/etc/default/dhcpagent & AH-&35}od 7| & DHCPv4 S Eto| 1 ES} U v o g
DHCPv6 Zeto]| A EE FA gt
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AR o & Sof, Wl Ipv4 54 24 B5-& 0129} 2o AA B

PARAM_REQUEST LIST=1,3,6,12,15,28,43

ch 3t 3ol A Al Eslo] 2o 4 EAE o] F FAS AN EF AT T AdsTh
bge@.PARAM_REQUEST LIST=1,3,6,15,28,43

DHCPv62| A 83 F5& AR steld A3 Aol Fosti Al 2.

.V6.PARAM_REQUEST LIST=23,24

T2, dE o] A5 AR st of 5 ol Al & mEAA 2

bge@.v6.PARAM_REQUEST LIST=21,22,23,24

FA3 80 & o} 7] o] DHCPv6 T4 2] A A /etc/default/dhcpagent I+ o] 3551t}

# The default DHCPv6 parameter request list has preference (7), unicast (12),
# DNS addresses (23), DNS search list (24), NIS addresses (27), and

# NIS domain (29). This may be changed by altering the following parameter-
# value pair. The numbers correspond to the values defined in RFC 3315 and
# the IANA dhcpv6-parameters registry.

.v6.PARAM REQUEST LIST=7,12,23,24,27,29
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] B3 0] 7% DHCPv6 Z2to| A E A =S ¢ al) o} -7 = 2 8544 9¥4:1] T} in.ndpd
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HEESHIFA)
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/etc/inet/ipsecalgs 3} 4 TAE Psec TR EZF Y dug|F Ao S g} o]
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/etc/inet/ike/config ¥+ IKE 74 & A A std oot 7] B A 0 & o] 3} U2 EA| A ike.config(4)
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W A5 7)== g o 246 ¥ o] A| “IKE 2 2
5o BRI L
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=
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o] A}l A = thx A A& 7HA g ok
n F A 2E ] o] F2 enigma % partym$d Y T}

s A 2B =P F A7t g o] FAEIPU T A EEPVEF A EE S 2
T AFh

7P A 2Elol|l = AES Y 2] 58 AFEEESP 95 3F(128H| E 2] 7] H 9) W SHA-2
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A]%+817] A el

% - Trusted Extensions A] 228l o} 4] &] o] &-o] 3] = IPsec S A}-2 5} 2 ¥ Trusted Extensions

TA U B2 9 “t}% 2 ¥ Trusted Extensions Ul E 9 Z ol A [Psec K. 55 & &3} +
g AR A L

IPsec A A o o = v EFA 1P 2] of A of| A A & = gl F U Th 351 1P 28 o
gk A A2 o of o of| A FAJ sl oF ghl ol e EFA 1P o & o] -9 n] A & of o of A
IPsec A& 741 g oh.

T A7 el

AA ] &2 Oracle Solaris T]: Rk A v] 29 “Fe] HZS A=W g
Frslr e dACE 2T S Bk 9 295 $dll sshHH S

A& g o} @ﬂ o 15-1& F RS AL

Z} A 2"l o A A E FE-E /etc/inet/hosts T L ol F7}3 o},

o] A & &3l SMF(H v 2 3ke] 7] 5) ol Al A 51A] g = o] & A A A u| 2ol & E51HA]
2L Al 2El o] 5 AFE g ol ok ARA g W 8- smf(5) v 7 | o] Al &
EELPTARY

o] & partyml A] 2~ ® o] A hosts I} L ol t}-5& ¢ & g}

# Secure communication with enigma
192.168.116.16 enigma

b. ©]&°l enigmadl A| =¥ ol 4] hosts 3} ¥ ol t}5S 9 F e}

# Secure communication with partym
192.168.13.213 partym

o

7+ A 2" o A IPsec B M 3} €& k5 U},

O]%t /etc/inet/ipsecinit. confol‘/]‘:} o= /etc/inet/ipsecinit.sample

3]
2 g FETA A &

]_
a} e
IPsec A M &EL ipsecinit.conf 3} L o F71gH e},

a. enigma A| =& o A }& A A& F7g )

{laddr enigma raddr partym} ipsec {encr_algs aes encr auth algs sha512 sa shared}

b. partymA] =8l A E 43 ML F715] e},

{laddr partym raddr enigma} ipsec {encr_algs aes encr _auth algs sha512 sa shared}

IPsec A A 352 T2 ipsecconf(1M) " 574 3 o] X & F A5 Al &
Z A 2 ¥ o A IKES T4 5kl 5 A =’ A} o] o] IPsec SA & F 7+ el

251 3| o] | “IKE 74 (%141 )7 ] 74 B A 5 ’éMoﬂ w2 IKES 774 v o IKE 773
vl o] 2 ike. config(4) Wl H o] A| & F A4 A &
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715 75 o2 A A skl A e 8l of sk 7231 9 o] A] “IPsec 7| & &2 E
zF
=

6 IPsec@H oo F+ES APl
# ipsecconf -c -f /etc/inet/ipsecinit.conf

2 RE 7S o) FEE HaAT TS ALk

7 IPsec 3 A& A Z LF )
# svcadm refresh svc:/network/ipsec/policy:default

IPsec G A= 7| 2 A 02 21§02 A2 N Z L) Psec A A & A&
b oz 4R AT AEoz 4

# svcadm enable svc:/network/ipsec/policy:default
8 IPsecell B & 7| & A st ol

v ikeAH] 27} AE o2 AR FHA 2 A A2 AR YL

# svcadm enable svc:/network/ipsec/ike:default

o ke AU 27bAbg o 2 AR E A S ohal A2 o
# svcadm restart svc:/network/ipsec/ike:default

A 5ol A 7| & FE o' AT 7231 3| o] A] “IPsec 7| & FE LB W E = WS
¢ E st 7|5 2 s ok

9 Mol X2 G =R et
A 2h= 235 7 o] 2] “IPsec = | Zl o] 8.5 5| =A] Belah= W7 S FEFA AL,

d15-1 ssh A2 & A& Wl |Psec B A F7}
o] of| of| 4] = root & & 2] I A7} ssh H T & AF-E-5Fo] FH A A| 2wl of ALk ok
Al 2~ El of] A IPsec:Xg,‘f—HJ I E FA g of AA g U S ssh(1) Wil 7 | o] Al &
7:]—7<~]_)\1/\]_J_
s HA e = 9 AR oA 2~ A 65 3 Flo] A A| A 28 S A g e}
s 78 TS o2 B u) i Aol A 3] Kb ssh T B AL Bhod = A A] 2o
2%}

local-system # ssh other-system
other-system #

n sshA| AL Elu|d Ao A | A= oA 2 ~ wH] 85 B Ste] T A A A 2
IPsec A A X 7| & A g},
s I g Bl A= ssh Al A S FE o
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A 2k8)7) Aol

other-system # exit
local-system #

o wpxEto g Fel b oA 7 3 e 85 R shed A A Al 2w of A IPsec A S
Ao 7 AR ot

ssh 17 A§-& 235l e] ool 7 A 28l o] §41& uff 54l o] IPsec® B & |t}

LIRS Sl

oo
( 1m
Ry
s}
°

A ahel el Ao} o of o] glofof Gl el TP o of o] 7% u] Ao
8 & 4 51 o). 218 3 0] | “IPsec® A}-4-3ho] % A] 28] Afo] o
2% % 0 ool e HEYCnE oS £ o] AT o,

B AE 2393}

Z}A| &F ] 82 Oracle Solaris ¥ 2] : B¢}
FRsAAA L. QAT a9l H ¢
A& o) o = o 15-18 F R A

B AN AAE 3]l of = Al 25 AR )

A A 2] 7§ o] 2 gF A u| Aol = TCP £ E 80(HTTP) % 443( K. ¢ HTTP)®]

E3g ) §) Aol A DNS o] & £ 3| & Al ¥ 5} 7% TCP % UDP 2ol i8]l &
537} Aol EghE|ojof & & gl )

“Fhe| AL AL P
2198 slsssh e

s

©]
&

o [

H]
Gl

Y
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fore X

A AW AL 1Psec B A Lol F7HE o}
t}5 S /etc/inet/ipsecinit. conf I} L ol] F7}g ] o}

# Web traffic that web server should bypass.
{lport 80 ulp tcp dir both} bypass {}
{lport 443 ulp tcp dir both} bypass {}

# Outbound DNS lookups should also be bypassed.
{rport 53 dir both} bypass {}

# Require all other traffic to use ESP with AES and SHA-2.

# Use a unique SA for outbound traffic from the port
{} ipsec {encr_algs aes encr _auth _algs sha512 sa shared}
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74]2011*1 Avd g §-3] o o] Abg It A Hook Eef g rt A] Ag o] oY Al 23

4 Psec @A 9} o] F+E& &g}

# ipsecconf -c -f /etc/inet/ipsecinit.conf

5 IPsec @M S ME XFH Yl

# svcadm refresh svc:/network/ipsec/policy:default

6 IPsecoll HH& 71 & M= LH YY)
ike AW A5 thA] A AR Ef
# svcadm restart svc:/network/ipsec/ike
7| & FE R FAT 7231 H o] A] “IPsec 7| & 5 S & WhE = W7o X3S
w & o},

Aol g syt Aoz dA 78 T3 5 gt

7 (FA) LA Aol E ol A3 ) A} FAT F AEF A FL

t}-S- WS A4 A ~® 9 Jetc/inet/ipsecinit.conf ¥ Y ol F7}gk] o},

# Communicate with web server about nonweb stuff
#
{laddr webserver} ipsec {encr algs aes encr auth algs sha512 sa shared}

T g oha IPsec B A & A 2 a1 A A Shg T

remote-system # ipsecconf -c -f /etc/inet/ipsecinit.conf
remote-system # svcadm refresh svc:/network/ipsec/policy:default
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e SAE S ds T

H
©
1%}
)
0O
0O
o
5
=
¥
o
r (o3
¥
2
o
>
Og\é
ol
5+
>
[
ey
=2
2
—
o
A
o
)
o
i
&
ps
oy
i
o
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mlo
L
ok
L
3

n A=A HE IPsecFH FEH
$ ipsecconf -1 -n
s B JEL 735le] YA A 2 IPsec B A FEL 5L}

$ ipsecconf -L -n

IPsecS A}-&35}J VPN 2.5

Oracle Solaris= IPsecZ 2. % 5| = VPNS TA & o 5Hth HE 2 HE 2=
A g B of| A ghE F A5 ok A GE U 82 209 ¥ o] Z] “IPsec®] A& 2 E] %
Wm0 A kAL o] ) ll 2 Aol A 1pva A5 AR 5|2, o o} A
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2%15-1 IPsec® K3 E+=EY

IPsec B4
Central Overseas
10.1.2.0/24 10.2.3.0/24
4 — — .4
3 = — .3

192.168.2.10

192.168.1.10

thS of o] 4] = Bl d o] LAN S| BE A B ylof o &l -4 5| o] gleha 7Fg g o)

## Tunnel configuration ##

# Tunnel name is tun0@

# Intranet point for the source is 10.1.2.1

# Intranet point for the destination is 10.2.3.1
# Tunnel source is 192.168.1.10

# Tunnel destination is 192.168.2.10

Tunnel name address object is tun@/to-central
Tunnel name address object is tun@/to-overseas

H# H*

sz WEARY| A A S o B WY

=
o] o o) A= 17 15-1°]] Y} Central LAN = Z LANS] X & E 7] 2] o] Router 1S 7 =
Router 22 B & H t}2 Overseas LAN S| & ZZ LANo]| A &= = gl51 ) o]
Eg) 2 AESE ot 5 8 o)

## IPsec policy ##
{tunnel tun@® negotiate tunnel}
ipsec {encr_algs aes encr _auth algs sha512 sa shared}

d15-3 FABRUREA A= B Rt

i

o| o] o] A = Central LAN 2] 41 2.1l 10.1.2.0/242} Overseas LAN2] 4] B.ul 10.2. 3.0/24
2bol o] E g nt vl & =] 12 oF & 8} 5 L ). Centralel] H| &+ t}E [Psec A A o] 915
Central LANOl| A4 o] E1'd & 58] t}-2 LANo| th &t Ee & #H 2 A A d}e] 2 A J_%Hi
E 2| 9 o] Router 11| 4] AHA| v o},
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## IPsec policy ##
{tunnel tun@ negotiate tunnel laddr 10.1.2.0/24 raddr 10.2.3.0/24}
ipsec {encr algs aes encr auth algs sha512 shared}
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Lt} neto Q1 E] | o] 2~ &= ¢l E] Ul o
4+192.168% Al A Ut} net1 QI E| Sl o] A=
5] A} €] t} o] ofj ol A = I EEtl IP F 47} A 100 &
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2g152 UE{ e Z A E AFFA 2bo] o] A Z VPN

olEatyl

192.168.13.5
2l2H C

net0
192.168.13.213

(e

10,1858

/

10.1.3.3
(IEJT|0] & Sa) 10 A
EAE 243t 2o

2I2E E

192.168.116.16

192.168.116.4

M 7b AKXIK B2)

tun0

LAN
olEzlH )
Euro-vpn
net0
netl
10.16.16.6
J

10.16.16.6
(M= 7t BfAXIR| 3)

gl 2ol 2 2 A Afol A= vhg 74 i E AR ek

ufj 7 ¥ 5 3 AgE o}
Al 2~E o] & euro-vpn calif-vpn
Al 2~ B QIE gkl Q1B 5 o] 2~ netl netl

Al 2wl QI E ghyl F 4 (g A 79] -point F42) 10.16.16.6 10.1.3.3

Al 2B QIE ghull 34 7Y 5| netl/inside netl/inside
Al 28 QI E Yl J B | o] 2~ neto neto

A 2~®l) QIE Yl A4 (g ©HA| 79 tsre F4)
B 2h-¢-El 9 o] &
NEFERTEE S

B o] &

B o] 8 F A A

192.168.116.16  192.168.13.213

router-E router-C
192.168.116.4 192.168.13.5
tun0 tun0
tun@/v4tunaddr  tun@/v4tunaddr

Eld o] Zof th 3 & B = 119 7 o] A] “dladm ™ & =
F2sA Al 2. F 4 AA o 3 A W =479 o] %
ipadm(1M) "l 57 o] o] 2| & F x4 A £
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IPsecE AF-&-3F] VPN B 5

SECEED)

B g 2t o] 4 |PsecE AF-£3l VPN B 35 5=
u}

B ZE o A R 1P 2l s ARl 25 H 55} [Psec F A & A ok

F-ofl o gk AFA) 3F W 2 218 #) o] A| “IPsecE AF-5-3}o] F
& B o st= el A sl F sl ©HA & xR Al L

# o Al 2ol 4] o] Axte] A S aha) Al L,

Al 2~H A A 3} §HA o] 2] 3 I A 2~ H] of l AR E = FAE S A5 Htt o]
P
=

Z - Trusted Extensions 2| 228l ol 4] & 0| £-0] 9l = E]d B = & IPsecE A-&-3F#
Trusted Extensions 74 2 ] o] <A1 2| & 4= %i% HEN Zo M B S FA 5=

Hpel 4] o] A Ake] 248 AT AL,

A28 = 1P 4 o ofl t & IPsec B A& T she ™ Ao o ol glofof gt
ui BFA] 1P o & o] 79~ w1 & o & ofl A IPsec A A& 74§t
%Elx}iil?l‘%ﬁi}.

ZFA g U 82 Oracle Solaris T+2]: _‘.ﬂ_°]- A
%K&NHL%ﬁoiild%@
4£ﬂ%4ﬂ]°%51§§£4@4

IPsecE T4 87] Aol AR o] £F& A et

a. PHZHIPER BEANRSAHE AFe2 ARG}

# routeadm -d ipv4-routing
# ipadm set-prop -p forwarding=off ipv4
# routeadm -u

P A2 sl Al 5w 3 7l o] o] *li%ﬂ%%ﬁﬂ FUHEHI A EMEN IR
7@‘%}3] 7] 5t routeadm ™ B ol i & 2™ 2 routeadm(1M) vl 572 # o] 2| &
A A L.

b. IPEAT T EF AR ARl
# ipadm set-prop -p hostmodel=strong ipv4
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IPAAg e & AR AR Al 2T o] A F 4T shtoll o g3 2l o] EubE
A el ==al of ghu e

=
hostmodel "l 7| 1 =7} strong 2. & A A 5wl & ¢le] | o] 2of] =5l w Flo
sl o] 2] R A TP F 4 F sl E A A 5 ofof il 7| BF & s 3l
AlaEle) ot B4 F AR AR " ) Tl o] gp = AbA| F v o

¢ HEEIUEYD A 27t A oz A GEA FAFg e
T3 v E Y ssh An] 27} A Fel 7] Bl g,
# sves | grep network
online Aug 02 svc:/network/loopback:default
6ﬁiine Aug 09 svc:/network/ssh:default

3 IPsec M F71g e}
/etc/inet/ipsecinit.conf ¥ Y& HA S = .
#%nﬁ%MVﬁ%EE%%%oﬁmﬂiwwaigd W%@éﬂﬁﬂ
o] Ao A 24 LANS| A 2Bl 3} Alo] E o] o] W3- IP 54 Alo| ol = IPsec K5 7}
D Q5HA] 2 2 & pypass W H o] F7FE LT

a. euro-vpn A =B ol A t} & & E& ipsecinit.conf I Lol & e},

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.16.16.6 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun® negotiate tunnel}
ipsec {encr _algs aes encr auth algs sha512 sa shared}

b. calif-vpn Al ="l A t}& &S ipsecinit.conf I+ Lol &} F g},

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.1.3.3 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun® negotiate tunnel}
ipsec {encr _algs aes encr auth algs sha512 sa shared}

4 T A ER A A IKEE T4 8] 5 Al =) A}o] ol IPsec SA & F7Fh v}
251 5l ol A “IKE 74 (4 W) 2] 74 A} - Shel] uf et IKES 74 T vk IKE 74
vl o] Ft ike. config(4) W7 H o] A & A4 A L.

INE F5 o2 AAdsta A F] 8l of 5F= 7 231 Fl o] A] “IPsec 7| & 5 22
o 3}
v

5 IPsec@H Lo F+EL APl
# ipsecconf -c -f /etc/inet/ipsecinit.conf

2 HE rA s v o TS 3G ek A S ek,
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IPsec 3 A& A E L3}
# svcadm refresh svc:/network/ipsec/policy:default

[Psec & & 7]£ﬂ°i/\]-3‘°i”ﬂ§]‘ji*ﬂi Ay} Psec A S A&
obgto 2 AA3H A9 Al o2 dA g}

# svcadm enable svc:/network/ipsec/policy:default

tunnel-name 81 g & W3 F+A4 gl
=]

_'

2=
The Y& W 9] Il o] 2B ok L, tun0 Bl S WHE T, 1P R4 E o]
A e,

a. calif-vpn A|Z® oA & 9t Ao},
netl QIE | o] A7} EA 5} x| ¢b-& 7 AW A W & o] wkF o},

# ipadm create-addr -T static -a local=10.1.3.3 netl/inside

# dladm create-iptun -T ipv4 -a local=10.1.3.3,remote=10.16.16.6 tun0
# ipadm create-addr -T static \

-a local=192.168.13.213,remote=192.168.116.16 tun0/v4tunaddr

b. euro-vpn Al 2 WA Hd & w51 4 Ev )

# ipadm create-addr -T static -a local=10.16.16.6 netl/inside

# dladm create-iptun -T ipv4 -a local=10.16.16.6,remote=10.1.3.3 tun0
# ipadm create-addr -T static \

-a local=192.168.116.16, remote=192.168.13.213 tun@/v4tunaddr

F-ipadn ™ H@ ol et -TFH S FALo0 FH S AF T dladm W # ol o &
THEASEHE S ARG

o] & g} v 7 of] th g+ AHA| &+ Y] &2 dladm(1M) = ipadm(1M) " 57 = o] %] £}
47 9| o] Z| “IP B} 5| o] 2~ 4] Ho‘j ”3 FaRSH Al & A A A o] 5 o] Fofl tf g
ZAHA gF W -8 Oracle Solaris & 2]: V| E 9] 3 Q1 €] 3| o] 2 L | E 9] 3 7} 45} 9]

S ECEE S ERNEREMELEE BTN

Z} 2| 2" ol A] ehg& A o

# ipadm set-ifprop -m ipv4 -p forwarding=on netl
# ipadm set-ifprop -m ipv4 -p forwarding=off net0@
IPAHEEE oA ELZed A S ALE 7 3=
QIE] 3] o] 2ol A w1 ] 7 o] T} Fol A 9 5 2
HFA 0 Adkshelw 541 QlE] o] 29 A% <)
slofof g},

netl ch{rzﬂo]%‘— JE bl W Bol 9l o & net1ol tiall 1P 5 Eo] A 5] o glofof
ok tune> B U & B3l F Al 2Rl A2 E tuneel ti 3l 1P A o] A A = o]
stolok g th neto QI Bl sl o] 2 2] 7 & F- T A A7 B ®l I Egpdlef s 7l &

F kA Xt F1p A o] s Al H o] odFuch &%= A YUlE 2w gt

< 2|3t ttzﬂlp;ﬁg}% o|
R Rl i as i AR
B} 5 o] 2ol 5 1p A ko] A A o]
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9 7'-/(]%15“0{]/(«] 7]]0] O]E]y“o]/k/] o)-al < 1-./‘_;-_1/]1;]..
# ipadm set-addrprop -p private=on net0

netoell IP o] s Al o] Slrjete 2 A4 22 =g 72 oA s] ddH o]~ 5

& 4 ol ol & E01, in. routed T2 EF-S netoo] QJ E 2l U F- 9] 3] o] o
M AL 7ol 5S¢ 7 dFHTh AE o] 22 A Fel 25 A st
oEle e T sy

10 M EHI A8 2E c}] A =g o}

# svcadm restart svc:/network/initial:default

1 neto AE o] A% FHINEAZESFFE A
718 A2 Qe o] A A 23] ehgE ol glojok vith

a. calif-vpn A 284 o}-g H 2 & F 71 el
# route -p add net default 192.168.13.5

b. euro-vpn A| 2o A t}& H 25 F 7Ll
# route -p add net default 192.168.116.4
neto 1| 5] o] 2= al E ehdl €] o137k obv] A 2k neto AL E| Wl 74 3]0}
A28l £ AR §ler I o 7] o] & 202l neto S ALE| Wl 4 % A H el o) @
A 57} 29S| T VBN A| 292 vhel 1] <l e e 2bEl 7k obd 5 e
Chepehlch wheb<] 712 b 6 3 Ab oAt ek 2 22 5 28 Al shed
o] A| 2~8l-& FHS 4= ol Fu ok AA @ Wl £ route(IM) % in. routed(1M) "l 572
o o] 2| & %5‘-5}’3 Al L

IPsec ¥ IKE %2

Thg Ahed ol 4] = IPsec B2l W wf Ah§8 9l Ahed 2 Qhf ek,

B A EE ]
HeldAg FFor HebAAE g HA dlolE & Al &g 231 9| 0] A] “IPsec 7| & 5 2 At= =
gh5 7|} uhg ] o, B [Psec U F o] E I Y AR g

m SPI(E.Qh vl A W S Al

m[pA oA F A0 7 e A E S
W ES T Haloahs Het W EHaE AT 5 A1t root 232 sl o] A “U| E 9] = H.qkoll Tl gt
qhE o} i} Agko] A2 g qhE T} s A=

Ala] 2~ AL ZAR IS o7 HA, 234 3] o] A| “IPsec ™ IKE A H]| 2~ &

o
AA|, oA | Helste by

s 3 ot w7
AbgahE A AT TR ERE A n] 2 0] 52
Au ghe MAsHE WY 4 g
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IPsec 2 IKE 2]

Ex 4 e
IPsec’} S} Z1-& B &5l Ip ool e L3l o] WA B 5 5= VeI = 235 ¥ o] A] “IPsecZ ¥ 7l o] K& 5] =4
A=A gl ok =4 3| e ol )& snoop &S 7 AL T} ghol sl by
= L
v IPsec 7| & F o2 Wt =Y

SECEED)

ot A Aol A = ©A| 5in 218 3| o] A| “IPsecE AF-&-5o "]*E“ Abol o] B2 &

B35 5= el EH??_ EEEEE partym % enigma 2| 5 A| S8 of o gk

7] A 3 /\1i"%§°ﬂ*ﬂ 715 A3 b A A A 28 0] 7] S F Al A ol A
F AR g o

ulgled ofedol 3k 7] Q) AR E 5502 welshel A ool glefof ghuiek,
sael g 7] 1Y A EE 44 Gk
a BSFAEAFYULh
oHPUhEs S Aol 161 Ao S g s o oo
A% Q18] 5 A7k W 2T ch mebA] @ Al <Rl 4 b £ A 4 4o of ] o)
-smﬂ%EﬂWﬂjmﬁgmﬂm{?ﬁﬂ%ﬁﬂ»%ﬂ%%%i
S &9luch. o2 shib dube = B n ik 2 A 2 H

8A7h A 2t 51 51 o,

" AH®| SHA-2 & e| 5o i g 27) 9 16714 < b 7b s A B 512447k A RE
3 +H Yt} st = dst enigma$ YU of o} E Shvl= dst partym S U o}

» ESPO|3DES ¥re]Fol thgh 27l o] 1651 o o s Ak 7+ ri} o] Z o= 1684 oq of
gttt shub= dst enigma$ Y Yt} t}E Sk dst partym$ ) Y T}

R
tl

b. Zad 71 &84 It
w AfolEol qlo] A A7 7 = 7 F- A7 E A

»  Oracle Solaris & 2]: ¥.QF 41 ¥] 2 2] “pktool ™ & & A}-8-5}of o
> =l g ok A 9] [Psec o] of] V2 o] & pktool W H & AFE-§

of
ofr
i)

>,
>

7 2 229 ol A root 3 && 2183kl IPsecel 9 & 45 7] ol 718 F7F b,

a. enigma A] Z=#l ol 4] /etc/inet/secret/ipseckeys 3} ¥ 2 o} I} A} 5}

AR}t

# ipseckeys - This file takes the file format documented in
# ipseckey(1m).

# Note that naming services might not be available when this file
# loads, just like ipsecinit.conf.

#

# Backslashes indicate command continuation.
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A
de
M
>

1

#
# for outbound packets on enigma
add esp spi 0x8bcd1407 \
src 192.168.116.16 dst 192.168.13.213 \
encr_alg 3des \
auth alg sha512 \
encrkey d41fb74470271826a8e7a80d343cc5aa. .. \
authkey e896f8df7f78d6cab36c94ccf293f031. ..
#
# for inbound packets
add esp spi 0x122a43e4 \
src 192.168.13.213 dst 192.168.116.16 \
encr_alg 3des \
auth_alg sha512 \
encrkey dd325c5c137fb4739a55c9b3al747baa. .. \
authkey ad9ced7ad5f255c¢9a8605fba5eb4d2fd. ..

b. 71 AE Ao 2 sldS& REIr}
# chmod 400 /etc/inet/secret/ipseckeys

¢ o FEEHAF UL

# ipseckey -c -f /etc/inet/secret/ipseckeys

FoFA2H 7 Y AR

7 s S L3l ok

Fu T

rr

i

IPsecell e & 7] & &4 33k el

* manual-key A1 B| =7} AM-§ 0 2 AR5 A 2 -5 A& o2 AR e}
# svcadm enable svc:/network/ipsec/manual-key:default
= manual-key A H| 27} A0 2 AAH A HNE 1F Yl

# svcadm refresh ipsec/manual-key

IPsec A A A A& 55 A| ¢ o™ [Psec A S A0 2 AA AV A Z A=
IPsec B A2 Fol7FAl A] 2.,

W E 92 B gkl 3 Q2= T4 sh= 4

Oracle Solaris¢] RBAC(role-based access control) 7
o] AAte| et Y EH Z ] g E= v E T Mt & AT oh

olr
o
o =
ofo
ol
2
>
[
iy

AHE7bsF U ENZ BE AF =23t d S YL etk

% getent prof_attr | grep Network | more

Console User:RO::Manage System as the Console User...

Network Management:RO::Manage the host and network configuration...

Network Autoconf Admin:RO::Manage Network Auto-Magic configuration via nwamd...
Network Autoconf User:RO::Network Auto-Magic User...
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Network ILB:RO::Manage ILB configuration via ilbadm...

Network LLDP:RO::Manage LLDP agents via lldpadm...

Network VRRP:RO::Manage VRRP instances...

Network Observability:RO::Allow access to observability devices...

Network Security:RO::Manage network and host security...:profiles=Network Wifi
Security,Network Link Security,Network IPsec Management...

Network Wifi Management:RO::Manage wifi network configuration...

Network Wifi Security:RO::Manage wifi network security...

Network Link Security:RO::Manage network link security...

Network IPsec Management:RO::Manage IPsec and IKE...

System Administrator:RO::Can perform most non-security administrative tasks:profiles=..

.Network Management...

Information Security:RO::Maintains MAC and DAC security policies:profiles=...Network Security...

Network Management 2= = ¥} % <> System Administrator = 23} Y o] B %
Z 2 3t Yo} o &el System Administrator g Z 2 3L & EJHA| 7] - Sl

] &> Network Management 3 & 7} 4 0] ¥ 7 5 A 3 & = gl o},

2 Network Management A gt = 23} ¢ o] | H 3 v} g}

% getent exec_attr | grep "Network Management"

Network Management:solaris:cmd:::/sbin/dlstat:euid=dladm;egid=sys

Network Management:solaris:cmd:::/usr/sbin/snoop:privs=net observability

Network Management:solaris:cmd:::/usr/sbin/spray:euid=0 ...

3 Alo]EAAUENI A AT HEZARF T
oA 19 A =29k A o] & Abgobe] 2R ek

s REUEHF HE Al st oS 75 2 W Network Security A §F 2 2 319 &

Abgg e,

= IPsec 2 IKERF A 2] 5}= 4 &5 ¥H5 2| H Network IPsec Management # §F = 2 37} 91 &

AHE-gh

4 Network Management A3t = 2 3} ¢
Network Management % &} = i-‘} °a] 3} 37

TC -

Z

SEFFHENEAI RIS

54t}

etwork Security 5=+ Network IPsec

Management ¢t ZZ 3 U Z VM4 A& A 0 F i S = ipadm, ipseckey 2

° ) =L = o) 2
snoop HH S AP %FLI‘:}.

dq15-4 ST PV EY T R A FB

of ol ofl A = Rke| AL 7} o & Zhe] LﬂE%iE%i—ﬂ%}% =g
%2 HokE dhe|shal, b2 T2 IPsec B IKES W] §hvivh 7 o &
ol

Abgh A 7 o) Abg kol Al 7| F ek,

15% « IPsec X (ZH4)

AT g5, AFE Al A A& S AP 5L, o] F AR Au| el A Abe S
555} H Oracle Solaris ¥ &]: B QF A ¥] 2 0] “RBAC 27| 7-4 (%1 %)=
Frzstal Al L.

3l o gk wifi Y
= e gk
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of g2 el At ohg 3t o] whE T
o | AE AW A o3 o] B2 LinkWifi® A &R 3 o).

m 2] A= Network Wifi, Network Link Security = ! Network Management Ast
z2opl & ol gl 2| ghln,

L b Al A Linkwifi o2 o5 AH8 Al A A gl
s FE| A= FHA o8 o] & & [Psec Administrator 2 A] & ghu] T},

2] AH= Network IPsec Management "2 Network Management 7 &+ = 2 3} 9 &
o gofl 2| A et

s 13 t}g 3] A= IPsec Administrator & SH5 3l & AF-S Afoll Al &) A g o}

IPsec ¥ IKE A ¥] 2 & &2] 5=y

t}5 ©hA ol A1 = IPsec, IKE 2 ‘F% 7] k2] ol o gk SMF A v] 2~ 2] 7} A REA Ql AF-&-&
A z-gh o, 7]—1"4 © & policy ® ipsecalgs AR A= AbE o & AR} =3k
7] E A 0 2 jke X manual-key A B] A= AR qkgl o 7 AR =y o}

IPsec 3 M-S e sleld o} F U= 53 F ok

= ipsecinit.conf 3+l A F W& F713 Fpolicy A 25 M2 AF Y},

# svcadm refresh svc:/network/ipsec/policy

- ANESF AN FL ARV F I I AL FL FAY S policy AH LF A

IR AL e} 4] A= e,

# svccfg -s policy setprop config/config_file=/etc/inet/MyIpsecinit.conf
# svccfg -s policy listprop config/config_file

config/config file astring /etc/inet/MyIpsecinit.conf

# svcadm refresh svc:/network/ipsec/policy

# svcadm restart svc:/network/ipsec/policy

72 A5z BgstEd o} U= 53 o)

= /etc/inet/ike/config It ¥ ol &5 & F 713 F jke AV 25 Ao 2 AR}
# svcadm enable svc:/network/ipsec/ike

= /etc/inet/ike/config 3} ¥ ol A &E-& W 3 F jke A U] 2 & t}A] A =g o}
# svcadm restart svc:/network/ipsec/ike:default

» AU ASERAR PSS HANFSHFRALZS AT AN 2ENE AL
o}A] 2] =gk e,
# svccfg -s ike setprop config/admin_privilege = astring: "modkeys"

# svccfg -s ike listprop config/admin_privilege
config/admin privilege astring modkeys
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ne
r_;l‘;
to
S

SECEED)

# svcadm refresh svc:/network/ipsec/ike
# svcadm restart svc:/network/ipsec/ike

v ike A M| 2E FASHH W AHE e 2 AR el

# svcadm disable svc:/network/ipsec/ike
71 &Eo HestHH o5 F s FI

. /etc/1net/sec ret/ipseckeys 3} ¥ o] &5 F7}3F F manual-key A B 25 A& 2 &2
AR}

# svcadm enable svc:/network/ipsec/manual-key:default
= ipseckeys H 2 HAI F A A2ENZE IF Y},
# svcadm refresh manual-key

] o
v

ol
=

- ANEES AN L UARF ST AL A VAV S AU LB HZ DA D

chal 212 g e,

# svccfg -s manual-key setprop config/config_file=/etc/inet/secret/MyIpseckeyfile
# svccfg -s manual-key listprop config/config_file

config/config file astring /etc/inet/secret/MyIpseckeyfile

# svcadm refresh svc:/network/ipsec/manual-key

# svcadm restart svc:/network/ipsec/manual-key

5 7] B2l & 22 8 H nanual-key A U] 25 AF& ¢kgto 2 ARG ],
# svcadm disable svc:/network/ipsec/manual-key

IPsec ZEREZ Y AN FH OB T AL % F ipsecalgs A ¥ 25 A= L F )

# svcadm refresh svc:/network/ipsec/ipsecalgs

svcs service ' ¥ = /\}% s}
i

_:] ] 2~ o] Abe] & Z5u o} A ¥] 2 7 maintenance =9l
73 %~ svcs -x service 38 £ 2

o oy w7 Al k& whF e

IPsec 3 3l o] B & 5| =4 8¢l 5= Wy
A200] 85513 A #1612l snoop & Ag-sted A& Wl =G e vk
F17} snoop & °ﬂ vEeld 4= 945 1/]1:}

= AH: HFolEAHVFEIHE Eiﬁh WSS LEFH U T} auth algS AF&3}od
ENIYE HTEE S aH:E BA gk

m ESp: A Fole ks st do|E 7F B A 1L ‘%% eEbA Yt encr auth alg £+
encr alge 2435t Ed 2l & W5 5l= 7% Esp: & BA o)

snoop = H S 752 root H S 7HA AbE AL ok gt A A S H AE S H F
Al 2Bl of] o gk H A 2~ A gho] g)ofof ghu T}
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gk 2] 2 "l (oll: partym)°ll 4] root & &S 5l

% SuU -

Password: Type root password

#

partym A 2 €l o] A 9 A XA e 2 HE I A5 Fv| g}
partym?] E]1]d Zol A enigma A 2~ 8] © Z HE] 9 71 & A g 3o},

# snoop -d net0 -v enigma

Using device /dev/bge (promiscuous mode)

A A A2 4] o -2 v}
qeﬁﬂﬁx]HmmmMAwﬂJﬁOiiijH“+digﬂlﬂquﬁ
o} root &S Wl enigma Al 2B ol A partym A| 28 0 2 3| 718 R} 9 7l
snoop -v enigma ¥ 3 ° 2 7 A s 0]= gt}

% ssh enigma

Password: Type your password
% su -
Password: Type root password

# ping partym

snoop 8= HAA¢ e}

partym A| 2~ 8l o] A £ 7 ] IP O]]T?‘] AR ol FAHHEsSP ARV X2 EH S B 7 glofof
Suich, che 3) ke an 2 esp A 4t 5 o] 155 3 o) &% vheb e,

IP: Time to live = 64 seconds/hops

IP: Protocol = 51 (AH)

IP: Header checksum = 4e0Qe

IP: Source address = 192.168.116.16, enigma

IP: Destination address = 192.168.13.213, partym
IP: No options

AH:  ----- Authentication Header -----

AH: Next header = 50 (ESP)
AH: AH length = 4 (24 bytes)
AH: <Reserved field = 0x0>
AH: SPI = 0xb3a8d714

AH: Replay =

AH: ICV = c653901433ef5a7d77c76eaa

AH:

ESP: ----- Encapsulating Security Payload -----
ESP:

ESP: SPI = 0xd4f40a6l
ESP: Replay = 52
ESP: ....ENCRYPTED DATA....

ETHER: ----- Ether Header -----
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o] AFol = vhg FE AW} s of Sl e,

237 3] o] Z] “IPsec A ¥] 2~”

238 9| o] A] “ipsecconf ™ &~

238 | o] A| “ipsecinit.conf ¥} 4~

240 9| ] A] “ipsecalgs ™ &7

240 9| o] Z] “IPsecel] o g+ K.k o174 ¢ o] E{ ¥ o] 27
241 3| o] Z] “IPsecoll 4] SA A A & 91t R el E]”
242 ¥ o] A] “snoop ™ & E IPsec”

= 9] 200 4 Ipsec® T2l ol o 7131 € 15 3, “Thsee T4 (51
FA S Al . IPsece] 7 8.+ 14 XL, “IP Kok o} 7|l & (7] )5 Fr & 514 A

1‘0 mlo

ol

SME(41®] 2~ 32| 7] )& IPsecoll ) & th A1 v] 25 Al &g o)

®  svc:/network/ipsec/policy A18] 2~ — IPsec 3 & & o ]{%‘/] DP. 7| EAH O F o
Al A 2b o2 A" YT config file 55 A H 2| 3t ipsecinit .conf

gt ¢ ‘f] AEZ2A ULL]E} & 7| 3F2 /etc/inet/ipsecinit.confd L]r/}

®  svc:/network/ipsec/ipsecalgs 41| 2 — IPsecel] AF-& 7153t 42| &
Wel Gt 7| A 0w o] Anl 2t Abg oz 4R

= svc:/network/ipsec/manual-key A H] 2~ - 55 7| | & EA sttt 7| EH o 7
o] ul A= A& okghe 7 AR F Ut} config file 55 A K 2] 32 ipseckeys
T4 7Y °] AR E ZAZ T 27] Fh2 /etc/lnet/secret/lpseckeys°]‘/]E]-

= svc:/network/ipsec/ike A1B] 22 - TKEE | gh T 7| £ A 0 & o] Au| A~z AFE-
tgro 2 AR 74 753 55 A X =281 ¥ o] A “IKE A ¥ 2”&
xR Al L.

SMFol| tf &+ A}A| &+ ] 8-> Oracle Solaris & 2]: A uF =] o] 6 &, A v A Fe| () 8)°F

F 25 Al 2. 3 smf(5), svcadm(1M), svecfg(1M) #5772 = °] A& FRTA AL

237
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ipsecconf ™ 3

ipsecconf § ¥

ipsecconf ™ % & AF-&-3}o] A Eof th g [Psec & A
- Psec & zﬂ 3 %%

ﬂf”"?*é%rtﬂ Al e RHE U o 4] 28] )
A5l BE Qlupg-= W op2-ul-= Ip Eﬂo]ﬁl_‘@ of o gk A & Ehl gt o}
AehE dole 1 "1':4% o] &g A-&5}eq -7—7}% A Bholol| F45 5] A ekt
ipsecconf " ¥ SPD(X.¢F A A d] o] Bl ¥ o] )& A gt} [Psec A & &4

ipsecconf(1M) "} 572 3 o] x| & F 2 5} 4) /\]_,_

R e LT L
H5s ¢ 9lFUr o9& E91, taddr hostl ! raddr host2 M ©1S E 36} = o} 52
o] & A A H T2 Eo thsl] A A vheko] glrfetE ool A Evf & B )
wehA) 7 5 E ol v ol bl A St @ 8 gt

ipsecconf % O % F bl A 52 Al A8 S A F-ESEH glo] Ay Th A ~F] o]
F-E g ufl [Psec A M o] BA 55| == 5le]H A A 35S /etc/inet/ipsecinit. conf
gt Aol F71gk oh g policy AV A5 A& DA AL A0 7 AA g} o =

217 #| o] Z] “IPsecE AH-&-3ted Eff 3] B575 A4 Al &

ipsecinit.conf 3} ¢

238

E A [Psec A A 3FE O 7 [PgecE &7 ‘}6‘-
/etc/inet/ipsecinit.conf L]‘:]' 3 '—| -
ipsecconf(IM) " 774 #H o] X & F AR sFA A & A H o
ipsec/policy HH o2 FA S AN Z 1A 4 9l FY]

Oracle Solaris S A] 2}& uf] [Psec K ot & A & /‘}%P_E AR5 A 3 Y
7} of] B
]

9]
<
0
Q
o
3
i}
0]
—
-
(0]
w0
=

A Z ipsecinit.conf 3} ¢

Oracle Solaris iEEfﬂ ofof| = A & IPsec A 1} ipsecinit.sample®| E 3= o]
At o]l HdS e Ee|E R AFE5lod AH419] ipsecinit.conf U S RS 4
45 H Tl ipsecinit.sample Tt ol = thg ol 7} £ =] o] sl o}

# In the following simple example, outbound network traffic between the local
# host and a remote host will be encrypted. Inbound network traffic between
# these addresses is required to be encrypted as well.

#

# This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
# and 10.0.0.2 is the IPv4 address of the remote host (raddr).

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mipsecconf-1m
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mipsecconf-1m

ipsecinit.conf 3} &

#

{laddr 10.0.0.1 raddr 10.0.0.2} ipsec
{encr_algs aes encr_auth _algs sha256 sa shared}

The policy syntax supports IPv4 and IPv6 addresses as well as symbolic names.
Refer to the ipsecconf(1M) man page for warnings on using symbolic names and
many more examples, configuration options and supported algorithms.

This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
and 10.0.0.2 is the IPv4 address of the remote host (raddr).

The remote host will also need an IPsec (and IKE) configuration that mirrors
this one.

HoH R H KR KR H R HHH

The following line will allow ssh(1l) traffic to pass without IPsec protection:

{lport 22 dir both} bypass {}

{laddr 10.0.0.1 dir in} drop {}

Uncommenting the above line will drop all network traffic to this host unless
it matches the rules above. Leaving this rule commented out will allow
network packets that does not match the above rules to pass up the IP

network stack. ,,,

HoH R W R HH

ipsecinit.conf & ipsecconfol o 3k 2.9} 31 A}

IPsec A A% 44 H 5,
ZAolgtar gt A A 52 oln] 7] S HE A ¢F
connect(3SOCKET) ¥ accept(3SOCKET) " 57 3| o] x| & FF & 5}4] 4
745 173 & thA] A AR A

=

= AL FAVMVEHAS S8 29 7 ols LB

s o] 5 A& Al 2" o] Al = S5t

HebF A AA =7 R &80 = qlal WA 57| = gt ipsecconf H H &
Abgg = Folsfof ok 7hA gt A REE Al A ssh EE TE B
7|e} t= A2 E TTY S AH&-3h ok

167 - IPEeFolI ¥ A (Fx) 239
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ipsecalgs ¥ %

ipsecalgs

IPsecel] =i

240

%

Oracle Solaris®] ¢35 8} Z#| ¥ 3 7] 5= IPsecol] 215 H 53} g
Al g3t} ipsecalgs ¥ ¥ = 7t IPsec iiid—ol A ke Lare 3,
IR a=1 ipsecalgs :rL/‘é% /etc/inet/ipsecalgs IF L ol A A o
gL AT F et gl shARE 9 & Al of 5= 7% ipsecalgs
/\}&?‘LL]"/P dE A AA s kgt A E = daeEFS A AR B E A
svc:/network/ipsec/ipsecalgs:default A1B] 2~ & A3} 57| sk o}

AT IPsec T2 EF 2 A 12|52 REC 24079 3% ISAKMP DO I(Domalnof
Interpretation)ol] 2™ =] o] 3l F vt UHEA © 2 DOI= dl o ¥ & A, M EH 3 Ef g
W3 Wk YR IOIE A A A & Ao g oh ek e Fro o 2 Bt
A °Li:@} dneE, dast BE Fol 2}%»14.

T-A) A © & [SAKMP DOI Fr &gt IPsec ¥ el F 2 s = E E F(PROTO_IPSEC AR el
PROTO_IPSEC_ESP)ll T3t o] & A1 W M & A A 5+ 2 & A oo} 7 S el &

Q2] shbe] =2 23 o 25t} o] 2] g ISAKMP DOI & &) =
/etc/inet/ipsecalgs Yol ol th dae|F U =2 & & ¥ 5 = JIANA(Internet
Assigned Numbers Authority)°ll ¢ 3l & | 5 vt} ipsecalgs ¥ & < IPsecel| o gk

FeF HE S HHY S IS Gk

1] 5ol off g AA| 3 W82 ipsecalgs(1M) " 574 #H o] A & H AU Al 2. A5 8}
= o) ¢ = ol o 3 AFA| & W €2 Oracle Solaris ¥E]: 2.9k A ¥] 2 2] 11 & “o+ 5 3}
zH dA AN L) E FRA AL

<t
f
- (o]
re
\th)
=
o
A
=
o
l%

[Psec H.qF A u] ~of th 3l 7] A5 F H = Kol o172 d o] E{ ] o] 2 (SADB)ll A F Al
ey th SA(E e o 7)) = el upe-= 9l E—l #%H}TE ) 7S B 53t} SADBE
EFEAEF 2L E8 WA A S B = AL A ni*ﬂ* E=ody E*l =+

T ZAAE FA B P} o] SADB 7 A| ] BFA 2 route(7P) vl uﬂow o
Aw) g BFA 3} ALY o) root & @t o] o] B W] o] Aol ol A AF 4 31%»]4.

in.iked Yl % ipseckey ™ &= PF_KEY &7 Q1 E] 5| o] 2 & 2}-8-5} o] SADBE 4
e ﬂbl th SADB7} & & W vl A 2] & A 2] 5} W of] th gk A A @ 8- pf key(7P)
v 57 8 o] A| & 2 5HA] /\L‘?_.
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IPsecell 41 SAR A& 913+ 2l E]

IPsecl 4] SA A A= 93t +E 2l E]

IKE = 2 £ 52 [Pv4 2 IPv6 t] o] B ol o] 2] Tl 3+ A} 7] Fe2] & A Z3 o} IKES

éifé"}t Hh ol o &k &) A2 18 &, “IKE T4 (2H3d) & XP7<~MJ Al 4% 9]0

2 2| E]l = ipseckey ™ & o] v, o] ”ﬂ B2 ipseckey(1M) "l 57 5] o] x| of] A 5] 01
Stk
ipseckey ™ ¥ & A}-8-5}of SADB(H.qF A 2 o] E{ W o] ~) & - F 2 Z AT}
A o &2 5 SAMAAZ AP A IKES AHSS = 9 ol AHE- L] o}, 5} | 5k SPI Zk ol
I8 A G5 SAYA I IKEE 5 Aol AFE3E 4= 355y
ipseckey B & 77} 50 2 £z IKEZ F7h5] 33z 7] o -ofl 43k glo] 4| =8 o
AR LESAE Red A 4 I 5 th ipseckey HH S -c A A 42

AZ o7 o] FEE DA

1pseckey e 0 2 FI1E [Psec SAT Al 2E S A FESHH glo] Ao A| 28] FE 4]
TEoE FIIESAE Ao & A5 H 58 Jetc/inet/secret/ipseckeys

v} o] 718k t}5 svc:/network/ipsec/manual-key:default A 8] 25 A& 0 2
ARk " A 231 9l o] A “IPsec 71 & 5 22 wt= = W S X614 Al 2.

ipseckey & ol = Al gt 7o UHE F AR A vt HH 2 FHeHEH o] &
olzz s 2o AL =5

Af gk 55 7] el @ e Sk
A QS gk 271G

ipseckey®°ll o g ¥.¢F 318 A} &

ipseckey ™ ¥ & Network Security %=+ Network IPsec Management % g+ 32 & 1} 4 & 7} %
Astol vIZHg ka3l 7] Y AEE JES 7 U EF Tt FAH AL of ﬂi"ﬂ o gk
3] 53 7 - IPsec E 2 o] B ks A&l s 4 ol s5 o)

o)) 2~ 7

pul

o rsh

- 753 73 9 ipseckey E 5 7] Y H o] o} W IKEE A8 o

Bl

- Y ARE A2 LA S
whalelu o 7] A = e g A )
v & 7)o £ Al aa o,

s TTYZFUES IS &3l ol 37}k ipseckey % o] th 3}A] E =41 7}2
7

] ‘Hi}q Col = 7] Y AE e Heto] o] TTY S| E| Ho tt M ES =
2ol wekvch YRt e~ E Byl B = rlogin Al A& 53l ipseckey ¥ %=
b RN
n 2 ol FoWES Y= wAF T2 2o 34 g Afo] = 4 9lF
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snoop ™ % ¥ IPsec

snoop

242

N Lt PR IEDRNESEER SR P TE RS i

S E 28 B £3% 5 E BAEYC,
e

b F kA& o802 old| A Et7| = gt ipseckey H H &
A u = F ol o gk 7hA bR A R EE A= sshEE & E=
71e} = AA = TTYE AF& ¢ ot

] 9 IPsec

snoop = AHH ESPEH & & =49 &
snoop W H>ESPE X5 ¥l tasle dE &
oGtk wel A AHZ B 5 % E 2] 22 snoop )
gk v A2 AHTE 9 Zlof| A A A AFS- l‘}ibz] 55 | g ]EP X}‘ﬂﬂ -8
snoop(1M) ¥l 7+ o] o] 2| & FEFHA] A £

2
Al

[ o
HU
N
_,t
gl_
}
%
>
L il
o f“l
o
ot
=2

R 5= s glo] tf gk AHA A X snoop & 9 o

el sk e RS AL

=235 ¥ o] X| “IPsec® 3 #l o] B35 =] +=4]

ol Ha| Ao 23t F+ & .:_% A2 A Z E 9012l Wireshark (http://
www.wireshark.org/about.html) & 2] EFAF V| E 9 3 &4 7| & 288

Ak
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Internet Key Exchange(7H &)

IKE(Internet Key Exchange) IPsec®| 7| 2] & A5 243k v} Oracle Solaris<= IKEv1 =
T3 ek o] A2 IKEe W& b5 A B E 3o

—

= 243 9| o] A| “IKER 7] ¥&]”

= 244 ¥ o] A “IKE 7| § AP

245 9| o] A] “IKE T4 A &l”

m 246 9 o] A “IKE 2 2] E] 4 3} Y~
IKE 7+¢ A %

=187, “IKE 74 (714" & #2321 & 3L b 19 A, “Internet Key
Mmmgwﬂ)éﬁ'dﬁﬂ¢lma|W@W%%M fmi%ﬂﬂwﬂwore
x]—x —-})\1 /p]_]_

IKEZ 7] T2

IPsec H.F 1 3H(SA)ol 7k 7] H&A A5 & el ste S 7] Beletar b &+ 7]
Te] & A= 7] A, 5, gt FA4 Hol A d o] & 8 3t} Oracle
Solaris+= IKE(Internet Key Exchange) * <+ 7] F+2] = A= 343 o} IKEE
- El ol Bk Ad& Algst e 4 A 275 v th IPva H 1Pv6 3l 71 2] IPsec
SAT IKEES &8%  olsth

IKE+ A8 7H5 8k s =4 gl 4+ FuUh st= o
V& 718 AFEEhed AE A 7] A& Al 'l o A A2l g g ok shE g o] 9 7]
AN A= 2 BT A 2S A FEE o)

243



IKE 7] &4

244

R
IKE t| % in.iked+ IPsec SAl| T &t 7] & A5 & qbxd g ubA o 2 At
A E gk gl &2 0Soll A Al g5 Wl F- el 4] 7] 9] 759 Al =& AFS-§hv ok
IKE+= PES($HA Wb ek v A) & Al -3t oh PESell A dl o B A 5& R 5 5l= 7]+
F7} 918 A ahs o] AFE 5 A d sk Edkdlol e AF 7| E vt d AEE
Al 2= A A5 2] 95U T in. iked(1IM) Pl 5792 #] o] X & ZFE 514 Al &

IKE 7] £

& EE I @Al A EE Sl B s B3] Ag s & e F Ao & Al T8l e
7 golof gk A o) B Ah&-S A A g e}

2171 7| P Sof, W F Ao HARE

EEEL EEEE TR
7] 2§t vt A ko st e Fol tdk 7| E A= 22 A YT F
7} 7] Z 8 W 2 RSA 2 Diffie-Hellman = & & -39 vt}
Diffie-Hellman DH I A LI AdFE AFse 7l g daueEFUvch A5 " 7
oEE PFro)gt % &}
RSA & el RSA | A D7 ASEAFS =7 w3 daeEFYUh ZEEF
o] 22 Rivest, Shamir, Adleman 5 321 2] #| 2} &} o] Z-o]] 4]
upgkH el
b enpek A PES ol 5l 7] w kol vk A g%l vt} PESell A dl o] B] A& W55+
7= F7F 91 & A ohe ol AFE S A] EF o ek dlolH A S
B35l 7|0 £xk F7H I E A oh= bl AHSE A SF 5 o
Oakley L3 kA @ WA © 2 Phase 29| 715 A A sh= W 9 vtk Oakley
W PESE @ Absl= ol A&yl

IKE Phase 1 1.3}

Phase 1 i $+2 7] 2.2 2} 3 3] v} Phase 1 s 3ol A IKE= 370 7] ot & 8 Wi &
Ab-§-3hod 3] of IKE I Bl E] & AFA| /153 v v} 2L 2 3} = ISAKMP(Internet Security
Association and Key Management Protocol) 5.3} <1 3(SA) ¢ ] o} ISAKMP SA+= TP
dlo] B Lol o 3t 7] ¥ A5 5 §4dsl7] 913 IKES] 2ok A ) vt} [Psec SAS}
2], ISAKMP SA= S o] B2 shvfe) mqk vt 8 gh o

w SIS A o) F A=A v
» PRS($HA =Wk n| A o] Abg of 7
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IKE 7%

e Al
R E GRS

n HolTzeREIZU g dueE

L ﬂ%uol'ﬁé]

F7HA S S mlE] F a7l ek ) 7l S A G Y S K 7] IS A = ARA
Mg g g ek B 3 H 7] 7] (PKI) 2 F ol A /1S 713 (CA) el 2 8
AESAHE e ol5nt

IKE Phase 2 1.3}

Phase 2 3 3+ W& 2 = 2} 77 g1 Tt} Phase 2 2L $holl A IKE+ IKE H] &5 A3 5¢l
Al 228l Zkoll IPsec SAE 5HE 31 32| §F ] o} IKE< Phase 1 1L 3holl 4] 5= H.qk A
A5t 7] I A o] AE5S B 5 g ol IKE gl 2 /dev/ random & A & A}
W A7 ZEE 7 E by h dlEe] FA Vs n SR IS A E Y
AL T4 912l ipsecinit.confoll A/ H dae|Fol| A 7| B AR E AL 5

HEesies

IKE 74

/etc/inet/ike/config T4 U2 1IKE A A &5 £l FIKE dl&o] A&
AdFsled gFo| Fadfol gk T3k 7| & A B E AFE T 5 sdofok gk 74
9t o] gof upe} 7] ¥ A EE AFE-51od Phase 1 L3S Q15 5= W of
ARk r)g] Fet 7] e 3l 7] 1A E AYE 5 ol o

auth method preshared &5 vl 2] 373+ 7] 7} A2 % & e Yt} preshared 7}
ol auth method®] 3= &7 7] 1 54 7} A& = 2] b vt F7 7] el 541 & &}
Al g =% 9l 1 PKI & A ol| A ol F5- A & A A& = el 5 v ARA g 82
ike.config(4) "5+ | o] A| & FF AT} A L.

IKESH v 2] T 73 7] AT

—

Ir

el FRe 7l F o

Al 2Bl ol A Fe| A7) vEE 165 ¢ == ASCIT A YU th 28 o2 qbd g whAl o 7
s]of 2] 8] o] k| 2} 7| & FHa o), okol A A1 g xboh nle] T 6 78 b A

Slof Al 28 £ Shb2 LR 5 ol oo

o) Q1% W S ApESHE T)of ol 4] vl 2] FRak ol E sl ol itk e S PR
T Fawee Fduch 2 A 28 9] Jetc/inet/secret/ike.preshared ¥t ol 7] 7}
=t} A g 8- ike.preshared(4) "l 74 #H o] X & F A FFA A 2.
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IKEF =2l El & 5t

A
to
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P =%
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ofM
)

27171 215 A% Aokl 540 A28 o] e sl ek B HEE Y
o7t s 370 71 = 7] 5 4 § A4S 9§l Diffie-Hellman & 37 2] 5 (DH) =
ARSI T 3 7] IS A= FERFE UEYCh ISAE AA AYE T 5 9l
% 71T (CA)ANA A FAE FAE F= AdF T}

ApA| A v = N

d|

7] elF5 A= He| A AL FE uhE U T} ikecert certlocal -ks ™ 3 2
o] 7] &

Alzgle] FA-A )l 7] % T )] e wheu vk 2R ok A Al 2 E el A X509

(e}

A o] AHA| A El A EH S VA F Uk 7] e I F S Hdl A A AF 9
91354 7} ikecert certdb W&ol 91 Y AE A= EA /‘]/\E” 9]

3 S oh ZpA| AT /)5S A
/etc/inet/ike/publickeys Tl # E 2] o) A5 o} .7 F 4 & AFS-5HH 15417}
A5 st g ofof] A3 o}

A A " S A = vl 2] F57E 7] 2k CA Aol o] F2F A ik ml 2] F gt 7] 9
e, X}f‘ﬂ A gl 9l F A= Bl Al Adl ol W E & ofA] w4 3l = *]Z: ] o] A
A SlS Ut L S glo] Al 2Hle] /IS A S AHA| A 0%‘4”3
DNS(www . example.org ) =+ email(root@domain.org) t Al o] &5 AF-&-3F40 A] 2.
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1= s ool 4] ), 5 B3 %A1 7 CRL(LEA o A 5 %) 9 et el
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Au)| A E Q okdky o} *‘]H]’\‘)ﬂf/ﬂﬂx}*ﬂﬂm%% Oracle Solaris T&]: ¢ ¥ =+ 0 6

o+, $1A], B E Ee A~ A w5+ 7 o] A
svc:/network/ipsec/ike IKEES 32| 6} SMF A v] 2~ ) v o}, smf(5)
/usr/lib/inet/in.iked IKE(Internet Key Exchange) &3t} ike A 25 in.iked(1M)

AbEo 2 AR T of AbgshEl 7] el & A S v
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IKEFr =2l El & 5t

2172 IKETA 3%, 7] A4 9 A, & 2l Au] ~ %)
g, 91 A, W e A2 A w54 5 o] 7]
/usr/sbin/ikeadm IKE A A& sholslal A A& o & -4 5} 7] 9] 3 IKE E] ikeadm(1M)
= ) L]t} Phase 1 & 1125 2 22 IKE Te] 2 A o AH&
7} 3 Diffie-Hellman L5 & & 4 2554 o}
/usr/sbin/ikecert T 7 S5 AE RAgste 2 dlolE Ml o] A5 A5 7]  ikecert(1M)
213k Q15 A dl o) Bl wll o] &~ Fhe] W E g},
lole o] 25 AR E StE ool AT T gl T
/etc/inet/ike/config IKE A A ¢] 7] & 74 3} sl ch v E IKE 873 & ike.config(4)

ike.preshared

ike.privatekeys

publickeys T] & E 2|

crls H ¥ E g

Sun Crypto Accelerator 6000 K. =

[e]
A A A| 7] AL o} $-1}- = IKE 8 & & %ﬂl 5}7] $13k Abel E
ﬁL;:I E—ELELL]D].
o] o} o] £ 5} ike A0 25 AFG 02 AT )
in.iked Hl =& Al 2§ o} o] 3} €] 9] A= svecfg
WHgos %ﬁ%? SFH o

Jetc/inet/secret T ® E & o] u|g] 53k 7] u}d 9},
Phase 1 . 8}ol 4] 015% 98 Bal 7| B A=
Zggr) vle] T4 72 IKES TS o AHE S

/etc/inet/secret Tl E 2| 2] 7| ¢l 7] o] & E 2] )},
-7l 7] o] el 7l 715 g ok

U U

TN 7] " A LS B8l Jetc/inet/ike T E E 2
qkel vl E 2] i o}, *7}1 el 71 % 5 3 7] FiEs

B2 71 9 1A Sl o o 55 e
/etc/inet/ike Tl & E 2] 9t 9] T] E“E.E] v}

&g Al A A A FE dolx 3 7 Al S
s shepi sk o] L o 1 21 71,70 7] 9 )
7] 15415 A -3 o} Sun Crypto Accelerator 6000 B = =
#ll 4 3°] FIPS 140-2 3! A ) vl ch.

ike.preshared(4)

ikecert(1M)

ikecert(1M)

ikecert(1M)

ikecert(1M)
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IKEZ} 1 5HA] o] A A}-&-3F 4= 9] = Diffie-Hellman 1§ & 32 4] o}
Diffie-Hellman L35 ©] IKE SAS A2 A gt v},

# ikeadm dump groups
Value Strength Description

1 66 ietf-ike-grp-modp-768
2 77 ietf-ike-grp-modp-1024
5 91 ietf-ike-grp-modp-1536
14 110 ietf-ike-grp-modp-2048
15 130 ietf-ike-grp-modp-3072
16 150 ietf-ike-grp-modp-4096
17 170 ietf-ike-grp-modp-6144
18 190 ietf-ike-grp-modp-8192

Completed dump of groups
o} Zo] IKE 1A W 2koll 4] o] 2]} 3k % 5} E oakley group wi 7 ¥ 5o off &
Q152 Ahg gt

pl xform
{ auth _method preshared oakley group 15 auth alg sha encr alg aes }

IKEZH 1=t A ol A AHE- 2 5= Sl AT SnE 5 555 A1 P ek

# ikeadm dump authalgs

Value Name
1 md5
2 shal
4 sha256
5 sha384
6 sha512

Completed dump of authalgs

£h33} 2o IKE 157 W 3hel 4] o] 2 G o] & 5 5hoh8 auth_alg vl 7} ¥ Sl o
Q152 Ak g o,

pl xform
{ auth_method preshared oakley group 15 auth alg sha256 encr alg 3des }

IKEZH 1A el A A} == 453 dugE 558 54

# ikeadm dump encralgs

Value Name

3 blowfish-cbc
5 3des-chc

1 des-cbc

7 aes-cbhc

Completed dump of encralgs

£h3-3} 2o IKE 157 W 3hel 4] o] 2 G o] & 5 51} encr_alg vl 7] ¥ Sl o
Q152 Ak g o,

pl xform
{ auth_method preshared oakley group 15 auth _alg sha256 encr _alg aes }
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A8 Tl IKE Al 2~8lofl wlg] | A IKE B A& A8 5 Al 28l A IKERZH | 254 9| o] ] “2f 3] o] A] 8] of tf gk IKE
FHE IS Fohg e G5 A 7] 3] =75 Fhg o ool E Hp”
184 . IKETFA (=) 251



v 2] F#3 7] 2 IKE+4
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vl 2] F53k 7| = 7H 3 2P IKE o1 5 W U B IKEE AFE 62 & d] o] A AES
T4 Fol™, ald A| 28l o] Fhe| Atebd n] ] F73 7] & AFE-5he o] E5U T
T 71 A1FA 9 Eel vl g FHE 7= 1P F At Ao Q)G e FAE 7 =S
ERJIPFAEEIPFAHAS ARAZL F AFUTh HE A A Aol ARFHIPF4
W 9loll S61A] 942 - HE 7 A A A E 5= 9= ol A Al o]} A] AE o] A =
v 2] F53 715 A 4 gl o

3. O = = =]
u] 2] Z73 7 2 IKES T-A sl = vy
IKE 782 7] Zol7} vpofat 4|5 & Al dgoh 7] Aol Alo] E Hghol u}g}
Aedsk =gl dubA 0 2 Zo) 7k 7] 71 = Ho] 7} g2 F) ol v &l o] 7 g HekS
A &g

o] A x}o| Al = ASCIT 8 A 0. & 7| = A A

)
<
£

o| A F}ol| A= enigma X partym A| 28l o] & A&t} enigma X partym ©] 5
A& ARl HA Al 2] o] F o & T A 5FA] A 2.

Z - Trusted Extensions A] 2~ Bl o] 4] #] o] &-o] )+ IPsecE A&} 21 ™ Trusted Extensions
TFA 2 Bz o “t}5 #H ¥ Trusted Extensions Y| E 9 .ol A IPsec K. 5 & & $3l=
S xS A L

HAE 239 Y},

A}A] g W -8-2 Oracle Solaris ¥ #]: B.oF A u] 2 9] “Fhe| AZS A= vt &
R AAcw 2Ol AT U4 S Hall sshHE =
Abggt e} o = o 15-12 F AR A Q.

Z} A]| 2" o)) A setc/inet/ike/config 3+ € & v

&5y
/etc/inet/ike/config.samples Bl Z | E & A8 &= 9l 5T},

Z X 2’ 9] ike/config Tt L el 772 D A G v | H G5 o H o)

o| i} o] 5 A 2 H o wi /¥ = A| 28] 9] ipsecinit.conf I Yol A= =
IPsec A o] 433l =5 5] g3l oF hi o} o} IKE T4 ol =218 5 o] A| “IPsec s
Apg-5ho] = Al ~ED Alo] o] Ee & W 55k B2 ipsecinit. conf ol 2F g7
A& o}

a. 9 E5°],enigma Al =" ol 4 setc/inet/ike/config T L& FH Y}
### ike/config file on enigma, 192.168.116.16

## Global parameters
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#
## Defaults that individual rules can override.
pl xform
{ auth method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
#

## The rule to communicate with partym
# Label must be unique
{ label "enigma-partym"
local_addr 192.168.116.16
remote_addr 192.168.13.213
pl_xform
{ auth_method preshared oakley group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5
}

b. partym A] =¥ ol A /etc/inet/ike/config T+ ¥ &+ 1}

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
pl xform
{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2

## The rule to communicate with enigma
# Label must be unique
{ label "partym-enigma"

local_addr 192.168.13.213

remote_addr 192.168.116.16
pl_xform

{ auth_method preshared oakley_group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5
}

7oAl 29ol 4 o] FEL S e,
# /usr/lib/inet/in.iked -c -f /etc/inet/ike/config

Z+ A 2"l o) A setc/inet/secret/ike.preshared 3} ¥ 2 754},

7t shedof wle] T8 718 Al g o,

a. 9l & E9],enigma A &= ¥ ol A ike.preshared 3} € o] v} {-A}5HA] A § Y},

# ike.preshared on enigma, 192.168.116.16
#...
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.13.213
# The preshared key can also be represented in hex
# as in 0xf47cb0f432e14480951095182b
# key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

18% .« IKET4 (%)

253
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b. partym A] 2~ ¥ ol A] ike.preshared 3} € o] t}-&-3} F-A} 5} A A el
# ike.preshared on partym, 192.168.13.213
#...
{ localidtype IP
localid 192.168.13.213
remoteidtype IP
remoteid 192.168.116.16
# The preshared key can also be represented in hex
# as in 0xf47cb0f432e14480951095f82b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

6 IKEAH] 2 A1&0 2 A3},

# svcadm enable ipsec/ike

wmqlmﬂﬂ%%ﬂﬂWii%

A P2 AF=192.168.13.0/24 A Bl 8] & AE o] {f &% v| 2] I3 7] &S

F7hgh ok,

#...
{ localidtype IP

localid 192.168.116.0/24

remoteidtype IP

remoteid 192.168.13.0/24

# enigma and partym’s shared passphrase for keying material
key "LOooong key Th@t m~st Be Ch*angEd \"regulLarLy)"

}

2% oh Fhel A BE A 2R ol A IKE 48] 25 ThA] A Ak o
# svcadm enable ipsec/ike

Psec M S S FE A o™ [Psec M S AL 02 AAS AU A2 1A=
[Psec % 7*32530}7}*1*]4.

A
do
M
>

{19

v A 3]o] A| Z & o] o RHIKE ¢ ©l| o] E W

22 o] 24] 29} T4l IPsec A G & F7He ol £ IPsec B4 Au] 5 A=
aF of gt} IKEE A T4 8 A v ek A] 4 orol i =]},

[Psec & A o] A 3] o] & F7}8F 79 IPsec W 7 2] ol IKE T4 = A 8l of g o},

A1 zak7) Aol ipsecinit.conf I+ U & i d o] E ) 0w 3o A| AE)]of th & [Psec A & A E

EE T
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vl 2] 473 7)1 2 IKETFA

1 FEAZ 23933}

ZpA & W 82 Oracle Solaris ¥ 2] : B.¢F 4]
R 2. 9 A ozilfdf;} 73 ¢ ot
Abggh ) o & o] 15-15 FRFAUA L&

2 IPsecE AHE T A A Al =" ol @71 S Bl 2 IKE A& e Y e

a. 9l & E9°],enigma A| =" ol 4] setc/inet/ike/config 3+ € ol t}5- 7 2 & F71 o}
### ike/config file on enigma, 192.168.116.16

## The rule to communicate with ada

{label "enigma-to-ada"
local addr 192.168.116.16
remote addr 192.168.15.7
pl xform
{auth_method preshared oakley group 5 auth_alg sha256 encr_alg aes}
p2 pfs 5
}

b. ada A] Z=®l o] A t}-& 572 & 3=7}3H o},
### ike/config file on ada, 192.168.15.7

## The rule to communicate with enigma

{label "ada-to-enigma"

local addr 192.168.15.7

remote addr 192.168.116.16

pl xform

{auth_method preshared oakley group 5 auth_alg sha256 encr_alg aes}
p2_pfs 5
}

3 o] A| A" o &) IKE 7] 2] &3 7] & whs Y e}

a. enigma Al 2= ®l o A /etc/inet/secret/ike.preshared 3} 2ol t}& B &
F7h e

# ike.preshared on enigma for the ada interface
#
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.15.7
# enigma and ada’s shared key
key "Twas brillig and the slivey toves did *s@mEtHiNg* be CareFULL hEEEr"
}

b. ada A] Z® ¢l 4] ike.preshared 3t € ol t}-& F & F 7}l

# ike.preshared on ada for the enigma interface
#
{ localidtype IP
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localid 192.168.15.7
remoteidtype IP

remoteid 192.168.116.16

# ada and enigma’s shared key

key "Twas brillig and the slivey toves did *s@mEtHiNg* be CareFULL hEEEr"

}
4 ZHA 2o Aike AU 25 A2 LF ),
# svcadm refresh ike
b &4 [Psec M AR S ST A o™ [Psec F M S AF-E

IPsec & X]‘i ZolrAl Al 2.

SAZIKETA (= W)

tha E ol A = IKEel ti & 370 7] /IS A & vh == A Aol e sl A7 g o, o]
Arpel A= S E w2 vEE 3 A A " sk of o Xiﬂ'ol"— WS AR R
T ATA = AFrEofstE R Tl 7] AdFAH A A= AT ol T dAH R
Aorgho]F o A g dRbA o 7 X509 A ] o] A5 ‘/]T/} AL 98l
A o] F& AT T stk ol @ o] 5o A tag—value vt o] gk
Sl ol A o] Al mk gr o) 3 A2 el L 573 of] K 3l Ok"ﬂb]l‘/]-. o & 5, email B 19|
& A2 name@ domain.suffix 3 H Tt
zed A T3 W
AA A" FN 7 AFH R & F N AFEME RS 7 Al 2 H o 257 3l o] A “AHA| A = TN 7]
IKES 74 3l o}, B} 2| g QF A & IKES 74 sl
A A E A
= 3lo] A|2El o] FY 7] QA

CA®] &7 7] IS4 & sh=S of ol

F7hgh ek

PKISl% 7|} o 2 IKEE A5 A 9 AE WE 7 Al 2B of vt A 7] 9] 262 # o] A “CA7} A EF 5 AM =
T4 Q15 S uf A o). IKES 74 5h& why”
35 7](cA) ol S ol whet ahE /1S A
m CAC ¥ 7] AdEA
= CASCRL
7 stz g ool A N 7] g A4l 5 e S o 266 # o] A “F7) 7] Q1 FAM &
AEHE FALY. w2 StEg ol AA M E AFAE A ko] shE S of ofl A A k=
A hE 94 A2 e 3 7 E E
Sh= 9 of of] "7%‘»]4
2= ol A5 2 H S g kS
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3N 7 A5 A Z IKETA

g a7 Fa 9
PKIoN 4] &l 541 3l 7] % ok i 32 A A of] A CRLY Al ~ %1}, 270 3 o] 7] “el F-A] 3 A H5 A 2]
FE(CRL)E Sdlel Ed g

Z _Trusted Extensions A] 2~ 8l oll A 3| 7] 2! IKE & Abel] 2| o] &5 A A 5} 2 ™ Trusted
Extensions T4 % ] o] “#l| o] Zo| = 1Psec A (A W) AAE w2 A4 Q.

371 7] <l
Extensions

%4 & Trusted Extensions A] 2~ 8l 2] & <]
S %A el A Y & 7o

o o] A ZHe| g Yt} Trusted
Y},

T =

S 7] A5 A 2 IKE T4
TN 71 ASA S AHE- sk FAl sk Al ~glo] o o] A Aol Wl 7] Y =S
T2t gavrh vl ST 7|ek @] S 7] oA = Bk A AR B
He 7k A AR 5 9= Al AT ol A A& 7 Sl ok
£33N 7] A E st AR E stEs ool A sk AR
279 3| o] A “d 2 & StEF o) & FEF IKE T47& F R AL

v AA| A9 =

o] G A}ol| A = <15 4]
A A= ™ certlocal &
N QA ol o] ]

=

o

<%
17 on e
o,
o
e

st glo] Al 2] 3t S F S ey

Abg vk,

A A Q1% A CAS) B 1A Bek 2w sl =7 A x| 1k Ehao] of ]
FaHAF A9} el AR B AFA L vf o o A o

CA°ll A

pul

1 AR E2AFYC

ZFA gF U] -8--2 Oracle Solaris T 2]: B.¢F A ] 2 9] “Fe] AT A=
Frsiyar . o g 29l 9ok 2118 96l ss

AFEgH T} o] = o) 15-12 AR A A £

3 Olzl
=
N

0,
olM
>
fr
=
m
(i
4

2 ike.privatekeys H o] B ¥ o] 2o AHA| AW H AT A& WE U

# ikecert certlocal -ks -m keysize -t keytype \
-D dname -A altname \

[-S validity-start-time] [-F validity-end-time]l [-T token-ID]
AA M " A E Ry T

-ks

18% .« IKET4 (%)

A 7 ol A Zrol gl of ghu T}
R N R
h™ e
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-m keysize 7] 2] 2719 Tt} keysize= 512, 1024, 2048, 3072 5=+ 40964
s

-t keytype A& e E o e AR o keytype% rsa-shal,
rsa-md5 %+ dsa-shal% T 354

-D dname S A FA o thgkX.509 A o] F U th YR . E dname®l

YA C= country , O=organization, OU=organizational unit,
CN=common name$) 1 th. 7+ & B} 1= C,0,0U E CN Y T}

-Aaltname 1S A oA o] &tk altnamevl ] A2 tag=value®d 1t}

&3l L= 1P, DNS, email = DN Y T}

-Svalidity-start-time 154 A2 A1 ZbE Frad Ao B A Al A A o2
A A 3k e
-F validity-end-time AFTAH FEANE Fat AN B A FE AR
A & v e
-T token-ID PKCS #11 5t =8l o] =0l 7|5 AT 4 =5 Tvh 2o ™

a.

#
VS 7E =g o ol A A Y T

o

o Z So], partym A] 2 ¥ 2] & 3 -2 c}-2-3} -4} 5} A E A ¥ o}

# ikecert certlocal -ks -m 2048 -t rsa-shal \

-D "O=exampleco, OU=IT, C=US, CN=partym" \

-A IP=192.168.13.213

Creating private key.

Certificate added to database.

----- BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAQIEfdZgKjANBgkqhkiGOw@BAQUFADAaMRgwFgYDVQQDEWIT
a...+

zBGi4QkNdI3f

————— END X509 CERTIFICATE-----

FopE AFAL G2 o gt o] 2 A FAE A St = dRt

ARS-EU ) 192.168.13.213 58 Al 2B S Al M Gh = ol = AR A b5 U e A A R
o] B 3} Zh el B E 3| o] A AHl o] SHLE ol A7} A X F o] glE=A] th o] 9
A Z ol A] el &l of gh o}

enigna 4] 2% 9 % F-& vh-&-3h F A5 E41G U ek,

# ikecert certlocal -ks -m 2048 -t rsa-shal \

-D "O=exampleco, OU=IT, C=US, CN=enigma" \

-A IP=192.168.116.16

Creating private key.

Certificate added to database.

————— BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAQIEB15JnjANBgkqhkiGO9w@BAQUFADAaMRgwFgYDVQQDEWIT

y85m6LHIYtC6
----- END X509 CERTIFICATE-----
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AFAE ARl YA A2 2 ek,
£ A5 B P A" WAk o] Q1FAE A A v Lol gk e
BHG 5 ol th FAAE 5 bsh o] SHHE QABA S AR WA o o
oA Aol 4 ZHelsfof ek

tlo

a. dlE 59, partyn 5 A9 TN &

To: admin@ja.enigmaexample.com

From: admin@us.partyexample.com

Message: ----- BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAgIEfdZgKjANBgkghkiGOw@BAQUFADAaMRgwFgYDVQQDEWIT
a...+

zBG14QkNdI3f

————— END X509 CERTIFICATE------

enigma ¥E] Aol Al 2 o},

b. enigma ¥&] A+ 25 enigma 54 & T &S W)

To: admin@us.partyexample.com

From: admin@ja.enigmaexample.com

Message: ----BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAgIEB15JnjANBgkghkiG9w@BAQUFADAaMRgwFgYDVQQDEWIT

y85m6LHIYtC6
————— END X509 CERTIFICATE-----

Zy A| 2" ol 4] 57 7] ©] o] Ef W] o] 2ol =413 Q1T A &SI o
a. root7} 815 = Sl I ol Bl Ao A AW S A A}

b. ikecert ¥ #oll 3} €& A A A g},
# ikecert certdb -a < /tmp/certificate.eml
o] v 2 2 BeGIN B 2} END B L A}o] o] B ~ E 2 JhA gt}

e el A7) o] A5 A E Ll A AR 3P He) Aol A Sl gk
o) & Sof, o} el Aol A5 £ 52 Fa) £Aw T 5 A 2 o) A7) ol o el A
7 21 Q12 A 2] o A1 9F 2

a. partymol] A3 A5A45 gl
th-5- o ol A Note 1-> %001] UE odE A L] A o] F(DN) S HEFY U Th &5 00
gd=7el )lE A7 EUs A E A B R o] # 3 el A= F 3 leﬁ
MLo]L]r/]_ -r—j]-] Al E A7} 22 st W o A o] ik
T HES 125 certlocal 5H9l W H - ol R & °§ gk o},

partym # ikecert certdb -1

(o]

Certificate Slot Name: @ Key Type: rsa
(Private key in certlocal slot 0)
Subject Name: <O=exampleco, OU=IT, C=US, CN=partym> Note 1

Key Size: 2048
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Public key hash: 80829EC52FC5BA910F4764076C20FDCF

Certificate Slot Name: 1 Key Type: rsa
(Private key in certlocal slot 1)
Subject Name: <O=exampleco, OU=IT, C=US, CN=Ada>
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388
partym # ikecert certlocal -1
Local ID Slot Name: @ Key Type: rsa
Key Size: 2048
Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 3

Local ID Slot Name: 1 Key Type: rsa-shal
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388

Local ID Slot Name: 2 Key Type: rsa
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

o| 4 A}oll A partym A 2~ El ol & 8k 15 A Aol gl Zlo] Eelx gl

jul)s

Yk,

b. enigma A| 2~ ¥l ol partym®] F7H Q154 7} =% &l el
AstE 5l 3N 7] Al E 2l 4 sy ek

o| F &t A ol A &<l % partym®] Note 3 3l A| & enigma 2] Note 42} ] . ghv o},

enigma # ikecert certdb -1

Certificate Slot Name: @ Key Type: rsa
(Private key in certlocal slot 0)
Subject Name: <O=exampleco, OU=IT, C=US, CN=Ada>
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

Certificate Slot Name: 1 Key Type: rsa
(Private key in certlocal slot 1)
Subject Name: <O=exampleco, OU=IT, C=US, CN=enigma>
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16CQ19FEBC388

Certificate Slot Name: 2 Key Type: rsa
(Private key in certlocal slot 2)
Subject Name: <O=exampleco, OU=IT, C=US, CN=partym>
Key Size: 2048
Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 4

enigma®| &7 Q154 | o] Bful| o] 2ol A wix| e} /I 54 o] ) 7] 3 4] B FA|
o] 5ol o] A =t 9] partymell T & 7H Q1 /1541 2 ol A] 2 & A e,
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A 2E o A F 15 A5 A5l
Q15 A7k A A 5| =5 Jetc/inet/ike/config ¥4 & A g o},

| 2~®) ] 3HE] A} 7} cert trust, remote addr % remote id "l 7H W <ol th gk 3hE

2 e
ol 1t
o >
i
vy

a. dlE 59, partym A =" o] A ike/config I} € 2t} 3} F-A}5HA] A1 ¥ W e}

# Explicitly trust the self-signed certs
# that we verified out of band. The local certificate
# is implicitly trusted because we have access to the private key.

cert trust "O=exampleco, OU=IT, C=US, CN=enigma"

# We could also use the Alternate name of the certificate,

# if it was created with one. In this example, the Alternate Name
# is in the format of an IP address:

# cert trust "192.168.116.16"

## Parameters that may also show up in rules.

pl xform
{ auth _method preshared oakley group 5 auth alg sha256 encr_alg 3des }
p2 pfs 5

{

label "US-partym to JA-enigmax"

local _id type dn

local id "O=exampleco, OU=IT, C=US, CN=partym"
remote id "O=exampleco, OU=IT, C=US, CN=enigma"

local addr 192.168.13.213
# We could explicitly enter the peer’s IP address here, but we don’t need
# to do this with certificates, so use a wildcard address. The wildcard
# allows the remote device to be mobile or behind a NAT box

remote addr 0.0.0.0/0

pl xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

b. enigma Al =¥ 9] ike/config I3} L ol A &7 v /] ¥ F=o] of) & enigma S F 7} .

274 ) 78 % 0] 79 partyn %2 AF8-3H T label 71 9] = 7F 22 2] 28 ol 4
T fehA Bl g o)

label "JA-enigmax to US-partym"

local id type dn

local id "O=exampleco, OU=IT, C=US, CN=enigma"
remote id "O=exampleco, OU=IT, C=US, CN=partym"

local addr 192.168.116.16
remote addr 0.0.0.0/0
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e

o

7] o] ] 2|l ol 4] IKEE AH-§- 2 2 A A g o}
partym # svcadm enable ipsec/ike

enigma # svcadm enable ipsec/ike

IPsec & A A& ﬂeﬂﬂQL H [Psec A A S AL 02 AAS AV A E LA =

ﬂ%ﬂ%mma%mﬂ%ﬁ%@%aa@ﬂ%iﬂﬂﬂ@%ﬂ%ﬁ%qng
Q1A HAE Bl FAISHE o2l A28 g BE 5 e

AFA &F U] 82 Oracle Solaris T2]: B.¢F
Frs e Aoz 21T
*}%%Lbl t} ¢l &= o 15-1& F xR A

ikecert certlocal -kc *§ § = A}-&3}o] 9154 B—’ﬁ% Lis-g=R= o
W olro g A2 A bin 257 7| o]
TASt= 9 E %LZ'“—’O‘MJ Al L

# ikecert certlocal -kc -m keysize -t keytype \
-D dname -A altname

a. dEEo], b P HLpartyn A 2R A AFA 8- wE U

# ikecert certlocal -kc -m 2048 -t rsa-shal \
> -D "C=US, O=PartyCompany\, Inc., OU=US-Partym, CN=Partym" \
> -A "DN=C=US, O=PartyCompany\, Inc., OU=US-Partym"
Creating software private keys.

Writing private key to file /etc/inet/secret/ike.privatekeys/2.
Enabling external key providers - done.
Certificate Request:

Proceeding with the signing operation.

Certificate request generated successfully (.../publickeys/0)
Finished successfully.
----- BEGIN CERTIFICATE REQUEST-----
MIIByjCCATMCAQAWUZELMAKGAIUEBhMCVVMXHTAbBgNVBAOTFEV4YW1wbGVDb21w

1cM+tw@ThRrfulX9t/QalR/KxRIMA3zck080m0O9X
----- END CERTIFICATE REQUEST-----

b. o} 4 & & enigma Al ¥ oA Q154 & F L w5t}
# ikecert certlocal -kc -m 2048 -t rsa-shal \
> -D "C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax, CN=Enigmax" \

> -A "DN=C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax"
Creating software private keys.
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Finished successfully.
————— BEGIN CERTIFICATE REQUEST-----
MIIBuDCCASECAQAWSTELMAKGALUEBhMCVVMxFTATBgNVBAOTDFBhcnR5Q29tcGFu

8qlgdjasStLGfhDOO
----- END CERTIFICATE REQUEST-----

PKIZZ) ol 154 &3S A&l
PKI &= A o] A 1 =4 @ & #| & uhw]

S AT FAFU R 2 A
%“ﬁﬂ*kbﬂ*}ﬁﬂ””‘W%%ﬁ%%%ﬂﬁ%ﬂ%ﬂﬁ%%ﬂ%%ﬂ%
ghuch dubd o 7 okAof ol 54 9 AH S Eol Huth 8 A S Eold R Ao A=

L T AFEA AA A H dFEA Z2 L T}

. T I AFA - o] AdFA = AFEAL A G R2A o Al ET S A S 7Nk e 7 g}
A E3 AL o] Tl 7] AdF A9 dEd et A F A= A AE 2555
Al g o},

s CE 7| H - R A ATt CAE 3N 7] Al F A7} A 3HEEA| Bl gk o}

n Q5 A 8l A] HE(CRL) - 7] ol A &fl 2] gk 2] 4l ol 54| &-Z-31 v}, CRLoI| o &F
NA| 2~ AZlo] F7 7] 15 Aoll £E 79 CRLo| I 54 AA 2 HE 2 AL A
AR i=
CRLOll o & URIZ} &7 7] ol 5 Aol 255 74 - IKE7F A5 2 & CRLS HA &
%%wq}ﬂﬂﬂimmnmﬂﬂlﬂﬂiﬂom@%ﬂ#ﬂlﬁ%ﬁﬂ
E3HE 7 9 IKE7F A1 A & LDAP AW ofl 4] CRLE 7 A 5fod 7| A] & 4= 9l 51 e}
TN 7] el F Aol 3= URIZ E 35 DN 35-2] o =270 9| o] & “al 54| 8 | &=
Az s FRsA Al L.

P P NS EET TN
ikecert certdb -a°ll th 3t -a A= 2ol Y&

wﬂﬁﬂﬂ*ﬂ7ﬁﬁhwkﬂw%%%§§%ﬂwvﬁmEﬂ+ﬂﬂ%ﬁ;”%
xP7i~}%‘A]

3
it
>
).
%
_2
_\..
ol
ol
et
0
l>l
)

a. HeIAR 223}
AFA] g U] -8 Oracle Solaris ¥+ 2]: 2.}
HFRsAA . Ao g 72 elE A
AR ek o o] 15-18 H A5 A
b. PKIZA ol 4] 418 370 7] A5 A& F7Hd et
# ikecert certdb -a < /tmp/PKIcert.eml
¢ PKIZZ S CAE F7HYch
# ikecert certdb -a < /tmp/PKIca.eml
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o

d. PKIEA A AT A5A S5
b ek,

# ikecert certrldb -a
Press the Return key

Paste the CRL:

Bl AL certridb Hl ©] E] 8] o] ~ 9| CRLS

----- END CRL----
Press the Return key
<Control>-D

5 cert_root 7| ) =& A}-&-3}¢] /etc/inet/ike/config L ol 4] PKI 2 A & A E e},
PKI £ A of| A A g3t o] 55 A& g o}

a. 9& E°], partym A| =¥ 9] ike/config I+ ¥ - th-2 3} Aok Al A1 2 4 Q5 el

# Trusted root cert
# This certificate is from Example PKI
# This is the X.509 distinguished name for the CA that it issues.

cert_root "C=US, O=ExamplePKI\, Inc., OU=PKI-Example, CN=Example PKI"
## Parameters that may also show up in rules.

pl xform
{ auth method rsa sig oakley group 1 auth alg sha384 encr alg aes}
p2 pfs 2

label "US-partym to JA-enigmax - Example PKI"

local _id_type dn

local id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"
remote id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"

local addr 192.168.13.213
remote addr 192.168.116.16

pl xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

ZF —auth_method "l 7 ol T &t B & ol = & U gk s of] ol ofok g},

b. enigma A =¥ o] A A} ut & gk o}
E-3] enigma ike/config 3 Y- t}5-S wpefof gt}
n 5 Y3 cert root TS T h
s 2 A w7 H 5o enigma A= A oF
n LA 7 H ol partym 3 AR o}
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6

o 18-2

= label 7] ¥ =0l 2538k 3H& w5t o] 32 YA A| A 2] 1abel 73 EEfof

g,

cert root "C=US, O=ExamplePKI\, Inc., OU=PKI-Example, CN=Example PKI"

{

label "JA-enigmax to US-partym - Example PKI"
local id type dn

local id  "C=JA, 0O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote addr 192.168.13.213

O+

IKE®l CRL ] 2] 99 -& &3 ek
el 5 A S Ao

PKI & A ol 4] CRL< Al 35} 4] 945 73 - ignore crls 7] 91 =5 ike/config 3} & o

# Trusted root cert
cert_root "C=US, O=ExamplePKI\, Inc., OU=PKI-Example,...
ignore_crls

ignore crls 7| $J == IKEol CRL& H A 5}7] ¢d =5 &g},

» A8 7S FCRL S
PKI 24 4| CRL o) @ 2 o 2 715 & A 82 4% 91 9121 8 7ol 7 = 5%
ike/config ¥t L & A& 4 5k

ol =270 3| o] A “Ql5A 8 2| F5 A 2| WHTE A AL

IKE 43 4] rsa_encrypt A&

ike/config ¥} 2] auth_method rsa_encryptS A& 7 9 publickeys Bl o] EJ H] o] ~of
Slo19] o154 F Fobaf o ahvleh,
1. A A 25 9] e] apel Al )IF A5 v Th
o] Q1A= A A v ol BB 5 9l g
o & &, partym &2 A7} oh 5 A =
To: admin@ja.enigmaexample.com

From: admin@us.partyexample.com
Message: ----- BEGIN X509 CERTIFICATE-----
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SECEED)

MII...
--END X509 CERTIFICATE-----

enigma ¥ | A7} b3 A A} v A& B},
To: admin@us.partyexample.com

From: admin@ja.enigmaexample.com
Message: ----- BEGIN X509 CERTIFICATE-----

# ikecert certdb -a < /tmp/saved.cert.eml

RSA ¢+ 5 3}ol| tff 8k ol 55 v & [KEo| A = Aol Al IDE 57 Yt} rsa encrypt
H A== ¥ IDE F 7| B2 IKEE ¥ o] 9 ﬂ?‘i%@‘ﬂ%-’?%ﬁ Ytk &
rsa_encrypt W &= & 21852 IKE 3| o] 7} Aol o] 370 7] & ooz glefof 7’“/] c}.

wh2} A setc/inet/ike/config L ol 3= rsa encrypt®] auth method & AF-8-& 74 ¢
publickeys H| o] E{ #] o] 2~ 0| 3] o] &] 9l 54| & F 7}l oF gt} 221 publickeys
t] o] E{ W] o] 27} F- Al 8= A| 28] 0] ZhZhofl tf Bl th3 Al 7 o] /IS A& EA o)

- 3101 U
] A el 5 4]

. lLl o2l I 7] A5 A]

A A2 - Al N

o S AME LS =IKEA | ZEE= T HA rsa _encrypt t= £ 3
A5 3t A X F 1 t}. “authorization failed”, “malformed payload” 5 2| 257 &
rsa_encrypt W &7} 1A o] 2% ok 53l - gl &% e & 22 5 e,
o] QIS AR B LR S rsa sig 59l W 4 EF Al eho] so] 2= 278
o
|

AL

Ir

= 2
v o
0] 2= )
PYSE]
7} %

i=
T
=
=

[Psec A A A S E A 43k 0 W Psec A A S A0 2 AAS AU AE A=
IPsec % X}EEOV}N‘]J—

37 7] A5 A5 A A shel =gl of o A=
v}

I 7] Al Z A B A A5l sFE g o] o] A A sl Al A 2~ Elof| A 7)) 7] Q= A=
}al= 2ol 2k A s of. = Al o] ol A ikecert certlocal & ikecert
= HOICE"L]D]-.E%IDEJ/‘}B‘O}L-Ti’ﬁL”é‘Eﬂ"ﬂEH‘ﬁ

do
28
it
1>
ru&

e SEAe]h 45l Sefok e
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" /etc/inet/ike/config 3} 9] pkesll path 7| S =7} o} 2 glo]| B2 2] & 712] 7] A
XS 79 st=9 o] susr/lib/libpkesll.so 2ho] &l 2] & AF8-g 1t} RSA
Security Inc. PKCS #11 %+ & 3} £ ] ¥ 9| o] 2 (Cryptoki), & PKCS #11 £fo] H 2| 2]
E ol wpet eho] Baje] 7h A = of glefof gt
AR X & 279 7 ©] ] “Sun Crypto Accelerator 6000 H. =& & 5 [KES 74 5F=
W e RS A L

PR 223}
ZpA &F ) 82 Oracle Solaris #2]: B.QF A v] £ 9] “3te] AghS od = HHH”

o

T H =2
ZIEY o}/“/\b_ dACR 2aed A A A 2alS Al ssh &
AFETH o ol ol 1518 A% 5HA1A £
AA A AT ES ATA 8PS A EEL EZIDE AR F e
ohe 54 F b He g
% - Sun Crypto Accelerator 6000 5. == RSA°l| o 3} Z‘»]EH 20484 E 2] 7] & A g o},

DSA®] 73 o] B == 2o 10240] E °] 7] & A LA g o},

o AA AHH AFA ) A ohg FEL AR e,

# ikecert certlocal -ks -m 2048 -t rsa-shal \

> -D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym™ \
> -a -T dca®-accel-stor IP=192.168.116.16

Creating hardware private keys.

Enter PIN for PKCS#11 token: Type user:password

T Aol & 2l 5= 17 ¥ Sun Crypto Accelerator 6000 2. = 2| & DS o}

- A5 83 A e FES AT

# ikecert certlocal -kc -m 2048 -t rsa-shal \
-D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym" \
> -a -T dca0@-accel-stor IP=192.168.116.16
Creating hardware private keys.
Enter PIN for PKCS#11 token: Type user:password

ikecert ™ & ol<Fol o 3 A 2 ikecert(1M) P72 | o] A| & F R 5}A] A £

PINoI o) gk = & = E oi] 4] Sun Crypto Accelerator 6000 AH-&#}, T & YU A} &AL ¢35 &
M A=Riash-

Sun Crypto Accelerator 6000 K. =0l 3+ & 7} rgmatigt ] A& ikemgro] o1& 4§ oha&
olel gt}

Enter PIN for PKCS#11 token: ikemgr:rgmd4tigt
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Enter PIN for PKCS#11 token: ikemgr:rgm4tigt
----- BEGIN X509 CERTIFICATE-----
MIIBUDCCASECAQAWSTELMAKGAIUEBhMCVVMxFTATBgNVBAOTDFBhcnR5Q29tcGFu

OoKUDBbZ90/pLWYGr
————— END X509 CERTIFICATE-----

A o] AHS & AT A E Ry e

©
=
]
i
i
of
rr
I
>
2
r [+
qﬂ
3.:
ko
ol
mlo

2yueh
PKI 77| 2] 7| 4l w}amms_ﬂ R &gk o), ARA 8 AL S 5 3 of

pul

=
Q15X 2 IKES T-A st S F R sk A L.

NS
AN
NS}
2 py
o
g
o
> 4
N
S
x
O_U.
rSL'

2H e A Q15 A7} A 5| 55 /etc/inet/ike/config 3 U & H A e},
[e]
=3

S AbsA EA g o,

# Explicitly trust the following self-signed certs
# Use the Subject Alternate Name to identify the cert

cert_trust "192.168.116.16" Local system's certificate Subject Alt Name
cert_trust "192.168.13.213" Remote system's certificate Subject Alt name
{

label "JA-enigmax to US-partym"

local id type dn

local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local_addr 192.168.116.16
remote addr 192.168.13.213

pl xform

{auth method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}
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54 8F

PKI =%l ol A cert_root 7| ¥ =l et gt 2 A Fat= ol T gk d &
So], enigna A 28 ©] ike/config ¥} U & TS 3} FA}5HA A" 4 9l o)

# Trusted root cert
# This certificate is from Example PKI
# This is the X.509 distinguished name for the CA that it issues.

cert_root "C=US, O=ExamplePKI\, Inc., OU=PKI-Example, CN=Example PKI"

label "JA-enigmax to US-partym - Example PKI"
local id type dn

local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote addr 192.168.13.213

pl xform
{auth method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

=g o ol A AeHke) Q154 & ol A Pl
oA 30| A Skl o & PIN & of] 53k o},

F w2 2 71 AT S F AT A A oh= sl ofell T 7] Q)54 E FHal of
Pt

ZHA A9 5 1S4

217 ) 251 2) AbA] AR LS A 8 F b e o] o A4l 2154 7L
DCA.ACCEL.STOR. CERT 3} & of] A &5 1]

# ikecert certdb -a -T dca®-accel-stor < DCA.ACCEL.STOR.CERT

Enter PIN for PKCS#11 token: Type user:password

X}Xﬂ v =l 91547} rsa_encrypte auth method ¥l 7 ¥ gm0l T} gk gk o 2 x}-8-3}
735 st= g o] A Aol 7)o o] /IS A E F 7k ek

= PKIZZA 9 Q4]

Q154 2ol uhek 2ol 4 AT A5 A E F7h5ka Q1% 7| B(CA)E
Edainsicd

# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CERT

Enter PIN for PKCS#11 token: Type user:password

# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CA.CERT
Enter PIN for PKCS#11 token: Type user:password
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PKI &7 9] 9l 541 &l 2] H5-(CRL)S F7}Fske ™ 270 3 o] & “ql 54| &l #| &5 =] 2]
S ZF 3 sk Al 2.

IPsec A A A A& 53R ¢Er o™ [Psec A& A0 2 DA AV A Z LA =
[Psec % f}i 50}7}“ Al S

Auj
do
M
>

Q1 ZE A 3] 2] 22 (CRL)N = 25 7| 9] S 5| At £41E 547} 2§ o)
ZhA vk © 2 CRLS A 2] e 4 5 o}

» CAZZ oA CRLS 35l x
|«

A ¢4 79 CRL= 1A 3F =5 IKEl| &8 of gt o]
AL w4 6in262 9 o] A “CA7

23

=

F A1 gk /15 A 2 IKES T4 1= 7ol Al

m CAY &7 7] ol 5 A ol 47} 3% URI(Uniform Resource Indicator) 2] CRLe

N A A5t e & KRl 43 4 9l o}
s CAQ &7 7] ol 5 Aol tj&E E 2] o] &(DN) &5 o] -5 LDAP 4™ ¢] CRL®]|
N A ~ 5} & & IKEel| 43 4 o5t

AT g AFHTh o = o 18-3&

| ]
-
-~
0]
(@]
0]
=
3
(@]
[0]
=
3
a,
3,
o
o
o,
=2
2
)
ro
4
fu
@)
=
ol
o

EEERNE

E} Apol| Al = F ot vl £ A A &) CRLE AF-4-31 = 5 IKE®) &2l = W of o 3l

o x
= =1
A7 g o}

1 CAIA 4 AFA S FA G ek
# ikecert certdb -1lv certspec

-1 IKE 1 5A] v o] el #l| o] 2~ 0] Q154 & vhed g o),

2

v A AR EA RE R QIFA S 1ped gt} o]
A5 Al 2

certspec  IKE Q15 4] ] o B ul| o] 2 2] /154 of L A| ob= o &d ]},

=<
d & 5°1,Oracleo| A g S A= oha 3 25Ut Al AR & WA= 5

# ikecert certdb -lv example-protect.oracle.com
Certificate Slot Name: @ Type: dsa-shal
(Private key in certlocal slot 0)
Subject Name: <0=Oracle, CN=example-protect.oracle.com>
Issuer Name: <CN=Oracle CA (Cl B), 0O=Oracle>
SerialNumber: 14000D93
Validity:
Not Valid Before: 2011 Sep 19th, 21:11:11 GMT
Not Valid After: 2015 Sep 18th, 21:11:11 GMT
Public Key Info:
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Public Modulus (n) (2048 bits): C575A...A5
Public Exponent (e) ( 24 bits): 010001
Extensions:
Subject Alternative Names:
DNS = example-protect.oracle.com
Key Usage: DigitalSignature KeyEncipherment
[CRITICAL]
CRL Distribution Points:
Full Name:
URI = #Ihttp://www.oracle.com/pki/pkismica.crl#i
N = <CN=Oracle CA (Cl B), O=Oracle>

CRL Issuer:

Authority Key ID:

Key ID: 4F ... 6B
SubjectKeyID: A5 ... FD

Certificate Policies
Authority Information Access

CRL Distribution Points &5 & -T%LO f{}b]"/]- URI &5 o] & A 2] CRLE % ol A
g3 4 955 EFY U TE DN & 52 CRLS LDAP A ¥ of] H A s
VR Y ok IKE 7 o Al 2 & CRLg o Abgs 4 =5 A o

CRLol| Al 25} 2w w32 2] A of] d 2 3l of g et
T G W Z A ol A RLA Y Al 25} o] AHE-F el Y F et E A E e

URI A}
use http I|HEE T AEQ /etc/inet/ike/config 3 ]_o]oﬂ 2743t} o = %O'],
ike/config ¥} Y & th-&- 7} FrALal A EA]H U o)

# Use CRL from organization’s URI
use_http

TR SR
proxy 7] 9] =& ike/config T+ 4 ol 7} o} proxy 7] ¥ == tharoll A 9f Zo]
URLS (o] o] E_ A].,Q_‘GL]/]D].
# Use own web proxy
proxy "http://proxyl:8080"

= LDAP A H A}-%-
5.2 =] /etc/inet/ike/config 3 o A LDAP A M 5 dap-1ist 7] 9] =] o &
g2 A A g ok £ A of] 4] LDAP A ¥ 9] o] & Al ¥t} ike/config I+ L &
G- ohg 3} FAbsHA E A H k.
# Use CRL from organization’s LDAP
ldap list "ldapl.oracle.com:389,ldap2.oracle.com"

1KE7P CRLE 75} el 5 A7} wt & = wj 7} ] CRLS 7] A §Fu o},
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d18-3 ZZ certrldb ©] ©] €] H] o] 2 of] CRL & ¥ 7]

Zof vl £ A A o A PKI 2 A 9] CRLE A4S F S A 552 Z 22 certrldb
ﬂ [EH] o] 2ol CRL= F7He = 857 v v PRI £ 4 €] A ol mh2} CRL< < o]
ZF &3 t}g ikecert certrldb -a " 8 & A& 35}o] o o] E{ | o] ~ 0] CRLE F7}gH vt

# ikecert certrldb -a < Oracle.Cert.CRL

o Bl A fH 02 Fof abo| Eof 2118 A 28 S A2l HE S KES T4 =
A 2ol o 3l A v g o}

e 47 Sy

L Z o] E o] Fof Alo] E 9} L Zafo] E Al 2Hlo] Fof Afo] E L} B AIS 4 | 272 9| o] A “ L Z o] E

FAg Yo UEE ) 2 Z Aol E Al AEl2 mald Y | A] Ao ) 3 IKE A W

T Y h

Zotd Al Al Evf S Solete | XA P FLTE YIS A LW Psec B H S | o 18-4

Fob Al dlo A call T US| S EE Ao ESo] Al AR S F AT o)

IKEE AF&-gh o},

AP F 27t = Al aglol A CAll | SlAF BAL 5o] ot Alo| Eof Hi gt B & | 18-5

7N 15 A WIKEE A3 el HESlE 5 Euhd Al 28-S A g o

Eupd Al o] Eef & Felst= Zutd A| 2~ 9] [psec E B S 59l RS ) 18-6

T Al mglol A AR A E S A D | AA A E IS AR Ao E o] Al A&

IKES 283 o} TA gk

TR IPF A7t 4= A 28 o A &A| Fol ato|Eo Y3t E2f 2] S B S5l EE A | 18-7

A 9l 5 A 2 IKES AF-&-3h o) A S A2 Zapd Al A' S A g )

2ol 2| A" FH?MKE—‘:“J

A 2 A5 739 A Z5- Al 2] 2 Bubed 3 el A] TPse
3| Ao o) AF 1:,1 9} X1

L

= v
Fol 2 ajol £ Al2E e Fok Alsdol e =e % & B E e ol

I

v @ = 2}o] E x| ~H e off 3FHIKE T4 WY

[Psec ¥ IKEo| &= A2 2 o A& A& 7 /-3 D7FE 3y oh 2 /-3HIP F 471 9+
Q E*}Ol EFXEX H} E‘ Al 28l o] 73 9- o} 2 1D +3 & AF-g-3ll oF g v o} DS, DN, email
=9 ID O%AP%B‘PO# Al 2®'] & 5 5HA A e gl )

272 Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€



2ubd A 2w of o HIKE T4

LHTIPFL7YE 2T Ajo|E e Buld A| AL 2D 3o T A
Aol FHUth ol & S0, A 2 Hl o] NAT ¥t 2 F ol Q)= 5 Alo] Eoll A sle|
A28 A AL F R F AT AFEE A] G F U TR NAT Bt 2= ot Al 2wl ol A ol A &
A= oAl P FA4E A G

] 2] F 18k 7]

B AE 2 1A F Y},

ZpA & W 82 Oracle Solaris ¥ 2] : B¢k 4]
FrsdA . dH o2 2918 ¢ kAl g
A [e]

a. ipsecinit.conf 3¢ 74l

ForAlauo| s BB IPF4E 6] &ahE Qo] Baghrh UEel IKE
R o] Q15 A E Aol e A 2ulo] A ghak 7l o= waE e,

# /etc/inet/ipsecinit.conf on central
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}

b. IKET4 st & F+A4 gl
DNS7} 5o Al 28l & Al g} ql 5 A= A A S 9l

## /etc/inet/ike/ike.config on central

# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization’s URI

use http

#

# Use web proxy

proxy "http://somecache.domain:port/"

#

# Use LDAP server

ldap_server  "ldap-serverl.domain.org,ldap2.domain.org:port"
#

# List CA-signed certificates

cert_root "C=US, 0=Domain Org, CN=Domain STATE"

of¥

sk vl Abg- g,

#

# List self-signed certificates - trust server and enumerated others
#cert_trust "DNS=central.domain.org"

#cert_trust "DNS=mobile.domain.org"

#cert_trust "DN=CN=Domain Org STATE (CLASS), 0=Domain Org
#cert_trust "email=root@central.domain.org"

#cert_trust "email=userl@mobile.domain.org"

#

# Rule for mobile systems with certificate
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3

label "Mobile systems with certificate"
local id type DNS

# CA’'s public certificate ensures trust,

# so allow any remote id and any remote IP address.
remote id "
remote addr 0.0.0.0/0

p2 _pfs 5

pl xform
{auth method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

ZBuld A A" 2350 FF A AL FEE X288 FA )

a. /etc/hosts 3+ ¥ & 7
/etc/hosts 2 Hupd Al AR O] F 25 A9 7 5HA| g AIRE A F= S 9l
gdofl = FoF Al 2Rl ofl thgh -8 1P F A7 275 o] of gh T},

# /etc/hosts on mobile
central 192.xxx.XXX.X

b. ipsecinit.conf 3 €S 74 4}

£u,

Zupd Al aglo] FEIPFAR T4 A AT S Frolof Fth A 28] 2 5 U g IPsec

A% 74 o of g e,

# /etc/inet/ipsecinit.conf on mobile
# Find central
{raddr 192.xxx.xxx.x} ipsec {encr algs aes encr auth algs sha256 sa shared}

c¢. IKETA g T4l
3
=

Pt A 5 gl th Zuhed 2| Agol] a5 AR A he ) 2

= DN=Idap-directory-name
®  DNS=domain-name-server-address
®  email=email-address

ASAH = Zupd Al 2" S /IS ob= vl A

## /etc/inet/ike/ike.config on mobile
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization’s URI
use http

#

# Use web proxy

proxy "http://somecache.domain:port/"

#

# Use LDAP server

ldap_server  "ldap-serverl.domain.org,ldap2.domain.org:port
#

# List CA-signed certificates

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€

oy

Y},



2ubd A 2w of o HIKE T4

o 18-4

cert_root "C=US, 0=Domain Org, CN=Domain STATE"

#

# Self-signed certificates - trust me and enumerated others
#cert_trust "DNS=mobile.domain.org"

#cert_trust "DNS=central.domain.org"

#cert trust "DN=CN=Domain Org STATE (CLASS), 0=Domain Org
#cert_trust "email=userl@domain.org"

#cert trust "email=root@central.domain.org'

#

# Rule for off-site systems with root certificate

label "Off-site mobile with certificate"
local id type DNS

# NAT-T can translate local addr into any public IP address
# central knows me by my DNS

local_id "mobile.domain.org"
local addr 0.0.0.0/0

# Find central and trust the root certificate
remote_id "central.domain.org"
remote addr 192.xxx.xxx.x

p2 pfs 5

pl xform

{auth_method rsa _sig oakley group 5 encr_alg aes auth_alg sha256 }
}

ike A ¥ 25 2§07 AR}

# svcadm enable svc:/network/ipsec/ike

2ot A 2”9 psec EA IS F AN EE T L HFEH A
Zﬁ

o
IKE<+ NAT B} 2 Fol| 4] FALE Al A 4= o) F o)
NAT 9 27F 9l Ay eh o5 ol el A = cAael &

S
=
Q1 G e main1 & 232 xbo] £ A 25 o) @1 A& 5218 5 9l )AL Al 25 gl o,

fo of
|
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>
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> ©
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## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization’s URI
use http
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#

# Use web proxy

proxy "http://cachel.domain.org:8080/"
#

# Use LDAP server

ldap server "ldapl.domain.org,ldap2.domain.org:389"

#
# List CA-signed certificate

cert_root "C=US, O=ExamplePKI Inc, OU=PKI-Example, CN=Example PKI"

#

# Rule for off-site systems with root certificate

{

label "Off-site system with root certificate"

local id type DNS
local_id "mainl.domain.org"
local addr 192.168.0.100

# CA's public certificate ensures trust,

# so allow any remote id and any remote IP address.

remote id
remote addr 0.0.0.0/0

p2 _pfs 5

pl xform
{auth method rsa sig oakley group 5 encr alg
pl xform
{auth_method rsa sig oakley group 5 encr _alg
pl xform
{auth method rsa sig oakley group 5 encr alg
pl xform
{auth _method rsa sig oakley group 5 encr _alg

}

IPsec 2 NAT 5 ol 9l A| 2 € F+A4
oS Ao A= cal 3ol el

aes

aes

aes

aes

auth alg sha256}

auth _alg sha256}

auth alg sha256}

auth alg sha256}

A7} muped 2] 2

mobilel AF& of| &) 3] A} Bx}ol] od A s} o) 41 o}

Y E 9] 3= NAT ¥~ & AF8-3Fo] 1SP7} mob11e1°ﬂ

ok 2 NAT A= T2 ISP E A &=
F 25 WEgh o) 3] A £ A} NAT Fel OMLIE} 5] A} E bl A

AR sl o 18-45 FH A A A2

## /etc/hosts on mobilel
mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl

S
C]
vl

q},&]}\sﬂoﬂ1ﬂ1i|53L4th
Bl A v 2 A F-43 A (ISP)
ﬁlji.xlzﬂiﬂ-q: olt:jé

{raddr 192.168.0.100} ipsec {encr_algs aes encr _auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel
# Global parameters

#

# Find CRLs by URI, URL, or LDAP
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# Use CRL from organization’s URI

use http

#

# Use web proxy

proxy "http://cachel.domain.org:8080/"
#

# Use LDAP server
ldap server "ldapl.domain.org,ldap2.domain.org:389"
#
# List CA-signed certificate
cert_root "C=US, O=ExamplePKI Inc, OU=PKI-Example, CN=Example PKI"
#
# Rule for off-site systems with root certificate
{
label "Off-site mobilel with root certificate"
local id type DNS
local id "mobilel.domain.org"
local _addr 0.0.0.0/0

# Find mainl and trust the root certificate
remote id "mainl.domain.org"
remote addr 192.168.0.100

p2 pfs 5

pl xform
{auth_method rsa sig oakley group 5 encr_alg aes auth_alg sha256 }
}

d1s-6 FHFY A 2H O A A E AFA 52
5 ol ol A= AHA A H ol 5 A 7L E
Hl 2 H U ok mainlS £ Zalo] E A AEI 9] o1 A S Fold 4= gl = 3| AF A 2 E ) o}
S T alolE A AEIS A5 e H o 18-72 F X254 A £

N
|o
3
fd
I
o
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ol¥
[e3
2
>
N
T
2

1M42hnh

## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters

#

# Self-signed certificates - trust me and enumerated others
cert trust "DNS=mainl.domain.org"

cert trust "jdoe@domain.org"

cert trust "user2@domain.org"

cert trust "user3@domain.org"

#

# Rule for off-site systems with trusted certificate
label "Off-site systems with trusted certificates"

local id type DNS
local id "mainl.domain.org"
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local_addr 192.168.0.100

# Trust the self-signed certificates

# so allow any remote id and any remote IP address.
remote id "
remote addr 0.0.0.0/0

p2 pfs 5

pl xform
{auth method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

A AR E A5 A S Agohe] T A 2ol A7

b ol ofl A= mobile1o]| AHEY of] 4] 3] A} E-Alol] d A 5} aL gl T} /15 4] 7P
%%ﬂ%iﬂEW%%%%Mﬂwﬂﬂlgﬁddwﬂ 9] Z = NAT ¥~

Ab&-3}o] ISP7} mobilelol] 7 el FA4E A A& ‘3}5% o} 28w NAT ¥ - 2=
GEISPHEHNT L= FH5E 3P FaE Nl F4AE HAjoh _@] AF BEAL=
NAT Fl ol §ls5 Ut} s|AF B abol| Al AFEE DA s o 18-6& F R4 A L.

## /etc/hosts on mobilel
mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl
{raddr 192.168.0.100} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel
# Global parameters

# Self-signed certificates - trust me and the central system

cert_trust "jdoe@domain.org"

cert_trust "DNS=mainl.domain.org"

#

# Rule for off-site systems with trusted certificate
{

label "Off-site mobilel with trusted certificate"
local id type email

local id "jdoe@domain.org"

local addr 0.0.0.0/0

# Find mainl and trust the certificate
remote id "mainl.domain.org"
remote addr 192.168.0.100

p2_pfs 5

pl xform

{auth method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

IPsec A A A& T 5HA] 949k 0 [Psec A S AFE 22 AASHAY A 2 1A=
IPsec & 7*51530}7}*1*]J_
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AR st=A ool = FH 7] Q15 A S A7 5 %1551 T} Sun Crypto Accelerator 6000
BEEAReEATsha BN 7] Aslel ArHA HER o nEnE 4 on
SN

B

Sun Crypto Accelerator 6000 .= & 3 = 5- |[KES
T4 st
t}& 7 A} ol 4] = Sun Crypto Accelerator 6000 B =7} A| 28l ol A% 71 0 &

b o m3t A Ao A s RES AT EY ol A gl o AT E Yot A E
1 0 & 7F gk o} ] 312 Sun Crypto Accelerator 6000 Board Version 1.1 User’s Guide S
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Pt Jo
ofr
B
N

fo :

AxrsAA . PA o7 7 g0]8 AL oA
AbSE ) o = 9 15-12 F RS Al 2.

PKCS#11 2ho] B2 2] 7} A A 5] o] Sl =4 &l et

IKE= gho] B2 2] o] F &l & A}-8-5} ¢ Sun Crypto Accelerator 6000 K. = o] 4 2] 7] A ] 2
7] A= Ml eh o5 W ¥ o g she] PKCS#11 2ho] B2f 2] 7} A A ¥ ol = A

o] 35 shel g o,

$ ikeadm get stats

PKCS#11 library linked in from /usr/lib/libpkcsll.so
$

<1 2 & Sun Crypto Accelerator 6000 2. = o] o] §+ &2 IDE 35t}

$ ikecert tokens
Available tokens with library "/usr/lib/libpkcsll.so"

"Sun Metaslot

gltol v g 2] 7} 324 8] EF ID(7] A A4 o] Foleta® §hE HEghgh ) o] o of| A =
ikecert ™ ¥ ol sunMetaslot &5 AH-&514 IKE 7| & A A5t S5 & FAAIZE 4

sl

A& 266 ¥ o] ] “F AN 7] QS5 A 5 A A Fhe] sh= o] o
A
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$ ikecert tokens
Available tokens with library "/usr/lib/libpkcsll.so":

"Sun Metaslot
A2z e BEF I AL g o tS v pktool(1) W7 o] A &
xRS AL

o83 Ak o] £ X E B AR sl dEAE B
Sun.Metaslot.cert CA ¢l 5 A1 7} 39 ubd gl

# ikecert certdb -a -T "Sun Metaslot" < Sun.Metaslot.cert
Enter PIN for PKCS#11 token: Type user:passphrase

IPsec A A A& 53} A| ¢Er o™ [Psec A& A0 2 DA AV A Z LA =
IPsec % X}i 50}7}“ Al L

A
de
M
>
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Internet Key Exchange(&Z)

o] A2 IKEe] o 3 t}-& F = Y w2 w3k o),

» 281 #| o] A] “IKE 4] ¥ 2~

= 282 9| o] A] “IKE ©] &~

= 282 ¥ o] x| “IKE 74 34>

= 283 9| o] A| “ikeadm ™ &~

» 284 9| o] A “IKE v| 2] &5+ 7] 9} 4>

= 284 3| o] Z| “IKE &7l 7] vl o] Ef W] o] 2~ 5l v &>

IKE T8 A A2 187, “IKE 778 (A1 4)"& ARt Al 2. H 8 A H
Exchange(7H [yE X]'F*]-NA]J_

rr

%k “Internet Key

IKE 4] ¥] =

svc:/network/ipsec/ike:default A ¥l & - SME(A 8] & 2] 7]5)= IKE% el st~

9ol ike A B AE A T3t} 7| A 0 7 o] HB]/\ g oldto 7 e
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icmp = A4 7ol 8k A4 5% flags FH o] 4 A

keep keep-options  SHZlel thal} BtE = HWE AA P ch AHS 7
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tha el ol A= A te = 2 B E 5 A e Al ks WS o] Sy ThIp
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E A e}

block in quick from 192.168.0.0/16 to any

N7l e & 2 & ZA et o AFE s = AR T W S ipf4) TR v o] A &
a2 N7 e H 3 " AR 2308 H] o] A] “IP E E| o wf gk 3 7l L E E
A A E B S FESHA Al L. o ol A= 1P 54 A A (192.168.0.0/16)°1 t g+
A1, = 2w A A 2rs AR A L.
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FFA o] ZEFA] ¢t = E dlelH A ¥ 3k 9] A o ipnat.conf L&

WS Al Lsled 507 57 e gL g5k}

NAT 71 % 74

che T8 AHE5ho] NAT 7741 S 15 5 Slguieh,
command interface-name parameters
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UH7H LTL. D"%‘ﬂ} 775}%1/]‘:]'
ipmask YEY I AT E A AT}

H
dstipmask  ipmask’} ¥¥E = F4AE A A g ok
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th ol ofl A= NAT 51 2} & 2h= = NAT 7 &8 HH Aok W & Bof ok &
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map de@ 192.168.1.0/24 -> 10.1.0.0/16
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table role = role-name type = storage-format number = reference-number

table o] g FAof gk FEE Ao g
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type ol thg A A A& x) A g o}
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table role = ipf type = tree number = 13

{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24 };

T TS DR Y FA ) F NS 138 FEs e oh o % f AR

pass in from pool/13 to any

Fol U AES TPehs 77 UL 2Eo] Hol E oA g Zedof it
A e AT The U o] Fol H oA gkt

# ipfstat -io
empty list for ipfilter(out)
block in from pool/13(!) to any
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(& 41) NAT(Network Address Translation) =4 o} €& g5 ¢}

- NAT(Network Address Translation) = IPv6S A € 3} &] &5t}

NATE A& O]-i’jl‘:’:‘ ipnat.conf Y& W5t S E A NAT 7+ 3 o] REE & & 5™
NAT 5+ 2 & vl 2| & setc/ipf/ipnat. conf it 3L & whE L o} B E A] NAT ‘H"d o]
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# svcadm enable network/ipfilter
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qhE o &of| IP Filter Management % ¢t Z 2 3} A4 & 2| & = gl5H th A &5 nb5of
A}-§- Aol Al 2] A 5121 W Oracle Solaris -'L']'E] RO A B A “RBAC 7] A (FFd W)y <

A5 54 A 2.

e T HURZ P LH SIS 4R} D DS BT
s A2E S A e o)
# reboot

F_IPUE 7 AL 2 DA A HLE F jete/ipf/ipf.conf I,
/etc/ipf/ipf6.conf I+ L (IPve= AH-251+= 74 -9) == /etc/ipf/ipnat.conf 3} Y o]
A EETENE
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b, o BE & B kg o,
# ipf -f filename
c. (FA)NATE 24 shgh e}

# ipnat -f filename

- NAT(Network Address Translation) = IPv6= A| ¥ 3} | &5t}

FE9 UYL ALz AR e P

IP Filter Management A &t Z 2 5} o] 23} g JA O AE A E=FHFAR
2IAd3¢Yet

7k o ol IP Filter Management A 3t =2 914 & A H F = olFveh A &S AtEo]

AF-8- Aol Al A A 512 ¥ Oracle Solaris ¥ 2]: 2.¢F A ¥] = 2] “RBAC £ 7] 74 (AFd W)=

FEsA A L.

PZE| 7} A T A5 T A

# svcadm disable network/ipfilter

v} o 2] = B o o} -3 -2 F 713} setc/ipf.conf =+ /etc/ipf6.conf I} L&
AR gl

set intercept loopback true;

s lof | ol 6 1 E [Pl 75 2ol o] Yol Sfo reh. ek o ok Fakshl

ofel FA4 & A o sk

#

# Enable loopback filtering to filter between zones
#

set intercept loopback true;

#

# Define policy

#

block in all
block out all
<other rules>

P2 H & A ZH gy o}

# svcadm enable network/ipfilter

Sz D3 4ol Helste e B A g
# ipf -T ipf_loopback

ipf_loopback min @ max Ox1 current 1
#
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IP2eu] g d AE oz 2

ipf loopback min @ max Ox1 current 0

[e)
o
2 AFE o A A8 A E S Eet = T

Th3 4] ol 4] = P U 7] 5% 0] B4 B AL g b0 A she 23}
BAE AAE AEg

=+l Ay 3w
W7 e W& v Aok ipf HEH S Al 97 305 5| o] #] “slf 7l HE]F
HE g v A3k g o v| A 3} why”
NATE H] 24 35k o}, ipnat 8 & A28l NATE 306 | o] A] “NAT ®] 24 3} b
w] A g oh
71 D 2 NATE A& ipfﬂéfﬁ" AL-&-3ho] 3 71 306 5 o] ] “si| 7] BE| H &AM
obgto ® A g o HE|® I NATE AEetgroe s ohgo® AAsh=w”

AR

I L e & v A 5y

e AAfol| M= 2] ZE ) A Al Eell A s 2l BE = 52 v] 9] 1P 2 E| 3 7]

JE S v A 5o o] AAtel A= 1P HE &AM b o & A5 A] el
THE A Eoll 5t A& F7kske] 1P BEH S A 2 3T Sl

IPFilter Management A3t Z 23} U o] T35 S A G A E=FHFARZ

EI1d3Y et

qkE o &ol| IP Filter Management A §F Z 2 995 A A& o+ Gt 4TS qk5o]
AL-&-Zpol| Al 2] A 5121 ¥ Oracle Solaris ¥ &]: 2.¢F A ¥] 2 2] “RBAC = 7| 74 (Z+ W)=
FEs Al

o5y T2 1P 2 e 3 S v 24 s ol

o Aol M A 51 A A EE A A Z

# ipf -Fa
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PRE RN L S o2 AR
ol H & BE 97l HeE A S v A 5o
w FA S FE ] A S A A ok
# ipf -Fi
o] W& Al 3 Zlol gk 7l e & 5 & & v] A s o}
w AN BEE A S A A
# ipf -Fo
o] i &= FAl s Flof gt o 7l HE| = 5 = & v A 3Fgh o}
v NAT¥] 24 3} 9+
T} A abol] A& 24 NAT 713 Al Eoll A NAT 715 & 1] $) prua NAT 712 &
H| 24 ﬂﬂbl‘:} o] AAlol| A =1P B & A& o2 AA A ek} 53
A Eof 52 & F7tste] 1P BE & A A 313 5 ol o
1 IPFilter Management A3t Z 23} do] 235 4 AL A EEFHFAR
2adgch
Tt 9 kel IP Filter Management 2 &+ Z 2 3} U & | A& 5 sl Futh &5 qh5of
A}-g- A}l Al ] A 5} 2 ™ Oracle Solaris &) : B.¢F A B] 2] “RBAC 7] T4 (& W)=
xl-x—-]_)\l/n]_)_
2 Aol A NATE Al A Z e}
# ipnat -FC
Mo G R XH NAT 52 552 L& &5& Al Aok -F 54> A2 &4 NAT
W& Mol F= @A NATHE Hl o] 59| B & 24 &5 A A
- = o = =]
v AU T2 A

306

A7 e o A4 Y
of gvieh,

skl Al L.

H Aol A 3} 7] e 3 I} NATZF &
H%mmuaﬂgﬁﬂ}ﬁﬂmwaeqﬂ4&°iﬂ
823039 o| A “Ip ZE & thA] AFE 02 AAsh= S IR

o

239 TN AEAEE 5

2
b

IP Filter Management ¥ 3t = 2 5} ¢ o]
2203y},
qt= o & o IP Filter Management 7 g+ 2 2 3} A & %] A & 4 3}

A8 A}ol] Al X A 6} 2] " Oracle Solaris ¥ 2]: B.¢F 48] £~ 2] “RBAC
RS AL

)

e gk
/ﬁ(

A=Y
F4d

~ o
o
e

o]

Yeh o
£7] 7 e

™
i
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IPEH 73 A E %]

2 AN WYL AL GFoz AAFLEEANSWENIZHL S 5 YRS
& &3}
# ipf -D
Foipf -DWHL A A A FH S v T B Y S thal b o A
A58 Al el A& F ke of gh]
g 573 A E =
o A el A= 1P ZE A A Bt A g AAE APE o
21-3 IPJ—]E~1 ;ﬁ;’cl /q]E Xl—o‘j(x_}—oé! n]lj-\)
X 47 Sy
P2E 37 BE| & FA A ES 308 | o] A] “Ip HE o off g 9} 7l
e, gl 9 A g ok e E 53 A E )
A 7l e F A A EE 308 5 o] A] “&A) 3 7] ¥ F
shel g . 5% A £ 3he] uh”
]l gA 7l el A2 A EES 309 9l o] A “v]| 24 3} 7l HE|
ghol i o}, A A E 2]l v
& & FAAEE 309 3 o] A] “ThE =
24 shgh o ool e w7l LE| e 1=
A E g4 5} vl
I+ A A EE A A 311 9| o] 2] “sf 71 B & 53]
Al E A A v
A A Eof F 25 F7Fg k. 311 9 o] A <24 9| 7l HEE
A A Eof 5+ A & F )5k
uhr)»
312 7 o] ] “n| A 9 7] HE| g
A A Eof 5+ A & F )5k
np»
o H
A 5 E Al E o} u] g A 51 3] 313 5 o] A] “&A) 3 7] HE|F
A E Zhofl A &g o) A A EL}n| 2 A s 7l BE F
I+ A A E ZF A gk
Aol A v A A A ES 314 7 o] A “H ol A w] A
ApA| g e, EEE LR R
Al A st v
IP S E] NAT 5 % & 2], 2hel 314 9| o] &] “IP 2 E] o] o} 3} NAT

w A e,

oA e]”

2172}- p.ulg-] xl-tg!

307



P2 73 A E 24

308

o 21-1

#221-3 [P ZE 73 A E 2o (2hed ) A%)
3

g 47 Fa

A NAT 712 & vk 31530 o] 2] “B4 NAT 51 5] el

RE R
NAT 512 & A A g o}, 315 # o] A “NAT 712 A 7| W
NAT 5 % of| T} & 51 2] & 316 #| o] A “NAT 7+ o] A%
F7hgh e F7}sle uhy>
PEH FA4EFS A, Fel 316 Hl o] A| “Ip L E] o] of| & F 4
FA e = e
A F4 EFS ol 317 # o] x| “&A F4 E ghe)
Hpu»
F4ES A A TH 317 3 o] A “F 4 Z A A wh”
FaF oE AFAE 318 3 o] A| “F A4 Fol| 52 2
ZF7hgh et F7bele uhy»
k11 <k 3 k11 %] E X
IPZE e sl 3 L & 3 A E e
Al g ARE A A4 Du A 7 e E A2 A EVEFE A AFT
AT Th A A A Eof upet Al 3 2l 2 FAL sl Zlof| sl 3 5he] = EE ] o]
AR R 0| A A A EE 52 Aot v 24 2 A EE E4 53
AE2 AR W& B sl 578 o] A4 A ehrrieh B4 9 u) T 57 Lel Y
A A =S RE el el Y ST 5 e

IPFilter Management A3t Z 25} g o] T ¥ JZ A LA E=FHFAR
2k

qh= ©f &of| IP Filter Management A g+ Z 2 3} & A A3 7 ol Futh TS wh5 o]
A8 Aol Al ] A 5124 ¥ Oracle Solaris &) : B.¢F A 8] 2~ 2] “RBAC 27| T4 (4] W)=
EERAES

Ao A 2= A N 2 FH FAH A EE Al

# ipfstat -io

24NN DY FH A 2]

th elol A= Aol A =X A 7l B 2 A ES HH & Hof Fuc)

# ipfstat -io

empty list for ipfilter(out)
pass in quick on dmfel from 192.168.1.0/24 to any
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o 21-2

pass in all
block in on dmfel from 192.168.1.10/32 to any

H] g-/u ,_q] 7] = E‘] 2] -ﬁtx] A—]] E 3lo HJ-B‘;"

1

ol
i,
12

IP Filter Management A g Z 2 5} J o] = A S A E=FHFAR

233},
qk= o &of| IP Filter Management A gk Z 2 3} 5 2| A 7 ol Futh J TS wh5o]
/\}*‘lil-oﬂ Al A 7 5} 24 H Oracle Solaris ¥ 2]: X gk A ¥] £ 2

R RREY

o M

W24 W7 BE W A EE S,

# ipfstat -I -io

W24 R E Y 7 A= 8]
i dell e n2d A2 2HE A AR Y5 ol Fuo
# ipfstat -I -io

pass out quick on dmfel all
pass in quick on dmfel all

D EE el ed A W Y 72 A= B4 3wy

th 2 T s E e st e W o] AAE ARSI Al &

s AP L of ASE A Sl= A A ETF ol thE W FEHE A A A EES
2Ag sk ot

s AR o] EX FUHHE 3 M EE A E=jh o

IP Filter Management A & Z 2 3} o] 23 Y JA A G A E=FHFAR
233t
o= o kel IP Filter Management 2 &+ Z 2 3} U S | & 5 sl Fuch 9 &

Abg- 2} ol] Al ] & 5} 2] H Oracle Solaris ¥2]: X.¢F A H] 2 2] “RBAC £ 7]
XP7:~}A1A]J_

-4
>

eL
2 R
%mm
-2
o

e}

thg Al F shuE A g3y}

s MG O E A A EE A S sl AR E R uldo) A 5+ E] A EE
mHEU o}

s G FEAEES Lt A I LS HA S AR - A EE dd o] Eq T}

AR 7 A =g AASL A FHAEE 2=k
# ipf -Fa -f filename
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P2 73 A E 24

filename2 A 1% Al EE 2335}

shed ol 5 gl e,
Aol 4 B4 72 A7} A A ) L, filename 521 ] 77 o] B4 77 A £} R,

(

fr
=
_\|:l
e
ke
rr
gk

| A2 3ol qlulo] £

fr

3 7t

B

EF A AEE 238 H ipf -D, svcadm restart
A FAAHNES 257 Aol WA vpab & AL-&
= E

i o
ol

ol

[o o
U

wy, Mo
2
ol
ol

He)
2

o

d2-3 thE I BEH 3 A E &Y 3}

the Ao A= B )7l HElE F 3 A ES W E o A 3 Jetc/ipf/ipf.confol
S tE A e A MEZ B =0 S Hol Fuo

# ipfstat -io

empty list for ipfilter(out)

pass in quick on dmfe all

# ipf -Fa -f /etc/ipf/ipf.conf

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

d21-4 YUl ER A LAY FHANEANEE

th5 dl ol A= A ZA Aef o] ddlo]EE 97l HE| Y A A EE AN Z =S
W & Hoof 5 T), o] of| of A AF8-5h= 3L 2 Jetc/ipf/ipf. conf Y L T

# ipfstat -io (Optional)
empty list for ipfilter (out)
block in log quick from 10.0.0.0/8 to any

(Edit the /etc/ipf/ipf.conf configuration file.)

# ipf -Fa -f /etc/ipf/ipf.conf

# ipfstat -io (Optional)

empty list for ipfilter (out)

block in log quick from 10.0.0.0/8 to any

block in quick on elx10 from 192.168.0.0/12 to any
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o 21-5

W B ¥ 3 A E A A
IP Filter Management A & Z 2 3} o] 23 g YA A EA E=FHFAR
2adgch

7HE o &hol] IP Filter Management # & Z 2 99 & 7| Q& 5 9l v} &g nhEo]
/\]—-9—7(]-01] A A 7 5} 2 H Oracle Solaris ¥ 2]: £°P "] H] 2 9]

A 5HA A 2

73 A =8 A A e

# ipf -F [a]|i]o]

-a A A B A 2= HEE A S Al A e

-i v’Fi*Hf’AOﬂ“H?‘&%H%‘%fﬂ%xﬂﬂﬂqﬂk
% =

A A gk et

A7 LW 7 A E A A

i dlell M= 24 HE E 5 A Al Bl A L& DE 51 A& Al A sk WS B

A

O

# ipfstat -io

block out log on dmf@ all

block in log quick from 10.0.0.0/8 to any
# ipf -Fa

# ipfstat -io

empty list for ipfilter(out)

empty list for ipfilter(in)

24 92 e Y 75 A 2ol 722 Fohshe B

IP Filter Management A &t Z 2 5} o] T3 E A A LA E=FHFAR
223},

= o U"Oﬂ P Fllter Management Kl 3]' b E«L]- AS AR s h g e RtEe]
o

XP7:~}A1A]J_

R R PEEVE PRI E SEE PN,

o ipfof- B Aol WY E A A A=) 4 S FH e,

# echo "block in on dmfel proto tcp from 10.1.1.1/32 to any" | ipf -f -
- 4 ﬁoﬂﬂﬂqq

=l g S ©
a. AR Lo 5F A A EE wbE Yo
b. RHE A S B4 5+ A ol FoHg e

217 < 1P EE () 311


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15

P2 73 A E 24

312

o 21-6

o 21-7

# ipf -f filename

A 5 A A E 0 Fo filename®] 51 = o] F7Hg vV th 1P BEH = “wpA| 7 U A
A G ES *}%’S}Ei quick 7| H =& AHE5HA] ¢k = ¢ —?7}5]‘{—
A wet e A A7 2 AR U 9 Fl o] quick 7| HEE 25
A I L A 5= A o T3l & o] o &k Zhof o] A =] 31 T 5 E o] Bl | A

3)
ST

24 912 e Y 72 A 2ol 7F5 57}

o8 sl ol 41 = R Fol A 2 )2 eI 1A A Bl A& Fobahe g

Fuyh

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

# echo "block in on dmfel proto tcp from 10.1.1.1/32 to any" | ipf -f -
# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on dmfel proto tcp from 10.1.1.1/32 to any

IPFilter Management A3t Z 20}l P o] T E I A LA E=FHFAR
E2aAd3ch
qh= © &of| IP Filter Management % gF Z & 9} 4 5 %
*]-Q-X}Oﬂ Al X] & 5} ¥ Oracle Solaris ¥ 2]: B.QF 4
Z5tA Al L.

Qe ool 72 Al =5 wHE o,

e 72 U1 B4 77 A 2ol £ o),

# ipf -I -f filename

Hl%“é 7= Al B 2] Zell filename®| 73 o] F7FH Tk IP | = “whA| Rt o A] 5+ A7
e FE AFS SRR quick 7] H EF A = A

Lee 4 917k 2 B I e o) Aol quick 7191 =8 ek 51 4% AA S AT

st ol vl @k Abelo] 9 ¥ 3 %4 51 2 o] 321w A ko,

M) &4 75 A E ol 7F3 37}
th ol ol A= shdof| A w24 S A A Bl 53 & F7Fshe WS Bo ot

# ipfstat -I -io
pass out quick on dmfel all
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o 21-8

pass in quick on dmfel all

# ipf -I -f /etc/ipf/ipf.conf

# ipfstat -I -io

pass out quick on dmfel all

pass in quick on dmfel all

block in log quick from 10.0.0.0/8 to any

A NN L P A AE} NS A D 75 A E AR
At

IPFilter Management A Z 235} g o] £ H YA LA E=FIHFAR
233},

7k 9 &of| IP Filter Management # ¢t Z 2 3} A& 2| & = gl5uth A &5 b5
Ab-g-ZFoll Al 2] A 512 W Oracle Solaris ¥ 2]: 2. ¢F A 8] 2 ] “RBAC & 7] 74 (2] )&

e RRE

24 55 A B0t v 24 575 Al E 2ol A& et
# ipf -s

o B & Ak Aol 4 2 7
STk u|2A A A BV v o] 3lE A 2 B o] e A

AN LHY FAAEG B A DY FHAE DAY

Thg ol A ipf s & ALgake] WA A A EE B4 A A 2R A e
24 A A EE 0| B4 78 Al B2 A el

O
oH.
i

m ipf-sHEH S UYL Aol ipfstat -1 - -1

A& Hof Futh ipfstat -i0 W B o EH 2 FA 5 A A E 2] 5 A & Ko
w ek

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on dmfel proto tcp from 10.1.1.1/32 to any
# ipfstat -I -io

pass out quick on dmfel all

pass in quick on dmfel all

block in log quick from 10.0.0.0/8 to any

m ipf-sHHS A Fipfstat -I-i0 Y ipfstat -io HH Y EH 2 F 7l 3
Al S| W go] 42594 &% o] Fulo.

# ipf -s

Set 1 now inactive

# ipfstat -io

pass out quick on dmfel all

pass in quick on dmfel all

block in log quick from 10.0.0.0/8 to any
# ipfstat -I -io
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empty list for inactive ipfilter(out)
block in log quick from 10.0.0.0/8 to any
block in on dmfel proto tcp from 10.1.1.1/32 to any

vV A A v A A3 L 53] A EE A A=Y

1 IPFilter Management A3 T2 1} Y o] £ A AGA E=FHFAZ
2203y},
qhE o &oll IP Filter Management A g+ 2 9t 9 A A& & sl A& 1t

al v
Ap-&- AL of| Al 2] A 512 ¥ Oracle Solaris #2]: B ¢F A ¥] 2 9] “RBAC = 7] T4 (Zhd W)=
FRBAIA L.

2 RSl e Pl w24 72 A =2 ARk
# ipf -I -Fa
o] & Ao A n|EA 3 M EE 8|S}

ubFol ipf s AW A u]of Sl w8 A AL B AH A ER
Ak B4 A A Eohulo] 3 e BE o] % x| FFueh

A2 Aol A ulwgﬁw e % 75 *1EX1171
H J

= K R R
Ko Fuch

ﬂﬂ
_Pi
o,
B
a2
)
b
A
i
o
=)
>\3J
m\il
o
E
-y
o
g
m{m
{o
rlr
oL
g
o

# ipfstat -I -io

empty list for inactive ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on dmfel proto tcp from 10.1.1.1/32 to any
# ipf -I -Fa

# ipfstat -I -io

empty list for inactive ipfilter(out)

empty list for inactive ipfilter(in)

IP < ¢ o] o] & NAT F 3 2]

c}2 A Abol wheh NAT 77 & e, kel @ 4@ 5 ol o,
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o 21-10

o 21-11

24 NAT 1 2 &<l %y
IP Filter Management A&t Z 2 5} o] 23} g G A G A E=FHFAR
2ad3dYch

7k o &of| IP Filter Management A gk Z 2 9195 A A3+ oGt 4 &2 qk5]
AR-&- 2} ol Al 2] A 512 ' Oracle Solaris #&]: B ¢F A u] 2 o] “RBAC &7] 74 (2] W)=
RS AL

A NAT 773 & A F et
# ipnat -1

A NAT 73 B7]
b5 ol el A= A NAT 1A Al E 2] £ 85 o] Futh
# ipnat -1

List of active MAP/Redirect filters:
map dmfe@ 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

NAT 7+ = A A 8y

IPFilter Management A ¢ Z 235} ¥ o] 23 H YA G A E=FHFAR
Z2adgrcl

1k o &oll IP Filter Management A g Z 2 3} 4 & | A& 4 gl F v th 9 &5 k5o
AF-g- Aol Al 2] A 521 " Oracle Solaris T &]: 2.¢F A ¥] 2 2] “RBAC 27| 74 (4 W)=
FrasA Al L.

A NAT 575 & A A g
# ipnat -C

NAT 5% A A
ot ol el A= @A NAT 51 2 8] &5 A A sk W e X Futh

# ipnat -1
List of active MAP/Redirect filters:
map dmfe@ 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

# ipnat -C

1 entries flushed from NAT list

# ipnat -1

List of active MAP/Redirect filters:

21% - 1P ZE(EH) 315


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15

P2 73 A E 24

List of active sessions:

Y NAT 57 3 ol 3 & F 7} k= Wi

1 IPFilter Management A3t T2 35} P o] £ JFYAE A E=FHFAR
233},
qh= o & o IP Filter Management 7 8 Z 23} & | A& 4= gl th 9 &5 qh5of

Ap&-A}of| Al 2] A 51 2] ¥ Oracle Solaris #2]: B ¢F A 0] 2 9] “RBAC & 7] T4 (Zhd ¥ =

R L.

2 ohe Y F SR 24 72 A el 722 R
» ipnat -f - T ¥ S AF&-5ho] W ¥ E ol 4] NAT 5 &) Al Eof| 5+ 2 & F7Hgh o

# echo "map dmfe0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -
e e A g

a. Aegh vhed el F74NAT 512 & gh5 o,
b. RH= 1S 24 NAT 71 5 ol F7Fghv o

# ipnat -f filename

NAT 5 % 2] &l filename®] 51 = o] F 7} H t}.

d21-12  NAT 7+ 3 A E o] 5F 3 F7}
Bh ol ofl 4 3= v % ofl A NAT 772 A E ol 572 & F7}ah iz wh & 2ef Fue,

# ipnat -1

List of active MAP/Redirect filters:

List of active sessions:

# echo "map dmfe0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -
# ipnat -1

List of active MAP/Redirect filters:

map dmfe@ 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

IPZHol 3 F4F T

o A Ao met a4 Ee el ] W AT sy
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IP 2 e 73 A E =]

o 21-13

dl 21-14

2 FLEEI U

IP Filter Management A& Z 23} do] T35 A A LA EEFHFAR
233},

qk= © & of| IP Filter Management % ¢ X & 3} 4 5 7| Lqge
AR-&- 2} ol Al 2] A 512 ' Oracle Solaris #&]: B ¢F A u] 2 o] “RBAC &7] 74 (2] W)=
FrRAA

FAFLES A

# ippool -1

4 FLE R

g do| e 8 FA4Eo] AR EE Felshs W & B Futh
# ippool -1

table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };

F4 2 A A WY

IP Filter Management A&t Z 2 3} o] 3 H G AL A E=FHFAR

2IJdFY ek

qh= o &oll IP Filter Management 7 g Z 23} A & | A & 4= gl oh J &5 k5o
O

/\}Q-X]’ ol Al A] & 5} & % Oracle Solaris #&]: X °" X‘] H) &~

CECDREY

AN 5429 F2EAAT
# ippool -F

FLEAA
o ol e Fa4 & AA S Hel Fuch

# ippool -1

table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };

# ippool -F

1 object flushed

# ippool -1
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v

o 21-15

FuEol FHE FHHE P
IPFilter Management A3t Z 23}l g o] T E I A LA E=FHFAR
23t

qh= o & ol IP Filter Management A ¥+ Z 2 3} 4 & | A& 4 gl Futh 9 &5 k5]
AF-&A}oll A %] A 5121 M Oracle Solaris ¥ 2]: B.¢F 4] H] 2~ 2] “RBAC £ 7] T4 (5 #)”

xR Al L.
ThewH F shbz 24 72 A mel 722 FohEu
= ippool -f - W& S A& 5l W Fol| A 53 A Eol 73S F7Fgh o},

# echo "table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24};" | ippool -f -

» TS A}
a. A Il FrFFL4 ES et
b. "hE A S B4 F4a Fel F7H

# ippool -f filename

4 24 £ Bol flename®) 77 o] F7H ek,

ol 75 57}

E}u del =gl FaE A A B F4 25 Frhete W& B Fyth

# ippool -1
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
# echo "table role = ipf type = tree number = 100
{10.0.0.0/32, 172.16.1.2/32, 192.168.1.0/24};" | ippool -f -
# ippool -1
table role =
{ 10.
table role =
{ 10.

ipf type = tree number = 100

0.0.0/32, 172.16.1.2/32, 192.168.1.0/24; };
ipf type = tree number = 13

1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };

2214 IPZE 54 YW AR EA(Z W)

Al e ]

Ao o] &g Belghth  ipfstat BH L AHEstel A 3199 o) 2] “Ip Lol 7 e
ool YR E AL T Elo] B 3el upy
9l AFe) o] 88 Sel gk,
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IPZElel Het &AL FR 54|

d] 21-16

£21-4 [PEE A L AR FAFE ) A <)

zh e A 23wy

e 5AE g gt ipfstat - s " & & AF-8-5kod 3|2l 320 3] o] A “IP HE{ of| i g ALl
e A wof o 3 F A S A =l W

shel gt o).

NAT 54 & #el g o}, ipnat -s ™ % & A}-&-3} o NAT 321 | o] ] “IP E B of] )} 3} NAT
574]:‘3_'—3? 21 gk o A =l vy
FaEFAE AT} ippool -

98 bgste 4 32190 A P Lol Ul 7 4
gzl £ 570 2hel gy

IPZ B o o g Ae) Bl o] & 2Hel W

=
IP Filter Management A&t Z 2 5} o] T3 ¥ G A LA E=FHFAR
2adgeh
qk= o &o]l IP Filter Management A ¥+ X & 37} & A & = glF v th &3 qhE5o]
AL&-Zpof| Al 2] & 3} 2] Oracle Solaris 3"]‘31 B QF A H] 2 0] “RBAC £ 7] T4 (24 W)=
st Al L

AFe) o) o] & 31 g e,

# ipfstat

Fo-twA e AbSste] H A AR E Aoz A HolE S 2T s Th

# ipfstat

bad packets: in 0 out 0

input packets: blocked 160 passed 11 nomatch 1 counted @ short @
output packets: blocked @ passed 13681 nomatch 6844 counted @ short 0

input packets logged: blocked @ passed 0
output packets logged: blocked 0 passed 0

packets logged: input @ output 0

log failures: input @ output 0
fragment state(in): kept @ Tlost 0
fragment state(out): kept @ Tlost 0
packet state(in): kept @ Tlost 0
packet state(out): kept @ lost 0

ICMP replies: 0 TCP RSTs sent: 0
Invalid source(in): 0

Result cache hits(in): 152 (out): 6837
IN Pullups succeeded: 0 failed: 0
OUT Pullups succeeded: 0 failed: 0
Fastroute successes: 0 failures: 0
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o 21-17

TCP cksum fails(in): 0 (out): ©
IPF Ticks: 14341469
Packet log flags set: (0)

none

1P 2 el o ) 3 Aol B SHel

2203},
qh= o & o IP Filter Management 7 8 Z 23} & | A& 4= gl th 9 &5 k5o

- fu
AF-&-ALeoll Al A A 5181 ¥ Oracle Solaris & 2]: B.QF 4] ¥] 2~ ©] “RBAC £ 7] T W)=
a2

Ao 55 AU

# ipfstat -s

IPZ ol ol & ALe] 5-A 27|
oh o ol A= AL B A Eel v & B Fur}

# ipfstat -s
IP states added:
TCP
UbP
ICMP
hits
misses
maximum
no memory
max bucket
active
expired

0 closed
State logging enabled

S

[SECSECS ISR SES I SIS

State table bucket statistics:
0 in use

.00% bucket usage

minimal length

maximal length

.000 average length

(SIS
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PEElo] N TA L AFN EA]

o 21-18

o 21-19

IP < €] o] o] & NAT 5 A &<l W

IP Filter Management A 3t Z 25} Qo] 35 J 3] A} &} EE= 5554 2

233y}

nhE o &of| IP Filter Management 7 &+ Z 2 3} - 2| A & = ol ol F & & qh5of
o) e}

- fuS
Ag-Z}ol] Al ] & 5} 2] ¥ Oracle Solaris ¥ 2]: B.¢F A ¥] 29| “RBAC £7] T4 (*F3d W) &
ZEt AP N

NAT &A1& & e

# ipnat -s

IP < ] ol] th gk NAT 54 B.7]
thg of o 4] = NAT 54 2l w2 Bof S},

# ipnat -s

mapped in 0 out 0
added 0 expired 0

no memory 0 bad nat @
inuse 0

rules 1

wilds 0

IPEE ) e F4FFA EA A

IP Filter Management A 3t = 2 3} ¢ o
223},

qk= o &ol IP Filter Management 7 g+ 2 & 3} A & %] & o 1}
AL Abol| Al 2] A 5} 2] ¥ Oracle Solaris ¥ #]: B.¢F A ¥] 2~ 2] “RBAC £ 7| T4 (24 %)<

FRAA L.

e
o
i
12
()
lo
>
ofo
2
b
rr
>
i)
%o
R
fu

725548 AR

# ippool -s

IPLE o A3 F4F A K
=l

b ool A=
# ippool -s
Pools: 3

Hash Tables: 0
Nodes: @

21 - PEEED) o


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-15

PZH 21 3tg =y

IPZE 21 3}Y =4

322

=+ Ay ]

29 Ydg g Mo Py 2o E 3229 o] A “Ip A H =2 9}
gh e a4 W

2o 9t9dE Sl ipmon "8 % & AF-E-3o] el NAT 323 3f| o] A “IP L ¥] =1 5}
St 23 o el gl iy

2 22w EnlEueh ipmon -F R EE AFS St 2L 324 sol A w7l 2O Tkl &
R LB CIERR Rt
AlA G

7|55 7l & skl el Ul g F =g s15" 3259 o)A 7| S8 s 2L vt

= g ek 3 715 5k of] A &b o) A 2 5= wpr»

T NP

7| O 2 P FE o 3t EE 21 HH=syslogd I Lol 7| EH Y 7| £ 21

o 7|52 ol ttE dolH HERZ P I E Y RV EHES 2T
|

shel & 4G o of gl h Tk ¥

IP Filter Management A 3t Z 2 5} d o] £ g G A LA E=FHFAR
231 °l?‘,ﬂ-L] c}.

A]-B‘X]-Oﬂ Al A A 621 Oracle Solarls Bl BeokAu| A
RESHAR

t}& F L F 7154 setc/syslog. conf L& H A o},

# Save IP Filter log output to its own file

local0@.debug /var/log/log-name

F - A ol A 23 o] 2uk7} obwd Tab 7] & AF-8-3F o] locale. debug®t /var/log/

log-name-e T~ 3l oF gt

A 22 9dS sy

# touch /var/log/log-name

system-log 4] ] 2~ & t}2] 2]z o},

# svcadm restart system-log
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Pe 23 3 =g

o 21-20

v

SECEED)

PEE 21957
o ol A= 1P EE] HHE o} 7to] B& jpmon.logE RFE = WHH & B o Fu ),
/etc/syslog.confoll A th-& ¢ & g oh

# Save IP Filter log output to its own file
local@.debug /var/log/ipmon.log

HE A vheE "

# touch /var/log/ipmon.log
# svcadm restart system-log

IPZe 27 3} el uhy

IP Filter Management A gt Z 2 5} o] T3 g G A LA E=FHFAR
223},

7+ < &ol| IP Filter Management 7 3k Z 2 3} 9 & x| A & &= 9l 5 vl &S ghEof
A}-g-Zpol| Al ] A 5} 2 " Oracle Solaris T2]: B.¢F A B] 2 2] “RBAC £ 7] 74 (ZFd W)=
FrasA Al L.

AU, NATEE At 220t e SdPch2astd e vl APF 4S
Apgstel he H R g A8 P Ieh

# ipmon -o [S|N|I] fﬂenanw
s AE 22 9ld S FA ok

N NAT 271 3d& 3 A g}
AP 21 9}

I =
EEANATY ARt 232 9 & Bejd $41& 27 AR g
# ipmon -o SNI filename

. WA "‘r%.‘?_iipmon““ =
219¢9E 32X FE YF Yl

# ipmon -a filename
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Pe 21 3 =g

Z —ipmon H =0 o} & AleY F2l 79~ ipmon -a T AHESHA] MR Al L
UHEH 0 Z bl E2 A AE B E A A5 0 2 A A= YT ipmon -a W ¥ S A3 5l
ipmon®| thE Habdol dgfuch o] A¢ F HAE S UG I AHHE

shube] EAlEgt E& 2 0 W Al A& 7“4"“”]‘4

27 vt 3helof o &k A g 22 ipmon(1M) " 57 # o] A| & Fr AR AU Al 2.

d21-21 PEH 213U 27|
t}S o ol A= /var/ipmon.log? &8 & Kol Fut}h

# ipmon -o SNI /var/ipmon.log
02/09/2004 15:27:20.606626 bge® @0:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN

T
Jt .

rr

# pkill ipmon

# ipmon -aD /var/ipmon.log

02/09/2004 15:27:20.606626 bge® @0:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN

v 33 21 35}9L H]SL upd

1.:

9] »

-

A=

rr
¥
&
Jo
X
ol

1 IPFilter Management A Z 2 0} Y o] 23 93
233},
qt= o & ol IP Filter Management 7 g+ Z 23} & A & 5= 9l <5
AL ALl Al A A 5181 ¥ Oracle Solaris & 2]: B.QF 41 ¥] 2= ©] “RBAC
AR

D =4 jE
7] A (R Wy

Byt L

2 AR Z2aWASu Y}

# ipmon -F

anzn AN 2L L 64

i doll e 22 3t Al A Al £ 85 Hol Funh Al 28] o] A = of of of A 2} 2L o]
2O spdel] AR FHo] Gl Aol e XA S AT

# ipmon -F

0 bytes flushed from log buffer
0 bytes flushed from log buffer
0 bytes flushed from log buffer
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Pe 23 3 =g

v 712" e Lo

o 21-23

IP Filter Management 3 3t = 2 3} ¢ o]
233
qk= o 3ol IP Filter Management H g+ Z &3

/\}*@L X} of| Al X & 5} 2 ™ Oracle Solaris ¥ 2]: X
SRS

7159 9 7-¢ 2L el Ak
# cat /dev/ipl > filename

WHE TZTEZ ohA| IS ctrl-cE 9
shelol 7l o] A% 7] £ 5]},

Hsto] TR A A S S w717 filename

EREPEEDE L

th ol el A =

EEE P

# cat /dev/ipl > /tmp/logfile

~C#

# ipmon -f /tmp/logfile

02/09/2004 15:

129.146.157.
02/09/2004 15:

129.146.157.
02/09/2004 15:
.145,23 PR tcp len
02/09/2004 15:

129.146.157

30:28.708294 bge0d
145,23 PR tcp len
30:28.708708 bge0d
145,23 PR tcp len
30:28.792611 bged

30:28.872000 bged

@0:

20

@0:

20

@0:

20

@0:

A
ol

sholof) A g3k 5

1 p 129.146.

52 -S IN

1 p 129.146.

40 -A IN

1 p 129.146.

70 -AP IN

1 p 129.146.

129.146.157.145,23 PR tcp len 20 40 -A IN

02/09/2004 15:
129.146.157.
02/09/2004 15:
129.146.157.
02/09/2004 15:
129.146.157.
02/09/2004 15:
129.146.157.

30:28.872142 bged
145,23 PR tcp len
30:28.872808 bged
145,23 PR tcp len
30:28.872951 bge0
145,23 PR tcp len
30:28.926792 bged
145,23 PR tcp len

(output truncated)

21%

- PRE )

@0:

20

@0:

20

@0:

20

@0:

20

1 p 129.146.

43 -AP IN

1 p 129.146.

40 -A IN

1 p 129.146.

47 -AP IN

1 p 129.146.

40 -A IN

157.

157.

157.

157.

157.

157.

157.

157.

149,33923
149,33923
149,33923
149,33923
149,33923
149,33923
149,33923

149,33923
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326

3l o) ul=- 0

Aodet=Er1 4 HA

FAAEL FL STt s A sl = AR wA s o STk 74

I ¢d& EF UNIX 78 91 A & w5 v

o TEE 5 Wol FH o) EFFe] S T

o AT AL FUT Yol G AT 5 e,

o S A U AT Y2 T AT 5 Aok

o 9] Aol A oAk 5 ol gl Tk W Eol W&ol Al () F AFgake] 77 o]
ot ol A A S s e 5 sy e
- = — [e) ) I

P2 3t 4 ot d S vt =y

ol Aatell M= vh5& A sh= Wi ol o) A et

e R e
" NAT 777 74 5
. F2E T4

IPFilter Management A3t Z 25} P o] T ¥ JZ YA LA E=FHFAR
2203},

9= o Zof| IP Filter Management ¢t Z 2 3} U & 2| & 5 gl 5 oh &5 wh5of
A}-g- A}l Al ] A 52 " Oracle Solaris F2]: B.¢F A B] 2] “RBAC 7] T4 (ZF] )<

ARSI A 2.

Sl B )& A A FU TR A 5o AT L& BEAY

-

o I RE ) TR a9 S S el ipf.cont S WA Y]
1P B} £ ipf cont ol Wl A A7 BeY R A& ALggh ok 5) 2 el ol

=
& 512 7L & sete/ipf/ipf.conf T ol Wi A& 7 - A] A H FE 2] o] 5} o]
2egynh FEA| HE Y A o] RES A =5 st A3 g e
o A gk ek, ¥ b 309 F o] A] “ohE = o] B S Il HE H A Al E
A st A 2 ipf WS AHSeted A S BT sl
N2 Be & 5 A S == 2292 9 o] ] “Ip HE] o] s 2 HE & 7] 5 AFE S
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7‘:}

PR FAHARLE7 L T

d&

- ipf.conf 3ol ¥l o] 912 35 el o] Y= AL ek ipf.cont 7l o] 1] o]
NE A oS gle TA A Qe A EL T

pass in all
pass out all

= NAT 53 of] th g 74 5t Y S w524 ipnat.conf 34 & HA g o,
IP A B+ ipnat. conf IH L of] vl] Z] = NAT 5 2 & A2 o} NAT | off g+ 5 3]
it & /etc/ipf/ipnat.conf 3} Lol B X & 7 - A] 2B F-E 2] o] 3} o]
ECQQW‘hiﬂMﬂ%ﬂﬂicﬂﬂ%E%&ﬁ%ﬁﬂ@%ﬂﬂmmtwﬁ
T E A gy ok 29 oh5 ipnat W ¥ & AFE-51od NAT 51 2l & 24 318
S Th
NAT | o & 5+ 2 & qh= = W 2 295 9| o] #] “IP E] ©] NAT 7| 5 A&
SE R R
w T Eof ek 74 Y& S ¥ ippool. conf J]-° = AP
IP B+ ippool.conf ¥} Lol vl A ¥l 4 E-§
v} A& setc/ipf/ippool. conf I} of ujl ] &
EEE]L]‘:} FEA FALFo| REHA UL
& v A g ok 1% oh 3 ippool W & A
L]D}.

PN
=R
FAES Ut 2296 H o] A “IP LB o] F4 E 7|5 AR S H AR A 2.

IPEE 74 5t o
oh dlell M= FE E Aol AHS S = 2 B E A o A S AlE g o

o 2124 IPZE T AE FA
o] dlofl = bge MIEH I el H o] A7} Q= T A E Al AE o ) 3 74 & Ko Fut},

# pass and log everything by default
pass in log on bge® all
pass out log on bged all

# block, but don’t log, incoming packets from other reserved addresses
block in quick on bge@ from 10.0.0.0/8 to any
block in quick on bge@ from 172.16.0.0/12 to any

# block and log untrusted internal IPs. 0/32 is notation that replaces
# address of the machine running Solaris IP Filter.
block in log quick from 192.168.1.15 to <thishost>
block in log quick from 192.168.1.43 to <thishost>

21% . 1P E (YY) 327



3 |3

328

dl21-24 IPLE T A~E 74 A%)

# block and log X11 (port 6000) and remote procedure call

# and portmapper (port 111) attempts

block in log quick on bge@ proto tcp from any to bge@/32 port = 6000 keep state
block in log quick on bge®@ proto tcp/udp from any to bge®/32 port = 111 keep state

o] 7% 4| £ bge QLB H o] 20 4] B E GEL F S 5 Y% E 5 Gahi 455 A
R F Ao A 2 2 A AT A 74 A B2 72 F4 $1510.0.0.0°9
172.16.0.02] 541 5 70 0] W3k ol o] @ 7 RS EF ATk The A A E

GAE A AW B R F4E Aekghilc) vhAl o 74 Al R EE 6000 L EE
MEREEIEFE R,

ol 21-25 1P LE] Au] T4

o] o] A= $] A E A5 = A E A 2H o tff gF A & Hof FuT o]
A] Al o] = e1000g Y E Y A °JEHI | 227} ol e

web server with an el000g interface
block and log everything by default;
then allow specific services

group 100 - inbound rules

group 200 - outbound rules

(0/32) resolves to our IP address)
*k FTP proxy ***

* FH H oW R W R

# block short packets which are packets
# fragmented too short to be real.
block in log quick all with short

# block and log inbound and outbound by default,

# group by destination

block in log on el000g@ from any to any head 100

block out log on el000g0® from any to any head 200

# web rules that get hit most often

pass in quick on el000g@ proto tcp from any \

to el000g0/32 port = http flags S keep state group 100
pass in quick on el000g@ proto tcp from any \

to el000g0/32 port = https flags S keep state group 100

# inbound traffic - ssh, auth

pass in quick on el000g@ proto tcp from any \

to el000g0/32 port = 22 flags S keep state group 100

pass in log quick on el000g@® proto tcp from any \

to el000g0/32 port = 113 flags S keep state group 100

pass in log quick on el@00g@® proto tcp from any port = 113 \
to el000g0/32 flags S keep state group 100
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# outbound traffic - DNS, auth, NTP, ssh, WwWwW, smtp

pass out quick on el000g0@ proto tcp/udp from el0009g0/32 \
to any port = domain flags S keep state group 200

pass in quick on el@00g@ proto udp from any \

port = domain to el000g0/32 group 100

pass out quick on el000g@ proto tcp from el000g0/32 \

to any port = 113 flags S keep state group 200

pass out quick on el000g@ proto tcp from el@00g0/32 port = 113 \
to any flags S keep state group 200

pass out quick on el000g@ proto udp from el@00g0/32 to any \
port = ntp group 200

pass in quick on el000g@ proto udp from any \

port = ntp to e100090/32 port = ntp group 100

pass out quick on el000g@ proto tcp from el000g0/32 \
to any port = ssh flags S keep state group 200

pass out quick on el000g0@ proto tcp from el000g0/32 \
to any port = http flags S keep state group 200
pass out quick on el000g@ proto tcp from el000g0/32 \
to any port = https flags S keep state group 200

pass out quick on el000g0@ proto tcp from el000g0/32 \
to any port = smtp flags S keep state group 200

# pass icmp packets in and out
pass in quick on el000g0 proto icmp from any to el0009g0/32 keep state group 100
pass out quick on el000g@ proto icmp from el000g0/32 to any keep state group 200

# block and ignore NETBIOS packets
block in quick on el000g0 proto tcp from any \
to any port = 135 flags S keep state group 100

block in quick on el000g@ proto tcp from any port = 137 \

to any flags S keep state group 100

block in quick on el000g0@ proto udp from any to any port = 137 group 100
block in quick on el000g@ proto udp from any port = 137 to any group 100

block in quick on el000g@ proto tcp from any port = 138 \
to any flags S keep state group 100
block in quick on e1000g@ proto udp from any port = 138 to any group 100

block in quick on el000g@ proto tcp from any port = 139 to any flags S keep state
group 100

block in quick on el000g0@ proto udp from any port = 139 to any group 100

dl 2126 1P ZE| 2}-9E F4

o] el of] A = W - QB sl 0] 2~ nge & 9| 1B} 7 o] 2 ceno] Sl= bt ol T3 T &
ol Furk
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# internal interface is nge® at 192.168.1.1
# external interface is ngel IP obtained via DHCP
# block all packets and allow specific services

# Short packets which are fragmented too short to be real.
block in log quick all with short

# By default, block and log everything.
block in log on nge® all
block in log on ngel all
block out log on nge@ all
block out log on ngel all

# Packets going in/out of network interfaces that aren’t on the loopback
# interface should not exist.

block in log quick on nge@ from 127.0.0.0/8 to any

block in log quick on nge@® from any to 127.0.0.0/8

block in log quick on ngel from 127.0.0.0/8 to any

block in log quick on ngel from any to 127.0.0.0/8

# Deny reserved addresses.

block in quick on ngel from 10.0.0.0/8 to any

block in quick on ngel from 172.16.0.0/12 to any
block in log quick on ngel from 192.168.1.0/24 to any
block in quick on ngel from 192.168.0.0/16 to any

# Allow internal traffic
pass in quick on nge@ from 192.168.1.0/24 to 192.168.1.0/24
pass out quick on nge@ from 192.168.1.0/24 to 192.168.1.0/24

# Allow outgoing DNS requests from our servers on .1, .2, and .3

pass out quick on ngel proto tcp/udp from ngel/32 to any port = domain keep state
pass in quick on nge@ proto tcp/udp from 192.168.1.2 to any port = domain keep state
pass in quick on nge@ proto tcp/udp from 192.168.1.3 to any port = domain keep state

# Allow NTP from any internal hosts to any external NTP server.
pass in quick on nge@ proto udp from 192.168.1.0/24 to any port = 123 keep state
pass out quick on ngel proto udp from any to any port = 123 keep state

# Allow incoming mail

pass in quick on ngel proto tcp from any to ngel/32 port = smtp keep state

pass in quick on ngel proto tcp from any to ngel/32 port = smtp keep state

pass out quick on ngel proto tcp from 192.168.1.0/24 to any port = smtp keep state
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# Allow outgoing connections: SSH, WwW, NNTP, mail, whois
pass in quick on nge@ proto tcp from 192.168.1.0/24 to any port = 22 keep state
pass out quick on ngel proto tcp from 192.168.1.0/24 to any port = 22 keep state

pass in quick on nge@ proto tcp from 192.168.1.0/24 to any port = 80 keep state

pass out quick on ngel proto tcp from 192.168.1.0/24 to any port = 80 keep state
pass in quick on nge@ proto tcp from 192.168.1.0/24 to any port = 443 keep state
pass out quick on ngel proto tcp from 192.168.1.0/24 to any port = 443 keep state

pass in quick on nge@ proto tcp from 192.168.1.0/24 to any port = nntp keep state
block in quick on ngel proto tcp from any to any port = nntp keep state
pass out quick on ngel proto tcp from 192.168.1.0/24 to any port = nntp keep state

pass in quick on nge@ proto tcp from 192.168.1.0/24 to any port = smtp keep state
pass in quick on nge®@ proto tcp from 192.168.1.0/24 to any port = whois keep state

pass out quick on ngel proto tcp from any to any port = whois keep state

# Allow ssh from offsite
pass in quick on ngel proto tcp from any to ngel/32 port = 22 keep state

# Allow ping out
pass in quick on nge@ proto icmp all keep state
pass out quick on ngel proto icmp all keep state

# allow auth out
pass out quick on ngel proto tcp from ngel/32 to any port = 113 keep state
pass out quick on ngel proto tcp from ngel/32 port = 113 to any keep state

# return rst for incoming auth
block return-rst in quick on ngel proto tcp from any to any port = 113 flags S/SA

# log and return reset for any TCP packets with S/SA
block return-rst in log on ngel proto tcp from any to any flags S/SA

# return ICMP error packets for invalid UDP packets
block return-icmp(net-unr) in proto udp all
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B % A3k A
222 2EGYH A FH AN ALEH=BHE 2L P A%)
LB ™3 ¥ Ax
ilbadm export-config filename ilbadm importE AF-&-35fo] 2 § of ulg} 714 @ 7| 2hd ol & g3t
GA o g2 7|E FA LS WY YTt filenameo] A A = A o2
7

4% stdout®ll ilbadm exportS %1 T},
ilbadm import-config -p filename I+L-& 71 7|E FA S 7HA & 3L o) W& 2 2 vl o},

filename©| A =] A| 952 73F- stdin®ll 4] ilbadm import S
e

2% . s E=UAbA N
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o] A2 F3 T WHA(ILB) Y] E A H FA ol sl Ao st o} AR F A 5o
SIEaSA=

s 3477 0] x “E3 2wy A

» 348 9| o] A| “ILB AF-& 2! A}& gk

m 349 H o] | “ILB 747

= 3535 0] %] “ILB 2L7}-&-4 ﬁ“é (55-FFE=AE)y

» 358 9| o] Z| “ILB T4 5}9] W & of] o &k AF-&- A} gk Fod A
s 359 5 o] A “ILB A ¥ 1§ e)”

= 360 3| o] Z| “ILBof| 4] Wil = A ¥ Fke)”

= 362 9| o] Z| “ILBol A ZA A A AF e

= 365 9| o] A] “ILB 7+ & #*e]”

= 367 9| o] A “ILB Eﬁl EAP

= 368 ¥ o] A “Import & Export 5+9| & AF-S”

B A A

o] Aol A= ILB A A of tf 8l gt

L

o},

ILB+= A9 Fuserland @] F F 222 A YT A F &
dHZ A5 o7 dAFH Y}t 18 ILBY userland HAES

< Qracle Solaris 11 A #| 2]
o o 2 A} 477}
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ILB A8 5L AF-&- k3

ILB A& 3L A8 bt

o] ol = ILBE A % AHE k3t e 2 A st= A AE A

A =37 Aol A ~H 2] RBAC(S & 7] HE ol £
o]—%ol = e 7(:)]TT —(—)—E_ﬁr‘

v ILBE A& o 2 AAS=uHY
2~
b5

> 2
2
fo b r
o
5
e
=2
A
dlo
oot
1
o
0
rlr
Ry
o
S
%
°
auj

» 3} o] F:/etc/security/auth attr

m  solaris.network.ilb.config:::Network ILB
Configuration::help=NetworkILBconf.html

m  solaris.network.ilb.enable:::Network ILB Enable
Configuration::help=NetworkILBenable.html

m  solaris.smf.manage.ilb:::Manage Integrated Load Balancer Service
States::help=SmfILBStates.html

w9 o]%—:/etc/security/profﬁattr

®  Network ILB:::Manage ILB configuration via
ilbadm:auths=solaris.network.ilb.config,solaris.network.ilb.enable;help=RtNetILB.htm

» 7} % 2] Network Management &35l solaris.smf.manage.ilb”} Sl o] oF ghifch,
» 3} o] F:/etc/user_attr
®m  daemon::::auths=solaris.smf.manage.ilb,solaris.smf.modify.application
1 ILBManagement A3t T 23l do] T35 A A E=FHFAZ 22dF Y}
AF&-AF7} gk o 3holl ILB Management % ¢t Z 2 31U & e ¢ g5l IS
k5o x}-8-2}of| Al 2] A 5} 21 ¥ Oracle Solaris T &]: B¢ A U] 2 ¢] “RBAC £ 7]
:rL/H(XLoJ ul )” o x}gf_—g]_/kul /\]9_
2 IPVAEEIPv6FTANA(EE S ch AR AL AU 25 A2 ARt

#svcadm enable svc:/network/ipv4-forwarding
# svcadm enable svc:/network/ipv6-forwarding

3 IBAH]AEAEo 2 AH T}

# svcadm enable ilb

4 IBAH| 27} Ao 8 AR Q= 2 et

# svcs ilb
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ILB+4

ILB 74

ILBE AH§ e 2 AR sty

ILBManagement At Z 25} 4 S E3sl= gAY, FIFA 7 Yt
ARG A7} kS © 3ol ILB Management % §F Z 2 9 4 2 ket ¢ glGu T A5
g5 o AR-§-Abel| Al 2] A 5121 Oracle Solaris ¥ 2] : X<k

TR ) TR AL

ILB A B] 25 A}-§- gt o 2 AR )

# svcadm disable ilb

ILB A ¥ =7} A}-E- <t e 2 A5 Q=4 et

# svcs ilb
o] A o] 4] = DSR, Half-NAT, Full-NAT & Z & x| & 2} &3} [LB 7 & o] th 3] 4w gk},

DSR, Full-NAT, Half-NAT £ & & #|

o2 1H2DSREZEZA S A LB T3 S HodF )
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Sajolele
1P:129.146.86.129

—
-—

8

NER
VIP:10.0.0.20

IP: 192.168.1.50
GW: 192.168.1.31

(712 AOlE0])

MH] 2

VIP: 10.0.0.20

IP: 192.168.1.60
GW: 192.168.1.31
(712 AOIES0l)

[LB+ Half-NAT %! Full-NAT 2 E o] A 5%

ohF 2ol v 213} 5 o)
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ILB+4

S0 E
IP:129.146.86.129

—
-

8

MH 1

IP: 192.168.1.50
GW: 192.168.1.21
(7|2 HO|ES0l)

2C @A

M 2 7bAbIP

IP: 192.168.1.60 VIP:10.0.0.20
GW: 192.168.1.21 IP:10.0.0.21(2| %)
(7|2 Ho|Eg|o]) IP: 192.168.1.21(Li &)

Half-NATZ2E 7 =4 EZ 24
Half-NAT .= 9] LB A& ol| 4| = ILB7} 3 Z1 &] &l T of] ) AL 1P F= 4wk o} A] vt}
Half-NAT 78 & A& 73 5 AWM 7L AFF6h= 5 Y g Al B o 4] A u] 2~ 2] 7pA)

IP(VIP) 4ol ed A& 4= gl o},

231 HalfNATT¥ 8 553355

SHEE 2ZIPFAE HAIP F 4
1. SgloldE > 2= wEA FeloldE 2z W A9 VIP
2. R A > AW Sofo]dE A1
tHEE
3. AB > 2= A Al ZFelollEe
4, BEE& A > Felo|dE 2= A o vip SefoldE

23% . S} E=UAA FAE)
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Zeto|AdEPCE MM} TLF I EH Il d25Hd o= 'Pﬁﬂ7kﬂﬂ°Pﬂil
A

R SR ok 4t R A ek A] R m e Fobolelm ol ol @k A S 5kel £
P47 3| GG Th Fetol e 2E WAAE AH LS YW D
Aol 4] ko] WAy} 1 o] F 2 Febold 0] P 28 o] HEaA wE S

Oh

o] ¢ 8 a5 ¢ 552 vhg ol bt ol 2 A3 g o}

£23-2 HalfNAT 7+d° 8 5539 SH &5

SHEE E22IPFLE HAIPF A
1. ZetoldE > 2 e WA ZetoldE 2= e Ao vip
2. EE A S AH ZetolddE A

SHEE
3. AW > FeholdE A Seto]d E

FU-NATEE O 2 H EZEX

Full-NAT T-& ol A = Egj o] 2= iz A E ofu}3Fo 7 Elsl ¢ %i%mwﬂm
FA2E A Y o Full-NAT B 2 4| of| Al = A 7} A5 6= 5 L4 @ A Byl of 4]
vIPell g 4= el G5y ol oS X = ILBY Full- NAT EZ Z X & AW} A &
Tt d 8RB AR = YFY 2EHAE 5

Col gt9-H FAa YUt o] Alvtg] Qe A 2= W A = ZEA|E AE g o)

——

£23-3 Full-NAT 72 8 s 53S9 5%

oA AZIPFL AP F A
1. Zzho] > 2 e A FeloldE Z = A o] vip
2. = A > AW ZeE A o gl o]~ A1 H

Fa(HEIC)

$HEE

3. A > 2 e AW 2 H A 9 ol g o] A~
F A (A B Q)

4, 2wl A s Feo|dE 2= WA o vip Zelo|lE
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4 FHCEE-FEEEAY)

o] Aol 4= DSR, Half-NAT, Full-NAT & & & %] & A}-4-3HILB ] 22 7H8-A 7-4d ol o &f
/\'] a5 ’61—]/] ]:]_

DSR E& 2 X| & A}-£3} ] ILBHA T4

A

=2

o] A E=DSREZZAEZ 4%—5—}04 17}%*§(HA):2: o] L= =LB &l E—% AR =
WS Ay o 7|2 2 Ao 7] = wH Ao £ x| R E M- A E
AAs ok 7|2 2= H“E“ S A9 shd WVI EE AT} E 2 A 9
sk wH )
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IBL7}IEA FH(TE-FEFEEAS)

DSR EZZX|

1 192.168.6.1

192.168.6.0/24
VIP=81.0.0.3
eth0 192.168.6.2

Q Load Balancer 1 Q Load Balancer 2
S 7|2 e P ch7|

1 eth1 192.168.2.2 1eth1 192.168.2.1

eth0 192.168.6.3 .

BEE AKX [ mEE 29X 2

: Y 10.0.0.0/24

MHo| 7|2 2}2H =192.168.6.1

Load Balancer®| 2 VIP= A{E L 192.168.6.0/242 CHAIC 2 &}= OIE{H| 0| A0 A EL|CH

Y DSREZEZAEAHE-8e] LIS & ol FESIBE TA =W
1 e EEUEA PE e A Ed 2 Yy 2E AN S 2E FA T
# ilbadm create-servergroup -s server=10.0.0.1,10.0.0.2 sgl

# ilbadm create-rule -i vip=81.0.0.3,port=9001 \
-m lbalg=hash-ip-port,type=DSR -o servergroup=sgl rulel
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IBA7}FEA FAH(TEF-FEREEAS)

BE A 2 100 QB H o] 2ol VIPZ} TFA = = A &l g o}
.0.0

3/24 1o0/serverl

Serverl# ipadm create-addr -T static -d -a 81
a 81.0.0.3/24 100/server2

Server2# ipadm create-addr -T static -d

LoadBalancer1°] 7] & 2= WA X & 2535l = & T4 g},

LB1l# dladm create-vnic -m vrrp -V 1 -A inet -1 eth@ vnicl
LB1# vrrpadm create-router -V 1 -A inet -1 eth@ -p 255 vrrpl
LB1# ipadm create-addr -T static -d -a 81.0.0.3/24 vnicl/[bl

Load Balancer27} Hl 7] 2= WA X 2 253l = & FA4 g},

LB2# dladm create-vnic -m vrrp -V 1 -A inet -1 eth@ vnicl
LB2# vrrpadm create-router -V 1 -A inet -1 eth0 -p 100 vrrpl
LB2# ipadm create-addr -T static -d -a 81.0.0.3/24 vincl/I[b2

Ao AL o Al A ute] 2o tisl) B E Al

»  Load Balancer 1= A 9| 5} Load Balancer 27} 7| ¥ 23 8+-& 7+ 371 VIP 81.0.0.3°1 o gt
FA4ARE UG5t Feto|dEY REN IS DH AHIP F4281.0.0.3°2 %
SIS =
Load Balancer 1 513} Load Balancer 27} t} 7] == & F o} 31 o},

= Load Balancer 12| ¢l E] 5| o] A~ 3}& o= = ok 25 Al 9)| 5} Load Balancer27} 7] 5
o skS ol =g}, ulgh A LoadBalancer27}VIP81 0.0.3°| M F4& HAAS
olTo}o:] Felo|lglES B E uH S AP F481.0.0.32F F a]?sh/]r/}
Load Balancer 12] ¢l €] 3| o] 2~ oFZ5 5 B35} Load Balancer 27} tf) 7] &

ol gvich

Half-NAT EZ 2 | & A} &3} o ILB L7} -84 74

o] el 4= Half-NAT =& 2 A & 2485} HAS ©| # X5 ILB
At 7l 2ot 7] 2= g A o] F7hA 2o iE A
g7 E 2 lH A S Aslshd o 7] R w77 2 E R A o 4TS

¢

AL WA
J

5o}
o 1Y HAS o| F 2= LB A2 & 74517 813 Half-NAT EZ 2 A &
HolFh
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Half-NAT EZ 2 X|

QIE{ |
ZSE2t0|AE

..

1 192.168.6.1

eth0 192.168.6.3

192.168.6.0/24

VIP=81.0.0.3
eth0 192.168.6.2

Q Load Balancer 1 Q Load Balancer 2
e e S g F

eth1 192.168.2.2

=
75

eth0 192.168.2.1

7|2 #0|£9)0] 10.0.0.3

HEE AYX[1 [ HEN

A9|%| 2

ME Q| 7|2 2t2E =10.0.0.3

10.0.0.0/24

Load Balancer9| 2 & VIP= A|E U4l 192.168.6.0/24& C{& O Z Sl= QEHL|O| A0 g E LICt

Y Half-NAT E 2 2% & AH8-3}o] 17184

It

1 71297 2= BRAE EF FA I eL

o

# ilbadm create servergroup -s server=10.0.0.1,10.0.0.2 sgl
# ilbadm create-rule -ep -i vip=81.0.0.3,port=9001-9006,protocol=udp \

-m lbalg=roundrobin, type=HALF-NAT,pmask=24 \
-h hc-name=hcl, hc-port=9006 \
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IBA7}EA FAH(TET-FFE

-t conn-drain=70,nat-timeout=70,persist-timeout=70 -o servergroup=sgl rulel

Load Balancer 1°] 7] 2 2 = W & X 2 %53} = & FA4 g o},

LB1# dladm create-vnic -m vrrp -V 1 -A inet -1 eth@ vnicl
LB1# ipadm create-addr -T static -d -a 81.0.0.3/24 vnicl/[bl
LB1# vrrpadm create-router -V 1 -A inet -1 eth@ -p 255 vrrpl
LB1# dladm create-vnic -m vrrp -V 2 -A inet -1 ethl vnic2
LB1# ipadm create-addr -T static -d -a 10.0.0.3/24 vnic2/[bl
LB1# vrrpadm create-router -V 2 -A inet -1 ethl -p 255 vrrp2

Load Balancer27} ] 7] 2 = W & A 2 %53} = & 74 gh o},

LB2# dladm create-vnic -m vrrp -V 1 -A inet -1 eth@ vnicl
LB2# ipadm create-addr -T static -d -a 81.0.0.3/24 vnicl/I[b2
LB2# vrrpadm create-router -V 1 -A inet -1 eth@ -p 100 vrrpl
LB2# dladm create-vnic -m vrrp -V 2 -A inet -1 ethl vnic2
LB2# ipadm create-addr -T static -d -a 10.0.0.3/24 vnic2/[b2
LB2# vrrpadm create-router -V 2 -A inet -1 ethl -p 100 vrrp2

Y& 7|2 Aol ES o] IPFAE FZF AWl F713 )

# route add net 192.168.6.0/24 10.0.0.3

9o AL ohF A Alve] 2of tfsl B E A7y

= Load Balancer 15 A 3 3} Load Balancer 27} 7] ¥ & &+-& %+ 17 VIP 81.0.0.3°1 o g
?iéﬁaJ?ﬂﬁ%ﬂﬂﬁéﬂi%%ﬂéﬁ%mﬁimeﬁﬁii
A gk =3 F5 Al o] ESo] £410.0.0.32 % Bl BE ) 7S A gl d of
ot
Load Balancer 1S i:r"f)‘} Load Balancer 27} o 7] .= & Fo} 3t o},

= Load Balancer 12] Q1 E] 3l o] & 3+Z &= = oFZ-5 Al 5)) 5} Load Balancer 27} 7| &
o18tg- olZ=ghu o} whel A Lo adBalancer27]'VIP81.0.0.3°ﬂ e F 4 AAE
Foto] Zefold B RE IS AP F481.0.0.32 % A 2| vt =3

%Eﬂﬂ 4@T¢1003°EEWHELMﬂ%ﬂﬂﬂ¢@qW

Load Balancer 12] ¢l E] 3] o] 2~ okZ & B -5} [oad Balancer 27}t 7| B =
Zobgi

@A LB FHE /| R W o) y] 2= WA B 5] shebA ek Th L B
WA E A s 2 WA el R e 1T o) /]S el d 2 A g
e} 5] 8) gl HAS 718 == 0@l A B Ao @ Aol 4] o1 8] f8 gk e).
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o

ILB7-73 39 ® P ol g AFE- A A7 Fof A A

358

+ ILB T4 5}%] &S A3 5} solaris.network.ilb.config RBAC g F-of 7}
sloof iz

create-servergroup
delete-servergroup groupname
show-servergroup
add-server
remove-server
enable-server
disable-server
show-server
create-healthcheck
show-healthcheck
delete-healthcheck
show-rule
delete-rule
enable-rule
disable-rule
show-statistics
show-hc-result
show-nat
show-persist
export-config
import-config

7| & AFg Aol A3 F-o & %] A 52 Oracle Solaris #2]: 2. QA 8] 2 2] 9 &} «d &
1Rk o 2 Ao} AR E REAIA L.

=l

LA A o] A AFEA A S bS] A FAE A
gt S

o

@5 gk el & 5

useradd -g 10 -u 1210 -A solaris.network.ilb.config ilbadmin

useradd ¥ 3 < /etc/passwd, /etc/shadow, /etc/user attr 3Y ol A AF-&-A}E
F7F ok oA 54 ARS A A g o & A A g o}

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-1

ILBA W 1§ el
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ilbadm ™ %5 Ab-&-8hod ILB A1 153 qb5 3 ARl W vhed 3 5= sl oh A
1w4ﬂﬂ%-%ﬂﬂﬂﬁuwwvéﬁiﬂﬁﬂg

=)
N
2%
wa
g
J‘”
)
ke
|
fru
>
o
e
¥
30
oy
L
o

# ilbadm create-servergroup -s servers=webservl,webserv2,webserv3 webgroup
A¥ 1% 2HE7)
b5 ol = Al 7 2] AW Z 7 A 5 webgroupol h= AW LEFS wHE U o}

# ilbadm create-servergroup -s servers=webservl,webserv2,webserv3 webgroup

A e 15 & A o=
AAE A 15& A Fch
MW ZFo] B4 GF A o A AL Folw btk 2% A ¢k oW AhA| & Al gk e}

Blul 2 2ol A AW 1EL A B ok

# ilbadm delete-servergroup webgroup

A 1E A
o} ol = webgroupo| Bt= A1 155 Al A o)

# ilbadm delete-servergroup webgroup
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# ilbadm show-servergroup -o all

sgname serverID minport maxport IP_address

specgroup _specgroup.0 7001 7001 199.199.67.18
specgroup _specgroup.1l 7001 7001 199.199.67.19
test123 _testl123.0 7001 7001 199.199.67.18
testl123 _testl23.1 7001 7001 199.199.67.19

ILBol] 4] W ol = A ¥ B2

ibadn& AH-g-5ho] A1 L F ol skt o] 4] Wl = A1 F Sk, A A a3 A}
g ko AAY 5 Gtk B el B2 3365 o] Al “ILB Sol7F A Al L.

jul

Hﬂ%%%iizﬂ ElpFAaE gl sl A EEEE X E WIS
EGYSE AGrIth FAT P EL) A F5L A w 1F ool 4 ol 851 A
ergvieh

# ilbadm add-server -e -s server=192.168.89.1,192.168.89.2 ftpgroup
# ilbadm add-server -e -s server=[2001:7:feed:6]:8080 sgrp

e A& M E TFol F7hel s FAlo AHE o2 AR e

F_IPv6 T A= L3 2 S| #of gt}

d2ss AW TEol WA= A u 7}

b5 ol = A1 1F frpgroup X sgrpell A8 S F7heka Abg o 2 AP

# ilbadm add-server -e -s \
server=192.168.89.1,192.168.89.2 ftpgroup
# ilbadm add-server -e -s server=[2001:7::feed:6]:8080 sgrp
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AW 5ol A W = A W E A A S
=4 A 250l A A E A A Y ohg B S wE L o)

a. AW ZFoA AALT AW AW IDE A H gl A ¥ ID= show-servergroup -o
allsts) W EHoA A& Jd5rl
b. AW E A A g}

# ilbadm remove-server -s server=_specgroup.0 specgroup
£ AW 250l 4 A W& A A S 2 ol Al FE B E whE ek,
a AATAHPFLY FLE o] TS A E P ch

b. ilbadm show-servergroup-oall ¥ % 2] £8-& A}-8-35lo] AW & =3sl= AW
L

¢ ZAw 1gol el ohe oh s HH A skel A TF oA A ¥ E A AFY

A 1F ol A Hll = AW A A
3 ol = A L5 websgoll A1 A1 1D 10.1.1.25 7HE AW & A A g o}

# ilbadm remove-server -s server=_specgroup.0 specgroup

R R ETENREY

»  NAT 5= Half-NAT 5F % of] A A/ & A8 52l 73-9- Al A Aol disable-server 5}
Wl S A g aho] Au B Abg oFeo m G th M7} AL g abe oz 4 E
A7 =eo|d A 2 FI Yttt R E ol H o] =g el ® F ol remove-server 5}%
e S AF-g5ko] AW E A A 4 9l ) disable-server W & & A3 3 S0
7| E NATH ol &5 # *}0}0 (show-nat ™ ¥ AF-&) Al 2] A H el of A 3]
7 o] 9} ‘—7(] gholgtch R E A o] = 2l El ol (show-nat B & &2 o] 48] 7}
EAE A ¢E3) remove- server”é‘aé“% Ab§-5ho] AW & A A sl

= conn-drain A| ZF 23} Fro]l AR H A A7t =3} 71754 A A =g o] AFE] 7}
%+ 5 ¥l vt} conn-drain A 7} 5_3]—0] 7|7k 0], o] = Ao HASA T EE

w)7hx) A 4 7] ek o o)
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ILBel| 4]
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HAE A ¥ b g EE A o2

AR sk

Al AL EE AL FR e 2 AT AW PR, EAE o B EE AW IDS
ARPUThIPF L E2E o o] AF Y F5 AT BE 73 o thal 4 ¥ 7} ehA]
A} 218 Qhere 2 A H U Th A ¥ D7 A B E A9 A v DS} A 54
72 ol ol Al 7} chal Abg A Qbghe 2 44 H ek,

AW} EhE A LBl S8 7§ o 2] AW IDE 71 4 gl o,

Ao E ] Abg EE A b e 2 45 Gy,

# ilbadm enable-server server
# ilbadm disable-server server

A 53

ot dloll A4 A ¥ IDwebsg. 1 7HE AW & AFG o 2 AA 7 A e 2
AA g

LEER PSR L

# ilbadm enable-server websg.1l
# ilbadm disable-server websg.l

AR A 74} )

ILB= AF&-Atell o o) th -3 22 Aol 5 73 o A A AAHE Al

= W7 ping A A

= Ul TCP H A}

= W& UDP A}

w AR AR ARG S
7| EA o 2 B AN AALE A S5 Uth ZE a8 24 A A S wE W 2
Au] g o @ A A =4 5 !
AR A 7 Abut A 5 o)
MI—IQ 7]./(]—/111:1]/k3} ol 37}
24;7]73 = H}Jﬁ;sLL4:4. 7
FA g by A 28
ek

P

AR AAE A3 5] 918 TCP,UDP = 2821 A o] | ~E A ALE A A & ufl [LB+=
7| © & ping H S B A A = TCP, UDP & /\]'B‘X]' 9] EﬂiE AALE AW &2
ELH7] Aol Aol A3 4 gl =A] I3 ok ping H A= A1 A&
E U B st W Yl o ping A AN A d 3 sk s i A 7F A A A A AL AFER
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LB A A A A A #el

unreachable®} &7 AF-&- qtgt o & A A |t} ping HAHE 4351 A2 TCP, UDP =+
AE AL A o] Bl ~E AAME Al st A A A AL dead 2 @Al A 7F AFE-
ohgto & A gt

ilbadm MBS A2 5lo] AR A HAALE ubE 71 AFA 2l Lol sk 4 gl T o) RO
336 9l o] 7] “ILB §-o1"5 F £ 514

=
AR AAvkE 7]
th ﬂﬂHTﬂﬂﬂﬂé@PwmmMWWwwmwﬂ%“944§%Wﬁ{ﬁ
Ak WA TCP 2 A& AR ek F R A A A A A A g o) vl
/var/tmp/my-scrlpt Ab-g-3h o},
# ilbadm create-healthcheck \
-h hc-timeout=3,hc-count=2,hc-interval=8,hc-test=tcp hcl

# ilbadm create-healthcheck \
-h hc-timeout=3,hc-count=2,hc-interval=8,hc-test=/var/tmp/my-script hc-myscript

hc-test= A A HALe] 73S 2 A o},

hc-interval-> A5 1A A AR Alol o] 7HA & 2| Ao} 57181 3] 817] ¢ 8l A A
7Y 2 0.5 * hc-interval ¥ 1.5 * hc-interval AFolol F-2F$] & A A 5o}

he-timeout 7174 Z A F B 5 2] 932 A ¢ At Ao & b5 wf At 2394 F
A A g o

hc-count+ hc-test 1A ZAALE A & A & 345 A A o}

ZF _he-test ] EE Aok create-rule 3H9] ™ ¥ 2] he-port 7] S =2 A A H o}
LA &F W 8-2 itbadm(1M) "H 57 ¥ o] ] & FHE A A &

AL LA} A T H AE A AR
4

A A A b 1S FF e ok e
n HAEEO R EEAaYEY S UG
n HAEE A A oo & A 4= 91 © 1 create-healthcheck 319 ¥ & &
]’B‘SL“H A A ZE A A&l oF o},
create-rule 39 W&ol A A A HAF Apoke] dF- =2 Eﬂﬁﬁa A A3 uff (]
/var/tmp/my-script) Th3F Zo] ilbd Bl o] = i*ﬂ £ XI5 T HAEE

A8 ey,
/var/tmp/my-script $1 $2 $3 $4 $5
QAo du e ohg 3 ZHy
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ILBel A A AF ¢
$1 VIP(2| E] & IPv4 &= [Pv6 T 42)
$2 1™ TP(2] E1 & IPv4 %= [Pv6 T 4)
$3 ZE B Z(UDP, TCPE H AL &)
$4 AL L E W 9] (he-portell W 3k A2 A 2| A 3H
$5 A E gL 7] Aol Bl A E V) 7] ohe] = F o] A 7K &), A 5 AR e Y
HAEEAYsHH FAE F AL HAETANZ ZHFEH U} o] g2 A4 A 9
ZEO Z he-timeout©ll XA o},
A& AF A F B 2 E my-scripte BE AT EAFS T FE oA obd 5 gl A vk HEEA]
o} % sk E HEgtalf oF g o
s ujo| 2 A& w9 o] Y& A 7HRTT)
n HAEJIRTTE AAFSHA] o= 74 %03
s A 913k
7|8 A ° & 47 A 7] A} B] 2~ E = PRIV PROC FORK,RIV PROC EXEC,RIV NET ICMPACCESS
Aoz APt

364

e

o FH 9 P?J_f& K1]57} %‘Bﬁ& 7é—?— B 2~ E ol setuidE T 3l oF Fufvh A gkl o

AR A AL A

E]"% aﬂ hC]OIE]'—IL_;7 7&)\5] 7‘;’]/\]_% é}—z‘”

b},

T

# ilbadm destroy-healthcheck hcl

AR A Ak

list-healthcheck 3}% ]uﬂagx}%
AUt ogde F A A" ARG HAALE ]/]_Oé—sg‘blu}.

# ilbadm list-healthcheck

NAME TIMEOUT COUNT INTERVAL DEF_PING TEST
hcl 3 2 8 Y tcp
hc2 3 2 8 N /var/usr-script
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ILB 7+ % e]

ARAA AA 23 24

list-hc-result 3+¢ W@ S AFE5tod AAA AA 235 A& 4 A5 oh 5 & o}
ZARA HAA Y AR = 2] 92 7 BE 7 AA HA v fid o

i ol = rutere]| b= o A 2 A= A A A IS B AR

# ilbadm list-hc-result rulel

RULE HC SERVERID TEST STATUS FAIL LAST NEXT
rulel hcl sgl:0 tcp server-alive3 11:23:30 11:23:40
rulel hcl sgl:1 tcp server-dead 4 11:23:30 11:23:40

ILB 7F = &)

ilbadm=a AF-E5ted 2 & 38 A 32 & wtE 31 AHA
2R A Zo g A e 2 S
FxeA A L.

Ypad g = olFu o 25 49
=336 9| o] A “ILB &o1” &

%] O —
v A S RteE =Y

1 A WA= AW S TP AW 1ES BF
# ilbadm create-servergroup -s server=60.0.0.10:6000-6009,60.0.0.11:7000-7009 sg1
2 AW AR AASFHG VA H A ARA 24 A A S )

# ilbadm create-healthcheck -h hc-test=np,hc-t1meout=2,hc-count=3,hc-1nterva1=10 hcl
3 AL AVLVIPEERARR ZZEF S NI

4  DSR, Full-NAT, Half-NAT 3¢l 4] A}-&

Ely S A NATZH A & & 79 proxy-src
FLEASLIPFL YIS A

x} o)
b - |

of e},
5 82 rEdd 2R ¢neES A d

6 tHEAYA 7S AHFYUh AT B EE itbadm(1M) 572 3 o] A1 & FE5HA Al L.

8 TALRELAGoZ AR

# ilbadm create-rule -e -i vip=81.0.0.10,port=5000-5009,protocol=fcp\
-m lbalg=rr,type=NAT,proxy-src=60.0.0.101-60.0.0.104,persist=/24 -h hc-name=hcl -o servergroup=sgl rulel

3% . S¥ WAl T4 =) 365


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Milbadm-1m

ILB 7 % e

366

o] 23-6

AR A A A A A 44 3 A Full-NAT 75 257
al

© herol b= 2 A A Akt sgrolehe AW LE(F N e A = A = o 27
W 2 A )= Ry Tk vEA 2 2 Full-NAT B =0l A rulelo] 2t 713 &
o]
3

Ao AR et A LE D A0A Akl ARA Tk A 1
HAL S 7] A whE 7] Beh 4% 5 o] o g o).

ilbadm create-healthcheck -h hc-test=tcp,hc-timeout=2,hc-count=3,hc-interval=10 hcl
ilbadm create-servergroup -s server=60.0.0.10:6000-6009,60.0.0.11:7000-7009 sgl
ilbadm create-rule -e -i vip=81.0.0.10,port=5000-5009,protocol=tcp \

-m lbalg=rr,type=NAT,proxy-src=60.0.0.101-60.0.0.104,persist=/24

-h hc-name=hcl -o servergroup=sgl rulel

NAT/Half-NAT 1 &} & 9F& ] conn-drain A| 7F 23} 3F5 A A& 7 & A A o}
conn-drain A| 7} 23} 2] 7] B 32 0], o] = A H o] A A3 A T 5= w7l A A%
Slekglvleh,

T+ = AHA|

A& AR ”]'Ejl ™ delete-rule 5t9 W H S A&t B 72 & Al AsteE W -a
TAE AHEE Yo o el = ru1e1°]E}L %’3% AbA| g o}

# ilbadm delete-rule rulel

F2 el

A 9] P4 A BE hedateld Uist-rule k9] 9 & AL FUTh A ol ol
A Q5] A gk ol L A ol Tk H ot Al FE U T

# ilbadm list-rule

Rulename (+ = enabled) LB-alg Type Proto VIP/port
rule-http + HIPP H-NAT TCP 10.0.0.1/http
rule-dns HIP DSR Uubp 10.0.0.1/53
rule-abc RR NAT TCP 2003::1/1024
rule-xyz + HIPV NAT TCP 2003::1/2048-2050
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ILB 5 4]

ILB A &

l

Z ols) sl AU NAT Hl o] & A B 2 A A
N ARE DS F AFULH A HE 23369 o] A
“ILB £ o7& F 25} A L.

show-statistics 5} $] & 3= A}-&-35}o] 54 A R A7)
show-statistics 391 = B A AR E Sy oS d =
show-statistics 3]

ilbadm show-statics
PKT P BYTES P PKT U BYTES U PKT D BYTES D
9 636 0 0 0 0

égtg

PKT_P: A 2] = 3} 7

BYTES P: | 2] &l vlo| E

PKT_U: A 2] 5] Z] 22 3 71
BYTES_U: A 2] ¥ A ¢ Hlo]| E

NAT & Z ©) o] & & 4]

show-nat 3} 9] " & & A}-& <

8 40 A A 9 A o off & 01“* 7}Xé5— %i oF gt} ol & E¢1, {{ ilbadm shOW-nat
101} F ¥ A8 st % ] s /\]/\E” of A) HEZ-2 107 FFo] FH BAH
BEe 4 olsy o 4 A A NAT 2 Bl o] Eo] A T}

o] Eell A 571 & &5 Ao

o) 23-7 NAT 172 ©l| o] & & ilbadm show-nat 5

UDP: 124.106.235.150.53688 > 85.0.0.1.1024 >>> 82.0.0.39.4127 > 82.0.0.56.1024
UDP: 71.159.95.31.61528 > 85.0.0.1.1024 >>> 82.0.0.39.4146 > 82.0.0.55.1024
UDP: 9.213.106.54.19787 > 85.0.0.1.1024 >>> 82.0.0.40.4114 > 82.0.0.55.1024
UDP: 118.148.25.17.26676 > 85.0.0.1.1024 >>> 82.0.0.40.4112 > 82.0.0.56.1024
UDP: 69.219.132.153.56132 > 85.0.0.1.1024 >>> 82.0.0.39.4134 > 82.0.0.55.1024

6]—.‘?_ o] 3:] /\I 1;]_.—1]_ 7L ]l:]—

T: IP1 > IP2 >>> IP3 > IP4

T: The transport protocol used in this entry.

IP1: The client’s IP address and port.

IP2: The VIP and port.

IP3: If half-NAT mode, the client’s IP address and port.
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Import 2 Export 3}9] & ¥ A8

o 23-7 NAT %1 4 ] o] & &% jlbadm show-nat 5 A%)

If full-NAT mode, the client’s IP address and port.
IP4: The back-end server’s IP address and port.

A A A <54 v 3 Bl o] & E A
show-persist 5] % & A} 8-5}e] A4 A1 54 o) 9 ol o] 2 Fuie.

o 23-8 ilbadm show-persist5

th ol = Hl ol Eoll A 57 &5E& E A Fh e

rule2: 124.106.235.150 --> 82.0.0.56
rule3: 71.159.95.31 --> 82.0.0.55
rule3: 9.213.106.54 --> 82.0.0.55
rulel: 118.148.25.17 --> 82.0.0.56
rule2: 69.219.132.153 --> 82.0.0.55

o] YA ket 2o,
R: IP1 --> IP2
R: The rule that this persistence entry is tied to.

IP1: The client’s IP address.
IP2: The back-end server’s IP address.

].

[«

.\_o’

o 2hg

) 4% A8 A 2| ) ek 1R ohg o] A g
e YHOo T AT 5 Gtk EE TS FAshekn
import 591 ¥ & 714 ©7] Hol| 7|5 4 At g ey, 32
F Yol A AAL EE YYo= Funk,

o

Import % Export

export © 3}
import © 3}
7| A 3} A]
e

. 2rle

ot o

b

|LApics j24i2

T Ol
Sl o o

2. ol

o?;
£

ILB 74 & U Bl 1 export-config ™ &= A& of ob 5 ol = import 3} 9] W & &
AFg-5hed 7FK 9 7] of| A gt H A o Z HA| A& /var/tmp/ilb config I U E
W 2o o},

# ilbadm export-config /var/tmp/ilb_config

ILB A< 7FA 22" import-config ¥ ¥ & A& o} o5 ol =
/var/tmp/ilb config ¥ o] 74 &85 ¢l 7|& A& A g e}

# ilbadm import-config /var/tmp/ilb_config
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Virtual Router Redundancy Protocol(7H £.)

VRRP(Virtual Router Redundancy Protocol) < Virtual Router Redundancy Protocol Version 3
forIPv4and IPv6ell A/ IB|Yl 2F 22 EF &, 717184 S Al 3-3517] 913l Oracle
Solaris®ll A & ¢ 1] "/]’ Oracle Solaris®l] 4]+ VRRP /H Bl AE A Bt oA =5
Al o

LANS & M EA 2% 4R Y o) /hed o] AF s Aol W Fa ek

WEH ] AZHAE Fol= g 7HA ngd]e A T 74 e WS

A gst= A LID} E}%Ei,i S A, = o SO T LBV ES I Frteld &7t
WA & An) A7 Al S A E 4 9) 1/]1:]- L‘”E BERF-F S /‘4*73]50'—’8}{«7/1%
Z 3%kl o 2 VRRPZ 47 4 ﬁﬂ T AF U T VRRPE *}ﬁ s LAN®l A 7FAF

29 & *}&2‘4 orm 2 ghg-Eof gk e %E%Lﬂ 7453 o},
VRRPOI| AF-45] = &-of o] off gk Z}A| g W] &2 370 5 o] A] “VRRP §-o1"& F =
o] A2 r}Sy e A7 FAF YT}

= 370 ¥ o] ] “VRRP &©]”
= 370 ¥ o] A] “VRRP o} 7] &l & 7} &.”
= 373 3 o] &| “VRRP #| &} A} &}

FA A 2

ol

VRRPE= 7HAF 2-$-E] 2] A 9l & LAN W &) VRRP 2}-9-E % alitoll 54 o7 x| A st=
Ael 22 EZZ LANo A &8 o2 A et o s} o] Abe] wig] 2l9-EH &
A F g o},

np~E 298 g i = VRRP 2h9-E = 7k b9 E 9f oA 35 IPva B IPve T A4S
Aolgct 7hat et El e rt Al g EH O IPF AR ASE = 2l AEdyh

del me A sk ol R P FAR HEE AU S ATt FEA AL emE
A2 g1 ok VRRPE A A 7|2 A = A @ el U A o] e w0 F AL

A A g o

fd
i
(L

=)
fols
[
[m
2
X
ol
2
oﬁl.

3;]7:4 o=

u = ~'
B 9N ZEE RS AT R R ol R A Z e 2ol of o] wek 8ol
EL2IEAREATT S UH YT
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VRRP £-0]

VRRP £-9]

o] Aol A= A| 28} ol 4| VRRPE T8 & ol Lo} 7 7783 Bl 7FA] §-ofof| o =l
A g

o 2h5el

o} 28] 2h5e]

7V 1IP F A&

7+ MAC F 4

7+ 295 ID
(VRID)

VNIC

VRRP g1 2H ~

VRRP 2}$-H

gk AFe] &)t np A~ E] AL = oWl VRID 2] VRRP ¢l ~ 81 A~ 81t} VRID o &) 5l +=
Folmedo] 3l g AdF Uk A vhE gh-E ol A 257} HAY s 73 - o gl9-E] 7}
ul 2~ gh9-E o shg A FHuo)
A A H Aol 7hA 2k -E ol tf 8l 7 2 A A 7] 55 T3 5= VRRP )l 28 2~ 9] o}
A A € VRIDol| o gk v} 2~ B 2h-¢-E] = gk Wlof] shuiut &4 Aef o 5= ol 55 o

%+ VRIDS} o1 #+-5 1p

HE S AETNVEY I MU AE FHS = d A 5
ZF 229 th VRIP+ VRIDO 48 VRRP &l 228 2o 9] 3

wf ] (<] : MAC F 4 A X*—Q*P&*PL ot l)oll A A 3 5] += 5ok VRRPA Q1 A~ Bl 2~ o o]
AH8-5l = w2 Ao MAC Utk M MAC R A2 A2 A& 7] 52 A Zah= A
g} 2} 71Ak 2h-9-E] & A % FE ¥ ol ow, 7Ha MAC F 4 A Al MAC 742 Al
AR&5 v T}, 7 MAC ?i = VRID®|| H Ay o

7 eb-E & A ek ol ARSEl = g AR U e VRIDE A B I EH A
Al 2 B ol A 213 oF g ot

A|2B o] ZE] A U EHF AYNE S 7[NS R FAE = oA EY I QlEH o] A=,
NIC(M E = el ol o] ~ 7t =) et = i o), = 2] A QlE] 3| o] 2 of = VNIC7}F °4 2 7
%= T AdFHH VNICE vl E9 3 7HA st o] H 7 74 8 4o Z4A & U] 8- Oracle
Solaris #2]: V| EY 2 el gl o] 2 L v E Y I 7}AF 3] AT, U EH = 7}”§} l

gl s e E TR L

VRRP 78 & AF-&-5}o] gt 9B ol A A 5= =2 T3 v} 5}t 8] VRRP 91 281 2~ 7}
ol & 714k gh-$-Eloll VRRP 7|5 Al & 4= A5tk

VRRPE AH8-5h= st o] 4b o b8 #Hel & Sl A =l = & ehf-E o] v A v e

VRRP ¢} 7] &l %] 7l &

370

VRRP 2}-$-H

VRRP+= ZF VRRP 2F-9-Ef of| 4| A8l 5| g}-9-Ef o] e & | gt). g S A Eof o8
7N ©] VRRP 2}-3-] 7} 743 % 7, ZF VRRP 2H-¢-H = A = o} & 7Hd 2hg-E o]
e

VRRP 2}--H] ] 4 2 oh5-2h 2 5ok

n 2E o] 5 - Al E AA A E X

= VRID-LAN LH of| A 7}AF E}TH E Ao}

A

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV8gdytf
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV8gdytf
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV8gdytf

VRRP °}7] &} X 7l &

n J|EpF ﬁ: VRRP & #H | &AA P FA4E AEH U}
= 7MAIPF
9,98 A A e Sol REE o)

. VRRP“H7H‘:’4—’F i
= VRRPAME] A H 2 ZA

VRRP = 2 A &

b5 27> VRRPE| A5 HHA & Hoof

o}

Yt
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VRRP °}7] & A 7 &

..

| 221021 E LAN |

7hAt B2 E i
OFAE HH O
VRID10

_______ S A

7H4t 2t

\
|
|

VRID 11

[ ]
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VRRP Al & A} &

9l 2ol 3221 E A2 o], VRRP= th5 2 22 A 845 AF-&5hed A g o)

s 2E rae 7HA EH9E VRID 19] #F2~E 2F-9-Ef o] AF VRID 32] W ¢ 2h-¢-E] ¢ v o
2h-9-E] ra= VRID 19| VIPel| A A % )| 7] o] 73 & x| A& A 2] 5} VRID 3] tff 5l
AR AR gs )

s 2t9F rB= 7HA BH9E VRID 39| vF2~E| 2F-9-Ef o] At VRID 12] W ] 2h-$-E] ¢ v o
2}-%-E rB= VRID 32] VIPel A| A = 3] 71 ¢] A & x] A& # 2] 5} VRID 1] ¢ &
A7 A A S Gy}

= 2}-%F rcoll & VRRP 7| 5©] ¢l A9t VRID 39l VIPE A}-&5}0] Felo] 1 E LAN
A Bylo =g o)

= 2}9-E rdi= VRID 29 vhAH 28 v o} 2F9-F rF= VRID 59| #FAE]
2Bl gy 2H-9-F re= o] 7 VRIDS] ¥ & gF-¢-E vtk b = rFoll 4] 277
A 5 re= & & VRID 2] P~ E 2498 7} U T} rp o} rrell A E—A] o] 2 F7}
WAy &k = 9l 5y o} gk VRIDO o §F i~ ¥ 2}-9-E] 2l VRRP 2H-$-E] 7} = o} &
VRID®|| tf gt nt A8 2h-¢-8 7 E = gl o)

n 2H9E r6E 55 LANS WAN Alo] Edlo] Ut S5 2% BE g 9EH =
OSPF(Open Shortest Path First) 2} > & & 74 & A| A L& E F5 AL-&-35lo WANe]|

G ehrE e A 2 AR xgig g Th FeloldE LAN A 2 ulof b g+ 7 27}
VRID 32| VIPE # %t} = A4 & 2h9-F rcoll A & 2]t 2= VRRP+= o] of] +od 5} 4]
5k

s 2H9-F rHi= VRID 102] #FAE] 2498 o] A VRID 119] ¥ & 2h-9-Ef i v o}
npEk7b Al &, 2b9-8 r3&E VRID 119] vk~ E 2H-9-E] o] A VRID 102] ¥ ¢
2h-9-E] vt} o] VRRP 2= FFr T4 5hut o] 2h-9-E] QI E] o o] 2~ of of 2] 7] 9]
VRID7} 9= 7 o= HofFu

VRRPE= V| E9 20 B & Al ARl AL A AR A A THEAS ATt UEHA

AA o dF-E AR 5 slF T

VRRP A g} A} &

B EFA 1P A A
Zk vl EF A TP ©f & ofl 4] = VRRP 2] 7} 54 o & of] 4| AJ A =] % VRRP 4] B] 2~

svc:/network/vrrp/default 7} A& 2 & Ap-8© & A A F o} VRRP A B| A+ o 2 3F
E & of oo o gk VRRP 2}-9-E & ] g o).
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VRRP Al & A} g

374

o) ]/]

Iy

Sefuhoh ) e o) f 2 Wb 1P o ofof T @ X 91 & A @

=
= A ofd Yol A= VNICE vHE = gl 2822 o
v
[e=]

H

7 71 o] o o of 4] VRRP

VNICE UJE Th& VRRP 2H-¢-B 7} Ak 5} = n] A o of & ol VNICE- #| L JsHA Al L
22 ™ VRRP 2}-$-E] 7} vrrpadm " 8 & AF-8-5}oq 1|
A ZH=] U )

s % Oracle Solaris A| 2~ of| 4] &< gk 7} A} 2h-9-E1 &} g Ao & 5 7)) €] VRRP
ZHE A Z E o o > of] ]'% T Wyt o] Wl Oracle Solans"ﬂ Aesdet

MAC F4& *P&*PL 71 o] VNICE wHE = sl v o

N
18
ol
il
é
—_
Oz
i
ﬂ
o
_I_4

O

2V E YT 7|53} AS 2]

VRRP H 8] 2~ = IPMP(IP Network Multipathing) 31 E] 3] o] 2~ o] 4] 2H & & 4= gl 5 o},
l VRRP°ﬂ A IPMP7}IP S0l A 44 5] 255l 5¢ 54X VRRPMAC F4 &
fii Sh7] wf i) v e

EZFVRRP 7HAIP FAE A A o 2ub FAl = = gl 0w [p F Ao O gk F ) o] 7| E

A& 74 E72 in.ndpd(IPv6 A& T-23 ¢ 7 --) 2 dhcpagent(DHCP 74 2| 7 -$) &

X}E T 4 ol gl nb A 2w g] VRRP 2H9-E{ (VNIC) 7} 5 € 3 MAC 45
7-5F7] wl<Z-ell in.ndpd<t dhepagent 7t S5 = = 5ok A G AL A] ed 2 H 1o}

Hug 4= gl o} whek A IPve AHs T4 W DHCP -4 < VRRP VNICE- &3]

A 4 5] A ¢35t} VRRP VNICE 538l] IPv6 XP% T4 = DHCPE FAsH Als o2

TAHIPFLEE 7MH L= AR AN Abs 74 A & Al g o}
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25 %

+

M
2

VRRP T4 (2} 43)

4

VRRP 2}-$-E] = VRRPE A 3 6} 5 < 3k 714} eh$-E] &} g7 3hod 5= t} & VRRP
2} of] 4] 25 g of VRRPO = 7FAHIP 4 A E VL 9l T}

o] AFol 4 = Th& Aol v 3l A g e,

= 376 ¥ ] A| “VRRP VNIC #t&7]”
376 9| °] A “vrrpadm A
= 379 ¥ o] A “H gl e A}

LAN ol Al 7}t 7k4F 2h-9-B1 = VRID, 4 1H 2 2 17 8hA A =], 3 5% 7HAF 1P
Z= - Agta) A3 o)

gul

7} ko VRRP 2}-$-E ol = 9], 98 7hA 1 o) B E o) ko = ) u /) W 427}
°%%W+@%ﬂlﬂqvmwﬂfﬂwﬁzWﬁﬂ%ﬂ%ﬂﬂﬂﬁ%%ﬂﬂﬁﬂ%

AR
PFEAZ ASE 7S g

nt g ol A @7 7L A & wfj whe} o} 2 Fhod VRRP 2F$-E 7} v B FA) B 3 X
T} 2 VRRP 2+ 7} vp A B 2 A 8 5] o 2 o] & kA gt}

ol
o
ki

A3k 714} 298 & A8 8F= 25 VRRP 2H-$-F]

YR = %93 VRRP 7HF MAC F4 S
FAEYe 7 MAC F A4 7 el H o F4 1F == VRIDE 7| £ 2
ARl E Yl £FE 0| E =4 9] 167 FA). oA & 5d o33 2 H ok

IPv4: 00-00-5E-00-01-{VRID}

IPV6: 00-00-5E-00-02-{VRID}

w2} 4] VRRP 2H-3-E 7} Al o & #H5-5F e W 7FAF MAC 5425 AFH8-8F= 55 VRRP
VNICE H A gk& oo gt} o] VNICO 9l+= EEIP 4+ VRRP 2H-E 7} B & 5l+=

AP F 2 2 9 U o ol 8 7hak 1P R4 98] kBl o] Siek7} 2hgE )
oh2e] ehEl 7k ) 7hd 9.5 2 o) elqh AR P F el 2 7HEA o] AT v,

375



VRRPVNIC BHE-7]

VRRP VNIC 9}+&-7]

VRRP VNICE 7H& 4= )
T oh 3 2 F i oh
# dladm create-vnic [-t] [-R root-dir] [-1 link] [-m vrrp -V VRID -A
{inet | inet6}] [-v vian-id] [-p prop=valuel,...]1] vnic-link

A VNIC 54 78 & vrrp7F = 5] ol 551 T} o] A VNIC F4 78 & 2= VRID
F4 aF5 A A8 o gt
7

pUs)

I A3 A e 7] 7HAk 298 MAC F 45 AF$61= VNICTF A A U o

vrrpadm T4

376

b Aol A= vrrpadm 519 W # & 8. oFslod HolF o AA| g W 8- vrrpadm(1M)
) 74 #H o] A| & F A5 Al . vrrpadm show- router 3H9] ™ 2 & Al 2| g L& &9
W2 BEFH YT o & 59 vrrpadm create-router 2 A A ¥ VRRP 2t $-H = A F E

o] Fol & B EgH Tk

vrrpadm create-router 5} $] & &

vrrpadm create-router 3} %] ™ %> A 35 v 7 H 5 AF-&5hed XA H VRID € F4
15 °] VRRP 2H-4-E & 9h5 1 of 7 VRRP 2H-E] 0] 73 §- 54 VRRP VNICE 3H&ofof
sl=0ll, VNIC+ dladm create-vnic ™ & & AF-&-3hod vbE 5 ol Fuoh AbA g W 8-
vrrpadm(1M) " 574 #| o] A & F A5} A & Tt

# vrrpadm create-router -V vrid -1 link -A {inet | inet6} [-p \
priority] [-i adv-interval] [-o flags]router-name

-0 542 VRRP 2H-9-E o A = Fol BE & FA 5= o AR FH o 3k
preempt,un_preempt,accept,no accept¥d I U F UL 7|2 A o2 FHEVL R F

true® A A 5o ls5 ok

router-name~= ©| VRRP 2t-$-8] ¢] 22 Al H AL 2 A}-4-%| 7] o} & yrrpadm 5F9] & ol
AR} 2t9-E o] Fofl 385 = A= 5 A (a-z, A-Z,0-9) H W E() Q)
2h-9-E o] &9 F o] ZHo]=314 Yk

vrrpadm modify-router 3} 9] & &

vrrpadmmodify-router 5] ™ ¥ A A ¥l VRRP 2}-9-E & 745 WA o) &
oh8- 7 24U,

Mo

# vrrpadm modify-router [-p priority] [-i adv-interval] [-o flags] \
router-name

Oracle Solaris 2]: 1P A ¥] ~ . 2012 3€


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mvrrpadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mvrrpadm-1m

vrrpadm T4

vrrpadm delete-router 3} 9] % &

vrrpadmdelete-router 3t%] ™ &2 % = VRRP 2t-$-E & A A g} &

K sieg

flo

O =
D]- o
# vrrpadm delete-router router-name

vrrpadm disable-router 3} $] % &

VRRP 2H-9-E1 7} A& 0 2 AR & w7} 2] 256} ] ed <5t 7] 25 © 2 VRRP
GEE AL Y Ag 0w A ATk Lefuh A48 0% VRRP 2hH 2 AL &
Qe w A sho] THL WAL T chE S ohAl A B0 2 A sk Ho] F AT

w5 QG Tk RS T} & 3} 74

b

H F

# vrrpadm disable-router router-name

vrrpadm enable-router 3} $] ™ &

AF-g-qhgh o 2 d A ¥l VRRP 2] = enable-router 5} %] ™ & & A}-§-5}of t}A
Ao 72 AA3 4 o) H5u ) gt E E Ao 7 A5 = 79, VRRP BB & 5HE
] ek 7|5 Eﬂ JE] ¥ Z.(vrrpadm create- router® E]'-?—Ei% sl FAE
Ab&she] 2 A H) 2 k-8 9 VRRP VNICZ} &2 &} oF gt 18 % WA
14 ool Aol ek, T b3} 2 g e

—

# vrrpadm enable-router router-name

vrrpadm show-router 3} $] % &

vrrpadm show- router 3}9] ™ &2 % &} ¥l VRRP 2}-%-E{ 2| 4] 2 ALe) & 3 A g o
AFA g W -8 vrrpadm(1M) "H‘ﬂ‘ # o] 2| & FHESIA Al &, Fi S o3 ZF U o

# vrrpadm show-router [-P | -x] [-p] [-o field[,...]] [router-name]

22 vrrpadm show- router = & o A vt}

# vrrpadm show-router vrrpl
NAME VRID LINK AF PRIO ADV_INTV MODE STATE VNIC
vrrpl 1 bgel IPv4 100 1000 e-pa- BACK vnicl

# vrrpadm show-router -x vrrpl
NAME STATE PRV_STAT STAT_LAST VNIC PRIMARY_IP VIRTUAL IPS
vrrpl BACK MAST 1ml7s vnicl 10.0.0.100 10.0.0.1

# vrrpadm show-router -P vrrpl

NAME PEER P_PRIO P INTV P ADV LAST M DOWN INTV
vrrpl 10.0.0.123 120 1000 0.313s 3609
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vrrpadm 4

378

o 25-1 VRRP 74 o Al
oh 132 9P VRRP T4 = HofF Tk

router1 router2
gw0 gwi
169.68.82.8/24 169.68.82.8/24
host1

of of o] 4 IP 4 169.68.82.8<> host12] 7| Al o] Ef o] & A gt} o] IPF 4=
<+ 7} ¢] VRRP E}—%Eﬂ( routerl & router2)® A ¥ 7HAF 26 7} B 5 5= 7FAFIP
1Y) gk el 7 298 5 shubat vt AE 2B &2 AFS 5 of 7HAF g}_ra )

T4

A 0] &m0 1w host1ol A B = 3f A& A gk o),

744+ 2§ 1"] VRID+ 122} 7}A 617, o122 routerl ¥ router29l A4 $] 2] VRRP
TS FA = 4&5] = oA S W5t routerls 7HAF IP 42 169.68.82.82)
A Abolm, 4 =91 718 3k (255) U Y T router2 A =91 7F 1002 W 3 vt
routerl:

# dladm create-vnic -m vrrp -V 12 -A inet -1 gw0 vnicl

# vrrpadm create-router -V 12 -A inet -1 gw0 vrrpl

# ipadm create-addr -T static -d -a 169.68.82.8/24 vnicl/routerl
# ipadm create-addr -T static -d -a 169.68.82.100/24 gw0/routerl
# vrrpadm show-router -x vrrpl

NAME STATE PRV _STAT STAT LAST VNIC PRIMARY IP VIRTUAL IPS

vrrpl MAST BACK 1ml7s vnicl 169.68.82.100 169.68.82.8

router2:

# dladm create-vnic -m vrrp -V 12 -A inet -1 gwl vnicl

# vrrpadm create-router -V 12 -A inet -1 gwl -p 100 vrrpl

# ipadm create-addr -T static -d -a 169.68.82.8/24 vnicl/router2
# ipadm create-addr -T static -d -a 169.68.82.101/24 gw0/router2
# vrrpadm show-router -x vrrpl

NAME STATE PRV_STAT STAT LAST VNIC PRIMARY_IP VIRTUAL_IPS

vrrpl BACK INIT 2m32s vnicl 169.68.82.101 169.68.82.8

router1®] A& ol = ARS-F 7 ¢ gwwL &3 Holx shtel P FoS A
g ohs ol el A 28 19] o] IP F4 = 7] 2 IP F 4%, VRRP &8 371 &
ol ARS8 e

-
Rap-d

14 3}

r
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# vrrpadm show-router -x vrrpl
NAME STATE PRV_STAT STAT_ LAST VNIC PRIMARY_IP VIRTUAL_IPS
vrrpl MAST BACK 1ml7s vnicl 169.68.82.100 169.68.82.8

A+
A 22 solaris.network.vrrp A3F F-09 7} =1 5| ¢] © @ & VRRP A u] A& -4 &l of

g} ¢l 7] A8 =9l 9l vrrpadm showrouter®] 73 $-oll & o] AT F-o9 7} H § 3} A

ek

solaris.network.vrrp 7 gk 401 = Network Management = & 3} Y of] F 7} 5] 9} 551 ¢},

257 « VRRP 74 (%H) 379
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o| & ofl 4] = Oracle Solaris®l] 4] &%+ Al o & & 5} = W & A gt} TCP 2 SCTP
E g o] x5 uty] 9 &) Ao E A F o}

ErcrtENI LR E2 IS Bl o 2k
E < 5l A Al 2®lof Al E
racle Solaris®l A

X AdE = S Fe vdsta A g

dagF Oracle Solaris ©] & Aav

NewReno newreno Oracle Solaris®] 7] ¥ & 72] &5 vt} Al o]
vl Alof| = BEAl Ab o] EAF 9l v 9 v 7] 2] &
<5 397 23k ¥.

HighSpeed highspeed IEVEY I Lo R AAE 7}A
7 5} 32 714 74 kgl NewReno 9] =4
F shbajleh,

CUBIC cubic A A Linux 2.62] 7] & %}1&] Fdch
489 e A AE Sl A 37
SR A gk

Vegas vegas A s 7l A4S B A sk A] il 4
o F3}e] a1 A 25k A F el & 7|k
SERER
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382

Oracle Solariso| A t}&3} 22 Ao A TCP 5 F A R E A5l T4 Ao E

Abgo 2 AR G o FU T o] e 55 AR ETCPE o2 Vs Aut ot 55

AR Z G0 2 AA R = Ao BHA 2 SCTP E el ol = A & FH o}

= cong enabled - A A| 2B A G 5= 12| F HFS FrtE FH5Ho
vERE YT Garel & FIFsk A Al A sk st dare| ERk Ao E AT

% olg et

n
o
—~ O
5
2
o
)
o
o
c
=
=
|
ole
ofo
B!
fru
L
o

%HH7]'1%Z{—]IO A T =
o wlu] 4o of ool % A LTk,

TCP L SCTP U E ) 3 E7} A o] & T 3=y

B A Z 2290

Z}A) 8F U] 2-& Oracle Solaris &2]: B oF A 8] £~ 2] «Ig| AdHS o =ulw» S
FHasHy Al L.

TPZEEFY ER Al 5 FEY IA FE B}

# ipadm show-prop -p cong_enabled, cong_default tcp

CE2 QYRS AHeA gow RE 2 H R mA ]

W e A gt oh et 55 A nel A4 b5 duel FE EA

2
<
Iy

TPZEEEY ERFAATERZELE LA T
# ipadm set-prop -p cong-ctrl-property+=algorithm tcp

A

cong-ctrl-property  cong_enabled &= A ¥ B+ cong_default 55 J L&
7hel A et

algorithm TE M ) A Tl daelFe ARk ipadm
show-prop ™ & ¢] & & o] 4] posSIBLE L & W 2| F o}l of] L3 =

dazlFe AR T s

FA) AN Az AR " e FS A AR
# ipadm set-prop -p cong-ctrl-property-=algorithm tcp
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FECEES VR 2L

o 26-1

2
=
Ach
=)
o
-
N

HAIA S o wpeof & Al A 5 A2 ey th o & daE s

ol
1 BA
sh7] Aol darelEF& A AE F stk 12 cong default 55
o

TA)ERAA TF AL A IS EAF e
# ipadm show-prop -p cong_enabled, cong_default tcp

—_

S L EEEREEE

o] | =TCP ZEEZ2| 7| 2 & 12| E2 newrenool| A cubic.o & W # 3t} w3k
Abg0 7 AAE dae]F 5ol A vegass Al A g o}

# ipadm show-prop -p cong_default, cong_enabled tcp

PROTO PROPERTY PERM  CURRENT PERSISTENT  DEFAULT  POSSIBLE

tcp cong default rw newreno -- newreno -

tecp cong_enabled rw newreno, cubic, -- newreno newreno,cubic,
highspeed, highspeed, vegas
vegas

# ipadm set-prop -p cong_enabled-=vegas tcp
# ipadm set-prop -p cong_default=cubic tcp

# ipadm show-prop -p cong_default,confg_enabled tcp

PROTO PROPERTY PERM  CURRENT PERSISTENT  DEFAULT  POSSIBLE

tcp cong default rw cubic -- newreno -

tecp cong _enabled rw newreno, cubic, -- newreno  newreno,cubic,
highspeed highspeed, vegas
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IPQoS(IP Quality of Service)

o] 31} E of| 4] = Oracle Solaris 2] *}™ 3} 4] 1] 22 +-& 2] IPQoS(IP Quality of Service)
9 A5 PR E v,

385
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¢ o0 27 %

IPQoS 27 (7] &)

IPQoS(IP Quality of Service) & &3l Al AF &4 -4 =9 A&, Al L 4] o] 7453 ch
(PQUSE -5 v =512 A Ao A kel o 8 ) A ni g A58 5 sl
EEHY A E FHUEAN T AHAE 3T F U5

ohee o] Aol EFHE L T E ]t}

387 9| o] A] “IPQoS 7] &>

389 7 o] & “IPQoSell 4 QoS Al &~

391 9| o] ] “IPQoSE AH-&-3led VIEH 2 584 4P
392 ¥ o] &] “x}d 3} A n| 2~ B>

397 | o] 2] “IPQoS A& U E 9 T ol A Ezf 2] A

IPQoS 7] &

IPQoS+ IETF(Internet Engineering Task Force) 2| Differentiated Services Working
Group®l A1 & €] 2k Diffserv( 7+ 5} 4] n] 2) o} 7] 8 3| 2 AH-© 2 479 g oh. Oracle
Solaris®ll 4] IPQoS+ TCP/IP Z 2 E& ~ 8] o] [p & W of| A & g},

= 3} A v] 28k

IPQoS=E A& 0 7 A A sl e sl
o] V| E 9] I An| A5 A3
A 8} A v A 2bar g o), 37 o
Al Fshe An| 2 e R E 7
ZZ oy Abg Ao th &l 2 A
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Qos A ol = Th& A a0l LFH o,
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—
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o
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H

Z RO ef s A& &
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NEUh =S ES F 9] 34
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o
A

(R off
Mt o
o

¥
A

e ey S )

o o
A flr 0
2

387



IPQoS 7] &

388

EXH a5 o} &
PEPERES
YEHNI T 2
RS A Earatd,

" QoSAHM FAE #ei pqosconf HHE T

s A QoS A S A ﬂ#”ﬁel§£i§ﬁ%ﬁ%ﬂ%%%ﬂ

s Diffserv R} 53 EH T E IS SAH=SH LE

s Y IPIYEALE HRZE RAS= 7|55 7|8 2§l A & ApE s}
w EY s Fo et FAE FAS = EE AN EE
-IWMWum%%%%ﬂEﬂﬂ%ﬂ*ﬂW%%ﬂ$@

= SPARC® % x86°P7lﬂ SRSk

» [Pv4 ¥ IPv6 54 A1 ¥

. piﬂﬂﬂwﬂm@aﬂﬂz% 3

»  VLAN(virtual local area networks) /| t &+ 802.1D AF-8-#F -4 <= 9] 4] A &

QoS(Quality-of-Service) ©] & Y Al A ol of gt 37}
%‘H = O’]._—_)"_O]L' _?,lxl

A 8k A u] 2 g Qosell T B = A A Bl 2ehql Aol A ZhE = Sl Tk

QoS o] & % A A ol el 3k AA & Wl &2 oh 5 A A = AR A A L
»  Ferguson, Paul % Geoff Huston. Quality of Service. John Wiley & Sons, Inc., 1998.

= Kilkki, Kalevi. Differentiated Services for the Internet. Macmillan Technical Publishing,
1999.

QoS tH & RFC(Requests for Comments)
IPQoS+ Th5 REFC X th QI B ull & ebef A™ &l Abek& upFof ),

m  RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers (http://www.ietf.org/rfc/rfc2474. txt?number=2474) - AF 8} A n] 2~
A A& 913k 1Pva 2 1Pv6 3l 7 31| o 2] ToS(type of service) 2 = H+= DS 8 =.of o g
FAE 7 Ay

m  RFC 2475, An Architecture for Differentiated Services (http://www.ietf.org/rfc/
rfc2475. txt?number=2475) - Diffserv & 2| T4 2 % &) th g AA g A &
A &3k o}
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IPQoS el 4] QoS Al &

= RFC2597, Assured Forwarding PHB Group (http://www.ietf.org/rfc/

rfc2597.txt?number=2597) - ¥ " AF(assured forwarding) & %} ©| o] @ A| A& 5}= %]
A g o},

= RFC 2598, An Expedited Forwarding PHB (http://www.ietf.org/rfc/
rfc2598. txt?number=2598) - ¥ '3 EF(expedited forwarding) & %} o| o2 #| Zt& 3} =4
Ao}

n el £} An Informal Management Model for Diffserv Routers — 2+-5-F o]l 4] Diffserv
R EERA LR L

QoS B g Aol E
IETF®] Differentiated Services Working Group<- Diffserv Q1 E] Yl Z=etell th gt & 35

A &5l ) Abo| E(http://www. ietf.org/html.charters/diffserv-charter.html)S
A e g

2h-¢-B Al| 22 53 A (4ll: Cisco Systems 2! Juniper Networks) A} 8} A} 0] 2~ 7} A A}
AFA A o)A P 5 A 45 o= A2} ) Abol Eo 4 88 A Fah .

IPQosS ™ 7% ] o] #]

IPQoS A ™ Al ol = th vl 579 5] o] 2] 7} 3£ 3| of 9lF v Th,

= ipgosconf(IM)-TPQoS 74 ot A& St W& A o

= ipqos(7ipp) - Diffserv o} 7] €] H F. & €] [PQoS T & & 4 ™ g o}

= ipgpc(7ipp) - Diffserv -5 7] 2] IPQoS T8 & A ™ §

= tokenmt(7ipp) - IPQoS tokenmt &4 7| & A gt}

= tswtclmt(7ipp) - IPQoS tswtclmt 54 71 & A

= dscpmk(7ipp) - DSCP 3% A] 7] B&& A% g}

= dlcosmk(7ipp) - IPQoS 802.1D AF-&-A} -4 =9 FA17] &S A g ch

= flowacct(7ipp)-IPQoS &5 A4t 55 v g
=

=
= acctadm(1M) - Oracle Solaris ZH73 7| A} 7|
o= IPQoS g A o| E3FEL ).
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IPQoS el 41 QoS Al &

390

A v 2 ehA] A o 7>

Z A o] ISP E+= ASPQ] 74 - IPQoS T4 & 8| Alell A 2 ﬂﬂﬂl%ﬂ%uﬂﬂw*ﬁﬂ
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QoS A AN

QoS(quality- ofservice) A S A olsto] QoSE T th QoS A A > EEd
Zoigo) 40 9] 9 A E ok wFe] o2 A2l T 91 a9 ol heral
AIEH T %45 A 2] T o 1PQoS 74 sl o 4] 274 2] Qos B A & o
1} 9 & Oracle Solaris #1 & ol A5 3}+= IPQoS 25+ 74 &1 th IPQoS
B AE = [PQoS AL Al ¥ 0 & 7hFE )

QoS 7 A ofl A 1= kA © = T} 2 A o] ghu T,
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|
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o
o
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Ao
o

Ey EXF(PHB)O]E}—? ’o‘]-]/]]:]_
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