Trusted Extensions 74 2 3]

-3 W 3. E25903

ORACLE’ 2011 12



Copyright © 1992, 2011, Oracle and/or its affiliates. All rights reserved.

B4 9ol o) Bed F4
ﬁ‘okxj /K]—oﬂ ui /n] ] o ° 7 3

i, ,Ee A & il d, H & \:! A s 8ol Wi otel <8
WAl A5 Al 2l skl 5 A 5 o et

o ebo] &2 A T A glol WA E o glom e 577F EAEHA & WS shA sk W o {5 sk A o2 FA 8 7] upgk ok
W B Az ey Y A S v T AR EE v 5 GRSt Al she] gho] Al gk Al o]t Wil o Al Wi Bk 7, v T A Abe] A ek

U.S. GOVERNMENT RIGHTS

Programs, software, databases, and related documentation and technical data delivered to U.S. Government customers are "commercial computer software" or
"commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, duplication,
disclosure, modification, and adaptation shall be subject to the restrictions and license terms set forth in the applicable Government contract, and, to the extent
applicable by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software License (December 2007).
Oracle America, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

2 E g o) §& Sl g o] rhobat 2] of Felol o] o) AR AHgE A 0 2 s

Al el ot o %HLD}E/‘EEfﬂi—,%ﬂ-E% =Rl Al
oS a5 Qe ol ZelFlo] e Eaka B 02 93 g o |7 o] Aol A ALEE B o7 kALt 1 & AHgE gl ek b
EAEZE o] F2 5= oS 9 é?‘_" S| o] Aol A ARG T A4, Bhol Al 2 AFE- AR Bl T o S| A| o] A 9 ‘&Z‘ﬂﬁ‘}"?%%-ﬂ sl M= A A
u|AkeobA, W g efju] 2 7]} £ ]%"‘JE*] Flaf o gt Oracl Co poratlond} A A R AT EY o] B2 FES S e
°H%Eﬂ]°]‘d°ﬂ*‘]9—]*}%ii olsl A sk of vl g 3l of] v sl A = A o) A] A] edr ok

iE<
Oracle?} Java+= Oracle Corporation W/¥ = 1 A3 AL o] G5 A ivch 7| ef o WA S 7 sl W A & &8 sl abo] A & 95 ch

bl =
Intel Z Intel Xeon-> Intel Corporation®| A} 3 W} 7] = 55 A+ 3% 9 vtk SPARC A 2 U A = 2lo] ‘Ji‘ﬂ ©] 7 5} o1 A}-§- % ™ SPARC International, Inc. 2| 4 3
7= <= 5% A3 90 vt AMD, Opteron, AMD & 11, ¥ AMD Opteron & 3+ Advanced Micro P %4 vl ok UNIX+= The Open
Group?] °] ——%"L E vk

B azedo] F& st o]t AeAFA (YA Al 3ARYE AT EH = 7\13
Corporation?} 1 A 3| Ab= 7| 3712 9\"_5‘*_]5, Zﬂ% ‘1 ] 2 ob Fhed shod of w g A 9 &l EAYs
95 1 tt. Oracle Corporation L At 8| Ab= A| 34} 2] N wl =, 4| 5 4] w] 2ol R4 ek AlS 0 % ol a) Ze e ojul a EA, 0§ = ol di 8
o gk A ¢l = 2| A] ¥ ch

o]
o

=

a

2

1o
o
F
=
>
rir
offt
dh
ox
FK’

120410@25097



L =3 = OO 19

A1 Trusted EXEENSIONS ] ZE 7] AL oot ee et e s s e s s s s se e se e sesee s sseseasens 25
1 Trusted EXtensions S L QF AL ] ettt se et e st nesene 27
Trusted EXtensions ] T QF I Bl oo eeee e ee e e s ses s s s s s s s ses s s s s ansaeeen 27

Trusted Extensions 2] o] 3l ...
Abo| E B gl & A o] o] 8]

Trusted Extensions©l] T EF TFE] FUZF TLQF oottt ee e ee s 29
A O] B FNEF SLQE oot 29
Trusted Extensions®l] T 8F Al 28 SF = gl o] B -2 Al B e 30

AE) g gl =l e = A 3
Trusted Extensions 2| °3 & 7| &

TFE B ATH] 22 AL E] ettt
Trusted Extensions2] LDAP 015 A& A B 22 AL Z] et 33
Trusted Extensions&] ZEAF Al B oo 33
Trusted Extensions&] AF-8-AF H.QF AN El s
Trusted Extensions®ll T &+ T4 A ZF TG oo
Trusted Extensions & A8 2 A7 A F7F A | 2 ...
Trusted Extensions ZA3 S} Z A2 B M1 QY e
Fe] Ao 3 ol A Trusted Extensions ZAd SF ZA Tb oo
2 Trusted Extensions-8 W T4 e 39
Z+9] W Trusted Extensions = H] " AF8 O Z AR et seenenn 39
ZFed w1 Trusted Extensions T2 A1 B ..o 40
Zbed o Al 7] EZE S Z Trusted EXtensions T4 ....vvecveeeeeeereeseeseseesssssssssssssssssenees 40
Zhed W Ato] E o] § - ALg}ol] BEA| Trusted EXtensions T3 we.veceeeeeeeeieeseesseessissennns 40



4

3 Oracle Solaris®l Trusted EXtensions 7] 5 S5 7 Q) oo 43

Z71 A7 & A4l
Oracle Solaris A] 2~ &) = H] 2 Trusted EXtensions o= 7} ......ccoo.oovvueerveeoreeonreeeeeeesreeesseesesseessenns 43
VW A GHA| Oracle Solaris A1 2Bl A & oo 44
V¥ Trusted Extensions®l| tH 3l A X] ¥ Oracle Solaris Al 228 0] oo, 44
V¥ Oracle Solaris 2| 2~ &l o] Trusted Extensions ¥l 7] #| 57}
Trusted Extensions& AF-§- 2 2 A& 5}7| A Hel A4 &) 2
V¥ Trusted Extensions & A}-8- 2 % A& 517| A A| 28] 5l =9 of Bl 4l 1ol Algh
AT ettt 46
Trusted Extensions A1 H] 2~ 3 2
V¥ Trusted Extensions AF-8 22 A& T AN EE B s 48

WV Trusted Extensions®l| & 18]

[
o
~
R
ofo
W~
9

Trusted Extensions 74
Trusted Extensions ] %
Vo] & 1A FU S RIS AR THE W s 52
V Trusted Extensions®l| 4] IPv6 Y] E %] 7] S A}
V¥ DOI(Domain of Interpretation) & T4 SF= B oo 55

glo] ol 9l e wHE 7]

V¥ 7] & Trusted Extensions A| 2~ &l
violEol =g st oew
Voo A At Hol =&
ProductShort;ol| A4l ]| E 9] = Q¥ | o] 2~ +
VEEAGA A HGLIPFAE T
vello]Eo] e d el 1Pl
VA H EY A qlEd o] A5
WV Trusted Extensions A| 2~ 8l &t}
v Zh gl o] Eo] 9l o e
Trusted Extensions ] 2§ & 2 A}-&-%
V¥ Trusted Extensions®l| 4 Kot 3+
VA28 el A S ate = H
V Trusted Extensions©l| 4] & &-& =+
WV Trusted Extensions % &Fo] ZH-5
VA AL 7L el o] Eo] Sl o ool

AN
Trusted Extensions®l| 4] 5} & t] )

Trusted Extensions 4 % #&] . 20114 12¥



A 25

WV Trusted Extensionsoll A & TR E 2] A E 9= =W s 72
W A8 A7) 7 NES A v ol el she] E e o] ol 4 974 F €)Y el o] o4 £ g
T A I B A A BEE HEM ettt et ettt ee e 73

v 2 A uf ol 4 25 ok E S A ahol AL AT A F Tl Eelel o 4 2% 5
9% % 4 ol

Trusted Extensions ‘_['"/‘4 A B
vul A3 sfd S 3 slxt o 7 o] 55

F7} Trusted Extensions T3 21 G oo ssssssssssssssssssssssssssssssessssssnns 76
WV Trusted Extensionsoll 4] o] & 4] wj Al o] 3} & HAFSE= W L 76
¥ Trusted Extensionsel| 4] o] & A v 2| o] 3} & H A= WA e 78
¥ A| 2~ 8l ol A Trusted Extensions S Al 71 SH= B .oooiiccccieeeiieseinsssessseseececssssssnienns 79

Trusted Extensions ol T Sl LDAP -2 (T Q) oo se e ee e s see e 81

Trusted Extensions U] E 9] ZLol 4] LDAP T2 (FF S M) oot ese s enesenane 81

Trusted Extensions 2] 2~ Bl o] A LDAP ZZA] A8 A (ZFS BH) oo 82

Trusted Extensions A| 22§l ol| 4] Oracle Directory Server Enterprise Edition 7-%3 .....c.....cuu.... 82
V¥ LDAP-§ Directory Serveroll THEH A E SR et 83
¥ Oracle Directory Server Enterprise EAition A2 &| ......cco...covervvimmrivrinnniviinnsssisessessssnsssssnssssenens 84
¥ Directory Server-8- LDAP 20| 1 E TFHE 7] i 86
¥ Oracle Directory Server Enterprise Edition-8- = L T4 ...oovvvvveeeumnnnereeeessssssnnsseessssssneee 87
¥ Oracle Directory Server Enterprise Edition-§- T+ # ™ 2 E 74 oo, 88
¥ Oracle Directory Server Enterprise Edition H =771 ........coomrrrrrveeemnrnnnrereeeesnssssseseeesssssssnee 88

7] & Oracle Directory Server Enterprise Editionl| ™ g+ Trusted Extensions 2= 4]
TEE 7] s

V LDAP ZE-A] A qt&57]

Trusted Extensions LDAP &} o] °d E gt
WV Trusted Extensionsoll A & & & LDAP F&to| AEZ TFE7] v, 91
TrUSEd EXTENSIONS THET] oot e e e s e e s s se e seeeeesseneessesseeeen 95

Trusted Extensions TH2] ZH W oo
Trusted Extensions & Oracle SOlaris OS .........oievorieoreeneeesseseeseseesseessesesessseessesssesssseessesseen
Trusted Extensions2} Oracle Solaris OS] F+ A+
Trusted Extensions2} Oracle Solaris 0S| #}o| &
HE]F) t] = A] 2~ 8] 2! Trusted Extensions Bl 22 28 oo 99




Trusted EXtensions 2] 7] TH W oot eese e e et esese e esesess s seeseeesesessese s e 99
Trusted EXEENSIONS 10 ..ottt sttt es st s s ssssssssasssaena 99
Trusted Extensions B @A) 2 Al 08 e eeeeeese e seeeeeseeseesese e seeseseseeseeeees

Trusted Extensions 4= Z E 9| o] 2] #| o] &

o3 sk 9l Trysted Extensions

Trusted EXTENSTONS TEE] ToT5 oot ses et eeeee s ss et se s sesesese s sesenes s eseen 107
Trusted EXEENSIONS = FEE] o5 oooeeeeeeeeeeeeesee et eee e eeeseese e s s ese s eesese st esaseseeseee e ssaesaseans 107
EXZONEMGT 22 LT B e s s e s e se s es s es s se e eeaees e seeeseseesssseeasees 108

Device Manager(“J#| & 2] A}

Trusted Extensions ®| Selection Manager(41 &

Trusted Extensions 2] B O] 5 535 7] oo
Trusted Extensions2] ™ T E T 5 ..o
Trusted ExtensionsS] -4 TE D ..ot
Trusted Extensions 2] 2281 9] B QF G T AFFH(TH 8) oo 113
T-A 7HE TE HLQE 7155 eeeeevemi s ssssssssssssssss s 113
Trusted EXtensions 2] 3 &5 ...t 113
Trusted Extensions 2] H.QF 715 A QLB 0] 2% e 114

Trusted Extensions & Oracle Solaris 1.2} 7] 5 2%
33k Trusted Extensions 1.6k 7| 5
JLOE G T AFBE T 8 et

FIBEL BT oeeeeeeeeeeee e ssssesssse s e
GF T B ettt ettt st et ee e st e s s s e eeranens
T3 T E] R
ARG TR AFF BEE] et
ol Bl oll tEF HQF SoF BT TFED Lt
SEL CONTAG TF QY oo
Trusted Extensions ol 41 €4 2] G3 (ZFR) Loooooviooee e 121
Trusted Extensions FF 2] ZFZ Al ZFGEZ](ZF G HH) oot 121

Trusted Extensions 4 % #&] . 20114 12¥



10

11

WV Trusted Extensionsol| A 1] 91 0 2 S0 7F= M s 122
WV Trusted Extensions®l| 41 9 03 & F 3 B e 122
Trusted Extensions2] ZHE 2 (FL G M) oot eeseeeeeseseseeeeeseseseessesesesessesseseneeees 123
W 100t S BB M ZI TF HEE et se e 123
Vo] Eo] gl oA A B A A S E A AL W e 124
Vil 2ase] A EA L e HEES Al BE W s 125
Vel o] Bofl Sl El= 16755 5 WM o 125
V 3 7] 7bs gt El o] 55 al 167 A ol A A= R s 127

VW A 28] 3ol A BoE 7] B 3hE H S W s 127
Trusted Extensions 2] AF-8-AF, AL G (TN Q) i 129
Trusted Extensions ] AF-8-AF H.QF 7155 e 129
ARG TRl T G FEE] AR A Q) oo 130

ARG Abell o §F A] 28} 22| AL 130

AR-g-Apof| o g Bk | A} A 130
Trusted Extensionsoll 4] A& A5 qt5 7] Aol BA T AL e, 131
Trusted Extensions 2] 7] AF-8-ZF HLQF S50 et 131

Label encodings I 71 Zh oo 131

Trusted Extensions®] policy.conf ¥} 7|23k 132
Trusted Extensions®l| A1 4 715 @ AFS-AF 540 e 132
ARG AR Al ] oF SHz HLQF S A s 132

Trusted Extensions°ﬂ A AR AL Al Hok S A0 T s 133

ccopy Files B TNk FA1ES TFZ Lot 134
Trusted Extensions | 4] AH-§- x4, AL G T2 (F ) s 137
B obE AT ARE A &7 ARG A A G (FF G ) e 137

V7|2 A& A El o] & S A S T AT MM e 138
V¥ policy.conf 7| 23t & 74 8F= W 138
V Trusted Extensions©l| 4] A& %} ] A &} s} ) & 4] OP'E UMY s 140
WV Trusted Extensions®l| 4] 9] A} QFA Al A ol] 2ol 8= HFH e 142
ARG AE T A EE TFE](FFG ) oo esessssssssss s ssssssssssssss s 142
VW ARG AR o] B H S5 T AT WM o 143
v A elE S sl A 2SS wtE = W 144
VAEAS Ul 235 38 T2 207 AT W s 145
VW AREALS] AR A EE Al GFSF= B s 147



e
W AEG-Aol] T @k Al A a2 BRI SRS B s nennenen 147
VAR A o] Bl o] Bt S AT 7 U S T 148
V Trusted Extensions A| 2~ 8l ofl 4] AF-&-2} Al A & AA b= B 149
12 Trusted Extensions®ll A1 2 TFEI(EFF) oo 151
Trusted Extensions©l A1 7 TEE] oo 151
Trusted Extensions©l| A &7 A| 2281 S FH2] Sh= M s 152
Trusted Extensionsoll A1 47 A] 2B G220 2 FF2] (ZFS M) oo 153
V A Trusted Extensions Al 228 2] 47 TFE] AF-E s 154
Vv AA WA 2 E 98 XvneE AF-E3}o Trusted Extensions Al 2~ 8 & T4 5F+= HHH 156
V A Trusted Extensions Al 228l ofl 2 215} T2 SF= W L 157
13 Trusted Extensions®ll A1 & & T2 (FF Q) ..ooooiooriceesecsressnesssnes e 161
Trusted EXtensions] 8 % ..o eeeeseee s 161
Trusted Extensions 2] % <
O3 B TFF B M L E s 163
Trusted Extensions2] % % ZLICMP ..o seesssseessssssssssessesssesssssssenes 164
Hod g ZRAZZ B O] Z0] U %% st 164
Trusted Extensions2] % % THE] FF B BT E] L 165
OGO TEE](EFG M) oo sssss s ssss s
VvV EH =AY T
Vb EE 1Y 9
v ol Eo] ol=
H]-]:H .............................................................................................................................................
Vo9 3 Lo v EE BB A FHoh B e 169
Vo] Eo] ol 9 b=
Vv ie]Ee] ol=
14 Trusted Extensions®ll 4] 3} ¢ ¥
Trusted Extensions©ll A 34 &
Trusted Extensions®l| 4] NES v} E
g ol Eo] o= d ol A Tt It
Trusted Extensions ol 4] NFS vl E % 3} A| Aol HA 22 e 177
Trusted Extensions®ll A1 & TIE E 2] TEE 7] e 177
Trusted Extensions 2] AF& FF2E B 7] AFGE s 178
8 Trusted Extensions 74 2 2] . 2011 12€



Trusted Extensions 2= E 9 0] W NFS Z 2 BT B Z e 179
Bl o] £ o] = ZES HIOTE] G HFE-E s sssssssssssss s 180
glo]Eo] o= T Wl T H PEEE(FF M) s 180
V¥ Trusted Extensions©l A1 T2 & W1 QT G HFH L 181
WV Trusted Extensions©l] 4] 7} 4 & & = W 182
V¥ 2| o] Eo] 9l od el A T} &3 182
Vol =o] = g ol A 7S NFS PFE E ok W s 184
WV Trusted Extensionsol| A BFEE Al 04| & 8l 2 3= W e 185
15 ASZFF U WEA TN D) oo ssesssss s ssssssss s sssseens 187
ALZ]ZE G QL2 M E 2] T s esessssssssss s sssssssssssss s sssssssssnes 187
Trusted Extensions Bl O1 Bl T Z1 ..o 188
AZ] T G U HE Y T F A o 188
Trusted Extensions 2] W E S T B oot 189

Trusted Extensions ] Y| E 9 3 A dl o] E{ | o] ~ 191
I e e SR B ] e PPN 191

Trusted Extensions 2] Ul B9 T H.QF S5 A Lot se e sesess e 192
BARZES TAE 53 WHIETE o] F e 193
HQFEIF B E O] Z]E B O] F oieeeeeemmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseees 193
HQE B Z ] E O] DOT .oovvvevvevesisssssssseeeeesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 193
Hol el Ze|EQ o] 5 W9 194
HetglZE|E HAR ok 194

AE & F U EN T FM HAUE s 194

Trusted Extensions 2] BF-F-B 7 S ...t 196
TEF B 7 et sessssssssssss s 196
Trusted Extensions ] BF-F-8 H 0] 5 T e 197
Trusted Extensions 5 Q! Z3 A} oo, 197

Trusted Extensionsell A -8 32| 198
Trusted Extensionsol] A1 ZFFE] A BE et 199
Trusted Extensions&] Al O] E A O] Lo 200
Trusted Extensions2] ZF-F-B T T oo 200

B O] Fr 0] QAAZ TPSEC FTEE] eeeveveesss s ssssssssssssss s 201

IPsec® K & 5 w3ko tf gl g o] & 201
IPsec ¥ ok &1 A of| o gl 2| o] & & A} 202
TKEO THEE B 0] B BE e st es e e se e ee e seeeseene 202




10

E] i 2 TIPS B O] B T 0l e eeeeen 203
o] B B0 Z T A W ETA BT et 203

u

16 Trusted Extensions®l] 4] ] E ¢
Al e o= v E Y7 ez

FAEQ 1,1]\5 A el E & A

ue R
o
T

o ©ofmofn o
N
N
iz}

oL
E

o
)

o
2 W
=

)
(m e
ua N . ) mlm
e

o
2

=
[
Yo o

(m Yo rlf (m
i

=

oqm e =

n

o o

U
2

32
fr

s

Ho]Eo] 9)=1p SeC:rL/lj(xLoq

V t} % @ ¥ Trusted Extensions Y| E 9] 2. o) 4] [Psec H. 5.5 &

VA F Y UEH A EE S FATFE W .
*Jilf% U= W E Y T T A Bl 7 (FFS ) e eeseeseseeeseeseesesesessesessesessseend
VA 2' o] el sl o] A7} AFF F Al Bl Sh= W e,

WV Trusted Extensions Y| E ¢ Z & v v 7] 5} = vb ]
V LDAP A Hof| thgt Seto]d E AR S w7 sl=1

17 Trusted Extensions = LDAP(7H ) .....ccccoooouorrieeienneieeenseessesssssssessssssssesssssssesssssssssssssssns 237
Trusted Extensions©l A1 ©] S & A A B 25 AFS- e es e seeees 237
ZZZ 32| 5] = Trusted Extensions Al 228 e 238

Trusted Extensions LDAP S O] E{ Bl 0] 22 oo 238

Trusted Extensions®l| 4] LDAP ©] & x| & A 8|~ A}-&

18  Trusted Extensions 2] TFE B W o] L (TH 2) ..o 241
TFS B W] QAT HTZS e e st s e s s e es e s 241
TrUSted EXEENSIONS T & 7] T oo eeeeeee e ee s eves s ssessees s s e seesses s sssese s sasssessesses s s e sensans 241

Trusted Extensions 4 % #&] . 20114 12¥



19

20

21

H O] B0] QL= A3 TEEN(FF ) oot
A O] B, ZRIE] L QLN e
Trusted Extensionsel] 4] Z 21 E] 2
HO]E O] AT ZBIE] T B et

Hel AR FAEAFHE Q4

A O] E0] AT U T A (EF W) e
Vol e E o] AWM E F AT M e 245
Vot 2l Q] A S a e ZRIEE T AT B e 246
V Trusted Extensions  2}o] 1 E7} ZE o] el Al A% 4= Q) & & A A 5= Wb 247

vilo]Eo] gl sl Aol Blo] ES el 251
V 25 l4f AZgdell A Ho] A] #l o] E& Al AT W e, 252
VSR ARG A7 H o] A Hlol 55 AAE 7 U EF AT W 253
VSR ARG Aol sl vy 2 Ew Pl H o] A E A S W 253
WV Trusted Extensionsol| Al A} & A7 £FAE AT HE ufd S ld|ad 4 9 =& H A sl+=
e eeetss e 254
Trusted Extensions 2] 7R (70 ) ..o 257
Trusted Extensions 2= Z E 2 0 Z AFR] B8 e esesese s sesessesens 257
FEA] B OTE B D1 i ssssssss s 258
FEA O] H O] E B ST FIb ot 258
FERD WA 22 ZIA | eeeeeesessms s sssssssssss s 259
Device-Clean 2> LT B oo s 259
Device Manager(“d A T TEE] AF) GUT ..o ssssssesessssesssssssesssessons 259
Trusted Extensions ol A1 ARl HOF -8 e 261
Trusted EXenSIONSE] ] (FFZR) oo eeeeseeeeeseeees e vss s s evse s s saseessese s seeeesesesssesens 261




12

22

23

vl A g e
WV Trusted Extens10ns°ﬂ A AR of] Afo] EH
V AA ol S-S detsl= H

Trusted EXEENSIONS ZEAHTN 0] oo see s s e s e s s s ss s
Trusted EXtensions2F ZE AT ..o sssss s
Trusted Extensionseol] A] & 3+ 2 7+x}
TEAF B S $18E G A Q) ot
Trusted Extensions 2] 75 AF ZFG et
Trusted EXtensions FFAF FFZ ..o seee oo sss s s
Trusted Extensions ZEAF S8 23 oo 281
Trusted Extensions ZEAF O1 Ml B e 281
Trusted EXtensions ZrAF FEoh oo s ses s
Trusted Extensions 7 AF 3 & 24 ...

Trusted Extensions 2| 7+ A} ¥ & of] ]

Trusted Extensionsol A1 22 E S 0] TFR) (FEER) oo ves s
Trusted Extensions®l] 4~ Z E 9] o] F7}
Oracle Solaris 22 Z E g o] of] T 3+ B.el v A &

AT E O] HQE T Th i seesssssisssssss s
Abo] E 3.gk A A 289

Hol 14 xu xg 2] a

Trusted Extensions 4 % #&] . 20114 12¥



D

UHE ZIFFE] HQE HFBY B et 294

UHEUNIX HE B B oo s e 294
Trusted EXtENSIONS T-4 7 AF BB ettt e e st e s e se s ese e eseeees 295
Trusted EXtensions T4 Zd AF BB oo eee s e s s e s s s seesseneens 295
Trusted Extensions THE] ol T RF WEE ZETE e 299
Trusted Extensions 2] FTEE] QLB T O] 2 e seesseseene 299
Trusted Extensions®l| 41 8% % Oracle Solaris Q1 EIH O] 2% oot 300
Trusted Extensions&] 74 SFEl L QF Z1 B Zh et e e st seeeeeneene 301
Trusted Extensions2] Al BFE] (340 ettt ese s eeee s e sese e st sesesessesnesseeees 302
Trusted Extensions T T8 T O] &l BB oot eeese s st s sereses e 303
Trusted Extensions "1 77 % H O] R (AFZ S2) ..o 303
Trusted Extensions®l| 41 <=7 = Oracle Solaris "H 77 F O] &] oo 307
B O] T e 311
1) TP 319



14



™11
% 6-1
27151
1% 20-1

2% 221

Trusted Extensions A] 2~ & 32]; oI &t
Trusted Extensions TF % & ¥ d] A~ =

A HEA ¢l Trusted Extensions 73 & &




16



Trusted Extensions 2] 7| - S A~AE ®HIZ2|E | ...

A8 A Al A of] o F Trusted Extensions K. QF 7] 2 3t

B O] B T Al et seen
Trusted Extensions TF 2] T womeeeeeeeeeeeeseeresenes

i I = N Bt P I e g
A FEE A o] &= ol53H7] S|t £
policy.conf ¥} % ¢ Trusted Extensions -9+ 7| 23t
AEAE HE F AR E w4

Trusted Extensions .~ E F4 4 &

Trusted Extensions 23 AF B oo,

....................................... 30




18



g

Trusted Extensions ‘7“3 2 2] of] A = Oracle Solaris &
Trusted Extensions 7] 5 *]—3—_0_& AR sl 27 T4
4w A of] A = Trusted Extensions A| 2~ 8l ol] A A}-g- |, o
At AAE A F g

o #| Al (Oracle Solaris OS)°l A
& A BAE AF T o]
o, A g s AEE P67

-+ Oracle Solaris & 2] 2~ &= X 2 A 4] o} 7] €] &} 2] SPARC %! x86 A ¥ & AH-&-5t=

"]*Eﬂ S A Y} A L == A AE 3 Oracle Solaris OS: 3} E.§] o] 33H4 B2
TR A o] A Ao A= FHF T ol b2 73 Zo| 7} 3= A §- o] of] ol 5}
Aol
o

A A
o] A7 4| = Trusted Extensions &= Z E 9] o] & 74 5} 21 }Pa] k= x| A o] EHEL A AE]
-L}'D'l Al Bk e AE A O 2 gtk Abo]| E H ok A A of s g gk Al 2| oW 3 A

A A ®ol| wpet 4] A S T 4 )= AR A A - A
2] A= Oracle Solaris 2] BF of] thal] & ok 17 gl o of gt v}, T &l t}-2-of) tf 3k
o3l 7} 4 g gh ),
= Trusted Extensions2] X ¢t 7|

= Trusted Extensions® -4
A]..Q.x]. A | /(-] ;cl—x

s Abo] Eof| A &3 Tkl ] A4 & wl

% sol

AE AR IEH?‘L

fol OIF

713 3} A 2} (Trusted Extensions

Me
o}
ol
rlr
T
T
i

Trusted Extensions % Oracle Solaris <3 | A
3

Trusted Extensions Oracle Solaris OS 7] H}+oll 4] A 8] 5 1] o}, Trusted Extensions
4 2 E 9 o] = Oracle Solaris OSE =3 & = 17| 'IH ol Trusted Extensions =
A3} ¥ Oracle Solaris 2 A 1‘4 of gt St Aol H 87 4 9lsFth o]
A A 2] [5-o| A = Trusted Extensions®l| ] 3l Oracle Solaris OS= —v“ﬂ] Bf+= vt HS , Trusted
Extensions= A} 02 AA s =W W AT E o] & & Sof A 5= vy

2] 5}

Avd gt o] A A ] 5ol A= "]—/15“ 2] Trusted Extensions= I8} A
Wy S Ay ??JL] =3

—m
r\‘J ﬂl
Fll‘


http://www.oracle.com/webfolder/technetwork/hcl/index.html
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSSUG
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSSUG

ez

Trusted Extensions A ™ 4] 74 W} 4]

ohg Hole
gl

Trusted Extensions 2 ™ 4] o]

)
e SRt E &

% 4] o] o o] s}

PEREES

W&

o4

Trusted Extensions AF-8 &} A2 % 4]

Trusted Extensions 2| 7]+ 7| 5ol tff s] A
Ard Aol = Sl A & 3o 5y

ek

5% 42}, el 2
el

o},

Trusted Extensions 773 2 2] I5-°| 4] = Trusted Extensions®] &4, AH-§- 02 A 2l 7] k2] A}, 7wkt
T4 WS A g ok
I14-of| A1 <= Trusted Extensions A] 2~ & 2] Bl &
Aot o] A Afel = o4l = EFHE o} sdF ] th
Trusted Extensions Developer’s Guide Trusted Extensions & -6-& = 2 13 & 7| Whal =l of| thal] 7]}, k2] A
A g
Trusted Extensions Label glo] & lad e elE 74 845 AR5k e A
Administration v ol e olf A g ok
Compartmented Mode Workstation & o] & Q1 9 3} Yol AH-&-5] = ol o 3l A ot ] A
Labeling: Encodings Format TE& Fl Sut2A AR A 2H gl o] Eef thekgh
oA el A&t
1) 2~ H 2 ]‘AJ i
“f} % A] — Eél L5 =2 = Ug A
t}5 Ad v A of] = Trusted Extensions &= Z E f] o] & £1] 5} 22 A3 & ] {83k A 0.7}
%5 o] Qdsuic

AR A A%

SPARC E# & ol A Oracle Solaris ¥ E ¥ $ =

x86 Z # ol 4] Oracle Solaris +E ¥ 58

24

Oracle Solaris ¥&]: € v}

Oracle Solaris &2]: A 2 3} ¢ x| 28

We
SPARC ZH Fol| A A| 2] e "W F 7 FE An|x Fhe],
FE SA A ZESol| A H-E L E o} glo] B e, HE LA

a2

x86 BEAF A A 2R BENEE B
Ak 5, ZBSel 4] HE,

T
lut

5

Oracle Solaris ™ & AF-§-, A| ~8l - E 4 5
I ], Aul A st = o] Ak Al ' AR
2las g A A8 A5 e, AT E o, Q)

F4/ein)d Bl A 20 2 £z e o] £4 2

A A, T 229 AR, 5 2] 28, v ol B W el
]

20 Trusted Extensions 74 % #z]

. 20119 122


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSSUG
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROC
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLDEV
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLLBLADMIN
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLLBLADMIN
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=WSLBLENCODE
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=WSLBLENCODE
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SOLBOOTSPARC
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SOLBOOT
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SAGDFS

A A A5

e

Oracle Solaris #2]: IP A ¥] &~

Oracle Solaris Administration: Naming and Directory Services

Oracle Solaris #2]: M| E 9] 2 Q1 e 5| o] =~ & | E §] 3 7} 4} 38}

Oracle Solaris ¥&]: V| E Y 3 A v] =

Oracle Solaris 2]: Oracle Solaris Zones, Oracle Solaris 10
Zones ¥ 2] &2 Tz

Oracle Solaris & 2]: B.QF A v] =~

Oracle Solaris Administration: SMB and Windows
Interoperability

Oracle Solaris & 2]: ZFS 3} ¢ ] =¥

Trusted Extensions 74 ¥ ]

Oracle Solaris 11 2.+ A 3

s

Oracle Solaris 101 4] Oracle Solaris 112 %

TCP/IP Y| E ¢ = 32, IPv4 2 2= 32|, DHCP, IPsec,

IKE, IP & ! IPQoS

! [Pv6 T

DNS, NIS % LDAP ©| & #| & 2 o] 2] E 2] A 1] 2~ (NISe]| A]

LDAP® F 3+ £ 3}

A 3 5 I LB o] 2 A (Wii 41 E ), 1l %),
VLAN, % 71, LLDP % IPMP #2], 7} NIC % 2] 42~ 3z

AN A A, *lﬂ T A2, v EN T 31 Al
5 2 Autofs), ™| &, SLP, PPP

Bl (NFS

O ] 7S8R w4 AL bR A 28
2] A Abg 1A S A o] & 4= 9l &= 7]75), Oracle Solaris % <

% =T M1
)@ A A2 LS e 58
A EHHA AL HNE F U= TS,

Oracle Solarlsl °d &4 (Oracle Solaris 11 71 g ol 4] A 3 =] =

Oracle Solaris 10 73 3~ E

ZEAb, 7 A 2], 9} 2ok, BART, Kerberos 48] 2, PAM
dsst =gl =, 7 &Pa] 28k, RBAC, SASL, X2.¢F A
Hpo] &) 22 7 A}

= s

SMB 4] 8] 2~ (SMB & 2to| A E7} SMB 3+ & T

%) %% Oracle Solaris A] 2~ ] A1), &1 A] ID #l| 3§
44 1] 2~ (Oracle Solaris ] 2~ 3} Windows A] 2~ &l ZFol] A}-&-#}

9 25 1D v )
;L]_o] /x]/\Eﬂ Ag é 7_(51‘,_} ] _/_K_Lﬂ/\]: E_z«ﬂ
F%*B’P o ZFS I+ B35,

ZFS A7 4
< ACL(°u A A o) %

Oracle Solaris A] 2~ &l 9] ZFS E M R % of o o] A}E
Trusted Extensions©l] 258 A] 2~ 8 A X, 4] 4l 3}2]

Oracle Solaris A| 2~ 8] X g} %], B ¢}k 7] 5 (3 &, ZFS, Trusted
Extensions )l o] &k A}-& Alv}e] <

Ad R] o & of] 4] Oracle Solaris 10= Oracle Solaris 11 =

o 317] 91 A 2 Rel 42 ol AT, A, 6 22
g} A AE e AZE o] P v EY T, A A e,
B 7hAS}, ol A 25 7%, A g A A ) Bl Abg
7 ol Ed ol EH BF, A &l 2 E dlo|E HF

21


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV8
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV4
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRM
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRM
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SSMBAG
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SSMBAG
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMIN
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROC
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV7
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=OSTEL

EbAL ) 2 o] £

g 2EE S of $£ 5= so]sh HUE AU A I ZE AT AU,
£l Ajn] 2o 42 5 o7 g g

[

H
5| Ak A 3x},] Aul =, A F 5 4] 2 0) el sho] ofw g 2ol & x| 2] g} o]
A|H o 7 B E H o "/HEH A= A Q1S A A] 9554 T} Oracle Corporatlonﬂ}l
3|
A)

éﬁi&

}
Ab Al 3abe] e =, A F ERRE kR S EESEELEL:
3,04 = <8l ol o3l of g A o) x| A] ek,

r».ﬁﬁ.&é-ﬂ

Oracle Supportel 4 4| =

Oracle 3274 = My Oracle Support= & 3ll = 2tQl A| &l of] Al ~ 3k 4= gl 5o} AbA| gt

L2 h ttp://www.oracle.com/pls/topic/lookup?ctx=acc&id=infoe % Fre AV A2
7(]'°H7]' = o—rhttp //www.oracle.com/pls/topic/lookup?ctx=acc&id=trs&
kA Al L

th e o Aol A ALG-5l = - AHA| - <Fol| wh el A vt

wp1 BAHA gfof

GAA EET7 2 A o |
AaBbCc123 W 2l whd Y Ee] o] F; A5 H stiel  login HH & HA A AL
Z# 5 .“_:_ ]9 0l]
4 vt FEVNY HEEE B s -a
W& AR A Al 2
machine name% you have mail.
AaBbCc123 AHEA7E ke S22 ZA5FE] 31wl machine_namess su
EENEE R EE N
Password:
AaBbCcl123 ME S =&, Fx BAITE Godvnh. rmfilename 8 ¥ & AH-8-5} o
WY E WSS AA o] FolL} o w g A A o

22 Trusted Extensions 4 % #&] . 20114 12¥


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

gp-1 AA gFf A<)

A == A o 7|

AaBbCc123 A A& A A& A A 0 672
oAl
MR = 2d 2 &A=
E AR 9] e},
99 S A ek et
FoUn e FEL
2Zeklof A A &
vhebdy o

a v =

t}-& 3% ol == Oracle Solaris OS®l| £ ¢H5 A 2] 7| E UNIX A| A8l L& 2 E 2 =3 F A

E%EE}4QM£qqﬁaﬂﬂﬂ”Mﬂﬂiﬂ*wE%EE% Oracle Solaris

2] of bt bl

3 P- a2 =
] ZEZE
Bash 4, Korn 2 & Bourne $
=31 %A % Bash 4, Korn & % Bourne & #
cA machine name%
TIHFALECA machine name#

23



24



Trusted Extensions 2] £ 7] 4

o| Z}oll A= Trusted Extensions 4 3 2 ¢ 8l Oracle Solaris A 2~ 8l = 1] sf= v &

J
=

3 3
W8S oo

1 &, “Trusted Extensions 2] 2.QF 7| 27 o]] ] = &} 1} o] A+ 2] Oracle Solaris 2| 2~ &l of] A
Trusted Extensions 4~ Z E # o] & 74 & wlf 123l of & H <k A of| o 3l
4o,

N

2 7, “Trusted Extensions-& & =7 4”0l 4] == Oracle Solaris 2] 2~ &l ol] 4] Trusted
Extenswns LT E oS T4 0}7] 2] 3k b WS- A Z 3 o),

3 7, “Oracle Solaris®ll Trusted Extensions 7|5 F=7}(%F33)” ol 4| & Trusted Extensions
4 E g of of] th 3} Oracle Solaris A| 2~ 8l & =1 5} 7] $ & & F = A| 5 g o}
Trusted Extensions= A8 2 2 A A s} 2 19l 5}= wpw] S A v gk o},

4 %}, “Trusted Extensions T4 (2 %) ol A = 2 E] 7} 3l = A] 2~ Bl of] A Trusted
Extensions 2~ = E 9 o] & 7 A sl= v of] tf g A H & Al &g ok

5 7}, “Trusted Extensionsel] ™} 8l LDAP -4 (%t %]) 7ol 4] = Trusted Extensions
Al 2Bl ol 4 LDAP ©| & A A A v| 2~& A 517] 9 g A1 3 & Al g g o}

25



26



13

Trusted Extensions$] K¢} A] 2]

Oracle Solaris ®] Trusted Extensions 7] &< 4 Z E ¢ of of| A] A}-& %} x}o] E o] W g} A A
FEs TPk o] el A s AZE o] FA o Bebd Fe] S Y E

A &gk ot

» 27 ¥ o] A] “Trusted Extensions2] .o+ 7] &>
n 379 o] ] “32| A} 2] B ol A Trusted Extensions A 3} 2 31>

Trusted Extensions 8] ®.¢} Al &

o] A of| 4] = Trusted Extensions &= ZE 9| o] & &4 3} 2 A5} 7| Ao = 93 A &
alof ool AR 0 2 4 e

» 28 ¥ o] &] “Trusted Extensions2] ©|8l]”

28 9| o] &] “x}o| E H g} X M 2] o] 5l|»

= 29 ¥ o] A] “Trusted Extensions®l| ©] &+ 2] A 2F 119>

s 299 o] x| “gf o] & H 2k 119l

= 30 9| o] A|] “Trusted Extensions®l|] ™| 3+ A] 28l 5} = 9| o] 2l &-7F A 5]”
n 30do| A A= F U= vHEY] T AE”

» 3] ¥ o] A] “Trusted Extensions2] % < 7| &>

= 3335 o] x| “t}F ¥ An] 2~ A F)”

= 33 9| o] Z] “Trusted Extensions2] LDAP ©| & #| & A u] 2 7| &>

= 33 3 o] A] “Trusted Extensions2] 3+ A} 7| &>

= 34 9| o] Z] “Trusted Extensions ] AF-&#} Ko}l 7] &>

= 35 3 o] &] “Trusted Extensions®l| ©] ¢+ 4 A 2F 319>

= 36 9| o] Z] “Trusted Extensions & A5 2 2 A A 5}7] A F7} LA 8| 2>
| ] O]

36 9] ©] A “Trusted Extensions 4 3} 5 A] 2~®] w9~

Trusted Extensions -4 2} ] of] o &+ A 7 552 55 B, “Trusted Extensions T4 7 A}
L2280 A X 5A A 2. Alo] EE & x] 35} 2] ™ 30 | o] A] “Trusted Extensions 2] 3l 2]
A& FARSAA| & H 7L A S A sheH 28 H o] A] “alo] E B gk A A 9]
o|al|”& Fx st Al L.

27



Trusted Extensions 2] B¢k A &

Trusted Extensions 2] ©] 3i

Trusted Extensions = &4 8} & FA5l= dloll = A3 3lY 2= Alo] E do|E A& &
T4 H AA o] &edo] b Y th o] 8l 3t AF el & sk Al ok o] i A
A A o] H 8 gt} Trusted Extensions 4~ = E $)| ] = % Oracle Solaris 7] 5 & 7|HF 0. &
st=dlel ol e &S Al

AT

&)

TR PR

rlo

o oo UNIX @l A 3 A o 7 A G E 7S
Azl g o),

n B AL L FEEs 7| 5S ER ALEAS 4 T2 o] ke 4 gl G )

Trusted Extensions©l| 4] d] o] E{ o] tf] 3k ol A| A~ = E-=3F B ol el L& Al o] H T}, o]
B 25 & o] Eoleta gt gl o] &2 AFgAF T2 A 2~ 9 A A (o] ] o] E] 3} 2
o @ Eg])of sttt} o]l gk g o] 2 UNIX A g == DAC( 2] YA 2 A o)
o] 9] of ™4 ol A A A o] (MAC) S A &3 o).

Alo] E ® gk A 9] o] 3

rusted Extensions& AF-8-81H A}o] E o] B et A M S Oracle Solaris OS&F &5 5 ° &
5t} up e A A A o] W 9 &} Trusted Extensions 4~ Z E $| o] ol A &l &
YA TS %ﬂxl A 2‘”}74] ol 8l alf oF ghif o} A A A ol FA o A =
Qb2 7o) 9 ) A] 2ol A el & Sl shz AFE A o] 9] A o]

| 2] o] of ghuch,

Trusted Extensions+ 7| -8 © & t}&-3 22 B & = & 3 o tf 3] Assurance Level
EAL4°] 4] Common Criteria for Information Technology Security Evaluation(ISO/IEC
15408) & =55 TA =5 of sl Tl

n HolEolde R R 22y

n Aol AnE ey

e E oA s Ao BE e

oft =
G

o © &
2O |m o aok
I'Ei-h

o
o
)

0_1_,
:Io(é
o
o
o
-
<
o
L
0
of

o] 7t & 535 W LDAPE o] & Xl Aul T
ShtE sk A o] Hf o] A 7ot A A BkA] d &

s

2
m  Jetc/system I Lol A A 29 A A S H AP ok
s A} = AR S-S g A g o)

o JuscElEe)e B8 whele| 4] 7|8 g5 g M AT o)

AFA) 8F W] 82 Common Criteria $§ A}°] E (http://www.commoncriteriaportal.org/)S
Fr2 A A 2.

28 Trusted Extensions 4 % #&] . 20114 12¥


http://www.commoncriteriaportal.org/

Trusted Extensions 2] B¢k A

root &8 == A| 2~ 8l Z2] &} o &2 Trusted Extensions & A}-4 2 & A A sl = 2 &

gyt d&& akEo] o8 75 od o Tk ] A& vE g UsU

s Hol @ AR R Yol E AR WY A A, G AN AR T 2 Hal
A2y s Fg ot

n A2 e A= AR, F A B duk Be] o] v Hok S S Ek gy o)

n Ak dstes FUtE FAS FolFULh A E Eo, G A A Ml S F I
T usH o}

=] .

Fe] Ao dRZ ofS 3 22 o x A A S 2ok gk o)

] A Y-S A 5= AR A}

s AEE eSSz S AYT o= B Aok d AL AL S5 e sk
A B ANE FEI5EE 54 AR}

s dolE 2F 2 dlo|E ZFol M 2aT g 3= AR}

# o] & A 2 3¢

ol Ee Al ZsteH Al Ad o A I E 5 Al S-S AL HEE W3] of
gt o} label encodings ¥t Y ol &= Alo| Eof tf gk all & 73 2] A B} g5 of
3145 1 t}. Trusted Extensions 4= = E 9] ] &} §+7A #| &= 1abel encodings ¥}¥ % sl &
AR sl T Al e 3 F shE A S A Abol Eof e E A

label _encodings Y& 75 = 55 th U2 Oracde 58 272 A T Aol =
COLOR NAMES 4] A& b= 2] EgHal| oF g T},

%9 —label encodings Z+ 4 & Al Fst= 45 7 T2 W2 Al Ag o A o] &5
Ehelstr] Heofl 1 9] 2| F A& HA 5= A t}. g o] &2 Trusted Extensions
Au| 27t 2 AAE & A5 FE o A ] E= v ES A

¥ S HA A =& L
B Ze| E7} 235 o of gh )

d
vy

T3k g o]

X

v t}. Trusted Extensions A B] 2~ &

= AgstHd dlele TS A2l of 3t
Abgo 2 AAR F A A8 o) v el o] Eell A =18l = 8183l of sk A = Shte]
Abg ALl o] 2Rt Al 2] & FA R 5 ol= A A of T o & 501, LDAP
A shtel dolgol e 49 s 7HE o e TS U e A o] 22 #el &
glal 24 2ol A o o & vbE kAl A8/ S 3]sk wel A = aklska
AR ALY Sl A AR e S gy

Z}A| gF W] & Trusted Extensions Label Administration & 3 =314 A] & B3t
Compartmented Mode Workstation Labeling: Encodings Format< 323 % gl ),

1% . Trusted Extensions 2] B¢+ A 29


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLLBLADMIN
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=WSLBLENCODE

Trusted Extensions 2] B¢k A &

30

Trusted Extensions 2] 3f £] 1174

al) @] 2272 1abel encodings 34 & & | 8} 73 9- W= 2] ] o] & o] F-9t & x| 3} 3| of
ghu o, 3e] 2 o] & o] & ADMIN HIGH 2 ADMIN Low+= & A 8}& 4= gl oh
T AN A AFst= # ol &0 Ol& EE A E = label encodings 4 el 3)
g o]l & o] 53 YA 5l o] & o] F-of glofof Tt

rlr

Trusted Extensions®l| o g} X| ~ € 3} = 9] o] U &
A g

A28 BEE o] of = A 28] ARA| of Al 28] o] od A 5 AR 7 g v Tk o] 2 g
=]

1l T d il
F Aol = H| o] Z = glo] ¥ wlo] 4 CD-ROM Eglo] B 2 t] ~ 3 o] g5t}
Steg o) Skl = Al Al vz Y e Qe so] A v Az F ko] £EF UL

= Oracle Solaris 11 ] =¥ o] A4 = Oracle Solaris 2 2| 2~ 4 A AAF Al W o] H 2] A~ 9
|2 e Eo o= A S upF o

n o] AR A} &lol Trusted Extensions 7] 5= F7Fe 4= 2l 54

o o Al 2F ol = Al ok F gk oo vl e 7} 2 g Fh et
)

“u
Bl g s

n
i
ACh
12
et

[o

¥
o
ot

E 53 (cipso AES} o] Eo] 9l

2~
SAE)e AR YT -3 ol 4 S AE FFel= 7] el R EE| B}

S h

#1-1 Trusted Extensions®] 7| & 3 ~E €l F 2| E

ZrERY dEeE ol =3

unlabeled admin_low Ao ol FAT F U AT F g AES
Al gh= )l AFE U o] B3 S A E = ol Bo] ZgHE] A
= A S Bk AA g &2 HolEo] gle Al A’ &
FrxsAA 2

Trusted Extensions 4 % #&] . 20114 12¥


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=IOSUI
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipplan-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipplan-1

Trusted Extensions 2] B¢k A

E1-1 Trusted Extensions®] 7| & 3 A~ E Hl Z 2| E Al%)
ZAERTY HZeE o) F 3
cipso cipso CIPSO M A& Rl = T A2EV U ES I E A H =1

AH8-5 V] oh. CIPSO 3 Aol 7l o] £ o] 41 e},

UEHNIEHEUESN T A
A A 8l oF gt} Al o] EF o]
gk olﬂiﬂPﬂlolEﬂlolﬁlvﬂ

ghi HIZHE o o] &5 A o o

A e A AAL A EH U AT
i3 3} Trusted Extensions &2~ E 5 2] ¥ 5} o}
Sholg Wl golEYtE s AE Ho]HE & 4
3

H

2E Ao|E o] DU ES T Ho|a A A2 16 A, “Trusted Extensions©ll 4]
E 9l a | (Frd) el A = o] sl Th 4751 ’\li‘:*”"ﬂ Aol & AL 27 HEA
_ﬁz =]

4
i
k3
L

Trusted Extensions 2] & & A g

Trusted Extensions 2= 2= E 9] o 7} &1 &4 3 & €] Oracle Solaris®ll 7 vt} 13 o}
o] Bo] gl n A o o] & T4 3t} 1abel encodings 3% ol A | o] E-ujr}
S gL uts g 7} o t2hx -3k El o] Erfrt | o] Sof Sl @ = skt
T T Uy Th AT 239 E S AFHE-5ed label_encodings I ol A 7] AF-&- AL
20 7] AL A Felo] 8ol o e F 7)) ello] ol 2l e & A T E &

= Trusted Extensions®l| 4] X AW ol a1 2 3} 7] ¢| 3 A A 42 UNIX =4 ¢l
A 7| 2 H 0 Z X A= TCP AAS 41514 5
o

» VA zuAY dA AT FYle 2B FAT S ST 2 A
ATR e gl dA Z2EPFLEEYEY AR~ E A Ao}
g ot

9 Oracle Solaris & &

Trusted Extensions 3 &, &, o] 3+ 4 92 Oracle Solaris % & ¢ & = 3]t}
o] ol ol= g9 F = o8 & w2l 5= tll A8 % Yt} Trusted Extensions©l| 4]
ARF A A= D}E “l’t] 3 o= Al aEH e A T A s dlel Bl v S
Aeolstadolgo]l gl dAE 28 4 JF e Aglo] FolHl
2ol A o) 2ol 4] o o] ol 91k o ool A AT 5 A4l eh o) B o]

o) gk AA F W] -2 brands(5) Wl 2 Bl o] A & FAR A A L

-,

Trusted Extensions

ofr 1
o
>

1% . Trusted Extensions 2] B¢+ A 31


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5brands-5

Trusted Extensions 2] B¢k A &

32

Trusted Extensions®l| *1 °§ o] uFE 7] &= Oracle Solarisoll 4 &4 & 57| &} - AFghy o},
Trusted Extensions+ Z Z A 2 & A H 2 ¢ = txzonemgr 22 H EE A &g o}
2agEd=HolEol e dd eV E AT ey W E 5ol

gt

At 2 -4 5 A 225l ol A i A FoE ATl TL ol ES

ot thE Al 2] T T4 = glofol ok oy A2 thE ol Eol sl

of dof tf gk dlo] 5ol = AM 25 A F

= all-zones ¢! ‘] | o] 2 - 5}1t2] all-zones 47} A| A FH o} o] 7| FA ol A =
st P Fant gyt REod (i o 2 elo] &0l ol o )o] o] Fh
FAE E Al 2~ 9] DA 8

1P
ﬂ%ﬂm$iﬂﬂﬁﬂﬂﬁﬁﬁ—mi%%o
BE el LT 22 B o] 25 T3k
Zhod oo HE O Y ES I X 7t E(NIC)E ¥HstH o] 74 o] 74 8h 5 o}
olZ gt TS ZANIC A E = dlo] S M EHIE EelH R &5t
A&t
of At 5hit o] 1P )1 A~ ¥ 2~ 9} & 5l o] AF] all-zones Q1 Bl 9| o] 2~ 5 A&}
H 5 A st o] A& vnied 2 Ul F- Al E] o o] 2 F AFE-5le] A o] o o of
AdstesdeAssinz g4 32 e A 49 & L 5 s h
dE 5ol dd e vnio LR 2ol A o5 el 2 EE il =dt= Aol sle
Mul e g5 28 & Abgote el Art it oz A3 5 g h

» SHIPLY

— Oracle Solaris®l] A1 &} v} 57} 2| & K o o o3& EL 3}Fsfo] BE of oo
shute] 1P FA7F A H ek Zh el o] Eo] Sl d el el 7

21l o) o] 2 7} = (VNIC) 7} REE 013 i .

HE U ES T B H | A5 Fall ZH VNICE #t=H o] ﬁl” ol 7A gkt
ﬂﬁﬂ?ﬂ°ﬂNmﬂ%€H dd el EVEHNIS TR 5=l
ApSEUe S P A 07 A E o2 a11-zones QB H o] A5 A& & 4

ol =1},

Trusted Extensions 4 % #&] . 20114 12¥



Trusted Extensions 2] B¢k A

o} # e A 2 A g

7] & A © & Trusted Extensions+ t}5 #l| & An]| A& Xﬂ""]';{] SFH ot 2o
Au) 2z odd of of g Aul A & b ol & A u| AR 44 :FLHSL‘F SR A= =
o, dd HolEo] =g HolEo] Ad=dd e ol EoA A 5=

Aol AHE 4 %%L]‘:}.

Apol Eoll A o5 el Au) 27Fd 87 A5 o] 2 M ulAE F o] o IPF ATt e

*]i‘%ﬂ"ﬂ/\i 71 2 FA Yok ol Al e el 8 EPDP? ClRd _’-L_E—‘iﬁﬂc’f';
g3 A A= 1p F 4o AR = 55Ut all-zones T4 gl o] Eo] 2= o o of A
*1“] 2o A Foh= o AR S ol o

Fa_#olEo] =g ALE AT} eh B A n| Ao A M| A5k qF E = A9
o P F A5 A Al of] XA 3 4= 9ls5F U ). o] Trusted Extensions 74 < GHFAH © &

zH ET—oﬂ /<~] /\}.&51 1/] 1;]_

Trusted Extensions 2] LDAP ©] & %] & 4] u] £ A g
ol o] o] 91z Al 28l W =922 A A 5hA ero 2l of
A8 A8 Fal B9 A A 2l o] Do] Qi oL x7
ZololedE 2 78] of it

AE A= 4 3lF 1tk LDAP

}8}7] Aol A] ~El-& LDAP

Al 22 8] H] E 9] Aol A Trusted Extens1ons 2 A slei™ o] 2 2 A 8] AZ LDAPE
AH-& 3t vk Trusted Extensions 2| 74 - A ia' WEYIE 74T 242 A% Oracle
Directory Server Enterprise Edition(LDAP 4| ) o] 32 8 gt} Alo] Eof 7|E LDAP

A1 7} 9l = 74 - A4 M & Trusted Extensions | o] B} ¥] o] 2~ 2 A & = Q1551 o}, A1 ¥ o]l
o 4| 2~ 5} 2 7 Trusted Extensions A] 2~ 8l ol 4] LDAP Z A & A A g o},

Alo] E o] 7] LDAP A ¥ 7} 91+ 73 % Trusted Extensions A~ Z E 9 o 7} A 8§ 52l

Al 2~ Bl o] A LDAP A ¥ & wt5 Yt} o] A A= 5 & “Trusted Extensions®l| ﬂ% 3l LDAP
TA ) S FRsA AL

Trusted Extensions 2] 74} ﬁ] 3)

715 A © 2 ZFAb= Trusted Extensions 7} A & F-E = uf] Al &0 2 AA g} “:]'E}H

715 © 2 1ogin/logout =&l 2] & o] Hl E 7]’ 7""]'5] vtk Al /\Eél =748 %
AFS-AHE FHAbshE T A ZEA A9 7:7]°ﬂ qtgntE F UdFUh o8 "—jwffv}o]
A28l g AT - A g AEe] = o] dTE e 229 AR A7 £ v o)
66 9| ©] A “Trusted Extensions 2| & & 2 A}-&-%} vt

Trusted Extensions 2] 7+ A} 7] - Oracle Solaris OS2} & < g o}, AFA| g W] 82 Oracle
Solaris ¥&]: ¢k A H¥] £ 2] A VIIH:, “Oracle Solarisoll A4 FH A& A2 844 A| 2. Trusted

1% . Trusted Extensions 2] B¢+ A 33


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittm-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittm-1

Trusted Extensions 2] B¢k A &

Extensionsol| A Z2l 2, oWl E 4l hx} E & F7}ell = AL E el oh= vhi 2
W A =] 2] ¥ <51 o} Trusted Extens1ons°ﬂ A1) Zhabel ek F7F 3t AW =224

“Trusted Extensions 7 AH( 7 8.)" & FH X541 A1 &

Trusted Extensions 2] A}-&-x} 2.¢} 7] &

Trusted Extensions 42 . E ¢ o] = x}-& Aol o 5+ A A 3F ®.qF 7| B ZFS Al &3t T},
olg{gt Hol 7| B F2 E 128 RS A . vl s F 3 F A

AR gL e, ek el A Apol 2] Wk A 2 kol shod ol 210 Gt S
S rh EO]’ Fe| A 7F 7] 2 ghe AR T A A8 e A= A 7|25
Adobe LE AR S W S aliieh ol 18 22l A=

W82 label _encodings(4)™ policy.conf(4) "l 72 s o] | & F 2541 A] £

212 AFEAF A A ol o) 8 Trusted Extensions H.9F 7] 23k

ot o] & A= *
/etc/security/policy.conf IDLECMD lock | logout

IDLETIME 30

CRYPT_ALGORITHMS ALLOW 1,2a,md5,5,6

CRYPT_DEFAULT sha256

LOCK AFTER RETRIES no | yes

PRIV_DEFAULT basic

PRIV_LIMIT all

AUTHS GRANTED solaris.device.cdrw

CONSOLE_USER Console User

PROFS_GRANTED Basic Solaris User
/etc/security/tsol/label encodingsBbfault User Clearance CNF INTERNAL USE ONLY
LOCAL DEFINITIONS -+

Default User Sensitivity Label PUBLIC
% — IDLECMD % IDLETIME "5+ = 12] AH’LX} o] A Aol Ak 28] AFE-AF7}
AdS S Al AFS-AH2] 1pLECMD 2 IDLETIME 7‘01 H%L o] &hof| A &g},
A28l e] A 5 ARG ARl Al A ek A A H] 7] &3k % AR she 2 AR
MZeEE 40T 5 s ol & 5ol 7| EH 22 7 A8 A8 £7] 4L bash
Aok Al 28 He] A= 72 AE-Abol Al pfbash B & A Fel= RIS ES AT
UsEH

34 Trusted Extensions 74 2 #&] . 20119 12€


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4label-encodings-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4policy.conf-4

Trusted Extensions 2] B¢k A

= o v h8s

A gk ek

» 230 % TAE oA AZE S AT A ZEA AE AU T}
EES o7t 23k o AFE ol F o) LS AL Tk T =R
Z7)o] o] & T AW 0|27 AL RS 5 o R AR WFE T
E e 2 A s oWl EE Abet R 5 ZhabE AR Tk o o)
ARG ARl Al AR 5] AL 58 7 A B AR A 2l st Al S
g Th 2 EE s ol o @ A u & A A STk AL S A A A
L2 A 2ol tht el =2 Al F ek Hek A TR A 2o gk 172

TA ZZA 29 270 root 9 F7} S gt T3 root 6 &S
A3 2 A 5| = o]l EE FAbst 2 5 FALE A A g ) o] 2l g F 7 o &)
-

A Aol Al 2| A ) 2 7 7h A e ]
&g wa o AL BA AL T R A Aol | AES
ko)

iy
=

(6ot 2L g P
ok

o] G AtgolH A ZEZA Ao 3 Z =7} BRES A GG
o Z27] AR YL root S AR AE HA P T
= =

AT EY oo T RAE A <t} o]

ARE =~ A A o] fA Held He T 4 gl Fu )

o el = g8y Ahgd o vl it o] A g o) ok el A o & Ay Zhell FHAbE
TASL v Al 28l S B E s, A A A A s A A dte] H 8 g
TR NS ARSI AL AS B g ok A A8 Fe] A of 2 &g Tl oh
A2 S T Y ek B AT E Y o] 3 7| 2| & A A 8w, AL AHE whE U T}

1% . Trusted Extensions 2] B¢+ A 35



Trusted Extensions 2] B¢k A &

36

2% 1-1 Trusted Extensions A| 2~ &) ¥+2]. o ghd =hq] JL K5
£7) 4% &

1) 2 $F|st| o}

2) TS ZAXNSIL|CE

3) Oracle Solaris OSE MX|gfL|Ct.

4) Trusted Extensions I}f 7| X| & Z=7}%tL|Ct.

5) Trusted Extensions A{H|AE A2 O =2 M BHL|CE
6) label_encodings It =tQIst 0 M X|StL|C}.

7) R ESHLCF.

8) 2| S Q=1 ALSXI7 HES pETLIC
9) 2floj& A& FYS 27t HERZ A LDAPE HFeLCt
Hot A 2B
el Xt a|xt
EO25t0 Agg 7pEe LTt 2O2%t0 Agg 7pEe LT
gojsnt Z2 FE =Hotg S O3 E2 O RE AT EQOf
TES LT AFEX} 2 2 AX| 2 ARZALHID A1 ¢
Ol ot Motut 22 Het A2H T4 B RX| ZEE
Horg pAEhL =dgL|ct

Trusted Extensions = A}-£ 2. 2 A A 3} 7]| A F7}
=A| 3 A
Trusted Extensions= A 517] Aol 2| A 0 & A A8l S B 5511, o o] F7}st

o]l &5 ZA s, 7] el Hol LA & 3l Al oF v A A= 46 ﬂ] o| A “Trusted
ExtensionsS A8 2 2 A A 517] A Helk A 8 25 FE A Al L.

Trusted Extensions &4 3} A A] ~ &l W ¢

A 2~ El o] A x"fiﬁ of 8t 1} Y o] 9)+= 7 ¢ Trusted Extensions A B]| ~ & A}-&© & A A 5}7]
ol W& ot g d S ist= 7 oA W 2 d o H Z & 3 5l =
74‘”‘4‘4 H‘% S X ol W] FA7F Gl 7 d A - Kﬂzﬂ/] | A AH A E

CECRREY

Trusted Extensions 4 % #&] . 20114 12¥



2] &F2] F+ of A Trusted Extensions €4 3} 2 3}

iy

2] #} 2] T4 of] 4] Trusted Extensions &4 3} 2 1}

Trusted Extensions 4~ 3 E 4] °‘] 7} A 3= a1 A| AEl o] thA] H-E X th5 Bk 7|5 o]
g gllch o] 7] e nek whel Ak 74 2 sl

1%

Oracle label_encodings 7} % o] A x| 2 4 5 v ¢},

A1 2] & 4= 9l = vl 22 =5} Solaris Trusted Extensions (GNOME)+= & & o o of] 4] 32|
«] 3

2] %‘1% ﬂ*o} d o] Eo] ol &S nhE vt} o] 23k =] N EE
F A rEGo|Zo A B =R S = ARE BT E
Oracle Solaris OS®l] 4 £} 7"°] o gto] Ak = Z ul o] A 2]t} Oracle Solaris

05l 415t 2ol root7} 525171 4 <] ¥ o Fa]

v o=
Trusted Extensions & PE] 0}% F7t S Abgsled sl o &S nkE ook o
[e]

A 7Y ©] Trusted Extensions 4 E
F7H Y tncfg W ¥ & A
B A E OIAL]D]_

$] = d o] EJW] o] 2~ tnrhdb, tnrhtp  tnzonecfg”}
shod e Ab= ol e g Al 2] & F ol = dolE W o] AE

2
\ﬂ

Trusted Extensions®l| 4] += A] 2~ 8] 2| & 9|8 GUIE Al -8t of AR 5527 4
“Trusted Extensions ¥ 2] =15 X34

m  txzonemgr 2IHEE A

F % 5 sl e A
7:1—7<—‘]_/K1/\]_’_

= -
ok °¥°

H
2] A} += Trusted Extensions ©3 & %
< txzonemgr(1M) ¥ 5772 & o] Z|

m1m >1'

i)

»  Device Manager("d#| @ 2| Ah)= A4 AR o D o] & A&

e g

« Trusted Extensions 2] K. ¢} #] & 37


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mtxzonemgr-1m

38



2 i

Trusted Extensions= 2= 4]

o| Z}oll A = Oracle Solaris 2] Trusted Extensions 7| 5 & A& ° 2 A A3} 14 517] 9]
ZelS A gy}
ZF9o) - 1A © & Trusted Extensions= /\]-49- ° 2 A&t 745 73-$ Trusted

A\

o A H 2 AL

Extensions $F7 © 2 F-E35}7] Hol 12 4

}, “Trusted Extensions©ll 41 €14 #2](Z31)E

z} o] w9 Trusted Extensions =H] Y A} 0 2 A A

A 2~ 8l & 58] 8} 2 Trusted Extensions & A} 0. 2 A A steid o} &4 &

DR RREY

Uy

®  Trusted Extensions®l| o 8l 7]<& Oracle Solaris
A A5 E8) g
®  Trusted Extensions & 3 7ol 3L
s= A g},

Oracle Solaris

m 44 9| o] A] “Trusted Extensions®ll o &l A4 %] = Oracle Solaris *] 2~ &l

_i_ﬂ]»

44 9| o] A “¢FH 84| Oracle Solaris A] 2~ &) A %>

A| 2~ ®l 2! Trusted Extensions W E$] =] o 3+
;@EE /‘xlo].j_ﬂﬂ W 3y o},

46 ¥ o] A “Trusted Extensions =

Abgez AR ekr] A Bk A sl A

= T '™
Trusted Extensions S 24 3} g}

48 ¥ o] A] “Trusted Extensions A} 2 & A& & xj L E”

39



z} 4] @ Trusted Extensions 74 A &

%}+o] w1 Trusted Extensions 74 4 &

o}-& Zhed #of] Lb2 Wb 5 s E AF8-3hod A 2~ of] A Trusted Extensions =

F4 e,

B F

40 9 o] ] “#&d W A ¥ 7] 2 ZF . F Trusted Extensions 1-73”

e

H] 24 Trusted Extensions | 2~ 8l & ®F51] t}.

40 ¥| o] ] “=hed w: Afo| E o] 9 - A}&}ol] BEA Trusted
Extensions 74~

ol B] = g} o| = Trusted Extensions A 2~ 8l S 7k o}

Trusted Extensions & A8 2 2 A & 5} & vk 2] H- E 3} %]

ulAl A €12 A “Trusted Extensions©l| A 4 24 32| (2Fd)> <]
A A& whFuth 29 vk RUE 7L 3= Al 2E el o g
A& AS DAY g o

zho] Wl A 2= 7] 2 ZF © F Trusted Extensions 74
S8 o] A ohe T g A 2 ST o),
e Fay

Trusted Extensions ¥ 7] ] & & =k},

45 3] o] Z] “Oracle Solaris A] 2~ &l o] Trusted Extensions ¥ 7| A| 57}”

Trusted Extensions & A2 & A A5}l 21
HER

48 9| o] A] “Trusted Extensions AF-8°. & A & 2 2| F-E>

49 9| o] A] “Trusted Extensions®l|] & 121”

EEs7 o] A “elo]Eo] = B A o m A== A

59 7 o] A« e o A o] - 3bell #ll o] && A A sk WY

zk o] W) : 2} o] E 2] @ F A}3}ell 2HA| Trusted Extensions -4

o

oM ZRA LG Y A 20 E7]o] TG AE L

40 Trusted Extensions -4

=g . 20119 12¥




Z}

2

S4B Al wol hel gl e,
5 51 o] 7] “2] o] o] 9l 1= o3 wHE7|"e) ZHa} & Wl e},
o AfolEo| a7 Abatel whek |Eh P4 Al S ST

=] 3w

Ao g og FAFTH 51 | o] &] “Trusted Extensions 2] %1 <3 of &3 4 &>
glojEo] =S TPk 55 7| o] 2] “gll o] &o] 9l= @ WE7I”

th & Al 28 3 FASt e U E S 7 & A A o 60 3| o] ] “ProductShort;oll A Y] E9] =2 Q1 E] 5| o] 2~ 47>
LDAP o] & A A A1u| ~ 5 FA ol 57, “Trusted Extensions®ll ™ 3l LDAP 74 (%) ”

F - LDAPE AH8-51A] i3 = - A vigdch

A2 TS SR, A2

2% .« Trusted Extensions-& 2= 34




42



F7] &

47

Oracle Solaris #] 2 ¥l = 1] Y Trusted Extensions 37}
051“8

3%

Oracle Solaris®ll Trusted Extensions 7| %5
F7H=EY)

o| Aol A = Oracle Solaris A] 2~ 8l ol] 4] Trusted Extensions 4] B] ~ 5 F1] 5}l A0 &
AAst= WS AY g o] Aol A=t A& ‘:}"‘L]‘:]‘.

v 3ol 27| AR H A

» 43 9| ©] %] “Oracle Solaris A] 2~ 8! =] & Trusted Extensions 57}

= 46 ¥ o] A] “Trusted Extensions & AF-& 0 & A A5} 7] A Bk LA 8 2~

cE D

Trusted Extensions 4= Z E 9] o = Zh A} 1 /-3 2 9 & e

AA A5 o] Al E S8 H 2 H e ol 1o g
APEAL = A A 7S w7k A] ghE o A A] o m ' F ] o] Ako] &= ]
Extensions &~ Z E 9] o] A}-8- AR 3} A o] Frod 3h= 7l o] 51T

Oracle Solaris A2 | 541 41 ¥ 2 Trusted Extensions 2] AF-83} X2 ¢kol

9]t}

= Trusted ExtensionsE Al o] & %] Y 3} 2] 7] & Oracle Solaris OSE- 2H7 5} A A A | oF
]t} Trusted Extensions®ll 93 3F2 -+ Oracle Solaris A2 | A & 542 44 7 o] %]
“oF A 8} A| Oracle Solaris A 2~ 8] A 2”& F xR A A 2.

»  Qracle Solaris OSE A}-&3}+= 7 9 & A} 14 o] Trusted Extensions 2] &1 A} 3}o]
k= x] 2ol 3} A A 2. Trusted Extensmnsoﬂ A8FS F = Q4+ 44 H o] | “Trusted
Extensmns"ﬂ tff 3l 4 %] 5 Oracle Solaris A] 2~ El —fﬂﬂ]”% xR A AL

43



Oracle Solaris #] 2= & 4] ¥ Trusted Extensions =7}

v QA 3} A Oracle Solaris 2] 2~ & 4 %]

o| 2932 Oracle SolarisS -2 A A & wj] &gt} ¢ 18 o] =5F= 7 9- 44 5| o] #]
A

=
44
“Trusted Extensions®l ™ &l A4 % = Oracle Solaris A| 2~ &l 58|75 23} A L.

1 OracleSolaris 0SS A X & W] A} &-A Al A L root Y AR S

u
—
Trusted Extensions®l| 4] root & & & whE o k-5 A} 85} o] A A&

2 A& OracleSolarisol 1913 v root & & Al F ol ¢35 A A},

b. $FE QT TFYrh
ZEZETF BAHH AN A AR dsotohE e E AT ok
% su -
Your password has expired. Create a new password.
Enter new password: Type a password for root
Retype the password: Retype the root password
#
64t ol kel dse At ® A E e B ARG ek o AR/ A AT s E F 5
ko g oA A XS ot 5 F55E7] o {A| A A Al of F T
& &4 45 9| o] & “Oracle Solaris A 2~ &l ol] Trusted Extensions 3| 7] A 7} & Al & %13 g o},

v Trusted Extensions®l] t} 3l 4 X] 5] Oracle Solaris
A] 2 © ZH|

o| 292 & A A} % o] i Trusted Extensions= A 3 & Oracle Solaris 2| 2~ &l ]|
RS

5

Azkapl del Ao o ool A root WS 714 AFgAbe] of ] e,

1 A|&goulde ool 4 7"]5]"1 o™ A AjF e}
Trusted Extensions #l| ©| &©| 3} Eegddo 54 Bl =g} brands(5) 2
trusted extensions(5) ¥l H o] A & %Eﬁ}*‘/‘b_.

7
2 Alz="elroot 27t glo s E nkE el

44 Trusted Extensions 4 % #&] . 20114 12¥


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5brands-5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5trusted-extensions-5

Oracle Solaris ] 2= ® % H] 2 Trusted Extensions 57}

SECEED)

= _tl2 2l e xpr M x o] 3halo|uh A H ol o] AbLA}o] Hl o] E]o]] A ~FF 2] 0 B
Gk g AT oA o 7 A 0] k5 F
Fe b g R, s S v wa) FA
Ao ko7t 3N F = AdFHh Oracle
< Al & A RE AR AL AL 9] ke B

ku
ru
>
oo
>
2
N
+

i e fol

Oracle Solaris A] 2~ #! ¢| Trusted Extensions 3} 7] |
e

44 ¥ o] | “Trusted Extensions®ll o 3l 44 =] ¥l Oracle Solaris A] 2~ &l 5H]” == 44 5] o] #|
“q}A &} 7 Oracle Solaris A] 2~ 8] A4 2”& ¢+ 53] 51 o},

Software Installation ¥ g+ = 2 31} & o] x| & 5| of of gk},
E7) AL ARZE 22U F EHuld Foll A root I &S w5 e}

% su -
Enter Password: Type root password
#

Trusted Extensions 3] 7] X] & c}-2 2 =3} 1 A X g+ e},
" % & ¥ = Package Manager(®H 7] Z| #2| A) GUIE AH&-3H o)

w  E]u]d Fol A pkg install ¥ &2 A-&3H o}
$ pkg install system/trusted/trusted-extensions
e 5ol 2AYS AR ke 2o ol @ HEH S XY ch o & Sol,
o HE S diEo] 2A Y A AR

$ pkg install system/trusted/locale/ja &

= B v]d )| 4] Package Manager(3} 7] x| 2] &}) GUIE 2] =+ 34t}

$ packagemanager &
a. Trusted Extensions 3 7] x| & 41 & &1 ¢},
i. HZZTHGNOME) ¥+ |5 & B4 3o}

ii. Trusted Extensions H F5 A & g},

3%« Oracle Solaris®ll Trusted Extensions 7] %5 5 7H=H ) 45



Trusted Extensions =S AH-&

L2 ARy A Bt EA A

iii. 3 7] A &= ol] 4] trusted-extensions®l o & &l 2H-& FS 1}
iv. (FA)IHAINA EZoA AAT ZA Lol o &2l eh-S FF )

b. 3 7] A& 3713} ¥ A Install/Update( x|/ o] 0] E) o} o] Z-& 51t}

Trusted Extensions S A2 2.2 A A 317 A ¥t A 3] 2

46

Trusted Extensions S -4 & 7} A| A8l o] o &) & 7} x| -4 A}kl off 3t
gt el & Eo1, 7]+ Trusted Extensions 74 & A A &4 == T4 &
o] A AR s oF gt

Trusted Extensions = A}-5
st= o] Bokwl B ok A3 A A
Trusted Extensions& T4 & 7} A| 28l of] tff &f) &2 E 9 o] & & A s}slewd W A o} 53}
ol A2 A = Ahghe A A8l of g}

A 28 =g o] & ¢HASHA B 3H°F'3}-‘EH‘“§—%€%“"JL]F}.

Kol rlo] E 0] 749 o] kA = XE Oracle Solaris A] 2~ Bl of] 4] =38 5 | ¢},

m SPARCA] A8l 2] 7% PROM H el &l ™S A el 5131 oF 5 5 A -3 o},
m x86 A 2~ El °l 74 - BIOSE W35 3 o},
n BE A2 A= rootE e E B ST

1abe1_encodings & Fo| gl

Abo] E X 1abel encodings 3t o] 3= 7 8l & 3t LS &elsled A A gk o] Fof T}
T4 A 7“°4 S A #HeE 4= 9l G ok /\}O] E of label encodings ¥t ¥ o] $l+= 73 -

Oracle"ﬂ/ﬂ Aot 7] 3 Y & 288 4 ol F o 3 Jete/security/tsol
o E B glo A] 2 4= 9l = 7| E} labelfencodings A = A F g ok Oracle 7+ 4 &

o 2§ skl qjuich e sl & A AF Al 2 elol A 3obAl ek g i el o,

3} Y S rlo] Eof] BEA| A}-& A} A 2] 5} 2] H Trusted Extensions Label Administration =
;rl— = w]_/\l /\] <.

label_encodings 3} ¢ ] @ o] & F-F-oll A A& A7 wbE B dl o] Bl Y= Y F52
49y,
7] ¥ label encodings ¥+ ¥ ] 7 $- & o] &
Py

oh 3} 2o o

rlo
12
o
i
flo
vs
o
A<
Ho
S~
>
uk

Trusted Extensions 4 % #&] . 20114 12¥


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLLBLADMIN

Trusted Extensions A 4] 2 2 & 7.9l A}-&-

AA o] & o] &

ARAE I ol %

PUBLIC public
CONFIDENTIAL: INTERNAL USE ONLY internal
CONFIDENTIAL : NEED TO KNOW needtoknow
CONFIDENTIAL : RESTRICTED restricted
F - A5 A W ol A= public ¥ internal & & wh5 1 o}
4 T UAEAIEZAZFY
Alo]l E W ol A Mol ulz} o &F-& 42} 3} of Trusted Extensions= 2| 8l of & &= 2l &1 v},
H7rE FAJ ol gk 7)ol BHA Al 2B & FA sk A ZEA 20 £7]of o] 2]t
&S atEo]of g}
A AeS A5l A AE S FAS L7 Y= A root S E A 2H S
TASE S A 4 glF o) o] 4] Wb 2 W ek o] Ho] AUt} root F &2
A 2~'llol| A BE Al & 3 = 9l = Hb 7] Ef 432 A HEA © 2 o] 2 A gEA 9l
s gyt ety gt 982 FAS st FAAS U A Ao S
S A=
5 ZA2H Y UESY I 7} R FAS AR
o & o o Bt T AE 28T 5 A F o}
n A 2Elo] At A} S = AAE AA Y
n Al AElo A A 2~ 9l = ZRIE & A o] &5 A g o,
s Ao Edo] A] A = 3l 7] A8} o Al o] E WY E 7 A A’ S
Al gk o},
s HolZo]l e ERA ALY FAE S dsdolEo] A AR S A E g}

Trusted Extensions A ¥] 2~ Y & 79| A}-&

Oracle Solaris OS°ll 4] Trusted Extensions= 4] ¥] 2~ 32| 7|5 (Service Management Facility,
SMEF)°ll 4] 2] =] = Al n] 2~ vt} 48] 2 o] 5-& svc:/system/labeld:default Y Y T},

7] 87 © & 1labeld 41| 2= H] 4] 3} 5] of

3%« Oracle Solaris®ll Trusted Extensions 7] %5 5 7H=H )

o] 2>
AN H

et

47



Trusted Extensions A1 ¥] 2 & & 7.¢] A}-§

Z — Trusted Extensions A] 2~ A
L = a2 S )%@Eﬂ%ﬂﬂE%iﬂ%ﬁaﬂ
AW v E —‘Hi Aol g3}

=
labeld A U] 2= A1 E- o #lo| &3 AA Tt o & Sof tf2of g o] Eo|
AFU

n HEodg il 7t oodef ol v H EE 8} 3t

n A TEANAVESE LE T ZA| A

n REWEY T EA

21 =st7) Aol 43 | o] A] “Oracle Solaris A] 2~ B 1] %! Trusted Extensions 57} 2 46 #| o] X| “Trusted

Extensions& A& 2 2 A4 & 517] A ioi A &l 27 Al s HE s
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b Aol ol W shko 2 WA o),

2 EHuld FE& dIabeld AV A5 AFE o7 A A )
# svcadm enable -s labeld

labeld A M| 27} 2l o] & A| 28 of] F7}slaL A ek A n]| 25 A

£-5 FE2 3 Properties(549) 5 A ® il

{} Fo_AMF LFLE 2 WHEHD v 7] A 2w ol 4 ThE AHq) S 58 shel )k v o,

3 Aulzst 8485 9EA Sagch

# svcs -x labeld
svc:/system/labeld:default (Trusted Extensions)
State: online since weekday month date hour:minute:second year
See: labeld(1M)
Impact: None.
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A Ab= Bl | A v o) Bek 32| A= label encodings H o] A A, 2l H 7]
S B3t label encodings ¥t -& A shedw 3L ApA| 7} 22 7] 715 dHA]

gholghu] b, AFA g W82 label encodings(4) "l 772 = o] ] & F 25141 A] £

label encodings ¥} ¥ S #4521 ™ root & &S 7}Al AF-g-AFod o g},

label_encodings 3} ¥ & t] 232 BAFgH o},

o] FA] wj A| o] 4| E-A} 5} W 78 7] o] Z] “Trusted Extensionsel| 4] o5 4] v 2| ¢ 3} 4 &

sabehi whp - BRI ©.

Blud ol A st o] F+ES S ek

a. chk_encodings ¥ 3= A3 g}
# /usr/sbin/chk_encodings /full-pathname-of-label-encodings-file
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Trusted Extensions] A & od o A A

ol 4-1

W

o2 Frhe F e ST
= eFEHEFYCL
el 255 Baleks AF Al Gete v WA 255 s A2 8l of gt AR ¢
-8 Trusted Extensions Label Administration | 3 %, “Creating a Label Encodings
File (Tasks)” & X 544 A] &

E

b. 282

s I Y-S &4 1abel_encodings 32 2 95U ¢},

# cp /full-pathname-of-label-encodings-file \
/etc/security/tsol/label.encodings.site

# cd /etc/security/tsol

# cp label_encodings label_encodings.tx.orig

# cp label.encodings.site label_encodings

9] - A 45} 1abel encodings ¥t o] )15 22l H| A E & F 33 oF g o},

™ & & oll 4] label_encodings & 7 A}

o] of of| Al = | AL 7} W B &5 AF-§-5Fod of 2] 1abel encodings ¥} ¥ & | A~ E§H T},

# /usr/sbin/chk_encodings /var/encodings/label_encodingsl
No errors found in /var/encodings/label encodingsl
# /usr/sbin/chk_encodings /var/encodings/label_encodings2
No errors found in /var/encodings/label_encodings2

2] 2p o 4] 1abel encodings2 ¥} 4 & AH$-5t =5 A A sl ] A= ot o]
=& A3}

# /usr/sbin/chk_encodings -a /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010
---> CLASSIFICATIONS <---

Classification 1: PUBLIC

Initial Compartment bits: 10

Initial Markings bits: NONE
---> COMPARTMENTS AND MARKINGS USAGE ANALYSIS <---

---> SENSITIVITY LABEL to COLOR MAPPING <---

Fe| A= 7155 Al T A HAE S e F el 9 Y S Jete/security/tsol
Elel = o] & o] E e

# cp /var/encodings/label_encodings2 /etc/security/tsol/label.encodings.10.10.10
# cd /etc/security/tsol
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# cp label_encodings label_encodings.tx.orig
# cp label.encodings.10.10.10 label_encodings

ulx] 2t o 2 2] A= label encodings ¥} o] 3| A} 1} Y ol z] 2ol gt}

# /usr/sbin/chk_encodings -a /etc/security/tsol/label_encodings | head -4
No errors found in /etc/security/tsol/label encodings

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010
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# man txzonemgr
7] & F4& S ych

# /usr/sbin/txzonemgr -c
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# /usr/sbin/reboot
2E Qo] thal B 2o} o] B Au] 2 u B AP,

Zone Console( & =)o A nscd A1 ¥ 25 V& g}

zone-name # svcs -Xx name-service/cache
svc:/system/name-service/cache:default (name service cache)
State: online since September 10, 2011 10:10:11 AM PDT
See: nscd(1M)
See: /var/svc/log/system-name-service-cache:default.log
Impact: None.

b. 591 vl =9 2ol B3t A =& AU Th

zone-name # netstat -rn

o
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v Trusted Extensions®l| A B.¢t #e| A} IS vlc =

Aza) Aol Ao ool A root & W& 7HAl AbE Akl .

1 9SS 958 roleadd H ¥ 2 A o}
w2 o] of) 3F AA| & W &2 roleadd(1M) Pl 7 3] o] A & FF & 514 A] £
che g ol aiel 2ol & S aieh

= Role name(® & ©] &) - secadmin
= -c Local Security Officer

aLgto] AR E Al shA vl Al 2
= -mhome-directory
= -urole-UID
®  -Srepository
= -Kkey=value

Information Security % User Security % &+ 3= & 3} 4 & 2] A g o},

F-EE ] el s gl o] & W 9] 2 iP'D'l 2l o] && AH8-3}H 3L, pfexec 8 ©
A8 A4S, lock after retries=nos A5}, & s EAt= A 5HA
et

# roleadd -c "Local Security Officer" -m \

-u 110 -K profiles="Information Security,User Security" -S files \
-K lock_after_retries=no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

2 Aol T 27 FEEAFTFUL,

# passwd -r files secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin
#
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2~
2

# roleadd -c "Site Security Officer" -d serverl:/rpool/pooll/BayArea/secadmin
-u 111 -K profiles="Information Security,User Security" -S ldap \

-K lock_after_retries=no -K audit_flags=1lo0,ex:no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

e Abs G ol i 7] 5 Al TP

# passwd -r ldap secadmin
New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin

L A}ol| Al X A 512 69 ¥ o] A] “Trusted Extensions®l| 4] & &+&
R LY

Azrhs Aol A9 o ool A root ® @8 744l AHE Ak,

1 System Administrator A g T 23} ¥ & & ol A A F e},

# roleadd -c "Local System Administrator™ -m -u 111 -K audit_flags=1lo,ex:no\
-K profiles="System Administrator" -K lock_after_retries=no \
-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH sysadmin

2 del U E7) FEE ATk

# passwd -r files sysadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for sysadmin
#
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# useradd -c "Second User" -u 1201 -d /home/jdoe jdoe
AbgAbe] w4 S ST

=%
root 913 T = 5 ak 3] A o go] o] whA & 3 ik,

laots vt I s

ol

3| Al

1‘
T af

R kLR
-p

[e]
=
fexec B 8 A5 7HAbghy o}

v

# usermod -K lock_after_retries=no -K idletime=5 -K idlecmd=lock \
-K audit_flags=lo,ex:no jdoe

F - 1d1et1me L idlecmdoll o &k 3 AR A7 AT S S S

o
ARA) & Ul 82 132 7 o] A] “Trusted Extens10ns/] policy.conf ¥t 7| 2L 7k&
B £

6% ol 4o A5 AZFAY FEE AF Tk

# passwd jdoe
New Password: Type password

Re-enter new Password: Retype password
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# usermod -R oper jdoe
A 87 & A8 7R & ek
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o of| of| A root -2 Kol He| A} A WS 5 o= T ALEAE whE U o AA g
W £ useradd(1M) % atohexlabel(1M) "l 77 | o] | & Al A
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# atohexlabel public

0x0002-08-08

# atohexlabel -c "confidential restricted"
0x0004-08-78

Th5 0 2 root &2 3E 125 FH AT 5ol ALEAE vES U et e A e AR AR F

b =1
o g 2] & 7] Egkal sexport/home Tt Al /export/homelell 51 T},

# useradd -c "Local user for Security Admin" -d /export/homel/jandoe \
-K idletime=10 -K idlecmd=logout -K lock_after_retries=no
-K min_label=0x0002-08-08 -K clearance=0x0004-08-78 jandoe

IH o} root &2 £7] o5 5 A F3 o}

# passwd -r files jandoe
New Password: <Type password>

Re-enter new Password: <Retype password>
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passwd: password successfully changed for jandoe
#
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67 9| o] A] “Trusted Extensionsell 4] ¥.¢F 2| &} of &S wl= =

# usermod -R secadmin jandoe
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echo Updating home directory for $user
homedir=/export/home/$user
usermod -md ${hostname}:$homedir -S $scope $user
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Oracle web site for Sun Software Products (http://www.oracle.com/us/sun/
sun-products-map-075562. html) ) 4] Oracle Directory Server Enterprise Edition 3} 7] x| &
ez,

S T Fo| e FA Az EY S A g
Directory Server 3 7] X] & 4 3| gt}

83 7| o] 7] “LDAP-& Directory Serverell T g+ R B =417 2] A W& A}-§-5Fof Ao
wetyoh AE, 7] 23 A A S5 AL 2] A A EF 2 Oracle Solaris Administration:
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Naming and Directory Services®| 11 7, “Setting Up Oracle Directory Server Enterprise
Edition With LDAP Clients (Tasks)” = Oracle Solaris Administration: Naming and
Directory Services®| 12 7, “Setting Up LDAP Clients (Tasks)”= B & 5}4] A 2.

(¥ 41) Directory Serverol] | &t 37 W45 A}-8-x} 7 o) F7Fg ] e},

# $PATH
/usr/sbin:.../opt/SUNWdsee/dsee6/bin:/opt/SUNWdsee/dscc6/bin:/opt/SUNWdsee/ds6/bin:
/opt/SUNWdsee/dps6/bin

(= 41) Directory Server " 7+ @ = o] X & MANPATHON 57} o},
/opt/SUNWdsee/dsee6/man

cacacadm ZEZ 1A S A4ty it =2 13 o] &35 =4 &gl

# /usr/sbin/cacaoadm enable
# /usr/sbin/cacaoadm start
start: server (pid n) already running

3 E & uj v}c} Directory Server 7} A] 2 5] = #] 2l g o},

o] ¥ & 2] A 1¥-§ SMF #]®] 2~ 8l & 2] E &= Oracle Directory Server Enterprise Edition

7)Aol 3 e

= Trusted Extensions t] & E 2] A ¥ of] o 3] A u] 25 &4 3}l

# dsadm stop /export/home/ds/instances/your-instance
# dsadm enable-service -T SMF /export/home/ds/instances/your-instance
# dsadm start /export/home/ds/instances/your-instance

dsadm ™ & o] off &k A} A Bk W 22 dsadm(1M) " 74 # o] A| & F A FFA A 2.

s ZEA AR Aol ool Aul g A4 oz g

# dpadm stop /export/home/ds/instances/your-instance
# dpadm enable-service -T SMF /export/home/ds/instances/your-instance
# dpadm start /export/home/ds/instances/your-instance

dpadm ™8 7 o] tf) 3k AFA| gk W] £ dpadm(1M) " 57+ | o] A| & F R s}A A L.

AANE A et

# dsadm info /export/home/ds/instances/your-instance

Instance Path: /export/home/ds/instances/your-instance
Owner: root(root)

Non-secure port: 389

Secure port: 636

Bit format: 32-bit

State: Running

Server PID: 298

DSCC url: -

SMF application name: ds--export-home-ds-instances-your-instance
Instance version: D-A00
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86

dwt 25 LDAP 74 & A & 3l 23}7] 913 A =F2 Oracle Solaris Administration: Naming and

SECEED)

Directory Services®| 13 7, “LDAP Troubleshooting (Reference)”& % & 514 A] 2.

Directory Server- LDAP & 2} o] &

E
o] Ze}to| el E & A}-§-3} o] LDAP-E Directory Servers A & = 3155 1] t}. Directory
ServerE A §-7| Aol M A o] Z¢] & 3 &l of i}

Trusted Extensions Directory Serveroll & 2te| 1 E & QA & 1t
SetolAdEE A A AU 51 Sete|dES RS

7o o Aol A root F &S 7FA AFE AL B}

Trusted Extensions 2= = E §l] o] & 2] ~ ¥l o] 27} 3 ] o},
Trusted Extensions ©] & E 2] A ¥ & A}-8-3} 7 1} Trusted Extensions & B = 2] A] 2~ &l o]

Z7}ak 2 o) &),
Z2} o] &l E 9] hame-service/switch 4] 8] 2ol 4] LDAPS 4 &t}

a. @A FAS ZAF e

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

config/printer astring "user files ldap"

b. the 55 AR S 7| Rkl 4 WA Pk,

# svccfg -s name-service/switch setprop config/host = astring: "files ldap dns"

A A o Qoll A 1dapclient init H HF = A 3F gl
o| o o 4] LDAP & 2}o] ¢l E = example-domain.com =W ¢lel sls5vch A 2] Ip
F4215192.168.5.5% Y o}

# ldapclient init -a domainName=example-domain.com -a profileName=default \
> -a proxyDN=cn=proxyagent,ou=profile,dc=example-domain,dc=com \

> -a proxyDN=cn=proxyPassword={NS1l}ecc423aad0 192.168.5.5

System successfully configured

4] ¥ 2] enableShadowUpdate " 7} ¥ 55 TRUEE A2 A g1},

# ldapclient -v mod -a enableShadowUpdate=TRUE \

> -a adminDN=cn=admin, ou=profile,dc=example-domain,dc=com

System successfully configured

enableShadowUpdate P} 71} ¥ 4=of| off &+ &}A) g+ W] -8--2 Oracle Solaris Administration:
Naming and Directory Services 2| “enableShadowUpdate Switch” ¥ ldapclient(1M)
v 5ol o o] 2| & F AR Al 2
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v Oracle Directory Server Enterprise Edition-& & L
it

o] Ao =37t 21 FHA AN AR A 21D o F 2
o}g 7| B AL A 5 A] ek o)

et

T4 gt

A R C LIS}

= % 7+ 3% /export/home/ds/instances/ your-instance/logs/LOG_TYPE t] & E 2| o]
ul] &) 5 U o}

w ol E= = e 25600 A 7] 5 o

» 2600700 Y AR Ao R BT g

s AR dEE AR Y

n 37 o] At e E 29 %_‘%ELE%LM.

s REZ7 Y e

n 29 e E 1007HE A 51‘331,71L gl o] 2 7] = F Y 500MBE 9 Al ==
gk

n HlgAz

- 2w

500MB "] uto| = 7}AF & e = 7 17} AFA| = U o},
9% 2104+ H T

rr ofl
ri
=)

Az el A ool 4 root 9 @& 7HE] AHgAped of g o,

N A A& LOG_TYPE ACCESS Y H th 21 74 &2 th5 3 25t
dsconf set-log-prop LOG_TYPE property:value

# dsconf set-log-prop ACCESS max-age:3M

# dsconf set-log-prop ACCESS max-disk-space-size:20000M
# dsconf set-log-prop ACCESS max-file-count:100

# dsconf set-log-prop ACCESS max-size:500M

# dsconf set-log-prop ACCESS min-free-disk-space:500M

2 AAEIEFAIYCL

# dsconf set-log-prop AUDIT max-age:3M

# dsconf set-log-prop AUDIT max-disk-space-size:20000M
# dsconf set-log-prop AUDIT max-file-count:100

# dsconf set-log-prop AUDIT max-size:500M

# dsconf set-log-prop AUDIT min-free-disk-space:500M
# dsconf set-log-prop AUDIT rotation-interval:ld
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Z|EA o Z At 219 3] A2 15 o

3 LREISTFAHEC
ol FA e A &7 2ol M AT Fohdl o] E AF T st
# dsconf set-log-prop ERROR max-age:3M
# dsconf set-log-prop ERROR max-disk-space-size:20000M
# dsconf set-log-prop ERROR max-file-count:30
# dsconf set-log-prop ERROR max-size:500M
# dsconf set-log-prop ERROR min-free-disk-space:500M
# dsconf set-log-prop ERROR verbose-enabled:on
4 (FA)E2EF A AAE FAFYC
7 2ol o) b A G FAHE SR vl

# dsconf set-log-prop LOG_TYPE rotation-min-file-size:undefined
# dsconf set-log-prop LOG_TYPE rotation-time'undqﬁned

dsconf " & ol o gk ApA| & W &2 dsconf(1M) " 572 3 o] X & F AR 54 Al 2.

v Oracle Directory Server Enterprise Edition-$- t}5
#2574

Trusted Extensionsll 4] 2] 6} 2] ™ Directory Server2] A ¥ £ E 7} Ao of o o] A T} 5
2 E(MLP)Z -4 5| o] of §hv ),

Akt gel 5o od ool A root ¥ 3 7} A Ab-&xo] of G},
1  txzonemgr= A| =g},
# /usr/sbin/txzonemgr &

PEEEZ ictF e TES A dFo F71F Yt
E W3 =389t}

m o

3 UDPZZEF 3ctF alY TS AY o G F71g ).
E W3 =389t}

I

v Oracle Directory Server Enterprise Edition * -§-7]

2 7] o] LDAP t o B{ v o] 27} &l o] & A, A8 AF B A A2 H]) o] off 3 Trusted
Extensions U] o| B & 2. 33t ¢ ol &= Z A4 5| vt A = ol 51 o o] A Aol A =
Directory Server | o] E] #] o] 2~ o] Trusted Extensions 4 2.5 A &t}

88 Trusted Extensions 4 % #&] . 20114 12¥
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SECEED)

ﬁ§%°lﬁmm 4812 747 AL g Apod of FlTh Al £ % il o] E7p Abg o 7
A7 = LDA I_"/]'O]O‘] o] )5 th U R A o] o dll Al =86 H| o] A “Directory
Server-§- LD Zelold EmtE7E XA 4] L.

o) & ) Au] 2 vl o] g W] o] 2 A $E o AHE T kA o) 2| o] R 9 o & wHE L Th
# mkdir -p /setup/files

A etc 7L 28 0] Y G ol Eabghui,

# cd /etc

# cp aliases group networks netmasks protocols /setup/files

#

cp rpc services auto_master /setup/files

# cd /etc/security/tsol
# cp tnrhdb tnrhtp /setup/files

F9| —*attr Y& FAFSHA] s Th Al AR AL o A g =
HX%‘G];7F+L‘ﬂﬁﬂ]SIMpQ“4 *F&EH4Q‘°H3@“§%L_ueraur
auth attr exec attr & prof attr H]O]Eﬁ‘ﬂ]o]/\"ﬂ o gk 55 Fohgh o, AR gl

-—

/setup/files/auto_master 3} ¢ o] 4 +auto_master &5 A A g},

EREXTE LRSS R IeE

# cp /zone/public/root/etc/auto_home_public /setup/files

# cp /zone/internal/root/etc/auto_home_internal /setup/files

# cp /zone/needtoknow/root/etc/auto_home_needtoknow /setup/files

# cp /zone/restricted/root/etc/auto_home_restricted /setup/files

oS A5 S5 ol4) 2 el A A Sl 3l o] o] EAH vt % o) 5 )
Zoll = 7Y W go] A T} o o o] 52 Trusted Extensions 4~ = E 9] o 2} g7

A &%l 7] 1abel encodings 3} ol 4] | Ol%% Al g o}

= Abg ko] efef o] Fo] o F o] efe] o] & oA Tk,

»  myNFSserver= & Ut @ E 2] ol tf g NFS A ¥ & A H gk},

)

‘IL

/setup/files/auto home public
* myNFSserver_FQDN:/zone/public/root/export/home/&

/setup/files/auto home internal
* myNFSserver _FQDN:/zone/internal/root/export/home/&

/setup/files/auto home needtoknow
* myNFSserver_FQDN:/zone/needtoknow/root/export/home/&

/setup/files/auto home restricted
* myNFSserver_FQDN:/zone/restricted/root/export/home/&

5% .« Trusted Extensionsoll ® 3 LDAP 74 (&+ <) 89


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4user-attr-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Museradd-1m

7] & Oracle Directory Server Enterprise Edition®l = 3} Trusted Extensions = 5-4] wh& 7|

ldapaddent % 3 -2 A}-§3} o Directory Server ~ Bl o] o] » & 5} 2 A F ).
ol & Sof, chg v @& 28l 0] A 32 ) hosts T 2 A8 & A F1 k.
# /usr/sbin/ldapaddent -D "cn=directory manager" \

-w dirmgrl23 -a simple -f /setup/files/hosts hosts

Trusted Extensions Directory Server®l] ™ 3} 1dapclient 8 S 43T F ¢ N2

A| ¥l o 2] ZEto] A EE v & st o}

7] of o of| 4] 1dapclient uninit & & A gt A E8 & AHE5le] Al 2H o]
o] o] A LDAP Feto] d E 7} opwd x] BHol gk T},

# ldapclient -v uninit

A gF W] &2 1dapclient(1M) "l 57 & 3 o] X & FH X544 A £

Trusted Extensions Y] E $] 2 ©] o] & ¥l] 0] 2 & LDAP 3 -¢-21 H tncfg % H = -S Ldap
A3} &7 A& el
A g U 82206 d o] A “TAE U E YT Yol & A A (2] W) FHRFA AL

7] & Oracle Directory Server Enterprise Edition®l] &
Trusted Extensions = =] 75 7]

90

A1 2}7) Aol

H & Trusted Extensions ] ©] E] ] ] 2~ E- Oracle Solaris A] 2~ &l &] 7| & t] &) & 2] A B o]
= 7}alf of vk 17 o} Trusted Extensions A 2~ & of] 4] Dlrectory Serverol] 4 A A~ &
T A EE A 515 5 3}t 9 Trusted Extensions A] 22 Bl S LDAP Z & A] A H &

LDAP Z. 54| A1 ¥ wh= 7|

Alo] Eof] o]u] LDAP A ¥ 7} 2l += 73§ Trusted Extensions A| 2~ 8l o] A ZEA] A8 &
= h=

enableShadowUpdate P} 7l "1 <=5 TRUEZ A A 3} =5 7 = Zglo| ol E o] 4] LDAP

AW E A R FHh ST AFE 2 86 v o] #] “Dlrectory Server-§- LDAP 2 2}o|d E

eI E ’SE st A2

Y3} enableShadowUpdate Tl 7)) <=7} TRUEZ A & El Z 2} o] &l E of| A Trusted Extensions

AR 7F 3 bl o] B | o] 25 LDAP A ¥ ol F7F 85 o, AR & W -2 88 ¥ ©] A
“Oracle Directory Server Enterprise Edition A -%-7]"& 3 £ 3} 4 A] &

e of ol A root &S 7} Al A}E-AFod of ghu T}

Trusted Extensions & 74 5 4] 2" o] 4] T2 2] 4 ¥ E w51t}
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Trusted Extensions LDAP Z2} o] &1 E wHE7]

e
=
Su

s

- 7} A 1dapclient ™ % & A 3 3l oF 3h] T} 1dapclient init " &= A3
ldapclient modify ™ % & A 3] 5} o enableShadowUpdate ¥l 7l ¥ =& TRUEZ
A7 g o}

o
e

o

3

lo
s

e},

52 A& W& vt} tdapclient init W 82 ZEA] g

# ldapclient init \

-a proxyDN=cn=proxyagent,ou=profile,dc=west,dc=example,dc=com \
-a domainName=west.example.com \

-a profileName=pitl \

-a proxyPassword=test1234 192.168.0.1

System successfully configured

ldapclient mod B H 2 A £ oo EE A} 0 7 A g},

# ldapclient mod -a enableShadowUpdate=TRUE \

-a adminDN=cn=admin, ou=profile,dc=west,dc=example,dc=com \
-a adminPassword=admin-password

System successfully configured

ZHA) g W} &2 Oracle Solaris Administration: Naming and Directory Services ] 12 7,
“Setting Up LDAP Clients (Tasks)” & 32514 A] 2.

X Z-2] A ¥ of] A Trusted Extensions o] o] B} ¥] o] 2 & & 5 Q) =4 &l g}
# ldaplist -1 database

LDAP 74 A & &l 2 ’6}7 ] $13 A - Oracle Solaris Administration: Naming and
Directory Services®| 13 %, “LDAP Troubleshooting (Reference)”& % & 3} 4 A] &

Trusted Extensions LDAP -2} o] g E wtE-7]

T}2 A z} o]l A = 7] & Trusted Extensions T @ £ 2] A B8] o] tJ 3+ LDAP S t}lo|HEE
gis- LS
v Trusted Extensions®l] 4] A & ¢ 9-& LDAP
%ﬂﬂﬂziﬁ%ﬂ
o] A x}tol| = LDAP Z2to] A E 2] Ao of o) tf g LDAP o] & A A Mu| A~ A4S
AR}

txzonemgr 223 EE AR&-g o},
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92

A 2k 8}7) Aol

F-_#Ho|Eo] Az ol A o] F AHE AA S = B A A7 el i o o ol g
LDAP Zelo|d E 1S A A &l o g},

Oracle Directory Server Enterprise Edition, & T # £.2] 4] 7} & sl of ghth AW &
Trusted Extensions t] o| Bl #] o] 2~ & A} -¢-31 o] S2fe]d E /\]Z:E” of| A} A o] AT 4=
stofof gttt upebs t 2] Au oA Bel )l E2| ES o] Fetold B A A H of
oot S AR S F 85k g o, kd=gte x A o] U‘j FTEIYTh

e of ol A root &S 7} Al A}-E-AFod of g T}
DNSE- A}-&3l+= 7 % dns= name-service/switch 74 ol &7} & o}
LDAP?] 3% 5 o| & A A An] 2 A 3t 9} Y o] Trusted Extensions®ll Y7+ #| gFA ) 1] t}.

a AR FHL EAGYL

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

b. dnsE host 55 A E | F7}5I3L U] 25 HE LYl

# svccfg -s name-service/switch setprop config/host = astring: "files dns ldap"
# svccfg -s name-service/switch:default refresh

¢ AT AR

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/host astring files dns ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

Trusted Extensions H] o] EJ ¥ o] 2~ = 7] B 4] files ldap= A58 22 v}l 5] %]
s th

LDAP Z&}o] 9 E & 9HE 2 W txzonemgr H H 2 34 o] AT},

# txzonemgr &
a A YA T FEYLh

b. Create LDAP Client(LDAP Z2}o]|d E wtE7])E A & g},
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Trusted Extensions LDAP Z2} o] &1 E wHE7]

¢ e EEEeol $HEohe 24 $H FOKENE FFoh
Enter Domain Name: Type the domain name
Enter Hostname of LDAP Server: Type the name of the server
Enter IP Address of LDAP Server servername: Type the IP address
Enter LDAP Proxy Password: Type the password to the server
Confirm LDAP Proxy Password: Retype the password to the server
Enter LDAP Profile Name: Type the profile name
d. 2418 & SdsA Y H ek
Proceed to create LDAP Client?
g9l 3} txzonemgr 2~ =¥ E 7} ldapclient init ™ &S A 8 g o},
NES Qe =g AHE o2 AHate) FetoldE T4 S FR T

# ldapclient -v mod -a enableShadowUpdate=TRUE \
> -a adminDN=cn=admin,ou=profile,dc=domain,dc=suffix
System successfully configured

Aol A A 1wt GuER S

)

w7 3-& I IDAP A H E H e Fc),
# ldapclient list

=Y v A o
NS LDAP FILE VERSION= 2.0
NS LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS LDAP BIND TIME= number

#E
F7L U Bk A% 2 23-E] 9 b opa] A o o) ol ok
52 Al 2% o) LDAP A9 ] 85 0] gl & vheby v o,

LDAP ERROR (91): Can’t connect to the LDAP server.
Failed to find defaultSearchBase for domain domain-name

o] & 72 3 Aslelwl LDAP A ¥ = <l of g},
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&g ek
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(
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it

11 7, “Trusted Extensionsoll 4] AF-8- 7}, 74 g & o & 3} 2] (=} 43 )ol] 4] = Trusted
Extens1ons/] At AFE- A} he] of] o gF %

E-
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ofd
ol
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o

12 &, “Trusted Extensions©ll 4] € 7 32| (= ¢d)”ol| A4 = Trusted Extensions &
HAA o7 Hest7] 9 A S Al gl
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14 7, “Trusted Extensionsol| 4 7} 9 k2] Bl vk E (2 d)” el A =
ol & ), Al 28 e 9 7] ef 7hel e 2ol o) @ ) ) & A gkl

15 4, <A1 2] 8k 4= 9l = v| E 9] 7] (7)) 8.)” ol 4 = Trusted Extensions2] Y| E 9] =
oo ]H wlo] 2~ b ' of o g ) 8 & Al F g o

16 7, “Trusted Extensionsl| 4] ¥ = 9] 2 22| (% %1)”ll A = Trusted Extensions°]
ol £ 9] =2 ol o Efui o] 2~ W 298] e ol w7t x| 12 A T oh.

18 7, “Trusted Extensions 2| t+& 2l vl & (7] 8.)”ll 4| = Trusted Extensions 2| ™| & ¥
i Xﬂ = Aw ok,

19 7, “#l| o] &0 gl el 4l FHe](#F3d)”oll Al = Trusted Extensions®l| 4] &1l =] 2] of] = 3k

20 7, “Trusted Extensions 2] 7 & (7] 8.)” ¢l 4] = Oracle Solaris2] &#| 2.5 5 $] 3l Trusted

Extensions®l| 4] Al F5}= 24 7] 58 A g
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b, TE o Bel A ALEAS] F iU B o] AT AL & ol Y
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# vi /etc/skel/.link_files
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.link_filesol &3 g},
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Al 2~®l Fej A= o5 U F 22 copy files H . link files ¥}L & wFEu o},

## .copy files for regular users

## Copy these files to my home directory in every zone
.mailrc

.mozilla

.soffice

1w

## .link files for regular users with C shells

## Link these files to my home directory in every zone
.bashrc

.bashrc.user

.cshrc

.login

|

## .link files for regular users with Korn shells

# Link these files to my home directory in every zone
.ksh

.profile

1wq

2 275} vhedol) A 2] A AL A] 214 ZHedo] el o] o) ol ZRlE| 2 e

gk,

## .cshrc file
setenv PRINTER conf-printerl
setenv LPDEST conf-printerl

## .ksh file
export PRINTER conf-printerl
export LPDEST conf-printerl

ARt A o) ® Bl & R A g B4 v e B 2le] ks o),
$ cp .copy_files .link_files .bashrc .bashrc.user .cshrc \
.login .profile .mailrc /etc/skelC

$ cp .copy_files .link_files .ksh .profile .mailrc \
/etc/skelK
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# usermod -K min_label=INTERNAL -K clearance=ADMIN_HIGH jdoe
Fadolgs ol Apg A ol & WA E AFE T dFHth

# usermod -K min_label=PUBLIC -K clearance=INTERNAL jdoe
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# usermod -K min_label=INTERNAL -K clearance=INTERNAL jdoe
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solaris.device.allocate - AF-§-A7} ufo] 21} CD-ROM I} 2 1 A A & &
oA 5T

7] EA © & QOracle Solaris AF-& A= CD-ROM= ¢} 12 & 4= )51 o}, L2 v} Trusted
Extensions®l| 4] = A A & &t 4= 9] = A} 2wk CD-ROM E g} o] Hoof] o} 4| A&k 4=
NEHTh A& Eeto| B E %L‘:]'O]'E]]‘{‘I Ql% o] = 8 gk}, whel A Trusted
Extensions®ll 4] CD-ROM< &) 32 2~ 2] % A}-8-A}o] A Allocate Device(7 A &1)

ol 5ol T g gt}

solaris.label.file.downgrade - AF-8-#AF7} 3} o] B ol & ¥l & vh& 4= 9l A
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ol gt
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A el S}
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solaris.login.remote — /‘P*‘lx}ﬂ dA o g 2.1 A 5
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A1 28t 7] A ol

= solaris.print.nobanner - AF-§-At7} o U] 5] o] 2] glo] HAlE S qla & 4= 9l A
ol g}

® solaris.print.unlabeled - AF-& A7} # o] & XA 51 A] b= HAFE & ol g 4=
A )5 g o},

®  solaris.system.shutdown — AF-8 A7} A] A8l 3} of o & F 5 & <= 9l A ol 53}

AgREE ST AR T2} TFFY

A ¥ H A} = Oracle Solaris ¥2]: B.QF A B] 2 9] “A}-&-%} ] RBAC 5 & A K& W 5l+=
S AR S Al L

el

AEAE U 2AY S 4 E2 TP AT
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NA| A5 E gl of &F = gl T o] A Ao = AL EAE H Q3
zgawmto 2 Algtels A3 229U S A A g o}
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Oracle Solaris AH-§ =} 7} 2} 41 &) ol 22 Blel| 4] 7] 2 SRS AP T F Y= F AR =
Sl Desktop Applets©| 2= A3t = 2 5t 4 & g5 Y o}

4 2} =O0racle Solaris #2]: 2. QF A B] 2 0] “AL &AL 5 | ~ T 5 &
Al ghsh= W e AR Al L.

ofo
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fru
[
o
|o
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Trusted Extensions AF-&- &} 7} AF 41 ] vl ~ A 8tell A B Q3 A S F Q=N E3 S
AYPe e E A =clEJdd =2 gd S5

Y A FAH R Sk E S5

# profiles -p "Trusted Desktop Applets"

profiles:Trusted Desktop Applets>

set desc="Can use trusted desktop applications except terminal"
profiles:Trusted Desktop Applets> add cmd=/usr/dt/config/tsoljds-migration;end
profiles:Trusted Desktop Applets> add cmd=/usr/bin/tsoljds-xagent;end
profiles:Trusted Desktop Applets> commit
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AHgA Y A B (Y )

3 Desktop Applets = & 3} ¢ -5 Trusted Desktop Applets = 2 3} g o] th 3k 2 X A
ﬁzﬂwiéﬂﬂqq
o] Ak T2 kel &t 20 A vk E Gl ek,
profiles:Trusted Desktop Applets> add profiles="Desktop Applets"
profiles:Trusted Desktop Applets> commit
profiles:Trusted Desktop Applets> exit

4 Trusted Desktop Applets A3 Z 2 3} of] T u} 2 F-5o] T35 o] Q=4 el gcl.
5ol o8 Fe i 50 9 fE QR
# profiles -p "Trusted Desktop Applets" info
Found profile in files repository.
name=Trusted Desktop Applets
desc=Can use trusted desktop applications except terminal
profiles=Desktop Applets
cmd=/usr/dt/config/tsoljds-migration
cmd=/usr/bin/tsoljds-xagent
Ba-dlsa ofol o] S E T2 EE S8 T2 Fe 2o et AT
I g2 3t d S ukE sy oh 18 ob3 Trusted Desktop Applets Atz =g
FEEL R RRE L EE L E I S sy

5 A}&AE Trusted Desktop Applets Y Stop W Z 23l g o] ] A},
# usermod -P "Trusted Desktop Applets,Stop" username
of AHgARE A1E & S Qe Wl 2 ARG AS T S A B AL AR ALY 2E
AR A2 AL 9] & 48 5] A v} Basic Solaris User 7 g =2 3} A of] 32 §H5 A ghS 7HA 4
Q%o

drs 2R AEAT U AL YRS AT

146

3

ol el A | A=t A AR AFEATFEE|E FE A F A= S A Yo A A
o|u] LDAP #] A4~ of| Oracle Solaris t| 2~ 3. & A}-8-#}of| tff LDesktop Applets 2 gt

= 2 9} 4 Trusted Extensions H 2~ 25 A}-&-Z}of| tff gk Trusted Desktop Applets 7 3t
=2 abel & ahE o] Fol ¢t

M A 2] A} = Terminal Window A TE2 v d S ntE v s Al =

}o]

T

it
o

Yz},

d

# profiles -p "Terminal Window" -S ldap

profiles:Terminal Window> set desc="Can open a terminal window"
profiles:Terminal Window> add cmd=/usr/bin/gnome-terminal;end
profiles:Terminal Window> commit

profiles:Terminal Window> exit

# profiles -p "Terminal Window" info

Found profile in ldap repository.

name=Terminal Window

desc=Can open a terminal window

cmd=/usr/bin/gnome-terminal
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I8 o B A= AFAl o) Al & )] 98l Blv)E o] Qg AaE
Ab-g- Aol Al o] A gt o vt AN A T2 & AP Al A Z 2 o
WO AFE A= 1s Y catdt A2 Aol B8 5HA S UNIXWEH =AY T 5

N

# usermod -P "Trusted Desktop Applets,Terminal Window,All,Stop" -S ldap jdoe

o A 223l AT A A8 jdoets ol 225 B EvE B A8 5 ol
& AL A2 2 9] & 93] 8} A 1) Basic Solaris User A 3 Z 2 3} ol £¢5 Hghs 714

S pzeh

Abg el A7 A EE A Bahe
Abo] E H.Qlol wha} A& 7fol 7 7] Ao 7 styty|= ARt A 4o AS

& galloF & AT

Z2] _proc_fork ==+ proc_exec A2 A A5} A| v} A & o] 218 A Tlo] gl o
A4 A= 2] 28l S 2} 23 4 gl S o)

# usermod -K defaultpriv=basic, !proc_info, !proc_session, !file_link_any

proc_info A h& A A5 ARE AL 7F ARl o] AR SHA] ¢ TR A A F AR 5 QU

'CE] Y th proc session A gt Al A shH A& A7 & A A A 2] ol o) ‘C ZRAAEE
A FHTh file link any A3 A A sFH A& A7) A5 9 A] e w}oloﬂ

Ga ke 928w 5 e

o] od ool A 1k el 2} o & 71Al AFg AR o] of g ),

27 g Aol AR L A G ok,

# usermod -K lock_after_retries=no jdoe
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SECEED)

LDAP AF-& Aol th g Al A ZFaF2 8l Al 1 21 LDAP A & 45 2 A 3 o},

# usermod -S ldap -K lock_after_retries=no jdoe

A7 H o B 9] XS MAL S YA she
i

shod Wl T B el uh 41 qh B 2 E o) Hok AW i w0 g M AW S 9l Unt
g AP A 5T 5 ol Th R o 4] o] Boll A A F T
Abg AR} o 3 T 8 of Fuieh, 12l 3 el o] B A A Y S 5] -3k w2 o o] o] Sl
of o] & T sl of Gl ek, A 17251 o] 2] “dl ol o] hi= o ol 4 Tl o] el o] B2
A7 Qe 5 oA A s g HaShA AL

Ta e s slet el

Ao o ool A ok Te] 2 6 % 7hAl AL Ao of gl ),

zZ2nde s,
= dFol he Ak AE Y Hlol & A AR S F sl eh
» Downgrade File Label(7} % 2| o] & v} L2l o] =)
» Upgrade File Label(7} % | o] & ¢ L& o] =)
ot 5ol A= AHE AR S I el A AR ol &= A AR 5 sds ek
= Downgrade DragNDrop or CutPaste Info(DragNDrop = += CutPaste & . th-& 12 o] =)

= DragNDrop or CutPaste Info Without Viewing(X.7| % ©| DragNDrop %= CutPaste
)

Upgrade DragNDrop or CutPaste Info(DragNDrop %= CutPaste J 5. 43 L8| o] =)

ofX

=25t e A G AER L G ol A F Pk,

A ¥ A A= Oracle Solaris $2]: B.QF A B] 2 0] “A}-&- A} ] RBAC 5 F & W7
WPH g 3 s 9.

b
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rlr
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AR A 2B ol 4] A7) 5 ) AL A o] B e B e] ul b AL} 4
27 % 4 5|94 Sl ol ek b8 A7} 4R A A & A ok
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BE 8l o] Fol A 21§ o] F El Y E2] & ofsho] mgh] ek,
BE ol o] ol 4 AH§ 7] vl & 5k A& o} Fhol mg b,

AFE A} A& AHA R o

# userdel -r jdoe

BEdo]dol Gt Feol A g Ao Y £ B o A Qe 5502 AA ek

F - /tnp U8 E 2] €] 9121 S u] F5ho] BE gl o] Hof A] A2-2] o) A] 5ol & 3o}
ALH o o g e},

F7F are] bk 118 9 o] A| “ApG-AF A A| RS ARSI A L
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Trusted Extensionsoll 4] ¥ 23 A| =~ & e 3l = 44

Trusted Extensions®l| A {2 ] ~ €l & 3] 5l = 4
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o| Z& 7| AFef ol A Trusted Extensions A| 2~ B 2 vt} ok} | 71 UsES 58 ¢4
FA o 2 HE BTt o HU S o = netservices 4F, 7] & Xé A 7B 2 79l
F%l?‘ﬂi 2 7] E pAM & A o] jL_?iLElL]E]_

n AR A B A A 9t A Au| s U E Y Tl A FAlo] AFS S E AR E| A

=
S} A9k ssh A B] 2= ssh, 2291 W PAM A A © 2 2l &l roott} t}E 2 &hof 4] €A
a9l Yl A 4 glF Tk

» rootv G| BE AA 25 Al root AR S AHETE G Gl o T
PAMC & Q13| & 1913 4 ¢l o},
root 7t AF& A Al o 2 WA F e et e 7] 229 W ssh A A ol A root A5 AH
U4 Z2el8 W)

» F7]EPAM ol 94 1l whE T
pam roles ZE-2role 78 Al Aol A e 22 2 914 & 72918 AF-gh ]},

Trusted Extensions PAM 5% ¢l pam_tsol account+ CIPSO =& EF5 A}-8-35} %]
42 A3 9o 020 974 21918 7R o} o] A& EhE Trusted
Extensions A| 2~ &l °ﬂ A LA e & G sk g Ao

o2l

uw} 2} 4] Oracle Solaris A| 2~ 8l 3} v}z 7} x| 2 44 32| & A &l ofF ghv] o}, Trusted
Extensionsfﬂ] =AY ool HLsl= ol Eadk# o] E W9 Hpam tsol account

ol % obx 74 27 Aael 2

Trusted Extensions®l| 4] = & 2~ E 7]H} C’L%‘l} 7 ssh
A 2~ ol A L3k e &) of gt} 5 A E 7]l =
AL&- AL A A o] 1A Trusted Extensions©l| /‘1 "3‘. Bl I =

FAE 7SS AL sshFeto|dEE e AL A o] E T o] F & BF
AA A 28l Aol B o), o] B o} A AW = 53¢ el =E pam_roles
g Aetslo] AbE A AR o] Aujef] Z 2SI Gk AT WS FURF

g e,
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Trusted Extensionsoll 4] 42 A| =~ & 4 2 ge] (=g W)

Trusted Extensions®l| Al += Tt} 23} 222wl o & 917 2| & 3k 4 9l 5 o)

AR
»  Trusted Extensions A] =¥l o] 2] @] - t F-2-2] Wl 1A o A= F A A~H o]
3] o 7] o] 2 CIPSO B.qt 8l Z 2] E of| A A3t} o 12-1S F X514 A

O

n F o] Eo] ¢ A 2"l o) 4] W] - Trusted Extensions A 2~ 8l ol A 2] 7} &7} 58

73 % pam. conf I+ Y ol 4 pam tsol account ZE ol o3l allow unlabeled +41 <

AR ehol =92 m2 e 2 44 & 93 5 ol sk

o] A g S A 1919] A 2o A o] ool 4 5 S 7] el
Bl Z 2] E 2 WA s) oF 3t th admin low Bl Z 2] E= 7HE4 AF&-alf o 5}
3}°“:7}‘: %4:0.0.0.02 7] 2 Zko] ADMIN Low & o 1% | =wd ok ok AR g

2218 ol A “4) %) 2 5 9l v =9 Lol A 2 Ao

Ho]-u4 » O 7?]— g]./lﬂ /\]

4>
pod
fr
fos
[>
[
il

Te) Alvte| oA 9A 2 101S 9
allow remote w41< ]Xé 5}o] PAM

dubA 0 7 oAb ssh & AbEste] W Eoll A A Al ~vlS Al gt x
%4 & &3l Trusted Extensions ¥ 2] GUIE A} &

g Xyne A ¥ & A}-§5}o] 214 Trusted Extensions & 14 3F = 355U o). 1% EH%
P4 M E 912 2R VNG A& AL 5ol 2 £ oW o 228 3

Al 288 e sk = gl T} 156 3 o] A A M A E 2]8)] XvncE 4
Extensions A| 2~ 8l & A 3= v & S 2 OHJ Al Q.

Trusted Extensions®l| A 4 7 A 2 A 2 ] (=4 H)

AA A~ ‘:71_3 & Trusted Extensions = A F-E35}7] Aol 44 pe| & Ao 2 AR+
TPV E Y A 75T (VNC) == ssh Z 2 EZF S AL-&5bo] A A8l S A5k 4=
AFU ok

=t A 3wy
Trusted Extensions A| 2~ 81 2] | 2] A = ssh Z 2} o] &1 E ol 4] Trusted Extensions 154 9| o] A “%d A Trusted Extensions
9A |2 AL Al 28 o] |2 Apg o7 AR} Al 2~El o] A e AL

A4 g e,

7VP HE 9 a

Zlo|d E ol A ¥ A Trusted Extensions A| 2~ 8l 2] | 156 3| o] A “4 A N A 2~ E- 9] 8] Xvnc s

SR | Xvnc AWM E AR She] FEfo| dE R A A}-8-3} o] Trusted Extensions A] 2~ & <
S AR A T A A S AR | FAshe
Trusted Extensions A| 2~ 8l ol] | 14 A A8 & e 4= gl ks W) 157 | o] A “%d 4 Trusted Extensions
HAA o7 Z el Al 2~ellof] & 19l 5h a1 Fhe] sk W
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154

- Bt QA& H Eslo] Abo] Eof| A 5] &5 = A dhe| W& 2R o

ol

% A Trusted Extensions A] 2 ¥ 2] 42 T3] A&

o| A z}-ofl 4] = Trusted Extensions 7] 5= F=7}3}7| A ol Oracle Solaris %1 4 A] 2~ &l of] 4]
FAE7|HFQIES Al g o 7 At YA A 2L ssh A1 o]L]r/}

17 2] 225 o] = Oracle Solaris7} 4 A ¥ o o) 51 3 % A] 25l ofl &) 4] 23 %= 91 %] o,

F A 2" A 2 E 7L AdF S AIS o2 ARl

A A} = Oracle Solaris 2] : B¢k A ¥] £ 2] “Secure Shell®]] o &+ &~ E 7|4} ol 5 A A
TS R AL

F_cat W H E AR v A L.ssh A A S B8l 38 7)1 & HAlslo] 2o E5u
ssh & 2l o] &1 E 7} Oracle Solaris A] 228 o] o} 7 §- ssh Zelo|d EE &~ E 7|0t
QlFZ o2 FASHY] gt ZAF o A H & W= AA L,

o] A & S5 5 F A 2B o] A root FEE WS F U= A A AR E 7R A
%4%%%%%%%@0@Gmm“ﬂﬂﬂﬁ%ﬁ#ﬂﬁhﬁwmﬂﬂ%%
YAt FE 9 E F A F Uk

ssh A4 ¥ ol 4] ssh A ¥ 2 43513l root7t A2 2 A 5 Y EF AR

# vi /etc/ssh/sshd_config
## Permit remote login by root
PermitRootLogin yes

o] F-9] ¥HA| & root 181 B4 A 2% 9 ALE A A gk o),

F -2 A7} root &S WA H B2 A root 21 e 20 A S &3k
287t s

ssh A1 ¥ 9l 4] ssh 4] ¥] 25 o} 4] A 23 o},

# svcadm restart ssh

sshA1 M 8] root & | P Ee]oll A Z2E 7| AF S St =2 E YA RS
A gt
# cd

# vi .shosts
client-host username
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Trusted Extensions®ll A 942 | ~® 74 2 Fa] =k W

=)

5

o 12-1

ssh A W o] 4] 5 7} 7] PAM A & ¢ sh3Hy o}
a. GTelA YA 2203 EFu

# vi /etc/pam.conf

#lbefault definition for Account management

# Used when service name is not explicitly mentioned for account management
#

# other account requisite pam roles.so.1l

# Enable remote role assumption

other account requisite pam_roles.so.1l allow_remote

o| A2 client-host A1 228 & username©] A Mol A L& L& F U E
g

b. #o]Eo] ¢l= 5 2~ E 7} Trusted Extensions 4 2 2] 2~ €l o)) o A5l £ & 5] &3t}

# vi /etc/pam.conf

# Default definition for Account management

# Used when service name is not explicitly mentioned for account management
#

# other account requisite pam_roles.so.1l

# Enable remote role assumption

other account requisite pam roles.so.1 allow remote

#

other account required pam_unix account.so.1l

# other account required pam_tsol account.so.1l

# Enable unlabeled access to TX system

other account required pam_tsol_account.so.l allow_unlabeled

¢. 57 pam.conf 3} ¥ pam. conf.sitedl] E-A}c},

# cp /etc/pam.conf /etc/pam.conf.site

;"L

o

< 2=

A7 A =g ol 4 A Hul g guieh,

b

b. client-hostoll A username®) =3k 3ol A YA A AH Q] root I 51},

% ssh -1 root remote-system

T4 252 A F 94 A 2 o A Trusted Extensions & A& 2. 2 4 5}

# svcadm enable -s labeld
# /usr/sbin/reboot

A B & 3 APSOZAE 9 A A
o] o of] 4] 2] A} = Trusted Extensions A] 2~ 8l & A&} o 1A Trusted Extensions
pas

FAEES AT o] = 98 Te| Ab= 7k A AE) thcfgﬂﬂﬂ~4+"—oM 7] o
Al z~H el 5~ E 58S Aoy ch
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SEEEEL

remote-system # tncfg -t cipso add host=192.168.1.12 Client-host

client-host # tncfg -t cipso add host=192.168.1.22 Remote system
ol Eo] gl= A28 = ¥4 Trusted Extensions & ~2EE A G 3lo o= Jefat=

HH s 2E ] pam.conf 34 ol 4 allow unlabeled i"q H—DHE '*L]‘:}

2] A7} Oracle Solaris OS] A - H | ~ & o 18| o] =& 739~ A pam. conf I} L o]
A A =] 2] G e ¢ 8| o] = A preserve=true 34 Z <] of] o] gk A 2 pkg(5)
ECEDEES SRS

AA MY AE 9 oH XvncE A}-£ 5} ¢ Trusted
Extensions /‘] 28-S FA 5=y

VNC(Virtual Network Computing) e Feto|dES YA Aol dH %o

SefolAdEL o 4 A bl AF8HE AU e Xvnes BT X AHE 7|HES
3} VNC2] UNIX H‘lﬂ 31y o} Trusted Extensions®l] A+ EE ZF & 2] Z2lo|d EV}
Trusted Extensions= A 3§ % 2] Xvnc A ¥ ol &1 2 5} o Xync AW o] & 12]3} o}L v}

8 AT S EATF AGE 5 U F ok
AFA g W82 Xvnc(1) 2 vncconfig(l) "7 2 | o] ] & R 5FA] A &
Xvne A ¥ &2 AFE-E o] /‘] 2~ Bl o]l A Trusted Extensions & 2 A 5} 2 4 3 551 t}. o]

A|2Elol HHed ofod & YA P FALETIA R R AE U EY T FAS A L3514
AR = netcfg(lhd)“ﬂ7r # o] 2| & FH A4 Al &

|

O] A/ AL T AE o] 2 =P F 4R VNC ZFeto|dEE ol A3} A A o7
admin low Bt R F 2| EE WA A 08 k= U =7 & AF-&-5}e] o] A8 2] VNC
Zetold B} = f ol Al 2B S Aok wek A7 FA ol o @ A4 g g2
218 | o] Al “A & F ol vEH TN A AAT F e T2 ES A st W s
7:]—7<~]_}x1/\]

O-
>y

|

1) 2} Trusted Extensions Xvnc A1 ¥ < 9] GNOME A A o] A & &l A3 0] 7o
U228 F R Ao 7 AR E A e

v] 2| Trusted Extensions Xvnc A1 ¥ &] A & of & ol| A root & && 7} & Lt}

Xvnc A Z ES o5 ZESIALL o] EF ),

# packagemanager &

Package Manager (¥ 7| Z| 22| Ab) GUI A “vnc” & 74 5131 AF-§- 7}a g Al ¥ ol A
Aed gt o}, g 7FA] 5412 TigerVNC X11/VNC A1 ¥ & Z E g of gl o},
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XtaZ# o] A Alo] T2 EFS AL o 2 AR}

GNOME t] 2~ &8 o] 32| AH(gdm) AH-&-AF & o] 74 3L S A ).
/etc/gdm/custom. conf ¥} Y ol A [xdmep] ™ 2l F o}l ol Enable=true s & & &1t}
[xdmcp]

Enable=true

/etc/gdm/Xsession 3} ¥ 9] 273 F9] o] t}-3 & A Y gk

DISPLAY=unix:$(echo $DISPLAY|sed -e s/::ffff://|cut -d: -f2)

Xvnc AW A ¥ 25 A18-2 2 A jH e},

# svcadm enable xvnc-inetd

o] AW o) A BE &4 GNOME M A& Z 1o el

# svcadm restart gdm

ol ~ A28 3| A7 o] Al A w7k A] 12 A = 7 ok oy e 22 VNC 2 2ol A E V)
aqjisL/A ol/\L1t+

Xvnc ZZ E S o] 7} A}E o 2 A A 5] 9= A] 8ol g},

# svcs | grep vnc
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% /usr/bin/vncviewer Xvnc-server-hostname
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desktop $ xhost + remote-sys
T Al =gl 5 5 Lok o] Fol AR A AL A 2l et

Euld Zol 4 974 2 266 22 g ek,
ssh ™ # & Al4-5ho] =131 g o),

desktop $ ssh -X -1 identical-username remote-sys

Password: Type the user's password
remote-sys $
X 41 GUIZE E A H = % gk o

SLEE I Bl A F AW BF S LA o 9T HF
o & 5] root &S F=Hg o

remote-sys $ su - root

Password: Type the root password

ol A AbEATF A o o el gk o]l Hud & AREsl W H E el A A A 2" S
el 2 olgruieh GUIZE kol 415 A8,
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b7k Al 2 2| Ab = ssh B of] -x FA S AF-E5e] X Al ¥ ol A d] 2 8F A] 2~ El of]
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o).

A7 2| 2ol 4 #l o] Fo] S T4
3}
S

TXdeskl $ xhost + TXnohead4

TXdeskl $ ssh -X -1 jandoe TXnohead4
Password: InslPwD1
TXnohead4 $

7o o o of] HLs}7] ¢l WE| A= jandoe Al A = AF-E519] remoterole & &S
Rl o] e A| Aol ¥ Eod s A 2 5lo] slgru e,

TXnohead4 # su - remoterole
Password: abcdlEFG

Y3 e ol 4] remoterole & & > 2| A7} txzonemgr GUIE A A3y o}

TXnohead4 $ /usr/sbin/txzonemgr &
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¥+ zoneadm list -v §
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# zoneadm list -v

ID NAME

0 global

5 internal
6 public
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STATUS PATH

running /

running /zone/internal
running /zone/public

2 @ . 20119 122
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ipkg
labeled
labeled
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2 AYHEe| AR o] F(el: /usr/local/scripts/getmounts)< A 3§ o
o} W &8 Frbetan o g & ARG o}

#!/bin/sh

#

for i in ‘/usr/sbin/mount -p | cut -d " " -f3' ; do

/usr/bin/getlabel $i
done

A g4 22 Y Bl 2EF ok
# /usr/local/scripts/getmounts

/: ADMIN_HIGH

/dev: ADMIN HIGH
/system/contract: ADMIN HIGH
/proc: ADMIN HIGH
/system/volatile: ADMIN HIGH
/system/object: ADMIN HIGH
/1ib/libc.so.1: ADMIN HIGH
/dev/fd: ADMIN HIGH

/tmp: ADMIN HIGH
/etc/mnttab: ADMIN HIGH

/export: ADMIN HIGH

/export/home:  ADMIN_HIGH
/export/home/jdoe:  ADMIN HIGH

/zone/public: ADMIN HIGH
/rpool: ADMIN HIGH
/zone: ADMIN HIGH
/home/jdoe: ADMIN HIGH
/zone/public: ADMIN HIGH
/zone/snapshot: ADMIN HIGH
/zone/internal: ADMIN HIGH
o] & E4|

restricted &4 & 2] o} ¢ x| A~
|

np-EE B Al A o] -’i*] 5 L]‘:} *]*Eﬂ o] H 7]% abel encodlngs
td o] B E ol ol tsl o HE 79 restricted 0 A= £ S o} 3}

v
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# /usr/local/scripts/getmounts

/: CONFIDENTIAL : RESTRICTED
/dev:  CONFIDENTIAL : RESTRICTED
/kernel: ADMIN_LOW

/1ib: ADMIN LOW

/opt: ADMIN LOW
/platform: ADMIN_ LOW
/sbin: ADMIN_LOW
/usr: ADMIN LOW
/var/tsol/doors:
/zone/needtoknow/export/home: CONFIDENTIAL :
/zone/internal/export/home: CONFIDENTIAL
/proc: CONFIDENTIAL : RESTRICTED

ADMIN_LOW

/system/contract: CONFIDENTIAL : RESTRICTED
/etc/svc/volatile: CONFIDENTIAL : RESTRICTED
/etc/mnttab: CONFIDENTIAL : RESTRICTED

/dev/fd: CONFIDENTIAL : RESTRICTED
/tmp: CONFIDENTIAL : RESTRICTED
/var/run: CONFIDENTIAL : RESTRICTED
/zone/public/export/home: PUBLIC
/home/jdoe: CONFIDENTIAL : RESTRICTED

1= T
o o] QI o ol kA o
353 o o =]
g dS F=Z W ul Est= WY
o) A 7o) 412 A ol o] o] 9 o 4 9] AHE A7 Ao ]
WEWA e e e A ST HAE T
Ae] o ol 4 A 2 Bl 1t o3& 7 AHE Aol of e

FAERAT L AL

# zoneadm -z zone-name halt

stdol Y Eg| S F =W o2 E g},
o & 5o, dut A& A7} sete T E E gl o 4] 3}

# zonecfg -z zone-name
add filesystem
set special=/etc/filename
set directory=/etc/filename
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit

AR B as i

# zoneadm -z zone-name boot
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SECEED)

o 13-3

/etc/passwd I+ Y F =W ul-g-E

of el A ol e A= A} 22 a7t 24 o7t AR E G = A el
=5 gt} sandbox % o] F A H F passwd H LS FIW ulEFEE
TAFH YT 1™ th5 od o o] thA] Al A U T}

# zoneadm -z sandbox halt
# zonecfg -z sandbox
add filesystem
set special=/etc/passwd
set directory=/etc/passwd
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit
# zoneadm -z sandbox boot

= L I
Z|EHRCZAE A=Y T Y e E T UuTHh 58 el A BE
it & B A X3S E net_mac_aware ATHS

AA & U 82 privileges(5) "l 772 | o] A & F R 5FA Al £,

xe] of ool 4 4| 25 $2) A o - 74A) AFg Ao of G e,

# zoneadm -z zone-name halt

S FE LS RA RIIEE FAS TS
o o o]l A net_mac_aware g+ A A g}

# zonecfg -z zone-name
set limitpriv=default, !net_mac_aware
exit

o o3¢ chal Al 2R b,

# zoneadm -z zone-name boot

A7} 59 FE L L BA FHES FA
]_

o of| ol & Mol Fe| A= E-A] A 2~') o] AL &ALV} =S A 0 I x| obA sk L g o).
2 A3 AL A= ARl o] ZHe] Fel Hlo] B o] wpdut B 4= gl o} whel A Bek

Te| A= LE 5k 5 v Y B E FA S T o] A| 'l o) A A} Z}= pUBLIC

g o] ol A =] Fol -7t olym FINAH o7 AL Ve vl & E 4 gl o
w3k od o] glo] 9] 3 UNENFS nh- E & 4= 9l 55y o}
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A1 %Fa} 7] A ol

# zoneadm -z restricted halt

# zonecfg -z restricted
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z restricted boot

# zoneadm -z needtoknow halt

# zonecfg -z needtoknow
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z needtoknow boot

# zoneadm -z internal halt

# zonecfg -z internal
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z internal boot

PUBLICS 2|5} 9] el o] Eo] =& M ok ] A= pusLIc % ol o & 7 % 2 A3 5} A
U

o of] 4] ZFs ¥l o] €] 7 B2

7. O

5T

o] Aol A=l o] o] =g ol A ¢l 7]/227] Ao 2 zFS Hl o] B A g
nhEEG o R EWHH 2 oA A | m 2 H e o of ] xf= d o] & o]
= o o 3k ZFSs t] o] E] A g F 715 A o gkt

dlol Bl A3h& grste ™ 2wl o] Sl 3= 9 <ol ready el Slofof gt

HAZez e 7AasteH A dod& T A of vk A ol A root

Zrsd ol ¥ 3] g vk Yl
# zfs create datasetdir/subdir

tle] 8 A 3ol o] Foll o] ¥ E 2] (oll: zone/data) 7t E 32 = A5 th

Wl o ool 4] 2l o] Fo] i 3L FA T e,
# zoneadm -z labeled-zone-name halt

dlo] g Ao vl E AP ATl

# zfs set mountpoint=legacy datasetdir/subdir

ZFSmountpoint 54 & A A stH nhEE 2| o] e o] &o] Sh= % 3 LA 5h= 7+
bh-a= 5 o] ool o] 45k
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vl ol 8 A 3ol 75 =5 AP ek

# zfs set sharenfs=on datasetdir/subdir

EBEELECEEEDRPELEEE St 1y

zonecfqg -z labeled-zone-name

zonecfq:labeled-zone-name> add fs
zonecfq:labeled-zone-name:dataset> set dir=/subdir
zonecfq:labeled-zone-name:dataset> set special=datasetdir/subdir
zonecfq:labeled-zone-name: dataset> set type=zfs
zonecfq:labeled-zone-name:dataset> end
zonecfq:labeled-zone-name> exit

ool B & 3l A 2% 02 Fobate v o B Aol 99 9] /datac] vhEEH U
o] £ & Sy 5hel o o o] %8 % 7] Ao v o] B} 4 o] vhg-E 5 2] e,

H R oH K H K

2lo] o] gt g o& ¥ ET
# zoneadm -z labeled-zone-name boot

od o] R85 ™ o o] E] A gto] labeled-zone-name 3 & | o] &5 A} 5} o]
labeled-zone-name °3 Aol A 81 7|/~ 7]} E x| A ° & A5 o E nh&E =l o)

B0l o] Qi Aol A ZFsHl o B A TH L whEE

o] ol of] A 2| A} = ZFS tll o] B % 3+ needtoknow % & ol F7}5}Fod T g o}
zone/data Hl o] B] A 32 /mnt U}v"rE 7<] ol &d=lo] )5t} restricted °3 & 2
AbS A= o] dlolH A g S & 4 AFHh

H
A e A7t g & AR ek

# zoneadm -z needtoknow halt
dlo]e] Aol the vheE x| F o eps|e) 9o m g el e o) H Sk Al A %
b A v E A S A A 3 o

# zfs set zoned=off zone/data
# zfs set mountpoint=legacy zone/data

2l ehg el A vlole AR FATIL

# zfs set sharenfs=on zone/data

23 th5 zonecfg t 3H3 QI E] 9| o] 2~ of A | AF= df| o] E] A §H-E needtoknow % & o]l
YA Ao g F7Hgh o}

zonecfg -z needtoknow

zonecfg:needtoknow> add fs
zonecfg:needtoknow:dataset> set dir=/data
zonecfg:needtoknow:dataset> set special=zone/data
zonecfg:needtoknow:dataset> set type=zfs
zonecfg:needtoknow:dataset> end
zonecfg:needtoknow> exit

H o H K KR H
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X172t 5}7) Qo

1% v} 2] AF = needtoknow % & & F E gt}

# zoneadm -z needtoknow boot
o A dl o] B A3t A 23 glF T}

needtoknow 3 & ] Bl 5} = restricted °3 & & A}-§- A= /data Tl & E 2] & ¥ 73 5} ]
nl-&E 5l ;1]0]51 AeHS B 2 9l T), n;s]_;qoa o od o] A o] A] u}- E = H o] E

A3te] A A ﬁia F-&g ) o] ol ol A machinel< &l o] &o] 3= FH & X &35l +=
A 2E o] g AE o] Btk A AT S AE o] F5 F T E A ?ét IP—T—/\OH

a5 e,

>~E

[ru

# cd /net/machinel/zone/needtoknow/root/data

AF9] #l o] ol A "l o] E] A jhel] o1 2 & uf] not found(BES T $lS) == No such file or
directory(A % vt === 22| ¢l 75 A
restart autofs ™ ¥ & A 3 slo] AF vk E A ] A5 thA] A Esf of 6LL] ct.

o o 4 5} L ] o o] B2 A A

ol AAE T of AbE AT} wp L 9] el o] &5 whE < A5 T

Labeled Zone Manager(#l o] & °] 3= 4 & @&l zHE el

# /usr/sbin/txzonemgr &
gl o] &2 vhE - Al 49 & T F ek
a. 49 FHFFUh
b. 5-3-9ll 4] Permit Relabeling(#ll o] & A ] & 3]-&)& A & e},
Boot(F-E)E A ® 3t o] o &5 chA] A1 &3 e}
=

20 2 Eol7}¥ ¥ Cancel(3] £)& 5 Uth

d o] &7 & & §5l= AFS A ZE A A 8 AFE S setflabel(3TSOL) v 7+ %
d| o] 2] & FHx Vd*h o # ol &g vhE = UA AFEAE ol S she W 148 9 o] #]
“ALGAL b dl o] B o] Bt rES HAT AHI she S FRsAA L
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internal & g ol 4] t}-& 1.9 o] = WA

of of of] A4 Bl k| A= o] A of| 3} & vh- 18 o] = 5h= u] AFE-E Al 2B o] A CNF:

INTERNAL USE ONLY 3} &) th- 18| o] = & H} | 5} e 22 g o},

2] A} <= Labeled Zone Manager(#| o] £¢] 9l= ¢ & 2] A E AF-§-51o] internal

°d & A A g vk internal % % ® 57 ©ll 4] Deny Relabeling(2l| o] & 2} #| & A )<
i

T

v
u

v
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Trusted Extensions 2] A} & v} E H

Trusted Extensions®l| 4] = & o] Evlr} T o] & "/] dAeg eSS I F 3}
olg{gt gl o] &o] o= A HhEEE A E] 5= automount " B o] A A F ok 7
of of of] tjf 6H A& UP—?— 9] autofs+ auto home zone-name 34 & v Eg ) o &

‘], t}S-2 auto home global T+ ol A Ao o odof] tfj 3} &} =) 1] T}

+auto_home global
* -fstype=lofs :/export/home/&

9 g utR EE 5 &= g o] FeE uf thgo] gy 5he] i
gde & E] "“EE] 7t /zone/zone name/export/home°ﬂ A7l Ao g npE gy
auto home zone-name - lofsol o g+ A2 | E 2] 7} /zone/

zone- name/home/username_i thA] vl E = 1] /zone 74 Z 5 A A g o}

of| & Fof, tha A 9] 2 o] o of| A A A =] = auto_home zone-at-higher-level * 2
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+auto_home public
*  public-zone-IP-address: /export/home/&

txzonemgr 222 H E 7} A o o 9] quto master I} Lol A] o] puBLIC T EHES A A gt}

+auto_master

/net -hosts -nosuid, nobrowse
/home auto home -nobrowse
/zone/public/home auto home public -nobrowse
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# tncfg list
cipso
admin_low
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# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN LOW
max_label=ADMIN HIGH
host=127.0.0.1/32

167 « Trusted Extensions®l 4] ] E.$] 2 @] (=H )

207



FEYVEYT EolE A=Y W)

X7t 5}7) "ol

208

1

22| cipso Hol Bl Z 2| Eol 91+ 127.0.0.1/32 352 o] A ~HI & # o] Eo| gl

“
Al2~'l 0 2 A gt 3] o] 7} cipso ] host types AF-E5}od o] A] 2~ElS s]of o] YA
o1 L o

o2~ E HZE Eof A AsIH F A A" S o] Eo] Sl Ale e gl oh

# tncfg -t admin_low info
name=admin low
host type=unlabeled
doi=1
def label=ADMIN_ LOW
min_label=ADMIN LOW
max_label=ADMIN HIGH
host=0.0.0.0/0
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# tncfg -t newunlabeled
tncfg:newtemplate> info

name=newunlabeled

host type=unlabeled

doi=1

def label=ADMIN LOW

min_label=ADMIN LOW

max_label=ADMIN HIGH
tncfg:newunlabeled> set m<Tab>
set max_label=" set min_label="
tncfg:newunlabeled> set ma<Tab>
tncfg:newunlabeled> set max_ label=ADMIN_LOW

W Foll 4 mok W Eel Bl o g A A S4 BF2ATY FE g
AT FE S set 3191 BH S TRGUTAYE 55 G0t 7w ghe AT

# tncfg -t newunlabeled set host_type=unlabeled;set doi=1; \
set min_label=ADMIN_LOW;set max_label=ADMIN_LOW
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# tncfg -t cipso

tncfg:cipso> set name=newcipso
tncfg:newcipso> info
name=newcipso

host type=cipso

doi=1

min_ label=ADMIN LOW
max_label=ADMIN HIGH
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# tncfg -f unlab_1 -f template-file
tncfg: unlabl> set host_type=unlabeled

# '.cncfg -f template-file
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# tncfg -t cipso_public

tncfg:cipso public> set host_type=cipso
tncfg:cipso public> set doi=1

tncfg:cipso public> set min_label="public"
tncfg:cipso public> set max_label="public"
tncfg:cipso_public> commit

tncfg:cipso public> exit
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# tncfg -t unl_public
tncfg:unl public> set host_type=unlabeled
tncfg:unl public> set doi=1
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F2rE YUY ES I HNE
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o 16-3
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o 16-5

tncfg:
tncfg:
tncfg:
tncfg:

unl_public> set def_label="PUBLIC"

unl public> set min_label=ADMIN_LOW

unl_public> set max_label=ADMIN_HIGH

unl public> exit

T thy Bk W A B HE Bk R SR Bl FUh ok FUh= ol 16-8&
CESI R

A g o o] 2§ 9] AH-g-5he] Al o] Eg o] ol Hh 3 .G A ZE] E whE 7]
of dlef A Helt | A= s A& F2 el ol & W 9l = Al dste Al o] E Al o] & vbw vt
e G 0ob ) F 2 E§ e A o] Aol Edlo] £ AEF ek ylE e Eol

A g ot

# tncfg -t cipso_iuo_rstrct

tncfg:cipso iuo rstrct> set host_type=cipso

tncfg:cipso_iuo rstrct> set doi=1

tncfg:cipso _iuo rstrct> set min_label=0x0004-08-48

tncfg:cipso iuo rstrct> set max_label=0x0004-08-78

tncfg:cipso iuo rstrct> add host=192.168.131.78

tncfg:cipso iuo rstrct> exit

O™ vy Bk dej A s o] Efo] 3AEE H Rl EE| B Rt Fobe

o 16-95 FH A L

dZg] E glE )

49 2l o] o) gl m ek

o| ofjof] 4] Kok T2 A}= confidential : internal use only % confidential :
restrictede] ¥ 7} 7 d o] Eut ol Alsl= Hel Bl Z | E E nl5 ) el R E
EEEEATE Y

WA, He A= ol B A el of gt A ZE o] = A Hol &
W g o] %o #lo] 28 <l AlahA]tk F o] A5l o o] 22 o1 4l 5hA] Ftic,
| & &1, confidential :restricted &l o] &2 &8k ¢ o] &o] o} d 1}

# tncfg -t cipso_int_and_rst

tncfg:cipso int and rst> set host_type=cipso
tncfg:cipso_int and rst> set doi=1

tncfg:cipso_int and rst> set min_label="cnf : internal use only"
tncfg:cipso int and rst> set max_label="cnf : internal use only"
tncfg:cipso_int_and_rst> set aux_label="cnf : restricted"
tncfg:cipso_int and rst> exit

PUBLIC & o] &0l A4 & o] B-o] i = Rt =2 E vt

o] o o] A H.qF 2] A}= puBLIC #l| o] &
dMﬁ]HwﬁﬂEg%_qq

VAR AN E S oL 5ol o
] €l ”‘EJ

A| 2~ 8l puBLIC #| o] £l w2 E5f of oh z* Eof 2| Q& %%LM.
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SEC L

# tncfg -t public

tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1

tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"
tncfg:public> set max_sl="public"
tncfg:public> exit

I oh Bk e A S AES Hel Rl F 2 ol 27tk F7h= ol 16-13%
xR sk Al L.

N Apel v ] o] o] Sl Bt E‘H%EIE. kla=d

o| o o] A] B.qF F2] A= cipso sandbox Bl S 2| EE w5l o] Hol B ZE|E=
A2 g ol = A ZE o] o 7 kA7t "}3 Sl A 228l ol 2] & 5 ] o} sANDBOX

gl o] & Lﬂ Az pE ol & ol glon g A HAE =T E o] Eo
A= EiE‘)ﬂ ke A FHuh

# tncfg -t cipso_sandbox

tncfg:cipso sandbox> set host_type=cipso
tncfg:cipso sandbox> set doi=1
tncfg:cipso sandbox> set min_s1="SBX"
tncfg:cipso sandbox> set max_s1="SBX"
tncfg:cipso sandbox> exit

AR FE RV ES Lo £AES FobeHE
uh

SAER FAE TFS A 2E 9 setc/hosts I Lo F7HelH T AE T} A AH o
e Ay ez T AER Bl Bl Z 2 Eof a4 gl T}

A% o ool 4 root @ 8- 7H4l 21§ AL ek,

M T AEE /etc/hosts T+ Lol 7} o}
# vi /etc/hosts

192.168.111.121  ahost

ZAE JFS /etc/hosts 3L ol 713 e},
# vi /etc/hosts

192.168.111.0  1ll-network

[
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Z2EDUEYF HoE XA EY Y

v

SECEED)

» HEIEEEV}glofok et A A= 209 F o] A “H ol Bl FR| EE whE = W
P
v

[ ]
—
s~}

F47} /ete/hosts IH ol SL7 v DNSell 4] 2l @ 5 glof of g Tt
hosts T+ U =212 9| o] A “A| ~Bl o] ke X V| EQ] T ol & AEE F7}
AT A L

DNS<+ Oracle Solaris Administration: Naming and Directory Services 2| 3 7,
“Managing DNS (Tasks)” & 3 23514 A] 2.

n o] E F A o] AR ) of gt} 5 A2 196 ¥l o] A “Trusted Extensions 2| 2}-$-E
N 8E xRS Al L.

o Ao} ool 4] Wk Bel A o 2 bR AL§ Ao of e,

FAEOEXEEIPFALES RGEEFE FIHYL
of| Z 50],192.168.1.2 [P T4 E F 713 o},

# tncfg -t cipso
tncfg:cipso> add host=192.168.1.2

o] Hof t} & Bl 2] Eof| 713t E A EE F7}5}

v s o) A] 2] 7} L ER g o) o)

3 nee

rr
3

2| E A

ol
o

# tncfg -t cipso

tncfg:cipso> add host=192.168.1.22

192.168.1.2 previously matched the admin_low template
tncfg:cipso> info

host=192.168.1.2/32
tncfg:cipso> exit

HAE R dEe| EE S
d & Eo], t}22192.168.1.2 F4 7} cipso Bl Z 2| Eof]| F71 5| 9SS HodF o)
tncfg:cipso> info

host=192.168.1.2/32

/328 Aol Aol Fart A2k E e Ytk

WA A E AL R HIZe|EEF ST

tncfg:cipso> commit
tncfg:cipso> exit

SAEFES A A H o 16-115 TR A 2.
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ZrEUVEYI g o] AR (FA W)

d16-7 I & 3h}e] #Hl o] B & A ] sl Al o] E S o] gHE 7]
of| 16-10°11 4] 2] Ak puBLIc &l o] Eofl A vt 3] 71 & A “'?:}—’F Ue Aol Efe] &
oot Bl Rl Z e EE aha ) o] o o A e e A= A o] ESle] AE TP
FaE LT 5 A=A g
# arp 192.168.131.75
gateway-1.example.com (192.168.131.75) at 0:0:0:1:ab:cd
arp %> T A E T A 2H] 2] setc/hosts TF U ol A o] =[] ) 7} DNSef| 4] gl &
o)A 2el gt
I t}F #eE] A= gateway-1 A E S B EHI Z 2| Eof 7o}
# tncfg -t cipso_public
tncfg:cipso public> add host=192.168.131.75
tncfg:cipso_public> exit
A 2282 ZA] gateway-15 58l public 3 2 & 541 = 5o}

d16-8 # ol Eo] = WIS et # ol £ o] §le 28 W=7
o 16-201 4] ] A= 2h-f-Elof] th gk Bt Bl Z2] E S gkt o] oo 4] I &b
eh3 el o) 1P F A5 Bl @ 5 gl el gt
# arp 192.168.131.82
router-1.example.com (192.168.131.82) at 0:0:0:2:ab:cd
arp 82 5 AE T A AE 9] setc/hosts dF L of] A 2] =] o] 9] A1} DNSoll 4] &Hel 8k 4=
A=Al %E}”‘ H ot
T TS el A B E S Bek Y Fel Eof /b g e,
# tncfg -t unl_public
tncfg:unl _public> add host=192.168.131.82
tncfg:unl public> exit
A| 2Bl & S A router-12 F8ll & # o] &l A & SFAISE = sl Fu o

d16-9 A gt @ o] & ¥ 9] & A}-§-351 o Al o] ES| o] 7HE7]
o 16-30l 4] 2] Ab= Al gh = 2l o] & 9 & AF-§-3ho] Mok HlE2| EE vbE 1t} o]
dlel A Bot e A= Alo| Edlo] ZAE P FAE e 4 glEA 2l
# arp 192.168.131.78
gateway-ir.example.com (192.168.131.78) at 0:0:0:3:ab:cd
arp 82 5 A ETFA|AE 9 setc/hosts I of] A 2] =] o] 3} A1} DNSol| 4] &al sk 4=
oz ] vhebiv e,
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# tncfg -t cipso_iuo_rstrct
tncfg:cipso iuo rstrct> add host=192.168.131.78
tncfg:cipso iuo rstrct> exit

Al 28]l 2 5 A] gateway-irs 3l internal & restricted &l o] & o] A4 = 3 7l

ST 5 Q3

A zpoll oh g 8 o Fo] 9l B2 E WE)

e

ﬁ]16—6@]*1?%34?}%?cipso_sandboxﬁilfﬁﬂ%§34 E wbE T o] of of A ®.qk
EF]
H

Hel e F s iEEYE A 2

—|~

# tncfg -t cipso_sandbox
tncfg:cipso sandbox> add host=196.168.129.102
tncfg:cipso sandbox> add host=196.168.129.129
tncfg:cipso sandbox> exit

196.168.129.102 Y 196.168.129.129 A] 2~ Bl & 2}-&-3} = 7] W A} = sanpBox & o] &

GER e °‘/“LID}

RHolHlZg|Ed A o A E A A

of| 4]

of el ol A Xl 2| A= cipso Bt Hl E2| Eol| A o8] 3 A2EE A A3} e At =
infost¢] W& & AHE-3to] S AES R ARt removed Y H 3FL 47 9] host= T F =
FApste] 2o Eavtt

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.1.2/32
host=192.168.113.0/24
host=192.168.113.100/25
host=2001:a08:3903:200::0/56

# tncfg -t cipso

tncfg:cipso> remove host=192.168.1.2/32
tncfg:cipso> remove host=192.168.113.0/24
tncfg:cipso> remove host=192.168.113.100/25
tncfg:cipso> remove host=2001:a08:3903:200::0/56
tncfg:cipso> info

..maxflabe1=ADMIN7HIGH
host=127.0.0.1/32
host=192.168.75.0/24

B A A F R A 1A AL

o

7 Blsha wek g

e

2|
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v

A1 %3} 7] A ol

tncfg:cipso> commit
tncfg:cipso> exit

HGHZEZ B ARG HE AU FLEHZ]Eo F713
o Z 5o F A B Y S cipso Bl ZE| Eof 37} thS HolHlZe| EE F A3}

# tncfg -t cipso
tncfg:cipso> add host=192.168.75.0
tncfg:cipso> add host=192.168.113.0
tncfg:cipso> info

host=192.168.75.0/24
host=192.168.113.0/24
tncfg:cipso> exit

/249) A 50 Aol 0.0 % Brbi Fa7k AR ek e

F_oldol 2 Wl Ze|Eo 2ol B aE

BpgEche vl 4| 2] 7h oheb g o,

o
X
it
i
_}l_{
SLI
fr
ot
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o
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m
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ol
tlo

# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/25
192.168.113.100/25 previously matched the admin low template

RAHIYESZALZIPFAL IFN ARSI HAIPFALAL FFo Zol & AAH Tl
o}S o ol A A o] Z o] =192.168.113.0 ~ 192.168.113.127] F4A H ¢
kel
h=

95

# tncfg -t cipso

tncfg:cipso> add host=192.168.113.100/25

tncfg:cipso> exit

t}2 o] of| A A o] Z o] = 2001:208:3903:200: :0 ~

2001:208:3903: 2ff: ffff: ffff: ffff:FFffd S IPve T4 S5 £33l F oo &=
2001:208:3903:201:20e: cff:fe08:58c 7} E 3 vt}

# tncfg -t cipso
tncfg:cipso> add host=2001:a08:3903:200::0/56
tncfg:cipso> info

host=2001:a08:3903:200::0/56
tncfg:cipso> exit
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# tncfg -t cipso
tncfg:cipso> add host=2001:a08:3903::0/56
Invalid host: 2001:a08:3903::0/56

olFo| 2 Bl F | Eo FIIG EAEE FUtstE A S B HFE E AR S
Wb v 4] K| 7 Ll e o)

# tncfg -t cipso

tncfg:cipso> add host=192.168.113.100/32

192.168.113.100/32 previously matched the admin low template

tncfg:cipso> info

Héét=192.168.113.100/32

tncfg:cipso> exit

194 7| o] 2] “A1 2] & = ol = v E 9l 2 E1 o] A 57 A ”é] o] & Trusted Extensions
Zu) | AL F2 o] B A Aol ol A A Y Heh 45} E 2 e,

A5 # o] B A ZAE S

ol 16-40ll A 2] A= 57 #ll o] &2 Q1A o= Bl W F2 E
el A A4 S LB P FAS AT F ol

# arp 192.168.132.21
host-auxsetl.example.com (192.168.132.21) at 0:0:0:4:ab:cd
# arp 192.168.132.22
host-auxset2.example.com (192.168.132.22) at 0:0:0:5:ab:cd
# arp 192.168.132.23
host-auxset3.example.com (192.168.132.23) at 0:0:0:6:ab:cd
# arp 192.168.132.24
host-auxset4.example.com (192.168.132.24) at 0:0:0:7:ab:cd

arpH 2 & A E T A AE 9] Jetc/hosts THL of] A 9] =] o] 3] A} DNSol| 4] &2l
A=A HERE Y

) e el A Ao} 2ol 8 g atel P R4 U SIS B Y
l/

a1
A

e

2] Eo

ot r
i)

oy

# tncfg -t cipso_int_rstrct
tncfg:cipso_int rstrct> set host=192.168.132.0/24

PUBLIC & o] B¢l 4] & o] £-o] §= 3} VI EH 2 97|

of| 16-50] 4 | A=t #l o] & pUBLIC 3 A E S A o|5l= Wl €l Z 2 EES

qka T o] of ol A Kook dhe| Ah= sh9 vl E 9 25 puBLIC Bl © lt‘éwﬂ il’ﬂ“‘%bl o},
B

AE @ e Al AT o] Abg A= o] kel I EH 9] 3t Al &
gl o] Eoll A vhE 5 S5tk
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# tncfg -t public
tncfg:public> add host=10.10.0.0/16
tncfg:public> exit

st Ul E 9 2= S Al pusLIc Hl o] ol A AR 5 ol5 Ut

SE 2 o) o Sk 2~ o)
A2 F PR v EH A AR F Y+
= = =1L =]
32 EE A gsl=
o> go o dolgol Yl T AETH ol Eo] v EAE AZ A X5 sh=
Az} d U o}, Trusted Extensions”} A2 & 5 ™ admin low 7| & H el Bl Z 2| EV} U E 9 7.9
REFAEZ ) o] BAZ AlLsle] go]Bo| Y EHY T AES
o3 7§ o}
b A28 o] 2 A X E S =W EY A 3 FE A E%i"ﬂ A7 5l
AbEE YT 7] 2 A 2 & cipso B e ZEE7LA S EA] ¢4 BE S A E = adnin low
HBZe|EZ Hogr) o] §1Z ]E = o EA oA e BE dH
32E(0.0.0.0/0)= 7| & Eﬂol admin_low®] #lo] 5ol 9= ]/\E"O] HEE
A g
Z2] - 7] 5 admin low &) & 2] E = Trusted Extensions Y| E 9 Z.ol| 4] B.gkAr 9|3l ek 4=
NFH T Aol E _"'i_‘”“ﬂ 7” LES’J} S FE =7 ek e Ap= *]iE‘ﬂO] AR =
$0.0.0.0/0 L= 6L£*°‘ AAZ G dFH ek &5 A|A8o] F-E A AH 5=
EE S AEof gk ‘GL*ET-O—E H}# of of gk o},
o 5 501,0.0.0.0/0 2+ L =7} = 3-Eo] A A% FDNSAH, & o] | AW, 7HA}
AW, B2 ENAE/HENAE FA4 L et SE I E| Eo WA Ao 72 FIlx|ofof
gk
S zg o] Ao TAE F40.0.0.0/320] l= FEto|dEES QAT AL
0.0.0.0/32 &2 E &3 admin low B Z 2| Eof] F7}al of ghvith, 2] A ¥ o] A
ZetoldEE QA& uf Feto|dEo] [P F A7) Al F 5] AL CIPSO SEto|dER
Az g
o] of ol A Kot | A} o & 7}A] AF-G-Apo] of g T}

FE x| dZA s of sl B d o] £ o] Yl S22 E ol admin_low ¥ E 8| EE F7Hg o

T &-HA gy ELTE Y o] gHHE
J 3

. @.@.@.@/@Xl?%‘g A A gk e
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s H Eitiyﬂ/k 1= ZF:E,E “~§}6LL,E+_

H

» FE A A7 of 5l | l%ol ez AE W E £
E
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A Z ol o] B W o] 2+ o 16-15

0.0.0.0/0IPF42] dl o] & A

o| dlof| A ] Af= F& Alo| ES o] A AE S
35S admin low Bl Z2| Eol| A Al A3l 0.0.
)

0.0/0 1~ E 35S o] 50| ¢l
public 5 2 2] o /b ok, Lo Al 2w b b EelEo] HA O
A= A 2 LE A AB S public Het Bl S 2| E Q] Holk&A] & V1Al o] Bo] gle
AlzElo 2 el 4 g,
# tncfg -t admin_low info
tncfg:admin low> remove host=0.0.0.0 Wildcard address
tncfg:admin low> exit
# tncfg -t public
tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1
tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"
tncfg:public> set max_sl="public"
tncfg:public> add host=0.0.0.0 Wildcard address
tncfg:public> exit
FEAAZAZTHAFEHEA
t}5 ool A e AF= F v E 9 = el E] 3] o] 2 & A}-8-5} o] Trusted Extensions A] 2~ &l 2]
NELE IR %a FAT e A2 H e ThE =928 ekl
EAlg Ut 4 A EEcipso, admin_ low =+ public?] Al Bl 2] E F dlitel]
AR g ) ohg e 54 A2 H o).

# tncfg -t cipso
tncfg:admin_low> add host=127.0.0.1 Loopback address

tncfg:admin_low> add host=192.168.112.111 Interface 1 of this host
tncfg:admin_low> add host=192.168.113.111 Interface 2 of this host
tncfg:admin_low> add host=192.168.113.6 File server
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tncfg:admin_low> add host=192.168.112.255 Subnet broadcast address
tncfg:admin low> add host=192.168.113.255 Subnet broadcast address
tncfg:admin low> add host=192.168.113.1 Router

tncfg:admin_low> add host=192.168.117.0/24 Another Trusted Extensions network
tncfg:admin_low> exit

# tncfg -t public
tncfg:public> add host=192.168.112.12 Specific network router

tncfg:public> add host=192.168.113.12 Specific network router
tncfg:public> add host=224.0.0.2 Multicast address
tncfg:admin low> exit

# tncfg -t admin_low
tncfg:admin_low> add host=255.255.255.255 Broadcast address

tncfg:admin low> exit
FeAAZT 5 2EE A AE F He|A+=0.0.0.0/0 TS admin low Bl Z 2| E o 4]

A A g e

# tncfg -t admin_low
tncfg:admin_low> remove host=0.0.0.0
tncfg:admin low> exit

o 16-16 E F40.0.0.0/32 % =2

of ool 4 15t el
el s A g o,

e A A o] A e 5 gl V=Y 2E P Th A0 2 Feto]lE B L
FA4 Aol g,

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.128.1/32 Application server address
host=192.168.128.0/24 Application’s client network

Other addresses to be contacted at boot time

# tncfg -t admin_low info
name=cipso
host type=cipso
doi=1
def_label=ADMIN_LOW
min_label=ADMIN_LOW
max_label=ADMIN HIGH
host=192.168.128.0/24 Application’s client network
host=0.0.0.0/0 Wildcard address

Other addresses to be contacted at boot time
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# tncfg -t admin_low info

tncfg:admin_low> remove host=0.0.0.0

tncfg:admin_ low> commit

tncfg:admin low> add host=0.0.0.0/32 For initial client contact

tncfg:admin low> exit
%% admin_low 743 = the 3 A AFSHAl vhEb U e

# tncfg -t admin_low
name=cipso
host type=cipso
doi=1
def_label=ADMIN_LOW
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
192.168.128.0/24 Application’s client network

host=0.0.0.0/32 For initial client contact
Other addresses to be contacted at boot time

0.0.0.0/32FFL 58 ZRIF | Fefo|dER S & TR F o] AR 5
=S 583

A A 7= go] 2o 9l g Fl o] Hlo]Zo] gl Ao EY o] e} o] Eo] 3=
Al E o] & ol tdoll =2 = A =F Ptk MLP= &8 Z2 13 o A s}t
Zd A S A E5lo] RE oo T st 4= o) & E gk}

txzonemgr GUI-E A}-§-3l] 7| &£ H & 25l

# txzonemgr &
NeAze AT YYL T F
F £

b =1
of ool 5 o] 4ol P F 47} )
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# route add default 192.168.113.1 -static

ool o c}5 oW EEZ vhe E yhy

=)
Nl B EF MLPE glol&o] e g 2 A gl #7412 =+ st

o] A= #lo] ol Gl ol 4 A H = $-§ T2 o] odoi 3t B Alel7] 9]
T} W EEMLP)7HE S35 AHEH LTk o] Aol 4] 2 224 ool

EAIg

2 EE /etc/hosts 3+ ol 713t}

>
MI

>
o{
ZEA Z2E D Y Ay
/etc/hosts file

proxy-host—name IP-address
web-service-host-name IP-address

3¢ 74 ek,
ﬂ%%“h%ﬂﬁﬂimwucﬂﬂgﬂﬁﬂ%%
TA G o] T2 ¢ metElFeE9 o
# tncfg -t webprox
tncfg:public> set name=webprox
tncfg:public> set host_type=cipso
tncfg:public> set min_label=public

tncfg:public> set max_label=public
tncfg:public> add host=mywebproxy.oracle.com host name associated with public zone

tncfg:public> add host=10.1.2.3/16 IP address of public zone
tncfg:public> exit

MLPE 74§y et
o & 5o, §] ZEA] AJv]2~=8080/tcp QB3 o] 25 53l puBLIC o 2} AT 4
SEARi=N

# tncfg -z public add mlp_shared=8080/tcp
# tncfg -z public add mlp_private=8080/tcp

Trusted Extensions 4 % #&] . 20114 12¥



<] 16-18

ol 16-19

MLPE 7 a9l #7138 49 & FEF e}

# zoneadm -z zone-name boot

SEEEEEEEST LT TR L 812N
AEE Fobabew 221 A o] A V)& A 2 E Fobal whng S A g o,

txzonemgr GUIE AF-§-3} & MLP 74

2] A= Labeled Zone Manager(#] | Eo] ol&= 3 He|AHE do] §) ZFA| Au| 2 &
T3 ek

# txzonemgr &

e 7<]'1_ PUBLIC odol g 5+ F+E t}S Configure Multilevel Ports(F}% | ¥ £ E
FA)E FH F5 Uk 29 of & W] AF= Private interfaces (7] ¢ Q1 €l #H] o] )
e Ay e D R D S R e e

Private interfaces:111/tcp;111/udp

Bl A v EE TEAE ARt § Z54] 8 & AT

Private interfaces:111/tcp;111/udp;8080/tcp

Hel e S5 F P A= §) ZF A& Shared interfaces (& ¢ EH 3 o] ~)
o gt

Shared interfaces:111/tcp;111/udp;8080/tcp

public ol th gt thF el L E7} of o o o} & F-E A] &4 3hfl vh= k4] Wl A A 7

L}EP/LL]E}.

udp=- 53 NFsv3ell ek 7] ¢

o] of of] A 2| A}= udp% % 8ll NESv3
N

| A= tnefg W H S A

# tncfg -z global add mlp_private=2049/udp

txzonemgr GUI= MLPE A 21 & 7 gl &= = shito] Wb & Al & 3 o}

£ t}& configure Multllevel Ports(T;]"b‘ g TE "1_"‘6' =3 .
“ﬂ%oﬂ ] 2] AL = Private interfaces (71 ¢l el H o] ~) & Al sl F H F+&
te X E/ZREFZS FUH )

Private interfaces:111/tcp;111/udp;8080/tcp
global & el ti gt} 2l W E EV} o} F-E A A shelvh= 4 W A A 7F
cpepd L)
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gl o] &0

e IPsec A (ZY W)

o 16-20

A28 o t}F W £ E |

of ol A Al 2l Ho]Eo] Sl o] dH o ® A= hFH T e o
EmﬂW$i€Z%QQWwﬂ“%%ﬁ%%ﬁ%#ii¥%ﬂﬂ%%wﬁﬂ
T ol A 4] BeteA L 98 TCP E EQ] 8080 LE = & =]
MLP Y o} 3 ] A= telnetﬁ- TCP::L_E 230] && s
*é"éi‘i%‘/]‘“/} Olﬂiﬂ%MLPt &1 B F o] o] 3l o

-1 OC:)] - N L
of Aol = FH QB H o] 22| 8ogo H 23 L E ol A 3 71 & WHE 4= ¢l
E g ssholl i TCP EEQI 22 L E = 38 ol A d4H MLP Yt 58 944 2
ssh A H| A= Ao go] & o el sle od gl Fhol A H & T4
ST
o S 3-8 ol g MLPE HolH ot
$ tninfo -m public
private: 22/tcp
shared: 23/tcp;8080/tcp
ohe w7 o] odololl ST MLPE Kol F o) o] o] & B4 oo} BU
FAE TR E 232 8080 EE = A o ol A MLP7F 2 Sl o
$ tninfo -m global
private: 111/tcp;111/udp;514/tcp;515/tcp;631/tcp;2049/tcp;
6000-6003/tcp;38672/tcp;60770/tcp;
shared: 6000-6003/tcp
9}‘ X A o] ul
8 o] B-o] 3= 1IPsec T4 (Z+4 W)
Ch& 2ol ol 4] = 7] o] B3 IPsec 5ol 75k B A8 5| = 2hel & dw g,
= A 3wy
Trusted Extensions2} &7 IPsecE &l o] &5 IPsec X5 o F7Fghu e}, | 225 9] o] ] “c}% 2| ¥ Trusted Extensions
Ab&-3h et Y| E 9] Z ol A IPsec B3 & H &5} += W
A2 g 5 e v E Y Fel A gl o] & o] $l= vl E S Aol A 226 9| o] x| “A1 2] 3 = Gl= vl E 9 Ao 4]
Trusted Extensions 2} &7 IPsecE gl o] o] 3)+= IPsec 3 2 & & A s
g e R Y
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gl o] & o] = IPsec T4 (ZHad W)

A2k 37) Aol

t}= @) ¥ Trusted Extensions Y] E $] =9l 4] IPsec
B3 E 7:-] S e\t

o] A}l A= th5 £71-& A 2|5l 7] ¢l 8l F Trusted Extensions A| 2~ &} ol 4] IPsecE

T4 o}

= enigma & partym®] F A| 2 €l o] thF | W E 9] Z o A A5 = v} @l ™ Trusted
Extensions A] 2~ &l ) 1] o},

n & xEOY ol YIS E TV EN T Wl A T HA S HES B 5 5 o]
SR

m Oo]E 2] et 4E2 enigma X partym A| 28] Alo] o] A 2o 9l = thE @ ¥ 2l9-E]
2l B Ql AR of| A ALt == amomiLl%ﬂiiﬂgﬁﬂ

= enigma % partyme] X Fet= Wt ES T HAS T EE W E gy

A ol 4 root 4T 744 A A YL Tk

enigma ¥ partym £ 2 E & CIPSO K¢ &l Z 8] E o 713 o}

206 3 0] 2] 5 2~ & 9 vl = 9] 2 # o] 2 2] A (23] W) o) A A-F wE 1T} CIPSO
52E 530 g g e ARG

enigma ¥ partym A] 2= ¥ ol o 3 IPsecE F+4 &1 el

e X]-‘_ Oracle Solaris & 2]: IP A1 B] 2= 2] “IPsec & AF-&-5}o 7 A| 28] Afo] o] E gl 3] &
Sote e FRSMIA 2 vk DAl ol A i = 7] He] & 98 IKES

*}%@L] t}.

g o] B2 IKE P Aol 73 o}
Oracle Solaris T2]: IP 4] H] 2 0] “u|g] Z53F 7] & [KES T4 5= uhvo] L& A A&
U:]-‘__ r/}’u lKE/Conflg J»]— E]—-———T]-Z___]'o] =] ’6]—]/]];}_

a. label_aware, multi_label % ) wire _label inner ¥ =EE enigma A £~ H 9
/etc/inet/ike/config -ﬂ}°' °ﬂ F7Hg ok

At ahd & ohat Aabeb A e Y ek Bl o] & F b AR E A F o] sls T

### ike/config file on enigma, 192.168.116.16
## Global parameters
#

## Use IKE to exchange security labels.
label_aware

#
## Defaults that individual rules can override.
pl xform
{ auth method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2
#

## The rule to communicate with partym
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gl o] & ] §l= IPsec T4 (ZH 4 W)

# Label must be unique

{ label "enigma-partym"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label inner
pl xform

{ auth _method preshared oakley group 5 auth alg shal encr alg aes }

p2 pfs 5

}

b. &3 I EE partym A = ®) 9] ike/config I+ ¥ ol 71t}

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform
{ auth_method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
## The rule to communicate with enigma
# Label must be unique
{ label "partym-enigma"
local addr 192.168.13.213
remote addr 192.168.116.16
multi_label
wire_label inner
pl xform
{ auth _method preshared oakley group 5 auth alg shal encr alg aes }
p2_pfs 5

4 CPSOIPFAYJAHR ZEVESY T A AL 5 9= HFESP A5 & AHE-

/etc/inet/ipsecinit.conf ¥} 4 2] auth algs ™4l en crfauthfalgs% 2143}
7 2] 6}A A 2 ESP ol 52 1P &l tf 2 IP &4 S £ 36} A] 9 ||t ESP &l T o]
AR E dEg e

{laddr enigma raddr partym} ipsec {encr algs any encr auth algs any sa shared}

F_RFAE RG] = AL HolES FUME TR dFHLL T A
Trusted Extensions A] 2~ Bl 2] %1 & of & of] 4 ] €11 t}. Oracle Solaris -'.L'J'E] : IP Al 8] £ 2]
“F7N 7] el F A 2 IKE A7 V2 A A& ¢ 5 & vl ike/config IS FAFSHA
)

R ELSTEEEREE RS SRR

o] A =}ol| A &= F Trusted Extensions VPN 7ﬂ o] Eglo] A| ~E] xlo] o] F8 Y| E 9] F o] A
[Psec 195 1A g . o] A Z}pof| A A}&- Wt@ﬂk%@%%ﬂlPﬂwiﬂ
“WNEiz&ﬂAﬂmmﬁ%ﬂWﬂﬂ#%iE%EﬂQWNW%?d%
7|E o2 gt
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gl o] & o] = IPsec T4 (ZHad W)

A %H3t7] A el

o] Aol A Th &3} 2 A ALl ol ek,

AR AR = EY Y YT CIPSOIP 54 Bl =55
o] 2] gk LANol| A & = sl ).

= 192,168 A Byl puBLIC 2| o] Hol| A 255l ©hd o] & Al E| e 4= gl =
HE AU} o] 23 Y| E 9 3= CIPSOIP 341 2 A &1 A ¢4t}

9]
= euro-vpn Y calif-vpn 7] ol Eo] Q= Edf S Tt 7 o 2 e W& FH o}

A9 %ol 4] root = & 741 kg xtal o,
206 5 o ] 5 22 £ 0 o £ 9] 2 9 o] & A (5 )" 9] B Aol wheh ke 3 Sl Gk

a. 10.0.0.0/8IPFALEH

CIPSO 5~ E 138 9] &
HeE S AF T

b. 192.168.0.0/16IP 45 PuBLIC B o] E-¢ll 4] & o] & o] l= B A FE| Eel
F7H o
gdlolsol e 2E FYH Y RIEFE ES AFSFY e 7] #lo l%—% PUBLICC &
4 % k1] T} ADMIN LOW ~ ADMIN HIGHS]| 7| & & o] & W 9| & %] 3]

c. Calif-vpn ¥ Euro-vpn B Y 72 549 192.168.13.213 ¥ 192.168.116.16S
CIPSO & &2 E ol 7} e}

7] ol = W 91 & A g o

IPsec B]'d & 25 Y o}
Oracle Solaris T2]: IP A H] 2 2] “E]d X = of A [PsecE A}-&35}o] VPNS X 3551+

apael Ve A AL S m ) oS e o A e o 2 7] 9he) 2 91 IKES
Ao,

d) o] &3 IKE 3 Aol 743 o}
Oracle Solaris T2]: IP A H] £ 2] “u]| 2] & -3+ 7] & [KES 74 6} W7ol -2 A =}
wE o} ike/config I Y S o2 3 o] =34 gt}

i

a. label_aware, multi_label ¥ wire_label none PUBLIC 7] $] =& euro-vpn A| = H 2]
/etc/inet/ike/config I} ¢ °ﬂ F7 g

A3 59l & oh &3} fabal A R o) 8 o] & R b s A o] Sl o),

### ike/config file on euro-vpn, 192.168.116.16
## Global parameters
#
## Use IKE to exchange security labels.
label_aware
#
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AT s gevadzEA N2 =L D

## Defaults that individual rules can override.
pl xform
{ auth_method preshared oakley group 5 auth_alg sha encr_alg 3des }
p2_pfs 2
#
## The rule to communicate with calif-vpn
# Label must be unique
{ label "eurovpn-califvpn"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label none PUBLIC
pl xform
{ auth_method preshared oakley group 5 auth alg shal encr_alg aes }
p2 pfs 5
}

b. T L3I HEE calif-vpn Al =¥ 9] ike/config T} ¥ ol F7}gH o},

### ike/config file on calif-vpn, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform

{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2
## The rule to communicate with euro-vpn
# Label must be unique
{ label "califvpn-eurovpn"

local addr 192.168.13.213

remote addr 192.168.116.16

multi_label

wire_label none PUBLIC

pl xform
{ auth _method preshared oakley group 5 auth alg shal encr_alg aes }
p2 pfs 5
}
F_QFSHE RIFE AL Ho|E&S F71 4% 3551t} Oracle Solaris #&]: IP
A 2 2] “F AN 7] Q15 A1 2 IKE 7470l 2 A AE $HE 8 off ike/config I U &
ARl A 3k ot

SELEDESEDEE S EETETE]

t}-8 ol wl o] A1 = Trusted Extensions Y| EH & v 7] sl = ] E&o] ¥ = &g &
Ao},
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A gevded A NZEFHL W)

=t A 3y
ArEs A 5 A EAR | ekl A2Ee QeS| 2ok 2E FalA 220 9 0] A “A| 5 o] lE| s o] 27}
gl o] #-& shal ik, sl gt A5 Fal7) selste

A rEla A s AET AR BAID 491|230 9] o] A| “Trusted Extensions

R A = e = EYZE oM7) st= W
LDAP Z&lo] ol E7} LDAP A1 ¥ ol] | LDAP A8} SFelo]d & 7Fe] o174 #7) 233 | o] X] “LDAP A ¥ of| o} &k
ARZE T gl ol s A E 8l A g ek ZetoldE AR M st= >

shel gt o},

SECEEL

Kl_}_‘_E,H‘QI O]E‘]ﬂ‘“ ]/*7]-72]-50- ?..7: :‘1—!’?..'5']'{::“3'“3

Al2glol b2 s AESt A AR = FAleHA] 3 A5 o]l BAE AFE R L

Ao ojejol 4 v E9 2 54 g T 5 gle o
belaw a|2n el A ol go] o) 2l @ gk & SHelF 4 Aok
SN ERECEREEBETES S0P L N

Labeled Zone Manager(&| o] £-©| 31+ o & 32| A}) GUI %= ipadm ™ & & AF-&-5}o]
Al 2~"H o] QlEH o] A5 A9

= Labeled Zone Manager(#l o] &°] =9 Bl AhE A} B IS 5

S4Yrh
# txzonemgr &
Configure Network Interfaces(H| E9 = Q1 E] 5| o] 2~ +4)E A =&l 5} a1 o o of i &F
Status (E) 2 °] Fol up(ZHE &) U Al Fl gk
= = jpadmshow-addr ¥ & AF-&gH ]l
# ipadm show-addr

ADDROBJ TYPE STATE ADDR

1o0/v4 static ok 127.0.0.1/8

net@/_a dhcp down 10.131.132.133/23

net0:0/ a dhcp down 10.131.132.175/23

neto cleffl o]~ 2] ol ool elof Gk ozt 3ol AT A&
ipadm(1M) "l 572 #H o] A| & FZ 3}4) A] 2.

QU el sl o] 27} 25 Fol okl % 254 % ek,

)

a. Labeled Zone Manager(#l ©] &-°] 31+ 9 & 2] &} GUION 4] 2l E] 3] o] A EHg-0] F-A]
dd& 55l

b. Configure Network Interfaces(Y] E$] 2 ¢l €] 3] o] 2 +4)E A & g},
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AT g gevadzEANZ=ZE D)

SECRED)

230

. A 7 pown (FHE F X)) UdEH o] 25 = FS1 ),

¢

d. BringUp(ZH& A1 Zh & A 8 gk o} oK(EH ) E A g i e}

e. Cancel(3] 4&) =+ 0K(EHe)E 5 Yl

Trusted Extensions Y| E $] Z.& t] ¥ 7] 5} = W]

EX Folold F I AEE LW O}EJ] ™ Trusted Extensions & Oracle Solaris T # 7J
ETE Ak dl & &1, snoop Z netstat et 2 Oracle Solaris Y| E 9 = t| ¥ 7]
S A o F ob AA g W 82 snoop(1M) % netstat(lM) vl # o] A &
zF 72 514 A] & Trusted Extensionsell ) F & & 8- 5= D, “Trusted Extensions "l 77
o o] x| HE>& FATIA Al L&
o o] Ho] ol o olol thak el 7 EAE 165 5 o] 2] “ed o] el (2l )R

HE AL
. NFS"l#+E t]¥ 7] 2 185 ¥ o] A|] “Trusted Extensions®l| A v}+E A 3] A &

S 2 sk W e BRI L
He ododol A VI 9121 % 4 3HE Sl R o) I hA AF8 Ao of ghleh. 1k
e b & s Al 2 Be| A o] o] 2] ghe Bl 4 9lF Tt root & Eut
shel & A4 2 ol
FA S UAESLEAEAT o1 E AR A LS AE FUA SAT L,

a. Z} A] 2 ® o] A name-service/switch SMF 4] B] 2 9] Trusted Extensions ] ©] €] H] o] 2~ ]|
o gk S Sl e},

# svccfg -s name-service/switch listprop config
config/value authorization astring solaris.smf.value.name-service.switch

config/default astring 1ldap
config/tnrhtp astring "files ldap"
config/tnrhdb astring "files ldap"

b gol el B2l HZhE A S ol £ om0 e R T o,

# svccfg -s name-service/switch setprop config/tnrhtp="files ldap"
# svccfg -s name-service/switch setprop config/tnrhdb="files ldap"

¢ ZAchEAG E2El A o] 5 A B Al B chal A2 ok

# svcadm restart name-service/switch
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A s Y a2 A NZ(F

)

AF T Lz, N LANES ) T LEN NG BAEAHE A8t T2 ET}
kA R o = = A e
W E S bt EH I AR IF S upEA] Fhelghy €

AN
Atgto]l M E Y A 0| tf & 5 A~ E o v gk A A Abaha} o 2

= HEZPE oS A}
tninfo -t ¥ 2ol &S T A H 1674 A o 7 F A g}

$ tninfo -t template-name

template: template-name

host type: one of CIPSO or UNLABELED
doi: 1

min sl: minimum-label

hex: minimum-hex-label

max_sl: maximum-label

hex: maximum-hex-label

$ tncfg -t template info
name=<template-name>
host_type=<one of cipso or unlabeled>
doi=1
min label=<minimum-label>
max_label=<maximum-label>

host=127.0.0.1/32 /** Localhost **/
host=192.168.1.2/32 /**LDAP server **/
host=192.168.1.22/32 /** Gateway to LDAP server */
host=192.168.113.0/24 /** Additional network **/
host=192.168.113.100/25 /** Additional network **/

host=2001:208:3903:200::0/56 /** Additional network **/

s SRFZ2EUGPFLL AR RAEEEES A Y
tninfo-h M H 2 A AH T AESpF 4 D XA = Hal
EA g o}
$ tninfo -h hostname
IP Address: IP-address
Template: template-name
tncfgget host="4 382> A A% 5 A2 EE A olsl= HolEHIZ 2| EQ o] &5
EME =Y

$ tncfg get host=hostname|IP-address[/prefix]
template-name

s e 3l E W T EMLP)E E 43}

tncfg -z B %S A shube] MLPE vhed g e),

$ tncfg -z zone-name info [mlp private | mlp_shared]
mlp_private=<port/protocol-that-is-specific-to-this-zone-only>
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WEN T EA A A )

232

2

a.

mlp_shared=<port/protocol-that-the-zone-shares-with-other-zones>
tninfo -m ™ %> 3 WA & of] 7§l MLPE vHed 8} L, 7 A ol 57+ MLP=
vtk MLP= AV F 22 TR

$ tninfo -m zone-name

private: ports-that-are-specific-to-this-zone-only

shared: ports—that—the—zone—shares—with—other—zones

MLP 2| GUI 3£ 4] = txzonemgr ™ k&3 T o o & F ¥ & th& Configure
Multilevel Ports(th% @ L E ?‘/‘é )& Al e g o}

FEAREFA L

v E Jiio}’@i HAG AU EAs A AT F A= EAIT B2 EH A
tncfg ¥ txzonemgr= AF-§-§Hu o}, o] o] e W] o] 2~ 2] FF-2 &2l 3} 8 A tnchkdb
%YL Ag gk
o & Eo, b2 EH 2 Z 2 E o] & internal cipso’} &2 = A Fk5S
vhebRly o},
# tnchkdb

checking /etc/security/tsol/tnrhtp ...

checking /etc/security/tsol/tnrhdb ...
tnchkdb: unknown template name: internal cipso at line 49
tnchkdb: unknown template name: internal cipso at line 50
tnchkdb: unknown template name: internal cipso at line 51

checking /etc/security/tsol/tnzonecfg L
L 5+ internal cipso Bt 8l E2| EE qh531 A A 5F= dl tncfg 2 txzonemgr
o o] Aha-5) 4] 8Ske & hepg vk

B 252 tnrhdb 3 S Q2 9t & B} Ob-S tncfg B S AFE5he] Hgl
WEPEE ED AP Gk

b. A M & A+ H AHFEF )

S8 Al A= o] Bl W o] 2~ A B E A $] A | o} SMF A 8] &~
name-service/switcht @S A $+= dl 2Z == LDAP dl o] E{H o] 2~ 7}
AFEE =2 ZA g ok

4 AEFSAREFASH g 7o =&-0] F Y},

a. oHE T4 Ao

$ route get [ip] -secattr sl=label,doi=integer

AFA g W -8-2 route(1M) "l 572 3| o] A| & FFE 514 A 2.

b. A3 #HolERAREFUT

$ snoop -v
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A gevded A NZEFHL W)

SECEED)

veaAdZ el EARE 23 7 e o Al AbehE A Th o] HE S HS
Al - Abehg Al Fst 22 7 # o] A Alst= 3 2 & Al sk A o] T ARl gE
-8 snoop(1M) "l 572 ¥l o] 2| & F R34 Al &

¢ R Eol YL asle) Het S S Fuinh
$ netstat -aR

-aR F A2 Aol o g 2 Wl S & A jH ok

$ netstat -rR

RS 2 E o] G Bg EAF I Th A T o E2 netstat(IM) W57
BEEEECRRES

LDAP A ¥ ol Hj 3t F 2}l E 2 & o] ¥ 7 3l=
s

LDAP A ¥ o] 4] S} o]l E 3
T AFHTh A 2 S eto

!
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a. tncfg =< tninfo B H & AH8-38te R & Fcl.
# tncfg get host=LDAP-server
# tncfg get host=gateway-to-LDAP-server

# tninfo -h LDAP-server
# tninfo -h gateway-to-LDAP-server

b. Aol gt F 25 g Frct
# route get LDAP-server
WEe|E A Go] Sul2x| 2 A 5 AEE SulE W2 Bol Fobg ),

/etc/hosts 3 L& &Helsl 1 B a3 H9- Al

A| 28, A 2E o] El o] Eo] Sl= ,
% LDAP A1 H 7} shd o] vped 5| of of e, 271 o] Sl & slm Tt
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T IS AFU aE A 2R el Ee] 9= @] FEE AAF U Al E
E°1,Lserver7} LDAP A4 ¥ ©] o] &-©] L LServer-zones”} & © ]%C’] A+ o dof o gt
I elE] o] 29l 7% setc/hosts I} L ol A LServer-zones= A A gt}

DNS=E A3l = 7% svc:/network/dns/client A1 H] 2 2] 4 -& shel g o},

# svccfg -s dns/client listprop config

config application

config/value authorization astring solaris.smf.value.name-service.dns.switch
config/nameserver astring 192.168.8.25 192.168.122.7

22 A svecfg ™ H 2 A&7 el

# svccfg -s dns/client setprop config/search = astring: examplel.domain.com

# svccfg -s dns/client setprop config/nameserver = net_address: 192.168.8.35

# svccfg -s dns/client:default refresh

# svccfg -s dns/client:default validate

# svcadm enable dns/client

# svcadm refresh name-service/switch

# nslookup some-system

Server: 192.168.135.35

Address: 192.168.135.35#53

Name:  some-system.examplel.domain.com

Address: 10.138.8.22
Name:  some-system.examplel.domain.com
Address: 10.138.8.23

name- serv1ce/5w1tch 18] 29| tnrhdb ¥ tnrhtp &5-©] A &3 A gl gl
thg 2ol A tnrhdb 2 tnrhtp &5 1 5| A] 92 ok b wheka] o] 2%
Ll 0151 W o] 2= 7] E-3kel files ldap ©] & A1 A Au| 2 A Z AFE-5F= 7o

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

ZEto| A ET AW ol A Sut2A FAE Y= A gt

# ldaplist -1 tnrhdb client-IP-address

gl o] &o] 3= @ gl o & E # o] 27} LDAP A W ol A T ul 2 A T4 = = A
el g ek,

# ldaplist -1 tnrhdb client-zone-IP-address

A AY FTAEE YA A LDAP A M oll AZAF 5 =4 A3t

# ldapclient list

ﬁé;LDAP_SERVERS: LDAP-server-address

# zlogin zone-namel ping LDAP-server-address

LDAP-server-address is alive
# zlogin zone-name2 ping LDAP-server-address
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LDAP-server-address is alive

9 LDAPE T4t A F Rt

a. A A= 91 3 o] &) “Trusted Extensions®ll 4 1 & & 9 -& LDAP FElo|JEZ WHE7|"E

Bz A L.

b. ZE# ol &0l Sl FHNALDAP AW o FEloldER J e AU T}

# zlogin zone-namel

# ldapclient init \

-a profileName=profileName \

-a domainName=domain \

-a proxyDN=proxyDN \

-a proxyPassword=password LDAP-Server-IP-Address
# exit

# zlogin zomne-name2 ...

¢ BEQILAAFLAFEF L,

# zoneadm list
zonel
zone2

# zoneadm -z zonel halt
# zoneadm -z zone2 halt

# reboot

th 4l txzonemgr GUIE AF-&-5led dlo] &0 ol= S AA T = 9l

>
°
kv
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= Oracle Solaris®ll 4] LDAP o] & & & A v]| 2~ AF-&of o 3+ AFA) &F 1] -22 Oracle Solaris

Administration: Naming and Directory ServicesS % £ 5} 4] A] 2.,
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Z _Trusted Extensions & AF-&35}o] 74 ¥l A] 28 & NIS Pt AH 2] Selolol BVl = 4

941 v,

22 2 3] 5 = Trusted Extensions 2] 2~ €

Apo) E ol A o] B A1 Au| 27k AL H A ob A S Be] b BE A 28o) A AFEA
A2 v = 9] 2ol T g ) ot 5 A el af of bl Tk & 4] 2 of 4
A0E WA s B E A 2wl 4 = 7 5 of of

Z A 2 2] %] += Trusted Extensions A 228l of] 4] T4 A H.+= /etc, /etc/security 2
Jetc/security/tsol U] & B 2] 2] g} of| A £ & 2]}

Trusted Extensions LDAP ©] o] &] 1] o] ~

Trusted Extensions+ Directory Server®| 2~ 7|7} 273} oq tn rhdb 2 tnrhtp
gl o] E{ ¥ o] 2~ & 4=&- g o} Trusted Extensions= ipTnetNumber !

ipTnetTemplateName©] 2t &= 5 7 &] A 2 & 4—‘4“}1anetTemplate ! ipTnetHost2h+=
CELECE TR PPN EEE

A Ao e v Ay

ap

ipTnetNumber
(1.3.6.1.1.1.1.34 NAME ’'ipTnetNumber’
DESC ’'Trusted network host or subnet address’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

ipTnetTemplateName
( 1.3.6.1.1.1.1.35 NAME ’'ipTnetTemplateName’
DESC 'Trusted network template name’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

A 2o 2 Aol b g 24 o,

ipTnetTemplate
(1.3.6.1.1.1.2.18 NAME ’'ipTnetTemplate’ SUP top STRUCTURAL
DESC ’'Object class for Trusted network host templates’
MUST ( ipTnetTemplateName )
MAY ( SolarisAttrKeyValue ) )

ipTnetHost
(1.3.6.1.1.1.2.19 NAME ’'ipTnetHost' SUP top AUXILIARY
DESC ’'Object class for Trusted network host/subnet address
to template mapping’
MUST ( ipTnetNumber $ ipTnetTemplateName ) )
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LDAP] cipso Bl =2l E A o] & v} 3} fAgh o}

ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top
objectClass=organizationalUnit
ou=ipTnet

ipTnetTemplateName=cipso,ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

ipTnetTemplateName=cipso

SolarisAttrKeyValue=host type=cipso;doi=1;min_s1=ADMIN LOW;max_ s1=ADMIN HIGH;

ipTnetNumber=0.0.0.0,ou=ipTnet,dc=example,dc=examplel, dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

objectClass=ipTnetHost

ipTnetNumber=0.0.0.0

ipTnetTemplateName=internal

Trusted Extensions®l] 4] LDAP ©] & #A] A A]v] ~ A}-&

LDAP °] & A& 48] 2~ Oracle Solarisel| 4 42| ¥| = 71 A & Trusted Extensions®ll 4]

Tel gk oh5 S F &g o] o] of| o] m ApA| gk W5 ool & 4 gl = FHAET}

2350 gl

= LDAP T4 A & 3 % 5} 7] $1 & A 22 Oracle Solaris Administration: Naming and
Directory Services®| 13 7, “LDAP Troubleshooting (Reference)”& % £ 514 A] 2.

o o] & & 2lg Feto|dE-AH LDAP A4 ¥4 £ 8l A 3l 2H 233 5| o] A] “LDAP
Aulol th gk Seto| A E AA & A st= WS RS AL

m o|9] 9] Feto]dE AW LDAP 1 2 Al & 3l 2 5} 2] ¥ Oracle Solaris
Administration: Naming and Directory Services 2| 13 7, “LDAP Troubleshooting
(Reference)”& F 2514 Al 2.

» LDAP Zeto|d Eol A LDAP &5 Aot H oh5& kAl Al 2.
$ ldaplist -1
$ ldap_cachemgr -g

= LDAP A el 4| LDAP &5& ¥ A

o
ol
s
2
A
dlo
o
rl
B\
ol
ol
>
>
fo

$ ldap_cachemgr -g
$ idsconfig -v

» LDAP7} #2|sle 32 EE vdsted ohaS dE il Al 2.
$ ldaplist -1 hosts Long listing
$ ldaplist hosts One-line listing

= LDAP?| DIT(Directory Information Tree) J X5 v}d s} 8 ¥ th-5& o H 514 Al 2.
$ ldaplist -1 services | more

dn: cn=apocd+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com
objectClass: ipService
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objectClass: top

cn: apocd
ipServicePort: 38900
ipServiceProtocol: udp

$ ldaplist services name
dn=cn=name+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

» Zoto|AE S LDAP A M| A A H & A s W oh 52 Y YA Al &
# svcs -xv network/ldap/client
svc:/network/ldap/client:default (LDAP client)
State: online since date
See: man -M /usr/share/man -s 1M ldap cachemgr

See: /var/svc/log/network-ldap-client:default.log
Impact: None.

» LDAP Z2to|dEE Al Astal T Al st vhi= i 8 g v
# svcadm enable network/ldap/client
# svcadm disable network/ldap/client

= Oracle Directory Server Enterprise Edition 42 32 E 9] o 2] H & 6 &= += 7°i| 4] LDAP
AW & A AL S A s oS i g o
# dsadm start /export/home/ds/instances/your-instance
# dsadm stop /export/home/ds/instances/your-instance

= Oracle Directory Server Enterprise Edition 2~ X E ] o 2] ¥ 6 T = 70f| 4] Z. 54|
LDAP A ¥ & A 23} 1 57 3ol oh-&-& o) & gk,

# dpadm start /export/home/ds/instances/your-instance
# dpadm stop /export/home/ds/instances/your-instance
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a. g2 # o]l cuprs sl A F4 3+ /etc/cups/cupsd.confS H A gl

As) Aujol dZE 2 zelol A e 2] A ES AP P ek

o & Eof, th5 3 Zo] A A st AFgt#l o] Eo] Sl A ETF Sl vt
#CUPS-BANNER for INTERNAL print jobs
Show job-id job-name job-originating-user-name job-originating-host-name job-billing
Header CONFIDENTIAL : INTERNAL USE ONLY

Footer CONFIDENTIAL : INTERNAL USE ONLY
Image images/cups.png

g e g ALe g,

$ lpadmin -p printer -0 job-sheets-default=labeled,labeled
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For Allocations From: Non-Trusted Path
Allocatable By: Authorized Users
Authorizations: com.someco.device.cdrom.remote
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# Local Allocator profile
com.someco.device.cdrom. local

# Remote Allocator profile
com.someco.device.cdrom. remote
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Local Allocator Profile
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