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8l 2~ E AR 2 732 Oracle Solaris ™ 7 & A1 ¥ 373 & A| &5l =
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= Oracle Solaris Bl 2= 2% - 2} o] B v] 2] = Oracle Solaris 11 t] 2~ 2. &} 27 & A| 2-35}
group/system/solaris-desktop L& 4 & gt}
TS AFTA FEo vl A2z g A| 28-S 952 Oracle Solaris A1 H ©f]
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LER-ARi= HESES 875l slEdel s St sl ofof] T gk H A 22 A| o (£He])”
B gk
3.9 95 A 2 AR A AFS [ A AE S HE TG 2R A] o= 25 | o] x| « %ﬁﬁm 02 A u| A5 AL
shite 4 Ery PO ka0 4197
WA,
4,73 A & 8 Fg o) A A ¢l ol glo] o] & 4] Al AF2E | Oracle Solaris #&]: X ¢k A 0] 2 2] “7} %]
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A| 2" 1k
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SECEED)

o
3

SECEED)

pkg verify | # S A3 g},
IS HESHU Y EH S ud 2 A5}

# pkg verify > /var/pkgverifylog
R L FEHEF

287t ow mA oA AAXFAY LESFATF)

A 2 82 p(1) 3 pkg(5) P37 o o] 2| & AR SR AL 2. w5 Al o] A o = pkg
verify %% A& ol 7} % @8] of g% .

CEE R DTN PEMERUTE RE:
o) MALE Agoho] Al 28] BAol mhet W 5hx] 9 AN AT AFE AP OR
A e,

root 9 &S 7}%] AF-g-AFoq of gh )

2z Aul =S v e

# svcs | grep network
online Sep 07 svc:/network/loopback:default

6ﬁiine Sep 07 svc:/network/ssh:default
o] A| 2§} o]l 8 35}A] ¢F2 A u|2E AHE e 2 AR et

o & 5ol, A| 28 o] NFS AW B &) A w7} op] a1 Au] 27F 22kelql A9 M u| 2 E
AbE ket e ® AR gt

# svcadm disable svc:/network/nfs/server:default
# svcadm disable svc:/network/http:apache22
LA ﬂ W& Oracle Solaris #2]: ¥4t 24 0] 6 7, “A 8] 2~ 32| (7] 8)” E sves(1)

w57 | o] Al & Fr sk A 2.

AL-&xhel| A A D el 7] 5 A A
o| Ax}ol wle} A 28 AL A7 A| AL AR ZAFFAY AL S 117 ST =
WA g o

root 9 &S 7}%] AF-g-AFoq of gh T}
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-

o
I

X172t 5}7) Qo

ZEAEA AT T2 WSS HEF UL

% getent prof_attr | grep Console

Console User:RO::Manage System as the Console User:

profiles=Desktop Removable Media User,Suspend To RAM,Suspend To Disk,
Brightness,CPU Power Management,Network Autoconf User;
auths=solaris.system.shutdown;help=RtConsUser.html

ARG A7 RESHA Sl = &5 A S A 220 d o R E Ao 2 A =29 Y S
Lia-a=h=

AFA| & W] &2 Oracle Solaris & 2]: B.QF A ] 29 “Tha} 22 3} d-& whE5 A W7 5=
e AR L

/etc/security/policy.conf 3 Q8 & AL8-A G =29t d & FA Al gl
#CONSOLE_USER=Console User

A 200 A qhE A3 = 2 9} A& AFL-xLell Al A A ] o}

# usermod -P +new-profile username

ZpA) & W] £ Oracle Solaris 3'&3] 2 QF 28] 2 2] “policy.conf #+4” X policy.conf(4) 2
usermod(1M) ‘jHTrc’4 o o] 2] & F AT A 2

o] AAHE ) aho] Abo] =] Wk F o] Hhed A v 44| B W ITh 22 W 94
27190 A e shel o] W §o] E4]Hu e

Foo] AL AF oA AL 0 F AR 8T AGE FH5A Qo AHEAe] ek
CEE RS S

root © &g 717 A}-& Ao of Fhl ek 1 ek ol 4| 2] v &-of) v 8l 41 = 5] Abe] W &
HEIhe} Ao 5= A o] 7hAF B4 T

/etc/issue It L o] B et o] | A & ¢} HF g+ e},

# vi /etc/issue
ALERT ALERT ALERT ALERT ALERT

This machine is available to authorized users only.
If you are an authorized user, continue.

Your actions are monitored, and can be recorded.
LA & W &2 issue(4) vl 7 H o] A| & FH xR AL A L
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SECRED)

telnet TE 132 /etc/issue I L o] W £8 2 19 | A] A of] AU} o} & S8
Z 7 o)A o] 3t & AlE5l= v 2 36 H| o] A| “ssh ! fp A Aol Al B
XA 27 7)) o] Z] “H] A F B 2 19] 3hH o] Bgl vl A] 2] vl X7 S R} AL

/etc/motd H ol K¢k ¥l X A] & F 7} e},

# vi /etc/motd
This system serves authorized users only. Activity is monitored and reported.

ol 225 2291 shd of] 2.k vl 2] &] i X]

2790 A AHE AT AR Bek vl Al A B uHE 4 ol ol 2 7hA] uhy el A
e g ),

A gF W] -5 Hef el o] 2~ 3 el A] System(A] 22 H) > Help(= &%) Wl 775 & ]
GNOME &= B et ¢4 & ZA g th yelp W H & A & Huch bl 235 219l
A~ A% EE gdn(1M) "7+ | o] A] ] GDM Login Scripts and Session Files 2 &

RN FAPA I

Z WA A= = A LT A S SR @ o ARE AL Bl

root 4 &5 7FA) ARG Ao of g v, Bok | A] A] f §-of] v 3 A = B Ao HE
K e el R I e i T A

o 2328 279 3} o] BQk W A A & vl ] o)

o] gAo] AdFuh vl st AAE qt= = 542 26 9l o] 2] “vl | 3} o] Bk v A] %]
vl 27 2] ©hA| 10| 4 setc/issue TFL & AF-Eg o}

o FALEIA A WS A A Bl H A A& EA] e vl A2 3 Y-S wE Y e

# vi /usr/share/gdm/autostart/LoginWindow/banner.desktop
[Desktop Entryl

Type=Application

Name=Banner Dialog

Exec=/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" \

--filename=/etc/issue

OnlyShowIn=GNOME;

X-GNOME-Autostart-Phase=Application

2] Fel A /5 o] $kE =W tff 3} A ALE Polokrt &+g] F7H
AU Th zenity W H FA2 zenity(1) " 572 o] A & F AR5 A
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+4 2: o 3} A Rpo] RQHH| A A 7} A B =5 GDM 27| 3t 22 Y EE F A el
/etc/gdm ] H Eg|o = dl2as 220 A d 238 2O =5 =l 2~a%
23] AF Bl u| A A & FEA| Sk Al 7HA] 27]5F A3 Y ETF 2 3EE o] 95T
o] &l 2~ 2 ¥ E = Oracle Solaris 10 & 2] 2~ ol A = AF8-8F 4= gl 5 o}

» 232l 3t e] veb}y] Aol Bl A A E A F el

# vi /etc/gdm/Init/Default

/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" \

--filename=/etc/issue

= AFF 239 So] Bekul A& B Gk
ol 22 B g At B 2bol e A AT ol ~ag s
Default.sample 23 H EE T4 5} vhF o}
# vi /etc/gdm/PostLogin/Default
/usr/bin/zenity --text-info --width=800 --height=300 \

--title="Security Message" \
--filename=/etc/issue

AT FAER 2] 4] Fbel mok ol A X E EA Gk

# vi /etc/gdm/PreSession/Default

/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" \

--filename=/etc/issue

FoAbg A Ahe) F2el of o Aol EAIE A9 v 5} b7k hel A S gl o,

$43:98 2 gl LA WAA A EAHES 279 B AT,
A1 A1l S 2.24] ol e 5 vl k. o] MPH ol A etc/issue 5+ & A8 24
22tk GUIol Bl 2~ & 2 9 8 of g},

- 2719] }(gdm-greeter-login-window.ui)<= pkg fix = pkg update w2 of] 2] 3l
73*] 2o R oh W7 At S RESE W A 3 v E E el of 5t & HAbsha
Al 2®] o 2| o] = 5 A ol A AbeE v gk el A) Al L AR gF W82 pkg(5)
vl #| o] A & FRFA A &

a. 233 AEA A A2 HE B & HA}Y
# cd /usr/share/gdm
b, (F4)dd 21 F Ul HALE-E AZIY el

# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.orig
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A}-§ 7} 1.¢h

¢. GNOMEEA e s o]~ t]x}Ql =2 TG A}-&-3le] 22l ol H o] &
F7Hg ok,
glade-3 ZE 18] o] GTK+ A B Hl o] A&l Z & 73 & st AL A
FE flo FA 5 ol gl Bkl Al AE
# /usr/bin/glade-3 /usr/share/gdm/gdm-greeter-login-window.ui
e s o] 2~ v AbQl & 78 of of gl fl?‘fj‘ 5 7 E 358 GNOME = &%
B 2} 7 o] A Development(7} &) E 51 t}. 2] Manual Pages(*d ™ A
| o] Z]) €] Applications(-o--& == 13) o} 2 o] glade-3(1) " 574 | o] A 7}
L]_oﬂ =) 1/] 14_

d. (FA) 21 FGUIE FAT F EAE S AR}

# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.site

d2-1 Wl 2B 239 A] Zhek3h 7 AL ) ] A] wkE7)

o] of| ol A ]| A= d| A=A H 9} U o] zenity ™ o] gk el & ZhekEl v A 2] E
Hehuoh et e A= - -warning A S AFESko] WA R &} §HA| 7 oL ofo| S
Al et =5 s 4 ol 5 o)

13 mS o

# vi /usr/share/gdm/autostart/LoginWindow/bannershort.desktop

[Desktop Entryl]

Type=Application

Name=Banner Dialog

Exec=/usr/bin/zenity --warning --width=800 --height=150 --title="Security Message" \
--text="This system serves authorized users only. Activity is monitored and reported."
OnlyShowIn=GNOME;

X-GNOME-Autostart-Phase=Application

A} 7 2.0}

o] Al root H &= AHE T A Sl 27) AFSARE Al A o] A AT S gl Gt Ty

ALl e Qluk AFe A7t 2 a”lel 7] Aol AU 2 Sl Zlo] b F4un
B 2] L
U RS EAH L GEE | AL A A B GEAG RS 30 9| o] 7] “74 2 gk o} 5 A of 271
b e ot ahui e, 2shgeh, 4
ik Apgabof T e Aghel | ok Abgabe] kel kol v e o222} 32 5] o] A] “Luk AR ol v o ek
shel Aok THF o, AR g ARG A 2k ) umask 3 447,
U A A A HFE | Belol ABE A e AR AM AR (315 o] A Uk A3 kol B2 A
4R Helel Ag g Adeta R e

2 3hshe 210l 58 EYvIeh
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F7t A FHAE v g Al 2Bl o] 2R A 9] ol v & X} & 7} gl 33 90| A] “R 1/ Z T 0}% o] 2] 9
el gk o} EUEE QA 75 AT T8 Fhaf ol E

Zafoltl Eof gt e] 2~ E ZFaol W a9l A=} & F a3 7hA} 33 9| o] A “AA| kS E 10 oWl E
8 9FE syslog 7 & 2] El of| oldl EE A x| 7Fo 7 7] &3t} EE

Aot

3 gk} &= 2] A EE | Oracle Solaris ¥&]: € ¥l zHg] 2]

A AL A A DA

Oracle Solaris ¥ 2]: B.F A u] = 9]

=)l O o
g s = uy”

Oracle Solaris & 2]: B.F A u] ~ 9]
«od 8h-5 Skt = HhE>,

AHE-ARe] vl A AR el vk 581
4 ZE9E B

ApE-7p 7} 7p AL o) A AL A o] gl o8
ZE2aRE RAY AR ¢ S

WA g e

Trusted Extensions 74 % #z] 2|
DHEAE A A S
TZ2aWo 7 A ghsl= urS
Frsi Al e

Apg 7o) 2 g A gk o,

Aol A B 951 A 91 7| A e
A A g e,

Mﬁbvv4ﬂﬂﬂﬂﬁgﬁaﬂ
oro 7| E A3k A A

Azas) el 7

B2k WA 5k7) Aol M7 Aol whel 2 E ALg
%iﬂE%iIWEMi%ﬂEﬂ%%¢A%X
root A & 7151 414 2o of gl ek
@ /etc/default/passwd 322 HA g}
a. AHEA73F~1N Y 2bol ol FEE WA FHES

g2 Apo] = n.ak

A AFZTHAA

/etc/default/passwd 34 2

## /etc/default/passwd

##
MAXWEEKS=
MINWEEKS=

MAXWEEKS=4

MINWEEKS=3

87t ol 4o) 455 2P ch

b. F4&

#PASSLENGTH=6
PASSLENGTH=8
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A}-§ 7} 1.¢h

ok
P

SECEEL

« ¥EISFSFAFYCL

#HISTORY=0
HISTORY=10

d. olA ¢tz H AL Aol & a7t

#MINDIFF=3
MINDIFF=4

e. HaF17 ol 4 hEAE & T

#MINUPPER=0
MINUPPER=1

f. Hrd 1A o)A xAE o7t
#MINDIGIT=0

MINDIGIT=1

n S RFEV|E Ag st = W 552 Jetc/default/passwd Y S T AR A Al 2.
7| 232 oh Y of] A= o] g F T,

. AR F AHLE =S Ak 271220 3 o] A A 2 E] N A 2T} A EE| AL
EUHEE RS

F AW A AGES G L o] BAE

FoAEAT AT S AT F A E R qF S AT F e vhE AR Al i El A

root &S 715 A Ao of gt o), Fhe] 2] & =3 5l 9 al AFEhe Al 2Bl el A
o] Al 2l x}¢l o] W5 S HAEIA nlA] Al 2.

LOCK_AFTER_RETRIES E.Qt 54 & vEsE A FYch.

R R L
# vi /etc/security/policy.conf

#LOCK_AFTER _RETRIES=NO
LOCK_AFTER_RETRIES=YES
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A} 7 g

= AR A
# usermod -K lock_after_retries=yes username
2 RETRIES R EAS3o 2 AR P
# vi /etc/default/login

#RETRIES=5
RETRIES=3

n AFS AL oSk W ol £ A of] off gF AFA F U] 82 Oracle Solaris 2] B¢ 4] 8] = 2] 10
ZF, “Oracle Solaris 2] H.oF 44 (F2) & F AR sHAIA L.

n e w57 o] o] &) ol policy.conf(4) X user attr(4)7} L5 T}

o
R

v gk ap-g bl B s 2ok A 3E ol umask 3% A A

71 2:24<) unask 7 0227} 545 AR o] 2] ¢k 07 o] A Aol whe} Bt A §HA <)
v} A g e,

il
rU

A1 7&ak7) Aol root &S 7HA AR-§-Afo] of g T}
o dHAYTAYYER Y Y=F 19 Yl} ] o] 4] umask Zr& 53 gl
Oracle Solaris+= ]XW]‘ A-g-AF A 7] A A AT =YY EYE
Ayt o8 g F 4 tE Eg|o = .profile, .bashrc, .kshrc} 22 3} o]

ggﬁlsqoﬂ 9l

€l &}

the 3 O}L}%‘d 2 i

" umask 027 - 5 AF FFE Y RS E AT
(740) - 15 73w, 71 L] ZF ruxd ot

" umask 026 - 2w U AT Y BEE AT
(741) - 159 7 Fw, 71 €k ] ¢ rwd v Th

" umask 077 - $HA g 3} B 5 5 A3 oh
(700) - L5 X 7| Efof] o g Y A 2~ A ko] Al 55| A] eF5 Tt

ol
N

RRA Gl & Th S R A AL

»  Oracle Solaris ¥2]: &gk =+ ¢] o] “x}-& 2 A A A A»
»  Oracle Solaris & 2]: B.QF A1 ¥] 2= 9] “7] & umask 74~
w A g7 H o] A of usermod(1M) 2 umask(1)7} E 35 v o}
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A}-§ 7} 1.¢h

A1 %+3t7] A el

W

i
N

SECEED)

2ae/210k% 08 Fa Ao E

o] A x}of upet ] Wag, Al A8 A A= Y Aol
8 oWl EE Zhatg o)

F oo Aate] ol 2= Ag AL Bl A A & nhRA | = o] SE5HA] 68& T sy T

root &5 714 ARG Apof of Fhufth, Zhak el R 5of Abo] E o H ol A&
TPk

AbgA 3 2 ALg 5= Aol e WS 2R A Y ek

B = A AE B o Zhof] v &Y 3 & AR A ®) vk Aol AUE_PFEXEC FHAF oI EE

# usermod -K audit_flags=1lo,ps:no username

# rolemod -K audit_flags=1lo,ps:no rolename
A5 Zahe W ol 7] S ok,

# auditconfig -setpolicy +argv
g ol A 8L /1S ok

# auditconfig -setpolicy +arge

w 7HAF A A o] off 3F AFA) &F W] €2 Oracle Solaris ¥2]; B.¢F A 8] 2 2] “7HA} 2=
A £

s Al E 8] 2 A A o= Oracle Solaris ¥ &]: B.¢F 4 H]" O] “FFAF M B 2~ A (FF )
9 Oracle Solaris ¥ 2]: B.QF A 0] 2 9] “Za} A u] 2~ A4 &) 2 (243 )= FHER A Al L.

s ZFALE A5 H auditconfig(IM) P97 | o] A & F A 54 A 2.

AX o Zloo|HE ZYEHTF
t

|l E 7}y e o] U B ®she] = o Wl Eof] v 3 audit_syslog

XP} root & &o]ofol Tt 7| B} whA o] M =

o] 7] 4 =] of of g1 .

audit_syslog T8 1N L0 FH2EAF}L S 1A A s g}
# auditconfig -setplugin audit_syslog active p_flags=1lo
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Ah-§ 7} 1.¢h

34

o
I

A 2k 87) Aol

syslog.conf 3 ¥ o] audit.notice &5 F7}gHcl.
7|8 B o) 2 9kl 9 A 7F L o),

# cat /etc/syslog.conf

audit.notice /var/adm/auditlog

2aatgdg sy

# touch /var/adm/auditlog

syslog A H| 2o th3t FA AR E M= L H V)

# svcadm refresh system/system-log

74} A w28 A 2 LA ek,
Zhak Au) 22 ) 2 3 ) gt Ee) ) W Ak g g e

# audit -s

“
» AP AN A= SR EYS AT sy 22E 2] sk logadn(1M)

5]
w573 o o] 2| & F AR A Al 2

s EHE& T EGEH 50 3 o] A| “audit syslog FHAF SoF XU E 7S
B ailAl L

A& Aol Al 4] L & 5} A] @ 7] A g A A

S ol A= Guk ARG AR 7] A jhel| A Al 7HA] 7] A g F skt o] Ak Al AE
T sy
" file link any- ZEA| A7}l et T2 A A9 5 UIDS} o2 UIDE 475 =

U A o= U S o 4,
proc_info- ZEA| 27} 4) 5% 1 2 2 0] 9) 9 ThE =2 A s A
S A % 881 A B 28 ot sorocol 4 2 g1

EAEA fe Ao ' HAIHY

® proc session- ZZA 27 AA Q]TOHH NEE RUWAY ZZAAE FAHE S
IE= O}£L61L4t4'

p:
o)
¥
o 2
fr
m

root & && 7FA1 AFG-Apod of g},

A7} 25 5HA] B The ol A8 A7 A SR R HHE S uhA P ek

# usermod -K defaultpriv=basic,!file_link_any user
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EEOER S

2 Mg EREA BE T2 LS AR EA A FFHES BRI
# usermod -K defaultpriv=basic, !proc_info user
3 AR RS AR A 2B E soh Al AL A ek A3} o] AR Tl A AL
A 28} A] Roh =5 A g o
# usermod -K defaultpriv=basic, !proc_session user
4 AER) 712 AN A A A BE S A A G ek
# usermod -K defaultpriv=basic,!file_link_any, !proc_info, !proc_session user
Fx  AAE Y £ Oracle Solaris #2]: ¢k A u] 22| g A} «od sk 2l Ak A& (7)) &) L
privileges(5) "l 5+ | o] 2| & FF &4 Al 2.
."
A 29
o, &S /AT F U= AEAENEL JTES HEUE T U5 root g Eak
Al2w) Bl & R 7 4 ol
=t Av 3P U
xR o] A bt AEl S AeY 7h5 gk AEl S ok g5 = 1 ¥ Oracle Solaris #2]: B.QF A ] A 9] “1 ¢}
FEYF YET AT | MBS At G UASGES Ay |Eon e Uy vt v
M5 e A,
Tt ARyt xE Fo)l= Flof 1t A& o] AA| A7} A gk Oracle Solaris ¥2]: & HF =Hq] o] “A o 5.0
ol vt g BE g} tE 22 & g5y o vl ARE A7 A s
Oracle Solaris ¥ 2]: ¢ HF =Hq] o] “F o] 5}l
el(zhel 9y
[e)
EEOERS
o) w), &g HY T F G A AE WEL TS UE S 5 AU Th root 4 )
Azw sl e £ S A,
chg V=9 3 A g) el 4 Abol £ & Ababe] nbe} 3 b ek AT e %
FHFUh ol EY T 2o A o7 2 a3 AFE AL A A| ABlo] B S F| 31
%S YE| IR ARP U TCP Z 2 E &8 753}
zhe Av 3wy
A} | E2] Bol A A o] Hhed = A AL A K Q) F A Aol Al 36 #| o] Z] “ssh B ftp AF-§-Apoll Al Hqk wl| A] %]
A A E FA o Al o] BB E A gl5 & G | A7
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EEOER S

=k A 3y
dEHD SR U EL s | RARA M= AT d | 3750l A W =82 el o E AL gha
qhgto 2 AA g Al 2B A A5 A gk e,
VEYHZ EZ27 R tfgt |7 B2 =) A E S a3}, 383 o) A “H B E A AE 9 A A A}L gk
v} 25 WA g o} -
BEEALE AR 8 Y B BEALE 553017 o2 8 BT A UL
| 5 8 7ol o gk 352 WA gk o),
b | le] thek Aol Ef o]l |F T o] Alo| EHo] FAE 273LA] |39 9 o] x| sl A gt ohF & A A
Al 2B (ol W3 B = VPN S5 S 7o) Alo] EH o] o] &
)] Ag A s ax D a4 | ol oA EE whAI g T,
s & AR S AR
SHA 6} A] 92 Al ~E 1 TCP 2] 2~ of] ol &l 2h5 8} A] 942 TCP | 40 o o] A] “$+A 5} A] ¢k TCP 1 2 2] | o
AsEAdeADosTAL | DA AL AERATE A4
w7 g, A ghah o,
F4E FA QAN E TCP 2] 221 of] v g 25 %9 TCP 40 3 o] A “H5F ol TCP 7 2] Ao 7|
A ghsled DOS 34 & Ao 712 Z ) NFE A [ 2R
WA g et
Z7] TCP A Aol 3k =& REC 1948l 23l A1 H A|@AME |41 90 A “2=7] TCP A Aol H 3} =2 52
FEo G E AT A e EFTh w2 A
WS ol g el | el Ao w FolE nake a1l A Y EA o5 E Hek oz
7|2 gho 2 vk o}, Edch N4 A”
e Mu|zol TCP A HE | vlEYZ An] 2ol o &l A 27} SE inetd A1 u] 20 o) 8] TCP 2 H =
F7betel S =2 2w S A3l | &85 = Al 2w S A A Y thd): Abg° 2 A A5} Oracle Solaris & 2]: IP
AL AL 2 A 6&6‘»] =3 FTP). A ) 2= 2] “TCP # 3 & A}-&-35lo] TCP
2] 1) 2o @ou/qigz.] ;‘_‘:_aLHJ»_o_
Oracle Solaris #]: ¥| E $] 3 A u] £ 9 ;PEI‘S}/‘J ;L,_ A M
“sendmail ¥ & 8.122] TCP 2| 3 of] e g+ | © '
Aol A AAY 7| R o7 FIP U EH I AUl A5 W5 5= TCP o &
sendmail &% ZZ 732 TCP 2l ¥ & | 221" Oracle Solaris #&|: U] E$] 2 A u] =9
B “SMES A}-§-3}od FTP AW & A 25} =
R E LY

ohe A 94 2790w vhd A% A 408 E4 5k g e,

21 &8t7] Aol root Q&S 7HA AbE- Ao ok ghu T} setc/issue U 2 26 | o] A “Hlj ] 1} o] K gk
w| A] 2] vl 2] 9] kA 10 A o] u] BEE ) F Tk
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SECERS

SECEED)

sshE AF8-5-o] 2281 5o AH&xholl A 2 ok vl 2] X 5 E A 5he W b S gk,

a. /etc/sshd_config I} ol A v]  #] x| o] &] =4 & &l Al g e},

# vi /etc/ssh/sshd_config
# Banner to be printed before authentication starts.
Banner /etc/issue

b. sshA v =& A2 13},

# svcadm refresh ssh

ko

AFA g U 82 issue(4) E sshd config(4) "7 3] o] x| & FF & 544] A

ftpE AH-&-3te] 219 5 AHS-Aol| Al Bk W A A & &AM W b2 & A P )

a. DisplayConnect #| A] ] & proftpd.conf I} 2 o] F7}3H e},

# vi /etc/proftpd.conf
# Banner to be printed before authentication starts.
DisplayConnect /etc/issue

b. ftp A ¥ =& v}A] A =3 e},

# svcadm restart ftp

AFA F U] 82 ProFTPD (http://www.proftpd.org/) $§ AFo] EE FE 54 A] 9.

A=A A E S L

- MBI 7 ARl M= ek d vl S AR ez A ) of T

=<
upebA o 5t 5 A A Aol A = o] wl o] AFg ot e g AR E S o AT

U E S 7 we] A = 2t x| A sl of ).

o8 o 2ol 44 FAA FAFh

# svcs -x svc:/network/routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: online since April 10, 2011 05:15:35 AM PDT
See: in.routed(1M)
See: /var/svc/log/network-routing-route:default.log
Impact: None.

A 227k el o] ol w o] 7) ol A F A1 % 3l

)

Yt
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o
I

<

A2k 7] Aol

g
M

|

A %+817] A il

PR g A gt e 2 AR ok
# routeadm -d ipv4-forwarding -d ipv6-forwarding

# routeadm -d ipv4-routing -d ipv6-routing
# routeadm -u

e o 2ol A g o 2 4T G EA FA G

# svcs -x routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: disabled since April 11, 2011 10:10:10 AM PDT
Reason: Disabled by an administrator.
See: http://sun.com/msg/SMF-8000-05
See: in.routed(1M)
Impact: This service is not running.

routeadm(1M) vl 5+ 5] o] #|

BREAiE NN AL A AR

7] 5 OEOradeSolarlsL Ei‘:ﬂlé | 71 & A g} Alo] E Hol A A of ul2}
BRENAEHH 7SS Eolok sl 7§ o] AAE AHE-5)o] 7]%&%
H 75k Al 2

% - forward directed broadcasts V| E$ 3 5= A B E A& qkgto & A5l
HZ T AE Fo| AbLelato 7 A=}

v E9] = te] At Z2utd & 2| A sl of gt}

PofZlol e L2 EN~E Il AL TF FRE0LZ A F el

# ipadm set-prop -p _forward_directed_broadcasts=0 ip

A = APyt

# ipadm show-prop -p _forward_directed_broadcasts ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ip _forward directed broadcasts rw 0 -- 0 0,1

ipadm(1M) "} 7+ o o] A|

ERE PEEETSEae:

o] A& A5t v| E9 3 EFE X of tf gk A B vl £ E WA g o},
vES 3 de] gt =2 otd & A A8l oF o)
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SECERS

i
P

A1 72ts}7) 3

o
3

ofl

HECHAENNISRH SEAHAR
e Ayl

# ipadm set-prop -p _respond_to_echo_broadcast=0 ip

S ipa Rl el 022 AL dA

ok
ofo

# ipadm show-prop -p _respond_to_echo_broadcast ip
PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ip _respond to echo broadcast rw 0 -- 1 0,1

HEHNEEANZ 3R SFEARANESHLS P ol a0 2 AL A Fh&

# ipadm set-prop -p _respond_to_echo_multicast=0 ipv4
# ipadm set-prop -p _respond_to_echo_multicast=0 ipv6

# ipadm show-prop -p _respond_to_echo_multicast ipv4

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ipv4 respond to echo multicast rw @ -- 1 0,1

# ipadm show-prop -p _respond_to_echo_multicast ipv6

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ipv6 respond to echo multicast rw @ -- 1 0,1

AFA| gF U] 82 Oracle Solaris 27 7hs Wl N H S F 2 A 4] 9
“_respond_to_echo_broadcast = _respond_to_echo_multicast (ipv4 or ipv6)” 2 ipadm(1M)
w572 9 o] 2| & F R Al 2

Oracle Solaris 11 & 2] 2~ ol &= IPv4 % IPv6oll t 3k A 2% 55 & 2 2l hostmodel®]
wolsl gt o] B2 H R thE F A A 28 ol kP 212 A 8 Al
A8 A o) g e,

U ES T dhe] A = 2945 A A sl o 3 th,

hostmodel 55 A 2E IP 3] Z o] o 3l strong> 2 A A Fc}.

# ipadm set-prop -p hostmodel=strong ipv4

# ipadm set-prop -p hostmodel=strong ipv6

A F& et rbsed FgS Fol wYch

# ipadm show-prop -p hostmodel ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE

ipv6  hostmodel rw strong strong weak strong,src-priority,weak
ipv4  hostmodel rw strong strong weak strong,src-priority,weak

AA| gH -8 Oracle Solaris 27 7Hs " 7} ¥ = 2= A ™ A 2] “hostmodel (ipv4 or
ipv6)” = ipadm(1M) " 572 7 o] | & Fr A 5}A] Al L.
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EEOERS:

A AT ok5 & A A ARl off gk AFA g Ul -8-2 Oracle Solaris #2]: IP 4] B] 2 2] “E{d
2 =

Eof| A [PsecE AF-&3}0] VPNS K. &5l WS B354 A &

v $AEA LTI AL A N5 AEA

o Aol mpel A sHA| 3 BT T AR A ofslof A u] 2~ 7 H(DOS)
o}

Aztapr el =92 e] A7 =2l A A of g o,

1 FAFTAAZ AN NFE AR S
# ipadm set-prop -p _conn_req_max_q0=4096 tcp
2 @A e FAFYc

# ipadm show-prop -p _conn_req_max_q0 tcp
PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
tcp _conn_req_max q@ rw 4096 ok 128 1-4294967295

o
R

A}A| gF W] €= Oracle Solaris £ 7 75 vl 7 ¥ 5 Fx A 4] ©] “_conn_req_max_q0” %
ipadm(1M) ¥l 572 o] o] 2| & FHE 4] Al &

vV EFFTATCP AR A A4

o] A akol w2} 5] & 541 59 2172 752 A o he] DOS F A& WA k.

A #s7) Aol W E T 3] At =2 a3 S A A8 oF g vt

1 FAFTA AR AN NFE AR S
# ipadm set-prop -p _conn_req_max_q=1024 tcp

2 FA ke FAFYU

# ipadm show-prop -p _conn_req_max_q tcp
PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
tcp _conn_req_max_q rw 1024 -- 128 1-4294967295

i
I

A 8 U &8 Oracle Solaris 273 7}s Wi /N 4 Fx A A ] “_conn_req_max_q” %
ipadm(1M) ‘:’H 7 H o] A & FH xR A L.
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VeI T4

A1z 7) Aol

SECEED)

EZ]TCPA A N3t 2 55 FF A A

o| A A} of| 4] += RFC 1948 (http //waw.ietf.org/rfc/rfcl948.txt)= =8k TCP 27|
Al s A vl E S AR g ok

Al 28] 3t el & A sl eH AFS AL root & &rol of of g T}

TCP_STRONG_ISS ol t & 7] &35 7 gl

# vi /etc/default/inetinit
# TCP_STRONG ISS=1
TCP_STRONG_ISS=2

MEYImAHSE RO ﬂ
Z|BA o7 Holts|l= o Y EY AN HSEE FY 715 5 )
4ﬂéiﬁﬂﬁﬂ%ﬂ%@%4£ﬂ%%%%ﬂ%@wﬂ%#%ﬂ%ﬂ%ﬁii
uighetu o},

d

Iz
kv

vl=9) 2 he) A Ze e g x| Al of ghoh vl A4 o) WA 3ol 7] gk
weko] wrrLieh,

PAHF el ol 22 AL THFRFRE 02 AT F A 2 F A4 L.
i s e EE AR i

# ipadm set-prop -p _forward_src_routed=0 ipv4
# ipadm set-prop -p _forward_src_routed=0 ipvé
# ipadm show-prop -p _forward_src_routed ipv4

o
g
o
w
o
EhL
o
of
Ry

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ipv4 forward src_routed rw 0 - (1] 0,1

# 1padm show-prop -p _forward_src_routed 1pv6

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ipve forward src routed rw 0 -- (1] 0,1

Z}A| gF W] &2 Oracle Solaris £ 7 7} o 7| ¥ 4 Fx A9 4 ©| “forwarding (ipv4 or
1pV6)”*‘ R ]_/\]J /\]J_

IP 3 3ol B3l netmask 8§ 55 FEE 022 AT F A ;S FAsH4 A L.
7SS HEA L EEZ 2 A AR 25 WA T}

# ipadm set-prop -p _respond_to_address_mask_broadcast=0 ip

# ipadm show-prop -p _respond_to_address_mask_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ip _respond to address mask broadcast rw 0 -- 0 0,1
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42

IEFEEEETECES LSS PRI RE L E L RS
7| 232 Al 2] o A F7HCPU 78 Al At L U E S 2 B H o v 25 WA ] o}
# ipadm set-prop -p _respond_to_timestamp=0 ip
# ipadm show-prop -p _respond_to_timestamp ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ip _respond_to timestamp rw 0 -- 0 0,1

P ] LEEMN2E Y AR S FTEHARE02Z AR} F I FE
elsha Al L,

7B Al 2B ol 4 7} CPU & 75 Al At W E 9 2 4 1.0] W] £ x| 3 o
# ipadm set-prop -p _respond_to_timestamp_broadcast=0 ip

# ipadm show-prop -p _respond_to_timestamp_broadcast ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ip _respond_to timestamp broadcast rw 0 -- 0 0,1

EPEEEPEEESEEE FEVEERE LES- P T NERPEY
7)1 83k Al 28l ol 4 F7}CPU 478 WA Fh e,

# ipadm set-prop -p _ignore_redirect=0 ipv4
# ipadm set-prop -p _ignore_redirect=0 ipv6
# ipadm show-prop -p _ignore_redirect ipv4

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE

ipv4 _ignore redirect rw 0 -- 0 0,1

# ipadm show-prop -p _ignore_redirect ipvé

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE

ipv6 ignore redirect rw 0 -- 0 0,1

IP &2 2h$-R & WA et

At 54 daf P4 ehro] Bt Aol MEH I i/fHsEE AR o2
AR sHA] v Al 2

# ipadm set-prop -p _rev_src_routes=0 tcp
# ipadm show-prop -p _rev_src_routes tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
tcp  rev src routes rw 0 -- 0 0,1
AFA gF Ul -8 Oracle Solaris 27 7Fs W/ W4 Fx A A 2] “_rev_src_routes™ &

LELRRES

IEPEEEEEEESESE FETEREDES EEEE DR RES
PR A 2R 4] F7HCPU 875 WAL Eh B A W =g el A
Uk o = A 2] A o] 3 9 5hA| o5t

# ipadm set-prop -p _ignore_redirect=0 ipv4

# ipadm set-prop -p _ignore_redirect=0 ipv6
# ipadm show-prop -p _ignore_redirect ipv4

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ipv4  ignore redirect rw 0 -- 0 0,1

# ipadm show-prop -p _ignore_redirect ipvé

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipvé  _ignore redirect rw 0 -- 0 0,1
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EREETEE
ZFx  ipadm(1M) "f | o] %]
3il ©) u) il o} =
Sl A E S B E
ZFS 3 A| AR S A7) 7 ol ha st gl gh S gl ow dofsl At Y T Aa
7L A gE AFgske] AT S S o
t}5 A3l & 53l Oracle Solaris®] 7| v} A A] A~ El ¢l ZESo]| A A}-& 7153k B 5 4-tho]
gk A o 7 olal| & 4= gl v} A A & LH%% Oracle Solaris #&]: ZFS 3} €

ﬂi@ﬂ?m4H¥ﬂ““ﬂw%ﬁmmﬂ%%ﬂﬂﬂﬂﬂxPﬁﬂ%

zhed A 3 by
Uiz F7bes de] W HESe] | AlEAY 25 Ee Z2 A EWHE 91 | Oracle Solaris W 2]: ZFS 3} Y A 2 ® o] “ZFS
DOS &4 & WA g o}, Al el o] Y aa F7E A HE 9l e oF AR
AR
dole A B el g 5 ahel | 7Y A|28 AR AV 1F B Oracle Solaris ¥2]: ZFS 5+ 9 A] 2~ 8] °] “ZES
E PP FY EL TR TR S ERRPSRELEREEE
B AE T}, W As T}
o A ') A HlolH & t ol e W o] 25 7tE wf o o] B] A 3kl | Oracle Solaris ¥ &]: ZFS 5+ & A] 2~ 8l ©] “ZFS
o} 3hghu] e, o) 4] 28} 7] 91 passphrase % 7o) A ) ok 5 3p
o} 5 3} 5 AF-E5)o] dlo| g AT
EEJQJ shet dlele 558 Oracle Solaris #]: ZFS 5t 4 A] 2 ®l ©| “ZFS
T 59 A 28] k5 5} o
Mk UNIX ﬂ}% gk H o} FAE Bek 542 9 S WSS | ZFS End-to-End Data Integrity
A RA el -0 7 utd & d 588 4= 3l (http://blogs.oracle.com/

Eiéh’}lﬂd ACLE A1 A g ch,

ACL AH&-o off gk 2] AF&gh2 Hiding
Within the Trees (http://
www.usenix.org/
publications/login/2004-02/pdfs/
brunette.pdf)& R34 Al &

bonwick/entry/zfs end to end data)

g} o) s al 2= %
JJ—]- = -E'—-—?— = I 6]
oot TR Al 28 32 S 5 gl
3 4% a0
A RE ARG Aol ol 3l A gk A <l A uk AFg-A} 2] 1} A ghe] o 8 32 of| o] x| “AnF ApG- Ao oy 3] Ko} A g A <l
vt Agke A g o} 0224 o} A gkA o) kS A Ao} umask 2% 4 &”
PSR R o R e 23 E T BARTE AF4-31od 3] 9] | Oracle Solaris ¥2]: 2.¢F A B] A2 2] “E-4= u}<d
WA G P E A g o i d & FE ) AbEAde] Qe IS B
2% . Oracle Solaris 11 2.¢F 74 43


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mipadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgazvb
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgazvb
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mzfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgazvb
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgazvb
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgbdbb
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgbdbb
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgkkih
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgkkih
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgkkuc
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=ZFSADMINgkkuc
http://www.usenix.org/publications/login/2004-02/pdfs/brunette.pdf
http://www.usenix.org/publications/login/2004-02/pdfs/brunette.pdf
http://www.usenix.org/publications/login/2004-02/pdfs/brunette.pdf
http://www.usenix.org/publications/login/2004-02/pdfs/brunette.pdf
http://www.usenix.org/publications/login/2004-02/pdfs/brunette.pdf
http://blogs.oracle.com/bonwick/entry/zfs_end_to_end_data
http://blogs.oracle.com/bonwick/entry/zfs_end_to_end_data
http://blogs.oracle.com/bonwick/entry/zfs_end_to_end_data
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6secfile-23
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6secfile-23

8 ZE2IH Y Au] L M

44

ole
ofo
(&
fu
I
i)
o
bz
}011
et
4
32
)
L
A

Oracle Solaris H.¢9F 7] 52 A}-£3

4= = 2| vt o2 S8 4RSS
Zgae] Ao et F&g Helold gt d & 5o, d & AHE5ke] 4
Ape] E o vl o] B H o] 25 Abo] B O] &) Auf ot L& gl

" Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ 2] &2~ T2 2] 15

, “Oracle Solaris Zones 42 71”

Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones & ] A £ #2] 9|
“7]%1 o od g op

= Oracle Solaris ¥2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ 2] A2 ]
«Hlx'] o3 o:]o:] 0_“ xﬁ X—“_J_ 7] P

= Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ #] &2 ]
«/\] ./:E“ Oﬂ /{1 oﬂ oﬂ x—] z] (xLOJ uH )»

= Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ 2] &2~ #2] 2] 16
7;]_ “H] 7;4 o:i of] o:l .?_/\4(7]1 .8_)”

= Oracle Solaris X-¢} 7] € & Oracle Database % 3} (http: //www.oracle.com/
technetwork/server-storage/solaris/
solaris-security-hardening-db-167784.pdf)

FFNA Bl a2 B

o & oo 24 W) B 9% therat EEE AT
AA S D AAE 2 oS B AL,

®  Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ 2] &2~ 2] 2] 14
A, <2l o2 el A4

= Oracle Solaris ¥ 2]: Oracle Solaris Zones, Oracle Solaris 10 Zones ¥ 2] A2~ ] 9
A 14, “Oracle Solaris 2| A~ 2~ ¥&]”

OracleSolaris 11 2.9t A1 & . 2012 3¢


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-17
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-17
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-9
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-9
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-10
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMzones.intro-10
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMz.config.ov-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMz.config.ov-1
http://www.oracle.com/technetwork/server-storage/solaris/solaris-security-hardening-db-167784.pdf
http://www.oracle.com/technetwork/server-storage/solaris/solaris-security-hardening-db-167784.pdf
http://www.oracle.com/technetwork/server-storage/solaris/solaris-security-hardening-db-167784.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMrmconfig-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMrmconfig-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMresource
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADRMresource

& Z2IR YA 2Rt

IPsec ¥ IKE 74

IPsec ¥ IKE+= IPsec | [IKES A5t 35202 FAE L= v E S T Alo] 9
ERSECE RS g}

AA 0§ BAE Dol ohe s FaeI AL,

Oracle Solaris &&]: IP A ¥] 2 2] 14 &, “IP K¢} o} 7| €] X (7] 8.)”
Oracle Solaris ¥+ 2]: IP 41 ¥] 2= 9] 17 &, “Internet Key Exchange(7§ £.)”
Oracle Solaris ¥ 2]: IP A ¥] 2 2] 15 &, “IPsec T4 (X43)”

Oracle Solaris & 2]: IP A ¥] 2 2] 18 &}, “IKE 74 (£F)”

P2 E 74
IP ¥ 7|52 upsh & Al Fgh o
AA U 2 AAE BeE

= Oracle Solaris ¥#]: IP 4] H]
= Oracle Solaris ¥2]: IP 4] H]

O ELERES

T
o2 7%]’, “Oracle Solaris¢] IP Z E| (7] 8.)”
o] , “IP i E‘] (xl— o] )»

l}~ 1)~ i

Kerberos 74

KMMWHMAE4£ﬂ@ﬂE%i B35 glgurh Seto]dE-AH

obFH A= U E Tl A Hel AL E AT g o] AMu] s T4 H
Zglo| | A & v £5hod 71 g AF-8- A} 2l 55 Al 33 o} Kerberos A1 Y] 25 AF-8-51H
ohE Al AH e 2 a]lekal, W s Ay et dl o] B wghetal, 92 = b 81 A

AES 7 ATt B Au s Faf R A7F An] g Aj g o o g A A
A e = 3l T Kerberos AH-&-AF= A4l o] Al A of] off 3 v} & ARG AR 2] A A5
A g sl ek

AR
AAE U S 2 AAE By oSS AR A9

= Oracle Solaris ¥ 2]: 2 gF 41 8] 2 2] 20 &}, “Kerberos A ¥] 2~ A| £]”
m  Oracle Solaris ¥ #]: B.¢F A v] 22| 21 &, “Kerberos 4] u] 2 A (RFely
w A& g5 3] o] 7] of] = kadmin(1M), pam_krb5(5) % kclient(1M)7} £ 3H v T

ﬂf“bﬂﬂéﬂSMF%ﬂ

2% . Oracle Solaris 11 2.¢F 74 45


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipsec-ov-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ike-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipsec-mgtasks-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ike-task-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3eupsq
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipfilter-admin-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6seamplan-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6setup-8
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mkadmin-1m
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5pam-krb5-5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Mkclient-1m

A] 2 © o] BART 23 4k vHE-7]

AA gL BAE Do oS RS L,

» Oracle Solaris #2]: 2.¢F A ¥] 29 “RBAC 55 AL E # AA &85 Z2 13
ESIRRagE

= Securing MySQL using SMF - the Ultimate Manifest (http://blogs.oracle.com/bobn/
entry/securing mysql using smf the).

s e w7 o o] &) ol| = smf(5), smf_security(5), svcadm(1M) ® svccfg(1M)©]
3o

ch o (e o] & A7) 2.0k 7}

Trusted Extensionst= MAC(Z 5~ Y Al 2~ A o) A A & A}-§-5} o] Oracle Solaris K. QFHS
Sl o), 717 el o -8 TE ool 6] (] 5] 2, ) Al A8 3 2w ol o] ]
iﬂ];}(x}gﬂ ) A’Ii/{ﬂ 2ol Ao 7 A8 =yt R Edlog o] 3t AN A=

t o] ¥ fﬂl ol = (A A) % An| AH(FA) AM«l ﬂ”ﬂ of whet Al g ok A S 3k 75
gﬂ ] o]/uw]_‘— /K«]H]/\ xlsLoi:rL/HEl]/]r/}.

Trusted Extensions A1 ¥] 28] & 5o = t}5o| 35}

=]

rr

group/feature/trusted-desktop 3 7| X| = Oracle Solaris¢] 41 2| & 4~ )
2~ 25 3 & AT o)

Trusted Extensions 74

Trusted Extensions 3 7] A & A & &+ & A]| 2~ 8 & FAJ &l of ghv o}, sl 7] ] A A] &
Al 2~ E) 2 E“EL“t-%i/\H] |43} o] A1 4] A4 E 2ol % "]E’\P‘l"}‘”ﬁ
AT sE YT A FHoh o E Al A8 T AW U E T T4 o]

.J»] Q '5‘:‘1—1/] r/l.

46 OracleSolaris 11 2.9t A1 & . 2012 3¢


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-26
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-26
http://blogs.oracle.com/bobn/entry/securing_mysql_using_smf_the
http://blogs.oracle.com/bobn/entry/securing_mysql_using_smf_the
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5smf-5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN5smf-security-5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Msvcadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN1Msvccfg-1m

o} @ W (3 o] 2 A7) mek 27}

A g g A AHE e ok e & ARSI AL
iy

» Trusted Extensions 74 2 ] 2] A1, “Trusted Extensions ] 2= 7| 4>
= Trusted Extensions T4 2 2] o] A5, “Trusted Extensions ¥+ &]”

#] o] & ] %!—1—:- IPsec 74
Psec® AF4-3ho ol o] Hol s 21 & 852 4 sl6oleh

A G g R RS wel R o oA 4]

fo

H
= Oracle Solaris ¥2]: IP A1 ¥] 2] 14 7, “Ip K ¢} o} 7] €] & (7} 8.)”
» Trusted Extensions 74 2 ¥z] 2] “Eﬂ o| &o| 3l IPsec ¥E|”
= Trusted Extensions 74 ¥ Fg] o “&f| o] Eo| 3l = IPsec 743 (ZFd )~

2% . Oracle Solaris 11 2.¢F 74 47


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROCtrp-part-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROCtrp-part-2
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV3ipsec-ov-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROCtxnet-20
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=TRSOLADMPROCmanagetnet-40

48



3%

Oracle Solaris 11 B.QF 21U ] & & {4
=g

Oracle Solaris= H.QF B U B & & 913t F 7} 2] A| 28] =<2 BART(7] & A B3l =)
a

7% L ZHAF A A A FE o pE m 2 e 1 S8 g g Elo) A% A A
AbE 238 9HE sy

49 o] A 7| B ThA} W & AFE”

w50 3] o] & “ZFA} A u] 2 AFS

= 5] 0]A]

RIETAE

BART ol 1] o 2 5 4= A <8l A%l R 2] =8 ) o) A 2bo] A 7E F
2] 30 A) 228 Zhol] BART ol |8 2 5 2 u] e o] 4 A€ A 2o o gk A Ala
Fajoba Al 28 2he] Aol H& FHF 4 g5 e

A g2 B AE e oS g s

[e)
= Oracle Solaris ¥&]: B QF A 0] 20 “7| & Zha} M 31 & (7] Q)7
»  Qracle Solaris ¥ 2]: B ¢F A 8] ~ o] “BART AF-&(%41)”
»  OQracle Solaris ¥2]: B ¢F A u] 29 “BART vl Y H| ~E 513 3L = B A FHx)

ol

A A
1

AR F Al 2wl ol o gk A AbahS FA 5)7] 918 AR g A] 312 Oracle Solaris #+2]:
Rk M| A0 “A| 7to] whel T A| A8lof] 3w | ~AEE u] St WS
X]—7<~]_/K1/\]

49


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6bart-2
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6bart-4
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6bart-13
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6bart-9
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6bart-9

AL Ao 2 A}

ZFA} A g] & A

50

FEAHE A1 228 Abg W o B 9 32 F ) G ek 2k A a2l 24k o]
g EEE Bt 29

= Oracle Solaris #2]: 2. QF A °] 2= 9] 26 &, “FHAH(7H 8)”

»  Oracle Solaris &&]: B.QF A ] 2 9| 27 & “ThAl A &)

= Oracle Solaris ¥2]: ¥.QF A1 ¥] 2 2] 28 & “ZHA} 2] (£ 43)”
»  Oracle Solaris -"’Jril‘ R A 8] £20] 29 A, “FHANFR)”

o 57 3 o] 2| 5= % 2 3= Oracle Solaris ¥2]: B¢+ 4 ¥] 2 9] “Zha} Au| A
o 57 ol o] 2”& 2 5441 4] 2

audit_syslog Z ] 19l

Oracle Solaris ¥2]: X.¢F 4
R FAIA] S

S e R ey
audit binfile 2] Z28lof| thtp fsize A= &
QAEFIMNE 9, 122 T Deron B W E

o] & &1 Oracle Solaris T &|: B¢ A ¥] 2 ] “7F A} =4 of
A A 5= v AR FHA A 2

o o zES Fol A Ak 1 kel Al 2ol A Ak ke & b oA Aok S
A& Ao

o TR ke A el A A ZE kel S 7w g e

audit_syslog 7 A} & °F ® 1] & &

audit syslog &2 L8l-& AH-&-51H v] 2] A& 3k 73} o]l E o tf g} 8 oFS 7| Za ¢

ol <5},

OracleSolaris 11 2.9t A1 & . 2012 3¢


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittm-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditov-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditplan-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditref-1
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditref-36
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditref-36
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6rbactask-22
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-11
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-52
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-52

39 st 37

© 3} u) 523l w B S Al slo] A E| = 7hAF Q oFS Bl n|d Ao EA|EF 4 gl ST}
=] N e =E = <} = = T

# tail -0f /var/adm/auditlog

»  Oracle Solaris ¥#]: 2.9t A v] £ 2] <7} S
= Oracle Solaris #&]: X ¢k A u] &9 “Z Z 2] 2 H o] 4]

=) 7]
Z R Il A Al F A 9 WA 07 ALSE 9 & T %= setuid Y setgid WIS FE
T sk o 2w A 73U A A8 A A o] op ] ARG Aol Al A S ol
I A H Y el root B+ bin)

A}t 2l o & 2.2{H Oracle Solaris ¥&]: Bt A ]| £ 0] “E<= ul o Al& #Hdlo| gl
Shel & e W BESHAAlL,

3% . OracleSolaris 11 2.9t U B & ¥ {-# §2) 51


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6auditov-21
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-83
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6audittask-21
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6secfile-23
http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6secfile-23

52



5 A

Oracle Solaris B.§F 4| 55

+ & A} E ol = Oracle Solaris A] 2~ Bl o] v g &g B ok J W 7} 32 3k of gl5 T,
o] B o
=271 -

Oracle Solaris 0S2] o| A Hg] A~ 2] H ol A W ol =
g oh

Oracle Solaris 11 2%

t}& A A gl F-A] o] = Oracle Solaris 11 A] 2~ Bl of] tfj &} B ¢} A ™ o] 3kl v},
= Oracle Solaris ¥2]: Xt A v] &

o] ¥ ¢} A ™ 4] = Oracle Solaris 11 ¥+ 2] A4 2 & QOracleol| /] &7+ 551 o}, o]
A1 2] = Oracle Solaris @] ®.QF 7] 53} A] 28 G-A] A] A& v S A )
“]1—01] = Ho AR EFEGS e ‘;}E Oracle Solaris /‘]i Fhe] Adrl Aol
g a7t 5o dFyh

= OQOracle Solaris Security: Oracle Solaris Express (http://www.oracle.com/
technetwork/articles/servers-storage-admin/osllesecurity-186797.pdf)
o] LA ol A= o] H 2|22 2010 11 ¥ A | o} & Oracle Solaris 2.3} 7] 5 2]
24k A F g ok,

= ORACLE SOLARIS 11 EXPRESS 2010.11 (http://www.oracle.com/
technetwork/server-storage/solarisll/documentation/
solaris-express-whatsnew-201011-175308.pdf)

o] sEA ol A= o] "] 2220101 11 A o] o g Oracle Solaris 7] 5 2] 2~ A&

zﬂwu_ah/] 1;]_

F+-& 3+ Oracle Solaris 10 3 &= A 5 & % 2] ™H Oracle Solaris 10 Security Guidelines&
CE AR

53


http://www.oracle.com/pls/topic/lookup?ctx=E26925&id=SYSADV6
http://www.oracle.com/technetwork/articles/servers-storage-admin/os11esecurity-186797.pdf
http://www.oracle.com/technetwork/articles/servers-storage-admin/os11esecurity-186797.pdf
http://www.oracle.com/technetwork/server-storage/solaris11/documentation/solaris-express-whatsnew-201011-175308.pdf
http://www.oracle.com/technetwork/server-storage/solaris11/documentation/solaris-express-whatsnew-201011-175308.pdf
http://www.oracle.com/technetwork/server-storage/solaris11/documentation/solaris-express-whatsnew-201011-175308.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=OSTSG

54



	Oracle® Solaris 11 보안 지침
	머리말
	대상
	Oracle Support에 액세스
	활자체 규약
	명령 예의 셸 프롬프트

	Oracle Solaris 11 보안 개요
	Oracle Solaris 11 보안 보호
	Oracle Solaris 11 보안 기술
	감사 서비스
	기본 감사 보고 도구
	암호화 서비스
	파일 권한 및 액세스 제어 항목
	패킷 필터링
	IP 필터
	TCP 래퍼

	암호 및 암호 제약 조건
	플러그 가능한 인증 모듈
	Oracle Solaris의 권한
	원격 액세스
	IPsec 및 IKE
	Secure Shell
	Kerberos 서비스

	역할 기반 액세스 제어
	Service Management Facility
	Oracle Solaris ZFS 파일 시스템
	Oracle Solaris Zones
	Trusted Extensions

	Oracle Solaris 11 보안 기본값
	시스템 액세스가 제한되고 모니터됨
	커널, 파일 및 데스크탑 보호가 배치됨
	추가 보안 기능이 배치됨

	사이트 보안 정책 및 실행

	Oracle Solaris 11 보안 구성
	Oracle Solaris OS 설치
	시스템 보안
	패키지 확인
	필요하지 않은 서비스를 사용 안함으로 설정
	사용자에서 전원 관리 기능 제거
	배너 파일에 보안 메시지 배치
	데스크탑 로그인 화면에 보안 메시지 배치

	사용자 보안
	강력한 암호 제약 조건 설정
	일반 사용자에 대한 계정 잠금
	일반 사용자에 대해 보다 제한적인 umask 값 설정
	로그온/로그아웃 이외의 중요 감사 이벤트
	실시간으로 lo 이벤트 모니터링
	사용자에게서 필요하지 않은 기본 권한 제거

	커널 보안
	네트워크 구성
	ssh 및 ftp 사용자에게 보안 메시지 표시
	네트워크 라우팅 데몬 사용 안함
	브로드캐스트 패킷 전달 사용 안함
	에코 요청에 대한 응답 사용 안함
	엄격한 다중 홈 지정 설정
	완전하지 않은 TCP 연결의 최대 개수 설정
	보류 중인 TCP 연결의 최대 개수 설정
	초기 TCP 연결에 대한 높은 수준의 난수 지정
	네트워크 매개변수를 보안 값으로 재설정

	파일 시스템 및 파일 보호
	파일 보호 및 수정
	응용 프로그램 및 서비스 보안
	중요 응용 프로그램을 포함하기 위한 영역 만들기
	영역에서 리소스 관리
	IPsec 및 IKE 구성
	IP 필터 구성
	Kerberos 구성
	레거시 서비스에 SMF 추가

	시스템의 BART 스냅샷 만들기
	다중 레벨(레이블 지정) 보안 추가
	Trusted Extensions 구성
	레이블이 있는 IPsec 구성


	Oracle Solaris 11 보안 모니터링 및 유지 관리
	기본 감사 보고 도구 사용
	감사 서비스 사용
	audit_syslog 감사 요약 모니터링
	감사 로그 검토 및 아카이브

	허위 파일 찾기

	Oracle Solaris 보안 문서 목록
	Oracle Solaris 11 참조


