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. SGD Gateway ZFH T2 LSICTLAHAD SGD H—N—ZFELFT,

SGD Gateway MFEEAE%Z SGD 7L A IZA4 > AK—JL L. tarantella gateway
add ON > RZFEHAL T SGD Gateway Z SGD 7L A ICBHR L E T,

"'SGD Gateway DFEBAE% SGD 7L A ICA VA= TBHE 2ZRBL
TLEEW,

. £® SGD Client ##: T SGD Gateway ZFHTE3 N ZBRL £,

TSGD Client ##i &2 BRI 2 5%1 25RBLTKESL,

21.2. BEPEE hi-Bl s

ZOtY2 3> Tk, SGD Gateway DER DB E N ZEEOBRRXAVICOVWTHALET,

ERHOHMENERTIE, %O SGD Gateway XY RT—UIVRNURAU RNERBZO—RNSTUHE, K
2.2 T O SGD Gateway E A— RNZUHZFEALERY NI —VBH, OXSICEALET,




BRZBE NIERE

2.2 B8O SGD Gateway EA— RNZ U HZFERAL XY ND—VEfE
SGD Server SGD Server SGD Server

LAN
'

AP + SSL (Port 5307)
HTTPS (Port443)

v

SGD SGD
Gateway Gateway

‘_

fmp + S5L (Port 443)

* HTTPS (Port 443)
‘ Load Balancer
DMZ
AIP + SSL (Port 443)
HTTPS (Port 443)

ERPBENEERBEEERTDICIE, £2.2 "SGD Gateway DEARIHME N BB TERA TS CRTERORE
RETVET,

2.2 SGD Gateway QBRI 7 HE h-BieTHEA T 3 ER

e BREAY

DZATRTFNAAASA—R 1. 9FATURTFNAADSOBEEEREBEMICLET,
NZ2%

Client

BE, ChETCPR—N443 ZFEALET,

COFEOFHEMIOVTR, O—RNFUHORFIXNESRUTLE
=L,

2. (A7>3a)O—RNSUHIZ, SGD Gateway TS A T NERICHERE
% SSLEREZA VAN —=ILET,

COFEOFHEMIOVTR, O—RNZUHORFIXNESRUTLE
=L,




SGD Gateway DK X RV

E5 BHRAY
O—RNZ>H A5 SGD 1. $E#i% SGD Gateway ICEETBD RS ICO—RNTF U HEBHLE T,
Gateway

COFEOFHEMIOVTR, O—RNFUHORFIXNESRLTLE
=L,

SGD Gateway THEAT2R—NEEREZBRLET,
ZYRNIT=OIVRNURARNZO—RNZOHOF7 RLAICERELET,
NS NOERIE. SGD Gateway DA AR —LRFICITWEL L,

SGD Gateway DR Z2ZE T 551k, "SGD Gateway DR— h & iEhii 2
BRIBHE 22RLTEEL,

% SGD Gateway =, 94T > NEAD SSLALAZEZ A AR—ILLE
?O

POZATY NEGRAO SSLAIRBZVZA T RF—ARTICA 2V AR—
LI2FE%E 2BRUTSEE W,

SGD Gateway A5 SGD H—
N—

. SGD7LAICRLTSGD EF1VF A —H—ERAEZEBMILET,

SGD H—N—RBEF17E—RTHEEALTVRIRBENHBYVET, 7747
VA=) DEENFBMCE>TVIRENHYET,

BEAAN=ILTR, SGCDHY—N—REF1T7ERZFEATEIELSICE
BWICEBRENET, SGDH—/N—%Z2tF1U)F71—REITHDHFZEICOVT
DERHF VBB IFEWE. TAZ V)L Secure Global Desktop EEEH A K (1

V=R 47 H)a O, SGD H—N—AOtF1T7ERICEIZIE1EZSR
LTLEEW,

SGD Gateway (=, SGD ¥—N—OtF1UTF 1 —HEEZIAM—IL
ECH

gateway server AN > RZEFEAL T, PLAH® SGD ¥ —/N\—0 CAFLHE
& SSL ifBE % SGD Gateway ¥F—ARTICA 2V R—KNLET,

'SGD H—N—DFHEZA VAR —ILTBHEI ZZRLTSEZL,
SGD Gateway ZFEHATHESIZTL 1A SGD H—N—%2F{/ELFT,

SGD Gateway MREFAE % SGD 7L A4 > AK—JL L. tarantella gateway
add AN RZEHL T SGD Gateway &% SGD 7L 1 ICB&LF T,

"'SGD Gateway MFIBHE% SGD 7L A ICA VAN —ITBHZE 2ZRBL
TLEEL,

£ ® SGD Client ##: T SGD Gateway ZFATE 2N ZEBRAL £,
FSGD Client ##i 2 B8R T2 H %1 28RBLTLKEETV,

2.2. SGD Gateway DER X A7
NtV a> Tk, SGD Gateway THERA T2 EREBRIDFIEICOVWTHBALET,
HRETEERIAIERDESY T,
« TOSAFT>YRNFINAAHS SGD Gateway N\ D

« TSGD Gateway 'S5 SGD H—/N—A DOk
s "OZATURTFNAANSO— RNT B ADES,




AT NTFINA AN S SGD Gateway N\ DIEH

« "TO—RNZ YA S SGD Gateway N\ D #Ef o

221. 94T > hFTINA AN 5 SGD Gateway N\ D
DZ4F > NTINA AL SGD Gateway DB DEFZHBK T DI, ROBEEAVZTVET,
1. (F7°232)SGD Gateway THEATAR— M eERZEBRLET,
NS OERIE, SGD Gateway DA > AN —LKICITVWE T,
CNSOBREEZZEFTDHEIE. "SGD Gateway DR— N EERZBRTDHE 25RLTKEEV,
2. (72 3>)SGD Gateway \=. 954 T7 > NEHAO SSLAIAEE M AN —ILLET,
POZAT Y NEGRRADSSLAIAEZ VATV RNF—ARNTICAVARN—ILTREE) 28RLUTLKEEL,
2.2.1.1. SGD Gateway D/R— N L EREERK T DL
COFEZFEATHIHLEN HBDIE. SGD Gateway DA VAR —)LEIZTE > LERELEETIHEENOHKTT,
1. SGD Gateway RAKMIZA—/N—1—%— (root) ELTATAL 2V LET,
2. gateway config create AN REETLET,

# /opt/SUNWSsgdg/bin/gateway config create

HEHLOEBICEEZL TROEEZBRLET,

+ SGD Gateway R— MNE&E. SGD Gateway CEEERICERAE DAV R T I—AER—KTT,

c XY KND—=DIVRNURAU Ne DFAT 2 RTINA AN SGD Gateway IC#EHRITHEHICERATSIP 7T RL
AEZIE DNS B, BRUPR—KTT, <hild, SGD Gateway D7 RLALEEICAUTHB LRI ELR A,
XY RND—OOBRICK 2T, O—RNZUHBEODABTFNAADT RLAILBED ZENFHYET,

« EF21TEE. SGD Gateway ET7LAAD SGD H—N—0EHRZEFI VT 1 —REIIHESH. &
FATEEEZEATDICE. TLARNDOSGD ¥—N—HFEF1T7E-—RTEEBLTVIRBEFHYVET,

3. BReA—NOBREEREFELET,
ABDUERREZMFEAL T SGD Gateway M@K ENET,
2212. VAT NEHGAD SSLAAZEZ IV ZA T M F—ARNTFPICA AN =ILT B HE

SGD Gateway TV 74 7> MERICEAE N5 SSLEIBAE (. SGD Gateway SSLiAEFAEEHIEN T T, SSL
B x VT4 T M —ARNT /opt/SUNWsgdg/proxy/etc/keystore.client ICREFEENE T,

ﬂl_l;

B
F7# ) NTlk. SGD Gateway & ECER{FE SGD Gateway SSLAAEZ IV SA 7 MNERICERALETH,
NDECEBHZNE SSLAIAELERIR (CA) ICE > TBEENLIAETEEMRID LN TEET,
ROFIETE, CAICK > TERE - SSLAAEN BB EZRRELTVET,
A4 AN=)L9 % IELFEEF Privacy Enhanced Mail (PEM) ERX TERE N TVRIHRENF B ET,
1. SGD Gateway IRAMICA—/N\—1—H— (root) ELTOJA > LET,
2. SSLEIAEETNICHIET DI LMEE%Z SGD Gateway RAKNCIE—LET,
3. SSLAIAEELINRBEV AT RF—ARNTICAVR—KLET,
gateway sslkey import AN RZRDKSICEALET,

# /opt/SUNWSsgdg/bin/gateway sslkey import \
--keyfile temp.key \
--keyalg RSA\
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SGD Gateway A'S SGD ¥ —/\—A Dk

--certfile example.com.pem

C Tk, FEBAE T 7 1)L example.com.pem &, TNIZHET S RSA TRSILE hi-FELFE temp.key AV S
AT RF—ARNTIZAVR—FENET,

VAT RF—ANTAOBREOBECERSE SSLAASR LEZEhET,
4. (F7>32)SGD Gateway 2 Bi2EIL £ T,

EE

A ‘ ZOFIEK., SGD Gateway DHIHIBRZRITLEVERICOKFERAL TS EE VY, HH
BRO DR T SGD Gateway ZBi2E) 92 &, SGD Gateway D#HIBHAATT L T
W W, IZ7— AV E—IHFRRENET,

g‘étlﬁﬁiiﬁ&'@ﬁ@bfb\% SGD Gateway ® SSLFEIBAEZBEZ 2 5H S . SGD Gateway 2 HiE2EI L &
=

@ SGD Gateway #B#2E 32 &, SGD Gateway £/ L TRITEehTWBI1—H—+Y

A ETTIVT=23artey i asEINTIHENET,
SGD Gateway RART, ROINY RERITLET,

# /opt/SUNWSsgdg/bin/gateway restart

2.2.2. SGD Gateway »' 5 SGD H#—/\—A D #E#E

SGD Gateway £ 7L A D SGD H—N—& KT, HEEAROLHICAIAZENIERAEIET. ChosEk%
BRTRICE. ROBREIATVETVET,

1. SGD H#—/N\—miEHE %R SGD Gateway lc 1 > AR—=)LLET,
'SGD 4 —N—DFRAEZA VAR T2FEE 22RLTEE W,
2. SGD Gateway DifBHE%E SGD PLAICA AR —=ILLET,
TSGD Gateway MFIBAE %R SGD 7L A ICAVARM=ITB2HEL #5BLTLEEL,
3. SGD Gateway x93 SGD Client ## 2R L £ 7,
FSGD Client ##i 2 BH T2 ZSBL TS LEE L,
2221.SGD 4 —N—QIRAEZAAN—ITDFE
COFIEZFEATSICE. FLARO SGD H—N—HFtEF17E—RTHEBL TVWIRENFHYET,

BEALSAN=LTE, SGCDH—N—RBEF1T7EHZFEFATILSICBEBNICBRENET, SGD H—/N—ICH
LTEFIVFTA—H—ERZBMCITBHFEICODVTE., TAS5 2L Secure Global Desktop BEEBEH A K (1) —
A47 FA)a O, SGCD Y—N—ADOEF1T7ERICEITZIHE1EEZSBLTIKEETL,

TLAADOE SGD —N—T, XOFIEZEVELET,
1. SGD KA K ETA—/S—1—4— (root) ELTOY AV LET,
2. SGD H—/N\—#A'5 SGD Gateway ¥F—ARNF7FA LI NUIC CAREFBEZ IE—LE T,
SGD H#—/N—® CA FEBHEE, SGD R A N ® /opt/tarantella/var/info/certs/PeerCAcert.pem & V) £,

ERD
@ ZO CATEHEE. SGD Y—N—HFTFLAHOLF1FEECHEATIENOLRALT
7.
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SGD Gateway A'S SGD ¥ —/\—A Dk

SGD Gateway ¥F—AKNT7 714 L T M /opt/SUNWsgdg/proxy/etc TT o

CARIAEZIE—TRLER, 77ALORBRAREBET 7AIIAH 212 SCD Y —N—ZRHETEDLSIC,
MAEV7ANOBRZEET R EEZHBHLET,

3. SGD #—/N—»5 SGD Gateway ¥F—ARFP7FA LU KNUICSSLAaAEZIE—LET,

EF1T7E—RTHEBL TWS SGD H—/V—0 SSL fEAE . SGD R A b 0 /opt/tarantella/var/tsp/cert.pem (Z
HYET,

SGD Gateway ¥F—ARNT 74 L U MU /opt/SUNWsgdg/proxy/etc TT,

SSLAIAEZIE—TR &R, 77AMIIOABRPIARAE7 7B 212 SGD H—N—ZRETED&LSIC,
AAEV7ANOERNZEETDCEEZHEBHLET,

4. SGD Gateway RANICA—/N\—1—H— (root) ELTAY A LET,
5. SGD Gateway ¥F—ANTFIZFIAEZ A R—KMLET,

# /opt/SUNWSsgdg/bin/gateway server add --server sgd-server1 \
--certfile /opt/SUNWsgdg/proxy/etc/PeerCAcert.pem --url https://sgd1.example.com \
--ssl-certfile /opt/SUNWsgdg/proxy/etc/cert.pem

—server 723k, AHEEF—ANTILREITZEEILERAITZRNEEZERLET. COPITEF. CAFEH
£F sgd-server! EVWSBIBEZFEAL TRIFE 1, SSLIAAER sgd-serverl-ssl EWSBIBEZFERAL TREFEET
£¥9,.

https://sgd1.example.com &, SGD Web ¥ —/Y—® URL T,
6. SGD Gateway ZBEiEEIL £ 9,

AR
@ SGD Gateway #B#2E 32 &, SGD Gateway £ L TRITehTWBI1—H—+Y
A ETTIT=23arteyda EINTIHENET,

SGD Gateway RAR T, ROON RZRITLET,
# lopt/SUNWsgdg/bin/gateway restart
2.2.2.2. SGD Gateway MFEFE%Z SGD 7L A ICA VAN =T B F%
% SGD Gateway T, XOFIEZEVIELET,
1. SGD Gateway DFEHEZT VI AR—KLE T,
a. SGD Gateway RANICRA—/N\—1—%— (root) ELTOTALET,
b. SGD Gateway ¥—A K7 H 5 SGD Gateway DifBHEE LI AR—KNLE T,
gateway cert export AN RZXDESICHEALET,

# /opt/SUNWSsgdg/bin/gateway cert export --certfile gateway1.pem
SEBAEAN"T 7 4 )L gatewayl.pem ICT U AR—hENE T,
c. FLADOTZ4<X") SGD ¥ —/N—0 /opt/tarantella/var/tsp T4 L2 NUICEEBEZ IE—LE T,

FIRAEZTOVAR—RNTBEER, FIAET 7AI)AH 2 /- SGD Gateway Z4FETED &SI, RIAET 7
IINDBHEEETD_EEZHHAOLET,

d. Gateway QFEHETTI 7TANADT VL AES LUFHEEEZZEELET,

# chmod 600 /opt/tarantella/var/tsp/gateway1.pem
# chown ttasys:ttaserv /opt/tarantella/var/tsp/gateway1.pem

12



DZAT 2 NFNAAD SO— RNZ I ANOELE

2. SGD Gateway % SGD 7L A IZE&EL £,
a. 7741 SGD $—N—IZA—=N—1—H—(root) ELTATAVLET,
b. SGD Gateway MFIEAEZ A~ HR—KNLE T,

# tarantella gateway add --name sgd-gateway1 \
--certfile /opt/tarantella/var/tsp/gateway1.pem

Z T, sgd-gateway1 l& SGD A" SGD Gateway OB EH T35 EH, gatewayl.pem & SGD Gateway M
SIRAZE T 7 AILEBTT,

BB O SGD Gateway % EFICEERT B (CI1E, tarantella gateway add ANX > RO file A7 a> &AL E
T HMICDOW\WTIE, Ttarantellagateway N> Ry 2BBRLTLKEE L,

tarantella gateway add ZEAL T2 EBREER. PLAADOEA® SGD H—N—ICEBREIET,

2.2.2.3. SGD Client ##i 2 BK T2 1%

1. SGD Gateway # £ ¥ 2 SGD Client & Z2BR L £,

724X SGD #—/\—T --security-gateway ' O—/NILEEZFREL T, £ ® SGD Client A" SGD Gateway %
FERATEBRNEITATRNDIPTRLAFLEIFDNS BIZETVTERLET,

B —@ SGD Gateway gateway1.example.com @ TCP 7R— K 443 &4 L TFXT D SGD Client &)L —7T 1 >
JEBESICEETRICEK., ROON REFEALET,

$ tarantella config edit --security-gateway \
"*:sgdg:gateway1.example.com:443"

SAEO— RINZ > Ib.example.com ® TCP /R— K 443 /L TFXT D SGD Client #ERZEIN—TFT 1 2T T3 &
SICEETSICE. ROOX REFEALET,

$ tarantella config edit --security-gateway \
"*:sgdg:Ib.example.com:443"

p=-a!
@ --security-gateway BHEICMALEERF., PLAAOTXNTO SGD H—N—IZHAEh
Y. ZENRRENDOE, FIRI—F—Ev>3a>rEdTd,

--security-gateway B ZHH L TEED SGD Client #EH 7 1 L X EEHRT D HEICDOVWTI, M--security-
gateway BiE1 ZZBL TS EEV,

223. 94T NTFNA AN SO— RNZ B NOEE

DZAT Y NTFNARAEABO—RNZ D HOBOEREZBHTSICE, ROBHIAVETVWET,

1. D95ATFRTFINAADSOEREZTAND IS ICO— RN HEBHALET,
COBFZEDFEMBICOVTE, O—RNAZUHORFIX M ZESRLTSEE,

2. (72 32)SGD Gateway M SSL sEFAEZO— RN HICA VAR = LET,
COFEOFHMIOVTE., O—RNZUHORFIXY N ZSRLTSEEZV,

2.2.4. O—RNZ > HH S SGD Gateway \ D

ATBO—RNZ>HE SGD Gateway DREIDEHREBR T D ICIE. ROBRRAVZETVET,
1. SGD Gateway TERA T2 R—NEEGEEBRLET,
FSGD Gateway N7 R— N EEEEBR T FHEL ESBLTLKEETL,
2. (#723>)SGD Gateway =, BEIS AT NEHERAD SSLIHEEAVAN—ILLET,

13



SGD Gateway O 4l

(ST NEGRAD SSLEABBEISATY hE—ARTA VA= TBEE, EBBLTI L,
2.3. SGD Gateway 0 i1

ZhOtUa> Tk, SGD Gateway #1132 FEICOVTHBALE T, HHATZIZAVRIIDOES Y TT,
+ SGD Gateway D2 E)

+ SGD Gateway MO f=1t

+ SGD Gateway D B2 g

2.3.1. SGD Gateway D2 B}
SGD Gateway ZEE T3 I(Cld. ROINY REFALET,

# /opt/SUNWSsgdg/bin/gateway start

2.3.2. SGD Gateway M {Z1E

AE

A SGD Gateway Zf£1t 9% &, SGD Gateway ZNM L TERITEhTWBd1—H—tva>
ETFTVTr—=2a>Ey i a il FIsXTHfiEhES, DFEY ., SGD Gateway A FHE
FlEEhEBERK, FTUTr—23a0F =2 KbNB TSN B E T,

SGD Gateway ZfEIEF2IClE, XOOAX Y REFEALET,

# /opt/SUNWSsgdg/bin/gateway stop

gateway stop AN RZFEA TS &, SGD Gateway ZELLT RN ESHOERERDIBEEX Y E—I AN RREN
FTo cOXYVE—DERRULAEVKRSIZTSICIE, gateway stop AN RO force A7 a v a2 FAL TS EE
(AN

ALTSGD TR LEFTEEREL A, -security-gateway BHEEFERAL T, V547>
N7 /N4 A SGD Gateway ZREHE FICEHESGD LTV EATEDLSICLEBE. C
DESIBITATRTFINAARBIERHRE SGD ICT IV EATEERT, --security-gateway

IEEnB
@ SGD Gateway A"ELEL TWVWBIHE, XY ND—JOAEOI1—H—A SGD Gateway % £
B, 22RLTSEEL,

2.3.3. SGD Gateway 0 B &
xR
A SGD Gateway ZEi#2E) ¥ % &, SGD Gateway ZN L TRITENTVWARI—H—tv > 3
DETTVT—=232twy a3 RINTIHENET, DEV, SGD Gateway A FHE
THEBHEILERR., 7T7VT5—23>F—afKbha s Ed,
SGD Gateway ZBEEH T2 (ICE. XOON REFEHALET,

# /opt/SUNWsgdg/bin/gateway restart

gateway restart AN RZFEHAT B &, SGD Gateway ZELTRIAESH DBEREROIEEXY E—IHNKRRE
NEFT, COXYVE—TERRLEVKSIZTSICIEK, gateway restart AN RO -force A7 a2 FAL T
=W,

2.4. SGD Gateway O HllB&

SGD Gateway Z BB g % ZI&. SGD Gateway RARNIZA VAR —=)LENTVBYTRITITEEIBRLE T,
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SGD Gateway Z HIBR¥ 2 773%

2.4.1. SGD Gateway Z HIBR T 2 3%

1.

2.

SGD Gateway RANZA—/N—T1—H— (root) £LTATI > LET,
SGD 7L A4 ® SGD Client D)\L—FT 1 T ZEELEFT,
a. 774XV SGD H—N—IZA—N—1—%—(root) L TOTALET,
b. SGD 7L A ® --security-gateway B EZHmEL £ 7,
B — SGD Gateway ZfFA L EXRNEERFEOHEE, XOOXY RERTLET,

# tarantella config edit --security-gateway "™

)=
@ B O SGD Gateway EAFO—RNZ U HEFEHAL BRI HE W EEEOS
&, -—-security gateway B EZRETIHLELEH Y EL A,

SGD Gateway & 7 A 2 AKR—=)ILULET,
ROIANV REERFTLET,
# /opt/SUNWSsgdg/bin/gateway uninstall

SGD Gateway ZFLL T2 L ESH DHEREROIBEXY E—IHFRREIET,

EE

A SGD Gateway QHIBRFEEE L THR—RNERTWVWB DO, gateway uninstall X > K7
1 T9, pkgrm X R¥ rpm ONX > RZEMA L T SGD Gateway ZBEIZHIBRL & W T
<EZEL,

(FA7232)SGD PLAICEFE TS SGD Gateway DJARHD S, Z® SGD Gateway ZHIBRL £7 .
a. SGD 7L A ICEHFEENTVS SGD Gateway ZXRRLE T,

# tarantella gateway list

Installed gateway: gateway1.example.com

Issuer: CN=gateway1.example.com, OU=Marketing, O=Example, L=Boston,
ST=Massachusetts, C=US

Serial Number: 1208509056

Subject: CN=gateway2.example.com, OU=Marketing, O=Example, L=Boston,
ST=Massachusetts, C=US

Valid from Fri Sep 26 09:57:36 GMT 2008 to Thu Dec 25 09:57:36 GMT 2008

b. SGD 7L A ICEHFE N T\WD SGD Gateway ®'JARNA S, M SGD Gateway ZHIBRL £7,

# tarantella gateway remove --name gateway1.example.com
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{$8A SGD Gateway D7 —F T IO F ¥ —DOHE

ZNOETIE., #F V)L Secure Global Desktop Gateway (SGD Gateway) D 7 —F T U F ¥ —EXE I R—F 2 MIC
DVWTHBALET,

CDEOHNRR., ROEHBYTT,
"SGD Gateway D7 —F 7 I F ¥ —,

+ TSGD Gateway ® I R—F > b

A.1. SGD Gateway O 7 —F TV F ¥ —

ZOtEY>a> Tk, SGD Gateway D7 —F TV F ¥—%RL. SGD Gateway ZNL T SGD IZ 7V EARATHLE
LB ENDERICOVTIHALET,

KA.1 "SGD Gateway 7 —F 70U F ¥ —, |2, SGD Gateway D7 —F TV Fv+—ZRLEXT,
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SGD Gateway O 7 —F T I F ¥ —

KIA.1 SGD Gateway D7 —F TV F v —

S0 Server
CA Certificate and
Private Key

|

|

|

|

| G0 Server
55L Ceriificate

I and Private Key

|

|

|

|

|

SGD Gateway
Certificate

|

AIP +SSL
{Port 5307}

ISGD Gateway

I SGD Gateway
Cerlificate and
I Private Key
I
| SGO Server
CA Cartificate keystore
L
I 5GD Server
I 551 Certificate gateway.xml
3GD Gateway
| SSL Certificate
| and Private Key keystore client
~_
DMZ
AlP + 5501
(Port 443)
Raiting

SGD Web Server
S5L Certificate and

Private Key

. — — — — — — — — — — —

ROFIETIE, SGD Gateway 2NN LT SGD IC TV EATREEICHIETNDERICOVWTHALET, COFIET

&, 7S50 EMERL - SGD NQOFHEL, SGCDAOOT A, ESICTTIr—>23a>0ORBETHA IEATW

ESCH

1. 94T NFINAADT ZIH A SGD Gateway IZx L T TCP R— K 443 T HTTPS (HTTP over Secure

Sockets Layer) #EHEZTVET,
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SGD Gateway O 7 —F 7O F v —

« BERNLEFBEOHE,. 1—H—I& SGD Gateway D URL IZ7 V2R TBEICKR2TSGD ICT IV EATESR
ED

« TCP 7R— b 443 [ SGD Gateway O 77 # )L h\’/R— M TF, SGD Gateway AEATDR—KME, IL—FT 1>
J7OFERT 7 1) gateway.xml TEEENET, DT 7 A )Lk, SGD Gateway DA > AR—ILEFIZE
B ICHER E N, gateway config AN REFHAL T SGD Gateway DEREZZEEL L ZICEFEINET,

+ SGD Gateway 1 SSLEIFAZ ZRRLET. <OIEAER. SGD Gateway 0 keystore.client ¥F—ARFICH S
HE_G)I\/ '\ U _63-0

+ SGD Gateway N'fERTB2F—ARNTOBARENAD—RIEE, L—FT14 20 7OFERT 7 1)L gateway.xml
TEZENET,

=T AI7OF D HTTPS #EEZREBL. T—RANU—LZESILL. HTTP 7—2& % Apache ¥ 7' OF

JICEELET,

« HTTP *—%&i&, TCP7R—K 8080 &V LD JZADZEER— NICHBTEEFEENET,

» Apache BE7'O0F > OB httpd.conf 77 AL TERENET, COT7AIIETIICBEETZETOFD
B 77A4)LIE., SGD Gateway D4V AR—I)LEIZBENICERENET. 5D T 7 A ILIE. gateway
config N> REFEMAL T SGD Gateway DEREZEEL L EILEHENET,

L E7OFDIGEHTTP ARoBZEERAL T, 7LARO SGD Web H—N—%ZIRLET,

« BE7’OF2 & SGD Web H—/N—DEOEFE. TCPR— K 443 THTTPS Z2fFAL TEF 171 —REX
hEd,

 Apache B#7'OF > &7 5 OHICER P # Cookie ZFRELET. ChBlE, 7IIHICKBDTXNTOHTTP U
POTANTRELU SGD Web H—/N\—H"ERAENET,

. SGDWeb H—N—WR IS4 T R FNAADT ZIHICHTML 2BEL£I.
« HTML (&, SGD Gateway ® TCP /R— N 443 ICHEM E hi-#EH LT, HTTPS F—RELTEEEIET,
+ SGD Gateway (& HTTPS F—2 %27 SO ICEGEL X T,

L A—¥-—psehbicOd1LET,

« SGCDH—N—R@FI1—Y—%#JHL., 1—H—tv>a>ESETS SGDH—/N\—%FIRL. HFLLWI—H—
v asaERBLET,

c VAT RFINAAIZSGD Client YRV O—REBLTFAVARN=IEh, BEEhFET,

s TOOHIEREBENEHIMLIEL—FTA VI R=OUHFEENTVET, L—FTA2I =02 IC&F, 1—
H—tv2a zEBBIRRSICBRENLESGD H—N—OTF7 RLANEFEFIATVET, COERIE. AP
(Adaptive Internet Protocol) *—X ZIEL W SGD H—N—ICI—FT 12T FBLHICEATIhET,

s WN—=TFTAIT—=U2F, SCD H—N—DF HBEFEAL TEREEchizH &, SGD ¥—N—IZH S SGD
Gateway OFIHEZFEAL THESLEIET,

e =T 42T ~N—=U2F SGD Client ICEENET,

* DTAT U RTFINAANOERTE HTTPS A EREhE T,

. SGD Client l& SGD Gateway I~ TCP 7R— N 443 TEHRLE T,

+ SGD Client & SGD Gateway OB 07— X $EH Tk, AIP over Secure Sockets Layer (SSL) A fEREhE T,
+ SGD Gateway O SSL SIFAZNEROLHIZRRENET,

c N—=FT 4TI TOF & AP over SSLEET— X ERHLET,

« SSLF—RARNU—LHNESKEh, AP F—RARNI—LRSIL—FT AT RN—=DO 2 FAHENET,
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SGD Gateway ® 1> R—%> K

s =T 42T RN=U2F, SGD Gateway DI RHBEZFEAL TERSLENizH&, SGD ¥—/N\—0 CAFEHE

ZFERAL THERENET,

+ SGD Gateway M IFAF#EE SGD H#—/V—0 CAFEBAEIEX, SGD Gateway ¥ — A K7 keystore IZRTFENT
WET,

s W—F AT N ENTHRIEERETDEDIC, W—TF AT DRALARZ Y THABREEh
£9,

« SSLZERLTAP F—2AN)—LANBERS{LELET,

7. AIPoverSSL F—RWEEIN—FT14297O0F 22N LT, L—FT 12T N=0 2 THEEEHTWS SGD H—/N\—IC
BEXENET,

* AIP over SSL #— R ¥EH TlE TCP R— K~ 5307 A'EAEhET,
s APF—BARNU—LIZEIL—TFT AT R—UFEEFNTVELEA,
8. 1—H—A" SGD Webtop T 7UT—>3a>ZRBLET,
s F7Ur—=ar o) VI ARNEHTTPS ## /8 L T SGD Gateway ICEEENET,

s W—=TA42I7OF 2V IE HTTPS F— R &FEL TESILL., HTTP N> 7 14 Y U % Apache 7 O0F < ([C#ik
LET,

s ¥TOFIFERDE Cookie Z#H L, Cookie TEEEN TS SGD Web H—/N\—ZFAL X,

« SGDTF77VT—23rtEyIarvoams#TR. T7UTr—23a v a v EERIRHICEL SGD
H—N—HEREhET,

« SGD H—N—LTHLWIL—TFTA VI N—=OOFREhET, L—TFTA2I =02 T7Ur—>3a>
Y2V EBEBIRLSICERENLSCGD H—N—IC AP F—REILN—TAVTI2HICERENET,

« SGD H—N—RIN—TFT 12T h—2>% SGD Client ICIAELET. BIFED AP F—2ARNU—LAICEFEIL—
TAVIRN=OUHFEBERTVET,

9. SGD Client l& SGD Gateway |- TCP ;R— I 443 THEHKELEF,
+ SGD Gateway ® SSL SIHAEN EHRO O ICRRENET,
e =T 420 7OF Ik AIPover SSLEBEETF—XEREMLET,
s =T AT N=0DEE, BE. BITRANTOIET,

s AIPoverSSL #—ZRRIL—FT1297O0F2&NLT, L—FA2I =020 TEEENTWS SGD H—/\—
ICEEEhET,

c AP F—BRARNU—ALIZEIL—FT 12T RN=D2BFEEFATLEEA,
10.SGD ¥ —N—RT77VTr—>32tv a2 z28BLEY,

s F7VT—=232@, O—ALIVT7ZRY NTD—T (LAN) CBREE 77U Tr—> 3> —N—LTRTE
hFEY,

A.2. SGD Gateway ® ] R—% > K

SGD Gateway XDV R—F2 N TERENET,

s =T 42070F>, AP F—REHRZ SGCD Y —N—CIL—TFT4>TJ 9%, JavaTIV /OAZR—ADOT )
7_:/3\/_6‘3-0

L=F 4V I7OFYOEBEIR—ZY NRROESY TT,

20



NW—=TF42TR=02IZD2WT

c WN—TFT A= - Th=—FAT =022\ T, 2R
« ¥F—ANT - TSGD Gateway TEAEhZF—ARNTJ #58R
e =T AITOAFX BRI TAIIN - "TI—T14TTOAF BRI TN ESR

s BTOFT, BTOFTT—RTEHET D LS ICHERE iz Apache Web H—/N\—TF, BT OFF HTTP 2kt
NERPBERTLET,

F7OFO0XEIAR—FMEROESYTTY,
+ Apache Web 4 —/N\—DO#RK 7 7 1)L - TApache Web H—/N\—DRET 7 ()1 258

« BTOFAB R HTTP B2 8A D Apache T2 1 —)L - TSGD Gateway TfEF & 115 Apache 21—
1 258

A21.NV—FTA4 2T R—=02IZD20WT
SGD Gateway I —FT 1 T =V ZFEALTAPEREEELET., IL—T12VIJ =02 BEROREER
BRUVEFED SGD H—/N—%FB TS, BEEBSHLENEXYE—DTT, L—FTA VT R—D2ICERA
LARVTHEENTEY, = 0EmEHRIDLOICEREIET,
REN—TFTAVITRN—DOVRBROISICBYET,
+ SGD H—N—0DF L HBEFEAL TSGD H—/N—LTEZEEThZFET,
+ SGD Gateway MFIFAEZFEAL T SGD Y —/N—LTHES{LETIhET,
« UZA4T Y NTINAAD SGD Client ([ZEFEET,
BEN—TAIR—02RBRORSCHBYET,
+ SGD Gateway D3EAB#E%FEMA L T SGD Gateway L TES{LENET,
« E{ET SGD Y —/N—0 CARIBAEZEMA L T SGD Gateway L THREhET,

+ SGD Gateway L TCHEEhET, L—T 1 I N—0 2 RRLTVRELF. EEX SGD H—N—ICIL—F 1
IENET,

A.2.2. SGD Gateway THEHAEhDF—AKT

SGD Gateway F L FREAAEEFEAL T, L—FT AT R=—OANOTFZRIILER, L—T12IN=D2 D
B FLAAD SGD H—N—ICHF2EEOEF 1) T« —RE, SGD Gateway \NDIZ AT hERDOEFI )
TA—RB, BRTVTL I IVH—EANOT I EAOERBEZTVET,

SGD Gateway CERAE hDEHE L ELFHRIE. /opt/!SUNWsgdg/proxy/etc F4 LI RUDF—ARTICREEHNT
L\i?o

COTFALIRNIICRROF—ARNTHHYNET,

+ SGD Gateway ¥—A N7, SGD Gateway F¥—RA N7 keystore (Zl&, SGD Gateway OFEERE & I FHE, 7L A
A ® SGD H#—/N\—0 CAFIRAE., 8KV SGD H—/N—® SSLEHEN HY ., PLAAD SGD H—N—ICHT 3
X IATERICEAEQET,

SGD Gateway ¥F—ARNT7OI MNUZEEMNM, HIBR, BLTF—BERRITBIZE, gateway AN REFRALET,

c DFATURNF—ARNT s V54T NF—ARNT keystore.client IZIlk, BE—® SGD Gateway SSL FFBHE & IEL
RN HY, V74T NFINAAE SGD Gateway DEOEHRZEF 1 VT —RETHLHICFERAETLET,
F7AIRTR, COF—ANTICEECEENEAHEBN A>TVET, COMAFEFRLR (CA) ICL>TES
ENLIIAETEERADENTEET,

« V7L023avH—ERF—ARNT., V7L 023> H—ERF—ARMT keystore.reflection (2. SGD Gateway
TUI7LO23 H—EANOT7 VL ADERICEAETNBAHELILARNIEEATVET, FT7FILKT
FE. COF—ARTICRIBECEENELAFTLILFRIA>TLET,
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N—=FT42T07OF BRI 7ML

F—ANTIE, SGD Gateway D1 > AR —J)L#IZ gateway setup AN RERTLEEZICHBNICERETNE T,

p=-a!

@ IXNTOF—ARTTRUNAD—RAEAE N, /NAT— RI& /opt/'SUNWsgdg/etc/
password 77 A )L TERENET, CONAT—RIF, F—ANTORIOERBEICEE
BICERENDSUOALBNARADT—RTT, NAT—RI7ANEHRIRDENTESDD
& A—/N—1—%%— (root) 11T,

A23. I—FT142070O0FERT 7ML

L=F142070F8RT7 7 14L& lopt/SUNWsgdg/etc/gateway.xml TF, Zhik, F—X7ORNIINOBEREICIE
CTRBEBRITDXML77AIILTT, L—TFT 1420 I0BKESSL7ORNINICHSERF—ARNTOBRE/NAD—
RE, COT7AIITERENET,

N—=TFT420970FBRT 7 A&, SGD Gateway N1 > A —I)LEIZ BB ICERE ., gateway config AN >
RZFEAL T SGD Gateway DERZZEEL LEZICEFHEIET,

- ==
A=

A gateway config AN~ Rk, Gateway DBERICFEALET., AREAN &V, gateway.xml
T7ANEFHTHRELBEVTLSEE W, gateway.xml 77 AL OERHF EE> TV
&. SGD Gateway OEIMENFELT BN B ET,

FIALRNDOIIL—F 14T TOFBRT 7 1 LIk lopt/SUNWsgdg/etc/password 7 7 £ LAD/N AT — REFERAL
T. SGD Gateway A"fFAT2F—ARNTFILTIVEALET, cONAT—REFAAVICREFELELSEZVEEARK., N
AD—=RI7AIAHAOI NI ZEEEDET, NAT—RT77AI)LEHIBRL. gateway.xml 77 A HSTXTD
<keystore> EFE O password T N ZHIBRLU £9 . XIZ SGD Gateway ZRETHEE, F—ARNT/NAT—RO
ATEROSNET,

SGD Gateway A" fEA T2 F—ARNTFO/NAT—REZETBIZIE, keytool AN RD -storepasswd 7> 3 &
ALET. L&xlE. keystoreclient F—ARNFONAT—REZZETDICE, A0 REERTLETD,

# /opt/SUNWSsgdg/java/default/bin/keytool -storepasswd \
-keystore /opt/SUNWsgdg/proxy/etc/keystore.client

keytool P77V r—2a> & ERTBFEOFEMIC OV T, JDK Tools and Utilities ® RF I X NESBLTLE
=L\,

R

@ Jopt/SUNWsgdgletc 4 LI R UIZEE, EA D xml SRV template 77 A IILEHV)ET,
NSO T7 7 AL, gateway config AN > RT gateway.xml 77 A I)LZEFHITH=HICH
HBHICERAENET, chsOT77ALEFHTHRELAEVTIEEL,

A.2.4. Apache Web " —/N—DFERET 7 1)

SGD Gateway TEH T % O ICHEHEE iz Apache Web H—/N\—D#EK 7 7 1 )L, /opt/'SUNWsgdg/httpd/apache-
version/conf A LI KJICHVYET,

COTFALIRNVICHBDRET7AIIE. Apache Web F—N—0ET7OF0BEABRIBRERETZLOICHEA
ENET,

A241. FE7OFD EARDBOKRE
B7OFABEERIBEBRIDEODT 7 M4 I)LIE., extralgateway Y7 FALIKNVIZHWET, ChsnT 7
A&, XA ® httpd.conf 77 4 )L TRD Include IEFICE > TEMIZEIET,

# SGD Reverse Proxy/Load Balance settings
Include conf/extra/gateway/httpd-gateway.conf

httpd-gateway.conf 7 7  JLi&. Apache Web ¥ —/N\—O¥7OF > BRI BEEBRLET. EFIBEITIL—TD
X NN—I&. httpd-gateway.conf 77 4L TRDEXSIC Include IETEFEAL TERENET,
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http://java.sun.com/javase/6/docs/technotes/tools/#security

SGD Gateway TR & 115 Apache T 1—)L

<Proxy Balancer://mysgdservers/>
Include conf/extra/gateway/servers/*.conf
</Proxy>

extra/gateway/servers T4 L2 NUICIk, BREIEIIL—T0OF SGD Web H—/N—DOBH 77 AIHFHYVET, &
BR7 7 A4 I)LIZ & server-name.conf EVS BRIAF TS NET, << T, server-name IF gateway server add AX > R
THEAEhEY—N—BTT, COOY ROFMIZOWVWTIE., Tgateway serveradd; #ZBL T &V,

SGD Gateway TRAT A4 YF*F—tv> 3> HTTP BRI EAEhET, DEV, Apache BE7OF G IZA4T
> NOT ZIHFIZ Cookie ZRRETD LR 2T, TTVHHN BT ERIETIEIRE hfit SGD Web H—/N—ICR
BESICLET, I—H¥—tv>a>nkTEIZ Cookie FHIRYINICAY E£T,

AT A4YF—tEv> 32D Cookie l&. hitpd-gateway.conf 7 7 4 JLTRMD & S I Header add Set-Cookie #§H(C & 2
TEMCEhET,

Header add Set-Cookie "BALANCEID=balanceworker.%{BALANCER_WORKER_ROUTE}e; path=/"\

env=BALANCER_ROUTE_CHANGED

Z Z T, BALANCEID (& Cookie ®®&#i, BALANCER_WORKER_ROUTE & BALANCER_ROUTE_CHANGED (&
Apache mod_proxy_balancer €21 —JLIC&K 2 TIVAR— R ENLEREZHTT, ChSOREZRICOVT
(&, Apache mod_proxy_balancer ® R¥F 1 XV R ESBL TS,

A.2.5. SGD Gateway TERA&E 3 Apache €2 1—JL

SGD Gateway (Zf4/E ® Apache Web H—/N—TiF, 7' OF> BRI EO = H ICZEEED Apache D 1 — LA
AEhn&Ed, £ 1—)Lik DSO (Dynamic Shared Object) EZ 1 —)ILELTA 2 ARN—=)IEhhFET,

ChSDED 1-ILE,

Jopt/SUNWSsgdg/httpd/apache-version/conf/httpd.conf =& % Apache #m 7 7 1 JL httpd.conf T, LoadModule ¥
LO2THEMCENET,
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8B AN RITUT 7L A

ZOETI., 7FF )l Secure Global Desktop Gateway (SGD Gateway) DK %Z, AN RITHASERE, &, H&
CEEITBHECOVTHALET,

F—ARTEAAEDRE. SGD Gateway THEATZR—KOBA. PLAAD SGD F—/N—ICHTZ2EFIHD
BREWDERRAVOEZOOINY RFREFEEATVET,

CHOEOHARR. XOEBYTT,
« Tgateway N> K
- Ttarantella gateway N > R

« T__security-gateway &1 _

B.1. gateway <Y > R

gateway ¥ > Ri&, SGD Gateway O#ER L HHICFERALET,

xER
@ gateway AX > RO 7 JL/NAIE. /opt/'SUNWsgdg/bin/gateway T,

B

gateway start | stop | restart | config | server | status | setup | version | sslcert |
sslkey | cert | key | setup | uninstall

LE-HEI

B

fERATRE gateway AN RERODRIZRKLET,

aXUR e B R

gateway start SGD Gateway ZEEL & ¥ Fgateway start_

gateway stop SGD Gateway ZfFIELE T F'gateway stop

gateway restart SGD Gateway ZELLLTASHBEEBLET Fgateway restart

gateway config SGD Gateway Z# M L. Apache E7'O0FZ#K | Mgateway config.
77ALNEEHLET

gateway server SGD H—N—OtF1UF1—fAEEZA A F'gateway server
R=JIL. SGD7LADERIHZEHLFT

gateway status SGD Gateway DEENDAT—RAZRRLET Mgateway status .

gateway version SGD Gateway DNN—2 3 U HSZRRLET Fgateway version |

gateway sslcert 74T NEF—ARNTFHAD Secure Sockets Layer | Mgateway sslicert,
(SSL) REFAEZIT VUV AR—KL., HALET

gateway sslkey VAT RNF—ANTHOIFLFEREAAEZE | gateway sslkey,
BLEY

gateway cert export SGD Gateway ¥F—A N7 H' S SGD Gateway MFE | Mgateway cert export
BHEETIVAR—KNLET

gateway key import IR EFIRAEZ SGD Gateway ¥F—ARNTFIZ A | gateway key import
VR—KNLET

gateway setup SGD Gateway O+tv h7v 77O Z LA%RETL | gateway setup,
£9
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N2 R B FEE R
gateway uninstall SGD Gateway V7 NI I TF7&2T7 >4 AK—=J)LL | Tgateway uninstallJ
)
&
@ FANXTD gateway AN RIZ —-help A7 23 ET. COATaE2ERTS

&, ARV ROANIINTZRRTEEXT,

ROBITIE., SGD Gateway ZEEILE T,

# /opt/SUNWSsgdg/bin/gateway start
ROBlE, SGD H—/V— server.example.com #, SGD Gateway DR ZEAREN TV RV EZEKLE T,
# /opt/SUNWSsgdg/bin/gateway server remove --server server.example.com
B.2. gateway cert export
SGD Gateway ¥—A KN T7 A5 SGD Gateway DRIAEEZ TV AR—KMLET,

B

gateway cert export --certfile file-name
=\
B

SGD Gateway F— A ~ 7 /opt/SUNWSsgdg/proxy/etc/keystore A*' S SGD Gateway DREFAEZ TV AR—KMLE T,
AEEHEE. --certfle 772 3V THREE QLT 7AILNICEEEHEIET,

MY RIE. /opt/SUNWsgdg/etc/password D /NAD— RZFEAL T SGD Gateway ¥F—ARNFICTIL2ALE
To COTTANNFELBVEE., NAT—ROAANFRHShET,

ROBITIE, SGD Gateway F—A KT A S SGD Gateway DEEBAE%# 7 7 1 )L gatewayl.pem [CT YV AR—KLE
ED

# /opt/SUNWSsgdg/bin/gateway cert export --certfile gateway1.pem
B.3. gateway config

SGD Gateway Z#mK L £, gateway config AN > Rk, SGD Gateway DtF¥ 1 7#E#. R—K, SLTF7O+F
H—N—BREEBHLET,

B

gateway config create | show

B8

ROKRFE, COOXY RTHEATESY T IV RERLTVET,

H7AYUR BLL] FEE R

create SGD Gateway DFH L WVWEBREERLET gateway config create |
list SGD Gateway DEENERE —BEXRRLET Mgateway config list
edit SGD Gateway DHREDEBHEHRELET gateway config edit_
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H7ATUR HEA FEE R
enable SGD Gateway DH—ERAZBMICLET Mgateway config enable
disable SGD Gateway DH—E A ZEMICLET Fgateway config disable .

Bl

ROBITIE., SGD Gateway DEENERE —BERXRLET,

# /opt/SUNWSsgdg/bin/gateway config list

B.4. gateway config create
SGD Gateway, O L WERZERL . REOBKZE LEEL XD,

B

gateway config create { [ --interface interface:port ]
[ --entry-point ip-address:port ]
[ --out plaintext | ssl ]

} | file file

Sk

ROKRFE., COOXY RTHEATREATSIVERLTVET,

A7>az BLLz

—-interface SGD Gateway A EE7OF S EREFHEID AV FZTI—RER—b, F7FIME, T
NTDAVETI—AD TICP7R— K 443 TT,

--entry-point ZXYRND—=ODOIVRNIRAU Ne ik, 954T7 > NI SGD Gateway I[CEfHRT D=8
ICFERAT24>2—%xy N7ORINL(P) TFRLAER—=KTT, IPTRLAOKDYICR
XA VR—=LYATALA(DNS) TRLAZETDEETEET,

--out SGD Gateway ST LA HAD SGD H—N—ADRERS 71 v IOFR. EF1T7EK%E
FEALTVWREEE, ssl ZBRLTIEE L,

-file BEBREEEATVWER 7 7ML EEELET,

K

R

gateway config create AN RICA T2 a > zIEELEVEE, —BEoA>Zs>7OV7
RARRENDDT, BDEBREEANTEET,

gateway config create | —-file 7' a3 & ERT3HE. BETS 7 7 1)L /opt/SUNWsgdg/etc/
gatewayconfigxml 77 A JLERAUERTHEITIEVITELE A, "SGD Gateway D R— M EEHRZBRTDHEL T
FAENTVBESIZ, ZOT 71 )LIE SGD Gateway DHHABREFICERENET,

B

ROFITE, 192.168.01 T, XY RT—UIRNURAD RH S DIEH%E TCP R—KN 443 TEHMT D &S5 I(C SGD
Gateway ZHER L £, £+ 1 F7#E#E, SGD Gateway EFL A HAD SGD H—N—ORBETHEAETNET,

# /opt/SUNWSsgdg/bin/gateway config create --interface *:443 \
--entry-point 192.168.0.1:443 --out ssl|

B.5. gateway config disable

1 DBAE® SGD Gateway H—ERA&Z&EMICLET,

B

gateway config disable [ --services-reflection ]
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EL;

[ --services-reflection-auth ]
[ --routes-http-redirect ]

HED SGD Gateway H—ERAZEMICTAICE. ANV RTATZIVEEALET., 28<EE 120X UR
TATDIVEEETIREN HYET,

c

@ COOXV REFALTY—ERZEMICLizHE, SGD Gateway 2HREEH L TH—ER
EELTIHRENBYET,

ROREE, COONY RTHRAARBA TS IVERLTVET,

PR
N
/.

EHI:I

F7ar B

--services-reflection SGD Gateway U 7L 923> H—ERICRNTBEREAT VA2 EMIIL
£Y,

TF7AILRTR., COY—ERREMCEZ>TLET,

SGD Gateway U 7L 223> H—ERAOFEMIZOVWTE, "TUT7L Y>3
H—ER) ZBSBRLTLSEZ,

--services-reflection-auth SGD Gateway V7L 9> a>H—EAICHTBRAT IV EAZEMCLE
ED

TF7AILERTR, COY—EAREMICE>TLET,

SGD Gateway V7L 9> a H—ERAQFEMICOWTK, "TUT7L Y>3
DH—ERL BZRBLTLSEZV,

--routes-http-redirect HTTP URA LI R —ERZEMICLET,
F7AILMTR, COY—ERAGEDICE>TVET,

ROFITIE, SGD Gateway V7L V23 H—EALCKTBIRAT IV EAZEMICLET,

# /opt/SUNWSsgdg/bin/gateway config disable --services-reflection-auth

B.6. gateway config edit

B

At A

SGD Gateway DIREDEREZMEL T,

gateway config edit [ --binding int:port ]

[ --routes-http-maxcon num ]
routes-aip-maxcon num ]
routes-reverseproxy-redirect port ]
services-reflection-binding int:port ]
services-reflection-auth-binding int:port ]

[..
[..
[..
[..

IRV RFATL IV EFATRIE, BEOBRREEZMETER T, PBLEE1D2OINY RTAT v &I
ETRIBENHYET,

SGD Gateway DREDERK L. /opt/SUNWsgdg/etc/gatewayconfigxml 7 7 1 LICREFEENTWVWET,
BRICNZ-EEE2EMITSICIE, SGD Gateway 2 BREBTIHEN HYET,
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Bl

RORE, COONY RTHRAAEBRA TSIV ERLTVET,

F7ar B

--binding SGD Gateway A'BEE7OF D #EKZFWTE (VR T I—AER—
foe F7ZINKE, IXTOARTI—AD TCPR—N 443 T
9o

--routes-http-maxcon HTTP RO R AR, 77 # )L MEIE. SGD Gateway TfE &

XEV—=UY—RIZIEUTA VAN —IIBEICEBRENET, TSGD
Gateway OFE, 2ZRL T EE W,

--routes-aip-maxcon AP R OZRAE. 77 # ) MER. SGD Gateway TEATRER
XEV—=UY—=RZIEUTA VAR —LBIZEBRENET, "SGD
Gateway NFE #SBL T L&V,

--routes-reverseproxy-redirect HTTP DX ALY RR—bo F7F) KO TCP ;R— K& 8080 T
T
--services-reflection-binding SGD Gateway V7L 9> 3a>H—ERICHITBERIAT IV AILHE

BEhd142371—ARER—K, F7 4 KN, localhost L—7
NYOALYRTI—AD TCPR—K 81 TT,

--services-reflection-auth-binding SGD Gateway U 7L 923> H—ERICRTBREAT IV 2ARILE
AENBARTI—RER—b, F7AFIIRME, IRXTOAT A
J7I—ADTCPR—NKN82TT,

£l
XDOBITIE, SGD Gateway O HTTP & AIP DR ABZEEL R,

# /opt/SUNWSsgdg/bin/gateway config edit --routes-http-maxcon 200
# /opt/SUNWSsgdg/bin/gateway config edit --routes-aip-maxcon 3000

B.7. gateway config enable
1 DBLLE® SGD Gateway H—ERAEBRICLET,

B

gateway config enable [ --services-reflection ]
[ --services-reflection-auth ]
[ --routes-http-redirect ]

S

#¥ED SGD Gateway Y —ERZEMICTBICE. IV RTFATava2FALET. PE<EELE 120X R
TATAVEEBETIHLENHYET,

RS
@ COOXRV REFALTY—EREZEMICLiEHE, SGD Gateway ZH2EH L TH—E R
ERBTIHBENHYET,

ROREE, COONY RTHRAAEBRA TSIV ERLTVET,

F7¥ar BLL]
--services-reflection SGD Gateway U 7L 923> H—ERICRTBERAT IV RAZEMIL
£

FT7AIRTR, COY—ERFEDCE>TVET,

SGD Gateway U 7L 723> H—ERAOFEMIIOVTE, "TUT7L Y>3
DH—ERL ZSRLTLSEE,
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Bl

F7>ar SH4ER
--services-reflection-auth SGD Gateway V7L 0> a>H—EAICHITBRAT IV EEAZEMICLE
3-0

TF7#I KT, COY—EAREBCEZ>TVWET,

SGD Gateway Y7L 223>y —EAOFRICOVWTE, "TUTLI> 3
H—ER) ZZRLTLEE,

--routes-http-redirect HTTP DR AL O NY—ERZBMIZLET,
F7FIRTR, COY—ERREMICBZ>TVET,

ROBITIE, SGD Gateway U 7L 023> H—ERICHTBIRAT IV ERAZEMILET,

# /opt/SUNWSsgdg/bin/gateway config enable --services-reflection-auth

B.8. gateway config list

B

Sk

SGD Gateway DBEENERE —BEXRLET,

gateway config list [ --binding ]

[ --routes-http-maxcon ]
routes-aip-maxcon ]
routes-reverseproxy-redirect ]
services-reflection-binding ]
services-reflection-auth-binding ]

[.-
[.-
[.-
[.-

ARV RFAT 3V E2EATIE, RENEBRAREEZ—ERTTEERY, A7 3aVEBELBRVE, SGD

Gateway OBROFMA TXNTRRENET,

SGD Gateway NDBEIED AR IE. /opt/SUNWsgdg/etc/gatewayconfigxml 7 7 A LIZREE R TVET,

ROKF, COOANY RTEAAELRATSa>EZRLTVET,

F73a>

SHI:I

7

--binding

SGD Gateway N EE7OF VEREFRITDIZTI—ARER—
[

--routes-http-maxcon

HTTP D &AL

--routes-aip-maxcon

Adaptive Internet Protocol (AIP) 3#t M & KK

--routes-reverseproxy-redirect

HTTP UR AL U hER—K

--services-reflection-binding

SGD Gateway U 7L 9> a> H—ERICHTZERMT IV EAICHE

REhdA227I1—AELR—-b

--services-reflection-auth-binding

SGD Gateway V7L 0> 3a>H—ERICRTBRAT VERAICEH
ENBAURTI—AER—N

ROFITIE, SGD Gateway D/NA T4 TBRE AIP BERORABEZRRLET,

# /opt/SUNWSsgdg/bin/gateway config list --binding --routes-aip-maxcon

binding: *:443
routes-aip-maxcon: 2920
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gateway key import

ROBITIE., SGD Gateway DHEEDEBHOFHMEITXNTRRLET,

# /opt/SUNWSsgdg/bin/gateway config list
binding: *:443

routes-http-maxcon: 100
routes-aip-maxcon: 2920
routes-reverseproxy-redirect: null
services-reflection-binding: localhost:81
services-reflection-auth-binding: *:82

B.9. gateway key import

B

5L

B

SGD Gateway O# & SGD Gateway DFEFEE % SGD Gateway F—ARNF I/ R—KNLFE T,

gateway key import --keyfile key-file
[ -keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file ] }
[ --alwaysoverwrite ]

FLFBETNICHST 2 LFHEIHAE %, SGD Gateway £ — A N7 /opt/SUNWsgdg/proxy/etc/keystore 1= A >
7.k°_ |\ L/ i j‘o

F—ARTIZTTIC SGD Gateway DO LY NUNFFETIHE, TOIVNJGFELEEEEhET, FT7FILKT
IF. BEEROBIAVE—IHNRRENET,

ZOION Y RiE, /opt/'SUNWsgdg/etc/password AMO/N AT — RZ#FEHAL T SGD Gateway F—ARFICTF VAL F
To COTTANNFELBEWVEE, NAT—ROADFRHSNET,

ROKRFE, COOXY RTHEATEREATSIVEZRLTVET,

F7ar e

--keyfile IERNBABEEATVD 7714, Bl PEMERXTERENTVIRENFHWET,

--keyalg FLFABTHEARAIZDI AT 1 ITINIV XL, 72321k RSA KT DSA
T9. T7FI KT, RSANBRENET,

—-certfile SSLEERET7 71,

--cacertfile CAELRI—NEBETZ7 71,

--alwaysoverwrite BREEROFICF—ANTOINJELEEZLET,

AAETFI—2 %A KR—RNTBITE, —cacertfile 77232 ZFEAL THE CA DIERAEEZIEEL LT, FI—
MOEAERFZITXT PEM ERXTERENTVIRENFHVET,

EAETF I—2 THEEBO CAIHENf AT TV EER. FI—2HOINTO CAHEEZRESLT1 20
J77A4NCLET, Y—N—IHAZOFRILHEAETNS CAABEN ZHNCRTENZIBENHY), RICHZRLE
ED

ROBITIRE, RSA TI>A— RENFELBE gatewayl key &, ThIZHET B LBIEEIHZE gateway1.pem
%, SGD Gateway ¥F—A KT IZAVR—KNLET,
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gateway restart

# /opt/SUNWSsgdg/bin/gateway key import \
--keyfile gateway1.key \
--certfile gateway1.pem

ROBITE, FELFABEIAEF T —2 % SGD Gateway F—ARNFIZA VR—KNLET., HE CA ORERER
gateway1-ca.pem T¥,

# /opt/SUNWSsgdg/bin/gateway key import \
--keyfile gateway1.key \

--certfile gateway1.pem \

--cacertfile gateway1-ca.pem

B.10. gateway restart

SGD Gateway ZEILLTHASBREEBLET,

gateway restart [--force]

SGD Gateway ZfEIEL THA SEREEHLFET. SGD Gateway ZFIE T2 HIC, I—H—ICHERBEROET,
-force A7 a2k, BBERH T I SGD Gateway ZFIELE T,

ROBITR, I—HY—ICHEEERDTH S SGD Gateway ZELLL., BEREBLET,
# /opt/SUNWSsgdg/bin/gateway restart
B.11. gateway server

SGD % —/Y—IZ SGD Gateway DR ZEFEL £,

B

gateway server add | remove | list

5L

RORFE, COOXY RTHEATELEY T IV RERLTVET,

H7AXUR HeA FER

add SGD #—/\—IZ SGD Gateway OFEAZ AR L ET F'gateway server add

remove SGD #—/N—IZx L T SGD Gateway O fEFA DFERZHE| | "gateway server remove J
BRUET

list SGD Gateway DfEAZ&AFEE N TWS SGD H—/V—% | Mgateway server list
—BEXRRLET

ROBITIEE, SGD H—/Y— sgd.example.com IZX L T, SGD Gateway O ER DA ZHIBRL £,

# /opt/SUNWSsgdg/bin/gateway server remove --server sgd.example.com

B.12. gateway server add

SGD #—/X—IZ SGD Gateway OfERZFFEL £7,
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BX

B

Sk

B.13.

B

Sk

gateway server add --server server-name
--certfile cert-file
--url server-url
[ --ssl-certfile ssl-cert ]

RORFE, COIXY RTHEATREATSIVERLTVET,

*F7>ar E:

--server SGD #—/X—® DNS &

--cert-file SGD H—/N\—0FRFE/ (CA) FIBHE
~-url SGD Web #—/X—® URL
--ssl-certfile SGD #—/\—@ SSL S =

gateway server add AN RIFRODZEZETLET,

+ SGD #—/N\—0 CA GEBAE % SGD Gateway ¥ — A N7 /opt/SUNWsgdg/proxy/etc/keystore (24 2 R— K L &
T CAREFAZER., -server 72 a0 THREE N SGD H—N—LRALUBZH OB TF—ARNTICREFEENE
ED

+ SGD #—/Y— SSL fIBAE % SGD Gateway ¥ — A N7 /opt/SUNWsgdg/proxy/etc/keystore IZ 1 > /R— KL &
9, SSLEIAEE, —server #7232 TREE il SGD H—/N—DO BRI -ssl ZRMUEBIBTF—ARNTIC
REENET,

+ Apache B7OFH—N—THEAENBDERIBIIL—7ICSGD H—/N—%EBMLFT

p=-a!
@ gateway serveradd ZFEAL EH &, EEZEBMICTSICE SGD Gateway Z BRE T % &%
ENXHbYET,

ROBITIE, CAFEBHE PeerCAcert.pem %, sgd.example.com EWS BI& Z AL T SGD Gateway ¥F—A K FIZE
MU E T, SSLEEAE cert.pem & sgd.example.com-ssl EVS BB ZFEAL TF—ARNTICEBMENET,

# /opt/SUNWSsgdg/bin/gateway server add --server sgd.example.com \
--certfile PeerCAcert.pem \

--url https://sgd.example.com \

--ssl-certfile cert.pem

ZOHITIE. SGD Web % —/Y—® URL https://sgd.example.com Z¥ 7’ OF > Q&R OEI I —T(ZEML ., /opt/
SUNWSsgdg/httpd/apache-version/conf/extra/gateway/servers/conf/sgd.example.com.conf [ 7 7 1 L &BER L &
ER

gateway server list

SGD Gateway DfEAZ AR ENTVS SGD ¥ —/N—0OFMHERTLET,

gateway server list

CMIONZ K&, SGD Gateway DEAZEFENTVS SGD Y —/N\—DEHREDFME URL ZRTLET,
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ROFITEE, SGD Gateway DEAZEFRENTVS SGD —/N—DFHZ—EXRTLET,

# /opt/SUNWsgdg/bin/gateway server list

B.14. gateway server remove

SGD H—/N—IZ% L T SGD Gateway O FEA DFERZHIBRL 7,

B
gateway server remove --server server-name
i BA
SGD H—/N—0 CAFIFAE & SSL sIFAE % SGD Gateway F—A RN T A SHIBRL £ 9,
xR
@ gateway server remove ZEALLH &, BEZEMICTSI(CE SGD Gateway ZBEE T
PRENFHVNET,
Bl

ROBITIEE., SGD H—/Y— sgd.example.com IZX L T, SGD Gateway DERNDEAREZHIBRLE T,

# /opt/SUNWSsgdg/bin/gateway server remove --server sgd.example.com

B.15. gateway setup

SGD Gateway D&Y N7 Y F7OV S LERTLET,

BX

gateway setup
i 8

EEEOE[ICEEL T, SGD Gateway TEATIR—b, 1 VET7I—R, BFPEFIVT A —ZHBEL KT,
il

ROBITIE, SGD Gateway DY NFY T 7TOTTLEERTLET,

# /opt/SUNWSsgdg/bin/gateway setup

B.16. gateway sslcert

DSAT 2 RNF—ARNTICBREENTWVWS SGD Gateway M SSLAEIAEEH HE LI IV AR—NLE T,

B

gateway sslcert export | print

Sk

RORE, COONY RTHEAFTEZRYTINY RERLTVET,
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H7ATUR HEA FEE R

export DZAT > NF—ANTH S SGD Gateway @ SSL REBI | Tgateway sslcert export,
ERTVAR—NLET

print D5AT 2 RNF—ARNTIZREE N TVS SGD Gateway | "gateway sslcert print
O SSLEAZEZHILET,

ROBITE, 9FATVRF—ARNTIZRIFENTVS SGD Gateway @ SSLEIAZEZH AL E T,

# /opt/SUNWSsgdg/bin/gateway sslcert print

B.17. gateway sslcert export

V54T NF—ARNTHS SGD Gateway O SSLEIHER TV AR—KNLET,

gateway sslcert export --certfile cert-file

. BA
54T ME—AKNT Jopt/SUNWsgdg/proxy/etc/keystore.client A* 5 SGD Gateway M SSL FIBBEZ T U AR— K~
LET, sEAER. -certfle 7723V TEEENLET7AILICEEHELET,
MY RiE, /opt/SUNWsgdg/etc/password AD/NAT— REFEALTIOZA T RF—ARNTICT UV EALZE
To COTTAUNFELAEVEE, NAD—ROAANRHBSNET,

£l

ROBITE., V54T MF—ARNTH S SGD Gateway O SSL 5EFAE % 7 7 1 )L gateway-ssl.pem [ZT U AR— bk
LEY,

# lopt/SUNWsgdg/bin/gateway sslcert export --certfile gateway-ssl.pem

B.18. gateway ssicert print

SGD Gateway ) SSLEIBAEZHHLET,

gateway sslcert print

a8
94T > ME—ABNT /opt/SUNWsgdg/proxy/etc/keystore.client ICfRFE N TS SGD Gateway ) SSL JIBHE %
HALET,
COOXRYREF, AAEOFMEHRR T4 RVICEEHLET,
ZOX > RiE. /opt/SUNWsgdg/etc/password AD/NAT— REFEALTISA T RF—ARNTICTOEALZE
To COTTAUNFELHEVEE, NAD—ROAANFROHSNIET,

4l

ROBITR, 94T MF—ARNTILREFEENTWVS SGD Gateway O SSLEIBAEZHEHLET,

# /opt/SUNWSsgdg/bin/gateway sslcert print
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gateway sslkey

B.19. gateway sslkey
VAT RF—ARNTHAO SSLEBRVFAHENI Y N ZEELET,

B

gateway sslkey import | export

S
RORF, COOANY RTHEAAMELSY T IV REZRLTVET,
H7aATUR BLL FEE R
import FNRBLIAMAERISA T NEF—ARNTIZAR— | Tgateway sslkey import
KNUET
export DTAT Y RNF—ARNTHSELEEET I AR—KL | Tgateway sslkey export .
Y

ROBITE, 94T FE—ARNTICREENTVS SGD Gateway O SSLEIFAEZ TV AR—KNLET,

# /opt/SUNWSsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

B.20. gateway sslkey export

D5A4T > NEF—ARTHS SGD Gateway O SSL FNHBETVAR—KLET,

B

gateway sslkey export --keyfile key-file [ --keypass passwd ]

At A

94T NF¥—ABNT Jopt/'SUNWsgdg/proxy/etc/keystore.client i 5 SGD Gateway @ SSL JE\FE%E T U AR—
RUET, FENRBE. —keyfle 7T IV THEEENET7AILICEEHEIET,

—-keypass A7 A 2FERTBEHRNHBONAT—REEETEET, 772 NTRE. /opt/SUNWsgdg/etc/
password IZ&HB/NAT—RNFFERENET,

Bl

ROBITE, 954T7> hMF—ARNTHS SGD Gateway M SSL IE\FEE%Z 7 7 1 ) gateway-ssl.key o T AR—
RLET,

# /opt/SUNWSsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

B.21. gateway sslkey import
SSLBEAAZZIVFAT Y RF—ARNTICAR—NLET,

B

gateway sslkey import --keyfile key-file
[ -keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file ] }
[ --alwaysoverwrite ]
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FEA

S

SSL IR ETNICHLT S SSLALAEZ., V5472 MF—AKNT Jopt/'SUNWsgdg/proxy/etc/keystore.client (=
AVR=RNLET, F7AIIITR, COF—ANTICEECBENELAAZTNF 1 2A2TLET,

DZATRF—ARNTPIEITICIVNIAFEETZDEHE, COOANYRICE2>TEEEENET, FT7AILKRT
F. F—ARNTOIVKNUZLEZTRRICERERODI AV E—INFRTENET,

ZOOX > RiE, /opt/SUNWsgdg/etc/password AD/NAT—REFERALTIOTZA T RNF—ARNTICTOERALE
T COTTAUNBFELBEVEE, NAT—ROAANFROSNKET,

ROERE, COOAXY RTHERATREEA S>3 EZRLTVWET,

g FE

--keyfile SSLELHBEESATWVWD 77 M), ZDEIlF Privacy Enhanced Mail (PEM) =X T4E
BMENTVBRENFHVYET,

--keyalg FANBETERAITZ I OA—FTAITILIVAAL, ATV E RSABRTTFIAR
LEBEZTFILIVAXAL(DSA) TE. F74IKNTlE, RSANBIRENET,

--certfile SSLIEAE 7 74 ),

--cacertfile CAFIHAERZFII—NEIHAET7 7 1),

--alwaysoverwrite BREROFICISATUORF—ARNTOIV NI EEEELET,

SAEFI—2 %A R—RNT DI, -cacertfile #7723 &#FEAL THE CA DIIAEEEELET, FI—2
AOIEREFITNT PEMERTERENTVIBEN HET,

EAETF I—2 THEEBO CAIHENf BAThTVREERE. FI—2HOINTO CAHEZRESLT1 20

T77ANCLET, Y—N—HAEOELZILFEAET IS CALRAENGHAICRTENDIZEN BV, RICHZERLE
ED

ROBITIE., RSA TI>1— R&E i SSL LB gatewayl-sslkey & FNICHIST D SSL FfBAE gateway1-
sslpem B9 ZA TV RF—ARNTIZAVKR—KNLET,
# /opt/SUNWSsgdg/bin/gateway sslkey import \

--keyfile gateway1-ssl.key \
--certfile gateway1-ssl.pem

BEFI—EITATUREF—ARTICAVR=K

EI_I;

ROBITIE, RSATII—R&E i SSL IELNFHEE SSL
LEd, F CA OiFBAEF gatewayl-ca.pem T,

# /opt/SUNWsgdg/bin/gateway sslkey import \
--keyfile gateway1-ssl.key \

--certfile gateway1-ssl.pem \

--cafile gateway1-ca.pem

B.22. gateway start

B

SGD Gateway ZREL £,

gateway start
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EL;

i BA
SGD Gateway Z2E L &7,
Bl

ROBITIE, SGD Gateway #REILE T,

# /opt/SUNWsgdg/bin/gateway start
SGD Gateway started successfully

B.23. gateway status

SGD Gateway DIRENDAT—RAZRRLET,

B

gateway status

ZOION RiE, SGD Gateway FREIL TVWAAELELTVE A, H2VIERENfr RELTVEAERLET,

ROBITIE., SGD Gateway DAT—RAEHREZRRLET, COHIT. SGD Gateway FEFELLTVWET,

# lopt/SUNWsgdg/bin/gateway status
SGD Gateway status: STOPPED

B.24. gateway stop

SGD Gateway ZfE1ELE T,

B

gateway stop [--force]

S

I—H—ICHERERDHTH S SGD Gateway ZFIELET,
—force 772 aid, BRERHTZ SGD Gateway ZFIELFET,

ROFITE, I—H—(CHERZROTHS SGD Gateway ZELLET,

# /opt/SUNWSsgdg/bin/gateway stop

B.25. gateway uninstall

SGD Gateway V7 R JITF&ZT A2V AM—=ILET,

B

gateway uninstall
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EL;

S

Bl

SGD Gateway ZfEIEL, TXTOERIEHRESH T SGD Gateway YV 7 NI I T ZHIBRLET,
SGD Gateway ZEIL T HIIC, cOOAX Y RFI1I—H—ICHEREEROET,

ROBITE, ANV REERTITBHRAMDS SGD Gateway YV 7 N IITFTEZTFT VAV ARN—=ILZET,

# /opt/SUNWSsgdg/bin/gateway uninstall

B.26. gateway version

B

At A

B

SGD Gateway V7 R I IF7ON—2a EFERRLET,

gateway version

SGD Gateway D/N\—> 3> BFEESZ2XRRFLET,

ROFITEH, AN RERTIZDHRANIA VAR =ILENTWS SGD Gateway D/N\—2 3> ERRLET,

# /opt/SUNWsgdg/bin/gateway version
72 2 )L Secure Global Desktop Gateway 4.50.301

B.27. tarantella gateway 1< >/ R

B

S

tarantella gateway AN > Rl&, SGD 7L 1 OEREAT — RNV I ZBRITBDLEHIZEALET,

tarantella gateway add | list | remove

tarantella gateway AN RZFEHTHE, SGDPLA DT —RI I A ZEM, B, BRE—BERRTEEXT,

tarantella gateway AN > RiE&, PLAHADOEED SGD H—N—LTHERATEELT, MALZEER, BHAOTLAX
PN—CEHEBNICERELET,

SGD H—N—ATLAICEBMEhDE, 754X SCD H—N—LETERENTVWRT—KRIIAEY R COH
LOTZLAXYN=ICOE—Eh, BERBEHT—RIIAHFITICHEELTVRES, ThORINTLEEEEIE
To SGCDH—N—ZTFLANSHTYBELTE, BREXT —NIIAHNTIAHSHKREhDIERHYERA,

fEATIEE% tarantella gateway AX Y ROYTAXY RERORICRLET,

H7aAIUR A FER

add SGD 7L 4 ® SGD Gateway ZEML & Ttarantella gateway add

list SGD 7L 4 ® SGD Gateway Z—% &~ L & | tarantella gateway list.
El
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H7ATUR BLL] PSR
remove SGD 7L /4 ® SGD Gateway ZHIBRL £ 9 Ttarantella gateway remove |
)=
@ I X T D tarantella gateway 7 A RIZ —-help A7 aoAbY)ET, COAT> 3>

EEATRE, HTOAXV ROALTERRTERT,

ROBITE, SGD FLADEREFXT—R I T A4 D) AR gatewayl.example.com ZEML £7,

$ tarantella gateway add --name gateway1.example.com \
--certfile /opt/gateway1_cert_file.pem

B.28. tarantella gateway add
SGD Gateway & SGD 7L 1 ICE&L &7,

B

tarantella gateway add {
--name server-name
--certfile cert-file

}| ~file file
. BA
RORF., COOXY RTHEATEEA TSI VZEZRLTVET,
A7ar LA
--name 4895 SGD Gateway D&l
--certfile SGD ¥ —/N—THEMA TS SGD Gateway OFEBE. Definite Encoding Rules (DER) FERX & 1= &
PEM ERXOFEAEZERATEER T,
-file BB O SGD Gateway DEHFEZEATVWAINYF I 7ML,

ROBITIE, SGD PL A OEFEXS— R DT A4 D) ANIZ gatewayl.example.com ZBIMLFT,

$ tarantella gateway add --name gateway1.example.com \
--certfile /opt/gateway1_cert_file.pem

ROBITI, tarantella gateway add @ --file 77> a2 ZFERAL T, BEOT— NIV I A/ 2REARKICERLET,
$ tarantella gateway add --file gateways.list

~file 772 3> TNYF 77 A )L gateways.list ZIEELTEY ., COT7AIICE,. KOXSICETF—RNITI A DF
EDTHFEENTVET,

--name gateway1.example.com --certfile /opt/gateway1_cert_file.pem
--name gateway2.example.com --certfile /opt/gateway2_cert_file.pem

B.29. tarantella gateway list
SGD 7L A ICBFENTVS SGD Gateway Z—EBEXRRLET,

B

tarantella gateway list
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EL;

S

tarantella gateway add AN > RZHAL T SGD 7L 1 IC&\FE iz SGD Gateway Dz R =L ET,

B

ROBITE, SGD 7L A DEFEXRT —RNII(Z2-BERRTLET,

$ tarantella gateway list

B.30. tarantella gateway remove

SGD 7L A DEFEXT—RITADJARNDS, SGD Gateway ZHIBRL £ 7,

tarantella gateway remove --name server-name | -file file

COOAX Y RTHERATUEEAT>a>ERLTVWET,

B8

BB OEFMEYIBRY 5 SGD Gateway D& I

BH D SGD Gateway DBRREEZEATVWINYFI7 M)

B

5 BA
OET= N
F7ar
--name
~file

£l

ROBITE, SGDT7L A DBFEXAT—RITADJANDS, SGD Gateway gateway1.example.com ZHIBR L &

kD)

$ tarantella gateway remove --name gateway1.example.com

B.31. --security-gateway & 1%

B2k

--security-gateway Bk, SGD 7L 4 T SGD Gateway ZEATER LS ICTRLHICFEALET,. COBEME.
RDENDZERLET,

« SGD Gateway IC 7V tAT&% SGDClient &, 9547 rDIPF7RLAXELEEDNS BICETVWTERLE

?O
- 954T

S |

N7 INA A# SGD Gateway ICE#H TR EOHICHERATSH T RL A,

xRS

--security-gateway Bk, AIP ERTOXRFEAEhET, HTTP EROIIL—FT 12 J
l&. Gateway @ Apache 7' OF> AVR—2 MNED HTTP A4 #Y—ERICK2T
MEBEIhET,

--security-gateway BHEICMA EZEERE., PLAAOITNTO SGD H—N—IZBHEhET,

B

--security-gateway BHEOBXIF RO EH V) TT,
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--security-gateway filter-spec...

Z O filter-spec &, XDRAT DT 1IN REETEEHRAET,

client-ip-address|*:gateway protocol:gateway-address:gateway-port

« client-ip-address &, SGD Client ® IP 7 RL AT9, SGD Gateway BHOEHNDIHZE. <nld SGD Gateway A"
TLAAD SGD Y—N—ICERETIEHDICERTEIA VR TI—ATT,

B—TFRABVAY ", IXTOIP7RLAZRLET,

94T NIPPRLAXZIRE * SR ? DT RA—REZELZEN TE, " BEROXFIC—HL., 7 &
B-—OXFIL-BLET. RICHZERLET,

192.169.10.* I, 192.169.10 XY RV —J LOIXTOT RLAIC—HL£T,
192.169.10.127 I&, 192.169.10.120 A5 192.169.10.129 ETOT7 RL A&HAIC—HL F 7,

JERD
@ SGD Gateway & £ EICATBO—RNZHZFEAL TVWBHBE, client-ip-address 121
O—RNZHOFTRLAZABDLET,

+ gateway protocol l&. SGD Gateway &H O EHNDHZESE sgdg T. SGD Gateway ZREHE T2 SGD 7L 1 ICE#E
###:9 % SGD Client D& direct TY,

+ gateway-address l& SGD Gateway £ FEABO—RNZH (EALTVWREE) OABT RLATT, 9747
RFENAARZOT RLAZFEAL T SGD Gateway ICERLET,

SGD \® direct EHEDHE., FLAOTZAIVH—N—OT RLAZEELET,

+ gateway-port ik, VT4 T NFINA AN SGD Gateway £ AZO— RNZH (FALTWRHEE) ICERT
BIHICERATS TCPAR—KTY,

SGD A\® direct EHNDHBE., FLADTZAIXVH—N—OR—rEEBELET,

BHO fiter-spec T MUV ITRYY . XF5eEkz_E5|A%F ("") THA&ET. BIE"EHOTILED
R 0 ZZRL T EE W,

ROBITIE, TXTH SGD Client #* SGD Gateway gateway1.example.com ® TCP 7R— N 443 #{EHL TELETE
B5ES5ICLET,

$ tarantella config edit --security-gateway "*:sgdg:gateway1.example.com:443"

ROBITE., TXTOH SGD Client AAZBO— R/NZ Y Ib.example.com ZHAL TERTEDLSICLET,

$ tarantella config edit --security-gateway "*:sgdg:lb.example.com:443"

ROFITE., §XTD SGD Client & SGD Gateway ZEHE FIC SGD 7L A ICEEERTEBDLSICLET., 7L
A1 DTZ4 <)Y —/N\—I& sgd1.example.com T

$ tarantella config edit --security-gateway "*:direct:sgd1.example.com:443"

BEHO7 1IN E2OER

RICBIZRTELSIC, BROT7 LR ERFATEET,

RB.1 TEHO7 AL EAROER ) CRIEFANBERBICOVTEZARL LS, COERMKBTRE. E—0 SGD
Gateway gateway1.example.com &, 2 D® SGD #—/\— sgd1.example.com # & Tf sgd2.example.com &
SGD 7L ANERAENET, PLADTS4I )Y —/N\—F sgd1.example.com TT,

AERY NJ—2 £ SGD Gateway ® 7 KL Al 192.168.0.250 T3,
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BHEOT71IIL2OER

KB.1 BHO7 1 L2 EEROER

SGD Server ‘ SGD Server
sgd1.example.com sgd2.example.com

_i_

192.168.0.250

‘ SGD Gateway

DMZ ] gateway1.example com
———

ZOBICE, ROKSBTAINEAAEEFRATEED,
"192.168.0.250:sgdg:gateway1.example.com:443,*:direct:sgd1.example.com:80"
COBHEIZKY, ROWNBFEHENET,

« PTLARW®D SGD H—/N\—AD#EHkld,. SGD Gateway ) IP 7 RL & 192.168.0.250 A SHAEhE T, HBNI
@ SGD Client l&. SGD Gateway gateway1.example.com ® TCP 7R— K 443 ZFAL TEHKLET,

Client

s O—ANLIVTFZRYRNT—Y (LAN) LICHZDEDRE, TOMITNTO SGD Client l&, 7Z 4~ SGD H—/N\—
sgd1.example.com @ TCP 7;R— K 80 ICEEEHELETT, ch s DELTIE SGD Gateway WA hEB A,

s JAILEADIEEZEFEETYT., 71IIADEEZFICTDE, TXTO SGD Client A” SGD H—/N—
sgd1.example.com (ZBEEHITDRSICEYET,
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FERC FlE X

ZOETI., 7#F V)l Secure Global Desktop Gateway (SGD Gateway) DiLREEEZBEE R EATHLICDOV
THALET,

COEOAREB, ROEBYTY,

+ TSGD Gateway DFE
THTTP DR AL U NDO#ER L

+ TSGD Gateway DNA > T 1 2 R—NDEE |
FSGD 7L A L9 ISR EM

« TAEBSSLT OIS L—20ER,
"SGD Gateway BES{t AR DERK 4

+ TSGD Gateway TOU T4 7 > NIBHEDER
TBalancer Manager 7 7' )7 —< 3> &ML,

- TU7LY>3r H—ER,

C.1. SGD Gateway MO &

SGD Gateway ® 4 >~ A M— LB, SGD Gateway KA M TEAAHEAXE! —IZJG5U T, Adaptive Internet
Protocol (AIP) $ KT HTTP D REFERO R A BB ICEHE NET., SGD Gateway M Java RIENX > (JVM)
CEIWETSNBXE)—H4XE, COEGRHRICSUTRBILENET,

SGD Gateway W4 A R—J)LEIZ, RIAENS SGD I—H—HHRFhsOI1—H—HFRTITZTFIVIr—3
DOBIZBEUT, F7ALRNORELZRARTEET. TOBR., WM OXEV—HA XERABRITDIHENHYET,
ZOMIEE, SGD Gateway DHABEFENE T,

AE

BLEY, ThUBOBREINTERITZIBEENI BVET. cOBEAR. T2 IJVM X
TEV—NFEATEDKSIC SGD Gateway ZFHAE T B XLENHY) £T, SGD Gateway T
java.lang.OutOfMemoryError DTS —X Y t—I HFRRENEBESE, BEFBERTEE
FH)ET,

SGD Gateway 2B T B ICIk, KDEEERTLET,

ZQS | RIAFINBERBICHLTIVM OXEY —H A AHFTRETSDE. SGD Gateway NEIEL

s AIPEROBAMEZLZELET. "AIPEROBABOLEE, #28RBL TLEEL,
s HTTP i B AW EZZELETT., "HTTPEHKOBRABOLEE,, #3RBLTLIEE,
e WMDOXEV)—HA/AXZZEELET., IWMOXEV—HASANEE, #SBLTLIEETV,

C11. AIP 5O R ABOEE

AP BEDEABIE AV AN—ILBFICEBRENET, F7FIINOEERF. SGD Gateway RANTHATRERXE
D—UY—RAICL>TERBYET,

FALTLVBEFBICHLUT, COBREELVBELLBICEETEET, SGD Gateway THEAET 1D AIP EROHZFK
BEHETDHEOHMICOVTE. TAIP EHEHOE, 28RBLTLIEEV,

AIP ERORABEEET S IZIE, gateway config edit 1Y > RO --routes-aip-maxcon #7°>a>&#FERALET, &«
ERF, AIP BEORATKZ 3000 CEETBICE, KON REZRITLET,
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HTTP OB ABOEE

# /opt/SUNWSsgdg/bin/gateway config edit --routes-aip-maxcon 3000

EITULEEEZEMICTSICE, SGD Gateway ZBREITDIHLENHYET,

C.1.1.1. AIP 5B D E

SGD Gateway THEAE N2 AP EHROKIE., BRKICERTS SCGD I—H—0EB LV NSsOI—H—HFETTS
FT7DTr—2a>08Ic&>TREYET,

AP B = (77U T -3 O +3)xSGD 1—H—nH

e ZE, SGD Gateway T 1000 A® SGD 1—H—HFTNhETFN 4 DOTFT S VT5r—2 30 &2RTTHEHE. HEL
AP BREROZEABIIIORSICBEYET,

(4 + 3) x 1000 = 7000 AIP ##:

CA2.HTTP E#HiOJZRABDEE

HTTP 50 &ABKE A VAN —)ILBFICBRENET, CORER. AFRI—Y—0BAKEZERZLEXT. 77/
NEE 100 T

HTTP EHORABEZE TS I(C1d. gateway config edit X > R® --routes-http-maxcon 77> a> ZFHERALE T,
FEARF. HTTP E#EOHZEAKZ 200 CEETRICE, XOOXY REZRTLETD,

# /opt/SUNWSsgdg/bin/gateway config edit --routes-http-maxcon 200

EITUEEEZEMICTBICE, SGD Gateway ZBRE I DIHLENHYET,
C13. VM DOXE)—H AL XANEE

HTTP Efi& AIP ERORABREZZEET 54, SGD Gateway O JVM ICEI) HTESNTVBRXE)—H A ADE
FEMBBILBDZENBYET, ChETSICIE,. /opt/'SUNWsgdg/proxy/etc/tuning_parameters 7 7 4 )L TR DERE
ERELET,

e -Xms—JVM OFHBXE) —H A4 X (/N1 NEAL)

o Xmx—JVM OBRRXEY =44 X (N1 NEA)

=
@ CNSORETR. K(FO) BROM (X)) EHFEEATEXT., LA, 960K =
960K /N4 Kk, 512M = 512M /N f KT,

VM XE)—H AL XDEZFETIHEDFHMAICOVTIE., "WMOXEU—HAADHE, #5RBLTLIEEL,

EE
@ JVM OBREICH UL TTABXETV VY —AN TV ATALAICKRETATVSR CEZRBREL TL
EEL,

EITULELEEZEMICTBICIE, SGD Gateway 2 BREITDIHLENHYET,
CA31L.IVM DOXE)—H AL XDFHE
SGD Gateway TEAE NS VM XEU—DEI., AIP BRT HTTP OEBERKRICEK>TERVET,

% SGD Gateway ##t(—#J 300K /N1 R D VM XEU—HFBEBZOT, BEZIVM XEU—RBROISICRHSH
ESCH

(AIP $2HE + HTTP #4580 x 300K /N1 ~

=& ZE, SGD Gateway T 500 A® SGD 1—H—NEFNEFN2 O0OTF7 VT —>302RTTHELET. APE
BEROBRABRROLSIZHYET,
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HTTP UX AL I NDER

(2 + 3) x 500 = 2500 AIP $#x

SGD Gateway Tld. SGD Web H—/N—ICH T2+ 2550 HTTP AREREOUETIXENFf HYWET, COHIT
&, HTTP RO BRABR XD EH Y TT,

250 HTTP 124
LENF2T, BERIVMAXAEY—RFEXORSICHENET,

(2500 + 250) x 300K /X4 K = #J 806M /N1 ~

Z, FEENEIVMEILRELE T, Xms BETF -Xmx FEE, N7+ —YALDER

&S
g /opt/SUNngdg/proxy/etc/tunlng parameters 77 4 LA T, -Xms B&KTF -Xmx /NT X —2
TRILUVEICEREENET,

C2.HTTP URAL U MDERK

F7#)LNTlk, SGD Gateway & TCP 7R— K 80 T® HTTP ##%ZEEFLET,

TCPR—K 80 TOEMBEBMIZTBICIE. KD &SI gateway config enable X REFALTHTTP UA ALY
NY—ERZBMLET,

# /opt/SUNWsgdg/bin/gateway config enable --routes-http-redirect

EITULEEEZEMICTBICE, SGD Gateway Z2BREITDIHENHYET,

C.3. SGD Gateway D/NA > T4 2 ITJR—KNDEE

SGD Gateway CEEERICERAEND AR T I—RER—ME. NAOFA 2V I9R—NEHENET, FT7FI)ILb
Tld. SGD Gateway @I XTDA VR TI—ATTCP R—KN 443 ZNA >V F 40 R—RNELTHEALET,

NADT AT R—NEBEETSICIE, gateway config edit AY > RO --binding #7°>a>#ERALET, £E&X
E NAVFTAVIR—RNETCPR—N 4443 (CEEFTBICIKE. ROOAYV RERTLET,

# /opt/SUNWsgdg/bin/gateway config edit --binding *:4443
F /. SGD Gateway 7R A N T /opt/SUNWsgdg/bin/gateway config create AN RERTITBD &I &> TE, N

AVFAVTR—NEXETEELT, COOANVRTR, BETOFERICERATZIIRTI—AER-—KDA
AEFRHESNET,

&S
@ gateway config create AN RZFEATD EHMULVEBRIERE N, TNETICTR D £
EFITXTLEEENET,

ETULELEEEEMICTHICIE, SGD Gateway 2 BRETHIMHEN HY E T,

C.4.SGD 7L A9 2 IFEES{LiEE D EH

F7#4) NTlk, SGD Gateway EF L 1AM SGD H—/N\—DEDIE#HlE. Secure Sockets Layer (SSL) ZAL T
TFa1UT 1 —REENET, DFEV, AIPover SSL F—X Tk TCP R— K 5307 A"fEAEh, HTTPS F—X Tk
TCP R— N 443 A"fERENE T,

SGD Gateway E 7L A AD SGD Y—/N—DOE TIESLIELEFERATSICE. "SGCD 7L A \NDFEES{LIZELE
FEATDHD Gateway DIERKL ZSHBLTIEEL,

FESELRDBS, AP F—X2 Tk TCP R—hK 3144 HEAE h, HTTP F—X TE TCPR—h 80 AEAET hFE
?O
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SGD 7L A NDQIESLERZERT S -H D Gateway DERK

C41.SGD PLANDERESLIZEHRZFEA TS - D Gateway DERK

CHOFIETE, FERSIEREFERTDLHIC Gateway DEBEBEER I B EEICOVTHBALE T,
1. SGD 7L A \DIES{LEREZFERATDLSIC Gateway BHEZELEFT,

# gateway config create

P!
@ I COONY R Gateway DRIEDERZLEELET,
Gateway E 7L A1HAD SGD H—N—OROEHREELFIVT A —REITIHNESIHELTRDZ 7OV MERR
TS, nEABLET,
2. Gateway IZ® U THUETBEFEE hiz SGD H—/N—ZHIBRLE T,
# lopt/SUNWsgdg/bin/gateway server remove --server sgd.example.com
Z T, sgd.example.com l& SGD H—/\—0DHKF T,
SGD #—/N—® CAREFAE & SSL sEFAEN Gateway F—A RN T A SHIBRE hE T,
3. TLAA®D SGD 4 —N— " BREOFBESILERZEAITDILISICEBRENDISICLET,
TLAADE SGD H—N—ICD2VWTROIAN RERITL, SGD EF1UT A —H—ERZATICLET,
# tarantella security disable

4. PLAAD SGD #—/\N\—% Gateway IZEHELFT,

# /opt/SUNWSsgdg/bin/gateway server add --server sgd.example.com \
--certfile PeerCAcert.pem \
--url http://sgd.example.com

ZOPITIE, CASEBHZE PeerCAcert.pem %, sgd.example.com &WS BI& ##EHA L T SGD Gateway ¥—A KT
(ZBMLUET., SGD Web H#—/Y—® URL & http://sgd.example.com T,

5. Gateway ZBEBL T,

# /opt/SUNWSsgdg/bin/gateway restart

C5. AMMSSLTIEZL—2DEHA

F7#)NTlk, SGD Gateway (&, SSL ZFEALTEF1I VT A —REENE HTTP 8LV AIP OEET—X#Ek:
TEETEZILSICERENTVET, Gateway Tlk, SSL DAREEITSHICHISSSL 7S L —2DEREY
R—RERTVET,

Gateway TAISSL 7O/ IL—2ZFEHTBICE. ROFIEEZEFTLET,

« SSLEHREESHL, ThSZRESLEhTLWAEVERE L T Gateway ICEETBRSICHAISSL 7 I EFL—
2EBERLUET,

+ Gateway THAZSSL 7S L—2DHR—KNEBMIZLET,

chiCc&kY), EF1VTFT 4 —REENER—NT Gateway FMEFLENTVWEVEREZSTAND EN TED &
SICBVET. "HEBSSLTIEFL—FOYR—KNEZEMNCTDHZEI Z28RBLTLKEED,

« UFATURFENARTSSL P IETL—2F %Y RDI—IDIV NURS Y RELTHERENTVDZ E-R
LET.

BE, SSL77tEZL—RO—-RNZOHTEHYET, "ERTHEIELERB) THRAS TV 28T HE
ni-BEICX L T SGD ¥ —/N\—& Gateway ZER L £,
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ABMSSLT VLS L—20OHR-—KNEBMCTRHE

CHANLSSLT7 VL —ZDOYR—K2BMCTDHE

Gateway Z#2HL T SGD ICEHREATVWAR I —H AWl e Z®ELET,

1.
2.

SGD Gateway KA NZA—/N\—I1—H— (root) &L TOTJA > LET,
BetehTVWEVEREROYR—NZEMIILET,

gateway.xml 77 AI)NDO VRV OV ORZEL T, 77 # )L KO gateway-ssl.xml TlE# <, gateway-
plaintextxml Z7 A IICV D0 FTBELSIZLET,

ROIATY REEFLET.

# In -fs /opt/SUNWsgdgletc/gateway-plaintext.xml /opt/SUNWsgdg/etc/gateway.xml

(72 a>) Gateway DNNA VT4 VI R—KNEZELET,

XY RID—UDBHRICL> T, SGD Gateway DNA 2T 1 VI R—N2EETIUENF HBEEEHVET,
"SGD Gateway DNA > T4 TJR—KNDEE, #ZRBLTLLEEV,

SGD Gateway #BEE L £7,

# /opt/SUNWSsgdg/bin/gateway restart

C.6. SGD Gateway BBt F =X DERK

Gateway Tlk., EVERICH =5 SSL EBERAOES{EARBEN Y R—FEhTVET, YR—MEhBBES{LHNE
DVARNIDWTIE, FAZ %)L Secure Global Desktop D7 7Y N7 #—ABR—rBRTFVIU—A/—K (V1) —
A4T7 s ZBRLTLSEZ,

A VARN=)LH, Gateway l&, N1 TL—ROBSHEAROATERENDESHKAROLY NEFRATDIRSICE
REhFET, DFEV. Gateway N SSL #H Tk, BICBtE 1T —HFERETNDEVWS EZEKL
9. BEEBE. HOBSLAROEY NE2FERATHKSIC Gateway ZBRTEE T,

C.6.1. Gateway ODEES{L AR ZEHEK T D HE

1.

Gateway ZFILLE T,

# lopt/SUNWsgdg/bin/gateway stop
PEBESEAREERLE T,
Jopt/SUNWsgdg/etc 74 L 2 1) T, ciphersuitesxml 7 7 /)L &fwmELE7

F7#)LNTlk, ciphersuitesxml 77 AJLICEE. NAITL—RESHEAROEHDROININEENTVE
EP

<ciphersuites>
<cipher>SSL_RSA_WITH_RC4_128_MD5</cipher>
<cipher>SSL_RSA_WITH_RC4_128_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA _WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_128 CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_256_CBC_SHA</cipher>
<cipher>SSL_RSA _WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA</cipher>

</ciphersuites>

Jopt/'SUNWSsgdg/etc/gateway.xml 7 7 A JLRISIROIY NUAFEL ., ciphersuitesxml AEENTWVWD & &/
BLET,

<service id="sgd-ssl-service" class="SSL">
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SGD Gateway TO IS4 7> NEBAE O EA

<keystore file="/opt/SUNWSsgdg/proxy/etc/keystore.client"
password="/opt/SUNWSsgdg/etc/password"/>
<xi:include href="ciphersuites.xml" parse="xml"/>
</service>
<service id="http-ssl-service" class="SSL">
<keystore file="/opt/SUNWSsgdg/proxy/etc/keystore.client"
password="/opt/SUNWSsgdg/etc/password"/>

<xi:include href="ciphersuites.xml" parse="xml"/>
</service>

4. Gateway ZBHEBL T,

# lopt/SUNWsgdg/bin/gateway start

C.7. SGD Gateway TO US4 7> NLAAZE D ERA

U472V NIHEEFEAL T, AMBIAABER > TLWA I —ICT7VEAEHRIBD &K 2T, SGD
Gateway DtF 171 —Z@LTEEXT,

DZATVNEREER, VAT RTFENAADTSIOHICAVARN—I)END SSLAAETT, V54T N
AEOAVARN—ILFELOVWTR, 75THOFVFTAVRFIXV RN EZSRLTSEE L,

FLWIOSATU NIAEDOEAERTIIIAN (CSR) ZERTIBEN HBHBERE. 954726
CSRZEMT B HE ZZRLTSEEL,

ROFIETIE, keytool F7VT—2a U FERAENTVWET, keytool PV —2a v 2FERATIHEOFEHMICO
WTIE, JDK Tools and Utilities ® RF I XV RZSBLTSEE L,

C71.0ZA4AT > MNEAENERAE B &L SIC SGD Gateway ZHEHK T D F %

1. SGD Gateway RAKMIZA—/N—1—%— (root) ELTATAL 2 LET,

HED

EII_I;

2. SGD Gateway ZfZIELF T,
# lopt/SUNWsgdg/bin/gateway stop

3. HTTPS V547 NERICOTAT 2 NIAENF FEAE B L S3IC, SGD Gateway ZBR L £,
RO &SIZ, <needClientAuth> T K1) %& /opt/SUNWSsgdg/etc/gateway.xml 7 7 4 JLIZEML E T,

<service id="http-ssl-service" class="SSL">
<needClientAuth>true</needClientAuth>
<l-- Decrypts HTTPS traffic -->
<subService id="ssl-splitter">
<binding>*</binding>
</subService>

4 (AT>3V)UZA4 T NiEBE% SGD Gateway 77 A T MF—ARTIZAVR—KNLET,

&S
@ DA T NEEAEN, EREENAERIR (CA) ICE2TERBENATVRHEA, DA
TYTERTTIHLEBERIHYEEA,
keytool AN RZRXRDLSICFEALET,
# Jopt/'SUNWSsgdg/java/default/bin/keytool -importcert \

-alias mycert -keystore /opt/SUNWsgdg/proxy/etc/keystore.client \
-file mycert.crt -storepass ‘cat /opt/SUNWsgdg/etc/password’

ZOBITE, VT4 F > NEEBAE mycertert A" SGD Gateway 9 A 7 hF—ARFICA 2V R—RhEh&ET, &
SA T NEBEER, mycert DRIBTREEIET,

5. SGD Gateway ZE2E L £,

# /opt/SUNWsgdg/bin/gateway start
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DZAT > NIAED CSR Z4EMT D H %

C72. V9ZAT > hiIBAED CSR 24K T B %

Gateway TRATEDVSA T NIHEZMBIZICE. A CSREZERTIBEN HYET., KIC. CSR%Z
FALR (CA) ICAELTEBEEZRITE T,

AR

@ ZOFIETIE, Gateway RA KN LT keytool 77V —2a>#FEALTCSREERT S
FEERLET, LEL. COFIEICRBIDATY S 2FRATIHLERHYELA, TO
KOYIZ, FVENLIAIAEEEY - Z2FHALUTCSRZEKTEERT,

1. SGD Gateway KA NICA—/N\—1—H— (root) £LTAYA > LET,
2. HEEBENEMHAESIUORBTIELFARBEERLET,
keytool AN RZRDLSICERALET,

# /opt/SUNWsgdg/java/default/bin/keytool -genkeypair -keyalg RSA \
-alias mycert -keystore keystore.mycert -storepass letmein

ZOPITIR, BCEBRNEHAELELFHRIE, keystoremycert EFRENZF—ARNTHTHERBRTREEh
£9. BARTIE, mycert DBIBTHREEIET,

3. HEEANEZAHEND CSREZEHRLET,
keytool N> RZRODLSIZHERALET,

# /opt/SUNWSsgdg/java/default/bin/keytool -certreq \
-alias mycert -keystore keystore.mycert -storepass letmein \
-file /tmp/gateway-name.csr

ZOfITIE, CSR I /tmp/gateway-name.csr EWS T 7 A IIAICERB LTREE N, < T gateway-name &
Gateway D BRI T,

C.8. Balancer Manager 7 7’ —< 3> 0B

Apache #7°'0% 2 (Z1& Balancer Manager €W\ 5 Web 77U —2 3 A EENTWET, Balancer Manager T
. B7OFSTHRATIDEFIBIIL—7 0 SGD Web §—N—E2EETEET,

Balancer Manager 2l 32 &, XDEEERITTEEXT,

« BRIPBIIL—T0 SGD Web H—/N—DAT—RABHRERTLET
« SGDWeb ¥ —N—DERPHOBERERTHITEELET

s BRIBIIN—TH5 SGD Web H—/N—ZHIRLET

Balancer Manager ZF#IZ 332k, E7OFHBR T 7 1 )L lopt/SUNWsgdg/httpd/apache-version/conf/extra/
gateway/httpd-gateway.conf I ¢, Z77UT—23a > 2&MICLTVBIX Y NEHIBRLET,

# Allows the configuration of load balancing parameters
#
# <Location /balancer-manager>

# SetHandler balancer-manager
# Order Deny,Allow

# Deny from all

# Allow from all

# </Location>

MAEEEZEMCTBICE,. Gateway ZBRBTIHEN HYET,
# /opt/SUNWSsgdg/bin/gateway restart

Balancer Manager IC7 7 ERAT 3 Ik, 77U ERENL T, https://gateway.example.com/balancer-manager =7
J9tALET, T, gateway.example.com l& SGD Gateway RA N T,
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V7Lo2a>H—EX

Balancer Manager D& D EF40IC DL\ Tld,. Apache mod_proxy_balancer ® RF I XU N #BBLTLKEEV,
Co.U7Lo>arvH—ER

D7Lo9>arH—ERER, SGD Gateway DIL—F 4 > J7OF AV KR—%> NTHEASE 13 RESTul Web
H—EADEE TT, SGD Gateway EBEEGV 7L V> a Y —ERAEFEATIE, L—FT142770F 20
B, H—EX, OF TR, 8rUERZBHLEY, AT—XABHRERRLEYTERT,
cOtEo>arTR, RICRIVILIZaVH—ERABEEORNEY VIZOVWTHALFT,

"7Lo23a>H—EROEML,
T7L223>H—ERAOER,

C91.U7L9>a>H—EAOEML
FT7A)IKNTIE, SGD Gateway DU 7L U2 a Y —ERRFEMCHZ>TVET,
ROTIOEAFED 1 2 EIZRLTU L3> —FERAZEMILET,

C.9.1.1.

BRATIVEA -1 —RBRAZZTILENFrHYUELR A
FI7AI)INTE, ERAT IV EAZFERATESD DI SGD Gateway KA RN ST T,

EEALT VEAZBMCITRHFEOFHMICOVWTR, "UTLI2a Y —EACHIDERAT 7 EAZEMC
IBH%EL ESRLTLEE,

BAT I €A -A—H4—RVT7L I3V —ERCTI7EAIRHICERAZZTIHLEN BV ET,

ATV EAZBMICIDFEOFHFMICOVWTRE, "TUT7L I3V —EACRIRRAT IV EAZEMCTS
Bl #2ZRLUTLKEZL,

V7L 023> H—EACRNIZEFLT I ERAZEMCITSDHE

1.
2.

SGD Gateway RANZA—/N—I1—H— (root) &L TOTJA > LET,
D7L923 H—ERAIRNTIERAT IV LAZEMCLET,
# /opt/SUNWSsgdg/bin/gateway config enable --services-reflection

(A723a)VT7LI2 a3V —EATRATRIAVRTI—RAZEELET,

xE
ZQS FTALRTR, UTLISa VY —ERACRI 2 BRIT VL AEEATEDOR

SGD Gateway KA KA 57 HTE, BADA V2T I—ATERIT 7L AEEMICT

BE, BFXIUFA—URIHRETDAEMEN Y ET .
U7Lo3avH—ERACRTBBRIAT VL AEAENBF T A ROA 27 T—AK., localhost )L—7"
NYOAYRTI—ATY., ROPIE, TRTOA2 R T I—ATERILT I AREMCTIHEERLTVE
?O

# /opt/SUNWSsgdg/bin/gateway config edit \
--services-reflection-binding *:81

(F7232)VT7LO2a>H—EATERIDR—NEZEELET,

D7L922a> Y —EACHIBEBIAT VEACERET DT 7 A RNOKR—KE, TCPR—K 81 TF, Ch
ZROREADR-NIROFIETEETERT,

# /opt/SUNWSsgdg/bin/gateway config edit \
--services-reflection-binding localhost:portnum

CCT, portnum g 7L U2 a> H—ERATHERATHIR—KMEETT,
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V7L223a>3—EAOEMEL

5. SGD Gateway ZBi2EIL £ 9,
# lopt/SUNWSsgdg/bin/gateway restart

6. V7L O3> HY—ERIZTIEALZET,
SGD Gateway IRARNT, 7T JHZREL T http://localhost:81 ICF 7 EZALET,
D7L023 v —EAOR—LR—IHFRRENET,

C912. U7L V23 H—ERICHRIDRAT IV ERZEMCTSHE
1. SGD Gateway RAKMIZA—/N—1—%— (root) ELTATAL 2 LET,
2. D7L02a v —EADOMHABEEF L HBELIIAR—NLET,

D7L923a H—EAQAEERARERE, VIL I3 HF—EAF—RARNT /opt/!SUNWsgdg/proxy/etc/
keystore.reflection ILRTFENTVWET, COF—ANTIE, SGD Gateway DAV AN—)LRICBBNICERE
£9,

FT7AIRNTE, U7L 923> —ERAF—ARNTICFECEZNEMHABTERORTHN 1 DA2TVET,
a. V7L92a Y —FEAQIAREEZEIIAR—KNLET,

# /opt/SUNWSsgdg/java/default/bin/keytool -exportcert \
-alias server-name -rfc \

-keystore /opt/SUNWSsgdg/proxy/etc/keystore.reflection \
-storepass "$(cat /opt/SUNWSsgdg/etc/password)" \

-file client.pem

T, server-name k7L 02 avF—ANTFTUILOZa v H—EAQHABICERAEATWVWS
#. clientpem F IV AR—KNUEFAEO T 7AILETT,

keytool P77 —> a2 & ERAT2HEOFMIC DWW T, JDK Tools and Utilites ® RF I X N ESBEL
TLEZW,
b. U7L92a>H—EAOI L HBEIIAR—NLET,
SGD Gateway IC#HIAEN TS KeyManager 77U r—>a > #EALET,
# lopt/SUNWsgdg/java/default/bin/java \
-jar lopt/SUNWsgdg/proxy/KeyManager.jar export \
--keyfile client.key \
--keystore /opt/SUNWsgdg/proxy/etc/keystore.reflection \
--keyalias alias-name \

--keypass "$(cat /opt/SUNWSsgdg/etc/password)" \
--storepass "$(cat /opt/SUNWsgdg/etc/password)"

T, alias-name V7L 923 F—ARNTTUT7L 23 Y —EAOBICERAENATWSH
A, clientkey FTOAR—KNLEBOT77AMILETT,

3. AIABELHLNHARBEIZAT R TNAARCA VAN —ILET,
FERAEEELNRRRE, V7L I3V —EACHIZEREBILOLITATRNTFNAATHEAETLET,

MAECRETSVYOAABFTARNTICAVR—RTRIE, BYICHABTERZ PKCS12EROT 7 AILICE
MIDBENHNET, RICHZRLET,

# openssl pkcs12 -export -in mycert.crt -inkey mycert_key.pem -out mycert.p12

COONY R, FEAETZ 7 1)L mycert.crt & & O BEN TS n I LBE mycert_key.pem Z, PKCS12 XX D
SEBAE T 7 4 )L mycertp12 [CEBL X T,

PKCS12 ERDEAERZ TS IHICAVR—RNIRDFEOFHMICOVWTE, 759D ATA U RFIXN
BSBLTLSEEL,

4. V7L 023 H—EACHIZIBEAT IV ERAZEMCLET,
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SGD Gateway RART, ROINY RERITLET,
# /opt/SUNWSsgdg/bin/gateway config enable --services-reflection-auth
5. (A723ar) V7L 023 Y —ERATHERATRIAI VAT I—ARER—NEZEELET,

D7L92aH—EACHTIRIAT IV LARAIERAENDTFTIAILNONA T4 2T, IXTOA R
TJI—ADOTCPR—N82TT, chZEFNDAVETI—ADKFERADR—NIROFIETEETEET,

# /opt/SUNWsgdg/bin/gateway config edit \
--services-reflection-binding int:portnum

ST, intlEARTI—RA, portnum U 7L Y92 a>H—EATCHERATIR—NESTT,
6. SGD Gateway ZBE&HL FI .
# lopt/SUNWsgdg/bin/gateway restart
7. AIREEHFL/RBEEALT, 94TV RFNAANSVTL I3V —ERACERLET,
«curl ONY RZEFEAT 256!
$ curl --cert client.pem -—key client key -k -X GET https://gateway.example.com:82

COBITRE, cul AN REEALTU 7L U232 —EADOKR—LR— hitps://gateway.example.com:82
ICF7OtEALET, < T, gateway.example.com & SGD Gateway DEFITT, U7L o> arH—EAD
FERAE & IENFEEIE. client.pem & clientkey TY,

s JOUYRERTREE:
https://gateway.example.com:82 ICBE L £ ¥, < T, gateway.example.com & SGD Gateway D BE&I T,
D7L023> H—EADR—LR—IHFIRTENET,

Co2. V7LV>a H—EADEH

D7L923>H—ERACK > TRHEENTWS RESTiul Web Y —ERICT IV ERTRICR. 95AFRNTTV
T=2aYEERLET. BYBIFATIRTTIT—232V CRROEIBEDNHIET,

e 7SO, UJLUYaAVH—FPRAICTIVEATRELE/BER ARG, TSSO EERATRIETT, £F
L., 7299 THR—RNENDD HTTPGET UV IARNEHHEOT, BHARMY) HF RESTful Web H—E R I
LATOEATETRA, EB, 75O RERATRE, L—FT142J7O0FOAT—RAERERRLEY.,
BEEH—ERAZ—EXRRLEVYIDZIRAVIZRIABEET,

« curle ZHIE UNIX SR Linux 75 Y N7+ —LBOIR Y RITY—)L T, HTTP GET, PUT, POST, &1
DELETE U9 IARZHYR—KLTVWET, LEA 2T, UT7LV2arH—EAOLERO RESTul Web #—
EAZBEATEET. COV—IOHAZT7ALARPROTOAIZALICVFALIRNLT, E5ICABTRZED
TEFT,

FhEk, RESTlulWeb Y—EREZHR—KNFTZ2I1—HF—WBOISA T RNTTIIT—230FE>TVR5HEE.
TheERALTU L3 H—EBERICTI9RATEES,

&S
@ UTLOY VY —ERERALTL—F 1> Y TO+S OMREZETHBAE, SGD
Gateway 2 HEEHTHHERH Y EH A,

D7L02arH—EADSBROEAEATT —FFBENDENBUET,

« ASCll, ChIEF7AILRNOHEITRTT, F—RREE2TTRYS iz ASCI X TREhET, COHEIER
F. HETTF—RICBNBENBEEOMEBETSBEICRIEET,

* HTML, =&k, 7Y TORRICEL £ HTML EXTREEhET, HTML HHTRTICIE, Web H—EA®D
URI (Uniform Resource Identifier) ® R EIC /html ZFML F T,
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C.9.2.1. RESTful Web #—E AIZDWVWT

#£C.1 "SGD Gateway U 7L 9> 3a>H%—E XM RESTful Web #—E' A, 2, SGD Gateway V7L o> ar#—
ER® RESTful Web H—EAND—8%#RLET,

#*C.1 SGD Gateway Y 7L V2 3> #—EA® RESTful Web #—ER

% URI HTTP U |58
IARX
Vv R
/ GET N—=—F42070FVICEIT2BEREALEOBERRER
~LUET,
Iservice GET FRTREEY—ERAE—ERRLET,
H—ERE, N—FT12007OFHFBEEEZTO>I N
DRANTT,
Iservice/Service-Id GET Service-ld TEEEhEH—EADBEHRE —ERRLET,
Iservice/Service-Id PUT Service-ld TIEEEhiEH—EAZRBEHLET,
Iservice/Service-Id DELETE Service-ld THEEhEH—EAZFILLET,
[client GET RO ITA T RNE—BERRLET,
D5AT> RN, =T 4TI T7AOF DN REEREZITOH
AORA>RNTT,
/client/Client-Id GET Client-ld THREE NI4T hOERE—BERRLE
EP
[route GET FHRTREERKE—BERRLET,

B, Y—EARBAOBEEERNS, V7472 NMEHOD
REELRETO, LTI 7O0F 2 2ZBIBERTY,

/route/Route-Id GET Route-ld TIEEEhEBOEHREZ —EBEXRTLET,

/route/Route-Id PUT Route-ld THEREE R ERBLE T,

[route/Route-Id DELETE Route-ld TEEE N EFLLET,

/route/Route-Id/connection GET Route-ld TEESNEBENREOERZ—EBERTLET,

/route/Route-Id/connection/Connection- |DELETE Connection-ld TIEEE N EEREKTLET,

Id

/connection GET g’\'"fa)ﬁéﬁﬁ(.:?\,\'t\ REXRTHOERZ —BERTRLE

/logging/level GET JO-NlazOFxF>JLRILERRLET,

/logging/level/Log-Level PUT =712 70F>0oO0-N)ILaOF o JLRILER
LET,

/logging/Packagel/level GET L—F142070F20BENIVR—Z> b0oOF2 L
RILERTLET,

/logging/Package/level/Log-Level PUT N—F142070F20BENIR—Z> hoOFX> L
RIWEHRELET,

RESTfulWeb Y —ERICT7I9EATBICE, V7L U23a>H—EA® URL IZ Web H—E XD X URI Z{F0L
x79,

&z E, SGD Gateway gateway.example.com OEAAREREE 2 —BEXRTITBICE, ROKSICVTLY>3>
H—EA® URL (Z /route ZFIIL £ TS

$ curl --cert client.pem --key client.key -k -X GET https://gateway.example.com:82/route

C T, clientpem & clientkey . V7L 0232 —EADABRELILFRTT, COFITR, V54T K
D7L023>H—EACT7EATRRICRAZETET,
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C922. V7L V>a>sH—EAOERH

ROPITREVWTNE, VILI2aVH—ERALT VRSB LEOOIZATNTT)r—>3>&0LTeurl AX
YREERALERY,

ZhsDHITIE, gateway.example.com &L S SGD Gateway DU 7L 902 a>H—ERICKHUTRIAT VA ZE
ALET, 947> M, FEAE client.pem & & TIELNBIE clientkey ZHEH L TRIAETNET,

SGD Gateway OfEAARER Y —ERZ2—BERRTBICE:

$ curl --cert client.pem --key client.key -k \
-X GET https://gateway.example.com:82/service

BEREEFEILETZICE, V7LI92a>H—FEATEORKICERAENTVWS Route Id #FEELET:

$ curl --cert client.pem --key client.key -k \

-X GET https://gateway.example.com:82/route
Route Id Route Uptime Service Id ...

0 21h18m20s743m ssgd-route-service ...

1 21h18m20s736m shttp-ssl-service ...

$ curl --cert client.pem --key client.key -k \

-X DELETE https://gateway.example.com:82/route/1

JO-NLEOF T LAXI%EFINER ICFRET S I IE:

$ curl --cert client.pem --key client.key -k \
-X PUT https://gateway.example.com:82/logging/level/FINER
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48D SGD Gateway D NS I 1 —FT 1Y

ZDEIZIE., AT 9L Secure Global Desktop Gateway (SGD Gateway) DREIZEZ ML TEETDEHICKIDND
TN 21—F 1 TDREY IUNEENRTVET,

COEOHNRR., ROEHBYTT,
TOF>J &2,
"SGD H—/N\—MDET7 DNS BN EFE |
TSGD Gateway DI —XvYt&—
D.A. OF > J LK
COtEY>a> TRk, SGD Gateway OOF > JHEEE DUTHEEIC DV THBLET,
COEIZAVORBR, ROEHBYTY,
+ SGD Gateway ®OF>JIC2WVT
TSGD Gateway O 7' At AEHRND KR
« TOXRV RTINS OERENER,
D.1.1. SGD Gateway ®OF > 72\ T

SGD Gateway ®OF > Tl&. Javalogging 7 7Ur—>3a>7O0Z3Z2042 27 T—X (AP) A ERE
£9, Java TOOF T OREICODVWTIE, http://download.oracle.com/javase/6/docs/technotes/guides/logging/
overview.html ZZ2B L T &L\,

D11A1. OF I LARILDOEE

SGD Gateway TWEOF>J70ONT 1 —#8mK 7 7 1 )L logging.properties M REE N TWVWET, DT 7 1 JLIE /opt/
SUNWsgdg/proxy/etc 4 LI NVIZH ) ET,

logging.properties 77 1)L ZMwmEL T, F7FLb0oAF U TLRILEZEL VY., HED SGD Gateway H—
EAoOF I LRILEEBRL V) TEET, logging.properties 7 7 A4 )L Tld, & SGD Gateway H—E Al
async.channel I N TRENET,

FEZE, TCP OBEGEREREEROOX >V ILARILEZLEFSICE. TCPH—EZROOF T LARIL%E FINEST I
BRELE T, logging.properties 77 AT, ROTOIXY N EEBRLET,

# async.channel.tcp.level=FINEST

FileHandler 72 A®M R¥F 1 X N2, logging.properties 77 AL THEATEROF T LARIINT XA —EHRBHE N

TVWET,
logging.properties 7 7 1 L ZfREL TOF I LRIV EZEELZ5E. BEZEMICTSI2F SGD Gateway Z FHi2
BIRIBENBYET,
&S
@ SGD Gateway U7 L9534 —EAEEALTOX VI LALEEETHELTESE
T, V7LV a U —EROBREFERIZOVWTE, TUTLY2a H—ER, 288
LTLEEL,

D.1.1.2. AT 7 7 A4 I DOFFR
SGD Gateway ([CEBEAREL LBEERK. XOOJT7 74N ERAXTLILEEL,
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SGD Gateway ® 7Ot AEHRD TR~

s =742 7O0F%2009 774, chsoOd 77 4I)L0OBFFERFNE. logging.properties 7 7 1 JLTRE
EENET, 772 BMTE. SGD Gateway E)L—7 1> J7OF> 004 7 7 4 )L% SGD Gateway RAKN®D /
opt/SUNWSsgdg/proxy/var/log 74 L O KU IZER L £9 .

s B7OFSOO77 74, HTTP B LV HTTPS #ERO BRI BB L 7OF O H—N—OT7 VT 1E
T 4 —OFME. SGD Gateway 7R A k@ /opt/SUNWsgdg/httpd/apache-version/logs 71 L9 N 1) @ Apache O
77A4LICRBFENET,

« SGDH—N—0OT774). PLARDE SGD H—/N—I&. SGD #—/N—7KA K ®D /opt/tarantella/var/log 7* 1
LONUOOTI77ANICIT— XY —2D%ZEEIARET, SGD H—N—0OF T OBHKIZ OV T OFMREE.

T3 2 )L Secure Global Desktop BEEEHA R (UU—R 47 FH)a @, ERSLTOFXF >V JICHITZECEZS
BLTLSEEL,

D.1.2. SGD Gateway O 7’ O ABHRO KRR

SGD Gateway OEEEIZ, IL—F 4> J7OF>O7OEA ID A SGD Gateway KA~ _E® /opt/SUNWsgdg/proxy/
var/run/proxy.pid 7 7 1 LICREETNE T,

F7’O0F> 07 OFA ID & /opt/!SUNWsgdg/httpd/apache-version/logs/httpd.pid 7 7 A LICREEhET, CDT 7
1 I OB, httpd.conf Apache RE 7 7 1)L O PidFile 852 AL TEETEE T,

EITH D SGD Gateway 7O RA%ZXRRTBIZIE. SGD Gateway RARTAROIAN Y REFALET,

# ps -ef| grep SUNWSsgdg
D.1.3. N> R1TH S DERE D
ROOAXY REFEATDE, SGD Gateway DEREBRBTEE T,

+ gateway status — SGD Gateway D AT—X AEHERRLET,
SGD Gateway RARNTROIANY Y REZETLET,

# lopt/SUNWsgdg/bin/gateway status
COONY ROFFEMIZOVTIE, Tgateway statusy £ESBL T EE L,

« tarantella gateway list—SGD 7L 4 THEAT B L &R E TS SGD Gateway DJ AR ERTJLET,
TLAAOEED SGD H—/N—TROOAIXV RERTLET,

$ tarantella gateway list
tarantella gateway N> ROEAFEOFMIZ OVWTIE, Ttarantella gateway IX > Ry £SBL TS EE L,
« tarantella config list—-SGD 7 LA O Y O—NILBEZRRLET,

£E0 SGD H—/N\N—TXRNIAX > REREITL T, --security-gateway BEDNHREEZRTLET. COBMHICK
). SGD Gateway DfERZFFA & 115 SGD Client A REN E T,

$ tarantella config list --security-gateway

COEMOFMICIDOVWTIE, I--security-gateway B, 2 BL T &V,

D.2. SGD H—/N—DOE7T7 DNS EDEE

E7 DNS £& &, SGD 4#—N—4", TLAADEAD SGD H—N—HNSHASBEFZHMBITH1-OICEA TS DNS
ZTY, L&A, boston.example.com T9 o

SGD H—/N—OET7 DNS BZZETS &, Gateway N TDH—N—([CERTELLL BRI ZENHYET, Ch
(k. Gateway IC& > THEAETNTVWBIHREEIC. HLWDNS BAEENRTVWAEVLEDHTT,

RDESIZL T, Gateway DEBEBBR TS CENBEBRBEEEHYET,
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SGD Gateway DT Z— XY t&—2

1. (A7232)#HLWSGD Y—/N— SSLAIAZEZ AV AR —ILFT,

IBHE ZBRLTLSEZ L,

'SGD H—N—DiAEZA A=)

COFIEF, SGD H—N—ICK > THEAETHTWS SSLEAEICHFLVWET DNS BNEENTLAWEEIC 4
BETY, SGDH—N—LOSSLAAEZEEMA T, HL LV SSLAPAELEE Gateway ICA/ VAL THHE

FHYNES,

2. (F7232)SGD H—/N—OFHL VW CAGEAEZ A AR —ILET,

IBHE ZBRLTLSEEL,

'SGD H—N—DiAEZA 2 AR—IL

COFIEF, FLAADTZAIVS—N—OET7 DNSBEZZEELEBRICMBETT, FLAROEFI Y
TA—REEEBGCEAETIDAHEZBERL T, HLV CAFIHEZ % Gateway IV AR—=)IL T3 %

BABYNET,

SGD H—/N\—MDET7 DNS B2 ZET B HEDOFMIC OV TR,

7> 2 )l Secure Global Desktop BHEE&EH A R (1

V—RA47 ) OFE1EN, E7DNS RICEID I3V EZRL TS EE L,

D.3. SGD Gateway D ITZ—X v t—<

SGD Gateway DT — XY —> &, SGD Gateway 78 A kD /opt/SUNWsgdg/proxy/var/log T4 LI N ICH B

V=T 4207O0F20077 7ML ICH/EENET,

SGD Gateway DRI BIZ—X Yy E—20V< D2H &,

Z—AXAYv -2, ERLET,
#£D.1SGD Gateway DTS —X v —

ZOHEREROHBAL &EIZKD.1 "SGD Gateway O T

IZ—XvE—2

EERR

N—2 > OBRIEICKBLUEL L
R=O RELEDCE>TVERA

SGD Gateway £ 7L A1 HI® SGD H—/N—noOY U5
BE#HiLTLWEEA

R—=02OESHICKBELEL It
EETE2ERNIROANEFLRA

SGD ¥ —/N\—® CAGEBHEA SGD Gateway 1> A
R=IlEhTLWEEA

N—=2> OBRIEICKBLEL &
R—O>aESILTEDZEENHYELEA

SGD Gateway DFFBAEAN SGD 7L AICA V AK—=)L&

nNTLREBA

SSL error:

HBIEEBWBLTLSLEEY

Z7OF20SSLF—ARNTICEMEEETEDAREN

SGD #—/X—® SSL 3
R=ILEhTLREA

BE A" SGD Gateway 1 > A
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