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LAF 237 Oracle Secure Global Desktop Gateway (SGD Gateway) BRI BN 4R , AZE{H A 7 M{AZ % SGD Gateway #X
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. #1.1% “%F SGD Gateway”
« B12T “REER
 B13W HITHE

« %147 “A4H SGD Gateway”

1.1. = F SGD Gateway

SGD Gateway 2 — M EBRSEE , A THEEREKX (Demilitarized Zone, DMZ) & SGD BEHIHI FIiw, XS SGD K
FIREB A THANNEME T, o, ESEETIHH SGD REBEIEREZH , TULE DMZ P FIEEEH’TE
iE,

¥/ SGD Gateway I AR EIZ1T SGD RS EIEE Py A IEZFM ( BRI AKIEE K ) T8k,
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1.2. REER

{Oracle Secure Global Desktop Z1ThR 4.7 LA XIFMAITIHAY RFIH T XM SGD Gateway EHLREFA |, ZX
I F http://www.oracle.com/technetwork/documentation/sgd-193668.html.

X FE SGD Gateway Bi &K SGD B8 , EEREUTER :

- REER, RINERT , SGD Gateway A E] SGD BRF |/ R EERE. SCD RFF[LAEAREERE, BXNTE
B R XEE R,

EAERED , SGD RSHNEIEENEARLERE, UREFEEXNARY SGD BREHREZLWER , BHEL
{Oracle Secure Global Desktop Administration Guide for Release 4.7) % 1 Z##J "Secure Connections to SGD
Servers",

+ SGD WA, SGD REZEF[FHMEADIZIT 4.5 WY SGD. BT 4.7 HRHY Gateway 5 4.7 lx#9 SGD B4 FEH.

. BFH4PES, BEHE SGD BEB LENRZERHE SGD Gateway LM RERHMMRIZFRS ., 5 M A& E I
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1.3. MITEZE
£ Oracle Solaris ¥ & £ , A pkgadd @ &% SGD Gateway,

£ Linux FA L, BEEH rpm 9% %E SGD Gateway,

ZIAERT , SGD Gateway ZEE#E /opt/SUNWsgdg B Fd, BRI THARERLTEE & -
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A% % SGD Gateway

+ Oracle Solaris ¥ & - YEBLZERRER , ZEEFSEREEELZEB R,
DAL
ap T

* Linux & - SERERRMER , AIERT --prefix IBIH rpm BEE-IMTENRER F,

1.3.1. I %% SGD Gateway
1. 1% SGD Gateway K BREREN LB —MiEet B FH.
MRERNRENFTHITRE , WS T gateway B FF,
®E , AT LUEE SGD Web BRS28M https://server.example.com FERERF , HA server.example.com

= SGD % eam B M. TR SGD Web BRSE2EMIBTT/F , # 5 "Install the Oracle Secure Global Desktop
Gateway" ( &%k Oracle Secure Global Desktop Gateway ) o

neaxHasE
+ SUNWsgdg-version.sol-x86.pkg ( & F x86 F& L Oracle Solaris )
+ SUNWSsgdg-version.sol-sparc.pkg ( &M F SPARC #RFE& £ Oracle Solaris )
+ SUNWSsgdg-version.i386.rpm ( @A F Linux & )
Heh version & SGD Gateway FIWRAE S,
2. EENL , WBRAF (root) B8 &R,
3. &% SGD Gateway,
MRBRHBXHRESR XM , WERKZ B BAEBEES.
1£ x86 £ & LM Oracle Solaris P& :

# pkgadd -d /tempdir/fSUNWSsgdg-version.sol-x86.pkg

1£ SPARC ®ARF A L Solaris OS PR :

# pkgadd -d /tempdir/SUNWSsgdg-version.sol-sparc.pkg

EE
@ £ Oracle Solaris ¥A L , R ZERAM , B4EIREER "pwd: cannot determine current
directory!" , iE# Z /tempdir B ZH EiR,

T Linux F A E&R% .
# rpm -Uvh /tempdir/SUNWsgdg-version.i386.rpm
4. RERBEERHFIHEESEM T SGD Gateway F b3,
£ Oracle Solaris £ A& £ :
# pkginfo -x SUNWsgdg
£ Linux &
# rpm -qa | grep -i SUNWsgdg
5. &1T SGD Gateway ZERF.
# lopt/SUNWsgdg/bin/gateway setup
SGD Gateway RERFRRHELUTRE , BUNESIHEXREA] :
+ SGD Gateway W O1& &, SGD Gateway AT AEZENZEOMKEO., BRIAMERT , SGD Gateway AT EEDO

T 443 WS 5
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s MEAAR. BEFmIZE A FEEE SGD Gateway B Internet i (Internet Protocol, IP) ik 5113 & R 458
(Domain Name System, DNS) Z## ik 0. ©HIFEE RS SGD Gateway HtiutfiE. AT AR A P EEFHIi
i, B R H AR IR R At | EAEURTMEHEE,

Bl | MR AP EEEEI T gateway1.example.com &89 SGD Gateway , MIAMEZA O SEA
gateway1.example.com:443,

MRAFBIHMT Ib.example.com AhHY A F#27E#E S| SGD Gateway , MAMEZEAOREA
Ib.example.com:443,

. Z2EE, EERYF SGD Gateway 5SS SGD REB|/2 EMEZERE, BRIAMERT , SGD Gateway £
TEEE, EFARTSERE , BHFH SGD RSB/ L4 AEREER TET,

BRMEIHH SGD REBEARMBERZNESRFEL , FSNE C4 T “ERAKRMBE SGD FBIEE",

FE
@ BURRBAEE £ gateway config create i R EBUXLIRE, HSME 2.2.1.1 T “WfH
B SGD Gateway His O FERE",

REXRRME , BAHAT SGD Gateway WEMEE. BXAMFEHTHNRENFAEFEE , BSNE 2 E BE SGD

Gateway,

1.4. A4 SGD Gateway

AT B WMAFHR SGD Gateway.

F4% SGD Gateway i , [HREBEN Ao MAREE , SINBAREBEENXH, T8 , ARIELEE Gateway AN
EMEERIEHR,

HEE , B EFERE SGD Gateway. HIRBE 2.2.2.2 T “Mfa[fE SGD % %% SGD Gateway iEH"H AR
FOERE SR M SGD & —4 Gateway.

FH & ABERIE /opt/'SUNWsgdg/proxy/var/log/upgrade_oldversion_newversion.log 812 # , EH oldversion IHRA
# SGD Gateway , newversion £ B A& RAE SGD Gateway.

FEt , SGD Gateway ZEREFLFHHLNBIMFTEES| Apache Web BRS5 88 X H X L XA HIEA K BEH,
BRRMFHARIXLE M, BALER diff ZKEKARFRIEBRIX L4 BRI E R,

1.4.1. WA H % SGD Gateway
1. BREFEMAFXENNARFLEEEBY SGD Gateway iE1T.
2. &% SGD Gateway KIETARAS,
BESNE 1.3.1 T “WifdZ % SGD Gateway’,







5 2 E BE SGD Gateway

BN RIS BRI ERE 5 RE B Oracle Secure Global Desktop Gateway (SGD Gateway)o ZABZENAT

F{= 1L SGD Gateway FH %88 T 2{a#l kk SGD Gateway .
EEQFEUATER

« 2217 “ZBE SGD Gateway”

+ 5 2.2 %7 “SGD Gateway B EF%”

.« % 2.3 7 “#£%l SGD Gateway”

« %247 ‘M SGD Gateway”

2.1. ¥f& SGD Gateway

AFNALLT SGD Gateway SEHFE :
o F211F ‘BAIB
o 212 “AHTFEHIHB

21.1. EXEEE

EFNEERAT SGD Gateway EARIEMNE BEESE.
BEAEIREFEHA— SGD Gateway , {1 2.1 “fEH —4 SGD Gateway HIEAZRE R TR,
2.1. EH—1 SGD Gateway K EAZ[E

SGD Server SGD Server

AIF’ + SSL (Port 5307)
HTTPS (Port 443)

‘ SGD Gateway

DMZ
AP + SSL (Port 443)

HTTPS (Port 443)

Client

WAAEE




T EEE

BEEEXNSESREER 2.1 “AT SGD Gateway EARIEMER FATE RIER,

% 2.1. AT SGD Gateway EARZFBHYEE

T BES IR

B Fi%i%% Bl SGD Gateway 1. B SGD Gateway 5 FA /Y I% O FiE R,
ER % SGD Gateway B 2B BiX ik E,

MREFER SGD Gateway WEE , ESNE 2.2.1.1 T “W{AEE SGD
Gateway B O FEE",

2. 1 SGD Gateway t , KEATEFIHEZENRELEEFE (Secure Sockets
Layer, SSL) if$.

ESNE 2212 % “MAHATEFWEREN SSL I B RERNEF RRAE
7,

SGD Gateway 2| SGD %25 1. RIS SGD ££ K%,
SGD RSB MM ELZLEATIET. EXNTEBSABNEEL,
EERED , SGD RS NTBEIRENFRZEERE, NRFEFXM
ARF SGD fRSeEELELMELR , iHZ M (Oracle Secure Global Desktop
Administration Guide for Release 4.7) 2 1 E/F# "Secure Connections to
SGD Servers',

2. 7£ SGD Gateway £ , &% SGD lRFEF|MN L LI,

f# A gateway server a3 55 SGD PR 25HY CA LB A SSLEBE AT
SGD Gateway BH4AEH,

BSNE 2.2.2.1 7 ‘WAL % SGD RF[EHR
3. RSP SGD RS EFIZRE N EA SGD Gatewayo

1£ SGD &%l E &% SGD Gateway iE$ , }# M tarantella gateway add @5 H
fF SGD Gateway EME SGD Bl

BSNE 2.2.2.2 % “G{A1E SGD k&3 &% SGD Gateway iEF,
4. ELEWLE SGD Client E#Z W LAE M SGD Gateway.

ESNE 2.2.2.3 F “WAELE SGD Client E#",

2.1.2. B EERE
EFNBERAT SGD Gateway AH FHHBENEBETS,

I
HEFETBFEAZ SGD Gateway 1 — N FEBREAMEZAOR , WE 2.2 “FEHZ4 SGD Gateway Fl—/MNi
TP ERHNMEIE PFIR.




T EEE

B 2.2. A %1 SGD Gateway f1—MNAE FERH NEIE
SGD Server SGD Server SGD Server

LAN
I
AP + SSL (Port 5307)
HTTPS (Port443)
SGD SGD
Gateway Gateway
fmp + S5L (Port 443)
* HTTPS (Porl 443)
‘ Load Balancer
DMz
AIP + SSL (Port 443)
HTTPS (Port 443)

BEEARTEHEHBSREER 2.2 “AT SGD Gateway T & F # 5 B 49 £ P T E RV ER

%X 2.2. T SGD Gateway fu & P& BHYERE

EE BEBES

EPmRE A FER 1. BRARBEFIRRZHEAERE,

BRIOAHATHBENFAER

BE , WIRMEMSH TCP iw A 443,
,BSN

2. (WE) EAETFHEEEL ®% SGD

P A Bk P 2R Y 3 A

Gateway i & imiEZE/ SSL iEH,

BXUOARATIRENFEAEE |, ES AT AT ERN 0L,
AR T EERE SGD Gateway 1. BEARTEHRHEZZKSA SGD Gateway.
BXUOARTIRENFEMAEE , FS AT H AR TR0,




SGD Gateway Bl B

EE

BEEES

2.

filiE SGD Gateway f£ A iwm O MiE#E.
FREAORRE RN AR ERN U,
E L% SGD Gateway B EE BiX iR E,

MREF R SGD Gateway WEE , BN EE 2.2.1.1 77 “ti{Af & SGD
Gateway K% O FERE",

ES/ SGD Gateway £ , REATHFFIwmiEREMN SSL EH.

WS 22,12 % WA T RS MERN SSL IS REDE S REAE
e,

SGD Gateway F| SGD R%85

N

5 SGD M%I/FH SGD 2 R%.

SGD RSB MMELZLEATIET. ENTEBSABXER L,
EEZESR , SGD RESB[HEIBEENFTALZSERE, MRFEEXN
fARH SGD RFB/LRELMELR , 155 M (Oracle Secure Global Desktop
Administration Guide for Release 4.7) 2 1 E/H# "Secure Connections to
SGD Servers",

1£ SGD Gateway t , &% SGD RS HFHZLEIEP.

A gateway server s {35 F SGD RS2/ CA LB A SSLEBFAZ
SGD Gateway Z4AEH .

ESME 2.2.2.1 T “WAZ % SGD RFEFIEHR",
FIRESIH ) SGD IRS 25BN E A SGD Gateways

1£ SGD &%l &% SGD Gateway iE$ , H £ tarantella gateway add @&
¥ SGD Gateway SEfftE| SGD 5,

BESNE 2.2.2.2 % “W{a7E SGD FE%I £ =% SGD Gateway iE$”,
ELEMRLE SGD Client ¥E#Z AT LAEA SGD Gateway.
BTSN EE 2.2.2.3 7 “t{AELE SGD Client E#",

2.2. SGD Gateway Bt EES

AT A A E B SGD Gateway i HIERE,

NATUTRERES :

o 2217 “BFmZEE SGD Gateway HiEE"
« %222 % “SGD Gateway ¥ SGD R 85HIER"
- B 2237 “BRIRREFAHFEHBRNERE
o %2247 “NEFEETE SGD Gateway HVEE"
2.2.1. BEFPIRIREE SGD Gateway HViEE
BB E IRk % S SGD Gateway Z B EZES KU TEEMES -
1. ( @ik ) BE SGD Gateway i F#y % O FiERE,

ER% SGD Gateway RELE T iXLIRE,




B IRIE % 2 SGD Gateway HIiERE

2.

EEHRXLRE , FSAE 2.2.1.1 T “WAE B SGD Gateway HYif O FERE,
( ™ ) £ SGD Gateway £ , RERTEFUEEM SSLEH,
BSNE 2212 T “WFATFEFIRIEEN SSL EBLZERIEFIHRBHAES,

2.2.1.1. tfAIEL & SGD Gateway Vi O FE 2
MY EF K ZE SGD Gateway HE# T IREN T FERITHIRE,
1. 7£ SGD Gateway E£#lLE , UBLKAF (root) &35 F,

2. i&1T gateway config create @,

# /opt/SUNWSsgdg/bin/gateway config create
EEFRFELARBENEREN TR :
+ SGD Gateway iM% &, SGD Gateway A F& AEZENZEOMKEA.

s MFEAOR, BEFIRIZE A TEZEES SGD Gateway B IP it sk DNS &##iE 0, ©HIEERE SGD Gateway
Bt AR, TR AR FESNbi AU REMAAITRZNb | EAEBRTRELRE,

s BEERE, EBRY SGD Gateway S5 H SGD RF AN EELTE, EFATSERE , BEYHH SGD
RSB MMELZLEENR TIET.

REEENKORE
SGD Gateway FFEAMANEEHTEE.

2.21.2. (MAF A T EFFImEEMN SSLIEBREIE /A ImZAEH

SGD Gateway A& iwiE#EEN SSL IEB#H SGD Gateway SSL ifH., SSL iEHEFHERFIHHHE lopt/
SUNWSsgdg/proxy/etc/keystore.client #o

ZRINBERT , SGD Gateway £ HZ & SGD Gateway SSL I BH#THEFiRER , B2 , BULUFAZH SSLIEHE
B R LA (Certificate Authority, CA) £ & KIEH,

TR BESLRE CAZEHB/ SSLEH,
TR FAEH K A R 5 1 $E 58 1Y BB TR 4F (Privacy Enhanced Mail, PEM) &=,
1. £ SGD Gateway E#l L , BUBHKAF (root) FH & H,

2.
3.

4.

F SSL iEB MR LA EHIZ SGD Gateway 1,
i SSLEBMAAGT AR EFRBHAES,

BT AR ERA gateway sslkey import @5 :
# /opt/SUNWSsgdg/bin/gateway sslkey import \
--keyfile temp.key \

--keyalg RSA \
--certfile example.com.pem

BEBY |, iEF X example.com.pem Fl RSA GHRIBHMERFAL temp.key S ABEFIREHAESR,
ERHRBAEFHNNEEES SSLEHHEES.
( /% ) EF/E 31 SGD Gateway.

N

A WH B REEE T HIT SGD Gateway FIAE BITNIT, MRENBEEMNREHE3) SGD
Gateway , &8 R—&HRHEE , ®H SGD Gateway MW BA L & 2 R 5T AR o




SGD Gateway | SGD AR5 83V E

MREEEHHREE BB EEEITH SGD Gateway L# SSLIEH , HEH/F3) SGD Gateway,

AE
@ E#/F3h SGD Gateway FF#FF IEiET SGD Gateway ETHFIEAFAENNAREFS
EHER,

1£ SGD Gateway F#lt , BTUATHS :

# /opt/SUNWSsgdg/bin/gateway restart

2.2.2. SGD Gateway % SGD AR5V E#E
SGD Gateway 5B 5K SGD fRSS 2R ANERERIEPHITHERN, BEXLEERSRUATERELES :
1. 7£ SGD Gateway L% % SGD BRE 5L P.
ESNE 2221 1 “WARE SGD RS F|EH"
2. 1 SGD P3| £ %% SGD Gateway iE$,
ESNE 2.2.2.2 7 “G{A1E SGD FE% &% SGD Gateway iEH,
3. EiiE SGD Gateway #9 SGD Client %,
ESRE 2223 F “MMAEE SGD Client E#",
2.2.21. A% % SGD RFHRILEH
ERTHERE , B HH SGD RS H/YMERZLEX TET,
EVERESR , SGD REH[H AN BENEARLERE, NRFEFXNMAE SGD KFSHLEARLRSNESE
B, 2 (Oracle Secure Global Desktop Administration Guide for Release 4.7) % 1 ZH#) “Secure Connections
to SGD Servers’,
NEH R EZN SGD RFSJ/EEUTERE,
1. % SGD E#HlE , SUBRKAF (root) HHEF,
2. F CAEHM SGD RE5REHE SGD Gateway B B &,

SGD BR%8589 CA iEH{TF SGD EHLH /opt/tarantella/var/info/certs/PeerCAcert.pem H,

AE
@ WF#5 SOD RS BATHFINESEEN CA EHHER.

SGD Gateway Z4AFE B &7 /opt/'SUNWsgdg/proxy/etc,

SH CAILEBE , REBEREGBIED XM , MESTUFRZXAFMIENNAREFREM SGD BREH.
3. ff SSLiEHM SGD RS 2RE HE| SGD Gateway B4 B .

EREEA TEITH SGD RS ERHY SSLIEB T SGD EHLHY /opt/tarantella/var/tsp/cert.pem Ho

SGD Gateway Z4HE B &7 /opt/SUNWsgdg/proxy/etc,

4 SSLEBN , HSEMEREGRIER M , UMELTFRZXHEENNEREFREM SGD kKA.
4. 1 SGD Gateway £#lL , LEHRAF (root) FHEZR,
5. FiEPS AR SGD Gateway BRAEH,
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SGD Gateway | SGD AR5 83V E

# /opt/SUNWSsgdg/bin/gateway server add --server sgd-server1 \
--certfile /opt/SUNWsgdg/proxy/etc/PeerCAcert.pem --url https://sgd1.example.com \
--ssl-certfile /opt/SUNWsgdg/proxy/etc/cert.pem

--server IEUUE X EZAERFH LB FERNSE. FEHRFIH |, FH sgd-server! Bl Ff CAEH |, £ sgd-
server1-ssl Bl & 76 SSL iEH,

https://sgd1.example.com 2 SGD Web JRZ8589 URL.
6. EF/F 3 SGD Gateway.

xE
@ E# 53 SGD Gateway [T EEiT SGD Gateway ETHFIEAF2EMNNARFS
EHEE.

1£ SGD Gateway E#l Lt , BITUTH S :
# lopt/SUNWisgdg/bin/gateway restart
2.2.2.2. tfAI7E SGD %%l E &% SGD Gateway iE+
384 SGD Gateway EE LT ERE,
1. S SGD Gateway i+,
a. 1 SGD Gateway £#lE , WBHAF (root) FHEFH,
b. M SGD Gateway Z4F § i SGD Gateway iEF.
BT A REMA gateway cert export @35 :
# lopt/SUNWsgdg/bin/gateway cert export --certfile gateway1.pem
IEBFSHE gateway1.pem XEF,
c. FHEBEHIRIRES P E SGD PRS2 /opt/tarantella/var/tsp B FH,
SHIERN , REMERNIEPXHEESENEN , UESFURREFMIRAH SGD Gateway,
d. E¥ Gateway if H# XH R BRFFT AR

# chmod 600 /opt/tarantella/var/tsp/gateway1.pem
# chown ttasys:ttaserv /opt/tarantella/var/tsp/gateway1.pem

2. ff SGD Gateway EfftE] SGD R,
a. 7£X SGD RE 5L, WBEKAF (root) B &,
b. § A SGD Gateway i,

# tarantella gateway add --name sgd-gateway1 \
--certfile /opt/tarantella/var/tsp/gateway1.pem

Hep | sgd-gateway1 2 SGD FAF#riR SGD Gateway B9 &5 , gateway1.pem 2 SGD Gateway if 5 #9 X #

o

EEAEMZ 4 SGD Gateway , EBFEAH --file B/ tarantella gateway add 5. BEXEZFMER | FS
58 B.27 5 “tarantella gateway 35"

A tarantella gateway add Fri#y Bl & SUFE FIZIRES| Ay HAh SGD RS E8.
2.2.2.3. ynfAIfiL & SGD Client E$#%
1. BEEM SGD Gateway K SGD Client &,
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B ImIRE B R T AR ERE

£ SGD lRHBF{ L |, IRE --security-gateway £ FEHELLE T SGD Client B9 IP #hiit 5 DNS & F#E LB SGD
Client AT B SGD Gateway.

EIEEFA SGD Client EZ#ET —1 SGD Gateway (gateway1.example.com) By TCP i O 443 #1788 , HE
ARTE&S :

$ tarantella config edit --security-gateway \
"*:sgdg:gateway1.example.com:443"

EIEEFA SGD Client HE#EEE T — M EB A EH F#EF (Ib.example.com) B TCP w0 443 #1TA , HEAUT

DA .
e

$ tarantella config edit --security-gateway \
"*:sgdg:Ib.example.com:443"

AE
@ 3 --security-gateway BN B RLEMESIFHFTE SGD SR EXNMATHAR,
21,

BRUAER --security-gateway B tEE XL Z 4 SGD Client EEIEENELEMES , ESNEB.31 T “
security-gateway B’

2.2.3. BEFPWIR R B8 s a0 iE#E
BREEZEFIRRESHEAT PESCANERZESIRUATRHETES :

. BEARTPERUEIRATFRRENESE,
BXRMAMTHBENFAES  FSIPTA AP ERNO X,
( Wi ) fF SGD Gateway K SSL iE B REEIAH @ L,
BXROAHTHBRENEAES , FS N ARB P ERNO X,

2.2.4. 1B P #3535 SGD Gateway HIERE
EEN SR FEES SGD Gateway 2 BINEESRUATREES !

. BEL& SGD Gateway ff F #9ifx O FERE,

BESNE 2211 T “W{AEE SGD Gateway KIix O FEREE",

( /% ) £ SGD Gateway £ , REA T AT WmIEREN SSLiEH,

BSAE 22121 WA TEFREEN SSLIEBREITFRBHESR

2.3. # %] SGD Gateway

AN FNAEE SGD Gateway, NMETUTES :
+ B3) SGD Gateway

+ {Z1k SGD Gateway

- EFB3) SGD Gateway

2.3.1. @3 SGD Gateway

E/53%) SGD Gateway , BEALUTHE :

# /opt/SUNWSsgdg/bin/gateway start
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f£1F SGD Gateway

2.3.2. {21k SGD Gateway
NI

A 21 SGD Gateway fFH 7 IEiBX SGD Gateway Z1THFTE AR & EMNARFSENE
¥, XERENREINMZLE SGD Gateway , MAEFHETEHESE K.

E{Z1t SGD Gateway , BEAUTHE :

# /opt/SUNWSsgdg/bin/gateway stop

EE A gateway stop RET , 2ER—KRELEHEE | EREHINEELL SGD Gateway, MERFLEERILES | #E
% --force IETIH gateway stop T

AE

@ MR 1L SGD Gateway , R INERRY A FRFTC A A SGD Gateway E#E| SGD. A -
security-gateway BB A T F&EX SGD Gateway E2i58 SGD K& w8 & (H T LAk R
SGD, &S M5 B.31 T “-security-gateway & 4",

2.3.3. EF/E 3N SGD Gateway
I\

A B % SGD Gateway HMiFF EEi SGD Gateway BT M~ 2 E MM ARF & EH
EiE, XEWENREAEH B SGD Gateway , HAIRFRETESE %,

EEH B3 SGD Gateway , HEAUTHS :

# /opt/SUNWSsgdg/bin/gateway restart

EEH gateway restart B , RER—RELTHE , BREWIAEE L SGD Gateway, MIRFTHEILRIHHEE | &
A --force WM gateway restart @8-

2.4. HiBR SGD Gateway

ZMk SGD Gateway , EMIEk SGD Gateway E#l = REM K.

2.4.1. t0faIflBR SGD Gateway
1. 7£ SGD Gateway £#l L , NERKAF (root) B EZH,
2. Ek SGD [F3IK SGD Client BREEL &
a. 1E=x SGD RKEEHBLIVEBERAF (root) B0 & F.
b. 4% SGD B&5I --security-gateway & o
W FEHA— SGD Gateway WEAHE , HETUATHS :

# tarantella config edit --security-gateway "

AE
@ WFEAZA SGD Gateway M —MABAR T EHBN AR TEHRE , TEFRE -
security gateway & 1.

3. % SGD Gateway,
BEITUTHS :

# /opt/SUNWSsgdg/bin/gateway uninstall
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Al Bk SGD Gateway

PFER—FEBEHE , BREWIAEELE SGD Gateway.
NI

A gateway uninstall @35 2 FHIEk SGD Gateway Mlf—Z XM %, BTAEEEFEA
pkgrm =% rpm @ KMIER SGD Gatewayo

4. (W% ) M SGD BEFIRYERM SGD Gateway 5l & il Bk SGD Gateway,
a. &= SGD FEFIHEM SGD Gateway,

# tarantella gateway list

Installed gateway: gateway1.example.com

Issuer: CN=gateway1.example.com, OU=Marketing, O=Example, L=Boston,
ST=Massachusetts, C=US

Serial Number: 1208509056

Subject: CN=gateway2.example.com, OU=Marketing, O=Example, L=Boston,
ST=Massachusetts, C=US

Valid from Fri Sep 26 09:57:36 GMT 2008 to Thu Dec 25 09:57:36 GMT 2008

b. M SGD FE5IKIEM SGD Gateway 32 il SGD Gateway,

# tarantella gateway remove --name gateway1.example.com
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i A. SGD Gateway R4 ¥ #EHR

ZRE A48 Oracle Secure Global Desktop Gateway (SGD Gateway) HEREM R EFEH K,
AESDEUTER :

« 5 A1 “SGD Gateway R 4E#”

« 5 A2 % “SGD Gateway YA 4"

A.1. SGD Gateway KR4
TR SGD Gateway WEREN , H A BHXES SGD Gateway 1A SGD AR 3 #9iE R,

A.1“SGD Gateway A REH" LR T SGD Gateway HEREM.,

15



SGD Gateway &R 4&H

A.1. SGD Gateway AR 4H

S0 Server
CA Certificate and
Private Key

|

|

|

|

| SGD0 Server
55L Ceriificate

I and Private Key

|

|

|

|

|

SGD Gateway
Certificate

|

AIP +SSL
{Port 5307}

ISGD Gateway

I SGD Gateway
Cerlificate and
I Private Key
I
| SGO Server
CA Cartificate keystore
L
I 5GD Server
I 551 Certificate gateway.xml
3GD Gateway
| SSL Certificate
| and Private Key keystore client
~_
DMZ
AlP + 5501
(Port 443)
Raiting

SGD Web Server

S5L Certificate and

Private Key

. — — — — — — — — — — —

UTERNAT B SGD Gateway 7] SGD RV HERE., XLESRISHEAN KRS SGD BUMNBERE, BF

SGD , EERFNARF.

1. BFIRIEE LA ESTE TCP ik O 443 £ 5 SGD Gateway B R+ EEFE LM HTTP (HTTP over Secure

Sockets Layer, HTTPS) i£#,

 NTFEAXEE , AR TEREE SGD Gateway #9 URL kif[E SGD,
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SGD Gateway &R 443

« TCP 0 443 2 SGD Gateway MIZRIAi%w 0. SGD Gateway f# A #i% O 2 F AR AR EE B X gateway.xml
EXM, WXHERSE SGD Gateway HiE] Bzl , HIEMEHA gateway config S8 E X SGD Gateway Bt & At
BITEH,

+ SGD Gateway £ SSL if$, ZIEF R SGD Gateway L keystore.client ZAEHEIHE——NE B,
+ SGD Gateway £ F Y B A FMN L EM B R HREEE X4 gateway.xml E XA,

. BREARERR HTTPS &E# , BERER , 7 HTTP BIEH KX F| Apache REI K E,

« HTTP BIEEMERET TCP %0 8080 LA LS — Nk O K%,

+ Apache REMREMNE B R httpd.conf XHFE LM, ZFFME xR EAREE B X HFE LS SGD Gateway /8
BB, ZXHEER gateway config 855 E X SGD Gateway Bt & B 3 1T E #.

. REREER HTTP AR FEERKSIFiEEFE SGD Web RS8R,

- EF HTTPS 72 TCP i% 0 443 ER VR ECEH SGD Web FRF IR ZEMIERE , ZEERL TR,

+ Apache R [EEF I K ER PIRE R T cookie. RMEARMIFTHREE HTTP HRERFERAE—1 SGD Web RS
7o

. SGD Web BRS5 85 HTML 4& % B % /= iR & LRI B 25

« Z HTML 45 HTTPS H#E&Ei3 % SGD Gateway B9 TCP 50 443 EE M HERZKIE,
+ SGD Gateway & HTTPS #iE# & 2% 528,

. APE%3 SGD,

+ SGD REBWILAF |, ikF SGD BEBREEAF2F , FBFIHFNAFLE,
s EEFIRIRE ETH, 2%HF3) SGD Client,

s EREZFKEN HTML FEE—NEHTIE, ZRBESHESSEERATEERAF 2N SGD RSt It
EE AT EER Internet 11X (Adaptive Internet Protocol, AIP) 23E & B 2| IE¥5HY SGD BRE 85

* 7 SGD BR5#F LM SGD RSBHMALAN ZRATHEER , RFEM SGD Gateway IEHXEH N,
. ZBREH T HEZIAE] SGD Client.

c BEPIRREMEEEA HTTPS,

. SGD Client £ TCP i 0 443 £ & SGD Gateway B iE#,

+ SGD Client 1 SGD Gateway Z RN HIEEZFEALLEETFE (Secure Sockets Layer, SSL) £# AIP,
« RILEREREM SGD Gateway B9 SSL iE$.,

- BREMIERIRBIfE AR SSL LB AIP BiHE.

- SSL BERMME , HM AP BIERRIGEA S,

+ f£/ SGD Gateway A ZMATIE , R/FHEA SGD RS :|/H CA IEBHITRIE,

+ SGD Gateway FAA 1 SGD RS5E5HY CA LB 1FMEIE SGD Gateway Z4AE keystore H,

« NERTEENNEBHITRE  UBREATHER,

- AIP BE R SSL #ITEHME,

. SSL L&Y AIP BfEiE T B i SR 3% R B B% B 5 45 B9 SGD BRS5 8%

+ SSL LY AIP B¥EEREAMA TCP %0 5307,
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SGD Gateway HI4A 4

- ZEHTHETIEE AP BIERT.

8. FF1E SGD Webtop LB R ARF.
- ZNARFBHEREN HTTPS X#%) SGD Gateway,
« BEAREIRBIFEE HTTPS B , 7 HTTP BEH X Z Apache REKHE,
o ZRERERNAEFE cookie , HEEM X cookie #ERHY SGD Web AR5 25.
- SGD NARFLENARTFEERERE - SGD REHKEBENARFLFE,

+ 7£ SGD BRF |/ LUZ-— MBS, ZRETHATR AP BERHIEEATERENREF21EN SGD
i

+ SGD RE BT A% E SGD Client, XESIMTEEINE AP HIEBFRF.
9. SGD Client 7 TCP % O 443 £ 5 SGD Gateway B E1%,

« RILEEREM SGD Gateway #9 SSL iE$.,

. BEERINBE AR SSL LAY AIP BifE.

« NERTERTEZ. RBMBIE,

+ SSL L&Y AIP BiEE T B i X 5% F B B8 B 5 5 R A9 SGD RS 870

- ZRETETEEE AP BERF
10. SGD MRS BREENARF £1F,

- ZRARFENTRERM (local area network, LAN) 8 N AR FIRS 28 EE1T.

A.2. SGD Gateway HI4A#

SGD Gateway BE A THH :
- BHARE, —MET Java RANNARRF , AT AP 8iEEEKHF SGD RFEH.
BHRAENETEAHE
- BATHE - BSAE A2 T XTRASE
- ZRE - BB NE A2.2 17 “SGD Gateway R ZLE"
- BAREREXH - BSAE A23 T BRAREREXH"
« RENKE, —F Apache Web 58 , BEN ERORBERXT IR, REKEBEEHRT HTTP EEN AR T,
REREHEZAHE :
« AT Apache Web [RFBEMNELENH - HS M5 A.2.4 77 “Apache Web fR&5 2R E B X4~
- ATREREM HTTP AR TFEH Apache IR - HS N E A.2.5 7 “SGD Gateway £ Apache EHR”

A21. RTEBHATHE

SGD Gateway £ T EREE AIP E#, BETHELASEZNMEREE , ATHRKANIR SGD BRS=ME R
SGD B8R, ZKHTERIERTRATEESEAPNNERH,

EHMRBASHE
+ f£F SGD R FAATE SGD RSB LR,
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SGD Gateway AN ZEHE

+ 5 SGD Gateway M7 SGD BR&588 LN,

- REFFFHIRE LB SGD Client,

AT

+ f£H SGD Gateway FAA7E SGD Gateway L%,

. EEMR SGD M5 %M CA IEH7E SGD Gateway L THIE,

- £ SGD Gateway L#WEF . RHEHSENERFEHE B SGD RS .

A.2.2. SGD Gateway F N Z4AE

SGD Gateway AR AMIEBRNBATEATRFZEZNRIE , R SBHIHH SGD REBNERRE , RS
SGD Gateway HyEEZE |, H X R SRS 15 R #1T RN

©SGD Gateway f# FKIIEB MFAAEHIE /opt/SUNWsgdg/proxyletc B FR TR BHEAEH,
ZEFEEUTHRAE

+ SGD Gateway B4, SGD Gateway Z4AE keystore @& SGD Gateway iEFHFH, FEFI SGD REEEH CA
ERLUR BTSSR SGD RSB I L EIEREMN SGD RS EF SSLiEH.

E5m,. MIBRFAFIHE SGD Gateway R4AESHISKE |, B A gateway B

s BEFmBAE. BEFRWBE keystore.client @& —4 SGD Gateway SSL iIF B M , AFRFEFIHIEEHN
SGD Gateway 2 BfIEEZ 2, RIAMBERT , ZBHESEELRIER, BT ZIEH RN BIERM LN
(Certificate Authority, CA) £& HIE+,

. RERSHHAE. RFERSZEHE keystore.reflection BE —MEBMFL4E , A TE SGD Gateway EX k4IRS A
HIEN. RIABRT , ZBHAESE8ZRIEHNAA.

WRE L SGD Gateway /51517 gateway setup &5 , M EFIBIBHHAE,

AE
@ FrE R4 EERE A /opt/SUNWsgdg/etc/password XHFFEXHE—/NZE, ZHBREXE)
BEAEN B ENENEB, ZEBXHERERBRAF (root) EH.

A2.3. BRHEREBEEXH

ZHEAREEEXH N /opt/SUNWsgdg/etc/gateway.xmlo X2— XML X # , A TFRE\BHBEMCEEBEERR, ZX
HIEEBRBEM SSL MFIENZHAEMNENEBR,

ZRAREERENHERE SGD Gateway ITEZI0IE , HIEMA gateway config W HE X SGD Gateway ML & B
TEH.
NI

A A gateway config tn 5 RELE Gateway., MBI , BRFHmE gateway.xml X
#. gateway.xml 3 # HWEEIRELE ATRES BX SGD Gateway £ LLZ1T

RN EBANREE B X F A /opt/SUNWsgdg/etc/password X4 By B2 1D 5k 1518 SGD Gateway I RAE,
REFFEFZBBEMERAE L  BIEREBXHHTHEE, BIBRZZBIXH , HHBIER gateway.xml XH4F A
<keystore> JtEM password B . HETRZ3 SGD Gateway Bt , AR REMABHEZRD.

EF ) SGD Gateway RN FRAER , BERATT -storepasswd R keytool 55, N , EEH keystore.client
TRENZE  BETUTHS

# /opt/SUNWSsgdg/java/default/bin/keytool -storepasswd \
-keystore /opt/SUNWsgdg/proxy/etc/keystore.client

BRWMERA keytool RARFHIFMEL , 5 M JDK Tools and Utilities ( JDK TEMERAERF ) X4,
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Apache Web PR E5E B X #

AE
@ /lopt/SUNWSsgdg/etc B ZEEEHtt .xml A .template X#F, gateway config 5 TR ZREH
XL SREH gateway.xml X, BFEFhiREXEXH,

A.2.4. Apache Web RS 8580 & X4

L& AT SGD Gateway #9 Apache Web AR5 28I EL B XXH L T /opt/SUNWSsgdg/httpd/apache-version/conf B FH,
It B FHHEE AT R Apache Web BR&5E5EL B & @ R BIREM A H T,

A241 BERBRENAEFE

ATEERBERBRENASFEHENXHNT extra/gateway F B FH, XEXHBHFEE httpd.conf AR
Include EREA :

# SGD Reverse Proxy/Load Balance settings
Include conf/extra/gateway/httpd-gateway.conf

httpd-gateway.conf X #37 Apache Web fF B ER M REMAE L, AHTEHANKRERER httpd-
gateway.conf XHFHH Include IEFEXM , TR :

<Proxy Balancer://mysgdservers/>
Include conf/extra/gateway/servers/*.conf
</Proxy>

extra/gateway/servers B FBEAHFHA+P S SGD Web FRFBHRMNEE X 4. B EXHaE RN server-name.conf ,
Hrh server-name 2 gateway server add i S HREANRSHRER. AXREGSHNESHARFE , BSAEB12T
“gateway server add”,

SGD Gateway ER¥MAIE HTTP M P, XEWE Apache REAEEZRF iR MBI’ E cookie , LAFARNI %K
BRIRLRIR Bl A B T #T %R A SGD Web RS 85. cookie EA P RiEERATEH,

#5148 cookie 1 httpd-gateway.conf X4 #1 Y Header add Set-Cookie ¥ BH , MTFFIR :

Header add Set-Cookie "BALANCEID=balanceworker.%{BALANCER_WORKER_ROUTE}e; path=/"\
env=BALANCER_ROUTE_CHANGED

E 1 BALANCEID 2 cookie B9&# , BALANCER_WORKER_ROUTE #1 BALANCER_ROUTE_CHANGED £ Apache
mod_proxy_balancer B SHWHRBETE, BXXEFETENFELEE , S M Apache mod_proxy_balancer XX

o

A.2.5. SGD Gateway fEHH Apache &k

B8 SGD Gateway 121 Apache Web IRSS-85 4R Apache HER# TR ERIBM A FH, XEEREENFDAH
E3 & (Dynamic Shared Object, DSO) tHR L3/,

X LSRR httpd.conf Apache BLE 4 (2 F
lopt/SUNWSsgdg/httpd/apache-version/conf/httpd.conf ) 189 LoadModule 385 /8 A,
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NASESRETHITHS , flm  REZAEFEMLES, BEE SGD Gateway £ AR O LR NFFFIFE SGD BRSFEREC

B AR,
REGREUTESR :

»

+ 58 B.1 ¥ “gateway @S
+ % B.27 ¥ “tarantella gateway @ <"
+ % B.31 ¥ “-security-gateway B4~

B.1. gateway # %

AIfE A gateway @i HRELEMIZEH SGD Gatewayo

K

AE
gateway S HITRIEZE A /opt/'SUNWsgdg/bin/gateway,

\E S
1BE
gateway start | stop | restart | config | server | status | setup | version | sslcert |
sslkey | cert | key | setup | uninstall
A v 1
EEBUN

TRERT TR gateway B4,

W iR

EZRER

gateway start

B3 SGD Gateway

% B.22 7 “gateway start”

gateway stop

f£1F SGD Gateway

2 B.24 75 “gateway stop”

gateway restart

FILAFEFH S 3 SGD Gateway

% B.10 7 “gateway restart”

gateway config

fiiE SGD Gateway , R/SEH Apache x E{CEE
B X

% B.3 17 “gateway config”

gateway server

% SGD M5I%%E SCD HEREL LS HRERR
P8

% B.11 7 “gateway server”

gateway status

&R SGD Gateway B HaDIRES

2 B.23 T “gateway status”

gateway version

&£~ SGD Gateway HIRRA=

£ B.26 7 “gateway version”

gateway sslcert

SHAREEFHEBAEPNEZLEETR (Secure
Sockets Layer, SSL) iE$

% B.16 17 “gateway sslcert”

gateway sslkey

EEEFIREAEPLANES

%8 B.19 7 “gateway sslkey”

gateway cert export

M SGD Gateway ZiFES i SGD Gateway iE+H

”

2 B.2 T “gateway cert export

gateway key import

FREARIER S A SGD Gateway B4R

£ B.9 T “gateway key import”

gateway setup

iZ1T SGD Gateway ZERF

% B.15 T “gateway setup”

gateway uninstall EE SGD Gateway ¥ # % B.25 7 “gateway uninstall”
AE
@ FiE gateway @S #EE —-help &I, AL ETRE REXGSHEEEE,
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=l

I
LUFRHIE3h SGD Gateway,

# /opt/SUNWSsgdg/bin/gateway start

BT RBIFRRKTZR SGD BRE 85 server.example.com £/ SGD Gateway,

# /opt/SUNWSsgdg/bin/gateway server remove --server server.example.com

B.2. gateway cert export

M SGD Gateway #4AE S it SGD Gateway iEH,
A

gateway cert export --certfile file-name

R
MABLF /opt/SUNWsgdg/proxy/etc/keystore B9 SGD Gateway 4R E S SGD Gateway iE+, ZIEHEAH --certfile
I TE M S
FiF A SGD Gateway Z4AE |, WS A /opt/SUNWsgdg/etc/password R EERE, MRKEBHMHE  MiZHGSS
RRBAEE,

=~

T5IRH1E SGD Gateway B M SGD Gateway Z4AFE S H EI X gateway1.pem H,

# /opt/SUNWSsgdg/bin/gateway cert export --certfile gateway1.pem

B.3. gateway config

B & SGD Gateway, gateway config @857 SGD Gateway BB Z 2k, mOMKBENRERSRIRE.
EE

gateway config create | show

TRERTHGTHNTRAFHT,

Fae iR BEZER

create 12 SGD Gateway KIFELE % B.4 15 “gateway config create”
list HH SGD Gateway FI L4 FIEL B % B.8 ¥ “gateway config list”
edit ‘w48 SGD Gateway Y ZHBEL & % B.6 7 “gateway config edit”
enable /B SGD Gateway IR% 2 B.7 T “gateway config enable”
disable # M SGD Gateway BR% % B.5 7 “gateway config disable”

el

BUFRHIFIH SGD Gateway B HFIEL &,

# /opt/SUNWsgdg/bin/gateway config list
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gateway config create

B.4. gateway config create

7 SGD Gateway B EFEEREBEZHAEE.

BIE

gateway config create { [ --interface interface:port ]
[ --entry-point ip-address:port ]
[ --out plaintext | ssl ]

} | -file file
iR

TRERT @SR AL,

pr iU

—-interface SGD Gateway T AR EEZFFEANEOMNK O, BRINRFAERED EHN TCP kO 443,

--entry-point MEHAD R, XR2ESisHTERE SGD Gateway M Internet ¥ (Internet Protocol, IP) i
HFFE O, EBALUEEE B RS (Domain Name System, DNS) ##itRAE IP it

--out M SGD Gateway FIRE5IHH) SGD RF|IEHBEEEN. URECEFALRLEE  BLERE
sslo

-file EEQsEREREN X .

K

AR

MR HE N gateway config create HIBEIEDT , MHER—RIBKIIBR , FEEEBEAFT
FRE,

R E gateway config create FEA -file I , MIEE M X445 /opt/SUNWsgdg/etc/gatewayconfig.xml X #H4&
HE. tXHIE SGD Gateway M#IREC BB OIE |, 15 2.2.1.1 7 “MAE B SGD Gateway K% O FEE" R FTR,

el

AT R4S SGD Gateway ELiE R 1E TCP it 0 443 LR EMTF 192.168.0.1 WML A O [MERE. SGD Gateway
FMEEFIF Y SGD RSz B FEAREERE,

# /opt/SUNWSsgdg/bin/gateway config create --interface *:443 \
--entry-point 192.168.0.1:443 --out ssl

B.5. gateway config disable

EH—/HE SGD Gateway BRS.

B

gateway config disable [ --services-reflection ]
[ --services-reflection-auth ]
[ --routes-http-redirect ]

FERAMSTIETORERSER SGD Gateway fR5F. BBMEDIEE — M SITET,

K

==
A=

EALGTERRSE  BYXMEFHES SGD Gateway KEF LLiZRS .

TRERT W T A AET,
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=

pri 30

iR

--services-reflection

ZHX SGD Gateway R SRS # 1T RELWAUEAIF R,
RINBERT , ZRSLETFERARS.
FX SGD Gateway RS RSN ESFMESR |, B

%”O

WEE C.9H ‘R

o

--services-reflection-auth

A3 SGD Gateway = 51 RS #1723 WA A7,

MIAMERT | ZRSATERARS
HX SGD Gateway RHEIBRFNESFMES , BSNE CO T “RER

--routes-http-redirect 2H HTTP EEME RS,
BINERT , ZRSLTEARS

BT RHIZEAX SGD Gateway & RS # T WIEHITHIF

# /opt/SUNWSsgdg/bin/gateway config disable --services-reflection-auth

B.6. gateway config edit

BE

/%18 SGD Gateway HI Haifl &,

gateway config edit [ --binding int:port ]
[ --routes-http-maxcon num ]
[ --routes-aip-maxcon num ]
[ --routes-reverseproxy-redirect port ]
[ --services-reflection-binding int:port ]
[ --services-reflection-auth-binding int:port ]

XEGHTENFELEBRERENEBIRE. BUAEVEE— MBS ITIET,
SGD Gateway B 2 BIEL & 174 £ /opt/SUNWsgdg/etc/gatewayconfig.xml X,
B EFH B SGD Gateway X3 AEHITHEMEEE K,

TRERT I TH AT AR

IET iR
--binding SGD Gateway iI¥r& ARBEZFMEANZONRD. BRIANFREE

OLM TCP %O 443,

--routes-http-maxcon

HTTP EEMNRANE, MAEBELZRNEE , HBURT SGD
Gateway T AANRNEREFE. ESNE C.1 7 “JHE SGD Gateway”s

--routes-aip-maxcon

AP EENEABE., RABEZENEE , HEURT SGD Gateway
LAANAFERER. BSAECA T FE SGD Gateway”,

--routes-reverseproxy-redirect

HTTP EEM[wH. ERIAJN TCP %0 8080,

--services-reflection-binding

B> SGD Gateway R RS #HITARARIEMNHEAZEOMKO, B
INRA#EYEZEEQD LM TCP %O 81,

--services-reflection-auth-binding

AT SGD Gateway RETRRS#H TR RIEMHRMEONIKED, 2
INAFFEREO LR TCP %A 82,
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gt

AR RHIE R SGD Gateway B HTTP Hl AIP BN R AHKE.,

# /opt/SUNWSsgdg/bin/gateway config edit --routes-http-maxcon 200
# /opt/SUNWSsgdg/bin/gateway config edit --routes-aip-maxcon 3000

B.7. gateway config enable
BA—/1# %1 SGD Gateway R,
A

gateway config enable [ --services-reflection ]
[ --services-reflection-auth ]
[ --routes-http-redirect ]

B
>

EAWHITETREARERN SGD Gateway FR%5. EMXMEDIEE

TRERT W SRR ART.

EE
S I ERLGTEARSE , BXREFBF SGD Gateway KB 3H1ZRS.

pri 30 iR

--services-reflection

BAX SGD Gateway & 5 RS 3t 1T R R WIERY 718
KINBERT , ZRSLETFEARS
Ax SGD Gateway RERESMEZHMER , FSNE CO T “RER

%

--services-reflection-auth

BAX SGD Gateway & 51 RS 3t T2 WA 78] o
BRINERT , ZBRELTFEARS.

3 SGD Gateway REIRSWESHMEL. , HHAE Co T "R
5"

--routes-http-redirect

BAHTTP EEMRS.
MIAMERT | ZRSATHERARS

e

AT 7158 XY SGD Gateway 5% BR S5 #E T2 WAE#Y U717

# /opt/SUNWSsgdg/bin/gateway config enable --services-reflection-auth

B.8. gateway config list

5l SGD Gateway HI HFIELE.

N

187

gateway config list [ --binding ]
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iR

--routes-http-maxcon ]
--routes-aip-maxcon ]
--routes-reverseproxy-redirect ]
--services-reflection-binding ]
--services-reflection-auth-binding ]

XEGFSTETNEREBIHSENRERE, WRREEER , IIFER SGD Gateway HZEE B i ME LS.
SGD Gateway B X BB B F#7E /opt/SUNWsgdg/etc/gatewayconfig.xml X4 e,
TRERT T H T AL,

--binding SGD Gateway {ii¥r & AR IE PR A /Y3 O R O
--routes-http-maxcon HTTP EZN & AHKE

--routes-aip-maxcon B &R Internet MY (Adaptive Internet Protocol, AIP) EZH § K2
--routes-reverseproxy-redirect HTTP EE [ K

--services-reflection-binding BTt SGD Gateway K& RS H TRALRIEMNHEAZEOMKO
--services-reflection-auth-binding AT SGD Gateway R & RS H TR I RIEMNHEAZEOMKO

=P

AT R E R SGD Gateway FAIERE M AIP EZENRAHKE.

# /opt/SUNWSsgdg/bin/gateway config list --binding --routes-aip-maxcon
binding: *:443
routes-aip-maxcon: 2920

AT RHIE R SGD Gateway H Al B TR IFMER.

# /opt/SUNWSsgdg/bin/gateway config list
binding: *:443

routes-http-maxcon: 100
routes-aip-maxcon: 2920
routes-reverseproxy-redirect: null
services-reflection-binding: localhost:81
services-reflection-auth-binding: *:82

B.9. gateway key import
fF SGD Gateway 4 SGD Gateway iF$5 A SGD Gateway 4.
i

gateway key import --keyfile key-file
[ -keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file ] }
[ --alwaysoverwrite ]

B
>

SRR R RIEY NAE RS A TF /opt/SUNWsgdg/proxy/etc/keystore B SGD Gateway B4
MR ZZFLAECHE SGD Gateway B4R E , M HEESR. RABERT , FEREIARR.

F A SGD Gateway Z4AFE |, ke S A /opt/SUNWsgdg/etc/password R BT, MIRRBHLEE | MiZHS4
RTEARB,
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TRERT Wi T A AR

I iR

—-keyfile TEFRN XM, ZHALTRE PEM X,

--keyalg FAFERANRBE L, EIMH RSA #l DSA. RIAMERT |, i£F RSA,
--certfile SSL iEH X,

--cacertfile CA SBIEF X,

--alwaysoverwrite EEEFHAEPNRE 2B THITRT.

ES AR |, EFEA --cacertfile I WISRIEEH 8] CA iEH, EEPWFIEIEREFLIE PEM ER,

MRIEBEFEAZ A CAILES , FEPWAAE CAIERESE - XHFF, ATHRSFIELHITERHN CAEHLA
BELI , Hlan

5l
LU RG4S RSA wIBHVFASR gateway1.key FIHH R HY 2 EAIE$S gateway1.pem § A SGD Gateway Z4A .

# /opt/SUNWSsgdg/bin/gateway key import \
--keyfile gateway1.key \
--certfile gateway1.pem

AT RO FALAFIE R4S A SGD Gateway Z4AE, HIE CA IEB A gatewayl-ca.pems

# /opt/SUNWSsgdg/bin/gateway key import \
--keyfile gateway1.key \

--certfile gateway1.pem \

--cacertfile gateway1-ca.pem

B.10. gateway restart
FILAREEFH B3N SGD Gateway.
BE
gateway restart [--force]
R
FIERBEEHE3 SGD Gateway, 1EfF1E SGD Gateway Z 81 , FERHAF#HTHIA,
-force IMMAEFTERBIAWE R TZLL SGD Gateway,

gt
ST R IR A P T IIAG L RS EH S5 SGD Gateways

# /opt/SUNWSsgdg/bin/gateway restart

B.11. gateway server

84X SGD RS A SGD Gateway.
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B

gateway server add | remove | list

TRERTHGBTHTRAFHT.

FHe iR BRZERE

add X SGD % EFEA SGD Gateway % B.12 17 “gateway server add”

remove ik SGD ARZ B8 £ SGD Gateway HI#Z4X % B.14 ¥ “gateway server
remove”

list HIH B EM SGD Gateway B SGD R% 55 % B.13 1 “gateway server list’

=~

LA RBIMIER SGD FR%-28 sgd.example.com £/ SGD Gateway K #24%,

# /opt/SUNWSsgdg/bin/gateway server remove --server sgd.example.com

B.12. gateway server add

F1X SGD R EEMA SGD Gateway,

\i .
a7
gateway server add --server server-name
--certfile cert-file
--url server-url
[ --ssl-certfile ssl-cert ]
B A
R

TRERT WS A AR

IR HiR

--server SGD fR%523H9 DNS &#5

--cert-file SGD AR%SE3HYIE B 50 A& H1#8 (Certificate Authority, CA) iE$
--url SGD Web fgR%E8HY URL

--ssl-certfile SGD AR5 SSL iEF

gateway server add S SHITULTIRME :

+ f9 SGD FRE 2889 CA iIEFF AT /opt/SUNWsgdg/proxy/etc/keystore B SGD Gateway Z4AE, CA IEBERA B
ERERBESD | Z38 5 -server T EN SGD IREBAFHMEE.

+ fF SGD MRE88M SSL iEFBHF AT /opt/SUNWsgdg/proxy/etc/keystore B SGD Gateway B4, MBI HF SSL
ERFHIIEHES , ZBIERELH -ss| MMEIH --server IETIEEM SGD RSB HMIAIRI

+ J¥ SGD RS 28R INE Apache REIRERSZ I FER N AR FHEH

EE
@ £/ gateway server add /& , BAMEM B3N SGD Gateway = REEEAERERK,
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=l

gt

LUR RBIERBIH sgd.example.com $F CA iE+ PeerCAcert.pem ¥RiE| SGD Gateway Z4AE., EFEA A
sgd.example.com-ssl| FFSSL M4 cert.pem RINEIZ4AE,

# /opt/SUNWSsgdg/bin/gateway server add --server sgd.example.com \
--certfile PeerCAcert.pem \

--url https://sgd.example.com \

--ssl-certfile cert.pem

EiZ Rl , SGD Web BRZ-85HY URL https://sgd.example.com RN E fz [ 618 P4 |, H & /opt/'SUNWSsgdg/
httpd/apache-version/conf/extra/gateway/servers/conf/sgd.example.com.conf A I 2 & & 3C 14

B.13. gateway server list
ERERER SGD Gateway B9 SGD FREEHIFHAE L.
-ial:l 5£
gateway server list
#iR
oS ERBENEA SGD Gateway #9 SGD FREE5MIEHi¥ 45 2 URL,
]|
TR RHIFIE SGD Gateway KX SGD RS ERMIFMAE R,

# /opt/SUNWSsgdg/bin/gateway server list

B.14. gateway server remove
HiBX SGD BR$ 286/ SGD Gateway H#Z4X o

BE

gateway server remove --server server-name

19 SGD R EH CA EHF SSLIEHM SGD Gateway 48 Bl i

AE
@ £/ gateway server remove 5 , IBAMEFZ ) SGD Gateway F BEFEFAE REK.

Tl
LUT RBIMBR SGD BR%28 sgd.example.com £ SGD Gateway #9124,

# /opt/SUNWSsgdg/bin/gateway server remove --server sgd.example.com

B.15. gateway setup
i£1T SGD Gateway &R EREF.
A

gateway setup
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iR

E&FE LA EBKREE SGD Gateway FRAMNKRO, EOMNZSIRE,
Tl

AT Rliz1T SGD Gateway REREF .

# /opt/SUNWSsgdg/bin/gateway setup

B.16. gateway sslcert
S AR R P IR R 0 SGD Gateway SSL iE,

8
gateway sslcert export | print
HiR
TRERTHWSHAAFES.
FH® iR EZER
export MNEFIRZAES H SGD Gateway SSL iE$ %8 B.17 7 “gateway sslcert
export”
print MHTFEEEPREHRERH SGD Gateway SSL iEH % B.18 T “gateway sslcert print”

=~

DT RflmEFHES P RmEHAERR SGD Gateway SSL iEH.

# /opt/SUNWSsgdg/bin/gateway sslcert print

B.17. gateway sslcert export
MNEFIRZ4AES H SGD Gateway SSL iEH,
(E205 S

gateway sslcert export --certfile cert-file

MALTF /opt/SUNWSsgdg/proxy/etc/keystore.client B & F w248 BE S SGD Gateway SSL if#, ZIEHEAMH --

certfile JETHE TE B9 X 4o

RIFRZFFHRBREE | S #E /A /opt/'SUNWsgdg/etc/password R BTG, R KRB TH | MiZGHLRETEA

&-‘\ﬁgo

el

LU R SGD Gateway SSL iE B NEFinZ4AES H 2304 gateway-ssl.pem H,

# /opt/SUNWSsgdg/bin/gateway sslcert export --certfile gateway-ssl.pem

B.18. gateway sslcert print

%t SGD Gateway SSL iEH,
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B

gateway sslcert print

HHEMEEM T /opt/SUNWsgdg/proxy/etc/keystore.client B % P i 2340 EE R Y SGD Gateway SSL i+,
hHSFERNFAEEEALKED,

RIBREFIRBZAE |, S /opt/SUNWsgdg/etc/password YRS, MRAKBHILHE , MZHSL2RETEAA
15,

T~

DT RflmEFHES P REHAESR SGD Gateway SSL iEF.

# /opt/SUNWSsgdg/bin/gateway sslcert print

B.19. gateway sslkey
EBEFHEAERN SSL BRMEBEE,

8’
gateway sslkey import | export
i
TRERTHWSHAAFES.
Fas iR BLER
import FRAMEBS AT HRZHAE % B.21 ¥ “gateway sslkey
import”
export MNEFRZAES HAH % B.20 ¥ “gateway sslkey
export”

=

DT RIS HE®HESTFRBHAEDSR SGD Gateway SSL iEH.

# lopt/SUNWsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

B.20. gateway sslkey export
MNEFIRZAES B SGD Gateway SSL FA4R.
A

gateway sslkey export --keyfile key-file [ --keypass passwd ]

MALTF /opt/SUNWSsgdg/proxy/etc/keystore.client B & P ik Z4A S Hf SGD Gateway SSL #48. ZFAEABEAH --keyfile
JRIMHE TE M9 3o
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=

el

A -keypass IETIEEFAAMN BG, BIAMERT , BAKE /opt/SUNWsgdg/etc/password KI5,

BUF RBI14§ SGD Gateway SSL FAANE F i 240 BE S H B SX 4 gateway-ssl.key H,

# /opt/SUNWSsgdg/bin/gateway sslkey export --keyfile gateway-ssl.key

. gateway sslkey import

F SSL ZAMIEH S AR inBHE,

gateway sslkey import --keyfile key-file
[ -keyalg RSA|DSA ]
{ --certfile cert-file |
--certfile cert-file.. [ --cacertfile ca-cert-file ] }
[ --alwaysoverwrite ]

fF SSL FAfAFIAERIAY SSL IEHS AL F /opt/SUNWsgdg/proxy/etc/keystore.client I F i ZR4AE. BRINBERT |, 2%
HESE—NELRIIEH,

MREFREBAFECAE-—1&E , LS TRHERZRE. RAERT , EEEZAERE ZIFEREIART.

NIFEBFHBAE | S EA /opt/SUNWsgdg/etc/password FEIZETE, MRBRIBAEHE | MiZGS22REAA
13,

TRERT LT A AL,

I IR

—-keyfile ‘TE SSL AN, ZERALRMNREMEIZEM B FERH (Privacy Enhanced Mail,
PEM) #&=X,

--keyalg AAFEANRBE L, RN RSA M FEHZE % (Digital Signature Algorithm, DSA).
BRIAMBERT |, %8 RSA,

--certfile SSL 43X

--cacertfile CA UEBEHARIE 34

--alwaysoverwrite EEEEFNHERERNRZEZTHTHITRT.

ES AR | EFEH -cacertfile ITIRIEEHE CAIEH, SEFWFIEILEHLAR PEM X,

MRIEBEFEAZ A CAILES | FEFWAE CAIERESE — N XMFF, ATHRSF[IELHITEERHN CAEHLMA
BEHI, flm

AT RIS RSA 4B HY SSL #A%A gateway1-ssl.key FAHRIRY SSL iE+ gateway1-ssl.pem § AZ FixHHAE,

# /opt/SUNWsgdg/bin/gateway sslkey import \
--keyfile gateway1-ssl.key \
--certfile gateway1-ssl.pem
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gateway start

AT RIS RSA 4miBHY SSL FAfAF SSL IEH4ES AR FInZAE, $IE CA IEH A gatewayl-ca.pems

# /opt/SUNWSsgdg/bin/gateway sslkey import \
--keyfile gateway1-ssl.key \

--certfile gateway1-ssl.pem \

--cafile gateway1-ca.pem

B.22. gateway start

B3 SGD Gateway.
"= 5£

gateway start

>t

iR
B35 SGD Gateway,
Tl

AR RHIB3h SGD Gateway.

# /opt/SUNWSsgdg/bin/gateway start
SGD Gateway started successfully

B.23. gateway status
£~ SGD Gateway #I HFTIRA,
BE
gateway status
iR
LA TR SGD Gateway =/F31. ELER HIEE,
gt

AT RHIE R SGD Gateway BRASE R . EARRAFIH , SGD Gateway fF 1k,

# /opt/SUNWSsgdg/bin/gateway status
SGD Gateway status: STOPPED

B.24. gateway stop
f£1k SGD Gateway,
BE
gateway stop [-force]
BN
RBIAAFP#ITHING , £1E SGD Gateway.
—-force ML ERERHINNER TE L SGD Gateway,
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]|
RTREIERTRAP#THEINGEL SGD Gateway,

# /opt/SUNWSsgdg/bin/gateway stop

B.25. gateway uninstall

H#; SGD Gateway .
EE

gateway uninstall
iR

fZ1E SGD Gateway F{fil Bk SGD Gateway ¥ , EhIFEREEEBEER.
1E{fZ1E SGD Gateway Z &1 , LR TAF#HITHEIA,

5l
DT RBINETESE ENEER SGD Gateway K #.

# /opt/SUNWSsgdg/bin/gateway uninstall

B.26. gateway version

&R SGD Gateway B #HHIRAF,

gateway version
&R SGD Gateway KIMRAS,

UTFROERESTHTHEN LZEN SGD Gateway MR,

# /opt/SUNWSsgdg/bin/gateway version
Oracle Secure Global Desktop Gateway 4.50.301

B.27. tarantella gateway @+

£ A tarantella gateway @R A5 SGD B3I Bl BB M X,

tarantella gateway add | list | remove

£/ tarantella gateway @F , ALK, MWIBRHFIE SGD BEFIMI M%<,
AT LA B 5 AR B9 4E T SGD BRSS85/E A tarantella gateway # . FTEVEIE kRN B EH B HARESIR A o
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HEA SGD BRFE|/MARESG , £E SGD RFF|/LEELN —AMKX/EEFTFHAEIIRR , B ERHANEARN
MX. 4 SGD RFEF|MEFIFR D BERS , T2MIZARS 2P MIBRE MK,

TRERT tarantella gateway T A F@H T

Fae ik BEZER

add 79 SGD B&3I% 0 SGD Gateway % B.28 7 “tarantella gateway add”

list Sl SGD BEFIRY SGD Gateway % B.29 ¥ “tarantella gateway list”

remove HiIBR SGD BEFIH SGD Gateway % B.30 17 “tarantella gateway remove”
AE

@ Ffi A tarantella gateway i EVEE —-help ET, & LUE A ILIETUR E RAEX F RS A
BfELR.

Pl
LUR R BIR gateway1.example.com Ri0ZE] SGD FEFIRYSEM MK 5K,

$ tarantella gateway add --name gateway1.example.com \
--certfile /opt/gateway1_cert_file.pem

B.28. tarantella gateway add

@ SGD BEFEM SGD Gateway,

BE
tarantella gateway add {
--name server-name
--certfile cert-file
} | -file file
s
TRERT a0 AL,
JEIN ik
--name EX A SGD Gateway & #o
--certfile SGD MRS 2E AR SGD Gateway EH, ZIEPAILRHE MmN (Definite Encoding Rules,
DER) &5k PEM #&=,
-file BE %4 SGD Gateway K E B IR E KA B4

5l
LU R gateway1.example.com RI0ZE] SGD FEFIRYSEM MK 5K,

$ tarantella gateway add --name gateway1.example.com \
--certfile /opt/gateway1_cert_file.pem

LA R BIE BT --file S/ tarantella gateway add RERHEM 2R %,
$ tarantella gateway add --file gateways.list
~file SEBUEE — ML X4 gateways. list , EFIEBIMXH —RFIRE , TR

--name gateway1.example.com --certfile /opt/gateway1_cert_file.pem
--name gateway2.example.com --certfile /opt/gateway2_cert_file.pem
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tarantella gateway list

B.29. tarantella gateway list

5 SGD BEFI#I5ER SGD Gateway,

187

tarantella gateway list

B
5

B REEA tarantella gateway add [ SGD B 5I5EMEY SGD Gateway BViF4AE 2.

=

LU R BB SGD 519 EM M

$ tarantella gateway list

B.30. tarantella gateway remove

M SGD B 589 EA P 5% 51 2= F il Bk SGD Gateway,

tarantella gateway remove --name server-name | --file file

TRERT HaTH AT AED

iR

A BR ELE AR ¥ 4045 B89 SGD Gateway K& 5

‘TEZ/ SGD Gateway HIEL B 1% & #Y #EAL B ST

A

EPUN
T
--name
--file

el

BT RHI4F SGD Gateway gateway1.example.com M SGD B& 5l #9335 51l 2% = 1 Bx .

$ tarantella gateway remove --name gateway1.example.com

B.31. --security-gateway & 1%

DU

A LAE A --security-gateway B SGD FEFiZE SGD Gateway WAL, ZEMENATHE :

« Ti5[A SGD Gateway #9 SGD Client , T H IP #:1t 5 DNS B#HE Lo
- BFIRE A TER SGD Gateway #ytthit,

K

EE

--security-gateway BHESGCER F AIP &, HTTP EEMN ¥ HE2H Gateway B Apache K[\

RIBEAHF LW HTTP AR FERSLEN,

Xt --security-gateway & HEFTEY E SO M A FREFIRBIFRE SGD RS 5.
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B

A
--security-gateway & ERIEEM TR
--security-gateway filter-spec...
FF filter-spec BN AT BT IREFANE :
client-ip-address|*:gateway protocol:gateway-address:gateway-port

+ client-ip-address £ SGD Client 89 IP #it, ¥ F&3d SGD Gateway HIiE$E |, X2 SGD Gateway A TiEZMESIHHY
SGD REEEMED,

—NEF * RRFTE IP Hbit,
EPW IP it FRRAUNEE M2 BES , P * TESANER , ? ERENFR, Hln
192.169.10.* ITEL 192.169.10 M& L KIFRA bt

192.169.10.127 IEESEEM 192.169.10.120 F| 192.169.10.129 Ry bt

AR
@ MBRBRF/ RS F &2 A T SGD Gateway , HH client-ip-address & A fa 5k F & 2289
ik,

o X¥FBES SGD Gateway HJiEHE , gateway protocol £ sgdg , X FEEER SGD %I ( 7B SGD Gateway ) #9
SGD Client , M2 direct,

« gateway-address ;& SGD Gateway A ZBAE FHER ( WREMR ) WA, XREFFHIZREZA TR SGD
Gateway Yt

Xt T2 SGD R direct (B ) E# , BEERS T ERSF/I MBI,
+ gateway-port B& 1% % A TiE# SGD Gateway S/ S5k &85 ( RMEH ) B TCP %O,
¥ FE) SGD BEFIM direct (B ) E#E , BREEMIIFERSENKO.
ERES RS fiter-spec B , HEAMEIS (") EANFHRER, HSAE B3 T FASANTIESE "

el

LU RBIERTE SGD Client 8 SGD Gateway gateway1.example.com B TCP %0 443 #1TiE#E,

$ tarantella config edit --security-gateway "*:sgdg:gateway1.example.com:443"

AT RBIGEFRAE SGD Client fE A A& SF Ib.example.com #1TiE .

$ tarantella config edit --security-gateway "*:sgdg:Ib.example.com:443"

LUR RBIfEFTAE SGD Client E#%E$E SGD B , MA@ SGD Gateway, FEFIFIERSETH sgd1.example.com,

$ tarantella config edit --security-gateway "*:direct:sgd1.example.com:443"

ERZNILIR R

BULERSNSIRBNE , T REIFFTRo

FEREB1 “FASMNTRBIE PATHELRTE, ZIWEBEMH —1 SGD Gateway gateway1.example.com
MEEMWA SGD BR% 2% ( sgd1.example.com # sgd2.example.com ) B9 SGD Fr5l, FEFHIFHEREEN
sgd1.example.com,

AEM & LB SGD Gateway H3it )y 192.168.0.250,
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RSN TIRER

B B.1. EAZ M EIRENE

SGD Server SGD Server
sgd1.example.com sgd2.example.com
LAN

N
i 192.168.0.250

‘ SGD Gateway

DMZ gateway1.example com

§ -_.
DT ESEMSE A A FARH
"192.168.0.250:sgdg:gateway1.example.com:443,*:direct:sgd1.example.com:80"

EREER , EEATHEN :

Client

« fo¥FM SGD Gateway IP i3t 192.168.0. 250 EVUFIRES|H SGD fRSI|MIERE. AL SGD Client £/ SGD
Gateway gateway1.example.com B9 TCP iz O 443 #1TiERE,

« FiEHMt SGD Client ( 2115 (local area network, LAN) £# SGD Client ) EiZ#E#2F¥ SGD RE 5
sgd1.example.com £ TCP i 80, XLEHEEFFE A SGD Gateway.

- TRBNINFREE, MRITEB[OILFER , MFTE SGD Client §E#EE# SGD ARS8 sgd1.example.com,
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ik C. SREE

AEQEHFXREBHNMEA Oracle Secure Global Desktop Gateway (SGD Gateway) &K HAERE B
AEGEUTEHR :

« % C.1 % “HE SGD Gateway”

« FC2T 'REHTTP EEM”

+ 58 C.3 % “Ek SGD Gateway K&K D"

- B CAT “ERAKRMER SGD RE5IERE

« % C.57 “BEAIND SSL MiERR

+ % C.6 ¥ “BlE SGD Gateway K #iE”

o B C7T “NEFPWIERAT SGD Gateway”
« %5 C.8 ¥ “/3 A Balancer Manager S ARRF”
« BCOV ‘RHFMSE"

C.1. 1% SGD Gateway

Z % SGD Gateway i , RELET SGD Gateway EHl LW AT ARNEFEEZIE B H % BiEM Internet tHil (Adaptive
Internet Protocol, AIP) Ml HTTP £ EHAKEMNRIAE. REFHNLEERERILDES SGD Gateway B Java
R (Java Virtual Machine, JVM) B9 TFE KD,

=4 SGD Gateway Z /5 , TERETHIN SGD AP B RMITSETHRARFHRBERINEE, WITLHERMEN |, 7
B FERE JVM AFERD, RN IFAE SGD Gateway,

NI

A MR JIVM RIZARD I T IR E B BRIE T E , SGD Gateway AJAEA&E1E THEFH IR FEEM
FIEERE, EXHERT , BEERPE SGD Gateway , SAMEFEBH JVM RETH, SGD
Gateway & 7R java.lang.OutOfMemoryError {5iRE B X R T REEEH TRE,

Ei§% SGD Gateway , BEERITUTERME :

- BERAIP HAEERK, HSNE C11 T ER AP FRKEEH

« BYHTTP ZAREERK, ES0%E C1.2 W “BRHTTP HAEE,
s BERIVM REXD, BESAE CA.3F ‘B IVM REFEKRN,

C.1.1. ER AIP &R KB

AP R REEBREZENEE, BIMEERRT SGD Gateway =¥ LT ANAFR R,

AL HIRERNEEAENNBNE. BXWMAIHE SGD Gateway AN AP HRAEEMVEMEE | B2
MEE CA1.1 % “ItE AIP EZEE,

EF R AIP HRAREER , HFEAW --routes-aip-maxcon £ gateway config edit . Hli0 , BfF AIP &RAEEHK
ER 3000 , HETUTGS :

# /opt/SUNWSsgdg/bin/gateway config edit --routes-aip-maxcon 3000
MAMEF BB SGD Gateway = #e /s A FT MM ERIE XK.

C.1.1.1. it 5 AIP E#EH
SGD Gateway A AIP EEHEURT SGD #XAFPHURMMNZTHRNARFE , 40T !
AIP EEH = (MARFH + 3) x SGD AFR#K

%
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BERHTTP RAEEH

filgn , IR SGD Gateway £5 1000 4 SGD AF , 8MNAFETOAMNNARSF , WEENH K AIP R AEERNT
(4 + 3) x 1000 = 7000 4 AIP &2

C.1.2. EX HTTP | AXiEEHK

HTTP R RERBEZENEE., MREEXNRRH LA . BIAER 100,

BEWR HTTP &AEER , BEAW --routes-http-maxcon EIAK gateway config edit S5 F. Bl , B HTTP & KE
BHERR 200, BETUTHS

# /opt/SUNWsgdg/bin/gateway config edit --routes-http-maxcon 200
MIMEFZ 3N SGD Gateway = #E /8 AFT M ERIE K.

C.1.3. E&X JVM ATF K1

ERAIP F HTTP {AEEHA , st FEF RS BLLL SGD Gateway B9 JVM FIRNTFERD. At , E45E /opt/
SUNWSsgdg/proxy/etc/tuning_parameters XL TIRE :

« -Xms - JVM W#IEERTFERD (LFTHEMN )
« -Xmx - JVM IR ARFRND (AFFH R BN )

B
@ AL K (kilo, F ) M M (mega, k) BMHFATXLRE, Fla0 : 960K = 960 FF
, 512M = 512 JkFF,

BXROATE JVM REFERNMENFERER , BZRE C1.3.1 7 “itE JVM RFEXRD

AR
@ I BREASEEREBHANEFRRRIFEMBH JVM RE.

WIREH BB SGD Gateway = 8E/8 A FT A EME R,
C.1.3.1. it& JVM AFEKD

SGD Gateway EAH JVM RFEEURAT H K AIP M HTTP E#EH.

HF & SGD Gateway EERAEE 300 TEFHH JVM AFE , BLFATERN JVM AEFERNITTELARR

(AIP HEEE + HTTP HE#%) x 300 FFF

Bl , 1R SGD Gateway £58 500 4/ SGD AF , 8MNAFETHMNNARF. H K AP RAEEBN :
(2 + 3) x 500 = 2500 4 AIP ¥E#2

SGD Gateway &S /MAERL B R B H) SGD Web FRES2RH K HTTP iE#. N FULRH , HTTP S AREEHR
250 ™ HTTP 3%

Hit , FrEN JVM BFER -

(2500 + 250) x 300 FF 5 = 806 KFH ( XY ) .

AR
@ £ /opt/SUNWSsgdg/proxy/etc/tuning_parameters 34 e | 4F -Xms Ml -Xmx SR E R iTE
# JVM RFEE. HTFHEERR , -Xms #l -Xmx BEREANR—E.

C.2. B HTTP EE[]

BIAER T , SGD Gateway £3E4: TCP 3% 0 80 £ HTTP iE#.
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FEH SGD Gateway K48 E KO

EZH TCP %0 80 EMiER: |, HFE A gateway config enable 8 FRBH HTTP EEMERSE , IR :

# /opt/SUNWSsgdg/bin/gateway config enable --routes-http-redirect

HREIEH SCD Gateway F 65 FIFF M EME L,
C.3. Bk SGD Gateway HI48E i O

SGD Gateway AT AEZENZEONBE OGS ERD. BMIAMERT , SGD Gateway FEAFEZED LK TCP QO
443 ERHERO

BEERMERD , BEAW --binding IETM gateway config edit 5 F. HliN , EFHEROE RN TCP O 4443 | &
BITATHS :

# /opt/SUNWsgdg/bin/gateway config edit --binding *:4443

HF , WATLUEEE SGD Gateway 41 EZE1T /opt/SUNWsgdg/bin/gateway config create a8 R RE RS EMR 0. Lty
STRASEEATAARBEZNEONRQ,

AE
@ gateway config create T R LIRHEBEH BE LU RNEMEERE,

MIMEFTE S SGD Gateway 7 BE/R AP AV E M E Ko

C.4. ERAARINERY SGD &5 iEHEE

EIAER T , SGD Gateway 5BE5IA SGD FRSE5 2 AN EEMFEAZ L EEFSE (Secure Sockets Layer, SSL) #1T%
2R, XERE SSL L AIP FiEER TCP %0 5307 , HTTPS #iE A TCP k0 443,

E# SGD Gateway S5 H SGD MRFERzBMERARMZESE , HSNE C4.11 “KE Gateway A EARMEL
SGD BFIEH",

NFARMBERE , AIP BURER TCP g0 3144 , HTTP BB A TCP ix 0 80,
C.4.1. BLi& Gateway LAEARINZH SGD P& 5I|iE#

WEBNET NAEFHEE Gateway B LU R NFRIERE,

1. 82X Gateway ELELAEFA R INZE SGD FEFIERE,

# gateway config create

EE
3 BB HRHES Gateway B HFTEE.

RREBRY Gateway SEEFIFH SGD RSB AKER T LR | BEH A n.
2. MRk Gateway BIfE AR EMEY SGD ARS 85

# lopt/SUNWsgdg/bin/gateway server remove --server sgd.example.com

He | sgd.example.com 2 SGD BRS25H9 B o

M Gateway 2348 EE R Bk SGD BRE-85MY CA iEH M SSL iF#,
3. WRFREDIPH SGD FRSRELE N AN RINEEE,

SRS R B SGD RFB|ZTU T B HIUXM SGD RERF-
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fE RSB SSL pniERR

# tarantella security disable

& Gateway JEMBESFH SGD RS 8.
# /opt/SUNWSsgdg/bin/gateway server add --server sgd.example.com \

--certfile PeerCAcert.pem \
--url http://sgd.example.com

lﬂsmﬁﬂfiﬁﬁ %1% sgd.example.com ¥ CA iE# PeerCAcert.pem ¥ INE| SGD Gateway #4AE, SGD Web RSE5H
URL = http://sgd.example.como

E#H R Gateway,

# /opt/SUNWSsgdg/bin/gateway restart

C.5. fEAS\EF SSL hniE =R

ZRIAERT , SGD Gateway BlE BT SSL HITEZLFRIPIEXN HTTP M AIP BIEE#E ., Gateway thZHEHFEAN
%0 SSL PR T SSL ALEE,

BT ER SSL tNESE 5 Gateway &R |, BHITUTIRE
- ELESNER SSL MIEBIRAEE SSL EFHTHEHENRMBIIEEE KL Gateway.
+ £ Gateway £ /5 AAED SSL MRS #F

XfHE Gateway REBHER 2RO LI ARMBERE, HSNE C.5.1 T “WAEB AN SSL NEB|/IE

 WREFIFHIREN SSL MESFAEMEA DS,

BE , SSL ER/EREEABFEIR. BEE SGD RS/ M Gateway KIANKFHEHEF , S NE 21.21 “f
B EERE AV,

C.5.1. anfaj= A SMER SSL hiR 2R <%
BREEEMAF BT Gateway E#2 SGD.
1. 7£ SGD Gateway E£#lLE , BUBEKAF (root) H7EF,
2. BRAXNKRMEEEENZE,

C.6. BE

B gateway.xml XHMFEEEEE | UEHEEER gateway-plaintext.xml X4 , MAREINIZE gateway-ssl.xmls
BEIUTHS

# In -fs /opt/SUNWsgdg/etc/gateway-plaintext.xml /opt/SUNWsgdg/etc/gateway.xml

( Wi ) Bk Gateway 4B ER O,

BRELNNEEE , BEFEEE N SGD Gateway HEE R M.

ESNE C.3 T “E SGD Gateway KIS ER A"

EH /53 SGD Gateway.

# /opt/SUNWSsgdg/bin/gateway restart

SGD Gateway HY %515

X F SSL ## |, Gateway XIEARZSEBEN, EXIBHNEBERHNIIR , 30 (Oracle Secure Global Desktop &
TR 4.7 FAZHBANRTHA) .

HEREHE , 2% Gateway BEENEAR TEBREHDHNHRDE, XEREE Gateway HY SSL EEF L E R HEEA
ZEM, MREFE , TN Gateway BEENEAHMHRBE.
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W{AH Gateway B BB

C.6.1. Ay Gateway B & %343

1. {21t Gateway,

# lopt/SUNWsgdg/bin/gateway stop

2. BREMENERD,
£ /opt/SUNWSsgdg/etc B &5 , 4% ciphersuites.xml X4,
ZIAERT | ciphersuites.xml XHEBEUTSREBEE,

<ciphersuites>
<cipher>SSL_RSA_WITH_RC4_128_MD5</cipher>
<cipher>SSL_RSA_WITH_RC4_128_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_RSA_WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_DHE_RSA_WITH_AES_256_CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_128_CBC_SHA</cipher>
<cipher>TLS_DHE_DSS_WITH_AES_256_CBC_SHA</cipher>
<cipher>SSL_RSA_WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA</cipher>
<cipher>SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA</cipher>
</ciphersuites>

3. RBELUTRERESBEET /opt/SUNWsgdg/etc/gateway.xml X4 , BUERE ciphersuites.xmlo
<service id="sgd-ssl-service" class="SSL">
<keystore file="/opt/SUNWsgdg/proxy/etc/keystore.client"
password="/opt/SUNWsgdg/etc/password"/>
<xizinclude href="ciphersuites.xml" parse="xml"/>
</service>
<service id="http-ssl-service" class="SSL">
<keystore file="/opt/SUNWsgdg/proxy/etc/keystore.client"
password="/opt/SUNWsgdg/etc/password"/>

<xizinclude href="ciphersuites.xml" parse="xml"/>
</service>

4. EF Bz Gateway,

# /opt/SUNWSsgdg/bin/gateway start

C.7. ¥&EFimiE$ AT SGD Gateway
AILAE & P IRiE P ok 1858 SGD Gateway R , BRRIEBXFHRREEEEEREBHAFL N,
BPRES RS EE S R LN EERN SSLES, AANAREESHIEBNEAES  WELAANLE

RG] E =N
MEFEAFHEFIRIEBERERZRIER (certificate signing request, CSR) , IS M5 C.7.2 T “4T R E - IHiE+
4 CSR”

IR AR ERA keytool AR, BXAEA keytool NABFHIFMER , 1§35 M JDK Tools and Utilities ( JDK T
BENXARRF ) 3.

C.7.1. WA SGD Gateway BiE N FEAZFFIHILEH

1. 7 SGD Gateway E£#lE , SUBLRAF (root) B0 &,
2. {Z1k SGD Gateway.

# /opt/SUNWsgdg/bin/gateway stop

3. ¥} SGD Gateway ELE N R & FImIE BT HTTPS B imiE .
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WA R & P IRIE 4B CSR

fF <needClientAuth> £k B R INZ /opt/SUNWsgdg/etc/gateway.xml XHH , 1 FATR :

<service id="http-ssl-service" class="SSL">
<needClientAuth>true</needClientAuth>
<!-- Decrypts HTTPS traffic -->
<subService id="ssl-splitter">
<binding>*</binding>
</subService>

4. (Tik ) FEFKIEPLS AR SGD Gateway BFImZAEF,

AE
@ MREFIHIESEHZEENIERM AN (Certificate Authority, CA) £ZH , MFEFEH
TSR,

RUOTARER keytool 5 :

# /opt/SUNWSsgdg/java/default/bin/keytool -importcert \

-alias mycert -keystore /opt/SUNWSsgdg/proxy/etc/keystore.client \
-file mycert.crt -storepass ‘cat /opt/SUNWsgdg/etc/password'

EWRHIG | BFIBIEFR mycert.ort $ AR SGD Gateway FFIRHRHAES, BFIRIERMER mycert 3l & 74

5. JB3h SGD Gateway,

# /opt/SUNWSsgdg/bin/gateway start

C.7.2. iMfAI A EFIRIEBERK CSR

ERIATAT Gateway WEFIHIES , BEABELERK CSR, MG CSR £IXAIERMAHM (Certificate Authority,
CA) #ITEE,

3 =z

=
@ LUTFERBNET a5 Gateway £41EH keytool MARFAEMR CSR, B , F—EEE
AUERHRNENL R, SULlRAECERNIEPEEIERER CSR,

1. #£ SGD Gateway E#lE , LUBRAF (root) HH & F,
2. £REZHITHHMAERHFAA,
BT AXEA keytool @4 :

# /opt/SUNWSsgdg/java/default/bin/keytool -genkeypair -keyalg RSA \
-alias mycert -keystore keystore.mycert -storepass letmein

ELRGF | AR EZIRIERMNAAHTHEMER N keystore.mycert WRAEF ., FANER mycert 31&EF
fi&o

3. NBEZXHRUEBLER CSR.
BT AREA keytool HH :
# /opt/SUNWSsgdg/java/default/bin/keytool -certreq \

-alias mycert -keystore keystore.mycert -storepass letmein \
-file /tmp/gateway-name.csr

FEI ORI | £R T CSR HFEEMIE /tmp/gateway-name.csr X, HfF gateway-name £ Gateway K%
o

C.8. /3 A Balancer Manager R FT2F

Apache R 2 @IEE A Balancer Manager ) Web RIFAf2F, &3 Balancer Manager , AJLAEHE = [ X3 2 F #9 £
HPEEPH SGD Web RS8R
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R BRS

{# A Balancer Manager , AT BT EA T IR4E -

- BEARFEHES SGD Web REH/HIRBER
- BEME K SGD Web RS E3M AUk FEK B

o MIABCFEAFMIBR SGD Web RS 87

E 3 A Balancer Manager , &M B & B E B X4 /opt/SUNWsgdg/httpd/apache-version/conf/extra/gateway/httpd-
gateway.conf P A TEAZNARFNER,

# Allows the configuration of load balancing parameters
#
<Location /balancer-manager>

SetHandler balancer-manager

Order Deny,Allow

Deny from all

Allow from all

#
#
#
#
#
# </Location>

MMEF BB Gateway = BE/R A FT BV (R T E &L,

# /opt/SUNWSsgdg/bin/gateway restart

E {58 Balancer Manager , iE5E31X M8 H £ Z https://gateway.example.com/balancer-manager , &
gateway.example.com 3 SGD Gateway E#/l.

A <BE & Balancer Manager WEZi#MEE , i55 M Apache mod_proxy_balancer 344,

C.9. RF RS

RETERE 2 SGD Gateway B HAIRA 4 FH A —4A RESTful Web RS, FRARSTIRS , SGD Gateway B2 5 o] LAE
BEMH. RS, BXRBFRAFNAREE , AEREHAEHRSES.

AFSEUTRE RS ED :
« B5CO1 T ‘BRARFRSE
« BBCO2% “FRARSERS

C9.1. BRARSERSE

IANERT , T4&H SGD Gateway B AR SRS
ARHRE RS EATEN —MRFAF 5 E
« RERIGE - AFEFHITRIE.
BRINBER T , NATLAM SGD Gateway EHL#t TR BN,
BXRUABARBRIGENFAGE , BSAE Co1.1 T ‘WX K& RS B ARERFFE",
o BRGE - AP AGE TR S B R R SRS .
BXRUABARRARNEAEE , FSRE C.o1.2 7 “NAXN R RS B AERFFE",
C.9.1.1. anfarxs R 51 AR S5 /B A AR AN H]
1. 7 SGD Gateway E£#lE , UBLRAF (root) &0 &,
2. NRERSRERARRRGE,

# /opt/SUNWSsgdg/bin/gateway config enable --services-reflection

3. (k) ERRHMSEANED,
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BRRS RS

ANy

A BINERT , (XA LA SGD Gateway EHX R GRS #H T RELR UM THE, EHMED
LBRRARERIEMIFE ATRERXFRZ SR,

X R 5 BR S5 HEAT AR BRI A FRIAE O localhost XD, AT RAIER T MAERERED LRERARRRIAR :

# /opt/SUNWSsgdg/bin/gateway config edit \
--services-reflection-binding *:81

4, (W) FRRERSEANRO,
X R EREHFITRBRIGRINEIAH O N TCP %A 81, B LR tis O ER N EMARFERANED , WTR :

# /opt/SUNWSsgdg/bin/gateway config edit \
--services-reflection-binding localhost:portnum

Ho | portnum BERFRESEANEOS,
5. EF/F3 SGD Gateway,
# Jopt/SUNWsgdg/bin/gateway restart
6. THER &R,
1£ SGD Gateway E#l L , LS MESH EZ http://localhost:81,
AR E RS RSB ER,

C.9.1.2. W1AXt R &1 B S5 J8 A &5 Al
1. 7£ SGD Gateway £#l L , NERAF (root) B3 EZH,
2. SHRSRFSHIERMFAL.

RE RSB NLBERERFRSZHES |, LT /opt/'SUNWsgdg/proxy/etc/keystore.reflection, BLZF4AER
R % SGD Gateway HiE] Bz I EH .

RANBERT , RERSBAFELSES N EERIEBH—IBHAX
a. SHRHFBSHIES,

# /opt/SUNWSsgdg/java/default/bin/keytool -exportcert \
-alias server-name -rfc \

-keystore /opt/SUNWsgdg/proxy/etc/keystore.reflection \
-storepass "$(cat /opt/SUNWsgdg/etc/password)" \

-file client.pem

He | server-name R RHFBHAEHRFRSIERHIBIE | client.pem S HEEBHXHE.
BxREER keytool MARFHIEFMESR , i3 M JDK Tools and Utilities ( JDK TEMEHRERF ) X4,

b. SHRERSHFA,
£/ SGD Gateway BEH{#I KeyManager B AR

# /opt/SUNWSsgdg/java/default/bin/java \

-jar /opt/SUNWsgdg/proxy/KeyManager.jar export \
--keyfile client.key \

--keystore /opt/SUNWsgdg/proxy/etc/keystore.reflection \
--keyalias alias-name \

--keypass "$(cat /opt/SUNWsgdg/etc/password)" \
--storepass "$(cat /opt/SUNWsgdg/etc/password)"

Hrh | alias-name R REBRAEFREF RS ZHHANIE |, clientkey RS HIWBRHANXH B,
3. EEFHRE LRETRNTE,
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R RH RS

EBRAAPME P IHIRE AR RS RS H TR
EERPANEBAS AT ERERES | DALTFUEBFEBHARERN PKCS12 R H. Hin
# openss| pkcs12 -export -in mycert.crt -inkey mycert_key.pem -out mycert.p12
IS RHE P X mycert.crt MXBAAYFALE mycert_key.pem 34t PKCS12 & BVIEH X4 mycert.p12,
BXRUNERF PKCS12 BEXMIEBSAFNRRPNESHAELR |, B NPT KRR,
4. N RERSERARRIGE,.
1£ SGD Gateway £#l L , BT THT :
# lopt/SUNWsgdg/bin/gateway config enable --services-reflection-auth
5 (Wik) FERRFARSERBFOMREOD,

AT REBRESHTENFRNRIAGSENRERED LN TCP %O 82, LA LUNHE I EMREANEDMiE
B, WA

# /opt/SUNWSsgdg/bin/gateway config edit \
--services-reflection-binding int:portnum

Hep | int 1 portnum 25183 RS RS FEANEOMKEOS,

6. EF/F 3 SGD Gateway.
# /opt/SUNWSsgdg/bin/gateway restart

7. ERAEBMAANEFIRRZERIRHRS.

o FH curl 9

$ curl --cert client.pem —-key client.key -k -X GET https://gateway.example.com:82

HEEREIF , curl AT IHERFABRSHER , MULA : hitps://gateway.example.com:82 , H
gateway.example.com 5§ SGD Gateway & #, RERFWIERFFAHA DB client.pem F client.key,

- fERARIMES
¥ F https://gateway.example.com:82 , E 1 gateway.example.com 3 SGD Gateway HI& .
WEFE RRARSHER,

C.9.2. FHARSKRSE

EREFHNAER R RS RSRAN RESTul Web B, LTI T - LEENEFHNARR

« NI/, EANKB[RBARFRSHORH LT E, BR , RHERNZRHF HTTP GET HR , Rt RBEA T HAKR
5289 RESTful Web BRS5. EBRE , JRERER T ERRSESMNI LR A AENRANRSEES.

« curlo curl & UNIX # Linux FAMGBSITIE | X#EFEHTTP GET. PUT. POST LA} DELETE #3R., XEWREZE A
ARG RS IR S RESTUl Web fES. ZITEMNAEAUEERREN N REMEFHE —SLE,

MBAE DH XIS RESTRul Web BSMWE S HEARS , th AL E M XA ARFRB ARSI BS.
EE
@ EARSBSRESHERBOREN  THEH S SGD Gateway.
R BRS538 B SR T A TR

« ASCll, XEERINAHEN, BRENBERBHRTIRH ASCI KR, MREBH —SAEBHRE (HIWEN ) |
HEXBRER.
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R RH RS

¢ HTML, REMHERA HTML X , EATEMNREZHPE R, ERE HTML B E | &1 /html K INE Web
BRE 45 — % RFRIRAF (Uniform Resource Identifier, URI) IR E.

C.9.2.1. <7F RESTful Web BR%%
#z C.1 “SGD Gateway X 51 RS #Y RESTful Web fRS5"FIH T SGD Gateway K 1 BR&5#9 RESTful Web RS
£ C.1. SGD Gateway & 5t fR55#9 RESTful Web AR

X URI HTTP iER |#ER
FiE
/ GET EREERENSGRES , HIMETHE,
/service GET S AT A B ARSS
RS RBHAENEANEZENAODS,
Iservice/Service-Id GET FIH A Service-ld #RIZM RS HE S
/service/Service-Id PUT B3I Service-Id $RAI RS .
/service/Service-Id DELETE =1k A Service-Id FRIRHI RS
/client GET B AT RS P i
ErRmARBEHABEMEAHEENEO R,
/client/Client-1d GET HIH | Client-Id #R R B P IHEE Bo
/route GET S AT AR B,
BHAR-—ZBEIEHARENER , MESHEAEZIES
uh 4R HIE R,
/route/Route-Id GET S B Route-1d FrIRKYEE VB B0
/route/Route-Id PUT B3I H Route-ld #RiRIEE A
/route/Route-Id DELETE f21E A Route-1d FRIRHIEE
/route/Route-ld/connection GET 5 tH B Route-Id #RIR AV 4F E % B AV IE 32,
[route/Route-ld/connection/Connection- |DELETE £ 1L Connection-Id #RIR I E#E,
Id
/connection GET B HENETHFIEERE (FIERHE ) .
/logging/level GET ErR£RAFRELI.
/logging/level/Log-Level PUT BEXRHREN S/ BAFEIERE.
/logging/Package/level GET ETREHAENFEAGN BFILFER 5.
/logging/Package/level/Log-Level PUT RERHAENSEASN BRI FRRI,

EiHRIEA RESTful Web RS , i5551Z Web IREZHIAZT URI K N2 53R HY URL,
flan , B35 H SGD Gateway gateway.example.com BRI AR H , B4 /route MBI R 8T IRSSEY URL , AR :

$ curl --cert client.pem --key client.key -k -X GET https://gateway.example.com:82/route

Hp | client.pem M client.key 23 2R BRFWIEFRMFAA, EHRGF  BERHFELXRESBEN , ARTEHRIRH
RS,

C.9.2.2. FHA RS RS KRB
U TFFAERBIEER curl BSERN S ERSRSHES BERARR,

XLERBIXT B A gateway.example.com B SGD Gateway FH R E RS EAKX LS RIEMNIFR, FFHFERLP
client.pem FIFA4H client.key RITo

E5H SGD Gateway M AT AIRS , BETA TGS

48



R RH RS

$ curl --cert client.pem --key client.key -k \
-X GET https://gateway.example.com:82/service

BEFLRE , FREERF RSN ZEEERANES D :

$ curl --cert client.pem --key client.key -k \

-X GET https://gateway.example.com:82/route
Route Id Route Uptime Service Id ...

0 21h18m20s743m ssgd-route-service ...

1 21h18m20s736m shttp-ssl-service

$ curl --cert client.pem --key client.key -k \

-X DELETE https://gateway.example.com:82/route/1

EF+RBAXRIEEREINRERN FINER , BETUTHS :

$ curl --cert client.pem --key client.key -k \
-X PUT https://gateway.example.com:82/logging/level/FINER
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Bt D. SGD Gateway #FEHERR

AEIFERBEHBRNED , ATHEBEBIZE RS E Oracle Secure Global Desktop Gateway (SGD Gateway) #9 8]
B,

AEDEUTER
« 8 DAY “BFRIEFMISH"
« 88 D.2 7 “Eik SGD RS /MIXIE DNS E#”

« 2 D.3 17 “SGD Gateway HixHEE"

. BERIEFK M2

EF 48 SGD Gateway B9 B EIBZ LM Ih8E,
AP IEATER :
« £ D.1.1% “XF SGD Gateway BHIEFH"
+ % D.1.2 7 “&R SGD Gateway #EFER"
« EDAST MBI HITRERE"

D.1.1. % F SGD Gateway HEiZF

SGD Gateway H&IZ&REMA Java B IE%TLFH&F'%&%D (application programming interface, APl). B3 Java
AR E B RIEERMEZIFMES , 3N http://download.oracle.com/javase/6/docs/technotes/guides/logging/
overview.html,

D.1.1.1. B A FiEFK L 5!
SGD Gateway B T — BRI FE M & X4 logging.properties, It X F /opt/SUNWsgdg/proxy/etc B FH,

A LAYREE logging.properties XA ERBRIABFIEFR A , UREERE SGD Gateway lRFH AFEFRF. 840
SGD Gateway BRZ5#H logging.properties X #9 — 4 async.channel £ B & Ro

flgn | MRELhNEAFLH TCP EZEN ARERRS , BF TCP lRE BFXIBFARAIZE R FINEST, BUH
logging.properties XA TTHER -

# async.channel.tcp.level=FINEST
FileHandler 283X #4148 7 A £ logging.properties X4 K B RiC KR B S 5.
WIREHEF SGD Gateway = 863 A BT 4% logging.properties 34 FF 4R B BB F KB F k.

EE
@ ETLAER SGD Gateway REIBESERHZIERZLD. BXBENEARSBRSHER | &
BE CO T “REBRSE"

D.1.1.2. HEXHME
MRIEH SGD Gateway HEMEE , HEEUT AR :

o BARERENXMH, X BAEXHHAIENEFRE logging.properties XHHIRE, BINERT , SGD Gateway £
SGD Gateway EHLK /opt/SUNWSsgdg/proxy/var/log B FH 1A RE A EXH.

- REREAEXMH, BX HTTP M HTTPS EEN AHFEHMNAE RS 1 E M ¥ 45 21912 %F SGD Gateway £
HLEY /opt/SUNWsgdg/httpd/apache-version/logs B &# # Apache B &34,
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&R SGD Gateway #HZER

« SGD lRFEEENXMH., BEIFHEN SGD RFHFHFHEREEE A SGD RS2 £ /opt/tarantella/var/log
BRPWBAEXH. BXEE SGD RHFFNAXRERNEZIFMER , 55 M (Oracle Secure Global Desktop
Administration Guide for Release 4.7) 2 6 Z/# “Monitoring and Logging”o

D.1.2. &7~ SGD Gateway #HEZEE

B3 SGD Gateway J& , BHAEHNHRE ID FNF#E) SGD Gateway EHLA /opt/SUNWsgdg/proxy/var/run/proxy.pid 3L
e,

RERERHIE ID HEM#Z /opt/SUNWsgdg/httpd/apache-version/logs/httpd.pid X4, FE httpd.conf Apache EL&
X EA PidFile IS AT UE RN HNE,

E S RIEEETITH SGD Gateway #72 , 17 SGD Gateway EH LETAT@HH :

# ps -ef| grep SUNWsgdg

D.1.3. Nan TITRERE
B LMEA THHRE SGD Gateway Bl &,
+ gateway status - &~ SGD Gateway EPIRBSER.
£ SGD Gateway £l LETUT &S :
# /opt/SUNWSsgdg/bin/gateway status
BXRUEGSHESEE , 5ES NS B.23 1 “gateway status”s
+ tarantella gateway list - & RN SGD FE5IEAR SGD Gateway KI5 &K.
HERES P MER SGD BRFEB|/LEZTUTHS :
$ tarantella gateway list
BXRMEA tarantella gateway W HWEZSEMEES. , S ML B.27 T “tarantella gateway 55"
+ tarantella config list - &7/~ SGD FEFIHNEF/RE.

E1EE SGD RE B LETUTHSLER --security-gateway BHIREB. EMBEE L IFWLE SGD Client £/ SGD
Gateway,

$ tarantella config list --security-gateway

BXUBEHNESEMER , BB NE B.31 T “-security-gateway J& ",

D.2. Bk SGD ARFEHIXIE DNS B #5

X% DNS B#M2 SGD RS A TSP EAih SGD BRSS 25482 B 5 # DNS B #5. 30 , boston.example.com,

E & SGD IRFEMIXEF DNS B#5/5 , Gateway AT EBERETZRF /. XREN Gateway HAWIEB T EH
#9 DNS & #5,

B REAIR N T PR E BB Gateway 22 :
1. (Wi ) REHH SGD RS ES SSLUER., BHSNEE 2.2.2.1 7 “ti{AZ % SGD BREE|IER"

MEBEHHIXE DNS BFAKRBEHE SGD RE[/FEAM SSLIEHH , WEERTUHS R, HAEH SGD REHFLH
SSL iEH HEE Gateway L REEHE SSLEF,

2. (W% ) R%¥ SGD RFH|/HHF CAIEH, BESNEE 2.2.21 T AR % SGD RF|/IEFR

MRERESIFERSJ|/OXE DNS B8, WEBRITUHLS R, YTERERATHIINLLBENIERHESN
Gateway EZ&EHH CAEH,
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SGD Gateway £5i%EE

BXWAEN SGD BREEFMFITE DNS BHHEZEE , B3 M (Oracle Secure Global Desktop Administration Guide
for Release 4.7) 58 1 EF Y "Peer DNS Names" —F7,

D.3. SGD Gateway £&i%HE

SGD Gateway $HiRBEESRELBHANRE BEXH ( L F SGD Gateway EHHI /opt/SUNWsgdg/proxy/var/log B &
F)o

% D.1 “SGD Gateway M 4EIREE H5IH T — LA SGD Gateway £HiRH S UK ATRE R BV R R% .
£ D.1. SGD Gateway HI45iRE R

BIRHER aeeR A

Failed to validate token: SGD Gateway LK B8 55|+ SGD fR% 2| LT
B,

Token time not yet valid

Failed to decode token: SGD Gateway LK% % SGD lRFe8# CA iEH

No trusted signature found

Failed to validate token: SGD &%l L s k&% SGD Gateway iE$

No recipient available to decrypt token

SSL error: SGD Gateway LRk %=% SGD fRses# SSL iE$H

Check the proxy SSL keystore has valid trusted

certificates
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