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3} SGD HERFHFNERNBEUTFEFEER :

- REMIZ1T SGD ArEEMN &M

s BANAPBRFREEN LN SGD HETNARFAMEENSRMG
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« 2GB WA AR
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« MEEAFR
EREBFERETSMEFMNER LFAFEN , HRERSHNAT SGD.
DTRIZFBAFEFE SCGD HETHNARFHNER !

- /AP &2 50 MB
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ZQS I KEREY CPU AIREER TaAREFEANSARFMARATH,

2.1.2. SGD XHFMWREFA
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Solaris 10 8/11 ( % 10 ) Trusted Extensions

Solaris 11 Trusted Extensions
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£ Oracle Linux EBZIAIER Oracle = @t £ Red Hat Enterprise Linux EBRHAEMTHE , RAXAN D KiRA 2
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REEFH TCP B & Thae

1. FLLTRITHRMZ /etc/system XAFRIESR.
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2. EfEISRSEHE.

+ ¥£ Oracle Solaris 11 F¥A& L , SGD HEE AN DB /etc/user_attr XHFHFE—NEH roles=root BENEKEB., &
HRIEHE W Oracle Solaris A FREIE,

ZEE , TUERNTHHEE SGD EER :
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2.1.2.1.2. Oracle Linux
X F Oracle Linux £ & , MREEE#TUTRERZMBEH

+ Oracle Linux BIBRIA /etc/hosts IR BE—1EKE |, Z&R B IR SGD N E B BES 7 i BE st ik
127.0.0.1,

YR4E /etc/hosts SUHFLAMIBRELBRET | HRM—NFRE |, & SGD EHBBET N SGD EHHIMLL IP ik, SGD E#l
BT HERR S A 3th [B)3% P it

+ 7£ Oracle Linux 6 £ & L#{TZER , BEAREKREARRGF X TELREIHE, XTRFZEIRIN SGD Webtop FTE
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FBHAIERERESBIERS — N4 34 , ASEM "Customize Now" ( ILBIZEH] ) ST IN "Desktops” ( =
| ) KANPHFERED.

2.1.2.1.3. 5250 1 3270 LAERF
AT 2335 5250 M 3270 B ARFFSEN :
* Linux ¥&. FE libXm.so0.3 FE. LLEETE OpenMotif 2.2 F B+ R 4L,
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 Solaris 11 ¥ &, HUTAIRZE motif HES :

# pkg install motif

2.1.2.2. BEMLX$F

Oracle EHMELIRFEZ#E SGD , AIMEREFREN BN, MREATZIFHNEMURRIERFE , BREEFEL
HRERSHRIERBUABREABEEML=REX.

Oracle Solaris ¥ A X FHEXFHLE, SGD AANURRELREXETHE - MRS ML R/RXEP, FXFRNTEE
2RXFEMNFELBXEF,

# Oracle Solaris Trusted Extensions ¥ & £ , #FERREXE P LR SGD, TERF SGD ZEELRXFF,
2123 BEFLEANEXHE SGD ZX T A

TRERTEFILEMAN SGD REF A,

SGD A FTEXENTE
4.71 5470 HHERBEEAL
4.70 Red Hat Enterprise Linux 5.5, 5.6

Oracle Enterprise Linux 5.5, 5.6
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« Oracle Secure Global Desktop B #EMRZA< 4.61.915

+ Oracle Secure Global Desktop Z#FhZ 4.60.911
MRENEAEABRAH SGD AL , 65 Oracle BRZIFARBKR,

2.1.4. Java EARRA

TRERT SGD #FFIEEH JOK fRA,

SGD A JDK fRA<
4.71 1.6.0_43
4.70 1.6.0_33

2.1.5. TR A P M4 AR
EL&K SGD , XM BBEAF (root) 4Fo
ETLZEE SGD 28l , RE LMIEE ttaserv M ttasys FAF AR ttaserv 4,
ttasys FAF#848 SGD ARSS2RFT6E AU FTE LRIt R2, ttaserv AR #8 SGD Web BRSS25FT 65 AR O FT A ST Rt 72,
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LRIEXMNER. WESEE M REHANFEARFE , BT ZMAUIZAENAF A,

MREFZEFHOEMENAFAMNA | XTUEB/UTER :

« AFBMAE ttaserv H ttasys.

o HEMPRE ttaserv,

o BALMEREEAFPRIRE (user identification number, UID) 4 ID (GID), UID # GID AT LAR[E,
o XFANA P ESTURF ttaserv IRAEEA,

« XBEMAFBRER—MERM shell, FlE0 /bin/sh,

s W NAFLTHEETENEKE F.

« RTRLEN , FYEXLRS (HW, A passwd - 855 ) o

/A useradd # groupadd SpFRIBXLERF, Hl :

# groupadd ttaserv
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# useradd -g ttaserv -s /bin/sh -d /home/ttaserv -m ttaserv
# passwd -l ttasys

# passwd -l ttaserv

ERBERELEREWIZET ttasys M ttaserv AP, , BEAUTH S,

# su ttasys -c "/usr/bin/id -a"
# su ttaserv -c "/usr/bin/id -a"

MRRGREER , ZaSHE L RFRBT AT R,

uid=1002(ttaserv) gid=1000(ttaserv) groups=1000(ttaserv)
uid=1003(ttasys) gid=1000(ttaserv) groups=1000(ttaserv)

2.1.6. MEZER

AL B P 45 LA it SGD . UTREEER :

o ENMMEEAHTE R IHBTNE S RS (Domain Name System, DNS) & B,

+ f£/ DNS ERMR @B R ENBMIGL R

« FIBEFImREHMLAER DNS,

« RESGD B, REFMELZEATF SGD ARS527HI DNS £#5. DNS EMMAFEUTER :
- EEERAEOMES , FHERAE SGD EHARR R T B AIEA B DNS &5,
o WRAER SGD EHALRE DNS &#5. HI30 , boston.example.com,

{Oracle Secure Global Desktop BEER) FBEH % SGD FifE AN AT AR O AR INMEGRS K ENZHE T EH
SGD WiFHfER. TEIEHTERKD.

BEFRWREMMEEB ST TCP O LH SGD &&= Hlth i/ Internet I (Transmission Control Protocol/
Internet Protocol, TCP/IP) &3,

« 80 - BT HE/FIRIREE SGD Web RF 2R ZBEK HTTP EHE, WOSARELRRENTIENIKOMBRATE.

« 443 - ATEFHIREZ S SGD Web flRFBZEMNETLZEEEFRMN HTTP (HTTP over Secure Sockets Layer,
HTTPS) &,

* 3144 - AT SGD Client &5 SGD BR%5 28 < HIKYRE ( FEMNER ) EEE




rHePE %

+ 5307 - AT SGD Client 5 SGD lRF|/Z BN ZLEE, ZLEEFHRELEETFE (Secure Sockets Layer, SSL),

EE
@ NTFRANZLBRALE (B SGD R WS HEM HTTPS ) , RAEMHRNA 443 M 5307 &4
TEBE KSR EDIT T o

SFRERR LS (EERZHR ) |, 0 80, 3144 F 5307 HMAMERH X ER BT T, X
=EH7 SGD Client 2¥1&Eiw O 5307 LH TR EERE, ZEEREUE , EETRERNED
3144 EHIBRAEESRE,

EZTHRRRF , SGD LA ERNARSEEEI TCP/IP EiE, NARFNEERE T HAEITFFHN TCP %O |, 4l
o

« 22 - AT EA%R% Shell (Secure Shell, SSH) 1 X NARFNFZHNARERF
« 23 - AT EA Telnet B9 Windows RIARF. X NABRFNZHNARF

+ 3389 - AT A Windows iz RERSSH Windows N AHREF

. 6010 RE\E - AF X NARF

2.1.7. Bi49[EZ

ESGD # , BEFIR—NMNHEERBEFEEM SGD REB/EE. BRAMIIFNEN SGD RESFRZEXAFQENNARE
FRENEE , @FFRE SGD =N LM MESIEEEE, /MR EHIL (Network Time Protocol, NTP) 42
rdate &% AT RATA SGD £Hl LM RIERS,

2.1.8. SGD Web ARr55 25

SGD Web [RE BB ETE B A SGD I — 4 Apache Web BRZ83 A% — 4 Tomcat JavaServer Pages (JSP)
RER.

SGD Web [RS8 EE2 M AH, TRIIM THRIEXITHREY SGD #9 Web FRSS 8548 R AN,

HUYEH SGD hR# 4.71 SGD hx# 4.70 SGD hR# - 4.63
Apache HTTP Server 2.2.24 2.2.22 2.2.24
OpenSSL 1.0.0k 1.0.0 1.0.0k

mod_jk 1.2.37 1.2.37 1.2.37

Apache Tomcat 7.0.37 7.0.29 6.0.36

Apache Axis 1.4 1.4 1.4

Apache Web IR$S85 SIEFT AR AR Apache BEIREANHRET R,

AT Tomcat JSP HEARAERMN &/ Java AL (Java Virtual Machine, JVM) Ei-# KA 256 IKFH,

2.1.9. IFHIRUEHHI
LT 2 SGD XK A TRIEAFHE
« REHFWHEY (Lightweight Directory Access Protocol, LDAP) kRAs 3
* Microsoft Active Directory
« MEE B RS (Network Information Service, NIS)
* RSA SecurlD

« Web RFEERWIUE ( HTTP/HTTPS EARKIE ) , SIFLHAEMLE M (public key infrastructure, PKI) & FHiE$




SSL X

2.1.9.1. XM Active Directory K2
SRETLUTHRAHK Active Directory #1T Active Directory BEF LDAP iiF :
* Windows Server 2003
» Windows Server 2003 R2
* Windows Server 2008

* Windows Server 2008 R2

2.1.9.2. X H LDAP B %

SGD X #H5 /M LDAP i ARAS 3, &R LAHMEAF S LDAP iRZAS 3 B9 B FIRS B/ LDAP Bif, & , SGD X XiF
LU B SRS :

+ Oracle Internet Directory 11gR1 ( FfE 11.1.1.x.0 £1ThRX )
+ Oracle Directory Server Enterprise Edition ixZ4% 11gR1
+ Microsoft Active Directory , #5 2.1.9.1 %5 “X##9 Active Directory fR4~"Ff 7R
+ Sun Directory Server 6.3 B E & iR A&
HihB RIRSB|AEATLUET , BRFZXHE.
Novell eDirectory 7B 2% X #5H LDAP B R&iR% 5.
2.1.9.3. X#H SecurlD R

SGD A[LA5 RSA Authentication Manager ( BLai#53 ACE/Server ) BIMRZ< 4, 5, 6 F 7 —&EH,
SGD X#IFREEMM PIN FMAFSIZH PIN,

2.1.10. SSL %x#

SGD ¥ TLS kA 1.0 #1 SSL AR 4s 3.0,

SGD X #{RZ M 838K B FHE 4 (Privacy Enhanced Mail, PEM) Base-64 4% X.509 if $, XL BEFLUTEN :

SGD % #¥ SSL iF FHIAE HEE R B (Subject Alternative Name, subjectAltName) ¥ B, SGD & 1F3 15 & Hy 55 — 2B
SER * BEA , 0 *.example.com,

SGD BEXN KEIEBM A 11 (Certificate Authority, CA) B, /opt/tarantella/etc/data/cacerts.ixt X#HBE SGD
238 FTE CA IEHHY X.500 #RiR# (Distinguished Name, DN) 1 MD5 &%, EEFNEBSAEXIFHTIZIIEN
CAFTEBM SSLIEH, XHFFE CA, BENRERTTIHEHATIXIEN CALEN , NWIKEEHFINEE.

SGD X ¥ FEAIIBEH SSL MEET , EFEFINEE.

SGD XU THBEN :

* RSA_WITH_AES_256_CBC_SHA

* RSA_WITH_AES_128_CBC_SHA

+ RSA_WITH_3DES_EDE_CBC_SHA
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T HF

+ RSA_WITH_RC4_128_SHA
+ RSA_WITH_RC4_128_MD5
*+ RSA_WITH_DES_CBC_SHA

2111, 3TN

SGD X#MMPREHITED : PDF §TEDFIT ENHLIE HEIT ED,

X F PDF #TH] , SGD £ Ghostscript JF37 EN{E b #i 7 AT HEC#44& 3 (Portable Document Format, PDF) XX
#, Ghostscript 7 X %BE ps2pdf BF. ARBREME , B SGD E#l &% Ghostscript B R FTHRA

SGD X #HITENHLE T ENE PostScript. 3T ENHLaHiE S (Printer Command Language, PCL) AREZEEIAFNE
PRI E R IAITEIHL. SGD tta_print_converter BIAN4 X & F i% 3T ENHLI0IT E N LIT EN4EAL P B AV (E 5%
#t, tta_print_converter #IZ45{# A Ghostscript M Postscript #i#t5 PCL, EX b E#R | SHE SGD REHE LRE
Ghostscripte HIREBEREMR , B TIHRHALZEMINFME,

SGD B#FH = Ghostscript,
22 B mRBBERNMXF
EFNRATEFHRREXIBFHTIEMER,
221 XFENFEFwFE A

TRFIH T SGD Client X#FHY % F it F & Fx K25

ANy
A SGD Client WEFHFAXARE RARERE. BIAORNARE (FIUNKS ) FTREZH
WEFIHEER,
XENEFIREA =3 0b R
Microsoft Windows 7 ( 32 {u#1 64 {u ) ® Internet Explorer 8
Internet Explorer 9
Mozilla Firefox 3.6, 10.0.3:ESR., 11
Chrome 17
Microsoft Windows XP Professional SP3 ( 32 i ) Internet Explorer 7
Internet Explorer 8
Mozilla Firefox 3.6, 10.0.3:ESR, 11
Chrome 17
SPARC ¥ & L Oracle Solaris Mozilla Firefox 3.6, 10.0.3:ESR, 11
Solaris 10 8/11 ( E#7 10 ) . Solaris 11 Chrome 17
x86 & LM Oracle Solaris Mozilla Firefox 3.6, 10.0.3:ESR, 11
Solaris 10 8/11 ( %7 10 ) . Solaris 11 Chrome 17
SPARC ¥ & L£# Oracle Solaris Trusted Extensions Mozilla Firefox 3.6, 10.0.3:ESR, 11
Solaris 10 8/11 ( %7 10 ) . Solaris 11 Chrome 17
x86 & £/ Oracle Solaris Trusted Extensions Mozilla Firefox 3.6, 10.0.3:ESR, 11
Solaris 10 8/11 ( %7 10 ) . Solaris 11 Chrome 17

11


http://www.ghostscript.com

XFENEFKEE

XEFNEFRFES ST RFRYRI BT AR

Mac OS X 10.6 ( & ¥k ) # 10.7 ° Safari 5

Mozilla Firefox 3.6, 10.0.3:ESR. 11

Chrome 17

Oracle Linux 5.7, 5.8, 6.2, 6.3 ( 32 {ufl164 {1 ) Mozilla Firefox 3.6, 10.0.3:ESR, 11
Chrome 17

Ubuntu 10.04, 12.04 (32 {264 1) © Mozilla Firefox 3.6, 10.0.3:ESR, 11
Chrome 17

1 64 MBEFIHBEA L, 32 U 64 fIARAHY Internet Explorer 1% % #,
® Mac OS X 10.8 FERZXHNEFHTE.
© £ 64 i Ubuntu Linux 12.04 £ A £ , AL % ia32-libs B4,

£ Oracle Linux EBZIAIER Oracle = @t £ Red Hat Enterprise Linux EBR[AEMZ#E , BRAXHEANS
B Z1ERRNFEA, Oracle K Red Hat Enterprise Linux = LiE TR E AN,

SGD EE2#|A1E Safari XA/ LFZXH.

Beta MRk T 4 AR A9 3 S 28 T 2 X o

X %5 28 4/ S A JavaScript RIZES

EXFBUTEE , R[S HUE A Java HAR :

« BRI TFHMZE SGD Client

- BEAFHRINNERBERERSR/RE

R Java ERTAH , TUFH THMEE SGD Client, FIEZZHNEFREABIHFITE,
ZXFM Java HARFEH R A Java Plug-in ZH4FRRAS 1.6 1.7,

AE
@ BXREA Java Plug-in ERRAE 1.7 NEENEMRIBENIFEHAES , 5 My Oracle
Support (MOS) LI AIIR Y ID 1487307.1,

NREBHERR , BEFHREZEDVARERTHAE,
REUTZXEESH SGD Client #1 Webtop :
s ®X

« EX

- BX

- BRI

- AX

« BX

« AESX (BfA)

s BT

o FR3C (A

o I ( EfE)

12


https://support.oracle.com/oip/faces/secure/km/DocumentDisplay.jspx?id=1487307.1

XEFNRERS S

2211, ML #F

Oracle EHMELIRFEZ#E SGD , AIMERFREN BN, MREAFZIIHFNEMURRIBERFE , BIRBEFELL
HRER SR IRIE R BB R BB S E LML= mEX,

2212 EFLEANZEXHEFRFE
THRERTEFLEAN SCD BFHRET ATNKE,

SGD A TEXHNTA
4.71 5470 HEEET
4.70 Microsoft Windows Vista

Red Hat Enterprise Linux 5.5 Desktop
Oracle Solaris 10 EZ| ( ‘®21E ) 9/10 ( EH 9)
Safari 4

2.2.2. XFHFHRERS R

EFERARERSR/ERES SGD , RERSB/LIIFREE. FTUEM HTTP RIEARS R, Secure (SSL) RERS /R
SOCKS hi#s 5 RE RS 25

X F SOCKS heAs 5 REIRS ST , SGD X FEARIEMTERIEFRMRIES %, FTEEERSSH[HATEHE.
2.2.3. PDF TED X ¢
B TEREBMER PDF $TH | #AEEFIHIRE L L% PDF £88%, BIAMBR T , SGD XU T PDF &£&88,

EFwFEE 2RiA PDF &EE 8
Microsoft Windows & Adobe Reader , E IR 4.0
SPARC ¥ A& EH# Oracle Solaris GNOME PDF &%& 2§ (gpdf)
Adobe Reader (acroread)
x86 & LM Oracle Solaris GNOME PDF &%& 2§ (gpdf)
Oracle Linux GNOME PDF &&28 (gpdf)
Evince X#4&EFSF (evince)
X PDF Reader (xpdf)
Mac OS X Preview App (/Applications/Preview.app)
AE
@ Adobe Reader PDF & & g8 4 X & -openinNewWindow #3i%H, Preview App PDF &&

BT HE open -a S IETL
RNTHBEASIHN PDF EF5SE , NABFSXTNLTHAK PATH £,
AUEAFNEFHREEXHPEEXNZIL PDF EFRMXF.

224 ZENEREF

SGD I EAFE N AT EN / BHe+ (Personal Computer/Smart Card, PC/SC) #1SB#Y B 8eFFiE~85 , M
Microsoft JZf2 £ E RS A,

13



SGD Gateway BR % #

2.3. SGD Gateway ER ML #&F

EFHNET SGD Gateway XFHNFAMER,
2.3.1. SGD Gateway XIFHWLZEF A

THRERT SGD Gateway EHZHFNEZEF A,

BERS 2 0TS

SPARC ¥ & L£# Oracle Solaris Solaris 10 8/11 ( EE#7 10)
Solaris 11

x86 ¥ & L# Oracle Solaris Solaris 10 8/11 ( %7 10)
Solaris 11

Oracle Linux ( 32 {1 64 i ) 5.7
5.8
6.2
6.3

1£ Oracle Linux EBFIAIER Oracle &= @Mt £1E Red Hat Enterprise Linux EBE[AEM R , RAXFEAND KRA 2
B fZ1ERR 3B, Oracle R7E Red Hat Enterprise Linux 7= f LiZ TR E A

ZIABER T , SGD Gateway ELE R & Z X # 100 MK HTTP E#EH 512 NHEH BER Internet X (Adaptive
Internet Protocol, AIP) &%, JVM R1FEA /NI IEESHH THRIL. (Oracle Secure Global Desktop Gateway E 21§
) WHFE C S EMAIE X FER AP BT Gateway BT HEMNIEHMES..

2.3.1.1. BEEML X

Oracle EHMELIRFEZ#E SGD , AIMERFREN BN, MREAFZIHFNEMURRIBERFRE , BIRBEFELL
HYIRER SR IRIE R BB R BB S E LML= mEX,

£ Oracle Solaris ¥ & £ , B EXEFH#HTRE, SGD Gateway AL EELFXEFHE—IPHENELRXE
F, TXHERZEELRXKEMNESLBXEH,

2.3.1.2. EFLLEANZE X Gateway ZEF &
TRERTERELEAN SGD Gateway ZEF A,

SGD A& TEXENTEA
4.71 5470 HHERBETL
4.70 Oracle Solaris 10 E % ( ‘&21E ) 9/10 ( EH 9)

Red Hat Enterprise Linux 5.5

Oracle Enterprise Linux 5.5

2.3.2. SGD Gateway B SGD R 23 E K

3 F 5 SGD Gateway EBE&EMAK SGD RS , EEHREUTER :

- 228K, HIABERT , SGD Gateway £ E| SGD RFE BN R L ERE, SKMHE SGD RSB LEAR2ER, L3
TERABXEER,

HEIRERES , SGD REFFAIRENEARTEERE,
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Apache Web fR5525

+ SGD MR#&. BRIFFF 4.7 i SGD 5 4.7 kR Gateway —2fEH., RABEMEA Gateway HIERFTARA,

. FHPEE, EHSHE SGD RS2 LM RSiRT40 5 SGD Gateway LRI R HRIBFS ., ML E L
(Network Time Protocol, NTP) B #-5 rdate fy R RITEP RS

2.3.3. Apache Web R% 25

B8 SGD Gateway 121y Apache Web BRE88 7 Apache IiA 2.2.24, HEFEEATRENKEBMALE FEHNIRE
Apache 3R, XEERZERNFHB[HZINR (Dynamic Shared Object, DSO) ERZ M,

2.3.4. Java BEARRA

SGD Gateway @& Java Runtime Environment (JRE) iR 4 1.6.0_43,

2.3.5. SSL X #

SGD Gateway K9 SSL X #F2&Ei3kE Gateway I2#I Java Runtime Environment (JRE) MK, BXEZFME
B, #2 W Java FAXH,

SGD Gateway X #FRZR 41878 /9 B F BB 4 (Privacy Enhanced Mail, PEM) Base-64 %3 X.509 iEH, XLEiFHEFL
TR

SGD Gateway X155 A NS4 SSL mnikss , EEETMAEE.
BIMBERT , SGD Gateway BLE N XU TR T SSL EENSRBHREY
+ SSL_RSA_WITH_RC4_128_MD5

+ SSL_RSA_WITH_RC4_128_SHA
 TLS_RSA_WITH_AES_128_CBC_SHA
 TLS_RSA_WITH_AES_256_CBC_SHA
 TLS_DHE_RSA_WITH_AES_128_CBC_SHA
 TLS_DHE_RSA_WITH_AES_256_CBC_SHA

* TLS_DHE_DSS_WITH_AES_128_CBC_SHA

* TLS_DHE_DSS_WITH_AES_256_CBC_SHA

+ SSL_RSA_WITH_3DES_EDE_CBC_SHA

» SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

» SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

WXEFEUTHREY , ERAF ST THRERE , 20 (Oracle Secure Global Desktop Gateway BEER) F AR,
+ SSL_RSA_WITH_DES_CBC_SHA

+ SSL_DHE_RSA_WITH_DES_CBC_SHA

+ SSL_DHE_DSS_WITH_DES_CBC_SHA

SSL_RSA_EXPORT_WITH_RC4_40_MD5

SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

15
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BARFERNXE

+ SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
+ SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA

2.4. NRAEFERNE

EHNETES SGD ERNMARFIAXFNFEMER,

241, XEFEHNNARERF
ALAGEF SGD HRIA T RBEN N AR
* Microsoft Windows
* % Oracle Solaris, Linux, HP-UX # AIX RA RS 88 LT X NARF
+ % Oracle Solaris, Linux, HP-UX # AIX B BRSS 88 LIZ T F AR ARF
. 12 IBM KEALH AS/400 RE LZTHRARSF
« 2/ HTML F Java BARE) Web R
SGD X#EH TN :
* Microsoft iItF2 £ E MY (Remote Desktop Protocol, RDP) , 2 AR 5.2
« X11
« HTTP
* HTTPS
+ SSH, ELWMA 2
+ Telnet VT , EEERIRAHMH S (American National Standards Institute, ANSI)
« TN3270E
« TN5250

2.4.2. SGD HBEBERIFNLZEFA
SGD MEEME— MY | THUREENARSE L , UEAET SOD & RWNARMEN | TRETH N

BE

. BRAHTE

« BEFIREsNERMRE (SUERT UNIX 5 Linux &)
- ZHBEO (LGEAT Windows ¥4 )

« FIM ({UEATF UNIX 5 Linux £& )

TRIIHT SGD HBERXIFHNLETF A,

BERS PRI AR A
Microsoft Windows ( 64 i ) Windows Server 2008 R2
Microsoft Windows ( 32 {3 #1 64 i ) Windows Server 2008

Windows Server 2003 R2

Windows Server 2003

16



Microsoft Windows T2 £ HE RS

BERS TR
SPARC ¥ & L£H# Oracle Solaris Solaris 8, 9, 10, 11

Solaris Trusted Extensions 10, 11
x86 A E£® Oracle Solaris Solaris 10, 11

Solaris Trusted Extensions 10, 11
Oracle Linux ( 32 i1 64 i ) 5,6
SUSE Linux Enterprise Server ( 32 {1 #1 64 i ) 10, 11

1 Oracle Linux L5 ZIAIERY Oracle = fth £ Red Hat Enterprise Linux EB2[HAERMZE , BRAXFND LA 2
B 1Z1EBR 3B, Oracle R7E Red Hat Enterprise Linux 7= f Lz TR E A=,

1£ Oracle Solaris Trusted Extensions ¥ & £ , XX EERAETFHE, FMA COM FZX#,
TET SGD #HEER T IFFANMNAREBTLE SGD —RFEA , UERE—SXHNDNFRZ NN ARFE

A,

2421 EEMLXHE

SGD HRERIHNZRETAERE 1 (H#Y ) EUNEERFRELE 2 (KT ) REWEERERFLEZXE, fin
Oracle VM VirtualBox, VMWare = Oracle VM Server for SPARC ( BABI# 7 Sun Logical Domains = LDoms ) .

Oracle Solaris ¥ A X FHEXEHLE, SGD AANURRAELREXETHE - I HS M2 RARXEP, FIXFRNRZEE
2RXFEMFELBXEF,

£ Oracle Solaris Trusted Extensions ¥ & £ , X MEBRZXE L& SGD., FEF SGD ZEELR/XFF,

2422 BFLEANZXZE SGD HEERTETA
THEERTEFLEAN SGD HBEBREETA,

SGD WA TEXENTA
4.71 5470 HEEBEER
4.70 Red Hat Enterprise Linux 5
AE
@ SGD R T EIZ Mt Windows 7 # Windows XP £ & EXERAE, XETAMARS X

EWMNARSSETEE , FSLE 2.4.3 3 “Microsoft Windows 2 K EERES .

2.4.3. Microsoft Windows =2 £ H RS

SGD HFaE Microsoft Windows T2 RERSHIFAIE. MR THE B Microsoft BERSE~ RATIREN ZEEERS
eE  WEESTMERF IS EERARETR. BSEMEFERAKN Microsoft BERF A FAT MY , LB ER MM

FRER R LE i AT IE
EE
@ 1 Microsoft Windows Server 2008 R2 2 #i , =R R ERZHEH N L HES,

SGD X%# 3L T Microsoft Windows R4s#Y RDP &4 :
* Windows Server 2008 R2
* Windows Server 2008

* Windows Server 2003 R2

17



Microsoft Windows T2 52 HE RS

* Windows Server 2003
* Windows 7 SP1
* Windows XP Professional SP3

1£ Windows 7 #l Windows XP A& L , XX #% Windows RHAE. FTXFETEMNNARERF, A, 87X EHT
%EO,

SGD FrX M EEBUR T 246 H RDP &£ Oracle VM VirtualBox RDP (VRDP) # 1T , 1 N RFTR.
% 2.1. {£/A RDP # VRDP &} SGD Fr X #hAEH LEER
Ihee RDP
FIMFEE (AT )
FMEEM
BN AR EE [
COM 1% O B 5t
E4
WEFEER ( B/ WK ETMRET )
Eg k-
MEL LM (MBERF )
2FEER
BHEFEEEEM
NXEEM
Windows 1T ENHLBRET ( B IRFTED )
243.1. EMRE
Windows Server 2008 R2 1 Windows 7 XiFHZ & 44.1 kHz BZIAIER, BINMER T , SGD XEHESEH 22.05
kHz ER, EXHEEHN 44.1 kHz WADERR | HEEEIEF A PHOXFEE "Global Settings" ( £F1&E ) F "Client
Device" ( B iHiR%E ) &I+ , FHi&#E "Windows Audio: High Quality" ( Windows 51 : B E ) %M,
2.4.3.2. BFHEEEM
ATRARSSEIISEIMFFEER :
* Windows Server 2008 R2

<
A
@)
8

NENENENENENEN ENENEN ENEN
> x| x| x| x| x|x|x|<[a]<

* Windows 7 Enterprise
* Windows 7 Ultimate

B Windows ZEKERSFLKEPRHTM , LAENARSHLEAZTHARHEED. BRINMERT , FRXHEERD
R TERARS

E 7 Microsoft Windows 7 Enterprise R FifR5588 LR FAE SRS , BFEEIF HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp\fDisableAudioCapture JEfft &k FIIRE RN 0,

2.4.3.3. BIBRE
SGD 3% Windows IER2SEMS A EHH 8 i, 16 {1, 24 fF 32 MHABRE,

7£ Windows Server 2008, Windows Server 2008 R2 1 Windows 7 ¥ & LR 32 uBite, EE R 32 UHita , BEF iR
RE NI T 32 NEif,

TXF 15 NHERE. MREZERKASEENLEETHHERE , SGD 2B NHEREREN 8 fi.
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X NARFNFHNARF

2.4.3.4. MEBER7

7t SGD R#EfEA "Low" (1K ) . "Client-compatible” ( E&FFikFRE ) = "High" ( & ) MEHK 5. SGD FXIFEEEKF
{5 B4 BB #5H (Federal Information Processing Standards, FIPS) i 4 5l

2435 ERRER:E

B Microsoft Windows Server 2003 {2 , A EA&f/EZ £ (Transport Layer Security, TLS) 3# 1T IR S5 83 36 iF LA K 28
EREEESEENES.

2.4.3.6. M4 BIHKIE

MREREESARXEENZHFER CredSSP IR BIIIE (Network Level Authentication, NLA) , T AT LAER NLA # 17
RS ERWIE,

244 X NEAEFNZHFMNARERF

BETXNARFNFZHNARERF , SGD LA ERIREZNARFHMARS . SGD X SSH M Telnet &
#HE. SSH R&MHRIF.

SGD £/ SSH R4S 2 MESMRA. BT SSH \RAFREMMEE , BHEME SGD EH MM A MRS 28 L EABEEREN
SSH , AIBLRIRA 2 SR 3,

MREEFEA SSH EET X NARF , XA X1 %K, TEE SSH BEFHE BT SGD & & N N AREFR
HITHERME, (Oracle Secure Global Desktop BEIER) @EHFXF SSH 5 SGD —EFEAMNIFHAER.

SGD X X B2V B, X RV RRBES X -Y &L SSH IRA—EEMA. X T OpenSSH , FEMA 3.8 HEFMK
o

2.4.4.1. X1 B4
SGD @& —1ET X.0Org Foundation X BRE88 X 1THR X11R7.6 B9 X i 5|2 (X protocol engine, XPE) S£H1,
% XPE XME T LLT X.0Org Foundation JRXH :
« xorg-server 1.9.3
+ xrandr 1.3
+ xkeyboard-config 2.1
ERT AT HRAE X.org $XIN :
* Mesa7.9.2

* pixman 0.20.2

2442 RN XT R
SGD X#HUTAT X NABFHN XTE :
+ BIG-REQUESTS
+ BLINK
« DAMAGE
« DEC-XTRAP
« DOUBLE-BUFFER
+ Extended-Visual-Information

+ GLX
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Virtual Desktop Infrastructure

« MIT-SCREEN-SAVER
* MIT-SHM
« MIT-SUNDRY-NONSTANDARD
* NATIVE-WND
- RDP
+ RECORD
« RENDER
+ SCO-MISC
+ SECURITY
+ SGI-GLX
+ SHAPE
+ SYNC
+ TOG-CUP
» X-Resource
+ XC-APPGROUP
+ XC-MISC
« XFIXES
» XFree86-Bigfont
« XTEST
« XTTDEV
« KEYBOARD
+ RANDR
« XINERAMA
HT Xy BRAEXE:
« XVIDEO
2.4.43. FRNMARER

SGD X #F VT420, Wyse 60 2 SCO Console F&F R AR,

2.4.5. Virtual Desktop Infrastructure

SGD A — A SN ARS BN RERTEL RS BN ERF (virtual server broker, VSB), SGD £ VSB 3REX
ALLUETENNARFN R ARSSENIIR.

SGD B~ REEF , BIXEAERERAYFAFHE Oracle Virtual Desktop Infrastructure (Oracle VDI) BR 585
FriR it = E,

B4\, BEEE Windows RIAREFIR , A Bl&KFS Oracle VDI £/ , 10 Oracle Secure Global Desktop 21§
) PR,
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Tl BRE9 ZhBE

A ITHREY SGD XFLLTMRAH Oracle VDI :
* Oracle VDI 3.4.1

e Oracle VDI 3.3.2

2.5. IBREY ThEE

470 RATHRAHAMIBRT AT 2h8E

- CAL FHiEM. 3E Windows &/ iR & i % /= i 5 (B ¥F AT (Client Access License, CAL) T BEFME SGD lRE
B LMFTiEthd, ATEREFAIEMK tarantella tscal R TEA A,

o RifF3, FTEXEFE Windows BEFRIZE LETNARFE (HMAIXMER ) . KitbFFHE D) (—trylocal) BHEE S
At,

THEXEHEORERA (--displayusing) /& HE#Y localx iRE.
REAM X RSFREXHREFBETAH.
+ Windows 1331, Windows IHIEFER X SGD AFKIESE. Windows 2188 (--login-nt) BEE Y,
Active Directory 31if 7] FAYE Windows i#&IE M &% H R,
« fi5H rexec BN AR, rexec THERZXIFNEE T E (—-method) B MIET,
« EREM. BT X 1 5I% (X Protocol Engine, XPE) #l X & RE M BT,
+ RGB BB (--xpe-rghdatabase)s XPE MEGEX X11 BEeIZHNHANE I,
o BRINFHF (-euro)e MEBRINZ RN F R
o HEEME . B9E (-lockkeymap)o XKB ¥ BIEA TRE TR,
o BEEMET (—-xpe-keymap)o XKB ¥ BIER FREXE,
BEME (—-keymap), LEMAENBIGSITES.
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£ 3E SHRA, HIREEMAEEZ

ARE G EHX Oracle Secure Global Desktop (SGD) # 2 A1E#, HiREEFNAEMBENEE. A, BEANEBTH
R R IR R 3R & 56 iR

3.1. EF4E = F 0] &
ATEHIH T SGD 4.71 X1ThRE B H4E =M\,
3.1.1. 2205237 - EF BRI EEN S ER HI T4 E O 2 /R A&

B : AFPX<AEAN Windows NARRFEEF B ZNARFR TAELBETEEOMB, £ Windows Server 2008
R2 RS L REZN AR & BT R B,

A : FL SGD #BERRAK — N EHEE,
fRRTTE - B8R Windows R ARSS 8% LIE1THY SGD B8RRI A S SGD BRS5 2R RAHE,

3.1.2. 6555834 - ARKBEAT Java HAR , BEFIRIZE L RLEZHA

E : MRENEFREFBAT Java BR , BEEFIHIZE LREZE Java Plug-in B4, IIFT2ER SGD Webtop,
EFUEREHILERBNEFL,

A : SGD AR KR RERBERESMEM Java HAR,

R E - BRI Java Plug-in B4, REBIER— M EEE 4 B FE Java E#HL (Java Virtual Machine, JVM) B4
FIENBENFSERE, BXELEE , B2 AN M,

3.1.3. 6831480 - BRPEMSE[IIRDTRELE IR

B : FEEIEHEMEESI S ER SGD BRS85 LM tarantella array list_backup_primaries @55 2IR[E "Failed to
connect" ( ToiEER ) HBiR.

RER : —/EBHR[E,
R % - EE A tarantella array list_backup_primaries 85281 , EEH B2 BEH SGD RS,

3.1.4. 6863153 - BRA WM ABRFEEFH EMA Windows SHISIEHER

& : X FHE Windows RESEPETBRLGENARFNAS , IRMENZHAMNEMEFRRZFRNERALRE , Vs
BEIRE, BRAWMARFEQIREMA , FEFTEXA,

FEE : NEMEFIREZIRE Windows RKESE ( BFRR“2FEE (session grabbing)” ) & , BHRLHH —EH0E]

o

BRGTE : FXMBRAGMARSF , ARBMNEMESIRIZERE Windows RE 21,

3.1.5. 6937146 - 64 i Linux NARFRLFXEN X NAEFNZHNATH

[E7% : 1E 64 ¥ Linux NARSJ|LREEN X NABRFH AT EEREM. N TEEERBNERA /devidsp 5 /dev/
audio iR & HBHAZMEEMBE (-unixaudiopreload) BN X HARSF , 2HILFRIE,

BE : —MBARAS, 6417 SCD EMEEMRE KDL SGD WEMRA,
MRS B ENEE B ANRRS .,
3.1.6. 6942981 - pAFEFTE Solaris Trusted Extensions EBzZh18

[B&& : £ Oracle Solaris Trusted Extensions & L , Windows M ARFEN X NARFN B E Tk B EL,
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6957820 - 3 Windows R R FEAEREFRIEN , SGD BEFiHaER

RE : RIAMERT , X Y EIZL2iRiERES X £R%0 10, £/ Solaris Trusted Extensions B , tti AR AT H, —
BREZE , X MBI ZBLEETNEM X ERED , NARFRNRINE5,

RFAE  PATUTE—8]4E -
« Bk SGD lRFEFFEANBMRIAZ/NERIKD,
£ SGD BR%-85 £ /opt/tarantella/var/serverconfig/local B & T &9 xpe.properties X445 , BB FiRE :

tarantella.config.xpeconfig.defaultmindisplay=11
BHTLERE , EFMED SGD RFH.
o BERRATAMRO , BhLL X ML ZER,

EEEESAS | #EESIHE SGD RS E3HY "Protocol Engines" ( X 5|2 ) » "X" I~ , £ "Command-Line
Arguments" ( 51T ) FERHEBA -xport portnum , E & portnum 2EHERE TCP w05,

qE , WA UERANATEHS :
$ tarantella config edit --xpe-args "-xport portnum"
fBlgn , EBHERR X £ REED 10 BB X IMYBIZE6EA , BERAUTHS -

$ tarantella config edit --xpe-args "-xport 6010"

R E N F Y X thil 51 ZBE M. MEW X MBI BT Z &G,
3.1.7. 6957820 - Xt Windows MR FEAEEFRIER , SGD BEFwmaER

B : FEAEBEFM Ubuntu Linux 10.04 Z #1823 Windows S ARFS1ER , SGD ZEFigE A IRHE L30T
WNARFL2FEEAER., AFRPTRELTEEFHEMEMNARFRM SGD 4.

FE&A : Ubuntu ZF A& L 1.5.3 Bk PCSC-Lite FRY—AN 2 &\,
BRFE  EEFIRIEE LEHE PCSC-Lite IR FTHRAS .

3.1.8. 6962970 - Windows EFimig & EHZ 4 CAL

B : A— Windows BEFWIZE 2 E T S NEF IR AIE (client access licence, CAL). &X/E31 Windows I
ARRFE , BEEEBSE CAL.

ER : P #%IRE EH Windows 5EMTER 4 HKEY_LOCAL_MACHINE\Software\Microsoft\MSLicensing Xt M
ROHEE T EMRTSHIAN —NEHEE, LhRBEEM Microsoft Windows 7 &,

BARAE  BIFEATERESNEIZRESMERE , EFMCIERVNEIMRI. BXEZHFMELR , BS N Microsoft &l
NEXE 187614,

3.1.9. 6970615 - X NATEFH SecurlD ¥ iF k¥

B &R : /A8 RSA Authentication Agent for PAM B , X BIFATEFH SecurlD UKW, N FEENFEA telnet ERIERE
FEN X NARRF , 2adItEE,

ER : £/ RSA Authentication Agent for PAM By — 2 Hl R,
BREE X MNARFNREERNFER SSH EREES .

3.1.10. 7004887 - £ Windows FFimig & L , TR X4 KK

& YAFEBEN SGD & /RE Windows R AR %R "Print to File" ( 3TENEISX 4 ) HEETAT |, ITEELRIGE
FEEEZPIRIRE EMITEIRAFIF, Windows Vista #1 Windows 7 %R & £ & HI LRI,

FERA : E& Windows IRAK — N EH A H,
R % - Microsoft HIIRELE 2022748 F 48 7 5EF F Windows Vista HIZEE#F R T %,
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12300549 - N FRELEEFIKESHE , BHRE KBRS

3.1.11.

3.1.12.

3.1.13.

3.1.14.
ZNLI 1

12300549 - ¥ FRELEEZEFIFIESHIE |, BHRERZE A TE

& : £ SGD HEAF PRI RN , AFEKREZBETARESTTRNFN. MABRT , AFNEKRE
BREFEIE KR "My Home" HIEZ 27,

EERBTIIEREBERZFIWIBESHE (FIW0 ja_JP.UTF-8 ) B3E Windows E i8R E L& HIL R,
FER : RERFREEREN —NEHEE,

RS - BEN& B E AR .

13068287 - 16 B OpenGL N HREF A&

[B1fR : &)X SGD k5 , OpenGL AR (fIM=4EFERF ) TREEDRTREEBE T, £H "16-bit Color
Depth" ( 16 (UEIERRE ) REEE X RARFNRE , 2 HIULEE,

BR : #/A 16 I HE R OpenGL M AEF K —NEHRE,
BRI % BEERRG SRR M "24-bit Color Depth” ( 24 VB &RE ) REBEE TNARF.

13117149 - Active Directory AF B F HEZHNZRF

HE: MRAFEFEETETNER (HINBEFNTETEZTFR (U)) , M Active Directory BiFS XK, FHA
Windows Server 2003 R2 Ff& HEL L B &2,

£/ server/login/info B IEEEM , BEBMEHPLERUTHEIR

javax.security.auth.login. LoginException: Integrity check on decrypted field failed (31)

JR& : Active Directory % iF 8 Kerberos BIEMY. X2 Kerberos WiFELE I £ DES mEEATH —NE A\,
fRRFE BRI ERE SGD IREEF LAY krb5.conf Kerberos B & X4 2 1 DES %,

£ krb5.conf X ##9 [libdefaults] ZB% FBIFELL T 1T,

[libdefaults]
default_tgs_enctypes = rc4-hmac des3-cbc-sha1 aes128-cts aes256-cts
default_tkt_enctypes = rc4-hmac des3-cbc-sha1 aes128-cts aes256-cts

13354844, 14032389, 13257432, 13117470 - Ubuntu B i & LW E

B : =17 Ubuntu Linux & FIRIEE LA s HIIAT & RAI#A,

- MBEAEEREOEESREFANESHAEOSTES (50 eviwm ) |, kiosk BRB/MLIRMFRER,
« AT kiosk X MERE D ERER ZRILNHEWIRATRER,.

« A Unity REINTE TR SGD Client ES =B #r.

s NEBESZNMNEMBNTRBEONARFERE—MNEMB LEHFE RS %,

FER : £/ Ubuntu Linux & & & 6 2 H @,

BRE % EAUATEBHRRAEZ—.

- A kiosk EXME OEMEY , BEOTERFLTEIM "Normal" ( E&E ) 2l "lconify” ( BIRL ) HE(LIRISTH
Y. BREFZITEENEOEERS,

« fEA Ctri+Alt+Break & RIEBRE kiosk ERXMERE O E REX Z AL,
+ EE R SGD Client fFS2 B4R , 1 SGD Client B ARFHRME Unity RKEIRNA B £,

/B3 dconf-editor , /%% "Desktop” ( =MH ) - "Unity" - "Panel" ( E4R ) X 1&#E. ¥ Oracle Secure Global
Desktop 7 INEI R AR F 5%,
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13971245 - Oracle Solaris 11 _£ BB 4E /2 M B 8] B3

3.1.15.

3.1.16.

3.1.17.

s WFBKUBEEBEORT , RECHBERSZE,
13971245 - Oracle Solaris 11 _£ B9 %% 4423 1 B (7] &3

[B& : Oracle Solaris 11 & E e BE T 2415k SGD. H% SGD /& , SGD #4285 B H1E Solaris HH4BEHIE
FEREE.

R& : A Oracle Solaris 11 2 EMN MG EEE RS (Image Packaging System, IPS) LUK MiIBk SGD B8 — 4B £1id]

o

fRRFE  TEMRAEREE SGD FEMA SGD R4 BEBIEFEEMIA pkgdbfix.sh. MHIANEETE SGD RFSHF LM
Jopt/tarantella/etc/data B & H,

LIBRAF (root) BMREFHNITUTERE !
+ % SGD ##& & Solaris HHBHIBEHM SGD HH-E%KH,

# pkgchk -| tta
# pkgchk - tta.2

- MREAERE-SENBREEAREETRE | BEERFORERE,

# sh pkgdbfix.sh package-instance

Hrp | package-instance IENRHTEH tta = tta.2,

14026511 - Oracle VDI #4 /5 VDI RIEBREFiEE LK

B : ARBEFHEE Oracle VDI EHLE , AP AIRETEER VDI REEFIEEZEIH Oracle VDI £Ho,
RRE : £ VDI KREBREFe , FEIFER Web IR API B Z R SSL iIEHREREE Oracle VDI EHEENZ £,

BHENRERAREN LK Oracle VDI B , HEHER Web RFBAXRILEH , TRRBIEM SSLIEH. A, #
Fet , Web R3S SSLIEBHERNENE (E4 ) TRSKER

BBRFE  ERUTRBRRG E—

« ARREFBEBEFE Oracle VDI EH EZH Web FRFIEFEAE. X Oracle VDI ZEHTEREMNE D HIREEN
E,

Oracle VDI X#HN BT IEE,
s BT FIREFHEE VDI REEF :

« &4 Oracle VDI E#HLHY Web IRS SSL iIEHF AEIEA SGD RFHLWIERETE. REENEE , GEER
CAIIBEEESRLTAEEE.

- EFBE VDI RERFUER Web RS SSLEBHE RN ENSE,
E & preferredhosts 1 failoverhosts & B ERAFT EN B

14021467 - Webtop & 5 &[0 &

B BE, APATHUMN SGD MU RH EMWINRPIEREEIES. RE , A% S "Log in" ( BF ) LZEFTHEA
Webtop.

£ SCD RUPME LIEFESRF , AF IR EaRHAESRHTREER,
RH : #FERESEEN - EARE,

BRFE  ERUTEBRRG Ee—

« EREMIES CHBRILRESEER.

« TE localeutils.jsp X#FHIEE 66 ITHREILT XA ¢
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14147506 - MR B R ERSEE |, BEFIEES KK

3.1.18.

3.1.19.

3.1.20.

3.1.21.

prefLang = (String) pageContext.getAttribute(PREF_LANG, PageContext. SESSION_SCOPE);

localeutils.jsp X2 F SGD BR%83HY /opt/tarantella/webserver/tomcat/tomcat-version/webapps/sgd/resources/jsp
B&H.

- RERXH, BHRERN

if (httpServletRequest.getParameter(LANG_SELECTED) == null)
prefLang = (String) pageContext.getAttribute(PREF_LANG, PageContext. SESSION_SCOPE);

14147506 - MR ERERSFET , FEFIEIE S KK

B MREEFL T EBERSHERERSSR , NI ERTELAN, REEXBHRETKE , FILTEEE
R

ERESERNRENEZE , SLRERRNWRSFEHNMARESIN , SHEHAES KR NBETELEEERTT.
RSB AMYIALSBEERNSHIBLRE,

BER : EFRAEIINZLBENESEZRN —NEAEE. BRIMERT , 1 SGD RFHEAKIINZLERE.
BRAE  RBEHNBEREE., MRETRE , BEREEIIERYBEFEHRETIEM,

14221098 - Konsole B AT F 77 Oracle Linux LS 3

@& : KDE Konsole Kix{FEREFTE SGD HEERN X RARFN RN TZEZ .

# Oracle Linux 6 ¥ & LIt EZ N AR F R < HILLRE,

KR : £ Oracle Linux 6 £i=1T Konsole R —/NEHEE, @B Bz RARFHES Z5E,
RS BRI ERB 3 Konsole BHEA --nofork f3 &M,

EEBEEHES , HE X NARFNRE "Launch" ( B31 ) &I+ , RBTE "Arguments for Command" ( i SIS
) FEHBH A --nofork,

14237565 - 7£IF Windows & F iR % L 3T ED A RY T K /)N ] &3

B ;T ENEAL T RE A IE R EAE AR X I B P i 4T ED4L. B4 , A4 TUE A/ SCAS R AT ENAEAL L "Letter” ( fEEK ) T
E AP R RAEEREIHIT DN BREFFRTOINEE XS HITENEL XK,

£ Linux 1 Mac OS X B iwiR & it & HI LRI,

BRE : TENEE LI Windows B IRR & — N E MR,
RRFE  RERFRITEONATEE N ZHITEKNER,
—NEBERTTERM SGD #1THTENeEA PDF $TE,

14287570 - Microsoft Windows Server 2003 R ARFEN T AXRELHRET

8 (Ui RE

3.1.22.

B : XFF Microsoft Windows Server 2003 MR , EFWHIEZ LNERHERERN T ARESHERT 8 L. B
BOWEST 1600 x 1200 GErT& H IR,

B[R : Windows Server 2003 ZEEEBREZSLEFN —NSHEE,
BRFE  ARUNMAERERERNE 16 NHiFMAEESR , 55N Microsoft E%MEF 942610,
14287730 - N TH TR HI X BiREE

B : WIS ITHER tarantella emulatorsession shadow S RENARFSEN TRES HBIME LA T RN B IRHE
B,

X Error: Badlmplementation
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14404371 - "Authentication” ( i ) SNiFEFHAFWAZF A TIE

3.1.23.

3.1.24.

3.1.25.

Request Major code 152 (RANDR)
Request Minor code 8 ()
Error Serial #209
Current Serial #209
RELEMBANHT , REHAFREL,
RR : EFRRRE LN X RE[AZALEFANMNBESH — N EHEZ,

FRAE  XEERERMN , AR,
14404371 - "Authentication" ( 3®if ) X FE K FH P @A FZHFF ol

B . AP ERA SGD "Authentication” ( BE ) X iEAEM ARUEZUER , FLEMAFFIREFTIE, £ Windows
ERRERE L MRAFKILIEESFUFIR (FINRMNESER) W EE,

HAFRE Shift #EEE Webtop L8 HNARFERERN , FER SGD "Authentication” ( 3iE ) X iE4E,
F& : SGD Client tA/fE L& E FiRigE HRBEFHIIRN —NEHRIA,
BRAE  FRAUTEBRRA L,
- EEFREE L, QB NIEUATHAENZERB S
*XmTextField*fontList: -*-*-medium-r-normal-*-*-120-*-*-*-*.*.*
s FEREEEFRIEE ETA,
# xrdb -merge filename
Hep | filename 2 FEHEXHH BT,
=%E |, TANZEIERMEHELE B K Xresources .

14472019 - SGD ER & 5| ST /33h

@& : 7£ Oracle Linux 6 & L , B3) SGD X #8f SGD FEHZIEF.
X SGD E#LAt , SGD RS T HETLF L,

RE : tFBEA Oracle Linux 6 S| AMREZHHREWHNERSIEL, XEWE , ZK SGD (KRB ELFNE
SHE,

FRRTTE | MW T FRRARINAT S 884

# In -s /etc/init.d/sun.com-sgd-base /etc/rc3.d/S90sun.com-sgd-base

16853896 - 1 Oracle Solaris ¥ & £ Il Gateway F4% 6] &

@ : M Gateway HRZ 4.6 ARFIEAK 4.71 25 , AP EERER. WRBHIE Oracle Solaris ¥4 L,
£ Gateway B &I (/opt/SUNWsgdg/proxy/var/log/proxy.log) B HERZE Sl a0 T B9 E5 iR B,

Caused by: java.lang.RuntimeException: Could not parse key values

at sun.security.pkcs11.P11Key$P11ECPublicKey.fetchValues(P11Key.java:1000)

at sun.security.pkcs11.P11Key$P11ECPublicKey.getParams(P11Key.java:1025)

at com.sun.net.ssl.internal.ssl.HandshakeMessage$ECDH_ServerKeyExchange.<init>
(HandshakeMessage.java:875)

at com.sun.net.ssl.internal.ssl.ServerHandshaker.clientHello(ServerHandshaker.java:698)
at com.sun.net.ssl.internal.ssl.ServerHandshaker.processMessage(ServerHandshaker.java: 151)
at com.sun.net.ssl.internal.ssl.Handshaker.processLoop(Handshaker.java:593)

at com.sun.net.ssl.internal.ssl.Handshaker$1.run(Handshaker.java:533)

at java.security.AccessController.doPrivileged(Native Method)

at com.sun.net.ssl.internal.ssl.Handshaker$DelegatedTask.run(Handshaker.java:952)

at async.channel.ssl.AsyncSSLEngineRWChannel.unwrap(Unknown Source)

FRR : #E ghsk INZE % (elliptic curve cryptography, ECC) MZZ LA K E L Oracle Java 1.6 M4 B & &ljE] &,
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WRA 4.71 FVEEIRIEE

BRRGE . —FhERRF SRR Gateway FTEA Y Java B (Java Virtual Machine, JVM) #9 ECC &%,
+ YR%E /opt/SUNWSsgdg/bin/script/gateway_start i<,

EIZBIATREDRY JavaArgs BEE LRI TETHS .

-Dcom.sun.net.ssl.enableECC=false

« EFF3 Gatewayo
# /opt/SUNWsgdg/bin/gateway restart

K

==
EE

Gateway F%#F ECC ZBEMH, AXIXIFNEBEHNTEIIXR , BZNE 2.35 1 “SSL
X,

3.2. lx & 4.71 FRHEIRIEE

TRIETE 471 RITHRPEENERER,
& 3.1 K 471 RITRFEBERNHEIR

2E

iR

17003852

BARF{EERRERINEL

16989187

BREEE Tab BN HNARFEOIRANZENARFED

16899111

B8R # CDM #FE , & "/My SGD Drives" I F A B X

16899070

ttaprintfifo RSB &AL LE

16884589

ttaexecpe FToEB /B , SBLEBHFNWRARF

16773615

{1t tarantella FF3k4LB9 "FIND ${INSTALLDIR}/VAR" & E

16772707

MEZE , UEEARNT B HITERLSRE MR

16748362

EAREEHEN tarantella BB RIBIBRETES KK

16692287

GNOME MARFHNERSHEZPHEEEN A

16670054

£ Java Plugin 7u21 T Windows & i kB3

16656659

RERHEMENT2ERELEEONARRF

16656654

T Webtop #2248 N FARF

16656650

Oracle LDAP ZFFim it @XAFEXEfr AR HPIER—RERMHER

16630249

SGD FFintn 51T - THRB/SBFEE

16630231

SGD 4.7 EW B SCIM : T3 Ctrl 8 + ZREB3

16630197

£ KDE SHEA A8 A B 38

16630179

AXBEHRNEZERAT AR

16630140

£/ NetBIOS & FrAd R ERH. &% VDI 18

16630117

EEH B2t PROXY.LOG &2

16629961

£ Windows Bk E LA BRI &%

16629956

REPROMPT FOR USER CREDENTIALS ON APPLICATION LAUNCH AFTER PASSWORD
CHANGE

16629947

Xserver o3& TBh Firefox 12T HAER

16629936

1£ KDE R ATEFFi5A Potato Guy #EXAT , X MARFERLSESH

16629908

£ SGD 4.7 8t Java RARFERFESR

16629900

FH4% SGD f51E Windows & 1if K& 3 B T EE 1T

16629887

£ Linux EEA TR T E=XH Kiosk MARFE , SGD FF i ik
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RATHR 4.71 PR AL R

& iR

16629873 iZ1T xeyes BHH I XPE SIGSEGV iR

16629845 £ Sun Ray Client £ SGD 2B 4RI

16629835 1£ AnimCurScreenBlockHandler 2 HEl TTAXPE SEGV 4&i%

16629794 SGD 4.71 By 0 ROBOTS.TXT X4 E XK

16629786 BN TR applet RiZEB AP IEN B

16629779 {1t H5C B Pk A B 3 7= K/ ( X% mod_deflate )

16629775 A Java 7u11 B E REHIOXS EAE

16629742 MRESPBHIEERFR K MATRELESERSH

16629736 SERGTERLTELSBRIF Webtop

16629708 FIX FOR POTENTIAL INFINITE LOOP IN DYNAMIC LAUNCH SHOULD BE PORTED TO MY
DESKTOP

16629590 BiRTA$E

16629578 SGD & Fime 3 —1 Windows RIARF A ZMER BN ESEH

16629561 HIDE "CERTIFICATE WAS ADDED TO KEYSTORE" MESSAGES

16629551 SETUP.LOG M%7t RILERATKHA

16629516 BEREIEPREH

16629498 tarantella E& - FRTEEA

16629489 FTENEL TE S R B B A 2

16629455 yum tem REFR LN AFHE sgdaudio SFH # A BTN

16629447 F4% Solaris SGD Bt K LA BR 7] &

16629434 RPM ZEEE N AUTOPROV &EH No

16629420 Solaris 11 B FH K5 /VAR/SADM/INSTALL/CONTENTS

16629409 Solaris 11 3% 0 80 LAE PKG.DEPOTD it

16629398 L2 BRI H ATTRIBUTEMODIFICATIONEXCEPTION &

16629381 FoE* Solaris 11.1 (SPARC) L %% SGD

16629357 HTTPD.EXE SR AEXM , HTEE 3

16629341 SGD 4.7 ARFARIF BELRIUEH

16629329 tarantella restart i FBR & KK

16629272 EAFNEERE VDI REEFBEMEXH

16629236 Jo3E4E Oracle Linux 6.3 LB SIS RF

16544481 SGD 4.7 VDI KB 5/ REREE— VDI 35

16536833 RERKEE , TENGRTEMIERE SGD B %

16514945 KREH ENS BIEEF#NRQIERKFIB

16477561 RE 14727157 WS8R , R REIBNMATFE

16090774 WINXP Z P #H SGD 4.7 1775 & 2 22 B 5 R B

16002599 MARFEMNARME , RARF Webtop ££1%F T A

14489488 NAMINGEXCEPTIONTHROWN RESULTS IN BLOCKED THREAD

12308336 SGD VDI RERF T LB SN NTE

3.3. KIThR 4.71 HRY 344 6] &

AHFFIHET 4.71 RITHREE XA EE,
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1&£5 VDI REBFE 7 X B [a 3

3.3.1. &4 VDI RIERRF X5 [F &

25 VDI REEFR —MEMRSKERRF , ¥ SGD WA Oracle VDI 3.2 ZRFERRH,

BT SGD 4.71 R1THRF X Oracle VDI JRZA 3.2 , Fiit , AP I ENEXESZ VDI REEFHNERMNEEN
BT EATHAITIRE SGD.

3.32. ZREBRALRNMPBH XIEHR LK
EEEAHAHNXHES , HRBREHALUTER : ERX2EXNRZED , TEMA SGD RES[MPHAERERE,
{Oracle Secure Global Desktop % ER) F“&R% SGD WEXEA MBI WHARMZWT :

MBHELZLERXNTRE | REEFMNAZER tarantella security enable A EEBENE AR &R, BHAERLALTER
WA, Eik SGD BR85S SGD Gateway —i2fE A,

BXxFEALG SR SSLIEPH N SGD REF[EALSEERSAMAEELANESER |, 20 (Oracle Secure
Global Desktop BEIEIERE) o

3.3.3. HEREIRA Windows JEM R ERIRET E#H

1 (Oracle Secure Global Desktop B/ ) FH“Windows BARFERXM’EF & |, FiiRH Windows iEMtR X 8%
BERER,

EHEERM TR
HKEY_LOCAL_MACHINE\Software\Oracle\Enhancement Module for Windows
1£ 64 {1 Windows ¥ & L |, ZBEBRUTAT :

HKEY_LOCAL_MACHINE\Software\Wow6432Node\Oracle\Enhancement Module for Windows

3.3.4. SGD BEF inHRAMRE Web ARSI

{Oracle Secure Global Desktop EEER) FH Web REF KB LMK F D TLUT SGD BEF BT RITSH.

S B
-compat-checked B35 SGD B iwht , T4KE SGD B %5 SGD RESFMRA
=BRS

3.3.5. X Java Plug-in i Z £ BEMEN

{Oracle Secure Global Desktop BEEER) 5 1 EEM WU EFA Java Plug-in BHRLBE " Bo T BREEREL
Java Plug-in BRI ERTA Java Z£RFIMAFIHZ LB ENE R ENER.

L ER 0 P RS BB 0 T AR
“MRNEIBRBAT Java AR |, U Java Plug-in Rt ATeEL @ A P& HAX Web RS 88 SSL IEBMBESE . XEURT

Java BHIERPWEE, FER , X TRELE Java Plug-in BREFIRAE , BINE Java ZERFIEERWE X EHATAEN
EPNBEELERREEE. 7

3.3.6. BEIEEH A Web N AR FRIERET EHH

{Oracle Secure Global Desktop BE5r) F5H 7 EMN EEEH ARERE BT RN EREFE Web MAERFFIE
ANSBERFAHNERTER,

ERE R AR BE RN W T AR

/opt/tarantella/webserver/tomcat/tomcat-version/webapps/sgdadmin/WEB-INF/web.xml
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3.4. BH R B IR E B |
AT IRMEA R MR R B ELZ B XK Oracle Secure Global Desktop =@ IFHE L.
ERERBRBE—MAE , TFHEREE LR Secure Global Desktop Bt Xitiz, iz 2HAEXKER |
£ Secure Global Desktop 3 ## Xitiz X M EETRIUEAEB SR Oracle WEE., MREFEZHRGEMBEZIT
T “Oracle FRAESZIFL” , M AiZiE3S Oracle Support ( {ZF https://support.oracle.com ) &IZ 24,
MEAEREGEE , FRHENATER (WMREAR)
o EEER , BERERBHERARIN SN REF EHFIE,

< UENRE, RERSGRA, REREBENRAR, ESHRATRRES ( SFELMANFREBIER ) UARTESR
Wi ) B B LA R A

. BERNEENEASE  UEETEE,
. FPARIE B BRI

3.4.1. 5 Oracle TRXFIFIEBR

MBA Oracle B ZIFFRIARF (Customer Support Identifier, CSI) , ¥ %22 # /A My Oracle Support ( Mt}
https://support.oracle.com ) R RAIE, & Oracle BRI CSITBREEHNEIE., F=FR4IBRE=FEF
"X,

WMRTEEBRRIEH R |, @ Oracle TRZIFPAMEEE , LIRIBEARBERBRIEE - mAIE, ARROIN XK
IRMEEUTEEREFHRRENEE

« &M Oracle B Z#EFRRAF,
SRR
o BEE Oracle HEBIARRHY R B BB IR,

MEEFHEEZH CSI, EREEFMEER/M XM RIRS 4 (http://www.oracle.com/us/support/
contact-068555.html) , A/FEKR Oracle ARFEBI IR BIZE —NIEHEARIEFIER (service request, SR) , FKBEM CSl. 3K
B CSl 7 , #ETREALUET My Oracle Support 8241,

3.5. XA 4.71 AN E=F EFEFHNWEN

AT Apache EZEFHER T SGD MRA 4.71,

AE
@ BX SGD ERAME=SHRHNHMERFEH , HS N (Oracle Secure Global Desktop &
ERD o

Apache HTTP Server
Copyright 2013 The Apache Software Foundation.

This product includes software developed at The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications(NCSA) at the University of lllinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University,
and Bell Communications Research, Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source
software, written by Philip Hazel, and copyright by the University of Cambridge, England.
The original software is available from
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

Apache Portable Runtime
Copyright (c) 2011 The Apache Software Foundation.
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This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications (NCSA) at the University of Illinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm.

This software contains code derived from UNIX V7, Copyright(C)
Caldera International Inc.

Apache Portable Runtime Utility Library
Copyright (c) 2011 The Apache Software Foundation.

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing
Applications (NCSA) at the University of Illinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University,
and Bell Communications Research, Inc (Bellcore).

Apache Tomcat Connectors
Copyright 2002-2012 The Apache Software Foundation

This product includes software developed at The Apache Software Foundation
(http://www.apache.org/).

This software contains code derived from UNIX V7, Copyright(C)
Caldera International Inc.

Apache Tomcat
Copyright 1999-2013 The Apache Software Foundation

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

The Windows Installer is built with the Nullsoft Scriptable Install System (NSIS), which
is open source software. The original software and related information is available at
http://nsis.sourceforge.net.

Java compilation software for JSP pages is provided by Eclipse, which is open source
software. The orginal software and related information is available at
http://www.eclipse.org.

For the bayeux implementation

The org.apache.cometd.bayeux API is derivative work originating at the Dojo Foundation
* Copyright 2007-2008 Guy Molinari

* Copyright 2007-2008 Filip Hanik

* Copyright 2007 Dojo Foundation

* Copyright 2007 Mort Bay Consulting Pty. Ltd.

The original XML Schemas for Java EE Deployment Descriptors:
- javaee_5.xsd
- javaee_web_services_1_2.xsd
- javaee_web_services_client_1_2.xsd
- javaee_6.xsd
- javaee_web_services_1_3.xsd
- javaee_web_services_client_1_3.xsd
-jsp_2_2.xsd
- web-app_3_0.xsd
- web-common_3_0.xsd
- web-fragment_3_0.xsd
may be obtained from http://java.sun.com/xml/ns/javaee/

== NOTICE file corresponding to section 4(d) of the Apache License, ==
== Version 2.0, in this case for the Apache Axis distribution. ==

This product includes software developed by The Apache Software Foundation
(http://www.apache.org/).

The following applies to all products licensed under the Apache 2.0 License:
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You may not use the identified files except in compliance with the Apache License,

Version 2.0 (the "License.")

You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0.

A copy of the license is also reproduced below.

Unless required by applicable law or agreed to in writing, software distributed under

the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied.

See the License for the specific language governing permissions and limitations

under the License.

License: Appache 2.0, 2004; http://www.apache.org/licenses/LICENSE-2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Your modifications, or

for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
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except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS 1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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