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VMZHRHLT B 72012, WL O OREEDS BN STV ET,
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LRI, NIST 800-57 TEZESNTWET,
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1-3 T, RETRESNTOLRELERIL OKM (IZL > TEMENZbDTT,
OKM Manager THAMRA L TWD L XL, bo b bRNRAIDORED LB RINET,
OKM DIREEZKIZ R L E7,

7 4 T 4 74t (Pre-activation)

ZOWERIZ. FOENER SN, EEFEATREICR > TWARWI AR LET,
T 7T 4 TALEREED T, ST E ST, ARREA L ERTE T VD 2 DOIREE A HL
HZENTEET,
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ERRE ZIREEIL, OKM 7 7 AZ NOWT O KMA ETER SN -@# 2R LET,
ZOWREEDHIT. v /LF OKM 7 T AZNDIEZNDH 72 & 150 KMA IZERLE
N5ET, AEREHFOEFICRD ET, KMA DR | DORGFIET DT T AKX T, &
DAERBARENGERETAHI2IE, DK< Eb 1 DOy 77 v FICFlsk SN A MLE
NHY E9,

EFET

Yefigos TIRBEIX, 28N, BEREZEIANv 7T v AL s THELLR#ES LT
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BT, To@ENERIN-LE FE (B OKM 7 7 AXDEAIT) Ny
TyTEInkEXITHEAELET,

79T 1 7 (Active)

ZORET, TOREERORE (HE5L). EITLANRE S N EHROLE (18
) OO TESD Z L &R LET, NIST Tk, 777 1 77t a2 (REHFH,
EERH, MR ES LOUEEZITITZDICHRETE AN RENTVET, &
BT, MR T —Z B SLEOSA X, FrEO MM P IIHEROE#ES L OWMHEHA L LT
WAEABEHT 220 TE, ZOWMPBE L L5 S UHGEHE L THEHTE
5 EPHBIIORSINTWVET,
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WRBIZZ2 0 £4, b= —Y =2 P LWEOERZERT 5 L, B Y THE
T Ed,
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PRatds L OMLERIRARICH 285 1 DB W LMW 5 & BT LWEZ/ER L £,
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LERHA, ZOREOHEAT—x MIEMETAZ LIITEXERA,
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NV £, Fa—V—12d, 1 DU LOFEFITERFLAOEEINMHE SN TV E
T, INHDOEENT, kD LB T,

X2 YT 4 —BFEHE — OKM ORTEELEHLETLET,
ARV —F — = — V2 NORELAFEEETFETLET,
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R—FEE Protocol FME figsn
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161 UDP Fefoe SNMP (SNMP ~ % — ¥ — M
EFRINTNDEHEADR)

546 UDP Pefoe DHCPv6 (KMA %' DHCP &
IPv6 ZEH 5 & 9 ITHERk =
ILTCWDHEEDR)

4045 TCP/UDP Listening NFS & v 7 7 —%F > (KMS 2.0
DI

:I —

2.

BENT 7 AT I+ —NEEHTH—ERA7at ¥ DO Web f > ¥ 7 =—
ARLOKM a2 =W IT 7V BATED L9 T5I121E, B— b 443 236
WTWARERHY £97,

ELOM ¥ LUV ILOM A — h Zfigs8 3 2121, [Oracle Key Manager
Installation and Service Manual] ZZ M L T 72 &1y,

12 OKM 2.4 Administration Guide July 2011



ME

2y T —9RAD OKM

1-4 12, OKM Y U =—3 3 v OEEH R EfE =~ LET,

\‘S e R AR

| TIvhTr—L
H—ERFIET—5 0
RO
( &+ IrT—2
s T
KMA -/Key Management
Appliance
T10000 7—7 a

K547 R LT —4

T10000 F—TKZ4F
avy—v

BEI—JRT—av

1-4 OKM YV ) 12— 3 U DIZEM TR

Revision 01 BN 13



T4 UNIVIDERE

OKM Manager DY 7 b =z 7EH
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* Solaris 10 10/09 (Update 8) x86

* Solaris 10 9/10 (Update 9) SPARC
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*  Microsoft® Windows Vista Business

*  Microsoft® Windows XP Professional Version 2002
*  Microsoft® Windows XP Professional

*  Microsoft® Windows Server 2008 Version 6.0
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® @ Oracle Premier Support OFEHE T,
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M2 L0 Bl R4 5 K o Icikit S TuvE 94, ASR TidE7z., B2 Hr

T2 DOIEMIZ L > T, A — MELHEMIL S ET, ASR 1A A h—/L &l
DEGTHY, EX 2V T 4 —2RETH-DICR B - =L o THI SN F
R

ASR ZHNZTH1T1%, 218 ~X—® TASR (Auto Service Request)] &ML T 72
W, BX 2 VT 4 —HEEOEREIOT 7 AMENRLETT,

BN RF 2 A2 M, RO URL TERTEET,
http://www.oracle.com/technetwork/server-storage/asr/documentation/index.html

Sun ¥ AT LD7=8 D Oracle Auto Service Request @ Web Y1 RMIKRD &Y TT,

http://www.oracle.com/us/support/systems/premier/auto-service-request-155415.html

22 OKM 2.4 Administration Guide July 2011



2

[FCHIC

ZOETIE, ROEHFIZSWTHALET,

o —bERTutyHtENLEZKMA ~DT 7t X — Embedded Lights Out Manager
(ELOM) & Integrated Lights Out Manager (ILOM) (2 X > T, 22> Y — /b ~DizEfFEHE
fe RSN ET (24 ~—V ),

*  QuickStart 7’7 7 7 ADFEIT — QuickStart (X, K (X= VT 4 —HEHEEIX
BRDHLMNEN) BFH LV KMA 2T 57D TE 22— 4 VT 14—
TT (33—,

F - v AHYEDL QuickStart ZFEITTEETHA, o7 S
TALACEHEHEREX 2T 4 —R"TA—=F DL NDHTD, B

BIBEOEF2 )T 4 —KRY =W~ T, BOTEITTSH L

INCRINT D AlREMEN H Y £,
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H—EXT7OEYyHYZENHLIEEKMAANDT7IEX

Embedded Lights Out Manager (ELOM) & Integrated Lights Out Manager (ILOM) T/,
A == 3ROV -2y PRBEH I THET, Zhbo—E XA
Tut Lo T KMA ~OEBHEGED RIS N D 72O, QuickStart 7w 77 K7 X
DY —N—DREZ EIT T ET,
¥ —
Sun Fire X2100 % 721 X2200 #—/3—T& %5 KMA 3 —E A7 10
twyH & L TELOM ZfEH L TWHDIZ% LT, Sun Fire X4170
M2 H—/"—=Tdh % KMA |3 —E 27 mt v 4L LTILOM Zfll
HLTHET,

AR HZ DV Tid, [Embedded Lights Out Manager Administration
Guidell F7-21% [Integrated Lights Out Manager Web Interface
Procedures Guide] #ZH L T 7230,

KMA ~ Q) #E4%
ELOM F721% ILOM %4 L72 KMA ~O##HHIIZ. ROWTRnEHEH L £,

+ LAN I NET MGT ELOM F72F ILOM A ¥ 7 = — AL B R MU — 7 8t (HE
5 )

o KMA IZEEFISN TWVWAF—R—FRKEE=H—

ﬂ§§> Ry FT v Tavhick-> T, Windows TORDFEIEIZ L AEEN T2 7
DEJ, FEEZBEBT RN, Ry T T v 7oy hEEB LT EE0,

T4y RUIFEFRRINDN, 2 =T 4 v RURERINZOVEAIL, Web
TV ERIT Java N—Va Lt —E XTI HEBENRD Y £H A,
77 UHE Java HRFRICT v T 7L — RLTLZE, AfEOH 53—
Varno—&iI, #£2-1 #BRLTIEE,

% 21 4R—FShTL\% ELOM Hifi®d Web T34 E LU Java NA—Ta v

Java Runtime Environment

95472k 0S YR—FEHh TS Web T5H  (Java Web Start Z5L)
e Microsoft Windows XP » Internet Explorer 6.0 UMkt JRE1S
O Moxzilla 1.7.5 LA (Java 5.0 Update 7 LA )

e Microsoft Windows 2003

. . . e Mouzilla Firefox 1.0
*  Microsoft Windows Vista

Mozilla 1.7.5 LA
*  Mouzilla Firefox 1.0

+ Red Hat Linux 3.0 8 X1V 4.0

e Solaris 9 * Mozilla 1.7.5
e Solaris 10
* Solaris Sparc

e« SUSE Linux 9.2
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%21 Y R—FEIhTL'S ELOM B2 Web T 505 E LU Java A—2 3>

Java Runtime Environment 1.5 (%, http://java.com "6 X U m— RTEET,
ELOM ¥ == 7 )V OiHi/S— 3 %, http://docs.sun.com/ TR TE £7,

£ 22 HR—FEHhTLS ILOM BEfED Web T3 E LY Java /N—P 3>

9347k 0S8

Java Runtime Environment

HYR—rESh TS Web TS5HH  (Java Web Start &%)

Microsoft Windows 98
Microsoft Windows 2000
Microsoft Windows XP

Microsoft Windows Vista

Internet Explorer 6.0 LA JRE 1.5

J 5.0 Update 7 LA
Mozilla 1.7.5 LA (Java 5.0 Update 7 LA
Mozilla Firefox 1.0 VA&

Opera 6.x LA

Linux (Red Hat, SuSE,
Ubuntu)

Mozilla 1.7.5 LA
Mozilla Firefox 1.0 LA
Opera 6.x LI

Solaris 9

Solaris 10

Mozilla 1.7.5 LA
Firefox 1.0 LLf&

Java Runtime Environment 1.5 /3,

http://java.com 22 H X U m— RTEE T,
ILOM 574 ROBAED/N— 3 0%, http://dlc.sun.com/ THR T £97,
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Ry 7= EBOMKER - ELOM

1. 2y hU—27 FOMOT—7 27— a2 LT, Web 7T U A2 EILF
7,

LAN 1 (NETMGT) D IP 7 FL A ET1IAR A M (R L7ZIEN D DT L) %
f# 1 L C KMA ELOM (28t L £,

E — ELOM ICE ENTWDREHAEN, Bl ¥ ToncamEzix
IP & —EH LW, Web 77 W2 1 DLLEOEENRFRI N
7,

3. TOKJ F721% lYes) 227V v 7 LT, 2 bDEELZEEL £,
M LME | - h . ELOM Ou /A v 7ar 7 MnERINET,

2-1 Embedded Lights Out Manager ® A% 4 Y EE

Sun” embedded Lights Out Manager

http:/f dalwhinniez

Username : ||
Password : I

Login | ResetI

. Use is subject to lic terms. Third-party
pplier: ) i th laga,
s, In e ries 3

4. z—H— 1D IT root,
/XA T — RIZ changeme ZffH L Tr 74 LET,

RIZFR S5 H T |L Manager OB TY, Y— "—Z 45 L7221 T, £72
P N—DFEJPNR A TV WEGE, VAT LAOREIZET L THERA,
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KMA 1. &Y OEIRFEARHZ ABRIEB T 5 L 2 Il I T v, EREA
MHES CEEEN L € QuickStart 7' v 7 R RRREINDIET T,

5. [System Monitoring] ¥ 7% 7 U > 7 LT, ERORELHEZEL ET,

6. [Power Status| 7% [power off] #/RL CTWAELEIE, ElOX 7ITOLAEICH 5
'Remote Control] ¥ 7% 27V v 7 LET,

7. 2 ZBHDH 7471235 5 Remote Power Control] # 7% 7V v 7 LET,

8. [Select Action] R w7 7 T [Power On] #i&IN L, [Save] "¥ %7 VU v

7 LET,
KMA OEFEHEANDEBENET, ZOAFRIITES D00 T8, FORE

KMA OfEREHITTEET,

2-2 BRI

Sun™embedded Lights Out Manager

Sun™ Microsystems, Inc.

System Information System Monitoring Configuration User Management Remote Control

Maintenance

Redirection Remote Power Contral Hotkey Setup

| Porvver Contral

[--- Select Action —— x|

9. EEHD X 747123 5 Remote Control] ¥ 7% 7 U v 7 LE1,
10.2 ZHHDOZ 717128 5 [Redirection] # 7% 7 U v o7 LET,
11. l'Launch Redirection] "% %27 U v 7 L%,
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EEo Y=o 0 RYOKERNZ, Java 7 Ly R F Do — RENET,
K 2-3 YA LY 3 DiLE (ELOM)

f Server Management - Windows Internet Explorer provided by Sun Microsystems ;Iglzl
& - [ rpsieabion comran conf & cateatefror | 49/ % [ivesenn 12]]
&

W ke & server Management | | M- - QEége. - 0 Tals - A

| szour |
Sun™embedded Lights Out Manager

‘ Redirection | Remote Power Control | Hotkey Setup

Launch Redirection

Launch Redirection Manage the host server remotely by redirecting the system console to
your local machine.

Launch Redirection

0 = AR

ZITHLWY 4 RUCERE= Y — VEE A RIS E T,

12.javaRKVM.jnlp 7 7 A AR ER ENTHEIT. THERFLTHLHRE, ERE= v
VnwREBLET, BRINTWIEEROLSTHAIL. ThbzdTXTr Uy
7 LCHEHRLET,

13. ROMBFENEE FITTAIT1E, 32 X—2D [OKM = > V— L of#)| ([CHELE
j—o
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2y FI—OEHOFER - ILOM
1. 2y hU—27 FOMOT—7 27— a2 LT, Web 7T U A2 EILF
‘a—‘o

2. LAN 1 (NETMGT) ® IP 7 KLU A E /23R A M4 (R LIZIENYVOT FLA) %
i L C KMA ILOM (286t L £,

E - ILOM IZEEN TV HREEN, E0 Y Ton4riEix
IP & —EH LW, Web 77 W2 1 LI EOEENFREI N
7,

3. TOKJ F721% lYes) 227V v 7 LT, 2 bDEELZEEL £,
LA | bl ILOM O/ A a7 RnERSET,

2-4 Integrated Lights Out Manager ® R4 A “EIE

Integrated Lights Out Manager

5P Hostname: SUNSPO01EGSSE4E44

User Hame:

Password:

4. 2—H%—1ID IZ root,
/XA T — RIZ changeme ZffH L Tr 74 LET,

WIZFKR S5 B X Manager OB T9, ——Z8He L2721 T, 72
P—R—=DBFENBA > TR WFAE, VAT AORENIET L TWERA,

KMA 1T, H&AIOEFRBZARICHEBICEFH T L IR En By, EFREA
NHES TiEEY L T QuickStart 7' 1 > 7 R RFRENDITT T,

5. [Host Power] OFRICE RSN TWHBEIROREZ MR L FT,
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& 2-5 R
T A 1 Warning REFRESH

User. root R ra 5P Hosthame: old

Sun™ Integrated Lights Out Manager

Overiew Components Fault Management Identification Information Banner Messages Session Timeout By

System Overview

Wiew systerm summary information. You may also change power state and view systemn status and fault infarmation.

Product Narme: SUMN FIRE #4170 M2 SERVER
Part/Serial Number:  LMAANDY-0171024FMMO332

Host Power: Oon Change... J
Systemn Status: Faulted | “iew.. )

BIOS Yersion: 08010405

5P Hostname: aldwhiskeyriver?
Uptime: 22 days, 01:35:14
IP Address: 10.80.181.208
ILOM Version: v3.0.9.15 r54861

6. [Host Power| 2NEIRUIW 2~ L CWA5A 1L, [Change] Rry 7 X %271 v

7 LET,
7. TSelect Action] Ko v 7 Z17T [Power On] Z#®INL, [Save] "¥ %7V v
& Li—é—o

KMA OEFHRANDBEBEESNET, ZOMBITITES D00 T8, KMA OERL
EHATT A ENTEET,

8. SLEHD Z 717124 % [Remote Control] # 747 U v 7 LET,
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Revision 01

9. 2BHDH 7ITITH D [Redirection)] 7% 27V v 7 LET,
B 26 KA LY 3 DEE (ILOM)

REFRESH

[ oot R SP Hasthame: als

Sun” Integrated Lights Out Manager

Remote
Control

System System Power

J Redirection | KMMS | Remaote Power Contraol | Diagnostics | Haost Cantral |

Launch Redirection

Manage the host remotely by redirecting the system console tayour lacal machine. Launch the Sun ILOM Remote Consale to utilize the REX
features.

[ Launch Remote Console ]

Storage Redirection

You can optionally redirect local COROM [ Floppy storage devices or COROM I Floppy image files from yourworkstation to the host by using
non-graphical storage redirection utility. This consists of a hackground service process running on your local machine that manages and
redirection to the host. This service is Java Web Start based and can be started by clicking 'Launch Service' below,

Launch Semvice |

10. l'Launch Remote Console] "% %7 1) v 7 L%,

EFar Y=Ly 4 RUDOEBENIC, Java T 7Ly hRF T — RENET,
T, LW o RUIGERa Y = VEERERRINNET,

11.javaRKVM.jnlp 7 7 A AR ER SN HEIT. TNERFLTHLHE, ERE= v
V=N EREBLET, BRINTWDLIEERHSTZLEIL, T bE2T XTI v
7 LTEGRLET,

12. ROMBFENEZE FITT A1, 32 X—2D [OKM = > YV — /L OfE#)| [CHELE
7,

IECoHI= 3



OKM O YV —ILDOiEE
. fEEOF—%H L, Enter ¥—Z MWL THATLET, KMA 73 SCA 6000 7 — %
Frxv 7L, TOAT—HFAEHRELET,
K 2-7 &fRa>vyV—IL

Video Quality | Hat Key | Storage | Control |

Lo I I

ny character and the Enter key to launch the 0OKM C

the

stem,

the Enter

2. Enter ¥ —%#H L EJ,

Z 2T, 34 =2 ® [QuickStart ®iEHE)| T I TV QuickStart 7’12 75 A~
nr7 MIERET,
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QuickStart 7045 5 LDEFT

HIR DT 7 4L MIRREICH D KMA OEJRZ AN D &, QuickStart & MEEHL 5 Frik

72E— RO KMA HAA = 2 — 0 HEJIZEIT S E T, QuickStart 12X > T, KMA
DI LB 72 AR R DA R HANUNEE S 4V E T, QuickStart 7'1 777 LD ELTHN

WO AERIZETTHE, 207 vl T MNIFEIITTEEH A, FE QuickStart

T T AT 7B ATHITIE, KMA A RO T 7 4L MREBICY By b5 L

MFEIIH D A 357 X—=TD [KMA OHEFEREOT 73V b~D Uty b 25
1),

E - DO X, KFEOT Y b U RNa—F =5 a9 2 E
FRLTHET,
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QuickStart D2 E)

QuickStart 2 F(TT HI121%, ROFINEEZFEITLET,

KMA OERZANET, ¥ KMA OFERZ T CHTAND &, QuickStart 23FAT &
. ['Welcome to QuickStart! | 233K/~ SILE T,

Copyright (c) 2007, 2010, Oracle and/or its affiliates. All
rights reserved.
Oracle Key Manager Version 2.3 (Buildl036)

Welcome to QuickStart!

The QuickStart program will guide you through
the necessary steps for configuring the KMA.

You may enter Ctrl-c at any time to abort; however,
it is necessary to successfully complete all steps in this
initialization program to enable the KMA.

Press Enter to continue:

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.
Available keyboard layouts:

Albanian ( 2) Belarusian ( 3) Belgian
Bulgarian ( 5) Croatian ( 6) Danish
Dutch ( 8) Finnish ( 9) French

German (11) Icelandic (12) Italian
Japanese-type6 (14) Japanese (15) Korean
Malta UK (17) Malta US (18) Norwegian

) Portuguese (20) Russian (21) Serbia-And-
Montenegro

22) Slovenian (23) Slovakian (24) Spanish
25) Swedish (26) Swiss-French (27) Swiss-German
28) Taiwanese (29) TurkishQ (30) TurkishF
31) UK-English (32) US-English

—_ — — — — ~—

(
(
(
(
(
(
(

O o0 WoJ»k

e e

(
(
(
(

The current layout is US-English.
Please enter the number for the keyboard layout : 32
The keyboard layout has been applied successfully.

Press Enter to continue:

E — Ctrl-c ¥—%#9 &, QuickStart 7227 7 AN U v hIi,
[Welcome to QuickStart! ] IS FFERRSNET,
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Y bIT—VERDIEE

ROFREEMNTDE, Ry P = HEREMSLTE £,

KMA OEEIP 7 FLADHRE
KMA OB IP 7 FL ZE2RET 51213, ROFIEEEITLET,
1. Enter ¥—Z2F L CHfTLE T, ROFEENFRINE T,

Set KMA Management IP Addresses

Press Ctrl-c to abort.

An IP Address configuration must be defined in order for the

KMA to communicate with other KMAs or Users in your system.

Do you want to configure the Management Network interface to have

an IPv6 address? [y/n]:

Do you want to use DHCP to configure the Management Network
interface? [y/n]:

Please enter the Management Network IP Address [10.80.180.39]:

Please enter the Management Network Subnet Mask [255.255.254.0]:

2. A4 v A=a2—0 [Please enter your choice:] BT, 32 AL
T Enter ¥—%fM L £,

3. [bo you want to configure the Management Network interface to
have an IPvé address] B U7 hT, nEZEXy OWITNNnEANLET,

4. Ipo you want to use DHCP to configure the Management Network
interface] YRV 7 M T nElFy OWWThnaz ANILET, n AL
Bk, FIES ICERET, y Z AN LIESEEIE, FIE37 X—2 0 [KMA OH—
EAIP 7T FLADOKE] ITHEHLET,

5. 7a T, BHXYy NTU—2DOIP 7 RLAZ AN LT Enter ¥—%# L F T,

6. [Please enter the Management Network Subnet Mask: | B 7k
T, 7%y h~AZ 7 KL A (255.255.254.0 72 &) Z AJ) LT Enter ¥ —% L
£
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By R—Fr7ho2 FOFERIE
B AR—FT 0 bEFHCT DI, ROFNEEFEITLET,
1. Enter ¥— ML THATLET, ROFTRNPETRINET,

To assist in troubleshooting your network configuration,
you might want to enable the technical support account for the
network configuration steps of the QuickStart process.

Do you want to enable this support account for the network
configuration steps of the QuickStart process? [y/nl: y

Press Enter to continue:

2. QuickStart THATY R— 7 H o> NEAEHIT H5HA1E. Do you want to
enable this support account for the network configuration

steps of the QuickStart process?] YR 7 hNCy&HAHNLET, T
DUSNOEAEIZ, n Z AL, T3 IZEARE T,

F -y EADLESAE, 359 =V [HiffrR— T ho v
FOANMME] THBELZOER UL e F R FERENET, =
ooy MK L e, FIE 3 ICERET,

3. Enter ¥ —Z# L THAITLET,
F - BN A= T AT N EEIINC LIEHEAT, 40 X—UTR
ENTW5 [DNS REDFTE ] O Z5E T Lz & . QuickStart
NEDT AT FEEHCLET, RKOBAENFERESNET,

The support account is now being disabled.

Technical Support configuration changes have been completed.

Press Enter to continue:

36 OKM 2.4 Administration Guide July 2011



KMA OH—EXIP 7 FLADHTE
KMA % —ERXIP 7 KL AZRET HIZIE, WOFNEEZEITLET,
1. Enter ¥ —ZM L THAT L E T, ROBERNFRENET,

Set KMA Service IP Addresses

Press Ctrl-c to abort.
An IP Address configuration must be defined in order for the

KMA to communicate with other Agents in your system.

Do you want to configure the Service Network interface to have an
IPv6 address?

ly/nl: y

Do you want to use DHCP to configure the Service Network interface?
[y/n]l: n

Please enter the Service Network IP Address [192.168.1.39]:

Please enter the Service Network Subnet Mask [255.255.255.0]:

2. A4 v A=a2—0 [pPlease enter your choice:] BT, 4% AL
T Enter ¥ —Z# L £,

3. nEFy oW nud%E, Do you want to configure the Service
Network interface to have an IPv6é address|7 v 7 K TCTASHLFET,

4. Do you want to use DHCP to configure the Service Network
interface] Yu 7 h T, n £y OWThrEZANLET, n AL
BaiE, FES (CERET, y EASLESGAIL, FIH3S X—Y0 [F—Fo=x
A DR /BN BIER] ICHERE T,

5. 7a 7T, b—ERRYy NU—ZDIP T FLA&Z ASILT Enter ¥—&# L
S

6. [Please enter the Service Network Subnet Mask: | 7o KT, ¥
TFy b AT T KL A (255.255.255.0 72 £ ) # AJJ LT Enter ¥— %4 L 97,
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B— kx4 OFF BN/ HIER

IDA=a—FTvasii, BEM B —EX(S) M%7 x—X LOBTED

T=RMUzARE (A=Y H) 5) 2R LET,

1. Enter $—% L THATLET, ROWEBERSN, F— b= A OB, F—
bt OB, BIED S — b = A BROZ T ARDO DTN EETTESH b

DRENET,

Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically are not modifiable, and are
indicated with an asterisk (*). Management routes are indicated with an ‘M’,
and service routes with an ‘S’.

# Destination Gateway Netmask IF
1 default 10.80.181.254 0.0.0.0 M
2 default 10.80.181.21 0.0.0.0 M
3 default 192.168.1.119 0.0.0.0 S
4 10.0.0.0 10.80.180.25 255.255.254.0 M
* 5 10.80.180.0 10.80.180.39 255.255.254.0 M

Press Enter to continue:

Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically are not modifiable, and are
indicated with an asterisk (*). Management routes are indicated with an ‘M’,
and service routes with an ‘S’.

# Destination Gateway Netmask IF

* 6 192.168.1.0 192.168.1.39 255.255.255.0 S
7 192.168.25.0 10.80.180.25 255.255.255.0
8 192.168.26.0 10.80.180.25 255.255.255.0

* 9 127.0.0.1 127.0.0.1 255.255.255.255

* 10 fe80:: feB80::216:36ff:feca:15b6 10 M

(1) Continue
(2) Back
1
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Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically are not modifiable, and are
indicated with an asterisk (*). Management routes are indicated with an ‘M’,
and service routes with an 'S’.

# Destination Gateway Netmask IF

* 11 fe80:: fe80::216:36ff:feca:15b9 10 S

You can add a route, delete a route, or exit the gateway configuration.
Please choose one of the following:

) Add a gateway

) Remove a configured gateway (only if modifiable)
) Exit gateway configuration

) Display again

Sw N -

(
(
(
(
3

2. Af v A==a2—® [please enter your choice:|] B 7 T, 5% AL

T Enter ¥—%#H L E£7,

3. [(1) continue (2) Back] Yo 7T, 1 ZATTLTHKDF—FroxA

BFRT D EE2 2 AN LTURIOTS — FY = A REICRED £,

=) P
X IE

4. Tplease choose one of the following:] w27 hT, 1, 2, 3, £/

4 Z ANJJL T Enter ¥—% L F,

F — LEORKAT Culte F—%2#4 &, BRIFIMEEFEINTITAA
VAZa—ITRERY T,
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DNS EREDIEE

IDA=a—F7a IEDNS HEEZRTTHELEBIT, HTLWDNS RAA 2 (Fr
LWDNS RAA VBT 2548) E DNS H—"—=DIP 7 RLAD AN ERD DT
07 haeRRFLET,

1. Enter ¥— ML THATLET, ROFTRNPETRINET,

Set DNS Configuration

Press Ctrl-c to abort.

DNS configuration is optional, but necessary if this KMA
will be configured using hostnames instead of IP addresses.

Current DNS configuration:

Domain:
Nameservers:

Please enter the DNS Domain (blank to unconfigure DNS) :
central.sun.com

Up to 3 DNS Name Servers can be entered. Enter each name
server separately, and enter a blank name to finish.

Please enter DNS Server IP Address #1: 10.80.0.5

Please enter DNS Server IP Address #2:

2. A4 v A=a2—0 [Please enter your choice:] BV T, 6 A/JL
T Enter ¥—Z#H L ET,

3. [Please enter the DNS Domain (blank to unconfigure DNS):| /1
Y7 R TDNS RAA % ANTJLET,

4. [Please enter DNS Server IP address] 7177 h T, DNS %—/3—D
IP7 RLAZANLET, KT3I ODIPT RLAZANTEET,

5. IP 7 RLVAZIEELZRZWTK T T 512X, Enter F—2MHLET,
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KMA DO ##1E

1. Enter ¥ —Z L THATL ¥, ROFRMPERSNLET,

The KMA Name is a unique identifier for your KMA. This name
should not be the same as the KMA Name for any other KMA in
your cluster. It also should not be the same as any User
Names or Agent IDs in your system.

Please enter the KMA Name: KMA-1

Press Enter to continue:

2. 7a 7 F T, KMA O—EZDikRIF% AT L F1,

E — QuickStart 7’1 77 A& L T—ERE L7z KMA 41,
EREFTHENTEERA, BETHME—DFIEIL, KMA % Hiff
BEDT 7 4L MU &> b LT, QuickStart ZFHEFITTHZ LT
R

DS RADIER

Revision 01

1. a7 h T, Enter ¥— %ML ET, ROERNPFRIIN, 2O KMA ZHL
THLWT T AZEERT B0, BEED I T XX IZHMT B0, 72132 D KMA
DN T T TN T TAZEB L TEDLIENRREINET,

You can now use this KMA to create a new Cluster, or you can
have this KMA join an existing Cluster. You can also restore
a backup to this KMA or change the KMA Version.

Please choose one of the following:
(1) Create New Cluster

(2) Join Existing Cluster

(3) Restore Cluster from Backup

Please enter your choice: 1

Create New Cluster

2. 7ur 7 hTo 1, 2, £33 # AL T Enter ¥—&M L E T,
1 Z# AN LEBEET. 42 =20 [RSEEKRONT]] ~ERET,
2HANNULTEGEE. 49 =V 0 THEFED T 7 AX~OBI] ~ERFE T,

3HEANLIEGAIE, 55 X—=CD [ TFGAXDODNRNy 7T v I nbEDEIE] ~ERE
hj‘o

IECoHIZ M



BABERDAA
BOEIEKEOZ—F— 1D L2 7 L—X L, TNEFNO2—H—ID &/XAT7 L—X
EIATOHEMMANANTHEIICLTLEIN, ZoFE#REZ 1 ADBIELTATT
L2k, BNBIEKEFESOZLOHMICESWERA,

Z OIS CHRYEIGHR DT RTDOA L AN—RNZOERE AT 5 2 L RBEER TR
Baix, 22 TCIIHEMR OB AE AT L T &, H & T OKM Manager TE472
EHAEANTILET,

L, Z0X5iT5E, EX2 T — LU R NETET, BEMMRESEE
BEFEHLCartxa )T 4 —R_uw I T v 7T E2ERLIESEAIR. TO®BAAY I T v
TOEITTIER SN RN H D £,
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1. [Please enter your choice:|] 7BV FT, 1 AN LET, ROFHEN
ERINET,

The Key Split credentials are used to wrap splits of the
Core Security Key Material which protects Data Unit Keys.

When Autonomous Unlocking is not enabled, a quorum of Key
Splits must be entered in order to unlock the KMA and allow
access to

Data Unit Keys.

A Key Split credential, consisting of a unigque User Name and
Passphrase, is required for each Key Split.

The Key Split Size is the total number of splits that will
be generated.

This number must be greater than 0 and can be at most 10.
Please enter the Key Split Size: 2

The Key Split Threshold is the number of Key Splits required
to obtain a quorum.

Please enter the Key Split Threshold: 1

Please enter the Key Split User Name #1: userl

Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User’s User Name.

Passphrases must contain characters from 3 of 4 character
classes (uppercase, lowercase, numeric, other).

Please enter Key Split Passphrase #1l: **xx****x
Please re-enter Key Split Passphrase #1l: ***xx*x**
Press Enter to continue:

Press Ctrl-c to abort.
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pe3E
SEAYEIY A XL gSEI L VMEIL, 201 X—T 0 [#5EREOEE ] &
fEALCERCTEET,

FEOHEIL EWEIL, #EREIY A XU T THLIMLERH Y £7,

A—PF—ID ENRNRT L —XE, ZDOEFX2 T 4 —EMHET DD,
KR —F—DHENATTELEIICLTLIIEEN, TRHDEE L,
QuickStart 7' 12 7' F ADOFEITHRIZELETEET,
2. [Please enter the Key Split Size:] B U7 NT, ARINDHEE D
$c& ANJJ LT Enter ¥— %ML E T,

3. Please enter the Key Split Threshold:] w7 NT, EEEKE TG
T D IO By EIOF A NJ) LT Enter ¥— & L £,

4. Tplease enter the Key Split User Name #1:] B T, wHOHE
SEL—YF—Da—H—4% AJJ LT Enter ¥—% L 7,

5. [Please enter Key Split Passphrase #1:] 71227 M T, RFDHESE|
2—=P—=D/ AT L —X% AJJ LT Enter F—ZHL £,

6. [Please re-enter Key Split Passphrase #1:] Y17 M T, HZAT
LD LR U/NRAT7 L—X% AJJ LT Enter ¥—Z# L ET,

7. FlE 4 ~TFNE 6 280K L, IR LI DE Y A XIIHIGT Da——4 L /XA
7 V*‘X\‘%—g«/\“fﬂﬁ Li‘?‘«o
b -
S E 2 — Y —DLFTE AT L — Xt KMA OBEEO 7= DI S
7END2—Y—T 7 b EFMIL LTV ET,

B2 —P =4 KMA 2—F—2 L3N 22 L ak@|o LE
—aﬂo
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PHtExX2) T4 —EEEL—Y—EROAN

Revision 01

1. TPress Enter to continue:| 77227 kT Enter ¥—%M L E£7T, ROFHFR
NEREINET,

The initial Security Officer User is the first User that can
connect to the KMA via the Oracle Key Manager GUI. This
User can subsequently create additional Users and administer
the system.

Please enter a Security Officer User Name: SecOfficer

A Passphrase is used to authenticate to the KMA when a
connection is made via the Oracle Key Manager GUI.
Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User’s User Name.

Passphrases must contain characters from 3 of 4 character
classes (uppercase, lowercase, numeric, other).

Please enter the Security Officer Passphrase: **xxxxxxx*
Please re-enter the Security Officer Passphrase:

*khkkkhkhkk*k

Press Enter to continue:
Press Ctrl-c to abort.

- tX 2 VT —EBEEREO O —YF—T U M,
OKM Manager Z il L T KMA |Za 749 57201 S
j—O

2. 7ur 7 RT, kX2 T 4 —BEEO—Y—4 % A LT Enter ¥—%#H L *
T, WDIEBRNFERINET,

3. a7 T, X2 VT 4 —BEEDNRATZ L —X% AL T Enter F—ZH L
\32—;«0

4. TPlease re-enter the Security Officer Passphrase:] 72> 7 F T, R ULNA 7 L —X%
FAZJILT Enter ¥— %ML E7,

HE — T XCHOKMA I, 22— ==V MZED Y THENIZ AT L—R L
ITHNL L2 B DN A T L—XRFELET, 7 T AXNOKRIDO KMA 121X, 7
BRI NRA T L—ARNE B TCoHENET, 2D KMA OFFHZEOHRN I & X112,
7 7 ZAZNORID KMA 726 % OFEIKROFERFE 2 TG T 256 1L, OKM Manager % fiff
HALTARATZ =X ZBMOMICRET HALENH Y £, FIRIZOWTIE, 117
N=UD [KMA OD/RAT7 L —XADFE] #ZHLTIEEN,
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B0y Y RIRREDIRE

IR - BEOVIBREZEMICTDHE. KYERIZHY,. OKM &
SRAADARAMARLELETN, BARICEFLIUTA —URIHE
ALFET, BEOVIBRNERATETHIERIE. TELTEEO,
BMSNTOEIRDESIEEZITI OICRBREGFERA,. BBRMAA-
TLWEWLKMA [ZREFESNATVAREAHY FT,

D=8, HBEIZHL- KMA DERZ AN, KMA Mo DHEOD
MHZRMMTEE Y, BOMHSEHETEIHY TEAL. MHEIE
ERHEELKMANOITRTORET VT TEFET ., BEILEME

RALERBERIREHY FEA.

BEOYVERNAEDIZLE>TVIGERIEX, BENT- KMA H 5§
ERMHT HICEESIEEEALERENAREICGYET,

BEOVIBBREAMICT S LEEERT IR, BEMNGTHER
X2V T A —DEEICOVWTEEICRFATHELSICLTLESL,

1. TPress Enter to continue:| 7227 kCEnter ¥—%MM L £, ROFHFR
NEREINET,

When Autonomous Unlocking is DISABLED, it is necessary to
UNLOCK the KMA using a quorum of Key Split Credentials
EACH TIME the KMA starts before normal operation of the
system can continue. Agents may NOT register Data Units
with or retrieve Data Unit Keys from a locked KMA.

When Autonomous Unlocking is ENABLED, the KMA will
automatically enter the UNLOCKED state each time the
KMA starts, allowing it to immediately service Agent
requests.

Do you wish to enable Autonomous Unlocking? [y/nl: y

X — Bfny JERERE A M T S &, OKM Manager ZffH L
TEREDONATL—RX % A L7 TH, "—RNELILY 7 |
Uty hObEIZ KMA 222 BikEIccEEd, 2ot
v a vif, H LT OKM Manager HAEE TX £,

2. a7 NTC, y £ n A LT Enter ¥—Z#H L ET,
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BI—ILYA XDKRE
1. TPress Enter to continue:| 77227 kT Enter ¥—%M L E£7T, ROFHFR
NEREINET,

Enter Key Pool Size

Press Ctrl-c to abort.

Each KMA pre-generates and maintains a pool of keys. These
pre-operational keys must be backed up or replicated before
a KMA will provide them to an Agent for use in protecting
5—% . This helps to ensure that a key will never be
permanently lost, even in disaster scenarios.

A smaller key pool size prevents unnecessary initial
database (and backup) size, but requires frequent backups
or a reliable network to ensure that activation-ready keys
are always available. Conversely, a large key pool size is
more tolerant of infrequent backups or unreliable network
connections between KMAs, but the large number of pre-
generated keys causes the database (and backups) to be
qguite large.

Please select the key pool size (1000 - 200000):

2. FOUTNT BT AYA XE AN LIS, ANSHEICE T, #HiLw
KMA AR L CHREFT 2010 4 ABRE S E T,
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KMA 0B o) F1HA

T ALZND KMA ©7 1y 7%, BENRENTHDILENRDY £, WNERIZIL.
T _TO KMA 7 UTC R (e e ) 28 L £,

%72, OKM Manager 2/l L T, HAft&REZIORGE 2 BUFFRICHE T2 2 &b T&
£7.

KMAs in a Cluster must keep their clocks synchronized.
Specify an NTP server if one is available in your network.
Otherwise, specify the date and time to which the local
clock should be set.

Please enter the NTP Server Hostname or IP Address
(optional) : ntp.example.com

Press Enter to continue:
Initializing new cluster...

New cluster has been created.

Press Enter to continue:
Oracle Key Manager Version (Buildl036)

KMA initialization complete!

You may now connect to the KMA via the Oracle Key Manager
GUI in order to continue with Cluster configuration.

Press Enter to exit:
Copyright (c) 2007, 2010, Oracle and/or its affilitates. All

rights reserved.
Oracle Key Manager Version 2.3 (Buildl036)

Please enter your User Name:

1. v NU—ZBENT NTP — =27 6E72 855 1L, [Please enter the
NTP Server Hostname or IP Address (optional):] 7'm 7 KT, NTP
Y= R—DRANGEILIP T RLAEZANLET,

2. NTP % — "—2MEHAIEE TR W GA 1L, Enter F—%2# L £9, KIZ, Please
enter the date and time for this KMA] a7 T, HEINZW\T
NLOFEXTHMN ERLE AT 20, 7203 Enter F— L TERINTND
HAHERpZ 2 L ET,

3. a7~ T, Enter ¥—%&M L E4, KMA OFHI LR 2T LET,

4. Enter ¥— %M L CTH T LET, QuickStart 72/ J ANKT L, nrA4 7 ayr
TERERENET 334 =YD [KMA ~DOu /A ] #8H), Zh T, KMA
\Z. OKM Manager & 1859 2 72 DIZ BB/ NRO > 2T DAERLH R E SILE L
77
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5. WOFIEIX, OKM Manager 2l L C7 7 A X 2T 52 & T3, FlEHIZOV
TiX, 87 =YD [V T AL ~DHE] ZBHLTLIEEN,

BREDI S READEM
B

o ZOMEEEFETTHENC, BX 2V T 4 —HEHED ET OKM Manager % 1
LTOKM 7 5 AZIzus AL, KMA Z1ERTALERHY F4, 110 ~2—
O [KMA OER] 22 L T ES0,

KMA O#H{b 7 vt A THE L7Z KMA 4 (41 2— 0 [KMA O##ik] %
S ) N, KMA OFERBFICA T L7 KMA 4 & —FH L T AMLERDH Y £7°,

o BEfFEDO OKM 7 7 AZIZH LW KMA ZBIIT 5L, OKM 7 7 A XX, TOH
LWEKMA (27 T AZEREGIELIRD ET, 77 AZBH LV KMA ~D =
O OEROEA 258 T T DR 00 FRE LT oMy, 77
AZFE T —IREEIZR Y £,

ZOBRFFIEINC L > THEEOBRIENG T oNDZ EDRNE DT, 7T AKX~
D KMA OBINTAN DD 72 R T > T 72 &, R pic=—
VoV IBRHLWKMA ZFEHLE D L L2 Bk o TRAET S R & (A6
T 5720, KMA X, 7 7 AXZEBMENnbEbr vy 7 SnzikEoF £
720 ET, KMA 81 v 7RI HE1IC, 20 KMA RIS DET (2%
D, 7T AFZHNDIINO KMA IZ TIBWAL ] £T)HoTLEEN,

o VIBTOKMS VU —Z2TIE, FTLWKMA FETEITENRTWHEY Y —2ARN7 T
ZANOBIFED KMA &R L, HLWKMA NV T ZAZICHIN L TR ST,
ZOH LW KMA 1ZEGFO KMA OV U —RIZHBINIZT v 77 L— REziE
Hoo T —REhFE Lz, OKM 2.3 LI TiX, #H LV KMA 28 OKM 2.3 LA
MTEMEL ., BEFED KMA 23LLRTO KMS UV U — A TEHEL TWAEE, F0
FHLWKMA IZLETO Y V=R X 7 L—RLARL THL 7 T AZITHEMT
xFE9,

o« OKM 23 DIREZFEITL CWDEAIT., 77 AXIZ KMA #8013 5, #HHR
NR=2 g NI TRAINOTRTOKMAIWICE > THR—FENTWNDEE - &
LEVMEICERESN TWAYERS D £7, 214 X—T 0 [H AN~ a0
Iz #2RLTIEIN,
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HLWKMA 2BEfFD 7 7 A Z M2 510%, ROFINEEZFEITLET,

1. KMA og#l{t7 ot 2 41 2—2?D [KMA O] 288) 28T L6, 7

o7 ~C Enter ¥—Z L £,

WOIERNFREN, 2D KMA ZHH L TH LW T 2% e+ 50, BEED
G ABICEBINT B, FTXTD KMA DRy I T T 7 7 AZEEITTE
LT ENREINET,

You can now use this KMA to create a new Cluster, or you can
have this KMA join an existing Cluster. You can also restore
a backup to this KMA or change the KMA Version.

Please choose one of the following:
) Create New Cluster

(1
(2) Join Existing Cluster
(3) Restore Cluster from Backup

Please enter your choice: 2

Join Existing Cluster
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2. [Please enter your choice:|] 7BV 7 FT, 22 AN LET, ROFHEN
ERINET,

Join Existing Cluster

Press Ctrl-c to abort.

In order to join a Cluster, the KMA must contact
another KMA which is already in the Cluster.

Please enter the Management Network IP Address or Host Name of an
existing KMA in the cluster: 129.80.60.172

Please enter this KMA’s Passphrase:****xxxxx*

Press Enter to continue:

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form

a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #1: userl

Please enter Key Split Passphrase #1: **kkkkik
Press Enter to continue:

Joining cluster...

This KMA has joined the Cluster.

Press Enter to continue:

Oracle Key Manager Version 2.3 (Buildl036)

KMA initialization complete!

You may now connect to the KMA via the Oracle Key Manager GUI
in order to continue with Cluster configuration.

Press Enter to exit:

F— ZOHLWKMA X7 5 XA ZNOBEFED KMA LBETX 5
£ 212795121k, OKM Manager Z#fiH L C. BEfFD KMA OF —
ZR—=ZNIZZ D KMA OO M) ZER L TBL LERD
Vx4, FIEICHOWTIE, 110 2—2 D [KMA OERL] 25 L
TL7EEW,

3. a7 RT BEEDZ T AZNOWTAND KMA DXy hU—27 7 KL A% A
77U 7T Enter ¥—Z L £,

4, o F T, FOKMA ODNRNAZAT7L—X% AS LT Enter ¥— %L ET,
5. AIDO KMA Oy El=—F -2 AN LET,
6. HWHE|Z—HF —D/RAT7 L —X% AJ) LT Enter ¥—Z# L E7,
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BEE — #BOE2— P —DLFTE AT L— X FIEEICASLTLE SN, AHI R
BhHbHE, ZOMBTRKL, BENRNER RSNV T — A vbE—URERS
NET, WBEFICX L TARSNDIERERIRT 72012, EofEyEl>—F —4F
T3 SA T L —ZAN/HE S TWVAENNIDOWNWTD T 4 — RNy 73Rtk shEFEA,

7. FIES EFNE6 Z2ViEL, EREEZERT 27O 0208y E 2 ——
DAHTENAT— REASLET,

8. K® [Please enter Key Split User Name] 7' H7 7 hC Enter ¥—%## L
%9, Enter a blank name to finish.

HIUERET LET,

EF7RI TR v a v OREKIZ, 7T AXZOERAN—T 3 o307l
12 TH DAL, QuickStart IR D' v 7 FRFRREINET,

It might take some time for this KMA to be updated with
information from other KMAs in the Cluster. This amount of
time can be greater in Clusters that have more KMAs or when
the KMAs have been online for a long time.

To accelerate these initial updates (that is, to catch up now),
you can choose now to download a backup from another KMA in
the Cluster and then restore from it. There will not be an
opportunity to accelerate these updates later.

Catch up now? [y/n]:

9. MIMIOEF =B EALT BITIE. yEANLET, TNLAOHEIT. n A LT
FE FIE 10 oL FET,

EF - EoTuer 7 N Ty AT HEIC, 7T AXOEIN—

Varc RIEWEZTEHE, BT KMA LIy 2T v S EE

ML TLIEEN, Flo, N2 7 v 7 B#EHRKLTZ-ET KMA 238

E. Xy T —27 ETCIEELTWAZ LR LTS, =

NOSOFET, FrFLWKMA 28, Fvrn—RLTEHAT I

Fr vl aZINTERNY I T v TFERDOTHIDICHENLL E T,
BELIEKMA X, 2O TJAXNTHRROFTY v 23NNy 7T v 72D
B KMA 3L, TRy I T7 w72 FZyra—RKLT, Fnizo—hLT —
AR—=ZICHEALET, 207 uRITF—F OB L FESETTR, FhXixsd
MICEHIZETEINET, Zo7evxdid, HFHRAVE—UREFRINET,
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1l

Waiting 10 seconds for the join to propagate to Peer KMAs...
Querying Peer KMAs to find the active ones...
Querying active Peer KMAs to find cached backup sizes...

Peer KMA at IP Address 10.80.180.39 has a cached backup size of
729136 bytes.

Downloading the cached backup from this Peer KMA...
Downloaded the cached backup from this Peer KMA.
Initialized the Key Store.

Performed maintenance on the Key Store.

Applying the cached backup to the local database...

Applied the cached backup to the local database.

Successfully accelerated initial updates on this KMA.

HET, HLLBIMLIEZ KMA X, X277 v 7RICFELRNT R TOT —HX %
HEIcER L £,

ZOFae AP T —BRAE LA E, QuickStart IZX > T LD v 7 bR
HEZRREINET (20T —RN—RKHRREDCTDTH LA ), £7-. KMA R
Xy a2 EINTEARAY I T v T EEOET KMA 21275 2 EMTERWES
%, QuickStart [ X > T EOF a7 M EEFRENET,

L, Lo7va 7 IR LD TRRINTILD 5 0x B2 5RH2FE L5
A1, QuickStart IZX > TIRD A v —UNEREN, LT 7 MIFERSH
<720 ET,

Failed to accelerate initial updates on this KMA after 300 seconds.
This KMA will gradually be updated with information from other
KMAs.

FIE9 Ty F7iEn O ELLE AN LIENTIEBERZRL, 50T 7Tk R
MWEAALT T RLEGATH, ROA v E—URERRINET,
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This KMA has joined the Cluster.

Press Enter to continue:

10.Enter ¥ —Z ML THR T LET, QuickStart 7R 77 LANKTL, n7 A7y
TERERENET 334 =YD [KMA ~Du /A | &), Zh T, KMA
IZ. OKM Manager &5 T 272 DICHEERE/NRO T AT MERARESILE L
7

1. IROFNEIX, OKM Manager ZfiH L CT27 7 2 X (2T 5 2 & TF, FIHIZ O
TiE, 8T ~=Y D 17 TAZ~OHEH 2ZHLTIIZEN,

12.0KM 7 5 221, L BIMENT- KMA IZERAEHELIBD £, 2z kv,
LW KMA (X, 7 7 AZNOBETED KMA 2BV < £ TIEFICE D —72RiEic
720 ET, IEFNO KMA b E-E YV —REBICR Y £9, ZoBEMEREX. 104
R=T D [KMA OF] OFMBAICHE> T KMA 2FrT 5 Z &2k > T OKM
Manager 7> 6 BT & 77,

13.87 LV KMA @ [Replication Lag Size] fEZ MR L ET ., &M, ZOEIEEL< 2D
9, View] A=a—% 7 /L& 7 LT [Refresh] #BINTHH, £721% F5
XF—ZWFTZLIZL ST, ZONRFIIERRSIN TV HERE EMAICER L E
7, 2D KMA @ [Replication Lag Size] fH7232 7 A X NDIEZHND KMA D [RIERD
BEETFR-7=5, 208 <—Y D [KMA O 1 v 7 i) OFMBIHE-> T2 o KMA
uy JRTEET,
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DSRBDINY DTy TITHhbDET

Revision 01

ZOF TV a T 5 E . OKM Manager ZfEH LT KMA IZNy 77 v 7 A A —
CEBETLTAEOICHEHTE 2 X2 VT —FEE T I M EERTE T,
N— KT 4 27 OEERE . KMA TEENEAELZGAIE. Xy 7 v 7EFEHL
T KMA O ZEICCEET, 7272 L, HRFDOT 7 /0 MREEICE I S 472 KMA
WD 7 5 A2 ICHBEICBENTE, £ 7 922 7o BT HLZETH 2L
o TCT—HR—RABHEETE D720, 20X BREELEFIISLELD FHA,
ZNTH, KMA Oy 77 w7 mbDETIE, 7 7 AXZRNOTTO KMA IZFEEN
RAELEGAICERLLET,

535 —

WANZ, Ny 7T TEET 50813 H Y £9, OKM Manager

EEHLTANYy 7 7 v 7 H2ERT 2 FIEIZHOWTE, 315 X—T D

(R 7T v 7TOER] 25 LTEE0N,

BEDONY 7T v TRFEITENT L EIZOKM 7 7 AXNIZIFEL
TWRholeHilntexa V7 —BEEAEBET 22 L&2B
BoLET, BFEOEX2 )7 4 —BEFLEZHEL, BlO/SR
TL—RXEEELEEBAE. FV SR T L — AR EEX SR ET,

BAEOEF 2 )7 —BEHLERE L, RBEOSY 7T v TH
FATENDRNCZE D2 —F—1ZF D OEEFIIBM S - HAE L,
ZOa—F T IO DENPOREBED B THRRLRY T,

NI T T AA=VEEILT DI, ROFNREZETLET,

1. KMA #7222 (41 X—T D [KMA O] #2M) 252 T L6, 7
o7 T Enter ¥—Z# L F9,

WOIERNFEREN, 2D KMA ZHH L TH LW T 2% e+ 50, BEED
7T ARINCEMNTHD, £TILZDO KMA O 7T FInNS 7 I AR BE LT
B ENRENET,

You can now use this KMA to create a new Cluster, or you can
have this KMA join an existing Cluster. You can also restore
a backup to this KMA or change the KMA Version.

Please choose one of the following:
(1) Create New Cluster

(2) Join Existing Cluster
(3) Restore Cluster from Backup

Please enter your choice: 3

Restore Cluster from Backup
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2. IPlease enter your choice:] Ym 7 T, 3 AN LET, ROFHRN
ERINET,

Initial Restore Cluster From Backup
Enter Initial Security Officer User Credentials

Press Ctrl-c to abort.

The initial Security Officer User is the first User that

can connect to the KMA via the Oracle Key Manager GUI. This User
can subsequently create additional Users and administer

the system.

Please enter a Security Officer User ID: SO1

A Passphrase is used to authenticate to the KMA when
a connection is made via the KMS Manager.

Passphrases must be at least 8 characters and at most 64
characters in length.

3. 7u T, kX2 VT 4 —BEEO—F—4 52 A LT Enter F—ZF L F
j—O

RAMSFZ 7T 4 R ETORNICFEEL TVt X 2 ) 7 4 —HEH2—F— 1D O
Pz, R ETEX 2 ) T 4 —BEFE - — ID (72 & 213, RestoreSO) & A

HLET,
4, 7ur 7 T, BX 2 VT A —BEFEONRRA T L —X% A LT Enter F—%H L
7,

FE 5 2HFIE 7 1IZEBEEETT,

QuickStart THIHOE R —F —ER AL EXRT D Z L 2T LZHAIL. OKM
Manager GUI 725 OETTHAE (FIE 13) MRE SN D L D12, ZORETERER 7
A DEFTERRT L= B AN TEET,

FRCEY, EREBA L AA—TZbHETIOR T A ENNAT L— X% LT OKM
Manager GUL IZR 7 A L, A DO&EMEZ AL TEITZ KR TEET (186 ~—T D
(R 77 v 7DEL] 258,

ZITERMm A Oa—Y— 1D A LW EA . QuickStart DRBZIC/FIET D
a—HF—ix, FIE3 TERSZEX 2V T 4 —BEHDTICRY 9, 2054,
WIEFATT DITUE, TRTORDEEKREZ —EICANTILERS Y £ (FIA

15),
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ROERNFRSNET,

Enter Initial Quorum Login User Credentials

Press Ctrl-c to abort.

The initial Quorum Login User is an optional user that

will allow the restore operation to be pended until quorum
members can connect to the KMA via the Oracle Key Manager GUI and
enter their credentials. If this user is not created here,

then a quorum of credentials must be entered at the time

the restore operation is requested.

Please enter a Quorum Login User ID (optional): Q
Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User’s User ID.
Passphrases must contain characters from 3 of 4 character
classes (uppercase, lowercase, numeric, other).

Please enter the Quorum Login Passphrase:

Please re-enter the Quorum Login Passphrase:

5. 717 T Enter ¥—%2MI 0, FRIEITERE S A v Da2—F—1ID ZAAL
C Enter ¥—%#H L E£7,

6. 7117 T Enter ¥—%MT 0, FLRETERE T A L DRATL—X% AL
C Enter ¥—%#H L E£7,

7. [Please re-enter the Quorum Login Passphrase:] 7 & > 7" s C Enter ¥ — % ff4 >, &
TZIXF CARAT7 L= %A LT Enter F—Z# L £,
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8. [Please re-enter the Security Officer's Passphrase:] 7127k
T, FIE4 TADLIEARAAT L —X%2H AN LT Enter ¥ —%2HLET,

Set Time Information

Press Ctrl-c to abort.

KMAs in a Cluster must keep their clocks synchronized.
Specify an NTP server if one is available in your network.
Otherwise, specify the date and time to which the local clock
should be set.

Please enter the NTP Server Hostname or IP Address (optional):

The date and time for this KMA must be specified in ISO 8601 format
including a time zone. Here are some valid ISO 8601 format
patterns:

YYYY-MM-DDThh:mm:ssZ
YYYY-MM-DD hh:mm:ssZ
YYYY-MM-DDThh:mm:ss-0600
YYYY-MM-DD hh:mm:ss-0600
YYYY-MM-DDThh:mm:ss+02:00
YYYY-MM-DD hh:mm:ss+02:00

Please enter the date and time for this KMA [2007-09-17
22:32:53.6982]: 2007-09-17 22:33:00-0600

Press Enter to continue:

The KMA is now ready to be restored.

Press Enter to continue:

9. *v NU—ZERENTNTP +— =0l {HAlE72 855 1%, [Please enter the
NTP Server Hostname or IP Address (optional):] 7&K T, NTP
Y= R—DRANGEILIP T RLAEZANLET,

10.NTP H— =23 ATRE T2 WA 1L, Enter ¥ — % L £9, KIZ, Please
enter the date and time for this KMA| m 7 T, fHEEINZWT
NLOFEXTHMN ERLE AT T 20, 7203 Enter F— 2L TERINTND
HAHERpZ 2 L g9,

AREDNIEMTCHL Z 2R LET, #OT A 70 A 7 VITRRERIRIZE SV TR
0. BEOITLOMERREZNTI Ay 7 7 v IS E T, KO KMA TR IE
TEICRTESINTWDZ X, BERILIZEBYDOET A 7 A4 7NV ERET L7202
MEEAR AR TT,
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1. 7m > 7 BT, Enter ¥—%MLET, ROFHEPFRS, AIHUERZET L2 Z
LR ENET,

Oracle Key Manager Version 2.3 (Buildl036)

KMA initialization complete!

You may now connect to the KMA via the Oracle Key Manager GUI
in order to continue with Cluster configuration.

Press Enter to exit:

12.Enter ¥ — % L CTH T LEJ, QuickStart 72/ 7 ANKTL, nrA4r7ay
T ERERINET,

RZNFFI7F 4R FlE3 CTHeSL LT-—BREtt ¥ 2 ) 7 0 —HEHF 12— —

ID & LC OKM Manager GUI iIZm 7' A » LET,

13.0KM Manager CEF¥ =V T 4 —F{TL&H L L Ca /1> L, [Backup List] % &R
L ¥, Backup List] 26, Restore] R"¥ %27 V7 LT, NuJ 7T v
TOT v 7 u— KL KMA ~OETTEITWVET,

= Oracle Key Manager = |3 x|
System  Wiew Help
Connect  Disconneck Help
=) Secure Information Management Backup List
Transfer Partners
o £k List .
- Pending Cuerum Operation Lis | FItert [Backup 10 =] Jeauas Bl i
[ Syskemn Management ‘ T | e 1= = | s
Results in page: 0 {last page)
Backup ID & | KA 1D | Created Date Destroved Date | Destruction Status | Destruction Camment | Complsted Date
| 3
Details... | Create Backup,, Restare... confirm Destruction, ..
| —
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1487 BEEE T 3572912, OKM Manager 205, /Ny 7 7 v 787 7 A VITKHG
THIN I T T TrAN, Nl T vT@RI AN, BLOPaTExa2)T 4 —
Ny T T Tr7ANLDANBRDBNET,

RO DT 9THT 7 ANER I T T T 7 AT~ L TWABLERHY £9
N, a7tx2 )T 40— I T T 77 AMIMEEDOLDOEEHTEE9,

Restore Backup

Backup File Mame:

I Browse, ..

Backup Key File Mame:

I Browse, ..

Core Security Backup File Mame:

AN

I Browse. .,

Skart I Close
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15. 12, OKM Manager 7> 6 E RO E 2 —F —DATIBRDONET, ZD
a—H—iF, AT X2 VT 4= I T v TNREITENT & X ITHEMTE -85
HEE L ——THLILERH Y £,

F
To perform this operation, wou musk authenticake with a quoram of the
existing Core Security key split credentials, For restore operations,
these key split credentials are those that were in place when the Care
Security was backed up to the given Core Security Backup File,

Split User 1; I Passphrase; I
Split User 2; I Passphrase: I
Split User 3: I Passphrase; I
Split User 4: I Passphrase: I
Split User 5: I Passphrase; I
Split User 6: I Passphrase; I
Split User 7: | Passphrase; I
Split User 8; I Passphrase; I
Split User 9; I Passphrase; I
Split User 10: I Passphrase: I
o I Cancel |

ERENETTEHE, N T o7 (artXxa )T 4=y 77 v 7 TIERND) D
TE TR RN o T HIE S EH T SV E T,

BE - @082 —F—DLFTENRAT L —RIEEICAHLTLES N, AN R
NHDHE, ZOMBTRBL, BARMRAENRENRNTET — A v —UNERS
NET, WERFIIH L TARINIEREFIRT 272010, EofnE =2 —F—4F
T3/ SA T U= ANR/HE S TWVENIIDOWNWTD T 4 — RNy 7 i3tk SnE A,

16. 5 TMBINETT DL, BILWT ZAZBNERINET,

RANSFGIT 4R 7 V=0T v 7OFIEE LT, LD (EILORNAFIEL TWE)
X2l 7 0 —EILH Y — ID 24l L T OKM Manager GUI (21 7' 1 > L, —HF
M@t x=a 7 —HEE2—V—ID ZHIFRLE T, 131 X—=VD [2—F—0D
HIBR) 22 L T7IEE0n,

Revision 01 XL &Iz 61



&

LL—vx

Y rDEMEXUVT—T 54 TDEE

KMA ZRELEEHE, ==V b 2BMLEY, 2O KMA 2EH+T57—7FKZ
ATERHRF LD TDHZIENTEET,

1.

A~V —& L LT OKM Manager GUI [ 7 A4 > L, =—V = FafERkLET
(285 X—=V 0 ==V = FOERKR] 25H),

2. VOP (Virtual Operator Panel) Z i/ L T, ROEAFELEITLET, VOP ~DHfk i

ERFDMERFERDLNLRWESIX. VOP D=2 7 LEZSBR L T EE0,

a. P—ERANFIIT =T FIATDITA B 2OMGEAKIE L £3 ( [OKM
Installation and Service Manuall] D% 3 F2{Z& % [License the Tape Drives] %%
M), Z OREBEA E1T9 5 1TiE, VOP (Virtual Operator Panel) Z{#H L £ 77,

a. Y—ERBELEENLOTA LU AEMH LT, 77 FI7A4 725 L ET (
[OKM Installation and Service Manualll ™% 3 &|Z4& % [Enroll the Tape Drives |
=2 W),

WROERERTET DHLENHY £,

2 ZDORIA T TR ST —F RIA4 7T 2T 50 E 90,

? IO OT—Yx FMID, RNRATL—X, BXWROKMIP 7 KL A,
AT T T U AELEE L LT OKM Manager GUI IZ 7 A L, bl &d 1o
DT N—THAERR LT 242 X—2 0 [T V—TOER] 258), Z0#s
N—TWCT—T RIAT (==Y M) EEIDVYTEST 254 X—VD [=—
Dy h~DOFETL—TDOE| ) 4T B LU [OKM Installation and Service Manual ]
\Z& % [Enroll the Tape Drives| % &),

ORI N—T T 7N RELTEIDLYTCOHLERSHY T, THLane, Z
i

DRIAT TOEZIRALNTEEEA, 774NV EEHELRVGEE, ZORFTA
TiEL BB THNI 7 =TIk L THAIR) ISR 0 £,
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3

OKM Manager D {&F

ZDETIX, OKM Manager & KD FINAICOWTHHA L E T,
+ OKM Manager Y7 7 =7 DA A R—/L (64 _—3)
+  OKM Manager OiEE) (71 ~—)
OKM Manager ¥ 7 b =7 DT A A R—)L (85 X—1)
Fo, A=a—EREIZOWTHEEICHI L ET,

OKM Manager [ZDUVT

OKM Manager X, KMA 27 A4 7> & L THIET 27 7V r—3 3 T9, KMS
Manager £, KMA D&, i, BLIOEHRICENTEEd, 22—V —iF, FI 4T
BNTWVAHEENIS LT, SESEFRBIELETTETET,
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OKM Manager ¥V 7 k0 x7DA VX =)L

OKM Manager Y7 NV =T DA A b—F %X 7 a— T 5121, ROFNEE FET
LET,

1. RDOEHFFIZH D My Oracle Support (MOS) Web ¥ ~u 74 LET,

https://support.oracle.com/

N

. TPatches & Updates| ¥ 7 (7 4> FUDEHOELICHY ET) 2 ET,

[Patch Search] X T, [Search] % 7 MBIV 72iREET. [Product or Family
(Advanced)] %7 U v 7 LET,

4. [Include all products in a family] OR v 7 AZF = v 7 <—7 #{HFET,

5. [Product] 74—/ L RIZ OKM F7cid key # AJJL, FNH DT TR RND
[Oracle Key Manager (OKM)| % 3®R L F 97,

W

6. [Release] 7 4 —/L R Ku v 7 &7 T, [Oracle Key Manager (OKM) 2.4 %%
WLET,

7. TRelease] Ky 7H o 4 RUZAT, [Search) R¥ %7V v 7 LET,
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OKM 41 X F—ILDEAA

BEE — ¥ L\ OKM Manager % A > A b—/LJ 5 H[IZ, OKM Manager ® LLR[D/3—
CarvETRCTUA VA RM—=LLTLIEEN,

Revision 01

1.

Windows F 7213 Solaris VAT LD ELLEFEITLTWANIISL T, £ VA h—
NTa T KhEREMT L0y Tt A EINLET,

Windows DL, A VA=A T 07T rhE2EHTHZODYa— Iy b
XTIV Vw7 LET,

Solaris DAL, RO FINEEFEITLET,

a. DISPLAY B255% ., ZODOA VA F—FNFREND VAT LZHINTH X 5%
/\’:.E_‘Lij‘o

i, fYA =Tl TFAET—HNLOD Solaris ¥ AT A TEENIT HEAIL.
DISPLAY BriEZE¥ % 1:0.0] IZHRTELE T,

ii. TV A M=% Fyra—RLET 4 L7 MJICBEIL 9,
iii. 1A M= &EELET,

ezE AV AT E mp T4 L7 FIIZF T e—RL, Thxto—7
JLO Solaris AT ATEEILL D & LTWAEEIE, =217 a7 TR
av LV REANTARZLICESTA VA N—F%EBLET,

DISPLAY=:0.0
export DISPLAY
cd /tmp

ls install.bin
sh ./install.bin

¥ — H 5D Solaris VAT ALATA VA M—T%EEIL, DA LA
h—Z Z5B]D Solaris ' A7 ATERIND X HICTHHEAIT. &
NNFREND VAT LEi#HAT 5 X 512 DISPLAY BREEAH 4 7%
ELET, BRVAT LT, KHNT xhost (1) 2—TFT 4 VT 4 —%
FITLTC, A VA N—THERHTHARAT LNLDT 7 BAZF
"wLET,

e ZIX, AV AN—=F%FRT 5 (Thosta] EWVIARID) A
TAT, MOEICATLET,

xhost +

AVA =T EEINTEHI AT AT, WOLHITASLET,

ping hosta
DISPLAY=hosta:0.0
export DISPLAY

cd /tmp

Is install.bin
sh/install.bin
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[ntroduction| 7 4 > RURERINET, IROMEEHFIE, Windows ¥ AT LD
&7T9,

A Oracle Key Manager

Introc__iuction

o will be quided thraugh the installation of Oracle Key Manager
version 2.3.0.1036.

Click the Mext' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel®
hutton.

Cancel Erevious

2. MNext] &R LFET,
3. [Choose Install Folder] 7«4 v RUNEREINET,

! Oracle Key Manager

Where Would You Like to Install?

IC:'l,Program Files\Oracle\Oracle Key Manager

Eestare Default Falder Choose..

Breviaus
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4. TDFEFE MNext] 27 Vv 7 LTCT 74NV MDT 3N ZHERT D0, F23MA
DA VAN=INTFNVEEZRRTLT Next] 270V v 27 LET,

5. [Choose Shortcut Folder] ¥ 4 v RUNFRINFET, Z 2 Tk, LERIGHTICH
7 A a3 EERTEET,

2 Oracle Key Manager f 10} x|
Choose Shortcut Folder

Where would you like to create product icons?
" In a new Program Group: IOracIe Eey. Manager
€ In an existing Program Group: |.0.ccesscuries j
€ In the Skart Menu
7 ©n the Deskbop %

€ In the Quick Launch Bar

% Other: Iu'l,Pngrams'l,OracIe'l,OracIe Kery Manager Choosge. . |

 Don't create icons

[= Create Icoms for All Users

In ATy re

Cancel

6. FEIRL THD Next)] #7 U v 7 LET,

Erevious
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7. [Pre-Installation summary] BE[ENAFERIINET,

1 Oracle Key Manager

Pre-Installation SuTmmary

Please Review the Following Before Continuing:

Product Name:
Oracle Key Manager

Install Folder:
ChProgram FilessOracleOracle Key Manager

Shortcut Folder:

DiDocuments and Settings\nb1890245Start
MenuPrograms\Oraclevoracle Key Manager

Disk Space Information (for Installation Target):
Required: 42,049 993 bytes
Available: 2,027 077 632 bytes

Cancel Erevious

8. [lnstall] Z &I L T OKM Manager A1 > A b—/L 4 575, F721 [Previous] %
R TRELZLEELLET,
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S22 Oracle Key Manager

Installing... OKM_Manager.exe
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9. TNT., A ¥ F—AETFE T TY, Donel ZEIRL THKRTLET,

] Oracle Key Manager

Install Cqmplete

Congratulations! Qracle Key Managerversion 2.3.0.1036 has been
successfully installed to:

CAProgram Files\OraclelCracle Key Manager

Frezs "Dane" to quitthe installer.

Cancel Erevious
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OKM Manager O #ZEl

OKM Manager #8195 121%, BREIG U TRD 2 DO FEDO EL L) aFEH T
EJae

Windows T D L)
Solaris T &)

Windows T® OKM Manager Dt Ef

AVAI=NT BT T AETYa— R Iy MERRT 2 X0 ICHEELLEGAIX. 20
va—b By hEXTNI U w7 LTOKM Manager 7 7V r—ya U EREILET,

“

ZNLSDEEITT, Windows =27 271 —Z ZEL#H) L, OKM Manager &1 A h—
v L7235 ATIC % E) L C OKM_Manager.exe % &8 L £,

Solaris T?® OKM Manager D2 &)
Windows DA EFIEEIC, A VA M—AT T FALTa— Ny FEERTALS
WiETxET, 2. A—ATF 4L MICva— by FEER LSS
. =27y R TROLEIICADT L TRETHZENTE ET,
~/OKM_Manager

& 5L, OKM Manager & A > A b —/L L7228 L T OKM_Manager exe %
HIoHr2 b TEET,
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OKM Manager GUI D=

OKM Manager GUI %, o 7 NVDA =2 —& L HIZRITRLET,

i
System  Wiew Help
& 2 ?

Conmect Disconneck Help

t
-Transfer Partners
- Transfer Partner Lisk
- Backup List
- Pending Guorum Operation Lisk
Syskem Management
- Audit Event List
-~ KM#A List
- Lser List
--Role List
Site List
- SMMP Manager List
- Key Transfer Public Key List
Syskem Dump
- Systern Tirme
[=1- Security
Security Parameters
[=- Core Security
- Backup Core Security
- Key Split Configuration
- Autonomous Unlock Op
[+ Local Configuration
- LockfUnlack KMA
- Software Upgrade
- Metwork Configuration

| —| ]

OKM Manager GUI (21X, [System| A==— [View] A==a—_ BXO lHelp] A
Za—NEENTVWET, B4 THT 7 a v "—HEEZ7 Vv 7 L A=a—%%F
RLTD, A=a—HEZERLET,

VU N—=DRY NE, W DIPDAma—F T ar~Dya— Ny hERHEL
EJS AN
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[System] A —a1—

Revision 01

= Oracle Key Manager
System Miew Help

Eonmeck. k

Disconnect =l[u]
Change Passphrase... nement
Save Certificates. .

isk
Options, ..
Exit ation Lisk

B Cudit Event Lisk
- KM Lisk
- User Lisk
- Fole Lisk
- Site Lisk
- SNMP Manager Lisk
- ey Transfer Public Key List
- Syskem Durmp
- Syskem Time
=l Security
Security Parameters
E| Core Security
Backup Core Security
key Split Configuration
o Autonomous Unlock Cipkion
=) Local Configuration
L Lock/Unlack KMA
Software Upgrade
o Nebwork Configuration

[System] A =a—DF+ T3y

[Connect] : 7R 7 7 A NEFHEHLTBGFDO Y ZAXIZHERLIZD, LW TR
Ao T ANVEERLIZY T& % lConnect to Cluster] A7 Ry 7 A%k
R LET,

[Disconnect] : KMA 7>5 22— % —%4) 0 B3 [Disconnect from KMA| %A 7 12
RNy AR LET,

[Change passphrase] : /N2 7 L — X% 88 TX % [Change passphrase] %A 7 1
TRy I AR LET,

[Save Certificates| : CA FEHHERSI I A4 T FEFHED 7 7 A VA ERETE D
[Save Certificates] A 7T 2Ry 7 AaERLET,

lOptions] : FEORTEIRET A0 SN S [Options)] A 7Ry
AR LET,

[Exit] : OKM Manager GUI Z##& T L £,
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[View] A =a1—

=/ Oracle Key Manager

System | Wiew Help

u Refresh F5
Connect Sawve Report... Chrl+S
- Secl Select All Chrl-a
i =8 Sork By... Ctrl+B

.. TransFer Partner List

- Backup Lisk
i e Pending Quorurn Operation Lisk
= Syskem Management
g oLt Event: List
- KM Lisk
- ser Lisk
- Ruole Lisk
- Gite Lisk
- SNMP Manager Lisk
- Key Transfer Public Kes Lisk
- System Dump
- Syskem Time
= Securiby
Security Parameters
E| Core Security

Backup Core Security

Key Split Configuration

- Aukonomous Unlock Cption
=)+ Local Configuration
Lock/Unlock, KMa
Software Upgrade
o Debwork Configuration

View] *=a—DF T3y
+ Refresh: Bz HFR R~ LET,

+ [Save Report] : [Save Report] ZfiH3 5 &, FED U X M DNE % OKM
Manager NFETSNTWVWDHV AT A EDTHRA N7 7 A NIF DR — RTEE

hj‘o
+ Select All: [Select All] %R+ 2 & [List] B EOFT~TOHHNRRS L E
j—O

« SortBy: [List] B LOHBADY A M2y —FLET, Ziud, VA FNOFIEH
Lz Vw352 8ERLETT,
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Helpl *=a—

Revision 01

= Oracle Key Manager

System  Wiew | Help

Eanmest

[=- Secure Information Management
[ Transfer Partners

- Backup List

e Pending Quarum Operation Lisk
E| System Managemenk

B ALidit Event Lisk
- KM# Lisk

- zer Lisk

- Role List

- Site Lisk

- SNMP Manager Lisk

- Key Transfer Public Key List
- Syskern Dump

- Syskemn Time

[l Securiby

[=}- Local Configuration

Cracle Key Manager Help...

F1

L About COracle Key Manager..,

i Transfer Partner List

Security Parameters
E| Core Security
Backup Core Security
ke Split Configuration
e fyutonomous Unlock, Opkion

- LackfUnlock KMA
Software Upgrade
- Metwaork Configuration
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[Helpl *=a—®0O#AF a3y

+ [OKM Manager Help| : OKM Manager D42 7 A L ~IVT D#HE5| & BIREFE R L
£7

« T[About OKM Manager] : OKM Manager D /3— 1 5 & B/ERENG Hi A 3R L
FT, ZOXA TRy I AERALUDIZIE, [Closel] A& %7 Vv 7 LET,

! Help
%‘ About Dracle Key Manager LI
sconnect

Oracle Key Manager Version 2,3 (Build1036)

PN —
formation Man:
5 Locale; English {L.5.}

fer Partners
‘ansfer Partner

p List =]

g Quorum Ope | Copyright (<) 2010, Oracle andfor its affilates. Al rights reserved.

anagem.ent Cracle America, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In
Event: List particular, and without limitation, these intellectual property rights may include one or more of the U.S, patents listed at

sk hittp: ffvsnn, sun,comfpatents and one or more additional patents or pending patent applications in the 1.5, and in other countries,

st

st ORACLE PROPRIETARYCOMNFIDENTIAL

st

1.5, Government Rights - Commercial Software, Government users are subject to the Oracle America, Inc. standard license agreement
Manager List | and applicable provisions of the FAR and its supplements.

ransfer Public k
m Curnp

i Time

Use is subject ko license kerms,

This distribution may include materials developed by third parties, Oracle and Java are registered trademarks of Oracle andjor its
ity affilistes. Other names may be trademarks of their respective owners,

acurity Pararnet
are Security

- Backup Core

~Key Split Cor | oeacle smerica, Inc. detient les droits de proprists intellectuslle relatifs a la technologis incorporée dans le produt qui est décrit dans ce
- fAutonomous | document, En particulier, et ce sans limitation, ces droits de propriété intellectuelle peuvent inclure un ou plusieurs des brevets americains
Configuration listes a l'adresse suivante: htbp: iwww, sun,comfpatents et un ou plusieurs brevets supplementaires ou les applications de brevet en
sekfUrlack KMa attente aux Etats - Unis et dans les autres pays,

Copytight () 2010, Oracle etfou ses filiales, Tous droits réservés,

sftware URDrac | pp opRlfTE DE ORACLE/CONFIDENTIEL.,
=hwiork Configu
Droits du gouvernement des Etats-Unis — Logiciel Commercial, Les droits des utilisateur du gouvernement des Etats-Unis sont soumis ausx
termes de la licence standard Oracle America, Inc. et aux conditions appliquées de la FAR et de ces compléments.

L'utilisation est soumise aux termes du contrat de licence,

— | Cette distribution peut inclure des éléments développés par des tiers,

3413 PM - Con

34:15PM - Con | Oracle et Java sont des marques enregistrées pour Oracle etfou ses groupes d'entreprise, Des autres noms pourraient &tre des marques
34115 PM - Retr | de leurs propriétaires respectives., LI
34:15PM - Retr
34:16 PM - Lisk
3416 PM - Ses:
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Y—ILIN—DRE >
WDFEIZ, OKM OV — )L N—REZ OB E xR LE 1,

Ry i

T T A NEIRINT D2 EICL > T KMA L TE 5
[Connectto KMA] XA 7l Ry AeFrLET,

Connect

KMA 2oV EfdZ & D TE 5 [Disconnect from KMA| 4 A1
T Ry AEERRLET,

"
Dizconnect
OKM DAY T A U~V TDHRG L AREZFRLET,
?
Help

Ya—thybF—
va— Iy hEA—ZMATHL, EHEOavy K 1 EOBRETERTE £, K
Dy a—hhy bE—BERASLTOET,

BAEDEROY Y §Fr Ctrl+X

n

BEOERODaE—  Cul+C
70 R —FKON Ctrl+V
Ra B OER KR A

v Mzapr—

L AR—FrEa—H/)L  Cul+S
A MIRFT D7
OOXATar Ry

J A DEKR

AZa—TFoE5L—2%—
TRTHOA=Z2—HBIZDWT, Ama—T 7271 —FF—NPR—FINTWNE
T, T8IV —F2X—%FRTHITE, At F—Z2#HL=FFICLET,
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oS4 UNILTOERE
Ao TGA ANV T BHEHTHE, OKM IZB T 23t iMmae £ rTEEd, A7
A A~V OFERITEE T, Py 77X S FIERHFETERTEET, ROEBIE

EITHZENTEET,
- HROZH
F—TU— FOKRHE
S5 OfE ]
ANC R LTI — U~ DB #)
ke 7 OHI

78 OKM 2.4 Administration Guide July 2011



OKM Manager GUI O X E|

OKM Manager GUI 21X, IRD 3 DOXMEREENTWET,
+ OKM EHE{EY U —
+ OKM & HHEIEDFE

e by igUERo S

OKM EHgMEY ) —RE
i OLEANCEE STV 5 OKM FE#E/EY U —XEZiE, OKM O T T DOEERH
BEAFERENET, OV —KEIZFERENLI AT a %, B EThHhTn5
FENE U TR 9, ROBITIE, X2V T 4 —EEENEITTE DEIENE
RENTWET,

El- Secure Information Management
© [ Transer Partners
‘.. Transfer Partner List
- Backup List
i b Pending Quarum Operation List
EI Systemn Management
- fudit Event Lisk
- kM List
- User Lisk
- Rile: List
- Site Lisk
- SNMP Manager List
- Ky Transfer Public ey List
- System Dump
- System Time
[E- Security
Security Parameters
EI Care Security
Backup Core Security
Key Split Configuration
{. Butonomous Unlack Option
[H- Local Configuration
- LockjUnlock KMA
Software Upgrade
" Metwark Configuration
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OKM EHZEDHMRXE

HOBENEIRIND &, BIEY Y —XKEOAIZ8H % OKM Manager #/FE D 5l X ]
Wi, BIREN BB BE R a VAR =R ERRRINET, & U R MSRLICE
AREINHHBAICXH LTI 4V F E#HATEET, WIZ, H#IEY U —XET [System

Management] A ==—® [User List] A ==—4 7 g &8N LIHED [User
List] OfjZRLET,

= Dracle Key Manager = alglll
System  Wiew Help
?

Conpect  Disconneck Help

E| Secure Information Management
. El-Transfer Partners
Transfer Partner Lisk

Backup List Filker: ILIserID j Iaquals j I

5
~ Pending Quarum Operation List
[=]- System Management

‘ Refresh Resel ililii
- Audit Event List

User List

KM Lis Results inpage: 2 {last page)
User 1D Al Description | Roles | Enabled I Failed Login Attempts
S0 Security Officer True 0
- Site List nancy Auditor, Backup Operator, Compliance Cfficer, Cperator, Quorum ... True 0
- SMMP Manager List

~key Transfer Public Key List
- Gyskem Dump

Syskem Time

Security

m

- Security Parameters
=1+ Core Security
- Backup Core Security
- Key Split Configuration

- fuatonomous Unlock Option
- Local Configuration
Lock{Unlock KMa
- Software Upgrade
«Metwork Configuration
| |
Details. .. | Create.., Delete
4 I
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tya EEOJRE

Revision 01

= Oracle Key Manager N

System  Miew Help

BfEY U —XKE EHEOFEFMXEO TRty v a VERAe VKETYT, Z 22X, &
FEDEYy T a AR MDA B —LARER Y A MR RINET,

2

Zonnect  Disconnect Help

= Secure Information Management:
|- Transfer Partrers
i Transfer Partner List
Backup List
- Pending Quorum Operation List

=~ System Management
- dudit Event List
- KA List

User List

Role List
- Site Lisk
- SMMP Manager List
- Key Transfer Public Key List
System Durnp
System Time
[=)- Security
Security Parameters
= Care Security
i Backup Core Security
i Key Split Configueation
“- Autanamaus Unlack Option
[=)- Local Configuration
LockjUnlock KA
Software Upgrade
“ Metwork Configuration

User List

Filker: IUserID j quua\s j I L
| Refresh Rgsatl L= 5<| =

Results in page: 2 (last page)

User [0 A | Description I Rales

| Enabled | Failzd Login Attermpts
50 Security OFficer True a
nancy Auditar, Backup Operator, Compliance Officer, Operatar, Quorum ... | True a
4| »
Details. .. | Create... Delete
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EfHfE PElH D AT —F AN—|I, ROT 4 —/)L RTHERSNTWET,

« [lUser Name] : Biffu /4 o L TWba—HP—Da—HF—LrFrLET, KITR
THETIX, X274 —FHTH SO) e s/ A LTWET,

+ [Connection Status] : BIAED B OIRFE (S F V. [Connected] ) #FE R LFET,
« KMAIPT7 RLVR:E#Hxy hT—2 P 7 KL AL HZ—5 vk KMA OARINE

RENET,

KMA 2t L CW AR WA, REET « — /L RIFZERICARY £7,

= Dracle Key Manager 3]

System  Miew Help

=10l x|

7

Connect  Disconneck Help

[} Secure Infarmation Management
¢ [ Transfer Partners
i Transfer Partner List
< Backup List
*. Pending Quorum Cperation List
stem Management
Audit Event List
KMA List
- User List
- Role List
- Site List
- SNMP Manager Lisk
- Key Transfer Public Key List
System Dump
System Time
=} Security
Security Parameters
[=1 Core Security
i Backup Core Security
Key Split Configuration
* Autonomaus Unlack Option
= Local Configuration
Lockfinlack kA

S

+- Software Upgrade
“. Network Configuration

(I3

User List

=
| Refresh Reset |L|i|i|

j Isuuals j I

Filter: |Ussr )

Results in page: Z {last page)

UserID A | Descripkion | Roles I Enabled I Failed Login Attempts
S50 Security OFficer True o
nancy Auditor, Backup Operator, Compliance Officer, Operator, Quorum ... True a

. |
Details, ., | Create... Delete
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INRJL
OKM Manager OB (21X, HBONRF LT R—F 2 FR3H Y £9, ZI T, %
aUR—F 2 MZOWTHBALET,

ZA bv
BEDZ A MIVHNERRINET,
T ALIVHE

BEDODF—%2HHL T =4 _XN—=R&2 T 4 NVEZTEET, RO VFR—32 FRE
FNFET,

FT—=TNVTR_: T4 VA EE@AT T TV EREELET,
TANERBEaVERRY IR 7 4 VAWM ONG LD 74—V RERLET,

TANBZEET1a VAR IR 7o VA B LICHEH SN 7 4 V2 EE %15
ELET, 74 NFEEILZ, ROELEEBY TT,

. L=
FLLl R <>
FOREW>
Xo/hsun<
REDWDHFELW >=
INEWVDEL <=

o BHAG ~
gay=
ZZ [ LISk

TANVEfE1laryba—v  B—DfELE LTRSS, FRE 7402 F—D
HPHOBMEE LTRSS ET,

TANEfE2ay e —v  B—DfEL L THRHAINSD D, FRE 7402 F—D
OB TMHE LTHERAESNET,

Use] RF v : ERENTWBYANMITZ 4N F @A LET,
L

TOREEIYwITHE, FRENTWELY A NPEFRREINET, ZOEME
TiX. HilElO [Use) F721% Reset] BAELIRIGRIRI N7 4 A X XA S
T VA NOR—VEFEFEINEE A,

Uy b:

TORELUE I ITHE, TRTOT 4 AEZRHIEREN, BREINLTWNDE T X
FR VY FENTHRIDSR—=UNERINET,

<
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TORELEIY v ITEHE VA NDORIOR—IICBEILET,
¢
CORBEUEIY v IFTBE, BION—=JICBEIL £,

o>

ZORZHT V7T HE ROR=VICBEILET,
Results in Page:

BAEDOR—VICR R CELHAHNRRRENE T, VA MDOEFBEOHEEZRRL T
WAHEAIEL, T(last page)) MMM NET, 1 X—=IICRRT DRI U,
[Options] %A 7 7 7 @ [Query Page Size] fECER I TWNET,

F - Mhishvd v a— RoMA [Query Page Size] LD KEW
HlE. BEORX—URERINET, T4 NVEDTFOHERE %
IV T hHE X=UREBEITEET,

Y—F:
IR LAEZ2 Vv 73258, URAMREDT 4 — LV FTY—bFSNET, HNIZHE
BONR—=U BB THLHGEIE. fROBRERY — 3N THhE, e T 55—
MRS ET,

Message

T _R= 27 ) —|ZBET DA v —UNEREINET, ZiL, Database
View] VA MEHEEBLTEIELET, KOV KR—F bREENET,

c HTFART L ROEOBRET Ay —UNFIRINET,

Resgult limit exceeded. 10,000 results returned. Use a filter
to reduce the filter size.
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OKM Manager V7 +x7DT7 24 VA =)L

OKM Y7 hU =T DT A AN NVERBETHITIE, RO2O50F 7 a&fE

HTExFET,

o TUAVAM=NT Ol T IENFETDIT LI NVICBEIL, £ IZ0bE(THHE
Ty ANEEELET,

e Windows = —W—DPADH, a7 A0BMEAIKR] et 24 EHELF
-dAO

ELHLDOEAETH, TROOFIAEZ5E T LI &IZ [Preparing Setup] 7 4 > KU )
FRENET, 86 X—VD [T oA A M—/VILHOFET | 2ZRL TSI,

EITRRET 7 1 LD
OKM Manager ¥ 7 bV =7 %27 A VA b= 35 21%. ROFIEZFITLET,

1. OKM Manager 734 > A h—/VEN/=T 4 L7 FU D FIZH 5 [Uninstall Oracle
Key Manager] 7 4 L7 NV IZBEIL £,

2. TUninstall Oracle Key Manager.exe] (Windows) &£ 721
[Uninstall_Oracle Key Manager| (Solaris) {TRIREY 7 A L ZEENL T, T A >
A b—=ATrERAERBLET,

3. A VAR NABLIORT A VA NN T BT THZLSTT A A F—)VALED
e 3 T D], [Preparing Setup)] 7 4 > RUMNFRINTHET,

70495 L0EMNEHIBR] OIS (Windows D)

1. [RZ—1bF] 2207 L, [RE)., [arybr—nA ] OIAICEIRLT, [7
077 AOBMERIR) 24770y 7 LET, 1707 T A0 EHIFR)
T4 RUBRERENET, VAMEATa— AT L (Y7 N7 =2TBHERS
TWeWEE ), [Sun KMS Manager| #i8RL T, [EELHIR) RF¥ %27
Uo7 LET,

2. A VAP NABIRT VA ANV T BT TAILSTT A A F— VAL D
e N T4 D], [Preparing Setup] 7 4 > RUMNFRINTHET,
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FUoAVARM—ILREBDTET

[OKM uninstall] A 70 /Ry 7 ANERIN, BREINEZT TV r—vart®
DT _RCOMELHIRT D Z L 2HRTILIKROONET,

2 Uninstall Oracle Key Manager

Uninstall Oracle Key Manager
Aboutto uninstall...
Oracle Key Manager version 2.3.0.1036

This will remowe all features installed. It will not remove files and
folders created after the installation.

Cancel Brevious

1. INext] RZ> %27V v 7 LTEHATT D0, £72iE Cancel] A& %7V v 7 L
TFrv2%EIL L, [FurIa0BMmellER 71> v (Windows) 7213
vz a 7 b (Solaris) TRV £,

F - n 7 A VTHIBRS R E R A,

2. 7oA UA M= VAENRFE TS 5 L [Uninstall Complete] 7 > RUBERREH
£79. 2OV RUEMLSIZIE, [Finish) R& %22V vy 27 LET, 2OV«
YRUEALT, 17077 20BMEHIER] U4 FU (Windows) E721Ly = /L
7'vm 7 b (Solaris) IZERE Y £,
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4

[System] A= a1—DFERAx

Z OETIL. OKM Manager %18 L C KMA (CHEGT 5 72 O35/ 22 FIEIC SV C i
BALEd, £/, [System| A==2—DZFOMDOA T 3 o EEHT 2 FIEIZOWTE
AL ET,

9 3 R 3 ~DEH

HE — KMA IZEFET LR, D tb 1 DD TRAETFa 7 7 A VBIEET Db
ERHY, IHIZKMA ETa—F—2MEmk S, AR TWAMERH Y £,

Z DI TIE. OKM Manager Z /] L T KMA (2863 2 720 DO FNEICHOWTHA L %
T 1Z LT KMA ICERT 25613, RO TAZT a7 7 A Ve iERT D0
Do ET, TRLRRIZ, Bk L7 722707 7 A4V &HH LT KMA IZ8#f T
& F9, OKM Manager |X, 7 7AX a7 7 A VIEREFHEH LT, 7 7 A% (KMA
IP7 RLRA) EO@EERGLET,

52270774 ILDER
JIARETa T 7 A NVEERT HIZIE. WOFIEZFEITLET, Y

1. ISystem] A==—7/5 [Connect] ZEIRF 5 F/iL, V—/L/3 — [Lomed
27 Vw27 LE7, [Connectto Cluster] XA 7 /Ry 7 AnRFrInEd, &
FOTa7 7 ANVNGFETDIERIT. 77 AX 707 7 A /VDOL4RIE TP T KL X
MNFEIFH. [Cluster Name]| 7 4 —/b K& TIP Address] 7 4 —/V RIZFERINF
7

x
Iser ID: I Conneck |
Passphrase; I Cancel |
Cluster Mame: Imattawa j Mew Cluster Profile. .. |

Member KMA: | 123,147,235, 103 (mattawakma) v|  Delete Cluster Profile |

IP Preference: IIPV4 Only j Refresh kKMas |
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Y528 70T 74 ILDIERK

2. INew Cluster Profile] ;"% % 7 U v 2 L%, [Create Cluster Profile] %A 7 1

TRy 7 ANFRR

Create Cluster Profile

Clusker Mame:

Initial IP Address or Host Mame; I

ShET,

Zancel

x|
L4 I
_ Gencel|

3. WDOINNTFRA—H %
75 RH—4,

RELET

JIAETAT 7 AN E BT AEEAT LET,
Initial IP Address or Host Name

B b 72D, TV T AXNOERYIDO KMA O —E ARy hU—27 1P 7 KL
AETNEIARA N EATILET, #dkeoxy MU —27 OEFUL, OKM Manager
MFETINTND AL E2—F VAT LOEGRIEOR Yy NT—7I1CK->TkED £

bj‘o

F - IR T T AL, VIR ERERBLELTED,
TV hPDTRTCOL—F—NINEHEHTE D720, 1 D1
KT D720 THEAET, B0 T AZT a7 7 A4 VOERPLE
WD DL, 2 BB DT T AX BN LIZWEAD, £IBED
I FGAZNDTRTDOKMA D IP T FLAZET LIEBHEDOHRT

B

4. TOK] RZ %27V v 27 LE9, [Connectto Cluster] %1 7 12 Ry 7 AINER
S, B LT FAZ T 7 7 A LVOBERBRINET,

Conneck to Cluster

User ID:

Passphrase;

Clusker Mame;

Member KM

IP Preference

|m

Canneck

Cancel

Imattawa

=~

|
|
|
|

Mew Cluster Praofile. .

|129.147.235.103 {mattawakma) ¥ |

Delete Cluster Prafile |

g IIF“M Cnly

=~

Refresh KMas |
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9524870774 ILOERL

5. RONRTA—K& AS L, [Connect] "7 %7V v 7 LET,
2 —Y%—1ID

FBE SN2 KMA (28§ 52—V — D4R 2 ANT 20, E£I13&IO
QuickStart ZLEEZ AT L72H 12X U T KMA (283 254 1L, QuickStart ®
WMEEFIZAER SN X2 UV 7 o —BHEFEOLHIZ# AN LET,

Passphrase
BRI =P —D AT L =X AN LET,
7 TARE—4
Bl e D 7 T AL IR L ET,
Member KMAs
DU T AZNOHERE L 72D KMA Z#IRL £,
1P Preference

MBI X —F v hFa ha—T g % [1Pv4 only], [IPv6 only), F /=i
[TPv6 preferred] 7> HIEIR L E 9,

FE - VTR FITER LD E TKMA BNEDT T AZIZEIMLT-
BA. D KMA IX 'Member KMAs] U A MIERESNEH A,
TOVARNEEHTDHICE, 2=V —H LA TL—XE AT,
JIAZTaT ANV EEIRL T, [Refresh KMAs] R¥ %7
Vw7 LET,

TBE — KMA T2—HF—ID E A7 L —X%WIFLET, XD KMAIP 7 K
LADY AN, 7F7AZTa 7 7 ANEAERT DDA S L, BA N EICK
MENFET, KEIKMA IZERTH X0, 2a—F L L2771 —X% AL,
JIGAFETa T A NVERIRL T, KMA &R TxFT,

6. BN L7256 12, OKM Manager GUI O AT — X AN — |2 —HF—4 L RIl4
KMA O A7 —# A ( [Connected] ), KMA @ IP 7 RL ABRKRRINET,
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Y528 70T 74 ILDIERK

= Dracle Key Manager 1. ;IEIEI

System  Yiew Help

[ | S

Conrect  Disconneck

?

Help

ransfer Partners
- Transfer Partner List
- Backup List
- Pending Quorum Operation Lisk
System Managernent
- Audit Event Lisk
- KM Lisk
User List
- Raole List
Sike List
- SNMP Manager List
- Key TransFer Public Key List
- System Dump
- Gystem Time
[=]- Security
Security Parameters
[ Core Security
- Backup Core Security
Key Split Configuration
o Autanomous Unlack Op
[=1- Local Configuration
L LackfUnlock KMa
- Software Upgrade
- Netwark Configuration

4 e—
10/7/2010 4:01:30 PM - Connecting ko 10,80,180,39 ... ;I
10/7j2010 4:01:31 PM - Connected ko 10.80,180.39 {glenkinchiekma),
10/7/2010 4:01:31 PM - Retrieve Security Parameters succeeded.
10472010 4:01:31 PM - Retrieve Operations For Current User succeeded.
10/7/2010 4:01:32 PM - List Software Yersions succeeded.

10/7/2010 4:01:32 PM - Session inackivity timeout: 15 minutes

=

lso |connected |10.80,180.39 (glenkinchickma) i

7. ZAUT, OKM Manager ] L TS E S ERBELZRITTEDH LI E LT,
SEIERA—Y —DEREIVFETTELHRIFICONTIL, HSENLE I ELS
LT 7ZEN,

F — KMA BHBMEOY U —XEIZRREND X AT 1E, &EHO
FD B TUITE - TR 7,
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KMA m & D EER

HSRZTAT7AILDHEIE

77 AZTuT 7 A NIRRT HICIE, ROFIEEZFIATLET,

1. TConnect to Cluster] A 7 a7 R > 7 A5, [Cluster Name| 7 o —/L KOFEIC
HOLFRAIRZ 27 Vw7 L, HIBRT A7 7AX 707 7 A4 VEERFZR LT,
Delete Cluster Profile] "% %27 U 27 LE 3, [Delete Cluster Profile] %1 7 1
TRy ANEKREN, BIRLTZZ TAZ 07 7 A )VOHIBROMERRN RO HiLE

B

KMS Manager El

Are you sure you wank to delete the Cluster Profile "sudbury"?

Yes I Mo |

2. IYes] R"Z &7 Vw7 LT, 70774V EHIKRLET, 77 RAZTa7r AL
AR E 4, [Connect to Cluster] XA 7R VAR v 7 AZRERD 9,

KMA Hh 5 DY)
KMA 7 HEIEr 51213, ROFIREZEITLET,

1. T, A ==a—Mm5 [Disconnect] ZERTHM, FILY—3—D
Disconmect /A Li‘j‘o KMA & OKM 7 7%&75‘%7::7‘:%@:@]@%&5“&
T, By g VEEn ZXEIZ, KMA 22BUIE L HEERE RS ET,
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KMA 7 & D EBR

INRAITL—XDEE
F— 2oA=a—F T a0F, a7 A AEHH LT KMA
IR SN TV DG EIZOREMIR D 5,

COMEEEHTLE, 2=V THSDONRAT LR EEFETEET, T OBEEIC
FoT, 2V —DBAEDERENEINI /R L1EH Y A,

B Sh T a2 —F—DNRT7 L —XEERT 5120, ROFIAEZFIATLET,

1. ISystem| A==—7>5 [Change passphrase...] %R L £7, [Change
passphrase| XA 7 0 7Ry 7 ANERINET,

Change Passphrase x|

2ld Passphrase: I

Mew Passphrase: I

Confirm Mew Passphrase: I

SavE I Cancel

2. WDNFGA=E2 AL, [OK) A& %27 v LET,
Old Passphrase
2—HF—DHIEDNRA T L —X % AN LET,
New Passphrase
a—P—DF LA T L —XE AN LET,
Confirm New Passphrase
FCNRATZ L—REHASLET,

3. by varvERn SXKEI, 2—HF—DRRAT L — X LB LI AREZRT A v
U RERINET,

92 OKM 2.4 Administration Guide July 2011



KMA m & D EER

REBAEDRE

Revision 01

ZOREEEMNT 5L, OKM 2~ FMT2—7 4 V7 4 — T T 27EEFEL =
JAR—=FTEET B2 —VD [OKM 2~ R{Ta—7T 4 U T 1—] 25H),

Jb— b CA FFBAZEIT PEM B CIRIFE N ABZFAETHY . PEM 77 AL & LT
gy FIFA »# 7 =—A (CLI) #EIEH T £7,

7547 v FAFAAEIZ, PEM B E 7213 PKCS12 TER DO EHL L TIRETE £7°,
PEM ERUTIE, FEHE LRSS N TV R WIEABERE TN TWET, ZDOEKXT
REENT-27 547 FEFBEIZ, PEM 7 7 A /L & LT CLI #{Rlcfli T £4,

PKCS12 EXIIKF b SN T4, ZORKTRIESNTZZ T4 7 > FEEAEIL,
CLI #{EI2fiH & BRI PEM IBRUCEHT 2 MLERNH Y £ (95 21— D
[PKCS12 JEA & PEM JTERA~DEHL] 258, 7 74 7 » FEE % PKCS12 B
K CRFT DT, BEALICHE AT 28 A T — RBRMETY, T2 T— RiZiL,
Dl L 8 UFNEFENTNOIRLENRDH Y £97,

E - D OEHET s A NVE, IO =0 EDT 7k A
ZHIBRT D DIC+372T 72 AMEEEH LT, B2

THEICLTLLEEW, 7547 v bMEHESR PKCS12 AT
BIFETIHEAIZ, NRAUV—R2RETILERDD T,

FEAEZRAFT 212, ROFIEZETLET,
1. ISystem| A ==—»5 [Save Certificates| %R L £,

= Oracle Key Manager i =1oix]
System  Yiew  Help

Gonmest
Disconnect

Qptions. ..

Exit

- dudit Event List
- KMA List
- User List
- Role List
- Site List
SNMP Manager Lisk
Key Transfer Public Key List
- System Durmp
- Syskem Time
[z Security
Security Parameters
[=)- Caore Security
Backup Core Security
Key Split Configuration
L. sutonomaus Unlack Option
[=- Local Configuration
Lockfinlack kra
+ Softweare Upgrade
% Nebwork Configuration

4 I¥]

¥ — ISave Cettificates] A ==—A4 7 3 %k, =2—HF—N
KMA [ZHHE SN TW DG EICORGMTR £,
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KMA 7 & D EBR

[Save Certificates] ¥ A 7 B 7 NFARII, /L— b CAFEAEL Y F 47 v MEH
EOHBICERINTZ T 7 A NVEADBREINET,

«. . Oracle Key Manager =lolx|

System  Yiew Help

Connect  Disconnect Help
[=- Secure Information Management

{ [=- Transfer Partners

~.- TransFer Partner List

- Backup List

Pending Quarum Operation List

System Management
+ udit Eventt List
-~ KMA List
e Save Certificates — x|
Role List
Site Lisk CA Certificate File Name:

- SNMP Manager List : ¥ n B
Ky Transfer Public Key I D:\Documents and Settings|nb189024! Application DatatkM3 Manageriglenkinchieica.crt Browse...

it ey Clienit Certificate: File Name:

- System Time
- Security I DiiDocuments and Settings|nbl1&9024\Application DatalkMs Manageriglenkinchisdientkey . pem Browse...
- Security Parameters
[=- Care Security Format:

e e s SRR - -
- Key Split Configy i :
- Autonomous Unl

[=- Local Configuration
- LockfUnlock KMA

+ Software Upgrade e |
+. Metwork Configurati — —

—
——

Confitm passphrase:

Il
INHDT7 7 AN EEERET 50, £721F Browse] 27 U > 27 LTHIDSE
TmRABBRIRLIZD, 77 ANVAERELIZVTHIENTEET,

[Format] 74—/ T, 7747 FMEHENRTZ I AR—FEnd & EoRA%E
IR L £,

. PKCS12 FER & IR L7=5A1E. Passphrase] 7 4 —/L RIZ/XA 7 L—X% A7)

L. [Confirm Passphrase] 7 4 —/V RIZZD/NAT L—XHANLET,

[OK] #7 Vv 27 LT, ZNHDfEAELT 7 AR—FLET, ZNLDFEHEN
T AR—FENDE, ZNLDT 7 ANDOEFZEZRTA v E—UNERENE
7,

ZOEATu S EA L CRIOBEIZEH1ZiE, Cancel) #27 Vv 7 LET,
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KMA m & D EER

PKCS12 xXh 5 PEM X~ DT

7 74T bREEE PKCS12 TR TRAF LIZH B 11X, OKM 2wy RT2—7 ¢ U
T4 —TCHERT AN, ZOFEAEL PEM BRICEBRTHZMLERH Y £, FEHE
WS 5120, openssl 2—T 4 VT 4 —%FEHLET,

openssl =—7 ¢ U7 4 —{(X, OKM Manager GUI & OKM =2~ R{7T=2—7 ¢ U
TA—NA VA=V ENEZT ALV Z FUDFD OpenSSL 7 4 L7 bV IZH Y £,

F ORI D LB Y TT,

openssl pkcsl2 -in PKCS12file -out PEMfile -nodes \
-passin mypassword

1l

openssl pkcsl2 -in KeyTransferOperator.pl2 -out
KeyTransferOperator.pem -nodes -passin pass:1234Five

-nodes 53T, FHFEABREEOT 7 AR — MISLETT, FFEAREIT N SRAT — R THRES
NTWRWEH, ZO7 7 A VTEYNCERT S LI L T ZEE N,
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KMA 7 & D EBR

WG EEDIEE
WA & T 512, Ko FIE T LE T

1. [System| A ==—7/5 [Options...]| ZZENL E7, [Options] &A1 77Ky
AINFR S, BUEDOHERGG EMA RS NET,

E - BRSNAT Y a L E, BT Ty F Tk —LDEDIC
Windows VA b U £721F [~/.KMS Manager] (~ Iz —%—0
R—=ALT 4 L7 M) IS ET, 2 bDIED Windows L
AR F—E, My
Computer\\HKEY CURRENT USER\\Software\\Sun
Microsystems\\KMS Manager] T,

options |
Cormunication Timeout: Iﬂ seconds

Query Page Size: IED records

[ Display Dates in Local Time Zone

I Display Tool Tips on Lisk Panels

Zone 1D I 1 j
Save I Cancel |

2. BWEIGE U TCIRDONTG A—2%ZEH L, [Save] R¥ %7V v 7 LET,
Communication Timeout

B STV D KMA EDRIED X A 27 v MK (BEAL) 2 A L E 3, KMA
MDA LT T MELNIZISE LW EE 1L, OKM Manager (2 & - T#{E234)
WranuEd, MR 1, RREIE 60 T, T 7 4L b 15 43 TY,

KMS Manager x|

The communication timeout option will take effect at the start of the next session,

Query Page Size

B, #4707, FRITHEBV A NERRTDIAA TR T DX TIZERIND,
HHORKREEZANN LET, XR=V U7 %EHITHE, HAENZOHIBELY %
WY A RNERRTEET, B/AMEIX 1, &RAMEIZ 1000 T, 7744 MM 2045 T
hj‘o
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KMA m & D EER
Display Dates in Local Time Zone

ZOF v ARy 7 AF, TXTORMERZ % UTC Tz, rn—hL<w v
D (2F Y, OKM Manager NFEITINTND ) XA LY —2 THERRT DHGEHITE
WLET, T7HNLFTIEEBRENTVET, ROMREA v E—INFRENE
D

Display Tool Tips on List Panels ]

CDF v IRy T AL, A=V NVEHEHBO EIZEWZE XY =Ty TRER
SNAEICTTHHRBGICBIRLET, ZHITT 740 KT,

[Zone ID |
KMA 23 IPv6 7 RV A ZFFO L S ITHER SN TEY ., IPv6 V> 7 u—vT Kb
A(DFED, Tfe80] THEDIPv6e 7 KL A) A LTENLLD KMA OWT i

M T 2881, F0Y 7 a—h AT RLRICHERET AL XICHHT Y —
v ID IR L E£9,

I OWTIE, 98—V V= IDEETHIPv6 7 RL A #BRBLTLE
éb\o
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KMA 7 & D EBR

J—2ID &84 IPv6 7 FL X
Windows ¥ A7 A—H—OA 1L, OKM Manager GUL X°, Ny 7 7 v 7B XN
OKM 2= KTa2—T 4 VT 44— B _X—=VD la<r  Nra—T 4 VT 41— %
ZH) AL CY 27 —hLIPv6e 7 RLAZ AN TEET, -0, &OITHD
BRIEOYMREEFEITTIHILERNDH Y £7°,
EF -V =BT RLA(DED, [fe80] THED IPV6 T
RL2) ZETHHEAEFTFIC., V=2 1D 2 ANTEHLERDY
F4, Y—2 ID L, IPv6 7 L ZDHKEICS—F > Mt (%) IT
WITTEFDOID BT 52 LIk THRETE £,
a<wr K77 by RuaFRL, Windows VA7 A ETED Y — 1D 2

1.
A RE 2R L £ 7,

netsh interface ipv6 show interface

V= IDIE, Ty ROEIH D Ndx) FNFRREINFET, [Connected)

OREEE RT = MU EBELET,
2. ping A~ REMFEHLT, 25D =2 ID OWTFhhEHHALEXY hT—7

B il LET, B

ping £fe80::216:36ff:fed5:fba2%4

Z. lOptions] %A 7 =

=~

3. OKM Manager GUI T [Connect] ¥4 7 12 %37 HHil
JhFRL, W2 — 2 ID ZEIRL £,
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KMA m & D EER

x

Comrunication Timeouk; IEU seconds

Query Page Size: |2U records

IV Display Dates in Local Time Zone

™ Display Tool Tips on List Panels

Zone ID: |1 j

4. TSave| "Z %27 ) v LET,
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KMA H > D E#r

OKM Manager O#& T

OKM Manager ##& 7921213, RO FIAZEEITLET,

1. [System| A ==—M5 [Exit] ZIERT D50, £/FF A bA—0 H %27
Vw7 LEF, OKM Manager 2344 7 L, Windows DT A7 kv 7 IZERY £7,

2. OKM Manager MEfE S AL TV DAL, T2 HICU VB SN TR T LET,
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S

X)) T4 —EEEDERE

X2V T —HEHT, EX2 VT 0 —RE, 22—V — A b, BLOEEAA—

FF—ZEHLET, ZOETIE, ROEHIZOWTHHALET,

X2 )T —EEEOREDMN G EN A= —RFTTE L HE, BROKRE
WEID B THNTWDEHEIE, TOREEZFATTDFIRCHOVWT, YT LELS
LTEEN,

o BRI R—FTH T M EARB I OENICT D FIE,
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X )T —EFEFEORE

X VT 0 —HEER, EER EKMA, =—F— $A b, BEAA—-FF—)BLIO]
VAT ADSEIFE X2V T —DAEHEFEHTETET,

Secure Information Managemenk
[=- Transfer Partrers
i TransFer Parkrer List

- Backup Lisk

- Pending Quorum Operation Lisk

Swskern Management

- Audit Event Lisk

- KM#A Lisk

- lser Lisk

- Role Lisk

- Sike Lisk

- SMMP Manager Lisk

- Ky TransFer Public Key Lisk

- Syskem Durmp

- Syskem Time

[E]- Security

Security Parameters

= Care Security
Backup Core Security
ke Split Configuration
- Aukonomous Unlock Cpion

[=]- Local Configuration

LockfUnlock KA

Software Upgrade

e Network Configuration
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KMA List] * =—a1—

Revision 01

[KMA List] A=a—F 7 a v aEHT5 L. oBES

KMA D #75
KMA DYERE
KMA DOfEHOZET
KMA DHilfR

S =N DY A REFE 317 X—=V0 [T =N A AOEE | 258 iy

IT o FFHR L —F ORSRETT,

Secure Information Management
- Transfer Partners
. Transfer Partner List
- Backup Lisk
- Pending Quorum Operation Lisk
Sysbemn Managemenk
- ddit Event Lisk
- kMA Lisk
- User Lisk
- R.ole Lisk
- Site Lisk
- SMNMP Manager Lisk
- ey Transfer Public Key List
- aystem Dump
- System Time
[=]- Security
Security Parameters
El Core Security
- Backup Core Security
ke Split Configuration
. futonamaus Unlack Optior
[=I- Liozal Configuration
- LockjUnlock KMa
Software Upgrade
- Metwark Configurakion
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KMA O

KMA #Fmr$ 51213, ROFIEEZFEITLET,

[System Management] A ==—7>5, [KMA List] Z#&R L F£3, [KMA List] [
MERENET,

=’ Oracle Key Manager =1oi=|

System  Wiew Help

Connect Disconnect Help
Secure Information Management M List

[l Transfer Partners

i TransFer Partner List

BackupList Filter: [k Mame x| [equals =l +
-+ Pending Quorum Operation List | = Bafrash — L= . .
System Management = e & | = =

- Audit Event List

Results in page: 2 (last page)

- KMA List

- User List Wersion I Failzd Login Attemnpts I Responding I Responding on Service Metwark I Response Time Replication Lag Size l
Role List 2.4 (Build1138) 0 True Responding [1] [1]
Site Lisk 2.4 (Build1138) 0 True RNokt Responding 81 1}

SMMP Manager List
Key Transfer Public Key List
Syskem Durmp
-~ Systern Time
(=) Security
Security Parameters
E| Core Security
i Backup Core Security
t Key Split Configuration
% Autonomous Unlock, Option
[=)- Local Configuration
i+ LockfUnlock KM&
- Software Upgrade

i~ Metwork Configuration
- futo Service Request LI I _'I

Details. .. Create, ., Delete IMadify key Pool Size... Key Pool Size: 1,000
DR

F B R—ZAp KT 2T g — LT 5, IWOWNWTNDIDF—TKMA U R MNZT 4L
AT asrZ Lty TTEET,

¢ KMA Name
o fiRFR
« Site ID

*  Management Network Address

* Service Network Address

*  Management Network Address (IPvo6)

* Service Network Address (IPv6)

*  Version

* Failed Login Attempts

* Enrolled

FRSNTND KMA U A MZT7 4 2 24 21213, [Use) RZ a2 LET,
W, 74—V REZOHRAELTRLET,

TAIVE

KMA ~D 7 =) —DfEFIZT7 4 VW E AT 272D HTE D 7 4 — L KRER
RENET, BMYELEITKROEBY T,
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* KMA Name

. i

» Site ID

* Management Network Address

* Service Network Address

* Management Network Address (IPv6)

e Service Network Address (IPv6)

*  Version

+ Failed Login Attempts

* Enrolled
TANIERFRY 7 R

TREVGRS &7V v L, SBERT7 4 VEAERZRIN L E9, Y5 5HITK
DEEHTT,

e HlLW=

o FHELLIRN <>

« KU REW>

o Ku/hEun<

o REWVWMELW>=

o PhEIWVPELV <=

< BA%h ~

. 2R

. ZERLS
TANVEELIRY T R

D7 44—V RIZEEATILET,
fER -

ZORZHEI VI ThHE, BRENTWDLIANMITZ 4 VEREHINET,
B

CZORZ 7Yy THE VA RNPERRINET,
Uty b:

CORELUE I ITHE, TRTOT 4 AEZRHIEREN, BREINLTWNDE U X
FRVEY FENTHRIDSX—=UNERINET,
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<

CORELEI Vv TEHE, VA NDRYOX—=JICBEIL £,

¢
TORBELU RV T EHE, BIOR—JICBEIL £,

o>

TORBELETY v ITEHE, ROXN—JICBEIL 1,

Results in Page:

[Options] %A 717K v AD [Query Page Size] 7 4 —/V RTRELT 1 ~—
VUV DL a— RERRRINET,

KMA Name

7 T AL NDK KMA Zihl 3 22— —fEOMbl R &rshET,
KMA ID

KMA ZiillT 5 —E DY AT NG P ERENET,
fERR

KMA OFHNRSET,
Site ID

KMA 39 %% A bR ENET,
Management Network Address

BHER Y hU—27 TOKMA O IP 7 RLUARFERSNET,
Service Network Address

P—EAX Yy hU—Z7 TOKMA O IP 7 RLARERINET,
Management Network Address (IPv6)

BHA Y NU—7 TOKMA O IPv6 7 KL A (LA ) BEREINET,
Service Network Address (IPv6)

F—ERAFy NU—Z7 TOKMA D IPv6 7 RL A (B DHE) BERINET,
Version

KMA V7 R =7 ONR— 3 Y FESRERSINET,
Failed Login Attempts

17 A AR U FRR SN ET,
Responding

KMA 2REMERNLE S5 VRS ET, True 7213 False DfEZEY £,

Responding on Service Network
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Revision 01

P—E ARy U —7 TKMA BIEELTWENEI »ERLET, B EIEIT
[Responding |, [Not Responding]. F721% [Not Accessible] T,

+ Responding (. Z® OKM 2355t L TV 5D KMA ( 72— 5 /L KMA) 2> 5 D ER
WCKMA BIGEL TS Z AR LET, ZOREITZ 7 AZHNO KMA OF
RTOXTHIZEYE LETH, REINHMEIE, VA NAOME~ D KMA (VU
E— F KMA) 282 —71/L KMA 726 OZERITIGE L TWDNE I ERLET,

« Not Responding (X, UV E— I KMA, £72(XVE— F KMA ~O#F Y 7 n
T LTWLREDKFRET, VE—F KMA BERITSELTWRNWI &%
RLET,

« Not Accessible (T, V' —E 2%y N —Z7H#pkTY £— F KMA ~DF 7 /L |k
B EZIIHRBENEESN TRV R EORKFT, UVE't—F KMA 280 —
HNVEKMA LT VB ATERWZ E2 R LET,

E — 2=/ KMA TF 7 4V MEEIHER STV S84,
D KMA 1V E— F KMA ~OfREZHA TWDHDEHRENE
T, P—ERAFXy FU—7 TIEINO KMA BIEE L TWRNWEGE,
Zi 5O KMA IE [Not Responding] L FRSnET, 774/ k
PRI F 7L F ORI DN ER SN TV R WIS 1Z5hD KMA 28
[Not Accessible] EFRREINDZ ERH Y F7°,
Uy KMA (OKM 2.3.x LLRIT) 1T [Responding] & FrSnEd,
Response Time
KMA MERITIGE T 5 E TORFMA I VBB TR RINET,
Replication Lag Size
BERAEZFHE L T D EF OB RRINET,
Key Pool Ready
R RTRE R REI) Y CORDO N A— L T —UNFRINE T,
Key Pool Backed Up
NPT v TNET LT — VD= o T =V NERENET,
Locked
KMA 282 v 7 SPLTWAHNE I hERLET,

E — KMA B2 b OREAZ AR — F L7eWia . TKey Pool
Backed Up] 35X O [Locked] 7 ¢ —/V RIZIZfE N/A] BERRS
ﬂ\i—g_‘o

Enrolled

KMA DNEIMENTWAENE I, FHITXKMA N7 T AXIZERICa A4 LT
WAMEIDPRENFET, True £721% False DfEZ Y £9°,

HSM Status

N—RY=2T7tXx2UTF 4 —FY2—/L (HSM) OREAZ R LET, BV ELEIT
Unknown. Inactive, Software. Hardware, SW Error. F7-1% HW Error T3,

N
KMAIZOKM23 L0 bW 7 b =27 VY —2&ZETLTWHET,
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3N
KMA TIIHE, HSM 2T 23 0ERH Y A, ZHidEs. KMA 2
Oy ENTWADZENRETY,

7 b7

HSM IZTEEFICEMEL TBLT., KMAIZY 7 hu =T Fa X X alif L T
AL TWET,

N—FRy=7
HSM [T IEFICEIMEL T Y., KMA X HSM 2 L Cét& Ak L T Ed,
SW Error/HW Error

KMA TY 7 b7 =7 7 r/34 % (SW Error) F 721X HSM (HW Error) DR HE %
WLErb Ll g —RAELELL,

E:

WH T, HSM X IEFICEIE L T\ 9 (Hardware), 7272 L., HSM 2N IEFH
WZEIEL 72 < 72V (Software), [FIPS Mode Only] © ¥ = U F 4 —/%F
A—BZROff ITRE (192 =YD X2 UF 4 —R_FA—=ZDHEY H
L] 22) SNTWAEHEE, KMAIXY 7 hv=T 7 A Z&MHL
THEAZ R T 2EMEICEID FD Y £7,

HSM 23 IEH | @Wtk<kb [FIPS Mode Only] &%= V7 4 —/3F
A—HN On ICRESNTVDIHA, KMA (F#EERTE 20, 7
aiMBT7/7éﬂt%7 FrrT—Txl NIRRT ZENRTEERA,

fEEAY Software. SW Error. F 721X HW Error D¥&1%, 2@ KMA LoD

Sun Crypto Accelerator (SCA) 6000 » — R & i@ L T < 72 &0 (TSCA 6000
B— ROMER) 25 ),
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SCA 6000 h— FDF#E:R

Revision 01

77 A A NOEEIED KMA 12835 &4072 SCA 6000 17— RNEE L T\ 25 ATREME N B
DFET, MELE-DI— FE2EETAI0E. KMA —R_"—DEBmEHIT, I—FD
LED # /8 L £ 7,

QuickStart 7' 1 77 AZ X > THIHHE &4, KMS 2.1, 2.2, £721X OKM 2.3 LIEED
KMA TIEHIZEIEL T\ 5 SCA 6000 77— Rix, (S EFEiL Iz ) RAEF R LED 2
FEEIZ DA L. FIPS (F) 38 K OWIHNE (I) LED 23 IS4 L TWET,

IRAEZR LED DD sl T72 < . FIPS B L OWIHI L LED W fk D skl TRV
4. KMA @ SCA 6000 77— RiZiff&E L T3 Y . FIPS E— FOMLELRIEEAIT KMA %
KT HVENH Y F9,

SCA 6000 77— K@ LED (22T, [SCA 6000 User Guide] ZZH L T 7230,

KMA #1ERT 284 1%. (Create) RZ %27V v 7 LEd, 3L, 110 2—2 D
[KMA OERK] 22 LT 7ZE0,

KMA OFffid RRELIIEFTTHHEIEL. €O KMA Z#FHFEK R LT [Details] %
:/%7 U 77 Lij—o gi?%m@:/)l/\‘(6i\ 113 /\Ov—:\}@ ]—KMA @%i%mm%%}sctw%
H] 2L T EEN,

KMA ZHIEET B28A1, Delete] "X %27V v 7 LET, FEMIZOWTIE, 119
—T® [KMA O] 22 L T a0,
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KMA DERL

KMA Z1ET 5I12i%, ROFINEEZFEITLET,

1. TKMA List] W, [Create] "Z %27V v 7 LEd, [Create KMA] #A 7 11
TRy 7 ANFEREIN, [General] X TINT 7T 4 717> TCWET,

x
General | Passphrase I
KT8 Mame: I |
Description: I
Site I: IF‘Iease Select a Site j

Save I Cancel |

2. WDINFG A= ERELET,
[General] # 7 T, LEIJSLTKRDEREFELET,
KMA Name

7T AHND KMA % BB T5MEE2AILET, ZOfEIF. 1~ 64 XFT
fBETEET,

R,
KMA #—REIZHAT 22 AT LET, ZOfEIT, 1 ~64 LFTHETEET,
Site ID

FREIARZ %27 w7 L, KMADBET L5 A FE@8RLES, 2074 —AF
TEMEFTHE T,

3. [Passphrase] # 7 &P E 7,

Create KMA x|
General Passphrase |
Enter Passphrase; I
Canfirm Passphrase: I

SavE Cancel

4, WDONRF XA =B EREL, [Save] REZ %7 v 7 LET,

Enter Passphrase
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Revision 01

ZDaA—WF—DNRAT L= AN LET, /D LTFHIT 8 LT, AR UFHT
64 LFETI, T 7/ MEIE 8 TY,

IRAT L— XD, RO ERBY T,
o RRATL—XT, 2—HF—D KMA L EEDRNTLFEE,

o NATL—XTIE, RIXF, AINCF, Bl R38R XT0 4 DOXTFI T
ADHH 3 OEMHTLIMNENDH Y £,

B PTREZR RFBRSCTIE, IRD &Y TY,
1 @#ES%N&F()- =[N <> )2
« FT. BATR EOHIEIXTFIIEATE A,

E = SR T L —XOH/NCTFEO BT 5 HIEICONT
1, 195 X—=2D (X2 VT 4 —RITA—FDEF| 2B LT
<TTZEW,

Confirm Passphrase
[Enter Passphrase] 7 ¢ —/L RIZ AN L7fEE R CEE A LET,

5. KMA L a— RBF—=Z_X=2ZBMS L, €DOT b U7 TKMA List) BiffiiZ#
RENET,

KA List

Filter:  [kM# Name =l = =l Ll
| Usel Refreshl Resetl |<:| <:<:| >>|

Results in page: 1 {last page)

KM& Mame A | KMa 1D | Description | Sike ID | Management Metwork Address | Service Metwork Address | Wersio
sudburykms  372FCS113E67FO06T 129,50.60.163 129,50.60.163 Buildz
Create KMA * |
General |Passphrase I
KM& Name: I stkkms
Descripkion: I
Site ID: LLouiswville

Save I Cancel

| | i

Details... | Create.., Delete
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6. [Key Split Quorum Authentication] 4 A 7 1 V7R v 7 ANFRENET, BIEEZR
FETDICE, ERBDZ—PF—Z XA T L =X ANTHLENRH D 7,

To perform

Split User 1:
Split User 2:
Split User 3:
Split User 4:
Split User 5:
Split User &:
Split User 7:
Split User &:
Split User 9:

Split User 10:

ey spit Quorum Authentication xi
this operation, wou musk authenticate with a quorum of the
exisking Core Security keyw split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File.
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
ok I Cancel I

Key Split Quorum Authentication] %4 7 17 77K v 7 A T EIER O+43 72 & &
BafEE LTESA, [Savel "2 %227V v 7 L &THERL, EREEZHEL
728 &2 OKM 7 7 A X CIERMPERH SN ET,

Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI A FRE L2
WA, BRAN—U g ST 2 DO R DFERITR D ATREERDH Y £5,

FARN—Dar:

10 F7213F LT

11 LARE

#BR

BAEITERER L., OKM 7 S A X CIXEOEH LTI SN
FH A,

BAEIIRREIRBIC 20 £9, AT A1, REFOER
BHED U A MCEEZIBM L ES 324 R—P D
[TPending Quorum Operation List] A ==—] ZZM),
ZOYRMIBEREMEND &, Ry TT v T Xy
T—UNRREINET,

ERBA v R—D&ENE o2 —V — (BREA /3 —
== yBu AL, TOREREERETDHET
IZ. OKM 7 7 2 X TIZ EDIFR L EF SN EH A,

7. YERL L7 KMA T QuickStart 71 77 L5237 L, KMA N7 7 AZICBIMTEX 5
k2 LET, 759 AX~OBMOTFIFEIZHONTIE, 49 —T 0 THEFED 7 5 &
H~DE] L TLIEE0,
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KMA OFHDETEIVER

Revision 01

KMA Ol ZE 21213, ROFIEZFEITLET,

1. TKMAs List] W C. fFfEHREFRT D KMAHEBAZ X TNV U v 7350, F

F - bXa )T —HEEUNOZ—F 3 KMA O # 4%
FART DAL, [Save] RY U EFLTXTOT 4 —/L FoMEH

AR Y £97,

721X KMA = b Z38fHE R L C Details] RZ %27V v 7 LEJ, [KMA
Details| ¥ A4 7 a7 Ry 7 ANRFREINET,

KMA Details x|

zeneral INetwu:urk Canfiguration I key Poal Infao I Passphrase I

K& I

KA Marne:
Descripkion:

Sike IC:

Wersion:

Failed Login Attempts:
Replication Lag Size:
Locked:

Enrolled:

Hardwate Security Module Status:

I ZFSYECIEFEIZ944D

I Rosebank.

| 2.4 (Build1138)

I True

I Inactive

Save I Cancel
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2. IGeneral] # 7 C, RDT 4 —/V REEFLET,

o R

« Site ID

3. [Network Configuration| % 7 C, IRD7 4 — )L REEHLTLE T,
¢ Management Network Address

¢ Service Network Address.

KMa Details x|

eneral  Metwork Configuration |Ke~:.-' Poal Info I Passphrase I

Management MNetwork Address: I ho.s0.181.143

Service Nebwork Address: I 192,186,183,143

Management Metwork Address (IPvE): I fed0::21ei6EMF :fe37:bobf 10

Service Nebwork Address (IPva): I 21821:21e:68fFife37 b2 /64

Responding: I True

Responding on Service Metwork: I Mok Responding

Response Time: |?9 miliseconds

Save I Cancel

4. Key Pool Info| # 71Zi%, WOERFEH7 4 —V KRHY £9°,
Ready Keys
IO KMA THE SV, Ny 7T v (H—/— N7 T AZDEE) £231E»
D KMA [T (5 — K7 FRAZO5E) SN, £ FLDZHIT
TV MIEISNTWRWEOENR TR RINET,
Backup-Up Ready Keys

S — VNOFEHFEERBO I L, NI T7 v I WRET LT DODOENERE
NET, NAIF, UL~ DY 7 b7 =27 % KMA TEITLTWAS M, £
721X KMA THEMH L TV A HEEI - 9 01 9 MEWZ & BRIK T,
KMA B DEEFFETE RN EEBERLET,

Generated Keys
IO KMA THERESNTEN, ANy I T v T (B—/ — R IAXDOEH) &
7IXED O KMA IZER (B — R T AZDOGE) STV RVWEOENE
RENET,
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Key Pool Ready

BT LNOED S 5, AR OO R— T —URFRINET,
Key Pool Backed Up

T VNOFEHAREREED S B, Ry 7 T v TRET LELOD/R—k

F—URNFREINET, NA T, FUL LDV 7 N7 =7 % KMA TEST

LTWbh, £7201X KMA THEMEH L TWAERIAR— 3 0ol ) RN 2
ENFRE T, KMA RN ZDOEAZBEETE RNV EEZEBWHRLET,

KMA Details X
General | Key Pool Info | Passphrase
Ready Keys: 1,000 |
Backed-up Ready Keys: 1,000 | -
Generated Keys: | 0 | [
ey Pool Ready: | 100 g
ke Pool Backed Up: | 100 e

R

Save Cancel

5. lPassphrase] # 7 & P&, RONTA—ZEEH L ET,
» Passphrase
 Confirm Passphrase ([f] UL/XA 7 L — X & F AJ])

6. T LG, [Save] RHE %227 Y v/ LET, T—F_X—ZAND KMA La— R
NEEINFET,

7. TKey Split Quorum Authentication] %A 7 12 7Ry 7 ANRKRINET, BIEELR
FET 21T, ERBADZ—Y—H L NRRT VL= AT HLERDHY £,
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To perform

Split User 1

Split User 2:
Split User 3:
split User 4:
Split U=ser 5:
Split User 6:
Split User 7:
Split User &;
split User 9:

Split User 10:

ey Spit Quorum Authentication x|
this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
2 I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
Ok I Cancel I

Key Split Quorum Authentication] % A 7 1 77K v 7 A CHFEIERE O+ 7078 &
BEBELESGG, RTF AZ &7 ) v Lz ETEHRL, ERBEREL
72 LI OKM 7 7 A X TIEMBAEH S E T,

Key Split Quorum Authentication] %4 7 1 77K v 7 A TH 372 @ M AEE L7
WIEA, HRASR—=D g R U T2 DORZDFERICR D AN H Y £,

#HHN—D 3y

10 F7213F LT

11 LI

R

BAEITERER L., OKM 7 S A X CIXEDOEH LTI SN
FH A,

BRI REIRRBIC R £, AT A%, IRETOER
BHEAEDO Y A MIEEZBMLUET 324 X—T 0D
[MPending Quorum Operation List] A ==—] Z&M#),
OV RMIBERBIISNDE, Ry T T v T Ay
T—UNRREINET,

TEREEA o N— D E R oo — — (BRI A R —
a—WF—yRnarsA4 L, +HRERKERETHET
IZ. OKM 7 5 2 Z CEDIFHR b FH SN EH A,
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KMA /AR 7 L—XNDERSE

Revision 01

F — KMA IZEB SN TWVRNEGEARIZ, KMA O T L— X%
FTEET,

%Lwﬁﬁx&%W%ﬁéﬁA\ﬁbm7§X&@¢w EHEND KMA 2%, 7
VHE NIRRT L= AN HEIIZE D Y TCoNET, IEHEZEOHIRIINIC X - T,
KMAﬂ%%@£%£%7725W@%@KMA#%@%?é%%#%éﬁA X, Z
ORERERMET LT, "R 7L —XZFHOMICHRE L7,

KMA DO/RA 7 L—X&FET DI, WO FIRIZENE T,

1.

[KMAs List] B[EH T, KMA > sV EFTAT Y v 7350, £ KMA =
hU Z8iHE R LT Details] R"Z %27 Y » 27 LEd, [KMA Details|] ¥4 7 1
TR 7 ANFREN, General] ZTNT 7T 4 72> TWET,

[Passphrase] # 7 & B&, RONRTA—=FEEHTLET,
e Passphrase
+ Confirm Passphrase ([f] U/XA 7 L — X% AJ))

[Save] R¥ %27V v/ LT, BEEAREZHRTFLET, KMA DT —HX—RA =T
VMU BRERIINET,

Key Split Quorum Authentication] %A 7 R 7R v 7 ANEKRINET, BIELZR
ALY DITIE, ERBYDA—P—H L NAT L= AT HHERHY £,

ey Spit Quorum Authentication = x|
To perform this operation, wou musk authenticate with a quorumm of Ehe
existing Core Security kew split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File.
Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
Split User 4: I Passphrase: I
Split User 5: I Passphrase: I
split User 6: I Passphrase: I
Split User 7: I Passphrase: I
Split User &: I Passphrase: I
Split User 9: I Passphrase: I
Split User 10; I Passphrase: I
(o] 4 I Cancel I

[Key Split Quorum Authentication] %4 7 1 7' 7R v 7 A T EIE R O +43 72 7E 1
BAaERBE LSS, [Savel] A2 %227V v 7 Lk & THERL, EREEZHEEL
7o L2 OKM 7 7 A X TIHERBEH SN ET,
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Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI AT L2
WA, BRIAN— g ST 2 DO R DFERITR D ATREERDH Y £,

ARN—Da:

10 F7213F LT

11 DL

#BR

BAEITERER L., OKM 7 S A X CIXZEDOEH LTI SN
FH A,

BAEIIRREIRBIC 22D £9, AT A1, REFOER
BEEOY 2 MIEERZBMNMLE T 324 =YD
[MPending Quorum Operation List] A ==—] ZZH),
ZOYRMIBERBEMEND &, Ry TT v T Xy
T—UNRRREINET,

ERBA v R—D&EN E o2 —V — (BB A 3 —
a—Y—ynuersA L, +oRELEERETDHET
IZ. OKM 7 F A Z TCEDIFRLEH INEH A,

5. ay—AEBFERALT, NATL—IANEHE IR KMA T, KMA 27 5 A% (T
Oy A SEBHEEERIRLET, HEa /A 3T5FET, KMA XY T AKX LiE

FET&EEA,

E— BERILL EIChTE o TKMA RN G206 a 77w hLT
WAHEAIE, KMA Z2HE 7 JAX I 74 S DI KMA &
Ty 7 LTLIZEN,

[KMA List] /$%/LC [Replication Lag Size] |Z/R& 5 XK 912,
BOEDEHR Z D KMA IZEHFES L TE, KMA &1y 7 iR L

i—;«o

Wi

AT, ROFHAEZZRL TIIZEW,

« 207 ~X—® [Lock/Unlock KMA |
¢ 103 X—® [TKMA List] A= =2—]
©346 X—T D [KMA OV T AZ~OFa 7 A ],
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KMA o) #ilgg

BEE — KMA 2RI 500, =22 Y —/1® [Shutdown KMA | H§HEZ M L C.

KMA #4774 V2T H0ENRHVFET, KMAZA4 774 I LTENRWVE,

KMA X7 A2 THBE LT T, =— V= b ea—H—2 THHWER 2%E
LET,

WE., Zoavy RiE, 7 7AXNPLEEOH D KMA ZHIFRT 25AICOAMH &
nNEJ, 2720, HHLARL 2>/ KMA ZHIBRT527-0IEHEN 2 bH 0 £
T, L22L. 2O X5 REAICE. 2/ —L® [Reset KMA] #fe ¥ ikt~
VarvEHATAI L ERBED LET, TOMEEIL, 7T 225 KMA ZHIRL,
EH L2272 KMA OF 4 27 0 bT_RTCOFEREEEICHEELET,

B L7 KMA 2727 5 2 Z ICHESMEE 5581, KMA ZHEOF 7 4L MMV
v F L. QuickStart 71 7T Anb ATy a v 2 BBIRNTHALENRH Y £,

IoOXTvarEERATLE, BEX2 VT 0 —FEFIE, EHL TV KMA ZH
frCc&x £,

KMA ZHIBRT 5123, ROFNEEZFEITLET,

1. TKMAs List] T, HIBRT 25 KMA Zi5iA#&K /R L C Delete] "¥ %27 VU v
LEd, kDL HIZ, BIRLT7Z KMA OHIREZHERT DEA T 7Ry 7 ANRER
EhET,

KMS Manager x|

Are wau sure you wank to delete the KMA “stkkms"?

Yes I Mo |

2. IYes] m"Z %2707 LT, KMA ZHIFR L E9, BEAAEERLTWVWSD KMA 23|
R, TKMA List] BEICEY £, £72. 2O KMA (ZBEM T 5T\,
FOMOERTITFEHA SN TNy P T _CHIBRENET,
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[User List] #* =a1—
[User List] A==a—A 7 arailld5oE, WOBIEEZITO ZENTEET,
o 2—Y—DFR
oY (o
o B —Y—IFRDOER
o BEfFEOa—Y—0DHIKR

= Swskem Management
- fudit Event Lisk
- KA Lisk
& Llser Lisk
- Role Lisk
- Site Lisk
- SMMP Manager Lisk
- Kew Transfer Public Kew List
- Syskern Durmp
- Syskem Time
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A—H—DFRTK
A—YP—EFIRTDITIE, ROFNEEZEITLET,

[System Management] A == —7>6, [User List] Z38&{R L E9, [User List) [Hifi7
FKRSINET,

Revision 01

Liser Lisk

Filter: |User ID j |= j I Ll
| Usel ReFreshl Resetl |<:| =:=:| >>|

Results in page: & (last page)

User ID /A | Descripkion | Roles | Enabled | Failed Login Akkel
ALD Test User Auditor True ]
all Test Lser Backup Operatar, Compliance OFficer, Operatar, Security.,.. | True a
BO test User Backup Operator True u]
[ato] Test User Compliance Officer True i
Op Test User COperatar True Ju]
50 Backup Operator, Compliance Officer, Operatar, Security,.. | True i
nancy Auditor True i
wally night shift janitor |~ Security Officer True a
1] | 2l
Dekails, .. | Create. .. | Delete |

T=HNR—=AKE AT B —)LT BN, WOWNWTNNOXF—T2—HF—UJ X N7 4
N2 EEHT A TEET,

Z—#%—1ID

it

Roles

CE)

Failed Login Attempts

FRENTNWEI2—YF =V RNIT 4N ZEZEATHI120E, [Use] R E2EHLE
hj‘o

WIZ, 74—V REZOHHAEZRLET,
TZALNVE

KMA ~D 7 =) —DfEFIZT7 4 V2 AT 5272 DIEHTE D7 4 — L KHRER
RENET, BMYEAEITKROEBY TT,

« a—H%—1ID
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-

. A

+ Failed Login Attempts
TANZEAFRY 7 X :

FTRERZ 22 ) v 7 L, BT 4 VAEFEFEZRIRUET, I 55T
DEBYHTT,

. L=
o LV <>
« XU KREW>
« ko<
o REWVWDELW>=
o INZWNPEL <=
o Bk ~
. ZEH
o ZERLSH
TANVZE1IRYy 7 R
D7 4=V RIZEEASDLET,
fEH
ZORBET T HE BARENTWDHY A NMIT 4 VFREHIET,
B
ZORBEI Yy THE, VANBEERRINET,
Uy b:

ZOREET ) I TBHE, TRTOT 4 VEREIRS, BRENTHDE U R
ARy FENTHRIDOR—=UNERINET,
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Revision 01

<

ZOREZLEIY v ITEE VA NDRERIOR=ICBEILET,

¢
ZORE L) v T DHE BIONR—=VICBEIL T,

o>

ZORELEI ) ITHE ROL—=JIIBENLET,

Results in Page:

[Options] %A 717K v AD [Query Page Size] 7 4 —/V RTRELT 1 ~—
VUV DL a— FERRRIINET,

2 —Y%—1ID

7T AZNOK{2—F =20 T 5 B0 FAFRRINET, ThITEE,
[2—HF =4 IR ET,

i)
2P DBIIRENET
Roles

DY DT F 2 )T —KEDY A MAERSHET, REICL ST, 2 —
X & SERBELETTEET,

%
=P —DAT—H APRENET, True £721% False DEETY £,
Failed Login Attempts

77 A AR LT R S IVE T,

a—P—ZET BA1E. [Create)] RZ %27 U w7 LET, EHIZOWTIE.
124 XR=T D Ta—WF—D1ER] 22 LT 7EEW,

2P DFME LTS DAL, 202 —F —ERARR LT [Details) K5 > %
70y 7 LET, #FMICOVWTIE, 127 X—Y D Ta—F—DFflOFRREB I OLH )
EBMLTIES,

2—Y—ZHIRT H5EE1E, Delete)] RF¥ %227 U v 7 LET, sEMIZOWTIX,
131 X=V D [2—F—0DHIkR] 25 L T I,

A=Y= DA T L= XF TG E, B D VIEZOm S BEIRME SN TV D54,
X2 V7T —HIEEE, 2P —DORRA T L —X R ETEET, 2—F—0D/2X
T L—RAERETHFEIBEICOWTIE, 129 =YD [2—HF—DR2AT7 L —XDRIE]
EHREL TSN,

T, 2=V —PRHFONRZRT L —XE2EEFHZ L TEET, FIEICOVLTIE,
N XR=TD [NRATVL—ADEF| 2B LTI,
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A—F—DER
2= P AER T 2 IE, RO FIEEFEITLET,

1. [User List] B T, [Create] "% %27V v 7 L¥7, [Create User] ¥ A7 172
Ry 7 ARFIREN, [General) ¥ TNT 77 4 FicleoTOET,

x

General I Passphrase I

User ID: I

Description: I

Riles: [ auditar
[ Backup Operataor
[ Compliance Officer
| Operatar
[~ Security Officer
[ Quorum Member

Save Cancel

2. WDINFG A—REBRELET,
[General] # 7
a—HF— ID

o=k RICHBIT A AEAS LET. JOMIE, 1~ 64 TFTHETEE
j—O

5]
a—F—EBHTHEEANLET, ZOMIE. 1~ 64 LT THETE £,
Roles
D= Pl Y A REIORICH DT = v 7 Ky 7 ARBRLET,

HE - N—V 3 21 LEIO KMS V7 Y= 7 ZHAE KMS THEFT
LTWAD, F£72013 OKM 7 5 A X OERIAN—T 9 U RBIE 10 F
T E UL FICERE STV S %A, [Quorum Member] F = v 7
Ry 7 ZIERARFTHY, L —FKRENET,
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[Passphrase] & 7
3. [Passphrase] % 7 Z#BH& 7,

x

Gerneral Passphrase |

Enter Passphrase; I

Confirm Passphrase: I

Save Zancel

4. WDINT A —=Z R ELET,
Passphrase

D= —=DRAT L —RE AN LET, R/ CTFHIT 8 T, AL THIT
64 LT TT, 7 74/ MilE 8 TT,

INA T L—RXOHEL, RO LBV T,
n XAV —X2, a—PF—Da—HF—1ID 25D NTL N,
n NAT L—XTiE, KT, DNLTF, Bl I3 CT0 4 o
DYLFTTADI B 3 OERATIZ2LERHY £,

filt T REZR FRBR S 1E, IRD LB T,

I @ES% A& ()-_ =+ [N <>, )0
n X7, AT EORKIESCFIIEH TE EFH AL

F = SR T L= XORNLTFEOENEE TS D HIEITONT
W, 195 X—=UD [EX a2 VT =T RA—FDEE|] 25 LT
<TEEW,

Confirm Passphrase
[Enter Passphrase] 7 4 —/LV RIZASJLTEE R CEEZ AT LET,

5. [Save] R¥ %7 Vw7 LET, 2—PF—La— R R7F—Z_X—2ZBMINE
T, v —3— [User List] ICRRINET,
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6. [Key Split Quorum Authentication] 4 A 7 1 V7R v 7 ANFRENET, BIEEZR
FETDICE, ERBDZ—PF—Z XA T L =X ANTHLENRH D 7,

To perform

Split User 1

Split User 2:
Split User 3:
split User 4:
Split User S:
Split User 6:
Split User 7:
Split User &:
Split User 2:;

Splic User 10:

ey Spht Quorum Authentication = x|
this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
2 I Passphrase: I
I Passphrase: I
I Passphrase: I
I FPassphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
Ok I Cancel I

Key Split Quorum Authentication] %4 7 17 77K v 7 A T EIER O+43 72 & &
BafEE LTESA, [Savel "2 %227V v 7 L &THERL, EREEZHEL
728 &2 OKM 7 7 A X CIERMPERH SN ET,

Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI A FRE L2
WA, BRAN—U g ST 2 DO R DFERITR D ATREERDH Y £5,

FARN—Dar:

10 F7213F LT

11 LARE

#BR

BAEITERER L., OKM 7 S A X CIXEOEH LTI SN
FH A,

BAEIIRREIRBIC 20 £9, AT A1, REFOER
BHED U A MCEEZIBM L ES 324 R—P D
[TPending Quorum Operation List] A ==—] ZZM),
ZOYRMIBEREMEND &, Ry TT v T Xy
T—UNRREINET,

ERBA v R—D&ENE o2 —V — (BREA /3 —
a—WF—yRnarsA4 L, +HRERKERETHET
IZ. OKM 7 5 2 Z CEDIFHR b FH SN EH A,
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A—H—DEHMDOERSIUVEE
E—-HAR A LT0EEX 2T 4 —HHIL, AoV
a— RNEEFETEEEA,
=Y —[ERELEFTITHI20E, ROFINEEZFETLET,

1. lUsers List] HiE T, stflfEHR A2 TR T D2V =X TNV v 7T, £z
T —Y—1La— iR /R L Details] "¥Z %27 U v 7 LET, [User
Details] # A4 7 2V Ry 7 ANFRII, [Save] R¥ 2 ELT_XTDT 14—/
RMEHAR A 72 > TWET,

User Details x|

Genetal | Passphrase I

User ID: Inancv
Descripkion: I
Roles: [~ auditor

[~ Backup Operator

[~ Compliance Officer

o Operator

[~ Security Officer

[~ Guarum Member
Flags: ¥ Enabled

Failed Login Atkempts: ID

SaVE I Cancel

2. TGeneral] # 7 C, RDO/NTFA—=ZZBHLET,
o fiER
* Roles
* Flags - Enabled
[Failed Login Attempts] 7 « —/L RiZiX, B 7 A SRR LZEEBFRRINET,

3. [Passphrase] # 7 Ca—H—D/RAT7 L —X & AT+ 5551E, 129 21—V D
(22— —D AT L —XDOFRE| #BRL T LI,

4. T LD, [Save] "RZ %27 ) v 7 LET,

5. 22—V —DEEIZEBM L7754, [Key Split Quorum Authentication] %A 7 & 2
AN/ Xﬂ?&ﬂ“éz"bif T’?’éﬁz%wu uE—g«%) =N ﬂi/@;&/\@j‘%qj‘ gl LT
L= AT H0ERHY £,
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FE - o0& EZBNMLR»oT25E, [Save] RF %27

Vw2 Lizd &2 OKM 7 7 A X Ca—H —{FRBLH S 4,
[Key Split Quorum Authentication] %A 7 & 77K v 7 R IR RrE N

FH¥A,

Key Split Quorum Authenticakion il

i

To perform this operation, wou musk authenticate with a quorum of the

existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,

Split User 1

Split User 2:
Split User 3:
split User 4:
Split User S:
Split User 6:
Split User 7:
Split User &:
Split User 2:;

Splic User 10:

T

Passphrase:
Passphrase:
Passphrase:
FPassphrase:
Passphrase:
Passphrase:
Passphrase:
Passphrase:
Passphrase:

Passphrase:

Cancel

Key Split Quorum Authentication] % A 7 1 77K v 7 A CHFEIERE O+ 708 &
BEWRELLSE, ISavel] RE %227V v L& TERL, ERBAREL
72 LI OKM 7 7 A X TIEMAEH S ET,

[Key Split Quorum Authentication] %A 7 1 77K v 7 A TH 372 B R AEE L7
WIBA, BRAN—T g TS LT 2 DO R DFERICR DR S Y 5,

FARN—Dar:

10 F7213F LT

11 LARE

#BR

BAEITERER L., OKM 7 S A X CIXEOEH LTI SN
FH A,

BAEIIRREIRBIC 20 £9, AT A1, REFOER
BHED U A MCEEZIBM L ES 324 R—P D
[MPending Quorum Operation List] A ==—] ZZH),

ZOU R MIEEREMSND L, Ry TT v T Ay

T=UNERENET,

ERBA L N—DEE ZFOoa—F — (EREA /N —
a—WF—yRnarsA4 L, +HRERKERETHET
X, OKM 7 9 A Z TEDIFEHRS FFH SN EH A,
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A—HP—DINRAIL—XDETE

=P — DA T L —RE LG E, H D WIEZ O AR ST\ D &b
nNoGH, EX a2 V7 —EHIEEIE, 2—F—DORRAT L —XERETEES, 22—
PF=NHLWARAT L —XZMH LT KMA ICu 74458, # LOGEAEN R
EnET,

=P —DRAT L —=XZRET 22T, ROFIEZFEITLET,

1. lUsers List] E[Hf T, A7 L —RA&ERIRNT L2V —%2XT NIV v 7T D5,
FTa—Y—%2MFAFRR LT Details] R¥ %227 U v 7 LET,

2. lUser Details] #4707 Ry 7 ANKRIIVET, [Passphrase] ¥ 7 %&£,

User Details x|

General Passphrase |

Enter Passphrase: I

Confirm Passphrase: I

Save | Cancel |

3. [Enter Passphrase] 7 1 —/LV R T, 2—% =77 FOEERKFICEXF 2 VT 1 —
EEHICE > TEOV Y TONZRATL—XE AN LET,

4. [Confirm Passphrase] 7 ¢ —/L N2, FlH3 TADLEEFRCEZ AN LET,
P — L a— ROFLVWRA T L— XRRIES N ET,

5. Key Split Quorum Authentication] 4 A 7 1 V7R v 7 ANFRENET, BIEEZR
RETDICE, ERHD2—P—Z{ XA T L =X ANTHLENRS Y 7,
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To perform

Split User 1

Split User 2:
Split User 3:
split User 4:
Split U=ser 5:
Split User 6:
Split User 7:
Split User &;
split User 9:

Split User 10:

ey Spit Quorum Authentication x|
this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
2 I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
I Passphrase: I
Ok I Cancel I

Key Split Quorum Authentication] % A 7 1 77K v 7 A CHFEIERE O+ 7078 &
BEBELESGG, RTF AZ &7 ) v Lz ETEHRL, ERBEREL
72 LI OKM 7 7 A X TIEMBAEH S E T,

Key Split Quorum Authentication] %4 7 1 77K v 7 A TH 372 @ M AEE L7
WIEA, HRASR—=D g R U T2 DORZDFERICR D AN H Y £,

#HHN—D 3y

10 F7213F LT

11 LI

R

BAEITERER L., OKM 7 S A X CIXEDOEH LTI SN
FH A,

BRI REIRRBIC R £, AT A%, IRETOER
BHEAEDO Y A MIEEZBMLUET 324 X—T 0D
[MPending Quorum Operation List] A ==—] Z&M#),
OV RMIBERBIISNDE, Ry T T v T Ay
T—UNRREINET,

TEREEA o N— D E R oo — — (BRI A R —
a—WF—yRnarsA4 L, +HRERKERETHET
IZ. OKM 7 5 2 Z CEDIFHR b FH SN EH A,
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a—H—0HIR
=PI, =P —HHEHIRTEEEA,
a—PF—ZHIRT 211E, ROFIEEZFEITLET,
1. TUsers List) BT, HIFRT 52—V —%EIRL T Delete] RZ %227 U v L

F9, ROXSIC, BRULE2—F—OHIBRZMGEET 24 A4 7 0 7Ry 7 ZANRFR
SNET,

KMS Manager 5'

Are wou sure you want o delete the User "AU0"?

Yes I Mo |

2. ['Yes] m"¥ %27V w7 LT, 22—V —%HIELET, BEBIRL WD 2 —H—
DHIERE A, TUser List] BEIZREY £9, BHIFR L2 —VP =3RRI
iﬁ‘o
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[Role List] *=1—

[Role List] A==a—A7varafl+srs, a—V—&KEE2ERTEET, &KEH
L, 2=V —NFETTELIIFEIER VAT ABED, BEESNZmEIN—T%
BLET, | AD2—V—|[ZHBOKE 2 HE5ETEET,

Svstemn Management

- mudit Event Lisk

- K Lisk

- User Lisk

- Role Lisk

- Sike Lisk

- SMMP Manager Lisk

- Key Transfer Public ey Lisk
- Syskern Durp

- Syskemn Time
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®READRT

Revision 01

Tl FRTHI21E, ROFIEZFATLET,

[System Management] A == —7>5, [Role List] %33R L EJ, [Role List| i H
FKRSINET,

=« Oracle Key Manager

System  Wiew  Help

P [=[ 3]

?

Help

Conpect  Disconnect

B-Secure Information Management Rele List

i B-Transfer Partners

H - Transfer Partner List

| Backup List Filter: IRD\E s} ﬂ quua\s ﬂ | j o |

i Pending Quorum Cperation List
& System Management
Audit Event List
- KA List
~ User List

| Refresh Reset |i|i|i|

Results in page: & {last page)

Role1D A
Auditor
Backup Operatar

| Description I
Viewss information about the Cluster
Performs backups
Manages key policies and key groups

Site: List

- SNMP Manager List Compliance Officer

ke TransPar Pibliciiey ik Operator I\f!anages agents, data units, and keyrs :
i Quorum Member Wiews and adds credentials to operations pending quorum. ..
s P Security Officer Manages security settings, users, sites, and transfer par...
Systemn Time
Security

- Security Parameters
=-Core Security
- Backup Core Security
Key Split Configuration
~ dukanamous Unlack Option
~Local Configuration
~ LockfUnlock KM
Software Upgrade
Metwork Configuration

Details. ..

T—HR=ARERERA T O — T 50, WOWVWTINOF—THEEY A MNZT 4 LHF
FHMATAZ L L TEXES,

+ RoleID

o R

FREINTVWDLY A MZT 4N Z BT 5121F, TUsel] RZ o ZMHLES,
WIZ, 74—V REZDOFRAZRLET,

T ALIVHE

KMA ~D 7 U —DfERIZT 4 VX B#EAT D2 DIEHTE D7 0 —/L RRF
RENET, BROELEITKRDLEEBY T,

e Role ID
.
TANZEEFRY 7 X :

FTRERZ 22 ) v 7 L, BT 4 VAEFEFEZRIRUET, I 55T
DEBHTT,

L/l/\:
L< v <>

s
.

& 4

.7
. ZEEL
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TANVZELIRY 7 X
ZDO7 44—V RIZEEASDLET,
B
ZOREZET V7T HE URAINBBRRINET,
Uty b:

SORELEIY v IFTHE, TRTOT 4 AERHIBRE, ERENATND Y 2
B YU £y hERTRION—IBERFENET,

<

ZORZ IV w73 HE UANDRHIION—JICBEILET,

¢
COREZEI ) v I T HE BION—VICBEIL £,

o>

TORBELEITY v ITEHE RON—JICBEIL £,

Results in Page:

[Options] XA 7 v 27K v 2D [Query Page Size] 7 4+ —/V RTHE LT 1 ~X—
DVHID DL a— FERERINET,

Role ID
KXo UT 4 —O®RHNEZWINT 5 B0 PFERINET,
i)

BEIOFMAA RSN ET,

BEIOZMERZ KT HEEE. TORE T MY Z#ERIHF R LT Details] R
R U w7 LET, FEMICOWTIT, 135 =20 (HEOBEOFETR] 25K L
TLIE&E W,
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REDFEDERT

Revision 01

Role Operations x|

[Role Operations| %A 7 07 Ry 7 AT 2 &, &E & ZORETHITEATH
LEEER TR TEET,

FE DOBREIOBIEEZ TR T 121, ROFINEZETLET,

Role List) M T, &EZMFAFERL T Details] RZ %227 U v 7 LT,

[Role Operations] %A 7 07Ky 7 ANERI L, BIRLEEFOBIENREN

Role 10 |Securit':.f Cifficer

Descripkion: IManages security settings, users, sites, and transfer partners

Operations:

Add User Role

adjusk Syskem Time

Backup Core Security

Create Audit Log

Create KMA

Create Key Transfer Key Pair

Create Key Transfer Partner

Create SMMP Manager

Create Sike

Create User

Deleke KMA

Delete Key Transfer Partner

Delete MTP Server

Deleke SMMP Manager

Delete Site

Delete User

Disable Local Technical Support Configuration
Enable Local Technical Support Configurakion
ek Core Security Autonomous Unlock
Get Core Security Public Key

Gek KMA Lock Status

Get Key Split Credentials

et Local Technical Support Configuration

1

Close

Add a Role ko those that have bena
Adjusks the syskem time —
Backs up Core Security informatio
Creates the Audit Log For the Clus
Defines a new KMA to the Clusker
Creates a new Key Transfer Key
Defines a new Key Transfer Partn
Creates a new SNMP Manager
Creates a Sike

Creates a new User

Removes a kMA from the Cluster
Deletes a Key Transfer Partner
Deletes an MTP Server

Deletes an existing SMMP Manage
Deletes an existing Site

Deletes an existing User

Disables the Technical Support of
Enables the Technical Suppart of |
Displays the Autonomous Unlockir
Displays Core Security Public Key
Displays the current Lock, Skakus o
Displays the current Key Splic Cres

Gets the Technical Support CDT
3

XA Ta TRy 7 AEHATAITiE, [Close)] R¥ %27 V7 LET, [Role
List] HHIZED £97,
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[Site List] A =a1—

YA RLiF, BHHEOT—T = b (FARLE OKM 7 7 2% ) Ol b 725, 1 DU
D KMA BNEET AZHE R c, ==Y x> M, EZROY A b TiE<l
2—H DY A MZHDHHO KMA IZEHT 5 2 12k - T, KMA OREESCE R 70/
2L 0 EhERMICRETE T,

[Site List] A==ax—A4 7 araZHfT2L, ROBIEEZITH) ZENTEET,

o YA FDOFKIR

« YA FOER

o YA MOFEROEH

o YA FOHIBR

E— ARL—HE, YA FORROBEITH ZENTEET, &
o) T —HEHIL, A P EERTEET,

Swsbem Managemenk
- fudit Event: Lisk
- KM Lisk

- User Lisk

- Role Lisk

- SMNMP Manager Lisk

- Key Transfer Public Kew List
- System Dump

- Syskem Time
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Y4 FOERT
YA FEFRT DT, ROFMIEEZFEITLET,
[System Management] A == —7>6, [Site List] Z8R L £4, [Site List] A H

IRESNET,
Site List
Fiter: |steln 7| |= =l + |
| Use I Refresh | Reset | | < | << | E53 |
Results in page: 4 {last page)
Site D & | Description
LaBarge This is & site in Wyaning
Louisville: another site
Sitenumbal | This is a site
Toronko Yada is 4 site
Details... | Create... | Delete |

TR NR—=ALKE AT a— LT B, WOWTNNOF—TH A U X N7 41
AEEATAZELTEET,

e Site ID
-

FRENTWDEHA M) AN T 4V FE2WMAT D121, [Usel RE &AL E
7,

Wi, 74—V REZOHAZRLET,
T AIVH

KMA ~D 7 T U —DfERICT 4 NV H BT 72D TE 57 0 —L 23R
IRENFET, WMOELEFRDO EBY TT,

« Site ID
o R
TANVZERTRY 7 R

TREVRZ &7V v L, BT 4 VEEE BRI L F9, B0 55T
DEEHTT,

o L=
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o LV <>

« KU KREW>

« K<

o REWVWMHELW>=

o PNEVDELW <=

o PR ~
TANVEELIRY 7 R

DT 44—V RIEEANLET,
fEH

ZOREZEI Yy I THE, BREINTNDHLI A NMITZ 4 AEREHINET,
B

ZORZEI VT HE, UAMNPHERINET,
Uy b:

TORBEUEIY v ITHE, TRTOT 4 AEZREIREN., BRENTWHWAEY X
ARty FENTHRIDOR—=UNERINET,

<
TORZ L ET VI THE, VANDERYDOR—JIZBEILE T,
<

ZORE L) v TDHE BIONR—=VICBEILET,

o>

ZOREEI ) I THE ROX—=VICBBLET,
Results in Page:

[Options] %A 7 177K v 7 AD [Query Page Size] 7 4 —/V RTERELTZ 1 ~—
VU DL a— FERRRINET,

Site ID
YA PR —BITHA SN ET,
FiEEFH,

FA FOBHANTRSNET,

YA NEAERRT BITIE, [Create] "RF 227 U v 7 LET, FEMIZIOWTIX, 140
R=UO [HA FOERK] 2L TIZIN,

Yo DO RE R TELIIERT 25451, ZOFA N EHEMAEKT LT [Details)
REE7Y w7 LET, 3OV TIE, 142 =20 [P 4 FOFEMOFRTEB X
OEF] 23 LTLIEEN,
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BN L= A FE2HIBRT 5121, Delete)] R"& &2V v 7 LET, I HONT
I, 143 2= [H A FolIE] 22 LTLEEN,
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Y4 FDER

YA b EIERT DITIE, ROFIAZEITLET,

1. ISite List] [ C, [Create] R"¥ %27 Vw7 L¥9, [Create Site] ¥ 71

X

Ny 7 AREKRENET,
Creake Site
Site ID: [l
Descripkion: I

SEYE I Cancel

2. WMDOINTA—HERELET,
Site ID

A e —RICHHTH2MEEASILET, ZOMIE, 1 ~ 64 LFTHETEET,

i|

fER

A he—RICHHATMEEATILET, ZOMEIE,
WIZ, BEAND LTI ZATa Ry 7 2062~ LET,

Create Site *

1 ~64 LFTTHEETXET,

X

Site IC: I Denver

Descripkion: ICDIDradD Site

Save | Cancel |

3. [Save] R¥Z %27 Vw7 LET, HILWOIA FBRRESNTT —FN— R ITHEM

i, TSite List] Iz xS ET,
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e E e

LaBarge

This is a site in Wyoming

Lowisville

another site

Sitenumbal

This is a site

Taronka

Yadais a site
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YA FOFHDORTELUVEE

F - bXa )T —HEEUSNOZ—F =031 b OFEMIE R A
FART HEAEIL, [Save] RY U EETLT X TOT 1+ —/L RMEH
REIZ Y £

YA bOFMELET DI, ROFIEEFETLET,

1. TSite List] HaiC. [Details] "% %27 U 27 LE3, [Site Details] #4717
Ry 7 AMFREINET,

Site Details x|

Site ID: I LaBarge

Description:

Save I Cancel

2. [Description] 7 4 —/V REZZH L, [ Save] R¥ %27V >y 7 LET, 1 FDFE
MNEE S, T—F "= RITHEH S ET,
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Y4 ~DOAIER

F - VA RBREHENRTWAEGEE, 2EVY A M—V =2 b
F721X KMA BN EESNTWAEAIEL. 1 M ZHIBRT RN, 2
NHOT—Y =z L KMA ZHIBRT 220, £330 W A ME
W 2A20ENHY £,

YA b ZHIRT 21213, ROFIEZEITLET,

1. ISite List] EfE T, HIBRT 294 M ZMFHFR LT Delete] "X %7 U v L
T4, O LI, BERMERTHIEA T IRy 7 ANERINET,

KMS Manager X|

Are wou sure wou wank ko delete the Sike “"Denver”?

Yes I i [x] |

2. Wes] R"& &7 Vw7 LT, A4 FE2HIBRLET, B/ERIRLTHDEH A FEI
B & 4v, [Site List] HiEIZREY £9°,
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[SNMP Manager List] * = a1—

SNMP ~ % — Vv —&F£Rx, 1Bk, BLOEETA(21E, 22T+ 2 A=2—%
HFHLET,

T2, FHOFX Y hU—27 TSNMP =— = h &% E L, OKM Manager ® GUI T
SNMP ~ 3 — 3 ¥ —%EF L7z 2 — —D SNMP 1F# % £ T & %79, OKM Manager
® GUI T 1 2L ED SNMP ~ % —T ¥ —%EHKT DL, KMA %D SNMP ¥ % —
Cx¥—0DIP 7 KLAIZSNMP A > 7 4 —LZEELET,

SNMP A > 7 #— b7 v T KMA WNiEET HIERICONTIE, 393 X—TD
[SNMP & HIHF#R~N—2 (MIB) 7 —% | #BRLTEE,

Swvsbermn Managemenk

- Budit Event Lisk

- KM Lisk

- User Lisk

- Role Lisk

- Site Lisk

- SMMP Manager Lisk

- Key Transfer Public Key List
- Syskem Dump

- Svskem Time
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KMA @) SNMP ¥ f— v—DRE

Revision 01

SNMP v~ 32—V ¥ — %2R T 5120F, WOFIEEZFEITLET,

[System Management] A == —7>5, [SNMP Manager List| Zi&#R L 9, [SNMP
Manager List] BN FRIILET,

SNMP Manager Lisk
Fiter: [HMP Managerin v [= =l * |
| Use I Refresh I Reset | | < | << | e |
Results in page: 0 {last page)
SHMP Manager 1[0 A | Description | Metwork Address | Enabled | User Mame I Protocal Yersion |
Details... | Create... | Delete |

T B R—=ALRKER T O — LT 50, IROWNTINNOF—T SNMP v — v —1
ARNCT4NEZEwWATLHIZE L TEET,

*  SNMP Manager ID

. R

e« XY RU—IT RLA
. A%

o Y4,

FRENTWD SNMP v 32—V % — U A NIT7 4 NZEEHT HI21%, [Use] ~H
FERLET,

WIZ, 74—V REZOHAZRLET,

TZALIVH

KMA ~D 7 =Y —DfEFIZT7 4 VW EZ AT 272DICHHTE 5 7 4 — L KRER
RENET, BV ELEITKROEBY TT,

*  SNMP Manager ID
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« Xy MIU—=IT KL R
)
a4
TANEZEEFRy 7 R

FTRERZ 22 ) v 7 L, BT 4 VAEFEFEZRIRUET, I 55T
DEBYHTT,

LW =
FLI W <>
« XU KREW>
X/ <
REWDPELWL > =
INEWINE LW <=
B 4f ~
7%
. ZEALSL
TANVZE1IRYy 7 R
D7 4=V RIZEEASDLET,
fEH
ZORBET T HE BARENTWDHY A NMIT 4 VFREHIET,
B
ZORZEI VT HE, UAMNPHERINET,
Uy b:

ZOREET ) I TBHE, TRTOT 4 VEREIRS, BRENTHDE U R
ARy FENTHRIDOR—=UNERINET,
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<

CORELEI Vv TEHE, VA NDRYOX—=JICBEIL £,

¢
ZORE L) v T DHE BIONR—=VICBEIL T,

o>

TORBELEITY) v ITEHE, ROXN—JICBEIL 1,

Results in Page:

[Options] %A 717K v AD [Query Page Size] 7 4 —/V RTRELT 1 ~—
VUV DL a— FERRRIINET,

SNMP Manager ID

2—PF—=NEFRZ LT SNMP v X — V¥ —D— BB F R ERINET,
fERL

SNMP ~ X — ¥ —OilANFIRSNET, ZD7 1 —/L FIFEMARETT,
Xy FU—=7 T FL A

SNMP 7 v 7 ORERHCHEINT o1y FU—2 7 FLARFRINET,
B8

SNMP ¥ R — v —MESHRREDN E D VRSN ET,
a—P—4

DO SNMP v % — % =2 LTEx a5 —{REISN-EHETE 5 SNMPv3
B A ML 9 5 L SIS iza—Y =4 nFREINET,

Protocol Version

SNMP 7' AL dDR—V g &R LET, SNMPv3 (/X—T = 0 3) £720F
SNMPV2 (R—T a2 2) DELLNTT,

SNMP 7' & k2 /L3— 3 > 3 (SNMPV3) (X, 2 —HF—Z L 27 L —X&MiH L
ik AR — R LET, SNMP 7’1 h2/L3— 3 2 2 (SNMPV2) 13, k% ¥
R— b, 2—F =L L 2T L —X%2H L LA, SNMPvV3 £721% SNMPv2
DELLPEFEMNTHEIICSNMP v 2 — Vv —%2FHETEXET, OKM 7 7 A X
OBERIN—2 g URBE 10 F723Z L FICHESN TV D 5E, KMA 1L,
SNMPv2 Z 42 L 9 ICREENTZ SNMP v~ % — % —|Z SNMP A > 7 4 — XA
EEELERA,

H LU SNMP v 32— v — & /ET 5121, Create] "Z %27 ) w7 LET, 3
ML, TH LW SNMP v 32—V v —DO1ERR] 25 LT ZEN,

SNMP ~ % — ¥ —DFMIERAEF RELIIEETI551F., T M) 2BHEAE
RLT Details) RZ %27V w7 LET, dFMIZOWNTIE, 151 X—T D [SNMP
VRV —DFFMOERBLOET ] 22 LT a0,

I L7Z SNMP ~ X% — U ¥ —ZHIBRT 2121%. Delete] R¥ %27 V) v LET, 3F
FNMZHOWTIE, 152 X—=T D [SNMP v~ % —Y ¥ —0DHIER] 2R L T 7EE0,
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¥ LLY SNMP ¥ %—
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O —DERK

b -
SNMP & k :l/l//*‘~:‘/“a V3REHTAHEIICSNMP =— = bR
;Eéﬂfb‘ A1, OKM 7 7 A Z|Z SNMP v~ % — Vv —Z{Ek1 5

Az, %9 SNMP 7 =EEN :/w\~\‘/a V3Da—YP—EER L TEBWNT
<téwo_®$wm1 P—It. FREET 2 b a2/ (MDS TitZ<)
SHA #. 774 "y —7 1 s a/LZiX DES 2T 2468 N™H Y £,
SNMP RN— 5 v 3 2—HF—DERRIC OV T, BV O SNMP = —
P FDRF2 AL REBRLTLLEE N,

F7-. SNMP 22— HF —N 2 7 L — X &2 o84 KMA 3% D SNMP
2—Y—DIFRFHERA T L — R LR AT L — XD HIZZ DA T
L—X%&FERALEST, LER->T, SNMP =—V = R T, 2@ SNMP
2P —ZONTINEDNRA T L—ANE UETHAILERH Y £,
SNMP 22— =N R 7 L — X &R 2046 KMA X SNMP 1
74 —2AL% SNMP =— V= MI#EET 5 & 12 noAuthNoPriv] D&
X2l T4 —L-ULaEALET,

SNMP & fain"— g 02 #FEHTHE I SNMP =— Y = bR
BESNTWAEE, AT 2 F 2 /LOREF 1T SNMP = —H—DfE
IS EDH D /A, BRI T, OKM (Z/3— 3 > 2 @ Tpublic)] =
Ra=T 4 —DHREVFR—FLET,

SNMP = —HF—DIERKIZ DN TIE, BEVO SNMP = —2 = > b O K
Fa A MEBRLTIIEIN, & 21X, Solaris VAT LA TDU AT
LAEHT—V 2 hOFEEITOWTIL, [Solaris System Management Agent
Administration Guide] (http://docs.sun.com/app/docs/doc/817-3000) % ZF& L
TLEEVY, F72, Net-SNMP ERIZ-OVWTOFEMIT, http://www.net-
snmp.org/FAQ.html ZZM L T 7Z& W,

July 2011



1. TSNMP Managers List] W& T, [Create] ™"¥ %27 U v 7 LET,
[Create SNMP Manager] %A 7 12 7Ry 7 ANFRINET,

Create SMMP Manage il

SHMP Manager I

Descripkion:

Metwork Address:

User Mame:

Passphrase:

!
!
!
Flags: I~ Enabled
!
|
N

Confirm Passphrase

Praotocol Yersion ISNMP‘VS j

Save Cancel |

2. WDNTA=FHFHELET,
SNMP Manager 1D

SNMP < % — % —% —BIZBIT 22 AN LET, ZOMIT. 1 ~ 64 XFT
fBECTEET,

PR

SNMP ~ % —V v —% it T A2EAZ AN LET, ZOMEIF. 1 ~ 64 LFETHRET
XFET,

Xy hU—Z7T7 RV R
SNMP ¥~ X —Y % —DxRy NU—7 7 RLAZ AT LET,
Flags - Enabled
ZOF =y IRy 7 ADORRPRIZE 5T, SNMP 2 A[ERICT 200 E I 0 R L&

R
24,

SNMP ~ % —2 ¥ —OFSGEIHEH T 22—V A2 AN LET,
Passphrase

SNMP ~ % — ¥ — DRI HT 527 L —X2 AN LET,
Confirm Passphrase

[Passphrase] 7 4 —/V RIZAN LI AT7 L—XLHEUEEZATLET,
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Protocol Version

ZDSNMP v~ X% —V v —TifHl925 SNMP 7’12 a3 bX—2 g UABERLET,
i SNMPV3 |X. SNMP 712 k2L x—T g v 3 2T 32 L 2&kLET, i
SNMPV2 |, SNMP 71 ha i _"—2 g2 2 T2 L 2Em LTI,

SNMP 7H R R—= 5 3 (SNMPV3) [, = ST L= X L
7BAEE YR — M LET, SNMP 71 k23— 9 2 2 (SNMPv2) 1. #BiEx ¥
R—hEF, 2= —Z L RXRT L —XEMH L EHE A, SNMPv3 £ 721% SNMPv2
DELLNEMEHTHEHIZ SNMP v 13—V v — %5 fﬁf%i@“ OKM 7 T A ¥
DFERNS—2 9 UNBITE 10 £ LT _uiéhﬂ\é &. KMA (%,
SNMPv2 ZfEH4 % & 923 E S 472 SNMP ~ % — —\|Z SNMP AT F— A
FEELEE A,
3. 8T LD, [Savel RZ U Z 7 ) v 7 LTIEREZFEELET, HrLV SNMP =
F—=Vx—x M) b FRICEET L0 T 7 A VR T — X R— A TR S E

‘é—o
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SNMP ¥ R2— U v —DFHORTELUVER
SNMP ¥~ % — ¥ — DM AR REIIEETT 2120, ROFIEEZEITLET,

1. [SNMP Managers List] i T, sEMEHREZFTT D SNMP v 1 —Y vy —=x 2
A TNT Uy L, [Details) R¥ %27 U2 LET, [SNMP Manager
Details| ¥ A7 R 7 KRy 7 ANKRINET,

SNMP Manager Details x|

SMMP Manager ID: I mySnrmpgr

Description: I SMMP Manager

Metwork Address; I 129,147.9.5

Flags: v Enabled
User Mame: I myuser
Passphrase; I

Confirm Passphrase: I

Clear Passphrase?

Praotocol Wersion

2. MBZG LT, RNIA—FEERELET,
3. T L6, (Save] RA V&7 ) v 7 LTEFRNREZRELET,

F — SNMP v X — V¥ —DifllaEHR T 57N, AT L—X
EHETTALERDY £,
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SNMP ¥ R*— < v —DHIBR
SNMP =% —Y ¥ —%ZHIBRT 21213, ROFNEEZFITLET,

1. [SNMP Managers List] Wi T, HIFR9 %5 SNMP v 31— ¢ —Z @il r L T
Delete] RZ %27V v 27 LET, SNMP v~ X% —V ¥ —DOHIBREMHRBT 44T
0 7Ry I ANRERENET,

KMS Manager |

Are wou sure you wank ko delete the SMMP Manager "SMMP_1"7

Yes Mo |

2. TYes| "> %27V 27 LT, SNMP v~ 3%—Y ¥ —ZHIBLET, B{EERL T
% SNMP v % — ¥ —3HIFR S 41, [SNMP Manager List] EIZR Y F9°,
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LIRS
Bz

REERE/ \—

Revision 01

BEEARS(THEIA & bR, LT — Y 2=y b= M TR
LT EEAREICLEY, £, WML SN BEEZ R\ 72D b BETT, 20
SLBRTIE, HRIEDEER & ZAEMOW ST 5 ABHEE L FEABRFEDO T 2R EL T, HF
RN AP Z RIS DM EDRH D £77,

EEMEZEMTEL T, HFUORHEEZHSE D OKM 7 7 AZ AN LET,
COPMIRENTE T T2, FEMTEHOT T AR — M L TEET 7 A V&4
RLET, ZO7 7 ANVDPEEUNLZEMTHEESNET, RIS, ZEMIEDA
YAR=FEMEMLT, #EZNICBEEMT N T =2 2=y FEZERIO OKM 7
FABIA R—FLET,

HRE 7 7 A i, EERIOIEAHEEHT L TEL S, ZERMOABEEMHT LT
e SNEd, Sk V., ZEMOBRN AT OIABREZMEN L THE Y 7 A L
EESAETEET, ZEMI. BHEAOABREEZHEHAL T, 77 A VHNERICETE L
TR EAC L > TERESNTZ 7 7 ANV THDZ L 2R TEET,

b —HRE

BERE N — M —HREA T D5 L OKM 7 7 A X [ CRABE TE ¥, EH.
SR TT =T 2B 250 FRIEFZBEOVA MRS 5 720D
77 ALPERENTWDHAIC, ZoKEZ#ITE £7,

BRI T, ROFIEEZEITLET,

% OKM 7 7 AZ T, D7 7 AZ ik S— b —E LTHRELET, @HE, Z
DOREE 1 B7ZFITVET,

Z—H—F, —FHDOKM 7 FAZ»LET s AR—hL, b —FDIFTAH
WZFDREA AR—PFLET, ZOFET, [METHEITTEET,
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i Jirye g ILBE

OKM NTIE, DX A7 ZHEDIEF TETTHIMLENHY 4, ZhAbDH

7

WIEEBE O — —DOHFENEEL TWA 72D, EEOFIEIZOWTIL, 2o~
=2 T NVOBEROZTHBEL £,

BELEN— M —DETE
fEEBET 5121, #OBEICEE ST 55D OKM 7 7 A X |ZHtink S— hF—%
WETDHIHENRDH Y T,

KDOFENETIL, [C1] X1 2HDOKM 7 F A&, [C2] 12 2HDD OKM 7 5 A%
ZELTVET,

ClBHE (X2 ) T4 —BEZEOHRE):

1.

Cl (2—=Y—=0D7 T A5 ) DARMEEHEHRZIIGT L LT, ZORIELIT O I,
[Key Transfer Public Key List] A == —{ZB8ILET, 174 X—T D [[Key
Transfer Public Key List| O/~ BLO 177 =0 5% HABGEEOFEM O
For| wBRLTIZSN,

NBRSEID & ABEEE BT A — L ERIIFOMOEEFLOBEERRICH Y F&
N—=ZX FLET, ZOFHRE C2 FHFITEEFELET,

E - QB ZOEREZE L E, TOBEHILERIC C1 hH ik
FBEN-bOThHD EEETED LY, BEFETIHICE
X2 VT 4 RESNTVWDIYENRD Y 7, HFRAEEPICK
SAEINDZLEZESTEDIZ, T4 00—V v b & DN
HoET,

C2EHE (X2 T 4 —BEEDOHRE):

3.

C2 FHE : [Transfer Partner List] A ==—IZ7 7 &AL, Cl )b DABIREEHR
% OKM 7 7 AZIZ AT LET, 160 X—® [[Transfer Partner List] A = =2 —|
LTI EEN,

[Create...] "X %7 w7 LET, 515/ — M F—0D4HRI, i, B L OEHRE
EIERAEANLET, ZON— P —L DB TITOUHERELET, 164 ~—
O THRE/S— R —DOfERk] #ZL T 7E S0,

[Public Keys| # 7 &R L E7, Cl ok FRins, AR ID & 2B
HE AN LET,

NBEEANTITHE, VAT AL T T4 =7V v "RFHESRET, C1
THE L C2EIE L OMOBEICIE, BAKOEREIIER Lz b o & ixB] o
HHEHT A L AERBEIO LET,

WHFOEEEIL, FHDOOKM T, 74—V "R =BT D2 L 2RTS
VERHYET, T4 T—T7V 2 "R —FL7WEAIE, ImEpici@ngEins
D, FREEEINZ AR LET,
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6. 74 H—TV 2 ER—HLIESGAIX, [Savel 227V v 7 LET, VAT AND
ERBDOADRRD BN ET, TRENROLND DI, Z OFIECTHEATEEICY
LHEEO T AR — FEIENR, OKM 7 7 A2 Mo a2z it 2570 &
NAFREERH D720 TT, T T, CliE C20KM 7 T AXNTHzE/ S— hF—
ELTERESINE L,

C2EHE (X2 T 4 —BEEOKRE ):
7. BEIZC20KM 7 7 AZ T, FIE1 LFIA2 240 iIRLET,
Cl BHE (X2 VT 4 —BEHEOKE):
8. FlH3 ~FIH 6 ##ViIKL T, C2 DAL CLIZEMLET,
Cl EEE (avTI7AT V ABREEOKE):

9. Cl TlF. QQICEETEXAHIN—T2HETAHAVLERH Y FT, 259 X—TD
M7 NV—7EIN Y CHORR] ZZRLTLITEEN,

CLEHE (VT IAT UV ABEEDERE):

10.C2 TiE, Cl oA ETXARIIN—TERETHLERNH Y F3, 259 ~—
DO 8T —TEY Y TOERR] ZBRLTLLIEE N,

11 LB RHRIE N — F T — 2R L £ 7,

12 FFASNTOARVEEZ v —T % | DLLEBIRL, Move to) <| RE v &7 Y v 7
LCHEINL—7U 2 MIBIMLET, 260 X—T D [k N— K~ F—~DfE s L —
TOEM] EZELTLIEEN,
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BoTHRAKR—

® 51 THRHK—

FEEVAS VR—F

fer T AR — T HENS, ERROEELZ T THZ L TWDHILERHY £9, 3
ﬁ%ﬁ#é&w%i\ﬁ«v HWGEOT I AR— FEREZFITLTHT 7 AR—
SNFEH A,

[Allow Export From| 77 7 [Truel IZRXEINIglAR Y o — & BT 6
N8I N—TIZHEHPE L TWDOILERHY £7, 300 X—YD [F—Xa2=y |k
DFHMOFRBLOLEE] BLO239 =V I L—TDFRR] 2#BRLTL
72 &0,

TV ERETDHITNL, 234 X—TD HER) —DFRRBELOEF] 22 L T
<TZEW,

S DFEHRE/N— N —D TEnabled and Allow Export Tol 7 7 7N
[True) ICRESNTWVWDOILENRDY £, 168 X—T D [HEE/— |k F—DFHH
DFEFBIOEL] 2ZRLTIEIN,

TV ERETDHITIL, 234 X—TD [HER) —DFRRBELOER] 228 L T
<TZEW,

BRI DEIRIE/— =3, BRI T-EOHE S L — 7 LB T 5TV D ME
NHYFET, 260 X—TD [HEENR— T —~DE7 VL —T DB 25 L TL
72,

gD ARAEIL [Protect and Process]. [Process Only|, [Deactivated], F72iZ
TCompromlsedJ THHLENHY 7, 300 X—VD [F—Xa=y FhOFEMDOE
RBEIOLHE ] 22 L TIZEN,

I BT, FEACHRE/N— R — (160 ~<—"® [l Transfer Partner List] A ==—] #Z&M)
D, WIRT =7 AR— MEEEED BT LHLERHD £97,

BERA A= FINDHKMADY 7 by =T "=V 3 308 X—VD [V 7 |
VT T T T —ROT vy r—RBLOEH 22H)

ENT T AR—FBLOA VAR —FZD OKM 7 7 AZ D [FIPS Mode Only]|
TX a2 YT = RT A= Bl (192 2=V D [EFa VT 4 —5F A—FDHEYH
L &)

K512, TNHORERMOBERZ £ LOET,

FREHERTE

Y7 k9 F7/A—  FIPS Mode Only - T4

ayv-AviRk—F RR—FEIOKM 45X FIPS Mode Only - £ > IO RAHR—+HE

fill KMA e R—FEIOKM 4524 =H

2.0.2 LLFR Off N/A v2.0 £7-1%
Default

2.0.2 LLFR ST N/A v2.0

2.1 LI Off Off v2.0 £7-1%
Default

156 OKM 2.4 Administration Guide July 2011



£51 THRKR—FRABRE

Revision 01

Y27 bk xF7/N\—  FIPS Mode Only - T4

Yav-A4viR—Fr RER—FEOKM 435X FIPS Mode Only - 1>~ IV RR— K

fil KMA A R—FElOKM 4524 =

2.1 LIBE ST Off v2.0

2.1 LARE Off JUT v2.1 (FIPS)

2.1 LR SRAT SRAT v2.1 (FIPS)
ESMEea
VI

WOFNEIL, D OKM 7 T AEZNLHDO 7 7 AZ IR LT, O AR — B X
PN VR—=FETHOBARIEHLET., ZOFIEIL, METHEITTEET,

KOFENETIX, (C1] X1 29HDO0KM 77 2%, [C2] 12 2HD OKM 77 A¥
FHLTHWEST, ZOFETIE, C2 TREZIJAFR—FL, ZOR% C1I1Z1 v HR—
FCEBXOICTBHFEBIZOVTHEALET,

C2 ML (AR —F DOE):

1.

$t A 229 5120, [Data Unit List] BEICBEI L ET, 296 X—T D [F—F
=y FOFER] ZEBRLTIEEN,

C2MNB CLICEETAHT—H =y b (T—7) & | DLLEEIRL 4, 4% 7
X, T—7F Lo —a— FTT,

IR LT —F 2=y b T D 7-81E, [Allow Export From| 77 7
25 [True) IZRRESNTBERY o — L@ b7t 7 L — 728 LTV D LB
DHVET, IHIZ, ZNODOEIIT 7T 4 TILENDLEN DY (T 277 471k
A28 TR ), SN TV 8 A (BEERARZE), 300 X—V 0 [F—
Za=y NOFMOERRBIOER ] 2L T EE0,

Export Keys] "4 > %7 Vw7 L, ¥A4T 0T Ry 7 AR RLET,

SEHEDHRENN— P —Z BN L, LEIS L TEOT 7 AR — M7 7 A L4 &38R
LT IStart] 7V v 7 LET, @7 7 A VBERINLET,

Cl ~DTI ZAR—=ERHFASNTOLERTNVL—TIIRT DEDHP T 7 AR — b
SNET,

IR L 75 eini N— b=, THOHOEDPET 287 L —FIZH D Y THNT
WAHRENH Y 3, 262 ~X— D [lTransfer Partner Assignment to Key Groups |
Ama—] ZZRLTIESN,

B A—NVELFROEEFEHAOBEEA, 37 7 A NVEBEIT DA T =X 4
AEM LT, X7 7 A V& Cl BEHFIZEELE T,

Cl EHE (AR —F OE):

6.

[Mmport Keys] i % 2R LE 9, 293 ~<— D [[Import Keys] A ==—] &5
LTLEEN,
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7. DA IR — NEICARDEEDOR T NV—T, R 7 AR — b LT EMERE S —
FF— ( ZDBEAEIT C2). BLUOHEED 7 7 A N EIEELET, BIRT DS
N—T1%, Q2 PoEEZETIIIICRESINTRBIN—TTHLINLERD Y F
R

DED, BT LT N— T L EEf T O TE#ARY > —d [Allow Import
To) 7770 [True) ICEKEINTWARENH D 9, £/o, IR L omk —
rkF—® [Enabled] BXW lAllow Import From] 77 7 M [Truel I[ZF%T
S, EOx= AR— MNERDENRFEOFTHD LBV ITHEESNTVWDLLENRH D
F9, BIRL ik — =0, BT 287 L —TIZEHD Y THA TNV D ME
BHY FET, 262 ~—? [[Transfer Partner Assignment to Key Groups] A == —]
EHRL TSN,

8. [Start] 27V w7 LET,
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[Transfer Partners] * —a1—
L S— N —EREA T A L. OKM 7 7 A Z [ CHZBEI Tx 1,

Secure Information Managerment
EI Transfer Partners
L Transfer Partner List
Backup List
Pending Quorurm Operation List
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[Transfer Partner List] A —1—

['Secure Information Management] A == —7>5, [Transfer Partner List] %R L F
D

=/ Oracle Key Manager ill

System  Wiew Help

—ioix]

?

Connect  Disconnect Help

5-Secure Information Management
& Transfer Partners
- Transfer Partner List
- Backup List
- Pending Quorum Operation List
5-System Management
-~ dudit Event List

Transfer Partner List

Filker: ITransfarPartnarID ﬂ quua\s ﬂ l LI

| Refresh Reset Llilil

Results in page: 0 (last page)

~ KMA Lisk
- User List
-~ Role List
- Site Lisk
~SNMP Manager List
- Key Transfer Public Key List
- System Dump
- System Time
- Security
- Security Parameters

5-Core Security
i ckup Core Security
v Split Configuration
tonomaus Unlock Option
~Local Configuration

- LackfUnlack KMA

- Software Upgrade

- Metwork Configuration

| Export: Format I PL

Transfer Partner 10 & | Description Contact Information | Enabled | Allow Export To I Allow Impart From

< |

Details. . |

Create.., | Delete |

T R—=ARRE AT O — LT D0, RONWT IO F— TRk S— hF—U X K
W7 4 NVE2EHAT LI E L TEET,

e Transfer Partner ID

. A%
* Allow Export To

* Allow Import From

FREINTWDHREN— =T XA M7 4 VX E@HTHI20%, [Use] RH o &#
)EH L\i—é—o

Wi, 74—V REFORBEEZRLET,
TZA4NVE

FTRENTWEIRBEBOV AN T AN EZEZEWATEZODOT 4 NVIE T a %
BINLET, TXTCTOT 4 VZOEMEHTTHE N— N —DARERINE
7,

TaNVEBHEaVyRRy 7 R

FTREIRZ 27 v L, 740 Z 50 LTHERT S EEZZERL £4, Y
FOMEIIRD EFBD TT,
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Transfer Partner 1D

A%
* Allow Export To
Allow Import From
TANFERTFAVERY I R

TRAIRZ &7 Vv L, BIRLEZBEWEICHEAT D 7 4 VX EAA 2RI F
T, T UANEBEICE ST, 2O A AEF T a v RERINAEVEESLH Y
£, BMOBELMEITEKDO LB TT,

ML =
FLLL W <>
o REW>
X/ <
REWDPELWV > =
o HEIWVPELV <=
o BAsh ~
721
22 1 LAk
TANEZETHFRA MRy 7 R

BRLIZBHEO 7 4 V25 L THERATAEZADLET, 74 V¥ EMEICE -
T, ZOTANEFT T a v BERINVEESLH Y 9,

TANVEEI L RRY T R
TRARZ E2 7Y v 7 L, BRLEBEO 7 4 V258 UTHERT 5 E 28R
LET, 74N ZBMHICE TR, ZOT 4N EF T a v nERrENENESD
HFEI,

ar CORZ 7 )y 7T DHE TANINBINSNET,

CORZ L ET VI TBE, TANEPHIRENETT, ZORZ I3,
HEEDOT7 A NENERENTWBIERIZOBEFERENET,

A -

ZORBUEI Y v ITHE FRENTWVWBY A MOBIRLET7 4 VA 0EHE
N, VA NOEPIDOALA—INRERENET,
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i
COREZLEIY v ITHE FRENTWVWASY XA MREERINET, ZOHEME
TIX, AiElO [Usel F72i% Reset] #AELIBRIGRINS -7 4 V& 3 H S
T VA NOR—VEFEFEINEE A,

UEv b:

COREUEI VT HE, TXTOT 4 LEZNHIEREN., BRI TWSHY R
FRU Y FENTRRYDON—=UDFRINET,

<
ZOREEI VI THE VA NDORHION—=VICBE L ET,
K¢
ZOREHEI VI T HE WIOR—VICBELET,
D

ZORZLHEIY) I FTEHE RON—=JICBEHLET,
Results in Page:

BEON—VICR AR TELHBENERINET, VA MORZEOHHEEZRRLT
WAEAIL, HEBUC T(last page)] MfIMSET, 1| X—VIZRKRT HRKEH
X, TOptions| %A 7 12 ® [Query Page Size] fECEFR SN TWVET,

Transfer Partner ID:
BHRE/N— R —% 5T 2 —BO#M A ERINET, ZOMEIL, 1~ 64 X
FTCTHRETEET, ZOBMETY— M2, Z0¥&LE7 ) v T LET,
RN
HRk/S— b F—IZOWTHA L ET, ZOffEIE, 1 ~64 XFTHRETEET, =
DFMETY =TI, 208 E 7Y v 7 LET,
G SCIEH -
AN — N — DK EFRNF R INET, ZORMETY — T DI, D
sy LET,
E%:

Bk X— N —IZHOEFERNHF A ENTWNBEDE I DN R ENFE T, True £720%
False D&Y £9°, Z D7 —/L R False DA, ik N— b — 384 3t
HFTxE¥A, ZORETY— 2100, Z0¥£EI Y v LET,

Allow Export To:

R N— P —IZBO =7 AR — "RFHFAINTHDEINE I DRI RENET, True
F721% False DfEEZEYD £9°, 2D 7 —/L KN False DA, #rik/S— b F—id

HAE T AR— N TEEYA, ZOBMTY—FT2I2F, Z0¥ELEZ Y v 7 L
EScs
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Allow Import From:

ZOERENR— R =B #E A VIR — N TEDINEIDIRENET, True £7=
1% False DIEZEY £9, Z D7 14—/ RN False DA, Z DOEEE/S— N F—H
H#EEA VR — N TEERFA, ZOBMTY—FT2I20F., Z0FE%E7 Y v L
9,

Export Format:

ET T TELNEIDERLET (7 v 7H#IX. LAN EOBYRgEE h—7 >
R L L ET),

[Export Format] %I T., fii v2.0] X, 2 =7 AR — 925 & ZIZZ DHEE/ N —
FF—DE Ty LN EEERLET,

8 Tv2.1 (FIPS)) 1, A2 =7 AR — T2 L X ZDEREN— =02 T v
TTHZEEBHRLET,

fli TN/A] 1%, B S 7- KMA 23 2.0x0OKM V7 7 =7 2 E(TLTWATZ8H,
2PN ORCEEBRTERNEEZERLET,

FE - KMS2.0 ZFETLTCND Y T AH LkE ST 51213,
[Export Format] DfE2Y [v2.0] Th Hlnk\—rF—& kX2l
T A —BEEDMERT D2 BERH Y £7,

AT, 192 =T (X2 VT 4 —=RITA=FXORYHEHL] @ [FIPS Mode
Only] /N7 A—F &SR LTI,

Public Key ID

BN A BT D B OB REREINET, ZOfEIE, 1 ~ 64 LFTHEE
TEET, ZORMTY— T 2I20F., 203 EZ Y v 7 LET,

Public Key Fingerprint
NEGED 7 4 o H—=T Vv b (Nyvafil) RERRINET,
Entry Date

NPHEEDS OKM 7 T A Z KIS NI BB FoR S E T,
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B/ \— b — DK
k8= M =2 BT DI, ROFIAZFATLET,

1. TTransfer Partner List] i C. [Create] R"¥ %7 U v 7 L%, [Create
Transfer Partner] Z A 7 0 7R v 7 ANFREZI, [General] ¥ 7 WBT 7T 4 71T
o TUWET,

Create Transfer Partner ﬂ

General |Pu|:||ic Kewvs |

Transfer Partner ID: I
Descripkion: I
-
Contact Information:
=
Export Farmat: IDeFauIt j
Flags: ¥ Enabled
[T Allow Expart Ta
[ allow Import From

Sy E Cancel

2. WMDNTA—=ZHaRELET,
[General] # 7
Transfer Partner ID

HRik/N— M= —RIZ@E S E T,
fERR

Ak N — N —% —BICHHATA2MEE AN LET, ZOMHEIF. 1 ~ 64 XFTHETE
T&FET, ZOT7 44— FiE, ZAOEFICTHZENTEET,

{{

HA& S E SR
RS/ N — N — g e R A T A EE AT LET, ZO7 4 —L RiL, EH
DFEFIZTHZENTEET,
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T AR— bR
Default], [v2.0], [v2.1 (FIPS)] OWTFNNnETIRL Ty AR— MEXERT L

£,

i v2.0) 1T, B2 AR— T DHEETIZO@WENR— N F—0REE2T v T Lk
WZEEEWLET,

fE Tv2.1 (FIPS)) 1%, 8% =7 AR — b5 L X D%/ NN— N —0Rg%E 7 >
TTHEEEWRLET,

8 TDefault] 1%, ZD#zE/N— P —HOBEEE T 7 AV ETZ 7 AKR— T 5H L
&, IFIPSMode Only] ¥F¥ =2 U T 4 =T A—=ZDOREIZL > THARRED Z
EEBEWLET (192 X—V0 ItXa2 T 40— T 2=2OWYHL| 2&H),
'FIPS Mode Only| 7% [Off] O4& ., BAUL [v2.0) 272V 7, [FIPS Mode
Only] 7% TOn] OH. BRIX [v2.1 (FIPS)) 12720 97,

I — imEAR—= =07 AR — MEXE [Default) IZTERTET S

Z L ORI, E%A—I%~@Iﬁzﬁ—h%ﬁam%ﬁﬁﬁ

% ( \—@i};—lf{j\\ ﬁ%%mu niEj—%) 71:_ ﬁiﬁw\%\%) L/7Lcﬁ< T%)\

[FIPS Mode Only] £F =2V 7 4 =T A—=Z EEHES 5721F Tl

EN—= N —DHRET 7 A NVDOEREELTEHT L TT,

Flags - Enabled

ZDOHRES— N —IZBOILF EZHFAT B \’®f/7x Tz I~v—T %
Hfiﬁo:®74%WFﬂ@ﬁéﬂTM&w . BRIES— MR L T
EH A,

Allow Export To

HRIR/N— b —~DPEDO T 7 AR — AT 510, ZORy 7 ACF =y 7
Y= &fMTET, ZOT7 44— FRBRRENTHRWIEE, kS — h— (38t
DTy AR— M EZETTE EE A,

Allow Import From

ZOEE S PSR LEE A R PTE DL ICHET B0, ZORY 72
WF =y 7 ~— 7%Hii¢0_@74—w}ﬂ@mgn1w@“ﬁu\_@%L
SN b F b e A - P TEER A,

3. TPublic Keys] # 7 & BHE £,
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Create Transfer Partner il
General  Public Keys I

Mew Public Key ID; I

Mew Public Key: ;I
=

Mew Public Key Fingerprint: ;I
I

Save I Zancel |

[Public Keys] # 7
New Public Key ID

HRik /N — M= bR SN AP ID Z A LET,
New Public Key

HRik/N— M= DRk S I AR A A L ET,
New Public Key Fingerprint

ZOHBBMOFEHOT 4 —L RIZiE, HILOWAREOZ 1 =7V b (7~
Vafli )y NFERENET, TOT 4 H—=T VU FER—= =LA LT, ik
AR ELITMEICARBRE S A SN TV RN L 2B LET,

4. T LD, [Save] "RZ %27 ) v 7 LET,

5. TKey Split Quorum Authentication] %A 7 B VR v 7 ANFRINET, BIEEZHE
AT AT, ERES D= —H L NRATL—RX e AT EHSLERH Y £7,

166 OKM 2.4 Administration Guide July 2011



ey Spit Quorum Authentication x|

To perform this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
split User 4: I Passphrase: I
Split U=ser 5: I Passphrase: I
Split User 6: I Passphrase: I
Split User 7: I Passphrase: I
Split User &; I Passphrase: I
split User 9: I Passphrase: I

Split User 10: I Passphrase: I

Ok I Cancel I

Key Split Quorum Authentication] % A 7 1 77K v 7 A CHFEIERE O+ 7078 &
BEBELESGG, RTF AZ &7 ) v Lz ETEHRL, ERBEREL
72 LI OKM 7 7 A X TIEMBAEH S E T,

Key Split Quorum Authentication] %4 7 1 77K v 7 A TH 372 @ M AEE L7
WIEA, HRASR—=D g R U T2 DORZDFERICR D AN H Y £,

FERN—Day: #E

10 £7201XFNLLT BAEITERER L., OKM 7 S A X CIXEDOEH LTI SN
FH A,

11 LI BRI R RIBIC 2D 9, VAT AT, RETOER

BHEAEDO Y A MIEEZBMLUET 324 X—T 0D
[MPending Quorum Operation List] A ==—] Z&M#),
OV RMIBERBIISNDE, Ry T T v T Ay
T—UNRREINET,

TEREEA o N— D E R oo — — (BRI A R —
a—WF—yRnarsA4 L, +HRERKERETHET
IZ. OKM 7 5 2 Z CEDIFHR b FH SN EH A,
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EENR— FF—OFHMORTRELUVER
[Transfer Partner Details| #4780 7Ry 7 ZA&2FERT 5 L. HEOEXE S— N —IT
B3 25 RE R R TEET,

e 2R T DI, ROFIREFATLETS,

1. [Transfer Partner List] B C, #i1%/3— hF— ID Z5RFHE R L T [Details] &%
%27 U w27 LUET, [Transfer Partner Details] A 7 2 7Ry 7 ANFRENF

7
Transfer Partner Details x|
General |F‘u|:||i|: Keys |
Transfer Partner 10 Imytp
Descripkion: I
[-
Zontact Inforrnation:
Export Formak: |V2.|:| j
Flags: [ Enabled
[ Allow Export Ta
[ Allow Import From
Save Cancel

[General] # 7

2. IGeneral] # 7 Tix, D7 4 —/V REEHLTEET,
. fiE
o EFESEIER

o T AR— MER
* Flags - Enabled

T
SIX

* Allow Export To
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* Allow Import From

[Transfer Partner ID] 7 4 —/V NiL, #FAl v HEH T,

3. T L7en, TSave] R &7V w7 LET, 7T —FX—ANOERE/N— FF—
La—RRPEEShET,

4. [Public Keys| # 7 %&£,

Transfer Partner Details * ﬂ

General  Public Keys |

Mews Public Key ID: I

Mew Public Key: ;I
=

Mew Public Key Fingerprint: ;I
[e

Existing Public keys:

Public Key ID | Fublic key
23F3156AA4E644600DF9FEYFFF1ADY ... 0201018EFDSESDEERSY 2DDE57E2451 5202 5302FF5F

K1 i

Save Cancel |

[Public Keys| %7
5. TPublicKeys] # 7 TlX, kD7 4 —/V FEEHETEET,
New Public Key ID

HRE/N— F = DRI S 7 LWABHEE ID # A LE
New Public Key

FRk/S— M=ok S il LA A L ET,
New Public Key Fingerprint
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ZOHRBBYEHOT 1= RIZiF, FILOABEOT7 > =7V k(N
Vafi) REFESNET, ZOREZEFEMEE A= P T IR L E T

Existing Public Keys
ZDOYABMIE, ZOHERRENS— M= EBEANT D ABES IR S E T,
6. T L7=H, ISave] RF %27 Y v LET,

7. [Key Split Quorum Authentication] %A 7 12 VAR v 7 ANKRINET, BIELR
FET AL, BRSO —HF—H L RAT L —X% AT HLERHY £7,

x|

To perform this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Securitw Backup File,
Split User 1: I Passphrase: I
split User 2: I FPassphrase: I
Split User 3: I Passphrase: I
Split User 4: I Passphrase: I
Split User 5: I Passphrase: I
Split User 6: I Passphrase: I
Split User 7: I Passphrase: I
Split User &: I Passphrase: I
Split User 9: I Passphrase: I

Split User 10: I Passphrase: I

(o] 4 I Cancel I

Key Split Quorum Authentication] %A 7 17 7R v 7 A THGEIER O+53 72 & &
BEBELESG, RTF AF &2 ) v LIz ETERL, ERBEREL
72 L2 OKM 7 7 A4 TIEWRA T S EJ,

[Key Split Quorum Authentication] %4 7 1 7R v 7 A TH3 728 R A T E L2
WA, BRIA—U g VTS LT 2 DO R DRERICAR DR H Y T,

FBEHN—Day: #HR
10 ¥ NLLTF BAEIZREE L. OKM 7 S A X TIZEDOBEHR b FEH SN
FH A,
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#FERN—ay: #BR

11 LARE BAEIREIREBIC 2 £, 2T A%, RETOER
BEEDO Y A MZEEZBIMLET 324 X—T D
[TPending Quorum Operation List] A ==—] ZZH),
ZOURNMIBENBISNDE, Ry T T v T Ay
T—UNRRREINET,

ERBA v R—D&EN E o2 —V — (BB A 3 —
a—Y—ynuersA L, +oRELKERETDHET
IZ. OKM 7 F A Z TEDIFREEH I NEH A,
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Bk /N — T —DHIR
ZOXFTvarEERATLE, EXa )T 0 —HBEFET, BE - M —ZHIRTE

£7
HRik/N— M —ZHIBRT 21213, KOFIEEZEITLET,

1. [Transfer Partner List] Wimm T, HIBRT D#5%/N— N — ID 2T L T
Delete] R¥ %7 Vv LET, Ik — s —0OHIBREZHERTIZAA Tl

Ry I ANRFRSNET,

KMS Manager x|

fre wau sure you wank ko delete the Transfer Partner "mykp"?

Yes Mo |

2. Wes] RZ &7 ) w7 LT, 85— —%HIBRLET, BABIRL TV DR
P — b —3HIER & 2v. [Transfer Partner List] BICE Y £97,
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[Key Transfer Public Key List] * —a1—

Rk S— PSR THRELAT 256, X2V 7 0 —FHEEIL ETHHD OKM
7T AL DRHBIERIZT 7 AT OLERHY E£F, ZOXA=a—%2EHTD L.
NEAREREZFRTEET, ZOa~vy FTRRINLAMEE L NBSE ID &, #5ik
N= b T —ICEETLRENDH Y 77,

Systemn Management
- fudit Event Lisk
- KM Lisk
- User Lisk
- Role Lisk
- 5ite Lisk
- SMMP Manager Lisk
B key Transfer Public Key List
- Syskern Durp
- Syskem Time
[=]- Security
Security Parameters
El Zare Security
Backup Core Security
key Split Configuration
. Autonamaus Unlock Cpkion
[=]- Local Configurakion
- LockfUnlack KM
Software Upgrade
L Network Configuration
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[Key Transfer Public Key List] D%&R

BERE N OREHEEY X P 2FRT 51213, ROFIEEZFITLET,

1. [System Management| A == —7’>5, [Key Transfer Public Key List] % 3R L &
D

Key Transfer Public Key List

Fiter: [publickeyID =] [= = LI
| Usel ReFreshl Resetl |<| <<| >>|

Results in page: 2 (last page)

Public Key ID | Created Date W | Public Ke | Public Key Fingetprir
OCE48A4BEZTRAIFEIAZZASACSIAZEGZT 1712008 10:44:16 AM  02010190E4D77ES63DES85A7FE56EE35F0AG0ES41D535...  rare kease goofy roc
ICE46A4BEZ7GASFBEAES9Z172EA4CI99 | 1/7/2005 10:32:14 AM | 020101830755836891 1AEZE18D965152CE3120E39325EC, ., it equal gallop winy|

< | ]|

Dietails. | Create |

T—HR=ARRE AT 0 — LT B0, IROWT IO F— Tz ARG Y X k
W7 4NV E2E#EATHZ L TEET,

* Public Key ID
« fEEKH
* Public Key

FRINTWVDOREREMNABHEEY 2 MMZT7 4 V2 2T 21218, TUsel RZ v 2l
ﬁﬁb\i—g—o

WIZ, 74—V REZOHHAEZRLET,
TZA4NVE

FRENTVWDIARBOY A M T ANV A EWMAT DD T A NVEF T a %
BRLET, TXTOT7 4 VX OFMEW T TRARBOARBRERSNET,

TANVA B VERRY 7 R

FREVRZ 27 Vw7 L, 74 NERMEE LTHMT 2 EEZERLES, T
PFOMEIIRD LB T,

* Public Key ID
« fERRH
* Public Key
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TANZERETaVRRy 7 R

TREVRZ &7V v L, BIRLEZBMEICERT S 7 4 VX EE 2RI F
T, TANZRMICES>TE, TOT7 ANV EFT T arPRAIINEWVEELH Y
F9, MO BEIMEITHRO LY T,

LUy =

FLLLRW <>

Lo REW>

Xo/hsun<

REWVDPFELUV > =
 REDIELL <=

BA4h ~

721

22 1 LAk

TANVEETHIFA MR 7 R :

BIRLIZBHEO 7 4 V25 L THEATDEZADNLET, 7o VX EMEICE -
T, ZOTANEF T a v BERINVEESLH Y 9,

TANVEEI L RRY T R

TREAIRZ 27 V7 L, BIRLIEBEBMED 7 4 V258 U A ME %2 3R
LET, 74NV EEMHICESTIE, ZOT7 4 NVEFT T a URERINZVIESD
HFET,

TANVEEIVRRY 7 R

TREIKRZ 27V v L, BIRLEBEBMED 7 4 V258 LT A fE 23R
LET, 74N EBMHICE-TIZ, ZOT7 4NV EZF T a rRDERINZVDIESD
HYEI,

+ CORXEI Vv ITEHE, T4VEBNEBNENET,

COREHET ) ITBE, TANEBEIBRENET, ZORF 0T,
BEDOT 4 NENRERENTWELIBRBRICORFTRENE T,

A

ZORBUEI Y v ITHE FRENTWVWBY A MIOBIRLE-T7 4 VA0 EHE
N, VA NOEPIDOLN—INREREINET,

B

CORZLEIV v ITHE, BRENTWAH Y X MRHEEREINET, ZOHE
TiX, AilElO TUse) F/oid TReset] BAELIRISERINS N7 4 V& 3EH S
TR NOR—VIIEFEINEE A,

Uy b:
TORELEIY v ITEE TRTCOTAAZREBRSN, FRISATHDE Y X
B YUEy hERTRION—IREFESNET,
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<
CORELEI Vv TEHE, VA NDRYOX—=JICBEIL £,

K

ZORE L) v T DHE BIONR—=VICBEIL T,

o>

ZORGEIY I THE ROXR—VICBBHLET,
Results in Page:

BIEDOR—VICR R CELHAHNRRENE T, VA MDEREBEOHHEEZRRL T
WD EIE. HEEIZ T(last page)] 2MIMMESNET, 1| N—VIZRRT DR KHEHE
¥, TOptions] %4 7127 @ [Query Page Size] fHE CEHRINTWNET,

Public Key ID:

HNBEEZ TR T 5 —B O RERREINET, ZOMHEIF. 1 ~ 64 XLFTHETE
TEET, ZOEMETY = T2I0%, 2034 %E27 ) v 7 LET,
fERR B :

CONRHABRPER SN ARAFRENET, ZORMETY — M52, 203
4z )y LET,

b o &b RTTER SN ARSI ST 2 IERBHEHT, =27 AR —F SNz T T
DR T 7 A NV DOFHIMEH S E T,
NEE

HRik /S — b —H TOREDOETICHN SN2 /P FRINET, ZOFE
I%. Base 64 TERSINET, ZORMETY—FTDIE, Z05azr U v o L
£,

Public Key Fingerprint:

NBRBEDO Ny VA lRFIRINE T, THUIABENIE L EEINE I & 2R
THOIHEHT DT, Base 64 TERINFET,
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Rk AARROFHORT
[Key Transfer Public Key Details] i Z &K~ d 51T1E, ROFNEZFEITLET,
1. ABSEEAZIEINL T Details] R¥Z %227 Vw7 LET,
[Key Transfer Public Key Details] %A 7 1 7Ry 7 ZRFRSNET,

Key Transfer Public Key Dekz il
Public Key I0: I9CE46A4BBZ?6A9F
Created Date: |1x?xznna 10:44:16

DZ010190E407 -
TESE30EAE5AT
FESEEE3EF0AG
. , OE94 1 DS 35FED
e e FSE2CID4BE4E
Fo9431 F23FD0
70?SEESCOSED

SF79700ASE0E |

rare tease ﬂ
Public Key Fingerprint:  |30afy room
agent dingy ;I

Clase
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R A ABASDVERL
Bk HABEEZ ERLT 2121, ROFIAEFATL £,
1. [Create] "& %7V v LET,
2. BILWEEZEAFOT X TORE N — b — TR L E 7,

U OEEHR 25 T A BHEE DB R (AR L 729 R T O 7 7 A JLid, 87 LV viis
EHARETES IND D, /3= M =8 LW s ARz 20 L 722w
LV A= R —IH LWRERIE Y 7 A LA A AR — R TEEHE A

Key Transfer Public Key List

Fiter: |PublickeyIp x| |= =

El
| Refreshl Resetl |<| <<| >

Public Key ID | Created Date W | Public Ke | Public Key Fingerprir
QCE46A84B6276A9FBESFESSEF CIE205FS 1/15/2008 6:11:00 PM  020101CAD19396255141 DEEDE3EF3319084F2801A63F0. .. selma flush equal all
QCE46A4BB276AOFBAAZZASACS1AZ2627 | 1)7/2008 10:44:16 AM | 02010190E4077B5630B335A7FA50BE35F0AGOEI410535. .. rare tease goofy roc
QCE46A4BBZ7EAOFBEAES9Z17ZEA4C999  1/7/2008 10:32:14 AM | 02010183D78336891 LAEZE1SD9R5152CE31Z20E39325EC. .. jilk equal gallop vinyl

Results in page: 3 {last page)

4

Details. .. | Create
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[Backup List] X =1 —
[Backup List] A==a—F 7T a2l T25L, X270 —HBEHIL ROBE
EITHTENTEET,
s NI T v T OEREDOFRIR
s NI T T T 7 AINDFEMDORR
e Ny T v T DO

Sl_Eu:ure Information Management
- Transfer Partners
i Transfer Partner List
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NYIT9TI7AILDERDRT
Ny I T T 77 ANDIEREZFRT HI21E, ROFIEZFITLET,

[Secure Information Management] A == —7>5, [Backup List] ZE&RL £,
Backup List] HEEINFRSNET,

Backup List

Filker: |Backup ID ﬂ |= ﬂ I + |
| Lz I Refresh | Reset | | = | s | =k |

Resulks in page: 2 (last page)

Backup ID /A | KA 1D | Created Date | Destroved Date | Destruction
FOACTE20E14910500000000000000001  FDACTAZOBL1491050  12/4/2007 3:26:49 AM PEMDING
FDACTE20E14910500000000000000002  FDACTAZ0E1491050  12)4/2007 3:30:18 AM PEMNDING

| | i

Dekails. .. | Create Backup. .. Restore, ., Confirm Destruckion, . |

T—HR=ARERERA T O — LT L0, WOWVWTNNDOXF—T RNy I T v T 77 ()L
W74 NVE2 EHMATLIZ L TEET,

e Backup ID
+ KMAID
« {ERH

* Destroyed Date
e Destruction Status

* Destruction Comment

FRENTVWDIR I T T T7ANLDY A MIT 4 NEEEAT LI, [+ A
VEMALET,

Wi, 74—V REFDOHBAEZTRLET,
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TANVE

KMA ~D 7 T U —OfERIC T 4 W E B#EHT DI TE 57 4 —)L 3%
RENET, WOELIEIZIKROLEELY T,

* Backup ID

< fEEKH

* Destroyed Date

* Destruction Status

* Destruction Comment
TANVEHERAT Ry 7 A

TREVRZ &7V v L, BT 4 VA EE BRI L F9, B0 55T
DEEHTT,

« HLW=

o FHLLRN <

e KU REW>

e Xu/hEun<

o REWMELUW>=

o MEIWVPELV <=

o B ~
TANEFE1IRY T R

HAP7 4V E BRI U545 1%. (SetDate] #27 Vv 7 LCHBHEBLIETELE
T, fHIX. 74 N2 X —DOFEOBEE LTERINET, ENDT VK &5k
WA, 207 40—V RICEEZ AN LET,

TANVEE2RY T R

Hit7 4 V2 523 UT-8351%, (SetDate] 227V v 27 U THTHIFZBINL $
T, fEHIZ, 74X —OFHAOKTEE L TERRINET,

R .

ZOREHE I v T HE RRINTHDY A MIT o VEZREHESNET,
B

ZOREEI VT HE, UANPHERINET,
Ve b

SORELEIV v IFTHE, TRTOT 4 AERHIBRE, ERISNTND Y 2
YUy hERTRION—IBERFESNET,

<

COREEI VI TEHE, VA NDERYIOR—=ICBEIL 1,

K
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ZORA LI ) v TDHE BIONR—=VICBEIL T,

o>

ZOREEI VI T HE ROX—=VICBBLET,
Results in Page:

[Options] %A 7 127K v AD [Query Page Size] 7 4 —/V RTRELTZ 1 ~—
VU DOLa— FERRRIINET,

Backup ID

BN 0T T 77 ANEHINT D —EBEDOY AT DRG] FRERSNET,
KMA ID

Ny I T v T 77 ANVPERSNT KMA BRFERSNLET,
YERL H

Ny 7T v THPER SN ARERERSILET,
Destroyed Date
NI T T T ANVNFETHEL~—7 SNEARRERINET,
Destruction Status
EICET 2Ny 77 vy 7OREBPFRSNET, WO BLHEITKRDO LY T,
NONE

NPT v T T ANVEWESNTEL T, 77 A VTIFEEENZT -5 =2
=y FOBEFEENLTOEE A,

PENDING

Ny I T v T T 7 ANVTELEFHTHREINTELT, 77 A VITITHEEI N
mr—HFa=y hOEOIE—DNEENTOHET,

DESTROYED
Ny 2T v T 77 A MIFHHTHEFESNATWET,
Destruction Comment
Ny 2T T T 7 ANVOBEIIET 22— =3 HE LFRPFRINET,
FEAE
ZORZ T Dy 7T DE Nyl Ty TOFEMERPFTRINET,
Create Backup:

ZOREHI VT hHE Nl T v P ERESNET, EX=2 VT 0 —EHE
FOGE., ZORE AIMMHRANZ > TWET,

-
ZORE "I Vw7 TDHE RNyl T v TP ELINET,
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Confirm Destruction:

CORAHT VT DHE, Nl T v TOWELHERTEET, X2V
T4 —BEEORE. ZORZ AIFEARAIZR > TWET,

Ny 7T v TOFEMEREFRTTIHEEE. TOR I T v 7 ElmFz R LT
Details] RZ %27 Vw7 LET, SFMIIONTL, 184 X—TD [Ny 77 v 7D
ORI BT IE SN,

HEBRIRL TWARNY 7T v 7 &1 5121%, Restore] RZ %7V w7 LET,
FEHZOWTIE, 186 X—=T D IRy 7T w7 DEITT] 2R LT IZEN,
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Ny YTy TOFEHMDOERT

[Backup Details| %A 7 R 7 Ry 7 AL, Nw 7T v 7774 NVOEMERTT D8

AFERAL ET,
F - RN Ty T T 7 AL KMA ETERBIMETTENE
7,

NPT oTT77ANDFEMEFRRT DHIZIE, WOFNEEEITLET,

1. Backups List) H[fi C, FFMfERARRT Oy I T v T2 NI X TAT Y v
TF B0, FF ANy I T v Ty MY ZEHE R LT [Details) RZ %7V v
7 LE7, [Backup Details] ¥4 7R ITHR Y7 ANRF RIS, TXTHOT 4 —/L K
Nt HAE Y B> TnvET,

Backup Details x|

Backup I0: | FDiaC7620814310500000000000000001
KMA 10 |FoacTez0g1491050
Created Date: [12/4/2007 5:26:49 AM
Completed Date: [12/4/2007 5:26:52 AM
Downloaded Date: |12,I'4,I'ZEIEI? 32813 AM

Destroved Date; I

Destruckion Status: IF‘ENDING

Destruction Cornmenk: I

Close

2. WIT, 74— REZOHHAEZRLET,

Backup ID

BN I T T 77 ANEFNTDH—EOY AT LAERHEHFRERSNLET,
KMA ID

TRy T T T 7 ANHBERSNT KMA DERSIVET,
YERk H

N 7T T T 7ANPERSIZ ARPRERSNET,
Completed Date

Ny I T T 77 A NVOIERNZET LT BREREREINE T,
Downloaded Date

Ny DT T T7ANVRLEY ra— RSN HARRERSNET,
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Destroyed Date
Ny DT T 77 AINVPEEINTZAMNPRRENET,
Destruction Status

BT 2y 77 v TORENFRINET,

Destruction Comment
Ny I T T 77 ANVOWEICEHT 22— —0HELEHERRIERINET,
3. ZOXAT TRy 7 AR LDIZE, Clese] R %227V v 7 LET,
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NV TyTOET
COMEEERFERH T E, NI T T T ANENRNY I T v TET 7 A VTR S
HNRN T T T v 7a—RLTKMAIRELTEET, X I T v 7774 )V%
KMA (2T T 2R, RFEICHE R E R ZMTZ L TCWANnE I e L T2
S,

HE — COFEZBRBTDENS, 55 X—2D [ 7T RZDNy 77T v 7Fb DT
DFNEZFEATTHLER DY £,

Ny 7T v 7aEud 5103, ROFIEZEITLET,

1.

Backup List] [ C, Hixd25/3y 277 v 7%~ LT [Restore] "% %
7 U > 27 LET, [Restore Backup] ¥ A 7 1V HRy 7 ANRFRINET,

2. MWBERaT7vxa )T 40— I T v Nl T w7 774, BLONNY Y

3.

Restore Backup

T T T ANERBIRLET, R T v TH@WT 7 A NNy 7T v, —FL
TWARERH Y £T, DFV | FRFIFERSNTOWLILENRH D £7, :7t

X2 VT4 =N I T NI NI T vTRIT7ANENY I T v T T 7 ANV K
DHWGAEEITHLWEERHV ET, a78Xa VT 4 —RNw T v 7774
MI, EBEOR I T o THT 7 ANBILONRNY I T v T 77 A EEBIHHT
=E9,

Start] "Z %7V v 7 LET,

Backup File Mame:

| Browse

Backup Kev File Mame:

| Browse

Care Security Backup File Name:

113

I Browse

Skark I Close |

4. Ty 7 ua— FOUEENRFET T 5 &, [Restore Backup] ¥4 717Ky 7 AZ%T Lz

Z EMIRE N, [Key Split Quorum Authentication] %4 7 B 7 7R v 7 ANREKRS U
T, BIEERIET HITIX. ERES TP L RAT L — X% AT HHNE
N0 FET,
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ey Spit Quorum Authentication x|
To perform this operation, wou musk authenkticate with a quorum of the
existing Core Security key splik credentials, For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up ko the given Core Security Backup File.
Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
Splic User #: I Passphrase: I
Split User 5; I Passphrase: I
Split User 6: I Passphrase: I
Split User 7: I Passphrase: I
Split User &: I Passphrase: I
Split User 2: I Passphrase: I
Split User 10: I Passphrase: I
(o] I Cancel I

F - vXa VT —EHEER #ORERO S RE R AR E
THMENH Y £, [Key Split Threshold) Dl & AN E L %
T THUICED, 2 =T TEFEERONT] OBRfEEZEL
T, EREOY A ANRESNET, ELEOMIL, 201 X—T D
(BEREEREDEL ] THIATLFIEELHEHN L CERETEET,

Key Split Quorum Authentication| 4% 4 7 17 77K v 7 A T EE R O+43 72 7€ &
BAERELEGA, REFE) A2 270 v 7 Ltk &TlER, EREEZIEEL
72l LIZ OKM 27 7 AL TIRERPEH SN ET,

[Key Split Quorum Authentication] %A 7 1 77K v 7 A TH3 728 R AEE L7
WA, BRA—Y 2 IS LT 2 DO RARDFERITR D AREMERH Y £,

FBqHN—Day: #HR

10 ¥ LT BAEIZREL L. OKM 7 I A X TIZEDOBEHR b FEH SN
FH A,

11 LIpE BIEIIRBEIREEIC 2 £9, VAT A, RETOER

BHEAEDO Y A MIHEIEZBMLET 324 X—T D
[MPending Quorum Operation List] A ==—] Z&M),
ZOUANMIBERBINEISNDE, Ry T T v T Ay
U RERRENET,

TERIA o N—DREN O —P— (EREA /N —
A=Yy RNe s L, THRERBERETHET
X, OKM 7 7 A Z TEDIEHR S EH S NEH A,

5. [Restore Backup| # A 7 0 7Ry 7 ANKRZiI, EIRLHORENRINET,
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6. WIZ, 74— FELZOBHAEZTRLET,
Backup File Name
Ny 2T T T7ANDAHFTTT,
Backup Wrapping Key File Name
Ny T v TERT 7 A NVOLFRFRENET,
Core Security Backup File Name
AT X2 VT —RT—H TN I T v T T 7 A NDOAFTTT,

7. EIENRETT5E. BTEZTRTAYE—URERINET, ZOXATalRy
AL BIZIE, Close] R¥ > %7 Vw7 LET, T—FX—RLtXol
T4 —REINTHEA T, KMA IZE TSN ET,

EF - NI T T EEFICETLEHEIC, KMADOIP 7 KL A
REZETFTLOLENHVET, Xy NV—THREFT NI T v
TENZWED, HrEShERT A, 350 =YD [KMA OEH 1P
T RLZADOHRE] BLUN352 2= [KMA O —EZ P 7 K
VADRE] BB L TLIEE0,
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[System Dump] * = a1—

[System Dump] A == —TiX, FEBEDOTDD T AT LZ T Z#AERRK L, OKM
Manager ZEEL TWDH T AT A EDEMTZ 7 A MIZF TV om—RLET, ¥
B—=RNLZ7 7ANE EMfia—T 4 V7T 4 =T Z &N TE LR -> T E

Revision 01

B

FE - Ao, BT - TR AT S DI ETE S

HHRFEENL TV EEA,

Systemn Management
- fudit Event Lisk
- KM Lisk
- User Lisk
- Role Lisk
- 5ite Lisk
- SMMP Manager Lisk
- Key Transfer Public ey Lisk
- Syskem Durmp
- Syskem Time
[=]- Security
Security Parameters
El Zare Security
Backup Core Security
key Split Configurakion
. Autonamaus Unlock Cpkion
[=]- Local Configurakion
- LockfUnlack KM
Software Upgrade
L Network Configuration
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SATLE Y TOVER

1. VAT AE T HAERT HI121E, [System Management] A == —7/5, [System
Dump) ZEIRL E7, BEEARRFIN, BEERINE *tarZ 7 7 A L RRR S
NWET, BEITSUT, Browse] #7 U v 7 LTHAEDONRAEZRIRTE £,

2. IStart) R¥ &7 Vw7 LCHvrrm—RERELET, FUvro— RSy
AT DE L TEROYI A X YT VLA LA TRTA v E—URERSN, LEO5E
THREAENET,

3. A RRIZBENL, *tarZ 7 7 A NV ERWVWTYV AT AL U TEREFRRLE
R

D:iDocuments and Sektingsibgl 85753\ KMS-SystemDump-[DateTime]. tar .2

T

W, 74— REZOFAEZRLET,
Ty AN
HEVAER ST *targz 7 7 A AV DREREINET,
2R
ORI EIVyITHE ZOT A NDOEFHERETE LT,

BRAA
ZOREEI) v ITBHE, FUuru— NUERMGINET,
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[Security Parameters] * —a1—

[Security] A==a—%iHT 5L, EX2 V7 —HTEIZ, KMADOEFX2U T 1 —
NIA—BERIRBIOERTEET,

Syskermn Managemenk

- ddit Event Lisk

- kMA Lisk

- User Lisk

- R.ole Lisk

- Site Lisk

- SMMP Manager Lisk

- Ky Transfer Public Key List

- ayskem Dump

- System Time

[=]- Security
?-mMW%mme

El Core Security
- Backup Core Security
?uKeySphtCDnﬁguraHDn
E--~.'='.uI:|:|n|:|mu:uusLI|'|I|:u:I<LICtl|:|I:i|:|n

[=]- Local Configuration
- LockjUnlock KMa
Software Upgrade
E----I"-.IEI:I.-w:urkIC-:u|'|I:i|;||_|r.E|I:i|:|n
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TX1UTA—NFA-—FOWMYHL

£ — [Master Key Provider| "~ % > |X, OKM 7 7 A% T IBM A
AT —LInb VY AL —HERGT 25EICORMEH L £7,
ZORZ L, OKM 7 7 A X OFERAN—2 2 URBUHE 11 LIRS
RESNTEY ., [FIPS Mode Only] DIEAS TOff] DA D Il
MFRE T,

FEANIEZ. TOKM-ICSF Integration Guidell &M L C< 72 &0,

X2 VT A= R"TA=F R HTITIE, ROFIEEZFEITLET,

[Security] A ==—7>5, [Security Parameters| %3%fR L %3, [Security Parameters |
A e~ T — FCRREINET,

=’ Oracle Key Manager =gl x|

Systern  Wiew Help

2 k§

Connect Disconnect Help
8 Secure Information Management Security Parameters
- Transfer Partners
- Transfer Partner List Short Term Retention Audit Log Size Limit: |1EI,UUU
Backup List
- Pending Quorum Operation List Shart Term Retention Audit Log Lifstime: |7 Days
=-System Management
Audit Event List Medium Term Retention Audit Log Size Lirit: |IDD,DDD
- KA List
« User Lisk Medium Term Retention Audit Log Lifetime: |3 Months
Rl Lisk
- Site List Long Term Retention Audit Log Size Limit: |1,DUUJDDD
- SNMP Manager List
Key Transfer Public Key List Long Term Retention Audit Lag Lifetime: |2 Years
- System Dump
System Time Lagin Attempt Limit: [E
- SECUrity
- Security Parameters Passphrase Minimum Length: IB
B-Core Security
- Backup Core Security Management Session Inactivity Timeout: |15 Minutes
- Key Split Configuration
Autonomeous Unlack Option FIPS Mode Only: |Oﬁ
~Local Configuration
¢ 2 Days
- LockjUnlock KMA Pending Operation Credentisls Lifetime: | !

Software Upgrade
~ Network, Configuration

Master Key Provider.., I

WIT, 74—V REFORBEE TR LET,
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Revision 01

F— kD 6 DOREEE T 4 — L RicHoWTIE, 1| DOERa
DIBPIFEL, FOr 1L KMA NORKRD 7 7 A IV 2T LIk
MENET,

INHDONRT A= EPREST 2T/ BHIL, TAudit Event List] A
Za—nbETTEZI/ ) —TRENDIEREn /= ) O E
HfE9 25 Z LT 268 =YD [Efn /0F R 25HK),

Edu oy MU, B P EXEHOREM R
TZEMTEET, KMA IZ., = U ORESMOHIRE L OH
I RSV T, WEEr 7= N 22U CET (HIBRL
F9),

72 ziE, EEEAn o M) @Y., THEEo S MY
o LBV ETON, FHEEe S ) IXRYEAR
g h) X0 BBV TONET,

XU T —EEET. NSO OHIRE X OH I
BAEHRTHELICEL>T, TWEEe 7 N BEHIBRENS
BEE 2RI CTE £,

Short Term Retention Audit Log Size Limit
HEEAEn 7 N ORFBEPFRREINET, ZOBEZEBEL L0 FYIREIY

BTonET, T 74/ ME 10,000 47T, f/IMEIX 1000, F AfEIX 1,000,000
v’C\\—;’_‘O

Short Term Retention Audit Log Lifetime
HMEAEn 7 ) OREHIRE (P BErRSnET, ZoHHzEE 5 LT

YERUVEREIVEBTCORET, T4 NI T HTYT, R/OMEIX 7 B, RKER
25,185 H (#9 69 ) T,

Medium Term Retention Audit Log Size Limit
mHEAn 7 M ORFFEDIFRTRSNE T, ZOREZBETLH L U IIEY

BTonET, 7740 MAEIX 100,000 T3, fH/MEIX 1000, FKAHEIE 1,000,000
Tﬁ‘o

Medium Term Retention Audit Log Lifetime

FHIERE o 7o N ORI (B AERESNET, ZoYMERET L
YRUVEEvEBETHENEST, T4 NI, 90 HTY, R/AMEIX 7T B, BRI
25,185 H T,

Long Term Retention Audit Log Size Limit

EHERE 7o M) OBREERERTRENET, 2OBEFBED L MY ITHIY
BTohEd, 774/ MAEIZ 1,000,000 T, F/MEIEL 1000, F&KfEI
1,000,000 T3,

Long Term Retention Audit Log Lifetime

EMEEn 7o M) OREER (B nEREINET, ZoHHEZERS L
YRV CenNEY, T 740 ME, 730 AT, &R/AMEIX 7 B, RKRME
25,185 H T,

Login Attempt Limit
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KBTI EESNDI A VifTORBIRENT T, TORKZEE D & ERIMH
AR £9, T 74/ MIS5SHTY, &/AMER 1. HAMEIZ 1000 T,

Passphrase Minimum Length

NRAT L —=ZADFNLTFENFEREINET, T 740 ML, 8 LFTT, /LT
Bx 8 T, mARLFHIT 64 XFTT,

Management Session Inactivity Timeout

OKM Manager £7-iZa>v Y —rou sty val a7 4 RUZLTHELZE
DTELERERM (DA DERRESNET, ZORKMEZBELE, 7 0ty
VasFABMICe 7Ty FEhE T, ZOMEAELELTH, TTICEITHTOE v
Va VI EERELEYA, T4 NI 15 5T R/AMEIZ 0 (T A
RV 72 L), B RAEI 60 77T

FIPS Mode Only
BB LOBRERRE T 7 A VDA VAR — FOBRENRRINET,

il TOff] 1Z KMA 28ft%2 T v 7 LanWZ L2 ERLET, KMA T, 1.0 DD
A VR — N &L v2.0 £7201F v2.1 (FIPS) OFRIEE T 7 A VDT 7 AR — b LY
A v — P RARETT,

fll TOn) X, 2DV FAXND KMA B, #2=—V =2 M (T—7T RKI7A47)IZ
{53 DHIIZ, AES (Advanced Encryption Standard) 7 » &2 784 i ] L CTHE%
ToTTHIEEERLET, KMA Tl 1.0 O8tZ A >R — R TXF, v2.l
(FIPS) DIERIRE 7 7 A WMIZIRY =7 AR — F B LA VR — R A[EETT,

il TOnJ 1%, BUEDHER A= 9 03 10 UBOGAICOARETE ET,

P, 160 ~~— D [lTransfer Partner List] A ==—] @ [Export Format] /37
A—=2EBHLTIIZIN,

Pending Operation Credentials Lifetime:

R OERBREZ AR LIZb D & L TRDFIERP RSN (H¥) T
o R OE RN Z Z OAZIIRNIZ AR T 28 O FER OB RAZE L T
L%a. T OBERITHIRIINICR Y 9, HIRTINITRoTed Lid, EREA
YN=D R OE RBERMEE TR OMERHY ET, T 74/ ME 2 H
TY. ZofEE, BRA-Ta U0 1 DEOSAICOAEH S ET,

X2 VT 4= NTFA=FEERT L5681, Modify] R& %2V v LET,

FEAMZOWTIE, 195 X—VD [ FXF 2 VT 4 —RTA—ZDEF] 2B LT
éb\o
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X1 TA—NFA—FDEE

X2 VT A= R"TA=FERFES DT, ROFIEEZFETLET,

Revision 01

1.

Modify Security Parameters

Short Term Retention Audit Log Size Limik:

Short Term Retention Audit Log Lifetime:

Medium Term Fetention Audit Log Size Limik:

Medium Term Retention Audit Log Lifetime:
Long Term Retention Sudit Log Size Limit:
Long Term Retention &udit Log LiFetime:
Login Attempk Limit:

Passphrase Minimum Length:

Management Session Inackivity Timeauk:
FIPS Mode Only:

Pending Operation Credentials Lifekime:

Save |

[Security Parameters List] H[fC, [Modify] "% %27 U v 27 LEd, [Modify
Security Parameters| H[fiAK <IN E T,

|

hmm

F Imm) d
|1Du,nun

E [Morithisy =]
|1Jnnnjnnu

2 [rear(sy =]
|5

B

[15 Mirutes
|orf =]
|2 |Davis) =]
Cancel |

7 4 =)L RIZOWTIE 193 R—=T T L £,

2. MEIZSUT, BX 2T 4 —R"IA—XEEHLET, T L6, [Save] K
om0 v LET, ZENEN KMA T —F X— AR FEESNET,
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A7 tXal)T4—

a7eF a2 VT4 —a R —FR 2 NOTERERL, L— MNET— X TT, L— Mt
T X, I TAXOUYHLERICAR SN DT — % T, L— MET—Z Lo
T, VAX—@ENPREINET, vAZ—# LT, KMA TSN T —F 2=y
A (REE S B B T,

aT7vx2 VT 4 —F, BHOEARAF—~ Lo TRESNETT, ZOAF—<TIL,
N— NRET =2 DT v T EMRET D7D, BOEER TERESNIEEREED2—
P—Da2—P - L AT =X T DIV ERNH Y T,

TOEF 2T 4 —ABI=AATIEZ, KMA IR LTy 7 Lay VRO 2 SOk
TEWRBEDS BT 72 £7°,

7y ZAREED KMA TlE, V— MET =X DT v THMETE LW, T—X
=y MEZT 7B ATEEH AL, 20D, KMA Tit, HriLWnWsF—FXa2=vy &%
T D0, FRIEMFEOT—F 2=y hOTFT—Fa=y MEEFRV T =V b
DEREZUFLTE FH A,

7y 7 EBRIRAED KMA TiX, V— MRET— X 2R L T —X 2=y MEIZIT 7k
AL, ==V DT —F 2=y MEOERZUBTE 7,
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[Core Security] X = a1—

[Core Security] A== —I2lX, WD A=a—FT T arBNH ET,

Swskem Management
- pudit Event Lisk
- k¥ Lisk
- User Lisk
- Role Lisk
- Site Lisk
- SRMP Manager Lisk
- [ey Transfer Public ey Lisk
- Syskem Dump
- Syskem Time
[=]- Security
Security Parameters
El Care Securikby
Backup Core Security
ke Split Configuration
‘. futanomaus Unlack Cpkion
[=]- Local Configurakion
- LockfUnlock KMA
Software Upgrade
o Netwark, Configuration

IDA=a—%FEHTLHE, EX2 VT 0 —EEE X, ROBIEEZITO N TEE
‘é—o

o AT X2 VT 4 —NRNv I T v T OERK
o HWNEIEKOEFERBIOER
o HffEm v VEMRA T v a O HARER I OMER AR W ~08) 0 2
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Backup Core Security

[Backup Core Security] &7 a rafifflT5&, X2 U7 0 —HEFIT, =27k
FallT 4T —FENRY I Ty T LTR—HNVVATEADT 7 AL T a—
RTEET,

FE - a7eFX )T a—N\v IO Ty TIrAILIE, FELTRE
LTLESW, a7€Fa2)T4—N\v I 79T I774)LIE. BE
DINYIGTITIFANENYGTITRBIZFAILDRT ELELIC
FATESLEH. LAIOaAT7EX2UTA—N\vIT7vTI74)L
THERATEET .

A7 EXaUTa—N\v I Ty TOER

BEDFIEROELRIT, L narexa T 4=y 77 v TOIATHMLEITRY
£,

BE — X274 —BEER a7 X2 VT4 —lT— X2 T v LD
LThWE, Nyl Ty HUFEEIAN I T v EERTEERE A, 315 X—=VD
(N 77w 7OERK] 22T EEN,

1. TCore Security] A ==—7>5, [Backup Core Security| Z &R L £, [Backup
Core Security| XA 7 2V Ry 7 ANFRINET,

E - a7 X2 VT NI T T T A VDLARINT,. BEI
WZAERRSIET, 7272 L, AniximES 520>, [Browse] HR¥ %
IV LTHNEDONRAZERIRT HZ L TEET,

Backup Core Security

Core Security Backup File Mame:

I WMS-Core-Security-Backup-2007-12-21-12-04-53, xml Browse. .. I
Skart |

2. IStart] RHA %7V v 7 L Carlvxa 0T 4—_"v 7 v 777 AVEVEK
L., 2—¥—fEOH N IcL Yy a—RKLET,
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3. NI T T NETTDHE, AvE—URNERENET, ZOXATa TRy 7 A
ZEAU 2121, Close) RZ %27V w7 LET,

4. TBackup Core Security| M I(ZK Y £7,
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Key Split Configuration

Key Split Configuration] A ==—47 > a v &2HEHT5L, X2V 7 0 —HTLH
1T, KMA O3 EIER 2 FRB LI OEETE 7,

BROBREDRT

PEDEREEZRRT DT, ROFIRZEITLET,
1. TCore Security] A == —7>5, [Key Split Configuration] =7 U v 7 LE£7, Key

Split Configuration] %A 71 7/ R v 7 ANFRINET,

Key Split Configuration

Key Split Number: |2 USErs
Threshold Mumber: |2 UsErs

Split User 1: Ihob

WIZ, 74— FLZOBAERLET,
Key Split Number

O EBNFRREINET, RKREIT 10 TT,

Threshold Number

Split User 2:
Split User 3t I SElit User 4:
Split User 5 I Split ser: 6
Split User 7 I Split User &
SplitUser g; | Split User 103;

Inewhart

/:EE;&O)WL‘ M :%‘E:ffl_ﬂ:_%(ﬁii‘%% é %’Li?—o

Split User (1 ~ 10)

BEAE D4 B0 2 — 4 3R SAUE T,

BHBEOZ—Y =4 NZATL—X BLOLZWMEOEEE T 28561%

"Modify] R5> %7 U v LEd, FMICONTHE, 201 ~—20 TE5EIRE D%

F| ZBRL TSN,
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ROBEIREDNDERE
BOBREZALETDI21E, ROFIEEZFATLET,

1. [Key Split Configuration| #fiC, Modify] A& %27 U > 27 LET, Modify
Key Split Configuration] %4 702 7R v 7 ANERINET,

Modify Key Split Configuration ll
Key Split Mumber: |.=2 users

Thteshold Mumber |2 users
Please enter your username and passphtase:

Split User 1:  |bob Passphrase: l— Confirm Passphrase: l—
Split User 2: W Passphtrase: l— Confirm Passphrase: l—
Split User 3: I— Passphrase: l— Confirm Passphrase: l—
Split User 4: I— Passphrase: l— Confirm Passphrase; l—
Split User 5; I Passphrase: I Confirm Passphrase; I
Split User &: I— Passphtrase: I— Confirm Passphrase: I—
Split User 7: I— Passphtase: l— Confirm Passphrase: l—
Split User &: I— Passphrase: l— Confirm Passphrase: l—
Split User 9; I— Passphrase: l— Confirm Passphrase; l—
Split User 10: I— Passphrase: l— Confirm Passphrase: l—

Save I Cancel |

2. WDOANTA=BaREL, OK] RF %7y 7 LET,
Key Split Number
BER OB L MEE A LET, RREUE 10 T,
Threshold Number
ERBZW - eI pa—F—HoF LWEZ A LET,
Split User x

2—W—HE AN LET, ’\iﬂih“j‘h; Lz, BH#9 % [Passphrase] 7 1 —/L
K & TConfirm Passphrase| (ZfE% AJILE T,

E - ANTELZ SR a—Y—D 7 0 —L FEIE, TKey Split
Number] 7 4 —/V RIZASLIfHIZ L > THRES N E T,

3. D= —HLRATVL—=XE AN LTch L, [Save] RE 27V v LE

A
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4. FLWESEIER N AT Z b &, TKey Split Quorum Authentication] %A 7 & 2
Ny 7 ANRFRINET, BFEOERKEKDL—F—H L RAT L —X% AT
L. TOK) A"z > %27 v 7 LES, FIH2BLOTFIH3 © DLV B2
ETDHITIE. ZOBRENKLETY,

x|

To perForm this operation, wou must authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these keyw split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
Split User 1: I Passphrase: I
split User 2: I Passphrase: I
Split User 3: I Passphrase; I
Split User 4 I Passphrase: I
Split User 5 I Passphrase; I
Split User & I Passphrase: I
Split User 7 I Passphrase: l
Split User &; I Passphrase; I
Split User 9: I Passphrase: I

Split User 10: I Passphrase: I

(o] I Cancel I

Key Split Quorum Authentication] 4 4 7 1 77K v 7 A T EIER O+ 78 7E /&
BEmELLHGG, [Save] RZ %27 ) v 7 Lick & TERLS, EREEHEEL
728 L2 OKM 7 7 A X CIEMA TR SN E T,

Key Split Quorum Authentication] %4 7 1 77K v 7 ATy R A EE L
WS, BRAN—T g R U T2 DORBRLFERITRD RN DY 7,

#EHUN—Ta: R

10 £7201XF LT BEITREE L. OKM 7 9 A X CIZ EDBEHbFEH S
FH A,

11 LARE BEIIBRREIREEIZ /20 £9, VAT A, BREYTOER

BEEDO U A MZHEEZBIMLET 324 X—T D
[TPending Quorum Operation List] A == — ] &%),
ZOURNMIBENEININDE, Ry T T v T Ay
T—UNRRENET,

ERELA N —DREN RO —W— (EREA N —
a—P—)yRhurA L, +RRERBERETDHET
X, OKM 7 7 AX TEDERLEH SN EHA,

5. T—FX—ZADLURI OB EFBRMPHT LWVBREICERT SN ET, HLOVRED [Key
Split Credentials] H[EICF RSN ET,
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F - RSN OTEREMEALT, a7 X2 )T 0 — 8
T=ENT T LEINET,

6. HLVWaTExalT 41—y 7 v TEERLET (198 X—YD a7 ¥
VT 4=y 27 v 7OERKR] #Z),
F-UHEIOaT X2 T 40—y T T T 7 AN ETNTK
FL T, URTOESGEGHER NNy 7T » T OMFEIHEH TE 20
LT HHENRDHY £,
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Autonomous Unlock Option

[ Autonomous Unlock Option] A ==—AF7 v arv a4 oE, X2V 7 4 —FHT
FiL, KMA OBEAS 7 v a a2 AR EIIEARTMICEID 52 N TEE

7.
R 2 WA T 3 R T AT T R AT B0 B2 BT i, koo FIE
RATLET

1. [Core Security] A ==—7>5, [Autonomous Unlock Option| %R L F 7,
[ Autonomous Unlock Option] MHENFE/R S, BEOBRHA 7'V a OREN/RE
nET,

Autonomaous Unlock Opkion

Aukonomous Unlock Option is Enabled

Disable Autonamous Unlack. .. I

2. HIED BEEENRAEIZNE - T, [Enable Autonomous Unlock] #7 U v 7 L CZ®
AT a rEEHFRRIZT A, £721% Disable Autonomous Unlock] &7 U v 7
LCAT Y a AT LET,

b

+ [Lock/Unlock] RZ U ZHHTH L. WRENGIVEDLY, KMA OB >
I ARBEDNHILE & RO ORBBICIRE SN E T,

s BT v JifERA T Y a R R EZIIERAARTICT S, TR
BaEWMT-THERH Y 7,

3. [Key Split Quorum Authentication] %A 7 1 7R v 7 ANForaInE 4, BIEEZR
AETDICIE, BRSO —F—Z L RAT L =X ANTDLERH Y 7,
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ey Spit Quorum Authentication x|

To perform this operation, wou musk authenticate with a quorum of the
existing Core Security key split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File,
Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
split User 4: I Passphrase: I
Split U=ser 5: I Passphrase: I
Split User 6: I Passphrase: I
Split User 7: I Passphrase: I
Split User &; I Passphrase: I
split User 9: I Passphrase: I

Split User 10: I Passphrase: I

Ok I Cancel I

Key Split Quorum Authentication] % A 7 1 77K v 7 A CHFEIERE O+ 7078 &
BEBE LSS, [Save) R¥ &7 U w7 Licl & TIERL, ERBMAREL
72 L1 OKM 7 7 A X CIHEWMMBER S ET,

Key Split Quorum Authentication] %4 7 1 77K v 7 A TH 372 @ M AEE L7
WIEA, HRASR—=D g R U T2 DORZDFERICR D AN H Y £,

FERN—Day: #E

10 £7201XFNLLT BAEITERER L., OKM 7 S A X CIXEDOEH LTI SN
FH A,

11 LI BRI R RIBIC 2D 9, VAT AT, RETOER

BHEAEDO Y A MIEEZBMLUET 324 X—T 0D
[MPending Quorum Operation List] A ==—] Z&M#),
OV RMIBERBIISNDE, Ry T T v T Ay
T—UNRREINET,

TEREEA o N— D E R oo — — (BRI A R —
a—WF—yRnarsA4 L, +HRERKERETHET
IZ. OKM 7 5 2 Z CEDIFHR b FH SN EH A,
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[Local Configuration] A —a1—
Local Configuration| A == —|Zi%X, ROF T arRNbHv 7,
« KMA Owr vy 7 Loy 7 iEER

s VYIZRMNUTDT v L— K (307 ~—T® [lSoftware Upgrade] A ==—] %
ZH)

o X bU— 7 MR H

* Auto Service Request

Transfer Partner Lisk
Backup List
Pending Quarum Operation Lisk
=|- Syskem Management
Budit Event Lisk
KMA Lisk
Idser List
Raole Lisk
Sike List
SMMP Manager Lisk
ke Transfer Public Key List
Syskern Durmp
Syskem Time
=] Security
Security Parameters
—|- Zare Security
Backup Core Security
Key Split Configuration
Autonamous Unlock, Opkion
=l Local Configuration
Lock Unlock, KmMA
Software Upgrade
Mebwork Configurakion
Ak Service Reguest
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Lock/Unlock KMA

Lock/Unlock KMA| A=a—F 7> a T 2E, X2V T 0 —EHEEFIL.
KMA Oa7tv¥al)T74—%2ny 7 fidny 7R cEEd, a7kx=l
Ta4—¢, aTEXR 2T =D u vy BL0n v VERI L EE D KMA OEE
DFEMIT, 196 2—2D [a7X20FT 14— 2BRLTLSEE N,

KMA ®oOowvy
KMA # 1 v 7 351213, WOFIEEZFEITLET,

1. TLocal Configuration] A ==z=—7>6, [Lock/Unlock KMA| %#i#{R L £9, [Lock/
Unlock KMA | AR S, KMA OMRENRSNET, ZOFITIE, KB
[Unlocked) (272> TWET,

Lock{Unlock K&

KM is Unlocked

| Lack KMA |

2. TLock KMA] RZ %27V v 27 LT, KMAxZuevy 7 LEd, R¥ % | [T
L. ZoORZ U TUnlock KMA] (28D Y, BrLwvwe w ZIREE & EITTX D HEE
MDRENFET, 2T, KMA Xy 7 SnvE LT,

3 — (Lock KMA] "% & [Unlock KMA] A% U ZEHT 5
LAREENEI D D . KMA D1 v ZAREENNHILE & SOt AR BEIC 3%
EINET, R¥UZ1ETE, TRARTULERZ TN
ANREDY Friuvo y ZIRE L FEITCTE HEENTRINET,
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KMA o) O > &k
KMA " v 7 ZfEBR3 2121%, OTFIREZETLET,
1. TLock/Unlock KMA] HEiE T, Unlock KMA] R"¥ %27 U v 7 LET,

2. [Key Split Quorum Authentication| %A 7 1 7R v 7 ANEKRINET, BIELZR
FET DI, BEREGI O —H N AT L =X B ANTHLENRH Y 7,
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Revision 01

ey split Quorum Authentication x|

To perform this operation, wou must authenticate with a quorum of the
exiskting Core Security kew split credentials. For restore operations,
these kew split credentials are those that were in place when khe Core
Security was backed up to the given Core Security Backup File,

Split User 1: I Passphrase: I

Split User 2: I Passphrase: I

Split User 3: I Passphrase: I

split User 4 I Passphrase: I

Split User 5: I Passphrase: I

Split User &: I Passphrase: I

Split User 7: I Passphrase: I

Split User &; I Passphrase: I

Split User 9 I Passphrase: I
Split User 10 I Passphrase: I

(o] I Cancel I

[Key Split Quorum Authentication] %A 7 1 77K v 7 A CHIFEIERE O+ 708 &
BEBELESGG, RTF AZ &7 ) v Lz ETERL, ERBEREL
72 LI OKM 7 7 A X TIEMBAERH S E T,

Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI A= FRE L2
WA, BRIAN—U g ST 2 DO R DFERITR D ATREERDH Y £,

|qEAN—-Day: 2 .

10 £7201XFNLLT BAEITERER L., OKM 7 S A X CIXEOEH LTI SN
FH A,

11 LARE BRIZRRIREEIC 20 £, 2T A%, IRETOER

BHED U A MCEEZIBML E5 324 R—2D
[MPending Quorum Operation List] A ==—] ZZM),
ZOYRMIBERBENEND &, Ry TT v T Xy
T—UNRREINET,

ERBA v R—D&EN o2 —V — (BB A 3 —
a—Y—ynuersAf L, +oRELKERETDHET
IZ. OKM 7 7 A X CTEDERLEHIN T A

3. FAEAKENT B &, [Key Split Quorum Authentication| 44 7 17 7R v 7 ANRAL,
KMA O vy 7 BERS L E T,
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YIrHDzTFOF7YvTITL—F

[Software Upgrade] A ==a—A4 7L azifl+2L, V7 o=TT7 v 77 L—F
ZEATEETA, 2T 2 DOMYLIEFIETIT I LERH Y 77,

o FRL—HIZIV T NI T T L —RT7 7 AN EKMAIZT v 7ue—RL,
Tyl T —REEELICEALET, FEMX. 308 X—VD [V T ho=2T T v
TTL—FROT w7 n—RFBXOEA] 22RLTLEEN,

o X UT 4 —HEEIZX, AL —EZRT v e —RFRBIOEHLE, 77747
THRWY T NI 2T "= a v 2775 4 b LET,

Systemn Management

- fudit Event Lisk

- KM Lisk

- Sike Lisk

- SMMP Manager Lisk

- Syskern Durp

- Syskemn Time

[=]- Security

Security Parameters

[=]- Local Configurakion
LockfUnlock. ke
Software Upgrade
e Metwark: Configuration

V7 MU =T EHNT Oracle 12X » TE4A S, @HARNI KMA IZX > TRIESILE
7,

VILIzTP7F7YTIL—FOEREDHA K4

Revision 01

o ZOMEREEFEITT OIS, VAT LENRYy 7T v 7L TLEIY, FHEIZHOWT
X, 315 X—20 [Ny 77 v FONERR] 2B L TLEE0,

«  OKM Manager ® GUI Y U — R (X, KMA [Z#tHiATe T v 77 L— RDNN—V g
E—HT b0 LTSN,

o KMS 2.1 LHTZ#FEITLTWND KMA % OKS 23 L& T v 77 L— K451, £
TFDOKMA 2 KMS 22127 v 77 L— RT3 ERH Y £9,

«  OKM Manager 7% KMA (2 U E&— Mt L TV 572>, £721% OKM Manager & KMA
O OBSEMEE RS A, 7y 7 e — KL OB R A3 50 D ATREMED B D
9, TNERWTS7-OIC, OKM Manager 314 > A h—/LE L TW5 / — FX
VarEFiEv—2sA7—vary, BIO KMA LRI 73y MIERELTW
L) —= bRV arERFI V= AT —va sl VT M2 T T T L— R Ty
ANEH Yy a— R T&ET, OKM Manager & KMA OIZNLV—F =2 d 55545,
T w77 L— R OEENMETT 5560760 £7,

o Ty Zu—RNEEHOAEIZIZ, OKM Manager & KMA [ O #25BRBE A B4 72 55
ATH. &KETH 30 ZLLENNY £3, 777 0 7RI, RETH 5-15
DMLY ET, Ty Fa— NN S E O IRERGA. R 7%y M2 KMA
ELTHER L TAHATLIEE N,
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e (Fy NIT—ZAMONEENRETHTDIC)EKMAIWLY 7 v =TT w77
L—RZ7 74 N0 —EIZ15THO7 vy e—RBIXO@EHAL TS, (FRRHIA 7
TA NI D KMA Oz /MbT 572012) % KMA T—EIZ 1 5oV 7 b
V=T T T TV —RET 7T 4 7L TLEE N,

o WTRIDOT v TS L— R (T vy u— KR, Wik, WA, 7277 4 7k, B
N—=Ta DUl Bz ) NEM L7286 . OKM Manager (X, KGO M & 25
LR FGIEEZFHTIEREA v E— VB AR LET,

o T w7l —RENTE KMA TIEERY A= T Ao RRFEHRETIC2 - TR
D, BBEREEIIT I b ESTEEOMEATRICT2HLEND D £9°,

YIRDTF7NN—2avDT7o 57474
FR—ERN )T N =2T Ty 77— FRe7v7a—RFBLOWEHALEZHE, &
X2 )T —BEEII, AL — 2N T o7 u—RBLOEALET 77 4 7 Ty
VIR 2TNR=Va &7 7T 4 7L T 20ERH Y 9,

1. TLocal Configuration] A ==—76, [Software Upgrade| %R L £,
[Software Upgrade | i 2A3E R SALE T,

VI NT2T DT IT 4 TN —2 g Unidzmrs S v, [Active) #0728 [True]
WCREEIN, TIT 4T TRWWAA—=U g UREREINET,

= Dracle Key Manager i ) ;IQIZI

Systern Miew Help

A &

Conpect  Disconneck

?

Help

%I--Se:ure Information Management Softwars Upgrads

i B-Transfer Partners
i - Transfier Partner List Avalable Software Yersions:
- Backup List
-~ Pending Quorum Operation List
é--System Management
- Audit Event List
-~ KMA List
-~ User List
Role List
Site List
SMMP Manager List
Key Transfer Public Key List
System Dump
System Time

Security
e I Browse.,.
-Security Parameters

B-Core Security
Backup Core Security
Key Split Configuration
L Autonamous Unlock Option
-+ Local Configuration Unfoad and Bpply |
- Lack{Unlock KMA
-Software Upgrade
- Metwork Configuration

Activate Switch Replication Yersian...

Software Upgrade File Mame:

COBEHEHIZIIRDORE R FRENET,
B

BIRLIZY 7 Ny =T A=V a v kT 7747 kLET. 2OV T hy=T -
TarBT I T4 TEND L EAMLED A vy —UREREN, KMA B
BLET,
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Switch Replication Version

TIT AT TN 2T A=V arEZ@RL, CORX 27 ) v LT, HBE
DEBINR— 3 20 B2 E,

Software Upgrade File Name
FRV—=ENI) T NI =2T T v T T —RT7 7 A NVDLRIE AT TEET,

24
IRV —=FFZZORZ L H 7 )y 7 LT, R—AINVATAEDY T NI 2T T v
TV —=R7 7 ANVERETEET,

2. OKM 7 ZAZDBUED/NNy 7T v TRFET HZ L 2R LTS,
Ty T T V= RT 7 ANET 7T 4 7T IR, B EEOE TR AN—Y s
DY ARPBH LA =T g 2B IRL T, TActivate] ¥ %27 U v 7 LET,

TITF 4 TIEENDET, TILWWA—a VE VAT AETT 7T 4 7 ThRUVIREE
DFEFE T,

F =TT 40 BB O T T, KMA SERE L E9, HEH)
OIE KMA A7 T4 275700, 77 AZNTERDO KMA
FRIFHCT 77 4 7T 2 LI E LL RWEGEERH Y 97,

KMA % #3425 £ T, =—¥— |3 7o F £ T7, [Software Upgrade] [
HIZSTZTmO T 78AT 2L, HiILTy7ue—RENz/ 7 b7 "=V g
NT VT 4 TIenN—vart LTERRINET,

3. [Key Split Quorum Authentication| %A 7 12 7Ry 7 ANREKRINET, BIEER
FET 21T, ERBOEE 2RO —Y—Da—PF—H L AXT L =2 AT D

VERH Y 7,
ey Spit Quorum Authentication x|

To perform this operation, wou musk authenticate with a quorumm of Ehe
existing Core Security kew split credentials. For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File.
Split User 1: I Passphrase: I
Split User 2: I Passphrase: I
Split User 3: I Passphrase: I
Split User 4 I Passphrase: I
split User St I Passphrase: I
Split User 6 I Passphrase: I
Split User 7: I Passphrase: I
Split User &: I Passphrase: I
Split User 2:; I Passphrase: I

Splic User 10: I FPassphrase: I

Ok I Cancel I
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[Key Split Quorum Authentication] %4 7 & 7' 7R v 7 A T EIE R O +43 72 7E -
BAEBELESGA, BREFE RE %27 U v L& Tidkel, E_RHEEEL
728 &2 OKM 27 7 A Z CHERMNER SNET,

Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI A FRE L2
WA, BRAN— g VST 2 DO R DFERITR D ATREERDH Y £,

#EHUN—Ta: R

10 £7201XF LT BEITREE L. OKM 7 9 A X CIZ EDBEH L FEH S
FH¥ A,

11 LARE BEIIBRREIREEIZ /20 £9, VAT A, BREYOER

BEEDO U A MZHEMEZBIMLET 324 X—T D
[TPending Quorum Operation List] A == —] &%),
ZOUAMIBENBMSND &, Ry T T v T Ay
U RRRINET,

ERBA L R—DEEN E o2 —V — (BB A 3 —
a—Y—ynuersA L, +oRERKERETDHET
IZ. OKM 7 7 A X CTEDERLEHIN T A

HLWY 7 b =7 =9 021, OKM 27 7 AZ DERAR—V g &2 L) K&
EICEFE LRWEFEHARICR L2, FTLWEBRERSENIHERH D £, L
WY 7 R =T R—= a3 OH LWEREE T X T AR T 512X, OKM 7 7 A
HEFHLWNVER-AR—= g YV IEZ D20 ERH Y £97,

FERNN—Da D UER

DY 7 bY =T N=Ta rO—HOMKREIL, OKM 7 7 A Z OHEBAN—V 3 %
ZDOY T Ry =T N=Ta L THR— PSR TW DR DR E L7a > & Al he
2720 £8 A,

BRAN—Ta 3t x2 )7 —HEEEPFETHRELET, HENWIEREIND Z
LiIHY FHEA

. 777 4 7{b&N7= KMA a7 A > L, [Software Upgrade| MmEIZHBEI L ET,
['Supported Replication Versions| #|DfE73, [Current Replication Version] %11&L ¥
FALDNN—=T 3 o Th D854 [Switch Replication Version] "% %27 U v 7 L
i hj‘o

Choose Replication ¥ersio

Select the replication version ko use;

15

Ik I Cancel

2. HLWHEHBIAN—Y g U ARIRL T TOK) RH 28R L £,

[Current Replication Version] DFE/RA ML DONR—T g &by | EROIES 2]
DEEZD, OKM 7 7 AL NDIENDOTRXTOH KMA ICEEENET,
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F— 75 AFADOTRTO KMA BEELTWALERLY .
RTOKMA L, BEX 2V T 4 —BEERRET HHEINN—T 3 v
ZHAR—TF425KMS £721Z OKM O A—2 5 2 EFT LTV DL
ERHD FET,

#5201, BEOBEAN—T g (F2iF, SHICEMONN—=Ta ) 20HEHET S
WL, KMS BELOOKM DV Y —XTLICELHEHDTT,

R 5-2 HEN—U 3 /1R

#ERNN—T 3y KMS/OKM /A—> 3 > SRR A iR
8 2.0 WY U — 2 (2B B T OB RE
2.0.2 N I Ty TNOE (N 7Ty FIAFET D
9 i F AT RE 7R 88 )
[Pv6 7 KL &
10 2.1 AES #Z ~ 7 (FIPS £— )
ICSF #t&
TR E SR
11 2.2 SNMP 71 h =)L X—T 3 0 2¢
12 23 WA O & Ak
13 2.4 T—Yxrbhou—3I7
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v bO—OBHER

Network Configuration] A == —47 a3 Uif, BUEOHERITLETHD KMA DR b
V=R ELFR T LET, ThDHOBREL, 333 ~—Y D [OKM =Y —/LOff
Wikl THMAT LI REHAE TERINET,

FY bI—VBRORT

Ty b U — 7 R EFRRT HIZ1E, [Local Configuration] * = =—72>5 [Network
Configuration] %3®i L £9, [Network Configuration] HEEHNFRINET,

= Dracle Key Manager =101

System  View Help

?
Connect  Disconnect Help
|:E--Secure Infarmation Management Metwark Configuration
i B-Transfer Partners
i Transfer Partner List Mebwork Interface Information:
_ Backup List
HEE Qoo st [P;Esmptlnn k Metwork Add I lljnteﬂrfate - I IITJ’QBEI'JdrIEBSI; 39 I gﬁeémzaﬁs: 254.0 I Es;ng —
H lanagement Metworl Iress = .60, B . . i alse
= S.ystem. Management SErvlcga MNetwork Address aggrl 192.168.180.39 255.255.255.0 False
- Audit Event List
-~ KM List
User List
- Role List
Site List
- SHMP Manager List 4] .
~Key Transfer Public Key List
- System Dump DMS Server(s): 129,147 4.5
- System Time DMS Domain Mame: central, sun.com
Security
‘- Security Parameters DMS Configured by DHCP: 15|
& Core Securty
i~ Backup Core Security
Key Split Configuration Routing Information:
L sutonomous Unlock Option
-Lacal Configuration Destination | Gatewa: | Interface Mame | Metmask | Modifiable
totnosn e, Gomor B pELL,
80,180, \50,130, e .255.254. alse
;ii;"‘;féﬁ;;zmn BRIOIE00 1571585058 samd 255.295.255.0  False
2z4.0.0.0 10.80.180.39 bged 240.0.0.0 False
127.0.0.1 127.0.0.1 Il 255.255.255,255 False
4] i W

74— FOBIITKO L0 T,
PR

BIE T AEHN, Ry NT—V T RLALS—ERRYy NU—Z T RKLZAD Y
HHIICHEHA SN2 NERENET,

Interface Name

QuickStart 7' 12 77 ACEHKT H, BHAXY NUV—J EFV—E ARy FU—7
DR A N,

IP7 FLR

WXy NT— 2 EE—E ARy RU—ZDIP 7 FL A,
Xy h~R7

EHAXY NI—=2 E723 P —E ARy NU—=J DV T Xy hxAZT FL A,
DNS Server (s)

20 KMA T 1% 1 DL ED DNS X— L% —1— (H 5B ).
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DNS Domain Name

Z O KMA THEHT 2 DNS RAA 2 (HDEA ).
DNS Configured by DHCP

ZH 5O DNS B EN DHCP [Z &k » THERICERE I NN E I hERLET,
Using DHCP

By N —J E3 Y — ARy NU—27 TDHCP i3T5 9 &R
L\i—é—o

Destination
ZOKMAMNWLDXR Y NT—T RT3 7 4w 7DDV 73y b,
Gateway

By N =V FF Y — ARy NU—2U T, Xy MT—7 5T 7 4 v 7B
KIETEND27—1+7=A 1P 7 FL X,

Modifiable

T—= bV A REPEREARENE I &R LES, ABNICRESND TS — MU=
AFEETE EH A,

¥Xal) T —EEREBDIRE 217



ASR (Auto Service Request)

ASR (Auto Service Request) F¥GEZ 1 H L CEIRHIET — % 2 #5725 L 512 KMA %
BRETEET, KMA IZEHIMIC, Oracle DEERITE Web ¥ MIERHET — & %
PEELET. 2D KMA 2 Sun Fire X4170 M2 ¥ ——TH 554, KMA I
Integrated Lights Out Manager (ILOM) 33 X O' Fault Management Architecture (FMA) [&EE
EEFLT, BETOHARELPH I NN — RV 2 THEELZRET L L TEET,

ASR ZERTREIZT B
ASR BEREZ A TR ET D ITIE, ROFIRZFEITLET,
1. TLocal Configuration] A ==—7>5, [Auto Service Request| Z IR L 9,

= Oracle Key Manager

System  View Help

Disconneck Help
Transfer Partner List 1 auko Service Request
Backup List

Pending CQuorum Operation List
[=)- System Management
Audit Event List
KIM& List
User List
Role List
Site Lisk
SNMP Manager List
Key Transfer Public Key List
Syskern Dump
Syskemn Time
[=)- Security
Security Parameters
[=)- Care Security
Backup Core Security
ey Split Configuration
Autonomous Unlock Option
[=- Local Configuration
LockfUnlock KMA
Software Upgrade
Mebwork Configuration
Ak Lequesk

s

Auto Service Request is Disabled

Level of Telemetry Data:

Last Audit Sent:

|
Reporting Interval: |
|
|

Last Heartheat Sent:

My Oracle Support User Mame: i

My Oracle Support Proxy Host: |

My Oracle Support Proxy Port: |

Preview Audit Data

5/24/2011 11:18:02 AM -
5/24/2011 11:18:02 AM -
5/24/2011 11:15:05 AM -
5/24/2011 11:15:05 AM -
5/24/2011 11:18:10 AM -

Retrieve Security Parameters succeeded,

Retrieve Operations For Current User succeeded,

List Software Yersions succeeded.
Session inactivity timeout: 15 minukes
Retrieve ASR Settings succeeded.

S50 Connected 10,80, 180,39 {Glenkinchie)

wIZ, 74—V REZOHRAZRLET,
Level of Telemetry Data

Z D KMA NiERSEIESHT Web 34 MTEETHERBRIET — % O L~ULRERR
SNET, RVELEITRO LB TT,

o Level 0 — [WEE XD, f/INED Solaris [EA D1 #H,

o Levell — BELEOELTWED, FRERAL TCWAEENRBIERD S
> E 9D % Oracle DR — MEYEFENETET BBICE LD A RENEN & 5 15 .

¢ Level2 — Z® KMA E£TE® OKM BEHEDEH S 40TV M2 DWW T OFERE
e
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Reporting Interval

Z O KMA 23 ERRET — & 21 @B E 5T Web H A MIEE T HHENERR S
NET,

Last Audit Sent
Z O KMA PiEf@EET — % % = @HE 58T Web A MOHRAZIZHEE L7z HRER
FRENET,

Last Heartbeat Sent
Z D KMA 23— hE— b7 — & R BHE ST Web Y4 MIRBZIZEE LCH
RERFERINET,

My Oracle Support User Name

Z D KMA BNE&ERKEH & LT My Oracle Support A NIt 5 2 — —4 235
REINET,

My Oracle Support Proxy Host

R E S HT Web YA~~~ HTTPS #f5e & fENL T 572012 2 D KMA 357 5
TaXUHRAN(HIGEE)DORY NI T RLVA(FRARMERIZIPT KL A
) WERSNET,

My Oracle Support Proxy Port

R E AT Web Y4 R~ HTTPS #fi # #2795 7222 O KMA 2Nl T 5
TR M (bHLHHE) DT X R FREFRSNET,

2. TEnable] "% > %27 U v 27 L% 73, Enable Auto Service Request] %1 7 1/
Ry 7 ARFRSINET,

Enable Auto Service Request E

Level of Telemetry Data:

Reporting Interval:

My Cracle Support User Mame:

My Oracle Support Proxy Host:

My Oracle Support Password: |
My Cracle Support Proxy Port: |

Preview Audit Data

3. BRHIET —ZDL )& Fay FE T UnbLERLET,
4, REMBEZERNL, EROBEAMNE Fu v 72 70N LEINLET,
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5. ROEHREATILET,
+ My Oracle Support = —H%—%,
e My Oracle Support /XA U — K
* My Oracle Support 7' 2 ¥ TR A ~ (AIEATEE)
* My Oracle Support 7' 2 ¥ >R — k (AIEATEE)
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ASREET—2DTLEa—

Revision 01

1|

(EAFIOHBELED T)ASR B TEEAN LIS LI, BAEFRRIN TS ASR #E
2SN Tz Bm/EJJ ETHTA MCERFE SN EBHET — X 2R - CExET, 7—4
i;@ﬁffﬁ_ IEEENEEA,

ERHET — X 2FrT 5121E, [Preview Audit Data] R¥ %227 U v 7 LET,
[Choose Level of Telemetry Data] %1 7 2 7Ry 7 ANRRRINNET,

Select the level of telemetry data to use;

Level D

2. FVEa— P RERMET —F OLSVEERLT, TOK) RF v &2sY v 7 LE
9, [Auto Service Request Audit Data| %1 7 12 77K v 7 AZ@BHET — ¥ 3%
RENET,

Auto Service Request Audit Data El

<7xml wersion="1.0" encoding="UTF-8'7 = ~
<message xmins:csi="htbp: ffww w3, orgf 2001 XMLSchema-instance'
wsi:noMamespaceSchemalocation="message_20.xsd">
<gite-id =07 100ALOCF </ site-id =
<host-id =Glenkinchie < /host-id=
<message-uuid >2865525F-1b38-e4f 1-2849-b7a722e 75777 < [message-uuid =
<message-time timezone="UTC' >2011-05-24T17:31:45 < fmessage-time =
<system-id =07 10QALOCF <)'system-id >
< asset-id »9f4646F5-8fce-e 759-996-5Fa789F 46 70d < asset-id =
<product-id =urn;uuid: 6d225e4a-5057 -1 1 e0-8e00-030020a%d93 < product-id >
<product-name =0KM 4170 M2 </product-name =
<component-list =
<component = <hardware-component =
<name=motherboard_0</name>
< additional-information name="fru' =hc: /| :product-id=Sun-Fire-%2 100-M2: server-id=Glenkinchie: chassis-id=07 10QALOCF,
< additional-information name="resource’ =hc: {: product-id=5un-Fire-%2 100-M2; server-id=Glenkinchie: chassis-id=07 100
< additional-information name="isa' =386 </additional-information =
<additional-information name="machine' =ig6pc </additional-information =
< thardware-component = < fcomponent =
<component = <hardware-component =
<name=motherboard_0_chip_0</name >
< additional-information name="fru’ =hc:/{: product-id=3un-Fire-%2100-M2: server-id=Glenkinchie: chassis-id=07 10QALOCF,
< additional-information name='resource '=hc (' product-id=Sun-Fire-xX2 100-M2: server-id=Glenkinchie: chassis-id=07 100¢
<additional-information name="vendor_jd"=AuthenticAMD <fadditional-infarmation =
<additional-information name="family' =15 </additional-information >
< additional-information name="rmodel =67 «additional-information
< additional-information name='stepping' =2 «</additional-information =
< additional-information name="Modeld »0x0 </ additional-information =
<additional-information name="CoherentModes'=0x1 < /additional-information =
<additional-information name="sbMode’ =0x0</additional-information =
< additional-information name='LkMNode' =00 </additional-infarmation =
< additional-information name="3ystemCoreCount' =0x2 =/ additional-information =
< additional-information name="C0Unit" =0:x0</additional-information =
< additional-information nam: 1Unit" =01 =additional-information >
<additional-information name="McUnit"=0x2 = additional-information =
< additional-information name="HbUnit" =03 < additional-information >
< additional-information name="sbLink' =0x0 </ additional-infarmation =
< additional-information name='BroadcastRoutes'=[ 1 ]«<fadditional-information =
< additional-information name='ResponseRoutes'=[ 1 ]</additional-information =
<additional-information name='RequestRoutes'=[ 1 ]<fadditional-information =
< thardware-component = < fcomponent =
<component = <hardware-component =
<name=motherboard_0_chip_0_core_0</name >
< additional-information name="fru’ =hc: /| :product-id=Sun-Fire-%2 100-M2: server-id=Glenkinchie: chassis-id=07 10QALOCF,
< additional-information name="resource’ =hc: {{: product-id=5un-Fire-x2 100-M2: server-id=Glenkinchie: chassis-id=07 100F

< >

[ Save Audit Data ] [ Close
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EBROTA F

ASR R ATREIC Led Lo, mIEHIEY A b ~D8#i 27 A b T& £4, [Local

Configuration] A == — (206 ~—I % %M ) 775, [Auto Service Request] % 3 L
£7

1. [Test] ™% > %27 Vw27 LEJ, [Auto Service Request Test] %1 7 1 7 NFEKR

éﬂi'@‘l

Auto Service Requeskt Test il

Email Address: I

Test I Cancel |

2. BFA—NT RLRAZANLT [Test)] R"E %7 Uy LET,

3. BIA—NT RLRETF=v 7 L, BRERAEYVA bDPOEDOTARNEFA =LAy
T EZELENE )N EHERLET,
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[System Time] * = a1—

[System Time] A ==2—F 7 arzfilToL, #iL TWDLV AT LD 1y T
ERECEET, OKM VU 2—va VOELWEIEAZRGET D7-012iE, 7 T A
WD KMA 2NVRET DML OEE 5 2 LINICHERF 7725 Z L R ICHETT,

Revision 01

Syskem Management
- Audit Event List
- KMA Lisk
- User Lisk
- Role Lisk
- Site Lisk
- SMMP Manager Lisk
- Ky Transfer Public Key Lisk
- Syskern Durp
B =yskem Time
[=]- Security
Security Parameters
El Care Security
Backup Core Security
key Split Configuration
e fubonormaus Unlock Option
[=- Local Configuration
- LockfUnlock KM&
Software Upgrade
o Netwark Configuration
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A—A)LY 0y ERORT
B—AN 7 uy ZIERERGT 5123, ROFIEZFATLET,
[System Management] A == —7>5, [System Time| Z 3L 3, [System Time]

BN FRRINET,
System Time
Current System Time: I 12[21 /2007 10:52:07 Al
Swstem Time Retrieved at: I 12/21 /2007 10:51:30 AM

Adjust Time... |

MNTP Server: I

Specify MTP Server

WIZ, 74—V FEZDOHMAZRLET,
Current System Time

BUED Y AT MRFAIBF RSN ET,
System Time Retrieved At

KMA DY AT AR ZBG Lo EOa—I N7 74T v MREAPERINE
j—O

Adjust Time
CORBEI ) T HE VAT ARG EEETEET,

KMA O 7 vy 7 BB 25515, TAdjust Time] A¥ %227V v 7 LET, i
X, TKMA or—hn7ay 7 O] #5BLTEEN,

NTP H#—/N—
ZO KMA BMEHT 2 NTP h—_"—RERESnET (EHLTWDEHE ),
Specify NTP Server

TOREUEIY I FTAHE. O KMA THEHAT S NTP — A N—ZHEETXF
j—o
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KMA oB—A)Loayvy DR

KMA ©OZ7 vy 7 OFFETIE, | BIC—ERITRK S 0TI vy 7 2D 50,
RIZENTEFET, EH) OFRETIE., 7y 7 Rndpo< Y LRICER, & () DR
BT, 7av Rl o< ) LHICEY £,

KMA @ v — VL 2% 51213, RO TFIRICHENET,

1. ISystem Time] A ==—2"5, [Adjust Time| "% > %27 U v 7 LEF, [Adjust
System Time| ¥ A 7 27Ky 7 ANEKRINET,

Adjust System Time x|

The KM& system time can be adjusted only once a day by a
maximum of 5 minutes positively or negatively,

& Positive adjustment will move the clock Forward and a

negative adjustment will reverse the clock for the specified
petiod,

¥ Move System Time Forward (+)
" Mowe System Time Backward {-)

Offset: :II Minutes :II Secands

Save I Cancel |

2. 7y ZIZEOFEEIT 5 HA1%. Move System Time Forward (+)] 7 VAR
ZEIRLET, TRUANOE AL, [Move System Time Backward (-)] 7 ¥4 7R ¥
VEEIRL T,

3. lOffset Minutes] T F A bR v 7 AT, BEZTINL F,
4. TOffset Seconds] TF A hR v 7 AT, HEEERLET,

F - BETELEFABENAKRERIDL LT —RA v —URNERS
n, FV/hEREEANTLIELIERDOENET, TOK] RH
OV LTCZDEA TRy 7 ZZH 0., HrLVvMEEZAS
LET,

5. [Save | "¥ %27 Vw7 LT, BREHEHLET, VAT L7707 RNREIN
F9,
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AVT AT O REREDRE

ZOETE, ar 7747 P ABEHEOREINTE SIc 22— =3 ETTE H8(ME
WZOWTHHLET, HEOREFDE Y HTONTWDIEEIE. TOREEZFTTD
FIHIZHSOWT, U TLHEEASZMLTIZE0,

—_— == 4
AVTSATUVRBEEEDRE
AT TAT UAFLEE, MBNOT — 2 OMNEFRL, T—¥ a7 XA b
(BT N—T) b F—H OIRHETIED L ORAR RIS 12 R E 5 B (R
Vy—) ZEHRBIORMBCEET, ZNOOBEIHET 2 A =2 —dROLEEY
"C\‘j‘o

Secure Information Management
i~ ey Policy List
E| key Groups
ke Group Lisk
Agent Assignment to Key Grou|
L. Transfer Partner Assignment £
[=- Agents
- Agent List
ke Group Assignment ko Agen
[=]- Transfer Partners
Transfer Partmer Lisk
Keyw taroup Assignment ko Tran:
- Data Unik Lisk
- Backup List
- Imnpork 1.0 Keys
- Pending Quarum Operation Lisk
Swskern Management
- dudit Event List
- System Time
=] Security
Security Parameters
= Local Canfiguration
LockfUnlack KA
Software Upgrade
e Metwark Configuration
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[e]
BRI —
BEARY —ix, T EHRICET 5 A RME L £ 9, OKM Manager Tld, AV

R LT, T ORETIECHEE R ARELET, #EFRLTE—V =
vMZEREET 21T, FANCERY =2 ER L TELRERH Y £7,

HERY) = EERBIOERETEIDE, av T I T UV AEEEDAHATT, ZhIZ
FXoT, =20 FEIZHRY —IZHER L TWDZ L E2MHFEIILET,

[Key Policy List] A —=—a1—
[Key Policies List] A == —Ti&, Mf&OH#RY o —2BHTEET,
Key Policy List] A=a—F 7T a il T5E, ROBEZITO ZENTEET,
o HERY —DFR
« BRY V—OFEORTRB LOLRE
o HERY —DIER
o BEFOHEARY > —DHIkR

/@Ky o—DRT
B U—%FRT BT, WOFIEEZETLET,

1. [Secure Information Management| A== —7>5, [Key Policy List] Z 3R L £,
Key Policy List] HBEAFRINET,

Key Policy List
Filter: IKey Policy ID j |= j I + |
| Use I Refresh | Reset | | = | e | s |
Results in page: 1 {last page)
Key Policy 1D /A | Description | Key Type Encryption Period | Cryptoperiod | Allow Export From | Allow Import To |
IMykeyPalicy The desc AES-256 1 Year 2 Years True True
Details, . | Create.., | Delete |

T NR—=ARKE AT O — VT D0, RONWTINOF—THARY o —U R MZ
T4 NEEEHATH L TEET,
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Key Policy ID
i i
Key Type

Encryption Period

Cryptoperiod

Allow Export From

Allow Import To

BARY)—

FTREINTWDIHEFRY O —V RN T4 NV EEHT DI, [Use] R &2FHL

i‘é—o

Wiz, 74—V REZEOFHHZ R LET,

TALIVHE
KMA ~D 7 =Y —DfEFIZT7 4 VW E BT 272D HTE 5 7 4 — L KRER

AENET, BVELMEEIROLEBY TT,

Key Policy ID
i

Key Type
Encryption Period
Cryptoperiod
Allow Export From

Allow Import To

TANVZERTRY 7 R

TREVRZ %7 U 7 Ly

DEEHTT,

LUy =
FLLLRWD <>

X REW>
Xo/hsn<
REWPELWL > =
INESWVDEL <=
Bks ~

Eay=

22 H LSt

WMBRT 4 NV H A F 2R3, B 52 HEIERK
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gqRYo—

TANVEETHFA MRy 7 R :

BN B 7 A V2 EEE LTERT A EZATILET, 7o VZEMEICES
TIE. ZOTA4NEFT T arDEREINEVES DY £1°,

TANVEEIAVRRY T R

TREVARS &7 Vv 7 L, BIRLUEBEDO T 4 VXM E L TERT AHE 2N
LET, 74NV ZBMHICL-TIE, ZOT74NVEFT L a U RNERSNBROES
HYFET,

+ CORZHI VI THE, T4NIPBIMENET,

_ ZORE TV ITHE TANEBEIBRESNET, ZORX T, #
DT ANERERESNTVWEERICOLFRENET,

M -

ZORZ w7 Yy TDHE FRSNTWDHY A MIEIRLLE T 4 V20 S
. VA NDRAIIOR—VNERESNET,

FH
TORELEITY v oFTBHE, VA NRERERRIENET,
Ty b:

STORELEIY v IFTHE, TRTOT 4 AERHIBRE, ERISNTND Y 2
B YU £y hERTRION—IRERFESNET,

<
SOREEIY 9 ITBE VR FORHIOA— VBB LET,
K
OB EIY 9 IFBE, HOR—VIEBLET,
>>

ZORGEI Y I THE ROR—VICBBHLET,
Results in Page:

[Options] # A 7 v 27K v 2D [Query Page Size] 7 4+ —/V RTHE LT 1 ~X—
UHIED DL a— REPRFRINET,

Key Policy ID

BHERY > — AT 2 —EOMAFRFRSNET, ZOMIE 1~ 64 LFT
FBETEET, #FRV—IDIX, WoTltAFRT 2 AT TEEH A,

fEL
HERY —OFANBTEINE T, ZOfEIZ, 1 ~ 64 LFETHEETXET,
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Key Type

ZOERY —ICEEM T O TW AR THA SN AT LT XD E AT
o LET, MY EDMEIT AES-256 7217 T,

¥ — [Encryption Period] 3548 [Cryptoperiod) (%, #XIX U
TZ—V = MIEID Y THONEREEN BB LET, RN —
@ TEncryption period] 35 & Y [Cryptoperiod] 1T TX XA,
i, BRY —OEENSEOGITET D L a2 EEET S
72 TY,

Encryption Period

ZOERY —IZBEMT O TV DR, T — X OB B E 7 ITE SALITEN T
EOWMAFI RS NET, FFRIBIRORAIL, 2o, B, B, 8, A, £FET
hj‘o

Cryptoperiod

ZOHER Y —IZEEMT O TV LAY, T2 DOEBLICERTE S (Ll
BB & o) IR RS vE T, RRIFRO B, 4. FEf.
H., @, H, £7=IE3F¥ETT,

Allow Export From

ZOHFRY —ICBEEM TN TS T —H =y MR T AR — N TE DY
IMAER L ET, True F7-1% False DfEAZHELY 9,

Allow Import To

ZOHERY) —ICBEMITT ONTWET — X 2=y MEE A VR — R TEE0ED
& LET, True £721% False DfEEZ YD £9°,

R —HERT 25 E1E, Create)] R"Z %7 ) w7 LET, FEMIZONT
1. 232 X—20 THERY O —DERL] 2L T EE N,

HRY v — 2 RREICIEET 25813, TORRY v —Z2lgHKR LT
Metails] A5 %27V v 7 LET, FEMICONTIE 234 <=0 THARY 2—
DERBIOEE] 2ZRLTIZEN,

R —ZHIBRT 25 E1L. Delete] R¥ %27 U v 7 LET, FFMITONT
X, 235 =20 [#R Y o —DHIR] 22 LT EEN,
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gqRYo—

#BRY O—DER

FERY 2 — AR T D1, ROFNEEZFATL LT,

1. Key Policy List| HifA %, [Create] "% %2 U w27 LE7, [Create Key
Policy| ¥4 70/ hy 7 ANMBRINET,

Create Key Policy * x|

key Policy ID; IP-nDtherPDIicy

Descripkion: IJust a kest

Encryption Period: I 1 I'\"ear{s} j
Cryptoperiod: I 1 I"f'ear{s} j
Flags: ¥ allows Export From

¥ allovs Import To

Key Type: IF'.ES-ESE

Save I Cancel

2. WDONRTA—=BERELET,

Key Policy ID
RY =BT HMEEAILET, ZOfIE, 1~ 64 LFETHETEET,

)
R U—%BATHMEEAALET, ZOfIE, 1 ~64 XFTHRETEET, =
D7 4=/ X, ZEADEXICTHIENTEET,

Encryption Period

ZOERY —IBEMT O TV DR, T — X OB B E 7T E SLITEN T
S OWMAFI RS NET, FFRIBIRORAIL, 2o, B, B, 8, A, EFET
hj‘o

Cryptoperiod

ZOHFRY —ICEEM T LN TWAEE, T X DOEBILICHEHTES (Ll
BT T & 220 ) I A F R S E 9, BB OBALIZ, 4y, FFE,
H., @, H, £7=IE34¥ETT,

[
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BARY)—

777
Allow Export From

ZOHERY BB LN TS T —F 2=y MEE T AR — FTED
NEIMERLET, True £7213 False DEZELY F 97,
Allow Import To

ZOHRY —IZEEM T LN TS T =X 2=y MEE A VAR — N TE 50
EIMmERLULET, True F721% False DfEZHLY F3°,

3. [Save] R¥ > %7 Vw7 LTHRAFRY > —%R7GF LET, [Key Policy List] MHE I,

BLWERY —nFRSNET, TNT, ZORRY —28 7 L —7THHT
EHEITAY FT,

Key Palicy List

Filter: IKey Policy ID j |= j I L|
| Lse | Refresh I Reset | | = | e | 2 |

Results in page: 2 {last page)

Key Policy 1D A | Description | Key Type Encryption Period | Cryphoperiod | Allovs Export From | Allow Irnport To |
AnotherPolicy  Just a tesk AES-256 1 Year 1 Year True True
MyvkeyPalicy The desc AES-256 1 Year 2 Years True True

Details... | Create... I Delete
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/R —DRTRELUVEE
E - @A) VORI E RN TE LD, 2T IALT A
BEEOALTT,

BERY > —OFEME LT T 5121%, ROFIREZFITLET,

1. [Key Policy List] M5, FMiEFMERRT 28RN —2F TN T ) v I T5
D, FTFOHERY —%2 R R LT [Details) A¥ %27V v 7 LET,
Key Policy Details] # A 7B 7Ry 7 ANRFRENET,

Key Policy Details x|

key Policy ID; IMyKeyF‘nIicy
Descripkion:
Encryption Period: I 1 I'fear{s]l j
Cryptoperiod: I 2 I"f'earl:s]l j
Flags: ¥ allows Export From

¥ allovs Import To
Key Type: IF'.ES-ESE

SaYE I Cancel

2. MEIZG LT, Description]). [Allow Export From|. BETO [Allow
Import To)] 7 A~ /VREEHETXET, KT LD, [Save] RF %27 U w7
LCEENEFERELET, VAT ACI s TH LWEAR Y > — D5l & 24
ENMThRbhH e, HILWERD O — (27— 7 REEMT O ET,

3. [Cancel] RH¥ %27V v 7 LIEGEIL, BENREINTIIAA T ol Ry 7 A
NEA L ET,
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#®AR1) o —DHIER
BRY =13, O T ELFRTHA SN TORNBEICOBHIRTE £,
AV > — & HIBRT 5101, ROFIEEZETLET,

1. [Key Policy List] B 5, HIBRT 28R U > —Z iR~ L, [Delete] %
7 Vw7 LET, ROXIIZ, fBELIEAR) —OHIREZHRATHIFAT s
RNy I ANEFRSNET,

KMS Manager 5'

Are wou sure you wank to delete the Kew Policy "MyKeyPalicy"?

Yes Mo |

2. TYes) RELEI U v r LT, @AY S —HBIBRLET, @Y —nRF—x <
A BEIR S ET, TKey Policy List] WEICHEY 3, U & FHLEHRY v —n
Bl STV ET,
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BIN—7

N —T L, MHINAEER) —ET IV BATE 2~V MEWRIET D
F—HarTRARNTT, R MTEIDVYTHR, T—Fa2=y FDED
WIEUHTHEHINS &, 20387 v —FIcBEftT ohEd, g7 —7%1E
T D EEITE, BRY - BRTIHIVNENHY T, EBRLUZEBRY —N, £
DT NV—TNOFIEH S NET,

TV NI L—-TICEEMT ONE T, =TV NI, T RAEFAX
N 1O oI —T2EbE 4, =—V o NI, TV BAERFR I N8
N—TBTHEEOHERGTEET, F/o, =2— T2 MNIT 74V FO#EET L—
TIREETHZE bV ET, ==V MR LWEAE VY TEH L, ZO8ITE
DT— 2 NOT 7V NOEET L —FICRESNET, =— 2 FH LUV
FENBCAZLNTXADE, 2O —Txr MIT 7 4V KOS V— 7 BFLE
THHEEET T,

X 6-11c, #/N—7, @R — ==V b, BIOTF—Fa=y FOBRE
i_\‘bij‘o
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W=
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TIA4+NEF TNk
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g—7

ﬂh&“amthfffffff
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K61 BIIN—TERR)—, T—Pzr b, T—Fa21Zy FEDER
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[Key Groups| * =a1—

[Key Groups] A ==—|Z&EN T35 [Key Group List] A ==2—4 7+ 3 &
ToHL, AT IAT UABEEEZ, BINV—TEEHRTEET,

Secure Information Management
key Palicy Lisk
EI kew Groups
B e Group Lisk
- Agent Assignment to key Grou)
- Transfer Partner Assignment b
[=]- Agents
- Agent Lisk
- ey Group Assignment Lo Aden
[=]- TransFer Partrers
- Transfer Partner List
- ey Group Assignment to Tran:
- Dvaka Unit Lisk
- Backup Lisk
- Impart 1.0 Kews
- Pending Quaorum Operation Lisk
Swsbem Management
- fudit Event Lisk
- Syskbem Time
[=]- Security
Security Parameters
[=I- Liozal Configuration
LockfUnlock. KM&
Software Upgrade
- Metwark Configuration

[Key Group List] A =a1—
[Key Group List] A==a—F 7 arZliHlToE, WEITH>IZENTEET,
o BEIN—TDOFER
. BT NL—TDVERK
s BRI N—TOER
o B0 V—T7 DOHIR
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BISIN—TDORTE
FTRCOES N —T % FRT DI, ROFINEE FETLET,

[Key Groups] A ==—75, [Key Group List] %% L ¥ 9, [Key Group List| [
HDARRSIET,

Kesy Group List

Filker: IKeyGroupID j |= j I Ll
| Use I Refresh I Reset I | < | o | = |

Results in page: Z {last page)

Key Group [0 A | Description | Key Policy ID |
Key Group 1 This is the first Key Group  MykeyPolicy
MK EeyGroup This is a key group MyieyPolicy

Details... | Create... | Delete |

T—=HR—=ARRKERAT O — VT 50, WOWNTIOOF—TH I IL—T VT R MZ
T4NZEEHTAZ L TEET,

+  Key Group ID

o fERR

* Key Policy ID

[Use] R UIE, BRENTWDHINV—T DY ANMIT 4 NVZEEHLET,
WIZ, 74—V REZOMAERLET,

ANV

FREINTWDIHIN—T DY AN T 4 NVEE@EHT D007 4NV A AT T a
VEBERLET, TRXTOT 4 NEENIETRHIN—T DOHNRERINET,

TANIBEa VAR Y 7 X

FTREIRZ 27V v L, 740250 LTHERT 2 EEZZRL £4, Y
ROMEIIRD EFBD TT,

*  Key Group ID
.« R
* Key Policy ID
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TANVZERTRY 7 R

TRERNZ %27 v 7 U @RUBMICET T2 7 4 V2 28R 0L £
T WMOFLMEITKRD LBV TT,

EELUN =
FLL RV <
Lo REW>
X/ <
REWHHFELWY > =
o IMEIWVPELV <=
Bt ~
721
22 1 LAk
TANEZETHFRA MRy 7 R
BIRLTEBHEO 7 V2 &M E LTHEHT2EEZ A LET,
TANVEEIRRYy 7 R

TREAIRZ 27 V7 L, BIRLIEBEBMED 7 4 V258 U A ME %2 3R
LET, 74NV EEMHICESTIZ, ZOT7 4 NVEFT T a URERINZWVIESD
HFET,

+ CORX U EI VI TBHE, T4V EBRBINESNET,

ZORELEI) T HE, TAAENEIBRENET, ZORZ U B
DT 4 NENERENTWABEBICOLFTRENET,

A -

ZORBUEI Y v ITHE FRENTWVWBY A MOBIRLET7 4 VA 0EHE
N, VA NDOERPION—UNERINET,

B

CTOREZLEIY v ITHE FRENTWVWAHY X MREERINET, ZOEE
TIX, AiElO [Usel F72i% Reset] #ELIBRIGRINS -7 4 V& 3 H S
TR NOR—VIIEFEINEE A,

Uy b:

COREUEI V7T HE, TXTOT 4 LENHIEREN., BRI TWSH Y R
FRU Ty FENTRYDON—=UDFERINET,
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<

CORELEI Vv TEHE, VA NDRYOX—=JICBEIL £,

¢
ZORE L) v T DHE BIONR—=VICBEIL T,

o>

TORBELETY v ITEHE, ROXN—JICBEIL 1,

Results in Page:

BEOR—VICR AR TELHARNEREINET, VA NOFRZEOHHE ZHR L T
H%A0E,. TMBEEIZ T(last page)) 2MHMESNET, 1 X—VICRT-THRREHEK
I%. lOptions] %A 7 127 @ [Query Page Size| fECEFRK SN TWNET,

Key Group ID

BRETN—T BT D - BEOBRMNFREREINET, ZOfEIL, 1 ~ 64 XLFT
BETEXET, L —7 DI, WolrAERTHELEETXEHA,

fign
BT N—TOBANRINET, ZOfHIE, 1 ~ 64 LFTHETE LT,
Key Policy ID

BIN—THNOET —Fa=y MNIEMH SN LBEFORR Y > —2@0l+ 25 B0
Wl FRFTRSNET,

BHEORIN—T DAY o — IDIIEETEETA, L. BENZEDOHEIC
WETLHZ L ERRET 5720 TT,
BTN —T VBT B5E1E. [Create) RZ %7V v 7 LEd, FEHICOWTIE,
242 RX—=V D [T N—T DM 2L TIEEN,

IN—T BFRRELITERTHHEA1T. £0RT V— 7 %5EHFR R LT [Details
RE 7Yy 7 LET, FHMIZOWNWTIT, 244 =20 87 LV — 7 OEEMOERR
BLOETE] 22K L T30,

TN —T EHIRT DAL, Delete)] R¥ %227 U v 7 LET, SISO TIE,
245 X—T D g7 NV—TDHIR] 2L T 7EE,

Revision 01 AVTSAT7UOREEEDIREE 241



gqRYo—

BIIN—TDER
FLUWEEZ L— T 2 ER T HIC1E. ROTFIEZETLET,

1. [Key Group List| M %, [Create)] "% %27 U w27 LE7, [Create Key
Group) ¥ A7V HRy 7 ANKRRINET,

Create Key Group El

Key Group IC: I

Descripkion: I

ke Palicy ID: IF‘Iease Select a Key Palicy j

Saye I Zancel |

2. WMONRTA—=ZERELET,
Key Group ID

BN —TEBHTHMEATLET, ZOMHIE 1~ 64 IFTHETE LT,
fiER

BIN—T 2R HMEE AN LET, ZOMEIT 1~ 64 XFTHRETE E7,
Key Policy ID

TRERZ L Z 7Y v 7 L, ZOHT7V—7\CBEMITAERY o —Z2 188 L F
T FTLWEIT NV —T e T 285813, BBFEOHEFY V—RNRRENET,

3. ISave] R& %27 Vw7 LET, HILWEZ L—FIMERENTTF — X _X— (T
RAf7F &4, TKey Group List] HFICERRINET, TN T, 7—F2=v I, =—
Vv MR ETHIN—TEMEATEDX 01T F9,
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Kew Group Lisk

Filker: IKey Graup ID j |= j I

B

| Use | Refresh | Reset | | = | e | = |

Results in page: 3 {last page)

Key Group 10 A | Description | Key Policy 1D
Cusktormer Rec, .. Evaluation Lists IMykevPalicy
Key Group 1 This is the first Key Group | MykewPolicy
MKy Group This is a key group Iyl ewPolicy

Details... | Create. .. I Delete
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BIN—TOHFHMORTRELUVER
F - o T IATUARABEBFEUNO = =BT — T OFM
THRAZFRRTDHEEIL, [Save] RZ 2 E5Tr T _XRCHOT 4 —/L K
PERAARFZR2Y £97,
TN —THEFTS D20, ROFNEEFEITLET,

1. [Key Group List] EEA 6., FFMERERRT LI N—T = NV EXT LY
Uy 73250 E£IFLO#RITNV—Tx 0 b Z@FHI# R LT [Details] N %
7 U w7 LET, [Key Group Details| # A T TRy 7 ANFRRINET,

Key Group Details x|

Key Group ID: ICustDmer Records

Drescripkion: waluation Lisks

ey Palicy I0: IMyKeyPDIicy j

Save I Cancel |

WDINT A =B PRRFRINET,
Key Group ID:
BWIN—TH—BICHAILET, 207 0 — RiZaAi #HTT,

HIN—THWMATAHHEEAND LET, ZOfHEIZ, 1 ~64 XFTHETEE
T, ZOT7 44— )L RIL, ZAOEFICTHZENTEET,

Key Policy ID:

HTN—T B I OET L — T NOT T OHEITEE T 5TV A BEfF D8R
Vo— %325 B0 FRIERINET, 207 —/L Ny &
Jii G I

2. BETE 5D Description] 7 4 —/V ROZRTY, T L6, [Save] R&Z v
7V v 7 LTERNEZRMELET, [Key Group List] BEIEIZEREY £,
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@y IL—TDHIKR
X —-TI0F 47 REIINV—F oFV—V 2 NERIZT—Z
o=y FRED Y TEHENTWAEZ L—FITHIBRTE £8 A,

g NN— T HHIRT BHIE, ROFINEZEITLET,

1. Key Groups List] H[[fi5, HIFRT 287 /L —7 2R R L, [Delete] 7%
7107 LET, RO lConfirmation] A 707Ky 7 ANFRI L, BIRS
N7 N—7%2Hlp4 52 L EERT A HOoROLNET,

BINV—T71F, ETHEHAESNATELT, =— Y= MIHEEIT D TWRNY

BICOHHIRTE £,

KMS Manager x|

Are wau sure you wank ko delete the Key Group "Cuskomer Recards"?

Yes Mo |

2. IYes)] m"E %27V w7 LT, BI/N—T2HIRLET, B L—TL, TIITH
WO R, T—F_X=2AnLHIBRESLE T, [Key Group List) [Hijfj
RV E9, VA MDLETA—TDBHIBRIN T ET,
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[Agent Assignment to Key Groups] * —a1—

[Agent Assignment to Key Groups| A ==—4 7 arvafifl+sL, =—V= b o
TN —TICRIVYETHZLENTEET, ==V FEREINA—TICHIV Y TDZ
LT, FO—V 2V MR T IV BATEDZA RN L —UT NS ARREINET, Zh
1L TAgents] A ==—@ [Key Group Assignment] A ==—247 3 g DFOHBIETT
B, EHELBRERIIFRCIZRY £,

HEE — oV MIR22BEOFIY Y TEARRICT 5I12F, FANZZDT—Yz
FOF T AN ORI N T EFHELTBLERH Y £T,

Secure Information Management
kew Policy Lisk
EI Key Groups
- ey Garaup Lisk
B Aaenk Assignment to Key Grou
- Transfer Partner Assignment ko
[=]- Agents
- @&gentk Lisk
- Key Group Assignment to Agden
[=]- Transfer Partners
- Transfer Partner Lisk
- Ky Group Assignment to Tran:
- Drata Unit Lisk
- Backup Lisk
- Import 1.0 Keys
- Pending Quarurm Operation Lisk
Swyskem Management
- pudit Ewent: Lisk
- Syskem Time
[=]- Security
Security Parameters
[=]- Local Configur akion
LockfUnlock. KM
Software Upgrade
o Netwark Configuration

TV hOEY Y TEFERT DI, [Key Groups] A ==—75 [Agent
Assignment to Key Groups| %3 L 9, [Agent Assignment to Key Groups] [Hi[&i 23
KRINET,
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Agent Assignment to Key Groups

Key Groups Agents Allowed Access Agents Mot Allowed Access
Cuskomer Records [Myagent
Key Group 1 MyAgentl
MyKeyGroup SO-owned Agent

5

= Default Key Group for Agent

[Key Groups) #IZ, TN —T PN —HERINET, [Agents Allowed Access] 511,
BRI N —TICED Y ToHNTWEIE—V = b3 —ERRINET, [Agents
Not Allowed Access) FIZ, BN L7 L —TIZH VY TorhTWRNT—Y = b
M—RERRINET,
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BIOIN—TADTI—Cx FDEIYYT
T N—TI =T FEEDYTHITIE, ROFIEEZEITLET,

1. [Key Groups| %I T, B /pgk s )V — 7 %~ LE 7, [Agents Not Allowed
Access| ¥ T, BT 25—V x> hERFHE TR L, Move to] j R HET )y
7 LET,

Agent Assignment o Key Groups

Kew Groups Agents Allowed Access Agents Mot Allowed Access
Customer Records MyAgent
Key Group 1

MykeyGroup SC-owned Agent

g

< Default Key Group For Agent

2. BIRL7-=—T = S [Agents Allowed Access| FNZRENL T, BINL 7287
N—=TFDT—V x> h A MIE—=V = FBREFITEMENTZZ L2 RLET,
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Agent Assignment to Key Groups

Key Groups Agents Allowed Access Agents Not Allowed Access
Customer Records Myiagent1 Myagent
Key Graoup 1 SO-owned Agenk
MykeyGroup

= Default Key Group For Agent

TV NERBINL—TFICEON T, TN NN —TERETHITIE, K
DFNEEFEITLET,

1.

[Agent Assignment to Key Groups] B[ C, [Key Groups| U A R b LB/ EES
N—T w2 ER L LT,

[Agents Not Allowed Access] U A FT, IBMLTT 74/ hOT N—T%3RET
Hro—yxr hE 1 OLLE®RIRL T,

[Default Key Group for Agent| R"¥ > %7 Vw7 LET, #BRILIEZZ—T =2 b
7% TAgents Allowed Access] U A MIBE)L T, 20T NV—TI127 7 4L Ot
TN—TVREINET, ZHICLY, ==Yz NI L—TIZT VEATE
LEOCRVET,

#T Y THNTWNEZ—Vxr MR LTT 740 hOEETN—T 2R ET D

1.

\&@$@%¥ﬁbifo

[Agent Assignment to Key Groups] [ C, [Key Groups] U A R LB gE S
N—T 2 ERLET,

[Agents Allowed Access] U A NT, T 74/V hOFETNL—T & L TEIN L8
N—THFlIe N1 DU D=V s v FERIRL £,

Default Key Group for Agent| "% > %7 U v 7 LET, BRENco—V =
NDOT 7 4 /v ORI V=T R, TORTN—TITRESNET,
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BIN—THhonxx—o Y FOHEIR
HIN—T DT — 2 PR IS — 2y FEHIRT AT, ROFNEE ELT

LET,

1. [Key Groups) T, MEe§tr v—7"%k
Access] %I T, HIRT 5= —y o FEMFHAERL,

Uy LET,

FFE R L ET, [Agents Allowed
Move from| ZI NG A

Agent Assignment to Key Groups

Kew Groups

Customer Records
Key Group 1
MykeyGEroup

Agents Allowed Access

Jivacen:: [

5

< Default Key Group For Agent

Agents Mot Allowed Access

Myfgent
SC-omned Agent

2. BIRL7== 2 U [Agents Allowed Access] 517> HHIFRE 41, TAgents Not
Allowed Access| FNZFKRENET, BIRLEZ L —T~OFN) 5 TIIMEHRS

TWET,
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Key Group 1 Myhgentl
MykKeyGroup SC-owned Agent
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[Key Group Assignment to Agents| * —a1—

[Key Group Assignment to Agents] A ==o—A4 7 a&HT5E, @#7LV—T%
T—Vxy MIEIVYTHZ ENTEET, T [Agent Assignment to Key Groups |
Ama—F T a rOWOBETT R, EHOLRERIZFEICARD £,

Secure Information Management
ke Policy List
El kKey Groups
key Group Lisk
Agent Assignment bo Key Grou)
L. TransFer Partner Assignment kc
= Agenks
- Agent List
Kew Group Assignment to Agen

BTN —TH2FRT DT, ROFIEZEITLET,

1. TAgents] A ==—7>5 [Key Group Assignment] % %R L £9, [Key Group
Assignment to Agents] H[[fi2NFRESNET,

Key Group Assignment ko Agents

Agents Allowed Key Groups Disallowed Key Groups
My agent MykeyGroup (default) Customer Records
MyAgent1 Key Group 1

Myhgent2
SC-owned Agent

=

= Default Kew Group |

[Agents] FIZ, T—HF_XR—ANOTZ—V x> bR —EERINET, [Allowed Key
Groups] #Z, ==V =2V "RT 7 BATELZHRRIN—T R —ERRINET,
[Disallowed Key Groups] #iZ, =— 2 =¥ NBT 7 BATERWEI LV —T N —EFR
RENET,

2. T—Vxr b M) E I Y TBRE, BIRLEDZ T2 FDOA U NN—DHT
N—TFFZ A NR—=TRWRET L —TREREINET,
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=/ Oracle Key Manager K

System  Wiew Help

gy o—

i

?

Connect  Disconnect Help

Secure Information Management

- Kev Policy List

B-Key Groups

- key Group Lisk

- figent Assignment ko Key Groups

- Transfer Partner Assignment to Key
B-fgents

b Agent List

- Transfer Partners
- Transfer Partrer List

Diata Unik List
- Backup List
~Import 1.0 Keys
- Pending GQuorum Operation List
System Management

- fudit Event List

Syskem Time
F;I--Secur\ty
Security Parameters

B-Local Configuration
- LackfUnlock KMA
i Software Upgrade
- Metwark Configuration

Key Group Assignment £o Agents

- Key Group Assignment ta Transfer P

Agenkts

Allowed Key Groups

Disallowed Key Groups

My Agent
[y Agent1

MyKeyGroup

< Defaul key Group |
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I—CxV FADBIIL—TDEIYHT
TV MIEITNL—T2E Y B THIZE, WOFIEEZFEITLET,

1. [Key Group Assignment to Agents] M [Agents] ¥ T, LELT—V = M
JFHZE R LE 7, [Disallowed Key Groups| T, B3 587 v — 7 % i@iiRr
L. Move to] j W owr )y LET,

Key Group Assignment o Agents

Agents Allowed Key Groups Disallowed Key Groups

MyAgent My eyGroup (default) Customer Records
MyAgent1 Key Group 1
MyAgent2
SO-owned Agent

=

= Default Key Group |

2. BIRL7==> U A TAllowed Key Groups| FNZBEEL, BRL-=—T = MZ
T N—TPEFIBEMENET,
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Key Group Assignment ko Agents

Agents Allowed Kevy Groups Disallowed Key Groups
MyAgent Customer Records Key Group 1
IwAgent1 My evGEroup (default)

MyAgentz
S0-owned Agent

=

< Default Key Group |

HIN—T T T PO —T L LT =2 MZEID Y TAITE, KkOF
%9217 L,

1. TKey Group Assignment to Agents| H[E > [Agents] U A N T, MERT—T x
IR L £7,

2. [Disallowed Key Groups] U A T, BIILTTF 74/ hOFETNL—T L LT
T O N—T % 1 OB|RLE T,

3. [Default Key Group] A% %27 Vv 7 LEd, FRLIHES L—77 TAllowed
Key Groups)] U A MIBE L, =T—V 2 bDOT 74V O NV—T L L THE
SNET, TCEY, 2=V = NIRRT NV—TIZT I ERATEL LRV E
D

£

e

TTIZEYV LB TCON TR L—T%T 7 3V bOET NV—TIZHRTET BT, &
DFNEEFEITLET,

1. Key Group Assignment to Agents] M ® [Agents|] U A T, MERT—T x
AR L £ T,

2. TAllowed Key Groups] VA RT, === DT 74V hOFT N—T1T72 5
TWRWEET L—T % 1 DBIRL £7,

Default Key Group] "% %27V v 7 LET, =—Vx FNDOT 74/ hOFET
=T BRSNS NV —T IR EINET,
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I—SxzY bhoDBETIL—TDOEIKR
TV LI — T EEIRT S, ROFIEEZFITLET,

1. [Key Group Assignment to Agents] [H{fi?> [Agents] ¥ T, LHERT—V = M
T~ LE T, [Allowed Key Groups| %I C, HIbRT 2827 L — 7 Z5@FHER L,
Move from | Zl RE 7Yy LET,

Key Group Assignment ta Agents

Agents Allowed Key Groups Disallowed Key Groups
Ifvdgent IMykewGEroup (default) Customer Records
MyAgentl Key Group 1

Myhgentz
SC-omned Agent

=
B
< Default Key Group |

2. BIREINT==> U TAllowed Key Groups| %7>% [Non-member of Info.
Groups| FZBEISIL, =— =2 MZEV S THNKRETIE R 2D £,
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=/ Oracle Key Manager 3

System  Wiew Help

gy o—

Il

?

Cofnect  Disconnect Help

Secure Information Management

- Kevy Policy List

B-Key Groups

ey iaroup List

gent Assignment to Key Groups
ransfer Partner Assignment to Key
B-Agents

ansfer Partriers
ransfer Partner List
i Key Group Assignment to Transfer P.

- Data Unit List
- Backup List
~Import 1.0 Keys
- Pending Quarum Operation Lisk
System Management

- fudit Event Lisk

- System Time
B-Security

i E---Secunty’ Parameters
B-Local Configuration
ackiUnlack KMa
oftware Upgrade
“ Netwark Configuration

F —

Key Group Assignment to Agents

Agents

Allowed Key Groups

Disallowed key Groups

MyAgent
My Agentl

MyKeyGroup

(B

2

< Default Key Group |
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[Key Group Assignment to Transfer Partners] * —a1—

Key Group Assignment to Transfer Partners| A ==2—A4 7> a V&filT5 &, §#27
N—T HEREN— P T —IZHID Y THZENTEET,

Secure Information Managemenk
key Palicy Lisk
EI key Groups
- Ky G@raup Lisk
- agenk Assignment o key Grou)
- Transfer Partner Assignment b
[=]- Agents
- @agenk Lisk
- Ky Group Assignment to Agen
[=]- TransFer Partners
- Transfer Partner List

g KEy Group Assignment to Tran
-~ Draka Unit Lisk

- Backup Lisk

- Impark 1,0 Keys

- Pending Quaorum Operation Lisk
Syskerm Management

- fudit Event List

- Syskemn Time

[=]- Security

Security Parameters
[=I- Local Configuration
LockiUnlock. KM&
Software Upgrade

- Netwark Configuration
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k7 N—T7DE YT EFERT HIZIE, [Transfer Partners] A ==—2>5 [Key Group
Assignment to Transfer Partners] Z#ERNL £9, IROBHENAERINET,

Revision 01

BARY)—

Key Group Assignment to Transfer Partners

Transfer Partners

Allowed Key Groups

Disallowed Key Groups

mykp

Key Group 1
MyKeyGraup

EEIZ, BEN— RN —ICT 7 BRATE LI N —TRNERRINET, [Allowed Key
Groups| FZ, R L 7cHEE— M F—IZE 0 Y ToNT@ I NV —T R —ERRIN
%9, [Disallowed Key Groups] T, $5ik/N— hF—IZE D B THNTWARNWEES

N—=TNRERRENET,
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/= -~ L—TDEM
Rk X— b ) — ) 2 MBS V=T EBNT 510, WOTFIEEZETLET,

1. [Transfer Partners] T, %G L DMt/ \— hF—%3@HE R LET,
[Disallowed Key Groups) T, BT 587 V— 7% liHZ 1~ L, Move to] j
REHT Vw7 LET,

Key Group Assignment to Transfer Partners

Transfer Parkners Allowed Kevy Groups Disallowed Key Groups

mykp Key Group 1 MyKeyGraup

2. BN L7287 L—77% [Allowed Key Groups] FIZBE L C, #xk/S— hF—2%
DEETN—TIZT 7 RATEDL LI ol b ERLET,
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/- A oD@ IL—TDHIER
Rk = P S B#S L —T Y X P ERIRT DI, ROFIEEFETLET,

1. [Transfer Partners| ¥ C., XL 3 D5k — v —&3@iHE R L E£7, [Allowed
Key Groups) %I, Bl D87 v — 7 %587~ L. [Move from| ZI AN AN
70y LET,

Key Group Assignment to Transfer Partners

Transfer Partmers Allowed Key Groups Disallowed Key Groups

mytp Key Group 1
Mk eyGroup

2. BN L7827 V—77 [Disallowed Key Groups] FIZfE) L T, #xk/S— hF—n
ZORITN—TIZT 7 ATERLS ol Z LR LET,
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[Transfer Partner Assignment to Key Groups] * —a1—

[Transfer Partner Assignment to Key Groups] A ==a—% 45 &, FrEOH# T L—7
~NDT I AEFA ST D —# OGRS N — N — SRk S — N —& BT
TET,

Secure Information Management
ke Policy Lisk
El Key Groups
- Kew Group Lisk
- Ahgenk Assignment ko Key Groy
- Transfer Partner Assignment tc
= Agenks
- fgenk List
- Key Group Assignment ko Agen
- Transfer Partners
- Transfer Partner List
- Key Group Assignment ko Tran:
- Drata Unik Lisk
- Backup Lisk
- Impart 1,0 Keys
- Pending Quorum Dperation Lisk
yskem Management
- fudit Event List
- Syskemn Time
[=]- Security
Security Parameters
= Local Configur ation
- Lock{Unlock KM
Software Upgrade
o Netwark Zonfiguration
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BXEJIL—TEY ETORT

HRk 7 N — 78I Y TEFRT HI121E, [Key Groups] A ==—7"5 [Transfer Partner
Assignment to Key Groups| Zi#R L E 3, ROBEHEDERSIVET,

Revision 01

BARY)—

Transfer Partner Assignment to Key Groups

Key Groups

Transfer Partners Allowed Access

Transfer Partners Mok Allowed Access

Eey Group 1
MyKeyaroup

mykp

BEHICIZ, 7 NV—12T7 7 B ATE DK/ N— b —2FRENET, [Transfer

Partners Allowed Access] A2, #EZ7 N —F 28D L THN TV HERE S— FF—2—
EFXRENE T, [Transfer Partners Not Allowed Access] #IZ, #E7—712E Y 24 C
HBIVTWZRWERE N— N —NRRENET,
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BIN—TADERE/\— FF—DEM
$ET N — N HRE RN — N — R BINT A, ROFIEEZFEITLET,

1. Key Groups| #IC, ®HRL T 587N —7 %5~ LE 7, [Transfer Partners
Allowed Access| %I C, BINT 287V —7 % i@k~ L. Move to] < RHE %
27Uy 7 LET,

Transfer Partner Assignment to Key Groups

Kew Groups Transfer Partners Allowed Access Transfer Partners Mot Allowed Access

Key Group 1 mykp
MykeyEroup

2. IR U 72gR1E 3\ — Kk F—23 TTransfer Partners Allowed Access] FNICHENL T, #7
=T NFEDEEENN— T =T VB RATE D Lo Ik 2R LET,
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BARY)—

BT N—T P BHEREAN— b= 2R 51213, ROFIRZETLET,

1. Key Groups| #IC, ®HRL T 587N —7 %5~ LE 7, [Transfer Partners
Allowed Access] %I T, HIPRT 2#5%/X— M — % #FH#& 7~ L. Move from| 3 R

o7V LET,

Transfer Partner Assignment ko Key Groups

Key Groups

Transfer Partners allowed Access

Transfer Parkners Mot Allowed Access

Kew Group 1
MyKeyGroup

mykp

2. IR L7455/ 8— ~F—2% [Transfer Partners Not Allowed Access] FIZH®E) L T,
FEITN—TNEDERLENR— N —IZT 7 BATE Ll kol L& RLET,

Revision 01
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KMS 1.0 DBIHVAR—FI774ILDA VR—F

KMS 1.0 D=7 AR — 77 A4 V% KMAIZA VER—FL, ZDO7 7 A ILNOKH
WXL CTH LW AERT212%. ROTFIEEZFEITLET,

1. KMS 12 VAT LIZBEIL, #E 77 A N7 AFR— N LET, 1 F— TX
DML, KMS 12 VAT AMBT I AR — FENT28OH T, KMS 1.0 BEIW
11 OV AT AE, 27 AR — N THENTKMS 1217 v 77 L— KT 5038
NHY ET,

2. [Secure Information Management] A == —7>5 [Import 1.0 Keys] %R L £7,

Import 1.0 Keys
Destination Key Group: |Please Select a Key Group |
KMS 1.0 Key Export File Name:
Bromse..._|
3. IRDNRT A—=BERELET,
Destination Key Group
INODHEDA R— MR8 V=T Z2ERL £,
KMS 1.0 Key Export File Name
KMS 1.0 D#tT 7 2AR— 17 7 A VOARTEZ A LET,
e
ZORGET Y I THE TrANDEFRERETE T,
Sk

TOREUEI VU IFTAHE, KMS 1.0 D87 7 A )LD KMA ~D 7T » 7 — K23
Blth S ET, 77 A NMIEENDIHET LT, FTLWERNER I NET, Hriv
TENEN, BRIV ICEEMS T OoNET, 77 AR T v r— KX
NWiHEH SR Z2 R T A v —URERINET,
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[ Audit Event List] A =1 —

[Audit Event List] A ==a2—%2fif4 5L, Ko /A X haERTEET,

Secure Information Management

ke Policy Lisk
EI key Groups
- ke Garoup Lisk
- Agent Assignment o Key Groy|
- Transfer Partner Assignment b
[=]- Agenks
- Agent Lisk
- Ky Group Assignment to Agen
[=]- Transfer Partners
- Transfer Partner Lisk
- ke Group Assignment to Tran:
- Data Unik Lisk
- Backup Lisk
- Import 1.0 Keys
- Pending Quarum Operation Lisk
Systermn Management
- fudit Event Lisk
- Syskamn Time
[=]- Security
Security Parameters
[=]- Local Configuration

LockfUnlock, KMa

Software Upgrade
L Mebwork Configuration
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EEOJTDRTR

Biin 7 A N P EFRT DT, ROFIEZFEITLET,

[System Management] A == —7>5 [Audit Event List| Zi## L 9, [Audit Event
List] MAFRINET,

Audit Event List

Filer: ICreated Date

=

Set Date | to |

Set Date | F |

IDon't Show Shart Term

j | Refreshl Reset |i|i|i|

Results in page: 20

1/5/2008
1/5/2008 1:38:15 PM
1/5/2005 1:38:09 PM
1/4/2005 4:44:25 PM
1/4/2005 4:44:25 PM
1/4/2005 2:48:39 PM
1/4/2008 2:48:28 PM
1/4/2008 2:43:29 PM
1/4/2008 2:42:56 PM
1/4/2008 2:42:29 PM
1/4/2008 2:41:35 PM
1/4/2008 2:41:18 PM
1/4/2008 2:40:12 PM
1/4/2008 2:38:52 PM
1/4/2008 2:38:52 PM
1/4/2008 2:28:03 PM
1/4/2008 2:27:59 PM
1]4/2005 2:27:36 PM
1/4/2005 2:26:22 PM

4]

Retrieve Entity Certificate
Retrigve Root CA Certificate
Retrieve Entity Certificate
Retrieve Root CA Certificate
List Key Transfer Public Keys
Create Key Transfer Key Pair
List Key Transfer Public Keys
Create Key Transfer Key Pair
List Key Transfer Public Keys
List Key Transfer Public Keys
Create Key Transfer Key Pair
List Key Transfer Public Keys
Retrieve Entity Certificate
Retrieve Rook CA Certificate
List Key Transfer Public Keys
Create Transfer Partner
Create Transfer Partner
Retrieve Entity Certificate

Success
Error

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Errar

Success

Dietails. ., |

Condition

SuCcess
Invalid Challenge response
SuCcess
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Public Key ID already exists
Success

Certificate Serial Mumber = 151C5F&1291373F00000000. .,

Certificate Serial Mumber = 151C5F21291373F00000000.

Transfer Parkrer ID = mytp, Description = a descr, Cant...
Transfer Partner 1D = mytp, Description = a descr, Cont....
Certtificate Serial Number = 151C5F81291373F00000000. ..

T = RXN=2AR e X7 00— 50, IROWTNNOF—THEEA X Y A KM

TANZ BN 5L TEET,

. Rk H
. R
. EEE
.

«  Entity ID

e Entity Network Address

« KMA ID
¢ KMA Name
s JTRA

* Retention Term

* Audit Log ID
KREINTNWDIEER DY A MIT7 4V ZZWHT 2121, Use] AZ %ML

£,
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Wi, 74—V REFOHBEEZRLET,
TAINVE

KMA ~D 7 T U —OfE I T 4 W E B#EHT D DIFEHTE 57 4 —I)L 3%
RENET, WOELIEIZIKROLEELY T,

TERKH

i

HEE

ESiE

Entity ID

Entity Network Address

KMA Name

77 A

Retention Term

Audit Log ID
TANFERTFRY 7 %

TREVRZ &7V v L, BT 4 VA EE BRI L F9, B0 55T
DEEHTT,

ey
IRV PN
TANVZE1IRY TR

HAF7 4 V2 B8N U7=824 1%, (Set Date] &7 U v 7 L CEtE B & BAER1
ERELET, MIX, 74 V2 X—OFPMHOBBME L TERRENET, 1E0D
TUNEZEBRLTEESIE., 207 40—V RIZEEZASLET,

TANVEE2RY T R

Aff7 o v 2R L7255 1%, [Set Date] 27 U v 27 LT T BAF & & TR
ZERLET, HIL, 74V FF—OHAOKRTHE L TERRESNET,

TANEZEI Ry 7 R
TRARZ %7 ) w7 L, ROWTNNOT 4V 2 BIR L ET,
Don't Show Short Term
+  Show All Retentions
YERR A
A Ny RAMER S AR RENET,
Btk
BEtiA N hla— R ER SN D RN & o T BER R RSN E T,
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HERE

BEDRIC L7258 ORMOBEREN /RS VET, [Success) (=7 —72 L),
[Warning |, F721% [Error] OfEZTY £7,

&t
BEDIERICE T LI E SRS E T,

E - =TI TTHEE R S, BEIIEATHRAR RINE
T, 2T —RAvb—UDORICH—I NV EEL . =T — O
AR ETRENET,

Event Message
Bifi A N> by U OFMERNIFRSINET,
Entity ID

TOEBFEARY FRZ—F— =—T =z b, FEIEET KMA DR I
FEIZGSE L TAEREINTWBEE, 207 0 — RNiZik, TOEEDO 22— —F5E
OB NErRINET, TNUANDEGEE., ZO7 4 —)V RIZZEHTT,

Entity Network Address

TOEEHE AR PR —— ==V b, FRIEET KMA B ER SN
FRITINE L TER SN TWAES, 207 4 —/V RIZiX, ZOEEOFR Y NU—2
T RUVABREREINET, TRUNOEHE, 207 4 —IL RIZZEHTT,

KMA ID

TDOBERANRY MEAER LI KMA OLRIERRLET, 2O KMALIE, 7T A
AN DE KMA & RBT 572002 —F =23 5E L7+ T4,

KMA Name
7 FGABNDET TI7AT v A& 22— F—RREOHIFLRERINET,
77 A
%%;&VbiykUﬁﬁﬁéﬁﬁmﬁixﬁ%éhi#o@Dféﬁ@&®k%

* Agent Access Control Management Operations
* Agent Client Generated Audits

* Agent Management Operations

* Appliance Management Operations

* Audit Log Agent Operations

* Audit Log Management Operations

* Audit Log Operations

* Backup Management Operations

e CA Operations

¢ Cluster Client Communication

* Cluster Operations
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* Communication and Authentication

* Console Security Management Operations
+ Data Unit Agent Operations

« Data Unit Management Operations

* Discovery Operations

* Key Group Agent Operations

* Key Group Management Operations

+ Key Policy Management Operations

* License Key Management Operations
* Local Management Operations

¢ Management Client Generated Audits
» Passphrase Agent Operations

* Replication Operations

* Retrieve Certificate Operations

* Role Management Operations

*  SNMP Management Operations

e Security Management Operations

* Security Parameter Management Operations
* Security Violation

+ Site Management Operations

* System Messages

* User Management Operations

Retention Term

Bl A~ hla—RFoERINEARFHRAZRSAES, BV GMEIE,
[Long Term)., Medium Term], 38 [Short Term] T3,

Long Term
EVWHIMMTAVLEOHDH A X L a— R,
Medium Term
HREEOHBKMNT 2N EDOH LA N L a— R,
Short Term
AOWHIRBAT AREOHH A XN FLa— R,
Audit Log Entry ID

Bt A N2 b MU DOFIA T E2FHNT D —BOY AT MR F P ER S
£,
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Audit Log ID

BEEAN b b 2@ 0 B0V AT LAENREHFBERSNLET,

B n ZICET MR AT T 25613, ToOfA R 7 25§25 LT [Details
RNEw7 )y LET, diE, EEe 7OFFMORR] 22 LTS,

Efn 72Ty AR— T 5121E, [Export] R¥ %27V v 7 LET, FFMICON
TIE, 274 =20 [BEa /7o)y ZAR—1] 2R LTI EE N,

272 OKM 2.4 Administration Guide July 2011



BEEDJOFHEDOERT

w7 OFMA IR T 212F, ROFIEZFEITLET,

Revision 01

1.

[Audit Event List] HE[@EiH>5 .,

BARY)—

HEAE AR T OEAEn 72 P U 2R T

Details] R¥ %27 Vv 7350, £IZ0O NI E2XZTAVIY v 7 LET,
[Audit Event Details| # A 7 7Ry 7 ANTEREINET, ZOXAT TRy
A Ti%. Previous). [Close]. BL N Next] RZ U ZRSTRTHT 4 —/L K

PN 72 > TWET,

Audit Event Details

Audit Log ID:
KM&A, 10

KM Mame:
Audit Log Entry ID:
Class:
Fetention Term:
Operation:
Severiby:
Condition:
Created Date:
Enkity 10

Entity Mebwork Address:

Message Yalues:

Solution:

Previous |

=10f x|
IF'.Q?F'.ESSSSFB‘ME\B1EIDDEIDDDEIEIEIEIEIEI4?4
IF'.Q?#ESSSSFB‘ME\BI
IDrumguish
|nooo01000000
ISystem Messages
IMedium Term
I Start Diatabase
I Success
I Success
| 104712008 2:21:21 PM
|
|
P
[
Mo recommended action ;I
[

Mexk |

AIE IR OER A N2 MZT 7224 5(21%, Previous] F7-1% [Next] R#
%7 Vw27 LE9, lAudit Event List] HHIZES121X, [Close] R"Z %7

Vo2 LET,
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EERJTDOIY AR—F

T AR— MEREEFEHATHE, TR CERIFIFEDERn /o N 2T —F X
T—=2arv EDTFA NI A NI AR—FTEET, RIZ, FTOT7AVER
Ty Ry— T 7Y r—va v CERTEET,

Bifn 7 zx s 2R — 5120, ROFIEZFEITLET,

1. TAudit Event List] E# T, [View] A ==—2»5 [Save Report...] ZiZE{RT
Ly, E£721E Crl-S AL ET,

2. SET LG, TStart) RA v E7 ) v/ LTxms 2K~ FatwA&HihLET,
[Audit Event List] Wi c=y NUICT7 4 V2 ZEHLTEBEASIE. YT 52
VOBRNET AR—=FENET, 74X EEHLTORWEAIL, T X3TOER
AR IR AR— IR ET,

3. T AR—FMLUBERETTHE, =7 AR—NEINTEERXEa Z7oOBN, ¥4 T7ad
Ry 7 ADTFEICFRREINET,

4. ZOHEATa iRy 7 A& U T [Audit Event List] W&EIZE 5 Z1%. [Close] R
&7 Uy LET,
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[Data Unit List] A =a1—

[Data Unit List] A==2—Z/HT25&, RETOIZENTEET,
« T—Ha=y FOER

o T—HXa=y FOFMOERBLOER

« T—4a=vy NOIFBIBREDORR

o T—Ha=y b OEMNREEOBE

[Data Units] A == — O HEIZDOWTIL, 295 ~X—? [TData Unit List] A== —]|
EHEELTLIIEEN,
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BDEFRIE

AV TITAT UAREET, BELHRET DI EEARINLTWHET,

1. IData Unit List] &5, B2ETEHT—F 2=y b &K LT [Details] H¥ >
71U w7 L¥J, IData Unit Details] XA 727 Ry 7 ANFERINET,

_ioix

General | Key List I Backups with Deskroved Keys List I

Diata Linit 10 I FDACTE20B1491 DS0EDC3CSE2E236A00F

Description: IDescription for Data Unit tesk 1, modified

External Unique ID: I FDEF94ESCCY 7FADYESOCDAZ04CZEZCAEESE5517IE4ASEAISEFA5D542359120DC

External Tag: IExternaI Tag fFor Data Unit test 1, modified
Created Diate: | L214)2007 8:30:04 A
Stake: I Shredded
Flags: ™ imported
I™ Exported

Save I Cancel |

2. [KeylList] #7% 27V vy 7 LT, ZOF—F%=a=y MIHEEMTONT-EEZRRL
£7

_ioix

General  Key List | Backups with Destroved Kewvs List I

[rata Unit 10 4FOFDEESE400802400041 226 107 7243
External Tag:

Key Lisk

Filker:

E— B
| El Refreshl Reset |i|i|i|

Results in page: 1 {last page)

Key ID Key Type | Created Date | Activation Date v | Deskroved Dal
4FOFDEEE54008024B5A029100A99021 FEDCFASCIAZE, .. AES-256 11/3/2008 5:56:43 &AM 11/3/2008 10:13:22 AM

4] | i
Details... | Compromise. . . | Activity Histary... | Save Repoart...

Save I Cancel |
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3. fadhfb T 28E% %I L, [Compromise] RN¥ %7V v 7 LET, $HOMLIALE T
BITBLAT O Ry 7 ANREREINET,

4. es| RA %27V w7 LET, ROIAT TRy 7 ANRFREN, A bz
AT oL IROLNET,

Compromise Keys |

Key ID ko Compromise:  4FOFDEES840080243E532 FOFEDEA302CEFFCIDS0ES9ZE981E1 FECCCADSAS

Compromise Comment:

4
Campromise I Cancel |

5. BIRSNTOEIMEICET 22 A 2 A LET, [Compromise] R¥ > %7
U7 Lizaid, BOBIMLEMERT 2HOX A T a7 Ry 7 ANFRINE

K
6. [Yes] R¥ %27V w7 LET, BILEINTRBOEERTEAT O Ry 7 AN
FrRENET,
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Z D DB EE

AT ITAT CAFEEIT. ROBEEZITH 2L b TEET,
« BEEARVINU X FORR

o VAT LEZIOFRR

« KMAREEO T v 7 B 0a v 7 fifkk

L OEEDOFIEIZONWTIE, =S5, “EXxa T —BEEORE 2B L TL
&,
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ARL—2DEE

ZOETE, AN —FOREINT G SN Tc 2= —=NEITTE DI OV TR
LET, HEOKEPE D B TOA TV DEEIE. £O&KE 2 FETT 5 FIHIZ O
T, BETLHEEZZMLTIESN,

TRL—E2 DERE

TR —FE, VAT AORAEEEEELET,

e Information Management
Key Groups
: Key Group List
Agent Assignment to Key Grou)
Transfer Partner Assignment; tc
- &gents
o fgent List
Key Group Assignment ko Agen
[=- Transfer Partners
Transfer Partner Lisk
Key Group Assignment ko Tran:
Import Keys
- Daka it Lisk
- Backup List
- Pending Quaorum Operation List
Swstem Management
- audit Event List
- KM Lisk
- Sike Lisk
- SMMP Manager Lisk
- Sysbemn Dump
- Syskem Time
[=- Security
- Security Parameters
- Local Configuration
Lock/Unlock, KMa
Software Upgrade
Metwork, Configuration
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[Key Groups| * —=a1—
[Key Groups] A=a—%fiH4+ o5&, WEITHZENTEET,
s BWINL—T DY R MDFEIR
o WIN—T D=V bOEY Y TOER
s W N—T ~OHREN— N —DE Y Y TOERR

Secure Information Managemenkt

El Key Groups
' i Ky @roup List

Agent Assignment bo Key Grouy

‘.. Transfer Partner Assignment Lo

Key Group List

[Key Group List] A=a—F 7> arv&HTsL, #/NV—TE2EFHTCEET, F
JIEIZ SV CiE, 238 X—2 D [[Key Group List] A ==—] 2L T ZEW,

Agent Assignment to Key Groups

[Agent Assignment to Key Groups| A ==—A4 7 a2+ L, 71— 12E|
DU THNTWNAT—V 2 FERRTEET, FRITOWNTIL, 246 X—TD
[T Agent Assignment to Key Groups| A ==—] ZZMH LTI E0,

Transfer Partner Assignment to Key Groups

[Transfer Partner Assignment to Key Groups] A7 > a &M+ 2 L, KEO#H T L —
T~OT 7R AR SN TN —HOBEE N N— T —D 1 D2FRTEET, F
Bz DWW THE, 262 ~2— D [TTransfer Partner Assignment to Key Groups] # == — |
EERL TSN,
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[Agent List] A =a1—
[Agent List] A ==a—A7 v a a2+ 25E, ROBIEEZITI ZENTETET,

Revision 01

e T—Vxr hDOER

o T—Yxr FOMERK

s T—VxV NORFRBIOLHE
s BEFEOT—V = FOHIR

FRL—EDERE

[=- Secure Information Management
ke Policy Lisk
=) Key Groups
ke Group Lisk
Agent Assignrent bo Key Groups
Transfer Partner Assignment to Key Groups
[=)- Agenks

Key Group Assignment bo Agenks
[=J- Transfer Partners

Transfer Partner Lisk
key Group Assignment ko Transfer Partners
Imnpork Keys

Daka Unik Lisk

Backup Lisk

Irnport 1.0 Keys

Pending Quarum Operation Lisk

[=)- Syskern Managernent

Audit Event Lisk

kA Lisk

Iizer Lisk

Role List

Sike Lisk

SMMP Manager Lisk
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I—2x VYR MDERT

[Agent List] A==a—A47varaliflT 5L, FEOH 7 LV—FIZEEMIT LT
WHTRTHOT—Y = hEFERTEET,

ZOWEEZFTRT HITIE, ROFMAELFEITLET,
1. [Agents|] A ==—75, [Agent List] Z#HR L E9, [Agent List] HFAFERS

nE7,

2. BIN—TDT 4=V RORIZHD FTREIRZ L H2 7 Vw7 L, #ETNL—T %8R
LET, 7L —FICEHEMITF N TnAn—V s FRFERSNET,

= Oracle Key Manager

System  View Help

1=

k1

Connect  Disconnect Help

Secure Information Management |
Key Palicy List
=-Key Groups
~-Key Group List
Agent Assignment to Key Gt
Transfer Partner Assignmer
- Agents
-~ Agent List
Key Group Assignment: ko &
- Transfer Partners
- Transfer Partner List
~-Key Group Assignment ko Tr
Import Keys
Data Unit List
~-Backup List
Import 1.0 Keys
Pending Quarum Operation List
System Management
- Audit Event List
KMA List

Agent List

Filter: [Agert 1D = [equals =l

[

[Shaw Agents in any key Group

= ‘ Use gefreshl Rgsatlilﬁil

Resuilts in page: 1 (last page)

User List
~-Role List
- Sits Lisk
SHMP Manager List
Key Transfer Public Key List
- System Dump
- System Time
- Security

Il | — >

[ Default key Group
MyKeyGroup True

Agent ID_A [ Description | Ste ID

MMy Agent

<

| Enabled Failed Login Attempts
0

[ Enroled [ one Time Passphrase
True True

Details. .. | { Creats... Delets Activity History. ..

1/12/2011 11:46:36 PM - Session inactivity timeout: 15 minutes
1/12/2011 11:46:42 PM - List Key Groups succesded.

1/12/2011 11:46:43 PM - List Agents succesded.

1/12/2011 11:46:44 PM - Retrieve Agent Information succeeded.
1/12/2011 11:46:44 PM - List Sites succeeded.

1/12j2011 11:46:46 PM - List Sikes succeeded.

x|

nancy

[connected

1 I

10,60,180,39 (glenkinchiskma)

U2 MR ERAZ B— LT B0, ROVWTNIOF—T—x 2 MIT 4 I)VE %5
Atz TEET,

* AgentID
. D

. YAk

o Default Key Group

- A%

+ Failed Login Attempts

e Enrolled

*  One Time Passphrase

FREINTNWIZ—V 2 M)A NI T 4N ZE2EHTHI12E, [Usel] R¥ o &2EH

Li‘g—o

Wi, 74—V REFOHBEEZTRLET,
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TANVE

KMA ~D 7 T U —OfERIC T 4 W E B#EHT DI TE 57 4 —)L 3%
RENET, WOELIEIZIKROLEELY T,

Agent ID
iR
PA R
Default Key Group
- A%
Failed Login Attempts
Enrolled
TANFEAFRY 7 X :

FTRERZ %2 )y 7 L, RER7 4 VAEFEFEZRRUET, I 550K
DEBHTT,

LW =
ELl W<
« XU KREW>
« kv/hIun<
REWDPELWV > =
INEWINE LW <=
B 4f ~
7%
221 LAk
TANZETHEFA IRy 7 R

BN B 7 A V2 EEE LTERT A EZATILET, 7o VZEMEICES
T, ZOT4NEFT T arDEREINEVES DY £7°,

TANVEEIAVRRY T R

TREVARS 27 Vv 7 L, BIRLUEBED T 4 VXM E L TERT AH 2N
LET, 74N EBMHICESTIZ, ZOT7 4 NVEF T arBNERrINDVDIESD
HYFEF,

+ ZOREHEI ) 7T DHE T4 AEPBIMENET,

TORE L ET) v BHE, TAAENEIBRENET, ZORZ T, B
BDOT 4N ENERENTWABRESICOLFTRINET,

M -

ZORZ w7 Yy THE FRSNTWDHY A MIEIRLIET 4 V200 S
. VA NDRAIOR—VNERENET,
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FRL—EDERE

B
CORE L EI VI THE, VA NRERRINET,
Uy b:

COREUEI V7T HE, TXTOT 4 LENHIEREN., BRENTWSHY R
FRU Y FENTRRYDON—=UDFRINET,

<
CORZEI VI THE, VA NDERYIOR—=ICBEIL 1,

K

COREUEI Vv ITBEE, BOR=VICBEILET,

o>

ZORFLHEIY) v I T EHE RON—=JICBEH L ET,
Results in Page:

==

[Options] %A 7 177K v 7 AD [Query Page Size] 7 4 —/V RTRELT 1 ~X—
VHIZY OV a— FERFERINET,

Agent ID

HFr—V=r BT 22— P —IRED - HOWAFRFRRSNET,
)

T—Yxr hOBRHAPRINET,
+A b

T—VxzV MRBLTVDY A PR d —BOMIFRERINET,
Default Key Group

T— 2y TR V— N RICEEESN TV WES, —ox—V
MZE > TEREND T XTOHICBEEM T N8 V—7,

%

T—Vx FOYRELZ R LET, True £7-1% False DEZEY 4, ZDO7 40—
K78 False DE., =— = MIKMA LDy Y a U EHBTITEEE AL

Failed Login Attempts
07 F AR LT BN RS SIVET,
Enrolled

T— 2 RS OKM 7 5 AR IZIERICEESNENEI AR LET, True £7-
X False DfEZELY £9, =— = FRIF U THER SN, FEo—Vx
VEDRRT V= ANEREINTZGE, 2O 7 4 —/v X False (2720 £,
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FRL—F2D&E

I—oxy FOER
T—Vxr FEERTAIZ21E. WOFNEEZEITLET,

1.

[Agent List] H[fin>o, [Create] R¥ %7 U2 LET, [Create Agent] ¥ A
TRy I ANEKRESI, [General] ¥ 7B E £ T,

Create Agent

General | Passphrase

Agent ID: | |
Descripkion: | |
Site 10 |Please Select a Sike W |
Flags: Cne Time Passphrase

Default Key Group ID: |F‘Iease Select a Defaulk Key Group W |

Save Cancel

2. WDINTA=ZZFELET,
Agent ID

fiz

T—Vxy e BICHOTOMEAEAN LES, ZOMHEIE. 1~ 64 XFTHRET
%i—é—o

2
T—Vxr MEBATIMEEAILET, ZOMEIE. 1 ~ 64 XFTHRETEET,

[l

Site ID

TREIRZ 27 )y 7L, 2=V "RBTAHAYA 2RFARTLET, 20
74—V RIFEIE T,

757

T—=Vx2 IRRRAT =A%y L, ==V P ID EFLWVWIAT L —
R THARGR L7210 10T X509 GETE 2 BUS TE 20 K 2123 512iE. TOne Time
Passphrase| #iER L3, ZHET 74/ b TT,

[One Time Passphrase] (2T = > 7 ~—7 {7 R0WGEE, =—Y = MIWDOT
H X509 FEAEALRSG L. CA LEEHFV—E X2 LT, =—Y = M ID &
INRATZ L —RIZ L > CTE®ICHRIETCEE T,

T—T RIAT =T M, 774NV MEEZBRET DL L OICLTLEEN,
mem1&47®1~91yh®%é\%mn~% ﬁ@ﬁ@/wagcmM
WX L CRRAES A RIREME D H D 7 T A X HERTIE, ZOREN L VRN £
j—o

Default Key Group ID

Revision 01
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FRL—E2DERE

3. [Passphrase] # 7 &P E 7,

i

General Passphrase I

Enter Passphrase: I

onfirm Passphrase: I

Save I Zancel

4. WDINTA—=FaRELET,
Passphrase

ZDa—P—DRATL—X%E AN LET, AT EIT 8 T, R AUTEIX
64 LFETT., T 74V MEIZ 8 TY,

ISAT L— XML, RO EERBY T,
e NRN2T7L—X2, a—P—Dxz—T L FID ZEHRNTLEE N,

o NATL—XTIE, RXF, AINTF, Bl R38R XT0 4 DOXTFI T
ADHH 3 OEMHTLIMNERND Y £,

il AT REZR RRBR L3, RD LB T,

CCL@HES% A& () =[] <>, )0
n X7, AT EORIE T TE A,

E = SR T L —XOF/NCTFEO BT 5 HIEICONT
1, 195 X—=2D (X2 VT 4 —RITA—FDEF| Z2ZHLT
<TZEW,

Confirm Passphrase

[Enter Passphrase] 7 4 —/V RIZAJIL7fEER CEZ AT LET,

iz A7) L7z [Create Agent] ¥ A 7 a7 Ry 7 ADHERIZRLET,
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5.

Create Agent *

izeneral | Passphrase I

FRL—E2DERE

=10l x|

Agent I0: I Mywhgent2

Descripkion: I agentdesc For MyAgent

Sike ID:

| Save I

Zancel

[Save| RE %7V v 7 LET, =—Vxr hlba— RRF—Z_X— 2 |TEME

U, TAgent List] WICFRINET,

6. TV MERDA L H 7 =2—A&MA LT, ==V = MEADOBRERTFIEZ 5
TLET, =& ziX, StorageTek N7 A 7 D4 1%, VOP (Virtual Operator Panel)
ZREM L CREFIEZ T T TO20LENH Y £7°,

Agent List

Fier: [agent 1D =l |- =

E

IKey Group 1

j | Usel ReFreshl Reset ||_<|i|i|

Results in page: 4 (last page)

Aogent 1D A | Description Site: | Default Key Group | Enabled | Failed Login Attempts | Enrolled |
Myagent agentdesc for MyAgent MyKeyGroup True 1] True
MyAgent 1 agentdesc For Myagent Mk ey Group True i} Falze:
Myfgent? agentdesc far MyAgent  Louis... True i} Falze
SC-owned Agent | agent For kesting, Toronto True 0 False

Details. .. I Create... I Delete Ackivity History, ..
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FRL—E2DERE

I—CxV FORTELIVEER

TV FOFMEEE S DITIE. ROFIEEZFATLET,

E WA R R T ATV F L NV AEX TS Y
FFER LT Details] R¥ %7

1. [Agent List] A5,
I3 B, FEFEO—V2r b R 2

Yw 27 LET, [Agents Details| ¥4 7 0V HRy 7 ANKRINET,

KMA Details

General |Netw0rk Configuration | Key Pool Info | Passphrase |

KM 10

KM& Name:

Description:

Site ID:

Yersion:

Failed Login Attempts:

Replication Lag Size:

Locked:

Enrolled:

Hardware Security Module Status:

X

I ZFSTFECIEFE33944D

I Rosebank

|2.4(Build1138)

|u

|u

I True

I True

I Inactive

Cancel |

2. IGeneral] # 7 & &, MHEIZLGUTKRD 7 4 — LV REEELET,

- T
e Site ID
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ARL—2D&EE|

757

[Enabled) - 2D x=—Y 2> MM TAX LHETED LT DEEIE. 20
Fxo IRy I AEERLET,

[Enrolled) - =— Y = "XV T AAIZIEFIZBEEI NN E I B2 R LET,
ZDT7 44—V RidFmAR Y AT,

[One Time Passphrase| - =T— Y = "W NNAT7 L —X% &y hL, =—T =V
N ID & LVWAA T L— X THEARE L 220 T X509 GERIEZ UG TE 220 X
T DI, ZOF =y IRy 7 ZA2@RLES, ZHEIT 7410 FTT,

[One Time Passphrase] (2T = v 7 ~—7 ZfHF R WGEHE, =—Y = MIw
DTH X509 EFELRAG L, CA LREEY—EREMEHL T, =—V =
]“ 1D &/\DX7V‘_‘ & J:OTEI% uuuuﬁfé&ij‘

T RIAT 2=V MI, T74VMEEZTEET DL HOICL TSN,

PKCS#11 ¥ A4 7D — x> hOBFAE | FFIC2—F =088 D /) — Kb

(KM’ﬂLTmﬁéﬂéT EEDH D 7 T AXERTIL, ZOREMN X 0 FF
12720 £9,

Default Key Group ID| - FREIARZ %27 Vw7 L, 774/ ORI IV—T %08
ERLET,

KT LIS, TSave) RX %7 U w7 LET, OKM Manager 7 — & ~N— A Txf L
TEERMZ HH, [Agent List] BEIZEY 77,

E_

IT—T 2 hORRAT L —XL, FORRT7 L—IANREFRLEN
TeeBIZONAHBRICOAEETHELIICLTLIEEY, FEIK
DONTIE 290 X—VD ==V =2V FONRAT L —XDOHETE] %

ZRLTSIZE N,
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FRL—E2DERE

I— Sz FDIRRILVL—XADETE
TV FPDORAT L —RERETHE, =T—T 2 B KMA TRIAEEZZIT 572
DO —x FMFAZRAZ KRGS LN TEET, =— V= FEFHEE 13N
AT L—R, HDHWIEOmE NG ENTWD EEbNAEE, AL —# i3,
Ty hONRRAT L —RIFHELBFECEET,

T—V =z FONRAT L —AEFRET DI, ROPIEEFEITLET,

1. TAgent List] H[fi/»H, NATL—AZRET LTV = b NI E2XT LY
Vo 73250 Fl3Z0x—Yxr b MY ZRFHER LT [Details) KR¥
27V w27 LET, [Agent Details] AT 07 HRy 7 ANERINET,
[Passphrase] ¥ 7 #BA& £,

i

General Passphrase |

Enter Passphrase; I

Confirm Passphrase: I

| Save I Cancel

2. D7 4 — )V REEEL, [Save] R¥ %27 Uy 7 LET,
* Enter Passphrase

* Confirm Passphrase

3. T—HR—ANER I, [Agents List] HEfHIZREY £,

4, =T—V =V MNEAEOFIAT, =—V o MEERELET, =& 2L, StorageTek
T—7" R7 A4 7 DA 11X, VOP (Virtual Operator Panel) #fifl L T=—Y = N &
OKM 7 7 AZ BT 2MERH Y £9, TV PONRAT L—A2 LT
THL, ZDOT—=Vxr ME, BERINDSETOKM 7 7 AXICEREZEFTE
G/ 35 B8
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FRL—E2DERE

I—>x FDHIR
T—Uxr FEHIBRT AR, ROFIEZETLET,

1. [Agents List) #ji T, HIfRT 52—V bR RLET, KO X HIT, &
ML=V 2 FNOHIREZRER T DX AT 0 TRy 7 ANRKRRENET,

KMS Manager il

Are wou sure wou wank ko delete the Agent "Myagentz"?

Yes I Mio |

2. [Yes] REZ V%277 1L C, =2—Vxzr 2B LEYT, =2—2 )y FBRT—H
R—=Z B HIBR S L, TAgents List] BAEICREY 9, HIBRL/-o—Y = MEF
RENRL D F9,

Revision 01 FRL—45 DigE 291



FRL—2DERE

[Key Group Assignment to Agents| * —a1—

[Key Group Assignment to Agents| A == —A4 7 av i+ oL, =—V=z MZ
AR THENTWDRIN—THFKFTEET, FIRICOVTIE, 252 X—TD
[TKey Group Assignment to Agents| A ==—] ZZHL T EE,

Secure Information Management
ke Policy List
El kKey Groups
key Group Lisk
Agent Assignment bo Key Grou)
L. TransFer Partner Assignment kc
= Agenks
- Agent List
Kew Group Assignment to Agen
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FRL—E2DERE

[mport Keys| A = a1—

IDA=a—FFvai, LT —¥a2=y % OKM 7 7 AX|ZA vFR—FLF
T, LT —F 2=y FOBFRIT, BIRES— MO ZESNTRBIZET 7 AL
WZEENTWET,
F— ZOHEmEIZ, #E5 OKM 7 T AZIZT vy a—RKLTA v
R—=brTH-DICHEHLET, Znb08IE., Bl OKM 27 5 2%
MHT T AR—FENET,
fEE A AR — T DT, ROTFIMEEEITLET,

1. [Transfer Partners] A ==—7>5 [Import Keys] %R L FEJ, lTmport Keys| [H

HARTSNETS,
Impork Keys

Deskination Key Group: IPIease Select a Key Group j
Sending Transfer Partner: IPIease Select & Transfer Partner j

Kesy Transfer File Mame:

Browse. ., |

2. WMONRTA=ZERELET,
Destination Key Group:
INODHEDA VR— N RDBETN—T ZBIRLE T,

ZOTNV—T DK Y —D [Allow Imports] 7 T 7R3 A N2 o TV B RLEEN
bV ET, O N—T1F, BIRUCEEMEESES— M —IZxf L TR S
BIN—TTHDLIULENDY £7,

Sending Transfer Partner:
oD@z 7 AR — b LIREMERE N — T — 2@ IR £,
Key Transfer File:

BERIE T 7 A NV DOARTE AT LET, £72. Browse] 7 U v 7 L5/ A%
HEIRT DL HTEET,
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FRL—EDERE

3. IStart] RE %227V v 7 LT, 7y 7u—FBLOE A R— ot 252tk
LET, 77ANMNT v 7 —RFINTHAINTZILEE2RTAvE—URERS
ﬂi—g«o
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FRL—EDERE

T—F%a1Zv b
F—Ra=y NI, TAAI, T—T . AT PR EOREARNL—F 8, R
TY, T—Ha2=v MI, B/ —TICEEMT SN TWH A EDRERY > —I2 k-
TExFaV T —R#EINET, =— V2 M, BRLETFT—Za=y MNIT 2 ®
AFRETHDHMERH Y 7,

ARV —XE, T 2=y VORI N—TOEFERS T
RTOMREEZRITTEET, 7—F 2=y NOBINV—TEEH
TEHDE, avrTIAT VAELEEDOHRTT,

[Data Unit List] * =—a1—
[Data Unit List] A ==—%#H3T5L, WEITH LB TEET,
s T—Ha=y NOER
s T—Ha=y MOFEMOFRTRBIOET
s T—Xa=vy FOIEFBBREOFR
s T—Ha=y bOEMGEOMBE

Secure Information Managemenkt

EI keyw Groups

- ke Group Lisk

- fgent Assignment bo Key Grou|
- Transfer Partner Assignment ke
[=]- Agenks

- Agent Lisk

- Key Group Assignment to Agen
[=]- Transfer Partners

- Transfer Partner List

- Key Group Assignment o Tran:
- Imnport Keyws

g Data Lnik Lisk

- Backup Lisk

- Pending Quarurm Operation Lisk
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FRL—EDERE

T—A21=y FOERTE

F—H o=y MEFERT HIZIL, [Data Units] X ==—7»5 [Data Unit List] % &R
L %9, [Data Unit List] BHEAFRINET,

Data Unit List

Fileer: |Data Uit ID

gl

=l

ISth [raba Units in any Key Group

B

j | |Use| ReFreshl Resetl |<| <<| >>|

Results in page: 15 {last page)

Data Unit 1D &

External Unique ID

| Descripkion

D7SBETAE261BOSFA+AASSE305DEDDSES
FDAC7620E149105014B42E4F7C533FEE
FDAC7E20E149105041 4980306 AEC18E5
FDRC 762061491 D5065906B0ACS33CO0E
FDAC?620E1491 DS0E5ESDESESS 1 A4F15
FDAC7E20B1491 DS0GCESESARL 7ADEIED
FDRC 762081491 DS06DC3CIE2E2E6AD0F
FDAC7620E1491 D507 7EZEAES7EDTOFZD
FDAC7EZ0E1491 050700919425 FSOED
FDRC 762061491 DS090ES2375AEEADE0D
FORC 762061491 0509DAZ9EI3ACDOGFD2
FDAC7620E1491050B543A1A1312417E1
FDAC7E20B1491DO0F37DE3722C016818
FDRC 762061491 D50FAB3GE L FSS6F559E
FDAC7620E1491 DSOFFF4DEE487 307 T4

al

F4FA3ACECASESD92970430214B20E1CEIBD4CDFI456, .,
Bi49545C54E2B68B90B51 00830730F 1910956497 SCE4C. .
1BBEOFFESZBCO06C4E0E 1E4SEED 1 CEABFDZAFDDATAS. ..
S63513FE2096254BAF 1 DOGOS1SFEASOD Y7 34341E7CVE. .
FOEF4ESCCTTRADZEIOCDA204C2E2C6EESE35179E4A5. .
DE95500598A51 1C2F140BFSDEE0EES42DCDDASCDEZEF.
F1DA37SE1243A8F05YECFFFA01 0DE63ESEOIFEDADDZS,
ADESFFCCANSZAFT7SC0244500444EFODF 1 S5096FF9CS, L,
820955 340BFAD0EATB49863 1 A2024997 2645560061 ...
SESBAFE1923CERC49F 91 3B620892 280 COZEASETZAT71. .
4561 180CE4ADG6 1 D4 1EADBCY 5369745BE42D2B0YSEEE. .

S7FASEEEAS31225910FES21 15600344C1DDF3AFAERTS. .,

Details. .. | Activity Histary, .. | Destroy Kews. .. | Madify ke Group, .. | Export Kews. .. |

Data Unit ID
External Unique ID
it

External Tag

{ERL H

Exported

Imported

296 OKM 2.4 Administration Guide
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T—HR—=ARRKER T A= T 50, RONTNNHOF—TT—HX2=v hJ A}
W7 4NV E2 EMAT L E L TEET,

ERINTWELT—H 2=y NI A MIT7 4 VZ 2T 51218, TUsel A2 &l
)EH L\i—g—o
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/NN

T4 — IV REFOHAEZ T LET,

TAINVE
KMA ~D 7 T U —OfE I T 4 W E B#EHT D DIFEHTE 57 4 —I)L 3%

RENET, MOVFLMEEIRO LB TT,

Data Unit ID
External Unique ID
i A

External Tag
{ERL H

Imported

Exported

TANVZEEFRY 7 R

TRERZ % U

DEEHTT,

Show Data Units in Any Key Group. £ :

L =

FELLl W<
o REW>
Xo/hsuvn<
RKEWMHELW > =
INEWVDEL <=
A4k ~

EARE|

22 [ LSt

FRL—EDERE

7L, BERT 4V EEF2RIRLET, B 55T

CORZLEI Vv ITEHEE, ERENTWEII A NMIT VIR EHEINET,

FH
CORZET ) ITHE,

Uy b:
TORBEEIY v ITHE, TRTOT 4 AEZREIBREN., BRENTWHWAEY X

Revision 01

RVt Y hENTRERIOSN—VUNRRENET,

<

UAPHETRENET,
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FRL—EDERE

ZORF U ET I TDHE, UANDRADOX—=IBEILE7,
¢

CORBEUEIY v IFTBE, BION—=JICBEIL £,

o>

ZORELEIY v T HE ROS—VIEBBILET,
Results in Page:
[Options| %A 7 17K v 7 AD [Query Page Size] 7 4 —/V RTRELT 1 ~X—
VEED DL a— FERERINET,
Data Unit ID
KT —H =y FEEBAIT L —EDYV AT AERENFPNEREINET,
External Unique ID
T—H =y FO—EOIBHERFRRRSNET,

ZOMEIFT—Y = MZE 2T OKM [ZEfFEND 720, Aoy Ra—%—|Z
IIFERENRWAREMEN H D F£9°, LTOGen 4 B LW Gen 5 T—7DOHAE., ZDOfHE
WX, BLERFIC— DY v PICBEEM TN A= ) v DV T ST, o
D%, HFRXNR—a—= KL ANSI T—F T UL DR Y 2—b2 U T IILES
(VOLSER) LiRR L72WTL 72 &V, Z OfEilE, StorageTek 7—7 K J A 7 Cldfii
HInEdA,

)
T—Ha=y NOMBANRENET,

External Tag
T—Haz=y hO—EOHNY 7 OB RINET,

StorageTek 7— 77 A4 7 7 UNICHFIET D27 — 7, F721F ANSI EEHE T ~ L ffun
72T —7OWE. ZO7 4 — RiZvolser IRV £, 477 UNITFELET D
T —71Z ANST T UL RFNTND & XIZ, 7477 U D volser (DFE V| S
N— 22— R ) HYANSI 7 -UUIZREHE STV D volser & IXRRDLA/IT. 7477
U ® volser MEH EET, ANSI TNV AT TICAX U RT Ry RIA4 T TE
XRAENTET—TOERE, ZO7 41— RIFZEAICR Y 3,

[
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FRL—EDERE

E —LTOGen4 BXUGen5 77— K74 7 TEEIRAENTZT—
Ha=y hOEEIT, 32 LFEHDDHZDIC, ZDT 4 —/L KD
FRNZEATNRT 4 7 EET, [External Tagl /37 4 > 7
BT ZEAEZBMLARL THHEL L HIZ, [Equals=] 7 4L ¥

BHE ORI [Starts With ~] 7 4 VX2 B 2HEH L7250
BRI GAERHY £,

7= & 21, TStarts With] 7 4 VX AT 28E81%. koL oI
AN TEET,

"External Tag" ~ "ABCDEF"

A CfIC TEquals] 7 4 V& 2T 2561E, ROXHICATT
HVENRDHY T,

"External Tag" = "ABCDEF "
B2 XFHEBMDBI=DIINRNT 4 TENTND)
YRR A
— o=y FBMERCE LIRS E N HRE R LET,
Exported

TOF—Fa=y NIBEMT N TVAENT 7 2R— N SNENE I mERL
‘iﬁ‘o

Imported

ZOF—gaz=y MBI bR TODRNA L R— RSN E D PER LE
j—O

—Fa=y FOREEZRLET, MOGIHEITKRO LB TT,

« MNoKey) : 7—#z2=y FRERSNIZMN, EEEMER SN TORVES TR
EIShET,

« [Readable] : 77— X 1= NI, TOT—Hax=vy rDbial Lt —HE2EE
’C“%Z)(%%%‘Hﬁé &OD’C%ZD)%fPT?f?‘Z)%/E:\iC%z“EéMiﬁ‘O

« INormal] : T —#%=2=y NI, ZOT—Fz2=y hDDH72< k%*iﬁ%@ﬁﬂ:“(
%Z)(%u%ﬁﬂ?élk@’(“%é)%ﬁﬁﬁ:?‘éiﬂ/\ CRESNET, SHIT, T—H
BACIZEH T& % [Protect-and-Process| (REEDHEEN, T — ?:L v FNIZ 1
Ouj:ffbiﬁ‘ L7zl oT, T—HFax=y MIEXIARAREIZRY 7,

* [Needs ReKey| : 7—X ==y MI, TOF—Fa=y hOb{L b - MERET
ILTE 5 (FiAHD Z k@fé’fé)fﬁf) FETIHEBRITHREEINET, 7277L
[Protect-and-Process] IREEDFIL, T —F 2=y FNIZ 1 2L H D £H A,

7‘ ANZDOT—TIZEEZAEND L, B L [Protect-and-Process] JREEDFEMN
—Ha=v ~Z QEJE’J HENET,

. fShreddedJ: DT —H2=y FOTRTOENREINTZHEEITREINET,
T2z hORARY EREFEZIAAREITO) LI TEERA, ZEL, 20O
T o=y MILUTH LWERBZERT D2 ENTE, EkTHET—H2=y

rOYREEIL Normal] 2R Y £97,
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T—21=y FOFEHMORTELVER
FE - 2R ARL—=FTRWERIZ, T ¥ 2=y PO
HERRTDHE, TXTOT 4=V R ( [Save] R¥ U EETr)
DD 2D Fd, 22— —Ra LT I73 4TV AEEETH DS
A%, [Key Groupl 7 4 —/V RRFEC/2 D £7,

[Key List] # 7'\Z& % [Compromise] "% |, —H—nar
TIAT U ABERE THL5E AR, TS OGEITEDIC
7m0 ET,

T—Fa=y FOFEREEEST DT ROFIEEZFEITLET,

1. IData Unit List] BE» 5, B2ETEHT7T—F 2=y b &K LT [Details] H¥ >
%71V > 27 LET, [Data Unit Details] ¥ A4 727 HRy 7 ANRFRRINET,

i x|

General I Kew Lisk I Backups with Destroved Kevs List |

Data Unit I0: I FDACTA206149 1 DA060CICIEZEZG6ADOR

Descripkion: | Description for Data Unit kest 1, modified

External Unique ID: I FDEFO4ERCCF7FADYESOCDAZO4C2E2CAEE 35351 79E4ASBEAS6FA5D54235912DDC

External Tag: I External Tag For Data Unit test 1, modified
Created Date: I 12/4/2007 §:30:04 AM
Skate: I Shredded
Flags: = Imnparbed
I~ | Exported

Save I Cancel

2. WDOINRTA—=HEERTEET,

BFrivMEZ AT LET, TOFHIE, BERICY 7 b =2 THES{E R T A NIk -
TR ENTZHbDOTY, ZOMIT 1~ 64 XF, FRITIEATHEETEET,
BHE — [Description] 7 1 —/V FIZ [PKCS#11v2.20] OXFIINEEINTND
Y&, Oracle Database DAY 7 — % K551t (TDE) (2 H S 2 Rk — % &
LET, 2OT7 4=V REEELARNWTLLEIN, AT 5L, OKM TOD TDE
DB FENELINDGERH Y £,

External Tag

FT—Hazy hO—BONEEMNFEASI LET, ZOMIT 1 ~ 64 LF., F2iX
HHATHETEET, 2074 —/L KL, @E. T—FTH— ) v PDT~ULE
TlInN—a— RRFRENET,

3. [Save] "X %7 U v/ LTEBRERFELET,
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WDT 4 —)V RIIRETETEE A,
lGeneral] &7

Data Unit ID

External Unique ID
TERL A

it B

Flags Imported/Exported

[Key List] # 7

Data Unit Details

General Key List | Backups with Destroyed Keys List |

ARL—2D&EE

jm] 3

[rata Unik I0: AASCE3940E948508062A53ESF3EFS3C1

External Tag: ABCDEF

Key Lisk

Filter: [Key ID == =l Ll

| EI Refreshl Reset ||_<|i|i|

Results in page: 0 (last page)

Exported | Imnported | Derived | Key Group | Encryption End Date | Deactivation Date | Compromised Daks | C
Kl | i
Details... | Compramise, .. Activiby Histary... Save Report. ..
Save | Cancel |

Data Unit ID

T—HAa=y M oEICEN L ET,

Data Unit Description

T—Fa=y hOBHANTRINET,

Key ID

T—gaz=y FORERPERINET,

Key Type
ZORMERTAIREAT AT RADZA TR LET, BB 5 EIL AES-256

72T,

YRR H

BEPER S NI AR FR RSN ET,
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Activation Date

HPANR ST ARRRRENE T, T, #PRICT=—Y = MG &
NI HEFTY, Eo. #ORT S &R 5L AR BBLAT 2 BT EREZITH
HYET,

Destroyed Date

BEEREEINTZ AR RINET, 207 40—V IBREATH L6, SEITHE
SNTVEHEA,

Destruction Comment

HOWHFIIBT 22— =05 E LITFRPRRSNET, 207 4 —/L FBZEA
ThoHHEE, BIIWESNLTOEEA,

Exported
—H A=y MR AR—FSNENEIDPPRINET,
Imported
T—H =y FRA UR—=FENTENE I DB RSNET,
IRAELT

TOHEN, vAF =T N FNZ Ko TERSNTZ AT —gNLIRE LT E
IMERLET, FEMIZSVWTIE, TOKM-ICSF Integration Guide] # &ML T 72
éb\o

Key Group
—H 2=y MIEEM T ORI LT RERESNET,
Encryption End Date

EENERA SN o B, T — X ORI S /e < e o 7= BEER
ForEnEd,

Deactivation Date
BENTINT 2 D HRE, XN o T HRER R RSINET,

Compromised Date

WAL SN ANBRFESNET, TO7 4 —A RBEATHLHE, BT
RS TWEE A,

Compromised Comment
BOFIRILIBT 522 IURE LA R SnE T, 207 (= Fiis
HTh o456, i3kt h ThEEA,

Key State

—X 2=y FOROREZRLET, WOEIMEITKDO LY T,

Generated

BED OKM 7 T ZAZNDOWT D KMA FTER SN B ICRESNET,
ZOAREDOHIT, w /LT OKM 7 T AZHNDIINDL7 EH 1 DD KMA IZ
BERINDET, EREAOEEIZ/RY ET, H—-0D KMA OATHERIND
JIAZTEH, < Eb 1 DOy I T v FITEEIND E T, #IT
[Generated] IRREDF F 720 £7°,
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BIHET
BRETLFIAN I T v I Lo THEPBEE LWL S ITRES N TV DIEAIT
ZOMEICERESNET, [Ready) REEDOHL, FHIV Y TITHEHTEET,
Protect and Process
BEflbo— o RHT LWVEOEREER L& X0, #2337 TIZHI0 YT
LNTWVB E, ZOEICRESNET, ZOWREDOHIL, Kb EBLoMm
FHifEHTE$£9,

Process Only

HEREID LY THNTWAD, BOKB LI ZEE CWAEAEIZIE, ZOfEIC
MESNET, ZOREOHIL, EALIZIZEHTE 92, e A
TEEHA,

Deactivated

%@%%ﬁﬁﬁﬁﬁL?fméﬁ\%%%mﬁ(@%m)fétwm%ﬁﬁﬁ
LRDATREMEN D HBAITIE. ZOHEICRESNET,

Compromised
HRFE STV RN EIR] %#ﬁéhtﬁu\itiﬁ‘éhfm&m%%
Lo TEDBPBHSNIZSEICIE, ZOMEICRESHLET, ZOREBOHIT, #

FAIZ iﬁ%f%i?# H TR TE £ A
Incompletely Destroyed

BRI NN, 1 DL EDOARy 77w TRICEFEHE L TOAHEA I,
ZOEICERESNET,

Completely Destroyed

WEINTFEPFEELTCWETRTONY 77 v FOREI N BE1TE.
DIEIZHEESINE T,

Compromised and Incompletely Destroyed

faitfb ENT=80 1 DL DAy 77 v THNICEEFE L TWAEAITIT. =
DIEIZETEINET,

Compromised and Completely Destroyed

fEFE ENT-ENELE L T2 TRTONR Y 77 v IR SN EA 12T,
ZOMEICERESINET,

Recovery Activated

BEIREEIC Lo TEHN T —Z 2=y MU 7 ENTENE I B R LET, TR
HEIX. 83 OKM 7 7 AXHNDOWTNND KMA ICL > TTF—F 2=y hD7=dIT
fEREN=ZH L. B%@tw EOENHLETEDT =X 2=y FOTZDITHID
KMA 75 ER S 7255 %ébi? EE (ry hT—271EIE72 ) D7Dl
T — &«@%@ﬁ@éfﬂ2%ﬁ@KMAKﬁ%énkwok%é@\%@2%5
@KMAK;on~&1:y%«@UV&ﬁ%ﬁéﬂifo:@i5ﬁﬁm
[Recovery Activated| JIREEIZZ2 V) | HEF D, A7 L TKMA E£72idky hT—
7 ORERENE IE D3 %’EELTV%?)\& IMEFHMET D LI £, W ELEIT
True & False T3,

(Y
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[Backups with Destroyed Keys List] % 7

CTTTESSSS—— _ipix
General I Key List  Backups with Destroved Keys List |

: [rata Unit 10 FDACTH2061491 05060 CSC3E2E256A00F

i Data Unit Description: Description For Data Unit test 1, modified
Backup List

Filker: |aEl0 apie]

1 -
| El Refreshl Reset |I_<Ii|i|

Results in page: 2 {last page)

EBackup 1D | Created Dake W | Destroved Date | Perding | Completed Dake | Download
FDACTE20514910500000000000000002  12/4/2007 &:30:18 AM True 12)4/2007 §:30:22 AM  12/4/2007
FDAC7EZ0B14910500000000000000001 | 12/4/2007 §:26:49 AM True 12/4/2007 8:26:52 AM | 12/4/2007

< | 2
Details... | Save Report..,

Save | Cancel |

T—Haz=y MI,. T—Fa2=y MERGENDLITXTONRNY I T v IBFEIND
F C. lCompletely Destroyed] &I R72InEH A,

Data Unit Details] %4 7 & 27 @ [Backups with Destroyed Keys List] % 7%, 8L
leTF—4Fa=y hOTF—Fa=y MNERGENDI Ny I T v 7L ZNHDNRY
T T OWIEDIREZFFET DI2DITHILDL £ T,

Ny DT v TIRFEDT —F 2=y MEREENTNDNE I T, RO L H K
LET,

Ny 2Ty T—Fa=y MEREENDLIDOIX, T—F 2=y MENPERE LT
HETNRY I T TPER S, DOEOT—F 2=y MEREEIESI LTV
WA, FET — X =y MEPIES L, DOFOWIEN Ny 7T v THBHE
ENTH L ICFEITINZGETT,

72770, B2 BT 28/, 7 7 AZNO S E S £ KMA OFRZI B #HE9IZ[F)
b &N T (NTP = R_R—REE SN TV ) RO R DA NRHREIND
AREMEEZ BB T DM ERH D £9°, KMA [ THREZI2NE S alREMEZ BB L T, ikl
EANy 2Ty TR S ET, Ny 2Ty TR, 5 aRICEE ST
WET, BT = v 7, Ny Ty TR AESH LT, ko Xy iitbnE T,

Ry Ty FET =S azy MERGENB O, Ny 7T 5 TERBIED 5 5
PIEA Y 7 7w TIMER S, honNy 77w PAERREED 5 53 INICT — 2 2
=y MRS AT,

Ny Ty TRERRE, BEDONY 7T v TNOT —F 2=y FREBRIZITIGFEAEL T
WHDIZ, FEL TRV ERRS THRE SN D AMREMZ R/NRIZI 2 5 7o DIl &
NET, 20X 72REE TAREME] EEER, 2k T —2EEOmEATEEM:
DIEFITH 2 bIET, 2L, Ny 77 v TR EHEH L72BA T, Ny s
T THNOTFT —Za=y FRNEBIIFEL TOWARVDIZ, [FIEELTWD Lo THE
SENAHAEEMERE L 220 9, AN xR0, AR 37— 2iEEomEs
MEMZER Y ZENH Y THA,
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FRL—EDERE

Data Unit ID
T—Hazy ME—EICHNLET,
Data Unit Description
TF—sa=y FOBHPREINET,
Data Unit Destruction Status

T—H 1=y FORIEORELZ R LE T,

Backup ID
Ny 7T v 7T ainl LET,
YR H

RNy DT T 77 ANVPERENTHE, DE VN0 77 v 7HBRM S iz BEEA
FORSNET,

Destroyed Date
Ny I T T T 7 ANBESNZARRERINET,
PREE

Ny 2T v TNRERRET THLZ L 2R LET, True £7213 False DIEAZHLY £
ED

Completed Date:

RNy I T T T 7 ANVOERNTET LI ARERRRSNET,
Downloaded Date:

Ny I Ty T T7ANRE T ra— RSN HRERERRINET,
4. Tsave] RZ %7 ) v LTEHEERFLET,
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ERRBOWE

F s =y MR BTV BB SRR AT 5100k, RO T T L%

j‘o
1.

2.

Data Unit List] 26, KT 57 —F 2=y MR L, [Destroy
Keys| "¥ %27V v 7 LET,

KOE DI, WEET L2ROBEERDLFZAT O T Ry IV ANKRINET,

Destroy Post-Operational Keys il

Keys to deskroy
[ Deactivated keys [

[T Compromised keys

Destruction Cornmenk:

=]
[-]

Diestrone | Cancel |

Deactivated keys
HEORE SANR 2 EE TV D2, EWMELE (1H51{L) T DIE#NLHE
ERDAREMENHDGEIIE, ZOF =y IRy 7 A @EIRLET,

Compromised keys

KR IN TV WERICENEINT-HGE,. FRI3EKREIN TV AR WERIZ
Ko THEPBRH SNEGAICREZRIET I, ZO0F v IRy 7 AERR
L7,

Destruction Comment
INODOHEOEFEIZET S a2 A NEANLET,

Destroy] REZ %27 Vw7 F5E, ZHODOEOKEELIMERT DHOXALT 0T
Ry I ARKRENET,

Yes| RZ %27 Vw7 LET, BEELFEHOBEZRTHOE AT a2 TRy 7 AN
FREINET,
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[Software Upgrade] * —a1—

[Software Upgrade] A ==a—A4 7L gzt oL, AXL—2F Y7+ U=T
Ty 7T = RTak ADROKHDO 7 = — A2 FTTEET,

o« VI NUT T ST L —RT77A4N0E KMAIZT v 7 a— K45
o T T L—REEELIZEHATS

F - IO RAD2BBD T =X (VT by T NA—=Vg v
DT 7T 4 7)) 1x, EX 2V T 4 —BEEBRETTOILERDHY
T, FMIT. 20 R—VD YT Y =TDOT v FTVL—F] &
BRLTLIEEN,

V7 MU= T HEHE Oracle 125 » TEA I, #AHANC KMA IZX > THRIES N E
j—O

Syskern Management

- Audit Event Lisk

- KMA& Lisk

- Sike Lisk

- SMMP Manager Lisk

- Syskern Durnp

- Syskern Tirne

[=]- Security

Security Parameters

[=]- Local Configuration
- LockfUnlock KM&
Software Upgrade
o Network Configuration

VILIZFFITITL—FOEEDHA FSM4 Y

Revision 01

o ZOMEREAFETTANNC, AT LEANAY I T v 7L TL I, FHIZOWT
IE, 315 X—=TD Iy 7T v TFOER] 28R LT TEEN,

+  OKM Manager ® GUI U U —ZZ, KMA [ZFHATLT v 77 L—RDR—=V 3 v
L—HTLbDEMM LTI ZEN,

o KMS 2.1 URTZEITL TS KMA % OKS 23 UURIZT v 77 L— R4 5120k, £
TZDKMA 2 KMS22 127 v 77 L— R$THLERH Y £7°,

«  OKM Manager 7% KMA {2V &— e L TV 52>, £721L OKM Manager & KMA
OO MR 25, 7y 7 a— K&l OLBIZRFRI A 030 5 FIREEN & 0
9, TNERET 57O, OKM Manager 234 > A h—/LZ L TCW5 J— FX
VariiiZv—2s A7 —vary, BIO KMA ERICY 73y MIERE L TW
)= RV arvERF VI AT =3, VI NI T T TS L—RT
ANEFA T E— RT&ET, OKM Manager & KMA OIZNV—% —»RH D545,
Ty 77— RBROBRE DMK N T 256808 H 0 £,

o Ty Fu— R EEHOMLPRIZIZ, OKM Manager & KMA [ O BEGEEREE AN B AT 7255
HTH, AT 30 3L B0 E£3, 777 ¢ 7RAEITIE, RETH 5-15
G0 ET, Ty ue— NAERHFE W ITRERSESE, RV 7Ry M2 KMA
ELTER L TATLITEEN,
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o (X FI—TAMOBEHEERET HZDIC)KEKMAIWLY 7 =TT v 77
L—RZ7 74 N0 —EIZ15THO7 vy e—RBIXO@EHAL TS, (FRRHIA 7
TA NI D KMA Oz /MbT 572012) % KMA T—EIZ 1 5oV 7 b
V=T T T TV —RET 7T 4 7L TLEE N,

s WTFNOT v TS L— N (7 vy a— K, BEE, @A, 7277 4 7k, HR
N=P 2 DY B2 ) AVRIL L 7= 834, OKM Manager 13, Al B L 42459
BRI L AT A A v — VR ERLET,

o Ty 7L —REN KMA TIEEIRYAR— 70 RBMERARFICR > TH
0., BERERET AU b ESEEOERAARICTILERNDH Y 7,

YILY9zTPT7v TS L—RO7y 70— KFB&LUVER
VI RN =TTy T — R RAORHO7 =—XL, Y7 N NT=T T v 7T
L—R77ANVDT v 7 u—RKE#EATT,
1. Y7 =TT 77 b—R77ANVERESGHNE PC £V —27 AT — 3
vieEF v a—RLET, N—T g 0E 7 v A AAITRENTWET,
F — ZDO7 74 V%, OKM Manager GUI 7> 58 T X 2850712
RIEL £,

2. [Local Configuration] A ==—76, [Software Upgrade| %R L £7,
[Software Upgrade] B A3 # R S4VE T,

VT INT=T DT IT 4 TN —= a URERMFER S 4L, TActive] 51723 [True)
WCRESI, 77T 47 TRWA—=Ua UInFRESNET,

=/ Dracle Key Manager =100

System  Wiew Help

Connect  Disconnect Help
Key Group List LI Software Upgrade
Agent Assignment to Key
L Transfer Partner Assignm Avwailable Software Versions:
[=]- Agents
. Agent List Version Install Date Ackive | Current Replication Yersion | Supparted Replication Versions
: 2,4 (Build] 149} H{20/2011 6:16:00 P True 12 8,9,10,11,12,13
Key G i £ { ) {20 , 2,10, 11,12,
Sy aroup Assignment to 231 (BUlgl036. 1) 1/5/2011 11:21:00 FM  False My 5,0,10,11,12

[ Transfer Partners

- Transfer Partner List

Key Group Assignment ko
e Import Keys

- Draka Unik List ,—I
. Backup List Activate Swibch Replication Yersion, .

- Pending Quorum Cperation Li
System Managerment
- Audit Event List

- KM Lisk Browse |
- Site List = -

- SNMP Manager Lisk

- Syskem Dump
System Time

[=1- Security

Security Parameters Uplnad and Apply

[=- Local Configuration

LockfUnlock 1A

Software Upgrade

5---NetwnrkCnnF\guratlnn =

o — el

Software Upgrade File Mame:

ZOBEEIZIIRORZ INERENE T,
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E%h
X2 VT —BEEFIZL, 77T 47 TRWVWY 7 27 =g U REIRL, &
DREZ L H I )7 L CGEREINTZY 7 N 2T =T a a7 7T 4 7ICTEE
Ty TV TR 2T NNV arNT 7T 4T ENDZEEMBED Ay E—
NFEEIN., KMA DEEELET,

Switch Replication Version

X2 U T4 —BHEEE, TITATRY TR =2T A=V a VEBIRL, ZOR
2%y LTBEOHRA—Ya U200 B2 52 N TEET,
Software Upgrade File Name
VI NG 2T T T T —RT7 7 A NVDARTIEATI LET,
eI
=N AT ANEDY T N 2T T v T T L= RT7 7 ANV ERDT DI, 20O
N2 )7 LET,
Upload and Apply
Ty7u— FBXOEN et 2AZHMT 213, ZOoRFZ 22 v LET,
VIR =T T T 7L —=RT7ANBNDT v 7 a— &, WolHanics
RT Ay E—=UNRRINET,
3. [Software Upgrade File Name] 7 4 —/V N2, Y7 "Ny =T 7 v 7L — K774

NDLRETEANTILET, F72. Browse] R"Z U HZBINLTTZ 7 A NVERDITDHZ
L TXxFJ, lUpload and Apply] R¥ %27V v LET,

OKM iZ7 v 7 a— R, R, BIO#EH o A%24 L., 7ot AR D FIE
B D ERTUEESA O — 2 2 F R LET,
F— Ty e — Rt R Lo THRYy NU—ZIZ—ED T
T4 7BIMENDTZS, BEU—IREBIZH DT T A X TiE KMA
FRIFIZTY v 77— RLR2WE T2 L 2RBEO LET,

YIrDzF7NN—2avOF7yT471
VI NI T Ty —Ret A0 2FBBD7=—XL, 7y u—RLTHEHA
LT 0T 4 7 TRWI 7 v 2T =g 07 75 4 76T, EX=2U 5 40—
BEHEIZ, ZOLEEEETHILENH Y 9, IOV TR, 211 X—=T D [V
TR 2T DT w7 T L—F] EERLTIEIN,
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Backup List] A =a1—
Ny I T T 77 A NOFEMBERORRFIRIONTIE, 311 _X—TD [TBackup
List] A==a—] 2L T 7EEW,

[Audit Event List] A = a1—
e A R Y 2 NOFERFNEIZONTIE, 267 ~2—® TTAudit Event List] A
—a—] BB LTI,

[KMA List] *=a1—
KMA OV A FDOFRFENEIZOWTIZ, 103 X— 0 [TKMA List] A ==2—] #&H
LTLEE,

[Site List] A =a1—
YA FDY A NDORRFNEIZOWTIE, 136 X—T D [ISite List] A==—] &

LTL7ZEN,

[SNMP Manager List] A =a1—

SNMP Manager ® Y A k OFRFNEIZHOWTIEL, 144 ~<X— D [TSNMP Manager List]
Ama—] ZZRLTIES Y,

[System Time] A —a1—
KMA DO % KR T 2 FNEIZ DWW TIE, 218 X— D TLevel of Telemetry Data] %%
LTS 7ZEn,

[Lock/Unlock KMA] A =a1—

KMA O v Z7REEAZFK -4 5 FIEIZ OV TIL, 207 ~2—2® TLock/Unlock KMA | %
ZHL T I,
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INY DTy TARL—2DERE

ZOETIE, Ny 27 v TAN =2 ORE 2GSl — =R ETTE L H(E
WZOWTHBLET, E3R0OREDBE Y HTONTWDIEEIE. T OKEIDIATFIH
IZOWT, YT 2HEESZMLTIZSN,

g
NI T TARL—2DEBRE
Ry DT THARL—R T, T—EZBLOF0OHOEX 2V T ¢+ —(REB L UOWHE
Y LUET,

=R Secure Information Management

© .Backup List

¢ bePending Quaorurn Operation Lisk
El Syskern Management

- fudit Event Lisk

- KMA Lisk

- Swskern Time

[E]- Security

Security Parameters
[=]- Local Configuration

- LockfUnlock KM&
Software Upgrade

e Network Configuration

Backup List] A —=a1—

Backups List] A==a—F 7 a2l 2&, Ny o7 v A —2TROEH
EEETTEET,

o Nyl T vTBREOFRRBIO NNy 7T v THEERT — X ZADEE
o Ny T v TOER
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NYITFITI74IVDBEEDRTR
Ny I T v T 77 ANDEREEZFRT HI121E, ROFIEZFEITLET,
[Backups] A ==—7>5 [Backup List] %R L £, [Backup List] E[HNFRS

nEJ,
Backup List
Filter: IBackup (] j |= j I + |
| Use I Refresh | Reset | | = | = | = |
Results in page: 2 (last page)

Backup ID A KA 1D | Created Date | Destroyved Date | Destruction Status | Destr
9CE46A4BE27RAIFE0000000000000001  9CE46A4BB276A9FE  1)7/2008 10:33:15 AM PEMDING
QCE4644EE2TAAIFE0000000000000002 | 9CE46A4BEZ7AATIFE | 1)7/2008 10:39:37 AM PEMDING

| | 2l
Details. ., | Create Backup... | Riestare, .. | Confirm Destruction, .. |

Ny 7T v I EH#EMBERERTTIHIEAIE., TN I T v 7 ZMmfAR R LT
Details] R¥ > %27 U v 7 LET, FFHIZONWTIE, [Ny 77 v 7OFEMDFER)
EELTLTEE W,

Ny 7T v T EIERT HI1Zi1E, [Create Backup] ™Z > %27 U w7 LET, ZEMIZS
WTIE, 315 R=2 D [Ny 77 v 7TOMERNK] 22T IZE0,

RNy I T v T OWRIEL TR T 5121%, [Confirm Destruction] "% %7 1) v 7 LF

T, FEMICOWTIE, 316 =YD IRy 7T v T OO 2R L TLEE
A
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Ny 97y TOHEBDORT
[Backup Details] %A 7 07Ky 7 AL, Nw 7T v 7774 NVOEMERTT D5
BIHEHLET,
E - Nv T oTTrAME, EONY I T T RMERSILD &
X2 OKM Manager NETEIN Tz~ il rn—RanZ
R
Ny I T T 77 A NDOFEMERRFT HITE, ROFNEEZFETLET,

1. Backups List) B C, fFMfERARRTOIN 7 T v T NI XTI Y >
TF L0, FF Ay I Ty Ty MY ZHE R LT [Details) R"Z %7V v
7 LE 7, [Backup Details|] ¥4 7RV HRy 7 ARERSNET, TXTOT 14—
v RPMEAARFIZ 22> TOWET,

Backup Details x|

Backup ID: | FDAC7620614910500000000000000001
KMa ID: |FoaC762061 491050

Created Date: [12/4/2007 8:26:43 AM

Completed Date: [12j4/2007 5:26:52 AM

Downloaded Date: |12,l'4,l'2EIEI? 312513 AM

Destroved Date: I

Destruction Skatus: IF'EF-.IDII"-JG

Destruction Cormment: I

Clase

2. WIZ, 74—V REZFDOFHHZRLET,

Backup ID

BRI T T T 7 ANEFNT D —BOY AT DKM FRFRINET,
KMA ID

ZONRy I T T T 7 ANBERSNTE KMA BRERSNET,
YR H

NI T 9T T 7ANPER SN AR FI RSN ET,
Completed Date

Ny 2T T T 7 ANVOERMRTET LI AR FRSNET,
Downloaded Date

RNy T T T7ANNET ru— RENTZARPRERINET,
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Destroyed Date
Ny DT T 77 AINVPEEINTZAMNPRRENET,
Destruction Status

BT 2y 77 v TORENFRINET,

Destruction Comment
Ny DT T T 7 ANVOEEIZET 52— —H{EOERPERINET,
3. ZOXAT TRy 7 AR LDIZE, Clese] R %227V v 7 LET,
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Ny YTy TOER
HE — RNy I T v TBEENNR Y 7T v FTREHRTES L HICT A1, X2V
T A —EEEDNFRNZ 2T X2 VT =T —F RNy 7T o L TRBLILERD
DET, 198 X—TD [ar7exa T 4=y 77 v 7DOEK 2B LTLES
v,
W2, KMA DI, N2 T T 77 ANEETLT 7 ANABENFI 1 DOBRIFLEL
EScs

IDFTarvEMATLE. R IT T T ANER I T v THET AL N
I2ODTFAINTHERENT- N 7T v TEERTE£T,

N 7T v T ERERT AL, ROFNEIZHENE T,

1. Backup List] HE#i2>5, [Create Backup] "% > %27 1V v 27 LEF, [Create
Backup| ¥ A7 07 Ry 7 ANKRINET,

Create Backup

Backup File Mame:

x|
| D:\Docurnents and Settings\bgl 8875 3KM3-Backup-[BackupID]-[DateTime].dat Browse. ., |

Backup Key File Mame:

I D:\Documents and Settings\bgl88753KMS-Backup-Key-[BackupID]-[DakeTime].xml Browse. .,

Skark I Clase |

F RNV IT T T rANBIONRN Y I T v TH#T 7 A LOAHI
NHEENCAR I NET, 72770, ARlTmRETE £+, £7/-.
Browse] ™A %7 U w7 LTHEANAZBIRTHZ L TEE
7,

2. IStart] REZ L Z 7 Vw7 L TR I T T T 7 ANEER L, RNy 7T v Tk
Ty AN EI—P—REDmEICHE T a— K LET,

3. Ry T OTNRETTHE, ZOZLEFRTAvE—URFRENET, ZOFA
TurRy s 2B LSHICIE, [Close)] RZ 227U w7 LET,

4. TBackup List] BEAFERRINET, HILAER LAY 7T v 77 7 A L8
FRINTVET,
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NYYITy TOWEDIEDR
Ny 7T v 7T OELZHERT 12, WOFIBBIZENET,

1. Backup List] BN O, EHET L5y 77 v 7 %iE#HER L, [Confirm
Destruction] R¥ %27 Vv 7 LET, ROXAT TRy 7 ANKRRIFL, B
LTenNy 7Ty TOWERAT —Z ADEHTHZ LB ERINET, LEERITT
HANZ, RIET DR I T v THT7 7 A NOTRTOa—RNFEHTHIEIL TN
HZEEMERL TSN,

Confirm Destruction x|

Do you confirm that the Following Backup is destroyed?

‘ol are certifying that all copies of the corresponding
Backup key File have been manually destroved.,

Backup ID: FORC?E20E1 491 DS00000000000000001

Cammenk: I

Deskroy I Zancel |

2. MIET DN T v TR-T 7 A NDTRTOAL—BFEHTHIES I Z LD EE
THIEEIL. Yes)] RHE %227V v 7 LET, ZRLADEEIL. [No) AF v
U7 LTt rA%ELELET,

3. TYes) R L ZBIRLIEAE. Ny /7 v 7 T bhF—2 =
= " TERICHEFE ShET,
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KMA List] A =—a1—

[KMA List] A=a—47 Y ara2fl+5L, ROBIELITH ZLNTEET,

« KMA DOFER (104 2= 0 [KMA OFER] 2#5H)

o KMA DfERE (110 <—2 0 [KMA OERL] #5HR)

« KMA DIFHROZERE (113 2—2D [KMA OFMOFRBIOLEE] 25H1)

« KMA OHIFR (119 =YD [KMA OHIER] #5M)

o TN A XDOEE
E = NI T T F AN —H T KMA OFEIOFE R, #7— v
YA XDOEREITH) ZENTEET,

BIT-IWHAADER
BTN A REEET DT, ROFMEEFETLET,

1. [System Management] A == —/5, [KMA List] %R L ¥9, [KMA List] [
HOAMA, KO LI IZFRINET,

=/ Oracle Key Manager =10l

System  Wiew Help

Connect  Disconneck Help
=] S_Ecure Infarmation Management KM List
i i-Backup List
¢ ipending Quorum Operation List s
& System Management Filter: IKMA Mame j quuals j I LI
tvent List | Refresh | Reset | |« | 2= | ==
System Ti
Sziu?::y me Results in page: 2 (last page)
*.Security Parameters ponse Time: Replication Lag Size | Kew Poal Read: | Key Pool Backed Up | Locked | Enrolled | HSM Status |
B-Local Configuration a 100% 100%: False True Hardware
LockjUnlock KMA a 0% 0% True True Inackive
i Software Upgrade
L. Metwork Configuration
[« I+
Dekails, ., | Gregter [Delete Modify Key Pool Size... Key Pool Size: 1,000
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2. Modify Key Pool Size] #7 UV v 7 LE3, IROBHMAPERSINET,

< Oracle Key Manager N a ,;IEIEI
Swstem  Wiew Help

?

Connect  Disconneck Help

EI--SE(urE Information Management
-Backup List

i Pending Quorum Operation Lisk
E-System Management et IKM’Q VEE =l quuals | I 1 |

- Audit Event List

e | Refresh | Reset < 25 s
KM List | i & L = | 2

KM List

ég:::;&“me Resulks in page: 2 (last page)
E Security Parameters ponse Time Replication Lag Size | Key Poal Read: | Kev Pool Backed Up | Locked | Enralled | HSM Status |
&-Local Configuration i) 100% 100%, False True Hardware

- Lockjunlock KMA o 0% 0% True True Inactive

- Software Upgrade

Current Key Pool Size:  |1000
Mew Key Pool Size: l—

Save | Cancel

K} [¥]

Details... | Crazte) Delete Modify Key Pool Size... Key Pool Size: 1,000

3. TLWEE— LY A X ELET,
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DD HERE

Revision 01

Ny Ty TARXL =213, WOBEZITH 2N TEET,
o BEEERARUKNYRPNDOFRIR

o VAT LABRRZIOFETR

s KMA DR Y7 AT —H& ADHRR

Bl v S OFRRFIEIZDONTIE, 267 X—2 @ [TAudit Event List] X ==—] &M
LTL7ZEN,

KMA O % £RT 2 FNEIZ DWW TIE, 218 X— D [Level of Telemetry Data] %%
LTS 7Za0,

KMA D u v 7 JREEZR F777 5 FIEIZ OV T, 207 24— ® [Lock/Unlock KMA| %
ZHLTLEEN,
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EEADERNEF

ZOETIE, BEEOREEMNG SN2 — P —RNIEITTELHRIEICHOWTHA L E
T, 1EDOHREINE VL TOHNTWDEARIE, TORBEOFETFIEICONT, #Z4T
HEEBRL TSN,

EEADKE

A E T, TAudit List] £ X2 F & KMA 2R CTX$£7,

=g ecure Information Managemenk
o Pending Quorum Operation List
- System Management
- Audit Event List
System Time
El Security
Security Parameters
=1 Lacal Zonfiguration
LockfUnlock K14
Software Upgrade
‘.- Metwark Configuration

[Audit List] * = a1—

[Audit List] A == —OHHFINEIZ OV TiL, 267 2—® [TAudit Event List] *
—a—] BB LTI,

[Security Parameters| * —a1—
[Security Parameters List] A == —Z {425 &, BEHHITKMA Ot X2V F 1 —3

T A—H KR TEET, [Security Parameters] A = = —Off HFNEIZOWTIL, 191
~N— @ [TSecurity Parameters| A ==—] ZZMR LTIV,
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DD HERE

BT, KOBMERTTH 2L b TEET,
- KMA OB v 7B LU0 v 7 RO AT — 5 2 DR
. URT AR DFET

KMA oy 7R8L0a vy VRO AT —Z ZADOFRRFNEIZHOWN T, 207 X—TD
Lock/Unlock KMA] #ZM L T 7Z& 0,

KMA ORFZIOFHEETFINEIZ SV TIE, 218 ~X—? [Level of Telemetry Data] &£/ L
TLIZE,

A UVAR—ILENTWVWABY T NI 2T ONR—2 3 U OFRFEICOWNTIL, 307 ~2—
T ® [TSoftware Upgrade] A ==—| #ZMHL T ZIW,
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EREA v\—DiRkE

ZOFETE, EREA A= DOREDED Y THONIZ2—F—BETTE DB
WTHHLET, E2r0RENREV L TOER TS HAEIE. TOREIOFETFIEIZS
T, ZUTHEEZZRLTIES N,

ERBEA IN—DEE

ESRHA R —DFENT, RETOTREBREEZETBLIOERBLET,

Secure Information Management
=) Transfer Partners

- - Transfer Partner Lisk

- Backup List

B Pnding Quarum Operation Lisk

BANZ, EX 2 VT 0 — A XL —ZOFEFNE D 4T o7z —%—75 OKM Manager
DOGUIIZRZ AL, 14U EOaZ—F—ZER L, EREA L N—DEENZEHD Y
THMERDY £ (124 =YD [2—F—DIERL] 2BM),

TRTOEREA v AN—2—HF—=DMERE A E IR S 2Tz, BREA N — D%
HEFFOz—YP—Z kT oL %, X2V 7 4 —EEHIT [Key Split Quorum
Authentication] %A 7 1 7 T3 72 R ORESEEK EIEET HLERH Y £7,
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1

[Pending Quorum Operation List] A = a1—

Pending Quorum Operation List] A == —|X, VA7 A TZO#IELEITT DRI,
R OGS ENERE OERBNLERREPOBREL T X TERRLET, ZOA=a—
X, 22—V —RNEREA L RN—F Tt x 2 ) 7T —BEEDODRE EZFOHEICER

SIET,

Pending Quorum Operation List] A == —|Z{X, ROBIEDTODOF T a v BH Y
£7,

o RETOEIEY X FOFEMOERTR

o RE P OBRIEDOER

o R OEIEDOHIRR

Pending Operation List

Filker: IPendingOperation i} j |= j I Ll
| Usel ReFreshl Resetl |<:| <:<| =

Results in page: 2 (last page)

Pending Operation 1D & KIA Mame | Cperation Type | Submitted Date | Last Updated | Credenti:
6EBE52604B7CE3DE0000000000000001  mattawakma Add User Rale 8272009 10:12:38 AM  8f27[2009 10:12:38 AM
6EBE52604E7CEIDS0000000000000002  mattawakma Add User Role /272009 10:12:39 AM | 8/27/2009 10:12:39 AM

1] | ©i

Details. .. | Approve Bending Gperation,., . | Delete |

RONTNPOF—T, RETOBRIEY A M7 4V ZE2BEATEET,

Pending Operation ID
KMA Name
Operation Type
Submitted Date

Last Updated

FRENTVWBREPOBRIEY A N7 4 VX EZ#HT 21213, TUsel R &
Lij‘o
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T4 — IV REFOHAEZ T LET,

TAINVE
KMA ~D 7 T U —OfE I T 4 W E B#EHT D DIFEHTE 57 4 —I)L 3%

RENET, MOVFLMEEIRO LB TT,

Pending Operation ID
KMA Name
Operation Type
Submitted Date

Last Updated

TANZERATRY 7 A

NRERZ %7 U7 Ly

DERY TT,

TANVEETHFA MRy 7 R :

HLW =

FLl W <>

KU REW>
ED/hsu<
REWDPELWV > =
INSDDPE LY <=
B 4f ~

Z22H

22 H LAt

EREA VN—DEE

WBRT 4 NV H AR5, W5 2HIF%K

R LT BIED 7 A V2 RMEE LTHERT AN LET, 74 L ZJEIEICE -

T,

TANVEEaVRRY TR
TREKRZ 27V v L, BIRLEBHED 7 4 V258 LT A E 23R
LET, 74N EBMHICE-STIZ, ZOT7 4NV EF T a rRDERINZVDIESD
HYEI,

M -

DT ANEFT T ar NERINZWVIEAELHD 7,

TORBELEIV Y ITEHE, TAAEBBMENET,

TORE L ET ) v ITBE, TAAENEIBRENET, ZORZ T, B
DT 4NV ERERENTWBERICDLERRENET,

COREZEI ) ITHE, BRENTWDHY A MOBIRLEZT7 4 V2N X

. VA NDRPIOR—VRERRINET,
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B
CORE L EI VI THE, VA NRERRINET,
Uy b:

COREUEI V7T HE, TXTOT 4 LENHIEREN., BRENTWSHY R
FRU Y FENTRRYDON—=UDFRINET,

<

CORZEI VI THE, VA NDERYIOR—=ICBEIL 1,

K

COREUEI Vv ITBEE, BOR=VICBEILET,

o>

CORELEIY T EHE ROX—JIIBEILET,

Results in Page:

[Options] %A 7 177K v 7 AD [Query Page Size] 7 4 —/V RTRELT 1 ~X—
VULV DOV a— FEPFRINET,

Pending Operation ID:

Trbd h O E R BIREE —BIZEAI L £ 7,
KMA Name:

Z OEAENFAT ST KMA D4 HT,
Operation Type:

T R E DS,
Submitted Date:

TRbld O E R BIRIEDN FAT SN B AT,
Last Updated:

Z DBAEDOTERBUS AR EH STz At R Cd D55 E O E R B ERIED TR
L, Bl REREA A=y E = = EEE L, TORELZERT DT
ZEFH INE T, REFOERERIEICOWNT, REFERIEOERK OHZHIFN
(B OGS E 2 —F =P DBEL KRB LR & BHERHIRIINIC 2D F
o TORMTEY, RETOERBIRIENFATS N A LR CEMICRESH
£,

Credentials:
Z OB OEREEFEEL T TIOKR LTE#YE 22— =5 DU X b,
B
R OERBEIEOFEMIE M AR T T 22T, ZORZ 220 v 7 LET,
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Approve Pending Operation:

TRE T OERBIREL AR T HI121E, ZORZ 27 ) v 7 LET, ZOEBEZLT
NI, EREA N — DB I T,

Delete:

IR LR PO E R EREAZEIRT 2. ZOoRZ 27V v LET, D
BIEEITOITIE, X2V T 0 —FHEFOREINLETT,
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FREHEFOHMORT

R P ORIEOFEMZ TR T 2121%, ROFIAEFEITLET,

[Pending Operation List| [E[fiiC, [Details] "% > %7 Vv 27 LET, [Pending
Quorum Operation| XA 7 27 Ry 7 ANFRINET,

Pending Quorum Operaktion

Pending Operation I0;
K& Mame:
Operation:

Submitted Date:

Last pdated:

Kew Split User Mames:

P ] iy =

=Tk
IE\EBBSEED‘}E?CESDEDDDD[ I
Imattawakma
I.ﬁ.dl:l Iser Role

|5127/2009 10:12:38 AM

|5127/2009 10:12:38 AM

Delete Ik

TTICZ OEEEZ AR LT E 2 — =W D55

74—V I ERRENET,

Key Split User Names |

[Audit Event List] /S RVICFEREINTWDERA X M7 ANV EEEHT D & R
EDRBEHROERBEAFIZONWTOFEMRIEREBGLZENTEET 268 X—TD

EEEn 7 0FR] 22 M),

1. TAudit Event List] /X3 /VICEHEI L £T,

> Lk

2. TAdd Pending Quorum Operation] [Z7% &
TAaNFEERLET, RETOTRERIECLEES 55

AN
=N

Sife TOperation] 7 4 VX EFEH LT
[Created Date] % fifi

ALTHO 7 4 NVEEEZR L., ZOREOERETOEEBBENETIN-H A%

Gz ETE £,

3. ZOT7ANEEMEETREEA N P2RRT DI, TUse) R 2L E
T, T4 NE B SNTZEEEA X hD [Message Values] 7 4 —/L N2, R
HFOERBEREICOWTOFEMIFRDI R RSN ET,
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REDDERMIEEDER

Revision 01

AP OBAEZ KGR T HITIE, BRI A /N — D EIT OKM Manager @ GUI IZ1 7
AT HVERDHY T, ZNUNOEE . TApprovel &% U FHEHARFIZ/2 > T
EJpe

ERBA VR —DRENZFEFIENO—F =L@ e 71 v L, R OE L
EEERTEET, +OREREOEDEERPIRE T O REEIEEZ AT D &
OKM 7 5 AR ZF DWAEEFEITLET,

R OERBERIMEZ AR T 2121F, ROFIEZFEITLET,

1. TPending Operation List| i T, [Approve Pending Operation] "% %7 1 v 7
LET,

2. [Key Split Quorum Authentication| % A 7 1 7R v 7 ANFRINET,

ey Splt Quorum Authentication x
To perform this operation, you musk authenticate with a quorum of the
existing Care Security key split credentials, For restore operations,
these key split credentials are those that were in place when the Core
Security was backed up to the given Core Security Backup File.

Split User 1: I Passphrase: I
Split User 2 I Passphrase: I
Split User 3: | Passphrase; I
Split User 4 I Passphrase; I
Split User 5; I Passphrase; I
Split User &: I Passphrase: I
Split User 7; | Passphrase: I
Split User 3; I Passphrase; I
Split User 9: I Passphrase: I
Split User 10: I Passphrase: I
(04 I Cancel |

Key Split Quorum Authentication| % A 7 1 77K v 7 A CHEFEIE R D+53 iﬁﬂiﬁ
BEfRE Lieha, MRE R V&7 ) v 7 Lk & TR, ER_RBEEE
728 LI OKM 7 7 A2 TIEMAEH S ET,
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Key Split Quorum Authentication] %A 7 1 77K v 7 A CH43 /e BRI AT L2
WA, BRIAN— g ST 2 DO R DFERITR D ATREERDH Y £,

|qEAN—-Day: 2 .

10 £7201XFNLLT BAEITERER L., OKM 7 S A X CIXZEDOEH LTI SN
FH A,

11 LARE BRIZRRREEIC 2 0 £, 2T A%, IRETOER

BEAEO Y A MIEEZBIMULET 324 X—2 0D
[MPending Quorum Operation List] A ==—] ZZH),
ZOVANMIEBENBINESNDE, Ry T T v T Ay
U RERINET,

ERBA v R—D&EN E o2 —V — (BB A 3 —
==Yl AL, TR EREEEETDHET
IZ. OKM 7 7 A X CTEDERLEHIN T A

3. BMEZRREET 21213, EREAE—F—DAHTE N AT L—=X2 AN LET,

TRRERBORSEEKR LT EHIHELRWEE, Y AT LR T OE R
BAED Y X MTHEZBIL, ROXATu Ry 7 ZeFmLET,

KMS Manager x|

Add User Raole is pending until a quorum of credentials is entered.

[OK] #7 VU v 279 %&. [Pending Quorum Operation List] i (2 Z OEEAFE /R S
NET (324 =T O A% B,
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RE D DE MR EDHIER

Revision 01

AT OBRIEEHIRT HI2IE, BX 2V T 4 —FHEH OEEFIT OKM Manager @ GUI
a7 AT ARERHD F4, FNLANDEE. [Delete] R¥ L IfEHARTIZ /-
TWET,

R T OEEZHIRT 2121%, ROFIEEZFATLET,

1. IPending Operation List] [ T, HIFRd 2 P88 O#MEZ iR~ L T [Delete]
Neomr )y LET,

DX O, R LR P OBRMEOHIBRZMEET D2 XA T 0 TRy 7 ANFIRE
nEd,

-

Gre you sure you wank to delete the Pending Quorum Operation "6EBS52604E7 CE3DE0000000000000005"7

Yes Mo |

2. Wes| "&# %2707 LT, tREEFOBIEZHIBRL 3, BERRL TV
P OBYENHIBR S U, Pending Operation List] WHIZRE Y £9°, £7/2, REFOH:
fEICBIEf T o Cnie=r MU ST _XCHIBRES N E T,

FEREMA /N —DIEE 331



EREA VN—DEE

BERF

WROBAEITIE, ERBDOEEEE LI TT,

110 X—T D
117 =T D
124 =T D
127 R—=T D
120 X—TD
164 =T D
168 X—T D
186 X—T D
204 X—TD
207 X—TD
308 X—TD
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KMA O1ERL

[KMA D/ A7 L— X DFIE |

[ —H — DR

[ —HF—DFEM ORI LOALH |

[ —PF—D AT L — XDFE ]

HRE /N — b T — DAERK

Rk N — b T —DFFMDOFTREB LUOL R
(R 77y TOET

[ Autonomous Unlock Option |

[Lock/Unlock KMA |

(V7 " O =TT o7 L—ROT v 7 a— RN LOH ]
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OKM O

Revision 01

OKM a2 YV —ILDERE

ZTOETII, OKM 22 Y —LDOF 7> g o0 TH LE1,

) —ILOBE

OKM = Y — /)Ly XT%XFA%X@4/571%XT THEHERTA L.
KMA OERPZEELZRETEET, KMS 22V —LIZiE, EFAE=F— L F—
A— K% KMA c:%fié’w:%}ﬁ LCT7 782420, £720% ELOM ® Web 7 U
A BT 2—A 24 X—=VODO =270ty I EN LZKMA ~DT 7 R] %
YD TVE—hary—| HEICEX->TT 7 E8ALET,

KMA BNEBIL, 22—V =N ER T TCERMLoT2HBEI, TV —T 4 TV A
LZE-oTOKM 2 Y — R EEMICESH EINET, 2—F—IZEH Y Yo
TENCE ST, OKM 2> Y —OAF T a 3B £,

OKM =1 Y —juiza 74 4 521X, OKM Manager CL—H%—7 h 7 > hZERKT
LRENRHY £, OKM 2 Y — a7 A 3 5121%, OKM TORGEIZMET S
TbDERLa—YF—AB IR T L—X AT 50ERH Y £,

E — QuickStart 7’1 77 LA EEBT L L, HEMOEX 2T 4 —
BEEOT o> T MER SN E T,
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KMA ~AQOO454 Y
KMA OEE1% ., WROFHRNPERRINET,

Copyright (c) 2007, 2011, Oracle and/or its affiliates. All
rights reserved.
Oracle Key Manager Version 2.4 (Buildll21l)

Please enter your User ID:

1. 77 hC, 22— —£4%E AL T Enter ¥—%HLFET,

2. [Please enter your Passphrase:] 727 hT, NATZ7L—X%ASLT
Enter ¥ —Z#H L 73, =2—HF—IZH VY TOHNIEFNITL ST, OKM 22V —
NDFT v a 3R ET, A==2—ZdE KMA OAR—=Va BRI 74w
LTWha—HF—nmRRINET,

22— —DEENDOEIEIZ O T, UBEON—YTHALET, i, ko®El
NEENET,

o AL —H (338 X—=TVD AR —XDOEEIDOHEE) ZBR)

c EX2 VT —FBEH G455 =D xR a2 VT 4 —BEEORROKIE 25
M)

o ZOMOEE (367 X—T D [ZDOMOKEI O] 25 M)
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Revision 01

OKM a2V —ILDHE

WKDA =2 —12%, AR —ZOHENEHT 247 a rNrENTHET,

KMA @V 7 3% =51%. [Auto Service Request] FEREN ARG AICEREINET,
Z DOFHITIL, 0710QALOCF T, 218 ~X—"" [ASR (Auto Service Request)] 3L
22 ~—® [ASR (Auto Service Request) FEHE ] Z ML T 72 &0,

KMA 7% Sun Fire X2100 M2 ¥ 7213 X2200 M2 $——Th 255, ZOL U T ALES
I AT 7 VOBEEFBPHHT DHERM 58—V G L3RR £,

Oracle Key Manager Version (buildl1179)
Please enter your User ID: OP
Please enter your Passphrase:

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

) Reboot KMA

) Shutdown KMA

) Technical Support

) Primary Administrator

) Set Keyboard Layout

) Logout

Please enter your choice:
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tXa )T —EEE

WDA==2—21%, EFX 2V T 4 —BEEFORHHEHTIA T a VPRSI NTNE
7,

KMA @V 7 3% =51%, [Auto Service Request] FEREN ARG AICEREINET,
Z DOFHITIL, 0710QALOCF T, 218 ~X—"" [ASR (Auto Service Request)] 3 LN
22 ~—® [ASR (Auto Service Request) FEHE ] Z ML T 72 &0,

KMA 7% Sun Fire X2100 M2 ¥ 7213 X2200 M2 $——Th 555, 20T U T AES
X, AT 7 VOB BB DM 58— G LT RR D £,

Oracle Key Manager Version (buildl1179)
Please enter your User ID: SO
Please enter your Passphrase:

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

) Log KMA Back into Cluster

) Set User’s Passphrase

) Set KMA Management IP Addresses
) Set KMA Service IP Addresses

) Modify Gateway Settings

) Set DNS Settings

) Reset to Factory Default State
) Technical Support

) Primary Administrator

0) Set Keyboard Layout

) Logout

Please enter your choice:
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- oA —FLtxa )T 4 — Dl OEENEFY
BTHNATWDIER, A=ma—F7 v a U ETRO XS ITHAED
HETERENET,

Oracle Key Manager Version (buildl1179)
Please enter your User ID: SO
Please enter your Passphrase:

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

) Log KMA Back into Cluster

) Set User’s Passphrase

) Set KMA Management IP Addresses
) Set KMA Service IP Addresses

) Modify Gateway Settings

) Set DNS Settings

) Reset to Factory Default State
) Technical Support

) Primary Administrator

0) Set Keyboard Layout

) Logout

Please enter your choice:

£ Dt D 1%E

ZOMTRCOBE (N 7T v TEX—F arvTI7A4T7 v AEEHE, BEEE,
BIOEREA A=) T, ROL IR A=a—=NPNERENET, HHARERAT
va i, KMA rbor 77w k& F—ESIDOREDH T,

Oracle Key Manager Version (buildl1179)

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

(1) Set Keyboard Layout
(0) Logout

Please enter your choice:
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ARL—2DERENIDHEE
;@%fﬁ\ﬁ&v—&ﬁiﬁf%éwﬁmowfﬁﬁbiﬁoﬁ@%%ﬂ%@i

+ KMA OfFiEHE) (339 ~—)

« KMA OfE1E (340 ~=—)

o BTV AR— SO (341 X—)

o EEBFEOEHI (342 N—)

o FEFNIDORRE (343 ~—3)

o KMAMNOLOuZT TR B4 =D (a7 7k A=)

FR—=F DA =2 —[FTRDLEBY T,

Oracle Key Manager Version (buildl1179)
Please enter your User ID: SO
Please enter your Passphrase:

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

) Reboot KMA

) Shutdown KMA

) Technical Support

) Primary Administrator
) Set Keyboard Layout

) Logout

Please enter your choice:

F - BN AR FBLOEEFEEDOA =2 —IHBIX, £1L5DK
ENBRIEADNC 2> TWDEBEBRICOARERENET,
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KMA O ECED
[Reboot KMA| A ==a—F7varaffifldsL, AL —472 KMA Z{F1ki &
OEEBLT, AL —F V7V AT L FHETH LN TEET, ZOME

I, EEBHROIHET L ET,
KMA #8173 25121%, WOFIEEZFEITLET,

AA v A=a2—0@ IPlease enter your choice:] B 7 FT, 1 &HZATIL
T Enter ¥ —%#fLET, ROFRNRFRIN, VPR—=— T I EBHEHNTHD
ZEMIRESNET,

1.

Reboot KMA

Press Ctrl-c to abort.
Are you sure that you want to reboot the KMA? [y/n]l: y

2. 7u 7 T, y# AL T Enter ¥—Zf L EF, KMA OFEEIZHHGEIND
CLUBEDOOKM 2 Y — by a BT LET, KMA OFEEI%. OKM
ayvyV—iroulArrarrS EREREINET,
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KMA Q{1

ZOFTarEMHATLHE, KMA OTXRTOY—EREKT (f£1E) LT, KMA
BIRZWERANAFIET 5 2 E N TEET,

I — HEFRILLEIch > T KMA BMEIRESRTEY, Bffte v
AT a U INEIT > TWAEASIEL. KMA % BiEHi4 5
ICKMA Z#2 v 7 LTLTZE0,

KMA List] /35%/LC [Replication Lag Size| (ZX > /RSN D L
I, EDFEHN Z O KMA B Shed &I KMA 2w v 7
R L T2 &0,

juy

sEAlllE, ROBEAZZMLTIZS 0,

* 204 ~X—® [Autonomous Unlock Option
+ 207 _X—® [Lock/Unlock KMA |
« 103 X—® [TKMA List] A ==—|

KMA Z{Z1Ed 5121, ROFIEZETLET,

. Af{ > A==2—® [please enter your choice:| 7B 7T, 2% AL
T Enter ¥—%#fLE 7T, ROFRNFRIN, VYR—= T I EBHEHNTHD
ZEMIRESNET,

Shutdown KMA

Press Ctrl-c to abort
Are you sure that you want to shut down the KMA? [y/n]: y

2. Fur T RT, y EANLT Enter ¥— %L ET, ROBEDPERSN, v 2T
ADEIEFTHS 2 ERFENET,

Shutting down. ..
3. BRI N R RINET, AFILLENRETT 5L, ROERNPERINET,
Power down

4. KMA OEBBENIM S E Lz, BIFEARZ o F721% ELOM OiEE BRI EEE DOV
TN EHEHAL T, KMA OEFRZ AL ENTEET,
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BEfiYR—Fr7ho 2 FOESIE
F - o2 70FHTEx 2 ) T 4 —BEEFEOALNETTE
F9, EORIEARL—Z2 EiT X2 )T —EEENFITT
TET
R =R T A7 NEEDNCT HITIE. ROFIEEZFATLET,
. Af{ > A==2—® [please enter your choice:|] a7 T, 3&%ANL
T Enter ¥ —%#fLET, ROFRNRFRIN, VPR—=— T I EBHEHNTHD
ZEMIRESNET,

Technical Support
Press Ctrl-c to abort.

The support account is currently ENABLED.

Would you like to DISABLE the support account? [y/n]: y

2. a7 R T, yEZ AN LT Enter ¥—%ML, 7hUr hEaEHICLET,
3. ROEHRDBRRIN, BEEOMERERDDL T v 7 IRRRINET,

Are you sure that you want to DISABLE the support account?
[y/n]:

4. 77 N T, y #ASLT Enter ¥—%# L E3, SSH — R IXHBICIE L
Lij‘o
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FEHEEDOEME

[Primary Administrator] A == —4 7> 3 U ZHT %5 &, KMA IZxT 5 EEEHE O
TR EANELITENCT D ENTEET,

F - ZoXRIOENMITEX 2 VT 4 —BEEFOLNETTX

FI, B LEARL—FEiE X2 )T —BHEENEITT

=FE,
FTEHEDOT 7 v AWML E TSN ET, Hoa—F—nNEEHEL LT
B L TWAEHEIZ, ZOT778RAEZ8HCTDHE, ZO2—F—RRIZFETLLD
Ll awr RiREW L E14,

1. EEHEDOT 7 v A2 BN T HI121F, ROFIAZFATLET,

AA v A==a2—0@ IPlease enter your choice:] B 7 T, 4 #ASLT
Enter ¥ —Z M L £, KDOIFWBER RS, 77 EARENTHL Z EWRENE
hj‘o

Primary Administrator

Press Ctrl-c to abort.
The Primary Administrator role is currently ENABLED.

Would you like to DISABLE Primary Administrator privileges for the
support account? [y/nl: y

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]: y

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. a7 R T, yZANLTCEnter ¥—%2M#L, 7HUr bEEHLET,
3. WOBEBNERIN, BROHMREZRDOLZ T 7 MRERENET,

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]:

4, 7ur T RT, yEANLTEnter ¥—%MLET, EEHEOT 7 B ANEIC
0 FE L,

342 OKM 2.4 Administration Guide July 2011



OKM a2V —ILDHE

F—EINDRE
LOFTvarENT L FoRSEEENORAMERICER T ET,

F - ML72F—% KMA DNIELLSRT 572012, F—EH D%
EN KMA ICHE SN F — AR — ROES E —F+ 5L 5L TL
ZE,

F—BAERET DITIE, ROFIEZFEITLET,

1. Af v A==2—® [pPlease enter your choice:] B 7T, 5% AL
T Enter ¥—%#fLET, WOX I IZHF—FIINERINET,

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian

( 4) Bulgarian ( 5) Croatian ( 6) Danish

( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean

(16) Malta UK (17) Malta US (18) Norwegian

(19) Portuguese (20) Russian (21) Serbia-And-Montenegro
(22) Slovenian (23) Slovakian (24) Spanish

(25) Swedish (26) Swiss-French (27) Swiss-German
(28) Taiwanese (29) TurkishQ (30) TurkishF
(31) UK-English (32) US-English

The current layout is US-English
Please enter the number for the keyboard layout :
The keyboard layout has been applied successfully.

Press Enter to continue:

2. [Please enter the number for the keyboard layout:] 71 7 kT,
X—FHEERTTHESEZANLET, L —EFINEHINET,

3. MOEHRNEREINFET, Press Enter to continue.
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ay7o bk
HAEDOOKM Y — )by arnbal 7y N 512i%, ROFIEEZEITLET,

. Af{ > A==2—® [please enter your choice:|] 7B 7 T, 0 &AL
T Enter ¥ — %L £7,

2. BEDOBE Yy v a v B TLT, vnrA a7 bnEREnEd, 2—¥—iL,
ounrsAry7Tar EFEHALT, OKM a2 Y — Vs l-0a /A o C&EF
7,
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X T4 —EEEDORINDHERE

Revision 01

ZOFETIE, EX 2 VT4 —EEENFATTE DWBICOVWTHRA LET, ROBKRE

W ET,

o KMA DV TAX~DOT A (346 X—)

o =P —DIRAT L —XDFHRIE (348 =)

« KMA OFBLIP 7 R L ZADRHE (350 =2—3)

« KMA O —EZIP T KL ADHE (352 ~<—)
s P U AREDERE (354 X—7)

« DNS @&EDFE (356 <X—)

« KMA OHFREOT 7 44 MREE~D U & v b (357 ~—2)
o HTY AR — FOFMEE T IT L (359 —)
- EEHEFEOEIMLEITEDL (362 X—)

o F—BESIOBE (365 )

« KMANLORZT TR (366 %—)

X2 VT —BHIEEDOA =2 —TROLEEBY TT,

Oracle Key Manager Version (buildl1179)
Please enter your User ID: SO
Please enter your Passphrase:

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

) Log KMA Back into Cluster

) Set User’s Passphrase

) Set KMA Management IP Addresses
) Set KMA Service IP Addresses

) Modify Gateway Settings

) Set DNS Settings

) Reset to Factory Default State
) Technical Support

) Primary Administrator

0) Set Keyboard Layout

) Logout

Please enter your choice:
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KMA DY SREA~AOBEDTA Y

IDAZa— AT a v EMATIE. B2 )T A —THERIE, SR T L— D%
B, KMA D7 FAZICa 74 v LETZERTEET,

I — HEEREILLEIChZo T KMA BN SR 6u 77 LT
WAEEIL, KMA 2l EZ 722 12n 7 A4 v & 5HIC KMA %
oy 7 LTL SN,

KMA List] /35%/LC [Replication Lag Size| (ZX > /RSN D L
I, EDFEHN Z O KMA B Shed &I KMA 2w v 7
R L T2 &0,

Wi

AT, ROFHAEZZRL TIIZEW,

« 207 ~X—® [Lock/Unlock KMA |
103 X—® [TKMA List] A==2—] .

ZDZAZ ZFATT DL, ZORNIROLEZAT O LERH Y £7,
1. OKM Manager ## &) L £ 97,

2. PO KMA ICEF =2 T —HIEELE L TR A LET,

3. TKMA List] /SR/MCBEILET,

4. KMA = R Z{ERLL £ 7,

KMA /»6 27 Z2ZIZu 7 A4 3 5121, ROFIREZETLET,

5. A{ v A=a2—® [Please enter your choice:| B> 7 T, 1 ZANL
T Enter ¥—&2 ML EJ, ROFRPERSNET,

Log KMA Back into Cluster

Press Ctrl-c to abort.
Please enter the Management Network IP Address of an existing
KMA in the cluster:

The KMA Passphrase is a Passphrase that you have
previously configured for this KMA to join a Cluster.

Please enter this KMA?s Passphrase:

6. BEAFD KMA (72 & z21E, 129.80.60.172) It ¥ =2 U T 4 —BHEHEL L TR AL
iﬁ‘o
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7. a7 T, KMA FAIZHRIICERE LT/ SA 7 L — X% AJ) LT Enter ¥ — %
L. Z77RAZIZur7 A4 LET,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #1:

Please enter Key Split Passphrase #1:

Press Enter to continue:

8. OKM Manager O#t/yEIE IS HHEFE T, 1L U TO KMA @ QuickStart HIZFRE
Ltﬁf%ﬂ@fﬁ Eloa—P—L 52 AHLET 201 =V [RSEBRTECOLEE] %
Z),

¥ — tﬂe;u%4 HEE X, AT 2808 2—F -0k, >
F 0 FESEI L X VEN ﬁfzibéz’) B O TWAHMENDH Y £9°,
ZOF|T i PESEIL X VMEL 2 TT,

9. BHE 22— —DNRRAT 1L —X% AS) LT Enter F—% ML E 7,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #2:

Please enter Key Split Passphrase #2:

Press Enter to continue:

10.2 2O ORGE 22— —LE AN LET,
1. 858 —F—HONRAT7 L — X% AN LT, Enter ¥—%# L ET,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.
Please enter Key Split User Name #3:

Are you sure that you want to log the KMA back into the Cluster?
[y/n]: n

Press Enter to continue:

12.Key Split User Name #3 733/~ X472 & Enter ¥ — 24 L T, #55H = — ¥ — DGR
T LET,

13.n Z A5 LT Enter ¥—% L FJ,
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A—H—DIRAITL—XDEEE
IDA=ma—FTFarEFERTLE, EXa VT —EEEIT. X2V T —F
FZE2EDIEODL— P =T L TR T L — R ET DI N TXET,

=P —DNRAT L =X ERET DI, ROFIELZETLET,

. A A==2—® [please enter your choice:|] B 7 T, 2% ANL
T Enter ¥—Z2 ML E ¥, ROFRPERSNET,

Set User’s Passphrase
Press Ctrl-c to abort.
Please enter the User Name:

2. IR A== A LT Enter ¥—%2 M LET, ROFHRNPERSN
iﬁ‘o

Passphrases must be at least 8 characters and at most 64
characters in length.

Passphrases must not contain the User’s User Name.
Passphrases must contain characters from 3 of 4 character
classes (uppercase, lowercase, numeric, other).

Please enter the desired Passphrase:
Please re-enter the desired Passphrase:

Press Enter to continue:

3. uy T, AT L —RE AN LT Enter ¥—%HLET,

4. Tplease re-enter the desired Passphrase:] Ym 7 KT, RU/YAT7
L— X% AJJ LT Enter ¥—Z ML ET, WOFRPER I, RNAT L— XNK
EINTWAEI ENRENET,

Press Enter to continue:

BOL—=P—DNRAT L —XEEEL LY L LB, ROFEENFRENET,

This command requires authorization by a quorum of Key
Split Users. Enter sufficient Key Split credentials to form
a quorum. Enter a blank name to finish.

Press Ctrl-c to abort.

Please enter Key Split User Name #1:
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5. BAIO#ESEI L —Y =42 AJ) LT Enter F—& 4L ET,

Please enter Key Split Passphrase #1:

Press Enter to continue:

6. WAIDFENESA 7 L —X% AF7 LT Enter F—% ML £,

7. FIES EFIH6 280 IRL, ERBEZIEHT 272D+ 2o gnEl~—3—
He ANJLET,

8. [Key Split User Name] Y'B V7 FRFE/RI{N7 D Enter ¥—% L T, #5
=P —DEBEELKT LET,

FE - PORERBOBSEEREATI LN E, 2 —F—0D
A7 L= XD EII IR T O REERAEIC e 0 £9, G
DN TIX, 324 X—Y® [TPending Quorum Operation List] A
—=a—] ZZRLTIZSN,

9. Enter ¥F— %2 LT, AAM L A==2—|ZEY 7,
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KMA OEEIP 7 FLADETE

TOF T a it KMA OBHET RLAOBREAZEF LET, ZoOFEFiL. &2
QuickStart 7' 1 7T ATHEIN 35 X—VD [y NI —IHEROFRE] 25H).,
ZOF T a r TEETDHILENTEET,

KR~ VTF VA v TAZTIE, RTATHI TRAZRNDTATH KMA DY 7
Ty MIOBRERINTWIHEERH Y 9, WOEEFHRIL, N7/ 7T
A—#D KMA ICEH S E,

AE — ZofkRix, EEICEHTLIEIICLTIEIN, 5D
KMA OIE#EEETDHE, TOMDTXTHO KMA X, T 5382
mEnTWIE, TOEFEZEBICZELET, KMA DM S
TWRWEATT, KMA BRSO AREIC 2D & T oo
KMA #®F LE9,

72720, 2z, 2y U= BEICKVFEICE SR L Ty
2 O0 KMA WFETHHAIC, MO IP 7 RVAEZETTH &
Iy M= PNEEINTHLENLE2HERE T I LIFTEERA,

ZOEAE, —HD KMA IZH LT 346 ~X— D [KMA OV T AKX~
DEO A OFEEZEALTH 9 — D KMA ICH#H L. &
TN NAT L= BHTHILERH Y T, 7L 21X KMA O A
& B BERIATOWRVIREETH S D IP 7 U AEEE LIZGHE
T, Al A LT BDORRATL—RXEZEHTALERLY F

T, WIZ, BOaryyY—pizaZ AL, 346 X—T D [KMA O
TAR~OEa A OFEEFEHLTAICHEERLET,

T RIATEEHTH2HEDERELTLIEZEIN, 7—F K74
TE, B SN IP WA BEBINICZELEYA, T KIA4 T
I, 7= N~ T FEND EEITDOH, FH I IP H#R % Bt
LEd, Z0d, KECORT—F 2 a 7HET L, BT~
TOKMA D IP 7 RLAZEHET MM RRECHLEH. KT
A 7NEED KMA & HillE TE £ A, ZOWRENPEAE LTZEAEIT.
KT 4 7% OKM 7 7 AKX ZHBETILERNHY £T, Tz
BT ATDIZ. KMADIP 7 FLAE 1 HOTHOEHEL, 7XTHOR
TATMEDEFR EZETHETHEL THEH, ROEFEE{T/R-
TLIZE,

KMA OEBLIP 7 RVAZRET DI, WOFEEZFEITLET,

1.

AA 2 A==a2—@ IPlease enter your choice:] B 7T, 3 &AL
C Enter ¥ —%f L £ 7,

HEDO KMA BHIP 7 R ADORENERINET, IPv6 7 KL AZMHAT S XD
I KMA DNRESNTWARWES, IPv6 7 KL AD 7 4 —)L RIEXZEH T,
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Set KMA Management IP Addresses

Press Ctrl-c to abort.

An IP Address configuration must be defined in order for the
KMA to communicate with other KMAs or Users in your system.

Current settings:
Management Configuration : Static
Management IP Address : 10.80.180.39

Management Subnet Mask : 255.255.254.0
Management IPv6 Addresses: 2001:DB8::/32

Do you want to configure the Management Network interface to have
an IPv6 address? [y/n]:

Do you want to use DHCP to configure the Management Network
interface? [y/n]:

Please enter the Management Network IP Address [10.80.180.39]:
Please enter the Management Network Subnet Mask [255.255.254.0]:

Are you sure that you want to commit these changes? [y/n]: y

2. Do you want to configure the Management Network interface to
have an IPvé address] B U7 MT, n £y OWITNNEANLET,

3. Do you want to use DHCP to configure the Management Network
interface] Yu 7 h T, n £y OWThrEZANLET, n AL
LalE, FlHE4C#ERET, y ZANLESEIE, FIH6 IC#EARAET,

4, 7o RT, B Y NU—IDIP T FLAZ A LT Enter ¥—%LET,

5. [Please enter the Management Network Subnet Mask: | 7B 7k
T, ¥ 7%y h~RAZ 7 FL R (255.255.254.0 72 & ) Z A/ LT Enter ¥ — & L
\35—;«0

6. ¢ [Are you sure that you want to commit these changes? [y/

nl:] a7 T,y EANLET,
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KMA OH—EXIP 7 FLADERTE

TOF T aii. KMA O —ERXT7 RLAOREZEFT LET, ZOFBERIL. &
HNZ QuickStart 712 77 ATREIN B5S X—V0D Ry NT—JHEROBE] 25
Y, o4 7y a r TERT LI ENTEET,

KR~ VTF VA v TAZTIE, RTATHI TRAZRNDTATH KMA DY 7
Ty MIOBRERINTWIHEERH Y 9, WOEEFHRIL, N7/ 7T
A—#D KMA ICEH S E,

AE — ZofkRix, EEICEHTLIEIICLTIEIN, 5D
KMA OIE#EEETDHE, TOMDTXTHO KMA X, T 5382
mEnTWIE, TOEFEZEBICZELET, KMA DM S
TWRWEATT, KMA BRSO AREIC 2D & T oo
KMA #®F LE9,

72720, 2z, 2y U= BEICKVFEICE SR L Ty
2 O0 KMA WFETHHAIC, MO IP 7 RVAEZETTH &
Iy M= PNEEINTHLENLE2HERE T I LIFTEERA,

ZOEAE, —HD KMA IZH LT 346 ~X— D [KMA OV T AKX~
DEO A OFEEZEALTH 9 — D KMA ICH#H L. &
TN NAT L= BHTHILERH Y T, 7L 21X KMA O A
& B BERIATOWRVIREETH S D IP 7 U AEEE LIZGHE
T, Al A LT BDORRATL—RXEZEHTALERLY F

T, WIZ, BOaryyY—pizaZ AL, 346 X—T D [KMA O
TAR~OEa A OFEEFEHLTAICHEERLET,

T RIATEEHTH2HEDERELTLIEZEIN, 7—F K74
TE, B SN IP WA BEBINICZELEYA, T KIA4 T
I, 7= N~ T FEND EEITDOH, FH I IP H#R % Bt
LEd, Z0d, KECORT—F 2 a 7HET L, BT~
TOKMA D IP 7 RLAZEHET MM RRECHLEH. KT
A 7NEED KMA & HillE TE £ A, ZOWRENPEAE LTZEAEIT.
KT 4 7% OKM 7 7 AKX ZHBETILERNHY £T, Tz
BT ATDIZ. KMADIP 7 FLAE 1 HOTHOEHEL, 7XTHOR
TATMEDEFR EZETHETHEL THEH, ROEFEE{T/R-
TLIZE,
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BHAED KMA P —YRIPT FLADEKRENERINET, IPv6 7 FLAZfEHT 2
K912 KMA RRESHTWRWES, IPv6 7 KL AD 7 ¢ —)L Ri3ZEHa <9,

Set KMA Service IP Addresses

Press Ctrl-c to abort.

An IP Address configuration must be defined in order for the
KMA to communicate with other Agents in your system.

Current settings:
Service Configuration : Static
Service IP Address : 192.168.1.39
Service Subnet Mask : 255.255.255.0
Service IPv6 Addresses: 2001:DB8::/32

Do you want to configure the Service Network interface to have an
IPv6 address?
[y/n]:

Do you want to use DHCP to configure the Service Network interface?

ly/n]:
Please enter the Service Network IP Address [192.168.1.39]:
Please enter the Service Network Subnet Mask [255.255.255.0]:

Are you sure that you want to commit these changes? [y/n]: y

AAf v A=a—0 [Please enter your choice:| B> 7 FNT, 4 ANL
T Enter ¥ —Z# L £,

Do you want to configure the Service Network interface to

have an IPvé address] B U7 FT, n £y OWVWITNNEANLET,

Do you want to use DHCP to configure the Service Network
interface] a7 h T, n £y OWWTHNEZANLET, nZAN L
LalE, FlHE4 R ET, y ZANLESEIE, FIH6 IC#EARE T,

TaF R, P—ERAR Yy NT—ZDIP T FLA&Z A LT Enter F—% L
S

[Please enter the Service Network Subnet Mask:] a7 b T, ¥
TFy b AT T KL A (255.255.255.0 72 £ ) # AJJ LT Enter ¥ — %4 L 9,

Y% lAre you sure that you want to commit these changes? [y/n]:]

Tur7 Ty EANLET,
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T—broxzA DOFRFK. BN, Bl

IDRA=a—FTvarTiE, B M BLOY—ERS) DRy hT—I (X
T2 —ATOBEDT — N = AFEN 1| X—VIZ 5 T 2>F RIS, 2—¥—%
T—=R U =ADBM, F— T xAOHIER, £72IFBIEDS — b U = A R OHER

EFTEET,

Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically
indicated with an asterisk (*). Management
and service routes with an ‘S’.

# Destination Gateway Netmask IF

1 default 10.80.181.254 0.0.0.0 M

2 default 10.80.181.21 0.0.0.0 M

3 default 192.168.1.119 0.0.0.0 s

4 10.0.0.0 10.80.180.25 255.255.254.0 M
* 5 10.80.180.0 10.80.180.39 255.255.254.0

Press Enter to continue:

Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically
indicated with an asterisk (*). Management
and service routes with an ‘S’.

# Destination Gateway Netmask IF

* 6 192.168.1.0 192.168.1.39 255.255.255.0

* 9 127.0.0.1 127.0.0.1 255.255.255.255
* 10 fe80:: feB80::216:36ff:feca:15b6 10 M

(1) Continue
(2) Back
1

7 192.168.25.0 10.80.180.25 255.255.255.
8 192.168.26.0 10.80.180.25 255.255.255.

are not modifiable, and are
routes are indicated with an

M

are not modifiable, and are
routes are indicated with an

\MI ,

\MI ,
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Modify Gateway Settings

Press Ctrl-c to abort.

Gateways that are configured automatically are not modifiable, and are
indicated with an asterisk (*). Management routes are indicated with an ‘M’,
and service routes with an 'S’.

# Destination Gateway Netmask IF

* 11 fe80:: fe80::216:36ff:feca:15b9 10 S

You can add a route, delete a route, or exit the gateway configuration.
Please choose one of the following:

(1) Add a gateway

(2) Remove a configured gateway (only if modifiable)
(3) Exit gateway configuration

(4) Display again

3

. A A==2—® [please enter your choice:|] B 7T, §%ASHL
C Enter ¥ —%f L £7,

2. T(1)continue (2)Back] B 7 FNT, RO 5 OO —"TxA &R R T HIZ
1%, BIOS OO = N2 A 2R RTHIZIT2 AT LET,

3. /DS — b U oA BNFRENTZE, [Please choose one of the
following:] B Y7 NT1, 2, 3, ¥4 % AL, Enter ¥—%H L ET,

F — Ctrl+e 2T L EIC, BEMREINTICAAS VA ==2—|C
R FET,
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DNS

REDIEE

ZDA=a—F7 T a3 TlX. DNS

WRENFRRIN, 22— —1IH LV DNS KA A

> (DNS RAA V&R TH5A) BEIODNS — =D P 7 KL AZRETE £
R

Set DNS Configuration

Press Ctrl-c to abort.

DNS configuration is optional, but necessary if this KMA

will be configured using hostnames instead of IP addresses.

Current DNS configuration:

Domain: central.sun.com
Nameservers: 10.80.0.5

Please enter the DNS Domain (blank to unconfigure DNS) :
central.sun.com

Up to 3 DNS Name Servers can be entered. Enter each name
server separately, and enter a blank name to finish.

Please enter DNS Server IP Address #1: 10.80.0.5

Please enter DNS Server IP Address #2:

AA v A=a2—0@ IPlease enter your choice:] BV FT, 6 AL

T Enter ¥—%#H L E£7,

[Please enter the DNS Domain (blank to unconfigure DNS):] 7'©&

V7 KT, DNS RAAL V4 HEANTTLET,

[Please enter DNS Server IP address] 7@ 7 T, DNS %—/3—D

IP7 FLAZANLET, KT3I ODIP T RLAZANTEET,

IP7 RURZIEELRNTR T4 521X, Enter F—Z#MLET,
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KMA OHEFEOTI724IL A Y +

TDA=a—FTFarEFEATAE, EXx a2 U T 0 —ELEIT. KMA FHRREO
F7F MRy FTEET,

BL Y vy MIEERTEERZD, KMA Of#RiTEbhET,

AV R LB T, N— R T 4 ZAZ TSN TV DTN TOT—Z N Kb D
LR EY, VAT ATEAINICHEB SNES, Y7 ANV AT AIHT —
~v h&h, H LV SEREZENT D720 0HEFNMTOILET,

KMA Z#HREOT 7 40 MUy T2, ROFIEEZETLET,

1. TPlease enter your choice:] B KT, 7% AJSJLT Enter ¥—%ffL
EFT, WOFHRPERINET,

Reset to Factory Default State

Press Ctrl-c to abort.

WARNING:

All information stored on this KMA will be destroyed!
Access to all protected data will be lost unless a backup
of the KMA data has been created or Cluster Peer

KMAs are present.

Please consult the Administrative Guide before proceeding
with this operation.

The system will be rebooted after performing the reset.

Zeroize KMA before resetting (this process will take approximately
4 hours) [y/n]:

Are you sure that you want to reset the KMA to the
Factory Default State?

Type RESET to confirm: RESET

Press Enter to continue:

EE: 20 KMA OF R TOBRIIBEINET, KMA OF—F D
Ny 7Ty THRERENTND S, 7T AFET KMA BIFET S
BOERE, TRCORBSNET —F~DT 7 ¥ Ai3kbhET,

2. lzeroize KMA before resetting) YRV 7 hT, nE£oidy oOWnThnnz
ANLET, y AN LIZSGE, "= R I T7OTXRTOEHRDPHEFRIZERHE
SNET,

FE - ZOMBLZIE. 94 FEERE Y 9,

3. [Type RESET to confirm| 7w 7 T, RESET & AJjL T Enter & — % #
LET, ROBERPEREN, KMADOY vy b THDZ EWNRENET,

Resetting...
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4. BIENTET T 5 &, QuickStart IR Y 97, 33 ~—? [QuickStart 7’11 7T LD
FEIT] EBRLTLLE &N,
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By R—r7hHo T FOEE

[Technical Support] A ==—A7F g &2HAT25L, A —XFFL—TFT 1
TYVAT DY R—=K T H L heZOT A2 FO SSH 77 v A% G530 E 213854,
WTBHZENTEET, 774V FTHl HIFVR— T BT FBIOSSH 77 &
2R ELELLEG T, YR—"T IV FORRAT L —X I AR —EZNEHET D
72D, YR—= T H T R ERMICTS L. OKM 222 Y — /LD a—H — |21k KMA ~
DOIREMIT 7% AT 5 S ET,

L BIRYR—=F 77 P2ANMIT D12, ROFIELZETLET,

AA v A=a2—0@ [Please enter your choice:] B 7 FT, 8§ ASILT
Enter ¥ —Z L ET, ROERPERRIN, FHR—FTh 7 MRESTHD Z LN
REIVET,

Technical Support

Press Ctrl-c to abort.

The support account is currently DISABLED.

KAk hkkkhkhkkhkhkhkkh kA hkrkkhkhkkhhkkxhrkkx WARNING dkhkhhkhk Ak hkhkkhhkrhkhkhkhrhkhkhhkhkkkkx*x*k
Enabling the support account and SSH access is a SECURITY

RISK. These settings should not be left enabled unless required for
troubleshooting purposes.

Ensure that this account is disabled when not required.
RRAR Rk b b b b b b b b b b b b b b b I b S b S b S b S S S S S S S S S S S S S S S S S S S S S S S S S i Y

Would you like to ENABLE the support account? [y/nl: y

2. TAre you sure that you want to ENABLE the support account and
assume this security risk? I[y/nl] B> KT, y ZAJIL T Enter
F—ZL., TAHAV FPEAMILET, SSH 7 7B RAZMMATREICT 2 &, £
firth AR — MIERORBEOZM 21T ) Z LB TEET,

3. ey T, y & AJLTEnter ¥—%MLET, ROBFEWMNPFE I, SSH K
A NREOBHIDRENET,

When a Technical Support representative connects to the

KMA using SSH, SSH host keys must be verified via an
alternative secure communication channel in order to detect
a potential “man-in-the-middle” attack.

Please record and store these SSH host keys securely.

SSH host keys are generated when SSH is enabled for the
first time. They may be subsequently regenerated to invalidate
the existing SSH host keys.
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ROMHETIX, SSH #2BFAKT 2N E I DRHERIN, VR—F T DT bD
NRATL—ZADANERDSNET,

Would you like to regenerate the SSH host keys? [y/n]: y

A Passphrase for the support account must be at least 8
characters and at most 64 characters in length.

Please enter a Passphrase for the support account:
Please re-enter the Passphrase for the support account:

The maximum age of the Passphrase of the support account
is the maximum number of days that this Passphrase is valid.

When this age has been reached, then the support account
is disabled.

This number must be greater than 0.

Please enter the maximum age of this Passphrase: 2

4. TWould you like to regenerate the SSH host keys?] 7Y nm o7 LT,
y # AJJ LT Enter ¥—%M L E 7,

5. [Please enter a Passphrase for the support account:] B 7/ |

T, AT VL —XBANLET,

F— 271 —XOEXF, A7 VL—XF/NEOEX=Y
TA—NTA=HDOHFEMUETHLIVLENHY £9, ZOfEIT
QuickStart 7' 12 7' 7 LOFEITHIZ 8 ITHEINE TN, HEND
OKM Manager ® GUI TEH TE £ 7, 195 ~—TD [EF=2
TA—NRTRA—ZDOER] 2BRLTIIZIN,

6. NATZL—X&EFANTLET,
7. NATVL—XDEEENEHEATILET,
8. Enter ¥F— %ML T, A A=a—IZKEY £7,

Press Enter to continue:
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BEfiYR—Fr7ho 2 FOESIE
F - o2 70FHTEx 2 ) T 4 —BEEFEOALNETTE
F9, EORIEARL—Z2 EiT X2 )T —EEENFITT
TET
R =R T A7 NEEDNCT HITIE. ROFIEEZFATLET,
. Af{ > A==2—® [please enter your choice:|] a7 T, 8% AL
T Enter ¥ —%#fLET, ROFRNRFRIN, VPR—=— T I EBHEHNTHD
ZEMIRESNET,

Technical Support
Press Ctrl-c to abort.

The support account is currently ENABLED.

Would you like to DISABLE the support account? [y/n]: y

2. a7 RTC, yEASNLTEnter ¥—%M L, 77U NEEHIZLET,
3. ROBEBRPERSIN, BEOWMREZRDL T 0 T IRERRINET,

Are you sure that you want to DISABLE the support account? [y/
nj :

4. 77 N T, y Z AL T Enter ¥—% L £5, SSH ¥ — A (XHBICME IR
L/\i—é—o
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FEHEEOHEMUE

[Primary Administrator] A == —4 7> 3 U ZHT %5 &, KMA IZxT 5 EEEHE O
TR EANELITENCT D ENTEET,

o FEHEOT 7 EREANIT DT, BINHEMY AR — N2 HNCT HLERD
DEFT (AT a8,

© ZOXATOHEMEITEF 2V T 4 —HEREOHPEITTE £, LT A~
V=2 Eli3tx 2 7 4 —HBIEEDRFITTEET,

EE - EEHEEREAMHT L, 2P —k, B AR—RrEL
T A L, root IZEAT 7R ELFAEDFEREDT 7 & AN
HAINFET, EEAFONRT L —XEH STV ADDIT Oracle H
RN—=hDOHLTHDHI=H, EEHEDT 7 AMEIL Oracle - — F D
HYEFEOLPBETEET,

ZHITSERR T, RISk - TiE, MENS VAT L xEE &
IO DGAENRNSH D T, =1L, N7 T4 R —
NERIZZ V=T VU TN DEBEDTA X APRLERZ LR
HHET,

1. FEHEOT 7 v AEHDCTHITIF,. ROFIEEZFATLET,

AA v A==a2—0@ IPlease enter your choice:] B 7 FT, 9% ASLT
Enter ¥ —Z 4L E3, ROBERPELRSN, EFEHEOT 7 B ANEY)THDL Z LN
REINET,

Primary Administrator

Press Ctrl-c to abort.

The Primary Administrator role is currently DISABLED.

KAk Kk hkhkkhkhkhkh Ak khk kA khkhAkkhkhkkhkxkhkx*k WARNING khkkhkkkhkrkkhkhkkhkhkkhkrkhk Ak hkhkkkkxk%

Providing the support account with Primary Administrator
privileges

is a SECURITY RISK. This setting should not be left enabled unless
required for troubleshooting purposes.

Ensure that these privileges are disabled when not required.
hkhkkhkhkhkhkkhkhkhkhhkkhhkhhkkhkhkhkhhhkhhkhhkkhkhhhhkhhkhrhkkhhkhhhkhhkrhkkhkkhkhhrhkkhkhhrrhkkhhhhkhkx*x

Would you like to ENABLE Primary Administrator privileges for the
support account? [y/n]: y

Are you sure that you want to ENABLE these privileges for the
support account, assuming this security risk? [y/n]l: y

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. a7 T, yEASNLTEnter ¥—%ML, 7V NERHIZLET,
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3. ROEWMMNFRSN, BHEOWREEZRDL T 0 T ERERSNET,

Are you sure that you want to ENABLE these privileges for the
support account, assuming this security risk? [y/n]:

4, a7 NTC, yEANLTEnter ¥—%MLET, EEHEOT 7 EAREHIZ
7 FE L,
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FEHEEDOEME

[Primary Administrator] A == —4 7> 3 U ZHT %5 &, KMA IZxT 5 EEEHE O
TR EANELITENCT D ENTEET,

E - ORI OEMUTEX 2V T 4 —BIEEORNFEITTE

F9, B ARNL—F EiTtFRa VT 4 —BEEBFETT

EET
FEHEDOT 7 ZOEPITARHCET SN E T, BlO2—F—p3EEHE L LT
B L TWDLHEE, 20T 78 A2ERITH L, RIZETHAALNTa~< 2 R
KL £,

1. EEHEDOT 7 v A2 BN T HI121F, ROFIAZFATLET,

AA v A==a2—0@ IPlease enter your choice:] B 7 FT, 9% ASLT
Enter ¥ —Z M L £, KDOIFWBER RS, 77 EARENTHL Z EWRENE
hj‘o

Primary Administrator

Press Ctrl-c to abort.
The Primary Administrator role is currently ENABLED.

Would you like to DISABLE Primary Administrator privileges for the
support account? [y/nl: y

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]: y

Primary Administrator configuration changes have been completed.

Press Enter to continue:

2. a7 R T, yZANLTCEnter ¥—%2M#L, 7HUr bEEHLET,
3. WOBEBNERIN, BROHMREZRDOLZ T 7 MRERENET,

Are you sure that you want to DISABLE these privileges for the
support account? [y/n]:

4, 7ur T RT, yEANLTEnter ¥—%MLET, EEHEOT 7 B ANEIC
0 FE L,
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LOFTvarENT L FoRSEEENORAMERICER T ET,

F ML —% KMA DELLIRT 572012, F—BH DR
EN KMA IZERENT-F—AR— ROl E —FT5 koL T<

7230,

F RS ZRET DITIE, ROFIAEFEITLET,

1. Af v A==2—® [pPlease enter your choice:] BT, 7TH#AIL
T Enter ¥—%#fLET, WOX I IZHF—FIINERINET,

Set Keyboard Layout

Press Ctrl-c to abort.

You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian

( 4) Bulgarian ( 5) Croatian ( 6) Danish

( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean
(16) Malta UK (17) Malta US (18) Norwegian

(19) Portuguese (20) Russian (21) Serbia-And-Montenegro
(22) Slovenian (23) Slovakian (24) Spanish

(25) Swedish (26) Swiss-French (27) Swiss-German
(28) Taiwanese (29) TurkishQ (30) TurkishF

(31) UK-English (32) US-English

The current layout is US-English

Please enter the number for the keyboard layout :

The keyboard layout has been applied successfully.

Press Enter to continue:

2. Iplease enter the keyboard layout
T, F—ESNEEHETL5EEATILET,

[ US-English ] :] w7k

3. 7uar7 hTC, y ZANLTEnter ¥F—Z2MLET, ROFHENERS L, BERN
TTonlzZ ENRENET, Enter T— %2 LT, A A=a—ZRD FT,

The keyboard layout has been applied successfully.

Press Enter to continue:
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ay7o bk
HAEDOOKM Y — )by arnbal 7y N 512i%, ROFIEEZEITLET,

. Af{ > A==2—® [please enter your choice:|] 7B 7 T, 0 &AL
T Enter ¥ — %L £7,

2. BEDOBE Yy v a v B TLT, vnrA a7 bnEREnEd, 2—¥—iL,
ounrsAry7Tar EFEHALT, OKM a2 Y — Vs l-0a /A o C&EF
7,
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EF DD ZBN DA

ZOHITIH, ZOMOEE (2T ITAT UABEE, Ny I Ty T AN —4 B
BE. EREA L N—) NEITTEOEREIZOVWTHHALET, KOBEND Y £,

o F—EHIDREE (368 ~X—)
« KMA NHDuZ 77k (369 <—)

Oracle Key Manager Version (buildl1179)

Oracle Key Manager Version (buildl179) -- OP on glenkinchiekma
SN: 0710QALOCF

(1) Set Keyboard Layout
(0) Logout

Please enter your choice:
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F—EINDRE
LOFTvarENT L FoRSEEENORAMERICER T ET,

F - ML72F—% KMA DNIELLSRT 572012, F—EH D%
EN KMA ICHE SN F — AR — ROES E —F+ 5L 5L TL
ZE,

F RS ZRET DITIE, ROFIAEFEITLET,

1. Af v A==2—® [pPlease enter your choice:] B 7T, 1%A/L
T Enter ¥—%#fLET, WOX I IZHF—FIINERINET,

Set Keyboard Layout

Press Ctrl-c to abort.
You may change the keyboard layout here.

Available keyboard layouts:

(1) Albanian ( 2) Belarusian ( 3) Belgian

( 4) Bulgarian ( 5) Croatian ( 6) Danish

( 7) Dutch ( 8) Finnish ( 9) French

(10) German (11) Icelandic (12) Italian

(13) Japanese-type6 (14) Japanese (15) Korean
(16) Malta UK (17) Malta US (18) Norwegian

(19) Portuguese (20) Russian (21) Serbia-And-Montenegro
(22) Slovenian (23) Slovakian (24) Spanish

(25) Swedish (26) Swiss-French (27) Swiss-German
(28) Taiwanese (29) TurkishQ (30) TurkishF

(31) UK-English (32) US-English

The current layout is US-English
Please enter the number for the keyboard layout :
The keyboard layout has been applied successfully.

Press Enter to continue:

2. Iplease enter the keyboard layout [ US-English 1 :] Ymo 7k
T, ¥ —ESNEEHETLEEEATILET,

3. 7uar7 hTC, y ZANLTEnter ¥F—Z2MLET, ROFHENERS L, BERN
TTonlzZ ENRENET, Enter T— %2 LT, A A=a—ZRD FT,

The keyboard layout has been applied successfully.

Press Enter to continue:
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ay7o bk
HAEDOOKM Y — )by arnbal 7y N 512i%, ROFIEEZEITLET,

. Af{ > A==2—® [please enter your choice:|] 7B 7 T, 0 &AL
T Enter ¥ — %L £7,

2. BEDOBE Yy v a v B TLT, vnrA a7 bnEREnEd, 2—¥—iL,
ounrsAry7Tar EFEHALT, OKM a2 Y — Vs l-0a /A o C&EF
7,
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ARy T A—TFT4V)T4—

ZOETIE, avr Mia—7 4 V7 4 —IZOVWTHBLES, Zhboa—7 1Y
T4 — &Y S & =—F —I% OKM Manager ® GUI 725 Tix72 < a2~ R{7H
by Ny 2T v FORE), BOTY ZAR—K, BOA UR—F, BLOTF—Fa=y
FO—RFREFETTEET,

WO~ BFa—F 1 U7 4 —BMER AT,
¢ 372 %—=VD [OKM 2~ R{Ta—F 4 UT 14—
© 391 N=TD Ry s T v Fawry Mfa—T 40T 41— .

F —OKM a2~ > RTa2—T 4 U T 4=, Ny 7 v ravwy
RIT2—T 4 VT 4 —IZEBHRLET, ABETHNITHIZT. OKM =
<~ MMTa2—T 4 VT —%FHTLIZE2BEID LET,
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OKM a< > FTa—T4 YV T14—
OKM =~y FT2—=7 4 VT 4 — 2T L L, RETH 2N TEET,
s HEINY I T T DRT Y 2— Vi iE
s OKM a7tXa2U74—DORNv I 7 v
o BOASLUKR—FLZ I AR—]
o SO
o BEAANY FPO-BERR
- F—Sa=y bo-EER
e BEOT—Yxr FOERERIZER

Ny 2Ty Tavy Mia—74 )74 —L® RV ZOa—7 47 4 —Tlda—
P ENAT L —=XDRHVIZ X509 FEAEAEH LT, 2—7 4 V7 4 —HK%E
A27% OKM 22— — L LTRRAECE £, D72, 2—HF—Ra~ > FMTTRR
T =X ANNTHHEETHY EEA,

ROET, THHDOWRELFATTE HRENCTHOVWTEHLIAHALET,

£ 12-1 OKM av¥ Y Ff1Aa—F A4 UT14— - 21— —DKRE 7V R

A

Role:

N 0T v

OKM a7 tx=U7 4—D
Ny 7T v

BEOAL R — T AR—
N

Y ES
oA R hO—EFRR
T—H =y hDOEER

z—xr FOER
=2 DT T IV b
IN—TORE LR
=2 O TN
TA—DER

T—Vxr hO—EER

Ny I T T HR—H
X274 —HEHE

Operator

Operator
TRTORE

ARV —HF [ aTITA4T R
BEE

Operator

AT ITAT AELE
Operator

ARV —HF [ aTITA4T R
HEH

* T—Yx MID, T—#2=v hID, £IIHID 2HET D

Baid, AR —2 Fizida
L[Z‘g“(“‘é—o

VI A T ABLF O EIN

ZPD2—7 4 UT 4 —iX OKM Manager ® GUI & & HiZ, RILA A =T &AL
TA VA=V ENET,
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E -V u—HNIPv6e T RLAEANTAEE,. OKM 22w
NfTa2—7 4 VT —%EEHL, Vo 7a—0LIPv6 7 RL A%
FBELET, (%] REDY—2 1D AT RLADOEKREIZED D X
AL TL7ZEN,

TR ERCHE D BN H D FIEIZ SN TIE, 98 X—T D [V'—
VID ZETIPV6 7T KL A #ERLTL X,
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okm -v |

--version

--help | -h

okm backup [

[

—-—cacert=filename ] [ —--usercert=filename ]
--directory=dirname ] ] | --oper=username
--retries=retries ] [ --timeout=timeout ]
--verbose=boolean ]

--kma=networkaddress

--output=dirname

]

okm backupcs

[

[

--usercert=filename
[ -——directory=dirname ] | --oper=username ]
[ ——retries=retries ] [ --timeout=timeout ]
[ —-verbose=boolean ]

—-—-kma=networkaddress

--output=filename

[ ——cacert=filename ] |

1]

okm destroykeys

[

[ —-—-cacert=filename ] [ —--usercert=filename ]
--directory=dirname ] | —--oper=username ]
--retries=retries ] [ —--timeout=timeout ]
--verbose=boolean ]

—-—-kma=networkaddress

—-—duids=filename | --all=true
--keystate=keystate

——comment="text"

[
[
[
[

]

okm export [

[

[
[
(
(

—--cacert=filename ] [ —--usercert=filename ] ]
--directory=dirname ] | --oper=username ]
--retries=retries ] [ --timeout=timeout ]
--listwait=waittime ] [ —--verbose=boolean ]
-—-filter=filter | —--duilds=filename
-—-kma=networkaddress

--output=filename
--partner=transferpartnerid
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okm import [ [

—-—-cacert=filename ] [ —--usercert=filename ] ]

--directory=dirname ] ]

[
[
[ ——-retries=retries ] [ --timeout=timeout ]
[

--verbose=boolean ]
-—-kma=networkaddress
—-—-input=filename

--partner=transferpartnerid

--keygroup=keygroupid

| —-oper=username

okm listauditevents

[ ——-maxcount=count ]
[ ——-retries=retries
[ ——-timeout=timeout
[ ——-verbose=boolean
[ —-output=filename
[

[ [ [ -—cacert=filename ]
[ ——usercert=filename ] ]
[ --directory=dirname ]
—-—oper=username ]
[ ——filter=filter ]
[ ——localtimezone=boolean ]

]
]
]
]

--agentids=agentids |

--dataunitids=dataun
--keyids=keyids ]
--kma=networkaddress

itds |

okm listdu [ [ [ --c
[ -—-d
[ —-f
[ —-r
[ -1
[ --o

acert=filename ] [ --usercert=filename ] ]
irectory=dirname ] ] | --oper=username
ilter=filter |

etries=retries ] [ —--timeout=timeout ]

istwait=waittime ] [
utput=filename ]

-—-kma=networkaddress

--verbose=boolean ]

okm createagent|[ |

[
[
[
[
[
(
(
[

—-—-cacert=filename ] [ —--usercert=filename ] ]
--directory=dirname ] | --oper=username ]

--retries=retries ]
--verbose=boolean ]

--description=description ]

--site=siteid ]

--keygroup=defaultkeygroupid ]
—--onetimepassphrase=boolean ]

--kma=networkaddress
--agent=agentid

—--passphrase=agentpassphrase

[ ——timeout=timeout ]
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okm listagents|[ [ —--cacert=filename ] [ —--usercert=filename ] |

[

[ -—-directory=dirname ] | --oper=username |

[ ——retries=retries ] [ --timeout=timeout ]

[ —-listwait=waittime ] [ —--verbose=boolean ]
[ -——filter=filter ] [ --output=filename ]

-—-kma=networkaddress

okm modifyagent[ [ [ --cacert=filename ] [ --usercert=filename ] ]
—--directory=dirname ] | --oper=username ]
--retries=retries ] [ —--timeout=timeout ]

[

[

[ —-verbose=boolean ]

[ -—description=description ] |

[ ——site=siteid ]

[ —-—keygroup=defaultkeygroupid ] |

[ ——passphrase=agentpassphrase ]

[ ——enabled=boolean ] |

[ ——onetimepassphrase=boolean ]
—-—-kma=networkaddress
--agent=agentid
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N A—Z DR

HJavU R
NI T7vS

backup Y7 a~<r Kid. OKM T—% DRy 7T v T EERL, TORw I T v
TwRBESNTEHAT A VI NINORY I T v T T =277 A NBLONy 7
TYTRET FANCE Y rm— RLET,

backupcs

backupcs 7 a<r N, OKM 27 %2 0T 4 =Dy 77 v 7 EAERK L,
ORI T T a7 7 AMTRMHLET,

destroykeys

destroykeys 7 a~=r Kix, 777 4 b EiFfashb S @2 mE L £
j‘o

T AR—}

export V7 3= NiX, OKM ##H L Tz SN zizk S— M F—Ho, &
X VT RSN AN EERLET, 7—F 2=y FDO VU R | L HE
MFONHTRTOEIT, ZORTFANLEHEH LT AR— S, #7774
JZELT D AES 256 'y MEAEH L CTREINET, ZOTF—X2=v ;D
UA NI RESNTZT7 ANV E XFINELITT 7 A NLOFERTT, 2Dk, Z0
7 7 A& import ¥ 7 a<w REMHA LT, %k /S— hF—0 OKM (8% 1
VAR—=FTEET, kms 2~ RO 1 OO LT, K&K 1,000 DT — & =
=y FET I AR—FTEET,

H v iAge

import 7 @< RiL, OKM ZfiH] L TR Sz, dinik/S— T —Hot
Xa T —(RESNTRTY 7 A NV EHARY £7, # & EITEEMA T Bz
T—Ha=y NI, TORTFANEFEHL TS R —bbSnET, #7774 LD
FRREIZIX, A R — Ml OKM D #tns b ABRENEH SN ET, 2077 AL
1L, LLATIZ export 7 a~> RZFEH L THIO OKM b=/ AR— kI
DTHLILENRDY 4,

listauditevents
listauditevents V7 a~<> Rid, AN b2 —EE R LET,
listdu

listdu ¥ 7a~<r Rif, 7—Ha=vy heZzo7ra s —4h2—EFRRLET,
export 47 A~ FEETTLHRNC OV T a~vy FEFORHT L, IBESh-
TUANE (BHDHER)BHH LT AR— b ENET—F 2=y hERDH L
MWTEET,
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AFay

WKDOF T ar—ETIE, 7 ar0ERLETLLERLET, A7 a3 D%
24 EHEITES )L TRUBNET, 7V a vV OEKA EHEITAR—X|Z

Lo TR LN ET,
ROAT v a AFa—P =B S E T,
¥ — --cacert, --directory, BL W

--usercert DEF T a v ERELTCIO2—T 4 VT 4 —%
FEQH R, = —H —1XF 3 OKM Manager ® GUI 76, L—
FERERB IO —V—0D X509 fEHELS =7 AR — v 9 5 %3
N0 ET,

--cacert=filename

B4 : -a

ZDa—7T 4 V7T 4 — OKM TORIEZEMHT 5, OKM /L— FERER @ X.509
FEED PEM 7 7 AV ERELET, 2O 7V a v ERELRVWEA, 22—
T4 VT 4 —I% --directory 7 v a V THREINZT 4 L7 U5 cacrt
TrANERLET, ZOF TV a i --oper A7V 3 EFAICHHBAY T,

--directory=dirname

B4 2 -d

OKM JL— hBGER O X.509 FEMIE M S 172 PEM 7 7 A /L& OKM —H—
D X.509 FEIENEM IS NI PEM 7 7 A VERKET D7 4 L7 MY ZEELE

T, HELRWESG, Z0a—7 4 U7 ¢ —IIBUEOIEEMT 1+ L7 b U HEEH
EIT A NEBRELET, ZOF TV a 0% --oper A7V a LA AICHEHLEY T

7
--0pel‘=username
W4 2 -b

ZD2—TF 4 VT 4 — OKM TOFRIEIMH TS OKM .—H— ID ##E L %
T, ZOF T a rERETLIHA. EHEIIMEH IR0, 22— =D
TJL—ZXDOANNhERDODONET, ZOA4 7> 3 1% --cacert, --usercert.
B --directory OFE A7 3 o EARAIZHEMA) T,

--usercert=filename

HW4 : -u

D=7 4 U7 4 —7» OKM TORFEIZFEMNT 25, OKM = —H%—d X.509 FEH]
EDOPEM 77 A NVERELET, ZOFEHETY 7 A IZiL, =2 —F —DIEARHHEE
BEMSNTWDLILERHY £F, FHELRWEE, 2—T7 4 V7 14— --
directory A7 v a V CHRESINZT 4 L2 U5 clientkey.pem 7 7 A b
ERLET, 2O T aid --oper A7 v a v LR AP T,
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EBINF Ty arO—EE2RIRLET,

--agentids=agentids

B4 : -A

BEfH ONFEEA R P OZ—c 0 N ID O~ XY Y U2 MEEELE
T, H-—T 2 b ID I 1-64 LFETRITNIERY X8 A, 20Ty a v &2iE
T HI01E, OKM —H—|{ZA RV —F 3 a 7 T4 7 2 ABEEOERE DL
ECTT, TOAF 7T aiF --dataunitids B LW --keyids KA T a kb
FEAIZ PR T,

--all=true

BWEA - -1

ID—T 4 VT 4 =BT RTCOT—F 2=y FEXHRIZ, --keystate 7
g VORI, ET VT 4 T EIIEA b SN A TN TS S b
FHERLET, 2OF 7T g 0% --duids A7 3 v LA T,

--comment=‘text”

AWK . -C

BOWFEAFTLIRT HEREZHEELET, ZOERIT 1 -64 XFTRITUTRD £
Ao

--dataunitids=dataunitds

HW4 . -D

BEA T ONTEEEA R FNOT =X 2=y FIDDary~XEH U A MEHEEL
£, £TF—Fz2=v b ID L 32 LFD 16 HEETRITIERY THA, ZDOFT
Ta v EIBETAHIZIE. OKM 22— —|Z AR —F F/- a4 7 AEE
FOREINVLETT, ZOF T a L --agentids BEL N --keyids DK A
va v AR T,

--duids=filename

W4 i

ZOF TV a ik, oy AR— b ELIIWELAEMAIC, T—X2=y DD
ERERB L7 7 ANVAZERLET, IDIFX1ATIC 1 2T Db S, 7T
KEUI5NET, 7 —F2=v b ID X 32 LFD 16 #ETRITIZR Y £8 A,
destroykeys V7 a~ 2 N T, T 7T 4 AL E 2 13/GFL S VTR EEE D

F—Ha=y MIFELRWEES, TOF—Xa=y MIEHRINET, BEsh
727 7 A NVINEDSE, destroykeys ¥ 7 a<w NI _XCHOT—F 2=y b &
RBIZ, T 7T 4 T E TSI ENTT R TOT 7 ANV EHIELET (--

all A7y a v &8M), ZOF T a i, --filter BEIO --all %47
g v EAREICHEAY T,

--filter=filter

HWg4 : f

FRFEFFT I AR— 3 TE5F—F 2=y FID DU A b, FEERTIERA
R MDY A NEERTDTEDICBLEIND 7 4 VE LTI ERELET, LT
WCEANEEND A, TS 25 (Windows Tk —HE5| & ) THTeLE N
HVET B8 =D ] 2B,
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F — =7 AR— M LEEIET — 2 2=y N EEOHI A
THED, BEIL. T X2y FOEESEWNT DT 4NV T &
BETHZL2BEIOLET,

export ¥ 7 A~ RTIL, ZDOA T 3 E --duids A7 ¥ 3 v EHAEICHEMAY
T,

export BLW listdu V7 a~w 2 RTIX, ZTDO7 4 VZ LFHNOETIRD & B

A
DUState=state[, Exported=boolean ][, Imported=boolean]
[, DataUnitID=duid] [, ExternalTag=tagl] [,

ExternalUniqueID=euid]

DUState=state

state |ZHHE T&E %ML normal), needs-rekey). F 72/ normal+needs-
rekey] TJ, DUState 7 4 VX ZHHE LRWEEDT 7 4V hME
[DUState=normal+needs-rekey] T,

Exported=boolean

boolean |ZHFE TX HfEIE Ttrue) F7-1% lMalse)] TJ, Exported 7 4 /L¥
FHEERELRWGSE, T—F 2=y FOBRRKICZ 7 AR — MREEIIBE X
NIRWeH, T AR— MFERT —F 2=y heEET 7 AR—F SN TR
WT—H =y O EIRATEE T,

Imported=boolean

boolean \[ZFRETX AfEIL Ttruel F7-1% Tfalse] T, Imported 7 4 /L&
FEERELRWES, T2 2=y FORRKHIA VR — MREBIZZBE S
BV, A VH= NERT = F oz y b EEES V- PSR T RN -
Z =y O INER A RE T,

DataUnitID=duid
duid (37 —# ==y b ID TT,

ExternalTag=tag
tag lZFMNBH 7T (LTO 7—7 R4 THIMER SN DT — % 2=y F D5
L. AR—AEMHLCH V% 32 LFRCAT 4 L VT D0ERB Y ),

ExternalUniqueID=euid
euid [FHE—E ID T,

listauditevents V7 a~<> RTiX, 2O 7 4 VX XLFFHNOHEIIRDO ERBY
\/C:‘thO
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StartDate=date[, EndDate=date ][, Severity=text]

[, Operation=text] [, Condition=text] [, Class=text]

[, RetentionTerm=text] [, KMAName=kmaname]

[, EntityID=entityid] [, EntityNetworkAddress=netaddress]
[, SortOrder=order] [, ShowShortTerm=boolean]

StartDate=date
date OFERIL YYYY-MM-DD hh:mm:ss T, ZUl UTC i 2R/ L7,

EndDate=date
date OEERIX YYYY-MM-DD hh:mm:ss T, Ziuix UTC Bl & & L ¥ 9,

Severity=text

text IXEAEEE LTS TT (#): [Error] ),

Operation=text
text [XEEABIECTHITY (H]: [Retrieve Root CA Certificate] ),

Condition=text
text | TREA LM SCFHITT (B : [Success] ).

Class=text
text |XEEA Y T ACFH|TT (B : [Security Violation] ),

RetentionTerm=text
text [TREA AR SCF%¢3 (] : TMEDIUM TERM RETENTION] ),

KMAName=kmaname
kmaname X KMA 4 T,

EntityID=entityid
entityid 13K ID T,

EntityNetworkAddress=netaddress
netaddress I IP 7 RVAEIIAR A N TT,

SortOrder=order
order IZHEE TX AfEIX Tasc) F721 ldesc) T, T 74V b Tlk, BE
ARy MIERE OBIE TR RINET,
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ShowShortTerm=boolean

boolean |ZHHETE HfEIX ltruel F72i [falsel T, T 74/ KT
. REHIRSBEIHOBESE A X MIERRINER A,

-~V
EWg4 2 -h
~VTERERTRLET,
--input=filename

BWEA : -i

F—Haz=y NBLIOEDOAL LV R— N TOT7 7 A NLERRELET,
TR 7 7 AL E BTN E T,

--keygroup=keygroupid

WA ;g

OKM IZXf L TEHR SN DEZ L—TD ID ZHEL £,
--keyids=keyids

B4 : -K

D77 A

BEfHT ONTEEAR MO ID DXV Y X NEEELET, Z0F
TarEEETAHIZIE. OKM 2—Y =t A_XL—F £ a s 7oA 7 A&
FEORBINSKIETT, ZOF 7T aE, --agentids BLW
--dataunitids O&K A7 3 » L FHAICHHME T,

--keystate=keystate

HW4 : -s

WIHT DHOREZIETE LT, keystate [IZFRETX DML, FET 7T 10 7lbsi
7R ET D ldeact), ffafbEINT-#E2IEET D lcompl. FET 77 4 71k
FlXfEA b S NI EEIEET 5 deact+comp) DWT T,

--kma=networkaddress
B4 : -k

TREFEITTDHKMA DRy NU—J T RLRAEZRELET, Xy hU—I T FL
ZIIAHRA ML, IPvd 7 KLU A, F721Z1IPv6 7 RLATIRETE F7,
--listwait=waittime

HWEL W
export BLWlistdu V7 a~wr RIZL-oTEfTSNLIT—F 2=y h—EER
FOROMBAERIE TR ELET, 7740 MEIX 2 TT,

--localtimezone=boolean
EW4 : -L

BitEA N hDEA LRE T % WE AR (UTC) TidZe< m— v & A A

V= THRIRLET, F7-. StartDate 3 L O EndDate D4 7 ¢ /L& 31— 1 JLEF
SNFRIREND Lol LET,
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--maxcount=count
HWKA -
—ERRT HDEEA N NORKEERELET, 7 7 4/L MAEIX 20,000 T,

--output=filename or dirname
EWEA : -0

RPN SN 7 7 A NVOL4RHIZREELE T, ZNOORKREIE, backup BL O
backupcs ZRDOLGEII NNy 7T v 7 export BRDLGEIXHHELE T 7 A /L
listdu ZROGHIET —F 2=y NeZ2DT R T 4 —D—EER,
listauditevents ERDOGHITER A X FO—EHRRTT, listdu BLO
listauditevents ERDEA . stdout KT [-] ZRETE, ZHET 7+
JMETHH Y £, backup BROGE, ZOF T aid, NI 7 v ST —
BT 7 ANENRNY I T v TRT 7 ANNE T ra— RS bHT 4 V27 M) ERREL
£7,

--partner=transferpartnerid
EHW4 : -p

OKM IZX L TEEEN, =7 AR—FENTEHEBEEITIZETIEKR ZFO
A% S— hF—D ID 2 ELE T,

--retries=retries
HWL : -r

KMA S E Y —REEOEASIZ, Z02—T 4 U T —72 KMA ~DO#k #3177 5
s ERELET, T 74/ MEIL 60 TY,

--timeout=timeout
B -t

INEOHFRITHDOZ A LT U MEEZMBEATIHELET, 77 4/L MEX 60 T
T

--verbose=boolean
HWE4 s -n

FROMEOM, EHSRELZS0RHEMB NI E2 02— 0 VT o —NEKRTDHZ &
ZFn LE 7, boolean [ZHHE T HMEIL Ttrue) F 721X lfalse] TI,

--version
BWEA 2 v
a~y MTOFEHEEZR R LET,
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i

INHORTIZHE —~Oa<y FTER LET, AT 30D, BEITIZHITT
A<y RTERLTWAEENRH Y £9, Solaris DHTIE, Ny I RT v vajda~s
Y RITOREXERLET,

WOBNL, FBEINTZT 4 L7 b UKD cacrt 3 X clientkey.pem 7 7 A /L DFEHE
ERGECHEA LTy 27y TR AR L ET,

Solaris:

kms backup --kma=mykmal \
-—directory/export/home/Joe/.sunw/kms/BackupOperatorCertificates \
-—output=/export/home/KMSBackups

Windows:

kms backup --kma=mykmal
--directory=D:\\KMS\\Joe\\BackupOperatorCertificates
——output=D:\\KMS\\KMSBackups

KOFNE., OKM 22— —Da2—F— 1D LA T L—RXEHIIHEHA L TNy 7T v
TEAERLET,

Solaris:

kms backup -k mykmal -o /export/home/KMSBackups -b Joe

Windows:

kms backup -k mykmal -o D:\KMS\KMSBackups -b Joe

WORFNX, BIEDIEEMT 4 L7 B UN® capem 33 L op.pem 7 7 A L OFEFEE
RREICEH L T2 =7 AR —F LT,

Solaris:
kms export -k 10.80.88.88 -d "." -a ca.pem -u op.pem \
-f "DUState = normal+needs-rekey, Exported = false" \\
-0 Partner.dat -p Partner
Windows:
kms export -k 10.80.88.88 -d "." -a ca.pem -u op.pem
-f "DUState = normal+needs-rekey, Exported = false"
-o Partner.dat -p Partner
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KOFNE., OKM 2—H —D2—HF— 1D LA 7 L — X F A L L2 7 2

R—FLET,

Solaris:

kms export --kma=mykmal --oper=tpFreddy \
--filter="Exported = false" --output=Partner.dat \
—--partner=Partner

Windows:

kms export --kma=mykmal --oper=tpFreddy
--filter="Exported = false" --output=Partner.dat
--partner=Partner

WOBNL, BIEOIEEMT + V7 R UNO cacrt 3 X clientkey.pem 7 7 A /L DFEH

A RALNH A L CHE A K — P LET,

Solaris:
kms import --kma=10.80.88.88 --directory="." \
--input=DRKeys.dat --partner=Partner \\
—-—keygroup=0OpenSysBackupKeyGroup
Windows:

kms import --kma=10.80.88.88 --directory="."
--input=DRKeys.dat --partner=Partner
--keygroup=0penSysBackupKeyGroup

EOFENL, OKM 22— —Da—HF— D & R2A 7 L—XZFWIFTHEH L Cé#s2 1

R—hLET,

Solaris:

kms import --kma=mykmal --oper=Joe --input=DRKeys.dat \
--partner=Partner --keygroup=OpenSysBackupKeyGroup

Windows:

kms import --kma=mykmal --oper=Joe --input=DRKeys.dat
--partner=Partner --keygroup=OpenSysBackupKeyGroup
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WOFNX, FBESNTZT 4 L7 N UKW cacrt 3 KW clientkey.pem 7 7 A /LD FEIHE
ERGEICEH L CTF—% 2=y b2 —BRRLET,

Solaris:

kms listdu --kma=10.80.88.88 \
--directory=/export/home/Joe/.sunw/kms/OperatorCertificates \
--output=/export/home/KMSDatalnits

Windows:

kms listdu --kma=10.80.88.88
—-—directory=D:\\KMS\\Joe\\OperatorCertificates
—-—output=D:\\KMS\\KMSDataUnits

’OHIL, OKM 2—H# —Da—HF— 1D L2 7 L—XZRIHIHEH L TF—4& =
=y b —EERLET,

Solaris:

kms listdu -k mykmal -b Joe -f "Exported=false" \
--output=/export/home/KMSDatalUnits

Windows:

kms listdu -k mykmal -b Joe -f "Exported=false"
—-output=D:\\KMS\\KMSDataUnits

WOFNX, FBESNTZT 4 L7 N UKW cacrt 3 LW clientkey.pem 7 7 A /LD FEIHE
ARSI L TR A X e —ERRLET,

Solaris:

kms listauditevents --kma=10.80.88.88 \
--directory=/export/home/Joe/.sunw/kms/OperatorCertificates
AR
--filter=Severity=Error \\
--output=/export/home/KMSAuditEvents

Windows:

kms listauditevents --kma=10.80.88.88
--directory=D:\\KMS\\Joe\\OperatorCertificates
--filter=Severity=Error
——output=D:\\KMS\\KMSAuditEvents
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TOFENL, OKM 2 —H —Da—H— D /%A 7 L —XZIRHEH L CER A X
Me—EBFRRLET,

Solaris:

kms listauditevents -k mykmal -b Joe -f "Severity=Error" \
--output=/export/home/KMSAuditEvents

Windows:

kms listauditevents -k mykmal -b Joe -f "Severity=Error"
-—output=D:\\KMS\\KMSAuditEvents

WOFNX, FBESNTZT 4 L7 N UKW cacrt 3 LW clientkey.pem 7 7 A /LD FEIHE
ZERRREICHEAH LT, Bk SN c#tE T X THIEL £,

Solaris:

kms destroykeys --kma=10.80.88.88 \
--directory=/export/home/Joe/.sunw/kms/OperatorCertificates \\
--all=true --keystate=comp \\
--comment="Joe destroyed compromised keys"

Windows:

kms destroykeys --kma=10.80.88.88
--directory=D:\\KMS\\Joe\\OperatorCertificates
--—all=true --keystate=comp
--comment="Joe destroyed compromised keys"

OB, T—H2=> N ID OV R N EBEAMT N, FET VT 4 T I
AWRELET, OKM 22— —Da2—H— 1D ¢ RAT7 L —X &I L E T,

Solaris:

kms destroykeys -k mykmal -b Joe -i DeactivatedDUIDs.txt \
-s deact -C "Joe destroyed deactivated keys"

Windows:

kms destroykeys -k mykmal -b Joe -1 DeactivatedDUIDs.txt
-s deact -C "Joe destroyed deactivated keys"

WOFNX, FBESNTZT 4 L7 N UKW cacrt 3 LW clientkey.pem 7 7 A /LD FEIHE
ERAHCHER L Carexal 74—\ T v 7 LET,
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Solaris:

kms backupcs --kma=10.80.88.88 \
--directory=/export/home/Joe/.sunw/kms/SecurityOfficerCertificates

AR\
--output=/export/home/KMSCoreSecurity.xml
Windows:
kms backupcs --kma=10.80.88.88
--directory=D:\\KMS\\Joe\\SecurityOfficerCertificates
--output=D:\\KMS\\KMSCoreSecurity.xml
WOFNE, OKM Z—H—Da—H— 1D L XA 7 L—XEZ@iEcfEHA L a7 X o
V74— 2T v 7 LET,
Solaris:
kms backupcs -k mykmal -b Joe -o /export/home/KMSCoreSecurity.xml
Windows:
kms backupcs -k mykmal -b Joe -o D:\KMS\KMSCoreSecurity.xml
®BTE
RO THENRENET,
0 Successful completion

>0 IS—hEELFLE
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B 27 Perl RH ) Tk

WITTRT WL DD EEARR 7 Perl A2 ) 7 Mt B AZ~A XL T Solaris F7-1%
Windows CEITTEET, ZNOHOHITT R TIEHAESR—AORGEELHEHAT B720,
FITTHITNE, V— FNEREROFERE L 2 —F—OFERAENTECIEEXRAT L7 b
VICEDPIVTWAULERH Y £9°,

E —Perl A7 U7 MIOKM o~y NfFa—F 4 VT 1 —L &%
WA VA R—= L ENERA, Perl A7 U7 v OKM 22w RAT
2—=T 4 VT 4 —EOHTIEEE, TFA =T o XML
T, WOWTID Perl A7 U7 R EREEED A7 V7 N &VER L
EJ a8

e listdu.pl

#!/opt/csw/bin/perl

## the kms CLI utility must be in your path

Scmd="kms";

SKMA="kmal.somewhere.com";

SFILTER="--filter=Exported=false";

Ta4LI MY

SOUTPUT="1istdu.txt";

system("S$cmd listdu --verbose=true --directory=$DIRECTORY --kma=$KMA S$SFILTER
-—output=$0UTPUT")

* export.pl

#!/opt/csw/bin/perl

## the kms CLI utility must be in your path

Scmd="kms";

SKMA="kmal.somewhere.com";

STP="DestinationPartner";

SFILTER="Exported=false";

SOUTPUT="S$TP.dat";

system("$cmd export --verbose=true --kma=$KMA --directory=. --filter=$FILTER
--partner=$TP —--output=$OUTPUT") ;

* import.pl

#!/opt/csw/bin/perl

## the kms CLI utility must be in your path

Scmd="kms";

SKMA="kmal.somewhere.com";

STP="SourceTransferPartner";

SKEYGROUP="MyKeyGroup";

SINPUT="../aberfeldy/KeyBundle.dat";

system("$cmd import --verbose=true --kma=$KMA --directory=. --partner=S$TP
--keygroup=$KEYGROUP --input=$INPUT") ;
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* Dbackup.pl

#!/opt/csw/bin/perl

## the following must be in your path

Scmd="kms" ;

SKMA="kmal.somewhere.com";

Ta4LI MY

SOUTPUT=".";

system("S$Scmd backup --verbose=true --directory=$DIRECTORY --kma=$KMA
-—output=$0UTPUT")
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Ny TPy Favo FfTa—F4VT14—

Ny 2Ty Favwy Mia—7 4 V7 4 —%H+ 5 &, [Backup List] A==a2—056
TR a~y FMThoN\y I 7Ty 7Bt Ed, BEIRNv 7 T v 7OAF
Va—VERETDHIELEHTEET,

ZPD2—7 4 UT 4 —% OKM Manager ® GUI & & HiZ, RILA A =T &AL
TA VA=V ENET,

F - UL ua—ANIPv6 T RLREANTAES, N7 T v
Ta—F 4 VT 4—%REEHL, V7 u—H/LIPv6 7 KL R EFE
FLET, (%4 REDY—2ID AT FLADOKRRIZEDD LD
IZLTL &,

FIHFR EREICHE D MENH D FIEICOWTIE, 98 X—v D [V —
VID ZELIPv6e 7T RL 2] #BHRLTLIFEFE N,

Solaris D&

OKM Backup [-UserID userid] [-Passphrase passphrase]
-KMAIPAddress IPaddress -BackupFilePath pathname
[-Retries retries] [-Timeout timeout]

Windows D3¢

OKMBackupUtility [-UserID userid] [-Passphrase passphrase]
-KMAIPAddress IPaddress -BackupFilePath pathname
[-Retries retries] [-Timeout timeout]
INT A—Z DOfFRR
userid

Ny 7T T FX b —2Da—H—ID, Z i Backup Operator T 5 MLENRH D
EJc AN

IRAT L —RA
a2—HF— D DNRZT L—XR,

£ — userid £7213 passphrase DIENFEE SNRWGEE, =2 —T o
U7 4 =3I DEDOAT 2RO ET,

IPaddress
Ny 77 v TR T 5T E 785 KMA E#RX Y NU—27 DT RL A,
pathname

R I T TP T7ANBIONR I T v TRBT 7 A NN E T a— RENDHVAT
I E DT,
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retries

KMA A EY—REEOBAIL, Z0O2—TF 4 U T 4 —7 KMA ~OHE# 23177 5
M, 77 4/ ME 60 TT,

BRI
ooy NIMOXA LT T ME (BHEAL), T 7 44 MEIL 60 T,

il
WOFNX, N7 7T 777 AN (R . OKM-Backup-backupid-timestamp.dat) 35 X T

Ny T T TEET 7 A v (R OKM-BackupKey-backupid-timestamp.xml) % {EiZ L &
S

OKM Backup -UserID MyBackupOperator -Passphrase secret2Me \
-KMAIPAddress 129.80.60.172 \
-BackupFilePath /tmp/MyKMSDownloads
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A

SNMP EEB{FHAA—X (MIB) T—4

ZOfHETIE, XY FU—Z TSNMP =—> = b AR L. OKM Manager @ GUI
T SNMP v 32— ¥ — % EH LI —F —Z 3 HRIT, SNMP fF#RIZ OV THERL L &
7, OKM Manager ® GUI T 1 DLLED SNMP v 32— ¥ —%E&KT H &, KMA 2
ZD SNMP v % — % —D IP 7 RL AT SNMP A > 7 +— L&k EELET,

KMA (347 Y =7 Mkl (OID) 2 LT, ROBEHREZEELET,

& A2 KMAF T2y MERIF

OID {& & R
1.3.6.1.4.1.42.2.22.99 -—-- WHNrN v
1.3.6.1.4.1.42.2.22.99.1 %l H st/ BFEZ)
1.3.6.1.4.1.42.2.22.99.2 %l BEAS (R N7 TR
1.3.6.1.4.1.42.2.22.99.3 %l BEAy 4~ MR
1.3.6.1.4.1.42.2.22.99.4 %l e G N ¥ (12
1.3.6.1.4.1.42.2.22.99.5 %l Entity ID
1.3.6.1.4.1.42.2.22.99.6 %l| 2y NT—Z7 T KL &
1.3.6.1.4.1.42.2.22.99.7 % Message

SNMP ~ 3 — ¥ —DFExR, 1B, BLOEFEIZOWTIL, 144 X—T D [[SNMP
Manager List] A== —] 2R LTI Z I,

Revision 01 SNMP EIBIEHRA—X (MIB) F—4 393



394 OKM 2.4 Administration Guide July 2011



Revision 01

A

Advanced Encryption Standard (AES)
FIPS THGR 47z NIST B 5k Bitg ¢, EF7 — X OREIHEH =N E T,

AES
[Advanced Encryption Standard] # &ML T 72 &0y,

BOT
T — 7 BAROLE .

C

CA
[FRRER (CA)) LT ESuy,

E

EKT
Enabling Key Token O, Atk b —2 > (734 A§E) O Z L T9, KMS Version
1.x O k.

F

FIPS

Federal Information Processions Standards ( #F{E#ALHEEYE ) DM, National Institute of
Standards and Technology (NIST, >KIEHEYERIK R ) 1. KIEPEEE O BEMEHEAN O IE
BUHNEFERI TH D . RD K 5 RIEFERMESCHEIN ORI L OMREZIT 2> TWE

j—O

e Computer Security Division and Resource Center (CSRC)

FFE&E 395



+ Federal Information Processing Standards (FIPS, H #3175 # JLER I UE )

ML, RO URL IZT7 7 AL TLIES0Y,
http://www.nist.gov/

G

GUI
T3 T4 WNa—P— A T 2 — R,

H

Hash Message Authentication Code (HMAC)

g5t CD HMAC (keyed-Hash Message Authentication Code) & 1%, B5{b/ N> = B
Bl REREEHAADE TR ESND, A v —UF8FE =T — K (Message Authentication
Code. MAC) OD—FE T,

K

Key Management Appliance (KMA)

OKM Y 7 h T = 7R a— RKiFEHD SunFire X2100-M2 H—/,3—,

Solaris 10 A XV —7 ¢ ' 7V AT AN EIES NI, EFEEHDOT 27 Va7 7
TP T FIAT U ATHY, R —_R—ZDRERY —EAB LR o LY 5
=T AR L ET,

KMA
[Key Management Appliance] ZZH L T 720,
NIST

National Institute of Standards and Technology ( K [EFEUERIKL ) ) D,

o)

OKM
[Oracle Key Manager] #ZM L T 7Z30,
OKM ¥ 5 RX%

FHEBF Sz 1 DU ED KMA OfEA, OKM 7 7 AXNOTTOD KMA (%, [F—
OERERBLET, 2720, D OKM MBMEIE L TWDHEHA, EI3HICER S
7AW D A OKM 7 7 AXNDOTXTD KMA IZITE 2 EE SN TR WEAE
ZORY TIEH Y FHA, OKM 7 7 AXNOMEZED KMA TEITSNIZE8EIL, &K
AIZ OKM 7 7 A X ADOTXTO KMA IZf s ET,

OKT
Operational Key Token D, HEHH#E ~— 7 > (BHAHE) © Z & T, KMS Version
1.x D5k,

Operator
VAT ADORHEEBOEREBY T L2 — Y —DEE,

396 OKM 2.4 Administration Guide July 2011



Revision 01

Oracle Key Manager (OKM)
B AR 5 VAT A, Oracle VAT A2IE, Bk —Y x> bbb i
EEARMT D OKM 2V R—3 v M3H Y £,

P

PC &
T—7 RT7A T Ok HLE— R TORFARY L EBEZIALEZANILET,

R

Rijndael 7J)L3 1 XL

K EAEHERRAS S (NIST) |2 L - T Advanced Encryption Standard (AES) HIZE#IN S 7z
TNIY XL, [FA48—)) LFteZ 07 /03 Y XA AL, Vincent Rijmen & Joan
Daemen &9 2 ADSLF— AR SIFEFICL > TERINTZLOTHY | K4
WZIZZ D2 NOBERKMENTWET,

RSA

=21 T? RSA &1, MIT ® Ron Rivest, Adi Shamir, 35 " Leonard Adleman (2
Lo TERINZARER ST LT Y XL TT, RSA E WO EHIZ, 20 3 Aokt
DT TT,

S

Secure Hash Algorithms (SHA)
Secure Hash Algorithms 1%, K[E[EFLRMRER (NSA) 1T K> THRE S, NIST IZ
K o TKEREMIFRQPFEAE L U TAR I 5k y v 2 BT,

Shamir OMFEDHF %

Wb T7 T X LD—F, EFHRPDE I, TENENOLSEZITIE—EDON
KOARNEEND D, EBROFHEEIITIZI NS OSERESO—EE 134T
MBI £9, ERREFAHBET L0 TXRTCOSE Sy EHAEDLED Z
LIIHENTEIH Y EFHA, 202D, ERBEFLIEFLEVVEAST—RFEHINT
WET,

T

T10000 T—F K547

T10000 77— R 7 A 71, T—HDRERA ML —V L LTRSSz, PNMLOE

Va7 —BEMRT —7 KT A4 7 TT, &K 500G A FOIFEMET — FITxHETE
EJc AN

Transport Layer Security (TLS)

a7 m b aLo—fE, Web B, EF AL, A F =y b7 7 v ARE,

AVABY NAye—Y ZOMOT—Figk EZHME LT, A1 ¥ —x > ML
DEF2U T4 —IRESNTBELREEL ET,

U

UID
ot —yxy FRa—P =72 XD OKM HEEHR O —E O & L THET S
X5,

FEE 397



Ultra Tape Drive Encryption Agent

Ultra #ERL OB 5{LT —7 K7 A 7 ClE, % #IZ Ultra Tape Drive Encryption Agent
Zhy 2T EEHLET, ZOXIRRIATTIE, 7= AV a—2THEAIND
T — 2% OKM OEfG LET, 207, BOT HDHEXALITLIZ, RY 2—
L bEDOT =5 Ol SALIZHT LT — &%ﬁ%éniT ZORER, T—Fa=y |k

DEZNT TR 2a—AIZEIN Y THIL, T—F 2=y FOAEEID TR Y 22— 24
VU TNNEFITRD ET,
uTC

Coordinated Universal Time ( 17 {5 HF ) OB,

)

ES1k

'f“‘?%ﬁaﬁx—ﬁ@j—é &ETY, WEkid, 7— &@ﬁ fi%ﬁﬁf%?‘é%ok%ﬁ
IR TED —D>TY, BElbESNIT 7 A V&AL I12i%, H5bz TRl ¥ 5%
PRIQEEE T2 13 /3 A ‘7%%“@17’7%1“@% éd‘é%ﬁ%@ifh}

BSk7/t5L—4%
Wofb7 787 v—2i3, 7—F0 %1KkiU1ﬁﬁ1h®&&fiLfﬁi%EE’J& L CfE

AENDHZN—=RUu =TT/, A (H—F)TT, ZhiZ FEEREVRITO v
AT APEREN A L FE T,

S AEE

TNA ATOREEALE A NCRE L TR L EITOWEEER>T—7 R I7 4 7,
BSEEP

RS A4 T TCHREBCHSBEN T 2 > T A RO BLSnT — 7 K54 7,

S L a3hHAR

2w LI T 2, #ERRMIC R T A 7IZE0 S TONTREENGEME S
NWET, T OfEIZ. NIST 800-57 @ [Originator Usage Period] 2%z L CUVVET,

Sk

W57 2 R IR 2 AR ORI ML (k) §52 L2k~ T
THHRAERET DHAN, FRBEZTIAE L VWD a2—F—DHB, XA vE—V%T0k
Adfpae (Eofk) TE £,

Ly

A2 —2y 7O ral (IP)

A=y NRECTT—XORELTHOLZEL~ORKERTCIEHASND 7 r b2
Jb

A=y cFAMIANL(P) FFLR

FNRA ZAZHH LTy NU—IRATT 7 EATEDLL T D 4 34( FOfHE, 1P
T RLAOERT, VA R TGN 4 DOKETHREND 32 By FOHET
RFL AT, ZNENOEMEIL 0 ~ 255 OEAZERY £, =& 21F, IP 7 FL &I
129.80.145.23 D X H 12720 F7,

[TCP/IP 7 LA L LTChHBNTWET,

398 OKM 2.4 Administration Guide July 2011



Revision 01

A

I—Yxrb

BT — 2 2 AERE L UHUGT 272012 OKM 56T 2 SESER ¥ A T O AL

T—V = MEERTE £, StorageTek T10000 £ /L A & B, T9840D, I X U HP
LTO Gen 4 & Gen 5 DET—7 KT A 71, B LMRRICHT LT RIRRIZ T2 &,
e —x DX A T2 97,

I—-Szk API
[Z—Y = hIA4 75U APl 2BLTLESW,

I—2zV 34735
T—VxV FIATTVIE BT —F% OKM bl 7 72dls, =—Y =2 MZ
Lo THMENET,

I—Yxz> k35473 API
TV N IATTVICLoTIREESND AP, =— Y = MIZ D API ZFEONH
L/i—g«o

HH

'wIN—7
BN —T1, BABEL CERY V—EEMNT A DI S ET, o,
TN—FF, B b=V 2 MK DT —F~D7T 7 v A& T 572Dz bff
HAaEhEd,

UG
T—H T —7ICEZADEAICHEMN S D BHAE T,

RESE/IN— N —
PR IE/N— FF—L1X, OKM [H T/ AR — FENH8OZER D Z & TT,

BEETFAIL

BLEHET -2 o=y b (ERSNTVWDIEE) BDEEND 77 AL, BTF—F %

OKM 7 7 AX M CTRENT 2L EIHEAINET, BRI 0b D MNE T, HOM
FH L 72 DHHRENR— P —NRESINTWALERH Y F9, §Hk 7 7 A4 L1,
A I N D EROBEMNL EZEEEHEICT I, BABLOES (LI ET,

gqgR)o—

B =l ko T #IEN SN DR LA IR OB EES R S E T, St
TN—TIZNTHERY —nH 0 #ERY —13 0 HU Lo NV —FIZEMA TE £
T WY = THRE SN Sk L 1E SL DR S E A HIMIC K- T, @M HER
HlR S, BOBEML, WL, BOTA T A T NVA NV FRRAELET,
£, BRY V-l o THIE S 282, ED L R TIED DL/ S — k

Tl 7 AR—=FTE D0, ERIZLOMOEEELE N N— FF—InbA VA= TE
Db, R —THIE SN ET,

EE
Edn 7] 22 LTI 7EE0,
BEEE

VAT LRGN (BEEY A RA R NEKMA BX 2 VT 4 — /T XA —% ) B EKIR
TE b2 —Y—&E|,

FFEE 399



BEExEnyg

OKM 7 T AH TlX, VAT AR TRATHIEERELRTXTOA X MIETS
0 EMFLET, =—V = ME, BEARERA XV MIOWT, 2ol
MU ZBMIMTEET,

3

-
2T, BT — 2B o LT, =Yz NI, 1 DU EOT—X
2=y MEHIET DT — X Ol B EITO 2dIic, FLWET — X 2 ERTEET,
BIIH - NL—TIZB L TCWD D, 2RI A—7ICEEff T o TnDH=—
Vxr FOHN, ST HEICT 7 EATEET, #ICIX, TORPEL TV DHHS
N—T BRI BTV DR Y U —THE ST, Kb & EH S LDORF 5L A%
MRS T, #HOX AT, DFVHROEILET VI XAEF, BEbo—Y v
MZEoTHESNET,

*—AAh
Oracle Key Manager (2L > CTAKRSND T o X Ly FXUFH], F—4HR— RE{#H
LCANT 200, E£7IFTALET, #IZIX, ROZATBHY £,

TNA 2T, T—T R4 T O SALRE L FIREIC L £ 9
o BRBET. T H— ) vV EOBET —F i b L OMESE L 9,
PC @13, 7—7 R 74 7O ALREZ M AIREIC L £,

WERIE, F—27 005 RT 4 7~0 LAN 24 Lzt i, Baqb (RRGE) &
1T 9 12O DRI DJE 2 JEARFIZ BN L £77,

SERIIRIATTLIC-ETHY, Ri#ELFEHATLHZDICT v 7REEEL

T v 78X, LAN EoiiikgEl h—27 v EES{LLET,

<

VS5R%E
77 A&0%, MEFEME, fTHME, BRIOEREELZ M LSS 7DICH - AT ATE
L ® bz —# D Key Management Appliance T,

DUTahlLtExXa)Ta—IINTA—=4

X VT o —BEEH (72 & 21X, B bO bR s, XA T — KX PIN 72
COWIET —Z YD L TT, ZOBERBPARINZVEREINS L, BE{LE
Va—NADOtXa VT 4 —DNERDNLAFREENRH D 7,

—

AVTSATUOREEE

MBENOT — 2O EEHT 22—V —0KE, 7 —Fa TN (#I7V—7")
L T X ORETIEB LORMKBRMEE FEEZ R ET 28 (#RY) v —) 2 EH
BLOEMTEET,

400 OKM 2.4 Administration Guide July 2011



Revision 01

s

Y4k

P4 ME. & OKM BLUOHSb=—Y =20 FOBETHY . Ry U —27 OUrfEE (
RETE) 2R LET, B—H A FDO KMA B ENBIGE LR2WEE, Babm—
Py MIETH U A D KMA & OlFEZRATHL, BOYA D KMA & D
W R A ET,

L

SARATFLEVTS

2P —IC Lo TSN D EME, T XTORET —ZPNHE—-T 7 A LICELD D
N, 22— =D OBRMELZBEE LT~ VW FD T 7 AARE T a— RENET,
goa—RRETTDHE, 774 MIKMA DHHEIRENET,

SEERE

FEHEL T VA VB SN R 2 A 2 BT, A E OAGRIRIL & 4400 2 Y M
WCHERAENET, ZORFa A2 ME, fESEROT—2 70 v 7 THEERESNTEB
D, FRECKERFERAEOHEERL (V7= K DN), U TAEE, HhHIR.
AT #H OB, BITHD DN, BLXORBITEDT VX NVEBELNEENE T, BITH
. FTAEOLBIN RX =2 A2 hOABREICEEM T LN TWDARITHDLZ L %E
FEL £,

B#novY

HAEw v ZBENAEHATREDEA, ny 7 S TWD KMA Or v 7 ZfRERT 5I121%,
EREDOEX2 ) T 4 —BEENLETT, HARTOEAIX, FEOEF2Y
T4 —ETED KMA OR v 7 R T E4,

=3

t¥ayF—EEE

X VT —HEME., =2—H—, A1 b, BIXOERE S~ M —2EHT L 2—
P — D HE,

t¥xayFo—HKYL—

kT — 2 OBIEE, F— 21T 7 B AT A RO b 2 FREEEK, BLOT 7 & =
DR & IR S 2 B 2 R R L7 b o,

Sdnl|4

T2 EERTERNVWEIICT =X A ML —ONBEERBE-ITHIRT D2 &I
XoT, BTSN T —%, Bk, BLOZ VT st xa )T 10—
T A—FEHEETDHZ L,

1-

FRUDERERT (FERT)
ALV —ZORBE A BT D, VT by =T i3 — R =T ORI,

FEES% 401



2

EiER
=22 RTA4 T ~® LAN %4 L7ZERE IR 5L X OERER 1T 9 72D DBl
DEEEMLET,

T

T—Ra1z=vyk

T—H 2= hE OKM W OS2 EFE T, OKM R U 3 —<ChE 58 12 B 1)
FONEARNL—UF TVl " A2RLET, F—F 2=y FOBIKHREREIT.
F—Ha=y NeER LR Lo — 2y Mo CERINET, 77 FI 4
TORE, T—HFa=y MIT—THI— I vV TT,

ERHA /—
B OFE R BIREA RTFB L OERT 52— —HE|,

TINA R
T—T KNI A4 T TORES{bEHZZ L ET, KMS Version 1.x D HEE,

&

kM=o >

KMS Version 1.x ® HzE,

h—2 > &%, Bthernet B3t D b — 27 U R_RANZEE i SN D, 23T MeA TV
VY hTARALATY, b—27 UZiE, KD 2 OOFEINH Y 97,

. AahbgEr—2o v
. EHTEEN—7

k= R4

KMS Version 1.x ® HzE,

WL s —27 U EREL, 1 OFERIE2 2O =2 G L THRDOT T4 RAAL b
ax 7 ARBATEREERZELT IV y— DT, F—7 (%, Y 19
AF Tl WU T7x—LT7775) EHEBERHY T, b—7 AL, T A
T hyTRET s MDD 2 ODXATRH Y F9,

[

R/ (CA)

FAERAE, =y Fa—P—0&GB LG EREBORITZITWVWET, /2, =0 F2—
P—DTFIZ CA ZERTHZ L TEET, KMA BAENGEIERHE U THREL, =—
P ==V b, BLOZFOMD KMA IZ% LU CEFRAEAZRIT LT,

13

SN Wy Rty
V7R 2T BILONN—FRT7 T IZ cté)/ﬁ% LCT — X AT N A A& AT
BRt L, BWMORHBERGIZTH ) — ®®M%O

402 OKM 2.4 Administration Guide July 2011



Revision 01

(&

L2V N

T—=T = ) vV LOBET — X e LB L OESLLET,

NG TFTyTAFRL—4

TR DO )T 4 —RELEOEEEZA ) 22— —D&E(,
NYGTFTITRI7ZAN

Ry 77 TR ERISNDE T 7 ANVT, N 2T v 7757 A L0
ENHEVPKEHENET, ZOT7 AT, VAT A AZ—HEHEH L TR LS
nNEJ, vAX—gL, ERBOESFEKEFEHLC, a7 70—y 7
Ty T T AL ENET,

NYGFTIvTI27410

Ny 7Ty FTHBRIHER END 7 7 A4 /LT, KMA OETCIZHERTXTOFRN
BENLTWET, Nl T v TERICAKRSNZ#EEH L TSI THET,
BT, XIET DN I T v THT 7 ANV ES I ET,

ES

R a—LIYTFILES
T—7 R 2a—LDORFEIHEHSND., 6 LFOFETT L,

p

A
T RIA TN AREICT Sl snD, 64 XFD—EOH, PCH#] b
ZLTLZEN,

=S

BRAHHY B
T =2 T =T oA G AT S D kT,

~

o)

Sy @
LAN EB IOV N—7 v OB REERESL L F T,

FEE&% 403



404 OKM 2.4 Administration Guide July 2011



A

5

K

Adjust System Time 225

AES, %% 395
Agent Assignment to Key Groups 246
Agent List 281

ASR (Auto Service Request) #§6E, % 22
Audit Event List 267

Backup List 179, 311
C

Core Security Management 197
D

Data Unit List 275, 295
DNS % EDFeE 356
DNS i EDFgE, OKM =/ —/1 356

E

EKT ( A2hbét h—2 > ), EF 395
F

FIPS (i FRIE HALFERE ), EFE 395
G

GUI( VT 7 4 INa—P—f X T =—R), &
7% 396

H

Hash Message Authentication Code (HMAC), &%
396

ILOM [Integrated Lights Out Manager | % £ i
ILOM %41 L 7= KMA ~D#fi 24
Import Keys 293

Revision 01

Key Group Assignment to Agents 252

Key Group Assignment to Transfer Partners 258

Key Group List 238

Key Management Appliance ~D 11 71 > 334

Key Policy List 228

Key Transfer Public Key List 173

KMA [Key Management Appliance] % ZHR

[KMA List] A==— 103,317

KMA 725 O8] 0 Bt L 91

KMA 27 2%=2 U7 —0Onr v 7 207

KMA =27 t% 217 1 —Dn v 7 figlk 208

KMA TOZFHER 145

KMA OEFHIP 7 F L 2D E 35, 350

KMA OFEFIP 7 FLADOFKE, OKM =2 —)L
350

KMA Oift#), QuickStart 7' 1 77 L 41

KMA OV F AZ~DF a7 A 346

KMA O 2 ZAZ~DFB 7 A OKM 22 Y —
/L 346

KMA O#—E R IP 7 R L ADFRE 37, 352

KMA D% —E AP 7 KL ADFKE. OKM =2/
Y —)L 352

KMA OfiEiE, OKM =2/ —/L 339

KMA DOHIER 119

KMA O1ERE 110

KMA O HfFEDT 7 4 v b ~D V& v k 357

KMA OHREDT 7 40 h~D U & v b, OKM
oY —)b 357

KMA DOFEHIDZEH 113

KMA DOIZIOEHA, QuickStart 7 12 777 A 48

KMA Ofs 1k 340

KMA D7~ 104

KMA ©w > 7 207

KMA O & 7 fif 207

KMA /XA 7 L— XD E 117

KMA ~DT— = h®BAN, QuickStart 7' 17 7
Z 162

KMS 1.0t 27 AR— K7 7 A VDA »R— |k 266

#5| 405



T

L

Local Configuration 206

M

[Master Key Provider] R4 > 192
N

NIST, 7+ 396

o

OKM 372

OKM Manager O#FC#E) 71

OKM Manager O£ T 100

OKM [Oracle Key Manager] % 2

OKM 7 7 A% 2

OKM 7 7 A% jE# 396

OKM =z Y—/Ltyvarnbdr 7y | 344,
366

OKM =t > Y — )L D fik 333

OKT, i+ 396

Oracle Key Manager (OKM) O A > A k—/L 64

P

PC ik, 7E7% 397
[Pending Quorum Operation List| A == — 324
PKCSI12 75 PEM ~DEHEE X D2 Hi 95

Q

QuickStart 7’12 75 A 40
QuickStart 7' 1 77 ADiLHE 34

R

Rijndael 7 /L= U XA, EF 397
Role List 132
RSA, E# 397

S

TCP/IP #f5¢ 11
Transfer Partner Assignment to Key Groups 262
Transfer Partners List 160

Transport Layer Security (TLS), 7E7§ 397
U

UID, 5% 397
Ultra Tape Drive Encryption Agent, E#s 398
UTC, E# 398

\'}

View 74
w

Windows TO#EH) 71
Windows DL 391

)

TIT 476

77T 4 7RI 6

Wb 7 785 1L —XF, F3 398
ms 5L EH FTRE. EF% 398

W 5{k, 3 398

W bEE, &3 398

K5 S LA I 398

W51k, B3 398

LY

A B —Fy b7 ha)L(UP) T KL A, EFH
398
A v A —Fy hFa kan(IP), £ 398

JI

M SO REE 306
Z

SCA 6000 77— K, Fi8 109

Secure Hash Algorithms (SHA), 7E# 397
Shamir DR DL, T 397
Site List 136

SNMP Manager List 144

SNMP ~ 31— ¥ —DHIER 152
SNMP <~ % — v —D1ERK 148
SNMP ~ 3 — ¥ ¥ —DFEMMDZEHE 151
Solaris TOELHE) 71

Solaris D13 391

System 73, 87

406 OKM 2.4 Administration Guide

T—Y 2

-y b, TF 1,399

T — = h DI 250, 291
— = hDOYERL 285

T—Yxr FOFEHIOE T 288
T—Vx FONRZT L—XDOHIE 290
T—x FOEY YT 248
T—Yxr T A7 7Y APL, T 399
T—Vxr hTIAT T Y EF 399
T~V YA NDOER 282

1 REEE OB 3

July 2011



)

=

K& &, T10000 7—7 KZ A 7 397
47> 3378

AR —H2 DA 3 335
FrTA v~V A 14
FrTA VT O 78

H

EEIALGE, EF 399

It AEZE 153

$ 7 —7 238, 280

Y7 N—7 EFE 399
7 — 7 DY 245, 256, 261
g7 N—TF DIERE 242

YT N—T DR DT 244
g7 —F DIk 239

Y7 — T DE Y 24T 254, 260
g7 N—TDEY Y TDFR 259
Y7 N—T~DEIY Y TDOER 263
#, EF 400

PR DL AL 154

PR L N — N —, FFE 399
fdn s S— R — DR E 154
PR T 7 A AN DA R — | 293
PR E 7 7 A L, EFE 399

Fii ik H BRSO ERL 178
PRER s BRSO FEM D FR 177
FEIRIEF/ABRSEY A FOFE IR 174
BEDA L FE— |k 156

D faih1b 276
wOSA T A N4

Py EE K DR 200

Py G DR 201

T — Y A XOFRE., QuickStart 7' 12 7T A 47
T — LY A RDOETH 317
PEARY >—, EFK 399

BEAR Y > — DYk 235

PR Y 2 —DIERE 232

BEAR Y S —DFoR 228, 234
EEEDOF T g 337

Bl o 7 D> 7 ZAR— b 274
BEf o 7 ORI ORI 273

BEfy o 7 D3 268

1,72

Revision 01

*—Hddl, F%E 343

X —RLF| DF%E 365, 368

F—FEIF DT, OKM =2/ —/L 343

BEAFD 7 T A X ~DZ)N, QuickStart 7' 1 77 L
49

BEFE~DZN, QuickStart 7' 11 7' 1 49

fashib 7

L) 32

FERERLAA 153

B R— 7 H 7k OERL 341, 361

B R— 7 H o FOEL, OKM 22 Y —
JL 341

B R— 7 H 7 FOFEME 36, 359

<

X 79

74T v FRGE 93

7T AZ ORERL, QuickStart 7' 1 75 A 41

JTARDNy 7T b O IE, QuickStart 7
a7 55

JIVTAANEXR2 )T 4 —RTA—F EE
400

rsay s, a—Aanruay s OFRE 225

[+

“— h U = A DHIBR 354

“— h 7 = A OHIBE. QuickStart 7' & 77 A 38
— b7 = A DB 354

“— N = A @B, QuickStart 7 '12 75 L 38
“— |

S

S

SRR

U = A OFx 354
VA DFR, OKM =2V —/L 354
7 = A DFR, QuickStart 717 7T L 38

SR

a7EX2 VT 40—y I T v T OERK 198
TR EME, fRXE 96

M3, OKM 2~y FfT2—7 4 U7 1+ — 374
21V — b, (ELOM/ILOM) ~0 iz @ #ke 24

S

HA b, EF 401

B A ~OHI 143

B A N OFEDZET 142
HilR 91,172

1ERk 87,124,140

H 7))V Perl A7 1) 7 389

#5| 407



L

1=

AT W) 223

VAT KEEA, HUAS 224

VAT LK T 189

VAT LA T OIER 190

#& T 1E 388

T O 364

TEFRE O, OKM =2 Y —/L 342

TEHEOHERY 362

TREHEE, Wk 342, 364

S D FKoR 328

PO FRKR AT 168

7K 329

RERE, EF 401

va—bbhy FX—77

MEx=2 )7 ¢ —BHEE 22— —&RDO AT,
QuickStart 7’12 777 A 45

HFIHERE . QuickStart 7’12 7 F L 4

VIR E, B IEFa Y —1 3

F1T 33

RHEER 5

RAE & ER, OKM # 6

B o v 7 fighk 204

Hito v 7@t ~7 > a v, EE 46

Btw v 7 fEER%E DOFEE. QuickStart 7' 12 277 A
46

Hffw v 7, EF 401

j—

AT —H A/N— 82

ey

AT DT (RIEKT ), E5% 401
D

BIEHE, T 402
YV — L= KK 77

<

7% 1, 236, 396, 397, 399, 400, 401, 402, 403

T —7 R I A4 7 DGk, QuickStart 711 7T L 62

ik X — hJ— 159

HRk/ S— k- —DHI R 265

HRk/ S— b F—D1ERL 164

HRk /X — N —DE| V) 2T 262, 264

FT—Ha=y b~ RBINLV—T BIUOEKRYD
—10

T—Ha=y ~, EF 402

F—R =y NOFEHOZLETE 300

T—H 2=y NDFEIR 296

TN A, EFE 402

&

h—27 | EBF 402
k=2 A EFE 402

Iz

ANJ) 42
RN, EFE 402

12

X2V T4 —EHEEDA T 9 336
X2V T 40— T A—F 191

X2 UT 4 — T A—X DT 195
X VT —RU v—, T 401
v ia VAT 7 X 81
E & 21

Befe e 87

#BH 15, 63, 196, 228, 295, 333

%z

#1E 101, 227, 279, 311, 321, 323
BEY U —[XH 79

FRAEDFEHE X 80

BED IR 135

VI NI 2T T v T T —RDOT 75 4 74k 212
VI N =2T T w77 L— KD 308

V7 U =2TOT v L— K307

Y7 b7 =7 B, Oracle Key Manager 14

V' — 1D, IPv6 7 R L ADF57E 98

408 OKM 2.4 Administration Guide

F v hU— ik, fRE 35

Fov NU— 7 R 216

X NU— I RO E,
35

Sy U — 7 5k 2

v MU — 7 B O 26, 29

X MU= EF 402

QuickStart 7’12 77 A

July 2011



(&

K

EEfEsh b 7

ARG, EF 403

Ny 77 w7 391

Ny T T 7T 7 A4V, EF 403
Ny 7T DI 186

Ny P T w777 A, EH 403
RNy 07 w7574 VOVER 315

Ny T w777 A NVOFEMOLT 184, 313
Ny I T 777 A NOEFEDHER 316
Ny 7T w777 A VDEREDRR 180,312

ISAT L— RDIEF 92
INT A — K O 377, 391

[0}

HFTIT 4T T
#r 137
TEHER /ey DU — 7 i 13

~
zb\

BRAS— 3 b)) Bz 214

~

~)LT7 75
F3

PR O E R BAE O HIBR 331
RY 2—h ) TAFKE, €F 403

&

Ama—=T 78T L —FF—=77

03

##1102, 227, 279, 311, 321, 323
B DO FEIR 133
BB — A DA 16

Revision 01

Aahbgt, E# 403

a— P LB NR—2 DT 7 & AHH 9

2—P—DHI kR 131

2= —DFEMDOLEE 127

=P —D/RAT L —ADFRE 129, 348

2 =P —DNRAT7 L—XDE, OKM =Y —/b
348

2 —P—DFEIR 121

2 —HF—DFE|, Oracle Key Manager 15

a—%—1U Z 120

a—74 V74—, a~vr N7 371

£

BEAIL Y k. EFE 403

)

7 v 7k, 3% 403
h

] 384, 392

)

B 77k 369

A

1

#5| 409



410 OKM 2.4 Administration Guide July 2011



	目次
	図目次
	表目次
	はじめに
	Oracle Support へのアクセス

	このリリースの新機能
	紹介
	概要
	OKM の概念
	OKM クラスタ
	エージェント
	ネットワーク接続
	初期設定 - 直接接続または遠隔コンソール
	初期設定 - QuickStart プログラム
	鍵のライフサイクル
	状態遷移
	OKM 鍵の状態と遷移
	アクティブ化前 (Pre-activation)
	アクティブ (Active)
	非アクティブ (Deactivated)
	危殆化 (Compromised)
	破棄/破棄危殆化

	ユーザーと役割ベースのアクセス制御
	各役割に許可されている操作
	定足数保護

	データユニット、鍵、鍵グループ、および鍵ポリシー

	TCP/IP 接続と KMA
	ネットワーク内の OKM
	OKM Manager のソフトウェア要件
	オンラインヘルプの使用法
	役割ベースのアクセス制御
	役割ベースの操作

	Key Management Appliance の設定および管理
	ASR (Auto Service Request) 機能

	はじめに
	サービスプロセッサを介した KMA へのアクセス
	KMA への接続
	OKM コンソールの起動


	QuickStart プログラムの実行
	QuickStart の起動
	ネットワーク構成の指定
	KMA の初期化
	クラスタの構成
	初期セキュリティー責任者ユーザー資格の入力
	鍵プールサイズの設定

	既存のクラスタへの参加
	クラスタのバックアップからの復元
	エージェントの追加およびテープドライブの登録


	OKM Manager の使用
	OKM Manager について
	OKM Manager ソフトウェアのインストール
	OKM Manager の起動
	Windows での OKM Manager の起動
	Solaris での OKM Manager の起動

	OKM Manager GUI の概要
	「System」メニュー
	「View」メニュー
	「Help」メニュー
	ショートカットキー
	メニューアクセラレータキー

	OKM Manager GUI の区画
	OKM 管理操作ツリー区画
	OKM 管理操作の詳細区画

	OKM Manager ソフトウェアのアンインストール
	実行可能ファイルの起動
	「プログラムの追加と削除」の起動 (Windows のみ)


	「System」メニューの使用法
	クラスタへの接続
	クラスタプロファイルの作成
	クラスタプロファイルの削除
	KMA からの切断
	パスフレーズの変更

	証明書の保存
	構成設定値の指定
	ゾーン ID を含む IPv6 アドレス

	OKM Manager の終了

	セキュリティー責任者の操作
	セキュリティー責任者の役割
	「KMA List」メニュー
	KMA の表示
	KMA の作成
	KMA の詳細の表示および変更
	KMA のパスフレーズの設定
	KMA の削除

	「User List」メニュー
	ユーザーの表示
	ユーザーの作成
	ユーザーの詳細の表示および変更
	ユーザーのパスフレーズの設定
	ユーザーの削除

	「Role List」メニュー
	役割の表示
	役割の操作の表示

	「Site List」メニュー
	サイトの表示
	サイトの作成
	サイトの詳細の表示および変更
	サイトの削除

	「SNMP Manager List」メニュー
	KMA の SNMP マネージャーの表示
	新しい SNMP マネージャーの作成
	SNMP マネージャーの詳細の表示および変更
	SNMP マネージャーの削除

	鍵転送
	概要
	鍵転送パートナー機能
	鍵転送処理
	鍵転送パートナーの設定


	「Transfer Partners」メニュー
	「Transfer Partner List」メニュー

	「Key Transfer Public Key List」メニュー
	「Key Transfer Public Key List」の表示
	鍵転送用公開鍵の詳細の表示
	鍵転送用公開鍵の作成

	「Backup List」メニュー
	バックアップファイルの履歴の表示
	バックアップの詳細の表示
	バックアップの復元

	「System Dump」メニュー
	システムダンプの作成

	「Security Parameters」メニュー
	セキュリティーパラメータの取り出し
	セキュリティーパラメータの変更

	コアセキュリティー
	「Core Security」メニュー
	Backup Core Security
	コアセキュリティーバックアップの作成

	Key Split Configuration
	鍵分割設定の表示

	Autonomous Unlock Option

	「Local Configuration」メニュー
	Lock/Unlock KMA
	KMA のロック

	ソフトウェアのアップグレード
	ソフトウェアアップグレードの実装のガイドライン
	ソフトウェアバージョンのアクティブ化
	複製バージョンの切り替え

	ネットワーク構成情報
	ネットワーク構成の表示

	ASR (Auto Service Request)
	ASR を使用可能にする


	「System Time」メニュー
	ローカルクロック情報の取得
	KMA のローカルクロックの調整


	コンプライアンス責任者の操作
	コンプライアンス責任者の役割
	鍵ポリシー
	「Key Policy List」メニュー
	鍵ポリシーの表示


	鍵グループ
	「Key Groups」メニュー
	「Key Group List」メニュー
	「Agent Assignment to Key Groups」メニュー
	「Key Group Assignment to Agents」メニュー
	「Key Group Assignment to Transfer Partners」メニュー
	「Transfer Partner Assignment to Key Groups」メニュー

	「Audit Event List」メニュー
	監査ログの表示
	監査ログの詳細の表示
	監査ログのエクスポート

	「Data Unit List」メニュー
	鍵の危殆化

	その他の機能

	オペレータの操作
	オペレータの役割
	「Key Groups」メニュー
	Key Group List
	Agent Assignment to Key Groups
	Transfer Partner Assignment to Key Groups

	「Agent List」メニュー
	「Key Group Assignment to Agents」メニュー
	「Import Keys」メニュー

	データユニット
	「Data Unit List」メニュー
	「Software Upgrade」メニュー
	ソフトウェアアップグレードの実装のガイドライン
	ソフトウェアアップグレードのアップロードおよび適用
	ソフトウェアバージョンのアクティブ化

	「Backup List」メニュー
	「Audit Event List」メニュー
	「KMA List」メニュー
	「Site List」メニュー
	「SNMP Manager List」メニュー
	「System Time」メニュー
	「Lock/Unlock KMA」メニュー


	バックアップオペレータの操作
	バックアップオペレータの役割
	「Backup List」メニュー
	「KMA List」メニュー
	鍵プールサイズの変更

	その他の機能


	監査者の操作
	監査者の役割
	「Audit List」メニュー
	「Security Parameters」メニュー
	その他の機能


	定足数メンバーの操作
	定足数メンバーの役割
	「Pending Quorum Operation List」メニュー
	関連操作


	OKM コンソールの使用法
	OKM コンソールの概要
	KMA へのログイン
	Operator
	セキュリティー責任者
	その他の役割
	オペレータの役割の機能
	セキュリティー責任者の役割の機能
	その他の役割の機能


	コマンド行ユーティリティー
	OKM コマンド行ユーティリティー
	終了値

	バックアップコマンド行ユーティリティー
	Solaris の構文
	Windows の構文
	パラメータの解説
	例


	SNMP 管理情報ベース (MIB) データ
	用語集
	索引

