Oracle® Key Manager

Xa)T4—HAF
2.4

E25341-01

2011 &7 A



Oracle Key Manager Security Guide 2.4
E25341-01

Copyright © 2011, Oracle and/or its affiliates. All rights reserved.
FEE OKMBEZEF—L
A% [Contributors]

COVILIIT7EIVEERFIAY FOFERERTIE. SAEURZHDOFIHEHIZKS LDE L, sMEL
EICATERBICIYRESATVET, SV RZHTHRMUIZHESINATLEEESE LIEERIZE ST
BHLATWWSEEZEKRE, X, FRICEAFELZL, LHLSEL2LER. 5, E58., #R, kX, BE. S5
1o RHEE, FE. BA. BR. RT. 2BFLERTTEILEETEERA, SOV T RITDY)/N—
RIS FYLY, FF7ETIL, FAVNRAIVEEBREDF=OITERIZE > TRESN TV RIGEERE.
BEShTWET,

COICRBESNFERIFELGRLICERESASEENHYES, Ffz. BYDSBVIEORIEFIVLARET,
RYZRDTLBRIFT. A5 VNAFETITERILZS,

COVILIDzTERIFEERFF A &, KEBRF#ES L XKREBRAERBRICRH>TIOYI I T
FLREABMERFLIADFESA VRSN EBICRRT ZEEE. ROBHNSERINET,

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data
delivered to U.S. Government customers are "commercial computer software" or "commercial technical data"
pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As
such, the use, duplication, disclosure, modification, and adaptation shall be subject to the restrictions and
license terms set forth in the applicable Government contract, and, to the extent applicable by the terms of the
Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software

License (2011). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

COYI Yz 7RESEIFLHERER7 TV —2 a0 TCO—RBRUEFERADEOICEHEIAELOTT, 20
VIrzTIE. BERMESTTUS—2ay (AMIBEERESEITRENHZ T TV r—2 3V EED)
~DRABREFEME L THEIATLERA, COVI LI 7ERENMES 7TV — a0 TCHERATHIE. 2
DYIT LI T7EREIERTSHI12, BULBREEE. Ny 7y 7. TEME (redundancy). DDt
FEBLDAZELIFERBOEFLLGYET, COVI LI 7EBENMES 7TV r— a0 TCERLEEI LIS
ERLTEENRELTL, 737 LB LUTOEESHE—UOEEETALNFET, Oracle IE Oracle
Corporation 8L UZDEESHDEREIZTY, TOMDEE. TAENORMEBEOEIZE(EIEHFHIZET
£

ZOYIFIIF7ELTEFAAV ML, EEFBEDaVTUY, E8F. Y—EZXAADTIER. HIVEEFAD
BT 2BEMERBRTEIIENDYET, A3V LB ELIUVZTOBEERMIE. E=FDaLTFUY., HE ¥—
EXRIZBELT—UNEEZEDLT. WHEEIFRIELWV:LEEA, 7S5V EELUVFOBERMIE. E=FD
aVvFUY, 8 Y—EXADT I ERFRIIFERICE > TEL, B, HAIVIEENRELTL—YDE
FEEVHIRET,

Oracle Key Manager Security Guide 2R—T



EB/MEFHEDERBICHE D oo 7

VAT LOEEIRBEZBERT Do 7

BLEHOLX2) T4 —1EH

KMAZ DY I PRUTEEE T B, 10
KMA®D BIOS ZtFa )T A —TRET Do, 10
KMA®D ILOMZt+FX a1 )T A —TRET Do, 12
OKM 7 S RAZHADZHD KMA ZHERT B .o 14
OKM 2 S RAIZEBIMD KMA FBIT B e, 14

KIVIA DYoot sssss s ss st 15

Oracle Key Manager Security Guide






N—F 1=
COBTIE. BEOBELT T r—0 3 D2 T 1 —D— RIS FAIIS DN THE
LET.

A=
Oracle Key Manager (OKM) (IR BILBBDIERKR. BREF. BLUVEEZTVET, ROV
R—RY FTHERSIATOET,

e BEETISATUAR (KMA) =R I—IZEDILLSA YA IIBEER, B, 7
JERFEH., BLIUVRBITOEDS IV IY—ERFRHT S, X2 74 —5&1(t
SN-HERTT, KMAIX, A FL—DRY RD—ODIEETESRIABRELT. T
RTDRA ML= TFNA ANBHRINDBISATVNSEZ L. BLUITRTOBESIE
BOER. FOED 3=V, HIRPHRESNIZAR) O—IZf>TWS I L #/RET
LETS

* Oracle Key Manager GUI - 7—9 X F7—> 3 Y ETETSIN, IP Ry FT—9#H
T KMA £EELT OKM DR EEEEITS. 73714 hLa—H—4(L4
7 T —XT7Y, Oracle Key Manager GUI [, BEFHEDT—V X T—3VI2T4 VR
F—ILT HRENHYFT,

* Oracle Key Manager CLI- 7—9 R T7— 3V ETEITEN. IPRY FT—V AT
KMA &aEfE L T—RUGEBRREZERILET S, 22037 FTA 0271 —X
T, Oracle Key Manager CLI [, BEEMNAEBELIT7T—V R T—3 VITA VA F—
LT BELRHYFET,

'CMM73Z9-9Z?AWE&6T&T®KMA®$$UTTQCh%@KMA@
IART, HEICE#HL. FREZMEEICERLET,

* I—VzIVbk - OKMIFRFICE>TEEINTWAREFEAL THEILERT
T35, TNARERIEXY T FD 7 TY, StorageTek DEEBIET—T K34 TI&
I—CzobD—HITYE, IT—U x> bl AgentAPI ZMH LT KMA EBIELET,
AgentAPI I, T—zV bDN—FRD7EEREVI bz 7ICHARENT-—FE
DIVIT DT T7AR3TT—ATY,

OKM I KMA, T—< x> b, KUV Oracle Key Manager GUI & CLI AZE{fTENTLVS
V=9 RAT—2aVOBOEKEIC TCP/IP vy I —V 2FEALET . FEHEOSVERY
D—OERTIRETH-HDIZ. & KMADRY FT—DVEEICRD 3 2D/ 22T —R
NS TLET,

 EHER - BEHRORY NI I NDOEKICEASNET
s Y—ERER - T—Cr OERICERSIAEY

Oracle Key Manager Security Guide



e ILOM/ELOM ¥#: - KMA @ ILOM E£1=[X ELOM ~NDEHICFEAINET

ROEDFIZZL TSN,

OKM
Manager

Quickstart

i T10000F7—7 Eavy—IL
54Tk Fsqo | B '/ﬁ;\ﬁ
e SnY—IL

.l
—= ZET=

1-1. KMA ~D &%

Oracle Key Manager Security Guide 6 R—T



— i) 7« —RAI
ROBEIE, 7T r—2 3V ER2ICHERT BLHOEREBY ET,

VI ko7 EBFICED

X2 T —DOEEICEATAHRAD 1D2(EF. IRXTOVI Rz T7DN—23a3 &Ny
FERHIZERDIETY, IO Oracle Key Manager 7w T L— KRy sr—S 84 VR
k—>I(X. My Oracle Support @ Web H4 k (http://support.oracle.com) TAFTZEET,

BEEGY—EXRICHTEIRY RTI—O0F7 O RZEFHBT S
ESRRATINT—2a I E 7747 94— ILTRELTLESWY, 274704+ —IL%& &
R3dE. INODVRTAIZHT BTV EANBEMDR Y FT—IRBIZFHIREINDZ &
NMREEES., HDEICIE L TEROFHBEETIENTEET, ADAEELT, MILE
BOI7AT2+—ILDROYICTFATIOA—ILIL—3—%FRATEHELELTEET,

R/MFEORAIZHE S

R/MFEDRAE (X, I—V—ICEDDEBREERITTETLLEITORNMROFIEEEZR D L
TY, BEF. O—JL, HFAREERBEIMFELIz=HIC AT LNRESERICH L TERF
[CHEBIENKLSHYFET, HIHBOSA I 7 IILONHIZVHEDAETTIEO/EE
ZNBTIDENHDELEEREICEONET, I—F—DFEZEHMICREL. HWEDE
BLOEFEIZHLTEUNEINZHTETSHLSICLTLIEELY,

AT LOEBERBERERT S

SARATFLDEFXFIYT4—IZIF, BhfzEXaUTFs—TO O, BULEIRATLER.
BEUIRTLERD 3O2NERELYFET, C0 3 DBEQEHICIKEELI—FDOE
LHERICE>THRHETEEFT, PATLADEIVR—2 2 MIIE, A DERERELH
UEFT, COYXZaT7IDEET ENARIZHL, BEELI—FEZEHMICERL TS
LYo

BICRFOEX21) T4 —BFBEAFTS
Oracle [V 7 bz 7 &R a7 ILEMEMICHELTULVET, F My Oracle Support
D WebHA FTYUEDaVERERALTLESLY,

[[EBStEFXaUTo—HA K] MoiRE]

Oracle Key Manager Security Guide


https://support.oracle.com/CSP/main/article?cmd=show&type=ATT&id=403537.1:1

N—hr2:EFXxa)FTs—HRE NI R =L
b 177

AR F=ILOBE
COHEHITIK, EXaT1s—REIN-A VA F—ILD=-ODFEFIEIZDODNVTHEETRL.
DRATLIZHEINSZWN OADEE FARODICOWNWTHRBALET,

REICOVWTERT S
DBEGEXFA)TA—Z LK ERTLHHIC, ROAZTHEELTIESL,

M) v )— £ \

FEHREDEZE D)V —RERETEFT BELGEFLIVTA—DLALERET HE
ElE, RELEWIY—RZEZBELTSESL,

REITDHELIY—RIFESDT—ETY, CITHASATWREMIDY VY—RIE, T—
ANEBRLBREICEHENHZILNDTT, T—2OREICEET H2FEEICIE. T—428% (D
FY. TANFATELRNI L), T—IADRBILFLEFERRBINTLVHEVEANDRTRL
ENHYET,

REBOBTO > T— 5 £RET BRI L CEREAET, LEA>T, Th
SHRETBY V—RTT, FSOBTREEHET 3I2[E, EEEOBREELSTT
kfj-o

RETDHDEDIY—RELT, BEBT7T TS54F7 U REED Oracle Key Manager 7 5
AABERICEFNTVWIEELHYET,

2 Ny 1) v ) — & \

NSEDYY—RIE, TIERTBERODLEVNVITRTOLI—YHF - RETILENDHY F
To INBHDY)YV—RIIMEBMICREINEIRETT, EOREENAALDY V—RIZx
TEIT7VEREZEHEORENZEEL T, RIZ, EHRZEEBM Oracle Key Manager
RETEDLSLBRELXEERTTEIDLENHINEHELET,

#~f~
o ‘a

X1V T—AXDODEEHIFERICBRE SN, BLRLIFMELRLEINEGEZELHYFET,
iz, UY—RZFEALTVWEEHPEALI—F—HIEBEEICK>TKRKELEEEZZIT
5EEHBYET, EVYV—RDEF1) T4 —DEEZFEMTLHILIE. JY—RE#EY]
[CRET H=DICRIBET,

Oracle Key Manager Security Guide EgR—T



HREINSEEFRAD
RDOEIE, Oracle Key Manager Y1) 12— 3 v D—RMLEKEZRLTLET,

. E Q/ H—E RiR
E | TSI —L
E H—ERFIRT—5 0
—— B R
= § ( TWERIET—Y
= .
: ]

KMA -/Key Management
Appliance

T10000 7—7
K547 S LT—%

OKM
B
GUI

T10000 F—FFS54T

arvy—=\

BEEO—YRT—av

1-2. OKM V') 22— 3 > D— SRR BL (&

Oracle Key Manager Security Guide



BEBF7ISATUORAORE
CDETIX, OKMBEET7 JSATUVANHRBELEBRERRIZITIAEICOVWTHBALE
TO

KMA [&. 8&RF(C Oracle Key Manager #8eA A AENT NS BIET TS5A4 7 AT,
OKM 7 SR B ~MD KMA DFRE EBRIFRDFIETITVET,

1. E KMAZSVIRAICRELFEY

2. E KMA® BIOS & ILOM ZtFa Y T4 —TRELEFT

3. OKM 7 SR ADZEHD KMA ZHERLET

4. OKM 7 5 RZ(ZEMD KMA ZEMLET

OKM ¥ 5 R 2 DEHDFEIZ DL TIX, [Oracle Key Manager VAT LT a7 5VARA
14 KRl #28BL TS,

KA 25 vV RICERET S
['Oracle Key Manager Installation and Service Manualll ®FIJEIZf€ > T Oracle h X% <
YB—ERIVOZT7HA KMAZES Y IRIZKRELET,

KMA @ BIOS 2t X)) T+ —THRETH

Oracle Key Manager KMA [F&ERFICRITD ILOM KU BIOS 77 —LD T 7HHEHAAE
NFEF, Oracle hRAIHY—ERXRI VP77 FLIFEEN. KMAD BIOS ¥ )
TA4—CRETIHIVELAHYET, ILOM £F2[L ELOM 77 —L Iz TF7EF7v I L—FKL
ziEE&+H. BIOSZEXa ) T4 —THRETDHLSITLTLIESLY,

BIOS ZtFal) T4 —THREITBICIK, EFa) T4 —DEFREIZOGNEAREMEDH D
BIOS DEEZHCKIICHED BIOSREZEELFET,

RIZTRTFIETIE., KMA @ Integrated Lights Out Manager (ILOM) %4+ L T BIOS :RE1—
TAVTA—IZ7OEALET, ZD KMA [ Sun Fire™ X4170 M2 4 —/A\—T¥, Fiz.
KMA @ Embedded Lights Out Manager (ELOM) 4 LT BIOS &&E1—T 4 T4 —IZF
JEALET, ZD KMA (X Sun Fire™ X2100 £1-I& X2200 M2 H—/N\—TF, CDFIE
THEREMESD BIOS BEIX. 3FBEOH—/N\—DENIZTOVWTERLETT,

Oracle Key Manager Security Guide 10 R—2



1.

Web T5OHZMEET, Web R—XDA U E TJx—XEFEALT ILOM [ZBT A
YLET, IOMWeb 1 2 7z —XDFERAEDOFHEMIC DL TIE, [Oracle
Integrated Lights Out Manager (ILOM) 3.0 Web Interface FIEH 1A K] #8BLTL
ZELY,

HFLLEESNT: KMAIZIE. root 2—H—DT ITHIL MR T—ERBEESNT
WET, CONRT—FZZEBL, RETHELIICLTLIEEELY,

=

BIOS {1 —T 4V T4—I272RXFTSIZIE. [Remote Control | .

[Redirection] DIJEIZFEEIL. [Launch Redirection] 2wy  LTUE—FaY
V—IVERBLET ., ¥4 7AITNRRENzL, VE—FIVVY—ILBRTEESH
5FTYU Uy LTWEET, RIZ. [Remote Control] . [Remote Power
Control] DIEIZFEENL. [PowerUpl Z:#EIRL T ISAVEl 0 Vv O LET, U
E—FaVY—IILTEEAYvE—DEHRLET., VI—rARBEEINE I AIC
American Megatrends D BEIEMNRRSNTzH P2 F—ZH L FET,

BIOSS X E1—T 4 JT4—T. ROFIEZEFTLET,

1. [Security] # 7@ [Change Supervisor Password] 7 4« —JL FIZ#E L T Enter
F—FHL, NRT—FFEELFEFT, CONRT—FZEZRELFT,
2. R—=IN—NAHFDNNRT—FLKZHE/ET D&, User Access Level ] 7 4 —JL EHE
TRENFET, [UserAccesslevel] 74 —JILFIZHEEIL., REZ lFull Access] hi5
MLimited] IZZEELET,
3. TBoot] # JIZ#8 LZEJ . [BootDevice Priority] IZBEL. XRDLSIZEEL
9,
27 J4—ILFA fE
Boot 1% Boot Device HDD:PO-SEAGATE
( TBoot Device Priority] M) ST95000NSSUN500G 101
Boot 2" Boot Device Disabled
( TBoot Device Priority] M)
Boot 3" Boot Device Disabled
( TBoot Device Priority] M)
4, ITNHDNEBZXREFTH=HIC FIOF—ZFHL., TOK] ZBIRLTHEEELET,

Oracle Key Manager Security Guide



DRTLINERHTAETHELET, ST BIOSIZR—/IA\—NAHFD/IRAT—KNEZESHh
=DT. RIZBIOSEREA—T A4 )TA—IZT7IOERTBEZDINNAT—RKDAANRDH 5
nEd,

BIOSBREL—T «4 ) T4 —DIRFEHEDFEMIZDOULNTIX. [Sun Fire™ X4170, X4270, and
X4275 Servers Service Manualll @ TConfiguring BIOS Settings] MEIZSB LT &Ly,

KMA @ ILOM Z2t*Xa1) T+ —THET S

Oracle Key Manager KMA [F3UERICRHD ILOM XU BIOS 77 —L T 7HEAAE
NFET, Oracle hRAZIHY—ERI VT EETEEN. KMAD ILOM ZEFa 1)
TA—CRETDVLENHYET, ILOM 77 —LzT7EF7 v T L—FLEHED.
IIOM ZtF 2 ) T4 —TREITDHEIITLTLESLY,

ILOM 2t X2 T4 —CRETBIZIFH. X2V T4 —DRBRBIEIZOLEAZEEEEDH D
ILOM DEEZHCEIITHED IIOMBEZERELET,

RIZTRTFIETIE. KMA @ Integrated Lights Out Manager (ILOM) IZ7 2 t€AXLET, 2D
KMA (& Sun Fire™ X4170 M2 —/\—T9,

1. Web 75O %BEET, Web R—ADA VE2 T x—REFEALT ILOMIZRT A
YLET, IOMWeb 1 2 7z —XDOERAEDFEMICDOULNTIL. [Oracle
Integrated Lights Out Manager (ILOM) 3.0 Web Interface FIEH 4 FJ] #8BL TKL
ZEL,

2. HLLHEEIN: KMAIZIE. root A—HF—DT I 4L FIRAT—KABEINT
WEFT, CONRRT—FELEHL, BRETDHESICLTLESL,

3. [Configuration] . [System Management Access] . [SNMP Management] DJE
[Z#ELET, [Settings] 2 SNMPV3 DERZEZHEOH LET (vl & v2c ITEY
[ZLTEDLFEVEEA), SNMP ZNLI=ERRDEER L[ <=1 [Set Requests |
EFEIICLET,

4. [Configuration] . [System Management Access] . TIPMI] DIEICFEEIL EFT,
OKM 2.4 T Auto Service Request (ASR) HEENBA SN TWLSIHZEE. IPMI ZFH
ITLET. TALUNDEEIE, ERIBSFEN G ITAE IPMI ZEICLEFT,
DAETT—RERNTECE. SO KMARY T—FShBTEEENHY £F,

5. [Configuration] . [System Management Access] . [CLIJ] DIEIZFEL FT,
TI7HIEEETHE CLEYy Y a UNERICEAWV-EFICGELAEENH D125,
Yy AV AALTONERELET,

Oracle Key Manager Security Guide 12 R—2



6. [Configuration] . [System Management Access] . [WS-Man] DJEIZ#E L F
9, WS-Management & CIM AT 5 FENLZWGEIL. OV —EXEERIC
LET, CDAM 22 T7x—RFHANTELC &, WS-Management 0 k3 )LD
EEHOEMND KMALNKEZZITHAIREMENHY F T,

7. [TConfiguration] . [Clock] DIEIZ#ELET, ILOM ¥ O Y [E Sun Fire™
X4170 M2 H—N\—EDRRA MOy LERBISNATUOEREA, IIOM DA R K
EFYH—N—DARVNEEERFITONDKLIICT HICIE, ILOM D BT LRI ZE
UTC/GMT BFXIIZFEITERET HH . 48 NTP H—N—CREEN LK SITHRET
LZHENRHYET, S8 NTP H—/N—L L TIE. TD OKM ¥ 5 X2 D KMA H¥E
ALTWAY—nN—%HE#HLET, FHMIZDOLTIE., [Oracle Key Manager &2
A4 R] 28R LTLIEEL,

8. [Configuration] . [Timezone] DIEIZHEBHLET, ILOM DR A LYV — (%
[GMT] ICERET ALELNHY FET,

9. [User Management] . [User Accounts] DIEIZFEELET, TI7A4I D root

FHOU M EFERAT R EVE, A—HF—TFThHOU e —LEFERTHLE
EEOLET, FMICOULTIEL., [ Oracle Integrated Lights Out Manager (ILOM)

30 IRAA K] @ Ta—Y—F7hO U MEE] DEHZEZSRELTIESL,

10. TRemote Control] . [Host Control] MDIEIZFEE L F3F ., [Next Boot Device] M
{E#% [Default (User BIOS Settings)] IZERET D2HEMNHY T,

11. 'Maintenance] . [Firmware Upgrade] DIBIZEEILET ., IOMD T 7—LD T
7 EwHFIZHE S, [Oracle Integrated Lights Out Manager (ILOM) 3.0 Web Interface
FIEHA R OFRAICK L TEHFITHEIITLTLESL, BDf=H. ILOM 77—
L)z 7E7yvTIL—FFBHIZ OKMaAYY—ILhd KMAZS Yy hED Y
LTLEELY,

ILOM D#EBOEEICL > THENFKEL TS EEZONDIHEEIE. [Sun Fire™ X4170,
X4270, and X4275 Servers Service ManualJ] @ TTroubleshooting The Server and Restoring
ILOM Defaults| DEFIIZH ST, ILOM DREZET 74/ MEIZRT CENTEFT,

Oracle Key Manager Security Guide



OKM ¥ S R2HDOZED KA £ T S

RO KMA 21T HR1IC. 20 OKM 7 SR TEET HARDFNERS L1 —H—
ID /SR T L—XZHEZELET, [OracleKey Manage VATLFTaT7I5VARAHAA K] I
FERLET—V—bHYET, CNoDBABNERSLIUVI—H— IDENRRTL—X
FEYGELFCEMLET, FMICOVTIX, 2OY=-17IILTh)IRT % TERHIRE]
DEiESBLTLIZEL,

BE: CWoDOBRDPEEREIUVI—Y— IDENRXRTL—XZREL. REL TS,

Web 7590 #RAE, YE—tarVy—ILzREBL. YUE—FI2Y—I)LAT OKM
QuickStart 1 —F5 4 U T4 —%#E L F9, [Oracle Key Manager EEH 4 K] THBAS
NTWBISREDPVEEFIEHK->T, 2O KMAET OKM ISR 2 E#HMEALLET,

BAOENER., BLUEXF 1T —EBEFEREZE D A—YV—HAZOFIETEEINET,
QuickStart FIEMNET L=HET, X2V T4—FEEEN KMAICOT44 2L, BID
OKM A—H—%E&HT HIDELHYET,

ERTDHIRNENLI—H— ID ENRRTL—AADHL, LEVMEASBENEE, RWOEEHET
IHEFI)TA—IXETFTLET, ERTHIRDENL—H— IDENRNRTL—ZA%EL, L
EMENBWEE, ROEFEHRTINEF2) T —FRMELFET,

BIID OKM 1 —H—%FHT HEROTERE

EET D OKM A—HF—DHNEE, FLZTO—BBICEHROA—ILEZEYHTSH L. KL
FEETINEF2YTA—IETFLET. ERT S OKMA—HF—DNZWNIFE (ZDIFE
ALIZOa—ILE 1 DEHEIYHTS), IRWIEHTTH, BHED OKMA—H—[2&k-T
ETSINREZEHLOT LGSO, X2 To—EMELFET,

OKM U S XAIZBD KMA %#iEBMNT S

Web 7505 %#fE. VE—ravY—ILZEHL. YE—FI22Y—JLAT OKM
QuickStart 21 —TF 4 ) T4 —Z%i#EL FEF ., [Oracle Key Manager ¥ H A K] THEAS
NTWBYSREA~ADEMFIBIZHST., 2D KMAZ OKM Y SR ZIZEBMLET,

BinD KMA ZEBNd ABOFTEER
3

Oracle Key Manager IZ[&. & KMA QO BEO Y IRBBREWVWSBERLGA T a UAAESH
TWET, COFTLavik, 77 X2HORTD KMA BLTEMD KMA (2T 5
QuickStart FIETEZSN, EXa )T+ —EXELNHETEETEET,

Oracle Key Manager Security Guide 14 R—2



BiOv 7 @BBERNENICE > TLDIEE. KMA (LEEIFFIZ KMABEOO Y Y ZBEMIC
RRL. ERBMAREZERT O LGCRERHBTEAIRBICHGVET, BiA v I @BERA
B\ ->TLBBE. KMA FEBBICOY Y SNEFFICHY, X2 ) T7—FHEE
NEDOAYIEBREERLTCIDERNERHARELELIET. BERBLEEA,
BXAYY#EBRA T a2 nEMIZ DL TIX, [Oracle Key Manager Version 2.X Security
and Authentication White Paper] #SBL T &Ly,

Rit KMA DR
ARDEFH Y. KMA (X, Ei&ERIZ Oracle Key Manager #EEAHARAFENTWNSEIET T
SATUARTY, BIt7FSAF7URELT, ROBEERATLET,

o FEH Solaris /I8Ny —T (& Solaris 1 A—VICEFEFNTVWERA, =& ZIE, ftp
LU telnet DY —EREDA—T 4 )T 4—I& Solaris 1 A —PRICEELEFEA,

* KMAZA7I274ILZEERLFEEA,

o E#® Solarislogin(l) A—FT 4 VT 4—IE OKM OV —)LTEZEHZA N TULE
¥, LEMN2T, 2—H—I[& Solarisarvy—)lcad 4 oTEEHA,

o sshH—ERFTIHIMTEHLEL TVET, HREIYR—FDEH, £F2
)74 —BFEEN sshH—EXZEHIZL., BHEZHEBLTHR—r7hOV &
EEXETEET, COYR—LTHOY MIERTTBELME—DTHO U MERY, £
D7V ERELEREIHBEINEST, YR—b7HO 2 FARUETITY FIE
Solaris EETCEMEINET,

e root 7HO Y MIEMIZHEOTULET,
e Solaris DLV NNA—H—F—FIXEMH->TWET,

e KMAIZ DVD RS A4 JIFIEHF I TLWEEA,

N—F3: %) 57+ —#8E

COETE., EMTRHESNATLEIREDEF 1) T4 —HIBOBEIZOWTEHRMALET,

BENGER
ESEAENAS>TVEI—J Y FEFALTLSSAER, ECROBEICIET 50
EHHYET,

Oracle Key Manager Security Guide



. KUY L—ITBRT BIEERET
. F—AOBKEIEHIE
. BALEEHOT—SETICEFIHBRTERVEE (ESRIBHEEY A R L)

s BHIhGWT—42ZE

X )T —HREOEN

Oracle Key Manager Dt ¥ a!') 74 —HgEDBMIIRDEEY T,
s BEEENFET—AARRENGENESICRET S
s WEZXR(THAREMZEZHR/IMET S
« THICHEVMEBEMHLTANEIRET S

X )TF4—ETIL

XY FT4—HA FOZDETIE., SATLIEF LA TEI3BHEOMEEZRL. X
DEFXa1) T4 —HBENEDLSITEELTHEFH CMAIZDWNTERBEALET,
CNODREZIREMITFIFEELR X)) T4 —HEEXRDEL Y T,

o BRI -ABINTVWAL—HY—EINVRTLET—FICTIVERTESLSICL
E3X]

o RFE -VATLBHELET—ARIIRTBHZITIERFE, COT7 I wRFEIL, FBEEIC
EOWTaA—H—-AEBULET7T I CRELFTERBIHELSICLET

® %E 'nL.nIE*%*%' ﬂ?éL&o)nTﬁ Efa:kU*T7tXﬁ5‘Uﬁﬂ| J‘J.j—é ﬁ@n'\ﬁ%it
TR L EREEEENMEHTEDSLIICLET

Oracle Key Manager @t Fa 1) 74 — LRI DFMIZDULNTIX. [Oracle Key Manager
Version 2.X Security and Authentication White Paper] ZZBL T &Ly,

5L

Oracle Key Manager D7 —F T F¥—TlE, VATLDTRTOEXRMICHED RN
RBBMEINTUWET, KMA & KMA, I—U 2 bE KMA, BEUVI—HF—BEIZTOVLTIE
Oracle Key Manager GUI 7= CLI & KMA OREITY,

Oracle Key Manager Security Guide 16 R—T



VATLDEREZR (HLUOBESEI -V b E) L. OKM T ID E/8R T L—XFERK
L. BT E3ERICANDZLICE D TUVRTAIZEEINET, &AIE. VRTALIC
T—TRSAT%#EMTEE, IT—Cz U FEKMAZEREINTWS/RR T L—XIZED
WTFrYLUPIHETOLILEZEBMNICETLES, TOHER. T—2 x> bMIIL— M
BAEZEHRITH (CA) DIIAZE., BLUI—Cz YV FOFLWERTLELMNESHHREEMBEL
F9, JLl— b CASIHAE. I—2 2 FORIRE. BLUBRTOEFBNE -5, IT—
DV MILED KMA EDITRTORBIEIZERT 57-8HIZ Transport Layer Security (TLS)
TO LN EETTEET, SAEET AT X509 ;IAETT,

OKM [FJ)L— FEERRERTRE LTEMEL., IL— MIEBAZZEBLET . KMAZZDIL— +
SIAEFFERALT. T—Yx o b, A—Y—, BLUHFHLL KMAIERT HAEZME
(B2&4) LFET,

Oracle Key Manager Security Guide



7 & Al

A—HF—O—LIZE LK T EREH
Oracle Key Manager Tl&, ##¥ D1 —HY—%2F& L. §21—F—I2a—H%— ID &/XX 7
L—XEBRETEFT, FA—F—ICEERFADO—IILH 1 DFELIFEHEIVETOHL
9, hoDA—J)LIZ&Y, 2—5—A Oracle Key Manager Y R T LTRERITTE 5181F
NRFVET, O—ILIFRDEBYTT,

e X1l T 4—EH{EE -Oracle Key Manager DEREELBEFETLET

o ARL—E - I—Px U rDERELAEDREEEITLET

s AVISATURERE -RBIUL-—TEERL, B L-TIHTLI—Tz b
DF Y EREHELET

© NYITYTFRL—E - Ny o7y TiREEETLES

c EBEEE - RATLOEZAMESBLET

s EREAUN— -REBEPOERHIREEZSEL. ARLFET

X1 T4 —BFEEEE. OKM Y SREKND KMA #5RET 5 QuickStart FIETEESN
F9, TOHET, EMOI—F—%FF&ET HIZI&. Oracle Key Manager GUI ZEH L T
LX) T—BEREBLLTYSRAICATA VT IRENHYET, X2 T14—FE
ElE. 1LADI—HY—IZBHOO—ILFEYLTEHI LY, 1 OOO—LEZEHOI—F—
[CEYLTEHZEHTEET,

BO—)LICHRI SNDEE. BEUEFa1 )T —BEEENI—F—FFRLTR—ILZEE
YL TRHAEDEMZDLTIE., [Oracle Key Manager EEHA K] #SB LTS,

COO—VIZEDILK 7Y ERHETIE, KEZEREME (NIST) #ITD Special Publication
(SP) 800-60 TEZRIN TS, XBLOMEZRAT H5-HOEXEHFO—ILNYR—FEh
TW%ET,

ER B RE

—ERDIREFFEREICEELDT, SHICEVEFI)TFA—LRLLAREIZRYEST, F0
KD HEBEIZIE. OKM U SR AAM KMA DEM, KMA DO Y R, 1—Y—DERK.
A—H—~DO—)LDEMGEELRHYFET, COEF1) T4 —EFETH-HIC, FBED
A—JLIZE DK 7 RAFEIZMA T—EORPENERINFERAINET,

Oracle Key Manager Security Guide 18 R—T



BABNERIE, —ED1—F— IDENRTL—ADRT, BLUHEDREEZTET T 5=
DICBELZNODARTDRNENORY FY . BOBFNERE TERE . /ML TER
BLEWME] ELMENET,

Oracle Key Manager Tl&, B2 E|1—H— ID ENXRTL—XDRT7% 10BETHRETE,
LEWEZERTEET, ChiolE. OKM VS RAHNDRTID KMA 2BET 5
QuickStart FIETEZESINFET, BHEN 21— — ID ENXXRTL—XlE, PRXATFL~ADOOY
A VIEREINEI—Y— IDENRRITL—XRLEEFEBYFET, I —F—HIERHERREEL
BLIHBEEZHEAEE. DATLTIDRELAETINBICIE. ERSATLSHLEWL
EDRNENL—HF—ENRRITL—RIZE>TIDEELKEEINILENHY FT,

Oracle Key Manager Security Guide



EE

EKMAIZ, T—Yz2 b, A—H—  OKM Y SREAHDET KMAIZK > THEITEINT:
BERBREEED. BTTERFICSOVTEERARN M ZOJICHEBLET, £z, KMA L
I—Vxzrb, A—Y—, FEIEFET7 KMAMNRBIICKBLIZBEICLEE/RNY FEOY
[CEEERLET, EXa VT4 —BRETTEEARVME TOLSIII—VEhFET, R
MOEKIE, EF21VTA—EBRERTEEAARALO—HITT, Ffz. OKM IS RER
[ SNMP ZT—2 Y hAEAISNTLSEZEE. KMAZEF21 YT —ERZHBETHED
5D SNMP T—2 x> M SNMP Inform Z3(ELE T,

BEBEARVNESEBIBICIE, 22— —IE OKM Y SRAEIZELL AT AL, O—ILHE|
YETONTWIRENHY FT,

KMA ZZNENDEEAARNY FEEELFET. KMA IRFHFECHR (&) ICEOWTH
WEBAANVMZAIRLET, %2 )T —BEEERFREICIECTIN o ORFFHM & H
REZXETEET,

Oracle Key Manager Security Guide 20—



FMDEFY) T+ —HEE
Oracle Key Manager TILIEMD X2 ) T4 —HELRBESIATOET, OKMDSIEZSFE
HHSBED M DUNTIE,  [Oracle Key Manager Overview] #ZSBB LT ESLY,

tXa) T —RESITEE

I—Yxzrbhé KMA, 2—H—& KMA, LU KMA EE7 KMADHEORETD 3L
FRICLTY ., ENBEL. BEFRBLEISIELTVWAIVTATA—DNRAITL—X%[E
ALTFYLUPIHETAPILANEFTEINET, BT H L. AAELTORET HIEL
RABNCDITAT4—ICREENETST, COFASEELMABIZKY ., 2048 Ew k
RSA #{# /A L T Transport Layer Security (TLS) 1.0 (EFX a7 VY4 Y ) Fr RILEHEILTE
F9, SOty arvhEILIESN=5, T2 KRS > T Advanced Encryption Standard
(AES) D 256 Ev MEDEEMNTONET . UBROBEFINTID AES256 Ev MEET

EEILESNFET, HEDRIANEITINFET, EOEHKTH. FTUFRA Y FAHEFZER

SELET .

N—Foz7€*xa)TF4—EDa—)L

KMAIZIFRIFTEY DN— ROz 7EF2 T —EPa—IAHAEBEINTVET, ZD/N—
FOoz7E2Fa)T4—FEDa—)b, SunlESELT7I2 5 L—42 (SCA) 6000 h— K&,
FIPS 140-2 L)L 3 IZEBE SN TH Y. Advanced Encryption Standard (AES) 256 E v ~I&
SERBERELET, OKM IS XEH FIPS EHE— FTEMELTWLWDIEE. BESIEEN
Sy TERTLWEVLWERT SCA6000 h— FORBSEREZHMNIZLIEHY FHA. SCA
6000 1— K&, FIPS THERRBIN TV IELHFLBEBZFEAL THSLEREZERLET,
L, FIPS186-2 TIREINTULVD, SHA-1 AT % DSA ELEEAERESK T,

KMA [Z SCA 6000 11— FA RSN TULSIHES. BBB1EIE Solaris B 7 L—LT—%
(SCF) @ PKCS#11 V7 b b=V U %#FRALTETINET,

AES S vEVYT

Oracle Key Manager [, XRENMERIND EE, KMAIZRESNDZESE, IT—D U+
[CEEESNBEE, FHRIEBEETI7AILATEESNDEZIC, ABSEBSYETS (RFC
3994) & 256 £ FORESILBTHEAL THMMBEZRELES .

Oracle Key Manager Security Guide



#oEs

OKM ¥ S R 2 DZAD KMALBEIHEINDE. D KMAICK>TKRELR BIT—ILHE
MENFET, BMD KMAARY S RZITEMENS E. BAFTLL KMAIZRE SN, TOD
HETT—ADOBBIICERATELIEBETKEIZAYVET, VTR FICEMESNZE
KMA (ZSBT—IILEERL. V5X2RADODET KMAIZERELES, 3THO KMA (&, #
T—ILDY A XE#MFTHIHDICBEISHECTHLOMBEZER LT, T—2 2 FHERSE
THREOBRZEICERATESLSICLES, IT—Pz U ME HILLWT—22=v + (DF
Y, TRESLVLE] KEORINFLEEMTONATLVEVED)IZ7IERTEHLEE,
DZAFAD KMA L BELTHLWVEZERLET, KMA FBT—ILH S EEE TIKE
DBRERMYEL, I—Cz DT IHIV DB IL—TET—221=y FZZOHEEEFY
LTET, RIS, KMAFZINODT—ER—RADEHEZI SAZADELD KMA [ZH Y
FO—OBBETEELET., HET, IT—Cz 2V MIVSRIADFD KMA EEELTS
DREMYETENTEFY, FXORT—IAHRY FT—VRBHTEEINDZ LR
LTHYFEHA,

Oracle Key Manager Security Guide 2 R—=



N—=ratxa)T14—ICEHTIARE~DIEE
IR

KMA (ZBEBREROBRIET TSAT7UVALEDT, RAEEFIZORGZEZT7T)r— 3 U4
BDTS5y hI7r—LELTHERAT D LEETEEREA,

Oracle Key Manager Security Guide



IN— | 5: {34%
@A X)) Ts—RESIERBEOFYIIURE

RODELXF2)TA—F VI JRAMIK, T—E3R—REtEX1)T+—TRETSHE=OIC
BIADHA KSAUREFATLET,

1.

2.

3.

4.

10.

& KMA 2YBHICREGREICRELE T,

£ KMA® BIOS ZtFa ) T4 —CTRELFS,

Z M Oracle Key Manager 7 S A2 DBHDEIEREZEELET,

& KMADQBIAY 7 BREEVICRELES .

Oracle Key Manager 1—H#— & ZnICEEMF 50— ILEEEZLET,
RIFEDORAIZEERLET,

i. % Oracle Key Manager A —H— I EHR/MEOO—LEZITZEIY B TT
CrEELY,

Oracle Key Manager 7 S A 2 DEIMEREFERLFT,

i. Oracle Key Manager QEZEOJICREHFINTWVWEITARTOIS—., I
X1 T —EREREL TS,

BAZNEREZRVICEET DHEE. BLUBRLPIEBREZERTHLEEZEEIC, 07
X)) Ta—FNYITYTLET,

. Oracle Key Manager D/\v 9 7 v T &= EHMICETLET,

A7EX2)T4—DNYY T TIT74ILE Oracle Key Manager D/Xy 9 7 v
T7AIINEREBIGEMIZRELET,

Oracle Key Manager Security Guide 24 R—



B JVI7LIUX

Oracle Key Manager ¥ H4 K (2010 £ 11 H. Revision AA)

Oracle Key Manager Installation and Service Manual (2010 &£ 11 . Revision D)

Oracle Key Manager Y AT LT 275 AHA K (2010 F 12 B . Revision D)

Oracle Integrated Lights Out Manager (ILOM) 3.0 Web Interface FEH A F

Oracle Integrated Lights Out Manager (ILOM) 3.0 i = H4 K

Sun Fire™ X4170 M2 8 KU X4270 M2 H—/\—H G/ — b

Sun Fire™ X4170, X4270, and X4275 Servers Service Manual

Oracle Key Manager Overview

Oracle Key Manager Version 2.X Security and Authentication White Paper

National Institute of Standards and Technology Special Publication 800-60 Volume | Revision
1

Sun Cryptographic Accelerator 6000 FIPS 140-2 Security Policy

Oracle Key Manager Security Guide


http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140sp/140sp1050.pdf
http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol1-Rev1.pdf
http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol1-Rev1.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/okm-security-auth-300497.pdf
http://www.oracle.com/technetwork/articles/systems-hardware-architecture/o10-013-st-ckm-solution-4-187263.pdf
http://download.oracle.com/docs/cd/E19477-01/820-5830-13/index.html
http://download.oracle.com/docs/cd/E19477-01/820-5830-13/index.html
http://download.oracle.com/docs/cd/E19477-01/820-5830-13/index.html
http://download.oracle.com/docs/cd/E19762-01/821-0482-17/index.html
http://download.oracle.com/docs/cd/E19860-01/index.html
http://download.oracle.com/docs/cd/E19860-01/index.html
http://download.oracle.com/docs/cd/E19540-01/index.html
http://wd0337.oracle.com/archive/cd_ns/E21112_01/index.html
http://download.oracle.com/docs/cd/E19540-01/index.html

	目次
	パート 1: 概要
	製品概要
	一般的なセキュリティー原則
	ソフトウェアを最新に保つ
	重要なサービスに対するネットワークアクセスを制限する
	最小特権の原則に従う
	システムの動作状態を監視する
	常に最新のセキュリティー情報を入手する


	パート 2: セキュリティー保護されたインストールと構成
	インストールの概要
	環境について理解する
	推奨される配備トポロジ

	鍵管理アプライアンスの設置
	KMA をラック内に設置する
	KMA の BIOS をセキュリティーで保護する
	KMA の ILOM をセキュリティーで保護する
	OKM クラスタ内の最初の KMA を構成する
	OKM クラスタに追加の KMA を追加する
	強化 KMA の特徴


	パート 3: セキュリティー機能
	潜在的な脅威
	セキュリティー機能の目的
	セキュリティーモデル
	認証
	アクセス制御
	ユーザーとロールに基づくアクセス制御
	定足数保護

	監査
	その他のセキュリティー機能
	セキュリティー保護された通信
	ハードウェアセキュリティーモジュール
	AES 鍵ラッピング
	鍵の複製


	パート 4: セキュリティーに関する開発者への注意事項
	パート 5: 付録
	付録 A: セキュリティー保護された配備のチェックリスト
	付録 B: リファレンス


