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Preface

Oracle Shared Shell is a collaborative service tool that allows, under your control,
Oracle support engineers to remotely view and diagnose your Sun products. It is a
Java application that provides secure, shared, remote access to a shell session that both
customers and Oracle engineers view at the same time. You can invite your colleague
or additional Sun engineers to participate in the conference as needed. You are always
in control of who participates and who has access to the remote access session.

This document is intended for Oracle customers and partners who have Oracle
products qualified with Oracle Premier Support for Systems and/or Hardware
Warranty service plans.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http: //www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit



http://www.oracle.com/accessibility/support.html if you are hearing

impaired.

Conventions

The following text conventions are used in this document:

vi

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.
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Oracle Shared Shell Overview

This guide is designed for Oracle Support Services customers who use Oracle Shared
Shell to conduct secure conferences with Oracle Support Services engineers. Oracle
Shared Shell is a Java application designed to provide secure, shared, remote access to
a command-line user interface, such as a shell. A shell is a text-based login session
running on your system, under your control. You can invite your colleagues or
additional Oracle engineers to participate in the conference as needed. You are always
in control of who participates and who has access to the remote access session.

All communication between you and Oracle is secured by industry-standard Secure
Sockets Layer (SSL) encryption. Oracle Shared Shell also provides secure file transfer
(which you control) and a chat interface for sending text messages between
participants.

All activity from your system and Oracle is logged on both sides. Information logged
includes all output from your shell, chat messages, file transfer information, and
conference events, such as participants joining or leaving.

Terminology
You need to understand the following terms before using Oracle Shared Shell:

» Initiator: The person and Oracle Shared Shell client that initiates a session. This is
the Shared Shell client that makes a local connection to the target server that is
being diagnosed and invites and approves all other participants.

s Participant: A person and Oracle Shared Shell client that joins a session using an
invitation key provided by you in your role as the initiator.

»  Target system: The system being diagnosed, initially accessed by a local
connection by you as the conference initiator. You must use either a Telnet or
Secure Shell (§SH) connection. The target system can be an Oracle server, a
terminal server or console server, a Linux box, a storage array, or any other device
that supports Telnet or SSH access.

= Initiator system: The system from which you initiate the Oracle Shared Shell
session.

s Shell: The command line interface to the operating system on the target system.

System Prerequisites
The initiator system must meet the following requirements:

= Network connectivity from the initiator system to the Telnet or SSH port on the
target system.

Oracle Shared Shell Overview 1-1



System Prerequisites

= A graphical user interface, such as Microsoft Windows or X Windows on a system
that runs the Solaris Operating System or Linux. The graphical interface is
required only on the initiator system, not on the target system.

= Java Runtime Environment (JRE) 1.4.2 or higher software installed with the Java
Plug-In enabled. Links are provided on the Shared Shell launch page so you can
check your JRE installation or download a new version.

= A web browser, such as Microsoft Internet Explorer 6.x or Mozilla Firefox 1.5.

= Internet access from the initiator system to the Oracle Shared Shell server,
optionally through a proxy server, to ports 80 and 443.

The systems of the participants joining the conference must meet the following
requirements:

= JRE 1.4.2 or higher software installed with the Java Plug-In enabled. Links are
provided on the Shared Shell launch page so participants can check their JRE
installation or download a new version.

= A web browser, such as Microsoft Internet Explorer 6.x or Mozilla Firefox 1.5.

= Internet access from the participant system to the Shared Shell server ports 80 and
443, optionally through a proxy server.

The target system must have Telnet or SSH enabled.

1-2 Oracle Shared Shell User's Guide



Information to Gather Before Using Shared Shell

Information to Gather Before Using Shared Shell

Name

Description

Login

= If you are a Sun employee, your official email address and LDAP
password

= If you are not a Sun employee, a Sun Online Account login and
password

Note: If you do not have a Sun Online Account or if you have forgotten
your user name or password, go to https://reg.sun.com/register.

Shell /Server
connection

= Protocol that you will use for this session (Telnet or SSH).

= Host name or IP Address of the target system. If you are launching
Shared Shell from the target system, type localhost in the address
field.

= Port for the Telnet or SSH connection, if it is set to something other
than the default (23 and 22, respectively).

Terminal type

Oracle Shared Shell emulates a subset of the ANSI and VT100 terminal
standard. You should set your "term" environment variable to "vt100" or
"xterm." (Note: some products such as ILOM consoles use the "sun"
terminal type by default. Change this to "vt100" or "xterm" for best
results.)

Proxy

Some networks are configured so that you must use a proxy server to
reach the Internet. If your network requires a proxy, you must gather the
following information:

= Proxy type (HTTPS or SOCKS5)

= Proxy server address

= Proxy port

= Proxy user name (if proxy authentication is required)

= Proxy user name (if proxy authentication is required)

Note:

Currently, Oracle Shared Shell supports only SSH with

password authentication.

You need to have Oracle Shared Shell connect to an intermediate host
that has a full-featured SSH client, such as a development/test server
that allows Telnet or SSH with password authentication.

You can use Oracle Shared Shell to connect to the console port on your
server only if that console port is accessible through a terminal server
or console server that allows access with Telnet or SSH. You need to
specify the host name or IP address of the terminal server or console
server and the corresponding port that will connect to the target
machine.
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Oracle Shared Shell Interface

The Oracle Shared Shell window is divided into three panes as shown in the figure
below (Major Areas of the Shared Shell Window):

Conterznce Edit Access Tools Help
G| @ ~

Darwsir/BSD (ancho] [tlyu5] m

lugin: vracle Terminal

Fasswerd:

Welcome to Darwin! e

cncno:- orcclos cd SORACLE_HOME /

encho:~/10cRl/ferahone oracled pwd

JUsorsforacles1EqR1 cratome
#nchn:~/18cR1/arahore oracles ||

Chat | Purticipunts

| Clear Sdedtion (chat 1 all; |

.ﬁ];;pmr.'os (Fuil)
X
= : Participant's
(S Pane

(Conference crezted, connected ta server

Terminal pane: Provides the interface to the shell running on the target system. It
emulates a subset of the ANSI terminal standard or VI100 terminal. It supports
the use of tools to point to or draw over the terminal content. The scrolling
function of this pane is synchronized among all participants in the conference.
Participants with Full or No-Exec access rights can type into the Terminal pane,
but only those with Full access can execute UNIX commands. See "Setting Access
Levels" on page 4-5.

Chat pane: Enables participants to send and receive text messages to one another
without interfering with the terminal shell. This pane is divided into two frames.
The top frame displays all chat messages received and sent. The bottom frame is
the input area for new messages to be sent. Each sender is assigned a color.
Messages in the top frame are displayed with the sender's name next to the
color-coded message. Chat is not controlled by access levels. For each chat
messages received, there is a beep sound alert.

Participants pane: Displays all active participants in the order in which they
joined the conference with their access level and assigned color.
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Colors Used in the Interface

Colors Used in the Interface

Participant input is color-coded. Your input as the initiator is displayed in black. Other
participants are assigned a color based on the order in which they joined the
conference. The colors are used in the following order: black, blue, red, green, purple
and brown.

There is no limit to the number of Oracle Support Services engineers that can be
invited. If more than five participants join a conference, the colors are recycled.

Resizing Panes

You can resize the Oracle Shared Shell window to change the size of the Chat pane and
Participants pane. The Terminal pane remains the same size to maintain display
consistency among participants.

Using the Terminal Mouse Tools

Pointer Tool

Y

Marker Tool

&

When your mouse cursor is in the Terminal pane, it is also shown in all other
participants' Terminal panes, and it is identified by your color and name. The cursor
shape reflects the current tool you have selected (Pointer, Marker, or Eraser). If your
cursor remains motionless in this pane, it appears grayed-out because this causes less
distraction to other participants.

Note: To reduce network traffic and improve performance, move
your mouse cursor out of the Terminal pane or leave it motionless
when you are not actively using one of the tools.

The Pointer Tool displays your mouse cursor as a pointer in every participant's
Terminal pane. This enables you to visually indicate shell output text that you want
other participants to notice. You can also use the Pointer Tool to select text to be copied
to the clipboard. Highlighted text is not visible to other participants.

To use the Pointer Tool:
1. Select the Pointer Tool from the toolbar or from the Tools menu.
2. Move your mouse cursor within the Terminal pane.

The mouse cursor's position and movement are displayed to all participants.

The Marker Tool displays your mouse cursor as a pen in every participant's Terminal
pane. With this tool selected, you can highlight text in the Terminal pane or draw upon
it. Your markups, identified with your assigned color, are displayed to all participants.

To use the Marker Tool:
1. Select the Marker Tool from the toolbar or from the Tools menu.

2. Move your mouse cursor within the Terminal pane to where you want to start a
markup.

3. Hold the left button down while moving the mouse to draw a line. You can draw
over text to highlight it. For best results, draw slowly.

2-2 Product Title/BookTitle as a Variable



Using the Terminal Mouse Tools

Eraser Tool

&7

Erase All Tool

&

4, When you have completed a line, release the left mouse button.

The Eraser Tool displays your mouse cursor as an eraser in every participant's
Terminal pane. With this tool selected, you can erase markups in the Terminal pane
that were previously drawn by yourself or other participants. When you erase your
markups, or the markups of another participant, they are removed in all participants'
Terminal panes.

To use the Eraser Tool:
1. Select the Eraser Tool from the toolbar or from the Tools menu.

2. Move your mouse cursor within the Terminal pane to where you want to begin
erasing previously drawn markup lines.

Note: You cannot erase shell output text.

3. Hold the left button down while moving the mouse to erase a line. For best results,
erase slowly.

4. hen you have completed erasing, release the left mouse button.

The Erase All Tool erases all the markup in the Terminal pane that were previously
drawn by yourself or other participants. When you erase the markup using Erase all,
they are removed in all participants' terminal panes.

To use the Erase All Tool, select the Erase All Tool from the toolbar or from the Tools
menu. The selection of Erase All tool erases all the markups in the terminal pane.

Note: You cannot erase shell output text.
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Initiate a Conference

Initiate a Conference Without a Proxy

This procedure covers logging in for Oracle Shared Shell clients who do not require a
proxy to reach the Internet. In this procedure, you are the initiator of the session. A
likely scenario is that you contacted Oracle for technical support and a technical
support engineer is on the phone. The technical support engineer asks you to launch
an Oracle Shared Shell session.

Login
To login, perform the following steps:
1. From a web browser, go to: http://oracle.com/123

2. Click the orange Launch button. The Shared Shell Login screen appears:

[£] Oracle - Shared Shell - Login =

Customers: Flease use your Sun Online How do you want to use Shared Shell today ?
Sun Employees: Please use your email (® 1:Initiate a session & connect to target system
address and employee password.
User Name: ) 2: Join an existing session as a viewer

| | Protocol: |ss|| | - |
Password:

User Name: |myusername |

Host Name or IP: |ser\.'er1 |

[] use Proxy
Port: 22
@ Lﬁm Once started, you should use Conference-=Invite to generate a key. Read
that key, usually ower the phone to the next participant to join the
Shared Shell Server: conference.

sharedshell.sun.com, port 443

Vers. 4.3.2_36 2010-02-11_10-10-25

3. Do one of the following;:

Initiate a Conference 3-1



Initiating a Conference With a Proxy

4.

= If you are not an Oracle employee, type your Sun Online Account user name
and password.

Note: If you do not have a Sun Online Account, go to
https:/ /reg.sun.com. If you forget your password or need help with
your account, go to https://reg.sun.com/accounthelp.

= If you are an Oracle employee, enter your Oracle Single Sign On login
information.

Make sure the Use Proxy box is deselected.

Note: If you receive error messages such as "Unable to resolve
Shared Shell server ..." or "Failure communicating with Shared Shell
Server ...", you may be on a network that requires a proxy server. See
"Initiating a Conference With a Proxy" on page 3-2 for more
information.

Initiating the Session

1.

Answer the question "How do you want to use Shared Shell today?" by selecting
option 1: Initiate a session & connect to target system.

Choose Telnet or SSH in the Protocol field, depending on how you plan to connect
to the target system.

If you are making an SSH connection, type into the User Name field the user name
you plan to use to log in to the target system.

Do one of the following:

= If you are initiating this session from the target system, type localhost in the
Host Name or IP Address field.

»  If the initiator system and the target system are different, type the IP address
or the host name of the target machine.

If your target system runs Telnet (port 23) or SSH (port 22) on a standard port,
leave the Port field blank or accept the default. If it uses a nonstandard port
(typical of terminal servers or serial console concentrators), type the appropriate
port.

Click Start or press 'Enter’ button.

If you are making a Telnet connection, the Terminal pane appears. Type your login
and password as you would for any other Telnet connection.

If you are making an SSH connection, you might be prompted with the target
server key fingerprint and you might be prompted for the password to use for
SSH authentication in a dialog box. If so, type your password.

Initiating a Conference With a Proxy

This procedure covers logging in for Oracle Shared Shell clients who require a proxy to
reach the internet. In this procedure, you are the initiator of the session. A likely
scenario is that you contacted Oracle for technical support and a technical support
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Initiating a Conference With a Proxy

engineer is on the phone. The support engineer asks you to launch a Shared Shell
session.

Login

To log in, perform the following steps:

1.
2.

From a web browser, go to: http://oracle.com/123

Click the orange Launch button. The Shared Shell Login screen appears (see
sample login screen above).

Do one of the following:

= If you are not an Oracle employee, type your Sun Online Account user name
and password.

Note: If you do not have a Sun Online Account, go to
https:/ /reg.sun.com. If you forget your password or need help with
your account, go to https:/ /reg.sun.com/accounthelp.

s If you are an Oracle employee, enter your Oracle Single Sign On login
information.

Make sure the Use Proxy box is selected.

Click the Configure button to supply the proxy information. The Proxy
Configuration dialog opens:

Proxy Configuration Settings

You may need to contact your IT or Network support department

to fill in these setting. Shared Shell will need to be able to make an SSL
connection through this proxy to the following server:

localhost, port 9000.

Proxy Type: "HTTPS — ]

Proxy Server Address:  webcache|

Proxy Port: 8080

" Proxy Requries Authentication
Proxy User Name:
Proxy Password:

__ Remember Password

(cancel ) ( Test ) ( OK )

Entering Proxy Information

Make sure that you have gathered the proxy information, as explained in "Information
to Gather Before Using Shared Shell" on page 1-3.

1.

2
3.
4

Choose HTTPS or SOCKS in the Proxy Type field.
Type the proxy server address into the Proxy Server Address field.
Type the port number into the Proxy Port field.

If your proxy requires authentication, select the Proxy Requires Authentication
check box, and complete the following two steps:

Initiate a Conference 3-3
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s Type the proxy user name in the Proxy User Name field.
s Type the password in the Proxy Password field.

You can optionally choose to have the system remember the proxy user name and
password for future sessions by selecting the Remember Password check box.

If you want to test your proxy entries before initiating the session, click Test or if
you want to return to the login screen without testing your proxy entries, click OK.

Initiating the Session

1.

Answer the question "How do you want to use Shared Shell today?" by selecting
option 1: Initiate a session & connect to target system.

Choose Telnet or SSH in the Protocol field, depending on how you plan to connect
to the target system.

If you are making an SSH connection, type into the User Name field the user name
you plan to use to log in to the target system.

Do one of the following:

= If you are initiating this session from the target system, type localhost in the
Host Name or IP Address field.

= If the initiator system and the target system are different, type the IP address
or the host name of the target machine.

If your target system runs Telnet (port 23) or SSH (port 22) on a standard port,
leave the Port field blank or accept the default. If it uses a nonstandard port
(typical of terminal servers or serial console concentrators), type the appropriate
port.

Click Start or press 'Enter’ button.

If you are making a Telnet connection, the Terminal pane appears. Type your login
and password as you would for any other Telnet connection.

If you are making an SSH connection, you might be prompted with the target
server key fingerprint and you might be prompted for the password to use for
SSH authentication in a dialog box. If so, type your password.

Join or Invite Participants to a Conference

Join a Conference as a Participant

This procedure covers joining a conference as a participant.

1.
2.

Login to Oracle Shared Shell

Answer the question "How do you want to use Shared Shell today?" by selecting 2,
Join an existing session as a viewer.

Enter the invitation key provided by the conference initiator.
Click Start or press 'Enter’ button.

If your connection is successful, a grayed-out Terminal pane and a status message
about waiting for approval appears.

3-4 Oracle Shared Shell User's Guide
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5. When the initiator approves your joining, you will see the Initiator information
dialog. You can verify that is the intended customer and decide to continue with
the session or end it.

6. If you continue, your Terminal pane becomes active and you see the list of other
conference participants in the Participants pane.If you enter an invalid invitation
key or if the initiator does not approve your joining, the Login/Splash screen
reappears, and you should try joining again.

Invite Participants to a Conference

To invite an Oracle Support Services engineer or a coworker from your company, to
join the conference:

1. Select Conference -> Invite.
The Invite Participant window appears.

2. Contact an Oracle Support Services engineer outside of Oracle Shared Shell, such
as by telephone or email, and provide the key displayed in the Invitation Key
field.

The Oracle Support Services engineer types the invitation key into the Oracle Shared
Shell application.

1. When the Oracle Support Services engineer's name appears in the Waiting to Join
box, click Allow.

2. You can use the same invitation key to invite additional participants. When a
participant requests to join the session, the Invite Participant window will appear
and you can Allow or Deny the request.

3. Note that the invitation key will expire after 2 hours.

Oracle Shared Shell System and Error Messages

Oracle Shared Shell will return different types of messages depending on the task you
are trying to accomplish. Common system and error messages are explained below.

"Unexpected error starting session ... Connection refused"

This message means that the target system is refusing your Telnet or SSH connection.
If you chose Telnet, try switching to SSH, or vice versa. Oracle Shared Shell needs to
make a direct connection from the initiator system to the target system using SSH or
Telnet.

"The authenticity of host ... can't be established"

This message indicates that you are being shown the SSH key fingerprint of the target
system in order to verify the authenticity and security of the connection. This is a
feature of the SSH protocol designed to protect against spoofing by showing you a
fingerprint of the unique server key that you can match and verify. If verified, this
ensures your username and password are not transmitted to a hostile server. The next
dialog will prompt whether you want to create a known_hosts file in your Shared
Shell directory so that you are only prompted for this key/fingerprint verification once
per host.
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"Warning: Failed to verify the authenticity of this certificate because there was an error
parsing the certificate...."

This message generally displays when you have an old version of Java 1.4.2 installed
on your system, possibly alongside a newer version of Java. Oracle Shared Shell uses a
production Oracle/ Verisign certificate, but this root certificate and chain is only
supported in Java 1.4.2_06 and newer. Note that this may be true even if you check our
"Verify your Java installation" link and it shows an up-to-date version of Java. This is
because the Java installer allows multiple versions of the SDK and Java Runtime to be
installed at the same time.

You should remove older/unused versions of Java:

= On Windows, use Start -> Control Panel -> Add/Remove Programs and remove all but
the most recent version of Java. On other platforms, this is typically configured
through your PATH or environment settings.

= On Solaris, make sure your /usr/java symbolic link points to the most recent
version of Java you have installed.

"Failed to launch Shared Shell"

This error message means Java Web Start was unable to connect to the Shared Shell
server to download the application. The exact error message can usually be found by
clicking Details and checking the Wrapped Exception tab. Error messages like
"java.net.UnknkownHostException: sharedshell.sun.com" or
"java.net.ConnectionException: Connection timed out: connect" usually indicate you
need to set up a Proxy Server configuration for Java. By default Java Web Start will try
to use your browser proxy settings, but in some cases you will need to configure it
manually, depending on your platform:

= Microsoft Windows: Use Start -> Control Panel -> Java -> Network Settings. Then
check Use a Proxy Server and enter your proxy server name and proxy port
number, such as "webcache" and "8080." Click OK, then OK again to close the
preferences application.

= Solaris, Linux, or other UNIX: run javaws. Use Edit -> Preferences -> Network
Settings. Then check Use a Proxy Server and enter your proxy server name and
proxy port number, such as "webcache" and "8080." Click OK, then OK again to
close the preferences application.

s Apple MacOS X: will use the proxy settings from your Network panel in System
Preferences. Select your currently-active interface, such as "AirPort" or "Built-in
Ethernet," click Configure, then Proxies. Then check the boxes for at least "Web
Proxy (HTTP)" and "Secure Web Proxy (HTTPS)" and enter the proxy server name
and port for each of those, like "webcache" and "8080."
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Using Oracle Shared Shell

The Terminal pane emulates a subset of the ANSI terminal standard (or VT100),
allowing screen-based text editors, such as vi, to be used, as well as other utilities that
perform cursor control and basic screen-editing functions defined in this specification.

Note: Text color is used in Oracle Shared Shell to identify the
participant who last entered input to the shell. Color is not supported
for other functions.

Each participant's Terminal pane processes the output of the shell running on the
target system. This pane includes a scrollback buffer that allows reviewing of previous
shell output. This scrolling function is synchronized among all participants so that
they always see the same Terminal pane contents.

To type input to the shell running on the target system:

1. Verify that you have Full or No-Exec access, as indicated in the Access menu or for
your user name in the Participants pane.

2. Position your mouse cursor in the Terminal Pane and click the left mouse button to
ensure this pane is active.

3. Type your input.

Each character typed is sent to the shell running on the target system, and you will
see the shell output echoed back in your Terminal pane.

Copying/Pasting Text

You can copy text or command lines from the Terminal pane into the system clipboard.
Text in the system clipboard (whether copied from the Terminal pane or another
application) can be pasted into the Terminal pane. Text pasted into the Terminal pane
is input to the shell one character at a time, just as if you typed it. The ability to paste
into the Terminal pane is controlled by your access level. Everyone can copy text from
the Terminal pane, regardless of their access level.

Note: If a participant has Full access rights, carriage returns
embedded in pasted text execute the preceding text as a command. If
a participant has No-Exec access, carriage returns are stripped from
the pasted text.

To copy text from the Terminal pane into the system clipboard:
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1. Select the Pointer Tool from the toolbar or Tools menu.

2. Highlight the text to be copied (you can only copy text in the Terminal pane).
3. Choose Edit -> Copy or click the Copy toolbar button.

To paste text from the system clipboard to the shell:

1. Click in the Terminal pane to ensure it is active.

2. Choose Edit -> Paste or click the Paste toolbar button.

Sending Text Messages by Using the Chat Pane

The Chat pane allows participants to send text messages to one another without
interfering with the shell. Chat messages are sent to all the participants in the
Participants pane.

To send a chat message:

1. Type your message into the bottom frame of the Chat pane and press Enter or click
Send.

2. Your message, in your assigned color and preceded by your name, appears in the
upper frame of your Chat pane and in the Chat panes of all the participants.

Copying Text messages from Chat Pane

You can copy the text messages from the Chat Pane into the system clipboard.
To copy a text message:

1. In the Chat Pane, select the desired text messages needs to be copied by using the
mouse pointer.

2. Choose Edit -> Copy or click the Copy toolbar button or pressing CTRL+C.

Editing Preferences

You can edit preferences by using the Preference Editor. In some cases, you can input
text and in other cases you must select from a drop-down menu.

To edit a preference:
1. Select Edit -> Preferences.
2. Select one of the preferences from the drop-down menu.

The Preference Level and description are displayed beneath the selected
preference. See the description to determine if the change is immediate or is
implemented the next time Shared Shell is started.

3. Enter a new value for the preference by performing one of the following actions:

= Resetting the preference to its default value by selecting the top value in the
Value drop-down menu.

= Typing in a new value and pressing Enter (if the field is editable).

If you enter an invalid value, an error message is displayed above the Apply
and Close buttons.

= Selecting a value from the Value drop-down menu.

4. Click Apply to accept your changes.

4-2 Oracle Shared Shell User's Guide



Log Files

Terminating a Participant

As the initiator, to remove a participant from the conference:

1. In the Participants pane, select the participant's name.

2. Click the right mouse button in the Participants pane.
The Participant menu appears.

3. Click Terminate Participant(s).

The participant's name no longer appears in the Participants pane.

Leaving or Terminating a Conference

Participants other than the initiator can leave a conference at any time by choosing
Conference -> Leave.

Note: If the conference initiator leaves the conference by choosing
Conference -> Leave or by closing the Shared Shell window, the
conference is automatically terminated, and the shell receives a
hang-up (HUP) signal, killing any processes that are running under it.

The preferred method of closing a conference is for the initiator to log out of the shell
in the Terminal pane. Shared Shell detects that the shell connection is closed and
terminates the conference, notifying active participants of the action before their
window closes.

Pinging the Target System

Log Files

To obtain information on network delays, select Tools -> Ping Target Systerm.

A window appears displaying round-trip message times to the Shared Shell server
and to the target system. On the target system, round-trip times to the target system
are shorter because they are routed internally, instead of going through a server.

Oracle Shared Shell generates logs on the target system and at Sun for shell output,
chat messages, file transfer information, and general conference events (such as
participants joining and leaving).

Three log files are created for each conference, where Date is the date the conference
was created (in the form YYYYMMDD) and ConferencelID is the identifier assigned
to this conference by the server:

= shsh Date ConferencelID_conf.log - Contains general conference
information in XML format, such as start time, end time, and records for each
participant joining or leaving the conference.

= shsh Date ConferencelID_chat.log - Contains chat messages in XML
format.

= shsh Date_ConferenceID_shell.log - Contains raw shell output in text
format.
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On the target system, logs are stored in a location controlled by a user-level preference
(LogDir), with a reasonable default location chosen based on the platform where
Shared Shell was launched:

s If Oracle Shared Shell is launched on a Microsoft Windows system, the default
location is something like C: \Documents and Settings\User Name\Sun
Shared Shell\logs (the initial part of the path depends on system settings and
locale, and it is based on the Windows HOMEDRIVE and HOMEDIR settings).

s If Oracle Shared Shell is launched on a MacOS X system (not officially supported),
the default location is something like $HOME/Library/Application
Support/Sun Shared Shell/logs.

= On other systems, such as on Solaris platforms or Linux, the default location is
SHOME/SunSharedShell/logs.

Changes to the LogDir preference take effect the next time Oracle Shared Shell is
launched.

"Communication Delayed" Indicator

If the Initiator is sending continuous terminal output, there could be some latency at
participant side in seeing the output due to network traffic or server performance.
When this occurs, a "Communication Delayed" indicator will be displayed on the
Initiator:

1. A "Communication Delayed" button appears at the bottom of the Initiator
window.

Sun Microsystems - Shared Shetl _mx

Conterence Edit  Access  Jools Help
% B8 Sl 2|
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f1 2348 1446 biba 9523
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Chat | Partitipants
Clear Selecusn

FQET - TaRAFApArani.c

P com (View-Only)

Ppptestal jained the conferencn Comemunication Delayed

2. Click the button "Communication Delayed" to display the list of participants and
their communication status.

»  The status will be "Normal" if there is no delay for that participant.

»  The status will be "Delayed" if there exists a delay for that participant.
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The Initiator should inform the affected participant(s) about the communication
delay. (Or, the Initiator may choose to stop sending continuous output.)

If Initiator continues the session with the delay, the Initiator terminal output will
be stopped temporarily after some time, using the SSH flow control protocol. This
is done to avoid more data being queued up at the server side for that participant
and to avoid data loss.

Once the queue is cleared on the server, the initiator SSH terminal automatically
resumes with the terminal execution.

Setting Access Levels

Each participant has an assigned access level that determines the participant's ability
to type input to the shell in the Terminal pane. Participant access levels are
conference-specific and can be changed during the conference.

As initiator of a conference, you always have Full access, while other participants join
with View access. You control the access level of other participants and can drop a
participant from the conference at any time. Each participant's access level is displayed
next to the participant's name in the Participants pane. The table below shows the
access levels that are available:

Access Level Icon Description

Full access Enables the participant to type anything into
the target system's shell through the Terminal
pane and to execute commands on the target
system. The conference initiator always has Full

access.

No-Exec access Enables the participant to type anything except
carriage returns (which would execute a
command) into the target system's shell
through the Terminal pane. This restriction
enables a participant with Full access to review
the input before pressing Enter and executing a
command.

it
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Access Level Icon Description
View access Restricts the participant to a view-only mode.
&dr The participant is not allowed to type into the

shell. All participants, other than the initiator,
join with View access.

The initiator can change another participant's access level at any time using the
pop-up menu in the Participants pane. Other participants can send you a request for a
change in access level by using the Access menu.

To change a participant's access, you must be the initiator:

1. Select the participant to change in the Participants pane.

Note: You can change the access level of more than one participant at
a time.

2. Click the right mouse button in the Participants pane.
The pop-up menu appears.

3. Click the access level you want to assign to the selected participant.

Change Participant Access Level

From the Access menu, choose the new access level. If you are requesting a lower level
of access, it is assigned immediately. Otherwise, a message is displayed stating that the
request has been sent to the initiator. If the initiator approves the request, the new level
is displayed in the Participants pane. If the request is denied, participant notified
about that. Access level changes for any participant will be communicated as a chat
message to all the participants of the conference.

Transfer Files

Oracle Shared Shell enables participants to transfer files as long as the participants at
both the source and destination agree. Multiple file transfers can occur at the same
time. Once initiated, file transfers are performed in the background and do not
interfere with other functionality.

Please note: There must be at least one participant in the conference before you can
transfer a file. If there are no other participants, File Transfer option is grayed-out.

You have two types of file transfer options available:
1. Transfer a file to/from the Initiator's local system and a participant's system.

2. Transfer a file to/from the Initiator's target system and participant's system.

Note: This requires that the Initiator selected ssh to connect to the
target system. File transfer to/from the target system is not supported
via telnet connections.

To request a file transfer:

1. Open the Request File Transfer window
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Click the File Transfer toolbar button, or select Conference -> File Transfer from
the menu. The Request File Transfer window appears.

Select the file transfer direction

Click one of the arrows between the Remote System and Local System boxes.

Note: In the Remote System box, you may select either the
Participant or the Target System - that is, the location of where you
want to transfer a file to or from.

Select the file to be transferred

If you are transferring a file to/from the remote system, type the full path
name of the file to download or upload in the Remote System box.

If you are transferring a file to/from your local system, you can transfer the
file using either My Files (the local system box) or Target System in the Local
System box. You can browse or type the full path of the file. The Browse
button will be enabled only when you selected My Files option.

Note: The Target System cannot be chosen simultaneously at both
the 'remote’ and 'local' boxes.

The My Files and Target System options will be available only to the
Initiator file transfer window and not for participants.

For more information about the target system refer to "Terminology"
on page 1-1.

Transfer the file

Verify that the information is correct, and click the Send Request button.

— The file information and permissions are checked for both sides of the
transfer. The remote participant is prompted to Allow or Deny the transfer.

—  If the remote participant approves the transfer, a dialog box appears that
displays the file transfer progress for both participants. The dialog box
also contains a Cancel button to cancel the file transfer at any time.

When the transfer is complete, the progress window is replaced with a
window that displays transfer statistics.

For each new file transfer initiated, an automatic notification message sent
through Chat to all the participants of that conference about this file transfer. It
contains the file transfer information of source, destination, filename and size.

Note: The size of transmitted blocks (in bytes), and the interval
between sending blocks, is controlled by system-level preferences. The
FileXferXmitInterval value defines the time, in milliseconds,
before a file block is transmitted. Changing the transfer speed can
affect the performance of shell input and output and other functions.
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