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Preface

This guide describes installing — or upgrading to — Oracle Argus Safety 7.0. Keep
this guide; you perform some of these tasks once, but others you repeat as your system
changes or grows.

Intended Audience

We wrote this manual assuming your organization has the expertise to perform the job
functions listed in this section. If your staff lacks these skills, we recommend that you
engage Oracle Consulting.

Oracle Database Administrators

Installing Oracle Argus Safety requires a level of knowledge equivalent to having
mastered the material in Oracle's DBA Architecture and Administration course. You
must be able to read SQL*Plus scripts and edit them. You must be able to run SQL
scripts and review logs for Oracle errors. For ongoing administration, additional
training as a DBA is essential.

System Administrators

Installing and maintaining an Oracle Argus Safety network requires mastery of the
following skills:

= Microsoft Windows operating systems, in general
- creating and managing user accounts and groups
- installing Oracle software
- managing settings through the Control Panel
- managing network printers
- creating services
=  UNIX:
- creating and managing user accounts and groups
- installing Oracle RDBMS software and patches
- identifying space on a file system for Oracle database tablespaces

- setting and using environment variables



Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at

http://www.oracle.com/accessibility/

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

TTY Access to Oracle Support Services

To reach Oracle Support Services, use a telecommunications relay service (TRS) to call
Oracle Support at 1.800.223.1711.

About This Book

This guide contains these chapters:

Chapter 1, "Introduction”

This section provides an overview of the hardware and software requirements for
Oracle Argus Safety.

Chapter 2, "Starting the Installation"
This section provides information about starting the installation.

Chapter 3, "Installing the Argus Safety Database"

This section describes the steps in creating, upgrading, and validating the Argus Safety
Database schema.

Chapter 4, "Installing Argus Safety Web"

This section describes how to install Argus Safety Web and Argus Report Server, and
how to configure IIS Manager and Load Balancer.

Chapter 5, "Installing Argus Safety Service"
This section provides instructions on installing Argus Safety Service.



Chapter 6, "Installing and Configuring EDI Gateway"
This section describes how to install and configure the EDI Gateway.

Chapter 7, "Installing and Configuring Interchange"
This section describes how to install and configure Interchange.

Chapter 8, "Performing Post-installation Checks"

This section provides checklists and procedures for verifying that Argus Safety is
installed correctly.

Chapter 9, "Enabling IIS HTTP Compression"
This section describes how to enable IIS HTTP Compression on Windows 2008 Server.

Chapter 10, "Configuring E-mail"
This section provides information about configuring E-mail.

Chapter 11, "Installing End of Study Unblinding"
This section describes how to install the EOSU Utility.

Chapter 12, "Other Tasks"

This section provides information for performing other installation and configuration
tasks.

Chapter 13, "Argus Integrations"
This section provides information about the Argus Integrations.

Appendix A, "Third Party Attributions"
This Appendix provides information about third party software.

Related Documents

This section lists the manuals for Oracle Argus products. You can order printed
manuals from the Oracle iStore. From the iStore, search for the part number in
parentheses.

Oracle Argus Documentation

The documentation set includes:

»  Oracle Argus Safety User's Guide (E20623-01)

»  Oracle Argus Safety Administrator's Guide (E20620-01)

»  Oracle Argus Safety Database Administrator’s Guide (E20619-01)

»  Oracle Argus Dossier User’s Guide (E20616-01)

»  Oracle Argus Affiliate User’s Guide (E20618-01)

»  Oracle Argus Unblinding User’s Guide (E20625-011)

»  Oracle Argus Interchange User’s Guide (E20617-01)

»  Oracle Argus Safety Interchange Administrator’s Guide (E20624-01)

»  Oracle Argus Interchange UICH DTD 2.1 Mapping Reference Guide (E20630-01)
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Checking My Oracle Support

The Oracle Argus Safety product suite continues to grow and evolve. To help you use
it and stay abreast of updates we provide between releases, it is a good practice to
check My Oracle Support for information that enhances our released documentation.

To open the Oracle Argus Safety product page on My Oracle Support, complete the
following steps:

1. Open a Web browser to http: /support.oracle.com.
2. Click Sign In and enter your user information.

The My Oracle Support portal opens, displaying general news from several
categories. If you do not yet have an account, click Register here and follow the
instructions given on the registration page.

3. Click Knowledge.
4. Inthe Browse any Product, by Name field, enter Oracle Argus Safety.

5. Click Go. My Oracle Support loads the Oracle Argus Safety Knowledge Browser
Product Page.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Introduction

This section includes the following information:

= General Installation and Software Requirements
»  Pre-Requisite Installation Order

= Argus Safety Hardware Topology

= General Pre-Installation Tasks

» Installation Process Overview

The size of your company and licensed Argus components determines the distribution
of the software among the servers.

The following are the definitions for small, mid-sized, and large companies.

Small Company. A small company is a company that has from 1 to 50 concurrent
users and fewer than 200 new cases reported each month.

Mid-Sized Company. A mid-sized company is a company with 51 to 100 concurrent
users and 300 to 600 new cases reported each month.

Large Company. A large company is a company with more than 100 concurrent users
and approximately 1000 to 5000 new cases reported each month.

1.1 General Installation and Software Requirements

This section contains tables that show the software/hardware installation
requirements for small, mid-sized, and large companies for the following:

= Argus Safety Database Server

= Argus Safety Web Server

= Argus Safety Report Server

= Argus Transaction Server

= Argus Safety Web Client

= Argus Safety Dossier Web Client

= Argus Interchange Transaction Server

1.2 Pre-Requisite Installation Order

When installing the pre-requisites for the servers, the following order should be
followed for installing each component. Depending on the server being installed, some
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of the pre-requisites may not be needed and can be skipped. After these are installed,
you can install the rest of the pre-requisites (if any are needed) in any order prior to
installing Argus.

Windows Operating System
Internet Information Services
Microsoft .NET Framework
Oracle Client

Oracle ODP.NET

Note: If you install Windows and run Windows Updates without
installing IIS first, Microsoft. NET will be installed first without
correctly setting up ASP.NET. In the event this occurs where IIS is
installed after Microsoft .NET, please refer to Microsoft Support on
how to re-register ASP.NET in IIS.

This is usually accomplished by running aspnet_regiis.exe -i from
the NET V2.0.50727 folder.

1.2.1 Argus Safety Database Server Installation Requirements
The following table describes Argus Safety Database Server Configuration.

Argus Safety
Database Server

#  Configuration Small Mid-Sized Large Very Large

1 RAM 4--8GB 8-16 GB 16 - 32 GB 16 -32 GB

2 CPU Equivalentto2 Equivalentto4-8 Equivalent to 16 Dual Equivalent to 16 Dual
-4 Dual Core, Dual Core, 3GHz Core, 3GHz Core, 3GHz
3GHz

3  SOFTWARE 11.2.0.1 Server  11.2.0.1 Server 11.2.0.1 Server 11.2.0.1 Server

1.2.1.1 Oracle Considerations
The system is certified for the following Oracle Enterprise versions:

Windows 2008 Server SP2 - Oracle Version 11.2.0.1
Linux - Oracle Enterprise Linux 5.5 - Oracle Version 11.2.0.1

Sun - Solaris 10 - Oracle Version 11.2.0.1

1.2.2 Argus Safety Web Server Installation Requirements

The following table lists the hardware and software installation requirements for the

Argus Safety Web Server.
Requirement Type Requirement Description Small Mid-Sized Large
Software Windows 2008 SP2 X X X
Standard/Enterprise

Windows 32-bit (English)

Oracle Enterprise, Version X X X
11.2.0.1 (11.2.0.1 Client)
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Requirement Type

Requirement Description

Small

Mid-Sized

Large

Hardware

Oracle 11.2.0.1 OLE Objects
/11.2.0.1 Oracle ODP.net
11.2.0.1

Oracle ODAC 11.2.0.1

Oracle Access Manager
10.1.4.3

WebGate 10.1.4.3 (Optional
installation for SSO

Integration with Oracle Access

Manager 10.1.4.3)

Adobe Acrobat Reader,
Version 9.3.4

Microsoft Internet Explorer,
Version 7.0/8.0

Microsoft Excel /Word 2007
Microsoft Excel/Word 2010

IIS, Version 7.0

E-mail Support
SMTP

Microsoft XML Parser 6.0

Visual C++ 2008 SP1 Runtime
Microsoft .NET 3.5 Framework

Documentum DFC, Version
6.5 SP2 (Optional. Installed
only when Documentum is
used) *

WebCenter 11.1.1.4 (on
WebLogic 10.3.4). This
component is optional and is

required only for Multi-tenant

installations to deploy global
homepage and its portlets.

1 CPU X 3 GHz, 4 GB
Memory/CPU

2 CPUs X3 GHz, 4 GB
Memory/CPU

Physical Server or Oracle
Virtual Server 2.2.1

Minimum Resolution
1280X1024

xX X X X

X

xX X X X

X

xX X X X

1.2.3 Argus Safety Report Server Installation Requirements

The following table lists the hardware and software installation requirements for the
Argus Safety Report Server.

Note:

The Web Server and the Report Server can be installed on a
single instance of the Windows meeting the following requirements.
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Requirement Type

Requirement Description

Small

Mid-Sized Large

Software

Hardware

Windows 2008 SP2
Standard/Enterprise

Windows 32-bit (English)

Oracle Enterprise, Version
11.2.0.1 (11.2.0.1 Client)

Oracle 11.2.0.1 OLE Objects /
Oracle ODP.net 11.2.0.1

Oracle ODAC 11.2.0.1

Adobe Acrobat Reader,
Version 9.3.4

Microsoft Excel/Word 2007
Microsoft Excel/Word 2010

Microsoft Internet Explorer,
Version 7.0/8.0

IIS, Version 7.0
Microsoft XML Parser 6.0
Visual C++ 2008 SP1 Runtime

Microsoft NET 3.5
Framework

Documentum DFC, Version
6.5 SP2 (Optional. Installed
only when Documentum is
used) *

1 CPU X 3 GHz, 4GB
Memory/CPU

2 CPUs X3 GHz, 4GB
Memory/CPU

Physical Server or Oracle
Virtual Server 2.2.1

<

xX X X X

X

<

xX X X X

<

xX X X X

1.2.4 Argus Transaction Server Installation Requirements

The following table lists the hardware and software installation requirements for the
Argus Transaction Server.

Requirement Type Requirement Description Small Mid-Sized Large
Software Windows 2008 SP2 X X X
Standard/Enterprise
Windows 32-bit (English)
RightFax 9.4 * X X
Oracle Enterprise, Version X X X
11.2.0.1 (11.2.0.1 Client)
Oracle 11.2.0.1 OLE Objects X X X
/ Oracle ODP.net 11.2.0.1
Oracle ODAC 11.2.0.1 X X X

Introduction 1-4



Pre-Requisite Installation Order

Requirement Type

Requirement Description

Small

Mid-Sized

Large

Hardware

E-mail Support

SMTP

Microsoft Excel /Word 2007 *
Microsoft Excel/Word 2010 *

Microsoft XML Parser 6.0
Visual C++ 2008 SP1 Runtime
Microsoft .NET 3.5 Framework

Documentum DFC, Version 6.5
SP2 (Optional. Installed only
when using Documentum with
AG Service and/or Interchange
Service) *

Adobe Acrobat Reader, Version
934*

1 CPU X 3 GHz, 4GB
Memory/CPU

2 CPUs X3 GHz, 4 GB
Memory/CPU

Physical Server or Oracle
Virtual Server 2.2.1

xX X X X

X

Minimum Resolution 1280X1024 X

X

xX X X X

>

X X X X

1.2.5 Argus Interchange Server Requirements

The following table lists the hardware and software installation requirements for the
Argus Interchange Transaction Server.

Requirement Type Requirement Description Small Mid-Sized Large
Software Windows 2008 SP2 X X X
Standard /Enterprise
Windows 32-bit (English)
RightFax 9.4 (Optional) * X X X
Oracle Enterprise, Version X X X
11.2.0.1 (11.2.0.1 Client)
Oracle 11.2.0.1 OLE Objects X X X
/ Oracle ODPnet 11.2.0.1
Oracle ODAC 11.2.0.1 X X X
E-mail Support X
SMTP
Microsoft Excel/Word 2007 X X X
Microsoft Excel/Word 2010
Axway Synchrony, Version 5.9 X
SP1 (Optional*)
Microsoft XML Parser 6.0
Visual C++ 2008 SP1 Runtime X X X
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Requirement Type Requirement Description Small Mid-Sized Large
Microsoft Visual Basic Power X X X
Packs 3.0 (Mapping Only)
Microsoft NET 3.5 Framework X X X
Documentum DFC, Version 6.5 X X

SP2 (Optional. Installed only
when using Documentum with
AG Service and/or Interchange
Service) *

Hardware 1 dual core CPUX3GHz,4GB X
Memory/CPU

2 CPUs X3 GHz, 4 GB X X
Memory/CPU

Physical Server or Oracle Virtual X X X
Server 2.2.1

Minimum Resolution 1280X1024 X X X

1.2.6 Argus Safety Web Client Installation Requirements

The following table lists the hardware and software installation requirements for the

Argus Safety Web Client.
Requirement Type Requirement Description Small Mid-Sized Large
Software Windows XP SP3 X X X
Windows 7

Windows 32-bit (English)

>
=
>

Microsoft Internet Explorer (one
of the listed versions)

Internet Explorer E 7.0
(Windows XP Only)

Internet Explorer 8.0

Microsoft Word /Excel (one of X X X
listed versions)

Microsoft Word /Excel 2007
Microsoft Excel/Word 2010

Adobe Acrobat Reader, Version X X X
934

Hardware Pentium 1V, 3 GHz, 2 GB RAM X X X
(minimum)

Minimum Resolution 1280X1024 X X X

On the web client system, a new window may open (instead of opening in the same
application window) when you try to view a 2007 Microsoft Office program document
from the Argus Application in Windows Internet Explorer 7 or Internet Explorer 8.
Please refer to the following Microsoft article for more information and workaround:

http:/ /support.microsoft.com/kb /927009

Introduction 1-6



Pre-Requisite Installation Order

1.2.7 Argus Safety Dossier Web Client Installation Requirements

The following table lists the hardware and software installation requirements for the
Argus Safety Dossier Web Client.

Requirement Type Requirement Description Small Mid-Sized Large
Software Windows XP, SP3 X X X
Windows 7

Windows 32-bit (English)

>
e
>

Microsoft Internet Explorer (one
of the listed versions)

Internet Explorer 7.0 (Windows
XP Only)

Internet Explorer 8.0
Word /Excel 2007 X X X
Word /Excel 2010

Hardware Pentium IV, 3 GHz, 2GB RAM X X X
(minimum)

Minimum Resolution 1280X1024 X X X

1.2.8 Argus End of Study Unblinding Tool (EOSU) Installation Requirements

The following table lists the hardware and software installation requirements for the
Argus End of Study Unblinding Tool (EOSU).

Requirement Type Requirement Description Small Mid-Sized Large

Software Windows XP SP3 X X X
Windows 7 X X X
Windows 32 Bit X X X
Oracle Client 11.2.0.1 X X X
Oracle OLE Objects 11.2.0.1 X X X
Oracle ODAC 11.2.0.1 X X X
Microsoft Excel 2007 / 2010 X X X
Visual C++ 2008 SP1 Runtime X X X

Hardware 1 Dual Core CPU x3Ghz,4GB X X X
RAM
Minimum Resolution 1280 x X X X
1024

1.2.9 Argus Multi-Tenant Portal Server Requirements

Argus multi-tenant users should install and configure WebCenter 11.1.1.4 (on
WebLogic 10.3.4) on a separate server. This component is optional and is required only
for multi-tenant installations to deploy global homepage and its portlets.
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1.3 Argus Safety Hardware Topology

This section provides information about the recommended hardware topology for
small, mid-size, and large companies.

1.3.1 Recommended Hardware Topology for a Small Company

The following is our definition of a small company:

= A small company is a company with fewer than 50 concurrent users and fewer
than 200 new cases reported each month.

The following image shows the recommended hardware topology for the Argus Safety
Hardware for a small company.

Argus Safety [
[

W= 1

1

1

I Oracle Server r
Argus Safety Database [ b

1 Cyclone Database

*
-

= T T Aigun Sfety Danbode Servers

1.3.2 Recommended Hardware Topology for a Mid-sized Company

The following is our definition of a mid-sized company:

s A mid-sized company is a company with 50 to 100 concurrent users and 300 to 600
new cases reported each month.

The following image shows the recommended topology for the Argus Safety
Hardware for a mid-sized company.
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1.3.3 Recommended Hardware Topology for a Large Company

The following is our definition of a large company.

= A large company is a company with more than 100 concurrent users and
approximately 1000 to 5000 new cases reported each month

The following is an illustration of the recommended topology for a large company.
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1.4 General Pre-Installation Tasks

Before installing the Argus Safety software, be sure to do the following:
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Set the resolution for the client workstation to a minimum of 1280 X 1024 for
optimum viewing of the application. If the screen resolution is less than 1280 X
1024, some of the field labels may appear truncated.

Make sure that the regional settings on the web server are American settings.
Install east Asian languages on the following:

- Argus Web/Report Server

- Argus Service Server

- Interchange Transaction Server

- Argus Web client machines

- Install the Japanese font pack for Adobe Reader on the Argus Web client
machines. If you fail to install this font pack, you will be unable to view the
Japanese data correctly.

1.5 Installation Process Overview

The following is the recommended order for installing the Argus Safety solution
components:

1.

© ® N o a » 0 DN

- ek ek b
w N = O

Install the Schema Creation Tool

Create/Upgrade Argus Safety Database Schema

Load the Factory Data

Execute the Argus Safety Database Schema Validation

Install the Argus Safety Web Component

Load MedDRA

Load WHO-Drug

Load ] Drug (if you are using Argus ])

Install the Argus Safety Services / Interchange Service / Interchange Mapping

. Configure the Argus Safety Service
. Configure the Interchange Service
. Install and Configure Axway Synchrony

. Maintain Installation

Note: In the 7.0 release, merging of databases into a Multi-Tenant
Database does not support merging of DLP data.
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Starting the Installation

This chapter provides information about starting the installation. It includes
discussions of the following:

»  Getting Started

» Installing the Files Required to View Japanese Text

2.1 Getting Started

Argus Safety is a configurable system and, based on user needs, administrators may
install all or only some of the components. If you choose to install multiple
components, the installation steps may vary from what is described in this
documentation. In such cases, refer to the installation instructions for each component.

Before starting the installation procedure do the following:

1. Log on as the Administrator on the system where Argus Safety is being installed.
2. Copy the installation package to the local directory of the target machine.

3. Open the Argus Safety folder and run Setup.exe.

Note: If Terminal Services are enabled, use the Add or Remove
Programs utility in the Control Panel to install Argus Safety Solution
components. Go to Control Panel -> Add or Remove Programs -> Add
New Programs, open the setup.exe in your local directory.

4. Follow the setup screens to continue the installation.

To perform any database upgrade, please refer to the chapter 3 — Installing the
Argus Safety Database. To install Argus Safety application, please refer to Chapter
4 and subsequent chapters for detailed installation instructions for each
component.

2.2 Installing the Files Required to View Japanese Text

If your Argus Web client machine is on an English operating system, and you are
using the Argus ] version of Argus Safety, you must install Windows Supplemental
Language Support for East Asian languages and Japanese font pack for Adobe Reader
in order to view Japanese text correctly. Please make sure you have sufficient free disk
space for installing the language packs.
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3

Installing the Argus Safety Database

This chapter describes the steps in creating, upgrading, and validating the Argus
Safety Database schema. The following topics are contained in the chapter:

3.1 Overview

Overview

Schemas Required for Database Instances
Setting up Oracle Parameters

Creating the Argus Safety Database Schema
Loading Factory Data

Enabling and Disabling Oracle Text
Loading the MedDRA and MedDRA ] Dictionaries
Loading the WHO-DRUG Dictionary
Validating the Argus Safety Database
Enabling and Disabling DLP

Upgrading the Argus Safety Database

Argus Safety installation requires you to create up to three (3) database instances. Of
the three database instances, creating the Argus Safety Database instance is required.

Argus Safety Database.

DLP Instance is required if DLP need to setup. The Argus DLP schema cannot
reside on the same Oracle instance where Argus Safety and Interchange schemas
exists.

Axway Synchrony Database Instance (Optional).

Note: The password can only contain any ASCII Character, 0-9, or
any of the following special characters _ # $ when creating new users
in Oracle.

3.2 Schemas Required for Database Instances

The following sections outline the schemas you must create for each database instance.
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3.2.1 Argus Safety Instance Database Schemas

The Argus Safety instance requires you to create database schemas. The Argus schema
and the Interchange Service schema are required for all systems. The other schemas
you create are MedDRA or WHO.

= Argus Schema:

Use the Argus Safety Schema Creation Tool to create this database schema. This is
a required schema.

= Interchange Service Schema:

Use the Argus Safety Schema Creation Tool to create this database schema. This is
a required schema.

s  MedDRA Schema:

You must create this schema if MedDRA is to be enabled. This schema is created
by the MedDRA Loader Tool when MedDRA is loaded to the new database tables.

s  WHO Schema:

You must create this schema if WHO is to be enabled. This schema is created by
the WHO Loader Tool when WHO is loaded to the new database tables.

3.2.2 Argus DLP Instance (Optional)

The Argus DLP Instance is optional and is applicable only if the Data Lock Point
(DLP) feature is required.

3.2.3 Axway Synchrony Database Instance (Optional)

The Axway Synchrony Database Instance is optional and is applicable only if Axway
Synchrony is required.

3.3 Setting up Oracle Parameters

This chapter provides the recommended Oracle parameter values for Argus Safety
databases. These settings apply to both the Argus Safety and the DLP databases.

Note: These are suggested values. The requirements for your site
may differ depending on the Case/Report/User volume and
transactions. If your system requires parameter greater than the
suggested values, please maintain your values.

3.3.1 Oracle 11g Database Settings

The tables in this section list the suggested parameters, configurations, and/or settings
for an Oracle 11g database for various sized companies as follows:

= Small refers to companies with less than 30,000 cases in the database.

=  Mid-sized refers to companies with 30,000 to 200,000 cases in the database.

= Large refers to companies with 200,000 to 1 million cases in the database.

= Very Large refers to companies with more than 1 million cases in the database.
Tables in this section include the following:

Argus Safety Database Instance Parameters
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s Table 1 Argus Safety Database Instance Parameters
= Table 2 Argus Safety Database I/O Configuration
= Table 3 Argus Safety Database Server Configuration

3.3.1.1 Argus Safety Database Instance Parameters
Table 1 Argus Safety Database Instance Parameters

Argus Safety
Database Instance
Parameters Small Mid-Sized Large Very Large Remarks
Shared_Pool_Size Default Default Default Default
DB_Block_Buffers Default Default Default Default
(Size in MB)/DB_
Cache_Size
DB_Block_Size Default Default Default Default
(bytes)
SGA _Target 1GB 2GB 3GB 45GB The 32-bit
. architecture permits
SGA_Max_Size >=valuesetfor >=value set >=value set >=value set 4 GB of physical
SGA_TARGET for SGA_ for SGA_ for SGA_ memory to be
TARGET TARGET TARGET addressed. DBAs
PGA_AGGREGATE_ 0.5 GB 1GB 2GB 3GB are requested verify
TARGET the maximum
addressable RAM
for their respective
architectures.
OPTIMIZER_ FALSE FALSE FALSE FALSE
SECURE_VIEW_
MERGING
WORKAREA_SIZE_ AUTO AUTO AUTO AUTO
POLICY
QUERY_REWRITE_ TRUE TRUE TRUE TRUE
ENABLED
10 QUERY_REWRITE_ Default Default Default Default
INTEGRITY
11 GLOBAL_NAME FALSE FALSE FALSE FALSE
12 OPTIMIZER_MODE ALL_ROWS ALL_ROWS ALL_ROWS ALL_ROWS
13 UNDO_ AUTO AUTO AUTO AUTO
MANAGEMENT
14  JOB_QUEUE_ 25 25 25 25
PROCESSES

3.3.1.2 Argus Safety Database I/0 Configuration
The following table describes Argus Safety Database I/O Configuration.

Installing the Argus Safety Database 3-3



Setting up Oracle Parameters

Argus Safety
Database I/O

#  Configuration Small Mid-Sized Large Very Large Remarks
1 Number and Size of Default 3X100MB 3X500MB 3 X500 MB Depends on the
Redo Log Files characteristics of the
I/0 subsystem such
as I/O bandwidth,
storage disk types,
RAID levels, and so
forth.
Oracle recommends
RAID 140 or similar.
2 TEMP Tablespace 8 GB 16 GB 32GB 64 GB
Size
3  Undo Tablespace Size 8 GB 16 GB 32 GB 64 GB The recommended
UNDO Tablespace
size is based on the
projections with the
following two
parameter values:
RETENTION =
NOGUARANTEE
UNDO_RETENTION
=900 (seconds)
3.3.1.3 Oracle Instance Settings
This section provides information about the Oracle instance settings for the following:
s  OPTIMIZER_SECURE_VIEW_MERGING
= JOB_QUEUE_PROCESSES
3.3.1.4 OPTIMIZER_SECURE_VIEW_MERGING
OPTIMIZER_SECURE_VIEW_MERGING enables you to globally enable or disable
view merging for the database.
= Set the parameter value to FALSE.
s The default value for Oracle 11g is TRUE.
The following table shows the OPTIMIZER_SECURE_VIEW_MERGING Values
Value# Argus Safety Database Server Configuration
FALSE Oracle does not use view merging or predicate move-around.
TRUE Oracle assesses the query, considering all transformations, and

chooses the method with the lowest cost. To take advantage of
query rewrite for a particular query, you must disable the
OPTIMIZER_SECURE_VIEW_MERGING parameter.

3.3.1.5 JOB_QUEUE_PROCESSES
JOB_QUEUE_PROCESSES specifies the maximum number of processes that can be
created for executing jobs

s Oracle recommends setting this to 25 or more.
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s For AG Service, you must schedule a DBMS_JOB (from Argus Schema Owner
with 2 minute periodicity) through the following Anonymous Block:

In case the job does not exist, then it can be created manually using following code.
Default periodicity is 2 minutes, specified as 'interval => 'SYSDATE+2/1440" but can
be altered by changing the value of the parameter 'interval'.

DECLARE

v_jobno NUMBER;

BEGIN

DBMS_JOB.SUBMIT

(job =>v_jobno

,what => 'PKG_PARALLEL_DB_PROCESSOR.PDP_MASTER;'
,next_date => SYSDATE

Jinterval => 'SYSDATE+2/1440"'

no_parse => TRUE

)i

DBMS_OUTPUT.PUT_LINE(Job Numberis: ' | | to_char(v_jobno));
COMMIT;

END;

Please refer to the Oracle 11g documentation on DBMS_JOB for altering the existing
job.

3.3.2 GMT Offset Calculation

For column level description, refer to the Oracle Argus DBA Guide. Verify that the value
stored in the TABLE is accurate for GMT_DIFF and other columns related to Day Light
Saving.

Be aware of the following;:

= Argus is using function gss_util.gmt_offset to derive the GMT OFFSET which
impacts the calculation of GMT date and time.

s Use the following SQL queries to verify the GMT offset returned by the database
function:

- Query to get the current GMT Time offset
- Query to get the current Timestamp and GMT Timestamp.

= Daylight Savings Time. Assume that Daylight Savings Time starts on First Sunday
of April at 2:00 AM and it ends on Last Sunday of October at 2:00 AM.

- Query to get GMT Time Difference just before the starting of Day Light
Saving.

- Query to get GMT Time Difference One Second After Day Light Savings
started.

- Query to get GMT Time Difference just before the End of Day Light Saving.
- Query to get GMT Time Difference just After Day Light Savings ended.
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3.4 Prerequisites for New Schema Creation

Prior to starting a new schema creation connect to ARGUS Safety database as SYS user.

Note: If other DBA user used instead of SYSTEM then change
SYSTEM to the name of DBA user.

Define user_dba=SYSTEM

GRANT EXECUTE ON SYS.DBMS_SCHEDULER TO &user_dba. WITH GRANT
OPTION;

GRANT EXECUTE ON SYS.DBMS_OBFUSCATION_TOOLKIT TO &user_dba. WITH
GRANT OPTION;
GRANT EXECUTE ON SYS.UTL_FILE TO &user_dba. WITH GRANT OPTION;

GRANT EXECUTE ON SYS.DBMS_RANDOM TO &user_dba. WITH GRANT
OPTION;

GRANT SELECT ON SYS.ALL_SOURCE TO &user_dba. WITH GRANT OPTION;
GRANT EXECUTE on SYS.DBMS_RLS TO &user_dba. WITH GRANT OPTION;
GRANT EXECUTE ON SYS.DBMS_JOB TO &user_dba. WITH GRANT OPTION;
GRANT EXECUTE ON SYS.DBMS_LOB TO &user_dba. WITH GRANT OPTION;
REVOKE EXECUTE ON SYS.DBMS_OBFUSCATION_TOOLKIT FROM PUBLIC;
REVOKE EXECUTE ON SYS.UTL_FILE FROM PUBLIC;

REVOKE EXECUTE ON SYS.DBMS_RANDOM FROM PUBLIC;

REVOKE SELECT ON SYS.ALL_SOURCE FROM PUBLIC;

3.4.1 Creating the Argus Safety Database Schema

Two (2) required steps and one (1) optional step are involved in creating Argus Safety
database schema as follows:

= Installing the Argus Safety schema creation tool
s Creating the Tablespace (optional)

s Creating the Argus schemas using the schema creation tool

Note: The source Argus Safety and DLP Databases must have
AL32UTF8 character set.

Note: The Argus Safety and DLP Databases require the Database
semantics to be CHAR and not BYTE. Please follow the steps below:

= Log in to the Database as the SYS user.

s Execute: ALTER SYSTEM SET NLS_LENGTH_
SEMANTICS=CHAR SCOPE=BOTH;

s Shutdown and Startup the database after applying the above
statement.
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3.4.1.1 XDB Schema Installation Requirement for Interchange
Oracle Schema XDB must be present for Interchange packages to load.

If Schema XDB does not exist, use the following procedure to create it:
1. Click setup.exe

2. Connect to sys as sysdba.

3. Execute the ?/rdbms/admin/catqm.sql script.

4. Provide the following required parameters

m  user password

= user default tablespace

= user temporary tablespace

For example: SQL>@?/rdbms/admin/catqm.sql SYSTEM SYSAUX TEMP

3.4.1.2 Installing the Schema Creation Tool

Before installing the Schema Creation Tool on a server, verify that an Oracle client
with Administrator option is installed on the server.

1. When Argus Safety Setup opens the Argus Safety Solution Components dialog
box: from the screen and click Next.

= Select the Schema Creation Tool.
s Click Next.
2. The system begins the installation procedure and displays the Setup Status screen.
s The system displays installation progress.
3. When the system displays the Setup Completed screen:
s Click Finish.

4. When the system copies the required files to the system and displays the following
message:

»  Click OK to reboot the system.

3.4.1.3 Creating the Tablespaces

If you wish to create tablespaces before installing Argus Safety, the following
information shows the different table space options available. However, this step is
optional. The schema creation tool creates the tablespaces if they do not exist.

3.4.1.4 Creating the Schema

Before creating the schema, verify that:
s A blank Oracle database instance is available
s A SYSTEM user account is available

s The Oracle database is available from the machine where the schema creation tool
is installed

Use the following procedure to create the schema.

1. Open the schema creation tool.
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Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

s Click Create Schema.

2.  When the system displays the Oracle Database Connect dialog box, enter the
Password associated with the system user and the Database.

rE Oracle Database Connect @
—_— VERC T
Bvies L]
Password Cancel

Database:
las7o00d]

=  Enter the password associated with the system user in the Password field and
the database name in the Database field.

L] Click OK.
3. When the system displays the Argus Safety Schema Creation Options dialog box:
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Argus Salety Schema Creation Options

— Sch Options

Catabaze Size: Time Zorne:

fsmall = [us4 pacitic |
—Cr ials for SER

Fazawaord: Werity Fazaword:

[sntmms wmanmun

s mmmnnmamnnn

—Credentials for YPD Admin User
WPD Admin Schema Cwvner:

Fassword:

USER_VFD

wanmman

“erity Password:

anmanan

Owner

Argus Satety Schema Owner:

— ESM Support
EZM Schiema Cwner:

ARGLIE_PP =
[ Privileg

Argus Zafety Role:

|sRoUs_ROLE [ |

Argus Satety Grantess:

[ APEX_030200

[] APEX_PUBLIC_LSER
[ APPROSSYS

E ARG LOGIN

[Eam_cranEr =]
E=M Login Lzer:

[Esm_Loc |
E=M Rigle:

ppli Type
* Single-tenant
" Mutti-tenart

—Default Enterprise Detail

Erterprise Name: IDEFAULT
Enterprize Short Name: IDEFAULT
e User | MNew Role. . | Generate | Cancel |

—  Enter the user name in the VPD Admin Schema Owner field.

- Enter the user's password in the VPD Admin Schema Owner Password

field.

— Reenter the user's password in the Reenter Password field.

4. When the system displays the New User dialog box:
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Argus Safety Schema Creation Options

i Schema Opdi

Database Size: Time Zone:

[sman [~ |usa Pacific |
- Credentials for ARGUSUSER

Password: “erify Password:

EETTTTTT— Iaaaaaagaaaaaa

. Credentials for VPO Admin User
PO Admin Schema Cwnetr: “erify Password:

o

Pas=sword:

— Scherna Owner—— — hlewy User Information
Argus Safety Scheme | NEw User Rlame: Iargus_app
I Mew User[}esswnrd: I******* d
| Re-erter Passwaord: Iamml
— Access Privileges
Argus Safety Role: Default Tahlespace: IUSERS j j
I Temporary Taklespace: ITEMP j

Argus Safety Grante:

[of | |
[ APEX_030200 =Aance
[ APEX_PUBLIC_USETe — T —Apphcation Type
[] APPQOSSYS
ol LI o Single-tenart
€ Muti-tenant
—Default Enterprise
Entergrise Mame: |pEFALLT
Enterprise Short Mame: IDEFAULT
Rlewy User .. I Mew Role... Generate Cancel

- Enter the user name in the New User Name field.
—  Enter the user’s password in the New User Password field.
- Reenter the user’s password in the Reenter Password field.

- Verify that the Default Tablespace and Temporary Tablespace values are
correct.

- Click OK.

5. When the system displays the Argus Safety Schema Creation Options dialog box,
repeat Steps 3 and 4 until you have created all the users.

6. When the system displays the Argus Safety Schema Creation Options dialog box:
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Argus Safety S5chema Creation Options

— Sch Options

Databaze Size: Time Zone:

ISrnaII d IUSA Pacific j
—Cr ials for SER.

Passwvord: Werity Password:

[snamnn aman e

sk anmemmnnans

Credentials for VPD Admin USer

WPD Admin Schema Cwner: Password: Werity Password:
USER_VFD annmnn anmanns
— Sch Owner — ESM Support
Argus Zatety Schema Cvvner EZM Schiema Ciwrer:
ARGLIE_LPP = [E=m_cmier =]
E=M Login Liser
 Accoss Privileg
ESM_LOGIN
Argus Zafety Role: I = j

J4RGUS_ROLE | E=M Fiole:

Argus Safety Grantees

] APEX_030200 il

[] APEX_PUBLIC_USER pplication Type

[ APPQOSSYE

N -| || e

" Muttitenart

Default Enterprise Details

Enterprise Name: JoEFaULT
Enterprize Short Name: IDEFAULT
e User .. | Newy Role... | Gener ate | Cance| |

s Click New Role to create the following roles as appropriate:
- Argus Role
- Interchange Role

7. When the system displays the New Role dialog box:
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Argus Safety Schema Creation Options

)
— Schema Opti

Database Size: Time Zone:
[sman = [Usa Pacitic |

—Credentials for ARGUSUSER
Password:

“erify Password:

——— [ nntans eane

Credentials for YPD Admin User
PO Admin Schema Crwner: Password:

“erify Passwordd:
USER_WPD Iaaaaaaa Iaaaaaaa

[~ Schema Owner

Argus Safety Schema Oownel
l— Role Information J
-

Mew Role:  |ARGUS;_ROLE]

— Access Privileges
[~
Argus Safety Role:

I QR Cancel

Argus Safety Grantees: ‘ I d

[] APEX_030200 f’
[T APEX_PUBLIC_USER

[] APPQOSSYS

[] ARGUS _APP = & Single-tenant

 Mutti-tenart

PP Type

—Default Enterprigse Detail:
Erterprise Mame: |pEFALLT

Enterprise Short Mame: IDEFAULT

Mewy User.. | Mew Role. .. I Generate Cancel

= Type the role name in the New Role field.
s Click OK.

8. When the system redisplays the Argus Safety Schema Creation Options dialog
box:

3-12 Oracle Argus Safety Installation Guide



Prerequisites for New Schema Creation

Argus Salety Schema Creation Options

— Sch Options
Catabaze Size: Time Zorne:
fsmall = [us4 pacitic |
—Cr for SER
Fazawaord: Werity Fazaword:
—Credentials for YPD Admin User
WPD Admin Schema Cwner: Fassword: “erity Password:
ISER_VFD cannman namanns
— Sch Owner — ESM Support
Argus Satety Schema Owner: E=M Schema Cravmer:
ARGLIE_spP =l [Eam_cranEr =]
E=M Login Lzer:
[ fccess Privileg
Argus Zafety Role: IESM—LOGIN j
IAHGUS_HOLE LI E=M Rigle:
Argus Satety Grantess: :
[] AFEX_030200 fl
[] APEX_PUBLIC_LSER pplication Type
[ APPROSSYS
TN - || v
" Mutti-tenart
—Default Enterprise Detail
Erterprise Name: IDEFAULT
Enterprize Short Name: IDEFAULT

e User | MNew Role. .

Generate

Cancel

= Locate the Argus Safety Schema Owner drop-down list and select the Argus

Schema Owner you created.

Locate the Schema Options and select the appropriate Database Size and the
Time Zone.

Locate the Oracle Licensing Option and select the applicable licensing option.
Select the appropriate Argus Role from the Argus Safety Role drop-down list.
Locate Argus Safety Grantees and select the appropriate Argus Login account.
Locate the Interchange Support section and do the following;:

-  Select the Interchange Schema Owner from the drop-down list.

- Select the Interchange Role from the drop-down list.

—  Select the Interchange Login User from the drop-down list.

Enter password for the ARGUSUSER user.

Select an Application Type from the following two radio buttons:

- Single Tenant - Selecting this option allows the database to only support a
single tenant. The options to create multiple tenants in the safety system is
diabled.

—  Multi-Tenant - Selecting this option allows the database to support
multiple tenants. Users are able to create multiple tenants using the Global
Enterprise setup screens.
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= Select the Default Enterprise from the following;:
— Enterprise Name
- Enterprise Short Name

»  Click Generate.

9. If the Tablespace Creation dialog box displays, you may create new tablespaces or
use existing tablespaces as follows:

Tablespace Creation

Tablespaces Small Model Medium Larcge Model Complete Path and Ciatafile

Model
ARGLE_SEXP_DATA 1 667M 12130 2720 | Noradsta'SOFDTARGUS_AEXP_DATA 01 dbf
[ARGUS_AEXP_INDEX_O1 60M 99k T42n | |lMoradata’SOFD7TOMRGUS _AEXFP_INDEX_01 dbt
ARGUS_&L_DATL 01 62M 208 S20M | |PMoradsta’lSOFDTOARGUS_AL_DATA_01 dibf
ARGUS_aL_INDEX_O1 60M a2 1326 |IMoradata'SOFD7TOMRGUS _al_INDEX_01 dbf
ARGUS_DATA_M 971 2924M 308EM | |Horadsta'SOFDTARGUSE_DATA_1 dibf
ARGUS_DATE_02 73TM 4621M 27820 | |Poradata’SOFD7TOMRGUS _DATA_02 dbt
ARGUS_DATA O3 480M 6500 12100 | |HoradstatSOFDTIARGUS_DATA_03 dbf
ARGUS_DATA_04 47TM T B2 14250 | |oradata’SOFD7TOMRGUS_DATA_04 dbt
ARGUS_DATA_0S5 276M 4340 G1dbd |l oradata'SOFD7OMRGUS _DATA_0S dbt
[&RGUS_INDEX_01 B17TM 1287 Z7ETM | |Poradata’SOFD7TOMRGUS _IMDEX_1 dbt
[&RGUS_INDEX_02 1251M1 9287 S3E0M | |l oradata’SOFDTOMRGUS _IMDEX_02 dibt
[ARGUS_INDEX_03 57T1M 720 12400 | |oradata’SOFD7TOMRGUS _IMDEX_03 dibt
£RGUS_INDEX_04 272M 367 5920 | |1 oradsta'SOFD7OMRGLUS_INDEX_04 dbt
[&RGUS_INDEX_0S 459M 713 18976M | |oradata’SOFDTOMRGUS _IMDEX_0S dibt
[&RGUS_INDEX_0E 167TM 291 791M | |oradata’SOFD7OMRGUS _IMDEX _0E dbt
ESM_DaTa_01 334m S31hd 888M  Ioradata'SOFDTOESM_DATA_01 dbt
ESM_IMDEX_01 345M 4280 574M | |1 oradsta'SOFD7OIESM_INDEX_01 dist

Create Tablespace I Cancel |

= Under Complete Path and Datafile, enter the complete path (including the
filename) under which the data file is located on the database server.

= If the data file does not exist, the system automatically creates it. It will
automatically be created.

»  If the data file exists, the system prompts you to use the current data file.
Select Yes in the dialog.

Note: The Tablespace Creation dialog appears if the Database Size
was selected as Small, Medium, or Large. It will not appear if the
database size was selected as Default.

When you have existing tablespaces, you may use them; you are not
required to create new ones. The system will not regenerate the
tablespaces. If a tablespace already exists the Argus Schema Creation
tool will warn you to select Yes to use an existing tablespace.

10. When the system opens the Argus Safety Database Installation dialog box:
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Argus Safety Database Installation

M Pauseenerr [~ show 2l

&

-- Argus Satety DOL installation release 7.0
-- Installing database objects to;

- Schema: ARGUS_APP

-- Database: SOFDFO

= Argus Safety Access Privileges

-- Granting Access to;

-~  Role: ARGUS_ROLE

Caortinue Cancel

m  Select Pause on error.

= Select Continue to start the Schema Creation Process. It may take some time to

complete the schema creation process.

Note: Select Pause on Error to pause the system when an error
occurs. This is essential for troubleshooting Schema creation problems.
You can also select the Show All box to display the SQL statements the
system is executing. However, to create the database schema more
quickly, we recommend clearing the Show All check box. The system
enters all executed SQL statements in a log file.

11. When the schema creation process is complete:
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Argus Safety Database Installation

W Pausecner [7 & ] @l
Exzecuting script e zm_ddlirterchange_policies] =gl

i

Successfully Completed

Update complete

Total Gueries: 9130
Total Errors: 0

Finizh Cancel

»  Click Open to open the schema creation log file.

s Click Finish.

3.5 Loading Factory Data
Before loading factory data verify that:
= The schema creation tool is installed
= An Oracle database instance is available
= A SYSTEM user account has been created
To load Factory Data into the Argus Safety database:

1. Open the schema creation tool.

Version 7.0 Database
Create Schema Factory Data DB Upgrade
Schema Validation
Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text
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s Click Factory Data.

When the system opens the Connect to Database dialog box:, enter the Argus
Schema Owner Name, Password, and the Database name in the appropriate
fields and click OK.

= Enter the name of the Argus Schema Owner and the password.

s Click OK.

When the system opens the Connect to Database dialog box a second time:
= Enter the name of the Interchange Schema Owner and the password.

s Click OK.

The system loads the factory data into the database and displays the following
message: "Factory Data has been loaded. Please check your factory data folder for
"Log" files."

s Click OK.

Check the .BAD and .LOG files in the \DB Installer\Factory_Data\ folder to
verify that the factory data loaded without errors.

Note: If you successfully loaded the factory data and try to load it
again, the system will generate errors.

The system displays the following message: Oracle text is mandatory. Please
press the OK button to enable Oracle text.

= Click OK.

3.6 Enabling and Disabling Oracle Text

Oracle Text search is an index-based querying solution that improves Duplicate Case
search performance. This section provides information about enabling and disabling
Oracle Text.

Note: If you do not use the Schema Creation Tool to install Oracle
Text and the Common Profile Switch is enabled, running a search
from the Argus Book-in screen can cause the system to display the
following error message:

Oracle Text is not installed correctly. Please install/verify the Oracle Text
installation first.

3.6.1 Enabling Oracle Text

Once enabled, Oracle Text performs the following functions:

DB Installer checks whether Oracle Text is installed. If not, it displays an error
message that "Oracle Text not installed. Please install Oracle Text before adding
this feature".

Estimates the Tablespace Size Requirements and adjusts as required.

Populates existing cases in the Oracle Text duplicate Search Table for indexing.
This process can take a few hours.
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s Creates the Oracle Text Index.
s Creates the PDP job for Delta updates.
s Updates the CMN_PROFILE Key, ORA_TXT_SRCH_ENABLE, to a value of 1.

Before enabling Oracle Text, there must be enough free space available in the
tablespace. If there is not enough free space available, the system displays the
following dialog box with the amount of space currently available (in megabytes).

Click OK and provide the required free space before enabling Oracle Text.
Use the following procedure to enable Oracle Text:

1. Open the Schema Creation Tool.

Version 7.0 Database
Create Schema Factory Data DB Upgrade
Schema Validation
Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

»  Click Oracle Text.
2. When the system displays the Enable/Disable Oracle Text dialog box:
»  Click Yes.

3. When the system displays the Enable Oracle Text dialog box, enter the connection
parameter in the Argus Database Name field and click Proceed.
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Enable Oracle Text

—Datab Connecti
Argus Databaze Name ISOFD?D|
Argus Schema Owner IARGUS_APP Argus Schema Passwaord Iaaaaaaa
DBA Username ISYSTEM Password Im
Log Directory: IC:\Program Files\Dracle'\d rgus'\DBInstaler Select Log Directory: |
Procesd |
[ Status
Enshling Cracle Text Complete.
INENEEEENEEEEEENENENENEEEEENEEEEEEEN

LogFle [CPogenFlesOacewasOBSsler e Tetog b vew |
Cloze |

= Enter the database connection parameter.
= Enter the Oracle Text Log Directory.
»  Click Proceed to enable Oracle.
= View Oracle Text Log.
»  Click Close to exit.
4. Oracle Text is enabled. Click Close to exit.

Rnable Dracle Text I

—Datah o 4

Argus Databasze hame ARDOCD1|
Argus Schema Owner ARGUS_APP Argus Schems Password Iaaaaaaa
DB# Username =y atem P— I xxxxxx |

Log Directary. IC:\Program Filez'Relsys'\DBInstallzr Select Log Directory. |
Proceed |

[ Status

Enabling Oracle Text Complete.

Lafle  [CPrommFlesResysDBRstaenoaceTextoabe | wew |
Close |

5. Run the schema validation tool to validate the schema.

3.6.2 Disabling Oracle Text

After Oracle Text is disabled, the system performs the following functions:

Installing the Argus Safety Database 3-19



Enabling and Disabling Oracle Text

s Updates the CMN_PROFILE Key, ORA_TXT_SRCH_ENABLE, to a value of 0
s Deletes the PDP Job

= Drops the Oracle Text Index

s Truncates the Duplicate Case Search Table

Use the following procedure to disable Oracle Text.

1. Open the Schema Creation Tool.

Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

»  Click Oracle Text.

2. When the system displays the Enable/Disable Oracle Text dialog;:
= Click No.

3. When the system displays the Disable Oracle Text dialog box:

Enable Oracle Text

—natah Connecti
Argus Databasze Name ISOFD?D
Argus Schema Cwner IARGUS_APP Argus Schema Pessword I *******
DBA Username ISYSTEM Password I*“l
Log Directory: IC:\Program FilesyDraclel\d rgus'DBInstaller Select Log Directary |
Proceed |
—Status
Mo Status...

Lol [CPogenFlesOacewgsOBNSsler O et og e |
Cloze |

= Enter the database connection parameter in the Argus Database Name field.

= Enter the Oracle Text Log Directory.

3-20 Oracle Argus Safety Installation Guide



Loading the MedDRA and MedDRA J Dictionaries

s Click Proceed to disable Oracle Text. The system disables Oracle Text.
s View Oracle Text Log.
s Click Close to exit.

3.7 Implementing Table Partitioning

Partitioning of CMN_AUDIT_LOG table can significantly improve performance of the
system on large Argus Safety databases. Range partitioning can be performed on
CMN_AUDIT_LOG table for LOG_DATETIME_STAMP column.

We recommend that you create partitioning on a yearly basis. Partitioning must be
performed and maintained by a qualified database administrator.

3.8 Loading the MedDRA and MedDRA J Dictionaries

The minimum space required to install MedDRA and MedDRA ] on your system is 50
MB. Verify that you have that amount of space available before loading MedDRA and
MedDRA ]. You also need to verify that:

s The schema creation tool is installed
s An Oracle database instance is available

s A SYSTEM user account has been created

Note: If loading MedDRA V8 or V8.1, the smq_list.asc and smq_
content.asc files containing SMQ data must be placed in the same
folder as the other dictionary files.

3.8.1 Loading the MedDRA Dictionary
To load the MedDRA dictionary into the database:

1. Open the Schema Creation Tool:

Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

»  Click MedDRA Loader.
2. When the system displays the Oracle Database Connect dialog box, Click OK.
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@ Oracle Database Connect

Username:

system

Password

Database:
[as7000¢]

[
;H’L.a

Cancel

m  Enter the Password associated with the SYSTEM user and the Database name.

s Click OK.

3. When the system displays the MedDRA Dictionary Loader dialog box, do the

following:

Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles

¥ nedDRA, .

—Tablespace Information

Tables IUSERS

Indexes IUSERS

Ledled

—Load to Mew Tables

MedDRA User |MEDDRA1 214

Create User |

MecdDRA Raole IMEDDRA‘I 21_J_ROLE

Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24

r Primary S0

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r [ am-Primarsy S0

¥ 1edDRA Brows

Re-Code |

Load Close

Status:  Ready..

= Select Load to New Tables if a MedDRA dictionary has not been loaded

before.

= Select MedDRA ] if you are loading a MedDRA ] dictionary.

= Locate the Tablespace Information section and select the tablespace and index

from the drop-down lists.

m Click Create User to create a new MedDRA user.
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4, When the system displays the New MedDRA User dialog box:, enter the
appropriate information in the fields and click OK.

Meddra Dictionary Loader
—Loading Options

© Overwrite % Load to New Tables ¥ MedDRa J

—Tablezpace Information
Takles |USERS

Ledled

Indexes IUSERS

Ot Bl Tl

kNew MedDRA User

||_|_'!_

— Mewy User Information
Mews User Mame: |MEDDR&1 21 _J
N Mesae Uer Pazswward: |*******
Re-enter Password: Iumu|
pic | Default Tablespace: IUSERS j
Temporary Tablespace: ITEMP j

Ok, I Cancel |

Fe-Code | Load Cloze

Status | Ready...

= Enter the name of the user in the New User Name field.
= Enter the password in the New User Password field.

= Reenter the password in the Reenter Password field.
s Click OK.

5. When the system redisplays the MedDRA Dictionary Loader dialog box again:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles ¥ MedDRA, J

—Tablespace Information
Takles |USERS

Ledled

Indexes IUSERS

—Load to Mew Tables

MedDRA User |MEDDRA1 214 Create User |
edDRA Role IMEDDRA‘I 21_J_ROLE Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24 j

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r Primary S0 r [ am-Primarsy S0 ¥ MedDRA Brows

Re-Code | Load Close

Status:  Ready..

m  Click Create Role.

6. When the system displays the New MedDRA Role dialog box:, enter the New Role
name and click OK.

s Enter the new role name in the New Role field.
s Click OK.

7. When the system redisplays the MedDRA Dictionary Loader dialog box:, locate
the Dictionary to Load section an do the following:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles

¥ nedDRA, .

—Tablespace Information

Tables IUSERS

Indexes IUSERS

Ledled

—Load to Mew Tables

MedDRA User |EDDRA121 )

MecdDRA Raole IMEDDRA‘I 21_J_ROLE

Create User |
Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24

r Primary S0 r [ am-Primarsy S0

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

¥ 1edDRA Brows

Re-Code |

Load

Close

Status:  Ready..

a. Select the MedDRA Version to be loaded from the drop-down list.

b. Click Browse to go to the directory where the dictionary files reside and select
the appropriate dictionary files.

c. Check the MedDRA Browser checkbox if this dictionary version is being used
in the Argus Safety MedDRA Browser.

d. Click Load.

m  Select the MedDRA version to be loaded from the MedDRA Version

drop-down list.

8. The system loads the dictionary and displays the following message.

= Click OK.

3.8.1.1 Overwriting an Existing MedDRA Dictionary

If you find it necessary to overwrite an existing MedDRA dictionary, use the following

procedure to do so.

Note:

If loading MedDRA V8 or V8.1, the smq_list.asc and smq_

content.asc files containing SMQ data must be placed in the same
folder as the other dictionary files.

1. Open the schema creation tool.
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Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation
Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

»  Click MedDRA Loader.
2. When the system displays the Oracle Database Connect dialog box:

E Oracle Database Connect

o)
e
Cancel

Database:
as7o0oc]

= Enter the SYSTEM user password in the Password field and the database
name in the Database field.

= Click OK.

3. When the system displays the MedDRA Dictionary Loader dialog box: locate the
Loading Options section and do the following:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles

¥ nedDRA, .

—Tablespace Information

Tables IUSERS

Indexes IUSERS

Ledled

—Load to Mew Tables

MedDRA User |EDDRA121 )

MecdDRA Raole IMEDDRA‘I 21_J_ROLE

Create User |
Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24

=

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r Primary S0 r [ am-Primarsy S0

¥ 1edDRA Brows

Load

Re-Code |

Close

Status:  Ready..

m  Select Overwrite.

= Select MedDRA ] if you are loading a MedDRA ] dictionary.

= Select the tablespace and index from the Tablespace and Index drop-down

lists.

= Select the user from the User drop-down list.

= Enter the user password in the Password field; re-enter it in the Verify

Password field.

= Select the appropriate role from the Role drop-down list.

m  Select the version to overwrite from the Current Version to Overwrite

drop-down list.

= Select the MedDRA version to load from the MedDRA Version drop-down list.

»  Click Browse to go to the directory where the dictionary files reside and select

the appropriate dictionary files.

s Click the MedDRA Browser checkbox if the dictionary version is being used in

the Argus Safety MedDRA Browser.
s Click Load.

When the system displays the Oracle Database Connect dialog box: enter the
Password associated with the SYSTEM user and the Database name and click OK.
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I Oracle Database Connect [mtz]
e
e
Password: Cancel !
|
Database:

[as7000¢]

= Enter the SYSTEM user password in the Password field and the database
name in the Database field.

s Click OK.

5. When the system finishes overwriting the dictionary, it displays the Dictionary
Load dialog box.

s Click OK.

3.8.1.2 Recoding Events
The following table lists and describes the options in the dialog box.

Event Recoding Dialog Box Options

Option Point E
Argus MedDRA Version to Re-code Select the existing MedDRA version to re-code.
Enterprises Select the enterprises to recode.

Data Update/View Options [Currency Check one or both of the following options:
determined at LLT Level Only] Process Current Terms (Using Primary SOC Path)

Process Non-current Terms (Using Primary SOC Path)

Select one of the following options:

Update Data (Updates will be made to cases and to the audit log.)

View Only (Updates will not be made to cases and to the audit log).
Output Log File Options Select an output log file option and directory path for the log files.

Status Displays status.

If you find it necessary to recode events, use the following procedure to do so:

1. Open the schema creation tool.
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Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

m Click MedDRA Loader.

2. When the system displays the Oracle Database Connect dialog box, enter the
Password associated with the SYSTEM user and the Database name.

E Oracle Database Connect

o)
==
Cancel

Database:
as7o0oc]

= Enter the password for the SYSTEM user in the Password field and the
database name in the Database field.

= Click OK.
3. When the system displays the MedDRA Dictionary Loader dialog box:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles ¥ MedDRA, J

—Tablespace Information
Takles |USERS

Ledled

Indexes IUSERS

—Load to Mew Tables

MedDRA User |MEDDRA1 214 Create User |
edDRA Role IMEDDRA‘I 21_J_ROLE Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24 j

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r Primary S0 r [ am-Primarsy S0 ¥ MedDRA Brows

Re-Code | Load Close

Status:  Ready..

s Click Re-Code Events.
4. When the system opens the Event Re-Coding dialog box, do the following:
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oo S|

I Enbarprises Existing MedDRA Varsion to Re-Code
e [P -]
Hole - Caseswill bere-codediothe
MedDRA varsion configured in Congols for
e respactive Enterprises.
Case Data UpdatelView Options (Currency detarmined atLLT leval ony)

W Pracess Current Terms (Using Primary S0C Path)

W Pracess Non-Current Terms (Using Primary SOC Pat)
F Update dictionary versionfor caded terms whersexisting hisrchy is s
current

~ Update Data & ViewOnly

Hote. Cases using Study Specific Dicienarieswill NOT beincluded inthe RaCode

Outpid Log Fils Options

 Dslimited Taxt | -

& Excel File (L5 File} (Requires Microsofl Office)
Lag Directerny IJ. 4 - Argus SaletyDatsbaseitrgus SaletylDB Instaberinin
Seluct Log Directory
Generate Log Files ForLast Execution Close

Commaon Dielimiter

Status: |ReCoding Output SpooiFiles are-
1) Suceass File = T - Argus SafetyDatsbass\irgis Safsty\DE

Insd

2} Success File = CM - ATQUsS Sl—!h’\DnLID\uMQIJS Safsty\DE

Insd

3) FailuraFile = C\ - Argus Safety\Database\argus Safety\DE

Inst
4)F
Inst

allerbiniedDRA_Recode_Success _2011_03_15_22_ 38T«

milerbintedDRA_Recode Success LM 201103 15 32 38Ta

alierbiniMedDRA_Recode Failure_2011_03_15_23_3Ta
‘allure File = G4 - Argus SafetylDatabaseiArgus SafetylDB
nilernbin'WedDRA_Recode Fallure LW 2011 00 15 22 38T

Select the Enterprise to recode.

Note: If Argus is setup in Single Tenant Mode, you will only have
one option here. If you are setup as a Multi-Tenant Database, you can
choose which Enterprises to recode. Multiple enterprises can be
selected.

Select the existing version of MedDRA that needs to be re-coded.
—  Select a specific version to only recode data coded with that version.

—  Select “All” to recode all existing coded data regardless of the version it is
coded with.

Select either or all of the Process Current Terms, Process Non-Current Terms
and/or Update dictionary version checkboxes.

Select Update Data if events are to be updated or select View Only if you are
interested is just seeing what events will be coded without making the
changes.

Select the Output File format.
—  Delimited Text
- Excel Sheet output

Click on the Execute button to start the recoding process.
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= When the system displays the Connect to Database dialog box, enter the
Schema Owner name, Password, and Database. Click OK.

- Enter the schema owner name in the Argus Schema Owner field.
-  Enter the password in the Password field.
- Enter the database name in the Database field.

s The system recodes the following fields from Case Form and Code List.

Field Location Name of Recoded Field
Case Form Death Details

Lab Data

Other Relevant History

Product Indications

Events

Case Diagnosis
Code List Product Indication

Lab Test Types

3.8.2 Loading the J Drug Dictionary

To load the ] Drug dictionary into the database:
1. Open the Schema Creation Tool:

Version 7.0 Database
Create Schema Factory Data DB Upgrade
Schema Validation
Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

s Click ] Drug Loader.
2. When the system displays the Oracle Database Connect dialog box, Click OK.
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T Oracle Database Connect [tz
—
0=
Password Cancel I
|
Database:
jas7opod|

s Enter the Password associated with the SYSTEM user and the Database name.
s Click OK.

3. When the system displays the ] Drug Dictionary Loader dialog box, do the
following:

= Select Load to New Tables if a J-Drug dictionary is not loaded before.

= Locate the Tablespace Information section and select the tablespace and index
from the drop-down lists.

»  Click Create User to create a new J-Drug user

4. When the system displays the New J-Drug User dialog box:, enter the appropriate
information in the fields and click OK.

= Enter the name of the user in the New User Name field.
= Enter the password in the New User Password field.
= Reenter the password in the Reenter Password field.
s Click OK.
5. When the system redisplays the J-Drug Dictionary Loader dialog box again:
»  Click Create Role.

6. When the system displays the New J-Drug Role dialog box:, enter the New Role
name and click OK.

s Enter the new role name in the New Role field.
s Click OK.

7. When the system redisplays the J-Drug Dictionary Loader dialog box:, locate the
Dictionary to Load section an do the following:

a. Select the J-Drug Version to be loaded from the drop-down list.

b. Click Browse to go to the directory where the dictionary files reside and select
the appropriate dictionary files.

c. Check the J-Drug Browser checkbox if this dictionary version is being used in
the Argus Safety MedDRA Browser.

d. Click Load.

8. The system loads the dictionary and displays the following message.
= Click OK.
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3.8.3 Overwriting an Existing MedDRAJ Dictionary

If you find it necessary to overwrite an existing MedDRA dictionary, use the following
procedure to do so.

Note: If loading MedDRA V8 or V8.1, the smq_list.asc and smq_
content.asc files containing SMQ data must be placed in the same
folder as the other dictionary files.

1. Open the schema creation tool.

Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

s Click MedDRA Loader.
2.  When the system displays the Oracle Database Connect dialog box:

rﬁ Oracle Database Connect m
Username:

| |system

Password Cancel
Database:
as7o00q]

s Enter the SYSTEM user password in the Password field and the database
name in the Database field.

s Click OK.

3. When the system displays the MedDRA Dictionary Loader dialog box: locate the
Loading Options section and do the following:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles

¥ nedDRA, .

—Tablespace Information

Tables IUSERS

Indexes IUSERS

Ledled

—Load to Mew Tables

MedDRA User |EDDRA121 )

MecdDRA Raole IMEDDRA‘I 21_J_ROLE

Create User |
Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24

=

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r Primary S0 r [ am-Primarsy S0

¥ 1edDRA Brows

Load

Re-Code |

Close

Status:  Ready..

m  Select Overwrite.

= Select MedDRA ] if you are loading a MedDRA ] dictionary.

= Select the tablespace and index from the Tablespace and Index drop-down

lists.

= Select the user from the User drop-down list.

= Enter the user password in the Password field; re-enter it in the Verify

Password field.

= Select the appropriate role from the Role drop-down list.

m  Select the version to overwrite from the Current Version to Overwrite

drop-down list.

= Select the MedDRA version to load from the MedDRA Version drop-down list.

»  Click Browse to go to the directory where the dictionary files reside and select

the appropriate dictionary files.

s Click the MedDRA Browser checkbox if the dictionary version is being used in

the Argus Safety MedDRA Browser.
s Click Load.

When the system displays the Oracle Database Connect dialog box: enter the
Password associated with the SYSTEM user and the Database name and click OK.
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I Oracle Database Connect [mtz]
e
e
Password: Cancel !
|
Database:

[as7000¢]

= Enter the SYSTEM user password in the Password field and the database
name in the Database field.

s Click OK.

5. When the system finishes overwriting the dictionary, it displays the Dictionary
Load dialog box.

s Click OK.

3.8.3.1 Recoding Events
The following table lists and describes the options in the dialog box.

Event Recoding Dialog Box Options

Option Point E
Argus MedDRA Version to Re-code Select the existing MedDRA version to re-code.
Enterprises Select the enterprises to recode.

Data Update/View Options [Currency Check one or both of the following options:
determined at LLT Level Only] Process Current Terms (Using Primary SOC Path)

Process Non-current Terms (Using Primary SOC Path)

Select one of the following options:

Update Data (Updates will be made to cases and to the audit log.)

View Only (Updates will not be made to cases and to the audit log).
Output Log File Options Select an output log file option and directory path for the log files.

Status Displays status.

If you find it necessary to recode events, use the following procedure to do so:

1. Open the schema creation tool.
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Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

m Click MedDRA Loader.

2. When the system displays the Oracle Database Connect dialog box, enter the
Password associated with the SYSTEM user and the Database name.

E Oracle Database Connect

o)
==
Cancel

Database:
as7o0oc]

= Enter the password for the SYSTEM user in the Password field and the
database name in the Database field.

= Click OK.
3. When the system displays the MedDRA Dictionary Loader dialog box:
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Meddra Dictionary Loader

—Losding Options

 Overwrite (% Loadto New Takles ¥ MedDRA, J

—Tablespace Information
Takles |USERS

Ledled

Indexes IUSERS

—Load to Mew Tables

MedDRA User |MEDDRA1 214 Create User |
edDRA Role IMEDDRA‘I 21_J_ROLE Creste Role I

Dictionary to Losd

MedDRA Yersion |1 24 j

Dictionary Files IC:‘.Dic‘tMedDRAj 21 NASCIMDRA, .

r Primary S0 r [ am-Primarsy S0 ¥ MedDRA Brows

Re-Code | Load Close

Status:  Ready..

s Click Re-Code Events.
4. When the system opens the Event Re-Coding dialog box, do the following:
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oo S|

I Enbarprises Existing MedDRA Varsion to Re-Code
e [P -]
Hole - Caseswill bere-codediothe
MedDRA varsion configured in Congols for
e respactive Enterprises.
Case Data UpdatelView Options (Currency detarmined atLLT leval ony)

W Pracess Current Terms (Using Primary S0C Path)

W Pracess Non-Current Terms (Using Primary SOC Pat)
F Update dictionary versionfor caded terms whersexisting hisrchy is s
current

~ Update Data & ViewOnly

Hote. Cases using Study Specific Dicienarieswill NOT beincluded inthe RaCode

Outpid Log Fils Options

 Dslimited Taxt | -

& Excel File (L5 File} (Requires Microsofl Office)
Lag Directerny IJ. 4 - Argus SaletyDatsbaseitrgus SaletylDB Instaberinin
Seluct Log Directory
Generate Log Files ForLast Execution Close

Commaon Dielimiter

Status: |ReCoding Output SpooiFiles are-
1) Suceass File = T - Argus SafetyDatsbass\irgis Safsty\DE

Insd

2} Success File = CM - ATQUsS Sl—!h’\DnLID\uMQIJS Safsty\DE

Insd

3) FailuraFile = C\ - Argus Safety\Database\argus Safety\DE

Inst
4)F
Inst

allerbiniedDRA_Recode_Success _2011_03_15_22_ 38T«

milerbintedDRA_Recode Success LM 201103 15 32 38Ta

alierbiniMedDRA_Recode Failure_2011_03_15_23_3Ta
‘allure File = G4 - Argus SafetylDatabaseiArgus SafetylDB
nilernbin'WedDRA_Recode Fallure LW 2011 00 15 22 38T

Select the Enterprise to recode.

Note: If Argus is setup in Single Tenant Mode, you will only have
one option here. If you are setup as a Multi-Tenant Database, you can
choose which Enterprises to recode. Multiple enterprises can be
selected.

Select the existing version of MedDRA that needs to be re-coded.
—  Select a specific version to only recode data coded with that version.

—  Select “All” to recode all existing coded data regardless of the version it is
coded with.

Select either or all of the Process Current Terms, Process Non-Current Terms
and/or Update dictionary version checkboxes.

Select Update Data if events are to be updated or select View Only if you are
interested is just seeing what events will be coded without making the
changes.

Select the Output File format.
—  Delimited Text
- Excel Sheet output

Click on the Execute button to start the recoding process.
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= When the system displays the Connect to Database dialog box, enter the
Schema Owner name, Password, and Database. Click OK.

- Enter the schema owner name in the Argus Schema Owner field.
- Enter the password in the Password field.
- Enter the database name in the Database field.

s The system recodes the following fields from Case Form and Code List.

Field Location

Name of Recoded Field

Case Form

Code List

Death Details

Lab Data

Other Relevant History
Product Indications
Events

Case Diagnosis
Product Indication

Lab Test Types

3.9 Loading the WHO-DRUG Dictionary

Before loading the WHO-DRUG dictionary, please verify the following:

Windows workstation PC is available to load the WHO-DRUG data on
The PC has Oracle client installed, including the following:

SQLPLUS (Exe=sqlplusw)

SQL*Loader (Exe=sqlldr)

There is an updated TNSNAMES file and Oracle client to connect to the Argus
Safety database.

The following WHO-DRUG dictionary data files are available.

bna.dd
dda.dd
ing.dd
dd.dd

ccode.dd
ddsource.dd
man.dd

ina.dd

The format of the WHO-DRUG dictionary data files is Text and alternate rows are
not blank.

Note: WHO-DRUG is loaded using sql*load with DIRECT=TRUE
option. Because of sql*loader restrictions, no one should have access
to the Argus Safety system while WHO-DRUG is being loaded.

You can load WHO-Drug dictionary as follows:

Use the Load to New Tables option to load the dictionary to new tables

Use the Overwrite option to overwrite existing and existing dictionary
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s Use the Format C option to load the dictionary with a different format

3.9.1 Loading the WHO-Drug Dictionary to New Tables

Use the following procedure to load WHO-Drug dictionary to new tables:
1. Launch the schema creation tool:

s Click Who Drug Loader.
2. When the system displays the Oracle Database Connect dialog box:

I Oracle Database Connect [t 3
— x| ]
Password Cancel I
Database:

{as7oD0C]

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

s Click OK.

3. When the system opens the WHO-Drug Dictionary Loader dialog box do the
following:
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k&HD—Drug Dictionary Loader

—Loading Options

© Overwrite % Load to New Tables

—Dictiorary Format

&+ Format B2 " Format C
—Tablezpace Information
Tables |USERS =]
Indexes IUSERS j

—Load to Mewy Tahles

Whio-Drug Uzer IWhgdruguser Create User |
Who-Drug Role Iwhodrugrole Create Role I

—Dictionaty to Losd

Dict Yersion IQUUQ_SEP j

Dictionary Files [C: DictlyHO_2005_SEPE2

Yiew Laog file | Load Cloze

Status | Ready...

»  Click Load New Tables to load the dictionary into a separate schema.

»  Click Create User to open the New WHO-Drug User dialog box to open the
New WHO-Drug User dialog box.

Provide the information required to create a new user and click OK.

4. The system reopens the WHO-Drug Dictionary Loader dialog box, click Create
Role to open the New WHO-Drug Role dialog box.
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k&HD—Drug Dictionary Loader

—Loading Options

© Overwrite % Load to New Tables

—Dictiorary Format
f+ Format B2

 Format ©

—Tablezpace Information

Tables IUSERS

[

Indexes IUSERS

[

—Load to Mewy Tahles

Who-Drug User Iwhodruguser

Who-Drug Role Iwhodrugrole

Creste User |
Creste Role I

—Dictionaty to Losd

Dict Yersion |znng_s|zp

Dictionary Files [C: DictlyHO_2005_SEPE2

Yiew Laog file |

Load

Cloze

Status | Ready...

5.

= In the New WHO-Drug Role dialog box, enter the New Role name and click

OK.

When the system redisplays the WHO-Drug Dictionary Loader dialog box, locate

the Dictionary to Load section and do the following:
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AW/HO-Drug Dictionary Loader

— Loading Cptions

© Overwrite 7 Load to Mew Tables

r—Dictionary Format
& Format B2 " Format C

— Tablespace Information
Tahles [USERS

Lelle]

Indexes IUSERS

Load to Mew Tahles

New WHO-Drug Role

Role Infarmation ]
Mevv Role: Iwhndrugrnle|
Dic Ok Cancel |
Dict “ersion I i

Dictionary Files | Browze |

Yiewy Log file | (e E=Te Cloze

Status:  |Ready ..

= In the New WHO-Drug Role dialog box, enter the New Role name and click
OK.

6. When the system displays the WHO-Drug Dictionary Loader dialog box with the
appropriate information: click Load.

7. When the system displays the Dictionary Load dialog box to indicate that the
dictionary has loaded successfully: click OK.

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

= Click OK.

3.9.2 Loading the WHO-Drug Dictionary Using the Overwrite Option

Use the following procedure to when using the overwrite option to load the
WHO-Drug Dictionary:

1. Launch the Schema Creation Tool.
2. Click Who Drug Loader.
3. When the system opens the Oracle Database connect dialog box:

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

= Click OK.
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When the system opens the WHO-Drug Dictionary Loader dialog box, do the
following:

s Click Overwrite to overwrite existing dictionary files.
= Select the dictionary version to load.

s Click Browse to display the Select Folder dialog box and select the appropriate
path and click Select.

s Click Load to load the dictionary.
s View WHO-Drug dictionary log.

When the system opens the Oracle Database Connect dialog box, enter the
SYSTEM User Password and click OK.

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

s Click OK.

When the system displays to Dictionary Load dialog to indicate that the dictionary
has loaded successfully:

s Click OK.

3.9.3 To Load the WHO-Drug Dictionary using the Format C Option

Format C is a WHO-Drug dictionary format. For information about this format, go to
http://who-umc.org.

To load the WHO-DRUG dictionary using the Format C option:

1.

Launch the Schema Creation Tool.
s Click Who Drug Loader.

When the system displays the Oracle Database Connect dialog box, enter the
SYSTEM Password and Database name. Click OK.

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

s Click OK.

When the system opens the WHO-Drug Dictionary Loader dialog box do the
following:

s Click Load New Tables to load the dictionary into a separate schema.

s Click Create User to open the New WHO-Drug User dialog box When the
system opens the New WHO-Drug User dialog box, provide the information
required to create a new user and click OK.

= Select Dictionary Format - Format C
When the system reopens the WHO-Drug Dictionary Loader dialog box:

s Click Create Role to open the New WHO-Drug Role dialog box. Provide the
information required to create the new role. Click OK.

When the system redisplays the WHO-Drug Dictionary Loader dialog box:
= Select the Dictionary Version to load from the drop-down list.

s Click Browse to display the Select Folder dialog box and select the appropriate
path.
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6. When the system displays the WHO-Drug Dictionary Loader dialog box with the
appropriate information:

s Click Load.
7. When the system opens the Oracle Database Connect dialog box:

= Enter the SYSTEM password in the Password field. Enter the database name in
the Database field.

s Click OK.

8. When the system displays the Dictionary Load dialog box to indicate that the
dictionary has loaded successfully, click OK.

3.10 Validating the Argus Safety Database

A necessary step in installing Argus Safety is to validate the database after installation.
Use the following procedure to validate the Argus Safety database.

Note: If you are creating a fresh Argus Safety database, be sure the
factory data is loaded before running the Schema Validation tool.

To validate the Argus Safety database:
1. Launch the Schema Creation Tool.
»  Click Schema Validation.
2. When the system opens the Connect to Database dialog box:
= Enter the user Password.
= Enter the name of the database to be validated in the Database field.
» Click OK.
3. When the system displays the Schema Validation dialog box:
= Validate the values in the fields.

= Locate the Validation CTL File section and click Browse to open the Selection
Path for CTL File dialog box.

Note: If DLP is enabled, the Schema Validation dialog box DLP
information as shown in the following illustration.

4. When the system opens the Selection Path for CTL file dialog box:
L] Click OK.

= Locate and select the correct folder and CTL file for the database being
validated.

5. When the system reopens the Schema Validation dialog box:

= Locate the Validation Log Files section.

»  Click Browse to open the Selection Path for Creating Log Files dialog box.
6. When the system opens the Selection Path for creating Log files dialog box:

»  Choose the folder where you want the system to create the log files.
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10.

11.
12.

s Click OK.

When the system displays the Schema Validation dialog box with the required
entries:

m Click Validate Schema.

Click Validate Schema.The system displays the cmd.exe screen to indicate that
processing is taking place.

s Press Enter when the system prompts you to do so.

When the system opens the Oracle SqI*Plus window, press Enter.
When the system opens another Oracle Sql*Plus:

= Note the path of the log files created during processing.

Exit from the Schema Creation Tool.

Please check the files for errors.

3.11 Enabling and Disabling DLP

This section provides information about how to enable and disable Data Lock Point
(DLP).

3.11.1 Prerequisites
Prior to enabling DLP:

Connect to DLP database as SYS user.

Note: If other DBA user used instead of SYSTEM then change
SYSTEM to the name of DBA user.

GRANT EXECUTE on SYS.DBMS_RLS TO SYSTEM WITH GRANT OPTION;

GRANT Execute on sys.DBMS_OBFUSCATION_TOOLKIT TO PUBLIC;

GRANT Execute on sys.DBMS_JOB TO PUBLIC;
GRANT Execute on sys.UTL_FILE TO PUBLIC;
GRANT Execute on sys.DBMS_LOB TO PUBLIC;
GRANT Execute on sys.DBMS_RANDOM TO PUBLIC;
GRANT SELECT on sys.ALL_SOURCE TO PUBLIC;

3.11.2 Enabling DLP
Before enabling DLP (Data Lock Point) do the following;:

Verify that the Schema Creation Tool is installed

Make sure an Oracle database instance is available

Verify that a SYSTEM user account has been created

Set the job_gueue_processes parameter in the DLP database to 10.

Verify that the global_names parameter in the Argus and DLP database is set to
FALSE
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s Verify that both the tnsname parameters in both the Argus and DLP databases are
entered in the Argus and DLP database servers

=  Verify that the database contains extra hard disk space to support DLP

Note:

Enabling DLP can result in slower system performance. There will be
a delay in fetching data for expedited reports and users will not see
updated case data immediately. The user should wait for some time
before updating the DLP schema.

s Invoke SQL/PLUS and connect to Argus database as SYS user.

GRANT EXECUTE ON DBMS_RLS TO <DLP DBA User> WITH GRANT
OPTION;

Use the following procedure to enable DLP:
1. Open the Schema Creation Tool.

Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

»  Click Argus DLP.
2. When the system displays the Enable/Disable DLP dialog box:
s Click Yes.

3. When the system displays the Enable DLP window, enter the required connection
information and click OK.

Argus Safety Schema Creation Tool

Enable DLP
Argus Database Name [resrovro
Argus DBA Liser Jevstem Argus DBA Password |
DLF Detehass Neme |IM.FDP70
DLP DBA User |s‘yxtem DLP DBA Password I ’’’’’ ‘|
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4. When the system displays the expanded Enable DLP window:

s Click New User to create the DLP Stage User in the New User Information
dialog box. Enter the required details for the new user and click OK.

Argus Safety Schema Creation Tool

Enable DLP
—Argus Datab
Argus Database Name [INuPDVZD
Argus DEA User [zystem
Argus Schema Owner I - | -cus Schema Password |
ESM Schema Owner | v] ESMSchema Pessword |
Argus Role | | EsmRoe | =~
DLP Stage Schema Owner | | ppstapeschemapasswors [
VED Admin Schema Owner | :J PO AN SChema Password |
Argus DLP Database
OLP Detabase Neme [nuPDP7O
DLP DBA User [svstem
DLP Schama Owner | 5] BLnSshoma Owner |
Extraciion method : = Automatic € Manusl

2

canesl |

New User... |

= Enter the user name in the VPD Admin Schema Owner field.
= Enter the user's password in the VPD Admin Schema Owner Password field.

5. When the system redisplays the Enable DLP window: click New User again to
create the DLP Schema Owner in the New User Information dialog box.

Argus Safety Schema Creation Too]

Enable DLP
Argus Database
Argus Databaze Namea
Argus DBA User
Argus Schema Owner
ESM Schema Owvner |E5M- — Mew Liser Information
Argus Role |ARGI Database I'NLPDV?O j CESS_1 - l
DLP Stage Schama Owner I New User Name: [pe_stace
New User Password: i
WPD Admin Schema Owner I I
Re-enter Passwaord: [rrasen|
Argus DLP Datebase | Degaut Tablespace: [uszrs =l
DLP Databnse Hame |IIIUI Temperary Tablespace: ITF_mP =l
DLF DBA User Iw! | oK I Cancel |
DLP Schema Owner —
| 1 Password I
Extraction method : % putomatic { Manusl

2
]
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s Click New User again to create the DLP Schema Owner.
Enter the required details for the new DLP Schema Owner and click OK.

6. The system redisplays the Enable DLP window with the data for the DLP Stage
User and the DLP Schema Owner:

= Select the appropriate extraction method.

If you select Manual as the Extraction Method, the system displays the
following dialog box. Click OK and proceed with Step 7.

If you select Automatic as the Extraction Method, skip to step 9.

Note:

If you are using the Automatic option for extraction method, please
skip to Step 9.

7. Use the following parameter file to import the case data:
C:\Program Files\Oracle\DBInstallerN\DLP\DLP_Import_case_data.par

Use the follows sample command and parameter file to import CASE DATA from
the Argus Database:

connect dba_user/dba_user_password@dlp_database
CREATE DIRECTORY imp_dir AS 'G:\ORADATA_11\DQAPER50\DLP_DUMP';
GRANT READ, WRITE ON DIRECTORY imp_dir TO dlp;
IMPDP DLP_Schema_owner/DLP_Schema_owner_password@DLP_database
REMAP_SCHEMA=ARGUS_APP:DLP PARFILE= E:\ORADATA\TEST\DLP_DUMP\DLP_Import_case_
data_dp.par;

drop directory imp_dir;

where:

Argus_Schem_owner is the Argus Schema Owner in the Argus Database

Argus_Schem_owner_pasword is the Argus Schema Owner password in the Argus
Database

Argus_database is the Argus Database Name
DLP_Schem_owner is the owner of the CLP Schema in the DLP database

DLP_Schem_owner_pasword is the password for the DLP Schema Owner in the DLP
database

DLP_database is the DLP database name

8. Thoroughly check the log file for Oracle Errors. Thoroughly verify LOG file on
Oracle errors.

The parameter files DLP_Export_case_data_dp.par and DLP_Import_case_data_
dp.par are located at C:\Program Files\Oracle\DBInstaller\DLP folder.

9. In the Enable DLP window:

= Locate the Local Folder name to create DLP Process Log and DMP files [No
Spaces].

= Click Browse to select a local folder (without spaces) for the temporary path.

10. When the system displays the Select temporary Path window:
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= Select the appropriate path and click OK.

Note: If the folder name contains spaces, the system displays the
following dialog box. Select a temporary path name without spaces.

11. When the system updates and displays the Enable DLP window:
s Click OK.
12. When the system opens the Enable DLP: Create Tablespace window:

Enable DLP: Create TableSpace

DLP Stage Tablespaces in Argus Database{INUPDV70)

Teblespaces S ] mgs::lm Large Madel Complete Path and Datafile
|PLP_STAGE_DATA_m 114M 158M 2A20 | [#u1 JappioracleforadataANURDY TOIDLP _STAGE
|DLP_STAGE_INDE}{_D1 G6M 105k 208 |01 fapploracleforadataNUPDY 7OIDLP _STAGE_
|DLP_STAGE_LOF_|_D1 STM G 1520 |01 fappforacle/oracataANUPDY 7ODOLP _STAGE
DLP Tablespaces in DLP Database(INUPDPY0)

Tablespaces Smail Mode! ng::lm Large Model Complete Path and Datafile

IDLP_DATA_D1 TO0M 108k 165k |01 fapploracleforadataANUPDP70OLP_DATA_O-
|DLP_DATA_02 59M 92 164 |01 fapploracleforadataANUPDP70OLP_DATA_O:
IDLP_DATA_DS 93M 3120 4120 |l fapploracleforadataANUPDP70OLP_DATA_O:
|DLP_DATA_D4 T9M 1240 204 |01 fapploracleforadataANUPDP70OLP_DATA_O.
|DLP_DATA_DS 116M 2070 3930 |01 fapploracleforadataANUPDP70OLP_DATA_O:
|DLP_INDE}{_D1 29TM 751 1246 - |01 fappioracleforadataNUPDP 70DLP _INDEX_Of
|DLP_INDE}{_02 73M 1120 20 |01 fapploracleforadataNUPDP70/DLP_INDEX_O:
|DLP_INDE}{_DS T6M 120 250 |l fapploracleforadataANUPDP70DLP_INDEX_O:
|DLP_INDE}{_D4 157M 240 5220 |l fapploracleforadataANUPDP70/OLP_INDEX_O-
IDLP_INDE}{_DS 219M 390 12320 Wl fappioracleforadataNUPDP70/DLP_INDEX_O:
|DLP_INDE}{_DB 133M 220m G104l fapploracleforadataNUPDP70/DLP_INDEX_Oi
IDLP_LOEI_D1 107M 1810 286M | |01 fappioracleforadate NUPDPTOOLP_LOB_01.

Create Tablespace I Cancel |

4

Note: The Tablespace Creation dialog appears if the Argus Database
Size was created as Small, Medium, or Large. It will not appear if the
database size was created as Default.

= Enter the tablespace information in the Complete Path and Datafile fields.

»  Click Create Tablespace.

Note: After creation of DLP tablespaces set the AUTOEXTENSIBLE
value to "YES" on all DLP tablespaces data files.

13. When the system displays the Enable DLP window with the following message:
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Argues Salely Schema Creation Tool

Enable DLP

Argus Database Name: IiN{lPDW{l

DLP Datsbaze hlams: I;Nﬂpnpm

¥ Pause on ssror I Sherw 2

Fil Being Executed: J& raus 1 SenArgus OBnstaller

=l

ArgusDBInstall
. -
LI [ﬁ Click Proceed to start with the Enabile DLP Process... ¥ i
ﬁrror Detected with iz Sal Froces: | ExE I
Lok g
Hay forare I

s Click OK to close the dialog box.

s Click Proceed to start processing.

Before clicking Proceed, verify that the DLP tablespsaces Autoextend property

is set to YES.

Note: If you are using the Automatic option for extraction method,

please skip to Step 16.

14. Use the following parameter file to export the case data:

C:\Program Files\Oracle\DBInstaller \DLP\DLP_Export_case_data.par

Use the follows sample command and parameter file to export CASE DATA to the

Argus Database:

connect dba_user/dba_user_password@Argus_database;

CREATE DIRECTORY exp_dir AS 'E:N\ORADATANTEST\DLP_DUMP";

GRANT READ, WRITE ON DIRECTORY exp_dir TO Argus_Schema_owner;
EXPDP Argus_Schema_owner/Argus_Schem_owner_password@Argus_database
PARFILE= E:N\ORADATANTEST\DLP_DUMP\DLP_Export_case_data_dp.par;

Thoroughly verify LOG file on Oracle errors.
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15.
16.
17.

18.

19.

20.

The parameter files DLP_Export_case_data_dp.par and DLP_Import_case_data_

dp.par are

located at C:\Program Files\Oracle\DBInstaller\DLP folder.

where:

Argus_Schem_owner is the Argus Schema Owner in the Argus Database

Argus_Schem_owner_pasword is the Argus Schema Owner password in the
Argus Database

Argus_database is the Argus Database Name
DLP_Schem_owner is the owner of the CLP Schema in the DLP database

DLP_Schem_owner_pasword is the password for the DLP Schema Owner in the

DLP database

DLP_database is the DLP database name
Thoroughly check the Log file for Oracle errors.
Click OK in the Enable DLP dialog.

The system displays the status of the DLP Enable operation in message section of

the Enable DLP window.
The system displays the following message when DLP execution is complete.
s Click OK to close the dialog box.

Invoke SQL/PLUS. Connect to DLP database as SYS user and execute the
following statements:

Connect to DLP database as SYS user. Define user_dlp=<Replace with DLP
Schema owner>

GRANT EXECUTE ON SYS.DBMS_OBFUSCATION_TOOLKIT TO &user_
dlp.;GRANT EXECUTE ON SYS.DBMS_JOB TO &user_dlp.;

GRANT EXECUTE ON SYS.UTL_FILE TO &user_dlp.;

GRANT EXECUTE ON SYS.DBMS_LOB TO &user_dlp.;

GRANT EXECUTE ON SYS.DBMS_RANDOM TO &user_dlp.;

GRANT SELECT ON SYS.ALL_SOURCE TO &user_dlp.;

REVOKE Execute on sys. DBMS_OBFUSCATION_TOOLKIT FROM PUBLIC;
REVOKE Execute on sys. DBMS_JOB FROM PUBLIC;

REVOKE Execute on sys.UTL_FILE FROM PUBLIC;

REVOKE Execute on sys. DBMS_LOB FROM PUBLIC;

REVOKE Execute on sys. DBMS_RANDOM FROM PUBLIC;

REVOKE SELECT on sys.ALL_SOURCE FROM PUBLIC;

Invoke SQL/PLUS. Connect to DLP database as DLP user and execute the
following script:

C:\Program Files\Oracle\DBInstaller\Upgrades\UPGRADE_TO_
70\Common\compile_objs.sql
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3.11.3 Disabling DLP

Since disabling DLP requires restarting both the Argus and DLP databases, verify that
no one is logged on to either database before beginning the Disable DLP procedure.

1. Open the Schema Creation Tool.

Version 7.0 Database

Create Schema Factory Data DB Upgrade
Schema Validation
Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

s Click Argus DLP.

2. When the system displays the Enable/Disable DLP dialog box:
= Click No.

3. When the system displays the Disable DLP dialog box:

—— T ——————
Argus Safety Schema Creation Tool
Disable DLP

Argus Databaze Name ||

Argus DBA User I Argus DBA Pazsword

DLP Database Mame I

DLP DBA User I DLP DBA Password I

Ok I Cancel

= Enter the required information and click OK.

4. When the system displays the expanded Disable DLP dialog box:
s Click OK to close the dialog box.
»  Click Proceed to start processing.

5. When the system displays the following message, click OK and then click Proceed
in the Disable DLP expanded dialog box.
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Disable DLP

—Argus Datab

Argus Database Name IARDOC[H

Argus DB User Isys‘tem

Argus Schema Owner IARGUS_APP j Argus Schema Password IMMM

DLP Stage Schema Cwvner DLP Stage Schema

|pLp_sTacE =] Password =

[ Argus DLP

DLP Database Mame IDRDOC[H

DLF DBA User Jsvstem

DLP Schema Cwener DLP Schema Owner [eanaras

IDLP J Passyword f |
Ok Cancel
s Click OK to close the dialog box.
»  Click Proceed to start processing.
6. When the system displays the Disable DLP window:
T T |
Disable DLP
Argus Datahaze Name: Iardud]1
DLP Datsbase Mame: Idrdud]1

V' Pause on error ™ Show a1

File Being Executed: IC'lPrngram File='Relsy=DBIn=taller

-
Kl :
Error Detected with thiz SGL Proceed | Exit

Afart ety lanore |

2|

s Click OK to close the dialog box.
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s The system displays status information regarding the DLP Disable operation
in the Disable DLP window.

s Click Exit.
7. When the Disable DLP operation is complete:

Argus Safety Schema Creation Tool

b Disable DLP
Argus Datahaze Name: Iardud]1
DLP Datsbase Mame: Idrdud]1
V' Pause on error ™ Show a1
File Being Executedd: IDerping the user DLP
[
ﬂ ArgusDBInstall E

Error Detected with this SGL

M

Argus Safety Schema Creation Tool execution has completed. Mumber of errors during execution = 0

commit;

Successfully Completed

Script Execution date and time: 31072010 11:05:49 AM
Cropping the user DLP_STAGE

Dropping the user DLP

- Database Date and Time:

Lrgus Safety Schems Creation Tool Execution has completed. Mumber of errors during execution =0

(CresteDLPLog.rtf (Log of DDL and DML scripts)
End of Srgus Safety Schema Crestion Tool

ggj Afart fREtry Igniore |

4

» Click Exit.
8. DLP has been disabled.

Note: The DBA should manually drop the database data files after
disabling DLP.

3.12 Upgrading the Argus Safety Database

The space requirements for the upgrade are determined by the upgrade script. This
requirement is mostly for new objects created during the upgrade. It is a fair estimate
of space requirements.

Before starting the upgrade procedure:
= Verify that the Oracle TNSNAMES have been configured

= To avoid errors during upgrade do either of the following:
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KEEP DATA FILES AUTOEXTEND ON

Monitor free space and add more space if required
= Ensure you have a sort area of approximately 100 MB to avoid disk sort
s Create one large rollback segment or size 20 GB for LARGE size model.

Keep all other, except SYSTEM, rollback segments off line.

Note: If the source Argus Safety and DLP Databases are not
AL32UTEFS character set databases then they must be converted to
AL32UTEFS character set before performing the database upgrade to
version 7.0.

Note: The Argus Safety and DLP Databases require the Database
semantics to be CHAR and not BYTE. Following these following steps:

= Log in to the Database as the SYSTEM user

s Execute: ALTER SYSTEM SET NLS_LENGTH_
SEMANTICS=CHAR SCOPE=BOTH;

s Shutdown and Startup the database after applying the above
statement.

3.12.1 Prerequisites

After migrating the database from 11.2.0.1 and before starting the 6.0.1 /6.0.1.1 to 7.0
upgrade, the following steps need to be followed for Oracle Text:

1. Run the Schema Creation tool from the 6.0.1 / 6.0.1.1 version of the application
(Provided in the zip file for upgrading to 6.0.1/6.0.1.1).

2. Run the Disable Oracle Text and then Enable Oracle Text from Schema Creation
Tool. You can refer to the sections below in this Installation Guide on how to
disable and enable Oracle Text:

= Disable Oracle Text - see Disabling Oracle Text
=  Enable Oracle Text - see Enabling Oracle Text
Before upgrading the database from 6.0.1 /6.0.1.1 to 7.0:
Connect to ARGUS Safety database as SYS user.
GRANT EXECUTE on SYS.DBMS_RLS TO SYSTEM WITH GRANT OPTION;
GRANT EXECUTE on SYS.DBMS_JOB TO PUBLIC;

GRANT EXECUTE on SYS.DBMS_LOB TO PUBLIC;

3.12.2 Argus Upgrade from Safety versions prior to AS 6.0.1/AS 6.0.1.1

Argus Safety 7.0 provides a direct upgrade from existing Argus Safety 6.0.1 or AS
6.0.1.1 databases to 7.0. This software also provides support of some previous Argus
versions. Please refer to following tables for list of valid source versions. Please refer to
following flow diagram high level steps database upgrade to AS 7.0.
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Argus Safety Database Upgrade Path to

AS 51
(Oracle 11.1.0.7)

Validate schema AS 5.1

Upgrade from AS 5.1t0 AS 6.0
using Oracle Client 11.1.0.7

AS 7.0

AS 511
(Cracle 11.1.0.7)

Walidate schema AS 5.1.1

Upgrade from AS5.1.1to AS 6.0
using Oracle Client 11.1.0.7

Validate schema AS 6.0

Validate schema AS 6.0
ASE0
> (Oracke 11.1.0.7)
\falidate schema AS 6.0

Upgrade from AS 6.0 to AS 6.0.1 {or AS 6.0.1.1) using Cracle Client 11.1.0.7

Walidate schema AS 6.0.1

ASB.0.1(or AS 6.0.1.1)
{Oracle 11.1.0.7)

Validate schema AS 6.0.1 (or AS6.0.1.1)

Upgrade Safety database Oracle version from 11,1.0.7 to 11.2.0.1

Valldate schema AS 6.0.1 (or ASE.0.1.1)

v

ASE.01 (or ASG.0.1.1)
{Oracle 11.2.0.1)

Validate schama AS 6.0.1 jor AS 6.0.1.1)

Upgrade from AS 6.0.1 to AS 7.0 using Oracle Cliert 11.2.0.1

Validate schema AS 7.0

AS 7.0 (Oracle 11.2.01)

The following Argus source versions are supported to upgrade the Argus database to

AS 7.0 as follows:
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Table 3—1

Please do Argus schema validation of the database before /

after any type of upgrade activities.

Upgrade Path

Source
Version

Upgrade
path to 7.0

Detail Steps using 7.0 released software

51

5.1.1

6.0

5.1>6.0>6.0.1
>7.0

5.1.1>6.0>6.0.
1>7.0

6.0 >6.0.1>7.0

Extract the following zip file from AS 7.0 software to a new folder
on a workstation where Oracle Client (Administrator option)
11.1.0.7 installed

Previous Database Upgrades\ Database_released_code_60.zip

Double click the exe file "ArgusDBInstall.exe" in DBInstaller
folder to start the Safety database upgrade process.

Please refer to AS Installation Guide for any details about this
upgrade.

Once the database upgraded to AS 6.0 refer to section where
source version is AS 6.0.

Extract the following zip file from AS 7.0 software to a new folder
on a workstation where Oracle Client (Administrator option)
11.1.0.7 installed

Previous Database Upgrades\ Database_released_code_60.zip

Double click the exe file "ArgusDBInstall.exe" in DBInstaller
folder to start the Safety database upgrade process.

Please refer to AS 6.0 Installation Guide for any details about this
upgrade.

Once the database upgraded to AS 6.0 refer to section where
source version is AS 6.0.

Extract the following zip file from AS 7.0 software to a new folder
on a workstation where Oracle Client (Administrator option)
11.1.0.7 installed

Previous Database Upgrades\ Database_released_code_601.zip

Double click the exe file "ArgusDBInstall.exe" in DBInstaller
folder to start the Safety database upgrade process.

Please refer to AS 6.0.1 Installation Guide for any details about
this upgrade.

Argus Safety 7.0 supports with Oracle version as 11.2.0.1. If the AS
6.0.1 is with old Oracle version then convert the Argus Safety
database from current Oracle version to Oracle 11.2.0.1

Please refer to Oracle Documentation to convert the Oracle
database version.

Refer to main upgrade (Database Upgrade Procedure (with or
Without DLP) from AS 6.0.1 to AS 7.0) once the Database is
upgraded to AS 6.0.1 with Oracle version 11.2.0.1

3.12.3 Database Upgrade Procedure (with or Without DLP) from AS 6.0.1 to AS 7.0

Use the following procedure to upgrade the database. Please note that the Oracle
Database Server version should be upgraded to 11.2.0.1 prior to upgrading the
database from 6.0.1 to 7.0.

= You may be prompted to press Enter at screens that are not included in the
procedure. This does not hinder the upgrade procedure. Where applicable, press
Enter to continue with the upgrade process.
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1. Select Start=> Programs=> Oracle=> Schema Creation Tool.

2. When the system opens the Schema Creation Tool:

Version 7.0 Database

Create Schema Factory Data DB Upgrade

Schema Validation

Schema Creation Tool

MedDRA Loader Who Drug Loader J Drug Loader

Argus DLP Oracle Text

= Click DB Upgrade.
3. When the system opens the Connect to Database dialog box:

rm Oracle Database Connect @
n
jsystem
Password Cancel
[
Database:
jas7o0od]

»  Enter the DBA username.
= Enter the password.
= Enter the Database name.
= Click OK.
4. When the system opens the Select Upgrade "Main" Folder dialog box:
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Browse For Folder E3

Please select the Upgrade Folder, Please note that there
should be at least 1GE free space on the Drive containing
the Upgrade Folder,

, Merge_to_Multitenant -
| Reconciliation
J SchemaValidation
B . Upgrades
W IFERADE_TO 70
| Comments -

| Camman

, FactaryData

| Package

S0l -

MMake Mew Folder | K I Cancel

s Click Next to continue.

Note: During the upgrade this validation may appear. This is due to
a few tables where the column size has been adjusted and the table
currently has more data than the new column size.

5. When the system opens the Upgrade Parameters screen loaded with default
values:

Note: When you get to the screen below, there are a few new options
that need to be selected for 7.0 as explained below:
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Upgrade Parameters

~Database and Upgrade IFormation — e

| Datmbess Name: 1'"” PDVTD
Current Database Yersion: 15_0_1 Uparade to Yersion: 1?_0
| \itete ey |C\Argus_18jan\Argus\DBInstaller\Upgrades\UP GRADE_TO_70
[~ Please specify parameters for the Upgrade:
Argus Safety Schema Owwner: iARGUS_APP :j Password: 1*******
Argus Role Name: iARGUS_ACCESSJ Lj
ESM Schema Cwyrner: 1ESM_OWNER :j Pazsword: 1*******
| ESM Role Name: |ESM_access 1 =
| hecDRA User Mame: 1MEDDRA_81 ‘:j
| I DLP Enabled on this Datehase
DLP Stage User: 1 Password: 1
| DLP DBA User: | Password: |

OTEORNtIAES FOF WPI AGITHN USEr - -+ - o o bbb .
SPD Admin Schema Owner: Passwordd: “erify Password: |

N ;\"’PD_USER 1“:“:* 1Muaaa|

~0ptional Upgrades

¥ Replace factory version of the function SF_CASE_SERIMCUSHNESS

¥ Replace factary version of the fumction SF_CASE_LISTEDNESS

¥ Replace factory version of the function SF_CASE_CALUSALITY

r Replace factory version of the function SF_UPDATE_CP_PRIMARY _EVENT

The signature of some of the custom functions has changed. The original functions will be spooled to the log file
at \DBInstalleriUpgrades\UPGRADE_TO_7OWPG _SF_FUNCTIONS _SOURCELOG. |f custom functions are in use,
it wyill be necessary to re-apply them after the wpgrade is complete to conform to the new signature.

—Application Type
o Single-tenant £ utti-tenarit

—Default Enterprise Details

Enterprize hMame: 1DEFA ULT

Enterprise Short Name: 1DEFAULT

et Cancel a

4%

In the Upgrade Parameters screen of the Argus Safety 7.0 release, there are some
new options for which data has to be entered. They are as follows:

s Credentials for VPD Admin User - This includes the VPD Admin Schema
Owner, Password, and Verify Password.

= Application Type - This includes the following two options:

- Single Tenant — Select this option if you are upgrading this database and
leaving it as a single tenant model.

—  Multi Tenant — Select this option if you are upgrading this database and
changing to a multi-tenant model.

»  Default Enterprise Details - This includes the Enterprise Name and Enterprise
Short Name.
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Note: The three optional functions SF_CASE_SERIOUSNESS, SF_
CASE_LISTEDNESS, and SF_CASE_CAUSALITY have had their
signatures changed. The original functions will be spooled to the log
file at \DBInstaller\Upgrades\UPGRADE_TO_70\UPG_SF_
FUNCTIONS_SOURCE.LOG. If custom functions are in use, it will be
necessary to re-apply them after the upgrade is complete to conform
to the new signatures.

Enter the Argus Safety Schema Owner password.
Enter the ESM Schema Owner password.
Click Next.

Note: If DLP is already enabled, the check box will be checked;
otherwise it will be unchecked.

6. When the system loads the Tablespace Management window for the Argus
database:

Tablespace Management

e ,,fsitiiii’iositozhn

| Detecaze Name [iNUPDVTO
| Current Database Versin: [0
| Upgrads ta Version [fo
Upgrace Directary: [C\Argus_18jan! Py UPGRADE_TO_70
Descrigicn Tablespaces Current Size (Mb) Fres Space (Mb)  Free Space Nesded  New/Exists
{Mb)
[Acgus Dt Tablespace fiame O ARGUS_DATA_01 »| |38 218 16 ity
Argus Deta Tablespace Narma 03 ARGUS_DATA_03 x| fams za0 1 wisls
{rgus Dote Toblespacs Mume 04 ARGUS_DATA_04 B I LEL 110 9 Exts
[&rgus Dt Tablespacs Hame 05 ARGUS_NDEX_0S w| asr 250 i ists
prgus Incex Tatlespsce Mama 01 ARGUS_MNDEX_H =y E04 403 7 il
Arguz index: Tatiespace Mame 03 ARGUS_NDEX_03 =i [een 408 ity
|8rgus inges: Tablespace Nare 04 ARGUS_NDEX 04 =| |72 138 1 fexists
Argus inde Tablespace Mama 05 ARGUS_MDEX_05 | jast 258 1o [Existz
[ESH Dim Tabiespace Neme 01 ESh_DATA_ 01 -| |4 i 1 it
[ESM index Tabiespace Neme 01 ESh_INDER_0 | s 251 1 Exicts
THP_LIFGRADE _TABLESPACE ARGUS_DATA_0 =i EEr ral] 10 =t
Recalculste Free Space Meot Cancel

Select the tablespace name from the drop-down list corresponding to the
description.

Click Recalculate Free Space. Verify that the available free space is greater than
the amount of required space. If you have increased the freespace, click this
button to recalculate the amount of available free space.

Click Next.

7. If DLP is already enabled on the selected Argus DLP database, the system displays
the Tablespace Management DLP window. If Argus does not have DLP, this
system does not display this screen.
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Tablespace Management DLP

Datahase and Upgrade [nformation

Catabazs Mame: INUPDV72

Current Dtabaza Varsion: |6.0.1

Upgrade to Wersicn: |7 0

Ungrace D ectary: |C\Argus_18jan'\Argus\DBlnstallerUpgrades\UPGRADE_TO_70

Fege Database Name - IMUPDVT2

Diescription = i Fres Space (Wb)  Free Space Needed  New/Exists
() ]
-
JOLP Stage Data Tablespace 01 |oLe_sTacE pata =] 3 7] [ Cresie Table
[DLP Stage hoex Tadlesoacs 01 [oLr_sTace_roEx o1 x| [B 2 fi Create Takie
W |oe sTacE Lo = 3 2 Creste Table

Recculale Free Space

DLP Databibee Mame | HUPDPT2Z

De=crigtion Tablespacas Curtent Size Frea Space (Wh)  Free Spaca WewiExists
(2] Weeded (Mb)
& Telesamae Hare T [oLp_GATA 51 B T b Create Table |
[DLF Deta TebkespeceNama 02 |oLe DATA 02 =| e B Creats Table
[OLP Dot ToilospeceName 09 |DLP_DATa 04 =l B 3 fi Cresie Table
DLP Dat Tatlaspace Neme 05 |BLPJ:\ATA_05 j 30 A H Create Table
P s Teslesarce Hame 01 |oLe_ncex ot =| sz 48 3 Create Table
DILP e Tellaspace Mama 04 |o|_pJNDE>¢_u4 =| [z =2 il Create Table

Recslculdle Free Space

= Select the appropriate tablespace from the drop-down list.

»  Click Recalculate Free Space. Verify that the available free space is greater than
the amount of required space.

s Click Next.

8. When the system prompts for confirmation:
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s Click OK then click Proceed on the main screen.

9. The upgrade start and the system opens the Command prompt window.

10. When the upgrade is complete the system opens the following window:
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Database Upgrade Execution

" Database and Upgrade Version
Databaze Name: [inup D7D

Current Database Version: [6.0.1

Upgrade to Yerslon |? o
Upsrade Directory: [Ciintus 16j il UPGRADE TO 70
¥ Pause on error I~ Shew &1

File Being Executed: |mm.s_m_amm_mmsq\

DECLARE x NUMBER, CURS0R C1 15 SELECT CASE JD FROM case_master where stale _id = 2 and case_il = 0, DEGINFOR ¢l recMcl  LOOF  x=gss L <

Upgrade Execution has completed, Mumber of errors during upgrade = 0

|

Error Detected wih this S6L Cormand: Froczed EXiL
DECLARE -
% NUMBER;

CURSCR: C1 IS SELECT CASE_ID FROM case_master where state_jd = 2 and case_id » 0
BEGIN
FoR: ¢l _reciNcl
LOOF
x:= ges_utl{_updsle_workiist_for_case(c1_rec case_id);
[END LOOP;

ENE

Successhuly Completed

= Click OK.

11. When the system opens the Database Upgrade Execution window:
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Database Upgrade Execution

Database and Upgrade Yersion

Detabase Name: ‘\HI IPDVTO

Current Databaze Yersion: [6.0. 1

Upigrade 10 Version, "r 0
Ungrade Directary: |Cargus 1BjantArqusiDBInstallertipgrades\UPGRADE 10 70
¥ Peuse on error [~ Show Al

File Being Executed:  [SGLWARGUS_T0_special_data_changet sal

CECLARE x NUMBER, CURSOR C1 IS SELECT CASE_|D FROM case_master where state_jd » 2 and case_id » 0, BEGNFOR ¢l _rec el LOOP  x:i=gss_L :I
4l | LI‘J
Error Eisterted with this SOL Command: Firaeecd Exit
IDECLARE -
bx NUMBER;
ICURSOR C1 IS SELECT CASE_JD FROM case_master where state_id = 2 and case_id » 0,
EGIN
FOR o1 _rec N c1
LaoP
%= gss_Ulll1_update_worklist_for_case(c]_rec case _id);
[END LOOP,
JEND:
[Successfuly Completed
L. Crumeieten Axeriinn fie CAarans 1RisMars SOAINS Al lardest PGRANE T TINSAIARGHIS 71 stecsl dea channed s =i
2
d

»  Click the log icon to verify any upgrade errors.
= Click Exit.

12. When the system opens the Enable Oracle Text window:
See section 3.6 "Enabling and Disabling Oracle Text."

13. Invoke SQL/PLUS. Connect to DLP database as SYS user and execute the
following statements:

define user_dlp=<Replace with DLP Schema owner>

GRANT EXECUTE ON SYS.DBMS_OBFUSCATION_TOOLKIT TO &user_dlp.;
GRANT EXECUTE ON SYS.DBMS_JOB TO &user_dlp.;

GRANT EXECUTE ON SYS.UTL_FILE TO &user_dlp.;

GRANT EXECUTE ON SYS.DBMS_LOB TO &user_dlp.;

GRANT EXECUTE ON SYS.DBMS_RANDOM TO &user_dlp.;

GRANT SELECT ON SYS.ALL_SOURCE TO &user_dlp.;

GRANT EXECUTE ON DBMS_RLS TO <DBA User> WITH GRANT OPTION;
GRANT EXECUTE ON DBMS_JOB TO PUBLIC;

GRANT EXECUTE ON DBMS_LOB TO PUBLIC;

REVOKE Execute on sys. DBMS_OBFUSCATION_TOOLKIT FROM PUBLIC;
REVOKE Execute on sys.UTL_FILE FROM PUBLIC;
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REVOKE Execute on sys. DBMS_RANDOM FROM PUBLIC;
REVOKE SELECT on sys.ALL_SOURCE FROM PUBLIC;

14. Upgrade is finished.

15.

Run the schema validation tool to validate the schema.

3.13 Merging a Single Enterprise Safety Database into a Multi-tenant

Database

3.13.1 Prerequisites to Running the Merge Export Step

The end user should not use the Source database during export process.
Install Argus 7.0 on a computer where Oracle 11.2.0.1 is installed.

The source databases should be schema validated at Argus 7.0.

The source database can be single tenant or multi-tenant.

The source database data must contain only one ENTERPRISE.

3.13.2 Prerequisites to Running the Merge Import Step

Create a cold backup of the target database before starting the MERGE IMPORT
step.

The end user should not use the target database during the import process

There is only one at the time MERGE Import process allowed to run on the Target
database.

Auto extend should be set on for all Database files in the target database

Sufficient space should be available on the target database server to import the
new Enterprise Data. The amount of space depends on the number of cases in
source Safety database.

Install the Argus 7.0 application. Make sure that Oracle Client version is 11.2.0.1.
The Target databases should be Schema Validated at Argus 7.0.
The target database must be a Multi-tenant database

All source database dictionaries should be available in target Database. If the
dictionary doesn’t exist then please install missing dictionaries on Target database.

All existing AG service users on the Source Database must exist on the target
Database

All source database LDAP configured Server name should be available in target
database.

3.13.3 Completing the Merge Process

Use the following sections to complete the merge process.

3.13.3.1 Merge Export

1.

Navigate to the following Path from Start Menu:
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All Programs --> Oracle --> Merge to Multi-tenant

Click on Export and follow the instructions on the sqlplus screen.

a.

1

© o o

> @ =

Enter Log File Name to record results.
This is the execution log that is created on the client workstation:

Log file path: <C>:\Program Files\Oracle\ Argus\DBInstaller\Merge_to_
Multitenant

Enter TNSNAMES Entry to Connect to the Source SAFETY Database.
Enter SYSTEM or DBA user name in source Database.

Enter password for DBA user in source Database.

Enter SAFETY schema owner name in source Database.

Enter password for Safety schema owner in source Database

Enter Interchange schema owner name in Safety Database

Enter password for Interchange schema owner in source Database.

Enter the full directory Path to create the Source Safety database export dump
file: This is the Path on the Source Database Server where the Argus Safety
Database resides. The Batch file will create an export dump file
(SAFETY.DMP) and an export log file (SAFETY_EXPORT.LOG) in the
Directory. Make sure that SAFETY.DMP file does not exist prior to the export.

Check the database export process log and export step log file for any errors. This
is critical step to make sure no errors during export step. Please check following
log files:

Log file name entered as parameter 1 during export step execution.

Following Oracle Import log files are created on database server. The path is
the value entered on “Enter Directory including full Path to create Source
safety database export dump file” during export step:

SAFETY_EXPORT.log

3.13.3.2 Exporting the dmp File Copy to the Target Database Server

Move the export Dmp file created in "Merge Export" from the source database server
to the target database server.

3.13.3.3 Merge Import

1.

Navigate to the following path from Start Menu:

All Programs --> Oracle --> Merge to Multi-tenant

Click on Import and follow the instructions on the sqlplus screen.

a.

Enter Log File Name to record results. This is the execution log will be created
on the client workstation.

Log file path: <C>:\Program Files\Oracle\ Argus\DBInstaller\Merge_to_
Multitenant

Enter TNSNAMES Entry to Connect to the Target SAFETY Database.
Enter SYSTEM or DBA user name in target Database.

Enter password for DBA user in target Database.
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e. Enter VPD schema owner name in target Database.

f.  Enter VPD schema owner password in target Database.
9. Enter SAFETY schema owner name in target Database.
h. Enter password for Safety schema owner in target Database

Enter Interchange schema owner name in target Database
j- Enter password for Interchange schema owner in target Database.

k. Enter Directory including full Path on target database server where export
dmp file copied for import process. This is the Path on the "Target Database
Server" where the Argus Safety Database resides. The Batch file creates an
import log files file in the directory mentioned.

I.  Enter the name of new ENTERPRISE.
m. Enter the abbreviation of new ENTERPRISE.
n. Enter SAFETY schema owner name in source Database.
o. Enter Interchange schema owner name in source Database.
3. This Batch files imports the data from the dump file into the target database.

4. Check the database import process log and import step log file for any errors. This
is critical step to make sure no errors during import step. Please check following
log files:

= Log file name entered as parameter 1 during Import step execution.

= The following Oracle Import log files are created on database server. The path
is the value entered on “Enter Directory including full Path on target database
server where export dmp file copied for import process” during import step.

- SAFETY_IMPORT _safety.log
- SAFETY_IMPORT _interchange.log
- SAFETY_IMPORT_SAFETY_DUP_SEARCH_DATA log
- SAFETY_IMPORT_SAFETY_DUP_LAM_SEARCH_DATA. log
5. Validate the Schema of the Ttget database using Safety Schema Validation tool.

3.13.3.4 Manual Dictionary Synchronization

The MERGE process synchronizes the dictionary information based on the dictionary
name in the source and target database. If the source Dictionary name is not available
in Target Database then manual synchronization is required.

Use the following steps to synchronize the dictionary data manually on the target
database:

1. Log in as Safety schema owner using sqlplus on Target Safety Database.

2. Locate the new ENTERPRISE_ID value created from import process using the
following sql:

SELECT VALUE
FROM cmn_profile_global

WHERE section = 'DATABASE' AND KEY = 'MERGING_TO_
MULTITENANT' ;

3. Set the context value to new Enterprise_id
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Exec pkg_rls.set_context('admin',< Value of New Enterprise ID>,’ARGUS_
SAFETY");

Locate the list of Dictionaries ID’s where Dictionary synchronization pending due
to missing Dictionaries on Target database. If the following sql results in NO
ROWS, then no further action required.

Select dict_id

From cfg dictionaries_enterprise

Where enterprise_id = <Value of New Enterprise ID>

And global_dict_id = -1;

Log in as the Safety schema owner using sqlplus on the source safety database.

Locate the dictionary name of each Dictionary ID where the Dictionary does not
exist on the target database using the following sql:

Select name from cfg_dictionaries_global

where dict_id in (<List of Dict ID values (comma separated)
from Step 4);

Load the missing dictionaries on the target database.
Set the context to new enterprise_id using following sql on target database.

Exec pkg_rls.set_context ('admin',<Value of new ENTERPRISE_ID>
, "ARGUS_SAFETY"') ;

Update GLOBAL_DICT_ID data in the target database using the following SQL:
UPDATE CFG_DICTIONARIES_ENTERPRISE

SET GLOBAL_DICT_ ID = <Dictionary Global Dict ID value from
target database>

WHERE ENTERPRISE_ID = <New ENTERPRISE_ID created in Target
Database>

AND DICT_ID = <Value of Dict ID in New ENTERPRISE with
Dictionary name>

AND GLOBAL_DICT_ID =-1;

3.14 Copy Configuration Tool

This tool is intended to provide functionality for copping configuration data from one
Argus Safety database to another.

The following steps are required to run the tool:

1.

Validate Schema on the source database using Schema Validation Tool.

Make sure that there are no extra or missing objects exist in Schema Validation log
file. Messages for extra custom objects created should be ignored.

Copy the Copy Configuration Tool utility files recursively from C:\Program
Files\Oracle\ Argus\DBInstaller\ Copy_Config to the C:\CONFIG_EXP_IMP_70
folder

Export the Source database by running C:\CONFIG_EXP_IMP_70\Data_
ExportConfigOnly_11g.bat and follow the prompts

4. Create new database using Argus Safety 7.0 schema creation tool
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5. Import into Target database by running C:\CONFIG_EXP_IMP_70\ Data_
ImportConfigOnly_11g.bat and follow the prompts

6. ValidateSchemaonthetargetdatabaseusingSchema ValidationTool
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Installing Argus Safety Web

This chapter includes the following sections:

Installing Argus Safety Web

Adding the Argus Site as a Trusted Site
Configuring the IIS Manager for Windows 2008
Connecting to a Domain Account on Windows 2008
Enabling SSL Support for Windows 2008
Configuring Load Balancer in Argus Web

Installing Argus Report Server

4.1 Installing Argus Safety Web

Before installing Argus Safety Web, be aware of the following:

During the installation, the information in this document may be different from
what you see on your monitor if additional modules were selected during the
Argus Safety Web Installation.

A domain account with Local Administrator privileges to the Web server is
required after the Argus Safety Web installation is complete.

Use the following procedure to install Argus Safety Web:

1.
2.

Open the Argus Safety folder and click setup.exe.
When the system displays the Argus Safety Setup screen: Click Next >.
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Argus Safety Setup

‘Welcome to the Argus Safety Solution Components Installation Wizard.

d. If pou are installing from a UMC

Safety setup screen

B R R R R R R R R R R R e s b

3. When the system displays the Customer Information screen:

o —
Argus Safety Setup

Argus Salety Solul omponents Customer Information

Enter username and company name

34 3 e 3 e e 3 e 3 e e e 3 e 3 eSS e e 3 e 3 e S 3 e 3 e e S S A S A e A A e A N A A A KN A A KA KA A A AN
4. Enter the user name in the User Name field.

5. Enter the company name in the Company Name field.

6. Click Next >.

7. When the system displays the Default Directory screen, click Browse to select the

default installation directory where the Argus Safety Solution Components will be
installed.

4-2 Oracle Argus Safety Installation Guide



Installing Argus Safety Web

Argus Safety Setup

#Aigus Salety Solution Components Default Directory

Click Browse to display a directory.

B R R R R R R R R R R R R Rt R R R R 2 2 2]

8. Click Next to display the Argus Safety Components list and select the default
installation directory where the Argus Safety Solution Components will be
installed.

9. When the system displays the component list:

An additional option is now available in the Installer module selection screen.

]S chema Creation Toal
[ 1End of Study Urbinding Modue

10. Select the modules to install.
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Note: Selecting the option “Argus Safety Portlets” will install an
additional set of files for use with the Oracle Web Server to the
following folder on the Web Server.

11. Click Next >.

12. When the system displays the Argus Safety Solution Components Report
Directory screen:

Argus Safety Setup ﬂ

Argus Safety Solution Components Report Directory

13. Click Browse, select the folder to store the temporary reports in, and click OK.
14. Click Next > to continue.

Argus installs and shows the progress of the installation.

[ Argus Safety Setup

Setup Status
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Displays progress of installation.
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When the system displays the Enter Password for ARGUSUSER screen, enter the

password for the ARGUSUSER database user created during the Schema Creation

of the database or leave blank for the default and click Next.

Note: If the password is left blank accepting the default, the re-entry
screen in the next step will not be seen.

15. Re-enter the password entered in the prior screen. Click Next.

Argus Safety Setup

Password
T

Re-enter password.

3 e e e e e e 3434 63 3 3 3 3 3 S 3 S S A e A 34 4 3 3 3 3 3 3 3 S S S e e e e A3 33 3 S S S S S e S e A e 434 3 3 S S N N N S A A A3 3 AN AN A E

16. When prompted to enter the server path to the Report Server:
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Arg us Safety Setup

eaving the default (HTTF:, make the

Enterserver path for Report Server..

B R R R R R R g R R R R a2

17. Enter the HTTP URL with Port number for the report server in the text field.

18. Click Next > to continue.

Note: If you have entered http://Localhost, the installer will ask
you if this is a report server installation. If this is not a report server,
select No. If this is a Report Server Installation, select Yes and enter
the Report Server Username and Password.

19. When the system asks whether you want to configure a database for Argus:
20. Click Yes to configure a database for Argus.

21. When prompted to enter a database name: Enter the database name as you want it
to appear on the Argus Login page.
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.Argus Safety Setup
Enter Text

Enter the name of the Dat

(racle drgus Safety Databasd

Enter a database name.

343 e 3 e e 3 e 3 e e e 3 e 3 eSS e A e S e S S A A e e S A S A e A A A KA A AN KN A A KA KN A A AN

22. Click Next > to continue.

23. When prompted to enter the database SID: Enter the database SID.

Enter the Dat.

ARNIS0

Enter a database SID

24. Click Next > to continue.

25. When the system ask if you would like to configure database settings for Argus:
Click Yes to add an additional database to the Argus Login page.

26. When system prompts you to enter a port number: Enter the Port for the Argus
Web site (default is 8083).
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k.rg us Safety Setup

27. Click Next > to continue.

28. The installer installs the Web site and it related components and shows the
progress of the installation.

29. When the system displays the Setup Completed screen: Click Finish.

Argus Safety Setup

Setup Completed

System displays the Setup Completed screen.

B R R R R R R R R R R R e s b

30. When the system displays the following message: Click OK to reboot the system.
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i
i3

i o | Argus Safety Solution Component Install Wizard will now reboot
L ' yaour system,

4.2 Adding the Argus Site as a Trusted Site

Use the following procedure to add the Argus site URL as a trusted site:

1.

2
3.
4

L

Open Internet Explorer.
Select Tools => Internet Options.
When the system displays the Internet Options dialog box.

When the system displays the Security tab: select Local Intranet or Trusted Sites
and click Sites.

When the system displays the Trusted Sites dialog box.
Type the Argus site URL in the Add this website to the zone field.
Click Add.

Note: Contact your System Administrator for the Argus site URL.

4.3 Configuring the IS Manager for Windows 2008

Note: For Windows 2008, IIS 6 Management Compatibility and
Application Development-->ASP.NET/ ASP roles must be installed.

Select Start => Administrative Tools => Internet Information Services (IIS)
Manager.

Expand the Connection Panel and open “Sites”.

Select Argus Safety Web.
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T=IE
6‘) @ » SMENGIRVOOL b Stes b Argus Safety\Web b | & b B 1@ -
File wview Help
~r - Argus Safe
- iglfj 8 @ /vous Safety B xe B
6 Start Page e ome Edit Permissions. ..
=95 SYMENGIRVDO 1 (SYMENGIRYVOO P —
12 moplication Pocls il Edit Site
B[] sites T} = Bindings. .
SR =] Arus safety Web " |2 Basic settings...
-4 Default Web Site \'\.'/, 0 -
s View Applications
MNET NET T
Compilaton  Globakzation Vmiww Jizsis
= ey Manage Web Site Gl
{03 N2 2 Restart
NET Profile  \NET Roles P Start
B stop
. -
q By Browse Web Site
i) E -
JNET Trust  NET Users = L 47
Levels = Advanced Settngs...
4 | v [EFeatures view |1 2 Content view Configure -
Ready q;::.
Configure IIS Web

4. On the right panel, click on Basic Settings.

Site name:

Application poal:

2

IDefauItAppPool

Physical path:

Z:\Program Files\Oracle\Argus\Argusieb \ASP

L

Connect as "abuser'

Connect as... Test Settings...

[ ox |

Select... |

Cancel

Edit Site Screen

3o o o o 36 6 3438 36 36 33 3 3 S S S S S A A 34366 3 3 3 3 S S A A S A A3 3 3 3 S A S A S oA A A K36 3 AN A A A A KKK KA AN

5. Click on Connect as...

6. Click on Specific User and click on Set.
7.
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gsw-mexp

b Aplic
Bl Sites IAr_gl

69 D a % Specific user:

User name:

Path credentials:

tart Page

I.-!.rgus \userl

Password:

Confirm password:

[ ox |

Cancel

2]

ntication)

OK

2%

|

2|

Sef...

| Cancel |

Uk | Cancel |

SErS

OoTrowse Wweo J
Browse :3083 (i
LI Advanced Settir

rs

Set Credentials screen.

B R R R R R R R R R R R R R R R 2 2 R R R a2 b 2

8. Click OK.

Lo
I+ Path credentials:

& Spedific user:

IArgus‘nuser 1

= Application user (pass-through authentication)

oK

Sak..

Cancel |

2%

9. Click on Test Settings to verify the user credential is valid for the connection.

21|

Site name: Application pool:
IArgus Safety Web IDefauItAppPooI
Physical path:

IC: \Program Files\OraclelArgusArgus\Web\asP
Connect as 'Argus'user1’

Connect as... I Test Settings...

N

oK

Select... |

Cancel

4.4 Connecting to a Domain Account on Windows 2008

If multiple web servers are configured for Argus in a load-balanced environment, the
reports folder must be on a shared path on the network. Connect the PDFReports,
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UploadedLetters, CachePath, and Scanned_Images using the domain account as
shown in the following illustrations.

1. Open Argus Safety Web folder from the left panel.

—_
Y Internet Information Services (115) Manager

4—@ _o » SVMENGIRVOOL » Sites P Argus Safety Web JW e[ - &
vew e
_, . Argus Safety Web Home L
.- id |18, 0 9 Y B Exglore
W Start Page A —= Edht Permissions. .
83 SIMENGIRVO0L (SYMENGIRVDOL Group by dces MEEN ———
L2} Apphcation Poals ASPNET 2 Edit Site
¥ ("] = {2} [ BascSets
r ¥ Iy % & i
aET NET NETProfie  NETRoks View Appheations
Complaton  Gabokzatan View Virtual Directories
q ‘-% [= p Hanage Web Site ~
3 LEd = b
= y . = Restart
JNET Trust JNET Users Agpicaian Comnecton
Levels Setbngs Strings b St
& _ —_— N & stop
B #} | a4 ‘}!} z) Browse Web Site
By Machnekey Pagesand  Provdes  Sesson State [8] Browse :3083 (hitn)
=) Controls.
® @ [
- L 4 Configure
®BI SMTP Exmal nits...
il L e
L s =l Oniine Help
e
[_:'f Faaturas View |7 Content View

Open Argus Web Safety folder.

2. Click on CachePath and click on Basic Settings.

¥} Tntemet Information Services (115} Manager P |

i{: |ﬂ! ) I@-

Fie  View Hep
§ Explore
Edit Permissions....

‘) | P » smoncmVe0L ¢ Sites b ArgusSafetyWeb b CachePath b

&3  [CachePath Home

@- - |#1 &
W startPage -

& 8 sreamn: e L -
| .?txa;ﬂ;:ﬂk Edst Application 2% e
Wiew Virtual Directones
Site name:  Argus Safety Web —_—
Pain: I Manage Application ~
Browse Application
— ';:ﬁ-:msm: = I & Browse 3083 (hitg)
Example: soles Advanced Settngs...
Physical path: 8 rep
[Wa0.293.215. 201C s TempVessageCache _I Online Help
Connect as ‘abuser’

Connect as... | Test Sattngs... |
[ =

ns |

.|1I [+ Featres view |i1 Content wiew

1K1

Click on Basic Settings.

B R R R R R R R R 2 R R R a2 b 2

3. Change the Physical Path to a shared folder in the Domain.
4. Click on Connect as... and select Specific User.

5. Enter the Domain User ID and Password and click OK.
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Note: You can click on Test Settings to verify the user authentication
for the connection.

6. Repeat the same for PDFReports, UploadedLetters, and Scanned_Images.

4.5 Enabling SSL Support for Windows 2008
Use the following procedure to enable SSL support for 2008:
1. Obtain and install the SSL certificate.
2. Click Argus Safety Web => Bindings.

JRPTEY|
@_@ @ » SMENGRVIDL b Stes b Argus Safetywed b |fﬂ % {5 ]@'
{k view  Heb
Argus Safety Web Home —I
‘b 9 i Explore
Growby: Ares “[E8- EtPenknaR
ASPNET e Edit Site
A2 % | Basc Settngs
View Applications
) x
= — _I—I View Yirual Drectones
Type | Hosthiame | port | P adress Bnd Add... I Manage Web Site o
ht 3083 -
Edt... I + Restart
b St
—I' & sip
| | i | -_"l Browse Web Site
—— I [@] Browse :8083 (hup)
Aduanced Setbings. .
[
{ ] Configure
SMTP L
B rep
s :J Oniine Help
l | [rowee] cmeven
Rsady %

Bindings screen.

B R R R R R R R R R R R R Rt R R R R R s 2 T

3. Click on Add, then change Type to HTTPS.

Add Site Binding 2] x|
Type: IP address: Port:
Ihth:s j IAII Unizssigred j |.143
Host name:
S5L certificate:
Mot selected b
oK I Cancel

Add Site Binding screen.
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4. Select SSL Certificate, then click OK.
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4.6 Configuring Load Balancer in Argus Web
To set up a Load Balancer in Argus, you will need to setup:
s The Argus Web Load Balancer IP Address
s The Load Balanced Folders
s The Shared Network Directory

4.6.1 Setup Argus Web Load Balancer IP Address

If Argus Web is being installed in a Load Balanced Environment, the Load Balancer IP
Address needs to be configured in Argus Console.

1. Login to Argus Console.

2. Select System Management from System Configuration Menu.
3. Click the Network Settings Folder.

4. Enter the Load Balancer IP Address and click Save.

4.6.2 Set up load balanced folders

When setting up the load balanced folders, update the network directories for the
following virtual directories:

= cachepath
= pdfreports
= uploadedletters

4.6.3 Set up the shared network directory

The network directory is a shared directory that will be the same for all load balanced
web servers.

Update argus.ini for the following entries:
» cache=<shared directory for the pdfreports>
= messagecachepath=<shared directory for the message cache>

»  upload=<shared directory for the uploaded letters>

4.7 Installing Argus Report Server

Argus Report Server enables the Argus Web Server to offload or redirect the tasks for
all reports such as Periodic, Expedited, E2B and System Reports to the Report Server.
This enables the Web Server to effectively handle the actual end-user HTTP requests
rather than spending system resources on report generation tasks.

Argus supports multiple Report Servers. However, these report servers cannot be put
under a Load Balancer. Each web server configuration has to point to the report
servers individually.

The Report Server installation and configuration is exactly same the Web Server
configuration. The only difference is in the values of the ReportServer,
ReportServerUser, and ReportServerPassword parameters in the Argus.ini file for the
Web and Report Servers.
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If you are using Report Server, the sample values of these three parameters on the Web
/ Report Server are displayed in the following table.

# Parameter Sample Value Description

1 ReportServer http:/ /svmargirv001:8083 This parameter points to the Report Server
URL for the Argus application.

2 ReportServerUser reportuser This is the username of an Argus user with
user type as AG Service User configured in
Argus database.

This value must be unique for each report
server.

3 ReportServerPassword  password This is the password for the Report Server
User in Argus database as described above.

Caution: Be aware of the following:

In the Argus.ini file on the Report Server, the ReportServer parameter
must point to itself. For example, it can have a value such as
http:/ /localhost.

Other parameters for ReportServerUser and ReportServerPassword
are not required in the Report Server.

After installing the Report Server, you need to configure Argus.xml
and Argus.ini. Instructions for doing so are in Chapter 12, "Other
Tasks".

4.8 Securing Sensitive Configuration and Operational Data

The following security recommendations should be made to the following files and
folders on the Safety Web and Report Server. This ensures that only the IIS User can
access these files and local system login accounts outside of the Administrator cannot
make changes to the files.

Windows Directory File

Minimum permission required for file is "Full Control" for the user under which IIS is
running:

s Argus.ini

Shared Folders

The following folders require minimum permission of "Full Control" for the user
under which IIS is running:

= MessageCache
s PDFReports
= Scanned_Images

s UploadedLetters
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4.9 Configuring Identity in the IIS Application Pools

1.

o o &~ w N

Select Start => Administrative Tools => Internet Information Services (IIS)
Manager.

Select Application Pools.

Right click on Argus Console Pool and select Advanced settings
Enter user ID and password in the identity field.

Reset IIS.

Repeat same configuration for Argus NET Pool.

Note: This configuration will prevent the following error from
appearing when filtering data on the Worklist Portal screen:

Error processing your request

4.10 Resetting IS

After changes have been made to the areas listed below, IIS needs to be reset to make
the latest data / configurations available to the rest of the system:

1.

Changes in config files:

s Argus.ini, Argus.xml

Changes in following screens through Console:
= Common Fields

= System Management

= Enabled Modules

Loading of MedDRA dictionaries
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Installing Argus Safety Service

Before installing Argus Safety Service, be sure that a domain account with
administrator privileges to the Argus Safety Service box is available after Argus Safety
Service has been installed.

See Section 12.11.1, "Setting Up easyPDEF" to continue installing Argus Safety Service.
To install Argus Safety Service:
1. Click Argus Safety.

2. When the system displays the Argus Safety Solutions Components Installation
Wizard: Click Next > to continue.

!k; us Safety Setup

Welcome to the Argus Safety Solution Components Installation Wizard.

cl
LK
map the dri

When the system displays the Customer Information dialog box:
Enter the User Name and Company Name.

Click Next >.

o a k w

When the system opens the Default Directory dialog box, Click Browse to select
the default installation directory where the Argus Safety Solution Components
will be installed.

7. Click Next to open the Argus Safety Components list.
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8.
9.

When the system opens the Argus Safety Components list:
Select Argus Safety Service from the list.

Argus Safety Setup

10.
11.
12.
13.
14.
15.

16.
17.

g Solution Components

& Asgus Safety Web

Click Next >.

When the system opens the Argus Safety Setup screen dialog box:

Click Browse, select the folder to store the temporary reports in, and click OK.
Click Next > to continue.

Argus installs and shows the progress of the installation.

When the system displays the Enter Password for ARGUSUSER screen, enter the
password for the ARGUSUSER database user created during the Schema Creation
of the database or leave blank for the default and click Next.

Note: If the password is left blank accepting the default, the re-entry
screen in the next step will not be seen.

Re-enter the password entered in the prior screen. Click Next.

When the system displays the Setup Completed dialog box: Click Finish.
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Argus Safety Setup

Setup Completed

ion Component | Completed.

Cancel

18. When the system displays the Argus Safety Setup dialog box: Click OK to reboot
the system.

Argus Safety Setup |

@Ol rous Safety Solution Component Install Wizard will now reboot
W vour system,

19. See Chapter 12, "Other Tasks" for information about tasks that must be completed
after Argus Safety service has been installed.

20. Oracle creates many temp files that need to be regularly deleted. For information
about clearing Oracle temp files, see Chapter 13, "Clearing Oracle Temp Files."

For information about verifying the Argus Safety Web installation, see "Argus Safety
Service Installation Verification."

5.1 Starting Argus Safety Service

Before you can start Argus Safety Service, you must configure a single process or it
will fail to start.

To start Argus Safety Service:

1. Select Start=> Control Panel=> Administrative Tools.

2. Double-click the Component Services shortcut.

3. Locate Argus Safety Service in the list of services and select Properties.
4

When the system opens the Argus Safety Service Properties dialog box:
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ENG 1) svmengirv001 on

TWBWVM
vulr eloaG B RO

I Number of active connections has changed. There are now 2 active connections to this console »®
#. Fie l@on View Window Help |_ S|
] T
3 [= RE =
- $ | 4l ‘ D & = | Argus Safety Service Properties (Local Computer) éll

(L] Console Root - Actions

= b, Component Services General | Leg On | Recovewl Veperdeicie I Services (L. ~
~| Computers

{] Event viewer Local) Service name ArgqusSafetySenvice

More ...

. Started
I Services (Local) Digplay name: Argus Safety Service .. Started Argus Safe... =
. Started
Description: LI Mare ... ¥
Iz
Path to exscutable Started
COracleArgus’ Argus Safety AG Service axe
Startup type ol | sterted
Started
Help me configure service startup options.
Started
Service status:  Stopped
Start | Slog | Fause Fesume . Started
Started
You can specy the start parameters that apply when you start the service
from here . Started
= ... Started
tart parameters: I Started
Started
Started

0K | Cancel | ey |

] | T »

Extended A Standard /
| |

|
£ "Start J i .4} @ J % Server Manager ” . Component Services Control Panel | « @(b

5. Select Automatic from the Startup type drop-down list.

| o I ooy |

Argus Safety Service Properties (Local Computer) |
General LogOn | F{ecovewl Diependencies I

Log on as:

" Local System account

7| Allaw service to interact with desktop

% Thig account: Iabuserl Browse.. |

Passwﬂrd: Ill‘ll‘ll‘ll‘ll‘ll‘ll‘

Corfirm passward: Ililililililili

Help me configure user account log on options.

*You can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Profile Enabled
Troubleshooting using hardware profiles. Enhable | Disable |

ok | camcel | Aoy |
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6.

Click the Log On tab.

P

The account | \abuser has been granted the Log On As A Service
l & right.

7.

When the system opens the Log On tab:

T

Argus Safety Service Properties (Local Computer) .

General | Log On | Recovery | Dependencies |

Service name:

Digplay name: Arqus Safety Service

Description: ‘ ;I

Path to executable:
C:'\OracleArgus'Argus Safety' AGService exe

Startup type: I_kj_rtomatic ﬂ

Help me configure service startup options.

Service status: Stopped

Start | Stop | Fause Hesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

QK I Cancel Apply

8.
9.

Note: Before starting Argus Safety Service, ensure that the service
has been installed and at least one process has been configured. Refer
to the Argus Safety Service Administrator’s Guide for information on

configuring Argus Safety Service Process.

Enter the account log on name in the This account field.

Enter the log on password in the Password field.

10. Re-enter the log on password in the Confirm password field.

11. Click OK.
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12.

13.
14.
15.
16.

Note: The account you enter must be a domain account with the
following:

§ Local Administrator Access

§ Access to the domain printers

When the system displays the Services dialog box with the following message:
Click OK.

When the system redisplays the Argus Safety Service Properties dialog box:
Click Start.
Click OK to close the dialog box.

You can view the log file at the following location: <target directory>\QOracle\Log.

For configuration information see the AG Service Administration Guide.

5.2 Setting up RightFax

Note: The following steps apply only when configuring Argus Safety
Service to communicate with RightFax Server.

<ARGUSSAFETY> is the installation folder you selected to install the
Argus Safety.

<PROGRAMEFILES> is the default Program Files location in your
Windows installation.

Search for the following files on the Right Fax Server:
RFLanguage.dll (From the English Folder)
rfcomapi.dll (Register)

RFI32RPC.ndr

Rfi32smb.ndr

RFWIN32.DLL

Copy the RFLanguage.dll File to the following folder on your Argus Safety Service
server:

<PROGRAMFILES>\RightFax\Shared Files\English

Copy the remaining files into the following folder on your Argus Safety Service
server:

<ARGUSSAFETY>\ Argus Safety

Register the following files using the following commands:

Rfcomapi.dll

From the command line, browse to the <ARGUSSAFETY>\ Argus Safety Folder.
Type in the following:

%WINDIR%\System32\Regsvr32 rfcomapi.dll
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Click Ok to the registration dialog.
RightFax.dll

This file is installed part of Argus Safety and should already exist in the
<ARGUSSAFETY>\ Argus Safety folder.

From the command line, browse to the <ARGUSSAFETY>\ Argus Safety Folder.
Type in the following:

%WINDIR% \Microsoft.Net\Framework\V2.0.50727\Reg Asm.exe RightFax.dll
/tlb /codebase
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Installing and Configuring EDI Gateway

This chapter describes the steps required to install and configure the Axway
Synchrony EDI Gateway so it can operate correctly with Interchange. This chapter
includes discussions of the following;:

s Creating a Axway Synchrony Database Instance

» Installing Axway Synchrony Interchange

=  Starting the Axway Synchrony Server

s Configuring Axway Synchrony Interchange

s Configuring Axway Synchrony for Binary File Transmission
s Configuring Axway Synchrony Community

= Adding a Node

s Configuring Axway Synchrony Certificates

s Configuring EVENTS. XML

s Testing Communication

Note: You can install EDI Gateway and Interchange Service in any
order.

6.1 Creating a Axway Synchrony Database Instance
Use the following procedure to create a Axway Synchrony database instance.
To create a database instance for Axway Synchrony:
1. Log on to the database server as an Admin user.
2. Create a blank Axway Synchrony instance, if it does not already exist.
3. Connect to the Axway Synchrony Instance created in Step 2.
4

Create a Axway Synchrony DB User identified by the Axway Synchrony DB
password.

5. Provide the following grants to the Axway Synchrony DB user:
s Grant CREATE PROCEDURE
»  Grant CREATE SESSION
s Grant CREATE TABLE
»  Grant CREATE VIEW
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= Grant UNLIMITED TABLESPACE (Optional)
s Grant CREATE SEQUENCE
= Alter user Axway Synchrony DB User default tablespace USERS.

s Grant connect, resource, unlimited tablespace to Axway Synchrony DB User.

6.2 Installing Axway Synchrony Interchange

Use the following procedure to install Axway Synchrony Interchange.

Note: The following steps are for Axway Synchrony 5.7. If you are
using Axway Synchrony 5.8, the steps may be slightly different. Please
refer to Axway Synchrony documentation for more details.

To install Axway Synchrony Interchange:

1.

2
3.
4

10.

11.

12.

Log in to the Sender computer as an Admin user.
Verify that the TNS entries for the database instance are on the computer.
Use Windows Explorer to navigate to the Axway Synchrony Installer Directory.

Locate setupWin32.exe and double-click to display the Synchrony Installation
screen.

When the system displays the Synchrony Installer window: Click Next >> to
continue.

When the system displays the License Agreement:
n  Click I accept the terms of the license agreement.
s Click Next >> to continue.
When the system opens the Synchrony Directory window:
= Select the installation name and path for the Synchrony root directory.
s Click Next >> to continue.
When the system opens the Synchrony Components window:
= Select Install All for Axway Synchrony V4.1.3.
The status of Gateway Interchange changes to Install.
s Click Next >> to continue.

When the system opens the Synchrony Gateway Interchange: Subcomponents
window:

»  Click Next >> to continue.

When the system displays the Installation Directory window:

= Enter the directory location for the Installation directory field.
»  Click Next >> to continue.

When the system displays Synchrony Gateway Interchange: Subcomponents
window with installation location for Synchrony Gateway Interchange:

m Click Next >> to continue.

When the system opens the Upgrade Information window:
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Click the Not Upgrading option button.

Click Next >> to continue.

13. When the system opens the License File Location window:

Choose the location of license.xml file for the Axway Synchrony License.

Click Next >> to continue

14. When the system opens the Database Type window:

Click the Oracle option button to select Oracle as the database.

Click Next >> to continue.

15. When the system opens the Database Information window:

16.

17.

18.

19.

20.

21.

22,

23.

24.

25.

Type the name of the database instance in the DB/Instance Name field.
Type the name of the database server in the DB Server field.

Type the name of the database user in the User Name field.

Type the database password in the Password field.

Retype the database password in the Reenter Password field.

Click Next >> to continue.

When the Common Directory Location window opens:

Enter the path for the common directory in the Common directory location
field.

Click Next >> to continue.

When the system opens the Non-UNC Directory Caution! window: Click Next >>
to continue.

When the system opens the Install Service window: Click the Yes option button.

Click Next >> to continue.

When the system opens the Service User window:

Click the Local System Account option button.

Click Next >> to continue.

When the system opens the Customization Notes window:

Click Next >> to continue.

When the system opens the High Availability Environments window:

Click Next >> to continue.

When the system opens the Installation Summary window:

Click Next >> to continue.

When the system opens the Synchrony Gateway Interchange: Subcomponents
window:

Click Next >> to continue.

When the system opens the Ready to Install window:

Click Install to start the installation.
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The system reopens the Ready to Install window appears with the installation
progress bar.

26. If it is necessary to stop the installation, click Cancel.
Otherwise, wait until the Install complete button appears in the window.
27. When the installation is complete, the system opens the Ready to Install window:
The Installation successful message appears in the window.
Click Next >> to continue.
28. When the system opens the Summary window:
s Click Finish.

29. Select Start -> Programs -> Axway Software -> Synchrony Axway -> Gateway_
Interchange -> DB Configuration.

30. When the system opens the DB Configuration dialog box:

s Change the User name to the name of the Axway Synchrony DB User.

s Change the Password to the password Axway Synchrony DB Password.

= Retype the Axway Synchrony DB Password in the Confirm password field.
31. Click Save to save the new data and close the dialog box.

32. Open Windows Explorer: locate the datastoreconfig.xml under the Axway
Synchrony configuration path.

33. Locate the datastoreconfig.xml file in the Axway Synchrony configuration path
and open it.

The system displays the datastoreconfig.xml file. Make sure that the Axway
Synchrony DB User, database name, and port number are correct in this file.

= Verify that the host location is correct.
= Verify that the database name is correct.

s Verify that the Axway Synchrony DB User is correct.

6.3 Starting the Axway Synchrony Server

Use the following procedure to start the Axway Synchrony Server.

To start the Axway Synchrony Server:

1. Log on to the computer as an Admin user.

2. Go to the Services directory for the local machine.

3. Locate the GatewayInterchageService for the local machine.

4. Double click to display the GatewayInterchageService Properties dialog box.

5. When the system opens the GatewaylInterchageService Properties dialog box:
s Click Start to start the service if the Service Status is not Started.
= Once Service Status is set to Started, Click OK to close the dialog box.

An alternative way of starting the Axway Synchrony server is to use the
Command Prompt.

6. To use the Command Prompt to start the Axway Synchrony Server:
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= Select Start=> Programs=> Axway Synchrony=> Start Server.

The system displays the Start Server dialog box.

Note: The first time you perform this task, the system creates tables
in the database. This dialog is different on subsequent executions. Do
not close this dialog box until the system displays Server Startup
Complete.

6.4 Configuring Axway Synchrony Interchange
Use the following procedure to configure Axway Synchrony Interchange.
To configure Axway Synchrony Interchange:
1. Log on to a client computer.
2. Open Internet Explorer.

3. Go to the following URL: (Sender or Receiver) http:/ /<Axway
SynchronyServer>:6080/ui/.

4. When the system opens the Axway Synchrony Login window:
s Click Login.
= Type the Axway Synchrony Password in the Password field.
= Type the Axway Synchrony User ID in the User ID field.
5. When the system opens the Getting Started window:
= Place the mouse over the Trading Configuration icon.

»  Select Recent Communities=> Manage Trading Configuration from the
menu.

6. When the system opens the Pick a community window:
»  Click Add a community.
7. When the Add community wizard opens the Choose the source window:
s Click Next >> to continue.
»  Click the Manually create a new community profile option button.
s Type the name of the Community in the Community name field.
»  Click Finish.
= Type the routing ID in the Routing ID field.
= Type the e-mail address in the E-mail address field.
= Type the phone number in the Phone number field.
= Type the contact name in the Contact name field.

m Click Yes to add a certificate.

Note: This information is entered for both the sender and the
receiver, but initially for the sender.

8. When the wizard opens Add a certificate window:
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s Click Next >> to continue.
»  Click Create a self-signed certificate.
9. When the wizard opens the Enter the certificate information window:
s Click Next >> to continue.
10. The wizard opens the Review request window:
s Click Next >> to continue.
11. When the wizard opens the View certificate details window:
s Click Finish.
s Click Make this the default encryption certificate.
s Click Make this the default signing certificate.
12. When the wizard opens the Pick a community window:
s Click the community name link for the newly created community.
13. When the Summary window opens:

s Click the Set up a delivery exchange for picking up messages from partners
link.

14. When the Choose message protocol window opens:
s Click Next >> to continue.
s Click the EDIINT AS2 (HTTP) option button.
15. When the Choose HTTP transport type window opens:
s Click Next >> to continue.
16. When the Configure URL window opens:
s Click Finish.
17. When the Summary window opens:

s Click the Set up a delivery exchange for routing received messages to
integration link.

18. When the Choose transport protocol window opens:
s Click Next >> to continue.
s Click the File system option button.
19. When the Configure the file system settings window opens:
s Click Finish.
s Type the Axway Synchrony Password in the Password field.

20. When the Summary window opens, repeat steps 1 - 20 to set up the Receiver
Axway Synchrony.

6.5 Configuring Axway Synchrony for Binary File Transmission

This section provides a procedure for configuring transmission for binary files such as
PMDA zip files and E2B attachments.

To configure Axway Synchrony for binary file transmission:
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10.

11.

Log on to a client computer.

Open the following URL (Sender or Receiver): http://<Axway
SynchronyServer>:6080/ui.

When the Axway Synchrony Login window opens:

s Type the Axway Synchrony Password in the Password field.
s Click Login.

s Type the Axway Synchrony User ID in the User ID field.
When the Getting Started window opens:

s Place the mouse over the Trading Configuration icon.

= Select Recent Communities=> <community> from the menu.
When the Summary screen opens:

s Click the Integration Pickup icon.

When the Pick an integration pickup exchange window opens:

s Click the Other (Plaintext) from File system link.

When the Change this integration pickup exchange window opens:
»  Click the Message attributes tab.

When the Message attribute directory mapping tab opens:

s The system moves them to the Selected attributes list.

= Select From routing ID and To routing ID and click Add.

s Locate the Available Attributes list.

s Click the From address tab.

When the From address tab opens:

s Click the To address tab.

»  Click the Address determined by message attribute configuration option
button.

s Click Save Changes.
When the To address tab opens:

»  Click the Address determined by message attribute configuration option
button.

s Click Save Changes.

On the Sender's Axway Synchrony Server, locate Common/Out folder and create
the following folder structure:

Common\Out\Sender’s Routing ID\Receiver’s Routing ID
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Note: This completes the folder configuration for outgoing binary
transmissions. Since binary file transmission configuration is based on
these folder names, each combination of Sender and Receiver Routing
ID must be unique for binary file transmission to different trading
partners.

The Binary file should be dropped in the RECEIVER’s Routing ID
Folder which is the last folder. Although in the Axway Synchrony GUI
the Integration Pickup folder will show up only ..\common\out.

12. For incoming binary transmissions, repeat steps 5 - 8 for Integration Delivery.

Repeat steps 1 - 12 for setting up the Receiver Axway Synchrony.

6.6 Configuring Axway Synchrony Community
Configuring the Axway Synchrony Community includes the following:
= Registering with the Axway Synchrony Community
= Adding a Partner to the Axway Synchrony Community

6.6.1 Registering with the Axway Synchrony Community
Use the following procedure to register with the Axway Synchrony Community.
To register with the Axway Synchrony Community:
1. Open this URL: http://<Receiver Axway SynchronyServer>: 6080/ui/.
2. When the Axway Synchrony Login window opens.
s Type the Axway Synchrony Password in the Password field.
»  Type the Axway Synchrony User ID in the User ID field.
»  Click Login.
3. When the Getting started window opens:
= Place the mouse over the Trading Configuration icon.
= Select Recent Communities=> <community> from the menu.
4. When the Summary page opens:

»  Click the Export the receiver's community's profile link at the bottom of the
page.
5. Save the file to your local hard drive and close the Save dialog.

6. Click the Logout button in the upper right corner of the page.

6.6.2 Adding a Partner to the Axway Synchrony Community

Open Internet Explorer.
To add a partner to the Axway Synchrony Community:
1. Open the following URL: http://<Sender Axway SynchronyServer>: 6080/ ui/.
2. When the Axway Synchrony Login window opens:
= Type the Axway Synchrony User ID in the User ID field.
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Type the Axway Synchrony Password in the Password field.
Click Login.

When the Getting started page opens:

Place the mouse over the Trading Configuration icon.

Select Recent Communities=> <community> from the menu.

When the Summary page opens.

Click the Add a Partner to this community link.

When the Partner Wizard opens the Choose the source window:

Click Next >>to continue.

Click the Import the profile information from a file option button.

When the wizard opens the Enter profile path page:

Click Finish.

Click Browse to navigate to the saved file.

When the Successful profile import page opens:

Click Close.

Note: If you receive a summary where the Routing ID is not
displayed, you must add the sender's Routing ID manually as in Steps

When the Summary page opens:

Click the Partners menu item and select the newly imported partner.
Place the mouse over the Trading Configuration icon.

Click Set up a routing ID.

When the Change routing IDs page opens:

Click Add.

Type the partner (sender) routing ID in the Routing ID field.
Verify that the partner does not have a routing ID.

The system adds the new routing ID to the page.

Place the mouse over the Trading Configuration icon.

Select Recent Communities=> <community> from the menu.

10. When the Summary page opens:

Select the sender partner.

11. When the Summary: Sender page opens:

Click the Default delivery exchange link.

12. When the Change this delivery exchange page opens:

Verify that the URL is correct and that the correct routing ID for the send is
appended to the end of the URL.
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s Click the HTTP Settings tab.

6.6.2.1 Registering the Receiver's Community on the Sender Server

Repeat the procedures in sections 6.6.1 and 6.6.3 to register the Receiver's community
on Sender Server.

6.7 Adding a Node

Use the following procedure to add a node.
To add a node:
1. Open Internet Explorer.
2. Go to the following URL: http:/ /< Sender Axway SynchronyServer>:6080/ui/.
3. When the Axway Synchrony Login window opens:
»  Type the Axway Synchrony User ID in the User ID field.
s Type the Axway Synchrony Password in the Password field.
»  Click Login.
4. When the Getting started page opens.
»  Click the System Management icon to open the System Management page.
5. When the System Management page opens:
s Click Add a node.
6. When the Add a node page opens:
= Click Add.

= Select the machine to add the node to from the Computer name drop-down
list.

»  Click the Trading Engine option button.
7. When the System management page opens with the newly created node:
»  Click Start to start the node.
The system updates System management page.
The status of the node changes to Starting.
The system updates the System management page.
s Click Home.
The status of the node changes to Running.
8. When the Welcome page opens:
= Verify that the node status is Running,.

9. Repeat the preceding steps to set up the Receiver Axway Synchrony.

6.8 Configuring Axway Synchrony Certificates
You can configure Axway Synchrony Certificates on the following:

s Configuring Receiver Axway Synchrony Certificates
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Configuring Sender Axway Synchrony Certificates

6.8.1 Configuring Receiver Axway Synchrony Certificates

Use the following procedure to configure Axway Synchrony Certificates on the
Receiver Axway SynchronyServer.

To configure Axway Synchrony Certificates on the Receiver Axway Synchrony Server:

1.
2.
3.

10.

Open Internet Explorer.

Go to the following URL: http:/ /< Receiver Axway SynchronyServer>:6080/ui/.
When the Axway Synchrony Login page opens:

s Type the Axway Synchrony User ID in the User ID field.

s Type the Axway Synchrony Password in the Password field.
s Click Login.

When the Getting Started page opens:

= Place the cursor on the Trading Configuration icon.

= Select Manage trading configurations from the menu.
When the Pick a community page opens:

s Click the Community name.

When the Summary page opens:

s Click the Certificates link.

When the Pick a certificate page opens:

m  Click the Certificate listed on the Personal certificates tab.

Note: Click the Trusted root certificates tab to verify that no
certificates exist for the Sender or Receiver Axway Synchrony.

Skip this section if a valid trusted root certificate already exists in the
Name section on the Trusted root certificates tab.

When the View certificate page opens:

= Locate the Or pick a task section and click Export this certificate.

When the Choose the format you want to use for the certificate export page opens:
»  Click Export certificate.

»  Click the Include all certificates in the certification path if possible check
box.

»  Click the Cryptographic Message Syntax Standard PKCS #7 option button.

Save the file to the Sender's local hard drive and click Logout in the upper right
corner of the page.

6.8.2 Configuring Sender Axway Synchrony Certificates

Use the following procedure to configure Axway Synchrony Certificates on the Sender
Axway SynchronyServer.
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To configure Axway Synchrony Certificates on the Sender Axway Synchrony Server
1. Open Internet Explorer.
2. Go to the following URL: http://< Sender Axway SynchronyServer>:6080/ui/.
3. When the Axway Synchrony Login page opens:
s Click Login.
s Type the Axway Synchrony Password in the Password field.
s Type the Axway Synchrony User ID in the User ID field.
4. When the Getting Started page opens:
= Place the cursor on the Trading Configuration icon.
= Select Manage trading configurations from the menu.
5. When the Pick a community page opens:
s Click the Community name.
6. When the Summary page opens:
s Click the Certificates link.
7. When the Pick a certificate page opens:
s Click the Trusted root certificates tab.

Note: Itis possible that the Trusted Root Certificates for the Receiver
Axway Synchrony Server may already be on the Sender Axway
Synchrony Server

8. When the list of trusted root certificates opens.

m Click the Add a trusted root certificate link.

Note: It is possible that the Trusted Root Certificates for the Receiver
Axway Synchrony Server may already be on the Sender Axway
Synchrony Server

9. When the Add a certificate page opens in a new window:
mn  Click Next >> to continue.
10. When the Locate the certificate file page opens:

s Click Browse to locate the P7B certificate file saved for the Receiver Axway
Synchrony Server.

mn  Click Next >> to continue.

11. When the View certificate details page opens:
n  Click Finish.

12. When the Pick a certificate page opens in the original window:
»  Click the Trusted root certificates tab.

13. When the list of Trusted root certificates opens:

=  Verify that the certificate you added appears on the list.
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14. Log out of the Sender Server.

Repeat the preceding steps to register the Sender's certificate on the Receiver
Server as a Trusted Root Certificate.

6.9 Configuring EVENTS. XML

Use the following procedure to configure EVENTS.XML.
To configure EVENTS. XML

1.
2

Log on to a client computer.

Using Windows Explorer, go to the local directory containing the Argus Safety
installation files and navigate to ..\DBInstaller\ Axway Synchrony.

Locate and double-click the Axway Synchrony_schema.bat file to open a DOS
command prompt window

When the Oracle SQL+ window opens:
= Type the Axway Synchrony instance in the TSNAMES entry.

= Type the Axway Synchrony DB User Name in the Axway Synchrony User
Name.

= Type the Axway Synchrony Schema User in the [USERS].

= Type the Axway Synchrony User Password in the Password for User Axway
Synchrony_USER.

When SQL+ connects to the specified database:
= Enter the log file name in log file name.

= Enter the log directory name in Directory.

Once the process is complete, the SQL+ window and DOS command prompt window
close.

1.
2

Log on to the Receiver Server.

Using Windows Explorer, navigate to <Axway Synchrony Install
Folder>\build\conf folder\.

Backup the Events.xml file and rename it Events.xml.bak.
Right-click the Events.xml file and select Edit to display Notepad.
Locate the <EventRouters> section and add the following code:

<EventRouter id="ARGUS Events" class =
"com.cyclonecommerce.relsys.router.GetEventInfo" active="true">

<Parameters file="../logs/ ARGUS.log" rollOnStart= "true" autoFlush="true"
maxFileSize="2M" maxBackupFiles="5"/>

<MetadataProcessorListRef ref="Messaging" />

<EventFilterRef ref="ARGUS" />

</EventRouter >

Add the following section in the Events.xml file in the <EventFilters> section:
<EventFilter id="ARGUS">

<OrFilter>
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10.

11.

12.

13.

14.

15.

16.
17.

18.
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<EventFilterRef ref="Message Milestones" />
<EventLevelFilter level="Warning" />
<EventLevelFilter level="Error" />
<EventLevelFilter level="High"/>
</OrFilter>

</EventFilter>

In order to re-enable logging to the MESSAGEEVENTSNAPHOTS table, the
following event filter needs to be un-commented in the events.xml. This used to be
enabled by default in Axway Synchrony versions prior to Axway Synchrony v5.4.

<EventRouter id="Message Events to Database"
class=class="com.cyclonecommerce.events2.router.PersistenceRouter"
active="true" priority="2147483647">

Copy the ArgusRouterjar file from Argus [local directory] \ SUPPORT \ Axway
Synchrony \ Axway Synchrony 5x to Axway Synchrony directory: <Axway
Synchrony Install Folder>\build\jars\.

Open Internet Explorer.

Open the following URL: http:/ /<Receiver Axway SynchronyServer>: 6080/ui/.
When the Axway Synchrony Login page opens:

s Type the Axway Synchrony User ID in the User ID field.

s Click Login.

s Type the Axway Synchrony Password in the Password field.
When the Getting started page opens:

= Place the cursor on the Trading Configuration icon.

= Select Recent Communities=> Community from the menu.
When the Summary page appears.

s Click the Integration Pickup icon.

When the Pick an integration pickup exchange page opens:

s Click the link in the Type column.

When the Change this integration pickup exchange page opens:
s Click the Inline Processing tab.

When the Inline processing rules appear:

s Type com.cyclonecommerce.relsys.router.GetMessagelnfo in the Class
name field. in the Class name field.

= Enter Relsys Argus in the Parameter field.

= Enter GetMessagesInformation in the Description field.
Click Save changes.

When the Pick an integration pickup exchange page opens.

s Click Logout.

Repeat the preceding steps for the Sender Server.
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6.10 Testing Communication

Use the following procedure to test communication for Axway Synchrony Interchange.

To test communication for Axway Synchrony Interchange 5.7 / 5.8:

1.

N o a &

10.

11.

12.

13.

From the Sender Axway Synchrony Server, configure an XML file to transmit from
the Sender server to the Receiver server.

Note: The file must be an E2B file that contains the correct routing
IDs for the sender and the receiver.

Ensure that the Axway Synchrony servers on both sender and receiver are
running.

Drop the E2B XML file into the out bound folder of the Axway Synchrony Sender
server.

Log on to a machine where Axway Synchrony is installed.

Open Internet Explorer.

Open this URL: http://<Sender Axway SynchronyServer>:6080/ui/.
When the Axway Synchrony Login page opens:

s Click Login.

s Type the Axway Synchrony Password in the Password field.

s Type the Axway Synchrony User ID in the User ID field.

When the Getting started page opens:

= Place the cursor on the Message Tracker icon.

s Select Message Searches=> All Messages from the menu.

When the Search results page opens verify that the transmission is in progress
by locating the Custom Search section and clicking Find until Delivered
appears on the screen.

Note: The system does not display this screen if it has already
transmitted the file.

After the system transmits the file it opens the Search results for page:
= Click Logout.

Go to the Axway Synchrony Receiver server and verify that the E2B file has been
received.

To verify that the file has been transmitted:

= Login to the receiver Axway Synchrony server.
= Select the All Messages option.

= View the message payload.

Compare the E2B file on the receiving machine (payload version displayed) with
the file from the sending machine. These files should be identical.

Repeat the preceding steps to verify delivery on the Receiver Server.
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Verify that the E2B XML file is configured with proper routing IDs for both the
send and the receiver before dropping the file into the Axway Synchrony
outbound folder.
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Installing and Configuring Interchange

This chapter provides information about installing and configuring Interchange
Service.

Note: Microsoft Visual Basic Power Packs 3.0 is required to be
installed prior to installing Interchange Mapping.

It includes discussions of the following:

Installing Interchange Service

Configuring Interchange Service

Accessing EDI Gateway Shared Folders
Configuring the Interchange Service.INI File

7.1 Installing Interchange Service

Before installing Interchange Service, be aware of the following:

Since Interchange Mapping has a user interface for configuring Interchange
Service, it must be installed on the same system as Interchange Service. If they are
not installed on the same system, you will be unable to access the user interface
required to configure Interchange Service.

You must also have the following:

- A domain account with Local Administrator Privileges. This is required after
you finish installing Interchange Service

- See Setting Up easyPDF to continue installing Argus Web.

If Interchange Service is already installed on the system, be sure to uninstall it
before continuing with the installation.

Before installing Interchange Service, create a network account to enable
Interchange Service to communicate with the e-mail system and access the shared
folders on the Axway Synchrony Server.

The Interchange account must have access to an e-mail account on the Axway
Synchrony machine without being prompted for a password.

Use the following procedure to install Interchange Service.

To install Interchange Service:

1.

Start the Argus Safety Setup installation wizard by double-clicking setup.exe.
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2. When the system displays the Argus Safety Solution Components Install Wizard
dialog box, click Next > to continue.

Argus Safety Setup

i

welcome to the Argus Safety Solution Components Installation Wizard.

Argus Safety Solution Components Customer Information

Ertter pour name and compary.

Uzer Name:
Argus Interchangs User
Company Mame:

Oracle

s Type the user name in the User Name field.
s Type the company name in the Company Name field.
s Click Next > to continue.

4. When the wizard opens the Default Directory dialog box:
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Argus Safety Setup

Argus Salety Solution Components Default Directory

»  Click Browse to default installation directory for the Argus Safety Solution
components.

5. When the wizard opens the dialog box:

Solution Components

& Asgus Safety Web

[IDosties
Clintegrations
i Augus Salety Poitiets
[CAsgus Salely Service
= Ulinteschange
[Jinterchange Mapping

Clinteschanges Service
2 [inteschange Web
[JE2B Viewer Web
1 Schema Creation Tool
[]End of Study Unbnding Module

= Select Interchange.
»  Click Next > to continue.
Argus installs and shows the progress of the installation.

6. When the system displays the Enter Password for ARGUSUSER screen, enter the
password for the ARGUSUSER database user created during the Schema Creation
of the database or leave blank for the default and click Next.
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Password
T

7. Click Next.

Note: If the password is left blank accepting the default, the re-entry
screen in the next step will not be seen.

8. Re-enter the password entered in the prior screen. Click Next.

9. When the system asks whether you want to configure a database for Argus
Interchange:

Question
R

e

Would you like to configure Database settings for Interchange
Y Mapping Client?

»  Click Yes to configure a database for Argus Interchange.

10. When prompted to enter a database name:
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——
o e '@

|
Enter Text

Please enter information in the figld below.

p on the Interchange Mapping Login

= Enter the database name as you want it to appear in Argus Interchange.
s Click Next > to continue.

11. When prompted to enter the database SID:

Argus Safety Setup

Enter Text

Flea: =1 inforrnation in the field below

Enter the D

s Enter the database SID.
m Click Next > to continue.

12. When the system asks if you would like to configure database settings for Argus
Interchange:

»  Click Yes to add an additional database to the Argus Interchange.
13. When the following message displays:
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]

f i | Argus Safety Solution Component Install Wizard wil now reboot
! " your system,

14.

Click OK to reboot.

7.2 Configuring Interchange Service

Use the following procedure to configure Interchange Service:

1.
2.
3.

Select Start=> Control Panel=> Administrative Tools.
Open Component Services.

Locate Electronic Submission Manager in the services list, right-click, and select
Properties from the drop-down menu.

When the system opens the Electronic Submission Manager Properties dialog box:
= Select Automatic from the Startup type drop-down list.

s Click the Log On tab.

When the Log On tab opens:

= Select This Account as the Logon as Option

= Select the user account from the Company domain list.

s The account must have local admin privileges and access to all site printers.
= Type the password in the Password field.

= Type the password again in the Confirm password field.

s Click Enable.

= Click OK.

Note: You can view the log file at the specified path in the
Interchange Service INI file.

7.2.1 Transmitting E2B Attachments

You must set up the easyPDF before you can transmit E2B attachments.

7.3 Accessing EDI Gateway Shared Folders

Use the following procedure to access EDI gateway shared folders:

1.
2.

Log on to the machine where Interchange Service is installed.

Browse to the data folder in the Axway Synchrony installation directory.
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Note: If the data folder is not shared, contact the System
Administrator for access to the folders.

3. Verify that you can access the following folders:
= <company profile>/ediin
= <company profile>/ediout
= <company profile>/xmlin
= <company profile>/xmlout
4. Log off of the EDI Gateway machine.

5. Log on the Interchange Service machine and make sure no password is required
for connecting to the shared folders on the EDI gateway machine.

7.4 Configuring the Interchange Service.INI File

You can configure Interchange Service by changing the items in its initialization (INI)
file from the Interchange Mapping interface.

Use the following procedure to configure Interchange Service:
1. Open ESM Mapping.
2. Select Administrator=> Setup INI File from the menu.
3. When the Service INI File Setup dialog opens:
s Type the appropriate values in each field in the dialog box.
4. Click OK.
The following table provides the Service.INI File Dialog Box Fields:

Field Name
IT E-mail

Field Description

Enter the e-mail address that will be used by Interchange Service in case
the transmit time out occurs (Physical Media or EDI Gateway time out)

Business E-mail Enter an e-mail address where a message can be sent if the Receive ACK

time-out value is reached

User E-mail Enter an e-mail address where a message can be sent if the user does not

process the E2b Report within the time-out value.

Profile Name Enter the MAPI Profile name of the mail account used.

EDI Software Name Enter the EDI Software name used i.e. Axway Synchrony.

EDI Database Name Enter the Database Name for the EDI software.

EDI User ID Enter the User Name for EDI database.

EDI Password Enter the password associated with the User Name to the EDI database.
EDI Client Software Enter the type of database used by the EDI software

DTD Path Enter the path to the location of the DTD file.

Log File Path Enter the path where Interchange Service will write the log files.

Documentum Type

Multiple Database Section

Enter the Documentum table.

Displays all the configured databases for Interchange Service.
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Field Name Field Description

Delete Button Clicking Delete will remove the entire Database Configuration from
Interchange Service INI File.

7-8 Oracle Argus Safety Installation Guide



8

Performing Post-installation Checks

This chapter provides checklists and procedures for verifying that Argus Safety is
installed correctly. It includes discussions of the following;:

Post-Installation Tasks

Verifying the Web Server Installation and IIS Configurations
Configure and Verify the Dossier Installation

Verify Files installed on Middle Tier Servers:

Verifying the Documentum Installation

Validating the easyPDF Installation

8.1 Post-Installation Tasks

This section is to verify whether the installation has completed successfully. The
post-install checklists include the following:

General Checklist

Configuring Argus Safety Windows Service to run as a Domain User
Configure Worklist Intake

IIS Checklist

INI File Checklist

Service Checklist

8.1.1 General Checklist

Use this checklist to verify whether the components selected by the user have been
configured properly.

Verify That:

Oracle 11g is installed

The correct modules are installed as follows:

- Go to Add/Remove Programs and select Argus Safety Web.

- Click Modify and then click Next.

- Verify that the applications that you have installed are checked.
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The Argus.XML file has the same data across all the Web Servers and Report
Server.

A single domain user account <Domain User> is running Argus Web application
on all web servers and report servers.

The login page appears when the server name is entered in your browser.
You can log in successfully.

System performance satisfies the requirement

8.1.2 Configuring Argus Safety Windows Service to run as a Domain User

Use the following procedure to configure the Argus Safety Windows Service:

1.
2.
3.

Select Control Panel=> Administrative Tools=> Services
Double-click on Argus Safety Windows Service to open the Properties dialog box.

When the system opens the Argus Safety Windows Service Properties (Local
Computer) dialog box:

s Click the Log On tab.

s Click This Account.

= Enter the proper credentials in the text field.

s Click OK.

Right click on Argus Safety Windows Service and select Restart.

8.1.3 Configure Worklist Intake

1.
2

Run Argus Installer, and select the option "Integrations". Complete the setup.

Identify the physical folders where the Intake XMLs will be dropped in. There
could be one folder for all the available sites, or one folder each for each site. These

folders can be on the same machine, or on different machines. Create shares for the
folders.

Log in to Argus Console and open the Sites UI under Access Management menu.
Configure the UNC paths of the identified physical folders for the required Sites.

On the server where Integrations component has been installed, open following
files under the installation folder. The installation folder, typically is, C:\Program
Files\Oracle\ ArgusWeb\ ASP\ Argus.NET\bin

RelsysWindowsService.exe.config

1.

Uncomment the following entries under the
<RelsysConfigFilesSection>/<RelsysConfigFiles>

= Relsys.InterfaceComponents.ProcessorsConfiguration
= Relsys.Caselntake.FolderConfiguration

Ensure that the <DatabaseConfiguration> section is configured. The configuration
attributes for DatabaseConfiguration are as described below:

= DBName: TNS of the Database to which the RelsysWindowsService should
connect to. This is a mandatory attribute. Example: DBName="GOLDDEMO"
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s DBUser: AGService Username. The RelsysWindowsService logs into the
database using this login name. This has to be a user of type AGSERVICE.
Example: DBUser="agservice_user1"

= DBPassword: Encrypted password of the user configured above. This value
has to be taken from CFG_USERS.USER_PASSWORD for the user. This is a
mandatory attribute. Example:
DBPassword="DC90A10363A16C147DEF172D61AADC110296FA9E181D7FFA
687D58CE08610C08"

s GeneralEmailTo: The e-mail address to which the e-mails will be sent by the
Intake Service, using the General Email feature of Argus. Example:
GeneralEmailTo ="recepient@oracle.net"

s GeneralEmailFrom: The email address from which the e-mails will be sent by
the Intake Service, using the General Email feature of Argus. Example:
GeneralEmailFrom ="admin@oracle.net"

s GeneralEmailCc: This email address will be added to the Cc line when e-mails
are sent by the Intake Service, using the General E-mail feature of Argus.
Example: GeneralEmailCc ="recepient@oracle.net"

s GeneralEmailBcc: The email address will be added to the Bec line when
e-mails are sent by the Intake Service, using the General E-mail feature of
Argus. Example: GeneralEmailBcc ="recepient@oracle.net"

Service.config

1. Uncomment the entries for "Case Intake" and "Case Intake Ack" in the
<ServiceConfiguration>/ <ServiceComponents> section

2. The following configuration changes are optional:

= "Recurrence": The value for this attribute specifies the frequency of
instantiation of the associated Service Component. The value is specified in
seconds. For example:

<add Name="Case Intake Ack" Assembly="CaselntakeServiceComponent"
Type="Relsys.CaselntakeServiceComponent.IntakeAckGenerator"
Recurrence="600" Metadata="InvokeDirect=true" />

The value of 600 for Recurrence above means, the "Case Intake Ack" service is
instantiated every 600 seconds (10 minutes) to perform the job.

Intake.config
The following configuration changes are optional:

<FolderConfiguration>
<MonitorFolders MonitorAllConfiguredFolders="true">

<add FolderPath="\\172.16.38.154\Intake\US" Monitor="true"
AlternatePath="C:\Intake\US" />

</MonitorFolders>
</FolderConfiguration>

The FolderConfiguration enables you to have more granular control over what folders
are monitored on what machines. This is particularly useful when the Intake folders
are distributed across multiple machines and in many cases if these machines are not
accessible from one server.
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If the server machine on which Integrations component has been installed, has to
monitor only a subset of the configured folders (configured in Argus Console), then set
the attribute MonitorAllConfiguredFolders = "false"

When the value is set to false, each folder in the subset of folders that need to be
monitored should be added as shown in the example above, using multiple <add />
entries. More info on each of the attributes:

FolderPath: The configured folder path, as specified in Sites Ul in Argus Console

Monitor: true means this folder should be monitored, false means this folder should
not be monitored.

AlternatePath: Alternate way of accessing the same folder path.

8.1.4 IS Checklist

Use this checklist to verify whether the IIS Web server is properly configured.

Verify That:
s The properties in the IIS PDFReports virtual directory are correct.

s For Load Balanced Environments Only

— The path under the Virtual Directory is set to Share Path and the path is
pointing to the <PDFReportPath> folder on the Report Server and that there is
an ending <\> back slash at the end of the path.

—  The correct <Domain User> is in the Connect As option.
s The Read and Write options are checked.
»  There is no Red X on the PDFReports Folder.
= You can right click PDFReports and select Browse.
= You can create a temp file and delete it after browsing.
= For PDFReports Enable Content Expiration in HTTP Headers is unchecked.

= For PDFReports the Custom HTTP Headers in HTTP Headers does not have a
value of Cache-Control.

»  The properties in the IIS UploadedLetters virtual directory are correct.
= For Load Balanced Environments Only:

— The path under the virtual directory is set to Share Path, that the path is
pointing to the <UploadedLetterspath> folder on the Report Server, and that
there is an ending <\> back slash at the end of the path

s The Read and Write options are checked.

»  There is not a Red X on the UploadedLetters Folder.

= You can right click UploadedLetters and select Browse.
= You can create a temp file and delete it after browsing.

»  For UploadedLetters Enable Content Expiration under HTTP Headers is
unchecked.

»  For UploadedLetters the Custom HTTP Headers under HTTP Headers does not
have a value of Cache-Control.
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The values on the Directory Security tab under Argus Safety Website Properties
are correct. Click Edit and verify that:

The correct <Domain User> and password are used for Anonymous Access.

Note: If you haveIIS 7.0, you need to manually add Office 2007
MIME Types on the Web server. IIS 7.0 has these MIME types by
default. Please refer to the following Microsoft links for required steps:

Register the 2007 Office system file format MIME types on servers:
http:/ /technet.microsoft.com/en-us/library/ee309278.aspx
Configure MIME Types on IIS 7.0:

http:/ /go.microsoft.com/fwlink/?LinkId=158193

8.1.5 .INI File Checklist

Use this checklist to verify that the .INI file parameters are properly configured.

Verify That:

For Report Server Setup Only - Verify the following on each web server (Excluding
Report Server)

Cache= <This should be the same shared path to the report server
<PDFReportpath> Folder>. Verify that there is an ending <\> back slash at the
end of the path.

Upload= <This should be the same shared path to the report server
<UploadedLetterpath> Folder>. Verify that there is an ending <\> back slash
at the end of the path.

ReportServer = <ReportServer> <This should have the URL for the Report
Server, not Localhost> <If a report server is not being used, leave the default of
"http:/ /localhost">

ReportServerUser = <ReportServeruser> <Verify that this user is correct and
configured in Argus>. This parameter value is case sensitive

TempFileDeleteInterval=<Deletetime>

HoursBeforeDelete= <Hoursbeforeprocess>

8.1.6 Service Checklist

Use this checklist to verify that services are configured properly. Go to Control
Panel=> Administrator Tools=> Services.

Verify that:

1.
2.

Argus Report Services is enabled.

Service is set to automatic on all Web servers if a report server is used.

8.2 Verifying the Web Server Installation and IS Configurations

Verifying the web server installation and IIS configurations consists of the following:

Veritying IIS 7 Configuration

Configuring the Dossier Application
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8.2.1 Verifying lIS 7 Configuration

Use the following procedure to verify the IIS 7 configuration:

1.

© ® N o a M 0 Db

[ G—
- O

Open “Internet Information Services (IIS) manager” from Control Panel ->
Administrator Tools.

Browse to the “Argus Safety Web” website.

Select the “PDFReports” Folder.

Double click the “HTTP Response Headers” option.
Ensure there is no value “Cache Control” header.

Click the “Set Common Headers” option.

Ensure that “Expire Web Content” is unchecked.

Verify the same settings for the “UploadedLetters” folder.
Click “Argus Safety Web”.

. Click “Basic Settings” under actions.

. Ensure that the web site is configured to run under a domain account.

8.3 Configure and Verify the Dossier Installation

This section provides information about configuring and verifying the Dossier
installation.

8.3.1 Configuring the Dossier Application

Use the following procedure to configure the Dossier application.

1.
2

Run Argus Installer, and select the option "Dossier". Complete the setup.

On the server where Dossier has been installed, open the file service.config under
the installation folder. The installation folder, typically is, C:\Program
Files\Oracle\ ArgusWeb\ ASP\ Argus.NET\bin

Uncomment the entries for "DossierBuilder” in the
<ServiceConfiguration>/ <ServiceComponents> section.

Open the file RelsysWindowsService.exe.config under the installation folder.

Ensure that the <DatabaseConfiguration> section is configured. The configuration
attributes for DatabaseConfiguration are as described below:

= DBName: TNS of the Database to which the RelsysWindowsService should
connect to. This is a mandatory attribute. Example: DBName="GOLDDEMO"

»  DBUser: AGService Username. The RelsysWindowsService logs into the
database using this login name. This has to be a user of type AGSERVICE.
Example: DBUser="agservice_user1"

= DBPassword: Encrypted password of the user configured above. This value
has to be taken from CFG_USERS.USER_PASSWORD for the user. This is a
mandatory attribute. Example:
DBPassword="DC90A10363A16C147DEF172D61AADC110296FA9E181D7FFA
687D58CE08610C08"
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s GeneralEmailTo: The email address to which the e-mails will be sent by the
Intake Service, using the General Email feature of Argus. Example:
GeneralEmailTo ="recepient@oracle.net"

s GeneralEmailFrom: The email address from which the e-mails will be sent by
the Intake Service, using the General Email feature of Argus. Example:
GeneralEmailFrom ="admin@oracle.net"

s GeneralEmailCc: This email address will be added to the Cc line when e-mails
are sent by the Intake Service, using the General Email feature of Argus.
Example: GeneralEmailCc ="recepient@oracle.net"

s GeneralEmailBcc: The email address will be added to the Bec line when
e-mails are sent by the Intake Service, using the General Email feature of
Argus. Example: GeneralEmailBcc ="recepient@oracle.net"

The below mentioned configuration changes are optional:

"Recurrence": The value for this attribute specifies the frequency of instantiation of
the associated Service Component. The value is specified in seconds. For example:

<add Name="DossierBuilder" Assembly="DossierServiceComponent"
Type="DossierBuilder" Recurrence="600" Metadata="InvokeDirect=true" />

The value of 600 for Recurrence above means, the "DossierBuilder" service is
instantiated every 600 seconds (10 minutes) to perform the job.

8.3.2 Verifying the Dossier Installation

Use the following procedure to verify the Dossier installation:

1.
2.

Open Internet Explorer.

Select Tools=> Internet Options.

= Select Internet Options from the Tools menu.

When the Internet Options dialog box opens:

s Click the Advanced tab.

When the Advanced tab opens:

= Locate the Multimedia section.

= Verify that Enable automatic image resizing is cleared.
= Verify that Show image download placeholders is cleared.
s Verify that Show pictures is selected

s Verify that Smart image dithering is cleared.

s Click the Security tab.

When the Security tab opens, Click Custom level...

When the Security Settings dialog box opens, Verify that Download signed
ActiveX controls is enabled.

Locate the ActiveX controls and plug-ins.
= Verify that ActiveX controls and plug-ins is enabled.
s Click OK.
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Note: Make sure there is enough disk space in the drive where your temp
files are stored. Check this drive by going to Start=>Settings=> Control
Panel=> System. Click the Advanced tab and then click the Environment
Variables button. The drive and path are located under the variables for TMP
and TEMP.

8.4 Verify Files installed on Middle Tier Servers:

Use the following procedure to verify the files installed on the server have not been
modified or deleted from original installation.

1.

2
3.
4

Log in to the Server as an Admin user.
Select Start=> Control Panel.
Click the Programs and Features icon.

When the Programs and Features window opens, select Argus Safety and click
Change/Remove.

»  Select Argus Safety and click Change.

The wizard opens the Preparing Setup dialog box.
When the wizard opens the Welcome dialog box:

s Click Modify and click Next

When the wizard opens:

»  Select Verify the current installation.

s Click Next > to continue.

When the wizard opens the File Verification dialog box.

s Click Next > to continue.

8.5 Verifying the Documentum Installation

Use the following procedure to verify the Documentum installation.

1.

Log in to Console and verify Documentum is configured in Argus Safety. Refer to
the Administrator Guide on setting up Documentum.

Log in to SQL Session on the database <Database>.

Run the following SQL query to verify that you have the value that enables the
Periodic Report Documentum interface is set to 1.

select * from cmn_profile where key ='ENABLE_DOCUMENTUM_PERIODIC'

Run the following SQL query to verify that the correct user that has been
configured in Documentum. This value case sensitive and must match the
Documentum login.

select * from cmn_profile where key = ' DOCUMENTUM_LOGIN'

Run the following SQL to verify that there is password value here that will be
encrypted. Please set this password again from the Case Form Configuration in
Argus C/S. Make sure the password matches the password for the user identified
in Step 4. The password is case sensitive.

select * from cmn_profile where key = ' DOCUMENTUM_PASSWORD'
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10.

11.
12.

Run the following SQL query to verify that the following information is correct:

Note: Rows will only exist if custom attributes are inserted as
required by the customer.

select * from DOCUMENTUM_PUSH_INFO

= Verify that the TYPE_NAME (<DocumentumType>) is the correct name as
specified in Documentum (This is the table name in Documentum)

= Verify that all the Attribute names specified here exist in the Documentum
table.

= Verify that the SQL_CONTENT SQLs are correct and run without any error
when the parameters are filled in. (No Syntax errors)

s Verify that the ATTRIBUTE_TYPE matches with the one defined in the
Documentum table.

Log in to the AG Service machine <ServerName>

Verify that the Documentum DFC Runtime Environment is installed on the server.
This can be verified through Add/Remove Programs.

Log in to the Argus Web Server / Report Server - <ServerName>.

Verify that the Documentum DFC Runtime Environment is installed on the Server.
This can be verified through Add/Remove Programs.

Log in to the Interchange Service Server - <ServerName>.

Verify that Documentum DFC Runtime Environment is installed on the server.
This can be verified through Add/Remove Programs.

To completely integrate Documentum:

1.
2.
3.

Open Documentum.
Create two Types in Documentum, one for attachments and one for reports.

Make sure the Type names are the same as those in the TYPE_NAME column in
the DOCUMENTUM_DISPLAY_INFO table in Argus.

Create case_num and user_fullname as Attributes for both Types.
Create submission_succeed as Attribute in the Type being used for reports.

Create all values in the ATTRIBUTE_NAME column in DOCUMENTUM_
DISPLAY_INFO table in Argus as corresponding Attributes of the Types through
Documentum Administrator.

Note: IUSR_<Machine> Ac/c must be given full access to the shared
folder in the DFC installation path where DFC.dIl resides.

8.6 Validating the easyPDF Installation

You must validate the easyPDF Installation for Change to Word 2007 and Word 2010.

8.6.1 Validating the easyPDF Installation for Word 2007

Use the following procedure verify that easyPDF has installed correctly.
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1. Open Word 2007.

2. Select File=> Word Options. go to file menu-> word option -> add-ins. Observe
that "BCL easyPDF 6 COM Add-in" is present. If not then we need to add it.

3. When the Word Options dialog box opens, click Add-Ins.

4. When the Add-Ins dialog box opens, verify that BCL easyPDF6 COM Add-in is
present.

5. Ifitis not present, add it.
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Enabling IIS HTTP Compression

This chapter describes how to enable IIS HTTP Compression on a Windows 2008
Server.

This feature is required when the pipeline between the Web Server and the IIS Client
have low bandwidth or have high amounts of data usage.

This chapter includes discussions of the following:

= IIS Web Page Compression

»  IIS Caching Settings

s Local Internet Explorer (IE) Client Caching Settings

9.1 IIS Web Page Compression
This section includes the following sections:
s HTTP Compression
= Known Effects of Enabling Compression

= How to Enable HTTP Compression

9.1.1 HTTP Compression

By default, HTTP compression is disabled in Windows 2008 but can be enabled as
necessary. Reasons for enabling compression include the following:

s The bandwidth between the IIS Web Server and the IE Client(s) is of a low speed.

s The bandwidth between the IIS Web Server and the IE Client(s) is high speed but
has high utilization.

= Reducing overall traffic between the IIS Web Server and the IE Client(s).

9.1.2 Known Effects of Enabling Compression

Although implementing IIS Compression proves to be of value to the customer, there
is a increase in CPU usage on the Web Server. When compression is enabled, every
time a non static page (ASP, ASPX) is requested, the page is compressed on the fly
before sending to the client. This puts some overhead on the Web Server CPU
however, based on internal testing web server load is usually very minimum. Static
Pages such as HTML, JS, HTM pages are compressed only once and then stored in a
cache on the Web Server for later requests.
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Due to the above, the Web Servers should be monitored to prevent a CPU bottleneck
from occurring which would decrease performance rather than increasing it.

9.1.3 How to Enable HTTP Compression
Use the following procedure to enabled HTTP Compression in IIS 7:

1. Open “Internet Information Services (IIS) manager” from Control Panel ->
Administrator Tools.

2. Browse to the “Argus Safety Web” web site.
3. Double click “Compression” in the Features View.
4. Check both options:

= Enable dynamic content compression

= Enable static content compression

Note: To enable compression, the feature option must be installed as
part of the Windows installation.

9.2 1IS Caching Settings
This section includes discussions of the following;:
» IS Caching
= Known Effects of Enabling Caching
= How to Enable Caching

9.2.1 IIS Caching

IIS Caching is supported in Windows 2008. IIS Caching is required to prevent the web
server from having to re-serve certain files to the IE Client when the file has not
changed. In other words, files such as Images do not change on a day-to-day basis and
once they are sent to the IE client they should not be sent again each time the client
requests the file. The local IE client should keep a local cache copy of the file and use
the local file instead.

Before IIS Caching will function properly:
= IIS must be set up properly

s Thelocal IE client settings must be set up correctly

9.2.2 Known Effects of Enabling Caching

Currently, there are currently no known effects of enabling caching on the Web Server.
However, enabling cache should only be used on files / folders where the files are not
dynamic or do not change daily. Certain files, such as .ASP and .ASPX files, should
never be cached.

9.2.3 How to Enable Caching

Use the following procedure to enable / verify IIS caching (Default is turned on from
Argus Installation):
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1. Open “Internet Information Services (IIS) manager” from Control Panel ->
Administrator Tools.

2. Browse to the “Argus Safety Web” website.

3. Double click the “HTTP Response Headers” option.

4. Ensure “Cache Control” header with value of “no-cache” exists.

5. Click the “Set Common Headers” option.

6. Ensure that “Expire Web Content” is checked and the option “Immediately” is
selected.

7. Apply and changes.

8. Click on the “PDFReports” Folder.

9. Double click the “HTTP Response Headers” option.

10. Ensure “Cache Control” header does not exist.

11. Click the “Set Common Headers” option.

12. Ensure that “Expire Web Content” is unchecked.

13. Repeat the same steps for “UploadedLetters” (Steps 9-12)

14. For each of the following folders, the same settings exist (Steps 9-12). In addition,
verify on the “Set Common Headers”, the “After” option is selected and
configured for the specified number of days as seen next to each folder below:

s Css-15 Days Expiration
= Js-1Day Expiration
s Img - 15 Days Expiration

9.3 Local Internet Explorer (IE) Client Caching Settings
This section includes information about the following:
s IE Client Caching
s IE Client Caching Tab Options
= How to Enable IE Caching

9.3.1 IE Client Caching

IE Caching works directly with IIS Caching. If IIS Caching is used, you must turn on
IE Client Caching otherwise caching will not occur.

9.3.2 IE Client Caching Tab Options

In IE Client, there are some options on the caching tab that you should be aware of.
The following table lists and describes IE Caching Tab Options.

Option Description

Every Time I visit the Web Page Selecting this option will not cache a single file. Every time a file is
requested, IE will request the Server to re-send all files. This option
should never be used as performance will suffer severely
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Option

Description

Every Time I Start Internet
Explorer

Automatically

Never

Selecting this option will cache files only until the browser is closed.
Upon closing the IE window;, all cache will be expired. This option will
provide some performance enhancement when a user visits the same
page multiple times within a single browser session

Selecting this option will allow IE to make a decision if a file should be
cached or not. This option automatically performs the same function as
"Every Time I Start Internet Explorer". In addition, after a file has been
request so many time, IE will automatically cache the file even after the
browser is closed. If the file has been cached and a new version of the file
exists on the Web Server, the new version will be downloaded to the
client. This is the option that should be used for best performance.

Selecting this option will cause IE to always cache every file which can
cause problem with sites that have dynamic data and so this should not
be used. Also, if a file has been updated on the server due to an upgrade,
the new file will not be sent to the client.

9.3.3 How to Enable IE Caching

Use the following procedure to enable IE caching:

1. Open Internet Explorer.

2. Select Tools=> Internet Options.

3. When the Internet Options dialog box opens:

Select the "General" Tab.

Locate the Browsing history section and click Settings.

4. When the Temporary Internet Files and History Settings dialog box opens:

Select Automatically.
Click OK.

5. Close the Internet Explorer browser and restart it to begin caching.
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Configuring E-mail

This section provides information about configuring e-mail and includes the following
sections:

= About E-mail Configuration

s Configuring SMTP

10.1 About E-mail Configuration
Argus Safety supports the following e-mail methods:
= SMTP

Argus Safety Service and Interchange Service use these e-mail methods in the
following priority order:

1. SMTP

SMTP is used as an e-mail method if it has been enabled and configured in Argus
using Argus Console => System Configuration => SMTP Configuration.

10.2 Configuring SMTP
This section provides information about configuring SMTP and includes the following;:
= Using the SMTP Configuration Utility
= Functions Affected by SMTP

10.2.1 Using the SMTP Configuration Utility

Use the SMTP Configuration utility to send e-mails using the SMTP protocol from
Argus Safety Service to the e-mail server. The following table lists and describes the
fields in the SMTP Configuration dialog box.

Field Name Description

Enable SMTP? Selecting this check box ensures that the AG Service uses SMTP to send
e-mail messages.

Server IP or Name This field contains the SMTP server IP address or name

Port This field contains the port number. The default port number is 25.
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Field Name

Description

Authentication

SMTP Username
SMTP Password

Custom SMTP Header

This field enables you to select the authentication type. There are three
types of authentication:

No Authentication
In No Authentication, the Username and Password fields are disabled.
Basic Authentication

The user is required to enter the Username and Password fields. This is the
default authentication.

NTLM Authentication

The authentication of the OS user logged into the system is automatically
passed. The Username and Password fields are disabled in this
authentication.

This field contains the SMTP username.
This field contains the SMTP password.

Selecting this check box will allow you to pass a custom header into the
SMTP Header when sending e-mails. This is used if you have a SMTP
Solution that is depending on specific header information for routing.

Custom SMTP Header Textbox Enter the customer Header to insert into the SMTP Header.

Use the following procedure to configure SMTP:

1.
2.

Navigate to Argus Safety Console => System Configuration => SMTP.

When the SMTP Configuration dialog opens:

Enter the SMTP server IP address or name.
Enter the port number

Enter the user name.

Enable SMTP.

Click OK.

10.2.2 Functions Affected by SMTP

This section provides information about affected by the use of SMTP and includes
discussions of the following:

Bulk Report Transmit E-mail

Autosignal E-mail

Fax E-mail

Fax Status E-mail

Priority E-mail

Dossier Notification E-mail

E-mail Sent by Interchange Service

10.2.2.1 Bulk Report Transmit E-mail

1.
2.

Navigate to Argus Console => Code Lists.

Select Reporting Destination.
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3. Enter the e-mail address in the E-mail Address text box under Agent Information.

The Bulk Report Transmit e-mail is sent to this e-mail address.

10.2.2.2 Autosignal E-mail
1. Navigate to Argus Console => Code Lists.

2. Select Autosignals.
3. Enter the e-mail address in the Send E-mail Notification To: text box.

The autosignal e-mail is sent to the specified e-mail address.

10.2.2.3 Fax E-mail

1. On the system where Argus Safety Service is installed, select Start=> All Programs
=> Oracle => Argus Safety Service Configuration.

2. The Argus Safety Service dialog box opens. Double-click the E-mail process.

3. You can enter an e-mail address for Failure E-mail or Notify E-mail.

4. The Notify E-mail field or the Failure E-mail field in the Argus Safety Service
Process window indicates the e-mail address of the person receiving the e-mail
message.

10.2.2.4 Fax Status E-mail

1. On the system where Argus Safety Service is installed, select Start=> All Programs
=> Oracle => Argus Safety Service Configuration.

2. The Argus Safety Service dialog box opens. Double-click the E-mail Status process.

3. You can enter an e-mail address for Failure E-mail or Notify E-mail.

4. The Notify E-mail field or the Failure E-mail field in the Argus Safety Service
Process window indicates the e-mail address of the person receiving the e-mail
message.

10.2.2.5 Priority E-mail

From Argus Console => Access Management => Argus => Groups. The E-mail field on
the Group Information screen contains the e-mail address of the person receiving the
e-mail message.

10.2.2.6 Dossier Notification E-mail

For Dossier notification, the E-mail Address on the Groups and Users screen field
contains both the sender e-mail address and the receiver e-mail address. However, the
sender e-mail address represents the normal AG user and the receiver e-mail address
is the owner of the Dossier template. Configure the owner of the Dossier template in
Argus Web=> Reports=> ICH PSUR Reports=> Configuration Screen=> Template tab.

10.2.2.7 E-mail Sent by Interchange Service
1. Log in to ESM Mapping.

2. Select Administrator => Setup INI File.

3. For the e-mail sent by Interchange Service, the IT E-mail, Business E-mail, and
User E-mail fields in the Service INI File Setup window contains the e-mail
addresses of those receiving the e-mail message.
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Note: Interchange Service sends e-mail messages to IT, Business, or
User e-mail addresses depending on the type of
alert/error/warning/information the system encounters.
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Installing End of Study Unblinding

This chapter describes the minimum hardware/software requirements and the
installation procedures for the End of Study Unblinding (EOSU) utility. It includes the
following sections:

» EOSU Hardware/Software Requirements
= How to Install the EOSU Utility

11.1 EOSU Hardware/Software Requirements

The following table lists the minimum Hardware and Software required to install End

of Study Unblinding;:
Requirement Type Description
Hardware Please refer to the Hardware requirements for Argus Safety 7.0
Database Server (Same requirements as Argus Safety 7.0 Database Server)

A Tablespace with 500MB free space to create EOSU Schema

Argus 7.0 schema (This is a prerequisite for the EOSU package to be
installed.)

Client Machine Windows XP Pro SP3 (English and Japanese)
Windows 7 (English and Japanese)
Oracle Client v11.2.0.1
Oracle ODAC 11.2.0.1
Microsoft .NET 3.5 Framework
Visual C++ 2008 SP1 Runtime
Pentium III 1.5 GHz Minimum (Pentium IV 2.0 GHz recommended)
512MB RAM Minimum (1GB RAM recommended)
4GB free hard drive space Minimum (10GB recommended)
256 Colors Minimum (64K Recommended)
MS-Office 2007 and 2010
Adobe Acrobat Reader v9.3.4

INIT.ORA parameters In addition to Argus, Please make sure to set the following parameter as
shown below

AUDIT_TRAIL=TRUE
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11.2 How to Install the EOSU Utility

Use the following procedure to install the EOSU utility:

1.
2.

10.

11.

Copy the installation package files to your local directory and start Launch.exe.
When the Welcome dialog box opens:

»  Click Argus Safety.

When the Argus Safety Setup wizard opens the Argus Safety Setup dialog box:
= Click Next > to continue.

When the wizard opens the Customer Information dialog box: Enter the User
Name and Company Name. Click Next.

When the wizard opens the Components Default Directory dialog box: Choose the
appropriate folder to install the EOSU Generic software and click Next.

»  Click Browse to locate and select the default directory where EOSU will be
installed.

»  Click Next > to continue.
When the wizard opens the Argus Safety Solution Components dialog box:

= Select End of Study Unblinding Module and click Next to begin the actual
installation.

= Click Next to continue.
Argus installs and shows the progress of the installation.

When the system displays the Enter Password for ARGUSUSER screen, enter the
password for the ARGUSUSER database user created during the Schema Creation
of the database or leave blank for the default and click Next.

Note: If the password is left blank accepting the default, the re-entry
screen in the next step will not be seen.

Re-enter the password entered in the prior screen. Click Next.
When the wizard opens the Setup Complete dialog box:

s Click Finish to exit the Installation program. Argus-EOSU Interface utilities
can now be executed.

You can now run the Argus EOSU Interface utilities.

Setup has installed an Operations Guide and scripts to create Database schema on
your computer. Please refer to the Operations Guide to create a new schema to
start using EOSU software. The document is in the following directory:

<Installation Folder>\QOracle\End of Study Unblinding\ ARGUS_EOSU.pdf

Alternatively, you can also go select Start=> Programs=>Oracle=> End of Study
Unblinding=> Documentation=> End of Study Unblinding Module to view the
documentation.
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Other Tasks

This chapter provides information for performing other installation and configuration
tasks. It includes discussions of the following:

Configuring the Argus.xml File

Configuring the Argus.ini File

Deploying a Portlet on Oracle WebLogic Server
Pre-Deployment Configuration

Configuring SSO in Oracle Access Manager
Installation and Configuration of Oracle Web Tier Suite
Configuring the WebCenter Security Provider for Identity Assertion
Installation Maintenance Tasks

Web Client Tips

Clearing Oracle Temp Files

Configuring easyPDF

Setting Printer Defaults

12.1 Configuring the Argus.xml File

The Argus.xml file is generated during installation on Argus Web / Report Server, but
the user can update this file after installation to add, update, or delete database entries.
The file resides in the following directory:

<Argus Installation Path>/ ArgusWeb /ASP

The Argus.xml file contains two types of xml tags as described in the following table:

XML Tag

Description

<ARGUS_DB>

This tag contains all databases supported by the Argus Web
application. Each database is specified as a separate XML tag -
<DBNAME> with <ARGUS_DB> as parent tag.

For example, for a database that is recognized as "Testing Database"
in Argus Web Login screen and whose alias in the Oracle
TNSNAMES.ORA file is "TESTDB", the entry will be

<DBNAME id="TESTDB">Testing Database</DBNAME>.
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XML Tag

Description

<LICENSE_KEY>

This tag contains the License Key value for the Argus application.
Do not update this key unless Oracle Customer Support instructs
you to do so.

If you update the Argus.xml file, you must restart the Internet Information Services
(IIS) on the server for the changes to take effect.

12.2 Configuring the Argus.ini File

The Argus.ini file is generated during installation on Argus Web / Report Server and
Transactional (AG) Server, but the user can update this file after installation.

With some exceptions, the parameters listed in Table 13-2 are used by Argus Web as
well as AG Service. However, some are specific to the Web/Report Server and some
are specific to the Transactional (AG) Server

Parameters specific to the Web / Report Server are:
s ReportServer

s ReportServerUser

= ReportServerPassword

s MessageCachePath

= Upload

s Template

= ArgusInstallPath

s Timeout

= DB Connection

= Pooling parameters.

Parameters specific to the Transactional (AG) Server are:
s PrintRunTime

m  PrintService

The Argus.ini File Parameters are described in the following table:

# Section Parameter Sample Value Description
1 Workstation =~ ReportServer http:/ /svmargirv001:808 This parameter points to the Report
3 Server URL for Argus application.

2 Workstation

3 Workstation

For use with Web/Report Server.

ReportServerUser reportuser This is the username of an Argus user
with user type as AG Service User
configured in Argus database.

For use with Web/Report Server

ReportServerPasswo password This is the password for the Report
rd Server User in Argus database as
described above.

For use with Web/Report Server.
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#  Section Parameter Sample Value Description
4  Workstation ~ Cache* c:\ArgusReports\PDFRe This is the path for PDF Reports
. ports\ (Expedited /Periodic/Screen Prints
See note following ;
. etc.). In case of multiple web / report
this table ..
servers, this is a shared path on the
network.
5 Workstation MessageCachePath* c:\ArgusReports\Messag This is the shared path to save the
See note followin eCache\ system level cache such as data for LM
. ) tables, CMN Fields, etc. In case of
this table . ..
multiple web / report servers, this is a
shared path on the network.
For use with Web /Report Server.
6  Workstation  Upload* c:\ArgusReports\Upload This is the shared path for uploaded
. edLetters\ letters. In case of multiple web / report
See note following his 1 hared path h
this table servers, this is a shared path on the
network.
For use with Web/Report Server.
7 Workstation  Template C:\Program This location stores the template and
Files\Oracle\E2BViewer report files used to display CIOMS and
\Templates\ MedWatch views.
For use with Web /Report Server.
8 Workstation AcrobatReaderPath  C:\Program This is the path to the Acrobat Reader
Files\ Adobe\ Acrobat exe file.
7.0\ Acrobat\ Acrobat.exe
10  Workstation HELP C:\App\Oracle\Docume This is the base folder where all the
ntation\ files related to various modules of
Argus are placed.
11 ~ Workstation  PrintRunTime 10 This is used by the AG Service Print
Utility. It specifies how often the Print
Utility shall run to print reports to the
printer. The unit is in seconds.
For use with Transactional (AG) Server.
12 Workstation  PrintService lor0 This is also used by AG Service Print
Utility. When this is set to 0, the AG
Service Process Bulk Transmit Print,
generates the report and directly prints
the report to the printer. If set to 1, the
Bulk Transmit Process creates the PDF
in the Cache folder with an associated
Batch file.
The Print Utility then picks up the
Batch File, prints the PDF to the printer
and deletes the Batch Job File.
For use with Transactional (AG) Server.
13 Workstation ArguslInstallPath C:\Program This refers to the path of the location
Files\Oracle\ ArgusWeb\ where the ASP files are placed.
ASPA For use with Web/Report Server.
14  Workstation =~ SCANNED_ C:\Temp\Scanned_ This is the location of files that are used
IMAGES Images by the "New Case from Image"

functionality.
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Section

Parameter Sample Value

Description

15

16

17

18

19

20

21

PDFReports

PDFReports

Argus Server

Argus Server

Argus Server

Argus Server

Argus Server

TempFileDeleteInter 1
val

HoursBeforeDelete 1

SQLTimes 1

Pool_Initial_Size 3

Pool_Maximum_ 120
Size

Connection_Time_ 120
Out

Connection_Wait_ 3
Time

This key specifies how often the Argus
Report Service should run to check for
files to delete. By default, this service
will delete files from paths specified
for "Cache" and "Upload" parameters
described above. The unit is in hours.
The default value is 1.

This key is used by Argus Report
Service. This key specifies in hours,
how old the file must be before it gets
deleted. By default, this service will
delete files from paths specified for
"Cache" and "Upload" parameters
described above. The default value is 1.

This enables the Argus Web
application to start creating log files for
all the SQLSs that are fired. These log
files are created in C:\Temp folder and
can be used for debugging.

This refers to the DB Connection Pool
Initial Size.

For use with Web /Report Server.

This refers to the DB Connection Pool
Maximum Size.

For use with Web /Report Server.

This refers to the time out time in
seconds. The connection times out if it
is idle for the given time.

For use with Web/Report Server.

This refers to the connection wait time
in seconds. An exception occurs if the
system cannot obtain a DB connection
in the given time.

For use with Web /Report Server.

Use the following procedure to configure Argus.ini:

1. Select Start=> Run.

2. When the Run dialog box opens:
s Type argus.ini in the Open field.
s Click OK.

3. When the Argus.ini file opens, set the entries in the file to the required values as
described in the previous Table.

4. Save the file.

5. Restart the Internet Information Services (IIS) on the server so the changes will
take effect.
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12.3 Deploying a Portlet on Oracle WebLogic Server

To deploy the portlets to the Oracle Portal Server, navigate to the Portlet Installation
folder on the Web Sever where the module was installed. Perform the following steps
for each Portlet being installed.

1. Open the .ear file using a Zip utility. The zip program will open with files as seen
below.

R C:\GlobalEnterpriseManagement.ear)
Ble Edt Vew Favorites Tooks felp

> = X i

CON' m Delel:

t=v|

Extract

? |_] [ \ﬁlohal-‘-nworm‘f\enauement ear)

-T"‘E“W‘F R e B L B
|l GiobaEnterpriseManagement.war 352753 352753 2010-10-26 10:52

2. Double click the .war file and you will see the following screen. Double Click the
WEB-INF folder.

[ C\Globalt nterpriseHanagementear\GlobalEnterpriseManagementwar
Dle bt Yew Fgworites Jooks feb

|

| Add Bt Test

> = X i

Copy Move  Delete

T [ 0 icntatnterorsetanagenent ear GobaEnterprsesanagement nar |

Hame | Sze|  PacedSae | Modfed Crested Accessed
YGlobaEntepr setansgerment 2891 2651
)WEB-INF 345018 345018

3. Double click the file portletname.properties where portletname is the name of the
portlet ear file under modification.

T C\Globalf nterpriseManagement.ear | Globalf nterpriseManagemenLwar | WEB- INF|,
Ble Edt Vew Favorites Toos Heb

P = Y ) mp X i

A3d Extract Test | Copy Move Desete Info

| b 4 [._1 C1¥aobaEnterprasMaragement.ear \GobaEnterpriseManagement. war WEB-INF |

Name Sre Packed Size | Modi Crested At
) 122%
s 2011
2] Globanterprsenansgement propertes 164
= WSRP_v1_Servies sava-wsd-mapping sl ¥ 146
SAP_v3_Service sava-wedl magong. i 42200
* | erade-portetam L
= erade-webservioes.oml 1399
* | portet.mi 1851
* standord-webderiots. wml 4963
= web.xmi 13454
= weblogic.xmi 516
|8 ] vesrp_meme_cs_mappings.oropertes 53

4. In the editor find the key named “ArgusURL” and modify the URL value to the
value of your Argus Web Server or Argus Web Load Balancer.

ArgusUrl=http://10.178.91.250:8083. For OAM integration, Oracle recommends
that using the FQDN of the machine.
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[ tdobalt morpriveHansgerent progerees - Botepaed
Ble Bdt Fyrest Yew Heo

# List of application, to be poulated in the dropdown list on global application access portlet
frgusurl=http://10,178,91,254:8083

Note: Please make sure there is no space between the tokens

“ArgusUrl”, “=" and the actual URL value.

5. Save the changes to the properties file and close it. Close the 7-zip manager
window and press OK to save the changes in the archive. You are now ready to
deploy the ear file.

7-Zip

|

? | File ‘GlobalEnterpriseManagement.properties’ was modified.
‘\'p) Do you want to update it in the archive?

Cancel |

6. Log in to the Oracle Enterprise Manager Admin Console and navigate to
WebLogic Domain>Your Domain>WLS_Portlet. From the top left corner,
navigate to Weblogic Server >Application Deployment>Deploy.

ORACLE Entorprise Managor 11 Fusies Bissiewsrs Control
iFam. | 8 Teosegy
@ Ot WLS_Portlet @
i Ve o Server
vome

[}
Contel il
Lo

Parformance Sunmary

1 Performance

Portisage

Agpheston Deslayeent
Byt M B

s
wies e e

£f Weblogs Server Acminsmation Conssle

I and TTA Usage
Geers Intormaon

 Depleymests

Select Archive is on the machine where this web browser is running and click
Browse. Browse to the modified .ear file on your local machine.

Other Tasks 12-6



Deploying a Portlet on Oracle WebLogic Server

Archive oe Laploded Darectory o - o v m R e _—
s
a | r———r e |
e
gty b — — — S = - —
r -
i pL_ =i}
L.~ ¥]

9. Once the Portlet is uploaded, by default WLS_Portlet will be selected. If not then
select and click Next.

e rre— sord 111, LL0J, okcaton{11.3.0.0.00, 1.4, em, wl-nls

T s Cateio Grade Yiebi.age Sarer 95 AppkatrdiL 3. 1 1.0, T, walwk . .

P s P - 0e{1L 1.1 10], Geta . TesPortets, porisToosliL. 1.1 20, wabuis, nanpm. sup-tosa(ls,1124)
T wmssewn Cracle Webloge Server o8 ppieatond11.3. 11,00, ows_decasmona{31, B 12,0, swe (13, L 1,260, walvie :

r s sesw L L), weboaster, wencenter eb(1E. 1 1L 20), el wamepmt

10. Do not change the default selection. Click Next.
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1 ABVARLOAMI sk caache crm [Oracke Wbl ogac Serers) : Drplery Lo 11 Applhcatus Oracle [atrrpris Masgpor mebinge) - Heolls frelex
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ORACLE Enterprise Manager 110 Fusien Miasswers Camst
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11. Click Deploy on the last screen to publish the Portlet. Verify that the Portlet was
deployed successfully in the Status.

e el i

- bty
@. ST B 00 DO (1) 00 [ cunirs 1 0 5400 s rerers gt . s e sl #5001 00 N2 o o, ittt a4 e y.
o ey @ ren el 6 by Bl v et Bloww §amamonky  ceait M srergeemin | weoson | oiires o ar
R LS L e Yo i Lo - 7] Q=] i
ORALCLE Enterprine Manager 11§ cnms Votbenss ot ..
WS PORME (oo oo ) 3 1 Dty T EE Application ¢
o vy ATy Deplept et

Deployment Settings.

Whs Do
s o ey 7 Cardgas u oo ek . 1 R
wigure Kopkcntes Searty 7 s MOckhar B PP 0000 A M A W) M

12.4 Deployi

ng the Global Home Application on a WebLogic Server

12.4.1 Configure Global Homepage Properties File
To update the Global Homepage Properties file:

1. Specify the SSO Header Key
This Key is used to show User Full Name on the Global Homepage.
2. Specify the Help URL

Update this property with the Argus Web Server or the Argus Web Load Balancer
URL. This URL path launches the online Help for the Global Homepage.

12.4.1.1 Update Global Homepage Properties File

1.

Navigate to the Portlet Installation folder on the Safety Web Sever where the
module was installed.
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Open the globalhomePage.ear file using a zip utility.
Open the GlobalHomePage.war file.
Drill down through these folders:

WEB-INF>classes>Oracle>HSGBU>argussafety>ui->util
Open the argussafetyglobalhomeuibundle.properties in a text editor.

Update the SSO Header Key and HELP file path:

HTTPUserNameHeader=
HelpURL=
Save the changes to the properties file and close it.

Close the zip utility and save the changes to the archive.

12.4.1.2 Deploy Company Logo

a0 DN

Navigate to the Portlet Installation folder on the Safety Web Sever where the
module was installed.

Open the globalhomePage.ear file using a zip utility.
Double-click the GlobalHomePage.war file.
Double-click the Images folder.

Replace logo_small.gif with your logo. Note that the File name should be logo_
small.gif.

Close the zip utility and save the changes to the archive.

12.4.2 Pre-Deployment Configuration

Now, perform the following steps to deploy the global home application on the
Weblogic Server.

1.

STV I T —
“

Log in to the Enterprise Manager Admin console. In the left hand tree navigation,
select WebLogic Domain>Your Domain>WLS_CustomApp in the left hand tree
navigation. The WLS_CustomApp is the name of the server that we have created
to deploy Global Home Page. Click the menu just below the name of the server as
shown below. Navigate to Application Deployment > Deploy.
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3.

[ T —— R
e —

Log in to the Enterprise Manager Admin console. In the left hand tree navigation,
select WebLogic Domain>Your Domain>WLS_CustomApp in the left hand tree
navigation. The WLS_CustomApp is the name of the server that we have created
to deploy Global Home Page. Click the menu just below the name of the server as
shown below. Navigate to Application Deployment > Deploy.

4.

Wait for the progressing dialog to finish.
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5. After modal dialogue is completed, you will see a screen for selecting targets. By
default WLS_CustomApp will be selected, if not then select and click Next.

6. Click the “pencil” icon in the Target Metadata Repository section.
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7. A modal dialog appears that allows you to specify the metadata repository for this
application. Choose a metadata repository and click OK.

8. Specify the “partition” value. You may choose any value but Oracle recommends
using the application name itself as the partition value. Click Next.

A s BVt B i ALt )

b et ke

9. In the “Configure ADF connections” section, click “pencil” icon, you will be
redirected to the “Configure ADF connections” screen.
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10. In the Configure ADF connections screen, modify the web service connection.
Click the “pencil” icon to edit the ADF connection settings.

e e Y P =T P o P Ty pumperepeeey e gy .

L R ot AT e B Lo e, Lo el

LS |

11. A modal dialog comes where you can change ADF connections. You must modify
the URL of the following fields to reflect the settings of your deployed portlets.

= WSDL URL

s WSRP_v2_PortletManagement_Service
s WSRP_v2_Markup_Service

s WSRP_v2_Registration_Service

s WSRP_v2_ServiceDescription_Service
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LS |

12. Click OK to close the modal dialogue and you will return to the parent screen.
Click Apply in the top right corner. You will return to the deployment wizard
screen 4 of 4. Click Deploy. The server will now deploy the ear file and report the
success/failure status of the operation.

LEEEN |

12.5 Configuring SSO in Oracle Access Manager

This section describes how to configure SSO in the Oracle Access Manager (OAM).

Following are the pre-requisites to this task:

s The system should have an OAM installation (Identity server, Access server,

WebPass, Policy Manager).

»  User profiles should exist in the LDAP server as well as in Argus with the same

credentials.

s LDAP should be configured in the Argus console.
s The LDAP flag should be set to ON for the users in Argus.
Perform the following steps to install SSO on the OAM:

1. Navigate to the Access System console of OAM and click the Access System
Configuration tab. Click Host Identifiers on the left panel. Provide the Fully
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Qualified Domain Name (FQDN), IP Address and both entries along with port
numbers of the Argus Web Server machine. Click Save. For example:

m srvovsind0O0l.us.oracle.com

s srvovsind001l.us.oracle.com:8083
s 10.178.84.210
s 10.178.84.210:8083

Doe

Name

Descripsian

Hosmame vanatioes

a0 s orcie, rom
04734 20

enmuiDl. s oracte. com G013
o173 44 210 a4

Uit Cehe
oy )

e et

2.

T

In the Access System console of OAM, click Access System Configuration.

3.

Agctss Sysiem Genavl
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Fuseion Tosciigivn

+ Combpns vaiam v et

Mamos Admiis s s i St

Shamtir At keewtriees o Dabigetied S iors vaa 159 harchon
Accem Syssem Carfgaration = Vi, SR 00 Gttt dioiselaes

b, . ey, 0 it e e
Ui ey i ST P
Vo e vy s it ciion e
. W i o 4 e P

= by ety s sl

o i, b, wustty, e ot it bt

Click Add New Access Gate link on left panel.
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mfemm =]

* S DO e 0. 2Ttk s sdnn b . pags_wdrn
ORACLE Accass Administration

4. Provide details like access gate name, port, and password. Also, enter the
following details:

= Hostname - provide the FQDN of the Argus Web Server where you will install
webgate.

= Access Management Service - select On. To enable a smooth installation, it is
essential that this option is selected as On.

s Primary HTTP Cookie Domain - provide FQDN of the machine where you
will install webgate, prefixed by a period. For example, .idc.oracle.com. Note
the . before the FQDN.

»  Preferred HTTP Host - provide the same value as Hostname.
= CachePragmaHeader - enter value as private
= CacheControlHeader - enter value as private

Once you have entered all the above details, click Save to add the webgate.
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ETIACLE Access Administration co [ —

TS ST TRETU oo Sysiem Cunngusnion |

Wadify Acassiate

Acrasatiate Name Oracleh@
Descripsin

State

Hustaase™

Posr™

New Arcass Gate Fasswond
Re-type New Access Gate Fassword
Dubag

Masitam aser session lime (socondsl® 3550

Tdle Session Time (seconds) 0

Manimam Cansectinn: ]

Teasspon Secarity EOpm  CSoph  OCm

TPV alidation Oof @on

IPValidariosE xecption s

Masimam Chiows Session Tine (boarsh 24
Failovar thrasheld i
Aacess server smcant threshok®

Sheop Far (uncous) @
Masinam slomeses i cache” 3000
Cacke timeoar (seconds)* il

Impersonation usemane

Imprriceatios parmard

R rype imperssnation passwont

ASOK Client

Accexs Masagemeat Sarice o0E @0

Wals Seever Gl

Primasy HTTE Cosiie Dumais® 15 s com
Preferred WTTF Hast Tns0 T us auch con
Duey Ou Not Protected EOEOn
CaikePragmatender
CacheCoarrolfeader
LogOulURLs @ @
Sy it sl prrt s Sl e L

5. You will see the message "Please associate an Access Server or Access Server
Cluster with this AccessGate."

6. Click List Access Servers. The following screen appears:

mfe v Corme x

|| % o0 S namm it e e 6 Jighl

ORACLE Accoss Adminsiraban

7. Click Add. Select an access server from the dropdown and click add to associate
webgate with access server.

Note: The access servers in this list will appear based on the access
servers installed in the OAM image or installation that you have. Do
not attempt adding Access Servers from OAM Console.
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8. Navigate to the Argus Web Server Machine, that is the machine where you have
installed Argus. Run the installer for Webgate.

12.5.1 Installing WebGate

Following is the procedure to install WebGate:

1. Run the file Oracle_Access_Managerl10_1_4_ 3_0_Win32_ISAPI_
WebGate. exe. The following screen appears. Click Next.

| £° Diacle Access Manager 10.1.4.0.1 WebGate -10] x|
|

ORACLE' Oracle Access Manager

Welcome to the InstaliShield Wizard for Oracie Access Manager 10.1.4.0.1 WebGate

te on your comp

The inztaliShield Yizard will install Oracle Access Manager 10.1.4.0.1 WebG
To continue, choose Mext.

Oracle Access Manager 10.1.4.0.1 WebGate
Oracle

InstallSeld
coar |THeE ] cancel

You must have administrative privileges to run the installation. If you are logged
in as a different user, you must exit the installation, log in as the Administrator
and then restart the installation. When the following screen appears, click Next.

2.
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T* Dracle Accacss Marmager 101 401 WahGate

Oracle Access Manager

3. In the Destination Name, set the installation directory and click Next.

4. Review the location to which WebGate for IIS is getting installed and the total disk
space it will take for the installation. Then click Next.
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3 Oracle Access Manager 10.1.4.3.0 WebGate -Jo&d

ORACLE' Oracle Access Manager

Oracle Access Manager 10.1.4.3.0 WebGate will be installed in the following loc ation:

C:AProgram FilesiNetsPointiwebgatelaccess

fora total size:

707 MB

Flease make a note afthe Oracle Access Manager 10.1.4.3 .0 WehGate installation directory: CAProgram
FilesiMetsFointWebgatelaccess because you will need to refer to itin the future,

InstallShizlil

Cancel

5. The installer begins copying the WebGate files for IIS. Now select Open Mode: No
encryption for the transport security mode and click Next.

: T Diacle Access Mamager 10.1.4.0.1 WehGate - —ioi x|

ORACLE' Oracle Access Manager

WebGate Confly

Specify the ranspont security mode

& Open Mode: NNo Encryption

€ Gimple Mode: Encryplion through SSL and & Public Key Certific sle provided by Oracle

€ CeriMode:  Encryption through SSL and a Public Key Certificate provided by an extemal CA.

it e el

6. Provide the following details and click Next.

Table 12-1 Values for WebGate configuration

Parameter Description
WebGate ID Name of the webgate.
Password Password for the webgate.
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Table 12-1 (Cont.) Values for WebGate configuration

Parameter Description

Access Server ID Name of the access server that is configured in access server
console.

Host name FQDN of the machine where the access server is installed.

Port number Port of the access server

181 Oracle Access Manager 10.1.4.3.0 WebGate (=)< ]

ORACLE’ Oracle Access Manager

Flease provide the YwebGate |D, host name, and part number for the WebGate connection.
You must use aunique |D for each YebGate you install.

Wyehate Configuration

WebGate ID
|Oracleas

Fassword forWebGate

|--"“-

Access Serer D

|Access_sw_idm_vm

Hostname where an Access Server is installedd
[naovm007 us oracie com

Fort number the Access Server listens to

|anon

< Back Next = Cancel

7. The followin screen appears:
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8. Review the Readme page and click Next.

cess Manager 10.1.4.0.1 Wabl ate

ORACLE" Oracle Access Manager |

9. You can review the WebGate for IIS configuration settings and click Finish.
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C* Dracle Accets Manager 10.1.4.0.1 WebGate =101 x|

ORACLE Oracle Access Manager

Qracle Access Manager 10,1.4,0.1 WebGate has been successiully installed, Click Finish to exit the wizard,

Oracle Access Manager 10.1.4,0.1 WabGate Setup Information
Tranzport Security. open

WebGate ID: webgata

Access Server Host Name: ten, mydomain.com

Access Server Port Number, 6035

InstailShield

= Hack I Mex = I@

12.5.2 Configuring WebGate on Windows Server 2008

This section describes the procedure to install WebGate on Windows Server 2008.
Before following this procedure, ensure that you have already installed webgate on
windows 2008 server.

1. Open IIS manager and navigate to the top level node. On the home page, double
click ISAPI and CGI restrictions to open the feature.

Cemectans Cwwes
@ il 17 1. G;q ASTODEVELVM Home -~
R %n.wu GO b Ko Grogeg - . ;a:oem
— o : 2 e
e & 5 o2 A @m 4 s e =
T K=Y METTrat  dppcation A5 Aubhetcsion O Conpremion  Comecion  Cefadk LIERY
Conplstion  Shobsizson Level Settings Suings Dot
e " [revpe———
P OE RS £ 8 &8 B O EL
G et eds e s EIERRE Seanies 6 e
Banesng Desgetion  Mapprgs  Bepa,.  Pemisaons Lgses Crle e
E . . [ =] 3, —
FoaE = oM = T @ D & E
Madwne ke Mansgevent  MIME Tyoes Wodes Dutps Pages and Friwiders Sevv Session Stake Sered
Zarice Cachirg Controky Cartficatus ‘Configuration

) | (] I Futurms ven |5 Cortart i
Raedy

2. The following screen appears:
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3. You have to correct the path for the following DLLs to reflect the path where you
have installed the WebGate. To do this, double click the DLL entry and you will
see the Edit ISAPI or GCI Restrictions dialog box as shown below. In this dialog
box, enter the path given in the following table and click OK.

Table 12-2  Default path for DLL

DLL Name Default Installation Path

Oracle Certificate C:\Program

Authentication Plugin Files\NetPoint\Webgate\access\oblix\apps\webgat
e\bin\cert_authn.dll

Oracle Impersonation C:\Program

Plugin Files\NetPoint\Webgate\access\oblix\apps\webgat

e\bin\IISImpersonationExtension.dll

Oracle WebGate C:\Program
Files\NetPoint\Webgate\access\oblix\apps\webgat

e\bin\webgate.dll

Edit ISAPI or CGI Restriction EHE3

ISAPI or CGI path:
i,'::'l,Program Files\NetPoint) Webgatelaccessoblixiappsiwebe .., l

Description:
iOracIe Certificate Authentication Plugin

v Allow extension path to execute

| Ok i Cancel

4. Click Edit Feature Settings in the Actions panel in the right. The following dialog
box appears:
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Edit ISAPI and CGI Restrictions Settings

T alaw unspecified CGEI modules
I alaw unspecified ISAPI modules

Ok I Cancel

5. Check both the boxes and click OK.

6. Click Argus Safety Web node, which will open the home page for the application
as shown below.
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7. Click ISAPI Filters and the following screen appears:
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8. Double click OracleWebGate and enter the path to where you have installed
WebGate. The default path is C: \Program
Files\NetPoint\Webgate\access\oblix\apps\webgate\bin\webgate.
dll

9. You will now have to remove the <add segment="bin"/> entry from
applicationhost.config file. Take a backup of the file before you make the following
changes:

1. Navigate to Windows\System32\inetsrv\config and open the
applicationHost.config file.

2. Search for the <hiddenSegments> module.
3. Remove the entry <add segment="bin" /> if it is present.
4. Save the file.

10. Restart IIS for the changes to take effect.

After restarting IS, open IIS Manager and navigate to Sites > Argus Safety Web >
Authentication as per the screenshot below:
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Right click on Windows Authentication and check if it is enabled. If yes, then disable
it. This completes the WebGate installation on Windows Server 2008.

12.5.3 Protecting Files in the Argus Directory

This section describes the procedure to create a policy to protect files under the Argus
directory.

1.

Navigate to the policy manager console and click Create Policy Domain.

2. Under the General tab provide a name and description and click Save.
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3. Click the Resource tab and then click Add.

4. Select Host Identifier from the dropdown list and select URL Prefix as / and
provide a description. Click Save.
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5. Click the Authorization Rules tab and select the General sub tab.
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6. Enter the following details in this tab and click Save:
= Name - Enter an appropriate name for the rule.
»  Description - Enter a description for the rule.
= Enabled - Select Yes from the dropdown list.

= Allow takes precedence - Select Yes from the dropdown list.
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7. Now click the Actions sub tab. Click Add.
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8. In the Authorization Success section under Return, enter the following values
and click Save:

Table 12-3 Values for Return field

Field name Value
Type HeaderVar
Name SM_USER
Return Attribute uid
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9. Navigate to Default Rules > Authentication Rule. Click Add.
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10. Enter details for Name and decsription and select Authentication Scheme as
Oracle Access and Identity Basic Over LDAP. Click Save.

11. Click the Authorization Expression sub tab and click Add.
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12. Select Authorization Rule from the dropdown. Click Add and then click Save.
13. Click Policies and then click Add.
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14. Provide the following details and click Save:
= Name - Name of the policy.
»  Description - Description of the policy.
= Resource type - Select as http.
= Resource Operation(s) - Select as Get and Post.

15. Now restart the Identity service and Access service. Also restart the IIS Argus Web
Server. This completes the webgate installation and SSO policy configuration.

After you have completed the above steps your policy will appear as shown below:
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To verify if you have correctly configured the policy check for the following prompt
when you open the Argus URL:

Connect to srvovsind001.us.oracle.com |E|g|

The server srvovsindDO] .us.oracle .com at Oracle Access and
Identity requires a username and password,

Warning: This server is requesting that your username and
passwiord be sent in an insecure manner (basic authentic ation
without a secure conneckion).

Password: | |

[] remember my password

T T

12.6 Installation and Configuration of Oracle Web Tier Suite

The Oracle Web Tier Suite consists of following products:
»  Oracle Process Manager Notification (OPMN)
s Oracle HTTP Server (OHS)
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s Oracle Web Cache

12.6.1 Installing Oracle Web Tier

This section describes the procedure to install Oracle Web Tier (OHS). Prior to this
installation, ensure that you have a running instance of WebLogic Server.

1. Navigate to folder \ofm_webtier win 11.1.1.2.0_32_diskl_lofl\Diskl
and double click setup.exe to start the installer. The installer will begin after a
check has been made for installer requirements.

2. Click Next to continue.

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 1 of 13

Welcome ORACLE 11

FUSION MIDDLEWARE

A Conii Wiglcome to Oracle Fusion Middleware 11.9'eb Tier LRilties Installer.

¥ Preremuisite Checks Far addtional information and installation instructions, please refer to the Cracle
1 Fusion Middieware Instaiiation Guide for Web Tier Ulilities.

) Click Helo st any time for context-sensitive help.
. Configure Componerts
Specify Weblogic Domain Click st to begin the installstion

Copyright () 1989, 2008, Oracle andior its affllstes. A0 rights reserved.
Instalistion Progress

Configuration Frogress

Instaliation Complets

Hedp Bock || Nest» | | Einith |[ Cancel

| Elapsed Time: 1m 40z

3. Select Install Software - Do Not Configure and click Next.

© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 2 of 13

. ORACLE’
Select Installation Type FUSION MIDDLEWARE 1 1g
iy Welcome
T
Jed Install Only () Install and Configure
+ P . . Installs binaries in an ORACLE HOME and configures warking

] Instance inan INSTAMCE HOME.
T Specit ) )

T Specify Seour?

v lstalletion Sumpsry i
 Instalistion Progress (%) Install Software - Do kot Configure

Before thesa installed components will work, they must be configured by

Instalistion Comglete running the configuration wizard,

nstalls software onty. After installation is complete, use confic ket from hin
- directory in ORACLE HOME to configure working instances of fhese installed
compaonents

Hedp « Back ﬂ Bt > || Einith |[ Cancel

| Elapsed Time: 1m 552

Other Tasks 12-34



Installation and Configuration of Oracle Web Tier Suite

4. In the next screen, the installer performs Prerequisite Checks. Click Next to
continue.

© Oracle Fusion Middleware 11g Web Tier Utilities Installation -

Step 3 of 8

Prerequisite Checks FUSION MIDDLEWARE
§ Wielcome Selection| Check | Progress | satus
|
S, Install Oy, V| Checking opersting system certification 100% | v
T r
i) Prerequisite Checks “| Checking service pack 100 | v
+ Snecify Installstion Location | Checking physical memory 100% v
l
Epecify Securiy Undates
i
Instalistion Summary.
¥
Instalistion Progress
Instaliation Complets
Abort ey antinue
[+ Checking operating system certification
[l Checking service pack
[+« Checking physical memory
4 [Te]

«<Back | Next» | Finéet

|[ Cancel

Elapsed Time: 2m 5s

5. You can skip security updates so uncheck the option to receive security updates
via My Oracle Support. The system will give a warning. Click Yes to close the

screen and then click Next.

© Oracle Fusion Middleware 11g Web Tier Utilities Installation -

Step 5 of &

Specify Security Updates

§ elcome
)'Ir\ st Cnly

Provide your email sddress fo be informed of security issues, install the product
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ORACLE 11g
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el =

Easier for you if you use your My Cracle Support
email addressiuzarmame,

[#11 wish to receive security updates via My Oracle Support,

Instalistion Progress
! My Qracle Support Password:

Instalistion Complete

< Biack Bt = | Eirést

| [ Caneel

Elapsed Time: 2m 452

6. On the installation summary screen, click Install. This will install Oracle Web Tier.
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© Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 6 of 8

'nSta"atlon summary FUSION MIDDLEWARE
¢ ieloome [ Types Install Onty
).:,\ nistall Cnly. LLocation: CridracieihiddievwareiDracle_WWT2

Disk Space

|
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Save Response File:
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[Te]*
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| Elapsed Time: 2m 552

12.6.2 Configuring Oracle Web Tier

The following section describes the procedure to configure the Oracle Web Tier (OHS).

1

. Navigate to the folder Oracle Middleware_Home\Webtier

_Instance\bin.

For example, C: \OracleNew\Middleware\Oracle_WT1\bin. Here Oracle_
WTT1 is the name of the webtier instance created during installation. In the folder,

run config.bat to start the configuration wizard.

© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 1 of 9

Welcome

ORACLE 11g

FUSION MIDDLEWARE

e Welcome

| Corfigure Comgponerts Wiglcome to Oracle Fusion Middleware 11.9Veb Tier Lilties Configuration |
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| . Guide for Oracle |Web Tier For information sbout installing YWeblogic
¥ Instalstion Summary Server, please referto Oracle Fusion Middieware instaiiation Guide for
O Configuration Progress Oracle WebLagic Server. L
Instalistion Complete Click Hedp =t any time for context-sensitive help. =

Copyright () 1989, 2008, Oracle andior its affllstes. A0 rights reserved.
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2.

In the next screen, click Next.
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© Oracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 2 of 9
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3. Enter details of the weblogic server and click Next.

O Dracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 3 of 10

Specify WebLogic Domain
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4. In the next screen, click Next.
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O Dracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 4 of 10
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5.

Enter a password for Web Cache and click Next.

© Dracle Fusion Middleware 11g Web Tier Utilities Configuration - Step 5 of 10
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[ Tr]!
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6. Select auto configuration port in the Configure Ports screen. Click Next.

7.
Tier.

Skip security updates for now and then click Next to continue configuring the Web

8. After the configuration, navigate to http:/ /localhost:7001/em. This will open the

Enterprise Management console for

Fusion Middleware as shown below. Log in

using the same credentials as that of the WebLogic server.
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9. Click the Web Tier node on the left.
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10. Click the name of the OHS instance that you have created during installation. In
the following example, the OHS instance is ohs1.
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11. You will see all the details related to Oracle Http server on this console.
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12.6.3 Oracle Http Server Administration

This section describes the procedure to perform administrative tasks on the Oracle
Http Server.

1. Perform steps 8 to 11 from the section Section 12.6.2, "Configuring Oracle Web
Tier".

2. Click Oracle Http Server just below instance name at the top of right pane to
access a menu.
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This menu allows you to perform the following administrative tasks:

= Control => Start Up - You can start an OHS instance using this option.

= Control => Shut Down - You can stop and OHS instance using this option.
= Control => Restart - You can restart an OHS instance using this option.

s Logs => View Log Messages - You can view logs of the OHS instance using
this option.
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12.6.4 Configuring Oracle Http Server as Reverse Proxy Server for WebLogic

This section describes the procedure to configure the Oracle Http Server to act as a
reverse proxy server for the WebLogic Server. Prior to following this procedure, ensure
that you have a running instance of WebLogic Server and Oracle Web Tier. Also, you
should have Global Home Page URL.

1. Perform steps 8 to 11 from the section Section 12.6.2, "Configuring Oracle Web
Tier".

2. Navigate to Administration => mod_wl_ohs_configuration from the top menu.

3. The following screen appears:
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s Dt s s
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In the General section enter the following information:

= Weblogic host: FQDN of the machine where weblogic server and other
managed servers are running.

= Weblogic port: Port of the WebLogic server.
= Debug: Give ERR.
= Log File: You can provide a log file here.

In the Locations Section:
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s Click AddRow and add a new row.

= In the WebLogic Host and Port field enter the same values as that in the
general section of this page.

s Location field: For entering a value in this field consider an example. If the
URL for the Global Home Page deployed on custom server is
http://srvargoamdt.idc.oracle.com:8001/GlobalHomePage/face
s/GlobalHome, then srvargoamdt.idc.oracle.comis the FQDN of the
machine where WebLogic server is installed and 8001 is the port at which
custom server is listening. Now take the path after port
/GlobalHomePage/faces/GlobalHome and enter this as the value in the
location field.

s Click Apply on the top right corner.
4. Restart the Oracle http Server using the Restart option of the top level menu.

5. After restarting, navigate to http: //srvargoamdt.idc.oracle.com:7777/
GlobalHomePage/faces/GlobalHome. Here
srvargoamdt .idc.oracle.comis the FQDN of the machine where the OHS
instance is running and 7777 is the port at which the OHS server is listening.

Note: You should see the same page but this time it is being
redirected from OHS to the WebLogic Server.
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12.7 Configuring the WebCenter Security Provider for Identity Assertion

This section describes how to set the security provider of Web Logic Server to use
Oracle Internet Directory which is the OAM identity store.

12.7.1 Configuring the Oracle Internet Directory Authenticator

This section describes the procedure to configure the Oracle Internet Directory
Authenticator.
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1. Login to the WLS Administration Console. From the Domain Structure pane,
click Security Realms. Then click myrealm.
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2. Navigate to Providers => Authentication. Click New to create a new provider.
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3. Enter Name as OID Authenticator and select type from the dropdown as
OraclelnternetDirectory Authenticator. Click OK.
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4. Go back to the Providers tab and click OID Authenticator, which appears as link.

5. In the Common sub tab modify the Control Flag field to Sufficient and click Save.

6. Click the Providers Specific tab and provide values for the fields described in the

table below:

Table 12-4  Values for the Providers Specific tab

Parameter Name Description Sample Value
Host LDAP Hostname infra.vm.oracle.com
Port LDAP Port 389
Principal LDAP admin principal cn=orcladmin
Credential Password for admin
principal (password of
cn=orcladmin)
User Base DN User Search Base - This For example,
value can be obtained by cn=Users,dc=idc,dc=oracle,
checking the Users realm dc=com
DN from OID
All Users Filter Set as (& (uid=*) (objectclass
(& (uid=*) (objectclass =person))
=person) )
User Name Attribute Set to "uid" from "cn" uid

Group Base DN - Group
search base - Same as User
Base DN

Group Search Base - The DN
used to search the Group,
can be checked by Groups
DN in OID

For example,
cen=Groups,dc=idc,dc=oracl
e,dc=com

Retain the default values for the remaining attributes. Click Save.
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12.7.2 Configuring the OAM Identity Asserter

This section describes how to configure the OAM identity asserter in WebLogic server
security realm.

1. Log in to the WLS Administration Console. From the Domain Structure pane,
click Security Realms. Then click myrealm.
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2. Click the Providers tab to see list of providers.

3. Click New. Enter name as OAMIdentity Asserter and select type as
OAMldentityAsserter.
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which appears as link to view its details.

5.
6.

Table 12-5 Values for Provider sub tab

Click OK to save the details. Now click the newly added OAMIdentityAsserter,

In the Common sub tab select control flag as REQUIRED and click Save.
Navigate to the Providers sub tab and provide the details in the table below:

Parameter Name

Description

Sample Value

Transport Security

Primary Access Server

Access Gate Name

Access Gate Password

Encryption type for Access
Gate communication

Provide OAM server
endpoint information in
HOST:PORT format

Copy the Access Gate name
from the AG created from
Step 3.

Type the Access Gate
Password configured in
access system console

Open

argsaf60.us.oracle.com:6021

idc.oracle.com_AG

Retain the default values for the remaining attributes.
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12.7.3 Configuring the Default Authenticator and Setting the Order of Providers

This section describes how to configure the deafult authenticator and set the prder of
the providers.

1.

Navigate to the list Click Default Authenticator from the list of Security Providers
in the console, and set Control Flag to SUFFICIENT. Click Save.

Set the Order for providers as follows:

s  OAMlIdentityAsserter - REQUIRED

s OraclelnternetDirectory Authenticator - SUFFICIENT
s DefaultAuthenticator - SUFFICIENT

»  Defaultldentity Asserter

12.7.4 Setting EXTRA_JAVA_PROPERTIES for WebLogic Domain

Log in to the machine where web center has been installed and navigate to user_
projects/domains/wc_domain/bin. Now edit the file setDomainEnv.cmd.

Note: Ensure that you take a backup of the file setDomainEnv.cmd
before making changes.

Add following code at the end of the file:

Let’s say EXTRA_JAVA_
PROPERTIES="-Dweblogic.security.SSL.ignoreHostnameVerificatio
n=true -Doracle.mds.bypassCustRestrict=true

-Djps.update.subject.dynamic=true
-Doracle.webcenter.spaces.osso=true

-noverify ${EXTRA_JAVA_PROPERTIES}"
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3.

Export S$SEXTRA_JAVA_PROPERTIES

Restart the Admin servers, managed servers and HTTP Server.

12.8 Installation Maintenance Tasks

This section describes maintenance tasks you may need to perform on the installed
Argus Safety Solution components. It includes instructions for performing various
tasks and tips for using the Web client.

12.8.1 Installing New Components

The components can be installed using the following procedure:

1.
2.

Select Start=> Control Panel.

When Windows opens the Control Panel, click Add or Remove Programs /
Uninstall or change a program.

When the Add or Remove Programs dialog box opens:

= Select Argus Safety.

= Select Change.

The Argus Safety InstallShield Wizard opens the Preparing Setup dialog box.
When the wizard opens the Welcome dialog box:.

= Select Modify.

s Click Next > to continue.

When the wizard opens, select Update installed Argus Components and click
Next:

= Select Update installed Argus Components.

»  Click Next > to continue.

When the wizard opens the Customer Information dialog box:
= Enter the user name in the User Name field.

= Enter the company name in the Company Name field.

= Select Next > to continue.

When the wizard opens the Select Features dialog box it contains a list of currently
installed components.

= Select checkbox for one or more components to install.

s Select Next > to continue.

Note: Ensure the checkboxes for components that are already
installed contain a checkmark. If the checkmark is cleared from the
checkbox for an existing component, the component will be
uninstalled.

Refer to the relevant chapters in this Installation Guide for instructions
for installing individual components
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9.

After the installation is complete, the wizard opens the Argus Safety Setup-
Maintenance Complete dialog box.

10. Click Finish. A message box appears.

12.8.2 Uninstalling Components

Use the following procedures if it becomes necessary to uninstall a component:

1.
2.
3.

Select Start=> Control Panel.

When Windows opens the Control Panel, click Add or Remove Programs.
When the Add or Remove Programs dialog box opens:

»  Select Argus Safety.

= Select Change/Remove.

The Argus Safety InstallShield Wizard opens the Preparing Setup dialog box.
When the wizard opens the Welcome dialog box:

s Click Next > to continue.

= Select Modify.

When the wizard opens the Customer Information dialog box:

= Enter the user name in the User Name field.

= Enter the company name in the Company Name field.

= Select Next > to continue.

When the wizard opens the Select Features dialog box it contains a list of currently
installed.

»  Clear the checkbox for the components to uninstall.
= Select Next > to continue.
The Argus Safety Components Installer will uninstall the selected components.

Follow the on-screen instructions to uninstall the components.

Note: If a Locked File Detected dialog opens, select "Don't display
this message again," and click Reboot.

12.8.3 Removing All Components

If it becomes necessary to remove all the Argus Safety components, use the following
procedure to do so:

1.
2.
3.

Select Start=> Control Panel.

When Windows opens the Control Panel, click Add or Remove Programs.
When the Add or Remove Programs dialog box opens:

= Select Argus Safety

= Select Change/Remove' to "Select Remove/Uninstall"

The Argus Safety InstallShield Wizard opens the Preparing Setup dialog box.
When the wizard opens the Welcome dialog box:
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s Click Next > to continue after 'Select Remove.'
= Select Remove.
6. When the Confirm Uninstall dialog box opens , Click OK to proceed.
7. The Argus Safety Components Installer uninstalls the required component(s).

8. Follow the screen instructions to uninstall the components.

Note: If a Locked File Detected dialog appears, select "Don't display
this message again," and click Reboot.

If a Shared File Detected dialog appears, select "Don't display this
message again," and click Yes.

If a ReadOnly File Detected dialog appears, select "Don't display this
message again," and click Yes.

12.9 Web Client Tips

This section describes the recommended Internet Explorer configuration for clients
that access Argus Safety Web, Affiliate, Dossier, and Interchange Web.

To configure Internet Explorer:

Note: Use these steps to configure Internet Explorer v7.0 and v8.0.

1. Open Internet Explorer v7.0.
2. Select Tools=> Internet Options.
3. When the Internet Options dialog box opens:
s Locate Browsing History
»  Click Settings.
4. When the Settings dialog box opens:
= Locate Check for newer versions of stored pages.
= Select Automatically.
= Click OK.
5. Click the Advanced tab of the Internet Options dialog box.,
6. When the Advanced tab opens:
= Locate the Multimedia section.
»  Clear the following check boxes:
- Show image download placeholders
- Smart image dithering.
= Select the Show Pictures check box.
»  Clear the Enable Automatic Image Resizing checkbox.

7. Click OK to close the Internet Options dialog.
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Note: Make sure cookies are enabled on the client machine.

If password encryption is required between Internet Explorer Client
and the Web Server, HTTPS must be utilized. Please refer to the
section Section 4.5, "Enabling SSL Support for Windows 2008" in this
Installation Guide.

When logged into Argus Safety System, having multiple internet
browsers open may cause the user to receive a login screen when
opening certain parts of the application such as opening E2B Report
dialog. It is recommended to shut down all other non Argus Safety
Sessions if this problem occurs on an end user machine.

Certain requirements within the Argus Safety System open file
attachments within a separate internet browser window however
based on client machine settings this may not occur. Each application
is configured differently as to how it handles files within Internet
Explorer. Please refer to the application documentation to correctly
configure it.

It is not recommended to utilize the IP Address of the web server from
the client machines within Internet Explorer. Using the IP Address
forces Internet Explorer to use a high security mode which may
restrict certain functionality from Argus to run.

12.10 Clearing Oracle Temp Files

On the Argus Web, Argus Report and Argus Safety Service Servers, Oracle creates
many temp files that begin with OIP and do not have an extension. Oracle does not
delete these files and they can cause problems with the maximum number of files in a
folder. This prevents Argus from creating new temp files. Therefore, these files must be
deleted.

Deleting these files does not harm the system. One way of deleting these files is to use
Argus Report Service because it cleans up the files at regular intervals. If you do not
use Argus Report Service to clean these files, you will have to clean them manually.

Use the following procedure to configure the Argus Report Service to clean up these
files.

Note: Oracle will first use the TMP Windows Environment Variable
Path for Temp Files. If the TMP Variable is not defined, Oracle will use
the path as defined in the registry below.

To configure Argus Report Service to clear Oracle Temp files:

1. Start the Windows Registry Editor.

2. Locate the following path: HKEY_LOCAL_MACHINE \ SOFTWARE \ ORACLE.
3. Locate and open the folder containing the OO4O sub folder.

Note: The folder structure under the Key from Step 2 can vary for
each installation, based on the installation client and version used.

4. Locate and expand the OO40O folder.
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5. Locate the TempFileDirectory folder.

Note: Oracle sometimes selects the Temp Folder as the Windows or
Windows System Folder. Change this to some other temp folder so the
files can be deleted without affecting any other files. For example, you
can change the path to C:\Temp\Oracle.

After changing the patch, please reboot the machine and continue
with the next steps. Once it is set, the Argus Report Service will delete
all files within the folder set here. If non-Oracle files exist, they will be
deleted.

Copy the path from the TempFileDirectory key.
Go to the Argus Installation Folder\Common folder.
Open the DeleteUser.bin file in Notepad.

© ®» N O

Add a new line at the end of the file with the following syntax:
s <Oracle Temp File Folder>;*
= Example - C:\Temp;*

10. This line instructs the Argus Report Service to delete all files from this folder.

12.11 Configuring easyPDF

This section describes how to set up easyPDF and Microsoft Office and includes the
following sections:

s Setting Up easyPDF
= Setting up Microsoft Office

12.11.1 Setting Up easyPDF

The easyPDF component is required for printing PDF reports and for use by
Interchange features such as transmitting E2B attachments.

The domain account created during the installation of either Argus Web Server, Argus
Report Server, Argus Safety Service or Interchange Service, will be required to
continue with the following steps.

Before configuring Windows Service settings verify the following:

s The domain account created is part of the local Administrator Group on the server
being setup.

= Please verify that the step in the note below is completed before going to the
Configure Windows Service Settings section.

Note: You must log on to the server being setup with the domain
account at least once to initialize the account, including the printer
driver setting, or Argus will not be able to function correctly.

Use the following procedure to configure the Windows service settings:

1. Log on to the computer as the defined domain account.
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Select Start=> Control Panel=> Administrative Tools=> Services.

When the Services dialog box opens:

= Locate the BCL easyPDF SDK 6 Loader and double-click.

s When the BCL easyPDF SDK 6 Loader Properties dialog box opens:
s Click the Log On tab.

= Enter the defined domain account name in the This account field.

=  Enter the defined domain account password in the Password field.
= Enter the defined domain account password in the Confirm password field.
s Click the General tab.

When the General tab opens:

= Select Automatic from the Startup type drop-down list.

s Click OK to close the Properties dialog box.

When the system returns to the main Services window, start the BCL easyPDF
SDK 6 Loader.

Close the Services window.

12.11.2 Setting up Microsoft Office

This section provides an example procedure to make Microsoft Office applications,
such as MS Word and MS Office, ready for server use. The example shows how
Microsoft Word can be set up; you can also set up Microsoft Excel in the same manner.

Make sure that pop-up dialog boxes from Office products do not appear during the
PDF conversion.

Note: Performance Consideration: If you have any third- party Word
macros or add-ins, we recommend removing them. They often add
extra overhead to Microsoft Word and slow down the entire PDF
conversion process.

Use the following procedure to set up Microsoft Word:

1.

2
3
4,
5

Log in to the computer as the defined domain account.

Start Microsoft Word to force the application to register itself.
Close all pop-ups that appear during Word initialization.
Hide the Office Assistant.

For Microsoft Word, configure the Customer Feedback Options (and also the other
service options, as necessary).

Exit Microsoft Word.

12.12 Setting Printer Defaults

When printing Argus reports with Adobe Acrobat, make sure the Page Scaling option
in the Print dialog box (File=> Print) is set to Shrink to Printable Area.
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12.13 Argus Configuration Files

By default, Argus Safety logs files in “C:\temp” (default temp directory of Argus
Safety). You must ensure that the user under which Safety applications are running
has access to this directory.

In the situation where the customer has a different “Temp” directory, the temp
directory path needs to be changed in the following files:

Background Processes (AG Server)
1. <Argus Install Path>/Argus Safety / AGProc.config

2. <Argus Install Path>/Argus Safety/Service.config
3. <Argus Install Path>/Argus Safety/RelsysWindowsService.exe.config

Argus Web Server and Report Server:
1. <Argus Install Path>/ArgusWeb/ASP /Web.config

2. <Argus Install Path>/ArgusWeb/Bin/Argussvr2.config
3. <Argus Install Path>/ArgusWeb/ASP/Argus.Net/Web.config

4. <Argus Install
Path>/ArgusWeb/ASP/ Argus.Net/Bin/RelsysWindowsService.exe.config

5. <Argus Install Path>/ArgusWeb/ASP/ Argus.Net/Bin /Service.config
6. <Argus Install Path>/ArgusWeb/ASP/Integrations/Web.config

Note: Itis recommended that you use the local server path rather
than the network share path.
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Argus Integrations

This chapter provides information about the Argus Integrations and includes
discussions of the following:

» Installing Argus Integrations

= Resetting IIS

»  General Interface Information
= Basic Configuration Overview
= Safety Message

s MedDRA Integration

s Product License Study Interface
s Drug Dictionary Integration

= Lot Number Interface

= Worklist Intake

»  Extended E2B Interface

13.1 Installing Argus Integrations
Before installing Argus Safety Web, be aware of the following:

= During the installation, the information in this document may be different from
what you see on your monitor if additional modules were selected during the
Argus Safety Installation.

= A domain account with Local Administrator privileges to the Web server is
required after the Argus Safety installation is complete.

Use the following procedure to install Argus Safety Integrations:
1. When the system displays the Argus Safety screen:
»  Click Argus Safety to start the installation.
2. When the system displays the Argus Safety Setup screen:
s Click Next >.
3. When the system displays the Customer Information screen:
= Enter the user name in the User Name field.

= Enter the company name in the Company Name field.
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10.
11.
12.
13.

s Click Next >.

When the system displays the Default Directory screen, click Browse to select the
default installation directory where the Argus Safety Solution Components will be
installed.

s Click Next to display the Argus Safety Components list and select the default
installation directory where the Argus Safety Solution Components will be
installed.

When the system displays the component list:
= Select the modules to install.
s Click Next >.

When the system displays the Argus Safety Solution Components Report
Directory screen:

s Click Browse, select the folder to store the temporary reports in, and click OK.
s Click Next > to continue.
Argus installs and shows the progress of the installation.

When the system displays the Enter Password for ARGUSUSER screen, enter the
password for the ARGUSUSER database user created during the Schema Creation
of the database or leave blank for the default and click Next.

Note: If the password is left blank accepting the default, the re-entry
screen in the next step will not be seen.

Re-enter the password you entered in the previous screen. Click Next.
When the system prompts you to enter a port number:

= Enter the Port for the Argus Web site (default is 8083, and can be changed to
port 80 at any time).

s Click Next > to continue.

The installer installs the Web site and its related components and shows the
progress of the installation.

When the system displays the Setup Completed screen:
Click Finish.

When the system displays the following message:
Click OK to reboot the system.

Note: If Integration is hosted under IIS 7.0, the following command
line utility needs to be run as an administrator:

"%windir% \Microsoft NET\Framework\v3.0\Windows
Communication Foundation\ServiceModelReg.exe" -r —y

This command line utility updates the script maps at the IIS metabase
roots to ensure the hosted service .svc file is recognized by IIS 7.0.

13-2 Oracle Argus Safety Installation Guide



Basic Configuration Overview

13.2 Resetting IIS

After changes have been made to the areas listed below, IIS needs to be reset to make
the latest data / configurations available to the rest of the system:

1. Changes in config files
= Argus.ini, Argus.xml
2. Changes in following screens through Console:
s Common Fields
= System Management
= Enabled Modules
3. Loading of MedDRA dictionaries

13.3 General Interface Information

All web service based interfaces communicate with the standard SOAP 1.2 Protocol
and use WS-Addressing and WS-Security. These products leverage Windows
Communication Foundation to generate the WS-Addressing and WS-Security header
information. It is recommended to test this message before moving too far into
business testing. Information on these specifications can be found at the OASIS and
W3C websites.

By leveraging WCF, maximum flexibility is provided to the user allowing the selection
of which integrations to enable, the transport protocols to use, authentication, etc. by
simply updating a standard .config file.

All errors are handled through a SOAP fault. Should an error occur, logical or
otherwise, a SOAP fault should be thrown by the host and caught by the client. The
client application (web) of Argus displays the details of the SOAP fault to the user
when possible. Argus web services throw SOAP faults when an error occurs.

When implementing the customer side of the interface, please follow the structure
defined by Oracle in the XSD files located in the following directory:

<Argus Web Install Path>\Integrations\XSD
(e.g. C:\Progam Files\Oracle\ ArgusWeb\ ASP\Integrations\ XSD)

13.4 Basic Configuration Overview

The web.config file located in the root of the ArgusWeb directory contains all the
information required for outbound integrations. Two default bindings have been
provided, one for basic HTTP traffic and one for SSL communication. For the most
basic configuration, simply updating the "address" attribute of the "endpoint” nodes to
point to the correct web service address would be sufficient. To use encryption, the
"bindingConfiguration" attribute of the "endpoint" node can be set to
"WSHttpBinding_IRelsysService_Secure", a binding configuration provided out of the
box. As the framework utilizes WCEF, additional binding configurations may be created
and used as well. Note that the binding configurations between the host and the client
must be compatible for successful communication.

Basic user authentication is also supported by the framework. Each endpoint has a
counterpart in the ClientCredentials section of the web.config. Simply adding the
proper credentials here will instruct WCF to transmit the authentication information.
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The framework provides the ability to transform messages using either a custom
transformation assembly or an XSLT. Some integrations, like Lot Validation and Drug
Dictionary Encoding, currently leverage this feature. Activating the transformer is a
simple matter of updating the TransformerConfiguration section to map an endpoint
to a transformer. If multiple transformers are specified for a particular endpoint, they
will be executed in the order in which they appear in the configuration file. The
transformers configured by Oracle should not be modified, but additional ones may be
added if necessary.

All inbound integrations are handled by the Argus Safety Windows Service. This
service's configuration is located in the RelsysWindowsService.exe.config file located
in the .\ ArgusWeb\ ASP\ Argus.NET\Bin directory. This configuration file's primary
function is to reference configuration files of configured integrations. The
RelsysConfigurationFiles section has several commented "add" nodes. To enable or
disable an integration, it is a simple matter of uncommenting or commenting out the
node.

This configuration file additionally houses a DatabaseConfiguration section in which
the proper database credentials must be specified within the attributes.

13.5 Safety Message

The XML message required by each integration varies and is defined by its own
schema. However, each schema follows a standard. The root node of every XML Safety
Message in an integration is SAFETY_MESSAGE with the following attribute:

s Type - An enumeration (currently either "Request” or "Response") to identify the
directionality of the message

Every Safety Message may also contain an EXTENSION node with CUSTOM sub
nodes. These are for future expandability and currently unused.

The example XML Safety Messages in this document are for illustrative purposes only.
Please refer to the latest version of the schema for a definition of the most recent
version of the Safety Message.

13.6 MedDRA Integration

This section provides information for integrating with an external MedDRA coding
system.

The MEDICAL_DICTIONARY node is the first child node identifying a MedDRA
integration. It has the following attributes:

1. Action - An enumeration supporting the following values (currently only one):

— Auto - will be passed when a full hierarchy is required to be passed back to
auto encode the term without using the MedDRA Browser. With an "Auto"
message, the system requires that an LLT Term be passed in the request. If the
full Hierarchy is not found / returned, the system will open the MedDRA
Browsers and display the LLTs returned for manual encoding by the user
using the local MedDRA instance. If multiple paths are returned, the Primary
SOC path will be used.

2. Source - An enumerated value that specifies additional information that may be
required for coding based on origination as follows:

s Reaction
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— Case Form | Patient Tab | Patient Tab | Other Relevant History |
Reaction

— Case Form | Patient Tab | Parent Tab | Other Relevant History | Reaction
s Indication

— Case Form | Patient Tab | Patient Tab | Other Relevant History |
Indication

— Case Form | Patient Tab | Parent Tab | Other Relevant History |
Indication

s Condition should be verbatim

— Case Form | Patient Tab | Patient Tab | Other Relevant History |
Verbatim

— Case Form | Patient Tab | Parent Tab | Other Relevant History |
Verbatim

= Lab
— Console | Code Lists | Lab Test Type
3. Description
s Case Form | Events Tab | Event Tab | Description to be Coded

s Case Form | Events Tab | Death Information | Cause of Death and Autopsy
Results | Description as Reported

4. Diagnosis

= Argus Case Form | Analysis Tab | Analysis Tab| Company Diagnosis
Syndrome

The TERM node specifies the information about a specific term that is either being
looked up or populated with data and supports the following attributes:

s Primary - The primary attribute will contain "Y" if the term is the Primary SOC
path for the selected term. In the event that multiple terms are returned for a
MedDRA level, this attribute is only available on the Primary Term.

13.6.1 Flow of MedDRA Auto Encoding

When Argus makes a call to the web service, it will populate the REPORTED and
CODED nodes with data entered by the user. The REPORTED term is essentially a
verbatim while the coded term is the term that is expected to be coded by the remote
system. The returned message should contain a PATHS node with PATH subnodes
that have been encoded by the remote system.

The encoded term is placed on the case form. If multiple matches are returned, the
primary path is used. If no matches are returned or an error occurs, the Argus
MedDRA browser will appear for the user to encode manually if Argus is configured
to allow for manual encoding.

13.6.2 MedDRA Auto-Encoding Safety Message Example

The following example uses "Headache" as the search term for auto encoding.
Request

<?xml version="1.0" encoding="ut{-8"?>
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<tnsa:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http://www.oracle.com/Argus/MedDRA_Request/v1.0"
xmlns:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" tns:Type="Request">

<tnsa:MEDICAL_DICTIONARY Action="Auto" Source="INDICATION">
<tnsa:TERM>
<tnsa:REPORTED>Bad Headache</tnsa:REPORTED>
<tnsa:CODED>Headache</tnsa:CODED>
</tnsa:TERM>
</tnsa:MEDICAL_DICTIONARY>
</tnsa:SAFETY_MESSAGE>
Response
<?xml version="1.0" encoding="ut{-8"?>

<tnsa:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http://www.oracle.com/Argus/MedDRA_Response/v1.0"
xmlns:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" tns:Type="Response">

<tnsa:MEDICAL_DICTIONARY>
<tnsa:PATHS>

<tnsa:PATH Primary="Y">
<tnsa:LLT>
<tnsa:TEXT>Headache</tnsa:TEXT>
<tnsa:CODE>10001</tnsa:CODE>
<tnsa:SYNS>

<tnsa:SYN>
<tnsa:TEXT>Headache</tnsa:TEXT>
<tnsa:CODE>13221</tnsa:CODE>
</tnsa:SYN>

</tnsa:SYNS>

</tnsa:LLT>

<tnsa:PT>
<tnsa:TEXT>Headache</tnsa:TEXT>
<tnsa:CODE>20001</tnsa:CODE>
</tnsa:PT>

<tnsa:HLT>

<tnsa:TEXT>Headaches NEC</tnsa:TEXT>
<tnsa:CODE>30001</tnsa:CODE>
</tnsa:HLT>

<tnsa:HLGT>
<tnsa:TEXT>Headaches</tnsa:TEXT>

13-6 Oracle Argus Safety Installation Guide



Product License Study Interface

<tnsa:CODE>40001</tnsa:CODE>

</tnsa:HLGT>

<tnsa:SOC>

<tnsa:TEXT>Nervous System Disorders</tnsa:TEXT>
<tnsa:CODE>50001</tnsa:CODE>

</tnsa:SOC>

</tnsa:PATH>

</tnsa:PATHS>

</tnsa:MEDICAL_DICTIONARY>
</tnsa:SAFETY_MESSAGE>

13.6.3 Configuration

MedDRA integration must be enabled using Argus Console. This can be done by
opening Console from Argus Web and selecting "System Configuration=>System
Management" from the menu. Expand the "Case Processing" tree branch and select
"Dictionary Browser". Select the radio button to use web services under the "Argus
Safety MedDRA Coding Method" section. An optional checkbox is also available to
determine whether Argus has to use the local MedDRA instance if the web service
hosting MedDRA is not available, fails, or does not return a valid match.

Additionally, the web.config file on each web server must have the endpoint with the
"name" attribute of "MedDRA" properly configured. At a minimum, the "address"
attribute must be changed. Optionally, depending on the bindings employed, the
"bindingConfiguration" attribute may also need to be changed. The
BindingConfiguration section must have a valid binding for the configured
"bindingConfiguration" attribute.

The endpoint configuration might look something like this:

<endpoint address="http://remotewebservice/MedDRAAuUtoEncode.svc"
binding="wsHttpBinding"

bindingConfiguration="WSHttpBinding_IRelsysService_Unsecure"

contract="IRelsysService" name="MedDRA">

13.7 Product License Study Interface

This section provides information for integrating with an external Product Study
License configuration system.

s In the Integrations folder in the following path <Installation
Path>\Oracle\ ArgusWeb\ ASP\Integrations, open the file Service.config. Search
for the section called DatabaseConfiguration:

<DatabaseConfiguration DBName=""DBUser="" DBPassword="" />
The DBName, DBUser and DBPassword need to be populated manually.
DBName: This is the TNS of the Argus database

DBUser: This is the user name of a AG Service user. The PSL web service uses this
User Context to perform updates in the Argus Safety Database.
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DBPassword: This is the encrypted password for the above configured AG Service
User. The password text is same as the text found in PASSWORD field of CFG_
USERS table

A sample configuration would be:

<DatabaseConfiguration DBName="ARGOLDDEMO" DBUser="agservicel"
DBPassword="BC90A10363A26C147DEF172D61A AEC110296FA9E181E7FFA687D
58CE08610C08" />

= Security Configuration

If the PSL web service is desired to be run under security, appropriate binding
configurations need to be configured in web.config under the Integrations folder.
This can be done either manually or through the Service Config Utility.

= Logging
PSL Web service performs two kinds of logging. One is file logging using the
Relsys Logger. This involves logging information about the errors, warnings, and
processing of the PSL web service code. The configuration for this type of logging
is present in web.config, under the section <logConfig>. There are four types of
logging - Error, Warning, Information, and Verbose. By default, the logger is
configured to be of Error level. The logger internally uses log4net component to
perform the logging. The RollingLogFileAppender which is by default present in
web.config needs to be configured to log information to a specific file on a local
folder. Please ensure that read /write permissions are available to the web service
for this folder.

Another type of logging is the SOAP message logger, called the RequestLogger.
This logger logs all the incoming and outgoing SOAP messages of the PSL web
service. The messages are stored internally in the Argus Safety Database and are
not available for querying in this release. This logging can be turned off by setting
the Enabled attribute to false in Service.config as shown below:

<TransformersConfiguration> <Transformers> <add
Transformer="RequestLogger" InterfaceType="Inbound"
RequestType="Request,Response" MessageType="SoapMessage" Enabled="False"
Metadata="" Assembly="Consolelnterface"
Type="Relsys.ArgusConsole.ConsoleInterface. Common.DBLoggerFactory" />
</Transformers> </TransformersConfiguration>

13.8 Drug Dictionary Integration

This section provides information for integrating with an external drug dictionary
system.

DRUG_DICTIONARY is the first child node identifying a drug dictionary integration.

13.8.1 Flow of Drug Dictionary Coding

When Argus makes a call to the web service, it will populate the DRUG_NAME node.
It is then expected that the coding system populate all possible information in the
response XML. Argus will display this information in a browser from which the user
can select the correct drug.

If the web service does not return any results or is unavailable, Argus will present the
user with the WHODrug browser with local dictionary information if the system is
configured to allow this.
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Note that if an ingredient is returned that is not in the LM_INGREDIENTS table of
Argus, the ingredient will not be stored with the case. ATC code is also not stored with
the case data. Both of these items are visible in the browser, however.

13.8.2 Drug Dictionary Coding Safety Message Example

Request
<?xml version="1.0" encoding="ut{-8"?>

<tnsa:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http:/ /www.oracle.com/Argus/WHODrug_Request/v1.0"
xmlns:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance" tns:Type="Response">

<tnsa:DRUG_DICTIONARY>

<tnsa:DRUG>
<tnsa:DRUG_NAME>Tylenol</tnsa:DRUG_NAME>
</tnsa:DRUG>

</tnsa:DRUG_DICTIONARY>
</tnsa:SAFETY_MESSAGE>

Response
<?xml version="1.0" encoding="utf-8"?>

<tnsa:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http:/ /www.oracle.com/Argus/ WHODrug_Response/v1.0"
xmlns:xsi="http:/ /www.w3.org/2001 /XMLSchema-instance" tns:Type="Response">

<tnsa:DRUG_DICTIONARY>

<tnsa:DRUGS>

<tnsa:DRUG>

<tnsa:DRUG_CODE> 000200.01.005</tnsa:DRUG_CODE>
<tnsa:DRUG_NAME> TYLENOL</tnsa:DRUG_NAME>
<tnsa:GENERIC_NAME>PARACETAMOL</tnsa:GENERIC_NAME>
<tnsa:ATCS>

<tnsa:ATC>

<tnsa:CODE>65GGH</tnsa:CODE>
<tnsa:DESCRIPTION>ATC Desc la</tnsa:DESCRIPTION>
</tnsa:ATC>

<tnsa:ATC>

<tnsa:CODE>94534</tnsa:CODE>

<tnsa:DESCRIPTION>ATC Desc 2a</tnsa:DESCRIPTION>
</tnsa:ATC>

</tnsa:ATCS>

<tnsa:INGREDIENTS>

<tnsa:INGREDIENT> PARACETAMOL</tnsa:INGREDIENT>
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</tnsa:INGREDIENTS>
<tnsa:MEDICINAL_PRODUCT _ID></tnsa:MEDICINAL_PRODUCT _ID>

<tnsa:DRUG_MANUFACTURER> MCNEIL LABORATORIES, INCORPORATED
</tmsa:DRUG_MANUFACTURER>

</tnsa:DRUG>

<tnsa:DRUG>

<tnsa:DRUG_CODE> 004468.01.003</tnsa:DRUG_CODE>
<tnsa:DRUG_NAME> TYLENOL ALLERGY SINUS</tnsa:DRUG_NAME>
<tnsa:GENERIC_NAME></tnsa:GENERIC_NAME>

<tnsa:ATCS>

<tnsa:ATC>

<tnsa:CODE>4UUT1</tnsa:CODE>

<tnsa:DESCRIPTION>ATC Desc 1b</tnsa:DESCRIPTION>

</tnsa:ATC>

<tnsa:ATC>

<tnsa:CODE>13LLP</tnsa:CODE>

<tnsa:DESCRIPTION>ATC Desc 2b</tnsa:DESCRIPTION>

</tnsa:ATC>

</tnsa:ATCS>

<tnsa:INGREDIENTS>

<tnsa:INGREDIENT> PARACETAMOL</tnsa:INGREDIENT>
<tnsa:INGREDIENT> CHLORPHENAMINE MALEATE</tnsa:INGREDIENT>

<tnsa:INGREDIENT> PSEUDOEPHEDRINE
HYDROCHLORIDE</tnsa:INGREDIENT>

</tnsa:INGREDIENTS>
<tnsa:MEDICINAL_PRODUCT _ID></tnsa:MEDICINAL_PRODUCT _ID>

<tnsa:DRUG_MANUFACTURER>JOHNSON &amp; JOHNSON</tnsa:DRUG_
MANUFACTURER>

</tnsa:DRUG>
</tnsa:DRUGS>
</tnsa:DRUG_DICTIONARY>
</tnsa:SAFETY_MESSAGE>

13.8.3 Configuration

Drug Dictionary integration must be enabled using Argus Console. This can be done
by opening Console from Argus Web and selecting "System Configuration=>System
Management" from the menu. Expand the "Case Processing" tree branch and select
"Dictionary Browser". Select the radio button to use web services under the "Argus
Safety WHO Drug Coding Method" section. An optional checkbox is also available to
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determine whether Argus has to use the local WHODrug instance if the web service
hosting the drug dictionary is not available, fails, or does not return a valid match.

Additionally, the web.config file on each web server must have the endpoint with the
"name" attribute of "WHODrug" properly configured. At a minimum, the "address"
attribute must be changed. Optionally, depending on the bindings employed, the
"bindingConfiguration" attribute may also need to be changed. The
BindingConfiguration section must have a valid binding for the configured
"bindingConfiguration" attribute.

The endpoint configuration might look something like this:

<endpoint address="http:/ /remotewebservice/WHODrugLookup.svc"
binding="wsHttpBinding"
bindingConfiguration="WSHttpBinding_IRelsysService_Unsecure"

contract="IRelsysService" name="WHODrug">

13.9 Lot Number Interface

This section provides information for integrating with an external lot validation
system.

LOT_LOOKUP is the first child node identifying a lot validation integration.

13.9.1 Flow of Lot Validation

When Argus makes a call to the web service, it will populate the LOT_NUMBER node
with data provided by the user. The external lot validation system can provide zero,
one, or many results in multiple LOT nodes.

Argus reaction to various counts of returned lots:

»  Zero - Argus displays a message that the lot number could not be validated; based
on the system configuration, the user may be able to keep the entered lot number,
in which case Argus creates a red denotation indicating that the lot number was
not validated

»  One - Argus keeps the user-entered lot number and creates a green denotation
indicating a successfully validated lot

= Many - Argus displays a dialog from which the user can select the correct lot
number; once selected, Argus creates a yellow denotation indicating that the lot
number was validated, but the user had to select from multiple matches

The lot validation interface also allows for customized user data to be returned, such
as Albumin or Thermisol which is not natively supported by Argus. This data is then
stored in the user-defined fields available on the active case form page.

13.9.2 Lot Validation Safety Message Example

Request

<?xml version="1.0" encoding="utf-8"?>

<tnsb:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http:/ /www.oracle.com/Argus/ProductFamilyEntity /v1.0"

xmlns:tnsb="http:/ /www.oracle.com/Argus/Lot_Request/v1.0"
xmlns:xsi="http:/ /www.w3.org /2001 /XMLSchema-instance" " tns:Type="Request">
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<tnsb:LOT_LOOKUP>

<tnsb:LOT>
<tnsa:LOT_NUMBER>5043AX</tnsa:LOT_NUMBER>
</tnsb:LOT>

</tnsb:LOT_LOOKUP>

</tnsb:SAFETY_MESSAGE>

Response
<?xml version="1.0" encoding="utf-8"?>

<tnsb:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http:/ /www.oracle.com/Argus/ProductFamilyEntity /v1.0"
xmlns:tnsb="http:/ /www.oracle.com/Argus/Lot_Response/v1.0"

xmlns:xsi="http:/ /www.w3.org/2001/XMLSchema-instance" tns:Type="Response">

<tnsb:LOT_LOOKUP>

<tnsb:LOT>

<tnsa:LOT_NUMBER>5043AX1</tnsa:LOT_NUMBER>
<tnsa:EXPIRATION_DATE>2010-06-07</tnsa:EXPIRATION_DATE>

<tns:CUSTOM tns:Name="Thermisol" tns:Metadata="Thermisol
Indicator">15</tns:CUSTOM>

<tns:CUSTOM tns:Name="Albumin" tns:Metadata="Albumin Status">11.4 mg/gC
</tns:CUSTOM>

</tnsb:LOT>

<tnsb:LOT>

<tnsa:LOT_NUMBER>12GF5</tnsa:LOT_NUMBER>
<tnsa:EXPIRATION_DATE>2014-12-15</tnsa:EXPIRATION_DATE>

<tns:CUSTOM tns:Name="Thermisol" tns:Metadata="Thermisol
Indicator">22</tns:CUSTOM>

<tns:CUSTOM tns:Name="Albumin" tns:Metadata="Albumin Status">19.5 mg/gC
</tns:CUSTOM>

</tnsb:LOT>
</tnsb:LOT_LOOKUP>
</tnsb:SAFETY_MESSAGE>

13.9.3 Configuration

Lot Validation integration must be enabled using Argus Console. This can be done by
opening Console from Argus Web and selecting "System Configuration=>System
Management" from the menu. Expand the "Case Processing" tree branch and select
"Lot Number Processing". Select the radio button to use web services under the "Use
Centralized Lot Number Validation" section. Additionally, it is necessary to specify
whether a user should have the ability to override the lot validation system with the
"Allow users to enter non-configured Lot Numbers" switch. This switch is applicable
when the lot validation service fails or is unable to provide a match for the lot number.
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Additionally, the web.config file on each web server must have the endpoint with the
"name" attribute of "LotQuery" properly configured. At a minimum, the "address"
attribute must be changed. Optionally, depending on the bindings employed, the
"bindingConfiguration" attribute may also need to be changed. The
BindingConfiguration section must have a valid binding for the configured
"bindingConfiguration" attribute.

The endpoint configuration might look something like this:

<endpoint address="http://remotewebservice/LotValidate.svc"
binding="wsHttpBinding"

bindingConfiguration="WSHttpBinding_IRelsysService_Unsecure"
contract="IRelsysService" name="LotQuery">

If custom data is to be passed back by the lot validation service, then it is also
necessary to modify the LotIncomingTransform.xslt file, located in the
\ArgusWeb\ ASP\Bin directory. This transformation file reads the CUSTOM tags
passed back by the lot validation service and maps them to the Argus user-defined
fields.

The CUSTOM tag has a "Name" attribute, which is used by the XSLT to identify to
which Argus field to map. The corresponding "Metadata" attribute is used simply to
display a label in the lookup dialog if necessary. The XSLT file must be synchronized
between all web servers in a web farm scenario.

Specific Argus fields must be placed within the xsl:attribute tags of the XSLT in a
comma delimited form. The system will attempt to populate each Argus field specified
by the value of the CUSTOM tags. If a field does not exist, no exception is thrown. In
this fashion, if different pages in the case form have different definitions for the
user-defined fields, the system can still properly populate the values in the fields.

It is inadvisable to modify any piece of the XSLT file with the exception of the piece
that is shown in the example below. Consider the web service returns a CUSTOM node
like:

<CUSTOM Name="Albumin" Metadata="Albumin Status">19.5 mg/gC</CUSTOM>
And the LotIncomingTransform.xslt contains the snippet:

<xsl:template match="@*" mode="CaseField">

<xsl:choose>

<xsl:when test=".="Thermisol"'>

<xsl:attribute name="CaseField">CASE_DOSE_REGIMENS_UD_TEXT_1,CASE_
DOSE_REGIMENS_UD_TEXT_2</xsl:attribute>

</xsl:when>
<xsl:when test=".="Albumin"">

<xsl:attribute name="CaseField">CASE_DOSE_REGIMENS_UD_TEXT_3,CASE_
DOSE_REGIMENS_UD_TEXT_4</xsl:attribute>

</xsl:when>
</xsl:choose>
</xsl:template>

Then the value of 19.5 will be mapped to both user defined text fields 3 and 4. If only
one of the fields is on the active case form page, the other field will be ignored.
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13.10 Worklist Intake

This section provides information for integrating with an external system generating
potential case data.

CASE_INTAKE is the first child node identifying a worklist intake integration.

13.10.1 Flow of Worklist Intake

When an XML file is dropped in the IN folder of the configured Intake folder, Argus
picks up the file and does an initial verification. If there are any attachments specified
in the XML, they and the XML are moved to a GUID-created subfolder of the
Intermediate folder. All the relevant data is extracted from the XML and stored in the
database. During the parsing and extraction, if there are any errors, the unique folder
and its associated XML and file attachments are moved to Failures folder. A file called
Error.xml will be generated in that folder which contains more information about the
failure. If an e-mail address is configured in Intake.config, an e-mail is also generated
and processed via AGService.

Worklists for intake are based on user site. They are populated based on either the
path in which the initial file was dropped (as per the configuration in Argus Console
the path is associated to a specific user site) or by the value of the SITE node contained
within the XML itself. If there is a conflict, the SITE node value takes precedence.

The Intake records that are absorbed into Argus are visible to the Argus User in
Worklist Intake screen in Argus or in Affiliate. The Argus user can do one of two
operations on the Intake record.

1. Accept - When the user accepts an Intake, the case form book-in screen is shown
which will contain information and attachments pre-populated from the Intake
record.

= If user books in a case, a response is generated which contains the case ID and
case number. The attachment details and response XML are placed in the Out
folder.

» If user adds a follow up to an existing case, a similar response is generated as
above and the response XML is placed in the OUT folder.

2. Reject - When the user rejects an Intake record, a response is generated which
contains the Rejection Reason and the attachment details. This response XML is
placed in the OUT folder.

Similarly, an Affiliate user can create a local event from an Intake record from within
Affiliate. The flow is similar to that mentioned above with the exception that the
response XML would contain the Local Event Number instead of the case number.

13.10.2 Worklist Intake Safety Message Example

Request

<?xml version="1.0" encoding="utf-8"?>

<tnsc:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnsa="http:/ /www.oracle.com/Argus/CodeListCommon/v1.0"
xmlns:tnsb="http:/ /www.oracle.com/Argus/ProductFamilyEntity /v1.0"

xmlns:tnsc="http:/ /www.oracle.com/Argus/Case_Intake/v1.0"
xmlns:xsi="http:/ /www.w3.org /2001 /XMLSchema-instance" tns:Type="Request">

<tnsc:CASE_INTAKE>
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<tnsc:CASES>

<tnsc:CASE>

<tnsc:CASE_TYPE>Sponsored Trial</tnsc:CASE_TYPE>
<tnsc:COUNTRY_OF_INCIDENCE>US</tnsc:COUNTRY_OF_INCIDENCE>
<tnsc:EVENT_PT>Pyrexia</tnsc:EVENT_PT>
<tnsc:EVENT_VERBATIM>Fever</tnsc:EVENT_VERBATIM>
<tnsc:FLTH>LT</tnsc:FLTH>

<tnsc:GENERIC_NAME>Cure All</tnsc:GENERIC_NAME>
<tnsc:INITIAL_DATE>2001-06-07</tnsc:INITIAL_DATE>
<tnsc:PRIORITY>1</tnsc:PRIORITY>

<tnsc:PRODUCT_NAME>Cure All</tnsc:PRODUCT_NAME>
<tnsc:REPORTER_TYPE>Health Care Professional</tnsc:REPORTER_TYPE>
<tnsc:SITE>United States</tnsc:SITE>

<tnsc:STUDY_ID>Test Study</tnsc:STUDY_ID>

<tnsc:SUR>Yes</tnsc:SUR>

<tnsc: ATTACHMENTS>

<tnsc:ATTACHMENT>
<tnsc:FILENAME>Case12345.pdf</tnsc:FILENAME>
<tnsc:DOCID>001219988776655< / tnsc: DOCID>
<tnsc:CLASSIFICATION></tnsc:CLASSIFICATION>

<tnsc:ATTACHMENT_DESC>Contains case data for 12345</tnsc: ATTACHMENT _
DESC>

</tnsc:ATTACHMENT>

</tnsc:ATTACHMENTS >

</tnsc:CASE>

</tnsc:CASES>

</tnsc:CASE_INTAKE>

<tns:EXTENSION>

<tns:CUSTOM tns:Name="ABC" tns:Metadata="DEF">GHI</tns:CUSTOM>
</tns:EXTENSION>

</tnsc:SAFETY_MESSAGE>

Response
<?xml version="1.0" encoding="utf-8"?>

<tnse:SAFETY_MESSAGE xmlns:tns="http:/ /www.oracle.com/Argus/Base/v1.0"
xmlns:tnse="http:/ /www.oracle.com/Argus/Case_Intake_Ack/v1.0"
xmlns:xsi="http:/ /www.w3.org/2001/XMLSchema-instance" tns:Type="Response">

<tnse:CASE_INTAKE>
<tnse:CASES>
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<tnse:CASE>

<tnse:INTAKE_DATE>09-SEP-2009 09:09:09</tnse:INTAKE_DATE>
<tnse:CASE_NUMBER>2009]P000001</tnse:CASE_ NUMBER>
<tnse:CASE_ID>10002901</tnse:CASE_ID>
<tnse:CASE_PRODUCT>Cure All</tnse:CASE_PRODUCT>
<tnse:DATE_TIME>18-SEP-2009 18:18:18</tnse:DATE_TIME>

<tnsc: ATTACHMENTS xmlns:tnsc="http:/ /www.oracle.com/Argus/Case_
Intake/v1.0">

<tnsc: ATTACHMENT>
<tnsc:FILENAME>Case12345.pdf</tnsc:FILENAME>
<tnsc:DOCID>001219988776655</ tnsc: DOCID>
<tnsc:CLASSIFICATION></tnsc:CLASSIFICATION>

<tnsc:ATTACHMENT_DESC>Contains case data for 12345</tnsc: ATTACHMENT _
DESC>

</tnsc:ATTACHMENT>

</tnsc:ATTACHMENTS>

</tnse:CASE>

</tnse:CASES>

</tnse:CASE_INTAKE>

<tns:EXTENSION>

<tns:CUSTOM tns:Name="ABC" tns:Metadata="DEF">GHI</tns:CUSTOM>
</tns:EXTENSION>

</tnse:SAFETY_MESSAGE>

13.10.3 Configuration

Worklist Intake integration currently employs a file drop system. The drop directories
should be on a shared path. The directories can be optionally unique to a user site and
configured as such in Console. The first step is to set these directory references up in
Console under the "User Sites" code list. For each user site, simply specify the UNC for
the "Intake File Path" (they can all be the same or different).

Argus Safety Windows Service provides the mechanism by which the files are
processed. Since a network resource is being accessed, it is essential that the service
run as a domain account and not as the Local System Account (which is the default).
To change this, stop the Argus Safety Windows Service by opening the Services control
panel and double-clicking the Argus Safety Windows Service and clicking the Stop
button. Next click the Log On tab and select the radio button for "This account". Enter
valid domain user credentials and click OK.

The service itself contains additional configuration information in the
RelsysWindowsService.exe.config file located in the
AArgusWeb\ ASP\ Argus.NET\Bin directory. This file references the Intake.config file
to obtain configurations specific to Worklist Intake. Simply uncomment the two "add"
nodes in the "RelsysConfigFilesSection" that reference the Intake.config file in their
"filePath" attributes. Also verify that the DatabaseConfiguration section in this file has
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a valid database and user credentials with which to connect to the database and access
Argus data.

In the same folder the Service.config file also requires some changes to specify
information about the assemblies needed to process Worklist Intake messages.
Similarly to the RelsysWindowsService.config file, uncomment the two "add" nodes
whose "name" attributes refer to "Case Intake" and "Case Intake Ack".

Once configured, use the Services control panel to restart Argus Safety Windows
Service. A successful configuration is evident when four new folders are then created
in the shared file path (IN, OUT, INTERMEDIATE, and FAILURES).

If the shared folder happens to be on the same physical machine as the server on
which “Argus Windows Service” is running, you can optionally configure the service
to access the shared folder directly as a local folder instead of as a network shared
path. The following configuration in Intake.config would enable this:

<FolderConfiguration>

<MonitorFolders MonitorAllConfiguredFolders="true"
MonitorLiteratureFolder="false">

<add FolderPath="<configured share in console>" Monitor="true"
AlternatePath="C:\Caselntake" />

</MonitorFolders>
</FolderConfiguration>

In the above configuration, MonitorAllConfiguredFolders can be set to false if you
want to configure that server to accept Intake files only for the folders configured in
the above section and for which Monitor is set to true.

13.11 Literature Intake

This section provides information for setting up Literature Intake. Argus accepts files
of the following formats for Literature Intake.

=  WORLD MEDICAL & DRUG INFORMATION SERVICE (WMDIS) (in the form of
Xls or .xlsx file format)

s JAPIC (in the form of .txt file format)

13.11.1 Flow of Literature Intake

When a WMDIS or JAPIC file is dropped in the IN folder of the configured Literature
Intake folder, Argus picks up the file and does an initial verification. The file is first
moved to a GUID-created subfolder of the Intermediate folder. All the relevant data is
extracted from the file and stored in the database. During the parsing and extraction, if
there are any errors, the unique folder and the file in it are moved to Failures folder. A
file called Error.xml will be generated in that folder which contains more information
about the failure. If an e-mail address is configured in Intake.config, an e-mail is also
generated and processed via AGService. The Literature Intake Worklist shows all the
records extracted from the above mentioned files.

The Argus user can do one of the following operations on the Literature Intake record.
1. Accept
2. Reject

3. Assign User
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4. Assign Literature Type
5. Modify Product Family

13.11.2 Configuration

Literature Intake integration employs a file drop system. The drop folder should be on
a shared path. The folder must be configured in Console under System Configuration
=> Common Profile Switches => Argus J.

The edit box provided for "Shared Path for Literature Intake" must be configured with
the UNC file path of the shared folder. Argus Safety Windows Service provides the
mechanism by which the files are processed. Since a network resource is being
accessed, it is essential that the service run as a domain account and not as the Local
System Account (which is the default).

To change this, stop the Argus Safety Windows Service by opening the Services control
panel and double-clicking the Argus Safety Windows Service and clicking the Stop
button. Next click the Log On tab and select the radio button for "This account". Enter
valid domain user credentials and click OK.

The service itself contains additional configuration information in the
RelsysWindowsService.exe.config file located in the
AArgusWeb\ ASP\ Argus.NET\Bin directory. This file references the Intake.config file
to obtain configurations specific to Worklist Intake. Simply uncomment the two "add"
nodes in the "RelsysConfigFilesSection" that reference the Intake.config file in their
"filePath" attributes. Also verify that the DatabaseConfiguration section in this file has
a valid database and user credentials with which to connect to the database and access
Argus data. In the same folder the Service.config file also requires some changes to
specify information about the assemblies needed to process Worklist Intake messages.

13.11.2.1 Metadata Configuration

1. Go to the Argus Web server machine.
2. Open the service.config file located at

C:\Program Files\Oracle\ Argus\ ArgusWeb\ ASP\ Argus. NET\Bin\
3. In the service.config file, the metadata configuration is:

<add Name="Case Intake" Assembly="CaselIntakeServiceComponent"

Type="Relsys.CaseIntakeServiceComponent.FSWManager"

Metadata="InvokeDirect=true;PollInterval=1000;CaseIntake=true;LitIntake=true;

UseLocalInterimFolder=true; LocalInterimFolder=C:\Temp\CaseIntake" />
Similarly to the Service.config file, uncomment the "add" node whose "name" attribute
refer to "Case Intake". Ensure that 'LitIntake' is set to true in the Metadata
configuration as shown below:

<add Name="Case Intake" Assembly="CaselntakeServiceComponent"
Type="Relsys.CaselntakeServicecComponent. FSWManager"
Metadata="InvokeDirect=true; Pollinterval=1000;Caselntake=true;LitIntake=true" />

In the same folder, the Intake.config file needs some changes. Set the
MonitorLiteratureFolder attribute to true in FolderConfiguration/MonitorFolders
section as shown below:

<FolderConfiguration>

<MonitorFolders MonitorAllConfiguredFolders="false"
MonitorLiteratureFolder="true">
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<!-- <add FolderPath="<configured share in console>" Monitor="true"
AlternatePath="C:\Literaturelntake" /> -->

</MonitorFolders>
</FolderConfiguration>

Once configured, use the Services control panel to restart Argus Safety Windows
Service. A successful configuration is evident when four new folders are then created
in the shared file path (IN, OUT, INTERMEDIATE, and FAILURES).

If the shared folder happens to be on the same physical machine as the server on
which “Argus Windows Service” is running, you can optionally configure the service
to access the shared folder directly as a local folder instead of as a network shared
path. The following configuration in Intake.config would enable this:

<FolderConfiguration>

<MonitorFolders MonitorAllConfiguredFolders="false"
MonitorLiteratureFolder="true">

<add FolderPath="<configured share in console>" Monitor="true"
AlternatePath="C:\Literaturelntake"/>

</MonitorFolders>

</FolderConfiguration>

13.12 Extended E2B Interface

This section provides information about the Extended E2B Interface.

13.12.1 E2B Mapping Updates

The following steps in this section will create Extension Profile using E2B Mapping.
1. Log on to ESM Mapping Utility.
2. Select the Profile from the drop down list as shown below

3. Click on the Administrator Menu and select the Copy Profile option, Enter the
Extension Profile name, Click on Save button and then OK button.

4. Select the newly created profile from the drop down.

5. Click on the Receive Tab and select the Checkbox "Extended E2b". Click on the
Save button. Now this profile is enabled as extended profile.

6. Exit from the ESM Mapping Utility.

13.12.2 Add Extension Elements to DTD

The following steps in this section will add the Extension element in the DTD file.

1. Take the DTD file corresponding to the base profile chosen in above section from
"<Oracle> \ESMService\DTDFiles" folder and make a copy of that profile. In this
example we will make a copy of "EMEA-ICSR-V2.1.dtd" and name it to
"EMEA-ICSR-V2.1-Extenson.dtd".

2. Open the file "EMEA-ICSR-V2.1-Extenson.dtd" for Edit and include the extension
DTD Element and add "patientethnicity_extension?" under patient as shown
below
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3. Scroll to the end and include the extension element.

4. Add the preceding extension DTD Element as an Individual entity.

2 ESM Mapping [Ankur Gupta J Log on to ARSMO26 database] ]

Administrator  Help

Profile. [EMEA-TEST-2 1 = |

[TRANSMILT || RECEIVE |

ICHICSR
TCHICSRMESSAGEHEADER [M.1] Adverse Event Database Select Statement [ Ezb Check
SAFETYREPORT [A.1] ;I

|

Save Cancel

Enter the Sql statement that will extract the data from Adverse Event System

5. Add the following DTD Element in <reaction> parent "reactionintensity_
extension?", reactionhospstartdateformat_extension?, reactionhospstartdate_
extension?, reactionhospstopdateformat_extension?, reactionhospstopdate_
extension?
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O EsM Mapping [Ankur Gupta J Log on to ARSMO26 database] ]

Administrator  Hslp

Prafile [EMEA-TEST-2.1 |
|TRANSMIT RECEIVE |
ICHICSR
ICHICSRMESSAGEHEADER [M.1] Mapping/ Translation Logic: PL/SGL Code [~ Enable Post-Save on Import [w Extended E28
- SAFETYREPORT [A.1] CECLARE =
SAFETYREPORTVERSION vl varchar2(32767); I~
SAFETYREPORTID [4.1.0.1] w1 varchar2(32767);
PRIMARYSOLRCECOUNTRY [A.1.1] u,xmg vartcargggg;}‘
OCCURCOUNTRY [4.1.2] w3 warchar, ;
TRANSMISSIONDATEFORMAT [4.1.32] “—Xr”:4 “E"EEE’ZGZE‘H{
TRANSMISSIONDATE [A.1.30] :’ﬁmé ::;Ehggggg%
REPORTTYPE [4.1.4] | return number ;= 0; ’
SERIOUS [A.1.5.1] |_serious NUMBER;
SERIOUSMESSDEATH[A.1.5.2]
SERIOUSMESSLIFETHREATENING [A.1.5.2] w_xml = ESM_IMP.F_READ(:REPORT_ID,:DTD_ELEMENT);
S CSP LLATION .35 i 1= E B FAEAD(REPORT T, SERIOLSNE SR T HEATENING
Xl =
;:Egﬂ;xggggf&g&ﬁ?}&;gﬂu 5] w_xmi3 = ESM_IMP.F_READ{:REPORT 1D, 'SERIOUSMESSHOSPITALIZATION');
w_xml4 1= ESM_IMP.F_READ{:REPORT _ID, 'SERIOUSMESSDISABLING');
SERIOUSMESSOTHER. [4.1.5.2] xS := ESM_IMP.F_READ(:REFDRT_ID, 'SERIOUSMESSCONGEMITALANCMALT'Y;
RECEIVEDATEFORMAT [A.1.62] w_xml6 1= ESM_IMP.F_READ{:REPORT _ID, 'SERIOUSMESSOTHER ;
RECEIVEDATE [A.1.60]
RECEIPTDATEFORMAT [A.1.72] SM_IMP_UTL.F_CHECK_WALIDATION
oA L B UTLE A UL T
;gg;gz:t;?c[ﬂ?:;ga'1'8'1] (PROFILE SERIOUSMESSDEATH',v_xmi1,:REPORT_ID);
| vetum 1= ESM_IMP_UTLF_CHECK, VALIDATION
FULFILLERPEDITECRITERLA [4.1.9] (PROFILE SERIOUSHESSLIFETHREATENING' v_xmi2,:REPORT_IDY;
AUTHORITYMUME [4.1.10.1] | vetum 1= ESM_IMP_UTLF_CHECK_VALIDATION
COMPANYIUME [4.1,10.2] (‘PROFILEJ RIOUSNESSHOSPITALIZATION ', v_xmi3,:REPORT_ID);
DUPLICATE [A.1.11] | vetum 1= ESM_IMP_UTLF_CHECK_VALIDATION
ChSELLTICATION A1 1) (FOFLE O SESDE NG, e o D) :
return =
x;gfﬁégxifxc[’:.Eﬁijia'” (:PROFILE, ‘SERIOUSNESSCONGENITALANOMALT',w_xmiS,:REPORT_ID);
| vetum 1= ESM_IMP_UTLF_CHECK_VALIDATION
[~ REPORTDUPLICATE (:PROFILE, 'SERICUSMESSOTHER v _xmif,:REPORT _IDY;
B LINKEDREPORT
[ PRIMARYSOURCE [A.2] IFw xml = Torw xmll=1ory xmi2=1orv xmi3=1orv_xm4=1orvxmiS=1
[+ SENDER [A.3.1] or v_xmils = 1 THEN
[ RECEIVER [4.3.2] |_serious := 1; x|
B PATIENT [B.1] I~ Current Element Is part of Primary Key |~ Always Impert for Initial / Follow-up Reports
Select AE Calumn as a part of Primary Key
| =l Save Carnice|

Double click on the parent element or click the [+] sign to view all the child element.

8.

Scroll to the end and include the extension elements.

Add the preceding extension element as individual entity as shown in the
following illustration.

Save the DTD File in same folder where all other DTD files exist on ESM Server.

13.12.3 Prepare Factory Data for Extension Elements

The following steps in this section will create a factory data for extension elements.
The factory data is required for import of extension XML.

CFG_E2B: This table keeps the details of all the E2B elements present in all the E2B
profiles. Following are the fields description

1.

Profile (PROFILE): This is an alphanumeric field. It is name of the profile to
which extension elements will be added.

DTD Element (DTD_ELEMENT): This is an alpha-numeric field. It is the name
of the extension element. This should always end with text _EXTENSION'.
The name may contain [a-z], [A-Z], [0-9] or an underscore characters. This
shall be same as the name of the extension element specified in the DTD file.

Hierarchy Level (HIE_LEVEL): This is a numeric field. This number shall be
the same as that of the other DTD elements under the same parent element.

DTD Length (DTD_LENGTH): This is a numeric field. This is the maximum
allowed length for the extension element value.
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Mandatory (MANDATORY): This is an alpha-numeric field. If the extension
element is mandatory then the value of this field shall be 'M' and if it is
mandatory optional then it shall be MO’ else leave it blank.

Order of Execution (ORDER_OF_EXECUTION): This is a numeric field. It
identifies the order of an E2B element while building the E2B report. This
number shall be in between the ORDER_OF_EXECUTION values of the E2B
elements between which the extension element is to be placed. E.g. if the new
extension element PATIENTETHNICITY_EXTENSION is to be placed
between PATIENTHEIGHT and PATIENTSEX which have ORDER_OF_
EXECUTION as 116 and 117, then the value of ORDER_OF_EXECUTION for
the new extension field can be anything like 116.1, 116.2, etc.

Association Element (AE_SELECT_STMT_ELEMENT_ASSOC): This is an
alpha-numeric field. It is the name of that element which contains the
transmission mapping SQL of this element. Generally, it shall be same as the
Parent Element.

Column Position (AE_SELECT_STMT_COL_POSITION): This is a numeric
field. This is the position of the element in the transmission mapping SQL
query which is specified with the Association element. E.g. If the SQL with the
association element has 10 fields / columns in the SELECT statement, and the
current E2B element maps to the fourth field / column, then the value of this
field shall be set to 4.

Parent element (PARENT_ELEMENT): This is an alpha-numeric field. It
identifies the name of the parent E2B element in the E2B XML hierarchy
structure. It shall be same the value specified for the other peer E2B elements.

Data Element (DATA_ELEMENT): This is an alpha-numeric field. This is the
reference number of the element specified by ICH like A.1.2 for
OCCURCOUNTRY, B.1.1 for PATIENTINITIAL, etc. This field can be empty
for extension elements. But if preferred end user can specify any value for this
field.

AE Case Form GUI (AE_CASE_FORM_GUI): This is an alpha-numeric field.
This field shall specify the Case Form GUI location of the field to which the
E2B element is mapped in the format? <Tab Name> - <Section Name> - <Field
Name>". E.g. "Patient Tab - Patient Details - Ethnicity".

Title (DTD_ELEMENT_TITLE): This is an alpha-numeric field. This field
specifies the display title for the extension element e.g. "Ethnicity". This title
shows up in decoded view screen in E2B viewer

Element Type (DTD_ELEMENT_TYPE): This is a numeric field. It contains
type of the E2B element as described in CFG_DTD_ELEMENT_TYPE table.

—  Other

— E2B Code

- Country

— Time Period Unit

-  Yes/No

— Date Format

— Date

— MedDRA Version

— MedDRA Term/Code
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Factory Data for CFG_E2B table. Create a .ctl file and use sqlloader utility to load
the factory data in CFG_E2B table. This table holds the extension elements
definition, import business logic, mandatory, order of execution etc.

Below is the sample of factory data for CFG_E2B table

LM_ESM_ARGUS_MAPPING: This table is used for mapping the E2B elements
with the Case Form field during E2B Import. This table is not used during E2B
transmission process

s DTD Element (DTD_ELEMENT): This is an alpha-numeric field. It is the name
of the extension element as specified in CFG_E2B table. This should always
end with text '_EXTENSION'. The name may contain [a-z], [A-Z], [0-9] or an
underscore characters. This shall be same as the name of the extension element
specified in the DTD file

s Field ID (FIELD_ID): This is a numeric field. It shall contain the CMN_
FIELDS.FIELD_ID value of the Case Form field which shall be populated or
updated for the extension element during E2B Import.

Factory data for LM_ESM_ARGUS_MAPPING table. Create a .ctl file and use
sqlloader utility to load the factory data in LM_ESM_ARGUS_MAPPING table.
This table holds the mapping from DTD elements to Argus case form fields.

Below is the sample of factory data for LM_ESM_ARGUS_MAPPING table

Update the Extension DTD File Name in the CFG_PROFILE table, by running
following SQL [UPDATE cfg_profile SET profile_dtd = <Extension DTD File>
WHERE profile = <Extension Profile>]

13.12.4 Create Business Logic for Extension Elements

The following steps in this section will create an import business logic as a PL/SQL
block for each extension elements using E2B Mapping.

1.
2.
3.

Log on to the ESM Mapping Utility.
Select the extension profile from the drop down list.

Click on the Receive Tab and select the extension element and write the import
business logic as a PL/SQL block and click on the save button to save the PLSQL
block.

Exit from the ESM Mapping Utility after completing the business logic.

13.12.5 Configure Reporting Destination for Extension Profile

The following steps in this section will configure the extension profile in Reporting
Destination using Argus Console.

1.

2
3.
4

Log on to Argus Safety.
Open the Console and click on the Code List | Reporting Destination.
Select the agency name to modify and click on the EDI tab.

Select the extension profile from the message profile drop down Example:
"EXTENDED E2B PROFILE"

Enter the extension DTD file with full path into URL of Message DTD field
Example: "C:\Program
Files\Oracle\ESMService\DTD\EMEA-ICSR-V2.1-Extenson.dtd"
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Note: This field is used only for transmission of E2B extension for
import this field is not used, since the DTD path is already embedded
in the E2B file.

6. Click on the Save button to save the changes. Argus is configured for E2B
extension for selected agency.

13.12.6 Extension Elements Sample XML

<patient>

<patientinitial>TMS</patientinitial>
<patientonsetage>66</patientonsetage>
<patientonsetageunit>801</patientonsetageunit>
<patientsex>1</patientsex>
<patientethnicity_extension>Asian</patientethnicity_extension>
<reaction>
<primarysourcereaction>fever</primarysourcereaction>
<reactionmeddraversionllt>10.1</reactionmeddraversionllt>
<reactionmeddrallt>10016558</reactionmeddrallt>
<reactionmeddraversionpt>10.1</reactionmeddraversionpt>
<reactionmeddrapt>Pyrexia</reactionmeddrapt>
<reactionintensity_extension>Mild</reactionintensity_extension>

<reactionhospstartdateformat_extension>102</reactionhospstartdateformat_
extension>

<reactionhospstartdate_extension>20090117</reactionhospstartdate_extension>

<reactionhospstopdateformat_extension>102</reactionhospstopdateformat_
extension>

<reactionhospstopdate_extension>20090123< /reactionhospstopdate_extension>
</reaction>

</patient>

13.12.7 Extension Elements Sample Import PL/SQL Block
DECLARE

v_xml varchar2(32767);

1_ethnicity_id number;

1_return number := 0;

BEGIN

v_xml := ESM_IMPF _READ_EXTENSION(:REPORT ID,:DTD_ELEMENT);

if v_xml is not null then
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1_ethnicity_id := ESM_IMP_UTL.f_get_id_from_value('LM_
ETHNICITY', ETHNICITY',v_xml,'ETHNICITY_ID");

if 1_ethnicity_id > 0 then

1 return := ESM_IMP.F WRITE(:REPORT _ID,:PARENT_ELEMENT,:DTD_
ELEMENT,:PROFILE,'CASE_PAT_INFO', ETHNICITY_ID',l_ethnicity_id);

end if;
end if;

END;
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Third Party Attributions

This Appendix provides information about third party software.

Adobe Acrobat

The Argus Safety module in requires the use of Adobe Acrobat software. Before
installing this application, you must purchase and install Adobe Acrobat.

Important: Oracle does not ship the Adobe Acrobat licenses along with these
products. You must purchase the Adobe Acrobat license directly from Adobe or the
recognized resellers.

Axway Synchrony Gateway

The Argus Safety module in requires the use of Axway Synchrony Gateway software.
Before installing this application, you must purchase and install Axway Synchrony
Gateway.

Important: Oracle does not ship the Axway Synchrony Gateway licenses along with
these products. You must purchase the Axway Synchrony Gateway license directly
from Axway or the recognized resellers.

EMC Documentum

The Argus Safety module may optionally use EMC Documentum software. When
using EMC Documentum, before installing this application, you must purchase and
install EMC Documentum.

Important: Oracle does not ship the EMC Documentum licenses along with these
products. You must purchase the EMC Documentum license directly from EMC or the
recognized resellers.

MedDRA MSSO

The Argus Safety module may optionally use MedDRA MSSO data. When using
MedDRA MSSO, before installing this application, you must purchase a license to use
MedDRA MSSO.

Important: Oracle does not ship the MedDRA MSSO licenses along with these
products. You must purchase the MedDRA MSSO license directly from Northrop
Grumman or the recognized resellers.

Microsoft Office

The Argus Safety module in requires the use of Microsoft Office software. Before
installing this application, you must purchase and install Microsoft Office.

Third Party Attributions A-1



Important: Oracle does not ship the Microsoft Office licenses along with these
products. You must purchase the Microsoft Office license directly from Microsoft or
the recognized resellers.

Captaris RightFax

The Argus Safety module may optionally use Captaris RightFax software. When using
Captaris RightFax, before installing this application, you must purchase and install
Captaris RightFax.

Important: Oracle does not ship the Captaris RightFax licenses along with these
products. You must purchase the Captaris RightFax license directly from Captaris or
the recognized resellers.

WHO Drug Dictionary

The Argus Safety module may optionally use WHO Drug Dictionary data. When
using WHO Drug Dictionary, before installing this application, you must purchase a
license to use WHO Drug Dictionary.

Important: Oracle does not ship the WHO Drug Dictionary licenses along with these
products. You must purchase the WHO Drug Dictionary license directly from the
World Health Organization or the recognized resellers.

A-2 Oracle Argus Safety Installation Guide



	Preface
	Intended Audience
	Documentation Accessibility
	About This Book
	Related Documents
	Checking My Oracle Support
	Conventions

	1 Introduction
	1.1 General Installation and Software Requirements
	1.2 Pre-Requisite Installation Order
	1.2.1 Argus Safety Database Server Installation Requirements
	1.2.1.1 Oracle Considerations

	1.2.2 Argus Safety Web Server Installation Requirements
	1.2.3 Argus Safety Report Server Installation Requirements
	1.2.4 Argus Transaction Server Installation Requirements
	1.2.5 Argus Interchange Server Requirements
	1.2.6 Argus Safety Web Client Installation Requirements
	1.2.7 Argus Safety Dossier Web Client Installation Requirements
	1.2.8 Argus End of Study Unblinding Tool (EOSU) Installation Requirements
	1.2.9 Argus Multi-Tenant Portal Server Requirements

	1.3 Argus Safety Hardware Topology
	1.3.1 Recommended Hardware Topology for a Small Company
	1.3.2 Recommended Hardware Topology for a Mid-sized Company
	1.3.3 Recommended Hardware Topology for a Large Company

	1.4 General Pre-Installation Tasks
	1.5 Installation Process Overview

	2 Starting the Installation
	2.1 Getting Started
	2.2 Installing the Files Required to View Japanese Text

	3 Installing the Argus Safety Database
	3.1 Overview
	3.2 Schemas Required for Database Instances
	3.2.1 Argus Safety Instance Database Schemas
	3.2.2 Argus DLP Instance (Optional)
	3.2.3 Axway Synchrony Database Instance (Optional)

	3.3 Setting up Oracle Parameters
	3.3.1 Oracle 11g Database Settings
	3.3.1.1 Argus Safety Database Instance Parameters
	3.3.1.2 Argus Safety Database I/O Configuration
	3.3.1.3 Oracle Instance Settings
	3.3.1.4 OPTIMIZER_SECURE_VIEW_MERGING
	3.3.1.5 JOB_QUEUE_PROCESSES

	3.3.2 GMT Offset Calculation

	3.4 Prerequisites for New Schema Creation
	3.4.1 Creating the Argus Safety Database Schema
	3.4.1.1 XDB Schema Installation Requirement for Interchange
	3.4.1.2 Installing the Schema Creation Tool
	3.4.1.3 Creating the Tablespaces
	3.4.1.4 Creating the Schema


	3.5 Loading Factory Data
	3.6 Enabling and Disabling Oracle Text
	3.6.1 Enabling Oracle Text
	3.6.2 Disabling Oracle Text

	3.7 Implementing Table Partitioning
	3.8 Loading the MedDRA and MedDRA J Dictionaries
	3.8.1 Loading the MedDRA Dictionary
	3.8.1.1 Overwriting an Existing MedDRA Dictionary
	3.8.1.2 Recoding Events

	3.8.2 Loading the J Drug Dictionary
	3.8.3 Overwriting an Existing MedDRAJ Dictionary
	3.8.3.1 Recoding Events


	3.9 Loading the WHO-DRUG Dictionary
	3.9.1 Loading the WHO-Drug Dictionary to New Tables
	3.9.2 Loading the WHO-Drug Dictionary Using the Overwrite Option
	3.9.3 To Load the WHO-Drug Dictionary using the Format C Option

	3.10 Validating the Argus Safety Database
	3.11 Enabling and Disabling DLP
	3.11.1 Prerequisites
	3.11.2 Enabling DLP
	3.11.3 Disabling DLP

	3.12 Upgrading the Argus Safety Database
	3.12.1 Prerequisites
	3.12.2 Argus Upgrade from Safety versions prior to AS 6.0.1 / AS 6.0.1.1
	3.12.3 Database Upgrade Procedure (with or Without DLP) from AS 6.0.1 to AS 7.0

	3.13 Merging a Single Enterprise Safety Database into a Multi-tenant Database
	3.13.1 Prerequisites to Running the Merge Export Step
	3.13.2 Prerequisites to Running the Merge Import Step
	3.13.3 Completing the Merge Process
	3.13.3.1 Merge Export
	3.13.3.2 Exporting the dmp File Copy to the Target Database Server
	3.13.3.3 Merge Import
	3.13.3.4 Manual Dictionary Synchronization


	3.14 Copy Configuration Tool

	4 Installing Argus Safety Web
	4.1 Installing Argus Safety Web
	4.2 Adding the Argus Site as a Trusted Site
	4.3 Configuring the IIS Manager for Windows 2008
	4.4 Connecting to a Domain Account on Windows 2008
	4.5 Enabling SSL Support for Windows 2008
	4.6 Configuring Load Balancer in Argus Web
	4.6.1 Setup Argus Web Load Balancer IP Address
	4.6.2 Set up load balanced folders
	4.6.3 Set up the shared network directory

	4.7 Installing Argus Report Server
	4.8 Securing Sensitive Configuration and Operational Data
	4.9 Configuring Identity in the IIS Application Pools
	4.10 Resetting IIS

	5 Installing Argus Safety Service
	5.1 Starting Argus Safety Service
	5.2 Setting up RightFax

	6 Installing and Configuring EDI Gateway
	6.1 Creating a Axway Synchrony Database Instance
	6.2 Installing Axway Synchrony Interchange
	6.3 Starting the Axway Synchrony Server
	6.4 Configuring Axway Synchrony Interchange
	6.5 Configuring Axway Synchrony for Binary File Transmission
	6.6 Configuring Axway Synchrony Community
	6.6.1 Registering with the Axway Synchrony Community
	6.6.2 Adding a Partner to the Axway Synchrony Community
	6.6.2.1 Registering the Receiver's Community on the Sender Server


	6.7 Adding a Node
	6.8 Configuring Axway Synchrony Certificates
	6.8.1 Configuring Receiver Axway Synchrony Certificates
	6.8.2 Configuring Sender Axway Synchrony Certificates

	6.9 Configuring EVENTS.XML
	6.10 Testing Communication

	7 Installing and Configuring Interchange
	7.1 Installing Interchange Service
	7.2 Configuring Interchange Service
	7.2.1 Transmitting E2B Attachments

	7.3 Accessing EDI Gateway Shared Folders
	7.4 Configuring the Interchange Service.INI File

	8 Performing Post-installation Checks
	8.1 Post-Installation Tasks
	8.1.1 General Checklist
	8.1.2 Configuring Argus Safety Windows Service to run as a Domain User
	8.1.3 Configure Worklist Intake
	8.1.4 IIS Checklist
	8.1.5 .INI File Checklist
	8.1.6 Service Checklist

	8.2 Verifying the Web Server Installation and IIS Configurations
	8.2.1 Verifying IIS 7 Configuration

	8.3 Configure and Verify the Dossier Installation
	8.3.1 Configuring the Dossier Application
	8.3.2 Verifying the Dossier Installation

	8.4 Verify Files installed on Middle Tier Servers:
	8.5 Verifying the Documentum Installation
	8.6 Validating the easyPDF Installation
	8.6.1 Validating the easyPDF Installation for Word 2007


	9 Enabling IIS HTTP Compression
	9.1 IIS Web Page Compression
	9.1.1 HTTP Compression
	9.1.2 Known Effects of Enabling Compression
	9.1.3 How to Enable HTTP Compression

	9.2 IIS Caching Settings
	9.2.1 IIS Caching
	9.2.2 Known Effects of Enabling Caching
	9.2.3 How to Enable Caching

	9.3 Local Internet Explorer (IE) Client Caching Settings
	9.3.1 IE Client Caching
	9.3.2 IE Client Caching Tab Options
	9.3.3 How to Enable IE Caching


	10 Configuring E-mail
	10.1 About E-mail Configuration
	10.2 Configuring SMTP
	10.2.1 Using the SMTP Configuration Utility
	10.2.2 Functions Affected by SMTP
	10.2.2.1 Bulk Report Transmit E-mail
	10.2.2.2 Autosignal E-mail
	10.2.2.3 Fax E-mail
	10.2.2.4 Fax Status E-mail
	10.2.2.5 Priority E-mail
	10.2.2.6 Dossier Notification E-mail
	10.2.2.7 E-mail Sent by Interchange Service



	11 Installing End of Study Unblinding
	11.1 EOSU Hardware/Software Requirements
	11.2 How to Install the EOSU Utility

	12 Other Tasks
	12.1 Configuring the Argus.xml File
	12.2 Configuring the Argus.ini File
	12.3 Deploying a Portlet on Oracle WebLogic Server
	12.4 Deploying the Global Home Application on a WebLogic Server
	12.4.1 Configure Global Homepage Properties File
	12.4.1.1 Update Global Homepage Properties File
	12.4.1.2 Deploy Company Logo

	12.4.2 Pre-Deployment Configuration

	12.5 Configuring SSO in Oracle Access Manager
	12.5.1 Installing WebGate
	12.5.2 Configuring WebGate on Windows Server 2008
	12.5.3 Protecting Files in the Argus Directory

	12.6 Installation and Configuration of Oracle Web Tier Suite
	12.6.1 Installing Oracle Web Tier
	12.6.2 Configuring Oracle Web Tier
	12.6.3 Oracle Http Server Administration
	12.6.4 Configuring Oracle Http Server as Reverse Proxy Server for WebLogic

	12.7 Configuring the WebCenter Security Provider for Identity Assertion
	12.7.1 Configuring the Oracle Internet Directory Authenticator
	12.7.2 Configuring the OAM Identity Asserter
	12.7.3 Configuring the Default Authenticator and Setting the Order of Providers
	12.7.4 Setting EXTRA_JAVA_PROPERTIES for WebLogic Domain

	12.8 Installation Maintenance Tasks
	12.8.1 Installing New Components
	12.8.2 Uninstalling Components
	12.8.3 Removing All Components

	12.9 Web Client Tips
	12.10 Clearing Oracle Temp Files
	12.11 Configuring easyPDF
	12.11.1 Setting Up easyPDF
	12.11.2 Setting up Microsoft Office

	12.12 Setting Printer Defaults
	12.13 Argus Configuration Files

	13 Argus Integrations
	13.1 Installing Argus Integrations
	13.2 Resetting IIS
	13.3 General Interface Information
	13.4 Basic Configuration Overview
	13.5 Safety Message
	13.6 MedDRA Integration
	13.6.1 Flow of MedDRA Auto Encoding
	13.6.2 MedDRA Auto-Encoding Safety Message Example
	13.6.3 Configuration

	13.7 Product License Study Interface
	13.8 Drug Dictionary Integration
	13.8.1 Flow of Drug Dictionary Coding
	13.8.2 Drug Dictionary Coding Safety Message Example
	13.8.3 Configuration

	13.9 Lot Number Interface
	13.9.1 Flow of Lot Validation
	13.9.2 Lot Validation Safety Message Example
	13.9.3 Configuration

	13.10 Worklist Intake
	13.10.1 Flow of Worklist Intake
	13.10.2 Worklist Intake Safety Message Example
	13.10.3 Configuration

	13.11 Literature Intake
	13.11.1 Flow of Literature Intake
	13.11.2 Configuration
	13.11.2.1 Metadata Configuration


	13.12 Extended E2B Interface
	13.12.1 E2B Mapping Updates
	13.12.2 Add Extension Elements to DTD
	13.12.3 Prepare Factory Data for Extension Elements
	13.12.4 Create Business Logic for Extension Elements
	13.12.5 Configure Reporting Destination for Extension Profile
	13.12.6 Extension Elements Sample XML
	13.12.7 Extension Elements Sample Import PL/SQL Block


	A Third Party Attributions

