Sun Java System Application
Server Platform Edition 8.1
2005Q2 Update 2 Administration
Guide

X Sun

microsystems

Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054
US.A.

Part No: 819-2641-12
May 2008



Copyright 2008 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  All rights reserved.

This product or document is protected by copyright and distributed under licenses restricting its use, copying, distribution, and decompilation. No part of this
product or document may be reproduced in any form by any means without prior written authorization of Sun and its licensors, if any. Third-party software,
including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in the U.S. and other
countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, docs.sun.com, AnswerBook, AnswerBook2, and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in
the U.S. and other countries. All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International, Inc. in the U.S. and
other countries. Products bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering efforts
of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive license from Xerox to
the Xerox Graphical User Interface, which license also covers Sun's licensees who implement OPEN LOOK GUIs and otherwise comply with Sun's written license
agreements.

U.S. Government Rights - Commercial software. Government users are subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions
of the FAR and its supplements.

DOCUMENTATION IS PROVIDED “ASIS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO
THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2008 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  Tous droits réservés.

Ce produit ou document est protégé par un copyright et distribué avec des licences qui en restreignent I'utilisation, la copie, la distribution, et la décompilation.
Aucune partie de ce produit ou document ne peut étre reproduite sous aucune forme, par quelque moyen que ce soit, sans l'autorisation préalable et écrite de Sun et
de ses bailleurs de licence, s'il y en a. Le logiciel détenu par des tiers, et qui comprend la technologie relative aux polices de caracteres, est protégé par un copyright et
licencié par des fournisseurs de Sun.

Des parties de ce produit pourront étre dérivées du systéme Berkeley BSD licenciés par 1'Université de Californie. UNIX est une marque déposée aux Etats-Unis et
dans d'autres pays et licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, docs.sun.com, AnswerBook, AnswerBook2, et Solaris sont des marques de fabrique ou des marques déposées, de Sun
Microsystems, Inc. aux Etats-Unis et dans d'autres pays. Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques
déposées de SPARC International, Inc. aux Etats-Unis et dans d'autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par
Sun Microsystems, Inc.

L'interface d'utilisation graphique OPEN LOOK et Sun a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun reconnait les efforts de
pionniers de Xerox pour la recherche et le développement du concept des interfaces d'utilisation visuelle ou graphique pour l'industrie de I'informatique. Sun détient
une licence non exclusive de Xerox sur l'interface d'utilisation graphique Xerox, cette licence couvrant également les licenciés de Sun qui mettent en place l'interface
d'utilisation graphique OPEN LOOK et qui en outre se conforment aux licences écrites de Sun.

CETTE PUBLICATION EST FOURNIE “EN L'ETAT” ET AUCUNE GARANTIE, EXPRESSE OU IMPLICITE, N'EST ACCORDEE, Y COMPRIS DES
GARANTIES CONCERNANT LA VALEUR MARCHANDE, L'APTITUDE DE LA PUBLICATION A REPONDRE A UNE UTILISATION PARTICULIERE, OU
LE FAIT QU'ELLE NE SOIT PAS CONTREFAISANTE DE PRODUIT DE TIERS. CE DENI DE GARANTIE NE S'APPLIQUERAIT PAS, DANS LA MESURE OU
IL SERAIT TENU JURIDIQUEMENT NUL ET NON AVENU.

080507@19860



Contents

PREFACE ...ttt sttt 21
GEEING STAITEd ...........ooei et aes
About the Sun Java System Application Server
What is the APPliCAtion SEIVEI? .......cvueieuierireiiireieineireieie sttt ene 25
Application Server ArCRItECTUIE ......c.oiuiuriiieiieirtieir ettt 26
TOOIS fOr AAMINISIIAtION ..cueviieieiciciricieirceie ettt ettt 28
Application Server CONfIGUIAION ......cceeureriririeeeeririririieeeeieesesesssesessssesessssssesssssssssesesessssssesssnes 29
Configuring the APPliCation SEIVET .........ccveuriureveieureinieeirieriieeireieiereis et ssesssaens 30
Creating @ DOMIAIN ..ottt bttt bbbt 30
Deleting @ DOMAIN ..ottt ettt bttt ebeseaes 30
Listing DOMAINS ..cueviiuiieieirieieirieeetcei ettt ettt ettt s et na e nen 31
Restarting the Server 0r DOMAIN ......c.cccueuierurinieirisieireeieiee ettt ssessseeasans 31
APPlICAtion SEIVEr INSEANICES ......cucuuuiueuiucerieietriscieiseeieieie sttt ettt es e seseaes

About Application Server INStances ............coceevvreeeneee.

Viewing General Server Information
Application Server Advanced SEtHNGS ........cevieureruririuririeieirieieere ettt 33
WV To configure auto deploy SETHINES .....c.cveuevriiueiricirireeeirieietseeieeseiet sttt sees s sees
Instance Specific Configuration PLOPEITIES .......cccveeruruerririrerieeeieireesiiessssessesesesesssssesnens
V¥ To revert the value back to the default value

VW T0 add inStanCe PrOPETIES ...c.cueviueureceeiriucieieietrieee ettt ettt eeaesesseaeseen

W T delete PrOPETLIES «..c.veueueiecieiciciricietreie ettt ettt bees
ReCOVEring TTANSACTIONS ....cveueueiririririeieieietrirtriei ettt ettt ettt ettt eesne 36
ConfiGUration CHANEES ........cceveurierieeireiriieicireieee ettt ettt bbbttt 36
Changing Application Server CONfIguIation ..........ccocveeeereereeuneeriesneereseeeeseessesseesesesessesens 36

Ports in the Application Server

W TO VIEW POIT IIUIMIDETLS .ecvovueieieiitieie ittt ettt ettt bttt essaeseenssees

V To change the Administrative SETVEr POTT .....c.cuvcurureriueuriririreeirieieiree ettt sseaeseen 38



Contents

VW T0 change an HTTP POTt .ccuvicueuriiieieeirieteinceieteietseiete ettt bttt easieen 39
VW T0 change an TTOP POTT ...c.ccueiiueiricieieeirieie ettt ettt ettt easaees 39
V¥V To configure a JMX connector using the Admin Service ...........coeeverenieirensenesirereereennes 40
V To edit the J]MX cONNector CONAGUIATION ....ovuveeviereeiierieireririeisiseeseesseesesssssssssssesssssssessensssees 40
Changing the J2SE Software
USING ONINE HELDP oottt ettt
WV To go back to the previous help SCreen ... 41
Further INfOrmation ........cccvueecuncinieicinieicineinecineee ettt seee et ses ettt sese e tsesesaeans 41
2 Deploying APPHICAtIONS .............ocoiiiiiiieeee ettt 43
ADOUL DEPIOYITIENT ..ottt s s s s s st sessssesesssssesesesssnsnsnnns 43
The Deployment Life CYCle .......coviuriiiniieiricincieineeieireciecieseeetseie et seesesseaes 43
Types Of J2EE ATChivVe FILES ......ccuviiuriieiiriiieircteicieis ettt 44
Naming CONVENTIONS ....cucveuiiririririeieieiettrteieteteresettrtste e seseetse s s ettt se s seaesssseseesene 45
Admin Console Tasks for Deploying APPlICAtIONS ........cceeeueurieurineeeirisirireeieieieeseetseseeeseeseeesenns 46
V To deploy an enterprise aPPCATION ......coveeveuiererireeirieieiseisieeiee et esssessesssesssessessssnes
V¥V To edit a deployed enterprise application
VW To deploy a Web apPlICAtION ...cucueeurueiiieirieieieeie ettt eaeaees
V¥V To launch a deployed web appliCation .......c..cccveeeeerecurinieinecirineeeecerecteeeesecesesese s 50
V To edit a deployed Web appliCation ........ccccueercecurineeeireeinieerecieicie ettt eeaeiees 50
VW To deploy an EJB MOAUIE «....c.ouiueuriurieieireiei ettt ensses
V¥V To edit a deployed EJB module ....
WV To deploy a connector MOAULE ........c.cueueeriiirinieeinieieiretece ettt eaeaees
V To edit a deployed connector MOAULE .......cc.evieeereieeirieiereieeeiee et eaeeees 54
VW To create a lifecycle MOAULE .......covveieeeiririr et eenes 55
V¥V To edit alifecycle module
V¥V To deploy an application client Module ..........cccoeieiriririnirnireeeeee e 57
V¥V To edit a deployed application client module ..........coccveeenecirinceeincnnereceecseeeeeaeas 58
V To specify an archive file for deployment ...........ccoceveeurnirnincirncercere s 59
Admin Console Tasks for Listing, Undeploying, and Enabling Applications ........c.ccecceveurevnnee 59
¥ To list deployed applications
W T0 LiSt SUDCOMPONENES ....ovueiieiiiecieiceis ettt easaees
V To view module descriptors of deployed appliCations ..........ccveeerrernirisrsisensesisssessenenenns 60
¥V To undeploy an application 0r MOAUIE ......c.eueeueuriieririciriceireeece ettt eeaeiees 61
V¥V To enable or disable an application 0r MOAUIE ........c.ceurirereriririieirce s 61

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Contents

3

V To configure dynamic relOading ........cceveeurineueureeinineeirieienee ettt sseaeseen 61
Deployment Methods fOr DEVEIOPETS .......c.ceuriiuririririiieirieie ettt sesasseesans 62
W TO USE AULO AEPLOY ettt s e esenns 62
V¥V To deploy an unpackaged application from a dir€Ctory ........ccooceeureveeeunencernecineneeeinecerrenennes 63
Using the deploytool Utility
Using a Deployment PLAN ........cccceerrieiriiieenieeiiecse e ssasssassssssssssssssssssssssssseses
IDBCRESOUICES ...........oooeieriiirtt ittt ettt s st

About JDBC Resources and Connection Pools

JDBC RESOUICES ...eveveietierereteeeteeteeteetet et ee et ese et e s eseebessessesseseeseesessensesseseeseesessensesseseesesensenes

JDBC CONNECHION POOLS ...ttt ae st saenessnan
How JDBC Resources and Connection Pools Work Together ..........c.cccvoeevenrereniscrnnnnne 68
Setting UpP Database ACCESS ......ccueuiueurerururiueieirieeisensieeseaete et esestsese ettt ssess e ssaesseassesseassessans 69
VW T0 Set UP DAtabDase ACCESS ....vvvuiurerereririririireieieisisesesessssssesstsssssssssssssssessssssssssssssssesesesssssssses 69
V Tointegrate @ JDBC AIIVET .....ccceviueuriiueinieieicieireeieereee ettt sttt been 70
About JDBC COoNNECtionN POOLS .....cocveuieveeeiereeeeeeteeeeeeeeeeeeee ettt eseev et es e s s ese e seneens 71
V To create @ JDBC CONNECHON POOL .....cuiiuiuiriiiieieieicieiseeietee ettt eaeseen 71

V¥ To edita JDBC cONNECION POOL ....euiuruririiieiririeieieisseeeee ettt asesessssss st ssssessssses

V To verify connection pool settings
¥V To delete a JDBC connection pool
ADOUL JDBEC RESOUICES ...ttt st as ettt sae st se st sas st s sensssssessessnsesenessenensesensans
W T0 Create @ JDBC FESOUICE ....voveveeeeeeeeeeeeeteeeteeeereseeteteeeesessesesesesessesesssesessessssesesessesessssessnsesensans
W T0 €dit @ JDBC FESOULCE ..veeeeieieeeeeeeeceeeeeee ettt ettt sessste s s se s saessssesesaenesssseneans
VW T0 delete @ JDBC FESOUICTE ....vveveeeeeieeeieeereeereeeereseeeeseseesessesesesesessesesssesessessssesesessesesesssssnsesensans
VW To enable or disable a JDBC resource

About Persistence Manager RESOUICTES .......c.cvuueueueueirieueineeeieiteetseeseseeessesesetsesesessesesseesessesesseseses

V To create a persistence MANAZET TESOUICTE .....e.cuvrueuereueereeeremeuessisesessesessesesessesesessesessescsessesesees 79
V To edit @ persiStence MaNager TESOUICTE ....c.c.uueuveeeurereueuresereeesessiresessesesseesessesesessesessescsessesesees 80

VW TO MANAZE FESOUITE LATZELS ...vueuruiueeueeeirireeeaeieiete et seeesete ettt se bbb a e ae e bbbt ssseaeaeane

V To delete a persistence manager resource

V¥V To enable or Disable a persistence Mmanager rESOUICE ..........weurerurereerurereeereeseeseeessesessseeesees 81

Configuring Java Message Service RESOUICES ...............cccoeueerieieererereinieeeceseese s sesesnaes
ADOUL JMS RESOUICES ....v.eveveerereerereeeerereeeveeereseeeeresesessenenens
The JMS Provider in the Application Server




Contents

6

JIVIS RESOUICES ..vovvenvierievecteentetietreereetresteeseeseeteessesseesseseessessessessesesssesseessessanssessenssessensesssensensens 83
The Relationship Between JMS Resources and Connector RESOUrces .........coceevererereeurenen. 85
Admin Console Tasks for JMS Connection FACLOTIES ......cooveeeveverereereiieeeereeeeseseeeesese e eesens 85
WV To create a JMS connection factory rESOUITE ......cvureueurieeeinecerinceeireeeisiesetseesessesesseeaeseeaesees 85
V¥V To edit a JMS connection factory resource .. 88
V¥ To delete a JMS connection factory rESOUICE ......cvvuverieeeeeieiririrerseeeesiesessssessssssssssesssssssesnes 89
Admin Console Tasks for JMS Destination RESOULCES ........covvviueveeeiireeeieeeeieeeeeeeeeeee e 89
VW To create a JMS destination FESOUICE .......eoveveeeereeieeereeererierereeeereseseseeessesessssesesessesessesesssesensens 89
VW To edit a JMS deStiNatiOn FESOUICE ......oovevevveuieieeeeieereieeesieeeeeseesesssesssssesssessessesessesesessessseseneans 90
WV To delete a JMS deStination TESOUICE ......oueveveevereeieeereeeeeeiereseeeereeeeseseeeesesseseseesesessesessesessseseneens 91
Admin Console Tasks for JMS Physical DeStinations ..........ccceeeueurerurereeerresueeneeesereeessesseesseessenns 91
VW To create a JMS physical deStination ........cceveeeurereeeirecininceeinecree et eeaesees 91
V To delete a JMS physical destination ........cceeeeeeeieuresieinieisieieiee et seesssees 92
Admin Console Tasks for the JMS PrOVIAET ........ocviieveeieeeeiieeeeeeeeteeee et ese e s 93
V¥V To configure general properties for the JMS provider .........c.ccvveerereereeirensnenesiseereees 93
V To verify JMS Service settings .. 96
W T0 Create @ JIMIS NOST «..vvvvceeeieiieeeteteteteeeee ettt ettt ettt s sttt ess s s s s sesenens 97
W TO €It @ TIMS NOSE vttt ettt se s st eseseseseerenenesennns 98
W TO delete @ JIMIS ROSE c.uceeieieiecieie ettt bbbt bbbt s s 98
Configuring JavaMail RESOUICES ................ocouruiiiriieicie ettt 101
ADOUL JAVAMAIL ...ttt s s 101
Admin Console Tasks for JaVaMail ..........cccoeueieeeereieieiieccee e 102
VW To create @ JavaMail SESSION ......c.cuvueueureciririicirieieirecistreieiseei ettt 102

V To edit a JavaMail session
VW To delete a JavaMail SESSION ......cvevievereeiereteeeeeeiereteeeeteeeeveseete e eeesees e seseeses s sessesesensesensesenen 104

JNDIRESOUICES ..........oceeeverenreeeeteeteeteetet ettt ettt et ete et et e b s essebeese b e b esseseeseesesessensesseseesensensensesessensan

About Java Naming and Directory Interface (JNDI)
JNDI Names and RESOULCES ......c.coveveeererierereeereeeereseeteteseseeesesessesesesessesesessesesesessssesesesesseseses
J2EE Naming SEIVICES ..vvveveveuiiiiiriririieeicicttieteteteesesett ettt ettt et ses s s senes
Naming References and Binding Information ..........c.ecceeerieeunineesisnnsecssnsssesssssessssssenns

ADOUL CUSLOIM RESOUICES ...vvvriirieeeeicietereteisieee ettt s st b s esssssss st sesesessanssaees
Using Custom Resources ........cccovverveeeeerenennn

V¥ To create a custom resource

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Contents

8

W TO €dit @ CUSTOIM TESOUICE .ouvvrrieieiriereeeeeetesssesesssssesesesessssssssssssesesesessssssssssssssesesessssssssssseseses 109
VW T0 delete @ CUSLOIM FESOUICE ...vuvveeereieieeeerereiieeeeesaeaesesessetssas st se s s s ssasassesesessssnasassesenes 109
Listing CuStOm RESOUICES ......cueueuiririririeieieieiiiirtrisieieieieeestst sttt sttt et et s s senen 110
About External JNDI Repositories and RESOUICES ......cccuveeueureururiniueirieieineeiseneieiseaeieeseseeseseaenes 110
Using External JNDI Repositories and RESOUICES ........ocvurueeerinreeinesirireeeirieieeseesseseeesseneans 110

V¥V To create an external resource .111
VW T0 edit an eXtErNal FESOUICE ....vovivveieieiereereteieieieeeee ettt s s s s b s s s s nasasaesenes 112
V¥ To delete an eXtErNal TESOUICE ......vvereruererriririiireeeieesestssse e ssas e ssssssessssssssssssssssssssesns 112
Listing EXternal RESOUICES ......c.euiurueiiueirieieieieis ittt esse st sss st ssseseeasans 113
CONNECLOTr RESOUICES ..ottt ettt ettt en 115
About Connectors ........cc.ecee... .115
Admin Console Tasks for Connector Connection PoolS ............cceeveereereirineeneeeeeeesseeens 116
W TO SELUP ELS ACCESS .eueeirieieieiiinierisiesetsases et sassssses e ssssssssssssssssasenssssssssssssssssssnsnssssssesns 116
WV To create a connector CONNECtION POOL ....cuuviuuriiuririeieireeeecer ettt 116
V To edit a connector CONNECiON POOI .....c.ovevviieirieirieieirriteee et seseens 117
V To delete a connector CONNECION POOL ....cuuvriuiriieeirieieireeieeeetreeieeee et eeeae 119
Admin Console Tasks for Connector RESOUICES ........cvucurueeerrereueiriucrniieeireereereaeteeeseesecsesseaesees 119
V¥ To create a connector resource .. 120
W T0 edit @ CONNECTOT TESOUITE ..cuvuereurirceiereetreaeteeseaetseseseaseseseeseaeesesesessesesetseaesseaesessesessencsesene 120
V Deleting @ CONNECOr RESOUICE .....cuvuuiuuriieririeeteieieiseeieiseie ettt sttt s s seeas 121
V¥ To configure the CONNECLOT SETVICE ....cuvururrriririiririreieieieteeeee et snseens 121
Admin Console Tasks for Administered Object RESOUICES ......c.eurvueurirerererirereeeireeieseeirireieenes 122
WV To create an administered 0bject rESOUICE .......c.vuiueurecurineecinicericircecreee e 122

V To edit an administered ODJECt TESOUICE .....cuvurureuiueiriiirireeeieeeeireeieeee ettt eeees

V¥V To delete an administered object resource

J2EE CONTAINELS ...ttt sttt sen 125
ADbOUL the J2EE CONTAINIETS ..oovcvivieieieeieieeceieeeteeeeeeceeeeete st se st sesssssse s sesssaesesssessssensssesessssensans 125
TYPeS Of J2EE CONTAINETS ....vovurerveierieiieeieiriniisssessessesssesssssssssssssssssssesssssssssssssssssssssssessssssessssns 125
The WeD CONAINET ...vcvevevieeeieieeiereieieeececsie ettt sese sttt s s ssssssssesesesesssssnssseseses 125
The EJB Container ... 126
Admin Console Tasks for the J2EE CONTAINETS ......c.oovvveuireeeiiieeieeeeeeeceeeeeeeeeereeeeee e seeneans 126
Configuring the General Web Container SEttings .........cocoeveveeerirerereriesseeenesesesesessenenens 126
Configuring Web Container SESSIONS .......c.cvceurureueuremrurerieirieieiseseeeeseeeseseseesesessessessessseeeans 127



Contents

WV To set the session tIMEOUL VALUE ....c.vucueueecicireieicireieicrerreiect ettt seeeesessesenaeanes
V¥V To configure the Manager ProPETiEs ........coeieurereueureururereeereeieeseseseseeeesesssesseassesseseseens
VW To configure the StOre PrOPEITIES ....c.vvueureerueerieeirireieiesieeeaetsisiessessseeseseseesssesseasessssssseens
Configuring the General EJB SEtHNES ......cecveureuruueuiurimeieirieieireieiesseiseesessese e ssesseseens
VW To configure EJB POOL SELHINGS ...c.vvviereeirierieiiieinieieieesissseessssiessssssssssssessssssssssssssssesenns
V To configure EJB cache settings
Configuring the Message-Driven Bean Settings .........couocueueeevrerenineeineneieineeeninesesseeeenenes
¥V To configure MDB POOL SETHINES .....vueuruuiuririiieirieieineeieieie sttt eseaeseens
Configuring the EJB Timer Service SEttNGS .......coueureriururiruririeeirieieeseeieeeeeesessessesessessaeeseans

WV To configure the Timer Service

WV To use an external database with the Timer Service

9 CONFIGUIING SECUIILY ......ouiiiiiiiii ettt
AbOout APPliCAtion SETVET SECUTILY ...cucueviueerieeeiriecieereeieiete ettt ettt eaeaees
OVETVIEW Of SECUTTLY w.vvuvuvireieiieciei ettt ettt ss e s s s aesenaas

About Authentication and Authorization

Understanding Users, Groups, Roles, and Realms ..........cccvuveueneenneeirncnnecninceneceenenes 143
Introduction to Certificates and SSL ........ccoeuvieuririueireieireieircieee ettt 146
ADOUL FITEWALLS ..ottt e 149
Managing Security With the Admin Console ........c..ccceveuriniennennieiricenecseeseeeeeaes 149
Admin Console Tasks fOr SECUTILY .....ceviruririuruririririeieireie ettt eee ettt eeaeaes 153
V¥ To configure security settings
V¥ To grant access to adminiStration tOOLS ........c.ocuereeurircueureeieinieirceireeses et
Admin Console Tasks fOr REAIMS ......ccovieuririururiiiririeieieie ettt sas e sasaes
W TO Create @realim .....c.occecuceiciciriecreiece et e
W T0 @It @ TEALIM ettt
W T0 delete @ T ALIM .....cuvieeiiecieieie ettt sttt s st

¥V To set the default realm
Additional Information for Specific Realms .........ccceeiueuriririnieinieiereeeececee e
Admin Console Tasks for JACC PrOVIAETS ......c.ccoevevereveireericrerereteeesee e se s s
W To create @ JACC PrOVIAET ...c.cvcucuviieeinieiriniecireeieiseseistseae ettt seeas
W T0 edit @ JACC PrOVIAET ....cuieerieeieitieiieieireeteeeiees ettt sttt sttt
WV To delete @ JACC PrOVIAET ...cucueveiviiiiieieieieieirieeeee ettt essss st ssssasassnssssnses
V¥ To set the active JACC provider .......ccccccveneuenee
Admin Console Tasks for Audit Modules

8 Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Contents

10

VW To create an audit MOAULE .......ccueuiiieiieiricre ettt 169
VW To edit an audit MOAULE .......cueeiueiicieiceiee ettt 170
VW To delete an audit MOAULE ......ccvueiieieriieieeiree ettt 171
¥V To enable or disable audit IogZING .......ccoveviuriricrrinicirircericr et 171
V To set the active audit MOAULE .......ccviieeiciccce e
V To use the default audit module

Admin Console Tasks for Listeners and JMX CONNECLOTS .......cvevveeveverererereereeeeeeeerereeeeseeseeneans 173
V To configure security for HTTP JiIStENErS .....c.occeuruiueiriiurinieiriceireeieiceeiee et 173
V To configure security for IIOP LIStENETS .......cvueuruiuerrieiririeieeeeirieieisee ettt sens 174
V To configure security for the Admin Service’s JMX CONNECLOT ...c.cuevueveerrevreeererneneeenneeene 175

V To set listener security properties
V¥ To secure CORBA 0ODJECLS ....ovvveniererereeiriririiiseenenins

Admin Console Security Tasks for Virtual Servers

V To configure single sign-0n (SSO) ....coceuriuririeirinieirieieireeeeeetsee ettt seae 178

Admin Console Tasks for Connector Connection Pools ............cceueeererereieenesseveeereeeessenns 179

About Connector Connection POOIS .........cccceeiiririeieierereeiiieiee e sssesesens 179
ADOUL SECUTTLY MAPS .vcvriuviriairicieieaeistseie sttt sttt ettt sttt ettt eeaebeen

V¥ To create a security map

W T0 dit @ SECUTILY INAP .euvuieeeeeeririiieeieieeeteee ettt et s s e asesesssssesesssessssensanes

WV To delete a security map
Working with Certificates and SSL .......cc.oiririiurinieieiceireie ettt
About Certificate Files .......c.vviiiiriciiiccrecree e e

V¥V To change the location of certificate files ..........ccoeurnirininieneircrcecee e

Using Java Secure Socket Extension (JSSE) Tools
WV To generate a certificate using the keytool utility

WV To sign a digital certificate using the keytoo 1 Utility .....c.cccooeuenirnenceninciereereenne 187
FUrther INfOrmMation .......occeieueiieirisieieis ettt ass st s s s enssses 189
Configuring MesSage SECUNILY .............cocouiiiiriiiririeieicete ettt 191
ADOUL MESSAZE SECUTILY .evvvveiriririaiieieieerieisitee ettt ettt s ese ettt s e ssenssssesesesessssensases 191

OVErview Of MESSAZE SECUTILY .....vuruureuirineieieaeirieieiseaeieeseiet st sses et teae et b e sseseseeeaes 191
Understanding Message Security in the Application SErver ............coceveeeureneeereneerereenennens 192
SECUIING @ WED SEIVICE .vuvueeieieeieieieieiiieicieieie ettt sas s e asenssssnseens

Securing the Sample Application
Configuring the Application Server for Message SECUTILY .......ccoveurirerireeerinseeereeesireeeieeeens 198



Contents

WV To configure other security facilities

VW To configure @ JCE PrOVIAEr .....c.ouoieuriieeirieieiieiseieis sttt
Admin Console Tasks fOr MesSage SECUTILY .....ovvovirrrireeereirniisiessnssssessssssssssssssssssssssssesssnss
V¥ To enable providers for message security

V To configure a message security provider

V Creating a Message Security PrOVIAET .......cocvvvieiererniniiisee e sessssssssssssssssnnns
WV To delete a message SeCUrity CONIGUIAtION ......cueuueueerireeeurierieeeeieieeeisesiee et seens 208
WV To delete a message SECUTILY PrOVIAET ......occureueerureucurinceeinieieineeirieeeiseeietseset et esesesseseseeae 209
V¥ To enable message security for application ClHents ...........ccceveeeerereeeererieereeiseneeeseeeesee s 209
Setting the Request and Response Policy for the Application Client Configuration ......... 210
Further INfOrmation .......c.occeeccueenieieeceie ettt 212
TT  TrANSACHIONS ...t et es 213
ADOUL TTANSACTIONS ..ottt sees 213
What iS @ TranSACHON? .....cucuieeeieeeireeietr ettt ettt et eeasaes 213
Transactions in J2EE TeChNOLOZY .....c.cvvuiureririririiiieeeiess ettt saessssssenes
Admin Console Tasks fOr TTanSaCIONS .......cccureeueereeurereueieieieereeeeeietsesee st sseese s seeaeaees
ConfiGUring TTANSACHIONS ....cuvveveueeiiiireeseeeteisesestssesesessssssssesesssssssssessssssssssssssssesessssssesssssseses

WV To configure how the Application Server recovers from transactions
V To set a transaction timeout Valte ............coeeucureeenenneeineineneeeeeeeeeee e
WV To set the location of the transaction logs

VW To set the Keypoint iNterval .......cccceeeeieiriireeeee e eees

12 Configuring the HTTP Service
ADOUL the HTTP SEIVICE eurvivereieiriiieicieieie ettt ettt ssss s st s sesssssssssssesesesesssssanes
What Is the HTTP SEIVICE? ...cvovevreieeeeeieieieieieieeeieietetetsese ettt sesssssse e sssesesseses 219
VITTUAL SEIVETS .uvuveeivieeiereieiieeeeseie ettt ses st ssss s s s s s ss st bbb ssssnsssssesesesessssnsssnsasa
HTTP LISEENETS ...vueueiirerieeeieieieeietetsteteieeetstets ettt sttt b b ettt bbb ettt st bebebeseneaes
Admin Console Tasks for the HTTP Service
VW To configure the HTTP SEIVICE .uovierrirreririecieieiniisiessesiessssssssssssssssssssssesssssssssssssssssssssssssenns
V To configure the HTTP Service access log

Admin Console Tasks fOr VIrtual SEIVETS ......coiievevereveeeeeiieeeeeeeteseseeeeseee et esess e sesesens
W TO Create @ VIFtUAL SEIVET ....o.vvviuiieeieieeieieteteeceee ettt ettt se s st st ess st sestesesssaensnenen
V¥ To edit a virtual SErver .........ccoeeeeveveeevereeenennne.

W TO delete @ VIFTUAL SEIVET ....ouvveieceieieeeeieeeeeeeee ettt ettt ettt ae s saenesenen

10 Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Contents

13

14

15

Admin Console Tasks for HTTP LIStENETS .....c.cceureiueuricieinceeirieieireeieieieeseeietseseseeesesseeaesseaesees 229
VW To create an HT TP LISTENET ....ovuvueuiuririiieiricieireeieieets ettt ettt 230
W T0o edit an HTTP IISTENET . ..cucuiieirecieiicireeictrecteieictsecieteec ettt sesese et ese e sesseneseseas 232
VW To delete an HTTP HISTENET ....ocuvueiuieriiieirieeciricieieictstcietnei ettt ettt eae 232

Configuring the Object ReqUESt BrOKEF ................coouoiririieeirieieieeeeeee ettt 233

About the Object ReQUESt BIOKET ......c.cvvvvviiieieeieieirr ettt sss et assssses 233

CORBA ..ttt sttt bttt bttt b ettt ettt 233
WHhat i the ORB? ..ottt et eneses 234
TIOP LISTENILTS «..eeeerrriricecieieiereienetececaese et se st s st sesessasaseasacaenenen 234

Admin Console Tasks for the ORB ......c.cccveuririeirinieiricieneecseree ettt sseaesees 234
W T0 configure the ORB ...ttt 234

Admin Console Tasks fOr IIOP LISLENETS .....ccevvueurerieririeieieerieireessieieeeesssessessesssessssessssssssssssees 235
W To create an ITOP HISTENET ....c.cvvueiriciriiciricicirecieieictnece ettt eae 235
VW T0 edit an ITOP JISTENET .....cuviiieeiricieieeirireict ettt ettt 237
VW To delete an TTOP TISEENET «....c.cuiueuiuiieiieirieietreeteieet ettt 237

TRIEAU POOIS ... 239

ADOUL TRIEAA POOLS ...ttt 239

Admin Console Tasks for Thread POOLS ........c.ccvururiiririeieirinieceiree e eaeses 240
¥V To create a thread pool
W T0 edit @ thread POOL ......c.veeeuriieciricieiecrecee ettt ettt
V To delete a thread pool

Configuring Logging

ADOUL LOGZING ..vutviiriieiriieteieieie ettt sttt ettt ettt eaeaees

LOG RECOTAS ettt ettt et ettt se bt sesnans
The Logger Namespace HIerarchy ........ccceeeeieiiiieeeienccceeeseeescceee s 244

Admin Console Tasks fOr LOZEING .....c.cveeurireuriniueiniieiricieireecireeie ettt sseaesees 246
V To configure general 10gZINg SELHNGS .......ccvueureurureriueiririieireeeieetetreei ettt eeas 246
V To configure log levels

V To view the server log



Contents

12

16 Monitoring Components aNd SEIVICES ..............ccoovviriiieeeieiririeeeee e sssssesens 251
ADOUL MOMIEOTINIG «.vvriutieieeiiarieiscie ettt sttt ettt ettt ssa s s s s esse s s sassesesassesasaes 251
Monitoring in the APpliCation SEIVET ........cccevvriririerreeirirriteeeeeeesest e teaseessssseees 251
OVErVIEW Of MONITOTING ...cvveuiiiueiriaeieireieieercietsecietsese sttt beesesesseaes 252

About the Tree Structure of Monitorable ODJects .........cooeureiueurcrureneeireeieineeseeieiseeeeeeans 252

About Statistics for Monitored Components and SErvices .........ccvreeererreeererreureersenneneene 256

Admin Console Tasks for Enabling and Disabling MONitOring ..........c.ccceoeveerereeeeerereennenseeenes 279

V¥ To configure monitoring levels using the Admin Console ..........ccceveeurneenncernccnencennene 279

17

18

V¥ To configure monitoring using the asadmin tool

Admin Console Tasks for Viewing Monitoring Data

V¥ To view monitoring data in the Admin Console ........ccccveeuericirinceeinecnineencerecseeenene
Viewing Monitoring Data With the asadmin Tool .......ccocccuenienninnicirierereeeeeeeaes 283
V¥V To use the asadmin tool to view monitoring data ...........cccceveeeeeereeerenieiresineseeesseeeeens 283
VW T0o use the PetStore eXaMPLE .......ccceveueueiiieeieieeiereeeeee et seseeseees 289
USING JCONSOLE .ottt bbbttt 299
¥V To disable security for the JMX CONNECLOT .....cceuriururiiueirinrieirieirieeeiseeieeee et seens 299
Java Virtual Machine and Advanced Settings .............cccocoovvireeninnnieeceeee s 301
Admin Console Tasks fOr JVIM SETHIES .......ocueureeururieirieieinieieiree et ssesese s seeaeaees 301
WV To configure the JVM general SEttNGS ........ccoeeueurirurireueirisieerieisieeeisesieeseetseeeessessesseseseens 301
V To configure the JVM classpath SELtINES .......ocovevurirrerriereienirisisisnssissssssessessssssssssssesenns 303
W T0 configure the JVIM OPHONS ..c..vueeeueuceririacirieieineseisteseiseseieesese st essesessesesesesesenns

VW To disable the SECUrity MANAZET ......c.euriruririeciricieireeieirceieeei ettt ettt

V¥V To configure the JVM profiler settings
Admin Console Tasks for Advanced SEttNGS ......c.cccvvururerrreeieiririririeeseieieesessesesee s sseenees 305
WV To set the advanced domain attribULES .......c.cuvveueirecirinceeiricerercere e 306

Compiling and Configuring Apache Web Server ...
INStAlling APACRE ...ueueiiiiricec ettt
Minimum Requirements for Apache 1.3 ...........
Minimum Requirements for APAChe 2 .......cc.ocvueuvieiriinirieieceeee e

VW To install SSL-aWare APAChe .......ccoviiiiriririrr ettt sssenes

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Contents

19

20

Automatically RestartingaDomain .................ccooveieiiieeieiicccce s 313
Restarting Automatically on UNIX PIatfOrms .......couceueeeeereirieirieieinieisesiseseesseesessesssssessesssees 313
Restarting Automatically on the Microsoft Windows Platform ..........cccccoeveenecinnccnnccinecnnes 314
Security for AULOMAIC RESTATTS ......cueuiurericieirceciei ettt sttt 315
Dotted Name Attributes for domain.xml ... 317
TOP LEVEL EIEMENLS ...ttt 317
Elements NOt ALASEd .......c.ouieuririeerriciriiciriceeneciettetsecte ettt et eacaes 319
INAEX ..ot e 321



14



Figures

FIGURE 1-1

FIGURE 9-1

Application Server ArchiteCture ...t

Role Mapping



16



Tables

TABLE 1-1
TABLE 1-2
TABLE 6-1
TABLE 9-1
TABLE 9-2
TABLE 9-3
TABLE 9-4
TABLE 9-5
TABLE 9-6

TABLE 10-1

TABLE 15-1
TABLE 16-1
TABLE 16-2
TABLE 16-3
TABLE 16-4
TABLE 16-5
TABLE 16-6
TABLE 16-7
TABLE 16-8
TABLE 16-9
TABLE 16-10
TABLE 16-11
TABLE 16-12
TABLE 16-13
TABLE 16-14
TABLE 16-15
TABLE 16-16

TABLE 16-17

Domain Atributes values ........cocevviiviiiiiiiiiniiniiiiciericie e 34
Application Server Listeners that Use POItS ........ccoevvvivviiiniiniiinniiniinniiinicnicnne. 37
JNDI Lookups and T'heir Associated Reterences .........cccooeevvveviiiniinicininnncnnnn. 107
Application Server Authentication Methods .........cocceevecernenenccninencncneenene 141
Required properties for Ldap realm ..., 159
Optional properties for Ldap realm ..o 159

Example ldap realm values ..o ....160
Optional properties for certificaterealm ... .162
Required properties fOr f11e r€almS .....ccoeeeeeeeeeeeeeieiiceereveeeeeaeeaeraaeees 163
Message protection policy to WS-Security SOAP message security operation

INAPPIILE ceveverirrenirienirieret ettt ettt sttt se sttt b e bbbt et r et ns 198
Application Server Logger NameSPACES .......ccevveieiniinienieieiniintetereeeeeneesenenne 244
EJB STALISTICS wrvrrrviiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeee e e ee e e ee e e e e e e e s eeeeeeeeee e e e e seeeeeeeseseeesesnennnn 256
EJB Method STatiStiCS ...ccviviiiiiiiiiiiiiiiiiiiiiiiccice e 257
E)B 5€5s101n Store StatiStICS ..cueivviiiiiiiiiiiiiiiiiiiiiiiic i 258
EJB POOLSTALISTICS weeuvieiiiieiirieieiiieericteeeeete ettt ettt e 259
Jo1 1 X O Ted s TSl - L 1) Ut USRS 259
TIMET STATISTICS .evieiriiiiiiieeiectee et s 260
Web Container (Servlet) StatiStiCS ..oviviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 260
Web Container (Web Module) StatiStiCS ....cceeeeeeeeiiiiiiiiiiniirenieeieneneneernereereeerenene 261
H'1'I'P Service Statistics (applicable to Plattorm Edition only) ... 262
JDBC Connection POOL STAtISTICS ....ocviviiiviiiiiiiiiiiiiiiiiiiiiiciircccneceene 263

Connector Connection Pool Statistics ......... ... 265
Connector Work Management Statistics ....... ... 266

Connection Manager (in an ORB) Statistics ...

‘T'hread POOl StatiStics ......ccovvvvviivvueinicniicnnncnne. . 267
‘I'ransaction Service Statistics . ..267
JVIMLESTQTISTICS coeeeeieieiieeeeeeeeeeeeeeeee e sa s e saaanssnnnnens 268
JV M Statistics tor J25E 5.0 - Class Loading ..., 268



Tables

18

TABLE 16-18 JV M Statistics for J25E 5.0 - Compilation ..........ccceeeveienene.
TABLE 16-19 JV M Statistics tor J2SE 5.0 - Garbage Collection ...

TABLE 16-20 JV M Statistics for J25E 5.0 - Memory ........oeeneee.

TABLE 16-21 JV M Statistics tor 25K 5.0 - Operating System .....

TABLE 16-22 JVM Statistics tor J2SE 5.0 - Runtime .....

TABLE 16-23 JV M Statistics tor J2SE 5.0 - T'hread Info ...

TABLE 16-24 JV M Statistics for J2SE 5.0 - Threads .....

TABLE 16-25 PWC Virtual Server Statistics (EE only) ....

TABLE 16-26 PWC Request Statistics (EE ONLY) wevevvvviiiiiiiiiriiiieeeeeeereeereeeeeeeeeeeeeeeeeeee s
TABLE 16-27 PWC File Cache Statistics (EE only) ...
TABLE 16-28 PWC Keep Alive Statistics (EE Only) ..ooeeeeieiiininiiiieie
TABLE 16-29 PWC DNS Statistics (EE only) .o
TABLE 16-30 PWC Thread Pool Statistics (EE only) ...
TABLE 16-31 PWC Connection Queue Statistics (EE only) ..............c.........
TABLE 16-32 PWCHTTP Service Statistics (EE only) ...
TABLE 16-33 TOPLEVEL o
TABLE 16-34 Applications Level ...,
TABLE 16-35 Applications - Enterprise Applications and Standalone Modules
TABLE 16-36 HT'TP-Service Level ...
TABLE 16-37 Thread-Pools Level ...
TABLE 16-38 Resources Level ...t
TABLE 16-39 ‘I'ransaction-Service Level ........cccviiviiiniiniiininniinniinnicnnnns
TABLE 16-40 ORB LEVEL ..ottt
TABLE 16-41 J A\ B S <] R

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide «

May 2008



Examples

EXAMPLE 16-1 Applications NOde IT€€ StrUCUTE ......cocveieiiniiiiiiiiiiic 253
EXAMPLE 16-2 HT'TP Service Schematic (Platform Edition Version) .......ccccceeeeeeeeeeeeeeeeeeeeeenennns 254
EXAMPLE 16-3 H1'1'P Service Schematic (Enterprise EAItIOn VErsion) ......c..ceeeeiinieiiieininnnns 254
EXAMPLE 16-4 Resources SChematic ....ociiviiiiiiiiiniiiiiiiiiiii e 254
EXAMPLE 16-5 Connector Service SChemMaticC .....cocviveeriiiiiiiiieteeeeeee e 255
EXAMPLE 16-6 JIMLS Service SChEeMALIC ..covviiiiiiiiiiiiiiiiiii e 255
EXAMPLE 16-7 ORB SChemMATIC ..eoiiiiiiiiiiiiiiiiiiiitt e 255
EXAMPLE 16-8 ‘Thread PoolSchematic ..o 256



20



Preface

Use this portion of the template to cite the Book Title, and identify precisely what the book
provides for the reader. For example, one book might explain in detail how to perform the basic
duties of administrating a system, while another book concentrates on devices only. Identify the
book's place in the document set, but do not list the other documents here. Use one or two
paragraphs to provide a preliminary explanation of your book.

Who Should Use This Book

Identify the audience. Use this text to promote the features of the document that are particularly
useful to the target audience. If other books cover similar information for a different audience,
direct the reader to those books. For example, if this document is targeted for entry users,
indicate the books that developers might want to read for more in-depth information.

The audience description might include the following information:

= Required knowledge, such as a specific programming language

= Required experience or familiarity with the Solaris operating environment or a hardware
platform

= Definition of the type of user or functional responsibility, such as applications programmer,
system administrator, or field engineer

= Terms that relate to the tasks the user might perform

[Editor's note: Resist any temptation to write “Those of you...,” “Some of you...,” or similar
wording. Remember, only one person at a time is reading.]

Before You Read This Book

If the reader must be familiar with other books before reading this book, list those books here:

= Sun Editorial Style Guide
= Epic User's Guide
= SGML Writer's Guide

This section is not intended for recommended reading. You include that information in a later
section.
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Preface

If the reader must know how to do something or must have completed some task before using
this book, provide that information here.

How This Book Is Organized

List your chapters and appendixes here. Write a description of one or two sentences for each
chapter and appendix:

Note - In your book, make these items live cross-references.

Chapter 1 provides an overview of the SunFoo product.

Chapter 2 discusses how to program for the SunFoo product.

Chapter 3 describes the commands used in the SunFoo product.

Appendix A provides tables containing keyboard shortcuts and other helpful information.

Glossary is a list of words and phrases found in this book and their definitions.

Related Books

List titles of Sun documents that are related to this manual. For example, do not recommend the
entire system administration set here. Also list third-party books, and their authors and
publishers, that are mentioned in the text or that readers might find useful.

= SunFoo Installation Guide
= SunFoo Developer's Guide
= Programming With the SunFoo Language

Related Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.
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Note - Sun is not responsible for the availability of third-party web sites mentioned in this

document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available

on or through such sites or resources.

Documentation, Support, and Training

Sun Function Description

Documentation http://www.sun.com/documentation/ Download PDF and HTML
documents, and order printed
documents

Support and http://www.sun.com/supportraining/ Obtain technical support,

Training download patches, and learn

about Sun courses

Typographic Conventions

The following table describes the typographic changes that are used in this book.

TABLEP-1 Typographic Conventions

Typeface or Symbol

Meaning

Example

AaBbCc123

The names of commands, files, and directories,
and onscreen computer output

Edit your . login file.
Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123

What you type, contrasted with onscreen
computer output

machine name% su

Password:

AaBbCcl23

Command-line placeholder: replace with a real
name or value

The command to remove a file is rm
filename.
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TABLEP-1 Typographic Conventions (Continued)
Typeface or Symbol Meaning Example
AaBbCcl23 Book titles, new terms, and terms to be Read Chapter 6 in the User's Guide.

emphasized

Perform a patch analysis.
Do not save the file.

[Note that some emphasized items
appear bold online.]

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the
C shell, Bourne shell, and Korn shell.

TABLEP-2  Shell Prompts

Shell

Prompt

C shell prompt

machine_name%

C shell superuser prompt

machine name#

Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt #
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CHAPTER 1

Getting Started

This chapter describes the Sun Java System Application Server and introduces basic
administration tasks. This chapter contains following sections:

= “About the Sun Java System Application Server” on page 25
= “Application Server Configuration” on page 29

= “Application Server Instances” on page 31

= “Configuration Changes” on page 36

About the Sun Java System Application Server

= “What is the Application Server?” on page 25
= “Application Server Architecture” on page 26
= “Tools for Administration” on page 28

What s the Application Server?

The Application Server provides a robust J2EE platform for the development, deployment, and
management of enterprise applications. Key features include transaction management,
performance, scalability, security, and integration. The Application Server supports services
from Web publishing to enterprise-scale transaction processing, while enabling developers to
build applications based on JavaServer Pages (JSP), Java servlets, and Enterprise JavaBeans
(EJB) technology.

The Application Server Platform Edition is free for development, production deployment, and
redistribution. For more information on redistribution, please visit
http://www.sun.com/software/products/appsrvr/appsrvr_oem.xml.
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Application Server Architecture

This section describes Figure 1-1, which shows the high-level architecture of the Application
Server.
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FIGURE 1-1 Application Server Architecture

= Containers - A container is a runtime environment that provides services such as security
and transaction management to J2EE components. Figure 1-1 shows the two types of J2EE
containers: Web and EJB. Web components, such as JSP pages and servlets, run within the
Web container. Enterprise beans, the components of EJB technology, run within the EJB
container.
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Client Access - At runtime, browser clients access Web applications by communicating
with the Web server via HTTP, the protocol used throughout the internet. The HTTPS
protocol is for applications that require secure communication. Enterprise bean clients
communicate with the Object Request Broker (ORB) through the IIOP or IIOP/SSL (secure)
protocols. The Application Server has separate listeners for the HTTP, HTTPS, IIOP, and
ITOP/SSL protocols. Each listener has exclusive use of a specific port number.

Web Services - On the J2EE platform, it is possible to deploy a Web application that
provides a Web service implemented by Java API for XML-Based RPC (JAX-RPC). A J2EE
application or component can also be a client to other Web services. Applications access
XML registries through the Java API for XML Registries (JAXR).

Services for Applications - The J2EE platform was designed so that the containers provide
services for applications. Figure 1-1 shows the following services:

= Naming - A naming and directory service binds objects to names. A J2EE application
locates an object by looking up its JNDI name. JNDI stands for the Java Naming and
Directory Interface APL

= Security - The Java Authorization Contract for Containers (JACC) is a set of security
contracts defined for the J2EE containers. Based on the client’s identity, the containers
restrict access to the container’s resources and services.

Transaction management - A transaction is an indivisible unit of work. For example,
transferring funds between bank accounts is a transaction. A transaction management
service ensures that a transaction either completes fully or is rolled back.

Access to External Systems

The J2EE platform enables applications to access systems that are outside of the application
server. Applications connect to these systems through objects called resources. One of the
responsibilities of an administrator is resource configuration. The J2EE platform enables access
to external systems through the following APIs and components:

JDBC - A database management system (DBMS) provides facilities for storing, organizing,
and retrieving data. Most business applications store data in relational databases, which
applications access via the JDBC APIL The information in databases is often described as
persistent because it is saved on disk and exists after the application ends. The Application
Server bundle includes the PointBase DBMS.

Messaging - Messaging is a method of communication between software components or
applications. A messaging client sends messages to, and receives messages from, any other
client. Applications access the messaging provider through the Java Messaging Service
(JMS) API. The Application Server includes a JMS provider.

Connector - The J2EE Connector architecture enables integration between J2EE
applications and existing Enterprise Information Systems (EIS). An application accesses an
EIS through a portable J2EE component called a connector or resource adapter.

JavaMail - Through the JavaMail API, applications connect to an SMTP server in order to
send and receive email.
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= Server Administration -The lower right-hand corner of Figure 1-1 shows some of the tasks
performed by the administrator of the Application Server. For example, an administrator
deploys (installs) applications and monitors the server’s performance. These tasks are
performed with the administration tools provided by the Application Server.

See Also:

Tools for Administration

= The Application Server includes three administrative tools:

= “Admin Console” on page 28
= “asadmin Utility” on page 29
= “Application Server Management Extension (AMX)” on page 29

Admin Console

The Admin Console is a browser-based tool that features an easy-to-navigate interface and
online help. This manual provides step-by-step instructions for using the Admin Console. The
administration server must be running to use the Admin Console.

When the Application Server was installed, you chose a port number for the server, or used the
default port of 4848. You also specified a user name and master password.

To start the Admin Console, in a web browser type:
http://hostname:port

For example:

http://kindness.sun.com:4848

If the Admin Console is running on the machine on which the Application Server was installed,
specify localhost for the host name.

On Windows, start the Application Server Admin Console from the Start menu.

The installation program creates the default administrative domain (named domain1) with the
default port number 4848, as well as an instance separate from the domain administration
server (DAS). After installation, additional administration domains can be created. Each
domain has its own domain administration server, which has a unique port number. When
specifying the URL for the Admin Console, be sure to use the port number for the domain to be
administered.
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asadmin Utility

The asadmin utility is a command-line tool. Use the asadmin utility and the commands
associated with it to perform the same set of tasks that can be performed in the Admin Console.
For example, start and stop domains, configure the server, and deploy applications.

Use these commands either from a command prompt in the shell, or call them from other
scripts and programs. Use these commands to automate repetitive administration tasks.

To start the asadmin utility:

$ asadmin

To list the commands available within asadmin:

asadmin> help

It is also possible to issue an asadmin command at the shell’s command prompt:
$ asadmin help

To view a command’s syntax and examples, type help followed by the command name. For
example:

asadmin> help create-jdbc-resource

The asadmin help information for a given command displays the UNIX man page of the
command. These man pages are also available in HTML format.

Application Server Management Extension (AMX)

The Application Server Management eXtension is an API that exposes all of the Application
Server configuration and monitoring JMX managed beans as easy-to-use client-side dynamic
proxies implementing the AMX interfaces.

For more information on using the Application Server Management Extension, see the JMX
chapter in the Application Server Developer's Guide.

Application Server Configuration

= “Configuring the Application Server” on page 30
= “Restarting the Server or Domain” on page 31
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Configuring the Application Server

Application Server domains are logical or physical units created to help the administrator
manage a system configuration. A domain is broken down into smaller units including
instances and node agents. A server instance is a single Java Virtual Machine (JVM) that runs
the Application Server on a single physical machine. Each domain has one or more instances. A
domain must also have at least one associated node agent for the instance to function properly.
Domains can be grouped together to create a cluster. Clusters allow the administrator to
manage groups of hardware and software.

Creating a Domain

Domains are created using the create-domain command. The following example command
creates a domain named mydomain. The administration server listens on port 1234 and the
administrative user name is hanan. The command prompts for the administrative and master
passwords.

$ asadmin create-domain --adminport 80 --adminuser hanan mydomain
To start the Admin Console for mydomain domain, in a browser, enter the following URL:
http://hostname: 80

For the preceding create-domain example, the domain’s log files, configuration files, and
deployed applications now reside in the following directory:

domain-root-dir/mydomain

To create the domain’s directory in another location, specify the - -domaindir option. For the
full syntax of the command, type asadmin help create-domain.

Deleting aDomain

Domains are deleted using the asadmin delete-domain command. Only the operating system
user (or root) who can administer the domain can execute this command successfully. To delete
a domain named mydomain, for example, type the following command:

$ asadmin delete-domain mydomain
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Listing Domains

The domains created on a machine can be found using the asadmin list-domains command.
To list the domains in the default domain-root-dir directory, type this command:

$ asadmin list-domains

To list domains that were created in other directories, specify the - -domaindir option.

Restarting the Server or Domain

Restarting the server is the same as restarting the domain. To restart the domain or server, stop
and start the domain.

Application Server Instances

“About Application Server Instances” on page 31
“Application Server Advanced Settings” on page 33
“Instance Specific Configuration Properties” on page 34
“Recovering Transactions” on page 36

About Application Server Instances

The Application Server creates one application server instance, called server at the time of
installation. You can delete the server instance and create a new instance with a different name
if you prefer.

Each Application Server instance has its own J2EE configuration, J2EE resources, application
deployment areas, and server configuration settings. Changes to one application server instance
have no effect on other application server instances. You can have many application server
instances within one administrative domain.

For many users, one application server instance meets their needs. However, depending upon
your environment, you might want to create one or more additional application server
instances. For example, in a development environment you can use different application server
instances to test different Application Server configurations, or to compare and test different
application deployments. Because you can easily add or delete an application server instance,
you can use them to create temporary “sandbox” areas to experiment with while developing.

In addition, for each application server instance you can also create virtual servers. Within a
single installed application server instance you can offer companies or individuals domain
names, IP Addresses, and some administration capabilities. For the users, it is almost as if they
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have their own web server, without the hardware and basic server maintenance. These virtual
servers do not span application server instances. For more information about virtual servers,
see “To configure the JVM general settings” on page 301.

In operational deployments, for many purposes you can use virtual servers instead of multiple
application server instances. However, if virtual servers do not meet your needs, you can also
use multiple application server instances.

An Application Server instance is not started automatically. Once you start an instance, the
instance runs until you stop it. When you stop an application server instance, it stops accepting
new connections, then waits for all outstanding connections to complete. If your machine
crashes or is taken offline, the server quits and any requests it was servicing may be lost.

Viewing General Server Information

From the General Tab you can perform the following tasks:

= Click Stop Instance to stop the instance.
= Click View Log Files to open the server log viewer.
= Click Rotate Log File to rotate the log file for the instance.

This action schedules the log file for rotation. The actual rotation takes place the next time
an entry is written to the log file. The rotation happens immediately for the default server
(the DAS) but is delayed for other stand-alone server.

= Click JNDI Browsing to browse the JNDI tree for a running instance.

= Click Recover Transactions to recover incomplete transactions.

In addition, you can select the following tabs to perform these additional tasks:

= JVM Settings Tab: configure the JVM general settings used by the Application Server.
= Properties Tab: configure instance specific properties.
= Logging Tab: configure the logging levels used by the Application Server.

= Monitor Tab: view monitoring data for JVM, Server, Thread Pools, HTTP Service, and
Transaction Service.

= Advanced Tab: set general properties for deploying applications.

See Also:

= “To configure the JVM general settings” on page 301

= “Instance Specific Configuration Properties” on page 34
= “To configure general logging settings” on page 246

= “Application Server Advanced Settings” on page 33
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Application Server Advanced Settings

The Application Server Advanced settings allow you to set general properties for deploying
applications. These properties enable you to ensure and monitor that changes to deployed
applications are detected and the modified classes reloaded.

Setting Applications Configurations

If dynamic reloading is enabled, the server periodically checks for changes in the files of the
deployed application and automatically reloads the application with the changes. Dynamic
reloading is useful in a development environment because it allows code changes to be tested
quickly. In a production environment, however, dynamic reloading may degrade performance.

To configure dynamic reloading from the Applications Configuration page, configure the
following:

= Reload: Enable or disable dynamic reloading with the Enabled checkbox.

= Reload Poll Interval: Specify how often the server checks for changes in the deployed
applications.

= Admin Session Timeout: Specify the amount of time before the Admin Session times out
and you have to log in again.

To configure auto deploy settings
The auto deploy feature enables you to deploy a prepackaged application or module by copying
it to the domain-dir/autodeploy directory.

For example, copy a file named hello.war to the domain-dir/autodeploy directory. To
undeploy the application, remove the hello.war file from the autodeploy directory.

Go to the Applications Configuration page.
Enable or disable auto deploy by selecting or deselecting the Enabled checkbox.

In the Auto Deploy Poll Interval field, specify how often the server checks the auto deploy
directory for application or module files.

Changing the poll interval does not affect the amount of time it takes to deploy an application or
module.

In the Auto Deploy directory, if you specify the directory where you build your application, then
you won't have to copy the file to the default auto deploy directory.

The default is a directory called domain-dir/autodeploy.
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To run the verifier before deployment, select the Verifier Enabled checkbox.

The verifier examines the structure and content of the file. Verification of large applications is
often time-consuming.

To precompile JSP pages, select the JSPs checkbox.

If you do not select this checkbox, the JSP pages are compiled at runtime when they are first
accessed. Because compilation is often time-consuming, in a production environment select
this checkbox.

Click the Add Property button to specify additional settings.

Setting Domain Attributes

The following domain attributes properties are available.

TABLE 1-1 Domain Attributes values

Property Definition

com.sun.aas.installRoot Directory where the application server is installed.

com.sun.aas.instanceRoot Top level directory for a server instance.

com.sun.aas.hostName Name of the host (machine).

com.sun.aas.javaRoot .J2SE installation directory.

com.sun.aas.imgLib Library directory of the Sun Java System Message Queue software.

com.sun.aas.configName Name of the configuration being used by a server instance.

com.sun.aas.instanceName Name of the server instance. This property is not available for the default-config
can be used for customized configurations.

com.sun.aas.clusterName Name of the cluster. This property is only set on the clustered server instances. T
property is not available for the default-config but can be used for customized
configurations.

com.sun.aas.domainName Name of the domain. This property is not available for the default-config but ca
used for customized configurations.

See Also:

= “To configure the JVM general settings” on page 301
= “Instance Specific Configuration Properties” on page 34

Instance Specific Configuration Properties

The instance specific Configuration Properties override the values for this instance.
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Note - The default values are defined in the configuration bound to the instance.

See Also:

= Configurations Created when Creating Instances or Clusters

To revert the value back to the default value

Remove the override value.

Click Save.

If no override value is set, the default value is used.

To add instance properties

Click the Add Property button to specify additional settings.

The following property attribute name/value pairs for configuring the resource are available:

Property

Definition

HTTP_LISTENER_PORT

This port is used to listen for HTTP requests. This property specifies the
number for http-listener-1. Valid values are 1-65535. On UNIX, creating
that listen on ports 1-1024 requires superuser privileges.

HTTP_SSL_LISTENER_PORT

This port is used to listen for HTTPS requests. This property specifies the
number for http-listener-2. Valid values are 1-65535. On UNIX, creating
that listen on ports 1-1024 requires superuser privileges.

IIOP_LISTENER_PORT

This property specifies which ORB listener port for IIOP connections or!
listens on.

IIOP_SSL_LISTENER_PORT

This port is used for secure IIOP connections.

JMX_SYSTEM_CONNECTOR_PORT

This property specifies the port number on which the JMX connector list
values are 1-65535. On UNIX, creating sockets that listen on ports 1-102:
superuser privileges.

IIOP_SSL MUTUALAUTH_PORT

This property specifies which ORB listener port for IIOP connections the
listener called SSL_ MUTUALAUTH listens on.

To delete properties

Click the for the property you wish to delete.

Click the Delete Property button.
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Recovering Transactions

Transactions might be incomplete either because the server crashed or a resource manager
crashed. It is essential to complete these stranded transactions and recover from the failures.
Application Server is designed to recover from these failures and complete the transactions
upon server startup.

If the selected server is running, then recovery will be done by the same server. If the selected
server is not running, then the selected Destination Server will do the recovery.

Configuration Changes

= “Changing Application Server Configuration” on page 36

= “Ports in the Application Server” on page 37

= “To view port numbers” on page 38

= “To change the Administrative Server port” on page 38

“To change an HT'TP port” on page 39

“To change an IIOP port” on page 39

“To configure a JMX connector using the Admin Service” on page 40
“To edit the JMX connector configuration” on page 40

“Changing the J2SE Software” on page 41

Changing Application Server Configuration

When making any of these configuration changes, restart the server for the changes to take

effect:

= Changing JVM options

= Changing port numbers

= Managing HTTP, IIOP, and JMS services
= Managing thread pools

For instructions, see “Restarting the Server or Domain” on page 31.

With dynamic configuration, most changes take effect while the server is running. To make the
following configuration changes, do NOT restart the server:

Deploying and undeploying applications

Adding or removing JDBC, JMS, and Connector resources and pools
Changing logging levels

Adding file realm users

Changing monitoring levels

Enabling and disabling resources and applications
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Note that the asadmin reconfig command has been deprecated and is no longer necessary.
Configuration changes are applied to the server dynamically.

See Also:

= “Ports in the Application Server” on page 37

“To view port numbers” on page 38

“To change the Administrative Server port” on page 38
“To change an HTTP port” on page 39

“To change an IIOP port” on page 39

Ports in the Application Server

The following table describes the port listeners of the Application Server.

TABLE1-2  Application Server Listeners that Use Ports

Listener Default Port Number | Description

Administrative 4848 A domain’s administrative server is accessed by the Admin Console and the asadmin utility.

server For the Admin Console, specify the port number in the URL of the browser. When
executing an asadmin command remotely, specify the port number with the --port option.

HTTP 8080 The Web server listens for HTTP requests on a port. To access deployed Web applications
and services, clients connect to this port.

HTTPS 8181 Web applications configured for secure communications listen on a separate port.

IIOP Remote clients of enterprise beans (EJB components) access the beans through the IIOP
listener.

IIOP, SSL Another port is used by the IIOP listener configured for secure communications.

IIOP, SSL and Another port is used by the IIOP listener configured for mutual (client and server)

mutual authentication.

authentication

See Also:

= “Toview port numbers” on page 38

= “To change the Administrative Server port” on page 38
= “To change an HTTP port” on page 39

= “T'o change an IIOP port” on page 39
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v Toview port numbers

1 Inthe tree component, select an instance under the Standalone Instances node.
2 Selectthe Properties tab.

3 Onthelnstance Specific page, the default port numbers are identified. It is possible to set the
configuration to override these values.

SeeAlso = “Portsin the Application Server” on page 37
= “To change the Administrative Server port” on page 38
= “To change an HTTP port” on page 39
= “To change an IIOP port” on page 39

v To change the Administrative Server port

1 Inthetree component, expand the Configurations node.

2 Expand the server-config (Admin Config) node.

3 Expandthe HTTP Service node.

4 Expandthe HTTP Listeners node.

5 Select the admin-listener node.

6 OntheEdit HTTP Listener page, change the value of the Listener Port field.

7 Restarttheserver.

SeeAlso = “Portsin the Application Server” on page 37
= “To view port numbers” on page 38
= “To change an HTTP port” on page 39
= “To change an IIOP port” on page 39
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SeeAlso

SeeAlso

To change an HTTP port

In the tree component, expand the HTTP Service node.

Expand the HTTP Listeners node.

Select the HTTP listener whose port number you want to change.

On the Edit HTTP Listener page, change the value of the Listener Port field.
Click Save.

Restart the server.

“Ports in the Application Server” on page 37

“To view port numbers” on page 38

“To change the Administrative Server port” on page 38
“To change an IIOP port” on page 39

To change an IIOP port

In the tree component, expand the Configurations node.

Expand the server-config (Admin Config) node.

Expand the ORB node.

Expand the lIOP Listeners node.

Select the listener whose port number you want to change.

On the Edit IIOP Listener page, change the value of the Listener Port field.
Click Save.

Restart the server.

“Ports in the Application Server” on page 37

“To view port numbers” on page 38

“To change the Administrative Server port” on page 38
“To change an HTTP port” on page 39
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v

To configure a JMX connector using the Admin Service

Use the Admin Service to configure a JSR-160 compliant remote JMX connector, which handles
communication between the domain administration server and the node agents, which manage
server instances on a host machine, for remote server instances.

The Admin Service determines whether the server instance is a regular instance, a domain
administration server (DAS), or a combination. A DAS is similar to a J2EE server instance,
except that user applications and resources are not deployed to a DAS, though it is capable of
serving user application requests. The only significant difference between a DAS and a J2EE
Server Instance is that the former can not be a part of a cluster, the homogeneous unit of server
instances. In the Platform Edition, there is only one server instance, and it is a combination.

Select Configurations from the tree.
Select Admin Service from the tree.

From the Type drop-down menu, select what you want the Admin service to configure: DAS,
DAS and server, or server. Selecting DAS and server is the same as selecting DAS.

In the JMX Connector Name field, enter the name of the JMX connector used internally. The
name of the connector is system.

To edit the JMX connector configuration

With the Edit JMX Connector screen, you can edit the configuration of the JSR-160 compliant
JMX Connector.

Select Configurations from the tree.
Expand the Admin Service node and click system, which is the JMX connector used internally.

Enter the port of the JMX connector server.

The JMX service URL is a function of the protocol, port, and address, as defined by the JSR-160
1.0 Specification.

Enter the protocol that this JMX connector should support.

The Application Server version 8.1 supports the rmi_j rmp protocol only.

In the Realm Name field, enter the name that represents the special administrative realm.
All authentication is handled by this realm.
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See Also

SeeAlso

Select the Enabled checkbox to indicate that transport layer security should be used in the JMX
connector.

If you enable transport layer security, fill out the SSL section by following the instructions in
“To configure security for the Admin Service’s JMX connector” on page 175.

Changing the J2SE Software

The Application Server relies on the Java 2 Standard Edition (J2SE) software. When the
Application Server was installed, the directory for the J2SE software was specified. For
instructions on changing the J2SE software, see “T'o configure the JVM general settings” on
page 301.

Using Online Help

The Admin Console’s online help is context-sensitive: When clicking the Help link in the upper
right corner, the help browser window displays a topic related to the current Admin Console
page. If the current page has no help information, the Using Online Help topic is displayed.

The online help includes conceptual topics that are not context-sensitive. To view one of these
topics, select it from the table of contents in the help browser window.

To go back to the previous help screen
From within the help browser window, right-click to display a selection menu.

Select Back.

= “What is the Application Server?” on page 25

= Ifyoudo not find the information you're looking for, check the Application Server
Administration Guide.

Further Information

= Sun Microsystems Worldwide Training - Over 250,000 students each year are trained by
Sun and its authorized centers through Web-based courses and at over 250 training sites
located in more than 60 countries. For more information, see: http://training.sun.com/.

»  The J2EE 1.4 Tutorial - Written for developers, the tutorial has administrative instructions
for configuring JMS, setting up JavaMail resources, and managing security. To access the
tutorial, go to: http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.
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Application Server Developer’s Guide - This guide contains development information that is
specific to the Application Server.

The asadmin man pages - Available in HTML format, these pages include syntax and
examples for all the application server utilities including the asadmin utility commands.

Application Server Release Notes

docs.sun.com: Sun Product Documentation - From this site you can search for and access all
of our product documentation: http://docs.sun.com/.

J2EE 1.4 Documentation page - Located on our public Web site, this page has links to the
technical documentation for the J2EE 1.4 platform:
http://java.sun.com/j2ee/1.4/docs/.

The Quick Start Guide - This document shows you how to deploy and run a simple Web
application. The guide is in the install-dir/docs/QuickStart . html file.
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L K R 4 CHAPTER 2

Deploying Applications

This chapter explains how to deploy (install) J2EE applications on the Application Server. This
chapter contains following sections:

“About Deployment” on page 43

“Admin Console Tasks for Deploying Applications” on page 46

“Admin Console Tasks for Listing, Undeploying, and Enabling Applications” on page 59
“Deployment Methods for Developers” on page 62

About Deployment

= “The Deployment Life Cycle” on page 43
= “Types of J2EE Archive Files” on page 44
= “Naming Conventions” on page 45

The Deployment Life Cycle

After installing the Application Server and starting a domain, you can deploy (install) J2EE
applications and modules. During deployment and as the application is changed, an application
or module can go through the following stages:

1. Initial Deployment
Before deploying an application or module, start the domain.

Deploy (install) an application or module. Because applications and modules are packaged
in archive files, specify the archive file name during deployment.

If you deploy to server instances or clusters, the application or module exists in the domain’s
central repository and is referenced by any clusters or server instances you deployed to as
targets.
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You can also deploy to the domain using the asadmin deploy command, not the Admin
Console. If you deploy the application or module only to the domain, it exists in the
domain’s central repository, but no server instances or clusters reference it until you add
references, as explained in “The Deployment Life Cycle” on page 43.

Deployment is dynamic: you don’t need to restart the server instance after deploying
application or module for applications to be available. If you do restart, all deployed
applications and modules are still deployed and available.

2. Enabling or Disabling

By default, a deployed application or module is enabled, which means that it is runnable and
can be accessed by clients. To prevent access, disable the application or module. A disabled
application or module is not uninstalled from the domain and can be easily enabled after
deployment.

3. Redeployment

To replace a deployed application or module, redeploy it. Redeploying automatically
undeploys the previously deployed application or module and replaces it with the new one.

4. Undeployment

To uninstall an application or module, undeploy it.

See Also:

= “To deploy an enterprise application” on page 46

= “To deploy a web application” on page 48

= “To deploy an EJB module” on page 51

= “To deploy an application client module” on page 57

= “To deploy a connector module” on page 53

= “To create alifecycle module” on page 55

= “To deploy an application client module” on page 57

= “To undeploy an application or module” on page 61

= “To enable or disable an application or module” on page 61

Types of J2EE Archive Files

A software provider packages an application or module into a archive file. To deploy the
application or module, specify the archive file name. The content and structure of the archive
file is defined by the specifications of the J2EE platform. Types of J2EE archive files are as
follows:

= Web Application Archive (WAR): A WAR file consists of Web components such as servlets
and JSPs, as well as static HTML pages, JAR files, tag libraries and utility classes. A WAR file
name has the .war extension.
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=  EJBJAR: The EJB JAR file contains one or more enterprise beans, the components used for
EJB technology. The EJB JAR file also includes any utility classes needed by the enterprise
beans. The name of an EJB JAR file has the . jar extension.

= J2EE Application Client JAR: This JAR file contains the code for a J2EE application client,
which accesses server-side components such as enterprise beans via RMI/IIOP. In the
Admin Console, a J2EE application client is referred to as an “application client” The name
of the J2EE application client JAR file has the . jar extension.

= Resource Adapter Archive (RAR): A RAR file holds a resource adapter. Defined by the J2EE
Connector Architecture specifications, a resource adapter is a portable component that
enables enterprise beans, Web components, and application clients to access resources and
foreign enterprise systems. A resource adapter is often referred to as a connector. A RAR file
name has the . rar extension.

= Enterprise Application Archive (EAR): An EAR file holds one or more WAR, EJB JAR, RAR
or J2EE Application Client JAR files. An EAR file name has the . ear extension.

The software provider might assemble an application into a single EAR file or into separate
WAR, EJBJAR, and application client JAR files. In the administration tools, the deployment
pages and commands are similar for all types of files.

Naming Conventions

In a given domain, the names of deployed applications and modules must be unique.

= If deploying using the Admin Console, specify the name in the Application Name field.

= If deploying using the asadmin deploy command, the default name of the application or
module is the prefix of the JAR file that you are deploying. For example, for the hello.war
file, the Web application name is hello. To override the default name, specify the - -name
option.

Modules of different types can have the same name within an application. When the application
is deployed, the directories holding the individual modules are named with _jar,_warand _rar
suffixes. Modules of the same type within an application must have unique names. In addition,
database schema file names must be unique within an application.

Using a Java package-like naming scheme is recommended for module filenames, EAR
filenames, module names as found in the <module-name> portion of the ejb-jar.xml files, and
EJB names as found in the <ejb-name> portion of the ejb- jar.xml files. The use of this
package-like naming scheme ensures that name collisions do not occur. The benefits of this
naming practice apply not only to the Application Server, but to other J2EE application servers
as well.

JNDI lookup names for EJB components must also be unique. Establishing a consistent naming
convention might help. For example, appending the application name and the module name to
the EJB name is one way to guarantee unique names. In this case,
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mycompany . pkging.pkgingEJB.MyEJB would be the JNDI name for an EJB in the module
pkgingEJB. jar, which is packaged in the application pkging.ear.

Make sure package and file names do not contain spaces or characters that are illegal for the
operating system.

Admin Console Tasks for Deploying Applications
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“To deploy an enterprise application” on page 46
“To deploy a web application” on page 48

“To launch a deployed web application” on page 50
“To deploy an EJB module” on page 51

“To deploy an application client module” on page 57
“To deploy a connector module” on page 53

“To create a lifecycle module” on page 55

“To deploy an application client module” on page 57

To deploy an enterprise application

An enterprise application is packaged in an EAR file, a type of archive file that contains any type
of J2EE stand-alone modules, such as WAR and E]JB JAR files.

In the tree component, expand the Applications node.
Select the Enterprise Applications node.
On the Enterprise Applications page, click Deploy.

On the Deployment page, specify the location of the EAR file to deploy.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

= |fthefileresides on oris accessible from the client machine, click the radio button to specify
apackage file to upload to the Application Server.

Click Browse to browse to the file, or type the full path to the file.

= Ifthefileresides on the server machine, or to deploy an unpackaged application froman
exploded directory, click the radio button to specify a package file or a directory path that
must be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not recommended for production environments.
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More Information

SeeAlso

Click Next to display the Deploy Enterprise Application page.
On the Deploy Enterprise Application page, specify the settings for the application.

a. Inthe Application Name field, either retain the default name, which is the prefix of the file
name, or type another name.

The default name appears if you chose to upload a file. The application name must be
unique.

b. IntheVirtual Servers field, you can replace the default server.

To view the available virtual servers, in the tree component select Configuration -> HTTP
Service -> Virtual Servers.

¢. Todisable the application so that is unavailable after deployment, select the Disabled radio
button.

By default, an application is available as soon as it is deployed.

d. Ifthe application has already been deployed, select the Redeploy checkbox to redeploy it;
otherwise you see an error.

You can also choose a different application name and deploy it under a new name.

e. To verify the structure and contents of the file before deployment, select the Verifier
checkbox.

Verification of large applications can be time-consuming. Verify the file if you suspect it is
corrupt or non-portable.

f. Toprecompile JSP pages, select the JSPs checkbox.

If you do not select this checkbox, the JSP pages are compiled at runtime when they are first
accessed. Because compilation is often time-consuming, in a production environment select

this checkbox.

g. Choose whether to generate RMI stubs.

If you choose to generate RMI stubs, static RMI-IIOP stubs are generated and put into the
client JAR file.

Click OK to deploy the application.

Equivalent asadmin command

deploy
= “To undeploy an application or module” on page 61
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= “To enable or disable an application or module” on page 61
= “To edit a deployed enterprise application” on page 48

v To edit a deployed enterprise application

1 Inthetree component, expand the Applications node.

2 Expand the Enterprise Applications node.

3 Select the node for the deployed application.

4 OntheEnterprise Application page, change the description.

5 InEnterprise Edition, enable or disable high-availability.

If availability is enabled for an application, it must also be enabled at all higher levels (named
configuration and web container or EJB container) as well.

See Also “To view module descriptors of deployed applications” on page 60
“To deploy an enterprise application” on page 46
“To undeploy an application or module” on page 61

“To enable or disable an application or module” on page 61

v To deploy a web application

A web application is packaged in a WAR file, a type of archive file that contains components
such as servlets and JSP files.

1 Inthetree component, expand the Applications node.
2 Selectthe Web Applications node.
3 OntheWeb Applications page, click Deploy.

4 Onthe Deployment page, specify the location of the WAR file to deploy.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

= Ifthe file resides on or is accessible from the client machine, click the radio button to specify
a package file to upload to the Application Server.

Click Browse to browse to the file, or type the full path to the file.
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5

6

If the file resides on the server machine, or to deploy an unpackaged application from an
exploded directory, click the radio button to specify a package file or a directory path that
must be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not recommended for production environments.

Click Next to display the Deploy Web Application page.

On the Deploy Web Application page, specify the settings for the application.

In the Application Name field, either retain the default name, which is the prefix of the file
name, or type another name.

The default name appears if you chose to upload a file. The application name must be
unique.

In the Context Root field, enter a string that identifies the Web application.

In the URL of the Web application, the context root immediately follows the port number
(http://host:port/context-root/...). Make sure that the context root starts with a
forward slash, for example: /hello.

In the Virtual Servers field, you can replace the default server.

To view the available virtual servers, in the tree component select Configuration -> HTTP
Service -> Virtual Servers.

. Todisable the application so that is unavailable after deployment, select the Disabled radio

button.

By default, an application is available as soon as it is deployed.

If the application has already been deployed, select the Redeploy checkbox to redeploy it;
otherwise you see an error.

You can also choose a different application name and deploy it under a new name.

To verify the structure and contents of the file before deployment, select the Verifier
checkbox.

Verification of large applications is often time-consuming. Verify the file if you suspect it is
corrupt or non-portable.

To precompile JSP pages, select the JSPs checkbox.

If you do not select this checkbox, the JSP pages are compiled at runtime when they are first
accessed. Because compilation is often time-consuming, in a production environment select

this checkbox.
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h. Choose whether to generate RMI stubs.

If you choose to generate RMI stubs, static RMI-IIOP stubs are generated and put into the
client JAR file.

Click OK to deploy the application.

Equivalent asadmin command

deploy

= “To undeploy an application or module” on page 61
= “To launch a deployed web application” on page 50
= “To enable or disable an application or module” on page 61

To launch a deployed web application

After deploying an application, you can launch it from the Admin Console. The server and
HTTP listener must be running for the application to launch.

In the tree component, expand the Applications node.
Click Web Applications.
Click the Launch link for the web application.

Click alink on the Web Application Links page to launch the application.

To edit a deployed web application

In the tree component, expand the Applications node.

Expand the Web Applications node.

Select the node for the deployed application.

On the Web Application page, change the context root and change the description.

In Enterprise Edition, enable or disable high-availability.

If availability is enabled for an application, it must also be enabled at all higher levels (named
configuration and web container or EJB container) as well.
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See Also

“To view module descriptors of deployed applications” on page 60
“To launch a deployed web application” on page 50

“To deploy a web application” on page 48

“To undeploy an application or module” on page 61

“To enable or disable an application or module” on page 61

To deploy an EJB module

An EJB module, also called an EJB JAR file, contains enterprise beans.
In the tree component, expand the Applications node.

Select the EJB Modules node.

On the EJB Module page, click Deploy.

On the Deployment page, specify the location of the JAR file to deploy.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

= Ifthe file resides on or is accessible from the client machine, click the radio button to specify
a package file to upload to the Application Server.

Click Browse to browse to the file, or type the full path to the file.

= Ifthe file resides on the server machine, or to deploy an unpackaged application from an
exploded directory, click the radio button to specify a package file or a directory path that
must be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not recommended for production environments.

Click Next to display the Deploy EJB Module page.
On the Deploy EJB Module page, specify the settings for the module.

a. Inthe Application Name field, either retain the default name, which is the prefix of the file
name, or type another name.

The default name appears if you chose to upload a file. The application name must be
unique.

b. Todisable the module so that is unavailable after deployment, select the Disabled radio
button.

By default, an module is available as soon as it is deployed.
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c. Ifthe module has already been deployed, select the Redeploy checkbox to redeploy it;
otherwise you see an error.

You can also choose a different application name and deploy it under a new name.

d. To verify the structure and contents of the file before deployment, select the Verifier
checkbox.

Verification of large applications can be time-consuming. Verify the file if you suspect it is
corrupt or non-portable.

e. Choose whether to generate RMI stubs.

If you choose to generate RMI stubs, static RMI-IIOP stubs are generated and put into the
client JAR file.

Click OK to deploy the module.

Equivalent asadmin command

deploy

= “To undeploy an application or module” on page 61
= “To enable or disable an application or module” on page 61

To edit a deployed EJB module
In the tree component, expand the Applications node.
Expand the EJB Modules node.

Select the node for the deployed module.

On the EJB Module page, change the description.

In Enterprise Edition, enable or disable high-availability.

If availability is enabled for a module, it must also be enabled at all higher levels (named
configuration and web container or EJB container) as well.

“To view module descriptors of deployed applications” on page 60
“To deploy an EJB module” on page 51

“To undeploy an application or module” on page 61

“To enable or disable an application or module” on page 61
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To deploy a connector module

A connector, also known as a resource adapter, is packaged in a type of archive file called a RAR
file.

In the tree component, expand the Applications node.
Select the Connector Modules node.
On the Connector Modules page, click Deploy.

On the Deployment page, specify the location of the RAR file to deploy.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

= Ifthe file resides on or is accessible from the client machine, click the radio button to specify
a package file to upload to the Application Server.
Click Browse to browse to the file, or type the full path to the file.

= Ifthe file resides on the server machine, or to deploy an unpackaged module from an
exploded directory, click the radio button to specify a package file or a directory path that
must be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not recommended for production environments.

Click Next to display the Deploy Connector Module page.
On the Deploy Connector Module page, specify the settings for the module.

a. Inthe Application Name field, either retain the default name, which is the prefix of the file
name, or type another name.

The default name appears if you chose to upload a file. The application name must be
unique.

b. IntheThread Pool Id field, specify the thread pool for the resource adapter you are
deploying.
By default, the Application Server services work requests from all resource adapters from its
default thread pool. Use this field to associate a specific user-created thread pool to service
work requests from a resource adapter.

¢. Todisable the module so thatis unavailable after deployment, select the Disabled radio
button.

By default, a module is available as soon as it is deployed.
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When you enable or disable a connector module, you also enable or disable the connector
resources and connection pools that point to the module.

d. Ifthe module has already been deployed, select the Redeploy checkbox to redeploy it;
otherwise you see an error.

You can also choose a different application name and deploy it under a new name.

e. To verify the structure and contents of the file before deployment, select the Verifier
checkbox.

Verification of large applications is often time-consuming. Verify the file if you suspect it is
corrupt or non-portable.

f. Iftheresource adapter has additional properties specified, they are displayed.
Use the table to modify the default values of these properties.

7  Click OK to deploy the module.

More Information  Equivalent asadmin command

deploy

See Also “To undeploy an application or module” on page 61

]
= “To enable or disable an application or module” on page 61
= “To Set Up EIS Access” on page 116

= “To create a JDBC connection pool” on page 71

= “To create a JDBC resource” on page 76

= “To create a thread pool” on page 240

= “About Thread Pools” on page 239

v To edit a deployed connector module

1 Inthetree component, expand the Applications node.
2 Expand the Connector Modules node.
3 Select the node for the deployed module.

4 Onthe Connector Module page, choose another thread pool or change the description.

SeeAlso = “Toview module descriptors of deployed applications” on page 60
= “To deploy a connector module” on page 53
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“To undeploy an application or module” on page 61
“To enable or disable an application or module” on page 61

To create a lifecycle module

A lifecycle module performs tasks when it is triggered by one or more events in the server
lifecycle. These server events are:

Initialization

Startup

Ready to service requests
Shutdown

Lifecycle modules are not part of the J2EE specification, but are an enhancement to the
Application Server.

In the tree component, expand the Applications node.

Select the Lifecycle Modules node.

On the Lifecycle Modules page, click New.

On the Create Lifecycle Module page, specify these settings:

a.

b.

In the Name field, type a name that denotes the function of the module.
In the Class Name field, type the fully qualified name of the lifecycle module’s class file.

If the JAR file containing the lifecycle is in the server’s classpath, leave the Classpath field
blank. Otherwise, type the fully qualified path.

If you don’t specify the classpath, you must unpack the classes in
domain-dir/applications/lifecycle-module/module-name. If you specify a classpath,
nothing else is required.

In the Load Order field, type an integer greater than 100 and less than the operating system'’s
MAXINT value.

The integer determines the order in which lifecycle modules are loaded when the server
starts up. Modules with smaller integers are loaded sooner.

When you start the server, it loads lifecycle modules that are already deployed.

By default, if a load fails, the server continues the startup operation. To prevent the server
from starting up when a load fails, select the On Load Failure checkbox.
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f. Todisable the module so that is unavailable after deployment, select the Disabled radio
button.

Because a lifecycle module is invoked at server startup, a disabled lifecycle module won’t
cease to have an effect until the server is restarted.

Click OK.

Equivalent asadmin command

create-lifecycle-module

To edit a lifecycle module

In the tree component, expand the Applications node.

Expand the Lifecycle Modules node.

Select the node for the lifecycle module.

On the Lifecycle Module page, edit the following fields:

a. IntheClass Name field, type the fully qualified name of the lifecycle module’s class file.

b. Ifthe JARfile containing the lifecycle is in the server’s classpath, then leave the Classpath
field blank. Otherwise, type the fully qualified path.

If you don’t specify the classpath, you must unpack the classes in
domain-dir/applications/lifecycle-module/module-name. If you specify a classpath,
nothing else is required.

¢. IntheLoad Order field, type an integer greater than 100 and less than the operating system’s
MAXINT value.

The integer determines the order in which lifecycle modules are loaded when the server
starts up. Modules with smaller integers are loaded sooner.

d. When you start the server, it loads lifecycle modules that are already deployed.

By default, if a load fails, the server continues the startup operation. To prevent the server
from starting up when a load fails, select the On Load Failure checkbox.

e. Change the description.

f. Define property name/value pairs by clicking Add Property.
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See Also

= “To create a lifecycle module” on page 55
= “To enable or disable an application or module” on page 61

To deploy an application client module

An application client module, also called a J2EE application client JAR file, contains the
server-side routines for the client.

In the tree component, expand the Applications node.
Select the App Client Modules node.
On the Application Client Modules page, click Deploy.

On the Deployment page, specify the location of the JAR file to deploy.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

= Ifthe file resides on or is accessible from the client machine, click the radio button to specify
a package file to upload to the Application Server.
Click Browse to browse to the file, or type the full path to the file.

= Ifthe file resides on the server machine, or to deploy an unpackaged module from an
exploded directory, click the radio button to specify a package file or a directory path that
must be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not reccommended for production environments.

Click Next to display the Deploy Application Client Module page.
On the Deploy Application Client Module page, specify the settings for the module.

a. Inthe Application Name field, either retain the default name, which is the prefix of the file
name, or type another name.

The default name appears if you chose to upload a file. The application name must be
unique.

b. Ifthe module has already been deployed, select the Redeploy checkbox to redeploy it;
otherwise you see an error.

You can also choose a different application name and deploy it under a new name.
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¢. Toverify the structure and contents of the file before deployment, select the Verifier
checkbox.

Verification of large applications can be time-consuming. Verify the file if you suspect it is
corrupt or non-portable.

d. Choose whether to generate RMI stubs.

If you choose to generate RMI stubs, static RMI-IIOP stubs are generated and put into the
client JAR file.

For the client-side routines:

= Typically, the application provider ships a JAR file containing the client-side routines.

= The application provider gets the client-side stubs by specifying the - - retrieve option
of the asadmin deploy command.

7  Click OK to deploy the module.

More Information  Equivalent asadmin command

deploy

SeeAlso = “Toundeploy an application or module” on page 61
= “To enable or disable an application or module” on page 61

v To edit a deployed application client module
1 Inthetree component, expand the Applications node.

2 Expandthe App Client Modules node.

3 Select the node for the deployed module.

4 Onthe Application Client Module page, modify the Description field.

SeeAlso = “Toview module descriptors of deployed applications” on page 60
= “To deploy an application client module” on page 57
= “T'o undeploy an application or module” on page 61
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v To specify an archive file for deployment

Click Deploy on an application or module page, to access the Deployment page. On the
Deployment page, specify the location of the archive file in which the application or module is
packaged.

The server machine is the host that is running the application server domain administration
server. The client machine is the host on which you are viewing the Admin Console through a
browser.

1 Ifthefileresides on oris accessible from the client machine, click the radio button to specify a
package file to upload to the Application Server.

Click Browse to browse to the file, or type the full path to the file.

2 Ifthefileresides on the server machine, or to deploy an unpackaged application from an
exploded directory, click the radio button to specify a package file or a directory path that must
be accessible from the server.

Type the full path name to the file or directory. Deploying from an exploded directory is for
advanced developers and is not recommended for production environments.

Admin Console Tasks for Listing, Undeploying, and Enabling
Applications

“To list deployed applications” on page 59

“To list subcomponents” on page 60

“To view module descriptors of deployed applications” on page 60
“To undeploy an application or module” on page 61

“To enable or disable an application or module” on page 61

“To configure dynamic reloading” on page 61

v Tolist deployed applications

1 Inthetree component, expand the Applications node.

2 Expandthe node for the application or module type.

To view the details of a deployed application or module either:

= In the tree component, select the node of the application or module.
= On the page, select an entry in the Application Name column.
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More Information  Equivalent asadmin command

list-components

SeeAlso  “To list subcomponents” on page 60

v Tolist subcomponents

Enterprise and Web applications, EJB Modules and Connector Modules contain
subcomponents. For example, a web application might contain one or more servlets.

1 Inthetree component, expand the Applications node.
2 Expand the node for the type of application or module for which to view descriptors.
3 Select the node for the deployed application or module.

4 Onthe Application or Module page, note the contents of the Sub Components table.

More Information  Equivalent asadmin command

list-sub-components

SeeAlso  “To list deployed applications” on page 59

v Toview module descriptors of deployed applications

For Enterprise Applications, Web Applications, EJB Modules, Connector Modules, and App
Client Modules, you can view the module deployment descriptors.

1 Inthetree component, expand the Applications node.

2 Select the node for the type of application or module for which to view descriptors.
3 Select the node for the deployed application or module.

4 Select the Descriptor tab.

5 Toseethe text of the descriptor file, click the file name.
The page displays the file contents. This information is read-only.
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More Information

To undeploy an application or module

Undeploying an application or module uninstalls it.
In the tree component, expand the Applications node.
Select the node for the type of application or module want to undeploy.

In the table listing the deployed applications, select the checkbox for the application or module
you want to undeploy.

Click Undeploy.

Equivalent asadmin command

undeploy

To enable or disable an application or module

If a deployed application or module is enabled, it is accessible by clients. If it is disabled, it is still
deployed but is not accessible by clients. By default, when you deploy an application or module,
itis enabled because the Enable on All Targets radio button is selected by default.

In the tree component, expand the Applications node.
Expand the node for the application type.

To enable a deployed application or module, select the checkbox next to the deployed
application or module.

Click Enable or Disable.

Equivalent asadmin commands

enableand disable

To configure dynamic reloading

If dynamic reloading is enabled, the server periodically checks for changes in a deployed
application and automatically reloads the application with the changes. Changes are signaled by
a date change to a file called . reload that you create manually. The applications must be
installed in domain-dir/applications/j2ee-modulesmodule-name or
domain-dir/applications/j2ee-apps/app-name
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For example:

/opt/SUNWappserver/domain/domainl/applications/j2ee-modules/webapps-simple

Dynamic reloading is useful in a development environment because it allows code changes to
be tested quickly. In a production environment, however, dynamic reloading may degrade
performance.

In the tree component, select Application Server.
Click Advanced.

On the Applications Configuration page, configure the following:

= Reload: Enable or disable dynamic reloading with the Enabled checkbox.

= Reload Poll Interval: Specify how often the server checks for changes in the deployed
applications.

= Admin Session Timeout: Specify the amount of time before the Admin Session times out
and you have to log in again.

After configuring the system to use dynamic reloading, for every application to be reloaded
dynamically, create a file called .reload and put it in the application’s directory. The file does not
have any content. When you change the application, change the date of the file (for example,
using the UNIX touch command), and the changes are reloaded automatically.

“To use auto deploy” on page 62

Deployment Methods for Developers

62

See Also:

= “To use auto deploy” on page 62

= “To use auto deploy” on page 62

= “To deploy an unpackaged application from a directory” on page 63
= “Using the deploytool Utility” on page 64

= “Using a Deployment Plan” on page 64

To use auto deploy

The auto deploy feature enables you to deploy a prepackaged application or module by copying
it to the domain-dir/autodeploy directory.
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For example, copy a file named hello.war to the domain-dir/autodeploy directory. To
undeploy the application, remove the hello.war file from the autodeploy directory.

You can also use the Admin Console or asadmin tool to undeploy the application. In that case,
the archive file remains.

In the tree component, select Application Server.

Click Advanced.

On the Applications Configuration page, configure the following:

a. Enable or disable auto deploy by selecting or deselecting the Enabled checkbox.

b. Inthe Auto Deploy Poll Interval field, specify how often the server checks the auto deploy
directory for application or module files.

Changing the poll interval does not affect the amount of time it takes to deploy an
application or module.

¢. Inthe Auto Deploy Directory, if you specify the directory where you build your application,
then you won’t have to copy the file to the default auto deploy directory.

The default is a directory called autodeploy in the server instance’s root directory.

d. Torun the verifier before deployment, select the Verifier.

The verifier examines the structure and content of the file. Verification of large applications
is often time-consuming.

e. Toprecompile JSP pages, select Precompile.

If you do not select this checkbox, the JSP pages are compiled at runtime when they are first
accessed. Because compilation is often time-consuming, in a production environment select
this checkbox.

“To configure dynamic reloading” on page 61

To deploy an unpackaged application from a directory
This feature is for advanced developers.

A directory containing an unpackaged application or module is sometimes called an exploded
directory. The contents of the directory must match the contents of a corresponding J2EE
archive file. For example, if you deploy a Web application from a directory, the contents of the
directory must be the same as a corresponding WAR file. For information about the required
directory contents, see the appropriate specifications.
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You can change the deployment descriptor files directly in the exploded directory.

If your environment is configured to use dynamic reloading, you can also dynamically reload
applications deployed from the directory. For more information, see “To configure dynamic
reloading” on page 61.

In the Admin Console, begin the deployment process. See “To deploy a web application” on
page 48.

On the Deployment page, specify the following:

a. Clickthe radio button to specify a package file or a directory path that must be accessible
from the server.

b. IntheFile Or Directory field, enter the name of the exploded directory.

Equivalent asadmin command

deploydir

= “To deploy an enterprise application” on page 46

= “To deploy an EJB module” on page 51

= “To deploy a web application” on page 48

= “To specify an archive file for deployment” on page 59

Using the deploytool Utility

Designed for software developers, the deploytool utility packages and deploys J2EE
applications and modules. For instructions on how to use deploytool, see The J2EE 1.4
Tutorial.

Using a Deployment Plan
This feature is for advanced developers.

A deployment plan is an JAR file that contains only the deployment descriptors that are specific
to the Application Server. These deployment descriptors, for example sun-application.xmt,
are described in the Application Server Developer’s Guide. The deployment plan is part of the
implementation of JSR 88: J2EE Application Deployment. Use a deployment plan to deploy an
application or module that does not contain the deployment descriptors that are specific to the
Application Server.
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To deploy using a deployment plan, specify the - -deploymentplan option of the asadmin
deploy command. The following command, for example, deploys the enterprise application in
themyrosterapp.ear file according to the plan specified by the mydeployplan. jar file.

$ asadmin deploy --user admin ---deploymentplan mydeployplan.jar myrosterapp.ear

In the deployment plan file for an enterprise application (EAR), the sun-application.xml file
is located at the root. The deployment descriptor for each module is stored according to this
syntax: module-name.sun-dd-name, where the sun-dd-name depends on the module type. Ifa
module contains a CMP mappings file, the file is named

module-name. sun-cmp-mappings.xml. A .dbschema file is stored at the root level with each
forward slash character (/) replaced by a pound sign (#). The following listing shows the
structure of the deployment plan file for an enterprise application (EAR).

$ jar -tvf mydeployplan.jar

420 Thu Mar 13 15:37:48 PST 2003 sun-application.xml

370 Thu Mar 13 15:37:48 PST 2003 RosterClient.war.sun-web.xml

418 Thu Mar 13 15:37:48 PST 2003 roster-ac.jar.sun-application-client.xml
1281 Thu Mar 13 15:37:48 PST 2003 roster-ejb.jar.sun-ejb-jar.xml

2317 Thu Mar 13 15:37:48 PST 2003 team-ejb.jar.sun-ejb-jar.xml

3432 Thu Mar 13 15:37:48 PST 2003 team-ejb.jar.sun-cmp-mappings.xml

84805 Thu Mar 13 15:37:48 PST 2003 team-ejb.jar.RosterSchema.dbschema

In the deployment plan for a web application or a module file, the deployment descriptor that is
specific to the Application Server is at the root level. If a stand-alone EJB module contains a
CMP bean, the deployment plan includes the sun-cmp-mappings.xml and . dbschema files at
the root level. In the following listing, the deployment plan describes a CMP bean.

$ jar r -tvf myotherplan.jar

3603 Thu Mar 13 15:24:20 PST 2003 sun-ejb-jar.xml

3432 Thu Mar 13 15:24:20 PST 2003 sun-cmp-mappings.xml
84805 Thu Mar 13 15:24:20 PST 2003 RosterSchema.dbschema
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JDBC Resources

This chapter explains how to configure JDBC resources, which are required by applications that
access databases. This chapter contains the following sections:

“About JDBC Resources and Connection Pools” on page 67
“Setting Up Database Access” on page 69

“About JDBC Connection Pools” on page 71

“About JDBC Resources” on page 76

“About Persistence Manager Resources” on page 79

About JDBC Resources and Connection Pools

= “IDBC Resources” on page 67
= “JDBC Connection Pools” on page 68
= “How JDBC Resources and Connection Pools Work Together” on page 68

JDBC Resources

To store, organize, and retrieve data, most applications use relational databases. J2EE
applications access relational databases through the JDBC APIL.

A JDBC resource (data source) provides applications with a means of connecting to a database.
Typically, the administrator creates a JDBC resource for each database accessed by the
applications deployed in a domain. (However, more than one JDBC resource can be created for
a database.)

To create a JDBC resource, specify a unique JNDI name that identifies the resource. (See the
section JNDI Names and Resources.) Expect to find the JNDI name of a JDBC resource in
java:comp/env/jdbc subcontext. For example, the JNDI name for the resource of a payroll
database could be java: comp/env/jdbc/payrolldb. Because all resource JNDI names are in
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the java: comp/env subcontext, when specifying the JNDI name of a JDBC resource in the
Admin Console, enter only jdbc/name. For example, for a payroll database specify
jdbc/payrolldb.

See Also:

= “INDI Names and Resources” on page 105

“JDBC Connection Pools” on page 68

“How JDBC Resources and Connection Pools Work Together” on page 68
“To create a JDBC resource” on page 76

“To edita JDBC resource” on page 77

“To delete a JDBC resource” on page 78

“To enable or disable a JDBC resource” on page 78

JDBC Connection Pools

To create a JDBC resource, specify the connection pool with which it is associated. Multiple
JDBC resources can specify a single connection pool.

A JDBC connection pool is a group of reusable connections for a particular database. Because
creating each new physical connection is time consuming, the server maintains a pool of
available connections to increase performance. When an application requests a connection, it
obtains one from the pool. When an application closes a connection, the connection is returned
to the pool.

The properties of connection pools can vary with different database vendors. Some common
properties are the database’s name (URL), user name, and password.

See Also:

= “IDBC Resources” on page 67

= “How JDBC Resources and Connection Pools Work Together” on page 68
= “To create a JDBC connection pool” on page 71

= “To edita JDBC connection pool” on page 72

= “To verify connection pool settings” on page 75

= “To delete a JDBC connection pool” on page 75

How JDBC Resources and Connection Pools Work
Together

To store, organize, and retrieve data, most applications use relational databases. J2EE
applications access relational databases through the JDBC API. Before an application can access
a database, it must get a connection.

At runtime, here’s what happens when an application connects to a database:
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1. The application gets the JDBC resource (data source) associated with the database by
making a call through the JNDI API.

Given the resource’s JNDI name, the naming and directory service locates the JDBC
resource. Each JDBC resource specifies a connection pool.

2. Viathe JDBCresource, the application gets a database connection.

Behind the scenes, the application server retrieves a physical connection from the
connection pool that corresponds to the database. The pool defines connection attributes
such as the database name (URL), user name, and password.

3. Now that it’s connected to the database, the application can read, modify, and add data to
the database.

The applications access the database by making calls to the JDBC API. The JDBC driver
translates the application’s JDBC calls into the protocol of the database server.

4. When it’s finished accessing the database, the application closes the connection.

The application server returns the connection to the connection pool. Once it’s back in the
pool, the connection is available for the next application.

See Also:

= “INDI Names and Resources” on page 105
= “IDBC Resources” on page 67

= “IDBC Connection Pools” on page 68

u

“To Set Up Database Access” on page 69

Setting Up Database Access

= “To Set Up Database Access” on page 69
= “To integrate a JDBC driver” on page 70

v To Set Up Database Access

1 Installasupported database product.
For alist of database products supported by the Application Server, see the Release Notes.

2 Installa JDBC driver for the database product.

3 Make the driver’s JAR file accessible to the domain’s server instance. See “To integrate a JDBC
driver”on page 70.

4 Create the database.

Usually, the application provider delivers scripts for creating and populating the database.
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5 Create a connection pool for the database. See “To create a JDBC connection pool” on page 71.

6 Create aJDBCresource that points to the connection pool. See “To create a JDBC resource” on
page 76.

SeeAlso = “JDBC Resources” on page 67
= “IDBC Connection Pools” on page 68
= “How JDBC Resources and Connection Pools Work Together” on page 68

v Tointegrate a JDBCdriver

A JDBC driver translates an application’s JDBC calls into the protocol of the database server.
® Tointegrate the JDBCdriver into an administrative domain, do either of the following:
= Make the driver accessible to the common class loader.

a. Copy thedriver’s JAR and ZIP files into the domain-dir/1ib directory or copy its class files
into the domain-dir/1ib/ext directory.

b. Restartthe domain.
= Make the driver accessible to the system class loader.
a. Inthe Admin Console’s tree view (left pane), select Configurations.
b. Select Application Server.
c. Select JVM Settings.
d. Onthe JVM Settings page, click the Path Settings tab.
e. Inthe Classpath Suffix field, enter the fully-qualified path name for the driver’s JAR file.
f. Click Save.

g. Restarttheserver.

SeeAlso = “To Set Up Database Access” on page 69
= “Restarting the Server or Domain” on page 31
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About JDBC Connection Pools

Before You Begin

“To create a JDBC connection pool” on page 71
“To edit a JDBC connection pool” on page 72

“To verify connection pool settings” on page 75
“To delete aJDBC connection pool” on page 75

To create a JDBC connection pool

A JDBC connection pool is a group of reusable connections for a particular database. When
creating the pool with the Admin Console, the Administrator is actually defining the aspects of
a connection to a specific database.

Before creating the pool, you must first install and integrate the JDBC driver. See “To integrate a
JDBC driver” on page 70.

When building the Create Connection Pool pages, certain data specific to the JDBC driver and
the database vendor must be entered. Before proceeding, gather the following information:

m  Database vendor name

= Resource type, such as javax.sql.DataSource (local transactions only)
javax.sql.XADataSource (global transactions)

m  Datasource class name

= Required properties, such as the database name (URL), user name, and password
In the Admin Console’s tree view (left pane), expand the Resources node.

Under Resources, expand the JDBC node.

Under JDBC, select the Connection Pools node.

On the Connection Pools page, click New.

On the first Create Connection Pool page, specify the following general settings:

a. Inthe Namefield, enter alogical name for the pool.

Specity this name when creating a JDBC resource.
b. Selectan entry from the Resource Type combo box.
c. Selectan entry from the Database Vendor combo box.

Click Next.
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More Information

72

SeeAlso

On the second Create Connection Pool page, specify the value for the DataSource Class Name
field.

If the JDBC driver has a DataSource class for the resource type and database vendor specified in
the previous page, then the value of the DataSource Class Name field is provided.

Click Next.

On the third and last Create Connection Pool page, perform these tasks:

a. Inthe General Settings section, verify that the values are correct.

b. Forthefieldsin the Pool Settings, Connection Validation, and Transaction Isolation sections,
retain the default values.
It is most convenient to change these settings at a later time. See “T'o edita JDBC connection
pool” on page 72.

¢. Inthe Additional Properties table, add the required properties, such as database name
(URL), user name, and password.

Click Finish.

Equivalent asadmin command

create-jdbc-connection-pool

“JDBC Connection Pools” on page 68

“To Set Up Database Access” on page 69

“To integrate a JDBC driver” on page 70

“To edit a JDBC connection pool” on page 72
“To verify connection pool settings” on page 75
“To delete a JDBC connection pool” on page 75

To edit a JDBC connection pool

The Edit JDBC Connection Pool page provides the means to change all of the settings for an
existing pool except its name.

In the tree component, expand the Resources node.

Under Resources, expand the JDBC node.

Under JDBC, expand the Connection Pools node.
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4 Select the node for the pool you want to edit.

5

On the Edit JDBC Connection Pool page, make any necessary changes.

a. Change general settings.

The values of the general settings depend on the specific JDBC driver that is installed. These
settings are the names of classes or interfaces in the Java programming language.

Parameter

Description

DataSource Class Name

The vendor-specific class name that implements the DataSource and / or
XADataSource APIs. This class is in the JDBC driver.

Resource Type

Choices include javax.sql.DataSource (local transactions only),
javax.sql.XADataSource (global transactions), and
java.sql.ConnectionPoolDataSource (local transactions, possible
performance improvements).

b. Change pool settings.

A set of physical database connections reside in the pool. When an application requests a
connection, the connection is removed from the pool, and when the application releases the
connection, it is returned to the pool.

Parameter

Description

Initial and Minimum Pool Size

The minimum number of connections in the pool. This value also
determines the number of connections placed in the pool when the pool is
first created or when application server starts.

Maximum Pool Size

The maximum number of connections in the pool.

Pool Resize Quantity

When the pool shrinks toward the minimum pool size it is resized in
batches. This value determines the number of connections in the batch.
Making this value too large delays connection recycling; making it too small
will be less efficient.

Idle Timeout

The maximum time in seconds that a connection can remain idle in the
pool. After this time expires, the connection is removed from the pool.

Max Wait Time

The amount of time the application requesting a connection will wait before
getting a connection timeout. Because the default wait time is long, the
application might appear to hang indefinitely.

c. Change connection validation settings.

Optionally, the application server can validate connections before they are passed to
applications. This validation allows the application server to automatically reestablish
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database connections if the database becomes unavailable due to network failure or database
server crash. Validation of connections incurs additional overhead and slightly reduces

performance.

Parameter

Description

Connection Validation

Select the Required checkbox to enable connection validation.

Validation Method

The application server can validate database connections in three ways:
auto-commit, metadata, and table.

auto-commit and metadata - The application server validates a connection
by calling the con.getAutoCommit () and con.getMetaData() methods.
However, because many JDBC drivers cache the results of these calls, they
do not always provide reliable validations. Check with the driver vendor to
determine whether these calls are cached or not.

auto-commit validation makes use of two methods for validating the
connection. getAutoCommit () is used to retrieve the current state of
auto-commit and setAutoCommit () to change the state of auto-commit.
This allows actual contact with the database to take place.

getAutomCommit () might or might not contact the database, depending on
the implementation. Actual physical connection will be wrapped for
different purposes, such as a connection pool.

Note - Databases such as Oracle do some caching for setAutoCommit (). For
such databases, actual connection validation might not happen, so
table-based validation is reccommended.

table - The application queries a database table that are specified. The table
must exist and be accessible, but it doesn't require any rows. Do not use an
existing table that has a large number of rows or a table that is already
frequently accessed.

Table Name

If you selected table from the Validation Method combo box, then specify
the name of the database table here.

On Any Failure

If you select the checkbox labelled Close All Connections, if a single
connection fails, then the application server closes all connections in the
pool and then reestablish them. If you do not select the checkbox, then
individual connections are reestablished only when they are used.

d. Change transaction isolation settings.

Because a database is usually accessed by many users concurrently, one transaction might
update data while another attempts to read the same data. The isolation level of a
transaction defines the degree to which the data being updated is visible to other
transactions. For details on isolation levels, refer to the documentation of the database

vendor.
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Parameter Description

Transaction Isolation Makes it possible to select the transaction isolation level for the connections
of this pool. If left unspecified, the connections operate with default
isolation levels provided by the JDBC driver.

Guaranteed Isolation Level Only applicable if the isolation level has been specified. If you select the
Guaranteed checkbox, then all connections taken from the pool have the
same isolation level. For example, if the isolation level for the connection is
changed programmatically (with con.setTransactionIsolation) when
last used, this mechanism changes the status back to the specified isolation
level.

e. Change properties.

In the Additional Properties table, it is possible to specify properties, such as the database
name (URL), user name, and password. Because the properties vary with database vendor,
consult the vendor’s documentation for details.

Click Save.

= “To create a JDBC connection pool” on page 71
= “To verify connection pool settings” on page 75
= “To delete a JDBC connection pool” on page 75

To verify connection pool settings
Start the database server.

Click Ping.

The Admin Console attempts to connect to the database. If an error message displays, check to
see if the database server was restarted.

® “To create aJDBC connection pool” on page 71
= “To edit a JDBC connection pool” on page 72
= “To delete a JDBC connection pool” on page 75

To delete a JDBC connection pool

In the tree component, expand the Resources node.

Under Resources, expand the JDBC node.
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Under JDBC, select the Connection Pools node.
On the Connection Pools page, select the checkbox for the pool to be deleted.

Click Delete.

Equivalent asadmin command

delete-jdbc-connection-pool

= “To create a JDBC connection pool” on page 71
= “To edita JDBC connection pool” on page 72
= “To verify connection pool settings” on page 75

About JDBC Resources

Before You Begin

76

“To create a JDBC resource” on page 76

“To edit a JDBC resource” on page 77

“To delete a JDBC resource” on page 78

“To enable or disable a JDBC resource” on page 78

To create a JDBC resource

A JDBC resource (data source) provides applications with a means of connecting to a database.

Before creating a JDBC resource, first create a JDBC connection pool. See “T'o create a JDBC
connection pool” on page 71.

In the tree component, expand the Resources node.

Under Resources, expand the JDBC node.

Under JDBC, select the JDBC Resources node.

On the JDBC Resources page, click New.

On the Create JDBC Resource page, specify the resource’s settings:

a. IntheJNDIName field, type a unique name.

By convention, the name begins with the jdbc/ string. For example: jdbc/payrolldb. Don’t
forget the forward slash.
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b. From the Pool Name combo box, choose the connection pool to be associated with the new
JDBCresource.

c. Ifyouwantthe resource to be unavailable, deselect the Enabled checkbox.

By default, the resource is available (enabled) as soon as it is created.
d. Inthe Description field, type a short description of the resource.

e. IntheTargets section, specify the targets (clusters and standalone server instances) on
which the resource is available.

Select the desired target on the left, and click Add to add it to the list of selected targets.

Click OK.

Equivalent asadmin command

create-jdbc-resource

= “IDBC Resources” on page 67

= “INDI Names and Resources” on page 105

= “To Set Up Database Access” on page 69

= “To create a JDBC connection pool” on page 71

= “ToeditaJDBC resource” on page 77

m “To delete a JDBC resource” on page 78

= “To enable or disable a JDBC resource” on page 78

To edita JDBC resource

In the tree component, expand the Resources node.

Under Resources, expand the JDBC node.

Under JDBC, expand the JDBC Resources node.

Select the node for the JDBC resource to be edited.

On the Edit JDBC Resource page, it is possible to perform these tasks:
a. From the Pool Name combo box, select a different connection pool.

b. Inthe Description field, change the short description of the resource.
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c. Selectordeselect the checkbox to enable or disable the resource.

d. Select theTargets tab to change the targets (clusters and standalone server instances) on
which theresource is available.

Select the checkbox for an existing target in the list, then click Enable to enable the resource
for that target or Disable to disable the resource for that target.

Click Manage Targets to add or remove targets to the list. In the Manage Targets page, select
the desired target in the Available list on the left, and click Add to add it to the list of selected
targets. Click Remove to remove a target from the Selected list.

Click OK to save the changes to the available targets.

Click Save to apply the edits.

= “To create a JDBC resource” on page 76
= “To delete a JDBC resource” on page 78
= “To enable or disable a JDBC resource” on page 78

To delete a JDBC resource

In the tree component, expand the Resources node.

Under Resources, expand the JDBC node.

Under JDBC, select the Connection Pools node.

On the Connection Pools page, select the checkbox for the pool to be deleted.

Click Delete.

= “To create a JDBC resource” on page 76
= “To edita JDBC resource” on page 77
= “To enable or disable a JDBC resource” on page 78

To enable or disable a JDBC resource

In the tree component, expand the JDBC Resources node or expand the Standalone Instances to
select the Server Instance node Resource tab.

On the Resources page, select the checkbox for the resource to be enabled or disabled.
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3 ClickEnable or Disable.

SeeAlso = “To create a JDBCresource” on page 76
= “ToeditaJDBC resource” on page 77
= “To delete a JDBC resource” on page 78

About Persistence Manager Resources

To create a persistence manager resource” on page 79
“To edit a persistence manager resource” on page 80
“To manage resource targets” on page 80
“To delete a persistence manager resource” on page 81
To enable or Disable a persistence manager resource” on page 81

v Tocreatea per5|stence manager resource
This feature is needed for backward compatibility. To run on version 7 of the Application
Server, a persistent manager resource was required for applications with container-managed
persistence beans (a type of EJB component). Using a JDBC resource instead is recommended.
1 Inthetree component, expand the Resources node.
2 Under Resources, select the Persistence Managers node.
3 Onthe Persistence Managers page, click New.

4 Onthe Create Persistence Manager page, specify these settings:

a. Inthe JNDIName field, type a unique name.
For example: jdo/mypm. Don’t forget the forward slash.

b. Inthe Factory Class field, retain the default class provided with this release, or type in the
class of another implementation.

¢. Fromthe Connection Pool combo box, choose the connection pool that the new persistence
manager resource will belong to.

d. Todisable the new persistence manager resource, deselect the Enabled check box.

By default, the new persistence manager resource is enabled.

5 Click OK.
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More Information  Equivalent asadmin command

create-persistence-resource

SeeAlso = “Toedita persistence manager resource” on page 80
= “T'o manage resource targets” on page 80
= “To delete a persistence manager resource” on page 81
= “To enable or Disable a persistence manager resource” on page 81

v To edita persistence manager resource

1 From the Edit Persistence Manager Properties tab, select the Add Property button.
A new row is added to the Additional Properties table.

2 Addthedesired property and value.

SeeAlso = “To create a persistence manager resource” on page 79
= “T'o manage resource targets” on page 80
<« . »
= “To delete a persistence manager resource” on page 81
= “To enable or Disable a persistence manager resource” on page 81

v Tomanage resource targets

1 SelecttheTargets tab to change the targets (clusters and standalone server instances) where
theresource resides.

2 Select the checkbox for an existing target in the list, then click Enable to enable the resource for
that target or Disable to disable the resource for that target.

3 Click Manage Targets to add or remove targets to the list.
In the Manage Targets page, select the desired target in the Available list on the left, and click

Add to add it to the list of selected targets. Click Remove to remove a target from the Selected
list.
4 Click OK to save the changes to the available targets.

5 Click Save.

SeeAlso ® “To create a persistence manager resource” on page 79
= “To edit a persistence manager resource” on page 80
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= “To enable or Disable a persistence manager resource” on page 81
= “To delete a persistence manager resource” on page 81

v Todelete a persistence manager resource

1 Inthetree component, expand the Persistence Managers node.
2 Select the Persistence Managers node.

3 Onthe Persistence Managers page, select the checkbox for the persistence manager that you
want to delete.

4 Click Delete.

More Information  Equivalent asadmin command

delete-persistence-resource

SeeAlso “To create a persistence manager resource” on page 79
“To edit a persistence manager resource” on page 80
“To manage resource targets” on page 80

“To enable or Disable a persistence manager resource” on page 81

v To enable or Disable a persistence manager resource

1 Inthetree component, expand the Persistence Managers node.
2 Select the checkbox for the resource to be enabled or disabled.

3 ClickEnable or Disable.

SeeAlso “To create a persistence manager resource” on page 79
“To edit a persistence manager resource” on page 80
“To manage resource targets” on page 80

“To delete a persistence manager resource” on page 81
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L R 2 4 CHAPTER 4

Configuring Java Message Service Resources

This chapter describes how to configure resources for applications that use the Java Message
Service (JMS) APLI. It contains the following sections:

“About JMS Resources” on page 83

“Admin Console Tasks for JMS Connection Factories” on page 85
“Admin Console Tasks for JMS Destination Resources” on page 89
“Admin Console Tasks for JMS Physical Destinations” on page 91
“Admin Console Tasks for the JMS Provider” on page 93

About JMS Resources

= “The JMS Provider in the Application Server” on page 83
= “JMS Resources” on page 83
= “The Relationship Between JMS Resources and Connector Resources” on page 85

The JMS Provider in the Application Server

The Application Server implements the Java Message Service (JMS) API by integrating the Sun
Java System Message Queue (formerly Sun ONE Message Queue) software into the Application
Server. For basic JMS API administration tasks, use the Application Server Admin Console. For
advanced tasks, use the tools provided in the MQ-install-dir/imq/bin directory.

For details about administering Message Queue, see the Message Queue Administration Guide.

JMS Resources

The Java Message Service (JMS) API uses two kinds of administered objects:

= Connection factories, objects that allow an application to create other JMS objects
programmatically
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= Destinations, which serve as the repositories for messages

These objects are created administratively, and how they are created is specific to each
implementation of JMS. In the Application Server, perform the following tasks:

= Create a connection factory by creating a connection factory resource
= Create a destination by creating two objects:
= A physical destination

= A destination resource that refers to the physical destination

JMS applications use the JNDI API to access the connection factory and destination resources.
A JMS application normally uses at least one connection factory and at least one destination. To
learn what resources to create, study the application or consult with the application developer.

There are three types of connection factories:

= QueueConnectionFactory objects, used for point-to-point communication
= TopicConnectionFactory objects, used for publish-subscribe communication

= ConnectionFactory objects, which can be used for both point-to-point and
publish-subscribe communications; these are recommended for new applications

There are two kinds of destinations:

= Queue objects, used for point-to-point communication
= Topic objects, used for publish-subscribe communication

The chapters on JMS in the J2EE 1.4 Tutorial provide details on these two types of
communication and other aspects of JMS (see
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html).

The order in which the resources are created does not matter.

For a J2EE application, specify connection factory and destination resources in the Application
Server deployment descriptors as follows:

= Specify a connection factory JNDI name in a resource-ref oran
mdb-connection-factory element.

= Specify a destination resource JNDI name in the ejb element for a message-driven bean and
in the message-destination element.

= Specify a physical destination name in amessage-destination-link element, within either
amessage-driven element of an enterprise bean deployment descriptor or a
message-destination-ref element. In addition, specify it in the message-destination
element. (The message-destination-ref element replaces the resource-env-ref
element, which is deprecated in new applications.) In the message-destination element of
an Application Server deployment descriptor, link the physical destination name with the
destination resource name.
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Admin Console Tasks for JMS Connection Factories

See Also:

= “INDI Names and Resources” on page 105

= “The Relationship Between JMS Resources and Connector Resources” on page 85
= “To create a JMS connection factory resource” on page 85

= “To create a JMS destination resource” on page 89

u

“To create a JMS physical destination” on page 91

The Relationship Between JMS Resources and
Connector Resources

The Application Server implements JMS by using a system resource adapter named jmsra.
When a user creates JMS resources, the Application Server automatically creates connector
resources that appear under the Connectors node in the Admin Console’s tree view.

For each JMS connection factory that a user creates, the Application Server creates a connector
connection pool and connector resource. For each JMS destination a user creates, the
Application Server creates an admin object resource. When the user deletes the JMS resources,
the Application Server automatically deletes the connector resources.

It is possible to create connector resources for the JMS system resource adapter by using the
Connectors node of the Admin Console instead of the JMS Resources node. See Chapter 7,
“Connector Resources,” for details.

See Also:
= “TMS Resources” on page 83

Admin Console Tasks for JMS Connection Factories

= “To create a JMS connection factory resource” on page 85
= “To edit a JMS connection factory resource” on page 88
= “To delete a JMS connection factory resource” on page 89

v To create a JMS connection factory resource
1 Inthetree component, expand the Resources node, then expand the JMS Resources node.
2 Select the Connection Factories node.

3 Onthe JMS Connection Factories page, click New.
The Create JMS Connection Factory page appears.
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4 Inthe JNDI Name field, type the name of the connection factory.

It is a recommended practice to use the naming subcontext prefix jms/ for JMS resources. For
example: jms/ConnectionFactoryl.

5 From the Type drop-down list, choose either javax. jms.ConnectionFactory,
javax.jms.QueueConnectionFactory,or javax.jms.TopicConnectionFactory.

6 Select the Enabled checkbox to enable the resource at run time.

7 Inthe Advanced area, change values as needed for the connection factory attributes.

For details about these attributes, see “To edit a JMS connection factory resource” on page 88.
The Application Server applies these attributes to the connector connection pool created for the
connection factory.

8 ForalJMS connection factory resource, specify the Transaction Support value as follows:

m  Specify XATransaction (the default value) for a resource that can be used for transactions
thatinvolve the use of more than one resource within a transaction scope.

For example, this resource plus a JDBC resource, a connector resource, or another JMS
connection factory resource. This value offers the most flexibility. A resource that is
configured as XATransaction will participate in two-phase commit operations.

m  Specify LocalTransaction foraresource that can be used either for transactions that
involve only one resource within the transaction scope or as the last agent in a distributed
transaction thatinvolves more than one XA resource.

This value offers significantly better performance. A resource that is configured as
LocalTransaction will not be used in two-phase commit operations.

= Specify NoTransaction foraresource that can never participate in transactions.

This setting is of limited use in JMS applications.

9 Inthe Additional Properties area, provide values for properties required by applications. The
following table lists the available properties.

Property Name | Description

ClientId | Specifiesa client ID for a connection factory that will be used by a durable subscriber.
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Property Name | Description

AddressList| Specifies the name (and, optionally, port number) of a message broker instance with
which applications will communicate. Each address in the list specifies the host
name (and, optionally, host port and connection service) for the connection. For
example, the value might be earth or earth:7677. Specify the port number if the
message broker is running on a port other than the default (7676).

For details, see the Message Queue Developer’s Guide for Java Clients.

Default: The local host and default port number (7676). The client will attempt a
connection to a broker on port 7676 of the local host.

MessageSe rviSantcrsesdd isgsL ist. This property name is deprecated. Use AddressList instead.

UserName The user name for the connection factory.

Default: guest

Password | The password for the connection factory.

Default: guest

ReconnectEnglflamhbled (value = true), specifies that the client runtime attempts to reconnect to a
message server (or the list of addresses in the AddressList) when a connection is
lost.

Default: true

ReconnectAtjt8pedifies the number of attempts to connect (or reconnect) for each address in the
AddressList before the client runtime tries the next address in the list. A value of -1
indicates that the number of reconnect attempts is unlimited (the client runtime
attempts to connect to the first address until it succeeds).

Default: 3

ReconnectInjt§peaties the interval in milliseconds between reconnect attempts. This applies for
attempts on each address in the AddressList and for successive addresses in the list.
If the interval is too short, the broker does not have time to recover. If it is too long,
the reconnect might represent an unacceptable delay.

Default: 30000

AddressListBspesifies whether connection attempts are in the order of addresses in the
AddressList attribute (PRIORITY) or in a random order (RANDOM).

RANDOM means that the reconnect chooses a random address from the AddressList.
If many clients are likely to attempt a connection using the same connection factory,
this value prevents them from all being connected to the same address.

PRIORITY means that the reconnect always tries to connect to the first server address
in the AddressList and uses another address only if the first broker is not available.

Default: RANDOM
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Property Name | Description

AddressListISpeatipsthe number of times the client runtime iterates through the AddressList in

an effort to establish (or reestablish) a connection). A value of -1 indicates that the
number of attempts is unlimited.

Default: 3

10

More Information

SeeAlso

SeeAlso
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Click OK to save the connection factory.

Equivalent asadmin command

create-jms-resource

= “JMS Resources” on page 83
= “To edit a JMS connection factory resource” on page 88
= “To delete a JMS connection factory resource” on page 89

To edit a JMS connection factory resource

In the tree component, expand the Resources node, then expand the JMS Resources node.
Expand the Connection Factories node.
Select the connection factory to be edited.

On the Edit JMS Connection Factory page, you can perform these tasks:

= Modify the text in the Description field.

= Select or deselect the Enabled checkbox to enable or disable the resource.
= Change the values of the attributes in the Advanced area.

= Add, remove, or modify properties.

Click Save to save the changes.

= “JMS Resources” on page 83
= “To create a JMS connection factory resource” on page 85
= “To delete a JMS connection factory resource” on page 89

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



Admin Console Tasks for JMS Destination Resources

v To delete a JMS connection factory resource

1 Inthetree component, expand the Resources node, then expand the JMS Resources node.
2 Select the Connection Factories node.

3 OntheJMS Connection Factories page, select the checkbox next to the name of the connection
factory to be deleted.

4 Click Delete.

More Information  Equivalent asadmin command

delete-jms-resource

SeeAlso = “JMS Resources” on page 83
= “To create a JMS connection factory resource” on page 85
= “To edit aJMS connection factory resource” on page 88

Admin Console Tasks for JMS Destination Resources

m “To create a JMS destination resource” on page 89
= “To edit a JMS destination resource” on page 90
= “To delete a JMS destination resource” on page 91

v To create a JMS destination resource

1 Inthetree component, expand the Resources node, then expand the JMS Resources node.
2 Select the Destination Resources node.

3 Onthe JMS Destination Resources page, click New. The Create JMS Destination Resource page
appears.

4 Inthe JNDI Name field, type the name of the resource.

It is a recommended practice to use the naming subcontext prefix jms/ for JMS resources. For
example: jms/Queue.

5 From the Type drop-down list, choose either javax. jms.Topic or javax.jms.Queue.

6 Selectthe Enabled checkbox to enable the resource at run time.
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7 Inthe Additional Properties area, provide values for properties.
The following table lists the available properties.

Property Name | Description

Name (Required) The name of the physical destination to which the resource refers.

Description | A description of the physical destination.

8 Click OK.

More Information  Equivalent asadmin command

create-jms-resource

SeeAlso “JMS Resources” on page 83
“To edit a JMS destination resource” on page 90
“To delete a JMS destination resource” on page 91

“To create a JMS physical destination” on page 91

v To editaJMS destination resource

1 Inthetree component, expand the Resources node, then expand the JMS Resources node.
2 Expand the Destination Resources node.
3 Select the destination resource to be edited.
4 Onthe Edit JMS Destination Resource page, you can perform these tasks:
= Change the type of the resource.
= Modify the text in the Description field.
= Select or deselect the Enabled checkbox to enable or disable the resource.
= Add, remove, or modify the Name or Description property.

5 Click Save to save the changes.

SeeAlso = “JMS Resources” on page 83
= “To create a JMS destination resource” on page 89
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= “To delete a JMS destination resource” on page 91

v To delete a JMS destination resource

1 Inthetree component, expand the Resources node, then expand the JMS Resources node.
2 Select the Destination Resources node.

3 Onthe JMS Destination Resources page, select the checkbox next to the name of the
destination resource to be deleted.

4 C(Click Delete.

More Information  Equivalent asadmin command

delete-jms-resource

SeeAlso = “JMS Resources” on page 83
= “To create a JMS destination resource” on page 89
= “To edit a JMS destination resource” on page 90

Admin Console Tasks for JMS Physical Destinations

= “To create a JMS physical destination” on page 91
= “To delete a JMS physical destination” on page 92

v To create a JMS physical destination

For production purposes, always create physical destinations. During the development and
testing phase, however, this step is not required. The first time an application accesses a
destination resource, Message Queue automatically creates the physical destination specified by
the Name property of the destination resource. The physical destination is temporary and
expires after a period specified by a Message Queue configuration property.

1 Inthetree component, expand the Configuration node, then expand the Java Message Service
node.

2 Select the Physical Destinations node.

3 Onthe Physical Destinations page, click New.
The Create Physical Destination page appears.
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More Information

92

SeeAlso

In the Physical Destination Name field, type the name of the destination (for example,
PhysicalQueue).

From the Type drop-down list, choose either topic or queue.

In the Additional Properties area, click Add Property to add a property.

The following table lists the one property currently available.

Property Name Description

maxNumActiveConsumers The maximum number of consumers that can be active in load-balanced
delivery from a queue destination. A value of -1 means an unlimited
number. The default is1. (Platform Edition limits this value to 2.)

To modify the value of this property or to specify other physical destination properties, use the
MQ-install-dir/img/bin/imgcmd command. See the Message Queue Administration Guide for
more information.

Click OK.

Equivalent asadmin command

create-jmsdest

System Destination

The Physical Destinations page shows the system destination, a queue named mq . sys . dmg, to
which expired and undeliverable messages are redirected. You can create destination resources,
consumers, and browsers for this destination. You cannot delete it or send messages to it.

= “TMS Resources” on page 83
= “To delete a JMS physical destination” on page 92

To delete a JMS physical destination

In the tree component, expand the Configuration node, then expand the Java Message Service
node.

Select the Physical Destinations node.

On the Physical Destinations page, select the checkbox next to the name of the destination to
be deleted.
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4  Click Delete.

If you try to delete the system destination mq. sys . dmg, an error message appears.

More Information  Equivalent asadmin command

delete-jmsdest

SeeAlso = “JMS Resources” on page 83
= “To create a JMS physical destination” on page 91

Admin Console Tasks for the JMS Provider

“To configure general properties for the JMS provider” on page 93
“To create a JMS host” on page 97

“To edita JMS host” on page 98

“To delete a JMS host” on page 98

v To configure general properties for the JMS provider

Use the JMS Service page to configure properties to be used by all JMS connections.

For more information about configuring the JMS service, see the Application Server Developer’s
Guide.

1 Inthetree component, select the Configuration node.
2 Select the Java Message Service node to open the JMS Service page.

3 Editthevaluein the Startup Timeout field to change the time the Application Server waits for
the JMS service to start before aborting the startup.

On a slow or overloaded system, increase the value from the default (60).

4 From theType drop-down list:

m  Choose LOCAL (the default) to access the JMS service on the local host. The JMS service is
started and managed by the Application Server.

= Choose REMOTE to access the JMS service on another system. If you choose REMOTE, the JMS
service is not started by the Application Server the next time the server starts. Instead, the
JMS service is started and managed via Message Queue, so you must start the Message
Queue broker separately. For information about starting the broker, see the Message Queue
Administration Guide. If you choose this value and are using a remote host, follow the
instructions in “To edit a JMS host” on page 98 to specify the name of the remote host.
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10

11

12

In the Start Arguments field, type arguments to customize the JMS service startup.

Use any arguments available through the MQ-install-dir/imq/bin/imgbrokerd command.

Use the Reconnect checkbox to specify whether the JMS service attempts to reconnecttoa
message server (or the list of addresses in the AddressList) when a connection is lost.

By default, reconnection is enabled.

In the Reconnect Interval field, type the number of seconds between reconnect attempts.

This applies for attempts on each address in the AddressList and for successive addresses in the
list. If it is too short, this time interval does not give a broker time to recover. If it is too long, the
reconnect might represent an unacceptable delay.

The default value is 60 seconds.

In the Reconnect Attempts field, type the number of attempts to connect (or reconnect) for each
address in the AddressList before the client runtime tries the next address in the list.

A value of -1 indicates that the number of reconnect attempts is unlimited (the client runtime
attempts to connect to the first address until it succeeds). The default value is 3.

Choose a host from the Default JMS Host drop-down list. The defaultis default JMS host.

In the Address List Behavior drop-down list, choose whether connection attempts are in the
order of addresses in the AddressList (priority) orinarandom order (random).

priority means that the reconnect always tries to connect to the first server address in the
AddressList and uses another one only if the first broker is not available.

If there are many clients attempting a connection using the same connection factory, specify
random to prevent them from all being connected to the same address.

The default is random.

In the Address List Iterations field, type the number of times the JMS service iterates through
the AddressList in an effort to establish (or reestablish) a connection).

A value of -1 indicates that the number of attempts is unlimited.
The default value is 3.

In the MQ Scheme and MQ Service fields, type the Message Queue address scheme name and
the Message Queue connection service name if a non-default scheme or service is to be used.

The full syntax for a message service address is

scheme: //address-syntax

where the scheme and address-syntax are described in the table below.
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The MQ Scheme and MQ Service are the values shown in the first two columns of the following

table.
Connection
Scheme Name Service Description Address Syntax
mq jms and Message Queue client runtime makes a [hostName] [ : port] [ /serviceName]
ssljms connection to the MQ Port Mapper at the Defaults: hostNarme = Localhost. port = 7676
specified host and port. The Port Mapper elau I\; OS_ ame=tocathost, port= ’
returns a list of the dynamically established servicelvame = Jms
connection service ports, and the Message Defaults only apply to the jms connection service. For
Queue client runtime then makes a connection | the ss1jms connection service, all variables need to
to the port hosting the specified connection be specified.
service.
Example: mq:MyHost:7677/ssljms
mqtcp jms Message Queue client runtime makes a TCP hostName: port/jms
connection to the specified host and port E le: matcp: Localhost : 7676/
(bypassing the MQ Port Mapper) to establish a Xample:mtep: tocathost: /3ms
connection.
mgssl ssljms Message Queue client runtime makes a secure hostName:port/ssljms
SSL connection to the specified host and port E ) Lilocalhost: 7676/ss1 i
(bypassing the MQ Port Mapper) to establish a Xampie:mqsst:tocathost: /sstims
connection.
http httpjms Message Queue client runtime makes an hostName: port/ contextRoot/tunnel
HTTP connection to an Message Queue tunnel . . .
. If multiple broker instances are using the same tunnel
servlet at the specified URL. (The broker must ; ;
servlet, then the syntax for connecting to a specific
be configured to access the HTTP tunnel :
g broker instance (rather than a randomly selected
servlet, as described in the Message Queue ;
. ) . one) is: http://hostName: port/contextRoot/tunnel
Administrator’s Guide.) ~
?serverName=hostName: instanceName
https httpsjms Message Queue client runtime makes a secure | hostName: port/contextRoot/tunnel

HTTPS connection to the specified Message
Queue tunnel servlet URL. (The broker must
be configured to access the HTTPS tunnel
servlet, as described in the Message Queue
Administrator’s Guide.)

If multiple broker instances are using the same tunnel
servlet, then the syntax for connecting to a specific
broker instance (rather than a randomly selected
one) is: http://hostName: port/contextRoot/tunnel
?serverName=hostName: instanceName

13 Inthe Additional Properties area, click Add Property to add a property.

The following table lists the available Sun Java System Message Queue broker configuration
properties.
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More Information

See Also
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Property Name Description

instance-name Specifies the full Message Queue broker instance name. The default
is imgbroker.

instance-name-suffix Specifies a suffix to add to the full Message Queue broker instance
name. The suffix is separated from the instance name by an
underscore character (_). For example, if the instance name is
imgbroker, appending the suffix xyz changes the instance name to
imgbroker xyz.

append-version If true, appends the major and minor version numbers, preceded by
underscore characters (_), to the full Message Queue broker instance
name. For example, if the instance name is imgbroker, appending
the version numbers changes the instance name to imgbroker_8_0.
The default is false.

Click Save to save the changes, or click Load Defaults to restore the default values for the
service.

Accessing Remote Servers

Changing the provider and host to a remote system causes all JMS applications to run on the
remote server. To use both the local server and one or more remote servers, create a connection
factory resource with the AddressList property to create connections that access remote
servers. See “To create a JMS connection factory resource” on page 85.

= “To create a JMS host” on page 97

= “To edita JMS host” on page 98

= “To delete a JMS host” on page 98

= “To create a JMS connection factory resource” on page 85
= “The JMS Provider in the Application Server” on page 83

To verify JMS Service settings
In the tree component, select the Configuration node.
Select the Java Message Service node to open the JMS Service page.

Click Ping.
If the JMS service is up and running, the message “Ping succeeded: JMS service is running”
appears.
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More Information

See Also

Equivalent asadmin command

jms-ping

= “To create a JMS host” on page 97

= “ToeditaJMS host” on page 98

= “To delete a JMS host” on page 98

= “To create a JMS connection factory resource” on page 85
| |

“The JMS Provider in the Application Server” on page 83

To create a JMS host

The Application Server expects there to be exactly one JMS host, whose default name is
default_JMS_host. Itis possible to create additional hosts, but the Application Server has no
way of knowing about them.

In the tree component, expand the Configuration node.

Expand the Java Message Service node.

Select the JMS Hosts node.

On the JMS Hosts page, click New. The Create JMS Host page appears.

In the Name field, type the name of the host. For example:

NewJImsHost

In the Host field, type the name or Internet Protocol (IP) address of the system where the JMS
host will run (Localhost or the name of the local or remote system).

In the Port field, type the port number of the JMS service.

Change this field only if the JMS service to be used is running on a non-default port. (The
default port is 7676.)

In the Admin Username and Admin Password fields, type the Message Queue broker user name
and password.

These are different from the Application Server user name and password. Edit these fields only
if the Message Queue broker values have been changed using the
MQ-install-dir/imq/bin/imqusermgr command. The default values are admin and admin.

Click OK.
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More Information

98

See Also

See Also

Equivalent asadmin command

create-jms-host

= “To edita JMS host” on page 98
= “To delete a JMS host” on page 98
= “To configure general properties for the JMS provider” on page 93

To edit a JMS host

In the tree component, expand the Configuration node.
Expand the Java Message Service node.

Select the JMS Hosts node.

On the JMS Hosts page, select the host to be edited.

On the Edit JMS Host page, it is possible to perform these tasks:

= Change the host name or Internet Protocol (IP) address in the Host field.

= Change the port number of the JMS service in the Port field.
= Change the values in the Admin Username and Admin Password fields.

Click Save to save the changes, or click Load Defaults to restore the default values for the host.

“To create a JMS host” on page 97

“To delete a JMS host” on page 98

“To configure general properties for the JMS provider” on page 93
“The JMS Provider in the Application Server” on page 83

To delete a JMS host

In the tree component, expand the Configuration node.
Expand the Java Message Service node.
Select the JMS Hosts node.

On the JMS Hosts page, select the checkbox next to the name of the host to be deleted.
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5 Click Delete.

iif Caution — Do not delete all JMS hosts. Doing so will prevent Application Server from restarting.
You must leave at least one JMS host.

More Information  Equivalent asadmin command

delete-jms-host

SeeAlso = “To createaJMS host” on page 97
= “To editaJMS host” on page 98
= “To configure general properties for the JMS provider” on page 93
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Configuring JavaMail Resources

This chapter describes how to configure resources for applications that use the JavaMail APL It
contains the following sections:

= “About JavaMail” on page 101
= “Admin Console Tasks for JavaMail” on page 102

About JavaMail

The JavaMail API is a set of abstract APIs that model a mail system. The API provides a
platform-independent and protocol-independent framework to build mail and messaging
applications. The JavaMail API provides facilities for reading and sending email. Service
providers implement particular protocols.

The JavaMail APIis implemented as a Java platform optional package and is also available as
part of the J2EE platform.

The Application Server includes the JavaMail API along with JavaMail service providers that
allow an application component to send email notifications over the Internet and to read email
from IMAP and POP3 mail servers.

For more information about the JavaMail API, go to the JavaMail web site
(http://java.sun.com/products/javamail/).
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Admin Console Tasks for JavaMail

102

= “To create a JavaMail session” on page 102
= “To edit a JavaMail session” on page 103
= “To delete a JavaMail session” on page 104

To create a JavaMail session

In the tree component, expand the Resources node, then select the JavaMail Sessions node.

On the JavaMail Sessions page, click New.

The Create JavaMail Session page appears.

In the JNDI Name field, type the name of the session.

It is a recommended practice to use the naming subcontext prefix mail/ for JavaMail resources.
For example: mail/MySession.

In the Mail Host field, type the host name of the default mail server.

The connect methods of the Store and Transport objects use this value if a protocol-specific
host property is not supplied. The name must be resolvable to an actual host name.

In the Default User field, type the user name to provide when connecting to a mail server.

The connect methods of the Store and Transport objects use this value if a protocol-specific
username property is not supplied.

In the Default Return Address field, type the email address of the default user, in the form
username@host. domain.

Deselect the Enabled checkbox if you do not want to enable the mail session at this time.

In the Advanced area, change the field values only if the Application Server’s mail provider has
been reconfigured to use a non-default store or transport protocol.

By default, the Store Protocol is imap; the Store Protocol Class is
com.sun.mail.imap.IMAPStore;the Transport Protocol is smtp; and the Transport Protocol
Class is com.sun.mail.smtp.SMTPTransport.

Select the Debug checkbox to enable extra debugging output, including a protocol trace, for
this mail session.

If the JavaMail log level is set to FINE or finer, the debugging output is generated and is included
in the system log file. See “To configure log levels” on page 247 for information about setting the
loglevel.
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10 Inthe Additional Properties area, click Add Property to add properties required by applications,
such as a protocol-specific host or username property.

The JavaMail API documentation lists the available properties
http://java.sun.com/products/javamail/javadocs/index.html).

11 Click OK to save the session.

More Information ~ Equivalent asadmin command

create-javamail-resource

SeeAlso = “About JavaMail” on page 101
= “To edit a JavaMail session” on page 103
m “To delete a JavaMail session” on page 104

v To edit aJavaMail session

1 Inthetree component, expand the Resources node, then select the JavaMail Sessions node.
2 OntheJavaMail Sessions page, select the session to be edited.
3 OntheEditJavaMail Session page, you can perform these tasks:

= Modify the values in the Mail Host, Default User, Default Return Address, and Description
fields.

= Selector deselect the Enabled checkbox to enable or disable the resource.
= Modify the values in the Advanced fields.
= Add, remove, or modify properties.

4 Click Save to save the changes, or click Load Defaults to restore the default values for a mail
session.

SeeAlso = “About JavaMail” on page 101
= “To create a JavaMail session” on page 102
= “To delete a JavaMail session” on page 104
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v To delete a JavaMail session

1 Inthetree component, expand the Resources node, then select the JavaMail Sessions node.

2 Onthe JavaMail Sessions page, select the checkbox next to the name of the session to be
deleted.

3 Click Delete.

More Information ~ Equivalent asadmin command

delete-javamail-resource

SeeAlso = “About JavaMail” on page 101
= “To create a JavaMail session” on page 102
= “To edit a JavaMail session” on page 103
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JNDI Resources

= “About Java Naming and Directory Interface (JNDI)” on page 105
= “About Custom Resources” on page 107
= “About External JNDI Repositories and Resources” on page 110

About Java Naming and Directory Interface (JNDI)

This section discusses the Java Naming and Directory Interface (JNDI). JNDI is an application
programming interface (API) for accessing different kinds of naming and directory services.
J2EE components locate objects by invoking the JNDI lookup method.

This section covers the following topics:

= “INDI Names and Resources” on page 105
= “J2EE Naming Services” on page 106
= “Naming References and Binding Information” on page 106

JNDI Names and Resources

JNDI is the acronym for the Java Naming and Directory Interface API. By making calls to this
API, applications locate resources and other program objects. A resource is a program object
that provides connections to systems, such as database servers and messaging systems. (A JDBC
resource is sometimes referred to as a data source.) Each resource object is identified by a
unique, people-friendly name, called the JNDI name. A resource object and its INDI name are
bound together by the naming and directory service, which is included with the Application
Server. To create a new resource, a new name-object binding is entered into the JNDI.

See Also:
= “J2EE Naming Services” on page 106
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J2EE Naming Services

A JNDI name is a people-friendly name for an object. These names are bound to their objects by
the naming and directory service that is provided by a J2EE server. Because J2EE components
access this service through the JNDI API, the object usually uses its JNDI name. For example,
the JNDI name of the PointBase database is jdbc/Pointbase. When it starts up, the Application
Server reads information from the configuration file and automatically adds JNDI database
names to the name space.

J2EE application clients, enterprise beans, and web components are required to have access to a
JNDI naming environment.

The application component's naming environment is a mechanism that allows customization
of the application component's business logic during deployment or assembly. Use of the
application component's environment allows the application component to be customized
without the need to access or change the application component's source code.

A J2EE container implements the application component's environment, and provides it to the
application component instance as a JNDI naming context. The application component's
environment is used as follows:

= Theapplication component's business methods access the environment using the JNDI
interfaces. The application component provider declares in the deployment descriptor all
the environment entries that the application component expects to be provided in its
environment at runtime.

= The container provides an implementation of the JNDI naming context that stores the
application component environment. The container also provides the tools that allow the
deployer to create and manage the environment of each application component.

= A deployer uses the tools provided by the container to initialize the environment entries that
are declared in the application component's deployment descriptor. The deployer sets and
modifies the values of the environment entries.

= The container makes the environment naming context available to the application
component instances at runtime. The application component's instances use the JNDI
interfaces to obtain the values of the environment entries.

Each application component defines its own set of environment entries. All instances of an
application component within the same container share the same environment entries.
Application component instances are not allowed to modify the environment at runtime.

Naming References and Binding Information

A resource reference is an element in a deployment descriptor that identifies the component’s
coded name for the resource. More specifically, the coded name references a connection factory
for the resource. In the example given in the following section, the resource reference name is
jdbc/SavingsAccountDB.
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The JNDI name of a resource and the name of the resource reference are not the same. This
approach to naming requires that you map the two names before deployment, but it also
decouples components from resources. Because of this de-coupling, if at a later time the
component needs to access a different resource, the name does not need to change. This
flexibility also makes it easier for you to assemble J2EE applications from preexisting
components.

The following table lists INDI lookups and their associated references for the J2EE resources
used by the Application Server.

TABLE6-1 JNDI Lookups and Their Associated References

JNDI Lookup Name Associated Reference

java:comp/env Application environment entries

java:comp/env/jdbc JDBC DataSource resource manager connection factories
java:comp/env/ejb EJB References

java:comp/UserTransaction UserTransaction references

java:comp/env/mail JavaMail Session Connection Factories
java:comp/env/url URL Connection Factories

java:comp/env/jms JMS Connection Factories and Destinations
java:comp/ORB ORB instance shared across application components

About Custom Resources

“Using Custom Resources” on page 107
“To create a custom resource” on page 108
“To edit a custom resource” on page 109
“To delete a custom resource” on page 109
“Listing Custom Resources” on page 110

Using Custom Resources

A custom resource accesses a local JNDI repository and an external resource accesses an
external JNDI repository. Both types of resources need user-specified factory class elements,
JNDI name attributes, etc. In this section, we will discuss how to configure JNDI connection
factory resources, for J2EE resources, and how to access these resources.

Within the Application Server, you can create, delete, and list resources, as well as
list-jndi-entities.
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See Also:

= “To create a custom resource” on page 108
= “To edit a custom resource” on page 109
= “To delete a custom resource” on page 109

v To create a custom resource

1 Intheleft pane of the Admin Console, open the Application Server instance for the JNDI
configuration to be modified.

2 Openthe JNDItab and click Custom Resources.

If any custom resources have been created already, they are listed in the right pane. To create a
new custom resource, click New. Open the JNDI tab and click New. A page for adding a new
custom resource appears.

3 Inthe JNDI Name field, enter the name to use to access the resource.
This name will be registered in the JNDI naming service.

4 Inthe Resource Type field, enter a fully qualified type definition, as shown in the example above.
The Resource Type definition follows the format, xxx . xxx.

5 Inthe Factory Class field, enter a factory class name for the custom resource to be created.

The Factory Class is the user-specified name for the factory class. This class implements the
javax.naming.spi.ObjectFactory interface.

6 Inthe Description field, enter a description for the resource to be creating.

This description is a string value and can include a maximum of 250 characters.
7 Mark the Custom Resource Enabled checkbox, to enable the custom resource.

8 Click OK to save your custom resource.

More Information  Equivalent asadmin command

create-custom-resource

SeeAlso = “Using Custom Resources” on page 107
= “To edita custom resource” on page 109
= “To delete a custom resource” on page 109
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SeeAlso

More Information

See Also

To edit a custom resource

In the left pane of the Admin Console, open the Application Server instance for the JNDI
configuration to be modified.

Open JNDI and select Custom Resources.

If any custom resources have been created already, they are listed in the right pane.
Click on the file name in the right pane.

Edit the Resource Type field, the Factory Class field, or the Description field.

Mark the Custom Resource Enabled checkbox, to enable the custom resource.

Click Save to save the changes to the custom resource.

= “Using Custom Resources” on page 107
= “To create a custom resource” on page 108
= “To delete a custom resource” on page 109

To delete a custom resource

In the left pane of the Admin Console, open the JNDI tab.

Click Custom Resources.

If any custom resources have been created already, they are listed in the right pane.
Clickin the box next to the name of the resource to be deleted.

Click Delete. The custom resource is deleted.

Equivalent asadmin command

delete-custom-resource

= “Using Custom Resources” on page 107
= “To create a custom resource” on page 108
= “To edit a custom resource” on page 109
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Listing Custom Resources

To list custom resources, type the asadmin list-custom-resources command. For example,
to list custom resources on the host plum, type the following:

$asadmin list-custom-resources --host plum target6

For the full context, type asadmin help list-custom-resources.

About External JNDI Repositories and Resources

“Using External JNDI Repositories and Resources” on page 110
“To create an external resource” on page 111

“To edit an external resource” on page 112

“To delete an external resource” on page 112

“Listing External Resources” on page 113

Using External JNDI Repositories and Resources

Often applications running on the Application Server require access to resources stored in an
external JNDI repository. For example, generic Java objects could be stored in an LDAP server
as per the Java schema. External JNDI resource elements let users configure such external
resource repositories. The external JNDI factory must implement
javax.naming.spi.InitialContextFactory interface.

An example of the use of an external JNDI resource is:

<resources>

<!-- external-jndi-resource element specifies how to access J2EE resources
-- stored in an external JINDI repository. The following example

-- illustrates how to access a java object stored in LDAP.

-- factory-class element specifies the JNDI InitialContext factory that

-- needs to be used to access the resource factory. property element

-- corresponds to the environment applicable to the external JNDI context
-- and jndi-lookup-name refers to the JNDI name to lookup to fetch the

-- designated (in this case the java) object.

<external-jndi-resource jndi-name="test/myBean"
jndi-lookup-name="cn=myBean"
res-type="test.myBean"
factory-class="com.sun.jndi.ldap.LdapCtxFactory">
<property name="PROVIDER-URL" value="ldap://ldapserver:389/0o=myObjects" />
<property name="SECURITY AUTHENTICATION" value="simple" />
<property name="SECURITY PRINCIPAL", value="cn=joeSmith, o=Engineering" />
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SeeAlso

<property name="SECURITY CREDENTIALS" value="changeit" />
</external-jndi-resource>
</resources>

To create an external resource

In the left pane of the Admin Console, open the Application Server instance for the JNDI
configuration to be modified.

Open JNDI and select External Resources.

If any external resources have been created already, they are listed in the right pane.
To create a new external resource, click New.

In the JNDI Name field, enter the name that is to be used to access the resource.

This name is registered in the JNDI naming service.

In the Resource Type field, enter a fully qualified type definition, as shown in the example above.

The Resource Type definition follows the format, xxx . xxx.

In the JNDI Lookup field, enter the JNDI value to look up in the external repository.

For example, when creating an external resource to connect to an external repository, to testa
bean class, the JNDI Lookup can look like this: cn=testmybean.

In the Factory Class field, enter a JNDI factory class external repository, for example,
com.sun.jndi.ldap.

This class implements the javax.naming.spi.ObjectFactory interface.

In the Description field, enter a description for the resource to be created.

This description is a string value and can include a maximum of 250 characters.
Mark the External Resource Enabled checkbox, to enable the external resource.

Click OK to save the external resource.

Equivalent asadmin command

create-jndi-resource

= “To edit an external resource” on page 112
= “To delete an external resource” on page 112
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v To edit an external resource

1 Intheleft pane of the Admin Console, open the Application Server instance for the JNDI
configuration to be modified.

2 OpenJNDIand select External Resources.

If any external resources have been created already, they are listed in the right pane.
3 Toeditan external resource, click on the file name in the right pane.

4 Editthe Resource Type field, the JNDI Lookup field, the Factory Class field, or the Description
field.

5 Mark the External Resource Enabled checkbox, to enable the external resource.

6 Click Save to save the changes to the external resource.

SeeAlso = “To create an external resource” on page 111
= “To delete an external resource” on page 112

v To delete an external resource

1 Intheleft pane of the Admin Console, open the JNDI tab.

2 (Click External Resources.

If any external resources have been created already, they are listed in the right pane.
3 Click the box next to the name of the resource to be deleted.

4 Click Delete.The external resource is deleted.

More Information  Equivalent asadmin command

delete-jndi-resource

SeeAlso = “To create an external resource” on page 111
= “To edit an external resource” on page 112
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Listing External Resources

To list external resources, type the asadmin list-jndi-resources command and specify the
JNDI name. For example, to list an external resource, type the following:

$asadmin list-jndi-resources --user adminuser --host plum jndi name test

For the full context, type asadmin help list-jndi-resources.

Chapter6 - JNDIResources 113



114



L K R 4 CHAPTER 7

Connector Resources

This chapter explains how to configure connectors, which are used to access enterprise
information systems (EISs). This chapter contains the following sections:

= “About Connectors” on page 115

= “Admin Console Tasks for Connector Connection Pools” on page 116

= “Admin Console Tasks for Connector Resources” on page 119

= “Admin Console Tasks for Administered Object Resources” on page 122
About Connectors

Also called a resource adapter, a connector module is a J2EE component that enables
applications to interact with enterprise information systems (EISs). EIS software includes
various types of systems: enterprise resource planning (ERP), mainframe transaction
processing, and non-relational databases, among others. Like other J2EE modules, to install a
connector module you deploy it.

A connector connection pool is a group of reusable connections for a particular EIS. To create a
connector connection pool, specify the connector module (resource adapter) that is associated
with the pool.

A connector resource is a program object that provides an application with a connection to an
EIS. To create a connector resource, specify its JNDI name and its associated connection pool.
Multiple connector resources can specify a single connection pool. The application locates the
resource by looking up its JNDI name. (For more information on JNDI, see the section JNDI
Names and Resources.) The JNDI name of a connector resource for an EIS is usually in the
java: comp/env/eis-specific subcontext.

The Application Server implements JMS by using a connector module (resource adapter). See
the section, The Relationship Between JMS Resources and Connector Resources.

See Also:
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= “INDI Names and Resources” on page 105
= “To deploy a connector module” on page 53
= “To Set Up EIS Access” on page 116

Admin Console Tasks for Connector Connection Pools

SeeAlso

v

Before You Begin

116

= “To Set Up EIS Access” on page 116

= “To create a connector connection pool” on page 116
= “To edit a connector connection pool” on page 117

= “To delete a connector connection pool” on page 119

To Set Up EIS Access

Deploy (install) a connector. See “To deploy a connector module” on page 53.

Create a connection pool for the connector. See “To create a connector connection pool”on
page 116.

Create a connector resource that is associated with the connection pool. See “To create a
connector resource” on page 120.

= “About Connectors” on page 115

To create a connector connection pOOl

Before creating the pool, deploy the connector module (resource adapter) associated with the
pool. The values that are specified for the new pool depend on the connector module that is
deployed.

In the tree component, expand the Resource node and then the Connectors node.

Select the Connector Connection Pools node.

On the Connector Connection Pools page, click New.

On the first Create Connector Connection Pool page, specify the following settings:

a. Inthe Namefield, enter alogical name for the pool.

Specify this name when creating a connector resource.
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More Information

See Also

b. Selectan entry from the Resource Adapter combo box.

The combo box displays a list of deployed resource adapters (connector modules).
Click Next.

On the second Create Connector Connection Pool page, select a value from the Connection
Definition combo box.

The choices in the combo box depend on the resource adapter. Typically, a type of
ConnectionFactory is specified, a factory instance to get a connection to the EIS.

Click Next.
On the third and last Create Connector Connection Pool page, perform these tasks:
a. Inthe General Settings section verify that the values are correct.

b. Forthefieldsin the Pool Settings section, the default values can be retained.
These settings can be changed at a later time. See Editing a Connector Connection Pool.

¢. Inthe Additional Properties table, add any required properties.

In the previous Create Connector Connection Pool page, you selected a class in the
Connection Definition combo box. If this class is in the server’s classpath, then the
Additional Properties table displays default properties.

Click Finish.

Equivalent asadmin command

create-connector-connection-pool

“About Connectors” on page 115

“To Set Up EIS Access” on page 116

“To deploy a connector module” on page 53

“To edit a connector connection pool” on page 117
“To delete a connector connection pool” on page 119

To edit a connector connection pool

In the tree component, expand the Resources node and then the Connectors node.

Expand the Connector Connection Pools node.
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3 Select the node for the pool you want to edit.

4 OntheEdit Connector Connection Pool page, you can change settings that control the number
of connections in the pool. See the following table.

Parameter

Description

Initial and Minimum Pool Size

The minimum number of connections in the pool. This value also determines the
number of connections placed in the pool when the pool is first created or when
application server starts.

Maximum Pool Size

The maximum number of connections in the pool.

Pool Resize Quantity

When the pool shrinks toward the minimum pool size it is resized in batches. This
value determines the number of connections in the batch. Making this value too large
will delay connection recycling; making it too small will be less efficient.

Idle Timeout

The maximum time in seconds that a connection can remain idle in the pool. After
this time expires, the connection will be removed from the pool.

Max Wait Time

The amount of time the application that has requested a connection will wait before
getting a connection timeout. Because the default wait time is long, the application
might appear to hang indefinitely.

On Any Failure

If you select the checkbox labelled Close All Connections, if a single connection fails,
then the application server will close all connections in the pool and then reestablish
them. If you do not select the checkbox, then individual connections will be
reestablished only when they are used.

Transaction Support

Use the Transaction Support list to select the type of transaction support for the
connection pool. The chosen transaction support overrides the transaction support
attribute in the resource adapter associated with this connection pool in a downward
compatible way. In other words, it can support a lower transaction level than that
specified in the resource adapter or the same transaction level as that specified in
resource adapter, but it cannot specify a higher level.

The transaction support options include the following.

The None selection from the Transaction Support menu indicates that the resource
adapter does not support resource manager local or JTA transactions and does not
implement XAResource or LocalTransaction interfaces.

Local transaction support means that the resource adapter supports local transactions
by implementing the LocalTransaction interface. Local transactions are managed
internal to a resource manager and involve no external transaction managers.

XA transaction support means that the resource adapter supports resource manager
local and JTA transactions by implementing the LocalTransaction and XAResource
interfaces. XA transactions are controlled and coordinated by a transaction manager
external to a resource manager. Local transactions are managed internal to a resource
manager and involve no external transaction managers.
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See Also

More Information

See Also

In the Additional Properties table, specify name-value pairs.

The properties specified depend on the resource adapter used by this pool. The name-value
pairs specified by the deployer using this table can be used to override the default values for the
properties defined by the resource-adapter vendor.

On the Security Maps tabbed pane, create or modify a security map for the connection pool.

See “About Security Maps” on page 180 for information on how to create a security map.

Click Save.

= “About Connectors” on page 115
® “To create a connector connection pool” on page 116
= “To delete a connector connection pool” on page 119

To delete a connector connection pool

In the tree component, expand the Resources node and then the Connectors node.
Select the Connector Connection Pools node.
On the Connector Connection Pools page, select the checkbox for the pool to be deleted.

Click Delete.

Equivalent asadmin command

delete-connector-connection-pool

= “To create a connector connection pool” on page 116
= “To edit a connector connection pool” on page 117

Admin Console Tasks for Connector Resources

“To create a connector resource” on page 120
“To edit a connector resource” on page 120
“Deleting a Connector Resource” on page 121
“To configure the connector service” on page 121
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120

SeeAlso

To create a connector resource

A connector resource (data source) provides applications with a connection to an EIS.

Before creating a connector resource, first create a connector connection pool.

In the tree component, expand the Resources node and then the Connectors node.
Expand the Connector Resources node.

On the Connector Resources page, click New.

On the Create Connector Resources page, specify the resource’s settings:

a. IntheJNDIName field, type a unique name, for example: eis/myERP.
Don’t forget the forward slash.

b. From the Pool Name combo box, choose the connection pool to which the new connector
resource belongs.

¢. Tochangetheresource to be unavailable, select the Disable on All Targets radio button.
By default, the resource is available (enabled) as soon as it is created.

Click OK.

Equivalent asadmin command

create-connector-resource

= “About Connectors” on page 115

= “INDI Names and Resources” on page 105

= “To Set Up EIS Access” on page 116

= “To edit a connector resource” on page 120

= “Deleting a Connector Resource” on page 121

= “To configure the connector service” on page 121

To edit a connector resource

In the tree component, expand the Resources node and then the Connectors node.

Expand the Connector Resources node.
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SeeAlso

More Information

SeeAlso

Select the node for the connector resource that you want to edit.

On the Edit Connector Resources page, you can select a different connection pool from the Pool
Name menu.

Click Save to apply the edits.

= “To create a connector resource” on page 120
= “Deleting a Connector Resource” on page 121
= “To configure the connector service” on page 121

Deleting a Connector Resource

In the tree component, expand the Resources node and then the Connectors node.
Select the Connector Resources node.
On the Connector Resources page, select the checkbox for the resource to be deleted.

Click Delete.

Equivalent asadmin command

delete-connector-resource

= “To create a connector resource” on page 120
= “To edit a connector resource” on page 120
= “To configure the connector service” on page 121

To configure the connector service

Use the Connector Service screen to configure the connector container for all resource adapters
deployed to this cluster or server instance.

Select Configurations from the tree.

Select the Connector Service node.
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Specify the shutdown timeout in seconds in the Shutdown Timeout field.

Enter an integer representing the number of seconds that the application server waits to allow
the ResourceAdapter.stop method of the connector module’s instance to complete. Resource
adapters that take longer than the specified shutdown timeout are ignored by the application
server and the shutdown procedure continues. The default shutdown timeout is 30 seconds.
Click Load Defaults to select the default shutdown timeout for the resource adapters deployed
to this cluster or server instance.

= “To create a connector resource” on page 120
= “To edit a connector resource” on page 120
= “Deleting a Connector Resource” on page 121

Admin Console Tasks for Administered Object Resources

122

m “To create an administered object resource” on page 122
= “To edit an administered object resource” on page 123
= “To delete an administered object resource” on page 124

To create an administered object resource

Packaged within a resource adapter (connector module), an administered object provides
specialized functionality for an application. For example, an administered object might provide
access to a parser that is specific to the resource adapter and its associated EIS. The object can be
administered; that is, it can be configured by an administrator. To configure the object, add
name-value property pairs in the Create or Edit Admin Object Resource pages. When creating
an administered object resource, associate the administered object to a JNDI name.

The Application Server implements JMS by using resource adapter. For each JMS destination
created, the Application Server automatically creates an administered object resource.

In the tree component, expand the Resources node and then the Connectors node.
Expand the Admin Object Resources node.

On the Admin Object Resources page, click New.

On the Admin Object Resources page, specify the following settings:

a. IntheJNDIName field, type a unique name that identifies the resource.

b. Inthe Resource Type field, enter the Java type for the resource.
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¢. From the Resource Adapter combo box, select the resource adapter that contains the
administered object.

d. Select or deselect the checkbox to enable or disable the resource.
e. Click Next.
5 Onthesecond Create Admin Object Resource page, the following tasks can be performed.
a. To configure the administered object with name-value property pairs, click Add Property.

6 ClickFinish.

More Information  Equivalent asadmin command

create-admin-object

SeeAlso = “JNDINamesand Resources” on page 105
= “To deploy a connector module” on page 53
= “The Relationship Between JMS Resources and Connector Resources” on page 85
= “To edit an administered object resource” on page 123
= “To delete an administered object resource” on page 124

v To editan administered object resource

1 Inthetree component, expand the Resource node and then the Connectors node.
2 Expand the Administered Object Resources node.
3 Select the node for the administered object resource to be edited.

4  OntheEdit Administered Object Resources page, modify values specified in Creating an
Administered Object Resource.

5 Click Save to apply the edits.

SeeAlso ® “To create an administered object resource” on page 122
= “To delete an administered object resource” on page 124
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v To delete an administered object resource
1 Inthetree component, expand the Resources node and then the Connectors node.
2 Select the Administered Object Resources node.
3 Onthe Administered Object Resources page, select the checkbox for the resource to be deleted.
4 (lick Delete.

More Information  Equivalent asadmin command

delete-admin-object

SeeAlso = “To create an administered object resource” on page 122
= “To edit an administered object resource” on page 123
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J2EE Containers

This chapter explains how to configure the J2EE containers included in the server. This chapter
contains following sections:

= “About the J2EE Containers” on page 125
= “Admin Console Tasks for the J2EE Containers” on page 126

About the J2EE Containers

This section describes the J2EE containers included with the Application Server.

= “Types of J2EE Containers” on page 125
= “The Web Container” on page 125
= “The EJB Container” on page 126

Types of J2EE Containers

J2EE containers provide runtime support for J2EE application components. J2EE application
components use the protocols and methods of the container to access other application
components and services provided by the server. The Application Server provides an
application client container, an applet container, a Web container, and an EJB container. For a
diagram that shows the containers, see the section “Application Server Architecture” on

page 26.

The Web Container

The Web Container is a J2EE container that hosts web applications. The web container extends
the web server functionality by providing developers the environment to run servlets and
JavaServer Pages (JSP files).
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See Also:

= “Configuring the General Web Container Settings” on page 126

The EJB Container

Enterprise beans (EJB components) are Java programming language server components that
contain business logic. The EJB container provides local and remote access to enterprise beans.

There are three types of enterprise beans: session beans, entity beans, and message-driven
beans. Session beans represent transient objects and processes and typically are used by a single
client. Entity beans represent persistent data, typically maintained in a database.
Message-driven beans are used to pass messages asynchronously to application modules and
services.

The container is responsible for creating the enterprise bean, binding the enterprise bean to the
naming service so other application components can access the enterprise bean, ensuring only
authorized clients have access to the enterprise bean’s methods, saving the bean’s state to
persistent storage, caching the state of the bean, and activating or passivating the bean when
necessary.

See Also:
= “Configuring the General EJB Settings” on page 129

Admin Console Tasks for the J2EE Containers

126

= “Configuring the General Web Container Settings” on page 126
= “Configuring the General EJB Settings” on page 129

= “Configuring the Message-Driven Bean Settings” on page 131

= “Configuring the EJB Timer Service Settings” on page 132

Configuring the General Web Container Settings

In this release, there are no container-wide settings for the Web container in the Admin
Console.

See Also:

= “Configuring Web Container Sessions” on page 127
= “To configure the manager properties” on page 127
= “To configure the store properties” on page 128

u

“The Web Container” on page 125
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Configuring Web Container Sessions

This section describes the HTTP session settings in the Web container. HTTP sessions are
unique web sessions that have their state data written to a persistent store.

= “To set the session timeout value” on page 127
= “To configure the manager properties” on page 127
= “To configure the store properties” on page 128
¥ Toset the session timeout value
1 Inthetree component, select the Configuration node.
2 Select the Web Container node.

3 Clickthe Session Properties tab.

4 Inthe Session Timeout field, enter the number of seconds that a session is valid.

5 Click Save.
SeeAlso = “Configuring the General Web Container Settings” on page 126
= “To configure the manager properties” on page 127
= “To configure the store properties” on page 128
| |

“The Web Container” on page 125

¥ To configure the manager properties

The session manager provides the means to configure how sessions are created and destroyed,
where session state is stored, and the maximum number of sessions.

To change the session manager settings:
1 Inthetree component select the Configuration node.
2 Selectthe Web Container node.
3 Clickthe Manager Properties tab.

4 SettheReap Interval value.

The Reap Interval field is the number of seconds before the inactive session data is deleted from
the store.
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128

5

See Also

Set the Max Sessions value.

The Max Sessions field is the maximum number of sessions allowed.

Set the Session Filename value.

The Session Filename field is the file that contains the session data.

Set the Session ID Generator Classname value.

The Session ID Generator Classname field allows you to specify a custom class for generating
unique session IDs. Only one session ID generator class per server instance is permitted, and all
instances in a cluster must use the same session ID generator to prevent session key collision.

Custom session ID generator classes must implement the
com.sun.enterprise.util.uuid.UuidGenerator interface:

package com.sun.enterprise.util.uuid;
public interface UuidGenerator {
public String generateUuid();

public String generateUuid(Object obj); //obj is the session object
}

The class must be in the Application Server classpath.

Click Save.

= “Configuring the General Web Container Settings” on page 126
= “Configuring Web Container Sessions” on page 127

= “The Web Container” on page 125

To configure the store properties

In the tree component, select the Configuration node.

Select the Web Container node.

Click the Store Properties tab.

Set the Reap Interval.

The Reap Interval field is the number of seconds before the inactive session data is deleted from
the store.

Click Save.
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See Also

= “Configuring the General Web Container Settings” on page 126
= “The Web Container” on page 125

Configuring the General EJB Settings

This section describes the following settings, which apply to all enterprise bean containers on
the server:

= “Session Store Location” on page 129
= “To configure EJB pool settings” on page 129
= “To configure EJB cache settings” on page 130

To override the defaults on a per-container basis, adjust the values in the enterprise bean’s
sun-ejb-jar.xml file. For details, see the Application Server Developer’s Guide.

Session Store Location
The Session Store Location field specifies the directory where passivated beans and persisted

HTTP sessions are stored on the file system.

Passivated beans are enterprise beans that have had their state written to a file on the file system.
Passivated beans typically have been idle for a certain period of time, and are not currently
being accessed by clients.

Similar to passivated beans, persisted HTTP sessions are individual web sessions that have had
their state written to a file on the file system.

The Commit Option field specifies how the container caches passivated entity bean instances
between transactions.

Option B caches entity bean instances between transactions, and is selected by default. Option

C disables caching.

To configure EJB pool settings

The container maintains a pool of enterprise beans in order to respond to client requests
without the performance hit that results from creating the beans. These settings only apply to
stateless session beans and entity beans.

If you experience performance problems in an application that uses deployed enterprise beans,
creating a pool, or increasing the number of beans maintained by an existing pool, can help
increase the application’s performance.

By default, the container maintains a pool of enterprise beans.

In the tree component, select the Configuration node.
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Select the EJB Container node.

Under Pool Settings in the Initial and Minimum Pool Size field enter the minimum number of
beans the container creates in the pool.

In the Maximum Pool Size field enter the maximum number of beans the container maintainsin
the pool, at any time.

In the Pool Resize Quantity field enter the number of beans that will be removed from the pool if
they are idle for more than the time specified in Pool Idle Timeout.

In the Pool Idle Timeout field enter the time, in seconds, that a bean in the pool can remain idle
before it will be removed from the pool.

Click Save.

Restart the Application Server.

To configure EJB cache settings

The container maintains a cache of enterprise bean data for the most used enterprise beans.
This allows the container to respond more quickly to requests from other application modules
for data from the enterprise beans. This section applies only to stateful session beans and entity
beans.

Cached enterprise beans are in one of three states: active, idle, or passivated. An active
enterprise bean is currently being accessed by clients. An idle enterprise bean’s data is currently
in the cache, but no clients are accessing the bean. A passivated bean’s data is temporarily
stored, and read back into the cache if a client requests the bean.

In the tree component, select the Configuration node.
Select the EJB Container node.

Adjust the maximum cache size in the Max Cache Size field.

Increase the maximum number of beans to cache to eliminate the overhead of bean creation
and destruction. However, if the cache is increased, the server consumes more memory and
resources. Be sure your operating environment is sufficient for your cache settings.

Adjust the cache resize quantity in the Cache Resize Quantity field.

When the maximum number of cached beans is reached, the container removes a number of
passivated beans from the backup store, set to 32 by default.
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Adjust the rate, in seconds, at which the cache cleanup is scheduled for entity beans in the
Cacheldle Timeout field.

If a cached entity bean has been idle a certain amount of time, it is passivated. That is, the bean’s
state is written to a backup store.

Adjust the time, in seconds, after which stateful session beans are removed from the cache or
passivated store in the Removal Timeout field.

Configure the policy the container uses to remove stateful session beans in the Removal
Selection Policy field.

The container decides which stateful session beans to remove based on the policy set in the
Removal Selection Policy field. There are three possible policies the container uses to remove
beans from the cache:

= Not recently used (NRU)
m  First in, first out (FIFO)
= Leastrecently used (LRU)

The NRU policy removes a bean that hasn’t been used recently. The FIFO policy removes the
oldest bean in the cache. The LRU policy removes the least recently accessed bean. By default,
the NRU policy is used by the container.

Entity beans are always removed using the FIFO policy.
Click Save.

Restart the Application Server.

= “The EJB Container” on page 126

Configuring the Message-Driven Bean Settings

The pool for message-driven beans is similar to the pool for session beans described in “To
configure EJB pool settings” on page 129. By default, the container maintains a pool of
message—driven beans.

To adjust the configuration of this pool:

To configure MDB pool settings
In the tree component, select the Configuration node.

Select the EJB Container node.
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Click the MDB Settings tab.

Under Pool Settings in the Initial and Minimum Pool Size field, enter the minimum number of
message beans the container creates in the pool.

In the Maximum Pool Size field, enter the maximum number of beans the container maintains in
the pool, at any time.

In the Pool Resize Quantity field, enter the number of beans that are removed from the pool if
they are idle for more than the time specified in Pool Idle Timeout.

In the Pool Idle Timeout field, enter the time, in seconds, that a bean in the pool can remain idle
before it is removed from the pool.

Click Save.

Restart the Application Server.

= “The EJB Container” on page 126
= “Configuring the General Web Container Settings” on page 126

Configuring the EJB Timer Service Settings

The timer service is a persistent and transactional notification service provided by the
enterprise bean container used to schedule notifications or events used by enterprise beans. All
enterprise beans except stateful session beans can receive notifications from the timer service.
Timers set by the service are not destroyed when the server is shut down or restarted.

To configure the Timer Service
In the tree component, select the Configuration node.
Select the EJB Container node.

Click the EJB Timer Service tab.

Set the minimum delivery interval in milliseconds in the Minimum Delivery Interval field.

Minimum Delivery Interval is the minimum number of milliseconds allowed before the next
timer expiration for a particular timer can occur. Setting this interval too low can cause server
overload.
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5 Setthe maximum number of attempts the timer service makes to deliver the notification in the
Maximum Redeliveries field.

6 Settheinterval, in milliseconds, between redelivery attempts in the Redelivery Interval field.
7 Click Save.
8 Restart the Application Server.
V¥ Touse an external database with the Timer Service
The timer service by default uses an embedded database to store timers.
1 SetupalJDBCresource for the database, as described in “To create a JDBC resource” on page 76.
2 Enterthe JNDI name of the resource in the Timer DataSource field.
3 ClickSave.

4 Restart the Application Server.

Sample timer database creation files are provided for PointBase and Oracle at
install-dir/1ib/install/databases/.

SeeAlso = “To createaJDBC resource” on page 76
= “INDI Names and Resources” on page 105
= “The EJB Container” on page 126
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L K R 4 CHAPTER 9

Configuring Security

This chapter describes some core application server security concepts, and describes how to
configure security for the Application Server. This chapter contains the following topics:

“About Application Server Security” on page 135

“Admin Console Tasks for Security” on page 153

“Admin Console Tasks for Realms” on page 155

“Admin Console Tasks for JACC Providers” on page 166

“Admin Console Tasks for Audit Modules” on page 169

“Admin Console Tasks for Security” on page 153

“Admin Console Tasks for Listeners and JMX Connectors” on page 173
“Admin Console Tasks for Connector Connection Pools” on page 179
“Working with Certificates and SSL” on page 183

“Further Information” on page 189

About Application Server Security

“Overview of Security” on page 135

“About Authentication and Authorization” on page 140
“Understanding Users, Groups, Roles, and Realms” on page 143
“Introduction to Certificates and SSL” on page 146

“About Firewalls” on page 149

“Managing Security With the Admin Console” on page 149

Overview of Security

Security is about protecting data: how to prevent unauthorized access or damage to it in storage
or transit. The Application Server has a dynamic, extensible security architecture based on the
J2EE standard. Built in security features include cryptography, authentication and
authorization, and public key infrastructure. The Application Server is built on the Java security
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model, which uses a sandbox where applications can run safely, without potential risk to
systems or users. The following topics are discussed:

= “Understanding Application and System Security” on page 136
= “Tools for Managing Security” on page 136

= “Managing Security of Passwords” on page 137

= “Assigning Security Responsibilities” on page 139

Understanding Application and System Security
Broadly, there are two kinds of application security:

= In programmatic security, application code written by the developer handles security chores.
As an administrator, you don’t have any control over this mechanism. Generally,
programmatic security is discouraged since it hard-codes security configurations in the
application instead of managing it through the J2EE containers.

= In declarative security, the container (the Application Server) handles security through an
application’s deployment descriptors. You can control declarative security by editing
deployment descriptors directly or with a tool such as deploytool. Because deployment
descriptors can change after an application is developed, declarative security allows for
more flexibility.

In addition to application security, there is also system security, which affects all the applications
on an Application Server system.

Programmatic security is controlled by the application developer, so this document does not
discuss it; declarative security is somewhat less so, and this document touches on it
occasionally. This document is intended primarily for system administrators, and so focuses on
system security.

Tools for Managing Security
The Application Server provides the following tools for managing security:

= Admin Console, a browser-based tool used to configure security for the entire server, to
manage users, groups, and realms, and to perform other system-wide security tasks. For a
general introduction to the Admin Console, see “T'ools for Administration” on page 28. For
an overview of the security tasks you can perform with the Admin Console, see “Managing
Security With the Admin Console” on page 149.

= asadmin, a command-line tool that performs many of the same tasks as the Admin Console.
You may be able to do some things with asadmin that you cannot do with Admin Console.
You perform asadmin commands from either a command prompt or from a script, to
automate repetitive tasks. For a general introduction to asadmin, see “Tools for
Administration” on page 28.

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008



About Application Server Security

= deploytool, agraphical packaging and deployment tool for editing application deployment
descriptors to control individual applications’ security. Because deploytool is intended for
application developers, this document does not describe its use in detail. For instructions on
using deploytool, see the tool’s online help and The J2EE 1.4 Tutorial at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

The Java 2 Platform, Standard Edition (J2SE) provides two tools for managing security:

= keytool, acommand-line utility for managing digital certificates and key pairs. Use
keytool to manage users in the certificate realm.

= policytool,agraphical utility for managing system-wide Java security policies. As an
administrator, you will rarely need to use policytool.

For more information on using keytool, policytool, and other Java security tools, see Java 2
SDK Tools and Utilities at
http://java.sun.com/j2se/1.4.2/docs/tooldocs/tools.html#security.

Managing Security of Passwords

In this release of the Application Server, the file domain.xml, which contains the specifications
for a particular domain, initially contains the password of the Sun Java System Message Queue
broker in clear text. The element in the domain. xml file that contains this password is the
admin-password attribute of the jms -host element. Because this password is not changeable at
installation time, it is not a significant security impact.

However, use the Admin Console to add users and resources and assign passwords to these
users and resources. Some of these passwords are written to the domain.xmt file in clear text, for
example, passwords for accessing a database. Having these passwords in clear text in the
domain.xml file can present a security hazard. You can encrypt any password in domain.xml,
including the admin-password attribute or a database password using the following procedure.

To encrypt a password in domain.xml

From the directory where the domain. xm1 file resides (domain-dir/ config by default), run the
following asadmin command:

asadmin create-password-alias --user admin alias-name

For example,

asadmin create-password-alias --user admin jms-password

A password prompt appears (admin in this case). Refer to the man pages for the
create-password-alias, list-password-aliases, delete-password-alias commands for
more information.
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Remove and replace the password in domain.xml. This is accomplished using the asadmin set
command. An example of using the set command for this purpose is as follows:

asadmin set --user admin server.jms-service.jms-host.
default JMS host.admin-password="${ALIAS=jms-password}’

Restart the Application Server for the relevant domain.

Protecting files with encoded passwords

Some files contain encoded passwords that need protecting using file system permissions. These
files include the following:

®  domain-dir/master-password

This file contains the encoded master password and should be protected with file system
permissions 600.

= Any password file created to pass as an argument using the - -passwordfile argument to
asadmin should be protected with file system permissions 600.

To change the master password

The master password (MP) is an overall shared password. It is never used for authentication
and is never transmitted over the network. This password is the choke point for overall security;
the user can choose to enter it manually when required, or obscure it in a file. It is the most
sensitive piece of data in the system. The user can force prompting for the MP by removing this
file. When the master password is changed, it is re-saved in the master-password keystore.

Stop the Application Server for the domain. Use the asadmin change-master-password
command, which prompts for the old and new passwords, then re-encrypts all dependent
items. For example,

asadmin change-master-password>

Please enter the master password>

Please enter the new master password>

Please enter the the new master password again>

Restart the Application Server.

Caution - At this point in time, server instances that are running must not be started and running
server instances must not be restarted until the SMP on their corresponding node agent has
been changed. If a server instance is restarted before changing its SMP, it will fail to come up.

Stop each node agent and its related servers one at a time. Run the asadmin
change-master-password command again, and then restart the node agent and its related
servers.
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Continue with the next node agent until all node agents have been addressed. In this way, a
rolling change is accomplished.

To change the admin password

Encrypting the admin password was discussed in “Managing Security of Passwords” on

page 137. Encrypting the admin password is strongly encouraged. If you want to change the
admin password before encrypting it, use the asadmin set command. An example of using the
set command for this purpose is as follows:

asadmin set --user admin
server.jms-service.jms-host.default_JMS_host.admin-password=new_pwd

It is also possible to change the admin password using the Admin Console as in the following
procedure.

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Realms node.

Select the admin-realmnode.

Click the Manage Users button from the Edit Realm page.

Select the user named admin.

Enter the new password and confirm the password.

Click Save to save or click Close to close without saving.

Assigning Security Responsibilities

Security responsibilities are assigned to the following:

= “Application Developer” on page 139

= “Application Deployer” on page 140

= “System Administrator” on page 140

Application Developer

The application developer is responsible for the following:

= Specifying roles and role-based access restrictions for application components.

= Defining an application’s authentication method and specifying the parts of the application
that are secured.
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An application developer can use tools such as deploytool to edit application deployment
descriptors. These security tasks are discussed in more detail in the Security chapter of The J2EE
1.4 Tutorial, which can be viewed at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

Application Deployer
The application deployer is responsible for:

= Mapping users or groups (or both) to security roles.
= Refining the privileges required to access component methods to suit the requirements of
the specific deployment scenario.

An application deployer can use tools such as deploytool to edit application deployment
descriptors. These security tasks are discussed in more detail in the Security chapter of The J2EE
1.4 Tutorial, which can be viewed at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

System Administrator
The system administrator is responsible for:

= Configuring security realms.
= Managing user accounts and groups.
= Managing audit logs.

= Managing server certificates and configuring the server’s use of secure sockets layer
(SSL).

=  Handling other miscellaneous system-wide security features, such as security maps for
connector connection pools, additional JACC Providers, and so on.

A system administrator uses the Admin Console to manage server security settings and
keytool to manage certificates. This document is intended primarily for system administrators.

About Authentication and Authorization

Authentication and authorization are central concepts of application server security. The
following topics are discussed related to authentication and authorization:

“Authenticating Entities” on page 141

“Authorizing Users” on page 142

“Specifying JACC Providers” on page 142

“Auditing Authentication and Authorization Decisions” on page 142
“Configuring Message Security” on page 142
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Authenticating Entities

Authentication is the way an entity (a user, an application, or a component) determines that
another entity is who it claims to be. An entity uses security credentials to authenticate itself.
The credentials may be a user name and password, a digital certificate, or something else.

Typically, authentication means a user logging in to an application with a user name and
password; but it might also refer to an EJB providing security credentials when it requests a
resource from the server. Usually, servers or applications require clients to authenticate;
additionally, clients can require servers to authenticate themselves, too. When authentication is
bidirectional, it is called mutual authentication.

When an entity tries to access a protected resource, the Application Server uses the
authentication mechanism configured for that resource to determine whether to grant access.
For example, a user can enter a user name and password in a Web browser, and if the
application verifies those credentials, the user is authenticated. The user is associated with this
authenticated security identity for the remainder of the session.

The Application Server supports four types of authentication, as outlined in “Authenticating
Entities” on page 141. An application specifies the type of authentication it uses within its
deployment descriptors. For more information on using deploytool to configure the
authentication method for an application, see The J2EE 1.4 Tutorial at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

TABLE9-1 Application Server Authentication Methods

Authentication Communication Description User Credential Encryption

Method Protocol

Basic HTTP (SSL optional) | Uses the server’s built-in None, unless using SSL.
pop-up login dialog box.

Form-based HTTP (SSL optional) | Application providesitsown | None, unless using SSL.
custom login and error pages.

Client Certificate HTTPS (HTTP over | Server authenticates the client | SSL

SSL) using a public key certificate.

Verifying Single Sign-On

Single sign-on enables multiple applications in one virtual server instance to share user
authentication state. With single sign-on, a user who logs in to one application becomes
implicitly logged in to other applications that require the same authentication information.

Single sign-on is based on groups. All Web applications whose deployment descriptor defines
the same group and use the same authentication method (basic, form, digest, certificate) share
single sign-on.
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Single sign-on is enabled by default for virtual servers defined for the Application Server. For
information on disabling single sign-on, see “To configure single sign-on (SSO)” on page 178.

Authorizing Users

Once a user is authenticated, the level of authorization determines what operations can be
performed. A user’s authorization is based on his role. For example, a human resources
application may authorize managers to view personal employee information for all employees,
but allow employees to view only their own personal information. For more on roles, see
“Understanding Users, Groups, Roles, and Realms” on page 143.

Specifying JACC Providers

JACC (Java Authorization Contract for Containers) is part of the J2EE 1.4 specification that
defines an interface for pluggable authorization providers. This enables the administrator to set
up third-party plug-in modules to perform authorization.

By default, the Application Server provides a simple, file-based authorization engine that
complies with the JACC specification. It is also possible to specify additional third-party JACC
providers.

JACC providers use the Java Authentication and Authorization Service (JAAS) APIs. JAAS
enables services to authenticate and enforce access controls upon users. It implements a Java
technology version of the standard Pluggable Authentication Module (PAM) framework.

Auditing Authentication and Authorization Decisions

The Application Server can provide an audit trail of all authentication and authorization
decisions through audit modules. The Application Server provides a default audit module, as
well as the ability to customize the audit modules. For information on developing custom audit
modules, see the Application Server Developer's Guide.

Configuring Message Security

Message Security enables a server to perform end-to-end authentication of web service
invocations and responses at the message layer. The Application Server implements message
security using message security providers on the SOAP layer. The message security providers
provide information such as the type of authentication that is required for the request and
response messages. The types of authentication that are supported include the following:

= Sender authentication, including username-password authentication.
= Content authentication, including XML Digital Signatures.

Two message security providers are included with this release. The message security providers
can be configured for authentication for the SOAP layer. The providers that can be configured
include ClientProviderand ServerProvider.
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Support for message layer security is integrated into the Application Server and its client
containers in the form of (pluggable) authentication modules. By default, message layer security
is disabled on the Application Server.

Message level security can be configured for the entire Application Server or for specific
applications or methods. Configuring message security at the Application Server level is
discussed in “Overview of Security” on page 135Chapter 10, “Configuring Message Security.”
Configuring message security at the application level is discussed in the Developer’s Guide
chapter titled Securing Applications.

See Also:

“Configuring the Application Server for Message Security” on page 198
“Securing a Web Service” on page 196

“To enable providers for message security” on page 202

“To configure a message security provider” on page 203

“Creating a Message Security Provider” on page 206

“To delete a message security configuration” on page 208

“To delete a message security provider” on page 209

“To enable message security for application clients” on page 209

Understanding Users, Groups, Roles, and Realms

The Application Server enforces its authentication and authorization policies upon the
following entities:

= “Users” on page 144: An individual identity defined in the Application Server. In general, a
user is a person, a software component such as an enterprise bean, or even a service. A user
who has been authenticated is sometimes called a principal. Users are sometimes referred to
as subjects.

= “Groups” on page 144: A set of users defined in the Application Server, classified by common
traits.

= “Roles” on page 144: A named authorization level defined by an application. A role can be
compared to a key that opens a lock. Many people might have a copy of the key. The lock
doesn't care who seeks access, only that the right key is used.

= “Realms” on page 145: A repository containing user and group information and their
associated security credentials. A realm is also called a security policy domain.

Note - Users and groups are designated for the entire Application Server, whereas each
application defines its own roles. When the application is being packaged and deployed, the
application specifies mappings between users/groups and roles, as illustrated in the following
figure.
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FIGURE9-1 Role Mapping

A useris an individual (or application program) identity that has been defined in the
Application Server. A user can be associated with a group. The Application Server
authentication service can govern users in multiple realms.

Groups

A J2EE group (or simply group) is a category of users classified by common traits, such as job
title or customer profile. For example, users of an e-commerce application might belong to the
customer group, but the big spenders would belong to the preferred group. Categorizing users
into groups makes it easier to control the access of large numbers of users.

Roles

A role defines which applications and what parts of each application users can access and what
they can do. In other words, roles determine users’ authorization levels.

For example, in a personnel application all employees might have access to phone numbers and
email addresses, but only managers would have access to salary information. The application
might define at least two roles: employee and manager; only users in the manager role are
allowed to view salary information.
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A role is different from a user group in that a role defines a function in an application, while a
group is a set of users who are related in some way. For example, in the personnel application
there might be groups such as full-time, part-time, and on-leave, but users in all these
groups would still be in the employee role.

Roles are defined in application deployment descriptors. In contrast, groups are defined for an
entire server and realm. The application developer or deployer maps roles to one or more
groups for each application in its deployment descriptor.

Realms

A realm, also called a security policy domain or security domain, is a scope over which the server
defines and enforces a common security policy. In practical terms, a realm is a repository where
the server stores user and group information.

The Application Server comes preconfigured with three realms: file (the initial default realm),
certificate,and admin-realm. It is possible to also set up ldap, solaris, or custom realms.
Applications can specify the realm to use in their deployment descriptor. If they do not specify a
realm, the Application Server uses its default realm.

In the file realm, the server stores user credentials locally in a file named keyfile. You can use
the Admin Console to manage users in the file realm. For more information, see “Managing
file Realm Users” on page 163.

In the certificate realm, the server stores user credentials in a certificate database. When
using the certificate realm, the server uses certificates with the HT'TPS protocol to
authenticate Web clients. For more information about certificates, see “Introduction to
Certificates and SSL” on page 146.

The admin- realmis also a FileRealm and stores administrator user credentials locally in a file
named admin-keyfile. Use the Admin Console to manage users in this realm in the same way
you manage users in the file realm. For more information, see “Managing file Realm Users” on
page 163.

In the ldap realm the server gets user credentials from a Lightweight Directory Access Protocol
(LDAP) server such as the Sun Java System Directory Server. LDAP is a protocol for enabling
anyone to locate organizations, individuals, and other resources such as files and devices in a
network, whether on the public Internet or on a corporate intranet. Consult your LDAP server
documentation for information on managing users and groups in the 1dap realm.

In the solaris realm the server gets user credentials from the Solaris operating system. This
realm is supported on the Solaris 9 OS and later. Consult your Solaris documentation for
information on managing users and groups in the solaris realm.

A custom realm is any other repository of user credentials, such as a relational database or
third-party component. For more information, see “Creating a Custom Realm” on page 160.
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Introduction to Certificates and SSL

The following topics are discussed in this section:

= “About Digital Certificates” on page 146
= “About Secure Sockets Layer” on page 147

About Digital Certificates

Digital certificates (or simply certificates) are electronic files that uniquely identify people and
resources on the Internet. Certificates also enable secure, confidential communication between
two entities.

There are different kinds of certificates, such as personal certificates, used by individuals, and
server certificates, used to establish secure sessions between the server and clients through
secure sockets layer (SSL) technology. For more information on SSL, see “About Secure Sockets
Layer” on page 147.

Certificates are based on public key cryptography, which uses pairs of digital keys (very long
numbers) to encrypt, or encode, information so it can be read only by its intended recipient. The
recipient then decrypts (decodes) the information to read it.

A key pair contains a public key and a private key. The owner distributes the public key and
makes it available to anyone. But the owner never distributes the private key; it is always kept
secret. Because the keys are mathematically related, data encrypted with one key can be
decrypted only with the other key in the pair.

A certificate is like a passport: it identifies the holder and provides other important information.
Certificates are issued by a trusted third party called a Certification Authority (CA). The CA is
analogous to passport office: it validates the certificate holder’s identity and signs the certificate
so that it cannot be forged or tampered with. Once a CA has signed a certificate, the holder can
present it as proof of identity and to establish encrypted, confidential communications.

Most importantly, a certificate binds the owner’s public key to the owner’s identity. Like a
passport binds a photograph to personal information about its holder, a certificate binds a
public key to information about its owner.

In addition to the public key, a certificate typically includes information such as:

= The name of the holder and other identification, such as the URL of the Web server using
the certificate, or an individual’s email address.

= The name of the CA that issued the certificate.
= Anexpiration date.
Digital Certificates are governed by the technical specifications of the X.509 format. To verify

the identity of a user in the certificate realm, the authentication service verifies an X.509
certificate, using the common name field of the X.509 certificate as the principal name.
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About Certificate Chains

Web browsers are preconfigured with a set of root CA certificates that the browser
automatically trusts. Any certificates from elsewhere must come with a certificate chain to verify
their validity. A certificate chain is series of certificates issued by successive CA certificates,
eventually ending in a root CA certificate.

When a certificate is first generated, it is a self-signed certificate. A self-signed certificate is one
for which the issuer (signer) is the same as the subject (the entity whose public key is being
authenticated by the certificate). When the owner sends a certificate signing request (CSR) to a
CA, then imports the response, the self-signed certificate is replaced by a chain of certificates. At
the bottom of the chain is the certificate (reply) issued by the CA authenticating the subject's
public key. The next certificate in the chain is one that authenticates the CA's public key.
Usually, this is a self-signed certificate (that is, a certificate from the CA authenticating its own
public key) and the last certificate in the chain.

In other cases, the CA can return a chain of certificates. In this case, the bottom certificate in the
chain is the same (a certificate signed by the CA, authenticating the public key of the key entry),
but the second certificate in the chain is a certificate signed by a different CA, authenticating the
public key of the CA to which you sent the CSR. Then, the next certificate in the chainisa
certificate authenticating the second CA's key, and so on, until a self-signed root certificate is
reached. Each certificate in the chain (after the first) thus authenticates the public key of the
signer of the previous certificate in the chain.

About Secure Sockets Layer

Secure Sockets Layer (SSL) is the most popular standard for securing Internet communications
and transactions. Web applications use HTTPS (HTTP over SSL), which uses digital certificates
to ensure secure, confidential communications between server and clients. In an SSL
connection, both the client and the server encrypt data before sending it, then decrypt it upon
receipt.

When a Web browser (client) wants to connect to a secure site, an SSL handshake happens:

= Thebrowser sends a message over the network requesting a secure session (typically, by
requesting a URL that begins with https instead of http).

= The server responds by sending its certificate (including its public key).

= The browser verifies that the server’s certificate is valid and is signed by a CA whose
certificate is in the browser’s database (and who is trusted). It also verifies that the CA
certificate has not expired.

= Ifthe certificate is valid, the browser generates a one time, unique session key and encrypts it
with the server’s public key. The browser then sends the encrypted session key to the server
so that they both have a copy.

= The server decrypts the message using its private key and recovers the session key.
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After the handshake, the client has verified the identity of the Web site, and only the client and
the Web server have a copy of the session key. From this point forward, the client and the server
use the session key to encrypt all their communications with each other. Thus, their
communications are ensured to be secure.

The newest version of the SSL standard is called TLS (Transport Layer Security). The
Application Server supports the Secure Sockets Layer (SSL) 3.0 and the Transport Layer
Security (TLS) 1.0 encryption protocols.

To use SSL, the Application Server must have a certificate for each external interface, or IP
address, that accepts secure connections. The HTTPS service of most Web servers will not run
unless a digital certificate has been installed. Use the procedure described in “To generate a
certificate using the keytool utility” on page 186 to set up a digital certificate that your Web
server can use for SSL.

About Ciphers

A cipher is a cryptographic algorithm used for encryption or decryption. SSL and TLS protocols
support a variety of ciphers used to authenticate the server and client to each other, transmit
certificates, and establish session keys.

Some ciphers are stronger and more secure than others. Clients and servers can support
different cipher suites. Choose ciphers from the SSL3 and TLS protocols. During a secure
connection, the client and the server agree to use the strongest cipher they both have enabled for
communication, so it is usually sufficient to enable all ciphers.

Using Name-based Virtual Hosts

Using name-based virtual hosts for a secure application can be problematic. This is a design
limitation of the SSL protocol itself. The SSL handshake, where the client browser accepts the
server certificate, must occur before the HT'TP request is accessed. As a result, the request
information containing the virtual host name cannot be determined prior to authentication,
and it is therefore not possible to assign multiple certificates to a single IP address.

If all virtual hosts on a single IP address need to authenticate against the same certificate, the
addition of multiple virtual hosts probably will not interfere with normal SSL operations on the
server. Be aware, however, that most browsers will compare the server’s domain name against
the domain name listed in the certificate, if any (applicable primarily to official, CA-signed
certificates). If the domain names do not match, these browsers display a warning. In general,
only address-based virtual hosts are commonly used with SSL in a production environment.
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About Firewalls

A firewall controls the flow of data between two or more networks, and manages the links
between the networks. A firewall can consist of both hardware and software elements. This
section describes some common firewall architectures and their configuration. The information
here pertains primarily to the Application Server. For details about a specific firewall
technology, refer to the documentation from your firewall vendor.

In general, configure the firewalls so that clients can access the necessary TCP/IP ports. For
example, if the HTTP listener is operating on port 8080, configure the firewall to allow HTTP
requests on port 8080 only. Likewise, if HT'TPS requests are setup for port 8181, you must
configure the firewalls to allow HTTPS requests on port 8181.

If direct Remote Method Invocations over Internet Inter-ORB Protocol (RMI-IIOP) access
from the Internet to EJB modules are required, open the RMI-IIOP listener port as well, but this
is strongly discouraged because it creates security risks.

In double firewall architecture, you must configure the outer firewall to allow for HTTP and
HTTPS transactions. You must configure the inner firewall to allow the HTTP server plug-in to
communicate with the Application Server behind the firewall.

Managing Security With the Admin Console

The Admin Console provides the means to manage the following aspects of security:

“Server Security Settings” on page 149

“Realms and file Realm Users” on page 150
“JACC Providers” on page 150

“Audit Modules” on page 150

“Message Security” on page 151

“HTTP and IIOP Listener Security” on page 151
“Admin Service Security” on page 152
“Security Maps” on page 152

Server Security Settings

On the Security Settings page, set properties for the entire server, including specifying the
default realm, the anonymous role, and the default principal user name and password. For more
information, see “T'o configure security settings” on page 153.

See Also:

= “To configure security settings” on page 153
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Realms and file Realm Users

The concept of realms was introduced in “Understanding Users, Groups, Roles, and Realms”
on page 143.

Create a new realm

Delete an existing realm

Modify the configuration of an existing realm
Add, modify, and delete users in the file realm
Set the default realm

See “Admin Console Tasks for Realms” on page 155 for details on these tasks.

See Also:

“To create a realm” on page 155

“To edit a realm” on page 157

“To delete arealm” on page 157

“To set the default realm” on page 158

JACC Providers

JACC providers were introduced in “Specifying JACC Providers” on page 142. Use the Admin
Console to perform the following tasks:

®  Add anewJACC provider
= Delete or modify an existing JACC provider

See “Admin Console Tasks for JACC Providers” on page 166 for details on these tasks.

See Also:

= “To create a JACC provider” on page 167
= “To edita JACC provider” on page 167

= “To delete a JACC provider” on page 168
u

“To set the active JACC provider” on page 169

Audit Modules

Audit modules were introduced in “Auditing Authentication and Authorization Decisions” on
page 142. Auditing is the method by which significant events, such as errors or security
breaches, are recorded for subsequent examination. All authentication events are logged to the
Application Server logs. A complete access log provides a sequential trail of Application Server
access events.

Use the Admin Console to perform the following tasks:

= Addanew audit module
= Delete or modify an existing audit module
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See “Admin Console Tasks for Audit Modules” on page 169 for details on these tasks.

See Also:

= “To create an audit module” on page 169
= “To edit an audit module” on page 170

= “To delete an audit module” on page 171
| |

“To enable or disable audit logging” on page 171

Message Security

The concept of message security was introduced in “Configuring Message Security” on
page 142. Use the Admin Console to perform the following tasks:

= Enable message security
= Configure a message security provider
= Delete or configure an existing message security configuration or provider

See Chapter 10, “Configuring Message Security,” for details on these tasks.

See Also:

“Configuring the Application Server for Message Security” on page 198
“Securing a Web Service” on page 196

“To enable providers for message security” on page 202

“To configure a message security provider” on page 203

“Creating a Message Security Provider” on page 206

“To delete a message security configuration” on page 208

“To delete a message security provider” on page 209

“To enable message security for application clients” on page 209

HTTP and lIOP Listener Security

Each virtual server in the HTTP service provides network connections through one or more
HTTP listeners. For general information about the HTTP service and HTTP listeners, see
“What Is the HTTP Service?” on page 219.

The Application Server supports CORBA (Common Object Request Broker Architecture)
objects, which use the Internet Inter-Orb Protocol (IIOP) to communicate across the network.
An IIOP listener accepts incoming connections from remote clients of EJB components and
from other CORBA-based clients. For general information on IIOP listeners, see “IIOP
Listeners” on page 234.

With the Admin Console, perform the following tasks:

= Create anew HTTP or IIOP listener, and specify the security it uses.
= Modify the security settings for an existing HTTP or IIOP listener.

See “Admin Console Tasks for Listeners and JMX Connectors” on page 173 for details on these
tasks.
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See Also:

= “To configure security for HTTP listeners” on page 173
= “To configure security for IIOP listeners” on page 174
= “To set listener security properties” on page 175

Admin Service Security

The Admin Service determines whether the server instance is a regular instance, a domain
administration server (DAS), or a combination. In the Platform Edition, there is only one server
instance, and it is a combination. Use the Admin Service to configure a JSR-160 compliant
remote JMX connector, which handles communication between the domain administration
server and the node agents, which manage server instances on a host machine, for remote server
instances.

With the Admin Console, perform the following tasks:

= Manage the Admin Service
»  Edit the JMX connector
= Modify the security settings of the JMX connector

See “T'o configure security for the Admin Service’s JMX connector” on page 175 for details on
these tasks.

See Also:

= “To configure security for the Admin Service’s JMX connector” on page 175

Security Maps

The concept of security maps for connector connection pools is introduced in “About Security
Maps” on page 180. Use the Admin Console to perform the following tasks:

= Add asecurity map to an existing connector connection pool
= Delete or configure an existing security map

See “Admin Console Tasks for Connector Connection Pools” on page 179 for details on these
tasks.

See Also:

= “About Connector Connection Pools” on page 179
= “About Security Maps” on page 180

= “To create a security map” on page 180

= “To edit a security map” on page 181

= “To delete a security map” on page 182
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“To configure security settings” on page 153

“To grant access to administration tools” on page 154
“Configuring Mutual Authentication” on page 165
“To configure single sign-on (SSO)” on page 178

v To configure security settings

The Security page in the Admin Console enables you to set a variety of system-wide security

settings.

1 Inthe Admin Console tree component, expand the Configuration node.

2 Select the Security node.

The Security page displays.

3 Modify the values as necessary.

The general security options are discussed in the following table.

Setting Description

Audit Logging Select to enable audit logging. If enabled, the server will load and run all the audit
modules specified in the Audit Modules setting. If disabled, the server does not access
audit modules. Disabled by default.

Default Realm The active (default) realm the server uses for authentication. Applications use this

realm unless they specify a different realm in their deployment descriptor. All
configured realms appear in the list. The initial default realm is the file realm.

Anonymous Role

The name for the default or anonymous role. The anonymous role is assigned to all
users. Applications can use this role in their deployment descriptors to grant
authorization to anyone.

Default Principal

Specifies the default user name. The server uses this when no principal is provided. If
you enter a value in this field, enter a corresponding value in the Default Principal
Password field.

This attribute is not required for normal server operation.

Default Principal Password

Password of the default principal specified in the Default Principal field.

This attribute is not required for normal server operation.

JACC

Class name of a configured JACC provider. See “To create a JACC provider” on
page 167
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Setting Description

Audit Modules List of audit module provider classes, delimited by commas. A module listed here
must already be configured. If Audit Logging is enabled, this setting must list audit
modules. By default, the server uses an audit module named default. For
information on creating new audit modules, see “To create an audit module” on
page 169.

Enter additional properties to pass to the Java Virtual Machine (JVM) in the Additional
Properties section.

Valid properties are dependent upon the type of realm selected in the Default Realm field. Valid
properties are discussed in the following sections:

= “Editing the file and admin-realm Realms” on page 162
= “Editing the certificate Realm” on page 162

= “Creating the solaris Realm” on page 160

= “Creatinganldap Realm” on page 159

= “Creating a Custom Realm” on page 160

Select Save to save the changes or Load Defaults to restore the default values.

To grant access to administration tools

Only users in the asadmin group are able to access Admin Console and the asadmin command
line utility.

To give a user access to these administration tools, add them to the asadmin group in the
admin-realm.

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Realms node.

Selectthe admin- realmnode.

Click the Manage Users button from the Edit Realm page.

Initially after installation, the administrator user name and password entered during
installation are listed in a file named admin-keyfile. By default, this user belongs to the group
asadmin, which gives rights to modify the Application Server. Assign users to this group only if
you want to grant them administrator privileges for the Application Server.
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If you add users to the admin- realm realm, but assign the user to a group other than asadmin,
the user information will still be written to the file named admin-keyfile, but the user will have
no access to administrative tools or to applications in the file realm.

6 Click New to add anew usertothe admin- realmrealm.

7 Enterthe correctinformation into the User ID, Password, and Group List fields.

To authorize a user to make modifications to the Application Server, include the asadmin group
in the Group List.

8 Click OKto add this user to the admin- realmrealm or click Cancel to quit without saving.

See Also “To editarealm” on page 157
“To delete arealm” on page 157
“To set the default realm” on page 158

“Realms and file Realm Users” on page 150

Admin Console Tasks for Realms

“To create a realm” on page 155

“To edit a realm” on page 157

“To delete arealm” on page 157

“To set the default realm” on page 158

“Additional Information for Specific Realms” on page 158

v Tocreatearealm

The Application Server comes preconfigured with three realms: file, certificate, and
admin- realm. Itis also possible to create ldap, solaris, and custom realms. Generally, you will
have one realm of each type on a server, but on the Application Server there are two file realms:
file and admin- realm. These are two realms of the same type used for two different purposes.
It is also possible to have a different certificate database for each virtual server on your system.

1 Inthe Admin Console tree component, expand the Configuration node.

2 Expand the Security node.

3 Selectthe Realmsnode.

4 OntheRealms page, click New.
The Create Realm page is displayed.
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6

Enter a name for the realm in the Name field.

Specify the class name for the realm being created.

Valid choices are shown in the following table.

Realm Name

Class Name

file

com.sun.enterprise.security.auth.realm.file.FileRealm

certificate

com.sun.enterprise.security.auth.realm.certificate.CertificateRealm

ldap

com.sun.enterprise.security.auth.realm.ldap.LDAPRealm

solaris

com.sun.enterprise.security.auth.realm.solaris.SolarisRealm

custom

Name of login realm class

7

More Information

156

Add the required properties and any desired optional properties for the realm.

a. Click Add Property.

b. Inthe Name field, enter the name of the property.

For a description of file realm properties, see “Editing the file and admin-realm
Realms” on page 162.

For a description of certificate realm properties, see “Editing the certificate Realm”
on page 162.

For a description of 1dap realm properties, see “Creating an Idap Realm” on page 159.
For a description of solaris realm properties, see “Creating the solaris Realm” on
page 160.

For a description of custom realm properties, see “Creating a Custom Realm” on

page 160.

¢. IntheValuefield, enter the value of the property.

Click OK.

Equivalent asadmin command

create-auth-realm
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To edit arealm

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.
Expand the Realms node.

Select the name of an existing realm.

The Edit Realm page displays.
Edit existing properties and their values as desired.

To add additional properties, click the Add Properties button.

The page displays a new row. Enter a valid property name and property value.

= Foradescription of file realm properties, see “Editing the file and admin-realm Realms”
on page 162.

= Foradescription of certificate realm properties, see “Editing the certificate Realm” on
page 162.

= For adescription of ldap realm properties, see “Creating an Idap Realm” on page 159.

= Foradescription of solaris realm properties, see “Creating the solaris Realm” on page 160.

= Foradescription of custom realm properties, see “Creating a Custom Realm” on page 160.

Click Save to save the changes.

Todeletearealm

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Select the Realms node.

Clickiin the box beside the realm to be deleted.

Click Delete.
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More Information  Equivalent asadmin command

delete-auth-realm

SeeAlso = “To createarealm” on page 155
= “Toeditarealm” on page 157
= “To set the default realm” on page 158

v Tosetthe default realm

The default realm is the realm that the Application Server uses for authentication and
authorization if an application’s deployment descriptor does not specify a realm.

1 Inthe Admin Console tree component, expand the Configuration node.

2 Select the Security node.
The Security page displays.

3 Inthe Default Realm field, pick the desired realm from the drop-down list.

4 Click Save to save the changes or Load Defaults to delete changes and restore the Application
Server default values.

5 Restart the server if Restart Required displays in the console.

SeeAlso = “To createarealm” on page 155
= “Toeditarealm” on page 157
= “To delete a realm” on page 157

Additional Information for Specific Realms

This section covers the following topics:

“Creating an Idap Realm” on page 159

“Creating the solaris Realm” on page 160

“Creating a Custom Realm” on page 160

“Editing the certificate Realm” on page 162

“Editing the file and admin-realm Realms” on page 162

“Managing Users with Network Security Services (NSS)” on page 163
“Managing file Realm Users” on page 163

“Configuring Mutual Authentication” on page 165
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Creating an Idap Realm

The ldap realm performs authentication using information from an LDAP server. User
information includes user name, password, and the groups to which the user belongs. To use an
LDAP realm, the users and groups must already be defined in your LDAP directory.

To create an LDAP realm, follow the steps in “To create a realm” on page 155 for adding a new

realm, and add the properties shown in the following table.

TABLE9-2 Required properties for 1dap realm

Property Name Description Value

directory LDAP URL of the directory server. LDAP URL of the form
ldap://hostname: portFor example,
ldap://myldap.foo.com:389.

base-dn Base Distinguished Name (DN) for the Domain for the search, for example:

location of user data, which can be at any
level above the user data, since a tree scope
search is performed. The smaller the search
tree, the better the performance.

dc=siliconvalley, dc=BayArea,
dc=sun, dc=com.

jaas-context

Type of login module to use for this realm.

Must be 1dapRealm.

Optional properties for the ldap realm are shown in the following table.

TABLE9-3 Optional properties for ldap realm

Property Name

Description

Default

search-filter

Search filter to use to find the user.

uid=%s (%s expands to the subject
name).

group-base-dn

Base DN for the location of group data.

Same as the base-dn, but it can be
tuned if necessary.

group-search-filter

the user.

Search filter to find group memberships for

uniquemember=%d (%d expands to
the user element DN).

group-target

name entries.

LDAP attribute name that contains group

CN

search-bind-dn

do not allow anonymous search.

Optional DN used to authenticate to the
directory for performing the search-filter
lookup. Only required for directories that

search-bind-password

search-bind-dn.

LDAP password for the DN given in
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Example

For example, suppose an LDAP user, Joe Java, is defined in the LDAP directory as follows:

uid=jjava,ou=People,dc=acme,dc=com
uid=jjava

givenName=joe

objectClass=top

objectClass=person
objectClass=organizationalPerson
objectClass=inetorgperson

sn=java

cn=Joe Java

Using the example code, when creating or editing the 1dap realm, you can enter the values as
shown in the following table.

TABLE9-4 Example ldap realm values

Property Name Property Value
directory LDAP URL to your server, for example: ldap://1dap.acme.com: 389
base-dn ou=People,dc=acme,dc=com

Can be rooted higher, for example dc=acme, dc=com, but searches would
traverse a larger part of the tree, reducing performance.

jaas-context ldapRealm

Creating the solaris Realm

The solaris realm gets user and group information from the underlying Solaris user database,
as determined by the system’s configuration. The solaris realm invokes the underlying PAM
infrastructure for authenticating. If the configured PAM modules require root privileges, the
domain must run as root to use this realm. For details, see the Solaris documentation for
security services.

The solaris realm has one required property, jaas - context that specifies the type of login
module to use. The property value must be solarisRealm.

Note - The solaris realm is supported only for Solaris 9 or later.

Creating a Custom Realm

In addition to the four built-in realms, you can also create custom realms that store user data in
some other way, such as in a relational database. Development of a custom realm is outside the
scope of this document. For more information, see the Application Server Developer's Guide
chapter titled Securing Applications.
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As an administrator, the main thing you need to know is that a custom realm is implemented by
a class (called the LoginModule) derived from the Java Authentication and Authorization
Service (JAAS) package.

¥ To createa customrealm

1 Follow the procedure outline in “To create a realm” on page 155, entering the name of the
custom realm and the name of the LoginModule class.

Any unique name can be used for the custom realm, for example myCustomRealm.

2 Addthe properties for a custom realm shown in the following table.

Property Name | Property Value

jaas-context | LoginModule class name, for example simpleCustomRealm

auth-type | Description of the realm, for example “A simple example custom realm”.

3 (lickOK.

4 Editthe domain's login configuration file, domain-dir/config/login.conf,and add the
fully-qualified class name of the JAAS LoginModule at the end of the file, as follows:

realmName {
fully-qualified-LoginModule-classname required;
Y

For example,
myCustomRealm {

com.foo.bar.security.customrealm.simpleCustomLoginModule required;

+

5 Copythe LoginModule class and all dependent classes into the directory
domain-dir/1ib/classes.

6 Restartthe Server if Restart Required displays in the console.

7  Make sure that the realm is properly loaded.

Check domain-dir/1logs/server.log to make sure the server loaded the realm. The server
should invoke the realm’s init () method.

SeeAlso = “To createarealm” on page 155
= “Toeditarealm” on page 157
m “To delete a realm” on page 157
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= “To set the default realm” on page 158

Editing the certificate Realm

The certificate realm supports SSL authentication. This realm sets up the user identity in the
Application Server’s security context, and populates it with user data obtained from
cryptographically verified client certificates in the truststore and keystore files (see “About
Certificate Files” on page 183). Add users to these files using keytool. For more information, see
The J2EE 1.4 Tutorial chapter titled Security at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

With the certificate realm, J2EE containers handle authorization processing based on each
user’s Distinguished Name (DN) from his or her certificate. The DN is the name of the entity
whose public key the certificate identifies. This name uses the X.500 standard, so it is intended
to be unique across the Internet. For more information on key stores and trust stores, refer to
the keytool documentation at
http://java.sun.com/j2se/1.4.2/docs/tooldocs/solaris/keytool.html.

The following table lists the optional properties for the certificate realm.

TABLE9-5 Optional properties for certificate realm

Property Description

assign-groups A comma-separated list of group names. All clients who present valid
certificates are assigned to these groups. For example, employee, manager,
where these are the names of user groups.

jaas-context Type of login module to use for this realm. For the certificate realm, the
value must be certificateRealm.

See Also:

= “To create a realm” on page 155
= “To delete a realm” on page 157
= “To set the default realm” on page 158

Editing the file and admin-realm Realms

The server maintains all user, group, and password information in a file named keyfile for the
filerealm and admin-keyfile for the admin- realm. For both, the file property specifies the
location of the keyfile. The following table shows required properties for a file realm.
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TABLE9-6 Required properties for file realms

Property name Description Default Value
file Full path and name of the keyfile. domain-dir/config/keyfile
jaas-context Type of login module to use for this realm. | fileRealmis the only valid value

The keyfile is initially empty, so users must be added before the file realm is used. For
instructions, see “Managing file Realm Users” on page 163.

The admin-keyfile initially contains the admin user name, the admin password in an
encrypted format, and the group to which this user belongs, which is asadmin by default. For
more information on adding users to the admin- realm, read “To grant access to administration
tools” on page 154.

Note - Users in the group asadmin in the admin- realm are authorized to use the Admin Console
and asadmin tools. Add only users to this group that have server administrative privileges.

Managing Users with Network Security Services (NSS)

In the Enterprise Edition only, you can manage users using the Admin Console as discussed in
“Managing file Realm Users” on page 163 or you can manage users using NSS tools. Network
Security Services (NSS) is a set of libraries designed to support cross-platform development of
security-enabled client and server applications. Applications built with NSS can support SSL v2
and v3, TLS, PKCS #5, PKCS #7, PKCS #11, PKCS #12, SIMIME, X.509 v3 certificates, and other
security standards. For detailed information, link to the following URLs:

m  Network Security Services (NSS) at
http://www.mozilla.org/projects/security/pki/nss/

m  NSS Security Toolsat http://www.mozilla.org/projects/security/pki/nss/tools/

= QOverview of NSS at
http://www.mozilla.org/projects/security/pki/nss/overview.html

Managing file Realm Users

Manage file realm users with the Admin Console. Users and groups in the file realm are
listed in the keyfile, whose location is specified by the file property.

Note - It is also possible to use these steps to add users to any file realm, including the
admin- realm. Simply substitute the name of the target realm in place of the file realm
referenced in this section.
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A user in the file realm can belong to a J2EE group, a category of users classified by common
traits. For example, customers of an e-commerce application might belong to the CUSTOMER
group, but the big spenders would belong to the PREFERRED group. Categorizing users into
groups makes it easier to control the access of large numbers of users.

Initially after installation of the Application Server, the only user is the administrator entered
during installation. By default, this user belongs to the group asadmin, in the realm
admin-realm, which gives rights to modify the Application Server. Any users assigned to this
group will have administrator privileges, that is, they will have access to the asadmin tool and
the Admin Console.

To manage file realm users, perform these tasks:

“To access the File Users page” on page 164
“Toadd auser” on page 164

“To edit user information” on page 165
“To delete a user” on page 165

To access the File Users page

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Realms node.

Select the file node.

Click the Manage Users button from the Edit Realm page.
The File Users page displays. In this page, perform the following tasks:

= “Toaddauser” on page 164
= “To edit user information” on page 165
= “To delete a user” on page 165

To add a user
Click New to add a new user to the filerealm.

Enter the following information on the File Users page:

= User ID (required) - The name of the user.
= Password (required) - The user password.

= Confirm Password (required) - The user password again, for verification.
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= Group List (optional) - A comma-separated list of the groups to which the user belongs.
These groups do not need to be defined elsewhere.

Click OK to add this user to the list of users in the file realm. Click Cancel to quit without saving.

Equivalent asadmin command

create-file-user

To edit user information

In the User ID column, click the name of the user to be modified.
The Edit File Realm User page displays.

Change the user password by entering a new password in the Password and Confirm Password
fields.

Change the groups to which the user belongs by adding or deleting groups in the Group List
field.

Separate group names with commas. Groups need not be previously defined.
Click Save to save this user to the list of users in the file realm.

Click Close to quit without saving.

Todeleteauser

Select the checkbox to the left of the name of the user(s) to be deleted.

Click Delete.

Click Close to return to the Edit Realm page.

Equivalent asadmin command

delete-file-user

Configuring Mutual Authentication

= “Enabling Mutual SSL Authentication in an Application” on page 166
= “To enable mutual authentication for all the applications” on page 166
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In mutual authentication, both server and client-side authentication are enabled. To test mutual
authentication, a client with a valid certificate must exist. For information on mutual
authentication, see the Security chapter of The J2EE 1.4 Tutorial at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

Enabling Mutual SSL Authentication in an Application

To enable mutual authentication for a specific application, use deploytool to set the method of
authentication to Client-Certificate. For more information about using deploytool, refer
to the Security chapter of The J2EE 1.4 Tutorial at
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

To enable mutual authentication for all the applications

The Application Server uses the certificate realm for HTTPS authentication.
In the Admin Console tree component, expand the Configuration node.

Expand the Security node.

Expand the Realms node.

Selectthe certificaterealm.

Click the Add Property button.

a. IntheNamefield, enter clientAuth.

b. IntheValuefield, enter true.

Click Save.

Restart the Application Server if Restart Required displays in the console.

After restarting the server, client authentication is required for all applications that use the
certificate realm.

Admin Console Tasks for JACC Providers

166

“To create a JACC provider” on page 167

“To edita JACC provider” on page 167

“To delete a JACC provider” on page 168

“To set the active JACC provider” on page 169
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v To create a JACC provider

JACC (Java Authorization Contract for Containers) is part of the J2EE 1.4 specification that
defines an interface for pluggable authorization providers. This enables the administrator to set
up third-party plug in modules to perform authorization. By default, the Application Server
provides a simple, JACC-compliant file-based authorization engine.

1  Inthe Admin Console tree component, expand the Configuration node.
2 Expand the Security node.

3 Selectthe JACC Providers node.

4 OntheJACCProviders page, click New.

5 Onthe Create JACC Provider page, enter the following:

= Name - The name to use to identify this provider.

= Policy Configuration — The name of the class that implements the policy configuration
factory. The default provider uses com.sun.enterprise.security.provider.
PolicyConfigurationFactoryImpl.

= Policy Provider - The name of the class that implements the policy factory. The default
provider uses com.sun.enterprise.security.provider.PolicyWrapper.

6 Add properties to the provider by clicking the Add Property button. Valid properties include:

= repository - the directory that contains the policy file. For the default provider, this value
is ${com.sun.aas.instanceRoot}/generated/policy.

7  Click OK to save this configuration, or click Cancel to quit without saving.

SeeAlso “Specifying JACC Providers” on page 142
“To edit a JACC provider” on page 167
“To delete aJACC provider” on page 168

“To set the active JACC provider” on page 169

v ToeditaJACC provider

1 Inthe Admin Console tree component, expand the Configuration node.
2 Expand the Security node.

3 Expand the JACC Providers node.
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Select the node of the JACC provider to be edited.

On the Edit JACC Provider page, modify the provider information as desired:

= Policy Configuration - The name of the class that implements the policy configuration
factory.

= Policy Provider - The name of the class that implements the policy factory.

To add properties, click the Add button. Enter the name and value for the property. Valid entries
include:

= repository - the directory that contains the policy file. For the default provider, this value
is ${com.sun.aas.instanceRoot}/generated/policy.

To delete an existing property, click in the checkbox to the left of the property, then click Delete
Properties.

Click Save to save or click the browser’s back button to cancel without saving.

= “To create a JACC provider” on page 167
m “To delete a JACC provider” on page 168
= “To set the active JACC provider” on page 169

To delete a JACC provider

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Select the JACC Providers node.

Click in the checkbox to the left of the JACC provider to be deleted.

Click Delete.

= “To create a JACC provider” on page 167
= “To edita JACC provider” on page 167
= “To set the active JACC provider” on page 169
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v Tosettheactive JACC provider

1 Inthe Admin Console tree component, expand the Configuration node.

2 Select the Security node.
The Security page displays.

3 IntheJACCfield, enter the name of the JACC provider to be used by the server.

If you don’t know which JACC providers are available, expand the JACC Provider component
in the tree to view all configured JACC providers.

4 Select Save to save the changes or Load Defaults to return to the default values.

5 Restartthe Application Server if Restart Required displays in the console.

SeeAlso = “To create a JACC provider” on page 167
= “To edit aJACC provider” on page 167
= “To delete a JACC provider” on page 168

Admin Console Tasks for Audit Modules

“To create an audit module” on page 169

“To edit an audit module” on page 170

“To delete an audit module” on page 171

“To set the active audit module” on page 172
“To enable or disable audit logging” on page 171

v To create an audit module

The Application Server provides a simple default audit module; for more information, see “To
use the default audit module” on page 172.

1 Inthe Admin Console tree component, expand the Configuration node.
2 Expand the Security node.

3 Select the Audit Modules node.

4  Onthe Audit Modules page, click New.

5 Onthe Create Audit Module page, enter the following information:
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= Name - The name used to identify this audit module.

= Classname - The fully-qualified name of the class that implements this module. The class
name for the default audit module is com.sun.enterprise.security.Audit.

To add JVM properties to this module, click Add Property. Specify a name and value for each
property. Valid properties include:

®  auditOn - Specifies whether or not to enable this implementation class. Valid values are
true and false.

Click OK to save entries, or click Cancel to quit without saving.

“Auditing Authentication and Authorization Decisions” on page 142
“To edit an audit module” on page 170

“To delete an audit module” on page 171

“To set the active audit module” on page 172

“To enable or disable audit logging” on page 171

To edit an audit module

Audit modules are not turned on by default. For more information on how to activate audit
modules, read “To enable or disable audit logging” on page 171.

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Audit Modules node.

Click the node of the audit module to be edited.

On the Edit Audit Module page, modify the class name, if needed.

Enter any additional properties for the module by selecting the Add button and entering the

name and value of the property. Valid properties include:

®  auditOn - Specifies whether or not to use this audit module. Valid values are true and
false.

Modify any existing properties by selecting the name or value to be modified, and entering the
changes directly into the text field.

Delete a property by selecting the checkbox to the left of the property and clicking Delete
Properties.
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Click Save to save or click the Back button on the browser to cancel without saving.

“Auditing Authentication and Authorization Decisions” on page 142
“To create an audit module” on page 169

“To delete an audit module” on page 171

“To set the active audit module” on page 172

“To enable or disable audit logging” on page 171

To delete an audit module

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Select the Audit Modules node.

Clickin the checkbox to the left of the audit module to be deleted.

Click Delete.

“To create an audit module” on page 169

“To edit an audit module” on page 170

“To delete an audit module” on page 171

“To enable or disable audit logging” on page 171

To enable or disable audit logging

In the Admin Console tree component, expand the Configuration node.

Select the Security node.
The Security page displays.

To enable logging, select the Audit Logging check box. To disable it, deselect it.

Selecting this option causes the loading of the audit modules and ensures they are called by the
Application Server’s audit library at audit points.

If you are enabling audit logging, specify a default audit module as described in “To set the
active audit module” on page 172.

Select Save to save the changes.
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v

Before You Begin

172

Restart the Application Server if Restart Required displays in the console.

“To create an audit module” on page 169

“To edit an audit module” on page 170

“To set the active audit module” on page 172
“To enable or disable audit logging” on page 171

To set the active audit module

To specify the audit module that the server uses, first enable audit logging as described in “To
enable or disable audit logging” on page 171.

In the Audit Modules field, enter the name of the audit module to be used by the server.

The preconfigured audit module is called default. Make sure that this audit module has
auditOn set to true as described in “To use the default audit module” on page 172.

Select Save to save the changes, Load Defaults to cancel.

Restart the Application Server if Restart Required displays in the console.

To use the default audit module

The default audit module logs authentication and authorization requests to the server log file.
For information on changing the location of the log file, see “To configure general logging
settings” on page 246.

Authentication log entries include the following information:

Names of users who attempted to authenticate.

The realm that processed the access request.

The requested Web module URI or EJB component.
Success or failure of the request.

Regardless of whether audit logging is enabled, the Application Server logs all denied
authentication events.

Authorization log entries include the following information:

= Names of authenticated users, if any.
= The requested Web URI or EJB component.
m  Success or failure of the requests.

In the Admin Console tree component, expand the Configuration node.
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2 Expand the Security node.

3 Expand the Audit Modules node.

4 Clickthe default node.

5 Setthevalueof the auditOn property to true.
6 Select Save to save the changes.

7 Restart the Application Server if Restart Required displays in the console.

See Also “To create an audit module” on page 169
“To edit an audit module” on page 170
“To set the active audit module” on page 172

“To delete an audit module” on page 171

Admin Console Tasks for Listeners and JMX Connectors

“To configure security for HTTP listeners” on page 173

“To configure security for IIOP listeners” on page 174

“To configure security for the Admin Service’s JMX connector” on page 175
“To set listener security properties” on page 175

v To configure security for HTTP listeners

Each virtual server in the HTTP service provides network connections through one or more
HTTP listeners. With the Admin Console, create new HTTP listeners and edit the security
settings of existing HTTP listeners.

1 Inthe Admin Console tree component, expand the Configuration node.

2 Expandthe HTTP Service node.

3 Selectthe HTTP Listeners node.

4  Selectan HTTP listener to edit an existing listener or click New and follow the procedure in “To
create an HTTP listener” on page 230 to create a new listener.

5 Follow the procedure in “To set listener security properties” on page 175 to set security
properties.
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Click Save to save the changes, or click the browser’s Back button to cancel without saving.

Equivalent asadmin command

create-http-listener

= “To configure security for IIOP listeners” on page 174
= “To configure security for the Admin Service’s JMX connector” on page 175
m “To set listener security properties” on page 175

To configure security for IIOP listeners

The Application Server supports CORBA (Common Object Request Broker Architecture)
objects, which use the Internet Inter-Orb Protocol (IIOP) to communicate across the network.
An IIOP listener accepts incoming connections from remote clients of EJB components and
from other CORBA-based clients. With the Admin Console, create new IIOP listeners and edit
the settings of existing IIOP listeners.

In the Admin Console tree component, expand the Configuration node.
Expand the ORB node.
Select the [IOP Listeners node.

Selectan lIOP listener to edit that listener or click New and follow the procedure in “To create an
IIOP listener” on page 235 to create a new listener.

Follow the procedure in “To set listener security properties” on page 175 to set security
properties.

Click Save to save the changes, or click Load Defaults to restore the properties to their default
values.

If a new listener was created, it will now be listed in the Current Listeners table on the IIOP
Listeners page.

Equivalent asadmin command

create-iiop-listener

= “To configure security for HTTP listeners” on page 173
= “To configure security for the Admin Service’s JMX connector” on page 175
= “To set listener security properties” on page 175
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To configure security for the Admin Service’s JMX
connector

In the Admin Console tree component, expand the Configuration node.
Expand the Admin Service node.
Select the admin service to be modified.

Follow the procedure in “To set listener security properties” on page 175 to set security
properties.

Click Save to save the changes, or click Load Defaults to restore the properties to their default
values.

= “To configure security for IIOP listeners” on page 174
= “To configure security for HTTP listeners” on page 173
= “To set listener security properties” on page 175

To set listener security properties

This procedure applies to HT'TP listener, IIOP listener, and JMX Connector security properties.

In the Edit HTTP Listener, Edit IIOP Listener, or Edit JMX Connector page, go to the section
labeled SSL.

Check the Enabled box in the Security field to enable security for this listener. When this option
is selected, you must select SSL3 or TLS to specify which type of security is enabled, and you
must enter a certificate nickname.

Check the Enabled box in the Client Authentication field if clients are to authenticate
themselves to the Application Server when using this listener.

Enter the keystore alias in the Certificate Nickname field if the Enabled box is checked. The
keystore alias is a single value that identifies an existing server key pair and certificate. The
certificate nickname for the default keystore is s1as.

To find the Certificate Nickname, use keytool, as shown in the following example:keytool
-list -v -keystore keystore.jks.

If the name has changed in the keystore file, then use that name instead of keystore. jks.

Select SSL3 and/or TLS if the Enabled box is checked. By default, both SSL3 and TLS are enabled.
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Enable individual cipher suites, if needed. By default, all supported cipher suites are enabled.
Ciphers are discusses in “About Ciphers”on page 148.

Select Save to save the changes or Load Defaults to cancel.

= “To configure security for IIOP listeners” on page 174
= “To configure security for HTTP listeners” on page 173
= “To configure security for the Admin Service’s JMX connector” on page 175

To secure CORBA objects

CORBA objects include Java RMI-IIOP and Java IDL or POA based CORBA objects, excluding
EJB modules. By default, authentication is not required for CORBA objects.

Configure authentication, if desired.

a. Expand the ORB node, and then the lIOP Listeners node.
b. Click the SSL listener.

c. Select the Security Enabled checkbox.

d. Click Save.

e. Restartthe Application Server.

Once authentication is turned on, all clients need to authenticate by supplying a user name and
password (if using basic authentication) or a certificate (if using SSL mutual authentication).

Configure authorization.

To turn on authorization for CORBA objects, specify the appropriate security policy in the
server’s security configuration file, domain-dir/config/server.policy.

By default, all users are allowed to access all non-EJB CORBA objects in the server, as specified
by the following default grant block:

grant { permission com.sun.enterprise.security.CORBAObjectPermission "*", "*"; }
CORBAObjectPermission isa special Java Permission class that controls which users are allowed
to access non-EJB CORBA objects in the server. CORBAObjectPermission takes two
parameters:

= A CORBA object name.

In the Application Server, only the name “*” is supported, that is, it is not possible to specify
a specific CORBA object name.
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= A comma-separated list of method names.
In the Application Server, only “*” is supported, that is, it is not possible to specify a specific

method name.

The general form of a CORBAObjectPermission grant block is:

grant principal principal-class-name "principal-name" {
permission com.sun.enterprise.security.CORBAObjectPermission "*", "*";

¥
where the principal-class-name is either:

= com.sun.enterprise.deployment.PrincipalImpl (for a single principal)
= com.sun.enterprise.deployment.Group (for a named group of principals)

3 Configure message protection:

Integrity and confidentiality of IIOP messages used in requests and replies during CORBA
invocations can be protected by using SSL. By default, the server supports both plain IIOP and
IIOP-over-SSL invocations.

a. Toforce clients to use only SSL for [IOP invocations, remove all non-SSL iiop-listener
elementsinthe iiop-service elementindomain.xml.

This ensures that the server will not service plain IIOP invocations. By default, application
clients use plain IIOP for making requests if the server supports plain IIOP.

b. To force the client to use SSL, a change is needed in the application client configuration file
sun-acc.xml (whichis also located in the domain’s config directory).

Specifically, the property ss1 with value required should be added inside the
<client-container> element, as follows:

<client-container>
<property name="ssl” value="required”/>
<target-server .... />
</client-container>

Admin Console Security Tasks for Virtual Servers

= “To configure single sign-on (SSO)” on page 178
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To configure single sign-on (SSO)

Single sign-on enables multiple applications to share user sign-on information, rather than
requiring each application to have separate user sign-on. Applications using single sign-on
authenticate the user one time, and the authentication information is propagated to all other
involved applications.

Single sign-on applies to Web applications configured for the same realm and virtual server.

Note - Single sign-on uses an HTTP cookie to transmit a token that associates each request with
the saved user identity, so it can be used only when the browser client supports cookies.

Single sign-on operates according to the following rules:

= When a user accesses a protected resource in a Web application, the server requires the user
to authenticate himself or herself, using the method defined for that Web application.

= Once authenticated, the Application Server uses the roles associated with the user for
authorization decisions across all Web applications on the virtual server, without
challenging the user to authenticate to each application individually.

= When the user logs out of one Web application (explicitly, or because of session expiration),
the user’s sessions in all Web applications become invalid. Thereafter, the user is required to
log in to access a protected resource in any application.

In the Admin Console tree component, expand the Configuration node.

Expand the HTTP Service node.

Expand the Virtual Servers node, and select the virtual server to be configured for single sign-on
support.

Click Add Property.
A blank property entry is added to the bottom of the list.

Enter sso-enable in the Name field.

Enter falsein the Value field to disable, enter t rue to enable SSO.
SSO is enabled by default.

Add or change any other single sign-on properties by clicking Add Property and configuring any
applicable SSO properties.

Valid SSO properties for virtual servers are discussed in the following table.
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Property Name

Description

Values

sso-max-inactive-seconds

Number of seconds after which
a user’s single sign-on record
becomes eligible for purging, if

Default is 300 seconds (5
minutes). A higher value
provides longer persistence for

users, but consumes more
memory on the server.

no client activity is received.
Access to any of the
applications on the virtual
server keeps the single sign-on
record active.

Interval (in seconds) between Default is 60.
purges of expired single sign-on

records.

sso-reap-interval-seconds

8 Click Save.

9 Restart the Application Server if Restart Required displays in the console.

Admin Console Tasks for Connector Connection Pools

= “About Connector Connection Pools” on page 179
= “About Security Maps” on page 180

About Connector Connection Pools

A connector module (also called a resource adapter) enables J2EE applications to interact with
enterprise information systems (EIS). A connector resource provides an application with a
connection to an EIS. A connector connection pool is a group of reusable connections for a
particular EIS.

Security maps enables the creation of a mapping between J2EE users and groups and EIS users
and groups. Use the Admin Console to create, update, list, and delete security maps for
connector connection pools.

Note - In this context, users are referred to as principals. The enterprise information system
(EIS) is any system that holds the information. It can be a mainframe, a messaging system, a
database system, or an application.

See Also:

= “About Security Maps” on page 180
m “To create a security map” on page 180
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= “To edit a security map” on page 181
= “To delete a security map” on page 182

About Security Maps

Use security maps to map the caller identity of the application (principal or user group) to a
suitable EIS principal in container-managed transaction-based scenarios. When an application
principal initiates a request to an EIS, the application server first checks for an exact principal
using the security map defined for the connector connection pool to determine the mapped
back end EIS principal. If there is no exact match, then the application server uses the wild card
character specification, if any, to determine the mapped back end EIS principal. Security maps
are used when an application user needs to execute EIS operations that require to be executed as
a specific identity in the EIS.

Use the following procedures in the Admin Console to manage security maps:

= “To create a security map” on page 180
= “To edit a security map” on page 181
= “To delete a security map” on page 182

See Also:

= “About Connector Connection Pools” on page 179
m “To create a security map” on page 180

m “To edit a security map” on page 181

| |

“To delete a security map” on page 182

To create a security map

A security map for a connector connection pool maps application users and groups (principals)
to EIS principals. Use a security map when an application user needs to execute EIS operations
that require a specific identity in the EIS.

Expand the Resources node

Expand the Connectors node.

Select the Connector Connection Pools node.

Select a Connector Connection Pool by selecting its name from the list of current pools or create
anew connector connection pool by selecting New from the list of current pools and following
the instructions in “To create a JDBC connection pool”on page 71.

Select the Security Maps page.

Click New to create a new Security Map.
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On the Create Security Map page, enter the following properties.

Name - Enter a name to be used to reference this particular security map.

User Groups — The caller identity of the application to be mapped to a suitable EIS
principal. Enter a comma-separated list of application-specific user groups, or enter the wild
card asterisk (*) to indicate all users or all user groups. Specify either the Principals or User
Groups options, but not both.

Principals - The caller identity of the application to be mapped to a suitable EIS principal.
Enter a comma-separated list of application-specific principals, or enter the wild card
asterisk (*) to indicate all principals. Specify either the Principals or User Groups options,
but not both.

In the Backend Principal section, enter the following properties.

Username - Enter the EIS user name. The enterprise information system (EIS) is any
system that holds the information. It can be a mainframe, a messaging system, a database
system, or an application.

Password - Enter the password for the EIS user.

Click OK to create the security map or Cancel to quit without saving.

Equivalent asadmin command

create-connector-security-map

= “About Security Maps” on page 180

= “About Connector Connection Pools” on page 179
= “To edit a security map” on page 181

= “To delete a security map” on page 182

To edit a security map

Expand the Resources node.

Expand the Connectors node.

Select the Connector Connection Pools node.

Select a Connector Connection Pool by selecting its name from the list of current pools.

Select the Security Maps page.

On the Security Maps page, select a security map from the list of current security maps.
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On the Edit Security Map page, modify the following properties where needed.

= User Groups - The caller identity of the application to be mapped to a suitable EIS
principal. Enter a comma-separated list of application-specific user groups, or enter the wild
card asterisk (*) to indicate all users or all user groups. Specify either the Principals or User
Groups options, but not both.

= Principals — The caller identity of the application to be mapped to a suitable EIS principal.
Enter a comma-separated list of application-specific principals, or enter the wild card
asterisk (*) to indicate all principals. Specify either the Principals or User Groups options,
but not both.

In the Backend Principal section, enter the following properties.

= Username - Enter the EIS user name. The enterprise information system (EIS) is any
system that holds the information. It can be a mainframe, a messaging system, a database
system, or an application.

= Password - Enter the password for the EIS user.

Click Save to save the changes to the security map.

Helpful asadmin commands

list-connector-security-maps and update-connector-security-maps

“About Connector Connection Pools” on page 179
“About Security Maps” on page 180

“To create a security map” on page 180

“To delete a security map” on page 182

To delete a security map

Expand the Resources node.

Expand the Connectors node.

Select the Connector Connection Pools node.

Select a Connector Connection Pool by selecting its name from the list of current pools.
Select the Security Maps page.

On the Security Maps page, click the checkbox to the left of the name of the security map to be
deleted.
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7 Click Delete.

More Information  Equivalent asadmin command

delete-connector-security-map

See Also

“About Connector Connection Pools” on page 179
“About Security Maps” on page 180

“To create a security map” on page 180

“To edit a security map” on page 181

Working with Certificates and SSL

“About Certificate Files” on page 183
“To change the location of certificate files” on page 184
“Using Java Secure Socket Extension (JSSE) Tools” on page 184

About Certificate Files

Installation of the Application Server generates a digital certificate in JSSE (Java Secure Socket
Extension) format suitable for internal testing. By default, the Application Server stores its
certificate information in two files in the domain-dir/config directory:

Keystore file, keystore. jks, contains the Application Server’s certificate, including its
private key. The keystore file is protected with a password, initially changeit. Change the
password using keytool. For more information about keytoot, read “Using the keytool
Utility” on page 185.

Each keystore entry has a unique alias. After installation, the Application Server keystore has
a single entry with alias s1as.

Truststore file, cacerts. jks, contains the Application Server’s trusted certificates,
including public keys for other entities. For a trusted certificate, the server has confirmed
that the public key in the certificate belongs to the certificate’s owner. Trusted certificates
generally include those of certification authorities (CAs).

In the Platform Edition, on the server side, the Application Server uses the JSSE format,
which uses keytool to manage certificates and key stores. In the Enterprise Edition, on the
server side, the Application Server uses NSS, which uses certutil to manage the NSS
database which stores private keys and certificates. In both editions, the client side
(appclient or stand-alone), uses the JSSE format.

By default, the Application Server is configured with a keystore and truststore that will work
with the example applications and for development purposes. For production purposes, you
may wish to change the certificate alias, add other certificates to the truststore, or change the
name and/or location of the keystore and truststore files.
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See Also

See also:

= “To change the location of certificate files” on page 184

To change the location of certificate files

The keystore and truststore files provided for development are stored in the domain-dir/config
directory.

In the Admin Console tree, select the Application Server node.
Select JVM Settings.
Click the JVM Options tab.

On the JVM Options page, add or modify the following values in the Value field to reflect the
new location of the certificate files:
-Djavax.net.ssl.keyStore=${com.sun.aas.instanceRoot}/path/ks-name

-Djavax.net.ssl.trustStore=${com.sun.aas.instanceRoot}/path/ts-name

where ks-name is the keystore file name and ts-name is the trust store file name.
Click Save.

Restart the Application Server if Restart Required displays in the console.

= “About Certificate Files” on page 183
= “Using Java Secure Socket Extension (JSSE) Tools” on page 184

Using Java Secure Socket Extension (JSSE) Tools

Use keytool to set up and work with JSSE (Java Secure Socket Extension) digital certificates. In
the Platform Edition, the Application Server uses the JSSE format on the server side to manage
certificates and key stores. In both the Platform Edition and Enterprise Edition, the client side
(appclient or stand-alone) uses the JSSE format.

The J2SE SDK ships with keytool, which enables the administrator to administer
public/private key pairs and associated certificates. It also enables users to cache the public keys
(in the form of certificates) of their communicating peers.

To run keytool, the shell environment must be configured so that the J2SE /bin directory is in
the path, or the full path to the tool must be present on the command line. For more
information on keytool, see the keytool documentation at
http://java.sun.com/j2se/1.5.0/docs/tooldocs/solaris/keytool.html.
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Using the keytool Utility

The following examples demonstrate usage related to certificate handling using JSSE tools:

Create a self-signed certificate in a keystore of type JKS using an RSA key algorithm. RSA is
public-key encryption technology developed by RSA Data Security, Inc. The acronym
stands for Rivest, Shamir, and Adelman, the inventors of the technology.

keytool -genkey -noprompt -trustcacerts -keyalg RSA -alias ${cert.alias}
-dname ${dn.name} -keypass ${key.pass} -keystore ${keystore.file}
-storepass ${keystore.pass}

Another example of creating a certificate is shown in “To generate a certificate using the
keytool utility” on page 186.

Create a self-signed certificate in a keystore of type JKS using the default key algorithm.

keytool -genkey -noprompt -trustcacerts -alias ${cert.alias} -dname
${dn.name} -keypass ${key.pass} -keystore ${keystore.file} -storepass
${keystore.pass}

An example of signing a certificate is shown in “To sign a digital certificate using the
keytool utility” on page 187

Display available certificates from a keystore of type JKS.

keytool -list -v -keystore ${keystore.file} -storepass ${keystore.pass}

Display certificate information from a keystore of type JKS.

keytool -list -v -alias ${cert.alias} -keystore ${keystore.file}
-storepass ${keystore.pass}

Import an RFC/text-formatted certificate into a JKS store. Certificates are often stored using
the printable encoding format defined by the Internet RFC (Request for Comments) 1421
standard instead of their binary encoding. This certificate format, also known as Base 64
encoding, facilitates exporting certificates to other applications by email or through some
other mechanism.

keytool -import -noprompt -trustcacerts -alias ${cert.alias} -file
${cert.file} -keystore ${keystore.file} -storepass ${keystore.pass}

Exporta certificate from a keystore of type JKS in PKCS7 format. The reply format defined
by the Public Key Cryptography Standards #7, Cryptographic Message Syntax Standard,
includes the supporting certificate chain in addition to the issued certificate.

keytool -export -noprompt -alias ${cert.alias} -file ${cert.file}
-keystore ${keystore.file} -storepass ${keystore.pass}

Export a certificate from a keystore of type JKS in RFC/text format.
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keytool -export -noprompt -rfc -alias ${cert.alias} -file
${cert.file} -keystore ${keystore.file} -storepass ${keystore.pass}

= Delete a certificate from a keystore of type JKS.

keytool -delete -noprompt -alias ${cert.alias} -keystore ${keystore.file}
-storepass ${keystore.pass}

Another example of deleting a certificate from a keystore is shown in “Deleting a Certificate
Using the keytool Utility” on page 188

See also:

= “To generate a certificate using the keytool utility” on page 186
= “To sign a digital certificate using the keytool utility” on page 187
= “Deleting a Certificate Using the keytool Utility” on page 188

To generate a certificate using the keytool utility

Use keytool to generate, import, and export certificates. By default, keytool creates a keystore
file in the directory where it is run.

Change to the directory where the certificate is to be run.

Always generate the certificate in the directory containing the keystore and truststore files, by
default domain-dir/config. For information on changing the location of these files, see “T'o
change the location of certificate files” on page 184.

Enter the following keytool command to generate the certificate in the keystorefile,
keystore.jks:
keytool -genkey -alias keyAlias-keyalg RSA
-keypass changeit
-storepass changeit
-keystore keystore.jks

Use any unique name as your keyAlias. If you have changed the keystore or private key
password from their default, then substitute the new password for changeit in the above
command.

A prompt appears that asks for your name, organization, and other information that keytool
uses to generate the certificate.

Enter the following keytool command to export the generated certificate to the file
server.cer(orclient.cerifyou prefer):

keytool -export -alias keyAlias-storepass changeit
-file server.cer
-keystore keystore.jks
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See Also

If a certificate signed by a certificate authority is required, see “To sign a digital certificate using
the keytool utility” on page 187.

To create the truststore file cacerts. jks and add the certificate to the truststore, enter the
following keytool command:

keytool -import -v -trustcacerts
-alias keyAlias

-file server.cer

-keystore cacerts.jks

-keypass changeit

If you have changed the keystore or private key password from their default, then substitute the
new password for changeit in the above command.

The tool displays information about the certificate and prompts whether you want to trust the
certificate.

Type yes, then press Enter.
Then keytool displays something like this:

Certificate was added to keystore
[Saving cacerts.jks]

Restart the Application Server.

= “To change the location of certificate files” on page 184

= “Using the keytool Utility” on page 185

= “To sign a digital certificate using the keytool utility” on page 187
= “Deleting a Certificate Using the keytool Utility” on page 188

To sign a digital certificate using the keytool utility

After creating a digital certificate, the owner must sign it to prevent forgery. E-commerce sites,
or those for which authentication of identity is important can purchase a certificate from a
well-known Certificate Authority (CA). If authentication is not a concern, for example if private
secure communications is all that is required, save the time and expense involved in obtaining a
CA certificate and use a self-signed certificate.

Follow the instructions on the CA’s Web site for generating certificate key pairs.

Download the generated certificate key pair.

Save the certificate in the directory containing the keystore and truststore files, by default
domain-dir/config directory. See “To change the location of certificate files” on page 184.

In your shell, change to the directory containing the certificate.
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4 Usekeytool toimportthe certificate into the local keystore and, if necessary, the local
truststore.
keytool -import -v -trustcacerts
-alias keyAlias
-file server.cer
-keystore cacerts.jks
-keypass changeit
-storepass changeit

If the keystore or private key password is not the default password, then substitute the new
password for changeit in the above command.

5 Restart the Application Server.

SeeAlso = “About Certificate Files” on page 183
= “To change the location of certificate files” on page 184
= “Using the keytool Utility” on page 185
= “To generate a certificate using the keytool utility” on page 186
® “Deleting a Certificate Using the keytool Utility” on page 188

Deleting a Certificate Using the keytool Utility

To delete an existing certificate, use the keytool -delete command, for example:

keytool -delete
-alias keyAlias
-keystore keystore-name
-storepass password

For a complete list of possible options for the -delete command, refer to the keytool
documentation at
http://java.sun.com/j2se/1.5.0/docs/tooldocs/solaris/keytool.html.

See Also:

“About Certificate Files” on page 183

“To change the location of certificate files” on page 184

“Using Java Secure Socket Extension (JSSE) Tools” on page 184
“Using the keytool Utility” on page 185

“To generate a certificate using the keytool utility” on page 186
“To sign a digital certificate using the keytool utility” on page 187
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Further Information

Further Information

®  TheJava 2 Standard Edition discussion of security can be viewed from
http://java.sun.com/j2se/1.5.0/docs/guide/security/index.html.

m  The J2EE 1.4 Tutorial chapter titled Security can be viewed from
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.
The Administration Guide chapter titled Chapter 10, “Configuring Message Security.”
The Developer’s Guide chapter titled “Securing Applications.”
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L K R 4 CHAPTER 10

Configuring Message Security

This chapter describes the configuration of message layer security for web services in the
Application Server. This chapter contains the following topics:

= “About Application Server Security” on page 135
= “Admin Console Tasks for Security” on page 153

Some of the material in this chapter assumes a basic understanding of security and web services
concepts. To learn more about these concepts, explore the resources listed in “Further
Information” on page 189 before beginning this chapter.

About Message Security

“Overview of Security” on page 135

“Understanding Message Security in the Application Server” on page 192
“Securing a Web Service” on page 196

“Securing the Sample Application” on page 197

“Configuring the Application Server for Message Security” on page 198

Overview of Message Security

In message security, security information is inserted into messages so that it travels through the
networking layers and arrives with the message at the message destination(s). Message security
differs from transport layer security (which is discussed in the Security chapter of the J2EE 1.4
Tutorial) in that message security can be used to decouple message protection from message
transport so that messages remain protected after transmission.

Web Services Security: SOAP Message Security (WS-Security) is an international standard for
interoperable Web Services Security that was developed in OASIS by a collaboration of all the
major providers of web services technology (including Sun Microsystems). WS-Security is a
message security mechanism that uses XML Encryption and XML Digital Signature to secure
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web services messages sent over SOAP. The WS-Security specification defines the use of various
security tokens including X.509 certificates, SAML assertions, and username/password tokens
to authenticate and encrypt SOAP web services messages.

The WS-Security specification can be viewed at
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf.

See Also:

= “Understanding Message Security in the Application Server” on page 192
= “Securing a Web Service” on page 196

m “Securing the Sample Application” on page 197

| |

“Configuring the Application Server for Message Security” on page 198

Understanding Message Security in the Application
Server

The Application Server offers integrated support for the WS-Security standard in its web
services client and server-side containers. This functionality is integrated such that web services
security is enforced by the containers of the Application Server on behalf of applications, and
such that it can be applied to protect any web service application without requiring changes to
the implementation of the application. The Application Server achieves this effect by providing
facilities to bind SOAP layer message security providers and message protection policies to
containers and to applications deployed in containers.

Assigning Message Security Responsibilities

In the Application Server, the “System Administrator” on page 140 and “Application Deployer”
on page 140 roles are expected to take primary responsibility for configuring message security.
In some situations, the “Application Developer” on page 139 may also contribute, although in
the typical case either of the other roles may secure an existing application without changing its
implementation without involving the developer. The responsibilities of the various roles are
defined in the following sections:

= “System Administrator” on page 140

= “Application Deployer” on page 140

= “Application Developer” on page 139
System Administrator

The system administrator is responsible for:

= Configuring message security providers on the Application Server.
= Managing user databases.

= Managing keystore and truststore files.
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= Configuring a Java Cryptography Extension (JCE) provider if using encryption and running
aversion of the Java SDK prior to version 1.5.0.

= Installing the samples server. This is only done if the xms sample application will be used to
demonstrate the use of message layer web services security.

A system administrator uses the Admin Console to manage server security settings and uses a
command line tool to manage certificate databases. In Platform Edition, certificates and private
keys are stored in key stores and are managed with keytool. Standard Edition and Enterprise
Edition store certificates and private keys in an NSS database, where they are managed using
certutil. This document is intended primarily for system administrators. For an overview of
message security tasks, see “Configuring the Application Server for Message Security” on

page 198.

Application Deployer
The application deployer is responsible for:

= Specitying (at application assembly) any required application-specific message protection
policies if such policies have not already been specified by upstream roles (the developer or
assembler).

= Modifying Sun-specific deployment descriptors to specify application-specific message
protection policies information (message-security-binding elements) to web service
endpoint and service references.

These security tasks are discussed in the Securing Applications chapter of the Developers’ Guide.
For alink to this chapter, see “Further Information” on page 189.

Application Developer

The application developer can turn on message security, but is not responsible for doing so.
Message security can be set up by the System Administrator so that all web services are secured,
or by the Application Deployer when the provider or protection policy bound to the application
must be different from that bound to the container.

The application developer or assembler is responsible for the following:

= Determining if an application-specific message protection policy is required by the
application. If so, ensuring that the required policy is specified at application assembly
which may be accomplished by communicating with the Application Deployer.

About Security Tokens and Security Mechanisms

The WS-Security specification provides an extensible mechanism for using security tokens to
authenticate and encrypt SOAP web services messages. The SOAP layer message security
providers installed with the Application Server may be used to employ username/password and
X.509 certificate security tokens to authenticate and encrypt SOAP web services messages.
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Additional providers that employ other security tokens including SAML assertions will be
installed with subsequent releases of the Application Server.

About Username Tokens

The Application Server uses Username tokens in SOAP messages to establish the authentication
identity of the message sender. The recipient of a message containing a Username token (within
embedded password) validates that the message sender is authorized to act as the user
(identified in the token) by confirming that the sender knows the secret (the password) of the
user.

When using a Username token, a valid user database must be configured on the Application
Server. For more information on this topic, read “T'o edit a realm” on page 157.

About Digital Signatures

The Application Server uses XML Digital signatures to bind an authentication identity to
message content. Clients use digital signatures to establish their caller identity, analogous to the
way basic authentication or SSL client certificate authentication have been used to do the same
thing when transport layer security is being used. Digital signatures are verified by the message
receiver to authenticate the source of the message content (which may be different from the
sender of the message.)

When using digital signatures, valid keystore and truststore files must be configured on the
Application Server. For more information on this topic, read “About Certificate Files” on
page 183.

About Encryption

The purpose of encryption is to modify the data such that it can only be understood by its
intended audience. This is accomplished by substituting an encrypted element for the original
content. When predicated on public key cryptography, encryption can be used to establish the
identity of the parties that can read a message.

When using Encryption, you must have an installed JCE provider that supports encryption. For
more information on this topic, read “To configure a JCE Provider” on page 200.

About Message Protection Policies

Message protection policies are defined for request message processing and response message
processing and are expressed in terms of requirements for source and/or recipient
authentication. A source authentication policy represents a requirement that the identity of the
entity that sent a message or that defined the content of a message be established in the message
such that it can be authenticated by the message receiver. A recipient authentication policy
represents a requirement that the message be sent such that the identity of the entities that can
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receive the message can be established by the message sender. The providers apply specific
message security mechanisms to cause the message protection policies to be realized in the
context of SOAP web services messages.

Request and response message protection policies are defined when a provider is configured
into a container. Application-specific message protection policies (at the granularity of the web
service port or operation) may also be configured within the Sun-specific deployment
descriptors of the application or application client. In any case, where message protection
policies are defined, the request and response message protection policies of the client must
match (be equivalent to) the request and response message protection policies of the server. For
more information on defining application-specific message protection policies, refer to the
Securing Applications chapter of the Developers’ Guide.

Glossary of Message Security Terminology

The terminology used in this document is described below. The concepts are also discussed in
“Configuring the Application Server for Message Security” on page 198.

= Authentication Layer

The authentication layer is the message layer on which authentication processing must be
performed. The Application Server enforces web services message security at the SOAP
layer.

»  Authentication Provider

In this release of the Application Server, the Application Server invokes authentication
providers to process SOAP message layer security.

= A client-side provider establishes (by signature or username/password) the source
identity of request messages and/or protects (by encryption) request messages such that
they can only be viewed by their intended recipients. A client-side provider also
establishes its container as an authorized recipient of a received response (by successfully
decrypting it) and validates passwords or signatures in the response to authenticate the
source identity associated with the response. Client-side providers configured in the
Application Server can be used to protect the request messages sent and the response
messages received by server-side components (servlets and EJB components) acting as
clients of other services.

= A server-side provider establishes its container as an authorized recipient of a received
request (by successfully decrypting it) and validates passwords or signatures in the
request to authenticate the source identity associated with the request. A server-side
provider also establishes (by signature or username/password) the source identity of
response messages and/or protects (by encryption) response messages such that they can
only be viewed by their intended recipients. Server-side providers are only invoked by
server-side containers.

m  Default Server Provider
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The default server provider is used to identify the server provider to be invoked for any
application for which a specific server provider has not been bound. The default server
provider is sometimes referred to as the default provider.

m  Default Client Provider

The default client provider is used to identify the client provider to be invoked for any
application for which a specific client provider has not been bound.

= Request Policy

The request policy defines the authentication policy requirements associated with request
processing performed by the authentication provider. Policies are expressed in message
sender order such that a requirement that encryption occur after content would mean that
the message receiver would expect to decrypt the message before validating the signature.

= Response Policy

The response policy defines the authentication policy requirements associated with response
processing performed by the authentication provider. Policies are expressed in message
sender order such that a requirement that encryption occur after content would mean that
the message receiver would expect to decrypt the message before validating the signature.

See Also:

= “Securinga Web Service” on page 196
= “Securing the Sample Application” on page 197
= “Configuring the Application Server for Message Security” on page 198

Securing a Web Service

Web services deployed on the Application Server are secured by binding SOAP layer message
security providers and message protection policies to the containers in which the applications
are deployed or to web service endpoints served by the applications. SOAP layer message
security functionality is configured in the client-side containers of the Application Server by
binding SOAP layer message security providers and message protection policies to the client
containers or to the portable service references declared by client applications.

When the Application Server is installed, SOAP layer message security providers are configured
in the client and server-side containers of the Application Server, where they are available for
binding for use by the containers, or by individual applications or clients deployed in the
containers. During installation, the providers are configured with a simple message protection
policy that, if bound to a container, or to an application or client in a container, would cause the
source of the content in all request and response messages to be authenticated by XML digital
signature.

The administrative interfaces of the Application Server can be employed to bind the existing
providers for use by the server-side containers of the Application Server, to modify the message
protection policies enforced by the providers, or to create new provider configurations with
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alternative message protection policies. These operations are defined in “Admin Console Tasks
for Security” on page 153. Analogous administrative operations can be performed on the SOAP
message layer security configuration of the application client container as defined in “To enable
message security for application clients” on page 209.

By default, message layer security is disabled on the Application Server. To configure message
layer security for the Application Server follow the steps outlined in “Configuring the
Application Server for Message Security” on page 198. If you want to cause web services security
to be used to protect all web services applications deployed on the Application Server, follow the
steps in “To enable providers for message security” on page 202.

Once you have completed the above steps (which may include restarting the Application
Server), web services security will be applied to all web services applications deployed on the
Application Server.

Configuring Application-Specific Web Services Security

Application-specific web services security functionality is configured (at application assembly)
by defining message-security-binding elements in the Sun-specific deployment descriptors of
the application. These message-security-binding elements are used to associate a specific
provider or message protection policy with a web services endpoint or service reference, and
may be qualified so that they apply to a specific port or method of the corresponding endpoint
or referenced service.

For more information on defining application specific message protection policies, refer to the
Securing Applications chapter of the Developers’ Guide. There is a link to this chapter in “Further
Information” on page 189.

See Also:

= “To enable providers for message security” on page 202
= “To enable message security for application clients” on page 209
= “To configure a message security provider” on page 203

Securing the Sample Application

The Application Server ships with a sample application named xms. The xms application
features a simple web service that is implemented by both a J2EE EJB endpoint and a Java
Servlet endpoint. Both endpoints share the same service endpoint interface. The service
endpoint interface defines a single operation, sayHello, which takes a string argument, and
returns a String composed by pre-pending Hello to the invocation argument.

The xms sample application is provided to demonstrate the use of the Application Server’s
WS-Security functionality to secure an existing web services application. The instructions
which accompany the sample describe how to enable the WS-Security functionality of the
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Application Server such that it is used to secure the xms application. The sample also
demonstrates the binding of WS-Security functionality directly to the application (as described
in “Configuring Application-Specific Web Services Security” on page 197 application.

The xms sample application is installed in the directory:
install-dir/samples/webservices/security/ejb/apps/xms/.

For information on compiling, packaging, and running the xms sample application, refer to the
Securing Applications chapter of the Developers’ Guide.

Configuring the Application Server for Message
Security

= “Actions of Request and Response Policy Configurations” on page 198
= “To configure other security facilities” on page 199
= “To configure a JCE Provider” on page 200

Actions of Request and Response Policy Configurations

The following table shows message protection policy configurations and the resulting message
security operations performed by the WS-Security SOAP message security providers for that
configuration.

TABLE10-1 Message protection policy to WS-Security SOAP message security operation mapping

Message Protection Policy Resulting WS-Security SOAP message protection operations

auth-source="sender" The message contains awsse: Security header that contains a
wsse:UsernameToken (with password).

auth-source="content" The content of the SOAP message Body is signed. The message contains a
wsse:Security header that contains the message Body signature
represented asa ds:Signature.

auth-source="sender" The content of the SOAP message Body is encrypted and replaced with the
resulting xend:EncryptedData. The message contains a wsse:Security
header that contains a wsse:UsernameToken (with password) and an
OR xenc:EncryptedKey. The xenc:EncryptedKey contains the key used to
encrypt the SOAP message body. The key is encrypted in the public key of
the recipient.

auth-recipient="before-content"

auth-recipient="after-content"
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TABLE10-1 Message protection policy to WS-Security SOAP message security operation mapping
(Continued)

Message Protection Policy Resulting WS-Security SOAP message protection operations

auth-source="content" The content of the SOAP message Body is encrypted and replaced with the
resulting xend: EncryptedData. The xenc:EncryptedData is signed. The
message contains a wsse:Security header that contains an
xenc:EncryptedKey and ads:Signature. The xenc:EncryptedKey
contains the key used to encrypt the SOAP message body. The key is
encrypted in the public key of the recipient.

auth-recipient="before-content"

auth-source="content" The content of the SOAP message Body is signed, then encrypted, and then
replaced with the resulting xend : EncryptedData. The message contains a
wsse:Security header that contains an xenc:EncryptedKey and a
ds:Signature. The xenc:EncryptedKey contains the key used to encrypt
the SOAP message body. The key is encrypted in the public key of the
recipient.

auth-recipient="after-content"

auth-recipient="before-content" The content of the SOAP message Body is encrypted and replaced with the
resulting xend : EncryptedData. The message contains a wsse:Security
header that contains an xenc: EncryptedKey. The xenc:EncryptedKey
auth-recipient="after-content" contains the key used to encrypt the SOAP message body. The key is
encrypted in the public key of the recipient.

OR

No policy specified. No security operations are performed by the modules.

¥ To configure other security facilities

Next Steps

The Application Server implements message security using message security providers
integrated in its SOAP processing layer. The message security providers depend on other
security facilities of Application Server.

If using a version of the Java SDK prior to version 1.5.0, and using encryption technology,
configure a JCE provider.

Configuring a JCE provider is discussed in “T'o configure a JCE Provider” on page 200.

If using a username token, configure a user database, if necessary. When using a
username/password token, an appropriate realm must be configured and an appropriate user
database must be configured for the realm.

Configuring a user database is discussed in “To edit a realm” on page 157.

Manage certificates and private keys, if necessary.

Managing certificates and private keys is discussed in “About Certificate Files” on page 183.

Once the facilities of the Application Server are configured for use by message security
providers, then the providers installed with the Application Server may be enabled as described
in “To enable providers for message security” on page 202.
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SeeAlso “To configure a JCE Provider” on page 200

“To enable providers for message security” on page 202

“To enable message security for application clients” on page 209
“To edita realm” on page 157

“About Certificate Files” on page 183

¥ To configure a JCE Provider

The Java Cryptography Extension (JCE) provider included with J2SE 1.4.x does not support
RSA encryption. Because the XML Encryption defined by WS-Security is typically based on
RSA encryption, in order to use WS-Security to encrypt SOAP messages you must download
and install a JCE provider that supports RSA encryption.

Note - RSA is public-key encryption technology developed by RSA Data Security, Inc. The
acronym stands for Rivest, Shamir, and Adelman, the inventors of the technology.

If you are running the Application Server on version 1.5 of the Java SDK, the JCE provider is
already configured properly. If you are running the Application Server on version 1.4.x of the
Java SDK, you can add a JCE provider statically as part of your JDK environment, as follows.

1 Download andinstall a JCE provider JAR (Java ARchive) file.

The following URL provides a list of JCE providers that support RSA encryption:
http://java.sun.com/products/jce/jceld providers.html.

2 Copy the JCE provider JARfile to java-home/jre/lib/ext/.

3 Stopthe Application Server.

If the Application Server is not stopped and then restarted later in this process, the JCE provider
will not be recognized by the Application Server.

4 Editthe java-home/jre/lib/security/java.security properties file in any text editor. Add
the JCE provider you've just downloaded to this file.

The java.security file contains detailed instructions for adding this provider. Basically, you
need to add a line of the following format in a location with similar properties:

security.provider.n=provider-class-name

In this example, n is the order of preference to be used by the Application Server when
evaluating security providers. Set n to 2 for the JCE provider you've just added.

For example, if you've downloaded The Legion of the Bouncy Castle JCE provider, you would
add this line.

security.provider.2=org.bouncycastle.jce.provider.
BouncyCastleProvider
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Make sure that the Sun security provider remains at the highest preference, with a value of 1.

security.provider.l=sun.security.provider.Sun

Adjust the levels of the other security providers downward so that there is only one security
provider at each level.

The following is an example of a java. security file that provides the necessary JCE provider
and keeps the existing providers in the correct locations.

security.provider.l=sun.security.provider.Sun
security.provider.2=org.bouncycastle.jce.provider.
BouncyCastleProvider
security.provider.3=com.sun.net.ssl.internal.ssl.Provider
security.provider.4=com.sun.rsajca.Provider
security.provider.5=com.sun.crypto.provider.SunJCE
security.provider.6=sun.security.jgss.SunProvider

5 Saveand close thefile.

6 Restartthe Application Server.

Admin Console Tasks for Message Security

Most of the steps for setting up the Application Server for using message security can be
accomplished using the Admin Console, the asadmin command-line tool, or by manually
editing system files. In general, editing system files is discouraged due to the possibility of
making unintended changes that prevent the Application Server from running properly,
therefore, where possible, steps for configuring the Application Server using the Admin
Console are shown first, with the asadmin tool command shown after. Steps for manually
editing system files are shown only when there is no Admin Console or asadmin equivalent.

Support for message layer security is integrated into the Application Server and its client
containers in the form of (pluggable) authentication modules. By default, message layer security
is disabled on the Application Server. The following sections provide the details for enabling,
creating, editing, and deleting message security configurations and providers.

= “To enable providers for message security” on page 202

= “To configure a message security provider” on page 203
= “Creating a Message Security Provider” on page 206

= “To delete a message security configuration” on page 208
= “To delete a message security provider” on page 209

= “To enable message security for application clients” on page 209
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In most cases, it will be necessary to restart the Application Server after performing the
administrative operations listed above. This is especially the case if you want the effects of
the administrative change to be applied to applications that were already deployed on the
Application Server at the time the operation was performed.

v To enable providers for message security

To enable message security for web services endpoints deployed in the Application Server, you
must specify a provider to be used by default on the server side. If you enable a default provider
for message security, you also need to enable providers to be used by clients of the web services
deployed in the Application Server. Information for enabling the providers used by clients is
discussed in “To enable message security for application clients” on page 209.

To enable message security for web service invocations originating from deployed endpoints,
you must specify a default client provider. If you enabled a default client provider for the
Application Server, you must ensure that any services invoked from endpoints deployed in the
Application Server are compatibly configured for message layer security.

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Message Security node.

Select the SOAP node.

Select the Message Security tab.

On the Edit Message Security Configuration page, specify a provider to be used on the server
side and a provider to be used on the client side for all applications for which a specific provider
has not been bound.

This is accomplished by modifying the following optional properties:

= Default Provider - The identity of the server provider to be invoked for any application for
which a specific server provider has not been bound.

By default, no provider configuration is selected for the Application Server. To identify a
server-side provider, select ServerProvider. Selecting the null option means that no
message security provider will be invoked (by default) on the server side.

You would generally select ServerProvider for this field.

= Default Client Provider — The identity of the client provider to be invoked for any
application for which a specific client provider has not been bound.
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By default, no provider configuration is selected for the Application Server. To identify a
client-side provider, select ClientProvider. Selecting the null option means that no
message security provider will be invoked (by default) on the client side.

You would generally select null for this field. You would select ClientProvider if you
wanted to enable a default provider and message protection policy to apply to the web
services invocations originating from web services endpoints deployed on the Application
Server.

Click Save.

If you enabled a client or server provider and you want to modify the message protection
policies of the enabled providers, refer to “To configure a message security provider” on
page 203 for information on modifying the message security providers enabled in this step.

Equivalent asadmin commands

= To specify the default server provider:

asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.
default provider=ServerProvider

= To specify the default client provider:

asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.
default client provider=ClientProvider

= “To configure a message security provider” on page 203

= “Creating a Message Security Provider” on page 206

= “To delete a message security configuration” on page 208

= “To enable message security for application clients” on page 209

To configure a message security provider

Typically, a provider would be reconfigured to modify its message protection policies, although
the provider type, implementation class, and provider-specific configuration properties may
also be modified.

In the Admin Console tree component, expand the Configuration node.

Expand the Security node.

Expand the Message Security node.
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Select the SOAP node.
Select the Providers tab.

Select the message security provider to edit.

ClientProvider and ServerProvider ship with the Application Server.

In the Provider Config section of the Edit Provider Config page, the following properties are
available for modification:

= Provider Type - Select client, server, or client-server to establish whether the provider
is to be used as a client authentication provider, a server authentication provider, or both (a
client-server provider).

= Class Name - Enter the Java implementation class of the provider. Client authentication
providers must implement the com. sun.enterprise.security.jauth.ClientAuthModule
interface. Server-side providers must implement the
com.sun.enterprise.security.jauth.ServerAuthModule interface. A provider may
implement both interfaces, but it must implement the interface corresponding to its
provider type.

In the Request Policy section of the Create a Provider Configuration page, enter the following
optional values, if needed.

These properties are optional, but if not specified, no authentication is applied to request
messages.

The request policy defines the authentication policy requirements associated with request
processing performed by the authentication provider. Policies are expressed in message sender
order such that a requirement that encryption occur after content would mean that the message
receiver would expect to decrypt the message before validating the signature.

= Authentication Source- Select sender, content, or null (the blank option) to define a
requirement for message-layer sender authentication (for example, username password),
content authentication (for example, digital signature), or no authentication be applied to
request messages. When null is specified, source authentication of the request is not
required.

= Authentication Recipient- Select beforeContent or afterContent to definea
requirement for message-layer authentication of the receiver of the request message to its
sender (by XML encryption). When the value is not specified it defaults to afterContent.

For a description of the actions performed by the SOAP message security providers as a result of
the following message protection policies see “Actions of Request and Response Policy
Configurations” on page 198.
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In the Response Policy section of the Create a Provider Configuration page, enter the following
optional properties, if needed.

These properties are optional, but if not specified, no authentication is applied to response
messages.

The response policy defines the authentication policy requirements associated with response
processing performed by the authentication provider. Policies are expressed in message sender
order such that a requirement that encryption occur after content would mean that the message
receiver would expect to decrypt the message before validating the signature.

= Authentication Source - Select sender, content, or null (the blank option) to define a
requirement for message-layer sender authentication (for example, username password) or
content authentication (for example, digital signature) to be applied to response messages.
When null is specified, source authentication of the response is not required.

= Authentication Recipient - Select beforeContent or afterContent to definea
requirement for message-layer authentication of the receiver of the response message to its
sender (by XML encryption). When the value is not specified it defaults to afterContent.

For a description of the actions performed by the SOAP message security providers as a result of
the following message protection policies see “Actions of Request and Response Policy
Configurations” on page 198.

Add additional properties by clicking the Add Property button.

The provider that is shipped with the Application Server supports the property listed below. If
other providers are used, refer to their documentation for more information on properties and
valid values.

= server.config - The directory and file name of an XML file that contains the server

configuration information. For example, domain-dir/config/wss-server-config.xml.

Click Save.

Equivalent asadmin commands

To set the response policy, replace the word request in the following commands with
response.

= Addarequest policy to the client and set the authentication source:
asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.

provider-config.ClientProvider.request-policy.auth source=
sender | content

= Addarequest policy to the server and set the authentication source:
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asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.
provider-config.ServerProvider.request-policy.auth source=
sender | content

= Addarequest policy to the client and set the authentication recipient:

asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.
provider-config.ClientProvider.request-policy.auth recipient=
before-content | after-content

= Addarequest policy to the server and set the authentication recipient:

asadmin set --user admin-user --port admin-port
server-config.security-service.message-security-config.SOAP.
provider-config.ServerProvider.request-policy.auth recipient=
before-content | after-content

See Also “To enable providers for message security” on page 202
“To configure a message security provider” on page 203
“Creating a Message Security Provider” on page 206

“To delete a message security configuration” on page 208
= “To delete a message security provider” on page 209

= “To enable message security for application clients” on page 209

v Creating a Message Security Provider

To configure an existing provider, follow the steps in “T'o configure a message security
provider” on page 203.

1  Inthe Admin Console tree component, expand the Configuration node.
2 Expand the Security node.

3 Expand the Message Security node.

4 Selectthe SOAP node.

5 Select the Providers tab.

6 Onthe Provider Configuration page, click New.

7 Inthe Provider Config section of the Create a Provider Configuration page, enter the following:
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= Default Provider — Check the box beside this field to make the new message security
provider the provider to be invoked for any application for which a specific provider has not
been bound. Whether the provider becomes the default client provider, the default server
provider, or both will be based on the value selected for Provider Type.

= Provider Type - Select client, server, or client-server to establish whether the provider
is to be used as a client authentication provider, a server authentication provider, or both (a
client-server provider).

= Provider ID - Enter an identifier for this provider configuration. This name will appear in
the Current Provider Configurations list.

= Class Name - Enter the Java implementation class of the provider. Client authentication
providers must implement the com.sun.enterprise.security.jauth.ClientAuthModule
interface. Server-side providers must implement the
com.sun.enterprise.security.jauth.ServerAuthModule interface. A provider may
implement both interfaces, but it must implement the interface corresponding to its
provider type.

In the Request Policy section of the Create a Provider Configuration page, enter the following
optional values, if needed.

These properties are optional, but if not specified, no authentication is applied to request
messages.

= Authentication Source - Select sender, content, or null (the blank option) to define a
requirement for message-layer sender authentication (for example, username password),
content authentication (for example, digital signature), or no authentication be applied to
request messages. When null is specified, source authentication of the request is not
required.

= Authentication Recipient - Select beforeContent or afterContent to definea
requirement for message-layer authentication of the receiver of the request message to its
sender (by XML encryption). When the value is not specified it defaults to afterContent.

For a description of the actions performed by the SOAP message security providers as a result of
the following message protection policies see “Actions of Request and Response Policy
Configurations” on page 198.

In the Response Policy section of the Create a Provider Configuration page, enter the following
optional properties, if needed.

These properties are optional, but if not specified, no authentication is applied to response
messages.

= Authentication Source - Select sender, content, or null (the blank option) to define a
requirement for message-layer sender authentication (for example, username password) or
content authentication (for example, digital signature) to be applied to response messages.
When null is specified, source authentication of the response is not required.
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= Authentication Recipient - Select beforeContent or afterContent to define a
requirement for message-layer authentication of the receiver of the response message to its
sender (by XML encryption). When the value is not specified it defaults to afterContent.

For a description of the actions performed by the SOAP message security providers as a result of
the following message protection policies see “Actions of Request and Response Policy
Configurations” on page 198.

Add additional properties by clicking the Add Property button.

The provider that is shipped with the Application Server supports the property listed below. If
other providers are used, refer to their documentation for more information on properties and
valid values.

= server.config - The directory and file name of an XML file that contains the server
configuration information. For example, domain-dir/config/wss-server-config.xml.

Click OK to save this configuration, or click Cancel to quit without saving.

Equivalent asadmin command

create-message-security-provider

“Actions of Request and Response Policy Configurations” on page 198
“To enable providers for message security” on page 202

“To configure a message security provider” on page 203

“Creating a Message Security Provider” on page 206

“To delete a message security configuration” on page 208

“To delete a message security provider” on page 209

“To enable message security for application clients” on page 209

To delete a message security configuration

In the Admin Console tree component, expand the Configuration node.

Expand the Security node.

Select the Message Security node.

Click in the checkbox to the left of the Message Security Configuration to be deleted.

Click Delete.
= “To enable providers for message security” on page 202
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“To configure a message security provider” on page 203
“Creating a Message Security Provider” on page 206

“To delete a message security provider” on page 209

“To enable message security for application clients” on page 209

To delete a message security provider

In the Admin Console tree component, expand the Configuration node.
Expand the Security node.

Expand the Message Security node.

Select the SOAP node.

Select the Providers page.

Click in the checkbox to the left of the Provider Configuration to be deleted.
Click Delete.

Equivalent asadmin command

delete-message-security-provider

“To enable providers for message security” on page 202

“To configure a message security provider” on page 203
“Creating a Message Security Provider” on page 206

“To delete a message security configuration” on page 208

“To enable message security for application clients” on page 209

To enable message security for application clients

The message protection policies of client providers must be configured such that they are
equivalent to the message protection policies of the server-side providers they will be
interacting with. This is already the case for the providers configured (but not enabled) when
the Application Server is installed.

To enable message security for client applications, modify the Application Server specific
configuration for the application client container.

Stop any client applications that depend on the client container descriptor.
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In a text editor, open the Sun application client container descriptor, located in
domain-dir/config/sun-acc.xml.

Add thedefault-client-provider element to the file to enable the default client provider in
the application client.

The other code is provided to show where the code to enable message security for client
applications should be located. The other code may differ slightly in your installation. Do not
change it.
<client-container>
<target-server name="your-host" address="your-host'
port="your-port"/>
<log-service file="" level="WARNING"/>
<message-security-config auth-layer="SOAP"
default-client-provider="ClientProvider">
<provider-config
class-name="com.sun.enterprise.security.jauth.ClientAuthModule"
provider-id="ClientProvider" provider-type="client">
<request-policy auth-source="sender"/>
<response-policy/>
<property name="security.config"
value="C:/Sun/AppServer/lib/appclient/wss-client-config.xml"/>
</provider-config>
</message-security-config>
</client-container>

The message security provider configured in the client container will also require access to
private keys and trusted certificates. This is accomplished by defining appropriate values for the
following system properties in the application client startup script.

-Djavax.net.ssl.keyStore

-Djavax.net.ssl.trustStore

= “To enable providers for message security” on page 202

= “To configure a message security provider” on page 203
= “Creating a Message Security Provider” on page 206

= “To delete a message security configuration” on page 208
= “To delete a message security provider” on page 209

Setting the Request and Response Policy for the
Application Client Configuration

The request and response policies define the authentication policy requirements associated with
request and response processing performed by the authentication provider. Policies are
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expressed in message sender order such that a requirement that encryption occur after content
would mean that the message receiver would expect to decrypt the message before validating
the signature.

To achieve message security, the request and response policies must be enabled on both the
server and client. When configuring the policies on the client and server, make sure that the
client policy matches the server policy for request/response protection at application-level
message binding.

To set the request policy for the application client configuration, modify the Application Server
specific configuration for the application client container as described in “To enable message
security for application clients” on page 209. In the application client configuration file, add the
request-policyand response-policy elements as shown to set the request policy.

The other code is provided for reference. The other code may differ slightly in your installation.
Do not change it.

<client-container>
<target-server name="your-host" address="your-host'
port="your-port"/>
<log-service file="" level="WARNING"/>
<message-security-config auth-layer="SOAP"
default-client-provider="ClientProvider">
<provider-config
class-name="com.sun.enterprise.security.jauth.ClientAuthModule"
provider-id="ClientProvider" provider-type="client">
<request-policy auth-source="sender | content'
auth-recipient="after-content | before-content"/>
<response-policy auth-source="sender | content'
auth-recipient="after-content | before-content"/>
<property name="security.config"
value="install-dir/1lib/appclient/wss-client-config.xml"/>
</provider-config>
</message-security-config>
</client-container>

Valid values for auth-source include sender and content. Valid values for auth-recipient
include before-content and after-content. A table describing the results of various
combinations of these values can be found in “Actions of Request and Response Policy
Configurations” on page 198.

To not specify a request or response policy, leave the element blank, for example:

<response-policy/>
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Further Information

The Java 2 Standard Edition discussion of security can be viewed from
http://java.sun.com/j2se/1.4.2/docs/quide/security/index.html.

The J2EE 1.4 Tutorial chapter titled Security can be viewed from
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html.

The Administration Guide chapter titled “Overview of Security” on page 135 Chapter 9,
“Configuring Security.”

The Developer’s Guide chapter titled Securing Applications.

The Oasis Web Services Security: SOAP Message Security (WS-Security) specification, can
be viewed from
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf.

The OASIS Web Services Security Username Token Profile 1.0, can be found at
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0.pdf.

The OASIS Web Services Security X.509 Certificate Token Profile 1.0, can be found at
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0.pdf.

The XML-Signature Syntax and Processing document can be viewed at
http://www.w3.0rg/TR/xmldsig-core/.

The XML Encryption Syntax and Processing document can be viewed at
http://www.w3.0rg/TR/xmlenc-core/.
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Transactions

By enclosing one or more steps in an indivisible unit of work, a transaction ensures data
integrity and consistency. This chapter contains the following sections:

= “About Transactions” on page 213
= “Admin Console Tasks for Transactions” on page 215

About Transactions

= “What is a Transaction?” on page 213
= “Transactions in J2EE Technology” on page 214

Whatis a Transaction?

A transaction is a series of discreet actions in an application that must all complete successfully
or else all the changes in each action are backed out. For example, to transfer funds from a
checking account to a savings account is a transaction with the following steps:

1. Check to see if the checking account has enough money to cover the transfer.

2. Ifthere’s enough money in the checking account debit the amount from the checking
account.

3. Credit the money to the savings account.

4. Record the transfer to the checking account log.

5. Record the transfer to the savings account log.

If any of these steps fails, all changes from the preceding steps must be backed out, and the
checking account and savings account must be in the same state as they were before the

transaction started. This event is called a rollback. If all the steps complete successfully, the
transaction is in a committed state. Transactions end in either a commit or a rollback.
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See Also:

“Transactions in J2EE Technology” on page 214
“Configuring Transactions” on page 215

Transactions in J2EE Technology

Transaction processing in J2EE technology involves the following five participants:

Transaction Manager
Application Server
Resource Manager(s)
Resource Adapter(s)
User Application.

Each of these entities contribute to reliable transaction processing by implementing the
different APIs and functionalities, discussed below:

The Transaction Manager provides the services and management functions required to
support transaction demarcation, transactional resource management, synchronization,
and transaction context propagation.

The Application Server provides the infrastructure required to support the application
runtime environment that includes transaction state management.

The Resource Manager (through a resource adapter) provides the application access to
resources. The resource manager participates in distributed transactions by implementing a
transaction resource interface used by the transaction manager to communicate transaction
association, transaction completion and recovery work. An example of such a resource
manager is a relational database server.

A Resource Adapter is a system level software library that is used by the application server or
client to connect to a Resource Manager. A Resource Adapter is typically specific to a
Resource Manager. It is available as a library and is used within the address space of the
client using it. An example of such a resource adapter is a JDBC driver.

A Transactional User Application developed to operate in an application server
environment looks up transactional data sources and, optionally, the transaction manager,
using JNDI. The application may use declarative transaction attribute settings for enterprise
beans or explicit programmatic transaction demarcation.

See Also:

“What is a Transaction?” on page 213
“Configuring Transactions” on page 215
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Admin Console Tasks for Transactions

The Application Server handles transactions based on the settings in the Admin Console.

Configuring Transactions

This section explains how to configure transaction settings:

“To configure how the Application Server recovers from transactions” on page 215
“To set a transaction timeout value” on page 216

“To set the location of the transaction logs” on page 216

“To set the keypoint interval” on page 216

For additional information about transactions, see these sections:

= “What is a Transaction?” on page 213
= “Transactions in J2EE Technology” on page 214

¥ To configure how the Application Server recovers from transactions

Transactions might be incomplete either because the server crashed or a resource manager
crashed. It is essential to complete these stranded transactions and recover from the failures.
Application Server is designed to recover from these failures and complete the transactions
upon server startup.

While performing the recovery, if some of the resources are unreachable the server restart may
be delayed as it tries to recover the transactions.

When the transaction spans across servers, the server that started the transaction can contact
the other servers to get the outcome of the transactions. If the other servers are unreachable, the
transaction uses the Heuristic Decision field to determine the outcome.

1 Inthetree component select the Configuration node.

2 SelecttheTransaction Service node.

3 Toenabletherecovery ofincomplete transactions, check the Recover in the On Restart field.

4 Setthe amount of time, in seconds, the Application Server tries to connect to the unreachable
server in the Retry Timeout field. The default value is 10 minutes (600 seconds).

5 Setthe policy for unreachable servers in a transaction in the Heuristic Decision field.

Unless there is a good reason to set this field to Commit, leave Heuristic Decision set to
Rollback. Committing indeterminate transactions can compromise the data integrity of your
application.
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Click Save.
Restart the Application Server.

To set a transaction timeout value

By default, the server does not timeout a transaction. That is, the server waits indefinitely for a
transaction to complete. If you set a timeout value for transactions, if a transaction isn’t
completed within the configured time, the Application Server rolls back the transaction.

In the tree component, select the Configuration node.

Select the Transaction Service node.

Enter the number of seconds before the transaction times out, in the Transaction Timeout field.

The default value of Transaction Timeout is 0 seconds. This disables transaction timeouts.
Click Save.
Restart the Application Server.

To set the location of the transaction logs

The transaction log records the information about each transaction in order to maintain the
data integrity of the resources involved and to recover from failures. Transaction logs are kept
in the tx subdirectory of the directory specified by the Transaction Log Location field. These
logs are not human readable.

In the tree component, select the Configuration node.

Select the Transaction Service node.

Enter the location of the transaction logs in the Transaction Log Location field.

A tx subdirectory is created and transaction logs are kept under that directory.
Click Save.

Restart the Application Server.

To set the keypointinterval

Keypoint operations compress the transaction log file. The keypoint interval is the number of
transactions between keypoint operations on the log. Keypoint operations can reduce the size of
the transaction log files. A larger number of keypoint intervals (for example, 2048) results in
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larger transaction log files, but fewer keypoint operations, and potentially better performance.
A smaller keypoint interval (for example, 256) results in smaller log files but slightly reduced
performance due to the greater frequency of keypoint operations.

In the tree component select the Configuration node.

Select the Transaction Service node.

Enter the number of transactions between keypoint operations in the Keypoint Interval field.

Click Save.

Restart the Application Server.
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Configuring the HTTP Service

This chapter describes how to configure virtual servers and HTTP listeners for the HTTP
service component of the Application Server.

= “About the HTTP Service” on page 219

= “Admin Console Tasks for the HTTP Service” on page 223
= “Admin Console Tasks for Virtual Servers” on page 226

= “Admin Console Tasks for HTTP Listeners” on page 229

About the HTTP Service

= “What Is the HTTP Service?” on page 219
= “Virtual Servers” on page 220
= “HTTP Listeners” on page 221

Whatls the HTTP Service?

The HTTP service is the component of the Application Server that provides facilities for
deploying web applications and for making deployed web applications accessible by HTTP
clients. (See “T'o deploy a web application” on page 48.) These facilities are provided by means
of two kinds of related objects, virtual servers and HTTP listeners.

See Also:

“To deploy a web application” on page 48
“Virtual Servers” on page 220

“HTTP Listeners” on page 221

“To configure the HTTP Service” on page 223
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Virtual Servers

A virtual server, sometimes called a virtual host, is an object that allows the same physical server
to host multiple Internet domain names. All virtual servers hosted on the same physical server
share the Internet Protocol (IP) address of that physical server. A virtual server associates a
domain name for a server (such as www.aaa. com) with the particular server on which the
Application Server is running.

Note - Do not confuse an Internet domain with the administrative domain of the Application
Server.

For instance, assume you want to host these domains on your physical server:

www.aaa.com
www . bbb . com
www.CccC.com

Assume also that www.aaa. com, www. bbb . com, and www. ccc. com have web modules web1, web2,
and web3, respectively, associated with them.

This means that all of these URLs are handled by your physical server:

http://www.aaa.com:8080/webl
http://www.bbb.com:8080/web2
http://www.ccc.com:8080/web3

The first URL is mapped to virtual host www . aaa. com, the second URL is mapped to virtual host
www . bbb . com, and the third is mapped to virtual host www. ccc. com.

On the other hand, the following URL results in a 404 return code, because web3 isn’t registered
with www. bbb . com:

http://www.bbb.com:8080/web3

For this mapping to work, make sure that www.aaa. com, www. bbb . com, and www. ccc. com all
resolve to your physical server’s IP address. They need to be registered with the DNS server for
your network. In addition, on a UNIX system, add these domains to your /etc/hosts file (if the
setting for hosts in your /etc/nsswitch.conf file includes files).

When the Application Server is started, it starts the following virtual servers automatically:

® A virtual server named server, which hosts all user-defined web modules

m  Avirtual server named __asadmin, which hosts all administration-related web modules
(specifically, the Admin Console). This server is restricted; you cannot deploy web modules
to this virtual server.
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For development, testing, and deployment of web services in a non-production environment,
server is often the only virtual server required. In a production environment, additional virtual
servers provide hosting facilities for users and customers so that each appears to have its own
web server, even though there is only one physical server.

See Also:

= “HTTP Listeners” on page 221
m “To create a virtual server” on page 226

HTTP Listeners

Each virtual server provides connections between the server and clients through one or more
HTTP listeners. Each HTTP listener is a listen socket that has an IP address, a port number, a
server name, and a default virtual server.

HTTP listeners must have a unique combination of port number and IP address. For example,
an HTTP listener can listen on all configured IP addresses on a given port for a machine by
specifying the IP address 0.0.0.0. Alternatively, the HTTP listener can specify a unique IP
address for each listener, but use the same port.

Since an HTTP listener is a combination of IP address and port number, you can have multiple
HTTP listeners with the same IP address and different port numbers (for example, 1.1.1.1:8081
and 1.1.1.1:8082), or with different IP addresses and the same port number (for example,
1.1.1.1:8081 and 1.2.3.4:8081, if your machine was configured to respond to both these
addresses).

However, if an HTTP listener uses the 0.0.0.0 IP address, which listens on all IP addresses on a

port, you cannot create HTTP listeners for additional IP addresses that listen on the same port
for a specific IP address. For example, if an HTTP listener uses 0.0.0.0:8080 (all IP addresses on
port 8080), another HTTP listener cannot use 1.2.3.4:8080.

Because the system running the Application Server typically has access to only one IP address,
HTTP listeners typically use the 0.0.0.0 IP address and different port numbers, with each port
number serving a different purpose. If the system does have access to more than one IP address,
each address can serve a different purpose.

By default, when the Application Server starts, it has the following HTTP listeners:

m  Two HTTP listeners named http-listener-1and http-listener-2, associated with the
virtual server named server. The listener named http-listener-1 does not have security
enabled; http-listener-2 has security enabled.

= An HTTP listener named admin-listener, associated with the virtual server named
__asadmin. This listener does not have security enabled.
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All these listeners use the IP address 0.0.0.0 and the port numbers specified as the HTTP server
port numbers during installation of the Application Server. If the Application Server uses the
default port number values, http-listener-1 uses port 8080, http-listener-2 uses port
8181, and admin-listener uses port 4848.

Each HTTP listener has a default virtual server. The default virtual server is the server to which
the HTTP listener routes all request URLs whose host component does not match any of the
virtual servers that are associated with the HTTP listener (a virtual server is associated with an
HTTP listener by listing the HT'TP listener in its http- listeners attribute).

In addition, specify the number of acceptor threads in the HTTP listener. Acceptor threads are
threads that wait for connections. The threads accept connections and put them in a queue,
where they are then picked up by worker threads. Configure enough acceptor threads so that
there is always one available when a new request comes in, but few enough so that they do not
provide too much of a burden on the system. In the Application Server, there is no distinction
between acceptor and request processing (worker) threads: each HTTP listener thread is
responsible for accepting and processing requests. For this reason, the HTTP listeners in the
Application Server’s default configuration use 50 acceptor threads.

The HTTP listener’s server name is the host name that appears in the URLs the server sends to
the client as part of a redirect. This attribute affects URLs the server automatically generates; it
does not affect the URLs for directories and files stored in the server. This name is normally the
alias name if the server uses an alias. If a client sends a Host : header, that host name supersedes
the HTTP listener’s server name value in redirects.

Specify a redirect port to use a different port number from that specified in the original request.
A redirect occurs in one of these situations:

= Ifaclient tries to access a resource that no longer exists at the specified URL (that is, the
resource has moved to another location), the server redirects the client to the new location
(instead of returning a 404), by returning a designated response code and including the new
location in the response’s Location header.

= Jfaclient tries to access a resource that is protected (for example, SSL) on the regular HTTP
port, the server redirects the request to the SSL-enabled port. In this case, the server returns
anew URL in the Location response header, in which the original insecure port has been
replaced with the SSL-enabled port. The client then connects to this new URL.

Specify also whether security is enabled for an HT'TP listener and what kind of security is used
(for example, which SSL protocol and which ciphers).

To access a web application deployed on the Application Server, use the URL
http://localhost:8080/ (or https://localhost:8181/ ifitisa secure application), along
with the context root specified for the web application. To access the Admin Console, use the
URLhttp://localhost:4848/ or http://localhost:4848/asadmin/ (its default context
root).
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Because a virtual server must specify an existing HTTP listener, and because it cannot specify an
HTTP listener that is already being used by another virtual server, create at least one HTTP
listener before creating a new virtual server.

See Also:

= “Virtual Servers” on page 220
= “To create an HT'TP listener” on page 230

Admin Console Tasks for the HTTP Service

= “To configure the HTTP Service” on page 223
= “To configure the HTTP Service access log” on page 224

v To configure the HTTP Service
1 Inthe tree component, expand the Configuration node.
2 Selectthe HTTP Service node.

3 OntheHTTP Service page, you can set properties that apply to all of the service’s HTTP listeners.
The following table lists these properties.

Property Name Description Default Value
bufferSize Specifies the size (in bytes) of the buffer tobe | 4096
provided for input streams created by HTTP
listeners.
connectionTimeout Specifies the number of milliseconds HTTP 12000 (12

listeners wait, after accepting a connection, for | seconds)
the request URI line to be presented.

maxKeepAliveRequests Specifies the maximum number of HTTP 1000
requests that can be pipelined until the
connection is closed by the server. Set this
property to 1 to disable HTTP/1.0 keep-alive,
as well as HTTP/1.1 keep-alive and pipelining.

traceEnabled If set to true, enables the TRACE operation. Set | true
this property to false to make the Application
Server less susceptible to cross-site scripting
attacks.
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Property Name Description DefaultValue

accessLogBufferSize Specifies the size, in bytes, of the buffer where | 32,768 bytes
access log calls are stored. If the value is less
than 5120, a warning message is issued, and
the value is set to 5120.

accessLogWriterInterval The number of seconds before the log willbe | 300 seconds
written to the disk. The access log is written
when the buffer is full or when the interval
expires. If the value is 0, then the buffer is
always written even if it is not full. This means
that each time the server is accessed, the log
message is stored directly to the file.

4  Clickthe Access Log tab to configure access log rotation.
5 Click Save.

6 Stopandrestartthe Application Server.

SeeAlso = “WhatIsthe HTTP Service?” on page 219
= “HTTP Listeners” on page 221
= “To configure the HTTP Service access log” on page 224

v To configure the HTTP Service access log

Use this page to enable and configure rotation for the access logs for the virtual servers. These
logs are in the domain-dir/logs/access directory and are named as follows:
virtual-server-name_access_10g%YYYY ;%MM;%DD -%hh; h%smm; m%ss ; s.

Click Default to load the default values.

1 Check the File Rotation box to turn on file rotation.

By default, file rotation is enabled.

2 From the Rotation Policy drop-down list, choose a policy.

The only policy available is time.

3 IntheRotation Interval field, type a numeric value to specify the number of minutes between
rotations of the access log.

This field is valid only if the Rotation Policy is time. The default is 1440 minutes.
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4 IntheRotation Suffix field, type a string value to specify the suffix to be added to the log file

name after rotation.

The default is $YYYY ;%MM; %DD; -%hh ; h%smm; m%sss; s.

5 Inthe Formatfield, enter a string value to specify the format of the access log.

Use the formats shown in the following table. The default format is %client.name%
%sauth-user-name%s %Sdatetime% Srequest% %status%s %response.length%.

Data Token

Client Host Name sclient.names
Client DNS %sclient.dns%
System Date %sdatetime%
Full HTTP Request line %srequest%
Status %status%

Response Content Length

sresponse. length%

Referer Header %header.referers
User-agent %header.user-agent%
HTTP Method %http-method%

HTTP URI Shttp-uri%

HTTP Query String squery-strss

HTTP Protocol Version %http-version%
Accept Header %header.accept%
Date Header %header.date%

If-Modified-Since Header

%header.if-mod-since%

Authorization Header

sheader.auth%

Any valid HTTP header value defined in RFC 2616
(any is also a valid header value; it is specified as a

%sheader.any%

variable here)

Name of Authorized User %auth-user-name%
Value of a Cookie %cookie.value%s
Virtual Server ID %vs.id%

6 Click Save to save the changes, or Load Defaults to return to the default settings.
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m “To create a virtual server” on page 226
= “To editavirtual server” on page 228
= “To delete a virtual server” on page 229

To create a virtual server

In the tree component, expand the Configuration node.
Expand the HTTP Service node.
Select the Virtual Servers node.

On the Virtual Servers page, click New.
The Create Virtual Server page appears.

In the ID field, type a unique name for the virtual server.

This value is used to identify the virtual server internally. It is not exposed to HTTP clients. The
host names that are exposed to HT'TP clients must be specified in the Hosts field.

In the Hosts field, type the host name or names for the machine on which the server is running.

Use either actual or virtual host names that are registered with the DNS server for your network
(and, on a UNIX system, in your /etc/hosts file).

In the area opposite State, select either On, Off, or Disabled.
The default is On.

Leave the HTTP Listeners field empty.

It is filled in automatically when you create an HTTP listener and associate it with this server.

Use of this field requires that you specify an existing HTTP listener. You must not, however,
specify a listener that is used by another virtual server; if you do, an error appears in the server
log when you restart the server. Since a listener must be associated with an existing virtual
server when it is created, all existing listeners are used by another virtual server.

From the Default Web Module drop-down list, choose the deployed web module (if any) that is
to respond to all requests that cannot be mapped to other web modules deployed to the virtual
server.

If a Default Web Module is not specified, the web module that has an empty context root is
used. If there is no web module with an empty context root, a system default web module is
created and used.
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10 Inthe LogFilefield, type the path name of the file where logging messages from this virtual

server will appear.

Leave this field empty to send logging messages to the default server log,

domain-dir/logs/server.log.

11 Inthe Additional Properties area, click Add Property to add a property for the virtual server.

Whether you specify properties or not, the new server has the default properties docroot and

accesslog, set to default values.

The following table lists the available virtual server properties.

Property Name Description

docroot Absolute path to root document directory for server.
Default is domain-dir/docroot.

accesslog Absolute path to server access logs.

Default is domain-dir/1logs/access.

sso-enabled

If false, single sign-on is disabled for this virtual server, and
users must authenticate separately to every application on the
virtual server.

Single sign-on across applications on the Application Server is
supported by servlets and JSP pages. This feature allows
multiple applications that require the same user sign-on
information to share this information, rather than have the user
sign on separately for each application.

Default is true.

sso-max-inactive-seconds

Specifies the number of seconds after which a user’s single
sign-on record becomes eligible for purging if no client activity
is received. Since single sign-on applies across several
applications on the same virtual server, access to any of the
applications keeps the single sign-on record active.

Default is 300 seconds (5 minutes). Higher values provide
longer single sign-on persistence for users at the expense of
more memory use on the server.

sso-reap-interval-seconds

Specifies the number of seconds between purges of expired
single sign-on records.

Default is 60.
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Property Name Description

allowLinking If true, resources that are symbolic links will be served for all

web applications deployed on this virtual server. Individual web
applications may override this setting by using the sun-web-app
property allowLinking in the sun-web.xml file:

<sun-web-app>
<property name="allowLinking"
value="{true|false}"/>
</sun-web-app>

Default is true.

Click OK to save the virtual server.

Stop and restart the Application Server.

Equivalent asadmin command

create-virtual-server

“Virtual Servers” on page 220

“To create an HTTP listener” on page 230
“To edita virtual server” on page 228

“To delete a virtual server” on page 229

To edit a virtual server

In the tree component, expand the Configuration node.
Expand the HTTP Service node.

Select the Virtual Servers node.

Select the virtual server to be edited.

On the Edit Virtual Server page, you can perform these tasks:
= Change the host name in the Hosts field.

= Change the value of the State setting.

= Addorremove an HTTP listener.
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= Change the Default Web Module selection.
= Change the LogFile value.
= Add, remove, or modify properties.

6 Click Save to save the changes.

SeeAlso = “To create a virtual server” on page 226
= “To delete a virtual server” on page 229

v To delete avirtual server

1 Inthe tree component, expand the Configuration node.

2 Expandthe HTTP Service node.

3 Select the Virtual Servers node.

4  OntheVirtual Servers page, check the box next to the name of the virtual server to be deleted.

5 Click Delete.

It is possible to delete the __asadmin virtual server, but this is not recommended. If you plan to
do so, first copy the virtual-server elements of the Application Server’s domain.xml fileto a
safe place so that the settings can be restored if needed.

More Information  Equivalent asadmin command

delete-virtual-server

SeeAlso = “To create avirtual server” on page 226
= “To edit a virtual server” on page 228

Admin Console Tasks for HTTP Listeners

m “To create an HT'TP listener” on page 230
= “Toeditan HTTP listener” on page 232
= “To delete an HTTP listener” on page 232
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10

11

To create an HTTP listener

In the tree component, expand the Configuration node.
Expand the HTTP Service node.
Select the HTTP Listeners node.

On the HTTP Listeners page, click New.
The Create HTTP Listener page appears.

In the Name field, type a name for the listener.

In the Listener field, remove the check from the Enabled box if you do not want to enable the
listener when the server restarts.

In the Network Address field, type 0.0.0.0 if you want the listener to listen on all IP addresses for
the server, using a unique port value. Otherwise, type a valid IP address for the server.

In the Listener Port field, type a unique port value if the Network Address field is 0.0.0.0, or the
desired port value if you are using another IP address.

Choose a virtual server from the Default Virtual Server drop-down list.

In the Server Name field, type the host name to be used in the URLs the server sends to the
client. This name is the alias name if your server uses an alias.

If your server does not use an alias, leave this field empty.

In the Advanced area, perform any of the following tasks:

= Toredirect requests to another port, type a value in the Redirect Port field. The Application
Server automatically redirects the request if these two conditions exist:

= This listener is supporting non-SSL requests.
= Arequest is received for which a matching security constraint requires SSL transport.
By default, the Application Server uses the port number specified in the original request.
= Change the number of Acceptor Threads.

= Remove the check from the Powered By box to disable the inclusion of the X- Powered-By:
Servlet/2.4 header in servlet-generated HTTP response headers.

The Java Servlet 2.4 Specification defines this header, which containers may add to
servlet-generated responses. Similarly, the JavaServer Pages (JSP) 2.0 Specification defines
an X-Powered-By: JSP/2.0 header to be added (on an optional basis) to responses that use
JSP technology. The inclusion of the X-Powered-By: JSP/2.0 header is enabled by default
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More Information

See Also

for web applications. The goal of these headers is to aid web site administrators in gathering
statistical data about the use of Servlet and JSP technology.

For information on enabling and disabling the X- Powe red - By header for JSP pages, see the
chapter entitled “Deployment Descriptor Files” in the Application Server Developer’s Guide.
See “Further Information” on page 41 for a link to this document.

Production environments might decide to omit the generation of X-Powered-By headers to
hide their underlying technology.

To create a listener that is not secure, click OK.
Stop and restart the Application Server.

In the SSL section of this page, you can configure the listener to use SSL, TLS, or both SSLand TLS
security.

To set up a secure listener, do the following:
Check the Enabled box in the Security field.

To force clients to authenticate themselves to the server when using this listener, check the
Enabled box in the Client Authentication field.

Enter the name of an existing server key pair and certificate in the Certificate NickName field.
See the Security chapter for more information.

Inthe SSL3/TLS section:

a. Checkthe security protocol(s) to be enabled on the listener. Check either SSL3 or TLS, or
both.

b. Checkthe cipher suite used by the protocol(s). To enable all cipher suites, check All
Supported Cipher Suites. You can also enable individual cipher suites.

Click OK, then stop and restart the Application Server.

The listener is now listed in the HTTP Listeners field for the virtual server that is specified as the
Default Virtual Server.

Equivalent asadmin commands

create-http-listenerand create-ssl

= “HTTP Listeners” on page 221
® “Toeditan HTTP listener” on page 232
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232

= “To delete an HTTP listener” on page 232

To editan HTTP listener

In the tree component, expand the Configuration node.
Expand the HTTP Service node.

Select the HTTP Listeners node.

Select the HTTP listener to be edited.

On the Edit HTTP Listener page, modify any of the settings.

Click Save to save the changes.

= “To create an HTTP listener” on page 230
= “To delete an HTTP listener” on page 232

To delete an HTTP listener

In the tree component, expand the Configuration node.

Expand the HTTP Service node.

Select the HTTP Listeners node.

On the HTTP Listeners page, check the box next to the name of the HTTP listener to be deleted.

Click Delete.

It is possible to delete the http-listener-1, http-listener-2,and admin-listener HTTP
listeners, but this is not recommended. If you plan to do so, first copy the http-listener
elements of the Application Server’s domain.xml file to a safe place so that the settings can be
restored if needed.

Equivalent asadmin command

delete-http-listener

= “To create an HTTP listener” on page 230
= “Toeditan HTTP listener” on page 232
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Configuring the Object Request Broker

This chapter describes how to configure the Object Request Broker (ORB) and IIOP listeners. It
has the following sections:

= “About the Object Request Broker” on page 233
= “Admin Console Tasks for the ORB” on page 234
= “Admin Console Tasks for IIOP Listeners” on page 235

About the Object Request Broker

= “CORBA” on page 233
= “What is the ORB?” on page 234
= “IIOP Listeners” on page 234

CORBA

The Application Server supports a standard set of protocols and formats that ensure
interoperability. Among these protocols are those defined by CORBA.

The CORBA (Common Object Request Broker Architecture) model is based on clients
requesting services from distributed objects or servers through a well-defined interface by
issuing requests to the objects in the form of remote method requests. A remote method request
carries information about the operation that needs to be performed, including the object name
(called an object reference) of the service provider and parameters, if any, for the invoked
method. CORBA automatically handles network programming tasks such as object
registration, object location, object activation, request de-multiplexing, error-handling,
marshalling, and operation dispatching.
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What is the ORB?

The Object Request Broker (ORB) is the central component of CORBA. The ORB provides the
required infrastructure to identify and locate objects, handle connection management, deliver
data, and request communication.

A CORBA object never talks directly with another. Instead, the object makes requests through a
remote stub to the ORB running on the local machine. The local ORB then passes the request to
an ORB on the other machine using the Internet Inter-Orb Protocol (IIOP for short). The
remote ORB then locates the appropriate object, processes the request, and returns the results.

IIOP can be used as a Remote Method Invocation (RMI) protocol by applications or objects
using RMI-IIOP. Remote clients of enterprise beans (EJB modules) communicate with the
Application Server via RMI-IIOP.

See Also:
= “To configure the ORB” on page 234

lIOP Listeners

AnTIOP listener is a listen socket that accepts incoming connections from the remote clients of
enterprise beans and from other CORBA-based clients. Multiple IIOP listeners can be
configured for the Application Server. For each listener, specify a port number, a network
address, and optionally, security attributes. For more information, see “To create an IIOP
listener” on page 235.

See Also:

= “To create an IIOP listener” on page 235
= “To editan IIOP listener” on page 237
= “To delete an IIOP listener” on page 237

Admin Console Tasks for the ORB

234

= “To configure the ORB” on page 234

To configure the ORB

In the tree component, expand the Configuration node.

Select the ORB node.
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3 Choose the thread pool the ORB uses from the Thread Pool ID drop-down list.

The ORB uses thread pools to respond to requests from remote clients of enterprise beans and
other clients that communicate via RMI-IIOP. For more information, see “About Thread Pools”
on page 239 and “To create a thread pool” on page 240.

4 Inthe Max Message Fragment Size field, set the maximum fragment size for IIOP messages.

Messages larger than this size are fragmented.

5 IntheTotal Connections field, set the maximum number of incoming connections for all IOP
listeners.

6 Select the Required checkbox if IIOP client authentication is required.
7 Click Save to save the changes, or Load Defaults to load the default values.

8 Restarttheserver.

SeeAlso “What is the ORB?” on page 234
“About Thread Pools” on page 239
“To create a thread pool” on page 240

“To create an IIOP listener” on page 235
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= “To create an IIOP listener” on page 235
= “To edit an IIOP listener” on page 237
= “To delete an IIOP listener” on page 237

v To create an IIOP listener

1 Inthetree component, expand the Configuration node.
2 Expandthe ORB node.

3 SelectllOP Listeners.

4  Click New.

5 Enteraname to identify the listener in the Name field.
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Enter the network address of the listener in the Network Address field.

This can be an IP address or a DNS resolvable host name.
In the Listener Port field, enter the port number upon which the listener is to listen.
Check the Enabled box in the Listener field to enable the listener.
In the Additional Properties area, provide values for properties required by applications.
To create a listener:
= To create a listener that is not secure, click OK.
= Tosetup asecure listener, do the following:
a. Checkthe Enabled box in the Security field.

b. To force clients to authenticate themselves to the server when using this listener, check
the Enabled box in the Client Authentication field.

¢. Enter the name of an existing server key pair and certificate in the Certificate NickName
field.

d. Inthe SSL3/TLS section:

i. Checkthe security protocol(s) to enable on the listener. Check either SSL3 or TLS, or
enable both protocols.

ii. Checkthe cipher suite used by the protocol(s).

To enable all cipher suites, check All Supported Cipher Suites. You can also enable
individual cipher suites.

e. Click OK.

The listener is now listed in the Current Listeners table on the IIOP Listeners page.

Equivalent asadmin commands

create-iiop-listenerand create-ssl

= “TIOP Listeners” on page 234
= “To editan IIOP listener” on page 237
= “To delete an IIOP listener” on page 237
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SeeAlso

More Information

See Also

To edit an IIOP listener

In the tree component, expand the Configuration node.
Expand the ORB node.

Select the lIOP Listeners node.

Select the listener to be modified in the Current Listeners table.

Modify the listener’s settings.
See “To create an IIOP listener” on page 235 for descriptions of the fields that are modifiable.

If you changed the port number of the listener, restart the server.

= “IIOP Listeners” on page 234
= “To create an IIOP listener” on page 235
= “To delete an ITOP listener” on page 237

To delete an IIOP listener

In the tree component, expand the Configuration node.

Expand the ORB node.

Select the IIOP Listeners node.

Check the listener(s) to be deleted in the Current Listeners table.
Click Delete.

Equivalent asadmin command

delete-iiop-listener

= “IIOP Listeners” on page 234
= “To create an IIOP listener” on page 235
= “To edit an IIOP listener” on page 237

Chapter 13 - Configuring the Object Request Broker 237



238



L K R 4 CHAPTER 14

Thread Pools

This chapter describes how to create, edit, and delete thread pools. It has the following sections:

= “About Thread Pools” on page 239
= “Admin Console Tasks for Thread Pools” on page 240

About Thread Pools

This section describes thread pools and how the work in the Application Server.

The Java Virtual Machine (JVM) can support many threads of execution at once. To help
performance, the Application Server maintains one or more thread pools. It is possible to assign
specific thread pools to connector modules and to the ORB.

One thread pool can serve multiple connector modules and enterprise beans. Request threads
handle user requests for application components. When the server receives a request, it assigns
the request to a free thread from the thread pool. The thread executes the client's requests and
returns results. For example, if the request needs to use a system resource that is currently busy,
the thread waits until that resource is free before allowing the request to use that resource.

Specify the minimum and maximum number of threads that are reserved for requests from
applications. The thread pool is dynamically adjusted between these two values. The minimum
thread pool size that is specified signals the server to allocate at least that many threads in
reserve for application requests. That number is increased up to the maximum thread pool size
that is specified.

Increasing the number of threads available to a process allows the process to respond to more
application requests simultaneously.

Avoid thread starvation, where one resource adapter or application occupies all threads in the
Application Server, by dividing the Application Server threads into different thread-pools.

See Also:
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= “To create a thread pool” on page 240
= “To edita thread pool” on page 241

m “To delete a thread pool” on page 242
= “About Connectors” on page 115

= “To configure the ORB” on page 234

Admin Console Tasks for Thread Pools

10

11

240

= “To create a thread pool” on page 240
= “To edita thread pool” on page 241
= “To delete a thread pool” on page 242

To create a thread pool

In the tree component select the Configuration node.

Select the Thread Pools node.

In the tree component select the Thread Pools node.

Under Current Pools click New.

Enter the name of the thread pool in the Thread Pool ID field.

Enter the minimum number of threads in the thread pool servicing requests in this queue in the
Minimum Thread Pool Size field.

These threads are created up front when this thread pool is instantiated.

Enter the maximum number of threads in the thread pool servicing requests in this queue in the
Maximum Thread Pool Size field.

This is the upper limit on the number of threads that exist in the thread pool.

Enter the number, in seconds, after which idle threads are removed from pool in the Idle
Timeout field.

Enter the total number of work queues that are serviced by this thread pool in the Number of
Work Queues field.

Click OK.

Restart the Application Server.
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More Information

See Also

See Also

Equivalent asadmin command

create-threadpool

= “About Thread Pools” on page 239
= “To edit a thread pool” on page 241
= “To delete a thread pool” on page 242

To edit a thread pool

In the tree component select the Configuration node.
Select the Thread Pools node.
Under Current Pools select the name of the thread pool to be changed.

Enter the minimum number of threads in the thread pool servicing requests in this queue in the
Minimum Thread Pool Size field.

These threads are created up front when this thread pool is instantiated.

Enter the maximum number of threads in the thread pool servicing requests in this queue in the
Maximum Thread Pool Size field.

This is the upper limit on the number of threads that exist in the thread pool.

Enter the number, in seconds, after which idle threads are removed from pool in the Idle
Timeout field.

Enter the total number of work queues that are serviced by this thread pool in the Number of
Work Queues field.

Click Save.

Restart the Application Server.

= “About Thread Pools” on page 239
m “To create a thread pool” on page 240
= “To delete a thread pool” on page 242
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v To delete a thread pool
1 Inthetree component, select the Configuration node.
2 SelecttheThread Pools node.
3 Checkthe thread pool name to be deleted in the Current Pools table.
4 (lick Delete.
5 Restart the Application Server.

More Information  Equivalent asadmin command

delete-threadpool

SeeAlso = “About Thread Pools” on page 239
= “To create a thread pool” on page 240
m “To edita thread pool” on page 241
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Configuring Logging

This chapter briefly describes how to use the Admin Console to configure logging and view the
server log. It contains the following sections:

= “About Logging” on page 243
= “Admin Console Tasks for Logging” on page 246

About Logging

= “LogRecords” on page 243
= “The Logger Namespace Hierarchy” on page 244

Log Records

The Application Server uses the Java 2 platform Logging API specified in JSR 047. Application
Server logging messages are recorded in the server log, normally found at
domain-dir/logs/server.log.

The domain-dir/1ogs directory contains two other kinds of logs in addition to the server log. In
the access subdirectory are the HTTP Service access logs, and in the tx subdirectory are the
Transaction Service logs. For information about these logs, see “To configure the HTTP Service
access log” on page 224 and “Configuring Transactions” on page 215.

The components of the Application Server generate logging output. Application components
can also generate logging output.

Application components may use the Apache Commons Logging Library to log messages. The
platform standard JSR 047 API, however, is recommended for better log configuration.

Log records follow a uniform format:
[#|yyyy-mm-ddThh:mm:ss.SSS-Z|Log Level|ProductName-Version|LoggerName|Key Value Pairs|Message|#]
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For example:

[#]2004-10-21T13:25:53.852-0400| INFO|sun-appserver-epe8.1|javax.enterprise.
system.core| ThreadID=13; |CORE5004: Resource Deployed:
[cr:jms/DurableConnectionFactory]. |#]

In this example,

[#and #] mark the beginning and end of the record.
The vertical bar (|) separates the record fields.
2004-10-21T13:25:53.852-0400 specifies the date and time.

The Log Level is INFO. This level may have any of the following values: SEVERE, WARNING,
INFO, CONFIG, FINE, FINER, and FINEST.

The ProductName-Version is sun-appserver-pe8.1.

The LoggerName is a hierarchical logger namespace that identifies the source of the log
module, in this case javax.enterprise.system.core.

The Key Value Pairs are key names and values, typically a thread ID such as_ThreadID=14;.

The Message is the text of the log message. For all Application Server SEVERE and WARNING
messages and many INFO messages, it begins with a message ID that consists of a module
code and a numerical value (in this case, CORE5004).

The log record format might be changed or enhanced in future releases.

See Also:

“The Logger Namespace Hierarchy” on page 244

The Logger Namespace Hierarchy

The Application Server provides a logger for each of its modules. The following table lists the
names of the modules and the namespace for each logger in alphabetical order, as they appear
on the Log Levels page of the Admin Console (see “T'o configure log levels” on page 247). The
last three modules in the table do not appear on the Log Levels page.

TABLE 15-1 Application Server Logger Namespaces

Module Name Namespace

Admin javax.enterprise.system.tools.admin
Classloader javax.enterprise.system.core.classloading
CMP javax.enterprise.system.container.cmp
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TABLE 15-1 Application Server Logger Namespaces (Continued)

Module Name Namespace

Configuration javax.enterprise.system.core.config
Connector javax.enterprise.resource.resourceadapter
CORBA javax.enterprise.resource.corba
I)epk»nnent javax.enterprise.system.tools.deployment
EJB Container javax.enterprise.system.container.ejb
JavaMail javax.enterprise.resource.javamail

JAXR javax.enterprise.resource.webservices.registry
JAX-RPC javax.enterprise.resource.webservices.rpc
JDO javax.enterprise.resource.jdo

JMS javax.enterprise.resource.jms

JTA javax.enterprise.resource.jta

JTS javax.enterprise.system.core.transaction
MDB Container javax.enterprise.system.container.ejb.mdb
Naming javax.enterprise.system.core.naming

Node Agent (Enterprise Edition only) javax.ee.enterprise.system.nodeagent

Root javax.enterprise

SAAJ javax.enterprise.resource.webservices.saaj
Security javax.enterprise.system.core.security
Server javax.enterprise.system

Synchronization (Enterprise Edition only)

javax.

ee.enterprise.system.tools.synchronization

Util javax.enterprise.system.util
Verifier javax.enterprise.system.tools.verifier
Web Container javax.enterprise.system.container.web
Core javax.enterprise.system.core

System Output (System.out.println)

javax.

enterprise.system.stream.out

System Error (System.err.println)

javax.

enterprise.system.stream.err

See Also:
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“Log Records” on page 243
“To configure log levels” on page 247

Admin Console Tasks for Logging

246

“To configure general logging settings” on page 246
“To configure loglevels” on page 247
“To view the server log” on page 248

v To configure general logging settings

1

In the tree component, select the Application Server node.

Click the Logging tab.

On the Logging Settings page, use the following fields to customize logging:

Log File — To specify an alternative name or location for the server log file, type the new
path name in the text field. By default, the location is domain-dir/1logs/server.log.

Alarms — To route SEVERE and WARNING messages through the JMX framework, select the
Enabled checkbox.

Write to System Log — On Solaris and Linux systems only, to send logging output to the
syslog facility in addition to the server log, select the Enabled checkbox.

Log Handler — To send logs to a destination other than server.log or syslog, you can
plug in a custom log handler. The custom handler must extend the class
java.util.logging.Handler (aJSR 047 compliant API). Type the absolute class name of
the handler in the Log Handler field. Also put the handler class in the Application Server
classpath so that the handler is installed during server startup. The log records from the
custom handler will have the format described in “Log Records” on page 243.

Log Filter — To filter log records that are sent to destinations such as server. log, syslog,
or a destination specified by a custom log handler, you can plug in a custom log filter. The
custom filter must implement the interface java.util.logging.Filter. Type the absolute
class name of the filter in the Log Filter field. Also put the filter class in the Application
Server classpath so that the filter is installed during server startup.

File Rotation Limit: When the server log reaches the specified size in bytes, create a new,
empty file named server. log and rename the old file server.log_date, where date is the
date and time when the file was rotated. The default value is 2 megabytes. The minimum
value for the limit is 500 kilobytes; if you specify a lower value, the file rotates when it
reaches 500 KB. To turn off log file rotation, set the value to 0.
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See Also

= File Rotation Time Limit — Rotate the server log after the specified number of minutes is
reached. The default value is zero, which means that the file is rotated when it reaches the
size specified in the File Rotation Limit field. If you specify one or more minutes, the time
limit takes precedence over the size limit.

Click Save to save changes. Click View Log Files to view the server log.

Stop and restart the Application Server.

= “LogRecords” on page 243

= “The Logger Namespace Hierarchy” on page 244
= “To configure loglevels” on page 247

= “Toview the server log” on page 248

To configure log levels

In the tree component, select the Application Server node.
Click the Logging tab.
On the Logging Settings page, click the Log Levels tab.

On the Module Log Levels page, choose a new value from the drop-down list opposite the
module or modules whose log level is to be changed.

The default level is INFO, meaning that messages at that level or higher (WARNING, SEVERE)
appear in the log. Choose any of the following values (listed from highest to lowest):

= SEVERE
= WARNING
= INFO

= CONFIG

= FINE

= FINER

= FINEST
= OFF

Use the Additional Properties area to configure log levels for any application loggers.

The property name is the logger namespace, and the value is one of the eight possible levels. For
example, the property name could be samples.logging.simple.servlet, and the value could
be FINE.
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See Also

Also use this area to change the log level for a submodule, such as the transport submodule of
the CORBA module:

javax.enterprise.resource.corba.ORBId.transport

Click Save to save the changes, or click Default to restore the default values.

Calls to System.out.println arelogged at the INFO level using the logger name
javax.enterprise.system.stream.out. Calls to System.err.printlnare logged at the
WARNING level using the logger name javax.enterprise.system.stream.err. To turn off the
logs from these sources, specify the logger name with the value OFF in the Additional Properties
area.

Changes to the Log Level settings take effect immediately. They are also saved in the
domain.xml file for use when the server restarts.

“Log Records” on page 243

“The Logger Namespace Hierarchy” on page 244
“To configure general logging settings” on page 246
“To view the server log” on page 248

To view the server log

In the tree component, select the Application Server node.
Click the Logging tab.
On the Logging Settings page, click View Log Files.

Use the Search Criteria area to customize and filter the log viewer. Use the basic fields as follows:

= Instance Name — Choose an instance name from the drop-down list to view the log for that
server instance. The default is the current server instance.

= LogFile — Choose a log file name from the drop-down list to view the contents of that log.
The default is server. log.

= Timestamp — To view the most recent messages, select Most Recent (the default). To view
messages only from a certain period of time, select Specific Range and type a date and time
value in the From and To fields that appear. For the Time value, the syntax must take the
following form (SSS stands for milliseconds):

hh:mm:ss.SSS

For example:

17:10:00.000
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If the From value is later than the To value, an error message appears.

= Log Level — To filter messages by log level, choose a log level from the drop-down list. By
default, the display includes all messages that appear in the server log at the chosen log level
and more severe levels. Select the checkbox labeled “Do not include more severe messages”
to display messages at only the chosen level.

To ensure that the messages you want to view appear in the server log, first set the
appropriate log levels on the Log Levels page. See “To configure log levels” on page 247

If you choose to filter log messages based on log level, only messages matching the specified
filter criteria are shown. However, this filtering does not affect which messages are logged to
the server log.

The most recent 40 entries in the server log appear, with the settings specified on the
Logging Settings and Log Levels pages.

Click the triangle next to the Timestamp header to sort the messages so that the most recent
one appears last.

To view a formatted version of any message, click the link marked

(details)
A window labeled Log Entry Detail appears, with a formatted version of the message.
At the end of the list of entries, click the buttons to view earlier or later entries in the log file.

Click Advanced Search in the Search Criteria area to make additional refinements to the log
viewer. Use the Advanced Options fields as follows:

= Logger — To filter by module, choose one or more namespaces from the drop-down list.
Use shift-click or control-click to choose multiple namespaces.

Selecting a namespace at a higher level selects all the namespaces below it. For example,
selecting javax.enterprise.systemalso selects the loggers for all the modules under that
namespace: javax.enterprise.system.core, javax.enterprise.system.tools.admin,
and so on.

= Custom Logger — To view messages from loggers specific to a particular application, type
the logger names in the text field, one per line. If the application has several modules, you
can view any or all of them. For example, suppose the application has loggers with the
following names:

com.mycompany.myapp.modulel
com.mycompany.myapp.module2
com.mycompany.myapp.module3

To view messages from all modules in the application, type com.mycompany .myapp. To view
messages from module2 only, type com.mycompany .myapp . module2.

When you specify one or more custom loggers, messages from Application Server modules
appear only if you specify them explicitly in the Logger area.
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= Name-Value Pairs — To view output from a specific thread, type the key name and value
for that thread in the text field. The key name is _ThreadID. For example:

_ThreadID=13

Suppose that com.mycompany .myapp.module2 runs in several threads. To refine the log
viewer to show only the output from a single thread, specify that module’s logger in the
Custom Logger field, and then specify the thread ID in this field.

= Display — To view more than 40 messages at a time (the default), choose another of the
available values from the drop-down list (100, 250, or 1000).

To view stack traces, deselect the “Limit excessively long messages” checkbox. By default,
stack traces do not appear in the viewer; to view them, click the (details) link fora
message.

Click Basic Search to hide the Advanced Options area.

SeeAlso = “LogRecords” on page 243

= “The Logger Namespace Hierarchy” on page 244

= “To configure general logging settings” on page 246
u

“To configure log levels” on page 247
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Monitoring Components and Services

This chapter contains information about monitoring components using the Application Server
Admin Console. This chapter contains the following sections:

“About Monitoring” on page 251

“Admin Console Tasks for Enabling and Disabling Monitoring” on page 279
“Admin Console Tasks for Viewing Monitoring Data” on page 281

“Using JConsole” on page 299

About Monitoring

“Monitoring in the Application Server” on page 251

“Overview of Monitoring” on page 252

“About the Tree Structure of Monitorable Objects” on page 252

“About Statistics for Monitored Components and Services” on page 256

Monitoring in the Application Server

Use monitoring to observe the runtime state of various components and services deployed in a
server instance of theApplication Server. With the information on the state of runtime
components and processes, it is possible to identify performance bottlenecks for tuning
purposes, aid capacity planning, predict failures, do root cause analysis in case of failures, and
ensure that everything is functioning as expected.

Turning monitoring on reduces performance by increasing overhead.

See Also:

= “Overview of Monitoring” on page 252
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Overview of Monitoring

To monitor the Application Server, perform these steps:

L.

Enable the monitoring of specific services and components using either the Admin Console
or the asadmin tool.

For more information on this step, refer to “T'o configure monitoring levels using the
Admin Console” on page 279.

For more information on this step, refer to “Admin Console Tasks for Enabling and
Disabling Monitoring” on page 279.

View monitoring data for the specified services or components using either the Admin
Console or the asadmin tool.

For more information on this step, refer to “T'o view monitoring data in the Admin
Console” on page 281 or “Viewing Monitoring Data With the asadmin Tool” on page 283.

For more information on this step, refer to “Admin Console Tasks for Viewing Monitoring
Data” on page 281.

See Also:

“To configure monitoring levels using the Admin Console” on page 279
“To view monitoring data in the Admin Console” on page 281
“Viewing Monitoring Data With the asadmin Tool” on page 283

About the Tree Structure of Monitorable Objects

The Application Server uses a tree structure to track monitorable objects. Because the tree of
monitoring objects is dynamic, it changes as components are added, updated, or removed in the
instance. The root object in the tree is the server instance name, for example, server. (In the
Platform Edition, just one server instance is permitted.)

The following command displays the top level of the tree:

asadmin> list --user adminuser --monitor server
server.applications

server.http-service

server.connector-service

server.jms-service

server.jvm

server.orb

server.resources

server.thread-pools

The following sections describe these sub-trees:

= “The Applications Tree” on page 253
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= “The HTTP Service Tree” on page 254

= “The Resources Tree” on page 254

= “The Connector Service Tree” on page 254
m “The JMS Service Tree” on page 255

= “The ORB Tree” on page 255

= “The Thread Pool Tree” on page 255

The Applications Tree

The following schematic shows the top and child nodes for the various components of
enterprise applications. The nodes at which monitoring statistics are available are marked with
an asterisk (*). For more information, refer to “EJB Container Statistics” on page 256.

EXAMPLE 16-1 Applications Node Tree Structure

applications
|--- applicationl
|--- ejb-module-1
| |--- ejbl *
| |--- cache (for entity/sfsb) *
| |--- pool (for slsb/mdb/entity) *
| | --- methods
| | ---methodl *
| | ---method2 *
| |--- stateful-session-store (for sfsb)*
| |--- timers (for slsb/entity/mdb) *
|--- web-module-1
| |--- virtual-server-1 *
| |---servletl *
| |---servlet2 *
--- standalone-web-module-1
| |----- virtual-server-2 *
| |---servlet3 *
| |---servletd *
| T virtual-server-3 *
| |---servlet3 *(same servlet on different vs)
| |---servlet5 *
--- standalone-ejb-module-1
| |--- ejb2 *
| |--- cache (for entity/sfsb) *
| |--- pool (for slsb/mdb/entity) *
| | --- methods
| |--- methodl *
| |--- method2 *
--- application2
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The HTTP Service Tree

The nodes of the HTTP service are shown in the following schematic. The nodes at which
monitoring information is available are marked with an asterisk (*). See “HTTP Service
Statistics” on page 262.

EXAMPLE 16-2 HTTP Service Schematic (Platform Edition version)

http-service
|--- virtual-server-1
|--- http-listener-1 *
|--- http-listener-2 *
|--- virtual-server-2
|--- http-listener-1 *
|--- http-listener-2 *

EXAMPLE 16-3 HTTP Service Schematic (Enterprise Edition version)

http-service *

| ---connection-queue *
|---dns *
|---file-cache *

| ---keep-alive *

| ---pwc-thread-pool *
|---virtual-server-1*

| |--- request *
| ---virtual-server-2*

| |--- request *

The Resources Tree

The resources node holds monitorable attributes for pools such as the JDBC connection pool
and connector connection pool. The following schematic shows the top and child nodes for the
various resource components. The nodes at which monitoring statistics are available are
marked with an asterisk (*). See “J/DBC Connection Pools Statistics” on page 263.

EXAMPLE 16-4 Resources Schematic

resources
| ---connection-pooll(either connector-connection-pool or jdbc)*
| ---connection-pool2(either connector-connection-pool or jdbc)*

The Connector Service Tree

The connector services node holds monitorable attributes for pools such as the connector
connection pool. The following schematic shows the top and child nodes for the various
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connector service components. The nodes at which monitoring statistics are available are
marked with an asterisk (*). See “JMS/Connector Service Statistics” on page 265.

EXAMPLE 16-5 Connector Service Schematic

connector-service
|--- resource-adapter-1
| | -- connection-pools
| | |-- pool-1 (ALl pool stats for this pool)
| | -- work-management (All work mgmt stats for this RA)

The JMS Service Tree

The JMS services node holds monitorable attributes for pools such as the connector connection
pool. The following schematic shows the top and child nodes for the various JMS service
components. The nodes at which monitoring statistics are available are marked with an asterisk

().
EXAMPLE 16-6 JMS Service Schematic

jms-service
| -- connection-factories [AKA conn. pools in the RA world]
| | -- connection-factory-1 (All CF stats for this CF)
| -- work-management (All work mgmt stats for the MQ-RA)

The ORB Tree

The ORB node holds monitorable attributes for connection managers. The following schematic
shows the top and child nodes for the ORB components. The nodes at which monitoring
statistics are available are marked with an asterisk (*). See “Statistics for Connection Managers
in an ORB” on page 266.

EXAMPLE 16-7 ORB Schematic

orb
| --- connection-managers
| |--- connection-manager-1 *
| | --- connection-manager-1 *
TheThread Pool Tree

The thread pool node holds monitorable attributes for connection managers. The following
schematic shows the top and child nodes for the ORB components. The nodes at which
monitoring statistics are available are marked with an asterisk (*). See “Thread Pools Statistics”
on page 266.
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EXAMPLE 16-8 Thread Pool Schematic

thread-pools
| |--- thread-pool-1 *
| |--- thread-pool-2 *

About Statistics for Monitored Components and

Services

This section describes the monitoring statistics that are available:

= “EJB Container Statistics” on page 256

“Web Container Statistics” on page 260

“HTTP Service Statistics” on page 262

“JDBC Connection Pools Statistics” on page 263
“JMS/Connector Service Statistics” on page 265
= “Statistics for Connection Managers in an ORB” on page 266
= “Thread Pools Statistics” on page 266

= “Transaction Service Statistics” on page 267
= “Java Virtual Machine (JVM) Statistics” on page 268

= “JVM Statistics in J2SE 5.0” on page 268
= “Production Web Container (PWC) Statistics” on page 272

EJB Container Statistics

EJB statistics are described in the following table.

TABLE16-1 EJB Statistics

Attribute Name Data Type Description

createcount CountStatistic Number of times an E]B’s create
method is called.

removecount CountStatistic Number of times an EJB’s remove
method is called.

pooledcount RangeStatistic Number of entity beans in pooled
state.

readycount RangeStatistic Number of entity beans in ready
state.

messagecount CountStatistic Number of messages received for a

message-driven bean.
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TABLE16-1 EJB Statistics (Continued)

Attribute Name DataType Description

methodreadycount RangeStatistic Number of stateful or stateless
session beans that are in the
MethodReady state.

passivecount RangeStatistic Number of stateful session beans
that are in Passive state.

The statistics available for EJB method invocations are listed in the following table.

TABLE 16-2 EJB Method Statistics

Attribute Name

DataType

Description

methodstatistic

TimeStatistic

Number of times an operation is
called; the total time that is spent
during the invocation, and so on.

totalnumerrors

CountStatistic

Number of times the method
execution resulted in an exception.
This is collected for stateless and
stateful session beans and entity
beans if monitoring is enabled for
the EJB container.

totalnumsuccess

CountStatistic

Number of times the method
successfully executed. This is
collected for stateless and stateful
session beans and entity beans if
monitoring enabled is true for EJB
container.

executiontime

CountStatistic

Time (ms) spent executing the
method for the last
successful/unsuccessful attempt to
execute the operation. This is
collected for stateless and stateful
session beans and entity beans if
monitoring is enabled on the EJB
container.

The statistics for EJB Session Stores are listed in the following table.
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TABLE 16-3 E]B Session Store Statistics

Attribute Name

DataType

Description

currentSize

RangeStatistic

Number of passivated or
checkpointed sessions currently in
the store.

activationCount

CountStatistic

Number of sessions activated from
the store.

activationSuccessCount

CountStatistic

Number of sessions successfully
activated from the store

activationErrorCount

CountStatistic

Time (ms) spent executing the
method for the last
successful/unsuccessful attempt to
execute the operation. This is
collected for stateless and stateful
session beans and entity beans, if
monitoring is enabled on the EJB
container.

passivationCount

CountStatistic

Number of sessions passivated
(inactivated) using this store.

passivationSuccessCount

CountStatistic

Number of sessions successfully
passivated using this store.

passivationErrorCount

CountStatistic

Number of sessions that could not be
passivated using this store.

expiredSessionCount

CountStatistic

Number of expired sessions that
were removed by this store.

passivatedBeanSize

CountStatistic

Total number of bytes passivated by
this store, including total, minimum,
and maximum.

passivationTime

CountStatistic

Time spent on passivating beans to
the store, including the total,
minimum, and maximum.

checkpointCount (EE only)

CountStatistic

Number of sessions checkpointed
using this store.

checkpointSuccessCount (EE only)

CountStatistic

Number of sessions checkpointed
successfully.

checkpointErrorCount (EE only)

CountStatistic

Number of sessions that couldn't be
checkpointed.
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TABLE 16-3 EJB Session Store Statistics (Continued)
Attribute Name DataType Description
checkpointedBeanSize (EE only) ValueStatistic Total number of beans checkpointed
by the store.
checkpointTime (EE only) TimeStatistic Time spent on checkpointing beans
to the store.

The statistics available for EJB pools are listed in the following table.

TABLE 16-4 EJB Pool Statistics

Attribute Name

DataType

Description

numbeansinpool

BoundedRangeStatistic

Number of EJB’s in the associated pool,
providing an idea about how the pool
is changing.

numthreadswaiting

BoundedRangeStatistic

Number of threads waiting for free
beans, giving an indication of possible
congestion of requests.

totalbeanscreated

CountStatistic

Number of beans created in associated
pool since the gathering of data
started.

totalbeansdestroyed

CountStatistic

Number of beans destroyed from
associated pool since the gathering of
data started.

jmsmaxmessagesload

CountStatistic

The maximum number of messages to
load into a JMS session at one time for
amessage-driven bean to serve.
Default is 1. Applies only to pools for
message driven beans.

The statistics available for EJB caches are listed in the following table.

TABLE16-5 EJB Cache Statistics

Attribute Name

Data Type

Description

cachemisses

BoundedRangeStatistic

The number of times a user request does not
find a bean in the cache.

cachehits

BoundedRangeStatistic

The number of times a user request found an
entry in the cache.
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TABLE 16-5 EJB Cache Statistics (Continued)

Attribute Name

Data Type

Description

numbeansincache BoundedRangeStatistic The number of beans in the cache. This is the
current size of the cache.

numpassivations CountStatistic Number of passivated beans. Applies only to
stateful session beans.

numpassivationerrors CountStatistic Number of errors during passivation. Applies
only to stateful session beans.

numexpiredsessionsremoved CountStatistic Number of expired sessions removed by the
cleanup thread. Applies only to stateful
session beans.

numpassivationsuccess CountStatistic Number of times passivation completed

successfully. Applies only to stateful session
beans.

The statistics available for Timers are listed in the following table.

TABLE16-6 Timer Statistics

Statistic Data Type Description

numtimerscreated CountStatistic Number of timers created in the system.
numtimersdelivered CountStatistic Number of timers delivered by the system.
numtimersremoved CountStatistic Number of timers removed from the system.

Web Container Statistics

The web container fits into the tree of objects as shown in “The Applications Tree” on page 253.
Web container statistics are displayed for each individual web application. Statistics available
for the web container for Servlets are shown in “Web Container Statistics” on page 260 and
statistics available for web modules are shown in “Web Container Statistics” on page 260.

TABLE16-7 Web Container (Servlet) Statistics

Statistic Units DataType Comments

errorcount Number CountStatistic Cumulative number of cases where the
response code is greater than or equal to
400.

maxtime Milliseconds CountStatistic The maximum amount of time the web
container waits for requests.
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TABLE 16-7 Web Container (Servlet) Statistics (Continued)

Statistic Units Data Type Comments

processingtime Milliseconds CountStatistic Cumulative value of the amount of time
required to process each request. The
processing time is the average of request
processing times divided by the request
count.

requestcount Number CountStatistic The total number of requests processed so
far.

Statistics available for web modules are shown in “Web Container Statistics” on page 260.

TABLE 16-8 Web Container (Web Module) Statistics

Statistic DataType Comments

jspcount CountStatistic Number of JSP pages that have
been loaded in the web module.

jspreloadcount CountStatistic Number of JSP pages that have
been reloaded in the web module.

sessionstotal CountStatistic Total number of sessions that
have been created for the web
module.

activesessionscurrent CountStatistic Number of currently active

sessions for the web module.

activesessionshigh CountStatistic Maximum number of
concurrently active sessions for
the web module.

rejectedsessionstotal CountStatistic Total number of rejected sessions
for the web module. This is the
number of sessions that were not
created because the maximum
allowed number of sessions were
active.

expiredsessionstotal CountStatistic Total number of expired sessions
for the web module.

sessionsize (EE only) AverageRangeStatistic Size of the session for the web
module. Value is either high, low,
or average, or is in bytes for
serialized sessions.
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TABLE 16-8 Web Container (Web Module) Statistics

(Continued)

Statistic

Data Type

Comments

containerlatency (EE only)

AverageRangeStatistic

Latency for the web container’s
part of the overall latency request.
Value is either high, low, or
average.

sessionpersisttime (EE only)

AverageRangeStatistic

Time (in ms, low, high, or
average) taken to persist HTTP
session state to back-end store for
the web module.

cachedsessionscurrent (EE only) CountStatistic Current number of sessions
cached in memory for the web
module.

passivatedsessionscurrent (EE only) | CountStatistic Current number of sessions

passivated for the web module.

HTTP Service Statistics

The statistics available for the HT'TP service are shown in “HTTP Service Statistics” on
page 262. These statistics are applicable to the Platform Edition only. For statistics for the HTTP
Service on the Enterprise Edition, see “Production Web Container (PWC) Statistics” on

page 272.

TABLE16-9 HTTP Service Statistics (applicable to Platform Edition only)

Statistic

Units

DataType

Comments

bytesreceived

Bytes

CountStatistic

The cumulative value of the bytes
received by each of the request
processors.

bytessent

Bytes

CountStatistic

The cumulative value of the bytes sent by
each of the request processors.

currentthreadcount

Number

CountStatistic

The number of processing threads
currently in the listener thread pool.

currentthreadsbusy

Number

CountStatistic

The number of request processing
threads currently in use in the listener
thread pool serving requests.

errorcount

Number

CountStatistic

The cumulative value of the error count,
which represents the number of cases
where the response code is greater than or
equal to 400.
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TABLE16-9 HTTP Service Statistics (ap

plicable to Platform Edition only)

(Continued)

Statistic

Units

DataType

Comments

maxsparethreads

Number

CountStatistic

The maximum number of unused
response processing threads that can
exist.

minsparethreads

Number

CountStatistic

The minimum number of unused
response processing threads that can
exist.

maxthreads

Number

CountStatistic

The maximum number of request
processing threads created by the listener.

maxtime

Milliseconds

CountStatistic

The maximum amount of time for
processing threads.

processing-time

Milliseconds

CountStatistic

The cumulative value of the times taken
to process each request. The processing

time is the average of request processing
times divided by the request count.

request-count

Number

CountStatistic

The total number of requests processed so
far.

JDBC Connection Pools Statistics

Monitor JDBC resources to measure performance and capture resource usage at runtime. As
the creation of JDBC connections are expensive and frequently cause performance bottlenecks
in applications, it is crucial to monitor how a JDBC connection pool is releasing and creating
new connections and how many threads are waiting to retrieve a connection from a particular

pool.

The statistics available for the JDBC connection pool are shown in the following table.

TABLE 16-10 JDBC Connection Pool Statistics

Statistic

Units

DataType

Description

numconnfailedvalidation Number

CountStatistic

The total number of connections
in the connection pool that failed
validation from the start time
until the last sample time.
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TABLE 16-10 JDBC Connection Pool Statistics

(Continued)

Statistic

Units

Data Type

Description

numconnused

Number

RangeStatistic

Provides connection usage
statistics. The total number of
connections that are currently
being used, as well as information
about the maximum number of
connections that were used (the
high water mark).

numconnfree

Number

RangeStatistic

The total number of free
connections in the pool as of the
last sampling.

numconntimedout

Number

BoundedRangeStatistic

The total number of connections
in the pool that timed out
between the start time and the last
sample time.

averageconnwaittime

Number

CountStatistic

Indicates the average wait time of
connections for successful
connection request attempts to
the connector connection pool.

waitqueuelength

Number

CountStatistic

Number of connection requests
in the queue waiting to be
serviced.

connectionrequestwaittime

RangeStatistic

The longest and shortest wait
times of connection requests. The
current value indicates the wait
time of the last request that was
serviced by the pool.

numconncreated

Milliseconds

CountStatistic

The number of physical
connections that were created
since the last reset.

numconndestroyed

Number

CountStatistic

Number of physical connections
that were destroyed since the last
reset.

numconnacquired

Number

CountStatistic

Number oflogical connections
acquired from the pool.

numconnreleased

Number

CountStatistic

Number of logical connections
released to the pool.
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JMS/Connector Service Statistics

The statistics available for the connector connection pools are shown in “JMS/Connector
Service Statistics” on page 265. Statistics for Connector Work Management are shown in
“IMS/Connector Service Statistics” on page 265.

TABLE 16-11  Connector Connection Pool Statistics

Statistic

Units

DataType

Description

numconnfailedvalidation

Number

CountStatistic

The total number of connections in the
connection pool that failed validation
from the start time until the last sample
time.

numconnused

Number

RangeStatistic

Provides connection usage statistics.
The total number of connections that
are currently being used, as well as
information about the maximum
number of connections that were used
(the high water mark).

numconnfree

Number

RangeStatistic

The total number of free connections in
the pool as of the last sampling.

numconntimedout

Number

CountStatistic

The total number of connections in the
pool that timed out between the start
time and the last sample time.

averageconnwaittime

Number

CountStatistic

Average wait time of connections before
they are serviced by the connection pool.

waitqueuelenght

Number

CountStatistic

Number of connection requests in the
queue waiting to be serviced.

connectionrequestwaittime

RangeStatistic

The longest and shortest wait times of
connection requests. The current value
indicates the wait time of the last request
that was serviced by the pool.

numconncreated

Milliseconds

CountStatistic

The number of physical connections
that were created since the last reset.

numconndestroyed

Number

CountStatistic

Number of physical connections that
were destroyed since the last reset.

numconnacquired

Number

CountStatistic

Number of logical connections acquired
from the pool.

numconnreleased

Number

CountStatistic

Number of logical connections released
to the pool.

Chapter 16 « Monitoring Components and Services

265



About Monitoring

Statistics available for Connector Work Management are listed in “JMS/Connector Service

Statistics” on page 265.

TABLE 16-12 Connector Work Management Statistics

Statistic DataType Description

activeworkcount RangeStatistic | Number of work objects executed by the
connector.

waitqueuelength RangeStatistic | Number of work objects waiting in the
queue before executing.

workrequestwaittime RangeStatistic Longest and shortest wait of a work object
before it gets executed.

submittedworkcount CountStatistic | Number of work objects submitted by a
connector module.

rejectedworkcount CountStatistic | Number of work objects rejected by the
Application Server.

completedworkcount CountStatistic | Number of work objects that were

completed.

Statistics for Connection Managers in an ORB

The statistics available for the connection manager in an ORB are listed in “Statistics for
Connection Managers in an ORB” on page 266.

TABLE 16-13 Connection Manager (in an ORB) Statistics

Statistic Units Data Type Description
connectionsidle Number CountStatistic Provides total number of
connections that are idle to the ORB.
connectionsinuse Number CountStatistic Provides total number of
connections in use to the ORB.
totalconnections Number BoundedRangeStatistic Total number of connections to the
ORB.
Thread Pools Statistics
The statistics available for the thread pool are shown in the following table.
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TABLE 16-14 Thread Pool Statistics

Statistic Units Data Type Description

averagetimeinqueue Milliseconds RangeStatistic The average amount of time in
milliseconds a request waited in
the queue before getting processed.

averageworkcompletion-time Milliseconds RangeStatistic The average amount of time taken
to complete an assignment, in
milliseconds.

currentnumberofthreads Number BoundedRangeStatistic Current number of request
processing threads.

numberofavailablethreads Number CountStatistic The number of threads that are
available.

numberofbusythreads Number CountStatistic The number of threads that are
busy.

totalworkitemsadded Number CountStatistic The total number of work items
added so far to the work queue.

Transaction Service Statistics

The transaction service allows the client to freeze the transaction subsystem in order to roll back
transactions and determine the transactions that are in process at the time of the freeze. The
statistics available for the transaction service are shown in the following table.

TABLE16-15 Transaction Service Statistics

Statistic DataType Description

activecount CountStatistic Number of transactions currently active.

activeids StringStatistic The ID’s of the transactions that are
currently active. Every such transaction
can be rolled back after freezing the
transaction service.

committedcount CountStatistic Number of transactions that have been
committed.

rolledbackcount CountStatistic Number of transactions that have been
rolled back.

state StringStatistic Indicates whether or not the transaction
has been frozen.
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Java Virtual Machine (JVM) Statistics

The JVM has monitorable attributes that are always enabled. The statistics available for the
JVM are shown in the following table.

TABLE16-16 ]V M Statistics

Statistic DataType Description

heapsize BoundedRangeStatistic | The resident memory footprint with the
higher and lower bounds of the JVM’s
memory heap size.

uptime CountStatistic The amount of time the JVM has been
running.

JVM Statistics in J2SE 5.0

If the Application Server is configured to run on J2SE version 5.0 or higher, additional
monitoring information can be obtained from the JVM. Set the monitoring level to LOW to
enable the display of this additional information. Set the monitoring level to HIGH to also view
information pertaining to each live thread in the system. More information on the additional
monitoring features available in J2SE 5.0 is available in a document titled Monitoring and
Management for the Java Platform, which is available from
http://java.sun.com/j2se/1.5.0/docs/guide/management/.

The J2SE 5.0 monitoring tools are discussed at
http://java.sun.com/j2se/1.5.0/docs/tooldocs/#manage.

The statistics available for class loading in the JVM in J2SE 5.0 are shown in “JVM Statistics in
J2SE 5.0” on page 268.

TABLE16-17 JVM Statistics for J2SE 5.0 - Class Loading

Statistic DataType Description

loadedclasscount CountStatistic Number of classes that are currently
loaded in the JVM.

totalloadedclasscount CountStatistic Total number of classes that have been

loaded since the JVM began execution.

unloadedclasscount CountStatistic Number of classes that have been
unloaded from the JVM since the JVM
began execution.

The statistics available for compilation in the JVM in J2SE 5.0 are shown in “JVM Statistics in
J2SE 5.0” on page 268.
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TABLE 16-18 JVM Statistics for J2SE 5.0 - Compilation

Statistic

Data Type

Description

totalcompilationtime

CountStatistic

Accumulated time (in milliseconds) spent
in compilation.

The statistics available for garbage collection in the JVM in J2SE 5.0 are shown in “JVM
Statistics in J2SE 5.0” on page 268.

TABLE16-19 JVM Statistics for J2SE 5.0 - Garbage Collection

Statistic Data Type Description

collectioncount CountStatistic Total number of collections that have
occurred.

collectiontime CountStatistic Accumulated collection time (in

milliseconds).

The statistics available for memory in the JVM in J2SE 5.0 are shown in “JVM Statistics in J2SE

5.0” on page 268.

TABLE16-20 JVM Statistics for J2SE 5.0 - Memory

Statistic DataType Description

objectpendingfinalizationcount CountStatistic Approximate number of objects that are
pending finalization.

initheapsize CountStatistic Size of the heap initially requested by the
JVM.

usedheapsize CountStatistic Size of the heap currently in use.

maxheapsize CountStatistic Maximum amount of memory (in bytes)
that can be used for memory management.

committedheapsize CountStatistic Amount of memory (in bytes) that is
committed for the JVM to use.

initnonheapsize CountStatistic Size of the non-heap area initially
requested by the JVM.

usednonheapsize CountStatistic Size of the non-heap area currently in use.

maxnonheapsize CountStatistic Maximum amount of memory (in bytes)

that can be used for memory management.
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TABLE16-20 JVM Statistics for J2SE 5.0 - Memory (Continued)
Statistic Data Type Description
committednonheapsize CountStatistic Amount of memory (in bytes) that is

committed for the JVM to use.

The statistics available for the operating system in the JVM in J2SE 5.0 are shown in “JVM

Statistics in J2SE 5.0” on page 268.

TABLE 16-21 JVM Statistics for J2SE 5.0 - Operating System

Statistic DataType Description

arch StringStatistic Operating system architecture.

availableprocessors CountStatistic Number of processors available to the
JVM.

name StringStatistic Operating system name.

version StringStatistic Operating system version.

The statistics available for the runtime in the JVM in J2SE 5.0 are shown in “JVM Statistics in

J2SE 5.0” on page 268.

TABLE 16-22 JVM Statistics for J2SE 5.0 - Runtime

Statistic Data Type Description

name StringStatistic Name representing the running JVM

vmname StringStatistic JVM implementation name.

vmvendor StringStatistic JVM implementation vendor.

vmversion StringStatistic JVM implementation version.

specname StringStatistic JVM specification name.

specvendor StringStatistic JVM specification vendor.

specversion StringStatistic JVM specification version.

managementspecversion StringStatistic Management spec. version implemented
by the JVM.

classpath StringStatistic Classpath that is used by the system class
loader to search for class files.

librarypath StringStatistic Java library path.
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TABLE 16-22 JVM Statistics for J2SE 5.0 - Runtime (Continued)

Statistic DataType Description

bootclasspath StringStatistic Classpath that is used by the bootstrap
class loader to search for class files.

inputarguments StringStatistic Input arguments passed to the JVM. Does
not include the arguments to the main
method.

uptime CountStatistic Uptime of the JVM (in milliseconds).

The statistics available for ThreadInfo in the JVM in J2SE 5.0 are shown in “JVM Statistics in

J2SE 5.0” on page 268.

TABLE16-23 JVM Statistics for J2SE 5.0 - Thread Info

Statistic DataType Description

threadid CountStatistic Id of the thread.

threadname StringStatistic Name of the thread.

threadstate StringStatistic State of the thread.

blockedtime CountStatistic Time elapsed (in milliseconds) since the
thread entered the BLOCKED state. Returns
-1if thread contention monitoring is
disabled.

blockedcount CountStatistic Total number of times that the thread
entered the BLOCKED state.

waitedtime CountStatistic Elapsed time (in milliseconds) that the
thread has been in a WAITING state.
Returns -1 if thread contention
monitoring is disabled.

waitedcount CountStatistic Total number of times the thread was in
WAITING or TIMED WAITING states.

lockname StringStatistic String representation of the monitor lock
that the thread is blocked to enter or
waiting to be notified through the
Object.wait method.

lockownerid CountStatistic Id of the thread that holds the monitor

lock of an object on which this thread is
blocking.
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TABLE 16-23 JV M Statistics for J2SE 5.0 - Thread Info (Continued)

Statistic Data Type Description

lockownername StringStatistic Name of the thread that holds the monitor
lock of the object this thread is blocking
on.

stacktrace StringStatistic Stack trace associated with this thread.

The statistics available for threads in the JVM in J2SE 5.0 are shown in “JVM Statistics in J2SE
5.0” on page 268.

TABLE 16-24 JVM Statistics for J2SE 5.0 - Threads

Statistic DataType Description

threadcount CountStatistic Current number of live daemon and
non-daemon threads.

peakthreadcount CountStatistic Peak live thread count since the JVM
started or the peak was reset.

totalstartedthreadcount CountStatistic Total number of threads created and/or
started since the JVM started.

daemonthreadcount CountStatistic Current number of live daemon threads.
allthreadids StringStatistic List of all live thread ids.
currentthreadcputime CountStatistic CPU time for the current thread (in

nanoseconds) if CPU time measurement is
enabled. If CPU time measurement is
disabled, returns -1.

monitordeadlockedthreads StringStatistic List of thread ids that are monitor
deadlocked.

Production Web Container (PWC) Statistics

Statistics are available for the following PWC components and services on the Enterprise
Edition (EE) of the Application Server:

“Production Web Container (PWC) Statistics” on page 272, PWC Virtual Server
“Production Web Container (PWC) Statistics” on page 272, PWC Request

“Production Web Container (PWC) Statistics” on page 272, PWC File Cache

“Production Web Container (PWC) Statistics” on page 272, PWC Keep Alive

“Production Web Container (PWC) Statistics” on page 272, PWC DNS

“Admin Console Tasks for Listeners and JMX Connectors” on page 173, PWC Thread Pool
“Production Web Container (PWC) Statistics” on page 272, PWC Connection Queue

= “Production Web Container (PWC) Statistics” on page 272, PWC HTTP Service
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Statistics for PWC virtual servers are listed in “Production Web Container (PWC) Statistics” on

page 272.

TABLE 16-25 PWC Virtual Server Statistics (EE only)

Attribute Name Data Type Description

id StringStatistic The ID of the virtual server.

mode StringStatistic The mode the virtual server is in. Options include
unknown or active.

hosts StringStatistic Name of the hosts serviced by this virtual server.

interfaces StringStatistic Type of interfaces (listeners) for which the virtual
server is configured.

The statistics available for PWC requests are listed in the following table.

TABLE16-26 PWC Request Statistics (EE only)

Attribute Name Data Type Description

method StringStatistic Method used for request.

uri StringStatistic Last URI served.

countrequests CountStatistic Number of requests served.
countbytestransmitted CountStatistic Number of bytes transmitted, or 0 if

this information is not available

countbytesreceived CountStatistic Number of bytes received, or 0 if this
information is not available.
ratebytesreceived CountStatistic Rate at which data was received over

some server-defined interval, or 0 if
this information is not available

maxbytestransmissionrate

CountStatistic Maximum rate at which data was
transmitted over some
server-defined interval, or 0 if this
information is not available.

countopenconnections CountStatistic Number of connections that are
currently open, or 0 if this
information is not available.

maxopenconnections CountStatistic Maximum number of concurrently

open connections, or 0 if this
information is not available.
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TABLE16-26 PWC Request Statistics (EE only) (Continued)

Attribute Name Data Type Description

count2xx CountStatistic Total number of responses of code
2XX.

count3xx CountStatistic Total number of responses of code
3XX.

count4xx CountStatistic Total number of responses of code
4XX.

count5xx CountStatistic Total number of responses of code
5XX.

countother CountStatistic Total number of responses with
other response codes.

count200 CountStatistic Total number of responses of code
200.

count302 CountStatistic Total number of responses of code
302.

count304 CountStatistic Total number of responses of code
304.

count400 CountStatistic Total number of responses of code
400.

count401 CountStatistic Total number of responses of code
401.

count403 CountStatistic Total number of responses of code
403.

count404 CountStatistic Total number of responses of code
404.

count503 CountStatistic Total number of responses of code

503.

The cache information section provides information on how the file cache is being used.

Statistics for PWC file caches are listed in the following table.

TABLE 16-27 PWC File Cache Statistics (EE only)

Attribute Name

Data Type

Description

flagenabled

CountStatistic

Indicates whether the file cache is enabled. Valid
values are 0 for no or 1 for yes.
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TABLE 16-27 PWC File Cache Statistics (EE only) (Continued)

Attribute Name Data Type Description

secondsmaxage CountStatistic Maximum age of a valid cache entry, in seconds.

countentries CountStatistic Number of current cache entries. A single cache entry
represents a single URL

maxentries CountStatistic Maximum number of simultaneous cache entries.

countopenentries CountStatistic Number of entries associated with an open file.

maxopenentries CountStatistic Maximum number of simultaneous cache entries
associated with an open file.

sizeheapcache CountStatistic Heap space used for cache content.

maxheapcachesize CountStatistic Maximum heap space used for cache file content.

sizemmapcache CountStatistic Amount of address space used by memory mapped
file content.

maxmmapcachesize CountStatistic Maximum amount of address space used by the file
cache for memory mapped file content.

counthits CountStatistic Number of successful cache lookups.

countmisses CountStatistic Number of failed cache lookups.

countinfohits CountStatistic Number of times a file information lookup succeeded.

countinfomisses CountStatistic Number of misses on cached file information.

countcontenthits CountStatistic Number of hits on cached file content.

countcontentmisses CountStatistic Number of times a file information lookup failed.

This section provides information about the server's HTTP-level keep-alive system. The
statistics available for PWC Keep Alive are listed in the following table.

TABLE 16-28 PWC Keep Alive Statistics (EE only)

Attribute Name DataType Description

countconnections CountStatistic | Number of connections in keep-alive mode.

maxconnections CountStatistic | Maximum number of connections simultaneously
allowed in keep-alive mode.

counthits CountStatistic | The total number of times connections in keep-alive
mode have subsequently made a valid request.

countflushes CountStatistic | The number of times keep-alive connections have been
closed by the server.
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TABLE 16-28 PWC Keep Alive Statistics (EE only) (Continued)

Attribute Name Data Type Description

countrefusals CountStatistic | The number of times the server could not hand off the
connection to a keep-alive thread, possibly due to too
many persistent connections.

counttimeouts CountStatistic | The number of times the server terminated keep-alive
connections as the client connections timed out without
any activity.

secondstimeout CountStatistic | The time (in seconds) before idle keep-alive connections

are closed.

The DNS Cache caches IP addresses and DNS names. The server’s DNS cache is disabled by
default. A single cache entry represents a singular IP address or DNS name lookup. The
statistics available for PWC DNS are listed in the following table.

TABLE16-29 PWC DNS Statistics (EE only)

Attribute Name DataType Description

flagcacheenabled CountStatistic Indicates whether the DNS cache is
enabled (on). Either 0 for off or 1 for
on.

countcacheentries CountStatistic Number of DNS entries presently in
the cache.

maxcacheentries CountStatistic Maximum number of DNS entries
that can be accommodated by the
cache.

countcachehits CountStatistic Number of times a DNS cache
lookup has succeeded.

countcachemisses CountStatistic Number of times a DNS cache
lookup has failed.

flagasyncenabled CountStatistic Indicates whether asynchronous
DNS lookups are enabled (on).
Either 0 for off or 1 for on.

countasyncnamelookups CountStatistic Total number of asynchronous DNS
name lookups.

countasyncaddrlookups CountStatistic Total number of asynchronous DNS
address lookups.

countasynclookupsinprogress CountStatistic Number of asynchronous lookups in

progress.
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Statistics for PWC thread pools are listed in the following table.

TABLE16-30 PWC Thread Pool Statistics (EE only)

Attribute Name DataType Description

id StringStatistic ID of the thread pool.

countthreadsidle CountStatistic Number of request-processing threads currently idle.

countthreads CountStatistic Current number of request-processing threads.

maxthreads CountStatistic Maximum number of request processing threads that
can exist concurrently.

countqueued CountStatistic Number of requests queued for processing by this
thread pool.

peakqueued CountStatistic The largest number of requests in the queue
simultaneously.

maxqueued CountStatistic Maximum number of requests that can be in the
queue at one time.

The Connection Queue is the queue in which requests are held prior to being serviced. Statistics
for the connection queue show the number of sessions in the queue and the average delay before
the connection is accepted. Statistics for PWC connection queues are listed in the following

table.

PWC Connection Queue Statistics (EE only)

Attribute Name DataType Description
StringStatistic ID of the connection queue.
counttotalconnections CountStatistic Total number of connections that have been
accepted.
countqueued CountStatistic Number of connections currently in the
queue.
CountStatistic Largest number of connections that were in
the queue simultaneously.
CountStatistic Maximum size of the connection queue.
countoverflows CountStatistic The number of times the queue has been too
full to accommodate a connection.
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TABLE 16-31 PWC Connection Queue Statistics (EE only) (Continued)

Attribute Name Data Type Description

counttotalqueued CountStatistic The total number of connections that have
been queued. A given connection may be
queued multiple times, so
counttotalqueued may be greater than or
equal to counttotalconnections.

tickstotalqueued CountStatistic The total number of ticks that connections
have spent in the queue. A tick isa
system-dependent unit of time.

countqueuedlminuteaverage CountStatistic Average number of connections queued in
the last 1 minute.

countqueued5Sminuteaverage CountStatistic Average number of connections queued in
the last 5 minutes.

countqueuedl5minuteaverage CountStatistic Average number of connections queued in

the last 15 minutes.

Statistics for PWC HTTP service are listed in the following table.

TABLE16-32 PWC HTTP Service Statistics (EE only)

Attribute Name DataType Description

id StringStatistic | Instance name of the HTTP service.

versionserver StringStatistic | Version number of the HTTP service.

timestarted StringStatistic | Time the HTTP service was started (GMT).

secondsrunning CountStatistic | Time (in seconds) since the HTTP service started.

maxthreads CountStatistic | Maximum number of worker threads in each
instance.

maxvirtualservers CountStatistic | Maximum number of virtual servers that can be
configured in each instance.

flagprofilingenabled CountStatistic | Whether or not HTTP service performance profiling
is enabled. Valid values are 0 or 1.

flagvirtualserveroverflow CountStatistic | Indicates whether more than maxvirtualservers are
configured. If this is set to 1, statistics are not being
tracked for all virtual servers.

loadlminuteaverage CountStatistic | Average load for requests in the last 1 minute.

load5minuteaverage CountStatistic | Average load for requests in the last 5 minutes.
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TABLE16-32 PWC HTTP Service Statistics (EE only) (Continued)

Attribute Name DataType Description
load15minuteaverage CountStatistic | Average load for requests in the last 15 minutes.
ratebytestransmitted CountStatistic | The rate at which data is transmitted over some

server-defined interval. The result is 0 when this
information is not available.

ratebytesreceived CountStatistic | The rate at which data is received over some
server-defined interval. The result is 0 when this
information is not available.

Admin Console Tasks for Enabling and Disabling Monitoring

= “To configure monitoring levels using the Admin Console” on page 279
= “To configure monitoring using the asadmin tool” on page 280

v To configure monitoring levels using the Admin
Console

1 Access the Monitoring Service page. To do this,
a. Inthe tree component, select the Application Server node.
b. Select the Monitor page.
c. Selectthe Setup tab.

2 Onthe Monitoring Service page, choose the appropriate value from the combo box opposite
the component(s) or service(s) whose monitoring level is changing.

By default, monitoring is turned off for all components and services. To turn monitoring on,
select LOW or HIGH from the combo box. To turn monitoring off, select OFF from the combo
box. It is possible to turn monitoring on or off for the following components and services:

= JVM - Set the monitoring level to LOW for this option to monitor the Java Virtual Machine.

= HTTP Service - Set the monitoring level to LOW for this option to monitor all HTTP
listeners and virtual servers.

= Transaction Service - Set the monitoring level to LOW for this option to monitor any
transaction subsystem.

= JMS/Connector Service - Set the monitoring level to LOW for this option to monitor any
Java Message Service (JMS).
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= ORB - Set the monitoring level to LOW for this option to monitor the system ORB used by
the Application Server core and its connection managers.

= Web Container - Set the monitoring level to LOW for this option to monitor all deployed
servlets.

= EJB Container - Set the monitoring level to LOW for this option to monitor all deployed
EJB components, EJB pools, and EJB caches. Set this method to HIGH to also monitor EJB
business methods.

= JDBC Connection Pool - Set the monitoring level to LOW for this option to monitor all
JDBC connection pools.

= Thread Pool - Set the monitoring level to LOW for this option to monitor all thread pools.

Click Save.

There are no Additional Monitoring Service Properties in this release, therefore ignore the
Additional Properties table.

Equivalent asadmin command

set

For example, to turn on monitoring for the HTTP Service, use the following asadmin
command:

asadmin> set --user admin-user
server.monitoring-service.module-monitoring-levels.http-service=LOW

= “To view monitoring data in the Admin Console” on page 281
= “Viewing Monitoring Data With the asadmin Tool” on page 283

To configure monitoring using the asadmin tool

To turn monitoring off, or to set a level for monitoring a component or service, you can use the
Admin Console as described in “T'o configure monitoring levels using the Admin Console” on
page 279.

Use the get command to find out what services and components currently have monitoring
enabled.

asadmin> get --user admin-user server.monitoring-service.module-monitoring-levels.*

Returns:

server.monitoring-service.module-monitoring-levels.
connector-connection-pool = OFF
server.monitoring-service.module-monitoring-levels.
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connector-service = OFF
server.monitoring-service.module-monitoring-levels.ejb-container = OFF
server.monitoring-service.module-monitoring-levels.http-service = OFF
server.monitoring-service.module-monitoring-levels.jdbc-connection-pool = OFF
server.monitoring-service.module-monitoring-levels.jms-service = OFF
server.monitoring-service.module-monitoring-levels.jvm = OFF
server.monitoring-service.module-monitoring-levels.orb = OFF
server.monitoring-service.module-monitoring-levels.thread-pool = OFF
server.monitoring-service.module-monitoring-levels.transaction-service = OFF
server.monitoring-service.module-monitoring-levels.web-container = OFF

2 Usethe set command to enable monitoring.
For example, to enable monitoring for the HTTP service:

asadmin> set --user admin-user
server.monitoring-service.module-monitoring-levels.http-service=LOW

To disable monitoring, use the set command and specify OFF for the monitoring level.

Admin Console Tasks for Viewing Monitoring Data

= “Toview monitoring data in the Admin Console” on page 281
= “Viewing Monitoring Data With the asadmin Tool” on page 283

v Toview monitoring data in the Admin Console
For more information on the attributes for each component or service, refer to the Monitoring
chapter of the Administration Guide.“ About Statistics for Monitored Components and
Services” on page 256.
1 Access the Monitoring page. To do this:
a. Inthetree component, select the Application Server node.
b. Select the Monitor page.

c. Selectthe Monitor Values tab.

2 FromtheView list, select a component or service that has been deployed onto the server
instance and for which monitoring is enabled.

Monitoring data for the selected component or service displays below the View field. For a
description of the monitorable properties, refer to the Monitoring chapter of the Administration
Guide.“ About Statistics for Monitored Components and Services” on page 256.
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On this page, it is possible to view monitoring data for JVM, Server, Thread Pools, HTTP
Service, and Transaction Service if monitoring is enabled for these components and services. A
diagram showing how these components and services are organized is shown in “About the
Tree Structure of Monitorable Objects” on page 252.

If you do not see the component or service you wish to monitor in this list, select the Setup tab
to enable and disable monitoring for selected components and services.

Select OFF to disable monitoring for a component or service. Select LOW or HIGH to enable
monitoring for a component or service.

For more information on enabling and disabling monitoring, refer to “T'o configure monitoring
levels using the Admin Console” on page 279 or “T'o configure monitoring using the asadmin
tool” on page 280.

Select the Applications page to view monitoring data for application components that are
deployed onto the server instance and for which monitoring is enabled. Select the application
from the Application list. Select the specific component from the Component list.

If no monitoring data appears for the application or component, select the Setup tab to enable
or disable monitoring for a component or service. To monitor applications, turn on the
container in which they execute. For example, select Low or High for the Web Container for
web applications and/or the EJB Container for EJB applications.

If no monitoring data is displayed for applications, it is most likely that the application does not
exist or is not exercised. Applications monitoring data is available only when the application
exists, monitoring is enabled for the application, and the application is being exercised. Once
the application is executed, it is registered in the monitoring registry and the monitoring data
displays.

Monitoring data for the selected component displays below the selected component. For a
description of the monitorable properties, refer to the Monitoring chapter of the Administration
Guide.“ About Statistics for Monitored Components and Services” on page 256. A diagram
showing how these components and services are organized for applications can be viewed in
“About the Tree Structure of Monitorable Objects” on page 252.

Select the Resources page to view monitoring data for resources that are deployed onto the
server instance and for which monitoring has been enabled. Select the resource from the View
list.

If the resource for which you wish to view monitoring data does not appear, select the Setup tab
to enable or disable monitoring for a resource.

If no monitoring data is displayed for resources, it is most likely that the resource does not exist
or is not exercised. Resources monitoring data is available only when the resources exist,
monitoring is enabled for the resource at a level of HIGH, and the resource is being exercised.
For example, if you have created a JDBC connector service, but applications that use that
connector service have not yet requested a connector from the service, that service has not yet
been created, therefore, no service exists and no monitoring data is available. Once the JDBC
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application is executed and requests a connector from a service, the service is registered in the
monitoring registry and monitoring data appears.

Monitoring data for the selected component or service displays below the View field. For a
description of the monitorable properties, refer to the Monitoring chapter of the Administration
Guide.“ About Statistics for Monitored Components and Services” on page 256. A diagram
showing how these components and services are organized for resources can be viewed in
“About the Tree Structure of Monitorable Objects” on page 252.

Select the Transactions page to freeze the transaction subsystem in order to roll back
transactions and determine the transactions that are in process at the time of the freeze.

To enable monitoring for the Transaction Service, select the Setup tab and make sure that
Transaction Service is set to LOW.

To freeze the Transaction Service in order to roll back transactions, select Freeze. To rollback a
transaction, select the checkbox beside the transaction and click Rollback.

Equivalent asadmin command

get --monitor
For example, to view monitoring data for the JVM, use the following asadmin command:

asadmin> get --user adminuser --monitor server.jvm.*

= “To configure monitoring levels using the Admin Console” on page 279

= The Monitoring Components and Services chapter in the Application Server Administration
Guide (For the guide’s URL, see “Further Information” on page 41.)

Viewing Monitoring Data With the asadmin Tool

“To use the asadmin tool to view monitoring data” on page 283
“Understanding and Specifying Dotted Names” on page 285

“Examples of the list and get Commands” on page 286

“Examples for the list --user admin-user --monitor Command” on page 286
“Examples for the get --user admin-user --monitor Command” on page 287
“To use the PetStore example” on page 289

“Expected Output for list and get Commands at All Levels” on page 292

To use the asadmin tool to view monitoring data

To view monitoring data using the asadmin tool, use the asadmin list and asadmin get
commands followed by the dotted name of a monitorable object, as follows.
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To view the names of the objects that can be monitored, use the asadmin 1ist command.

For example, to view a list of application components and subsystems that have monitoring
enable for the server instance, type the following command in a terminal window:

asadmin> list --user adminuser --monitor server

The preceding command returns a list of application components and subsystems that have
monitoring enabled, for example:

server.resources
server.connector-service
server.orb
server.jms-service
server.jvm
server.applications
server.http-service
server.thread-pools

For further information on using the list command, refer to the Monitoring Components and
Services chapter in the Administration Guide. (For the guide’s URL, see “Further Information”
on page41.)

For further examples using the 1ist command, refer to “Examples of the list and get
Commands” on page 286. For further information on the dotted names you can use with the
list command, refer to “Understanding and Specifying Dotted Names” on page 285.

To display monitoring statistics for an application component or subsystem for which
monitoring has been enabled, use the asadmin get command.

To get the statistics, type the asadmin get command in a terminal window, specifying a name
displayed by the 1ist command in the preceding step. The following example attempts to get
all attributes from a subsystem for a specific object:

asadmin> get --user adminuser --monitor server.jvm.*

The command returns the following attributes and data:

server.jvm.dotted-name = server.jvm
server.jvm.heapsize-current = 21241856
server.jvm.heapsize-description = Provides statistical information about
the JVM’s memory heap size.
server.jvm.heapsize-highwatermark = 21241856
server.jvm.heapsize-lastsampletime = 1080232913938
server.jvm.heapsize-lowerbound = 0
server.jvm.heapsize-lowwatermark = 0
server.jvm.heapsize-name = JvmHeapSize
server.jvm.heapsize-starttime = 1080234457308
server.jvm.heapsize-unit = bytes
server.jvm.heapsize-upperbound = 518979584
server.jvm.uptime-count = 1080234457308
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server.jvm.uptime-description = Provides the amount of time the JVM has
been running.

server.jvm.uptime-lastsampletime = 1080234457308

server.jvm.uptime-name = JvmUpTime

server.jvm.uptime-starttime = 1080232913928

server.jvm.uptime-unit = milliseconds

For further information using the get command, refer to the Monitoring Components and
Services chapter in the Administration Guide. (For the guide’s URL, see “Further Information”
on page 41.)

For further examples using the get command, refer to “Examples of the list and get
Commands” on page 286. For further information on the dotted names you can use with the get
command, refer to “Understanding and Specifying Dotted Names” on page 285.

= Administration Guide (For the guide’s URL, see “Further Information” on page 41.)
= “To configure monitoring levels using the Admin Console” on page 279
= “Toview monitoring data in the Admin Console” on page 281

Understanding and Specifying Dotted Names

In the asadmin list and get commands, specify the dotted name of monitorable objects. All
child objects are addressed using the dot (.) character as separator, thus these are referred to as
dotted names. If a child node is of singleton type, then only the monitoring object type is needed
to address the object, otherwise a name of the form type . name is needed to address the object.

For example, http-service is one of the valid monitorable object types and is a singleton. To
address a singleton child node representing the http-service of instance server, the dotted
name is:

server.http-service

Another example, application, is a valid monitorable object type and is not a singleton. To
address a non-singleton child node representing, for example, the application PetStore, the
dotted name is:

server.applications.petstore

The dotted names can also address specific attributes in monitorable objects. For example,
http-service has a monitorable attribute called bytesreceived-lastsampletime. The
following name addresses the bytesreceived attribute:

server.http-service.server.http-listener-1.
bytesreceived-lastsampletime
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The administrator is not expected to know the valid dotted names for asadmin list and get
commands. The list command displays available monitorable objects, while the get
command used with a wildcard parameter allows the inspection of all available attributes on
any monitorable object.

The underlying assumptions for using the list and get commands with dotted names are:

= Any list command that has a dotted name that is not followed by a wildcard (*) gets as its
result the current node’s immediate children. For example, list - -user adminuser
--monitor server lists all immediate children belonging to the server node.

= Any list command that has a dotted name followed by a wildcard of the form . * gets as its
result a hierarchical tree of children nodes from the current node. For example, list
--user adminuser - -monitor server.applications.* lists all children of applications
and their subsequent child nodes and so on.

= Any list command that has a dotted name preceded or followed by a wildcard of the form
*dottedname or dotted * name or dotted name * gets as its result all nodes and their children
matching the regular expression created by the provided matching pattern.

= Aget command followed bya . * ora * gets as its result the set of attributes and their values
belonging to the current node to be matched.

For more information, read “Expected Output for list and get Commands at All Levels” on
page 292.

Examples of the list and get Commands

This section contains the following topics:

= “Examples for the list --user admin-user --monitor Command” on page 286
= “Examples for the get --user admin-user --monitor Command” on page 287

Examples for the list --user admin-user --monitor Command

The list command provides information about the application components and subsystems
currently being monitored for the specified server instance name. Using this command, you can
see the monitorable components and subcomponents for a server instance. For a more
complete listing of list examples, see “Expected Output for list and get Commands at All
Levels” on page 292.

Example 1

asadmin> list --user admin-user --monitor server

The preceding command returns a list of application components and subsystems that have
monitoring enabled, for example:
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server.resources
server.orb

server.jvm
server.jms-service
server.connector-service
server.applications
server.http-service
server.thread-pools

It is also possible to list applications that are currently monitored in the specified server
instance. This is useful when particular monitoring statistics are sought from an application
using the get command.

Example 2
asadmin> list --user admin-user --monitor server.applications

Returns:

server.applications.adminapp
server.applications.admingui
server.applications.myApp

For a more comprehensive example, see “To use the PetStore example” on page 289.

Examples for the get --user admin-user --monitor Command
This command retrieves the following monitored information:

= All attribute(s) monitored within a component or subsystem

= Specific attribute monitored within a component or subsystem

When an attribute is requested that does not exist for a particular component or subsystem,
an error is returned. Similarly, when a specific attribute is requested that is not active for a
component or subsystem, an error is returned.

Refer to “Expected Output for list and get Commands at All Levels” on page 292 for more
information on the use of the get command.

Example 1

Attempt to get all attributes from a subsystem for a specific object:

asadmin> get --user admin-user --monitor server.jvm.*

Returns:

server.jvm.dotted-name= server.jvm
server.jvm.heapsize-current = 21241856
server.jvm.heapsize-description = Provides statistical information about
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the JVM’s memory heap size.
server.jvm.heapsize-highwatermark = 21241856
server.jvm.heapsize-lastsampletime = 1080232913938
server.jvm.heapsize-lowerbound = 0
server.jvm.heapsize-lowwatermark = 0
server.jvm.heapsize-name = JvmHeapSize
server.jvm.heapsize-starttime = 1080234457308
server.jvm.heapsize-unit = bytes
server.jvm.heapsize-upperbound = 518979584
server.jvm.uptime-count = 1080234457308
server.jvm.uptime-description = Provides the amount of time the JVM has

been running.
server.jvm.uptime-lastsampletime = 1080234457308
server.jvm.uptime-name = JvmUpTime
server.jvm.uptime-starttime = 1080232913928
server.jvm.uptime-unit = milliseconds

Example 2
Attempt to get all attributes from a J2EE application:
asadmin> get --user admin-user --monitor server.applications.myJ2eeApp.*

Returns:

No matches resulted from the wildcard expression.
CLI137 Command get failed.

There are no monitorable attributes exposed at the J2EE-application level, therefore this reply
displays.

Example 3
Attempt to get a specific attribute from a subsystem:

asadmin> get --user admin-user --monitor server.jvm.uptime-lastsampletime

Returns:

server.jvm.uptime-lastsampletime = 1093215374813

Example 4

Attempt to get an unknown attribute from within a subsystem attribute:

asadmin> get --user admin-user --monitor server.jvm.badname

Returns:
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No such attribute found from reflecting the corresponding Stats
interface: [badname]
CLI137 Command get failed.

To use the PetStore example

The following example illustrates how the asadmin tool might be used for monitoring purposes.

A user wants to inspect the number of calls made to a method in the sample PetStore
application after it has been deployed onto the Application Server. The instance onto which it
has been deployed is named server. A combination of the 1ist and get commands are used to
access desired statistics on a method.

Start the Application Server and the asadmin tool.

Set some useful environment variables to avoid entering them for every command:

asadmin> export AS_ADMIN USER=admin AS ADMIN PASSWORD=adminl123
asadmin>export AS ADMIN HOST=localhost AS ADMIN PORT=4849

List monitorable components forinstance server:

asadmin> list --user adminuser --monitor server*

Returns (output will be similar to):

server

server.applications
server.applications.CometEJB
server.applications.ConverterApp
server.applications.petstore
server.http-service
server.resources
server.thread-pools

The list of monitorable components includes thread-pools, http-service, resources, and all
deployed (and enabled) applications.

List the monitorable subcomponents in the PetStore application (-m can be used instead of
--monitor):

asadmin> list -m server.applications.petstore

Returns:

server.applications.petstore.signon-ejb jar
server.applications.petstore.catalog-ejb jar
server.applications.petstore.uidgen-ejb jar
server.applications.petstore.customer-ejb_jar
server.applications.petstore.petstore-ejb_jar
server.applications.petstore.petstore\.war
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server.applications.petstore.AsyncSenderJAR jar
server.applications.petstore.cart-ejb jar

5 Listthe monitorable subcomponentsin the EJB module signon-ejb_jar ofthe PetStore
application:

asadmin> list -m server.applications.petstore.signon-ejb jar

Returns:

server.applications.petstore.signon-ejb_jar.SignOnEJB
server.applications.petstore.signon-ejb_jar.UserEJB

6 Listthe monitorable subcomponents in the entity bean UserEJB for the EJB module
signon-ejb_jar ofthe PetStore application:

asadmin> list -m server.applications.petstore.signon-ejb jar.UserEJB

Returns (with dotted name removed for space considerations):

server.applications.petstore.signon-ejb jar.UserEJB.bean-cache
server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods
server.applications.petstore.signon-ejb jar.UserEJB.bean-pool

7 Listthe monitorable subcomponents in the method getUserName for the entity bean UserEJBin
the EJBmodule signon-ejb_jar ofthe PetStore application:

asadmin> list -m
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.getUserName

Returns:

Nothing to list at server.applications.petstore.signon-ejb jar.
UserEJB.bean-methods.getUserName. To get the valid names beginning with a
string, use the wildcard "*" character. For example, to list all names
that begin with "server", use "list server*"

8 There are no monitorable subcomponents for methods. Get all monitorable statistics for the
method getUserName.

asadmin> get -m
server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods.getUserName.*

Returns:

server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.

getUserName.executiontime-count = 0

server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.

getUserName.executiontime-description = Provides the time in milliseconds
spent during the last successful/unsuccessful attempt to execute the
operation.
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server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods.
getUserName.executiontime-lastsampletime = 1079981809259
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.executiontime-name = ExecutionTime
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.executiontime-starttime = 1079980593137
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.executiontime-unit = count
server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods.
getUserName.methodstatistic-count = 0@
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.methodstatistic-description = Provides the number of times an
operation was called, the total time that was spent during the
invocation and so on.
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.methodstatistic-lastsampletime = 1079980593137
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-maxtime = 0
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-mintime = 0
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-name = ExecutionTime
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-starttime = 1079980593137
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-totaltime = 0@
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.methodstatistic-unit =
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumerrors-count = 0
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumerrors-description = Provides the total number of errors
that occured during invocation or execution of an operation.
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.totalnumerrors-lastsampletime = 1079981809273
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumerrors-name = TotalNumErrors
server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods.
getUserName.totalnumerrors-starttime = 1079980593137
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumerrors-unit = count
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-count = 0@
server.applications.petstore.signon-ejb _jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-description = Provides the total number of
successful invocations of the method.
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-lastsampletime = 1079981809255
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server.applications.petstore.signon-ejb_jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-name = TotalNumSuccess
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-starttime = 1079980593137
server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.totalnumsuccess-unit = count

9 Toalso get aspecific statistic, such as execution time, use a command such as the following:

asadmin> get -m server.applications.petstore.signon-ejb jar.
UserEJB.bean-methods.getUserName.executiontime-count

Returns:

server.applications.petstore.signon-ejb jar.UserEJB.bean-methods.
getUserName.executiontime-count = 1

Expected Output for list and get Commands at All Levels

The following tables show the command, dotted name, and corresponding output at each level
of the tree.

TABLE16-33 Top Level

Command Dotted Name Output

list -m server server.applicationsserver.thread-poolsserver.
resourcesserver.http-serviceserver.transaction-
serviceserver.orb.connection-managersserver.orb.
connection-managers.orb\.Connections\.Inbound\.
AcceptedConnectionsserver.jvm

list -m server.* Hierarchy of child nodes below this node.

get -m server.* No output except a message saying there are no attributes at this node.

The following table shows the command, dotted name, and corresponding output for the
applications level.

TABLE16-34 Applications Level

Command Dotted Name Output

list -m server.applications appllapp2web-modulel warejb-module2 jar..
or
*applications
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TABLE 16-34 Applications Level (Continued)
Command Dotted Name Output
list -m server.applications.* Hierarchy of child nodes below this node.
or

*applications.*

get -m server.applications.*
or

*applications.*

No output except message saying there are no attributes
at this node.

The following table shows the command, dotted name, and corresponding output for
stand-alone modules and enterprise applications at the applications level.

TABLE 16-35 Applications - Enterprise Applications and Standalone Modules

Command Dotted Name Output
list -m server.applications.appl ejb-modulel jarweb-module2 warejb-
module3 jarweb-module3 war...
or
*appl
Note: this level is only applicable if an enterprise
application has been deployed. It is not applicable if a
standalone module is deployed.
list -m server.applications.appl.* Hierarchy of child nodes below this node.
or
*appl.*
get -m server.applications.appl.* No output except message saying there are no attributes at
this node.
or
*appl.*
list -m server.applications.appl.ejb-modulel jar beanlbean2bean3...

or
*ejb-modulel jar
or

server.applications.ejb-modulel jar
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TABLE 16-35 Applications - Enterprise Applications and Standalone Modules (Continued)
Command Dotted Name Output
list -m server.applications.appl.ejb-modulel jar Hierarchy of child nodes below this node.
or
*ejb-modulel jar
or
server.applications.ejb-modulel jar
get -m server.applications.appl.ejb-modulel jar.* No output except message saying there are no attributes at
this node.
or
*ejb-modulel jar.*
or
server.applications.ejb-modulel jar.*
list -m server.applications.appl. List of child nodes:
ejb-modulel jar.beanl
- bean-poolbean-cachebean-method
Note: In standalone modules, the node containing
the application name (app1 in this example) will not
appear.
list -m server.applications.appl. Hierarchy of child nodes and a list of all attributes for this
ejb-modulel_jar.beanl node and for any subsequent child nodes.
Note: In standalone modules, the node containing
the application name (app1 in this example) will not
appear.
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TABLE 16-35 Applications - Enterprise Applications and Standalone Modules (Continued)
Command Dotted Name Output
get -m server.applications.appl. The following attributes and their associated values:
ejb-modulel_jar.beanl.*
CreateCount CountCreateCount
Note: In standalone modules, the node containing DescriptionCreateCount_
the application name (app1 in this example) does not | LastSampleTimeCreateCount_
appear. NameCreateCount_
StartTimeCreateCount_
UnitMethodReadyCount _
CurrentMethodReadyCount
DescriptionMethodReadyCount_
HighWaterMarkMethodReadyCount
LastSampleTimeMethodReadyCount
LowWaterMarkMethodReadyCount_
NameMethodReadyCount
StartTimeMethodReadyCount_
UnitRemoveCount_CountRemoveCount_
DescriptionRemoveCount
LastSampleTimeRemoveCount_
NameRemoveCount StartTimeAttribute
RemoveCount Unit
list -m server.applications.appl. No attributes, but a message saying: Nothing to list at
ejb-modulel jar.beanl.bean-pool server.applications.appl.
o ejb-modulel_jar.beanl-cache. To get the valid names
Note: In standalone modules, the node containing beginni ith a strin the wildcard (*) character. For
o > . ginning with a string, use the wildca character. Fo
the application name (app1 in this example) will not example, to list all names that begin with server, use list
appear. server*.
get -m server.applications.appl. List of attributes and values corresponding to EJB Pool
ejb-modulel jar.beanl.bean-pool.* attributes as described in Table 1-4.
Note: In standalone modules, the node containing
the application name (app1 in this example) will not
appear.
list -m server.applications.appl. No attributes, but a message saying “Use get command with
ejb-modulel jar.beanl.bean-cache the --monitor option to view this node’s attributes and
Note: In standalone modules, the node containing values.
the application name (app1 in this example) will not
appear.
get -m server.applications.appl. List of attributes and values corresponding to EJB Cache

ejb-modulel jar.beanl.bean-cache.*

Note: In standalone modules, the node containing
the application name (app1 in this example) does not
appear.

attributes as described in Table 1-5.
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TABLE 16-35 Applications - Enterprise Applications and Standalone Modules (Continued)
Command Dotted Name Output
list -m server.applications.appl. No attributes, but a message saying “Use get command with
ejb-modulel jar.beanl.bean-method.methodl the --monitor option to view this node’s attributes and
values.”
Note: In standalone modules, the node containing
the application name (app1 in this example) will not
appear.
get -m server.applications.appl. List of attributes and values corresponding to EJB Methods
ejb-modulel jar.beanl.bean-method.methodl.* |attributesasdescribedin Table 1-2.
Note: In standalone modules, the node containing
the application name (app1 in this example) will not
appear.
list -m server.applications.appl.web-modulel war Displays the virtual server(s) assigned to the module.
get -m server.applications.appl.web-modulel war.* No output except a message sayingthere are no attributes at
this node.
list -m server.applications.appl.web-modulel war. Displays list of servlets registered.
virtual server
get -m server.applications.appl.web-modulel war. No output except a message saying there are no attributes at
virtual server.* this node.
list -m server.applications.appl.web-modulel war. No attributes, but a message saying “Use get command with
virtual_server.servletl the --monitor option to view this node’s attributes and
values.”
get -m server.applications.appl.web-modulel war. List of attributes and values corresponding to web container
virtual server.servletl.* (Servlet) attributes as described in Table 1-7.
The following table shows the command, dotted name, and corresponding output for the
HTTP Service level.
TABLE16-36 HTTP-Service Level
Command Dotted Name Output
list -m server.http-service List of virtual servers.
get -m server.http-service.* No output except message saying there are no
attributes at this node.
list -m server.http-service.server List of HTTP Listeners.
get -m server.http-service.server.* No output except message saying there are no
attributes at this node.
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TABLE 16-36 HTTP-Service Level (Continued)

Command Dotted Name Output
list -m server.http-service.server. No attributes, but a message saying “Use get
http-listenerl command with the --monitor option to view this
node’s attributes and values”
get -m server.http-service.server.* List of attributes and values corresponding to

HTTP Service attributes as described in Table
1-9.

The following table shows the command, dotted name, and corresponding output for the
thread pools level.

TABLE 16-37 Thread-Pools Level

Command Dotted Name Output

list -m server.thread-pools List of thread-pool names.

get -m server.thread-pools.* No output except message saying
there are no attributes at this
node.

list -m server.thread-pools.orb\ No attributes, butamessage

.threadpool\.thread-pool-1 saying “Use get command with

the --monitor option to view this
node’s attributes and values”

get -m server.thread-pools..orb\ List of attributes and values

.threadpool\.thread-pool-1.*

corresponding to Thread Pool
attributes as described in Table
1-14.

The following table shows the command, dotted name, and corresponding output for the
resources level.

TABLE 16-38 Resources Level

Command Dotted Name Output
list -m server.resources List of pool names.
get -m server.resources.* No output except message saying

there are no attributes at this
node.
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TABLE 16-38 Resources Level (Continued)
Command Dotted Name Output
list -m server.resources.jdbc-connection-pool-pool. |No attributes, buta message

connection-pooll

saying “Use get command with
the --monitor option to view this
node’s attributes and values.”

get -m

connection-pooll.*

server.resources.jdbc-connection-pool-pool. | Listofattributesand values

corresponding to Connection
Pool attributes as described in
Table 1-10.

The following table shows the command, dotted name, and corresponding output for the
transaction service level.

TABLE16-39 Transaction-Service Level

Command

Dotted Name

Output

list -m

server.transaction-service

No attributes, but a message saying “Use
get command with the --monitor option
to view this node’s attributes and values.”

get -m

server.transaction-service.*

List of attributes and values corresponding
to Transaction Service attributes as
described in Table 1-15.

The following table shows the command, dotted name, and corresponding output for the ORB

level.

TABLE16-40 ORB Level

Command Dotted Name Output

list -m server.orb server-orb.connection-managers

get -m server.orb.* No output except message saying there are no
attributes at this node.

list -m server.orb.connection-managers Name(s) of ORB connection managers.

get -m server.orb.connection-managers.* No output except message saying there are no
attributes at this node.

list -m server.orb.connection-managers. No attributes, but a message saying “Use get

orb\.Connections\.Inbound\
.AcceptedConnections

command with the --monitor option to view
this node’s attributes and values”
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TABLE 16-40 ORB Level (Continued)

Command

Dotted Name

Output

get -m

server.orb.connection-managers.
orb\.Connections\.Inbound\
.AcceptedConnections.*

List of attributes and values corresponding to
ORB Connection Manager attributes as
described in Table 1-13.

The following table shows the command, dotted name, and corresponding output for the JVM

level.

TABLE 16-41 JVM Level

Command Dotted Name Output

list -m server.jvm No attributes, but a message
saying “Use get command with
the - -monitor option to view this
node’s attributes and values”

get -m server.jvm.* List of attributes and values
corresponding to JVM attributes
as described in Table 1-16.

Using JConsole

For JConsole to work with the Application Server, security has to be disabled for the JMX
connector. The current version of the Application Server (SE/EE edition) has security enabled

by default.

v To disable security for the JMX Connector

1 Usethe Admin Console to disable security for the JMX Connector. To do this from the Admin

Console,

a. Expandthe Node Agent.

b. Selectthe Node Agent.

¢. Deselect SSL3 and TLS in JMX tab.

d. SelectSave.
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Use asadmin to disable security for the JMX Connector. To do this from a terminal window or
command prompt,

a. Enterthis command:

asadmin set server.admin-service.jmx-connector.system.security-enabled=false

b. Restartthe domain application server (DAS).

For the Platform Edition version, the JMX Connector is disabled by default, therefore there
is no need to change any configuration for Platform Edition.

Start JConsole and enter the JMX URL, user name, and password on the Advanced tab for
logging in. The JMX URL is of the form:

service:jmx:rmi:///jndi/rmi://<your machine
name>:<port>/management/rmi-jmx-connector

NOTE: You can get the exact JMX URL from the admin server. log file if you search for
message ADM1501.
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Java Virtual Machine and Advanced Settings

This chapter explains how to configure the Java Virtual Machine (JVM) and other advanced
settings. It contains the following sections:

= “Admin Console Tasks for JVM Settings” on page 301
= “Admin Console Tasks for Advanced Settings” on page 305

Admin Console Tasks for JVM Settings

“To configure the JVM general settings” on page 301
“To configure the JVM classpath settings” on page 303
“To configure the JVM options” on page 304

“To disable the security manager” on page 304

= “To configure the JVM profiler settings” on page 305

v To configure the JVM general settings

The Java Virtual Machine (JVM) is included in the Java 2 Standard Edition (J2SE) software,
which is required by the Application Server. Because incorrect JVM settings will prevent the
server from running, you should take care when changing these settings.

1 Intree component, select Configurations.

2 Clickthe JVM Setting node from the target server instance.

3 Bydefault, the General link located below the tabs is already selected.
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4 OntheJVM General Settings page, you may specify the following:

a. IntheJavaHome field, enter the name of the installation directory of the Java 2 Standard
Edition (J2SE) software.
The Application Server relies on the J2SE software. To verify that the J2SE version you
specify is supported in this release, refer to the Release Notes. (See the link in the “Further
Information” on page 41 section.)

Note - If you enter a nonexistent directory name or the installation directory name of an
unsupported version of the J2SE software, then the Application Server will not start.

b. Inthe Javacfield, type the command-line options for the Java programming language
compiler.

The Application Server runs the compiler when EJB components are deployed.

c. Tosetupdebugging with the JPDA (Java Platform Debugger Architecture), you select the
Debug Enabled checkbox and specify options in the Debug Options field.

JPDA is used by application developers. For more information, see the Debugging J2EE
Applications chapter of the Application Server Developer’s Guide. (For a link to the guide,
see “Further Information” on page 41.)

d. Inthe RMI Compile Options field, type the command-line options for the rmic compiler.

The Application Server runs the rmic compiler when EJB components are deployed.

e. IntheBytecode Preprocessor field, type a comma separated list of class names.

Each class must implement the com. sun.appserv.BytecodePreprocessor interface. The
classes are called in the order specified.

Tools such as profilers might require entries in the Bytecode Preprocessor field. Profilers
generate information used to analyze server performance. For more information about
profiling, see the Debugging J2EE Applications chapter of the Application Server Developer’s
Guide.

5 Click Save.

6 Restarttheserver.

SeeAlso = “Restarting the Server or Domain” on page 31
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SeeAlso

To configure the JVM classpath settings

The classpath is the list of JAR files that the Java runtime environment searches for classes and
other resource files.

In tree component, select the Application Server node.

Click the JVM Settings tab.

Select the Path Settings link below the tabs.

On the JVM Classpath Settings page, you may specify the following:

a. Inthe Environment Classpath checkbox, retain the default selection to ignore the
CLASSPATH environment variable.

The CLASSPATH environment variable is convenient for basic tutorials in programming,
but is not recommended for enterprise environments.

b. Toview the Application Server’s classpath, examine the read-only contents of the Server
Classpath field.

¢. ToinsertalARfileinto the beginning of the server’s classpath, enter the full path name of
thefile in the Classpath Prefix field.

d. Toadd aJARfile tothe end of the server’s classpath, enter the full path name of the file in the
Classpath Suffix field.

For example, you would specify the JAR file of a database driver. See “T'o integrate a JDBC
driver” on page 70.

e. Inthe Native Library Path Prefix and Suffix fields, you may prepend or append entries to the
native library path.

The native library path is a concatenation of the server’s relative path for its native shared

libraries, the standard JRE native library path, the shell environment setting

(LD_LIBRARY_PATH on UNIX), and any path specified on the JVM Profiler Settings page.
Click Save.

Restart the server.

= “Restarting the Server or Domain” on page 31
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v To configure the JVM options

On the JVM Options page, you may specify the options of the Java application launcher (java
tool) that runs the Application Server. The -D options designate properties that are specific to
the Application Server.

In tree component, select the Application Server node.

Click the JVM Settings tab.

Select the JVM Options link below the tabs.

On the JVM Options page, to modify an option you edit the Value field.

To add an option:

a. Click Add JVM Option.

b. Intheblank row that appears, type the information in the Value field.

Toremove an option:

a. Select the checkbox next to the option.

b. Click Delete.

Click Save.

Restart the server.

For more information about JVM options, see
http://java.sun.com/j2se/1.4.2/docs/tooldocs/tools.html and
http://java.sun.com/docs/hotspot/VMOptions.html.

To disable the security manager

Disabling the Application Server’s security manager may improve performance for some types
of applications. The J2EE authorization and authentication features will still work even if the
security manager has been disabled. You may disable the security manager in a development
environment, but you should not disable it in a production environment.

Go to the JVM Options page of the Admin Console.

For instructions, see “To configure the JVM options” on page 304.

Sun Java System Application Server Platform Edition 8.1 2005Q2 Update 2 Administration Guide - May 2008


http://java.sun.com/j2se/1.4.2/docs/tooldocs/tools.html
http://java.sun.com/docs/hotspot/VMOptions.html

Admin Console Tasks for Advanced Settings

2 Onthe JVM Options page, remove this option:

-Djava.security.policy
3 Click Save.

4 Restarttheserver.

SeeAlso = “Restarting the Server or Domain” on page 31

v To configure the JVM profiler settings

A profiler tool generates data that is used to analyze performance and identify potential
bottlenecks.

1 Intree component, select the Application Server node.
2 Clickthe JVM Settings tab.
3 Select the Profiler link below the tabs.

4 Theinformation that you specify on the JVM Profiler Settings page depends on which profiler
product you're using.

For examples and instructions, see the Debugging J2EE Applications chapter of the Application
Server Developer’s Guide. (For a link to the guide, see “Further Information” on page 41.

5 Click Save.

6 Restarttheserver.

SeeAlso = “Restarting the Server or Domain” on page 31
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= “To set the advanced domain attributes” on page 306
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To set the advanced domain attributes

In the tree component, expand the StandAlone instance and select the server instance node.
Select the Advanced tab.
On the Domain Attributes page, you may do the following:

a. Inthe Application Root field, identify the full directory path where the applications will be
deployed.

b. Inthe Log Root field, specify where the server instance log files are kept.

c. Typically, you will leave the Locale field blank to use the default locale of the host.
A locale is an identifier that specifies a particular combination of language and region. For
example, the locale for American English is en_US, and for Japanese itis ja_JP. In order to
use a non-English locale, the Application Server must be localized, a process that includes
translating English into another language.

Click Save.

Restart the server.
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Compiling and Configuring Apache Web Server

This appendix describes how to compile the Apache source code and configure an installation
of Apache Web Server to use the Sun Java System Application Server load balancer plug-in.

Download the appropriate Apache source code. For information about the versions and
platforms of Apache Web Server supported for the Application Server, see theApplication Server
Release Notes.

This appendix contains the following topics:

= “Installing Apache” on page 307

Installing Apache

This section contains the following topics:

= “Minimum Requirements for Apache 1.3” on page 307
= “Minimum Requirements for Apache 2” on page 308
= “Toinstall SSL-aware Apache” on page 309

Minimum Requirements for Apache 1.3

This section describes the minimum requirements to successfully compile Apache 1.3 web
server to run the load balancer plug-in. The Apache source must be compiled and built to run
with SSL.

Requirements for UNIX and Linux platforms:

For requirements on Microsoft Windows platforms, see
http://httpd.apache.org/docs/windows.html#req
http://httpd.apache.org/docs/win_compiling.html.

Requirements for other platforms:
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®  openssl-0.9.7d (source)

= mod ss1-2.8.16-1.3.29 (source)

®  apache 1.3.29 (sources)

B gcc-3.3-so0l9-sparc-local packages (for Solaris 9 SPARC/x86).
= flex-2.5.4a-s019-sparc-local packages (for Solaris 9 SPARC)
= flex-2.5.4a-s019-intel-local packages (for Solaris 9 x86)

In addition, before compiling Apache:
= On Linux, install the Sun Java System Application Server on the same machine.
= On Solaris 8, ensure that gcc and make are in the PATH.

®=  On Solaris 9, ensure that gcc version 3.3 and make are in the PATH, and flex is installed.

= Ifyouare using gcc on Red Hat Enterprise Linux Advanced Server 2.1, the version must be
later than gcc 3.0.

Note -

= To use another C compiler, set the path of the C compiler and make utility in the PATH
environment variable. For example:

export LD_LIBRARY_PATH=$LD LIBRARY_PATH:install-dir/1ib

m  These software sources are available at http://www.sunfreeware. com.

Minimum Requirements for Apache 2

This section describes the minimum requirements to successfully compile Apache 2 web server
to run the load balancer plug-in. The Apache source must be compiled and built to run with
SSL.

Requirements for UNIX and Linux platforms:

For requirements on Microsoft Windows platforms, see
http://httpd.apache.org/docs-2.0/platform/windows.html.

Requirements for other platforms:

openssl-0.9.7e (source)

httpd-2.0.49 (source)

gcc-3.3-s019-sparc-local packages (for Solaris SPARC).
gcc-3.3-s019-intel-1local packages (for Solaris x86)
flex-2.5.4a-so019-sparc-local packages (for Solaris SPARC)
flex-2.5.4a-s019-intel-local packages (for Solaris x86)

In addition, before compiling Apache:

= On the Linux platform, install the Sun Java System Application Server on the same machine.
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Before You Begin

= On the Solaris operating system, ensure that gcc version 3.3 and make are in the PATH, and
flex is installed.

= On the Solaris 10 operating system, before running make for OpenSSL, run
/usr/local/lib/gcc-1lib/sparc-sun-solaris2.9/3.3/install-tools/mkheaders
(Solaris SPARC) or /usr/local/lib/gcc-1ib/i386-pc-solaris2.9/3.3/
install-tools/mkheaders (Solaris x86).

= Ifyouare using gcc on Red Hat Enterprise Linux Advanced Server 2.1, the version must be
later than gcc 3.0.

Note -

= To use another C compiler, set the path of the C compiler and make utility in the PATH
environment variable. For example:export
LD_LIBRARY_PATH=install-dir/1ib:$LD_LIBRARY_PATH. This example is for sh.

m  These software sources are available at http://www.sunfreeware.com.

To install SSL-aware Apache

For instructions on compiling and installing Apache on Microsoft Windows platforms, see the
following web sites:

Apache 1.3:http://httpd.apache.org/docs/win_compiling.html

Apache 2: http://httpd.apache.org/docs-2.0/platform/win_compiling.html

You must have already downloaded and uncompressed the Apache software.

Compile and build OpenSSL. For more information about OpenSSL, see
http://www.openssl.org/.

This step is not required on the Linux platform if the version of OpenSSL installed with Linux is
0.9.7.e.

Download and unpack the OpenSSL source.
a. cd openssl-0.9.7e
b. make

c. make install
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2 ForApache 1.3, configure Apache with mod_ss1.You do not need to complete this step for
Apache 2. For more information about mod ss1,seehttp://www.modssl.org/.

Unpack the mod_ss1 source and follow these steps.
a. cd mod ss1-2.8.14-1.3.x

b. Run ./configure --with-apache=../apache 1.3.x --with-ssl=../openssl-0.9.7e
- -prefix=install-dir- -enable-module=ssl --enable-shared=ssl
--enable-rule=SHARED CORE --enable-module=so

The directory specified in the above command example is a variable. The prefix argument
indicates where to install Apache. The x in the version number represents your actual
version.

3 ForApache 2.0, configure the source tree:
a. cdtothehttp-2.0 xdirectory.

b. Run ./configure --with-ssl=open-ssl-install-path - -prefix=install-dir - -enable-ssl
--enable-so

The directory specified in the above command example is a variable. The prefix argument
indicates where to install Apache. The x in the version number represents your actual
version.

4 ForApacheonLinux2.1, before compiling:
a. Open src/MakeFile and find the end of the automatically generated section.

b. Add the following lines after the first four lines after the automatically generated section:

LIBS+= -licuuc -licuil8n -lnspr4 -lpthread -1xerces-c -lsupport -lnsprwrap
-lns-httpd40

LDFLAGS+= -L/install-dir/1ib -L/opt/sun/private/lib

Note - The -L/opt/sun/private/lib part is only required if you installed Application
Server as part of a Java Enterprise System installation.

For example:
## (End of automatically generated section)##

CFLAGS=$(OPTIM) $(CFLAGS1) $(EXTRA_CFLAGS)LIBS=$(EXTRA_LIBS)
$(LIBS1)INCLUDES=$(INCLUDES1) $(INCLUDESOQ)
$(EXTRA_INCLUDES)LDFLAGS=$(LDFLAGS1) $(EXTRA LDFLAGS)"
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LIBS+= -licuuc -licuil8n -lnspr4 -lpthread -lxerces-c -lsupport -lnsprwrap
-Ins-httpd40LDFLAGS+= -L/install-dir/1ib -L/opt/sun/private/1lib

c. Create an environment variable LD_LIBRARY_PATH equal to: install-dir/1ib (for all
installations) and install-dir/1ib:opt/sun/private/lib (for Application Serverinstalled as
part of a Java Enterprise System installation).

Compile Apache as described in the installation instructions for the version you are using. Full
documentationisathttp://httpd.apache.org/.

In general the steps are:
a. make
b. make certificate (Apache 1.3 only)

C. make install

The command make certificate asks for a secure password. Remember this password as it
is required for starting secure Apache.

Configure Apache for your environment.

Once you have completed the Apache installation, see “Modifications to Apache Web Server”
after plug-in installation.
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CHAPTER 19

Automatically Restarting a Domain

If your domain is stopped unexpectedly (for example, if you need to restart your machine), you
can configure your system to automatically restart the domain.

This Appendix contains the following topics:

= “Restarting Automatically on UNIX Platforms” on page 313
= “Restarting Automatically on the Microsoft Windows Platform” on page 314
= “Security for Automatic Restarts” on page 315

Restarting Automatically on UNIX Platforms

To restart your domain on a UNIX platform, add a line of text to the /etc/inittab file.

If you use /etc/rc.local, or your system’s equivalent, place aline in /etc/rc.local that calls
the desired asadmin command.

For example, to restart domainl for an Application Server installed in the opt/SUNWappserver
directory, using a password file called password. txt:

das:3:respawn:/opt/SUNWappserver/bin/asadmin start-domain --user admin
--passwordfile /opt/SUNWappserver/password.txt domainl

Put the text on one line. The first three letters are a unique designator for the process and can be
altered.
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Restarting Automatically on the Microsoft Windows Platform

To restart automatically on Microsoft Windows, create a Windows Service. Use the
appservService.exe and appserverAgentService.exe executable files shipped with the Sun
Java System Application Server in conjunction with the Service Control command (sc.exe)
provided by Microsoft.

The sc.exe command comes with Windows XP and is either located in the
C:\windows\system32 directory or C: \winnt\system32 directory. . For information on using
sc.exe, see http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/dndllpro/html/msdn_scmslite.asp.

Use appservService.exe and appservAgentService.exe as follows:

C:\winnt\system32\sc.exe create service-name binPath= \"fully-qualified-path-to-appservService.exe
\"fully-qualified-path-to-asadmin.bat start-command\"

\"fully-qualified-path-to-asadmin.bat stop-command\""

start= auto DisplayName= "display-name"

For example, to create a service called SunJavaSystemAppServer DOMAINI that starts and stops
the domain domainl, using a password file C: \Sun\AppServer\password. txt:

C:\windows\system32\sc.exe create domainl binPath=
"C:\Sun\AppServer\lib\appservService.exe \"C:\Sun\AppServer\bin\asadmin.bat
start-domain --user admin --passwordfile C:\Sun\AppServer\password.txt domainl\"
\"C:\Sun\AppServer\bin\asadmin.bat stop-domain domainl\"" start= auto
DisplayName= "SunJavaSystemAppServer DOMAIN1"

Note - The start and stop commands entered as part of the binPath= parameter must have the
correct syntax. To test, run the commands from the command prompt. If the commands do not
properly start or stop the domain, the service does not work correctly.

Note - Don’t use a mixture of asadmin start and stop commands and service start and stops.
Mixing the two can cause the server status to be out of sync. For example, the service might not
show that the component has started even though the component is not running. To avoid this
situation, always use the sc.exe command to start and stop the component when using
services.
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Security for Automatic Restarts

Handle the password and master password required when starting in one of the following ways:

= On Microsoft Windows, configure the service to ask the user for the password.
1. Inthe Services Control Panel, double-click the service you created.
2. Inthe Properties window, click the Log On tab.

3. Check “Allow service to interact with desktop” to prompt for the required passwords
when starting the component.

You have to log in to see the prompts, and entries are not echoed back as you type them.
This method is the most secure way to use the services option, but user interaction is
required before the service becomes available.

If the “interact with desktop” option is not set, the service stays in a “start-pending” state
and appears to hang. Kill the service process to recover from this state.

= On Windows or UNIX, create a domain using the - - savemasterpassword=true option and
create a password file to store the admin password. When starting the component, use the
- -passwordfile option to point to the file that contains the password. The admin password
can also be added by using the - -password option of the asadmin start command. Be
aware that this method is less secure because the admin password is stored in clear text.

For example:

1. Create domain with a saved master password. In this syntax, you are prompted for the
admin password and master password:

asadmin create-domain --adminport 4848 --adminuser admin
--savemasterpassword=true --instanceport 8080 domainl

2. On Windows, create a service using a password file to populate the admin password:

C:\windows\system32\sc.exe create domainl binPath=
"C:\Sun\AppServer\lib\appservService.exe \"C:\Sun\AppServer\bin\asadmin.bat
start-domain --user admin --passwordfile C:\Sun\AppServer\password.txt domainl\"
\"C:\Sun\AppServer\bin\asadmin.bat stop-domain domainl\"" start= auto
DisplayName= "SJESA57PE8.1 DOMAIN1"

The path to the password file password. txt is C:\Sun\AppServer\password. txt. It
contains the password in the following format

AS_ADMIN_password=password
For example, for a password adminadmin:
AS ADMIN password=adminadmin

3. On UNIX, use the - -passwordfile option in the line you add to the inittab file:
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das:3:respawn:/opt/SUNWappserver/bin/asadmin start-domain --user admin
--passwordfile /opt/SUNWappserver/password.txt domainl

The path to the password file password. txt is /opt/SUNWappserver/password. txt. It
contains the password in the following format

AS_ADMIN_password=password
For example, for a password adminadmin:

AS ADMIN password=adminadmin

= Creating a service using a password that is populated from a command line option:

C:\windows\system32\sc.exe create domainl binPath=
"C:\Sun\AppServer\lib\appservService.exe \"C:\Sun\AppServer\bin\asadmin.bat
start-domain --user admin --password adminadmin domainl\"
\"C:\Sun\AppServer\bin\asadmin.bat stop-domain domainl\"" start= auto
DisplayName= "SJESASiPES.l DOMAIN1"
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Dotted Name Attributes for domain.xml

This appendix describes the dotted name attributes that can be used to address the MBean and
its attributes. Every element in the domain. xml file has a corresponding MBean. Because the
syntax for using these names involves separating names between periods, these names are called

dotted names.

This appendix contains the following topics:

= “Top Level Elements” on page 317
= “Elements Not Aliased” on page 319

Top Level Elements

The following conditions must be adhered to for all top level elements in the domain.xml file:

= Each server, configuration, cluster, or node agent must have a unique name.
= Servers, configurations, clusters, or node agents cannot be named domain.
= Server instances cannot be named agent.

The following table identifies the top level elements and the corresponding dotted name prefix.

Element Name

Dotted Name Prefix

applications

domain.applications

resources

domain.resources

configurations

domain.configs

servers

domain.servers

Every server contained in this element is accessible as server-name. Where
server-name is the value of the name attribute for the server subelement.
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Top Level Elements

Element Name

Dotted Name Prefix

clusters

domain.clusters

Every cluster contained in this element is accessible as cluster-name. Where
cluster-name is the value of the name attribute for the cluster subelement.

node-agents

domain.node-agents

Ib-configs

domain.lb-configs

system-property

domain.system-property

Two levels of aliasing are available:

1. The first level of alias allows access to attributes of server instances or clusters without going
through the domain.servers or domain.clusters prefix. So, for example, a dotted name of
the form serverl maps to the dotted name domain.servers.serverl (where serverlisa

server instance).

2. The second level of alias is used to refer to configurations, applications, and resources of a
cluster or a standalone server instance (target).

The following table identifies dotted names beginning with the server name, or cluster name,
that are aliased to top level names under the domain:

Dotted Name

Aliased to

Comments

target.applications.*

domain.applications.* | The alias resolves to applications referenced by the target only.

target.resources.*

domain.resources.* The alias resolves to alljdbc—connection -pool, connector-connection-g

resource-adapter-config, and all other resources referenced by the targe

The following table identifies dotted names beginning with the server name, or cluster name,
that are aliased to top level names within the configuration referenced by the server or cluster.

Dotted Name

Aliased to

target.http-service

config-name.http-service

target.iiop-service

config-name.iiop-service

target.admin-service

config-name.admin-service

target.web-container

config-name.web-container

target.ejb-container

config-name.ejb-container

target.mdb-container

config-name.mdb-container
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Dotted Name

Aliased to

target.jms-service

config-name

.jms-service

target.log-service

config-name

.log-service

target.security-service

config-name

.security-service

target.transaction-service

config-name

.transaction-service

target.monitoring-service

config-name

.monitoring-service

target.java-config

config-name

.java-config

target.availability-service

config-name

.availability-service

target.thread-pools

config-name

.thread-pools

Elements Not Aliased

A clustered instance should not be aliased. To get a system property for a clustered instance, the
dotted name attribute you should use is as follows:

domain.servers. clustered-instance-name. system-property , not
clustered-instance-name. system-property.

Chapter 20 - Dotted Name Attributes for domain.xml
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A
ACC

See containers

application client, 125

acceptor threads, in HTTP listeners, 222
access log, HTTP service, 224-225
accesslog property, virtual servers, 227
accessLogBufferSize property, 224
accessLogWriterInterval property, 224
AddressList property, 87
AddressListBehavior property, 87
AddressListIterations property, 88
Admin Console, 28

allowLinking property, virtual servers, 228

Apache
minimum requirements for 1.3, 307
minimum requirements for 2, 308
SSL-aware, installing, 309
append-version property, 96
applets, 125
application client JAR files, 45
application client modules, deploying, 57
Application Server
restart, 132
shutdown, 132
Application Server domains, 30
applications
auto deploy, 62
deployment plan, 64
directory deployment, 63
disabling, 61
enabling, 61

applications (Continued)
listing deployed, 59-60
listing subcomponents, 60
module descriptors, 60
naming conventions, 45
performance, 129
redeploying, 44
undeploying, 61
asadmin command, 241,242
create-threadpool, 241
delete-threadpool, 242
asadmin utility, 29
auto-deploying applications, 62

bean-cache, monitoring attribute names, 259
bufferSize property, 223

C
cache-hits, 259
cache-misses, 259
caching
cleanup, 131
disabling, 129
Enterprise JavaBeans, 129
timeouts, 131
central repository, applications deployed to, 43
classpath, in lifecycle modules, 55
client access, 27

321



Index

ClientID property, 86
connection factories, J]MS
AddressList property, 87
AddressListBehavior property, 87
AddressListIterations property, 88
ClientID property, 86
creating, 85-88
deleting, 89
editing, 88
MessageServiceAddressList property, 87
overview, 83-85
Password property, 87
ReconnectAttempts property, 87
ReconnectEnabled property, 87
ReconnectInterval property, 87
transaction support, 86
UserName property, 87
connectionTimeout property, 223
connector, 27
connector connection pools, JMS resources and, 85
connector modules, deploying, 53
connector resources, JMS resources and, 85
connectors, modules, 239
container, 26
containers
applet, 125
application client, 125
Enterprise JavaBeans, 125,126, 129-131
configuring, 129-131
J2EE, 125
servlet
See containers, 125-126
web, 125-126
web, 125
CORBA, 233
threads, 239
create-domain command, 30
create-jndi-resource command, 111
custom resources
creating, 108
deleting, 109
listing, 110
using, 107

D
databases
JNDI names, 106
Oracle, 133
PointBase, 133
resource references, 106
delete-domain command, 30
deployment plan, 64
Description property, JMS destination resources, 90
destinations, JMS
creating destination resources, 89-90
creating physical destinations, 91-92
deleting destination resources, 91
deleting physical destinations, 92-93
Description property, 90
editing destination resources, 90-91
maxNumActiveConsumers property, 92
Name property, 90
overview, 83-85
directory deployment, 63
disabling applications, 61
docroot property, virtual servers, 227
domain, deploying applications to, 44
domains, creating, 30

E
EARfiles, 45
EJBJAR files, 45
EJB modules, deploying, 51
enabling applications, 61
enterprise applications, 45
deploying, 46
Enterprise Java Beans, threads, 239
Enterprise JavaBeans
activating, 126
active, 130
authorization, 126
caching, 126,129, 130-131
creating, 126
entity, 126,129,130-131
idle, 129,130
message-driven, 126,131-132
passivating, 126,129,130
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Enterprise JavaBeans (Continued)
persistent, 126
pooling, 129-130,131-132
removing from cache, 131
removing idle, 132
session, 126
stateful session, 130-131, 132
stateless session, 129
timer service, 132-133
entity beans
See Enterprise JavaBeans
entity, 129
execution-time-millis, 257
external repositories, accessing, 110
external resource, deleting, 112
external resources
creating, 111
editing, 112

G

get command, monitoring data, 287

H
HTTP listeners
acceptor threads, 222
creating, 230-232
default virtual server, 222
deleting, 232
editing, 232
overview, 221-223
HTTP ports, changing, 39
HTTP service
access log, 224-225
accessLogBufferSize property, 224
accessLogWriterInterval property, 224
bufferSize property, 223
HTTP Service, configuring, 223-224
HTTP service
connectionTimeout property, 223
HTTP listeners, 221-223
maxKeepAliveRequests property, 223

HTTP service (Continued)
overview, 219
traceEnabled property, 223
virtual servers, 220-221

HTTP sessions, 127

|
IIOP listeners, 234

creating, 235-236

deleting, 237

editing, 237
IIOP ports, changing, 39
instance-name property, 96
instance-name-suffix property, 96

J
J2EE group, 164
J2SE software, 41
Java Message Service (JMS), See JMS resources, 83
Java Naming and Directory Service, See JNDI, 126
JavaMail, 27
JavaMail API, overview, 101
JavaMail sessions
creating, 102-103
deleting, 104
editing, 103
JavaServer Pages, 125
JCE provider
configuring, 200
JDBC, 27
drivers, 214
resources, 133
JMS hosts
creating, 97-98
deleting, 98-99
editing, 98
jms-max-messages-load, 259
JMS provider, 83
append-version property, 96
configuring, 93-96
instance-name property, 96
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JMS provider (Continued) logging
instance-name-suffix property, 96 configuring general settings, 246-247
JMS hosts, 97-98, 98 configuring levels, 247-248

JMS resources logger namespaces, 244-246
connection factory resources, 83-85,85-88, 88, 89 overview, 243-244

destination resources, 83-85,89-90,90-91,91
overview, 83-85
physical destinations, 83-85,91-92,92-93
queues, 83-85
topics, 83-85
jmsra system resource adapter, 85 M
JNDI, 126
custom resources, creating, 108
custom resources, deleting, 109,110
custom resources, using, 107
external repositories, 110
external resource, deleting, 112
external resources, creating, 111
external resources, editing, 112

transactions, 216
viewing the server log, 248-250

man pages, 29

maxKeepAliveRequests property, 223

maxNumActiveConsumers property, JMS physical
destinations, 92

Message Queue software, 83

MessageServiceAddressList property, 87

Messaging, 27

lookup names for EJB components, 45 module descriptors, viewing, 60

lookups and associated references, 107 monitoring

names, 106,133 bean-cache attributes, 259
JSP, See JavaServer Pages, 125 container subsystems, 253

ORB service, 266
transaction service, 267-268
using get command, 287
using list command, 286

K
kestore.jks file, 184
keypoint intervals, 216
keypoint operations, 216
N
Name property, JMS destination resources, 90
L naming, JNDI and resource reference, 107
naming and directory service, 27
naming conventions, for applications, 45
naming service, 27

lifecycle modules
classpath, 55
creating, 55

load order, 55 numbeansinpool, 259
list command, monitoring, 286 numexpiredsessionsremoved, 260
list-custom-resources command, 110 numpassivationerrors, 260
list-domains command, 31 numpassivations, 260
list-jndi-resource command, 113 numpassivationsuccess, 260
load order, in lifecycle modules., 55 numthreadswaiting, 259

loglevels, configuring, 247-248
logrecords, 243-244
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o
Oasis Web Services Security, See WSS
object request broker, threads, 239
Object Request Broker (ORB), 233
configuring, 234-235
overview, 234
online help, 41
Oracle, 133
ORB, 233
configuring, 234-235
IIOP listeners, 234
overview, 234
See object request broker, 239
service, monitoring, 266

P
Password property, 87
performance
increasing, 129
problems, 129
thread pools, 239
PointBase, 133
pooling
Enterprise JavaBeans, 129-130, 131-132
Port listeners, 37
port numbers, changing, 38
port numbers, viewing, 38

Q
queues
work
See thread pools, 240
queues, JMS, 83-85

R

RAR files, 45

realms, certificate, 146

reap interval, 127,128
ReconnectAttempts property, 87

ReconnectEnabled property, 87
ReconnectInterval property, 87
redeploying applications, 44
resource adapters, 214

deploying, 53

jmsra, 85
resource managers, 214
Resource RAR files, 45
resource references, 106
restart server, 31
rollback

See transactions

rolling back, 213

RSA encryption, 200

S

security, 27
server administration, 28
server log, viewing, 248-250
services, timer, 132-133
services for applications, 27
servlets, 125
session manager, 127
sessions
configuring, 127-129
custom IDs, 128
deleting, 128
deleting data, 127
file name, 128
HTTP, 127,129
IDs, 128
inactive, 127,128
managing, 127
storing, 129
storing data, 128
timeouts, 127
single sign-on, virtual server properties, 227
sso-enabled property, virtual servers, 227
sso-max-inactive-seconds property, virtual
servers, 227
sso-reap-interval-seconds property, virtual
servers, 227
start-domain command, 109,112
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stateful session beans, See Enterprise
JavaBeans, 130-131

stateless session beans, See Enterprise JavaBeans, 129

subcomponents of applications, listing, 60
Sun Java System Message Queue software, 83

T
thread pools, 239
creating, 240-241
deleting, 242
editing, 241
idle, 240,241
naming, 240-241
performance, 239
thread starvation, 239
timeouts, 240, 241
work queues, 240,241
threads
removing, 240,241
See thread pools, 239
timeouts, 130,131,132
thread pools, 240,241
timer service
See Enterprise JavaBeans
timer service, 132-133
timers
See Enterprise JavaBeans
timer service, 132-133
topics, JMS, 83-85
total-beans-created, 259
total-beans-destroyed, 259
total-num-errors, 257
total-num-success, 257
traceEnabled property, 223
transaction management, 27
Transaction Manager
See transactions
managers, 214
transaction service, monitoring, 267-268
transactions, 213
associating, 214
attributes, 214
committing, 213

transactions (Continued)
completing, 214
demarcations, 214
distributed, 214
Enterprise JavaBeans, 129
JMS connection factories, 86
logging, 216
managers, 214
recovering, 214,215-216
rolling back, 213
timeouts, 216

truststore.jks file, 184

U
undeploying applications, 61
UserName property, 87

Vv

virtual servers
accesslog property, 227
allowLinking property, 228
creating, 226-228
deleting, 229
deploying enterprise applications to, 47
deploying web applications to, 49
docroot property, 227
editing, 228-229
overview, 220-221
sso-enabled property, 227
sso-max-inactive-seconds property, 227
sso-reap-interval-seconds property, 227

w
WAR files, 44
web applications, 44
deploying, 48
launching, 50
web services, 27
web sessions, See HTTP sessions, 127
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work queues, See thread pools, 240
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