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About This Guide

The Sun One™ ldentity Server Administration Guide offers information on how to
manage the Sun™ One ldentity Server through the User and Command Line
Interface. This preface contains the following sections:

= About Identity Server 6.0

= What You Are Expected to Know

= Sun ONE Identity Server Documentation Set

= Documentation Conventions Used in This Guide

e Related Information

About Identity Server 6.0

Sun ONE Identity Server, prior to the 6.0 release, was known as iPlanet Directory
Server Access Management Edition (DSAME). The product was renamed shortly
before the launch of version 5.1.

Identity Server is designed to help organizations manage identities and enforce
secure access to their network services and web-based resources. It contains a
number of services towards this end as well as the Sun ONE Directory Server as a
data store. For the latest information about new features and enhancements in this
release of ldentity Server, please see the online release notes at

http://wws. sun. cont sof t war e/ or the Sun ONE Identity Server Product Brief.

What You Are Expected to Know

This Administration Guide is intended for use by IT administrators and custom
software developers who manage identities and access to their web resources using
Sun ONE servers and software. It is recommended that administrators understand
directory server technologies, including Lightweight Directory Access Protocol
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Sun ONE Identity Server Documentation Set

(LDAP), and have some experience with Java™, Java Server Pages, HyperText
Markup Language (HTML) and eXtensible Markup Language (XML). Particularly,
they should also be familiar with Sun ONE Directory Server and the
documentation provided with that product.

Sun ONE ldentity Server Documentation Set

The Sun ONE Identity Server documentation set contains the following titles:

18

Product Brief provides an overview of the Sun ONE Identity Server application
and its features and functions.

Installation Guide provides details on how to install and deploy the Identity
Server on Solaris™, Linux and Windows® 2000 systems.

Administration Guide (this guide) describes how to use the Identity Server
console as well as manage user and service data via the command line.

Programmer’s Guide documents how to customize an ldentity Server system
specific to your organization. It also includes instructions on how to augment
the application with new services using the public APIs.

Policy Agent Guide documents how to install and configure an Identity Server
policy agent on a remote server. It also includes troubleshooting and
information specific to each agent.

Getting Started Guide documents how to use various features of the Identity
Server product to set up a simple organization with identities, policies and
roles.

The Release Notes file gathers an assortment of last-minute information,
including a description of what is new in this release, known problems and
limitations, installation notes, and how to report problems.

NOTE Be sure to check the Identity Server documentation web site at

http://docs. sun. com db/ prod/ sli dsrv#hi ¢ for updates to the
release notes and for revisions to the guides. Updated documents will be
marked with a revision date.
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Documentation Conventions Used in This Guide

In the Identity Server documentation, certain typographic conventions and
terminology are used. These conventions are described in the following sections.

Typographic Conventions

This book uses the following typographic conventions:

Italic type is used within text for book titles, new terminology, emphasis, and to
format text that can be substituted by actual values, such as a placeholder in a
path name.

Monospace font is used for sample code and code listings, APIs and
programming language elements (such as function names and class names). It
is also used for filenames, pathnames, directory names, HTML tags, URLs, and
any text that must be typed on the screen.

<sanpl e text> isused to represent a variable placeholder. When this
convention is used in a directory path or URL, the text and surrounding carats
should be replaced with deployment-specific information.

NOTE Notes, Cautions and Tips highlight important conditions or limitations. Be

sure to read this information.

Terminology

Below is a list of general terms used in the Sun One™ Identity Server
documentation set:

<i dentity_server_root>isavariable placeholder for the path to the home
directory where Identity Server is installed.

<directory_server_root > is avariable placeholder for the path to the home
directory where Sun ONE Directory Server is installed.
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Related Information

In addition to the documentation provided with Identity Server, there are several
other sets of documentation that might be helpful. This section lists these and
additional sources of information.

iPlanet Directory Server Documentation

iPlanet Directory Server 5.1 documentation can be found at
http://docs. sun.conidb/col I/ S1_ipDirectoryServer_51.

iPlanet/Sun ONE Web Server Documentation

iPlanet/Sun ONE Web Server documentation can be found at
http://docs. sun. conidb/col I/ S1_i pwebsrvree60_en.

Sun ONE Certificate Server Documentation

Sun ONE Certificate Server documentation can be found at
http://docs. sun.confdb/col /Sl _slCertificateServer_A47.

iPlanet Proxy Server Documentation

iPlanet Proxy Server documentation can be found at
http://docs. sun. conidb/col I/ S1_i pwebproxysrvr 36.

Other iPlanet Product Documentation

Documentation for all other Sun ONE servers and technologies can be found at
http://docs. sun. conif db/ pr od/ sunone.

Download Center

Links to download any of Sun’s Sun ONE/iPlanet software are at
http://wws. sun. coni sof t war e/ downl oad/ .

Sun ONE Technical Support

Technical Support can be contacted through
http://ww. sun. conl servi ce/ support/software/iplanet/index. htn.

Professional Services Information

Professional Service can be contacted through
http://ww. sun. com servi ce/ sunps/i pl anet/.

Sun Enterprise Services for Solaris Patches And Support

Solaris patches and support can be obtained through
http://ww. sun. com servi ce/
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Developer Information

Information on Sun One™ ldentity Server, LDAP, the Sun ONE Directory Server,
and associated technologies can also be found at

http://devel oper.ipl anet.com tech/directory/
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This is part one of the Sun™ One ldentity Server Administration Guide. It discusses
the Identity Server graphical user interface and how to navigate through it. This
section contains the following chapters:

Part

1

ldentity Server Console Guide

Product Overview
Identity Management
Service Configuration
Current Sessions
Federation Management
Policy Management

Authentication Options
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Sun ONE Identity Server

Chapter 1

Product Overview

This chapter provides an overview of the features of Sun ONE Identity Server. It
contains the following sections:

= Sun ONE Identity Server
= Features of Identity Server
= Installing Identity Server

= The Identity Server Console

Sun ONE ldentity Server

Sun ONE Identity Server technology is part of the Sun Open Net Environment (Sun
ONE) Platform for Network Identity. Identity Server is a set of tools used to
leverage the management and security potential of Sun ONE Directory Server, the
Lightweight Directory Access Protocol-based (LDAP) data store. Identity Server
integrates Directory Server with a user authentication and single sign-on function
which increases data security. It also allows administrators to initiate user entry
management based on roles, an entry grouping mechanism which appears as an
attribute in a user entry. Lastly, developers can define and manage the
configuration parameters of a multitude of default and custom-made services. All
three of these functions are accessed through a customizable graphical user
interface, the web-based Identity Server console.
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Features of Identity Server

26

Identity Server is built on top of an installation of Directory Server. The concept is
to give directory administrators a more consistent and intuitive interface to work
from as well as features used to extend the capabilities of Directory Server.

Service Configuration

Configuration parameters for default and custom-made business services can be
specified with Identity Server service management component. Using XML and the
DTD defined within the Identity Server framework, service developers can define
the parameters of a corporate service (such as a mail service, a billing service or a
logging service) and manage the service’s parameters or attributes. In addition,
Identity Server allows service administrators to define the value of these attributes.

Policy Management

Identity Server also provides a method to define, modify or remove the rules that
control access to business resources. Collectively, these rules are referred to as

policy.

SAML

Identity Server uses the Security Assertion Markup Language (SAML) for
exchanging security information. SAML defines an eXtensible Markup Language
(XML) framework to achieve inter-operability across different vendor platforms
that provide this type of information. The SAML framework is described in the Sun
One ldentity Server Programmer’s Guide.

Federation Management

Identity Server has integrated a Federation Management module to make use of
the open standards for federated network identity being developed by the Liberty
Alliance Project.
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Authentication

Identity Server provides a plug-in solution for user authentication. The criteria
needed to authenticate a particular user is based on the authentication service
configured for each organization in the Identity Server enterprise. Before being
allowed access to a Identity Server session, a user must pass through
authentication successfully.

Single Sign-On

Once the user is authenticated, Identity Server’s API for Single Sign-On (SSO) takes
over. Each time the authenticated user tries to access a protected page, the SSO API
determines whether the user has the permissions required based on their
authentication credentials. If the user is valid, access to the page is given without
additional authentication. If not, the user will be prompted to authenticate again.

URL Policy Agents

The URL Policy Agents are installed onto a Web Server. It is a specific instance of
the Identity Server policy component. This agent serves as an additional
authentication step when a user sends a request for a web resource that lives on the
protected web server. This authentication is in addition to any user authentication
check which the resource must do. The agent protects the web server; the resource
is protected by the authentication plug-in.

|ldentity Management

The Identity Management component allows for the creation and management of
identity-related objects. User, role, group, policies, organization, suborganization
and container objects can be defined, modified or deleted using either the Identity
Server console or the command line interface. The console has default
administrators with varying degrees of privileges used to create and manage the
organizations, groups, containers, users, services, and policies. (Additional
administrators can be created based on roles.) The administrators are defined
within the Directory Server when installed with Identity Server. These
administrators are:

= Top-level Administrator with read and write access to all entries within the
Identity Server enterprise.
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= top-level Help Desk Administrator with read access to all entries within the
Identity Server enterprise.

= Organization Administrator with read and write access to all entries within its
organization.

= Organization Help Desk Administrator with read access to all entries within its
organization.

« Container Administrator with read and write access to all Group
Administrator with read and write access to all members of its group.

|dentity Server Console

This HTML-based console provides a graphical user interface for businesses to
manage the Identity Server enterprise.

Installing Identity Server

28

The goal of Identity Server is to provide an interface for managing user objects,
policies and services for organizations using Directory Server. When the Identity
Server installer is run, an instance of Directory Server may be installed, but Identity
Server typically runs with a remote instance of Directory Server. This instance
serves as the data store for Identity Server. In addition, three modules are
integrated into the Directory Server: the Policy module, the Management module,
and the URL Policy Agent module.

The policy service consists of the Authentication, Naming, Session, Policy, and
Logging services. The Management module provides policy, user and service
management functions through either the Identity Server console or the command
line interface. The Policy Agent validates a user’s SSO and web resource access. All
of these functions can be accessed through a web browser using the Identity Server
console.

NOTE The Identity Server installer can install the three Identity Server
modules to expand upon the capabilities of Directory Server. For
information on how this is done, please see the Sun™ One Identity
Server Installation and Configuration Guide.
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The ldentity Server Console

The Identity Server console is divided into three sections: the location pane, the
navigation pane and the data pane. By using all three panes, the administrator is
able to navigate the directory, perform user and service configurations and create
policies.

Figure 1-1  The Identity Server Console
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Location Pane

The Location pane runs along the top of the console. The uppermost View menu
allows the administrator to switch between the different management module
views:

Identity Management module - allows for the creation and management of
identity-related objects.

Service Configuration module - allows for the configuration of Identity
Server’s default services.

Current Sessions module - allows administrators to view current session
information, as well as terminating any session.

Federation Management module - allows for the utilization of the open
standards for federated network identity being developed by the Liberty
Alliance Project.

The Location field provides a trail to the administrator’s position in the directory
tree. This path is used for navigational purposes.
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The Welcome In field displays the name of the user that is currently running the
console with a link to their user profile.

The Search link displays an interface that allows the user to search for entries of a
specific Identity Server object type. Use the pull-down menu to select the object
type and enter the search string.The Results are returned in the search table.
Wildcards are accepted.

The Help link opens a browser window containing information on Identity
Management, Current Sessions, Federation Management and Part 3 of this
documentation, the Attribute Reference Guide.

The Logout link allows the user to log out of the Identity Server.

Navigation Pane

The Navigation pane is the left portion of the Identity Server console. The Directory
Object portion (within the grey box) displays the name of the directory object that is
currently open and its Properties link. (Most objects displayed in the Navigation
pane will have a corresponding Properties link. Selecting this link will render the
object’s attributes in the Data frame to the right.) The View menu lists the
directories under the selected directory object. Depending on the number of
sub-directories, a paging mechanism is provided.

Data Pane

The Data pane is the right portion of the console. This is where all object attributes
and their values are displayed and configured and where entries are selected for
their respective group, role or organization.

TIP You can select or deselect all of the items in a list by clicking the
Select All, or Deselect All icons.
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Chapter 2

|ldentity Management

This chapter describes the user management features of Sun ONE Identity Server.
The ldentity Management module interface provides a way to view, manage and

configure all Identity Server objects and identities. This chapter contains the
following sections:

= The Identity Management Interface

= Managing ldentity Server Objects

The ldentity Management Interface

There are two basic views of the Identity Server graphical user interface.
Depending on the roles of the user logging in, they might gain access to the
Identity Management View or the User Profile View.

|ldentity Management View

When a user with an administrative role authenticates to the Identity Server, their
default view is the Identity Management view. In this view the administrator can
perform administrative tasks. Depending on the role of the administrator, this can
include, but is not limited to, creating objects (users, organizations, policies, and so
forth), and configuring services.
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NOTE In order to view the ldentity Management objects, User Management must
be enabled (it is enabled by default). If user Management is not enabled, you
can enable it by selecting the Service Configuration module, clicking the
Administration service, and selecting the Enable User Management
attribute. Click Save to save the changes.

Figure 2-1 Identity Management View with Organization Properties Displayed
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User Profile View

When a user who has not been assigned an administrative role authenticates to the
Identity Server, the default view is their own User Profile. In this view the user can
modify the values of the attributes particular to their personal profile. This can
include, but is not limited to, name, home address and password. The attributes
displayed in the User Profile View can be extended. For more information on
adding customized attributes for objects and identities, see the Sun One Identity
Server Programmer’s Guide.
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Figure 2-2 User Profile View
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Managing Identity Server Objects

The User Management interface contains all the components needed to view and
manage the Identity Server objects (organizations, groups, users, services, roles
and policies). This section explains the object types and details on how to configure
them.

Properties Function

To view or modify an entry’s properties, click the Properties arrow next to the
object’s name. Its attributes and corresponding values are displayed in the data
pane. Different objects display different properties.

= Organizations properties allow status modification between active and
inactive, full DNS name, DNS alias name, and a list of unique attributes.

= The Groups properties contains two views, the General view and the User
view. The General view allows or disallows users to self-subscribe to the
group. In the User view, if the group is static, the administrator can add and
remove users. If the group is dynamic, the administrator can only modify the
filter to control which users are members of the group. For more information
on static and dynamic groups, see “Create a Managed Group,” on page 36.
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User properties include, but are not limited to, basic user information such as
first name, last name, home address, telephone number and password.

Service properties include any of the attributes listed in Part 3, “Attribute
Reference Guide” depending on the service.

Role properties include role and permission descriptions and the services
registered to the role.

Policy properties allow you to modify all aspects of the created policies,
including rules, referrals, subjects, and so forth. See “Policy Management,” on
page 83 for more information.

See the Sun One Identity Server Programmer’s Guide for information on how to
extend an entry’s properties.

Organizations

This object represents the top-level of a hierarchical structure used by an enterprise
to manage its departments and resources. Upon installation, Identity Server
dynamically creates a top-level organization (defined during installation) to
manage the Identity Server enterprise configurations. Additional organizations can
be created after installation to manage separate enterprises. All created
organizations fall beneath the top-level organization.

Create an Organization

1.

Choose Organizations from the View menu in the Identity Management
module.

Click New in the navigation pane.
The New Organization template displays in the data pane.

Enter a value for the name of the Organization in the New Organization
template.

Choose a status of acti ve ori nacti ve.

The default is act i ve. This can be changed at any time during the life of the
organization by selecting the Properties icon. Choosing i nact i ve disables log
in to the organization.

Enter the values, if desired, for the optional fields. The optional fields are:

o Full DNS Name - Enter the full Domain Name System (DNS) name for the
organization, if it has one.
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o DNS Alias Name - Allows you to add alias names for the DNS name for
the organization.

o Unique Attribute List - Allows you to add a list of unique attributes for
users in the organization. For example, if you add a unique attribute
specifying an email address, you would not be able to create two users
with the same email address.

Enter the DNS alias name, and click Add to add it to the List of DNS Alias
Names.

Enter a value for the unique attribute and click Add to add it to the Unique
Attribute list.

This field contains a list of attributes defined in the Sun ONE Directory Server
schema.

Click Create.

The new organization displays in the navigation pane.

Delete an Organization

1. Choose Organizations from the View menu in Identity Management.
All created organizations are displayed. To display specific organizations,
enter a search string and click Filter.

2. Select the checkbox next to the name of the Organization to be deleted.

3. Click Delete.

NOTE There is no warning message when performing a delete. All entries

within the organization will be deleted.

Add an Organization to a Policy

Identity Server objects are added to a policy through the policy’s subject definition.
When a policy is created or modified, organizations, roles, groups, and users can be
defined as the subject in the policy’s Subject page. Once the subject is defined, the
policy will be applied to the object. For more information, see “Modifying
Policies,” on page 88.
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Groups

A group represents a collection of users with a common function, feature or
interest. Typically, this grouping has no privileges associated with it. Groups can
exist at two levels, within an organization and within other managed groups as a
sub group. Users can be added to Managed Groups either statically or dynamically
(filtered).

Membership By Subscription. When you specify group membership by
subscription, a static group is created based on the Managed Group Type you
specify. If the Managed Group Type value is st ati ¢, group members are added to
a group entry using the gr oupOf Nanmes or gr oupOf Uni queNanes object class. If the
Managed Group Type value is dynani c, a specific LDAP filter is used to search and
return only user entries that contain the menber of attribute. For more information,
see “Managed Group Type” on page 151.

Membership By Filter. A filtered group is a dynamic group that is created
through the use of an LDAP filter. All entries are funneled through the filter and
dynamically assigned to the group. The filter would look for any attribute in an
entry and return those that contain the attribute. For example, if you were to create
a group based on a building number, you can use the filter to return a list all users
containing the building number attribute.

Create a Managed Group
1. Navigate to the organization (or group) where the group will be created.

2. Choose Groups from the View menu.
3. Click New.
4. Select the group type from within the data pane.

o If a static subscription group is to be created, select Membership By
Subscription.

a. Enter a name for the group in the Name field. Click Next.

b. Select the Users Can Subscribe to this Group attribute to allow users to
subscribe to the group themselves.

c. Add users to the group by selecting Add from the Member List.

d. Enter the search criteria and click Filter. When the user list is returned,
select the users you wish to add and click Submit. Adding users to the
group is optional. They can be added after the group is created.

e. Click Create.
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o Ifadynamic (LDAP filtered) group is to be created, select Membership By
Filter and click Save.

a. Enter a name for the group in the Name field. Click Next.
b. Construct the LDAP search filter.

c. The fields used to construct the filter use either an OR or AND operator.
All the fields listed in the Ul are used. If a field is left blank it will match all
possible entries for that particular attribute.

d. Click Create.

Delete a Managed Group
1. Navigate to the organization where the group exists.

2. Choose Groups from the View menu.
3. Select the checkbox next to the name of the group to be deleted.

4. Click Delete.

Add a Group to a Policy

Identity Server objects are added to a policy through the policy’s subject definition.
When a policy is created or modified, organizations, roles, groups, and users can be
defined as the subject in the policy’s Subject page. Once the subject is defined, the
policy will be applied to the object. For more information, see “Modifying
Policies,” on page 88.

Users

Users represent the identity of a person. Users can be created and deleted, and
added or removed from services, roles or groups through the Identity Management
module.

Create a User
1. Navigate to the organization where the user should be created.

2. Choose Users from the View menu.
3. Click New.
This displays the New User page in the Data pane.
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4. Enter values for the required attributes and any optional fields.

Information on the user profile attributes can be found in “User Attributes,” on
page 247.

5. Click Create.

Add a User to Services, Roles and Groups
1. Navigate to the Organization where the user should be modified.

2. Choose Users from the View menu.

3. Inthe Navigation pane, select the user you wish to modify and click the
Properties arrow.

4. From the View menu in the Data pane, select Services, Roles or Groups.
The User view allows you to modify any attributes defined the User service.

5. Select the service, role, or group that to which you wish to add the user, and
click Save.

Delete a User
1. Navigate to the Organization where the user exists.

2. Choose Users from the View menu.
3. Select the checkbox next to the name of the user to be deleted.

4. Click Delete.

Add a User to a Policy

Identity Server objects are added to a policy through the policy’s subject definition.
When a policy is created or modified, organizations, roles, groups, and users can be
defined as the subject in the policy’s Subject page. Once the subject is defined, the
policy will be applied to the object. For more information, see “Modifying
Policies,” on page 88.
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Services

Activating a service for an organization is a two step process. In the first step you
need to register the service with the organization. After a service is registered, a
template configured specifically for that organization must be created. For
additional information, see Chapter 3, “Service Configuration.” Only top-level
administrators can register, unregister and assign services to their own profiles.

NOTE A new service must first be imported into the Identity Server

through the command line’s amadni n. Information on importing a
service’s XML schema can be found in the Sun One Identity Server
Programmer’s Guide.

Register a Service

1.

Navigate to the Organization where you will add services.

Choose Organizations from the View menu in the Identity Management
module and select the organization from the navigation pane. The Location
path displays the default top-level organization and chosen organization.

Choose Services from the View menu.
Click Register.

The data pane will display a list of services available to register to this
organization.

Select the checkbox next to the services to be added.

Click Register.

Create a Template for a Service

1.

Navigate to the organization or role where the registered service exists.

Choose Organizations from the View menu in the Identity Management
Management module and select the organization from the navigation pane.

Choose Services from the View menu.
Click the properties icon next to the name of the service to be activated.

The data pane displays the message No Template Available For This Service. Do
you want to create it?
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4. Click Create.

A template is created for this service for the parent organization or role. The
data pane displays the default attributes and values for this service.
Descriptions for the attributes for the default services are described in the
“Attribute Reference Guide,” on page 147.

5. Accept or modify the default values and click Save.

Unregister a Service
1. Navigate to the organization where you will remove services.

Choose Organizations from the View menu in Identity Management module
and select the organization from the navigation pane.

2. Choose Services from the View menu.
3. Select the checkboxes for the services to remove.

4. Click Unregister.

Roles

Roles are a Directory Server entry mechanism similar to the concept of a group. A
group has members; a role has members. A role’s members are LDAP entries that
are said to possess the role. The criteria of the role itself is defined as an LDAP entry
with attributes, identified by the Distinguished Name (DN) attribute of the entry.
Directory Server has a number of different types of roles but Identity Server can
manage only one of them: the managed role.

NOTE The other Directory Server role types can still be used in a directory
deployment; they just can not be managed by Identity Server.

Users can possess one or more roles. For example, a contractor role which has
attributes from the Session Service and the URL Policy Agent Service might be
created. Thus, when new contractors start, the administrator can assign them this
role rather than setting separate attributes in the contractor entry. If the contractor
were then to become a full-time employee, the administrator would just re-assign
the user a different role.
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Identity Server uses roles to apply access control instructions. When first installed,
Identity Server configures access control instructions (ACIs) that define
administrator permissions. These ACIs are then designated in roles (such as
Organization Admin Role and Organization Help Desk Admin Role) which, when
assigned to a user, define the user’s access permissions.

Users can view their assigned roles only if the Display User’s Roles attribute is
enabled in the Administration Service. For more information, see “Display User's
Roles,” on page 159.

Create a Role

1. Navigate to the navigation pane of the Organization where the role will be
created.

2. Choose Roles from the View menu.

A set of default roles are created when an organization is configured, and are
displayed in the navigation pane.

For descriptions of these roles, see “Dynamic Admin Roles ACIs,” on page 155
of the Attribute Reference section.

3. Click New in the navigation pane.
The New Role template appears in the Data pane.
4. Enter a name for the role.
5. Enter a description of the role.
6. Choose the role type from the Type menu.

The role can be either an Administrative role or a Service role. The role type is
used by the console to figure out where to start the user in the DIT. An
administrative role notifies the console that the possessor of the role has
administrative privileges; the service role notifies the console that the
possessor is an end user.

7. Choose a default set of permissions to apply to the role from the Access
Permission menu.

The permissions provide access to entries within the organization. They are
discussed in the section “Default Role Permissions (ACIs),” on page 152. (The
default permissions shown are in no particular order.)

Generally, the No Permissions ACI is assigned to Service roles, while
Administrative roles are assigned any of the default ACls.
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Click Create.

The created role is displayed in the Navigation pane and status information
about the role is displayed in the Data pane. You can add or remove services to
the Role by clicking the Edit link in the Services display. For more information,
see “Role Properties View,” on page 43.

Delete a Role

1.

Navigate to the organization that contains the role for deletion.

Choose Organizations from the View menu in Identity Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

Choose Roles from the View menu.
Select the checkbox next to the name of the role.

Click Delete.

Add Users to a Role

1.

2
3
4.
5

Navigate to the Organization that contains the role to modify.
Choose Roles from the View menu.

Select the role to modify and click on the Properties arrow.
Choose Users from the View menu in the Data pane.

Click Add.

A search window appears in the data pane.

Enter a user ID.

Search criteria can also be entered (including first name, last name or
active/Zinactive) if specific user id information is not available.

Choose the users from the names returned by selecting the checkbox next to
the user name.

Click Save.

The Users are now assigned to the role.
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Remove Users from a Role
1. Navigate to the Organization that contains the role to modify.

Choose Organizations from the View menu in the Identity Management
module and select the organization from the navigation pane.

2. Choose Roles from the View menu.
Select the role to modify.
Choose Users from the View menu.

Select the checkbox of the users for removal.

I S

Click Remove.

The users are now removed from the role.

Add a Role to a Policy

Identity Server objects are added to a policy through the policy’s subject definition.
When a policy is created or modified, organizations, roles, groups, and users can be
defined as the subject in the policy’s Subject page. Once the subject is defined, the
policy will be applied to the object. For more information, see “Modifying
Policies,” on page 88.

Role Properties View

The Roles Properties view allows for customizing the services available to a role,
and the access level for the service attributes, on a per-role basis. Using the Roles
Properties view, an administrator can customize the Service and End User pages,
and create service administrators who only have access to specific services. For
example, an administrator can deny write-access to one or more attributes in the
user services for a given role, and a user possessing this role will not be able to
modify these attributes. A policy administrator role can be created by granting
access to all policy services, but denying access to other services. An administrator
possessing the policy administrator role will then be able to create and assign
policies, but will be denied from performing user management tasks.

To display the Role Profile page, click on the Properties button associated with a
given role in the Roles Properties page, as shown in Figure 2-3.
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Figure 2-3 Role Profile View
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Customize Service Access

1. Inthe Role Properties page, click Edit in the Services listing. The Service Access
page is displayed, as shown in Figure 2-4.

2. Choose a service that is to be granted to the role by clicking on the service
name in the Display column. By default, a role has access to all services.

3. Click Save.

NOTE When access to a service is denied (not checked), the service will not
be displayed in the Identity Server console for the user possessing
the role. Additionally, it is not possible to register or unregister a
user, assign the service to a user, or create, delete, view or modify
the Service template.
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Figure 2-4 Service Access Page
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Customize Attribute Access

1. Inthe Role Properties page, click Edit in the Service Attribute listing. The
Attribute Access page is displayed, as shown in Figure 2-5.

2. Use the Jump menu to display the attributes for a particular service.

3. Assign an access level to an attribute by selecting the Read/Write or Read Only
check boxes.

4. Click Save.

NOTE If neither the Read/Write or Read Only options are selected for a

given attribute, read and write access to that attribute is denied.
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Figure 2-5 Attribute Access Page
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For more information on specific Service attributes, see Part 3 of this manual, the
Attribute Reference Guide.

Policies

Policies define rules to help protect an organization’s web resources. Although
policy creation, modification and deletion is performed through the Identity
Management module, the procedures are described in “Policy Management” on
page 83.

Containers

The container entry is used when, due to object class and attribute differences, it is
not possible to use an organization entry. It is important to remember that the
Identity Server container entry and the Identity Server organization entry are not
necessarily equivalent to the LDAP object classes or gani zat i onal Uni t and

or gani zat i on. They are abstract Identity entries. Ideally, the organization entry
will be used instead of the container entry.
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NOTE The display of containers is optional. To view containers you must
select Display Containers in Menu in the Identity Server
Administration service. For more information, see “Display
Containers In Menu,” on page 78.

Create a Container

1. Navigate to the Organization or Container where the new Container will be
created.

Select Containers from the View menu.
2. Click New.

A Container template displays in the Data pane.
3. Enter the name of the Container to be created.

4. Click Create.

Delete a Container

1. Navigate to the organization or container which contains the container to be
deleted.

2. Choose Containers from the View menu.
3. Select the checkbox next to the name of the container to be deleted.

4. Click Delete.

NOTE Deleting a container will delete all objects that exist in that
Container. This includes all objects and sub containers.

People Containers

A People Container is the default LDAP organizational unit to which all users are
assigned when they are created within an organization. People containers can be
found at the organization level and at the people container level as a sub People
Container. They can contain only other people containers and users. Additional
people containers can be added into the organization, if desired.
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NOTE The display of people containers is optional. To view People

Containers you must select Show People Containers in the Identity
Server Administration service. For more information, see “Show
People Containers,” on page 78.

Create a People Container

1.

Navigate to the organization or people container where the new people
container will be created.

Select People Containers from the View menu.

Click New.

The People Container template displays in the data pane.
Enter the name of the people container to be created.

Click Create.

Delete a People Container

1. Navigate to the organization or people container which contains the people
container to be deleted.

2. Choose People Containers from the View menu.

3. Select the checkbox next to the name of the people container to be deleted.

4. Click Delete.

NOTE Deleting a people container will delete all objects that exist in that

people container. This includes all users and sub people containers.

Group Containers

A Group Container is used to manage groups. It can contain only groups and other
group containers. The group container Groups is dynamically assigned as the
parent entry for all managed groups. Additional group containers can be added, if
desired.
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NOTE The display of group containers is optional. To view group

containers you must select Show Group Containers in the Identity
Server Administration service. For more information, see “Show
Group Containers,” on page 78.

Create a Group Container

1.

Navigate to the organization or the group container which contains the group
container to be created.

Choose group containers from the View menu.

The default Groups was created during the organization’s creation.
Click New.

Enter a value in the Name field and click Create.

The new group container displays in the navigation pane.

Delete a Group Container

1.

2.

Navigate to the organization which contains the group container to be deleted.
Choose Group Containers from the View menu.

The default Groups and all created group containers display in the navigation
pane.

Select the checkbox next to the group container to be deleted.

Click Delete Selected.
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Chapter 3

Service Configuration

This chapter describes the service management features of Sun ONE Identity
Server. The Service Configuration interface provides a way to view, manage and
configure all Identity Server services and their values (both default and
customized) in addition to configuring Identity Server console display settings.
This chapter contains the following sections:

« Definition of a Service
= |dentity Server Services Defined
= Attribute Types

= Service Configuration Interface

Definition of a Service

A service is a group of attributes defined under a common name. The attributes
define the parameters that the service provides to an organization. For instance, in
developing a payroll service, a developer might decide to include attributes that
define an employee name, an hourly rate and a tax exemption. When the service is
registered to an organization, that organization can use these attributes in the
configuration of its entries.

Identity Server defines services using Extensible Markup Language (XML). The
Service Management Services Document Type Definition (sns. dt d) defines the
structure of a service XML file. This file can be found in the following directory:

Identity_Server_root/ SUNVANT web- apps/ servi ces/ dt d/
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For more information on defining a Identity Server service, see the Sun One Identity
Server Programmer’s Guide.

ldentity Server Services Defined
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The default services provided with Identity Server are defined by XML files located
in the following directory:

Identity_Server_root/ SUNVAnT web- apps/ ser vi ces/ VEEB- | NF/ confi g/ xmi

Some of these services, when configured through the Service Configuration
interface, define values for the Identity Server application. Others are registered to
a specific organization configured within Identity Server and are used to define
default values for the organization.

Administration

The Administration service allows for the configuration of the console at both the
application level (similar to a Preferences or Options menu for the Identity Server
application) as well as at a configured organization level (Preferences or Options
specific to a configured organization).

Authentication

There are eight authentication services including a base service. This allows the
administrator the opportunity to choose the method with which each defined
organization would have their users’ authorization verified.

Anonymous

This service allows for log in without specifying a user name and password.
Anonymous connections have limited access to the server and are customized by
the administrator.

Certificate-based

This service allows login through a personal digital certificate (PDC). Sun One
Certificate Server can be installed as a Certificate Authority. For more information
on Certificate Server, see the documentation set located at

http://docs. sun.confdb/col /Sl _slCertificateServer_A47.
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Core

The Core service is the general configuration base for the Identity Server
authentication services. It must be registered and configured to use any of the
specific services. It allows the administrator to define default values that will be
picked up for those not specifically set in the Anonymous, Certificate-based,
LDAP, Membership and RADIUS, SafeWord and Unix services.

LDAP

This service allows for authentication using LDAP bind, an operation which
associates a password with a particular LDAP entry.

Membership (Self-Registration)

This service allows a new user to self-register for authentication with a login and
password.

NT
This service allows for authenticating users using an Windows NT™ server.

RADIUS

This service allows for authenticating users using an external Remote
Authentication Dial-In User Service (RADIUS) server.

SafeWord
This service allows for authenticating users using Secure Computing’s SafeWord™
or SafeWord PremierAccess™ authentication servers.

Unix
This service allows for authenticating users using a Unix server.

NOTE The Unix authentication service is not supported on the Windows
2000 platform.
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Authentication Configuration

The Authentication Configuration service allows you to configure authentication
on for roles, users and services and organizations to set the rules determining the
precedence of the authentication modules.

Client Detection

The Client Detection Service defines attributes to detect the client and perform
actions based on client type.

Logging

The Logging service is where the administrator configures values for the Identity
Server application logging function. Examples include log file size and log file
location.

Naming

The Naming service is used to get and set URLSs, plug-ins and configurations as
well as request notifications for various other Identity Server services such as
session, authentication and logging.

Platform

The Platform service is where additional servers can be added to the Identity
Server configuration as well as other options applied at the top level of the Identity
Server application.

Policy Configuration

Policy Configuration defines user privileges to web resources, allowing an
administrator to allow or deny access to ht t p and ht t ps-based URLSs.
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SAML

The Security Assertion Markup Language (SAML) service defines a framework for
exchanging security assertions among security authorities to achieve
interoperability across different platforms, which provide authentication and
authorization services.

Session

The Session service defines values for an authenticated user session such as
maximum session time and maximum idle time.

User

Default user preferences are defined through the user service. (These include time
zone, locale and DN starting view).

|ldentity Server Security Service

The Identity Server Security Service is automatically loaded after installation.
Through the console, administrators and users can use this service to receive
security certificates.

In order to enable the Identity Server Security Service, you must:

1. Install Sun ONE Certificate Server 4.7 SP1. For installation instructions, see the
Certificate Server 4.7 SPI release notes at
http://docs.sun.com/source/816-6407-10/index.html.

2. Configure the Certificate Server to enable the Identity Server Security Service.
For configuration instructions, see the “Support for Identity Server Single
Sign-on (SSO)” section in the Sun One Certificate Server 4.7 SP1 release notes.

3. Define the ldentity Server Security Service attributes described in “Identity
Server Security Service Attributes,” on page 255.
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Identity Server and Certificate Server are integrated using a Single Sign-On (SSO)
based token, which is issued by the Identity Server and sent to the Certificate
Server. Users that have logged into Identity Server can receive certificates from the
Certificate Server by clicking the Get My Certificate button in the User Profile page.
The certificate issued to the user allows the user to authenticate with the
Certificate-based authentication service.

Attribute Types

The attributes that make up an Identity Server service are classified as one of the
following types: Dynamic, Policy, User, Organization or Global. Using these types to
subdivide the attributes in each service allows for a more consistent arrangement
of the service schema and easier management of the service parameters.

Dynamic Attributes

A dynamic attribute can be assigned to an Identity Server configured role or
organization. When the role is assigned to a user or a user is created in an
organization, the dynamic attribute then becomes a characteristic of the user. For
example, arole is created for an organization’s employees. This role might contain
the organization’s address and a fax number, two things that remain static for all
employees. When the role is assigned to each employee, these dynamic attributes
are inherited by each employee.

User Attributes

These attributes are assigned directly to each user. They are not inherited from a
role or an organization and, typically, are different for each user. Examples of user
attributes include useri d, enpl oyee nunber and passwor d. User attributes can be
added or removed from the User service by modifying the dpUser . xnl file. For
more information, see the Sun One Identity Server Programmer’s Guide.
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Organization Attributes

Organization attributes are only assigned to organizations. In that respect, they
work as dynamic attributes, yet they differ from dynamic attributes, as they are not
inherited by entries in the subtrees. Additionally, no object classes are associated
with organization attributes. Attributes listed in the authentication services are
defined as organization attributes because authentication is done at the
organization level rather than at a subtree or user level.

Global Attributes

Global attributes are applied across the Identity Server configuration. They can not
be applied to users, roles or organizations as the goal of global attributes is to
customize the Identity Server application. There is only one instance of a global
attribute in the Identity Server configuration. There are no object classes associated
with global attributes. Examples of global attributes include log file size, log file
location, port number or a server URL that Identity Server can use to access data.

Policy Attributes

Policy attributes are privilege attributes. Policy attributes are configured through
the Identity Management interface as discussed in Chapter 6, “Policy Management.
Once a policy is configured, it may be assigned to roles or organizations. That is the
only difference between dynamic and policy attributes; dynamic attributes are
assigned directly to a role or an organization and policy attributes are used to
configure policies and then applied to a role or an organization.

Configuration Interface

Services are configured and managed through the Service Configuration module.
Organization-specific services which are not covered by the Identity Server default
service packages can be written using XML (based on the Identity Server services
document type definition or DTD) and added into the interface under the Other
Configuration heading. Instructions on how this is done can be found in Part 3,
“Attribute Reference Guide” which describes the default services and the
definitions of their corresponding attributes.
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The Service Configuration module is for displaying service configurations on a
global level. In other words, it is a view of the default configurations of all available
services in Identity Server, whether registered or not. When a service is registered
and activated by an organization, the initial default data assigned to the service is
displayed under the service’s Service Configuration page. Figure 3-1isa
screenshot of the graphical user interface.

Figure 3-1 Service Configuration View
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Access the Service Configuration view by choosing the Service Configuration
module. The navigation pane will display a list of all defined Identity Server
services. To set the global default values for a service, select the Properties arrow
next to the name of the service. The attributes for the service will be displayed in
the Data pane.
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Chapter 4

Current Sessions

This chapter describes the session management features of Sun ONE Identity
Server. The Session Management module provides a solution for viewing user
session information and managing user sessions. It keeps track of various session
times as well as allowing the administrator to terminate a session.

The Current Sessions Interface

The Current Sessions module interface allows an administrator, with the
appropriate permissions, to view the session information for any user who is
currently logged in to Identity Server.

Figure 4-1 Current Sessions Interface
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Session Management Pane

The Session Management pane displays the name of the Identity Server that is
currently being administered.

Session Information Window

The Session Information window displays all of the users who are currently logged
into Identity Server, and displays the session time for each user. The display fields

are:

User ID

Time Left

Max Session Time

Idle Time

Max Idle Time

Displays the user ID of the user who is currently logged
in.

Displays the amount of time (in minutes) remaining
that the user has for that session before having to
reauthenticate.

Displays the maximum time (in minutes) before the
session expires and the user must reauthenticate to
regain access.

Displays the time (in minutes) that have expired
without the user performing any action.

Displays the maximum time (in minutes) that a user
can remain idle before having to reauthenticate.

The time limits are defined by the administrator in the Session Management
Service. See “Session Attributes” on page 245 for more information.

You can display a specific user session, or a specific range of user sessions, by
entering a string in the User ID field and clicking Filter. Wildcards are permitted.

Clicking the Refresh button will update the user session display.
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Terminating a Session

Administrators with appropriate permissions can terminate a user session at any
time. To do so:

1. Select the user session that you wish to terminate.

2. Click Terminate.
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Chapter 5

Federation Management

This chapter describes the Federation Management interface features of the Sun
ONE Identity Server. The Federation Management interface provides a way to
view, manage and configure the metadata pertaining to the authentication
domains and providers. This chapter contains the following sections:

< Liberty Alliance and Federated Identity
= Federation Management Concepts
= Federation Management Process

= Managing Authentication Domains and Providers

NOTE Example data for the attribute fields described in this chapter can be
found in the following default location:

Identity_Server_root/opt/SUNWANI sanpl es/ i berty

Liberty Alliance and Federated ldentity

On the internet, one person might have a multitude of accounts set up to access
various business, community and personal service providers. For example,
different names, passwords and preferences might be set up for a news portal, a
bank account, a retailer, and an email account. A local identity refers to the set of
attributes that an individual might set up with one service provider. These
attributes serve to uniquely identify the individual with that provider and may
include a name, phone number, social security number, address, credit records,
bank balances or bill payment information.
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Because the internet is fast becoming the prime vehicle for business, community
and personal interactions, it has become necessary to fashion a system for online
users to aggregate their local identities, enabling them to have one network identity.
This system is identity federation. Identity federation allows a user to associate,
connect or bind multiple internet service providers’ local identities. A network
identity allows users to login at one service provider’s site and then go to an
affiliated site without having to re-authenticate or re-establish their identity. The
Liberty Alliance Project was forged to make identity federation a reality.

Federation Management Concepts

64

To understand the information contained in this chapter, you should familiarize
yourself with the following concepts.

Authentication Domain

An authentication domain is a group of affiliated service providers and one or
more identity providers. The providers that belong to an authentication domain
share a trusted relationship.

Service Provider

Service providers are organizations offering web-based services to users. This
includes practically any organization on the Internet (for example, internet portals,
retailers, transportation providers, financial institutions, entertainment companies,
non-profit organizations, and governmental agencies).

Identity Provider

Identity providers are organizations that specialize in providing authentication
services. In the Liberty context, authentication completed by an identity provider
will be honored by all its affiliates.

Remote Provider

A remote provider is a service provider or identity provider that is not hosted by
the current installation of Identity Server, but is Liberty-enabled, either by another
(remote) installation of Identity Server, or by another implementation of the
Liberty specification.

Hosted Provider

A hosted provider is either a service provider or an identity provider that is
Liberty-enabled by the current, or present, installation of Identity Server.
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Metadata

Metadata is the set of required data for configuring the policies that govern the
behavior of a service provider or identity provider. Liberty specifications define the
metadata attributes for service providers and identity providers.

Account Federation

Account Federation enables service providers and identity providers to unite the
otherwise distinct accounts of users.

Federated Identity

Federation allows users to retain their individual accounts with services and
identity providers, and establishes an affiliation between the accounts, which
facilitates the exchange information about the account on the user’s behalf.

Single Sign-on

Single sign-on (SSO) is established when a user authenticates with an identity
provider and accesses multiple affiliated service providers, without having to
reauthenticate.

Federation Termination

Users will have the ability to terminate federations. Federation termination results
in breaking affiliation established between the user’s service provider account and
the identity provider account at the time of federation.

Single Logout

When a user logs out from an identity provider, the user will effectively be logged
out from all affiliated service providers within an authentication domain. Logout
information is sent to the identity provider when it is initiated from a service
provider. Users can initiate logout from either a service provider or the identity
provider.

Common Domain

Due to the constraints in using cookies, a web service can only share cookies with
other web services that are in the same DNS domain Therefore, an identity
provider in one DNS domain cannot write a cookie that a service provider in
another DNS domain can read. To rectify this, the Liberty specification advocates
the use of a common domain. This domain is common to all the members of the
authentication domain and thus accessible to all parties. All of the cookies in
Liberty-based communication will be set by the common domain DNS to make it
available to all of the providers within an authentication domain.
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Authentication Context

Authentication Context is the information that the service provider may require, in
addition to the authentication assertion itself, before it makes an entitlement
decision.

If a service provider is to rely on the authentication of a principal by an identity
provider, the service provider may require additional information, beyond the
authentication assertion itself, before the authentication can be put in a trust
context. This information could include:

= Initial user identification mechanisms (Examples: face-to-face, online, shared
secret)

= Mechanisms for storing and protecting credentials (Examples: smartcard,
password rules)

= Authentication mechanism (Examples: password, certificate-based SSL)

Not all authentication assertions are the same; a particular authentication assertion
will be characterized by the values for each of these variables, which is captured in
an Authentication Context

Name Identifier

Identity federation maps a user’s account information across a number of service
and identity provider organizations. The user’s identity is exchanged between the
identity and service providers as a name identifier, and is stored in the Directory
Server data store.

The Liberty Alliance Project

The vision of the Liberty Alliance Project is to enable individuals and organizations
to more easily conduct transactions while protecting the individual’s identity. To
accomplish this, the Liberty Alliance has established specifications for identity
federation that enables:

= Opt-in account linking where users can choose to federate different internet
service provider accounts.

= Simplified single sign-on where a user can log in and authenticate with one
provider’s federated account and navigate to another account without having
to log in again.

= Authentication context where organizations with linked accounts
communicate the type and level of authentication that should be used when
the user logs in.

Identity Server Administration Guide « December 2002



Federation Management Process

= Global log-out where a user logs out of the site to which they initially logged in
and is automatically logged out of all sites that maintain a live session.

= Aclient feature which can be implemented in fixed and wireless devices to
facilitate use of the Liberty specifications.

These capabilities can be achieved when commercial or non-commercial
organizations join together into an authentication domain based on
Liberty-enabled technology and operational agreements. This is referred to as an
authentication domain. The authentication domain includes service providers (who
offer web-based services to users), identity providers (service providers who also
offer federated authentication), and the users themselves. Once an authentication
domain is established, users can federate any or all identities they might have with
the service providers that have joined this domain, enabling them to make use of
the federated authentication capabilities.

Federation Management Process

Out of the box, Identity Server has two options for user or application
authentication. The first is the Identity Server Authentication Service and the
second is the Liberty-enabled Federation Management Service. In an Identity
Server scenario, when a user or application tries to access a resource protected by
the Identity Server, the user is redirected to the Authentication Service via a Login
page for access authorization. When the user provides credentials, the
authentication module verifies them and either allows or denies access.

In a scenario where the Identity Server is Liberty-enabled and a user or application
attempts to access a protected resource, the user is redirected to a Pre-Login page
which invokes the Federation Management Service’s Pre-Login servlet. This servlet
searches for either a valid Identity Server single sign-on token or a valid Federation
Cookie (which indicates that a user has federated his account using this Identity
Server provider). If an SSO token is found, the user’s Federation information is
retrieved, and the user is authenticated; a Federation Cookie is also set and the user
is returned to the target resource. If a Federation Cookie is found, the user is
directed to the Federation Single Sign-On Service which provides an
Authentication Assertion allowing the user access to the target resource. If neither
of these items is found, the user is redirected to the Identity Server Authentication
Service where, upon successful authentication, the user is directed to the
Post-Login page which invokes the Post-Login servlet. This servlet processes the
user’s Identity Server authentication and initiates the Federation Management
Single Sign-On Service which, once again, provides an Authentication Assertion to
allow the user access to the target resource. Figure 5-1 on page 68 illustrates this
flow.
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Figure 5-1 Liberty-enabled Identity Server Authentication Process Flow
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Managing Authentication Domains and Providers

The Federation Management module provides an interface for creating, modifying,
and deleting authentication domains, remote providers and hosted providers. To
set up a basic Federation Management model, you would do the following:

1.
2.

Create an authentication domain.

Create one or more hosted providers that belong to the created authentication
domain.

Create one or more remote providers that belong to the created authentication
domain. You must also include the metadata for the remote providers. The
metadata could be an XML document that is compliant with the Liberty
schema.

Establish a trusted relationship between the providers. A hosted provider can
choose to trust a subset of providers, either hosted or remote, that belong to the
same authentication domain.

The following sections explain how to create and configure authentication
domains, remote providers, and hosted providers.

Authentication Domains

This section describes how to create, modify, and delete authentication domains.

Creating An Authentication Domain

1.

Choose Authentication Domain from the View menu in the Federation
Management module.

Click New in the navigation frame.
The Create Authentication Domain is displayed in the Data frame.

In the Create Authentication Domain window, enter the name of the
Authentication Domain.

Enter a value for the description of the Authentication Domain.
Enter a value for the Writer Service URL.

Writer Service URL specifies the location of the Writer service that writes the
cookie from the Common Domain. For example, if sun.com is the common
domain, the URL could be:
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http://sun.com 8080/ 1i berty/ WiterServl et

6. Enter a value for the Reader Service URL.

The Reader Service URL specifies the location of the service that reads the
cookie from the Common Domain.

7. Choose a status of active or inactive.

The default is active. This can be changed at any time during the life of the
Authentication Domain by selecting the Properties icon. Choosing inactive
disables Liberty communication within authentication domain, (including all
remote and hosted providers within the authentication domain), with respect
to the current installation of Identity Server.

8. Click Create.

The new Authentication Domain displays in the navigation frame.

Modifying An Authentication Domain

1. Click on the properties arrow next to the Authentication Domain you wish to
modify.

The properties of the Authentication Domain display in the Data frame.
2. Modify the properties of the Authentication Domain.
3. Click Save.

Deleting An Authentication Domain

Deleting an authentication domain does not delete the providers that belong to it. If
providers belong to an authentication domain that has been deleted, they remain
part of the authentication domain until they are explicitly removed. Additional
providers can not be added to an authentication domain that has been deleted.

1. Choose Authentication Domains from the View menu in the Federation
Management module.

All created Authentication Domains display in the navigation frame.
2. Check the box next to the name of the Authentication Domain to be deleted.

3. Click Delete Selected.

NOTE There is no warning message when performing a delete.
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Providers

This section describes how to create, modify and delete remote and hosted
providers.

Creating Remote Providers

A remote provider is an entity that receives metadata from a principal, which is an
organization or an individual who interacts with the system. To create a remote
provider:

1. Choose Remote Provider from the View menu in the Federation Management
module.

By default, when a Provider is created, it will be a service provider. You can
optionally decide to create the remote provider as an identity provider by
selecting the option described in Step 14.

2. Click New. The Create Remote Provider window is displayed.
3. Enter a value for the Name of the Provider.
4. Enter a value for the Provider ID.

The Provider ID should specify the URL identifier of the provider. It must be
unique across all remote and hosted providers.

5. Enter the Provider Succinct ID.

The Provider Succinct ID uniquely identifies a service provider to an identity
provider. It is also used by the identity provider to determine service
provider-specific information such as return URLSs, public key/certificates, and
so on.

This field accepts a 40-character hexadecimal value. The Succinct ID should be
an SHA1 encoded string. It is recommended that the provider ID string should
be used as the value to encode, as it will ensure that it is unique. To generate
the SHA1 encoding, use the OpenSSL command line tool syntax:

$ echo <providerl D> | openssl shal
6. Specify Active or Inactive status.

Active status enables this remote provider to participate in federation and SSO.
Inactive status makes this remote provider unavailable, and will not respond
to any requests.
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10.

11.

12.

13.

14.

15.

16.

Enter the Security Key.

The Security Key defines the Security Certificate alias. The certificates are
stored in the JKS keystore against an alias. This alias (the Security Key) is used
to fetch the required certificate.

Enter the SOAP End Point URL.

This field specifies the location for the receiver of SOAP requests. This is used
to communicate on the back-channel (non-browser communication) through
SOAP.

Enter the Single Logout Service URL.

The Single Logout Service URL is used by a service provider or identity
provider to send and receive logout requests.

Enter the Single Logout Service Return URL.

This specifies the URL to which logout requests are redirected after processing.
Enter the Federation Termination Service URL.

This field specifies the URL to which federation termination requests are sent.
Enter a value for the Federation Termination Service Return URL.

This field specifies the URL to which federation termination requests are
redirected after processing.

Enter the Assertion Consumer URL.

This field defines the service provider end-point to which an identity provider
will send SAML assertions.

Decide if the remote provider is to be defined as an identity provider. By
default, all providers are service providers. If selected, the Is Identity Provider
option will additionally define the remote provider as an identity provider.

Define the Single Sign-On Service URL.

This field defines the identity provider URL to which the service provider
sends requests during federation and SSO. This field only needs to be defined
if the Is Identity Provider option is enabled.

Click Create.

The new Provider displays in the navigation frame.
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Modifying Remote Providers
Once a remote host is created, you can modify it at any time. To do so:

1.

2.

4,

Select Remote Providers from the View menu in the Navigation frame.
Choose the provider profile you wish to modify, and click on the Edit arrow.

By default the General view is displayed in the Navigation pane. All of the
fields displayed in the General view contain the data that was entered during
the creation of the remote provider. If you modify any of the fields, click Save
to save the changes.

To modify the Service Provider fields, choose Service Provider from the View
menu.

The Assertion Consumer URL field contains data that was entered during the
creation of the remote provider. However, there are three additional fields that
you can modify:

Federation Termination You can choose SOAP or HTTP/Redirect.

Protocol o o
This field specifies if the SOAP or
HTTP/Redirect profile is to be used to notify
of federation termination. This can be
changed at any time during the life of the
Provider.

Single Logout Protocol You can choose SOAP, HTTP Get, or HTTP
Redirect.

This field specifies if SOAP or HTTP Redirect is to
be used to notify a logout event. If the remote
provider is defined as an identity provider, it can
also send the notification using the HTTP Get
profile. This can be changed at any time during
the life of the provider.

Authentication Request This option, if enabled, specifies that the remote

Signed provider send signed authentication and
federation requests. The identity provider will not
process unsigned requests originated from the
service provider.

Click Save to save the changes.
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5.

If the remote provider was defined as an identity provider during creation, you
can modify the fields by selecting Identity Provider in the View menu.

The data contained in these fields were entered at creation. If you modify the
fields, click Save to save the changes.

Select Authentication Domains in the View menu to edit the authentication
domains to which the remote provider will belong.

Use the direction arrows to move a selected authentication domain into the
Available list. Click Save. This will assign the provider to the authentication
domain. A provider can belong to one or more authentication domains,
however a provider without any authentication domains specified can not
participate in Liberty communications.

Choose Trusted Providers from the View menu.

Choose the trusted providers. The remote provider will only accept requests
(such as Federation requests, Federation Termination Requests, SSO requests,
and so forth) originating from this set of providers. The requests from other
providers will be ignored. Click Save.

Creating Hosted Providers

A hosted provider is an entity that creates, maintains, and manages identity
information for principals and provides principal authentication to other service
providers within an authentication domain. To create a hosted provider:

1.

Choose Hosted Provider from the View menu in the Federation Management
module.

By default, when a Provider is created, it will be a service provider. You can
optionally decide to create the remote provider as an identity provider by
selecting the option described in Step 9.

Click New. The Create Remote Provider window is displayed.
Enter a value for the Name of the provider.
Enter the Alias for the provider.

For each of the hosted providers, the alias provided in this field is added to a
string called meta Alias. This string is then added to the automatically
populated URLs for the hosted providers. These URLs are called metadata
URLs. In the following examples, sunAl i as is the alias for the provider:

Federation Termination Service URL:
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http://ww. sun. com 58080/ anserver/ ProcessTerni nati on/ metaAlias/s
unAl i as

SOAP Endpoint URL:

http://ww. sun. com 58080/ anser ver/ SOAPRecei ver/ net aAl i as/ sunAli a
]

Enter a value for the Provider ID.

The Provider ID specifies the URL identifier of the provider. It must be unique
across all remote and hosted providers.

Enter the Provider Succinct ID.

The Provider Succinct ID uniquely identifies a service provider to an identity
provider. It is also used by the identity provider to determine service
provider-specific information, such as return URLs, public key/certificates,
and so on.

The Succinct ID should be an SHA1 encoded string. It is recommended that the
provider ID string should be used as the value to encode, as it will ensure that
it is unique. To generate the SHA1 encoding, use the OpenSSL command line
tool syntax:

$ echo <providerl D> | openssl shal
Enter the Cookie Domain.

This field specifies the cookie domain if Identity Server is installed on a
multi-hosted domain and each of the providers use different domains for their
cookie settings.

Specify Active or Inactive status.

Active status enables the remote provider to participate in federation and SSO.
Inactive status makes the remote provider unavailable, and will not respond to
any requests.

Decide if the remote provider is to be defined as an identity provider. By
default, all providers are service providers. If selected, the Is Identity Provider
option will additionally define the remote provider as an identity provider.

Enter the Security Key.

The Security Key defines the Security Certificate alias. The certificates are
stored in the JKS keystore against an alias. This alias (the Security Key) is used
to fetch the required certificate.
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11. Enter the Provider URL.

This field specifies the URL from which the metadata will be sent.

12. Click Create.

The new provider is displayed in the navigation frame.

Modifying Hosted Providers

1. Choose the provider profile you wish to modify, and click on the Edit arrow.

By default the General view is displayed in the Navigation pane. All of the
fields displayed in the General view contain the data that was entered during
the creation of the hosted provider. If you modify any of the fields, click Save

to save the changes.

2. To modify the Service Provider fields, choose Service Provider from the View

menu.

The Assertion Consumer URL field contains data that was entered during the
creation of the remote provider. However, there are four additional fields that

you can modify:

Federation Termination
Protocol

Single Logout Protocol

Authentication Request
Signed
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You can choose SOAP or HTTP/Redirect.

This field specifies if the SOAP or HTTP/Redirect
profile is to be used for federation termination
notifications. This can be changed at any time
during the life of the Provider.

You can choose SOAP, HTTP Get, or HTTP
Redirect.

This field specifies if SOAP or HTTP Redirect is to
be used to notify a logout event. If the remote
provider is defined as an identity provider, it can
also send the notification using the HTTP Get
profile. This can be changed at any time during
the life of the provider.

This option, if enabled, specifies that the remote
provider send signed authentication and
federation requests. The identity provider will not
process unsigned requests originated from the
service provider.



3.

Authentication Context

Click Save to save the changes.

Managing Authentication Domains and Providers

This provides an interface to set the Liberty
authentication context to the Identity Server
authentication levels. The authentication contexts
are:

Previous-Session
Time-Sync-Token

Smartcard

MobileUnregistered
Smartcard-PKI MobileContract
Password
Password-ProtectedTransport
MobileDigitalID

Software-PKI
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4. If the remote provider was defined as an identity provider during creation, you
can modify the fields by selecting Identity Provider in the View menu. Most of
the data contained in these fields were entered at creation.

In this view, you can additionally define the Identity Provider Authentication
Context.

The fields are as follows:

Supported Specifies if the identity provider supports the
authentication context. The identity provider should
support at least one authentication context.

Context Reference Defines the name of the authentication context. There are
ten contexts defined in the Liberty protocol.

Key The query string sent to the /UI/Login (the Identity
Server authentication servlet) will contain a key-value
pair identifying the authentication mechanisms to be
used. The possible key values are:

= Module
= Level

= Role

= Service
= User

Value Defines the value of the key-value pair for the
authentication mechanism.

Priority Indicates the ordering determined by the identity
provider for the Liberty-defined authentication contexts.
If the identity provider does not support the
authentication context requested by the service provider
during the authentication request, it can use any other
authentication context which is either at the same or
higher priority level.

5. Click Save to save the changes.
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Select Authentication Domains in the View menu to edit the authentication
domains to which the remote provider will belong.

Use the direction arrows to move a selected authentication domain into the
Auvailable list. Click Save. This will assign the provider to the authentication
domain. A provider can belong to one or more authentication domains,
however a provider without any authentication domains specified can not
participate in Liberty communications.

Choose Trusted Providers from the View menu.

Choose the trusted providers. The remote provider will only accept request
originated from this set of providers. The requests from other providers will be
ignored. To create the list of trusted providers, select the providers from the
Available field and use the Add button to add them to the Selected field. (You
can remove providers by using the Remove button.) Click Save.

Choose Identity Server Configuration Attributes.

The fields are as follows:

Authentication Type Remote/Local: Specifies if the hosted provider should
contact an identity provider for authentication upon
receiving an authentication request (Remote), or if
authentication should be done by the hosted provider
itself (Local).

Authentication Federate  Specifies the profile used by the hosted provider for
Profile sending authentication requests. Identity Server
provides the following protocols:

= Browser Post - specifies a front-channel (http
POST-based) protocol

= Browser Artifact - Backchannel (non-browser)
SOAP-based protocol.

Organization DN Specifies the storage location of the DN of the
organization if each hosted provider chooses to manage
users across different organizations leading to a hosted
model.

Forced Authentication Indicates if the identity provider must reauthenticate
(even during a live session) when an authorization
request is received.
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Is Passive

Responds With

Liberty Version URI

Name Registration
Indicator

Home Page URL

Default Authentication
Context

Assertion Interval

Cleanup Interval
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If selected, this specifies that the identity provider must
not interact with the principal and must interact with the
user.

This is required for the service provider. It defines what
the service provider should expect to receive from an
identity provider in response to an authentication
request. It can be any QNAME, but by default, the value
issettol i b: Aut henti cati onSt at ement .

Specifies the version of the Liberty specification.

Allows the option for a service provider to participate in
name registration. Name registration is a profile by
which service providers specify a principal’s name
identifier that an identity provider will use when
communicating to the service provider.

Specifies the home page of the provider.

Specifies the authentication context to be used if the
identity provider does not receive it as part of a service
provider request. It also specifies the authentication
context used by the service provider when an unknown
user tries to access a protected resource. The default
values are:

= Previous-Session

= Time-Sync-Token

= Smartcard

= MobileUnregistered

= Smartcard-PKI MobileContract
= Password

= Password-ProtectedTransport
= MobileDigitallID

= Software-PKI

Specifies the validity interval for the assertion issued by
an identity provider. A principal will remain
authenticated by the identity provider until the assertion
interval expires.

Specifies the interval of time to clear assertions that are
stored in the identity provider.
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Artifact Timeout Specifies the timeout of an identity provider for
assertion artifacts.

Assertion Limit Specifies the number of assertions an identity provider
can issue, or that can be stored.

9. Click Save to save the changes.

Deleting Providers
1. Choose Provider from the View menu in Federation Management.

All created Providers display in the Navigation frame.
2. Check the boxes of the Providers you want to delete.

3. Click Delete Selected.

NOTE There is no warning message when performing a delete.
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What is

What is a Policy?

Chapter 6

Policy Management

This chapter describes the policy service management features of Sun ONE
Identity Server. Policy management provides a way to view, manage and configure
all Identity Server policies.

This chapter contains the following sections:
< What s a Policy?
= Policy Types

= Policy Management

a Policy?

Every business has a need to protect its resources. This is done by configuring and
managing rules that define who can do what to which resource. The Identity Server
Policy Service enables an organization to set up these rules or policies.

A policy defines permissions that allow an administrator to assign security levels
based on an organization’s needs and the conditions created within the policy. This
policy, when possessed by an object, defines which resources within an
organization that the object is able to access. A single policy can define either
binary or non-binary decisions. A binary decision is yes/no, true/false or
allow/deny; most policies are of this type. A non-binary decision represents the
value of an attribute. For example, a mail service might include a mai | boxQuot a

Chapter 6  Policy Management 83



Policy Types

attribute with a maximum storage value set for each user. A policy service
administers this restriction ensuring that each user’s quota is not exceeded. In
general, a policy is configured to define what an object can do to which resource
and under what conditions.

Identity Server ships with one policy service, the URL Policy Agent, and one
sample mail service. For more information on the sample mail service and writing
new policy schema, see the Sun One Identity Server Programmer’s Guide.

Policy Types

There are two types of policy that can be configured using Identity Server: a normal
policy or a referral policy. A normal policy consists of rules, subjects and conditions.
A referral policy consists of rules and referrals to organizations.

Normal Policy

In Identity Server, a policy that defines access permissions is referred to as a normal
policy. A normal policy consists of rules, subjects and conditions.

A rule consists of a resource, and one or more sets of an action and a value. A
resource defines the object that is being protected; an action is the name of an
operation that can be performed on the resource and a value defines the
permission.

NOTE It is acceptable to define an action without resources.

Policies are not assigned to identities. Instead, subjects are assigned to policies. A
subject is the identity object to which the policy is assigned and applied.

A condition defines the situations in which a policy is applicable. For example, a 7
am to 10 am condition in a policy means that the policy is applicable only from 7
am to 10 am.

NOTE The terms referral, rule, resource, subject, condition, action and value
correspond to the elements Referral, Rule, ResourceName, Subject, Condition,
Attribute and Value in the pol i cy. dt d. They are explained further in the
Sun One ldentity Server Programmer’s Guide.
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Referral Policy

An administrator might typically need to delegate one organization’s policy
definitions and decisions to another organization. (Alternately, policy decisions for
a resource can be delegated to other policy products.) A referral policy controls this
policy delegation for both policy creation and evaluation. It consists of one or more
rules and one or more referrals. A rule defines the resource whose policy evaluation
is being referred. The referral defines the organization to which the policy
evaluation is being referred.

NOTE The referred-to organization can define or evaluate policies only for those
resources (or their sub-resources) that have been referred to it. This
restriction, however, does not apply to the root organization. Therefore, an
administrator must define management policies at the root level
organization only.

There are two types of referrals bundled with Identity Server: peer organization
and suborganization. They delegate to an organization on the same level and an
organization on a sub-level, respectively. See “Creating Policies for Peer and
Suborganizations,” on page 95 for more information.

Policy Management

You can create, delete, and modify policies through the Policy API, through the
amadni n command line tool, and through the Identity Server console.

This chapter focuses on creating policies through the console.For more information
on amadmi n, see “The amadmin Command Line Tool” on page 123. For more
information on the Policy API, see the “Policy Service” chapter in the Sun One
Identity Server Programmer’s Guide.

Policies are configured using the Identity Management interface. This interface
provides a means for:

= The Top-Level Administrator to view, create, delete and modify policies for a
specific service that can be used across all organizations.

= Anorganization or suborganization administrator to view, create, delete and
modify policies for specific use by the organization.

In general, policy is created at the organization (or suborganization) level to be
used throughout the organization’s tree.
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Figure 6-1 Policy View
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Registering Policy Configuration Services

Registering a policy configuration service is the same as registering any type of
service; it is done within the Identity Management interface. By default, the Policy
Configuration service is automatically registered to the top-level organization. Any
policy service you create must be registered to all organizations. To register a
policy configuration service:

1. Navigate to the Identity Management interface.
When the console opens, the default interface is Identity Management.
2. Choose the organization for which you would like to create policy.

If logged in as the Top-Level Administrator, make sure that the location of the
Identity Management module is the top-level organization where all
configured organizations are visible. The default top-level organization is
defined during installation.

3. Choose Services from the View menu.

If the organization already has registered services, they will be displayed in the
navigation pane.

4. Click Register in the navigation pane.

A listing of services not yet registered to this organization is displayed in the
data pane.
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From the Register Services window, opened in the Data pane, choose Policy
Configuration and click register.

The Policy Configuration Service is added to the list of services in the
Navigation pane.

Configure the policy service by clicking the Properties arrow. If the policy
template has not yet been configured, you will need to create a service
template for the newly registered policy service.

To configure the policy service, click Create. Modify the Policy Configuration
attributes. See “Policy Configuration Attributes,” on page 229 for a description
of these attributes. Click Save.

The policy configuration service is now registered to the chosen organization.

NOTE suborganizations must register their policy services independently

of their parent organization. In other words, the suborganization
o=subor g, dc=sun, dc=comwill not inherit the policy configuration
service from its parent dc=sun, dc=com

Creating Policies

Policies are created through the Identity Management interface. To create a policy:

1.

2.

Navigate to the Identity Management interface.
Choose the organization for which you would like to create a policy.

Ensure that the location of the Policy Management window is correct for your
organization.

Choose Policies from the View menu.

By default, the Organizations view is visible in the View menu. All
suborganizations configured, if any, will be visible below it. If creating policies
for a suborganization, choose the suborganization and then choose Policies
from the View menu.

Click New in the navigation pane. The New Policy window opens.
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Select the type of policy, normal or referral, that you wish to create.

If a referral policy that refers to a suborganization does not exist, you will not
be able to create any polices for suborganizations. For more information, see
“Creating Policies for Peer and Suborganizations,” on page 95.

It is not necessary to define all of the fields for normal or referral policies at this
time. You may create the policy, then add rules, subjects, referrals, and so forth,
later. For information on configuring normal and referral policies, see
“Modifying Policies,” on page 88.

Type a name for the policy and click Next.
The new policy rule window opens under the policy hame created.
By default, the General view is displayed.

The General view displays the name of the policy and allows you to enter a
description of the policy that is to be created.

Click Create to complete the policy’s configuration.

Modifying Policies

Once a normal or referral policy is created, you can modify the rules, subjects,
conditions and referrals.

1.

From the Identity Management interface, select Policies from the View menu.
The policies that were created for that organization are displayed.

Choose the policy you wish to modify and click the Properties arrow. The Edit
Policy window is opened in the Data pane.

By default, the General view is displayed.

Modify a Normal Policy

Through the Identity Management interface, you can create a policy that defines
access permissions. Such a policy is referred to as a normal policy. A normal policy
can consist of multiple rules, subjects, and conditions. This section lists and defines
the default fields that you can specify when creating a normal policy.

Adding Rules

Rules define the resource, actions and action values of the policy. To add rules to a
normal policy:
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From the Identity Management interface, select Policies from the View.
The policies that were created for that organization are displayed.

Choose the policy you wish to modify and click the Properties arrow. The Edit
Policy window is opened in the Data pane.

By default, the General view is displayed.
To define rules for the policy, select Rules from the View menu and click Add.

If more than one policy service exists, they will be listed in the Navigation
pane. Choose the policy service for which you wish to create a policy and click
Next. The Add Rule window is displayed.

Define the resource, actions and action values in the Rules fields.

The fields are:

Service Displays the policy service for the policy to be created.

Name This field allows you to enter the name of the rule.

Resource Name This field allows you to enter the name of a resource. For
example:

http://ww. sunone. com

Currently, the only resources that can be enforced are
http:// andhttps:// addresses.

You must enter a full domain name. Wildcards and IP
addresses are not allowed.

For the URL Policy Agent service, if a port number is not
entered, the default port number is 80 forhttp://, and
443 forhttps://.

Select Actions For the URL Policy Agent Service, you can select either or
both of the following default actions:

- GET
.« POST
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Select Action Values For the URL Policy Agent Service, you can choose one of
the following action values:

= al | owlets you access the resource matching the
resource defined in the rule.

= deny denies access to the resource matching the
resource defined in the rule.

NOTE If the policy service is defined so that an action does not need resource
definitions, the resource field will not be displayed. If the service contains
both types of actions (some requiring resources, some without resources),
an option is displayed to select rules with actions requiring no resources, or
rules with actions requiring resources.

5. Click Create to save the rule.
6. Repeat steps 1 -5 to create additional rules.

7. All of the rules created for that policy are displayed in the table in the Rules
view. Click Save to add the rules to the policy.

To remove a rule from a policy, select the rule and click Remove.

You can edit any rule definition by clicking on the Edit link next to the rule
name.

Adding Subjects
Subjects define the subject to which the policy will apply. To add subjects to a

policy:
1. To define the subject for the policy, select Subject from the View menu and
click Add.

2. Select one of the default subject identities:
o ldentity Server Roles
o LDAP Groups
o LDAP Roles
o LDAP Users
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o Organization

Click Next to continue.

Enter a name for the subject. Click Add.

Perform a search in order to display the identities to add to the subject.
The default (*) search pattern will display the qualified entries.

Select the identities that you wish to add for the subject and click Create.

All of the subjects created for that policy are displayed in the table in the
Subjects view. Select the subjects that you wish to add to the policy and click
Save.

To remove a subject from a policy, select the subject and click Remove.

You can edit any subject definition by clicking on the Edit link next to the rule
name.

Adding Conditions

Conditions allows you to define constraints on the policy. For example, if you are
defining policy for a paycheck application, you can define a condition on this
action limiting access to the application only during specific hours. Additionally,
you may wish to define a condition that only grants this action if the request
originates from a given set of IP addresses or from a company intranet. To add
conditions to a normal policy:

1.

To define conditions for the policy, select Conditions from the View menu.
Click Add to add a new condition, or click the Edit link to edit an existing
condition.

Select one of the following default conditions:
o Authentication Level

o Authentication Scheme

o IP Address
o Time
Click Next.
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3. Define the values for a given condition in the Rules fields. The fields are:

Authentication Level

name

authentication level

Authentication Scheme

name

authentication scheme

IP Address

name
IP Address To/From
DNS Name

Time

name
Date To/From

Time

Day

Timezone
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This field allows you to enter the name of the condition.

The authentication level value indicates how much to
trust authentications.

This field allows you to enter the name of the condition.

This field allows you to choose from the pull-down menu
the authentication scheme for the condition.

This field allows you to enter the name of the condition.
This field allows you to specify the range of the IP address
This field allows you to specify the DNS name.

This field allows you to enter the name of the condition.
This field allows you to specify the range of the date.

This field allows you to specify the range of time within a
day.

This field allows you to specify a range of days.

This field allows you specify a timezone, either standard
or custom.
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4. Once you have defined the condition, click Create.

5. All of the conditions created for that policy are displayed in the table in the
Conditions view. Select the conditions that you wish to add to the policy and
click Save.

To remove a condition from a policy, select the condition and click Remove.

You can edit any condition definition by clicking on the Edit link next to the
rule name.

Modify a Referral Policy

Through the Identity Management interface you can delegate an organization’s
policy definitions and decisions to another organization. (You can also delegate
policy decisions for a resource to other policy products.) A referral policy controls
this policy delegation for both policy creation and evaluation. It consists of a rule
and the referral itself. If the policy service contains actions that do not require
resources, referral policies cannot be created for suborganizations.

Adding Rules
Rules define the resource of the policy. To add rules to a referral policy:

1. To define rules for the policy, select Rules from the View menu. Click Add to
add a new rule, or click the Edit link to edit an existing rule.

2. Define the resource in the Rules fields. The fields are:

Service Displays the policy service for the policy to be created.

Name This field allows you to enter the name of the rule.

Resource Name This field allows you to enter the name of a resource. For
example:

http://ww. sun. com

Currently, the only resources that can be enforced are
http:// andhttps:// addresses.

You must enter a full domain name. Wildcards and IP
addresses are not allowed.

For the Policy URL Agent service, if a port number is not
entered, the default port number is 80 forhtt p: //, and
443 forhttps://.
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3. Click Create to save the rule.
4. Repeat steps 1 - 3 to create additional rules.

5. All of the rules created for that policy are displayed in the table in the Rules
view. Select the rules that you wish to add to the policy and click Save.

To remove a rule from a policy, select the rule and click Remove.

You can edit any rule definition by clicking on the Edit link next to the rule
name.

Adding Referrals

The referral defines the organization to which the policy evaluation is being
referred. By default, there are two types of referrals: peer organization and
suborganization. They delegate to an organization on the same level and an
organization on a sub-level, respectively.

To add a referral:

1. To define referrals for the policy, select Referrals from the View menu. Click
Add to add a new referral, or click the Edit link to edit an existing referral.

2. Define the resource in the Rules fields. The fields are:

referral Displays the current referral.

Name This field allows you to enter the name of the referral.

3. Click Create to save the referral.
To remove a referral from a policy, select the referral and click Remove.

You can edit any referral definition by clicking on the Edit link next to the rule
name.
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Creating Policies for Peer and Suborganizations

In order to create policies for peer or suborganizations, you must first create a
referral policy in the parent (or another peer) organization. The referral policy must
contain, in its rule definition, the resource prefix that is being managed by the
suborganization. Once the referral policy is created in the parent organization (or
another peer organization), normal policies can be created at the suborganization
(or peer organization).

The Identity Server policy framework does not allow the creation of referral
policies if the action name does not contain resource names. In other words, if the
action does not include any resource names, policies can only be created under the
root organization, not under the suborganization.

In this example, o=i sp is the parent organization, o=sun. comis the
suborganization and manages resources and sub-resources of

http://ww. sun. com To create a policy for this suborganization, follow these
steps:

1. Create areferral policy at o=i sp. For information on referral policies, see the
procedure “Modify a Referral Policy,” on page 93.

The referral policy must define htt p: / / www. sun. comas the resource in the
rule, and must contain a SubOrgReferral with sun. comas the value in the
referral.

2. Go to the Organization view and navigate to the suborganization sun. com

3. Ensure that the policy configuration service is registered at the
suborganization level, sun. com For information, see “Registering Policy
Configuration Services,” on page 86.

4. Now that the resource is referred to sun. comby i sp, normal policies can be
created for the resource ht t p: / / www. sun. com or for any resource starting
with http://wwm sun. com

See the procedure “Modify a Normal Policy,” on page 88 for information on
creating normal policies.

To define policies for other resources managed by sun. com additional referral
policies must be created ati sp.
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Chapter 7

Authentication Options

Sun ONE Identity Server provides a framework for authentication, a process which
verifies the identities of users accessing applications within an enterprise. A user
must pass an authentication process before accessing the Identity Server console, or
any other ldentity Server-protected resource. Authentication is implemented
through plug-ins that validate the user’s identity. (This plug-in architecture is
described more fully in the Sun One Identity Server Programmer’s Guide.)

The ldentity Server console is used to set the default values, to register
authentication services, to create an authentication template and to enable the
service. This chapter provides an overview of the authentication services and
instructions for registering them. It contains the following sections:

= Core Authentication

< Anonymous Authentication

« Certificate-based Authentication
< LDAP Directory Authentication
< Membership Authentication

= NT Authentication

= RADIUS Server Authentication
= SafeWord Authentication

= Unix Authentication

= Authentication Configuration

= Authentication By Authentication Level

= Authentication By Module
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Core Authentication

Identity Server provides, by default, nine different authentication services, as well
as a Core authentication service. The Core authentication service provides overall
configuration for the authentication service. Before registering and enabling
Anonymous, Certificate-based, LDAP, Membership, NT, RADIUS, SafeWord, and
Unix authentication, the Core authentication must be registered and enabled.
Chapter 17, “Core Authentication Attributes” contains a detailed listing of the Core
attributes.

98

To Register and Enable the Core Service

1.

Navigate to the navigation pane of the Organization for which the Core service
is to be registered.

Choose Services from the View menu.

Click Register in the navigation pane.

A list of available services displays in the data pane.

Select the checkbox for Core Authentication and click Register.

The Core Authentication service will appear in the navigation pane assuring
the administrator that it has been registered.

Click the Core Authentication Properties arrow.
The message No template available for this service appears in the Data pane.
Click Create.

The Core attributes appear in the data pane. Modify the attributes as necessary.
An explanation of the Core attributes can be found in Chapter 17, “Core
Authentication Attributes” or by clicking the Help link in the upper right hand
corner of the console.
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Anonymous Authentication

By default, when this module is enabled, a user can log in to Identity Server as an
anonymous user. A list of anonymous users can also be defined for this module by
configuring the Valid Anonymous User List attribute (see page 166). Granting
anonymous access means that it can be accessed without providing a password.
Anonymous access can be limited to specific types of access (for example, access
for read or access for search) or to specific subtrees or individual entries within the
directory.

To Register and Enable Anonymous
Authentication

You must log in to Identity Server as the Organization Administrator or Top-Level
Administrator.

1. Navigate to the navigation pane of the Organization for which Anonymous
Authentication is to be registered.

2. Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Anonymous
Authentication service.

3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for Anonymous Authentication and click Register.

The Anonymous Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.

5. Click the Anonymous Authentication Properties arrow.
The message No template available for this service appears in the data pane.
6. Click Create.

The Anonymous Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 15, “Anonymous Authentication Attributes” or by clicking the Help
link in the upper right hand corner of the console.
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7. Click Save.

The Anonymous Authentication service has been enabled.

Logging In Using Anonymous Authentication

In order to log in using Anonymous Authentication, the Core Authentication
service attribute “Organization Authentication Modules,” on page 176 must be
modified to define Anonymous Authentication. This ensures that when the user
logs in using

htt p: / / <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nmodul e=Anonynous the
user will see the Anonymous Authentication login window. Based on the
authentication type that is being used (such as service, role, user, organization), if
the authentication module is configured as the default, there is no need to specify
the module name in the URL.

NOTE The Default Anonymous User Name attribute value in the
Anonymous Authentication service is anonynous. This is the name
users use to log in. A default Anonymous User must be created
within the organization. The user id should be identical to the user
name specified in the Anonymous Authentication attributes.

Certificate-based Authentication

Certificate-based Authentication involves using a personal digital certificate (PDC)
to identify and authenticate a user. A PDC can be configured to require a match
against a PDC stored in Directory Server, and verification against a Certificate
Revocation List.

There are a number of things that need to be accomplished before registering the
Certificate-based Authentication service to an organization. First, the Sun ONE
Web Server that is installed with the Identity Server needs to be secured and
configured for Certificate-based Authentication. Before enabling the
Certificate-based service, see Chapter 5, “Securing Your Web Server” in the iPlanet
Web Server 6.0 Administrator’s Guide for these initial Web Server configuration steps.
This document can be found at the following location:

http://docs. sun. coni db/ doc/ 816-5691- 10
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NOTE Each user that will authenticate using the certificate-based service

must request a PDC for their browser. Instructions are different
depending upon the browser used. See your browser’s
documentation for more information.

To Register and Enable Certificate-based
Authentication

You must log in to Identity Server as the Organization Administrator.

1.

Navigate to the navigation pane of the Organization for which
Certificate-based Authentication is to be registered.

Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Certificate-based
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for Certificate-based Authentication and click Register.

The Certificate-based Authentication service will appear in the navigation
pane assuring the administrator that it has been registered.

Click the Certificate-based Authentication Properties arrow.
The message No template available for this service appears in the data pane.
Click Create.

The Certificate-based Authentication attributes appear in the data pane.
Modify the attributes as necessary. An explanation of these attributes can be
found in Chapter 16, “Certificate Authentication Attributes” or by clicking the
Help link in the upper right hand corner of the console.

Click Save.
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Logging In Using Certificate-based
Authentication

In order to log in using Certificate-based Authentication, the Core Authentication
service attribute “Organization Authentication Modules,” on page 176 must be
modified to define Certificate-based Authentication. This ensures that when the
user logs in using

http:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nmodul e=Cert, they will
see the Certificate-based Authentication login window. Based on the
authentication type that is being used (such as role, user, organization), if the
authentication module is configured as the default, there is no need to specify the
module name in the URL.

LDAP Directory Authentication
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With the LDAP Authentication service, when a user logs in, he or she is required to
bind to the LDAP Directory Server with a specific user DN and password. This is
the default authenticating module for all organization-based authentication. If the
user provides a user id and password that are in the Directory Server, the user is
allowed access to, and is set up with, a valid Identity Server session. LDAP
Authentication is enabled by default when Identity Server is installed. The
following instructions are provided in the event that the service is disabled.

To Register and Enable LDAP Authentication

You must log in to Identity Server as the Organization Administrator or Top-Level
Administrator.

1. Navigate to the navigation pane of the Organization for which LDAP
Authentication is to be registered.

2. Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the LDAP
Authentication service.

3. Click Register in the navigation pane.

A list of available services displays in the data pane.
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4. Select the checkbox for LDAP Authentication and click Register.

The LDAP Authentication service will appear in the navigation pane assuring
the administrator that it has been registered.

5. Click the LDAP Authentication Properties arrow.
The message No template available for this service appears in the data pane.
6. Click Create.

The LDAP Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 18, “LDAP Authentication Attributes” or by clicking the Help link in
the upper right hand corner of the console.

7. Enter the password in the Password for Root User Bind attribute. By default,
the am dapuser password that was entered during installation is used as the
bind user.

To use a different bind user, change the DN of the user in the DN For Root
User Bind attribute, and enter the password for that user in the Password for
Root User Bind attribute.

8. Click Save.

The LDAP Authentication service has been enabled.

Logging In Using LDAP Authentication

In order to log in using LDAP Authentication, the Core Authentication service
attribute “Organization Authentication Modules,” on page 176 must be modified
to define LDAP Authentication. This ensures that when the user logs in using
http:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nmodul e=LDAP, they will
see the LDAP Authentication login window. Based on the authentication type that
is being used (such as service, role, user, organization), if the authentication
module is configured as the default, there is no need to specify the module name in
the URL.
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Enabling LDAP Authentication Failover

The LDAP authentication attributes include a value field for both a primary and a
secondary Directory Server. Identity Server will look to the second server for
authentication if the primary server becomes unavailable. For more information,
see the LDAP attributes “Primary LDAP Server and Port,” on page 186 and
“Secondary LDAP Server and Port,” on page 186.

Membership Authentication
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Membership authentication is implemented similarly to personalized sites such as
ny. site. comor mysun. sun. com When this service is enabled, a user creates an
account and personalizes it without the aid of an administrator. With this new
account, the user can access it as a registered user. The user can also access the
viewer interface, saved on the user profile database as authorization data and user
preferences.

To Register and Enable Membership
Authentication

You must log in to Identity Server as the Organization Administrator or Top-Level
Administrator.

1. Navigate to the navigation pane of the Organization for which Membership
Authentication is to be registered.

2. Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Membership
Authentication service.

3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for Membership Authentication and click Register.

The Membership Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.
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5. Click the Membership Authentication Properties arrow.
The message No template available for this service appears in the data pane.
6. Click Create.

The Membership Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 19, “Membership Authentication Attributes” or by selecting the Help
link in the upper right hand corner of the console.

7. Enter the password in the Password for Root User Bind attribute. By default,
the am dapuser password that was entered during installation is used as the
bind user.

To use a different bind user, change the DN of the user in the DN For Root
User Bind attribute, and enter the password for that user in the Password for
Root User Bind attribute.

8. Click Save.

The Membership Authentication service has been enabled.

Logging In Using Membership Authentication

In order to log in using Membership Authentication, the Core Authentication
service attribute “Organization Authentication Modules,” on page 176 must be
modified to define Membership Authentication. This ensures that when the user
logs in using

htt p://<host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nodul e=Menber shi p,
they will see the Membership Authentication login (Self Registration) window.
Based on the authentication type that is being used (such as service, role, user,
organization), if the authentication module is configured as the default, there is no
need to specify the module name in the URL.

NT Authentication

Identity Server can be configured to work with an NT /Windows 2000 server that
is already installed. Identity Server provides the client portion of NT
authentication. The NT server may exist on the system on which Identity Server is
installed, or on a separate system.
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4.

Configure the NT server.
For detailed instructions, see the NT server documentation.

Before you can register and enable the NT authentication service, you must
obtain and install a Samba client to communicate with Identity Server on your
Solaris system. For more information, see “NT Authentication Attributes,” on
page 197.

Add the module class to the Pluggable Auth Module Classes attribute in the
Core Authentication Service. To do so:

a. Select Service Configuration in the Identity Server Console.
b. Click on the Properties arrow for the Core Authentication Service.

c. Add the module class for the NT authentication service in the Pluggable
Auth Module attribute. For example:

comsun.identity.authentication.nodul es.nt.NT

For more information on this attribute, see “Pluggable Auth Module
Classes,” on page 174.

Register and enable the NT authentication service.

To Register and Enable NT Authentication

You must log in to Identity Server as the Organization Administrator or Top-Level
Administrator.

1.

Navigate to the navigation pane of the Organization for which NT
Authentication is to be registered.

Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the NT Authentication
service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for NT Authentication and click Register.

The NT Authentication service will appear in the navigation pane assuring the
administrator that it has been registered.
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5. Click the NT Authentication Properties arrow.
The message No template available for this service appears in the data pane.
6. Click Create.

The NT Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 20, “NT Authentication Attributes” or by selecting the Help link in the
upper right hand corner of the console.

7. Click Save.

The NT Authentication service has been enabled.

Logging In Using NT Authentication

In order to log in using NT Authentication, the Core Authentication service
attribute “Organization Authentication Modules,” on page 176 must be modified
to define NT Authentication. This ensures that when the user logs in using

htt p:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nmodul e=NT, they will see
the NT Authentication login window. Based on the authentication type that is
being used (such as service, role, user, organization), if the authentication module
is configured as the default, there is no need to specify the module name in the
URL.

RADIUS Server Authentication

Identity Server can be configured to work with a RADIUS server that is already
installed. This is useful if there is a legacy RADIUS server being used for
authentication in your enterprise. Enabling the RADIUS authentication service is a
two-step process.

1. Configure the RADIUS server.
For detailed instructions, see the RADIUS server documentation.

2. Register and enable the RADIUS authentication service.

To Register and Enable RADIUS Authentication

You must log in to Identity Server as the Organization Administrator.
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1. Navigate to the navigation pane of the Organization for which RADIUS
Authentication is to be registered.

2. Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the RADIUS
Authentication service.

3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for RADIUS Authentication and click Register.

The RADIUS Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.

5. Click the RADIUS Authentication Properties arrow.
The message No template available for this service appears in the data pane.
6. Click Create.

The RADIUS Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 21, “RADIUS Authentication Attributes” or by selecting the Help link
in the upper right hand corner of the console.

7. Click Save.
The RADIUS Authentication service has been enabled.

Logging In Using RADIUS Authentication

In order to log in using RADIUS Authentication, the Core Authentication service
attribute “Organization Authentication Modules,” on page 176 must be modified
to define RADIUS Authentication. This ensures that when the user logs in using
http:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nodul e=RADI US, they
will see the RADIUS Authentication login window. Based on the authentication
type that is being used (such as service, role, user, organization), if the
authentication module is configured as the default, there is no need to specify the
module name in the URL.
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SafeWord Authentication

Identity Server can be configured to handle SafeWord Authentication requests to
Secure Computing’s SafeWord™ or SafeWord PremierAccess™ authentication
servers. ldentity Server provides the client portion of SafeWord authentication. The
SafeWord server may exist on the system on which Identity Server is installed, or
on a separate system.

To Register and Enable SafeWord
Authentication

You must log in to Identity Server as the Organization Administrator or Top-Level
Administrator.

1.

Navigate to the navigation pane of the Organization for which Safeword
Authentication is to be registered.

Choose Services from the View menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the SafeWord
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for SafeWord Authentication and click Register.

The SafeWord Authentication service will appear in the navigation pane,
assuring the administrator that it has been registered.

Click the SafeWord Authentication Properties arrow.
The message No template available for this service appears in the data pane.
Click Create.

The SafeWord Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 22, “SafeWord Authentication Attributes,” or by clicking the Help link
on the upper right corner of the console.

Click Save.

The SafeWord Authentication service has been enabled.
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Logging In Using SafeWord Authentication

In order to log in using SafeWord Authentication, the Core Authentication service
attribute “Organization Authentication Modules,” on page 176 must be modified
to define SafeWord Authentication. This ensures that when the user logs in using
htt p:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?nmodul e=SAFEWORD, they
will see the SafeWord Authentication login window. Based on the authentication
type that is being used (such as role, user, organization), if the authentication
module is configured as the default, there is no need to specify the module name in
the URL.

Unix Authentication

Identity Server can be configured to process authentication requests against Unix
userids and passwords known to the Solaris system on which Identity Server is
installed. While there is only one organizational attribute, and a few global
attributes for Unix authentication, there are some system-oriented considerations.

In order to authenticate locally-administered userids (see adni nt ool (1M)), root
access is required. If Identity Server is installed to run as nobody, or a userid other
than root, then the <i nst al | _di r >/ SUN\Vam bi n/ doUni x process must still execute
as root. The passwd entry inthe / et ¢/ nsswi t ch. conf file determines whether the
/ et ¢/ passwd and / et ¢/ shadowfiles, or NIS are consulted for authentication.

Unix Authentication makes use of an authentication helper, which is a separate
process from the main Identity Server process. Upon startup, this helper listens on
a port for configuration information. There is only one Unix helper per Identity
Server to serve all of its organizations. The Unix authentication service is not
available on the Windows platform.

To Register and Enable Unix Authentication

You must log in to the Identity Server as Top-Level Administrator for the following
steps.

1. Select the Service Configuration module.

2. Click on the Unix Authentication Properties arrow in the Service Name list.
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Unix Authentication

Several Global and one Organization attributes are displayed. Because one
Unix helper serves all of the Identity Server server’s organizations, most of the
Unix attributes are global. An explanation of these attributes can be found in
Chapter 23, “Unix Authentication Attributes,” or by clicking the Help link in
the upper right corner of the console.

Click Save to save the new values for the attributes.

You may log in to Identity Server as the Organization Administrator to enable
Unix Authentication for an organization.

Navigate to the navigation pane of the Organization for which Unix
Authentication is to be registered.

Choose Services from the View menu.

The Core service, if already registered, displays in the Navigation pane. If it is
not already registered, it can be done concurrently with the Unix
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for Unix Authentication and click Register.

The Unix Authentication service will appear in the Navigation pane, assuring
the administrator that it has been registered.

Click the Unix Authentication Properties arrow.
The message No template available for this service appears in the date pane.
Click Create.

The Unix Authentication organization attribute appears in the data pane.
Modify the Authentication Level attribute as necessary. An explanation of this
attribute can be found in Chapter 23, “Unix Authentication Attributes,” or by
clicking the Help link in the upper right corner of the console.

Click Save.

The Unix Authentication service has been enabled.
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Logging In Using Unix Authentication

In order to log in using Unix Authentication, the Core Authentication service
attribute “Organization Authentication Modules,” on page 176 must be modified
to define Unix Authentication. This ensures that when the user logs in using

htt p:// <host nane>: <port >/ <depl oy_URI >/ Ul / Logi n?rmodul e=Uni x, the user
will see the Unix Authentication login window. Based on the authentication type
that is being used (such as service, role, user, organization), if the authentication
module is configured as the default, there is no need to specify the module name in
the URL.

Authentication Configuration
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The Authentication Configuration service is used to define authentication modules
for any of the following authentication types:

e organization

e role
e service
e user

Once an authentication module is defined for one of these authentication types, the
module can be configured to supply redirect URLS, as well as a post-processing
Java class specification, based on a successful or failed authentication process.

Before an authentication module can be configured, the Core authentication service
attribute Organization Authentication Modules must be modified to include the
specific authentication module name.

Authentication Configuration User Interface

The Authentication Configuration services allows you to define one or more
authentication services (or modules) that a user must pass before being allowed
access to the console or any secured resource within Identity Server. Organization,
role, service, and user-based authentication use a common user interface to define
the authentication modules. (Instructions for access the Authentication
Configuration interface for specific object types are described in subsequent
sections).
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Click on the Edit link next to the object’s Authentication Configuration
attribute to display the Module List window.

This window lists the authentication modules that have been assigned to the
object. If no modules exist, click Add to display the Add Module window.

The Add Module Window contains three files to define:

Module Name This pull-down list allows you to select the
authentication modules (including custom modules that
may be added) available to Identity Server. By default,
the modules are:

- LDAP

= Cert

= Anonymous
= SafeWord

< Membership

e NT
< RADIUS
e Unix
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Flag
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This pull-down menu allows you specify the
authentication module requirements. It can be one of:

= REQUIRED - The authentication module is required
to succeed. If it succeeds or fails, authentication
continues to proceed down the authentication
module list.

= REQUISITE - The authentication module is required
to succeed. If it succeeds, authentication continues
down the authentication module list. If it fails, control
returns to the application (authentication does not
proceed down the authentication module list.)

e SUFFICIENT - The authentication module is not
required to succeed. If it does succeed, control
immediately returns to the application
(authentication does not proceed down the
authentication module list.). If it fails, authentication
continues down the list.

e OPTIONAL - The authentication module is not
required to succeed. If it succeeds or fails,
authentication still continues to proceed down the
list.

These flags establish an enforcement criteria for the
authentication module for which they are defined. There
is hierarchy for enforcement, with REQUIRED being the
highest, and OPTION being the lowest.

For example, if an administrator defines an LDAP
module with the REQUIRED flag, then the user’s
credential must pass the LDAP authentication
requirements to access a given resource.

If you add multiple authentication modules and for each
module the Flag is set to REQUIRED, the user must pass
all authentication requirements before being granted
access.

For more information on the flag definitions, refer to the
JAAS (Java Authentication and Authorization Service)
located at:

http://java.sun.com/security/jaas/doc/module.html
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Option Allows for additional options for the for the module as a
key=value pair. Multiple options are separated by a
space.

Figure 7-1 Add Module List Window For A User

Add Module

Module Name: * LDAP
Flag: * REQUIRED
Option: I

3. Once the fields are selected, click OK to return to the Module List window. The
authentication modules you have defined are listed in this window. Click Save.

You can add as many authentication modules to this list as you wish. Adding
multiple authentication modules is called chaining. If you are chaining
authentication modules, note that the order in which they are listed defines the
order of hierarchy of enforcement.

To change the order of the authentication modules:
a. Click the Reorder button.
b. Select the module you wish to reorder.

c. Use the Up and Down buttons to place it in the desired position.
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Figure 7-2 Module List Window For A User

Module List - userl

[Add... |[ Delete ][ Reorder |

LDAP REQUIRED
Cert REQUIRED
Anonymous OPTIONAL

4. Toremove any authentication module from the list, select the checkbox next to
the authentication module and click Delete.

Authentication Configuration for Organizations

Authentication modules are set for an organization by first registering the Core
Authentication service to the organization.

To configure the organization’s authentication attributes:

1. Navigate to the organization for which you will configure the authentication
attributes.

2. Select Services from the View menu.
3. Click the Core Properties arrow in the service listing.
The Core authentication attributes are displayed in the data frame.

4. Click the edit link next to the Admin Authenticator attribute. This allows you
to define the authentication services for administrators only. An administrator
is a user who needs access to the Identity Server console. This attribute can be
used if the authentication module for administrators needs to be different from
the module for end users. The default authentication module is LDAP.

Once you have defined the authentication services, click Save to save the
changes, and click Close to return to the Core Authentication attributes for
organizations.
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Click the Edit link next to the Organization Authentication Configuration
attribute. This allows you to define authentication modules for all users within
the organization. The default authentication module is LDAP.

Once you have defined the authentication services, click Save to save the
changes, and click Close to return to the Core Authentication attributes for
organizations.

Authentication Configuration for Roles

Authentication modules are set for roles after registering the Authentication
Configuration service at the role level.

1. Navigate to the organization for which you will configure the authentication
attributes.

2. Choose Roles from the View menu.

3. Select the role for which to set the authentication configuration and click on the
Properties arrow.

The role’s properties are displayed in the data frame.

4. Select Services from the View menu in the data frame.

5. Modify the Authentication Configuration attributes as necessary. An
explanation of these attributes can be found in Chapter 24, “Authentication
Configuration Attributes,” or by clicking the Help link in the upper right
corner of the console.

6. Click Save.

NOTE If you are creating a new role, the Authentication Configuration

service is not automatically assigned to it. Make sure that you select
the Authentication Configuration service option at the top of the
role profile page before you create it.
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Authentication Configuration for Services

Authentication modules are set for services after registering the Authentication
Configuration service. To do so:

1. Choose Services from the View menu in the Identity Management module.

The list of registered services are displayed. If the Authentication
Configuration service is not registered, continue with the steps below. If the
service is registered, skip to step Step 4.

2. Click Register in the Navigation Pane.
A list of available services is displayed in the data pane.
3. Select the checkbox for Authentication Configuration and click Register.

The Authentication Configuration service will appear in the navigation pane
assuring the administrator that it has been registered.

4. Click the Authentication Configuration Properties arrow.
The Service Instance List is displayed in the in the data pane.

5. Click on the service instance for which to configure the authentication
modules.

6. Modify the authentication configuration attributes and click Save. An
explanation of these attributes can be found in Chapter 24, “Authentication
Configuration Attributes,” or by clicking the Help link in the upper right
corner of the console.

Authentication Configuration for Users

1. Choose Users from the View menu in the Identity Management module.
The list of users is displayed in the navigation pane.

2. Select the user you wish to modify and click the Properties arrow.

The user profile is displayed in the data pane.
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NOTE If you are creating a new user, the Authentication Configuration
service is not automatically assigned to the user. Make sure that you
select the Authentication Configuration service option at the top of
the user profile page before you create the user. If this option is not
selected, the user will not inherit the authentication configuration
defined at for the role.

3. Toensure that the Authentication Configuration service is assigned to the user,
Select Services from the View menu. If assigned, the Authentication
Configuration service will be listed as an assigned service.

4. Select User from the View menu in the data pane.

5. Click on the Edit link next to the User Authentication Configuration attribute
to define the authentication modules for the user.

6. Click Save.

Authentication By Authentication Level

Each authentication module can be associated with an integer value for its
authentication level. Authentication levels can be assigned by clicking the
authentication module’s Properties arrow in Service Configuration, and changing
the corresponding value for the module’s Authentication Level attribute. Higher
authentication levels define a higher level of trust for the user once that user has
authenticated to one or more authentication modules.

The authentication level will be set on a user's SSO token after the user has
successfully authenticated to the module. If the user is required to authenticate to
multiple authentication modules, and does so successfully, the highest
authentication level value will be set in user's SSO token.

If a user attempts to access a service, the service can determine if the user is
allowed access by checking the authentication level in user's SSO token. It then
redirects the user to the go through the authentication modules with a set
authentication level.

Users can also access authentication modules with specific authentication level. For
example, a user performs a login with the following syntax:

htt p://<host nane>: <port >/ <depl oy_uri >/ U/ Logi n?aut hl evel =<aut h_I| evel _val ue>
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All modules whose authentication level is larger or equal to <aut h_| evel _val ue>
will displayed as an authentication menu for the user to choose. If only one
matching module is found, then the login page for that authentication module will
be directly displayed.

Authentication By Module

Users can access a specific authentication module using the following syntax:
htt p://<host nane>: <port >/ <depl oy_uri >/ U/ Logi n?nodul e=<nodul e_nane>

Before the authentication module can be accessed, the Core authentication service
attribute Organization Authentication Modules must be modified to include the
authentication module name. If the authentication module name is not included in
this attribute, the “authentication module denied” page will be displayed when the
user attempts to authenticate. For more information, see “Organization
Authentication Modules,” on page 176.
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Part 2

Command Line Reference Guide

This is the Command Line Reference Guide, part two of the Sun ONE Identity
Server Administration Guide. This section contains the following chapters:

The amadmin Command Line Tool
The amserver Command Line Tool
The ampassword Command Line Tool
The am2bak Command Line Tool

The bak2zam Command Line Tool

The VerifyArchive Command Line Tool

All of the command line tools described in this section can be found in the
following default location:

I dentity_Server _root/opt/ SUN\Vani bi n
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Chapter 8

The amadmin Command Line Tool

This chapter provides information on the amadni n command line tool and contains
the following sections:

e The amadmin Command Line Tool

= Creating Policies with amadmin

The amadmin Command Line Executable

The primary purposes of the command line executable amadmi n is to load XML
service files into the Directory Server and to perform batch administrative tasks on
the DIT. amadni n can be found in | dentity_Server _root/ SUNWAN bi n and is
used to:

= Load XML service files - Administrators load services into Sun One™ Identity
Server that use the XML service file format defined in the sns. dt d. All services
must be loaded using amadni n; they cannot be imported through the Identity
Server console.

NOTE XML service files are stored in the Directory Server as static blobs of XML
data that is referenced by ldentity Server. This information is not used by
Directory Server which only understands LDAP.
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= Perform batch updates to the DIT - Administrators can perform batch updates
to the Directory Server DIT using the batch processing XML file format defined
in the amadni n. dt d. For example, if an administrator wants to create 10
organizations, 1000 users, and 100 groups, it can be done in one attempt by
putting the requests in one or more batch processing XML files and loading
them using amadni n. More information on this can be found in the “Service
Management” chapter in the Sun One Identity Server Programmer’s Guide.

NOTE amadm n only supports a subset of features that the Sun One™ Identity
Server console supports and is not intended as a replacement. It is
recommended that the console be used for small administrative tasks while
amadmi n is used for larger administrative tasks.

amadm n will not enfore the account expiry date set for a user when it tries
to bind to Directory Server to authenticate the user.

The amadmin Syntax

There are a number of structural rules that must be followed in order to use
amadni n. The generic syntaxes for using the tool are:

e« amadmn -u | --runasdn <dnnanme> -w | --password <password> [-] |
--local e <local enane>] [[-v | --verbose] | [-d |--debug]] -t |
--data <xmfilel> [<xmfile2> ...]

e amadnmin -u | --runasdn <dnnanme> -w | --password <password> [-] |
--local e <local ename>] [[-v | --verbose] | [-d | --debug]] -s |
--schema <xm filel> [<xmfile2> ...]

e amadmn -u | --runasdn <dnnane> -w | --password <password> [-] |
--local e <local enanme>] [[-v | --verbose] | [-d | --debug]] -r |
--del eteServi ce <serviceNanmel> [<serviceName2> ...]

e amadmin -u | --runasdn <dnname> -w | --password <password> or -f
| --password file <passwordfile> [-1 | --local e <l ocal enanme>]
[[-v ]| --verbose] | [-d | --debug]] -m| --session <servernanme>
<pattern>

e« amadmn -h | --help

e amadmn -n | --version

NOTE Two hyphens must be entered exactly as shown in the syntax.
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amadmin Options
Following are definitions of the amadni n command line parameter options:

--runasdn

--runasdn is used to authenticate the user to the LDAP server. The argument is a
value equal to that of the Distinguished Name (DN) of the user authorized to run
amadni n; for example

- -runasdn ui d=amAdm n, ou=Peopl e, o=i pl anet . com o=i sp.

The DN can also be formatted by inserting spaces between the domain components
and double quoting the entire DN such as: - - runasdn " ui d=amAdni n,
ou=Peopl e, o=ipl anet.com o=isp".

--password

- - passwor d is a mandatory option and takes a value equal to that of the password
of the DN specified with the - - r unasdn option.

--locale

- -1 ocal e is an option that takes a value equal to that of the name of the locale. This
option can be used for the customization of the message language. If not provided,
the default locale, en_US, is used.

--continue

--continue is an option that will continue to process the XML files even if there are
errors. For example, if there are three XML files to be loaded at the same time, and
the first XML file fails, amadni n will continue to load the remaining files.

--session

--sessi on (- m) is an option to manage the sessions, or to display the current
sessions. When specifying - - r unasdn, it must be the same as the DN for the super
user in AMConf i g. properti es, or just ID for the top-level admin user.

The following example will display all sessions for a particular service host name;:

amadm n -u ui d=amadmi n, ou=peopl e, dc=i pl anet, dc=com -v -w
12345678 -m http://sun. com 58080

The following example will display a particular user’s session:

amadm n -u ui d=amadmi n, ou=peopl e, dc=i pl anet, dc=com -v -w
12345678 -m http://sun.com 58080 <usernanme>

The user nane attribute is case sensitive. So, for example, if you specify anadni n
instead of amAdni n as the user nanme, nothing will be returned.
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You can terminate a session by entering the corresponding index number, or enter
multiple index numbers (with spaces) to terminate multiple sessions.

--debug

- - debug is an option that will write messages to the amAdni n file created under the
identity_server_root/ SUNWanT web- apps/ ser vi ces/ debug directory. These
messages are technically-detailed but not i18n-compliant.

--verbose

- -ver bose is an option that prints to the screen the overall progress of the amadni n
command. It does not print to a file the detailed information. Messages output to
the command line are i18n- compliant.

--data

- - dat a is an option that takes as its value the name of the batch processing XML
file being imported. One or more XML files can be specified. This XML file can
create, delete and read various directory objects as well as register and unregister
services. For more information on what types of XML files can be passed to this
option, see the “Servic Management” chapter in the Sun ONE Identity Server
Programmer’s Guide.

--schema

- - schema is an option that loads the attributes of an Sun One™ Identity Server
service into the Directory Server. It takes as an argument an XML service file in
which the service attributes are defined. This XML service file is based on the
sms. dt d. One or more XML files can be specified.

NOTE Either the - - dat a or - - schema option must be specified, depending
on whether configuring batch updates to the DIT, or loading service
schema and configuration data.

--deleteservice
- -del et eservi ce is an option for deleting a service and its schema only.

--serviceName

- - servi ceNane is an option that takes a value equal to the service name which is
defined under the Servi ce name=. .. tag of an XML service file. This portion is
displayed in Code Example 8-1 on page 127.
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Code Example 8-1 Portion of sanpl eMai | Servi ce. xm

<Servi cesConfi gurati on>
<Servi ce name="sanpl eMai | Servi ce" version="1.0">
<Schema
servi ceH erarchy="/ot her. confi guration/sanpl eMai | Service"
i 18nFi | eNane="sanpl eMai | Servi ce"
i 18nKey="i pl anet - am sanpl e- mai | - servi ce-descripti on">

--help
- - hel p is an argument that displays the syntax for the amadni n command.

--version

--versi on is an argument that displays the utility name, product name, product
version and legal notice.

Creating Policies with amadmin

Policies can be administered through amadni n, however they cannot be modified
using amadmin directly. To modify the policy, you must first delete the policy and
the add the modified policy using amadmin.

To add policies using anadni n, the policy XML file must be developed following
the policy. dtd. (policy.dtd is described in the Sun One Identity Server
Programmer’s Guide) Once the policy’s XML file is developed, you can use the
following command to load it:

<instal | -di r>/ SUN\VaN bi n/ amadm n
--runasdn "ui d=amAdmi n, ou=Peopl e, <def aul t _or g>, <r oot _suf fi x>"
- - password <passwor d>
--data <policy.xm >

When creating policies through amadni n, ensure that the authentication module is
registered with the organization while creating authentication scheme condition;
that the corresponding LDAP objects (organizations, groups, roles and users) exist
while creating Organization, LDAP groups’, LDAP roles’ and LDAP users’
subjects; that Identity Server roles exist while creating IdentityServerRoles subjects;
and that the relevant organizations exist while creating sub organization or peer
organization referrals.
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Chapter 9

The amserver Command Line Tool

This chapter provides information on the anser ver command line tool. This
chapter contains the following sections:

e The amserver Command Line Executable

= Using amserver for Multi-Server Installer Administration

The amserver Command Line Executable

The anser ver command line executable is to create, start, stop, and delete
additional Identity Server instances on the Solaris platform. anser ver on the
Windows 2000 platform only allows for starting and stopping ldentity Server.

amserver Syntax

The generic syntax for the tools is:

.lamserver { create | delete [<instance_nane>] | startall | start |
stop | stopall | version }

amserver Commands for Solaris

create

creat e is a command that is used to create a new instance of ldentity Server.The
amserver script should be run as root. To create instances run amserver script

.l amserver create. Detailed steps for creating multiple server instances are
described in “Using amserver for Multi-Server Installer Administration,” on
page 130.
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startall

startal | isacommand that is used to start all the Identity server instances. To
start individual instance run:

I dentity_Server _root/SUNWanT bi n/ anser ver. <i nst ance_nane> start

stopall

st opal | isacommand that is used to stop all the Identity Server instances. To stop
individual identity server instance run;

[ opt / SUNWANT bi n/ anser ver . <i nst ance_nane> st op

delete
del et e is a command that will delete all the files created by the cr eat e option.

amserver Commands for Windows 2000
amserver on the Windows 2000 platform only supports the following commands:

start
start isacommand that starts the Identity Server.

stop
st op is a command that stops the Identity Server.

restart
restart isacommand that restarts Identity Server

amser ver cannot stop or start Directory Server if its not installed with Identity
Server packages. You may nheed to start it manually

Using amserver for Multi-Server Installer
Administration

130

You can use the anser ver command line utility to install and administer multiple
instances of Identity Server. Before installing multiple instances of Identity Server,
you must log in as root. The scripts described in the steps below can be found in
<l dentity_Server_root>/ SUN\Vani bi n.

To install multiple instances:
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Create a new server instance through amServer by entering . / anser ver
Create.

For example, if you were to create instances named i nst ancel which will
listen to port 81:, the output of the script output may look like the following:

HEH B B R R R R R R R R R R R R R
HEHBH

Please enter the name of the server instance: instancel
Please enter the port number: 81

Do you want to create more server instances? y/[n]
Installing... please wait....

R R R R
Hit

A directory is then created for each web server instance. Example:
<l dentity_Server_root >/ SUNVani servers/ https-<i nstance_nanme>

The Identity Server applications are deployed to the following location:

<l dentity_Server_root>/ SUNVanI server s/ web- apps- <i nst ance_nane>

C.

The <Identity_Server_root >/ SU\WaN bi n directory holds the instance
specific version of antser ver . For example:

anmser ver . <i nst ance_nane>

A copy of the Identity Server configuration file is created in
<l dentity_Server_root>/ SUNVanT | i b/ AMConf i g- <i nst ance_nane>. pr
operties.

The file/ et ¢/ r c3. d, holds the instance specific version of the initialization
files:

S55anser ver . <i nst ance_nane>

K55anser ver . <i nst ance_name>
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NOTE Do not use “_ (under score_ or “.” (period) in the creation of the

instance name

Start all Identity Server instances, including the original server instance, by
entering:

.l amserver startall
You can alternatively use the following command to start individual servers:
<l dentity_Server_root>/ SUN\Vani bi n/ anser ver. <i nst ance_nanme> start

You should now be able to invoke the Identity Server login screens for all
instances through your browser.

Stop all server instances, including the original, by entering:

.l amserver stopall

Alternatively, you can use the following command to stop individual servers:
<l dentity_Server_root>/ SUNVANT bi n/ anser ver. <i nst ance_namnme> st op
Invoke the Delete Command option by entering:

.l anmserver delete

All of the files created by the Create command should be removed. If you use
the Identity Server Uninstall utility, the files generate by the scripts are not
removed.

Specify your directories for the debug files by entering:

Edi t
<l dentity_Server_root>/ SUN\Van1 | i b/ AMConf i g- <i nst ance_nane>. pr ope
rties

Make sure that you change the com i pl anet . servi ces. debug. directory
property to your designated directory.

Invoke the ammul ti serveri nstal | utility by using the following syntax:
amul tiserverinstall [ server-instance-name ] [ port-nunber ]

For applications that require the installation of multiple instances of Identity
Server, but prefer a non-interactive interface, use the ammul ti serverinstal |
utility. If the anmmul ti serverinstal | fails, it will exit with a value of 1.

amser ver will automatically add server instances to the Platform Server List.
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8. Configure Identity Server to run in SSL mode. Instructions for this found in
Appendix A, “Configuring Identity Server in SSL Mode” of this manual.

9. Enter the following command to start all of the Identity Server instances:
./ amserver startall

Alternatively, you can use the following command to start individual Identity
Server instances:

.l anserver-<i nstance> start
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Chapter 10

The ampassword Command Line
Tool

This chapter provides information on the anPasswor d command line tool and
contains the following sections:

= The ampassword Command Line Executable

= Running ampassword on SSL

The ampassword Command Line Executable

Identity Server contains an anpasswor d utility under $i nst al | r oot / bi n. This
utility allows you change the Identity Server password for the administrator or
user.

The ampassword Syntax

The generic syntax for using the ampassword tool is:

anpassword -a | --admin [ -0 | --old <oldPassword> -n | --new
<newPasswor d> |

anpassword -p | --proxy [ -o | --old <ol dPassword> -n | --new
<newPasswor d> ]

anpassword -e | --encrypt [ password ]

NOTE Two hyphens must be entered exactly as shown in the syntax.
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ampassword Options

--admin
--admin is used to change the admin password.

--proxy
- - proxy is used to change the proxy password. It corresponds to the proxy user
(user type proxy inserverconfig. xm .)

--encrypt
--encrypt is used to encrypt the password. It is printed to the command line.

Running ampassword on SSL

To run ampassword with Identity Server running in Secure-Socket Layer (SSL)
mode:

1. Modify the serverconfig.xml file, located in the following directory:
I dentity_Server_root/ SUNVanm confi g/ ums

2. Change port the server attribute to the SSL port which Identity Server is
running.

3. Change the t ype attribute to SSL.

For example:

<i Pl anet Dat aAccesslLayer >
<Server Group nane="default" m nConnPool ="1" maxConnPool =" 10" >

<Server name="Serverl" host="sun.coni port="636" type="SSL"
/>

<User name="User 1" type="proxy">
<Di r DN>

ch=puser, ou=DSAME User s, dc=i pl anet, dc=com
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</ Di r DN>
<Di r Passwor d>
AQ C5WVRLY4Sf cy+A@BXXghWhBE92i 78cqf
</ Di r Passwor d>

</ User> ...

Chapter 10 The ampassword Command Line Tool = 137



Running ampassword on SSL

138 Identity Server Administration Guide ¢ December 2002



Chapter 11

The am2bak Command Line Tool

This chapter provides information on the anPbak command line tool and contains
the following section:

e The am2bak Command Line Executable

The am2bak Command Line Executable

Identity Server contains an anfbak utility under

<l dentity_Server _root >/ SUNWam bi n. This utility performs a backup of either
all or optional components of Identity Server. Directory Server must be running
while taking the log backup.

The am2bak Syntax

The generic syntax for using the anbak tool for the Solaris operating system is:

.lambak [ -v | --verbose ] [ -k | --backup <backup-nanme>] [ -I |
--location <location>] [[-c | --config] | [-b | --debug] | [-9g |
--log] | [-t | --cert] | [-d | --ds] | [-a | --all]]*

.lamkbak -h | --help

./ambak -n | --version

The generic syntax for using the an2bak tool for the Windows 2000 operating

system is:

ankbak [ -v | --verbose ] [ -k | --backup <backup-name>] [ -I
--location <location>] [[-c | --config] | [-b | --debug] | [-90 |
--log] | [-t | --cert] | [-d | --ds] | [-a| --all]]*

anmkbak -h | --help
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amkbak -n | --version

NOTE Two hyphens must be entered exactly as shown in the syntax.

am2bak Options

--verbose
--ver bose is used to run the backup utility in verbose mode.

--backup <backup-name>

- -backup <backup-nanme> defines the name of the backup file. The default is
ambak.

--location

- -1 ocat i on specifies the directory location of the backup. The default location is
<l dentity_Server_root >/ backup.

--config
- -confi g specifies backup only for configuration files.

--debug
- - debug specifies backup only for debug files.

--log
- -1 og specifies backup only for log files.

--cert
- -cert specifies backup only for certificate database files.

--ds
- - ds specifies backup only for the Directory Server.

--all
--al | specifies a complete backup of the entire Identity Server.

--help
- - hel p is an argument that displays the syntax for the an2bak command.

140 Identity Server Administration Guide * December 2002



--version

The am2bak Command Line Executable

- -versi on is an argument that displays the utility name, product name, product
version and legal notice.

Backup Procedure
1. Login as root.

The user running this script must have root access.

2. Run the script ensuring that the correct path is used, if necessary.

The script will backup the following Solaris™ Operating Environment files:

o Configuration and Customization Files:

i dentity_server _root/ SUNWanI confi g/
identity_server _root/SUNWaNI | ocal e/
i dentity_server_root/ SUNWANT servers/ htt pacl

identity_server_root/SUNVWam | i b/ *. properties (Java property
files)

i dentity_server_root/ SUNWANI bi n/ anser ver. <i nst ance- name>
identity_server_root/SUNWANT servers/ https-<all _instances>
identity_server_root/SUNani servers/ web- apps-<al | _i nst ances>
identity_server_root/SUNan web- apps/ servi ces/ WEB- | NF/ confi g
i dentity_server _root/ SUNVWANT web- apps/ servi ces/ config

identity_server_root/ SUNani web- apps/ appl i cati ons/ WEB- | NF/ cl
asses

i dentity_server_r oot/ SUNVANT web- apps/ appl i cati ons/ consol e
/etc/rc3.d/ KEbanserver. <al |l _i nstances>

/etc/rc3.d/ S55anserver. <al | _i nstances>

di rectory_server_root/ sl apd- <host >/ confi g/ schena/

directory_server_root/ sl apd- <host >/ confi g/ sl apd-col |l ations. c
onf

directory_server_root/sl apd- <host >/ confi g/ dse. | dif

o Log And Debug Files:

var/ opt / SUNVanT | ogs (Sun One™ Identity Server log files)
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« var/opt/SUNant i nstal | (lIdentity Server installation log files)
e var/opt/ SUNVant debug (Identity Server debug files)
o Certificates:
e identity_server_root/SUNWANT servers/alias
e directory_server_root/alias

The script will also backup the following Microsoft® Windows 2000 operating
system files:

o Configuration and Customization Files:
e identity_server_root/web-apps/services/ VEB-| NF/ config/*
e identity_server_root/localel*

e identity_server_root/web-apps/applications/WEB-| NF/ cl asses/ *
.properties (java property files)

e identity_server_root/servers/https-<host>/config/jvml2.conf
e identity_server_root/servers/https-<host>/ confi g/ magnus. conf
e identity_server_root/servers/https-<host>/config/obj.conf

e directory_server_root/sl apd-<host>/config/schema/*.|dif

e directory_server_root/sl apd-<host >/ confi g/ sl apd-col |l ations.c
onf

e directory_server_root/sl apd-<host>/config/dse.ldif
o Log And Debug Files:

e var/opt/logs (SunOne™ Identity Server log files)

« var/opt/debug (Sun One™ ldentity Server debug files)
o Certificates:

e identity_server_root/servers/alias

e identity_server_root/alias
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Chapter 12

The bak2am Command Line Tool

This chapter provides information on the bak2amcommand line tool and contains
the following section:

e The bak2am Command Line Executable

The bak2zam Command Line Executable

Identity Server contains an bak2amutility under
<l dentity_Server _root >/ SUN\Wan bi n. This utility performs a restore of the
Identity Server components that were backed-up by the anRback utility.

The bak2am Syntax

The generic syntax for using the bak2amtool for the Solaris operating system is:

./ bak2am|[ -v | --verbose ] -z | --gzip <tar.gz-file>
./ bak2am|[ -v | --verbose ] -t | --tar <tar-file>

./ bak2am -h | --help

./ bak2am -n | --version

The generic syntax for using the bak2amtool for the Windows 2000 operating

system is:
bak2am [ -v | --verbose ] -d | --directory <directory-name>
bak2am -h | --help

bak2am -n | --version
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NOTE Two hyphens must be entered exactly as shown in the syntax.

bak2am Options

--gzip <backup-name>

--gzi p specifies the full path and filename of the backup fileint ar. gz format. By
default, the path is <l denti ty_Ser ver _r oot >/ backup. This option is for Solaris
only.

--tar <backup-name>

--tar specifies the full path and filename of the backup file int ar format. By
default, the path is <l denti ty_Server _r oot >/ backup. This option is for Solaris
only.

--verbose
--ver bose is used to run the backup utility in verbose mode.

--directory

- -di rect ory specifies the backup directory. By default, the path is
<l dentity_Server_root >/ backup. This option is for Windows 2000 only.

--help
- - hel p is an argument that displays the syntax for the bak2amcommand.

--version

- -versi on is an argument that displays the utility name, product name, product
version and legal notice.

1. Login as root.
The user running this script must have root access.
2. Untar the input tar file.

This was generated when the backup script was run.
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The VerifyArchive Command Line
Tool

This chapter provides information on the Veri f yAr chi ve command line tool and
contains the following section:

= The VerifyArchive Command Line Executable

The VerifyArchive Command Line Executable

The purpose of Veri f yAr chi ve is to verify the log archives. A log archive is a set of
timestamped logs and their corresponding key stores (keystores contain the keys
used to generate the MACs and the Digital Signatures which are used to detect
tampering of the log files). Verification of an archive detects possible tampering
and/or deletion of any file in the archive.

Veri f yAr chi ve extracts all of the archive sets, and all files belonging to each
archive set, for a given | ogNane. When executed, Ver i f yAr chi ve searches each log
record to for tampering If tampering is detected, it prints a message specifying
which file and the number of the record that has been tampered with..

Veri f yAr chi ve also checks for any files that have been deleted from the archive
set. If a deleted file is detected, it prints a message explaining that verification has
failed. If no tampering or deleted files are detected, it returns a message explaining
that the archive verification has been successfully completed.

VerifyArchive Syntax

All of the parameters options are required. The syntax is as follows:

VerifyArchive -1 <logName> -p <path> -u <unane> -w <passwor d>
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VerifyArchive Options

logName

| ogNane refers to the name of the log which is to be verified (such as, anConsol e,
amAut hent i cat i on and so forth..). Veri f yAr chi ve verifies the both the access and
error logs for the given logName. For example, if anConsol e is specified, the
verifier verifies the anConsol e. access and anConsol e. error files. Alternatively,
the | ogNane can be specified as anConsol e. access or anConsol e. err or to restrict
the verification of those logs only.

path
pat h is the full directory path where the log files are stored.

unhame
unane is the user id of the Identity Server administrator.

password
passwor d is the password of the Identity Server adminstrator.
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Part 3

Attribute Reference Guide

This is the Attribute Reference Guide, part three of the Sun ONE Identity Server
Administration Guide. It discusses the configured attributes within Identity
Server’s default services. This part contains the following chapters:

Administration Attributes
Anonymous Authentication Attributes
Certificate Authentication Attributes
Core Authentication Attributes

LDAP Authentication Attributes
Membership Authentication Attributes
NT Authentication Attributes

RADIUS Authentication Attributes
SafeWord Authentication Attributes
Unix Authentication Attributes
Authentication Configuration Attributes
Client Detection Attributes

Logging Attributes

Naming Attributes

Platform Attributes

Policy Configuration Attributes

SAML Attributes

Session Attributes
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e User Attributes

= ldentity Server Security Service Attributes
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Chapter 14

Administration Attributes

The Administration Service consists of global and organization attributes. The
values applied to the global attributes are applied across the Sun ONE Identity
Server configuration and are inherited by every configured organization. They can
not be applied directly to roles or organizations as the goal of global attributes is to
customize the lIdentity Server application. Values applied to the organization
attributes are default values for each organization configured and can be changed
when the service is registered to the organization. The organization attributes are
not inherited by entries of the organization. The Administration Attributes are
divided into:

e Global Attributes

= QOrganization Attributes

Global Attributes

The global attributes in the Administration Service are:

Enable Federation Management

Enable User Management

= Show People Containers

= Display Containers In Menu

= Show Group Containers

= Managed Group Type

= Default Role Permissions (ACIs)

< Domain Component Tree Enabled
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e Admin Groups Enabled
= Compliance User Deletion Enabled
< Dynamic Admin Roles ACls

e User Profile Service Classes

Enable Federation Management

When selected, this field enables Federation Management. It is selected by default.
To disable this feature, deselect the field, log out of the Identity Server console, and
then log back in. The Federation Management Service tab will not appear in the
console.

Enable User Management

When selected as True, this field enables User Management. This is selected by
default.

Show People Containers

This attribute specifies whether to display People Containers in the Identity Server
console. If this option is selected, the menu choice People Containers displays in
the View menu for Organizations, Containers and Group Containers. People
Containers will be seen at the top-level only for a flat DIT.

People containers are organizational units containing user profiles. It is
recommended that you use a single people container in your DIT and leverage the
flexibility of roles to manage accounts and services. The default behavior of the
Identity Server console is to hide the People Container. However, if you have
multiple people containers in your DIT, select Show People Containers to display
People Containers as managed objects in the Identity Server console.

Display Containers In Menu

This attribute specifies whether to display any containers in the View menu of the
Identity Server console. The default value is f al se. An administrator can
optionally chose either:
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= fal se (checkbox not selected) — Containers are not listed among the choices
on the View menu at the top-level for organizations and other containers.

= true (checkbox selected) — Containers are listed among the choices on the
View menu at the top-level and for organizations and other containers.

Show Group Containers

This attribute specifies whether to show Group Containers in the Identity Server
console. If this option is selected, the menu choice Group Containers displays in the
View menu for organizations, containers, and group containers. Group containers
are organizational units for groups.

Managed Group Type

This option specifies whether subscription groups created through the console are
static or dynamic. The console will either create and display subscription groups
that are static or dynamic, not both. (Filtered groups are always supported
regardless of the value given to this attribute.) The default value is dynamic.

= A static group explicitly lists each group member using the gr oupCOf Narmes or
gr oupOf Uni queNanes object class. The group entry contains the uni queMenber
attribute for each member of the group. Members of static groups are manually
added; the user entry itself remains unchanged. Static groups are suitable for
groups with few members.

= Adynamic group uses a nenmber & attribute in the entry of each group
member. Members of dynamic groups are generated through the use of an
LDAP filter which searches and returns all entries which contain the menber Of
attribute. Dynamic groups are suitable for groups that have a very large
membership.

= Afiltered group uses an LDAP filter to search and return members that meet
the requirement of the filter. For instance, the filter can generate members with
a specific uid (ui d=g*) or email address (emai | =* @un. con). In these
examples, the LDAP filter would return all users whose uid begins with g or
whose email address ends with sun. com respectively. Filtered groups can only
be created within the User Management view by choosing Membership by
Filter.

An administrator can select one of the following:
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= Dynani ¢ — Groups created through the Membership By Subscription option
will be dynamic.

e Static— Groups created through the Membership By Subscription option
will be static.

NOTE The Managed Group Type option is only available when Identity
Server is installed using the default mode.

Default Role Permissions (ACIs)

This attribute defines a list of default access control instructions (ACls) or
permissions that are used to grant administrator privileges when creating new roles.
One of these ACls is selected depending on the level of privilege desired. Identity
Server ships with four default role permissions:

No Permissions
No permissions are to be set on the role.

Organization Admin

The Organization Administrator has read and write access to all entries in the
configured organization.

Organization Help Desk Admin

The Organization Help Desk Administrator has read access to all entries in the
configured organization and write access to the user Passwor d attribute.

Organization Policy Admin

The Organization Policy Administrator has read and write access to all policies in
the organization. The Organization Policy Administrator can not create a referral
policy to a peer organization.
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NOTE Roles are defined using the format aci _nanme | aci _desc |
dn:aci ## dn:aci ## dn:aci where:

= aci_name is the name of the ACI.

= aci_desc is a description of the access these ACls allow. For
maximum usability, assume the reader of this description does
not understand ACIs or other directory concepts.

aci_name and aci_desc are i18n keys contained in the

amAdnm nUser Msgs. properti es file. The values displayed in the
console come from the .properti es file, and the keys are used to
retrieve those values.

= dn:aci represents pairs of DNs and ACls separated by ##.
Identity Server sets each ACI in the associated DN entry. This
format also supports tags that can be substituted for values that
would otherwise have to be specified literally in an ACI:
ROLENAME, ORGANIZATION, GROUPNAME and
PCNAME. Using these tags lets you define roles flexible enough
to be used as defaults. When a role is created based on one of the
default roles, tags in the ACI resolve to values taken from the
DN of the new role.

Domain Component Tree Enabled

The Domain Component tree (DC tree) is a specific DIT structure used by many
Sun ONE components to map between DNS names and organizations’ entries.

When this option is enabled, the DC tree entry for an organization is created,
provided that the DNS name of the organization is entered at the time the
organization is created. The DNS name field will appear in the Organization Create
page. This option is only applicable to top-level organizations, and will not be
displayed for suborganizations.

Any status change made to the i net domai nst at us attribute through the Identity
Server SDK in the organization tree will update the corresponding DC tree entry
status. (Updates to status that are not made through the Identity Server SDK will
not be synchronized.) For example, if a new organization, sun, is created with the
DNS name attribute sun.com, the following entry will be created in the DC tree:

dc=sun, dc=com o=i nt er net , <root suffix>
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The DC tree may optionally have its own root suffix configured by setting

com i pl anet. am domai nconponent in AMCONFI G proper ti es. By default, this is
set to the Identity Server root. If a different suffix is desired, this suffix must be
created using LDAP commands. The ACls for administrators that create
organizations required modification so that they have unrestricted access to the
new DC tree root.

Admin Groups Enabled

This option specifies whether to create the DomainAdministrators and
DomainHelpDeskAdministrators groups. If selected (t r ue), these groups are
created and associated with the Organization Admin Role and Organization Help
Desk Admin Role, respectively. Once created, adding or removing a user to one of
these associated roles automatically adds or removes the user from the
corresponding group. This behavior, however, does not work in reverse. Adding
or removing a user to one of these groups will not add or remove the user in their
associated roles.

The DomainAdministrators and DomainHelpDeskAdministrators groups are only
created in organizations that are created after this option is enabled.

NOTE This option does not apply to suborganizations, with the exception
of theroot org. Attheroot org,the ServiceAdministrators and
ServiceHelpDesk Administrators groups are created and associated
with the Top-level Admin and Top-level Help Desk Admin roles,
respectively. The same behavior applies.

Compliance User Deletion Enabled

This option specifies whether a user’s entry will be deleted, or just marked as
deleted, from the directory. When a user’s entry is deleted and this option is
selected (t r ue), the user’s entry will still exist in the directory, but will be marked
as deleted. User entries that are marked for deletion are not returned during
Directory Server searches. If this option is not selected, the user’s entry will be
deleted from the directory.
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Dynamic Admin Roles AClIs

This attribute defines the access control instructions for the administrator roles that
are created dynamically when a group or organization is configured using Identity
Server. These roles are used for granting administrative privileges for the specific
grouping of entries created. The default ACls can be modified only under this
attribute listing.

CAUTION Administrators at the Organization level have a wider scope of
access than do group administrators. But, by default, when a user is
added to a group administrator role, that user can change the
password of anyone in the group. This would include any
organization administrator who is a member of that group.

Container Help Desk Admin

The Container Help Desk Admin role has read access to all entries in an
organizational unit and write access to the user Passwor d attribute in user entries
only in this container unit.

Organization Help Desk Admin

The Organization Help Desk Administrator has read access to all entries in an
organization and write access to the user Passwor d attribute.

NOTE When a suborganization is created, remember that the
administration roles are created in the suborganization, not in the
parent organization.

Container Admin

The Container Admin role has read and write access to all entries in an LDAP
organizational unit. In Identity Server, the LDAP organizational unit is often
referred to as a container.

Organization Policy Admin

The Organization Policy Administrator has read and write access to all policies,
and can create, assign, modify, and delete all policies within that organization.
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People Container Admin

By default, any user entry in an newly created organization is a member of that
organization’s People Container. The People Container Administrator has read
and write access to all user entries in the organization’s People Container. Keep in
mind that this role DOES NOT have read and write access to the attributes that
contain role and group DN therefore, they cannot modify the attributes of, or
remove a user from, a role or a group.

NOTE Other containers can be configured with Identity Server to hold user
entries, group entries or even other containers. To apply an
Administrator role to a container created after the organization has
already been configured, the Container Admin Role or Container
Help Desk Admin defaults would be used.

Group Admin

The Group Administrator has read and write access to all members of a specific
group, and can create new users, assign users to the groups they manage, and
delete the users the that they have created.

When a group is created, the Group Administrator role is automatically generated
with the necessary privileges to manage the group. The role is not automatically
assigned to a group member. It must be assigned by the group’s creator, or anyone
that has access to the Group Administrator Role.

NOTE Group Admins do not have access to add or remove groups. Regular users
can subscribe to groups because of a privileged proxy account (puser) to
search for subscribable groups.

Top-level Admin

The Top-level Administrator has read and write access to all entries in the top-level
organization. In other words, this Top-level Admin role has privileges for every
configuration principal within the Identity Server application.

Organization Admin

The Organization Administrator has read and write access to all entries in an
organization. When an organization is created, the Organization Admin role is
automatically generated with the necessary privileges to manage the organization.
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User Profile Service Classes

This attribute lists the services that will have a custom display in the User Profile

page. The default display generated by the console may not be sufficient for some
services. This attribute creates a custom display for any service, giving full control
over what and how the service information is displayed. The syntax is as follows:

<service name> | <relative url>

NOTE Services that are listed in this attribute will not display in the User
Create pages. Any data configuration for a custom service display
must be performed the User Profile pages.

Organization Attributes

The organization attributes in the administration service are:
= Groups Default People Container

= Groups People Container List

= Display User's Roles

= User Profile Display Class

= Display User's Groups

= User Group Self Subscription

= User Profile Display Options

= User Creation Default Roles

= View Menu Entries

= Maximum Results Returned From Search
= Timeout For Search (sec.)

« JSP Directory Name

e Online Help Documents

= Required Services

= User Search Key

= User Search Return Attribute
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= User Creation Notification List
e User Deletion Notification List
e User Modification Notification List

< Maximum Entries Per Page

Groups Default People Container

This field specifies the default People Container where users will be placed when
they are created. There is no default value. A valid value is the DN of a people
container. See the note under Groups People Container List attribute for the People
Container fallback order.

Groups People Container List

This field specifies a list of People Containers from which a Group Administrator
can choose when creating a new user. This list can be used if there are multiple
People Containers in the directory tree. (If no People Containers are specified in
this list or in the Groups Default People Container field, users are created in the
default Identity Server people container, ou=peopl! e.) There is no default value for
this field. The syntax for this attribute is as follows:

<group name>| <dn of people container>

For a Group Administrator to have access to the relevant People Container, this
attribute must be set before creating the group.

NOTE When a user is created, this attribute is checked for a container in
which to place the entry. If the attribute is empty, the Groups
Default People Container attribute is checked for a container. If the
latter attribute is empty, the entry is created under ou=peopl e.

User Profile Display Class

This attribute specifies the Java class used by the Identity Server console when it
displays the User Profile pages.
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Display User’s Roles

This option specifies whether to display a list of roles assigned to a user as part of
their user profile page. If the value is f al se (not selected), the user profile page
shows the user’s roles only for administrators. The default value is f al se.

Display User’s Groups

This option specifies whether to display a list of groups assigned to a user as part of
their user profile page. If the value is f al se (not selected), the user profile page
shows the user’s groups only for administrators. The default value is f al se.

User Group Self Subscription

This option specifies whether users can add themselves to groups that are open to
subscription. If the value is false, the user profile page allows the user’s group
membership to be modified only by an administrator. The default value is f al se.

NOTE This option applies only when the Display User’s Groups option is selected.

User Profile Display Options

This menu specifies which service attributes will be displayed in the user profile
page. An administrator can select from the following:

= User Onl y — Display viewable User schema attributes for services assigned to
the user.

User service attribute values are viewable by the user when the attribute
contains the keyword Display. See the Sun One Identity Server Programmer’s
Guide for details.

= Conbi ned — Display viewable User and Dynamic schema attributes for
services assigned to the user.
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User Creation Default Roles

This listing defines roles that will be assigned to newly created users automatically.
There is no default value. An administrator can input the DN of one or more roles.

NOTE This field only takes a full Distinguished Name address, not a role
name.

View Menu Entries

This field lists the Java classes of services that will be displayed in the View menu
at the top of the console. The syntax isi 18N key | j ava cl ass name. (The i18N
key is used for the localized name of the entry in the View menu.)

Maximum Results Returned From Search

This field defines the maximum number of results returned from a search. The
default value is 100.

CAUTION Do not set this value above 500. The search will be refused.

Timeout For Search (sec.)

This field defines the amount of time (in number of seconds) that a search will
continue before timing out. It is used to stop potentially long searches. After the
maximum search time is reached, an error is returned. The default is 5 seconds.

JSP Directory Name

This field specifies the name of the directory that contains the . j sp files used to
construct the console, to give an organization a different appearance
(customization). The . j sp files need to be copied into the directory that is specified
in this field.
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Online Help Documents

This field lists the online help links that will be created on the main Identity Server
help page. This allows other applications to add their online help links in the
Identity Server page. The format for this attribute is as follows:

linkil8nkey | html page to load when clicked | i18n properties file
For example:

I dentityServer Hel p | /dpAdm nHel p. ht i | amAdm nMbdul eMsgs

Required Services

This field lists the services that are dynamically added to the users’ entries when
they are created. Administrators can choose which services are added at the time of
creation.

This attribute is not used by the console, but by the Identity Server SDK. Users that
are dynamically created will be assigned the services listed in this attribute.

User Search Key

This attribute defines the attribute name that is to be searched upon when
performing a simple search in the Navigation page. The default value for this
attribute is cn. For example, if this attribute uses the default:

If you enter j * in the Name field in the Navigation frame, users whose names
begins with “j”” or “J” will be displayed.

User Search Return Attribute

This attribute defines the attribute name used when displaying the users returned
from a simple search. The default of this attribute is cn, and the full name of the
user will be displayed.

User Creation Notification List

This field defines a list of email addresses that will be sent notification when a new
user is created.
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The notification list also accepts different locales by using the : | ocal e option. For
example, to send the notification to an administrator in France:

soneuser @un. con| sel f | adm n@un. com fr

See Table 17-1 on page 180 for a list of locales.

NOTE The sender email 1D can be changed by modifying property 497 in
anProfil e. properties, which is located, by default, at
<l dentity_Server_Root/opt/SUN\Want | ocal e. The default sender
ID is DSANE.

User Deletion Notification List

This field defines a list of email addresses that will be sent notification when a user
is deleted. The notification list also accepts different locales by using the : | ocal e
option. For example, to send the notification to an administrator in France:

soneuser @un. coni sel f | adm n@un. com fr

See Table 17-1 on page 180 for a list of locales.

NOTE The sender email 1D can be changed by modifying property 497 in
anProfil e. properti es, which is located, by default, at
<l dentity_Server_Root/opt/SUN\Want | ocal e. The default sender
ID is DSAME.

User Modification Notification List

This field defines a list of attributes and email addresses associated with the
attribute. When a user modification occurs on an attribute defined in the list, the
email address associated with the attribute will be sent notification. Each attribute
can have a different set of addresses associated to it. If multiple email addresses are
specified, they are separated by the “]” character.

The sel f keyword may be used in place of one of the addresses. This sends mail to
the user whose profile was modified.

For example:

manager soneuser @un. conj sel f| adm n@un. com
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Mail will be sent to the address specified in the manager attribute,
someuser @un. com admi n@un, the person who modified the user (sel f).

The notification list also accepts different locales by using the : | ocal e option. For
example, to send the notification to an administrator in France:

manager soneuser @un. conj sel f| adm n@un. com fr

See Table 17-1 on page 180 for a list of locales.

NOTE The attribute name is the same as it appears in the Directory Server
schema, and not as the display name in the console.

Maximum Entries Per Page

This attribute allows you to define the maximum rows that can be displayed per
page. The default is 25. For example, if a user search returns 100 rows, there will be
4 pages with 25 rows displayed in each page.
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Anonymous Authentication Attributes

The Anonymous Authentication attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
Anonymous Authentication template. The service template needs to be created
after registering the service for the organization. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the subtrees of the organization. The Anonymous
Authentication attributes are:

< Authentication Level
« Valid Anonymous User List

« Default Anonymous User Name

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Valid Anonymous User List

This field contains a list of user IDs that have permission to login without
providing credentials. If a user’s login name matches a user ID in this list, access is
granted and the session is assigned to the specified user ID. If the user’s login hame
does not match a user ID in this list, anonymous access is still granted, but the
session is assigned to the user ID specified in the Default Anonymous User Name
field.

NOTE In order to login with a user ID defined in Valid Anonymous User
List, the user must use the following URL:

htt p: // <host nane>: <port >/ <DEPLOY_URI >/ Logi n?nodul e=
Anonynous&or g=<or g_nanme>&user nanme=<user _i d>

Default Anonymous User Name

This field defines the user ID that a session is assigned to if the login name does not
match a user ID in the Valid Anonymous User List field. The default value is
anonymous. An Anonymous user must also be created in the organization.

NOTE In order to login using the anonymous authentication service, the
user defined in Default Anonymous User Name must use the
following URL:

htt p: // <host name>: <port >/ <DEPLOY_URI >/ Logi n?nodul e=
Anonynous&or g=<or g_nane>
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Certificate Authentication Attributes

The Certificate Authentication attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
Certificate Authentication template. The service template needs to be created after
registering the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the subtrees of the organization. The Certificate
Authentication attributes are:

= Match Certificate in LDAP

= Attribute In Subject DN To Use To Search LDAP
= Match Certificate to CRL

= Attribute In Issuer DN To Use To Search CRL

= Enable OCSP Validation

= LDAP Server and Port

= LDAP Start Search DN

< LDAP Server Principal User

< LDAP Server Principal Password

= LDAP Attribute for Profile ID

= SSL On For LDAP Access

= Field in Cert to Use to Access User Profile

= Other Field In Cert To Use To Access User Profile

= Authentication Level
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Match Certificate in LDAP

This option specifies whether to check if the user certificate presented at login is
stored in the LDAP Server. If no match is found, the user is denied access. If a
match is found and no other validation is required, the user is granted access. The
default is that the Certificate Authentication service does not check for the user
certificate.

NOTE A certificate stored in the Directory Server is not necessarily valid; it
may be on the certificate revocation list. See “Match Certificate to
CRL,” on page 168.

Attribute In Subject DN To Use To Search LDAP

This field specifies the attribute of the certificate’s Subj ect DN value that will be
used to search LDAP for certificates. The actual value will be used for the search.
The default is CN.

Match Certificate to CRL

This option specifies whether to compare the user certificate against the Certificate
Revocation List (CRL) in the LDAP Server. This check is performed against a user
certificate after a matching user profile is found (see “Match Certificate in LDAP,”
on page 168). If the certificate is on the CRL, the user is denied access; if not, the
user is allowed to proceed. This attribute is, by default, not enabled.

NOTE Certificates should be revoked when the owner of the certificate has
changed status and no longer has the right to use the certificate or
when the private key of a certificate owner has been compromised.

Attribute In Issuer DN To Use To Search CRL

This field specifies the attribute of the received certificate’s subj ect DN value that

will be used to search LDAP for revoked certificates. This field is used only when

the Match Certificate to CRL attribute is enabled. The actual value will be used for
the search. The default is CN.
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This parameter enables OCSP validation to be performed by contacting the
corresponding OCSP responder. The OCSP responder is decided as follows during
runtime:

= |fthe OCSP responder is set in the
com sun.identity.authentication.ocsp.repsonder.url attribute, the
value of the attribute will be used as the OCSP responder.

= If the value of the attribute is not set in the AMConf i g. properti es file, the
OCSP responder presented in your client certificate is used as the OCSP
responder.

= |fan OCSP responder can not be found, no OCSP validation will be performed.

NOTE Before enabling OCSP Validation, make sure that the time of the Identity
Server machine and the OCSP responder machine are in sync as close as
possible. Also, the time on the Identity Server machine must not be behind
the time on the OCSP responder. For example:

OCSP responder machine - 12:00:00 pm
Identity Server machine - 12:00:30 pm

LDAP Server and Port

This field specifies the name and port number of the LDAP server where the
certificates are stored. The default value is the host name and port specified when
Identity Server was installed. The host name and port of any LDAP Server where
the certificates are stored can be used. The format is hostname:port.

LDAP Start Search DN

This field specifies the DN of the node where the search for the user’s certificate
should start. There is no default value. The field will recognize any valid DN.
Multiple entries must be prefixed by the local server name.
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LDAP Server Principal User

This field accepts the DN of the principal user (usually Directory Manager) for the
LDAP server where the certificates are stored. There is no default value for this
field which will recognize any valid DN. The principal user must be authorized to
read, and search certificate information stored in the Directory Server.

LDAP Server Principal Password

This field carries the LDAP password associated with the user specified in the
LDAP Server Principal User field. There is no default value for this field which will
recognize the valid LDAP password for the specified principal user.

NOTE This value is stored as readable text in the directory.

LDAP Attribute for Profile ID

This field specifies the attribute in the Directory Server entry that matches the
certificate whose value should be used to identify the correct user profile. There is
no default value for this field which will recognize any valid attribute in a user
entry (cn, sn, and so on) that can be used as the user ID.

SSL On For LDAP Access

This option specifies whether to use SSL to access the LDAP server. The default is
that the Certificate Authentication service does not use SSL for LDAP access.

Field in Cert to Use to Access User Profile

This menu specifies which field in the certificate’s Subject DN should be used to
search for a matching user profile. For example, if you choose emai | addr ess, the
certificate authentication service will search for the user profile that matches the
attribute emai | Addr in the user certificate. The user logging in then uses the
matched profile. The default field is subj ect CN. The list contains:

< email address

e jssuer DN
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* issuer CN

= issuerO

= serial number
e subject CN

« subject DN

= subject O

e subject UID

e other

Other Field In Cert To Use To Access User
Profile

If the value of the Field in Cert to Use to Access User Profile attribute is set to

ot her, then this field specifies the attribute that will be selected from the received
certificate’s subj ect DN value. The authentication service will then search the user
profile that matches the value of that attribute.

Authentication Level

The authentication level is set separately for each authentication module. The value
indicates how much to trust an authentication. Once a user has authenticated, this
value is stored in the SSO token for the session. When the SSO token is presented to
an application the user wants to access, the application uses the stored value to
determine whether the level is sufficient to grant the user access. (The value in this
attribute is not specifically used by Identity Server but by any external application
that may choose to use it.) If the authentication level stored in an SSO token does
not meet the minimum value required, the application can prompt the user to
authenticate again through a service with a higher authentication level. The default
value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Chapter 17

Core Authentication Attributes

The Core Authentication service is the basic service for the Anonymous,
Certificate, LDAP, Membership, Safeword, Unix and RADIUS authentication
services as well as any custom authentication service created with the
Authentication SPI. Core authentication must be configured as a service for each
organization that wishes to use any form of authentication. The Core
Authentication attributes consist of global and organization attributes.The values
applied to the global attributes are applied across the Sun ONE ldentity Server
configuration and are inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the Identity Server application.) The values applied to the organization
attributes under Service Configuration become the default values for the Core
Authentication template. The service template needs to be created after registering
the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the organization. The Core Authentication attributes are
separated into:

e Global Attributes

= QOrganization Attributes

Global Attributes

The organization attributes in the Core Authentication service are:
= Pluggable Auth Module Classes

= Supported Auth Modules for Clients

= LDAP Connection Pool Size

= LDAP Connection Default Pool Size
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Global Attributes

Pluggable Auth Module Classes

This field specifies the Java classes of the authentication services available to any
organization configured within the Identity Server platform. By default, this
includes LDAP, SafeWord, Anonymous, Application, Membership, Unix,
Certification, and RADIUS. Identity Server also includes a public SPI that can be
used to add other authentication services. To define new services, this field must
take a text string specifying the full class name (including package name) of each
new authentication service.

Supported Auth Modules for Clients

This attribute specifies a list of supported authentication modules for a specific
client. The format is as follows:

clientType | nodul el, nodul e2, nodul e3

This attribute is in effect when Client Detection is enabled.

LDAP Connection Pool Size

This attribute specifies the minimum and maximum connection pool to be used on
a specific server and port. This attribute is for LDAP and Membership
authentication services only. The format is as follows:

host: port: m n: nax

NOTE This connection pool is different than the SDK connection pool
configured in serverconfig. xm .

LDAP Connection Default Pool Size

This attribute sets the default minimum and maximum connection pool to be used
with all LDAP authentication module configurations. If an entry for the host and
port exists in the LDAP Connection Pool Size attribute, the minimum and
maximum settings will be used from LDAP Connection Default Pool Size.
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Organization Attributes

The organization attributes in the Core Authentication service are:
« Organization Authentication Modules

* User Profile

= Admin Authenticator

= User Profile Dynamic Creation Default Roles
= Persistent Cookie Mode

= Persistent Cookie Max Time (seconds)

= People Container For All Users

= Alias Search Attribute Name

= Default Auth Level

= User Naming Attribute

« Default Auth Locale

= Organization Authentication Configuration
« Login Failure Lockout Mode

= Login Failure Lockout Count

= Login Failure Lockout Interval (minutes)

= Email Address to Send Lockout Notification
= Warn User After N Failure

« Login Failure Lockout Duration (minutes)

« Lockout Attribute Name

= Lockout Attribute Value

« Default Success Login URL

= Default Failure Login URL

= Authentication PostProcessing Class

= User Name Generator Mode

= Pluggable User Name Generator Class
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Organization Authentication Modules

This list specifies the authentication modules available to the organization. Each
administrator can choose the type of authentication for their specific organization.
Multiple authentication modules provide flexibility, but users must be sure that
their login setting is appropriate for the selected authentication module. The
default authentication is LDAP. The authentication services included with Identity
Server are:

< LDAP
= Cert
= Anonymous

< Membership

e NT

= SafeWord

< RADIUS

* Unix

NOTE The Administrator must create and notify the core and
authentication module templates in a created organization for that
organization to function properly.

User Profile

This option allows you to specify options for a user profile.

= Required - This specifies that on successful authentication, the user needs to
have a profile in Directory Server for the authentication service to issue an
SSOToken.

= Dynamically Created - This specifies that on successful authentication, the
authentication service will create the user profile if one does not already exist.
The SSOToken will then be issued.

= Ignore - This specifies that the user profile is not required by the authentication
service to issue the SSOToken for a successful authentication.
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Admin Authenticator

Clicking the edit link will allow you to define the authentication service for
administrators only. An administrator is a user who needs access to the Identity
Server console. This attribute can be used if the authentication module for
administrators needs to be different from the module for end users.

User Profile Dynamic Creation Default Roles

This field specifies the roles assigned to a new user whose profiles are created if
Dynamic Creation is selected through the feature “User Profile,” on page 176.
There is no default value. The administrator must specify the DNs of the roles that
will be assigned to the new user.

NOTE The role specified must be under the organization for which
authentication is being configured.

Persistent Cookie Mode

This option determines whether users can restart the browser and still return to
their authenticated session. User sessions can be retained by enabling Persistent
Cookie Mode. When Persistent Cookie Mode is enabled, a user session does not
expire until its persistent cookie expires, or the user explicitly logs out. The
expiration time is specified in Persistent Cookie Max Time (seconds). The default
value is that Persistent Cookie Mode is not enabled and the authentication service
uses only memory cookies.

NOTE A persistent cookie must be explicitly requested by the client using
the i DSPCooki e=yes parameter in the login URL. Once the
persistent cookie has been set, the i DSPCooki e parameter expires.

Persistent Cookie Max Time (seconds)

This field specifies the interval after which a persistent cookie expires. (Persistent
Cookie Mode must be enabled by selecting its checkbox.) The interval begins when
the user’s session has been successfully authenticated. The default value is 2147483
(time in seconds). The field will take any integer value between 0 and 2147483.
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People Container For All Users

After successful authentication by a user, their profile is retrieved. The value in this
field specifies where to search for the profile. Generally, this value will be the DN
of the default People Container. All user entries added to an organization are
automatically added to the organization’s default People Container. The default
value is ou=Peopl e, and generally, this is completed with the organization name(s)
and root suffix. The field will take a valid DN for any organizational unit.

NOTE Authentication searches for a user profile by:
= Searching under the default People Container, then
= Searching under the default organization, then

= Searching for the user in the default organization using the Alias
Search Attribute Name attribute.

The final search is for SSO cases where the user name used to
authenticate may not be the naming attribute in the profile. For
example, user may authenticate using Safeword ID of j n10191, but
their profile is ui d=j ani e.

Alias Search Attribute Name

After successful authentication by a user, their profile is retrieved. This field
specifies a second LDAP attribute to search from if a search on the first LDAP
attribute, specified in “User Naming Attribute,” on page 179, fails to locate a
matching user profile. Primarily, this attribute will be used when the user
identification returned from an authentication module is not the same as that
specified in User Naming Attribute. For example, a RADIUS server might return
abc1234 but the user name is abc. There is no default value for this attribute. The
field will take any valid LDAP attribute (for example, cn).
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Default Auth Level

The authentication level value indicates how much to trust authentications. Once a
user has authenticated, this value is stored in the SSO token for the session. When
the SSO token is presented to an application the user wants to access, the
application can use the stored value to determine whether the level is sufficient to
grant the user access. If the authentication level stored in an SSO token does not
meet the minimum value required, the application can prompt the user to
authenticate again through a service with a higher authentication level.

The authentication level should be set within the organization’s specific
authentication template. The Default Auth Level value described here will apply
only when no authentication level has been specified in the Authentication Level
field for a specific organization’s authentication template. The Default Auth Level
default value is 0, the lowest authentication level. (The value in this attribute is not
used by Identity Server but by any external application that may chose to use it.)

User Naming Attribute

After successful authentication by a user, their profile is retrieved. The value of this
attribute specifies the LDAP attribute to use for the search. By default, Identity
Server assumes that user entries are identified by the ui d attribute. If your
Directory Server uses a different attribute (such as gi vennane) specify the attribute
name in this field.

Default Auth Locale

This field specifies the default language subtype to be used by the authentication
service. The default value is en_US. A listing of valid language subtypes can be
found in Table 17-1.

In order to use a different locale, all authentication templates for that locale
must first be created. A new directory must then be created for these
templates. See the Sun One Identity Server Programmer’s Guide for more
information.
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Table 17-1 Supported Language Locales

Language Tag Language
af Afrikaans
be Byelorussian
bg Bulgarian
ca Catalan

cs Czechoslovakian
da Danish

de German

el Greek

en English

es Spanish

eu Basque

fi Finnish

fo Faroese

fr French

ga Irish

gl Galician

hr Croatian
hu Hungarian
id Indonesian
is Icelandic

it Italian

ja Japanese
ko Korean

nl Dutch

no Norwegian
pl Polish

pt Portuguese
ro Romanian
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Table 17-1 Supported Language Locales (Continued)

Language Tag Language
ru Russian
sk Slovakian
sl Slovenian
sq Albanian
sr Serbian
Y Swedish
tr Turkish
uk Ukrainian
zh Chinese

Organization Authentication Configuration

This attribute sets the authentication module for the organization. The default
authentication module is LDAP. One or more authentication modules can be
selected by clicking the Edit link. If more than one module is selected, then the user
will have to successfully authenticate to all of selected modules.

Login Failure Lockout Mode

This feature specifies whether to disallow a user to re-authenticate (lockout) if that
user has initially failed to authenticate. Selecting this attribute will enable the
lockout. By default, the lockout feature is not enabled.

Login Failure Lockout Count

This attribute defines the number of attempts that a user may try to authenticate,
within the time interval defined in Login Failure Lockout Interval (minutes), before
being locked out.

For example, if Login Failure Lockout Count is set to 5, and Login Failure Lockout
Interval (minutes) is set to 5, then a user has five chances within five minutes to
authenticate before being locked out.
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Login Failure Lockout Interval (minutes)

This attribute defines (in minutes) the amount of time in which the number of
authentication attempts (as defined in Login Failure Lockout Count) can be
completed, before a user is locked out.

For example, if Login Failure Lockout Count is set to 5, and Login Failure Lockout
Interval (minutes) is set to 5, then a user has five chances within five minutes to
authenticate before being locked out.

Email Address to Send Lockout Notification

This attribute specifies an email address that will receive notification if a user
lockout occurs.

Warn User After N Failure

This attribute specifies the number of authentication failures that can occur before
Identity Server sends a warning message that the user will be locked out.

Login Failure Lockout Duration (minutes)

This attribute defines (in minutes) the duration that a user will not be allowed to
attempt to re-authenticate, if a lockout has occurred.

If this attribute value is set to 0, and Login Failure Lockout Mode is enabled, the
user will be locked out by setting the Lockout Attribute Name in their entry to
Lockout Attribute Value.

Lockout Attribute Name

This attribute contains the i net user st aus value that is set in the Lockout Attribute
Value attribute. If a user is locked out, and the Login Failure Lockout Duration
(minutes) variable is set to 0, i net user st at us will be set to inactive, prohibiting
the user from attempting to authenticate.
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Lockout Attribute Value

This attribute specifies the i net user st at us value (contained in Lockout Attribute
Name) of the user status as either active or inactive. If a user is locked out, and the
Login Failure Lockout Duration (minutes) variable is set to 0, i net user st at us will
be set to inactive, prohibiting the user from attempting to authenticate.

Default Success Login URL

This field specifies the URL to which users are redirected after successful
authentication. The field will take any valid URL.

Default Failure Login URL

This field specifies the URL to which users are redirected if authentication is
unsuccessful. The field will take any valid URL.

Authentication PostProcessing Class

This field specifies the name of the Java class used to customize post authentication
processes for successful or unsuccessful logins. Example:

com abc. aut henti cati on. Post ProcessC ass

User Name Generator Mode

This attribute is used by the Membership authentication module. If this attribute
field is enabled, the Membership module is able to generate user IDs for a specific
user if the user ID already exists. The user IDs are generated from the Java class
specified in Pluggable User Name Generator Class.

Pluggable User Name Generator Class

The field specifies the name of the Java class that will be used to generate user IDs
when User Name Generator Mode is enabled.
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LDAP Authentication Attributes

The LDAP Authentication attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
LDAP Authentication template. The service template needs to be created after
registering the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the organization. The LDAP Authentication attributes are:

e Primary LDAP Server and Port

= Secondary LDAP Server and Port
= DN to Start User Search

= DN for Root User bind

= Password for Root User Bind

= Password For Root User Bind (Confirm)
= User Naming Attribute

= User Entry Search Attributes

= User Search Filter

= Search Scope

= Enable SSL to LDAP Server

= Return User DN To Auth

« Authentication Level
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Primary LDAP Server and Port

This field specifies the host name and port number of the primary LDAP server

specified during Identity Server installation. This is the first server contacted for
LDAP authentication. The format is host nane: port . (If there is no port number,
assume 389.) Multiple entries must be prefixed by the local server name.

Secondary LDAP Server and Port

This field specifies the host name and port number of a secondary LDAP server
available to the Identity Server platform. If the primary LDAP server does not
respond to a request for authentication, this server would then be contacted. If this
server goes down, Identity Server will switch back to the primary server. The
format is also host name: por t . Multiple entries must be prefixed by the local server
name.

CAUTION When authenticating users from a Directory Server that is remote
from the Identity Server enterprise, it is important that both the
Primary and Secondary LDAP Server Ports have values. The value
for one Directory Server location can be used for both fields.

DN to Start User Search

This field specifies the DN of the node where the search for a user would start. (For
performance reasons, this DN should be as specific as possible.) The default value
is the root of the directory tree. Any valid DN will be recognized. Multiple entries
must be prefixed by the local server name.

NOTE If multiple users match the same search, authentication will fail.

DN for Root User bind

This field specifies the DN of the user that will be used to bind to the Directory
Server specified in the Primary LDAP Server and Port field as administrator. The
authentication service needs to bind as this DN in order to search for a matching
user DN based on the user login ID. There is no default value. Any valid DN will
be recognized.
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Password for Root User Bind

This field carries the password for the administrator profile specified in the DN for
Root User Bind field. There is no default value. Only the administrator’s valid
LDAP password will be recognized.

Password For Root User Bind (Confirm)

Confirmation of the password.

User Naming Attribute

After successful authentication by a user, the user’s profile is retrieved. The value
of this attribute is used to perform the search. The field specifies the LDAP
attribute to use. By default, Identity Server assumes that user entries are identified
by the ui d attribute. If your Directory Server uses a different attribute (such as

gi vennane) specify the attribute name in this field.

NOTE The user search filter will be a combination of the Search Filter
attribute and the User Entry Naming Attribute.

User Entry Search Attributes

This field lists the attributes to be used to form the search filter for a user that is to
be authenticated, and allows the user to authenticate with more than one attribute
in the user’s entry. For example, if this field is set to ui d, enpl oyeenunber and

mai | , the user could authenticate with any of these hames.

User Search Filter

This field specifies an attribute to be used to find the user under the DN to Start
User Search field. It works with the User Entry Naming Attribute. There is no
default value. Any valid user entry attribute will be recognized.
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Search Scope

This menu indicates the number of levels in the Directory Server that will be
searched for a matching user profile. The search begins from the node specified in
the attribute “DN to Start User Search,” on page 186. The default value is SUBTREE.
One of the following choices can be selected from the list:

= OBIJECT - Searches only the specified node
= ONELEVEL - Searches at the level of the specified node and one level down

= SUBTREE - Search all entries at and below the specified node

Enable SSL to LDAP Server

This option enables SSL access to the Directory Server specified in the Primary and
Secondary LDAP Server and Port field. By default, the box is not checked and the
SSL protocol will not be used to access the Directory Server.

Return User DN To Auth

When the Identity Server directory is the same as the directory configured for
LDAP, this option may be enabled. If enabled, this option allows the LDAP
authentication module to return the DN instead of the user | d, and no search is
necessary. Normally, an authentication module returns only the user I d, and the
authentication service searches for the user in the local Identity Server LDAP. If an
external LDAP directory is used, this option is typically not enabled.

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.
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NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Chapter 19

Membership Authentication Attributes

The Membership Authentication attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
Membership Authentication template. The service template needs to be created
after registering the service for the organization. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the subtrees of the organization. The Membership
Authentication attributes are:

< Minimum Password Length

« Default User Roles

= User Status After Registration

e Primary LDAP Server and Port

= Secondary LDAP Server and Port
= DN to Start User Search

= DN for Root User bind

= Password for Root User Bind

= Password for Root User Bind (Confirm)
= User Naming Attribute

= User Entry Search Attributes

« User Search Filter

= Search Scope

= Enable SSL to LDAP Server

= Return User DN To Auth
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= Authentication Level

Minimum Password Length

This field specifies the minimum number of characters required for a password set
during self-registration. The default value is 8.

If this value is changed, it should also be changed in the registration and error text
in the following file:

<ldentitySever_root>/ | ocal e/ amAut hMenber shi p. properties
(PasswdM nChar s entry)

Default User Roles

This field specifies the roles assigned to new users whose profiles are created
through self-registration. There is no default value. The administrator must specify
the DNs of the roles that will be assigned to the new user.

NOTE The role specified must be under the organization for which
authentication is being configured.

User Status After Registration

This menu specifies whether services are immediately made available to a user
who has self-registered. The default value is Act i ve and services are available to
the new user. By selecting | nact i ve, the administrator chooses to make no services
available to a new user.

Primary LDAP Server and Port

This field specifies the host name and port number of the primary Directory Server.
This is the first server searched for membership authentication. The default value is
the Directory Server URL specified during Identity Server installation. The format
is host nane: port. If you use multiple entries, the entries must be prefixed by the
local server name.
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Secondary LDAP Server and Port

This field specifies the host name and port number of the secondary Directory
Server. If the primary server does not respond to a request for authentication, this
server would then be contacted. There is no default value for this field. The format
is host nane: port .If you use multiple entries, the entries must be prefixed by the
local server name.

DN to Start User Search

This field specifies the DN of the node where the search for a user would start. (For
performance reasons, this DN should be as specific as possible.) The default value
is the root of the directory tree. Any valid DN will be recognized. If you use
multiple entries, the entries must be prefixed by the local server name.

NOTE If multiple users match the same search, authentication will fail.

DN for Root User bind

This field specifies the DN of the user that will be used to bind to the Directory
Server specified in the Primary LDAP Server and Port field as administrator. The
authentication service needs to bind as this DN in order to search for a matching
user DN based on the user login ID. There is no default value. Any valid DN will
be recognized.

Password for Root User Bind

This field carries the password for the administrator profile specified in the DN for
Root User Bind field. There is no default value. Only the administrator’s valid
LDAP password will be recognized.

Password for Root User Bind (Confirm)

Confirmation of the password.
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User Naming Attribute

This field specifies the attribute used for the naming convention of user entries. By
default, Identity Server assumes that user entries are identified by the ui d
attribute. If your Directory Server uses a different attribute (such as gi vennane)
specify the attribute name in this field.

User Entry Search Attributes

This field lists the attributes to be used to form the search filter for a user that is to
be authenticated, and allows the user to authenticate with more than one attribute
in the user’s entry. For example, if this field is set to ui d, enpl oyeenunber and

mai | , the user could authenticate with any of these hames.

User Search Filter

This field specifies an attribute to be used to find the user under the DN to Start
User Search field. It works with the User Naming Attribute. There is no default
value. Any valid user entry attribute will be recognized.

Search Scope

This menu indicates the number of levels in the Directory Server that will be
searched for a matching user profile. The search begins from the node specified in
the attribute “DN to Start User Search,” on page 193. The default value is SUBTREE.
One of the following choices can be selected from the list:

= OBIJECT — Searches only the specified node
= ONELEVEL — Searches at the level of the specified node and one level down
= SUBTREE — Search all entries at and below the specified node

Enable SSL to LDAP Server

This option enables SSL access to the Directory Server specified in the Primary and
Secondary LDAP Server and Port field. By default, the box is not checked and the
SSL protocol will not be used to access the Directory Server.
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Return User DN To Auth

When the Identity Server directory is the same as the directory configured for
LDAP, this option may be enabled. If enabled, this option allows the LDAP
authentication module to return the DN instead of the user | d, and no search is
necessary. Normally, an authentication module returns only the user I d, and the
authentication service searches for the user in the local Identity Server LDAP. If an
external LDAP directory is used, this option is typically not enabled.

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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NT Authentication Attributes

The NT Authentication Attributes are organization attributes. The values applied
to them under Service Configuration become the default values for the NT
Authentication template. The service template needs to be created after registering
the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the subtrees of the organization. The NT Authentication
attributes are:

e NT Authentication Domain
e NT Authentication Host
e NT Module Authentication Level

NT Authentication Domain

This attribute defines the Domain name to which the user belongs.

NT Authentication Host

This attribute defines the NT authentication hostname. The hostname should be
the netBIOS name, as opposed to the fully qualified domain name (FQDN). By
default, the first part of the FQDN is the netBIOS name.

If the DHCP (Dynamic Host Configuration Protocol) is used, you would put a
suitable entry in the HOSTS file on the Windows 2000 machine.

Name resolution will be performed based on the netBIOS name. If you do not have
any server on your subnet supplying netBIOS name resolution, the mappings
should be hardcoded.
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For example, the hostname should be exanpl el not exanpl el. conpanyl. com

NT Module Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Chapter 21

RADIUS Authentication Attributes

The RADIUS Authentication attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
RADIUS Authentication template. The service template needs to be created after
registering the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the organization. The RADIUS Authentication attributes are:

e RADIUS Server 1

RADIUS Server 2

= RADIUS Shared Secret

= RADIUS Shared Secret (Confirm)
= RADIUS Server’s Port

= Authentication Level

= Timeout (Seconds)

RADIUS Server 1

This field displays the IP address or host name of the primary RADIUS server. The
default IP address is 127. 0. 0. 1. The field will recognize any valid IP address or
host name. Multiple entries must be prefixed by the local server name.

199



200

RADIUS Server 2

This field displays the IP address or host name of the secondary RADIUS server. It
is a failover server which will be contacted if the primary server could not be
contacted. The default IP address is 127. 0. 0. 1. Multiple entries must be prefixed
by the local server name.

RADIUS Shared Secret

This field carries the shared secret for RADIUS authentication. The shared secret
should have the same qualifications as a well-chosen password. There is no default
value for this field.

RADIUS Shared Secret (Confirm)

Confirmation of the shared secret for RADIUS authentication.

RADIUS Server’s Port

This field specifies the port on which the RADIUS server is listening. The default
value is 1645.

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.
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NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.

Timeout (Seconds)

This field specifies the time interval in seconds to wait for the RADIUS server to
respond before a timeout. The default value is 3 seconds. It will recognize any
number specifying the timeout in seconds.
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Chapter 22

SafeWord Authentication Attributes

The SafeWord Authentication Attributes are organization attributes. The values
applied to them under Service Configuration become the default values for the
SafeWord Authentication template. The service template needs to be created after
registering the service for the organization. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the subtrees of the organization.

This service allows for authenticating users using Secure Computing’s SafeWord

or SafeWord PremierAccess authentication servers.The SafeWord Authentication
attributes are:

= SafeWord Server Specification

= SafeWord System Name

= SafeWord Server Verification Files Path
= SafeWord Logging Level

= SafeWord Log Path

= SafeWord Module Authentication Level

SafeWord Server Specification

This field specifies the SafeWord or SafeWord PremiereAccess server name and
port. Port 7482 is set as the default for a SafeWord server. The default port number
for a SafeWord PremierAccess server is 5030.
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SafeWord System Name

This field specifies the system name configured in the SafeWord server. The default
system name is STANDARD.

SafeWord Server Verification Files Path

This field specifies the directory into which the SafeWord client library places its
verification files. The default is as follows:

[ var/ opt / SUNWANT aut h/ saf ewor d/ server Verification

If a different directory is specified in this field, the directory must exist before
attempting SafeWord authentication.

SafeWord Logging Level

This attribute is not used.

SafeWord Log Path

This attribute specifies the directory path and log file name for SafeWord client
logging. The default path is as follows:

[ var/ opt / SUNWANT aut h/ saf ewor d/ saf e. | og

If a different path or filename is specified, they must exist before attempting
SafeWord authentication.

If more than one organization is configured for SafeWord authentication, and
different SafeWord servers are used, then different paths must be specified, or only
the first organization where SafeWord authentication occurs will work. Likewise, if
an organization changes SafeWord servers, the swec. dat file in the specified
directory must be deleted before authentications to the newly configured
SafeWord server will work.
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SafeWord Module Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Chapter 23

Unix Authentication Attributes

The Unix Authentication Service consists of global and organization attributes. The
values applied to the global attributes are applied across the Sun ONE Identity
Server configuration, and are inherited by every configured organization. They can
not be applied directly to roles or organizations, as the goal of global attributes is to
customize the lIdentity Server application. Values applied to the organization
attributes are default values for each organization configured and can be changed
when the service is registered to the organization. The organization attributes are
not inherited by entries of the organization. The Unix Authentication Attributes are
divided into:

e Global Attributes

= Organization Attribute

NOTE The Unix authentication service is not supported on the Windows
2000 platform.

Global Attributes

The global attributes in the Unix Authentication service are:
= Unix Helper Configuration Port

= Unix Helper Authentication Port

= Unix Helper Timeout (Minutes)

= Unix Helper Threads
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Organization Attribute

Unix Helper Configuration Port

This attribute specifies the port to which the Unix Helper ‘listens’ upon startup for
the configuration information contained in the Unix Helper Authentication Port,
Unix Helper Timeout (Minutes), and Unix Helper Threads attributes. The default is
58946.

If this attribute is changed, you must also change the uni xHel per . port entry in
the AMConf i g. properti es file, and restart Identity Server.

Unix Helper Authentication Port

This attribute specifies the port to which the Unix Helper ‘listens’ for
authentication requests after configuration. The default port is 57946.

Unix Helper Timeout (Minutes)

This attribute specifies the number of minutes that users have to complete
authentication. If users surpass the allotted time, authentication automatically fails.
The default time is set to 3 minutes.

Unix Helper Threads

This attribute specifies the maximum number of permitted simultaneous Unix
authentication sessions. If the maximum is reached at a given moment, subsequent
authentication attempts are not allowed until a session is freed up. The default is
set to 5.

Organization Attribute

The organization attribute for the Unix Authentication service is:
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Organization Attribute

Unix Module Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by Identity Server but by
any external application that may chose to use it.) If the authentication level stored
in an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 179 for details.
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Chapter 24

Authentication Configuration
Attributes

The Authentication Configuration Attributes are dynamic and organization
attributes. These attributes can be defined for an organization, service, or role.

If the role is assigned to a user or a user is assigned to the organization, these
attributes, by default, are inherited by the user. The Authentication Configuration
Attributes are:

= Authentication Configuration
= Login Success URL
= Login Failure URL

= Authentication Post Processing Class

Authentication Configuration

Clicking on the Edit link will display the Authentication Configuration interface. It
allows you to configure the authentication modules for role-based or
organization-based authentication.

The following table lists the authentication module configuration options:

Module Name Allows you to select from the list of default authentication
modules available to Identity Server.
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Flag

Option

This pull-down menu allows you specify the authentication
module requirements. It can be one of:

= REQUIRED - The authentication module is required to
succeed. If it succeeds or fails, authentication continues to
proceed down the authentication module list.

= REQUISITE - The authentication module is required to
succeed. If it succeeds, authentication continues down the
authentication module list. If it fails, control returns to the
application (authentication does not proceed down the
authentication module list.)

= SUFFICIENT - The authentication module is not required
to succeed. If it does succeed, control immediately returns
to the application (authentication does not proceed down
the authentication module list.). If it fails, authentication
continues down the list.

= OPTIONAL - The authentication module is not required
to succeed. If it succeeds or fails, authentication still
continues to proceed down the list.

These flags establish an enforcement criteria for the
authentication module for which they are defined. There
hierarchy for enforcement, with REQURIED being the
highest, and OPTION being the lowest.

For example, if an administrator defines an LDAP module
with the REQUIRED flag, then the user’s credential must pass
the LDAP authentication requirements to access a given
resource.

If you add multiple authentication modules and for each
module the Flag is set to REQUIRED, the user must pass all
authentication requirements before being granted access.

For more information on the flag definitions, refer to the
JAAS (Java Authentication and Authorization Service)
located at:

http://java.sun.com/security/jaas/doc/module.html

Allows for additional options for the for the module as a
key=value pair. Multiple options are separated by a space.
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Login Success URL

This attribute specifies the URL that the user will be redirected to upon successful
authentication.

Login Failure URL

This attribute specifies the URL that the user will be redirected to upon
unsuccessful authentication.

Authentication Post Processing Class

This attribute defines the name of the Java class used to customize the post
authentication process after a login success or failure.

Conflict Resolution Level

This attribute applies to roles only. Conflict Resolution level sets a priority level for
the Authentication Configuration attributes for roles that may contain the same
user. For example, if Userl is assigned to both Rolel and Role2, you can define a
higher priority level for Rolel so when the user attempts authentication Rolel will
have the highest priority for success or failure redirects and for post authentication
processes.
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Chapter 25

Client Detection Attributes

The Client Detection Attributes are global attributes. The values applied to them
are applied across the Identity Server configuration and are inherited by every
configured organization. (They cannot be applied directly to roles or organizations,
as the goal of global attributes is to customize the Identity Server application.) The
Client Detection Attributes are:

« Client Types
« Default Client Type
= Client Detection Class

= Client Detection Enabled

Client Types

This attribute specifies a key to access client-specific properties.

Default Client Type

This attribute defines the default client type derived from the list of client types in
the Client Types attribute. The default is generi cHTM..

Client Detection Class

This attribute defines the client detection class for which all client detection
requests are routed. The string returned by this attribute should match one of the
client types listed in the Client Types attribute. The default client detection class is
comipl anet. servi ces.cdm Cl i ent Det ecti onDef aul t1npl .
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Client Detection Enabled

This attribute allows you to enable client detection. If client detection is enabled
(selected), every request is routed thought the class specified in the Client
Detection Class attribute.
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Chapter 26

Logging Attributes

The Logging Attributes are global attributes. The values applied to them are
applied across the Sun ONE Identity Server configuration and are inherited by
every configured organization. (They can not be applied directly to roles or
organizations as the goal of global attributes is to customize the Identity Server
application.) The Logging Attributes are:

< Max Log Size

= Number of History Files

= Log Location

= Logging Type

= Database User Name

= Database User Password

= Database User Password (Confirm)
= Database Driver Name

= Configurable Log Fields

= Log Verification Time

= Log Signature Time

= Secure Logging

= Maximum Number of Records
= Remote Buffer Size

e Number Of Files Per Archive
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Max Log Size

This attribute accepts a value for the maximum size (in bytes) of a Identity Server
log file. A number up to one million can be input in the value field. The default
value is 1000000.

Number of History Files

This attribute has a value equal to the number of backup log files that will be
retained for historical analysis. Any integer can be input depending on the
partition size and available disk space of the local system. The default value is 3.

Log Location

The file-based logging function needs a location where log files can be stored. This
field accepts a full directory path to that location. The default location is:

<l dentityServer_root >/ opt/ SUN\Vam | ogs/

If a non-default directory is being used, this directory must have write permission
to the user under which Identity Server is running.

NOTE Any changes in logging attribute values require a restart of the
Identity Server before the changes are activated.

Logging Type
This attribute allows you to specify either File, for flat file logging, or DB for
database logging.

Database User Name

This attribute accepts the name of the user that will connect to the database when
the Logging Type attribute is set to DB.
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Database User Password

This attribute accepts the database user password when the Logging Type attribute
is set to DB.

Database User Password (Confirm)

Confirmation of the database password.

Database Driver Name

This attribute allows the user to specify the driver that is to be used for the logging
implementation class.

Configurable Log Fields

This parameter represents the list of fields that are to be logged. By default, the
following fields are logged:

e Hostname

= Loglevel
e LoginlD
= Domain
« IPAddress

Log Verification Time

This attribute sets the frequency (in seconds) that the server should verify the logs
to detect tampering. The default time is 3600 seconds. This parameter applies to
secure logging only.

Log Signature Time

This parameter sets the frequency (in seconds) that the log will be signed. The
default time is 900 seconds. This parameter applies to secure logging only.

Chapter 26  Logging Attributes 219



220

Secure Logging

This attribute specifies whether or not to enable secure logging. By default, secure
logging is off. Secure Logging enables detection of unauthorized changes or
tampering of security logs.

Maximum Number of Records

This attribute sets the maximum number of records that the Java LogReader
interfaces return, regardless of how many records match the read query. By
default, it is set to 500. This attribute can be overridden by the caller of the Logging
API through the LogQuery parameter.

Remote Buffer Size

This attribute specifies the maximum amount of log records to be buffered in
memory before they are sent to the logging service to be logged. The default is one
record.

Number Of Files Per Archive

This attribute is only applicable to secure logging. It specifies when the log files
and keystore need to be archived, and the secure keystore regenerated, for
subsequent secure logging. The default is five files per logger.
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Chapter 27

Naming Attributes

The Naming Attributes are global attributes. The values applied to them are
carried across the Sun ONE Identity Server configuration and inherited by every
configured organization. (They can not be applied directly to roles or organizations
as the goal of global attributes is to customize the Identity Server application.)

The Naming Service allows clients to find the correct service URL if the platform is
running more than one Identity Server. When a naming URL is found, the naming
service will decode the session of the user and dynamically replace the protocol,
host, and port with the parameters from the session. This ensures that the URL
returned for the service is for the host that the user session was created on. The
Naming Attributes are:

= Profile Service URL

* Session Service URL

= Logging Service URL

= Policy Service URL

= Auth Service URL

= SAML Web Profile/Artifact Service URL
= SAML SOAP Service URL

= SAML Web Profile/POST Service URL

= SAML Assertion Manager Service URL

Profile Service URL

This field takes a value equal to

%pr ot ocol : // %host : Uport/ <DEPLOY_URI >/ profil eservice
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This syntax allows for dynamic substitution of the profile URL based on the
specific session parameters.

Session Service URL

This field takes a value equal to
%pr ot ocol : // %host : Uport/ <DEPLOY_URI >/ sessi onservi ce

This syntax allows for dynamic substitution of the session URL based on the
specific session parameters.

Logging Service URL

This field takes a value equal to
%pr ot ocol : // %host : %port/ <DEPLOY_URI >/ | oggi ngservi ce

This syntax allows for dynamic substitution of the logging URL based on the
specific session parameters.

Policy Service URL

This field takes a value equal to
%pr ot ocol : // %host : Uport/ <DEPLOY_URI >/ pol i cyservi ce

This syntax allows for dynamic substitution of the policy URL based on the specific
session parameters.

Auth Service URL

This field takes a value equal to
%or ot ocol : / / %host : %port/ <DEPLOY_URI >/ aut hservi ce

This syntax allows for dynamic substitution of the authentication URL based on
the specific session parameters.
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SAML Web Profile/Artifact Service URL

This field takes a value equal to
%pr ot ocol : // %ost : %port/ <DEPLOY_URI >/ SAMLAwar eSer vl et

This syntax allows for dynamic substitution of the SAML web profile/artifact URL
based on the specific session parameters.

SAML SOAP Service URL

This field takes a value equal to
%pr ot ocol : // %host : %port/ <DEPLOY_URI >/ SAMLSOAPRecei ver

This syntax allows for dynamic substitution of the SAML SOAP URL based on the
specific session parameters.

SAML Web Profile/POST Service URL

This field takes a value equal to
%pr ot ocol : // %ost : Uport/ <DEPLOY_URI >/ SAMLPOSTPr of i | eSer vl et

This syntax allows for dynamic substitution of the SAML web profile/POST URL
based on the specific session parameters.

SAML Assertion Manager Service URL

This field takes a value equal to

%pr ot ocol : // %host : %port/ <DEPLOY_URI >/ Asserti onManager Ser vl et/ Assert
i onManager | F

This syntax allows for dynamic substitution of the SAML Assertion Manager
Service URL based on the specific session parameters.
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Chapter 28

Platform Attributes

The Platform Attributes are global attributes. The values applied to them are
carried across the Sun ONE Identity Server configuration and inherited by every
configured organization. (They can not be applied directly to roles or organizations
as the goal of global attributes is to customize the Identity Server application.) The
Platform Attributes are:

= Server List

= Platform Locale

= Cookie Domains

= Login Service URL
= Logout Service URL
= Awvailable Locales

= Client Char Sets

This attribute stores all available locales configured for the platform. Consider an
application that lets the user choose their locale. This application would get this
attribute from the platform profile and present the list of locales to the user. The
user would choose a locale and the application would set this in the user entry
preferredLocal e.

Server List

The naming service reads this attribute at initialization time. This list contains the
Identity Server session servers in a single Identity Server configuration. For
example, if two Identity Servers are installed and should work as one, they must
both be included in this list. If the host specified in a request for a service URL is
not in this list, the naming service will reject the request. The first value in the list
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specifies the host name and port of the server specified during installation.At the
end of the list, there is a two-byte value that uniquely identifies the server. Each
server that is participating in load balancing needs to have a unique identifier. This
is also used to shorten the cookie length by mapping the server URL to the server
ID. For example:

protocol ://<server_donai n>: <port>| 01

Additional servers can be added using the format
prot ocol :// <server_donai n>: <port >| 01| <i nst ance sonet hi ng>

Platform Locale

The platform locale value is the default language subtype that Identity Server was
installed with. The authentication, logging and administration services are
administered in the language of this value. The default is en_US. See Table 17-1 on
page 180 for a listing of all supported language subtypes.

Cookie Domains

This is the list of domains that will be returned in the cookie header when setting a
cookie to the user’s browser during authentication. If empty, no cookie domain will
be set. In other words, the Identity Server session cookie will only be forwarded to
the Identity Server itself and no other servers in the domain. If SSO is required with
other servers in the domain, this attribute must be set with the cookie domain. If
you had two interfaces in different domains on one ldentity Server then you would
need to set both cookie domains in this attribute. If a load balancer is used, the
cookie domain must be that of the load balancer’s domain, not the servers behind
the load balancer. The default value for this field is the domain of the installed
Identity Server.

Login Service URL

This field specifies the URL of the login page. The default value for this attribute is
/ <DEPLOY_URI / Ul / Logi n.
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Logout Service URL

This field specifies the URL of the logout page. The default value for this attribute
is/ DEPLY_URI/ U/ Logout .

Available Locales

This attribute stores all available locales configured for the platform. Consider an
application that lets the user choose their locale. This application would get this
attribute from the platform profile and present the list of locales to the user. The
user would choose a locale and the application would set this in the user entry
preferredLocal e.

Client Char Sets

This attribute specifies the character set for different clients at the platform level. It
contains a list of client types and the corresponding character sets. The format is as
follows:

cl i ent Type| charset
cl i ent Type2| charset
For example:

generi cHTM_| UTF- 8
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Chapter 29

Policy Configuration Attributes

The Policy Configuration attributes consist of global and organization
attributes.The values applied to the global attributes are applied across the Sun
ONE Identity Server configuration and are inherited by every configured
organization. (They can not be applied directly to roles or organizations as the goal
of global attributes is to customize the Identity Server application.) The values
applied to the organization attributes under Service Management become the
default values for Policy configuration. The service template needs to be created
after registering the service for the organization. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the organization. The Policy Configuration attributes are
separated into:

e Global Attribute

= QOrganization Attributes

Global Attribute

The global attribute in the Policy Configurative service is:

= Resource Comparator
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Organization Attributes

Resource Comparator

This attribute specifies the resource comparator information, which is used to
compare resources specified in a Policy rule definition. Resource comparison is
used for both policy creation and evaluation. This attribute contains the following

values:

servi ceType Specifies the service to which the comparator should be used.

cl ass Defines the java class that implements the resource
comparison algorithm.

wi | dcard Specifies the wildcard that can be defined in resource names

delimter Specifies the delimiter to be used in the resource name.

caseSensitivity Specifies if the comparison of the two resources should
consider or ignore case. Fal se ignores case, Tr ue considers
case.

Organization Attributes
The organization attributes in the Policy Configuration service are:
= LDAP Server and Port
= LDAP Base DN
< LDAP Bind DN
= LDAP Bind Password
< LDAP Bind Password (Confirm)
< LDAP Org Search Filter
< LDAP Org Search Scope
< LDAP Groups Search Filter
< LDAP Groups Search Scope
= LDAP Users Search Filter
< LDAP Users Search Scope
= LDAP Roles Search Filter
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Organization Attributes

< LDAP Roles Search Scope

< LDAP Organization Search Attribute

< LDAP Groups Search Attribute

= LDAP Users Search Attribute

= LDAP Roles Search Attribute

= Maximum Results Returned From Search
= Timeout For Search (seconds)

< LDAP SSL Enabled

= LDAP Connection Pool Minimal Size
= LDAP Connection Pool Maximum Size
= Selected Policy Subjects

= Selected Policy Conditions

= Selected Policy Referrals

= Subjects Result Time To Live

LDAP Server and Port

This field specifies the host name and port number of the primary LDAP server
specified during ldentity Server installation that will be used to search for Policy
subjects, such as LDAP users, LDAP roles, LDAP groups, etc.

The format is host name: por t . (If there is no port number, assume 389.) Multiple
entries must be prefixed by the local server name.

LDAP Base DN

This field specifies the base DN in the LDAP server from which to begin the search.
By default, it is the top-level organization of the ldentity Server installation.

LDAP Bind DN

This field specifies the bind DN in the LDAP server.
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Organization Attributes

LDAP Bind Password

This attribute defines the password to be used for binding to the LDAP server. By
default, the anl dapuser password that was entered during installation is used as
the bind user.

LDAP Bind Password (Confirm)

Confirmation of the LDAP Bind password.

LDAP Org Search Filter

Specifies the search filter to be used to find organization entries. The default is
(obj ect cl ass=sunMangagedOr gani zat i on).

LDAP Org Search Scope

This attribute defines the scope to be used to find organization entries. The scope
must be one of the following:

e SCOPE _BASE
. SCOPE_ONE
e SCOPE_SUB (default)

LDAP Groups Search Filter

Specifies the search filter to be used to find group entries. The default is
(obj ect cl ass=gr oupO Uni queNanes) .

LDAP Groups Search Scope

This attribute defines the scope to be used to find group entries. The scope must be
one of the following:

«  SCOPE_BASE
« SCOPE_ONE
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e SCOPE_SUB (default)

LDAP Users Search Filter

Specifies the search filter to be used to find user entries. The default is
(obj ect cl ass=i net or gper son).

LDAP Users Search Scope

This attribute defines the scope to be used to find user entries. The scope must be
one of the following:

e  SCOPE- BASE
. SCOPE_ONE
e SCOPE_SUB (default)

LDAP Roles Search Filter

Specifies the search filter to be used to find entries for roles. The default is
(&( obj ect cl ass=I dapsubentry) (obj ect cl ass=nsr ol edefi ni tions)

LDAP Roles Search Scope

This attribute defines the scope to be used to find entries for roles. The scope must
be one of the following:

e  SCOPE- BASE
. SCOPE_ONE
e SCOPE_SUB (default)

LDAP Organization Search Attribute

This field defines the attribute type for which to conduct a search on an
organization. The default is o.
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LDAP Groups Search Attribute

This field defines the attribute type for which to conduct a search on a group. The
defaultis cn.

LDAP Users Search Attribute

This field defines the attribute type for which to conduct a search on a user. The
default is ui d.

LDAP Roles Search Attribute

This field defines the attribute type for which to conduct a search on a role. The
defaultis cn.

Maximum Results Returned From Search

This field defines the maximum number of results returned from a search. The
default value is 100. If the search limit exceeds the amount specified, the entries
that have been found to that point will be returned.

Timeout For Search (seconds)

This attribute specifies the amount of time before a timeout on a search occurs. If
the search exceeds the specified time, the entries that have been found to that point
will be returned

LDAP SSL Enabled

This attribute specifies whether or not the LDAP server is running SSL. Selected
enables SSL, unselected (default) disables SSL.
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LDAP Connection Pool Minimal Size

This attribute specifies the minimal size of connection pools to be used for
connecting to the Directory Server, as specified in the LDAP server attribute. The
default is 1.

LDAP Connection Pool Maximum Size

This attribute specifies the maximum size of connection pools to be used for
connecting to the Directory Server, as specified in the LDAP server attribute. The
default is 10.

Selected Policy Subjects

This attribute allows you to select a set of subject types available to be used for
policy definition in the organization.

Selected Policy Conditions

This attribute allows you to select a set of conditions types available to be used for
policy definition in the organization.

Selected Policy Referrals

This attribute allows you to select a set of referral types available to be used for
policy definition in the organization.

Subjects Result Time To Live

This attribute specifies the amount of time (in minutes) that a cached subject result
can be used to evaluate the same policy request based on an single sign-on token.
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When a policy is initially evaluated for an SSO token, the subject instances in the
policy are evaluated to determine whether the policy is applicable to a given user.
The subject result, which is keyed by the SSO token ID, is cached in the policy. If
another evaluation occurs for the same policy for the same SSO token ID within the
time specified in the Subject Result Time To Live attribute, the policy framework
retrieves the cached subjects result, instead of evaluating the subject instances. This
significantly reduces the time for policy evaluation.
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Chapter 30

SAML Attributes

The Security Assertion Markup Language (SAML) Attributes are global attributes.
The values applied to them are carried across the Sun ONE Identity Server
configuration and inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the Identity Server application.)

For more information about the SAML Service architecture, see the Sun One
Identity Server Programmer’s Guide.

The SAML attributes are as follows:
= Site ID And Site Issuer Name

= Sign Request

= Sign Response

= Sign Assertion

= Artifact Name

= Target Specifier

= Artifact Timeout (seconds)

= Assertion Skew Factor For notBefore Time
= Assertion Timeout (seconds)

= Trusted Partner Sites

e POST To Target URLs
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Site ID And Site Issuer Name

This attribute contains a list of entries, with each entry containing an instance ID,
site 1D, and site issuer name. The default value will be assigned during installation.
The format is as follows:

i nst ancei d=serverprotocol ://servernane: portnunber|siteid=<site_id>|
i ssuer Name=<si te_i ssuer_nanme>

Sign Request

This attribute specifies whether all SAML requests will be digitally signed (XM
DSI G) before being delivered. Clicking on this option will enable this feature.

Sign Response

This attribute specifies whether all SAML responses will be digitally signed (XML
DSIG) before being delivered. Clicking on this option will enable this feature.

All SAML responses used by the SAML Web Post profile will be digitally signed
whether this option is enabled or not enabled.

Sign Assertion

This attribute specifies whether all SAML assertions will be digitally signed (XM
DSI G) before being delivered. Clicking on this option will enable this feature.

Artifact Name

This attribute assigns a variable name to a SAML artifact defined in the SAML
Service configuration. A SAML artifact is bounded-size data, which identifies an
assertion and a source site. It is carried as part of a URL query string and conveyed
by a re-direction to the destination site. The default is SAM_ar t .

Target Specifier

This attribute assigns a variable name to the destination site URL used in the
re-direct. The default is Tar get .
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Artifact Timeout (seconds)

This attribute specifies the timeout for an assertion created for an artifact. The
default is 120.

Assertion Skew Factor For notBefore Time

This attribute is used to calculate the notBefore time of an assertion. For example, if
the Issuelnstant is 2002- 09024T21: 39: 497, and the Assertion Skew Factor
notBefore Time value is set to 300 seconds (which is the default value), the
notBefore attribute of the conditions element for the assertion would be

2002- 09- 24T21: 34: 49Z.

Assertion Timeout (seconds)

This attribute specifies the number of seconds before a timeout occurs on an
assertion. The default is 60.

Trusted Partner Sites

This attribute stores a partner’s information so that one site can establish a trusted
relationship to communicate with another partner site.

This attribute contains a list of entries, with each entry containing key/value pairs
(separated by “]”). The source ID is required for each entry. For example:

Sour cel D=si t ei d| SOAPURL=ht t ps: // server nane: port nurber/ anser ver/ SAML
SQAPRecei ver | Aut hType=SSL| host | i st =i paddr ess

The parameters are:

Sourcel D The 20-byte sequence defined as part of the Siteld.
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tar get

SAMLUr |

POSTUr |

i ssuer

SQAPUr |
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This parameter is defined in a specific domain, with or
without a port number. If you wish to contact a web page
hosted in that specific domain, t ar get specifies the
redirect to a URL defined by the SAMLUr | or POSTUr |
parameters for further processing.

If there are two entries (one containing a port number
and one not containing a port number) that have the
same domain specified in the Trusted Partner Sites
attribute, the entry with the port number has a higher
priority.

For example, if you have the following two trusted
partner sites definitions:

tar get =sun. con] SAMLUr | =ht t p: / / machi nel. sun
. com 8080/ anser ver/ SAMLAwar eSer vl et

and

tar get =sun. com 8080| SAMLUr | =httyp:// machin
e2.sun. com 80/ anser ver/ SAMLAwar eSer vl et

and are seeking a the following page:
http://somemachi ne. sun. com 8080/ i ndex. ht m

the second definition will be chosen as the SAML service
provider because the matching domain and port coexist
inthe t ar get parameter.

Defines the URL that provides the SAML service. The
servlet specified in the URL implements the

Web- browser SSO with Artifact profile defined in
the OASIS-SAML Bindings and Profiles specification.

Defines the URL that provides the SAML service. The
servlet specified in this URL implements the

Web- browser SSO wi t h POST profile defined in the
OASIS-SAML Binding and Profiles specification.

Defines the creator of an assertion generated within
Identity Server. The syntax is host name: port.

Specifies the SOAP Receiver service.



Aut hType

User

host | i st

Account Mapper

attri but eMapper

act i onMapper

Defines the authentication type used in SAML. It should
be one of the following:

*  NOAUTH
» BASI CAUTH
« SSL

e SSLW THBASI CAUTH

This parameter is optional, and if not specified, the
default is NOAUTH.

If BASI CAUTH or SSLW THBASI CAUTH is specified, the
User parameter is required.

Defines the uid of the partner which is used to protect the
partner’s SOAP Receiver.

This attribute lists the IP addresses and/or the

cert Al i as for all of the hosts, within the specified
partner site, that can send requests to this site. This
ensures that the requester is indeed the intended receiver
for the SAML artifact.

Specifies a pluggable class which defines how the subject
of an Assertion is related to an identity at the destination
site. By default, it is:

comsun.identity.sam . plugins. Defaul t Accou
nt Mapper

Specifies the class with the path to where the

attri but eMapper is located. Applications can develop
anattri but eMapper to obtain either an SSOToken 1D
or an assertion containing Aut hent i cat i onSt at enent
from the query. The mapper is then used to retrieve the
attributes for the subject. If no at t ri but eMapper is
specified, Def aul t At t ri but eMapper will be used.

Specifies the class with the path to where the

act i onMapper is located. Applications can develop an
act i onMapper to obtain either an SSOToken ID or an
assertion containing Aut hent i cat i onSt at enment from
the query. The mapper is then used to retrieve the
authorization decisions for the actions defined in the
query. If no act i onMapper is specified,

Def aul t Acti onMapper will be used.
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siteAttributeMapper Specifies the class with the path where the
siteAttri but eMapper is located. Applications can
developasiteAttributeMapper to obtain attributes
to be included in the assertion during SSO. If no
siteAttri but eMapper is found, then no attributes
will be included in the assertion during SSO.

cert Al'i as=<al i asNanme> Specifiesacert Al i as name used for verifying the
signature in an assertion, when the assertion is signed by
a partner and the certificate of the partner can not be
found in the KeyI nf o portion of the signed assertion.

The following table lists an example configuration for trusted partner sites. Not all
of the parameters are necessary for all use cases, so the optional parameters are
contained in brackets.

Sender Receiver
artifact sourceid sourceid
target SQAPUr |
SAMLUr | [account Mapper ]
host | i st [Aut hType]
[siteAttributeMapper] [User]
[cert Al'i as]
POST profile sourcei d sourcei d
target i ssuer
POSTUr | [account Mapper ]

[siteAttri buteMapper] [certAlias]

SOAP Request sourcei d
host i st
[att ri but eMapper]

[act i onMapper ]
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Sender Receiver
[cert Al'i as]

[i ssuer]

POST To Target URLs

If the target URL received through SSO (either artifact profile or POST profile) by
the site is listed in this attribute, the assertion or assertions that are received from

SSO will be sent to the target URL by an http: FORM POST.
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Chapter 31

Session Attributes

The Session Attributes are dynamic attributes. The values applied to these
attributes are applied to either a role or an organization. If the role is assigned to a
user or a user is assigned to the organization, these attributes, by default, are
inherited by the user. The Session Attributes are:

= Max Session Time (Minutes)
< Max Idle Time (Minutes)
= Max Caching Time (Minutes)

Default session values are set in Service Configuration for all Identity Server
registered organizations. These values can be set differently for separate
organizations by registering the session service to the specific organization,
creating a template and inputting a value other than the default value.

Max Session Time (Minutes)

This attribute accepts a value in minutes to express the maximum time before the
session expires and the user must reauthenticate to regain access. A value of 1 or
higher will be accepted. The default value is 120. (To balance the requirements of
security and convenience, consider setting the Max Session Time interval to a
higher value and setting the Max Idle Time interval to a relatively low value.)
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Max ldle Time (Minutes)

This attribute accepts a value (in minutes) equal to the maximum amount of time
without activity before a session expires and the user must reauthenticate to regain
access. A value of 1 or higher will be accepted. The default value is 30. (To balance
the requirements of security and convenience, consider setting the Max Session
Time interval to a higher value and setting the Max Idle Time interval to a
relatively low value.)

Max Caching Time (Minutes)

This attribute accepts a value (in minutes) equal to the maximum interval before
the client contacts Identity Server to refresh cached session information. A value of
0 or higher will be accepted. The default value is 3.
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Chapter 32

User Attributes

There are two places which house user attributes: the Service Configuration and
User Management windows. The Service Configuration window contains default
attributes for registered organizations. The User Management window contains
user entry attributes.

e User Attributes
= User Profile Attributes

= Unique User IDs

User Attributes

The User Attributes are dynamic attributes. The values applied to dynamic
attributes are assigned to a role or an organization that is configured in Identity
Server. When the role is assigned to a user or a user is assigned to the organization,
the dynamic attributes become a characteristic of the user. The User Attributes are
divided into:

= User Preferred Language
* User Preferred Timezone
« Inherited Locale

< Admin DN Starting View
e Default User Status

Default user values are set for all Identity Server registered organizations. These
values can be set differently for separate organizations by registering the user
service to the specific organization, creating a template and inputting a value other
than the default value.
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User Attributes

User Preferred Language

This field specifies the user’s choice for the text language displayed in the Identity
Server console. The default value is en. This value maps a set of localization keys to
the user session so that onscreen text appears in a language appropriate for the
user.

User Preferred Timezone

This field specifies the time zone in which the user accesses the Identity Server
console. There is no default value.

Inherited Locale

This field specifies the locale for the user. The default value is en_US. Any value
from Table 17-1 on page 180 can be used.

Admin DN Starting View

If this user is a Identity Server administrator, this field specifies the node that
would be the starting point displayed in the Identity Server console when this user
logs in. There is no default value. A valid DN for which the user has, at the least,
read access can be used.

CAUTION If the Top-Level Administrator wishes to assign a user the
administration privileges to two different groups, the Admin DN
Starting View should be specified as the DN of the level above
BOTH groups. This holds true for any entries at the same level such
as organizations, or groups. This action could result in the user
being able to manage an organization, or group that is not
specifically assigned to them. It is up to the Top-Level
Administrator to decide on the ACI model and where to define the
DN Starting View.
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Default User Status

This option indicates the default status for any newly created user. This status is
superseded by the User Entry status. Only active users can authenticate through
Identity Server. The default value is Act i ve. Either of the following can be selected
from the pull-down menu:

= Active — The user can authenticate through Identity Server.

= Inactive — The user cannot authenticate through ldentity Server, but the user
profile remains stored in the directory.

The individual user status is set by registering the User service, choosing the value,
applying it to a role and adding the role to the user’s profile.

User Profile Attributes

The User Profile Attributes are default attributes for user profiles. These values are
set in the User Profile view by an administrator or by the user when they log on.
Administrators can add their own user attributes to the user profile or create a new
service. For more information see Sun One Identity Server Programmer’s Guide.

NOTE Identity Server does not enforce uniqueness for attributes within
user entries. For example, user Aand user B are both created in the
same organization. For both, the email address attribute can be set
j i m@madi sonpar c. com The administrator can configure Sun ONE
Directory Server’s attribute uniqueness plug-in to help enforce
unique attribute values. For more information, see Unique User 1Ds
at the end of this chapter or the Sun One Directory Server
Administrator’s Guide.

First Name

This field takes the first name of the user. (The First Name value and the Last Name
value identify the user in the Currently Logged In field in the upper right corner of
the Identity Server console.)
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Last Name

This field takes the last name of the user. (The First Name value and the Last Name
value identify the user in the Currently Logged In field in the upper right corner of
the Identity Server console.)

Full Name

This field takes the full name of the user.

Password

This field takes the password for the name specified in the Userld field.

Password (Confirm)

Confirmation of the password.

Email Address

This field takes the email address of the user.

Employee Number

This field takes the employee number of the user.

Telephone Number

This field takes the telephone number of the user.

Home Address

This field can take the home address of the user.
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User Status

This option indicates whether the user is allowed to authenticate through Identity
Server. Only active users can authenticate through ldentity Server. The default
value is Act i ve. Either of the following can be selected from the pull-down menu:

= Active — The user can authenticate through Identity Server.

= Inactive — The user cannot authenticate through ldentity Server, but the user
profile remains stored in the directory.

NOTE Changing the user status to | nact i ve only affects authentication
through Identity Server. The Directory Server uses the
nsAccount Lock attribute to determine user account status. User
accounts inactivated for Identity Server authentication can still
perform tasks that do not require Identity Server. To inactivate a
user account in the directory, and not just for Identity Server
authentication, set the value of nsAccount Lock to f al se. If
delegated administrators at your site will be inactivating users on a
regular basis, consider adding the nsAccount Lock attribute to the
Identity Server User Profile page. See the Sun One ldentity Server
Programmer’s Guide for details.

Account Expiration Date

If this attribute is present, the authentication service will disallow login if the
current date and time has passed the specified Account Expiration Date. The
format for this attribute is as follows:

(rmm dd/ yyyy hh: nm

User Authentication Configuration

This attribute sets the authentication method for the user. The default
authentication method is LDAP. One or more authentication methods can be
selected by clicking the Edit link. If more than on method is selected, then the user
may have to successfully authenticate to all of selected methods.
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User Alias List

The field defines a list of aliases that may be applied to the user.

Preferred Locale

This field specifies the locale for the user. The default value is en_US. Any value
from Table 17-1 on page 180 can be used.

You can use one of the following attributes in the pull-down menu:
= Ignore
e Customize

e Inherit

Success URL

This attribute specifies the URL that the user will be redirected to upon successful
authentication.

Failure URL

This attribute specifies the URL that the user will be redirected to upon
unsuccessful authentication.

Unigue User IDs

In order to enforce uid uniqueness within the Identity Server application, the
plug-in, available in Directory Server, must be configured as follows:

dn: cn=ui d uni queness, cn=pl ugi ns, cn=confi g
obj ectd ass: top

obj ect d ass: nsSl apdPl ugin

obj ect d ass: extensi bl e(hj ect

cn: uid uni queness

nssl apd- pl ugi nPat h: /i ds908/1i b/ ui d- pl ugi n. so
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nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi

nssl apd- pl ugi
nssl apd- pl ugi
nssl apd- pl ugi

Unique User IDs

nl nitfunc: NSUni queAttr_Init

nType: preoperation

nEnabl ed: on

narg0: attribute=uid

nargl: narker Qbj ect G ass=nsManagedDonai n
n- depends- on-type: dat abase

nl d: NSUni queAttr

nVersion: 5.1

nVendor: Sun | Netscape Al liance

nDescription: Enforce unique attribute val ues

It is recommended that the nsManagedDonai n object class is used to mark the
organization in which uid uniqueness is desired. The plug-in is not enabled by
default.

To configure the uniqueness of uids per organization, either add the DN for each
organization in the plug-in entry or use the marker object class option and add
nsManagedDomai n to each top-level organization entry.

nEnabl ed: on
narg0: attribute=uid

nargl: narker Qbj ect G ass=nsManagedDonai n
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Chapter 33

ldentity Server Security Service
Attributes

The ldentity Server Security Service Attributes are dynamic attributes. The values
applied to these attributes are applied to either a role or an organization. If the role
is assigned to a user or a user is assigned to the organization, these attributes, by
default, are inherited by the user. The Identity Server Security Service Attributes
are:

e Enrollment URL
= Inherited Country

NOTE In order to enable the Identity Server Security Service, you must:

1. Install Sun ONE Certificate Server 4.7 SP1. For installation
instructions, see the Certificate Server 4.7 release notes at
http://docs.sun.com/source/816-6407-10/index.html.

2. Configure the Certificate Server to enable the Identity Server
Security Service. For configuration instructions, see the Sun
ONE Certificate Server Installation and Setup Guide at
http://docs.sun.com/db/coll/S1_slCertificateServer 47.

3. Define the Identity Server Security Service attributes described
in this chapter.

Enrollment URL

This attribute specifies the place holder for the value of the Sun One Certificate
Server’s enrollment service. The syntax is one of the following:

ht t p: / / <hostname>: <non ssl end entity port number>/ enr ol | nent
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ht t ps: / / <hostname>: <ssl end entity port number>/ enr ol | ment

The parameters are as follows:

hostname The hostname of the server where Certificate Server is
installed.

non ssl end entity port The non-SSL end entity port number, by default, is 80. It is

number configured after running Set up for Certificate Server.

ssl end entity port number ~ The SSL end entity port number, by default, is 443. It is
configured after running Set up for Certificate Server.

enr ol | nent The enrollment servlet in Certificate Server.

Inherited Country

This attribute is a dynamic attribute in the schema that is used by an administrator
to assign a country that can be used by all users.

The count ry value is used in generating the CSR (Certificate Signing Request) to
be sent to the Certificate Server servlet in order to generate a certificate for the user.
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Appendix A

Configuring ldentity Server in SSL
Mode

Using Secure Socket Layer (SSL) with simple authentication guarantees
confidentiality and data integrity.

Identity Server is capable of simultaneous SSL and non-SSL communications. This
means that you do not have to choose between SSL or non-SSL communications;
you can use both at the same time.

To configure Identity Server in SSL mode, see the following steps:

1. Inthe Identity Server console, click on the Properties arrow for the top-level
organization (created during installation).

The Organization Properties window will display in the Data pane.

2. Inthe Full DNS Name attribute, change the protocol from htt p:// to
https://.

3. Click Save to save the changes.

4. Inthe Identity Server console, go to the Service Configuration module and
select the Platform service. In the Server List attribute, remove the htt p: //
protocol, and add the ht t ps: // protocol. Click Save.

5. Log on to the Sun ONE Web Server console. The default port is 58888.

6. Select the Web Server instance on which Identity Server is running, and click
Manage.

This displays a pop-up window explaining that the configuration has changed.
Click OK.

7. Click on the Apply button located top right corner of the screen.
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10.
11.
12.

13.
14.

15.

Click Apply Settings.

The Web Server should automatically restart. Click OK to continue.

Stop the select Web Server instance.

Click the Security Tab.

Click on Create Database.

Enter the new database password and click OK.

Ensure that you write down the database password for later use.

Once the Certificate Database has been created, click on Request a Certificate.
Enter the data in the fields provided in the screen.

The Key Pair Field Password field is the same as you entered in Step 12. In the
location field, you will need to spell out the location completely.
Abbreviations, such as CA, will not work.

Once the form is submitted, you will see a message such as:

--BEG N CERTI FI CATE REQUEST- - -
af aj sdl | wger oi sdaoi 234r | kgwel kasj | asnvdknbsl aj ow j al sdkj f al sdf | asdf
al sfj awoei rj oi 2ej owdnl kswnvnwof i j woei j f wi epwer f oi gqer oi j epr wpf rwl

-- END CERTI FI CATE REQUEST- -

16.

17.

Copy this text and submit it for the certificate request.
Ensure that you get the Root CA certificate.

You will receive a certificate response containing the certificate, such as:
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--BEA N CERTI FI CATE- - -

af aj sdl | wger oi sdaoi 234r | kgwel kasj | asnvdknbsl aj ow j al sdkj f al sdf | asdf

al sfj awoei rj oi 2ej owdnl kswnvnwof i j woei j f wi epwer f oi gqer oi j epr wpf rwl

- - END CERTI FI CATE- - -

18.
19.
20.
21.
22.

23.
24.
25.

26.

27.
28.
29.

30.

31.

Copy this text into your clipboard, or save the text into a file.

Go the Web Server console and click on Install Certificate.

Click on Certificate for this Server.

Enter the Certificate Database password in the Key Pair File Password field.

Paste the certificate into the provided text field, or check the radio button and
enter the filename in the text box. Click Submit.

The browser will display the certificate, and provide a button to add the
certificate.

Click Install Certificate.
Click Certificate for Trusted Certificate Authority.

Install the Root CA Certificate in the same manner described in Step 19
through Step 24.

Once you have completed installing both certificates, click on the Preferences
tab in the Web Server console.

Select Add Listen Socket and then Edit Listen Socket.
Change the security status from Off to On, and click OK to submit the changes.

Open the AMConf i g. properti es file. By default, the location of this file is
/ opt / SUNVand | i b.

Replace all of the protocol occurrences of ht t p: // tohttps://, exceptfor the
Web Server Instance Directory. This is also specified in AMConf i g. properti es,
but must remain the same.

Save the AMConfig.properties file.
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32. In the Web Server console, click the ON/OFF button for the Identity Server
hosting web server instance.

The Web Server displays a text box in the Start/Stop page.

33. Enter the Certificate Database password in the text field and select Start.
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