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Preface

This Developer’ s Guide describes how to create and run Java™ 2 Platform, Enterprise
Edition (J2EE™ platform) applications that follow the open Java standards model for J2EE
components and APIs in the Sun Java™ System Application Server environment. Topics
include developer tools, security, assembly, deployment, debugging, and creating lifecycle
modules.

Who Should Use This Book

This Developer’s Guide is intended for use by software devel opers who create, assemble,
and deploy J2EE applications using Sun Java System servers and software. Application
Server software devel opers should already understand the following technologies:

» Javatechnology

* TheJava™ 2 Platform, Enterprise Edition (J2EE™ platform), version 1.4
»  Hypertext Transfer Protocol (HTTP)

e Hypertext Markup Language (HTML)

e Extensible Markup Language (XML)

Before You Read This Book

Application Server is acomponent of Sun Java™ Enterprise System, a software
infrastructure that supports enterprise applications distributed across a network or Internet
environment. Y ou should be familiar with the documentation provided with Sun Java
Enterprise System, which can be accessed online at

http://docs. sun. com app/ docs/ pr od/ ent sys. 05q1#hi c.
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http://docs.sun.com/app/docs/prod/entsys.05q1#hic

How This Book Is Organized

How This Book Is Organized

The Developer’s Guide has three parts and an Appendix:

20

* Partl,"“Developing and Deploying Applications,” includes general devel opment topics

relevant to the Application Server, such as security and debugging.

e Partll, “Developing Applications and Application Components,” describes J2EE

application components, such as servlets and message-driven beans, that can run on the

Application Server.

e Partlll, “Using Services and APIs,” describes services and APIsthat provide
Application Server resources, such as JDBC and JNDI.

* Appendix A, “Deployment Descriptor Files,” describes deployment descriptor files
specific to the Sun Java System Application Server.

The following table summarizes the chapters in this book.

Table 1 How This Book |s Organized

Chapter

Description

Chapter 1, “Setting Up a Development
Environment”

Chapter 2, “Securing Applications”

Chapter 3, “Assembling and
Deploying Applications”

Chapter 4, “Debugging Applications”

Describes setting up an application development
environment in the Sun Java System Application Server.

Explains how to write secure J2EE applications, which
contain components that perform user authentication
and access authorization.

Describes Sun Java System Application Server modules
and how these modules are assembled separately or
together in an application. Also describes classloaders
and tools for assembly and deployment.

Provides guidelines for debugging applications in the
Sun Java System Application Server.

Chapter 5, “Developing Web
Applications”

Chapter 6, “Using Enterprise
JavaBeans Technology”

Chapter 7, “Using Container-Managed
Persistence for Entity Beans”

Chapter 8, “Developing Java Clients”

Describes how web applications are supported in the
Sun Java System Application Server.

Describes how Enterprise JavaBeans™ (EJB™)
technology is supported in the Sun Java System
Application Server.

Provides information on how container-managed
persistence (CMP) works in the Sun Java System
Application Server.

Describes how to develop, assemble, and deploy J2EE
Application Clients.
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Table 1

Conventions Used in This Book

How This Book |'s Organized (Continued)

Chapter

Description

Chapter 9, “Developing Connectors”

Chapter 10, “Developing Lifecycle
Listeners”

Describes Sun Java System Application Server support
for the J2EE Connector 1.5 architecture.

Describes how to create and use a lifecycle listener
module.

Chapter 11, “Using the JDBC API for
Database Access”

Chapter 12, “Using the Transaction
Service”

Chapter 13, “Using the Java Naming
and Directory Interface”

Chapter 14, “Using the Java Message
Service”

Chapter 15, “Using the JavaMail API”

Chapter 16, “Using the Java
Management Extensions (JMX) API”

Explains how to use the Java™ Database Connectivity
(JDBC™) API for database access with the Sun Java
System Application Server.

Describes J2EE transactions and transaction support in
the Sun Java System Application Server.

Explains how to use the Java Naming and Directory
Interface™ (JNDI) API for naming and references.

Explains how to use the Java™ Message Service (JMS)
API, and describes the Application Server’s fully
integrated JMS provider: the Sun Java™ System
Message Queue software.

Explains how to use the JavaMail™ API.

Explains how to use the Java Management Extensions
(IMX™) API.

Appendix A, “Deployment Descriptor
Files”

Describes deployment descriptor files specific to the Sun
Java System Application Server.

Conventions Used in This Book

The tables in this section describe the conventions used in this book.

Typographic Conventions
The following table describes the typographic changes used in this book.

Table 2 Typographic Conventions

Typeface Meaning Examples
AaBbCc123 API and language elements, HTML  Edit your. | ogi n file.
(Monospace) tags, web site URLs, command

names, file names, directory path

Use |'s -atolist al files.

names, onscreen computer output,

sample code.

% You have mail .
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Table 2 Typographic Conventions (Continued)

Typeface Meaning Examples

AaBbCc123 What you type, when contrasted %suU

(Monospace with onscreen computer output. Passwor d:

bold)

AaBbCc123 Book titles, new terms, words to be  Read Chapter 6 in the User’s Guide.
(Italic) emphasized.

A placeholder in a command or path
name to be replaced with a real
name or value.

These are called class options.
Do not save thefile.

Thefileislocated in the
install-dir/ bi n directory.

Symbols

The following table describes the symbol conventions used in this book.

Table 3 Symbol Conventions

Symbol Description Example

Meaning

[1] Contains optional command |s [-1]
options.

{11} Contains a set of choicesfor  -d {y| n}
a required command option.

Joins simultaneous multiple  Control-A

The -1 option is not
required.

The - d option requires that
you use either the y
argument or the n
argument.

Press the Control key while

keystrokes. you press the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key,
keystrokes. release it, and then press
the subsequent keys.
> Indicates menu item File > New > Templates From the File menu, choose

selection in a graphical user
interface.

New. From the New
submenu, choose
Templates.
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Conventions Used in This Book

Default Paths and File Names

The following table describes the default paths and file names used in this book.

Table 4 Default Paths and File Names

Term

Description

install_dir

domain_root_dir

domain_dir

instance_dir

By default, the Application Server installation directory is located here:

« Sun Java Enterprise System installations on the Solaris™ platform:
/ opt / SUN\Wappser ver / appser ver

e Sun Java Enterprise System installations on the Linux platform:
/ opt / sun/ appser ver/

» Other Solaris and Linux installations, non-root user:
user’shomedirectory/ SUNVappser ver

» Other Solaris and Linux installations, root user:
/ opt / SUN\Wappser ver

*  Windows, all installations:
SystemDrive: \ Sun\ AppSer ver

By default, the directory containing all domains is located here:

e Sun Java Enterprise System installations on the Solaris platform:
/var/ opt/ SU\Wappser ver / donai ns/

e Sun Java Enterprise System installations on the Linux platform:
/var/ opt/ sun/ appser ver/ donai ns/

* All other installations:
ingall_dir/ domai ns/

By default, each domain directory is located here:
domain_root_dir/ domein cir

In configuration files, you might see domain_dir represented as follows:

${com sun. aas. i nst anceRoot }

By default, each instance directory is located here:

domain_dir/ instance _dir

Preface
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Related Documentation

Shell Prompts

The following table describes the shell prompts used in this book.

Table5  Shell Prompts

Shell Prompt

C shell on UNIX or Linux machine-name%
C shell superuser on UNIX or Linux machine-name#
Bourne shell and Korn shell on UNIX or Linux $

Bourne shell and Korn shell superuser on UNIX or Linux  #

Windows command line C\

Related Documentation
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Thehttp: //docs. sun. con web site enables you to access Sun technical documentation
online. Y ou can browse the archive or search for a specific book title or subject.

You can find adirectory of URLs for the official specifications at
install_dir/ docs/ i ndex. ht m Additionally, the following resources might be useful.

General J2EE Information:

The J2EE 1.4 Tutorial:

http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m
The J2EE Blueprints:

http://java. sun. comref erence/ bl ueprints/index. ht m

Core J2EE Patterns: Best Practices and Design Strategies by Deepak Alur, John Crupi, &
Dan Malks, Prentice Hall Publishing

Java Security, by Scott Oaks, O’ Reilly Publishing

Programming with Servletsand JSP files:

Java Serviet Programming, by Jason Hunter, O’ Reilly Publishing

Java Threads, 2nd Edition, by Scott Oaks & Henry Wong, O’ Reilly Publishing
Programming with EJB components:;

Enterprise JavaBeans, by Richard Monson-Haefel, O’ Reilly Publishing
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Related Documentation

Programming with JDBC:

Database Programming with JDBC and Java, by George Reese, O’ Reilly Publishing

JDBC Database Access With Java: A Tutorial and Annotated Reference (Java Series), by

Graham Hamilton, Rick Cattell, & Maydene Fisher

Javadocs:

Javadocs for packages provided with the Application Server are located in
install_dir/ docs/ api .

Books in This Documentation Set

The Sun Java System Application Server manuals are available as online files in Portable

Document Format (PDF) and Hypertext Markup Language (HTML).

The following table summarizes the books included in the Application Server core
documentation set.

Table 6 Books in This Documentation Set

Book Title

Description

Release Notes

Quick Start Guide
Installation Guide

Deployment Planning Guide

Developer’s Guide

J2EE 1.4 Tutorial

Administration Guide

High Availability Administration
Guide

Late-breaking information about the software and the documentation. Includes a
comprehensive, table-based summary of the supported hardware, operating
system, JDK, and JDBC/RDBMS.

How to get started with the Sun Java System Application Server product.
Installing the Sun Java System Application Server software and its components.

Evaluating your system needs and enterprise to ensure that you deploy Sun Java
System Application Server in a manner that best suits your site. General issues and
concerns that you must be aware of when deploying an application server are also
discussed.

Creating and implementing Java™ 2 Platform, Enterprise Edition (J2EE™ platform)
applications intended to run on the Sun Java System Application Server that follow
the open Java standards model for J2EE components and APIs. Includes general
information about developer tools, security, assembly, deployment, debugging, and
creating lifecycle modules.

Using J2EE 1.4 platform technologies and APIs to develop J2EE applications and
deploying the applications on the Sun Java System Application Server.

Configuring, managing, and deploying the Sun Java System Application Server
subsystems and components from the Administration Console.

Post-installation configuration and administration instructions for the high-availability
database.
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Accessing Sun Resources Online

Table 6 Books in This Documentation Set (Continued)

Book Title

Description

Administration Reference

Editing the Sun Java System Application Server configuration file, donai n. xm .

Upgrade and Migration Guide Migrating your applications to the new Sun Java System Application Server

programming model, specifically from Application Server 6.x and 7. This guide also
describes differences between adjacent product releases and configuration options
that can result in incompatibility with the product specifications.

Performance Tuning Guide Tuning the Sun Java System Application Server to improve performance.

Troubleshooting Guide

Error Message Reference

Reference Manual

Solving Sun Java System Application Server problems.
Solving Sun Java System Application Server error messages.

Utility commands available with the Sun Java System Application Server; written in
manpage style. Includes the asadni n command line interface.

Other Server Documentation

For other server documentation, go to the following:

M essage Queue documentation
http://docs. sun. con db?p=pr od/ s1. slnsgqu

Directory Server documentation
http://docs. sun. com col | / D rect oryServer _04qg2

Web Server documentation
http://docs. sun. con col | / S1_websvr61_en

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

Download Center
http://wws. sun. con sof t war e/ downl oad/

Professional Services
http: //waw sun. con servi ce/ sunps/ sunone/ i ndex. ht n

Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. com
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http://wwws.sun.com/software/download/
http://www.sun.com/service/sunps/sunone/index.html
http://sunsolve.sun.com/

Contacting Sun Technical Support

e Developer Information
http: // devel opers. sun. coni pr odt ech/ i ndex. ht n

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the product
documentation, go to ht t p; // waw sun. cond ser vi ce/ cont acti ng.

Related Third-Party Web Site References

Information about the Ant tool is available through the Apache Software Foundation:
http://ant.apache. org/

For information about standard Ant tasks, see the Ant documentation:
http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / i ndex. ht m

For information about use of thefi | eset element in the Ant tool, see:
http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / Cor eTypes/ fi | eset . ht ni
For more information about SOAP, see the Apache SOAP web site:

http://xn . apache. or g/ soap/ i ndex. ht m

Information about Optimizeit™ from Borland is available at:

ht t p: // waw. bor | and. cond opt i m zei t

For general information about DTD files and XML, see the XML specification at:
htt p: // waw. w3. or g/ TR REG xni

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites or
resources. Sun will not be responsible or liable for any actual or alleged damage or loss
caused or alleged to be caused by or in connection with use of or reliance on any such
content, goods, or services that are available on or through such sites or resources.
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Sun Welcomes Your Comments

Sun isinterested in improving its documentation and wel comes your comments and
suggestions.

To share your comments, go to htt p: // docs. sun. comand click Send Comments. In the
online form, provide the document title and part number. The part number is a seven-digit
or nine-digit number that can be found on the title page of the book or at the top of the
document. For example, the title of this book is Sun Java System Application Server
2005Q1 Developer’s Guide, and the part number is 819-0217.
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Chapter 1

Setting Up a Development
Environment

This chapter gives guidelines for setting up an application development environment in the
Sun Java™ System Application Server. Setting up an environment for creating, assembling,
deploying, and debugging your code involves installing the mainstream version of the Sun
Java System Application Server and making use of development tools. In addition, sample
applications are available. These topics are covered in the following sections:

» Installing and Preparing the Server for Devel opment
» High Avallability Features
e Tools

*  Sample Applications

Installing and Preparing the Server for
Development

For the Sun Java Enterprise System, Application Server installation is part of the system
installation process. For more information, see
http://docs. sun. con app/ docs/ pr od/ ent sys. 05q1#hi c.

For all other installations, the following components are included in the full installation. For
more information, see the Sun Java System Application Server Installation Guide.

*  SunJava System Application Server core, including:
o J2EE 1.4 compliant application server

o Administration Console
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High Availability Features

o asadm n utility
o deploytool
o Other development and deployment tools
o SunJava™ System Message Queue
o J2SE14.2
o PointBase (intended for evaluation use only, not for production or deployment use)
o TheHigh-Availability Database (HADB)
o Load balancer plugins for web servers
« JOK
e Sample Applications

After you have installed Sun Java System Application Server, you can further optimize the
server for development in these ways:

» Locate utility classes and libraries so they can be accessed by the proper classloaders.
For more information, see “Using the System Classloader” on page 77 or “Using the
Common Classloader” on page 77.

»  Set up debugging. For more information, see Chapter 4, “Debugging Applications.”

»  Configure the Java™ Virtual Machine (JVM ™) software. For more information, see
the Sun Java System Application Server Administration Guide.

High Availability Features

32

High availability features such asload balancing and session failover are discussed in detail
inthe Sun Java System Application Server Administration Guide. This Developer’s Guide
describes the following features in the following sections:

e For information about HT TP session persistence, see “Distributed Sessions and
Persistence” on page 150.

»  For information about checkpointing of the stateful session bean state, see “ Stateful
Session Bean Failover” on page 165.

»  For information about failover and load balancing for Java clients, see Chapter 8,
“Developing Java Clients.”

»  For information about load balancing for message-driven beans, see “L oad-Balanced
Message Inflow” on page 278.
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Tools

The following general tools are provided with Sun Java System Application Server:
*  Theasadmin Command
*  The Administration Console

The following development tools are provided with Sun Java System Application Server or
downloadable from Sun:

*  Theasant Utility

*  deploytool

*  Verifier

e Migration Tool

The following third-party tools might also be useful:
e Debugging Tools

» Profiling Tools

The asadmin Command

The asadm n command allows you to configure alocal or remote server and perform both
administrative and development tasks at the command line. For general information about
asadmi n, see the Sun Java System Application Server Reference Manual.

Theasadm n command islocated intheinstall_dir/ bi n directory. Typeasadm n hel p for
alist of subcommands.

The Administration Console

The Administration Console lets you configure the server and perform both administrative
and development tasks using a web browser. For general information about the
Administration Console, see the Sun Java System Application Server Administration
Guide.

To accessthe Administration Console, type ht t ps: // host: 4849 in your browser. The host
is the name of the machine on which the Application Server is running.

Chapter 1 Setting Up a Development Environment 33



Tools

34

The asant Utility

Apache Ant 1.5.4 is provided with Sun Java System Application Server and can be
launched from the bi n directory using the command asant . Sun Java System Application
Server also provides server-specific tasks for deployment; see “asant Assembly and
Deployment Tool” on page 94. The sample applications provided with Sun Java System
Application Server use Ant bui | d. xm files; see” Sample Applications’ on page 35.

For more information about Ant, see the Apache Software Foundation website:

http://ant.apache. org/

deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assembl e J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

Verifier

The verifier tool checks a J2EE application file (EAR, JAR, WAR, RAR), including Java
classes and deployment descriptors, for compliance with J2EE specifications. Useit to
check whether an application has obvious bugs and to make applications portable across
application servers. The verifier can be launched from the deploytool or from the command
line. For more information, see “ The Deployment Descriptor Verifier” on page 80.

Migration Tool

The Migration Tool reassembles J2EE applications and modul es devel oped on other
application servers. For more information and to download the Migration Tool, see:

http://java. sun. conj2ee/tool s/ mgration/index. ht n

For additional information on migration, see the Sun Java System Application Server
Upgrade and Migration Guide.
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Sample Applications

Debugging Tools

Y ou can use several debuggers with the Sun Java System Application Server. For more
information, see Chapter 4, “Debugging Applications.”

Profiling Tools

Y ou can use several profilers with the Sun Java System Application Server. For more
information, see “Profiling” on page 125.

Sample Applications

Sample applications that you can examine and deploy are included with the full installation
of the Sun Java System Application Server. Y ou can also download these samples
separately if you installed the Sun Java System Application Server without them initially.

If installed with the Sun Java System Application Server, the samples are in the
install_dir/ sanpl es directory. The samples are organized in categories such asej b, j dbc,
connect or s, i 18n, and so on. Each sample category is further divided into subcategories.
For example, under the ej b category are st at el ess, st at ef ul , securi ty, mib, brp, and
cnp subcategories.

Most Sun Java System Application Server samples have the following directory structure:
e Thedocs directory containsinstructions for how to use the sample.

e Thebuild. xn filedefinesasant targetsfor the sample (see “asant Assembly and
Deployment Tool” on page 94)

* Thebuil d andj avadocs directories are generated as aresult of targets specified inthe
bui | d. xm file.

* Thesrc/java directory under each component contains source code for the sample.
» Thesrc/ conf directory under each component contains the deployment descriptors.

With afew exceptions, sample applications follow the standard directory structure
described here:

http://java. sun. con bl ueprints/ code/ proj ect conventi ons. ht m
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Sample Applications

Theinstall_dir/ sanpl es/ conmon- ant . xni file defines properties common to all sample
applications and implements targets needed to compile, assemble, deploy and undeploy
sample applications. In most sample applications, the bui | d. xm file includes

common- ant . xni .

For a detailed description of the hel | owor | d sample and how to deploy and run it, see the
associated documentation at:

indall_dir/ sanpl es/ ej b/ st at el ess/ apps/ si npl e/ docs/ i ndex. ht m

After you deploy the hel | owor | d sample in Sun Java System Application Server, you can
invoke it using the following URL :

htt p: // server: port/ hel | owor | d
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Chapter 2

Securing Applications

This chapter describes how to write secure J2EE applications, which contain components
that perform user authentication and access authorization for servlets and EJB business
logic. For information about administrative security for the server, see the Sun Java System
Application Server Administration Guide.

This chapter contains the following sections:

Security Goals

Application Server Specific Security Features
Container Security

Realm Configuration

JACC Support

Pluggable Audit M odule Support

The server.policy File

Configuring Message Security
Programmatic Login

User Authentication for Single Sign-on
Defining Roles
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Security Goals

Security Goals

In an enterprise computing environment, there are many security risks. The Sun Java
System Application Server’s goal isto provide highly secure, interoperable, and distributed
component computing based on the J2EE security model. Security goalsinclude:

Full compliance with the J2EE security model (for more information, see the J2EE
specification, v1.4 Chapter 3 Security)

Full compliance with the EJB v2.1 security model (for more information, see the
Enterprise JavaBean specification v2.1 Chapter 15 Security Management). This
includes EJB role-based authorization.

Full compliance with the Java Servlet v2.4 security model (for more information, see
the Java Servlet specification, v2.4 Chapter 11 Security). Thisincludes servlet
role-based authorization.

Support for single sign-on across all Sun Java System Application Server applications
within a single security domain.

Support for message security.
Security support for ACC Clients.

Support for severa underlying authentication realms, such as simple file and LDAP.
Certificate authentication is also supported for SSL client authentication. For Solaris,
OS platform authentication is supported in addition to these.

Support for declarative security through Sun Java System Application Server specific
XML-based role mapping.

Support for JACC (Java Authorization Contract for Containers) pluggable
authorization asincluded in the J2EE 1.4 specification and defined by JSR-115.

Application Server Specific Security Features

The Sun Java System Application Server supports the J2EE v1.4 security model, aswell as
the following features which are specific to the Sun Java System Application Server:
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M essage security

Single sign-on across all Sun Java System Application Server applications within a
single security domain

Programmatic login

A GUI-based deploytool for building XML files containing the security information.
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Container Security

The component containers are responsible for providing J2EE application security. There
are two security forms provided by the container:

*  Programmatic Security
e Declarative Security

Programmatic Security

Programmatic security iswhen an EJB component or servlet uses method callsto the
security AP, as specified by the J2EE security model, to make business logic decisions
based on the caller or remote user’ s security role. Programmatic security should only be
used when declarative security alone isinsufficient to meet the application’s security
model.

The J2EE specification, v1.4 defines programmatic security as consisting of two methods of
the EJB EJBCont ext interface and two methods of the servlet H t pSer vl et Request
interface. The Sun Java System Application Server supports these interfaces as specified in
the specification.

For more information on programmatic security, see the following:
e Section 3.3.6, Programmatic Security, in the 2EE Specification,v1.4
e “Programmatic Login” on page 56

Declarative Security

Declarative security means that the security mechanism for an application is declared and
handled externally to the application. Deployment descriptors describe the J2EE
application’ s security structure, including security roles, access control, and authentication
requirements.

The Sun Java System Application Server supports the deployment descriptors specified by
J2EE v1.4 and has additional security elementsincluded in its own deployment descriptors.
Declarative security is the application deployer’ s responsibility.

There are two levels of declarative security, asfollows:
e Application Level Security
e Component Level Security
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Application Level Security

The application XML deployment descriptor (appl i cat i on. xm ) contains authorization
descriptors for all user roles for accessing the application’s servlets and EJB components.
On the application level, al roles used by any application container must belisted in a

r ol e- nanme element in this file. The role names are scoped to the EJB XML deployment
descriptors (ej b-j ar. xn and sun-ej b-j ar. xm files) and to the serviet XML
deployment descriptors (web. xni and sun-web. xn files). The sun-appl i cati on. xni
file must also contain matching securi ty-r ol e- mappi ng elementsfor each r ol e- nane
used by the application.

Component Level Security
Component level security encompasses web components and EJB components.

A secure web container authenticates users and authorizes access to a servlet or JSP by
using the security policy laid out in the serviet XML deployment descriptors (web. xm and
sun-web. xm files).

The EJB container is responsible for authorizing access to a bean method by using the
security policy laid out in the EJB XML deployment descriptors (ej b-j ar. xmi and
sun-ej b-jar. xm files).

Realm Configuration

This section covers the following topics:

»  Supported Realms

* How to Configure a Realm

* How to Set aRealm for an Application or Module
e Creating a Custom Realm

Supported Realms

The following realms are supported in the Sun Java System Application Server:

o file- Storesuserinformationin afile. Thisisthe default realm when you first install
the Sun Java System Application Server.

e | dap - Stores user information in an LDAP database.
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e certificate - Setsup the user identity in the Sun Java System Application Server's
security context, and populates it with user data obtained from cryptographically
verified client certificates.

* solaris - Allows authentication using Solaris user nane+passwor d data. Thisrealm
isonly supported on Solaris 9.

For detailed information about configuring each of these realms, see the Sun Java System
Application Server Administration Guide.

How to Configure a Realm

Y ou can configure arealm in one of these ways:

* Inthe Administration Console, open the Security component under the relevant
configuration and go to the Realms page. For details, see the Sun Java System
Application Server Administration Guide.

» Usetheasadni n creat e- aut h-r eal mcommand to configure realms on local
servers. For details, see the Sun Java System Application Server Reference Manual.

How to Set a Realm for an Application or Module

The following deployment descriptor elements have optional r eal mor r eal m nane data
subelements or attributes that override the domain’s default realm:

e sun-applicationéeementinsun-application.xm
e web- app element inweb. xm

e as-context elementinsun-ejb-jar.xm

e client-container elementinsun-acc. xn

e client-credential elementinsun-acc. xni

If modules within an application specify conflicting realms, these are ignored. If present,
therealm defined in sun- appl i cat i on. xm isused, otherwise the domain’s default realm
is used.

For example, arealm is specified in sun- appl i cat i on. xm asfollows:

<sun- appl i cati on>

<r eal npl dap</real n»
</ sun-appl i cati on>
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For more information about the deployment descriptor files and elements, see Appendix A,
“Deployment Descriptor Files.”

Creating a Custom Realm

Y ou can create a custom realm by providing a Java Authentication and Authorization
Service (JAAS) login module and arealm implementation. Note that client-side JAASIogin
modules are not suitable for use with Sun Java System Application Server. For more
information about JAAS, refer to the JAAS specification for Java 2 SDK, v 1.4, available
here:

http://java. sun. coni product s/ j aas/

Custom realms must extend the

com sun. appserv. security. Appser vPasswor dLogi nMbdul e class. This class extends
j avax. securi ty. aut h. spi . Logi nMbdul e. Custom realms must not extend

Logi nModul e directly.

Custom login modules must provide an implementation for one abstract method defined in
Appser vPasswor dLogi nModul e:

abstract protected void authenticateUser() throws Logi nException

This method performs the actual authentication. The custom login module must not
implement any of the other methods, such as! ogi n(), | ogout (), abort (), commit (), or
initialize().Defaultimplementationsare provided in Appser vPasswor dLogi nhbdul e
which hook into Sun Java System Application Server infrastructure.

The custom login module can access the following protected object fields, which it inherits
from Appser vPasswor dLogi nMbdul e. These contain the user name and password of the
user to be authenticated:

protected String _usernang;
protected String _password,;

The aut hent i cat eUser () method must end with the following sequence:

String[] grpList;

/'l popul ate grpList with the set of groups to which

/1 _username belongs in this realm if any

return comnitUserAut henti cation(_username, _password, _currentRealm grpList);

Custom realms must also implement a Real mclass which extends the
com sun. appserv. security. Abst r act Real mclass.
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JACC Support

Custom realms must implement the following methods:

public void init(Properties props) throws BadReal nExcepti on,
NoSuchReal nExcept i on

This method is invoked during server startup when the realm isinitially loaded. The pr ops
argument contains the properties defined for thisrealm in donai n. xnl . The realm can do
any initialization it needs in this method. If the method returns without throwing an
exception, Sun Java System Application Server assumes the realm is ready to service
authentication regquests. If an exception isthrown, the realm is disabled.

public String getAut hType()

This method returns a descriptive string representing the type of authentication done by this
realm.

public abstract Enuneration get G oupNanes(String usernane) throws
I nval i dQperati onException, NoSuchUser Exception

This method returns an Enurrer at i on (of St ri ng objects) enumerating the groups (if any)
to which the given user nane belongsin thisrealm.

JACC Support

JACC (Java Authorization Contract for Containers) is part of the J2EE 1.4 specification and
defined by JSR-115. JACC defines an interface for pluggabl e authorization providers. This
providesthird parties with amechanism to develop and plug in modules that are responsible
for answering authorization decisions during J2EE application execution. The interfaces
and rules used for developing JACC providers are defined in the JACC 1.0 specification.

The Sun Java System Application Server provides a simple file-based JACC-compliant
authorization engine as a default JACC provider. To configure an alternate provider using
the Administration Console, open the Security component under the relevant configuration,
and select the JACC Providers component. For details, see the Sun Java System
Application Server Administration Guide.

Pluggable Audit Module Support

Y ou can create a custom audit module. This section covers the following topics:
»  Configuring an Audit Module
* TheAuditModule Class
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Configuring an Audit Module

To configure an audit module, you can perform one of the following tasks:

»  To specify an audit module using the Administration Console, open the Security
component under the relevant configuration, and select the Audit M odules component.
For details, see the Sun Java System Application Server Administration Guide.

* Youcanusetheasadni n create-audit-nodul e command to configure an audit
module. For details, see the Sun Java System Application Server Reference Manual.

The AuditModule Class

Y ou can create a custom audit module by implementing a class that extends

com sun. appserv. security. Audi t Modul e. The Audi t Modul e class provides default
“no-op” implementations for each of the following methods, which your custom class can
override.

public void init(Properties props)

This method isinvoked during server startup when the audit module isinitialy loaded. The
pr ops argument contains the properties defined for thismodule in domai n. xni . The
module can do any initialization it needs in this method. If the method returns without
throwing an exception, Sun Java System Application Server assumes the module realmis
ready to service audit requests. If an exception is thrown the module is disabled.

public void authentication(String user, String real m bool ean success)

This method is invoked when an authentication request has been processed by arealm for
the given user. The success flag indicates whether the authorization was granted or denied.

public voi d webl nvocation(String user, HtpServletRequest req, String type,
bool ean success)

Thismethod isinvoked when aweb container call has been processed by authorization. The
success flag indicates whether the authorization was granted or denied. Ther eq object is
the standard H: t pSer vl et Request object for thisrequest. Thet ype string is one of
hasUser Dat aPer mi ssi on or hasResour cePer mi ssi on (see JSR-115).

public void ejblnvocation(String user, String ejb, String method, bool ean
success)

This method is invoked when an EJB container call has been processed by authorization.
The success flag indicates whether the authorization was granted or denied. Theej b and
met hod strings describe the EJB component and its method that is being invoked.
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The server.policy File

Each Sun Java System Application Server domain has its own standard J2SE policy file,
located in domain_dir/ confi g. Thefileisnamed ser ver. pol i cy.

Sun Java System Application Server is a J2EE 1.4-compliant application server. Assuch, it
follows the requirements of the J2EE specification, including the presence of the security
manager (the Java component that enforces the policy) and alimited permission set for
J2EE application code.

This section covers the following topics:
» Default Permissions

»  Changing Permissions for an Application

Default Permissions

Internal server codeis granted all permissions. These are covered by the Al | Per ni ssi on
grant blocks to various parts of the server infrastructure code. Do not modify these entries.

Application permissions are granted in the default grant block. These permissions apply to
all code not part of theinternal server code listed previously. Sun Java System Application
Server does not distinguish between EJB and web module permissions. All code is granted
the minimal set of web component permissions (which is a superset of the EJB minimal
set).

A few permissions above the minimal set are also granted in the default ser ver . pol i cy
file. These are necessary dueto variousinternal dependencies of the server implementation.
J2EE application developers must not rely on these additional permissions.

One additional permission isgranted specifically for using connectors. If connectors are not
used in a particular domain, you should remove this permission, because it is not otherwise
necessary.

Changing Permissions for an Application

The default policy for each domain limits the permissions of J2EE deployed applications to
the minimal set of permissions required for these applications to operate correctly. If you
develop applications that require more than this default set of permissions, you can edit the
server. pol i cy fileto add the custom permissions that your applications need.
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Y ou should add the extra permissions only to the applications that require them, not to al
applications deployed to adomain. Do not add extra permissions to the default set (the grant
block with no codebase, which appliesto all code). Instead, add a new grant block with a
codebase specific to the application requiring the extra permissions, and only add the
minimally necessary permissionsin that block.

NOTE Do not addj ava. security. Al | Perni ssi on totheserver. pol i cy file
for application code. Doing so completely defeats the purpose of the
security manager, yet you still get the performance overhead associated
with it.

Asnoted in the J2EE specification, an application should provide documentation of the
additional permissionsit needs. If an application requires extra permissions but does not
document the set it needs, contact the application author for details.

Asalast resort, you can iteratively determine the permission set an application needs by
observing AccessCont r ol Except i on occurrencesin the server log. If thisis not
sufficient, you can add the - Oj ava. securi ty. debug=f ai | JVM option to the domain.
For details, see the Sun Java System Application Server Administration Guide or the Sun
Java System Application Server Administration Reference.

Y ou can use the J2SE standard pol i cyt ool or any text editor to edit theser ver. pol i cy
file. For more information, see:

http://java. sun. coni docs/ books/ t utori al / securityl.2/tour2/index. ht m

For detailed information about the permissions you can set inthe ser ver . pol i cy file, see:
http://java. sun. conij2se/ 1. 4/ docs/ gui de/ securi ty/ per m ssi ons. ht m

The Javadoc for the Per ni ssi on classis here:

http://java. sun.comj2se/ 1. 4/ docs/ api/javal securi ty/ Perm ssi on. ht n

Configuring Message Security

46

In message security, security information travels along with the web services message.
WSS in the SOAP layer isthe use of XML Encryption and XML Digital Signatures to
secure SOAP messages. WSS profiles the use of various security tokens including X.509
certificates, SAML assertions, and username/password tokens to achieve this.
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Message layer security differs from transport layer security (which is discussed in the
Security chapter of the J2EE 1.4 Tutorial) in that message layer security can be used to
decouple message protection from message transport so that messages remain protected
after transmission, regardless of how many hops they travel on.

WSS is a security mechanism that is applied at the message-layer in order to secure web
services. For the purposes of this document, when we discuss WSS, we are talking about
security for web services as described by the Oasis Web Services Security (WSS)
specification. Message security for the Application Server follows this specification, which
can be viewed at the following URL :

http:// docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- message- securi ty- 1. 0. pdf
For more information about message security, see the following:

» TheJ2EE 1.4 Tutorial chapter titled Security, which can be viewed from:
http://java.sun. con j 2ee/ 1. 4/ docs/tutori al / doc/ i ndex. ht m

e The Administration Guide chapter titled “ Configuring Message Security.”
The following web services security topics are discussed in this section:

*  Message Security Responsibilities

»  Application-Specific Message Protection

» Understanding and Running the Example Application

»  Monitoring Message Security

Message Security Responsibilities

Message security responsibilities are assigned to the following:
»  Application Devel oper

» Application Deployer

*  System Administrator

Application Developer

The application developer can implement message security, but is not responsible for doing
s0. Message security can be set up by the System Administrator so that al web services are
secured, or set up by the Application Deployer when the Application Server provider
configuration isinsufficient.
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The application devel oper is responsible for the following:

Determining if an application-specific policy is necessary for an application. If so,
ensure that policy is satisfied at application assembly, or communicate the requirement
for application-specific message security to the Application Deployer, or take care of
implementing the application-specific policy.

Determining if message security is necessary at the Application Server level. If so,
ensure that need is communicated to the System Administrator, or take care of
implementing message security at the Application-Server level.

Application Deployer
The application deployer is responsible for:

Securing the application if it has not been appropriately secured by upstream roles (the
developer or assembler) and only if an application-specific policy is appropriate for the
application.

Implementing application-specific security by adding the message security binding to
the web service endpoint.

Modifying Sun-specific deployment descriptors to add message binding information.

These security tasks are discussed in “ Application-Specific Message Protection” on
page 49. An exampl e application using message security is discussed in “ Understanding
and Running the Example Application” on page 52.

System Administrator
The system administrator is responsible for:

Configuring message security providers on the Application Server.
Managing user databases.
Managing keystore and truststore files.

Configuring a Java Cryptography Extension (JCE) provider if using Encryption and
running a version of the Java SDK prior to version 1.5.0.

Installing the samples server in order to work with the example message security
applications.

A system administrator uses the Admin Console or the asadm n tool to manage server
security settings and keyt ool to manage certificates. System administrator tasks are
discussed in the “ Configuring Message Security” chapter of the Administration Guide.
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Application-Specific Message Protection

When the Application Server provided configuration isinsufficient for your security needs,
and you want to override the default protection, you can apply application-specific message
security to aweb service.

Application-specific security isimplemented by adding the message security binding to the
web service endpoint, whether it isan EJB or servlet web service endpoint. Modify
Sun-specific XML files to add the message binding information.

For more details on message security binding for EJB web services, servlet web services,
and clients, see the XML file descriptionsin Appendix A, “ Deployment Descriptor Files.”

e Forsun-ejb-jar.xm, see“The sun-gb-jar.xml File" on page 325.
e For sun-web. xn , see “The sun-web.xml File” on page 321.

» Forsun-application-client.xn,see"Thesun-application-client.xml file” on
page 334.

This section contains the following topics:
» Using a Signature to Enable Message Protection for All Methods
e Configuring Message Protection For a Specific Method Based on Digital Signatures

Using a Signature to Enable Message Protection for All Methods

To enable message protection for all methods using digital signature, update the

message- secur it y- bi ndi ng element for the EJB web service endpoint in the
application’ssun-ej b-j ar. xm file. Inthisfile, add r equest - pr ot ecti on and
response- prot ecti on elements, which are analogous to ther equest - pol i cy and
response- pol i cy elements discussed in the “ Configuring Message Security” chapter of
the Administration Guide. In order to apply the same protection mechanisms for all
methods, leave the method-name element blank. “ Configuring Message Protection For a
Specific Method Based on Digital Signatures’ on page 50 discusses listing specific methods
or using wild card characters.

This section uses the sample application discussed in “ Understanding and Running the
Example Application” on page 52 to apply application-level message security in order to
show only the differences necessary for protecting web services using various mechanisms.

To enable message protection for all methods using digital signature, including both
requests and responses, follow these steps.

1. Inatext editor, open the application’ssun- ej b-j ar. xn file. For the xns example,
thisfileislocated in the directory
ingall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xrms\ xnms- ej b\ src\ conf.
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2. Modify thesun-e¢j b-j ar. xm file by adding the text highlighted in bold:

<sun-ej b-j ar>
<ent er pri se-beans>
<uni que- i d>1</ uni que-i d>
<ej b>
<ej b- nane>Hel | oWor | d</ ej b- name>
<j ndi - name>Hel | oWr | d</j ndi - nane>
<webser vi ce- endpoi nt >
<port - conponent - name>Hel | ol F</ port - conponent - name>
<endpoi nt - addr ess- uri >ser vi ce/ Hel | oWr | d</ endpoi nt - addr ess- uri >
<message- securi ty-bi ndi ng aut h-1ayer="S0AP" >
<message- security>
<request - protection aut h-source="content" />
<response- protecti on aut h-source="content"/>
</ message- security>
</ message- securi ty- bi ndi ng>
</ webservi ce- endpoi nt >
</ ej b>
</enterpri se-beans>
</sun-ej b-jar>

3. Compile, deploy, and run the application as described in “ Running the Sample
Application” on page 53.

Configuring Message Protection For a Specific Method Based on
Digital Signatures

To enable message protection for a specific method, or for a set of methods that can be
identified using awildcard value, follow these steps. Asin the example discussed in “Using
a Signature to Enable Message Protection for All Methods” on page 49, to enable message
protection for a specific method, update the message- securi t y- bi ndi ng element for the
EJB web service endpoint in the application’ssun-¢j b-j ar. xm file. To thisfile, add
request - prot ecti on and r esponse- pr ot ect i on elements, which are analogous to the
request - pol i cy andr esponse- pol i cy elements discussed in the “ Configuring M essage
Security” chapter of the Administration Guide. The Administration Guide includes atable
listing the set and order of security operations for different request and response policy
configurations.

This section uses the sample application discussed in “ Understanding and Running the
Example Application” on page 52 to apply application-level message security in order to
show only the differences necessary for protecting web services using various mechanisms.

To enable message protection for a particular method or set of methods using digital
signature, follow these steps.
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1. Inatext editor, open the application’ssun-ej b-j ar. xni file. For the xns example,
thisfileislocated in the directory

ingall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xnms\ xns- ej b\ src\ conf.
2. Modify the sun-ej b-j ar.xm file by adding the text highlighted in bold:

<sun-ej b-jar>
<ent er pri se-beans>
<uni que- i d>1</ uni que-i d>
<ej b>
<ej b- nane>Hel | oWr | d</ €] b- nane>
<j ndi - name>Hel | oWr | d</ | ndi - name>
<webser vi ce- endpoi nt >
<port - conponent - name>Hel | ol F</ port - conponent - name>
<endpoi nt - addr ess- uri >ser vi ce/ Hel | oWr | d</ endpoi nt - addr ess- uri >
<message- securi ty-bi ndi ng aut h-1ayer="S0AP" >
<message- security>
<nessage>
<j ava- et hod>
<met hod- nane>ej bCr eat e</ net hod- nane>
</ j ava- net hod>
</ message>
<nessage>
<j ava- et hod>
<met hod- nane>sayHel | o</ net hod- narme>
</ j ava- net hod>
</ message>
<request - prot ection auth-source="content" />
<response- protecti on aut h-source="content"/>
</ message- security>
</ message- securi ty- bi ndi ng>
</ webservi ce- endpoi nt >
</ ej b>
</enterpri se- beans>
</sun-ej b-jar>

3. Compile, deploy, and run the application as described in “ Running the Sample
Application” on page 53.

This exampl e authenticates the source of the content of both the request and response
messages corresponding to the named methods.
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Understanding and Running the Example
Application

This section discusses the WSS sample application, xns, which is located in the directory
indall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xnms\ . This directory and this
sample application isinstalled on your system only if you have selected to install the
samples server when you installed the Application Server. If you have not installed the
samples, see “ Setting Up the Sample Application” on page 52.

The objective of this sample application isto demonstrate how aweb service can be secured
with WSS. The web servicein the xns exampleis a simple web service implemented using
a J2EE EJB endpoint and aweb service endpoint implemented using aserviet. Inthis
example, aservice endpoint interface is defined with one operation, sayHel | o, which takes
a string then sends a response with Hel | o prefixed to the given string. Y ou can view the
WSDL file for the service endpoint interface at

ingall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xns\ xns- €] b\ src\ conf\

Hel | oWor | d. wsdl .

In this application, the client lookups the service using the INDI name

j ava: conp/ env/ servi ce/ Hel | oWor | d and gets the port information using a static stub to
invoke the operation using a given name. For the name Duke, the client gets the response
Hel | o Duke!

This example shows how to use message security for web services at the Application Server
level and at the application level. The WSS message security mechanisms implement
message-level authentication (for example, XML digital signature and encryption) of SOAP
web services invocations using the X.509 and username/password profiles of the OASIS
WS-Security standard, which can be viewed from the following URL :

http:// docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- message- securi ty- 1. 0. pdf

52

This section includes the following topics:
»  Setting Up the Sample Application
*  Running the Sample Application

Setting Up the Sample Application

This section discusses setting up the message security application that uses XML digital
signatures to implement message security. The example application is located in the
directory indall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xns\ . For ease of
reference throughout the rest of this section, this directory is referred to as simply
app_dir/ xms/ .
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In order to have access to this sample application, you must have installed the sanpl es
server during installation of the Application Server. To check to seeif the samples are
installed, browse to the directory

ingall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xns\ . If this directory exists,
you do not need to follow the steps in the following section. If this directory does not exist,
the sanpl es server is not installed, and must be installed for access to the sample
application discussed here. Toinstall the sanpl es server, follow these steps:

1.
2.
3.

Start the installation for the Application Server.
Click Next on the Welcome page.
Click Yes on the Software License Agreement page. Click Next.

Click Next to accept the installation directory, or change it to match the location where
the Application Server is currently installed.

Select Continue to install to the same directory.

Y ou want to do this because you want the sanpl es/ directory to be a subdirectory of
the Application Server directory, indall_dir/ sanpl es/ .

Reenter the Admin User Name and Password. Click Next.

Y ou are on the page where you select to install just the samples.
Deselect everything except Create Samples Server. Click Next.
Click Install Now to install the samples.

Click Finish to complete the installation.

<property nane="security.config"
val ue="${ com sun. aas. i nst anceRoot }/ | i b/ appcl i ent/
wss-client-config. xm"/>

10. Save and exit thefile.

Running the Sample Application

1.

Make sure that the Application Server isrunning.

M essage security providers are set up when the asant targets are run, so you don't
need to configure these on the Application Server prior to running this example.

If you are not running HTTP on the default port of 8080, change the WSDL file for the
example to reflect the change, and change the conmon. properti es fileto reflect the
change aswell. The WSDL file for this exampleislocated at

ingall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xnms\ xns- ej b\ src\ conf\
Hel | oWr | d. wsdl . The port number isin the following section:
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<servi ce nanme="Hel | oWr| d">
<port name="Hell ol FPort" bindi ng="tns: Hel | ol FBi ndi ng">
<soap: address | ocation="http://| ocal host: 8080/
servi ce/ Hel | oVor | d" />
</port>
</ servi ce>

Verify that the propertiesin the ingall_dir\ sanpl es\ cormon. properti es file are set
properly for your installation and environment. If you need more description of this
file, refer to the Configuration section for the web services security applications at
ingall_dir\ sanpl es\ webser vi ces\ securi t y\ docs\ comon. ht m #Loggi ng.

Change to theingtall_dir\ sanpl es\ webser vi ces\ securi t y\ ej b\ apps\ xns\
directory.

Run the following asant targets to compile, deploy, and run the exampl e application:
a. Tocompilesamples:
asant
b. Todeploy samples:
asant depl oy
c. Torunsamples:
asant run

If the sample has compiled and deployed properly, you see the following response on
your screen after the application has run:

run:
[echo] Running the xns program
[exec] Established message |evel security : Hello Duke!

All of the web services security examples use the same web service name

(Hel | oWor | d) and web service portsin order to show only the differences necessary
for protecting web services using various mechanisms. Make sure to undeploy an
application when you have completed running it, or you receivean Al ready in Use
error and deployment failures when you try to deploy another web services example
application.

To undeploy the sample, run the following asant target:

asant undepl oy
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Monitoring Message Security

To view SOAP messages containing security elementsin the ser ver. | og file, set the
parameter dunpMessages=t r ue in the file domain_dir/ conf i g/ wss- server-confi g. xni ,
and then restart the server.

The section of thewss- server - confi g. xm filethat needsto be modified to enablethisis
as shown below:

<xwss: SecurityConfiguration
xm ns: xwss="ht tp://com sun. xnm . wss. confi guration”
useTi nest anps="t r ue"
dunpMessages="true">

After you have enabled SOAP messagesin the server . | og file, you can verify if the
username-password token is enabled by checking the

ingall_dir/ domai ns/ domain_name/ | ogs/ ser ver . | og file for the tag

<wsse: User namePasswor d>. The following selection of codeis similar to what you might
seeintheserver. | og file, with the username-password token tag highlighted in bold.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<env: Envel ope xm ns: env="http://schenas. xn soap. or g/ soap/ envel ope/ "
xm ns: enc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsO="http://tax.org/wsdl " xmns:
xsd="http: //ww. w3. or g/ 2001/ XM_Schena"
xm ns: xsi ="http:// waw w8. or g/ 2001/ XM.Schena- i nst ance"
env: encodi ngStyl e="http://schenas. xni soap. or g/ soap/ encodi ng/ " >
<env: Header >
<wsse: Security
xm ns: wsse="ht t p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
wss-wssecurity-secext-1.0.xsd" env: nust Under st and="1">
<wsse: User nameToken>
<wsse: User nane>j 2ee</ wsse: User name>
<wsse: Password Type="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/
oasi s- 200401- wss- user nane-t oken- prof i | e- 1. 0#Passwor dText " >j 2ee
</ wsse: Passwor d>
</ wsse: User naneToken>
<wsu: Ti nest anp
xm ns: wsu="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
wss-wssecurity-utility-1.0.xsd">
<wsu: Or eat ed>2004- 08- 22T09: 07: 58Z</ wsu: Cr eat ed>
</ wsu: Ti mest anp>
</ wsse: Security>
</ env: Header >
<env: Body>
<ns0: get St at eTax>
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<doubl e_1 xsi:type="xsd: doubl e">85000. 0</ doubl e_1>
<doubl e_2 xsi:type="xsd: doubl e">5000. 0</ doubl e_2>
</ ns0: get St at eTax>
</ env: Body>
</ env: Envel ope>

Programmatic Login

Programmatic login allows a deployed J2EE application to invoke alogin method. If the
login is successful, aSecuri t yCont ext isestablished asif the client had authenticated
using any of the conventional J2EE mechanisms.

Programmatic login is useful for an application that has special needs which cannot be
accommodated by any of the J2EE standard authentication mechanisms.

NOTE Programmatic login is specific to Sun Java System Application Server and
not portable to other application servers.

This section contains the following topics:
»  Precautions
e Granting Programmatic Login Permission

e The ProgrammaticL ogin Class

Precautions

The Sun Java System Application Server is not involved in how the login information
(user, passwor d) is obtained by the deployed application. Programmatic login places the
burden on the application devel oper with respect to assuring that the resulting system meets
their security requirements. If the application code reads the authentication information
across the network, it is up to the application to determine whether to trust the user.

Programmatic login allows the application developer to bypass the application
server-supported authentication mechanisms and feed authentication data directly to the
security service. While flexible, this capability should not be used without some
understanding of security issues.
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Since this mechanism bypasses the container-managed authentication process and
sequence, the application developer must be very careful in making sure that authentication
is established before accessing any restricted resources or methods. It is also the application
developer’s responsibility to verify the status of the login attempt and to alter the behavior
of the application accordingly.

The programmatic login state does not necessarily persist in sessions or participatein single
sign-on.

Lazy authentication is not supported for programmatic login. If an access check is reached
and the deployed application has not properly authenticated via the programmatic login
method, accessis denied immediately and the application might fail if not properly coded to
account for this occurrence.

Granting Programmatic Login Permission

The Pr ogr ammat i cLogi nPer ni ssi on permission is required to invoke the programmatic
login mechanism for an application. This permission is not granted by default to deployed
applications because thisis not a standard J2EE mechanism.

To grant the required permission to the application, add the following to the
domain_dir/ confi g/ server. poli cy file

grant codeBase "fil e:jar_file path" {
per ni ssi on com sun. appserv. security. Programati cLogi nPerm ssi on
"l ogin";

b

Thejar_file pathisthe path to the application’s JAR file.

For more information about the ser ver . pol i cy file, see“The server.policy File” on
page 45.

The ProgrammaticLogin Class

The com sun. appserv. securi ty. Progranmmati cLogi n class enables a user to perform
login programmatically. This class has four | ogi n methods, two for servlets or JSP files
and two for EJB components.

The login methods for servlets or JSP files have the following signatures:

public Boolean login(String user, String password,
javax.servlet.http. HtpServl et Request request,
javax.servlet.http. HtpServl et Response response)
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public Bool ean login(String user, String password, String realm
javax.servlet.http. HtpServl et Request request,

javax.servlet.http. HtpServl et Response response, bool ean errors) throws
Exception

The login methods for EJB components have the following signatures:
public Bool ean login(String user, String password)

public Bool ean login(String user, String password, String realm bool ean
errors) throws Exception

All of thesel ogi n methods:
e Perform the authentication
 Returntrue if login succeeded, f al se if login failed

The methods with er r or s flags propagate to the caller any exceptions encountered during
the authentication and return t r ue upon a successful authentication. The login occurs on
ther eal mspecified unlessit is null, in which case the domain’s default realm isused. The
methods with no r eal mparameter use the domain’s default realm.

The logout method for servlets or JSP files has the following signature:

public Bool ean login(String user, String password, String realm
H t pServl et Request request, HtpServl et Response response, bool ean errors)
throws Exception

The logout method for EJB components has the following signature:

public Bool ean login(String user, String password, String realm bool ean
errors) throws Exception

Theerror s flags are used to propagate to the caller any exceptions encountered during the
logout. These methods return t r ue upon a successful logout. The logout occurs on the
r eal mspecified unlessit isnull, in which case the domain’s default realm is used.

User Authentication for Single Sign-on
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The single sign-on feature of the Sun Java System Application Server allows multiple web
applications deployed to the same virtual server to share the user authentication state. With
single sign-on enabled, users who log in to one web application become implicitly logged
into other web applications on the same virtual server that require the same authentication
information. Otherwise, users would have to log in separately to each web application
whose protected resources they tried to access.
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An exampl e application using the single sign-on scenario could be a consolidated airline
booking service that searches all airlines and provides links to different airline web sites.
Once the user signs on to the consolidated booking service, the user information can be
used by each individua airline site without requiring another sign-on.

Single sign-on operates according to the following rules:

» Single sign-on applies to web applications configured for the same realm and virtual
server. Therealm is defined by the r eal m nane element in theweb. xm file. For
information about virtual servers, see the Sun Java System Application Server
Administration Guide.

e Aslong as users access only unprotected resources in any of the web applicationson a
virtual server, they are not challenged to authenticate themselves.

e Assoon asa user accesses a protected resource in any web application associated with
avirtual server, the user is challenged to authenticate himself or herself, using thelogin
method defined for the web application currently being accessed.

e Once authenticated, the roles associated with this user are used for access control
decisions across all associated web applications, without challenging the user to
authenticate to each application individually.

*  When the user logs out of one web application (for example, by invalidating the
corresponding session), the user’ s sessionsin al web applications are invalidated. Any
subsequent attempt to access a protected resource in any application requires the user to
authenticate again.

The single sign-on feature utilizes HTTP cookies to transmit a token that associates each
request with the saved user identity, so it can only be used in client environments that
support cookies.

To configure single sign-on, set the following propertiesin thevi rt ual - ser ver element
of thedonai n. xni file:

e sso-enabl ed - If fal se, single sign-on is disabled for this virtual server, and users
must authenticate separately to every application on the virtual server. The default is
true.

e sso-nax-inactive- seconds - Specifies the time after which a user’s single sign-on
record becomes eligible for purging if no client activity isreceived. Since single
sign-on applies across several applications on the same virtual server, access to any of
the applications keeps the single sign-on record active. The default value is 5 minutes
(300 seconds). Higher values provide longer single sign-on persistence for the users at
the expense of more memory use on the server.

e sso-reap-interval - seconds - Specifiestheinterval between purges of expired
single sign-on records. The default valueis 60.

Chapter 2 Securing Applications 59



Defining Roles

Here is an example configuration with all default values:

<virtual -server id="server" ... >

<property nane="sso-enabl ed" val ue="true"/>

<property nane="sso-nmax-i nactive-seconds" val ue="450"/>

<property nane="sso-reap-interval -seconds" val ue="80"/>
</virtual -server>

Defining Roles

Y ou define rolesin the J2EE deployment descriptor file, web. xni , and the corresponding
role mappings in the Sun Java System Application Server deployment descriptor file,
sun-appl i cation. xm (or sun-web. xm for individually deployed web modules).

For more information regarding web. xm elements, see Chapter 13, “ Deployment
Descriptor,” of the Java Servlet Specification, v2.4. For more information regarding
sun-web. xm and sun- appl i cati on. xm elements, see Appendix A, “Deployment
Descriptor Files.”

Each securit y-rol e- mappi ng element inthe sun- appl i cati on. xm or sun-web. xm
file maps a role name permitted by the web application to principals and groups. For
example, asun-web. xn filefor anindividually deployed web module might contain the
following:

<sun- web- app>
<security-rol e- mappi ng>
<r ol e- nane>nanager </ r ol e- nane>
<pri nci pal - name>j gar ci a</ pri nci pal - name>
<pri nci pal - name>mwebst er </ pri nci pal - nane>
<gr oup- nane>t eam | eads</ gr oup- name>
</ security-rol e- mappi ng>
<security-rol e- mappi ng>
<r ol e- nane>adni ni strat or </r ol e- nane>
<pri nci pal - name>dsm t h</ pri nci pal - nane>
</ security-rol e- mappi ng>
</ sun- web- app>

Note that ther ol e- name in this example must match ther ol e- nane in the
security-rol e element of the corresponding web. xmi file.
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Note that for J2EE applications (EAR files), all security role mappings for the application
modules must be specified in the sun- appl i cati on. xm file. For individually deployed
web modules, the roles are always specified in the sun- web. xni file. A role can be mapped
to either specific principals or to groups (or both). The principal or group names used must
be valid principals or groups in the current default realm.
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Chapter 3

Assembling and Deploying
Applications

This chapter describes Sun Java System Application Server modules and how these
modul es are assembled separately or together in an application. This chapter also describes
classloaders and tools for assembly and deployment.

Sun Java System Application Server modules and applications include J2EE standard
features and Sun Java System Application Server specific features. Only Sun Java System
Application Server specific features are described in detail in this chapter.

The following topics are presented in this chapter:
e Overview of Assembly and Deployment

e Assembling Modules and Applications

»  Deploying Modules and Applications

» asant Assembly and Deployment Tool

Overview of Assembly and Deployment

Application assembly (also known as packaging) is the process of combining discrete
components of an application into a single unit that can be deployed to a J2EE-compliant
application server. A package can be classified either as amodule or as a full-fledged
application. This section covers the following topics:

* Modules

* Applications

»  J2EE Standard Descriptors

*  SunJava System Application Server Descriptors
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e Naming Standards
» Directory Structure
*  Runtime Environments

Classloaders

Modules

A J2EE module is a collection of one or more J2EE components of the same container type
(for example, web or EJB) with deployment descriptors of that type. One descriptor is J2EE
standard, the other is Sun Java System Application Server specific. Types of J2EE modules
areasfollows:

Web Application Archive (WAR): A web application is acollection of servlets,
HTML pages, classes, and other resources that can be bundled and deployed to several
J2EE application servers. A WAR file can consist of the following items: servlets, JSP
files, JSP tag libraries, utility classes, static pages, client-side applets, beans, bean
classes, and deployment descriptors (web. xmi and optionally sun- web. xni ).

 EJBJAR File: The EJB JAR file isthe standard format for assembling enterprise
beans. This file contains the bean classes (home, remote, local, and implementation),
all of the utility classes, and the deployment descriptors (ej b-j ar. xm and
sun-ej b-j ar. xm ). If the EJB component is an entity bean with container managed
persistence, a. dbschena file and a CMP mapping descriptor,
sun- cnp- nappi ng. xm , must be included as well.

e Application Client Container JAR File: An ACC client is a Sun Java System
Application Server specific type of J2EE client. An ACC client supports the standard
J2EE Application Client specifications, and in addition, supports direct access to the
Sun Java System Application Server. Its deployment descriptors are
application-client.xm andsun-application-client.xm.

* Resource RAR File: RAR files apply to 2EE CA connectors. A connector moduleis
like adevice driver. It isa portable way of alowing EJB components to access a
foreign enterprise system. Each Sun Java System Application Server connector has a
J2EE XML file, ra. xm .

Package definitions must be used in the source code of all modules so the class oader can
properly locate the classes after the modul es have been deployed.

Because the information in a deployment descriptor is declarative, it can be changed
without requiring modifications to source code. At run time, the J2EE server reads this
information and acts accordingly.
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Sun Java System Application Server also supports lifecycle modules. See Chapter 10,
“Developing Lifecycle Listeners,” for more information.

EJB JAR and Web modules can also be assembled as separate JAR or WAR files and
deployed separately, outside of any application, asin the following figure.

Figure 3-1 Module Assembly and Deployment
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Applications

A J2EE application isalogical collection of one or more J2EE modules tied together by
application deployment descriptors. Components can be assembled at either the module or
the application level. Components can also be deployed at either the module or the
application level.

The following diagram illustrates how components are assembled into modules and then
assembled into a Sun Java System Application Server application EAR file ready for
deployment.
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Figure 3-2 Application Assembly and Deployment
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Each module has a Sun Java System Application Server deployment descriptor and a J2EE
deployment descriptor. The Sun Java System Application Server uses the deployment
descriptors to deploy the application components and to register the resources with the Sun

Java System Application Server.
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An application consists of one or more modules, an optional Sun Java System Application
Server deployment descriptor, and a required J2EE application deployment descriptor. All
items are assembled, using the Java ARchive (. j ar) file format, into one file with an
extension of . ear .

J2EE Standard Descriptors

The J2EE platform provides assembly and deployment facilities. These facilities use WAR,
JAR, and EAR files as standard packages for components and applications, and XML -based
deployment descriptors for customizing parameters.

J2EE standard deployment descriptors are described in the J2EE specification, v1.4. You

can find the specification here;

http://java. sun. com product s/

To check the correctness of these deployment descriptors prior to deployment, see “ The
Deployment Descriptor Verifier” on page 80.

The following table shows where to find more information about J2EE standard
deployment descriptors.

Table 3-1  J2EE Standard Descriptors

Deployment Descriptor

Where to Find More Information

appl i cation. xm

web. xm

ej b-jar.xn

application-client.xnl

ra. xm

Java 2 Platform Enterprise Edition Specification, v1.4, Chapter 8, “Application
Assembly and Deployment - J2EE:application XML DTD”

Java Servlet Specification, v2.4 Chapter 13, “Deployment Descriptor,” and
JavaServer Pages Specification, v2.0, Chapter 7, “JSP Pages as XML
Documents,” and Chapter 5, “Tag Extensions”

Enterprise JavaBeans Specification, v2.1, Chapter 16, “Deployment Descriptor”

Java 2 Platform Enterprise Edition Specification, v1.4, Chapter 9, “Application
Clients - J2EE:application-client XML DTD”

Java 2 Enterprise Edition, J2EE Connector Architecture Specification, v1.0,
Chapter 10, “Packaging and Deployment.”
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Table 3-2

Sun Java System Application Server Descriptors

Sun Java System Application Server uses additional deployment descriptorsfor configuring
features specific to the Sun Java System Application Server. The sun- appl i cati on. xni ,
sun-web. xm , and sun- cnp- mappi ngs. xm files are optional; all the others are required.

To check the correctness of these deployment descriptors prior to deployment, see “ The
Deployment Descriptor Verifier” on page 80.

The following table lists the Sun Java System Application Server deployment descriptors
and their DTD files. For complete descriptions of these files, see Appendix A, “ Deployment
Descriptor Files.”

Sun Java System Application Server Descriptors

Deployment Descriptor

DTD File

Description

sun-

sun-

sun-

sun-

sun-

sun-

appl i cation. xm

web. xm

ej b-jar. xm

cnp- mappi ngs. xm

application-client.xn

acc. xm

sun-application_1 4-0.dtd

sun-web-app_2 4-1.dtd

sun-ejb-jar_2 1-1.dtd

sun- cnp- mappi ng_1_2. dtd

sun-application-client_1 4-1.dtd

sun-appl i cation-client-container_1 0.dtd

Configures an entire J2EE
application (EAR file).

Configures a web application
(WAR file).

Configures an enterprise bean
(EJB JAR file).

Configures container-managed
persistence for an enterprise bean.

Configures an Application Client
Container (ACC) client (JAR file).

Configures the Application Client
Container.
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Naming Standards

Names of applications and individually deployed EJB JAR, WAR, and connector RAR
modules must be unique within a Sun Java System Application Server domain. Modul es of
the same type within an application must have unique names. In addition, for entity beans
that use CMP,. dbschena file names must be unique within an application.
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If you do not explicitly specify aname, the default name is the first portion of the file name
(without the . war or . j ar extension). Modules of different types can have the same name
within an application, because the directories holding the individual modules are named
with _j ar, _war and _rar suffixes. Thisisthe case when you use the Administration
Console, theasadm n command, or the deploytool to deploy an application or module. See
“Tools for Deployment” on page 88.

Make sure your package and file names do not contain spaces or characters that areillegal
for your operating system.

If you are writing your own JSR 88 client to deploy applications to the Sun Java System
Application Server using the following API, the name of the application is taken from the
di spl ay- name entry in the J2EE standard deployment descriptor, because thereis no file
name in this case. If the di spl ay- nane entry isnot present, the Application Server creates
atemporary file name and uses that name to deploy the application.

javax. enterprise. depl oy. spi . Depl oynent Manager . di stri bute(Target[],
I nput Stream | nput Strean)

Neither the Administration Console, the asadm n command, nor the deploytool usesthis
API.

For more information about JSR 88, see the JSR 88 page:
http://jcp.org/en/jsr/detail ?i d=88

Directory Structure

When you deploy an application, the application is expanded to an open directory structure,
and the directories holding the individual modules are named with _j ar, _war and _rar
suffixes. If you use the asadni n depl oydi r command to deploy adirectory instead of an
EAR file, your directory structure must follow this same convention.

Module and application directory structures follow the structure outlined in the J2EE
specification. Here is an example directory structure of a simple application containing a
web module, an EJB module, and a client module.
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+ converter_1/

|--- converterdient.jar
| --+ META-| NF/

| |]--- MANIFEST. MF

| |--- application. xm
| '--- sun-application. xm
|--+ war-ic_war/

| |--- index.jsp

| |--+ META-INF/

| | |--- MAN FEST. MF
: '

|

I

I

I

|

|

|

I

I

'--- sun-web. xm
--+ ejb-jar-ic_jar/
|--- Converter.class
| --- Convert erBean. cl ass
| --- Convert er Hore. cl ass

--+ META- I NF/
| --- MAN FEST. MF
|--- ejb-jar.xn

--- sun-gj b-jar.xm
--+ app-client-ic_jar/
|--- Converterdient.class
"--+ META- I NH
|--- MAN FEST. MF
|--- application-client.xn
'--- sun-application-client.xn

Here is an example directory structure of an individually deployed connector module.

M/Connect or /
--- readne. htm
ra.jar
client.jar
win.dll
solaris. so
- -+ META- | NF/
| --- MANI FEST. MF
"--- ra.xm

+
I
|
|
|
I
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Runtime Environments

Whether you deploy an individual module or an application, deployment affects both the
file system and the server configuration. See the following “M odule runtime environment”
and “ Application runtime environment” figures.

Module Runtime Environment
The following figure illustrates the environment for individually deployed module-based
deployment.

Figure 3-3 Module runtime environment

packagingEJB.jar

A 4 A 4
Configuration: File System:
<ej b- nodul e> domain_dir/ appl i cati ons/j 2ee- nodul es/
element in domai n. xm packagi ngEJB/ *

For file system entries, modules are extracted as follows:

domain dir/ appl i cati ons/j 2ee- nodul es/ module_name
domain_dir/ gener at ed/ ej b/ j 2ee- nodul es/ module_name
domain_dir/ gener at ed/ j sp/ j 2ee- modul es/ module_name

The appl i cat i ons directory contains the directory structures described in “ Directory
Structure” on page 69. The gener at ed/ ej b directory contains the stubs and ties that an
ACC client needs to access the module; the gener at ed/ j sp directory contains compiled
JSPfiles.

Lifecycle modules (see Chapter 10, “Developing Lifecycle Listeners’) are extracted as
follows:

domain _dir/ appl i cations/|ifecycl e- nodul es/ module name
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Configuration entries are added in the domai n. xm file asfollows:

<server>
<appl i cati ons>
<type- nodul e>
...module configuration...
</ type- nodul e>
</ appl i cations>
</ server>

The type of the modulein domai n. xm canbel i f ecycl e, ej b, web, or connect or . For
details about domai n. xm , see the Sun Java System Application Server Administration
Reference.

Application Runtime Environment
The following figure illustrates the environment for application-based deployment.

Figure 3-4 Application runtime environment

packagingApp.ear

packagingEJB.jar

Configuration: File System:
<j 2ee- appl i cati on> domain_dir/ appl i cati ons/j 2ee- apps/
element indonai n. xm packagi ngApp/ packagi ngeEJB/ *

For file system entries, applications are extracted as follows:

domain dir/ appl i cati ons/ | 2ee- apps/ app_name
domain dir/ gener at ed/ ej b/ j 2ee- apps/ app_name
domain dir/ gener at ed/ j sp/ j 2ee- apps/ app_name

Theappl i cat i ons directory contains the directory structures described in “ Directory
Structure” on page 69. The gener at ed/ ej b directory contains the stubs and ties that an
ACC client needs to access the module; the gener at ed/ j sp directory contains compiled
JSPfiles.
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Configuration entries are added in the domai n. xm file asfollows:

<server>
<appl i cati ons>
<j 2ee-appl i cati on>
...application configuration...
</ j 2ee- appl i cati on>
</ appl i cations>
</ server>

For details about domai n. xm , seethe Sun Java System Application Server Administration
Reference.

Classloaders

Understanding Sun Java System Application Server classloaders can help you determine
where and how you can position supporting JAR and resource files for your modules and
applications.

In aJava Virtual Machine (JV M), the classloaders dynamically load a specific java class
file needed for resolving a dependency. For example, when an instance of

java. util.Enunerati on needsto be created, one of the class oaders |oads the relevant
classinto the environment. This section includes the following topics:

»  The Classloader Hierarchy
»  Classloader Universes

e Circumventing Classloader Isolation
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The Classloader Hierarchy

Classloaders in the Sun Java System Application Server runtime follow a hierarchy that is
illustrated in the following figure.

Figure 3-5 Clasdloader runtime hierarchy

Bootstrap
Classloader

System
Classloader

Common
Classloader

-

Connector
Classloader

T

EJB LifeCycleModule
Classloader* Classloader

Web
Classloader*

JSP Engine
Classloader*

*There are separate classloader instances for each application
(one of these classloaders is in each application classloader universe).
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Note that thisis not a Java inheritance hierarchy, but a delegation hierarchy. In the
delegation design, a classloader del egates classloading to its parent before attempting to
load aclassitself. A classloader parent can be either the System Classloader or another
custom classloader. If the parent classloader can't load aclass, thef i ndd ass() method is
called on the class oader subclass. In effect, aclassloader is responsible for loading only the
classes not available to the parent.

The Servlet specification recommends that the Web Classloader look in the local
classloader before delegating to its parent. Y ou can make the Web Classloader follow the
delegation model in the Servlet specification by setting del egat e="f al se" inthe

cl ass- | oader element of the sun-web. xn file. It's safeto do this only for aweb module
that does not interact with any other modules.

The default valueisdel egat e="tr ue", which causes the Web Classloader to delegate in
the same manner as the other classloaders. Y ou must use del egat e="t r ue" for aweb
application that accesses EJB components or that acts as a web service client or endpoint.
For details about sun- web. xn , see “The sun-web.xml File” on page 321.

The following table describes Sun Java System Application Server class oaders.

Table 3-3  Sun Java System Application Server Class oaders

Classloader Description
Bootstrap The Bootstrap Classloader loads all the JDK classes.
System The System Classloader loads most of the core Sun Java System Application

Server classes. It is created based on the cl asspat h- prefi x,

server-cl asspat h, and cl asspat h- suf fi x attributes of the j ava- confi g
element in the donai n. xmi file. The environment classpath is included if
env-cl asspat h-i gnored="f al se" is setin the j ava- confi g element.

Common The Common Classloader loads classes in the domain_dir/ | i b/ cl asses
directory, followed by JAR and ZIP files in the domain_dir/ | i b directory. No
special classpath settings are required. The existence of these directories is
optional; if they don’t exist, the Common Classloader is not created.

Connector The Connector Classloader is a single classloader instance that loads
individually deployed connector modules, which are shared across all
applications.

LifeCycleModule The LifeCycleModule Classloader is the parent classloader for lifecycle
modules. Each lifecycle module’s classpath is used to construct its own
classloader.

EJB The EJB Classloader loads the enabled EJB classes in a specific enabled EJB
module or J2EE application. One instance of this classloader is present in
each classloader universe. The EJB Classloader is created with a list of URLs
that point to the locations of the classes it needs to load.
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Table 3-3  Sun Java System Application Server Class oaders (Continued)

Classloader Description

Web The Web Classloader loads the servlets and other classes in a specific
enabled web module or J2EE application. One instance of this classloader is
present in each classloader universe. The Web Classloader is created with a
list of URLSs that point to the locations of the classes it needs to load.

JSP Engine The JSP Engine Classloader loads compiled JSP classes of enabled JSP files.
One instance of this classloader is present in each classloader universe. The
JSP Engine Classloader is created with a list of URLs that point to the
locations of the classes it needs to load.

Classloader Universes

Access to components within applications and modulesinstalled on the server occurswithin
the context of isolated classloader universes, each of which hasits own EJB, Web, and JSP
Engine class oaders.

» Application Universe: Each J2EE application hasits own classloader universe, which
loads the classesin al the modules in the application.

* Individually Deployed M odule Univer se: Each individually deployed EJB JAR, web
WAR, or lifecycle module has its own classloader universe, which loads the classesin
the module.

NOTE A resource such as afile that is accessed by a servlet, JSP, or EIJB
component must be in a directory pointed to by the classloader’s classpath.
For example, the web classloader’ s classpath includes these directories:

module_name/ VEB- | NF/ ¢l asses
module name/ VEB- | NF/ | i b

If aservlet accesses aresource, it must bein one of these directoriesor it is
not loaded.

NOTE IniPlanet Application Server 6.x, individually deployed modul es shared the
same classloader. In Sun Java System Application Server 8.1, each
individually deployed module has its own classloader universe.
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Circumventing Classloader Isolation

Since each application or individually deployed module classloader universeisisolated, an
application or module cannot load classes from another application or module. This
prevents two similarly named classes in different applications from interfering with each
other.

To circumvent this limitation for libraries, utility classes, or individually deployed modules
accessed by more than one application, you can include the relevant path to the required
classesin one of these ways:

» Using the System Classloader

»  Using the Common Classloader

e Using the Java Optional Package Mechanism

e Packaging the Client JAR for One Application in Another Application
Using the System Classloader

To use the System Classloader, do one of the following, then restart the server:

» Usethe Administration Console. Select the VM Settings component under the
relevant configuration, select the Path Settings tab, and edit the Classpath Suffix field.
For details, see the Sun Java System Application Server Administration Guide.

» Editthecl asspat h- suf fi x attribute of thej ava- confi g element in the
domai n. xm file. For details about domai n. xn , see the Sun Java System Application
Server Administration Reference.

Using the System Classloader makes an application or module accessible to any other
application or module across the domain.

Using the Common Classloader

To use the Common Classl oader, copy the JAR and ZIP filesinto the domain_dir/ i b
directory or copy the. cl ass filesinto thedomain_dir/ 1 i b/ cl asses directory, then
restart the server.

Using the Common Classloader makes an application or module accessible to any other
application or module across the domain.
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Using the Java Optional Package Mechanism

To use the Java optional package mechanism, copy the JAR and ZIP filesinto the
domain_dir/ i b/ ext directory, then restart the server.

Using the Java optional package mechanism makes an application or module accessible to
any other application or module across the domain. For example, thisis the recommended
way of adding JDBC driversto the Sun Java System Application Server.

Packaging the Client JAR for One Application in Another Application

By packaging the client JAR for one application in a second application, you allow an EJB
or web component in the second application to call an EJB component in the first
(dependent) application, without making either of them accessible to any other application
or module.

Asan alternative for a production environment, you can have the Common Classl oader |oad
client JAR of the dependent application as described in “Using the Common Classl oader”
on page 77. Server performance is better, but you must restart the server to make the
dependent application accessible, and it is accessible across the domain.

To package the client JAR for one application in another application:
1. Deploy the dependent application.
2. Add the dependent application’s client JAR file to the calling application.

o Foracaling EJB component, add the client JAR file at the same level asthe EJB
component. Then add aC ass- Pat h entry to the MANI FEST. M file of the calling
EJB component. The d ass- Pat h entry has this syntax:

A ass- Pat h: filepathl. j ar filepath2. jar ...

Each filepath isrelative to the directory or JAR file containing the MANI FEST. M-
file. For details, see the J2EE specification, section 8.1.1.2, “ Dependencies.”

o For acaling web component, add the client JAR file under the WEB- | NF/ 1 i b
directory.

3. For most applications, packaging the client JAR file with the calling EJB component is
sufficient. Y ou do not need to package the client JAR file with both the EJB and web
components unless the web component is directly calling the EJB component in the
dependent application. If you need to package the client JAR with both the EJB and
web components, set del egat e="true" inthecl ass- | oader element of the
sun-web. xm file. This changes the Web Classloader so it follows the standard
classloader delegation model and delegates to its parent before attempting to load a
classitself.

4. Deploy the calling application.
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NOTE The calling EJB or web component must specify initssun-ej b-j ar. xni
or sun-web. xm file the INDI name of the EJB component in the
dependent application. Using an ej b- | i nk mapping does not work when
the EJB component being called resides in ancther application.

Assembling Modules and Applications

Assembling (or packaging) modules and applicationsin Sun Java System Application
Server conformsto all of the customary J2EE-defined specifications. The only differenceis
that when you assemble in Sun Java System Application Server, you include Sun Java
System Application Server specific deployment descriptors that enhance the functionality
of the Application Server.

For example, when you assemble an EJB JAR module, you must create two deployment
descriptor files with these names: ej b-j ar . xmi and sun- ej b-j ar. xm (both required). If
the EJB component is an entity bean with container-managed persistence, you can aso
create a. dbschena file and asun- cnp- mappi ng. xn file, but these are not required. For
more information about sun- ej b-j ar. xm and sun- cnp- mappi ng. xn , see Appendix A,
“Deployment Descriptor Files.”

NOTE According to the J2EE specification, section 8.1.1.2, “ Dependencies,” you
cannot package utility classeswithin an individually deployed EJB module.
Instead, package the EJB module and utility JAR within an application
using the JAR Extension Mechanism Architecture. For other alternatives,
see “ Circumventing Classloader Isolation” on page 77.

The Sun Java System Application Server provides these tools for assembling and verifying
amodule or an application:

e deploytool
e Apache Ant
»  The Deployment Descriptor Verifier
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deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assemble J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

Apache Ant

Ant can help you assemble and deploy modules and applications. For details, see “asant
Assembly and Deployment Tool” on page 94.

The Deployment Descriptor Verifier

The verifier tool validates both J2EE and Sun Java System Application Server specific
deployment descriptors against their corresponding DTD files and gives errors and
warnings if amodule or application is not J2EE and Sun Java System Application Server
compliant. You can verify deployment descriptorsin EAR, WAR, RAR, and JAR files.

The verifier tool isnot simply an XML syntax verifier. Rules and interdependencies
between various elements in the deployment descriptors are verified. Where needed, user
application classes are introspected to apply validation rules.

The verifier isintegrated into Sun Java System Application Server deployment, the
deploytool, and the sun- appser v- depl oy Ant task. You can aso run it as a stand-alone
utility from the command line. The verifier islocated in theinstall_dir/ bi n directory.

When you run the verifier during Sun Java System Application Server deployment, the
output of the verifier iswritten to the tempdir/ veri fi er-resul ts/ directory, where
tempdir is the temporary directory defined in the operating system. Deployment failsif any
failures are reported during the verification process. The verifier aso logsinformation
about verification progress to the standard output.

For details on all the assertions tested by the verifier, see the assertions documentation
provided at:

http://java. sun.com j 2ee/ avk/ i ndex. ht m

TIP Using the verifier tool can help you avoid runtime errors that are difficult to
debug.
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This section covers the following topics:

e Command Line Syntax

* Ant Integration

»  Sample Results Files

Command Line Syntax
The verifier tool’s syntax is as follows:

verifier [optiong file
Thefile can be an EAR, WAR, RAR, or JAR file.

The following table shows the options for theveri fi er tool.

Table 3-4  Verifier Options

Short Form Long Form Description

-V --verbose Turns on verbose mode.

-d output_dir --destdir Writes test results to the output_dir, which must already exist. By default, the
results files are created in the current directory.

-1 level --reportlevel level Sets the output report level to one of the following values:
« aorall - Reports all results. This is the default in both verbose and non

verbose modes.

e wor war ni ngs - Reports only warning and failure results.
« f orfailures - Reports only failure results.

-n --noti mest anp Does not append the timestamp to the output file name.

-hor-? --help Displays help for the verifier command. If you use this option, you do not need
to specify an EAR, WAR, RAR, or JAR file.

-V --version Displays the verifier tool version. If you use this option, you do not need to
specify an EAR, WAR, RAR, or JAR file.

-u --gui Opens a graphical interface for performing verification. If you use this option,

you do not need to specify an EAR, WAR, RAR, or JAR file. For more
information, see the verifier online help.

For exampl e, the following command runs the verifier in verbose mode and writes al the
results of static verification of theej b. j ar fileto the output directory Resul t sDi r :

verifier -v -r a -d ResultsDr ejb.jar

Chapter 3~ Assembling and Deploying Applications 81



Assembling Modules and Applications

82

Theresultsfilesareej b. j ar _veri fi er. timestamp. t xt and
ej b.jar_verifier. timestamp. xni . The format of the timestamp is yyyyMMddhhmmss.

If the verifier runs successfully, aresult code of 0 is returned. This does not mean that no
verification errors occurred. A non-zero error code is returned if the verifier fails to run.

Ant Integration

Y ou can integrate the verifier into an Ant build file as atarget and use the Ant call feature to
call the target each time an application or module is assembled. Thisis because the mai n
method incom sun. enterprise.tools.verifier.Verifier iscallablefrom user Ant
scripts. The mai n method accepts the arguments described in the “ Verifier Options” table.

Example code for an Ant verify target is as follows:

<target nanme="verify">
<echo message="Verification Process for ${testfile}"/>
<java cl assname="comsun. enterprise.tools.verifier.Verifier"
fork="yes">
<sysproperty key="com sun. enterpri se. home"
val ue="${ appserv. hone}"/ >
<sysproperty key="verifier.xsl"
val ue="${ appserv. hone}/verifier/config" />
<I'-- uncomment the following for verbose output -->
<l--<arg val ue="-v"/>-->
<arg val ue="${assenbl e}/ ${ej bjar}" />
<cl asspat h pat h="${appserv. cpat h}: ${j ava. cl ass. path}"/>
</java>
</target>

Sample Results Files
Hereisasampleresults XML file:

<static-verification>
<ej b>
<fail ed>
<test>
<t est - nanme>
tests. g b. sessi on. Transacti onTypeNul | For Cont ai ner TX
</t est - name>
<t est-assertion>
Sessi on bean with bean managed transaction denarcation test
</test-assertion>
<t est-description>
For [ TheGeeter | Error: Session Beans [ TheGeeter ] with [ Bean ] managed
transaction demarcati on shoul d not have container transactions defined.
</test-description>
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</test>
</failed>
</ ejb>

</static-verification>
Hereisasample results TXT file:

# of Failures : 3
# of Warnings : 6
# of Errors : 0

Assembling Modules and Applications

Test Nane : tests.ejb.session. TransactionTypeNul | For Cont ai ner TX
Test Assertion : Session bean with bean nmanaged transacti on denarcation

test

Test Description : For [ TheQGeeter ]

Error: Session Beans [ TheGeeter ] with [ Bean ] managed transaction
dermarcati on should not have container transactions defined.

Test Nane : tests.ejb.session.ejbcreatenethod. f bCreat eMet hodSt ati ¢
Test Assertion : Each session Bean nust have at | east one non-static

ej bOreate nethod test

Test Description : For [ TheGeeter | For EJB dass |
sanpl es. hel loworl d.ej b. GeeterEJB ] nmethod [ ejbCreate | [
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sanpl es. hel l owor | d. ej b. GeeterEJB ] properly declares non-static
ej bOreate(...) method.

Test Nane : tests. ejb. businessnet hod. Busi nessMet hodExcept i on

Test Assertion : Enterprise bean business nethod throws ReroteException
test

Test Description :

Test Nane : tests.ejb.ias.beanpool .| ASE bBeanPool

Test Assertion :

Test Description : WARNING [ AS-EJB ejb] : bean-pool should be defined for
Statel ess Session and Message Driven Beans

Test Nane : tests.ejb.entity.pkmultiplefield. PrimryKeyd assFi el dsOp

Test Assertion : Ejb primary key class properly declares all class fields
wi thin subset of the names of the container-nanaged fields test.

Test Description : For [ TheGeeter | class
comsun.enterprise.tools.verifier.tests.ejb.entity.pkmltiplefield. Primary
Keyd assFi el dsCnp expected Entity bean, but called with Session.

Test Nane : tests.ejb.entity.ejbcreatenethod. Ej bCreat eMet hodRet urn

Test Assertion : Each entity Bean can have zero or nore ej bCreate nethods
which return primary key type test

Test Description : For [ TheGeeter | class
comsun.enterprise.tools.verifier.tests.ejb.entity.ejbcreatemethod. g bCea
teMet hodRet urn expected Entity bean, but called with Session bean.
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Test Nane : tests.dd. ParseDD

Test Assertion : Test parses the depl oyment descriptor using a SAX parser to
avoi d the dependency on the DOL

Test Description : PASSED [EJB] : [ remote | and [ horme ] tags present.
PASSED [ EJB]: session-type is Statel ess.

PASSED [EJB]: trans-attribute i s Not Supported.

PASSED [ EJB]: transaction-type is Bean.

Deploying Modules and Applications

This section describes the different ways to deploy J2EE applications and modules to the
Sun Java System Application Server. It covers the following topics:

e Deployment Errors

»  The Deployment Life Cycle

» Toolsfor Deployment

»  Deployment by Module or Application

e DeployingaWAR Module

e Deploying an EJB JAR Module

e Deploying aLifecycle Module

» Deploying an Application Client

»  Deploying a 2EE CA Resource Adapter

*  Access to Shared Frameworks

Deployment Errors

If an error occurs during deployment, the application or moduleis not deployed. If amodule
within an application contains an error, the entire application is not deployed. This prevents
apartial deployment that could leave the server in an inconsistent state.
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The Deployment Life Cycle

After an application isinitially deployed, it can be modified and reloaded, redeployed,
disabled, re-enabled, and finally undeployed (removed from the server). This section covers
the following topics related to the deployment life cycle:

*  Dynamic Deployment

» Disabling a Deployed Application or Module
e Dynamic Reloading

e Automatic Deployment

NOTE Y ou can overwrite a previously deployed application by using the- - f or ce
option of asadm n depl oy or by checking the appropriate box in the
Administration Console during deployment. However, you must remove a
preconfigured resource before you can update it.

Dynamic Deployment

Y ou can deploy, redeploy, and undeploy an application or module without restarting the
server. Thisis called dynamic deployment. Thisfeatureis available only on the default
server instance.

Although primarily for devel opers, dynamic deployment can be used in operational
environments to bring new applications and modules online without requiring a server
restart. Whenever aredeployment is done, the sessions at that transit time become invalid.
The client must restart the session.

Disabling a Deployed Application or Module

Y ou can disable a deployed application or module without removing it from the server.
Disabling an application makes it inaccessible to clients.

To disable an application or module using the Administration Console:
1. Open the Applications component.

2. Gotothe page for the type of application or module. For example, for aweb
application, go to the Web Applications page.

3. Click on the name of the application or module you wish to disable.
4. Uncheck the Status Enabled box.
For details, see the Sun Java System Application Server Administration Guide.
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To disable an application or module using the asadm n di sabl e command, see the Sun
Java System Application Server Reference Manual.

Dynamic Reloading

If dynamic reloading is enabled (it is by default), you do not have to redeploy an application
or module when you change its code or deployment descriptors. All you have to do is copy
the changed JSP or class filesinto the deployment directory for the application or module.

The server checks for changes periodically and redeploys the application, automatically and
dynamically, with the changes. This feature is available only on the default server instance.

Thisisuseful in a development environment, because it allows code changes to be tested
quickly. In a production environment, however, dynamic reloading might degrade
performance. In addition, whenever areload is done, the sessions at that transit time become
invalid. The client must restart the session.

To enable dynamic reloading, use the Administration Console;
1. Select the Application Settings component under the relevant configuration.
2. Check the Reload Enabled box to enable dynamic rel oading.

3. Enter anumber of secondsin the Reload Poll Interval field to set theinterval at which
applications and modules are checked for code changes and dynamically reloaded. The
default is 2.

For details, see the Sun Java System Application Server Administration Guide.

In addition, to load new servlet files, reload EJB related changes, or reload deployment
descriptor changes, you must do the following:

1. Create an empty file named . r el oad at the root of the deployed application:
domain _dir/ appl i cati ons/ | 2ee- apps/ app_name . r el oad
or individually deployed module;
domain dir/ appl i cati ons/ j 2ee- nodul es/ module name . r el oad

2. Explicitly updatethe. r el oad file'stimestamp (t ouch . rel oad in UNIX) each time
you make the above changes.
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Automatic Deployment

Automatic deployment, also called autodeployment, involves copying an application or
modulefile (JAR, WAR, RAR, or EAR) into aspecial directory, where it is automatically
deployed by the Sun Java System Application Server. To undeploy an automatically
deployed application or module, simply remove itsfile from the specia autodeployment
directory. Thisis useful in adevelopment environment, because it allows new code to be
tested quickly. Thisfeature is available only on the default server instance.

Autodeployment is enabled by default. To enable and configure or to disable
autodeployment, use the Administration Console:

1.

2.

6.

Select the Application Settings component under the relevant configuration.

Check the Auto Deploy Enabled box to enable autodeployment, or uncheck this box to
disable autodepl oyment.

Enter anumber of seconds in the Auto Deploy Poll Interval field to set the interval at
which applications and modules are checked for code changes and dynamically
reloaded. The default is 2.

Y ou can change the Auto Deploy Directory if you like. The default is
domain_dir/ aut odepl oy. You can enter an absolute or relative path. A relative pathis
relative to domain_dir.

Y ou can check the Verifier Enabled box to verify your deployment descriptor files.
Thisisoptional. For details about the verifier, see “ The Deployment Descriptor
Verifier” on page 80.

Check the Precompile Enabled box to precompile any JSP files.

For details, see the Sun Java System Application Server Administration Guide.

Tools for Deployment

This section discusses the various tools that can be used to deploy modules and
applications. The deployment tools include:

Apache Ant

The deploytool

JSR 88

The asadmin Command

The Administration Console
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Apache Ant

Ant can help you assemble and deploy modules and applications. For details, see “ asant
Assembly and Deployment Tool” on page 94.

The deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assemble J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

JSR 88

Y ou can write your own JSR 88 client to deploy applications to the Sun Java System
Application Server. For more information, see the JSR 88 page:

http://jcp.org/en/jsr/detail ?i d=88
See “Naming Standards’ on page 68 for application and module naming considerations.

The asadmin Command

You can usetheasadm n depl oy or asadm n depl oydi r command to deploy or
undeploy applications and individually deployed modules on local servers. For details, see
the Sun Java System Application Server Reference Manual. The asadni n depl oydi r
command is available only on the default server instance.

To deploy alifecycle module, see “Deploying a Lifecycle Module” on page 91.

NOTE On Windows, if you are deploying a directory on a mapped drive, you must
be running Sun Java System Application Server as the same user to which
the mapped drive is assigned, or Sun Java System Application Server won't
see the directory.

The Administration Console

Y ou can use the Administration Console to deploy modules and applications to both local
and remote Sun Java System Application Server sites. To use thistool, follow these steps:

1. Open the Applications component.

2. Gotothe page for the type of application or module. For example, for aweb
application, go to the Web Applications page.
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3. Click on the Deploy button. (Y ou can aso undeploy, enable, or disable an application
or module from this page.)

For details, see the Sun Java System Application Server Administration Guide.
To deploy alifecycle module, see “Deploying a Lifecycle Module” on page 91.

Deployment by Module or Application

Y ou can deploy applications or individual modules that are independent of applications.
The runtime and file system implications of application-based or individual modul e-based
deployment are described in “Runtime Environments’ on page 71.

Individual module-based deployment is preferable when components need to be accessed
by:

*  Other modules

» J2EE Applications

e ACC clients (Module-based deployment allows shared access to a bean from an ACC
client, aservlet, or an EJB component.)

Modules can be combined into an EAR file and then deployed as a single module. Thisis
similar to deploying the modules of the EAR independently.

Deploying a WAR Module

Y ou deploy aWAR module as described in “ Tools for Deployment” on page 88.

Y ou can precompile JSP files during deployment by checking the appropriate box in the
Administration Console or by using the - - pr econpi | ej sp option of theasadni n depl oy
or asadm n depl oydi r command. The sun- appser v- depl oy and sun- appser v-j spc
Ant tasks also allow you to precompile JSP files.

Y ou can keep the generated source for JSP files by adding the - keepgener at ed flag to the
j sp-confi g element in sun-web. xni . If you include this property when you deploy the
WAR module, the generated source iskept in

domain_dir/ gener at ed/ j sp/ j 2ee- apps/ app_name/ module_nameif itisinan
application or domain_dir/ gener at ed/ j sp/ j 2ee- nodul es/ module nameif itisinan
individually deployed web module.

For more information about JSP precompilation, see “Options for Compiling JSP Files’ on
page 148. For more information about the - keepgener at ed property, see“jsp-config” on
page 378.
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HTTP sessionsin WAR modules can be saved in apersistent storein case a server instance
fails. For more information, see “ Distributed Sessions and Persistence” on page 284 and the
Sun Java System Application Server Administration Guide.

NOTE After aweb application is undeployed, itsH t pSessi on information is not
immediately removed if sessions are persistent. H t pSessi on information
is removed in the subsequent cycle, when timed out sessions are removed.
Therefore, you should disable a web application before undeploying it if
sessions are persistent.

If you are setting up load balancing, web modul e context roots must be unique within a
cluster. See the Sun Java System Application Server Administration Guide for more
information about load balancing.

Deploying an EJB JAR Module

Y ou deploy an EJB JAR module as described in “Tools for Deployment” on page 88.

Y ou can keep the generated source for stubs and ties by adding the - keepgener at ed flag
tother m c- opti ons attribute of thej ava- confi g element indonai n. xni . If you include
this flag when you deploy the EJB JAR module, the generated source iskept in
domain_dir/ gener at ed/ ej b/ j 2ee- apps/ app_name/ module_nameif itisinan
application or domain_dir/ gener at ed/ ej b/ j 2ee- nodul es/ module nameif itisinan
individually deployed EJB JAR module. For more information about the - keepgener at ed
flag, see the Sun Java System Application Server Administration Reference.

Generation of stubs and ties is performed asynchronously, so unless you request their
generation during deployment (for example, using the- - r et ri eve option of theasadm n
depl oy command), stubs and ties are not guaranteed to be available immediately after
deployment. You can usetheasadm n get - cl i ent - st ubs command to retrieve the stubs
and ties whether or not you requested their generation during deployment. For details, see
the Sun Java System Application Server Reference Manual.

Deploying a Lifecycle Module

For general information about lifecycle modules, see Chapter 10, “Developing Lifecycle
Listeners.”

Y ou can deploy alifecycle module using the following toals:
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* Inthe Administration Console, open the Applications component and go to the
Lifecycle Modules page. For details, see the Sun Java System Application Server
Administration Guide.

» Usetheasadnin create-1ifecycl e- modul e command. For details, see the Sun
Java System Application Server Reference Manual.

NOTE If theis-failure-fatal settingissettotrue (thedefaultisf al se),
lifecycle module failure prevents server initialization or startup, but not
shutdown or termination.

Deploying an Application Client

Deployment is only necessary for application clients that communicate with EJB
components. To deploy an application client:

1. Assemble the necessary client files (as described in Chapter 8, “ Developing Java
Clients”).

2. Assemble the EJB components to be accessed by the client.
3. Package the client and EJB components together in an application.

4. Deploy the application as described in “ Tools for Deployment” on page 88. Y ou can
usethe--retrieve optionto get theclient JAR file.

You can also usetheasadm n get - cl i ent - st ubs command to retrieve the stubs and
ties whether or not you requested their generation during deployment. For details, see
the Sun Java System Application Server Reference Manual.

5. Theclient JAR contains the ties and necessary classes for the ACC client. Copy this

fileto the client machine, and set the APPCPATH environment variable on the client to

point to this JAR.

To execute the client on the Sun Java System Application Server machine to test it, use the
appcl i ent scriptintheinstall_dir/ bi n directory. If you are using the default server
instance, the only required option is- cl i ent . For example:

appclient -client converterdient.jar

The - xn parameter, which specifies the location of thesun- acc. xni file, isalso required
if you are not using the default instance.
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Before you can execute an ACC client on a different machine, you must prepare the client
machine;

1. Youcan usethe package- appcl i ent scriptintheinstall_dir/ bi n directory to create
the ACC package JAR file. Thisis optional. This JAR fileis created in the
install_dir/1i b/ appcl i ent directory.

2. Copy the ACC package JAR file to the client machine and unjar it.

3. Configurethesun-acc. xni file, located in the
appcl i ent/ appserv/ i b/ appclient directory by default if you used the
package- appcl i ent script.

4. Configuretheasenv. conf (asenv. bat on Windows) file, located in
appcl i ent / appser v/ bi n by default if you used the package- appcl i ent script.

5. Copy theclient JAR fileto the client machine. Y ou are now ready to execute the client.

For more detailed information about the appcl i ent and package- appcl i ent scripts, see
Chapter 8, “Developing Java Clients.”

Deploying a J2EE CA Resource Adapter

Y ou deploy a connector module as described in “Tools for Deployment” on page 88. After
deploying the module, you must configure it as described in Chapter 9, “Developing
Connectors.”

Access to Shared Frameworks

When J2EE applications and modules use shared framework classes (such as utility classes
and libraries) the classes can be put in the path for the System Classloader or the Common
Classloader rather than in an application or module. If you assemble alarge, shared library
into every modul e that usesit, the result is ahuge file that takes too long to register with the
server. In addition, several versions of the same class could exist in different classloaders,
which is awaste of resources. For more information, see “ Circumventing Classloader
Isolation” on page 77.
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Apache Ant 1.5.4 is provided with Sun Java System Application Server and can be
launched from the bi n directory using the command asant . Sun Java System Application
Server also provides server-specific tasks for deployment, which are described in this
section.

Make sure you have done these things before using asant :

e Includeinstall_dir/ bi n inthe PATH environment variable (/ usr/ sf w bi n for Sun
Java Enterprise System on Solaris). The Ant script provided with Sun Java System
Application Server, asant , islocated in this directory. For details on how to use
asant , see the Sun Java System Application Server Reference Manual and the sample
applications documentation in theinstall_dir/ sanpl es/ docs/ ant . ht ni file.

e |If you are executing platform-specific applications, such asthe exec or cvs task, the
ANT_HOME environment variable must be set to the Ant installation directory.

o The ANT_HOME environment variable for Sun Java Enterprise System must
include the following:

e Jusr/sfw bin-theAnt binaries (shell scripts)
e Jusr/sfwdoc/ant - HTML documentation
e Jusr/sfwlib/ant - Javaclassesthat implement Ant
o The ANT_HOME environment variable for all other platformsisinstall_dir/ | i b.

e Set up your password file. The argument for the passwor f i | e option of each Ant task
isafile. Thisfile contains the password attribute name and its value, in the following
format:

AS_ADM N_PASSWCRD=password

For more information about password files, see the Sun Java System Application
Server Reference Manual.

This section covers the following asant -related topics:

e asant Tasksfor Sun Java System Application Server

*  Reusable Subelements

For more information about Ant, see the Apache Software Foundation website:
http://ant.apache. org/

For information about standard Ant tasks, see the Ant documentation:

http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / i ndex. ht m
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asant Tasks for Sun Java System Application
Server

Usetheasant tasks provided by Sun Java System Application Server for assembling,
deploying, and undeploying modules and applications, and for configuring the server. The
tasks are asfollows:

e sun-appserv-deploy

e sun-appserv-undeploy

*  sun-appserv-instance

e sun-appserv-component
e  sun-appserv-admin

e sun-appserv-jspc

e sun-appserv-update

sun-appser v-deploy
Deploys any of the following to alocal or remote Sun Java System Application Server
instance.

e Enterprise application (EAR file)

*  Web application (WAR file)

»  Enterprise Java Bean (EJB-JAR file)
»  Enterprise connector (RAR file)

» Application client

Subelements

The following table describes subelements for the sun- appser v- depl oy task. These are
objects upon which this task acts.

Table 3-5  sun- appser v- depl oy Subelements

Element Description

server A Sun Java System Application Server instance.
conponent A component to be deployed.

fileset A set of component files that match specified parameters.
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Attributes

The following table describes attributes for the sun- appser v- depl oy task.

Table 3-6  sun- appser v- depl oy Attributes

Attribute Default Description
file none (optional if a conponent or fil eset subelementis
present, otherwise required) The component to deploy. If
this attribute refers to a file, it must be a valid archive. If
this attribute refers to a directory, it must contain a valid
archive in which all components have been exploded. If
upl oad is set to f al se, this must be an absolute path
on the server machine.
nane file name (optional) The display name for the component being
without deployed.
extension
type determined (optional) Deprecated.

by extension

force true
retrievest ubs client stubs
not saved
preconpi | ej sp fal se
verify fal se
cont ext r oot file name
without
extension

(optional) If t r ue, the component is overwritten if it
already exists on the server. If f al se,
sun- appser v- depl oy fails if the component exists.

(optional) The directory where client stubs are saved.
This attribute is inherited by nested conponent
elements.

(optional) If t r ue, all ISP files found in an enterprise
application (. ear) or web application (. war ) are
precompiled. This attribute is ignored for other
component types. This attribute is inherited by nested
conponent elements.

(optional) If t r ue, syntax and semantics for all
deployment descriptors are automatically verified for
correctness. This attribute is inherited by nested
conponent elements.

(optional) The context root for a web module (WAR file).
This attribute is ignored if the component is not a WAR
file.
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Table 3-6  sun- appser v- depl oy Attributes (Continued)

Attribute

Default

Description

dbvendor nanme

creat et abl es

dr opandcr eat et abl es

uni quet abl enanes

enabl ed

sun-ej b-jar
.xni entry

sun-ej b-jar
.xni entry

sun-ej b-jar
.xni entry

sun-ej b-jar
.xni entry

true

(optional) The name of the database vendor for which
tables can be created. Allowed values are db2, nssql ,
oracl e, poi nt base, and sybase, case-insensitive.

If not specified, the value of the
dat abase- vendor - nane attribute in
sun-ej b-jar. xm is used.

If no value is specified, a connection is made to the
resource specified by the j ndi - nane subelement of the
cnp-resour ce element in the sun-ej b-j ar. xm file, and
the database vendor name is read. If the connection
cannot be established, or if the value is not recognized,
SQL-92 compliance is presumed.

For details, see “Generation Options” on page 192.

(optional) If t r ue, causes database tables to be created
for beans that need them. If f al se, does not create
tables. If not specified, the value of the

creat e-t abl es- at - depl oy attribute in

sun-ej b-jar. xm is used.

For details, see “Generation Options” on page 192.

(optional) If t r ue, and if tables were automatically
created when this application was last deployed, tables
from the earlier deployment are dropped and fresh ones
are created.

If t rue, and if tables were not automatically created
when this application was last deployed, no attempt is
made to drop any tables. If tables with the same names
as those that would have been automatically created are
found, the deployment proceeds, but a warning indicates
that tables could not be created.

If f al se, settings of creat e-t abl es- at - depl oy or
drop-tabl es- at - undepl oy in the sun- ej b-j ar. xm
file are overridden.

For details, see “Generation Options” on page 192.

(optional) If t r ue, specifies that table names are unique
within each application server domain. If not specified,
the value of the use- uni que-t abl e- names property in
sun-ej b-jar. xm is used.

For details, see “Generation Options” on page 192.

(optional) If t r ue, enables the component.

Chapter 3 ~ Assembling and Deploying Applications 97



asant Assembly and Deployment Tool

98

Table 3-6  sun- appser v- depl oy Attributes (Continued)

Attribute Default

Description

depl oynent pl an none

avail abilityenabled false

gener at er m st ubs fal se

upl oad true

virtual servers defaultvirtual
server only

user adni n

passwor d none

passwordfile none

host | ocal host

port 4849

t ar get name of
default
instance

(optional) A deployment plan is a JAR file containing
Sun-specific descriptors. Use this attribute when
deploying an EAR file that lacks Sun-specific
descriptors.

(optional) If t r ue, enables high availability features,
including persistence of HTTP sessions and
checkpointing of the stateful session bean state.

(optional) If t r ue, generates the static RMI-IIOP stubs
and puts them in the client JAR file.

(optional) If t r ue, the component is transferred to the
server for deployment. If the component is being
deployed on the local machine, set upload to f al se to
reduce deployment time. If a directory is specified for
deployment, upload must be f al se.

(optional) A comma-separated list of virtual servers to be
deployment targets. This attribute applies only to
application (. ear) or web (. war) components and is
ignored for other component types. This attribute is
inherited by nested ser ver elements.

(optional) The user name used when logging into the
application server administration instance. This attribute
is inherited by nested ser ver elements.

(optional) Deprecated, use passwor df i | e instead. The
password used when logging into the application server
administration instance. This attribute is inherited by
nested ser ver elements.

(optional) File containing passwords. The password from
this file is retrieved for communication with the
application server administration instance. This attribute
is inherited by nested ser ver elements. If both
passwor d and passwor df i | e are specified,

passwor df i | e takes precedence.

(optional) Target server. When deploying to a remote
server, use the fully qualified host name. This attribute is
inherited by nested ser ver elements.

(optional) The administration port on the target server.
This attribute is inherited by nested ser ver elements.

(optional) Target application server instance. This
attribute is inherited by nested ser ver elements.
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Table 3-6  sun- appser v- depl oy Attributes (Continued)

Attribute Default Description
asinstalldir see (optional) The installation directory for the local Sun Java
description System Application Server installation, which is used to

find the administrative classes. If not specified, the
command checks to see if the asi nstal | di r
parameter has been set. Otherwise, administrative
classes must be in the system classpath.

sunonehone see (optional) Deprecated. Use asi nstal | di r instead.
description

Examples
Here is a simple application deployment script with many implied attributes:

<sun- appser v- depl oy
file="${assenbl e}/ si npl eapp. ear"
passwor df i | e="${ passwordfile}" />

Hereis an equivalent script showing all the implied attributes:

<sun- appser v- depl oy
file="${assenbl e}/ si npl eapp. ear"
name="si npl eapp"
force="true"
preconpi | ej sp="f al se"
verify="fal se"
upl oad="t r ue"
user="adm n"
passwor df i | e="${ passwordfile}"
host ="| ocal host "
port ="4849"
target ="${def aul t - i nst ance- nane}"
asinstal ldir="${asinstalldir}" />

This exampl e deploys multiple components to the same Sun Java System Application
Server instance running on a remote server:

<sun- appser v- depl oy passwordfil e="${passwordfile}" host="greg. sun. cont
asinstal | dir="/opt/sun" >
<conponent file="${assenbl e}/si npl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"
contextroot="test"/>
<conponent file="${assenbl e}/sinpl ebean.jar"/>
</ sun- appser v- depl oy>
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This exampl e deploys multiple components to two Sun Java System Application Server
instances running on remote servers. In this example, both servers are using the same admin
password. If thiswere not the case, each password could be specified in the server element.

<sun- appser v- depl oy passwordfile="${passwordfile}" asinstalldir="/opt/sun"
>

<server host="greg. sun. cont'/>

<server host="j oe. sun. conf/>

<conponent file="${assenbl e}/ si npl eapp. ear"/>

<conponent file="${assenbl e}/sinpl eservl et.war"

contextroot="test"/>

<conponent file="${assenbl e}/si npl ebean.jar"/>

</ sun- appser v-depl oy>

This exampl e deploys the same components as the previous example because the three
components match thef i | eset criteria, but note that it’'s not possible to set some
component-specific attributes. All component-specific attributes (name and cont ext r oot )
use their default values.

<sun- appser v- depl oy passwor dfi | e="${passwordfile}" host="greg. sun. cont
asinstal | dir="/opt/sun" >
<fileset dir="${assenble}" includes="**/* 2ar" />
</ sun- appser v- depl oy>

sun-appser v-undeploy
Undeploys any of the following from alocal or remote Sun Java System Application Server
instance.

» Enterprise application (EAR file)

*  Web application (WAR file)

e Enterprise Java Bean (EJB-JAR file)
e Enterprise connector (RARfile)

e Application client

Subelements

Thefollowing table describes subelements for the sun- appser v- undepl oy task. These are
objects upon which this task acts.

Table 3-7  sun- appser v- undepl oy Subelements

Element Description

server A Sun Java System Application Server instance.
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Table 3-7  sun- appser v- undepl oy Subelements (Continued)

Element Description

conponent A component to be deployed.

fileset A set of component files that match specified parameters.
Attributes

The following table describes attributes for the sun- appser v- undepl oy task.

Table 3-8  sun- appser v- undepl oy Attributes

Attribute Default Description

nane file name (optional if a conponent or fil eset subelement is present
without or the fi | e attribute is specified, otherwise required) The
extension display name for the component being undeployed.

file none (optional) The component to undeploy. If this attribute refers

to a file, it must be a valid archive. If this attribute refers to a
directory, it must contain a valid archive in which all
components have been exploded.

type determined (optional) Deprecated.
by extension

dropt abl es sun-ejb-jar. (optional) If t rue, causes database tables that were
xm entry automatically created when the bean(s) were last deployed to
be dropped when the bean(s) are undeployed. If f al se, does
not drop tables.

If not specified, the value of the dr op- t abl es- at - undepl oy
attribute in sun-ej b-j ar. xm is used.

For details, see “Generation Options” on page 192.

cascade fal se (optional) If t r ue, deletes all connection pools and connector
resources associated with the resource adapter being
undeployed.

If f al se, undeployment fails if any pools or resources are still
associated with the resource adapter.

This attribute is applicable to connectors (resource adapters)
and applications with connector modules.

user adm n (optional) The user name used when logging into the
application server administration instance. This attribute is
inherited by nested ser ver elements.
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Table 3-8  sun- appser v- undepl oy Attributes (Continued)

Attribute Default Description
passwor d none (optional) Deprecated, use passwor df i | e instead. The
password used when logging into the application server
administration instance. This attribute is inherited by nested
server elements.
passwordfile none (optional) File containing passwords. The password from this
file is retrieved for communication with the application server
administration instance. This attribute is inherited by nested
server elements. If both passwor d and passwor dfi | e are
specified, passwor df i | e takes precedence.
host | ocal host (optional) Target server. When deploying to a remote server,
use the fully qualified host name. This attribute is inherited by
nested server elements.
port 4849 (optional) The administration port on the target server. This
attribute is inherited by nested ser ver elements.
tar get name of (optional) Target application server instance. This attribute is
default inherited by nested server elements.
instance
asinstalldir see (optional) The installation directory for the local Sun Java
description System Application Server installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the asi nst al | di r parameter has been set.
Otherwise, administrative classes must be in the system
classpath.
sunonehone see (optional) Deprecated. Use asi nstal | di r instead.
description
Examples

Here isa simple application undeployment script with many implied attributes:

<sun- appser v- undepl oy nane="si npl eapp" passwordfile="${passwordfile}" />

Hereis an equivalent script showing all the implied attributes:

<sun- appser v- undepl oy
name="si npl eapp"
user="adm n"
passwor df i | e="${ passwordfile}"
host ="l ocal host "
port =" 4849"
target ="${def aul t - i nst ance- nane}"
asinstal [ dir="${asinstalldir}" />
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This example demonstrates using the archive files (EAR and WAR, in this case) for the
undeployment, using the component name (for undeploying the EJB component in this
example), and undeploying multiple components.

<sun- appser v-undepl oy passwordfile="${passwordfile}">
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" />

</ sun- appser v- undepl oy>

As with the deployment process, components can be undeployed from multiple serversin a
single command. This example shows the same three components being removed from two
different instances of the Sun Java System Application Server. In this example, the
passwords for both instances are the same.

<sun- appser v-undepl oy passwordfile="${passwordfile}">
<server host="greg. sun. coni'/>
<server host="j oe. sun. con{/>
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/si npl eservlet.war"/>
<conponent nane="si npl ebean" />

</ sun- appser v- undepl oy>

sun-appser v-instance
Starts, stops, restarts, creates, or removes one or more application server instances.

Subelements
Thefollowing table describes subelementsfor the sun- appser v- i nst ance task. These are
objects upon which this task acts.

Table 3-9  sun- appserv-i nst ance Subelements

Element Description
server A Sun Java System Application Server instance.
Attributes

The following table describes attributes for the sun- appser v- i nst ance task.
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Table 3-10 sun-appserv-i nst ance Attributes

Attribute

Default

Description

action

debug

i nst anceport

nodeagent

cluster

config

property

user

none

fal se

none

none

none

none

none

admin

The control command for the target application server. Valid
values are start, stop,restart, create, and del ete. A
rest art sends the st op command followed by the st ar t
command. The rest art command is not supported on
Windows.

(optional) Deprecated. If acti onissettostart orrestart,
specifies whether the server starts in debug mode. This
attribute is ignored for other values of acti on. If t r ue, the
instance generates additional debugging output throughout
its lifetime. This attribute is inherited by nested ser ver
elements.

(optional) Deprecated.

(required if acti on is cr eat e, otherwise ignored) The name
of the node agent on which the instance is being created.

(optional, applicable only if acti on is creat €) The clustered
instance to be created. The server’s configuration is inherited
from the named cluster.

The confi g and cl ust er attributes are mutually exclusive. If
both are omitted, a stand-alone server instance is created.

(optional, applicable only if acti on is creat e) The
configuration for the new stand-alone instance.

The configuration must exist and must not be

def aul t - confi g (the cluster configuration template) or an
already referenced stand-alone configuration (including the
administration server configuration server - confi g).

The confi g and cl ust er attributes are mutually exclusive. If
both are omitted, a stand-alone server instance is created.

(optional, applicable only if act i on is cr eat ) Defines system
properties for the server instance. These properties override
port settings in the server instance’s configuration. The
following properties are defined: http-1i stener-1-port,
http-1istener-2-port,orb-Ilistener-1-port, SSL-port,
SSL_MUTUALAUTH- port, JMX_SYSTEM CONNECTCR port .

System properties can be changed after instance creation
using the system property commands. For details, see the
Reference Manual.

(optional) The username used when logging into the
application server administration instance. This attribute is
inherited by nested ser ver elements.
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Table 3-10 sun- appser v-i nst ance Attributes (Continued)

Attribute Default Description
passwor d none (optional) Deprecated, use passwor df i | e instead. The
password used when logging into the application server
administration instance. This attribute is inherited by nested
server elements.
passwor dfil e none (optional) File containing passwords. The password from this
file is retrieved for communication with the application server
administration instance. This attribute is inherited by nested
server elements. If both passwor d and passwor dfi | e are
specified, passwor df i | e takes precedence.
host | ocal host (optional) Target server. If it is a remote server, use the fully
qualified hostname. This attribute is inherited by nested
server elements.
port 4849 (optional) The administration port on the target server. This
attribute is inherited by nested ser ver elements.
i nst ance name of (optional) Target application server instance. This attribute is
default inherited by nested ser ver elements.
instance
asinstalldir see (optional) The installation directory for the local Sun Java
description System Application Server installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the asi nst al | di r parameter has been set.
Otherwise, administrative classes must be in the system
classpath.
sunonehone see (optional) Deprecated. Use asi nstal | di r instead.
description
Examples

This example starts the local Sun Java System Application Server instance:

<sun- appserv-instance action="start" passwordfile="${passwordfile}"
i nstance="${def aul t - i nst ance- nane}"/ >

Hereis an equivalent script showing all the implied attributes:

<sun- appser v-i nst ance
action="start"
user="adm n"

passwor df i | e="${ passwordfile}"
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host ="l ocal host "

port =" 4849"

i nst ance="${ def aul t -i nst ance- name}"
asinstal ldir="${asinstalldir}" />

Multiple servers can be controlled using a single command. In this example, two serversare
restarted, and in this case each server uses a different password:

<sun- appserv-instance action="restart"
i nst ance="${def aul t - i nst ance- nane}"/ >
<server host="greg. sun.com' passwordfile="${password. greg}"/>
<server host="j oe.sun.com’ passwordfile="${password.|oe}"/>
</ sun- appser v-i nst ance>

This example creates a new Sun Java System Application Server instance:

<sun- appser v-i nst ance
action="create" instanceport="8080"
passwor df i | e="${ passwordfile}"
i nstance="devel opnent" />

Hereisan equivalent script showing all the implied attributes:

<sun- appser v-i nst ance
action="create"
i nst anceport ="8080"
user ="adm n"
passwor df i | e="${ passwordfile}"
host ="l ocal host "
port =" 4849"
i nst ance="devel opnent "
asinstal ldir="${asinstalldir}" />

Instances can be created on multiple servers using a single command. This example creates
anew instance named ga on two different servers. In this case, both servers use the same
password.

<sun- appser v- i nst ance
action="create"
i nst anceport ="8080"
i nstance="ga"
passwor df i | e="${ passwordfil e}>
<server host="greg. sun. coni'/>
<server host="j oe. sun. con{/>
</ sun- appser v-i nst ance>

These instances can also be removed from their respective servers:
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<sun- appserv-instance
action="del ete"
i nstance="ga"
passwor df i | e="${ passwordfil e}>
<server host="greg. sun. coni'/>
<server host="j oe. sun. con{/>
</ sun- appser v-i nst ance>

Different instance names and instance ports can also be specified using attributes of the
server subelement:

<sun- appserv-instance action="create" passwordfile="${passwordfile}>
<server host="greg. sun.con instanceport="8080" instance="qga"/>
<server host="j oe. sun. con! instanceport="9090"
instance="integration-test"/>
</ sun- appser v-i nst ance>

sun-appser v-component
Enables or disables the following J2EE component types that have been deployed to the
Sun Java System Application Server.

» Enterprise application (EAR file)

*  Web application (WAR file)

e Enterprise Java Bean (EJB-JAR file)
e Enterprise connector (RARfile)

e Application client

Y ou don’t need to specify the archive to enable or disable acomponent: only the component
nameis required. Y ou can use the component archive, however, because it implies the
component name.

Subelements

The following table describes subelements for the sun- appser v- conponent task. These
are objects upon which this task acts.

Table 3-11 sun- appser v- conponent Subelements

Element Description

server A Sun Java System Application Server instance.
conponent A component to be deployed.

fileset A set of component files that match specified parameters.
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Attributes

The following table describes attributes for the sun- appser v- conponent task.

Table 3-12 sun- appser v- conponent Attributes

Attribute Default Description
action none The control command for the target application server. Valid
values are enabl e and di sabl e.
nane file name (optional if a conponent or fil eset subelementis present
without or the fi | e attribute is specified, otherwise required) The
extension display name for the component being enabled or disabled.
file none (optional) The component to enable or disable. If this attribute
refers to a file, it must be a valid archive. If this attribute refers
to a directory, it must contain a valid archive in which all
components have been exploded.
type determined (optional) Deprecated.
by extension
user adm n (optional) The user name used when logging into the
application server administration instance. This attribute is
inherited by nested ser ver elements.
passwor d none (optional) Deprecated, use passwor df i | e instead. The
password used when logging into the application server
administration instance. This attribute is inherited by nested
server elements.
passwordfile none (optional) File containing passwords. The password from this
file is retrieved for communication with the application server
administration instance. This attribute is inherited by nested
server elements. If both passwor d and passwor dfi | e are
specified, passwor df i | e takes precedence.
host | ocal host (optional) Target server. When enabling or disabling a remote
server, use the fully qualified host name. This attribute is
inherited by nested server elements.
port 4849 (optional) The administration port on the target server. This
attribute is inherited by nested ser ver elements.
tar get name of (optional) Target application server instance. This attribute is
default inherited by nested server elements.
instance
asinstalldir see (optional) The installation directory for the local Sun Java
description System Application Server installation, which is used to find

the administrative classes. If not specified, the command
checks to see if the asi nst al | di r parameter has been set.
Otherwise, administrative classes must be in the system
classpath.

Application Server Enterprise Edition 2005Q1 « Developer's Guide



asant Assembly and Deployment Tool

Table 3-12 sun- appser v- conponent Attributes (Continued)

Attribute Default Description

sunonehone see (optional) Deprecated. Use asi nstal | di r instead.
description

Examples

Here isasimple example of disabling a component:

<sun- appser v- conponent
acti on="di sabl e"
name="si npl eapp"
passwor dfi | e="${passwordfile}" />

Here isa simple example of enabling a component:

<sun- appser v- conponent
action="enabl e"
name="si npl eapp"
passwor dfi | e="${passwordfile}" />

Hereis an equivalent script showing al the implied attributes:

<sun- appser v- conponent
action="enabl e"
name="si npl eapp"
user="adm n"
passwor df i | e="${ passwordfile}"
host ="| ocal host"
port =" 4849"
target ="${def aul t - i nst ance- nane}"
asinstal ldir="${asinstalldir}" />

This example demonstrates di sabling multiple components using the archive files (EAR and
WAR, in this case) and using the component name (for an EJB component in this example).

<sun- appser v- conponent action="di sabl " passwordfile="${passwordfile}">
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" />

</ sun- appser v- conponent >

Components can be enabled or disabled on multiple serversin asingle task. This example
shows the same three components being enabled on two different instances of the Sun Java
System Application Server. In this example, the passwords for both instances are the same.
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<sun- appser v- conponent acti on="enabl e" passwordfile="${passwordfile}">
<server host="greg. sun.coni/>
<server host="j oe. sun. con{/>
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservlet.war"/>
<conponent nane="si npl ebean" />
</ sun- appser v- conponent >

sun-appserv-admin

Enables arbitrary administrative commands and scripts to be executed on the Sun Java
System Application Server. Thisis useful for cases where a specific Ant task hasn’t been
developed or a set of related commands are in a single script.

Subelements

The following table describes subelements for the sun- appser v- adni n task. These are
objects upon which this task acts.

Table 3-13 sun- appser v- adm n Subelements

Element Description
server A Sun Java System Application Server instance.
Attributes

The following table describes attributes for the sun- appser v- adni n task.

Table 3-14 sun- appser v- adm n Attributes

Attribute Default Description

command none (exactly one of these is required: comrand,
commandfi | e, or expl i ci t conmand) The command to
execute. If the user, passwor dfi | e, host, or port, or
t ar get attributes are also specified, they are
automatically inserted into the command before
execution. If any of these options are specified in the
command string, the corresponding attribute values are
ignored.
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Table 3-14 sun- appser v- adm n Attributes (Continued)

Attribute

Default

Description

commandfile

expli ci t command

user

passwor d

passwordfil e

host

port

asinstalldir

sunonehone

none

none

adm n

none

none

| ocal host

4849

see
description

see
description

(exactly one of these is required: comrand,

commandfi | e, or expl i ci t coomand) Deprecated. The
command script to execute. If commandf i | e is used, the
values of all other attributes are ignored. Be sure to end
the script referenced by conmandf i | e with the exi t
command; if you omit exi t , the Ant task might appear to
hang after the command script is called.

(exactly one of these is required: comrand,

commandfi | e, or expl i ci t command) The exact
command to execute. No command processing is done,
and all other attributes are ignored.

(optional) The user name used when logging into the
application server administration instance. This attribute
is inherited by nested ser ver elements.

(optional) Deprecated, use passwor df i | e instead. The
password used when logging into the application server
administration instance. This attribute is inherited by
nested server elements.

(optional) File containing passwords. The password
from this file is retrieved for communication with the
application server administration instance. This attribute
is inherited by nested ser ver elements. If both
passwor d and passwor df i | e are specified,

passwor df i | e takes precedence.

(optional) Target server. If it is a remote server, use the
fully qualified host name. This attribute is inherited by
nested server elements.

(optional) The administration port on the target server.
This attribute is inherited by nested ser ver elements.

(optional) The installation directory for the local Sun
Java System Application Server installation, which is
used to find the administrative classes. If not specified,
the command checks to see if the asi nstal | di r
parameter has been set. Otherwise, administrative
classes must be in the system classpath.

(optional) Deprecated. Use asi nst al | di r instead.
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Examples
Here is an example of executing the cr eat e- j ns- dest command:

<sun- appserv-adm n conmand="creat e-j ns- dest --desttype topic">
Here is an example of using comrandf i | e to execute the cr eat e-j ms- dest command:

<sun- appserv-adnm n conmandfile="create jns_dest.txt"
i nst ance="devel opnent ">

Thecreate_jns_dest.txt file containsthe following:

create-jns-dest --user admn --passwordfile "${passwordfile}" --host
| ocal host --port 4849 --desttype topic --target serverl sinpl eJnmsDest

Here is an example of using expl i ci t conmand to execute the cr eat e- j ms- dest
command:

<sun- appserv-adm n conmand="creat e-j ns-dest --user adnin --passwordfile
"${passwordfile}" --host local host --port 4849 --desttype topic --target
serverl sinpl eJmsDest ">

Sun-appserv-J§pc

Precompiles JSP source code into Sun Java System Application Server compatible Java
codefor initia invocation by Sun Java System Application Server. Usethistask to speed up
access to JSP files or to check the syntax of JSP source code. Y ou can feed the resulting
Javacodeto thej avac task to generate classfiles for the JSP files.

Subelements
none

Attributes
The following table describes attributes for the sun- appser v- j spc task.

Table 3-15 sun-appserv-j spc Attributes

Attribute Default Description
destdir The destination directory for the generated Java source files.
srcdir (exactly one of these is required: srcdi r or webapp) The

source directory where the JSP files are located.

webapp (exactly one of these is required: srcdi r or webapp) The
directory containing the web application. All JSP files within
the directory are recursively parsed. The base directory must
have a WEB- | NF subdirectory beneath it. When webapp is
used, sun- appser v-j spc hands off all dependency
checking to the compiler.
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Table 3-15 sun- appser v-j spc Attributes (Continued)

Attribute Default Description

ver bose 2 (optional) The verbosity integer to be passed to the compiler.
cl asspat h (optional) The classpath for running the JSP compiler.

cl asspat href (optional) A reference to the JSP compiler classpath.

uri base / (optional) The URI context of relative URI references in the

JSP files. If this context does not exist, it is derived from the
location of the JSP file relative to the declared or derived
value of uri r oot . Only pages translated from an explicitly
declared JSP file are affected.

uriroot see (optional) The root directory of the web application, against

description which URI files are resolved. If this directory is not specified,
the first JSP file is used to derive it: each parent directory of
the first JSP file is searched for a VEEB- | NF directory, and the
directory closest to the JSP file that has one is used. If no
\EB- | NF directory is found, the directory sun- appser v-j spc
was called from is used. Only pages translated from an
explicitly declared JSP file (including tag libraries) are

affected.

package (optional) The destination package for the generated Java
classes.

asinstal ldir see (optional) The installation directory for the local Sun Java

description System Application Server installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the asi nst al | di r parameter has been set.
Otherwise, administrative classes must be in the system
classpath.

sunonehone see (optional) Deprecated. Use asi nstal | di r instead.
description

Example

The following example uses the webapp attribute to generate Java source files from JSP
files. The sun- appser v-j spc task isimmediately followed by aj avac task, which
compiles the generated Javafilesinto classfiles. Thecl asspat h valuein thej avac task
must be all on one line with no spaces.

<sun- appserv-j spc
dest di r="${assenbl e. war}/ gener at ed"
webapp="${ assenbl e. war }"
cl asspat h="${ assenbl e. war } / WEB- | NF/ c| asses"
asinstal ldir="${asinstalldir}" />

<j avac
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srcdi r="${assenbl e. war }/ WEB- | NF/ gener at ed"
dest di r="${assenbl e. war }/ VEB- | NF/ gener at ed"
debug="on"
cl asspat h="${assenbl e. war}/ VEB- | NF/ cl asses: ${asinstal I dir}/lib/
appserv-rt.jar: ${asinstal ldir}/lib/appserv-ext.jar">
<include name="**/* java"/>
</javac>

sun-appserv-update

Enables deployed applications (EAR files) and modules (EJB JAR, RAR, and WAR files)
to be updated and reloaded for fast iterative development. This task copies modified class
files, XML files, and other contents of the archive filesto the appropriate subdirectory of
the domain_dir/ appl i cat i ons directory, then touchesthe. r el oad file to cause dynamic
reloading to occur.

Thisisalocal task and must be executed on the same machine as the application server.

Subelements
none

Attributes
The following table describes attributes for the sun- appser v- updat e task.

Table 3-16 sun- appser v- updat e Attributes

Attribute Default Description
file none The component to update, which must be a valid archive.
domai n domai nl (optional) The domain in which the application has been

previously deployed.

Example
The following example updates the J2EE application f 0o. ear , which is deployed to the
default domain, dormai nl.

<sun- appserv-update file="foo.ear"/>

Reusable Subelements

Reusable subelements of the Ant tasks for the Sun Java System Application Server are as
follows. These are objects upon which the Ant tasks act.
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Specifies a Sun Java System Application Server instance. Allows a single task to act on
multiple server instances. The ser ver attributes override corresponding attributesin the
parent task; therefore, the parent task attributes function as default values.

Subelements
none

Attributes

The following table describes attributes for the ser ver element.

Table 3-17 server Attributes

Attribute Default Description

user adm n (optional) The username used when logging into the
application server administration instance.

passwor d none (optional) Deprecated, use passwor dfi | e instead. The
password used when logging into the application server
administration instance.

passwordfile none (optional) File containing passwords. The password from
this file is retrieved for communication with the application
server administration instance. If both passwor d and
passwor df i | e are specified, passwor df i | e takes
precedence.

host | ocal host (optional) Target server. When targeting a remote server,
use the fully qualified hostname.

port 4849 (optional) The administration port on the target server.

i nst ance name of (optional) Target application server instance.

default
instance

domai n (applies to sun- appser v- updat e only) The domain in
which the application has been previously deployed.

i nst anceport none (applies to sun- appser v-i nst ance only) Deprecated.

nodeagent none (applies to sun- appser v-i nst ance only, required if

actionis creat e, otherwise ignored) The name of the
node agent on which the instance is being created.
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Table 3-17 server Attributes (Continued)

Attribute Default Description

debug fal se (applies to sun- appser v-i nst ance only, optional)
Deprecated. If acti on is set to st ar t, specifies whether
the server starts in debug mode. This attribute is ignored
for other values of act i on. If t r ue, the instance
generates additional debugging output throughout its
lifetime.

upl oad true (applies to sun- appser v- depl oy only, optional) If t rue,
the component is transferred to the server for deployment.
If the component is being deployed on the local machine,
set upload to f al se to reduce deployment time.

virtual servers defaultvirtual  (applies to sun- appser v- depl oy only, optional) A
server only comma-separated list of virtual servers to be deployment
targets. This attribute applies only to application (. ear) or
web (. war ) components and is ignored for other
component types.

Examples
Y ou can control multiple servers using a single task. In this example, two servers are
started, each using a different password. Only the second server is started in debug mode.

<sun- appserv-instance action="start">
<server host="greg. sun.cont passwordfile="${password. greg}"/>
<server host="joe. sun.con’ passwordfile="${password.oe}"
debug="true"/>
</ sun- appser v-i nst ance>

Y ou can create instances on multiple servers using asingle task. This example creates anew
instance named ga on two different servers. Both servers use the same password.

<sun- appserv-instance action="create" instanceport="8080"
i nstance="ga" passwordfile="3${passwordfile}>
<server host="greg. sun.cont/>
<server host="j oe. sun. con{/>
</ sun- appser v-i nst ance>

These instances can also be removed from their respective servers:

<sun- appserv-instance action="del ete" instance="qga"
passwor df i | e="${ passwordfil e}>
<server host="greg. sun. coni/>
<server host="j oe. sun. con{/>
</ sun- appser v-i nst ance>
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Y ou can specify different instance names and instance ports using attributes of the nested
server element;

<sun- appserv-instance action="create" passwordfile="${passwordfile}>
<server host="greg.sun.con instanceport="8080" instance="qga"/>
<server host="j oe. sun.cont instanceport="9090"
instance="integration-test"/>
</ sun- appser v-i nst ance>

Y ou can deploy multiple components to multiple servers (see the conponent nested
element. This example deploys each component to two Sun Java System Application Server
instances running on remote servers. Both servers use the same password.

<sun- appser v- depl oy passwordfile="${passwordfile}"
asinstal | dir="/opt/slas8" >

<server host="greg. sun. coni/>

<server host="j oe. sun. con{/>

<conponent file="${assenbl e}/ si npl eapp. ear"/>

<conponent file="${assenbl e}/sinpl eservl et.war"

contextroot="test"/>

<conponent file="${assenbl e}/sinpl ebean.jar"/>

</ sun- appser v- depl oy>

Y ou can al so undeploy multiple components from multiple servers. This example showsthe
same three components being removed from two different instances. Both servers use the
same password.

<sun- appser v-undepl oy passwordfile="${passwordfile}">
<server host="greg. sun.coni/>
<server host="j oe. sun. conf/>
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" />

</ sun- appser v- undepl oy>

Y ou can enable or disable components on multiple servers. This example shows the same
three components being enabled on two different instances. Both servers use the same
password.

<sun- appser v- conponent acti on="enabl e" passwordfile="${passwordfile}">
<server host="greg. sun. coni/>
<server host="j oe. sun. con{/>
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/si npl eservlet.war"/>
<conponent nane="si npl ebean" />
</ sun- appser v- conponent >
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component

Specifies a 2EE component. Allows a single task to act on multiple components. The
conponent attributes override corresponding attributes in the parent task; therefore, the
parent task attributes function as default values.

Subelements
none

Attributes
The following table describes attributes for the conponent element.

Table 3-18 conponent Attributes

Attribute Default Description

file none (optional if the parent task is sun- appser v- undepl oy or
sun- appser v- conponent ) The target component. If this
attribute refers to a file, it must be a valid archive. If this
attribute refers to a directory, it must contain a valid archive in
which all components have been exploded. If upl oad is set to
f al se, this must be an absolute path on the server machine.

nane file name (optional) The display name for the component.
without
extension

type determined (optional) Deprecated.

by extension

force true (applies to sun- appser v- depl oy only, optional) If t r ue, the
component is overwritten if it already exists on the server. If
f al se, the containing element’s operation fails if the
component exists.

preconpi | ej sp fal se (applies to sun- appser v- depl oy only, optional) If t r ue, all
JSP files found in an enterprise application (. ear) or web
application (. war ) are precompiled. This attribute is ignored
for other component types.

retrievestubs client stubs (applies to sun- appser v- depl oy only, optional) The
not saved directory where client stubs are saved.

cont ext r oot file name (applies to sun- appser v- depl oy only, optional) The context
without root for a web module (WAR file). This attribute is ignored if
extension the component is not a WAR file.

verify fal se (applies to sun- appser v- depl oy only, optional) If t r ue,

syntax and semantics for all deployment descriptors is
automatically verified for correctness.
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Examples

Y ou can deploy multiple components using a single task. This example deploys each
component to the same Sun Java System Application Server instance running on aremote
Server.

<sun- appser v-depl oy passwordfile="${passwordfile}" host="greg.sun. cont
asinstal | dir="/opt/slas8" >
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"
contextroot="test"/>
<conponent file="${assenbl e}/sinpl ebean.jar"/>
</ sun- appser v-depl oy>

Y ou can a so undeploy multiple components using asingle task. Thisexample demonstrates
using the archive files (EAR and WAR, in this case) and the component name (for the EJB
component).

<sun- appser v- undepl oy passwordfil e="${passwordfile}">
<conponent file="${assenbl e}/si npl eapp. ear"/
<conponent file="${assenbl e}/si npl eservlet.war"/>
<conponent nane="si npl ebean" />

</ sun- appser v- undepl oy>

Y ou can deploy multiple components to multiple servers. This example deploys each
component to two instances running on remote servers. Both servers use the same
password.

<sun- appser v- depl oy passwor dfi | e="${passwordfile}"
asinstal | dir="/opt/slas8" >

<server host="greg. sun. cont'/>

<server host="j oe. sun. coni/>

<conponent file="${assenbl e}/sinpl eapp. ear"/>

<conponent file="${assenbl e}/sinpl eservl et.war"

contextroot="test"/>

<conponent file="${assenbl e}/sinpl ebean.jar"/>

</ sun- appser v-depl oy>

Y ou can aso undeploy multiple components to multiple servers. This example shows the
same three components being removed from two different instances. Both servers use the
same password.

<sun- appser v-undepl oy passwordfile="${passwordfile}">
<server host="greg. sun.cont/>
<server host="j oe. sun. con{/>
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/si npl eservlet.war"/>
<conponent nane="si npl ebean" />

</ sun- appser v- undepl oy>
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Y ou can enable or disable multiple components. This example demonstrates disabling
multiple components using the archive files (EAR and WAR, in this case) and the
component name (for the EJB component).

<sun- appser v- conponent acti on="di sabl " passwordfil e="${passwordfile}">
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" />

</ sun- appser v- conponent >

Y ou can enable or disable multiple components on multiple servers. This example shows
the same three components being enabled on two different instances. Both servers use the
same password.

<sun- appser v- conponent acti on="enabl e" passwordfile="${passwordfile}">
<server host="greg. sun. coni/>
<server host="j oe. sun. con{/>
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/si npl eservlet.war"/>
<conponent nane="si npl ebean" />
</ sun- appser v- conponent >

fileset

Selects component files that match specified parameters. Whenfi | eset isincluded asa
subelement, the nane and cont ext r oot attributes of the containing element must use their
default values for each fileinthefi | eset . For more information, see:

http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / Cor eTypes/ fi | eset . ht ni
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Chapter 4

Debugging Applications

This chapter gives guidelines for debugging applications in Sun Java System Application
Server. It includes the following sections:

»  Enabling Debugging

e JPDA Options

e Generating a Stack Trace for Debugging

e The Java Debugger

» Using the NetBeans I DE for Debugging

*  SunJava System Message Queue Debugging
» Enabling Verbose Mode

e Logging

e Profiling

Enabling Debugging

When you enable debugging, you enable both local and remote debugging. To start the
server in debug mode, use the - - debug option as follows:

asadnin start-donain --debug [ domain_name]

Y ou can then attach to the server from the debugger at its default JPDA port, which is 9009.
For example, for UNIX systems:

jdb -attach 9009
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For Windows:
jdb -connect comsun.jdi.Socket Attach: port=9009

Sun Java System Application Server debugging is based on the JPDA (Java Platform
Debugger Architecture). For more information, see “JPDA Options’ on page 122.

Y ou can enable debugging even when the application server is started without the - - debug
option. Thisis useful if you start the application server from the Windows Start Menu or if
you want to make sure that debugging is always turned on. Y ou can set the server to
automatically start up in debug mode using the Administration Console:

1. Select the VM Settings component under the relevant configuration.
2. Check the Debug Enabled box.

3. To specify adifferent port (from 9009, the default) to use when attaching the VM to a
debugger, specify addr ess=port_number in the Debug Options field.

4. If youwishto add JPDA options, add any desired JPDA debugging optionsin Debug
Options. See “JPDA Options’ on page 122.

For details, see the Sun Java System Application Server Administration Guide.

JPDA Options

The default JPDA options in Sun Java System Application Server are as follows:

- Xdebug - Xrunj dwp: t ransport =dt _socket, server =y, suspend=n, addr ess=9009

For Windows, you can change dt _socket todt _shnem

If you substitute suspend=y, the VM startsin suspended mode and stays suspended until a
debugger attaches to it. Thisis helpful if you want to start debugging as soon asthe VM
starts.

To specify adifferent port (from 9009, the default) to use when attaching the VM to a
debugger, specify addr ess=port_number.

Y ou can include additional options. A list of JPDA debugging options is available here:

http://java. sun. coni product s/ j pda/ doc/ conni nv. ht ni #l nvocat i on
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Generating a Stack Trace for Debugging

Generating a Stack Trace for Debugging

Y ou can generate a Java stack trace for debugging as described here if the Sun Java System
Application Server isin verbose mode (see “Enabling Verbose Mode” on page 125):

http:// devel oper.java. sun. coni devel oper/techni cal Articl es/ Programm ng/ St ackt race/

The stack trace goes to the domain_dir/ | ogs/ ser ver . | og file and also appears on the
command prompt screen.

If the- Xrs flag is set (for reduced signal usage) in the domai n. xm file (under

<j vm opt i ons>), comment it out before generating the stack trace. If the- Xr s flag is used,
the server might simply dump core and restart when you send the signal to generate the
trace. For more about the donai n. xni file, see the Sun Java System Application Server
Administration Reference.

The Java Debugger

The Java Debugger (j db) helps you find and fix bugsin Java language programs. When
using the j db debugger with Sun Java System Application Server, you must attach to the
server from the debugger at its default JPDA port, which is 9009. For example, for UNIX
systems:

jdb -attach 9009

For Windows:

jdb -connect comsun.jdi. Socket Attach: port=9009

For more information about thej db debugger, see the following links:
http://java. sun. con product s/ j pda/ doc/ sol j db. ht n

http://java. sun. com product s/ j pda/ doc/ conni nv. ht ni #JDB
http://java. sun. com product s/j dk/ 1. 2/ debuggi ng/ JDBTut ori al . ht m

Y ou can attach to the Application Server using any JPDA compliant |DE debugger,
including NetBeans (ht t p: / / waw. net beans. or g), Sun Java Studio, JBuilder, Eclipse, and
SO on.
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Using the NetBeans IDE for Debugging

To use the NetBeans 3.6 IDE with the Sun Java System Application Server:

1.
2.

Download the latest version of NetBeans from ht t p: / / www. net beans. or g.

Set up the classpath in NetBeans to compile J2EE applications using the standard J2EE
1.4 AP libraries provided with the Sun Java System Application Server. Perform the
following stepsin the NetBeans IDE:

a. Inthe Menu bar, click on the File menu and select Mount Filesystem.

b. Inthewizard dialog box, select Archive Files as the Filesystem type and click
Next.

c. Navigate the file chooser to the Sun Java System Application Server directory
install_dir/ i b.

d. Selectj 2ee.j ar. To use Sun-specific public APIs provided in the Sun Java
System Application Server, select the appser v-ext . j ar archive aswell. Click
Finish.

Thej 2ee. | ar file should appear in the list of mounted file systems under the Editing

pane inside the Filesystems tab of the NetBeans IDE. Y ou can now import J2EE 1.4
API packagesin your source files and compile the source files.

Build your application in the NetBeans IDE.

Assemble your application into a J2EE archivefile (WAR, JAR, RAR or EARfile) and
deploy it to the Sun Java System Application Server.

Start the Sun Java System Application Server with debugging enabled. See “Enabling
Debugging” on page 121.

Attach to the Sun Java System Application Server using the Netbeans IDE debugger:
a. Click onthe Debug menu, select Start Session, then select Attach.

b. Inthe Attach dialog box, make sure the host (default | ocal host ) and port (default
9009) correspond to the host and JPDA debug port of the Sun Java System
Application Server. Click OK.

The Output Window of the Debugger Console should display the message
Connection established.

Set break pointsin your source file in the NetBeans IDE as usual, and run the
application.

When finished with debugging, detach from the server by clicking Finish in the Debug
menu.
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Sun Java System Message Queue Debugging

Sun Java System Message Queue has a broker logger, which can be useful for debugging
JMS, including message-driven bean, applications. Y ou can adjust the logger’ s verbosity,
and you can send the logger output to the broker’ s console using the broker’s -t t y option.
For more information, see the Sun Java System Message Queue Administration Guide.

Enabling Verbose Mode

If you want to see the server logs and messages printed to Syst em out on your command
prompt screen, you can start the server in verbose mode. This makesit easy to do simple
debugging using print statements, without having to view the ser ver . | og file every time.

When the server isin verbose mode, messages are logged to the console or terminal
window in addition to the log file. In addition, pressing Ctrl-C stops the server and pressing
Ctrl-\ prints athread dump. To start the server in verbose mode, use the - - ver bose option
asfollows:

asadm n start-domain --verbose [ domain name

Y ou can enable verbose mode even when the application server is started without the
- - ver bose option. Thisisuseful if you start the application server from the Windows Start
Menu or if you want to make sure that verbose mode is always turned on.

Y ou can set the server to automatically start up in verbose mode using the Administration
Console. For details, see the Sun Java System Application Server Administration Guide.

Logging

Y ou can use the Sun Java System Application Server’slog files to help debug your
applications. In the Administration Console, select the Application Server component, then
click on the Open Log Viewer button in the General Information page. For details about
logging, see the Sun Java System Application Server Administration Guide.

Profiling

Y ou can use a profiler to perform remote profiling on the Sun Java System Application
Server to discover bottlenecks in server-side performance. This section describes how to
configure these profilers for use with Sun Java System Application Server:
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*  The HPROF Profiler
*  The Optimizeit Profiler

Information about comprehensive monitoring and management support in the Java™ 2
Platform, Standard Edition (J2SE™ platform) version 5.0 is available at:

http://java. sun.conij2se/ 1. 5. 0/ docs/ gui de/ managenent /i ndex. ht m

The HPROF Profiler

HPROF is asimple profiler agent shipped with the Java2 SDK. It isa dynamically linked
library that interacts with the VM PI and writes out profiling information either to afile or
to asocket in ASCII or binary format.

HPROF can present CPU usage, heap all ocation statistics, and monitor contention profiles.
In addition, it can also report complete heap dumps and states of all the monitors and
threads in the Java virtual machine. For more details on the HPROF profiler, see the JDK
documentation at:

http://java. sun.comj2se/ 1. 4.2/ docs/ gui de/ j vipi / j vnpi . ht m #hpr of

Once HPROF is enabled using the following instructions, its libraries are loaded into the
server process. To use HPROF profiling on UNIX, follow these steps:

1. Configure Sun Java System Application Server using the Administration Console:

a. Select the VM Settings component under the relevant configuration, then select
the Profiler tab.

b. Edit thefollowing fields:
«  Profiler Name: hpr of
«  Profiler Enabled: t rue
«  Classpath: (Ieave blank)
« Native Library Path: (leave blank)

«  JVM Option: For each of these options, select Add, type the option in the
Value field, then check its box:

- Xrunhprof: fil e=l og. t xt, options
Here is an example of options you can use:
-Xrunhprof: file=log.txt,thread=y, dept h=3

Thefi | e option determines where the stack dump iswritten in Step 2.
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Profiling

The syntax of HPROF optionsis as follows:
- Xrunhprof [: hel p]| [: option=value, option2=value2, ...]
Using hel p lists options that can be passed to HPROF. The output is as follows:

Hor of usage: -Xrunhprof[:help]|[: <option>=<val ue>, ...]

Option Name and Val ue  Description Def aul t

heap=dunp| si tes| al | heap profiling all

cpu=sanpl es| ol d CPU usage of f

format=a| b ascii or binary output a

file=<fil e> wite data to file j ava. hpr of
(.txt for ascii)

net =<host >; <port > send data over a socket wite to file

dept h=<si ze> stack trace depth 4

cut of f =<val ue> out put cutoff point 0. 0001

|'i neno=y| n line nunber in traces? vy

thread=y| n thread in traces? n

doe=y|n dunp on exit? y

2. Restart the Application Server. Thiswrites an HPROF stack dump to the file you
specified using thef i | e HPROF option in Step 1.

The Optimizeit Profiler

Y ou can purchase Optimizeit™ from Borland at:
ht t p: // waw. bor | and. cond opt i m zei t

Once Optimizeit is enabled using the following instructions, its libraries are loaded into the
server process. To enable remote profiling with Optimizeit, do the following:

1. Configure your operating system:

o OnSolaris, add Optimizeit_dir/ 1 i b tothe LD_LIBRARY _PATH environment
variable.

o OnWindows, add Optimizeit_dir/ | i b to the PATH environment variable.
2. Configure Sun Java System Application Server using the Administration Console:

a. Select the WM Settings component under the relevant configuration, then select
the Profiler tab.
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b. Edit thefollowing fields:

Profiler Name: opt i mi zei t

Profiler Enabled: t r ue

Classpath: Optimizeit_dir/ i b/ optit.jar
Native Library Path: Optimizeit_dir/ 1 i b

JVM Option: For each of these options, select Add, type the option in the
Value field, then check its box:

- DOPTI THOVE=Optimizeit_dir
- Xrunpri
- Xboot cl asspat h/ Optimizeit_dir/ | i b/ oi bcp. j ar

3. Inaddition, you might haveto set the following in your ser ver . pol i cy file. For more
information about the ser ver . pol i cy file, see“ The server.policy File” on page 45.

grant codeBase "fil e: Optimzet dir/|ib/optit.jar" {
perm ssion java. security. Al'l Perni ssion;

b

4. Restart the Application Server.

When the server starts up with this configuration, you can attach the profiler. For further
details, see the Optimizeit documentation.

NOTE

If any of the configuration options are missing or incorrect, the profiler
might experience problems that affect the performance of the Sun Java
System Application Server.
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Chapter 5

Developing Web Applications

This chapter describes how web applications are supported in the Sun Java System
Application Server and includes the following sections:

Introducing Web Applications

Using Servlets

Using JavaServer Pages

Creating and Managing HTTP Sessions

For general information about web applications, see the J2EE tutorial:

http://java. sun. comj2ee/ 1. 4/ docs/ tutori al / doc/ VEbApp. ht m #wp76431

Introducing Web Applications

This section includes summaries of the following topics:

Internationalization Issues

Virtual Servers

Default Web Modules

Classloader Delegation

Using the default-web.xml File
Configuring Logging in the Web Container
Configuring Idempotent URL Requests
Configuring HTML Error Pages

Header Management
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Internationalization Issues

This section covers internationalization as it applies to the following:

e The Server
e Servlets
The Server

To set the default locale of the entire Sun Java System Application Server, which
determines the local e of the Administration Console, the logs, and so on, use the
Administration Console. Select the Domain component, and type avauein the Locale
field. For details, see the Sun Java System Application Server Administration Guide.

Servlets

This section explains how the Sun Java System Application Server determines the character
encoding for the servlet request and the servlet response. For encodings you can use, see:

http://]ava. sun. comj2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m

Servlet Request

When processing a servlet request, the server uses the following order of precedence, first
to last, to determine the request character encoding:

e Theget Charact er Encodi ng() method.

e A hiddenfield in the form, specified by theform hi nt - fi el d attribute of the
par amet er - encodi ng element in the sun-web. xn file.

»  The character encoding set in the def aul t - char set attribute of the
par anet er - encodi ng element in the sun-web. xm file.

*  Thedefault, whichis| SO 8859- 1.
For details about the par amet er - encodi ng element, see “parameter-encoding” on page 398.

Servlet Response

When processing a servlet response, the server uses the following order of precedence, first
to last, to determine the response character encoding:

* Theset Charact er Encodi ng() or set Cont ent Type() method.
e ThesetLocal e() method.

e Thedefault, whichis| SO 8859- 1.
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Virtual Servers

A virtual server, also called avirtual host, isavirtual web server that serves content targeted
for aspecific URL. Multiple virtual servers can serve content using the same or different
host names, port numbers, or IP addresses. The HTTP service directs incoming web
requests to different virtual servers based on the URL.

When you first install the Sun Java System Application Server, adefault virtual server is
created. (You can also assign adefault virtual server to each new HTTP listener you create.
For details, see the Sun Java System Application Server Administration Guide.)

Web applications and J2EE applications containing web components can be assigned to
virtual servers. You can use the Administration Console to assign virtual servers:

1. Deploy the application or web module and assign the desired virtual server to it as
described in “Tools for Deployment” on page 88.

2. Inthe Administration Console, open the HTTP Service component under the relevant
configuration.

3. Open the Virtual Servers component under the HT TP Service component.
4. Select the virtual server to which you want to assign a default web module.

5. Select the application or web module from the Default Web Module drop-down list.
For more information, see “Default Web Modules’ on page 133.

For details, see the Sun Java System Application Server Administration Guide.

Default Web Modules

A default web module can be assigned to the default virtual server and to each new virtual
server. For details, see“Virtual Servers’ on page 133. To accessthe default web module for
avirtual server, point the browser to the URL for the virtual server, but do not supply a
context root. For example:

http://nyvserver: 3184/

A virtual server with no default web module assigned servesHTML or JSP content from its
document root, which is usually domain_dir/ docr oot . To accessthisHTML or JSP
content, point your browser to the URL for the virtual server, do not supply a context root,
but specify the target file.

For example:

http://nyvserver: 3184/ hel | ot here. j sp
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Classloader Delegation

The Servlet specification recommends that the Web Classloader look in the local
classloader before delegating to its parent. To make the Web Classloader follow the
delegation model in the Servlet specification, set del egat e="f al se" inthe

cl ass- | oader element of the sun-web. xm file. It's safeto do this only for aweb module
that does not interact with any other modules.

The default valueisdel egat e="tr ue", which causes the Web Classloader to delegate in
the same manner as the other classloaders. Use del egat e="t r ue" for aweb application

that accesses EJB components or that acts as a web service client or endpoint. For details
about sun- web. xm , see“ The sun-web.xml File” on page 321.

For general information about classloaders, see “ Classloaders’ on page 73.

Using the default-web.xml File

You can usethedef aul t - web. xni fileto define features such as filters and security
congtraints that apply to all web applications, as follows:

1. Placethe JAR filefor thefilter, security constraint, or other feature in the
domain_dir/ 1'i b directory.

2. Edit the domain_dir/ confi g/ def aul t - web. xm fileto refer to the JAR file.
3. Restart the server.

Thel nvoker Servl et alows use of the ser vl et - nane instead of the ser vl et - nappi ng
for invoking a servlet with a URL, as described in “Invoking a Servlet witha URL” on
page 138. The | nvoker Ser vl et iscommented out inthedef aul t -web. xni file. To
re-enable the | nvoker Ser vl et , remove the comment indicators (<! - - and - - >), then
restart the server.

Configuring Logging in the Web Container

For information about configuring logging and monitoring in the web container using the
Administration Console, see the Sun Java System Application Server Administration
Guide.
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Configuring ldempotent URL Requests

An idempotent request is one that does not cause any change or inconsistency in an
application when retried. To enhance the availability of your applications deployed on a
Sun Java System Application Server cluster, configure the load balancer to retry failed
idempotent HTTP requests on all the Application Server instances in a cluster. This option
can be used for read-only requests, for example, to retry a search request.

This section describes the following topics:
e Specifying an Idempotent URL

e Characteristics of an Ildempotent URL

Specifying an Idempotent URL

To configure idempotent URL response, specify the URL s that can be safely retried in
i denpot ent - url - pat t er n elementsin the sun-web. xm file. For example:

<idenmpotent-url-pattern url-pattern="sun_java/*" numof-retries="10"/>
For details, see “idempotent-url-pattern” on page 375.

If none of the server instances can successfully serve the request, an error page is returned.
To configure custom error pages, see “ Configuring HTML Error Pages’ on page 136.

Characteristics of an ldempotent URL

Since al requests for a given session are sent to the same application server instance, and if
that Application Server instance is unreachabl e, the load balancer returns an error message.
Normally, the request is not retried on another Application Server instance. However, if the
URL pattern matchesthat specified inthesun-web. xni file, therequest isimplicitly retried
on another Application Server instance in the cluster.

In HTTP, some methods (such as GET) are idempotent, while other methods (such as
POST) are not. In effect, retrying an idempotent URL should not cause values to change on
the server or in the database. The only difference should be a change in the response
received by the user.

Examples of idempotent requests include search engine queries and database queries. The
underlying principle isthat the retry does not cause an update or modification of data.

A search engine, for example, sends HTTP requests with the sasme URL pattern to the load
balancer. Specifying the URL pattern of the search request to the load balancer ensures that
HTTP requests with the specified URL pattern isimplicitly retried on another Application

Server instance.
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For example, if the request URL sent to the Application Server is of the type
| sear ch/ something. ht i , then the URL pattern can be specified as/ sear ch/ *.

Examples of non-idempotent requests include banking transactions and online shopping. If
you retry such reguests, money might be transferred twice from your account.

Configuring HTML Error Pages

To specify an error page (or URL to an error page) to be displayed to the end user, use the
error-url attribute of the sun- web- app element in the sun-web. xni file. For example:

<sun-web-app error-url ="webserver_ingall_dir/ error/errorl. htm">
. Subdements . ..
</ sun- web- app>

For details, see “ sun-web-app” on page 432.

If theerror-url attributeisspecified, it overridesall other mechanisms configured for error
reporting.

NOTE This attribute should not point to aURL on the Application Server instance,
becausetheerror-url cannot be loaded if the server is down. Instead,
specify a URL that points to alocation on the web server.

The Sun Java System Application Server provides the following options for specifying the
error page.

* You can specify theerror-url tobean HTTP URL. The Application Server forwards
the client request to the specified error URL.

* You can specify theerror-url to bethe name of an HTML page in the standard load
balancer plug-in’s error pages directory. Do not specify an absolute path in the local
file system. The location must be relative to the
webserver_install_dir/ pl ugi ns/ | bpl ugi n/ er r or pages directory.

» If you do not specify theerror-url attribute in the sun-web. xni file, adefault error
page, sun- htt p-1 berror. htn , from the standard error pages directory, er r or pages,
isdisplayed if present.

As part of the load balancer plug-in installation, a directory called er r or pages is
created in the web server installation directory.
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The error page is displayed according to the following rules:

*  When an error is encountered for an application, the Application Server first checks if
theerror-url attributeisdefined. If it isdefined, the Application Server readsthe URL
attribute and loads the error page.

o Iftheerror-url attributeismissing or invalid, the Application Server displaysthe
default error page, sun- http-1b-error. htm, fromthe err or pages directory of the
load balancer plug-in.

e Iftheerror-url hasbeen defined but the pageis missing, the Application Server |oads
the default error page, sun-http-1b-error. htm.

e |If thedefault error page is missing, the error is forwarded to the web server.

Header Management

In the Platform Edition of the Sun Java System Application Server, the Enuner at i on from
request . get Header s() contains multiple elements. In the Enterprise Edition, this
Enuner at i on contains asingle, aggregated value.

The header names used in Ht t pSer vl et Response. addXXXHeader () and

Ht t pSer vl et Response. set XXXHeader () are returned differently to the HTTP client
from the Platform Edition and the Enterprise Edition of the Sun Java System Application
Server. The Platform Edition preserves the names as they were created. The Enterprise
Edition capitalizes the first letter but converts all other letters to lower case. For example, if
sanpl eHeader Nane2 isused inr esponse. addHeader () , the response namein the
Platform Edition is unchanged, but the response name in the Enterprise Edition is

Sanpl eheader nane2.

Using Servlets

Sun Java System Application Server supports the Java Servlet Specification version 2.4.

NOTE Servlet API version 2.4 is fully backward compatible with version 2.3, so
all existing servlets should work without modification or recompilation.

To develop servlets, use Sun Microsystems’ Java Servlet API. For information about using
the Java Servlet API, see the documentation provided by Sun Microsystems at:

http://java. sun. com product s/ servl et/index. ht m
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The Sun Java System Application Server provides the wsconpi | e and wsdepl oy toolsto
help you implement a web service endpoint as a servlet. For more information about these
tools, see the Sun Java System Application Server Reference Manual.

This section describes how to create effective servletsto control application interactions
running on a Sun Java System Application Server, including standard-based servlets. In
addition, this section describes the Sun Java System Application Server features to use to
augment the standards.

This section contains the following topics:
e Invoking a Servlet with a URL

e Servlet Output

e Caching Servlet Results

*  About the Servlet Engine

Invoking a Servlet with a URL

Y ou can call aservlet deployed to the Sun Java System Application Server by using a URL
in abrowser or embedded asalink inan HTML or JSP file. The format of a servlet
invocation URL is asfollows:

ht t p: / / server: port/ context_root/ serviet_mapping?name=value
The following table describes each URL section.

Table 5-1 URL Fidldsfor Servlets Within an Application

URL element Description

server: port The IP address (or host name) and optional port number.

To access the default web module for a virtual server, specify only this URL
section. You do not need to specify the context_root or servlet_name unless
you also wish to specify name-value parameters.

context_root For an application, the context root is defined in the cont ext - r oot element
of the appl i cati on. xm orsun-application. xm file. For an individually
deployed web module, the context root is specified during deployment.

For both applications and individually deployed web modules, the default
context root is the name of the WAR file minus the . war suffix.

servliet_mapping The ser vl et - mappi ng as configured in the web. xm file.

You can use the ser vl et - nane instead if you enable the | nvoker Ser vl et ; see
“Using the default-web.xml File” on page 134.
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Table 5-1 URL Fieldsfor Servlets Within an Application (Continued)

URL element Description

?name=value. . . Optional request parameters.

In thisexample, | ocal host isthe host name, Mor t Pages isthe context root, and
cal cMort gage isthe servlet mapping:

http://1 ocal host : 8080/ Mort Pages/ cal cMor t gage?r at e=8. 0&per =360&bal =180000
When invoking a servlet from within a JSP file, you can use arelative path. For example:

<j sp:forward page="Test Servlet"/>
<j sp:include page="TestServlet"/>

Servlet Output

Ser vl et Cont ext . | og messages are sent to the server log.

By default, the Syst em out and Syst em err output of servlets are sent to the server log,
and during start-up server log messages are echoed to the Syst em err output. Also by
default, there is no Windows-only console for the Syst em er r output.

To change these defaults using the Administration Console, select the Logger Settings
component under the relevant configuration, then check or uncheck these boxes:

» Log Messagesto Standard Error - If checked, Syst em er r output is sent to the server
log. If unchecked, Syst em err output is sent to the system default location only.

*  Writeto System Log - If checked, Syst em out output is sent to the server log. If
unchecked, Syst em out output is sent to the system default location only.

For more information, see the Sun Java System Application Server Administration Guide.

Caching Servlet Results

The Sun Java System Application Server can cache the results of invoking a servlet, a JSP,
or any URL pattern to make subsequent invocations of the same servlet, JSP, or URL
pattern faster. The Sun Java System Application Server caches the request results for a
specific amount of time. In thisway, if another data call occurs, the Sun Java System
Application Server can return the cached data instead of performing the operation again.
For example, if your servlet returns a stock quote that updates every 5 minutes, you set the
cache to expire after 300 seconds.
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Whether to cache results and how to cache them depends on the data involved. For
example, it makes no sense to cache the results of a quiz submission, because the input to
the servlet is different each time. However, it makes sense to cache a high level report
showing demographic data taken from quiz results that is updated once an hour.

To define how a Sun Java System Application Server web application handles response
caching, you edit specific fieldsin the sun- web. xm file.

NOTE A servlet that uses caching is not portable.

A sample caching application isin install_dir/ sanpl es/ webapps/ apps/ cachi ng.
For more information about JSP caching, see “JSP Caching” on page 145.

Therest of this section covers the following topics:

e Caching Features

»  Default Cache Configuration

»  Caching Example

»  CacheKeyGenerator Interface

Caching Features

The Sun Java System Application Server has the following web application response
caching capabilities:

e Cachingis configurable based on the servlet name or the URI.

*  When caching is based on the URI, thisincludes user specified parametersin the query
string. For example, aresponse from / gar den/ cat al og?cat egor y=r oses is
different from aresponse from / gar den/ cat al og?cat egory=lilies. These
responses are stored under different keysin the cache.

» Cachesize, entry timeout, and other caching behaviors are configurable.

»  Entry timeout is measured from the time an entry is created or refreshed. To override
this timeout for an individual cache mapping, specify the cache- mappi ng subelement
ti meout .

»  To determine caching criteria programmatically, write a class that implements the
com sun. appser v. web. cache. CacheHel per interface. For example, if only a
servlet knows when a back end data source was last modified, you can write a hel per
classto retrieve the last modified timestamp from the data source and decide whether to
cache the response based on that timestamp.
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To determine cache key generation programmatically, write a class that implementsthe
com sun. appser v. web. cache. CacheKeyGener at or interface. See
“CacheKeyGenerator Interface” on page 143.

All non-ASCII request parameter values specified in cache key elements must be URL
encoded. The caching subsystem attempts to match the raw parameter valuesin the
request query string.

Since newly updated classes impact what gets cached, the web container clears the
cache during dynamic deployment or reloading of classes.

Thefollowing H t pSer vl et Request request attributes are exposed:
o com sun. appserv. web. cachedSer vl et Nane, the cached servlet target
o com sun. appserv. web. cachedURLPat t er n, the URL pattern being cached

Results produced by resources that are the target of a

Request D spat cher. i ncl ude() or Request D spat cher. f orward() call are
cached if caching has been enabled for those resources. For details, see the descriptions
of the cache- mappi ng and di spat cher elementsin the sun-web. xm file.

Default Cache Configuration

If you enable caching but do not provide any special configuration for a servlet or JSP, the
default cache configuration is as follows:

The default cache timeout is 30 seconds.

Only the HTTP GET method is eligible for caching.

HTTP requests with cookies or sessions automatically disable caching.

No special consideration is given to Pr agna: , Cache-control :, or Vary: headers.
The default key consists of the Servlet Path (minus pat hl nf o and the query string).

A “least recently used” list is maintained to evict cache entries if the maximum cache
Sizeis exceeded.

Key generation concatenates the servlet path with key field values, if any are specified.

Results produced by resources that are the target of a
Request D spat cher. i ncl ude() or Request Di spat cher. f orward() call are never
cached.
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Caching Example
Here is an example cache element in the sun- web. xn file:

<cache max- capacity="8192" ti neout="60">
<cache- hel per name="nyHel per" cl ass- nane="M/CacheHel per"/ >
<cache- mappi ng>
<servl et - name>nyser vl et </ ser vl et - name>
<tinmeout name="tinefield">120</ti neout>
<ht t p- met hod>GET</ ht t p- et hod>
<ht t p- met hod>POST</ ht t p- net hod>
</ cache- mappi ng>
<cache- mappi ng>
<url-pattern> /catal og/* </url-pattern>
<I-- cache the best selling category; cache the responses to
-- this resource only when the given paranmeters exist. Cache
-- only when the catal og parameter has 'lilies' or 'roses'
-- but no other catal og varieties:
-- [orchard/ catal og?best &at egory="1ilies'
-- [orchard/ cat al og?best &at egor y='r oses
-- but not the result of
-- [orchard/ catal og?best &at egory="wi | d'
-->
<constraint-field name='best' scope='request.paraneter'/>
<constraint-field name='cat egory' scope='request. paraneter'>
<val ue> roses </val ue>
<value> lilies </val ue>
</constraint-field>
<I-- Specify that a particular field is of given range but the
-- field doesn't need to be present in all the requests -->
<constraint-field name=' SKUnuni scope='request. paraneter' >
<val ue match-expr="in-range' > 1000 - 2000 </val ue>
</constraint-field>
<I-- cache when the category matches with any val ue other than
-- a specific value -->
<constraint-field name="cat egory" scope="request. paraneter>
<val ue mat ch-expr="equal s" cache-on-nat ch-fai |l ure="true">bogus</ val ue>
</constraint-field>
</ cache- mappi ng>
<cache- mappi ng>
<servl et -nane> I nfoServl et </servlet-name>
<cache- hel per - r ef >nmyHel per </ cache- hel per - r ef >
</ cache- mappi ng>
</ cache>

For more information about the sun- web. xm caching settings, see “ cache” on page 341.

142  Application Server Enterprise Edition 2005Q1 « Developer's Guide



Using Servlets

CacheKeyGenerator Interface

The built-in default CacheHel per implementation allows web applications to customize
the key generation. An application component (in aservlet or JSP) can set up a custom
CacheKeyGener at or implementation as an attribute in the Ser vl et Cont ext .

The name of the context attribute is configurable as the val ue of the
cacheKeyGener at or At t r Nane property in the def aul t - hel per element of the
sun-web. xm deployment descriptor. For more information, see “default-helper” on
page 361.

About the Servlet Engine

Servlets exist in and are managed by the servlet enginein the Sun Java System Application
Server. The servlet engineisan internal object that handles all servlet metafunctions. These
functions include instantiation, initialization, destruction, access from other components,
and configuration management. This section covers the following topics:

e Instantiating and Removing Servlets
e Request Handling

Instantiating and Removing Servlets

After the servlet engine instantiates the servlet, the servlet engine callsthe servlet’si ni t ()
method to perform any necessary initialization. Y ou can override this method to perform an
initialization function for the servlet’slife, such asinitializing a counter.

When aservlet is removed from service, the servlet engine calls the dest r oy() method in
the servlet so that the servlet can perform any final tasks and deallocate resources. Y ou can
override this method to write log messages or clean up any lingering connections that won’t
be caught in garbage collection.

Request Handling

When areguest is made, the Sun Java System Application Server hands the incoming data
to the servlet engine. The servlet engine processes the request’ s input data, such as form
data, cookies, session information, and URL name-value pairs, into an

Ht t pSer vl et Request request object type.

The servlet engine also creates an H t pSer vl et Response response object type. The
engine then passes both as parameters to the servlet’sser vi ce() method.
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Inan HTTP servlet, the default servi ce() method routes requests to another method based
on the HTTP transfer method: POST, GET, DELETE, HEAD, OPTI ONS, PUT, or TRACE. For
example, HTTP POST requests are sent to the doPost () method, HTTP GET requests are
sent to the doGet () method, and so on. This enables the servlet to process request data
differently, depending on which transfer method is used. Since the routing takes placein the
service method, you generally do not override ser vi ce() inan HTTP servlet. Instead,
override doGet (), doPost (), and so on, depending on the request type you expect.

To perform the tasks to answer arequest, override the ser vi ce() method for generic
servlets, and the doGet () or doPost () methodsfor HTTP servlets. Very often, this means
accessing EJB components to perform business transactions, then collating the information
in the request object or in aJDBC Resul t Set object.

Using JavaServer Pages

The Sun Java System Application Server supports the following JSP features:

e JavaServer Pages (JSP) Specification version 2.0

»  Precompilation of JSP files, which is especially useful for production servers
e JSPtag libraries and standard portable tags

For information about creating JSP files, see Sun Microsystem’ s JavaServer Pages web site
at:

http://java. sun. com product s/ j sp/i ndex. ht m
For information about Java Beans, see Sun Microsystem’ s JavaBeans web page at:
http://java. sun. com beans/ i ndex. ht m

This section describes how to use JavaServer Pages (JSP files) as page templatesin a Sun
Java System Application Server web application. This section containsthe following topics:

e JSPTag Libraries and Standard Portable Tags
e JSPCaching
»  Optionsfor Compiling JSP Files
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JSP Tag Libraries and Standard Portable Tags

Sun Java System Application Server supports tag libraries and standard portable tags. For
more information, see the JavaServer Pages Standard Tag Library (JSTL) page:

http://java. sun. com products/jsp/jstl/index.|sp

Web applications don’t need to bundle copies of thej sf-i npl . j ar orappserv-jstl.jar
JSPtag libraries (in install_dir/ | i b) to use JavaServer™ Faces technology or JSTL,
respectively. These tag libraries are automatically available to all web applications.

However, theinstall_dir/ I i b/ appserv-tags. j ar tag library for JSP caching is not
automatically available to web applications. See “JSP Caching,” next.

JSP Caching

JSP caching lets you cache tag invocation results within the Java engine. Each can be
cached using different cache criteria. For example, suppose you have invocations to view
stock quotes, weather information, and so on. The stock quote result can be cached for 10
minutes, the weather report result for 30 minutes, and so on.

For more information about response caching asit pertainsto servlets, see“ Caching Servlet
Results’ on page 139.

JSP caching isimplemented by atag library packaged into the

install_dir/1i b/ appserv-tags.jar file, which you can copy into the WEB- | NF/ | i b directory
of your web application. The appser v-t ags. t| d tag library descriptor fileisin the

META- | NF directory of thisJAR file.

NOTE Web applications that use thistag library are not portable.

To alow all web applications to share thistag library, change the following elementsin the
domai n. xm file. Change this:

<j vm opti ons>-Dcom sun. enterpri se.tagli bs=appserv-jstl.jar,jsf-inpl.jar</jvmoptions>
to this:

<j vm opt i ons>-Dcom sun. enterpri se. tagl i bs=appserv-jstl.jar,jsf-inpl.jar, appserv-tags.jar
</jvmoptions>

and this;

<j vmopti ons>-Dcom sun. enterpri se.taglisteners=jsf-inpl.jar</jvmoptions>
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to this:

<j vm opti ons>-Dcom sun. enterprise.taglisteners=jsf-inpl.jar, appserv-tags.jar</jvmoptions>

146

For more information about the domai n. xm file, see the Sun Java System Application
Server Administration Reference.

Refer to these tagsin JSP files as follows:
<U@taglib prefix="prefiX" uri="Sun ONE Application Server Tags" %

Subsequently, the cache tags are available as <prefix: cache> and <prefix: f | ush>. For
example, if your prefix is nypf x, the cache tags are available as <nypf x: cache> and
<nypf x: fl ush>.

Thetags are asfollows:

e cache
« flush
cache

The cache tag caches the body between the beginning and ending tags according to the
attributes specified. The first time the tag is encountered, the body content is executed and
cached. Each subsequent time it is run, the cached content is checked to seeiif it needs to be
refreshed and if so, it is executed again, and the cached datais refreshed. Otherwise, the
cached datais served.

Attributes
The following table describes attributes for the cache tag.

Table 5-2 cache Attributes

Attribute Default Description

key ServietPath_Suffix (optional) The name used by the container to access the
cached entry. The cache key is suffixed to the servlet path to
generate a key to access the cached entry. If no key is
specified, a number is generated according to the position of
the tag in the page.

ti meout 60s (optional) The time in seconds after which the body of the tag
is executed and the cache is refreshed. By default, this value
is interpreted in seconds. To specify a different unit of time,
add a suffix to the timeout value as follows: s for seconds, m
for minutes, h for hours, d for days. For example, 2h specifies
two hours.
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Table 5-2  cache Attributes (Continued)
Attribute Default Description

nocache fal se (optional) If set to t r ue, the body content is executed and
served as if there were no cache tag. This offers a way to
programmatically decide whether the cached response is sent
or whether the body has to be executed, though the response
is not cached.

refresh fal se (optional) If set to t r ue, the body content is executed and the
response is cached again. This lets you programmatically
refresh the cache immediately regardless of the t i meout
setting.

Example
The following example represents a cached JSP file;

<U@taglib prefix="nypfx" uri="Sun ONE Application Server Tags" %
<U@taglib prefix="c" uri="http://java.sun.conljsp/jstl/core" %

<nypfx: cache  key="${sessi onScope. | ogi nl d}"
nocache="${ par am nocache}"
refresh="${paramrefresh}"
ti meout =" 10nt >

<c: choose>
<c:when test="$%{param page == 'frontPage'}">
<% - get headlines from database --%
</ c: when>

<c: ot herw se>

</ c: ot herwi se>
</ ¢: choose>
</ nypf x: cache>

<nypf x: cache ti nmeout ="1h">
<h2> Local News </h2>
<% - get the headline news and cache them --%
</ nypf x: cache>

flush

Forces the cache to be flushed. If akey is specified, only the entry with that key is flushed.
If no key is specified, the entire cache is flushed.

Attributes
The following table describes attributes for the f | ush tag.
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Table 5-3  fl ush Attributes

Attribute Default Description

key ServietPath_Suffix (optional) The name used by the container to access the
cached entry. The cache key is suffixed to the servlet path to
generate a key to access the cached entry. If no key is
specified, a number is generated according to the position of
the tag in the page.

Examples
To flush the entry with key="f oobar ":

<nypf x: fl ush key="f oobar"/>
To flush the entire cache:

<c:if test="${enpty sessionScope. cl ear Cache}">
<nypfx: flush />
<fc:if>

Options for Compiling JSP Files

Sun Java System Application Server provides the following ways of compiling JSP 2.0
compliant source filesinto servlets:

o JSPfilesare automatically compiled at runtime.

* Theasadni n depl oy command hasapr econpi | ej sp option. For details, seethe Sun
Java System Application Server Reference Manual.

* Thesun- appserv-j spc Ant task allows you to precompile JSP files, see
“sun-appserv-jspc” on page 112.

e Thej spc command line tool alows you to precompile JSP files at the command line.
For details, see the Sun Java System Application Server Reference Manual.
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Creating and Managing HTTP Sessions

This chapter describes how to create and manage a session that allows users and transaction
information to persist between interactions.

This chapter contains the following sections:
e Configuring Sessions

e Session Managers

e  Sample Session Persistence Applications

Configuring Sessions

This section covers the following topics:

e Sessions, Cookies, and URL Rewriting
e Coordinating Session Access

» Distributed Sessions and Persistence

Sessions, Cookies, and URL Rewriting

To configure whether and how sessions use cookies and URL rewriting, edit the

sessi on- properties and cooki e- properti es elementsinthesun-web. xn filefor an
individual web application. See “ session-properties’ on page 424 and “cookie-properties’
on page 359 for more about the properties you can configure.

For information about configuring default session properties for the entire web container,
see the Sun Java System Application Server Administration Guide.

Coordinating Session Access

Make sure that multiple threads don’t simultaneously modify the same session object in
conflicting ways. If the persistence type is ha (see The ha Persistence Type), the following
message in the log file indicates that this might be happening:

Primary Key Constraint violation while saving session sesson id

Thisisespecialy likely to occur in web applications that use HTML frames where multiple
servlets are executing simultaneously on behalf of the same client. A good solutionisto
ensure that one of the servlets modifies the session and the others have read-only access.

Chapter 5  Developing Web Applications 149



Creating and Managing HTTP Sessions

150

Distributed Sessions and Persistence

A distributed session can run in multiple Sun Java System Application Server instances,
provided the following criteria are met:

Each server instance has access to the same high-availability database (HADB). For
information about how to enable this database, see the description of the
confi gur e- ha- cl ust er command in the Reference Manual.

Each server instance has the same distributable web application deployed to it. The
web- app element of theweb. xm deployment descriptor file must have the
di stri but abl e subelement specified.

The web application uses high-availability session persistence. If anon-distributable
web application is configured to use high-availability session persistence, an error is
written to the server log. See“ The ha Persistence Type” on page 154.

All objects bound into a distributed session must be of the types listed in the “ Object
Types Supported for 2EE Web Application Session State Failover” table.

The web application must be deployed using the depl oy or depl oydi r command with
the--avail abi | i t yenabl ed option set to t r ue. See the Sun Java System
Application Server Reference Manual.

NOTE Contrary to the Servlet 2.4 specification, Sun Java System Application

Server does not throw an | | | egal Ar gunent Except i on if an object type
not supported for failover is bound into a distributed session.

K eep the distributed session size as small as possible. Session size has a
direct impact on overall system throughput.

A servlet that is not deployed as part of aweb applicationisimplicitly deployed to a default
web application and has the default Ser vI et Cont ext . The default Ser vl et Cont ext isnot
distributed. (A web application with an empty context root does not have the default

Ser vl et Cont ext .)

In the event of an instance or hardware failure, another server instance can take over a
distributed session, with the following limitations:

If adistributable web application references a J2EE component or resource, the
reference might be lost. See the “ Object Types Supported for 2EE Web Application
Session State Failover” table for alist of the types of references that HT TPSession
failover supports.

References to open files or network connections are | ost.
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For information about how to work around these limitations, see the Sun Java System
Application Server Deployment Planning Guide.

In the following table, No indicates that failover for the object type might not work in all
cases and that no failover support is provided. However, failover might work in some cases
for that object type. For example, failover might work because the class implementing that
typeis serializable.

For more information about thel ni ti al Cont ext , see“ Accessing the Naming Context” on
page 263. For more information about transaction recovery, see Chapter 12, “Using the
Transaction Service.” For more information about Administered Objects, see“ Creating
Physical Destinations’ on page 275.

Table 5-4  Object Types Supported for J2EE Web Application Session State Failover

Java Object Type Failover Support
EntityBean local home reference, local object Yes

reference

Stateful SessionBean local home reference Yes

Stateful SessionBean local object reference Yes

Stateless SessionBean local home reference, Yes

local object reference

Co-located EntityBean remote home reference, Yes
remote reference

Co-located Stateful SessionBean remote home  Yes

reference
Co-located Stateful SessionBean remote Yes
reference
Co-located Stateless SessionBean remote Yes

home reference, remote reference

Distributed EntityBean remote home reference, Yes
remote reference

Distributed Stateful SessionBean remote home  Yes
reference, remote reference

Distributed Stateless SessionBean remote Yes
home reference, remote reference

JNDI Context Yes, InitialContext and j ava: conp/ env

UserTransaction Yes, but if the instance that fails is never
restarted, any prepared global transactions are
lost and might not be correctly rolled back or
committed
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Table 5-4  Object Types Supported for J2EE Web Application Session State Failover (Continued)

Java Object Type Failover Support
JDBC DataSource No
Java™ Message Service (JMS) No

ConnectionFactory, Destination

JavaMail™ Session No
Connection Factory No
Administered Object No
Web service reference No
Serializable Java types Yes

Session Managers

A session manager automatically creates new session objects whenever anew session starts.
In some circumstances, clients do not join the session, for example, if the session manager
uses cookies and the client does not accept cookies.

Sun Java System Application Server offers these session management options, determined
by the sessi on- manager element’spersi st ence-t ype attribute in the sun-web. xm
file:

e The memory Persistence Type, the default
e Thefile Persistence Type, which uses afile to store session data

» ThehaPersistence Type, which uses the high-availability database for session
persistence.

NOTE If the session manager configuration contains an error, the error is written
to the server log and the default (menory) configuration is used.

The memory Persistence Type

This persistence type is not designed for a production environment that requires session
persistence. It provides no session persistence. However, you can configure it so that the
session state in memory is written to the file system prior to server shutdown.

To specify the menor y persistence type for the entire web container, use the
conf i gur e- ha- per si st ence command. For details, see the Reference Manual.
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To specify the menor y persistence type for a specific web application, edit the
sun-web. xm file asin the following example. The per si st ence-t ype property is
optional, but must be set to nenor y if included. This overrides the web container
availability settings for the web application.

<sun- web- app>

<sessi on-confi g>
<sessi on- manager persi st ence-type=nenory />
<manager - properties>
<property nane="sessi onFi | enane" val ue="sessi onstate" />
</ manager - properti es>
</ sessi on- nanager >

</ sessi on- confi g>

</ sun- web- app>

The only manager property that the nenory persistence type supports is sessionkFilename,
which islisted under “manager-properties’ on page 387.

For more information about the sun- web. xni file, see “ The sun-web.xml File” on
page 321.

The file Persistence Type

This persistence type provides session persistence to the local file system, and allows a
single server domain to recover the session state after afailure and restart. The session state
is persisted in the background, and the rate at which this occursis configurable. The store
also provides passivation and activation of the session state to help control the amount of
memory used. This option is not supported in a production environment. However, itis
useful for a development system with a single server instance.

NOTE Make surethe del et e option isset intheser ver. pol i cy file, or expired
file-based sessions might not be deleted properly. For more information
about server. pol i cy, see“The server.policy File” on page 45.

To specify thefi | e persistence type for the entire web container, use the
conf i gur e- ha- per si st ence command. For details, see the Reference Manual.
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To specify thefi | e persistence type for a specific web application, edit the sun- web. xmi
file asin the following example. Note that per si st ence-type must besettofil e. This
overrides the web container availability settings for the web application.

<sun- web- app>

<sessi on-confi g>
<sessi on- manager persi stence-type=file>
<store-properties>
<property nane=directory val ue=sessiondir />
</ store-properties>
</ sessi on- manager >

</ sessi on-confi g>

</ sun- web- app>

Thefi | e persistence type supports al the manager properties listed under
“manager-properties’ on page 387 except sessi onFi | enane, and supportsthedi rect ory
store property listed under “store-properties’ on page 426.

For more information about the sun- web. xni file, see “ The sun-web.xml File” on
page 321.

The ha Persistence Type

The ha persistence type uses the high-availability database (HADB) for session persistence.
The HADB allows sessions to be distributed. For details, see “ Distributed Sessions and
Persistence” on page 150. In addition, you can configure the frequency and scope of session
persistence. The HADB is also used as the passivation and activation store. Use this option
in a production environment that requires session persistence.

The HADB must be configured and enabled before you can use distributed sessions. For
configuration details, see the description of the conf i gur e- ha- cl ust er command in the
Reference Manual.

To enable the HADB, select the Availability Service component under the relevant
configuration in the Administration Console. Check the Instance Level Availability box. To
enable availability for the web container, select the Web Container Availability tab, then
check the Availability Service box. For details, see the Administration Guide.

To change settings such as persistence frequency and persistence scope for the entire web
container, see the description of the conf i gur e- ha- per si st ence command in the
Reference Manual.
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To specify the ha persistence type for a specific web application, edit the sun- web. xni file
asin the following example. Note that per si st ence-t ype must be set to ha. This
overrides the web container availability settings for the web application.

<sun- web- app>

<sessi on-confi g>
<sessi on- manager persi stence-type=fil eha>
<manager - properties>
<property nane=per si st enceFrequency val ue=web- net hod />
</ manager - properti es>
<st ore-properties>
<property nane=persi st enceScope val ue=session />
</ store-properties>
</ sessi on- manager >

</ sessi on- confi g>

</ sun- web- app>

The ha persistence type supports all the manager properties listed under
“manager-properties’ on page 387 except sessi onFi | enane, and supports the
per si st enceScope store property listed under “ store-properties’ on page 426.

For more information about the sun- web. xni file, see “ The sun-web.xml File” on
page 321.

Sample Session Persistence Applications

The following directories contain sample applications that demonstrate HTTP session
persistence;

ingall_dir/ sanpl es/ ee- sanpl es/ hi ghavai | abi l ity
ingall_dir/ sanpl es/ ee- sanpl es/ fai | over

Chapter 5  Developing Web Applications 155



Creating and Managing HTTP Sessions

156  Application Server Enterprise Edition 2005Q1 « Developer's Guide



Chapter 6

Using Enterprise JavaBeans
Technology

This chapter describes how Enterprise JavaBeans™ (EJB™) technology is supported in the
Sun Java System Application Server. This chapter addresses the following topics:

Summary of EJB 2.1 Changes
Value Added Features

EJB Timer Service

Using Session Beans

Using Read-Only Beans
Using Message-Driven Beans

Handling Transactions with Enterprise Beans

Summary of EJB 2.1 Changes

Sun Java System Application Server supports the Sun Microsystems Enterprise JavaBeans
(EJB) architecture as defined by the Enterprise JavaBeans Specification, v2.1 and is
compliant with the Enterprise JavaBeans Specification, v2.0.

NOTE The Sun Java System Application Server is backward compatible with 1.1

and 2.0 enterprise beans. However, to take advantage of version 2.1
features, you should develop new beans as 2.1 enterprise beans.
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The changes in the Enterprise JavaBeans Specification, v2.1 that impact enterprise beansin
the Sun Java System Application Server environment are as follows:

» EJB Timer Service: Thisisa container-managed, reliable, and transactional
notification service that provides methods to allow callbacks to be scheduled for
time-based events. See “EJB Timer Service” on page 162.

» Message-driven beans: Thistype of enterprise bean can consume any inbound
messages from a Connector 1.5 inbound resource adapter, primarily but not exclusively
JMS messages. See “Using Message-Driven Beans’ on page 175.

 EJB Web Services: A statel ess session bean can serve as aweb service endpoaint. In
addition, all EJB component types can act as web service clients. For details, see the
web service elementsin the sun- ej b-j ar. xm file, described in “The sun-gjb-jar.xml
File’ on page 325.

Value Added Features

The Sun Java System Application Server provides anumber of value additions that rel ate to
EJB development. These capabilities are discussed in the following sections (references to
more in-depth material areincluded):

* Read-Only Beans

*  pass-by-reference

»  Pooling and Caching

e Bean-Level Container-Managed Transaction Timeouts
e Priority Based Scheduling of Remote Bean Invocations
* Immediate Flushing

Read-Only Beans

Another feature that the Sun Java System Application Server providesis the read-only
bean, an entity bean that is never modified by an EJB client. Read-only beans avoid
database updates completely. A read-only bean is not portable.

A read-only bean can be used to cache adatabase entry that is frequently accessed but rarely
updated (externally by other beans). When the data that is cached by aread-only beanis
updated by another bean, the read-only bean can be notified to refresh its cached data.
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The Sun Java System Application Server provides anumber of ways by which aread-only
bean’s state can be refreshed. By setting ther ef r esh- per i od- i n- seconds element in the
sun-ej b-jar.xm fileandthetrans-attribute elementintheejb-jar. xn filg itis
easy to configure aread-only bean that is (a) always refreshed, (b) periodically refreshed,
(¢) never refreshed, or (d) programmatically refreshed.

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. For further information and usage guidelines, see “Using Read-Only
Beans’ on page 171.

pass-by-reference

The pass- by-ref erence element in thesun- ¢j b-j ar. xni file allows you to specify the
parameter passing semantics for co-located remote EJB invocations. Thisis an opportunity
to improve performance. However, use of this feature results in non-portable applications.
See “pass-by-reference” on page 399.

Pooling and Caching

The EJB container of the Sun Java System Application Server pools anonymous instances
(message-driven beans, stateless session beans, and entity beans) to reduce the overhead of
creating and destroying objects. The EJB contai ner maintains the free pool for each bean
that is deployed. Bean instances in the free pool have no identity (that is, no primary key
associated) and are used to serve the method calls of the home interface. The free beans are
also used to serve all methods for stateless session beans.

Bean instances in the free pool transition from a Pooled state to a Cached state after
ej bOr eat e and the business methods run. The size and behavior of each pool is controlled
using pool-related propertiesin the EJB container or the sun-ej b-j ar. xm file.

In addition, the Sun Java System Application Server supports a number of tunable
parameters that can control the number of “stateful” instances (stateful session beans and
entity beans) cached as well as the duration they are cached. Multiple bean instances that
refer to the same database row in atable can be cached. The EJB container maintains a
cache for each bean that is deployed.

To achieve scalability, the container selectively evicts some bean instances from the cache,
usually when cache overflows. These evicted bean instances return to the free bean poal.
The size and behavior of each cache can be controlled using the cache-related propertiesin
the EJB container or the sun-egj b-j ar. xni file.

Pooling and caching parametersfor thesun- gj b-j ar. xni file are described in “ bean-cache”
on page 339.
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Pooling Parameters

One of the most important parameters of Sun Java System Application Server pooling is

st eady- pool - si ze. When st eady- pool - si ze is set to greater than 0, the container not only
pre-popul ates the bean pool with the specified number of beans, but also attempts to ensure
that there is always this many beans in the free pool. This ensures that there are enough
beansin the ready to serve state to process user requests.

This parameter does not necessarily guarantee that no more than st eady- pool - si ze
instances exist at a given time. It only governs the number of instances that are pooled over
along period of time. For example, suppose an idle statel ess session container has a
fully-populated pool with ast eady- pool - si ze of 10. If 20 concurrent requests arrive for
the EJB component, the container creates 10 additional instances to satisfy the burst of
requests. The advantage of thisisthat it prevents the container from blocking any of the
incoming requests. However, if the activity dies down to 10 or fewer concurrent requests,
the additional 10 instances are discarded.

Another parameter, pool -i dl e-ti meout -i n- seconds, allows the administrator to specify,
through the amount of time a bean instance can be idlein the pool. When

pool -i dl e-ti meout -i n- seconds is Set to greater than 0, the container removes or destroys
any bean instance that isidle for this specified duration.

Caching Parameters

Sun Java System Application Server provides away that completely avoids caching of
entity beans, using commit-C option. Commit-C option is particularly useful if beans are
accessed in large number but very rarely reused. For additional information, refer to
“Commit Options” on page 181.

The Sun Java System Application Server caches can be either bounded or unbounded.
Bounded caches have limits on the number of beans that they can hold beyond which beans
are passivated. For stateful session beans, there are three ways (LRU, NRU and FIFO) of
picking victim beans when cache overflow occurs. Caches can al so passivate beans that are
idle (not accessed for a specified duration).

Bean-Level Container-Managed Transaction
Timeouts

The default transaction timeout for the domain is specified using the Transaction Timeout
setting of the Transaction Service. A transaction started by the container must commit (or
rollback) within this time, regardless of whether the transaction is suspended (and
resumed), or the transaction is marked for rollback.
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To override this timeout for an individual bean, use the optional

cnt-timeout -i n-seconds element in sun-ej b-j ar. xn . The default value, 0, specifies
that the default Transaction Service timeout is used. The value of

cnt-timeout -i n- seconds isused for al methods in the bean that start a new
container-managed transaction. Thisvalueis not used if the bean joins aclient transaction.

Priority Based Scheduling of Remote Bean
Invocations

Y ou can create multiple thread pools, each having its own work queues. An optional
element inthesun-ej b-j ar. xni file, use-t hr ead- pool -i d, specifies the thread pool
that processes the reguests for the bean. The bean must have aremote interface, or

use-t hr ead- pool -i d isignored. Y ou can create create different thread pools and specify
the appropriate thread pool 1D for a bean that requires a quick response time. If thereisno
such thread pool configured or if the element is absent, the default thread pool is used.

Immediate Flushing

Normally, all entity bean updates within atransaction are batched and executed at the end of
the transaction. The only exception is the database flush that precedes execution of afinder
or select query.

Since a transaction often spans many method calls, you might want to find out if the updates
made by a method succeeded or failed immediately after method execution. To force aflush
at the end of amethod’ s execution, use thef | ush- at - end- of - net hod element in the
sun-ej b-jar.xm file. Only non-finder methodsin the Local, Local Home, Remote, and
Remote Home interfaces of an entity bean can be flush-enabled.

Upon completion of the method, the EJB container updates the database. Any exception
thrown by the underlying data store is wrapped as follows:

» |f the method that triggered the flush isa cr eat e method, the exception is wrapped
with Or eat eExcept i on.

» |f the method that triggered the flush is ar emove method, the exception iswrapped
with RenoveExcept i on.

»  For al other methods, the exception is wrapped with EJBExcept i on.

All normal end-of-transaction database synchronization steps occur regardless of whether
the database has been flushed during the transaction.

Chapter 6  Using Enterprise JavaBeans Technology 161



EJB Timer Service

EJB Timer Service

The EJB Timer Service uses a database to store persistent information about EJB timers.
The EJB Timer Service configuration can store persistent timer information in any database
supported by the Sun Java System Application Server CMP container.

For alist of the IDBC drivers currently supported by the Sun Java System Application
Server, see the Sun Java System Application Server 8.1 Release Notes. For configurations
of supported and other drivers, see the Sun Java System Application Server Administration
Guide.

To change the database used by the EJB Timer Service, set the EJB Timer Service's Timer
Datasource setting to avalid JIDBC resource. Y ou must also create the timer database table.
DDL filesarelocated ininstall_dir/1ib/instal |/ databases. Idedly, each cluster
should have its own timer table.

Using the EJB Timer Service is equivalent to interacting with asingle JDBC resource
manager. If an EJB component or application accesses a database either directly through
JDBC or indirectly (for example, through an entity bean’ s persi stence mechanism), and also
interacts with the EJB Timer Service, its data source must be configured with an XA JDBC
driver.

Y ou can change the following EJB Timer Service settings. Y ou must restart the server for
the changes to take effect.

e Minimum Délivery Interval - Specifies the minimum time in milliseconds before an
expiration for a particular timer can occur. This guards against extremely small timer
increments that can overload the server. The default is 7000.

*  Maximum Redeliveries - Specifies the maximum number of times the EJB timer
service attemptsto redeliver atimer expiration due for exception or rollback. The
default is 1.

* Reddivery Interval - Specifies how long in milliseconds the EJB timer service waits
after afailed ej bTi meout delivery before attempting aredelivery. The default is 5000.

Timer Datasource - Specifies the database used by the EJB Timer Service. For information
about configuring EJB Timer Service settings, see the Sun Java System Application Server
Administration Guide. For information about theasadm n i st-timers and asadm n

m grat e-ti mers commands, see the Sun Java System Application Server Reference
Manual.
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Using Session Beans

This section provides guidelines for creating session beansin the Sun Java System
Application Server environment. This section addresses the following topics:

*  About the Session Bean Containers
o  Stateful Session Bean Failover
» Restrictions and Optimizations

Extensive information on session beansis contained in the chapters 6, 7, and 8 of the
Enterprise JavaBeans Specification, v2.1.

About the Session Bean Containers

Like an entity bean, a session bean can access a database through Java™ Database
Connectivity (JDBC™) calls. A session bean can also provide transaction settings. These
transaction settings and JDBC calls are referenced by the session bean’ s container, allowing
it to participate in transactions managed by the container.

A container managing statel ess session beans has a different charter from a container
managing stateful session beans.

Stateless Container

The statel ess container manages statel ess session beans, which, by definition, do not carry
client-specific states. All session beans (of a particular type) are considered equal.

A statel ess session bean container uses a bean pool to service requests. The Sun Java
System Application Server specific deployment descriptor file, sun- j b-j ar. xni , contains
the properties that define the pool:

e  steady- pool -si ze

* resize-quantity

*  nax-pool -si ze

e pool-idle-timeout-in-seconds

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File” on page 325.

The Sun Java System Application Server provides the wsconpi | e and wsdepl oy toolsto
help you implement a web service endpoint as a statel ess session bean. For more
information about these tools, see the Sun Java System Application Server Reference
Manual.
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Stateful Container

The stateful container manages the stateful session beans, which, by definition, carry the
client-specific state. There is a one-to-one relationship between the client and the stateful
session beans. At creation, each stateful session bean (SFSB) is given a unique session ID
that is used to access the session bean so that an instance of a stateful session bean is
accessed by asingle client only.

Stateful session beans are managed using cache. The size and behavior of stateful session
beans cache are controlled by specifying the following sun- ej b-j ar. xnl parameters:

*  max-cache-size

* resize-quantity

e cache-idle-tineout-in-seconds
* renoval -tineout-in-seconds

* victimselection-policy

The max- cache- si ze element specifies the maximum number of session beansthat are held
in cache. If the cache overflows (when the number of beans exceeds nax- cache- si ze), the
container then passivates some beans or writes out the serialized state of the bean into afile.
The directory in which the fileis created is obtained from the EJB container using the
configuration APIs.

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File” on page 325.

The passivated beans are stored on the file system.The Session Store Location setting in the
EJB container allows the administrator to specify the directory where passivated beans are
stored. By default, passivated stateful session beans are stored in application-specific
subdirectories created under domain_dir/ sessi on- st ore.

NOTE Make surethe del et e option isset inthe ser ver. pol i cy file, or expired
file-based sessions might not be deleted properly. For more information
about ser ver. pol i cy, see“The server.policy File’ on page 45.

The Session Store Location setting also determines where the session state is persisted if it
isnot highly available; see “ Choosing a Persistence Store” on page 167.
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Stateful Session Bean Failover

An SFSB’s state can be saved in a persistent store in case a server instance fails. The state
of an SFSB is saved to the persistent store at predefined pointsinitslifecycle. Thisiscalled
checkpointing. If SFSB checkpointing is enabled, checkpointing generally occurs after any
transaction involving the SFSB is completed, even if the transaction rolls back.

However, if an SFSB participates in a bean-managed transaction, the transaction might be
committed in the middle of the execution of abean method. Since the bean’s state might be
undergoing transition as aresult of the method invocation, thisis not an appropriate instant
to checkpoint the bean’ s state. In this case, the EJB container checkpoints the bean’ s state at
the end of the corresponding method, provided the bean is not in the scope of another
transaction when that method ends. If a bean-managed transaction spans across multiple
methods, checkpointing is delayed until there is no active transaction at the end of a
subsequent method.

The state of an SFSB is not necessarily transactional and might be significantly modified as
aresult of non-transactional business methods. If thisisthe case for an SFSB, you can
specify alist of checkpointed methods. If SFSB checkpointing is enabled, checkpointing
occurs after any checkpointed methods are completed.

The following sample application demonstrates SFSB session persistence:
ingall_dir/ sanpl es/ ee- sanpl es/ fai | over/ apps/ sf sbf ai | over

The following table lists the types of references that SFSB failover supports. All objects
bound into an SFSB must be one of the supported types. In the table, No indicates that
failover for the object type might not work in all cases and that no failover support is
provided. However, failover might work in some cases for that object type. For example,
failover might work because the class implementing that type is serializable.

Table 6-1  Object Types Supported for J2EE Stateful Session Bean State Failover

Java Object Type Failover Support
EntityBean local home reference, local object Yes

reference

Stateful SessionBean local home reference Yes

Stateful SessionBean local object reference Yes

Stateless SessionBean local home reference, Yes

local object reference

Co-located EntityBean remote home reference, Yes
remote reference

Co-located Stateful SessionBean remote home  Yes
reference
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Table 6-1

Object Types Supported for J2EE Stateful Session Bean State Failover (Continued)

Java Object Type

Failover Support

Co-located Stateful SessionBean remote
reference

Co-located Stateless SessionBean remote
home reference, remote reference

Distributed EntityBean remote home reference,
remote reference

Distributed Stateful SessionBean remote home
reference, remote reference

Distributed Stateless SessionBean remote
home reference, remote reference

JNDI Context

UserTransaction

JDBC DataSource

Java™ Message Service (JMS)
ConnectionFactory, Destination

JavaMail™ Session
Connection Factory
Administered Object
Web service reference

Serializable Java types

Yes

Yes

Yes

Yes

Yes

Yes, InitialContext and j ava: conp/ env

Yes, but if the instance that fails is never
restarted, any prepared global transactions are
lost and might not be correctly rolled back or
committed

No
No

No
No
No
No

Yes

For more information about the | ni ti al Cont ext , see“ Accessing the Naming Context” on
page 263. For more information about transaction recovery, see Chapter 12, “Using the
Transaction Service.” For more information about Administered Objects, see “ Creating

Physical Destinations’ on page 275.
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NOTE Idempotent URL s are supported along the HT TP path, but not the
RMI-110OP path. For more information, see “ Configuring |dempotent URL
Requests’ on page 135 and the Sun Java System Application Server
Administration Guide.

If aserver instance to which an RMI-110P client request is sent crashes
during the request processing (before the response is prepared and sent
back to the client), an error is sent to the client. The client must retry the
reguest explicitly. When the client retries the request, the request is sent to
another server instance in the cluster, which retrieves session state
information for this client.

HTTP sessions can also be saved in a persistent store in case a server
instance fails. In addition, if a distributable web application references an
SFSB, and the web application’s session fails over, the EJB referenceis
also failed over. For more information, see “ Distributed Sessions and
Persistence” on page 150.

If an SFSB that uses session persistence is undeployed while the Sun Java
System Application Server instance is stopped, the session datain the
persistence store might not be cleared. To prevent this, undeploy the SFSB
while the Sun Java System Application Server instance is running.

Configure SFSB failover by:

e Choosing a Persistence Store

e Enabling Checkpointing

»  Specifying Methods to Be Checkpointed (optional)

Choosing a Persistence Store

Two types of persistent storage are supported for passivation and checkpointing of the
SFSB state:

» Thelocd file system - Allows asingle server instance to recover the SFSB state after a
failure and restart. This store also provides passivation and activation of the state to
help control the amount of memory used. This option is not supported in a production
environment that requires SFSB state persistence. Thisis the default storage
mechanism.
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e Thehigh-availability database (HADB) - Allows a cluster of server instances to
recover the SFSB state if any server instance fails. The HADB is also used as the
passivation and activation store. Use this option in a production environment that
requires SFSB state persistence. For information about how to set up and configure this
database, see the description of the conf i gur e- ha- cl ust er command in the
Reference Manual.

Choose the persistence store in one of the following ways:

» Tousethelocal file system, first disable availability. Select the Availability Service
component under the relevant configuration in the Administration Console. Uncheck
the Instance Level Availability box. Then select the EJB Container component and edit
the Session Store Location value. The default isdomain_dir/ sessi on- st ore.

 Tousethe HADB, select the Availahility Service component under the relevant
configuration in the Administration Console. Check the Instance Level Availability
box. To enable availability for the EJB container, select the EJB Container Availability
tab, then check the Availability Service box.

For more information, see the Administration Guide.

Enabling Checkpointing
The following sections describe how to enable SFSB checkpointing:

*  Server Instance and EJB Container Levels
» Application and EJB Module Levels
e SFSB Level

Server Instance and EJB Container Levels

To enable SFSB checkpointing at the server instance or EJB container level, see“ Choosing
a Persistence Store” on page 167.

Application and EJB Module Levels

To enable SFSB checkpointing at the application or EJB module level during deployment,
usethe asadni n depl oy or asadnmi n depl oydi r command with the

--avail abi | i t yenabl ed option set tot r ue. For details, see the Sun Java System
Application Server Reference Manual.
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SFSB Level

To enable SFSB checkpointing at the SFSB level, set avai | abi | i ty- enabl ed="true" in
the ej b element of the SFSB’ssun- ej b-j ar. xm fileasfollows:

<sun-ej b-j ar>
<enterpri se- beans>

<ej b avail ability-enabl ed="true">
<ej b- nane>M/SFSB</ ej b- nane>
</ ej b>

</ enterpri se-beans>
</sun-ej b-jar>

Specifying Methods to Be Checkpointed

If SFSB checkpointing is enabled, checkpointing generally occurs after any transaction
involving the SFSB is completed, even if the transaction rolls back.

To specify additional optional checkpointing of SFSBs at the end of non-transactional
business methods that cause important modifications to the bean’s state, use the
checkpoi nt - at - end- of - net hod element within the ej b element in sun-ej b-j ar. xni .

For example:

<sun-ej b-jar>
<enterpri se- beans>

<ej b avail ability-enabl ed="true">
<ej b- nane>Shoppi ngCar t EJB</ €j b- nane>
<checkpoi nt - at - end- of - met hod>
<net hod>
<net hod- nane>addToCar t </ net hod- nane>
</ met hod>
</ checkpoi nt - at - end- of - met hod>
</ ejb>

</ enterprise-beans>
</sun-ej b-jar>
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The non-transactional methods in the checkpoi nt - at - end- of - net hod element can be:

» create() methods defined in the home interface of the SFSB, if you want to
checkpoint the initial state of the SFSB immediately after creation

»  For SFSBsusing container managed transactions only, methodsin the remote interface
of the bean marked with the transaction attribute TX_NOT_SUPPORTED or
TX_NEVER

e For SFSBs using bean managed transactions only, methods in which a bean managed
transaction is neither started nor committed

Any other methods mentioned in thislist are ignored. At the end of invocation of each of
these methods, the EJB container saves the state of the SFSB to persistent store.

NOTE If an SFSB does not participate in any transaction, and if none of its
methods are explicitly specified in the checkpoi nt - at - end- of - et hod
element, the bean’s state is not checkpointed at all even if
avai | abi | i ty-enabl ed="true" for this bean.

For better performance, specify asmall subset of methods. The methods
chosen should accomplish a significant amount of work in the context of
the J2EE application or should result in some important modification to the
bean’s state.

Restrictions and Optimizations

This section discusses restrictions on developing session beans and provides some
optimization guidelines:

»  Optimizing Session Bean Performance

» Restricting Transactions

Optimizing Session Bean Performance

For stateful session beans, co-locating the stateful beans with their clients so that the client
and bean are executing in the same process address space improves performance.
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Restricting Transactions

The following restrictions on transactions are enforced by the container and must be
observed as session beans are devel oped:

e A session bean can participate in, at most, a single transaction at atime.

» |If asession beanis participating in atransaction, aclient cannot invoke amethod on the
bean such that thetrans-attri but e element intheej b-j ar. xm filewould cause the
container to execute the method in a different or unspecified transaction context or an
exception is thrown.

» |f asession bean instance is participating in a transaction, a client cannot invoke the
renove method on the session object’s home or component interface object or an
exception isthrown.

Using Read-Only Beans

A read-only bean is an entity bean that is never modified by an EJB client. The data that a
read-only bean represents can be updated externally by other enterprise beans, or by other
means, such as direct database updates.

NOTE Read-only beans are specific to Sun Java System Application Server and
are not part of the Enterprise JavaBeans Specification, v2.1. Use of this
feature results in a non-portable application.

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. The following topics are addressed in this section:

* Read-Only Bean Characteristics and Life Cycle
* Read-Only Bean Good Practices

» Refreshing Read-Only Beans

e Deploying Read Only Beans
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Read-Only Bean Characteristics and Life Cycle

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. For example, aread-only bean can be used to represent a stock quote
for a particular company, which is updated externally. In such a case, using aregular entity
bean might incur the burden of calling ej bSt or e, which can be avoided by using aread-only
bean.

Read-only beans have the following characteristics:
e Only entity beans can be read-only beans.

»  Either bean-managed persistence (BMP) or container-managed persistence (CMP) is
allowed. If CMP is used, do not create the database schema during deployment.
Instead, work with your database administrator to populate the data into the tables. See
Chapter 7, “Using Container-Managed Persistence for Entity Beans.”

e Only container-managed transactions are allowed; read-only beans cannot start their
own transactions.

» Read-only beans don’t update any bean state.
» ejbStoreisnever called by the container.

* ¢ejbLoad iscalled only when atransactional method is called or when the bean is
initially created (in the cache), or at regular intervals controlled by the bean’s
refresh- peri od-i n-seconds element in the sun- ej b-j ar. xni file.

e The home interface can have any number of find methods. The return type of the find
methods must be the primary key for the same bean type (or a collection of primary

keys).

» |f the datathat the bean represents can change, thenref r esh- peri od- i n- seconds must
be set to refresh the beans at regular intervals. ej bLoad is called at thisregular interval.

A read-only bean comes into existence using the appropriate find methods.

Read-only beans are cached and have the same cache properties as entity beans. When a
read-only bean is selected as a victim to make room in the cache, ej bPassi vat e is called
and the bean is returned to the free pool. When in the free pool, the bean has no identity and
isused only to serve any finder requests.

Read-only beans are bound to the naming service like regular read-write entity beans, and
clients can look up read-only beans the same way read-write entity beans are looked up.
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Read-Only Bean Good Practices

For best results, follow these guidelines when devel oping read-only beans:
» Avoid having any cr eat e or r enove methods in the home interface.
» Useany of thevalid EJB 2.1 transaction attributes for thet rans- at t ri but e element.

The reason for having TX_SUPPCRTED is to allow reading uncommitted data in the same
transaction. Also, the transaction attributes can be used to force ej bLoad.

Refreshing Read-Only Beans

There are several ways of refreshing read-only beans as addressed in the following sections:
* Invoking a Transactional Method

e Refreshing Periodically

e Refreshing Programmatically

Invoking a Transactional Method
Invoking any transactional method invokes ej bLoad.

Refreshing Periodically

Usetherefresh-peri od-i n-seconds element in the sun-ej b-j ar. xm fileto refresh a
read-only bean periodically.

e If thevalue specified inref resh- peri od- i n-seconds is zero or not specified, whichis
the default, the bean is never refreshed (unless a transactional method is accessed).

» |If thevalueisgreater than zero, the bean is refreshed at the rate specified.

NOTE Thisisthe only way to refresh the bean state if the data can be modified
externa to the Sun Java System Application Server.

Refreshing Programmatically

Typically, beans that update any datathat is cached by read-only beans need to notify the
read-only beans to refresh their state. Use ReadOnl yBeanNot i fi er to force the refresh of
read-only beans.
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To do this, invoke the following methods on the Readnl yBeanNot i fi er bean:

public interface ReadOnl yBeanNoti fi er
extends java.rni.Renote

{
refresh(Chj ect PrimaryKey)
throws Renot eExcepti on;

}

The implementation of the ReadOnl yBeanNot i fi er interface is provided by the container.
The bean looks up ReadOnl yBeanNot i fi er using a fragment of code such as the following
example:

com sun. appserv. ej b. ReadOnl yBeanHel per hel per = new

com sun. appserv. ej b. ReadOnl yBeanHel per () ;

com sun. appserv. ej b. ReadOnl yBeanNotifier notifier =

hel per. get ReadOnl yBeanNot i fi er ("] ava: conp/ env/ ej b/ ReadOnl yQust orrer ") ;
notifier.refresh(PrimaryKey);

For alocal read-only bean notifier, the lookup has this modification:
hel per. get ReadOnl yBeanLocal Noti fi er ("] ava: conp/ env/ ej b/ Local Readnl yCust orer ") ;

Beans that update any datathat is cached by read-only beans need to call therefresh
methods. The next (non-transactional) call to the read-only bean invokes ej bLoad.

NOTE Programmatic refresh of read-only beansis not supported in a clustered
environment.

Deploying Read Only Beans

Read-only beans are deployed in the same manner as other entity beans. However, in the
entry for the bean inthe sun- ej b-j ar. xm file, thei s-read- onl y- bean element must be
set totrue. That is:

<i s-read- onl y- bean>t rue</i s-read- onl y- bean>

Also, ther ef resh- peri od- i n- seconds element inthesun-ej b-j ar. xm file can be set to
some value that specifies the rate at which the bean isrefreshed. If this element is missing,
no refresh occurs.

All requests in the same transaction context are routed to the same read-only bean instance.
Set the al | ow concurrent - access element to either t r ue (to allow concurrent accesses) or
f al se (to serialize concurrent access to the same read-only bean). The default isf al se.

For further information on these elements, refer to “ The sun-gjb-jar.xml File” on page 325.
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Using Message-Driven Beans

This section describes message-driven beans and explains the requirements for creating
them in the Sun Java System Application Server environment. This section contains the
following topics:

*  Message-Driven Bean Configuration
e Restrictions and Optimizations

e Sample Message-Driven Bean XML Files

Message-Driven Bean Configuration

This section addresses the following configuration topics:
e Connection Factory and Destination

e Message-Driven Bean Pool

e Domain-Level Settings

For information about setting up load balancing for message-driven beans, see
“L oad-Balanced Message Inflow” on page 278.

Connection Factory and Destination

A message-driven bean isaclient to a Connector 1.5 inbound resource adapter. The
message-driven bean container uses the IM S service integrated into the Sun Java System
Application Server for message-driven beans that are IMS clients. IMS clients use IMS
Connection Factory- and Destination-administered objects. A IM S Connection Factory
administered object is aresource manager Connection Factory object that is used to create
connections to the JIMS provider.

The ndb- connect i on- f act ory element in the sun-ej b-j ar. xni file for a message-driven
bean specifies the connection factory that creates the container connection to the IMS
provider.

Thej ndi - nane element of the ej b element in the sun-ej b-j ar. xm file specifies the JINDI
name of the administered object for the IMS Queue or Topi ¢ destination that is associated
with the message-driven bean.
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Message-Driven Bean Pool

The container manages a pool of message-driven beans for the concurrent processing of a
stream of messages. The sun- gj b-j ar. xni file contains the elements that define the pool
(that is, the bean- pool element):

* steady- pool -si ze

* resize-quantity

e max-pool -si ze

* pool-idle-timeout-in-seconds

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File€” on page 325.

Domain-Level Settings

Y ou can control the following domain-level message-driven bean settings in the EJB
container:

* Initial and Minimum Pool Size - Specifies the initial and minimum number of beans
maintained in the pool. The default is 0.

*  Maximum Pool Size - Specifies the maximum number of beans that can be created to
satisfy client requests. The default is 32.

*  Pool Resize Quantity - Specifies the number of beansto be created if arequest arrives
when the pool is empty (subject to the Initial and Minimum Pool Size), or the number
of beansto remove if idle for more than the Idle Timeout. The default is 8.

e Idle Timeout - Specifies the maximum time in seconds that a bean can remainidlein
the pool. After this amount of time, the bean is destroyed. The default is 600 (10
minutes). A value of 0 means a bean can remain idle indefinitely.

For information on monitoring message-driven beans, see the Sun Java System Application
Server Administration Console online help and Administration Guide.

NOTE Running monitoring when it is not needed might impact performance, so
you might choose to turn monitoring off when it isnot in use. For details,
see the Sun Java System Application Server Administration Guide.
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Restrictions and Optimizations

This section discusses the following restrictions and performance optimizations that pertain
to devel oping message-driven beans:

*  Pool Tuning and Monitoring
» onMessage Runtime Exception

Pool Tuning and Monitoring

The message-driven bean pool isalso a pool of threads, with each message-driven bean
instance in the pool associating with a server session, and each server session associating
with athread. Therefore, alarge pool size also means a high number of threads, which
impacts performance and server resources.

When configuring message-driven bean pool properties, make sure to consider factors such
as message arrival rate and pattern, onMessage method processing time, overall server
resources (threads, memory, and so on), and any concurrency requirements and limitations
from other resources that the message-driven bean accesses.

When tuning performance and resource usage, make sure to consider potential IMS
provider properties for the connection factory used by the container (the

mib- connect i on-f act ory element inthe sun- ej b-j ar. xni file). For example, you can
tune the Sun Java System M essage Queue flow control related properties for connection
factory in situations where the message incoming rate is much higher than nax- pool - si ze
can handle.

Refer to the Sun Java System Application Server Administration Guide for information on
how to get message-driven bean pool statistics.

onMessage Runtime Exception

Message-driven beans, like other well-behaved Messagelisteners, should not, in general,
throw runtime exceptions. If a message-driven bean’ s onMessage method encounters a
system-level exception or error that does not allow the method to successfully complete, the
Enterprise JavaBeans Specification, v2.1 provides the following guidelines:

» | the bean method encounters a runtime exception or error, it should simply propagate
the error from the bean method to the container.

»  |If the bean method performs an operation that resultsin a checked exception that the
bean method cannot recover, the bean method should throw the
j avax. ej b. EJBExcept i on that wrapsthe original exception.
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»  Any other unexpected error conditions should be reported using
j avax. ej b. EJBExcepti on (j avax. ej b. EJBExcept i on is a subclass of
java. | ang. Runti neExcept i on).

Under container-managed transaction demarcation, upon receiving a runtime exception
from amessage-driven bean’ s onMessage method, the container rolls back the
container-started transaction and the message is redelivered. Thisis because the message
delivery itself is part of the container-started transaction. By default, the Sun Java System
Application Server container closes the container’ s connection to the JIMS provider when
the first runtime exception is received from a message-driven bean instance’ s onMessage
method. This avoids potential message redelivery looping and protects server resources if
the message-driven bean’s onMessage method continues misbehaving. To change this
default container behavior, use the cnt - max- runt i me- except i ons property of the

mb- cont ai ner element in the domai n. xni file.

The cnt - max- runt i me- except i ons property specifies the maximum number of runtime
exceptions allowed from a message-driven bean’s onMessage method before the container
starts to close the container’ s connection to the message source. By default thisvalueis 1;
-1 disables this container protection.

A message-driven bean’s onMessage method can use thej avax. j ns. Message
get JMBRedel i ver ed method to check whether areceived message is a redelivered message.

NOTE Thecnt - max-r unt i ne- except i ons property might be deprecated in the
future.

Sample Message-Driven Bean XML Files

This section includes the following samplefiles:
»  Sample gb-jar.xml File
»  Samplesun-gjb-jar.xml File

For general information on the sun- ej b-j ar. xni file, see “The sun-gjb-jar.xml File” on
page 325.

Sample ejb-jar.xml File
<?xnm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE €j b-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Enterprise JavaBeans 2.0//EN
"http://java.sun.conidtd/ejb-jar_2 0.dtd >
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<ejb-jar>
<enterpri se- beans>
<message- driven>
<ej b- nane>MessageBean</ ej b- nane>
<ej b- cl ass>sanpl es. ndb. ej b. MessageBean</ gj b- cl ass>
<transact i on-type>Cont ai ner</transact i on-type>
<nmessage- driven-desti nati on>
<desti nati on-type>j avax. j ms. Queue</ desti nati on-type>
</ message- dri ven-desti nati on>
<resource-ref >
<r es- r ef - name>j ns/ QueueConnect i onFact or y</ r es- r ef - nane>
<res-type>j avax. j ns. QueueConnecti onFact ory</res-t ype>
<r es- aut h>Cont ai ner </ r es- aut h>
</resource-ref>
</ message-dri ven>
</ enterprise-beans>
<assenbl y-descri pt or>
<cont ai ner-transacti on>
<net hod>
<ej b- nane>MessageBean</ ej b- nane>
<net hod- i nt f >Bean</ et hod- i nt f >
<net hod- nane>onMessage</ net hod- nane>
<net hod- par ans>
<met hod- par anpj avax. j ns. Message</ net hod- par an»
</ met hod- par ans>
</ met hod>
<trans-attribut e>Not Supported</trans-attri bute>
</ cont ai ner-transacti on>
</ assenbl y- descri pt or
</ejb-jar>

Sample sun-ejb-jar.xml File
<?xnm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE sun-gej b-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Application Server 8.1 EJB
2. 1//EN 'http://ww sun. conl sof t war e/ appserver/dtds/sun-ejb-jar_2 1-1.dtd' >

<sun-ej b-jar>

<enterpri se- beans>

<ej b>
<ej b- nane>MessageBean</ ej b- nane>
<j ndi - nanme>j ns/ sanpl e/ Queue</j ndi - nane>
<resource-ref >
<r es- r ef - name>j ns/ QueueConnect i onFact or y</ r es- r ef - nane>
<j ndi - name>j ns/ sanpl e/ QueueConnect i onFact or y</ j ndi - nanme>
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<def aul t - resour ce- pri nci pal >
<nane>guest </ name>
<passwor d>guest </ passwor d>
</ def aul t - resour ce- pri nci pal >
</resource-ref>
<ndb- connect i on- f act ory>
<j ndi - nanme>j ns/ sanpl e/ QueueConnect i onFact or y</ j ndi - nane>
<def aul t - resour ce- pri nci pal >
<nane>guest </ name>
<passwor d>guest </ passwor d>
</ def aul t - resour ce- pri nci pal >
</ mdb- connecti on-f act ory>
</ ej b>
</ enterprise-beans>
</sun-ej b-jar>

Handling Transactions with Enterprise Beans

This section describes the transaction support built into the Enterprise JavaBeans
programming model for the Sun Java System Application Server.

As adeveloper, you can write an application that updates data in multiple databases
distributed across multiple sites. The site might use EJB servers from different vendors.
This section provides overview information on the following topics:

* Flat Transactions
e Globa and Local Transactions
e Commit Options

*  Administration and Monitoring

Flat Transactions

The Enterprise JavaBeans Specification, v2.1 requires support for flat (as opposed to
nested) transactions. In aflat transaction, each transaction is decoupled from and
independent of other transactionsin the system. Another transaction cannot start in the same
thread until the current transaction ends.

Flat transactions are the most prevalent model and are supported by most commercial
database systems. Although nested transactions offer afiner granularity of control over
transactions, they are supported by far fewer commercial database systems.
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Global and Local Transactions

Understanding the distinction between global and local transactionsis crucial in
understanding the Sun Java System Application Server support for transactions. See
“Transaction Scope” on page 260.

Both local and global transactions are demarcated using the

javax. transaction. User Transact i on interface, which the client must use. Local
transactions bypass the transaction manager and are faster. For more information, see
“Naming Environment for J2EE Application Components’ on page 264.

Commit Options

The EBJ protocol is designed to give the container the flexibility to select the disposition of
theinstance state at the time a transaction is committed. This allows the container to best
manage caching an entity object’s state and associating an entity object identity with the
EJB instances.

There are three commit-time options:

» Option A: The container caches aready instance between transactions. The container
ensures that the instance has exclusive access to the state of the object in persistent
storage.

In this case, the container does not have to synchronize the instance’ s state from the
persistent storage at the beginning of the next transaction.

NOTE Commit option A is not supported for this Sun Java System Application
Server release.

e Option B: The container caches aready instance between transactions, but the
container does not ensure that the instance has exclusive access to the state of the object
in persistent storage. Thisis the default.

In this case, the container must synchronize the instance’ s state by invoking ej bLoad
from persistent storage at the beginning of the next transaction.

e Option C: The container does not cache aready instance between transactions, but
instead returns the instance to the pool of available instances after atransaction has
compl eted.

Thelife cycle for every business method invocation under commit option C looks like
this:
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ej bActivate->
ej bLoad ->
busi ness nethod ->
ej bStore ->
ej bPassi vate

If there is more than one transactional client concurrently accessing the same entity
EJBMyj ect , thefirst client gets the ready instance and subsequent concurrent clients get
new instances from the pool.

The Sun Java System Application Server deployment descriptor has an element,
commi t - opt i on, that specifies the commit option to be used. Based on the specified commit
option, the appropriate handler isinstantiated.

Administration and Monitoring

An administrator can control a number of domain-level Transaction Service settings. For
details, see “ Configuring the Transaction Service” on page 262.

The Transaction Timeout setting can be overridden by a bean. See “Bean-Level
Container-Managed Transaction Timeouts’ on page 160.

In addition, the administrator can monitor transactions using statistics from the transaction
manager that provide information on such activities as the number of transactions
completed, rolled back, or recovered since server startup, and transactions presently being
processed.

For information on administering and monitoring transactions, see the Sun Java System
Application Server Administration Console online help and the Sun Java System
Application Server Administration Guide.
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Using Container-Managed
Persistence for Entity Beans

This section contains information on how container-managed persistence (CMP) worksin
the Sun Java System Application Server in the following topics:

*  SunJava System Application Server Support
e Container-Managed Persistence Mapping

*  Automatic Schema Generation

e Schema Capture

»  Configuring the CMP Resource

»  Configuring Queriesfor 1.1 Finders

*  Performance-Related Features

e Restrictions and Optimizations

Extensive information on CMP is contained in chapters 10, 11, and 14 of the Enterprise
JavaBeans Specification, v2.1.

Sun Java System Application Server Support
Sun Java System Application Server support for CMP includes:
»  Full support for the J2EE v 1.4 specification’s CMP model.

o Support for commit options B and C for transactions, as defined in the Enterprise
JavaBeans Specification, v2.1. See “Commit Options’ on page 181.
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u]

The primary key class must be a subclass of j ava. | ang. Qbj ect . This ensures
portability, and is noted because some vendors allow primitive types (such asi nt )
to be used as the primary key class.

»  The Sun Java System Application Server CM P implementation, which provides:

[n}

u]

u]

u]

[n}

An Object/Relational (O/R) mapping tool that creates XML deployment
descriptors for EJB JAR files that contain beans that use CMP

Support for compound (multi-column) primary keys

Support for sophisticated custom finder methods

Standards-based query language (EJB QL)

CMP runtime support. See “Configuring the CMP Resource” on page 198.

*  SunJava System Application Server performance-related features, including:

[n}

u]

u]

Version column consistency checking
Relationship prefetching
Read-Only Beans

For details, see “ Performance-Rel ated Features’ on page 203.

Container-Managed Persistence Mapping

Implementation for entity beans that use CMP is mostly a matter of mapping CMP fields
and CMR fields (relationships) to the database. This section addresses the following topics:

»  Mapping Capabilities

e The Mapping Deployment Descriptor File

e Mapping Considerations

184  Application Server Enterprise Edition 2005Q1 « Developer's Guide



Container-Managed Persistence Mapping

Mapping Capabilities

Mapping refers to the ability to tie an object-based model to arelational model of data,
usually the schema of arelational database. The CM P implementation provides the ability
to tie aset of interrelated beans containing data and associated behaviors to the schema.
This object representation of the database becomes part of the Java application. Y ou can
also customize this mapping to optimize these beans for the particular needs of an
application. Theresult is a single datamodel through which both persistent database
information and regular transient program data are accessed.

The mapping capabilities provided by the Sun Java System Application Server include:

Mapping a CMP bean to one or more tables

Mapping CMP fields to one or more columns

Mapping CMP fields to different column types

Mapping tables with compound primary keys

Mapping tables with unknown primary keys

Mapping CMP relationships to foreign keys

Mapping tables with overlapping primary and foreign keys

The Mapping Deployment Descriptor File

Each module with CMP beans must have the following files:

ej b-j ar. xn : The J2EE standard file for assembling enterprise beans. For a detailed
description, see the Enterprise JavaBeans Specification, v2.1.

sun-ej b-j ar. xm : The Sun Java System Application Server standard file for
assembling enterprise beans. For a detailed description, see “ The sun-gjb-jar.xml File”
on page 325.

sun- cnp- nappi ngs. xni : The mapping deployment descriptor file, which describes
the mapping of CMP beans to tables in a database. For a detailed description, see“ The
sun-cmp-mappings.xml File” on page 330.

Thisfile can be automatically generated and does not have to exist prior to deployment.
For details, see “ Generation Options’ on page 192.
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The sun- cnp- mappi ngs. xn file maps CMP fields and CMR fields (relationships) to the
database. A primary table must be selected for each CMP bean, and optionally, multiple
secondary tables. CMP fields are mapped to columns in either the primary or secondary
table(s). CMR fields are mapped to pairs of column lists (normally, column listsare the lists
of columns associated with primary and foreign keys).

NOTE Table names in databases can be case-sensitive. Make sure that the table
names in the sun- cnp- mappi ngs. xm file match the namesin the
database.

Relationships should always be mapped to the primary key field(s) of the
related table.

The sun- cnp- mappi ngs. xm file conformsto the sun- cnp- mappi ng_1_2. dtdfileandis
packaged with the user-defined bean classesin the EJB JAR file under the META- | NF
directory.

The Sun Java System Application Server or the deploytool creates the mappingsin the
sun- crp- nappi ngs. xni fileautomatically during deployment if the fileisnot present. For
information on how to use the deploytool for mapping, see the “ Create Database M apping”
topic in the deploytool’s online help.

To map the fields and relationships of your entity beans manually, edit the
sun- cnp- nappi ngs. xni deployment descriptor. Only do thisif you are proficient in
editing XML.

The mapping information is developed in conjunction with the database schema

(. dbschema) file, which can be automatically captured when you deploy the bean (see
“ Automatic Database Schema Capture” on page 197). Y ou can manually generate the
schemausing the capt ur e- schena utility (“Using the capture-schema Utility” on

page 198).

Mapping Considerations
This section addresses the following topics:

e Join Tables and Relationships

e Automatic Primary Key Generation

e Fixed Length CHAR Primary Keys

* Managed Fields
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 BLOB Support
 CLOB Support

The data types used in automatic schema generation are also suggested for manual
mapping. These data types are described in “ Supported Data Types’ on page 190.

Join Tables and Relationships

Use of join tables in the database schemalis supported for all types of relationships, not just
many-to-many relationships. For general information about relationships, see section 10.3.7
of the Enterprise JavaBeans Specification, v2.1.

Automatic Primary Key Generation

The Sun Java System Application Server supports automatic primary key generation for
EJB 1.1, 2.0, and 2.1 CMP beans. To specify automatic primary key generation, give the
pri mkey-cl ass elementintheej b-j ar-xm filethevaluej ava. | ang. Qoj ect . CMP
beans with automatically generated primary keys can participate in relationships with other
CMP beans. The Sun Java System Application Server does not support database-generated
primary key values.

If the database schemais created during deployment, the Sun Java System Application
Server creates the schema with the primary key column, then generates unique values for
the primary key column at runtime.

If the database schema is not created during deployment, the primary key column in the
mapped table must be of type NUMERI C with a precision of 19 or more, and must not be
mapped to any CMP field. The Sun Java System Application Server generates unique
values for the primary key column at runtime.

Fixed Length CHAR Primary Keys

If an existing database table has a primary key column in which the values vary in length,
but the type is CHAR instead of VARCHAR, the Sun Java System Application Server
automatically trims any extra spaces when retrieving primary key values. It is not a good
practice to use afixed length CHAR column as a primary key. Use this feature with schemas
that cannot be changed, such as a schema inherited from alegacy application.
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Managed Fields

A managed field isa CMP or CMR field that is mapped to the same database column as
another CMP or CMR field. CMP fields mapped to the same column and CMR fields
mapped to exactly the same column lists always have the same value in memory. For CMR
fields that share only a subset of their mapped columns, changes to the columns affect the
relationship fields in memory differently. Basically, the Application Server alwaystries to
keep the state of the objectsin memory synchronized with the database.

A managed field can have any f et ched- wi t h subelement except <def aul t/ >.

BLOB Support

Binary Large Object (BLOB) is adata type used to store values that do not correspond to
other types such as numbers, strings, or dates. Java fields whose types implement
java.io. Serializabl e or are represented as byt e[ ] can be stored as BLOBSs.

If aCMPfiddisdefinedasSeri al i zabl e, itisseridized into abyt e[ ] before being
stored in the database. Similarly, the value fetched from the database is deserialized.
However, if aCMPfield isdefined asbyt e[ ], it is stored directly instead of being
serialized and deserialized when stored and fetched, respectively.

To enable BLOB support in the Sun Java System Application Server environment, define a
CMPfield of type byt e[ ] or auser-defined type that implements the

java.io. Serializabl e interface. If you map the CMP bean to an existing database
schema, map the field to a column of type BLOB.

To use BLOB or CLOB datatypes larger than 4 KB for CMP using the Inet Oraxo JDBC
Driver for Oracle 8.1.7 and 9.x Databases, you must set the st r eanst ol ob property value
totrue.

For alist of the IDBC drivers currently supported by the Sun Java System Application
Server, see the Sun Java System Application Server 8.1 Release Notes. For configurations
of supported and other drivers, see the Sun Java System Application Server Administration
Guide.

For automatic mapping, you might need to change the default BLOB column length for the
generated schema using the schema- gener at or - properti es element in

sun-ej b-j ar. xm . See your database vendor documentation to determine whether you
need to specify the length. For example:

<schena- gener at or - properti es>
<property>
<nane>Enpl oyee. voi ceG eet i ng. j dbc-t ype</ name>
<val ue>BLOB</ val ue>
</ property>
<property>
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<nane>Enpl oyee. voi ceG eet i ng. j dbc- maxi num | engt h</ nane>
<val ue>10240</ val ue>
</ property>

</ schema- gener at or - properti es>

CLOB Support

Character Large Object (CLOB) is a data type used to store and retrieve very long text
fields. CLOBstranslate into long strings.

To enable CLOB support in the Sun Java System Application Server environment, define a
CMPfield of typej ava. | ang. Stri ng. If you map the CMP bean to an existing database
schema, map the field to a column of type CLOB.

To use BLOB or CLOB datatypes larger than 4 KB for CMP using the Inet Oraxo JDBC
Driver for Oracle 8.1.7 and 9.x Databases, you must set the st r eanst ol ob property value
totrue.

For alist of the IDBC drivers currently supported by the Sun Java System Application
Server, see the Sun Java System Application Server 8.1 Release Notes. For configurations
of supported and other drivers, see the Sun Java System Application Server Administration
Guide.

For automatic mapping, you might need to change the default CLOB column length for the
generated schema using the schema- gener at or - proper ti es elementin

sun-ej b-j ar. xm . See your database vendor documentation to determine whether you
need to specify the length. For example:

<schena- gener at or - properti es>

<property>
<nanme>Enpl oyee. r esure. j dbc-t ype</ name>
<val ue>CLCB</ val ue>

</ property>

<property>
<nane>Enpl oyee. resune. j dbc- maxi num | engt h</ nane>
<val ue>10240</ val ue>

</ property>

</ schema- gener at or - properti es>
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Automatic Schema Generation

The automatic schema generation feature provided in the Sun Java System Application
Server defines database tables based on the fieldsin entity beans and the relationships
between the fields. This insulates developers from many of the database related aspects of
development, allowing them to focus on entity bean development. The resulting schemais
usable as-is,or can be given to adatabase administrator for tuning with respect to
performance, security, and so on.

This section addresses the following topics:
e Supported Data Types

e Generation Options

Supported Data Types

CMP supports a set of JDBC data types that are used in mapping Java data fieldsto SQL
types. Supported JDBC data types are as follows:

Bl G NT BIT BLOB CHAR acs DATE
DECI MAL DCOUBLE FLOAT [ NTEGER NUMER C REAL
SVALLI NT TI ME TIMESTAWP  TINYINT VARCHAR

The following table contains the mappings of Javatypesto JDBC types when automatic
mapping is used.

Table 7-1  JavaType to JDBC Type Mappings

Java Type JDBC Type Nullability
bool ean BI T No

java. | ang. Bool ean BIT Yes

byt e TINYI NT No

java.l ang. Byte TI NYI NT Yes

doubl e DOUBLE No

java. | ang. Doubl e DOUBLE Yes

fl oat REAL No
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Table 7-1  JavaType to JDBC Type Mappings (Continued)

Java Type JDBC Type Nullability
java. |l ang. Fl oat REAL Yes
int | NTEGER No
java.lang. | nt eger | NTEGER Yes
| ong Bl G NT No
java.l ang. Long Bl G NT Yes
short SVALLI NT No
java.l ang. Short SMALLI NT Yes
j ava. nat h. Bi gDeci mal DECI MAL Yes
j ava. mat h. Bi gl nt eger DECI MAL Yes
char CHAR No
j ava. | ang. Char act er CHAR Yes
java.lang. String VARCHAR or CLCB Yes
Serializable BLCB Yes
byt e[] BLOB Yes
java.util.Date DATE (Oracle only) Yes

TI MESTAWP (all other databases)

java.sql.Date DATE Yes
java.sql. Tine TI ME Yes
java. sqgl . Ti nest anp TI MESTAMP Yes
NOTE Javatypes assigned to CMP fields must be restricted to Java primitive

types, JavaSeri al i zabl e types, j ava. util . Date,java. sql . Date,
j ava. sql . Tine, orjava. sqgl . Ti nest anp. An entity bean local interface
type (or acollection of such) can be the type of a CMR field.
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The following table contains the mappings of JDBC typesto database vendor-specific types
when automatic mapping is used. For alist of the JDBC drivers currently supported by the
Sun Java System Application Server, see the Sun Java System Application Server 8.1
Release Notes. For configurations of supported and other drivers, see the Sun Java System
Application Server Administration Guide.

Table 7-2  Mappings of JDBC Typesto Database VVendor Specific Types
Sybase ASE

JDBC Type PointBase Oracle DB2 125 MS-SQL Server
BIT BOOLEAN SVALLI NT SVALLI NT TINYI NT BIT
TINYI NT SMALLI NT SVALLI NT SVALLI NT TINYI NT TINYI NT
SMALLI NT SMALLI NT SVALLI NT SMVALLI NT SMALLI NT SNALLI NT
| NTEGER | NTEGER | NTEGER | NTEGER | NTEGER | NTEGER
Bl G NT Bl G NT NUMBER Bl G NT NUMER! C NUMERI C
REAL FLCAT REAL FLQAT FLCAT REAL
DOUBLE DOUBLE DOUBLE DOUBLE DOUBLE FLQAT

PRECI SI ON PREC SI ON PRECI SI ON
DEC MAL( p, S) DECI MAL(p, S) NUMBER( p, S) DEC MAL(p, S) DECI MAL( p, S) DECI MAL(p, S)
VARCHAR VARCHAR VARCHAR2 VARCHAR VARCHAR VARCHAR
DATE DATE DATE DATE DATETI ME DATETI ME
TI ME TI ME DATE T ME DATETI ME DATETI ME
TI MESTAWP TI MESTAWP TI MESTAVP(9) TI MESTAMP DATETI ME DATETI ME
BLCB BLCB BLOB BLCB | MAGE | MAGE
CLCB B acs acs TEXT NTEXT

Generation Options

Deployment descriptor elements or asadni n command line options can control automatic

schema generation by:

e Creating tables during deployment

e Dropping tables during undeployment

»  Dropping and creating tables during redepl oyment

»  Specifying the database vendor
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»  Specifying that table names are unique

»  Specifying type mappings for individual CMP fields

NOTE Before using these options, make sure you have a properly configured CMP
resource. See “ Configuring the CMP Resource” on page 198.

Y ou can a'so use the deploytool to perform automatic mapping. For more
information about using the deploytool, see the “ Create Database
Mapping” topic in the deploytool’ s online help.

For aread-only bean, do not create the database schema during
deployment. Instead, work with your database administrator to popul ate the
datainto the tables. See“Using Read-Only Beans’ on page 171.

Automatic schema generation is not supported for beans with version
column consistency checking. Instead, work with your database
administrator to create the schema and add the required triggers. See
“Version Column Consistency Checking” on page 204.

The following optional data subelements of the cnp- r esour ce element in the

sun-ej b-j ar. xm file control the automatic creation of database tables at deployment. For
more information about the cnp- r esour ce eement, see “ Configuring the CMP Resource”
on page 198.

Table 7-3  sun-ej b-j ar. xml Generation Elements

Element Default Description

create-tabl es- at - depl oy fal se Ift r ue, causes database tables to be created for beans that are
automatically mapped by the EJB container. If f al se, does not
create tables.

dr op-t abl es- at - undepl oy fal se Ift r ue, causes database tables that were automatically created
when the bean(s) were last deployed to be dropped when the
bean(s) are undeployed. If f al se, does not drop tables.

dat abase- vendor - nane none Specifies the name of the database vendor for which tables are
created. Allowed values are db2, nssql , or acl e, poi nt base,
and sybase, case-insensitive.

If no value is specified, a connection is made to the resource
specified by the j ndi - name subelement of the cnp- r esour ce
element in the sun-ej b-jar. xn file, and the database vendor
name is read. If the connection cannot be established, or if the
value is not recognized, SQL-92 compliance is presumed.
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Table 7-3  sun-ej b-j ar. xm Generation Elements

Element Default Description

schema- gener at or - properti es none Specifies field-specific column attributes in property
subelements. Each property name is of the following format:

bean_name. fidd_name. attribute

For example:

Enpl oyee. first Nare. j dbc-type

Attributes are described in Table 7-4 on page 195.

Also allows you to set the use- uni que- t abl e- nanes property.
If t r ue, this property specifies that generated table names are
unique within each application server domain. The default is
fal se.

For example:

<schena- generat or - properti es>
<property>
<nane>
Enpl oyee. first Nane. j dbc-type
</ nane>
<val ue>char </ val ue>
</ property>
<property>
<nane>
Enpl oyee. fi rst Name. j dbc- maxi mum | engt h
</ nane>
<val ue>25</ val ue>
</ property>

<property>
<nane>
use- uni que-t abl e- narres
</ nane>
<val ue>t rue</ val ue>
</ property>
</ schema- gener at or - properti es>
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The following table lists the attributes for properties defined in the
schena- gener at or - properti es element.

Table 7-4  schema- gener at or - properti es Attributes

Attribute

Description

j dbc-type

j dbc- maxi mum | engt h

j dbc- preci si on

j dbc-scal e

jdbc-nul | abl e

Specifies the JDBC type of the column created for the CMP field.
The actual SQL type generated is based on this JDBC type but is
database vendor specific.

Specifies the maximum number of characters stored in the column
corresponding to the CMP field. Applies only when the actual SQL
that is generated for the column requires a length.

For example, a j dbc- maxi mum | engt h of 32 on a CMP Stri ng field
such as fi r st Name normally results in a column definition such as
VARCHAR(32). Butif the j dbc-t ype is CLOB and you are deploying
on Oracle, the resulting column definition is CLOB. No length is
given, because in an Oracle database, a CLOB has no length.

Specifies the maximum number of digits stored in a column which
represents a numeric type.

Specifies the number of digits stored to the right of the decimal
point in a column that represents a floating point number.

Specifies whether the column generated for the CMP field allows
null values.
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The following options of the asadm n depl oy or asadm n depl oydi r command control
the automatic creation of database tables at deployment:

Table 7-5  asadmi n depl oy and asadni n depl oydi r Generation Options

Option Default Description

--createtabl es none If t r ue, causes database tables to be created for beans that need
them. If f al se, does not create tables. If not specified, the value of
the cr eat e-t abl es- at - depl oy attribute in sun- ej b-j ar. xm is
used.

- - dr opandcr eat et abl es none If t rue, and if tables were automatically created when this
application was last deployed, tables from the earlier deployment
are dropped and fresh ones are created.

If t rue, and if tables were not automatically created when this
application was last deployed, no attempt is made to drop any
tables. If tables with the same names as those that would have
been automatically created are found, the deployment proceeds,
but a warning indicates that tables could not be created.

If f al se, settings of cr eat e-t abl es- at - depl oy or
dr op-t abl es- at - undepl oy in the sun- ej b-j ar. xni file are
overridden.

--uni quet abl enanes none If t r ue, specifies that table names are unique within each
application server domain. If not specified, the value of the
use- uni que-t abl e- nares property in sun-ej b-j ar. xm is
used.

- - dbvendor nane none Specifies the name of the database vendor for which tables are
created. Allowed values are db2, nssql , or acl e, poi nt base, and
sybase, case-insensitive.

If not specified, the value of the dat abase- vendor - nane attribute
in sun-ej b-j ar. xn is used.

If no value is specified, a connection is made to the resource
specified by the j ndi - name subelement of the cnp- resour ce
element in the sun-ej b-jar. xn file, and the database vendor
name is read. If the connection cannot be established, or if the
value is not recognized, SQL-92 compliance is presumed.

If one or more of the beans in the module are manually mapped and you use any of the
asadm n depl oy or asadni n depl oydi r options, the deployment is not harmed in any
way, but the options have no effect, and awarning is written to the server log.

If the deploytool mapped one or more of the beans, the - - uni quet abl enanes option of
asadmi n depl oy or asadni n depl oydi r has no effect. The uniqueness of the table
names was established when deploytool created the mapping.
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The following options of the asadm n undepl oy command control the automatic removal
of database tables at undeployment:

Table 7-6  asadm n undepl oy Generation Options

Option Default Description

--dropt abl es none If t r ue, causes database tables that were automatically created
when the bean(s) were last deployed to be dropped when the
bean(s) are undeployed. If f al se, does not drop tables.

If not specified, the value of the dr op-t abl es- at - undepl oy
attribute in sun-ej b-j ar. xm is used.

For more information about the asadni n depl oy, asadni n depl oydi r, and asadm n
undepl oy commands, see the Sun Java System Application Server Reference Manual.

When command line and sun- ej b-j ar. xn options are both specified, the asadm n
options take precedence.

Schema Capture

This section addresses the following topics:
» Automatic Database Schema Capture
» Using the capture-schema Utility

Automatic Database Schema Capture

Y ou can configure a CMP bean in Sun Java System Application Server to automatically
capture the database metadata and saveit in a. dbschema file during deployment. If the
sun- cp- nappi ngs. xni file contains an empty <schena/ > entry, the cnp- r esour ce
entry inthesun-ej b-j ar. xm fileisused to get a connection to the database, and
automatic generation of the schemais performed.

NOTE Before capturing the database schema automatically, make sure you have a
properly configured CMP resource. See “ Configuring the CMP Resource’
on page 198.
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Using the capture-schema Utility

Y ou can use the capt ur e- schema command to manually generate the database metadata
(. dbschem) file. For details, see the Sun Java System Application Server Reference
Manual.

The capt ur e- schena utility does not modify the schemain any way. Its only purposeisto
provide the persistence engine with information about the structure of the database (the
schema).

Keep the following in mind when using the capt ur e- schema command:

e Thenameof a. dbschena file must be unique across al deployed modulesin a
domain.

e |f morethan one schemais accessible for the schema user, more than one table with the
same name might be captured if the - schenanane parameter of capt ur e- schema is
not set.

*  The schema name must be upper case.

» Table namesin databases are case-sensitive. Make sure that the table name matches the
name in the database.

* AnOracle database user running the capt ur e- schema command needs ANALY ZE
ANY TABLE privilegesif that user does not own the schema. These privileges are
granted to the user by the database administrator.

Configuring the CMP Resource

198

An EJB module that contains CM P beans requires the INDI name of a JDBC resource or
Persistence Manager resource in the j ndi - name subelement of the cnp- r esour ce element
inthesun-¢ej b-j ar. xm file. If the INDI name refers to a JDBC Resource, set

Per si st enceManager Fact or y properties as properties of the cnp- r esour ce element in
thesun-¢ej b-jar. xm file.

In the Administration Console, open the Resources component, then select JDBC or
Persistence Managers. Refer to the Sun Java System Application Server Administration
Guide for information on creating a new CMP resource.

For alist of the IDBC drivers currently supported by the Sun Java System Application
Server, see the Sun Java System Application Server 8.1 Release Notes. For configurations
of supported and other drivers, see the Sun Java System Application Server Administration
Guide.
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For example, if the JDBC resource has the INDI name|j dbc/ M/Dat abase, set the CMP
resourceinthesun-ej b-j ar. xm fileasfollows:

<cnp-r esour ce>
<j ndi - name>j dbc/ MyDat abase</ j ndi - name>
</ cnp-resour ce>

For another example, if the Persistence Manager has the INDI namej do/ M/Dat abase, set
the CMP resourcein the sun- ej b-j ar. xm file asfollows:

<cnp-r esour ce>
<j ndi - name>j do/ MyDat abase</ j ndi - name>
</ cnp-resour ce>

Configuring Queries for 1.1 Finders

This section contains the following topics:
e About JDOQL Queries

e Query Filter Expression

e Query Parameters

*  Query Variables

» JDOQL Examples

About JDOQL Queries

The Enterprise JavaBeans Specification, v1.1 spec does not specify the format of the finder
method description. The Sun Java System Application Server uses an extension of Java
Data Objects Query Language (JDOQL) queries to implement finder and selector methods.
(For EJB 2.0 and | ater, the container automatically maps an EJB QL query to JDOQL.) You
can specify the following elements of the underlying JDOQL query:

» Filter expression - A Java-like expression that specifies a condition that each object
returned by the query must satisfy. Corresponds to the WHERE clause in EJB QL.

* Query parameter declaration - Specifies the name and the type of one or more query
input parameters. Follows the syntax for formal parametersin the Java language.

* Query variable declaration - Specifies the name and type of one or more query
variables. Follows the syntax for local variablesin the Javalanguage. A query filter
might use query variables to implement joins.
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e Query ordering declaration - Specifies the ordering expression of the query.
Corresponds to the ORDER BY clause of EJBQL.

The Sun Java System Application Server specific deployment descriptor
(sun-ej b-j ar. xm ) provides the following elements to store the EJB 1.1 finder method
settings:

query-filter
quer y- par ans
query-vari abl es
query-ordering

The bean devel oper uses these elements to construct a query. When the finder method that
uses these el ements executes, the values of these elements are used to execute aquery inthe
database. The objects from the IDOQL query result set are converted into primary key
instances to be returned by the EJB 1.1 ej bFi nd method.

The JDO specification (see JSR 12) provides a comprehensive description of JDOQL. The
following information summarizes the elements used to define EJB 1.1 finders.

Query Filter Expression

Thefilter expression is a String containing a bool ean expression eval uated for each instance
of the candidate class. If the filter is not specified, it defaultsto true. Rules for constructing
valid expressions follow the Javalanguage, with the following differences:

e Equality and ordering comparisons between primitives and instances of wrapper
classesarevalid.

e Equality and ordering comparisons of Date fields and Date parameters are valid.
e Equality and ordering comparisons of String fields and String parameters are valid.

*  White space (non-printing characters space, tab, carriage return, and line feed) isa
separator and is otherwise ignored.

» Thefollowing assignment operators are not supported:
o =, +=, etc.
o pre- and post-increment

o pre- and post-decrement
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Methods, including object construction, are not supported, except for:

Col | ecti on. cont ai ns( Chj ect 0)
Col I ection.isEnpty()
String.startsWth(String s)
String.endsWth(String e)

In addition, the Sun Java System Application Server supports the following
non-standard JDOQL methods:

String.like(String pattern)
String.like(String pattern, char escape)
String.substring(int start, int |ength)
String.indexCX(String str)
String.indexOX(String str, int start)
String. | ength()

Mat h. abs(nuneric n)

Mat h. sqrt (doubl e d)

Navigation through a null-valued field, which throwsaNul | Poi nt er Except i on, is
treated asif the subexpression returned f al se.

NOTE Comparisons between floating point values are by nature inexact.

Therefore, equality comparisons (== and !=) with floating point values
should be used with caution. Identifiersin the expression are considered to
be in the name space of the candidate class, with the addition of declared
parameters and variables. Asin the Javalanguage, t hi s isareserved word,
and refers to the current instance being eval uated.

The following expressions are supported:

Operators applied to all types where they are defined in the Java language:
o relationa operators (==, I=, >, <, >=, <=)

o boolean operators (&, &&, |, ||, ~ !)

o arithmetic operators (+, -, *, /)

String concatenation is supported only for String + String.

Parentheses to explicitly mark operator precedence

Cast operator
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e Promotion of numeric operands for comparisons and arithmetic operations. The rules
for promotion follow the Javarules (see the numeric promotions of the Javalanguage
specification) extended by BigDecimal, Biglnteger, and numeric wrapper classes.

Query Parameters

The parameter declaration is a String containing one or more parameter type declarations
separated by commas. This follows the Java syntax for method signatures.

Query Variables

The type declarations follow the Java syntax for local variable declarations.

JDOQL Examples

This section provides afew query examples.

Examplel
The following query returns all players called Michael. It defines afilter that compares the
name field with a string literal:

name == "M chael "

Thefinder element of thesun-ej b-j ar. xnl filelookslikethis:

<finder>
<net hod- nane>f i ndPl ayer ByNane</ net hod- nane>
<query-filter>name == "M chael "</ query-filter>
</ finder>
Example 2

This query returns all productsin a specified price range. It defines two query parameters
which are the lower and upper bound for the price: double low, double high. The filter
compares the query parameters with the price field:

low < price & price < high

Query ordering isset topri ce ascendi ng.
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Performance-Related Features

Thefinder element of thesun-ej b-jar. xnl filelookslikethis:

<finder>
<net hod- nane>f i ndl nRange</ net hod- name>
<query- par anms>doubl e | ow, doubl e hi gh</ query- par ans>
<query-filter>low &t; price &np; &np; price &t high</query-filter>
<query-ordering>price ascendi ng</ query- ordering>

</finder>

Example 3

This query returns all players having a higher salary than the player with the specified
name. It definesaquery parameter for thenamej ava. | ang. Stri ng name. Furthermore, it
defines avariableto which the player’ s salary is compared. It has the type of the persistence
capable class that corresponds to the bean:

nypackage. Pl ayer EJB_170160966_JDCst at e pl ayer

The filter compares the salary of the current player denoted by thet hi s keyword with the
salary of the player with the specified name:

(this.salary > player.salary) & (player.nane == nane)

Thefinder element of thesun-ej b-jar. xnl filelookslikethis:

<net hod- nane>f i ndByH gher Sal ar y</ net hod- name>
<quer y- par ans>j ava. | ang. Stri ng nane</ query- par ans>
<query-filter>
(this.salary &gt; player.salary) &anp;&anp; (player.nane == nane)
</query-filter>
<query-vari abl es>nypackage. Pl ayer EJB_170160966_JDCSt at e pl ayer </ query-vari abl es>

</ finder>

Performance-Related Features

The Sun Java System Application Server provides the following features to enhance
performance or alow more fine-grained data checking. These features are supported only
for entity beans with container managed persistence.

» Version Column Consistency Checking
» Relationship Prefetching
* Read-Only Beans
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NOTE Use of any of these features results in a non-portable application.

Version Column Consistency Checking

The version consistency feature saves the bean state at first transactional access and caches
it between transactions. The state is copied from the cache instead of being read from the
database. The bean state is verified by primary key and version column values at flush for
custom queries (for dirty instances only) and at commit (for clean and dirty instances).

To use version consistency:
e Createthe version column in the primary table.
* Givetheversion column a numeric data type.

»  Provide appropriate update triggers on the version column. These triggers must
increment the version column on each update of the specified row.

»  Specify the version column in the check- ver si on- of - accessed- i nst ances
subelement of the consi st ency element in the sun- cnp- mappi ngs. xm file.

*  Mapthe CMP bean to an existing schema. Y ou cannot automatically generate the
schema.

NOTE Automatic schema generation is not supported for beans with version
column consistency checking. Instead, work with your database
administrator to create the schema and add the required triggers.

Relationship Prefetching

In many cases when an entity bean’s state is fetched from the database, its relationship
fields are always accessed in the same transaction. Relationship prefetching saves database
round trips by fetching datafor an entity bean and those beans referenced by its CMR fields
in asingle database round trip.
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To enable relationship prefetching for aCMR field, use the def aul t subelement of the

f et ched- wi t h element in the sun- cnp- nappi ngs. xni file. By default, these CMR fields
are prefetched whenever f i ndByPr i mar yKey or a custom finder is executed for the entity,
or when the entity is navigated to from arelationship. (Recursive prefetching is not
supported, because it does not usually enhance performance.) To disable prefetching for
specific custom finders, use the pr ef et ch- di sabl ed element inthe sun- ej b-j ar. xm
file.

Read-Only Beans

Another feature that the Sun Java System Application Server providesisthe read-only
bean, an entity bean that is never modified by an EJB client. Read-only beans avoid
database updates completely.

A read-only bean can be used to cache adatabase entry that is frequently accessed but rarely
updated (externally by other beans). When the data that is cached by aread-only beanis
updated by another bean, the read-only bean can be notified to refresh its cached data.

The Sun Java System Application Server provides anumber of ways by which aread-only
bean’s state can be refreshed. By setting ther ef r esh- per i od- i n- seconds element in the
sun-ej b-jar.xnm fileandthetrans-attribute elementintheejb-jar. xn filg itis
easy to configure aread-only bean that is (a) always refreshed, (b) periodically refreshed,
(¢) never refreshed, or (d) programmatically refreshed.

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. For further information and usage guidelines, see “Using Read-Only
Beans’ on page 171.

Restrictions and Optimizations

This section discusses restrictions and performance optimizations that pertain to using CMP
entity beans.

e Eager Loading of Field State

* Restrictions on Remote Interfaces

*  Sybase Finder Limitation

» Dateand Time Fields as CMP Field Types

*  No Support for lock-when-loaded on Sybase and DB2
*  Set RECURSIVE_TRIGGERS to false on MSSQL

Chapter 7 Using Container-Managed Persistence for Entity Beans 205



Restrictions and Optimizations

206

Eager Loading of Field State

By default, the EJB container oads the state for all CMP fields (excluding relationship,
BLOB, and CLOB fields) before invoking the ej bLoad method of the abstract bean. This
approach might not be optimal for entity objects with large state if most business methods
require accessto only parts of the state. If thisisan issue, usethef et ched- wi t h element in
sun- cnp- mappi ngs. xm for fields that are used infrequently.

Restrictions on Remote Interfaces

The following restrictions apply to the remote interface of an entity bean that uses CMP:

» Do not expose the get and set methods for CMR fields or the persistence collection
classesthat are used in contai ner-managed rel ationshi ps through the remote interface of
the bean.

However, you are free to expose the get and set methods that correspond to the CMP
fields of the entity bean through the bean’ s remote interface.

» Do not expose the container-managed collection classes that are used for relationships
through the remote interface of the bean.

» Do not expose local interface types or local home interface types through the remote
interface or remote home interface of the bean.

Dependent value classes can be exposed in the remote interface or remote home interface,
and can be included in the client EJB JAR file.

Sybase Finder Limitation

If afinder method with an input greater than 255 charactersis executed and the primary key
column ismapped to aVARCHAR column, Sybase attemptsto convert type VARCHAR to
type TEXT and generates the following error:

com sybase. j dbc2. j dbc. SybSQLException: Inplicit conversion from datatype
"TEXT" to 'VARCHAR is not allowed. Use the CONERT function to run this
query.

To avoid this error, make sure the finder method input is less than 255 characters.
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Date and Time Fields as CMP Field Types

If aCMP field typeisaJavadate or timetype (j ava. uti |l . Dat e, j ava. sql . Dat e,
java. sqgl . Ti ne, j ava. sql . Ti mest anp), make sure that the field value exactly matches
the value in the database.

For example, the following code uses aj ava. sql . Dat e type as a primary key field:

java.sql.Date nyDate = new java.sql.Date(SystemcurrentTineM|1is())
beanHone. create(nyDate, ...);

For some databases, this code resultsin only the year, month, and date portion of the field
value being stored in the database. Later on if the client tries to find this bean by primary
key asfollows:

nyBean = beanHone. fi ndByPri mar yKey(nyDate) ;

the bean is not found in the database because the val ue does not match the one that is stored
in the database.

Similar problems can happen if the database truncates the timestamp value while storing it,
or if acustom query has a date or time val ue comparison in its WHERE clause.

For automatic mapping to an Oracle database, fields of typej ava. uti | . Dat e,
j ava. sql . Date, andj ava. sql . Ti ne are mapped to Oracle’s DATE data type. Fields of
typej ava. sql . Ti mest anp are mapped to Oracle’'s TIMESTAMP(9) data type.

No Support for lock-when-loaded on Sybase and
DB2

Thel ock-when- | caded consistency level isimplemented by placing update |ocks on the
data corresponding to a bean when the datais |oaded from the database. Thereisno suitable
mechanism available on Sybase and DB2 databases to implement this feature. Therefore,
the lock-when-loaded consi st ency level is not supported on Sybase and DB2 databases.

Set RECURSIVE_TRIGGERS to false on
MSSQL

For version consistency triggers on MSSQL, the property RECURSI VE_TRI GGERS must be
setto f al se, which isthe default. If set tot r ue, triggers throw a
j ava. sql . SQLExcept i on.

Set this property as follows:
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EXEC sp_dboption ' database name€ , 'recursive triggers', 'FALSE
go
Y ou can test this property as follows:

SELECT DATABASEPROPERTYEX(' database name , ' | sRecur si veTri gger sEnabl ed')
go
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Developing Java Clients

This chapter describes how to develop, assemble, and deploy J2EE Application Clientsin
the following sections:

» Introducing the Application Client Container
» Developing Clients Using the ACC
» Developing Clients Without the ACC

Introducing the Application Client Container

The Application Client Container (ACC) includes a set of Java classes, libraries, and other
filesthat are required for and distributed with Java client programs that execute in their own
Java Virtual Machine (JVM). The ACC manages the execution of J2EE application client
components, which are used to access a variety of J2EE services (such as IM S resources,
EJB components, web services, security, and so on.) from a VM outside the Sun Java
System Application Server.

The ACC communicates with the Application Server using RMI-110P protocol and
manages the details of RMI-110P communication using the client ORB that is bundled with
it. Compared to other J2EE containers, the ACC is lightweight.

Security

The ACC isresponsible for collecting authentication data such as the username and
password and sending the collected data to the Application Server. The Application Server
then processes the authentication data using the configured Java™ Authentication and
Authorization Service (JAAS) module.
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Authentication techniques are provided by the client container, and are not under the control
of the application client component. The container integrates with the platform’s
authentication system. When you execute a client application, it displays alogin window
and collects authentication data from the user. It also supports SSL (Secure Socket
Layer)/110OP if configured and when necessary.

Naming

The client container enables the application clients to use the Java Naming and Directory
Interface (JNDI) to look up J2EE services (such as IM S resources, EJB components, web
services, security, and so on.) and to reference configurable parameters set at the time of
deployment.

Developing Clients Using the ACC

210

This section describes the procedure to develop, assemble, and deploy client applications
using the ACC. This section describes the following topics:

e Using an Application Client to Access an EJB Component
e Using an Application Client to Access a JIMS Resource

*  Running an Application Client Using the ACC

»  Packaging an Application Client Using the ACC

For information about Java-based clients that are not packaged using the ACC, see
“Developing Clients Without the ACC” on page 217.

Using an Application Client to Access an EJB
Component

To access an EJB component from an application client, perform the following steps:

1. Inyour client code, instantiate the | ni ti al Cont ext using the default (no argument)
constructor:

Initial Context ctx = new Initial Context();

It is not necessary to explicitly instantiate a naming context that points to the
CosNaming service.

Application Server Enterprise Edition 2005Q1 « Developer's Guide



Developing Clients Using the ACC

2. Inyour client code, look up the home object by specifying the INDI name of the home
object as specified intheej b-j ar. xni file. For example:

oj ect ref = ctx. | ookup("java: conp/ env/ gb-ref-name') ;
BeanAHome = (BeanAHone) Port abl eRerot eChj ect . narr ow( r ef , BeanAHone. cl ass) ;

If load balancing is enabled as in Step 8 and the EJB components being accessed arein
adifferent cluster, the endpoint list must be included in the lookup, as follows:

cor banane: hogl: portl, host2: port2, ../ NameSer vi ce#ej b/ jndi-name

For more information about naming and lookups, see “ Accessing the Naming Context”
on page 263.

3. Definetheej b-ref elementsintheappl i cation-client.xnm fileandthe
corresponding sun- appl i cati on-client.xn file

For more information on the sun- appl i cati on-client.xni file, see“The
sun-application-client.xml file” on page 334. For ageneral explanation of how to map
JNDI names using reference elements, see “Mapping References’ on page 267.

4. Deploy the application client and EJB component together in an application. For more
information on deployment, see “ Tools for Deployment” on page 88. To get the client
JAR file, usethe--retri eve option.

To retrieve the stubs and ties whether or not you requested their generation during
deployment, usetheasadm n get - ¢l i ent - st ubs command. For details, see the Sun
Java System Application Server Reference Manual.

5. Ensurethat the client JAR file includes the following files:
o aJavaclassto access the bean
o application-client.xm - J2EE 1.4 application client deployment descriptor

o sun-application-client.xnm - SunJavaSystem Application Server specific
client deployment descriptor. For information on the
sun-appl i cation-client.xn file, see”Thesun-application-client.xml file” on
page 334.

o The MANI FEST. M file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

Y ou can package the application client using the package- appcl i ent script. Thisis
optional. See “Packaging an Application Client Using the ACC” on page 214.

6. Copy thefollowing JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -avalableatinstall_dir/lib
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o j2ee.jar -availableatinstall _dir/lib
c  Theclient JARfile

To access EJB components that are residing in a remote system, make the following
changesto the sun- acc. xni file:

o Definethet ar get - server element’saddr ess attribute to reference the remote
server machine.

o Definethet ar get - server element’sport attribute to reference the ORB port on
the remote server.

This information can be obtained from the domai n. xni file on the remote system. For
more information on donai n. xn file, see the Sun Java System Application Server
Administration Reference.

Thet ar get - server element inthe sun-acc. xm fileisnot used if the endpoi nt s
property isdefined asin Step 8. For moreinformation about the sun- acc. xni file, see
“The sun-acc.xml File” on page 335.

To set up load balancing and failover of remote EJB references, define the following
property asapr operty subelement of thecl i ent - cont ai ner element in the
sun-acc. xm file:

com sun. appserv. iiop. endpoi nts

The endpoi nt s property specifies a comma-separated list of one or more 110OP
endpoints used for load balancing. An [1OP endpoint isin the form host: port, where
the host is an 1Pv4 address or host name, and the port specifies the port number.

If the endpoi nt s list is changed dynamically in the code, the new list is used only if a
new | ni tial Cont ext is created.

The following sample application demonstrates client load balancing and failover:
ingall_dir/ sanpl es/ ee- sanpl es/ f ai | over/ apps/ sf sbf ai | over

Run the application client. See “Running an Application Client Using the ACC” on
page 214.
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Using an Application Client to Access a JMS
Resource

To access a JM S resource from an application client, perform the following steps:

1.

Create aJM S client. For detailed instructions on developing a JMS client, see the 2EE
tutorial:

http://java. sun.comj2ee/ 1. 4/ docs/tutorial / doc/ JVS. ht m #wp84181

Next, configure a JM S resource on the Sun Java System Application Server. For
information on configuring JIM S resources, see “Creating JM S Resources: Destinations
and Connection Factories’ on page 276.

Definether esour ce-ref elementsintheappl i cation-client.xn fileandthe
corresponding sun- appl i cati on-client.xn file.

For more information on the sun- appl i cati on-client.xn file, see“The
sun-application-client.xml file” on page 334. For ageneral explanation of how to map
JNDI names using reference elements, see “Mapping References’ on page 267.

Ensure that the client JAR file includes the following files:
o A Javaclassto access the resource.
o application-client.xm - J2EE 1.4 application client deployment descriptor.

o sun-application-client.xm - SunJavaSystem Application Server specific
client deployment descriptor. For information on the
sun-appl i cation-client.xn file, see”Thesun-application-client.xml file” on
page 334.

o The MANI FEST. M- file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

Y ou can package the application client using the package- appcl i ent script. Thisis
optional. See “Packaging an Application Client Using the ACC” on page 214.

Copy the following JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -avalableatinstall dir/lib
o j2ee.jar -availableatinstall dir/lib
o imgjnsra.jar -avalableatinstall_dir/lib/install/aplications/jmnsra

o Theclient JARfile
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6.

Run the application client. See “Running an Application Client Using the ACC” on
page 214.

Running an Application Client Using the ACC

To run an application client, launch the ACC using the appcl i ent script. For details, see
the Sun Java System Application Server Reference Manual.

Packaging an Application Client Using the ACC

Thepackage- appcl i ent script, located intheinstall_dir/bi n directory, isused to package
aclient applicationinto asingle appcl i ent . j ar file. Packaging an application client
involves the following main steps:

Editing the Configuration File
Editing the appclient Script
Editing the sun-acc.xml File
Setting Security Options

Using the package-appclient Script

Editing the Configuration File

Modify the environment variablesin asenv. conf filelocated intheinstall_dir/ confi g
directory as shown below:

$AS_| NSTALL to reference the location where the package was un-jared plus
[ appcl i ent . For example: $AS | NSTALL=/ install_dir/ appcl i ent .

$AS_NSS to reference the location of the nsslibs. For example:
UNIX:
$AS NSS=/ install_dir/ appclient/lib
WINDOWS:
YAS NSS%-\ install_dir\ appcl i ent\bin
$AS_JAVAto reference the location where the JDK isinstalled.

$AS _ACC_COONFI Gto reference the configuration xml (sun- acc. xni ). The
sun-acc. xm islocated at install_dir/ confi g.
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e $AS | MQ LI Bto reference the img home. Use domain _dir/i ng/ | i b.

Editing the appclient Script
Modify the appcl i ent script file asfollows:

UNIX:
Change $CONFI G_HOVE/ asenv. conf to your_ACC_dir/ confi g/ asenv. conf .
Windows:

Change %CONFI G_HOME% conf i g\ asenv. bat to your_ACC_dir\ confi g\ asenv. bat

Editing the sun-acc.xml File
Modify sun- acc. xn fileto set the following attributes:

e Ensurethat the DOCTYPE references %886ERVER ROOT%844 | i b/ dt ds to
your_ACC dir/ i b/ dt ds.

* Ensurethat the <t ar get - ser ver > addr ess attribute references the remote server
machine.

e Ensurethat the <t ar get - server > port attribute references the ORB port on the
remote server.

» Tologthe messagesin afile, specify afile namefor thel og- servi ce element’sfil e
attribute. Y ou can also set the log level. For example:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<IDOCTYPE client-container SYSTEM "file:{Your installed server
root}/lib/dtds/sun-application-client-container_1 0.dtd">

<cl i ent - cont ai ner >
<target-server nane="qasol -el" address="qasol -el" port="3700">
<l og-service | evel ="WARNI NG'/ >

</client-container>

For more information on the sun-acc. xni file, see “The sun-acc.xml File” on page 335.

Setting Security Options

Y ou can run the application client using SSL with certificate authentication. To set the
security options, modify the sun- acc. xn file as shown in the codeillustration below. For
more information on the sun- acc. xm file, see “The sun-acc.xml File” on page 335.

<?xm version="1.0" encodi ng="UTF- 8" ?>
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<I DCCTYPE cl i ent -cont ai ner SYSTEM
“file:////opt/ SUNWappserver/lib/dtds/sun-application-client-container_1 0.dtd">

<cl i ent - cont ai ner >
<target-server nane="qasol -el" address="qasol -el" port="3700">
<security>
<ssl cert-ni ckname="ct s"
ssl 2- enabl ed="f al se"
ssl 2-ci phers="-rc4, -rcdexport,-rc2,-rc2export, - des, - desede3"
ssl 3-enabl ed="true"

ssl 3-tls-ciphers="+rsa_rc4 128 mi5, -rsa_rc4_40_nd5, +rsa3_des_sha, +rsa_des_sha, -rsa_rc2_40
~md5,-rsa_null_nd5, -rsa _des 56 sha,-rsa rc4 56 sha"

tls-enabl ed="true"
tls-rol | back-enabl ed="true"/>
<cert-db path="ignored" password="ignored'/> <!-- not used -->
</ security>
</target-server>
<client-credential user-nane="j2ee" password="j2ee"/>
<l og-service | evel ="WARNI NG'/ >

</ client-contai ner>

Using the package-appclient Script
The following steps describe the procedure to use the package- appcl i ent script that is
bundled with Sun Java System Application Server:

1. Under ingtall_dir/bi n directory, run the package- appcl i ent script. For details, see
the Sun Java System Application Server Reference Manual.

Thiscreatesanappcl i ent.jar fileand storesit under install_dir/l i b/ appcl i ent/
directory.

NOTE Theappclient.jar fileprovidesan application client container package
targeted at remote hosts and does not contain a server installation. Y ou can
run this file from a remote machine with the same operating system as
whereitiscreated. That is, appcl i ent . j ar created on a Solaris platform
does not function on Windows.
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2. Copy theinstall_dir/ i b/ appclient/appclient.jar filetothedesired location.
Theappclient.jar filecontainsthefollowing files:

o appclient/bin - containsthe appcl i ent script used to launch the ACC.
o appclient/lib - contansthe JAR and runtime shared library files.
o appclient/lib/appclient -containsthe following files:
* sun-acc. xm -the ACC configuration file.
« client.policy file- the security manager policy file for the ACC.
« appclientlogin.conf file-theloginconfiguration file.
« client.jar file-iscreated during the deployment of the client application.

o appclient/lib/dtds -contains
sun-appl i cation_client-container_1 0.dtdwhichistheDTD
corresponding to sun- acc. xm .

client.policy

Theclient. policy fileisthe J2SE policy file used by the application client. Each
application client hasacl i ent . pol i cy file. The default policy file limits the permissions
of J2EE deployed application clients to the minimal set of permissions required for these
applications to operate correctly. If an application client requires more than this default set
of permissions, edit the cl i ent . pol i cy fileto add the custom permissions that your
application client needs. Use the J2SE standard policy tool or any text editor to edit thisfile.

For more information on using the J2SE policy tool, visit the following URL :
http://java. sun. coni docs/ books/ t utori al / securityl.2/tour2/index. ht m

For more information about the permissions you can setinthecl i ent . pol i cy file, visit
the following URL.:

http://java. sun. conij2se/ 1. 4/ docs/ gui de/ securi ty/ per m ssi ons. ht m

Developing Clients Without the ACC

This section describes the procedure to create, assemble, and deploy a Java-based client that
is not packaged using the Application Client Container (ACC). This section describes the
following topics:

» Using a Stand-Alone Client to Access an EJB Component

e Using a Server-Side Module to Access an EJB Component
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e Using a Stand-Alone Client to Access a JMS Resource

For information about using the ACC, see “ Developing Clients Using the ACC” on
page 210.

Using a Stand-Alone Client to Access an EJB
Component

To access an EJB component from a stand-alone client, perform the following steps:
1. Inyour client code, instantiatethe | ni ti al Cont ext :
Initial Context ctx = new Initial Context();

It is not necessary to explicitly instantiate a naming context that points to the
CosNaming service.

2. Intheclient code, look up the home object by specifying the INDI name of the home
object. For example:

(bj ect ref = ctx. | ookup("jndi-name");
BeanAHorme = (BeanAHone) Port abl eRerot eChj ect . narrow( r ef , BeanAHone. cl ass) ;
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If load balancing is enabled as in Step 6 and the EJB components being accessed arein
adifferent cluster, the endpoint list must be included in the lookup, as follows:

cor banane: hostl: portl, host2: port2, ../ NameSer vi ce#ej b/ jndi-name

For more information about naming and lookups, see “ Accessing the Naming Context”
on page 263.

3. Deploy the EJB component to be accessed. For more information on deployment, see
“Tools for Deployment” on page 88.

4. Copy thefollowing JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -avalableatinstall dir/lib
o j2ee.jar -availableatinstall dir/lib
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To access EJB components that are residing in aremote system, set the values for the
Java Virtual Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport}"

Here ORBhost is the Application Server hosthame and ORBport is the ORB port
number (default is 3700 for the default instance).

This information can be obtained from the domai n. xni file on the remote system. For
more information on domai n. xn file, see the Sun Java System Application Server
Administration Reference.

To set up load balancing and remote EJB reference failover, define the endpoi nt s
property asfollows:

" - Dcom sun. appserv. i i op. endpoi nt s=hostl: portl, host2: port2, . .. "

The endpoi nt s property specifies a comma-separated list of one or more 11OP
endpoints used for load balancing. An I1OP endpoint isin the form host: port, where
the host is an 1Pv4 address or host name, and the port specifies the port number.

If the endpoi nt s list is changed dynamically in the code, the new list is used only if a
new | ni tial Cont ext is created.

The following sample application demonstrates client load balancing and failover:
ingall_dir/ sanpl es/ ee- sanpl es/ fai | over/ apps/ sf sbf ai | over

Run the stand-alone client. Aslong as the client environment is set appropriately and
the VM is compatible, you merely need to run the mai n class.

Using a Server-Side Module to Access an EJB
Component

To access an EJB component from a server-side module, such as a servlet or another EJB
component, perform the following steps:

1.

In your module code, instantiatethe | ni ti al Cont ext :
Initial Context ctx = new Initial Context();

It is not necessary to explicitly instantiate a naming context that points to the
CosNaming service.
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To set up load balancing and remote EJB reference failover, define the endpoi nt s
property asfollows:

Hasht abl e env = new Hasht abl e();
env. put (" com sun. appserv.iiop. endpoi nts", "hosl portl, hog2: port2, ..");
Initial Context ctx = new Initial Conext(env);

The endpoi nt s property specifies a comma-separated list of one or more 11OP
endpoints used for load balancing. An [1OP endpoint isin the form host: port, where
the host is an IPv4 address or host name, and the port specifies the port number.

If the endpoi nt s list is changed dynamically in the code, the new list is used only if a
new | ni tial Cont ext is created.

The following sample application demonstrates client load balancing and failover:
indall_dir/ sanpl es/ ee- sanpl es/ fai | over/ apps/ sf sbf ai | over

In the module code, ook up the home abject by specifying the INDI name of the home
object. For example:

(bj ect ref = ctx. | ookup("jndi-name");

BeanAHorre
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(BeanAHone) Por t abl eRenot eCoj ect . narr ow( r ef , BeanAHone. cl ass);

If load balancing is enabled asin Step 1 and the EJB components being accessed arein
adifferent cluster, the endpoint list must be included in the lookup, as follows:

cor banane: hostl: portl, host2: port2, ../ NarmeSer vi ce#ej b/ jndi-name

For more information about naming and lookups, see “ Accessing the Naming Context”
on page 263.

Deploy the EJB component to be accessed. For more information on deployment, see
“Tools for Deployment” on page 88.

To access EJB components that are residing in aremote system, set the values for the
Java Virtual Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni t i al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport} "

Here ORBhost is the Application Server hosthame and ORBport is the ORB port
number (default is 3700 for the default instance).

Thisinformation can be obtained from the domai n. xm file on the remote system. For
more information on domai n. xm file, see the Sun Java System Application Server
Administration Reference.

Deploy the module. For more information on deployment, see “ Tools for Deployment”
on page 88.
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Using a Stand-Alone Client to Access a JMS
Resource

To access a JM S resource from a stand-alone client, perform the following steps:

1.

Create aJM S client. For detailed instructions on developing a JMS client, see the 2EE
tutorial:

http://java. sun.comj2ee/ 1. 4/ docs/tutorial / doc/ JVS. ht m #wp84181

Next, configure a JM S resource on the Sun Java System Application Server. For
information on configuring JIM S resources, see “Creating JM S Resources: Destinations
and Connection Factories’ on page 276.

Copy the following JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -avalableatinstall_dir/lib

o j2ee.jar -availableatinstall_dir/lib

o imgjnsra.jar -avalableatinstall_dir/lib/install/aplications/jmsra
Set the values for the Java Virtual Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni t i al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport} "

Here ORBhost is the Application Server hostname and ORBport is the ORB port
number (default is 3700 for the default instance).

This information can be obtained from the domai n. xni file. For more information on
domai n. xm file, seethe Sun Java System Application Server Administration
Reference.

Run the stand-alone client. Aslong as the client environment is set appropriately and
the VM is compatible, you merely need to run the mai n class.
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Chapter 9

Developing Connectors

This chapter describes Sun Java System Application Server support for the J2EE Connector
1.5 architecture.

The J2EE Connector architecture provides a Java solution to the problem of connectivity
between multiple application servers and existing enterprise information systems (EI Ss). By
using the J2EE Connector architecture, EIS vendors no longer need to customize their
product for each application server. Application server vendors who conform to the J2EE
Connector architecture do not need to write custom code to add connectivity to anew EIS.

This chapter uses the terms connector and resource adapter interchangeably. Both terms
refer to aresource adapter module that is developed in conformance with the J2EE
Connector Specification 1.5.

For more information about connectors, see the J2EE Connector architecture homepage, at:
http://java. sun. conij 2ee/ connect or/

For connector examples, see:

http:// devel opers. sun. con prodt ech/ appser ver/ref erencel/ t echart/as8_connect or s
This chapter includes the following topics:

»  Connector 1.5 Support in the Application Server

» Deploying and Configuring a Stand-Alone Connector Module

» Redeploying a Stand-Alone Connector Module

»  Deploying and Configuring an Embedded Resource Adapter

e Advanced Connector Configuration Options

e Inbound Communication Support

»  Configuring a Message Driven Bean to Use a Resource Adapter
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Connector 1.5 Support in the Application Server

Connector 1.5 Support in the Application Server

The Sun Java System Application Server supports the development and deployment of
resource adapters that are compatible with Connector 1.5 specification (and, for backward
compatibility, the Connector 1.0 specification).

The Connector 1.0 specification defines the outbound connectivity system contracts
between the resource adapter and the Application Server. The Connector 1.5 specification
introduces major additions in defining system level contracts between the Application
Server and the resource adapter with respect to the following:

* Inbound connectivity from an EIS - The Connector 1.5 defines the transaction and
message inflow system contracts for achieving inbound connectivity from an EIS. The
message inflow contract also serves as a standard message provider pluggability
contract, thereby allowing various providers of messaging systems to seamlessly plug
in their products with any application server that supports the message inflow contract.

» Resource adapter life cycle management and thread management - These features are
available through the lifecycle and work management contracts.

Connector Architecture for JIMS and JDBC

In the Administration Console, connector, M S, and JDBC resources are handled
differently, but they use the same underlying Connector architecture. In the Sun Java
System Application Server, all communication to an EIS, whether to a message provider or
an RDBM S, happens through the Connector architecture. To provide JIMS infrastructure to
clients, the Application Server uses the Sun Java System Message Queue software. To
provide JDBC infrastructure to clients, the Application Server usesits own JDBC system
resource adapters. The application server automatically makes these system resource
adapters available to any client that requires them.

For more information about JMS in the Sun Java System Application Server, see

Chapter 14, “Using the Java M essage Service.” For more information about JDBC in the
Sun Java System Application Server, see Chapter 11, “Using the JDBC API for Database
Access.”

Connector Configuration

Sun Java System Application Server does not need to use sun-r a. xm , which previous
Application Server versions used, to store server-specific deployment information inside a
Resource Adapter Archive (RAR) file. (However, thesun-ra. xn fileisstill supported for
backward compatibility.) Instead, the information is stored in the server configuration. Asa
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result, you can create multiple connector connection pools for a connection definitionin a
functional resource adapter instance, and you can create multiple user-accessible connector
resources (that is, registering aresource with a JNDI name) for a connector connection
pool. In addition, dynamic changes can be made to connector connection pools and the
connector resource properties without restarting the Application Server.

Deploying and Configuring a Stand-Alone
Connector Module

Y ou can deploy a stand-alone connector module using the Administration Console or the
asadm n command. For information about using the Administration Console, see the Sun
Java System Application Server Administration Guide. For information about using the

asadnmi n command, see the Sun Java System Application Server Reference Manual.

Deploying a stand-alone connector module allows multiple deployed J2EE applications to
share the connector module. To deploy and configure a stand-al one connector module:

1. Deploy the connector modulein one of the following ways. A resource adapter
configuration is automatically created for the connector module.

o Inthe Administration Console, open the Applications component and select
Connector Modules. When you deploy the connector modul e, a resource adapter
configuration is automatically created for the connector module.

o Usetheasadm n depl oy or asadnmi n depl oydi r command. To override the
default configuration properties of aresource adapter, if necessary, use the
asadm n creat e-resour ce- adapt er - conf i g command.

2. Configure connector connection pools for the deployed connector module in one of the
following ways:

o Inthe Administration Console, open the Resources component, select Connectors,
and select Connector Connection Pools.

o Usetheasadni n create-connect or - connect i on- pool command.

3. Configure connector resources for the connector connection poolsin one of the
following ways. This associates a connector resource with a JINDI name.

o Inthe Administration Console, open the Resources component, select Connectors,
and select Connector Resources.

o Usetheasadni n creat e- connect or - r esour ce command.
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4. Create an administered object for an inbound resource adapter, if necessary, in one of
the following ways:

o Inthe Administration Console, open the Resources component, select Connectors,
and select Admin Object Resources.

o Usetheasadni n creat e- adni n- obj ect command.

Redeploying a Stand-Alone Connector Module

Redeployment of a connector module maintains all connector connection pools, connector
resources, and administered objects defined for the previously deployed connector module.
Y ou need not reconfigure any of these resources.

However, you should redeploy any dependent modules. A dependent module uses or refers
to a connector resource of the redeployed connector module. Redeployment of a connector
modul e resultsin the shared class oader rel oading the new classes. Other modules that refer
to the old resource adapter classes must be redeployed to gain access to the new classes. For
more information about classloaders, see “ Classloaders’ on page 73.

During connector modul e redepl oyment, the server log provides a warning indicating that
all dependent applications should be redeployed. Client applications or application
components using the connector modul€’ s resources may throw classcast exceptions if
dependent applications are not redeployed after connector modul e redepl oyment.

To disable automatic redeployment, set the - - f or ce optionto f al se. In this case, if the
connector module has already been deployed, the Application Server provides an error

message.

Deploying and Configuring an Embedded
Resource Adapter
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A connector module can be deployed as a J2EE component in a J2EE application. Such
connectors are only visible to components residing in the same J2EE application. Simply
deploy this J2EE application as you would any other J2EE application.

Y ou can create new connector connection pools and connector resources for a connector
modul e embedded within a J2EE application by prefixing the connector name with
application_namett. For example, if an application appX. ear hasj dbcra. rar embedded
within it, the connector connection pools and connector resources refer to the connector
module as appX#j dbcr a.
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However, an embedded connector module cannot be undeployed using the name
application_namettconnector _name. To undeploy the connector module, you must
undeploy the application in which it is embedded.

The association between the physical INDI name for the connector modulein the
Application Server and the logical INDI name used in the application component is
specified in the Sun Java System Application Server specific XML descriptor

sun-ej b-j ar. xm . You can either hand code this association or use the deploytool to make
this association. (For more information about using the deploytool, see the J2EE 1.4
Tutorial.)

Advanced Connector Configuration Options
Y ou can use these advanced connector configuration options:
*  Thread Pools
*  Security Maps
»  Overriding Configuration Properties
* Testing a Connection Pool
e Handling Invalid Connections
e Setting the Shutdown Timeout
e Using Last Agent Optimization of Transactions

Thread Pools

Connectors can submit work instances to the Application Server for execution. By defaullt,
the Application Server services work requests for all connectors from its default thread
pool. However, you can associate a specific user-created thread pool to service work
requests from a connector. A thread pool can service work requests from multiple resource
adapters. To create a thread pool:

* Inthe Administration Console, select Thread Pools under the relevant configuration.
For details, see the Sun Java System Application Server Administration Guide.

e Usetheasadmi n create-threadpool command. For details, see the Sun Java
System Application Server Reference Manual.
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To associate a connector with athread pool:

* Inthe Administration Console, open the Applications component and select Connector
Modules. Deploy the module, or select the previously deployed module. Specify the
name of the thread pool in the Thread Pool 1D field. For details, see the Sun Java
System Application Server Administration Guide.

* Usethe--threadpoolid option of the asadni n
creat e- r esour ce- adapt er - conf i g command. For details, see the Sun Java System
Application Server Reference Manual.

If you create a resource adapter configuration for a connector module that is already
deployed, the connector module deployment is restarted with the new configuration
properties.

Security Maps

Create a security map for a connector connection pool to map an application principal or a
user group to abackend EIS principal. The security map is usually used in situations where
one or more EIS backend principal s are used to execute operations (on the EIS) initiated by
various principals or user groups in the application.

To create or update security maps for a connector connection pool:

* Inthe Administration Console, open the Resources component, select Connectors,
select Connector Connection Pools, and select the Security Maps tab. For details, see
the Sun Java System Application Server Administration Guide.

 Usetheasadm n create-connect or-security-nmap command. For details, see the
Sun Java System Application Server Reference Manual.

If a security map already exists for a connector connection pool, the new security map is
appended to the previous one. The connector security map configuration supports the use of
the wildcard asterisk (*) to indicate all users or all user groups.

When an application principal initiates a request to an EIS, the Application Server first
checks for an exact match to a mapped backend EIS principal using the security map
defined for the connector connection pool. If there is no exact match, the Application Server
uses the wild card character specification, if any, to determined the mapped backend EIS
principal.
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Overriding Configuration Properties

Y ou can override the properties specified inthera. xm file of aresource adapter. Use the
asadmi n creat e-resour ce- adapt er - conf i g command to create a configuration for a

resource adapter. Use this command’s - - pr oper t y option to specify a name-value pair for
aresource adapter property.

You can usetheasadni n creat e- r esour ce- adapt er - conf i g command either before or
after resource adapter deployment. If it is executed after deploying the resource adapter, the
existing resource adapter is restarted with the new properties. For details, see the Sun Java
System Application Server Administration Guide.

Y ou can also use token replacement for overriding resource adapter configuration
propertiesin individual server instances when the resource adapter is deployed to a cluster.
For example, for a property called i nboundPor t , you can assign the value

${i nboundPort}. You can then assign a different value to this property for each server
instance. Changes to system properties take effect upon server restart.

Testing a Connection Pool

After configuring a connector connection pool, use the asadm n pi ng- connect i on- pool
command to test the health of the underlying connections. For details, see the Sun Java
System Application Server Administration Guide.

Handling Invalid Connections

If aresource adapter generates a Connect i onEr r or Cccur ed event, the Application Server
considers the connection invalid and removes the connection from the connection pool.
Typically, aresource adapter generates a Connect i onEr r or Cccur ed event when it findsa
ManagedConnect i on object unusable. Reasons can be network failure with the EIS, EIS
failure, fatal problems with resource adapter, and so on. If thefai | -al | - connecti ons
property in the connection pool configurationisset tot r ue, all connections are destroyed
and the pool isrecreated.

You cansetthefail -al | - connecti ons configuration property during creation of a
connector connection pool. Or, you can use the asadni n set command to dynamically
reconfigure a previously set property. For details, see the Sun Java System Application
Server Administration Guide.
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Theinterface Val i dat i ngManagedConnect i onFact or y exposes the method

get I nval i dConnect i ons to allow retrieval of the invalid connections. The Application
Server checksif the resource adapter implements thisinterface, and if it does, invalid
connections are removed when the connection poal is resized.

Setting the Shutdown Timeout

According to the Connector 1.5 specification, while an application server shuts down, all
resource adapters should be stopped. A resource adapter might hang during shutdown, since
shutdown is typically aresource intensive operation. To avoid such asituation, you can set
atimeout that aborts resource adapter shutdown if exceeded. The default timeout is 30
seconds per resource adapter module. To configure this timeout:

e Inthe Administration Console, select IM S/Connector Service under the relevant
configuration. For details, seethe Sun Java System Application Server Administration
Guide.

e Usethefollowing command:

asadnm n set <erver_indance connect or - servi ce. shut down-t i neout -i n- seconds="number_of seconds'
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For details, see the Sun Java System Application Server Reference Manual.

The Application Server deactivates all message-driven bean deployments before stopping a
resource adapter.

Using Last Agent Optimization of Transactions

Transactions that involve multiple resources or multiple participant processes are
distributed or global transactions. A global transaction can involve one non-XA resource if
last agent optimization is enabled. Otherwise, al resources must be XA. For more
information about transactions in the Application Server, see Chapter 12, “Using the
Transaction Service.”

The Connector 1.5 specification requires that if aresource adapter supports

XATr ansact i on, the ManagedConnect i on created from that resource adapter must support
both distributed and local transactions. Therefore, even if aresource adapter supports

XATr ansact i on, you can configure its connector connection pools as non-XA or without
transaction support for better performance. A non-XA resource adapter becomes the last
agent in the transactions in which it participates.
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The value of the connection pool configuration property t r ansact i on- support defaults
tothevalue of thet ransact i on- support property inthera. xm file. The connection
pool configuration property can overridether a. xm file property if the transaction level in
the connection pool configuration property is lower. If the value in the connection pool
configuration property is higher, it isignored.

Inbound Communication Support

The Connector 1.5 specification defines the transaction and message inflow system
contracts for achieving inbound connectivity from an EI'S. The message inflow contract also
serves as a standard message provider pluggability contract, thereby allowing various
message providers to seamlessly plug in their products with any application server that
supports the message inflow contract. In the inbound communication model, the EIS
initiates all communication to an application. An application can be composed of enterprise
beans (session, entity, or message-driven beans), which reside in an EJB container.

Incoming messages are received through a message endpoint, which is a message-driven
bean. This message-driven bean asynchronously consumes messages from a message
provider. An application can a so synchronously send and receive messages directly using
messaging style APIs.

A resource adapter supporting inbound communication provides an instance of an

Act i vat i onSpec JavaBean class for each supported message listener type. Each class
contains a set of configurable properties that specify endpoint activation configuration
information during message-driven bean deployment. Ther equi r ed- confi g- property
elementinthera. xni file providesalist of configuration property names required for each
activation specification. An endpoint activation failsif the required property values are not
specified. Values for the properties that are overridden in the message-driven bean’'s
deployment descriptor are applied to the Act i vat i onSpec JavaBean when the
message-driven bean is deployed.

Administered objects can also be specified for a resource adapter, and these JavaBeans are
specific to amessaging style or message provider. For example, some messaging styles may
need applications to use special administered objects (such as Queue and Topi ¢ objectsin
JMS). Applications use these objects to send and synchronously receive messages using
connection objects using messaging style APIs. For more information about administered
objects, see Chapter 14, “Using the Java Message Service.”
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Configuring a Message Driven Bean to Use a
Resource Adapter

The Connectors 1.5 specification’s message inflow contract provides a generic mechanism
to plug in awide-range of message providers, including JMS, into a 2EE-compatible
application server. Message providers use a resource adapter and dispatch messages to
message endpoints, which are implemented as message-driven beans.

The message-driven bean devel oper provides activation configuration information in the
message-driven bean’s ej b-j ar. xm file. Configuration information includes
messaging-style-specific configuration details, and possibly message-provider-specific
details as well. The message-driven bean deployer uses this configuration information to set
up the activation specification JavaBean. The activation configuration properties specified
inej b-j ar. xnm override configuration propertiesin the activation specification definition
inthera. xni file.

According to the EJB specification, the messaging-style-specific descriptor elements
contained within the activation configuration element are not specified because they are
specific to a messaging provider. In the following sample message-driven bean

ej b-j ar. xnm , amessage-driven bean has the following activation configuration property
names: dest i nati onType, Subscri pti onDurability, and MessageSel ect or .

<I-- Asanple MB that listens to a JM5 Topic -->
<I-- nessage-driven bean depl oynent descriptor -->

<activation-config>
<activation-config- property>
<activation-confi g- property- name>
desti nati onType
</ activation-confi g- property-nane>
<activation-confi g- property-val ue>
javax.j ms. Topic
</ activation-confi g-property-val ue>
</activation-config-property>
<activation-config- property>
<activation-confi g- property- name>
SubscriptionDurability
</ activation-confi g-property-nane>
<activation-confi g- property-val ue>
Durabl e
</ activation-config-property-val ue>
</activation-config-property>
<activation-config-property>
<activation-confi g- property- name>
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MessageSel ect or
</ activation-confi g-property-nane>
<activation-config- property-val ue>
JVMBType = 'car' AND col or = 'bl ue'
</ activation-confi g-property-val ue>
</ activation-config-property>

</ activation-config>

When the message-driven bean is deployed, the value for the r esour ce- adapt er-m d
element inthe sun- ej b-j ar. xni fileis set to the resource adapter module name that
delivers messages to the message endpoint (to the message-driven bean). In the following
example, thej msr a IMS resource adapter, which is the bundled resource adapter for the
Sun Java System Message Queue message provider, is specified as the resource adapter
module identifier for the Sanpl eMDB bean.

<sun-ej b-jar>
<enterpri se- beans>
<uni que-i d>1</ uni que- i d>
<ej b>
<ej b- nane>Sanpl eMXB</ ej b- name>
<j ndi - name>Sanpl eQueue</ j ndi - nane>
<I-- JNDI nane of the destination fromwhich nessages woul d
be delivered fromMB needs to listento -->

</ ejb>
<ndb- r esour ce- adapt er >
<r esour ce- adapt er - m d>j nmsr a</ r esour ce- adapt er - m d>
<!-- Resource Adapter Mdule Id that woul d deliver messages
to this message endpoint -->
</ mdb- r esour ce- adapt er >

</sun-ej b-jar>

When the message-driven bean is deployed, the Application Server usesthe

resour ceadapt er - m d setting to associate the resource adapter with a message endpoint
through the message inflow contract. This message inflow contract with the application
server gives the resource adapter a handle to the MessageEndpoi nt Fact ory and the

Acti vat i onSpec JavaBean, and the adapter uses this handle to deliver messages to the
message endpoint instances (which are created by the MessageEndpoi nt Fact or y).
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When amessage-driven bean first created for use on the Sun Java System Application
Server 7 is deployed, the Connector runtime transparently transforms the previous
deployment style to the current connector-based deployment style. If the deployer specifies
neither ar esour ce- adapt er - m d property nor the Message Queue resource adapter’s
activation configuration properties, the Connector runtime maps the message-driven bean to
the j msr a system resource adapter and converts the JM S-specific configuration to the

M essage Queue resource adapter’ s activation configuration properties.

Example Resource Adapter for Inbound
Communication

The inbound sampl e connector bundled with the Application Server isagood example of an
application utilizing the inbound connectivity contract of the J2EE Connector Architecture
1.5 specification. This sample connector is available at install_dir/ sanpl es/

connect or s/ apps/ mai | connect or.

This example connector shows how to create an inbound J2EE Connector Architecture
1.5-compliant resource adapter and deploy its components. It shows how these resource
adapters interact with other application components. The inbound sample resource adapter
allows message endpoints (that is, message-driven beans) to receive email messages
delivered to a specific mailbox folder on agiven mail server.

The application that is bundled along with thisinbound sample connector providesasimple
Remote Method Invocation (RMI) backend service that allows the user to monitor the
mailbox folders specified by the message-driven beans. The sample application also
contains a sample message-driven bean that illustrates how the activation configuration
specification properties of the message-driven bean provide the configuration parameters
that the backend and resource adapter require to monitor a specific mailbox folder.

The onMessage method of the message-driven bean uses the JavaMail API to send areply
acknowledging the receipt of the message. Thisreply is sufficient to verify that the full
process is working.
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Developing Lifecycle Listeners

Lifecycle listener modules provide a means of running short or long duration Java-based
tasks within the application server environment, such as instantiation of singletons or RM|I
servers. These modules are automatically initiated at server startup and are notified at
various phases of the server life cycle.

All lifecycle module classes and interfaces arein theinstall_dir/ | i b/ appserv-rt.jar
file.

The following sections describe how to create and use a lifecycle listener module:
e Server Life Cycle Events

e TheLifecycleListener Interface

» ThelLifecycleEvent Class

»  The Server Lifecycle Event Context

» Deploying aLifecycle Module

e Considerationsfor Lifecycle Modules

Server Life Cycle Events

A lifecycle module listens for and performsits tasks in response to the following eventsin
the server life cycle:

» Afterthel NI T_EVENT, the server reads the configuration, initializes built-in
subsystems (such as security and logging services), and creates the containers.

» After the STARTUP_EVENT, the server loads and initializes deployed applications.

e After the READY_EVENT, the server isready to service requests.
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e After the SHUTDONN_EVENT, the server destroys loaded applications and stops.

»  After the TERM NATI ON_EVENT, the server closes the containers, the built-in
subsystems, and the server runtime environment.

These events are defined in the Li f ecycl eEvent class.

The lifecycle modules that listen for these events implement the Li f ecycl eLi st ener
interface.

The LifecycleListener Interface

To create alifecycle module is to configure a customized class that implements the
com sun. appserv. server. Li f ecycl eLi st ener interface. You can create and
simultaneously execute multiple lifecycle modules.

ThelLi f ecycl eLi st ener interface defines this method:

e public void handl eEvent (com sun. appserv. server. Li f ecycl eEvent
event) throws Serverlifecycl eException

This method respondsto a lifecycle event and throws a
com sun. appserv. server. Server Li f ecycl eExcepti on if an error occurs.

A sample implementation of the Li f ecycl eLi st ener interface isthe
Li f ecycl eLi st ener | npl . j ava file, which you can use for testing lifecycle events.

The LifecycleEvent Class

The com sun. appserv. server. Li f ecycl eEvent classdefines a server life cycle event.
The following methods are associated with the event:

* public java.lang. bject getData()
This method returns the data associated with the event.
* public int getEventType()

This method returns the type of the last event, whichis 1 NI T_EVENT, STARTUP_EVENT,
READY_EVENT, SHUTDOMN_EVENT, or TERM NATI ON_EVENT.

e public com sun. appserv. server. Li f ecycl eEvent Cont ext
get Li f ecycl eEvent Cont ext ()

This method returns the lifecycle event context, described next.
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A Li f ecycl eEvent instanceispassedtothelLi f ecycl eLi st ener . handl eEvent method.

The Server Lifecycle Event Context

The com sun. appserv. server. Li f ecycl eEvent Cont ext interface exposes runtime
information about the server. The lifecycle event context is created when the

Li fecycl eEvent classisinstantiated at server initialization. The

Li f ecycl eEvent Cont ext interface defines these methods:

public java.lang. String[] getQOrdLi neArgs()

This method returns the server startup command-line arguments.
public java.lang. String getlnstall Root ()

This method returns the server installation root directory.

public java.lang. String getlnstanceNamne()

This method returns the server instance name.

public javax.nam ng.Initial Context getlnitial Context()

This method returns the initial INDI naming context. The naming environment for
lifecycle modulesisinstalled after the STARTUP_EVENT. A lifecycle module can look
up any resource by itsj ndi - nane attribute after the READY EVENT.

If alifecycle module needs to look up resources, it can do so after the READY_EVENT. It
can usetheget | ni tial Cont ext () method to get the initial context to which all the
resources are bound.

Deploying a Lifecycle Module

Y ou can deploy alifecycle module using the following toals:

In the Administration Console, open the Applications component and go to the
Lifecycle Modules page. For details, see the Sun Java System Application Server
Administration Guide.

Usetheasadm n create-|ifecycl e- nodul e command. For details, see the Sun
Java System Application Server Reference Manual.

After you deploy alifecycle module, you must restart the server to activate it. The server
instantiates it and registersit asalifecycle event listener at server initialization.
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NOTE If theis-failure-fatal settingissettotrue (thedefaultisf al se),
lifecycle module failure prevents server initialization or startup, but not
shutdown or termination.

Considerations for Lifecycle Modules
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The resources allocated at initialization or startup should be freed at shutdown or
termination. The lifecycle module classes are called synchronously from the main server
thread, therefore it isimportant to ensure that these classes don’t block the server. Lifecycle
modul es can create threads if appropriate, but these threads must be stopped in the
shutdown and termination phases.

The LifeCycleModule Classloader is the parent classloader for lifecycle modules. Each
lifecycle module'scl asspat h in domai n. xm isused to construct its classloader. All the
support classes needed by alifecycle module must be available to the LifeCycleModule
Classloader or its parent, the Connector Classloader.

Y ou must ensure that the ser ver . pol i cy fileisappropriately set up, or alifecycle module
trying to perform aSyst em exec() might cause a security access violation. For details, see
“The server.policy File’ on page 45.

The configured properties for alifecycle module are passed as properties after the

I Nl T_EVENT. The INDI naming context is not available before the STARTUP_EVENT. If a
lifecycle modul e requires the naming context, it can get this after the STARTUP_EVENT,
READY_EVENT, or SHUTDOAN_EVENT.
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Chapter 11

Using the JDBC API for Database
Access

This chapter describes how to use the Java™ Database Connectivity (JDBC™) API for
database access with the Sun Java System Application Server. This chapter also provides
high level JDBC implementation instructions for servlets and EJB™ components using the
Sun Java System Application Server. The Sun Java System Application Server supports the
JDBC 3.0 API, which encompasses the JIDBC 2.0 Optional Package API.

The JDBC specifications are available here:

http://java. sun. coni product s/ j dbc/ downl oad. ht m
A useful JDBC tutorial islocated here:

http://java. sun. com docs/ books/t utorial /j dbc/ i ndex. ht m

For explanations of two-tier and three-tier database access models, see the Sun Java System
Application Server Administration Guide.

NOTE Sun Java System Application Server does not support connection pooling
or transactions for an application’s database access if it does not use
standard J2EE™ Dat aSour ce objects.

This chapter discusses the following topics:

e General Stepsfor Creating a JDBC Resource
»  Creating Applications That Use the JDBC API
»  Configurations for Specific JDBC Drivers
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General Steps for Creating a JDBC Resource
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To prepare a JDBC resource for use in J2EE applications deployed to the Sun Java System
Application Server, perform the following tasks:

* Integrating the JDBC Driver
e Creating a Connection Pool
e Testing a Connection Pool

»  Creating aJDBC Resource

For information about how to configure some specific JDBC drivers, see the Sun Java
System Application Server Administration Guide.

Integrating the JDBC Driver

To use JDBC features, you must choose a JDBC driver to work with the Sun Java System
Application Server, then you must set up the driver. This section covers these topics:

e Supported Database Drivers
» Making the JDBC Driver JAR Files Accessible

Supported Database Drivers

Supported JDBC drivers are those that have been fully tested by Sun. For alist of the JDBC
drivers currently supported by the Sun Java System Application Server, see the Sun Java
System Application Server 8.1 Release Notes. For configurations of supported and other
drivers, see the Sun Java System Application Server Administration Guide.

NOTE Because the drivers and databases supported by the Sun Java System
Application Server are constantly being updated, and because database
vendors continue to upgrade their products, always check with Sun
technical support for the latest database support information.

Making the JDBC Driver JAR Files Accessible

To integrate the JDBC driver into a Sun Java System Application Server domain, copy the
JAR filesinto the domain_dir/ | i b/ ext directory, then restart the server. This makes
classes accessible to any application or module across the domain. For more information
about Sun Java System Application Server class oaders, see “ Classloaders’ on page 73.
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Creating a Connection Pool

When you create a connection pool that uses JDBC technology (“JDBC connection pool™)
in the Sun Java System Application Server, you can define many of the characteristics of
your database connections.

Y ou can create a JDBC connection pool in one of these ways:

* Inthe Administration Console, open the Resources component, open the JIDBC
component, and select Connection Pools. For details, see the Sun Java System
Application Server Administration Guide.

e Usetheasadm n create-jdbc-connecti on- pool command. For details, see the
Sun Java System Application Server Reference Manual.

Testing a Connection Pool

Y ou can test a JDBC connection pool for usability in one of these ways:

* Inthe Administration Console, open the Resources component, open the JIDBC
component, select Connection Pools, and select the connection pool you want to test.
Then select the Ping button in the top right corner of the page. For details, see the Sun
Java System Application Server Administration Guide.

* Usetheasadnin ping-connecti on-pool command. For details, see the Sun Java
System Application Server Reference Manual

Both these commands fail and display an error message unless they successfully connect to
the connection pool.

For information about how to tune a connection pool, see the Sun Java System Application
Server Performance Tuning Guide.

Creating a JDBC Resource

A JDBC resource, also called a data source, lets you make connections to a database using
get Connect i on() . Create a JDBC resource in one of these ways:

* Inthe Administration Console, open the Resources component, open the JIDBC
component, and select JDBC Resources. For details, see the Sun Java System
Application Server Administration Guide.

* Usetheasadm n create-j dbc-resour ce command. For details, see the Sun Java
System Application Server Reference Manual.
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Creating Applications That Use the JDBC API

An application that uses the JDBC API is an application that looks up and connectsto one
or more databases. This section covers these topics:

»  Sharing Connections
e Obtaining a Physical Connection from a Wrapped Connection
e Using Non-Transactional Connections

» Using JDBC Transaction Isolation Levels

Sharing Connections

When multiple connections acquired by an application use the same JDBC resource, the
connection pool provides connection sharing within the same transaction scope. For
example, suppose Bean A starts atransaction and obtains a connection, then calls a method
in Bean_B. If Bean_ B acquires a connection to the same JDBC resource with the same
sign-on information, and if Bean_A compl etes the transaction, the connection can be
shared.

Connections obtained through a resource are shared only if the resource reference declared
by the J2EE component allowsiit to be shareable. Thisis specified in acomponent’s
deployment descriptor by setting ther es- shar i ng- scope element to Shar eabl e for the
particular resource reference. To turn off connection sharing, set r es- shar i ng- scope to
Unshar eabl e.

For general information about connections and JDBC URLS, see the Sun Java System
Application Server Administration Guide.

Obtaining a Physical Connection from a
Wrapped Connection

The Dat aSour ce implementation in the Sun Java System Application Server provides a
get Connect i on method that retrieves the JIDBC driver's SQLConnect i on from the
Application Server's Connect i on wrapper. The method signature is as follows:

public java.sql.Connection getConnection(java.sql.Connection con) throws
java. sqgl . SQLException
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For example:
Initial Context ctx = new Initial Context();

com sun. appserv. Dat aSour ce ds = (com sun. appserv. Dat aSour ce)
ct x. | ookup("j dbc/ M/Base") ;

Connection con = ds. get Connection();
Connection drivercon = ds. get Connection(con);
/1 Do db operations.

con. cl ose();

Using Non-Transactional Connections

The Dat aSour ce implementation in the Sun Java System Application Server provides a
get NonTxConnect i on method, which retrieves a JIDBC connection that is not in the scope
of any transaction. There are two variants, as follows:

public java.sql.Connection get NonTxConnection() throws
java. sqgl . SQLException

public java. sqgl. Connection get NonTxConnection(String user, String password)
throws java. sql . SQLException

Another way to get a non-transactional connection isto create a resource with the JINDI
name ending in __nont x. Thisforces al connections looked up using this resource to be
non transactional.

Typically, aconnection is enlisted in the context of the transaction in which a
get Connect i on call isinvoked. However, a non-transactional connection isnot enlisted in
atransaction context even if atransaction isin progress.

The main advantage of using non-transactional connections isthat the overhead incurred in
enlisting and delisting connections in transaction contexts is avoided. However, use such
connections carefully. For example, if a non-transactional connection is used to query the
database while atransaction isin progress that modifies the database, the query retrievesthe
unmodified datain the database. Thisis because the in-progress transaction hasn’t
committed. For another example, if a non-transactional connection modifies the database
and atransaction that is running simultaneously rolls back, the changes made by the
non-transactional connection are not rolled back.

Hereisatypical use case for anon-transactional connection: acomponent that is updating a
database in a transaction context spanning over several iterations of aloop can refresh
cached data by using a non-transactional connection to read data before the transaction
commits.
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Using JDBC Transaction Isolation Levels

For general information about transactions, see Chapter 12, “Using the Transaction
Service,” and the Sun Java System Application Server Administration Guide. For
information about last agent optimization, which can improve performance, see
“Transaction Scope” on page 260.

Not all database vendors support al transaction isolation levels available in the JDBC API.
The Sun Java System Application Server permits specifying any isolation level your
database supports. The following table defines transaction isolation levels.

Table 11-1 Transaction Isolation Levels

Transaction Isolation Level Description

TRANSACTION_READ UNCOW TTED Dirty reads, non-repeatable reads and phantom reads can occur.

TRANSACTION_READ COMM TTED Dirty reads are prevented; non-repeatable reads and phantom reads can
occur.

TRANSACTION_REPEATABLE _READ Dirty reads and non-repeatable reads are prevented; phantom reads can
occur.

TRANSACTION_SERI ALI ZABLE Dirty reads, non-repeatable reads and phantom reads are prevented.
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Note that you cannot call set Transact i onl sol ati on() during atransaction.

Y ou can set the default transaction isolation level for a JDBC connection pool. For details,
see “ Creating a Connection Pool” on page 243.

To verify that alevel is supported by your database management system, test your database
programmatically using the suppor t sTransact i onl sol ati onLevel () methodin
j ava. sql . Dat abaseMet aDat a, as shown in the following example:

java. sql . Dat abaseMet aDat a db;
i f (db.supportsTransactionlsol ati onLevel ( TRANSACTI ON_SER ALI ZABLE)
{ Connecti on. set Transacti onl sol at i on( TRANSACTI CN_SERI ALI ZABLE) ; }

For more information about these isolation levels and what they mean, see the JDBC 3.0
API specification.

NOTE Applications that change the isolation level on apooled connection
programmatically risk polluting the pool, which can lead to errors.
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Configurations for Specific JDBC Drivers

Sun Java System Application Server 8.1 is designed to support connectivity to any database
management system with a corresponding JDBC driver. The following JDBC driver and
database combinations are supported. These combinations have been tested with Sun Java
System Application Server 8.1 and are found to be J2EE compatible. They are aso
supported for CMP.

e PointBase Type4 Driver

e SunJava System JDBC Driver for DB2 Databases

e SunJava System JDBC Driver for Oracle 8.1.7 and 9.x Databases

*  SunJava System JDBC Driver for Microsoft SQL Server Databases
*  SunJava System JDBC Driver for Sybase Databases

 |BM DB28.1 Type2 Driver

e JConnect/Type4 Driver for Sybase ASE 12.5 Databases

For an up to date list of currently supported JDBC drivers, see the Sun Java System
Application Server 8.1 Release Notes.

Other JDBC drivers can be used with Sun Java System Application Server Platform Edition
8.1, but J2EE compliance tests have not been completed with these drivers. Although Sun
offers no product support for these drivers, Sun offers limited support of the use of these
drivers with the Sun Java System Application Server.

* Inet Oraxo JDBC Driver for Oracle 8.1.7 and 9.x Databases

* Inet MerliaJDBC Driver for Microsoft SQL Server Databases
* Inet Sybelux JDBC Driver for Sybase Databases

e Oracle Thin/Type4 Driver for Oracle 8.1.7 and 9.x Databases
e OCI Oracle Type2 Driver for Oracle 8.1.7 and 9.x Databases
e IBM Informix Typed Driver

* MM MySQL Type4 Driver

» CloudScape 5.1 Type4 Driver

For details about how to integrate a JDBC driver and how to use the Administration
Console or the command line interface to implement the configuration, see the Sun Java
System Application Server Administration Guide.

Chapter 11 Using the JDBC API for Database Access 247



Configurations for Specific JDBC Drivers

248

NOTE An Oracle database user running the capt ur e- schenma command needs

ANALYZE ANY TABLE privilegesif that user does not own the schema.
These privileges are granted to the user by the database administrator. For
information about capt ur e- schema, see “ Using the capture-schema
Utility” on page 198.

PointBase Type4 Driver

The PointBase JDBC driver isincluded with the Sun Java System Application Server by
default, except for the Solaris bundled installation, which does not include PointBase.
Therefore, unless you have the Solaris bundled installation, you do not need to integrate this
JDBC driver with the Sun Java System Application Server.

PointBase is intended for evaluation use only, not for production or deployment use.

The JAR file for the PointBase driver ispbcl i ent . j ar.

Configure the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: Poi nt Base

Datasour ce Classname: one of the following:

com poi nt base. j dbc. j dbcDat aSour ce

com poi nt base. xa. xaDat aSour ce

Properties:

o user - Specify the database user.

o password - Specify the database password.

o dat abaseNane - Specify the URL of the database. The syntax is as follows:

j dbc: poi nt base: server: // server: port/ doname, new
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Sun Java System JDBC Driver for DB2
Databases

The JAR filesfor thisdriver aresnbase. j ar, sndb2. j ar,andsnuti | . j ar. Configurethe
connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: DB2

Datasour ce Classname: com sun. sql . j dbcx. db2. DB2Dat aSour ce

Properties:

u]

u]

u]

[n}

[n}

server Nane - Specify the host name or IP address of the database server.
por t Nunber - Specify the port number of the database server.

dat abaseNane - Set as appropriate.

user - Set as appropriate.

passwor d - Set as appropriate.

URL: j dbc: sun: db2: / / serverName: portNumber; dat abaseName=databaseName

Sun Java System JDBC Driver for Oracle 8.1.7
and 9.x Databases

The JAR filesfor thisdriver aresnbase. j ar, snoracl e. jar,andsnuti |l . j ar. Configure
the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: O acl e

Datasour ce Classname: com sun. sql . j dbcx. oracl e. O acl eDat aSour ce

Properties:

[n}

[n}

ser ver Nane - Specify the host name or P address of the database server.

por t Nunber - Specify the port number of the database server.
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o S D- Set asappropriate.
o user - Set asappropriate.
o password - Set as appropriate.
* URL:jdbc: sun:oracl e:// serverName] : portNumber] [ ; SI D=databaseName]

Sun Java System JDBC Driver for Microsoft SQL
Server Databases

The JAR filesfor thisdriver are snbase. j ar, snsql server.jar,andsmtil .jar.
Configure the connection pool using the following settings:

* Name: Use this name when you configure the JDBC resource later.

» Resource Type: Specify the appropriate value.

e Database Vendor: nssql

» Datasource Classname: com sun. sql . j dbcx. sql server. SQLSer ver Dat aSour ce
* Properties:

o server Nane - Specify the host name or IP address and the port of the database
server.

o port Nunber - Specify the port number of the database server.
o user - Set asappropriate.

o password - Set as appropriate.

o sel ect Met hod - Set to cur sor .

 URL:jdbc: sun: sqgl server:// serverName| : portNumber]

Sun Java System JDBC Driver for Sybase
Databases

The JAR filesfor thisdriver aresnbase. j ar, snsybase. jar,andsnuti | . j ar. Configure
the connection pool using the following settings:

* Name: Use this name when you configure the JDBC resource later.

» Resource Type: Specify the appropriate value.
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Database Vendor: Sybase

Datasour ce Classname: com sun. sql . j dbcx. sybase. SybaseDat aSour ce

Properties:

[n}

u]

u]

[n}

[n}

server Nane - Specify the host name or |1P address of the database server.
por t Nunber - Specify the port number of the database server.

dat abaseNane - Set as appropriate. Thisis optional.

user - Set as appropriate.

passwor d - Set as appropriate.

URL: j dbc: sun: sybase: / / serverName] : portNumber]

IBM DB2 8.1 Type2 Driver

The JAR filesfor the DB2 driver aredb2j cc. j ar, db2j cc_| i cense cu.jar, and
db2j ava. zi p. Set environment variables as follows:

LD LI BRARY_PATH=/ usr/db2user/sqllib/lib: ${j 2ee. home}/lib
DB2DI R=/ opt/ | BM db2/ V8. 1

DB2I NSTANCE=db2user

| NSTHOVE=/ usr / db2user

WBPATH=/ usr / db2user/sql | i b

THREADS FLAG=nati ve

Configure the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: DB2

Datasour ce Classname: com i bm db2. j cc. DB2Si npl eDat aSour ce

Properties:

u]

u]

u]

user - Set as appropriate.
passwor d - Set as appropriate.
dat abaseNane - Set as appropriate.
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u]

[n}

driver Type - Set to 2.

def er Prepares - Settof al se.

JConnect/Type4 Driver for Sybase ASE 12.5
Databases

The JAR filefor the Sybase driver isj conn2. j ar . Configure the connection pool using the
following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: Sybase

Datasour ce Classname: one of the following:

com sybase. j dbc2. j dbc. SybDat aSour ce
com sybase. j dbc2. j dbc. SybXADat aSour ce

Properties:

u]

[n}

[n}

server Nane - Specify the host name or IP address of the database server.
por t Nunber - Specify the port number of the database server.

user - Set as appropriate.

passwor d - Set as appropriate.

dat abaseNane - Set as appropriate. Do not specify the complete URL, only the
database name.

BE_AS_JDBC COMPLI ANT_AS_PCSSI BLE - Settot r ue.
FAKE_METADATA - Settot r ue.
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Inet Oraxo JDBC Driver for Oracle 8.1.7 and 9.x
Databases

The JAR filefor the Inet Oracle driver isOr anxo. j ar . Configure the connection pool using
the following settings:

Name: Use this name when you configure the JIDBC resource later.

Resour ce Type: Specify the appropriate value.

Database Vendor: O acl e

Datasour ce Classname: com i net . or a. Or aDat aSour ce

Properties:

u]

u]

u]

user - Specify the database user.

passwor d - Specify the database password.

servi ceNane - Specify the URL of the database. The syntax is asfollows:
jdbc: i net ora: server: port: doname

For example:

jdbc:inetora:local host: 1521: payrol | db

In this example,l ocal host isthe host name of the machine running the Oracle
server, 1521 isthe Oracle server’s port number, and payr ol | db isthe SID of the
database. For more information about the syntax of the database URL, see the
Oracle documentation.

server Nane - Specify the host name or |1P address of the database server.
port - Specify the port number of the database server.

st reanst ol ob - If the size of BLOB or CLOB datatypes exceeds 4 KB and this
driver isused for CMP, this property must be settot r ue.

xa-dri ver - does- not - support - non-t x- oper ati ons - Set to thevaluetr ue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. Might degrade performance.

Asan dternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.
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Inet Merlia JDBC Driver for Microsoft SQL
Server Databases

The JAR file for the Inet Microsoft SQL Server driverisMerl i a. j ar . Configure the
connection pool using the following settings:

* Name: Use this name when you configure the JDBC resource later.
» Resource Type: Specify the appropriate value.

» Database Vendor: nssql

» Datasource Classname: com i net . t ds. TdsDat aSour ce

* Properties:

o server Nane - Specify the host name or IP address and the port of the database
server.

o port - Specify the port number of the database server.
o user - Set asappropriate.
o password - Set as appropriate.

Inet Sybelux JDBC Driver for Sybase Databases

The JAR file for the Inet Sybase driver is Sybel ux. j ar . Configure the connection pool
using the following settings:

* Name: Use this name when you configure the JDBC resource later.
» Resource Type: Specify the appropriate value.
» Database Vendor: Sybase
» Datasource Classname: com i net . syb. SybDat aSour ce
* Properties:
o server Nane - Specify the host name or IP address of the database server.
o port Nunber - Specify the port number of the database server.
o user - Set asappropriate.
o password - Set as appropriate.

o dat abaseNane - Set as appropriate. Do not specify the complete URL, only the
database name.
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Oracle Thin/Type4 Driver for Oracle 8.1.7 and
9.x Databases

The JAR file for the Oracle driver isoj dbc14. j ar . Configure the connection pool using
the following settings:

Name: Use this name when you configure the JDBC resource later.
Resour ce Type: Specify the appropriate value.
Database Vendor: O acl e
Datasour ce Classname: one of the following:
oracl e. jdbc. pool . Oracl eDat aSour ce
oracl e.jdbc. xa. client. O acl eXADat aSour ce
Properties:
o user - Set asappropriate.
o password - Set as appropriate.
o URL - Specify the complete database URL using the following syntax:
j dbc: oracl e: t hi n; [ user/ password] @wos : port] / service
For example:
jdbc: oracl e: thin: @ocal host : 1521: cust oner _db

o Xxa-driver-does-not-support-non-tx-operations - Settothevauetrue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. Might degrade performance.

Asan aternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.

NOTE Y ou must set the or acl e- xa- r ecover y- wor kar ound property in the

Transaction Service for recovery of global transactions to work correctly.
For details, see“ Transaction Scope” on page 260.

When using this driver, it is not possible to insert more than 2000 bytes of
datainto acolumn. To circumvent this problem, use the OCI driver (JDBC

type 2).
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OCI Oracle TypeZ2 Driver for Oracle 8.1.7 and 9.x
Databases

The JAR file for the OCI Oracle driver isoj dbc14. j ar . Make sure that the shared library
isavailable through LD_LIBRARY_PATH and that the ORACLE_HOME property is set.
Configure the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.
Resour ce Type: Specify the appropriate value.
Database Vendor: O acl e
Datasour ce Classname: one of the following:
oracl e. j dbc. pool . O acl eDat aSour ce
oracl e.jdbc. xa. client. O acl eXADat aSour ce
Properties:
o user - Set asappropriate.
o password - Set as appropriate.
o URL - Specify the complete database URL using the following syntax:
j dbc: oracl e: oci : [ user/ password] @od] : port] / service
For example:
jdbc: oracl e: oci : @ocal host: 1521: cust orer _db

o xa-driver-does-not-support-non-tx-operations - Settothevauetrue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. Might degrade performance.

Asan aternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.

IBM Informix Type4 Driver

Configure the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.
Resour ce Type: Specify the appropriate value.

Database Vendor: | nf or m x
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Datasour ce Classname: one of the following:

com i nf ormi x. j dbcx. | f xDat aSour ce

com i nf orm x. j dbcx. | f xXADat aSour ce

Properties:

o server Nane - Specify the Informix database server name.

o port Nunber - Specify the port number of the database server.
o user - Set asappropriate.

o password - Set as appropriate.

o dat abaseNane - Set as appropriate. Thisis optional.

o 1fxI FXHost - Specify the host name or IP address of the database server.

MM MySQL Type4 Driver

Configure the connection pool using the following settings:

Name: Use this name when you configure the JIDBC resource later.
Resour ce Type: Specify the appropriate value.

Database Vendor: nysq|

Datasour ce Classname: one of the following:

comnysql . j dbc. j dbc2. optional . Mysgl Connect i onPool Dat aSour ce
comnysql . j dbc. j dbc2. optional . Mysgl XaConnect i onPool Dat aSour ce
Properties:

o server Nane - Specify the host name or IP address of the database server.
o port - Specify the port number of the database server.

o user - Set asappropriate.

o password - Set as appropriate.

o dat abaseNane - Set as appropriate.

o UWRL - If you are using global transactions, you can set this property instead of
server Nane, port, and dat abaseName.
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The MM MySQL Type4 driver doesn’t provide a method to set the required
rel axAut oCommi t property, so you must set it indirectly by setting the URL property:

j dbc: nysql : // hogt: port/ database?r el axAut oCormmi t ="t r ue"

CloudScape 5.1 Type4 Driver

The JAR filesfor the CloudScape driver aredb?2j . j ar,db2j t ool s. j ar, db2j cvi ew. | ar,
jh.jar,db2jcc.jar,anddb2j net. | ar. Configure the connection pool using the
following settings:

* Name: Use this name when you configure the JDBC resource later.
» Resource Type: Specify the appropriate value.
» Database Vendor: d oudscape
» Datasource Classname: com i bm db2. j cc. DB2Dat aSour ce
* Properties:
o user - Set asappropriate.
o password - Set as appropriate.
o dat abaseNane - Set as appropriate.
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Chapter 12

Using the Transaction Service

The J2EE platform provides several abstractions that simplify development of dependable
transaction processing for applications. This chapter discusses J2EE transactions and
transaction support in the Sun Java System Application Server.

This chapter contains the following sections:
e Transaction Resource Managers

e Transaction Scope

e Configuring the Transaction Service

e Transaction Logging

For more information about the Java™ Transaction APl (JTA) and Java™ Transaction
Service (JTS), seethe Sun Java System Application Server Administration Guide and the
following sites:

http://java. sun. com products/jta/

http://java. sun. com products/jts/

Y ou might also want to read the chapter on transactions in the J2EE tutorial:
http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m
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Transaction Resource Managers

Transaction Resource Managers

There are three types of transaction resource managers:

» Databases- Use of transactions prevents databases from being left in inconsistent states
due to incomplete updates. For information about JDBC transaction isolation levels,
see “Using JDBC Transaction Isolation Levels’ on page 246.

Sun Java System Application Server supports avariety of JDBC™ XA drivers. For a
list of the JDBC drivers currently supported by the Sun Java System Application
Server, see the Sun Java System Application Server 8.1 Release Notes. For
configurations of supported and other drivers, see the Sun Java System Application
Server Administration Guide.

e Java™ Message Service (JMS) Providers - Use of transactions ensures that messages
arereliably delivered. Sun Java System Application Server isintegrated with Sun Java
System Message Queue, afully capable IMS provider. For more information about
transactions and the IMS AP, see Chapter 14, “Using the Java M essage Service.”

e J2EE™ Connector Architecture (CA) components - Use of transactions prevents
legacy EIS systems from being left in inconsistent states due to incomplete updates.

For details about how transaction resource managers, the transaction service, and
applications interact, see the Sun Java System Application Server Administration Guide.

NOTE In the Sun Java System Application Server, the transaction manager is a
privileged interface. However, applications can access User Tr ansact i on.
For more information, see “Naming Environment for J2EE Application
Components’ on page 264.

Transaction Scope
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A local transaction involves only one non-XA resource and requires that all participating
application components execute within one process. Local transaction optimization is
specific to the resource manager and is transparent to the J2EE application.

In Sun Java System Application Server, aJDBC resource is non-XA if it meets any of the
following criteria:

e Inthe JDBC connection pool configuration, the datasource class does not implement
thej avax. sql . XADat aSour ce interface.

» The Global Transaction Support box is not checked, or the Resource Type setting does
not exist or isnot set to j avax. sql . XADat aSour ce.
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A transaction remains local if the following conditions remain true:

» Oneand only one non-XA resourceis used. If any additional non-XA resource is used,
the transaction is aborted.

» No transaction importing or exporting occurs.

Transactions that involve multiple resources or multiple participant processes are
distributed or global transactions. A global transaction can involve one non-XA resource if
last agent optimization is enabled. Otherwise, al resourced must be XA. The

use- | ast - agent - opti m zat i on property issettot r ue by default. For details about how
to set this property, see “ Configuring the Transaction Service” on page 262.

If only one XA resource is used in atransaction, one-phase commit occurs, otherwise the
transaction is coordinated with a two-phase commit protocol.

A two-phase commit protocol between the transaction manager and all the resources
enlisted for atransaction ensures that either all the resource managers commit the
transaction or they all abort. When the application requests the commitment of a
transaction, the transaction manager issues a PREPARE_TO COW T request to al the
resource managers involved. Each of these resources canin turn send areply indicating
whether it is ready for commit (PREPARED) or not (NO). Only when all the resource
managers are ready for acommit does the transaction manager issue a commit request
(caw T) to al the resource managers. Otherwise, the transaction manager issues arollback
request (ABORT) and the transaction is rolled back.

Sun Java System Application Server provides workarounds for some known issues with the
recovery implementations of the following JDBC drivers. These workarounds are used
unless explicitly disabled.

»  Oraclethin driver - The XAResour ce. r ecover method repeatedly returns the same set
of in-doubt Xids regardless of the input flag. According to the XA specifications, the
Transaction Manager initialy calls this method with TMSTARTSCAN and then with
TMNOFLAGS repeatedly until no Xids are returned. The XAResour ce. conmi t
method also has some issues.

To disable the Sun Java System Application Server workaround, set the
or acl e- xa- r ecover y- wor kar ound property valueto f al se. For details about how
to set this property, see “ Configuring the Transaction Service” on page 262.

NOTE These workarounds do not imply support for any particular JDBC driver.
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Configuring the Transaction Service

Y ou can configure the transaction service in Sun Java System Application Server in the
following ways:

server

server.
server.
server.
server.

.transacti on-
transacti on-
transacti on-
transacti on-
transacti on-

To configure the transaction service using the Administration Console, open the
Transaction Service component under the relevant configuration. For details, see the
Sun Java System Application Server Administration Guide.

To configure the transaction service, usethe asadnmi n set command to set the
following attributes:

servi ce.
servi ce.
servi ce.
servi ce.
servi ce.
servi ce.

server.transaction-
server.transaction-
server.transaction-
server.transaction-
server.transaction-
server.transaction-

aut omati c-recovery = fal se
heuri sti c-deci sion = rol | back
keypoi nt-interval = 2048
retry-timeout-in-seconds = 600
timeout-in-seconds = 0
tx-1og-dir = domain_dir/ | ogs

Y ou can also set these properties:

servi ce. property. oracl e- xa-recovery-wor karound = fal se

servi ce. property. di sabl e-di stributed-transaction-logging = fal se
servi ce. property. xaresour ce-txn-ti meout = 600

servi ce. property. pendi ng-t xn-cl eanup-interval = 60

service. property. use-1|ast-agent-optimzation = true

You can usetheasadni n get command to list all the transaction service attributes and
properties. For details, see the Sun Java System Application Server Reference Manual.

Transaction Logging

The transaction service writes transactional activity into transaction logs so that transactions
can be recovered. Y ou can control transaction logging in these ways:
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Set the location of the transaction log files using the Transaction Log Location setting
in the Administration Console, or set thet x- | og-di r attribute using theasadni n set
command.

Turn off transaction logging by setting the
di sabl e-di stri but ed-transacti on-1 oggi ng property tot r ue. Do thisonly if
performance is more important than transaction recovery.
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Using the Java Naming and Directory
Interface

A naming service maintains a set of bindings, which relate names to objects. The 2EE™
naming service is based on the Java Naming and Directory Interface™ (IJNDI) API. The
JNDI API alows application components and clients to look up distributed resources,
services, and EJB™ components. For general information about the INDI API, see:

http://java. sun. com product s/ j ndi/

Y ou can also see the INDI tutoria at:
http://java. sun. com products/jndi/tutorial/
This chapter contains the following sections:

»  Accessing the Naming Context

»  Configuring Resources

»  Mapping References

Accessing the Naming Context

Sun Java System Application Server provides a naming environment, or context, which is
compliant with standard J2EE 1.4 requirements. A Cont ext object provides the methods
for binding names to objects, unbinding names from objects, renaming objects, and listing
the bindings. Thel ni ti al Cont ext isthe handle to the J2EE naming service that
application components and clients use for lookups.

The INDI API aso provides subcontext functionality. Much like adirectory in afile
system, a subcontext is a context within a context. This hierarchical structure permits better
organization of information. For naming services that support subcontexts, the Cont ext
class also provides methods for creating and destroying subcontexts.
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Accessing the Naming Context

The rest of this section covers these topics:

»  Naming Environment for J2EE Application Components

» Accessing EJB Components Using the CosNaming Naming Context
» Accessing EJB Componentsin a Remote Application Server

*  Naming Environment for Lifecycle Modules

NOTE Each resource within a server instance must have a unique name. However,
two resources in different server instances or different domains can have
the same name.

Naming Environment for J2EE Application
Components

The namespace for objects looked up in a J2EE environment is organized into different
subcontexts, with the standard prefix j ava: conp/ env.

The following table describes standard INDI subcontexts for connection factoriesin the
Sun Java System Application Server.

Table 13-1 Standard JNDI Subcontexts for Connection Factories

Resource
Manager Connection Factory Type JNDI Subcontext
JDBC™ j avax. sql . Dat aSour ce j ava: conp/ env/ j dbc
Transaction Service javax.transaction. User Transacti on java: conp/ User Transacti on
JMS j avax.j ms. Topi cConnect i onFact ory java: conp/ env/ j ns

j avax. j ms. QueueConnecti onFact ory
JavaMail™ javax. mai |l . Sessi on j ava: conp/ env/ nai |
URL java. net. URL j ava: conp/ env/ url
Connector j avax. resource. cci . Connect i onFact ory java: conp/ env/ ei s
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Accessing EJB Components Using the
CosNaming Naming Context

The preferred way of accessing the naming service, even in code that runs outside of a J2EE
container, isto usethe no-argument I ni ti al Cont ext constructor. However, if EJB client
code explicitly instantiatesan | ni t i al Cont ext that points to the CosNaming naming
service, it is necessary to set these properties in the client VM when accessing EJB
components:

-Dj avax. rm . OORBA Wil A ass=com sun. corba. ee. i npl . javax.rm . CORBA Wil
- Dor g. ong. OORBA. CRBA ass=com sun. cor ba. ee. i npl . or b. ORBI npl
- Dor g. ong. OORBA. CRBSI ngl et ond ass=com sun. cor ba. ee. i npl . or b. ORBSi ngl et on

-Dj ava. nam ng. factory.initial =com sun. j ndi . cosnam ng. ONCt xFact ory

Accessing EJB Components in a Remote
Application Server

The recommended approach for looking up an EJB component in aremote Application
Server from aclient that is a servlet or EJB component isto use the Interoperable Naming
Service syntax. Host and port information is prepended to any global JINDI names and is
automatically resolved during the lookup. The syntax for an interoperable global nameisas
follows:

cor banane: i i op: host: port#a/ b/ name

This makes the programming model for accessing EJB components in another Application
Server exactly the same as accessing them in the same server. The deployer can change the
way the EJB components are physically distributed without having to change the code.

For J2EE components, the code till performs aj ava: conp/ env lookup on an EJB
reference. The only difference isthat the deployer mapsthe ej b- r ef er ence element to an
interoperable name in an Application Server deployment descriptor file instead of asimple
global INDI name.

For example, suppose aservlet looks up an EJB reference using j ava: conp/ env/ ej b/ Foo,
and the target EJB component has a global JINDI name of a/ b/ Foo.

Theej b-ref elementinsun-web. xnl looks likethis:
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<ej b-ref>

<ej b- r ef - name>ej b/ Foo</ ej b-r ef - nane>

<j ndi - name>cor banane: i i op: host: port#a/ b/ Foo</ j ndi - nane>
<ej b-ref>

The code looks like this:

Context ic = new Initial Context();
(bj ect o = ic.lookup("java: conp/ env/ ej b/ Foo");

For aclient that doesn’t run within a J2EE container, the code just uses the interoperable
global name instead of the simple global INDI name. For example:

Context ic = new Initial Context();
(bj ect o = ic.lookup("corbanane:ii op: hos: port#a/ b/ Foo") ;

Objects stored in the interoperable naming context and component-specific
(j ava: conp/ env) naming contexts are transient. On each server startup or application
reloading, al relevant objects are re-bound to the namespace.

Naming Environment for Lifecycle Modules

Lifecycle listener modules provide a means of running short or long duration Java-based
tasks within the application server environment, such as instantiation of singletons or RM|I
servers. These modules are automatically initiated at server startup and are notified at
various phases of the server life cycle. For details about lifecycle modules, see Chapter 10,
“Developing Lifecycle Listeners.”

The configured properties for alifecycle module are passed as properties during server
initialization (the | Nl T_EVENT). Theinitial INDI naming context is not available until
server initialization is complete. A lifecycle module can get thel ni ti al Cont ext for
lookups using the method Li f ecycl eEvent Cont ext . get I ni ti al Cont ext () during, and
only during, the STARTUP_EVENT, READY_EVENT, or SHUTDOAN_EVENT server life cycle
events.

Configuring Resources

Sun Java System Application Server exposes the following special resourcesin the naming
environment. Full administration details are provided in the following sections:

» External INDI Resources

e Custom Resources
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External INDI Resources

An external INDI resource defines custom JNDI contexts and implements the
j avax. nam ng. spi . | ni ti al Cont ext Fact ory interface. There is no specific INDI
parent context for external INDI resources, except for the standard j ava: conp/ env/ .

Create an external INDI resource in one of these ways:

» Tocreate an external INDI resource using the Administration Console, open the
Resources component, open the INDI component, and select External Resources. For
details, see the Sun Java System Application Server Administration Guide.

* Tocreate an external INDI resource, use the asadmi n creat e-j ndi - resour ce
command. For details, see the Sun Java System Application Server Reference Manual.

Custom Resources

A custom resource specifies a custom server-wide resource object factory that implements
thej avax. nani ng. spi . Qbj ect Fact ory interface. Thereis no specific INDI parent
context for external INDI resources, except for the standard j ava: conp/ env/ .

Create a custom resource in one of these ways:

e To create a custom resource using the Administration Console, open the Resources
component, open the INDI component, and select Custom Resources. For details, see
the Sun Java System Application Server Administration Guide.

e Tocreateacustom resource, usethe asadni n creat e- cust om r esour ce command.
For details, see the Sun Java System Application Server Reference Manual.

Mapping References

The following XML elements map JNDI names configured in the Sun Java System
Application Server to resource references in application client, EJB, and web application
components:

* resource-env-ref - Mapsther esour ce- env-ref element in the corresponding
J2EE XML file to the absolute INDI name configured in Sun Java System Application
Server.

e resource-ref - Mapstheresour ce-ref element in the corresponding J2EE XML
file to the absolute INDI name configured in Sun Java System Application Server.
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e ejb-ref - Mapstheej b-ref element in the corresponding J2EE XML file to the
absolute INDI name configured in Sun Java System Application Server.

JNDI names for EJB components must be unique. For example, appending the
application name and the modul e name to the EJB name is one way to guarantee unique
names. In this case, nyconpany. pkgi ng. pkgi ngeJB. MyEJB would be the INDI name
for an EJB in the module pkgi ngEJB. j ar , which is packaged in the pkgi ng. ear
application.

These elements are part of the sun- web- app. xn , sun-ej b-ref . xni , and

sun-appl i cation-client.xn deployment descriptor files. For more information about
how these elements behave in each of the deployment descriptor files, see Appendix A,
“Deployment Descriptor Files.”

Therest of this section uses an example of a JDBC resource lookup to describe how to
reference resource factories. The same principle is applicable to all resources (such as JMS
destinations, JavaMail sessions, and so on).

Theresour ce-ref elementinthesun-web-app. xm deployment descriptor file mapsthe
JNDI name of aresource referenceto ther esour ce-ref element in theweb- app. xm
J2EE deployment descriptor file.

The resource lookup in the application code looks like this:

InitialContext ic = new Initial Context();

String dsName = "java: conp/ env/j dbc/ Hel | oDbDs";

Dat aSource ds = (j avax. sql . Dat aSource)i c. | ookup(dsNare) ;
Connecti on connection = ds. get Connection();

The resource being queried islisted in ther es- r ef - nane element of theweb. xni fileas
follows:

<resource-ref >
<descri pti on>Dat aSour ce Reference</description>
<res-ref - nane>j dbc/ Hel | oDbDs</ r es-r ef - nane>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ r es- aut h>

</resource-ref>

Ther esour ce-ref section in a Sun Java System specific deployment descriptor, for
example sun- web. xni , mapsther es- r ef - nane (the name being queried in the
application code) to the INDI name of the JDBC resource. The INDI name is the same as
the name of the JDBC resource as defined in the resource file when the resource is created.

<resource-ref>
<res-ref - nane>j dbc/ Hel | oDbDs</ r es- r ef - nane>
<j ndi - nane>j dbc/ Hel | oDbDat aSour ce</ j ndi - name>
</resource-ref>
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The JNDI name in the Sun Java System specific deployment descriptor must match the
JNDI name you assigned to the resource when you created and configured it.
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Chapter 14

Using the Java Message Service

This chapter describes how to use the Java™ Message Service (IMS) API. The Sun Java™
System Application Server has afully integrated JMS provider: the Sun Java™ System
M essage Queue software.

For general information about the IMS API, see the J2EE tutorial:

http://java. sun.comj2ee/ 1. 4/ docs/tutorial / doc/ JVS. ht m #wp84181

For detailed information about JM S concepts and JM S support in Sun Java System
Application Server, see the Sun Java System Application Server Administration Guide.

This chapter contains the following sections:

The IMS Provider

M essage Queue Resource Adapter

Administration of the IMS Service

Restarting the IMS Client After IMS Configuration
JM S Connection Features

L oad-Balanced Message Inflow

Transactions and Non-Persistent Messages
ConnectionFactory Authentication

M essage Queue varhome Directory

Delivering SOAP Messages Using the IMS API
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The JMS Provider

The JMS Provider

Sun Java System Application Server support for IMS messaging, in general, and for
message-driven beans, in particular, requires messaging middleware that implements the
JMS specification: a IMS provider. Sun Java System Application Server uses the Sun Java
System M essage Queue software asits native JIM S provider. The Sun Java System Message
Queue software istightly integrated into Sun Java System Application Server, providing
transparent JM S messaging support. This support (known within Sun Java System
Application Server asthe IMS Service) requires only minimal administration.

The relationship of the Sun Java System Message Queue software to the Sun Java System
Application Server can be one of these types: LOCAL or REMOTE. The results of these choices
and their interactions with clustering are as follows:

e |f thetypeisLOCAL (the default for a stand-alone Application Server instance), the
Message Queue broker starts when the Application Server starts.

To create a1:1 relationship between Application Server instances and Message Queue
brokers, set the type to LOCAL and give each Application Server instance a different
default IMS host. Y ou can do this regardless of whether clusters are defined in the
Application Server or the Message Queue software.

» |f thetypeis REMOTE, the M essage Queue broker must be started separately. Thisisthe
default if clusters are defined in the Application Server. For information about starting
the broker, see the Sun Java System Message Queue Administration Guide.

For more information about setting the type and the default IM S host, see “ Configuring the
JMS Service” on page 273.

For more information about the Sun Java System Message Queue, refer to the following
documentation:

http://docs. sun. com db/ prod/ s1. slnsgqu#hi c
For general information about the IMS API, see the IM S web page at:

http://java. sun. com product s/j ns/i ndex. ht m

Message Queue Resource Adapter

The Sun Java System Message Queue is integrated into the Sun Java System Application
Server using aresource adapter that is compliant with the Connector 1.5 specification. The
module name of this system resource adapter isj msr a. Every IM S resource is converted to
a corresponding connector resource of this resource adapter as follows:
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Administration of the JMS Service

e Connection Factory: A connector connection pool with anax- pool - si ze of 250 and
a corresponding connector resource.

» Destination (Topic or Queue): A connector administered object.

Y ou can use connector configuration tools to manage JM S resources. For more information,
see Chapter 9, “ Developing Connectors.”

Administration of the JMS Service

To configure the IMS Service and prepare IM S resources for use in applications deployed
to the Sun Java System Application Server, you must perform these tasks:

»  Configuring the IMS Service

*  TheDefault IMS Host

*  Creating IMS Hosts

e Checking Whether the IM S Provider Is Running

e Creating Physical Destinations

e Creating IMS Resources: Destinations and Connection Factories

For more information about JM S administration tasks, see the Sun Java System Application
Server Administration Guide and the Sun Java System M essage Queue documentation at:

http://docs. sun. com db/ prod/ s1. slnsgqu#hi c

Configuring the JMS Service

The IMS Service configuration is available to all inbound and outbound connections
pertaing to the Sun Java System Application Server cluster or instance. Y ou can edit the
JMS Service configuration in the following ways:

e Toeditthe IMS Service configuration using the Administration Console, open the Java
Message Service component under the relevant configuration. For details, see the Sun
Java System Application Server Administration Guide.
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e Toconfigure the IMS service, use theasadni n set command to set the following
attributes:

server.jms-service.init-tinmeout-in-seconds = 60
server.j ms-service.type = LOCAL
server.jms-service.start-args =
server.jms-service. defaul t-j ns-host = defaul t _JM5 host
server.j ms-service. reconnect-interval -i n-seconds = 60
server.j ms-service.reconnect-attenpts = 3

server.j ms-service. reconnect-enabl ed = true

server.j ms-service. addressl i st -behavi or = random
server.jns-service. addresslist-iterations = 3
server.j ms-service. ng- schene = ny

server.j ms-service. ng-service = jns

Y ou can also set these properties:

server.j ms-service. property.instance-nanme = i ngbroker
server.j ms-service. property.instance-name-suffix =
server.j ms-service. property. append-version = fal se

You can usetheasadm n get command to list all the IMS service attributes and
properties. For details, see the Sun Java System Application Server Reference Manual.

Y ou can override the IMS Service configuration using JM S connection factory settings. For
details, see the Sun Java System Application Server Administration Guide.

NOTE The Sun Java System Application Server instance must be restarted after
configuration of the IMS Service.

The Default JIMS Host

A IMS host refersto a Sun Java System Message Queue broker. A default IMS host for the
JMS service is provided, named def aul t _JMS_host . Thisisthe IMS host that the
Application Server instance starts when the IMS Service typeis configured as LOCAL.

If you have created a multi-broker cluster in the Sun Java System Message Queue software,
delete the default IM S host, then add the M essage Queue cluster’ s brokers as IMS hosts. In
this case, the default IMS host becomes the first IMS host in the Addr essLi st . (For more
information about the Addr essLi st , see “JMS Connection Features’ on page 277.) You
can also explicitly set the default IMS host; see “ Configuring the IMS Service” on

page 273.
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When the Application Server uses a Message Queue cluster, it executes Message Queue
specific commands on the default IMS host. For example, when a physical destinationis
created for a Message Queue cluster of three brokers, the command to create the physical
destination is executed on the default IMS host, but the physical destination is used by all
three brokersin the cluster.

Creating JMS Hosts

Y ou can create additional IMS hosts in the following ways:

e Usethe Administration Console. Open the Java M essage Service component under the
relevant configuration, then select the IMS Hosts component. For details, see the Sun
Java System Application Server Administration Guide.

e Usetheasadnin create-jns-host command. For details, see the Sun Java System
Application Server Reference Manual.

Checking Whether the JMS Provider Is Running

You can usethe asadni n j ns- pi ng command to check whether a Sun Java System
Message Queue instance is running. For details, see the Sun Java System Application
Server Reference Manual.

Creating Physical Destinations

Produced messages are delivered for routing and subsequent delivery to consumers using
physical destinationsin the IMS provider. A physical destination isidentified and
encapsulated by an administered object (a Topi ¢ or Queue destination resource) that an
application component uses to specify the destination of messagesit is producing and the
source of messages it is consuming.

If amessage-driven bean is deployed and the physical destination it listensto doesn’t exist,
the Application Server automatically creates the physical destination and sets the value of
the property maxNumAct i veConsurrer s to - 1 (see “Load-Balanced Message Inflow” on
page 278). However, it is good practice to create the physical destination beforehand.

Y ou can create a IMS physical destination in the following ways:

» Usethe Administration Console. Open the Resources component, open the IMS
Resources component, then select Physical Destinations. For details, see the Sun Java
System Application Server Administration Guide.
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e Usetheasadnin creat e-j nsdest command. Thiscommand acts on the default IMS
host of itstarget. For details, see the Sun Java System Application Server Reference
Manual.

To create a destination resource, see “ Creating JM S Resources: Destinations and
Connection Factories’ on page 276.

Creating JMS Resources: Destinations and
Connection Factories

Y ou can create two kinds of JIMS resources in Sun Java System Application Server:

» Connection Factories: administered objectsthat implement the Connect i onFact ory,
QueueConnect i onFact ory, or Topi cConnect i onFact ory interfaces.

» Destination Resour ces: administered objects that implement the Queue or Topi ¢
interfaces.

In either case, the steps for creating a JM S resource are the same. Y ou can create aJMS
resource in the following ways:

e Tocreate aJMS resource using the Administration Console, open the Resources
component, then open the IM S Resources component. Click Connection Factoriesto
create a connection factory, or click Destination Resources to create a queue or topic.
For details, see the Sun Java System Application Server Administration Guide.

e TocreateaJMSresource, usetheasadm n creat e-j nms-resour ce command. For
details, see the Sun Java System Application Server Reference Manual.

NOTE When aQueue isautomatically created for amessage-driven bean deployed
to an Application Server cluster, the value of the property
maxNumAct i veConsuner s issetto - 1 so that multiple consumers can
access the Queue at the same time. For more information, see
“L oad-Balanced Message Inflow” on page 278.

All IM S resource properties that used to work with version 7 of the
Application Server are supported for backward compatibility.
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Restarting the JMS Client After IMS Configuration

When aJMS client accesses a IM S administered object for the first time, the client VM
retrieves the IM S service configuration from the Sun Java System Application Server.
Further changes to the configuration are not available to the client VM until the client is
restarted.

JMS Connection Features

The Sun Java System Message Queue software supports the following JM S connection
features:

»  Connection Pooling
»  Connection Failover

Both these features use the Addr essLi st configuration, which is populated with the hosts
and ports of the IMS hosts defined in the Sun Java System Application Server. The

Addr essLi st isupdated whenever aJM S host configuration changes. The Addr essLi st is
inherited by any JM S resource when it is created and by any MDB when it is deployed.

NOTE In the Sun Java System Message Queue software, the Addr essLi st
property is called i ngAddr essLi st.

Connection Pooling

The Sun Java System Application Server pools JMS connections automatically.

To dynamically modify connection pool properties using the Administration Console, go to
either the Connection Factories page (see “ Creating JM S Resources: Destinations and
Connection Factories’ on page 276) or the Connector Connection Pools page (see
“Deploying and Configuring a Stand-Alone Connector Module” on page 225) .

To use the command line, usethe asadni n cr eat e- connect or - connect i on- pool
command to manage the pool (see “ Deploying and Configuring a Stand-Alone Connector
Module” on page 225).

Theaddr essl i st - behavi or IMSservice attributeis set to r andomby default. This means
that each ManagedConnect i on (physical connection) created from the

ManagedConnect i onFact ory selectsits primary broker in arandom way from the

Addr essLi st.
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When a JM S connection pool is created, there is one ManagedConnect i onFact ory
instance associated with it. If you configure the Addr esslLi st asa
ManagedConnect i onFact ory property, the Addr essLi st configurationin the
ManagedConnect i onFact ory takes precedence over the one defined in the Sun Java
System Application Server.

Connection Failover

To specify whether the Application Server tries to reconnect to the primary broker if the
connection islost, set the r econnect - enabl ed attribute in the IMS service. To specify the
number of retries and the time between retries, set ther econnect - at t enpt s and
reconnect -i nterval -i n- seconds attributes, respectively.

If reconnection is enabled and the primary broker goes down, the Sun Java System
Application Server triesto reconnect to another broker in the Addr essLi st . The
Addr essLi st is updated whenever a JM S host configuration changes. The logic for
scanning is decided by two JM S service attributes, addr essl i st - behavi or and
addresslist-iterations.

Y ou can override these settings using JM S connection factory settings. For details, see the
Sun Java System Application Server Administration Guide.

The Sun Java System Message Queue software transparently transfers the load to another
broker when the failover occurs. IM S semantics are maintained during failover.

Load-Balanced Message Inflow
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You can configure Act i vat i onSpec properties of the| nsr a resource adapter in the
sun-ej b-jar.xm filefor amessage-driven bean using acti vati on-confi g- property
elements. Whenever amessage-driven bean (EndPoi nt Fact or y) is deployed, the
connector runtime engine finds these properties and configures them accordingly in the
resource adapter.

The Sun Java System Application Server transparently enables messages to be delivered in
random fashion to message-driven beans having same d i ent I D. Thed i ent | Dis
required for durable subscribers.
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For non-durable subscribersin which the d i ent | Dis not configured, all instances of a
specific message-driven bean that subscribe to same topic are considered equal. When a
message-driven bean is deployed to multiple instances of the Application Server, only one
of the message-driven beans receives the message. If multiple distinct message-driven
beans subscribe to same topic, one instance of each message-driven bean receives a copy of

the message.

To support multiple consumers using the same queue, set the maxNumAct i veConsuner s
property of the physical destination to alarge value. If this property is set, the Sun Java
System Message Queue software allows multiple message-driven beans to consume
messages from same queue. The message is delivered randomly to the message-driven
beans. If maxNumAct i veConsuner s isset to - 1, thereis no limit to the number of
CONSUMers.

The following sample application demonstrates | oad-balanced message inflow:
ingall_dir/ sanpl es/ ee- sanpl es/ fai | over/ apps/ nyf ai | over

Transactions and Non-Persistent Messages

During transaction recovery, non-persistent messages might be lost. If the broker fails
between the transaction manager’ s prepare and commit operations, any non-persistent
message in the transaction is lost and cannot be delivered. A message that is not saved to a
persistent store is not available for transaction recovery.

ConnectionFactory Authentication

If your web, EJB, or client module hasr es- aut h set to Cont ai ner, but you use the
Connect i onFact ory. cr eat eConnecti on("user", "passwor d") method to get a
connection, the Sun Java System Application Server searches the container for
authentication information before using the supplied user and password. Version 7 of the

Application Server threw an exception in this situation.
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Message Queue varhome Directory

Sun Java System Message Queue uses a default directory for storing data such as persistent
messages and itslog file. This directory is called var hore. Sun Java System Application
server uses domain_dir/ i mg asthe var horre directory. Thus, for the default Application
Server domain, Message Queue data is stored in the following location:

ingall_dir/ domai ns/ donai nl/i ng/ var/i nst ances/ i mgbr oker
Version 7 of the Application Server stored this datain the following location:
ingall_dir/ i mg/ var/i nst ances/ domai n1_server

When executing Sun Java System Message Queue scripts such as
ingall_dir/ i ng/ bi n/ i myuser nyr , use the - var horre option. For example;

i nguserngr - var hone $AS | NSTALL/ donai ns/ dormai nl/img add -u testuser -p testpassword

Delivering SOAP Messages Using the JMS API
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Web service clients use the Simple Object Access Protocol (SOAP) to communicate with
web services. SOAP uses a combination of XML-based data structuring and Hyper Text
Transfer Protocol (HTTP) to define a standardized way of invoking methods in objects
distributed in diverse operating environments across the Internet.

For more information about SOAP, see the Apache SOAP web site:
http://xn . apache. or g/ soap/ i ndex. ht m

Y ou can take advantage of the IMS provider’s reliable messaging when delivering SOAP
messages. Y ou can convert a SOAP message into a JM S message, send the IM S message,
then convert the IM S message back into a SOAP message. The following sections explain
how to do these conversions:

*  Sending SOAP Messages Using the IMS API
*  Receiving SOAP Messages Using the IMS API
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Sending SOAP Messages Using the JMS API

Use the MessageTr ansf or mer utility to convert a SOAP message into a JM S message.
Then send the IM S message containing the SOAP payload asif it wereanormal IMS

message.

1.

Import the library com sun. messagi ng. xni . MessageTr ansf or ner . Thisisthe
utility whose methods you use to convert SOAP messages to JM S messages and the
reverse.

i nport com sun. nessagi ng. xn . MessageTr ansf or ner ;

Initialize the Topi cConnect i onFact ory, Topi cConnect i on, Topi cSessi on, and
publisher.

tcf = new Topi cConnecti onFactory();

tc = tcf.createTopi cConnection();

sessi on = tc. createTopi cSessi on(fal se, Sessi on. AUTO ACKNOALEDGE) ;
topi c = session. creat eTopi c(topi cNane) ;

publ i sher = session. createPublisher(topic);

Construct a SOAP message using the SOAP with Attachments API for Java (SAAJ).
For more information on constructing a SOAP message, see the Sun Java System
Message Queue Developer’s Guide.

*construct a default soap MessageFactory */
MessageFact ory nf = MessageFact ory. newl nst ance();

* Oreate a SOAP nessage object.*/
SOAPMessage soapMessage = nf. creat eMessage();

[** Get SOAP part.*/
SQAPPart soapPart = soapMessage. get SOAPPart () ;

/* Get SOAP envel ope. */
SQAPEnvel ope soapEnvel ope = soapPart . get Envel ope();

/* Get SCOAP body. */

SOAPBody soapBody = soapEnvel ope. get Body() ;
/* Oreate a name object. with nane space */
[* http://ww sun. conling. */

Name name = soapEnvel ope. creat eName( " Hel | oWor I d", "hw',
“http://ww sun. coming");

* Add child element with the above nane. */
SQOAPEl enent el enent = soapBody. addChi | dEl errent ( name)

/* Add another child element.*/
el ement . addText Node( "\l come to Sun Java System Wb Services." );
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/* Oreate an atachnment with activation APIl.*/

URL url = new URL ("http://java.sun.conm webservices/");
Dat aHandl er dh = new DataHandl er (url);

AttachnentPart ap = soapMessage. creat eAt t achnent Part (dh);

/*set content type/ID. */
ap. set Content Type("text/htm");
ap. set Content 1 d("ci d-001");

/** add the attachment to the SOAP message. */
soapMessage. addAt t achnent Part (ap) ;
soapMessage. saveChanges() ;

Convert the SOAP message to a JM S message by calling the
MessageTr ansf or ner . SOAPMessagei nt oJMsMessage() method.

Message m = MessageTr ansf or ner. SOAPMessagel nt oJMSMessage ( soapMessage,
session );

Publish the IM S message.
publ i sher. publish(m;
Closethe JM S connection.

tc.close();

Receiving SOAP Messages Using the JMS API

The IMS message containing the SOAP payload isreceived asiif it were anorma JMS
message. Use the MessageTr ansf or ner utility to convert the IMS message back into a
SOAP message.

1.

Import the library com sun. messagi ng. xni . MessageTr ansf or ner . Thisisthe
utility whose methods you use to convert SOAP messages to JM S messages and the
reverse.

i mport com sun. messagi ng. xm . MessageTr ansf or er ;

Initialize the Topi cConnect i onFact ory, Topi cConnect i on, Topi cSessi on,
Topi cSubscri ber, and Topi c.

nmessageFact ory = MessageFact ory. newl nst ance();
tcf = new com sun. nessagi ng. Topi cConnecti onFactory();
tc = tcf.createTopi cConnection();

session = tc. createTopi cSession(fal se, Sessi on. AUTO ACKNOALEDCE) ;
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topi c = session. createTopi c(topi cNane);
subscri ber = session. createSubscri ber(topic);
subscri ber. set MessagelLi st ener (thi s);
tc.start();

Use the 0nMessage method to receive the message. Use the
SOAPMessageFr om) MBMessage method to convert the IM S message to a SOAP
message.

public void onMessage (Message nessage) {
SOAPMessage soapMessage =
MessageTr ansf or ner . SOAPMessageFr omJMSMessage( nessage,
nessageFactory ); }

Retrieve the content of the SOAP message.
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Using the JavaMail API

This chapter describes how to use the JavaMail™ API, which provides a set of abstract
classes defining objects that comprise a mail system.

This chapter contains the following sections:
e Introducing JavaMail

e Creating aJavaMail Session

e JavaMail Session Properties

* Looking Up aJavaMail Session

*  Sending Messages Using JavaMail

* Reading Messages Using JavaMail

Introducing JavaMail

The JavaMail API defines classes such as Message, St or e, and Tr ansport . The APl can
be extended and can be subclassed to provide new protocols and to add functionality when
necessary. In addition, the API provides concrete subclasses of the abstract classes. These
subclasses, including M meMessage and M meBodyPar t , implement widely used Internet
mail protocols and conform to the RFC822 and RFC2045 specifications. The JavaMail API
includes support for the IMAP4, POP3, and SMTP protocols.

The JavaMail architectural components are as follows:

» Theabstract layer declares classes, interfaces, and abstract methods intended to
support mail handling functions that all mail systems support.

» Theinternet implementation layer implements part of the abstract layer using the
RFC822 and MIME internet standards.
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» JavaMail usesthe JavaBeans Activation Framework (JAF) to encapsul ate message data
and to handle commands intended to interact with that data.

For more information, see the Sun Java System Application Server Administration Guide
and the JavaMail specification at:

http://java. sun. com products/javanai | /

Creating a JavaMail Session

Y ou can create a JavaMail session in the following ways:

e Inthe Administration Console, open the Resources component and select JavaMail
Sessions. For details, see the Sun Java System Application Server Administration
Guide.

* Usetheasadnin create-javamail - resour ce command. For details, see the Sun
Java System Application Server Reference Manual.

JavaMail Session Properties
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Y ou can set properties for aJavaMail Sessi on object. Every property name must start with
amai | - prefix. Sun Java System Application Server changes the dash (- ) character to a
period (. ) in the name of the property and saves the property to the Mai | Confi gur ati on
and JavaMail Sessi on objects. If the name of the property doesn't start with mai | -, the
property isignored.

For example, if you want to define the property nai | . f r omin aJavaMail Session object,
first define the property as follows:

e« Name-mail-from
* Vaue-john. doe@un. com

After you get the JavaMail Sessi on object, you can get the nai | . f r omproperty to retrieve
thevalue asfollows:

String password = session.getProperty("mail.from);
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Looking Up a JavaMail Session

The standard Java Naming and Directory Interface™ (JNDI) subcontext for JavaMail
sessionsisj ava: conp/ env/ nai | .

Registering JavaMail sessionsin the mai | naming subcontext of a INDI namespace, or in
one of its child subcontexts, is standard. The INDI namespace is hierarchical, like afile
system’ s directory structure, so it is easy to find and nest references. A JavaMail sessionis
bound to alogical INDI name. The name identifies a subcontext, mai | , of the root context,
and alogical name. To change the JavaMail session, you can change its entry in the JNDI
namespace without having to modify the application.

The resource lookup in the application code looks like this:

Initial Context ic = new Initial Context();
String snName = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on sessi on = (Session)ic. | ookup(snNane);

For more information about the INDI API, see Chapter 13, “Using the Java Naming and
Directory Interface.”

Sending Messages Using JavaMall

To send a message using JavaMail, perform the following tasks:
1. Import the packages that you need:

inport java.util.*;

inport javax.activation. *;
inport javax.mail.*;

inport javax.mail.internet.*;
i nport javax.namng.*;

2. Look up the JavaMail session, as described in “Looking Up a JavaMail Session” on
page 287:

Initial Context ic = new Initial Context();
String snName = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on session = (Session)ic.|ookup(snNane);

3. Override the JavaMail session propertiesif necessary. For example:

Properties props = session. getProperties();
props. put ("mail.from', "user2@rail server.com');

4. CreateaM nmeMessage. The nsgReci pi ent , nsgSubj ect , and nsgTxt variablesin
the following example contain input from the user:
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Message nsg = new M neMessage( sessi on);

nsg. set Subj ect (msgSubj ect ) ;

nsg. set Sent Dat e(new Date());

nsg. set From();

nsg. set Reci pi ent s( Message. Reci pi ent Type. TQ,
I nt er net Addr ess. par se( nsgReci pi ent, false));
nsg. set Text (nsgTxt);

5. Send the message:

Transport. send(nsg) ;

Reading Messages Using JavaMail

To read a message using JavaMail, perform the following tasks:
1. Import the packages that you need:

inport java.util.*;
inport javax.activation. *;
inport javax.mail.*;
inport javax.mail.internet.*;
i nport javax.namng.*;
2. Look up the JavaMail session, as described in “Looking Up a JavaMail Session” on
page 287.

InitialContext ic = new Initial Context();
String snNarme = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on session = (javax. mail.Session)ic.|ookup(snNane);

3. Override the JavaMail session propertiesif necessary. For example:

Properties props = session. getProperties();
props. put ("mail.from', "user2@rail server.com');

4. GetaStore object from the Sessi on, then connect to the mail server using the Store
object’sconnect () method. Y ou must supply a mail server name, a mail user name,
and a password.

Store store = session.getStore();
store. connect ("Mail Server", "Mail User", "secret");

5. Getthe INBOX folder:
Fol der fol der = store. getFol der ("I NBOX");

6. Itisefficient toread the Message objects (which represent messages on the server) into
an array:

Message[] nessages = fol der. get Messages();
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Chapter 16

Using the Java Management
Extensions (JMX) API

The Sun Java System Application Server uses Java Management Extensions (JMX™)
technology for monitoring, management and notification purposes. Management and
monitoring of the Application Server is performed by the Application Server Managment
Extensions (AM X), which exposes managed resources for remote management viathe IMX
Application Programming Interface (API).

Sun Java System Application Server incorporates the IMX 1.2 Reference Implementation,
that was developed by the Java Community Process as Java Specification Request (JSR) 3,
and the IMX Remote API 1.0 Reference Implementation (JSR 160).

This chapter assumes some familiarity with the IMX technology, but the AMX interfaces
can be used for the most part without understanding IM X.

The IMX specifications and Reference Implementations are available for download here:

http://java. sun. con product s/ JavaManagenent / downl oad. ht m

Application Server Management Extensions

(AMX)

This section describes the Sun Java System Application Server M anagement eXtensions
(AMX). AMX isan API that exposes all of the Application Server configuration and
monitoring M Beans as easy-to-use client-side dynamic proxies implementing the AM X
interfaces.

Full APl documentation for the AMX API is provided in the following Application Server
package:

COm sun. appser v. managenent
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This section contains the following sub-sections:

*  About AMX

e AMX MBeans

* Proxies

e Connecting to the Domain Administration Server
e Examining AMX Code Samples

*  Running the AMX Samples

About AMX

As seen previously in this guide, Sun Java System Application Server is based around the
concept of administration domains, which consist of one or more managed resources. A
managed resource can be an Application Server instance, a cluster of such instances, or a
manageabl e entity within a server instance. A managed resource is of a particular type, and
each resource type exposes a set of attributes and administrative operations that change the
resource’s state.

Managed resources are exposed as IM X management beans, or MBeans. Whilethe MBeans
can be accessed via standard IMX APIs (for example, MBeanSer ver Connect i on), most
users find the use of the AMX client-side dynamic proxies much more convenient.

All the vital components of the Sun Java System Application Server are visible for
monitoring and management via AMX. Y ou can use third-party tools to perform all
common administrative tasks programmatically, based on the IMX and IMX Remote API
standards.

The AMX API consists of a set of proxy interfaces. MBeans are registered in the IMX
runtime contained in the Domain Administration Server (DAS). AMX provides routinesto
obtain proxies for MBeans, starting with aroot-level domain MBean.

Y ou can navigate generically through the M Bean hierarchy using the

com sun. appser v. managenent . base. Cont ai ner interface. When using AMX, the
interfaces defined are implemented by client-side dynamic proxies, but they also implicitly
define the MBeanl nf o that is made available by the MBean or MBeans corresponding to it.
Certain operations defined in the interface might have a different return type or aslightly
different name when accessed through the MBean directly. This results from the fact that
direct accessto IMX requiresthe use of Cbj ect Nane, whereas use of the AMX interfacesis
viastrongly typed proxies implementing the interface(s).
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AMX MBeans

All AMX MBeans are represented as interfaces in a subpackage of

com sun. appserv. managenent and areimplemented by dynamic proxies on the
client-side. While you can access AMX MBeans directly through standard IMX APIs,
most users find the use of AMX interface (proxy) classes to be most convenient.

An AMX MBean belongsto an application server domain. There is exactly one domain per
DAS. Thus all MBeans accessible through the DAS belong to a single Application Server
administrative domain. All MBeansin an Application Server administrative domain, and
hence within the DAS, belong to the IMX domain anx. Any MBeans that do not have the
JMX domain anx are not part of AMX, and are neither documented nor supported for use
by clients. All AMX MBeans can be reached navigationally through the Donai nRoot .

AMX defines different types of MBean, namely, configuration MBeans, monitoring
MBeans, utility MBeans and J2EE management (JSR 77) MBeans. These MBeans are
logically related in the following ways:

e They al implement the com sun. appser v. nanagenent . base. AMX interface.

e They al have aj 2eeType and nane property within their Cbj ect Nane (see
com sun. appser v. managenent . base. XTypes and
com sun. appserv. nanagenent . j 2ee. J2EETypes for the available values of the
j 2eeType property).

* All MBeansthat logically contain other MBeans implement the
com sun. appser v. managenent . base. Cont ai ner interface.

» JSR 77 MBeans that have a corresponding configuration or monitoring peer expose it
viaget Confi gPeer () or get Moni t ori ngPeer (). However, there are many
configuration and monitoring MBeans that do not correspond to JSR 77 MBeans.

Configuration MBeans

Configuration information for a given Application Server domain is stored in a central
repository that is shared by al instances in that domain. The central repository can only be
written to by the DAS. However, configuration information in the central repository is
made available to administration clients via AMX MBeans.

The configuration MBeans are those that modify the underlying domai n. xm or related
files. Collectively, they form amodel representing the configuration and depl oyment
repository and the operations that can be performed on them.

The G oup Attribute of configuration MBeans, obtained from get G oup() , has avalue of
com sun. appserv. managenent . base. AMX. GROUP_CONFI GURATI QN.
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Monitoring MBeans

Monitoring MBeans provide transient monitoring information about all the vital
components of the Application Server.

The G oup Attribute of monitoring MBeans, obtained from get G oup() , has avalue of
com sun. appserv. managenent . base. AMK. GROUP_MONI TORI NG

Utility MBeans
Utility MBeans provide commonly used services to the Application Server.

The G oup Attribute of utility MBeans, obtained from get G oup() , has avalue of
com sun. appser v. managenent . base. AMX. GROUP_UTI LI TY.

J2EE Management MBeans

The J2EE management M Beans implement, and in some cases extend, the management
hierarchy as defined by JSR 77, which specifies the management model for the whole J2EE
platform. One of the management APlsimplemented in JSR 77 isthe IMX API.

The implementation of JSR 77 in AMX offers access to and monitoring of MBeans via
J2EE management M Beans, by using the get Moni t ori ngPeer () and get Conf i gPeer ()
methods.

The J2EE management M Beans can be thought of as the central "hub" from which other
M Beans are obtained.

The G oup Attribute of J2EE management MBeans, obtained from get G oup() , hasa
value of com sun. appser v. managenent . base. AMX. GROUP_JSR77.

Other MBeans

MBeans that do not fit into one of the above four categories have the value
com sun. appserv. managenent . base. AMK. GROUP_OTHER. One such exampleis
com sun. appser v. managenent . depl oy. Depl oynent Myr .

MBean Notifications

All AMX MBeans that emit Notificationsplaceaj ava. uti | . Map within the user Dat a
field of a standard Notification, which can be obtained via

Noti fi cati on. get User Dat a() . Within the map are zero or more items, which vary
according to the Notification type. Each Notification type, and the data available within the
Notification, is defined in its respective MBean or in an appropriate place.

Note that certain standard Notifications, such as
j avax. managenent . At t ri but eChangeNot i fi cati on do not and cannot follow this
behavior.
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Access to MBean Attributes.
An AMX MBean At tri but e isaccessible in three ways:

e Dotted names via Moni t or i ngDot t edNarres and Conf i gDot t edNanes

» Attributeson MBeansviaget Attri bute(s) andset Attri butes(s) (fromthe
standard IMX API)

*  Getterg/setters within the MBean's interface class, for example, get Port (),
setPort (), and soon.

All dotted names that are accessible viathe command line interface are available as
Attributes within asingle MBean. This includes properties, which are Attributes beginning
with the prefix "property. ", for examle, server. property. nyproperty.

NOTE Certain attributes that may be of a specific type, such asi nt , are declared
asj ava. |l ang. Stri ng. Thisis because the value of the attribute may be a
template of aform such as ${ HTTP_LI STENER PCRT} .

Proxies

Proxies are an important part of the AMX API, and enhance ease-of-use for the
programmer.

While IMX MBeans can be used directly, client-side proxies are offered to facilitate
navigation through the MBean hierarchy. In some cases, proxies also function as support or
helper objects to simplify the use of the MBeans.

See the APl documentation for the com sun. appser v. managenent package and its
sub-packages for more information about using proxies. The APl documentation explains
the use of AMX with proxies. If you are using IMX directly (for example, via

MBeanSer ver Connect i on), the return type, argument types and method names might vary
as needed for the difference between a strongly-typed proxy interface and generic
MBeanSer ver Connect i on/Cbj ect Nane interface.

Connecting to the Domain Administration Server

As stated in “ Configuration MBeans’ on page 291, the AMX API allows client applications
to connect to Application Server instances viathe DAS. All AMX connections are
established to the DAS only: AMX does not support direct connectionsto individual server
instances. Thismakesit simpleto interact with all servers, clusters, and so on, with asingle
connection.
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Sample code for connecting to the DAS is shown in Code Example 16-1.

Examining AMX Code Samples

The following example uses of AMX are discussed in this document:
e  Starting an Application Server

e Deploying an Archive

» Digplaying the AMX MBean Hierarchy

*  Setting Monitoring States

* Accessing AMX MBeans

e Accessing and Displaying the Attributes of an AMX MBean
e Listing AMX MBean Properties

e Querying

»  Monitoring Attribute Changes

* Undeploying Modules

»  Stopping an Application Server

Connecting to the DAS
The connection to the DAS is shown in Code Example 16-1.

Code Example 16-1  Connecting to the DAS

[-..]
public static AppserverConnectionSource
connect (
final String host,
final int port,
final String user,
final String password,
final TLSParans tl|sParans )

throws | CException
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{
final String info = "host=" + host + ", port=" + port +
, user=" + user + ", password=" + password +
", tls=" + (tlsParans != null);
Sampleltil.printIn( "Connecting...:" +info);
final Appserver ConnectionSource conn=
new Appser ver Connect i onSour ce(
Appser ver Connect i onSour ce. PROTOCOL_RM ,
host, port, user, password, tlsParans, null);
conn. get JMXConnector( fal se );
SampleWtil.printIn( "Connected: " + info);
return( conn );
}

[...]

A connection to the DAS is obtained via an instance of the

com sun. appserv. managenent . cl i ent. Appser ver Connect i onSour ce class. For the
connection to be established, you must know the name of the host and port number on
which the DAS is running, and have the correct user name, password and TL S parameters.

Once the connection to the DAS is established, Donai nRoot is obtained as follows:
Domai nRoot  donai nRoot = appser ver Connect i onSour ce. get Domai nRoot () ;

This Domai nRoot instance is a client-side dynamic proxy to the MBean
anx: j 2eeType=X- Donai nRoot , nane=anx.

See the APl documentation for
com sun. appserv. managenent . cl i ent . Appser ver Connect i onSour ce for further
details about connecting to the DAS using the Appser ver Connect i onSour ce class.

However, f you prefer to work with standard IM X, instead of getting Domai nRoot , you can
get the MBeanSer ver Connect i on or JMXConnect or , as shown:
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MBeanSer ver Connecti on conn =
appser ver Connect i onSour ce. get MBeanSer ver Connecti on( fal se );
JMXConnect or j nxConn =

appser ver Connect i onSour ce. get JMXConnector( fal se );

Starting an Application Server
Thest art Server () method demonstrates how to start an Application Server.

Code Example 16-2  Starting an Application Server

[...]

start Server( final String serverName )

{
final J2EEServer server= get J2EEServer( serverName );

server.start();

This method retrieves and starts an application server instance named ser ver . The ser ver
isan instance of the com sun. appser v. managenent . j 2see. J2EESer ver interface, and
is obtained by calling another method, get J2EESer ver () , shown in Code Example 16-3
below.

Code Example 16-3  Obtaining a Named J2EE server instance

[-..]

get J2EEServer( final String serverNane )

{
final J2EEDomai n j 2eeDonai n = get Domai nRoot () . get J2EEDomai n() ;
final Map servers = j2eeDomai n. get Server Map() ;
final J2EEServer server = (J2EEServer)servers.get( serverName );

if ( server == null )
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throw new |11 egal Argument Exception( serverNane );
}
return( server );
}
[-..]

To obtain a J2EE server instance, the get J2EESer ver () method first of all obtains an
instance of the J2EEDonai n interface by calling the

com sun. appserv. managenent . base. AMX. get Donai nRoot () and

com sun. appser v. managenent . Dormai nRoot . get J2EEDonai n() methods. The two
methods called establish the following:

e AW get Domai nRoot () obtains the Application Server domain to which j 2eeDonai n
belongs.

»  Donai nRoot . get J2EEDomai n() obtainsthe J2EE domain for j 2eeDomnai n.

The J2EESer ver instanceis then started by acall tothest art () method. The
com sun. appserv. managenent . j 2ee. St at eManageabl e. start () method can be used
to start any state manageable object.

Deploying an Archive

The upl oadAr chi ve() and depl oy() methods demonstrate how to upload and deploy a
J2EE archivefile.

Code Example 16-4  Uploading an archive

[-..]

upl oadArchive ( final File archive ) throws |CException

{
final FilelnputStreaminput = new FilelnputStrean( archive );
final long length = input.available();
final Depl oyment Myr ngr = get Domai nRoot () . get Depl oynent Myr () ;
final hject uploadlD = mgr.initiateFileUload( length );
try
{
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}
finally
{
i nput. cl ose();
}

return( uploadlD);
}

[...]

The upl oadAr chi ve() method creates a standard JavaFi | el nput St r eaminstance called
i nput , to upload the archive ar chi ve. It then obtains the AM X deployment manager
running in the application server domain, by calling the

Domai nRoot . get Depl oynent Myr () method.

A call to com sun. appserv. managenent . depl oy. i ni ti at eFi | eUpl oad startsthe
upload of ar chi ve. Theini ti at eFi | eUpl oad() method automatically issues an upload
ID, that upl oadAr chi ve() returnswhenitiscalled by depl oy() .

Code Example 16-5 Deploying an archive

[...]
deploy ( final File archive ) throws |CException
{
final bject uploadl D = upl oadArchive(archive);
final Depl oyment Myr ngr= get Domai nRoot () . get Depl oynent Myr () ;
final (bject deploylD = myr.initDeploy( );
final DeployNotificationListener nyListener =
new Depl oyNoti fi cati onLi stener( depl oyl D);
ngr. addNot i fi cationLi stener( nyListener, null, null);
try
{
final Map options = new HashMap();
options. put ( Depl oyment Myr. DEPLOY_CPTI ON_VER FY_KEY,
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Bool ean. TRUE. toString() );

options. put ( Depl oyment Myr. DEPLOY_CPTI ON_DESCRI PTI ON_KEY,
"description" );

nyr. startDepl oy( deployl D, uploadlD, null, null);

while (! nyListener.isConpleted() )

{
try
{
printin( "deploy: waiting for deploy of " + archive);
Thread. sl eep( 1000 );
}
catch( InterruptedException e )
{
}
}

final Depl oyment Status status = nyLi stener. get Depl oynment St at us();
printin( "Deployrment result: " + getStageStatusString(

status. get StageStatus() ) );
if ( status.getStageThrowable() != null )

{
st at us. get St ageThr owabl e(). print StackTrace();
}
}
finally
{
try
{
ngr. removeNoti ficationLi stener( nyListener );
}

catch( Exception e )
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The depl oy() method calls upl oadAr chi ve to get the upload ID for ar chi ve. It then
idenitifes the depl oyment manager by calling Dormai nRoot . get Depl oynent Myr () . A call
to Depl oynent Myr. i ni t Depl oy() initializes the deployment and obtains a deployment
ID, which is used to track the progress of the deployment.

A IMX notification listener, nyLi st ener , is created and activated to listen for notifications
regarding the deployment of depl oyl D.

Deployment is started by calling the Depl oynent Myr . st art Depl oy() method and
providing it with the depl oyl Dand upl oadl D.

While the deployment is continuing, nyLi st ener listens for the completion notification
and Depl oyrent St at us keeps you informed of the status of the deployment by regularly
calingitsget St ageSt at us() method. Once the deployment is complete, the listener is
closed down.

CAUTION Some of the behavior of the com sun. appser v. nanagenent . depl oy
API isunpredictable, and it should be used with caution.

Displaying the AMX MBean Hierarchy
Thedi spl ayAMX() method demonstrates how to display the AMX MBean hierarchy.

Code Example 16-6  Displaying the AMX MBean Hierarchy

[...]
di spl ay AMX(
final AW anx,
final int indentCount )

final String indent = getlndent( indentCount );
final String j2eeType = anx. get J2EEType();
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final String nane = anx. get Narme();
if ( nane.equal s( AMX. NO NAME ) )

{
printin( indent + j2eeType );
}
el se
{
printin( indent + j2eeType + "=" + nare );
}

}

private void
di spl ayH erar chy(
final Collection anxSet,

final int indentCount )

{
final Iteratoriter= anxSet.iterator();
while ( iter.hasNext() )
{
final AMK anx = (AMX)iter.next();
di spl ayH erarchy( anx, indentCount );
}
}
public void

di spl ayH erar chy(
final AWK anx,

final intindentCount )

di spl ayAMX( anx, indentCount );
if ( anx instanceof Container )

{
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final Map m= ((Container)anx).getMiltiContai neeMap( null );
final Set deferred = new HashSet();
final Iterator mapsiter = mvalues().iterator();

while ( mapslter.hasNext() )

{
final Map instancesMap = (Map) mapslter.next();
final AMK first = (AMX)instancesMap. val ues().iterator().next();
if ( first instanceof Container )
{
def erred. add( i nstancesMap );
}
el se
{
di spl ayH erarchy( instancesMap. val ues(), indentCount + 2);
}
}

/1 display deferred itens
final Iterator iter = deferred.iterator();

while ( iter.hasNext() )

{
final Map instancesMap = (Map)iter.next();

di spl ayH erarchy( instancesMap. val ues(), indentCount + 2);

}
public void displayH erarchy()

{
di spl ayH erar chy( get Donai nRoot (), 0);

}

public void
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di spl ayH erarchy( final String j2eeType )

{
final Set itens = get QueryMyr().queryJ2EETypeSet ( j 2eeType );
if (itens.size() ==0)
{
printin( "No {@ink AWM} of j2eeType "
+ Sarmpl etil.quote( j2eeType ) + " found" );
}
el se
{
di spl ayH erarchy( itens, 0);
}
}

[...]

Thedi spl ayAMX() method obtains the J2EE type and the name of an AMX MBean by
calling AMX. get J2EEType and AMX. get Narre respectively.

Thedi spl ayH erar chy() method defines astandard Java Col | ect i on instance, anxSet ,
which collects instances of AMX MBeans.

To display the hierarchy of MBeans within a particular MBean in the collection,

di spl ayH erarchy() checkswhether the MBean is an instance of Cont ai ner . If so, it
creates a set of the MBeans it contains by calling the

com sun. appser v. managenent . base. Cont ai ner. get Mul ti Cont ai neeMap() method.

The MBean hierarchy for a particular J2EE type is displayed by calling the
com sun. appser v. managenent . base. Quer yMyr . quer yJ2EETypeSet () , and passing
theresult to di spl ayH erar chy() .

To display the entire AMX MBean hierarchy in adomain, di spl ayH erar chy() cals
get Domai nRoot () to obtain the root AMX MBean in the domain.

Setting Monitoring States
The set Moni t ori ng() method demonstrates how to set monitoring states.

Code Example 16-7  Setting Monitoring States
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[-..]
private static final Set LEGAL_MN =
Col I ecti ons. unnodi fi abl eSet ( Sanpl eltil.newSet ( new String[]

{
Modul eMoni t ori ngLevel Val ues. H GH,
Modul eMoni t ori ngLevel Val ues. LON
Modul eMoni t ori ngLevel Val ues. CGFF,
1))

public void setMnitoring(
final String configNane,

final String state )

if (! LEGAL_MN. contains( state ) )
{

throw new Il egal Argunent Exception( state );
}
final ConfigConfig config =
(Conf i gConfi g) get Domai nConfig().
get Confi gConfi gMap(). get ( configNare );
final Mdul eMonitoringLevel sConfig non =
confi g. get Moni t ori ngServi ceConfig().
get Mbdul eMoni t ori ngLevel sConfig();
non. set Connect or Connect i onPool ( state );
non. set Thr eadPool ( state );
non. set HTTPServi ce( state );
non. set JDBOConnect i onPool ( state );
nmon. set CRB( state );
non. set Transact i onService( state );
non. set WebCont ai ner ( state );

non. set EJBCont ai ner ( state );
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}
[...]

The AMX API defines three levels of monitoring in
com sun. appserv. managenent . confi g. Modul eMoni t ori ngLevel Val ues, namely,
H GH, LOV and OFF.

In this example, the configuration element being monitored is named conf i gNarre. The
com sun. appserv. managenent . confi g. Confi gConfi g interface is used to configure
the confi g element for conf i gNamre in the domai n. xm file.

An instance of

com sun. appserv. managenent . confi g. Modul eMoni t ori ngLevel sConfi g iscreated
to configure the nodul e- moni t ori ng- | evel s element for conf i gNane in the

domai n. xni file.

The Modul eMoni t ori ngLevel sConfi g instance created then calls each of its set methods
to change their statesto st at e.

The above is performed by running the set - moni t or i ng command when you run
Si npl eMai n, stating the name of the configuration element to be monitored and the
monitoring st at e to one of H GH, LONor CFF.

Accessing AMX MBeans

Thehandl eLi st () method demonstrates how to access many (but not all) configuration
elements.

Code Example 16-8  Accessing AMX MBeans

[...]
handl eLi st ()
{
final Domai nConfig dcp = get Donai nConfig();
printin( "\n--- Top-level --- \n");
di spl ayMap( " Confi gConfig", dcp.getConfigConfighMap() );
di spl ayMap( "Server Confi g", dcp.get ServerConfighMap() );
di spl ayMap( " St andal oneServer Confi g",
dcp. get St andal oneSer ver Confi gMap() );
di spl ayMap( " ust eredSer ver Confi g",
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dcp. get A ust eredSer ver Confi ghap() );
di spl ayMap( "Q usterConfig", dcp.getd usterConfighap() );
printin( "\n--- Deployedlitens --- \n" );
di spl ayMap( " J2EEAppl i cationConfig",
dcp. get J2EEApp! i cati onConfi ghap() );
di spl ayMap( "EJBMbdul eConfi g,
dcp. get EJBModul eConfi ghap() );
di spl ayMap( "WebModul eConfi g",
dcp. get VébModul eConfi ghap() );
di spl ayMap( " RARMbdul eConfi g*,
dcp. get RARMbdul eConfi ghap() );
di spl ayMap( " Appd i ent Modul eConfi g",
dcp. get Appd i ent Modul eConfi ghap() );
di spl ayMap( "Lifecycl eMdul eConfig",
dcp. get Li f ecycl eModul eConfi ghap() );
printin( "\n--- Resources --- \n" );
di spl ayMap( " CQust onResour ceConfig",
dcp. get Qust onResour ceConfi gMap() );
di spl ayMap( " Persi st enceManager Fact or yResour ceConfi g",
dcp. get Per si st enceManager Fact or yResour ceConfi gMap() );
di spl ayMap( " JNDI Resour ceConfig",
dcp. get JINDI Resour ceConfi gMap() );
di spl ayMap( " JMBResour ceConfi g",
dcp. get IMSResour ceConfi gMap() );
di spl ayMap( " JDBCResour ceConfig",
dcp. get JIDBCResour ceConfi gMap() );
di spl ayMap( " Connect or Resour ceConfi g",
dcp. get Connect or Resour ceConf i gvap() );
di spl ayMap( "JDBQConnect i onPool Confi g,
dcp. get JIDBCConnect i onPool Confi ghap() );
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di spl ayMap( " Persi st enceManager Fact or yResour ceConfi g",
dcp. get Per si st enceManager Fact or yResour ceConfi gMap() );
di spl ayMap( " Connect or Connect i onPool Confi g",
dcp. get Connect or Connect i onPool Confi ghap() );
di spl ayMap( " Adm nCoj ect Resour ceConfi g",
dcp. get Admi nChj ect Resour ceConfi gvap() );
di spl ayMap( " Resour ceAdapt er Confi g",
dcp. get Resour ceAdapt er Confi ghap() );
di spl ayMap( " Mai | ResourceConfig",
dcp. get Mai | Resour ceConfi gMap() );
final ConfigConfig config =
(Conf i gConfi g)dcp. get ConfigConfighap().get( "server-config" );
printin( "\n--- HITPService --- \n" );
final HTTPServiceConfig httpService = config. get HTTPSer vi ceConfig();
di spl ayMap( "HTTPLi st eners",
ht t pSer vi ce. get HTTPLi st ener Confi gVap() );
di spl ayMap( "Virtual Servers",
ht t pSer vi ce. get Vi rt ual Server Confi gMap() );

]

Thehandl eLi st () method makes use of the di spl ayMap() method, which simply prints
out the key value pairs.

The handl eLi st () method identifies the configuration for adomain by calling the

Domai nRoot . get Donai nConfi g() method. This Domai nConf i g instance then calls each
of its get XXXMVap() methodsin turn, to obtain a Map for each type of AMX MBean. The
Map returned by each getter is displayed by di spl ayMap() .

Similarly, the AMX MBeans representing the ht t p- ser vi ce element are displayed as
Maps by calling the get XXXMap() methods of the

com sun. appserv. managenent . confi g. HTTPSer vi ceConf i g interface, and passing
them to di spl ayMap() .
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Accessing and Displaying the Attributes of an AMX MBean

Thedi spl ayAl | Attribut es() method demonstrates how to access and display the
attributes of an AMX MBean.

Code Example 16-9  Accessing and Displaying the Attributes of an AMX MBean

[...]
displayA | Attributes( final AMK item)
{
printin( "\n--- Attributes for " + item getJ2EEType() +
"=" +itemgetName() +" ---");
final Extra extra = Wil.getExtra( item);
final Map attrs= extra.getAll Attributes();
final Iterator iter = attrs.keySet().iterator();
while ( iter.hasNext() )
{
final String nane = (String)iter.next();
final Cbject value = attrs.get( nane );

printin( name + "=" + toString( value ) );

}

public void

displayAl |l Attributes( final String j2eeType )

{
final Set itens = queryForJ2EEType( j2eeType );

if (itens.size() ==0)
{
printin( "No {@ink AM} of j2eeType "
+ Sanmpl eltil.quote( j2eeType ) + " found" );

el se

308 Application Server Enterprise Edition 2005Q1 « Developer's Guide



Application Server Management Extensions (AMX)

{
final lterator iter=itenms.iterator();
while ( iter.hasNext() )
{
final AMK anmx = (AMX)iter.next();
displayA | Attributes( amx );
printin( "" );
}
}

Thedi spl ayAl | Attributes() method calsthe AMK. get Nane() and

AMX get J2EEType() methods for an AMX MBean and prints the results onscreen. It then
gets all the attributes for that MBean by calling

com sun. appserv. managenent . base. Extra. get ALl Attri but es() ontheExtra
instance returned by com sun. appser v. managenent . base. Wil . get Extra() . Thisis
repeated for every MBean.

The attributes of AMX MBeans of a certain J2EE type can be displayed by specifiying the
J2EE type when the command isrun. In thiscase, di spl ayAl | Attributes() cals

quer yFor J2EEType() . The quer yFor J2EEType() method callsthe

com sun. appser v. managenent . base. Quer yManager . quer yPropSet () method on the
specified J2EE type to identify all elements of that type in the domain.

Listing AMX MBean Properties
Thedi spl ayAl | Properties() demonstrates how to list AMX MBean properties.

Code Example 16-10 Listing AMX MBean Properties

[...]

get Properties( final PropertiesAccess pa )

{
final HashMap m = new HashMap();

final String[] names = pa. get PropertyNanes();

for( int i =0; i < nanes.length;, ++ )
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{
mput ( names[ i ], pa.getPropertyValue( names[ i ] ) );
}
return( m);
}
public void
di spl ayAl | Properties( )
{
final lterator iter= getQueryMyr().queryA |l Set().iterator();
while ( iter.hasNext() )
{
final AWK anx = (AMX)iter.next();
if ( anx instanceof PropertiesAccess )
{
final PropertiesAccess pa = (PropertiesAccess)anx;
final Mapprops= getProperties( pa);
if ( props.keySet().size() '=0)
{
printin( "\nProperties for:
"+ Wil.get ChjectNare( AMX)pa ) );
println( SanpleWil.mapToString(getProperties(pa), "\n") );
}
}
}
}
[...]
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Thedi spl ayAl | Properties() method uses another Sanpl es method,

get Properti es() . Thismethod creates an instance of the

com sun. appserv. managenent . confi g. Properti esAccess interface, and calsits
get Propert yNanes() method to obtain the names of all the properties for a given AMX
MBean. For each property name obtained, its corresponding value is obtained by calling
Properti esAccess. get PropertyVal ue().

Thedi spl ayAl | Properties() method calsthe

com sun. appser v. managenent . base. Quer yMyr . quer yAl | Set () method to obtain a
set of all the AMX MBeans present in the domain. All AMX MBeans that have properties
obligatorily extend the Pr operti esAccess interface. Any MBean found to extend
Properti esAccess ispassed to the get Properti es() method, and thelist of property
values returned is printed onscreen.

Querying

The denmoQuer y() method demonstrates how to issue queries.

The demoQuer y() method uses other methods that are defined by Sanpl es, namely
di spl ayW 1 d(), and di spl ayJ2EEType() . Thedi spl ayW I d() method is shown in
Code Example 16-11 below.

Code Example 16-11 Querying and displaying wild cards

[...]

quer yW 1 d(
final String propertyNane,
final String propertyVal ue)

{
final String[] propNames = new String[] { propertyName };
final String[] propValues = new String[]{ propertyValue };
final Set anxs = get QueryMyr().queryWI| dSet( propNanes, propVal ues );
return( anxs );
}
public Set
di spl ayW I d(

final String propertyNaneg,
final String propertyVal ue)
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final Set itens = queryWId( propertyNane, propertyVal ue );
printin( "\n--- Queried for " + propertyName + "="

+ propertyValue + " ---");
final lteratoriter=itens.iterator();

while ( iter.hasNext() )

{
final AV tens (AMX)iter.next();
printin( "j2eeType=" + item getJ2EEType() + ",
"+ "nane=" + itemgetNane() );
}

Thedi spl ayW | d() method callsquer yW | d() , to obtain all the AMX MBeansthat have
object names matching pr oper t yNane and pr opert yVal ue. To do so, quer yW 1 d() calls
the com sun. appserv. managenent . base. Quer yMyr . quer yW | dSet () method. The
quer yW | dSet () method returnsthelist of AMX MBeans with object names matching the
wild card strings.

For each MBean returned, the di spl ayW 1 d() calls AMX. get J2EEType() to identify its
J2EE type, and prints the result onscreen.

In code that is not shown here, the di spl ayJ2EEType() method callsthe

quer yFor J2EEType() that was seen in “ Accessing and Displaying the Attributes of an
AMX MBean”, to identifiy MBeans of a certain J2EE type, and prints their object names
onscreen.

Code Example 16-12 Querying

o
denoQuery()

di spl ayW1d( AW J2EE_TYPE KEY, "X-*ResourceConfig" );
di spl ayW1d( AW J2EE_TYPE KEY, "X-*ServerConfig" );
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di spl ayJ2EEType( XTypes.SSL_QONFI G );
di spl ayJ2EEType( XTypes. CLUSTER CONFI G ) ;

}
[...]

In the demoQuer y() method, the di spl ayW | d() and di spl ayJ2EEType() methods are
called to find the following M Beans:

e J2EE TYPE KEY MBeans caled Resour ceConfi g

» J2EE TYPE KEY MBeanscalled Server Confi g

* All SSL_CONFI GMBeans

*  All CLUSTER_CONFI GMBeans

Monitoring Attribute Changes
The dembJMXMoni t or () demonstrates how to monitor attribute changes.

Code Example 16-13 Monitoring Attribute Changes

[...]

denoJMXMonitor () throws | nstanceNot FoundException, | CException

{

final
final
final
final

final

JMXMoni t or Mgr ngr = get Donmai nRoot () . get IMXMoni t or Myr () ;
String attrName = "Sanpl eString";

String attrValue = "hel |l 0";

Sanpl eLi st ener sanpl eLi stener = new Sanpl eLi st ener ();

MBeanSer ver Connecti on conn =

Wil.getExtra( ngr ).getConnectionSource()

. get Exi sti ngMBeanSer ver Connection();

conn. addNot i fi cati onLi st ener (

get MBeanSer ver Del egat eChj ect Nane(),

sanpl eListener, null, null );

final

Sanpl e sanpl e = (Sanpl e) get Donai nRoot ()

. get Cont ai nee( XTypes. SAMPLE );
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final String nonitorNane = "Sanpl eStringhnitor"”;
AMKStri nghonitor mon = null;

try

{

try { ngr.remove( nonitorNane ); }

catch( Exception e ) {}

nmon = nyr. createStringhnitor( nonitorNane );

wai t MBeanSer ver Noti fi cation( sanpl eLi st ener,
MBeanSer ver Not i fi cati on. REG STRATI ON_NOTI FI CATI ON,
Wil.getojectName( non ) );

sanpl e. addAttribute( attrName, attrValue );

nmon. addNot i fi cati onLi stener( sanpl eListener, null, null);

non. set ChservedAttribute( attrName );

non. set StringToConpare( attrVal ue );

nmon. setNotifyDiffer( true );

nmon. set Not i fyMatch( true );

nmon. addCoser vedChj ect ( Wil . get (oj ect Name( sanple ) );

final StdAttributesAccess attrs = Wil.getExtra( sanple);

attrs.setAttribute( new Attribute(attrNane, "goodbye") );

attrs.setAttribute( new Attribute(attrNane, attrValue) );

sanpl e.renoveAttribute( attrNane );

final Map notifs = sanplelListener.get NotifsReceived();

wai t NumNot i fs( notifs,
AttributeChangeNotification. ATTR BUTE CHANGE, 4 );

}
catch( Throwable t )

{
t.printStackTrace();

}
finally
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{
try
{
nmon. renmoveNot i ficationLi stener( sanpl eLi stener );
if (non!=null )
{
ngr. remove( non. get Nane() );
wai t MBeanSer ver Noti fi cation( sanpl eLi st ener,
MBeanSer ver Noti fi cation
. UNREQ STRATI ON_NOTI FI CATI ON,
Wil.getojectName( non ) );
}
conn. renoveNot i fi cati onLi stener (
get MBeanSer ver Del egat eChj ect Nane(),
sanpl eLi stener );
}
cat ch( Li stener Not FoundException e )
{
}
}

The demoJmx() method demonstrates the implemetation of a JM X monitor M Bean, that
listens for changes in a certain attribute. Thisis achieved in the following stages:

1.

A com sun. appser v. managenent . moni t or . JMXMoni t or Myr instance is obtained
using the Domai nRoot . get JMXMoni t or Myr () method.

A Sanpl eLi st ener IMX notification listener that is provided in the sample packageis
instantiated.

A connection to the domain’s MBean server is obtained by calling
com sun. appserv. managenent . cl i ent. Connect i onSour ce.get Exi sti ngMBeanS
erver Connect i on() onthe JMX\Voni t or Myr instance’ sExtra information.
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10.

11.

The Sanpl eLi st ener notification listener is added to the MBean server connection,
with an MBean server delegate obtained from get MBeanSer ver Del egat eChj ect ().
The natification listener is now in place on the MBean server connection.

An AMX MBean, sanpl e, of the type SAMPLE is abtained by calling the
com sun. appser v. managenent . base. Cont ai ner . get Cont ai nee() method on an
instance of the Sanpl e interface. The Sanpl e interface defines abasic AMX MBean.

An AMXSt ri nghbni t or, an AMX-compatible IMX St ri nghbni t or MBean, is
instantiated by calling cr eat eSt ri nghoni t or on the JIMXMoni t or Myr instance
created above. The AMXSt ri nghbni t or instance then calls

wai t MBeanSer ver Not i fi cation(). Thewai t MBeanServer Noti fi cation()
method waits for M Bean server notifications of the type

REQ STRATI ON_NOTI FI CATI ONfrom the Sanpl eLi st ener instance that is listening
on the MBean server connection.

An attribute of name at t r Nane and value at t r Val ue is added to the AMX MBean
sanpl e.

Various methods of the AMXSt ri nghbni t or instance are called, to add alistener, and
to set the value to be observed, the object to be observed, and so on.

Access to the sanpl e MBean's attributes is obtained by passing the sanpl e MBean's
Ext r a information to an instance of

com sun. appserv. nanagenent . base. StdAttri but esAccess. The
StdAttributesAccess. set Attribut e() method isthen called to change the values
of these attributes.

The AMXSt ri nghbni t or then calls the sample notification listener’s

get Not i f sRecei ved() method to retrieve the notifications that resulted from the calls
toset Attribute() above. Thewai t NumNot i f s() method waits until four

ATTRI BUTE_CHANGE notifications have been received before exiting.

The natification listener is then removed and the monitor is closed down.

Undeploying Modules
The undepl oy() method demonstrates how to undeploy a module.

Code Example 16-14 Undeploying Modules

[..

]

undepl oy ( final String nodul eName ) throws | CException

{

final Depl oyment Myr ngr = get Domai nRoot () . get Depl oynent Myr () ;
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final Map statusData = ngr.undepl oy( nodul eName, null );
final Deployment Status status =

Depl oynent Support . mapToDepl oynent St at us( statusData );
printin( "Undepl oyment result: '

+ get StageStatusString(status. get StageStatus()));
if ( status.getStageThrowable() != null )

{
st atus. get St ageThr owabl e(). print StackTrace();

]

The undepl oy() method obtains the Depl oynment Myr instance for the domain in the same
way that depl oy() doesso. It then callsthe Depl oyment Myr . undepl oy() method for a
named module.

Stopping an Application Server

The st opSer ver () method demonstrates how to stop an application server. The
st opSer ver () method simply calls the get J2EESer ver () method on a given server
instance, and then calls J2EESer ver . st op() .

Running the AMX Samples

To set up your development environment for using AM X, you must ensure that your Java
classpath contains the following Java archive (JAR) files:

appserv-adm n. j ar - The JAR file containing the AM X interfaces needed for your
client. Thisfileisfoundininstall_dir/ i b/ . No other classes from this JAR file should
be used by your program.

jmxri.jar - Theruntimelibraries for the IMX Reference Implementation. If you are
using JDK 1.5, these are already in the JDK.

j mxrenot e. jar - Theruntime libraries for the IMX Remote API. If you are using
JDK 1.5, these are already in the JDK.
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e j2ee.jar - Theruntime libraries for the J2EE Platform. Thisfileisfound in
install_dir/lib/.ThisJAR fileisneeded only if you intend to use any of the J2EE
Management Statistic classes (j avax. managenent . j 2ee. *).

Start your Java application in a manner similar to this:

export JAR PATH=install dir/li b/

export CP="$JAR PATH j 2ee.jar: $JAR PATH appserv-admn.jar"
java -cp $CP com nyconpany. M/d i ent Mai n
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Deployment Descriptor Files

This chapter describes deployment descriptor files specific to the Sun Java System
Application Server in the following sections:

*  SunJava System Application Server Descriptors
e The sun-application.xml File

*  Thesun-web.xml File

e Thesun-gb-jar.xml File

*  The sun-cmp-mappings.xml File

»  The sun-application-client.xml file

*  Thesun-acc.xml File

e Alphabetical Listing of All Elements

Sun Java System Application Server Descriptors

Sun Java System Application Server uses deployment descriptors in addition to the J2EE
standard descriptors for configuring features specific to the Sun Java System Application
Server. The sun- appl i cati on. xm , sun-web. xm , and sun- cnp- mappi ngs. xm files
are optional; all the others are required.

Each deployment descriptor (or XML) file hasa corresponding DTD file, which definesthe
elements, data, and attributes that the deployment descriptor file can contain. For example,
the sun- appl i cati on_1_4- 0. dt d file defines the structure of the

sun-appl i cation. xm file. The DTD files for the Sun Java System Application Server
deployment descriptors are located in theinstall_dir/ | i b/ dt ds directory.
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NOTE Do not edit the DTD files; their contents change only with new versions of
Sun Java System Application Server.

To check the correctness of these deployment descriptors prior to deployment, see “ The
Deployment Descriptor Verifier” on page 80.

For general information about DTD files and XML, seethe XML specification at:
http: // waw w3. or g/ TR REG xni

The following table lists the Sun Java System Application Server deployment descriptors
and their DTD files.

Table A-1  Sun Java System Application Server Descriptors

Deployment Descriptor DTD File Description

sun- appl i cati on. xni sun-application_1 4-0.dtd Configures an entire J2EE
application (EAR file).

sun-web. xm sun-web-app_2_4-1.dtd Configures a web application
(WAR file).
sun-ej b-j ar. xm sun-ejb-jar_2 1-1.dtd Configures an enterprise bean

(EJB JAR file).

sun- cnp- mappi ngs. xm sun- cnp- mappi ng_1_2. dtd Configures container-managed
persistence for an enterprise bean.

sun-application-client.xm sun-application-client_1 4-1.dtd Configures an Application Client
Container (ACC) client (JAR file).

sun-acc. xm sun-application-client-container_1 0.dtd Configures the Application Client
Container.
NOTE The Sun Java System Application Server deployment descriptors must be

readable and writable by the file owners.

In each deployment descriptor file, subelements must be defined in the
order in which they are listed under each Subelements heading, unless
otherwise noted.
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The sun-application.xml File

The sun-application.xml File

The element hierarchy in the sun- appl i cati on. xm fileisasfollows:

sun-appl i cation
web
web- uri
cont ext - r oot
pass- by-ref erence
uni que-id
security-rol e- mappi ng
rol e- nane
princi pal - name
gr oup- nane
real m

Hereisasample sun- appl i cati on. xni file:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-application PUBLIC '-//Sun M crosystens, Inc.//DID

Application Server 8.1 J2EE Application 1.4//EN

"http://ww sun. con sof t war e/ appser ver/ dt ds/ sun-appl i cation_1_4-0.dtd' >

<sun-appl i cati on>
<uni que- i d>67488732739338240</ uni que-i d>
</ sun-appl i cati on>

The sun-web.xml File

The element hierarchy in the sun-web. xm fileisasfollows:

sun-web- app
cont ext - r oot
security-rol e-mappi ng
rol e- nane
princi pal - name
gr oup- name
servl et
servl et - nane
princi pal - nane
webser vi ce- endpoi nt
port - conponent - nane
endpoi nt - addr ess- ur
| ogi n-config
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aut h- et hod
nessage- security-bindi ng
nessage- security
message
j ava- et hod
net hod- nane
net hod- par ans
net hod- par am
oper ati on- nane
request -protection
response- prot ection
transport - guar ant ee
servi ce- gnane
tie-class
.. servlet-inpl-class
i denpotent -url -pattern
sessi on-config
sessi on- manager
manager - properti es
property (with attributes)
description
store-properties
property (with attributes)
description
sessi on-properties
property (with attributes)
description
cooki e- properties
property (with attributes)
. description
ej b-ref

ej b-ref - name
j ndi - nane

resour ce-ref
res-ref-nane
j ndi - nane
def aul t - resour ce-princi pa
nane
passwor d
resour ce-env-ref
resour ce- env-r ef - nane
j ndi - nane
servi ce-ref
servi ce-ref - nane
port-info
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servi ce-endpoi nt-interface
wsdl - port
nanmespaceURl
| ocal part
st ub-property
nane
val ue
cal | -property
nane
val ue
nessage- security-bindi ng
nessage- security
nmessage
j ava- et hod
net hod- nane
net hod- par ans
net hod- par am
oper at i on- name
request - protection
. response- prot ection
cal | -property
nane
val ue
wsdl - overri de
servi ce-inpl -cl ass
servi ce- gnane
nanmespaceURl
. | ocal part
cache
cache- hel per
property (with attributes)
. description
def aul t - hel per
property (with attributes)
description
property (with attributes)
description
cache- mappi ng
servl et - name
url-pattern
cache- hel per-ref
di spat cher
ti meout
refresh-field
ht t p- net hod
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key-field
constraint-field
. constraint-field-val ue
cl ass- | oader
property (with attributes)
description
jsp-config
| ocal e-charset-info
| ocal e- charset - map
par aret er - encodi ng
property (with attributes)
description
par aret er - encodi ng
nessage- desti nation
nmessage- dest i nati on- name
j ndi - narre
webser vi ce-description
webser vi ce-descri pti on- nane
wsdl - publ i sh-1ocation

Hereisasample sun- web. xn file:
<?xnm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE sun-web-app PUBLIC '-//Sun Mcrosystens, Inc.//DID Application
Server 8.1 Servlet 2.4//EN
"http://ww. sun. con sof t war e/ appser ver/ dt ds/ sun-web-app_2 4-1.dtd" >

<sun- web- app>

<sessi on-confi g>

<sessi on- manager/ >
</ sessi on-confi g>
<resour ce-ref >

<r es-ref - name>nui | / Sessi on</ r es-r ef - name>
<j ndi - name>mai | / Sessi on</ j ndi - name>

</resource-ref>
<j sp-config/ >

</ sun- web- app>
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The sun-ejb-jar.xml File

The element hierarchy inthe sun- ej b-j ar. xm fileisasfollows:

sun-ej b-jar
security-rol e-mappi ng
rol e- nane
princi pal - nane
gr oup- nane
ent er pri se- beans
nane
uni que-id
ejb
ej b- nare
j ndi - nare
ej b-ref
ej b-ref - name
j ndi - nane
resour ce-ref
res-ref-nane
j ndi - nane
def aul t - resour ce-princi pa
name
passwor d
resour ce-env-ref
resour ce- env-r ef - name
j ndi - nane
servi ce-ref
servi ce-ref-nane
port-info
servi ce-endpoi nt-interface
wsdl - port
namespaceURI
| ocal part
st ub-property
name
val ue
cal | -property
name
val ue
nmessage- security-bi ndi ng
nessage- security
nessage
j ava- et hod
net hod- nane
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nmet hod- par ans
nmet hod- par am
oper ati on- name
request - protection
. response- prot ection
cal | -property
nane
val ue
wsdl - overri de
servi ce-inpl -cl ass
servi ce- gnane
nanespaceURl
| ocal part
pass- by-reference
cnp
mappi ng- properties
i s- one- one-cnp
one-one-finders
fi nder
net hod- name
query- par ans
query-filter
query-vari abl es
. query-ordering
pr ef et ch- di sabl ed
quer y- et hod
net hod- nane
net hod- par ans
. . net hod- par am
princi pa
nane
ndb- connecti on-factory
j ndi - nare
def aul t - resour ce- pri nci pa
nane
. passwor d
j ms-dur abl e- subscri pti on- nane
j ms- max- nessages- | oad
ior-security-config
transport-config
integrity
confidentiality
establish-trust-in-target
. establish-trust-in-client
as- cont ext
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aut h- et hod

real m

required

sas- cont ext

cal | er-propagation
i s-read-onl y-bean
refresh- peri od-i n-seconds
conm t-option
cnt - ti meout - i n- seconds
use-t hread- pool -id

gen- cl asses
renot e-i npl
| ocal -i npl

r enot e- hore- i np
| ocal - hore-i npl
bean- poo
st eady- pool - si ze
resi ze-quantity
max- pool - si ze
pool -i dl e-ti neout -i n- seconds
max-wait-tine-in-mllis
bean cache
max- cache- si ze
resi ze-quantity
i s-cache-overfl ow al | oved
cache-idl e-ti neout - i n- seconds
removal -ti neout - i n- seconds
vi ctimsel ection-policy
nﬂb resour ce- adapt er
resour ce- adapter-nid
activation-config
description
activation-config-property
activation-config-property-name
activation-config-property-val ue
mebserV|ce endpoi nt
port - conponent - nane
endpoi nt - addr ess- ur
| ogi n-config
aut h- et hod
nessage- security-bi ndi ng
nessage- security
message
j ava- et hod
net hod- nane

Appendix A Deployment Descriptor Files

327



The sun-ejb-jar.xml File

net hod- par ans
net hod- par am
oper ati on- name
request - protection
response- prot ection
transport - guar ant ee
servi ce- gnane
tie-class
servlet-inpl-class
flush at - end- of - net hod
nmet hod
description
ej b- narre
nmet hod- nare
nmet hod-i nt f
net hod- par ans
net hod- par am
checkp0|nted met hods
checkpoi nt - at - end- of - net hod
nmet hod
description
ej b- nare
nmet hod- nare
net hod- i nt f
net hod- par ans
. . net hod- par am
pmdescriptors
cnp-resour ce
j ndi - nare
def aul t -resour ce- pri nci pa
nane
passwor d
property (with subel enents)
nane
val ue
creat e-tabl es-at - depl oy
dr op-t abl es- at - undepl oy
dat abase- vendor - name
schenma- gener at or - properti es
property (with subel enents)
nane
val ue
nessage destination
nmessage- dest i nati on- name
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j ndi - nare

webser vi ce-description
webser vi ce-descri pti on- nane
wsdl - publ i sh-1ocation

NOTE If any configuration information for an enterprise bean is not specified in
thesun-ej b-j ar. xni file, it defaultsto a corresponding setting in the EJB
container if an equivalency exists.

Hereisasamplesun-gj b-j ar. xni file:
<?xnm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-ejb-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Application Server 8.1 EJB
2. 1//EN "'http://ww sun. conl sof t war e/ appserver/dtds/sun-ejb-jar_2 1-1.dtd' >

<sun-ej b-jar>
<di spl ay- name>Fi rst Mdul e</ di spl ay- nane>
<enterpri se- beans>
<ej b>
<ej b- nane>Cust oner EJB</ ej b- nanme>
<j ndi - name>cust orer </ j ndi - nane>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quantity>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<renoval - ti neout -i n- seconds>3600</ r enoval - t i neout - i n- seconds>
<vi cti msel ection-policy>LRU/ victimsel ection-policy>
</ bean- cache>
</ ej b>
<cnp- r esour ce>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - name>
<creat e-t abl es- at - depl oy>t r ue</ creat e- t abl es- at - depl oy>
<dr op- t abl es- at - undepl oy>t r ue</ dr op- t abl es- at - undepl oy>
</ cnp-resour ce>
</ enterprise-beans>
</sun-ej b-jar>
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The sun-cmp-mappings.xml File

The element hierarchy in the sun- cnp- mappi ngs. xni fileisasfollows:

sun- chp- mappi ngs
sun- chp- mappi ng
schema
entity-nmappi ng
ej b- nane
t abl e- nane
cnp- fi el d- mappi ng
fiel d-nane
col um- nane
read-only
fetched-with
def aul t
| evel
named- gr oup
. none
cnr-fiel d- mappi ng
cnr-fiel d-name
col um-pai r
col um- nane
fetched-with
def aul t
| evel
named- gr oup
none
secondary-tabl e
t abl e- nane
col um-pai r
col um- nane
consi st ency
none
check- nodi fi ed- at-comm t
| ock-when- | oaded
check-al | -at - commi t
| ock-when-nodi fi ed
check- ver si on- of - accessed- i nst ances
col um- nane
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Here is a sample database schema definition:

create table TEAMEIB (
TEAM D var char 2(256) not nul |,
NAMVE var char2(120) nul I,
A TY char(30) not null,
LEAGUEEIB_LEAGUEI D var char2(256) nul I,
constraint PK TEAVEIB prinmary key (TEAM D)

)

create table PLAYEREIB (
POSI TI ON varchar2(15) nul |,
PLAYERI D var char2(256) not nul |,
NAVE char (64) nul |,
SALARY nunber (10, 2) not nul I,
constraint PK PLAYEREIB primary key (PLAYERI D)

)

create table LEAGUEEIB (
LEAGUE! D var char 2(256) not nul |,
NAMVE var char 2(256) nul |,
SPCRT var char2(256) nul I,
constraint PK LEAGUEEIB primary key (LEAGUEID)

)

create tabl e PLAYEREJBTEAMEIB (
PLAYEREJB_PLAYERI D var char2(256) nul |,
TEAVEJB _TEAM D var char 2(256) nul |

)

alter table TEAVEIB
add constraint FK_LEAGUE forei gn key (LEAGUEEIB LEAGUEI D)
ref erences LEAGUEEIB ( LEAGUEI D)

alter table PLAYEREJBTEAMEIB
add constraint FK _TEAVS forei gn key (PLAYEREIB PLAYERI D)
ref erences PLAYEREJB ( PLAYERI D)

alter table PLAYEREJBTEAME]B
add constraint FK PLAYERS foreign key (TEAMEIB_TEAM D)
ref erences TEAVEIB ( TEAM D)

Here is a corresponding sample sun- cnp- mappi ngs. xn file:

<?xnm version="1.0" encodi ng="UTF-8"?>
<sun- cnp- mappi ngs>
<sun- cnp- mappi ng>
<schema>Rost er </ schena>
<entity-mappi ng>
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<ej b- nane>TeankEJB</ ej b- name>
<t abl e- name>TEAME]B</ t abl e- name>
<cnp-fi el d- mappi ng>
<fi el d- nanme>t eam d</fi el d- nane>
<col um- nane>TEAME]B. TEAM D</ col unn- nane>
</ cnp-fi el d- nappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>nane</ f i el d- nane>
<col umm- nane>TEAMEJB. NAMVE</ col urm- nane>
</ cnp-fi el d- mappi ng>
<cnp- fi el d- mappi ng>
<fiel d-name>city</fi el d- nane>
<col umm- nane>TEAMEJB. Cl TY</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnr - fi el d- mappi ng>
<cnr - fi el d- nane>l eague</ cnr - fi el d- nane>
<col um- pai r >
<col um- nane>TEAME]B. LEAGUEEIB_LEAGUEI D</ col umm- nane>
<col um- nane>LEAGUEE]B. LEAGUE! D</ col urm- name>
</ col urm- pai r >
<f et ched- wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
<cnr-fi el d- mappi ng>
<cnr-fiel d- name>pl ayer s</ cnr-fi el d- name>
<col um- pai r >
<col um- nane>TEAME]B. TEAM D</ col umnm- nane>
<col um- nane>PLAYEREJBTEAMEIB. TEAMEJB_TEAM D</ col umn- nane>
</ col umm- pai r >
<col um- pai r >
<col um- nane>PLAYEREJBTEAMEJB. PLAYEREJB_PLAYER! D</ col umm- nane>
<col umm- nane>PLAYEREJB. PLAYER D</ col unm- namre>
</ col umm- pai r >
<f et ched- wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
</entity-mappi ng>
<entity- mappi ng>
<ej b- nane>Pl ayer EJB</ €] b- nane>
<t abl e- nane>PLAYEREJB</ t abl e- nane>
<cnp-fi el d- mappi ng>
<fi el d- name>posi ti on</fi el d- nane>
<col um- nane>PLAYEREJB. POSI Tl ON</ col urm- nanme>
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</ cnp-fi el d- mappi ng>
<cnp-fi el d- mappi ng>
<fi el d- nane>pl ayer | d</fi el d- name>
<col um- nane>PLAYEREJB. PLAYER D</ col urm- nanme>
</ cnp-fi el d- nappi ng>
<cnp-fi el d- mappi ng>
<fi el d- nanme>nane</ fi el d- nane>
<col um- nane>PLAYEREJB. NAME</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnp- fi el d- mappi ng>
<fi el d-nane>sal ary</fi el d- nane>
<col umm- nane>PLAYEREJB. SALARY</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnr-fi el d- mappi ng>
<cnr - fi el d- nane>t eans</ cnr-fi el d- name>
<col um- pai r >
<col um- nane>PLAYEREJB. PLAYER D</ col urm- narme>
<col um- nane>PLAYEREJBTEAMEJB. PLAYEREJB_PLAYER! D</ col umm- nane>
</ col urm- pai r >
<col um- pai r >
<col um- name>PLAYEREJBTEAMEIB. TEAMEIB TEAM D</ col umm- nane>
<col umm- nane>TEAMEJB. TEAM D</ col umn- name>
</ col umm- pai r >
<f et ched-wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
</entity-mappi ng>
<entity- mappi ng>
<ej b- nane>LeagueE]B</ €] b- nane>
<t abl e- nane>LEAGUEEJB</ t abl e- nane>
<cnp-fi el d- mappi ng>
<fi el d- nane>| eaguel d</fi el d- name>
<col umm- nane>LEAGUEE]B. LEAGUEI D</ col unm- namre>
</ cnp-fi el d- mappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>nane</ fi el d- nane>
<col umm- nane>LEAGUEE]B. NAME</ col umn- name>
</ cnp-fi el d- nappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>sport </ fi el d- nane>
<col um- nane>LEAGUEEJB. SPCRT</ col umm- nanme>
</ cnp-fi el d- mappi ng>
<cnr - fi el d- mappi ng>
<cnr - fi el d- nane>t eans</ cnr-fi el d- name>
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The sun-application-client.xml file

<col um- pai r >
<col umm- nane>LEAGUEE]B. LEAGUEI D</ col unm- namre>
<col um- nane>TEAME]B. LEAGUEEIB_LEAGUEI D</ col umm- nane>

</ col umm- pai r >

<f et ched- wi t h>
<none/ >

</ f et ched- wi t h>

</cnr-fi el d- mappi ng>
</ entity- mappi ng>
</ sun- cnp- nmappi ng>
</ sun- cnp- nappi ngs>

The sun-application-client.xml file

The element hierarchy inthe sun- appl i cati on-client.xn fileisasfollows:

sun-appl i cation-client

ej b-ref
ej b-ref - name
j ndi - nane

resour ce-ref
res-ref-nane
j ndi - nane
def aul t - resour ce-princi pa
name
passwor d
resour ce-env-ref
resour ce- env-r ef - name
j ndi - nane
servi ce-ref
servi ce-ref-nane
port-info
servi ce-endpoi nt-interface
wsdl - port
namespaceURI
| ocal part
st ub-property
name
val ue
cal | -property
name
val ue
nmessage- security-bi ndi ng
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nessage- security
nessage
j ava- et hod
nmet hod- nane
net hod- par ans
nmet hod- par am
oper at i on- name
request - protection
. response- prot ection
cal | -property
namne
val ue
wsdl - overri de
servi ce-inpl -cl ass
servi ce- gnane
namespaceURl
. | ocal part
nessage- destination
nmessage- dest i nati on- name
j ndi - nare

The sun-acc.xml File

The element hierarchy inthe sun- acc. xm fileisasfollows:

client-container
target - server
description
security
ssl
cert-db
auth-real m
property (with attributes)
client-credentia
property (with attributes)
| 0og-service
property (with attributes)
nessage- security-config
provi der-config
request - policy
response- pol i cy
property (with attributes)
property (with attributes)

Appendix A

The sun-acc.xml File
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Alphabetical Listing of All Elements

Alphabetical Listing of All Elements

ABCDEFGHI JKLMNOPQRSTUVW

activation-config

Specifies an activation configuration, which includes the runtime configuration properties
of the message-driven bean in its operational environment. For example, this can include
information about the name of a physical IM S destination. Matches and overrides the
activation-configeementintheejb-jar.xni file.

Superelements
mdb- r esour ce- adapt er (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the act i vat i on- confi g element.

Table A-2 activati on-confi g subelements

Element Required Description
description zero or one Specifies a text description of the activation configuration.
activation-config-property one or more  Specifies an activation configuration property.

activation-config-property
Specifies the name and value of an activation configuration property.

Superelements
activation-config(sun-ejb-jar.xm)

Subelements
The following table describes subelements for the act i vat i on- confi g- property
element.
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Table A-3 activati on-confi g- property subelements

Element Required Description
activation-confi g- property-name only one Specifies the name of an activation configuration property.
activation-config-property-value only one Specifies the value of an activation configuration property.

activation-config-property-name
Specifies the name of an activation configuration property.

Superelements
activation-config-property (sun-ejb-jar.xm)

Subelements
none - contains data

activation-config-property-value
Specifies the value of an activation configuration property.

Superelements
activation-config-property (sun-ejb-jar.xm)

Subelements
none - contains data

as-context
Specifies the authentication mechanism used to authenticate the client.

Superelements
ior-security-config(sun-ejb-jar.xm)

Subelements
The following table describes subelements for the as- cont ext element.

Table A-4 as- cont ext Subelements

Element Required Description

auth-method only one Specifies the authentication method. The only supported value is
USERNAME_PASSWORD.
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Table A-4  as-cont ext Subelements (Continued)

Element Required Description
real m only one  Specifies the realm in which the user is authenticated.
required only one  Specifies whether the authentication method specified must be used

for client authentication.

auth-method
Specifies the authentication method.

If the parent element is as- cont ext , the only supported value is USERNAVE PASSWORD.

If the parent element is| ogi n- confi g, specifies the authentication mechanism for the web
service endpoint. As a prerequisite to gaining access to any web resources protected by an
authorization constraint, a user must be authenticated using the configured mechanism.

Superelements
| ogi n-confi g (sun-web. xm ), as- cont ext (sun-ej b-jar.xm)

Subelements
none - contains data

auth-realm

JAAS isavailable on the ACC. Defines the optional configuration for a JAAS
authentication realm. Authentication realms require provider-specific properties, which
vary depending on what a particular implementation needs. For more information about
how to define realms, see “Realm Configuration” on page 40.

Superelements
client-container (sun-acc. xn)

Subelements
The following table describes subelements for the aut h- r eal m element.

Table A-5 aut h-r eal m subelement

Element Required Description

property (with zero or more  Specifies a property, which has a name and a value.
attributes)
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Attributes
The following table describes attributes for the aut h- r eal melement.

Table A-6  aut h-r eal mattributes

Attribute Default Description

nanme none Defines the name of this realm.

cl assnane none Defines the Java class which implements this realm.
Example

Here is an example of the default file realm:

<aut h-real m nane="fil e"
cl assnane="com sun. enterprise.security.auth.realmfile.FileReal >
<property nane="file" val ue="domain dir/ confi g/ keyfile"/>
<property nane="jaas-context" val ue="fil eReal n{/>
</ aut h-real n»

Which properties an aut h- r eal melement uses depends on the value of the aut h-r eal m
element’ s name attribute. The filerealm usesfi | e andj aas- cont ext properties. Other
realms use different properties. See “Realm Configuration” on page 40.

bean-cache
Specifies the entity bean cache properties. Used for entity beans and stateful session beans.

Superelements
ej b (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the bean- cache element.

Table A-7 bean- cache Subelements

Element Required Description
max- cache- si ze zero or one  Specifies the maximum number of beans allowable in cache.
i s-cache-overfl owal | oned zero or one  Deprecated.
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Table A-7 bean- cache Subelements (Continued)

Element Required Description

cache-i dl e-ti neout - i n- seconds zero or one  Specifies the maximum time that a stateful session bean or
entity bean is allowed to be idle in cache before being
passivated. Default value is 10 minutes (600 seconds).

renoval -t i neout - i n- seconds zero or one  Specifies the amount of time a bean remains before being
removed. If r enoval - ti neout -i n- seconds is less than
i dl e-ti meout , the bean is removed without being
passivated.

resize-quantity zero or one  Specifies the number of beans to be created if the pool is
empty (subject to the max- pool - si ze limit). Values are from
0 to MAX_INTEGER.

vi cti msel ection-policy zero or one  Specifies the algorithm that must be used by the container to
pick victims. Applies only to stateful session beans.

Example
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<cache-resi ze-quant i t y>10</ cache-resi ze- quanti ty>
<renoval -ti neout -i n- seconds>3600</ r enoval -t i neout -i n- seconds>
<vi ctimsel ection-policy>LRU/ victimsel ection-policy>
<cache-i dl e-ti meout - i n- seconds>600</ cache-i dl e-ti meout - i n- seconds>
<renoval -ti neout -i n- seconds>5400</ r enoval -t i neout -i n- seconds>
</ bean- cache>

bean-pool

Specifies the pool properties of stateless session beans, entity beans, and message-driven
bean.

Superelements
ej b (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the bean- pool element.

Table A-8 bean- pool Subelements

Element Required Description

st eady- pool - si ze zero or one  Specifies the initial and minimum number of beans maintained
in the pool. Default is 32.
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Table A-8 bean- pool Subelements (Continued)

Element Required Description

resize-quantity zero or one  Specifies the number of beans to be created if the pool is
empty (subject to the nax- pool - si ze limit). Values are from
0 to MAX_INTEGER.

max- pool - si ze zero or one  Specifies the maximum number of beans in the pool. Values
are from 0 to MAX_INTEGER. Default is to the EJB container
value or 60.

max-wait-tine-in-mllis zero or one  Deprecated.

pool -idl e-ti meout -i n- seconds zero or one  Specifies the maximum time that a bean is allowed to be idle in

the pool. After this time, the bean is removed. This is a hint to
the server. Default time is 600 seconds (10 minutes).

Example
<bean- pool >

<st eady- pool - si ze>10</ st eady- pool - si ze>

<resi ze-quantity>10</resi ze-quanti ty>

<max- pool - si ze>100</ max- pool - si ze>

<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti neout -i n- seconds>
</ bean- pool >

cache
Configures caching for web application components.

Superelements
sun- web- app (sun-web. xni )

Subelements
The following table describes subelements for the cache element.

Table A-9 cache Subelements

Element Required Description

cache- hel per zero or more  Specifies a custom class that implements the
CacheHel per interface.
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Table A-9 cache Subelements (Continued)
Element Required Description
def aul t - hel per zero or one Allows you to change the properties of the default, built-in

property (with
attributes)

Zero or more

cache- nappi ng zero or more

cache- hel per class.

Specifies a cache property, which has a name and a
value.

Maps a URL pattern or a servlet name to its cacheability
constraints.

Attributes

The following table describes attributes for the cache element.

Table A-10 cache Attributes

Attribute Default Description

max-entries 4096 (optional) Specifies the maximum number of entries
the cache can contain. Must be a positive integer.

timeout -i n- seconds 30 (optional) Specifies the maximum amount of time in
seconds that an entry can remain in the cache after
it is created or refreshed. Can be overridden by a
ti meout element.

enabl ed true (optional) Determines whether servlet and JSP
caching is enabled.

Properties

The following table describes properties for the cache element.

Table A-11 cache Properties

Property Default

Description

cached assNane com sun. appserv. web

. cache. LruCache

Ml ti LRUSegnent Si ze 4096

Specifies the fully qualified name of the class that
implements the cache functionality. The “cacheClassName
Values” table below lists possible values.

Specifies the number of entries in a segment of the cache
table that should have its own LRU (least recently used)
list. Applicable only if cached assNane is set to

com sun. appserv. web. cache. Mul ti LruCache.
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Table A-11 cache Properties (Continued)

Property Default Description
MexSi ze unlimited; Specifies an upper bound on the cache memory size in
Long. MAX_VALUE bytes (KB or MB units). Example values are 32 KB or

2 MB. Applicable only if cached assNane is set to
com sun. appserv. web. cache. BoundedMul ti LruCache.

Cache Class Names
The following table lists possible values of the cached assNane property.

Table A-12 cached assNane Vaues

Value

Description

com sun. appser V. web. cache
. LruCache

com sun. appser V. web. cache
. BaseCache

com sun. appser V. web. cache
.Ml tiLruCache

com sun. appser V. web. cache
. BoundedMul ti LruCache

A bounded cache with an LRU (least recently used) cache replacement policy.

An unbounded cache suitable if the maximum number of entries is known.

A cache suitable for a large number of entries (>4096). Uses the
Mil t i LRUSegment Si ze property.

A cache suitable for limiting the cache size by memory rather than number of
entries. Uses the MaxSi ze property.

cache-helper
Specifies a class that implementsthe com sun. appser v. web. cache. CacheHel per

interface.

Superelements
cache (sun-web. xm )

Subelements

The following table describes subelements for the cache- hel per element.

Table A-13 cache- hel per Subelements

Element

Required Description

property (with zero or more  Specifies a property, which has a name and a value.

attributes)
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Attributes
The following table describes attributes for the cache- hel per element.

Table A-14 cache- hel per Attributes

Attribute Default Description

nanme def aul t Specifies a unique name for the helper class, which is
referenced in the cache- mappi ng element.

cl ass- nane none Specifies the fully qualified class name of the cache helper,
which must implement the
com sun. appser V. web. CacheHel per interface.

cache-helper-ref

Specifies the nane of the cache- hel per used by the parent cache- mappi ng element.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none - contains data

cache-idle-timeout-in-seconds

Specifies the maximum time that a bean can remain idle in the cache. After this amount of
time, the container can passivate this bean. A value of 0 specifies that beans never become
candidates for passivation. Default is 600.

Appliesto stateful session beans and entity beans.

Superelements
bean- cache (sun-ej b-jar. xn)

Subelements
none - contains data

cache-mapping
Maps a URL pattern or a servlet name to its cacheability constraints.

Superelements
cache (sun-web. xm )
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Subelements

The following table describes subelements for the cache- mappi ng element.

Table A-15 cache- mappi ng Subelements

Element

Required

Description

servl et - nane

url-pattern

requires one
servl et - nane or
url-pattern

requires one
servl et - nane or
url-pattern

Contains the name of a servlet.

Contains a servlet URL pattern for which
caching is enabled.

cache- hel per -ref required if Contains the nane of the cache- hel per
di spat cher, used by the parent cache- nappi ng
ti meout, element.
refresh-field,
ht t p- net hod,
key-fiel d, and

constraint-field
are not used

di spat cher zero or one if Contains a comma-separated list of
cache- hel per-ref is  Request Di spat cher methods for which
not used caching is enabled.

ti meout zero or one if Contains the cache- mappi ng specific

maximum amount of time in seconds that an
entry can remain in the cache after it is
created or refreshed.

cache- hel per-ref is
not used

zero or one if
cache- hel per-ref is

refresh-field Specifies a field that gives the application

component a programmatic way to refresh a

not used cached entry.

ht t p- met hod zero or more if Contains an HTTP method that is eligible for
cache- hel per-ref is caching.
not used

key-field zero or more if Specifies a component of the key used to

cache- hel per-ref is
not used

look up and extract cache entries.

zero or more if
cache- hel per-ref is
not used

constraint-field Specifies a cacheability constraint for the

given url - patternorservl et - nane.
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call-property

Specifies JAX-RPC property values that can be set on aj avax. xni . rpc. Cal | object
beforeit isreturned to the web service client. The property names can be any properties
supported by the JAX-RPC Cal | implementation.

Superelements
port-info,service-ref (sun-web. xnt,sun-¢jb-jar.xm,
sun-application-client.xm)

Subelements
The following table describes subelements for thecal | - property element.

Table A-16 cal | - property subelements

Element Required Description
nane only one Specifies the name of the entity.
val ue only one Specifies the value of the entity.

caller-propagation
Specifies whether the target accepts propagated caller identities. The values are NONE,
SUPPCRTED, or REQUI RED.

Superelements
sas-context (sun-ejb-jar.xni)

Subelements
none - contains data

cert-db
Not implemented. Included for backward compatibility only. Attribute values are ignored.

Superelements
security (sun-acc.xm)

Subelements
none

Attributes
The following table describes attributes for the cer t - db element.
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Table A-17 cert - db attributes
Attribute  Default Description

pat h none Specifies the absolute path of the certificate database.

password none Specifies the password to access the certificate database.

check-all-at-commit
This element is not implemented. Do not use.

Superelements
consi st ency (sun- cnp- nmappi ngs. xni )

check-modified-at-commit
Checks concurrent modification of fieldsin modified beans at commit time.

Superelements
consi st ency (sun- cnp- nappi ngs. xni )

Subelements
none - element is present or absent

check-ver sion-of-accessed-instances
Checks the version column of the modified beans.

Version consistency allows the bean state to be cached between transactionsinstead of read
from adatabase. The bean state is verified by primary key and version column values. This
occurs during a custom query (for dirty instances only) or commit (for both clean and dirty
instances).

The version column must be a numeric type, and must be in the primary table. Y ou must
provide appropriate update triggers for this column.

Superelements
consi st ency (sun- cnp- mappi ngs. xni )

Subelements
The following table describes subelements for the
check- ver si on- of - accessed- i nst ances el ement.
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Table A-18 check- ver si on- of - accessed- i nst ances Subelements

Element Required Description

col um- nane only one Specifies the name of the version column.

checkpoint-at-end-of-method

Specifiesthat the stateful session bean state is checkpointed, or persisted, after the specified
methods are executed. The avai | abi | i t y- enabl ed attribute of the parent ej b element
must be set tot r ue.

Superelements
ej b (sun-ej b-jar.xm)

Subelements

The following table describes subelements for the checkpoi nt - at - end- of - et hod
element.

Table A-19 checkpoi nt - at - end- of - met hod Subelements

Element Required Description

net hod one or more  Specifies a bean method.

checkpointed-methods

Deprecated. Supported for backward compatibility. Use checkpoi nt - at - end- of - et hod
instead.

Superelements
ej b (sun-ej b-jar.xm)
class-loader

Configures the classloader for the web module.

Superelements
sun-web- app (sun-web. xni)

Subelements
The following table describes subelements for the cl ass- | oader element.
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Table A-20 cl ass- | oader Subelements

Element Required Description

property (with zero or more  Specifies a property, which has a name and a value.
attributes)

Attributes
The following table describes attributes for the cl ass- | oader element.

Table A-21 cl ass-| oader Attributes

Attribute Default Description

extra-class-path null (optional) Specifies additional classpath settings for this web
module.

del egat e true (optional) If t r ue, the web module follows the standard

classloader delegation model and delegates to its parent
classloader first before looking in the local classloader. You
must set this to t r ue for a web application that accesses EJB
components or that acts as a web service client or endpoint.

If f al se, the web module follows the delegation model
specified in the Servlet specification and looks in its classloader
before looking in the parent classloader. It's safe to set this to
f al se only for a web module that does not interact with any
other modules.

dynami c-rel oad-in (optional) Notimplemented. Included for backward compatibility
terval with previous Sun Java System Web Server versions.
NOTE If thedel egat e element is set to f al se, the classloader delegation

behavior complies with the Servlet 2.4 specification, section 9.7.2. If set to
its default value of t r ue, classes and resources residing in container-wide
library JAR filesareloaded in preference to classes and resources packaged
within the WAR file.

Portable programs that use this element should not be packaged with any
classes or interfaces that are a part of the J2EE specification. The behavior
of aprogram that includes such classes or interfacesin its WAR file is
undefined.
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client-container

Defines the Sun Java System Application Server specific configuration for the application
client container. Thisis the root element; there can only be onecl i ent - cont ai ner
element in asun-acc. xn file. See“The sun-acc.xml File” on page 335.

Superelements
none

Subelements
The following table describes subelements for thecl i ent - cont ai ner element.

Table A-22 cli ent-cont ai ner Subelements

Element Required Description

t ar get - server only one Specifies the IIOP listener configuration of the target
server.

aut h-real m zero or one Specifies the optional configuration for JAAS

authentication realm.

client-credential zero or one Specifies the default client credential that is sent to
the server.
| og-servi ce zero or one Specifies the default log file and the severity level of

the message.

nessage- security-con zeroor more Specifies configurations for message security
fig providers.

property (with zero or more  Specifies a property, which has a name and a value.
attributes)

Attributes
The following table describes attributes for thecl i ent - cont ai ner element.

Table A-23 client-cont ai ner Attributes

Attribute Default Description

send- passwor d true If t rue, specifies that client authentication credentials
must be sent to the server. Without authentication
credentials, all access to protected EJB components
results in exceptions.
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Properties
The following table describes properties for thecl i ent - cont ai ner element.

Table A-24 cl i ent-cont ai ner Properties

Property

Default Description

COm sun. appserv. i

i op. endpoints  none Specifies a comma-separated list of one or more IIOP endpoints
used for load balancing. An IIOP endpoint is in the form host: port,
where the host is an IP address or host name, and the port specifies
the port number.

client-credential

Default client credential sthat are sent to the server. If thiselement is present, the credentials
are automatically sent to the server, without prompting the user for the user name and
password on the client side.

Superelements
client-container (sun-acc. xn)

Subelements
The following table describes subelements for thecl i ent - credenti al element.

Table A-25 client-credential subeement

Element Required Description

property (with zero or more  Specifies a property, which has a name and a value.
attributes)

Attributes
The following table describes attributes for thecl i ent - cr edent i al element.

Table A-26 client-credential attributes
Attribute Default Description

user - nane none The user name used to authenticate the Application
client container.

passwor d none The password used to authenticate the Application
client container.
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Table A-26 client-credential attributes (Continued)

Attribute Default Description

real m the default (optional) The realm (specified by name) where
realm for the credentials are to be resolved.
domain

cmp

Describes runtime information for a CMP entity bean object for EJB1.1 and EJB2.1 beans.

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for the cnp element.

Table A-27 cnp Subelements

Element Required Description

mappi ng- properties zero or one This element is not implemented.

i s- one-one-cnp Zero or one This element is not implemented.
one-one-finders zero or one Describes the finders for CMP 1.1 beans.

pr ef et ch- di sabl ed Zero or one Disables prefetching of entity bean states for the

specified query methods.

cmp-field-mapping

Thecnp-fi el d- mappi ng €lement associates afield with one or more columns to which it
maps. The column can be from a bean’s primary table or any defined secondary table. If a
field is mapped to multiple columns, the column listed first in this element isused as a
source for getting the value from the database. The columns are updated in the order they
appear. Thereisonecnp-f i el d- mappi ng element for each cnp-fi el d element defined in
theej b-jar. xm file.

Superelements
entity-nmappi ng (sun- cnp- mappi ngs. xm)

Subelements
The following table describes subelements for the cnp- fi el d- mappi ng element.
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Table A-28 cnp-fi el d- mappi ng Subelements

Element Required

Description

fiel d-name only one

col um- nane one or more

read-only zero or one

fetched-with zeroorone

Specifies the Java identifier of a field. This identifier must match
the value of the f i el d- nane subelement of the cnp- fi el d that
is being mapped.

Specifies the name of a column from the primary table, or the
qualified table name (TABLE.COLUMN) of a column from a
secondary or related table.

Specifies that a field is read-only.

Specifies the fetch group for this CMP field’s mapping.

cmp-resour ce

Specifies the database to be used for storing CMP beans. For more information about this
element, see “ Configuring the CMP Resource” on page 198.

Superelements

ent er pri se-beans (sun-ej b-jar. xni)

Subelements

The following table describes subelements for the cnp- r esour ce element.

Table A-29 cnp- r esour ce Subelements

Element Required Description

j ndi - nane only one Specifies the absolute j ndi - narre of a JDBC resource or
Persistence Manager resource.

defaul t - resour ce-princi pal zero or one Specifies the default runtime bindings of a resource reference.

property (with subel enents) zero or more Specifies a property name and value. Used to configure
Per si st enceManager Fact or y properties if the
j ndi - nane subelement refers to a JDBC resource.

creat e-tabl es- at - depl oy zero or one If t rue, specifies that database tables are created for beans
that are automatically mapped by the EJB container.

drop- t abl es- at - undepl oy zero or one If t rue, specifies that database tables that were automatically
created when the bean(s) were last deployed are dropped
when the bean(s) are undeployed.

dat abase- vendor - nanme zero or one Specifies the name of the database vendor for which tables

can be created.
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Table A-29 cnp- r esour ce Subelements (Continued)

Element Required Description

schema- gener at or - properti es zero or one Specifies field-specific type mappings and allows you to set
the use- uni que-t abl e- nanes property.

cmr-field-mapping

A container-managed relationship field has a name and one or more column pairs that
define therelationship. Thereisonecnr - fi el d- mappi ng element for eachcnr-fiel d
elementintheej b-j ar. xni file. A relationship can aso participate in a fetch group.

Superelements
entity-nmappi ng (sun- cnp- mappi ngs. xm)

Subelements
The following table describes subelements for the cnr - fi el d- mappi ng element.

Table A-30 cnr-fi el d- mappi ng Subelements

Element Required Description

cnr-field-name only one Specifies the Java identifier of a field. Must match the value of
the cnr - fi el d- name subelement of the cnr-fi el d that is
being mapped.

col um- pai r one or more  Specifies the pair of columns that determine the relationship
between two database tables.

fetched-with zero orone  Specifies the fetch group for this CMR field’s relationship.

cmr-field-name

Specifies the Javaidentifier of afield. Must match the value of thecnr - f i el d- name
subelement of thecnr-fi el d elementintheej b-j ar. xni file.

Superelements
cnr - fi el d- mappi ng (sun- cnp- nappi ngs. xm )

Subelements
none - contains data
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cmt-timeout-in-seconds

Overrides the Transaction Timeout setting of the Transaction Service for an individual
bean. The default value, 0, specifies that the default Transaction Service timeout is used. If
positive, thisvalueis used for all methods in the bean that start a new container-managed
transaction. Thisvalueis not used if the bean joins a client transaction.

Superelements
ej b (sun-¢j b-jar.xm)

Subelements
none - contains data

column-name

Specifies the name of a column from the primary table, or the qualified table name
(TABLE.COLUMN) of a column from a secondary or related table.

Superelements
check- ver si on- of - accessed- i nst ances, cnp- fi el d- mappi ng, col un-pai r
(sun- crp- mappi ngs. xni )

Subelements
none - contains data

column-pair

Specifies the pair of columns that determine the relationship between two database tables.
Each col urm- pai r must contain exactly two col umm- name subelements, which specify
the column’s names. Thefirst col umm- nane element names the table that thisbean is
mapped to, and the second col uim- name names the column in the related table.

Superelements
cnr - fi el d- mappi ng, secondar y-t abl e (sun- cnp- mappi ngs. xm)

Subelements
The following table describes subelements for the col umm- pai r element.

Table A-31 col umm- pai r Subelements

Element Required Description

col um-nane two Specifies the name of a column from the primary table, or the
qualified table name (TABLE.COLUMN) of a column from a
secondary or related table.

Appendix A Deployment Descriptor Files 355



commit-option
Specifies the commit option used on transaction completion. Valid values for the Sun Java
System Application Server are B or C. Default value is B. Appliesto entity beans.

NOTE Commit option A is not supported for this Sun Java System Application
Server release.

Superelements
ej b (sun-ej b-jar.xm)

Subelements
none - contains data

confidentiality

Specifiesif the target supports privacy-protected messages. The values are NONE,
SUPPCRTED, or REQUI RED.

Superelements
transport-config (sun-ejb-jar.xn)

Subelements
none - contains data

consistency

Specifies container behavior in guaranteeing transactional consistency of the datain the
bean.

Superelements
entity-nmappi ng (sun- cnp- mappi ngs. xm)

Subelements
The following table describes subelements for the consi st ency element.
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Table A-32 consi st ency Subelements

Element Required Description
none exactlyone No consistency checking occurs.
L . of these L ) )
check-nodi fi ed-at -conm t elements is Checks concurrent modification of fields in
required modified beans at commit time.

| ock- when- | oaded Obtains an exclusive lock when the data is
loaded.

check-al |l -at-comm t This element is not implemented. Do not use.

| ock-when-nodi fi ed This element is not implemented. Do not use.

check- ver si on- of - accessed Checks the version column of the modified

-instances beans.

constraint-field

Specifies a cacheability constraint for the given ur | - pat t ern or ser vl et - nane.

All constraint-fi el d constraints must pass for aresponse to be cached. If there are
val ue constraints, at least one of them must pass.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
The following table describes subelements for the const rai nt - fi el d element.

Table A-33 constraint-fiel dSubelements

Element Required Description

constraint-field-value zeroormore Contains a value to be matched to the input
parameter value.

Attributes
The following table describes attributes for the const rai nt - f i el d element.

Table A-34 constraint-fiel dAttributes
Attribute Default Description

nane none Specifies the input parameter name.
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Table A-34 constraint-fi el dAttributes (Continued)

Attribute Default Description

scope request . paraneter (optional) Specifies the scope from which the input parameter is
retrieved. Allowed values are cont ext . attri but e,
request . header, request . par anet er, r equest . cooki e,
request.attribute, andsession. attribute.

cache-on-match true (optional) If t r ue, caches the response if matching succeeds.
Overrides the same attribute in a constrai nt-fi el d-val ue
subelement.

cache-on-match false (optional) If t r ue, caches the response if matching fails. Overrides the

-failure same attribute in a constrai nt-fi el d- val ue subelement.

constraint-field-value

Specifies avalue to be matched to the input parameter value. The matching is case
sensitive. For example:

<val ue mat ch-expr="in-range">1-60</ val ue>

Superelements
constraint-field(sun-web. xn)

Subelements
none - contains data

Attributes
The following table describes attributes for the const rai nt - f i el d- val ue element.

Table A-35 constraint-fiel d-val ue Attributes

Attribute Default Description

mat ch- expr equal s (optional) Specifies the type of comparison performed with the value. Allowed values
are equal s, not - equal s, greater, | esser, andi n-range.

If mat ch- expr is great er or| esser, the value must be a number. If mat ch- expr is
i n-range, the value must be of the form n1- n2, where nl1 and n2 are numbers.

cache-on-natch true (optional) If t r ue, caches the response if matching succeeds.

cache-on-match false (optional) If t r ue, caches the response if matching fails.
-failure
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context-r oot

Contains the web context root for the application or web application. Overrides the
corresponding element in the appl i cat i on. xm or web. xn file.

If you are setting up load balancing, web modul e context roots must be unique within a
cluster. See the Sun Java System Application Server Administration Guide for more
information about load balancing.

Superelements
web (sun-appl i cation. xni ), sun-web- app (sun-web. xm)

Subelements
none - contains data

cookie-properties
Specifies session cookie properties.

Superelements
sessi on-confi g (sun-web. xm)

Subelements
The following table describes subelements for the cooki e- properti es element.

Table A-36 cooki e- properti es Subeements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.
(with
attribute

s)

Properties
The following table describes properties for the cooki e- properti es element.
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Table A-37 cooki e- properti es Properties

Property Default Description

cooki ePat h Context path at which Specifies the pathname that is set when the cookie is
the web module is created. The browser sends the cookie if the pathname for
installed. the request contains this pathname. If setto / (slash), the

browser sends cookies to all URLs served by the Sun Java
System Application Server. You can set the path to a
narrower mapping to limit the request URLs to which the
browser sends cookies.

cooki eMaxAgeSeconds -1 Specifies the expiration time (in seconds) after which the
browser expires the cookie.
cooki eDonai n (unset) Specifies the domain for which the cookie is valid.
cooki eConment Sun Java System Specifies the comment that identifies the session tracking
Appl i cation Server cookie in the cookie file. Applications can provide a more
Session Tracking specific comment for the cookie.
Cooki e

create-tables-at-deploy

Specifies whether database tables are created for beans that are automatically mapped by
the EJB container. If t r ue, creates tables in the database. If f al se (the default if this
element is not present), does not create tables.

This element can be overridden during deployment. See Table 7-5 on page 196.

Superelements
cnp-resource (sun-ej b-jar. xn)

Subelements
none - contains data

database-vendor-name

Specifies the name of the database vendor for which tables can be created. Allowed values
aredb2, nssql , or acl e, poi nt base, and sybase, case-insensitive.
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If novalueis specified, a connection is made to the resource specified by thej ndi - nane
subelement of the cnp- r esour ce element, and the database vendor name is read. If the
connection cannot be established, or if the value is not recognized, SQL-92 complianceis
presumed.

This element can be overridden during deployment. See Table 7-5 on page 196.

Superelements
cnp-resource (sun-ej b-jar. xn)

Subelements
none - contains data

default

Specifiesthat afield belongsto the default hierarchical fetch group, and enables prefetching
for aCMR field. To disable prefetching for specific query methods, use a
pr ef et ch- di sabl ed element inthesun-ej b-j ar. xm file.

Superelements
f et ched- wi t h (sun- cnp- mappi ngs. xm )

Subelements
none - element is present or absent

default-helper
Passes property valuesto the built-in def aul t cache- hel per class.

Superelements
cache (sun-web. xm )

Subelements
The following table describes subelements for the def aul t - hel per element.

Table A-38 def aul t - hel per Subelements

Element Required Description

property (with zero or more  Specifies a property, which has a name and a value.
attributes)
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Properties
The following table describes properties for the def aul t - hel per element.

Table A-39 def aul t - hel per Properties

Property Default Description

cacheKeyGener at or At t r Nane Uses the built-in def aul t The caching engine looks in the
cache- hel per key Ser vl et Cont ext for an attribute with a name
generation, which equal to the value specified for this property to
concatenates the servlet determine whether a customized
path with key-fi el d CacheKeyGener at or implementation is used.
values, if any. An application can provide a customized key

generator rather than using the def aul t
helper. See “CacheKeyGenerator Interface”
on page 143.

default-resour ce-principal
Specifies the default principal (user) for the resource.

If this element is used in conjunction with a IM S Connection Factory resource, the nane
and passwor d subelements must be valid entriesin the Sun Java™ System Message Queue
broker user repository. See the “ Security Management” chapter in the Sun Java System
Message Queue Administration Guide for details.

Superelements
resour ce-ref (sun-web.xm , sun-ej b-jar.xn, sun-application-client.xm);
cnp- r esour ce, ndb- connect i on-factory (sun-ej b-jar.xm)

Subelements

The following table describes subelements for the def aul t - r esour ce- pri nci pal
element.

Table A-40 defaul t-resource-princi pal Subelements

Element Required Description

name only one  Specifies the default resource principal name used to sign on to a
resource manager.

passwor d only one  Specifies password of the default resource principal.
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description
Specifies atext description of the containing element.

Superelements
property (wth attributes) (sun-web.xm); activation-confi g, net hod
(sun-ej b-jar.xm); target-server (sun-acc. xni)

Subelements
none - contains data

dispatcher

Specifies acomma-separated list of Request Di spat cher methods for which caching is
enabled on the target resource. Valid values are REQUEST, FORWARD, | NCLUDE, and ERRCR.
If this element is not specified, the default is REQUEST. See SRV.6.2.5 of the Servlet 2.4
specification for more information.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none - contains data

drop-tables-at-undeploy

Specifies whether database tables that were automatically created when the bean(s) were
last deployed are dropped when the bean(s) are undeployed. If t r ue, drops tables from the
database. If f al se (the default if this element is not present), does not drop tables.

This element can be overridden during deployment. See Table 7-5 on page 196.

Superelements
cnp-resource (sun-ej b-jar. xn)

Subelements
none - contains data
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eb
Defines runtime properties for a single enterprise bean within the application. The
subelements listed below apply to particular enterprise beans as follows:

» All types of beans: ej b- nare, ej b-ref, resour ce-ref, resour ce-env-ref, cnp,
ior-security-config,gen-cl asses,jndi - nane, use-t hr ead- pool -i d

e Stateless session beans and message-driven beans. bean- pool
o  Stateful session beans: checkpoi nt - at - end- of - met hod
e  Stateful session beans and entity beans: bean- cache

J Entity beans: conmi t - opt i on, bean- cache, bean- pool , i s-read- onl y- bean,
ref resh- peri od-i n-seconds, f | ush- at - end- of - met hod

»  Message-driven beans: ndb- connecti on-factory,
j ms-dur abl e- subscri pti on- nane, j ms- max- messages- | oad, bean- pool

Superelements
ent er pri se- beans (sun-ej b-jar. xni)

Subelements
The following table describes subelements for the ej b element.

Table A-41 ej b Subelements

Element Required Description

€] b-nane only one Matches the ej b- nane in the corresponding ej b-j ar. xm file.
j ndi - nane zero or more  Specifies the absolute j ndi - nane.

ej b-ref zero or more  Maps the absolute INDI name to the ej b-r ef elementin the

corresponding J2EE XML file.

resour ce-r ef zero or more  Maps the absolute JNDI name to the r esour ce-r ef in the
corresponding J2EE XML file.

resour ce-env-ref zero or more  Maps the absolute JNDI name to the r esour ce- env-ref in
the corresponding J2EE XML file.

servi ce-ref zero or more  Specifies runtime settings for a web service reference.

pass- by-reference zero or one Specifies the passing method used by an enterprise bean

calling a remote interface method in another bean that is
co-located within the same process.
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Table A-41 ej b Subelements (Continued)

Element Required Description

cnp zero or one Specifies runtime information for a container-managed
persistence (CMP) EntityBean object for EJB1.1 and EJB2.1
beans.

princi pal zero or one Specifies the principal (user) name in an enterprise bean that
has the r un- as role specified.

ndb- connecti on-factory zero or one Specifies the connection factory associated with a
message-driven bean.

j ms-dur abl e- subscri pti on- name zero or one Specifies the durable subscription associated with a
message-driven bean.

j ms- max- nessages- | oad zero or one Specifies the maximum number of messages to load into a
Java Message Service session at one time for a
message-driven bean to serve. The default is 1.

ior-security-config zero or one Specifies the security information for the IOR.

i s-read-onl y- bean zero or one Specifies that this entity bean is read-only.

ref resh-peri od-i n- seconds zero or one Specifies the rate at which a read-only-bean must be
refreshed from the data source.

comit-option zero or one Has valid values of B or C. Default value is B.

cnt - timeout - i n-seconds zero or one Overrides the Transaction Timeout setting of the Transaction
Service for an individual bean.

use-t hread- pool -id zero or one Specifies the thread pool from which threads are selected for
remote invocations of this bean.

gen-cl asses zero or one Specifies all the generated class names for a bean.

bean- pool zero or one Specifies the bean pool properties. Used for stateless

bean- pool session beans, entity beans, and message-driven bean

pools.

bean- cache zero or one Specifies the bean cache properties. Used only for stateful

bean- pool session beans and entity beans.
mdb- r esour ce- adapt er zero or one Specifies runtime configuration information for a

webser vi ce- endpoi nt

f1 ush- at - end- of - met hod

checkpoi nt ed- met hods

checkpoi nt - at - end- of - met hod

Zero or more

Zero or one

Zero or one

Zero or one

message-driven bean.
Specifies information about a web service endpoint.

Specifies the methods that force a database flush after
execution. Used for entity beans.

Deprecated. Supported for backward compatibility. Use
checkpoi nt - at - end- of - net hod instead.

Specifies that the stateful session bean state is checkpointed,
or persisted, after the specified methods are executed. The
avai | abi | i ty-enabl ed attribute must be set to t r ue.
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Attributes
The following table describes attributes for the ej b element.

Table A-42 ej b Attributes

Attribute Default Description

avail ability-enabled false (optional) If set to t r ue, and if availability is enabled in the EJB container,

high-availability features apply to this bean if it is a stateful session bean.

Example

<ej b>

<ej b- nane>Cust oner EJB</ ej b- nanme>
<j ndi - name>cust orer </ j ndi - nane>
<resource-ref>
<res- r ef - name>j dbc/ Si npl eBank</r es-r ef - name>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - name>
</resource-ref>
<i s-read- onl y- bean>f al se</i s-read- onl y- bean>
<conmi t - opt i on>B</ commi t - opt i on>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quantity>
<renoval - ti neout -i n- seconds>3600</ r enoval - t i neout - i n- seconds>
<vi cti msel ection-policy>LRU/ victimsel ection-policy>
</ bean- cache>

</ ejb>

g b-name
Inthesun-ej b-jar. xm file, matches the ej b- nane in the corresponding ej b-j ar . xn

file. The name must be unique among the names of the enterprise beans in the same EJB
JAR file.

There is no architected relationship between the ej b- name in the deployment descriptor
and the INDI name that the deployer assigns to the EJB component’ s home.
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In the sun- cnp- mappi ngs. xn file, specifiesthe ej b- nanme of the entity bean in the
ej b-j ar.xn fileto which the container-managed persistence (CMP) bean corresponds.

Superelements
ej b, met hod (sun-ej b-jar. xnl); entity-mappi ng (sun- cnp- mappi ngs. xm )

Subelements
none - contains data

ejb-ref
Maps the ej b- r ef - name in the corresponding J2EE deployment descriptor file ej b-r ef
entry to the absolute j ndi - name of aresource.

Theej b-ref element isused for the declaration of areference to an EJB’s home. Applies
to session beans or entity beans.

Superelements
sun-web- app (sun-web. xni ), ej b (sun-ej b-j ar.xm ), sun-appl i cati on-client
(sun-application-client.xm)

Subelements
The following table describes subelements for the ej b- r ef element.

Table A-43  ej b-ref Subelements

Element Required Description

ej b-ref - nane only one Specifies the ej b- r ef - nane in the corresponding J2EE
deployment descriptor file ej b- r ef entry.

j ndi - nanme only one Specifies the absolute j ndi - narre of a resource.

g b-ref-name
Specifiesthe ej b- r ef - nane in the corresponding J2EE deployment descriptor file
ej b-ref entry.

Superelements
ej b-ref (sun-web. xni , sun-ej b-jar.xm , sun-application-client.xm)

Subelements
none - contains data
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endpoint-address-uri

Specifies the relative path combined with the web server root to form the fully qualified
endpoint address for aweb service endpoint. Thisisarequired element for EJB endpoints
and an optional element for servlet endpoints.

For servlet endpoints, this value is relative to the web application context root. For EJB
endpoints, the URI is relative to root of the web server (the first portion of the URI isa
context root). The context root portion must not conflict with the context root of any web
application deployed to the same web server.

In all cases, this value must be afixed pattern (no ‘*’ allowed).

If the web service endpoint is a servlet that implements only a single endpoint and has only
oneurl - pattern,itisnot necessary to set this value, because the web container derivesit
from the web. xni file.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xm)

Subelements
none - contains data

Example
If the web server islistening at htt p: / /| ocal host : 8080, the following
endpoint-address-uri:

<endpoi nt - addr ess- uri >St ockQuot eSer vi ce/ St ockQuot ePor t </ endpoi nt - addr ess- uri >

results in the following target endpoint address:

http://1 ocal host : 8080/ St ockQuot eSer vi ce/ St ockQuot ePor t
enter prise-beans
Specifies all the runtime properties for an EJB JAR file in the application.

Superelements
sun-ej b-jar (sun-ejb-jar.xni)

Subelements
The following table describes subelements for the ent er pri se- beans element.

Application Server Enterprise Edition 2005Q1 « Developer's Guide



Table A-44 enter pri se- beans Subelements

Element Required Description
name zero or one Specifies the name string.
uni que-id zero or one Specifies a unique system identifier. This data

is automatically generated and updated at
deployment/redeployment. Do not specify or
edit this value.

ejb zero or more  Defines runtime properties for a single
enterprise bean within the application.

pm descriptors zero or one Deprecated.

cnp-resource zero or one Specifies the database to be used for storing

container-managed persistence (CMP) beans
in an EJB JAR file.

message- destination zero or more  Specifies the name of a logical message
destination.
webser vi ce- descri ption zero or more  Specifies a name and optional publish location

for a web service.

Example

<enterpri se- beans>
<ej b>

<ej b- nane>Cust oner EJB</ ej b- nanme>
<j ndi - name>cust orer </ j ndi - nane>
<resource-ref >
<r es- r ef - name>j dbc/ Si npl eBank</r es-r ef - name>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - name>
</resource-ref>
<i s-read- onl y-bean>f al se</i s-read- onl y- bean>
<conmi t - opt i on>B</ comi t - opt i on>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quantity>
<renoval - ti neout -i n- seconds>3600</ r enoval - ti neout - i n- seconds>
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<vi ctimsel ection-policy>LRU/ victimsel ection-policy>
</ bean- cache>
</ ejb>

</ enterprise-beans>

370

entity-mapping

Specifies the mapping a bean to database columns.

Superelements
sun- cnp- mappi ng (sun- cnp- mappi ngs. xnt )

Subelements
The following table describes subelements for the ent i t y- mappi ng element.

Table A-45 entity- mappi ng Subelements

Element Required Description

ej b- nare only one Specifies the name of the entity bean in the
ej b-j ar. xni file to which the CMP bean
corresponds.

t abl e- nane only one Specifies the name of a database table. The
table must be present in the database schema
file.

cnp-fiel d- mappi ng one or more Associates a field with one or more columns to

which it maps.

cnr-fiel d- mappi ng zero or more A container-managed relationship field has a
name and one or more column pairs that
define the relationship.

secondary-tabl e zero or more  Describes the relationship between a bean’s
primary and secondary table.

consi st ency zero or one Specifies container behavior in guaranteeing
transactional consistency of the data in the
bean.

establish-trust-in-client
Specifiesif thetarget is capable of authenticating aclient. The values are NONE, SUPPORTED,
or REQU RED.

Superelements
transport-config (sun-ejb-jar.xn)
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Subelements
none - contains data

establish-trust-in-target
Specifiesif the target is capable of authenticating to a client. The values are NONE,
SUPPCRTED, or REQUI RED.

Superelements
transport-config (sun-ejb-jar.xn)

Subelements
none - contains data

fetched-with

Specifies the fetch group configuration for fields and relationships. Thef et ched-wit h
element has different allowed and default subelements based on its parent element and the
data types of the fields.

e |fthereisnofetched-w t h subelement of acnp-fi el d- mappi ng, and the datatypeis
not BLOB, CLOB, VARBINARY, LONGVARBINARY, or OTHER, f et ched-wi t h
can have any valid subelement. The default subelement is asfollows:

<f et ched- wi t h><def aul t/ ></ f et ched- wi t h>

e |fthereisnofetched-w t h subelement of acnp-fi el d- mappi ng, and the datatypeis
BLOB, CLOB, VARBINARY, LONGVARBINARY, or OTHER, f et ched-wi t h can
have any valid subelement except <def aul t / >. The default subelement is as follows:

<f et ched- wi t h><none/ ></ f et ched- wi t h>

» Ifthereisnof et ched- wit h subelement of acnr-fi el d- mappi ng, f et ched-wi t h can
have any valid subelement. The default subelement is as follows:

<f et ched- wi t h><none/ ></ f et ched- wi t h>

Managed fields are multiple CMP or CMR fields that are mapped to the same column. A
managed field can have any f et ched- wi t h subelement except <def aul t / >. For additional
information, see “Managed Fields’ on page 188.

Superelements
cnp- fi el d- mappi ng, cnr-fi el d- mappi ng (sun- cnp- mappi ngs. xn )
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Subelements
The following table describes subelements for the f et ched- wi t h element.

Table A-46 f et ched-wi t h Subelements

Element Required Description

def aul t exactlyone  Specifies that a CMP field belongs to the default hierarchical fetch
of these group, which means it is fetched any time the bean is loaded from
elementsis a database. Enables prefetching of a CMR field.

ired

| evel require Specifies the level number of a hierarchical fetch group.

naned- gr oup Specifies the name of an independent fetch group.

none Specifies that this field or relationship is placed into its own

individual fetch group, which means it is loaded from a database
the first time it is accessed in this transaction.

field-name

Specifies the Javaidentifier of afield. Thisidentifier must match the value of the
fi el d- name subelement of thecnp-fi el d element intheej b-j ar. xni file.

Superelements
cnp- fi el d- mappi ng (sun- cnp- nappi ngs. xm )

Subelements
none - contains data

finder
Describes the finders for CMP 1.1 with a method name and query.

Superelements
one- one-finders (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the f i nder element.

Table A-47 finder Subelements

Element Required Description

net hod- name only one Specifies the method name for the finder.
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Table A-47 fi nder Subelements (Continued)

Element Required Description

query- par ans zero or one Specifies the query parameters for the CMP 1.1
finder.

query-filter zero or one Specifies the query filter for the CMP 1.1 finder.

query-vari abl es zero or one Specifies variables in query expression for the

CMP 1.1 finder.

query-ordering zero or one Specifies the query ordering for the CMP 1.1
finder.

flush-at-end-of-method
Specifies the methods that force a database flush after execution. Applicable to entity beans.

Superelements
ej b (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the f | ush- at - end- of - met hod element.

Table A-48 f| ush- at - end- of - met hod Subelements

Element Required Description
net hod one or more  Specifies a bean method.
gen-classes

Specifies al the generated class names for a bean.

NOTE Thisvalue is automatically generated by the server at deployment or
redeployment time. Do not specify it or change it after deployment.

Superelements
ej b (sun-ej b-jar.xm)
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Subelements
The following table describes subelements for the gen- cl ass element.

Table A-49 gen-cl asses Subelements

Element Required Description

renot e- i npl zero or one Specifies the fully-qualified class name of the
generated EJBOoj ect impl class.

| ocal -i npl zero or one Specifies the fully-qualified class name of the
generated EJBLocal Obj ect impl class.

r enot e- horre- i npl zero or one Specifies the fully-qualified class name of the
generated EJBHome impl class.

| ocal - hone-i npl zero or one Specifies the fully-qualified class name of the
generated EJBLocal Hone impl class.

group-name
Specifies agroup hame in the current realm.

Superelements
security-rol e-mappi ng (sun-appl i cation.xn , sun-web. xm , sun-ej b-jar. xm)

Subelements
none - contains data

http-method
Specifiesan HTTP method that is eligible for caching. The default is GET.

Superelements
cache- mappi ng (sun-web. xm )
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Subelements
none - contains data

idempotent-url-pattern
Specifiesa URL pattern for idempotent requests.

Superelements
sun-web- app (sun-web. xni)

Subelements
none

Attributes
The following table describes attributes for the i denpot ent - ur | - pat t er n element.

Table A-50 idenpotent-url-pattern Attributes

Attribute Default Description

url-pattern none Specifies a URL pattern, which can contain wildcards. The URL
pattern must conform to the mappings specified in section SRV
11.2 of the Servlet 2.4 specification.

numof-retries -1 (optional) Specifies the number of times the load balancer retries
an idempotent request. A value of - 1 indicates infinite retries.

Example
The following example specifies that al requests for the URI sun-j ava/ * are idempotent.

<idempotent-url-pattern url-pattern="sun_java/*" numof-retries="10"/>

integrity
Specifiesif the target supports integrity-protected messages. The values are NONE,
SUPPCRTED, or REQUI RED.

Superelements
transport-config (sun-ejb-jar.xn)
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Subelements
none - contains data

lor-security-config
Specifies the security information for the input-output redirection (I0OR).

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for thei or - securi t y- confi g element.

Table A-51 ior-security-config Subelements

Element Required Description
transport-config zero or one Specifies the security information for transport.
as-cont ext zero or one Specifies the authentication mechanism used to

authenticate the client. If specified, it is
USERNAME PASSWORD.

sas- cont ext Zero or one Describes the sas-context fields.

is-cache-over flow-allowed
This element is deprecated. Do not use.

Superelements
bean- cache (sun-ej b-jar. xn)

Is-one-one-cmp
This element is not used.

Superelements
cnp (sun-ej b-jar. xm)

is-read-only-bean
Specifies that this entity bean is aread-only bean if t r ue. If this element is absent, the
default value of f al se isused.
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Superelements
ej b (sun-¢j b-jar.xm)

Subelements
none - contains data

java-method
Specifies a method.

Superelements
message (sun-web. xm , sun-ej b-j ar. xnl, sun-application-client.xm)

Subelements
The following table describes subelements for the j ava- net hod element.

Table A-52 j ava- net hod Subelements

Element Required Description

net hod- name only one Specifies a method name.

met hod- par ans zero or one Specifies fully qualified Java type names of method
parameters.

jms-durable-subscription-name

Specifies the durable subscription associated with a message-driven bean class. Only
applies to the Java Message Service Topic Destination type, and only when the
message-driven bean deployment descriptor subscription durability is Durable.

Superelements
ej b (sun-¢j b-jar.xm)

Subelements
none - contains data

Appendix A Deployment Descriptor Files

377



378

j ms-max-messages-load

Specifies the maximum number of messages to load into a Java M essage Service session at
one time for a message-driven bean to serve. The default is 1.

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
none - contains data

jndi-name
Specifies the absolute j ndi - name of a URL resource or aresource.

For entity beans and session beans, this value specifies the global INDI name of the
EJBHone object. It isonly needed if the entity or session bean exposes a remote view.

For IM S message-driven beans, this is the INDI name of the IM S resource from which the
message-driven bean consumes JM S messages. Thisinformation is alternatively specified

within theact i vat i on- conf i g subelement of the ndb- r esour ce- adapt er element. For
more information about JM S resources, see Chapter 14, “Using the Java Message Service.”

Superelements

ej b-ref , message- desti nati on, resource-env-ref,resource-ref (sun-web. xni,
sun-ej b-jar.xm ,sun-application-client.xnl);cnp-resource,ejb,

mdb- connect i on-fact ory (sun-ej b-jar.xm)

Subelements
none - contains data

jsp-config
Specifies JSP configuration information.

Superelements
sun-web- app (sun-web. xni)

Subelements
The following table describes subelements for thej sp- confi g element.
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Table A-53 j sp-confi g Subelements

Element Required Description
property zero or more  Specifies a property.
(with

attributes)

Properties
The default property values are tuned for development of JSP files at the cost of

performance. To maximize performance, set j sp- conf i g properties to these non-default
values:

devel opnent - fal se (asan alternative, settotrue and give
modi fi cationTest | nterval alargevalue)

mappedfile-fal se
trinBpaces -true
suppressSmap - true

fork - fal se (on Solaris)

cl assdebugi nfo - f al se

The following table describes properties for thej sp- conf i g element.

Table A-54 | sp-confi g Properties

Property Default Description

checkl nt erval 0 If devel oprent is set to f al se and checkl nterval is greater than
zero, background compilations are enabled. The checkl nt erval
is the time in seconds between checks to see if a JSP file needs
to be recompiled.

cl assdebugi nf o true Specifies whether the generated Java servlets are compiled with
the debug option set (- g for j avac).

cl asspath created Specifies the classpath to use when compiling generated

dynamically servlets.

based on the
current web
application
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Table A-54 | sp- confi g Properties (Continued)

Property Default Description

conpi | er j avac Specifies the compiler Ant uses to compile JSP files. See the Ant
documentation for more information:
http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / i ndex
chtm

devel opnent true If setto true, enables development mode, which allows JSP files
to be checked for modification. Specify the frequency at which
JSPs are checked using the nodi fi cati onTest I nt erval
property.

dunpSmap fal se If set to t rue, dumps SMAP information for JSR 45 debugging to
a file. Set to f al se if suppressSmap is true.

enabl ePool i ng true If set to t r ue, tag handler pooling is enabled.

errornUseBeanl nval i dd ass fal se If set to true, issues an error when the value of the cl ass

Attribute attribute in a useBean action is not a valid bean class.

fork true Specifies that Ant forks the compiling of JSP files, using a JVM
separate from the one in which Tomcat is running.

genStrAsChar Array fal se If set to t rue, generates text strings as char arrays, which
improves performance in some cases.

iedassld cl sid: BADICB40-  Specifies the Java plug-in COM class ID for Internet Explorer.

j avaEncodi ng

keepgener at ed

mappedfil e

nodi fi cati onTest | nterval

scratchdir

044E- 11D1- B3E9-
00805F499D93

UTF8

true

true

The default work
directory for the
web application

Used by the <j sp: pl ugi n> tags.

Specifies the encoding for the generated Java servlet. This
encoding is passed to the Java compiler that is used to compile
the servlet as well. By default, the web container tries to use
UTF8. If that fails, it tries to use the j avaEncodi ng value.

For encodings, see:

http://java. sun. con j 2se/ 1. 4/ docs/ gui de/ i nt1/encodi ng. doc.
ht m

If setto t r ue, keeps the generated Java files. If f al se, deletes
the Java files.

If setto t r ue, generates static content with one print statement
per input line, to ease debugging.

Specifies the frequency in seconds at which JSPs are checked
for modification. A value of 0 causes the JSP to be checked on
every access. Used only if devel oprent is settotrue.

Specifies the working directory created for storing all the
generated code.
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Table A-54 | sp- confi g Properties (Continued)

Property Default Description

suppr essSmap fal se If set to t rue, generation of SMAP information for JSR 45
debugging is suppressed.

trinBpaces fal se If set to t rue, trims white spaces in template text between

usePr econpi | ed

Xpower edBy

actions or directives.

fal se If set to true, an accessed JSP file is not compiled. Its
precompiled servlet class is used instead.

It is assumed that JSP files have been precompiled, and their
corresponding servlet classes have been bundled in the web
application’s WEB- | NF/ | i b or WEB- | NF/ cl asses directory.

true If set to t r ue, the X-Powered-By response header is added by
the generated servlet.

key-field
Specifies a component of the key used to look up and extract cache entries. The web
container looks for the named parameter, or field, in the specified scope.

If this element is not present, the web container uses the Servlet Path (the path section that
corresponds to the servlet mapping that activated the current request). See the Servlet 2.4
specification, section SRV 4.4, for details on the Servlet Path.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none

Attributes
The following table describes attributes for the key- fi el d element.

Table A-55 key-fi el d Attributes
Attribute Default Description

nane none Specifies the input parameter name.
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Table A-55 key-fi el d Attributes (Continued)

Attribute  Default Description

scope request . par anet er (optional) Specifies the scope from which the input
parameter is retrieved. Allowed values are
context.attribute, request. header,
request . par anet er, r equest . cooki e, sessi on. i d,
and session. attri bute.

level

Specifies the name of a hierarchical fetch group. The name must be an integer. Fields and
relationships that belong to a hierarchical fetch group of equal (or lesser) value are fetched
at the sametime. The value of level must be greater than zero. Only oneis allowed.

Superelements
f et ched-wi t h (sun- cnp- mappi ngs. xm )

Subelements
none - contains data

local-home-impl
Specifies the fully-qualified class name of the generated EJBLocal Horre i nmpl class.

NOTE Thisvalue is automatically generated by the server at deployment or
redeployment time. Do not specify it or change it after deployment.

Superelements
gen-cl asses (sun-ej b-jar.xm)

Subelements
none - contains data

local-impl
Specifies the fully-qualified class name of the generated EJBLocal Obj ect i npl class.
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NOTE Thisvalue is automatically generated by the server at deployment or
redeployment time. Do not specify it or change it after deployment.

Superelements
gen-cl asses (sun-ej b-jar.xm)

Subelements
none - contains data

locale-char set-info

Deprecated. For backward compatibility only. Use the par anet er - encodi ng subelement
of sun-web- app instead. Specifiesinformation about the application’s internationalization
settings.

Superelements
sun-web- app (sun-web. xni)

Subelements
The following table describes subelements for thel ocal e- char set - i nf o element.

Table A-56 | ocal e-char set -i nf o Subelements

Element Required Description

| ocal e-charset-nmap one or more Maps a locale and an agent to a character encoding.
Provided for backward compatibility. Used only for
request processing, and only if no par anet er - encodi ng
is defined.

par anet er-encodi ng zeroorone Determines the default request character encoding and
how the web container decodes parameters from forms
according to a hidden field value.

Attributes
The following table describes attributes for the | ocal e- char set - i nf o element.

Table A-57 | ocal e-char set -i nf o Attributes

Attribute Default Description

default-local e none Although a value is required, the value is ignored. Use the
def aul t - char set attribute of the par anet er - encodi ng element.
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locale-char set-map

Maps local es and agents to character encodings. Provided for backward compatibility. Used
only for request processing. Used only if the character encoding is not specified in the
request and cannot be derived from the optional par anet er - encodi ng €lement.

For encodings, see:

http://java. sun. comj2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m

Superelements
| ocal e- char set -i nf o (sun-web. xni)

Subelements
The following table describes subelements for thel ocal e- char set - map element.

Table A-58 | ocal e- char set - map Subelements

Element Required Description
descri ption zero or one Specifies an optional text description of a mapping.
Attributes

The following table describes attributes for the | ocal e- char set - map element.

Table A-59 | ocal e- char set - map Attributes

Attribute Default Description

| ocal e none Specifies the locale name.

agent none (optional) Specifies the type of client that interacts with the application
server. For a given locale, different agents can have different preferred
character encodings. The value of this attribute must exactly match the
value of the user - agent HTTP request header sent by the client. See the
“Example agent Attribute Values” table for more information.

charset none Specifies the character encoding to which the locale maps.
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Example Agents
The following table specifies example agent attribute values.

Table A-60 Exampleagent Attribute Values

Agent

user-agent Header and agent Attribute Value

Internet Explorer 5.00 for Windows 2000 Mozillal4.0 (conpatible; MSIE 5.01; Wndows NT 5. 0)

Netscape 4.7.7 for Windows 2000 Mozillal/4.77 [en] (Wndows NT 5.0; U
Netscape 4.7 for Solaris Mzilla/4.7 [en] (X11; u; Sun CS 5.6 sundu)
localpart

Specifiesthe local part of a QNAME.

Superelements
servi ce- gnane, wsdl - port (sun-web. xn , sun-¢j b-jar.xm,
sun-application-client.xm)

Subelements
none - contains data

lock-when-loaded

Places a database update lock on the rows corresponding to the bean whenever the bean is
loaded. How the lock is placed is database-dependent. The lock is released when the
transaction finishes (commit or rollback). While the lock isin place, other database users
have read access to the bean.

Superelements
consi st ency (sun- cnp- nappi ngs. xni )

Subelements
none - element is present or absent

lock-when-modified
This element is not implemented. Do not use.

Superelements
consi st ency (sun- cnp- mappi ngs. xni )
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log-service
Specifies configuration settings for thelog file.

Superelements
client-container (sun-acc. xn)

Subelements
The following table describes subelements for the | og- servi ce element.

Table A-61 | 0g-servi ce subelement

Element Required Description

property (with zero or more  Specifies a property, which has a name and a value.
attributes)

Attributes
The following table describes attributes for the | og- ser vi ce element.

Table A-62 | og- servi ce attributes

Attribute  Default Description

log-file your_ACC_ dir/logs/client.log (optional) Specifies the file where the application
client container logging information is stored.

| evel SEVERE (optional) Sets the base level of severity.
Messages at or above this setting get logged to
the log file.

login-config

Specifies the authentication configuration for an EJB web service endpoint. Not needed for
servlet web service endpoints. A servlet’s security configuration is contained in the
web. xni file.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xn)

Subelements
The following table describes subelements for the | ogi n- confi g element.
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Table A-63 | ogi n-confi g subelements

Element Required Description

aut h- net hod only one Specifies the authentication method.

manager -properties
Specifies session manager properties.

Superelements
sessi on- nanager (sun-web. xni)

Subelements
The following table describes subelements for the manager - pr operti es el ement.

Table A-64 nanager - properti es Subelements

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
(with

attributes)

Properties
The following table describes properties for the manager - pr operti es element.
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Table A-65 manager - properti es Properties

Property Default Description

r eapl nt er val Seconds 60 Specifies the number of seconds between checks for expired
sessions. This is also the interval at which sessions are
passivated if maxSessi ons is exceeded.

If per si st enceFr equency is setto ti me- based, active
sessions are stored at this interval.

To prevent data inconsistency, set this value lower than the
frequency at which session data changes. For example, this
value should be as low as possible (1 second) for a hit counter
servlet on a frequently accessed website, or the last few hits
might be lost each time the server is restarted.

Applicable only if the per si st ence-t ype attribute of the parent
sessi on- nanager elementisfile or ha.

maxSessi ons -1 Specifies the maximum number of sessions that are permitted in
the cache, or - 1 for no limit. After this, an attempt to create a new
session causes an | | | egal St at eExcept i on to be thrown.

The session manager passivates sessions to the persistent store
when this maximum is reached.

Applicable only if the per si st ence- t ype attribute of the parent
sessi on- nanager elementisfile or ha.

sessi onFi | enane none; state isnot  Specifies the absolute or relative path to the directory in which
preserved across  the session state is preserved between application restarts, if
restarts preserving the state is possible. A relative path is relative to the

temporary directory for this web application.

Applicable only if the per si st ence-t ype attribute of the parent
sessi on- nanager element is nenory.

per si st enceFr equency web- et hod Specifies how often the session state is stored. Allowed values
are as follows:

* web- net hod - The session state is stored at the end of each
web request prior to sending a response back to the client.
This mode provides the best guarantee that the session state
is fully updated in case of failure.

* time-based - The session state is stored in the background
at the frequency set by r eapl nt er val Seconds. This mode
provides less of a guarantee that the session state is fully
updated. However, it can provide a significant performance
improvement because the state is not stored after each
request.

Applicable only if the per si st ence-t ype attribute of the parent
sessi on- nanager element is ha.
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mapping-properties
This element is not implemented.

Superelements
cnp (sun-ej b-jar. xm)

max-cache-size

Specifies the maximum number of beans allowable in cache. A value of zero indicates an
unbounded cache. In reality, thereisno hard limit. The max-cache-size limit isjust ahint to
the cache implementation. Default is 512.

Appliesto stateful session beans and entity beans.

Superelements
bean- cache (sun-ej b-jar. xn)

Subelements
none - contains data

max-pool-size
Specifies the maximum number of bean instances in the pool. Values are from 0 (1 for

message-driven bean) to MAX_INTEGER. A value of 0 means the pool is unbounded.
Default is 64.

Appliesto all beans.

Superelements
bean- pool (sun-e¢jb-jar.xm)

Subelements
none - contains data

max-wait-time-in-millis
This element is deprecated. Do not use.

Superelements
bean- pool (sun-ejb-jar.xm)
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mdb-connection-factory

Specifies the connection factory associated with a message-driven bean. Queue or Topic
type must be consistent with the Java M essage Service Destination type associated with the
message-driven bean class.

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for the ndb- connect i on-f act ory element.

Table A-66 ndb- connecti on-f act ory Subelements

Element Required Description
j ndi - nane only one Specifies the absolute j ndi - nane.
def aul t -resour ce-principal zero or one Specifies the default sign-on (name/password)

to the resource manager.

mdb-r esour ce-adapter
Specifies runtime configuration information for a message-driven bean.

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for the ndb- r esour ce- adapt er element.

Table A-67 ndb- r esour ce- adapt er subelements

Element Required Description

resource-adapter-md zeroorone  Specifies a resource adapter module ID.

activation-config one or more  Specifies an activation configuration.
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message

Specifies the methods or operations to which message security requirements apply.
Superelements

message- security (sun-web. xm , sun-ej b-jar. xnt,
sun-application-client.xm)

Subelements
The following table describes subelements for the nessage element.

Table A-68 nessage Subelements

Element Required Description

j ava- net hod zero or one Specifies the methods or operations to which
message security requirements apply.

oper at i on- nare zero or one Specifies the WSDL name of an operation of a web
service.

message-destination

Specifies the name of alogical message- dest i nat i on defined within an application. The
nmessage- dest i nati on- nanme matches the corresponding message- dest i nat i on- nane
in the corresponding J2EE deployment descriptor file.

Superelements
sun-web- app (sun-web. xm ), ent er pri se- beans (sun-¢j b-j ar. xm),
sun-appl i cation-client (sun-application-client.xn)

Subelements
The following table describes subelements for the nessage- dest i nat i on element.

Table A-69 nessage- desti nati on subelements

Element Required Description

nessage- desti nati on- name only one Specifies the name of a logical message destination defined
within the corresponding J2EE deployment descriptor file.

j ndi - name only one Specifies the j ndi - name of the associated entity.
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message-destination-name
Specifies the name of alogical message destination defined within the corresponding J2EE
deployment descriptor file.

Superelements
message- desti nati on (sun-web. xnt , sun-¢j b-jar. xm ,
sun-application-client.xm)

Subelements
none - contains data

message-secur ity
Specifies message security requirements.

e |If the grandparent element iswebser vi ce- endpoi nt , these requirements pertain to
request and response messages of the endpoint.

» |If the grandparent element isport -i nf 0, these requirements pertain to the port of the
referenced service.

Superelements
message- securi ty- bi ndi ng (sun-web. xm , sun-ej b-j ar. xni,
sun-application-client.xm)

Subelements
The following table describes subelements for the nessage- securi ty element.

Table A-70 message- security Subelements

Element Required Description

nmessage one or more Specifies the methods or operations to which
message security requirements apply.

request-protection zero or one Defines the authentication policy requirements of the
application’s request processing.

r esponse- prot ection zero or one Defines the authentication policy requirements of the
application’s response processing.
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message-security-binding
Specifies a custom authentication provider binding for a parent webser vi ce- endpoi nt or
port-i nfo element in one or both of these ways:

e By hinding to a specific provider

» By specifying the message security regquirements enforced by the provider
Superelements

webser vi ce- endpoi nt, port-i nfo (sun-web. xm , sun-ej b-jar. xm ,
sun-application-client.xm)

Subelements
The following table describes subelements for the message- securi t y- bi ndi ng element.

Table A-71 message- security- bi ndi ng Subelements

Element Required Description
nmessage- security zero or more  Specifies message security requirements.
Attributes

The following table describes attributes for the message- securi t y- bi ndi ng element.

Table A-72 message- securi ty-bi ndi ng Attributes

Attribute Default Description

aut h- | ayer none Specifies the message layer at which authentication is
performed. The value must be SOAP.

provi der-id none (optional) Specifies the authentication provider used to
satisfy application-specific message security
requirements.

If this attribute is not specified, a default provider is used,
if it is defined for the message layer.

if no default provider is defined, authentication
requirements defined in the message- securi t y- bi ndi ng
are not enforced.
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message-security-config
Specifies configurations for message security providers.

Superelements
client-container (sun-acc. xn)

Subelements
The following table describes subelements for the nessage- securi t y- confi g element.

Table A-73 nmessage- security-confi g Subelements

Element Required Description

provi der-config one or more Specifies a configuration for one message security
provider.

Attributes

The following table describes attributes for the nessage- securi ty- confi g element.

Table A-74 message- security-confi g Attributes

Attribute Default Description

aut h- I ayer none Specifies the message layer at which authentication is
performed. The value must be SOAP.

def aul t - provi der none (optional) Specifies the server provider that is invoked for
any application not bound to a specific server provider.

default-client-provider none (optional) Specifies the client provider that is invoked for
any application not bound to a specific client provider.

method

Specifies a bean method.

Superelements
fl ush- at - end- of - met hod (sun- ej b-j ar. xni)

Subelements
The following table describes subelements for the met hod element.
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Table A-75 net hod Subelements

Element Required Description

descri ption zero or one Specifies an optional text description.

ej b- nane zero or one Matches the ej b- nare in the corresponding
ej b-jar.xn file.

net hod- nanme only one Specifies a method name.

met hod-i nt f zero or one Specifies the method interface to distinguish between
methods with the same name in different interfaces.

met hod- par ans zero or one Specifies fully qualified Java type names of method
parameters.

method-intf

Specifies the method interface to distinguish between methods with the same namein
different interfaces. Allowed values are Horre, Renot e, Local Horne, and Local .

Superelements
met hod (sun-ej b-j ar. xni)

Subelements
none - contains data

method-name

Specifies a method name or * (an asterisk) for all methods. If a method is overloaded,
specifies all methods with the same name.

Superelements
j ava- net hod (sun-web. xm , sun-ej b-j ar. xm , sun-application-client.xm);
finder, query-net hod, net hod (sun-ej b-jar. xn)

Subelements
none - contains data

Examples
<met hod- nane>f i ndTeammat es</ net hod- nane>

<met hod- nane>* </ net hod- nane>
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method-param
Specifies the fully qualified Java type name of a method parameter.

Superelements
met hod- par ans (sun-web. xm , sun-ej b-jar. xm , sun-application-client.xn)

Subelements
none - contains data

method-params

Specifies fully qualified Java type names of method parameters.

Superelements

j ava- net hod (sun-web. xm , sun-ej b-j ar. xm , sun-application-client.xm);

quer y- et hod, net hod (sun-¢ej b-jar. xn)

Subelements
The following table describes subelements for the net hod- par ans element.

Table A-76 net hod- par ans Subelements

Element Required Description

met hod- par am zero or more  Specifies the fully qualified Java type name of a
method parameter.

name
Specifies the name of the entity.

Superelements

cal | -property, defaul t-resource-principal , stub-property (sun-web. xm ,
sun-ej b-jar.xm ,sun-application-client.xn);enterprise-beans,principal,
property (wth subel enents) (sun-ejb-jar.xn)

Subelements
none - contains data
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named-group

Specifies the name of one independent fetch group. All the fields and relationships that are
part of anamed group are fetched at the sametime. A field belongs to only one fetch group,
regardless of what type of fetch group is used.

Superelements
f et ched- wi t h (sun- cnp- nappi ngs. xm )

Subelements
none - contains data

namespaceURI
Specifies the namespace URI.

Superelements
servi ce- gnane, wsdl - port (sun-web. xn , sun-ej b-jar.xm,
sun-application-client.xm)

Subelements
none - contains data

none

Specifies that thisfield or relationship is fetched by itself, with no other fields or
relationships.

Superelements
consi st ency, f et ched- wi t h (sun- cnp- nappi ngs. xni )

Subelements
none - element is present or absent

one-one-finders
Describes the finders for CMP 1.1 beans.

Superelements
cnp (sun-ej b-jar. xm)
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Subelements
The following table describes subelements for the one- one- fi nder s element.

Table A-77 one-one-fi nder s Subelements

Element Required Description

finder one or more Describes the finders for CMP 1.1 with a method name and query.

oper ation-name
Specifies the WSDL name of an operation of aweb service.

Superelements
message (sun-web. xm , sun-ej b-j ar. xnl, sun-application-client.xm)

Subelements
none - contains data

parameter -encoding

Specifies the default request character encoding and how the web container decodes
parameters from forms according to a hidden field value.

If both the sun- web- app and | ocal e- char set - i nf 0 elements have
par anet er - encodi ng subelements, the subelement of sun- web- app takes precedence.

For encodings, see:

http://]ava. sun. comj2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m

Superelements
| ocal e- char set -i nf 0, sun- web- app (sun-web. xm )

Subelements
none

Attributes
The following table describes attributes for the par anet er - encodi ng element.
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Table A-78 par anet er - encodi ng Attributes

Attribute Default Description

formhint-field none (optional) The name of the hidden field in the form. This field
specifies the character encoding the web container uses for
request . get Par anet er and r equest . get Reader calls when
the charset is not set in the request’s cont ent - t ype header.

defaul t-charset |S0O-8859-1 (optional) The default request character encoding.

pass-by-reference

Specifies the passing method used by a servlet or enterprise bean calling aremote interface
method in another bean that is co-located within the same process.

» |f fal se (thedefault if this element is not present), this application uses pass-by-value
semantics.

e Iftrue, thisapplication uses pass-by-reference semantics.

NOTE Thepass- by- r ef er ence element only appliesto remote calls. Asdefined
in the EJB 2.1 specification, section 5.4, callsto local interfaces use
pass-by-reference semantics.

If the pass- by-ref er ence element isset to itsdefault value of f al se, the
passing semantics for calls to remote interfaces comply with the EJB 2.1
specification, section 5.4. If set to t r ue, remote callsinvolve
pass-by-reference semantics instead of pass-by-value semantics, contrary
to this specification.

Portable programs cannot assume that a copy of the object is made during
such acall, and thus that it's safe to modify the original. Nor can they
assume that a copy is not made, and thus that changes to the object are
visible to both caller and callee. When thiselement isset to t r ue,
parameters and return values should be considered read-only. The behavior
of aprogram that modifies such parameters or return values is undefined.

When a servlet or enterprise bean calls aremote interface method in another bean that is
co-located within the same process, by default the Sun Java System Application Server
makes copies of all the call parametersin order to preserve the pass-by-value semantics.
Thisincreases the call overhead and decreases performance.
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However, if the calling method does not change the object being passed as a parameter, itis
safe to pass the object itself without making a copy of it. To do this, set the
pass-by-reference valuetot r ue.

The setting of thiselement inthe sun- appl i cati on. xm fileappliesto all EJB modulesin
the application. For an individually deployed EJB module, you can set the same element in
thesun-ej b-j ar. xm file. If pass- by-ref erence isused at both the bean and
application level, the bean level takes precedence.

Superelements
sun-appl i cation (sun-application.xm),ejb(sun-ejb-jar.xni)

Subelements
none - contains data

password
Specifies the password for the principal .

Superelements
def aul t -resour ce-princi pal (sun-web.xm ,sun-ejb-jar.xni,
sun-application-client.xm)

Subelements
none - contains data

pm-descriptors
This element and its subelements are deprecated. Do not use.

Superelements
ent er pri se- beans (sun-ej b-jar. xni)

pool-idle-timeout-in-seconds

Specifies the maximum time, in seconds, that a bean instanceis allowed to remain idlein
the pool. When this timeout expires, the bean instance in apool becomes a candidate for
passivation or deletion. Thisisahint to the server. A value of 0 specifies that idle beans
remain in the pool indefinitely. Default value is 600.

Applies to stateless session beans, entity beans, and message-driven beans.

NOTE For a stateless session bean or a message-driven bean, the bean is removed
(garbage collected) when the timeout expires.
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Superelements
bean- pool (sun-ejb-jar.xm)

Subelements
none - contains data

por t-component-name
Specifies a unique name for a port component within aweb or EJB module.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xn)

Subelements
none - contains data

port-info
Specifies information for a port within aweb service reference.

Either aser vi ce- endpoi nt -i nt erf ace or awsdl - port or both must be specified. If
both are specified, wsdl - port specifiesthe port that the container chooses for
container-managed port selection.

The samewsdl - port value must not appear in more than one port - i nf o element within
thesameservi ce-ref.

If aservi ce-endpoi nt-interface isusing container-managed port selection, its value
must not appear in more than one port - i nf o element within the same servi ce-ref.

Superelements
servi ce-ref (sun-web. xm , sun-ej b-jar.xn , sun-application-client.xm)

Subelements
The following table describes subelements for the port - i nf o element.

Table A-79 port -i nf o subelements

Element Required Description

servi ce-endpoi nt-interface zero or one Specifies the web service reference name relative to
j ava: conp/ env.

wsdl - port zero or one Specifies the WSDL port.
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Table A-79 port-i nf o subelements (Continued)

Element

Required Description

st ub- property

cal | -property

zero or more  Specifies JAX-RPC property values that are set on a
javax. xni . rpc. St ub object before it is returned to the web
service client.

zero or more  Specifies JAX-RPC property values that are set on a
javax. xni . rpc. Cal | object before it is returned to the web
service client.

message- security-bi ndi ng zero or one Specifies a custom authentication provider binding.

prefetch-disabled

Disables prefetching of entity bean states for the specified query methods.
Container-managed relationship fields are prefetched if their f et ched- wi t h element is set
todefaul t.

Superelements
cnp (sun-ej b-jar. xm)

Subelements
The following table describes subelements for the pr ef et ch- di sabl ed element.

Table A-80 pref et ch-di sabl ed Subelements

Element Required Description
query- net hod one or more Specifies a query method.
principal

Defines anode that specifies a user name on the platform.

Superelements
ej b (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for the pri nci pal element.
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Table A-81 pri nci pal Subelements

Element Required Description

nane only one Specifies the name of the user.

principal-name
Contains the principal (user) name.

In an enterprise bean, specifiesthe principal (user) name that has the r un- as role specified.

Superelements
security-rol e-mappi ng (sun-appl i cation. xm , sun-web. xn , sun-ej b-jar.xn),
servl et (sun-web. xn)

Subelements
none - contains data

property (with attributes)

Specifiesthe name and value of a property. A property adds configuration information to its
parent element that is one or both of the following:

e Optiona with respect to Sun Java System Application Server

* Needed by a system or object that Sun Java System Application Server doesn’t have
knowledge of, such asan LDAP server or a Javaclass

Superelements

cache, cache- hel per, cl ass- | oader, cooki e- properti es, def aul t - hel per,
manager - properties, sessi on-properti es, st ore- properti es, sun- web- app
(sun-web. xm ); aut h-real mclient-container,client-credential,| og-service,
provi der-confi g (sun-acc. xm)

Subelements
The following table describes subelements for the pr opert y element.

Table A-82 property Subelements

Element Required Description

description zero or one Specifies an optional text description of a property.
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NOTE Theproperty element inthesun-acc. xni file has no subelements.

Attributes
The following table describes attributes for the pr opert y element.

Table A-83 property Attributes

Attribute Default Description

nanme none Specifies the name of the property.
val ue none Specifies the value of the property.
Example

<property nane="reapl nterval Seconds" val ue="20" />

property (with subelements)

Specifiesthe name and value of a property. A property adds configuration information to its
parent element that is one or both of the following:

e Optiona with respect to Sun Java System Application Server

*  Needed by a system or object that Sun Java System Application Server doesn’t have
knowledge of, such asan LDAP server or a Javaclass

Superelements
cnp-resour ce, schena- gener at or - properties (sun-gj b-jar.xn)

Subelements
The following table describes subelements for the pr opert y element.

Table A-84 property subelements

Element Required Description
narme only one Specifies the name of the property.
val ue only one Specifies the value of the property.
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Example

<property>
<nane>use- uni que-t abl e- names</ name>
<val ue>t rue</ val ue>

</ property>

provider-config
Specifies a configuration for one message security provider.

Although ther equest - pol i cy and r esponse- pol i cy subelements are optional, the
provi der - conf i g element does nothing if they are not specified.

Use property subelements to configure provider-specific properties. Property values are
passed to the provider whenitsi ni ti al i ze method is called.

Superelements
message- security-config (sun-acc. xn)

Subelements
The following table describes subelements for the pr ovi der - conf i g element.

Table A-85 provi der - confi g Subelements

Element Required Description

request - pol i cy zero or one Defines the authentication policy requirements of the
authentication provider's request processing.

r esponse- pol i cy zero or one Defines the authentication policy requirements of the
authentication provider’s response processing.

property (with zero or more  Specifies a property or a variable.
attributes)

Attributes
The following table describes attributes for the pr ovi der - conf i g element.

Table A-86 provi der - confi g Attributes

Attribute Default Description
provider-id none Specifies the provider ID.
provi der-type none Specifies whether the provideris acl i ent, server, orcli ent - server

authentication provider.
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Table A-86 provi der - conf i g Attributes (Continued)

Attribute Default Description

cl ass- name none Specifies the Java implementation class of the provider. Client
authentication providers must implement the
com sun. enterprise.security.jauth. dientAuthMdul e interface.
Server authentication providers must implement the
com sun. ent er pri se. security.jauth. Server Aut hMbdul e interface.
Client-server providers must implement both interfaces.

query-filter
Specifies the query filter for the CMP 1.1 finder.

Superelements
finder (sun-ejb-jar.xm)

Subelements
none - contains data

guery-method
Specifies a query method.

Superelements
pr ef et ch-di sabl ed (sun-¢ej b-jar.xm)

Subelements
The following table describes subelements for the quer y- met hod element.

Table A-87 quer y- met hod Subelements

Element Required Description
net hod- nanme only one Specifies a method name.
met hod- par ans only one Specifies the fully qualified Java type names of

method parameters.
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query-ordering
Specifies the query ordering for the CMP 1.1 finder.

Superelements
finder (sun-ejb-jar.xm)

Subelements
none - contains data

query-params
Specifies the query parameters for the CMP 1.1 finder.

Superelements
finder (sun-ejb-jar.xm)

Subelements
none - contains data

guery-variables
Specifies variables in the query expression for the CMP 1.1 finder.

Superelements
finder (sun-ejb-jar.xm)

Subelements
none - contains data

read-only

Specifiesthat afield isread-only if t r ue. If this element is absent, the default value is
fal se.

Superelements
cnp- fi el d- mappi ng (sun- cnp- mappi ngs. xm )

Subelements
none - contains data
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realm

Specifies the name of the realm used to process all authentication requests associated with
this application. If this element is not specified or does not match the name of a configured
realm, the default realm is used. For more information about realms, see “Realm
Configuration” on page 40.

Superelements
sun-appl i cation (sun-application.xm ), as-context (sun-ej b-jar.xn)

Subelements
none - contains data

refresh-field

Specifies afield that gives the application component a programmatic way to refresh a
cached entry.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none

Attributes
The following table describes attributes for ther ef r esh-fi el d element.

Table A-88 refresh-fi el dAttributes

Attribute  Default Description
nane none Specifies the input parameter name.
scope request. paranet er (optional) Specifies the scope from which the input

parameter is retrieved. Allowed values are
context.attribute, request. header,

request . paraneter, request. cooki e, sessi on. i d,
and session. attri bute.

r efr esh-period-in-seconds

Specifies the rate at which aread-only-bean must be refreshed from the data source. If the
value islessthan or equal to zero, the bean is never refreshed; if the valueis greater than
zero, the bean instances are refreshed at the specified interval. Thisrateisjust a hint to the
container. Default is O (no refresh).
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Superelements
ej b (sun-¢j b-jar.xm)

Subelements
none - contains data

removal-timeout-in-seconds

Specifies the amount of time a bean instance can remain idle in the container beforeitis

removed (timeout). A value of 0 specifiesthat the container does not removeinactive beans

automatically. The default value is 5400.

If renoval - ti neout - i n- seconds islessthan or equal to
cache-i dl e-ti meout - i n- seconds, beans are removed immediately without being
passivated.

Appliesto stateful session beans.

For related information, see cache-i dl e-ti nmeout - i n- seconds.

Superelements
bean- cache (sun-ej b-jar. xn)

Subelements
none - contains data

remote-home-impl
Specifies the fully-qualified class name of the generated EJBHone i npl class.

NOTE Thisvalue is automatically generated by the server at deployment or
redeployment time. Do not specify it or change it after deployment.

Superelements
gen-cl asses (sun-ej b-jar.xm)

Subelements
none - contains data
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remote-impl
Specifies the fully-qualified class name of the generated EJBObj ect i npl class.

NOTE Thisvalue is automatically generated by the server at deployment or
redeployment time. Do not specify it or change it after deployment.

Superelements
gen-cl asses (sun-ej b-jar.xm)

Subelements
none - contains data

request-policy
Defines the authentication policy requirements of the authentication provider’s request
processing.

Superelements
provi der-confi g (sun-acc. xm)

Subelements
none

Attributes
The following table describes attributes for the r equest - pol i cy element.

Table A-89 request - pol i cy Attributes

Attribute

Default Description

aut h- sour ce

aut h-r eci pi ent

none Specifies the type of required authentication, either sender (user name and
password) or cont ent (digital signature).

none Specifies whether recipient authentication occurs before or after content
authentication. Allowed values are bef or e- cont ent and af t er- cont ent .

request-protection

Defines the authentication policy requirements of the application’s request processing.
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Superelements
message- security (sun-web. xm , sun-ej b-jar. xnt,
sun-application-client.xm)

Subelements
none

Attributes
The following table describes attributes for the r equest - pr ot ect i on element.

Table A-90 request - prot ecti on Attributes

Attribute

Default Description

aut h- sour ce

aut h-reci pi ent

none Specifies the type of required authentication, either sender (user name and
password) or cont ent (digital signature).

none Specifies whether recipient authentication occurs before or after content
authentication. Allowed values are bef or e- cont ent and af t er- cont ent .

required
Specifies whether the authentication method specified must be used for client
authentication. Thevalueistrue or f al se.

Superelements
as-context (sun-ej b-jar.xn)

Subelements
none - contains data

res-ref-name

Specifiesther es- r ef - nane in the corresponding J2EE deployment descriptor file
resour ce-ref entry. Ther es-ref - nane element specifies the name of aresource
manager connection factory reference. The name must be unique within an enterprise bean.

Superelements
resour ce-ref (sun-web. xm , sun-ej b-jar.xn , sun-application-client.xnl)

Subelements
none - contains data
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resize-quantity
Specifies the number of bean instances to be:

e Created, if arequest arrives when the pool has less than st eady- pool - si ze quantity
of beans (appliesto pools only for creation). If the pool has more than
st eady- pool - si ze minusr esi ze- quanti ty of beans, thenresi ze-quantity is
still created.

* Removed, when the pool - i dl e- ti neout - i n- seconds timer expires and a cleaner
thread removes any unused instances.

o For caches, when nax- cache- si ze isreached, r esi ze- quant i ty beansare
selected for passivation using thevi ct i m sel ecti on- pol i cy. In addition, the
cache-i dl e-ti meout -i n- seconds or r emoval -t i meout - i n- seconds timers
passivate beans from the cache.

o For poals, when the nax- pool - si ze isreached, r esi ze- quant i t y beansare
selected for removal. In addition, the pool -i dl e-ti meout - i n- seconds timer
removes beans until st eady- pool - si ze isreached.

Vauesarefrom0to MAX_INTEGER. The pool is not resized below the
st eady- pool - si ze. Default is 16.

Applies to stateless session beans, entity beans, and message-driven beans.
For EJB pools, the value can be defined in the EJB container. Default is 16.
For EJB caches, the value can be defined in the EJB container. Default is 32.

For message-driven beans, the value can be defined in the EJB container. Default is 2.

Superelements
bean- cache, bean- pool (sun-ejb-jar.xm)

Subelements
none - contains data

resour ce-adapter-mid

Specifies the module ID of the resource adapter that is responsible for delivering messages
to the message-driven bean.

Superelements
mdb- r esour ce- adapt er (sun-ej b-jar.xm)

Subelements
none - contains data
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r esour ce-env-r ef

Maps ther es- r ef - name in the corresponding J2EE deployment descriptor file
resour ce- env-ref entry to the absolutej ndi - nane of aresource.

Superelements
sun-web- app (sun-web. xni ), ej b (sun-ej b-j ar.xm ), sun-appl i cati on-client
(sun-application-client.xm)

Subelements
The following table describes subelements for ther esour ce- env-r ef element.

Table A-91 resource-env-ref Subelements

Element Required Description

resour ce- env-r ef - nane only one Specifies the r es-r ef - nane in the
corresponding J2EE deployment descriptor file
resour ce- env-ref entry.

j ndi - nane only one Specifies the absolute j ndi - nane of a
resource.

Example

<resour ce- env-ref >
<resour ce- env-r ef - name>j ns/ St ockQueueName</ r esour ce- env-r ef - nane>
<j ndi - name>j ns/ St ockQueue</ j ndi - name>

</resource-env-ref>

r esour ce-env-r ef-name

Specifiesther es- r ef - nane in the corresponding J2EE deployment descriptor file
resour ce-env-ref entry.

Superelements
resour ce-env-ref (sun-web. xm , sun-ej b-jar. xnt,
sun-application-client.xm)

Subelements
none - contains data
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r esour ce-r ef

Maps ther es- r ef - name in the corresponding J2EE deployment descriptor file
resour ce-r ef entry to the absolutej ndi - nane of aresource.

NOTE Connections acquired from JM S connection factories are not shareable in
the current release of the Sun Java System Application Server. The
res-sharing- scope elementintheej b-j ar. xnl fileresource-ref
element isignored for IM S connection factories.

Whenr esour ce-ref specifiesa JMS connection factory for the Sun Java
System Message Queue, the def aul t - r esour ce- pri nci pal
(name/password) must exist in the Sun Java System Message Queue user
repository. Refer to the Security Management chapter in the Sun Java
System Message Queue Administration Guide for information on how to
manage the Sun Java System Message Queue user repository.

Superelements
sun-web- app (sun-web. xni ), ej b (sun-ej b-j ar.xm ), sun-appl i cati on-client
(sun-application-client.xm)

Subelements
The following table describes subelements for ther esour ce-r ef element.

Table A-92 resource-ref Subeements

Element Required Description

res-ref - name only one Specifies the r es- r ef - nane in the corresponding J2EE
deployment descriptor file r esour ce-r ef entry.

j ndi - nane only one Specifies the absolute j ndi - name of a resource.
def aul t -resour ce- zero or one Specifies the default principal (user) for the resource.
pri nci pal

Example

<resource-ref >
<r es- r ef - name>j dbc/ Enpl oyeeDBNane</ r es- r ef - nane>
<j ndi - name>j dbc/ Enpl oyeeDB</ j ndi - narme>
</resource-ref>
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response-policy
Defines the authentication policy requirements of the authentication provider’s response
processing.

Superelements
provi der - confi g (sun-acc. xm )

Subelements
none

Attributes
The following table describes attributes for the r esponse- pol i cy element.

Table A-93 response- pol i cy Attributes

Attribute Default Description

aut h-source none Specifies the type of required authentication, either sender (user name and
password) or cont ent (digital signature).

aut h-reci pi ent none Specifies whether recipient authentication occurs before or after content
authentication. Allowed values are bef or e- cont ent and af t er- cont ent .

response-pr otection
Defines the authentication policy requirements of the application’s response processing.

Superelements
message- security (sun-web. xm , sun-ej b-jar. xnt,
sun-application-client.xm)

Subelements
none

Attributes
The following table describes attributes for the r esponse- pr ot ect i on element.

Table A-94 response- pr ot ecti on Attributes
Attribute Default Description

aut h-source none Specifies the type of required authentication, either sender (user name and
password) or cont ent (digital signature).
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Table A-94 response- prot ect i on Attributes (Continued)

Attribute Default Description

aut h-reci pi ent none Specifies whether recipient authentication occurs before or after content
authentication. Allowed values are bef or e- cont ent and af t er- cont ent .

role-name

Containsther ol e- nanme inthesecuri t y-rol e element of the corresponding J2EE
deployment descriptor file.

Superelements
security-rol e-mappi ng (sun-appl i cation. xn , sun-web. xm , sun-ej b-jar. xm)

Subelements
none - contains data

sas-context
Describes the sas-context fields.

Superelements
ior-security-config(sun-ejb-jar.xm)

Subelements
The following table describes subelements for the sas- cont ext element.

Table A-95 sas- cont ext Subelements

Element Required Description

cal | er-propagation only one Specifies whether the target accepts propagated
caller identities. The values are NONE,
SUPPORTED, or REQUIRED.
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schema

Specifies the file that contains a description of the database schemato which the beansin

this sun- cnp- mappi ngs. xm file are mapped. If this element is empty, the database

schemafileis automatically generated at deployment time. Otherwise, the schera element

names a. dbschena file with a pathname relative to the directory containing the
sun- cnp- mappi ngs. xm file, but without the . dbschena extension. See “ Automatic
Database Schema Capture” on page 197.

Superelements
sun- cnp- nmappi ng (sun- cnp- mappi ngs. xn )

Subelements
none - contains data

Examples
<schema/ > <!-- use autonatic schema generation -->

<schema>ConpanySchema</ schena> <!-- use "ConpanySchema. dbschema" -->
schema-gener ator -properties
Specifies field-specific column attributesin pr oper t y subelements.

Superelements
cnp-resource (sun-ej b-jar. xn)

Subelements

The following table describes subelements for the schema- gener at or - properti es
element.

Table A-96 schena- gener at or - properti es Subelements

Element Required Description

property (with zero or more Specifies a property name and value.
subel enent s)

Properties
The following table describes properties for the schenma- gener at or - properti es
element.
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Table A-97 schena- gener at or - properti es Properties

Property Default Description

use- uni que-t abl e- nanmes fal se Specifies that generated table names are unique within each application
server domain. This property can be overridden during deployment. See
Table 7-5 on page 196.

bean name. fiedd name. attribute  none Defines a column attribute. For attribute descriptions, see Table 7-4 on

page 195.
Example
<schena- gener at or - properti es>
<property>

<nane>Enpl oyee. first Nane. j dbc- t ype</ nane>
<val ue>char </ val ue>

</ property>

<property>
<nane>Enpl oyee. first Nane. j dbc- maxi mum | engt h</ name>
<val ue>25</ val ue>

</ property>

<property>
<nane>use- uni que-t abl e- names</ name>
<val ue>t rue</ val ue>

</ property>

</ schema- gener at or - properti es>

secondary-table
Specifies a bean’s secondary table(s).

Superelements
entity-mappi ng (sun- cnp- mappi ngs. xm )

Subelements
The following table describes subelements for the secondar y- t abl e element.

Table A-98 secondary t abl e Subelements

Element Required Description
t abl e- nane only one Specifies the name of a database table.
col um- pai r one or more Specifies the pair of columns that determine the relationship

between two database tables.
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security
Definesthe SSL security configuration for 11OP/SSL communication with the target server.

Superelements
target-server (sun-acc. xn)

Subelements
The following table describes subelements for thesecurity element.

Table A-99 security Subelements

Element Required Description
ssl only one Specifies the SSL processing parameters.
cert-db  only one Not implemented. Included for backward compatibility only.

security-role-mapping
Maps roles to users or groups in the currently active realm. See “Realm Configuration” on
page 40 for how to define the currently active realm.

The role mapping el ement maps arole, as specified in the EJB JART ol e- nane entries, to a
environment-specific user or group. If it mapsto a user, it must be a concrete user which
existsin the current realm, who can log into the server using the current authentication
method. If it maps to a group, the realm must support groups and the group must be a
concrete group which existsin the current realm. To be useful, there must be at least one
user in that realm who belongs to that group.

Superelements
sun-appl i cation (sun-application.xm ), sun-web- app (sun-web. xni ),
sun-ej b-jar (sun-ejb-jar.xni)

Subelements
The following table describes subelements for the securi t y- r ol e- mappi ng element.

Table A-100 security-rol e- mappi ng Subelements

Element

Required Description

rol e- nane

only one Contains the r ol e- nane in the security-role
element of the corresponding J2EE deployment
descriptor file.
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Table A-100 security-rol e- mappi ng Subelements (Continued)

Element Required Description
princi pal - name one or more if no gr oup- nane, Contains a principal (user) name in the current
otherwise zero or more realm. In an enterprise bean, the principal must

gr oup- nane

have the run-as role specified.

one or more if no pri nci pal - nane, Contains a group name in the current realm.
otherwise zero or more

service-endpoint-inter face
Specifies the web service reference name relative to j ava: conp/ env.

Superelements
port-info (sun-web. xm , sun-ej b-jar.xnl, sun-application-client.xm)

Subelements
none - contains data

service-impl-class
Specifies the name of the generated service implementation class.

Superelements
servi ce-ref (sun-web. xm , sun-ej b-jar.xn, sun-application-client.xm)

Subelements
none - contains data

service-gname
Specifiesthe WSDL service element that is being referred to.

Superelements
servi ce-ref (sun-web. xm , sun-ej b-jar.xm , sun-application-client.xm);
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xn)

Subelements
The following table describes subelements for the ser vi ce- gnane element.
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Table A-101 servi ce- gnare subelements

Element Required Description

nanespaceURl  only one Specifies the namespace URI.

| ocal part only one Specifies the local part of a QNAME.
service-r ef

Specifies runtime settings for a web service reference. Runtime information is only needed
in the following cases:

*  To define the port used to resolve a container-managed port
» To define the default Stub/Call property settings for Stub objects

* Todefinethe URL of afina WSDL document to be used instead of the one associated
with the ser vi ce-r ef inthe standard J2EE deployment descriptor

Superelements
sun-web- app (sun-web. xni ), ej b (sun-ej b-j ar. xm ), sun-appl i cati on-client
(sun-application-client.xm)

Subelements
The following table describes subelements for the ser vi ce-ref element.

Table A-102 servi ce-r ef subelements

Element Required Description

servi ce-ref - name only one Specifies the web service reference name relative to
j ava: conp/ env.

port-info zero or more  Specifies information for a port within a web service
reference.

cal |l -property zero or more  Specifies JAX-RPC property values that can be set on a

javax. xni . rpc. Cal | object before it is returned to
the web service client.

wsdl - overri de zero or one Specifies a valid URL pointing to a final WSDL
document.

servi ce-inpl-class zeroorone Specifies the name of the generated service
implementation class.

servi ce- gname zero or one Specifies the WSDL service element that is being
referenced.
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service-ref-name
Specifies the web service reference name relative to j ava: conp/ env.

Superelements
servi ce-ref (sun-web. xm , sun-ej b-jar.xn, sun-application-client.xm)

Subelements
none - contains data

servlet
Specifies a principal name for a servlet. Used for ther un- as role defined in web- xni .

Superelements
sun-web- app (sun-web. xni )

Subelements
The following table describes subelements for the ser vl et element.

Table A-103 ser vl et Subelements

Element Required Description

servl et - nane only one Contains the name of a servlet, which is matched to a
servl et - name in web. xni .

pri nci pal - name zero or one Contains a principal (user) name in the current realm.

webservi ce- endpoi nt  zero or more Specifies information about a web service endpoint.

servlet-impl-class
Specifies the automatically generated name of the servlet implementation class.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xn)

Subelements
none - contains data
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servlet-name

Specifies the name of a servlet, which is matched to aser vl et - nane inweb. xni . This

name must be present inweb. xni .

Superelements

cache- mappi ng, servl et (sun-web. xn)

Subelements
none - contains data

session-config

Specifies session configuration information. Overrides the web container settings for an

individual web application.

Superelements
sun-web- app (sun-web. xni)

Subelements

The following table describes subelements for the sessi on- confi g element.

Table A-104 sessi on- confi g Subelements

Element Required Description

sessi on- nanager zero or one Specifies session manager configuration
information.

sessi on-properties Zero or one Specifies session properties.

cooki e-properties Zero or one Specifies session cookie properties.

session-manager
Specifies session manager information.

Superelements
sessi on-confi g (sun-web. xm)

Subelements

The following table describes subelements for the sessi on- manager element.
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Table A-105 sessi on- nanager Subelements

Element Required Description

nmanager - properties zero or one Specifies session manager properties.
store-properties zero or one Specifies session persistence (storage) properties.
Attributes

The following table describes attributes for the sessi on- manager element.

Table A-106 sessi on- manager Attributes

Attribute Default Description

per si st ence-type nenor y (optional) Specifies the session persistence
mechanism. Allowed values are nenory, fil e, and
ha.

For production environments that require session
persistence, use ha.

session-properties
Specifies session properties.

Superelements
sessi on-confi g (sun-web. xm)

Subelements
The following table describes subelements for the sessi on- properti es el ement.

Table A-107 sessi on- properti es Subelements

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
(with

attributes)

Properties
The following table describes properties for the sessi on- properti es element.
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Table A-108 sessi on- properti es Properties

Property Default

Description

t i neout Seconds 1800

enabl eCooki es true

enabl eURLRewri ting true

Specifies the default maximum inactive interval (in seconds) for all
sessions created in this web module. If set to O or less, sessions in this
web module never expire.

If a sessi on-ti meout element is specified in the web. xni file, the
sessi on-ti neout value overrides any t i meout Seconds value. If
neither sessi on-ti neout norti neout Seconds is specified, the
t i meout Seconds default is used.

Note that the sessi on-ti meout elementin web. xmi is specified in
minutes, not seconds.

Uses cookies for session tracking if set to t r ue.

Enables URL rewriting. This provides session tracking via URL
rewriting when the browser does not accept cookies. You must also
use an encodeURL or encodeRedi r ect URL call in the servlet or JSP.

sl

Defines SSL processing parameters.

Superelements

security (sun-acc.xm)

Subelements
none

Attributes

The following table describes attributes for the SSL element.

Table A-109 ssl

attributes

Attribute

Default Description

cert-ni cknane

ssl 2- enabl ed

none (optional) The nickname of the server certificate in the
certificate database or the PKCS#11 token. In the
certificate, the name format is tokenname: nickname.
Including the tokenname: part of the name in this attribute
is optional.

fal se (optional) Determines whether SSL2 is enabled.
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Table A-109 ssl attributes

Attribute Default Description

ssl 2-ci phers none (optional) A space-separated list of the SSL2 ciphers used
with the prefix + to enable or - to disable. For example,
+rc4. Allowed values are r c4, rcdexport, rc2,
rc2export, idea, des, desede3.

ssl 3- enabl ed true (optional) Determines whether SSL3 is enabled.

ssl 3-tl s-ci phers none (optional) A space-separated list of the SSL3 ciphers
used, with the prefix + to enable or - to disable, for
example +r sa_des_sha. Allowed SSL3 values are
rsa_rc4 128 md5, , rsa_des_sha,
rsa rc4_40_nmd5, rsa_rc2_40_nd5, rsa_nul | _nmd5.
Al oned TLS val ues are rsa_des_56_sha,
rsa_rc4 _56_sha.

tls-enabl ed true (optional) Determines whether TLS is enabled.

tls-rol |l back-enabled true (optional) Determines whether TLS rollback is enabled.
Enable TLS rollback for MicroSoft Internet Explorer 5.0
and 5.5.

steady-pool-size
Specifiesthe initial and minimum number of bean instances that are maintained in the pool.
Default is 32. Applies to statel ess session beans and message-driven beans.

Superelements
bean- pool (sun-ej b-jar.xm)

Subelements
none - contains data

store-properties
Specifies session persistence (storage) properties.

Superelements
sessi on- manager (sun-web. xni)

Subelements
The following table describes subelements for the st or e- pr opert i es element.
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Table A-110 st or e- properti es Subelements

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
(with

attributes)

Properties
The following table describes properties for the st or e- properti es element.

Table A-111 store-properties Properties

Property Default Description
directory domain_dir/ gener at ed/j sp  Specifies the absolute or relative pathname of the directory
/'j 2ee- apps/ into which individual session files are written. A relative path is
appname/ appname_war relative to the temporary work directory for this web
application.

Applicable only if the per si st ence-t ype attribute of the
parent sessi on- manager elementisfil e.

persi stenceScope session Specifies how much of the session state is stored. Allowed
values are as follows:

e sessi on - The entire session state is stored every time.
This mode provides the best guarantee that your session
data is correctly stored for any distributable web
application.

« nodi fi ed- sessi on - The entire session state is stored if
it has been modified. A session is considered to have
been modified if Ht t pSessi on. set Attri bute() or
Ht t pSessi on. renoveAttri but e() was called. You
must guarantee that set At t ri but e() is called every
time an attribute is changed. This is not a J2EE
specification requirement, but it is required for this mode to
work properly.

 nodified-attribute-Only modified session attributes
are stored. For this mode to work properly, you must follow
some guidelines, which are explained immediately
following this table.

Applicable only if the per si st ence-t ype attribute of the
parent sessi on- manager element is ha.
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If the per si st enceScope store property is setto nmodi fi ed-attri bute, aweb
application must follow these guidelines:

 CdlsetAttribute() everytimethe session stateis modified.

» Make sure there are no cross-references between attributes. The object graph under
each digtinct attribute key is serialized and stored separately. If there are any object
cross references between the objects under each separate key, they are not serialized
and deserialized correctly.

» Distribute the session state across multiple attributes, or at least between aread-only
attribute and a modifiable attribute.

stub-property

Specifies JAX-RPC property valuesthat are set onaj avax. xmi . r pc. St ub object before it
isreturned to the web service client. The property names can be any properties supported by
the JAX-RPC St ub implementation.

Superelements
port-info (sun-web. xm , sun-ej b-jar.xnt, sun-application-client.xm)

Subelements
The following table describes subelements for the st ub- pr operty element.

Table A-112 st ub- pr operty subelements

Element Required Description

nane only one Specifies the name of the entity.
val ue only one Specifies the value of the entity.
Example

<servi ce-ref>
<servi ce-ref - name>ser vi ce/ FooPr oxy</ servi ce-r ef - nane>
<port-info>
<servi ce- endpoi nt -i nt er f ace>a. FooPort </ ser vi ce- endpoi nt - i nt er f ace>
<wsdl - port >
<nanespaceURl >ur n: Foo</ namespaceUR >
<l ocal part >FooPort </| ocal part >
</ wsdl - port>
<st ub- pr operty>
<nane>j avax. xm . rpc. servi ce. endpoi nt . addr ess</ name>
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<val ue>htt p: / /1 ocal host : 8080/ a/ Foo</ val ue>
</ st ub- property>
</ port-info>
</ service-ref>

sun-application

Defines the Sun Java System Application Server specific configuration for an application.
Thisisthe root element; there can only be one sun- appl i cati on elementina

sun-appl i cation. xm file. See“The sun-application.xml File” on page 321.

Superelements
none

Subelements
The following table describes subelements for the sun- appl i cat i on element.

Table A-113 sun-appl i cati on Subeements

Element Required Description

web zero or more  Specifies the application’s web tier
configuration.

pass- by-ref er ence zero or one Determines whether EJB modules use

pass-by-value or pass-by-reference semantics.
uni que-id zero or one Contains the unique ID for the application.

security-rol e- mappi ng zero or more  Maps a role in the corresponding J2EE XML
file to a user or group.

real m zero or one Specifies an authentication realm.

sun-application-client

Defines the Sun Java System Application Server specific configuration for an application
client. Thisisthe root element; there can only be one sun- appl i cati on-cl i ent element
inasun-appl i cation-client.xni file. See“The sun-application-client.xml file” on
page 334.

Superelements
none
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Subelements
The following table describes subelements for the sun- appl i cati on-client element.

Table A-114 sun-appl i cation-client subelements

Element Required Description

ej b-ref zero or more  Maps the absolute JNDI name to the ej b-r ef in the
corresponding J2EE XML file.

resource-ref zero or more  Maps the absolute JNDI name to the r esour ce-r ef
in the corresponding J2EE XML file.

resour ce- env-r ef zero or more  Maps the absolute JNDI name to the
resour ce- env-ref inthe corresponding J2EE XML
file.

servi ce-ref zero or more  Specifies runtime settings for a web service reference.

message- destination zeroor more Specifies the name of a logical message destination.

sun-cmp-mapping
Specifies beans mapped to a particular database schema.

NOTE A bean cannot be related to a bean that maps to a different database
schema, even if the beans are deployed in the same EJB JAR file.

Superelements
sun- cnp- mappi ngs (sun- cnp- mappi ngs. xn )

Subelements
The following table describes subelements for the sun- cnp- mappi ng element.

Table A-115 sun- cnp- mappi ng Subelements

Element Required Description

schema only one Specifies the file that contains a description of the database
schema.

entity-nmappi ng one or more  Specifies the mapping of a bean to database columns.
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sun-cmp-mappings

Defines the Sun Java System Application Server specific CMP mapping configuration for
an EJB JAR file. Thisisthe root element; there can only be one sun- cnp- mappi ngs
element in asun- cnp- mappi ngs. xm file. See “ The sun-cmp-mappings.xml File’ on
page 330.

Superelements
none

Subelements
The following table describes subelements for the sun- cnp- mappi ngs € ement.

Table A-116 sun- cnp- mappi ngs Subelements

Element Required Description

sun- cnp- mappi ng one or more Specifies beans mapped to a particular
database schema.

sun-gb-jar

Defines the Sun Java System Application Server specific configuration for an EJB JAR file.
Thisisthe root element; there can only be one sun- ej b-j ar elementina

sun-ej b-j ar. xm file. See “The sun-gjb-jar.xml File” on page 325.

Superelements
none

Subelements
The following table describes subelements for the sun- ej b-j ar element.

Table A-117 sun- ej b-j ar Subelements

Element Required Description

security-rol e- mappi ng zero or more  Maps a role in the corresponding J2EE XML
file to a user or group.

ent erpri se-beans only one Describes all the runtime properties for an EJB
JAR file in the application.

Appendix A Deployment Descriptor Files 431



sun-web-app

Defines Sun Java System Application Server specific configuration for aweb module. This
isthe root element; there can only be one sun- web- app element in asun-web. xni file.
See “The sun-web.xml File’ on page 321.

Superelements
none

Subelements
The following table describes subelements for the sun- web- app element.

Table A-118 sun-web- app Subelements

Element Required Description

cont ext -r oot zero or one Contains the web context root for the web
application.

security-rol e- mappi ng zero or more  Maps roles to users or groups in the currently
active realm.

servl et zero or more  Specifies a principal name for a servlet, which
is used for the r un- as role defined in
web. xm .

i denpotent-url-pattern zero or more  Specifies a URL pattern for idempotent
requests.

sessi on-config zero or one Specifies session manager, session cookie,

and other session-related information.

ej b-ref zero or more  Maps the absolute JNDI name to the ej b-r ef
in the corresponding J2EE XML file.

resour ce-ref zero or more  Maps the absolute JNDI name to the
resour ce-ref in the corresponding J2EE
XML file.

resour ce- env-r ef zero or more  Maps the absolute JNDI name to the
resour ce- env-r ef in the corresponding
J2EE XML file.

servi ce-ref zero or more  Specifies runtime settings for a web service
reference.

cache zero or one Configures caching for web application
components.

cl ass- | oader zero or one Specifies classloader configuration
information.

j sp-config zero or one Specifies JSP configuration information.
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Table A-118 sun- web- app Subelements (Continued)

Element

Required

Description

| ocal e-charset-info
property (with
attributes)

par anet er - encodi ng

nmessage- destination

webservi ce-description

Zero or one

Zero or more

Zero or one

Zero or more

Zero or more

Deprecated. Use the par anet er - encodi ng
subelement of sun- web- app instead.

Specifies a property, which has a name and a
value.

Determines the default request character
encoding and how the web container decodes
parameters from forms according to a hidden
field value.

Specifies the name of a logical message
destination.

Specifies a name and optional publish location
for a web service.

Attributes

The following table describes attributes for the sun- web- app element.

Table A-119 sun-web- app Attributes

Attribute Default

Description

error-url (blank)

(optional) Specifies a redirect URL in case of an error.

Properties

The following table describes properties for the sun- web- app element.

Table A-120 sun- web- app Properties

Property Default Description

al | owLi nki ng true If t rue, resources in this web application
that are symbolic links are served.

crossCont ext Al | owed true If t r ue, allows this web application to

access the contexts of other web
applications using the
Ser vl et Cont ext . get Cont ext () method.
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Table A-120 sun- web- app Properties (Continued)

Property Default

Description

rel ati veRedirect Al | owed fal se

reuseSessi onl D fal se

si ngl eThreadedSer vl et Pool Si ze 5

tenmpdir domain_dir/ gener at ed/ j 2ee
- apps/ app_name

or

domain_dir/ gener at ed/ j 2ee
- modul es/ module_name

useResponseCTFor Header s fal se

If t rue, allows this web application to send
a relative URL to the client using

Ht t pSer vl et Response. sendRedi rect (),
and instructs the web container not to
translate any relative URLs to fully qualified
ones.

If t rue, sessions generated for this web
application use the session ID specified in
the request.

Specifies the maximum number of servlet
instances allocated for each

Si ngl eThr eadMbdel servlet in the web
application.

Specifies a temporary directory for use by
this web module. This value is used to
construct the value of the

javax. servl et.context.tenpdir
context attribute. Compiled JSP files are
also placed in this directory.

If true, response headers are encoded
using the response’s charset instead of the
default (UTF-8).

table-name

Specifies the name of a database table. The table must be present in the database schema

file. See “ Automatic Database Schema Capture”

Superelements

on page 197.

entity-mappi ng, secondary-t abl e (sun- cnp- mappi ngs. xm )

Subelements
none - contains data

target-server

Defines the 110OP listener configuration of the target server.
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Not used if the endpoi nt s property is defined for load balancing. For more information,
see “client-container” on page 350.

Superelements
client-container (sun-acc. xn)

Subelements
The following table describes subelements for thet ar get - ser ver element.

Table A-121 t ar get - server subelements

Element Required Description
descri ption zero or one Specifies the description of the target server.
security zero or one Specifies the security configuration for the IIOP/SSL

communication with the target server.

Attributes
The following table describes attributes for thet ar get - ser ver element.

Table A-122 t ar get - ser ver attributes

Attribute Default Description

name none Specifies the name of the application server instance accessed by the
client container.

address none Specifies the host name or IP address (resolvable by DNS) of the server to
which this client attaches.

port none Specifies the naming service port number of the server to which this client
attaches.

For a new server instance, assign a port number other than 3700. You can
change the port number in the Administration Console. See the Sun Java
System Application Server Administration Guide for more information.

tie-class

Specifies the automatically generated name of atie implementation class for a port
component.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xn)

Appendix A Deployment Descriptor Files

435



Subelements
none - contains data

timeout

Specifies the cache- nappi ng specific maximum amount of time in seconds that an entry
can remain in the cache after it is created or refreshed. If not specified, the default isthe
value of thet i meout attribute of the cache element.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none - contains data

Attributes
The following table describes attributes for thet i meout element.

Table A-123 ti meout Attributes

Attribute  Default Description

nane none Specifies the timeout input parameter, whose value is
interpreted in seconds. The field's type must be
java.l ang. Long orj ava. | ang. | nt eger.

scope request.attribute (optional) Specifies the scope from which the input
parameter is retrieved. Allowed values are
context.attribute, request. header,
request . paranet er, r equest . cooki e,
request.attribute, and session. attribute.

transport-config
Specifies the security transport information.

Superelements
ior-security-config(sun-ejb-jar.xm)

Subelements
The following table describes subelements for thet r ansport - conf i g el ement.
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Table A-124 transport-confi g Subelements

Element

Required Description

integrity

confidentiality

only one Specifies if the target supports integrity-protected messages. The
values are NONE, SUPPORTED, or REQUIRED.

only one Specifies if the target supports privacy-protected messages. The
values are NONE, SUPPORTED, or REQUIRED.

establish-trust-in-target only one Specifies if the target is capable of authenticating to a client. The

values are NONE, SUPPORTED, or REQUIRED.

establish-trust-in-client only one Specifies if the target is capable of authenticating a client. The

values are NONE, SUPPORTED, or REQUIRED.

transport-guarantee

Specifies that the communication between client and server is NONE, | NTEGRAL, or
CONFI DENTI AL.

»  NONE means the application does not require any transport guarantees.

e | NTEGRAL means the application requires that the data sent between client and server
be sent in such away that it can't be changed in transit.

»  OONFI DENTI AL means the application requires that the data be transmitted in a fashion
that prevents other entities from observing the contents of the transmission.

In most cases, avalue of | NTEGRAL or CONFI DENTI AL indicates that the use of SSL is
required.

Superelements
webser vi ce- endpoi nt (sun-web. xm , sun-ej b-jar. xm)

Subelements
none - contains data

unique-id
Contains the unique ID for the application. Thisvalue is automatically updated each time
the application is deployed or redeployed. Do not edit this value.
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Superelements
sun-appl i cation (sun-application.xm),enterprise-beans (sun-ej b-jar.xn)

Subelements
none - contains data

url-pattern

Specifiesaservlet URL pattern for which caching is enabled. Seethe Servlet 2.4
specification section SRV. 11.2 for applicable patterns.

Superelements
cache- mappi ng (sun-web. xm )

Subelements
none - contains data

use-thread-pool-id

Specifies the thread pool from which threads are selected for remote invocations of this
bean.

Superelements
ej b (sun-¢j b-jar.xm)

Subelements
none - contains data

value
Specifies the value of the entity.

Superelements
cal | - property, st ub-property (sun-web. xnt , sun-¢j b-jar. xm ,
sun-application-client.xm); property (wth subel enents) (sun-ejb-jar.xn)

Subelements
none - contains data
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victim-selection-policy

Specifies how stateful session beans are selected for passivation. Possible values are First
In, First Out (FI FO), Least Recently Used (LRU), Not Recently Used (NRU). The default
value is NRU, which is actually pseudo-LRU.

NOTE Y ou cannot plug in your own victim selection algorithm.

The victims are generally passivated into a backup store (typically afile system or
database). This storeis cleaned during startup, and also by a periodic background process
that removesidle entries as specified by r enoval - t i meout - i n- seconds. The backup
storeis monitored by a background thread (or sweeper thread) to remove unwanted entries.

Appliesto stateful session beans.

Superelements
bean- cache (sun-ej b-jar. xn)

Subelements
none - contains data

Example
<vi cti msel ection-policy>LRU/ victimsel ection-policy>

If both SSL2 and SSL 3 are enabled, the server tries SSL 3 encryption first. If that fails, the
server tries SSL 2 encryption. If both SSL2 and SSL 3 are enabled for avirtual server, the
server tries SSL 3 encryption first. If that fails, the server tries SSL2 encryption.

web

Specifies the application’s web tier configuration.

Superelements
sun-appl i cation (sun-application. xm)

Subelements
The following table describes subelements for the web element.
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Table A-125 web Subelements

Element Required Description

web- uri only one Contains the web URI for the application.

cont ext - r oot only one Contains the web context root for the application.
web-uri

Contains the web URI for the application. Must match the corresponding element in the
application. xni file.

Superelements
web (sun-appl i cation. xni)

Subelements
none - contains data

webservice-description
Specifies a name and optional publish location for aweb service.

Superelements
sun-web- app (sun-web. xm ), ent er pri se- beans (sun-ej b-jar.xm)

Subelements
The following table describes subelements for the webser vi ce- descri pti on element.

Table A-126 webser vi ce- descri pti on subelements

Element Required Description

webservi ce-descri pti on-nane only one Specifies a unique name for the web service within a web or EJB
module.

wsdl - publ i sh-1ocation zero or one Specifies the URL of a directory to which a web service’s WSDL

is published during deployment.
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webser vice-description-name
Specifies a unique name for the web service within aweb or EJB module.

Superelements
webser vi ce- descri ption (sun-web. xn , sun-ej b-jar. xm)

Subelements
none - contains data

webser vice-endpoint
Specifies information about a web service endpoint.

Superelements
servl et (sun-web. xn ), ej b (sun-¢jb-jar.xm)

Subelements
The following table describes subelements for the webser vi ce- endpoi nt element.

Table A-127 webser vi ce- endpoi nt subelements

Element Required Description

port - conponent - nane only one Specifies a unique name for a port component
within a web or EJB module.

endpoi nt - addr ess-uri Zero or one Specifies the automatically generated endpoint
address.

| ogi n-config Zero or one Specifies the authentication configuration for an

EJB web service endpoint.

nmessage- security-binding zeroorone Specifies a custom authentication provider binding.

transport - guar ant ee zero or one Specifies that the communication between client
and server is NONE, | NTEGRAL, or CONFI DENTI AL.

servi ce- gnane Zero or one Specifies the WSDL service element that is being
referenced.

tie-class zero or one Specifies the automatically generated name of a tie

implementation class for a port component.

servl et-inpl -cl ass Zero or one Specifies the automatically generated name of the
generated servlet implementation class.
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wsdl-override

Specifiesavalid URL pointing to afinal WSDL document. If not specified, the WSDL
document associated with the ser vi ce-r ef in the standard J2EE deployment descriptor is
used.

Superelements
servi ce-ref (sun-web. xm , sun-ej b-jar.xn, sun-application-client.xm)

Subelements
none - contains data

Example
/] available via HTTP
<wsdl -override>http:// | ocal host: 8000/ nyservi ce/ nyport ?WBDL</ wsdl - overri de>

I/ inafile
<wsdl - override>file:/hore/ user 1/ nyfinal wsdl . wsdl </ wsdl - overri de>

wsdl-port
Specifiesthe WSDL port.

Superelements
port-info (sun-web. xm , sun-ej b-jar.xnt, sun-application-client.xm)

Subelements
The following table describes subelements for thewsdl - port element.

Table A-128 wsdl - port subelements

Element Required Description
nanespaceURl  only one Specifies the namespace URI.
| ocal part only one Specifies the local part of a QNAME.

wsdl-publish-location

Specifiesthe URL of adirectory to which aweb service’s WSDL is published during
deployment. Any required files are published to this directory, preserving their location
relative to the modul e-specific WSDL directory (META- | NF/ wsdl or VEB- | NF/ wsdl ).

Superelements
webser vi ce- descri ption (sun-web. xni , sun-ej b-jar. xm)
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Subelements
none - contains data

Example
Suppose you have anej b. j ar filewhosewebservi ces. xm file'swsdl -fil e element
contains the following reference:

META- | NF/ wsdl / a/ Foo. wsdl
Suppose your sun- ej b-j ar file contains the following element:
<wsdl - publ i sh-1 ocati on>file:/hone/ user 1/ publ i sh</wsdl - publ i sh-1 ocati on>

Thefinal WSDL is stored in/ hone/ user 1/ publ i sh/ a/ Foo. wsdl .
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of message-driven beans 278
of stand-alone clients 219, 220
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locale, setting default 132
locale-charset-info element 383
locale-charset-map element 384
localpart element 385
lock-when-loaded consistency level 207
lock-when-loaded element 385
lock-when-modified element 385
log-file attribute 386
logging 125
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inthe web container 134

login method 57

login, programmatic 56

login-config element 386
LoginModule 42
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LruCache cacheClassName value 343
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managed fields 188
manager-properties element 387
mappedfile property 380
mapping for container-managed persistence
considerations 186
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features 185
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mapping resource references 267
mapping-properties element 389
match-expr attribute 358
max-cache-size element 389
max-entries attribute 342
max-pool-size element 389
maxSessions property 388
MaxSize property 343
max-wait-time-in-millis element 389
MBeans 289

accessing 305

attributes 293

configuration 291

displaying attributes 308

displaying hierarchy 300

displaying name and type 303

J2EE management 292

listing properties 309

monitoring 292
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other types 292

proxies 293

querying 311

undeploying 316

using to stop a server instance 317

utility 292
MDB file samples 178
mdb-connection-factory element 175, 177, 390
mdb-resource-adapter element 390
message element 391
message security 46

application-specific 49

monitoring 55

responsibilities 47

sample application 52
message-destination element 391
message-destination-name element 392
message-driven beans 125, 175

administering 176

connection factory 175

load balancing 278

monitoring 176

onMessage runtime exception 177

pool monitoring 177
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restrictions 177

sample XML files 178

using with connectors 232
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reading 288
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message-security-binding element 393
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MessageTransformer utility 281, 282
method element 394
method-intf element 395
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method-param element 396
method-params element 396
Migration Tool 34
MM MySQL Type4 JDBC driver 257
modificationTestInterval property 380
modules

definition 64

directories deployed to 71

directory structure 69

disabling 86, 107

individual deployment of 90

invoking an EJB component 219

lifecycle 235

naming 69

runtime environment 71

see also applications
monitoring in the web container 134
MSSQL Inet JDBC driver 254
MSSQL version consistency triggers 207

MSSQL/SQL Server2000 Data Direct JDBC driver 250
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MultiLRUSegmentSize property 342

N
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namespaceURI element 397
naming service 263
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native library path
configuring for hprof 126
configuring for Optimizelt 128
nested transactions 180
NetBeans 124
nocache attribute of cachetag 147
nodeagent attribute 104, 115
none element 397
num-of-retries attribute 375

O

QOasis Web Services Security

see message security
object references supported for failover 165
one-one-finders element 397
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operation-name element 398
Optimizeit profiler 127
Oracle automatic mapping of date and time fields 207
Oracle Data Direct JDBC driver 249
Oracle Inet JDBC driver 188, 189, 253
Oracle OCI JDBC driver 256
Oracle Thin/Type4 Driver, workaround for 261
Oracle Thin/Type4 JDBC driver 255
oracle-xa-recovery-workaround property 261
output from servlets 139
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package attribute 113
package-appclient script 93, 214, 216
packaging see assembly
parameter-encoding element 398
pass-by-reference element 159, 399
pass-by-value semantics 399
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Section O
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default in server.policy 45
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for stateful session bean state 165
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physical destinations 275
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POP3 protocol 285
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Q

query-filter element 406

query-method element 406
query-ordering element 407
query-params element 407
query-variables element 407

Queue interface 276
QueueConnectionFactory interface 276
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raxml file 67

read-only beans 158, 171, 205
deploying 174
refreshing 173

read-only element 407

ReadOnlyBeanNotifier 173

READY_EVENT 235

realm attribute 352

realm element 408

realms 338
application-specific 41
configuring 41
custom 42
mapping groups and usersto 419
supported 40
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redeployment 86

references supported for failover 165
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refresh-field element 408
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relativeRedirectAllowed property 434
.reload file 87

reloading, dynamic 87
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removing servlets 143

request object 143

request-policy element 410
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required element 411

resize-quantity element 412

resource adapters see connectors
resource managers 260
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response-policy element 415
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res-ref-name element 411
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rmic-options attribute 91

role-name element 416

roles 60

S

sample applications 35
sample XML files 178
sas-context element 416
schema capture 197
schema element 417
schema example 331
schema generation, automatic 190
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schema-generator-properties element 417
scope attribute 358, 382, 408, 436
scratchdir property 380
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security 37
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audit modules 43
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EJB components 40

goals 38
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J2EE model 38
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JMS 279
message security 46
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programmatic 39
programmatic login 56
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server.policy file 45
Sun Java System Application Server features 38
using SSL with CA 215
web applications 40
security element 419
security map 228
security-role-mapping element 419
send-password attribute 350
server
administering instances using Ant 103
changing the classpath of 75
installation 31
lib directory of 75, 93, 94, 319
life cycle events 235
optimizing for development 32
stopping an instance using an MBean 317
Sun Java System Application Server deployment
descriptors 68, 319
using Ant scriptsto control 110
value-added features 158
server subelement 115
server.policy file 45
and lifecycle modules 238
changing permissions 45
default permissions 45
Optimizeit profiler options 128
ProgrammaticL oginPermission 57
server-classpath attribute 75
ServerLifecycleException 236
service method 144
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Servlet 2.4 specification 137
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engine 143
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for web modules 150
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and dynamic redeployment 86

and dynamic reloading 87
session-timeout element 425
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support 26
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ssl2-ciphers attribute 426
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sd3-enabled attribute 426
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stack trace, generating 123
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stateful session beans 164
session persistence 165
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store-properties element 426
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keeping 91, 96, 118
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connector for 272
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sun-appserv-update task 114
sun-cmp-mapping element 430
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supportsTransactionl solationLevel method 246
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Sybase Data Direct JDBC driver 250
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Sybase JConnect/Type4 JDBC driver 252

System Classloader 75
using to circumvent isolation 77
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tag libraries 145
tags for JSP caching 145
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target attribute 98, 102, 108
target-server element 434
tasks, Apache Ant 95
tempdir property 434
TERMINATION_EVENT 236
thread pools

and connectors 227

for bean invocation scheduling 161
tie-class element 435
timeout attribute of cachetag 146
timeout element 436
timeout-in-seconds attribute 342
timeoutSeconds property 425
tls-enabled attribute 426
tls-rolIback-enabled attribute 426
tools

for deployment 88

for developers, general 33
Topic interface 276
TopicConnectionFactory interface 276
transactions 259

administering 182

administration and monitoring 182
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and session persistence 165, 169

commit options 181

configuring 262

flat 180

globa 181

in the J2EE tutorial 259

JDBC isolation levels 246

JINDI subcontext for 264

local 181

local or global scope of 260

logging for recovery 262

monitoring 182

nested 180

resource managers 260

timeouts 160
transaction-support property 231
transport-config element 436
transport-guarantee element 437
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unique-id element 437
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uribase attribute 113
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URL rewriting 149
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url-pattern attribute 375

url-pattern element 438

usePrecompiled property 381

user attribute 98, 101, 104, 108, 115
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user-name attribute 351

usersinreams 419

use-thread-pool-id element 161, 438
use-unique-table-names property 194, 418
utility classes 77, 79, 93
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varhome directory 280
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verbose mode 125
verifier tool 80
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version consistency 204
version consistency triggers 207
victim-selection-policy element 439
virtual servers 133
default 133
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Section W
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web applications 131

deploying 90

distributable 150

module definition 64

security 40
Web Classloader 76

changing delegationin 75, 134
web container, configuring 134
web element 439
web module, default 133, 138
Web Services Security

see message security
web.xml file 67
webapp attribute 112
webservice-description element 440
webservice-description-name element 441
webservice-endpoint element 441
web-uri element 440
wsdl-override element 442
wsdl-port element 442
wsdl-publish-location element 442
WSS

See message security
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XA resource 260
XML files

sample 178
XML specification 27, 320
XML syntax verifier 80
xpoweredBYy property 381
-Xrsoption and debugging 123
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