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Preface

Who should read this guide

The guide is intended for business users, managers, role engineers and security administrators who
serve as the end users of the Sun™ Role Manager software (formetly Vaau's Sun Role Manager
product). This guide will help you understand the functionality and operation from the point of
the product's Role Manager and Identity Compliance Manager Solution areas. The next section
serves as an overview of the product and describes what the solution provides. We suggest that
you read this section first to familiarize yourself with Role Manager terms and concepts.
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Role Manager — An Introduction

Identity Identity
Certification Auditing
Role
Engineering

Sun Microsystems understands that organizations today need to be in complete control of their
enterprise security. The Sun™ Role Manager 4.1 softwatre (formetly Vaau's RBACx) addresses all
aspects of Role Based Access Control (RBAC), enabling an enterprise to quickly and effectively
embrace new opportunities, improve operational efficiencies, reduce costs, and actively manage
virtually all security threats and risks to the I'T security of the organization. The Sun Role Manager
software contains areas that are grouped as follows: Identity Warehouse, Role Engineering &
Management, Identity Certification and Identity Auditing.



Identity Warehouse

Identity Warehouse

The Role Manager Identity Warehouse captures and stores relevant entitlement data from systems
containing simple to a complex entitlement structure. These entitlement feeds are imported on a
scheduled basis and Role Manager accommodates an n-level entitlement structure which can be
stored in the Role Manager data repository. Role Manager has an import engine which supports
complex entitlement feeds from a text or xml file and also includes ETL (Extract, Transform,
Load) processing capabilities. Role Manager also captures the glssary description of each
entitlement and this can be inputted as a separate feed to Role Manager. Glossary information
provides business descriptions that are associated with the raw entitlement data for improved
usability and understandability. The complete entitlement data can be correlated during the
certification phase and the entitlement hierarchy can be shown as part of the drill-down
entitlements.

Role Engineering & Management

10

One of the most challenging problems in managing large networks is the complexity of security
administration. Role based access control (also called role based security), has become the
predominant model for advanced access control because it reduces the complexity and cost of
security administration in large networked applications. Most information technology vendors have
incorporated RBAC into their product line, and the technology is finding applications in areas
ranging from health care to defense, in addition to the mainstream commerce systems for which it
was designed.

RBAC is emerging as an alternative to traditional access control methodologies as it established a
framework to facilitate management of users and information assets across an enterprise in a
controlled and effective manner. The primary concept of RBAC is that access to information assets
is assigned by using pre-defined and approved roles.

Role Manager provides a complete mechanism to define roles which are based on different access
levels on different platforms. Roles can be defined based on the collected user entitlements or can
be generated using the software’s Role Mining Interface. The Role Mining component in Role
Manager uses sophisticated algorithms to generate roles based on user entitlements and the cuts the
role definition time to about 50 %.

Role Manager offers an enhanced workflow engine to manage the lifecycle of roles. This new
workflow engine provides the ability to design various workflow processes and also allows users to
call external functions from the workflow. It also provides a complete setup of security, workflow
and auditing features to manage the lifecycle of rules. This functionality will help companies obtain
greater efficiencies from a role-based access control model. You can define multiple rules to assign
new and existing users specific role-based access. The rule management feature provides a robust
rule creation engine with a vast combination of user attributes (such as job codes, department,
location, etc.) and multiple conditions to assign and de-assign roles from users.

September 2008 - Sun Role Manager 4.1 User's Guide



Identity Certification

Identity Certification

Managing enterptise-wide attestation is a major challenge. Organizations must align a strategy to
provide review of granular entitlements of a user’s access within the organization to the uset’s
manager(s). Today, there are various challenges involving this with a single user having access to a
multitude of platforms, systems, and applications. Organizations must be able to manage
increasing costs associated with gathering the user entitlements and distributing them across to the
managers. They must also be able to manage increased security risks associated with the escalating
volume of gathering and distributing these entitlements. Additionally, Federal requirements
mandate the needs to address Time-Based Certifications, Granular Entitlements, certify
Contractors on Unique Schedules, Set Baseline and Certify Incremental Changes and provide a
Certification Dashboard of all the certifications issued.

To help solve these needs, Role Manager provides an Identity Certification module which enables
easy handling of the collecting and distributing user entitlements and provides scheduled
certifications on these entitlements. In addition, Role Manager provides unique features which
allow users to certify granular entitlements and entitlements which are outside of user roles.
Furthermore, business-friendly glossary names can be stored and displayed for each entitlement
during certification and can be stored in Role Manager.

This powerful Identity Certification module is further extended in Role Manager to provide the
ability to perform certifications at the instance or server level of a resource, providing advanced
drill down capabilities for users, and advanced filtering and searching capabilities on the
certification interface.

The Role Manager Identity Certification module also adds two important Certification types:

1) User Access Certification — Allows certifiers to certify roles and entitlements associated
with a user

2) Role Entitlement Certification - Allows role owners to certify roles and role content

3) Application Certification - Allows application owners to certify entitlements pertaining to
an application narrowed down by each instance of the application

Identity Auditing

Exception Monitoring is an integral piece of Identity Auditing and Management. In organizations
today, there are numerous exceptions of user accounts on various target systems. A detective
mechanism to monitor and acquire exceptions is needed in organizations where a centralized store
for all the exceptions would be available. Organizations must be able to manage Continuous
Exception Monitoring, Segregation of Duty (SoD) Violations, Detective Scanning, Inter & Intra-
Application SoD Enforcement, Actual vs. Assigned Exceptions, Exception Lifecycle Management.
These exceptions can be captured in Role Manager and produced in a central repository. Role

Chapter 1 - Role Manager - An Introduction 11



Identity Auditing

Manager provides the capability to define Audit policies and the ability to capture and report any
exceptions from these policies.

Role Manager provides a Compliance Dashboard for Executives/Auditors which enable them to
monitor these exceptions from a central point. Also, the various exceptions generated are stored in
Role Manager and a security analyst can accep? them or mitigate these risks and exceptions.

12 September 2008 - Sun Role Manager 4.1 User's Guide
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My Settings

Home

When a user logs into Role Manager, they are routed to the home screen. Role Manager contains a
user interface that provides in-depth graphical views on whether users have any requests or Identity
Certifications to approve, complete, or dismiss.

13
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Home
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Figure 2.1 — Role Manager Home Screen
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Understanding the Graphical Representation of Data

Understanding the Graphical Representation of
Data

1. My Requests

My Requests

B0
50 -

Count

30
20
10 1

D_—

Waoddflow Requests

Pending Requests m Completed Requests

Goto: Pending (5 ) | Completed (58) =

Figure 2.2 -My Requests
The My Requests graph shows Pending vs. Completed Requests. The Pending and Completed links

guide the user to the Requests aiiroval iaie. For more information on My Approval Requests,
refer to chapter 5. Clicking the icons provides a different chart view of the data.
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Understanding the Graphical Representation of Data
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2. My Certifications

My Certifications
T
5 -
4
S a
[
O,
1
u - ____________ s ___________ _al—.
App Owner User Rale
o Mew M In Progress = Complete
Go tor Mew (30 | In Progress (5) =
Completed {2} I e a

Figure 2.3 —My Certifications

The My Certifications graph displays New, In Progress and Completed certification statistics.
Clicking the Pending, In Progress or Completed links takes you to the Certification inbox
containing the appropriate certifications. For more information on Identity Certifications, refer to

chapter 6. Clicking the icons provides a different chart view of the data.
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3. Business Unit Users

Business Unit Users

Count

W Los Angeles Branch
2100 m Irvine Branch

| Ay AR
Business Unit

Web Conversion ® Information Technology
Waau Financial Corporation

W Role Management W Project Management

Customer Semnvice

Single Sign-0n

Figure 2.4 —Business Unit Users

The Business Unit Users graph displays statistics on the number of users per each business unit.

-
For more information on Business Units, refer to chapter 3. Clicking the icons
provides a different chart view of the data.

Chapter 2 - My Settings
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Understanding the Graphical Representation of Data

4. Certify/Revoke Statistics

Certify f Revoke Statistics

a0 -
307
20 4

Count

10 1
D p! I
Rales Accounts

Certified Roles m Revoked Roles

Certified Accounts © Revoked Accounts

Figure 2.5 —Certify / Revoke Statistics

The Certify/Revoke Statistics graph displays the number of certified roles, revoked roles, certified
accounts and revoked accounts by that user during an identity certification. For more information

on different types of Identity Certifications, refer to Chapter 6. Clicking the _

icons provides a different chart view of the data.
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Understanding the Graphical Representation of Data

5. Auditing Policy Violations

Identity Audit Policy Yiolations

Closed
And Risk
Accepted

Closed
And Fixed | [

L | Closed =
0.00%

Cpen=
56.25%

@ Open= 36 ® Closed And Fixed=10
@ Closed=0 @ Closed And Risk Accepted = 28

Go to: Cpen (36) | Closed (0} -
Fixed {0 ) | Risk Accepted {25 ) . =

Figure 2.6 —Identity Audit Policy Violations
This graph displays the number of open, closed, fixed and risk accepted Identity Audit policy

violations. Clicking the links takes the user to the aiiroiriate violations. For more information on
Identity Audit, refer to chapter 7. Clicking the icons provides a different chart

view of the data.
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My Profile

My Profile

The My Profile tab displays the user’s name and email information.

Home | Logout | Help

@ Sun  Role Manager weome admin, admin

My Settings | RNAM dent se | Identity Certification | Rele Engineering | Role Management | Identity Audit Administration v
=» My Profile | My Proxy Assignments
& change Password

My Profile
First Narne :  admin
Last Marme :  admin
E-Mail i admin@rbacx.com

Figure 2.7 — My Profile

¥ Steps to change My Profile Information

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager

Go to My Settings G My Profile

A w0 N

To change the existing information, edit the required First Name, Last Name or E Mail

feld and cck

Change My Password

This option is used to change the password of the current user.
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Change My Password

¥ Steps to change password

1. Start Role Manager by clicking the Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Goto My Settings -> My Profile -> Change Password tab

Change Password

Old Password

Mew Password

Confirm Mew Password

Figure 2.8 — Change Password

4, Enter he old password, new password and confirm it. Click

and then Click

My Proxy Assignments

This option is used to delegate managers, role owners, application or data owners while on vacation
or out of office. A Proxy allows a user to complete a certification when on leave by setting up
another actor on the user's behalf. The delegate should be set from the day that manager leaves and
cannot be set for more than 30 days.

Chapter 2 - My Settings 21



New Proxy Assignment

V¥V Steps to create a new Proxy Assignment

1. Start Role Manager by clicking the Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Goto My Settings -> My Proxy Assignment -> New Proxy Assignment

Home | Logout | Help

@Sun  Role Manager  wecoms admn, atmn

My Settings My R ests Identity Wwarehouse Identity Certification Role Engineering Role Management Identity Audit Administration »

My Profile =% My Proxy Assignments

OP Mew Proxy Assignment

New Proxy Assignment

Mame

Description

Proxy User -
Start Date  :  08/22/2008
End Date . 08/22/2008

Figure 2.9 —New Proxy Assignment

4. A form as shown above is displayed. Enter the Name, Description, select the Delegate
from the list of available Users and enter the Start Date and End Date.
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New Proxy Assignment

Home | Logaut | Help

@Sun  Role Manager  weicore sdmin, sdmin

My Settings My Requests dentity Iuse Identity Certification Role Enaineering Role Management Identity Audit Administration v

My Profile | =# My Prony Assignments

ﬁ Mew Proxy Assianment

New Proxy Assignment

Marne 1 My Proxy
Description :  Returning feb 10

Proxy User @ Nayyar, Sachin v

StartDats  :  08/22/2008

End Date @ 08/22/2008

Figure 2.10 —Enter Proxy Details

5. oiek

6. A new Proxy Assignment will be created. The designated proxy can now log into
Role Manager and perform all tasks designated to this user until the specified
end date.
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CHAPTER 3

Role Manager Components

User Identities are stored on multiple systems within organizations. The complexity of managing
and tracking user identities is compounded by various organizational lifecycle changes — mergers,
acquisitions, outsourcing, job enrichment, employee transfers, contractors, terminations, business
unit amalgamation and business unit break ups. Each transformation within the organization brings
about a movement of user identities and change in user access on the systems.

The mandates by various privacy acts ask for more control over the access that users have to the
various systems owned by the organization. The threat to data security is more from within the
organization then from outside elements. These attacks can be mitigated and avoided by the advent
of a framework — Role Based Access Control (RBAC). Role based access control in simplified
terms implements a framework that allows for the access of systems based on the roles assigned to
an individual. Administering users in this manner controls the access that users need across diverse
systems.

25



Role Manager Components

User Stores Policy '

Ussrstoes Pdi Plldles e
e e {—h.wa;:mu_"

il e
*22  Component Relationship

Appllatnins
CWTB IS [ Arover s

Ek:ilusas BuEinessUnits

The components illustrated above have a “many to many” relationship and are described in detail
below.

Business Units/Business Structures

A business unit in Role Manager is defined as a department or sub-department within an
organization. An organization can be segregated into as many business units as required to
replicate the business structure, with as many levels of hierarchy as desired to represent teams and
sub-teams within the organization. The maximum number of users that can be assigned to a
business unit can be configured and does not have a ceiling. All operations in Role Manager such
as Role Based Access Control, Identity Auditing and Identity Certification are performed on basis
of a Business Unit or Business Structure.

Users/Business Users

A User is defined as a discrete, identifiable entity that has a business needs to access or modify
enterprise information assets. Typically, a user is an individual user but can also be a program, a
process or a piece of computer hardware.
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Users/Business Users

Business Users or Users are associated to business units in various ways. A user can be assigned to
several business units based on his access level and details in an organization. A Business user has
a Manager or an Application Approver who handles the various operations of user and role
management on a user.

User Store

Roles

Policy

A user store is the platform / database / directory where the userts are stored. Examples of these
are Active Directory, Exchange, ORACLE®, SAP, UNIX®, RDBMS Tables.

The entitlements from the various applications are stored in a centralized user store in Role
Manager. The user store can be a relational database which handles the various user entitlements.
Once the entitlements are in the user store, role engineering, identity certification and identity
auditing pieces can be carried out on them.

A role represents a job function. Roles contain policies that describe the access that individuals
have on a directory. They represent unique job function performed by users in the domain. For
example, a person can function as a manager, developer, and trainer. In this case, you have three
roles that represent each job function because each requires different privileges and access to
different Endpoints.

Roles give you the flexibility and power to enforce enterprise standards by being able to:

®  Manage users who perform the same tasks the same way no matter where they are located in
the enterprise.

m Perform less work when managing users because you do not have to manually specify
privileges every time a change is made to a person’s job function.

A role can be embedded inside a role as a nested role. Role hierarchy can be defined to any level of
subnets have role ordering in an organization.

Policies define account attributes and privileges that users have on different platforms or
applications. A policy has a specific privilege on specific data resource. Policies are assigned to
roles and roles are assigned to users. Policies provide consistent directory permissions and user

Chapter 3 - Role Manager Components 27



Policy

Applicatio

Endpoints

User

28

rights across and within the organization for all of the users in a role.

n

An application is a data resource that requires access by an entity. These applications may be
individual assets ot grouped under a common owner. Primarily applications are either platforms
(Windows 2000, Win NT, UNIX, Mainframe) or Business Applications (such as, Billing, Accounts
Payable). Each Application has an application owner who handles the various operations on the
application like reviewing user entitlements. The user entitlements are collected from the different
applications and stored in a centralized repository.

Endpoints are instances of a namespace. A Namespace can have multiple end-points assigned to it.
For example an ORACLE namespace can have the various databases as End-Points.

A user is a global identity to which various accounts are associated. A user can have multiple
accounts but all of the accounts are associated with a single global identity in Role Manager. This
global identity is defined under the Users View. The ‘Users View” shows the entire list of users that
belong to the organization. In an organization the initial feed of the users is done by getting a feed
from the HR system and create all the global identities in Role Manager. Alternatively the global
identities can be created from a provisioning system such as Sun System Identity Manager.

A naming convention for all users should be established. A common naming convention is a
combination of a user’s name in lowercase letters and a set of numbers. For example, John Smith’s
user name might be josmit01. User names must be unique.
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Create User

V¥ Steps to create User

1. Start Role Manager by clicking the Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Select the Users View by selecting it from the Identity Warehouse Tab

4. To add a new user, click the New User button on the top panel

5. When the pop up window opens up, enter the User name, First name and last

name for the user. Click | | to create the user

Create User

(1) All Hame's required

User Mame

First Name

Last Mame

Serwice Desk Ticket & @

Figure3.1 —Create User

Search a User

Sun Role Manager provides quick search and advanced search options for User Search. Quick
search enables search for Users on any of the commonly populated User fields (eg User Name,
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First Name, Last Name, Business Unit, Department, Manager etc.) Advanced Search should be
used to search on a narrower search criterion. It provides the capability to create complex search

conditions.

Steps to Search a User(Quicksearch)

P w N

o

Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Identity Warehouse Tab and then select the Users Tab

To use quick search select a field from the drop down box. All the commonly
populated fields are available to search on

Enter a value to search for. Wildcards are accepted (e.g a*, *xyz*)
To search on the selected field for the entered value click “Search”

The results for the search are displayed in the panel below

Home | Logaut | Help

”%’SZ{" RDle M a na gE r welcorne admin, admin

Business Structures

Identity Warehouse [WEEMS a | Role Management | Identity Audit

=» Users | Roles | Policies | EndPaints

01 New Usar ¥ Delete User | A Orphan accounts | | ) Refresh

Users

User Name
afarber
afida

agrey
aHarmsen
alerighi
alPodgur
aPerry
aPodgur
aTarmkins

avij

- Search 4 Fields v |a* ‘ | search | Advanced Search
First Name Last Name Phone Primary Email
abby Farber
Arnad Fida
Andy Grey
Arijeet Harmsen
Albert Brighi
Alice Podgur
andy Perry
alice Podgur
Armands Tarnkins
Atul Wij

Figure 3.2 — User quicksearch
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v Steps to Search a User (Advanced Search) :

1. Start Sun Role Manager by clicking the Sun Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Sun Role Manager

3. Select the Identity Warehouse Tab and then select the Users Tab

Home | Logout | Help

@%SZ‘}Z RO[E M ana g er Welcome admin, admin

My Settings [LFCELTLE S [dentity Warehouse Identity Certification Role Engineering Role Management Identity Audit Adrninistration ¥

Business Structures |~ Users: | Roles | Policies | EndPoints

00 New Ussr W Delste User | AL Orphan Accounts | | ) Refresh

Users

; Search  pllFislds v Search Advanced Search
User Name First Name Last Name Phone Primary Email

Figure 3.3 - User Advanced Search
4. Select the Advanced Search Tab
5. Create a condition by selecting values for “Attribute”, “Condition” and “Value”. Attribute can be
selected over an extensive range including endpoints, business units and any other commonly
populated user field. Value supports wildcards (eg. a* or *xyz*)

6. To create more conditions click “Add”

7. Toremove any condition(s) select the condition(s) by selecting its corresponding checkbox and
click “Remove”

8. n the case of multiple conditions set “Operation” to “AND” or “OR” to specify the logical
operation between the conditions.

9. To group two conditions together select them and click “Group”

10. Groupings are displayed by a different color coding for each group. In the case of
nested groups the outermost grouping will have one color code with each component
group having its own color code.

11.  To ungroup a grouped conditional select the grouped conditional by selecting its
corresponding checkbox and click “Ungroup”
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12.

13.

The created search condition is dynamically displayed in a high-lighted line under the
“Group” and “Ungroup” tags as a single logical condition

To search on the created condition click “Search”

Home | Logout | Help

@Sun Role Manager

welcome admin, admin

My ngs My R Identity Warehouse Identity Certification Role Engineering Role Management Identity Audit Administration »

=¥ Users | Roles | Policies = EndPaints

Business Structures

\{.‘J Mew User % Delete User AL orphan Accounts | J Refresh
Users
advanced Search Quick Search (&)
’ =
Attribute Condition Yalue Operation
P v o
AND (v
Usrtims ) - S C—
AMD
v - v
[0 Business Units v | starts with va ]

Group Ungroup Add Remove
Search On: { { { EndPoints I= 'SAP' AND Last Name = '+ AND First Name starts with 'z’ ) AKD { User Name = 'a*' AND City = los angeles’ ) ) AND Business Units
starts with ‘a' )

Search Cancel
T

Figure 3.4 — User Advanced Search Conditions

Set User Status
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\4

User status allows the user to set the status as active or inactive. A User in Role Manager can be

terminated and the end date of the user can be specified. Depending on the User status in an
organization this field can be set.

Steps to Set User Status

1. Start Role Manager by clicking the Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Select the Identity Warehouse Tab and then select the User Tab
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Select a User by double clicking it
Browse to the General tab of the User

Scroll down to the Status field

N o o &

Select the Status as Active or Inactive from the drop down dialog box

Home | Logout | Help

QSun  Role Manager e sdmn, sdmin

My Reguests Identity Warehouse B8 Role Engineering Role Management Identity Audit Reports

Business Structures | ~» Users | Roles | Policies | EndPoints

0 New User % Delste User | AL Orphan Accounts | { J Refresh

Users » Harmsen, Arijeet

w workflow |[ Accounts |[ Roles || Business Unit |[ Custom Properties |[ Relationship Map
~
Phone : Extension b |
Mobile : Fax
Pager
Primary Email Secondary Email
Comments
Suspension
Status o active (W
Start Date : %
Edoste

Figure 3.5 — Set Status of User

8. If the user is set as Inactive specify the End Date of the user.
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¥ Steps to Rename a User

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager

Select the Identity Warehouse Tab and then select the User Tab

i

Right click a User and select Rename

Home | Logout | Help

Identity Warehouse

Business Structures | —* Users | Roles | Palicies | EndPoints

\{.‘J Mew User *  Delete User AL Orphan Accounts \ J Refresh

Users » Farber, Abby

m| workflow | Accounts |[ Reles |[ Business Unit |[ Custom Propertiss |[ Relationshin Map
o

User Harme . afarbed Ermployss 1d

Employee Type Title : System Administrator

First Narme i Abby Middle Mame Y

Last Mame :  Farber Full Narme :  Farber, Abby

Office Name
Address

Street ;5 Embarcadero Ctr City i Waltham —
State/Province @ MA Zip/Postal Code ;2451

Country/Region : USA

Fhone : Extension

Figure 3.6 — Rename User

5. Enter the new User name for the User
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V¥V Steps to View User Accounts of a User

View User Accounts (Entitlements)

1. Start Role Manager by clicking the Role Manager Icon

©o o & w0 N

Search for the required user

@Sun  Role Manager  wssome samin, sdmin

Click the User and navigate to the Accounts Tab

Select the Identity Warehouse Tab and then select the User Tab

The login dialog box appears. Enter your credentials and login to Role Manager

Click the required Account as shown below to view Account details

Home | Logout | Help

Business Structures

£ New User

Identity Warehouse

=» Users | Roles | Puolicies | EndPaints

W Delete User | A orphan Accounts | | ) Refresh

Identity Audit

Administration

Users » Farber, Abby

General

O
O

O
O
O

Workflow Accounts

Account Name

afarber

afarber

afarber

afarber

Account Type

Account Type facilitates an enhanced account definition. The ability to identify the “type’

Roles |[ Business Unit |[ Custom Properties || Relationshin Map

Account Type Endpoint

Provisioning account | Waau Active Directory 00-10
Provisioning account SAP-Productiton-200
Provisioning account RACF

Provisioning account Prod-03-500

Figure 3.7 — Account Details

Domain

WAAUIT

Namespace Name
ActiveDirectory

SAP R3

RACF

ACF2Z

Create Date

Last Update Date

>

associated with an account promotes better decisions during tasks such as performing remediation,
access certification and performing a role engineering wave. To designate an account type while
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importing accounts using the Role Manager automated import process a “type” attribute should be
provided in the .rtbx schema file. This predefined account “type” could then be leveraged while
performing Identity Certifications, Role Engineering and remediation allowing the different Role
Manager actors to make educated decisions.

V¥V Steps to view Account Type:

1. Start Sun Role Manager by clicking the Sun Role Manager Icon

The login dialog box appears. Enter your credentials and login to Sun Role Manager
Select the Identity Warehouse Tab and then select the Users Tab

Search for a User using the quick search or Advanced Search feature

Select a user by clicking the User Name

Select the Accounts Tab

N o o b~ w b

“Type” of the account is visible under the Account Type field

Home | Logout | Help

Identity Warehouse e 0 ] nagement Identity Audit Leports Administration =

Business Structures | ~» Users | Roles | Policies = EndPoints

04 New User ® Delste Ussr | AL Orphan Accounts | J Refresh

Users » Farber, Abby

General |[ workflow |WEXSTIUTENN [ Roles || Business Unit || Custorn Properties |[ Relationship Map

[0  AccountName [EYSSTOISITTNNRAN Endpoint Domain Namespace Name  Create Date  Last Update Date

>

[0  afarber Pravisianing scoount  Waau Active Dirsctary 00-10 WAAUIT  ActiveDiractory
[0 | afarber Prowisioning account  SAP-Productitan-200 SAP R3

O afarber Prowisioning account RACF BC RACF

O afarber Provisioning account Prod-03-500 ACFZ

Figure 3.8 — Account Type
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Associate User to Role(s)

V¥V Steps to associate user to role(s)

1. Start Role Manager by clicking the Role Manager Icon

2. The login dialog box appears. Enter your credentials and login to Role Manager
3. Select the Identity Warehouse Tab and then select the User Tab

4. Search for the required user
5

Click the User and navigate to the Roles Tab

6. Iick the :"' icon and add the desired roles to the User. Click

Home | Logout | Help

@_uﬂ Role Manager  weicome admin, admin

Identity Warehouse de o Role Engineering L0l a ent | Identity Audit

Business Structures | —* Users | Roles | Policies | EndPaints

lf.'l Mew User *  Delete User L orphan Accounts | | ) Refresh

Users » Farber, Abby

Genaral |[ Workflow |[ Accounts \m Business Unit || Custorn Propertiss || Relationship Map

o5 Add Role(s) ¥ Remove Role(s)

[0 Role Name Description Comments
O | Finance Assistant Assistant Created by REACK's Role Mining Engine, Fri Mar 14 15:32:14 PDT 2008
[0 | Management ccountant

Operations Generalist

Figure 3.9 — Add Roles to User
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Associate User to Business Unit

V¥V Steps to associate user to Business Unit

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Identity Warehouse Tab and then select the User Tab

Search for the required user

o & 0N

Click the User and navigate to the Business Unit Tab

7. Click d;rLl fyia Busine s Uniis) and add the desired Business Unit(s) to the

User. Gl

Home | Logaut | Help

%%SZ:‘?? RO[E M a nagEI‘ wielcorne admin, admin

Identity Warehause

Business Structures |~ Users | Roles | Policies | EndPoints

o5 Mew Ussr W Delete User AL orphan Accounts | | J Refresh

Users » Farber, Abby

General |[ Workflow |[ Accounts |[ Roles \\ Custarn Properties || Relationship Map

6o Add Business Unit(s) W Remove Business Unit(s)

Business Unit Name Description
Custamer Service

Information Technology

Waau Card Services, Inc. Sales Business Unit

Finance

Ooooooao

web Conversion

Figure 3.10 — Add Business Unit(s) to User
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Delete a User

V¥V Steps to Delete a User

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Identity Warehouse Tab and then select the Users Tab

Search for a User using user quicksearch or advanced user search capability

o > o N

To delete a user, select it by clickihg on the username and click the
# Delete User | yeoiete) button

Endpoints

Endpoints are instances of a namespace. A Namespace can have multiple end-points assigned to it.
For example an ORACLE namespace can have the various databases as End-Points.

Create / Modify Endpoints

¥ Steps to Manage an Endpoint view

1. Start Role Manager by clicking the Role Manager Icon

2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Select the Identity Warehouse Tab and then select the End Point.

4. To add a new Endpoint , click the Gl Mew EndPoint (new) button on the top panel
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New EndPoint

Mamespace

EndPaint
Mame

Hast Name

Host 1P

Description

Comments

e

Figure 3.11 — New Endpoint

5. This opens a new pop up window from where you select the namespace to which

the new end point/directory would belong to, Endpoint Name, Host Name, etc. and
click @

Policies

Policies are templates which define the various access levels a user has on the target systems.
Policies are uniquely defined for the end-points and Roles consist of Policies. The Polices
component displays all available policies that exist for the organization categorized according to

namespaces. Namespaces are depicted as@. Under each Namespace the available policies are
shown.

Create / Modify Policies

V¥ Steps to manage a policy

1. Start Role Manager by clicking the Role Manager Icon
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2. The login dialog box appears. Enter your credentials and login to Role Manager

Home | Logout | Help

@Sun  Role Manager  wecms aamn, strin

Identity Warehouse Identity Certi Role Engineering

Business Structures \ Users \ Raoles \ -2 Policies \ EndFoints \

#New Palicy | ® Decommission Policy | (J Refresh
Policies
@ Policies Business Units ‘ Roles | End Points H Exclusion Policies ” Ownership H Waorkflow H Wersion H Histary |

H-@ACF2

2@ activeDirectory version Details
H-@ndvertising Salss
- @Harmeqgrown
H-@Ms SQL Server

£
[
E Version Humber
£

[

B @NDSE Servers

e

E

E

[E

[

Date Created
Yersion Status

H- @ Movell eDirectory
- @ Openihs Mame
H-@oracle Applications Status . [hctive 3
5@ oracls Financisls

Risk Level @ | Mone v
- @ oracle Server

Figure 3.12 — Create Policy

3. Select the Identity Warehouse Tab and then select the Policy Tab

4. To add a new policy, click the (new) button on the top panel

5. This opens a new pop up window which prompts the selection of the namespace on
which the policy is to be created

» Policy Wizard

Select Namespace
1 Select a narmespace to create a policy

ACFZ

ActiveDirectary

Advertising Sales

Homegrown

M3 5QL Server

MDS Servers

Movell eDirectary

OpentMs

Oracle Applications

Oracle Financials

Oracle Server

PeopleSoft Financials
CF b

SAPR3

Siebel

™|
T T T T

Figure 3.13 — Policy Wizard —Select Namespace
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6. After you select the above options click

» Policy Wizard

Select Directory

(i Select a directory to create a policy
Chicaga_AD
DEN_AD
LA_AD
Yaau Active Directory 00-10
Yaau Active Directory 00-20
Waau Active Directory 00-32
Yaau Active Directory 00-47
Yaau Active Directory 00-54
Yaau Active Directory 00-56
Yaau Active Directory 00-57
Yaau Active Directory 00-59
Yaal Active Directory 00-70

Figure 3.14 — Policy Wizard — Select Directory (Endpoint)

7. After the namespace is selected the Endpoints in the namespace will be displayed.
Select the directory / end point on which the access level need to be defined

» Policy Wizard

Policy property
(i) Enterths dstails of the Policy below.

Mermber Of || Profile

Marne

Camments

Service Desk Ticket #

Figure 3.15 — Policy Wizard — Policy Properties
8. Once the Directory is selected the Policy property sheet is displayed. The Property

sheet is different for different namespaces. Enter the details of the policy and save
the policy. Once it is saved it will be shown under its namespace.
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9. To rename a policy select the policy by clicking on the policy name. Change the
name of the policy under “Policy” Tab and click “Save”

Hame | Logaut | Help

”42?’481”3 RO[E Ma nager Welcorne admin, admin

Identity Warehouse Identity C tial Role Engineering Role Management Identity Audit Administration

Business Structures | Users | Roles | = Policies | EndPaints

\ﬂJNew Palicy * Decommission Policy \ J Refresh

Policies » ACF2 » main_RM Policy_ ACF2_Prod-02-4500_2008-03-14-15:32:36

@ Policies
@ncrz
B @ ActiveDirectary

Business Units ‘ Roles ‘ End Points ” Exclusion Policies H Qwnership ” Version H Entitlernents

Narmne . main_RM Policy_ACFZ_Prod-02-4500_200
~@ndvertising Sales
@Homegrown Status i Active v
@Ms sQL Server Risk Level : | Mone v
E-@NDS Servers RS 1

) ) Role Mining generated (main) policy
- @movell eDirectory

@openvms
B @ Oracle Applications
B-@oracle Financials

Figure 3.16 — Rename Policy

10. To delete a policy, select the policy to be deleted and click the % Delete Palicy|
button.

Associate Policy / Endpoints

V¥V Steps to Associate Policy with Endpoints

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Identity Warehouse tab and then select the Policy Tab

A Directory is added when a Policy is created

o &M 0N

The Association between a Policy and Directory is shown in the Directory tab
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Home | Logaut | Help

Business Structures | Users | Roles | = Policies | EndPoints

CNew Palicy

®

Decommission Palicy \ J Refresh

Policies » ACF2 » main_RM Policy_ACF2_Prod-02-4500_2008-03-14-15:32:36

& Policies
@acrz

@activeDirectory
-@hdvertising Sales
BI-@Homegrown
@M= saL server
B-@INDS Servers
BI-@Novell eDirectary
@openvms
aoracle Applications
El-@oracle Financials

Policy || Business Units W Exclusion Policies | Ownarship || version || Entitlsments

57 Add Endpaint(s) | % Rsmavs Endpaint(s)

[0 Endpoint Name Host Name Host IP

[1  Prod-oz-4s00

Figure 3.17 —Associate Policy Endpoint

Associate Policy / Role
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V¥ Steps to Associate Policy with Roles

o & 0N

Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Role View by selecting it from the Identity Warehouse Tab.

Select a Role and add Policies to a Role from the Policy tab

Addition of any policy from the available list to the Selected Policies list is done by
clicking the “‘ﬁ'dd Policy ()| putton

Similarly to remove any associated policy for that

click the
(% Remove Palicy(s)| pion Once a change has been made, click the

T

The Policies associated with a Role will be shown under the Policies tab for the role

directory,
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Home | Logout | Help

@Sun  Role Manager  wscome samin, samin

Identity Audit

Identity Warehouse dei ] Role Enginesring Rals Management

Business Structures | Users | =* Roles | Policies | EndPoints

COMNew Role * % Descommission Role | [ Review Modifications | | J Refresh

Role Name v Search

Roles » Finance Assistant Assistant ‘, Search
&y Roles General |[ Ownership |[ Business Units || Users W Exclusion Rales || Custom Properties |[ Versions |[ History |
Sz 1 Add Policy(s) ® Remove Policy(s)
(S cash and Stack ~
Reconcilistion Clerk i Namespace Snti i Risk
i Finance Assistant [0 Policy Name Name Description Required |0, ~Comments
.ﬂ’siistar;t‘j - sin B Role Mining
-G Loan rninistrator ! i
-:’3' O Policy_RACF_RACF_2008-03-14-15:32:47 RACE O gelne"atEd {main}
B {@Management policy
countant Role Mining
& operations Generalist O rz”ﬂaﬂ'”EEg"afﬂ”é'f{‘;i’;?é?;?”"’md“Ct't“'”' SAP R3 O gelnerated {rain}
= N : olic
(g settlemeant Analyst CElIGy
(@ Trade Finance &

Figure 3.18 — Associate Policy to Role

Associate Policy Owners to Policy

V¥ Steps to associate policy owners to policy

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager

Select the Policy View by selecting it from the Identity Warehouse Tab

P 0N

Click a Role and browse to the Ownership Tab

5. Click Add Owners and select the desired User(s) . Click M
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Home | Logaut | Help

@é? u'?? RO[E M H nager wielcorme admin, admin

Identity Warehouse L e M: ement Identity

Business Structures | Users | Roles | =® Policies | EndPoints

CANew Policy | % Decommission Policy \, J Refresh

Policies » ActiveDirectory » main_RM Policy_ActiveDirectory_Vaau Active Directory 00-10_2008-03-14-15:16:07

@ Ppolicies Policy || Businass Units || Roles || End Points || Exclusion Folicies
@ACFZ Organization

@ ActiveDirectory
°® @

[ varsion || Extansion attributes

1>

R Add Owner % Remove Owner
Wmain_RM
olicy_ActiveDirectory_¥a
ctive Directory [0 userName First Name Last Name
[ stiches Steve Tiches

Active Directory
00-10_2008-03-14-15:32:36
Wernain_RM
Policy_ActiveDirectory_Vaau
Active Directory
00-10_2008-03-14-15:32:47
rmain_RH

Figure 3.19 — Associate Policy Owner to Policy

Roles

Role Manager is used to administer Role Based Access Control. A primary component to
administer Role Based Access is Roles. A Role is a collection of access level and a user is defined
his access level based on the Role. Roles can be defined in a hierarchical format and Segregation of
Duties (SOD) can be administered through a Role.

Role-based administration typically grows and expands as new situations occur. The main
advantage to using this approach is ease of implementation. Role-based administration can be
established in a centralized fashion, distributed throughout your network, or hybridized.
Implementing Role Manager allows you to optimally match the unique structure and needs of your
organization.

Create Roles

Sun Role Manager provides three options for Role creation. Roles may also be renamed or
decommissioned
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6.

Create Role Manually

Steps to create Role manually

Start Sun Role Manager by clicking the Sun Role Manager icon

Create Roles

The login dialog box appears. Enter your credentials and login to Sun Role Manager

Select the Role view by selecting it from the Identity Warehouse Tab
Take the cursor/pointer over the Tab “New Role”

A small menu appears with three options. Select “Create role manually”

@Sun  Role Manager  wscone sdmin, admin

Identity Warehouse

Business Structures | Users | =* Roles

Folicies | EndPoints

SiNew Role ~| % Decommission Role IReview Modifications | | J Refresh

| Create rale manually

Home | Logout | Help

Create role using a existing role as template ‘, search

Create role from global user

@ cash and sock
econciliation Clerk

djFinance Assistant

Loan Administrator

(i Mansgement
ceountant
(i operation Genaralist

Role Mame

==

wrErship || Businsss Units |[ Users || Folicies |[ Exclusion Rales |[ Custorn Propertiss |[ Varsions || History |

Mame :  Loan Administrator

Farent Role

Department

Description

Job Code

Figure 3.20 — Create Role Options

(2]

A~

A Create Role window opens up. Fill in the values for Name. Select the check-box for High
privileged to make this a high privileged role
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Create Roles

reate Role

General Details

Mame ;| Test Role Manual|

Parent Role
High Privileged : O
Status i Composing

Service Desk Ticket #

=

Figure 3.21 — Create Role Manually — General Details

7. To select a parent for the Role click on the icon next to the Parent Role field. This opens a
Select Role window. Select the Role to be made the parent Role and click “Ok”

Select Roles

Select Roles

O@Cash and Stock Reconcilistion Clerk

O g Finance Assistant

O Loan Administrator

O (@ Managsment Accountant

OQOperatmn Generalist

O} onerations Generalist

OEgRﬂe + 10:RM-Man May 12 14:31:22 IST 2008
OQRoIe 1 Z0RM-Wed Apr 30 18:12:27 IST 2008

O & Settlement Analyst

3l
3l
3l
3l
3}
3l
3l
3l
£
3l

) Trade Finance & Documentary Credits Clerk

Figure 3.22 — Create Role Manually — Select Parent Role

8. Afterfilling in values in the Create Role window click “Save” to create the Role. The Role is
now available in the Roles view under Identity Warehouse Tab
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Create Roles

Identity Warshouse |BEL wole Engineering | R Identity Audit | Reports | Adminis

Business Structures  Users 2 Roles | Policies | EndPaints

GiNew Role ¥| % Decommission Role | IReview Maodifications | { J Refresh
Roles » Operations Generalist |, Search Role Mame v Search |
& Roles m‘ ownership || Business Units || Users || Policies H Exclusion Roles H Custom Properties || Wersions H History ‘

Roles -

(@ Cash and stock

i Operations Generalist

Rcomcilistion Clark Mame i i

- Finance Assistant

Assistant Parent Role : [1]

(gLoan Administrator

@ Management Departrment

Accountant
- Operations Description

Generalist

B ( Test Role Manually 3 Job Code
- Settlernent Analyst

& N v Type i | Provisioning Role v
&-(§ Trade Finance &

Documentary Credits High Privileged 0

Clerk

Created by RBAGx's Role Mining
Engine, Fri Mar 14 15:32:14 POT 2008

Comments
Status
Status i Active v
Start Date H
Frd Date : ]

Figure 3.23 — Create Role Manually — Created Role

Create Role from Existing Role

Sun Role Manager allows the creation of a Role from an existing Role as template. The new Role
created will be an exact copy of the template Role. It can then be modified as required.

Steps to Create a Role from an Existing Role

Start Sun Role Manager by clicking the Sun Role Manager icon

The login dialogue box appears. Enter your credentials and login to Sun Role Manager
Select the Role view by selecting it from the Identity Warehouse Tab

Take the cursor/pointer over the Tab “New Role”

A small menu appears with three options. Select “Create role using an existing role as
template”
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Home | Logaut | Help

@Sun  Role Manager  weiore sdmin, stmin

Identity Warehause

Business Structurss | Users | =» Roles | Palicies | EndPaints |

dhew Role ~| % Decommission Role | [ “Review Modifications | () Refresh
7| Create role manually

Create role using a existing role as template |f Search Rale Hare v | search | ‘

Create role from alobal user
[i] whership || Business Units |[ Users || Policies |[ Exclusion Rales |[ Custom Properties |[ versions |[ History |

-

(& Cash and Stock
Reconciliation Clerk |3

(Bfdsfsdf [ Farent Rols : @

- (i Finance Assistant

Marne ;| Loan Administrator

BE Department
@ew Rolelly Description
..@Management
Accountant Jab Code

& Operation Generalist

Figure 3.24 — Create Role Options

6. A “Create Role” window opens up

Create Role

Create Role using temElate

Marne

Termplate Role

| Select Template Rnle|

Figure 3.25 — Create Role from Existing Role
7. Enter the name for the new Role
8. Select “Select Template Role” to select the role to be used as a template

9. A search window opens. Use the Role quick search feature to search for a Role. Select a role
from the result and click “Ok”
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Role Name a* Search
] [ J

; Search

Role Name Description Comments

Finance Assistant Assistant
Settlement Analyst
Loan Administrator

Management Accountant

1 -4 of 4 Records - Display 10

Figure 3.26 — Select Template Role from Role Search Results
10. Select “Save” on the “Create Role” window to create the Role

Home | Logout | Help

@Sun  Role Manager

ot

welcome admin, admin

Identity Warehouse

Business Structures | Users | =@
l l Create Role
oA New Rale '| ¥ Decommissic

Create Role using template

Roles » Operations Generalist

Dacurnentary Credits
Clerk

High Privileged

O

Crastad by

Role Mining

Name Sr. Accountant
& Roles des | Wersions || Histary
Templsts Role Management Accountant lect Template Rol
Search ect Template Role ~
. Cash and Stock —
i Finance Assistant _
Assistant
£ Loan Administrator
- i Management Department
Accountant »
=-(f Operations Description
Generalist
(8 Test Rale Manually[ Job Code
& settlement Analyst Typs Prosisioning Role
- Trade Financs & 1

Figure 3.27 — Create Role using Template — click “Save”
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6.

Create Role from Global User

Sun Role Manager allows the creation of a new Role from a Global User. All the entitlements that
the selected Global User has are used to create corresponding policies that are assigned to the new

Role.

Steps to Create a Role from a Global User

Start Sun Role Manager by clicking the Sun Role Manager icon

The login dialogue box appears. Enter your credentials and login to Sun Role Manager

Select the Role view by selecting it from the Identity Warehouse Tab

Take the cursor/pointer over the Tab “New Role”

A small menu appears with three options. Select “Create role from global user”

@Sun  Role Manager

Identity Warchouse

Business Structures | Users | —* Roles

welcome admin, admin

Role Engin

Policies | EndPaints

GONew Role v % Decommission Rols | | IRevis

Modifications | | ) Refresh

| create role manually

Create role from global user

o

4 £ Cash and Stock
eronciliation Clerk |
i Finance Assistant

jManagEmEnt
coountant
& _ﬁouerat\un Generalist

Figure 3.28 — Create Role Options

Home | Logout | Help

Create role using & existing role as template

‘, Search

Role Mamne

| search | ‘

wne

shin |[ Business Units |[ Users |[ Policies |[ Exclusion Rolss || Custom Properties |[ wersions |[ History |

Marne

Farent Role

Department

Description

Job Code

Laan Adrministrator

A “Create Role” window opens up
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Create Role

Create Role using template

Name

Template Role

[ select Template Role]

Figure 3.29 — Create Role from Global User

7. Enter the name for the new Role

8. Select “Select Global User” to select the Global User to be used

9. A search window opens. Use the User quick search or Advanced Search feature to search for
a User. Select a User from the result and click “Ok”

,( Search Al Figlds

User Name

mlacobson
hvimadal
aPadgur
stiches
tMcCrea
rReagan
aTamkins
tMasterson

dgoodrow

O
O
@]
O
@]
O
@]
O
@]
O
O

mGilroy

Page: 12 3 4 5 9 HNextz>

First Name
Mia

Hernen

alice

Stave
Thomas
Ryan
amanda
Thais

Karen

Maurice

| [SEamh ] Advanced Search

Last Name Phone

Jacobson
wimadalal
Podgur
Tiches
McCrea
Reagan
Tomkins
Masterson
Goodrow

Gilroy

~|
Primary
Email

1 - 10 of 30 Records - Display 10

Figure 3.30 — Select User from User Search Result

10. Select “Save” on the “Create Role” window to create the Role
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Home | Logout | Help

@Sun  Role Manager  wecms summ, ssmin

Identity Warehouse
Business Structures | Users | = |
l l Create Role
\{.‘JNew Role '| ¥ Decornmissic
Create Role using template
Roles » Operations Generalist Search

Test Role

EE i
@ Roles

Global User : EEEESSS
Search rReagan | select clobal user |

(i cash and stock ——
(i Finance Assistant e

Assistant

(8 Loan administrator
ifiManagement

| Azcountant

Department

Figure 3.31 — Create Role from Global User — Click “Save”

11.  The Role will now be available in the Roles view under Identity Warehouse

| Identity Warehouse ‘ entit i gi ing Role Mai I

Business Structures | Users = Roles | Policies | EndPoints |

1 Mew Role " % Decommission Role ‘ _IReview Modifications | \ ) Refresh

Roles » Test Role |,’ search Raole Hams v Search
& Roles m ownership || Business Units || Users |[ Policies |[ Exclusion Roles || Custom Properties |[ Versions |[ History |
Roles ~
[ cash and Stock Name . [TestRole
Reconciliation Clerk
(S Finance Assistant
irnane arancols =
- Loan Administrator
B[ Management Department
Accountant .
(@ operations Gensralist Description
£
[+ L;Settlement Analyst Jab Cade
@ Trade Finance & Type Frovisioning Reole ~
Daocurnentary Credits
Clerk Y High Privileged [}
Comments
j » Test Role Yersions
1 Test Role 08/22/2008
Status
Status ;| Composing v
Start Date
End Date
Sarvire Neck Al

Figure 3.32 — Create Role from Global User — Created Role
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Role Search

> w0 N

o

Steps to Search for a Role

Start Sun Role Manager by clicking the Sun Role Manager icon
The login dialogue box appears. Enter your credentials and login to Sun Role Manager
Select the Role view by selecting it from the Identity Warehouse Tab

To use quick search select a field from the drop down box. All the commonly populated fields
are available to search on

Enter a value to search for. Wildcards are accepted (e.g a*, *xyz*)
To search on the selected field for the entered value click “Search”

Results are displayed on the “Roles” panel on the left under the Tab “Search”. Double click on
arole to select it

Identity Warehouse de ] Role Engineering

Business Structures | Users = Roles | Policies | EndPaints

CiNew Role ~ % Decommission Role IRewiew Modifications | & J Refresh
Roles » Settlement Analyst |, search Role Name v at Search ‘
& Roles m| Gunership || Business Units || Usars || Felisies || Exclusion Roles || Custom propertiss || Versions || History |

:

Finance Assistant Assistant

Marne ;| Settlement Analyst
Loan Administr star
Management Accountant arent Role . @
Department
Description
Job Code
Type + | Provisioning Role Ad
High Privileged : O
Created by RBAGK's Role Mining
Engine, Fri Mar 14 16:13:10 PDT 2008
Comrents

Figure 3.33 — Role Search
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Manage Roles (Rename/Modify/Decommission)
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V¥ Steps to manage roles

1. Start Role Manager by clicking on the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager

Select Roles view under the Identity Warehouse Tab

> w0 N

Search for a Role using the Role Search or select a role from the Roles panel on the
left

5. Torename a Role navigate to the General Tab. Fill the in the desired role name in the
Name field and click “Save”

6. To modify a Role by changing properties like Description, Type etc modify these
values and click “Save”

& Rales w Ownership || Business Units || Users |[ Palicies || Exclusion Roles |[ Custom Properties || Wersions || History
Roles -
- .
Cash and Stack MName ;. Cash and Stock Reconciliation Clerk
Assistant Parent Role :
@Losn Administrstor
@ Managsment Departmznt
Accountant
i operations Generalist Description
R
B g Settlement Analyst Job Code
i Test Role
& Trade Finance & Trpe 1 Provisioning Role ~
Documentary Credits o
Clerk ' High Privileged O
Crested by RBACK's Role Mining
Emgine, Fri Mar 14 15:15:29% PDT 2008
Comments
Status
Status o Active v
Start Date
End Date
Service Desk

:

Figure 3.34 — Role Details
7. To de-commission a Role use the “Decommission Role” button. Decommissioning a

role leads to the removal of all role-user associations. The Role itself however is
made inactive and stored in Role Manager. The role cannot be made active again. It
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cannot be modified in any way or assigned to the user.

Home | Logaut | Help

@Sun.  Role Manager  weime sdmin, sdmin

Identity Warehouse de| ] 2ole Engineering

Business Structures | Users | = Roles | Policies | EndPoints

GNew Rale ~ % Dscommission Rale Review Modifications | § J Refresh

Roles » Cash and Stock Reconciliation Clerk Search Rale Narne: v a* | search | ‘

E

& Roles | Gunership || Business Units || Ussrs || Policies || Exclusion Reles || Custom Froperties || Versions |[ istory |

Roles =

@ Cash and Stock
Reconciliation Clerk

(@ Finance Assistant
Assistant Parent Rols : @

B (fLoan Administrator

Marne :  Cash and Stock Recondiliation Clerk

(@ Management Department
Accauntant .
(5 Cperations Generalist Description
Bl
B Setdement Analyst 1ob Cade
"dTESt Role P
(i Trade Finance & Type + | Provisining Rale -
Docurnentary Credits
Clerk i High Privileged O
Crested by RBACH's Role Mining
Engine, Fri Mar 14 15:15:29 PDT 2008
Comments

Figure 3.35 — Role Decommission

Role Hierarchy

Similar to Business Unit hierarchy, an n-level Role Hierarchy can be defined in Role Manager. A
role can have various roles under it as ‘Child Roles’. The Role Hierarchy is defined when a new
Role is added. When a child role is added to a user, the parent role automatically is assigned to the
user. Role Hierarchy defines an organized structure of roles. Roles defined in an organization may
have a hierarchy associated with them and also Enterprise Level Role and Application Level Role
might be defined. Role Hierarchy will help address these points.

V¥V Steps to Create Role Hierarchy

1. Start Role Manager by clicking the Role Manager Icon
2. The login dialog box appears. Enter your credentials and login to Role Manager

3. Select the Role View by selecting it from the Identity Warehouse Tab
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4. The Role Hierarchy is defined when a new Role is created manually.

General Details

Marme

Parent Role T EMones

High Privileged + | Architect

Status

Service Desk Tickst #

Syskem Analyst

‘ Next » H v Save H X cancel |

Figure 3.36 —Role Hierarchy

5. To change a role hierarchy, select the role and click the button located near the
Parent Role label in the ‘General’ tab. From the list of roles that come up, select the
parent for the role under consideration.

Select Role

select Parent Role
(i) Please select a role as a Parent

Business Analyst
Consultant
Conkractor
Developer

Sales Manager
Support Rep
System Analyst

Figure 3.37 — Select Parent Role

6. To Select the Child Role for a User. Go to the user view and select the user you
need to assign role. Click Role Tab under user Tab and click i
Button

7. The parent Role is automatically assigned to the user

8. When the parent role is removed the child role is automatically removed from the
user
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Setting Segregation of Duties at Role and Policy Level

Segregation of Duties (SoD) are defined for separation of the management or execution of certain
duties or of areas of responsibility is required in order to prevent and reduce opportunities for
unauthorized modification or misuse of data or service. Segregation of duties is a primary internal
control intended to prevent, or decrease the risk of, errors or irregularities; identify problems; and
ensure that corrective action is taken. This is done by assuring that no single individual should have
control over all phases of a transaction. Role Manager performs this SOD at the Role and Policy
Level.

V¥ Steps to Define Segregation of Duties

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Role View by selecting it from the Identity Warehouse Tab

Click a Role and browse to the Exclusion Roles tab

o & 0N

Add the Roles which need to be excluded from the one selected.

Home | Logout | Help

@Sun  Role Manager  weime sdmin, admin

Identity Warshouse el o Role Engineering Identity Audit Reports Adminis

Business Structures  Users 2 Roles | Policies | EndPaints

GiNew Role ¥| % Decommission Role | IReview Maodifications | { J Refresh
Roles » Loan Administrator |, Search Role Name w o a® Search |
% Roles General H Ownership H Business Units H Users H Policies Exclusion Roles ‘ Custom Properties H Wersions H Histary |
Search i Add Exclusion Role(s) ¥ Remove Exclusion Role(s)
(B Cash and Stock -
Reconciliation Clark [0 Name Description Comments
BI-G Finance Assistant
Assistant [0 Finance Assistant Assistant

(fLoan Administrator
- Management
Accountant
'L.ﬁOperatiDns Generalist
(@ settlement Analyst
(i Test Role
(& Trade Finance &

Documentary Credits
Clerk

Figure 3.38- Business Unit Users
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Similar to Roles, Segregation of Duties can be defined at the Policy level as well.
Go to the Policy View from the View Menu.

Select a Policy by double clicking it and go to the Exclusion Policies tab
Add the policies which are to be excluded from the one selected

Similar to the Role, when a Policy is added to a Role, the excluded policies cannot
be assigned to a Role

Associate Role to Business Unit

60

V¥V Steps to associate role to business unit(s)

> e DN

Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select the Role View by selecting it from the Identity Warehouse Tab

Click a Role and browse to the Business Unit Tab

Click i Add Business Unit(s)

and select the desired Business Units. Click

September 2008 - Sun Role Manager 4.1 User's Guide



Associate Role to Business Unit

Home | Logout | Help

Identity Warehouse

Business Structures | Users | = Roles | Policies | EndPoints

fiMew Rale ~ % Dscommission Rale " IReview Modifications | { J Refresh
Roles » Loan Administrator |, search Rale Name v o a* |_search | |
& PRoles Gensral CITERERNIRTE [ Users || Policies |[ Exclusion Rales || Custorn Propsrties || Wersions |[ History |
m Search b add Business Unit(s) #®  Remove Business Unit(s)
(&} Cash and Stock
Reconciliation Clerk [0 Business Unit Name Description
(G Finance Assistant
Assistant [ 1rvine Branch

~(@Loan Administrator
i Management

Accountant
--ﬁODeratlons Generalist

"ﬁSEttlamant Analyst
(@Test Rols 2

(& Trade Finance &

Documentary Credits
Clerk

Figure 3.39 — Add Role to Business Unit

Associate Role Owners to Role

V¥V Steps to associate role owners to roles

1. Start Role Manager by clicking the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager

Select the Role View by selecting it from the Identity Warehouse Tab

L

Click a Role and browse to the Ownership Tab

5. Click Add Owners and select the desired User(s). Click
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Business Structures | Users \ = Roles | Palicies | EndPaints |

i New Rals | % Delete Role ‘ \J Refresh

aaCDntractur B

[ Developer

Azales Manager [

Rele 2 - RM Man-Fri |3

Roles » Architect ‘,.f Search Mame v [Search Jadvanced Search
a Roles General wl Business Units H Users H Palicies H Exclusion Roles H Wersions H Histary ‘
Search ‘ o Add Userfs) | W Remaove User(s) ‘
ctm\.‘ ~
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Figure 3.40 — Add Role Owner to Role
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CHAPTER 4

Role Engineering

The Role Engineering module in Role Manager delivers sophisticated role mining, identity
correlation, and risk management functionalities. Robust 'identity correlation reengineering'
capabilities offer an innovative approach towards traditional role engineering techniques. Role
Manager defines Role Engineering in three process steps, which are as follows:

1. Role Discovery — describes the process of discovering relationships between users
based on similar access permissions that can logically be grouped to form a role

2. Role Entitlement Discovery — describes the process of mining role content or
discovering the content of these roles by analyzing and finding correlations in user access
patterns in applications across the Enterprise

3. Rules Discovery — describes the process of discovering rules that can be used to govern
assigning mined roles to new users, a powerful graphical feature that is embedded with
the role mining process

Sun’s Role Engineering methodology supports the top down, bottom up, and recommended hybrid
approaches. A hybrid approach is one that accounts for a users job function and HR attributes
such as manager or geographical location along with account permissions (entitlements) when
mining for roles.

The Role Manager Role Mining feature uses Expectation Maximization and Cob Web Clustering
algorithms for role discovery and J48 and C45 Decision Tree Classification Algorithms for Rule
Discovery. Role Mining supports minable attributes which are can be set in the attributes
configuration screen as desctibed below. This gives the role engineer flexibility to include only
relevant applications and relevant attributes for best data mining results. Irrelevant attributes can
thus be discarded from the role mining exercise.
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Role Discovery

Sun Role Manager performs role discovery by allowing users to create and run role mining tasks.
All role mining tasks are stored by Sun Role Manager. This enables users to create tasks at one
instant and then run or schedule tasks to be run at any later instant. Sun Role Manager provides a
sophisticated scheduling mechanism which makes it easy to run periodic as well as one time tasks.
Results of tasks that are completed are stored. This enables users to run a task at one instant and
review results to configure and save roles at any later instant. A role mining task can be run any
number of times. The results obtained by different instances of a task are stored and time-stamped.
These capabilities allow flexibility in dealing with role mining tasks. Tasks can be executed on
demand or scheduled for a future time. Users can view the list of role mining tasks and retrieve
results for completed tasks. Tasks and results are permanently stored in Sun Role Manager unless
they are explicitly deleted.

The Role Discovery process consists of 3 discrete steps
1. Set Minable Attributes
2. Create/Run a role mining task

3. Analyze role mining results and configure and save Roles

Set Minable Attributes

64

el N

Minable attribute settings should be checked before a Role Mining effort is initiated to ensure that
the appropriate applications and input data are accounted for while the algorithm is running. This
can also be checked by previewing input data as shown in the next demonstration. Role mining run
without any attributes set as minable will throw an error. It is also important to determine attributes
that are critical in terms of defining access to a particular application/target system and set them as
mineable as adding attributes that are not important will affect the accuracy of the role mining
effort.

Steps to set minable attributes before role mining

Start Sun Role Manager by clicking the Sun Role Manager icon
The login dialogue box appears. Enter your credentials and login to Sun Role Manager
Open attributes configuration screen under Administration->Configuration->Namespaces

Select the namespace whose attributes are to be selected or deselected for role mining by
clicking on the namespace in the Namespaces panel on the left
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5. Select (or deselect) attributes for mining by checking (or unchecking) the checkbox under
Minable field for an attribute, keeping in mind that for best results only relevant attributes at the
lowest level3 should be selected

Home | Logout | +

@ Sun  Role Manager  wscome samin, admin

Raole Engineering o agement Identity Audit ] s Administration

System | =» Namespaces | Provisioning Servers | Identity Certification | Reports | Email Templates | Security | Import/Export | Workflows | Role Engineering

ﬁ Mew Attribute Category . Rename *  Delete 2 Properties

Configuration > Namespaces

@) Namespaces
) a Name Description ¥alues Mandatory Managed Auditable Importable Minable Certifiable
Hamespacss ADSObjectClass Object dass identifying information ] ] O O O
@unr
Y Firstiame First name O O O ] L]
ActiveDirech
__@MS s0L MiddleInitials Middle narme O [} O O O
=
__5rszc|e Lasthame Last name m| m| ] O O
=
5”;:; s Displaylame  Name displayed in address book for user 0 0 0 O
@nos B ADSdescription  Description to display for the user O O O O O
Servers
=@ Office Office | | ] O O
Cpen¥Ms
- §@oracle Telephone Users primary telephone number O O O .} ]
Applications
BTop OtherTelephone  Users other telephone numbers O O [} ] O

Figure 4.1 — Set Minable Attributes

Create/Run a Role Mining Task

Sun Role Manager allows users to create role mining tasks and then run them on demand or
schedule them for a later instant. During the Role Mining Task creation process attention must be
paid to selecting users for role mining, setting role mining parameters and previewing mining data.

The key to good role engineering effort is selecting the best set of representative users for Role
Mining. For most concrete roles results, Sun Role Manager’s methodology suggests selecting a
group of users whose job responsibilities lie closest together. Sun Role Manager Role Mining will
then suggest roles based on their collective entitlements. For this purpose Sun Role Manager allows
you to select a set of users based on a logical grouping by Business Unit, by Existing Role, by End
Point or individually from a list of all Global Users.

Role mining parameters give the user more control over the Role Mining process. A number of
parameters can be set to tune the role mining process. Refer to the table below for more
information on Role Mining parameters.

Max. Number of Iterations to Run Number of times the Role Mining algorithm will run. Keep this number

between 100 and 200. Increase to a higher number only if the number of users
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selected exceeds 200

|Stop when found this number of Roles

Criteria to Stop the Algorithm

|Min. Standard Deviation

Number of Breath strokes for the Role Mining Algorithm to capture user
detail. Use values between — (0, 1, 2) and + (0, 1, 2). A greater number will

give more outliners in role.

| Single instance per user

Keep this always checked to select a single instance per user

|Resample data %

Best threshold value is 300%

| User Properties

A list of attributes which include a user criteria’s in the search algorithm.
Using these parameters along with logical grouping of users by job

responsibility can give best results for a hybrid role mining effort.

|Ru1es Parameters

These values are for statistical purposes only and we recommend not

changing them

|Sub-tree Raising

Check this to cut off users that are in the lowest tree

A good practice before running a Role Mining task is to preview the input data selected for the
Role Mining exercise. We do this to ensure that all and only correct attributes are accounted for and
check for any visible inconsistencies in data.

V¥ Steps to Create and Run/Schedule a Role Mining Task

1. Start Sun Role Manager by clicking the Sun Role Manager icon

o > w0 N

The login dialogue box appears. Enter your credentials and login to Sun Role Manager
Select the Role Engineering Tab
Select the New Role Mining Tasks Tab

In the New Role Mining Task Window enter values for Name and Description Fields. Select the
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User Selection Strategy from By Business Units, By Existing Role, By Endpoint or All Global
Users. Select “Next”.

Home | Logaut | Help

@Sun  Role Manager  weicore admn, admin

[ETASEISIEN| Rolc Management | Identity Audit | Reperts | Administration v

> Task Scheduler FRole Discovery | Role Entitlernents Discovery | Rule Discovery

G5 Mew Role Mining Tasks

Role Engineering > Task Scheduler > New Role Mining Task

Narme ; test role minig task

Description P oTest

Select User Selection Strategy @ @ By Business Units

Y T

Figure 4.2 — New Role Mining Task

In this demonstration we select user selection strategy as “By Business Unit”. Follow
corresponding steps for the other three options. Select the business unit from the “Available
Business Units” panel on the left. All the Users corresponding to the Business Unit will be
displayed on the “Available Users” panel on the right
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Home | Logout | Help

@Sun  Role Manager  weiore sdmn, admin

Rols Enginesring

=» Task Scheduler Role Discovery | Role Entitlements Discovery | Rule Discovery

4R Mew Role Mining Tasks

Rale Mining wizard User Selection Stratsqy SEIETTRIA LAl Mining Critsria Role Mining Results

Bussiness Structures Available Users : 12
E--wg Yaau Inc select [] all [J Pags
E-ig Cost Centers [ Brighi, Albert

W Frojects
N Role Owners
g Waau Financial Corporation

[ erighi, Herman
[ erighi, Luz

[ eartlett, Todd
[ arnald, June
[ Bauer, Jack
[ elack, George
[] erady, Lia

[ Harris, David
[ Towne, Joseph

Back 1 TO 100 Records Next 100 Page: 1 2 Mewtsx 1 - 10 of 12 Records - Display 10 £

KX TS

Figure 4.3 — Select Users by Business Units

7. Use the “All” and “Page” checkboxes to select users. All selects all the users in the “Available
Users” panel. “Page” selects all the users being displayed on the current page. Use the drop
down box next to “Display” to change the number of users displayed on one page. Use page
numbers or “Next” button in the “Available Users” panel to scroll the pages. Individual
checkboxes as well as the “All” and “Page” checkboxes can be used to select/deselect users to
get the desired representative set of users for the role mining exercise.

8. As users are selected a new panel opens up at the bottom of the same page that dynamically
displays the chosen set of users. This panel can be used to review the users selected.
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9.

Number of Selected Users : 12

User Name
alBrighi
heBrighi
|Brighi
tBarlett
jarnold
jbauer
gblack
lbrady
dharris

jtowne

Page: 12 Next>>

Last Name
Brighi
Brighi
Brighi
Bartlett
Arnald
Bauer
Black
Brady
Harris

Towne

First Name
Albert
Herman

Luz

Todd

June

Jack
George

Lia

David

Joseph

Business Unit Name

Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corporation
Vaau Financial Corparation
Vaau Financial Corporation

Vaau Financial Corporation

1 -10 of 12 Records - Display

10

Figure 4.4 — Selected Users View

Select “Next” when the user set desired for the role mining task have been selected
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Role Mining Parameters

Max. number of Iterations to run  : Ignare attributes with 2 frequency lower

Stop when found this number of |
Roles © 10

Min. standard deviation

Single instance per User ™

Scattered Data options

Resample data(%)

Rules Refining Parameters

Use Binary splits : O
Confidence factor : 0.25
Minimurn users per role Y

w

Number of folds

[

Randomize start
Consider subtree Raising

Unpruned

00O

Use Laplace

Choose User Properties to Evaluate in the Role Mining
Business Unit

User Type

000

Existing Roles

(]

User's manager

Location

0o

Job Codes

e

Figure 4.5 — Role Mining Parameters

10. Select parameters for the Role Mining task to better control the effort. Refer to the Role Mining
Parameters table earlier in the section for more description of various parameters

11. To preview and analyze Role Mining Input Data select “Preview”

12. A Role Engineering Data Preview window opens up. Select individual Namespaces or
Endpoints from the “Namespaces” panel on the left to view the data associated with them. To
click the data associated with the entire user set selected select “Namespaces”. Use the
“Filter” feature to filter users by GlobalUserld. Use “Clear” to clear the filtering. Select “Export
to CSV” to get the Role Mining Input Data in the form of a CSV file
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Role Engineering Data Preview

@ Namespaces Namespaces > ACF2 > Prod-03-500

B @Namespaces
E-@AcF2
i EBProd-02-4500
=Prod-03-500

globalUserld username

. EBProd-01-1500
& @sap 3 gblack
@RacF Ibrady
#-@ActiveDirectory dharris

1 -3 of 3 Records - Display 10

Figure 4.6 — Role Engineering Data Preview

13. By quick review of columns on this screen you can
a. Check the minable attributes that are accounted for in this run
b. Reference minable attributes with respect to your set of representative users

c. Check that multi-valued attributes show in separate columns. If not then check the
attribute as multi-valued as defined in the attributes configuration screen

14. Click “Close” to return to the previous screen (Role Mining Configuration Screen)

15. Select “Run Now” to execute the Role Mining task now. A “Successfully Running” window pops
up
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16.

17.

Roles ‘10
Min. standard deviation

Single instance per User : W

Scattered Data options

- i
Processing...

Rules Refining Parameters

Use Binary splits

Confidence factor ;|28 “ http://172.16.247.128:8080
Successfully Running

Minimum users per role E I

Number of folds . 3

Randomize start H

Consider subtree Raising
Unpruned

Use Laplace

Choose User Properties to Evaluate in the Role Mining
[ Business Unit

[] User Type

[ Existing Roles

Figure 4.7 — Role Mining Task Successfully Running

Home | Logout | Help

@Suﬂ Role Manager Welcome admin, admin

My Settings My Requests Identity Warehouse Identity Certification Role Engineering Role Management Identity Audit Reports Administration v
=¥ Task Scheduler | Role Discovery = Rale Entitlements Discovery | Rule Discovery |
&5 New Role Mining Tasks |

Role Engineering > Task Scheduler > ReleMining Jobs

Scheduled Dates : @ paily () Weekly () Monthly () One Time Only

Select the time and day for the task to start

Start Time 1l a 2 TP
Perform this Task : @ Every Day
) Weekdays

Every | 1 4+ days

Start Date : 08/22/2008 \d

o it

Figure 4.8 — Role Mining Task Scheduler
Select “Run Later” to schedule the task. Scheduler window opens up. Select a daily, weekly,
monthly or one-time only task by selecting the corresponding radio button. Depending on this
selection further select values to setup the task. Select “Schedule” to schedule the task

To save the task and run/schedule the task at a later time select “Save and Exit”
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18. To run/schedule a saved task go to the main Role Mining Task window by selecting Role
Engineering =>Task Scheduler and use the “Run” or “Schedule” buttons for the saved task

Home | Legout | Help

@Sun  Role Manager  weiome simin, sdmin

My Settings | My Requests | Identity Warehouse | Identity Certification [LECRSMUESLPN Role Management | Identity Audit | Reports | Administration ¥

¥ Task Scheduler | Role Discovery  Aale Entitiements Discavery | Rule Discovery
57 New Rale Mining Tasks

Role Mining Option Details

Role Mining Tasks G
= =
Name Mining n BU 2100 Created By  : rbacxadmin
Deseription  : Mining on BU 2100 Created Date : 03/02/2008

Run End Aun Status View Results View Reports

09/02/2008 22:23:10 FINISHED

09/02/2008 23:23:41 05/02/2008 22:23:41 FINISHED

Page: 1 1- 2 0f 2 Records - Oisplay 10 =| (7))

Figure 4.9 — Role Mining Tasks View

Analyze, Configure and Save Role Mining Results

Validate Role Mining Results

To better understand the role mining results and how well the Role Mining algorithm performed,
the following Statistics and Rules Matrix can be examined.

The Result screen shows us the following statistics to interpret Role Mining results:

% of Users correctly/ incorrectly|[The Mining statistics tell us that the Algorithm delivered an
assigned acceptable result with 100% accuracy the Users have been
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assigned correctly and 0 % of the Users have been assigned
incorrectly, which is very satisfactory.

Kappa Value

|The Kappa value of 1.0 should be understood as “The higher the

value of Kappa, the stronger the agreement”. Depending on the
application, Kappa less than 0.7 indicates that your measurement
system needs improvement. Kappa values greater than 0.9 are
considered excellent.

Kononenko & Bratko Relative score |A score for the data mining algorithm, not to be used for

interpretation of these results

74

Configure and Save Roles

Sun Role Manager Role Mining identifies users with neatly identical access entitlements and shows
the role content (entitlements and associated endpoints) for analysis in the role configuration
screen. Role engineers can decide to assign all or a partial list of these entitlements to the role based
on a level of accepted risk.

If the need is to match users with exact entitlements only, then a set cutoff percentage of 100% will
save entitlements only where one hundred percent of users in that role have that access entitlement.
An accepted risk of selecting any percentage below 100% allows Sun Role Manager to save all
entitlements above the set cutoff to the role as a primary or parent role policy and those
entitlements below the set cutoff as a secondary policy or child role. The end user can then later
decide if they wish to maintain the child role policy for a transitional period of time or remove
access altogether.

Steps to Validate Role Mining Results and Configure
Role(s) to be saved

Start Sun Role Manager by clicking the Sun Role Manager icon

The login dialogue box appears. Enter your credentials and login to Sun Role Manager
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3. Select the Role Engineering Tab

4. Select the Task Scheduler Tab. This gives a list of all the saved and completed tasks

Hame | Legout | Help

@Sun | Role Manager o e, simin

My Requests | 1dentity Warchause = Fole Manogemant | tdentity Audit | Reports | Administration v

3 Task Scheduler | Rele Discovery | Role Enti

57 Hew Role

ining Tasks

Role Mining Option Details
Role Mining Tasks s

Name - Mining an BU 2100 Croated By : rhackadmin
Description  : Mining en BU 2100 Crested Date : 02/02/2008

Run Results

Run Start Run End Run Status View Results View Reports

08 22:23:10 09/02/2008 22:23:10 FINISHED PView View Reporis g

09/02/2008 22:23:41 05/02/2008 22:21:41 FINISHED View Raports [

Poge: 1 1- 2of 2 Records - Cisplay 10 | (7

Figure 4.10 — Role Mining Tasks View
5. Select the task whose result is to be viewed by clicking on the task name. A new panel opens

up at the bottom of the same page which contains results for all the instances that this task has
been run
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@Sun  Role Manager

My Settings | My Requests.

¥ Task Scheduler

Fome | Cogect [ s
Weicome admin, admin

Tdentity Warehouse: | Identity Certification | iii L] Role Mansgement

Identity Audit | Reports |

Acministration v |

< New Role Mining Tasks

Role Mining Option Details
Role Mining Tasks
Role Mining Task Name Description Selection Type Created By Created Date Next Run Run  Schedule Delete
Mining on BU 2100 Business Unit rbacxadmin 09/02/2008 22:22:02 09/03/2008 22:23:10 = 2 E.
Mining on BU web-conversicn Business Unit rbacxadmin 09/02/2008 22:22:45 - e ] E
Page: 1. 1-20f 2Recerds - Display 10 =[ (¥
——
Name : Mining on BU 2100 Created By : rbacxadmin
Description  : Mining on B4 2100 Created Date : 06/02/2008
Run Results
Run Start Run End Run Status View Results View Reparts
09/02/2008 22:23:10 09/02/2008 22:23:10 FINISHED View Regarts m
09/02/2008 22:23:41 09/02/2004 22:23:41 FINISHED View Reports o

Figure 4.11 — Role Mining Task Results

6. Select “View Reports” under “View Reports” for the instance whose Role Mining Report is to be
viewed
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10.

Task Scheduler >> Role Mining Reports

(™) @

RoleMining Reports
MemperspDewls

First Name Last Name Full Name:

June Arnold Arnold, June

Namespace Endpoint Attribute Value Users % of Users
RACF RACF DefaultGroup MOMTEAM 1 1007k
RACF RACF Auditor N 1 100%
RACF RACF DefaultGroup MQLOOK 1 100%
RACF RACF Uaudit N 1 100%
RACF RACF DefaultGroup MQPMSPC 1 100%
RACF RACF DefaultGroup ITECMQEB 1 100%
RACF RACF DefaultGroup ITECMQCP 1 100%
RACF RACF DefaultGroup ITECWEBE 1 100%
RACF RACF DefaultGroup TIMESHET 1 100%
RACF RACF DefaultGroup MQDUAUTH 1 100%
8/23/08 6:08 AM Page 1 of 19

Figure 4.12 — Role Mining Reports

Role Mining Report for the role mining effort gives the membership details and details
regarding all the attributes and values across all endpoints and namespaces for all the roles
created in the Role Mining effort

The report can be exported to a format of choice by using the “Actions...” button. Use the
“Back” button to go back to the task results page

Select “View” under “View Results” for the instance whose result is to be viewed. This opens
the Role Mining Results page

Select Mining Statistics Tab to view the statistics used to validate the result of the Role Mining
effort
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Home | Logout | Help

@Sﬁ”} Role Manager Welcome admin, admin

My Settings | My Requests | Identity Warehouse | Identity Certification [ERCICN-UFLISLGEE| Role Management | Identity Audit Administration v

=3 Task Scheduler | Role Discovery | Role Entitlements Discovery | Rule Discovery |

o5 New Rale Mining Tasks |

Role Mining Results

w Classification Rules || Users In Roles

Mining Statistics

% of Users correctly assigned : 100

% of Users incorrectly assigned 10

Kappa value 11

Kononenko & Bratko score : 3.209431618637297
Kononenko & Bratko Relative score  : 1175.0372692218439
Rules Matrix

Model Confusion Matrix
abcdefghij<-- classified as

1000000000 a=Roleld
0100000000 | b =Role?
0010000000 |c=nRolet
0003000000 |d=Role3
0000100000 | e=Role6
0000010000 |f=Roled
0000001000 g =Role8
0000000100 | h=Role5
0000000010 ]i=Rolel
0000000001 |j=nRole2

Figure 4.13 — Role Mining Results - Statistics

11. Select Classification Rules Tab to view the classification rules used in the creation of each role
in the result
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@Sun  Role Manager  wecome samin, din

My Settings | My Requests | Identity Warehouse | Identity Certification [ELCISNUFISULEE| Role Manageme Identity Audit

Home | Logout | Help

Administration v

~» Task Scheduler | Role Discovery | Role Entitlements Discovery | Rule Discovery

fH New Role Mining Tasks

Role Mining Results

Roles Mining Statistics Classification Rules Users In Roles
a
Rule # Description Confidence(%) Role Record Count q
acc::ACF2::Prod-02-4500::ACF2::145-ACF2 = TRUE AND acc::SAP R3::SAP-Productiton-
1 100::AcctRol CRM BC ALL USERS,Z CRM BC SUPPORT CENTER = na AND.acc::SAP R3::SAP- 1 clusteriD
Productiton-100::AuthorizationProfiles::SU09 = na:
acc::ACF2::Prod-02-4500::ACF2::145-ACF2 = TRUE AND acc::SAP R3::SAP-Productiton-
2 100::AcctRole::Z CRM BC ALL USERS,Z CRM BC SUPPORT CENTER = na AND acc::SAP R3::5AP- 1 clusteré 1
Productiton-100::AuthorizationProfiles: :SU09 = TRUE:
3 acc::ACF2::Prod-02-4500::ACF2::145-ACF2 = TRUE AND acc::SAP R3::SAP-Productiton- 1 clusterd 1
100::AcctRole::Z CRM BC ALL USERS,Z CRM BC SUPPORT CENTER = TRUE:
acc::ACF2::Prod-02-4500::ACF2::145-ACF2 = na AND acc::RACF::RACF::Auditor = N AND
4 acc::RACF::RACF: :DefaultGroup: : TIMESHET = TRUE AND acc::ActiveDirectory::Vaau Active 1 cluster? 1
Directory 00-10::GroupMembership::Retail DSL Development = na:
rod-02-4500::ACF. 45-ACF2 = na AND acc::RACF: :RACF::Auditor = N AND
5 RAC efaultGroup:: TIMESHET = TRUE AND acc::ActiveDirectory::Vaau Active 1 cluster2 1
roupMembership::Retail DSL Development = TRUE:
45-ACF2 = na AND acc::RACF::RACF::Auditor = N AND
6 +:De IMESHET = na AND 1 cluster1 1 L
acc::RACF::RACF::DefaultGroup::PCCOMPE2 = na AND acc::ActiveDirectory::Vaau Active Directary
00-10::GroupMembership::Read Only User Accounts Group = na:
acc: ACFZ F'rud 02-4500::ACF2::145-ACF2 = na AND acc::RACF::RACF::Auditor = N AND
7 MESHET — na AND 1 clusters 1
acc RRCF‘.RACF‘ :DefaultGroup::PCCOMPE2 = na AND acc::ActiveDirectory::Vaau Active Directory
00-10::GroupMembership::Read Only User Accounts Group = TRUE:
acc::ACF2::Prod-02-4500::ACF2::145-ACF2 = na AND acc::RACF::RACF::Auditor = N AND \;
Arc:RACERACF:DefaultGroun:  TIMFSHET = na AND .
Page: 1 1-10 of 10 Records - Display =~ 10 | 4

Figure 4.14 — Role Mining Results — Classification Rules

12. Select Users in Roles Tab to view a pie chart depicting the participation percentages of the

Role Mining User Set in the new roles created
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Home | Logout | Help
@ Sun  Role Manager

Welcome admin, admin

My Settings My Requests Identity Warehouse Identity Certification Role Engineering

=3 Task Scheduler | Role Discovery | Role Entitlements@smveg | Rule Discovery |

&5 New Role Mining Tasks |

Role Management | Identity Audit

Administration v

Role Mining Results

Roles || Mining Statistics || Classification Rules \m

Role : 6::RM-Sat Aug 23 06
07:55 PDT 2008 = 8.33%
Role : 10:RM-Sat Aug 23 o
08:07:55 PDT 2008 = 8.33% >

Role : 9:RM-Sat Aug 23 08 Y K\-{_\ r Role : 3:RKI-Sat Aug 23 06,
07:55 PDT 2008 =8.33% | 07:55 PDT 2008 = 25.00%

Role : 7:RM-Sat Aug 23 06
07:55 PDT 2008 = 8.33%

Role : 4:RM-Sat Aug 23 08:
07:55 PDT 2008 = 8.33%

Role : B:RM-Sat Aug 23 06: | 3 b Role : 2:Rh-Sat Aug 23 06!
07:55 PDT 2008 = 8.33% 07:55 PDT 2008 = 8.33%

Role : 6:RM-Sat Aug 23 06

A Role - 1.:-RM-Sat Aug 23 06 u
07:55 PDT 2008 = 8.33% : 07:55 PDT 2008 = 8.33%

[+

Figure 4.15 — Role Mining Results — Users in Roles

13. To save roles from the list of roles created by the mining effort select the Roles Tab. This gives

a list of all the roles created in the “Roles Found” panel on the left
14,

To view Role Mining Reports of one or more roles, select the Roles by checking their
corresponding checkboxes and select “View Reports”
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Task Scheduler >> Role Mining Reports

(™) @

RoleMining Reports
MemperspDewls

First Name Last Name Full Name:

June Arnold Arnold, June

Namespace Endpoint Attribute Value Users % of Users
RACF RACF DefaultGroup MOMTEAM 1 1007k
RACF RACF Auditor N 1 100%
RACF RACF DefaultGroup MQLOOK 1 100%
RACF RACF Uaudit N 1 100%
RACF RACF DefaultGroup MQPMSPC 1 100%
RACF RACF DefaultGroup ITECMQEB 1 100%
RACF RACF DefaultGroup ITECMQCP 1 100%
RACF RACF DefaultGroup ITECWEBE 1 100%
RACF RACF DefaultGroup TIMESHET 1 100%
RACF RACF DefaultGroup MQDUAUTH 1 100%
8/23/08 6:08 AM Page 1 of 19

Figure 4.16 — Role Mining Report

15. Role Mining Report for a role gives the membership details and details regarding all the
attributes and values associated with the role across all endpoints and namespaces.

16. The report can be exported to a format of choice by using the “Actions...” button

17. Select a role from this list to view the details of the created role. Each Role on the Roles Found
panel on the left has further drill down capability to view namespaces, endpoints and attributes
associated with the role. Click on a namespace, endpoint or attribute within a Role to view role
membership details.
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Home | Lageut | Hep

@Sun  Role Manager  wewns samin, sirin

My Settings | My Requests | Identity Warehouse | Identty Certification iy tpg ] Role Management | Identity Audit | Reperts | Administration v

> Task Scheduler  Role Dizcovery | Role Entitlaments Discovery | Rule Discovery
HR New Role Mining Tasks

Role Mining Results

m_ Mining Statistics U Classification Rules U Usars In Roles |
(i Roles Found  Select All Roles () m Hembership |

61 g3 [ Role : 1::RM-Tue Sep 02 22:23:10
POT 2008 Role : 2::RM-Tue Sep 02 22:23:10 PDT 2008 Na. Of Users: 1
£l @ [ Role : 2:RM-Tuse Sep 02

g daran Rarach Mamespace  Endpoink Attribute Name  Attribute Value S of Users  #afUsers  Absolute Rank pos.
S @activedirectory ActiveDirectory  Vaau Aclive Directory 00-10  GroupMembership DT Cemmon Dey Admin 100%
B am At ety 001 sap R3 SAF-Productitan-300 UserSroup 100%
GroupMembershio sap 3 54p-Productican-300 AuthorizstienProfies 100%
A e T 5AP-Produciion-300 fccole 2_cm_sap_ApMINSTAIOR 100%
B[ 5AP-Productiton-300
sap R3 SAP-Productitan-300 AccRoie 2_CRM_BC_ALL_USERS,Z_CRM_SAP_ADMINISTATOR 100%
S Rack
i, SAP R3 SAP-Productiton-300 AcckRole SAP Default Access 100%
gt sap 83 SAF-Productiton-300 DutputDevice LocL 100%
i sap 3 5AP-Productitan-300 Autharizat es | A/P Modle Access 100%
Befuuliteoip AP 3 5AP-Productiton-300 Buther es | AfR Module Access 100%
SAP R3 SAP-Productiton-300 Authorizationfrofiies | SUDS 100%
Page:12 3 Nexts> 110 of 33 Records - Display 10 |

6 § [ Role : 3::RM-Tue Sep 02 22:23:10
POT 2008 Cut-off:

L. L

i (T ey
=

Figure 4.17 — Role Mining Result - Roles
18. Click on a namespace, endpoint, attribute or attribute value in the Role Details panel on the

right to see the association details for the particular attribute. A new window opens up that
shows the users with and without entitlement
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19.

20.

21.

22.

23.

24.

Users with and without Entitlement

Users with Entitlement No Entitlement

User Name Full Name

dharris Harris, David

Ry )3
— 1-10f 1 Records - Display 10 | %

Figure 4.18 — Role Mining Results — Users with and without Entitlement

The value “ No. of Users” indicates the number of users from those found in the role that have
correlation to the attribute listed in that role

The “% of Users” indicates the number of users that have access to the selected attribute

Slide the cutoff ruler to the desired accepted risk percentage. All attributes above the cutoff
percentage will be set to a primary or parent role policy and those below will be set to a
secondary policy for child roles.

Select “Create Role” to save the role in the Sun Role Manager Identity Warehouse

The Role is displayed in the Identity Warehouse with the appropriate timestamp. Navigate to
Identity Warehouse -> Roles menu to view the saved role

The Role can now be renamed and its corresponding policy viewed and modified as required.

Generally, a feedback from the business or a role owner committee is recommended before
changing the policies (associated access attributes) is done.

Chapter 4 - Role Engineering 83



Role Entitlement Discovery

Role Entitlement Discovery

This module uses existing roles to define, re-evaluate or refine the content of these roles. This can also be
used for role consolidation if the role engineer or owner needs to include more applications in the role
entitlement mix.

Once roles have been defined for critical applications then the role engineer or owner might not want to
increase the number of roles defined for the business or change the makeup of a role, but would like to
introduce a larger domain of application entitlements in those roles. In this case the role engineer or owner
will select the relevant attributes of the new application only as mine-able and run Role Entitlement
Discovery on the existing roles.

Role Entitlement Discovery can also be utilized for top-down roles if they are already defined in the
organization for reduced time to atrive at a hybrid, best practice role definition process.

V¥V Steps to perform Role Entitlement Discovery

1. Double click the Role Manager icon to launch the thin client.
2. When login screen is presented, enter your credentials and log in.

3. Under Role Engineering tab, select Role Entitlement Discovery. You are presented with
the following screen

ot * |
4. Select Evaluate Mineable attributes and click

Figure 4.19 — Choose Role Entitlements Discovery Strategy

Home | Logout | Help

@Sun  Role Manager  weicome samin, samin

My Settings | My Requests | Identity Warehouse | Identity Certification | lCr i di ] Role Management | Identity Audit Administration ¥

Task Scheduler | Role Discovery = Role Entitlements Discovery = Rule Discovery

Choose Attribute Type Strategy
@ Evaluate Minable Attributes

(O Evaluate Entitlement Discoverable Attributes

" hee |

5. Select the desired role from the Available Roles on the left hand pane which displays
the Users that belong to that role. Select all users or a subset of the users. Click

| Mext &
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Home | Logout | Help

@SM” Role Manager Welcome admin, admin

ket

R TPSTM| Role Engineering Identity Audit Administration

Task Scheduler | Role Discovery = ~? Role Entitlements Discovery = Rule Discovery |

Available Roles Available Users : 7
i Cash and Stock Reconciliation Clerk Select (] All [J Page
i Finance Assistant Assistant [ Brady, Lia

8 Loan Administrator
I;gManagement Accountant

Daniels, Melanie
Gallagher, Kevin
5 Operations Generalist Mathew, Susan

8
8
B
& settlement Analyst [ Nayyar, Sachin
=]
8

& Trade Finance & Documentary Credits Clerk Stackman, Linda

Towne, Joseph

<+

Back 1 TO 100 Records Next 100 Page: 1 1- 7 of 7 Records - Display = 10

Figure 4.20 — Available Roles

6. On the left hand part of the screen, select the Role and click View Details.

Role: Cash and Stock Reconciliation Clerk. 7 Users In This Role

User Attributes No Of Users: 7
dooi Attribute Value % of # of Absolute Rank
Label Users Users pos.
User Attributes User Attributes businessUnit Torrance Branch 14.29% 1 1
User Attributes User Attributes businessUnit 2104 14.29% 1 1
@ActiveDirectory » »
User Attributes User Attributes role Loan Administrator 14.29% 1 1
User Attributes User Attributes | businessUnit Network Operations | 28.57% 2 1
User Attributes User Attributes businessUnit 2100 B5.71% & 1
User Attributes User Attributes manager 00nB522 14.29% 1 1
User Attributes User Attributes manager 00nB519 14.29% 1 1
User Attributes User Attributes manager 00p9258 14.29% 1 1
User Attributes User Attributes | manager 00n0620 14.29% 1 1
User Attributes | User Attributes | businessUnit | Sodreing & 14.29% 1 1
Negotiation
Page: 12 3 Next>> 1 - 10 of 27 Records - Display = 10 s
Cuteffe g7, vosoon 1 100 o

Figure 4.21 — Role Details
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7. Select Cut-off percentage and click Save Policies. This will save the Policies in the
Identity Warehouse. Click Identity Warehouse -> Policies to view the time stamped
policies.

@ AcF2

! Policy_ActiveDirectory_Vaau

i Active Directory

i 00-10_2008-02-07-02:05:45

L. Qernain_RM
Policy_ActiveDirectory_Waau
Active Directory
o0-10_2008-02-07-11:35:48

Figure 4.22 — New Policies Saved in Policies View

8. The access (attributes) related to these policies can be evaluated and added or
removed as required. Generally, a feedback from the business or a role owner
committee is recommended before changing the policies (associated access attributes)
is done. These policies, once renamed and finalized, can be re-associated to the
original role.

Rules Discovery

86

A N

Role Manager can also be used to help find and design rules to assign Roles to users based on
current HR attributes. The Rules Discovery wizard prompts for a selection of a subset of users to
learn the classification model from them and their associated HR attributes. These HR attributes
are assumed to be associated to the user when they are imported into the Role Manager Identity
Warehouse.

Steps to perform Rules Discovery

Double click the Role Manager icon to launch the thin client.
When login screen is presented, enter your credentials and log in.
Under Role Engineering tab, select Rule Discovery.

Users can be selected on the basis of Business Units, End Point or from a selection of all

users. For this example, we will select By Business Units. Click
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Home | Logout | Help

@'5 #. . Role Manager Welcome admin, admin

My Settings | My Requests | Identity Warehouse | Identity Certification [l ta | Role Management | Identity Audit | Reports | Administration ¥

Task Scheduler | Role Discovery | Role Entitlements Discovery | = Rule Discovery |

Select User Selection Strategy

@® By Business Units

Figure 4.23 — Rule Discovery User Selection Strategy

5. Select the desired business unit on the left hand pane and select all users or a subset of users

on the right hand pane. Click

Home | Logout | Help

@Sun  Role Manager  weome sdmin, samin

My Settings | My Requests | Identity Warehouse | Identity Certification |[(EiiiCi il Role Management | Identity Audit | Reports | Administration ¥

Task Scheduler | Role Discovery = Role Entitlements Discovery | = Rule Discovery |

Rule Discovery Wizard  User Selection Strategy mwmng Criteria Rules Discovery Results

Bussiness Structures Available Users : 16

B Vaau Inc. x
W Cost Centers
=] g Projects

g Identity Management

W Web Conversion

W Role Owners

g Vaau Financial Corporation

Select (] All (] Page
[ Tiches, Steve
[ McCrea, Thomas
[ Reagan, Ryan
[ Masterson, Thais
[ pullyblank, Ryan
O Waisfisz, Suzie
O Poor, Shannon
[ Oleary, Ruth

O Bartlett, Todd
O Mead, Wayne

Back 1TO 100 Records Next 100 3 Page: 12 Next>> 1 - 10 of 16 Records - Display = 10 B

Figure 4.24 — User Selection
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6. Select the appropriate Role Mining properties, Rule Refining Parameters and Data Staging

| Preview

Oitions. Click *"

@Sun  Role Manager  wacome samin, samin

if you wish to preview the selected data or click

Home | Logout | Help

My Settings | My Requests | Identity Warehouse | Identity Certification (WLCICHZCILECULEM Role Management | Identity Audit Administration ¥

Task Scheduler | Role Discovery | Role Entitlements Discovery | = Rule Discovery |

Choose User Properties to Evaluate in the Role Mining

™ Business Unit
g User Type

™ User's manager
™ Location

™ Job Codes

™ Region

g Manager Level

Rules Refining Parameters

Use Binary splits : 0O
Confidence factor : 0.25
Minimum users perrole  : 1
Number of folds 3
Randomize start : 1

Consider subtree Raising : [J
Unpruned : B
=]

Use Laplace

Data Staging Options
[ Single instance per User

[0 Evaluate Multiple Roles as one Role

Figure 4.25 — Rule Mining Criteria

7. The first tab in the Rule Discovery screen displays the roles and users in the roles along with
the Rules matrix and mining statistics.
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@Sun  Role Manager

Home | Logout | Help
Welcome admin, admin
My Settings | My Requests | Identity Warehouse | Identity Certi [EYIPUIEE Role Management | Identity Audit Administration ¥
Task Scheduler | Role Discovery | Role Entitlements Discovery | = Rule Discovery |
Rule Discovery Wizard  User Selection Strategy - User Selection Mining Criteria Rules Discovery Results
Rules Discovery Results
m‘ Mining Statistics || Classification Rules || Users In Roles
Cash and Stock Reconciliation
Clerk
Finance Assistant Assistant Fiat hama Last Nama
Loan Administrator

Operations Generalist

Full Name
Settlement Analyst

Figure 4.26 — Rule Discovery Result
8. The second tab, Classification Rules, displays the rules on the basis of which a role can be
assigned to a user.
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Home | Logout | Help

@Sun  Role Manager  wecome amin, samin

Task Scheduler | Role Discovery | Role Entilements Discovery | = Rule Discovery |

Rule Discovery Wizard = User Selection Strategy  User Selection Mining Criteria

Rules Discovery Results

Users Mining Statistics <l cation Rules Users In Rales
Rule # Description Confidence(%) Role Record Count
1 erNs: :perEp::businessUnit::Finance = TRUE AND per::perNs::perEp::businessUnit::Single Sign- | ¢ 12
a:
erNs::perEp::businessUnit::Finance = TRUE AND per::perNs::perEp::businessUnit::Single Sign-
2 e 0.5 2
3 per::perNs::perEp::businessUnit::Finance = na: 0.5 2
Page: 1 1 - 3 of 3 Records - Display 10 H

Figure 4.27 — Classification Rules

9. The third tab, users In Roles, displays a graphical percentage of users to roles they belong to.
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%Syfﬂ Role Manager Welcome admin, admin

Role Engineering Role Management Identity Audit

My Settings | My Requests | Identity Warehouse | Identity Certification

Home | Logout | Help

Administration »

Task Scheduler | Role Discovery | Role Entitlements Discovery | = Rule Discovery |

Rule Discovery Wizard  User Selection Strategy - User Selection Mining Criteria Rules Discovery Results

Rules Discovery Results

Users || Mining Statistics || Classification Rules. \

Cash and Stock

Operations Generalist=
25.00%

Loan Administrator = 18.76%

Finance Assistant Assistant=
6.25%

KIS

Figure 4.28 — Users in Roles

10. Click Export Classification Rules to export to a .csv file. The .csv file contains the description of
the rule which can then be used for Rule Engineering (Refer to the Sun Role Manager 4.1

Administration Guide).

A | B | G | D

E

Rule Number Rule Description Confidence Role

1 per::perNs::perEp::businessUnit::irvine Branch = na:role:

2 per:perNs::perEp::businessUnit::irvine Branch = TRUE:role: 33.333 Systems Administrator

Figure 4.29 — Classification Rules in csv format
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CHAPTER 5

Role Management & My Requests

Role Manager offers an enhanced workflow engine to manage the lifecycle of roles. This new
workflow engine provides the ability to design various workflow processes and also allows users to
call external functions from within the workflow.

Home | Logout | Help
@Sun  Role Manager  weicome sdmin, samin

My Settings My Requests Identity Warehouse Identity Certification Role Engineering Role Management Identity Audit CEREEN Administration

System | Namespaces | Provisioning Servers | Identity Certification | Reports = Email Templates | Security | Import/Export = Workflows | Role Engineering

Configuration > Workflows

Name Description

Role Membership Workflow Role Life Cycle Workflow &
Mass Medification Workflow Mass Role Modification Workflow rd
Role Creation Workflow Role Life Cycle Warkflow &
Palicy Modification Workflow Policy Life Cycle Workflow &
Role Modification Workflow Role Life Cycle Workflow &
Policy Creation Warkflow Policy Life Cycle Warkflow rd

Page: 1 1 - 6 of 6 Records - Display 10 H

Figure 5.1 — Role Management Workflows

Role Manager provides a tobust and easily configurable workflow engine to facilitate Role
Management involving various actors and entities in an organization. It can be customized to cater
to diverse requirements to support different actors, role approval paths, policy approval paths,
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email integration, and also exposes web services to communicate with third party applications.

Role Manager allows for the creation of six types of workflow:

1.

6.

Role Membership Workflow: An ‘n’ level approval process to approve any Role-User
Membership changes

Role Creation Workflow: An ‘n’ level approval process to approve the creation of a role
and its underlying access

Role Modification Workflow: An ‘n’ level approval process to approve the
modification of roles and its underlying access

Policy Creation Workflow: An ‘n’ level approval process to approve the creation of a
policy and its underlying access

Policy Modification Workflow: An ‘n’ level approval process to approve the
modification of a policy and its undetlying access

Mass Modification Workflow:

Hence, these six workflow types can each generate individual request types depending on the action
performed on any role or policy and its lifecycle in Role Manager.

Role Status

Role Manager provides a Role Status feature, with pre-defined statuses, to further enhance the
lifecycle of roles. These statuses provide important information on the state of a role at any given
point in time.
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Home | Logout | Help

@Sun | Role Manager  wecome samin, smin

My Settings | My Requests (IRCCLEGAVEICILWELN Identity Certification | Role Engineering | Role Management | Identity Audit Administration ¥

Business Structures | Users | =* Roles | Policies | EndPoints |

dhNew Role » % Decommission Role | | Review Modifications | { ) Refresh

Roles » Finance Assistant Assistant ‘," Search Role Name + Search |
&y Roles m| Business Units || Policies || Users || Exclusion Roles || Ownership || Custom Properties || Versions || History |
Roles .
Cash and Stock Name ;| Finance Assistant Assistant
econciliation Clerk
Finance Assistant
ssistant Parent Role : -
(& Loan Administratar
Management Accountant Department
Operations Generalist Description
Settlement Analyst
(& Trade Finance & Job Code
Documentary Credits Clerk
Type : | Provisioning Role z
High Privileged : []
Created by RBACK's Role Mining Engine, Fri
Comments Mar 14 15:32:14 PDT 2008
~
Status
Status
Inactive I
Start Date Composing =]
Pending Approval L ~
End Date *  Decomissicned D)
Service Desk v
e o e e

Figure 5.2 — Role Status

Every time a new role is created, it enlists a status of “Composing”. This role, along with its
members (users) and its underlying access (associated policies) is sent for Approval by a Role
Owner or Role Manager administrator. It is then up to the Role Approver to approve the Role
Creation, Role Modification or Role Membership request so that the status of the role can be
changed to “Active” and it can then be officially used for role based access control purposes.
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Pending Requests

Role content approval or role membership requests can now be approved in Role Manager by
various actors (such as a manager, role owner, policy owner, etc.) by simply logging into Role
Manager and approving a detailed request waiting in their queue.

V¥V Steps to Approve a Pending Request

-

Log into the Role Manager Web-Interface using a Java enabled web browser

2. Log in with credentials of administrator or business unit manager or Role Approver

o

Click My Requests -> Pending Requests to view your pending requests

4. Click to view the request details.

Home | Logout | Help

@Sun | Role Manager  weicome sdmin, samin

My Settings [EMGELILLSN  Identity Warehouse | Identity Certification | Role Engineering | Role Management | Identity Audit Administration v

=* Pending Requests Completed Requests

Requests Worklist

Requested By Request Date Request Type Object Name Object Type
O rbacxadmin 02/21/2008 09:45:22 ROLE CHANGE REQUEST Consultant ROLE
page: 1 1-1of 1 Records - Display 10 &
T S

Figure 5.3 — My Requests Work list
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Analyzing a Request

& Sun

Hame | Legout | Help.

Role Manager  wecome sdmin, samin

My Settings [[EVISE Identity Warehouse | Identity Certification | Role Engineering | Role Mansgement | Identity Audit | Reports | Administration v
7 Pending Requests | Completed Requests

Request Date : 95/02/2008
Object Type : soLICY

Attributes Values Removed

145-ACFIWE i |

Value Required Rizk Level

145-ACF2 [z Nore

Figure 5.4 — Request Details

The Request Details provide the following information:

The Name of the Requestor

Type of Request (Role Creation, Role Modification, Role Membership)

Request Date

Role Version

Approval History (Who already approved the request)

Any Role attribute modifications requested

Any Policy modifications requested (new access added or existing access removed)

Role Consolidation (Provides information specifying the role to be approved has a similarity
percentage in terms of Role Membership or not and whether the role to be approved has a
similarity percentage with other existing roles and their underlying access or not)

To approve or reject the request after analysis, the role approver can click
vApprove or X Reject |

Completed Requests

In order to view completed requests history, the user can click My Requests -> Completed
Requests.
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Home | Logout | Help

Q%"Sun Role Manager Welcome admin, admin

ertgsbens

My Settings |WUMCEPCESM| Identity Warehouse | Identity Certification | Role Engineering | Role Management | Identity Audit | Reports | Administration ¥

Pending | = leted |

Completed Requests

.A
3 d By Date Type Version Number  Object Name Object Type N
O | rbacxadmin 02/06/2008 22:37:52 ROLE CREATE REQUEST 1 Role : 2::RM-Wed Feb 06 ROLE
09:07:39 GMT 2008
)  rbacxadmin 02/06/2008 22:37:55 MEMBERSHIP CHANGE REQUEST 1 Role : 2::RM-Wed Feb 06 ROLE
09:07:39 GMT 2008
O | rbacxadmin 02/06/2008 22:46:24 ROLE CREATE REQUEST 1 Support 2 ROLE
O | rbacxadmin 02/06/2008 22:46:26 MEMBERSHIP CHANGE REQUEST 1 Support 2 ROLE
O | rbacxadmin 02/06/2008 22:52:46 ROLE CHANGE REQUEST 2 Support 2 ROLE
)  rbacxadmin 02/07/2008 15:38:46 ROLE CREATE REQUEST 1 Role RM-Thu Feb 07 ROLE
02:08:12 GMT 2008
O  rbacxadmin 02/07/2008 15:38:47 MEMBERSHIP CHANGE REQUEST 1 Role : 1::RM-Thu Feb 07 ROLE
02:08:12 GMT 2008 L
O | rbacxadmin 02/07/2008 15:40:54 ROLE CHANGE REQUEST 2 Role : 1::RM-Thu Feb 07 ROLE
02:08:12 GMT 2008
O  rbacxadmin 02/07/2008 15:42:15 ROLE CHANGE REQUEST 3 Architect ROLE 14
Page:12 3 4 5 8 Next>> 1- 10 of 74 Records - Display 10 |+

Figure 5.5 —Completed Requests

Click @ to view the request details.

Home | Logout | Help

@Suﬂ Role Manager  weicome admin, admin

-t 4

My Settings [UALCEILECH Identity Warehouse | Identity Certificati Role Engineering | Role Management | Identity Audit | Reports | Administration v

Pending Requests | =» Completed Requests |

Regquest Details

Requested By : rbacxadmin Request Date : 02/06/2008
Request Type : ROLE CREATE REQUEST Object Type : ROLE
Role Version: : Support 2-1

Approval History

Action Taken Approved Date Approved By Comments

Approved 02/06/2008 rbacxadmin

Figure 5.6 — Request History Details
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Role Versioning

o > w0 N

Sun Role Manager provides sophisticated role versioning capabilities, allowing role engineers and
administrators to create different versions of roles so that modifications made to a role do not
affect the original role. Sun Role Manager allows ‘n’ number of versions to be created for any
patticular role, requiring a version to be approved before it is made active. This feature assists in
managing the lifecycle of roles ensuring no role modifications are made without approval and that
there is always a previous version of the role to fall back on. Sun Role Manager provides
sophisticated role version management with the ability to compare versions and revert to any
version. All versions have an audit trail of when and by whom they were created and approved.
Comparing two versions gives an individual comparison all the attributes, owners, business units,
policies and exclusion roles of a role in a tabular fashion. Different color codes are used to indicate
values that are unmodified, modified, added or deleted.

The key Role Versioning features in Sun Role Manager are:

Version Creation: Sun Role Manager automatically creates a new version for a Role when the
definition of a Role is changed. Role definition changes due to number of actions on role
properties such as policy addition/removal, change in an associated policy, addition/removal of
owners, change in name, manual change in status etc

Version Comparison: Sun Role Manager allows the comparison of two versions of role. Role
properties are divided into General, Ownership, Business Units, Policies or Exclusion Roles
modules for comparison. All properties for the compared versions are displayed side by side
and the changes are highlighted with color codes for modification, addition and deletion

Reverting to a Version: Sun Role Manager stores all created versions of a role. Only one
version of a role can be active at an instant. A Role can easily be reverted to any of the inactive
versions using the Revert to Version capability

Steps to Manage Role Versions (View, Compare, Revert)

Start Sun Role Manager by clicking the Sun Role Manager icon

The login dialogue box appears. Enter your credentials and login to Sun Role Manager
Select the Role view by selecting it from the Identity Warehouse Tab

Select a Role from the Roles panel on the left

Select the Versions Tab
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Home | Logout | Help

@5@7} Role Manager Welcome admin, admin

My Settings | My Requests (BCLLICAVELCILIECE Identity Certification | Role Engineering | Role Managemel Identity Audit | Reports | Administration ¥

Business Structures | Users | =* Roles | Policies | EndPoints |

hNew Role ~| % Decommission Role Review Modifications | { ) Refresh

Roles » Finance Assistant Assistant |'. Search Role Name: + Search
&y Roles General || Business Units || Policies || Users || Exclusion Roles || Ownership || Custom Properties |m History
Search
. Version  Last Version Created  Approved  Approved
{fCash and Stock Version Status  Updated Date By Date By Comments
:§conc\hation Clerk Autn
(4 Finance Assistant Role : 2::RM-Fri Mar 14 03/15/2008 .
Assistant 0| 15:32:14 poT 2008 1 Inactive 0a:02:47  'oacxadmin 252{;’;&‘1 By
(& Loan Administrator
: 2a:RM- Aute
@rosemant o | || 0|18 SIS | QO BGHOS  g BHS aceiin poves s
(i Operations Generalist REmm
(@ settiement Analyst [ | Business Analyst 3 Tnactive gi{éz{ig“a gifé:{ig“a rbacxadmin gi{é;@g“a afida
& Trade Finance &
Documentary Credits Clerk [ | Finance Assistant 4 Inactive gi{é:{ggua gi{'é:{'ggua rbacxadmin gi{ég{'igua rbacxadmin
[ | Finance Assistant 5 Inactive gg/ﬁg/ﬁgna g;”ig”igna rbacxadmin gg/gg@gna afida
[ | Finance Assistant Assistant 6 Active gg{gg{'igua gg{'gg{'igua rbacxadmin gg{gg{'ggua rbacxadmin
Page: 1 1 - 6 of 6 Records - Display = 10 v
| Compare | Revert to Version
1€
[ PSP — \

Figure 5.7 — Role Versions

6. To compare two versions select them by selecting their corresponding checkboxes and select
“Compare Versions”
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Home | Logout | Help

@Sun | Role Manager  wecome samin, smin

My Settings | My Requests (IBCCLEGAVELCILUELM Identity Certification | Role Engineering | Role Management | Identity Audit | Reports | Administration v
Business Structures | Users | =* Roles | Policies | EndPoints |

dhNew Role » % Decommission Role | | Review Modifications | { ) Refresh

Roles » Finance Assistant Assistant ‘," Search Role Name + Search |
&y Roles General || Business Units || Policies || Users || Exclusion Roles || Ownership || Custom Properties \m History |
m Search
. Version  Last Version Created  Approved  Approved
Cash and Stock Version Status  Updated Date By Date By Comments
nciliation Clerk Aun
nance Assistant Role : 2::RM-Fri Mar 14 03/15/2008 '
© Assistant ® 55514 poT 2008 1 Inactive 04:02:47 | rbacxadmin és:tl’:r\;ed By
(& Loan Administratar
Auto
M t A tant Role : 2::RM-Fri Mar 14 03/15/2008  03/15/2008 .| 03/15/2008 )
@ Menagement Accountar 0 | 15:32:14 pOT 2008 2 Inactive | 04:04:37 04:04:37 rbacxadmin | . 04.43 ghacxad il gppt“’""‘d By
(& Operations Generalist Pt
(@ Settlement Analyst # | Business Analyst 3 Tnactive gi{é;{ig“a gifé:{igna rhacxadmin gi{'é;@gna afida
Trade Finance &
&8 03/15/2008 03/15/2008 03/15/2008
Documentary Credits Clerk [ | Finance Assistant 4 Inactive | g3/ 32/ed e rbacxadmin | (325720 rbacxadmin
[ | Finance Assistant 5 Inactive g;"ig”igna g;”ig’zgna rbacxadmin gg/gg@gna afida
03/20/2008 03/20/2008 03/20/2008
[ | Finance Assistant Assistant 6 | Active e S o l0R rbacxadmin | (31282008 rbacxadmin
Page: 1 1 - 6 of 6 Records - Display 10 v
(&
& S —
[ [ — |

Figure 5.8 — Select Versions for Comparison

7. Select the General, Ownership, Business Units, Policies or Exclusion Roles Tab to compare
these aspects of the versions
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Compare Versions

m\ Ownership || Business Units || Policies || Exclusion Roles,

Role : 2::RM-Fri Mar 14 15:32:14 PDT 2008 - 1 Business Analyst - 3

Attribute Value Attribute Value

customProperty1 customProperty1

customProperty10 & customProperty10

customProperty2 customProperty2

customProperty3 customProperty3

customPropertyd customPropertyd

customPropertys customProperty5

customProperty6 customProperty6

customProperty? customProperty?

customProperty8 customProperty8

customPropertyd customProperty9

department department

highPrivileged false highPrivileged false

jobCode jobCode

parentRoleName parentRoleName

Created by RBACx's Rale Mining Engine, Fri Mar 14 Created by RBACx's Role Mining Engine, Fri Mar 14

roleComments 15:32:14 PDT 2008 roleComments 15:32:14 PDT 2008
-
W unchang=d B added B modifisd M Removed

Figure 5.9 — Compare Versions

8. Torevert to an inactive version of the Role select a version by selecting its checkbox and
select “Revert to Version”.

Confirm Revert To Version

Are you sure you want to revert to this version ?

i

Figure 5.10 — Revert to Version
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Role Versioning

A “Confirm Revert to Version” Window opens. Select “Yes”. The version status of the version
reverted to will change from “Inactive” to “Pending Approval”

Role History

o > w0 b

Role History creates a complete snapshot of the Role. Role History provides at a glance all
instances of addition/removal of members, policies and owners as well as modification to atttibute
values of the Role. An audit trail is created by recording and displaying when and by whom a
change is made.

The aspects covered by Sun Role Manager Role History are:

Role Membership History: provides a view of all members added to or removed from the Role
along with the Sun Role Manager User responsible for the action and the date of member
addition/removal

Policy History: provides a view of all policies added to or removed from the Role along with
the Sun Role Manager User responsible for the action and the date of policy removal

Owner History: provides a view of all owners added to or removed from the Role along with
the Sun Role Manager User responsible for the action and the date of owner addition/removal

Attribute History: provides a view of all modifications made to attributes associated with a role.
The Attribute name, old value of the attribute and the new value after modification are
displayed. Also displayed are the Sun Role Manager User responsible for the modification and
the date of the change.

Certification History: provides a view of all certifications done on a Role. Details of
Certification creator, creation date, Certification period, Certifier, Certification Status and
Certification date are displayed.

Steps to view Role History

Start Sun Role Manager by clicking the Sun Role Manager icon

The login dialog box appears. Enter your credentials and login to Sun Role Manager
Select the Role view by selecting it from the Identity Warehouse Tab

Select a Role from the Roles panel on the left

Select the History Tab
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Home | Legout | Help

%’%’Suﬂ Role Manager Welcome admin, admin

e

(LR R BTSSR [dentity Warehouse Identity Certification Role Engineering Role Management | Identity Audit Administration ¥

Business Structures | Users | =* Roles Policies | EndPoints |

o New Role v| ¥ Decommission Role | | IReview Modifications ‘ \,J Refresh

r

, Search Role Name : Search |

& Roles General || Business Units H Paolicies H Users H Exclusion Roles H Ownership H Custom Properties H Versions m

Search (8

Reoles » Finance Assistant Assistant

‘. Cash and Stock Role Membership Histary Show Details | Collapse
i Reconciliation Clerk
(& Finance Assistant

Policy History Show Details | Collapse
Assistant
Loan Administrator
Owner History Show Details | Collapse
&Management Accountant
(5 Operations Generalist Attribute History Show Details | Collapse

4 Settlement Analyst
Trade Finance &
Documentary Credits Clerk

‘ Send for Approval

Figure 5.11 — Role History

6. To view member addition/deletion history select “Show Details” corresponding to “Role
Member History”
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Home | Logout | Help

@Sun Role Manager Welcome admin, admin

cropems

My Settings | My Requests |[RGELIVAUEILLGIELEN Identity Certification | Role Engineering

Role Management Identity Audit Administration ¥
Business Structures | Users | =» Roles Policies | EndPoints |

o New Role '| % Decommission Role ‘ | Review Modifications | \ J Refresh

Roles » Fi Assi A [ search Role Name " Search |
&\ Roles General H Business Units || Policies H Users || Exclusion Roles || Ownership || Custom Properties || Versions ‘m
| Search
Role bership History Show Details | Collapse
i cash and Stock
Reconciliation Clerk
£ Finance Assistant Member Added Member Removed Date Requested By
Assistant
i Loan Administrator Farber, Abby
ﬁManagement Accountant Thampson, Emma
ﬁOper’atinns Generalist Newton, Veronica 03/15/2008 04:02:48 rbacxadmin
£ Settiement Anclyst Fitzpatrick, Patricia
8 Trade Finance & Low, Manny
Documentary Credits Clerk
Black, George
Brady, Lia 03/20/2008 08:00:22 rbacxadmin

Bavis, Peter

Page: 1 1- 2 of 2 Records - Display 10

-

Policy History Show Details | Collapse

Owner History Show Details | Collapse

Attribute History Show Details | Collapse

=a

Figure 5.12 — Role History - Role Membership History

7. To view Policy addition/deletion history select “Show Details” corresponding to “Policy History”
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@ Sun  Role Manager

e

Welcome admin, admin

(LR R BTSSR [dentity Warehouse

Role Engineering

Role Management

Home | Legout | Help

Business Structures | Users | =* Roles Policies | EndPoints |

o New Role v| ¥ Decommission Role | | IReview Modifications ‘ \,J Refresh

r

Reoles » Finance Assistant Assistant /

Search

Role Name

: Search

& Roles

General || Business Units H Policies H Users

H Exclusion Roles H Ownership

| Custom Properties H Versions m

Role Membership History

; Reconciliation Clerk
(& Finance Assistant
Assistant

8 Loan Administrator

Policy History

Management Accountant Eolicasiadisg
ﬁﬂperatmns Generalist

main_RM Policy_RACF_RACF_2008-03-14-
15:32:47

main_RM Policy_SAP R3_SAP-Productiton-
200_2008-03-14-15:32:47

i~ () Settlement Analyst
..... & Trade Finance &
Documentary Credits Clerk

main_RM Policy_ACF2_Prod-03-500_2008-
03-14-15:32:47

L main_RM Policy_ActiveDirectory_Vaau
Active Directory 00-10_2008-03-14-
15:32:47

Page: 1

Owner History

Attribute History

Polices Removed

main_RM Policy_ACF2_Prod-03-500_2008-

03-14-15:32:47

main_RM Policy_ActiveDirectory_Vaau
Active Directory 00-10_2008-03-14-

15:32:47

n
Show Details | Collapse
Show Details | Collapse
Modified By(First
Date Name,Last
Name,ID)
030202008 1 cimi
1 - 2 of 2 Records - Display =~ 10 =
Show Details | Collapse
J

Send for Approval

Figure 5.13 — Role History — Policy History

8.
History”
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Role History

@ Sun  Role Manager

My Settings

(LIS 1dentity Warehouse

Welcome admin, admin

Identity Certification

Business Structures | Users | =» Roles Policies | EndPoints |

o New Role '| % Decommission Role ‘ | Review Modifications | \ J Refresh

Role Engineering

Home | Logout | Help

Role Management Identity Audit Reports Administration ¥

Roles » Finance Assistant Assistant |,’ Search

Role Name : Search

& Roles

Roles Search

& Cash and Stock
Reconciliation Clerk
(4} Finance Assistant

Assistant

8} Loan Administrater
ﬂManagement Accountant
@cperatinns Generalist

& settlement Analyst

(f}Trade Finance &
Documentary Credits Clerk

General H Business Units || Policies H Users || Exclusion Roles H Ownership || Custom Properties || Versions m

Role Membership History
Policy History
‘Owner History
Owners Added Owners Removed
Fida, Amad

Page: 1

Attribute History

Show Details | Collapse

Show Details | Collapse

Show Details | Collapse
Date Modified By(First Name,Last Name,1D)
rbacxadmin

03/15/2008 04:04:37

1 -1 of 1 Records - Display 10 -

Show Details | Collapse

9. To view Attribute modification history, select “Show Details” corresponding to “Attribute

Figure 5.14 — Role History —

Owner History

History”. This displays the Attribute Name, Old Value and New Value along with timestamp and

User.
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Home | Logout | Help

‘@?’Suﬂ Role Manager Welcome admin, admin

croapem

My Settings | My Requests [GELIRUEIELGIE] Identity Certification Role Engineering Role Management | Identity Audit Administration ¥

Business Structures | Users ~* Roles | Policies = EndPaints |

o0 New Rale " % Decommission Role ‘ | Review Modifications | \ J Refresh

Roles » Finance Assistant Assistant

|,’ Search Role Name + Search |
Business Units || Policies H Users || Exclusion Roles || Ownership || Custom Properties || Versions |m

& Roles General |

£ Cash and Stock Role Membership History Show Details | Collapse
Reconciliation Clerk
(i Finance Assistant Policy History Show Details | Collapse
Assistant
“(f Loan Administrator
Owner History Show Details | Collapse
-ﬂManagement Accountant
(8 Operations Generalist Attribute History Show Details | Collapse
(& Settlement Analyst
& v Attribute Modification Update Date Update User
- Trade Finance &
Documentary Credits Clerk AttributeName old Value New Value
03/15/2008 04:04:37  rbacxadmin
statusKey Composing Active
AttributeName  Old Value New Value
03/15/2008 04:06:48  rbacxadmin
roleName Role : 2::RM-Fri Mar 14 15:32:14 PDT 2008 Business Analyst
AttributeName 0Old Value New Value
k 03/15/2008 04:36:06  rbacxadmin
roleName Business Analyst Finance Assistant
AttributeName Old Value New Value
03/20/2008 08:05:45  rbacxadmin
roleName Finance Assistant Finance Assistant Assistant
Page: 1 1 - 4 of 4 Records - Display = 10 +

BT T I

Figure 5.15 — Role History — Attribute History

10.  To view Certification history, select “Show Details” corresponding to “Certification History”.
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Hame | Lagout | Help.
@5un  Role Manager  wscome sdmin stnin

Business Structures  Users ¥ Roles  Policies  EndPoints.

4 New Role = %

P i A ) Refresh

Roles » cash and Stock Reconciliation Clerk

| search Roie Name B e
& Roles [ General || Business Unitz || Policies || Users |[ Exclusian Rales || Ownership || Custom Properties || Versions
B
History Show Details | Collapse
|- {f cash and Stock Reconciliation Clerk
i Develaper Certification Name Create Date Created By Certification Period Certified By Certification Status Certified Date Comments
8§ Finance Assistant Assistant REL_afida 09/02/2008 ackadmin 09/02/2008 00:00:! FBacxadmin CERTIFIED ©3/02/2008 22:58:15
-8 Laan Administrater
8- Moot Accmuidard Page: 1 1-1of 1 Records - Display 10 =5
1 2§ Operations Geanersiist Role Mombership History Show Details | Collapse
l-i-l,_biattlurr- t Analyst
@£ Trde Finance & Documentary Credits Palicy Histary Show Detally | Collapse
Clerk
‘Quner History Show Details | Collapse
Artributa Histary

Show Details | Collapse

Figure 5.16 — Role History — Certification History
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CHAPTER 6

Chapter 6: Identity Certification

Sun Role Manager is the Industry leading solution that provides enterprise level certifications of
user entitlements, role content and application access. It supports periodic certification of user
entitlements (access) by business managers, role owners and application owners. Sun Role Manager
also supports granular certifications — to support systems that have complex security models for
authorization.

Sun Role Manager includes a robust and fully customizable glossaty feature, which helps translate
cryptic access permissions into business friendly terms. Certifications in progress and completed
certifications can be viewed under the Compliance dashboard, enabling auditing analysts to view
reports of certified certifications.

The Identity Certification module includes a configurable workflow functionality which has the
ability to send reminder notices and escalations to various actors designated to be a part of the
certification process. This is more of an administrator level function and has been explained in
detail in the Sun Role Manager 4.1 Administrators Guide.

This powerful Identity Certification module is extended in Sun Role Manager 4.1 to provide the
ability to perform certifications at the instance or server level of a resource, provides advanced drill
down capabilities for users, and advanced filtering and searching capabilities on the certification
interface.

The Identity Certification module has three Certification types:
1) User Access Certification: Allows certifier to certify Role Membership and User Entitlements

2) Role Entitlement Certification: Allows certifier to certify roles and role content
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3) Application Owner Certification: Allows certifier to certify entitlements pertaining to an
application narrowed down by each instance of the application

Understanding the Actors

The Identity Certification module in Sun Role Manager assists various personnel in an organization
to review and certify user entitlement data, role content data and application access data, which
further assists in cleaning up entitlement access and ensures that users have access to the correct
entitlements across various target systems. It is important to understand the various actors that are
a part of the Identity Certification process, as described in the table below:

Actor Name

Description

Identity Certification Type

Generic  term  representing personnel{User  Access Certification, Role
Certifier responsible for reviewing and completing|Entitlement — Certification,  Application
any kind of certification Certification
User Manager An  employee’s direct “reports to”|User Access Certification

manager

Access Reviewer

Designated personnel responsible  for
reviewing user access

User Access Certification, Application
Certification

Application Owner

Designated personnel (usually) responsible
for reviewing a users access in a particular
target system by endpoint or domain

Application Certification

Role Owner

Designated personnel (usually) responsible
for reviewing role and its content

Role Entitlement

Sun Role Manager Administrator

Administrator with full access to the Sun
Role Manager application; has the ability
to create and view progress of all
certifications

User Access Certification, Role
Entitlement  Certification, ~ Application
Certification

Certification Administrator

Limited access to the Sun Role Manager
application; has the ability to create and
view progress of all certifications only

User Access Certification, Role
Entitlement  Certification, ~ Application
Certification

Audit Analyst/Auditor

Accesses  the Identity  Certification
Dashboards to view progress of each
certification and  view  reports  of]
completed certifications

Identity Certification Dashboard

Identity Certification Dashboard

The Identity Certification Dashboard provides a single view for statistical information regarding
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certifications. The dashboard provides panels for:

1. Bar graph representation of the number of new, in progress, complete and expired certifications
for each of the three types of certification (user access, role entitlement and application owner)

2. A summary of the total number of users, accounts, namespaces and endpoints involved in the
certification process

3. A pie chart representation of the certified, revoked and incomplete certification of accounts in
User Account Certifications

4. A pie chart representation of the certified, revoked and incomplete certification of roles in the
Role Entitlement certifications

5. A listing of the average number of certifications per business unit, roles per user, accounts per
user and users in business units

6. A graph representing the notifications issued in the last week

The dashboard can be great tool for monitoring the certification progress.

Home | Logout | Help

@Sun | Role Manager  weme samin, samin

My Settings | My Requests | Identity Warehouse ([RCERIReCITZITT] Role Engineering Role Management | Identity Audit | Reports

Administration »

~» Dashboard | My Certifications | Certification Jobs |

Certifications By Status Summary User unts Certification Status
Total number of users 1114
Count Revoked =
o 1 2 3 Total number of Accounts @ 390

Total number of

Namespa

1117

488 omerﬁ
uxerm

L
Rale '

Total number of Endpoints : 39

Incomplete =
83.33%

® New m In Progress m Complete © Expired @ Revoked = 20 @ Incomplete = 325 @ Cerified = 45
Notifications issued in last week Statistics User Roles Certification Status
s Average certifications per | o o
5, — = — Duslisss unc ‘
o Average roles per user : 0
Motification Type Average accounts per

user

s Hemingenic managen Average users in business

m Second Reminder to manager unit

Incomplet
90.00%

W Reminder to IT security department @ Revoked=0 ® Incomplete=18 @ Cerlified=2

@ First Reminderto manager's manager
Second Reminder to manager's manager

Figure 6.1 — Identity Certification Dashboard
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New ldentity Certification
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Steps to Create a New Ildentity Certification Job

Log into the Sun Role Manager Web-Interface using a Java-enabled web browser
Log in with credentials of administrator or business units manager

Select the My Certifications Tab under Identity Certification Tab

Click New Certification

The Create Certification window opens. Fill in the Certification Name. Select the type of
certification to be created from User Access, Role Entitlement and Application Owner. To
create an incremental Certification select the Checkbox for Incremental. Select Next

Home | Logout | Help

”42??51”’2 Role Mana JEr  welcome admin, admin

My Settings | My Requests | Identity Warehouse |RGELIUSESIIEILLMN Role Engineering | Role Management | Identity Audit Administration ¥

Dashboard | =# My Certifications | Certification Jobs

i1 New Certification

Create Certification

General
Certification Name
Type : | User Access S

Incremental =]

Figure 6.2 — New Certification

Select the User Selection Strategy. This step is applicable only if the type of certification is
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selected as “User Access”. For Role Entitlement and Application Owner Certification type User
selection is done on the basis of Business units. For User Access certifications there is the
option of doing a custom user selection

For Role Entitlement Certifications, Application Owner Certifications and User Access
certifications where User Selection Strategy is selected as “By Business Unit” the Business
Unit Selection window opens. Click Add Business Unit(s) button to add business units for user

Heme | Logout | Help

@Sun  Role Manager  wecome simin, sdmin

My Settings | My Requests | Identity Warehouse |[RELIUINeCT LU Role Engineering | Role Management | Identity Audit Administration

Dashboard | =» My Certifications | Certification Jobs

o New Certification

Create Certification > User Selection Stratargy

Select User Selection Strategy
@ By Business Unit
() By User Selection

selection

Figure 6.3 — New Certification — User Selection Strategy

The Select Business Unit(s) window opens up. Drill down into business units to select the
business unit for selecting users. To select a business unit select the corresponding
checkbox(s) and click “Ok”
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Home | Logout | Help

@?Suﬂ Role Mana ger Welcome admin, admin

My Settings | My Requests | Identity Warehouse “dentity Audit Administration ¥
Select Business Unit(s) El
Dashboard | —# My Certifications = Certification Johg|
57 New Certification Select Business Unit(s)
Create Certification > User Selection Stri | 5 [ @pVaau Inc.
Business Unit &0 §gcost Centers
| B 2100
o5 Add Business Unit(s) % Remove Busit D220
[ 2300 k
O  Business Unit Name
=0 ﬁnmjetts
- Ng#Role Owners
() \g#Vaau Financial Corporation
« g . Ad
Page: 1 1-0of 0 Records - Display 10 >
N KN
= T

Figure 6.4 — New Certification — User Selection by Business Unit

9. Use the corresponding checkboxes and “Remove Business Units” button to remove business

units. Select “Next”

10. If the certification type is “User Access” and the user selection strategy is “By User Selection” a
user selection window opens up that allows users to be selected using the advanced user
search or quicksearch capabilities. Select users for certification from the search result by using

corresponding checkboxes. No users are included by default. Select “Next”
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@Sun  Role Manager  wecome stmin, samin

My Settings | My Requests | Identity Warehouse
Dashboard = —* My Certifications = Certification Jobs

oh New Certification

Identity Certification

Role Engineering

Identity Audit

Home | Logout | Help

Reports | Administration ¥

Create Certification > User Selection Stratargy > By User

User Search
/| Search  AllFields 3 (a* Search Advanced Search
[m] User Name First Name Last Name Phone Primary Email
=] afarber Abby Farber
8 afida Amad Fida
8 agrey Andy Grey
o aHarmsen Arijeet Harmsen
=] alBrighi Albert Brighi
=] alPodgur Alice Podgur
(=] aPerry Andy Perry
(=] aPodgur Alice Podgur
=] aTomkins Amanda Tomkins
[m] avij Atul Vij

Figure 6.5 — New Certification — User Selection by User Search

11. The Period and Certifier window opens up. This window allows selecting the certifier, start and

®Sun  Role Manager

Welcome admin, admin

Home | Logout | Help

My Settings

My Requests

Identity Warehouse

Dashboard | =3 My Certifi
op New Certification

Cel Jobs

Identity Certification

Role Engineering

Role Management

Identity Audit Administration v

Create Certification > User Selection Stratargy > By Business Unit >Period And Certifier

Period And Certifier

Template

Certifier Business Unit Manager %
Start Date :  08/23/2008 (&)
End Date :  08/23/2008 (&ED)
Customize Canfiguration And Email |

S L

end dates, and customized configuration and email templates for the certification

Figure 6.6 — New Certification — Period and Certifier

12. Certifier can be selected as the Business Unit Manager in which case a separate certification
will be created for each distinct business unit in the user set selected for the certification
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13.

14.
15.

The “Select” option for certifier allows the use of the advanced user search and quicksearch
capability to search for the global user that is to be selected as the certifier. Click the search
button that appears when “Select” option is set for certifier

Home | Logout | Help

@Sun  Role Manager  weicome samin, samin

My Settings | My Requests | Identity Warehouse [RCELNISNeCLGLELLLE Role Engineering | Role Management | Identity Audit Administration ¥

Dashboard | =% My Certifications | Certification Jobs

1 New Certification

Create Certificatig
e == Saarch [x]
Period And Certifier
B 7 Search All Fields v a* Search Advanced Search
Certifier
a
= 5 - m
Start Date 0o User Name First Name Last Name Phone Primary Email
O mlacobson Mia Jacobson
End Date
O hvimadal Hemen Vimadalal
Customize Configurat
Template O aPadgur Alice Podgur
O stiches Steve Tiches e
X cance
0O tMcCrea Thamas McCrea
O rReagan Ryan Reagan
@] aTomkins Amanda Tomkins
O tMastersan Thais Masterson b
O dgoodrow Karen Goodrow -
b1
Page:12 3 4 5 6 Next>> 1 - 10 of 60 Records - Display 10 B
v’ Ok X Cancel

Figure 6.7 — New Certification - Select Certifier by User Search
Select the User from the Search result that is to be selected as Certifier and click “Ok”

Sun Role Manager uses a customizable notification mechanism to send reminders and
notifications to the various parties involved. The notifications are sent relative to the Start Date
and End Date. End date should be set to give sufficient time to the certifier to complete the
certification. Once the End date is passed the Certification is marked as “Expired” and cannot
be edited or completed
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Home | Logout | Help

@Sun  Role Manager  wecone samin, sdin

My Settings | My Requests | Identity Warehouse [RLERCRo il L4l Role Engineering | Role Management | Identity Audit

Administration ¥
Dashboard | =» My Certifications | Certification Jobs

o New Certification

Create Certification > User Selection Stratargy > By Business Unit >Period And Certifier

Period And Certifier

Certifier : Business Unit Manager +

Start Date :  08/23/2008 (2] ) choose a date: x
< August 2008 »

End Date :  08/23/2008 ([ ) Su Mo TuWe Th Fr Sa
27 28 293031 1 2

Customize Configuration And Email ., NERROE

Template o=

10 11 12 13 14 15 16
17 18 19 20 21 22 23

24 25 26 27 28 29 30 4 Back X Cancel
31123456

Figure 6.8 — New Certification — Start and End Date

16. The general Identity Certification workflow is set by navigating to Configuration=>Identity
Certification Tab. However each certification can be customized by setting these values. Select
the checkbox for Customize Configuration and Email Template. For more information on these
fields refer to the Identity Certification section in the chapter on Sun Role Manager —
Configuration. Click “Next”
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@Sun  Role Manager  wecome sdmin, sdmin

My Settings My Requests Identity Warehouse Identity Certification Role Engineering Role Management Identity Audit
Dashboard | = My Certifications | Certification Jobs

o1 New Certification

Home | Logout | Help

Reports.

Administration *

Create Certification > User Selection Stratargy > By Business Unit >Period And Certifier

Period And Certifier

Certifier : | Business Unit Manager 4
Start Date :  08/23/2008 (&)
End Date : | 0B/23/2008 (=)
Customize Configuration And Email &
Template
General
™ Certify Entitlements ™ Certify Roles

@ Al Entitlements

() Entitlements Outside
k Roles
() High Privileged
Entitlements

[ Integrate with IAM ™ Allow multiple open certifications per Business Unit
[] Hierarchical Hierarchy Depth : 3

[ Require Revoke
Comments

Pending Certification Notifications

[] First Reminder to Manager

Reminder Interval : | 2 4 days

Email Template : Certification Reminder - Q1 SOX Audit Ending 3/31/07 [...]

Figure 6.9 — New Certification — Customized Configuration

17. The final configuration summary page opens. The certifier field will display the name of the
user selected if the “Select” option was used and “Business Unit Manager” if business unit
manager option was chosen. If user selection strategy used was “By Business Unit”, number of
business units selected will be displayed. If user selection strategy used was “By User
Selection”, the number of users selected will be displayed. Click the “view” button to view the

names of business units or users
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18.

Create Certification > User Selection Stratargy > By Business Unit > Period And Certifier > Summary

Summary
Certification Name
Certifier

Start Date

End Date

Type

Incremental

No of Business Unit selected

Run Certification

: test user cart
: Business Unit Manager

: 08/14/2008

08/28/2008

: User Access
: T

to6 [ view ]

Business Unit Name
2100
2101
2102
2103
2104

Web Conversion

Page: 1 1 - 6 of 6 Records - Display 10

foNow & Later

=

[ <sack J veae J kcancel iy

o

Figure 6.10 — New Certification - Summary

There are two options for running the certification. It can be run at the current instant by
selecting “Now” for Run Certification field, or it can be scheduled as a daily, weekly, monthly or
one time task to be run at any particular data/time. Select “Later” to schedule a task. A new
panel opens up for the scheduler. Select a name and description for the scheduled task. Select
the type of the task and the corresponding fields
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2103
2104

Web Conversion

Page: 1
Run Certification Mow ¢ Later @&

Certification
Job Mame

Certification
Job :

Description

Scheduled
Dates

1 -6 of 6 Records - Display 10

=

‘test user cert task

(@ Daily @ Weekly ¢ Monthly ¢ One Time Only

Select the time and day for the task to start

Perform this Task

Start Time

@ Every Day
 weekdays
€ Every (| | days

Start Date : 08/14/2008 B I

|

2

Figure 6.11 — New Certification — Run Later

19.

Select “Create” to create the certification
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Home | Logout | Help

@Sun.  Role Manager  wecome samin, samin

My Settings | My Requests | Identity Warehouse |BCELUNCL LU Role Engineering | Role Management | Identity Audit | Reports | Administration ¥
Dashboard | =» My Certifications | Certification Jobs
op New Certification

My Certifications

Your New Certifications will require a complete review of the users, roles and or entitiements. Pending certifications have had some review but the process has not been
completed, further action is still required. Complete certifications are stored here for revisions or review purposes. Expired Certifications are past their allocated Certification period
but may be useful for review.

Click on the certification's name to work on the certificati M the certification's name to view a summary.
é Show Me : | New &InProgress | *
i x
£ Last 1
£ Status  Certification Name Business Unit Type Start Date End Date g"dm’d :"’t"d Update
g i i Date
z =] New | test User Certification_2300 | 2300 User 08/23/2008 | 08/23/2008 rbacxadmin 08/23/2008
£
H "
= =] New Q2 IT App Cert Information Technology gevpn“:f“” 03/14/2008 rbacxadmin 03/15/2008
=] New | Q2 afida Role Cert afida Role 02/13/2008 rbacxadmin 02/13/2008
(=] p—;ﬁ;’:ess Q2 User Cert IT Information Technology | User 02/13/2008 rbacxadmin  rbacxadmin | 02/13/2008 02/13/2008
B p—;ﬂ;cess Q1 Web Conversion User cert| Web Conversion User 02/07/2008 rbacxadmin  rbacxadmin | 02/07/2008 02/07/2008
= In Application
B Sragress Q1 1T AD App Cert Information Technology | gnar 02/07/2008 rbacxadmin  rbacxadmin | 02/07/2008 02/07/2008
y
Page: 1 1 - 6 of 6 Records - Display = 10

X =k eriicmion ——— rem Raminie Loy

Figure 6.12 — New Certification — Created Certification
20. The Certification Jobs window opens and displays the new task created

21. The created certification Jobs can be viewed from the “Certification Jobs” view. When a job is
run using the “Run now” or schedule features it will be available in the certifier's “My
Certifications” view

View and Search Certifications

The “My Certifications” view under the “Identity Certifications” Tab provides the main interface in
Sun Role Manager to view and access certifications. By default the view shows New and In
Progress certifications. Filters are provided to view All or any combination of New, In Progress,
Complete and Expired certifications. For further precision a certification search capability is
provided that can be used in conjunction with the filters to quickly search for a certification
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Steps to Search and View Certifications

Log into the Sun Role Manager Web-Interface using a Java-enabled web browser

Log in with credentials of administrator or certifier

Select the My Certifications Tab under Identity Certification Tab

New and In Progress Certifications are available for view by default. This is also indicated by

the selected value in the drop down option “Show Me”

Home | Logout | Help

@Sun  Role Manager  weicome sdmin, sdmin

My Settings | My Requests | Identity Warehouse ([RULLUReCT UL Role Engineering | Role Management | Identity Audit Administration ¥

Dashhoard | —* My Certifications | Certification Jobs

op New Certification

My Certifications

Your New Certifications will require a complete review of the users, roles and or entitlements. Pending certifications have had some review but the process has not been
completed, further action is still required. Complete certifications are stored here for revisions or review purposes. Expired Certifications are past their allocated Certification period
but may be useful for review.

[3] | click on the certification’s name to work on the certification. Mouse-over the certification's name to view a summary.
é Show Me : | New B InProgress | &
H .
= 2
£ Last
= Status  Certification Name Business Unit Type Start Date End Date g"d“’t“d :'“’t“d Update
H by y Dol
S
Z [) [El New | test User Certification_2300 | 2300 User 08/23/2008 08/23/2008 rbacxadmin 08/23/2008
2
&
= =] New | Q2 IT App Cert Information Technology g‘iﬂ“'e“f“”" 03/14/2008 rbacxadmin 03/15/2008
0 Bl New | Q2 afida Role Cert afida Rale 02/13/2008 rbacxadmin 02/13/2008
=] p?D;:ess Q2 User Cert IT Information Technology User 02/13/2008 rbacxadmin rbacxadmin 02/13/2008 02/13/2008
=1
=] pTDg'r'ess Q1 Web Conversion User certpWeb Conversion User 02/07/2008 rbacxadmin rbacxadmin 02/07/2008 02/07/2008
-1 -~
=] PTD;ESS Q1 IT AD App Cert Information Technology g‘:v"n‘:;f"”" 02/07/2008 rbacxadmin rbacxadmin 02/07/2008 02/07/2008
v
Page: 1 1-6of 6 Records - Display 10 | 3

Ear cotremion T Vew Reminoe o

Sun Role Manager (build: 4.1.0.20080821_275_2815)
Copyright © 2008 Sun Microsystems, Inc. Al rights reserved. SUN PROPRIETARY/CONFIDENTIAL. Use is subject to license terms.

Figure 6.13 — Certifications View

Select the appropriate value in the drop down option “Show Me” to get the desired
certifications view

The Search panel can accessed by clicking the expand icon. Use the Search panel to search
within the current certification view. Search can be done on Certification Name, Business Unit,
Created By and Updated By fields. Search conditions can be created using Begins With, Ends
With, Contains, Equals To, Does Not Contain. More restrictions can be imposed on the search
criterion by selecting a period in which to search for the certification
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@Sun  Role Manager  wecome sdmin, sdmin

My Settings | My Requests | Identity Warehouse (IBCELIGRSSGISUEIEN Role Engineering | Role Management | Identity Audit Administration ¥

Dashboard =~ = My Certifications = Certification lobs

3 New Certification

My Certifications
Your New Certifications will require a complete review of the users, roles and or entittements. Pending certifications have had some review but the process has not been complete
Complete certifications are stored here for revisions or review purposes. Expired Certifications are past their allocated Certification period but may be useful for review.

4~ Search Click on the certification's name to work on the certification. Mouse-over the certification's name to view a summary.
Vv Certification Name f| | Show Me : | NewBInProgress &
Business Unit B
Created By
Updated By Status  Certification Name Business Unit Type Start Date End Date :\':d‘“e" :;e“
T
Period :
[ | B New | test User Certification_2300 | 2300 User 08/23/2008 08/23/2008 rbacy
From : 08/24/2007 (E) —
O | B New Q2 IT App Cert Information Technology gﬂ"’n";at'”” 03/14/2008 rbacy
To os/23/2008 ([ )
=)
(o) O | B New Q2 afida Role Cert afida Role 02/13/2008 rbacy
r
. =1
Select : =" Q2 User Cert IT Information Technolegy User 02/13/2008 rbacxadmin  rbacy
Period ry Progress
. =1
Detailed Status : =] P7Dg'r'ess Q1 Web Conversion User cert Web Conversion User 02/07/2008 rbacxadmin | rbacy
Al : =1 I
T — o p?ng:ess Q1 IT AD App Cert Information Technology gﬂ"’n";at'”” 02/07/2008 rbacxadmin | rbacy
<€
Page: 1 1-64

Figure 6.14 — Certification Search

To select a certification for viewing progress or performing verification actions click the
Certification Name or use the checkbox to select the certification and click “Edit Certification”

To complete a certification whose attestation actions have been done select the certification
using its corresponding checkbox and click “Complete Certification”

To view reports for a complete, in progress or expired certification select the corresponding
checkbox and click “View Reports”. Sun Role Manager allows reports to be viewed for in
progress certifications. This gives the flexibility of not having to wait till a potentially lengthy
certification completes before reports can be viewed or exported. A “View Certification Report”
box opens up which lists the reports available for the particular certification
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Home | Legout | Help
%\%@SHW Role Ma nager Welcome admin, admin
oo
My Settings | My Requests | Identity Warehouse |ULLIESCLGIETLUMN Role Engineering | Role Management | Identity Audit | Reports | Administration v

Dashboard | —# My Certifications | Certification Jobs
1 New Certification

My Certifications
Your New Certifications will require a complete review of the users, roles and or entitlements. Pending certifications have had some review but the process has not been complete
further action is still required. Complete certifications are stored here for revisions or review purposes. Expired Certifications are past their allocated Certification period but may t

useful for review.

4~ Search Click on the certification's name to work on the certification. Mouse-over the certification's name to view a summary.
Business Unit a Show Mj
View Certification Report
Begins With +
I Updated  Created 35t
Select Certification Report By By Update
Date
Period : o (0 Revoked Entitlements Report b i . a 0371572008 | n2/26/2008
=\ rbacxadmin | rbacxadmin
From : 08/24/2007 = ¢ () Certified Entitlements Report
To s os/23s2008 (i) ) 8| © Complete Certification Report rbacxadmin | rbacxadmin | 02/07/2008 | 02/07/2008
o v Ok X cancel "
Select : S rbacxadmin rbacxadmin | 02/07/2008 02/07/2008
Period... a
Detailed Status :
All +
Search
Page: 1 1-3of 3 Records - Display 10 | %

Figure 6.15 — Certification Reports

10. Select the type of report that is to be viewed and click “Ok”

11. To view the reminder logs for a certification select the corresponding checkbox and click “View
Reminder Logs”

The following modules provide instructions for certifiers (User Managers, Role Owners and
Application Owners) to sign off the different types of Certifications.

Completing a User Access Certification

This sub-section describes how to sign off a user access certification for attestation and reporting
purposes. User Access Certification in Role Manager is a two step process.

® Step 1: Employment Verification. This step entails confirming or denying whether the
certifier is responsible for the accesses of the user being certified. Various options such as
"Terminated', 'Does not work for me' and '"Works for someone else' can be used for
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Completing a User Access Certification

reporting an incorrect access. Indicating an incorrect access at stepl completes the
certification process for the user. If "Works for me' option is selected then step two of the
certification process must be completed

® Step2: Approve or Revoke Roles and Entitlements. This step must be undertaken for
each user who is verified as “Works for me” by the certifier. Step2 entails certifying or
revoking all the accesses granted to a user. This includes Roles as well as entitlements
outside roles.

Sun Role Manager provides flexibility for the certifier in completing the certification process. Stepl
can be can be completed for as many users as desired before going to Step2. The certifier may opt
to complete Step1 for all users and then complete Step2 for all users verified as “Works for me” or
the certifier may verify a user in Stepl and then go to Step2 to complete the certification for the
user. Irrespective of the approach taken Step2 displays all the users that have been verified by the
certifier as “Works for me”

Steps to Complete a User Access Certification

Log into the Sun Role Manager Web-Interface using a Java-enabled web browser
Log in with credentials of administrator or certifier

Click Identity Certification tab

Click My Certifications

Click the New or In-Progress Certification or search for the required certification using the
“Show Me” option and certification search feature

Select the Certification to complete by clicking on the Certification Name or selecting the
corresponding checkbox and clicking “Edit Certification”

The page for the selected Certification opens. Select “Show Details” to view a brief summary of
Certification Overview and Certification History, as well as options for exporting certification
reports
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Figure 6.16 — Certification Details

Step 1

Complete Employee Verification . Select “Works for Me’, ‘Does Not Work for Me’, ‘Terminated’
or ‘Reports to Another Person’. “Click to change for all” can be used to change all the users to
the same status. The ‘Does Not Work for Me’, ‘Terminated’ and ‘Reports to Another Person’
options prompt a corresponding comments box where further information can be provided.

The ‘Reports to Another Person’ option allows the selection of another Global User as the
correct certifier for the user. This causes a new workflow where a new certification is created
for the newly selected “Correct Certifier” to certify the particular user's accesses. This new
process will take place only if in the general Identity Certification configurations or in the
custom configurations for the certification under consideration “Reporting Changes” and
“Create New Certification per Reporting Manager’ have been enabled. Refer to Sun Role
Manager- Configuration => Identity Certification portion of Sun Role Manager 4.1 Admin Guide
for more information on these settings. After filling in appropriate comment and clicking “Ok” a
new window opens that allows use of the Advanced User Search or quicksearch feature to
select a Global User as the appropriate certifying authority
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My Certifications > test user cert_2100
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Figure 6.17 — Employee Verification — Reports to Another Person

10.
11.

Selecting “Works For Me” makes the user eligible for review in Step2.

entitiements are to be certified select “Go To Step2”
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Step 2

12. Complete the certification process for a user by certifying the roles and entitiements associated
with the user. The “Group Data By” option can be used to filter the users to be certified based
on various attributes such as 'location’, 'Job Code', 'manager’ etc.

Certify Roles

Once Roles have been defined for the Business Unit, Sun Role Manager can help your
organization move to an attestation based on Roles. Business Unit managers would be
responsible for certifying membership of Roles and Role Owners are responsible for role
content.

13.  Select the user to certify by clicking the name of the user

14. Select “Certify or Revoke Roles”. This will show all Roles associated to user

@Sun | Role Manager  vecome sdnin, sdrin

Home | Lagout | Help.
My Settings | My Requests | Identity Warshouse ([RCEALR-ERIIZEEN)

ol Engineering | Role Manngemaent. |
Dachioard

Identity Audit | Reports | Administration v

> My Cartifications | Remedistion Tracking  Cartfication Job
5 New Certfication

My Certifications > UA_2100

Certification Details
T

o Step 2: Approv
les and entitlements of the user

es and Entitlements

Fida, Amad New
Sethi, Kartik New
Sethi, Kartik

Programmer Phone: 2

EID: ksethi E-Mail: k

Cartify o Ravoke Roles

Certfy this employee's roies by selecting approve or rewoke for eack

Cartify All | Revoke All
Action Rele Name Description Department Comments
cocse.. | Finance Assistant Assistaat Finance Assitant Assissant dev
Certify or Revoke Entitlements Certify All | Revoke All | Unknown All | Exception Allowed All
Tomkins, Amanda

Complete

(oecrrosups ] cowe | complencarvriation |

Figure 6.18 — Certify or Revoke Roles

15.  Click Certify/ Revoke on Role membership for the user.
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Certify Access Outside Roles

Sun Role Manager Identity Certification allows configuration of certifications that will show
entitlements for each user that only lie outside a Role. This combined with the above Certify by
Role completes a Role Based Access Attestation procedure. This allows an organization to identify
and treat Actual versus Assigned access as an exception with high priority.

Select a User for certification. Select certify or revoke entitlements

This will list all the user's accounts in the various namespaces with detailed access
permissions on each endpoint

The certification options at this stage are Certify, Revoke, Unknown and Exception allowed.
Use Certify option to confirm valid access for the user. Use Revoke to revoke access for the
user. Use Unknown when the accurate nature of the User's access is not known. Use
Exception allowed to certify access to the user while acknowledging the undesirable or
irregular nature of the access. These options can be used at 4 levels:

a. Use the “All” option in the first 4 columns on this page to apply ‘Certify’, ‘Revoke’,
‘Unknown’ or ‘Exception Allowed’ across all attributes of all accounts of the user

b. Use the checkboxes in the first 4 columns for individual accounts to apply ‘Certify’,
‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ across all attributes of an individual
account of the user

c. Use the “All” option in the 4 columns under the “Attributes” field to apply ‘Certify’,
‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ across all attribute values for an individual
attribute of an single account of the user

d. Use the individual checkboxes in the 4 columns to apply ‘Certify’, ‘Revoke’,
‘Unknown’ or ‘Exception Allowed’ for individual attribute values of a single attribute of
an account of the user
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Certification Details Show Betalls |
Group Dats By : MyEmployess  *| =]

step 1: Emp erficstion Step 2: Approve or Revoke Roles and Entitiements
Apprave or Revoke the roles and entltiements of the user

Fida, Amad New
Sethi, Kartik New
Sethi, Kartik

Proy

Certify or Revoke Roles

Certify All | Revoke All
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ActiveDirectory
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0’ 255 t0 CAPSC account
Account Name EndPoint Attribute Name value Commants
capse Vaau Active Directory 00-59 Group Membership VaicaWing CM
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Account Type: Provisio
Croae... =] emaloyee access to rMcDonald account
Action Account Name EndPoint Attribute Name Value Comments
Choose. -l MeDanaid P UNAUTH PLANS aaggo1
Croase. | McD Pro UNAUTH PLANS o11en

Figure 6.19 — Certify or Revoke Entitlements

19. Sun Role Manager provides a Glossary feature which translates the cryptic access
entittements into business friendly terms. Click the highlighted access entitlement (with
hyperlink) to display the actual attribute value and its corresponding definition and comments
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or Revoke Roles and Entitlement  —, . | . .
1 mdavis @ Vaau Active Directory 00-10 » GroupMembership

espace  EndPoint

sDirectory Vaau Active Directory 00-

=

Attribute « Complete
Name : | GroupMembership
Actual value 1| Read Only User Accounts Group New
Glossary
Definition : | Default AD Group
Comments :
Attributes
Comments

Comments

Comments

L revoke [zl

K|
Figure 6.20 — Glossary Display in Certification
Revoking a Role or Access outside Role
20. To revoke any access whether it lies in a Role or Entitlement, select the Revoke radio button.

This will bring up a comments field which must be filled for post certification (remediation)
activities
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Figure 6.21 — Revoke Comments

Sign-off on Certification

Identity Certification supports a seties of post certification activities which include reports, revoke
emails and kicking off a workflow process if integrated with an IAM solution. To complete and sign

off on a certification, complete the above steps to certify or revoke access for each user.

21. Complete attesting access of all users. Role Manager detects when a certification is completed
and prompts for sign-off on the certification. Select “Yes” on the sign-off certification screen to

sign-off certification
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Identity Certification

Dashboard  =» My Certifications  Certification Jobs
o1 New Certification

My Certifications > test user cert_2100

Views: | al =l sign-off certification o
Certification Details Show Details | Collapse @

Thank you for reviewing access

would you like to sign-off this certification?

Step 1: Employment Yerification Step
Verify the ermployment status of these employes X No rplete the certification

. E verification
Status User ID First Name T s
lick te change for all

=
« Complete Ibrady Brady Lia works For Me ;l
« Complate IBrighi Brighi Luz terminated Terminated =l
« Complete mdaniels Daniels Melanie unknown Dioes Mot Work For Me =l
« Complets mdavis Davis Matt ‘wiorks For Me _'l
«" Complete maDunham Dunham Mark ‘Works For Me =l —
« Complete kgallagher Gallagher Kevin Works For Me =l
« Complete maGilroy Gilroy Maurice Terminated =
« Complete mGulati Gulati Mona Does Not Work For Me =l
« Complete mathews Mathew Susan Does Not Work FarMe =

Figure 6.22 — Sign-off Certification
22. To sign-off at a later instant use “Complete Certification” button

23. Enter your login password to secure your sign-off on this certification
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Identity Certification Identity Audit |

Identity Role Engineering

Dashboard  =* My Certifications = Certification Jobs

o New Certification

My Certifications > test user cert_2100

Views: | all =l 7]
Certification Details Shaw Details | Collapse m
Password Required El RS
Step 1: Employment Yerification Complete Certification
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Password : |
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Figure 6.23 — Sign-off Authorization

Completing a Role Entitlement Certification

This sub-section describes how to sign off a role entitlement certification for attestation and
reporting purposes.

V¥ Steps to Complete a Role Entitlement Certification

—_

Log into the Sun Role Manager Web-Interface using a Java-enabled web browser
2. Log in with credentials of administrator or certifier

3. Click Identity Certification tab

4. Click My Certifications

5. Click the New or In-Progress Certification or search for the required certification using
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the “Show Me” drop down option

6. Select the Certification to complete by clicking on the Certification Name or using the
corresponding checkbox and clicking “Edit Certification”

Identity Certification |JCEISEI TRt P Identity Audit |

Dashboard | =» My Certifications = Certification Jobs

op New Certification

My Certifications > Q2 afida Role Cert

Views: [ al =l (7]
Certfcation Detais [<oace |
Certification: Q2 afida Role Cert Business Unit: afids Start Date: 02/13/2008
Incremental: Number of Roles: 2 Created By: rbacxadmin
Creation Date: 02/13/2008 Last Updated By: rbacxadmin Last Update Date: 08/12/2008

Completed(%): [ End Date:

Certifier : Q

Back to Certifications List

ol el Architect [ Review ]
s Consultant [ Review ]
Page: 1 1-2of 2 Records - Display |10 =]

Complete Certification |

Back to Certifications List |
| pack o certiications Lit_| =
| _'[J

Figure 6.24 — Select Certification

7. Click ‘Certify’ or ‘Revoke’ for each Role that the certifier is an owner for. Applying
‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ to a role requires entering a comment to
signify as to why the role should no longer belong under the certifier's ownership or if
all its underlying entitlements are incorrect in case of “Revoke”
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Identity Certification

Dashboard | =? My Certifications = Certification Jobs |
&5 New Certification
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Revoke Comments
Certification Details m
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Figure 6.25 — Revoke Comments

8. Click [Review] to review the Role Entitlements
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Figure 6.26 — Review Role Entitlements

9. Assign ‘Certify’, ‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ to sign off each attribute
value within each policy that belongs to a particular role. Each policy can also be
certified as a whole. Applying ‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ to an
attribute requires entering a comment to signify as to why the attribute/policy should
no longer be associated with the role in case of “Revoke”, why the nature of the
association of the attribute/policy is unknown in the case of “Unknown” and what is
the exception and why is it being allowed in the case of “Exception Allowed”

10.If Sun Role Manager detects that all attestations have been completed a “Sign Off
Certification” box appears. To complete certification at this point click “Ok”. Otherwise
Complete attesting entitlements of all roles and then click Complete Certification

11. Enter your login password to secure your signoff on this certification
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Figure 6.27 — Sign-off Authorization

Completing an Application Owner Certification
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This sub-section desctibes how to sign off an application owner certification for attestation and

reporting purposes.

V¥ Steps to Complete an Application Owner Certification

—_

Log in with credentials of administrator or certifier

2
3. Click Identity Certification tab
4. Click My Certifications
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5. Click the New or In-Progress Certification or search for the required certification using
the available search filters

nuImE | LOgOUL | nep

@Sun | Role Manager  wekame simin, simin

My Settings | My Requests | Identity Warehouse [[RCibt Rl il Role Engineering | Role Management | Identity Audit | Reports | Administration v

Dashboard = =2 My Certifications | Certification Jobs
50 New Certification

My Certifications > Q1 IT AD App Cert

Your New Certifications will require a complete review of the users, roles and or entitlements. Pending certifications have had some review but the process has not been

completed, further action is still required. Complete certifications are stored here for revisians or review purposes. Expired Certifications are past their allocated Certification
period but may be useful for review.

7}

Show Details | Collapse

Certification Details

Certification Overview Certification History Export Options

Certification: Q1 IT AD App Cert Start Date: 02/07/2008 You can download the certification reports in follawing

Business Unit: Information Technology End Date: formats.
completed(%): [INNNEGEGEGEGEGEGEEEEEE Incremental: @ Export to PDF... @n Export to XLS...
Number of EndPoints: 1 Created By: rbacxadmin
Certifier : Creation Date: 02/07/2008
Last Updated By: rbacxadmin
Y X

Last Update Date: 02/07/2008

Back to Certifications List

Status EndPaint Name Namespace Name Comments Action
Vaau Active Directory 00-10 ActiveDirectory [ Review ]
Page: 1

1-1of1Records - Display | 10 |4

Figure 6.28 — Certification Details

6. Select the Certification to complete by clicking on the Certification Name or using the
corresponding checkbox and clicking “Edit Certification”

7. Click [Review] to view application entittlements. It is important to note that these
application entitlements are filtered on the basis of their application endpoints.
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Figure 6.29 — Review Entitlements
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8. Click ‘Certify’, ‘Revoke’, ‘Unknown’ or ‘Exception Allowed’ for each User's access
account. Glossary definitions are useful in determining the true meaning of a cryptic or

system level attribute value

9. Click Certify or Revoke to sign off each attribute value within each user’s account that
belongs to a particular endpoint. Each account can also be certified as a whole.

10.If Sun Role Manager detects that all attestations have been completed a “Sign Off
Certification” box appears. To complete certification at this point click “Ok”. Otherwise
Complete attesting entitlements of all accounts and then click Complete Certification
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Home | Logout | Help
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completed, further action is still required. Complete certifications are stored here for revisions or review purposes. Expired Certifications are past their allocated Certification
period but may be useful for review.

(7]

Show Details | Collapse

Sign-off certification

Certification Details

Certification Overview Thank you for reviewing access Options
Would you like to sign-off this certification?

@ an download the certification reports in follawing
its.

Certi

ion: Q1 IT AD App Cert

Business Unit: Information Technology

completed(%): [INNNIEGE Export to PDF... Expnr’ttn XLS...
Number of EndPaints: 1 Created By: rbacxadmin
Certifier : Creation Date: 02/07/2008

@ Last Updated By: rbacxadmin

Last Update Date: 02/07/2008

Status EndPoint Name Namespace Name Comments Action
Vaau Active Directory 00-10 ActiveDirectory [ Review ]
Page: 1

1-1o0f1Records - Display | 10

Figure 6.30 — Sign-off Certification

11. Enter your login password to secure your signoff on this certification
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Figure 6.31 — Sign-off Authorization
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ldentity Auditing

Exception Monitoting is an integral piece of Identity Auditing and Management. In organizations
today, there are various exceptions of user accounts on the various target systems. A detective
mechanism to monitor and get exceptions is needed in organizations where a centralized store for
all the exceptions is available. Organizations must be able to manage Continuous Exception
Monitoring,Segregation of Duty (SoD) Violations, Detective Scanning, Inter & Intra-Application
SoD Enforcement, Actual vs. Assigned Exceptions, and Exception Lifecycle Management. All of
these exceptions can be captured in Role Manager and produced in a central repository. Role
Manager provides the capability to define Audit policies and the ability to capture/report any
exceptions from these policies.

Role Manager provides a Compliance Dashboard for Executives/Auditors which enable them to
monitor these exceptions from a central point. Also, the vatious exceptions generated are stored in
Role Manager and a security analyst can accept them or mitigate these risks/exceptions.

The Role Manager Audit Module ensures that users only have the access that they should for their
job responsibility. Following are some of the key features of the Identity Auditing module:

m Actual Account Scanning - Role Manager scans actual accounts for Identity Audit
exceptions. Irrespective of how an account is provisioned or modified (directly or through a
provisioning solution), Role Manager will be able to detect any audit exceptions, since the
scanning is done at the actual account details level.

m Compliance Dashboard - Role Manager provides a detailed dashboard for auditors, security
administrators and compliance teams to review the status, history and trend of identity audit
exceptions in the enterprise.

m Exception Lifecycle Management - Role Manager stores every action that is conducted on
an audit exception and creates a history of the exception. This allows administrators to get a
complete step-by-step history and lifecycle of the exception if required.

By closely monitoring user access privileges, who approved these access privileges, and what access
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privileges shouldn’t be there, Role Manager provides organizations with the data required to take
informed corrective actions in order to remediate policy violations. Role Manager provides a
platform to enforce policies and generate audit trails that can be used to certify compliance with
various laws and regulations.

The following types of exceptions are monitored by the system on a scheduled basis:

®  Actual vs. Assigned: The system will monitor all instances where a user’s actual access in the
target system does not match the access assigned to the user based on the roles assigned to the
user

m Terminated User with Accounts: The system will monitor all instances where a terminated
user has active accounts

This section describes the concept of Audit Policies and Audit Rules and how to scan the Role
Manager Identity Watrchouse for exceptions. Thereafter, this module will cover how Role Manager
helps manage a life-cycle of an exception or Audit Violation from assigning a remediator to
opening and closing the exception tickets.

Audit Rules and Policies
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Create Audit Rules and Audit Policies

Set Auditable Attributes

The strength of Role Manager lies in its granular metadata definition. Here you can define
properties for attributes, the lowest level of metadata, and set them as auditable to allow the system
to scan for violations across applications. This gives flexibility in defining audit rules and audit
policies that span the breadth of the enterprise considering user attributes along with access
entitlements across all applications for the most flexible and comprehensive audit policy definition.

Note - Auditable attribute settings should be checked before Identity Audit effort is initiated to
ensure that appropriate applications are accounted for while the system is being scanned. This may
be an administrator level functionality and you may not have the rights to perform this action. If
you do not see this option when you log into Role Manager, please talk to your administrator or
refer to the Sun Role Manager 4.1 Adpinistration Guide.
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Steps to set Auditable Attributes before Identity Audit

1. Log into the Role Manager Web-Interface from your Java enabled web browser.

2. The login dialog box appears. Enter the relevant credentials and login to Role
Manager

3. Click the Configuration tab and then Namespaces link

4. Select desired namespace and check or uncheck ‘Auditable’ dialog box for each
attribute

Home | Logout | Help

@Sun  Role Manager weicome simin, samin

My Settings | My Requests | Identity Warehouse Identity Certification Role Engineering Role Management Identity Audit Administration

System | = Namespaces | Provisioning Servers | Identity Certification | Reports | Email Templates | Security | Import/Export | Workflows | Role Engineering
[E) New Attribute .3 Rename §)) Delete J; Properties

Configuration > Namespaces

@ Namespaces
Name Description Values Mandatory Managed i Minable
= @ Namespaces 4
E-@UNIx FirstName First name =] (=] =] 54 =] (2] S e
E-@ActiveDirectory Middlelnitials Middle name =] =] =] ™ =] (=] S am
©Account Container LastName Last name =] (@] o ™ o (=] LT
General
© DisplayName  Name displayed in address baok for user (=] (=] ™ ™ (=] (=] a1
ﬁAdm’Ess B
@Account ADSdescription | Description to display far the user (=] o (=] ™ (=] (=] a1
@Password Office Office =] =] 2 2] a =] A1)
@rrofile Telephane Users primary telephone number o =] o 2] 2] =] 41U
@ Telephones OtherTelephone | Users other telephone numbers o o o & o o S BT
@ Craanization o
Info Private information for user a8 o =] =] o )
§Member Of - - - & BT
@Exchange General Email Users email address a =] ™ ™ =] =] L am
@ Extension
Attributes v Page:12 Next>> 1-10 of 12 Records - Display = 10 %

Figure 7.1 — Set Auditable Attributes

Create Audit Rules

An Audit Rule is a predefined condition for a set of Role Manager objects which can be user
attributes or account attributes. Various types of audit rules with a combination of user and account
attributes can be defined. A collection of Audit Rules defines an Audit Policy.
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1. Log into the Role Manager Web-Interface
2. Click Identity Audit tab and click Rules link

V¥ Steps to Create an Audit Rule

@Sun  Role Manager

My Settings | My Requests | Identity Warehouse

Dashboard | Policies | ~# Rules
1 New Rule

Identity Certification

Welcome admin, admin

Scheduled Scan Jobs

Role Engineering | Role Management

Home | Logout | Help

Identity Audit Reports Administration ¥

Rules

Rule Name

Check Issuer

Check Receiver

Vendor Authorization Rule
Located in Los Angeles

Vaau IT Operations Analyst
Unauthorized Bank Account
Unauthorized Signer

Initiate and Approve Gaurantee
Initiate and Release Gaurantee

Initiate and Modify Hierarchy

Page: 12 3 4 Next>>

Description

Unauthorized Bank Account
Unauthorized Signer

Initiate and Approve Gaurantee
Initiate and Release Gaurantee

Initiate and Modify Hierarchy

Created Date
08/11/2006
08/11/2006
09/29/2006
10/10/2006
11/28/2006
04/06/2007
04/06/2007
04/06/2007
04/06/2007
04/06/2007

Updated Date
06/01/2007
08/11/2006
06/01/2007
11/28/2006
04/15/2007
04/06/2007
04/06/2007
04/06/2007
04/06/2007
04/06/2007

1 - 10 of 32 Records - Display = 10

ENENENENENENENENENEN

v

&)

Figure 7.2 — Audit Rules

3. Ciick

4. Enter a relevant Rule name and description

5. Select an Role Manager object from the drop down list — options will include User
and each defined Namespace.

6. Selecting the Object will bring up a pull down list of Object’s attributes.

7. Select desired attributes, condition and value

8. To add another object to the Audit Rule, click [Add]
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Home | Logout | Help

Welcome admin, admin

@Sun | Role Manager

hcrosybe

My Settings | My Requests | Identity Warehouse | Identity Certifi

tion | Role Engineering | Role Manageme Identity Audit [T

Dashboard | Policies | = Rules | Policy Violations | Scheduled Scan Jobs |

GhNewRule |
New Rule
Name :  Location in Los Angeles
Description
“
Conditions . ) -
]  Object Attribute Condition Value
=] Global User + lecation s = + Los Angeles
(=] SAPR3 2 AcctRole B = 2 Accountant

Add Remove

Figure 7.3 — Add Audit Rules

9. Click | ! when rule creation is complete.

Home | Logout | Help

@Sun | Role Manager

ittt

Welcome admin, admin

My Settings | My Requests | Identity Warehouse | Identity Certification | Role Engineering | Role Manageme PN Reports | Administration v

Dashboard | Policies | =* Rules | Policy Violations | Scheduled Scan Jobs |

hNew Rule |
Rules
.A
Rule Name Description Created Date Updated Date 4
Check Issuer 08/11/2006 06/01/2007 &
Check Receiver 08/11/2006 08/11/2006 &
Vendor Authorization Rule 09/29/2006 06/01/2007 &
Located in Los Angeles 10/10/2006 11/28/2006 &
Vaau IT Operations Analyst 11/28/2006 04/19/2007 &
Unauthorized Bank Account Unauthorized Bank Account 04/06/2007 04/06/2007 &
Unauthorized Signer Unauthorized Signer 04/06/2007 04/06/2007 &
Initiate and Approve Gaurantee Initiate and Approve Gaurantee 04/06/2007 04/06/2007 &
Initiate and Release Gaurantee Initiate and Release Gaurantee 04/06/2007 04/06/2007 &
Initiate and Modify Hierarchy Initiate and Modify Hierarchy 04/06/2007 04/06/2007 &
Page:12 3 4 Next>> 1- 10 of 32 Records - Display 10 4

Figure 7.4 - Completed Rule Creation
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Create Audit Policy

\4
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An Audit Policy definition includes predefined Audit Rules with a logical condition operator, and a
Remediator who is an actor later assigned to each policy violation. The Remediator is responsible

for assigning a status to the violation.

Steps to Create Audit Policy

1. In the Identity Audit tab, click Policies.

2. Select New Policy and assign Policy name and description

@Sun  Role Manager  wecoms smin, aamin

My Settings My Requests Identity Warehouse Identity Certification Role Engineering Role Management [[RCERIGRENTEIN

Home | Logout | Help

Dashboard | = Policies | Rules | Policy Violations | Scheduled Scan Jobs

fiNew Policy | 24 Scan Policies

Administration ¥

New Policy

Name : Accountant in Los Angeles

Account accessing home folder in Indiana

Description (Active Directory)

T

Figure 7.5 — Create Audit Policy

3. To add an Audit Rule, select [Add]. This will bring up a pop up window with all listed

Audit Rules and dates of creation.
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Add rules to policy

Select Rule

Created
Date

Rule Name
Check Issuer 08/11/2006
Check Receiver 08/11/2006
Vendor Authorization Rule 09/29/2006
Located in Los Angeles 10/10/2006
Vaau IT Operations Analyst 11/28/2006
Unauthorized Bank Account  Unauthorized Bank Account | 04/06/2007
Unautharized Signer Unauthorized Signer 04/06/2007
Initiate and Approve Gaurantee Initiate and Approve Gaurantee 04/06/2007

Initiate and Release Gaurantee Initiate and Release Gaurantee = 04/06/2007

000000 ooooEa

Initiate and Modify Hierarchy  Initiate and Modify Hierarchy | 04/06/2007

Page: 12 3 4 Next>>

Figure 7.6 — Add Rules to Policy

4. Check all desired Rules and click |
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@Sun | Role Manager  wecoms simin, sdmin

My Settings | My Requests | Identity Warehouse | Identity Certification | Role Engineering | Role Management

Home | Logout | Help

Identity Audit Administration v

Dashboard | = Policies | Rules | Paolicy Violations | Scheduled Scan Jobs |

ditew Policy | &, Scan Policies

New Policy
Rules :
.
#  Rule Name Operator Description N
#  Check Receiver a
®  Vendor Authorization Rule a
#  Located in Los Angeles 2
v
v
Page: 1 1 - 3 of 3 Records - Display 10 B
Add Remove
[ oo J weer e ]

Figure 7.7 - Check Rules

5. Set the logical condition operator between Rules.
more rules if required.

Hext *

6. Click | | to go to the remediators tab.

Options are AND, OR and add

7. All violations of said policy will be assigned to this remediator and appropriate email

notifications will be sent. Click [Search] to disEIaE a search box for users. Select one
user and click |Ju—k| then to save the policy.
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J search  alFields +  koallagher® Search | Advanced Search

User Name First Name Last Name Primary Email

kgallagher Kevin Gallagher

1-10f1 Records - Display 10 4

Figure 7.8 — Search Remediator
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Scan Audit Policy Violations

V¥ Steps to Scan System for Audit Violations

1. Click the Identity Audit -> Policies -> Scan Policies tabs.

Raole Engineering 20 gement eports Adminis

=» Policies | Rules | Policy Violations | Scheduled Scan Jobs
Grlew Palicy | O Scan Palicies
Policy Violation Scan
Select Policies :

[F ] Policy Name Description

O Issue and Receive

] Wendar Authorization Profile

O Los angeles - IT Operations Analyst

L} Purchase to Pay - Activate Wendors & Approve AP Invaoices

D Purchase to Pay - Create Invoice & Run Payment

O Accounts Receivable - Create Custarner Records & Custormnsr Write-Off

O accounts Receivable - Approve Credit Terms & Invoice Customer

L} Capital - Enter Loan & Approve Loan

O Tax - Record Sales Tax - Approve Provision

[} Hire to Retire - Create Checks & Approve Checks

Page: 12 3 Mext>> 1 - 10 of 24 Records - Display 10 -

MNext W X cancel

Figure 7.9 — Scan Policy

2. Click |_E::' Add Business Umt(s:" to add certain business units from the selection
or check All Business Units to scan against the entire warehouse.
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Select Business Unit(s)

Select Business Unit(s)

B []NgVaau Inc,

Bl []Ng#cCost Centers

- []ege100
w20z
w20z
w2103

12250
[Ip2300
= [NgProjects
- [IWp1dentity Management
[IN#eb Canversion
= []NgRole Manager
- []gafida
-- [INpsnayyar

4 [[]Ng#v23u Finansial Carporation

i Ill

Figure 7.10 — Select Business Unit

3. Click to select the required Business Units. Click

RS This will guide the user to the Policy Violation Scan page where
listed on top is the number of users being scanned and the progress of the audit
scan. The following message appears once the scan is completed:
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Home | Logout | Help

@Sun  Role Manager  wecoms simin, sdmin

My Settings | My Requests | Identity Warehouse | Identity Certification | Role Engineering | Role Management |[RCiiitRiL] Administration ¥

Dashboard | ~# Policies | Rules | Policy Violations | Scheduled Scan Jobs
o New Policy 2, Scan Palicies

Policy Violation Scan

Policy Violations :

Palicy Name User Name State Exception Severity

Vendar Authorization Profile Davis, Matt y hep://10.1.57.31:8080 " High

Vender Authorization Profile Stackman, Li R LR SR T S High

Vendor Authorization Profile Mathew, Susa High

Vendar Authorization Profile Tarro, Lance EE High

Vendor Authorization Profile Gilroy, Mauri High

Vendor Authorization Profile Dunham, Mark High

Vendor Authorization Profile Vi, Atul Vendar Authorization Profile Violation Open High

Vendor Authorization Profile Brighi, Luz Vendor Authorization Profile Violation Open High

Vendor Authorization Profile Gulati, Mena Vendar Authorization Profile Violation Open High

Page: 1 1-90f 9 Records - Display 10 | 4

= ==

Figure 7.11 — Policy Violation Scan

4. And violations found will be listed. Users violating the policy along with Audit Rule
exception are also listed.

5. Click to start managing the life-cycle of this exception.

Exception Life-Cycle Management

156

Role Manager provides the capability of managing the entire life-cycle of an audit exception from
opening a violation to assigning a remediator and, finally, closing it. It keeps a dated log or violation
trail of all events related to every violation in the Role Manager data warchouse. When an audit
policy violation is encountered, the remediator assigned to the policy receives an email requesting
them to log into Role Manager and take an appropriate action. These possible actions are explained
in further detail below.
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V¥V Steps to View Policy Lifecycle

1. Log into Role Manager Web Interface and click the Identity Audit tab.

2. Click Policy Violations to list all saved violations from your Audit scans.
Figure 7.12 — Policy Violations

Home | Logout | Help

@Sun  Role Manager  wcoms simin, sdmin

My Settings | My Requests | Identity Warehouse | Identity Certification | Role Engineering | Role Management |[RCiot el Administration ¥

Dashboard | Policies | Rules | = Policy Violations | Scheduled Scan Jobs

Policy Violations

i
Exception State Created By Updated By Created Date Updated Date "
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 01/10/2007 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 12/05/2006 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 02/07/2007 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 04/04/2007 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 12/01/2006 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 02/07/2007 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 12/20/2006 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 12/07/2006 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 04/11/2007 &
Vendor Authorization Profile Viclation Closed and Risk Accepted rbacxadmin rbacxadmin 12/01/2006 12/09/2006 ran

v

Page:12 3 4 5 7 Nexi>> 1-10 of 64 Records - Display = 10 %

3. Click an Open exception.

4. The Audit Violation lists the Policy that was violated, current state of Exception,
Date of Detection, Remediator assigned to this Violation, and details of the User in
violation.

5. Scroll down the screen to list Account being violated including account name and
target machine.

6. Further below note the violation trail.
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Manage Life-Cycle of Audit Violation

V¥ Steps to Manage life-cycle of an Audit Violation

158

1.

6.

The options for a remediator are to assign the violation to another person,
immediately close the violation or close with an accepted risk with an end date for
this risk.

Click Close as Risk Accepted.

This will bring up a screen where you need to assign a future date until when this
risk is acceptable.

Assign a mitigating control in the comments for this accepted risk.

Click |Ju—k| Your action will show up in the violation trail for auditors

and management/auditors to keep track of.

Close as Risk Accepted

E: i =
Expiraion . ga/25/2008

Temporary Assignment
Comments

]
i

Figure 7.13 — Close as Risk Accepted

To assign another Remediator to this violation, click Assign.
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7. This will bring up a User Search dialog box. Find relevant user and click

Figure 7.14 — Assign Violation to User

Assign Violation to User

AssignTo :

Remove

8. To close this Exception with no further action, click Close. You will need to enter
your comments in the pop up box.
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Close as Fixed

Fixed on 02/1/08

Figure 7.15 — Close as Fixed

9. All actions are recorded and logged with date stamps for a complete audit violation

life-cycle trail.
Violation Trail
Date User State Assiged To Comments
12/01/2006 rbacxadmin Open E Grey, Andy
01/10/2007 rbacxadmin Closed and Risk Accepted Grey, Andy Accept

Figure 7.16 — Violation Trail
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* o0 CHAPTER 8

Chapter — 8: Reports

Role Manager provides detailed reporting capabilities to the end user for Management and Audit
Reviews. These reports are customizable and new reports can be easily generated. The different
kinds of reports that can be generated are as follows:

Business Unit Reports

System Reports

|
|
m  Audit Reports
m  Custom Reports
A

list of the reports listed under each section is listed below.

Business Unit Reports

The different kinds of Business Unit Reports are as follows:

REPORTS DESCRIPTION
User Report Provides list of all the users for each Business Unit
Roles Report Provides list of all the roles for each Business Unit
User Role Report Provides list of all the users and the roles they have for each Business
Unit
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Business Unit Reports

Role User Report

Provides list of all the roles and the users they are assigned to for each
Business Unit

Role Policy Report

Provides a list of all roles and the policies they contain for each
Business Unit

Entitlement Report by User

Provides what access each user has in the organization by each user

Entitlement Report by Namespace

Provides what access each user has in the organization by each
namespace

User Certification Report

Provides what roles each user has and associated rights with that role

System Reports

The different kinds of System Reports are as follows:

REPORTS

DESCRIPTION

Role Policies Report

Provides a list of roles and associated policies of different applications
within those roles

Roles Users Report

Provide a list of roles and associated users within those roles

Policy Namespace Report

Provide a list of policies by namespace

Policy Role Report

Provide a list of roles in a policy

Policies Attribute Report

Provides a list of attributes in a policy.

User Business Unit Report

Provides a list of business units under a user.

User Role Report

Provides a list of roles under a user.

User Role Business Unit Report

Provides a list of business units under a role which is under a user.

User Application Report

Provides a list of applications under a user.
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User Account Report

System Reports

Provides a list of accounts under a user.

User Role based access Report

Provides a list of attributes under a policy in a namespace under a
user.

Operational Exception Report

Reports on missing data required for correlations in Role Manager

Import Validation Report

A set of reports, displaying the data which has not been imported into
Role Manager from the daily scheduled dumps.

Expiration Forecast Report

It contains three sub-reports. User expiration, Role expiration and
User- Role association expiration. It provides a list of all the above
mentioned expirations occurring within the current week.

Audit Reports

The different kinds of Audit Reports are as follows:

REPORTS DESCRIPTION

Audit Exception Report Provides a list of audit related exceptions which are: Segregation of
a) ALL Open Identity Audit Duties, Assigned Vs Actual Rights Violation and Terminated User.
Exceptions Report a) lists out all the Open Exceptions Report b) Lists out all
b) Tatest Open Identity Audit exceptions for the current day.
Exceptions

Custom Reports

Role Manager provides the capability to generate custom reports. Custom reports can be generated
by importing .jrxml files for the reports and generating reports through Role Manager
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Generating Reports

V¥ Steps to generate reports

1. Start Role Manager by clicking on the Role Manager Icon
The login dialog box appears. Enter your credentials and login to Role Manager
Select a Report Type from the Reports Menu

Browse and Select for example, the ‘Entitlement Report by User’ report and click Run

o > o N

Select the Business Unit on which the Report is to be generated

6. Click to generate the report

ttings

Dashboard | Sign off Reports | =® Ad hoc Reports | Schedule Reports
Business Unit Reports | System Reports | Identity Audit Reports
Reports > Ad hoc Reports = Business Unit Reports
Report Name Run Report Download PDF Report Download CSV Report L)
Business Unit Roles Report
Business Unit Users Report
Business Unit User Roles Repart
Business Unit Role Users Report
Business Unit Rols Foliciss Report
Business Unit User Entitlements Report
Business Unit Namespace Entitlements Report =
User Certification Report 2
Page: 1 1 -9 of 9 Recards - Display 10 w

Figure 8.1 — Generating Reports
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Entitlement Report by User

N S G G Sl Sl

Information Technology

Black, George

ACF2
gblack gblack Prod-03-300 ACFz
UnzuthPlans
ActiveDirectory
gblack Vaau Active GroupMembership

Directory 00-10
RACF
gblack RACF firsthame

Operations

DefaultGroup

145-ACF2
050003
050208
495570
050235
223301
165654
0523%=%

093234

Retail DSL Development

George
N

TIMESHET

09/28/2006 18:30:03
09/28/2006 18:30:03
09/28/2006 18:30:03
09/28/2006 18:30:03
09/28/2006 18:30:03
09/28/2006 18:30:03
05/26/2006 18:30:03
09/28/2006 18130102

09/28/2006 18:30:03

09/27/2006 11:22:01

09/28/2006 15:14:02
09/28/2006 15:14:02

09/28/2006 15:14:02

25/02/08 18:51

Figure 8.2 — Entitlement Report by User

Page 1 of 114

The Report generated can be saved in different formats by clicking on the Actions button. The
report can also be downloaded in .csv or .pdf format by clicking the “Download” button.

Generating Custom Reports

V¥ Steps to create custom reports

1. Start Role Manager by clicking on the Role Manager Icon

Select the Reports Tab
Select the Add Custom Reports Tab

o & DN

Chapter 8 - Chapter - 8: Reports

The login dialog box appears. Enter your credentials and login to Role Manager

The Custom Reports Details page opens. Select New Custom Report Tab
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Generating Custom Reports

@Sun  Role Manager  wecome simin, admin 4

Dashboard | Sign off Reports | Ad hoe Reports  Schedule Reports | i

0P MNew Custom Report

Reports > Custom Reports Details

Role Management | Identity Audit [ ac)

Page: 1

Report Name Update Date

1-00of 0 Records - Display 10 = | %¢

| »

-

Figure 8.3 — New Custom Report

The New Custom Report window opens up. Fill in the value for Report Name. Select
Sub Report checkbox if sub reports are required. Select appropriate checkboxes for
prompts that the report should require. Click browse to upload the file from which the
custom report is to be generated. A file upload box opens up that allows selecting the
file to generate the custom report from

166 September 2008 - Sun Role Manager 4.1 User's Guide



Generating Custom Reports

21
Look it [ 59 epots ]l 0% 26

New Custom Report 1HPUserAccounts, bak | UiserRolestistoryStatus. jraml
- 1HPUserAccounts, jrml [ UserRolesRisk, jraml
Report Name ; test custo k 2RoleUsers bak
| 2RoleUsers.jraml
SubReport [ " | 3rPRoleEntiiement bk
|| 3HPRoleERkRlement, jrxm
Prompts Et‘unmmsk‘nk
[¥ Business Unit 4UsersRoleHighRisk, jreml
[ users SConwsi\ngerRo\eErt.bd{
7 5ComposingUserRoleEnt. jraml
[ Date Range ” B [ BUHRiskusers. jrxml
7 Role ) RoleBUTrace. franl
1 @Ru\aﬂrﬂiﬂunt.jrxm\
3 - Ro\eEnchsinn‘jrxml
File Uploads : = | UserEntiementByDate. ool
Report

| New Custom Report

File name: |
Files of type: [ Files:

Figure 8.4 — Select File for Custom Report
Select the file to be used to generate the report and click Open
Once all the values on the New Custom Report page have been selected click “Save”

The new custom report will be created available for view and editing configuration
under the custom reports detail panel

Steps to run custom reports

1. Start Role Manager by clicking on the Role Manager Icon

The login dialog box appears. Enter your credentials and login to Role Manager
Select the Reports Tab

Select the Ad hoc reports Tab

Select the report type “Custom Reports”

This gives a list of all the custom reports available to be generated

N o o ke bN

Select “Run” to run the report and “Download” to get the report in pdf or csv form
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V¥V Steps to Sign off a Report

1. Start Role Manager by clicking on the Role Manager Icon

The login dialog box appears. Enter your credentials and login to Role Manager
Click Reports -> Sign Off Reports to display the list of Pending/Completed reports
Generate a Report by clicking [View Report]

Select the Sign Off to Sign — off on a Report By Accepting or Rejecting the Report

My Settings | My Requests dentit: e | 1dentity Certification | Role Engineering | Role Management | Identity audit Administration v

Dashboard | =* Sign off Reports | Ad hoc Reports | Schedule Reports

Pending Reports | Completed Reports

Reports > Sign off Reports > Pending Reports >OpenldAExceptiona

Disposition : T Pending

(sign-off... v | [Actions... v | @

Identity Audit Exceptions

[audit type  [JLast updated [PEET r—— create Date

Segregation OF 10/26/2005 test 00 w2ZI60 tbaceadmin A0e24/2005

Duties 00.08.38 00.00.00

11411405 S5:32 AM Page 1 of1
oAt e om

Figure 8.5 — Report Details

Reporting Dashboard

The reporting dashboard allows administrators to validate the number of reports that are pending,
approved or rejected by data owners or managers and the number of reports that have been
generated per business unit as shown below.
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Home | Logout | elp

QSun  Role Manager e s, simn

fgle Enginearing

< Dashboard Sign off Reports  Ad Hoc Regerts | Schedule Reparts  Custom Reports
Reports > Reports Dashboard

Constraints
09/03/2007

From Date :

L 2 ¥
W Wl Aealw  Ro.  alda 2100

o Wih Conyergion mInfarration Technology = Analyst
Rele Managemznt W afida 2100 ®Acczpted =14 @ Rejected =0 @ Pending= 0

Figure 8.6 — Reports Dashboard
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Appendix A

TABLE OF FIGURES

Figure Number Figure Description

Figure 2.1 Role Manager Home Screen
Figure 2.2 My Requests

Figure 2.3 My Cettifications

Figure 2.4 Business Unit Users

Figure 2.5 Certify / Revoke Statistics
Figure 2.6 Identity Audit Policy Violations
Figure 2.7 My Profile

Figure 2.8 Change Password

Figure 2.9 New Proxy Assignment

Figure 2.10 Enter Proxy Details

Figure 3.1 Create User

Figure 3.2 User Quicksearch

Figure 3.3 User Advanced Search

Figure 3.4 User Advanced Search Conditions
Figure 3.5 Set Status of User

Figure 3.6 Rename User

Figure 3.7 Account Details




Figure 3.8 Account Type

Figure 3.9 Add Roles to User

Figure 3.10 Add Business Unit(s) to User

Figure 3.11 New Endpoint

Figure 3.12 Create Policy

Figure 3.13 Policy Wizard — Select Namespace

Figure 3.14 Policy Wizard — Select Directory (Endpoint)
Figure 3.15 Policy Wizard — Policy Properties

Figure 3.16 Rename Policy

Figure 3.17 Associate Policy Endpoint

Figure 3.18 Associate Policy to Role

Figure 3.19 Associate Policy Owner to Policy
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