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Preface

This guide provides detailed information and instructions for installing
the SRM solution on various application servers

Sun Role Manager Overview

Sun Role Manager is a comprehensive Identity Management and Compliance solution that
enables companies to proactively enforce internal security control policies and automate critical
identity management processes.

Sun Role Manager is J2EE based, utilizing a 3-tiered model. Requirements of the 3-tier
architecture are a web server, an application server and a database server. The Sun Role
Manager application comes bundled with Apache Tomcat 5.5.16 which serves as both — a web
server and an application server. Other Java based application servers such as WebSphere,
JBoss, WebLogic etc. are also supported by Sun Role Manager. Supported database servers
include Microsoft SQL Server, Oracle, IBM DB2. Sun Role Manager can be easily integrated on
Windows, UNIX or UNIX — like platforms. Refer to Sun Role Manager 4.0 Compatibility Matrix for
information of supported applications.

This guide is designed to provide administrators and technical staff with a comprehensive set of
instructions to install Sun Role Manager. For information on upgrading the product, please refer
to Sun Role Manager 4.0 Upgrade Guide.

Who Should Use This Guide

Sun Role Manager Install Guide is designed for deployers and system administrators who are
responsible for installing/upgrading Sun Role Manager on the target systems.

Document Conventions

The following conventions are used in this guide —

Information in ... Indicates ...

<ltalics> A variable whose value is name of the directory
BOLD TEXT Information that you must type exactly as shown
TEXT File name
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Chapter 1
Before Install

This chapter discusses the procedures to prepare for the installation
of Sun Role Manager:

» Required Privileges

= Architecture Overview
» Memory Requirements
» Database Connectivity
= DB2 Prerequisites

= MySQL Prerequisites
= Overview of Task Flow

Required Privileges

Operating System administrative privileges are required to install components such as the out-of-
box Tomcat 5.5 Application Server, Java Run-Time Environment, Java Web Start etc.

Architecture Overview

Sun Role Manager is a J2EE application that resides on an Application Server. A Database
Server is required to store the Sun Role Manager database which is the central repository of
application data. The following is a list of supported software environments:

Operating Systems

Microsoft Windows Server 2000(SP3)
Microsoft Windows Server 2003
Solaris 8,9,10

Red Hat Linux 4, 5

Novel SUSE Linux Enterprise 9, 10

Application Servers

Apache Tomcat 5.5.15+
IBM WebSphere 6.1
Weblogic 10

Sun Java Application Server
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Database Servers

Microsoft SQL Server 2000(SP4)/2005
IBM DB2 8.2, 9.x

Oracle 9i, 10g, 11.x

MySQL 5

Memory Requirements

You should determine your memory needs and set values in your application server’s JVM. Do
this by setting Java Maximum and Minimum Heap Size through the command line.

You can specify these values in Tomcat by setting the JAVA_OPTS environment variable as
follows:

= On Windows:
set JAVA_OPTS="-Xmx512m -Xms512m”
= On UNIX:
export JAVA_OPTS="-Xmx512m -Xms512m”
NOTE:
= Depending on your specific implementation, you may need to increase these

recommended values if you face performance issues with the Web-interface

= Keeping a low minimum value minimizes garbage collection, whereas keeping a higher
value decreases response time in the Web-interface

Database Connectivity

A third-party relational database is required to store system data. Based on the type of database
implemented, corresponding JDBC drivers have to be downloaded and setup on target system
prior to installation.

The .jar files necessary for establishing a JDBC connection are available on Sun’s website. The
files can be downloaded from

http://dlc.sun.com/rolemanager/Database_Drivers/
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The following table shows information about on or more .jar files needed to be copied for your
database type.

Database Type File Name

Microsoft SQL Server jtds-1.2.jar

Oracle ojdbc14.jar

IBM DB2 db2jcc.jar, db2jcc_license_cu.jar
MySQL mysql-connector-java-5.1.5-bin.jar

Depending on the Operating System of the target machine, the downloaded files have to
be downloaded prior to any installation process. The following locations are
recommended
= On Windows
Copy the downloaded files to C:\SRM_Drivers
=  On UNIX

Copy the downloaded files to /usr/local/SRM_Drivers

DB2 Prerequisites

If DB2 is selected as the Database Server, a blank database named as ‘rbacx’ and a
user named ‘rbacxsvc 'needs to be created prior to running Sun Role Manager installer.
The following lines will guide you to create the required database on Windows and UNIX
environments

One of the following authorization is required to create the database

= sysadm
= gysctrl

It is assumed that a DB2 Database Server exists on the target platform and has been
started.



S

v Sun Role Manager

%
microsystems

Creating DB2 Sun Role Manager database on Windows

As Windows system administrator, execute the following step to create ‘rbacxsvc’ user

C:\> net user rbacxsvc rbacxservice /add

As DB2 administrator, enter the following to create a database named ‘rbacx’

C:\>db2cmd db2 CREATE DATABASE rbacx

Creating DB2 Sun Role Manager database on Linux and UNIX
systems

As root or super user, execute the following in a terminal session to create ‘rbacxsvc’
user

$ useradd rbacxsvc
$ passwd rbacxsvc
<Enter password as rbacxservice when prompted>
As DB2 administrator, Enter the following in a terminal session to create a database

named ‘rbacx’

$ db2 CREATE DATABASE rbacx
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MySQL Prerequisites

Selecting MySQL as the Database Server requires creation of a blank ‘rbacx’ database
and a user ‘rbacxservice’.

Database administrative rights are required to execute SQL script required to create the
blank database and the associated user.

The Sun Role Manager installer directory is referred to as $SINSTALLER_HOME. The
SQL database creation script named as ‘rbacx-4.1-mysql-preinstall.sqgl’, can be found
under $INSTALLER_HOME/db_scripts

It is assumed that a MySQL Database Server exists on the target platform and has been
started.

Creating MySQL Sun Role Manager database and user

Execute the following on command prompt for Windows environment or terminal for
UNIX environments

mysql —user={account} --password={password} < rbacx-4.1-mysql-preinstall.sql’

Overview of Task Flow

Exact order of steps to be performed, depends on the choice of application server and
database server. In general, you will:

= Perform prerequisite tasks: Install a Java compiler and JVM, and set up an index
database

» Install and configure an application server

= [Install and configure the Sun Role Manager solution
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Chapter 2
Installing Sun Role Manager on Tomcat

Use the following information and procedure to install Sun Role
Manager for use with the Apache Tomcat Application Server version
5.5.x. This Chapter contains the following topics

= Before You Begin
= Installation Steps

Before You Begin

For installation, you will need to know

= The Login and Password for system administrator account on Database

Installation Steps

Follow these installation and configuration steps
= |Installing Sun Role Manager

= Launching Sun Role Manager
= Verification of Sun Role Manager Installation

Installing Sun Role Manager
For the installation, we have assumed that Apache Tomcat has not yet been installed on the

machine.

Installing on Windows

For the installation, we have assumed that there should be a database server installed either on a
network machine or local machine.
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1. Runinstall.bat to launch the installer
2. Ifis JRE is not installed on the system, the installer will launch the installation of JRE
a. Click [Next] on the Welcome Screen as the installer launches

Installshield Wiz x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, S5E v1.4.0

The InstallSkield® wizard will install Jawa 2 Buntime
Etwviranment, SE +1.4.0 on pour computer. To continue,
click Mext.

< Back Cancel

b. Click [Yes] to accept license agreement

InstallShield Wizard

License Agreement

Flease read the fallowing license agreement carefully.

Fress the PAGE DOWHN key to see the rest of the agreement.

Sun Microsyztems, Inc. Binary Code ﬂ
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT &4WD &Y PROVIDED

SUPPLEMEMTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEMIMG THE SOFT'WARE MEDIA PACKAGE. BY

OPEMING THE SOFT'ARE MEDIA PACKAGE, YOU AGREE TO THE TERMS

OF THIS AGREEMENT. IF¥OU ARE ACCESSIMG THE SOFTWARE

ELECTROMICALLY, IMDICATE YOUR ACCEFTANCE OF THESE TERMS BY

SELECTIMG THE "ACCEFT" BUTTOM AT THE EMD OF THIS AGREEMENT. LI

Do you accept all the terms of the preceding License Agreement? |f you choose No, the
zetup will close. Ta install Java 2 Runtime Enviranment, SE +1. 4.0, you must accept this
agreement.

| stallShield

< Back Yes Ho
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c. Select the destination folder where JRE is to be installed. Click [Next]

Installshield Wizard x|

Choose Destination Location

Select folder where Setup will install files.
(S

o

Setup will ingtall Java 2 Buntime Ervironment, SE «1.4.0in the following folder,

Toimstall to thiz folder, click Mext. Toinztall to & different folder, click, Browse and select
another folder.

C:\Program FileshJ avahjZrel 4.0 Browse... |

|matallShield

" Destination Folder

¢ Back Cancel |

d. The next screen will be for browser registration. Choose appropriate browser and
click [Next] to start the Installation

InstallShield Wizard

Select Browsers

Java [T] Plug-in will be the default Java runtime for the following browser(s):

IV iMicrozoft Intemet Explores

[~ Metscape B

You may change the default in the JavalTr] Plug-in Control
Fanel

Irrztall Shield

< Back | Mest = I Cancel |

e. The installer will quit after JRE has been successfully installed
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3. Sun Role Manager Installer will launch and displays the Welcome Screen. Click [Next]

@ Installation of Sun Role Manager o ] 4 |

E'j wwelcome ko the installation of Sun Role Manager 4,11

3:‘3' The homepage is at: httpf fwwe, sun, comfsoftware/productsirolemanager

Chitp i sun. comizathware/productsfrolemanager)

€3 Quit |

&% Installation of Sun Role Manager o ] 4

_" Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This program will install Sun Role
Manager on your cotnputer

Please ensure that you have downloaded the required database driver jar files on your
computer

Click on Next' buwtton to continue with the installation process

i

Chitp:ianszun, comisofhuare/productsmolemanager)

Q Previaus |

£.3 it |

10
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4. Read the License Agreement and to continue with installation select “I accept the terms
of this license Agreement” and click [Next]

@8 Installation of Sun Role Manager o im] |

U Please read the following license agreement carefully:

Zun Microsystems, Inc. [("3un™) ﬂ
SOFTWARE LICENSE AGREEMENT

READ THE TERMS OF THIS AGREEMENT ("AGREEMENT™) CAREFULLY EEFORE
OPENING SOFTWARE MEDIA PACKAGE. EY OPENING SOFTWARE MEDIL

PACEAGE, ¥OU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCESSING SOFTWARE ELECTRONICALLY, INDICATE TOUR ACCEPTANCE OF
THESE TERMS EY SELECTING THE "ACCEPT" (OR EQUIVALENT) EBUTTOM AT
THE END OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
TERMS, PROMPTLY RETURN THE UNUSED SOFTWARE TO TOUR PLACE OF
PURCHASE FOR A REFUND OR, IF SOFTWARE IS ACCESSED

ELECTRONICALLY, SELECT THE "DECLINE" (OR "EXIT") BUTTON AT THE

END OF THIS AGREEMENT. IF YOU HAVE SEPARATELY AGREED TO LICENSE
TERMS ("MASTER TERMS") FOR TOUR LICENSE TO THIS SOFTWARE, THEM
SECTICNS 1-6 OF THIS AGREEMENT ("SUPPLEMENTAL LICENSE TERMS"

SHALL SUPPLEMENT AND SUPERSEDE THE MASTER TERMS IN RELATION TO
THIS SOFTWARE. =l

* 1 accept the terms of this license agreement,

" 1donot accept the kerms of this license agreement. %

Chitp o, sun. comfzothuaresproductsirolemanagern

@Previous | :

5. Replace the displayed installation path with the location where you want Sun Role
Manager to be installed and click [Next]. The installation path will be referred as
$RBACX_HOME

&% Installation of Sun Role Manager o ] 34

[/ Browse... |

(hitp ffvwnw.sun. comfzothuare/productsfrolemanagen

@Previous | : @Quit |

11
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6. Select “Apache Tomcat 5.5” as the application server and click [Next]

@8 Installation of Sun Role Manager o ] 4|

Please select an Application Server, Apache Tomcat 5.5 is the default application server
and will be installed during this installation. IF you want o use an existing application
server, please choose the 'Other Application Server' option:

{* Apache Tomcat 5.5

{~ Other Application Server

(hitp:fvwnsun. comfzothvaresproductsfrolemanager)

Q Previous |

7. Change the connection port if you want it other than 8080(default) .Click [Next]

@ Installation of Sun Role Manager -0 x|

HTTF{1.1 Connector Port {Tomeat) : IBUSD

(hitp o sun.com/fzofhuarefproductsfralemanagen

() Previous | €3 Guit |

12
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8. Next you'll see the components that the Installer will install on the machine. Click [Next]

ot vaau - Installation of RBACX j o [m] o5

}3 Select the packs you wank to install:

‘t Q Moke: greved out packs are required.
i F RELS 34.3MB
¥ Tomcat 5.5 18.36 MB
[F RBACx Core 54,13 MB

- Description
3 Total space Required: 106.79 ME
Available space: =2 GB
(Vaau - http:ivwewvaau.comi)

O Previaus g Quit |

9. Select an Index Database

Microsoft SQL Server
Oracle

IBM DB2

MySQL

ooop

13
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Microsoft SQL Server

Select ‘Microsoft SQL Server’ and click [Next]

Role Manager

@8 Installation of Sun Role Manager

Please select a Database
{+ Microsoft SOL Server

" Oracle
" DBZ
 MysOL

5

=10l

thitp:fwnn sun.comfzothwareproductsirolamanager)

() Previous |

(.9 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

&% Installation of Sun Role Manager

[vj Select the location of database driver jar files:

=101 x|

IC 4 SRM_Driversimssglijbds-1.2. jar

(http fewzun. comizothvaredproductsirolemanagen

QPrevious | QNext | @Quit |

14
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Enter Database Username/Password to connect to the database. Click [Next]

&8 Installation of Sun Role Manager & =]

Entet the information for MSS0L DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1433
Database User Mame @ I

Database Password @ I

s

Chitp:fvwan.zun. comfzothwareproductsralemanager)

g Previous |

Oracle

Select ‘Oracle’ and click [Next]

&% Installation of Sun Role Manager o ] 34

Please select a Database
" Microsoft SQL Server

i DB2

 MySQL

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |

15
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager o ] |

Q Select the location of database driver jar Files:
IC:'l,SRM_Drivers'l,ojdbcl4.jar @ Browse, .. |

thitp:fwnn sun.comfzothwareproductsirolamanager)
() Previous | (3 Mext I (.9 Quit |

Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

&8 Installation of Sun Role Manager & =]

Enter the information for ORACLE DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1521
Database User Mame I

Database Password @ I

THS Name i I

Chitp:fvwan.zun. comfzothwareproductsralemanager) [}S

QPrevious | @Quit |

16
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IBM DB2

Select ‘DB2' and click [Next]

]

Please select a Database
£ Microsoft SQL Server

" Oracle
e

(Waau - http My vaau.comf)
(3 Previous | £ Next I €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

¥ Installation of Sun Role Manager o ] |

@ Select the location of database driver jar Files:

IC:'|,SRM_Drivers'l,db2jcc_|icense_cu.jar,'C:'|,SRM_Drivers'|,db2jcc.jar B Browse, .. |

s

Chitp i zun. comizathuare/productsirolamanagen)
() Previous | (£ Mt I (.3 Guit |

17
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Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] 4|

Enter the information for DEZ DATABASE

Database Server Mame IIocthost
Database Pork Mumber ISDDDD
Database User Mame @ I

Database Password : I

Database Mame B I

Q Previaus |

Chitp ffwanmyzun. comdsothaare/productsirolemanagen)

.9 Quit |

MySQL
Select ‘MySQL’ and click [Next]

&8 Installation of Sun Role Manager & =]

Please select a Database
" Microsoft SQL Server

" Oracle

" DBZ

Chitp:fvwan.zun. comfzothwareproductsralemanager)

QPrevious | QNext I @Quit |

18



<Sun Role Manager

microsystems

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager ) ] 4

@ Select the location of database driver jar Files:

IC:'l,SRM_Dri\rers'l,mysql-connector—java—S. 1.6-hin.jar B Browse, . |

(hitp:fvwnn sun.comfzothware’productsfrolemanager)

() Previous | (3 Next I .9 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] |

Entet the information for MySOL DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |33I36
Database User Mame @ I

Database Password ! I

Default Schema : Irbacx

thitp:fwnn sun.comfzothwareproductsirolamanager)

(.9 Quit |

() Previous |
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10. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]

@8 Installation of Sun Role Manager o] x|

6 Pack installation progress:
Ci\Program Files!Sun Role Managerrbac-#, 1userguidetimages|revokestatdash, png

Sun Role Manager Core

6 Overall installation progress:

33 |

B4l

(hitpfinmnen sun. comssofhmaresproductsolemanager)

() Previous | ) Mt I (.4 Quit |
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11. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

&% Installation of Sun Role Manager o ] 34

Please select the option 'Run Database Scripk During Installation' if you wankt to run
Dakabase Script during installation process. If you want ko run the database scripk
manually after installation, choose 'Manually Run Database Scripk Latet' option

{+ Run Database Script During Installation

(" Manually Run Database Scripk Laker

(hitp:fmnn sun.comfzothwareproductsrolemanager)

) Frevious |

(.4 quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

&% Installation of Sun Role Manager o ] 4

‘ou have choosen to run the database script during installation process. Click on Mext to
cankinue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.9 Quit |

Manually Run Database Script Later

@8 Installation of Sun Role Manager o ] 1

Please select the option 'Run Database Script During Installation' if you wank to run
Database Script during installation pracess, IF you want ko run the database script
manually after installation, choose 'Manually Run Database Scripk Later' option

" Run Databass Scripk During Inskallation

+ Manually Run Database Script Later

(hitp wwnmu zun. comisotimare/productsfrolemanager)

@ Frevious | £ Mext I .9 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

¥ Installation of Sun Role Manager ] |

‘ou have choosen to run the database script manually after installation, The database
script will be copied in db folder. Click on Mext to continue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.3 Quit |

Database scripts required to create Sun Role Manager schema are copied to
$RBACX_HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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12. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a *.xml" extension on your machine and click [Done]

@8 vaau - Installation of RBACK .

@ Installation has complated successfully,

@An uninstaller program has been created in:
C:\Program Files\RBACx|Uninskaller

._-'. Generake an automatic installation script

=10l x

(Waau - hitp:/fwesv vaau.comd)

13. Navigate to $SRBACX_HOME\tomcat55\webapps via the command-line

14. Enter the following commands to create a staging directory and extract the war file into it

NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html

C:\> mkdir rbacx_staging
C:\> cd rbacx_staging

C:\> jar —xvf ../rbacx.war

15. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

16. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity

with Oracle Database Server, copy ojdbc14.jar to the lib folder
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17. Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
18. Copy weka.jar to lib folder
19. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
S
C:\>jar —cvfM ../rbacx.war .
C:\>cd..
C:\> rmdir rbacx_staging /s /q

rbacx.war located at SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

20. Sun Role Manager installation is complete
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Installing on Linux

For Linux environment, it is assumed that a remote database server is being utilized or if
database is available locally, for example Oracle 10g, necessary environment variables such as
$ORACLE_HOME have been mapped to Oracle Installation Directory.

NOTE: ‘rbacxservice’ user should not be associated to any other application either as an OS user
or Database user prior to installation

1. The installer is distributed as a Tarball with .tar.gz extension. Extract the installer using
the command

$ tar —xvzf Installer.tar.gz
A directory named ‘Installer’ is created. Navigate to that directory
$ cd Installer

2. In order to launch the installer, run the installer script, ‘install.sh’, using the following
command

$ ./install.sh

NOTE: If ‘install.sh’ does not have execute permission, the following command grants
‘install.sh’ execute rights

$ chmod g+x install.sh

3. The Installer first checks if JRE exists on the system. If not found, the installer first installs
JRE. If JRE already exists the installer will launch the Sun Role Manager Installation
Welcome Screen. Click [Next]

T

& Welcome to the installation of Sun Role Manager 4.11

';.,,';?The homepage is at: hitp:,/ / www.sun.comy software/ products/rolemanager

(http:/ v sur comfsoftware/productsfralemanagen

[ ©ned || & ouit |
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* Installation of Sun Role Manager = A

_' Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This prograrm will
install Sun Role Manager on your computer

Please ensure that you have downloaded the required database driver jar
files Or1 your corrputer

Click on 'Next' button to continue with the installation process

Thitp g, syn.comy software/ productsfrolemanager)

| (3 Previous |m}Next || €3 Quit |

4. Read the License Agreement and to continue with installation select “| accept the terms
of this license Agreement” and click [Next]

a Installation of Sun Role Manager - X

\) Please read the following license agreement carefully:

Sun Micrasystems, Inc. "Sun"
SOFTWARE LICEMSE ASREEMENT

EEAD THE TERMS OF THIS ACGREEMEMNT (" AGREEMENT") CAREFULLY BEFORE OPEMING
SOFTWARE MEDILA PACKASE. BY OPEMIMG SOFTWARE MEDIA PAZKACE, TOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF vOU ARE ACCESSING SOFTWARE ELECTROMICALLY,
INDICATE TYOUR ACCEPTAMCE OF THESE TERMS BY SELECTING THE "ACZCEPT" (OFR
EQUINWALEMT) BUTTOM AT THE EMD OF THIS ACREEMEMT. IF ¥OU DO NOT AGREE TO
ALL OF THE TERMS, PROMPTLY RETURM THE UMUSED SOFTWARE TO VOUR PLACE OF
PURCHASE FOR A REFUND OF, IF SOFTWARE 15 ACCESSED ELECTROMICALLY, SELECT
THE "DECLIME" (OR "EXIT") EUTTOMN AT THE EMD OF THIZ AGEEEMENT. IF YOU HAYE
SEPARATELY ACGREED TO LICEMSE TERMS "MASTER TERMS") FOR, YOUR LICENZE TO
THIZ S0FTWARE, THEMN SECTIONS 1-6& OF THIS AGREEMENT ("SUPFLEMEMTAL LICEMSE
TERMZ") SHALL SUPPLEMEMT AMD SUPERSEDE THE MASTER TERMS IN RELATION TO

THIS SOFTWARE.
L. Definitions.
() "Entitlerment” means the collective set of applicable documents

authorized by Sun evidencing wour obligation to pay associated fees {if amd far the

Ll

@ | accept the terms of this license agreeru}ent.

) 1 do not accept the terms of this license agreement

thttp: ! v sun corn/ software fproductsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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5. Select path where Sun Role Manager to be installed and click [Next]

Installation of SunRole Manager =

@ Select the installation path:

|,fusr,flocal,fSun Fole Manager,/rbacx-4.1 | @ Browse...

¥

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

6. Select “Apache Tomcat 5.5” as the application server and click [Next].

& Installation of Sun Role Manager —

or

Flease select an Application Server. Apache Tomcat 5.5 is the default
application server and will be installed during this installation. If wau want
10 use an existing application server, please choose the 'Other
Application Server' option:

@ Apache Tomcat 5.5
iy Other Application Server

&

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |
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7. Change the connection port if you want it other than 8080(default) and Click [Next]

& Installation of Sun/Role Manager —

HTTP/1.1 Connector Port (Tomcaty : |8080

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous ||@\Jen || £3 Quit |

8. Next you'll see the components that the Installer will install on your machine.

Click [Next]
Installation of Sun Role Manager -
;3 Select the packs you want to install:
Q Note: greyed out packs are required.
JRE 1.5 34.2 MB
Tomcat 5.5 18.26 MB
Sun Fole Manager Core 5363 MEB
Description
Total space Required: 106.28 ME
Available space: =2 GE
(thttp:f dwewe sun.comysoftware fproducts/rolemanager
| (3 Previous |$ £ Next I | £3 Quit |
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9. Select an Index Database

a. Microsoft SQL Server
b. Oracle
c. IBM DB2
d. MySQL
Microsoft SQL Server

Please select a Datahase
@ Microsoft SQL Server

) Oracle
) DB2
3 MySQL

Role Manager

Installation of SunRole Manager - X

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

Select ‘Microsoft SQL Server’ and click

[Next]
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

‘ Installation of Sun Role Manager _ x|

[= Select the location of database driver jar files:

|fusr/local/SRM_Drivers/jtds-1.2.jar | | [ Erowse...

Thitp:d ooy sun.comy software/products/rolemanagen

| (2 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password to connect to the database. Click [Next]

Vaau - Instail_e;tion of RBACT-_

Enter the infarmation for MSSOL DATABASE

Database Server MName : |Ioca|host |

Database Port Mumber : |1433 |

Database User Name | |

Database Password : |

(Waau - http:/ fwww.vaau.com/)

‘ 3 Previous H € Neser || €3 Quit |
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Oracle

Select ‘Oracle’ and click [Next]

Installation of Sun/Role Manager - X

Flease select a Database
"t Microsoft SQL Server

@ Oracle
r DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of Sun/Role Manager —

[ Select the location of database driver jar files:

|,fusr,flocal,fSRM_Drivers,fnjdbclﬂt.jar | | @Bmwse...

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |
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Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

& Installation of Sun Role Manager — .

Enter the information for ORACLE DAT ABASE

Database Server Name : [localhost |

Database Port Number : [1521 |

Database User Name : | |

Database Password |

TNS Name : |

%

thttp: ! sun.com software /products/rolemanager)

| (3 Previous || 3 Mext || €3 Quit |

IBM DB2

Select ‘DB2’ and click [Next]

& Installation of Sun Role Manager - X

Flease select a Database
"t Microsoft SQL Server

v Oracle
= DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

* Installation of Sun Hole Manager - X

[

|a|;SRM_Drmarsmb2jcc_|icense_cu.jar:;usr;mcausm_Drimers;db2jc4 | [ Browse...

[ Select the location of database driver jar files:

thttp:/ fwwey sun.comfsoftware/products/rolemanager)

| (3 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

Installation of Sun/Role Manager -

Enter the information for DE2 DATABASE

Database Server Name : |I0calhnst |

Database Port Number : [50000 |

Database User Name  : | |

Database Password 2 |

Database MName 2 |

(hittp: oy sun.comysoftware /productsfrolemanager)

| (3 Previous || ) Next || £3 Quit |
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MySQL
Select ‘MySQL’ and click [Next]

& Installation of Sun/Role Manager —

Flease select a Database
7 Microsoft SQL Server

) Oracle
i) DB2
@ MysQL

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of SunRole Manager — X

@ Select the location of database driver jar files:

|,fusr,flocal,fSRMl_Dri\rers,fmvsql—connector—jam—S.1.6—bin.jar | | [ Browse...

[

(http Aoy sun.comgsoftware/productsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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Enter Database Username/Password and Database Name to connect to the database.

Click [Next]

* Installation of Sun/Role Manager —
Enter the infarmation for Mys0L DAT ABASE
Database Server Name : |I0calhost |
Database Port Number : [zz08 |

Database User Name : | |

Database Password |

Default Schema 3 |rbacx

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || 3 Next || £3 Quit |

10. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]
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11. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

* Installation of Sun Role Manager —

o

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i® Run Database Script During Installation
i) Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || £J Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

a Installation of SunRole Manager — X
You hawe choosen to run the database script during installation process.
Click on Mext to continue with the installation
(http Aoy sun.comgsoftware/productsfrolemanager)
| (3 Previous | I%Next | | £3 Quit |
Manually Run Database Script Later
x

Installation of SunRole Manager =

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i) Run Database Script During Installation
® Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || €3 Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

Vaau - Installation of REACx

You hawve choosen to run the database script manually after
installation, The database script will be copied in db folder, Click
oh Mext to continug with the installation

(Vaau - http:/ v vaau.com/)

Database scripts required to create Sun Role Manager schema are copied to
$RBACX _HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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12. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a ‘.xmlI" extension on your machine and click [Done]

‘ Installation of Sun Role Manager - X )

ﬁ Installation has completed successfully.

&% An uninstaller program has been created in:
fusr/local/Sun Role Manager; rbac<-<.1/ Uninstaller

| /' Generate an automatic installation script

(hittp: oy sun.comysoftware /productsfrolemanager)

b

13. Navigate to $SRBACX_HOME/tomcat55/webapps via the command-line

14. Enter the following commands to create a staging directory and extract the war file into it
NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html
$ mkdir rbacx_staging
$ cd rbacx_staging
$ jar —xvf ../rbacx.war

15. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

16. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity
with Oracle Database Server, copy ojdbcl14.jar to the lib folder
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Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
17. Copy weka.jar to lib folder
18. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
$ jar —cvfM ../rbacx.war .
$cd..
$rm -r rbacx_staging

rbacx.war located at $SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

19. Sun Role Manager installation is complete
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Verification of Sun Role Manager Installation

1. Browse to Application Server logs and verify that ‘rbacx.log’ file is created when Sun
Role Manager application is deployed
2. Open this file using a text editor and check logs indicating a successful startup of Sun
Role Manager application
3. Using a web browser, open the following URL
http://<server ip>:<port number>/rbacx

@Sun  Role Manager

Welcome to Sun Role Manager

Please enter your Username and Password Streamline access control processes

Enhance audit effectiveness
Username :

Robust Role Management

P d :
CEEWOI For product support, please visit Sun Support Center

=T

4. Enter the required credentials to log into the client. Click on [OK]

User Name :“rbacxadmin”
Password : “password”
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Chapter 3
Installing Sun Role Manager on WebSphere 6.1

Use the following information and procedure to install Sun Role
Manager for use with the WebSphere Application Server 6.1. This
Chapter contains the following topics

= Before You Begin
» |nstallation Steps

Before You Begin

For installation, you will need to know

= The Login and Password for system administrator account on Database
= WebSphere Administration Login and Password

Installation Steps

Follow these installation and configuration steps

= |Installing Sun Role Manager
= Launching Sun Role Manager
= Verification of Sun Role Manager Installation

Installing Sun Role Manager

For the installation, it's assumed that WebSphere Application Server 6.1 has been installed on
the target system.

Installing on Windows

For the installation, we have assumed that there should be a database server installed either on a
network machine or local machine.
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1. Runinstall.bat to launch the installer
2. Ifis JRE is not installed on the system, the installer will launch the installation of JRE
a. Click [Next] on the Welcome Screen as the installer launches

Installshield Wiz x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, S5E v1.4.0

The InstallSkield® wizard will install Jawa 2 Buntime
Etwviranment, SE +1.4.0 on pour computer. To continue,
click Mext.

< Back Cancel

b. Click [Yes] to accept license agreement

InstallShield Wizard

License Agreement

Flease read the fallowing license agreement carefully.

Fress the PAGE DOWHN key to see the rest of the agreement.

Sun Microsyztems, Inc. Binary Code ﬂ
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT &4WD &Y PROVIDED

SUPPLEMEMTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEMIMG THE SOFT'WARE MEDIA PACKAGE. BY

OPEMING THE SOFT'ARE MEDIA PACKAGE, YOU AGREE TO THE TERMS

OF THIS AGREEMENT. IF¥OU ARE ACCESSIMG THE SOFTWARE

ELECTROMICALLY, IMDICATE YOUR ACCEFTANCE OF THESE TERMS BY

SELECTIMG THE "ACCEFT" BUTTOM AT THE EMD OF THIS AGREEMENT. LI

Do you accept all the terms of the preceding License Agreement? |f you choose No, the
zetup will close. Ta install Java 2 Runtime Enviranment, SE +1. 4.0, you must accept this
agreement.

| stallShield

< Back Yes Ho
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c. Select the destination folder where JRE is to be installed. Click [Next]

Installshield Wizard x|

Choose Destination Location

Select folder where Setup will install files.
(S

o

Setup will ingtall Java 2 Buntime Ervironment, SE «1.4.0in the following folder,

Toimstall to thiz folder, click Mext. Toinztall to & different folder, click, Browse and select
another folder.

C:\Program FileshJ avahjZrel 4.0 Browse... |

|matallShield

" Destination Folder

¢ Back Cancel |

d. The next screen will be for browser registration. Choose appropriate browser and
click [Next] to start the Installation

InstallShield Wizard

Select Browsers

Java [T] Plug-in will be the default Java runtime for the following browser(s):

IV iMicrozoft Intemet Explores

[~ Metscape B

You may change the default in the JavalTr] Plug-in Control
Fanel

Irrztall Shield

< Back | Mest = I Cancel |

e. The installer will quit after JRE has been successfully installed
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3. Sun Role Manager Installer will launch and displays the Welcome Screen. Click [Next]

@ Installation of Sun Role Manager o ] 4 |

E'j wwelcome ko the installation of Sun Role Manager 4,11

3:‘3' The homepage is at: httpf fwwe, sun, comfsoftware/productsirolemanager

Chitp i sun. comizathware/productsfrolemanager)

€3 Quit |

&% Installation of Sun Role Manager o ] 4

_" Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This program will install Sun Role
Manager on your cotnputer

Please ensure that you have downloaded the required database driver jar files on your
computer

Click on Next' buwtton to continue with the installation process

i

Chitp:ianszun, comisofhuare/productsmolemanager)

Q Previaus |

£.3 it |
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4. Read the License Agreement and to continue with installation select “I accept the terms
of this license Agreement” and click [Next]

@8 Installation of Sun Role Manager o im] |

U Please read the following license agreement carefully:

Zun Microsystems, Inc. [("3un™) ﬂ
SOFTWARE LICENSE AGREEMENT

READ THE TERMS OF THIS AGREEMENT ("AGREEMENT™) CAREFULLY EEFORE
OPENING SOFTWARE MEDIA PACKAGE. EY OPENING SOFTWARE MEDIL

PACEAGE, ¥OU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCESSING SOFTWARE ELECTRONICALLY, INDICATE TOUR ACCEPTANCE OF
THESE TERMS EY SELECTING THE "ACCEPT" (OR EQUIVALENT) EBUTTOM AT
THE END OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
TERMS, PROMPTLY RETURN THE UNUSED SOFTWARE TO TOUR PLACE OF
PURCHASE FOR A REFUND OR, IF SOFTWARE IS ACCESSED

ELECTRONICALLY, SELECT THE "DECLINE" (OR "EXIT") BUTTON AT THE

END OF THIS AGREEMENT. IF YOU HAVE SEPARATELY AGREED TO LICENSE
TERMS ("MASTER TERMS") FOR TOUR LICENSE TO THIS SOFTWARE, THEM
SECTICNS 1-6 OF THIS AGREEMENT ("SUPPLEMENTAL LICENSE TERMS"

SHALL SUPPLEMENT AND SUPERSEDE THE MASTER TERMS IN RELATION TO
THIS SOFTWARE. =l

* 1 accept the terms of this license agreement,

" 1donot accept the kerms of this license agreement. %

Chitp o, sun. comfzothuaresproductsirolemanagern

@Previous | :

5. Replace the displayed installation path with the location where you want Sun Role
Manager to be installed and click [Next]. The installation path will be referred as
$RBACX_HOME

&% Installation of Sun Role Manager o ] 34

[/ Browse... |

(hitp ffvwnw.sun. comfzothuare/productsfrolemanagen

@Previous | : @Quit |
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6. Select “Other Application Server” to install Sun Role Manager on WebSphere
Application Server. Click [Next].

@8 Installation of Sun Role Manager o ] |

Flease select an Application Server, Apache Tomcat 5.5 is the default application server
and will be installed during this installation. IF you want to use an existing application
server, please choose the 'Other Application Server' option:

(" fpache Tomecat 5.5

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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7. Nextyou'll see the component(s) that the Installer will install on the machine. Click [Next]

&% Installation of Sun Role Manager o ] 34

‘ ;3 Select the packs you wankt to install:

0" (;? Moke: greyed out packs are required.
[¥  5un Role Manager Core 53,63 MEB

Description
=
Total space Required: [% 53.63 MB
Available space: =2 GB
(hitp:fmnn sun.comfzothwareproductsrolemanager)

Q Previous | E '@ Quit |

8. Select an Index Database

a. Microsoft SQL Server
b. Oracle

c. IBMDB2

d. MySQL
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Microsoft SQL Server

Select ‘Microsoft SQL Server’ and click [Next]

Role Manager

@8 Installation of Sun Role Manager

Please select a Database
{+ Microsoft SOL Server

" Oracle
" DBZ
 MysOL

5

=10l

thitp:fwnn sun.comfzothwareproductsirolamanager)

() Previous |

(.9 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

&% Installation of Sun Role Manager

[vj Select the location of database driver jar files:

=101 x|

IC 4 SRM_Driversimssglijbds-1.2. jar

(http fewzun. comizothvaredproductsirolemanagen

QPrevious | QNext | @Quit |
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Enter Database Username/Password to connect to the database. Click [Next]

&8 Installation of Sun Role Manager & =]

Entet the information for MSS0L DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1433
Database User Mame @ I

Database Password @ I

s

Chitp:fvwan.zun. comfzothwareproductsralemanager)

g Previous |

Oracle

Select ‘Oracle’ and click [Next]

&% Installation of Sun Role Manager o ] 34

Please select a Database
" Microsoft SQL Server

 MySQL

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager o ] |

Q Select the location of database driver jar Files:
IC:'l,SRM_Drivers'l,ojdbcl4.jar @ Browse, .. |

thitp:fwnn sun.comfzothwareproductsirolamanager)
() Previous | (3 Mext I (.9 Quit |

Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

&8 Installation of Sun Role Manager & =]

Enter the information for ORACLE DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1521
Database User Mame I

Database Password @ I

THS Name i I

Chitp:fvwan.zun. comfzothwareproductsralemanager) [}S

QPrevious | @Quit |
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IBM DB2

Select ‘DB2' and click [Next]

]

Please select a Database
£ Microsoft SQL Server

" Oracle
e

(Waau - http My vaau.comf)
(3 Previous | £ Next I €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

¥ Installation of Sun Role Manager o ] |

@ Select the location of database driver jar Files:

IC:'|,SRM_Drivers'l,db2jcc_|icense_cu.jar,'C:'|,SRM_Drivers'|,db2jcc.jar B Browse, .. |

s

Chitp i zun. comizathuare/productsirolamanagen)
() Previous | (£ Mt I (.3 Guit |
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Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] 4|

Enter the information for DEZ DATABASE

Database Server Mame IIocthost
Database Pork Mumber ISDDDD
Database User Mame @ I

Database Password : I

Database Mame B I

Q Previaus |

Chitp ffwanmyzun. comdsothaare/productsirolemanagen)

.9 Quit |

MySQL
Select ‘MySQL’ and click [Next]

&8 Installation of Sun Role Manager & =]

Please select a Database
" Microsoft SQL Server

" Oracle

" DBZ

Chitp:fvwan.zun. comfzothwareproductsralemanager)

QPrevious | QNext I @Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager ) ] 4

@ Select the location of database driver jar Files:

IC:'l,SRM_Dri\rers'l,mysql-connector—java—S. 1.6-hin.jar B Browse, . |

(hitp:fvwnn sun.comfzothware’productsfrolemanager)

() Previous | (3 Next I .9 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] |

Entet the information for MySOL DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |33I36
Database User Mame @ I

Database Password ! I

Default Schema : Irbacx

thitp:fwnn sun.comfzothwareproductsirolamanager)

(.9 Quit |

() Previous |
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9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]

@8 Installation of Sun Role Manager o] x|

6 Pack installation progress:
Ci\Program Files!Sun Role Managerrbac-#, 1userguidetimages|revokestatdash, png

Sun Role Manager Core

6 Overall installation progress:

33 |

B4l

(hitpfinmnen sun. comssofhmaresproductsolemanager)

() Previous | ) Mt I (.4 Quit |
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

&% Installation of Sun Role Manager o ] 34

Please select the option 'Run Database Scripk During Installation' if you wankt to run
Dakabase Script during installation process. If you want ko run the database scripk
manually after installation, choose 'Manually Run Database Scripk Latet' option

{+ Run Database Script During Installation

(" Manually Run Database Scripk Laker

(hitp:fmnn sun.comfzothwareproductsrolemanager)

) Frevious |

(.4 quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

&% Installation of Sun Role Manager o ] 4

‘ou have choosen to run the database script during installation process. Click on Mext to
cankinue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.9 Quit |

Manually Run Database Script Later

@8 Installation of Sun Role Manager o ] 1

Please select the option 'Run Database Script During Installation' if you wank to run
Database Script during installation pracess, IF you want ko run the database script
manually after installation, choose 'Manually Run Database Scripk Later' option

" Run Databass Scripk During Inskallation

+ Manually Run Database Script Later

(hitp wwnmu zun. comisotimare/productsfrolemanager)

@ Frevious | £ Mext I .9 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

¥ Installation of Sun Role Manager ] |

‘ou have choosen to run the database script manually after installation, The database
script will be copied in db folder. Click on Mext to continue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.3 Quit |

Database scripts required to create Sun Role Manager schema are copied to
$RBACX_HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a *.xml" extension on your machine and click [Done]

@8 vaau - Installation of RBACK .

@ Installation has complated successfully,

@An uninstaller program has been created in:
C:\Program Files\RBACx|Uninskaller

._-'. Generake an automatic installation script

=10l x

(Waau - hitp:/fwesv vaau.comd)

12. Navigate to $SRBACX_HOME\tomcat55\webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it

NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html

C:\> mkdir rbacx_staging
C:\> cd rbacx_staging

C:\> jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity

with Oracle Database Server, copy ojdbc14.jar to the lib folder
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16. Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
17. Copy weka.jar to lib folder
18. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
S
C:\>jar —cvfM ../rbacx.war .
C:\>cd..
C:\> rmdir rbacx_staging /s /q

rbacx.war located at SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

19. Sun Role Manager installation is complete
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Installing on Linux

For Linux environment, it is assumed that a remote database server is being utilized or if
database is available locally, for example Oracle 10g, necessary environment variables such as
$ORACLE_HOME have been mapped to Oracle Installation Directory.

NOTE: ‘rbacxservice’ user should not be associated to any other application either as an OS user
or Database user prior to installation

1. The installer is distributed as a Tarball with .tar.gz extension. Extract the installer using
the command

$ tar —xvzf Installer.tar.gz
A directory named ‘Installer’ is created. Navigate to that directory
$ cd Installer

2. In order to launch the installer, run the installer script, ‘install.sh’, using the following
command

$ Jinstall.sh

NOTE: If ‘install.sh’ does not have execute permission, the following command grants
‘install.sh’ execute rights

$ chmod g+x install.sh

3. The Installer first checks if JRE exists on the system. If not found, the installer first installs
JRE. If JRE already exists the installer will launch the Sun Role Manager Installation
Welcome Screen. Click [Next]

P ]

¥ Welcome to the installation of Sun Role Manager 4.1!

i.r The homepage is at: hup:/ /www.sun.com; software/ products/rolemanager

(httpe v syn.comfsoftware  products frolemanagen

[ Oned || @ ouit |
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* Installation of Sun Role Manager = A

_' Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This prograrm will
install Sun Role Manager on your computer

Please ensure that you have downloaded the required database driver jar
files Or1 your corrputer

Click on 'Next' button to continue with the installation process

Thitp g, syn.comy software/ productsfrolemanager)

| (3 Previous |m}Next || €3 Quit |

4. Read the License Agreement and to continue with installation select “| accept the terms
of this license Agreement” and click [Next]

a Installation of Sun Role Manager - X

\) Please read the following license agreement carefully:

Sun Micrasystems, Inc. "Sun"
SOFTWARE LICEMSE ASREEMENT

EEAD THE TERMS OF THIS ACGREEMEMNT (" AGREEMENT") CAREFULLY BEFORE OPEMING
SOFTWARE MEDILA PACKASE. BY OPEMIMG SOFTWARE MEDIA PAZKACE, TOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF vOU ARE ACCESSING SOFTWARE ELECTROMICALLY,
INDICATE TYOUR ACCEPTAMCE OF THESE TERMS BY SELECTING THE "ACZCEPT" (OFR
EQUINWALEMT) BUTTOM AT THE EMD OF THIS ACREEMEMT. IF ¥OU DO NOT AGREE TO
ALL OF THE TERMS, PROMPTLY RETURM THE UMUSED SOFTWARE TO VOUR PLACE OF
PURCHASE FOR A REFUND OF, IF SOFTWARE 15 ACCESSED ELECTROMICALLY, SELECT
THE "DECLIME" (OR "EXIT") EUTTOMN AT THE EMD OF THIZ AGEEEMENT. IF YOU HAYE
SEPARATELY ACGREED TO LICEMSE TERMS "MASTER TERMS") FOR, YOUR LICENZE TO
THIZ S0FTWARE, THEMN SECTIONS 1-6& OF THIS AGREEMENT ("SUPFLEMEMTAL LICEMSE
TERMZ") SHALL SUPPLEMEMT AMD SUPERSEDE THE MASTER TERMS IN RELATION TO

THIS SOFTWARE.
L. Definitions.
() "Entitlerment” means the collective set of applicable documents

authorized by Sun evidencing wour obligation to pay associated fees {if amd far the

Ll

@ | accept the terms of this license agreeru}ent.

) 1 do not accept the terms of this license agreement

thttp: ! v sun corn/ software fproductsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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5. Select path where Sun Role Manager to be installed and click [Next]

Installation of SunRole Manager =

@ Select the installation path:

|,fusr,flocal,fSun Fole Manager,/rbacx-4.1 | @ Browse...

¥

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

6. Select “Other Application Server” to install on WebSphere Application Server. Click
[Next]

& Installation of Sun Role Manager —

or

Flease select an Application Server. Apache Tomcat 5.5 is the default
application server and will be installed during this installation. If wau want
10 use an existing application server, please choose the 'Other
Application Server' option:

7 Apache Tomcat 5.5
i@ Other Application Server

&

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |
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7. Next you'll see the components that the Installer will install on your machine.
Click [Next]

& Installation of SunRole Manager - X
}3 Select the packs you want to install:
Q Note: greyed out packs are required.
Sun Rale Manager Caore 5363 ME
Description
Total space Required: 53.63 ME
Available space: D =2 GB
(http ey sun.comfsoftware/products frolemanager)
| (3 Previous | | 3 Mext | | €3 Quit |
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8. Select an Index Database

a. Microsoft SQL Server
b. Oracle
c. IBM DB2
d. MySQL
Microsoft SQL Server

Installation of SunRole Manager - X

Please select a Datahase
@ Microsoft SQL Server

) Oracle
) DB2
3 MySQL

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

Select ‘Microsoft SQL Server’ and click [Next]
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

‘ Installation of Sun Role Manager _ x|

[= Select the location of database driver jar files:

|fusr/local/SRM_Drivers/jtds-1.2.jar | | [ Erowse...

Thitp:d ooy sun.comy software/products/rolemanagen

| (2 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password to connect to the database. Click [Next]

Vaau - Instail_e;tion of RBACT-_

Enter the infarmation for MSSOL DATABASE

Database Server MName : |Ioca|host |

Database Port Mumber : |1433 |

Database User Name | |

Database Password : |

(Waau - http:/ fwww.vaau.com/)

‘ 3 Previous H € Neser || €3 Quit |
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Oracle

Select ‘Oracle’ and click [Next]

Installation of Sun/Role Manager - X

Flease select a Database
"t Microsoft SQL Server

@ Oracle
r DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of Sun/Role Manager —

[ Select the location of database driver jar files:

|,fusr,flocal,fSRM_Drivers,fnjdbclﬂt.jar | | @Bmwse...

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |
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Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

& Installation of Sun Role Manager — .

Enter the information for ORACLE DAT ABASE

Database Server Name : [localhost |

Database Port Number : [1521 |

Database User Name : | |

Database Password |

TNS Name : |

%

thttp: ! sun.com software /products/rolemanager)

| (3 Previous || 3 Mext || €3 Quit |

IBM DB2

Select ‘DB2’ and click [Next]

& Installation of Sun Role Manager - X

Flease select a Database
"t Microsoft SQL Server

v Oracle
= DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

* Installation of Sun Hole Manager - X

[

|a|;SRM_Drmarsmb2jcc_|icense_cu.jar:;usr;mcausm_Drimers;db2jc4 | [ Browse...

[ Select the location of database driver jar files:

thttp:/ fwwey sun.comfsoftware/products/rolemanager)

| (3 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

Installation of Sun/Role Manager -

Enter the information for DE2 DATABASE

Database Server Name : |I0calhnst |

Database Port Number : [50000 |

Database User Name  : | |

Database Password 2 |

Database MName 2 |

(hittp: oy sun.comysoftware /productsfrolemanager)

| (3 Previous || ) Next || £3 Quit |
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MySQL
Select ‘MySQL’ and click [Next]

& Installation of Sun/Role Manager —

Flease select a Database
7 Microsoft SQL Server

) Oracle
i) DB2
@ MysQL

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of SunRole Manager — X

@ Select the location of database driver jar files:

|,fusr,flocal,fSRMl_Dri\rers,fmvsql—connector—jam—S.1.6—bin.jar | | [ Browse...

[

(http Aoy sun.comgsoftware/productsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |

71



<Sun Role Manager

microsystems

Enter Database Username/Password and Database Name to connect to the database.

Click [Next]

* Installation of Sun/Role Manager —
Enter the infarmation for Mys0L DAT ABASE
Database Server Name : |I0calhost |
Database Port Number : [zz08 |

Database User Name : | |

Database Password |

Default Schema 3 |rbacx

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || 3 Next || £3 Quit |

9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

* Installation of Sun Role Manager —

o

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i® Run Database Script During Installation
i) Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || £J Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

a Installation of SunRole Manager — X
You hawe choosen to run the database script during installation process.
Click on Mext to continue with the installation
(http Aoy sun.comgsoftware/productsfrolemanager)
| (3 Previous | I%Next | | £3 Quit |
Manually Run Database Script Later
x

Installation of SunRole Manager =

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i) Run Database Script During Installation
® Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || €3 Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

Vaau - Installation of REACx

You hawve choosen to run the database script manually after
installation, The database script will be copied in db folder, Click
oh Mext to continug with the installation

(Vaau - http:/ v vaau.com/)

Database scripts required to create Sun Role Manager schema are copied to
$RBACX _HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a ‘.xmlI" extension on your machine and click [Done]

‘ Installation of Sun Role Manager - X )

ﬁ Installation has completed successfully.

&% An uninstaller program has been created in:
fusr/local/Sun Role Manager; rbac<-<.1/ Uninstaller

| /' Generate an automatic installation script

(hittp: oy sun.comysoftware /productsfrolemanager)

b

12. Navigate to $SRBACX_HOME/tomcat55/webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it
NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html
$ mkdir rbacx_staging
$ cd rbacx_staging
$ jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity
with Oracle Database Server, copy ojdbcl14.jar to the lib folder
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Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
16. Copy weka.jar to lib folder
17. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
$ jar —cvfM ../rbacx.war .
$cd..
$rm -r rbacx_staging

rbacx.war located at $SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

18. Sun Role Manager installation is complete
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Deploying Sun Role Manager on WebSphere

Follow the steps below to deploy Sun Role Manager application on WebSphere —

1. Log into Websphere Administrative Console —
Open Internet Browser window and enter following link:

“http ://<server ip> :< port number>/ibm/console/”

2. Enter credentials to login

Integrated Solutions Console

Welcome, enter your information.
Uzer ID:

|
Login

Mote: After some time of inactivity, the system will log you out autornatically and ask wou to log in again,

3. Select Application > Install New Application from the left panel

Enterprise Applications

Preparing for the application installation

Specfy the EAR, WAR, JAR, or SAR module to upload and install,

Path to the new application

V=

' Local file sustarmn

I Browse... |

= Rermote file systern
Full path
|.I"root-"Desktop.n"rbac>c.war

Browse...

Context root
|rbacx

Used only for standalone Web modules (iwar files) and SIP rodules [ sar files)
Howr do you want to install the application?

= Prompt me only when additional information is required.

' Show e all installatian options and pararneters,

MNext Cancel
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a. If the rbacx.war file is located on the system enter its complete path under Local
File System else if the file is present on a remote machine specify the path for
Remote File system

b. Enter “rbacx” as context root

c. Click [Next]

4. Configure the “Stepl: Provide options to perform the installation” page following the steps
outlined below

a. If you want to install the application to a different location other than the default
location, enter the path to install the application in the Directory to Install
Application field. For example:

/lopt/IBM/Websphere/AppServer/installedApps/Hostname

b. Ensure the following options are selected

= Distribute application
= Use hinary configuration
= Enable class reloading

c. Enter the name of the application in Application Name field. Default application
name is set to ‘rbacx’

d. Click [Next]
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Install Mew Application
Install Hew Application =

Specify options for installing enterprize applications and rmodules.

—3 Step 1: Select Select installation options
installation options

Specify the various options that are available to prepare and install your application,
ep 2 Map

r Precompile JavaServer Pages files

Directary to install application

= Distribute application
p Use Binary Configuration

r Deploy enterprize beans

Application narme
|rbac><

I_ Create MBeans for resources

7 Enable class reloading

Reload interval in seconds

r Deploy wWeb services
Walidate Input offfwarn/fail

r Process embedded configuration

File Permission

Allow all files to be read but not written to -
Allow executables to execute
Allow HTML and image files to be read by everyone =

Set file parmizzions

|.*\.d||=755#.*\..SD=755#.*\.a=755#.*\..s|=?55

Application Build IC
|Unknown

r Allow dispatching includes to remote resaurces

r Allow servicing includes from remote resources

Mext Cancel
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5. Verify in “Step 2: Map modules to servers” is mapping Sun Role Manager application to
appropriate virtual host. Click [Next]

Install Mew Application

Install New Application

=3 Step 2: Map
modules to servers

Previous MNext |

Specify options for installing enterprise applications and modules,

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install the rmodules that are
contained in your application. Madules can be installed on the same application server or dispersed among several
application servers, Alsa, specify the Web servers as targets that serve as routers for requests to this application. The
plug-in configuration file (plugin-cfg.=ml) for each Web server iz generated, based on the applications that are routed

thraugh

Clusters and Servers:

webSphere:cell=RHEL4-vrmMNode01Cell.node=RHEL4-vrnHode0l, server=serverl | Apply

Select| Module | URI Server
r Vaau rbacs, war, WEB-INFf web, xml WebSphere:cell=RHEL4-vmMNode01Cell,node=RHEL4-vmMNode0l,server=sarverl
REBAC:
Cancel |

6. Review the summary and click [Finish]

Install New Application

Previous

Finish

Summary

Surmmary of installation options

Options Waluas
Precormpile JavaServer Pages files Mo
Directory to install application

Distribute application Yes
Usze Binary Configuration e
Deploy enterprise beans Mo
Application nare rbacx
Create MBeans for resourcas Mo
Enable class reloading Yas
Reload interval in seconds

Deploy web services Mo
Walidate Input offfwarn/fail Warn
Process ermnbedded configuration Mo

File Parmission

L dI=7554, %, s0=735#. %, a=735#, M. sl=705

Application Build ID Unknaown
Allow dizpatching includes to remote resources | Mo
Allow servicing includes fraom rernote resources | Mo

Cancel
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After WebSphere has completed installing Sun Role Manager, click [Save to Master
Configuration] to save the configuration. Click [Save], and then wait for the page to
clear.

Installing...

Iif there are enterprise beans in the application, the EJB deploy it process can take several minutes, Please do not save the configuration until the process completes.
(Check the SystemCut log on the Deployment Manager or server where the application is deployed for specific information about the EJB deployment process as it occurs,

IO AS01 Bl Installation of rhacx started

IDMAS0ETE Resource validation for application rbacx completed successully.

D505 Application and maodule versions are validated with versions of deployment targets.

ISDM&S00SE The spplication rhac is configured in the WebSphere Application Server repositary.

DM AS053]: The library references for the installed optional package are crested.

O AS00S] The application rbacx is configured in the WebhSphere SApplication Server repository.

O AS001]: The application binaries are saved in foptiBMANVehSphere/dppServerforofilesiApp Syl tempia26687 51 varkspaceicells/RHELS-vmModel1 Cellfapplicationsirbacx earirhacy ear
O AS00S] The application rbacx is configured in the WebhSphere SApplication Server repository.

[SECJ04001: Successtuly updated the application rbacx with the appContexdiDF orSecurity information.

ILOM 50111 The cleanup of the temp directory for application rbac is complete.

WDhALE01 31 Application rbacy installed successtully.

Application rbacx installed successfully,

[To start the application, first save changes to the master configuration

Changes have been made to your local configuration. You can:
* Save directly to the master configuration,

* Review changes before saving or discarding.

[To wwork with installed applications, click the "Manage Applications" button.

Manage Applications

Select rbacx from the Enterprise Applications window and start services by clicking
[Start]

Hse Applications W=

Enterprise Applications
Use thiz page to manage installed applications. A single application can be deployed onto multiple servers,

Preferences

Start | Stop Install Uninstall Update Rallout Update Remove File | Export | Export DDL

Selact Harne 2 Application Status g
| Cefaultépplication 3

r ivtAnp 3

|_ uer D

r thaex ®

Total 4
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9. Sun Role Manager deployment on WebSphere is complete

Verification of Sun Role Manager Installation

1. Browse to Application Server logs and verify that ‘rbacx.log’ file is created when Sun
Role Manager application is deployed
2. Open this file using a text editor and check logs indicating a successful startup of Sun
Role Manager application
3. Using a web browser, open the following URL
http://<server ip>:<port number>/rbacx

@Sun  Role Manager

Welcome to Sun Role Manager

Please enter your Username and Password Streamline access control processes

Enhance audit effectiveness
Username :

Robust Role Management

P; jord :
RSO For product support, please visit Sun Support Center

=T

4. Enter the required credentials to log into the client. Click on [OK]

User Name :“rbacxadmin”
Password : “password”
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Chapter 4
Installing Sun Role Manager on WebLogic 10

Use the following information and procedure to install Sun Role
Manager for use with the WebLogic 10. This Chapter contains the
following topics

= Before You Begin
» |nstallation Steps

Before You Begin

For installation, you will need to know

= The Login and Password for system administrator account on Database
= WebLogic Administration Login and Password

Installation Steps

Follow these installation and configuration steps
= |Installing Sun Role Manager

= Launching Sun Role Manager
= Verification of Sun Role Manager Installation

Installing Sun Role Manager

For the installation, it's assumed that BEA WebLogic application server has been installed on the
target system with a user-defined domain defined. The user-defined domain assumed in this
guide is called app_domain.

Installing on Windows

For the installation, we have assumed that there should be a database server installed either on a
network machine or local machine.

84



S
W Sun Role Manager

microsystems

1. Runinstall.bat to launch the installer
2. Ifis JRE is not installed on the system, the installer will launch the installation of JRE
a. Click [Next] on the Welcome Screen as the installer launches

Installshield Wiz x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, S5E v1.4.0

The InstallSkield® wizard will install Jawa 2 Buntime
Etwviranment, SE +1.4.0 on pour computer. To continue,
click Mext.

< Back Cancel

b. Click [Yes] to accept license agreement

InstallShield Wizard

License Agreement

Flease read the fallowing license agreement carefully.

Fress the PAGE DOWHN key to see the rest of the agreement.

Sun Microsyztems, Inc. Binary Code ﬂ
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT &4WD &Y PROVIDED

SUPPLEMEMTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEMIMG THE SOFT'WARE MEDIA PACKAGE. BY

OPEMING THE SOFT'ARE MEDIA PACKAGE, YOU AGREE TO THE TERMS

OF THIS AGREEMENT. IF¥OU ARE ACCESSIMG THE SOFTWARE

ELECTROMICALLY, IMDICATE YOUR ACCEFTANCE OF THESE TERMS BY

SELECTIMG THE "ACCEFT" BUTTOM AT THE EMD OF THIS AGREEMENT. LI

Do you accept all the terms of the preceding License Agreement? |f you choose No, the
zetup will close. Ta install Java 2 Runtime Enviranment, SE +1. 4.0, you must accept this
agreement.

| stallShield

< Back Yes Ho
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c. Select the destination folder where JRE is to be installed. Click [Next]

Installshield Wizard x|

Choose Destination Location

Select folder where Setup will install files.
(S

o

Setup will ingtall Java 2 Buntime Ervironment, SE «1.4.0in the following folder,

Toimstall to thiz folder, click Mext. Toinztall to & different folder, click, Browse and select
another folder.

C:\Program FileshJ avahjZrel 4.0 Browse... |

|matallShield

" Destination Folder

¢ Back Cancel |

d. The next screen will be for browser registration. Choose appropriate browser and
click [Next] to start the Installation

InstallShield Wizard

Select Browsers

Java [T] Plug-in will be the default Java runtime for the following browser(s):

IV iMicrozoft Intemet Explores

[~ Metscape B

You may change the default in the JavalTr] Plug-in Control
Fanel

Irrztall Shield

< Back | Mest = I Cancel |

e. The installer will quit after JRE has been successfully installed
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3. Sun Role Manager Installer will launch and displays the Welcome Screen. Click [Next]

@ Installation of Sun Role Manager o ] 4 |

E'j wwelcome ko the installation of Sun Role Manager 4,11

3:‘3' The homepage is at: httpf fwwe, sun, comfsoftware/productsirolemanager

Chitp i sun. comizathware/productsfrolemanager)

€3 Quit |

&% Installation of Sun Role Manager o ] 4

_" Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This program will install Sun Role
Manager on your cotnputer

Please ensure that you have downloaded the required database driver jar files on your
computer

Click on Next' buwtton to continue with the installation process

i

Chitp:ianszun, comisofhuare/productsmolemanager)

Q Previaus |

£.3 it |
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4. Read the License Agreement and to continue with installation select “I accept the terms
of this license Agreement” and click [Next]

@8 Installation of Sun Role Manager o im] |

U Please read the following license agreement carefully:

Zun Microsystems, Inc. [("3un™) ﬂ
SOFTWARE LICENSE AGREEMENT

READ THE TERMS OF THIS AGREEMENT ("AGREEMENT™) CAREFULLY EEFORE
OPENING SOFTWARE MEDIA PACKAGE. EY OPENING SOFTWARE MEDIL

PACEAGE, ¥OU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCESSING SOFTWARE ELECTRONICALLY, INDICATE TOUR ACCEPTANCE OF
THESE TERMS EY SELECTING THE "ACCEPT" (OR EQUIVALENT) EBUTTOM AT
THE END OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
TERMS, PROMPTLY RETURN THE UNUSED SOFTWARE TO TOUR PLACE OF
PURCHASE FOR A REFUND OR, IF SOFTWARE IS ACCESSED

ELECTRONICALLY, SELECT THE "DECLINE" (OR "EXIT") BUTTON AT THE

END OF THIS AGREEMENT. IF YOU HAVE SEPARATELY AGREED TO LICENSE
TERMS ("MASTER TERMS") FOR TOUR LICENSE TO THIS SOFTWARE, THEM
SECTICNS 1-6 OF THIS AGREEMENT ("SUPPLEMENTAL LICENSE TERMS"

SHALL SUPPLEMENT AND SUPERSEDE THE MASTER TERMS IN RELATION TO
THIS SOFTWARE. =l

* 1 accept the terms of this license agreement,

" 1donot accept the kerms of this license agreement. %

Chitp o, sun. comfzothuaresproductsirolemanagern

@Previous | :

5. Replace the displayed installation path with the location where you want Sun Role
Manager to be installed and click [Next]. The installation path will be referred as
$RBACX_HOME

&% Installation of Sun Role Manager o ] 34

[/ Browse... |

(hitp ffvwnw.sun. comfzothuare/productsfrolemanagen

@Previous | : @Quit |
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6. Select “Other Application Server” to install Sun Role Manager on WebSphere
Application Server. Click [Next].

@8 Installation of Sun Role Manager o ] |

Flease select an Application Server, Apache Tomcat 5.5 is the default application server
and will be installed during this installation. IF you want to use an existing application
server, please choose the 'Other Application Server' option:

(" fpache Tomecat 5.5

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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7. Nextyou'll see the component(s) that the Installer will install on the machine. Click [Next]

&% Installation of Sun Role Manager o ] 34

‘ ;3 Select the packs you wankt to install:

0" (;? Moke: greyed out packs are required.
[¥  5un Role Manager Core 53,63 MEB

Description
=
Total space Required: [% 53.63 MB
Available space: =2 GB
(hitp:fmnn sun.comfzothwareproductsrolemanager)

Q Previous | E '@ Quit |

8. Select an Index Database

a. Microsoft SQL Server
b. Oracle

c. IBMDB2

d. MySQL
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Microsoft SQL Server

Select ‘Microsoft SQL Server’ and click [Next]

Role Manager

@8 Installation of Sun Role Manager

Please select a Database
{+ Microsoft SOL Server

" Oracle
" DBZ
 MysOL

5

=10l

thitp:fwnn sun.comfzothwareproductsirolamanager)

() Previous |

(.9 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

&% Installation of Sun Role Manager

[vj Select the location of database driver jar files:

=101 x|

IC 4 SRM_Driversimssglijbds-1.2. jar

(http fewzun. comizothvaredproductsirolemanagen

QPrevious | QNext | @Quit |
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Enter Database Username/Password to connect to the database. Click [Next]

&8 Installation of Sun Role Manager & =]

Entet the information for MSS0L DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1433
Database User Mame @ I

Database Password @ I

s

Chitp:fvwan.zun. comfzothwareproductsralemanager)

g Previous |

Oracle

Select ‘Oracle’ and click [Next]

&% Installation of Sun Role Manager o ] 34

Please select a Database
" Microsoft SQL Server

 MySQL

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager o ] |

Q Select the location of database driver jar Files:
IC:'l,SRM_Drivers'l,ojdbcl4.jar @ Browse, .. |

thitp:fwnn sun.comfzothwareproductsirolamanager)
() Previous | (3 Mext I (.9 Quit |

Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

&8 Installation of Sun Role Manager & =]

Enter the information for ORACLE DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1521
Database User Mame I

Database Password @ I

THS Name i I

Chitp:fvwan.zun. comfzothwareproductsralemanager) [}S

QPrevious | @Quit |
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IBM DB2

Select ‘DB2' and click [Next]

]

Please select a Database
£ Microsoft SQL Server

" Oracle
e

(Waau - http My vaau.comf)
(3 Previous | £ Next I €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

¥ Installation of Sun Role Manager o ] |

@ Select the location of database driver jar Files:

IC:'|,SRM_Drivers'l,db2jcc_|icense_cu.jar,'C:'|,SRM_Drivers'|,db2jcc.jar B Browse, .. |

s

Chitp i zun. comizathuare/productsirolamanagen)
() Previous | (£ Mt I (.3 Guit |

94




<Sun Role Manager

microsystems

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] 4|

Enter the information for DEZ DATABASE

Database Server Mame IIocthost
Database Pork Mumber ISDDDD
Database User Mame @ I

Database Password : I

Database Mame B I

Q Previaus |

Chitp ffwanmyzun. comdsothaare/productsirolemanagen)

.9 Quit |

MySQL
Select ‘MySQL’ and click [Next]

&8 Installation of Sun Role Manager & =]

Please select a Database
" Microsoft SQL Server

" Oracle

" DBZ

Chitp:fvwan.zun. comfzothwareproductsralemanager)

QPrevious | QNext I @Quit |

95



<Sun Role Manager

microsystems

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager ) ] 4

@ Select the location of database driver jar Files:

IC:'l,SRM_Dri\rers'l,mysql-connector—java—S. 1.6-hin.jar B Browse, . |

(hitp:fvwnn sun.comfzothware’productsfrolemanager)

() Previous | (3 Next I .9 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] |

Entet the information for MySOL DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |33I36
Database User Mame @ I

Database Password ! I

Default Schema : Irbacx

thitp:fwnn sun.comfzothwareproductsirolamanager)

(.9 Quit |

() Previous |
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9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]

@8 Installation of Sun Role Manager o] x|

6 Pack installation progress:
Ci\Program Files!Sun Role Managerrbac-#, 1userguidetimages|revokestatdash, png

Sun Role Manager Core

6 Overall installation progress:

33 |

B4l

(hitpfinmnen sun. comssofhmaresproductsolemanager)

() Previous | ) Mt I (.4 Quit |
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

&% Installation of Sun Role Manager o ] 34

Please select the option 'Run Database Scripk During Installation' if you wankt to run
Dakabase Script during installation process. If you want ko run the database scripk
manually after installation, choose 'Manually Run Database Scripk Latet' option

{+ Run Database Script During Installation

(" Manually Run Database Scripk Laker

(hitp:fmnn sun.comfzothwareproductsrolemanager)

) Frevious |

(.4 quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

&% Installation of Sun Role Manager o ] 4

‘ou have choosen to run the database script during installation process. Click on Mext to
cankinue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.9 Quit |

Manually Run Database Script Later

@8 Installation of Sun Role Manager o ] 1

Please select the option 'Run Database Script During Installation' if you wank to run
Database Script during installation pracess, IF you want ko run the database script
manually after installation, choose 'Manually Run Database Scripk Later' option

" Run Databass Scripk During Inskallation

+ Manually Run Database Script Later

(hitp wwnmu zun. comisotimare/productsfrolemanager)

@ Frevious | £ Mext I .9 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

¥ Installation of Sun Role Manager ] |

‘ou have choosen to run the database script manually after installation, The database
script will be copied in db folder. Click on Mext to continue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.3 Quit |

Database scripts required to create Sun Role Manager schema are copied to
$RBACX_HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a *.xml" extension on your machine and click [Done]

@8 vaau - Installation of RBACK .

@ Installation has complated successfully,

@An uninstaller program has been created in:
C:\Program Files\RBACx|Uninskaller

._-'. Generake an automatic installation script

=10l x

(Waau - hitp:/fwesv vaau.comd)

12. Navigate to $SRBACX_HOME\tomcat55\webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it

NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html

C:\> mkdir rbacx_staging
C:\> cd rbacx_staging

C:\> jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity

with Oracle Database Server, copy ojdbc14.jar to the lib folder
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16. Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
17. Copy weka.jar to lib folder
18. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
S
C:\>jar —cvfM ../rbacx.war .
C:\>cd..
C:\> rmdir rbacx_staging /s /q

rbacx.war located at SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

19. Sun Role Manager installation is complete

102



S
wSun Role Manager

microsystems

Installing on Linux

For Linux environment, it is assumed that a remote database server is being utilized or if
database is available locally, for example Oracle 10g, necessary environment variables such as
$ORACLE_HOME have been mapped to Oracle Installation Directory.

NOTE: ‘rbacxservice’ user should not be associated to any other application either as an OS user
or Database user prior to installation

1. The installer is distributed as a Tarball with .tar.gz extension. Extract the installer using
the command

$ tar —xvzf Installer.tar.gz
A directory named ‘Installer’ is created. Navigate to that directory
$ cd Installer

2. In order to launch the installer, run the installer script, ‘install.sh’, using the following
command

$ Jinstall.sh

NOTE: If ‘install.sh’ does not have execute permission, the following command grants
‘install.sh’ execute rights

$ chmod g+x install.sh

3. The Installer first checks if JRE exists on the system. If not found, the installer first installs
JRE. If JRE already exists the installer will launch the Sun Role Manager Installation
Welcome Screen. Click [Next]

P ]

¥ Welcome to the installation of Sun Role Manager 4.1!

i.r The homepage is at: hup:/ /www.sun.com; software/ products/rolemanager

(httpe v syn.comfsoftware  products frolemanagen

[ Oned || @ ouit |
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* Installation of Sun Role Manager = A

_' Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This prograrm will
install Sun Role Manager on your computer

Please ensure that you have downloaded the required database driver jar
files Or1 your corrputer

Click on 'Next' button to continue with the installation process

Thitp g, syn.comy software/ productsfrolemanager)

| (3 Previous |m}Next || €3 Quit |

4. Read the License Agreement and to continue with installation select “| accept the terms
of this license Agreement” and click [Next]

a Installation of Sun Role Manager - X

\) Please read the following license agreement carefully:

Sun Micrasystems, Inc. "Sun"
SOFTWARE LICEMSE ASREEMENT

EEAD THE TERMS OF THIS ACGREEMEMNT (" AGREEMENT") CAREFULLY BEFORE OPEMING
SOFTWARE MEDILA PACKASE. BY OPEMIMG SOFTWARE MEDIA PAZKACE, TOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF vOU ARE ACCESSING SOFTWARE ELECTROMICALLY,
INDICATE TYOUR ACCEPTAMCE OF THESE TERMS BY SELECTING THE "ACZCEPT" (OFR
EQUINWALEMT) BUTTOM AT THE EMD OF THIS ACREEMEMT. IF ¥OU DO NOT AGREE TO
ALL OF THE TERMS, PROMPTLY RETURM THE UMUSED SOFTWARE TO VOUR PLACE OF
PURCHASE FOR A REFUND OF, IF SOFTWARE 15 ACCESSED ELECTROMICALLY, SELECT
THE "DECLIME" (OR "EXIT") EUTTOMN AT THE EMD OF THIZ AGEEEMENT. IF YOU HAYE
SEPARATELY ACGREED TO LICEMSE TERMS "MASTER TERMS") FOR, YOUR LICENZE TO
THIZ S0FTWARE, THEMN SECTIONS 1-6& OF THIS AGREEMENT ("SUPFLEMEMTAL LICEMSE
TERMZ") SHALL SUPPLEMEMT AMD SUPERSEDE THE MASTER TERMS IN RELATION TO

THIS SOFTWARE.
L. Definitions.
() "Entitlerment” means the collective set of applicable documents

authorized by Sun evidencing wour obligation to pay associated fees {if amd far the

Ll

@ | accept the terms of this license agreeru}ent.

) 1 do not accept the terms of this license agreement

thttp: ! v sun corn/ software fproductsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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5. Select path where Sun Role Manager to be installed and click [Next]

Installation of SunRole Manager =

@ Select the installation path:

|,fusr,flocal,fSun Fole Manager,/rbacx-4.1 | @ Browse...

¥

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

6. Select “Other Application Server” to install on WebSphere Application Server. Click
[Next]

& Installation of Sun Role Manager —

or

Flease select an Application Server. Apache Tomcat 5.5 is the default
application server and will be installed during this installation. If wau want
10 use an existing application server, please choose the 'Other
Application Server' option:

7 Apache Tomcat 5.5
i@ Other Application Server

&

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |
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7. Next you'll see the components that the Installer will install on your machine.
Click [Next]

& Installation of SunRole Manager - X
}3 Select the packs you want to install:
Q Note: greyed out packs are required.
Sun Rale Manager Caore 5363 ME
Description
Total space Required: 53.63 ME
Available space: D =2 GB
(http ey sun.comfsoftware/products frolemanager)
| (3 Previous | | 3 Mext | | €3 Quit |
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8. Select an Index Database

a. Microsoft SQL Server
b. Oracle
c. IBM DB2
d. MySQL
Microsoft SQL Server

Installation of SunRole Manager - X

Please select a Datahase
@ Microsoft SQL Server

) Oracle
) DB2
3 MySQL

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

Select ‘Microsoft SQL Server’ and click [Next]
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

‘ Installation of Sun Role Manager _ x|

[= Select the location of database driver jar files:

|fusr/local/SRM_Drivers/jtds-1.2.jar | | [ Erowse...

Thitp:d ooy sun.comy software/products/rolemanagen

| (2 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password to connect to the database. Click [Next]

Vaau - Instail_e;tion of RBACT-_

Enter the infarmation for MSSOL DATABASE

Database Server MName : |Ioca|host |

Database Port Mumber : |1433 |

Database User Name | |

Database Password : |

(Waau - http:/ fwww.vaau.com/)

‘ 3 Previous H € Neser || €3 Quit |
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Oracle

Select ‘Oracle’ and click [Next]

Installation of Sun/Role Manager - X

Flease select a Database
"t Microsoft SQL Server

@ Oracle
r DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of Sun/Role Manager —

[ Select the location of database driver jar files:

|,fusr,flocal,fSRM_Drivers,fnjdbclﬂt.jar | | @Bmwse...

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |
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Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

& Installation of Sun Role Manager — .

Enter the information for ORACLE DAT ABASE

Database Server Name : [localhost |

Database Port Number : [1521 |

Database User Name : | |

Database Password |

TNS Name : |

%

thttp: ! sun.com software /products/rolemanager)

| (3 Previous || 3 Mext || €3 Quit |

IBM DB2

Select ‘DB2’ and click [Next]

& Installation of Sun Role Manager - X

Flease select a Database
"t Microsoft SQL Server

v Oracle
= DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

* Installation of Sun Hole Manager - X

[

|a|;SRM_Drmarsmb2jcc_|icense_cu.jar:;usr;mcausm_Drimers;db2jc4 | [ Browse...

[ Select the location of database driver jar files:

thttp:/ fwwey sun.comfsoftware/products/rolemanager)

| (3 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

Installation of Sun/Role Manager -

Enter the information for DE2 DATABASE

Database Server Name : |I0calhnst |

Database Port Number : [50000 |

Database User Name  : | |

Database Password 2 |

Database MName 2 |

(hittp: oy sun.comysoftware /productsfrolemanager)

| (3 Previous || ) Next || £3 Quit |
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MySQL
Select ‘MySQL’ and click [Next]

& Installation of Sun/Role Manager —

Flease select a Database
7 Microsoft SQL Server

) Oracle
i) DB2
@ MysQL

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of SunRole Manager — X

@ Select the location of database driver jar files:

|,fusr,flocal,fSRMl_Dri\rers,fmvsql—connector—jam—S.1.6—bin.jar | | [ Browse...

[

(http Aoy sun.comgsoftware/productsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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Enter Database Username/Password and Database Name to connect to the database.

Click [Next]

* Installation of Sun/Role Manager —
Enter the infarmation for Mys0L DAT ABASE
Database Server Name : |I0calhost |
Database Port Number : [zz08 |

Database User Name : | |

Database Password |

Default Schema 3 |rbacx

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || 3 Next || £3 Quit |

9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

* Installation of Sun Role Manager —

o

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i® Run Database Script During Installation
i) Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || £J Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

a Installation of SunRole Manager — X
You hawe choosen to run the database script during installation process.
Click on Mext to continue with the installation
(http Aoy sun.comgsoftware/productsfrolemanager)
| (3 Previous | I%Next | | £3 Quit |
Manually Run Database Script Later
x

Installation of SunRole Manager =

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i) Run Database Script During Installation
® Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || €3 Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

Vaau - Installation of REACx

You hawve choosen to run the database script manually after
installation, The database script will be copied in db folder, Click
oh Mext to continug with the installation

(Vaau - http:/ v vaau.com/)

Database scripts required to create Sun Role Manager schema are copied to
$RBACX _HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a ‘.xmlI" extension on your machine and click [Done]

‘ Installation of Sun Role Manager - X )

ﬁ Installation has completed successfully.

&% An uninstaller program has been created in:
fusr/local/Sun Role Manager; rbac<-<.1/ Uninstaller

| /' Generate an automatic installation script

(hittp: oy sun.comysoftware /productsfrolemanager)

b

12. Navigate to $SRBACX_HOME/tomcat55/webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it
NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html
$ mkdir rbacx_staging
$ cd rbacx_staging
$ jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity
with Oracle Database Server, copy ojdbcl14.jar to the lib folder
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Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
16. Copy weka.jar to lib folder
17. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
$ jar —cvfM ../rbacx.war .
$cd..
$rm -r rbacx_staging

rbacx.war located at $SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

18. Sun Role Manager installation is complete
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Deploying Sun Role Manager on WebLogic 10

Follow the steps below to deploy Sun Role Manager application on BEA WebLogic application
server —

1. Verify the folder structure and location of rbacx.war file after the installer quits

Folders X || Name = | Size | Type
(B} Desktop [Zhconf File Folder
L‘. My Documents [hexport File Folder
El '§ My Computer [Dyimpart File Folder
[l % Local Disk {C:) [Shreports File Folder
rbacx. war 71,980 KB WAR File

I bea
|2 Documents and Settings
| PointBase
| Program Files
= TEMP
Bl [ Vaau
[SI SRR EAC 2007
|3 conf
|2 export
|3 import
|C3) reports
= wINDOwWS
1= wmpub
& s012000_5TD (0:)
“e Temp Stuff (T:)
f} Control Panel

2. Goto Start > Run and enter “cmd”, press [OK]. This brings up the command prompt
3. At the command prompt, navigate to Sun Role Manager2007 folder, and create logs
and rbacx_stagging folder

C:\> cd C:\Vaau\Sun Role Manager2007
C:\> mkdir logs
C:\> mkdir rbacx_stagging

The Sun Role Manager application log file, rbacx.log, would be created in logs folder.
The new folder structure would appear similar to file-structure of the figure on next page
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@% C-\Vaau\RBACx2007
Eile Edit Vew Favorites

Tools Help

QBack - ) - ¥ | O search | Folders |

) X 9o

Address [5) C:\vaau\RBACK2007

[ PointBase
[0 Program Files
) TEMP
= ) vaau
= ) RBACX2007
I conf
) export
I2) import
i) logs

I} reports

|

IJ) rbacx_stagaing

| or]

=B e
Folders F Size | Type

[} Desktop - File Folder
[} My Documents File Folder
Bl ' My Computer [(CDimpart File Folder
[ = Local Disk {C:) (Chlogs File Folder

D bea [rbacx_stagging File Folder

=) Decuments and Settings (Chreports File Falder

rbacx. war

4]

71,980 KB WAR File

following commands

C:\> cd rbacx_stagging
C:\> jar —xvf ../rbacx.war

This will extract rbacx.war file into rbacx_stagging folder

\WINDOWS\system32\cmd.exe

4. At command prompt, navigate to the newly created rbacx_stagging folder, and enter the
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5. Using Windows Explorer, navigate to WEB-INF folder created by expanding the war file.

6.

According to the examples, the path to this folder would be C:\Vaau\Sun Role
Manager2007\rbacx_stagging\WEB-INF

Role Manager

@% C:\Vaau\RBACx2007\rbacx_stagging\WEB-INF -0 x|
File Edit View Favorites Tools Help | :f
@Back ~ ) - T | S search |ﬁj Folders | [ (3 X ¥} | (-
Address |1,i'| C:\Waau\RBACX2007ybacx_stagging \WEB-INF ﬂ Go
Folders X || Name =~ Size | Type | Date Modified -
@ Desktop | | Cdasses File Folder 10/06/2007 11:15
() My Documents i =z File Falder 13/08/2007 02:48
=] j My Computer [C)ispf File Folder 30/01/2007 02118
] = Local Disk (C:) ljﬁlib File Folder 03/03/2007 12:07
) bea )td File Folder 30/01/2007 02118
) Documents and Settings || application-context. xml 15KB XML Document 04/06/2007 17:35
) FointBass |2 conf-context. xml 3KB XML Document 03122007 01:23
[ Program Files || dataaccess-context. xml 23KB XML Document 10/06,/2007 13:32
= TEMP 12 dwur . 3eml 20KBE XML Document 30/08/2007 22:57—
= ) vaau |22 dwr-context, xml 5KE XML Document 11/08/2007 15:03
B [[3) RBACK2007 |2 etl-context.xml 2KB XML Document 30/01/2007 02116
| iam-context, xm ) oCUMmEn :
la conf =i texct, xml 7KB XML Dv t 27/08/2007 11:26
[ export —1 | £|ida-context. xml SKB XML Document 12/02/2007 02:39
) import =] ida-rules-context, xml 1KB XML Document 30/01/2007 02118
| idc-context, xmi ) oCUmen :
@ logs =]id text,xml 4KBE XML Dv t 14/03/2007 03:34
[ rbacx_stagaing =] identity-audit-context, xml 6KB XML Document 30/01/2007 02:18
o 'nl'uEi INF |=| idgen-context. xml 2KB XML Document 30/01/2007 02:16
[ reports = idw-context. xml S5KB XML Document 24/06/2007 23:27
[ wiNDOws | | £ importer-context. xml 3KE XML Document 10/06/2007 12:52
4| | B 4| | v

log4j.properties file requires editing to enable Sun Role Manager’s logging capabilities.
Using a text editor, open log4j.properties under WEB-INF folder of the expanded war
file.

Edit the following line under # File Appender with the full-path of the location where the
log file is to be generated

log4j.appender file.file=logs/rbacx.log

As a result, according to the examples, the line would be modified to
log4j.appender.file.file=C:/Vaau/Sun Role Manager2007/logs/rbacx.log

Copy rbacx_stagging folder to WebLogic's autodeploy folder listed under the user-
defined domain structure. According to the assumptions, the path of this folder would be
C:\bealuser_projects\domains\app_domain\autodeploy

After file-copying is complete, rename rbacx_stagging folder under the autodeploy
folder to rbacx, such that the directory path according to the example would be modified

to C:\bealusr_projects\domains\app_doma\autodeploy\rbacx

Open WebLogic’s administration console by executing the following URL in a web-
browser
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http://<server name>:<port number>/console/login/LoginForm.jsp
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10. Enter the administration Login and Password

| L1 http:/fflocalhost: 700 1/console login/LoginForm, jsp | hi | D] "|C-:-:-;e

Log in to work with the WebLogic Server domain

Username: |admin |

Password: |”""""""'| |

11. In the administration console, on the left pane, click [Lock & Edit] under ‘Change Center’
section. Then click on [Deployments] under ‘Domain Structure’ on the left pane

+s  WEBLOGIC SERVER

A
"-'hea ADMINISTRATION CONSOLE

Change Center Welcome, admin Connected to: app_domain i Home
View changes and restarts Home
Click the Lock & Edit button to Domain
maodify, add or delete items in
this domain.

Information and Resources

Lock & Edit Helpful Tools General Information
» Configure applications > Common Administration Task Descriptions

> Recent Task Status > Set your console preferences

Domain Structure > Read the documentation

app_domain

Domain Configurations

Domain Services Interoperability
& Domain & Messaging 8 WTC Servers
= » IMS Servers & Jolt Connection Pools

» Store-and-Forward Agents
© Use the Change Center

Environment
> IMS Modules
B View pending changes B
B Servers » Bridges Diagnostics
B Release the configuration lock O g i
usters oq Files
& Change Console preferences SI1DBC g
B Monitor servers & Virtual Hosts » Data Sources & Diagnestic Modules
& Migratable Targets » Multi Data Sources & Diagnostic Images
System Status = & Machines . Data Source Factories & Archives
‘ & Work Managers & Persistent Stores & Context

Health of Running Servers
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12. Click on [Install] under ‘Deployments’

Summary of Deployments

Control | Monitoring

This page displays a list of J2EE Applications and standalone application modules that have been installed to this domain. Installed applications and medules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Install button.

Deployments
| Showing 1-10f 1 Previous | Next
I | Name & | State | Type Deployment Order

There are no items to display

o] Lol

Showing 1-1of 1 Previous | Mext

13. Navigate to rbacx folder under autodeployment directory

Install Application Assistant

‘ Next || || Cancel |

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to install.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your application contains the
required deployment descriptors.

Location: localhost \ C: \ bea \ user_projects \ domains \ app_domain \ autodeploy

‘ rbacx

‘ Mext || || Cancel |

14. Highlight rbacx and click [Next]

15. Select the option “Install this deployment as an application” and click [Next]

Install Application Assistant

|Eadx||Nent|| ||Canoe||

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run. There are several ways you can target an application.

stall this deployment as an application
The application and its components will be targeted to the same locations. This is the most common usage.
" Install this deployment as a library

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their
referencing applications.

|Ead(||h|a)(t|| ||CancE||
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16. Ensure the deployment is named as rbacx

17. Select “DDOnly: Use only roles and policies that are defined in this deployment
descriptors.” Under Security

18. Select “Use the defaults defined by the deployment's targets” under Source
accessibility and click [Next]

Install Application Assistant

|Bad< || Next |H Finish H| Cancel |

Optional Settings

You can modify these settings or accept the defaults

General

What do you want to name this deployment?

Name: rbacx

Security
‘What security model do you want to use with this application?
@ DDOnly: Use only roles and policies that are defined in the deployment descriptors.
© customRoles: Use policies that are defined in the deployment descriptor. Create custom role mappings later.
' customRolesAndPolicies: Ignore all roles and policies in deployment descriptors. Create custom roles and policies later.
' Advanced: Use a custom model that you have configured on the realm's configuration page.
Source accessibility
Hows should the source files be made accessible?
* Use the defaults defined by the deployment's targets
Recommended selection.
o Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

1 will make the deployment accessible from the following location

Location: ‘C:\bea\user_projecls\domains\app_domain\autodepM

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the application files exist in this
location and that each target can reach the location.

|Badc || MNext H| Finish H| Cancel |
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19. Select “Yes, take me to the deployments configuration screen.” Under Additional
configuration section

Install Application Assistant

e | | rrin ||| cancel |

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to revievs this application's configuration after completing this
assistant?

@ Yes, take me to the deployment's configuration screen.

o No, I will review the configuration later.

20. Review the settings for the deployment on “Settings for rbacx” window and click [Next]

Settings for rbacx

Overview | Control Testing  Monitoring

Save

Use this page to view the general configuration of an Enterprise application, such as its name, the physical path to the application files, the associated
deployment plan, and so on. The table at the end of the page lists the modules (such as Web applications and EJBs) that are contained in the Enterprise
application. Click on the name of the module to view and update its configuration.

Name: rbacx (autodeployed) The name of this Enterprise Application. More Info...

Path: C:\bea‘\user_projects\domains\app_domain\.\autodeploy\rbacx The path to the source of the deployable unit on the
Administration Server. More Info...

Staging Mode: (not specified) The mode that specifies whether a deployment's
files are copied from a source on the Administration
Server to the Managed Server's staging area during
application preparation. More Info...

Save
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21. Click [Deployments] on the left pane. Sun Role Manager application would be listed
under Summary of Deployments section

Summary of Deployments

Control | Monitoring

This page displays a list of J2EE Applications and standalone application modules that have been installed to this domain. Installed applications and medules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Install button.

Deployments

| LIEE | | Wpdate | | beEte |H Start |'| ‘ stop ‘v| Showing 1-10of 1 Previous | Next
[~ | name & State | Type (Il;t:_;l‘:::\rment
7| # [gjrbacx(autadeployed) Prepared X\;ilblication 100

| Insta || Update || Delete |H Startl'H Smp"|

Showing1-1of 1 Previous| Next

22. Select deployed rbacx application an click on [Start] with “Servicing all requests”
highlighted

Summary of Deployments

Control | Monitoring

This page displays a list of J2EE Applications and standalone application modules that have been installed to this domain. Installed applications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Install button.

Deployments
| Insta | | ! | | Delete H '| | Stop |'| Showing 1 -1 of 1 Previous | Next
Servicing all requests Deployment
o paee Servicing only administration requests Slats Type Onsler e
I @rbacx(autodep\oyed] Prepared X\;prhcatiun 100
| Insta || Update || Delete H| Siart"” Stopl'|

Showing 1 -1 of 1 Previous | Next

23. Select [Yes] to start the deployment

Start Application Assistant

Lres | e |

Start Deployments

You have selected the following deployments to be started. Click "Yes' to continue, or 'No' to cancel.

& rbacx

v | e ]
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24. Start running status indicates that Sun Role Manager deployment is successful

Messages

[# Start requests have been sent to the selected Deployments.

Summary of Deployments

Control | Monitoring

To install 8 new application or module for deployment to targets in this domain, click the Install button.

This page displays a list of J2EE Applications and standalone application modules that have been installed to this domain. Installed applications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

Deployments

[ mstat | [ vpdate | [ pekete H start | ] | stop | 7] Showing 1 -1 of 1 Previous | Next
" | name & State | Type ([;‘r!‘;::vment
I | ® gjrbac(autodeployed) ;tf;mg x“:p'?mamn 100

| Insta || Update || Delete H| start | 7| [ stop | =]

Showing 1 -1 of 1 Previous | Next

25. Sun Role Manager deployment on WebLogic is compelte
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Verification of Sun Role Manager Installation

1. Browse to Application Server logs and verify that ‘rbacx.log’ file is created when Sun
Role Manager application is deployed
2. Open this file using a text editor and check logs indicating a successful startup of Sun
Role Manager application
3. Using a web browser, open the following URL
http://<server ip>:<port number>/rbacx

@Sun  Role Manager

Welcome to Sun Role Manager

Please enter your Username and Password Streamline access control processes

Enhance audit effectiveness
Username :

Robust Role Management

P d :
CEEWOI For product support, please visit Sun Support Center

=T

4. Enter the required credentials to log into the client. Click on [OK]

User Name :“rbacxadmin”
Password : “password”
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Chapter 5
Installing Sun Role Manager on Sun Application
Server 9.1

Use the following information and procedure to install Sun Role
Manager for use with the Sun App. Server. This Chapter contains the
following topics

= Before You Begin
= |nstallation Steps

Before You Begin

For installation, you will need to know

= The Login and Password for system administrator account on Database
= Sun Application Server Administration Login and Password

Installation Steps

Follow these installation and configuration steps
= |[nstalling Sun Role Manager

= Launching Sun Role Manager
= Verification of Sun Role Manager Installation

Installing Sun Role Manager

For the installation, it's assumed that Sun Java System Application Server 9.1 is pre-installed with
a user-defined domain defined. The user-defined domain assumed in this guide is called
domainl.

Installing on Windows

For the installation, we have assumed that there should be a database server installed either on a
network machine or local machine.

130



S
W Sun Role Manager

microsystems

1. Runinstall.bat to launch the installer
2. Ifis JRE is not installed on the system, the installer will launch the installation of JRE
a. Click [Next] on the Welcome Screen as the installer launches

Installshield Wiz x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, S5E v1.4.0

The InstallSkield® wizard will install Jawa 2 Buntime
Etwviranment, SE +1.4.0 on pour computer. To continue,
click Mext.

< Back Cancel

b. Click [Yes] to accept license agreement

InstallShield Wizard

License Agreement

Flease read the fallowing license agreement carefully.

Fress the PAGE DOWHN key to see the rest of the agreement.

Sun Microsyztems, Inc. Binary Code ﬂ
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT &4WD &Y PROVIDED

SUPPLEMEMTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEMIMG THE SOFT'WARE MEDIA PACKAGE. BY

OPEMING THE SOFT'ARE MEDIA PACKAGE, YOU AGREE TO THE TERMS

OF THIS AGREEMENT. IF¥OU ARE ACCESSIMG THE SOFTWARE

ELECTROMICALLY, IMDICATE YOUR ACCEFTANCE OF THESE TERMS BY

SELECTIMG THE "ACCEFT" BUTTOM AT THE EMD OF THIS AGREEMENT. LI

Do you accept all the terms of the preceding License Agreement? |f you choose No, the
zetup will close. Ta install Java 2 Runtime Enviranment, SE +1. 4.0, you must accept this
agreement.

| stallShield

< Back Yes Ho
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c. Select the destination folder where JRE is to be installed. Click [Next]

Installshield Wizard x|

Choose Destination Location

Select folder where Setup will install files.
(S

o

Setup will ingtall Java 2 Buntime Ervironment, SE «1.4.0in the following folder,

Toimstall to thiz folder, click Mext. Toinztall to & different folder, click, Browse and select
another folder.

C:\Program FileshJ avahjZrel 4.0 Browse... |

|matallShield

" Destination Folder

¢ Back Cancel |

d. The next screen will be for browser registration. Choose appropriate browser and
click [Next] to start the Installation

InstallShield Wizard

Select Browsers

Java [T] Plug-in will be the default Java runtime for the following browser(s):

IV iMicrozoft Intemet Explores

[~ Metscape B

You may change the default in the JavalTr] Plug-in Control
Fanel

Irrztall Shield

< Back | Mest = I Cancel |

e. The installer will quit after JRE has been successfully installed
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3. Sun Role Manager Installer will launch and displays the Welcome Screen. Click [Next]

@ Installation of Sun Role Manager o ] 4 |

E'j wwelcome ko the installation of Sun Role Manager 4,11

3:‘3' The homepage is at: httpf fwwe, sun, comfsoftware/productsirolemanager

Chitp i sun. comizathware/productsfrolemanager)

€3 Quit |

&% Installation of Sun Role Manager o ] 4

_" Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This program will install Sun Role
Manager on your cotnputer

Please ensure that you have downloaded the required database driver jar files on your
computer

Click on Next' buwtton to continue with the installation process

i

Chitp:ianszun, comisofhuare/productsmolemanager)

Q Previaus |

£.3 it |
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4. Read the License Agreement and to continue with installation select “I accept the terms
of this license Agreement” and click [Next]

@8 Installation of Sun Role Manager o im] |

U Please read the following license agreement carefully:

Zun Microsystems, Inc. [("3un™) ﬂ
SOFTWARE LICENSE AGREEMENT

READ THE TERMS OF THIS AGREEMENT ("AGREEMENT™) CAREFULLY EEFORE
OPENING SOFTWARE MEDIA PACKAGE. EY OPENING SOFTWARE MEDIL

PACEAGE, ¥OU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCESSING SOFTWARE ELECTRONICALLY, INDICATE TOUR ACCEPTANCE OF
THESE TERMS EY SELECTING THE "ACCEPT" (OR EQUIVALENT) EBUTTOM AT
THE END OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE
TERMS, PROMPTLY RETURN THE UNUSED SOFTWARE TO TOUR PLACE OF
PURCHASE FOR A REFUND OR, IF SOFTWARE IS ACCESSED

ELECTRONICALLY, SELECT THE "DECLINE" (OR "EXIT") BUTTON AT THE

END OF THIS AGREEMENT. IF YOU HAVE SEPARATELY AGREED TO LICENSE
TERMS ("MASTER TERMS") FOR TOUR LICENSE TO THIS SOFTWARE, THEM
SECTICNS 1-6 OF THIS AGREEMENT ("SUPPLEMENTAL LICENSE TERMS"

SHALL SUPPLEMENT AND SUPERSEDE THE MASTER TERMS IN RELATION TO
THIS SOFTWARE. =l

* 1 accept the terms of this license agreement,

" 1donot accept the kerms of this license agreement. %

Chitp o, sun. comfzothuaresproductsirolemanagern

@Previous | :

5. Replace the displayed installation path with the location where you want Sun Role
Manager to be installed and click [Next]. The installation path will be referred as
$RBACX_HOME

&% Installation of Sun Role Manager o ] 34

[/ Browse... |

(hitp ffvwnw.sun. comfzothuare/productsfrolemanagen

@Previous | : @Quit |
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6. Select “Other Application Server” to install Sun Role Manager on WebSphere
Application Server. Click [Next].

@8 Installation of Sun Role Manager o ] |

Flease select an Application Server, Apache Tomcat 5.5 is the default application server
and will be installed during this installation. IF you want to use an existing application
server, please choose the 'Other Application Server' option:

(" fpache Tomecat 5.5

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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7. Nextyou'll see the component(s) that the Installer will install on the machine. Click [Next]

&% Installation of Sun Role Manager o ] 34

‘ ;3 Select the packs you wankt to install:

0" (;? Moke: greyed out packs are required.
[¥  5un Role Manager Core 53,63 MEB

Description
=
Total space Required: [% 53.63 MB
Available space: =2 GB
(hitp:fmnn sun.comfzothwareproductsrolemanager)

Q Previous | E '@ Quit |

8. Select an Index Database

a. Microsoft SQL Server
b. Oracle

c. IBMDB2

d. MySQL
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Microsoft SQL Server

Select ‘Microsoft SQL Server’ and click [Next]

Role Manager

@8 Installation of Sun Role Manager

Please select a Database
{+ Microsoft SOL Server

" Oracle
" DBZ
 MysOL

5

=10l

thitp:fwnn sun.comfzothwareproductsirolamanager)

() Previous |

(.9 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

&% Installation of Sun Role Manager

[vj Select the location of database driver jar files:

=101 x|

IC 4 SRM_Driversimssglijbds-1.2. jar

(http fewzun. comizothvaredproductsirolemanagen

QPrevious | QNext | @Quit |
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Enter Database Username/Password to connect to the database. Click [Next]

&8 Installation of Sun Role Manager & =]

Entet the information for MSS0L DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1433
Database User Mame @ I

Database Password @ I

s

Chitp:fvwan.zun. comfzothwareproductsralemanager)

g Previous |

Oracle

Select ‘Oracle’ and click [Next]

&% Installation of Sun Role Manager o ] 34

Please select a Database
" Microsoft SQL Server

 MySQL

(hitp:fmnn sun.comfzothwareproductsrolemanager)

QPrevious | QNext I @Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager o ] |

Q Select the location of database driver jar Files:
IC:'l,SRM_Drivers'l,ojdbcl4.jar @ Browse, .. |

thitp:fwnn sun.comfzothwareproductsirolamanager)
() Previous | (3 Mext I (.9 Quit |

Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

&8 Installation of Sun Role Manager & =]

Enter the information for ORACLE DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |1521
Database User Mame I

Database Password @ I

THS Name i I

Chitp:fvwan.zun. comfzothwareproductsralemanager) [}S

QPrevious | @Quit |
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IBM DB2

Select ‘DB2' and click [Next]

]

Please select a Database
£ Microsoft SQL Server

" Oracle
e

(Waau - http My vaau.comf)
(3 Previous | £ Next I €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

¥ Installation of Sun Role Manager o ] |

@ Select the location of database driver jar Files:

IC:'|,SRM_Drivers'l,db2jcc_|icense_cu.jar,'C:'|,SRM_Drivers'|,db2jcc.jar B Browse, .. |

s

Chitp i zun. comizathuare/productsirolamanagen)
() Previous | (£ Mt I (.3 Guit |
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Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] 4|

Enter the information for DEZ DATABASE

Database Server Mame IIocthost
Database Pork Mumber ISDDDD
Database User Mame @ I

Database Password : I

Database Mame B I

Q Previaus |

Chitp ffwanmyzun. comdsothaare/productsirolemanagen)

.9 Quit |

MySQL
Select ‘MySQL’ and click [Next]

&8 Installation of Sun Role Manager & =]

Please select a Database
" Microsoft SQL Server

" Oracle

" DBZ

Chitp:fvwan.zun. comfzothwareproductsralemanager)

QPrevious | QNext I @Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

@8 Installation of Sun Role Manager ) ] 4

@ Select the location of database driver jar Files:

IC:'l,SRM_Dri\rers'l,mysql-connector—java—S. 1.6-hin.jar B Browse, . |

(hitp:fvwnn sun.comfzothware’productsfrolemanager)

() Previous | (3 Next I .9 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

@8 Installation of Sun Role Manager o ] |

Entet the information for MySOL DATABASE

Database Server Mame Ilocalhost
Database Port Mumber : |33I36
Database User Mame @ I

Database Password ! I

Default Schema : Irbacx

thitp:fwnn sun.comfzothwareproductsirolamanager)

(.9 Quit |

() Previous |
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9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]

@8 Installation of Sun Role Manager o] x|

6 Pack installation progress:
Ci\Program Files!Sun Role Managerrbac-#, 1userguidetimages|revokestatdash, png

Sun Role Manager Core

6 Overall installation progress:

33 |

B4l

(hitpfinmnen sun. comssofhmaresproductsolemanager)

() Previous | ) Mt I (.4 Quit |
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

&% Installation of Sun Role Manager o ] 34

Please select the option 'Run Database Scripk During Installation' if you wankt to run
Dakabase Script during installation process. If you want ko run the database scripk
manually after installation, choose 'Manually Run Database Scripk Latet' option

{+ Run Database Script During Installation

(" Manually Run Database Scripk Laker

(hitp:fmnn sun.comfzothwareproductsrolemanager)

) Frevious |

(.4 quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

&% Installation of Sun Role Manager o ] 4

‘ou have choosen to run the database script during installation process. Click on Mext to
cankinue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.9 Quit |

Manually Run Database Script Later

@8 Installation of Sun Role Manager o ] 1

Please select the option 'Run Database Script During Installation' if you wank to run
Database Script during installation pracess, IF you want ko run the database script
manually after installation, choose 'Manually Run Database Scripk Later' option

" Run Databass Scripk During Inskallation

+ Manually Run Database Script Later

(hitp wwnmu zun. comisotimare/productsfrolemanager)

@ Frevious | £ Mext I .9 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

¥ Installation of Sun Role Manager ] |

‘ou have choosen to run the database script manually after installation, The database
script will be copied in db folder. Click on Mext to continue with the installation

Chitp e zun. comdsothuaresproducts/molemanager)

() Previous | (.3 Quit |

Database scripts required to create Sun Role Manager schema are copied to
$RBACX_HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a *.xml" extension on your machine and click [Done]

@8 vaau - Installation of RBACK .

@ Installation has complated successfully,

@An uninstaller program has been created in:
C:\Program Files\RBACx|Uninskaller

._-'. Generake an automatic installation script

=10l x

(Waau - hitp:/fwesv vaau.comd)

12. Navigate to $SRBACX_HOME\tomcat55\webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it

NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html

C:\> mkdir rbacx_staging
C:\> cd rbacx_staging

C:\> jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity

with Oracle Database Server, copy ojdbc14.jar to the lib folder
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16. Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
17. Copy weka.jar to lib folder
18. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
C:\>jar —cvfM ../rbacx.war .
C:\>cd..
C:\> rmdir rbacx_staging /s /q

rbacx.war located at SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

19. Sun Role Manager installation is complete
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Installing on Linux

For Linux environment, it is assumed that a remote database server is being utilized or if
database is available locally, for example Oracle 10g, necessary environment variables such as
$ORACLE_HOME have been mapped to Oracle Installation Directory.

NOTE: ‘rbacxservice’ user should not be associated to any other application either as an OS user
or Database user prior to installation

1. The installer is distributed as a Tarball with .tar.gz extension. Extract the installer using
the command

$ tar —xvzf Installer.tar.gz
A directory named ‘Installer’ is created. Navigate to that directory
$ cd Installer

2. In order to launch the installer, run the installer script, ‘install.sh’, using the following
command

$ Jinstall.sh

NOTE: If ‘install.sh’ does not have execute permission, the following command grants
‘install.sh’ execute rights

$ chmod g+x install.sh

3. The Installer first checks if JRE exists on the system. If not found, the installer first installs
JRE. If JRE already exists the installer will launch the Sun Role Manager Installation
Welcome Screen. Click [Next]

P ]

¥ Welcome to the installation of Sun Role Manager 4.1!

i.r The homepage is at: hup:/ /www.sun.com; software/ products/rolemanager

(httpe v syn.comfsoftware  products frolemanagen

[ Oned || @ ouit |
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* Installation of Sun Role Manager = A

_' Flease read the following information:

Welcome to Sun Role Manager Installation

Welcome to the Sun Role Manager installation wizard. This prograrm will
install Sun Role Manager on your computer

Please ensure that you have downloaded the required database driver jar
files Or1 your corrputer

Click on 'Next' button to continue with the installation process

Thitp g, syn.comy software/ productsfrolemanager)

| (3 Previous |m}Next || €3 Quit |

4. Read the License Agreement and to continue with installation select “| accept the terms
of this license Agreement” and click [Next]

a Installation of Sun Role Manager - X

\) Please read the following license agreement carefully:

Sun Micrasystems, Inc. "Sun"
SOFTWARE LICEMSE ASREEMENT

EEAD THE TERMS OF THIS ACGREEMEMNT (" AGREEMENT") CAREFULLY BEFORE OPEMING
SOFTWARE MEDILA PACKASE. BY OPEMIMG SOFTWARE MEDIA PAZKACE, TOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF vOU ARE ACCESSING SOFTWARE ELECTROMICALLY,
INDICATE TYOUR ACCEPTAMCE OF THESE TERMS BY SELECTING THE "ACZCEPT" (OFR
EQUINWALEMT) BUTTOM AT THE EMD OF THIS ACREEMEMT. IF ¥OU DO NOT AGREE TO
ALL OF THE TERMS, PROMPTLY RETURM THE UMUSED SOFTWARE TO VOUR PLACE OF
PURCHASE FOR A REFUND OF, IF SOFTWARE 15 ACCESSED ELECTROMICALLY, SELECT
THE "DECLIME" (OR "EXIT") EUTTOMN AT THE EMD OF THIZ AGEEEMENT. IF YOU HAYE
SEPARATELY ACGREED TO LICEMSE TERMS "MASTER TERMS") FOR, YOUR LICENZE TO
THIZ S0FTWARE, THEMN SECTIONS 1-6& OF THIS AGREEMENT ("SUPFLEMEMTAL LICEMSE
TERMZ") SHALL SUPPLEMEMT AMD SUPERSEDE THE MASTER TERMS IN RELATION TO

THIS SOFTWARE.
L. Definitions.
() "Entitlerment” means the collective set of applicable documents

authorized by Sun evidencing wour obligation to pay associated fees {if amd far the

Ll

@ | accept the terms of this license agreeru}ent.

) 1 do not accept the terms of this license agreement

thttp: ! v sun corn/ software fproductsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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5. Select path where Sun Role Manager to be installed and click [Next]

Installation of SunRole Manager =

@ Select the installation path:

|,fusr,flocal,fSun Fole Manager,/rbacx-4.1 | @ Browse...

¥

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

6. Select “Other Application Server” to install on WebSphere Application Server. Click
[Next]

& Installation of Sun Role Manager —

or

Flease select an Application Server. Apache Tomcat 5.5 is the default
application server and will be installed during this installation. If wau want
10 use an existing application server, please choose the 'Other
Application Server' option:

7 Apache Tomcat 5.5
i@ Other Application Server

&

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |
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7. Next you'll see the components that the Installer will install on your machine.
Click [Next]

& Installation of SunRole Manager - X
}3 Select the packs you want to install:
Q Note: greyed out packs are required.
Sun Rale Manager Caore 5363 ME
Description
Total space Required: 53.63 ME
Available space: D =2 GB
(http ey sun.comfsoftware/products frolemanager)
| (3 Previous | | 3 Mext | | €3 Quit |
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8. Select an Index Database

a. Microsoft SQL Server
b. Oracle
c. IBM DB2
d. MySQL
Microsoft SQL Server

Installation of SunRole Manager - X

Please select a Datahase
@ Microsoft SQL Server

) Oracle
) DB2
3 MySQL

(http ey sun.comfsoftware/products frolemanager)

| (3 Previous || 3 Mext || €3 Quit |

Select ‘Microsoft SQL Server’ and click [Next]
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

‘ Installation of Sun Role Manager _ x|

[= Select the location of database driver jar files:

|fusr/local/SRM_Drivers/jtds-1.2.jar | | [ Erowse...

Thitp:d ooy sun.comy software/products/rolemanagen

| (2 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password to connect to the database. Click [Next]

Vaau - Instail_e;tion of RBACT-_

Enter the infarmation for MSSOL DATABASE

Database Server MName : |Ioca|host |

Database Port Mumber : |1433 |

Database User Name | |

Database Password : |

(Waau - http:/ fwww.vaau.com/)

‘ 3 Previous H € Neser || €3 Quit |
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Oracle

Select ‘Oracle’ and click [Next]

Installation of Sun/Role Manager - X

Flease select a Database
"t Microsoft SQL Server

@ Oracle
r DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of Sun/Role Manager —

[ Select the location of database driver jar files:

|,fusr,flocal,fSRM_Drivers,fnjdbclﬂt.jar | | @Bmwse...

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |
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Enter Database Username/Password and TNS Name to connect to the database. Click
[Next]

& Installation of Sun Role Manager — .

Enter the information for ORACLE DAT ABASE

Database Server Name : [localhost |

Database Port Number : [1521 |

Database User Name : | |

Database Password |

TNS Name : |

%

thttp: ! sun.com software /products/rolemanager)

| (3 Previous || 3 Mext || €3 Quit |

IBM DB2

Select ‘DB2’ and click [Next]

& Installation of Sun Role Manager - X

Flease select a Database
"t Microsoft SQL Server

v Oracle
= DB2
) MySOL

(http:/ fwwey sun comfsoftware/products/ralemanaget

| (3 Previous || €3 Next || €3 Quit |
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Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

* Installation of Sun Hole Manager - X

[

|a|;SRM_Drmarsmb2jcc_|icense_cu.jar:;usr;mcausm_Drimers;db2jc4 | [ Browse...

[ Select the location of database driver jar files:

thttp:/ fwwey sun.comfsoftware/products/rolemanager)

| (3 Previous || €3 Mext || €3 Quit |

Enter Database Username/Password and Database Name to connect to the database.
Click [Next]

Installation of Sun/Role Manager -

Enter the information for DE2 DATABASE

Database Server Name : |I0calhnst |

Database Port Number : [50000 |

Database User Name  : | |

Database Password 2 |

Database MName 2 |

(hittp: oy sun.comysoftware /productsfrolemanager)

| (3 Previous || ) Next || £3 Quit |
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MySQL
Select ‘MySQL’ and click [Next]

& Installation of Sun/Role Manager —

Flease select a Database
7 Microsoft SQL Server

) Oracle
i) DB2
@ MysQL

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || €3 Next || £3 Quit |

Enter or browse to the location where JDBC connectivity drivers have been downloaded.
Click [Browse] and navigate to the folder where JDBC connectivity jar file resides. For
further information on the type of driver to be downloaded, refer to page 4.

& Installation of SunRole Manager — X

@ Select the location of database driver jar files:

|,fusr,flocal,fSRMl_Dri\rers,fmvsql—connector—jam—S.1.6—bin.jar | | [ Browse...

[

(http Aoy sun.comgsoftware/productsfrolemanager)

| (3 Previous || 3 Next || £3 Quit |
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Enter Database Username/Password and Database Name to connect to the database.

Click [Next]

* Installation of Sun/Role Manager —
Enter the infarmation for Mys0L DAT ABASE
Database Server Name : |I0calhost |
Database Port Number : [zz08 |

Database User Name : | |

Database Password |

Default Schema 3 |rbacx

(bittpe /Ay sun comgsoftware/products frolemanaget)

| (3 Previous || 3 Next || £3 Quit |

9. Now the installation of JRE 1.5, Tomcat 5.5 and Sun Role Manager core begins. Once
you see “Finished” in package installation progress bar. Click [Next]
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10. Select if the database script is to be executed by the installer or manually after the
installer quits

a. Run Database Script During Installation
b. Manually Run Database Script Later

Run Database Script During Installation

* Installation of Sun Role Manager —

o

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i® Run Database Script During Installation
i) Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || £J Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be executed by the installer, and click [Next]

a Installation of SunRole Manager — X
You hawe choosen to run the database script during installation process.
Click on Mext to continue with the installation
(http Aoy sun.comgsoftware/productsfrolemanager)
| (3 Previous | I%Next | | £3 Quit |
Manually Run Database Script Later
x

Installation of SunRole Manager =

Flease select the option 'Eun Database Script During Installation’ if you
want to run Database Script during installation process. If wou want ta run
the database script manually after installation, choose ‘Manually Eun
Diatabase Script Later' option

i) Run Database Script During Installation
® Manually Run Database Script Later

(http ey sun.comfsoftware/products frolemanager)

| @ Previous || €3 Next || £3 Quit |

Click [Next]
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Confirm that database scripts are to be manually executed later, and click [Next]

Vaau - Installation of REACx

You hawve choosen to run the database script manually after
installation, The database script will be copied in db folder, Click
oh Mext to continug with the installation

(Vaau - http:/ v vaau.com/)

Database scripts required to create Sun Role Manager schema are copied to
$RBACX _HOME/db folder. The Sun Role Manager schema creation scripts can be
manually executed by a user with Database Administration privileges.

NOTE: Sun Role Manager schema has to be created prior to launching Sun Role
Manager application
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11. Click [Generate an automatic installation script] (if you want to generate a script) and
save it as a file with a ‘.xmlI" extension on your machine and click [Done]

‘ Installation of Sun Role Manager - X )

ﬁ Installation has completed successfully.

&% An uninstaller program has been created in:
fusr/local/Sun Role Manager; rbac<-<.1/ Uninstaller

| /' Generate an automatic installation script

(hittp: oy sun.comysoftware /productsfrolemanager)

b

12. Navigate to $SRBACX_HOME/tomcat55/webapps via the command-line

13. Enter the following commands to create a staging directory and extract the war file into it
NOTE: It is assumed that a version of Java JDK exists on the system. Java JDK can be
downloaded from http://java.sun.com/javase/downloads/index.jsp. Installation instructions
for Java 6 can be found at http://java.sun.com/javase/6/webnotes/install/index.html
$ mkdir rbacx_staging
$ cd rbacx_staging
$ jar —xvf ../rbacx.war

14. Navigate to lib folder located inside the rbacx_staging/WEB-INF folder. For example -

$RBACX_HOME/tomcat55/webapps/rbacx_staging/WEB-INF/lib

15. Copy the JDBC connectivity jar file to lib folder. For example, to establish connectivity
with Oracle Database Server, copy ojdbcl14.jar to the lib folder
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Download weka.jar file from
http://dlc.sun.com/rolemanager/Data_Mining/weka/for_rbacx-4.1.x
This file is required to carry out any role-mining related functionality of Sun Role Manager
16. Copy weka.jar to lib folder
17. The following steps are to be executed via the command-line. The commands repack an
updated war file and delete the staging folder. It is assumed that the current directory is
$RBACX_HOME/tomcat55/webapps/rbacx_staging
$ jar —cvfM ../rbacx.war .
$cd..
$rm -r rbacx_staging

rbacx.war located at $SRBACX_HOME/tomcat55/webapps/ is now updated and ready for
deployment

18. Sun Role Manager installation is complete
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Deploying Sun Role Manager on Sun Java Application Server 9.1

Follow the steps below to deploy Sun Role Manager application on Sun Java Application Server —

1. Verify the folder structure and location of rbacx.war file after the installer quits

Folders X || Name = | Size | Type
{2} Desktop [Chconf File Folder
5} My Documents [Dhexport File Folder
=] :J My Computer [Cimpart File Folder
[E] %e# Local Disk (C:) FEDDI'tS File Folder
) bea rbacx.war 71,880 KE WAR File

() Documents and Settings
[23) PointBase
| Program Files
£ TEMP
E 5 Vaau
[EREREACK2007
) conf
£ export
(23 import
I3 reports
£ winDows
() wmpub
& sqL2000_5TD (02
%@ Temp Stuff (T:)
[} Control Panel

NOTE: Steps 2 — 7 are optional. The following steps are to be followed if Sun Role
Manager log file is required to be created in any directory other than the default log
folder as defined by Sun Application Server.

2. Goto Start > Run and enter “cmd”, press [OK]. This brings up the command prompt

3. At the command prompt, navigate to Sun Role Manager2007 folder, and create logs and
rbacx_stagging folder

C:\> cd C:\Vaau\Sun Role Manager2007
C:\> mkdir logs
C:\> mkdir rbacx_stagging

The Sun Role Manager application log file, rbacx.log, would be created in logs folder.
The new folder structure would appear similar to file-structure of the figure on next page

QBack -~ & - (T | ) Search |[['= i | & 3 X ) | =

Address [ C:\aau'RBACK2007 = B

Folders X | [ Name = Size | Type

(& Desktop - l,i‘:conf File Folder

lD My Documents || ©exper File Falder

= -j My Computer [Simport File Folder

[l < Local Disk (C:) [Dlogs File Folder

) bea [Srbacx_stagging File Folder
[C3) Documents and Settings "EDD”S File Folder
) PointBase [ rbacsc. war 71,980KB WAR File
[ [C=) Broaram Eile
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4. At command prompt, havigate to the newly created rbacx_stagging folder, and enter the
following commands

C:\> cd rbacx_stagging
C:\> jar —xvf ../rbacx.war

This will extract rbacx.war file into rbacx_stagging folder

5. Using Windows Explorer, navigate to WEB-INF folder created by expanding the war file.
According to the examples, the path to this folder would be C:\Vaau\Sun Role
Manager2007\rbacx_stagging\WEB-INF as shown on the next page

8 C:\Vaau\RBACx2007\rbacx_stagging\WEB-INF o ] 4]

File Edit Vew Favorites Tools Help | 1?
QBack ~ ) - (T | S search | " Folders | & X 6| E-
Address |[5) C:\vasu\RBACX 2007 rbacx_stagaing WEB-INF = B s
Folders X | | Name =~ | Size | Type | Date Modified -
{2} Desktop =] \)classes File Folder 10/06/2007 11:15
(=) My Documents Ihisp File Folder 13/08/2007 02:48
=] j My Computer I)jspf File Folder 30/01/2007 02:16
B <o Local Disk {C2) b File Folder 03/09/2007 12:07
B3 bea Chtd File Folder 30/01/2007 02: 15
) Documents and Settings || application-context. xml 15KE XML Document 04/06/2007 17:35
3 PointBase |2 conf-context. xml 3KB XML Document 03/12/2007 01:23
C3) Program Files |£| dataaccess-context, xml 23KB XML Document 10/06/2007 13:32
=) TEMP L 20KB XML Document 30/08/2007 22:57—
B 3 Vasu 2] dwir -context, xmi S5KB XML Document 11/0&/2007 15:03
= [ RBACK2007 |2 eth-context. xml 2KE ¥ML Document 30,/01/2007 02:16
) conf | =] iam-context. xml 7KB XML Document 27082007 11:26
) export — | £ ida-context. xml S5KE XML Document 12022007 02:35
) import |2 ida-rules-context. xml 1KB XML Document 30,/01/2007 02: 16
3 logs |2 idc-context,xml 4KB XML Document 14/03/2007 03:34
£ rbacx_stagging |2 identity-audit-context, xml 6KB XML Document 30/01/2007 02:16
(] || idgen-context. xmil 2KB XML Document 30/01/2007 02:16
) reports | =] idw-context. xml S5KE ¥ML Document 24062007 23:27
£3) WINDOWS _ILI || importer-context. xml 3KB XML Document 10,06/2007 12?
4| | B 4| o 2
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6. log4j.properties file requires editing to enable Sun Role Manager’s logging capabilities.
Using a text editor, open log4j.properties under WEB-INF folder of the expanded war
file.

Edit the following line under # File Appender with the full-path of the location where the
log file is to be generated

log4j.appender.file.file=logs/rbacx.log
As a result, according to the examples, the line would be modified to
log4j.appender.file.file=C:/Vaau/Sun Role Manager2007/logs/rbacx.log

7. Navigate to rbacx_stagging folder at command prompt, and enter the following
commands

NOTE: Please make a backup of the existing .war file before executing the
following steps.

C:\> cd rbacx_stagging
C:\>jar —cvfM ../rbacx.war .

This will repackage the expanded folder structure to a .war file required for deployment
on the Application Server.

¢ C\WINDOWS\system32\cmd.exe

07\rbacx_stagging=jar -cwfM .. /rbacx.war .

8. Open Sun Application Server's administration console by executing the following URL in
a web browser

http://<server name>:<port number>/login.jsf

The default port number for admin console is 4848. The admin console can also be
accessed via the Start Menu in Microsoft Windows environment.
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9. Enter administration Login and Password

| |:| http:/flocalhost: 4848 login.jsf | hd | [ ] | v|Google

Sun Java ~ System Application Server
Admin Console

User Name: Iadmin
Password: I"""“"“"‘ﬂ

| Loan |

10. Navigate to Common Tasks > Applications > Web Applications under the admin
console

Home " Version Logout

User:admin Domain: domain1  Server: localhost

Sun Java™ System Application Server Admin Console

Common Tasks d
Common Tasks
5] Aplication Server
v [ Applications
Enterprise Applications
Web Applications Deployment Other Tasks -
EJB Modules. k Deploy Enterprise Application (.ear) HI h Search Log Files M
Connector Modules h Deploy Web Application {.war) i Ll Create New JDOBC Connection Paol “‘
= o = Wl
EriCeychModics h Deploy Custom MBean | h View Web Services N
(5 Appication Client Modules e =
@ web Services h_DeDIayJava Business Integration (JBI) Service Assembly H
S S B Support/Help
T B‘ Monitoring || Quick Start Guide ™|
[ Service Assemblies =
View Monitoring Data | Administration Guide |
» [ Components k g - h— i
» [ sharsd Libraries | Devalopers Guids ™|
@ Custom MBeans kApphcauon Deployment Guide Jul
* [ Resources L‘ Deployment Planning Guide Ju‘l
» (g3 Configuration
‘ Leam from the Source: Expert-to-enaineer web training for Java EE 5.
Yy it wi news at The Agi or s
L support, Developer Expert or support.
‘® Checkthe documentation
4 12
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11.

12.

13.

14.

15.

16.

Click [Deploy] under Web Applications

Applications = Web Applications

Web Applications

A Web application module consists of a collection of Web resources such as JavaServer Pages (J5Ps), serviets, and HTML pages that are packaged in a WAR (Web Application Archive) file or
directory.

Deployed Web Applications (0}
Undeploy Enable Disable

| | Name | Enabled | Context Root | Action

No items found.

Select Location and navigate to the rbacx.war file on the Local System under Deploy
Enterprise Applicatiopns/Modules

Enter Application Name as rbacx
Enter Context Root as rbacx
Ensure Status is checked and Run Verifier, Precompile JSPs are unchecked

Click [OK]

Applications = Web Applications

Deploy Enterprise Applications/Modules

Specify the location of an application to deploy. Applications can be in packaged files such .war, .ear, jar, and .rar.

Type: Web Application (war) =
Location: ¢ Packaged file to be uploaded to the server
o:\Waau\RBACK2007\bacx war

{~ Local packaged file or directory that is accessible from the Application Server

Browse Files... Browse Folders...

General

Application Name: * [tbacx

Context Root: thacx
Path relative to server's base URL

Virtual Servers: I -

Associates an internet domain name with a physical server

Status: ¥ Enabled

Run Verifier: [ Enabled

Precompile JSPs: [ Enabled
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17. Sun Role Manager application would be listed under Web Applications on successful
deployment

Applications = Web Applications

Web Applications
A Web application module consigts of a collection of Web resources such as JavaServer Pages (JSPg), servietz, and HTML pages that are packaged in a WAR (Web Application Archive) file or
directory.

Deployed Web Applications (1)
@ @ | Undeploy Enable Disable

| | Name | Enabled | Context Root | Action

[T | rbacx true rbacx Launch Redeploy

18. Sun Role Manager deployment on Sun Java Application Server is complete
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Verification of Sun Role Manager Installation

1. Browse to Application Server logs and verify that ‘rbacx.log’ file is created when Sun
Role Manager application is deployed
2. Open this file using a text editor and check logs indicating a successful startup of Sun
Role Manager application
3. Using a web browser, open the following URL
http://<server ip>:<port number>/rbacx

@Sun  Role Manager

Welcome to Sun Role Manager

Please enter your Username and Password Streamline access control processes

Enhance audit effectiveness
Username :

Robust Role Management

P d :
CEEWOI For product support, please visit Sun Support Center

=T

4. Enter the required credentials to log into the client. Click on [OK]

User Name :“rbacxadmin”
Password : “password”
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