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About This Guide

This book discusses how to use Netscape Server Application Programmer’s Interface
(NSAPI) to build plug-ins that use Server Application Functions (SAFs) to extend and
modify Sun™ Open Net Environment (Sun ONE) Application Server 7, Enterprise Edition.
It also provides a reference of the NSAPI functions you can use to define new SAFs.

This preface contains information about the following topics:
* NSAPI Plug-ins and J2EE Web Applications

*  Who Should Use This Guide

»  Using the Documentation

* How This Guide Is Organized

»  Documentation Conventions

e Product Support

NOTE The NSAPI interface is Unstable. An unstable interface may be
experimental or transitional, and hence may change incompatibly, be
removed, or be replaced by a more stable interface in the next release.

NSAPI Plug-ins and J2EE Web Applications

In Sun ONE Application Server, NSAPI plug-ins cannot interoperate with Java™ 2
Platform, Enterprise Edition (J2EE™ platform) web applications. Specificaly:

* Do not place NSAPI plug-ins within web application context roots.

» Do not include the output of NSAPI plug-insin servlets or JavaServer Pages™ (JSP™)
pages.

13



Who Should Use This Guide

e Do not forward requests to NSAPI plug-ins from servlets or JSP pages.

* Ifyouusesecurity-constraint andfilter-mapping featuresin the default web
application, NSAPI features may not work as expected.

Who Should Use This Guide

The intended audience for this guide is the person who develops, assembles, and deploys
NSAPI plug-insin a corporate enterprise.

This guide assumes you are familiar with the following topics:

. HTTP
. HTML
«  NSAPI

e Cprogramming

»  Software development processes, including debugging and source code control

Using the Documentation

The Sun ONE Application Server 7, Enterprise Edition manuals are available as online files
in Portable Document Format (PDF) and Hypertext Markup Language (HTML).

The following table lists tasks and concepts described in the Sun ONE Application Server
manuals.

Table1  Sun ONE Application Server Documentation Roadmap

For information about See the following
Late-breaking information about the software and the documentation. Release Notes
Comprehensive, table-based summary of supported hardware, operating system, Platform Summary

JDK, and IDBC/RDBMS.

Sun ONE Application Server 7 overview, including the features available witheach ~ Product Overview
product edition.

Diagrams and descriptions of server architecture and the benefits of the Sun ONE Server Architecture
Application Server architectural approach.

14  Sun ONE Application Server 7, Enterprise Edition * Developer's Guide to NSAPI « September 2003



Table1  Sun ONE Application Server Documentation Roadmap (Continued)

Using the Documentation

For information about

See the following

New enterprise, developer, and operational features of Sun ONE Application Server
7.

How to get started with the Sun ONE Application Server 7 product. Includes a
sample application tutorial.

Installing the Sun ONE Application Server software and its components, such as
sampl e applications, the Administration interface, and the high-availability
components. Instructions for implementing a basic high-availability configuration
areincluded.

Evaluating your system needs and enterprise to ensure that you deploy Sun ONE
Application Server in amanner that best suits your site. General issues and concerns
that you must be aware of when deploying an application server are also discussed.

Best practices for HTTP session availability that application architects and
developers can use.

Creating and implementing Java™ 2 Platform, Enterprise Edition (J2EE™ platform)
applications intended to run on the Sun ONE Application Server 7 that follow the
open Java standards model for J2EE components such as servlets, Enterprise
JavaBeans™ (EJBs™), and JavaServer Pages™ (JSPs™). Includes general
information about application design, developer tools, security, assembly,
deployment, debugging, and creating lifecycle modules. A comprehensive Sun ONE
Application Server glossary isincluded.

Creating and implementing J2EE web applications that follow the Java™ Servlet and
JavaServer Pages (JSP) specifications on the Sun ONE Application Server 7.
Discusses web application programming concepts and tasks, and provides sample
code, implementation tips, and reference material. Topics include results caching,
JSP precompilation, session management, security, deployment, SHTML, and CGl.

Creating and implementing J2EE applications that follow the open Java standards
model for enterprise beans on the Sun ONE Application Server 7. Discusses
Enterprise JavaBeans (EJB) programming concepts and tasks, and provides sample
code, implementation tips, and reference material. Topicsinclude container-managed
persistence, read-only beans, and the XML and DTD files associated with enterprise
beans.

Creating Application Client Container (ACC) clients that access J2EE applications
on the Sun ONE Application Server 7.

Creating web services in the Sun ONE Application Server environment.

Java™ Database Connectivity (JDBC™), transaction, Java Naming and Directory
Interface™ (INDI), Java™ Message Service (IMS), and JavaMail™ APIs.

What's New

Getting Started Guide

Installation Guide

System Deployment Guide

Application Design
Guidelines for Storing Session
State

Developer’s Guide

Developer’s Guide to Web
Applications

Developer’s Guide to
Enterprise JavaBeans
Technology

Developer’s Guide to Clients

Developer’s Guide to Web
Services

Developer’s Guide to J2EE
Services and APIs

About This Guide 15



Using the Documentation

Table1  Sun ONE Application Server Documentation Roadmap (Continued)

For information about

See the following

Creating custom NSAPI plug-ins.

Information and instructions on the configuration, management, and deployment of
the Sun ONE Application Server subsystems and components, from both the
Administration interface and the command-line interface. Topicsinclude cluster
management, the high-availability database, load balancing, and session persistence.
A comprehensive Sun ONE Application Server glossary isincluded.

Editing Sun ONE Application Server configuration files, such astheser ver . xmi
file.

Configuring and administering security for the Sun ONE Application Server
operational environment. Includes information on general security, certificates, and
SSL/TLS encryption. HTTP server-based security is also addressed.

Configuring and administering service provider implementation for 2EE™
Connector Architecture (CA) connectors for the Sun ONE Application Server 7.
Topicsinclude the Administration Tool, Pooling Monitor, deploying a JCA
connector, and sample connectors and sample applications.

Migrating your applications to the new Sun ONE Application Server 7 programming
model, specifically from iPlanet Application Server 6.x and from Netscape
Application Server 4.0. Includes a sample migration.

How and why to tune your Sun ONE Application Server to improve performance.
Information on solving Sun ONE Application Server problems.

Messages that you may encounter while running Sun ONE Application Server 7.
Includes adescription of the likely cause and guidelines on how to address the
condition that caused the message to be generated.

Utility commands available with the Sun ONE Application Server; writtenin
manpage style.

Using the Sun™ Open Net Environment (Sun ONE) Message Queue software.

Developer’s Guide to NSAPI

Administrator’s Guide

Administrator’ sConfiguration
File Reference

Administrator’s Guide to
Security

J2EE CA Service Provider
Implementation
Administrator’s Guide

Migrating and Redeploying
Server Applications Guide

Performance Tuning Guide
Troubleshooting Guide

Error Message Reference

Utility Reference Manual

The Sun ONE Message Queue
documentation at:

http://docs. sun. con!
db?p=prod/ sl. slnsgqu

16  Sun ONE Application Server 7, Enterprise Edition * Developer's Guide to NSAPI « September 2003
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How This Guide Is Organized

How This Guide Is Organized

This book has the following chapters and appendixes:

Chapter 1, “Syntax and Use of obj.conf”

This chapter describes the configuration file obj . conf . The chapter discusses the
syntax and use of directivesin thisfile, which instruct the server how to processHTTP
requests.

Chapter 2, “Predefined SAFs and the Request Handling Process”

This chapter discusses each of the stages in the HTTP request handling process, and
provides an API reference of the Server Application Functions (SAFs) that can be
invoked at each stage.

Chapter 3, “SAFsin theinit.conf File”

This chapter discusses the SAFs you can set in the configuration filei ni t . conf to
configure the Sun ONE Application Server during initialization.

Chapter 4, “Creating Custom SAFs’

This chapter discusses how to create your own plug-ins that define new SAFsto
modify or extend the way the server handles requests.

Chapter 5, “Examples of Custom SAFs’

This chapter describes examples of custom SAFsto use at each stage in the request
handling process.

Chapter 6, “NSAPI Function Reference”

This chapter presents areference of the NSAPI functions. Y ou use NSAPI functionsto
define SAFs.

Chapter 7, “Creating Custom Server-Parsed HTML Tags’

This chapter explains how to create custom server-parsed HTML tags.
Appendix A, “Data Structure Reference”

This appendix discusses some of the commonly used NSAPI data structures.
Appendix B, “Wildcard Patterns’

This appendix lists the wildcard patterns you can use when specifying valuesin
obj . conf and various predefined SAFs.
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e Appendix C, “Time Formats”

This appendix lists time formats.
* Appendix D, “Dynamic Results Caching Functions”

This appendix explains how to create a results caching plug-in.
e Appendix E, “HyperText Transfer Protocol”

This appendix gives an overview of HTTP.

* Appendix F, “Alphabetical List of Pre-defined SAFs’
Appendix G, “Alphabetical List of NSAPI Functions and Macros’

These appendixes provide alphabetical lists for easy lookup of predefined SAFs and
NSAPI functions.

Documentation Conventions

This section describes the types of conventions used throughout this guide:
»  General Conventions

»  Conventions Referring to Directories

General Conventions

The following general conventions are used in this guide:

« Fileand directory paths are given in UNIX® format (with forward slashes separating
directory names).

e URLsaregivenintheformat:
http://server .domain/path/file.ntml

In these URLSs, server isthe server name where applications are run; domain is your
Internet domain name; path isthe server’ s directory structure; and fileis an individual
filename. Italic itemsin URLSs are placeholders.

*  Font conventionsinclude:

o Thenonospace font is used for sample code and code listings, APl and language
elements (such as function names and class names), file names, pathnames,
directory names, and HTML tags.
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Documentation Conventions

o Italictypeisused for code variables.

o Italictypeisalso used for book titles, emphasis, variables and placeholders, and
words used in the literal sense.

o Bold typeisused as either a paragraph lead-in or to indicate words used in the
literal sense.

Installation root directoriesfor most platforms are indicated by install_dir in this
document. Exceptions are noted in “ Conventions Referring to Directories’ on page 19.

By default, the location of install_dir on most platformsis:
/ opt / SUN\Wappser ver 7

For the platforms listed above, default_config_dir and install_config_dir are identical
toinstall_dir. See“ Conventions Referring to Directories’ on page 19 for exceptions
and additional information.

Instanceroot directories are indicated by instance dir in this document, whichisan
abbreviation for the following:

default_config_dir/ donmai ns/ domair/ instance

UNI X-specific descriptions throughout this manual apply to the Linux operating
system as well, except where Linux is specifically mentioned.

Conventions Referring to Directories

By default, when using the Solaris 8 and 9 installation, the application server filesare
spread across several root directories. These directories are described in this section.

For Solaris8 and 9 installations, this guide uses the following document conventions
to correspond to the various default installation directories provided:

o install_dir refersto/ opt / SUNWappser ver 7, which contains the static portion of
the installation image. All utilities, executables, and libraries that make up the
application server reside in this location.

o default_config_dir refersto/ var / opt / SUN\Wappser ver 7/ domai nswhich isthe
default location for any domainsthat are created.

o install_config_dir refersto/ et c/ opt / SUNWappser ver 7/ conf i g, which
contains installation-wide configuration information such as licenses and the
master list of administrative domains configured for this installation.
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Product Support

Product Support

If you have general feedback on the product or documentation, please send this to
appserver-feedback @sun.com.

If you have problems with your system, contact customer support using one of the
following mechanisms:

e The online support web site at:
http://ww. sun. com supportrai ni ng/
e Thetelephone dispatch number associated with your maintenance contract

Please have the following information available prior to contacting support. This helps to
ensure that our support staff can best assist you in resolving problems:

»  Description of the problem, including the situation where the problem occurs and its
impact on your operation

* Machine type, operating system version, and product version, including any patches
and other software that might be affecting the problem

» Detailed steps on the methods you have used to reproduce the problem

e Any error logsor core dumps
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Chapter 1

Syntax and Use of obj.conf

The obj . conf configuration file contains directives that instruct the Sun ONE Application
Server how to handle HTTP and HTTPS requests from clients and service web server
content such as native server plug-ins and CGI programs. Y ou can modify and extend the
request handling process by adding or changing the instructionsin obj . conf .

All obj . conf filesarelocated in the instance dir/ confi g directory. Thereisone

obj . conf filefor each virtual server, unless severa virtual servers are configured to share
anobj . conf file. Whenever this guide refersto “the obj . conf file,” it refersto all

obj . conf filesor totheobj . conf filefor the virtual server being described.

Thefile named obj . conf that lacks a prefix is atemplate that Sun ONE Application
Server usesto createobj . conf filesfor each virtual server. Editing thisfile does not affect
any existing virtual servers, but does affect any subsequently created virtual servers.

By default, each active obj . conf fileisnamed virtual_server_name- obj . conf . Because
the default virtual server for a server instance is named after the instance, when you first
create a server instance, itsobj . conf fileis named instance_name- obj . conf . Editing
one of thesefiles directly or through the Administration interface changes the configuration
of avirtual server.

This chapter discusses server instructionsin obj . conf ; the use of Qbj ect tags; the use of
variables; the flow of control in obj . conf ; the passthrough plug-in; the syntax rules for
editing obj . conf ; and a note about example directives.

The sections in this chapter are:

»  How the Server Handles HTTP Requests
»  Server Instructionsin obj.conf

e TheObject Tag

+ Variables Defined in server.xml

e Flow of Control in obj.conf
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How the Server Handles HTTP Requests

e Syntax Rulesfor Editing obj.conf

»  About obj.conf Directive Examples

NOTE Theobj . conf interfaceis Unstable. An unstable interface may be
experimental or transitional, and hence may change incompatibly, be
removed, or be replaced by a more stable interface in the next release.

How the Server Handles HTTP Requests

22

Sun ONE Application Server is an application server that accepts and responds to
HyperText Transfer Protocol (HTTP) requests. Browsers communicate using several
protocolsincluding HTTP, FTP, and gopher. The Sun ONE Application Server handles
HTTP and HTTPS specificaly.

For more information about the HTTP protocol refer to Appendix E, “HyperText Transfer
Protocol,” and the latest HT TP specification.

HTTP Basics

Asaquick summary, the HTTP/1.1 protocol works as follows:
» theclient (usually a browser) opens a connection to the server and sends a request

e theserver processes the request, generates a response, and closes the connection if it
findsaConnecti on: C ose header.

The request consists of aline indicating a method such as GET or POST, a Universal
Resource Identifier (URI) indicating which resource is being requested, and an HTTP
protocol version separated by spaces.

Thisisnormally followed by a number of headers, a blank lineindicating the end of the
headers, and sometimes body data. Headers may provide various information about the
request or the client Body data. Headers are typically only sent for POST and PUT methods.

The example request shown below would be sent by a browser to request the server
f 00. comto send back the resourcein/ i ndex. ht m . In this example, no body datais sent
because the method is GET (the point of the request is to get some data, not to send it.)
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CGET /index. htm HTTP/ 1.0

User-agent: Mzilla

Accept: text/htm, text/plain, image/jpeg, inmage/gif, */*
Host: foo.com

The server receives the request and processesit. It handles each request individually,
although it may process many requests simultaneously. Each request is broken down into a
series of steps that together make up the request handling process.

The server generates a response which includes the HTTP protocol version, HTTP status
code, and a reason phrase separated by spaces. Thisis normally followed by a number of
headers. The end of the headersisindicated by ablank line. The body data of the response
follows. A typical HTTP response might look like this;

HTTP/ 1.0 200 K
Server: Standard/ 7.0
Content-type: text/htm
Content-1length: 83

<HTM_>

<HEAD><TI TLE>Hel | o Worl d</ Ti t | e></ HEAD>
<BODY>Hel | o Wor | d</ BODY>

</ HTM_>

The status code and reason phrase tell the client how the server handled the request.
Normally the status code 200 is returned indicating that the request was handled
successfully and the body data contains the requested item. Other result codes indicate
redirection to another server or the browser’s cache, or various types of HTTP errors such
as 404 Not Found.”

Steps in the HTTP Request Handling Process

When the server first starts up it performs some initialization and then waits for an HTTP
request from aclient (such as abrowser). When it receives arequest, it first selectsavirtual
server. For detail s about how the virtual server is determined, see the description of the
server. xnl fileinthe Sun ONE Application Server Administrator’s Configuration File
Reference.
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After the virtual server is selected, the obj . conf file for the virtual server specifies how
the request is handled in the following steps:

1. AuthTrans (authorization translation)

verify any authorization information (such as name and password) sent in the request.
2. NameTrans (name translation)

translate the logical URI into alocal file system path.
3. PathCheck (path checking)

check the local file system path for validity and check that the requestor has access
privileges to the requested resource on the file system.

4. ObjectType (object typing)

determine the MIME-type (Multi-purpose Internet Mail Encoding) of the requested
resource (for example. t ext / ht m , i mage/ gi f, and so on).

5. Service (generate the response)

generate and return the response to the client.
6. AddLog (adding log entries)

add entries to log file(s).
7. Error (service)

Thisstep isexecuted only if an error occursin the previous steps. If an error occurs, the
server logs an error message and aborts the process.

Server Instructions in obj.conf

The obj . conf file contains directives that instruct the server how to handle requests
received from clients such as browser. These directives appear inside OBJECT tags.

Each directive calls afunction, indicating when to call it and specifying arguments for it.
The syntax of each directiveis:

Di rective fn=func-name namel="valuel". .. nameN="valueN"

For example:

NaneTrans fn="document-root"
root =" D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs"
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Di r ect i ve indicates when thisinstruction is executed during the request handling process.
Thevalueisone of Aut hTr ans, NaneTr ans, Pat hCheck, Qbj ect Type, Servi ce,
Error, and AddLog.

The value of the f n argument is the name of the Server Application Function (SAF) to
execute. All directives must supply avalue for thef n parameter -- if there’ sno function, the
instruction won't do anything.

The remaining parameters are the arguments needed by the function, and they vary from
function to function.

Sun ONE Application Server is shipped with a set of built-in server application functions
(SAFs) that you can use to create and modify directivesin obj . conf, asdiscussed in
Chapter 2, “Predefined SAFs and the Request Handling Process.” Y ou can also define new
SAFs.

Theini t. conf filecontains! ni t directive SAFs that initialize the server. For more
information, see Chapter 3, “ SAFsin the init.conf File.”

Summary of the Directives

Here are the categories of server directives and a description of what each does. Each
category corresponds to a stage in the request handling process. The section “Flow of
Control in obj.conf” on page 30 explains exactly how the server decides which directive or
directives to execute in at each stage.

e AuthTrans

Verifies any authorization information (normally sent in the Authorization header)
provided in the HTTP request and translates it into a user and/or a group. Server access
control occursin two stages. AuthTrans verifies the authenticity of the user. Later,
PathCheck tests the user’ s access privileges for the requested resource.

Aut hTrans fn=basi c-auth userfn=ntauth auth-type=basic
user db=none

This example callsthe basi c¢- aut h function, which calls a custom function (in this
case nt aut h, to verify authorization information sent by the client. The Authorization
header is sent as part of the basic server authorization scheme.

i NaneTr ans

Trandates the URL specified in the request from alogical URL to aphysical file
system path for the requested resource. This may also result in redirection to another
site. For example:
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NameTr ans fn="documnent-root"
root =" D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs"

This example callsthe docunent - r oot function with ar oot argument of

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ ser ver 1/ docs. The function
docunent - r oot function trandatestheht t p: / / hostname/ part of the requested
URL to the document root, which in this caseis

D: / Sun/ AppSer ver 7/ domai ns/ donai n1/ ser ver 1/ docs. Thusarequest for
htt p: // hostname/ doc1. ht m istrandated to

D: / Sun/ AppSer ver 7/ donai ns/ domai nl/ server 1/ docs/ docl. ht i .

e Pat hCheck

Performs tests on the physical path determined by the NameTr ans step. In general,
these tests determine whether the path is valid and whether the client is allowed to
access the requested resource. For example:

Pat hCheck fn="find-index" index-nanmes="index.htmnl, hone.htm "

Thisexample callsthef i nd- i ndex function with ani ndex- names argument of

i ndex. ht 1 , horre. ht m . If the requested URL is adirectory, this function instructs
the server to look for afile called either i ndex. ht M or hone. ht nl in the requested
directory.

e (jectType

Determines the MIME (Multi-purpose Internet Mail Encoding) type of the requested
resource. The MIME type has attributest ype (which indicates content type),

encodi ng and | anguage. The MIME typeis sent in the headers of the response to the
client. The MIME type a so helps determine which Ser vi ce directive the server
should execute.

The resulting type may be:

o A common document typesuch ast ext / ht mi or i mage/ gi f (for example, the
file name extension . gi f trandatesto the MIME typei mage/ gi f).

o Aninterna server type. Internal types always begin with nagnus-i nt er nal .
For example:
oj ect Type fn="type-by-extensi on"

Thisexample callsthet ype- by- ext ensi on function which causes the server to
determine the MIME type according to the requested resource’ s file extension.
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e Service

Generates and sends the response to the client. Thisinvolves setting the HTTP result
status, setting up response headers (such as content-type and content-length), and
generating and sending the response data. The default response isto invoke the
send- fi | e function to send the contents of the requested file along with the
appropriate header files to the client.

The default Ser vi ce directiveis:

Servi ce met hod="( GET| HEAD| POST) " type="*~magnus-internal /*"
fn="send-file"

This directive instructs the server to call the send- fi | e function in response to any
request whose method is GET, HEAD, or POST, and whoset ype does not begin with
magnus- i nt er nal / . (Note the use of the special characters* ~ to mean “does not
match.”)

Another exampleis:

Servi ce met hod="(GET| HEAD) " type="magnus-i nternal /i nagemap"
fn="i magemap"

In this case, if the method of the request is either GET or HEAD, and the type of the
requested resource is" magnus-i nt er nal / i magemap" , the functioni magemap is
called.

e AddLog
Adds an entry to alog file to record information about the transaction. For example:
AddLog fn="flex-1o0g" nane="access"

Thisexamplecallsthe f | ex- | og function to log information about the current request
inthelog file named access.

i Error

Handles an HTTP error. Thisdirectiveisinvoked if a previous directive resultsin an
error. Typically the server handles an error by sending a custom HTML document to
the user describing the problem and possible solutions.

For example:

Error fn="send-error" reason="Unauthorized"
pat h="D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ errors/ unaut hori zed. ht m "

In this example, the server sends thefilein:
D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ error s/ unaut hori zed. ht m

whenever aclient requests a resource that it is not authorized to access.
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The Object Tag

Directivesin theobj . conf file are grouped into objects that begin with an <Cbj ect > tag
and end with a</ Qbj ect > tag. The default object provides instructions to the server about
how to process requests by default. Each new object modifies the default object’ s behavior.

An Obj ect tag may have anane attribute or appat h attribute. Either parameter may be a
wildcard pattern. For example:

<Cbhj ect nane="cgi ">
or
<Cbhj ect ppat h="/ Sun/ AppSer ver 7/ domai ns/ donmi nl/ server 1/ docs/ private/ *">

The server always starts handling arequest by processing the directives in the default
object. However, the server switches to processing directives in another object after the
NaneTr ans stage of the default object if either of the following conditionsistrue:

e The successful NaneTr ans directive specifies aname argument

e thephysical pathname that results from the NameTr ans stage matches the ppat h
attribute of another object

When the server has been alerted to use an object other than the default object, it processes
the directives in the other object before processing the directives in the default object. For
some steps in the process, the server stops processing directivesin that a particular stage
(such asthe Ser vi ce stage) as soon as oneis successfully executed, whereas for other
stages the server processes all directivesin that stage, including the ones in the default
object aswell asthose in the additional object. For more details, see the section “Flow of
Control in obj.conf” on page 30.

Objects that Use the name Attribute

If aNaneTr ans directivein the default object specifies aname argument, the server
switches to processing the directives in the object of that name before processing the
remaining directivesin the default object.

For example, thefollowing NaneTr ans directivein the default object assignsthe name cgi
to any request whose URL starts with ht t p: / / hostname/ cgi / .

<Cbj ect nane="defaul t">
NameTrans fn="pfx2dir" from="/cgi"
di r="D:/ Sun/ AppSer ver 7/ donmai ns/ domai n1/ server 1/ docs/ mycgi " nane="cgi "

</ Cbj ect >
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When that NameTr ans directive is executed, the server starts processing directivesin the
object named cgi :

<Cbj ect nane="cgi ">
more directives...
</ Obj ect >

Object that Use the ppath Attribute

When the server finishes processing the NameTr ans directivesin the default object, the
logical URL of the request will have been converted to a physical pathname. If this physical
pathname matches the ppat h attribute of another object in obj . conf , the server switches
to processing the directives in that object before processing the remaining onesin the
default object.

For example, the following NanmeTr ans directive translatestheht t p: / / hostname/ part of
the requested URL to D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/
(which isthe document root directory).

<Cbj ect nane="defaul t">
NanmeTrans fn="docunent -root"
root =" D/ Sun/ AppSer ver 7/ dormai ns/ donai nl/ server 1/ docs"

</ Obj ect >

TheURL ht t p: // hostname/ i nt er nal pl an1. ht ml would be trand ated to:
D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ i nt ernal pl anl. ht m

However, suppose that obj . conf contains the following additional object:

<Cbj ect ppath="*internal *">
more directives...
</ Obj ect >

In this case, the partial path *i nt er nal * matches the path:

D: / Sun/ AppSer ver 7/ donai ns/ domai nl/ server 1/ docs/i nt ernal pl anl. ht m
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Variables Defined in server.xml

So now the server starts processing the directives in this object before processing the
remaining directivesin the default object.

Variables Defined in server.xml

You can define variablesin the ser ver . xnl file and reference themin an obj . conf file.
For example, the following ser ver . xnl code defines avariable called docr oot :

<property name=docr oot
val ue="/ Sun/ AppSer ver 7/ dormai ns/ donmai nl/ server 1/ docs/ cl ass2/ acne" />

Y ou can reference the variable in obj . conf asfollows:
NaneTr ans fn=docunent-root root="%docroot"

Using thisdocr oot variable saves you from having to define document roots for virtual
server classesin theobj . conf files. It also allows you to define different document roots
for different virtual serverswithin the same virtual server class.

NOTE Variable substitution isallowed only inan obj . conf file. It isnot allowed
in any other Sun ONE Application Server configuration files.

Any variable referenced in an obj . conf file must be defined in the
server. xn file.

For more information about defining variables, see the Sun ONE Application Server
Administrator’s Configuration File Reference.

Flow of Control in obj.conf

Before the server can process arequest, it must direct the request to the correct virtual
server. For details about how the virtual server is determined, see the Sun ONE Application
Server Administrator’s Configuration File Reference.

After the virtual server is determined, the server executesthe obj . conf file for the virtual
server class to which the virtual server belongs. This section discusses how the server
decides which directivesto execute in obj . conf .
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AuthTrans

When the server receives arequest, it executes the Aut hTr ans directivesin the default
object to check that the client is authorized to access the server.

If there is more than one AuthTrans directive, the server executes them all (unless one of
them resultsin an error). If an error occurs, the server skips all other directives except for
Error directives.

NameTrans

Next, the server executes aNaneTr ans directive in the default object to map the logical
URL of the requested resource to a physical pathname on the server’s file system. The
server looks at each NameTr ans directive in the default object in turn, until it finds one that
can be applied.

If there is more than one NanmeTr ans directive in the default object, the server considers
each directive until one succeeds.

The NameTr ans section in the default object must contain exactly one directive that
invokesthe docunent - r oot function. Thisfunctions trandatesthe ht t p: / / hostname/
part of the requested URL to a physical directory that has been designated as the server’s
document root. For example:

NaneTrans fn="document-root"
root =" D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs"

The directive that invokesdocument - r oot must be the last directive in the NaneTr ans
section so that it is executed if no other NaneTr ans directiveis applicable.

The pf x2di r (prefix to directory) function is used to set up additional mappings between
URLs and directories. For example, the following directive translates the URL

htt p: / / hosthame/ cgi / into the directory pathname

D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ nycgi/ :

NameTrans fn="pfx2dir" from="/cgi"
di r="D:/ Sun/ AppSer ver 7/ domai ns/ donai nl/ server 1/ docs/ nycgi "

Notice that if this directive appeared after the one that callsdocunent - r oot , it would
never be executed, with the result that the resultant directory pathname would be

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ ser ver 1/ docs/ cgi / (not nycgi ). This
illustrates why the directive that invokes document - r oot must be the last one in the
NaneTr ans section.
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How the Server Knows to Process Other Objects

Asaresult of executing aNameTr ans directive, the server might start processing directives
in another object. This happens if the NameTr ans directive that was successfully executed
specifies aname or generates apartia path that matches the nane or ppat h attribute of
another object.

If the successful NameTr ans directive assigns a name by specifying aname argument, the
server starts processing directivesin the named object (defined with the OBJECT tag) before
processing directives in the default object for the rest of the request handling process.

For example, thefollowing NaneTr ans directivein the default object assignsthe name cgi
to any request whose URL starts with ht t p: / / hostname/ cgi / .

<Cbj ect nane="defaul t">

NameTrans fn="pfx2dir" from="/cgi"
di r="D:/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ mycgi " name="cgi "

</ Obj ect >

When that NameTr ans directive is executed, the server starts processing directivesin the
object named cgi :

<Cbj ect nane="cgi ">
more directives...
</ Obj ect >

When aNaneTr ans directive has been successfully executed, there will be a physical
pathname associated with the requested resource. If the resultant pathname matches the
ppat h (partial path) attribute of another object, the server starts processing directivesin the
other object before processing directives in the default object for the rest of the request
handling process.

For example, suppose obj . conf contains an object as follows:

<Cbj ect ppath="*internal *">
more directives...
</ Cbj ect >

Now suppose the successful NameTr ans directive trand ates the requested URL to the
pathname;

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/i nt ernal pl anl. ht m

In this case, the partial path *i nt er nal * matches the path:

D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/i nt ernal pl anl. ht m

So now the server would start processing the directivesin this object before processing the
remaining directivesin the default object.
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PathCheck

After converting the logical URL of the requested resource to a physical pathnamein the
NaneTr ans step, the server executes Pat hCheck directives to verify that the client is
allowed to access the requested resource.

If thereis more than one Pat hCheck directive, the server executes all the directivesin the
order in which they appear, unless one of the directives denies access. If accessis denied,
the server switchesto executing directivesin the Error section.

If the NanmeTr ans directive assigned a name or generated a physical pathname that matches
the name or ppat h attribute of another object, the server first applies the Pat hCheck
directives in the matching object before applying the directives in the default object.

ObjectType

Assuming that the Pat hCheck directives all approve access, the server next executes the
Qbj ect Type directives to determine the MIME type of the request. The MIME type has
three attributes: type, encoding, and language. When the server sends the response to the
client, the type, language, and encoding values are transmitted in the headers of the
response. Thet ype aso frequently helps the server to determine which Ser vi ce directive
to execute to generate the response to the client.

If there is more than one Obj ect Type directive, the server applies all the directivesin the
order in which they appear. However, once a directive sets an attribute of the MIME type,
further attempts to set the same attribute are ignored. The reason that al Cbj ect Type
directives are applied is that one directive may set one attribute, for examplet ype, while
another directive sets a different attribute, such as| anguage.

Aswith the Pat hCheck directives, if another abject has been matched to the request as a
result of the NameTr ans step, the server executes the Obj ect Type directivesin the
matching object before executing the Cbj ect Type directives in the default object.

Setting the Type By File Extension

Usually the default way the server figures out the MIME typeis by calling the

t ype- by- ext ensi on function. This function instructs the server to look up the MIME
type according to the requested resource’ s file extension in the MIME types table. This
table was created during virtual server initialization by the MIME typesfile, (whichis
usually called mi me. t ypes) .

For example, the entry in the MIME types table for the extensions. ht M and. ht mis
usually:

type=text/htm exts=htm htmnl
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which saysthat al files that have the extension . ht mor .ht m are text files formatted as
HTML andthet ype istext/htni .

Note that if you make changes to the MIME typesfile, you must reconfigure the server
before those changes can take effect.

For more information about MIME types, see the Sun ONE Application Server
Administrator’s Configuration File Reference.

Forcing the Type

If no previous Cbj ect Type directive has set the type, and the server does not find a
matching file extension in the M ME types table, thet ype still has no value even after

t ype- by- expr essi on has been executed. Usually if the server does not recognize thefile
extension, it isagood ideato force the typeto bet ext / pl ai n, so that the content of the
resource is treated as plain text. There are also other situations where you might want to set
the type regardless of the file extension, such as forcing all resourcesin the designated CGI
directory to have the MIME type magnus-i nt ernal / cgi .

The function that forces the typeisf or ce-t ype. For example, the following directives
first instruct the server to look in the MIME typestable for the MIME type, thenif thet ype
attribute has not been set (that is, the file extension was not found in the MIME typestable),
set thet ype attributeto t ext / pl ai n.

oj ect Type fn="type-by-extension"
oj ect Type fn="force-type" type="text/plain"

If the server receives arequest for afile abc. dogs, it looksin the MIME typestable, does
not find a mapping for the extension . dogs, and consequently does not set thet ype
attribute. Since thet ype attribute has not already been set, the second directiveis
successful, forcing thet ype attributetot ext / pl ai n.

Thefollowing exampleillustrates another use of f or ce- t ype. Inthisexample, thet ype is
forced to magnus- i nt er nal / cgi before the server gets a chance to look in the MIME
typestable. In this case, all requests for resourcesin ht t p: / / hostname/ cgi / are
translated into requests for resources in the directory

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ nycgi / . Sinceanameis
assigned to the request, the server processes Obj ect Type directivesin the object named
cgi before processing the onesin the default object. This object has one bj ect Type
directive, which forcesthet ype to be magnus-i nt ernal / cgi .
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NameTrans fn="pfx2dir" from="/cgi"

di r="D:/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ mycgi " name="cgi "
<Cbhj ect nane="cgi ">

oj ect Type fn="force-type" type="magnus-internal/cgi"

Service fn="send-cgi "

</ Obj ect >

The server continues processing al bj ect Type directives including those in the default
object, but since thet ype attribute has already been set, no other directive can set it to
another value.

Service

Next, the server needs to execute a Ser vi ce directive to generate the response to send to
the client. The server looks at each Ser vi ce directivein turn, to find the first one that
matches the type, method and query string. If aSer vi ce directive does not specify type,
method, or query string, then the unspecified attribute matches anything.

If thereis morethan one Ser vi ce directive, the server appliesthefirst one that matchesthe
conditions of the request, and ignores all remaining Ser vi ce directives.

Aswith the Pat hCheck and Obj ect Type directives, if another object has been matched to
the request as aresult of the NaneTr ans step, the server considersthe Ser vi ce directives
in the matching object before considering the ones in the default object. If the server
successfully executes a Ser vi ce directive in the matching object, it will not get round to
executing the Ser vi ce directivesin the default object, since it only executes one Ser vi ce
directive.

Service Examples

For an example of how Ser vi ce directives work, consider what happens when the server
receives arequest for the URL D: / hosthame/ j os. ht m . In this case, al directives
executed by the server are in the default object.

» Thefollowing NameTr ans directive trandates the requested URL to:

D: / Sun/ AppSer ver 7/ dorai ns/ domai nl/ server 1/ docs/j os. ht

NaneTrans fn="document-root"
root =" D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs"

* Assumethat the Pat hCheck directives all succeed.

» Thefollowing Obj ect Type directive tellsthe server to look up the resource’sMIME
type in the MIME types table:

oj ect Type fn="type-by-extension"
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e The server finds the following entry in the MIME types table, which sets the type
attributeto t ext / ht i :

type=text/htm exts=htm htm

e Theserver invokesthe following Ser vi ce directive. The value of thet ype parameter
matches anything that does not begin with magnus-i nt er nal / . (For alist of all
wildcard patterns, see Appendix B, “Wildcard Patterns’). This directive sends the
requested file, j os. ht nl , to the client.

Servi ce met hod="( GET| HEAD| POST) " type="*~magnus-internal / *"
fn="send-file"

Here is an example that involves using another object.

» Thefollowing NameTr ans directive assigns the name per sonnel to the request.

NameTr ans fn=assi gn- nane nane=per sonnel fron¥/ personnel

» Asaresult of the nane assignment, the server switches to processing the directivesin
the abject named per sonnel . This object is defined as:

<Cbhj ect nanme="personnel ">
Servi ce fn="index-sinple"
</ Obj ect >

e Thepersonnel object hasno Pat hCheck or Obj ect Type directives, so the server
processes the Pat hCheck and Qbj ect Type directives in the default object. Let's
assume that all Pat hCheck and Obj ect Type directives succeed.

»  When processing Ser vi ce directives, the server starts by considering the Ser vi ce
directivein the per sonnel object, whichis:

Service fn="index-sinple"

* Theserver executesthis Ser vi ce directive, which callsthei ndex- si npl e function.
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Since aSer vi ce directive has now been executed, the server does not process any
other Ser vi ce directives. (However, if the matching object had not had a Ser vi ce
directive that was executed, the server would continue looking at Ser vi ce directives
in the default object.)

Default Service Directive

Thereisusually aSer vi ce directive that does the default thing (sends afile) if no other
Ser vi ce directive matches arequest sent by a browser. This default directive should come
last in thelist of Ser vi ce directivesin the default object, to ensureit only gets called if no
other Ser vi ce directives have succeeded. The default Ser vi ce directiveisusualy:

Servi ce met hod="( GET| HEAD| POST) " type="*~magnus-i nternal /*"
fn="send-file"

This directive matches requests whose method is GET, HEAD, or POST, which covers nearly
virtually all requests sent by browsers. The value of thet ype argument uses special
pattern-matching characters. For compl ete information about the special pattern-matching
characters, see Appendix B, “Wildcard Patterns.”

The characters “* ~” mean “anything that doesn’t match the following characters,” so the
expression * ~magnus- i nt er nal / means “anything that doesn’t match

magnus- i nt er nal /.” An asterisk by itself matches anything, so the whole expression
*~magnus- i nt er nal / * matches anything that does not begin with nagnus-i nt er nal / .

Soif the server has not already executed aSer vi ce directivewhen it reachesthisdirective,
it executes the directive so long as the request method is GET, HEAD or POST, and the value
of thet ype attribute does not begin with magnus-i nt er nal / . Theinvoked function is
send-fi | e, which simply sends the contents of the requested file to the client.

AddLog

After the server generate the response and sends it to the client, it executes AddLog
directives to add entries to the log files.

All AddLog directives are executed. The server can add entriesto multiple log files.

Depending on which log files are used and which format they use, the | ni t sectionin

i ni t.conf may need to have directivesthat initialize the logs. For example, if one of the
AddLog directivescallsf | ex- | og, which uses the extended log format, the | ni t section
must contain a directive that invokesf | ex-i ni t toinitialize the flexible logging system.
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For more information about initializing logs, see the discussion of the functions
flex-init andinit-clf inChapter 3, “SAFsin theinit.conf File.”

Error

If an error occurs during the request handling process, such asif aPat hCheck or

Aut hTr ans directive denies access to the requested resource, or the requested resource
does not exist, then the server immediately stops executing all other directives and
immediately starts executing the Er r or directives.

Syntax Rules for Editing obj.conf

Several rules areimportant in the obj . conf file. Be very careful when editing thisfile.
Simple mistakes can make the server fail to start or operate incorrectly.

CAUTION Do not remove any directives from any obj . conf filethat are present in
the obj . conf filethat exists when you first install Sun ONE Application
Server, or the server may not function properly.

Order of Directives

The order of directivesisimportant, since the server executes them in the order they appear
in obj . conf . The outcome of some directives affect the execution of other directives.

For Pat hCheck directives, the order within the Pat hCheck section is not so important,
since the server executes al Pat hCheck directives. However, in the Cbj ect Type section
the order is very important, because if an Qbj ect Type directive sets an attribute value, no
other Qbj ect Type directive can change that value. For example, if the default

bj ect Type directives were listed in the following order (which is the wrong way round),
every request would haveitst ype valueset tot ext / pl ai n, and the server would never
have a chance to set the t ype according to the extension of the requested resource.

oj ect Type fn="force-type" type="text/plain"
oj ect Type fn="type-by-extensi on"
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Similarly, the order of directivesinthe Ser vi ce section isvery important. The server
executes the first Ser vi ce directive that matches the current request and does not execute
any others.

Parameters

The number and names of parameters depends on the function. The order of parameters on
thelineis not important.

Case Sensitivity

Itemsinthe obj . conf file are case-sensitive including function names, parameter names,
many parameter values, and path names.

Separators

The C language allows function names to be composed only of letters, digits, and
underscores. Y ou may use the hyphen (-) character in the configuration filein place of
underscore () for your C code function names. Thisisonly true for function names.

Quotes

Quotes (") are only required around value strings when there is a space in the string.
Otherwise they are optional. Each open-quote must be matched by a close-quote.

Spaces

Spaces are not allowed at the beginning of aline except when continuing the previous line.
Spaces are not allowed before or after the equal (=) sign that separates the name and value.
Spaces are not allowed at the end of aline or on ablank line.

Line Continuation

A long line may be continued on the next line by beginning the next line with a space or tab.
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Path Names

Always use forward slashes (/) rather than back-slashes (\ ) in path names. Back-slash
escapes the next character.

Comments

Comments begin with a pound (#) sign. If you manually add commentsto obj . conf , then
use the Administration interface to make changes to your server, the Administration
interface will wipe out your comments when it updates obj . conf .

About obj.conf Directive Examples

Every linein the obj . conf file beginswith one of the following keywords:

Aut hTr ans
NaneTr ans
Pat hCheck
oj ect Type
Service
AddLog
Error

<(bj ect

</ Obj ect >

If any line of any example begins with a different word in the manual, the line is wrapping
inaway that it does not in the actual file. In some casesthisis dueto line length limitations
imposed by the PDF and HTML formats of the manuals.

For example, the following directive isall on oneline in the actual obj . conf file:

NameTrans fn="pfx2dir" from="/cgi"
di r="D:/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ mycgi " name="cgi "
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Chapter 2

Predefined SAFs and the Request
Handling Process

This chapter describes the standard directives and pre-defined Server Application Functions
(SAFs) that are used in the obj . conf fileto giveinstructionsto the server.

Each SAF hasits own arguments, which are passed to it by a directivein obj . conf . Every
SAF isalso passed additional arguments that contain information about the request (such as
what resource was requested and what kind of client requested it) and any other server
variables created or modified by SAFs called by previously invoked directives. Each SAF
may examine, modify, or create server variables. Each SAF returns aresult code that tells
the server whether it succeeded, did nothing, or failed.

For a discussion of the use and syntax of obj . conf , see the chapter, Chapter 1, “ Syntax
and Use of obj.conf.”

For alist of I ni t (initialization) SAFs, see Chapter 3, “SAFsin theinit.conf File.”

This chapter includes functions that are part of the core functionality of Sun ONE
Application Server. It does not include functions that are available only if additional
components, such as server-parsed HTML, are enabl ed.

This chapter contains a section for each directive which lists al the pre-defined Server
Application Functions that can be used with that directive.

The directives are;

* AuthTrans Stage
e NameTrans Stage
e PathCheck Stage
*  ObjectType Stage
*  Service Stage
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e AddLog Stage
e Error Stage

For an alphabetical list of pre-defined SAFs, see Appendix F, “ Alphabetical List of
Pre-defined SAFs.”

The following table lists the SAFs that can be used with each directive.

Table 2-1  Available Server Application Functions (SAFS) Per Directive

Directive Server Application Functions

AuthTrans Stage aut h- passt hr ough
basi c-auth
basi c- ncsa
get-sslid
gos- handl er

NameTrans Stage assi gn- name
docunent - r oot
hone- page
ntrans-j 2ee
pfx2dir
redirect
strip-parans
uni x- home

PathCheck Stage check- acl
deny- exi st ence
find-index
find-1inks
find-pathinfo
get-client-cert
| oad-config
require-auth
set-virtual -i ndex
ssl - check
ssl -1 ogout
uni x-uri-cl ean

ObjectType Stage check- passt hr ough
force-type
set-default-type
sht m - hackt ype
t ype- by- exp
t ype- by- ext ensi on
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Table 2-1

The bucket Parameter

Available Server Application Functions (SAFs) Per Directive (Continued)

Directive

Server Application Functions

Service Stage

AddLog Stage

Error Stage

add-f oot er
add- header
append-trailer
i magemap

i ndex- conmon
i ndex-si mpl e
key-t oosmal
list-dir
make-dir
query- handl er
renove-dir
renmove-file
renanme-file
send- cgi
send-file
send-range
servi ce-dunp
service-j 2ee
servi ce- passt hr ough
shtm _send
upl oad-file

common- | og
flex-1og
recor d- user agent

error-j2ee
send-error
qos- error

The bucket Parameter

The following performance buckets are predefined in Sun ONE Application Server:

e Thedefaul t - bucket records statistics for the functions not associated with any

user-defined or built-in bucket.

e Theal | -request s bucket records. per f statisticsfor all SAFs, including thosein the

def aul t - bucket .

Y ou can define additional performance bucketsinthei nit. conf file(seetheperf-init
and def i ne- per f - bucket functions).

Chapter 2  Predefined SAFs and the Request Handling Process 45



AuthTrans Stage

Y ou can measure the performance of any SAFin obj . conf by adding a
bucket =bucket-name parameter to the function, for example bucket =cache- bucket .

To list the performance statistics, use the ser vi ce- dunp Service function.
Asan dternative, you can usethe st at s-i ni t function to generate performance statistics.

For more information about performance buckets, see the Sun ONE Application Server
Performance Tuning Guide.

AuthTrans Stage

Aut hTr ans stands for Authorization Trandation. Aut hTr ans directives give the server
instructions for checking authorization before allowing a client to access resources.

Aut hTr ans directives work in conjunction with Pat hCheck directives. Generally, an
Aut hTr ans function checksif the username and password associated with the request are
acceptable, but it does not allow or deny access to the request -- it leavesthat to a

Pat hCheck function.

The server handles the authorization of client usersin two steps.

» AuthTrans Stage - validates authorization information sent by the client in the
Authorization header.

e PathCheck Stage - checks that the authorized user is allowed access to the requested
resource.

The authorization process is split into two steps so that multiple authorization schemes can
be easily incorporated, as well as providing the flexibility to have resources that record
authorization information but do not require it.

Aut hTr ans functions get the username and password from the headers associated with the
request. When a client initially makes a request, the username and password are unknown
so the Aut hTr ans functions and Pat hCheck functions work together to reject the request,
sincethey can’t validate the username and password. When the client receives the rgjection,
its usual responseisto pop up a dialog box asking for the username and password to enter
the appropriate realm, and then the client submits the request again, this time including the
username and password in the headers.

If there is more than one Aut hTr ans directivein obj . conf , each function is executed in
order until one succeeds in authorizing the user.

The following AuthTrans-class functions are described in detail in this section:

* aut h- passt hr ough ingpects an incoming HTTP (web) request for client information
encoded by aser vi ce- passt hr ough function running on an intermediate server.
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e basi c-aut h callsacustom function to verify user name and password. Optionally
determines the user’s group.

* basi c- ncsa verifies user name and password against an NCSA-style or system DBM
database. Optionally determines the user’s group.

* get-sslid retrievesastring that is unique to the current SSL session and stores it as
thessl -i d variable in the Sessi on- >cl i ent parameter block.

e qos- handl er handlesthe current quality of service statistics.

auth-passthrough

Applicablein Aut hTr ans-class directives.

The aut h- passt hr ough function inspects an incoming HTTP (web) request for client
information encoded by aser vi ce- passt hr ough function running on an intermediate
server. The client information includes:

e ThelP address from which the request originated.
e The SSL key size used by the originating client.
» TheSSL client certificate presented by the originating client.

When aut h- passt hr ough detects encoded client information, it treats the request as if it
had arrived directly from the originating client instead of via an intermediate server running
servi ce- passt hr ough.

The aut h- passt hr ough function is optional on the server instance that receives the
request forwarded by ser vi ce- passt hr ough.

Since aut h- passt hr ough makes it possible to override information that may be used for
authentication (for example, the | P address of the original request), it isimportant that only
trusted clients and servers be allowed to connect to a server running aut h- passt hr ough.
Asaminimal precaution, only servers behind a corporate firewall should run

aut h- passt hr ough; no Internet-accessible server should run aut h- passt hr ough.
Further, if this information about the originating client is not required,

aut h- passt hr ough should not be used.

Parameters
The following table describes parameters for the aut h- passt hr ough function.

Table 2-2  aut h- passt hr ough Parameters

Parameter Description

bucket optional, common to all obj . conf functions
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Examples

Aut hTr ans f n=aut h- passt hr ough

See Also
i nit-passthrough, check-passt hrough, servi ce-passt hrough

basic-auth
Applicablein Aut hTr ans-class directives.

Thebasi c- aut h function calls a custom function to verify authorization information sent
by the client. The Authorization header is sent as part of the basic server authorization
scheme.

This function is usually used in conjunction with the PathCheck-class function
require-auth.

Parameters
The following table describes parameters for the basi c- aut h function.

Table 2-3 basi c- aut h Parameters

Parameter Description

aut h-type specifies the type of authorization to be used. This should aways
bebasi c.

user db (optional) specifiesthe full path and file name of the user database

to be used for user verification. This parameter will be passed to
the user function.

userfn isthe name of the user custom function to verify authorization.
This function must have been previously loaded with
| oad- npdul es. It hasthe sameinterface as all the SAFs, but it
is called with the user name (user ), password (pw), user database
(user db), and group database (gr oupdb) if supplied, in the pb
parameter. The user function should check the name and password
using the database and return REQ_NOACTI ONif they are not
valid. It should return REQ_PROCEED if the name and password
are valid. The basic-auth function will then add aut h-t ype,
aut h-user (user), and aut h- db (user db) tothe
rg->vars pbl ock.
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Table 2-3  basi c¢- aut h Parameters (Continued)

Parameter

Description

groupdb

groupfn

bucket

(optional) specifiesthefull path and file name of the user database.
This parameter will be passed to the group function.

(optiond) is the name of the group custom function that must have
been previously loaded with | oad- nodul es. It hasthe same
interface as all the SAFs, but it is called with the user name (user),
password (pw), user database (user db), and group database

(gr oupdb) in the pb parameter. It a so has access to the

aut h-type, aut h- user (user), and aut h- db (user db)
parametersinther g- >var s pbl ock. Thegroup function
should determine the user’ s group using the group database, add it
tor g- >var s asaut h- gr oup, and return REQ_PROCEED if
found. It should return REQ_NQACTI ONif the user’sgroup is not
found.

optional, common to all obj . conf functions

Examples

ininit.conf:

Init fn=l oad-nodul es shlib=/path/to/ nycustonmauth. so
funcs=hardcoded_auth

inobj . conf:

Aut hTrans fn=basi c-auth aut h-type=basi ¢ userfn=hardcoded_auth

Pat hCheck fn=require-auth auth-type=basic real m="Marketing Pl ans"

See Also

require-auth

basic-ncsa

Applicablein Aut hTr ans-class directives.
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Thebasi c- ncsa function verifies authorization information sent by the client against a
database. The Authorization header is sent as part of the basic server authorization scheme.

This function is usually used in conjunction with the PathCheck-class function

require-auth.

Parameters

The following table describes parameters for the basi c- ncsa function.

Table 2-4  basi c- ncsa Parameters

Parameter Description

aut h-type specifies the type of authorization to be used. This should aways
bebasi c.

dbm (optional) specifies the full path and base file name of the user
database in the server's native format. The native format isa
system DBM file, which is a hashed file format allowing
instantaneous access to hillions of users. If you use this parameter,
don't usetheuser fi | e parameter aswell.

userfile (optional) specifies the full path name of the user database in the
NCSA-style HTTPD user file format. Thisformat consists of lines
using theformat name: password, where password is encrypted. If
you use this parameter, don’t use dbm

grpfile (optional) specifies the NCSA-style HTTPD group file to be used.
Each line of agroup file consists of group: userl user?2 ... userN
where each user is separated by spaces.

bucket optional, commonto all obj . conf functions

Examples

AuthTrans fn=basi c-ncsa auth-type=basic
dbne/ Sun/ AppSer ver 7/ donai ns/ domai nl/ server 1/ userdb/rs

Pat hCheck fn=require-auth auth-type=basic real m="Marketing Pl ans"

Aut hTr ans f n=basi c-ncsa aut h-type=basic
userfil e=/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ . ht passwd
grpfil e=/ Sun/ AppServer 7/ domai ns/ domai nl/ server1/.grpfile

Pat hCheck fn=require-auth auth-type=basic real m="Marketing Pl ans"
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See Also
require-auth

get-sdid

Applicablein Aut hTr ans-class directives.

NOTE This function is provided for backward compatibility only. The
functionality of get - ssl i d has been incorporated into the standard
processing of an SSL connection.

Theget - ssl i d function retrieves a string that is unique to the current SSL session, and
storesit asthessl -i d variablein the Sessi on- >cl i ent parameter block.

If thevariable ssl -i d is present when a CGl isinvoked, it is passed to the CGI as the
HTTPS_SESSI ONI D environment variable.

Theget - ssl i d function has no parameters and always returns REQ_NOACTI ON. It has no
effect if SSL is not enabled.

Parameters
The following table describes parameters for the get - ssl i d function.

Table 2-5  get - ssl i d Parameters

Parameter Description
bucket optional, common to all obj . conf functions
gos-handler

Applicablein Aut hTr ans-class directives.

The gos- handl er function examinesthe current quality of service statistics for the virtual
server, virtual server class, and global server, logs the statistics, and enforces the QOS
parameters by returning an error. This must be the first Aut hTr ans function configured in
thedef aul t object in order to work properly.

Chapter 2  Predefined SAFs and the Request Handling Process 51



NameTrans Stage

For more information, see the Sun ONE Application Server Performance Tuning Guide.

Parameters
The following table describes parameters for the gos- handl er function.

Table 2-6  gos- handl er Parameters

Parameter Description
bucket optional, common to all obj . conf functions
Example

Aut hTrans fn=gos- handl er

See Also
gos-error

NameTrans Stage

NaneTr ans standsfor Name Trandation. NameTr ans directives translate virtual URLSto
physical directories on your server. For example, the URL

http://vww. test. conm sonme/fil e.html

could be trandated to the full file-system path

[ usr/ Sun/ AppSer ver 7/ domai ns/ donai nl/ server 1/ docs/ sone/file. htm

NaneTr ans directives should appear in the default object. If there is more than one
NaneTr ans directive in an object, the server executes each one in order until one succeeds.

The following NameTrans-class functions are described in detail in this section:
e assi gn- name tellsthe server to process directivesin a named object.

e docunent-root translatesa URL into afile system path by replacing the
http://host_name part of the requested resource with the document root directory.

* home- page trandlates arequest for the server’s root home page (/ ) to a specific file.

* ntrans-j 2ee determines whether a request maps to a Java web application context.
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e pfx2dir trandates any URL beginning with a given prefix to afile system directory
and optionally enables directivesin an additional named object.

* redirect redirectstheclient to adifferent URL.
* strip-parans removes embedded semicolon-delimited parameters from the path.

* uni x- hone trandates a URL to a specified directory within a user’s home directory.

assign-name
Applicablein NaneTr ans-class directives.

The assi gn- nane function specifies the name of an object in obj . conf that matches the
current request. The server then processes the directives in the named object in preference
to the ones in the default object.

For example, consider the following directive in the default object:
NameTr ans f n=assi gn- nane name=per sonnel from=/ personnel

Let’s suppose the server receives arequest for ht t p: / / hostname/ per sonnel . After
processing this NameTr ans directive, the server looks for an object named per sonnel in
obj . conf, and continues by processing the directivesin the per sonnel object.

The assi gn- nane function always returns REQ _NOACTI ON.

Parameters
The following table describes parameters for the assi gn- name function.

Table 2-7  assi gn- nane Parameters

Parameter Description
from isawildcard pattern that specifies the path to be affected.
nane specifies an additional named object in obj . conf whose

directives will be applied to this request.
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Table 2-7  assi gn- nane Parameters (Continued)

Parameter Description

find-pat hi nfo-forward (optional) makes the server look for the PATHINFO forward in
the path right after the ntrans-base instead of backward from the
end of path as the server function assi gn- name does by
default.

The value you assign to this parameter isignored. If you do not
wish to use this parameter, leave it out.

Thef i nd- pat hi nf o- f or war d parameter isignored if the
nt rans- base parameter isnot setinr g- >var s. By default,
ntrans- base isset.

This feature can improve performance for certain URLs by
reducing the number of stats performed.

nost at (optional) prevents the server from performing a stat on a
specified URL whenever possible.

The effect of nost at =" virtual-path" inthe NaneTr ans
function assi gn- namne isthat the server assumesthat a stat on
the specified virtual-path will fail. Therefore, use nost at only
when the path of the virtual-path does not exist on the system, to
improve performance by avoiding unnecessary stats on those
URLs.

When the default Pat hCheck server functions are used, the
server does not stat for the paths/ ntrans-base/ virtual-path and
/ ntrans-base/ virtual-path/ * if ntrans-baseis set (the default
condition); it does not stat for the URLs/ virtual-path and

/ virtual-path/ * if ntrans-baseis not set.

bucket optional, common to al obj . conf functions

Example

# This Namelrans directive is in the default object.
NanmeTr ans f n=assi gn-name nane=personnel frome/a/b/c/pers

<(bj ect nane=per sonnel >

...additional directives..

</ Obj ect >

NanmeTr ans fn="assi gn-nane" from="/perf" find-pathinfo-forward=

nane="perf"
NaneTrans fn="assi gn-nane" frone"/nsfc" nostat="/nsfc"

nanme="nsf c"
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document-r oot
Applicablein NaneTr ans-class directives.

Thedocunent - r oot function specifies the root document directory for the server. If the
physical path has not been set by a previous NameTr ans function, the ht t p: / / hostname/
part of the path is replace by the physical pathname for the document root.

When the server receives arequest for ht t p: / / hostname/ sonepat h/ sonefi | e, the
docunent - r oot function replacesht t p: / / hosthame/ with the value of itsr oot
parameter. For example, if the document root directory is

/ usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ ser ver 1/ docs, then when the server
receives arequest for ht t p: / / hostname/ a/ b/ fi | e. ht nl , thedocunent - r oot function
translates the pathname for the requested resource to:

[ usr/ Sun/ AppSer ver 7/ domai ns/ donai nl/ server 1/ docs/a/b/file. htn

This function always returns REQ PROCEED. NaneTr ans directives listed after this will
never be called, so be sure that the directive that invokes docunent - r oot isthelast
NameTr ans directive.

There can be only one root document directory. To specify additional document directories,
use the pf x2di r function to set up additional path name translations.

Parameters
The following table describes parameters for the docunent - r oot function.

Table 2-8 docunent - r oot Parameters

Parameter Description

r oot isthe file system path to the server’s root document directory.
bucket optional, common to all obj . conf functions

Examples

NameTr ans fn=documnent - r oot
r oot =/ usr/ Sun/ AppSer ver 7/ dormai ns/ domai nl/ server 1/ docs

NanmeTr ans fn=docunent-r oot root=%docr oot

See also
pfx2dir
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home-page
Applicablein NaneTr ans-class directives.

The home- page function specifies the home page for your server. Whenever aclient
requests the server’s home page (/ ), they’ll get the document specified.

Parameters
The following table describes parameters for the home- page function.

Table 2-9  hone- page Parameters

Parameter Description

path is the path and name of the home pagefile. If pat h startswith a
dlash (/ ), it isassumed to be afull path to afile.

This function sets the server’s pat h variable and returns

REQ PROCEED. If pat h isarelative path, it is appended to the
URI and the function returns REQ_NOACTI ON continuing on to
the other NameTrans directives.

bucket optional, common to al obj . conf functions

Examples

NameTrans fn="hone- page” path="honepage. htni "
NaneTr ans fn="home-page" path="/httpd/docs/honme. htm "

ntrans-j 2ee
Applicablein NaneTr ans-class directives.

Thent rans-j 2ee function determines whether a request maps to a Java web application
context.

Parameters
The following table describes parameters for thent r ans- j 2ee function.

Table 2-10 ntrans-j 2ee Parameters

Parameter Description

nane isanamed objectinobj . conf whose directives are applied to
requests made to Java web applications.
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Table 2-10 ntrans-j 2ee Parameters (Continued)

Parameter Description
bucket optional, common to al obj . conf functions
Examples

NaneTrans fn="ntrans-j2ee" nane="j 2ee"

See Also
init-j2ee,service-j2ee,error-j2ee

pfx2dir

Applicablein NaneTr ans-class directives.
The pf x2di r function replaces adirectory prefix in the requested URL with areal
directory name. It also optionally allows you to specify the name of an object that matches

the current request. (See the discussion of assi gn- nane for details of using named
objects.)

Parameters
The following table describes parameters for the pf x2di r function.

Table 2-11  pf x2di r Parameters

Parameter Description

from isthe URI prefix to convert. It should not have atrailing slash
.

dir isthelocal file system directory path that the prefix is converted

to. It should not have atrailing slash (/).

nane (optional) specifies an additional named object in obj . conf
whose directives will be applied to this request.
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Table 2-11  pf x2di r Parameters (Continued)

Parameter Description

find-pat hi nfo-forward (optional) makes the server look for the PATHINFO forward in
the path right after the ntrans-base instead of backward from the
end of path asthe server function f i nd- pat hi nf o does by
default.

The value you assign to this parameter isignored. If you do not
wish to use this parameter, leave it out.

Thef i nd- pat hi nf o- f or war d parameter isignored if the
nt r ans- base parameter isnot setinr g- >var s when the
server function f i nd- pat hi nf o iscalled. By default,
ntrans- base isset.

This feature can improve performance for certain URLs by
reducing the number of stats performed in the server function
f i nd- pat hi nf o.

bucket optional, common to al obj . conf functions

Examples

In the first example, the URL ht t p: / / hostname/ cgi - bi n/ resource (such as
http://x.y.z/cgi-bin/test.cgi)istrandated to the physical pathname

/ httpd/cgi-Iocal/resource, (suchas/ httpd/ cgi-local /test.cgi)andtheserver
also starts processing the directives in the object named cgi .

NameTrans fn=pfx2dir frome/ cgi-bin dir=/httpd/cgi-local nane=cgi

In the second example, the URL ht t p: / / hosthame/ i cons/ resource (such as
http://x.y.zlicons/happy/sniley.gif)istransated to the physical pathname
/ user s/ ni kki / i mages/ resource, (such as/ user s/ ni kki /i mages/ smil ey. gi f)

NaneTr ans fn=pfx2dir frome/i cons/ happy dir=/users/nikki/inmges

The third example shows the use of thef i nd- pat hi nf o- f or war d parameter. The URL
ht t p: / / hosthame/ cgi - bi n/ resourceis translated to the physical pathname
/ export/ home/ cgi - bi n/ resource.
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NaneTrans fn="pfx2dir" find-pathinfo-forward="" frome"/cgi-bin"
di r="/export/home/ cgi-bi n" name="cgi"

redirect

Applicablein NaneTr ans-class directives.

Ther edi r ect function lets you change URLs and send the updated URL to the client.
When aclient accesses your server with an old path, the server treats the request as a
request for the new URL.

Parameters
The following table describes parameters for ther edi r ect function.

Table 2-12 redi rect Parameters

Parameter Description

from specifies the prefix of the requested URI to match.

ur | (maybe optional) specifies acomplete URL to return to the client.
If you use this parameter, don't useur | - prefi x (and
vice-versa).

url-prefix (maybe optional) isthe new URL prefix to return to the client. The

f r omprefix issimply replaced by this URL prefix. If you use this
parameter, don't use ur | (and vice-versa).

escape (optional) isaflagwhichtellstheservertouti | _uri _escape
the URL before sending it. It should beyes or no. Thedefaultis
yes. For moreinformation about ut i | _uri _escape, see
Chapter 6, “NSAPI Function Reference.”

bucket optional, commonto all obj . conf functions

Examples
In thefirst example, any request for ht t p: / / hostname/ whatever istranslated to arequest
for htt p://t npser ver/ whatever.

NameTrans fn=redirect frone/ url-prefix=http://tnpserver
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In the second example, any request for ht t p: / / hostname/ t oopopul ar / whatever is
translated to arequest for
htt p:// bi gger/ better/stronger/ norepopul ar/ whatever.

NameTrans fn=redirect fron¥/toopopular
url =http://bigger/better/stronger/ norepopul ar

strip-params
Applicablein NaneTr ans-class directives.

Thest ri p- par ans function removes embedded semicolon-delimited parametersfrom the
path. For example, aURI of / di r 1; par anml/ di r 2 would become a path of / di r 1/ di r 2.
When used, the st ri p- par ans function should be the first NaneTr ans directive listed.

Parameters
The following table describes parameters for the st r i p- par ans function.

Table 2-13 stri p- par ans Parameters

Parameter Description
bucket optional, common to all obj . conf functions
Example

NameTr ans fn=stri p-parans

unix-home
Applicablein NaneTr ans-class directives.

The uni x- home function translates user names (typically of the form ~username) into the
user’shome directory on the server’s UNIX machine. Y ou specify a URL prefix that signals
user directories. Any request that begins with the prefix istranslated to the user’s home
directory.

Y ou specify the list of users with either the/ et ¢/ passwd file or afile with asimilar
structure. Each line in the file should have this structure (elementsin the passwd file that
are not needed are indicated with *):

user nane: *:*:groupi d: *: honedir: *
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If you want the server to scan the password file only once at startup, use the Init-class
functioni ni t -uhone ininit. conf.

Parameters
The following table describes parameters for the uni x- hone function.

Table 2-14 uni x- homre Parameters

Parameter Description

from isthe URL prefix to trandate, usualy “/ ~".

subdir is the subdirectory within the user’ s home directory that contains
their documents.

pwfile (optiond) isthe full path and file name of the password fileif it is
different from/ et c/ passwd.

name (optional) specifies an additional named object whose directiveswill
be applied to this request.

bucket optional, commonto all obj . conf functions

Examples

NameTrans fn=uni x- home frome/ ~ subdi r=public_htmn
NameTr ans fn=uni x-home from/~ pwfil e=/nydir/passwd

subdi r=public_htm

See Also
init-uhome, find-links

PathCheck Stage

Pat hCheck directives check the local file system path that is returned after the NameTr ans
step. The path is checked for things such as CGI path information and for dangerous
elementssuchas/./and/../ and//, and then any access restriction is applied.

If there is more than one Pat hCheck directive, each of the functions are executed in order.
The following PathCheck-class functions are described in detail in this section:

* check-acl checks an access control list for authorization.
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* deny-exi st ence indicates that a resource was not found.
e find-index locates adefault file when a directory is requested.
e find-links deniesaccessto directories with certain file system links

» find- pat hi nf o locates extra path info beyond the file name for the PATH_INFO
CGl environment variable.

e get-client-cert getstheauthenticated client certificate from the SSL3 session.

e |l oad-confi g findsand loads extra configuration information from afile in the
requested path

* require-aut h deniesaccess to unauthorized users or groups.

* set-virtual -index specifiesavirtua index for adirectory.

» ssl - check checksthe secret keysize.

e ssl-1ogout invalidatesthe current SSL session in the server's SSL session cache.

e uni x-uri-cl ean deniesaccess to requests with unsafe path names by indicating that
access to the requested resource is forbidden.

check-acl
Applicable in Pat hCheck-class directives.

The check- acl function specifiesan Access Control List (ACL) to use to check whether
the client is allowed to access the requested resource. An access control list contains
information about who is or is not allowed to access a resource, and under what conditions
accessis alowed.

Regardless of the order of Pat hCheck directivesin the object, check- acl functionsare
executed first. They cause user authentication to be performed, if required by the specified
ACL, and will also update the access control state.

Parameters
The following table describes parameters for the check- acl function.

Table 2-15 check- acl Parameters

Parameter Description

acl is the name of an Access Control List.

path (optional) is awildcard pattern that specifies the path for which to
apply the ACL.

62  Sun ONE Application Server 7, Enterprise Edition ¢ Developer's Guide to NSAPI « September 2003



PathCheck Stage

Table 2-15 check- acl Parameters (Continued)

Parameter Description
bucket optional, common to al obj . conf functions
Examples

Pat hCheck fn=check-acl acl="*HRonl y*"

deny-existence
Applicable in Pat hCheck-class directives.

Thedeny- exi st ence function sendsa*not found” message when aclient triesto accessa
specified path. The server sends “not found” instead of “forbidden,” so the user cannot tell
whether the path exists or not.

Parameters
The following table describes parameters for the deny- exi st ence function.

Table 2-16 deny- exi st ence Parameters

Parameter Description

path (optional) isawildcard pattern of the file-system path to hide. If
the path does not match, the function does nothing and returns
REQ_NQACTI ON. If the path is not provided, it is assumed to

match.

bong-file (optional) specifies afile to send rather than responding with the
“not found” message. It isafull file-system path.

bucket optional, commonto all obj . conf functions

Examples

Pat hCheck f n=deny-exi stence

pat h=/ usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ private
Pat hCheck fn=deny-exi stence bong-fil e=/svr/nsg/ go-away. ht m
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find-index
Applicable in Pat hCheck-class directives.
Thefi nd- i ndex function investigates whether the requested path isadirectory. If itis, the

function searches for an index file in the directory, and then changes the path to point to the
index file. If noindex fileisfound, the server generates adirectory listing.

Note that if the file obj . conf hasaNanmeTr ans directive that calls hone- page, and the
requested directory is the root directory, then the home page rather than the index page, is
returned to the client.

Thef i nd- i ndex function does nothing if thereisaquery string, if the HTTP method is not
GET, or if the path isthat of avalid file.

Parameters
The following table describes parameters for thef i nd- i ndex function.

Table 2-17 fi nd-i ndex Parameters

Parameter Description

i ndex- nanes isacomma-separated list of index file namesto look for. Use spaces
only if they are part of afile name. Do not include spaces before or
after the commas. Thislist is case-sensitive if the file system is
case-sensitive.

bucket optional, common to all obj . conf functions

Examples

Pat hCheck fn=find-i ndex i ndex-nanes=i ndex. htnl, hone. ht nl
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find-links

Applicable in Pat hCheck-class directives.

Thefi nd- 1 i nks function searches the current path for symbolic or hard links to other
directories or file systems. If any are found, an error is returned. This function is normally

used for directoriesthat are not trusted (such as user home directories). It prevents someone
from pointing to information that should not be made public.

Parameters
The following table describes parameters for thef i nd- | i nks function.

Table 2-18 fi nd-1i nks Parameters

Parameter Description

di sabl e isacharacter string of linksto disable:
¢ hishardlinks
e sissoftlinks

¢ 0 alows symbolic links from user home directories only if the
user owns the target of the link.

dir isthe directory to begin checking. If you specify an absolute path,
any request to that path and its subdirectoriesis checked for
symbolic links. If you specify a partial path, any request containing
that partial path is checked for symbolic links. For example, if you
use/ user/ and arequest comesin for
sone/ user/ di rect ory, then that directory is checked for
symbolic links.

checkFi | eExi stence check linked file for existence and abort request with 403
(f or bi dden) if this check fails.

bucket optional, common to all obj . conf functions

Examples

Pat hCheck T n=find-T1nks disable=sh dir=/foreign-dir
Pat hCheck fn=find-I|inks disable=so dir=public_htm

See Also
i ni t-uhome, uni x-hone
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find-pathinfo

Applicable in Pat hCheck-class directives.

Thef i nd- pat hi nf o function finds any extra path information after the file name in the
URL and storesit for usein the CGI environment variable PATH_INFO.

Parameters
The following table describes parameters for the f i nd- pat hi nf o function.

Table 2-19 fi nd- pat hi nf o Parameters

Parameter Description
bucket optional, common to al obj . conf functions
Examples

Pat hCheck fn=find-pathinfo
Pat hCheck fn=fi nd- pathi nfo find-pathinfo-forward=""

get-client-cert
Applicable in Pat hCheck-class directives.

Theget -cl i ent-cert function gets the authenticated client certificate from the SSL3
session. It can apply to all HTTP methods, or only to those that match a specified pattern. It
only works when SSL is enabled on the server.

If the certificate is present or obtained from the SSL 3 session, the function returns
REQ_NOACTI ON, allowing the request to proceed, otherwise it returns REQ ABORTED and
sets the protocol statusto 403 FORBI DDEN, causing the request to fail and the client to be
given the FORBI DDEN status.
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Parameters
The following table describes parameters for the get - cl i ent - cert function.

Table 2-20 get-client-cert Parameters

Parameter Description

dor equest controls whether to actualy try to get the certificate, or just test for its
presence. If dor equest is absent the default valueis 0.

¢ 1tellsthefunction to redo the SSL3 handshake to get aclient certificate,
if the server does not aready have the client certificate. Thistypically
causes the client to present adialog box to the user to select aclient
certificate. The server may aready have the client certificate if it was
requested on the initial handshake, or if a cached SSL session has been
resumed.

* 0Otellsthe function not to redo the SSL3 handshake if the server does not
aready have the client certificate.

If acertificate is obtained from the client and verified successfully by the
server, the ASCII base64 encoding of the DER-encoded X.509 certificate is
placed in the parameter aut h- cert inthe Request - >var s pblock, and
the function returns REQ_PROCEED, allowing the request to proceed.

require controls whether failure to get aclient certificate will abort the HTTP
request. If r equi r e isabsent the default valueis 1.

¢ 1tellsthefunction to abort the HTTP request if the client certificate is
not present after dor equest ishandled. Inthiscase, theHTTP statusis
set to PROTOCOL _FORBI DDEN, and the function returns
REQ_ABORTED.

¢ Otellsthefunction to return REQ_NQACTI ONif the client certificateis
not present after dorequest is handled.

net hod (optional) specifies awildcard pattern for the HTTP methods for which the
function will be applied. If met hod is absent, the function is applied to all
requests.

bucket optional, common to all obj . conf functions
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Examples

# Cet the client certificate fromthe session.

# If a certificate is not already associated with the
# session, request one.

# The request fails if the client does not present a
# valid certificate.

Pat hCheck fn="get-client-cert" dorequest="1"

load-config
Applicable in Pat hCheck-class directives.

Thel oad- conf i g function searches for configuration files in document directories and
addsthefile s contentsto the server’ s existing configuration. These configuration files (also
known as dynamic configuration files) specify additional access control information for the
requested resource. Depending on the rules in the dynamic configuration files, the server
might or might not allow the client to access the requested resource.

Each directive that invokes| oad- conf i g is associated with a base directory, which is
either stated explicitly through the basedi r parameter or derived from the root directory
for the requested resource. The base directory determines two things:

» thetop-most directory for which requests will invoke this call to thel oad- confi g
function.

For example, if the base directory is

D: / Sun/ AppSer ver 7/ domai ns/ donai n1/ ser ver 1/ docs/ ni kki / , then only
requestsfor resourcesin thisdirectory or its subdirectories (and their subdirectories and
so on) trigger the search for dynamic configuration files. A request for the resource

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ sonefil e. ht i does
not trigger the search in this case, since the requested resourceisin a parent directory
of the base directory.

e thetop-most directory in which the server looks for dynamic configuration files to
apply to the requested resource.

If the base directory is

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ ni kki / , the server
startsits search for dynamic configuration filesin this directory. It may or may not also
search subdirectories (but never parent directories) depending on other factors.
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If you manually add Pat hCheck directivesthat invokel oad- confi g to thefile

obj . conf, put them in additional objects (created with the <OBJECT> tag) rather than
putting them in the default object. Use the ppat h attribute of the OBJECT tag to specify the
partial pathname for the resources to be affected by the access rules in the dynamic
configuration file. The partial pathname can be any pathname that matches a pattern, which
can include wildcard characters.

For example, the following <OBJECT> tag specifies that requests for resources in the
directory D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ ser ver 1/ docs are subject to the
accessrulesinthefileny. nsconfi g.

<Chj ect ppat h="D:/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ *" >
Pat hCheck fn="I|oad-config" file="ny.nsconfig" descend=1

basedi r="D: / Sun/ AppSer ver 7/ donmai ns/ donai nl/ server 1/ docs"

</ Obj ect >

NOTE If the ppat h resolvesto aresource or directory that is higher in the
directory tree (or isin adifferent branch of the tree) than the base
directory, thel oad- confi g function is not invoked. This is because the
base directory specifies the highest-level directory for which requests will
invoke thel oad- confi g function.

Thel oad- conf i g function returns REQ _PROCEED if configuration files were loaded,
REQ _ABORTED on error, or REQ NOACTI ON when no files are |oaded.

Parameters
The following table describes parameters for the | oad- conf i g function.

Table 2-21 | oad- confi g Parameters

Parameter Description

file (optiond) is the name of the dynamic configuration file containing the
access rules to be applied to the requested resource. If not provided, the
filenameisassumedto be. nsconfi g.

di sabl e-types (optional) specifies awildcard pattern of types to disable for the base
directory, such asmagnus- i nt er nal / cgi . Requests for resources
matching these types are aborted.
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Table 2-21 | oad- conf i g Parameters (Continued)

Parameter Description

descend (optional) if present, specifiesthat the server should search in
subdirectories of this directory for dynamic configuration files. For
example, descend=1 specifies that the server should search
subdirectories. No descend parameter specifies that the function
should search only the base directory.

basedir (optional) specifiesbase directory. Thisisthe highest-level directory for
which requests will invokethel oad- conf i g function and is also the
directory where the server starts searching for configuration files.

If basedi r isnot specified, the base directory is assumed to be the
root directory that results from trand ating the requested resource’ s URL
to aphysical pathname. For example, if the request was for

http:// hostname/ a/ b/ fil e. ht m , the physical file name would
be/ document-root/ a/ b/ file. htm .

bucket optional, commonto all obj . conf functions

Examples

In this example, whenever the server receives arequest for any resource containing the
substring secr et that residesin

D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ ser ver 1/ docs/ ni kki / or asubdirectory
thereof, it searches for a configuration file called checkaccess. nsconfi g.

The server starts the search in the directory

D: / Sun/ AppSer ver 7/ donai ns/ domai n1/ ser ver 1/ docs/ ni kki , and searches
subdirectories too. It loads each instance of checkaccess. nsconfi g that it finds,
applying the access control rules contained therein to determine whether the client is
allowed to access the requested resource or not.

<Chj ect ppath="*secret*">

Pat hCheck fn="load-config" file="checkaccess. nsconfig"

basedi r="D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ ni kki " descend="1"
</ Obj ect >

require-auth
Applicable in Pat hCheck-class directives.

Ther equi r e- aut h function allows access to resources only if the user or group is
authorized. Before this function is called, an authorization function (such as basi c- aut h)
must be called in an Aut hTr ans directive.
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If auser was authorized in an Aut hTr ans directive, and the aut h- user parameter is
provided, then the user’s name must match the aut h- user wildcard value. Also, if the
aut h- gr oup parameter is provided, the authorized user must belong to an authorized group
which must match the aut h- user wildcard value.

Parameters

The following table describes parameters for ther equi r e- aut h function.

Table 2-22 requi r e- aut h Parameters

Parameter Description

path (optional) isawildcard local file system path on which this function
should operate. If no path is provided, the function applies to al paths.

aut h-type is the type of HTTP authorization used and must match the auth-type
from the previous authorization functionin AuthTrans. Currently, basi ¢
is the only authorization type defined.

real m isastring sent to the browser indicating the secure area (or realm) for
which auser name and password are requested.

aut h- user (optional) specifiesawildcard list of userswho are allowed access. If this

aut h- group

bucket

parameter is not provided, then any user authorized by the authorization
function is allowed access.

(optional) specifiesawildcard list of groups that are allowed access.

optional, common to al obj . conf functions

Examples

Pat hCheck f n=require-auth aut h-type=basi c real n=" Mar keti ng Pl ans"
aut h- gr oup=nkt g aut h-user=(j doe|j ohnd|j aned)

See Also

basi c- aut h,

basi c- ncsa

set-virtual-index
Applicable in Pat hCheck-class directives.
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Theset - vi rtual -i ndex function specifies avirtual index for adirectory, which
determines the URL forwarding. The index can refer to a servlet in its own namespace, for
example.

REQ_NOACTI ONis returned if none of the URIslisted in the from parameter match the
current URI. REQ ABORTED isreturned if the file specified by the vi r t ual - i ndex
parameter is missing or if the current URI cannot be found. REQ RESTART isreturned if the
current URI matches any one of the URIs mentioned in the f r omparameter or if thereisno
f r omparameter.

Parameters
The following table describes parameters for the set - vi r t ual - i ndex function.

Table 2-23 set -virtual -i ndex Parameters

Parameter Description

vi rtual -i ndex isthe URI of the content generator that acts as an index for the URI
the user enters.

from (optional) is acomma-separated list of URIs for which this
vi rtual -i ndex isapplicable. If f r omis not specified, the
vi rtual -i ndex always applies.

bucket optional, commonto all obj . conf functions

Examples

# MyLWApp is a LiveWre application
Pat hCheck fn=set-virtual -index virtual -i ndex=MyLWApp

ssl-check

Applicable in Pat hCheck-class directives.

If arestriction is selected that is not consistent with the current cipher settings under
Security Preferences, this function opens a popup dialog which warns that ciphers with
larger secret keysizes need to be enabled. This function is designed to be used together with
aClient tag to limit access of certain directories to non-exportable browsers.
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The function returns REQ _NOACTI ONif SSL isnot enabled, or if thesecr et - keysi ze
parameter is not specified. If the secret keysize for the current session isless than the
specified secr et - keysi ze andthebong-fi | e parameter is not specified, the function
returns REQ_ABORTED with a status of PROTOCOL_FORBI DDEN. If the bong fileis specified,
the function returns REQ PROCEED, and the pat h variable is set to the bong filename. Also,
when a keysize restriction is not met, the SSL session cache entry for the current session is
invalidated, so that a full SSL handshake will occur the next time the same client connects
to the server.

Requeststhat use ssl - check are not cacheable in the accelerator file cacheif ssl - check
returns something other than REQ_NOACTI ON.

Parameters
The following table describes parameters for the ssl - check function.

Table 2-24 ssl - check Parameters

Parameter Description

secret - keysi ze (optiond) is the minimum number of bits required in the secret key.

bong-file (optional) is the name of afile (not a URI) to be served if the
restriction is not met

bucket optional, common to all obj . conf functions

ssl-logout

Applicable in Pat hCheck-class directives.

ssl -1 ogout invalidatesthe current SSL session in the server's SSL session cache. This
does not affect the current request, but the next time the client connects, anew SSL session
will be created. If SSL isenabled, thisfunction returnsREQ PROCEED after invalidating the
session cache entry. If SSL isnot enabled, it returns REQ NQACTI ON.

Parameters
The following table describes parameters for the ssl - | ogout function.

Table 2-25 ssl -1 ogout Parameters

Parameter Description

bucket optional, common to al obj . conf functions
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unix-uri-clean
Applicable in Pat hCheck-class directives.

Theuni x- uri - cl ean function denies access to any resource whose physical path contains
/.1,1..1 orl/l (thesearepotential security problems).

Parameters
The following table describes parameters for the uni x- uri - cl ean function.

Table 2-26 uni x-uri - cl ean Parameters

Parameter Description

dot di r ok If present, “/ / ” sequences are allowed.
bucket optional, common to all obj . conf functions
Examples

Pat hCheck fn=uni x-uri-cl ean

ObjectType Stage

bj ect Type directives determine the MIME type of the file to send to the client in
response to arequest. MIME attributes currently sent aret ype, encodi ng, and | anguage.
The MIME type sent to the client as the value of the cont ent - t ype header.

(bj ect Type directives also set thet ype parameter, which is used by Ser vi ce directives
to determine how to process the request according to what kind of content is being
requested.

If thereis more than one Obj ect Type directivein an object, all the directives are applied in
the order they appear. If a directive sets an attribute and later directivestry to set that
attribute to something else, the first setting is used and the subsequent ones ignored.

Theobj . conf fileamost always hasan Qbj ect Type directive that callsthe

t ype- by- ext ensi on function. Thisfunction instructsthe server to look in aparticular file
(the MIME types file) to deduce the content type from the extension of the requested
resource.

The following Obj ect Type-class functions are described in detail in this section:
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e check- passt hr ough checksto seeif the requested resource is available on the local
Server.

» force-type setsthe content-type header for the response to a specific type.

* set-default-type alowsyouto define adefault char set, cont ent - encodi ng,
and cont ent - | anguage for the response being sent back to the client.

* shtm -hackt ype requeststhat . ht mand . ht nl files are parsed for server-parsed
html commands.

e type- by- exp setsthe content-type header for the response based on the requested
path.

e type-by-ext ensi on setsthe content-type header for the response based on the files
extension and the MIME types database.

check-passthrough
Applicablein Cbj ect Type-class directives.

The check- passt hr ough function checks to seeif the requested resource (for example,
the HTML document or GIF image) is available on thelocal server. If the requested
resource does not exist locally, check- passt hr ough sets the type to indicate that the
request should be passed to another server for processing by ser vi ce- passt hr ough.

Parameters
The following table describes parameters for the check- passt hr ough function.

Table 2-27 check- passt hr ough Parameters

Parameter Description

type (optional) is the type assigned when the requested resource does not
exist. Thedefaultismagnus- i nt er nal / passt hr ough.

bucket optional, common to al obj . conf functions

Example

hj ect Type fn="check-passt hrough"
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See Also
i nit-passthrough, aut h- passt hr ough, servi ce- passt hr ough

force-type
Applicablein Cbj ect Type-class directives.

Thef or ce-t ype function assigns atype to requests that do not already have aMIME type.
Thisis used to specify a default object type.

Make sure that the directive that calls this function comeslast in the list of Cbj ect Type
directives so that al other bj ect Type directives have achanceto set the MIME typefirst.
If thereis more than one Obj ect Type directivein an object, all the directives are appliedin
the order they appear. If a directive sets an attribute and later directivestry to set that
attribute to something else, the first setting is used and the subsequent ones ignored.

Parameters
The following table describes parameters for the f or ce- t ype function.

Table 2-28 f orce-type Parameters

Parameter Description

type (optional) is the type assigned to a matching request (the
cont ent - t ype header).

enc (optional) is the encoding assigned to a matching request (the
cont ent - encodi ng header).

| ang (optional) is the language assigned to a matching request (the
cont ent - | anguage header).

char set (optional) isthe character set for themagnus- char set parameter
inr g- >srvhdr s. If the browser sent the Accept - char set
header or itsUser - agent ismozilla/1.1 or newer, then append “;
char set =charset” to content-type, where charset is the value of
themagnus- char set parameter inr g- >srvhdrs.

bucket optional, common to al obj . conf functions

Examples

Obj ect Type fn=force-type type=text/plain
hj ect Type fn=force-type | ang=en_US
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See Also
t ype- by- ext ensi on, type-by-exp

set-default-type
Applicablein Cbj ect Type-class directives.

This function allows you to define a default char set , cont ent - encodi ng, and
cont ent - | anguage for the response being sent back to the client.

If thechar set, cont ent - encodi ng, and cont ent - | anguage have not been set for a
response, then just before the headers are sent the defaults defined by set - def aul t - t ype
are used. Note that by placing this function in different objectsin obj . conf , you can
define different defaults for different parts of the document tree.

Parameters
The following table describes parameters for the set - def aul t - t ype function.

Table 2-29 set - def aul t -t ype Parameters

Parameter Description

enc (optional) is the encoding assigned to a matching request (the
cont ent - encodi ng header).

| ang (optiona) is the language assigned to a matching request (the
cont ent - | anguage header).

char set (optional) isthe character set for themagnus- char set parameter
inrg->srvhdr s. If the browser sent the Accept - char set
header or itsUser - agent ismozilla/1.1 or newer, then append “;
char set =charset” to content-type, where charset is the value of
the magnus- char set parameter inr g- >srvhdrs.

bucket optional, common to all obj . conf functions

Example

hj ect Type fn="set-default-type" charset="iso_8859-1"

shtml-hacktype

Applicablein Coj ect Type-class directives.

Chapter 2  Predefined SAFs and the Request Handling Process 77



ObjectType Stage

Thesht m - hackt ype function changes the content-type of any . ht mor . ht i fileto
magnus- i nt er nal / par sed- ht M and returns REQ_PROCEED. This provides backward
compatibility with server-side includes for fileswith . ht mor . ht i extensions. The
function may also check the execute bit for the file on UNIX systems. This function exists
for backward compatibility only.

Parameters
The following table describes parameters for the sht m - hackt ype function.

Table 2-30 sht m - hackt ype Parameters

Parameter Description

exec- hack (UNIX only, optional) tells the function to change the content-type
only if the execute bit is enabled. The value of the parameter is not
important. It need only be provided. Y ou may use
exec- hack=true.

bucket optional, common to al obj . conf functions

Examples

hj ect Type fn=shtnl -hacktype exec-hack=true

type-by-exp

Applicablein Cbj ect Type-class directives.

Thet ype- by- exp function matches the current path with awildcard expression. If the two
match, thet ype parameter information is applied to the file. Thisis the same as

t ype- by- ext ensi on, except you use wildcard patterns for the files or directories
specified in the URLs.

Parameters
The following table describes parameters for thet ype- by- exp function.

Table 2-31 type- by- exp Parameters

Parameter Description

exp isthe wildcard pattern of paths for which this function is applied.
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Table 2-31 t ype- by- exp Parameters (Continued)

Parameter Description

type (optional) isthe type assigned to a matching request (the
cont ent - t ype header).

enc (optional) isthe encoding assigned to a matching request (the
cont ent - encodi ng header).

| ang (optional) isthe language assigned to a matching request (the
cont ent - | anguage header).

char set (optional) is the character set for themagnus- char set parameter
inr g- >srvhdr s. If the browser sent the Accept - char set
header or itsUser - agent ismozilla/1.1 or newer, then append “;
char set =charset” to content-type, where charset is the value of
themagnus- char set parameter inr g- >srvhdrs.

bucket optional, commonto all obj . conf functions

Examples

Ooj ect Type fn=type-by-exp exp=*.test type=application/htm

See Also
t ype- by- ext ensi on, force-type

type-by-extension
Applicablein Coj ect Type-class directives.
This function instructs the server to look in atable of MIME type mappings to find the

MIME type of the requested resource according to the extension of the requested resource.
The MIME type is added to the cont ent - t ype header sent back to the client.

The table of MIME type mappingsis created by aM ME element in the ser ver . xni file,
which loadsaMIME typesfile or list and creates the mappings. For more information about
server. xm and MIME typesfiles, see the Sun ONE Application Server Administrator’s
Configuration File Reference.

For exampl e, the following two lines are part of aMIME typesfile:

type=t ext/ htni exts=htm ht
type=text/plain ext s=t xt
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If the extension of the requested resourceis ht mor ht nl , thet ype- by- ext ensi on file
setsthetypetot ext/ ht m . If theextensionis. t xt, the function sets the type to
text/pl ain.

Parameters
The following table describes parameters for thet ype- by- ext ensi on function.

Table 2-32 type- by- ext ensi on Parameters

Parameter Description
bucket optional, common to all obj . conf functions
Examples

hj ect Type fn=type-by-extension

See Also
type- by-exp, force-type

Service Stage

The Ser vi ce class of functions sends the response data to the client.

Every Ser vi ce directive has the following optional parameters to determine whether the
function is executed. All the optional parameters must match the current request for the
function to be executed.

b type

(optional) specifies awildcard pattern of MIME types for which this function will be
executed. The magnus-i nt er nal / * MIME types are used only to select aSer vi ce
function to execute.

e nethod

(optional) specifiesawildcard pattern of HTTP methods for which this function will be
executed. Common HTTP methods are GET, HEAD, and POST.

* query
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(optional) specifies awildcard pattern of query strings for which this function will be
executed.

e UseQutput StreantSi ze

(optional) determines the default output stream buffer size, in bytes, for data sent to the
client. If this parameter is not specified, the default is8192 bytes.

NOTE The UseQut put St r eanSi ze parameter can be set to zero in the
obj . conf fileto disable output stream buffering. For thei ni t . conf
file, setting UseCQut put St r eani ze to zero has no effect.

e flushTinmer

(optional) determines the maximum number of milliseconds between write operations
in which buffering is enabled. If the interval between subsequent write operationsis
greater thanthef | ushTi mer value for an application, further buffering is disabled.
Thisis necessary for status monitoring CGI applications that run continuously and
generate periodic status update reports. If this parameter is not specified, the default is
3000 milliseconds.

e ChunkedRequest Buf fer Si ze

(optional) determines the default buffer size, in bytes, for “un-chunking” request data.
If this parameter is not specified, the default is8192 bytes.

e ChunkedRequest Ti meout

(optional) determines the default timeout, in seconds, for “un-chunking” request data.
If this parameter is not specified, the default is60 seconds.

If there is more than one Ser vi ce-class function, the first one matching the optional
wildcard parameters (t ype, met hod, and quer y) is executed.

For more information about the UseQut put St r eansi ze, f | ushTi ner,
ChunkedRequest Buf f er Si ze, and ChunkedRequest Ti meout parameters, see
“Buffered Streams” on page 278. The UseQut put St r eansi ze,

ChunkedRequest Buf f er Si ze, and ChunkedRequest Ti meout parameters aso have
equivalenti ni t. conf directives; see the Sun ONE Application Server Administrator’s
Configuration File Reference. The obj . conf parameters overridethei ni t. conf
directives.

By default, the server sends the requested file to the client by calling thesend-fil e
function. The directive that sets the default is:
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Servi ce met hod="( GET| HEAD| POST) " type="*~magnus-i nternal /*"
fn="send-file"

This directive usually comes last in the set of Ser vi ce-classdirectivesto give all other
Service directives a chance to be invoked. This directiveisinvoked if the method of the
request is GET, HEAD, or POST, and the type does not start with magnus- i nt er nal / . Note
here that the pattern * ~ means “ does not match.” For alist of charactersthat can be used in
patterns, see Appendix B, “Wildcard Patterns.”

The following Service-class functions are described in detail in this section:

add- f oot er appends afooter specified by a filename or URL to aan HTML file.
add- header prepends a header specified by afilename or URL to an HTML file.
append-trail er appendstext to the end of an HTML file.

i magenmap handles server-side image maps.

i ndex- common generates afancy list of the files and directories in arequested
directory.

i ndex- si npl e generates asimplelist of filesand directories in arequested directory.

key-t oosmal | indicatesto the client that the provided certificate key sizeistoo small
to accept.

l'ist-dir liststhe contents of adirectory.

make- di r createsadirectory.

quer y- handl er handlesthe HTML ISINDEX tag.
renove- di r deletes an empty directory.
renove-fil e deletesafile.

rename-fil e renamesafile.

send- cgi setsup environment variables, launches a CGI program, and sends the
response to the client.

send-fil e sendsalocal filetothe client.
send- r ange sends arange of bytes of afileto the client.

servi ce- dunp creates a performance report based on collected performance bucket
data

servi ce-j 2ee services requests made to Java web applications.

servi ce- passt hr ough forwards a request to another server for processing.
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e shtm _send parsesan HTML file for server-parsed html commands.

* upl oad-fil e uploads and saves afile.

add-footer
Applicablein Ser vi ce-class directives.

This function appends a footer to an HTML file that is sent to the client. The footer is
specified either as afilename or a URI -- thus the footer can be dynamically generated. To
specify static text as afooter, use the append- t r ai | er function.

Parameters
The following table describes parameters for the add- f oot er function.

Table 2-33 add- f oot er Parameters

Parameter Description

file (optional) The pathname to the file containing the footer.
Specify eitherfil e oruri .

By default the pathname isrelative. If the pathnameis
absolute, passthe NSI nt AbsFi | ePat h parameter as
yes.

uri (optiona) A URI pointing to the resource containing the
footer. Specify eitherfil e oruri .

NSI nt AbsFi | ePat h (optional) if the file parameter is specified, the
NSI nt AbsFi | ePat h parameter determines whether the
file nameis absolute or relative. The default isrelative. Set
the value to yes to indicate an absolute file path.

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCut put StreantSi ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions
ChunkedRequest Ti neout optional, common to al Service-class functions

bucket optional, commonto all obj . conf functions
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Examples
Service type=text/htm nmethod=CGET fn=add-footer file="footers/footerl. htm"

Service type=text/htm method=CGET fn=add-f ooter
file="D:/Sun/ AppServer 7/ domai ns/ donmai n1/ server 1/ footers/footerl. htm"
NSI nt AbsFi | ePat h="yes"

See Also
append-trail er, add-header

add-header

Applicablein Ser vi ce-class directives.

This function prepends a header to an HTML file that is sent to the client. The header is
specified either as afilename or a URI -- thus the header can be dynamically generated.

Parameters
The following table describes parameters for the add- header function.

Table 2-34 add- header Parameters

Parameter Description

file (optional) The pathname to the file containing the header.
Specify eitherfil eoruri .

By default the pathname is relative. If the pathname is
absolute, passthe NSI nt AbsFi | ePat h parameter as
yes.

uri (optional) A URI pointing to the resource containing the
header. Specify eitherfil e oruri .

NSI nt AbsFi | ePat h (optional) if the file parameter is specified, the
NSI nt AbsFi | ePat h parameter determines whether the
file nameis absolute or relative. The default isrelative. Set
the value to yes to indicate an absolute file path.

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put StreantSi ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
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Table 2-34 add- header Parameters (Continued)

Parameter Description
bucket optional, common to all obj . conf functions
Examples

Service type=text/htm nethod=CET fn=add- header file="headers/headerl. htm"

Service type=text/htm method=CGET fn=add-f ooter
file="D:/Sun/ AppServer 7/ domai ns/ domai nl/ server 1/ header s/ header1. htm "
NSI nt AbsFi | ePat h="yes"

See Also
add-footer, append-trailer

append-trailer
Applicablein Ser vi ce-class directives.
The append-trai | er function sendsan HTML file and appends text to the end. It only

appends text to HTML files. Thisistypically used for author information and copyright
text. The date the file was last modified can be inserted.

Returns REQ ABORTED if arequired parameter ismissing, if there is extra path information

after the file namein the URL, or if the file cannot be opened for read-only access.

Parameters
The following table describes parameters for the append-t rai | er function.

Table 2-35 append-trail er Parameters

Parameter Description

trailer isthe text to append to HTML documents. The string is
unescaped withut i | _uri _unescape before being sent.
Thetext can contain HTML tags and can be up to 512
characters long after unescaping and inserting the date.

If you use the string : LASTMOD: , which isreplaced by the
date the file was last modified; you must also specify atime
format with t i mef nt .

timefn (optional) isatime format string for : LASTMOD: . For
details about time formats refer to Appendix C, “Time
Formats.” If ti mef nt isnot provided, : LASTMOD: will
not be replaced with the time.
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Table 2-35 append-trai | er Parameters (Continued)

Parameter Description

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions

ChunkedRequest Ti nmeout optional, common to al Service-class functions
bucket optional, common to all obj . conf functions
Examples

Service type=text/html method=GET fn=append-trailer

trailer="<hr><ing src=/1o0go.gif> Copyright 1999"
# Add a trailer with the date in the format: MM DD/ YY

Service type=text/htm nmethod=CET fn=append-trailer tinefnt="%"
trailer="<HR>Fil e | ast updated on: :LASTMOD: "

See Also
add- f oot er, add- header

imagemap
Applicablein Ser vi ce-class directives.

Thei magemap function responds to requests for imagemaps. |magemaps are images which
are divided into multiple areas that each have an associated URL . The information about
which URL is associated with which areais stored in a mapping file.

Parameters
The following table describes parameters for thei magemap function.

Table 2-36 i magemap Parameters

Parameter Description

type optional, common to all Service-class functions
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Table 2-36 i magenap Parameters (Continued)

Parameter Description

met hod optional, common to al Service-class functions
query optional, common to all Service-class functions
UseCQut put StreanfSi ze optional, common to all Service-class functions
flushTi nmer optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to al Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Servi ce type=nagnus-internal /i magemap met hod=( GET| HEAD)
f n=i magenmap

index-common
Applicablein Ser vi ce-class directives.

Thei ndex- common function generates afancy (or common) list of filesin the requested
directory. Thelist is sorted alphabetically. Files beginning with a period (.) are not
displayed. Each item appears as an HTML link. This function displays more information
thani ndex- si npl e including the size, date last modified, and anicon for each file. It may
also include a header and/or readme file into the listing.

Thel ni t -classfunction ci ndex-init ininit.conf specifiesthe format for the index
list, including where to look for the images.

If obj . conf containsacall toi ndex- common inthe Ser vi ce stage, i ni t. conf must
initialize fancy (or common) indexing by invoking ci ndex-i ni t duringthel ni t stage.

Indexing occurs when the requested resource is a directory that does not contain an index
file or ahome page, or no index file or home page has been specified by the functions
find-index or honme- page.
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Theiconsdisplayed are. gi f files dependent on the cont ent - t ype of thefile.

The following table describes which icon is displayed based on the cont ent - t ype of the

file.

Table 2-37 content -t ype lcons

Content Type Icon
"text/*" text.gif

"i mage/ *" i mge. gi f
"audi o/ *" sound. gi f
"vi deo/ *" novi e. gi f
"appl i cation/octet-streant bi nary. gi f
directory nmenu. gi f

al others unknown. gi f
Parameters

The following table describes parameters for thei ndex- conmmon function.

Table 2-38 i ndex- common Parameters

Parameter

Description

header

readne

(optional) isthe path (relative to the directory being
indexed) and name of afile (HTML or plain text) whichis
included at the beginning of the directory listing to introduce
the contents of the directory. Thefileisfirst tried with

. ht M addedtotheend. If found, it isincorporated near the
top of the directory list asHTML. If thefileis not found,
thenitistried without the. ht M and incorporated as
preformatted plain text (bracketed by <PRE> and).

(optional) isthe path (relative to the directory being
indexed) and name of afile (HTML or plain text) to append
to the directory listing. This file might give more
information about the contents of the directory, indicate
copyrights, authors, or other information. Thefileisfirst
tried with . ht nl added to the end. If found, it is
incorporated at the bottom of the directory list asHTML. If
thefileis not found, then it istried without the . ht M and
incorporated as preformatted plain text (enclosed by <PRE>
and </ PRE>).
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Table 2-38 i ndex- common Parameters (Continued)

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to all obj . conf functions
Examples

Servi ce fn=i ndex-comon type=nagnus-internal/directory
nmet hod=( GET| HEAD) header =hdr readme=rdne. t xt

See Also
cindex-init, index-sinple, find-index, home-page

index-simple
Applicablein Ser vi ce-class directives.

Thei ndex- si npl e function generates asimpleindex of the filesin the requested
directory. It scans adirectory and returns an HTML page to the browser displaying a
bulleted list of the files and directories in the directory. Thelist is sorted a phabetically.
Files beginning with a period (.) are not displayed. Each item appears asan HTML link.

Indexing occurs when the requested resource is a directory that does not contain either an
index file or ahome page, or no index file or home page has been specified by the functions
find-index or honme- page.
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Parameters
The following table describes parameters for thei ndex- si npl e function.

Table 2-39 i ndex- si npl e Parameters

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to all obj . conf functions
Examples

Servi ce type=magnus-internal /directory fn=i ndex-sinple

See Also
ci ndex-init, index-conmon

key-toosmall
Applicablein Ser vi ce-class directives.

NOTE This function is provided for backward compatibility only and was
deprecated in iPlanet Web Server 4.x. It isreplaced by the
PathCheck-class SAF ssl - check.

Thekey-t oosmal | function returns a message to the client specifying that the secret key
sizefor SSL communicationsistoo small. This function is designed to be used together
withad i ent tagto limit access of certain directoriesto non-exportable browsers.
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Parameters
The following table describes parameters for the key-t oosmal | function.

Table 2-40 key-toosmal | Parameters

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

<Cbj ect ppat h=/ mydocs/ secret/*>
Servi ce fn=key-toosmall
</ Obj ect >

list-dir
Applicablein Ser vi ce-class directives.

Thel i st - di r function returns a sequence of text lines to the client in response to arequest
whose method is INDEX. The format of the returned linesis:

name type size mimetype

The name field is the name of the file or directory. It isrelative to the directory being
indexed. It is URL-encoded, that is, any character might be represented by %xx, wherexx is
the hexadecimal representation of the character's ASCII number.

ThetypefieldisaMIME typesuch ast ext / ht n . Directorieswill be of typedi rectory.
A file for which the server doesn't have atype will be of type unknown.

The sizefield isthe size of thefile, in bytes.
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The mtime field is the numerical representation of the date of last modification of thefile.
The number is the number of seconds since the epoch (Jan. 1, 1970 00:00 UTC) sincethe
last modification of thefile.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-classfunction that callsl i st - di r for requests whose method is | NDEX.

Parameters
The following table describes parameters for thel i st - di r function.

Table 2-41 | st -dir Parameters

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Service fn=list-dir nethod="|NDEX"

make-dir
Applicablein Ser vi ce-class directives.

Themake- di r function creates adirectory when the client sends arequest whose method is
MKDIR. The function can fail if the server can't write to that directory.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-class function that invokes make- di r when the request method is MKDI R.
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Parameters
The following table describes parameters for the make- di r function.

Table 2-42 nmake- di r Parameters

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Service fn="make-dir" nethod="MD R

guery-handler
Applicablein Ser vi ce-class directives.

NOTE This function is provided for backward compatibility only and is used
mainly to support the obsolete ISINDEX tag. If possible, use an HTML
form instead.

The quer y- handl er function runsa CGI program instead of referencing the path
requested.
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Parameters
The following table describes parameters for the quer y- handl er function.

Table 2-43 query- handl er Parameters

Parameter Description

path isthe full path and file name of the CGI program to run.
type optional, common to all Service-class functions

net hod optional, common to all Service-class functions

query optional, common to all Service-class functions
UseQut put Streanti ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Servi ce query=* fn=query-handl er path=/hitp/cgi/do-grep
Servi ce query=* fn=query-handl er path=/http/cgi/proc-info

remove-dir
Applicablein Ser vi ce-class directives.

Ther enove- di r function removes a directory when the client sends an request whose
method is RVDI R. The directory must be empty (have no filesin it). The function will fail if
the directory is not empty or if the server doesn’t have the privileges to remove the
directory.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-class function that invokesr enove- di r when the request method is RVDI R
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Parameters
The following table describes parameters for the r enove- di r function.

Table 2-44 renove-dir Parameters

Parameter Description

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to al Service-class functions
bucket optional, commonto all obj . conf functions
Examples

Service fn="renmove-dir" nethod="RMDI R’

remove-file
Applicablein Ser vi ce-class directives.

Ther enove-fi | e function deletes afile when the client sends a request whose method is
DELETE. It deletesthefileindicated by the URL if the user is authorized and the server has
the needed file system privileges.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-classfunction that invokesr enove- f i | e when the request method is DELETE.

Parameters
The following table describes parameters for ther enove-fi | e function.

Table 2-45 renove-fil e Parameters

Parameter Description

type optional, common to all Service-class functions
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Table 2-45 renove-fil e Parameters (Continued)

Parameter Description

met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseQut put StreantSi ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Service fn="renove-file" nethod="DELETE"

rename-file

Applicablein Ser vi ce-class directives.

Ther enane- fi | e function renames a file when the client sends aregquest with a New URL
header whose method is MOVE. It renames the file indicated by the URL to New URL within

the same directory if the user is authorized and the server has the needed file system
privileges.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-class function that invokesr enane- f i | e when the request method is MOVE.

Parameters
The following table describes parameters for ther enanme- fi | e function.

Table 2-46 renane-fil e Parameters

Parameter Description

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
query optional, common to all Service-class functions
UseCQut put StreanfSi ze optional, common to all Service-class functions
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Table 2-46 renane-fi | e Parameters (Continued)

Parameter Description

flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

Service fn="renane-file" nethod="MOVE"

send-cgi
Applicablein Ser vi ce-class directives.

Thesend- cgi function sets up the CGI environment variables, runs afile asa CGl
program in a new process, and sends the results to the client.

For details about the CGI environment variables and their NSAPI equivalents, refer to “ CGlI
to NSAPI Conversion” on page 158.

For additional information about CGl, see the Sun ONE Application Server Administrator’s
Guide and the Sun ONE Application Server Developer’s Guide to Web Applications.

Y ou can change the timing used to flush the CGI buffer in these ways:
* Adjust theinterval between flushesusingthef | ushTi ner parameter
e Adjust the buffer size using the UseQut put St r eanSi ze parameter

e Force Sun ONE Application Server to flush its buffer by forcing spaces into the buffer
in the CGI script

For more information about f | ushTi mer and UseCut put St r eanti ze, see“Buffered
Streams” on page 278.
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Parameters

The following table describes parameters for the send- cgi function.

Table 2-47 send- cgi Parameters

Parameter Description

user (UNIX only) Specifies the name of the user to execute CGlI
programs as.

gr oup (UNIX only) Specifies the name of the group to execute
CGlI programs as.

chr oot (UNIX only) Specifiesthe directory to chroot to before
execution begins. Thisisrelativetothechr oot definedin
init.conf.

dir (UNIX only) Specifiesthe directory to chdir to after chroot
but before execution begins.

rlimt_as (UNIX only) Specifiesthe maximum CGI program address

rlimt_core

rlimt_nofile

ni ce

type
nmet hod

query

space in bytes. Y ou can supply both current (soft) and
maximum (hard) limits, separated by a comma. The soft
limit must be listed first. If only one limit is specified, both
limits are set to this value.

(UNIX only) Specifiesthe maximum CGI program corefile
size. A value of 0 disables writing cores. Y ou can supply
both current (soft) and maximum (hard) limits, separated by
acomma. The soft limit must be listed first. If only onelimit
is specified, both limits are set to this value.

(UNIX only) Specifies the maximum number of file
descriptors for the CGI program. Y ou can supply both
current (soft) and maximum (hard) limits, separated by a
comma. The soft limit must be listed first. If only one limit
is specified, both limits are set to this value.

(UNIX only) Accepts an increment that determines the CGlI
program'’s priority relative to the server. Typically, the
server is run with anice value of 0 and the nice increment
would be between 0 (the CGI program runs at same priority
as server) and 19 (the CGI program runs at much lower
priority than server). Y ou should not increase the priority of
the CGI program above that of the server.

optional, common to all Service-class functions
optional, common to all Service-class functions

optional, common to all Service-class functions
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Table 2-47 send- cgi Parameters (Continued)

Parameter Description
UseCQut put StreantSi ze optional, common to all Service-class functions
flushTi ner optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
bucket optional, common to al obj . conf functions
Examples

The following example uses variables defined in the ser ver . xni filefor the send- cgi
parameters. For more information about defining variables, see the Sun ONE Application
Server Administrator’s Configuration File Reference.

<pj ect nane="default™>

NameTrans fn="pfx2dir" from="/cgi-bin"
di r="/hone/ f oo. conml public_htnm/cgi-bin" nane="cgi"

</ Obj ect >

<Cbj ect name="cgi ">

oj ect Type fn="force-type" type="magnus-internal/cgi"
Service fn="send-cgi" user="$user" group="$group" dir="$dir"

chr oot =" $chroot" ni ce="$%$nice"
</ Obj ect >

send-file
Applicablein Ser vi ce-class directives.

Thesend- fi | e function sends the contents of the requested file to the client. It provides
thecont ent -t ype, cont ent -1 engt h, and| ast - nodi fi ed headers.

Most requests are handled by this function using the following directive (which usually
comeslast in thelist of Ser vi ce-class directivesin the default object so that it actsasa
default)

Servi ce met hod="( GET| HEAD| POST) " type="*~magnus-internal /*"
fn="send-file"
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Thisdirectiveisinvoked if the method of the request is GET, HEAD, or POST, and the type
does not start with magnus- i nt er nal / . Note here that the pattern * ~ means “ does not
match.” For alist of characters that can be used in patterns, see Appendix B, “Wildcard
Patterns.”

Parameters
The following table describes parameters for the send- f i | e function.

Table 2-48 send-fi | e Parameters

Parameter Description

nocache (optional) prevents the server from caching responses to
static file requests. For example, you can specify that filesin
aparticular directory are not to be cached, which is useful
for directories where the files change frequently.

The value you assign to this parameter isignored. If you do
not wish to use this parameter, leave it out.

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions

ChunkedRequest Ti nmeout optional, common to al Service-class functions
bucket optional, commonto all obj . conf functions
Examples

Servi ce type="*~magnus-internal /*" nethod="( GET| HEAD) "
fn="send-file"
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In the following example, the server does not cache static filesfrom / expor t / somedi r/
when requested by the URL prefix / nyur | .

<Cbhj ect name=def aul t >

NameTrans fn="pfx2dir" from="/nyurl" dir="/export/mydir",
nanme="nynane"

Servi ce met hod=( GET| HEAD| POST) type=*~magnus-internal /*
fn=send-file

</ Obj ect >

<bj ect nanme="nynane" >

Servi ce met hod=( GET| HEAD) type=*~magnus-internal/* fn=send-file
nocache=""

</ Obj ect >

send-range
Applicablein Ser vi ce-class directives.

When the client requests a portion of a document, by specifying HTTP byte ranges, the
send- r ange function returns that portion.

Parameters
The following table describes parameters for the send- r ange function.

Table 2-49 send- r ange Parameters

Parameter Description

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions
ChunkedRequest Ti meout optional, common to al Service-class functions

bucket optional, common to all obj . conf functions
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Examples

Servi ce fn=send-range

service-dump
Applicablein Ser vi ce-class directives.

The ser vi ce- dunp function creates a performance report based on collected performance
bucket data (see “ The bucket Parameter” on page 45).

To read the report, point the browser here:

http:// host_name: port/ . per f

Parameters
The following table describes parameters for the ser vi ce- dunp function.

Table 2-50 servi ce- dunp Parameters

Parameter Description

type must be per f for this function

met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions
ChunkedRequest Ti meout optional, common to al Service-class functions

bucket optional, commonto all obj . conf functions
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Examples

<Chj ect name=def aul t >
NameTr ans fn="assi gn-nanme" from="/. perf

nane="perf"
</ Obj ect >
<(bj ect nane=perf>

Servi ce fn="service-dunp"”
</ Obj ect >

See Also
stats-init

service-j 2ee
Applicablein Ser vi ce-class directives.

Theser vi ce-j 2ee function services requests made to Java web applications.

Parameters
The following table describes parameters for the ser vi ce- j 2ee function.

Table 2-51 servi ce-j 2ee Parameters

Parameter Description

type must be per f for this function

net hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCut put St reantsi ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions
ChunkedRequest Ti neout optional, common to al Service-class functions

bucket optional, commonto all obj . conf functions
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Examples

<Chj ect name=def aul t >

NanmeTrans fn="ntrans-j2ee" nanme="j 2ee"
</ Obj ect >

<(hj ect nane=j 2ee>

Service fn="service-j2ee"
</ Obj ect >

See Also
init-j2ee,ntrans-j2ee,error-j2ee

service-passthrough

Applicablein Ser vi ce-class directives.

Theser vi ce- passt hr ough function forwards a request to another server for processing.
This function can be configured to use SSL or non-SSL (HTTPS or HTTP) connectionsto
the remote server independently of the type of connection the original request arrived on.

Theser vi ce- passt hr ough function encodes information about the originating client
that may be decoded by an aut h- passt hr ough function running on the remote server.
Use of aut h- passt hr ough isoptional.

When multiple remote servers are configured, ser vi ce- passt hr ough choosesasingle
remote server from the list on a request-by-request basis.
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Parameters
The following table describes parameters for the ser vi ce- passt hr ough function.

Table 2-52 servi ce- passt hr ough Parameters

Parameter Description
servers A quoted, space-delimited list of the serversthat receive the
forwarded requests.

Individual server names may optionally be:

e Prefixedwithhttp: // orhttps:// toindicatethe
desired protocol.

« Suffixed with a colon and an integer (for example
: 8000) to indicate the desired port.

type optional, common to al Service-class functions
net hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions

ChunkedRequest Ti nmeout optional, common to al Service-class functions
bucket optional, common to all obj . conf functions
Examples

Here is a stand-alone exampl e of the service-passthrough function:

Servi ce fn="service-passthrough”" servers="http://serverl
http://server2"
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A servi ce- passt hr ough function istypically used in combination with other directives
inthe obj . conf configuration file asfollows:

<Cbhj ect name="passt hrough" >

oj ect Type fn="force-type" type="nmmgnus-internal/passthrough”
Pat hCheck fn="deny-exi stence" path="*/WEB-|NF/*"

Servi ce type="magnus-internal/passthrough"

f n="servi ce-passt hrough" servers="http://192.168. 1. 100: 8000
http://192.168. 1. 101: 8000"

Error reason="Bad Gateway" fn="send-error"

uri ="$docr oot/ badgat eway. ht m "

</ Obj ect >

<Cbj ect nane="defaul t">

NameTrans fn="assi gn-nane" frone"(/webappl|/webappl/*)"
nanme="passt hr ough"

</ Obj ect >

This example forwards any request for the web application deployed at the URI / webapp1
to one of the backend application servers at |P addresses 192. 168. 1. 100 and

192. 168. 1. 101. If the backend application server is down, the local HTML file
badgateway.html is displayed instead.

If you want the server running ser vi ce- passt hr ough to servefilesit has access to and
forward only those requests it cannot satisfy to the backend application servers, change the
ObjectTypeline asfollows:

oj ect Type fn="check- passt hr ough"
t ype="magnus-i nt er nal / passt hr ough"

See Also

i nit-passthrough, aut h- passt hr ough, check- passt hr ough, assi gn- nane,
force-type, deny-exi stence
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shtml_send

Applicablein Ser vi ce-class directives.

Thesht M _send function parses an HTML document, scanning for embedded commands.
These commands may provide information from the server, include the contents of other
files, or execute a CGI program. Thesht mi _send functionis only available when the
Shtml plug-in (1 i bSht m . so) isloaded. Refer to the Sun ONE Application Server
Developer’s Guide to Web Applications for server-parsed HTML commands.

Parameters
The following table describes parameters for the sht M _send function.

Table 2-53 sht m _send Parameters

Parameter Description

Sht m MaxDept h maximum depth of include nesting allowed. The default
valueis 10.

addCgi I nitVars (UNIX only) if present and equal toyes (the defaultis

no), adds the environment variables defined in the
i nit-cgi SAFtothe environment of any command
executed through the SHTML exec tag.

type optional, common to all Service-class functions
met hod optional, common to all Service-class functions
UseCQut put Streanti ze optional, common to all Service-class functions
flushTi rer optional, common to all Service-class functions

ChunkedRequest Buf f er Si ze  optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to all Service-class functions
query optional, common to all Service-class functions
bucket optional, common to all obj . conf functions
Examples

Servi ce type=nmagnus-internal /shtm _send net hod=( GET| HEAD)
fn=shtm _send
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upload-file
Applicablein Ser vi ce-class directives.

Theupl oad-fi | e function uploads and saves a new file when the client sends a request
whose method is PUT if the user is authorized and the server has the needed file system
privileges.

When remote file manipulation is enabled in the server, the obj . conf file containsa
Ser vi ce-class function that invokes upl oad- f i | e when the request method is PUT.

Parameters
The following table describes parameters for the upl oad- fi | e function.

Table 2-54 upl oad-fi | e Parameters

Parameter Description

type optional, common to al Service-class functions
met hod optional, common to al Service-class functions
query optional, common to al Service-class functions
UseCQut put Streanti ze optional, common to al Service-class functions
flushTi ner optional, common to al Service-class functions

ChunkedRequest Buf f er Si ze optional, common to all Service-class functions

ChunkedRequest Ti meout optional, common to al Service-class functions
bucket optional, commonto all obj . conf functions
Examples

Service fn=upload-file

AddLog Stage

After the server has responded to the request, the AddL og directives are executed to record
information about the transaction.

If there is more than one AddLog directive, all are executed.

The following AddL og-class functions are described in detail in this section:
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e common- | og records information about the request in the common log format.
» flex-1 og recordsinformation about the request in aflexible, configurable format.

* record-useragent recordsthe client’sip address and user-agent header.

common-log
Applicablein AddLog-class directives.

This function records request-specific data in the common log format (used by most HTTP
servers). Thereisalog analyzer inthe/ ext r as/ | og_anl y directory for Sun ONE
Application Server.

The common log must have been initialized previously by thei ni t - cl f function. For
information about rotating logs, seefl ex-rotate-init.

There are also a number of free statistics generators for the common log format.

Parameters
The following table describes parameters for the cormon- | og function.

Table 2-55 conmon- | og Parameters

Parameter Description

nane (optiona) gives the name of alog file, which must have been given
asaparameter tothei nit-cl f functionini nit. conf.If no
nameis given, the entry is recorded in the global log file.

i ponly (optional) instructs the server to log the | P address of the remote
client rather than looking up and logging the DNS name. Thiswill
improve performance if DNSisoff inthei ni t. conf file. The
value of i ponl y has no significance, aslong asit exists; you may
usei ponl y=1.

bucket optional, common to al obj . conf functions
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Examples

# Log all accesses to the global log file

AddLog fn=conmon-| og

# Log accesses from outside our subnet (198.93.5.*) to
# nonl ocal | og

<Client ip="*~198.93.5. *">

AddLog fn=conmon-1 og nane=nonl ocal | og

</Cient>

See Also
flex-init,init-clf,record-useragent,flex-log,flex-rotate-init

flex-log
Applicablein AddLog-class directives.

This function records request-specific datain a flexible log format. It may also record
requests in the common log format. Thereisalog analyzer inthe/ ext ras/ f | exanl g
directory for Sun ONE Application Server.

There are also a number of free statistics generators for the common log format.

Thelog format is specified by thef | ex- i ni t function call. For information about rotating
logs, seefl ex-rotate-init.

Parameters
The following table describes parameters for the f | ex- | og function.

Table 2-56 f| ex-| og Parameters

Parameter Description

name (optional) gives the name of alog file, which must have been given
asaparameter tothef | ex-i ni t functionini ni t. conf . If no
name is given, the entry is recorded in the global log file.

i ponly (optiona) instructs the server to log the IP address of the remote
client rather than looking up and logging the DNS name. This will
improve performance if DNSisoff inthei ni t. conf file. The
value of i ponl y hasno significance, aslong asit exists, you may
usei ponl y=1.

bucket optional, common to all obj . conf functions
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AddLog Stage

Examples

# Log all accesses to the global log file

AddLog fn=fl ex-1 og

# Log accesses from outside our subnet (198.93.5.*) to
# nonl ocal | og

<Cient ip="*~198.93.5 *">

AddLog fn=fl ex-1og name=nonl ocal | og

</dient>

See Also
flex-init,init-clf,comon-I|og,record-useragent,flex-rotate-init

r ecor d-user agent
Applicablein AddLog-class directives.

Ther ecor d- user agent function records the I P address of the client, followed by its
User-Agent HTTP header. Thisindicates what version of the client was used for this
transaction. For information about rotating logs, seefl ex-rotate-init.

Parameters
The following table describes parameters for ther ecor d- user agent function.

Table 2-57 record-user agent Parameters

Parameter Description

nane (optional) gives the name of alog file, which must have been given
asaparameter tothei nit - cl f functionini nit. conf.If no
nameis given, the entry isrecorded in the global log file.

bucket optional, commonto all obj . conf functions

Examples

# Record the client ip address and user-agent to browserl og
AddLog f n=record-useragent nane=browserl og
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Error Stage

See Also
flex-init,init-clf,common-|og,flex-log,flex-rotate-init

Error Stage

If aserver application function resultsin an error, it setsthe HT TP response status code and
returns the value REQ ABORTED. When this happens, the server stops processing the
request. Instead, it searches for an Error directive matching the HTTP response status code
or its associated reason phrase, and executes the directive’ s function. If the server does not
find a matching Error directive, it returns the response status code to the client.

The following Error-class functions are described in detail in this section:;

e error-j 2ee handleserrorsthat occur during execution of J2EE applications and
modules deployed to the Sun ONE Application Server.

* send-error sendsan HTML fileto the client in place of aspecific HTTP response
status.

* gos-error returnsan error page stating which quality of service limits caused the
error and what the value of the QOS statistic was.

error-j2ee
Applicablein Er r or -class directives.

Theerror-j 2ee function handles errors that occur during execution of web applications
deployed to the Sun ONE Application Server individually or as part of full 2EE
applications.

Parameters
The following table describes parameters for theer r or - j 2ee function.

Table 2-58 error-j 2ee Parameters

Parameter Description
bucket optional, common to all obj . conf functions
See Also

init-j2ee,ntrans-j2ee, service-j2ee
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Error Stage

send-error
Applicablein Er r or -class directives.

Thesend- error function sendsan HTML file to the client in place of a specific HTTP
response status. This allows the server to present afriendly message describing the

problem. The HTML page may contain images and links to the server’ s home page or other

pages.

Parameters
The following table describes parameters for the send- er r or function.

Table 2-59 send- er r or Parameters

Parameter Description

path specifies the full file system path of an HTML file to send to the
client. Thefileissent ast ext / ht m regardless of its name or
actual type. If the file does not exist, the server sends asimple
default error page.

reason (optional) isthe text of one of the reason strings (such as
“Unauthorized” or “Forbidden”). The string is not case sensitive.

code (optional) is athree-digit number representing the HTTP response
status code, such as 401 or 407.

This can be any HTTP response status code or reason phrase
according to the HTTP specification.

Thefollowingisalist of common HTTP response status codes and
reason strings.

e 401 Unaut hori zed.
e 403 For bi dden.
e 404 Not Found.
e 500 Server Error.

bucket optional, common to all obj . conf functions

Example
Error fn=send-error code=401
pat h=/ Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ errors/ 401. ht m
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Error Stage

gos-error

Applicablein Er r or -class directives.

The gos- error function returns an error page stating which quality of service limits
caused the error and what the value of the QOS statistic was.

For more information, see the performance chapter of the Sun ONE Application Server

Administrator’s Guide.

Parameters

The following table describes parameters for the qos- er r or function.

Table 2-60 qos- error Parameters

Parameter

Description

code

bucket

(optional) is athree-digit number representing the HTTP response
status code, such as 401 or 407. The standard value is 503.

This can be any HTTP response status code or reason phrase
according to the HTTP specification.

Thefollowingisalist of common HTTP response status codes and
reason strings.

e 401 Unaut hori zed.
e 403 For bi dden.
e 404 Not Found.
e 500 Server Error.

optional, common to al obj . conf functions

Examples

Error fn=qos-error code=503

See Also
gos- handl er
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Chapter 3

SAFs In the init.conf File

When the Sun ONE Application Server starts up, it looksin afile calledi ni t . conf inthe
instance_dir/ confi g directory to establish a set of global variable settings that affect the
server’s behavior and configuration. Sun ONE Application Server executes all the
directivesdefinedini ni t . conf . The order of the directivesis not important.

NOTE When you edit thei ni t . conf file, you must restart the server for the
changes to take effect.
NOTE Thei ni t. conf interface is Unstable. An unstable interface may be

experimental or transitional, and hence may change incompatibly, be
removed, or be replaced by a more stable interface in the next release.

This chapter liststhe | ni t SAFsthat can be specifiedini ni t . conf in Sun ONE
Application Server 7. For an alphabetical list of al SAFs, see Appendix F, “ Alphabetical
List of Pre-defined SAFs.” For information about the other, non-SAF directivesin

i nit.conf, seethe Sun ONE Application Server Administrator’s Configuration File
Reference.

Thel ni t directivesinitialize the server, for example they load and initialize additional
modules and plug-ins, and initialize log files.

Thel ni t directives are SAFs, like obj . conf directives, and have SAF syntax rather than
the simpler variable value syntax of other i ni t . conf directives. They arelocated in

i nit.conf because, likeotherinit. conf directives, they are executed only once at
server startup.
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Each I ni t directive hasan optional Lat el ni t parameter. For the UNIX platform, if
Latel nit issettoyes, thefunction is executed by the child process after it isforked from
the parent. If Lat el ni t isset tono or isnot provided, the function is executed by the
parent process before the fork. When the server is started up by user r oot but runs as
another user, any activities that must be performed asthe user r oot (such aswriting to a
root-owned file) must be done before the fork. Functions that create threads, with the
exception of t hr ead- pool -i ni t, should execute after the fork (that is, therelevant I ni t
directive should have Lat el ni t =yes set).

For all platforms, any function that requires access to a fully parsed configuration should
have Lat el ni t =yes setonitsl nit directive.

Upon failure, | ni t -class functions return REQ ABORTED. The server logs the error
according to the instructionsin the Er r or directivesin obj . conf , and terminates. Any
other result code is considered a success.

Thefollowing I ni t -class functions are described in detail in this section:
e cindex-init changesthe default characteristics for fancy indexing.
e define-perf-bucket createsaperformance bucket.

* dns-cache-init configures DNS caching.

» flex-init initializestheflexible logging system.

» flex-rotate-init enablesrotation for flexiblelogs.

e init-cgi changesthe default settings for CGI programs.

e init-clf initializesthe Common Log subsystem.

e init-j2ee initiaizesthe Java subsystem.

* init-passthrough initializes the passthrough plug-in.

* init-uhone loads user home directory information.

* | oad- nodul es loads shared libraries into the server.

e perf-init enablessystem performance measurement via performance buckets.
e pool -init configures pooled memory allocation.

e register-http-nmethod letsyou extend the HTTP protocol by registering new
HTTP methods.

* stats-init enablesreporting of performance statisticsin XML format.

* thread- pool -ini t configuresan additiona thread pool.
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cindex-init
Applicablein | ni t -class directives.

The function ci ndex-i ni t setsthe default settings for common indexing. Common
indexing (also known as fancy indexing) is performed by the Service function

i ndex- conmon. Indexing occurs when the requested URL translates to a directory that
does not contain an index file or home page, or no index file or home page has been
specified.

In common (fancy) indexing, the directory list shows the name, last modified date, size and
description for each indexed file or directory.

Parameters
The following table describes parameters for the ci ndex- i ni t function.

Table 3-1 ci ndex-i ni t Parameters

Parameter Description

opts (optional) isastring of letters specifying the options to activate. Currently
there is only one possible option:

s tellsthe server to scan each HTML filein the directory being indexed for
the contents of the HTML <TI TLE> tag to display in the description field.
The <TI TLE> tag must be within the first 255 characters of thefile. This

option is off by default.

The search for <Tl TLE> is not case-sensitive.

wi dt hs (optional) specifies the width for each column in the indexing display. The
string is acomma-separated list of numbers that specify the column widths
in characters for name, last-modified date, size, and description
respectively.
The default values for the widths parameter are 22,18,8,33.

Thefinal three values (corresponding to last-modified date, size, and
description respectively) can each be set to 0 to turn the display for that
column off. The name column cannot be turned off. The minimum size of a
column (if the value is non-zero) is specified by the length of itstitle -- for
example, the minimum size of the Date column is 5 (the length of “ Date”
plus one space). If you set anon-zero value for acolumn which islessthan
the length of itstitle, the width defaults to the minimum required to display
thetitle.

ti mezone (optional) This indicates whether the last-modified time is shown in local
time or in Greenwich Mean Time. Thevaluesare GMT or | ocal . The
defaultisl ocal .
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Table 3-1 ci ndex-i ni t Parameters (Continued)

Parameter Description

f or mat (optional) This parameter determines the format of the last modified date
display. It usestheformat specification for the UNIX functionstrfti ne.

The default is %al- %b- % % Y

i gnore (optional) specifies awildcard pattern for file names the server should
ignore while indexing. File names starting with a period (.) are dways
ignored. The default is to only ignore file names starting with a period (.).

i con-uri (optional) specifiesthe URI prefix thei ndex- comron function uses
when generating URLsfor fileicons (. gi f files). By default, it is
[ nc-icons/ . Ifi con-uri isdifferent from the default, the pf x2di r
function in the NaneTr ans directive must be changed so that the server
can find these icons.

Example:

Init fn=cindex-init wdths=50,1,1,0
Init fn=cindex-init ignore=*private*
Init fn=cindex-init w dths=22,0, 0, 50

See Also
i ndex- common, find-index, hone-page

define-perf-bucket

Applicablein | ni t -class directives.

Thedefi ne- perf - bucket function creates a performance bucket, which you can use to
measure the performance of SAFsin obj . conf see*“The bucket Parameter” on page 45

and the ser vi ce- dunp function). This function works only if theper f -i ni t functionis
enabled.
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For more information about performance buckets, see the Sun ONE Application Server
Performance Tuning Guide.

Parameters
The following table describes parameters for the def i ne- per f - bucket function.

Table 3-2  defi ne-perf-bucket Parameters

Parameter Description

name A name for the bucket, for example cgi - bucket .

description A description of what the bucket measures, for example CA
Stats.

Example:

Init fn="define-perf-bucket" name="cgi-bucket" descripti on="Cd
St at s”

See Also
perf-init

dns-cache-init
Applicablein | ni t -class directives.

Thedns- cache-i nit function specifiesthat DNS lookups should be cached when DNS
lookups are enabled. If DNS lookups are cached, then when the server gets aclient’s host
name information, it stores that information in the DNS cache. If the server needs
information about the client in the future, the information is available in the DNS cache.

Y ou may specify the size of the DNS cache and the time it takes before a cache entry
becomesinvalid. The DNS cache can contain 32 to 32768 entries; the default value is 1024
entries. Values for the time it takes for a cache entry to expire (specified in seconds) can
range from 1 second to 1 year; the default value is 1200 seconds (20 minutes).
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Parameters
The following table describes parameters for the dns- cache-i ni t function.

Table 3-3 dns- cache-i ni t Parameters

Parameter Description

cache-si ze (optional) specifies how many entries are contained in the cache.
Acceptable values are 32 to 32768; the default valueis 1024.

expire (optional) specifies how long (in seconds) it takes for a cache entry
to expire. Acceptable values are 1 to 31536000 (1 year); the default
is 1200 seconds (20 minutes).

Example:

Init fn="dns-cache-init" cache-size="2140" expire="600"

flex-init
Applicablein | ni t -class directives.
Thefl ex-i ni t function opensthe named log file to be used for flexible logging and

establishes arecord format for it. The log format isrecorded in the first line of the log file.
Y ou cannot change the log format while the log file isin use by the server.

Thef | ex- | og function writes entries into the log file during the AddLog stage of the
request handling process.

Thelog file stays open until the server is shut down or restarted (at which time all logs are
closed and reopened).

NOTE If the server has AddLog stage directives that call f | ex- | og, the flexible
log file must beinitialized by f | ex-i ni t during server initialization.

Y ou may specify multiple log file namesin the samef | ex-i ni t function call. Then use
multiple AddL og directives with thef | ex- | og function to log transactions to each log file.

Thefl ex-i ni t function may be called more than once. Each new log file name and
format will be added to thelist of log files.
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If you move, remove, or change the currently active log file without shutting down or
restarting the server, client accesses might not be recorded. To save or backup the currently
active log file, you need to rename the file and then restart the server. The server first looks
for thelog file by name, and if it doesn’t find it, creates a new one (the renamed original log
fileisleft for you to use).

For information on rotating log files, seefl ex-rotate-init.

Thefl ex-i nit function has three parameters: one that names the log file, one that
specifies the format of each record in that file, and one that specifies the logging mode.

Parameters
The following table describes parameters for thef | ex-i ni t function.

Table 3-4  fl ex-init Parameters

Parameter Description

logFileName The name of the parameter is the name of the log file. The value of the parameter
specifies either the full path to the log file or afile name relative to the server’s| ogs
directory. For example:

access="/usr/ Sun/ AppServer 7/ dormai ns/ domai nl/ server 1/ | ogs/ ac
cess"”

nmyl ogfile = "access. | og"

Y ou will use the log file name later, as a parameter to thef | ex- | og function.

f or mat . logFileName specifies the format of each log entry in the log file.
For information about the format, see the “More on Log Format”” section below.

buf f er-si ze Specifies the size of the global log buffer. The default is8192. Seethe third
flex-init examplebelow.

num buffers Specifies the maximum number of logging buffers to use. The default is 1000. See the

thirdf | ex-i ni t example below.

More on Log Format

Thefl ex-i ni t function recognizes anything contained between percent signs (%) asthe
name portion of a name-value pair stored in a parameter block in the server. (The one
exception to this rule isthe ¥8YSDATE%component which deliversthe current system date.)
YBYSDATE%i s formatted using the time format %/ %b/ %v: %+ %vt %8 plus the offset from
GMT.

(See Chapter 4, “ Creating Custom SAFs,” for moreinformation about parameter blocks and
functions to manipulate pblocks.)
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Any additional text istreated as literal text, so you can add to the line to make it more
readable. See the “ Typical Componentsof f | ex-i ni t Formatting” table. Certain
components might contain spaces, so they should be bounded by escaped quotes (\ ").

If no format parameter is specified for alog file, the common log format is used:

"oUSes->client.ip%- 9%eq->vars. aut h-user % [ ¥SYSDATEY
\"%Req- >regpb. cl f-request % " %Req->srvhdrs.clf-status%
%Reqg- >srvhdrs. cont ent - | engt h%

Y ou can now log cookies by logging the Reg- >header s. cooki e. name component.

In the following table, the components that are enclosed in escaped double quotes (\") are
the ones that could potentially resolve to values that have white spaces.

The following table showsf | ex-i ni t formatting components.

Table 3-5  Typica Componentsof f | ex-i ni t Formatting

Flex-log option Component

Client Host name (unlessi ponl y is specified in
flex-log or DNS nameisnot available) or |P address

%Ses->client.ip%

Client DNS name UBes->client.dns%

System date Y%SYSDATEY
Full HTTP request line \ " %Req- >reqpb. cl f-request % "
Status 9%Req- >srvhdrs. cl f-status%

Response content length %Reqg- >srvhdrs. cont ent - | engt h%
Response content type

Referer header

9%Req- >srvhdrs. content -type%

\ "%Req- >headers.referer%n”

User-agent header

HTTP Method
HTTPURI

HTTP query string
HTTP protocol version
Accept header

Date header
If-Modified-Since header
Authorization header

\ "%Req- >headers. user-agent %"
%Req- >r eqpb. net hod%

%Req- >r eqpb. uri %

9%Req- >r eqpb. quer y%

%Req- >r eqpb. pr ot ocol %

9%Req- >header s. accept %
%Req- >header s. dat e%
%Req- >headers.

%Req- >header s. aut hori zati on%
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Table 3-5  Typica Componentsof f | ex-i ni t Formatting (Continued)

Flex-log option Component
Any header value %Req- >header s. headername%
Name of authorized user %Req- >var s. aut h- user %
Value of acookie 9%Req- >header s. cooki e. name%
Value of any variable %Req- >var s. varname%
inReq->vars
Virtua Server ID si d%

Examples

The first example below initializes flexible logging into the file
[ usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ | ogs/ access.

Init fn=flex-init

access="/usr/ Sun/ AppSer ver 7/ donai ns/ donmai nl1/ server 1/ | ogs/ access"
format. access="%Bes->client.ip%- %eq->vars. aut h-user %

[ “BYSDATEY \ " %Req- >reqpb. cl f-request %"

9%Req- >srvhdrs. cl f - st at us% %Req- >srvhdrs. cont ent - | engt h%

Thiswill record the following items

e ipor hostname, followed by the three characters“ -
e the user name, followed by the two characters [ ”

« the system date, followed by the two characters“]
o thefull HTTP request in quotes, followed by a single space
« the HTTP result status in quotes, followed by a single space

« the content length

Thisisthe default format, which corresponds to the Common Log Format (CLF).

Chapter 3  SAFs in the init.conf File
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Itisadvisablethat thefirst six elements of any log always be in exactly this format, because
anumber of log analyzers expect that as output.

The second example initializes flexible logging into the file
/usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ | ogs/ ext ended.

Init fn=flex-init

ext ended="/usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ | ogs/ ext ended"
format. ext ended="%Ses->client.ip%- %eq->vars. aut h-user % [ ¥SYSDATE%
\"%Req- >reqgpb. cl f-request A" 9%Req- >srvhdrs.cl f-status%

%Req- >srvhdrs. cont ent - | engt h% %Req- >headers. referer%

\ "%Req- >headers. user-agent %" %Req- >r eqpb. met hod% %Req- >r eqpb. uri %
9%Req- >r egpb. quer y% %Req- >r eqpb. pr ot ocol %

The third example shows how logging can be tuned to prevent request handling threads
from making blocking calls when writing to log files, instead delegating these callsto the
log flush thread.

Doubling the size of the buf f er - si ze and num buf f er s parameters from their defaults
and lowering the value of the LogFl ushl nt erval init. conf directiveto 4 seconds (see
the Sun ONE Application Server Administrator’s Configuration File Reference) frees the
request handling threads to quickly write the log data.

Init fn=flex-init buffer-size=16384 num buffers=2000
access="/usr/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ | ogs/ access”
format.access="%Bes->client.ip%- %eq->vars. auth-user%

[ USYSDATEX \"%Req->reqpb.clf-request%”

%Req- >srvhdrs. cl f-stat us% %Req- >srvhdrs. cont ent -1 engt h%

See Also
flex-rotate-init, flex-1og
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flex-rotate-init
Applicablein | ni t -class directives.

Thefl ex-rotate-init function configureslog rotation for al log files on the server,
including server logs and the conmon- | og, f | ex- | og, and r ecor d- user agent AddLog
SAFs. Call thisfunctioninthel ni t sectionofi ni t. conf beforecallingf! ex-init.The
flex-rotate-init functionalowsyouto specify atimeinterval for rotating log files. At
the specified time interval, the server moves the log file to a file whose name indicates the
time of moving. Thelog functionsin the AddLog stage in obj . conf then start logging
entriesin anew log file. The server does not need to be shut down while the log files are
being rotated.

NOTE The server keeps all rotated log filesforever, so you will need to clean them
up as necessary to free up disk space.

By default, log rotation is disabled.

Parameters
The following table describes parameters for thef | ex-r ot at e-i ni t function.

Table 3-6  fl ex-rotate-init Parameters

Parameter Description

rotate-start Indicates the time to start rotation. This valueisa4 digit string
indicating the time in 24 hour format, for example, 0900 indicates 9
am while 1800 indicates 9 pm.

rotate-interval Indicates the number of minutes to elapse between each log rotation.

rot at e-access (optional) determines whether common- | og, f | ex- | og, and
recor d- user agent logs arerotated. Valuesareyes (the
default) and no.

rotate-error (optional) determines whether server logs are rotated. Values are

yes (the default) and no.

rot ate-cal | back (optional) specifiesthe file name of a user-supplied program to
execute following log file rotation. The program is passed the
post-rotation name of the rotated log file as its parameter.

Example
This example enables log rotation, starting at midnight and occurring every hour.
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Init fn=flex-rotate-init rotate-start=2400 rotate-interval =60

See Also
flex-init,common-1og,flex-1og,record-useragent

init-cgi
Applicablein | ni t -class directives.

Thei ni t - cgi function performs certain initialization tasks for CGI execution. Two
options are provided: timeout of the execution of the CGI script, and establishment of
environment variables.

Parameters
The following table describes parameters for thei ni t - cgi function.

Table 3-7 init-cgi Parameters

Parameter Description

ti meout (optional) specifies how many seconds the server waits for CGlI
output. If the CGI script has not delivered any output in that many
seconds, the server terminates the script. The default is 300
seconds.
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Table 3-7  init-cgi Parameters (Continued)

Parameter Description

cgi stub-path (optional) specifies the path to the CGI stub binary. If not
specified, Sun ONE Application Server looks in the following
locations, in the following order:

e . ./lprivate/ Cgi st ub, relativeto the server instance's
confi g directory

e ../../bin/https/bin/Cgistub,reativetothe
server’sinstallation directory

Use the first directory to house an suid Cgistub (that is, a Cgistub
owned by root which has the set-user-1D-on-exec hit set). Use the
second directory to house a non-suid Cgistub.

If present, the. . / pri vat e directory must be owned by the
server user and have permissionsd??x- - - - - - . This prevents
other users (for example, users with shell accounts or CGI access)
from using Cgistub to set their uid.

For information about installing an suid Cgistub, see the Sun ONE
Application Server Developer’s Guide to Web Applications.

env-variable (optional) specifies the name and value for an environment
variable that the server placesinto the environment for the CGI.
You can set any number of environment variablesin asingle
init-cgi function.

Example

Init fn=init-cgi LD LI BRARY_PATH=/usr/lib;/usr/local/lib

See Also
send- cgi
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init-clf
Applicablein | ni t -class directives.

Thei ni t - cl f function opens the named log files to be used for common logging. The
comon- | og function writes entries into the log files during the AddLog stage of the
request handling process. The log files stay open until the server is shut down (at which
time the log files are closed) or restarted (at which time the log files are closed and

reopened).
NOTE If the server has an AddL og stage directive that calls conmon- | og,
common log filesmust be initialized by i ni t - ¢l f during initialization.
NOTE This function should only be called once. If it is called again, the new call

will replace log file names from all previous calls.

If you move, remove, or change the log file without shutting down or restarting the server,
client accesses might not be recorded. To save or backup alog file, you need to rename the
file (and for UNIX, send the - HUP signal) and then restart the server. The server first looks
for thelog file by name, and if it doesn’t find it, creates a new one (the renamed original log
fileisleft for you to use).

For information on rotating log files, seefl ex-rotate-init.

Parameters
The following table describes parameters for thei ni t - cl f function.

Table 3-8 init-clf Parameters

Parameter Description

logFileName The name of the parameter is the name of thelog file. The value of
the parameter specifies either the full path to thelog file or afile
name relative to the server’s| ogs directory. For example:

access="/usr/ Sun/ AppSer ver 7/ domai ns/
domai nl/ server 1/ 1 ogs/ access”
nmyl ogfile = "l ogl"

You will use the log file name later, as a parameter to the
conmon- | og function.
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Examples

Init fn=init-clf
access=/ usr/ Sun/ AppSer ver 7/ donai ns/ dormai nl/ server 1/ | ogs/ access
Init fn=init-clf tenplog=/tnp/nytenpl og tenpl og2=/tnp/ nytenpl og2

See Also
conmon- | og, record-useragent,flex-rotate-init

init-j 2ee
Applicablein | ni t -class directives.

Thei ni t - j 2ee function initializes the Java subsystem.

Parameters
This function requiresaLat el ni t =yes parameter.

Example

Init fn="|oad-nmodul es" shlib="install_dir/1ib/li bj2eepl ugi n. so"
funcs="init-j2ee, ntrans-j 2ee, servi ce-j 2ee, error-j 2ee"
shli b_flags="(gl obal | now)"

Init fn="init-j2ee" Latelnit=yes

See Also
ntrans-j 2ee, service-j 2ee,error-j 2ee

init-passthrough

Applicablein | ni t -class directives.

Thei ni t - passt hr ough function initializes the passthrough plug-in. This function must
be called before the passthrough plug-in can be used.

Parameters
none
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Example

Init fn="1oad-nmodul es" shlib="c:/ingtall_dir/ i b/ passthrough.dl "
funcs="init - passt hr ough, aut h- passt hr ough, check- passt hr ough,
servi ce- passt hrough" Nati veThr ead="no"

Init fn="init-passthrough”

See Also
aut h- passt hr ough, check- passt hr ough, ser vi ce- passt hr ough

init-uhome
Applicablein | ni t -class directives.

Thei ni t - uhone function loads information about the system’ s user home directoriesinto
internal hash tables. This increases memory usage slightly, but improves performance for
servers that have alot of traffic to home directories.

Parameters
The following table describes parameters for thei ni t - uhonme function.

Table 3-9 i ni t-uhone Parameters

Parameter Description

pwfile (optional) specifies the full file system path to afile other than
/ et ¢/ passwd. If not provided, the default UNIX path
(/ et ¢/ passwd) isused.

Examples

I'nit fn=init-uhome
Init fn=init-uhome pwiile=/etc/passwd-http

See Also
uni x- hone, find-1inks
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load-modules

Applicablein | ni t -class directives.

Thel oad- nodul es function loads a shared library or Dynamic Link Library into the
server code. Specified functions from the library can then be executed from any subsequent
directives. Use this function to load new plug-ins or SAFs.

If you define your own Server Application Functions, you get the server to load them by
using the |l oad- modul es function and specifying the shared library or DLL fileto load.

Parameters

The following table describes parameters for the | oad- modul es function.

Table 3-10 | oad- nodul es Parameters

Parameter Description

shlib specifies either the full path to the shared library or dynamic link
library or afile name relative to the server configuration directory.

funcs is acomma separated list of the names of the functionsin the
shared library or dynamic link library to be made available for use
by other | ni t directivesor by Ser vi ce directivesin
obj . conf . Thelist should not contain any spaces. The dash (-)
character may be used in place of the underscore () character in
function names.

pool the name of a custom thread pool, as specified in
t hr ead- pool -init.

Examples

I'ntt Tn=load-nodules shlib="C /nysrvins/corpfns.dl 1"

funcs="noveit"
Init fn=l oad-nodul es shlib="/nysrvfns/corpfns.so"

funcs="nyinit, nyservice"
Init fn=myinit
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perf-init
Applicablein | ni t -class directives.

Theperf-init function enables system performance measurement via performance
buckets.

For more information about performance buckets, see the Sun ONE Application Server
Performance Tuning Guide.

Parameters
The following table describes parameters for the per f - i ni t function.

Table 3-11 perf-init Parameters

Parameter Description

di sabl e flag to disable the use of system performance measurement via
performance buckets. Should have avalue of true or false. Default
valueistrue.

Example

Init fn=perf-init disable=false

See Also
def i ne- perf - bucket

pool-init
Applicablein | ni t -class directives.

Thepool -i ni t function changesthe default values of pooled memory settings. The size of
the free block list may be changed or pooled memory may be entirely disabled.

Memory allocation pools allow the server to run significantly faster. If you are
programming with the NSAPI, note that MALLOC, REALLOC, CALLQOC, STRDUP, and FREE
work dlightly differently if pooled memory is disabled. If pooling is enabled, the server
automatically cleans up all memory alocated by these routines when each request
completes. In most cases, thiswill improve performance and prevent memory leaks. If
pooling is disabled, all memory is global and thereis no clean-up.
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If you want persistent memory allocation, add the prefix PERM _ to the name of each routine
(PERM_MALLOC, PERM REALLOC, PERM CALLOC, PERM STRDUP, and PERM_FREE).

NOTE Any memory you allocate from Init-class functions will be allocated as
persistent memory, even if you use MALLOC. The server cleans up only the
memory that is allocated while processing arequest, and because I nit-class
functions are run before processing any requests, their memory isallocated
globally.

Parameters
The following table describes parameters for the pool -i ni t function.

Table 3-12 pool -i ni t Parameters

Parameter Description

free-size (optional) maximum size in bytes of free block list. May not be
greater than 1048576.

di sabl e (optional) flag to disable the use of pooled memory. Should have a
value of true or false. Default value isfalse.

Example

Init fn=pool-init disable=true

register-http-method

Applicablein | ni t -class directives.

This function lets you extend the HTTP protocol by registering new HTTP methods. (Y ou
do not need to register the default HTTP methods.)

Upon accepting a connection, the server checks to seeif the method that it received is
known to it. If the server does not recognize the method, it returns a“501 Method Not
Implemented” error message.
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Parameters
The following table describes parameters for ther egi st er - ht t p- net hod function.

Table 3-13 regi ster-http-net hod Parameters

Parameter Description

nmet hods is acomma separated list of the names of the methods you are
registering.

Example

The following example shows the use of r egi st er - ht t p- met hod and aSer vi ce
function for one of the methods.

Init fn="register-http-nethod" methods="My_METHOD1, MY_METHCD2"
Service fn="MyHandl er" met hod="My_METHOD1"

stats-init
Applicablein | ni t -class directives.

This function enables reporting of performance statisticsin XML format.

Parameters
The following table describes parameters for the st at s-i ni t function.

Table 3-14 st ats-init Parameters

Parameter Description

updat e-i nt erval period in seconds between statistics updates within the server. Set
higher for better performance, lower for more frequent updates.
The minimum valueis 1; the default is 5.

virtual -servers maximum number of virtual servers for which statistics are
tracked. This number should be set higher than the number of
virtua servers configured. Smaller numbers result in lower
memory usage. The minimum valueis 1; the default is 1000.

profiling enables performance profiling using bucketsif set toyes. This
can also be enabled through the per f - i ni t Init SAF. The
default isno, which resultsin slightly better server performance.
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Example

Init fn="stats-init" update-interval ="5" virtual -servers="2000"
profiling="yes"

See also
servi ce-dunp

thread-pool-init
Applicablein | ni t -class directives.

This function creates a new pool of user threads. A pool must be declared beforeit’ s used.
Totell aplug-in to use the new pool, specify the pool parameter when loading the plug-in
with the Init-class function | oad- nodul es.

One reason to create a custom thread pool would be if a plug-in is not thread-aware, in
which case you can set the maximum number of threads in the pool to 1.

The native pool on UNIX isnormally not engaged, as all threads are OS-level threads.
Using native pools on UNIX may introduce asmall performance overhead asthey’ll require
an additional context switch; however, they can be used to localize the

j vm sti ckyAttach effect or for other purposes, such as resource control and
management or to emulate single-threaded behavior for plug-ins.

In addition, native thread pool parameters can be added to thei ni t . conf filefor
convenience. For more information, see the Sun ONE Application Server Administrator’s
Configuration File Reference.

Parameters
The following table describes parameters for thet hr ead- pool -i ni t function.

Table 3-15 thread-pool -i ni t Parameters

Parameter Description

nane name of the thread pool.

maxt hr eads maximum number of threadsin the poal.
m nt hr eads minimum number of threads in the pool.
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Table 3-15 t hread- pool -i ni t Parameters (Continued)

Parameter Description

gueueSi ze size of the queue for the poal. If all the threads in the pool are
busy, further request-handling threads that want to get a thread
from the pool will wait in the pool queue. The number of
reguest-handling threads that can wait in the queueis limited by
the queue size. If the queueisfull, the next request-handling
thread that comes to the queue is turned away, with the result that
the request is turned down, but the request-handling thread
remains free to handl e another request instead of becoming locked
up in the queue.

st ackSi ze stack size of each thread in the native (kernel) thread pool.

Example

I'nit fn=thread-pool-init name="my-custom pool ™ nmaxt hr eads=5
m nt hreads=1 queuesi ze=200

Init fn=load-nmodul es shlib="C:/nmnydir/nyplugin.dI"
funcs="tracker" pool ="ny-custom pool "

See also
| oad- nodul es
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Chapter 4

Creating Custom SAFs

This chapter describes how to write your own NSAPI plug-ins that define custom Server
Application Functions (SAFs). Creating plug-ins allows you to modify or extend the Sun
ONE Application Server’s built-in functionality. For example, you can modify the server to
handle user authorization in a special way or generate dynamic HTML pages based on
information in a database.

The sections in this chapter are:

e Future Compatibility Issues

*  The SAF Interface

*  SAF Parameters

*  Result Codes

»  Creating and Using Custom SAFs

*  Overview of NSAPI C Functions

* Required Behavior of SAFsfor Each Directive
* CGI to NSAPI Conversion

Before writing custom SAFs, you should familiarize yourself with the request handling
process. Also, before writing a custom SAF, check if abuilt-in SAF already accomplishes
the tasks you have in mind. After you write the SAF, you must add adirective to obj . conf
so that your new function gets invoked by the server at the appropriate time.

See Chapter 1, “Syntax and Use of obj.conf,” and Chapter 2, “ Predefined SAFs and the
Request Handling Process,” for information about request handling, built-in SAFs, and the
obj . conf file.

For a complete list of the NSAPI routines for implementing custom SAFs, see Chapter 6,
“NSAPI Function Reference.”
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Future Compatibility Issues

Future Compatibility Issues

The NSAPI interface may change in a future version of Sun ONE Application Server. To
keep your custom plug-ins upgradeable, do the following:

* Instruct plug-in users how to edit the configuration files (such asi ni t . conf and
obj . conf) manually. Do not have the plug-in installation software edit these
configuration files.

»  Keep the source code so you can recompile the plug-in.

The SAF Interface

All SAFs (custom and built-in) have the same C interface regardless of the request-handling
step for which they are written. They are small functions designed for a specific purpose
within a specific request-response step. They receive parameters from the directive that
invokes themin the obj . conf file, from the server, and from previous SAFs.

Hereisthe C interface for a SAF:
int function(pblock *pb, Session *sn, Request *rq);
The next section discusses the parametersin detail.

The SAF returns aresult code which indicates whether and how it succeeded. The server
uses the result code from each function to determine how to proceed with processing the
request. See the section “Result Codes’ on page 143 for details of the result codes.

SAF Parameters

This section discusses the SAF parameters in detail. The parameters are:

* pb (paraneter bl ock) -- containsthe parametersfrom the directive that invokesthe
SAFintheobj . conf file.

* sn (session)-- containsinformation relating to asingle TCP/IP session.

 rq (request) -- containsinformation relating to the current request.
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SAF Parameters

pb (parameter block)

The pb parameter is apointer to apbl ock data structure that contains values specified by
the directivethat invokesthe SAF. A pbl ock data structure contains a series of name/value
pairs.

For example, adirective that invokes the basi c- nsca function might look like:

Aut hTrans fn=basi c-ncsa aut h-type=basic
dbn¥/ Sun/ AppSer ver 7/ domai ns/ donmi nl/ server 1/ userdb/rs

In this case, the pb parameter passed to basi c- ncsa contains name/value pairs that
correspond to aut h- t ype=basi c and
dbn¥/ Sun/ AppSer ver 7/ domai ns/ dorai nl/ server 1/ userdb/rs.

NSAPI provides a set of functions for working with pbl ock data structures. For example,
pbl ock_fi ndval () returnsthe value for agiven namein apbl ock. See“Parameter
Block Manipulation Routines’” on page 151 for a summary of the most commonly used
functions for working with parameter blocks.

sn (session)

The sn parameter is apointer to aSessi on data structure. This parameter contains
variables related to an entire session (that is, the time between the opening and closing of
the TCP/IP connection between the client and the server). The same sn pointer is passed to
each SAF called within each request for an entire session. The following list describes the
most important fieldsin this data structure.

(See Chapter 6, “NSAPI Function Reference,” for information about NSAPI routines for
manipulating the Sessi on data structure):

e snp->client

isapointer to apbl ock containing information about the client such asits | P address,
DNS name, or certificate. |f the client does not have a DNS name or if it cannot be
found, it will be set to - none.

e sn->csd

is aplatform-independent client socket descriptor. Y ou will pass thisto the routines for
reading from and writing to the client.
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SAF Parameters

rq (request)

Ther q parameter isapointer to ar equest data structure. This parameter contains
variables related to the current request, such as the request headers, URI, and local file
system path. The samer equest pointer is passed to each SAF called in the
request-response process for an HTTP request.

The following list describes the most important fields in this data structure (See Chapter 6,
“NSAPI Function Reference,” for information about NSAPI routines for manipulating the
Request data structure).

e rg->vars

isapointer to apbl ock containing the server’s“working” variables. Thisincludes
anything not specifically found in the following three pblocks. The contents of this
pbl ock vary depending on the specific request and the type of SAF. For example, an
AuthTrans SAF may insert an aut h- user parameter intor g- >var s which can be
used subsequently by a PathCheck SAF.

* rg->reqpb

isapointer to apbl ock containing elements of the HTTP request. Thisincludes the
HTTP method (GET, POST, ...), the URI, the protocol (normally HTTF/1.0), and the
query string. This pbl ock does not normally change throughout the request-response
process.

e rg->headers

isapointer to apbl ock containing al the request headers (such as User-Agent,
If-Modified-Since, ...) received from the client in the HTTP request. See Appendix E,
“HyperText Transfer Protocol,” for more information about request headers. This
pbl ock does not normally change throughout the request-response process.

e rqQ->srvhdrs

isapointer to apbl ock containing the response headers (such as Server, Date,
Content-type, Content-length,...) to be sent to the client in the HTTP response. See
Appendix E, “HyperText Transfer Protocol,” for more information about response
headers.

Ther q parameter is the primary mechanism for passing along information throughout the
request-response process. On input to a SAF, r g contains whatever values were inserted or
modified by previously executed SAFs. On output, r g contains any modifications or
additional information inserted by the SAF. Some SAFs depend on the existence of specific
information provided at an earlier step in the process. For example, a PathCheck SAF
retrievesvaluesinr g- >var s which were previously inserted by an AuthTrans SAF.
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Result Codes

Upon completion, a SAF returns aresult code. The result code indicates what the server
should do next. The result codes are;

* REQ PROCEED

indicates that the SAF achieved its objective. For some request-response steps
(AuthTrans, NameTrans, Service, and Error), thistellsthe server to proceed to the next
request-response step, skipping any other SAFsin the current step. For the other
request-response steps (PathCheck, ObjectType, and AddL og), the server proceeds to
the next SAF in the current step.

«  REQ_NOACTI ON

indicates the SAF took no action. The server continues with the next SAF in the current
server step.

e REQ _ABCORTED

indicates that an error occurred and an HT TP response should be sent to the client to
indicate the cause of the error. A SAF returning REQ ABORTED should also set the
HTTP response status code. If the server finds an Er r or directive matching the status
code or reason phrase, it executes the SAF specified. If not, the server sends a default
HTTP response with the status code and reason phrase plus a short HTML page
reflecting the status code and reason phrase for the user. The server then goes to the
first AddLog directive.

e REQEXIT

indicates the connection to the client was lost. This should be returned when the SAF
failsin reading or writing to the client. The server then goes to the first AddLog
directive.

Creating and Using Custom SAFs

Custom SAFs are functions in shared libraries that are loaded and called by the server.
Follow these steps to create a custom SAF:

1. Writethe Source Code
using the NSAPI functions. Each SAF iswritten for a specific directive.
2. Compileand Link

the source code to create a shared library (. so, .sl, or.dll) file.
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3. Load and Initialize the SAF
by editing the obj . conf fileto:
-- Load the shared library file containing your custom SAF(S).
-- Initialize the SAF if necessary.
4. Instruct the Server to Call the SAFs
by editing obj . conf to call your custom SAF(s) at the appropriate time.
5. Reconfigure the Server
6. Testthe SAF
by accessing your server from a browser with a URL that triggers your function.

The following sections describe these steps in greater detail.

Write the Source Code

Write your custom SAFs using NSAPI functions. For a summary of some of the most
commonly used NSAPI functions, see the section “Overview of NSAPI C Functions’ on
page 150. Chapter 6, “NSAPI Function Reference,” provides information about all of the
routines available.

For examples of custom SAFs, seeinstall_dir/ sanpl es/ nsapi , and also see Chapter 5,
“Examples of Custom SAFs.”

The signature for all SAFsis:
int function(pblock *pb, Session *sn, Request *rq);
For more details on the parameters, see the section “ SAF Parameters’ on page 140.

The Sun ONE Application Server runs as a multi-threaded single process. On UNIX
platforms there are actually two processes (a parent and a child) for historical reasons. The
parent process performs some initialization and forks the child process. The child process
performs further initialization and handles all the HTTP requests.

K eep these things in mind when writing your SAF. Write thread-safe code. Blocking may
affect performance. Write small functions with parameters and configure themin

obj . conf . Carefully check and handle all errors. Also log them so that you can determine
the source of problems and fix them.

If necessary, write an initialization function that performsinitialization tasks required by
your new SAFs. The initiaization function has the same signature as other SAFs:
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int function(pblock *pb, Session *sn, Request *rq);

SAFs expect to be able to obtain certain types of information from their parameters. In most
cases, parameter block (pbl ock) data structures provide the fundamental storage
mechanism for these parameters A pbl ock maintainsits data as a collection of name-value
pairs. For asummary of the most commonly used functions for working with pbl ock
structures, see “ Parameter Block Manipulation Routines’ on page 151.

When defining a SAF, you do not specifically state which directive it iswritten for.
However, each SAF must be written for a specific directive (such as Aut hTr ans, Ser vi ce,
and so on). Each directive expects its SAFs to do particular things, and your SAF must
conform to the expectations of the directive for which it was written. For details of what
each directive expects of its SAFs, see the section “Required Behavior of SAFs for Each
Directive” on page 155.

Compile and Link

Compile and link your code with the native compiler for the target platform. Use the gmake
command. Y ou must have an import list that specifies all global variables and functions to
access from the server binary. Use the correct compiler and linker flags for your platform.
Refer to the example Makefilein theinstall_dir/ sanpl es/ nsapi directory.

Follow these guidelines for compiling and linking.

Include Directory and nsapi.h File
Add theinstall_dir/ i ncl ude directory to your makefile to include the nsapi . h file.

Libraries

Addtheinstall_dir/ i b library directory to your linker command. The following
tableTable 4-1 lists the library that you need to link to.

Table 4-1  Libraries
Platform Library

All UNIX platforms i bns- httpd40. so

Linker Commands and Options for Generating a Shared Object
The following tableTable 4-1 lists the options for generating a shared library.
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Table 4-2  Linker Commands and Options

Platform Options
Solaris Id -Gorcc -G
Linux gcc -shared

Additional Linker Flags

Use the linker flags in Table 4-3 to specify which directories should be searched for shared
objects during runtime to resolve symbols. The following tableTable 4-1 lists the linker

flags.

Table 4-3  Linker Flags

Platform Flags
Solaris - R dir: dir
Linux -W, -rpat h, dir: dir

On UNIX, you can also set the library search path usingthe LD_LIBRARY _PATH
environment variable, which must be set when you start the server.

Compiler Flags
Thefollowing tableTable 4-1 lists the flags and defines that you need to use for compilation

of your source code.

Table 4-4  Compiler Flags and Defines

Platform Flags/Defines

Solaris - DXP_UNI X - D_REENTRANT - KPI C - DSOLARI S
Linux - DLI NUX - D_REENTRANT -fPIC

All Platforms - MCC_HTTPD - NET_SSL

Compiling iPlanet Web Server 6.x Plug-ins on Solaris

Y ou must recompile and relink a plug-in for use in Sun ONE Application Server 7 if it
meets all of these conditions:
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e The plug-in was developed on the Solaris platform.

*  The plug-in was devel oped for use with iPlanet Web Server version 6.x or earlier.
*  Theplug-iniswritten in C++.

*  The plug-in uses exceptions.

Once recompiled for Sun ONE Application Server 7, the plug-in will no longer work in
iPlanet Web Server 6.x. Therefore, you must maintain separate binary versions for iPlanet
Web Server 6.x and Sun ONE Application Server 7.

To build aplug-infor Sun ONE Application Server 7, you must use version 5.0 or higher of
the Sun WorkShop C/C++ compiler (also called Forte C/C++). Do not specify the - conpat

flag (- conpat =4 isthe same as- conpat , but - conpat =5 isthe same as not specifying the
- conpat flag).

Compiling 3.x Plug-ins on AIX

For AIX only, plug-ins built for 3.x versions of the server must be relinked to work with 4.x
and 6.x versions. Thefiles you need, which arein the install_dir/ sanpl es/ nsapi
directory, are asfollows:

» TheMakefi | e file hasthe - Goption instead of the old - bM SRE - ber ok -brtl
- bnoent ry options.

e A script, rel i nk_36pl ugi n, modifies aplug-in built for 3.x versions of the server to
work with 4.x and 6.x versions. The script’s comments explain its use.

iPlanet Web Server 4.x and 6.x versions are built on AlX 4.2, which natively supports
runtime-linking. Because of this, NSAPI plug-ins, which reference symbolsin the

appser vd main executable, must be built with the - G option, which specifies that symbols
must be resolved at runtime.

Previous versions of iPlanet Web Server, however, were built on AlX 4.1, which did not
support native runtime-linking. Web Server had specific additional software (provided by
IBM AlIX development) to enable plug-ins. No special runtime-linking directives were
required to build plug-ins. Because of this, plug-insthat have been built for previous server
versions on Al X will not work with iPlanet Web Server 4.x and 6.x versions as they are.

However, they can easily be relinked to work with iPlanet Web Server 4.x and 6.x versions.
Ther el i nk_36pl ugi n script relinks existing plug-ins. Only the existing plug-in itself is
required for the script; original sourceand . o files are not needed. M ore specific comments
arein the script itself. Since al AlX versions from 4.2 onward natively support
runtime-linking, no plug-ins for iPlanet Web Server versions 4.x and later will need to be
relinked.
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Load and Initialize the SAF

For each shared library (plug-in) containing custom SAFs to be loaded into the Sun ONE
Application Server, add an | ni t directivethat invokesthel oad- nodul es SAFto
init.conf.

The syntax for adirective that calls| oad- nodul es is:
Init fn=l oad-nodul es shl i b=[ path] sharedlibname funcs="SAF1, ..., SAFn"
» shlibisthelocal file system path to the shared library (plug-in).

e funcs isacomma-separated list of function names to be loaded from the shared
library. Function names are case-sensitive. Y ou may use dash (-) in place of underscore
() in function names. There should be no spaces in the function name list.

If the new SAFsrequireinitialization, be sure that theinitialization function isincluded
inthef uncs list.

For example, if you created a shared library ani mat i ons. so that defines two SAFs
do_smal | _ani () and do_bi g_ani m() and also defines the initialization function
i ni t_my_ani mati ons, you would add the following directive to load the plug-in:

I nit fn=load-nodul es shlib=ani mations. so
funcs="do_snal | _ani m do_big_animinit_mny_ani mtions”

If necessary, also add an | ni t directive that calls the initialization function for the newly
loaded plug-in. For example, if you defined the functioni ni t _my_new SAF() to perform
an operation on the maxAni nLoop parameter, you would a directive such as the following
toinit.conf:

Init fn=init_ny_ani mati ons maxAni nLoop=5

Instruct the Server to Call the SAFs

Next, add directivesto obj . conf to instruct the server to call each custom SAF at the
appropriate time. The syntax for directivesis:

Directive f n=function-name [ namel="valuel"]. .. [ nameN="valueN" ]

» Directiveisone of the server directives, such as Aut hTr ans, Ser vi ce, and so on.

» function-name is the name of the SAF to execute.
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e nameN="valueN" are the names and values of parameters which are passed to the
SAF.

Depending on what your new SAF does, you might need to add just one directive to
obj . conf or you might need to add more than one directive to provide complete
instructions for invoking the new SAF.

For example, if you define anew Aut hTr ans or Pat hCheck SAF you could just add an
appropriate directive in the default object. However, if you define anew Ser vi ce SAF to
be invoked only when the requested resourceisin a particul ar directory or has anew kind of
file extension, you would need to take extra steps.

If your new Service SAF isto be invoked only when the requested resource has anew kind
of file extension, you might need to add an entry to the MIME types file so that thet ype
value gets set properly during the Obj ect Type stage. Then you could add a Ser vi ce
directive to the default object that specifiesthe desired t ype value.

If your new Ser vi ce SAF isto be invoked only when the requested resourceisin a
particular directory, you might need to define aNaneTr ans directive that generatesanane
or ppat h value that matches another object, and then in the new object you could invoke
the new Ser vi ce function.

For example, suppose your plug-in defines two new SAFs, do_snal | _ani m() and
do_bi g_ani n() which both take speed parameters. These functions run animations. All
filesto be treated as small animations reside in the directory:

D: / Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ ani mat i ons/ snal |
while all filesto betreated as full screen animations reside in the directory:
D: / Sun/ AppSer ver 7/ domai ns/ dorai nl/ server 1/ docs/ ani mati ons/ful |l scrn

To ensure that the new animation functions are invoked whenever a client sends a request
for either a small or full screen animation, you would add NaneTr ans directives to the
default object to translate the appropriate URL s to the corresponding pathnames and also
assign a name to the request.

NameTr ans fn=pfx2dir from="/ani mati ons/small"
di r="D:/ Sun/ AppSer ver 7/ domai ns/ domai nl/ server 1/ docs/ ani mati ons/ smal | "
name="smal | _ani nf

NameTr ans fn=pfx2dir from="/ani mations/fullscrn”
di r="D: / Sun/ AppSer ver 7/ domai ns/ domai n1/ server 1/ docs/ ani mati ons/ful | scrn”
name="ful | scrn_ani nf
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Y ou also need to define objects that contain the Ser vi ce directives that run the animations
and specify the speed parameter.

<Cbj ect nane="snall _ani n'>

Servi ce fn=do_snal | _ani m speed=40
</ Obj ect >

<Cbj ect nanme="ful |l scrn_ani n'>
Servi ce fn=do_bi g_ani m speed=20
</ Obj ect >

Reconfigure the Server

After modifying obj . conf , you need to reconfigure the server. See the Sun ONE
Application Server Administrator’s Guide for details.

Test the SAF

Test your SAF by accessing your server from a browser with aURL that triggers your
function. For example, if your new SAF istriggered by requests to resourcesin

ht t p: / / hostname/ ani mat i ons/ snal | , try requesting a valid resource that starts with
that URI.

Y ou should disable caching in your browser so that the server is sure to be accessed. In
Navigator you may hold the shift key while clicking the Reload button to ensure that the
cacheis not used. (Note that the shift-reload trick does not always force the client to fetch
images from source if the images are already in the cache.)

Y ou may also wish to disable the server cache using the cache- i nit SAF.

Examine the access log and server log to help with debugging.

Overview of NSAPI C Functions

NSAPI provides a set of C functions that are used to implement SAFs. They serve several
purposes. They provide platform-independence across Sun ONE Application Server
operating system and hardware platforms. They provide improved performance. They are
thread-safe, which is a requirement for SAFs. They prevent memory leaks. And they
provide functionality necessary for implementing SAFs. Y ou should always use these
NSAPI routines when defining new SAFs.
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Overview of NSAPI C Functions

This section provides an overview of the function categories avail able and some of the more
commonly used routines. All the public routines are detailed in Chapter 6, “NSAPI
Function Reference.”

The main categories of NSAPI functions are:
»  Parameter Block Manipulation Routines
*  Protocol Utilitiesfor Service SAFs

*  Memory Management

» Filel/O
*  Network 1/0
* Threads
e Utilities

e Virtual Server

Parameter Block Manipulation Routines

The parameter block manipulation functions provide routines for locating, adding, and
removing entriesin apbl ock data structure include:

* pbl ock_findval returnsthevaluefor agiven nameinapbl ock.
* pbl ock_nvi nsert addsanew name-value entry to apbl ock.

* pbl ock_renove removesapbl ock entry by namefrom apbl ock. The entry is not
disposed. Use par am f r ee to free the memory used by the entry.

e param free freesthe memory for the given pbl ock entry.

* pbl ock_pbl ock2str createsanew string containing al the name-value pairs from a
pbl ock inthe form “name=value name=value.” This can be a useful function for
debugging.

Protocol Utilities for Service SAFs

Protocol utilities provide functionality necessary to implement Service SAFs:

e request_header returnsthe value for agiven request header name, reading the
headers if necessary. This function must be used when requesting entries from the
browser header pbl ock (r g- >header s).
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e protocol _status setsthe HTTP response status code and reason phrase

* protocol _start_response sendsthe HTTP response and all HTTP headersto the
browser.

Memory Management

Memory management routines provide fast, platform-independent versions of the standard
memory management routines. They also prevent memory leaks by allocating from a
temporary memory (called “pooled” memory) for each request and then disposing the entire
pool after each request. There are wrappers for standard memory routines for using
permanent memory. To disable pooled memory for debugging, see the built-in SAF

pool -i nit in Chapter 3, “SAFsin theinit.conf File.”

« MALLCC

* FREE

« STRDUP

* REALLCC
« CALLCC

«  PERM MALLOC
«  PERM FREE

«  PERM STRDUP
«  PERM REALLCC
«  PERM CALLOC

File 1/0

Thefile I/O functions provides platform-independent, thread-safe file 1/0 routines.

» system fopenROopensafilefor read-only access.

» system f openRWopens afile for read-write access, creating the file if necessary.

» system f openWA opens afile for write-append access, creating the file if necessary.
« system fcl ose closesafile.

* system fread readsfrom afile.

e systemfwite writestoafile.
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« systemfwite_atoni c locksthe given file before writing toit. Thisavoids
interference between simultaneous writes by multiple threads.

Network 1/0O

Network 1/O functions provide platform-independent, thread-safe network 1/0 routines.
These routines work with SSL when it’s enabled.

* net buf _grab reads from a network buffer’s socket into the network buffer.
e net buf _get ¢ getsacharacter from a network buffer.

* net_wite writestothe network socket.

Threads

Thread functions include functions for creating your own threads which are compatible
with the server’ s threads. There are also routines for critical sections and condition
variables.

e systhread_start createsanew thread.

e systhread_sl eep putsathread to sleep for agiven time.

e crit_init createsanew critical section variable.

* crit_enter gainsownership of acritical section.

e crit_exit surrenders ownership of acritical section.

e crit_terminate disposesof acritical section variable.

e condvar _init createsanew condition variable.

e condvar_noti fy awakens any threads blocked on a condition variable.
e condvar _wait blockson acondition variable.

* condvar _t er m nat e disposes of acondition variable.

* prepare_nsapi _t hread alows threads that are not created by the server to act like
server-created threads.
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Utilities
Utility functions include platform-independent, thread-safe versions of many standard

library functions (such as string manipulation) as well as new utilities useful for NSAPI.

» daenon_atrestart (UNIX only) registers a user function to be called when the
server is sent arestart signal (HUP) or at shutdown.

* util_getline getsthenextline (uptoalF or CRLF) from abuffer.

e util_host nane getsthelocal hostname as afully qualified domain name.
e util_later_than comparestwo dates.

e util_sprintf sameasstandard library routinesprintf ().

e util_strftinme sameasstandard library routinestrftime().

e util_uri_escape convertsthe special charactersin astring into URI escaped
format.

e util_uri_unescape convertsthe URI escaped charactersin a string back into
specia characters.

NOTE Y ou cannot use an embedded null in a string, because NSAPI functions
assume that anull isthe end of the string. Therefore, passing
unicode-encoded content through an NSAPI plug-in doesn’t work.

Virtual Server

The virtual server functions provide routines for retrieving information about virtual
servers.

* request_get _vs findsthe virtual server to which arequest is directed.

* vs_alloc_sl ot alocatesanew slot for storing a pointer to data specific to a certain
virtual server.

» vs_get _dat a findsthe value of a pointer to data for a given virtual server and dot.

e vs_get_default_httpd_object obtainsa pointer to the default (or root) object
from the virtual server'svirtual server class configuration.

e vs_get _doc_root findsthe document root for avirtual server.

e vs_get_httpd_objset obtainsapointer to the virtual server class configuration for
agiven virtua server.
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e vs_get _idfindsthelD of avirtua server.

* vs_get _m me_t ype determinesthe MIME type that would be returned in the
Cont ent - t ype: header for the given URI.

* vs_l ookup_config_var findsthe value of aconfiguration variable for a given
virtual server.

* vs_regi ster_chb allowsaplug-in to register functions that will receive notifications
of virtual server initialization and destruction events.

e vs_set _dat a setsthevalue of apointer to datafor a given virtual server and slot.

e vs_translate_uri trandatesaURI asthough it were part of arequest for a specific
virtual server.

Required Behavior of SAFs for Each Directive

When writing a new SAF, you should define it to do certain things, depending on which
stage of the request handling process will invoke it. For example, SAFsto be invoked
during the | ni t stage must conform to different requirements than SAFs to be invoked
during the Ser vi ce stage.

Ther q parameter is the primary mechanism for passing along information throughout the
request-response process. On input to a SAF, r g contains whatever values were inserted or
modified by previously executed SAFs. On output, r g contains any modifications or
additional information inserted by the SAF. Some SAFs depend on the existence of specific
information provided at an earlier step in the process. For example, a PathCheck SAF
retrievesvaluesinr g- >var s which were previously inserted by an AuthTrans SAF.

This section outlines the expected behavior of SAFs used at each stage in the request
handling process.

* Init SAFs

* AuthTrans SAFs
* NameTrans SAFs
*  PathCheck SAFs
*  ObjectType SAFs
*  Service SAFs

»  Error SAFs

* AddLog SAFs

Chapter 4  Creating Custom SAFs 155



Required Behavior of SAFs for Each Directive

156

Init SAFs

Purpose: Initialize at startup.

Called at server startup and restart.

rgandsnareNULL.

Initialize any shared resources such as files and global variables.

Can register callback function with daenon_atrestart () to clean up.

Onerror, insert er r or parameter into pb describing the error and return
REQ_ABCORTED.

If successful, return REQ PROCEED.

AuthTrans SAFs

Purpose: Verify any authorization information. Only basic authorization is currently
defined in the HTTP/1.0 specification.

Check for Aut hor i zat i on header inr g- >header s which contains the authorization
type and uu-encoded user and password information. If header was not sent return
REQ_NOACTI ON.

If header exists, check authenticity of user and password.

If authentic, create aut h- t ype, plusaut h- user and/or aut h- gr oup parameter in
rg- >var s to be used later by Pat hCheck SAFs.

Return REQ PROCEED if the user was successfully authenticated, REQ NOACTI ON
otherwise.

NameTrans SAFs

Purpose: Convert logical URI to physical path

Perform operations on logical path (ppat h inr g- >var s) to convert it into afull local
file system path.

Return REQ _PROCEEDIf ppat h inr g- >var s containsthe full local file system path, or
REQ NOACTI ONiif not.
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To redirect the client to another site, changeppat hinrg->vars to/ URL. Add ur | to
rg- >var s with full URL (for example.,, htt p: // home. sun. com' ). Return
REQ PROCEED.

PathCheck SAFs

Purpose: Check path validity and user’s access rights.
Check aut h-t ype, aut h- user and/or aut h-group inrg->vars.

Return REQ PROCEED if user (and group) is authorized for this area (ppat h in
rqg->vars).

If not authorized, insert WAW Aut hent i cat e tor g- >sr vhdr s with avalue such as:
Basic; Real mr\"Qur private area\".Call protocol _status() toset HTTP
response status to PROTOCOL_UNAUTHORI ZED. Return REQ_ABORTED.

ObjectType SAFs

Purpose: Determine content-type of data.

If content-type inrg->srvhdrs aready exists, return REQ NQOACTI ON.
Determine the MIME type and create cont ent -t ype inr g- >srvhdr s
Return REQ PROCEEDf cont ent - t ype is created, REQ NOACTI ON otherwise

Service SAFs

Purpose: Generate and send the response to the client.

A Service SAFisonly caled if each of the optional parameterst ype, et hod, and
query specified inthe directivein obj . conf match the request.

Remove existing cont ent - t ype fromr g- >sr vhdr s. Insert correct cont ent - t ype
inrg->srvhdrs.

Create any other headersinr g- >sr vhdrs.
Call pr ot ocol _st at us to set HTTP response status.
Call prot ocol _start _response to send HTTP response and headers.

Generate and send datato the client using net _write.
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e Return REQ PROCEEDf successful, REQ EXI T on write error, REQ ABORTED on other
failures.

Error SAFs

»  Purpose: Respond to an HTTP status error condition.

e TheError SAFisonly caled if each of the optional parameters code and r eason
specified in the directivein obj . conf match the current error.

e Error SAFsdo the same as Service SAFs, but only in response to an HTTP status error
condition.

AddLog SAFs

» Purpose: Log the transaction to alog file.
e AddLog SAFscan use any dataavailablein pb, sn, or r q to log this transaction.

+  Return REQ PROCEED.

CGIl to NSAPI Conversion

Y ou may have aneed to convert a CGl variable into an SAF using NSAPI. Since the CGlI
environment variables are not available to NSAPI, you'll retrieve them from the NSAPI
parameter blocks.

Keep in mind that your code must be thread-safe under NSAPI. Y ou should use NSAPI
functions which are thread-safe. Also, you should use the NSAPI memory management and
other routines for speed and platform independence.

The following table indicates how each CGI environment variable can be obtained in
NSAPI.

Table 4-5 Parameter Blocks for CGI Variables

CGl getenv() NSAPI

AUTH_TYPE pbl ock_findval ("aut h-type", rg->vars);
AUTH_USER pbl ock_findval ("aut h-user", rg->vars);
CONTENT_LENGTH pbl ock_findval ("content-1ength", rqg->headers);
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Table 4-5  Parameter Blocks for CGI Variables (Continued)
CGl getenv() NSAPI
CONTENT_TYPE pbl ock_findval ("content-type", rqg->headers);
GATEWAY_| NTERFACE "cd/1.1"
HTTP_* pbl ock_findval ( "*", rg->headers);
(* islower-case, dash replaces underscore)
PATH_| NFO pbl ock_findval ("pat h-info", rg->vars);

PATH_TRANSLATED
QUERY_STRI NG

pbl ock_findval ("pat h-transl ated", rqg->vars);

pbl ock_findval ("query", rqg->reqpb);
( GET only, POST puts query string in body data)

REMOTE_ADDR pbl ock_findval ("ip", sn->client);
REMOTE_HOST session_dns(sn) ? session_dns(sn) pbl ock_findval ("ip",
sn->client);
REMOTE_| DENT pbl ock_findval ( "front', rqg->headers);
(not usually available)
REMOTE_USER pbl ock_findval ("auth-user", rqg->vars);
REQUEST_METHOD pbl ock_fi ndval (" et hod", req->reqpb);
SCRI PT_NAME pbl ock_findval ("uri", rq->reqpb);
SERVER_NAME char *util _hostnane();
SERVER_PORT conf _get gl obal s()->Vport;
(asastring)
SERVER_PROTOCOL pbl ock_fi ndval ("protocol ", rqg->reqgpb);
SERVER_SOFTWARE MAGNUS_VERSI ON_STRI NG
Sun ONE specific:
CLI ENT_CERT pbl ock_findval ("auth-cert", rg->vars)
HOST char *session_maxdns(sn);
(may be null)
HTTPS security_active ? "ON' "OFF";

HTTPS_KEYSI ZE

HTTPS_SECRETKEYSI ZE

pbl ock_fi ndval ("keysi ze",

pbl ock_findval ("secret-keysi ze",

sn->client);

QUERY pbl ock_findval ( query", rq->reqpb);
( CET only, POST puts query string in entity-body data)
SERVER_URL http_uri2url _dynamic("","", sn, rq);

Chapter 4
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Chapter 5

Examples of Custom SAFs

This chapter discusses examples of custom Sever Application Functions (SAFs) for each
directive in the request-response process. Y ou may wish to use these examples as the basis
for implementing your own custom SAFs. For more information about creating your own
custom SAFs, see Chapter 4, “ Creating Custom SAFs.”

Before writing custom SAFs, you should be familiar with the request-response process, the
role of the configuration file obj . conf , and the pre-defined SAFsthat are available. For
details on both these topics, see Chapter 1, “ Syntax and Use of obj.conf,” and Chapter 2,
“Predefined SAFs and the Request Handling Process.”

For alist of the NSAPI functionsfor creating new SAFs, see Chapter 6, “NSAPI Function
Reference.”

This chapter has the following sections:
e ExamplesintheBuild

* AuthTrans Example

*  NameTrans Example

»  PathCheck Example

e ObjectType Example

e Service Example

e AddLog Example

*  Quality of Service Examples

Examples in the Build

Theinstall_dir/ sanpl es/ nsapi directory contains examples of source code for SAFs.
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Y ou can use the exanpl e. nak makefilein the same directory to compile the examples and
create alibrary containing the functionsin all the examplefiles.

Totest an example, load the exanpl es shared library into the Sun ONE Application Server
by adding the following directiveinthel ni t section of i ni t. conf:

Init fn=l oad-nodul es shlib=exanpl es. so/dl |
f uncs=functionl, function2, function3

Thef uncs parameter specifies the functionsto load from the shared library.

If the example uses an initialization function, be sure to specify the initialization function in
thef uncs argument to | oad- nodul es, and also add an | ni t directiveto call the
initialization function.

For example, the Pat hCheck exampleimplementsther est ri ct - by- acf function, which
isinitialized by theacf - i ni t function. The following directive loads both these functions:

Init fn=l oad-nodul es yourlibrary funcs=acf-init,restrict-by-acf

The following directive callsthe acf - i ni t function during server initialization:

Init fn=acf-init fil e=extra-arg

To invoke the new SAF at the appropriate step in the response handling process, add an
appropriate directive in the object to which it applies, for example:

Pat hCheck fn=restrict-by-acf

After adding new I ni t directivestoi nit. conf, you aways need to restart the Sun ONE
Application Server to load the changes, since | ni t directives are only applied during server
initialization.

AuthTrans Example

This ssimple example of an Aut hTr ans function demonstrate how to use your own custom
ways of verifying that the username and password that a remote client provided is accurate.
This program uses a hard coded table of user names and passwords and checks a given
user's password against the one in the static data array. The userdb parameter isnot used in
this function.

Aut hTr ans directives work in conjunction with Pat hCheck directives. Generally, an
Aut hTr ans function checksif the username and password associated with the request are
acceptable, but it does not allow or deny access to the request -- it leavesthat to a

Pat hCheck function.
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Aut hTr ans functions get the username and password from the headers associated with the
request. When a client initially makes a request, the username and password are unknown
so the Aut hTr ans function and Pat hCheck function work together to reject the request,
sincethey can’t validate the username and password. When the client receives therejection,
the usual responseis for it to pop up a dialog box asking the user for their username and
password, and then the client submits the request again, this time including the username
and password in the headers.

In this example, the har dcoded- aut h function, which isinvoked during the Aut hTr ans
step, checksif the username and password correspond to an entry in the hard-coded table of
users and passwords.

Installing the Example

Toinstall the function on the Sun ONE Application Server, add the following I ni t
directivetoi nit. conf toload the compiled function:;

Init fn=load-nodul es shlib=yourlibrary f uncs=har dcoded- aut h

Inside the default object in obj . conf add the following Aut hTr ans directive:

Aut hTrans fn=basi c-auth aut h-type="basic" userfn=hardcoded- auth
user db=unused

Note that this function does not actually enforce authorization requirements, it only takes
given information and tells the server if it's correct or not. The Pat hCheck function
requi r e- aut h performs the enforcement, so add the following Pat hCheck directive also:

Pat hCheck fn=require-auth real m="test realn auth-type="basic"

Source Code

The source code for this exampleisin the aut h. ¢ filein theinstall_dir/ sanpl es/ nsapi
directory.
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NameTrans Example

Thentrans. c fileintheinstall_dir/ sanpl es/ nsapi directory contains source code for
two example NameTr ans functions:

e explicit_pathinfo
This example allows the use of explicit extra path information in aURL.
e https_redirect

This example redirectsthe URL if the client is a particular version of Netscape
Navigator.

This section discusses the first example. Look at the source codein nt r ans. c for the
second example.

NOTE The main thing that a NanmeTr ans function usually does isto convert the
logical URL inppat hinrg->vars toaphysical pathname. However,
the example discussed here, expl i ci t _pat hi nf o, does not translate the
URL into aphysical pathname, it changes the value of the requested URL.
See the second example, ht t ps_redi rect , innt r ans. c for an example
of aNameTr ans function that converts the value of ppat h inr g- >var s
froma URL to aphysical pathname.

Theexpl i cit_pat hi nf o example allows URLsto explicitly include extra path
information for use by a CGI program. The extra path information is delimited from the
main URL by a specified separator, such as acomma.

For example:
http:// host_name/ cgi / mar keti ng,/j an/ rel eases/ har dwar e

In this case, the URL of the requested resource (which would be a CGI program) is
ht t p: / / hostname/ cgi / mar ket i ng and the extra path information to give to the CGI
programis/j an/ r el eases/ har dwar e.

When choosing a separator, be sure to pick acharacter that will never be used as part of the
real URL.

Theexpl i cit_pat hi nf o function reads the URL, strips out everything following the
commaand putsit in the pat h-i nf o field of thevar s field inther equest object

(r g- >var s). CGI programs can access this information through the PATH | NFO
environment variable.
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PathCheck Example

Oneside effect of expl i ci t _pat hi nf o isthat the SCRI PT_NAME CGI environment
variable has the separator character tacked on the end.

Normally NarmreTr ans directives return REQ PROCEED when they change the path so that
the server does not process any more NarmeTr ans directives. However, in this case we want
name tranglation to continue after we have extracted the path info, since we have not yet
translated the URL to a physical pathname.

Installing the Example

Toinstall the function on the Sun ONE Application Server, add the following I ni t
directivetoi nit. conf toload the compiled function:;

Init fn=l oad-nodul es shlib=yourlibrary funcs=explicit-pathinfo
Inside the default object in obj . conf add the following NaneTr ans directive:
NameTr ans fn=explicit-pathinfo separator=","

ThisNaneTr ans directive should appear before other NameTr ans directivesin the default
object.

Source Code

Thisexampleisinthent r ans. c fileintheinstall_dir/ sanpl es/ nsapi directory.

PathCheck Example

The example in this section demonstrates how to implement a custom SAF for performing
path checks. This example simply checksif the requesting host is on alist of allowed hosts.

Thel ni t functionacf -i ni t loadsafile containing alist of allowable |P addresses with

one |P address per line. The Pat hCheck functionrestrict _by_acf getsthe IP address

of the host that is making the request and checksif it isonthelist. If the host ison thelist, it
is allowed access otherwise accessis denied.

For simplicity, the stdio library is used to scan the | P addresses from the file.
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Installing the Example

To load the shared object containing your functions add the following linein the | ni t
section of thei ni t. conf file:

Init fn=l oad-nodul es yourlibrary funcs=acf-init,restrict-by-acf

Tocal acf-init toreadthelist of allowable hosts, add the following lineto the I ni t
sectionini ni t . conf . (Thisline must come after the one that loads the library containing
acf-init).

Init fn=acf-init fil e=fileContainingHostsList

To execute your custom SAF during the request-response process for some object, add the
following line to that object in the obj . conf file:

Pat hCheck fn=restrict-by-acf

Source Code

The source code for this exampleisin pcheck. ¢ intheinstall_dir/ sanpl es/ nsapi
directory.

ObjectType Example

The example in this section demonstrates how to implement ht M 2sht m , a custom SAF
that instructs the server totreat a. ht nl fileasa. shtnl fileif a. sht i version of the
requested file exists.

A well-behaved oj ect Type function checksif the content type is already set, and if so,
does nothing except return REQ_NOACTI ON.

i f(pbl ock_findval ("content-type", rq->srvhdrs))
return REQ NOACTI ON,

The main thing an Obj ect Type directive needs to do isto set the content type (if it is not
already set). This example setsit to magnus- i nt er nal / par sed- ht m in the following
lines:
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Service Example

/* Set the content-type to magnus-internal/parsed-htm */
pbl ock_nvi nsert ("content-type", "magnus-internal/parsed-htm",
rg->srvhdrs);

Theht ml 2sht M function looks at the requested file name. If it endswith . ht m , the
function looksfor afile with the same base name, but with the extension . sht n1 instead. If
it finds one, it uses that path and informs the server that the file is parsed HTML instead of
regular HTML. Note that this requires an extrast at call for every HTML file accessed.

Installing the Example

To load the shared object containing your function, add the following linein the I ni t
section of thei ni t. conf file:

Init fn=load-nodul es shlib=yourlibrary funcs=ht M 2sht m

To execute the custom SAF during the request-response process for some aobject, add the
following line to that object in the obj . conf file:

oj ect Type fn=htm 2sht m

Source Code

The source code for this exampleisin ot ype. ¢ intheinstall_dir/ sanpl es/ nsapi
directory.

Example

This section discusses avery simple Ser vi ce function called si npl e_servi ce. All this
function doesis send amessage in response to a client request. The message isinitialized by
thei ni t _si npl e_servi ce function during server initialization.

For amore complex example, seethefileser vi ce. c intheexanpl es directory, whichis
discussed in “More Complex Service Example” on page 170.
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Service Example

Installing the Example

To load the shared object containing your functions add the following linein the | ni t
section of thei ni t. conf file:

Init fn=l oad-nodul es shl i b=yourlibrary
funcs=si npl e-service-init,sinple-service

Tocall thesi npl e- servi ce-i ni t function to initialize the message representing the
generated output, add the following linetothel ni t sectionini ni t. conf . (Thisline must
come after the one that loads the library containing si npl e- ser vi ce-i ni t).

Init fn=sinple-service-init
gener at ed- out put =" <H1>Generated output msg</ H1>"

To execute the custom SAF during the request-response process for some object, add the
following line to that object in the obj . conf file:

Service type="text/htm" fn=sinple-service

Thetype="text/htn " argument indicates that this function is invoked during the
Ser vi ce stageonly if thecont ent -t ype hasheensettotext/htm .

Source Code

#i ncl ude <nsapi . h>
static char *sinple_nsg = "default custom zed content"”;

/* This is the initialization function.

* |t gets the value of the generated-output paraneter

* specified in the Init directive in init.conf

*/

NSAPI _PUBLIC int init-sinple-service(pblock *pb, Session *sn,
Request *rq)

{
/* CGet the nessage fromthe paranmeter in the directive in
* init.conf
*/
sinpl e_nsg = pbl ock_findval ("generat ed-output”, pb);
return REQ PROCEED;
}
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Service Example

/* This is the custom zed Service SAF.

* |t sends the "generated-output" nessage to the client.

*/

NSAPI _PUBLI C i nt sinpl e-service(pbl ock *pb, Session *sn, Request
*ra)

{

int return_val ue;
char msg_|l engt h[ 8];

/* Use the protocol status function to set the status of the
* response before calling protocol _start_response.

*/

protocol _status(sn, rqg, PROTOCOL_OK, NULL);

/* Although we woul d expect the CbjectType stage to

* set the content-type, set it here just to be

* conpletely sure that it gets set to text/htnl.

*/

param free(pbl ock_renove("content-type", rqg->srvhdrs));
pbl ock_nvi nsert ("content-type", "text/htm", rqg->srvhdrs);

/* If you want to use keepalive, need to set content-Ilength

header.

* The util _itoa function converts a specified integer to a
* string, and returns the length of the string. Use this

* function to create a textual representation of a nunber.
*/

util _itoa(strlen(sinple_nsg), nmsg_|l ength);
pbl ock_nvi nsert ("content-Iength", msg_l ength, rqg->srvhdrs);

/* Send the headers to the client*/
return_val ue = protocol _start_response(sn, rq);
if (return_value == REQ NOACTION) {

/* HTTP HEAD i nstead of GET */

return REQ PROCEED;

}

/* Wite the output using net_wite*/
return_value = net_wite(sn->csd, sinple_nsg,
strlen(sinple_nsg));
if (return_value == | O ERROR) {
return REQ EXIT;
}

return REQ _PROCEED;
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AddLog Example

More Complex Service Example

Thesend- i mages function is acustom SAF. When afileis accessed as

/di r1/dir2/something. pi cgroup, thesend- i nages function checksif thefileis
being accessed by aMbzi | | a/ 1. 1 browser. If not, it sends a short error message. Thefile
somet hi ng. pi cgr oup containsalist of lines, each of which specifies afilename followed
by a content-type (for example, one. gi f i mage/ gi ).

To load the shared abject containing your function, add the following line at the beginning
of thei ni t. conf file:

Init fn=load-nodul es shlib=yourlibrary funcs=send-i nages
Also, add the following line to the i ne. t ypes file:
t ype=magnus-i nt ernal / pi cgroup ext s=pi cgroup

To execute the custom SAF during the request-response process for some aobject, add the
following line to that object in the obj . conf file (send- i mages takes an optional
parameter, del ay, which is not used for this example):

Servi ce met hod=( GET| HEAD) type=magnus-i nternal/pi cgroup
f n=send- i mages

Source Code

The source codeisinservi ce. ¢ intheinstall_dir/ sanpl es/ nsapi directory.

AddLog Example

The examplein this section demonstrates how to implement bri ef - | og, acustom SAF for
logging only three items of information about arequest; the | P address, the method, and the
URI (for example, 198. 93. 95. 99 GET /j ocel yn/ dogs/ honesneeded. ht ni ).

Installing the Example

To load the shared object containing your functions add the following linein the | ni t
section of thei ni t. conf file:

Init fn=l oad-nodul es shlib=yourlibrary funcs=brief-init, brief-Iog
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Quiality of Service Examples

Tocal brief -init toopenthelog file, add the following lineto thel ni t sectionin
i nit.conf.(Thisline must come after the one that loads the library containing
brief-init).

Init fn=brief-init file=/tnp/brief.log

To execute your custom SAF during the AddLog stage for some object, add the following
line to that object in the obj . conf file:

AddLog fn=brief-1og

Source Code

The source codeisin addl og. c isintheinstall_dir/ sanpl es/ nsapi directory.

Quality of Service Examples

The code for the qos- handl er and qos- error SAFsis provided as an examplein case
you want to define your own SAFs for quality of service handling.

For more information, see the Sun ONE Application Server Performance Tuning Guide.

Installing the Example

Inside the default object in obj . conf , add the following Aut hTr ans and Er r or
directives:

Aut hTrans f n=gos- handl er

Error fn=qgos-error code=503

Source Code

The source code for this exampleisin the gos. ¢ fileintheinstall_dir/ sanpl es/ nsapi
directory.
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Chapter 6

NSAPI Function Reference

This chapter listsal the public C functions and macros of NSAPI in alphabetic order. These
are the functions you use when writing your own Server Application Functions (SAFs).

See Chapter 2, “Predefined SAFs and the Request Handling Process,” for alist of the
pre-defined SAFs.

Each function provides the name, syntax, parameters, return value, a description of what the
function does, and sometimes an example of itsuse and a list of related functions.

For more information on data structures, see Appendix A, “Data Structure Reference,” and
also look inthensapi . h header fileinthei ncl ude directory in the build for Sun ONE
Application Server 7.

NSAPI Functions (in Alphabetical Order)

For an alphabetical list of function names, see Appendix G, “Alphabetical List of NSAPI
Functions and Macros.”

C D F L M N P R S U \%

CALLOC

The CALLOC macro is a platform-independent substitute for the C library routinecal | oc. It
allocates nunt si ze bytes from the request’s memory pool. If pooled memory has been
disabled in the configuration file (with the pool - i ni t built-in SAF), PERM CALLOC and
CALLCC both obtain their memory from the system heap.
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Syntax
void *CALLOC(i nt num int size)

Returns
A void pointer to a block of memory.

Parameters
i nt num isthe number of elements to allocate.

i nt size isthesizein bytes of each element.

Example

/* Allocate space for an array of 100 char pointers */
char *nane;

nane = (char *) CALLOC(100, sizeof(char *));

See also
FREE, REALLOC, STRDUP, PERM MALLCC, PERM FREE, PERM REALLOQC,
PERM_STRDUP

cinfo_find

The ci nfo_find() function usesthe MIME typesinformation to find the type, encoding,
and/or language based on the extension(s) of the Universal Resource Identifier (URI) or
local file name. Use thisinformation to send headers (r g- >sr vhdr s) to the client
indicating the cont ent - t ype, cont ent - encodi ng, and cont ent - | anguage of the data
it will be receiving from the server.

The name used is everything after the last lash (/) or the whole string if no slash is found.
File name extensions are not case-sensitive. The name may contain multiple extensions
separated by period (.) to indicate type, encoding, or language. For example, the URI
a/b/filenane.jp.txt.zip could represent aJapaneselanguage, t ext / pl ai n type, zip
encoded file.

Syntax
cinfo *cinfo_find(char *uri);

Returns
A pointer to anewly allocated ci nf o structure if content info was found or NULL if no
content was found

Theci nf o structure that is allocated and returned contains pointers to the content-type,
content-encoding, and content-language, if found. Each is a pointer into static datain the
types database, or NULL if not found. Do not free these pointers. Y ou should free the

ci nf o structure when you are done using it.
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Parameters
char *uri isaUniversal Resource Identifier (URI) or local file name. Multiple file name
extensions should be separated by periods (.).

condvar_init

Thecondvar _i ni t function isacritical-section function that initializes and returns a new
condition variabl e associated with a specified critical-section variable. Y ou can use the
condition variable to prevent interference between two threads of execution.

Syntax
CONDVAR condvar _init (CRITICAL id);

Returns
A newly allocated condition variable (CONDVAR).

Parameters
CRI TI CAL i d isacritical-section variable.

See also
condvar _notify, condvar_term nate, condvar_wait, crit_init,
crit_enter, crit_exit, crit_termnate.

condvar_notify

Thecondvar _noti fy function isa critical-section function that awakens any threads that
are blocked on the given critical-section variable. Use this function to awaken threads of
execution of agiven critical section. First, usecrit _ent er to gain ownership of the
critical section. Then use the returned critical-section variable to call condvar _notify to
awaken the threads. Finally, when condvar _noti fy returns, call cri t _exit to surrender
ownership of the critical section.

Syntax
voi d condvar _noti fy( CONDVAR cv);

Returns
voi d

Parameters
CONDVAR cv isacondition variable.

See also

condvar _init, condvar_term nate, condvar_wait, crit_init,
crit_enter, crit_exit, crit_term nate.
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condvar_terminate

The condvar_terminate function is acritical-section function that frees acondition variable.
Use this function to free a previously allocated condition variable.

Warning
Terminating a condition variable that isin use can lead to unpredictable results.

Syntax
voi d condvar _t ermi nat e( CONDVAR cvV) ;

Returns
voi d

Parameters
CONDVAR cv isacondition variable.

See also
condvar _init, condvar_notify, condvar_wait, crit_init, crit_enter,
crit_exit, crit_termnate.

condvar_wait

Critical-section function that blocks on a given condition variable. Use this function to wait
for acritical section (specified by a condition variable argument) to become available. The
calling thread is blocked until another thread callscondvar _not i f y with the same
condition variable argument. The caller must have entered the critical section associated
with this condition variable before calling condvar _wai t .

Syntax
voi d condvar _wait (CONDVAR cV) ;

Returns
voi d

Parameters
CONDVAR cv isacondition variable.

See also

condvar _init, condvar_notify, condvar_term nate, crit_init,
crit_enter, crit_exit, crit_termnate.
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crit_enter

Critical-section function that attemptsto enter acritical section. Use this function to gain
ownership of acritical section. If another thread already owns the section, the calling thread
is blocked until the first thread surrenders ownership by callingcrit _exit.

Syntax
void crit_enter(CRITICAL crvar);

Returns
voi d

Parameters
CRI TI CAL crvar isacritica-section variable.

See also
crit_init, crit_exit, crit_termnate.

crit_exit

Critical-section function that surrenders ownership of acritical section. Use this function to
surrender ownership of acritical section. If another thread is blocked waiting for the
section, the block will be removed and the waiting thread will be given ownership of the
section.

Syntax
void crit_exit(CRITICAL crvar);

Returns
voi d

Parameters
CRI Tl CAL crvar isacritica-section variable.

See also
crit_init, crit_enter, crit_term nate.

crit_init

Critical-section function that creates and returns anew critical-section variable (avariable
of type CRI Tl CAL). Use this function to obtain a new instance of avariable of type

CRI Tl CAL (acritical-section variable) to be used in managing the prevention of
interference between two threads of execution. At the time of its creation, no thread owns
the critical section.
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Warning
Threads must not own or be waiting for the critical sectionwhencrit_terninate is
caled.

Syntax
CRITICAL crit_init(void);

Returns
A newly allocated critical-section variable (CRI TI CAL)

Parameters
none.

See also
crit_enter, crit_exit, crit_term nate.

crit_terminate

Critical-section function that removes a previously-allocated critical-section variable (a
variable of type CRI TI CAL). Use this function to release a critical-section variable
previously obtained by acall tocrit _init.

Syntax
void crit_termnate(CRITICAL crvar);

Returns
voi d

Parameters
CRI TI CAL crvar isacritical-section variable.

See also
crit_init, crit_enter, crit_exit.

daemon_atrestart

Thedaenon_at rest art function lets you register a callback function named by f n to be
used when the server terminates. Use this function when you need a callback function to
deallocate resources alocated by an initialization function. Thedaenon_at rest art
function is ageneralization of the magnus_at rest art function.
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Thei ni t. conf directives Ter mi nat eTi neout and Chi | dRest art Cal | back also
affect the callback of NSAPI functions.

Syntax
voi d daenon_atrestart(void (*fn)(void *), void *data);

Returns
voi d

Parameters
void (* fn) (void *) isthecalback function.

voi d *dat a isthe parameter passed to the callback function when the server isrestarted.

Example

/* Register the log_close function, passing it NULL */
/* to close *a log file when the server is */

/* restarted or shutdown. */

daenon_atrestart (|l og_cl ose, NULL);

NSAPI _PUBLI C voi d | og_cl ose(void *paraneter)

{
system fcl ose(gl obal _| ogfd);

}

fc_open

The fc_open function returns a pointer to PRFi | eDesc that refersto an open file

(fil eNarre). Thefi | eName must be the full pathname of an existing file. Thefileis
opened in Read Mode only. The application calling this function should not modify the
currency of the file pointed by the PRFi | eDesc * unlessthe DUP_FI LE_DESCisalso
passed to this function. In other words, the application (at minimum) should not issue aread
operation based on this pointer that would modify the currency for the PRFi | eDesc *. If
such aread operation is required (that may change the currency for the PRFi | eDesc *),
then the application should call this function with the argument DUP_FI LE_DESC.

On asuccessful call to thisfunction avalid pointer to PRFi | eDesc isreturned and the
handle' FcHdl ' isproperly initialized. The size information for the fileis stored in the
"fileSize' member of the handle.
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Syntax
PRFi | eDesc *f c_open(const char *fil eNane, FcHdl *hD , PRU nt 32 fl ags,
Session *sn, Request *rq);

Returns
Pointer to PRFi | eDesc, NULL on failure

Parameters
const char *fil eNane isthefull path name of thefile to be opened

FcHdl *hDl isavalid pointer to a structure of type FcHdl
PRUI nt32 flags canbeOor DUP FILE DESC
Sessi on *sn isapointer to the session

Request *rq is a pointer to the request

fc_close

The fc_close function closes afile opened using f ¢_open. This function should only be
called with files opened using f c_open.

Syntax
void fc_cl ose(PRFi |l eDesc *fd, FcHdl *hD ;

Returns
void

Parameters
PRFi | eDesc *fd A valid pointer returned from a prior call to fc_open

FcHdl *hD isavalid pointer to astructure of type FcHdl this pointer must have been
initialized by aprior cal tof c_open.

filebuf_buf2sd

The fil ebuf _buf 2sd function sends afile buffer to a socket (descriptor) and returns the
number of bytes sent.

Use this function to send the contents of an entire file to the client.

Syntax
int filebuf_buf2sd(filebuf *buf , SYS_NETFD sd);
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Returns

The number of bytes sent to the socket, if successful, or the constant | O ERRCOR if thefile

buffer could not be sent

Parameters
filebuf *buf isthefilebuffer which must already have been opened.

SYS_NETFDsd isthe platform-independent socket descriptor. Normally thiswill be
obtained from the csd (client socket descriptor) field of the sn (Session) structure.

Example
if (filebuf_buf2sd(buf, sn->csd) == 1 0 ERROR)
return(REQ EXIT);

See also
filebuf_close, filebuf_open, filebuf_open_nostat, filebuf_getc.

filebuf close
The fil ebuf cl ose function deallocates afile buffer and closes its associated file.

Generally, usefi | ebuf _open first to open afile buffer, and thenfi | ebuf _getc to
access theinformation in the file. After you have finished using the file buffer, use
filebuf closetocloseit.

Syntax
void fil ebuf_close(filebuf *buf);

Returns
void

Parameters
filebuf *buf isthefilebuffer previously opened withfi | ebuf _open.

Example
fil ebuf _cl ose(buf);

See also
filebuf_open, filebuf_open_nostat, filebuf_ buf2sd, filebuf_getc

filebuf_getc

The fil ebuf _get c function retrieves a character from the current file position and
returnsit as an integer. It then increments the current file position.
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Usefi | ebuf _get c to sequentially read characters from abuffered file.

Syntax
filebuf_getc(filebuf b);

Returns
Aninteger containing the character retrieved, or the constant | O_ECF or | O_ERROR upon an
end of file or error.

Parameters
fil ebuf b isthename of thefile buffer.

See also
filebuf_close, filebuf_buf2sd, filebuf_open, filebuf_open_nostat

filebuf_open

Thefi | ebuf _open function opensanew file buffer for a previously opened file. It returns
anew buffer structure. Buffered files provide more efficient file access by guaranteeing the
use of buffered file 1/0 in environments where it is not supported by the operating system.

Syntax
filebuf *filebuf_open(SYS FILE fd, int sz);

Returns
A pointer to anew buffer structure to hold the data, if successful or NULL if no buffer could
be opened.

Parameters
SYS FILE fd isthe platform-independent file descriptor of the file which has already
been opened.

i nt sz isthesize, in bytes, to be used for the buffer.

Example
filebuf *buf = fil ebuf_open(fd, FILE BUFFERSI ZE);
if ('buf) {
system fcl ose(fd);
}
See also

filebuf_getc, filebuf_buf2sd, filebuf_close, filebuf_open_nostat
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filebuf _open_nostat

The fil ebuf _open_nost at function opens anew file buffer for a previously opened
file. It returns a new buffer structure. Buffered files provide more efficient file access by
guaranteeing the use of buffered file 1/0 in environments where it is not supported by the
operating system.

Thisfunctionisthesamefi | ebuf _open, but is more efficient, since it does not need to
cal ther equest _st at _pat h function. It requiresthat the stat information be passed in.

Syntax
filebuf* fil ebuf_open_nostat (SYS FILE fd, int sz,
struct stat *finfo);

Returns
A pointer to anew buffer structure to hold the data, if successful or NULL if no buffer
could be opened.

Parameters
SYS FI LE fd isthe platform-independent file descriptor of the file which has already
been opened.

int sz isthesize, in bytes, to be used for the buffer.

struct stat *finfo isthefileinformation of thefile. Before calling the
fil ebuf _open_nost at function, you must call ther equest _st at _pat h function to
retrieve the file information.

Example
filebuf *buf = fil ebuf_open_nostat(fd, FILE BUFFERSIZE, &finfo);
if ('buf) {
system fcl ose(fd);
}
See also

filebuf_close, filebuf_open, filebuf_getc, filebuf_buf2sd

FREE

The FREE macro is a platform-independent substitute for the C library routinef r ee. It
deallocates the space previoudly allocated by MALLOC, CALLOC, or STRDUP from the
reguest’ s memory pool.

Syntax
FREE(void *ptr);
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Returns
voi d

Parameters
void *ptr isa(void *) pointer toablock of memory. If the pointer is not one created
by MALLOC, CALLCC, or STRDUP, the behavior is undefined.

Example
char *name;
name = (char *) MALLOC(256);

FREE( nane) ;

See also
MALLOC, CALLOC, REALLCC, STRDUP, PERM MALLOC, PERM FREE,
PERM REALLOC, PERM _STRDUP

func_exec

The f unc_exec function executes the function named by the f n entry in a specified
pbl ock. If the function name is not found, it logs the error and returns REQ_ABORTED.

Y ou can use this function to execute a built-in server application function (SAF) by
identifying it in the pbl ock.

Syntax
int func_exec(pbl ock *pb, Session *sn, Request *rq);

Returns
The value returned by the executed function or the constant REQ_ABORTED if no function
was executed.

Parameters
pbl ock pb isthepbl ock containing the function name (fn) and parameters.

Sessi on *sn isthe Session.
Request *rq isthe Request.
The Session and Request parameters are the same as the ones passed into your SAF.

See also
l og_error
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func_find

The func_fi nd function returns a pointer to the function specified by name. If the
function does not exist, it returns NULL.

Syntax
FuncPtr func_find(char *nane);

Returns
A pointer to the chosen function, suitable for dereferencing or NULL if the function could
not be found.

Parameters
char *nane isthe name of the function.

Example
/* this block of code does the sane thing as func_exec */
char *afunc = pbl ock_findval ("afunction", pb);
FuncPtr afnptr = func_find(afunc);
if (afnptr)
return (afnptr)(pb, sn, rq);

See also
func_exec

log_error

The | og_error function creates an entry in aserver log, recording the date, the severity,
and a specified text.

Syntax
int log_ error(int degree, char *func, Session *sn, Request *rq,
char *fnmt, ...);

Returns
0if thelog entry was created or -1 if the log entry was not created.

Parameters
i nt degree specifiesthe severity of the error. It must be one of the following constants:
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LOG_WARN—warning

LOG_M SCONFI G—a syntax error or permission violation
LOG_SECURI TY—an authentication failure or 403 error from a host
LOG_FAIl LURE—an internal problem

LOG_CATASTROPHE—a non-recoverable server error

LOG_| NFORM—an informational message

char *func isthe name of the function where the error has occurred.

Sessi on *sn isthe Session.

Request *rq isthe Request.

The Session and Request parameters are the same as the ones passed into your SAF.
char *fm specifiestheformat for thepri ntf function that deliversthe message.

. represents a sequence of parametersfor thepri ntf function.

Example
log_error(LOG WARN, "send-file", sn, rq,
“error opening buffer from% (%)"), path,
systemerrnsg(fd));

See also
func_exec

MALLOC

The MALLOC macro is a platform-independent substitute for the C library routinemal | oc. It
normally allocates from the request’s memory pool. If pooled memory has been disabled in
the configuration file (with the pool - i ni t built-in SAF), PERM_MALLOC and MALLOC both
obtain their memory from the system heap.

Syntax
void *MALLOC(i nt size)

Returns
A void pointer to a block of memory.

Parameters
i nt size isthenumber of bytesto allocate.
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Example

/* Allocate 256 bytes for a nane */
char *name;

nane = (char *) MALLOC(256);

See also
FREE, CALLOC, REALLOC, STRDUP, PERM MALLCC, PERM FREE, PERM CALLCC,
PERM REALLOC, PERM STRDUP

net_ip2host
The net _i p2host function transforms atextual |P address into a fully-qualified domain
name and returnsit.

NOTE Thisfunctionworksonly if the DNS directiveisenabled inthei ni t . conf
file. For more information, see the Sun ONE Application Server
Administrator’s Configuration File Reference.

Syntax
char *net_ip2host(char *ip, int verify);

Returns
A new string containing the fully-qualified domain name, if the transformation was
accomplished or NULL if the transformation was not accomplished.

Parameters
char *ip isthelP (Internet Protocol) address as a character string in dotted-decimal
notation: nnn. nnn. nnn. nnn

i nt verify,if non-zero, specifiesthat the function should verify the fully-qualified
domain name. Though this requires an extra query, you should use it when checking access
control.

net_read

The net _read function reads bytes from a specified socket into a specified buffer. The
function waits to receive datafrom the socket until either at least one byteisavailableinthe
socket or the specified time has el apsed.
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Syntax
int net_read (SYS_NETFD sd, char *buf, int sz, int timeout);

Returns

The number of bytesread, which will not exceed the maximum size, sz. A negativevalueis
returned if an error has occurred, in which caseer r no is set to the constant ETI MEDOUT if
the operation did not complete beforet i neout seconds elapsed.

Parameters
SYS _NETFD sd isthe platform-independent socket descriptor.

char *buf isthebuffer to receive the bytes.
i nt sz isthe maximum number of bytesto read.

i nt timeout isthe number of secondsto allow for the read operation before returning.
The purpose of t i meout is not to return because not enough bytes were read in the given
time, but to limit the amount of time devoted to waiting until some data arrives.

See also
net_wite

net_write
The net _write function writesa specified number of bytesto a specified socket from a
specified buffer. It returns the number of bytes written.

Syntax
int net_wite(SYS_NETFD sd, char *buf, int sz);

Returns
The number of bytes written, which may be less than the requested size if an error occurred.

Parameters
SYS NETFDsd isthe platform-independent socket descriptor.

char *buf isthebuffer containing the bytes.

i nt sz isthe number of bytesto write.

Example

if (net_wite(sn->csd, FIRSTMSG strlen(FlI RSTMSG ) == | O ERROR)
return REQ EXIT;

See also
net _read
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netbuf buf2sd

The net buf _buf 2sd function sends a buffer to a socket. Y ou can use this function to send
data from IPC pipes to the client.

Syntax
i nt netbuf _buf 2sd(net buf *buf, SYS NETFD sd, int len);

Returns
The number of bytes transferred to the socket, if successful or the constant | O ERROR if
unsuccessful

Parameters
net buf *buf isthe buffer to send.

SYS NETFD sd isthe platform-independent identifier of the socket.

i nt 1en isthelength of the buffer.

See also
net buf _cl ose, net buf _get c, net buf _grab, net buf _open

netbuf close

The net buf _cl ose function deallocates a network buffer and closes its associated files.
Use this function when you need to deallocate the network buffer and close the socket.

Y ou should never close the net buf parameter in a Session structure.

Syntax
voi d net buf _cl ose(net buf *buf);

Returns
void

Parameters
net buf *buf isthe buffer to close.

See also
net buf _buf 2sd, net buf _getc, netbuf_grab, net buf _open

netbuf getc

The net buf _get ¢ function retrieves a character from the cursor position of the network
buffer specified by b.
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Syntax
net buf _get c(net buf b);

Returns
The integer representing the character, if one was retrieved or the constant | O_EOF or
| O_ERROCR, for end of file or error

Parameters
net buf b isthe buffer from which to retrieve one character.

See also
net buf _buf 2sd, net buf _cl ose, net buf _gr ab, net buf _open

netbuf_grab

The net buf _gr ab function reads sz number of bytes from the network buffer’s (buf )
socket into the network buffer. If the buffer isnot large enough it isresized. The data can be
retrieved from buf - >i nbuf on success.

This function is used by the function net buf _buf 2sd.

Syntax
int netbuf_grab(netbuf *buf, int sz);

Returns
The number of bytes actually read (between 1 and sz), if the operation was successful or
the constant | O_ECF or | O_ERRCR, for end of file or error

Parameters
net buf *buf isthe buffer to read into.

i nt sz isthe number of bytesto read.

See also
net buf _buf 2sd, net buf _cl ose, netbuf_getc, netbuf_open

netbuf_open
The net buf _open function opens a new network buffer and returnsiit. Y ou can use
net buf _open to create anet buf structure and start using buffered 1/0 on a socket.

Syntax
net buf * net buf _open(SYS_NETFD sd, int sz);
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Returns
A pointer to anew net buf structure (network buffer)

Parameters
SYS _NETFD sd isthe platform-independent identifier of the socket.

int sz isthenumber of charactersto allocate for the network buffer.

See also
net buf _buf 2sd, net buf _cl ose, net buf _getc, netbuf_grab

param_create

The par am cr eat e function creates apb_par amstructure containing a specified name
and value. The name and value are copied. Use this function to prepare apb_par am
structure to be used in callsto pbl ock routines such as pbl ock_pi nsert .

Syntax
pb_param *param creat e(char *nanme, char *val ue);

Returns
A pointer to anew pb_par amstructure.

Parameters

char *nane isthe string containing the name.
char *val ue isthe string containing the value.
Example

pb_param *newpp = param create("content-type","text/plain");
pbl ock_pi nsert (newpp, rq->srvhdrs);

See also
param free, pblock_pinsert, pblock _renove

param_free

The par am f r ee function frees the pb_param structure specified by pp and its associated
structures. Use the par am f r ee function to dispose apb_par amafter removing it from a
pblock with pbl ock_r ermove.
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Syntax
int param free(pb_param *pp);

Returns
1if the parameter was freed or 0 if the parameter was NULL.

Parameters
pb_par am *pp isthe name-value pair stored in a pblock.

Example

if (paramfree(pbl ock_renove("content-type", rq-srvhdrs)))
return; /* we renoved it */

See also
param create, pblock_pinsert, pblock_renove

pblock _copy

The pbl ock_copy function copies the entries of the source pbl ock and adds them into
the destination pbl ock. Any previous entries in the destination pbl ock are left intact.

Syntax
voi d pbl ock_copy(pbl ock *src, pblock *dst);

Returns
void

Parameters
pbl ock *src isthe source pblock.

pbl ock *dst isthe destination pblock.

Names and values are newly allocated so that the original pbl ock may be freed, or the new
pbl ock changed without affecting the original pbl ock.

See also
pbl ock_create, pblock_dup, pblock free, pblock find, pblock_ findval,
pbl ock_r emove, pbl ock_nvi nsert

pblock create

The pbl ock_cr eat e function creates a new pblock. The pblock maintains an internal
hash table for fast name-value pair lookups.
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Syntax
pbl ock *pbl ock_create(int n);

Returns
A pointer to anewly alocated pbl ock.

Parameters
i nt n isthesize of the hash table (number of name-value pairs) for the pblock.

See also
pbl ock_copy, pbl ock_dup, pblock_find, pblock_findval, pblock free,
pbl ock_nvi nsert, pbl ock_renove

pblock _dup

The pbl ock_dup function duplicates a pblock. It is equivalent to a sequence of
pbl ock_creat e and pbl ock_copy.

Syntax
pbl ock *pbl ock_dup(pbl ock *src);

Returns
A pointer to anewly alocated pbl ock.

Parameters
pbl ock *src isthe source pblock.

See also
pbl ock_creat e, pbl ock_fi nd, pbl ock_fi ndval , pbl ock_free, pbl ock_fi nd,
pbl ock_r emove, pbl ock_nvi nsert

pblock_find

The pbl ock_f i nd function finds a specified name-value pair entry in a pblock, and
returns the pb_par amstructure. If you only want the value associated with the name, use
the pbl ock_fi ndval function.

This function isimplemented as a macro.

Syntax
pb_param *pbl ock_fi nd(char *name, pblock *pb);

Returns
A pointer to the pb_par amstructure, if one was found or NULL if hame was not found.
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Parameters
char *nane isthe name of aname-value pair.

pbl ock *pb isthepbl ock to be searched.

See also
pbl ock_copy, pbl ock_dup, pblock_findval, pblock free,
pbl ock_nvi nsert, pbl ock_renove

pblock_findval
The pbl ock_fi ndval function findsthe value of aspecified namein apblock. If you just
want the pb_par amstructure of the pblock, use the pbl ock_f i nd function.

The pointer returned is a pointer into the pblock. Do not FREE it. If you want to modify it,
do a STRDUP and modify the copy.

Syntax
char *pbl ock_findval (char *name, pbl ock *pb);

Returns
A string containing the value associated with the name or NULL if no match was found

Parameters
char *nane isthe name of aname-value pair.
pbl ock *pb isthe pblock to be searched.

Example
seepbl ock_nvi nsert.

See also
pbl ock_create, pblock_copy, pblock_find, pblock free,
pbl ock_nvi nsert, pblock_renove, request_header

pblock free

The pbl ock_f r ee function frees a specified pbl ock and any entriesinside it. If you want
to save avariable in the pbl ock, remove the variable using the function pbl ock_r enove
and save the resulting pointer.

Syntax
voi d pbl ock_free(pbl ock *pb);
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Returns
voi d

Parameters
pbl ock *pb isthepbl ock to befreed.

See also
pbl ock_copy, pblock_create, pblock_dup, pblock _find, pblock_findval,
pbl ock_nvi nsert, pbl ock_renove

pblock_nninsert

The pbl ock_nni nsert function creates anew entry with a given name and a numeric
value in the specified pbl ock. The numeric value isfirst converted into a string. The name
and value parameters are copied.

Syntax
pb_param *pbl ock_nni nsert (char *nane, int value, pblock *pb);

Returns
A pointer to the new pb_par amstructure.

Parameters
char *name isthe name of the new entry.

i nt val ue isthe numeric value being inserted into the pbl ock. This parameter must be
an integer. If the value you assign is not a number, then instead use the function
pbl ock_nvi nsert to create the parameter.

pbl ock *pb isthepbl ock into which the insertion occurs.

See also
pbl ock_copy, pbl ock_cr eat e, pbl ock_fi nd, pbl ock_fr ee, pbl ock_nvi nsert,
pbl ock_renove, pbl ock_str 2pbl ock

pblock _nvinsert

The pbl ock_nvi nsert function creates a new entry with a given name and character
value in the specified pbl ock. The name and value parameters are copied.

Syntax
pb_param *pbl ock_nvi nsert (char *nanme, char *val ue, pblock *pb);

Returns
A pointer to the newly allocated pb_par amstructure
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Parameters
char *name isthe name of the new entry.

char *val ue isthe string value of the new entry.

pbl ock *pb isthepbl ock into which the insertion occurs.

Example
pbl ock_nvi nsert ("content-type", "text/htm", rqg->srvhdrs);

See also

pbl ock_copy, pbl ock_create, pblock_find, pblock free,
pbl ock_nni nsert, pbl ock_remove, pblock_str2pbl ock

pblock pb2env

The pbl ock_pb2env function copies a specified pbl ock into a specified environment.
The function creates one new environment entry for each name-value pair in the pbl ock.
Use this function to send pbl ock entriesto a program that you are going to execute.

Syntax
char **pbl ock_pb2env(pbl ock *pb, char **env);

Returns
A pointer to the environment.

Parameters
pbl ock *pb isthepbl ock to be copied.

char **env isthe environment into which the pbl ock isto be copied.

See also

pbl ock_copy, pblock _create, pblock find, pblock free,
pbl ock_nvi nsert, pbl ock_renmove, pbl ock_str2pbl ock

pblock pblock2str

The pbl ock_pbl ock2st r function copiesall parameters of a specified pbl ock into a
specified string. The function allocates additional non-heap space for the string if needed.

Use this function to stream the pbl ock for archival and other purposes.

Syntax
char *pbl ock_pbl ock2str (pbl ock *pb, char *str);
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Returns

The new version of the st r parameter. If st r isNULL, thisisanew string; otherwiseitis

aredlocated string. In either casg, it is alocated from the request’s memory pool.

Parameters
pbl ock *pb isthepbl ock to be copied.

char *str isthestringintowhichthepbl ock isto be copied. It must have been allocated
by MALLOC or REALLCC, not by PERM MALLOC or PERM_REALLOC (which allocate from

the system heap).

Each name-value pair in the string is separated from its neighbor pair by a space and isin

the format name=" value" .

See also

pbl ock_copy, pblock _create, pblock find, pblock free,
pbl ock_nvi nsert, pbl ock_remove, pblock_str2pbl ock

pblock pinsert

Thefunction pbl ock_pi nsert insertsapb_par amstructure into apbl ock.

Syntax
voi d pbl ock_pi nsert (pb_param *pp, pbl ock *pb);

Returns
voi d

Parameters

pb_param *pp isthepb_par amstructure to insert.
pbl ock *pb isthepbl ock.

See also

pbl ock_copy, pblock _create, pblock find, pblock free,
pbl ock_nvi nsert, pbl ock_renove, pblock_str2pbl ock

pblock_remove

The pbl ock_r enove function removes a specified name-value entry from a specified
pbl ock. If you use this function you should eventually call par am f r ee in order to
deallocate the memory used by the pb_par amstructure.

Syntax
pb_param *pbl ock_renove(char *nane, pbl ock *pb);
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Returns
A pointer to the named pb_par amstructure, if it was found or NULL if the named
pb_par amwas not found.

Parameters
char *nanme isthe name of the pb_par amto be removed.

pbl ock *pb isthepbl ock from which the name-value entry isto be removed.

See also
pbl ock_copy, pbl ock_create, pblock_find, pblock free,
pbl ock_nvi nsert, paramcreate, paramfree

pblock _str2pblock

The pbl ock_st r 2pbl ock function scans a string for parameter pairs, adds them to a
pbl ock, and returns the number of parameters added.

Syntax
int pblock_str2pbl ock(char *str, pblock *pb);

Returns
The number of parameter pairs added to the pbl ock, if any or -1 if an error occurred

Parameters
char *str isthestring to be scanned.

The name-value pairs in the string can have the format hame=value or name="value" .

All back slashes (\) must be followed by aliteral character. If string values are found with
no unescaped = signs (no nane=), it assumesthe names 1, 2, 3, and so on, depending on the
string position. For example, if pbl ock_st r 2pbl ock finds" sone strings

t oget her ", the function treats the strings as if they appeared in name-value pairs as
1="sonme" 2="strings" 3="together".

pbl ock *pb isthepbl ock into which the name-value pairs are stored.
See also

pbl ock_copy, pbl ock_create, pblock_find, pblock free,
pbl ock_nvi nsert, pbl ock_renove, pbl ock_pbl ock2str
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PERM_CALLOC

The PERM_CALLOC macro is a platform-independent substitute for the C library routine

cal | oc. It allocatesnunt si ze bytes of memory that persists after the request that is being
processed has been completed. If pooled memory has been disabled in the configuration file
(with the pool -i ni t built-in SAF), PERM CALLOC and CALLCC both obtain their memory
from the system heap.

Syntax
voi d *PERM CALLOC(int num int size)

Returns
A void pointer to a block of memory

Parameters
i nt num isthe number of elements to allocate.

i nt size isthesizein bytes of each element.

Example

/* Allocate 256 bytes for a nane */

char **nane;

name = (char **) PERM CALLOC(100, sizeof(char *));

See also

PERM FREE, PERM STRDUP, PERM MALLOC, PERM REALLOC, MALLCC, FREE,
CALLCC, STRDUP, REALLCC

PERM_FREE

The PERM_FREE macro is a platform-independent substitute for the C library routinef r ee.
It deall ocates the persistent space previously allocated by PERM MALLOC, PERM CALLCC, or
PERM_STRDUP. If pooled memory has been disabled in the configuration file (with the
pool -i ni t built-in SAF), PERM FREE and FREE both deallocate memory in the system
heap.

Syntax
PERM FREE(voi d *ptr);

Returns
voi d

Parameters
voi d *ptr isa(void *) pointer to block of memory. If the pointer is not one created by
PERM_MALLOC, PERM CALLQC, or PERM STRDUP, the behavior is undefined.
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Example
char *name;
name = (char *) PERM MALLOC(256);

PERM _FREE( narne) ;

See also
FREE, MALLOC, CALLOC, REALLCC, STRDUP, PERM MALLOC, PERM CALLCC,
PERM REALLOC, PERM STRDUP

PERM_MALLOC

The PERM_MALLOC macro is a platform-independent substitute for the C library routine

mal | oc. It provides allocation of memory that persists after the request that is being
processed has been completed. If pooled memory has been disabled in the configuration file
(with the pool -i ni t built-in SAF), PERM MALLOC and MALLOC both obtain their
memory from the system heap.

Syntax
voi d *PERM _MALLOC(i nt size)

Returns
A void pointer to a block of memory

Parameters
i nt size isthenumber of bytesto allocate.

Example

/* Allocate 256 bytes for a nane */
char *nane;

name = (char *) PERM MALLOC(256);

See also
PERM FREE, PERM STRDUP, PERM CALLOC, PERM REALLOC, MALLCC, FREE,
CALLOC, STRDUP, REALLCC

PERM_REALLOC

The PERM_REALLCC macro is a platform-independent substitute for the C library routine
real | oc. It changes the size of a specified memory block that was originally created by
MALLOC, CALLCC, or STRDUP. The contents of the object remains unchanged up to the lesser
of the old and new sizes. If the new sizeis larger, the new space is uninitialized.
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Warning
Calling PERM REALLOC for ablock that was allocated with MALLOC, CALLOC, or STRDUP
will not work.

Syntax
voi d *PERM REALLOC(vod *ptr, int size)

Returns
A void pointer to a block of memory

Parameters
voi d *ptr avoid pointer to ablock of memory created by PERM MALLCC,
PERM_CALLQC, or PERM_STRDUP.

i nt size isthenumber of bytesto which the memory block should be resized.

Example
char *name;
name = (char *) PERM_MALLOC(256);
if (NotBigEnough())
name = (char *) PERM_REALLOC(512);

See also
PERM MALLOC, PERM FREE, PERM CALLOC, PERM STRDUP, MALLOC, FREE,
STRDUP, CALLCC, REALLCC

PERM_STRDUP

The PERM_STRDUP macro is a platform-independent substitute for the C library routine
st rdup. It creates anew copy of a string in memory that persists after the request that is
being processed has been completed. If pooled memory has been disabled in the
configuration file (with the pool - i ni t built-in SAF), PERM_STRDUP and STRDUP both
obtain their memory from the system heap.

The PERM_STRDUP routine is functionally equivalent to

newstr = (char *) PERM MALLOC(strlen(str) + 1);
strcpy(newstr, str);

A string created with PERM_STRDUP should be disposed with PERM_FREE.
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Syntax
char *PERM STRDUP(char *ptr);

Returns
A pointer to the new string

Parameters
char *ptr isapointertoastring.

See also
PERM MALLOC, PERM FREE, PERM CALLOC, PERM REALLOC, MALLCC, FREE,
STRDUP, CALLCC, REALLCC

prepare nsapi_thread
Thepr epar e_nsapi _t hr ead function allows threads that are not created by the server to

act like server-created threads. Thisfunction must be called before any NSAPI functions are
called from athread that is not server-created.

Syntax
voi d prepare_nsapi _t hread( Request *rq, Session *sn);

Returns
voi d

Parameters
Request *rq isthe Request.
Sessi on *sn isthe Session.

The Request and Session parameters are the same as the ones passed into your SAF.

See also
protocol start_response

protocol _dump822

The pr ot ocol _dunp822 function prints headers from a specified pbl ock into a specific
buffer, with a specified size and position. Use this function to seriaize the headers so that
they can be sent, for example, in amail message.

Syntax
char *protocol _dunp822(pbl ock *pb, char *t, int *pos, int tsz);
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Returns
A pointer to the buffer, which will be reallocated if necessary.

The function also modifies * pos to the end of the headers in the buffer.

Parameters

pbl ock *pb isthepbl ock structure.

char *t isthebuffer, allocated with MALLOC, CALLCC, or STRDUP.

i nt *pos isthe position within the buffer at which the headers are to be dumped.

int tsz isthesizeof the buffer.

See also
protocol _start_response, protocol_status

protocol_set_finfo

The protocol _set_finfo function retrievesthecont ent - | engt h and

| ast - modi f i ed date from a specified st at structure and adds them to the response
headers (r g- >sr vhdr s). Call pr ot ocol _set _fi nf o before calling

protocol _start_response.

Syntax
int protocol _set_finfo(Session *sn, Request *rq, struct stat
*finfo);

Returns

The constant REQ PROCEED if the request can proceed normally or the constant

REQ ABORTEDf the function should treat the request normally, but not send any output to
the client

Parameters
Sessi on *sn isthe Session.

Request *rq isthe Request.
The Session and Request parameters are the same as the ones passed into your SAF.
stat *finfo isthestat structurefor thefile.

Thest at structure contains the information about the file from the file system. Y ou can get
thest at structureinfousingrequest _stat _pat h.

See also
protocol _start_response, protocol_status
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pr otocol_star t_response

The protocol _start_response function initiates the HTTP response for a specified
session and request. If the protocol versionis HTTP/0.9, the function does nothing, because
that version has no concept of status. If the protocol versionisHTTP/1.0, the function sends
astatusline followed by the response headers. Use thisfunction to set up HTTP and prepare
the client and server to receive the body (or data) of the response.

Syntax
int protocol _start_response(Session *sn, Request *rq);

Returns
The constant REQ_PROCEED if the operation succeeded, in which case you should send the
data you were preparing to send.

The constant REQ NOACTI ON if the operation succeeded, but the request method was
HEAD in which case no data should be sent to the client.

The constant REQ _ABORTED if the operation did not succeed.

Parameters
Sessi on *sn isthe Session.

Request *rq isthe Request.

The Sessi on and Request parameters are the same as the ones passed into your SAF.

Example
/* A noaction response fromthis functi on neans the request was HEAD
*/
if (protocol _start_response(sn, rqg) == REQ NOACTION) {
filebuf_close(groupbuf); /* close our file*/
return REQ PROCEED;
}

See also
protocol _status

protocol_status

The prot ocol _st at us function sets the session status to indicate whether an error
condition occurred. If the reason string is NULL, the server attempts to find a reason string
for the given status code. If it finds none, it returns“Unknown r eason. ” Thereason string
is sent to the client in the HTTP response line. Use this function to set the status of the
response before calling the function pr ot ocol _start _response.
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For the complete list of valid status code constants, please refer to the filensapi . h inthe
server distribution

Syntax
voi d protocol _status(Session *sn, Request *rq, int n, char *r);

Returns
voi d, but it sets values in the Session/Request designated by sn/r g for the status code and
the reason string

Parameters
Session *sn isthe Session.

Request *rq isthe Request.
The Sessi on and Request parameters are the same as the ones passed into your SAF.
i nt n isone of the status code constants above.

char *r isthereason string.

Example
/* if we find extra path-info, the URL was bad so tell the */
/* browser it was not found */
if (t = pblock_findval ("path-info", rg->vars)) {
protocol _status(sn, rq, PROTOCOL_NOT_FOUND, NULL);
| og_error (LOG WARN, "function-nane", sn, rq, "% not found",
path);
return REQ ABORTED;
}

See also
protocol _start_response

protocol_uri2url

The protocol _uri2url function takes strings containing the given URI prefix and URI
suffix, and creates a newly-allocated fully qualified URL in the form
http://(server): (port)(prefix)(suffix).Seeprotocol _uri2url_dynamic.

If you want to omit either the URI prefix or suffix, use" " instead of NULL asthe value for
either parameter.

Syntax
char *protocol _uri2url (char *prefix, char *suffix);
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Returns
A new string containing the URL

Parameters
char *prefix isthe prefix.

char *suffix isthesuffix.

See also
protocol _start_response, protocol _status, pblock_nvinsert,
protocol _uri 2url _dynam c

protocol _uri2url_dynamic

The protocol _uri2url function takes strings containing the given URI prefix and URI
suffix, and creates a newly-allocated fully qualified URL in the form
http://(server): (port)(prefix)(suffix).

If you want to omit either the URI prefix or suffix, use" " instead of NULL asthe value for
either parameter.

Theprotocol _uri2url _dynami ¢ functionissimilar to the pr ot ocol _uri 2url
function but should be used whenever the Sessi on and Request structures are available.
This ensures that the URL that it constructs refers to the host that the client specified.

Syntax
char *protocol _uri2url (char *prefix, char *suffix, Session *sn,
Request *rq);

Returns
A new string containing the URL

Parameters
char *prefix isthe prefix.

char *suffix isthesuffix.
Sessi on *sn isthe Session.
Request *rq isthe Request.

The Sessi on and Request parameters are the same as the ones passed into your SAF.

See also
protocol _start_response, protocol _status, protocol _uri2url
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REALLOC

The REALLOC macro is a platform-independent substitute for the C library routine

real | oc. It changes the size of a specified memory block that was originally created by
MALLOC, CALLQC, or STRDUP. The contents of the object remains unchanged up to the lesser
of the old and new sizes. If the new sizeis larger, the new space is uninitialized.

Warning
Calling REALLOC for ablock that was allocated with PERM_MALLOC, PERM _CALLCC, or
PERM_STRDUP will not work.

Syntax
voi d *REALLOC(voi d *ptr, int size);

Returns
A pointer to the new space if the request could be satisfied.

Parameters
voi d *ptr isa(void*) pointer to ablock of memory. If the pointer is not one created by
MALLOC, CALLCC, or STRDUP, the behavior is undefined.

i nt si ze isthe number of bytesto allocate.

Example
char *name;
name = (char *) MALLOC(256);
i f (Not Bi gEnough())
name = (char *) REALLOC(512);

See also
MALLOC, FREE, STRDUP, CALLOC, PERM MALLOC, PERM FREE, PERM REALLCC,
PERM CALLOC, PERM STRDUP

request_get_vs

Ther equest _get _vs function findsthe Vi r t ual Ser ver * to which arequest is directed.

Thereturned Vi r t ual Ser ver * isvalid only for the current request. To retrieve avirtual
server ID that isvalid across requests, usevs_get _i d.

Syntax
const Virtual Server* request_get_vs(Request* rq);
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Returns
The Vi rt ual Ser ver * to which the request is directed.

Parameters
Request *rq istherequest for which the Vi rt ual Ser ver * isreturned.

See also
vs_get _id

request_header

The request _header functionfindsan entry inthepbl ock containing theclient’ sHTTP
request headers (r g- >header s). Y ou must use this function rather than pbl ock_f i ndval
when accessing the client headers since the server may begin processing the request before
the headers have been completely read.

Syntax
int request _header(char *nane, char **val ue, Session *sn, Request
*rq);

Returns
A result code, REQ PROCEED if the header was found, REQ ABORTED if the header was not
found, REQ EXI T if there was an error reading from the client.

Parameters
char *name isthe name of the header.

char **val ue isthe address where the function will place the value of the specified
header. If noneisfound, the function storesa NULL.

Session *sn isthe Session.
Request *rq isthe Request.

The Sessi on and Request parameters are the same as the ones passed into your SAF.

See also
request _create, request_free
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request_stat_path

The request _st at _pat h function returns the file information structure for a specified
path or, if noneis specified, the pat h entry inthevar s pblock in the specified Request
structure. If the resulting file name points to afile that the server can read,

request _stat_pat h returns anew file information structure. This structure contains
information on the size of thefile, its owner, when it was created, and when it was last
modified.

You should user equest _st at _pat h to retrieve information on the file you are currently
accessing (instead of calling st at directly), because this function keeps track of previous
callsfor the same path and returns its cached information.

Syntax
struct stat *request_stat_path(char *path, Request *rq);

Returns

Returns a pointer to the file information structure for the file named by the pat h parameter.
Do not free this structure. Returns NULL if the fileis not valid or the server cannot read it.
In this case, it also leaves an error message describing the probleminr g->staterr.

Parameters
char *pat h isthe string containing the name of the path. If the value of pat h isNULL,
the function usesthe pat h entry inthevar s pblock in the Request structure denoted by r g.

Request *rq istherequest identifier for a server application function call.

Example
fi = request_stat_path(path, rq);

See also
request _create, request_free, request_header

request_trandate uri

The request _transl ate_uri function performs virtual to physical mapping on a
specified URI during a specified session. Use this function when you want to determine
which file would be sent back if agiven URI is accessed.

Syntax
char *request_translate_uri(char *uri, Session *sn);

Returns
A path string, if it performed the mapping or NULL if it could not perform the mapping
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Parameters
char *uri isthenameof the URI.

Sessi on *sn isthe Sessi on parameter that is passed into your SAF.

See also
request _create, request_free, request_header

session_dns

Thesessi on_dns function resolves the | P address of the client associated with a specified
session into its DNS name. It returns a newly allocated string. You can use sessi on_dns
to change the numeric | P address into something more readable.

Thesessi on_maxdns function verifies that the client iswho it claimsto be; the
sessi on_dns function does not perform this verification.

NOTE Thisfunctionworksonly if the DNS directiveisenabled inthei ni t . conf
file. For more information, see the Sun ONE Application Server
Administrator’s Configuration File Reference.

Syntax
char *session_dns(Session *sn);

Returns
A string containing the host name or NULL if the DNS name cannot be found for the IP
address

Parameters
Sessi on *sn isthe Session.

The Sessi on isthe same as the one passed to your SAF.

session_maxdns

Thesessi on_maxdns function resolves the IP address of the client associated with a
specified session into its DNS name. It returns a newly allocated string. Y ou can use
sessi on_nmaxdns to change the numeric | P address into something more readable.
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NOTE Thisfunction worksonly if the DNS directiveisenabled inthei ni t . conf
file. For more information, see the Sun ONE Application Server
Administrator’s Configuration File Reference.

Syntax
char *session_nmaxdns(Session *sn);

Returns
A string containing the host name or NULL if the DNS name cannot be found for the IP
address

Parameters
Sessi on *sn isthe Session.

The Sessi on isthe same as the one passed to your SAF.

shexp_casecmp

The shexp_casecnp function validates a specified shell expression and comparesit with
a specified string. It returns one of three possible val ues representing match, no match, and
invalid comparison. The comparison (in contrast to that of the shexp_cnp function) is not
case-sensitive.

Usethisfunction if you have ashell expression like* . sun. comand you want to make sure
that a string matchesiit, such asf oo. sun. com

For information about wildcard patterns you can use in this function, see Appendix B,
“Wildcard Patterns.”

Syntax
int shexp_casecnp(char *str, char *exp);

Returns
0 if amatch was found.

1 if no match was found.

- 1 if the comparison resulted in an invalid expression.

Parameters
char *str isthestring to be compared.

char *exp istheshell expression (wildcard pattern) to compare against.
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See also
shexp_cnp, shexp_match, shexp_valid

shexp_cmp

The shexp_casecnp function validates a specified shell expression and comparesit with
a specified string. It returns one of three possible values representing match, no match, and
invalid comparison. The comparison (in contrast to that of the shexp_casecnp function) is
case-sensitive.

Usethisfunction if you have ashell expression like*. sun. comand you want to make sure
that a string matchesiit, such asf oo. sun. com

For information about wildcard patterns you can use in this function, see Appendix B,
“Wildcard Patterns.”

Syntax
int shexp_cnp(char *str, char *exp);

Returns
0 if amatch was found.

1 if no match was found.

- 1 if the comparison resulted in an invalid expression.

Parameters
char *str isthestring to be compared.

char *exp isthe shell expression (wildcard pattern) to compare against.

Example

/* Use wildcard match to see if this path is one we want */
char *path;

char *match = "/usr/sun/*";

if (shexp_cmp(path, match) !'= 0)
return REQ NOACTI ON; /* no match */

See also
shexp_casecnp, shexp_match, shexp_valid
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shexp_match

The shexp_mat ch function compares a specified pre-validated shell expression against a
specified string. It returns one of three possible values representing match, no match, and
invalid comparison. The comparison (in contrast to that of the shexp_casecnp function) is
case-sensitive.

The shexp_mat ch function doesn’t perform validation of the shell expression; instead the
function assumes that you have already called shexp_val i d.

Usethisfunction if you have ashell expression like*. sun. comand you want to make sure
that a string matchesiit, such asf oo. sun. com

For information about wildcard patterns you can use in this function, see Appendix B,
“Wildcard Patterns.”

Syntax
int shexp_match(char *str, char *exp);

Returns
0 if amatch was found.

1if no match was found.

-1if the comparison resulted in an invalid expression.

Parameters
char *str isthestring to be compared.
char *exp isthepre-validated shell expression (wildcard pattern) to compare against.

See also
shexp_casecnp, shexp_cnp, shexp_valid

shexp_valid

The shexp_val i d function validates a specified shell expression named by exp. Usethis
function to validate a shell expression before using the function shexp_mat ch to compare
the expression with a string.

For information about wildcard patterns you can use in this function, see Appendix B,
“Wildcard Patterns.”

Syntax
int shexp_valid(char *exp);
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Returns
The constant NON_SXP if exp is astandard string.

The constant | NVALI D_SXP if exp isashell expression, but invalid.

The constant VALI D_SXP if exp isavalid shell expression.

Parameters
char *exp istheshell expression (wildcard pattern) to be validated.

See also
shexp_casecnp, shexp_match, shexp_cnp

STRDUP

The STRDUP macro is a platform-independent substitute for the C library routinest r dup. It
creates a new copy of astring in the request’s memory pool.

The STRDUP routine is functionally equivalent to:

newstr = (char *) MALLOC(strlen(str) + 1);
strcpy(newstr, str);

A string created with STRDUP should be disposed with FREE.

Syntax
char *STRDUP(char *ptr);

Returns
A pointer to the new string.

Parameters
char *ptr isapointer toastring.

Example
char *nanel
char *nane2

"MyNane";
STRDUP( nanel) ;

See also
MALLOC, FREE, CALLOC, REALLCC, PERM MALLOC, PERM FREE, PERM CALCC,
PERM REALLOC, PERM STRDUP
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system_errmsg

The syst em errnmsg function returns the last error that occurred from the most recent
system call. This function isimplemented as a macro that returns an entry from the global
array sys_errl i st. Usethis macro to help with 1/O error diagnostics.

Syntax
char *system errmsg(int parantl);

Returns
A string containing the text of the latest error message that resulted from a system call. Do
not FREE this string.

Parameters
i nt paraml isreserved, and should always have the value 0.

See also

system fopenRO, system fopenRW system fopenWA, system | seek,
system fread, systemfwite, systemfwite_atom c, systemfl ock,
system ul ock, system fcl ose

system_fclose

The syst em f cl ose function closes a specified file descriptor. Thesyst em f cl ose
function must be called for every file descriptor opened by any of thesyst em f open
functions.

Syntax
int systemfcl ose(SYS_FILE fd);

Returns
0 if the close succeeded or the constant | O ERROR if the close failed.

Parameters
SYS FILE fd isthe platform-independent file descriptor.

Example
SYS_FI LE | ogf d;
system fcl ose(l ogfd);

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system | seek, systemfread, systemfwite, systemfwite_atomc,
system fl ock, system ul ock
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system_flock
The syst em f | ock function locks the specified file against interference from other
processes. Usesyst em f | ock if you do not want other processes using the file you

currently have open. Overusing file locking can cause performance degradation and
possibly lead to deadlocks.

Syntax
int systemfl ock(SYS_FILE fd);

Returns
The constant | O_OKAY if the lock succeeded or the constant | O ERRORif the lock failed

Parameters
SYS FILE fd isthe platform-independent file descriptor.

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system | seek, systemfread, systemfwite, systemfwite_atomc,
system ul ock, system fcl ose

system_fopenRO

The syst em f openROfunction opens the file identified by pat h in read-only mode and
returns a valid file descriptor. Use this function to open files that will not be modified by
your program. In addition, you can use syst em f openROto open a new file buffer
structure using f i | ebuf _open.

Syntax
SYS_FI LE system fopenROQ(char *path);

Returns
The system-independent file descriptor (SYS_FI LE) if the open succeeded or 0 if the open
faled

Parameters
char *path isthefile name.

See also

system errmnmsg, systemfopenRW system fopenWA, system| seek,
system fread, systemfwite, systemfwite_atom c, systemfl ock,
system ul ock, system fcl ose
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system_fopenRW

The syst em f openRWfunction opens the file identified by pat h in read-write mode and
returnsavalid file descriptor. If the file aready exists, syst em f openRwdoes not truncate
it. Use this function to open files that will be read from and written to by your program.

Syntax
SYS_FI LE system fopenRWN char *path);

Returns
The system-independent file descriptor (SYS_FI LE) if the open succeeded or 0 if the open
failed.

Parameters
char *path isthefile name.

Example
SYS_FI LE fd;
fd = system fopenRQ( pat hnane) ;
if (fd == SYS_ERROR_FD)
br eak;

See also

system errmnmsg, systemfopenRO system fopenWA, system | seek,
system fread, systemfwite, systemfwite_atom c, systemfl ock,
system ul ock, system fcl ose

system_fopenWA

The syst em f openWA function opens the file identified by pat h in write-append mode
and returns a valid file descriptor. Use this function to open those files that your program
will append data to.

Syntax
SYS FI LE system fopenWA(char *path);

Returns
The system-independent file descriptor (SYS_FI LE) if the open succeeded or O if the open
failed.

Parameters
char *path isthefile name.
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See also

system errmnmsg, systemfopenRO system fopenRW system| seek,
system fread, systemfwite, systemfwite_atom c, systemfl ock,
system ul ock, system fcl ose

system_fread

The syst em f r ead function reads a specified number of bytes from a specified fileinto a
specified buffer. It returns the number of bytes read. Before syst em f r ead can be used,
you must open the file using any of the syst em f open functions, except

syst em f openWA.

Syntax
int systemfread(SYS_FILE fd, char *buf, int sz);

Returns
The number of bytes read, which may be less than the requested size if an error occurred or
the end of the file was reached before that number of characters were obtained.

Parameters
SYS FILE fd isthe platform-independent file descriptor.

char *buf isthebuffer to receive the bytes.

i nt sz isthe number of bytesto read.

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system | seek, systemfwite, systemfwite_atom c, systemflock,
system ul ock, system fcl ose

system_fwrite
The system fwrite function writes a specified number of bytes from a specified buffer
into a specified file.

Beforesyst em fwri t e can be used, you must open the file using any of the
syst em f open functions, except syst em f openRO.

Syntax
int systemfwite(SYS_FILE fd, char *buf, int sz);

Returns
The constant | O_OKAY if the write succeeded or the constant | O ERROR if the write failed.
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Parameters
SYS FI LE fd isthe platform-independent file descriptor.

char *buf isthebuffer containing the bytesto be written.

i nt sz isthe number of bytesto write to thefile.

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system | seek, systemfread, systemfwite_atonmic, systemfl ock,
system ul ock, system fcl ose

system_fwrite _atomic

The system fwrite_at om c function writes a specified number of bytesfrom a
specified buffer into a specified file. The function also locks the file prior to performing the
write, and then unlocks it when done, thereby avoiding interference between simultaneous
write actions. Beforesyst em fwri t e_at oni ¢ can be used, you must open the file using
any of the syst em f open functions, except syst em f openRO.

Syntax
int systemfwite_atom c(SYS_FILE fd, char *buf, int sz);

Returns
The constant | O_OKAY if the write/lock succeeded or the constant | O ERRCRif the
write/lock failed.

Parameters
SYS FILE fd isthe platform-independent file descriptor.
char *buf isthebuffer containing the bytes to be written.

i nt sz isthenumber of bytesto write to thefile.

Example
SYS_FI LE | ogf d;

char *lognsg = "An error occurred.”;
systemfwite_atom c(logfd, |ognsg, strlen(lognsg));

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system | seek, systemfread, systemfwite, systemflock,
system ul ock, system fcl ose
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system_gmtime
The syst em gnt i me function is athread-safe version of the standard gnt i me function. It
returns the current time adjusted to Greenwich Mean Time.

Syntax
struct tm*systemgntinme(const time_t *tp, const struct tm*res);

Returns

A pointer to acalendar time (t m) structure containing the GMT time. Depending on your
system, the pointer may point to the data item represented by the second parameter, or it
may point to a statically-allocated item. For portability, do not assume either situation.

Parameters
tinme_t *tp isanarithmetictime.

tm *res isapointer to a calendar time (t m) structure.

Example

time_t tp;

struct tmres, *resp;

tp = tinme(NULL);

resp = systemgntinme(&p, &res);

See also
system |l ocaltime, util_strftime

system_localtime

The system | ocal ti ne function is athread-safe version of the standard | ocal ti ne
function. It returns the current time in the local time zone.

Syntax
struct tm*system|ocaltime(const tine_t *tp, const struct tm*res);

Returns

A pointer to acalendar time (t m) structure containing the local time. Depending on your
system, the pointer may point to the data item represented by the second parameter, or it
may point to a statically-allocated item. For portability, do not assume either situation.

Parameters
tinme_t *tp isanarithmetictime.

tm *res isapointer to a calendar time (t m) structure.
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See also
systemgnminme, util_strftime

system_|seek
Thesyst em | seek function sets the file position of afile. This affects where data from
system fread or system fwite isread or written.

Syntax
int systeml|seek(SYS FILE fd, int offset, int whence);

Returns
the offset, in bytes, of the new position from the beginning of thefileif the operation
succeeded or -1 if the operation failed.

Parameters
SYS FI LE fd isthe platform-independent file descriptor.

i nt of f set isanumber of bytesrelative to whence. It may be negative.
i nt whence isaone of the following constants:

SEEK_SET, from the beginning of the file.

SEEK_CUR, from the current file position.

SEEK_END, from the end of thefile.

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system fread, systemfwite, systemfwite_atonm c, systemfl ock,
system ul ock, system fcl ose

system_rename

The system rename function renamesafile. It may not work on directoriesif the old and
new directories are on different file systems.

Syntax
int systemrenane(char *old, char *new);

Returns
0 if the operation succeeded or -1 if the operation failed.

Parameters
char *ol d isthe old name of thefile.
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char *new isthe new namefor thefile:

system_ulock

The syst em ul ock function unlocks the specified file that has been locked by the
function syst em | ock. For more information about locking, see syst em f | ock.

Syntax
int systemul ock(SYS_FILE fd);

Returns
The constant | O_OKAY if the operation succeeded or the constant | O ERRORif the
operation failed

Parameters
SYS FI LE fd isthe platform-independent file descriptor.

See also

system errnsg, systemfopenRO system fopenRW system fopenWA,
system fread, systemfwite, systemfwite_atom c, systemfl ock,
system fcl ose

systhread_attach

The syst hread_at tach function makes an existing thread into a platform-independent
thread.

Syntax
SYS_THREAD syst hread_attach(voi d);

Returns
A SYS_THREAD pointer to the platform-independent thread.

Parameters
none.

See also

systhread_current, systhread_getdata, systhread_ init,
syst hread_newkey, systhread_setdata, systhread_sl eep,
systhread_start, systhread_tinerset

systhread_current
The syst hread_current function returns a pointer to the current thread.
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Syntax
SYS_THREAD syst hread_current (voi d);

Returns
A SYS_THREAD pointer to the current thread

Parameters
none.

See also
systhread_getdata, systhread_newkey, systhread_setdata,
systhread_sl eep, systhread_start, systhread_tinerset

systhread_getdata

The syst hread_get dat a function gets datathat is associated with a specified key in the
current thread.

Syntax
voi d *systhread_getdata(int key);

Returns

A pointer to the data that was earlier used with the syst hr ead_set key function from the
current thread, using the same value of key if the call succeeds. Returns NULL if the call
did not succeed, for exampleif thesyst hr ead_set key function was never called with the
specified key during this session

Parameters
i nt key isthevalue associated with the stored data by asyst hr ead_set dat a function.
Keys are assigned by the syst hr ead_newkey function.

See also
systhread_current, systhread_newkey, systhread_setdata,
systhread_sl eep, systhread_start, systhread_tinerset

systhread newkey

The syst hread_newkey function allocates a new integer key (identifier) for
thread-private data. Use this key to identify a variable that you want to localize to the
current thread; then usethe syst hr ead_set dat a function to associate avalue with the

key.

Syntax
i nt systhread_newkey(void);
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Returns
Aninteger key.

Parameters
none.

See also
systhread_current, systhread_getdata, systhread_setdata,
systhread_sl eep, systhread_start, systhread_tinerset

systhread_setdata

The syst hread_set dat a function associates data with a specified key humber for the
current thread. Keys are assigned by the syst hr ead_newkey function.

Syntax
voi d systhread_setdata(int key, void *data);

Returns
voi d

Parameters
i nt key isthe priority of the thread.

voi d *dat a isthe pointer to the string of data to be associated with the value of key.
See also

systhread_current, systhread_getdata, systhread_newkey,
systhread_sl eep, systhread_start, systhread_tinerset

systhread_sleep
The syst hread_sl eep function putsthe calling thread to sleep for agiven time.

Syntax
voi d systhread_sl eep(int mlliseconds);

Returns
voi d

Parameters
int milliseconds isthenumber of milliseconds the thread isto sleep.
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See also
systhread_current, systhread_getdata, systhread_newkey,
systhread_setdata, systhread_start, systhread_timerset

systhread_start

The syst hread_start function creates athread with the given priority, alocates a stack
of a specified number of bytes, and calls a specified function with a specified argument.

Syntax
SYS _THREAD syst hread_start(int prio, int stksz,
void (*fn)(void *), void *arg);

Returns
A new SYS_THREAD pointer if the call succeeded or the constant SYS_THREAD ERRORif
the call did not succeed.

Parameters
i nt prio isthe priority of the thread. Priorities are system-dependent.

i nt stksz isthe stack sizein bytes. If st ksz iszero, the function allocates a default size.
void (*fn)(void *) isthefunctionto call.

voi d *ar g isthe argument for the f n function.

See also

systhread_current, systhread_getdata, systhread_newkey,
systhread_setdata, systhread_sl eep, systhread_tinerset

systhread_timer set

The systhread_tinerset function startsor resets the interrupt timer interval for a
thread system.

Because most systems don’t allow the timer interval to be changed, this should be
considered a suggestion, rather than a command.

Syntax
voi d systhread_tinerset(int usec);

Returns
void

Parameters
i nt usec isthetime, in microseconds
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See also
systhread_current, systhread_getdata, systhread_newkey,
systhread_setdata, systhread_sleep, systhread_start

util_can_exec

UNIX only

The util _can_exec function checksthat aspecified file can be executed, returning either
a1 (executable) or a 0. The function checks to see if the file can be executed by the user
with the given user and group ID.

Use this function before executing a program using the exec system call.

Syntax
int util_can_exec(struct stat *finfo, uid_t uid, gid_t gid);

Returns
1if thefileisexecutable or O if the file is not executable.

Parameters
stat *finfo isthestat structure associated with afile.
uid_t uid isthe UNIX userid.

gid_t gid isthe UNIX groupid. Together with ui d, this determines the permissions of
the UNIX user.

See also
util _env_create, util_getline, util_hostnane

util_chdir2path
The uti | _chdi r 2pat h function changes the current directory to a specified directory,
where you will access afile.

Useuti | _chdi r 2pat h when you want to make file access a little quicker, because you do
not need to use afull paths.

Syntax
int util_chdir2path(char *path);
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Returns
0if the directory was changed or -1 if the directory could not be changed.

Parameters
char *pat h isthe name of adirectory.

The parameter must be awritable string because it isn’t permanently modified.

util_cookie find
The util _cooki e_fi nd function finds a specific cookie in acookie string and returnsits
value.

Syntax
char *util _cookie_find(char *cookie, char *nane);

Returns

If successful, returns a pointer to the NULL-terminated value of the cookie. Otherwise,
returns NULL. This function modifies the cookie string parameter by null-terminating the
name and value.

Parameters
char *cooki e isthevalue of the Cookie: request header.

char *name isthe name of the cookie whose value isto be retrieved.

util_env_find
The uti | _env_fi nd function locates the string denoted by anamein a specified

environment and returns the associated value. Use this function to find an entry in an
environment.

Syntax
char *util _env_find(char **env, char *nane);

Returns
The value of the environment variableif it isfound or NULL if the string was not found.

Parameters
char **env istheenvironment.

char *nane isthe name of an environment variablein env.

See also
util _env_replace, util_env_str, util_env_free, util_env_create
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util_env_free
The uti| _env_free function frees a specified environment. Use this function to
deallocate an environment you created using the function ut i | _env_cr eat e.

Syntax
void util _env_free(char **env);

Returns
voi d

Parameters
char **env isthe environment to be freed.

See also
util _env_replace, util_env_str, util_env_find, util_env_create

util_env_replace

The uti | _env_repl ace function replaces the occurrence of the variable denoted by a
name in a specified environment with a specified value. Use this function to change the
value of asetting in an environment.

Syntax
void util _env_replace(char **env, char *nane, char *val ue);

Returns
void

Parameters
char **env isthe environment.
char *nane isthe name of aname-value pair.

char *val ue isthenew valueto be stored.

See also
util _env_str, util_env_free, util_env_find, util_env_create

util_env_str

Theuti | _env_str function creates an environment entry and returnsit. This function
does not check for non alphanumeric symbolsin the name (such asthe equal sign“="). You
can use this function to create a new environment entry.
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Syntax
char *util _env_str(char *name, char *val ue);

Returns
A newly-allocated string containing the name-value pair

Parameters
char *nane isthe name of aname-value pair.

char *val ue isthe new valueto be stored.

See also
util _env_replace, util_env_free, util_env_find, util_env_create

util_getline

The uti | _get!l i ne function scans the specified file buffer to find aline-feed or
carriage-return/line-feed terminated string. The string is copied into the specified buffer,
and NUL L -terminatesit. The function returns a value that indicates whether the operation
stored a string in the buffer, encountered an error, or reached the end of thefile.

Use this function to scan lines out of atext file, such as a configuration file.

Syntax
int util_getline(filebuf *buf, int lineno, int naxlen, char *line);

Returns
0if successful. I i ne contains the string.

1if the end of file was reached. | i ne contains the string.

-1if an error occurred. | i ne contains a description of the error.

Parameters
filebuf *buf isthefilebuffer to be scanned.

i nt |ineno isused toinclude the line number in the error message when an error occurs.
The caller isresponsible for making sure the line number is accurate.

i nt maxl en isthe maximum number of characters that can be written into | .

char *I isthebuffer in whichto storethe string. The user isresponsible for allocating and
deallocating | i ne.

See also
util _can_exec, util_env_create, util _hostnane
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util_hostname

The uti | _host nanme function retrievesthe local host name and returnsit asastring. If the
function cannot find afully-qualified domain name, it returns NULL. Y ou may reallocate or
free this string. Use this function to determine the name of the system you are on.

Syntax
char *util _hostnane(void);

Returns
If afully-qualified domain name was found, returns a string containing that name otherwise
returns NULL if the fully-qualified domain name was not found.

Parameters
none.

util_is mozilla

The util _i s_nozi || a function checks whether a specified user-agent header string isa
browser of at least a specified revision level, returning a1 if it isand O otherwise. It uses
strings to specify the revision level to avoid ambiguities like 1.56 > 1.5.

Syntax
int util_is_nozilla(char *ua, char *major, char *mnor);

Returns
1if the user-agent is a Netscape browser or 0 if the user-agent is not a Netscape browser.

Parameters
char *ua isthe user-agent string from the request headers.

char *maj or isthe mgjor release number (to the left of the decimal point).

char *mi nor isthe minor release number (to the right of the decimal point).

See also
util _is_url, util_later_than
util_is url

Theutil _i s_url function checks whether astringisaURL, returning 1 if itisand O
otherwise. The string isa URL if it begins with al phabetic characters followed by a colon.

Syntax
int util _is_url(char *url);
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Returns
1if the string specified by ur | isaURL or 0O if the string specified by ur| isnot aURL.

Parameters
char *url isthestring to be examined.

See also

util _is_nozilla, util_later_than

util_itoa

The uti | _it oa function converts a specified integer to a string, and returns the length of

the string. Use this function to create a textual representation of a number.

Syntax
int util _itoa(int i, char *a);

Returns
The length of the string created

Parameters
int i istheinteger to be converted.

char *a isthe ASCII string that represents the value. The user is responsible for the
allocation and deallocation of a, and it should be at least 32 bytes long.

util_later _than

The uti | _I at er _t han function compares the date specified in atime structure against a
date specified in astring. If the datein the string is later than or equal to the onein thetime
structure, the function returns 1. Use this function to handle RFC 822, RFC 850, and ctime
formats.

Syntax
int util_later_than(struct tm*Ins, char *ins);

Returns
1if the date represented by i s isthe same as or later than that represented by thel ns or O
if the date represented by i s is earlier than that represented by thel ns.

Parameters
tm *1 s isthe time structure containing a date.

char *ins isthestring containing a date.
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See also
util _strftime

util_sh_escape

The uti| _sh_escape function parses a specified string and places abackslash (\ ) in
front of any shell-special characters, returning the resultant string. Use this function to
ensure that strings from clients won't cause a shell to do anything unexpected.

The shell-special characters are the space plus the following characters:
& =N () [1{ )8\ #!

Syntax
char *util _sh_escape(char *s);

Returns
A newly allocated string

Parameters
char *s isthestring to be parsed.

See also
util _uri_escape

util_snprintf

The uti | _snprintf function formats a specified string, using a specified format, into a
specified buffer using the pri nt f -style syntax and performs bounds checking. It returns
the number of characters in the formatted buffer.

For more information, see the documentation onthepri nt f function for the run-time
library of your compiler.

Syntax
int util_snprintf(char *s, int n, char *fnt, ...);

Returns
The number of characters formatted into the buffer.

Parameters
char *s isthe buffer to receive the formatted string.

i nt n isthe maximum number of bytes allowed to be copied.
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char *fnt istheformat string. The function handles only % and % strings; it does not
handle any width or precision strings.

. represents a sequence of parametersfor thepri ntf function.

See also
util _sprintf, util_vsnprintf, util_vsprintf

util_sprintf

The uti | _sprintf function formats a specified string, using a specified format, into a
specified buffer using the pri nt f -style syntax without bounds checking. It returns the
number of characters in the formatted buffer.

Becauseuti |l _sprintf doesn't perform bounds checking, use this function only if you
are certain that the string fits the buffer. Otherwise, use the function uti | _snprint f. For
more information, see the documentation onthepri nt f function for the run-time library of
your compiler.

Syntax
int util_sprintf(char *s, char *fnt, ...);

Returns
The number of characters formatted into the buffer.

Parameters
char *s isthe buffer to receive the formatted string.

char *fnt istheformat string. The function handles only % and % strings; it does not
handle any width or precision strings.

. represents a sequence of parametersfor thepri ntf function.

Example

char *| ognsg;

int len;

I ognsg = (char *) MALLOC(256);

len = util _sprintf(lognsg, "% % %\n", ip, nethod, uri);
See also

util _snprintf, util_vsnprintf, util_vsprintf
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util_strcasecmp
The util _strcasecnp function performs acomparison of two al pha-numeric strings and
returnsa-1, O, or 1 to signal which islarger or that they are identical.

The comparison is not case-sensitive.

Syntax
int util_strcasecnp(const char *sl1, const char *s2);

Returns
1if s1 isgreater than s2.

Oif slisequal tos2.

-1lif s1islessthans2.

Parameters
char *s1 isthefirst string.

char *s2 isthe second string.

See also
util _strncasecnp

util_strftime
The util _strftime functiontranslatesat mstructure, which is a structure describing a

system time, into atextual representation. It is athread-safe version of the standard
strftime function

Syntax
int util_strftime(char *s, const char *format, const struct tm*t);

Returns
The number of characters placed into s, not counting the terminating NULL character.

Parameters
char *s isthe string buffer to put the text into. There is no bounds checking, so you must
make sure that your buffer is large enough for the text of the date.

const char *format isaformat string, abit likeapri ntf stringinthat it consists of
text with certain % substrings. Y ou may use the constant HTTP_DATE_FMT to create
date stringsin the standard internet format. For more information, see the documentation on
thepri ntf function for the run-timelibrary of your compiler. Refer to Appendix C, “Time
Formats,” for details on time formats.
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const struct tm *t isapointer to acalendar time (t m) struct, usually created by the
function syst em | ocal ti me or syst em gnti ne.

See also
system | ocal time, systemgntinme

util_strncasecmp

The uti | _strncasecnp function performs a comparison of the first n charactersin the
alpha-numeric strings and returns a-1, 0, or 1 to signal which islarger or that they are
identical.

The function’s comparison is not case-sensitive.

Syntax
int util_strncasecnp(const char *sl1, const char *s2, int n);

Returns
1if s1 isgreater than s2.

Oifslisequal tos2.

-1lif s1islessthans2.

Parameters
char *s1 isthefirst string.

char *s2 isthe second string.

i nt n isthenumber of initial characters to compare.

See also
util _strcasecnp

util_uri_escape

Theuti | _uri _escape function converts any special charactersin the URI into the URI
format (%0X X where XX isthe hexadecimal equivalent of the ASCII character), and returns
the escaped string. The special characters are %@#: +&* " <>, space, carriage-return, and
line-feed.

Useutil _uri _escape before sending a URI back to the client.

Syntax
char *util _uri_escape(char *d, char *s);
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Returns
The string (possibly newly allocated) with escaped characters replaced.

Parameters

char *d isastring. If d isnot NULL, the function copies the formatted string into d and
returnsit. If d isNULL, the function allocates a properly-sized string and copies the
formatted special charactersinto the new string, then returnsiit.

Theuti | _uri _escape function does not check bounds for the parameter d. Therefore, if
d isnot NULL, it should be at |east three times as large as the string s ..

char *s isthe string containing the original unescaped URI.

See also
util _uri_is_evil, util_uri_parse, util_uri_unescape

util_uri_is evil

The util _uri_is_evil function checksa specified URI for insecure path characters.
Insecure path charactersinclude//,/./,/../ and/ .,/ .. attheend of the URI. Usethis
function to seeif a URI requested by the client isinsecure.

Syntax
int util _uri_is_evil(char *t);

Returns
1if the URI isinsecure or O if the URI is OK.

Parameters
char *t isthe URI to be checked.

See also
util __uri_escape, util _uri_parse

util_uri_parse

The util _uri _parse functionconverts//,/./,and/*/../ into/ inthe specified URI
(where* isany character other than/ ). Y ou can use this function to convert a URI’ s bad
sequencesinto valid ones. First usethefunctionuti | _uri _i s_evi | to determinewhether
the function has a bad sequence.

Syntax
void util _uri_parse(char *uri);
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Returns
voi d

Parameters
char *uri istheURI to be converted.

See also
util _uri_is_evil, util_uri_unescape

util_uri_unescape

The util _uri _unescape function converts the encoded characters of a URI into their
ASCII equivalents. Encoded characters appear as %X X where XX is a hexadecimal
equivalent of the character.

NOTE Y ou cannot use an embedded null in a string, because NSAPI functions
assume that anull isthe end of the string. Therefore, passing
unicode-encoded content through an NSAPI plug-in doesn’t work.

Syntax
void util _uri_unescape(char *uri);

Returns
voi d

Parameters
char *uri isthe URI to be converted.

See also
util _uri_escape, util _uri_is_evil, util_uri_parse

util_vsnprintf

The util _vsnprintf function formats a specified string, using a specified format, into a
specified buffer using the vpri nt f -style syntax and performs bounds checking. It returns
the number of charactersin the formatted buffer.

For more information, see the documentation onthepri nt f function for the run-time
library of your compiler.

Syntax
int util_vsnprintf(char *s, int n, register char *fnt, va_list
args);

Chapter 6  NSAPI Function Reference 237



Returns
The number of characters formatted into the buffer

Parameters
char *s isthe buffer to receive the formatted string.

i nt n isthe maximum number of bytes allowed to be copied.

regi ster char *fnt istheformat string. The function handles only % and % strings;
it does not handle any width or precision strings.

va_list args isan STD argument variable obtained from apreviouscall tova_start.

See also
util _sprintf, util _vsprintf

util_vsprintf

The util _vsprintf function formats a specified string, using a specified format, into a
specified buffer using the vpri nt f -style syntax without bounds checking. It returns the
number of characters in the formatted buffer.

For more information, see the documentation onthepri nt f function for the run-time
library of your compiler.

Syntax
int util _vsprintf(char *s, register char *fnt, va_list args);

Returns
The number of characters formatted into the buffer.

Parameters
char *s isthe buffer to receive the formatted string.

regi ster char *fnt istheformat string. The function handles only % and % strings;
it does not handle any width or precision strings.

va_list args isan STD argument variable obtained from a previouscall tova_start.

See also
util _snprintf, util_vsnprintf
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vs alloc_dlot

Thevs_al | oc_sl ot function allocates anew dlot for storing a pointer to data specificto a
certain Vi r t ual Ser ver *. Thereturned slot number may be used in subsequent

vs_set _data andvs_get _dat a calls. The returned slot number isvalid for any
Virtual Server*.

The value of the pointer (which may be returned by acall tovs_set _dat a) defaultsto
NULL for every Vi rt ual Server *.

Syntax
int vs_alloc_slot(void);

Returns
A slot number on success, or - 1 on failure.

See also
vs_get data,vs_set _data

vs get data

Thevs_get _dat a function finds the value of a pointer to datafor agiven
Vi rtual Server* and sl ot. Thesl ot must be aslot number returned from
vs_all oc_sl ot orvs_set _dat a.

Syntax
voi d* vs_get _data(const Virtual Server* vs, int slot);

Returns
The value of the pointer previously stored viavs_set _dat a, or NULL on failure.

Parameters
const Virtual Server* vsrepresentsthe virtual server to query the pointer for.

i nt sl ot isthe slot number to retrieve the pointer from.

See also
vs_set _data,vs_all oc_sl ot
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vs get default_httpd_object

Thevs_get default _htt pd_obj ect function obtains a pointer to the default (or root)
ht t pd_obj ect from thevirtual server'sht t pd_obj set (inthe configuration defined by
the obj . conf file of the virtual server class). The default object is typically named

def aul t . Plug-ins may only modify the ht t pd_obj ect at VSI ni t Func time (see
vs_regi ster_cb for an explanation of VSI ni t Func time).

Do not FREE the returned object.

Syntax
htt pd_object* vs_get_default_httpd_object(Virtual Server* vs);

Returns
A pointer the default ht t pd_obj ect, or NULL on failure. Do not FREE this object.

Parameters
Vi rtual Server* vs representsthe virtual server for which to find the default object.

See also
vs_get _httpd_objset,vs_register_cbh

vs get_doc root
Thevs_get doc_root function finds the document root for avirtual server. The returned
string is the full operating system path to the document root.

The caller should FREE the returned string when done with it.

Syntax
char* vs_get_doc_root (const Virtual Server* vs);

Returns
A pointer to a string representing the full operating system path to the document root. It is
the caller's responsibility to FREE this string.

Parameters

const Virtual Server* vsrepresentsthe virtual server for which to find the document
root.
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vs get_httpd_objset

Thevs_get _httpd_obj set function obtains apointer to the ht t pd_obj set (the
configuration defined by the obj . conf file of the virtual server class) for a given virtual
server. Plug-ins may only modify the ht t pd_obj set at VSI ni t Func time (see
vs_regi ster_cb for an explanation of VSI ni t Func time).

Do not FREE the returned objset.

Syntax
httpd_obj set* vs_get httpd_objset(Virtual Server* vs);

Returns
A pointer to the ht t pd_obj set, or NULL on failure. Do not FREE this objset.

Parameters
Vi rtual Server* vs representsthe virtual server for which to find the objset.

See also
vs_get _default_httpd_object,vs _register_cb

Vs get id

Thevs_get i d function findstheID of aVi rt ual Server*.

The ID of avirtua server is aunique null-terminated string that remains constant across
configurations. Note that while IDs remain constant across configurations, the value of
Vi rt ual Server* pointers do not.

Do not FREE the virtual server ID string. If called during request processing, the string will
remain valid for the duration of the current request. If called during VSI ni t Func
processing, the string will remain valid until after the corresponding VSDest r oyFunc
function has returned (seevs_r egi st er _ch).

ToretrieveaVi rt ual Ser ver * that isvalid only for the current request, use
request _get _vs.

Syntax
const char* vs_get _id(const Virtual Server* vs);

Returns
A pointer to a string representing the virtual server ID. Do not FREE this string.

Parameters
const Virtual Server* vsrepresentsthe virtual server of interest.
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See also
vs_regi ster_ch,request _get_vs

VS _get_mime_type
Thevs_get _m me_t ype function determinesthe MIME type that would be returned in the
Cont ent - t ype: header for the given URI.

The caller should FREE the returned string when done with it.

Syntax
char* vs_get_minme_type(const Virtual Server* vs, const char* uri);

Returns
A pointer to a string representing the MIME type. It isthe caller's responsibility to FREE
this string.

Parameters
const Virtual Server* vs representsthe virtual server of interest.

const char* uri isthe URI whose MIME typeis of interest.

vs_lookup_config var

Thevs_| ookup_confi g_var function finds the value of a configuration variable for a
given virtua server.

Do not FREE the returned string.

Syntax
const char* vs_| ookup_config_var(const Virtual Server* vs, const
char* nane);

Returns
A pointer to a string representing the value of variable name on success, or NULL if variable
name was not found. Do not FREE this string.

Parameters
const Virtual Server* vsrepresentsthe virtual server of interest.

const char* nane isthe name of the configuration variable.
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VS register _cb

Thevs_regi st er_cb function alows a plug-in to register functions that will receive
notifications of virtual server initialization and destruction events. Thevs_regi ster_cb
function would typically be called froman i nit SAFininit.conf.

When anew configuration isloaded, al registered VSI ni t Func (virtual server
initialization) callbacks are called for each of the virtual servers before any requests are
served from the new configuration. VSI ni t Func callbacksare called in the same order they
were registered; that is, thefirst callback registered is the first called.

When the last request has been served from an old configuration, all registered

VSDest r oyFunc (virtual server destruction) callbacks are called for each of the virtual
servers before any virtual servers are destroyed. VSDest r oy Func callbacks are called in
reverse order; that is, the first callback registered isthe last called.

Eitheri ni t f n or dest r oyf n may be NULL if the caller is not interested in callbacks for
initialization or destruction, respectively.

Syntax
int vs_register_cb(VSInitFunc* initfn, VSDestroyFunc* destroyfn);

Returns
The constant REQ PROCEED if the operation succeeded.

The constant REQ _ABORTED if the operation failed.

Parameters
VSI ni t Func* i nitfnisapointer tothe function to call at virtual server initialization
time, or NULL if the caller is not interested in virtual server initialization events.

VSDest r oyFunc* dest r oyf n isapointer to the function to call at virtual server
destruction time, or NULL if the caller is not interested in virtual server destruction events.

vs set data

Thevs_set _dat a function setsthe value of a pointer to data for agiven virtual server and
dot. The*sl ot must be- 1 or aslot number returned fromvs_al | oc_sl ot . If *sl ot is
-1,vs_set _datacalsvs_al | oc_sl ot implicitly and returns the new slot number in
*sl ot .
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Note that the stored pointer is maintained on a per-Vi r t ual Ser ver * basis, not a per-ID
basis. Distinct Vi r t ual Ser ver * s from different configurations may exist simultaneously
with the same virtual server IDs. However, sincethesearedistinct Vi r t ual Ser ver * s, they
each have their own Vi r t ual Ser ver * -specific data. Asaresult, vs_set _dat a should
generally not be called outside of VSI ni t Func processing (seevs_r egi st er _cb for an
explanation of VSI ni t Func processing).

Syntax
voi d* vs_set _data(const Virtual Server* vs, int* slot, void* data);

Returns
Data on success, NULL on failure.

Parameters
const Virtual Server* vsrepresentsthe virtual server to set the pointer for.

i nt* sl ot isthesot number to store the pointer at.

voi d* dat a isthe pointer to store.

See also
vs_get data,vs_alloc_slot,vs_register_cb

vs tranglate uri

Thevs_transl at e_uri functiontranslatesa URI asthough it were part of arequest for a
specific virtual server. The returned string is the full operating system path.

The caller should FREE the returned string when done with it.

Syntax
char* vs_translate_uri(const Virtual Server* vs, const char* uri);

Returns
A pointer to a string representing the full operating system path for the given URI. It isthe
caller's responsibility to FREE this string.

Parameters
const Virtual Server* vsrepresents the virtual server for which to translate the URI.

const char* uri isthe URI to trandate to an operating system path.
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Chapter 7

Creating Custom Server-Parsed
HTML Tags

HTML files can contain tags that are executed on the server. For general information about
server-parsed HTML tags, see the Sun ONE Application Server Developer’s Guide to Web
Applications.

In Sun ONE Application Server 7, you can define your own server-side tags. For example,
you could define the tag HELLOto invoke a function that prints “Hello World!” Y ou could
have the following code in your hel | 0. sht mi file:

<htnm >
<head>
<title>shtm customtag exanple</title>
</ head>
<body>
<! --#HELLO - >
</ body>
</htm >

When the browser displays this code, each occurrence of the HELL Otag calls the function.
The steps for defining a customized server-parsed tag are:
1. Define the Functions that Implement the Tag.

Y ou must define the tag execution function. Y ou must also define other functions that
are called on tag loading and unloading and on page loading and unloading.

2. Write an Initialization Function.

Write an initialization function that registers the tag using thesht ml _add_t ag
function.

3. Loadthe New Tag into the Server.
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Define the Functions that Implement the Tag

Define the Functions that Implement the Tag
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Define the functions that implement the tagsin C, using NSAPI.

* Includethe header sht m _publ i c. h, whichisin the directory
install_dir/ i ncl ude/ shtm .

e Linkagainstthesht m sharedlibrary. On UNIX platforms, i bshtml . soor. sl isin
install_dir/ 1i b.

Sht M TagExecut eFunc isthe actual tag handler. It gets called with the usual NSAPI
pblock, Session, and Request variables. In addition, it also gets passed the TagUser Dat a
created from the result of executing the tag |oading and page loading functions (if defined)
for that tag.

The signature for the tag execution function is:

t ypedef int (*Shtm TagExecut eFunc) (pbl ock*, Session*, Request*,
TagUser Dat a, TagUser Dat a) ;

Write the body of the tag execution function to generate the output to replace the tag in the
.sht mi page. Do thisin the usual NSAPI way, using thenet _wri t e NSAPI function,
which writes a specified number of bytes to a specified socket from a specified buffer.

For more information about writing NSAPI plug-ins, see Chapter 4, “Creating Custom
SAFs.”

For more information about net _wr i t e and other NSAPI functions, see Chapter 6,
“NSAPI Function Reference.”

The tag execution function must return ani nt that indicates whether the server should
proceed to the next instruction in obj . conf or not, which is one of:

e REQ PROCEED -- the execution was successful.

e REQ NOACTI ON -- nothing happened.

e REQ ABORTED-- an error occurred.

* REQ EXI T -- the connection was lost.

The other functions you must define for your tag are:
e Shtnm Tagl nst ancelLoad

Thisis called when a page containing the tag is parsed. It is not called if the pageis
retrieved from the browser’ s cache. It basically serves as a constructor, the result of
which is cached and is passed into Sht M TagExecut eFunc whenever the execution
functionis called.
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Define the Functions that Implement the Tag

e Shtnl Tagl nst anceUnl oad

Thisisbasically a destructor for cleaning up whatever was created in the
Sht m Tagl nst anceLoad function. It gets passed the result that was originally
returned from the Sht M Tagl nst anceLoad function.

e Shtnm TagPagelLoadFunc

Thisis called when a page containing the tag is executed, regardless of whether the
pageis still in the browser’s cache or not. This provides away to make information
persistent between occurrences of the same tag on the same page.

e Shtn TagPageUnLoadFn

Thisiscalled after a page containing the tag has executed. It providesaway to clean up
any allocations donein a Sht m TagPageLoadFunc and hence gets passed the result
returned from the Sht M TagPagelLoadFunc.

The signatures for these functions are:

#defi ne TagUser Data voi d*
t ypedef TagUser Data (*Shtm Tagl nst ancelLoad) (

const char* tag, pblock*, const char*, size_t);
t ypedef void (*Shtn Tagl nst anceUnl oad) ( TagUser Dat a) ;
typedef int (*Shtm TagExecut eFunc) (

pbl ock*, Session*, Request*, TagUserData, TagUserData);
t ypedef TagUser Data (*Sht m TagPageLoadFunc) (

pbl ock* pb, Session*, Request*);
t ypedef void (*Shtm TagPageUnLoadFunc) ( TagUser Dat a) ;

Here is the code that implements the HELLOtag:

/*
* mytag.c: NSAPI functions to inplement #HELLO SSI calls

*

*

*/

#i ncl ude "nsapi.h"
#i nclude "shtm /shtm _public.h"

/* FUNCTION : mytag_con

*

* DESCRI PTI ON:  Sht ml Tagl nst anceLoad function

*/
#i fdef __cplusplus
extern "C'
#endi f
TagUser Dat a
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nytag_con(const char* tag, pblock* pb, const char* cl, size_t t1)

{
}

/* FUNCTION : nytag_des

*

return NULL;

* DESCRI PTI ON:  Sht ml Tagl nst anceUnl oad
*/

#i fdef __ cplusplus

extern "C'

#endi f

voi d

nyt ag_des(TagUser Data v1)

{

}

/* FUNCTION : nytag_| oad

*

* DESCRI PTI ON:  Sht ml TagPageLoadFunc

*/

#i fdef __ cplusplus

extern "C'

#endi f

TagUser Dat a

nmyt ag_| oad( pbl ock *pb, Session *sn, Request *rq)
{

return NULL;
}

/* FUNCTION : mytag_unl oad
*
* DESCRI PTI ON:  Sht ml TagPageUnl oadFunc
*/

#

#i fdef __cplusplus

extern "C'

#endi f

voi d

myt ag_unl oad( TagUser Dat a v2)

{

}

/* FUNCTION : nytag

*
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* DESCRI PTI ON:  Sht ml TagExecut eFunc

*/
#i fdef __cplusplus
extern "C'
#endi f
int

nyt ag( pbl ock* pb, Session* sn, Request* rq, TagUserData t1,
TagUser Dat a t 2)
{
char* buf;
int length;
char* client;
buf = (char *) MALLOC(100*sizeof (char));
length = util _sprintf(buf, "<hl>Hello World! </hl1>", client);
if (net_wite(sn->csd, buf, length) == | O ERROR)
{
FREE( buf ) ;
return REQ ABORTED;
}
FREE( buf ) ;
return REQ _PROCEED;
}

/* FUNCTION : nytag_init

*

* DESCRIPTION: initialization function, calls shtnml _add_tag() to
* | oad new tag

*/

#

#i fdef __cplusplus

extern "C'

#endi f

int

nytag_i ni t (pbl ock* pb, Session* sn, Request* rq)

{
int retvVal = 0O;
/1 NOTE: ALL argunents are required in the shtm _add_tag() function
retVal = shtm _add_tag("HELLO', nytag_con, nytag_des, nytag,
nmytag_| oad, nytag_unl oad);

return retVal;

}
/* end nmytag.c */
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Write an Initialization Function

Write an Initialization Function

In the initialization function for the shared library that defines the new tag, register the tag
using the function sht M _add_t ag. The signatureis:

NSAPI _PUBLIC int shtm _add_tag (
const char* tag,
Sht m Tagl nst ancelLoad ctor,
Sht m Tagl nst anceUnl oad dt or,
Sht m TagExecut eFunc execFn,
Sht Ml TagPagelLoadFunc pagelLoadFn,
Sht M TagPageUnLoadFunc pageUnLoadFn);

Any of these arguments can return NULL except for thet ag and execFn.

Load the New Tag into the Server

After creating the shared library that defines the new tag, you load the library into the Sun
ONE Application Server in the usual way for NSAPI plug-ins. That is, add the following
directives to the configuration filei ni t . conf :

1. Addaninit directivewhosef n parameter is| oad- modul es and whoseshl i b
parameter is the shared library to load. For example, if you compiled your tag into the
shared object install_dir/ hel | o. so, it would be:

Init funcs="mytag, nytag_ init" shlib="install_dir/ hel | 0. so"
f n="1oad- nodul es"

2. Addanother I ni t directivewhosef n parameter istheinitialization function in the
shared library that usessht M _add_t ag to register the tag. For example:

Init fn="nytag_init"
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Appendix A

Data Structure Reference

NSAPI uses many data structures which are defined inthe nsapi . h header file, which isin
the directory install_dir/ i ncl ude.

The NSAPI functions described in Chapter 6, “NSAPI Function Reference,” provide access
to most of the data structures and data fields. Before directly accessing a data structure in
naspi . h, check if an accessor function exists for it.

For information about the privatization of some data structuresin iPlanet Web Server 4.x,
see “Privatization of Some Data Structures’ on page 256.

Therest of this chapter describes some of the frequently used public data structuresin
nsapi . h for your convenience. Note that only the most commonly used fields are
documented here for each data structure; for complete details look innsapi . h.

e session

* pblock

e pb_entry

e pb_param

* Session->client
* request

e stat

e shnems

e cinfo
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Privatization of Some Data Structures

Privatization of Some Data Structures

IniPlanet Web Server 4.x, some data structures were moved from nsapi . h to

nsapi _pvt. h. Thedatastructuresin nsapi _pvt . h are now considered to be private data
structures, and you should not write code that accesses them directly. Instead, use accessor
functions. We expect that very few people have written plug-ins that access these data
structures directly, so this change should have very little impact on customer-defined
plug-ins. Look in nsapi _pvt . h to see which data structures have been removed from the
public domain and to see the accessor functions you can use to access them from now on.

Plug-ins written for Enterprise Server 3.x that access contents of data structures defined in
nsapi _pvt . h will not be source compatible with IniPlanet Web Server 4.x and 6.x, that is,
it will be necessary to#i ncl ude "nsapi _pvt. h" inorder to build such plug-ins from
source. Thereisaso asmall chance that these programs will not be binary compatible with
iPlanet Web Server 4.x and 6.x, because some of the data structuresin nsapi _pvt . h have
changed size. In particular, the di r ect i ve structureis larger, which means that a plug-in
that indexes through the directivesin adt abl e will not work without being rebuilt (with
nsapi _pvt. h included).

We hope that the majority of plug-ins do not reference the internal data structuresin
nsapi _pvt . h, and therefore that most existing NSAPI plug-inswill be both binary and
source compatible with Sun ONE Application Server 7.

session

A session is the time between the opening and closing of the connection between the client
and the server. The Sessi on data structure holds variables that apply session wide,
regardless of the requests being sent, as shown here:

typedef struct {
/* Information about the renote client */
pbl ock *client;

/* The socket descriptor to the renote client */
SYS_NETFD csd;

/* The input buffer for that socket descriptor */
net buf *i nbuf;

/* Raw socket infornation about the renote */
/* client (for internal use) */
struct in_addr iaddr;

} Sessi on;
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pblock

pblock

The parameter block is the hash table that holds pb_ent ry structures. Its contents are
transparent to most code. This data structure is frequently used in NSAPI; it provides the
basic mechanism for packaging up parameters and values. There are many functions for
creating and managing parameter blocks, and for extracting, adding, and deleting entries.
See the functions whose names start with pbl ock_ in Chapter 6, “NSAPI Function
Reference.” Y ou should not need to write code that access pbl ock datafields directly.

typedef struct {

int hsize;

struct pb_entry **ht;
} pbl ock;

pb_entry
Thepb_ent ry isasingle element in the parameter block.

struct pb_entry {
pb_param *par am
struct pb_entry *next;

}s

pb_param

The pb_par amrepresents a name-value pair, as stored in apb_ent ry.

typedef struct {
char *nane, *val ue;
} pb_param

Session->client

The Sessi on->cl i ent parameter block structure contains two entries:
e Thei p entry isthe IP address of the client machine.

e Thedns entry isthe DNS name of the remote machine. This member must be accessed
through the sessi on_dns function call:
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request

/*
* session_dns returns the DNS host name of the client for this
* session and inserts it into the client pblock. Returns NULL if
* unavail abl e.
*/
char *session_dns(Session *sn);

request

Under HTTP protocoal, there is only one request per session. The Request structure
contains the variables that apply to the request in that session (for example, the variables
include the client’ s HTTP headers).

typedef struct {
/* Server working variables */
pbl ock *vars;

/* The method, URI, and protocol revision of this request */
bl ock *reqpb;

/* Protocol specific headers */
int |oadhdrs;
pbl ock *headers;

/* Server’s response headers */
pbl ock *srvhdrs;

/* The object set constructed to fulfill this request */
htt pd_obj set *os;

/* The stat last returned by request_stat_path */
char *statpath;
struct stat *finfo;

} Request;

Stat

When aprogram callsthe st at ( ) function for agiven file, the system returns a structure
that provides information about the file. The specific details of the structure should be
obtained from your platform’s implementation, but the basic outline of the structure is as
follows:
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shmem_s

struct stat {

dev_t
inot _t
short
short
short
short
dev_t
of f _t
time_t
time_t
time_t

}

st _dev; /* device of inode */

st _i no; /* inode nunber */

st _node; /* mode bits */

st _nlink; /* nunber of links to file /*
st _ui d; /* owner’s user id */

st _gid; /* owner’'s group id */

st _rdev; [* for special files */

st _si ze; /* file size in characters */
st _atinme; /* time |ast accessed */
st_ntinme; [* time last nodified */

st _ctinme; [* time inode |ast changed*/

The elements that are most significant for server plug-in API activitiesarest _si ze,
st_atime,st_ntinme,andst_ctine.

shmem_s

typedef struct {

cinfo

voi d *dat a; /* the data */

HANDLE f drmap;

int si ze; /* the maxi mum | ength of the data */

char *nane; /* internal use: filenane to unlink if
exposed */

SYS FILE fd; /* internal use: file descriptor for
region */

} shnems;

The ci nf o data structure records the content information for afile.

typedef struct {

char

char

char

} cinfo;

*type;

/[* ldentifies what kind of data is in the file */
*encodi ng;

/* encoding identifies any conpression or other /*
/* content-independent transformation that’'s been /*
/* applied to the file, such as uuencode) */

*| anguage;

/* ldentifies the | anguage a text document is in. */
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cinfo
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Appendix B

Wildcard Patterns

This appendix describes the format of wildcard patterns used by the Sun ONE Application
Server.

Wildcard patterns use special characters. If you want to use one of these characters without
the special meaning, precede it with a backslash (\) character.

Wildcard Patterns

The following table shows wildcard patterns.

Table B-1  Wildcard Patterns

Pattern Use

* Match zero or more characters.

? Match exactly one occurrence of any character.
An or expression. The substrings used with this operator can contain other specia characters such as* or
$. The substrings must be enclosed in parentheses, for example, (a| b| ¢) , but the parentheses cannot be
nested.

$ Match the end of the string. Thisis useful in or expressions.

[ abc] Match one occurrence of the characters a, b, or ¢. Within these expressions, the only character that needs
to betreated as a special character is] ; al others are not special.

[a-2z] Match one occurrence of a character between aand z.

[~az] Match any character except aor z.

This expression, followed by another expression, removes any pattern matching the second expression.

261



Wildcard Examples

Wildcard Examples

The following table shows wildcard examples.

Table B-2  Wildcard Examples

Pattern

Result

*.sun.com
(quar k| energy) . sun. com

198. 93. 9[ 23] . 7222

*- *

*~sun-*

*.sun. com~quar k. sun. com
* . sun. com-( quar k| ener gy
| neut ri no).sun. com

*,com-*.sun.com

t ype=*~nmagnus-internal / *

Matches any string ending with the characters. sun. com
Matches either quar k. sun. comor ener gy. sun. com

Matches a numeric string starting with either 198. 93. 92 or
198. 93. 93 and ending with any 3 characters.

Matches any string with aperiod iniit.
Matches any string except those starting with sun- .

Matches any host from domain sun. comexcept for a single host
quar k. sun. com

Matches any host from domain .sun. comexcept for hosts
quar k. sun. comener gy. sun. com and neut ri no. sun. com

Matches any host from domain . comexcept for hosts from subdomain
sun. com

Matches any type that does not start with magnus-i nternal /.

Thiswildcard patternis used in the file obj . conf in the catch-all
Ser vi ce directive.
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Appendix C

Time Formats

This appendix describes the format strings used for dates and times. These formats are used
by some built-in SAFs such asappend-t r ai | er, and by server-parsed HTML
(par se-ht ).

The following table describes the format strings for dates and times.

Table C-1  Time Formats

Symbol Meaning

%a Abbreviated weekday name (3 chars)

%d Day of month as decimal number (01-31)
%S Second as decimal humber (00-59)

%M Minute as decimal number (00-59)

%H Hour in 24-hour format (00-23)

%Y Y ear with century, as decimal number, up to 2099
%b Abbreviated month name (3 chars)

%h Abbreviated month name (3 chars)

%T Time" HH: MM SS"

%X Time" HH: MM SS"

%A Full weekday name

%B Full month name

%C "Y%a % Y% %t 9Vt US %

%cC Date & time" % %/ %y %+ 9 ¥%&"
%D Date" %m %/ %"

%e Day of month as decimal number (1-31) without leading zeros
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Table C-1  Time Formats (Continued)

Symbol Meaning

%l Hour in 12-hour format (01-12)

%j Day of year as decimal humber (001-366)

%k Hour in 24-hour format (0-23) without leading zeros

%l Hour in 12-hour format (1-12) without leading zeros

%m Month as decimal number (01-12)

%n linefeed

%p A.M./P.M. indicator for 12-hour clock

%R Time" % %V

%r Time" % : %Vt %5 %"

%ot tab

%U Week of year as decimal number, with Sunday asfirst day of week (00-51)
%w Weekday as decima number (0-6; Sunday is Q)

%W Week of year as decima number, with Monday as first day of week (00-51)
%X Date" %m %/ %"

%y Y ear without century, as decimal number (00-99)

%% Percent sign
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Appendix D

Dynamic Results Caching Functions

The functions described in this appendix alow you to write a results caching plug-in for
Sun ONE Application Server. A results caching plug-in, which isaSer vi ce SAF, caches
data, a page, or part of a page in the application server address space, which the application
server can refresh periodically on demand. An | ni t SAF initializes the callback function
that performs the refresh.

A results caching plug-in can generate a page for areguest in three parts:
» A header, such as a page banner, which changes for every request

e A body, which changes |ess frequently

« A footer, which also changes for every request

Without this feature, a plug-in would have to generate the whole page for every request
(unless an IFRAME is used, where the header or footer is sent in the first response along
with an IFRAME pointing to the body; in this case the browser must send another request
for the IFRAME).

If the body of a page has not changed, the plug-in needs to generate only the header and
footer and to call thedr _net _wri t e function (instead of net _wr i t e) with the following
arguments:

*  header

+ footer

* handleto cache

»  key to identify the cached object

The application server constructs the whol e page by fetching the body from the cache. If the
cache has expired, it calls the refresh function and sends the refreshed page back to the
client.
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An| nit SAF that isvisibleto the plug-in creates the handle to the cache. Thel ni t SAF
must pass the following parametersto the dr _cache_i ni t function:

* RefreshFuncti onPoi nt er

e FreeFuncti onPoi nt er

e KeyConpar at or Functi onPtr
e Refershlnterval

The Ref er shi nterval valuemust beaPr | nt erval Ti ne type. For more information,
see the NSPR reference at:

http://ww. nozilla.org/projects/ nspr/reference/ htm /index. htm

Asan dternative, if the body isafilethat is present in adirectory within the application
server system machine, the plug-in can generate the header and footer and call the
fc_net _write function along with the file name.

This appendix lists the most important functions aresults caching plug-in can use. For more
information, see the following file:

install_dir/ i ncl ude/ dr nsapi . h

dr_cache destroy

Thedr _cache_dest r oy function destroys and frees resources associated with a
previously created and used cache handle. This handle can no longer be used in subsequent
callsto any of the above functions unless ancther dr _cache_i ni t isperformed.

Syntax
voi d dr_cache_destroy(DrHdl *hdl);

Parameters
Dr Hdl *hdl isapointer to aprevioudy initialized handle to a cache (see
dr_cache_init).

Returns
voi d

Example
dr _cache_destroy(&yHdl);

dr_cache init
The dr _cache_i ni t function creates a persistent handle to the cache, or NULL on
failure. Itiscalled by anl nit SAF.
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Syntax
PRI nt32 dr_cache_init(DrHdl *hdl, RefreshFunc_t ref, FreeFunc_t fre,
Conpar eFunc_t cnp, PRU nt32 nmaxEntries, PRInterval Ti me nmaxAge);

Returns
1 if successful.

0 if an error occurs.

Parameters
Dr Hdl hdl isapointer to an unallocated handle.

Ref reshFunc_t ref isapointer to a cache refresh function. This can be NULL; seethe
DR_CHECK flag and DR_EXPI Rreturn valuefor dr _net _write.

FreeFunc_t fre isapointer to afunction that frees an entry.
Conpar eFunc_t cnp isisapointer to akey comparator function.

PRU nt 32 maxEntri esp isthe maximum number of entries possible in the cache for a
given hdl .

PRI nt er val Ti me maxAgep isthe maximum amount of timethat an entry isvalid. If 0, the
cache never expires.

Example

if(!dr_cache_init(&hdl, (RefreshFunc_t)FnRefresh,
(FreeFunc_t) FnFree, (ConpareFunc_t)FnConpare, 150000,
PR_SecondsTol nt erval (7200)))

{
ereport (LOG_FAI LURE, "dr_cache_init() failed");
ret urn( REQ_ABORTED) ;

dr_cache refresh

Thedr _cache_r ef r esh function provides away of refreshing a cache entry when the
plug-in requiresit. This can be achieved by passing NULL for ther ef parameter in

dr _cache_init and by passing DR_CHECK inadr _net _write cal. If DR_CHECKIis
passedtodr _net _write andit returnswith DR_EXPI R, the plug-in should generate a new
content in the entry and call dr _cache_r ef r esh with that entry before calling

dr _net _writ e again to send the response.

The plug-in may simply decide to replace the cached entry evenif it has not expired (based
on some other business logic). Thedr _cache_r ef r esh function is useful in this case.
This way the plug-in does the cache refresh management actively by itself.
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Syntax
PRI nt32 dr_cache_refresh(DrHdl hdl, const char *key, PRU nt32 klen,
PRI nterval Time timeout, Entry *entry, Request *rq, Session *sn);

Returns
1 if successful.

0 if an error occurs.

Parameters
Dr Hdl hdl isapersistent handle created by thedr _cache_i ni t function.

const char *key isthe key to cache, search, or refresh.
PRU nt 32 kl en isthelength of the key in bytes.

PRI nterval Ti me ti meout isthe expiration time of thisentry. If avalue of 0 is passed,
the maxAge value passed to dr _cache_i ni t isused.

Entry *entry isthenot NULL entry to be cached.
Request *rqisapointer to the request.

Sessi on *sn isapointer to the session.

Example
Entry entry;
char *key = "MWIES"
GenNewMbvi eLi st (&entry. data, &entry.datalLen); // |nplenmented by
/1 plug-in devel oper

if(!dr_cache_refresh(hdl, key, strlen(key), 0, &entry, rqg, sn))
{

ereport (LOG_FAI LURE, "dr_cache_refresh() failed");

return REQ ABORTED;

dr_net_write

Thedr _net _wri t e function sends aresponse back to the requestor after constructing the
full page with hdr , the content of the cached entry as the body (located using the key), and
ftr.Thehdr,ftr,orhdl canbeNULL, but not all of them can be NULL. If hdl is
NULL, no cache lookup is done; the caller must pass DR_NONE as the flag.
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By default, this function refreshes the cache entry if it has expired by making a call to the
ref function passedtodr _cache_i ni t. If no cache entry isfound with the specified key,
this function adds a new cache entry by calling ther ef function before sending out the
response. However if the DR_CHECK flag ispassed inthef | ags parameter and if either the
cache entry has expired or the cache entry corresponding to the key does not exit,

dr_net _wri t e doesnot send any data out. Instead it returns with DR_EXPI R.

If ref (passedtodr_cache_init)isNULL,the DR_CHECK flagis not passed in the

f 1 ags parameter, and the cache entry corresponding to the key has expired or does not
exigt, dr _net _writ e failswith DR_ERROR. However, dr _net _wri t e refreshesthe cache
if ref isnot NULL and DR_CHECK is not passed.

If ref (passedtodr_cache_init)isNULL andthe DR _CHECK flagis not passed but
DR_| GNORE is passed and the entry is present in the cache, dr _net _wri t e sends out the
response even if the entry has expired. However, if the entry isnot found, dr _net _write
returns DR_ERRCR.

If ref (passedtodr_cache_init)isnot NULL and the DR_CHECK flag is not passed but
DR _| GNORE is passed and the entry is present in the cache, dr _net _wri t e sends out the
response even if the entry has expired. However, if the entry isnot found, dr _net_write
calsther ef function and storesthe new entry returned from r ef before sending out the
response.

Syntax

PRInt32 dr_net_wite(DrHdl hdl, const char *key, PRU nt32 klen,
const char *hdr, const char *ftr, PRU Nnt32 hlen, PRU nt32 flen,
PRI nterval Time timeout, PRU nt32 flags, Request *rq, Session *sn);

Returns
| O_OKAY if successful.

| O_ERRCRIf an error occurs.
DR_ERRCRIf an error in cache handling occurs.

DR_EXPI Rif the cache has expired.

Parameters
Dr Hdl hdl isapersistent handle created by thedr _cache_i ni t function.

const char *key isthekey to cache, search, or refresh.
PRU nt 32 kI en isthelength of the key in bytes.
const char *hdr isany header data (which can be NULL).

const char *ftr isany footer data (which can be NULL).
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PRU nt 32 hl en isthe length of the header datain bytes (which can be 0).
PRU nt 32 fl en isthelength of the footer datain bytes (which can be 0).
PRI nterval Ti me tineout isthetimeout before this function aborts.
PRU nt 32 f1 ags is ORed directives for this function (see Flags).
Request *rqisapointer to the request.

Sessi on *sn isapointer to the session.

Flags
DR_NONE specifies that no cache is used, so the function worksasnet _wri t e does; Dr Hdl
canbe NULL.

DR_FORCE forces the cache to refresh even if it has not expired.

DR_CHECK returns DR_EXPI Rif the cache has expired. If the calling function has not
provided arefresh function and this flag is not used, DR_ERROR is returned.

DR_| GNORE ignores cache expiration and sends out the cache entry even if it has expired.
DR_CNTLEN supplies the Content-length header and does a PROTOCOL_ START _RESPONSE.
DR_PROTO does a PROTOCOL_START _RESPONSE.

Example
if(dr_net_wite(Dr, szFileNane, ilLenK, NULL, NULL, 0, 0, O,
DR_CNTLEN | DR _PROTO, rq, sn) == | O ERROR)
{
return(REQ EXIT);
}
fc_net_write

Thefc_net _wite functionisused to send a header and/or footer and afile that exists
somewhere in the system. Thef i | eName should be the full path name of afile.

Syntax

PRInt32 fc_net_wite(const char *fileNane, const char *hdr, const
char *ftr, PRU nt32 hlen, PRU nt32 flen, PRU nt32 flags,

PRI nterval Time timeout, Session *sn, Request *rq);

Returns
| O_OKAY if successful.

| O_ERRCRIf an error occurs.

270  Sun ONE Application Server 7, Enterprise Edition ¢ Developer’'s Guide to NSAPI « September 2003



FC_ERRCRIf an error in file handling occurs.

Parameters
const char *fil eNane isthefileto beinserted.

const char *hdr isany header data (which can be NULL).

const char *ftr isany footer data (which can be NULL).

PRU nt 32 hl en isthelength of the header datain bytes (which can be 0).
PRU nt 32 fl en isthelength of the footer datain bytes (which can be 0).
PRU nt 32 fl ags is ORed directives for this function (see Flags).

PRI nterval Ti me tineout isthetimeout before this function aborts.
Request *r g isapointer to the request.

Sessi on *sn isapointer to the session.

Flags
FC_CNTLEN supplies the Content-length header and does a PROTOCOL_ START_RESPONSE.

FC_PROTOdoes a PROTOCOL_START RESPONSE.

Example

const char *fileName = "/docs/ nyads/filel.ad";
char *hdr = GenHdr(); // Inplemented by plug-in
char *ftr = GenFtr(); // Inplenmented by plug-in

if(fc_net_wite(fileName, hdr, ftr, strlen(hdr), strlen(ftr),

FC_CNTLEN, PR_I NTERVAL_NO TI MEQUT, sn, rq) != 10 _OKEY)
{

ereport (LOG_FAI LURE, "fc_net_wite() failed");

return REQ ABORTED;
}
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Appendix E

HyperText Transfer Protocol

The HyperText Transfer Protocol (HTTP) isa protocol (aset of rules that describes how
information is exchanged) that allows a client (such as a web browser) and an application
server to communicate with each other.

HTTP is based on arequest/response model. The browser opens a connection to the server
and sends a request to the server.

The server processes the request and generates a response which it sends to the browser.
The server then closes the connection.

Thisappendix provides ashort introduction to afew HTTP basics. For more information on
HTTP, see the IETF home page at:

http://ww.ietf.org/hone. htm
This appendix has the following sections:
e Compliance

*  Requests

*  Responses

* Buffered Streams

Compliance

Sun ONE Application Server 7 supports HTTP 1.1. Previous versions of the server
supported HTTP 1.0. The server is conditionally compliant with the HTTP 1.1 proposed
standard, as approved by the Internet Engineering Steering Group (IESG) and the Internet
Engineering Task Force (IETF) HTTP working group.
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Requests

For more information on the criteria for being conditionally compliant, see the Hypertext
Transfer Protocol —HTTP/1.1 specification (RFC 2068) at:

http://ww.ietf.org/rfc/rfc2068.txt?nunber=2068

Requests
A request from a browser to a server includes the following information:
* Request Method, URI, and Protocol Version
* Request Headers
* Request Data

Request Method, URI, and Protocol Version

A browser can request information using a number of methods. The commonly used
methods include the following:

e GET—Requests the specified resource (such as a document or image)
*  HEAD—Requests only the header information for the document

*  POST—Requests that the server accept some data from the browser, such as form input
for a CGI program

»  PUT—Replaces the contents of a server’s document with data from the browser

Request Headers

The browser can send headers to the server. Most are optional .

The following table shows commonly used request headers.

Table E-1  Common Request Headers

Request header Description
Accept The file types the browser can accept.
Aut hori zati on Used if the browser wants to authenticate itself with a server;

information such as the username and password are included.

User - agent The name and version of the browser software.
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Responses

Table E-1  Common Request Headers (Continued)

Request header Description
Ref erer The URL of the document where the user clicked on the link.
Host The Internet host and port number of the resource being requested.

Request Data

If the browser has made a POST or PUT request, it sends data after the blank line following
the request headers. If the browser sends a GET or HEAD request, there is no data to send.

Responses
The server’s response includes the following:
*  HTTP Protocol Version, Status Code, and Reason Phrase
* Response Headers
*  Response Data

HTTP Protocol Version, Status Code, and
Reason Phrase

The server sends back a status code, which is athree-digit numeric code. The five
categories of status codes are:

* 100-199 a provisional response.

*  200-299 a successful transaction.

e 300-399 the requested resource should be retrieved from a different location.
e 400-499 an error was caused by the browser.

»  500-599 a serious error occurred in the server.

The following table shows commonly used HT TP status codes.
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Table E-2

Common HTTP Status Codes

Status code

Meaning

200
201

206
302

304

400

401

403

404

408

411

413

414
416
500

OK; request has succeeded for the method used (GET, POST, HEAD).

The request has resulted in the creation of a new resource reference by the
returned URI.

The server has sent aresponse to byte range requests.

Found. Redirection to anew URL. The original URL has moved. Thisisnot an
error; most browsers will get the new page.

Usealocal copy. If abrowser already has a page in its cache, and the page is
requested again, some browsersrelay to the application server the “last-modified”
timestamp on the browser’s cached copy. If the copy on the server is not newer
than the browser’s copy, the server returns a 304 code instead of returning the
page, reducing unnecessary network traffic. Thisis not an error.

Sent if the request is not avalid HTTP/1.0 or HTTP/1.1 request. For example
HTTP/1.1 requires ahost to be specified either in the Host header or as part of the
URI on the request line.

Unauthorized. The user requested adocument but didn’t provide avalid username
or password.

Forbidden. Access to this URL is forbidden.

Not found. The document requested isn’t on the server. This code can a so be sent
if the server has been told to protect the document by telling unauthorized people
that it doesn’t exist.

If the client starts arequest but does not compl ete it within the keep-alive timeout
configured in the server, then this response will be sent and the connection closed.
The request can be repeated with another open connection.

The client submitted a POST request with chunked-encoding, whichisof variable
length. However, the resource or application on the server requires afixed length
-acont ent - | engt h header to be present. This code tells the client to
resubmit its request with cont ent - | engt h.

Some applications cannot handle very large amounts of data, so they return this
code.

The URI islonger than the maximum the application server is willing to serve.
Data was requested outside the range of afile.

Server error. A server-related error occurred. The server administrator should
check the server log to see what happened.
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Table E-2  Common HTTP Status Codes (Continued)

Status code Meaning

503 Sent if the quality of service mechanism was enabled and bandwidth or
connection limits were attained. The server will then serve requests with that
code. For more information about quality of service, seethe Sun ONE Application
Server Performance Tuning Guide.

Response Headers

The response headers contain information about the server and the response data.

The following table shows commonly used response headers.

Table E-3  Common Response Headers

Response header Description

Server The name and version of the application server.

Dat e The current date (in Greenwich Mean Time).

Last - nodi fi ed The date when the document was last modified.

Expi res The date when the document expires.

Content-1length The length of the data that follows (in bytes).

Cont ent -type The MIME type of the following data.

WAV aut henti cat e Used during authentication and includes information that tells the

browser software what is necessary for authentication (such as
username and password).

Response Data

The server sends ablank line after the last header. It then sends the response data such as an
image or an HTML page.
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Buffered Streams

Buffered streams improve the efficiency of network /O (for example the exchange of
HTTP requests and responses) especially for dynamic content generation. Buffered streams
areimplemented as transparent NSPR 1/O layers, which means even existing NSAPI
plug-ins can use them without any change.

The buffered streams layer adds following features to the Sun ONE Application Server:

»  Enhanced keep-alive support: When the response is smaller than the buffer size, the
buffering layer generatesthe cont ent - | engt h header so that client can detect the end
of the response and re-use the connection for subsequent requests.

» Response length determination: If the buffering layer cannot determine the length of
the response, it uses HTTP 1.1 chunked encoding instead of the cont ent - | engt h
header to convey the delineation information. If the client only understands HTTP 1.0,
the server must close the connection to indicate the end of the response.

» Deferred header writing: Response headers are written out as late as possible to give
the servlets a chance to generate their own headers (for example, the session
management header set - cooki e).

» Ability to understand request entity bodies with chunked encoding: Though popular
clients do not use chunked encoding for sending POST request data, this featureis
mandatory for HTTP 1.1 compliance.

The improved connection handling and response length header generation provided by
buffered streams al so addressesthe HTTP 1.1 protocol compliance issues where absence of
the response length headers is regarded as a category 1 failure. In previous Enterprise
Server versions it was the responsibility of the dynamic content generation programs to
send the length headers. If a CGI script did not generate the cont ent - | engt h header, the
server had to close the connection to indicate the end of the response, breaking the
keep-alive mechanism. However, it is often very inconvenient to keep track of response
length in CGI scripts or servlets, and as an application platform provider, the application
server is expected to handle such low-level protocol issues.

Output buffering has been built in to the NSAPI functions that transmit data, such as

net _write (see Chapter 6, “NSAPI Function Reference”). Y ou can specify the following
Service SAF parameters that affect stream buffering, which are described in detail in
Chapter 2, “Predefined SAFs and the Request Handling Process.”

e UseQut put StreanfSi ze
e flushTiner
e ChunkedRequest Buf f er Si ze

e ChunkedRequest Ti meout
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The UseQut put St reansi ze, ChunkedRequest Buf f er Si ze, and

ChunkedRequest Ti meout parameters also have the equivalenti ni t . conf directives;
see the Sun ONE Application Server Administrator’s Configuration File Reference. The
obj . conf parametersoverridethei ni t. conf directives.

NOTE The UseQut put St r eanSi ze parameter can be set to zero in the
obj . conf fileto disable output stream buffering. For thei ni t . conf
file, setting UseQut put St r eani ze to zero has no effect.

To override the default behavior when invoking an SAF that uses one of the NSAPI
functionsnet _r ead or net buf _gr ab (see Chapter 6, “NSAPI Function Reference”), you
can specify the value of the parameter in obj . conf , for example:

Service fn="ny-service-saf" type=perf UseQutput StreantSi ze=8192
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Appendix F

Alphabetical List of Pre-defined SAFs

add-footer 84
add-header 85
append-trailer 87
assign-name 53

auth-passthrough 47

basic-auth 48

basic-ncsa 50

check-acl 63
check-passthrough 76
cindex-init 119

common-log 111
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282

define-perf-bucket 120
deny-existence 64
dns-cache-init 121

document-root 55

error-j2ee 114

find-index 65
find-links 66
find-pathinfo 67
flex-init 122
flex-log 112
flex-rotate-init 127

force-type 77

get-client-cert 67
get-sdlid 51

home-page 57
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imagemap 88
index-common 89
index-simple 91
init-cgi 128

init-clf 130

init-j2ee 131
init-passthrough 131

init-uhome 132

key-toosmall 92

list-dir 93
load-config 69
load-modules 133

make-dir 94

ntrans-j2ee 57
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perf-init 134
pfx2dir 58
pool-init 134

gos-error 116
gos-handler 52
query-handler 95

record-useragent 113
redirect 60
register-http-method 135
remove-dir 96
remove-file 97
rename-file 97

require-auth 71

send-cgi 98
send-error 115
send-file 101
send-range 103
service-dump 104

service-j2ee 105
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service-passthrough 106
set-default-type 78
set-virtual-index 72
shtml_send 109
shtml-hacktype 79
ssl-check 73

ssl-logout 74

stats-init 136

strip-params 61

thread-pool-init 137
type-by-exp 79
type-by-extension 80

unix-home 61
unix-uri-clean 75

upload-file 110
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Appendix G

Alphabetical List of NSAPI Functions

CALLOC 174
cinfo_find 174
condvar_init 175
condvar_notify 176
condvar_terminate 176
condvar_wait 177
crit_enter 177

crit_exit 178

crit_init 178

crit_terminate 179

daemon_atrestart 179

fc_close 181

and Macros
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fc_open 180
filebuf_buf2sd 181
filebuf close 182
filebuf_getc 182
filebuf_open 183
filebuf_open_nostat 183
FREE 184

func_exec 185

func_find 185

log_error 186

MALLOC 187

net_ip2host 188
net_read 188
net_write 189
netbuf buf2sd 189
netbuf _close 190
netbuf getc 190
netbuf grab 191
netbuf_open 191
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param_create 192
param_free 192
pblock_copy 193
pblock_create 193
pblock_dup 194
pblock_find 194
pblock_findval 195
pblock_free 195
pblock_nninsert 196
pblock_nvinsert 196
pblock _pb2env 197
pblock_pblock2str 197
pblock_pinsert 198
pblock_remove 198
pblock_str2pblock 199
PERM_CALLOC 200
PERM_FREE 200
PERM_MALLOC 201
PERM_REALLOC 202
PERM_STRDUP 202
prepare_nsapi_thread 203
protocol_dump822 204
protocol_set finfo 204
protocol_start_response 205
protocol_status 206
protocol_uri2url 207

protocol_uri2url_dynamic 207
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REALLOC 208
request_get vs209
request_header 209
request_stat_path 210
request_translate uri 211

session_dns 211
session_maxdns 212
shexp_casecmp 213
shexp_cmp 213
shexp_match 214
shexp_valid 215
STRDUP 215
system_errmsg 216
system_fclose 217
system_flock 217
system_fopenRO 218
system_fopenRW 218
system_fopenWA 219
system_fread 219
system_fwrite 220
system_fwrite_atomic 220
system_gmtime 221
system_localtime 222
system_lseek 222
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system_rename 223
system_ulock 223
systhread attach 224
systhread_current 224
systhread getdata 225
systhread newkey 225
systhread setdata 226
systhread sleep 226
systhread_start 226
systhread timerset 227

util_can_exec 228
util_chdir2path 228
util_cookie find 229
util_env_find 229
util_env_free 229
util_env_replace 230
util_env_str 230
util_getline 231
util_hostname 232
util_is mozilla232
util_is url 233
util_itoa 233
util_later than 233
util_sh_escape 234
util_snprintf 234
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util_sprintf 235
util_strcasecmp 236
util_strftime 236
util_strncasecmp 237
util_uri_escape 238
util_uri_is evil 238
util_uri_parse 239
util_uri_unescape 239
util_vsnprintf 240
util_vsprintf 240

vs dloc_dot 241

vs get_data241

vs get _default_httpd object 242
vs get_doc_root 242

vs get_httpd objset 243
vs get id 243

Vs _get_mime_type 244
vs_lookup_config_var 244
VS register_cb 245

Vs set data 246

vs trandate uri 246
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A

acl parameter 64
addCqilnitVars parameter 109
add-footer function 84
add-header function 85
AddLog
example of custom SAF 170
flow of control 38
function descriptions 110
requirements for SAFs 159
summary 27
alphabetical reference
NSAPI functions 173, 287
SAFs 281
API functions
CALLOC 174
cinfo_find 174
condvar_init 175
condvar_notify 176
condvar_terminate 176
condvar_wait 177
crit_enter 177
crit_exit 178
crit_init 178
crit_terminate 179
daemon_atrestart 179
dr_cache _init 267
dr_cache refresh 267
dr_net_write 269
fc_close 181
fc_net_write 271
fc_open 180

Index

filebuf_buf2sd 181
filebuf_close 182
filebuf_getc 182
filebuf_open 183
filebuf_open_nostat 183
FREE 184

func_exec 185
func_find 185
log_error 186
MALLOC 187
net_ip2host 188
net_read 188
net_write 189
netbuf_buf2sd 189
netbuf_close 190
netbuf_getc 190
netbuf_grab 191
netbuf_open 191
param_create 192
param_free 192
pblock_copy 193
pblock_create 193
pblock_dup 194
pblock_find 194
pblock_findval 195
pblock_free 195
pblock_nninsert 196
pblock_nvinsert 196
pblock_pb2env 197
pblock_pblock2str 197
pblock_pinsert 198
pblock_remove 198
pblock_str2pblock 199
PERM_CALLOC 200
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Section A

PERM_FREE 200
PERM_MALLOC 201
PERM_REALLOC 202
PERM_STRDUP 202
prepare_nsapi_thread 203
protocol_dump822 204
protocol_set_finfo 204
protocol_start_response 205
protocol_status 206
protocol_uri2url 207
protocol_uri2url_dynamic 207
REALLOC 208
request_get_vs 209
request_header 209
request_stat_path 210
request_trandate uri 211
session_dns 211
session_maxdns 212
shexp_casecmp 213
shexp_cmp 213
shexp_match 214
shexp_valid 215
STRDUP 215
system_errmsg 216
system fclose 217
system flock 217
system fopenRO 218
system_fopenRW 218
system fopenWA 219
system fread 219
system_fwrite 220
system_fwrite_atomic 220
system _gmtime 221

util_cookie find 229
util_env_find 229
util_env_free 229
util_env_replace 230
util_env_str 230
util_getline 231
util_hostname 232
util_is mozilla 232
util_is url 233
util_itoa 233
util_later_than 233
util_sh_escape 234
util_snprintf 234
util_strcasecmp 236
util_strftime 236
util_strncasecmp 237
util_uri_escape 238
util_uri_is evil 238
util_uri_parse 239
util_uri_unescape 239
util_vsnprintf 240
util_vsprintf 240
util-cookie find 229
util-sprintf 235

vs alloc_dot 241

VS get_data 241

vs get_default_httpd object 242
vs get_doc root 242
vs get_httpd_objset 243
vs get_id 243

VS get_mime_type 244
vs_lookup_config_var 244
VS register_cb 245

system_locatime 222 vs set_data 246
system |seek 222 vs trandate uri 246
system_rename 223 append-trailer function 87
system_ulock 223 assign-name function 53

systhread_attach 224
systhread_current 224
systhread_getdata 225

AUTH_TY PE environment variable 159
AUTH_USER environment variable 159

systhread_newkey 225 auth-group parameter 72
systhread_setdata 226 auth-passthrough function 47
systhread_sleep 226 AuthTrans

systhread_start 226 example of custom SAF 162
systhread_timerset 227 flow of control 31
util_can_exec 228 function descriptions 46
util_chdir2path 228 requirements for SAFs 157
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summary 25
auth-type parameter 48, 50, 72
auth-user parameter 72

B

basedir parameter 71
basic-auth function 48
basic-ncsafunction 50
bong-file parameter 64
browsers 22

bucket parameter 45
buffered streams 278
buffer-size parameter 123
built-in SAFs 43

C

cache, enabling memory allocation pool 134
cache-size parameter 122
CALLOC API function 174
case sensitivity in obj.conf 40
Cal
environment variablesin NSAPI 159
execution 128
cgistub-path parameter 129
characters, special, matching 261
charset parameter 77, 78, 80
check-acl function 63
checkFileExistence parameter 66
check-passthrough function 76
chroot parameter 99
ChunkedRequestBufferSize parameter 82
ChunkedRequestTimeout parameter 82
cindex-init function 119
cinfo NSAPI data structure 259
cinfo_find API function 174
client
field in session parameter 141

Section B

getting DNS name for 257
getting IP address for 257
requests 22

sessionsand 256

CLIENT_CERT environment variable 160
code parameter 115, 116

commentsin obj.conf 41

Common Log subsystem, initializing 130
common-log function 111

compiling custom SAFs 145

condvar_init API function 175
condvar_notify API function 176
condvar_terminate API function 176
condvar_wait API function 177
CONTENT_LENGTH environment variable 159
CONTENT_TY PE environment variable 159
core SAFs 43

crit_enter API function 177

crit_exit API function 178

crit_init APl function 178

crit_terminate API function 179

csd field in session parameter 141

custom
SAFs, creating 139
server-side HTML tags 254

D

daemon_atrestart API function 179
data structures, NSAPI reference 255
dbm parameter 50
define-perf-bucket function 120
deny-existence function 64
descend parameter 71
description parameter 121
dir parameter 58, 66, 99
directives

init.conf 117

obj.conf 43

order of 39

SAF behavior for 156

Index
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Section E

summary for obj.conf 25
syntax in obj.conf 25

disable parameter 66, 134, 135
disable-types parameter 70

DNS names, getting from clients 257
dns-cache-init function 121
document-root function 55
dorequest parameter 68

dotdirok parameter 75

dr_cache _init API function 267
dr_cache refresh API function 267
dr_net_write API function 269
dynamic link library, loading 133

E

enc parameter 77, 78, 80
environment variables
and init-cgi function 128
CGI to NSAPI conversion 159
env-variable parameter 129
Error directive
flow of control 39
function descriptions 114
requirements for SAFs 159
summary 27
error-j2ee function 114
errors
finding most recent system error 216
sending customized messages 115, 116
escape parameter 60
examples
location in the build 162
of custom SAFs (plug-ins) 161
quality of service 171
wildcard patterns 262
exec-hack parameter 79
exp parameter 80
expire parameter 122

F
fancy indexing 119
fc_close API function 181
fc_net_write API function 271
fc_open API function 180
file descriptor
closing 217
locking 217
opening read-only 218
opening read-write 218
opening write-append 219
reading into a buffer 219
unlocking 223
writing from a buffer 220
writing without interruption 220
file1/O routines 153
file name extensions, object type 34
file parameter 70, 84, 86
filebuf_buf2sd API function 181
filebuf_close API function 182
filebuf_getc API function 182
filebuf_open API function 183
filebuf_open_nostat API function 183
find-index function 65
find-links function 66
find-pathinfo function 67
find-pathinfo-forward parameter 54, 59
flexible logging 122
flex-init function 122
flex-log function 112
flex-rotate-init function 127
flow of control 31
flushTimer parameter 82

fn argument
in directivesin obj.conf 25

force-type function 77
example 35

format parameter 120
format.logfileName parameter 123
formats, time 263

forward slashes 41

FREE API function 184
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free-size parameter 135
from parameter 54, 58, 60, 62, 73
func_exec API function 185
func_find API function 185
funcs parameter 133, 148
functions

NSAPI reference 173

pre-defined SAFs 43

see also SAFs

G

-G option 147

GATEWAY _INTERFACE environment variable 159
get-client-cert function 67

get-sslid function 51

GMT time, getting thread-safe value 221

group parameter 99

groupdb parameter 49

groupfn parameter 49

grpfile parameter 50

H

hard links, finding 66
header files
nsapi.h 145, 255
shtml_public.h 250
header parameter 90
headers 22
field in request parameter 142
home-page function 57
HOST environment variable 160
HTML tags, server-parsed commands 249
HTTP 22,273
compliance with 1.1 273
registering methods 135
requests 274
responses 275
HTTP_* environment variable 160

Section G

HTTPS environment variable 160
HTTPS_KEY SIZE environment variable 160
HTTPS_SECRETKEY SIZE environment variable 160

HyperText Transfer Protocol
see HTTP

icon-uri parameter 120
ignore parameter 120
imagemap function 88
include directory for SAFs 145
index-common function 89
indexing, fancy 119
index-names parameter 65
index-simple function 91
Init

function descriptions 117

requirements for SAFs 156
init.conf 117

directivesin 117
init-cgi function 128
init-clf function 130
initializing

for CGI 128

global settings 117

plug-ins 148

SAFs 148
init-j2ee function 131
init-passthrough function 131
init-uhome function 132
IP address, getting from client 257
iponly parameter 111, 112

J

J2EE interoperability limitations 13

Index 297



Section K

K

key-toosmall function 92

L

lang parameter 77, 78, 80
Latelnit parameter 118, 131
line continuation 41
linking custom SAFs 145
list-dir function 93
load-config function 69
loading
custom SAFs 148
custom server-side HTML tag 254
plug-ins 148
SAFs 148
load-modules function 133, 254
example 148
localtime, getting thread-safe value 222
log file
analyzer for 111, 112
format 124
log_error API function 186
logFileName parameter 123, 130
logging
cookies 124
flexible 122
rotating logs 127

M

make-dir function 94
Makefilefile 147

MALLOC API function 187
matching special characters 261
memory allocation 134

memory management routines 152
method parameter 68, 82

N

name attribute
in obj.conf objects 28, 29

name parameter
assign-name function 54
common-log function 111
define-perf-bucket function 121
flex-log function 112
pfx2dir function 58
unix-home function 62
NameTrans
example of custom SAF 164
flow of control 31
function descriptions 53
requirements for SAFs 157
summary 26
native thread pools, defining in obj.conf 137
net_ip2host API function 188
net_read API function 188
net_write API function 189, 250
netbuf_buf2sd API function 189
netbuf_close API function 190
netbuf_getc API function 190
netbuf_grab API function 191
netbuf_open API function 191
network 1/0 routines 153
nice parameter 100
nocache parameter 102
nostat parameter 55
NSAPI
alphabetical function reference 173, 287
CGlI environment variables 159
data structures reference 255
functions, overview 151
nsapi.h
location 145
overview of data structures 255
NSIntAbsFilePath parameter 84, 86
ntrans-base 54, 55, 59
ntrans-j2ee function 57
num-buffers parameter 123
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O

obj.conf

adding directives for new SAFs 149

and virtual servers 21
case sensitivity 40
comments 41
directive syntax 25
directives 43
directives summary 25
flow of control 31
OBJECT tag 28
parameters for directives 40
processing other objects 32
server instructions 24
syntax rules 39
OBJECT tag
name attribute 28, 29
ppath attribute 28
object type
forcing 35
setting by file extension 34
objects, processing non-default 32
ObjectType
example of custom SAF 166
flow of control 34
function descriptions 75
requirements for SAFs 158
summary 26
opts parameter 119
order of directivesin obj.conf 39

P

param_create API function 192
param_free API function 192
parameter block
manipulation routines 152
SAF parameter 141
parameters for SAFs 40, 140
path name 41
path parameter
check-acl function 64
deny-existence function 64

Section O

home-page function 57

query-handler function 95

require-auth function 72

send-error function 115
PATH_INFO environment variable 160
PATH_TRANSLATED environment variable 160
PathCheck

example of custom SAF 165

flow of control 33

function descriptions 62

requirements for SAFs 158

summary 26

patterns 261
pb SAF parameter 141
pb_entry NSAPI data structure 257
pb_param NSAPI data structure 257
pblock

NSAPI data structure 257

see also parameter block
pblock_copy API function 193
pblock_create API function 193
pblock_dup API function 194
pblock_find API function 194
pblock_findval API function 195
pblock_free API function 195
pblock_nninsert API function 196
pblock_nvinsert API function 196
pblock_pb2env API function 197
pblock_pblock2str API function 197
pblock_pinsert APl function 198
pblock_remove API function 198
pblock_str2pblock API function 199
perf-init function 134
PERM_CALLOC API function 200
PERM_FREE API function 200
PERM_MALLOC API function 201
PERM_REALLOC API function 202
PERM_STRDUP API function 202
pfx2dir function 58

example 32
plug-ins

creating 139

example of new plug-ins 161

Index
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Section Q

instructing the server to use 149
loading and initializing 148
pool-init function 134

ppath attribute
in obj.conf objects 28, 29

predefined SAFs 43
prepare_nsapi_thread API function 203
processing non-default objects 32
profiling parameter 137

protocol utility routines 152
protocol_dump822 API function 204
protocol_set_finfo API function 204
protocol_start_response API function 205
protocol_status API function 206
protocol_uri2url API function 207
protocol_uri2url_dynamic API function 207
pwfile parameter 62, 132

Q

gos.cfile 172

gos-error function 116

gos-handler function 52

quality of service 277

quality of service example code 171
QUERY environment variable 160

query parameter 82

QUERY _STRING environment variable 160
query-handler function 95

quotes 40

R

readme parameter 90
REALLOC API function 208
realm parameter 72

reason parameter 115
record-useragent function 113
redirect function 60

reference

NSAPI data structures 255

NSAPI functions 173

SAFs 43, 117
register-http-method function 135
relink_36pluginfile 148
REMOTE_ADDR environment variable 160
REMOTE_HOST environment variable 160
REMOTE_IDENT environment variable 160
REMOTE_USER environment variable 160
remove-dir function 96
remove-file function 97
rename-file function 97
REQ_ABORTED

init-class function failure 118

response code 143
REQ EXIT

response code 143
REQ _NOACTION

response code 143
REQ_PROCEED

response code 143
regpb field in request parameter 142
request

how server handles 22

HTTP 274

methods 22

NSAPI data structure 258

SAF parameter 142

stepsin handling 24
request_get_vs API function 209
request_header API function 209

REQUEST_METHOD environment variable 160

request_stat_path API function 210
request_translate_uri API function 211
request-handling process

flow of control 31

steps 24
request-response process

see request-handling process
require parameter 68
require-auth function 71
responses, HTTP 275
result codes 143
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results caching plug-in 265

return codes
REQ_ABORTED 250
REQ_EXIT 250
REQ_NOACTION 250
REQ_PROCEED 250

rlimit_as parameter 99
rlimit_core parameter 99
rlimit_nofile parameter 100
root parameter 56
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srvhdrs field in request parameter 142
ssl-check function 73

sdl-logout function 74

stat NSAPI data structure 258
stats-init function 136
STRDUP API function 215
streams, buffered 278

string, creating acopy of 215
strip-params function 61
subdir parameter 62

Sun customer support 20
symbolic links, finding 66
syntax

directivesin obj.conf 25
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for customized server-sidetag 249
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