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About this Guide

This preface describes the contents of Sun Java™ System Application Server 7
Getting Started Guide.

This preface addresses the following topics:
= What’s In This Guide

= Using the Documentation

< How This Guide is Organized

< Documentation Conventions

= Contacting Sun

What's In This Guide

This Getting Started Guide is intended for first-time users of the Sun Java System
Application Server. It offers a brief, hands-on means of gaining familiarity with
Sun Java System Application Server, Enterprise Edition features, with an emphasis
on demonstrating the load balancing and HTTP session persistence features. Prior
application server and development experience are not prerequisites for the
exercises in this guide, though you must install the server using Sun Java System
Application Server Installation Guide before starting.

The guide first introduces you to the Sun Java System Application Server,
including a brief overview of the clustering, load balancing, and session
persistence features. Next, it steps you through the configuration of an
environment for running the sample application in the exercises. It shows you how
to deploy a sample application to demonstrate and verify load balancing and
session persistence. It contains a list of further areas of investigation, and references
to where to find more information.



Using the Documentation

Using the Documentation

The Sun Java System Application Server Standard and Enterprise Edition manuals
are available as online files in Portable Document Format (PDF) and Hypertext

Markup Language (HTML).

The following table lists tasks and concepts described in the Sun Java System
Application Server manuals. The manuals marked (updated for 7 2004Q2) have been
updated for the Sun Java System Application Server Standard and Enterprise
Edition 7 2004Q2 release. The manuals not marked in this way have not been

updated since the version 7 Enterprise Edition release.

Table 1  SunJava System Application Server Documentation Roadmap

For information about

See the following

(Updated for 7 2004Q2) Late-breaking information about the software and the
documentation. Includes a comprehensive, table-based summary of supported
hardware, operating system, JDK, and JDBC/RDBMS.

Sun Java System Application Server 7 overview, including the features available
with each product edition.

Diagrams and descriptions of server architecture and the benefits of the Sun Java
System Application Server architectural approach.

New enterprise, developer, and operational features of Sun Java System Application
Server 7.

How to get started with the Sun Java System Application Server product. Includes a
sample application tutorial.

(Updated for 7 2004Q2) Installing the Sun Java System Application Server Standard
Edition and Enterprise Edition software and its components, such as sample
applications and the Administration interface. For the Enterprise Edition software,
instructions are provided for implementing the high-availability configuration.

(Updated for 7 2004Q2) Evaluating your system needs and enterprise to ensure that
you deploy Sun Java System Application Server in a manner that best suits your
site. General issues and concerns that you must be aware of when deploying an
application server are also discussed.

Best practices for HTTP session availability that application architects and
developers can use.

Creating and implementing Java™ 2 Platform, Enterprise Edition (J2EE™ platform)
applications intended to run on the Sun Java System Application Server that follow
the open Java standards model for J2EE components such as servlets, Enterprise
JavaBeans™ (EJBs™), and JavaServer Pages™ (JSPs™). Includes general
information about application design, developer tools, security, assembly,
deployment, debugging, and creating lifecycle modules. A comprehensive Sun Java
System Application Server glossary is included.

Release Notes

Product Overview

Server Architecture

What’s New

Getting Started Guide

Installation Guide

System Deployment Guide

Application Design Guidelines
for Storing Session State

Developer’s Guide
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Table 1

Using the Documentation

Sun Java System Application Server Documentation Roadmap (Continued)

For information about

See the following

Creating and implementing J2EE web applications that follow the Java™ Servlet
and JavaServer Pages (JSP) specifications on the Sun Java System Application
Server. Discusses web application programming concepts and tasks, and provides
sample code, implementation tips, and reference material. Topics include results
caching, JSP precompilation, session management, security, deployment, SHTML,
and CGl.

(Updated for 7 2004Q2) Creating and implementing J2EE applications that follow
the open Java standards model for enterprise beans on the Sun Java System
Application Server. Discusses Enterprise JavaBeans (EJB) programming concepts
and tasks, and provides sample code, implementation tips, and reference material.
Topics include container-managed persistence, read-only beans, and the XML and
DTD files associated with enterprise beans.

(Updated for 7 2004Q2) Creating Application Client Container (ACC) clients that
access J2EE applications on the Sun Java System Application Server.

Creating web services in the Sun Java System Application Server environment.

Java™ Database Connectivity (JDBC™), transaction, Java Naming and Directory
Interface™ (JNDI), Java™ Message Service (JMS), and JavaMail™ APIs.

Creating custom NSAPI plug-ins.

(Updated for 7 2004Q2) Information and instructions on the configuration,
management, and deployment of the Sun Java System Application Server
subsystems and components, from both the Administration interface and the
command-line interface. Topics include cluster management, the high-availability
database, load balancing, and session persistence. A comprehensive Sun Java
System Application Server glossary is included.

Editing Sun Java System Application Server configuration files, such as the
server. xm file.

Configuring and administering security for the Sun Java System Application Server
operational environment. Includes information on general security, certificates, and
SSL/TLS encryption. HTTP server-based security is also addressed.

Configuring and administering service provider implementation for J2EE™
Connector Architecture (CA) connectors for the Sun Java System Application
Server. Topics include the Administration Tool, Pooling Monitor, deploying a JCA
connector, and sample connectors and sample applications.

(Updated for 7 2004Q2) Migrating your applications to the new Sun Java System
Application Server programming model, specifically from iPlanet Application Server
6.x and Sun ONE Application Server 7.0. Includes a sample migration.

(Updated for 7 2004Q2) How and why to tune your Sun Java System Application
Server to improve performance.

Developer’s Guide to Web
Applications

Developer’s Guide to Enterprise
JavaBeans Technology

Developer’s Guide to Clients

Developer’s Guide to Web
Services

Developer’s Guide to J2EE
Services and APIs

Developer’s Guide to NSAPI

Administration Guide

Administrator’s Configuration
File Reference

Administrator’s Guide to
Security

J2EE CA Service Provider
Implementation Administrator’s
Guide

Migrating and Redeploying
Server Applications Guide

Performance Tuning Guide
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How This Guide is Organized

Table 1

Sun Java System Application Server Documentation Roadmap (Continued)

For information about

See the following

(Updated for 7 2004Q2) Information on solving Sun Java System Application Server  Troubleshooting Guide
problems.

(Updated for 7 2004Q2) Information on solving Sun Java System Application Server  Error Message Reference
error messages.

(Updated for 7 2004Q2) Utility commands available with the Sun Java System Utility Reference Manual
Application Server; written in manpage style.

Using Sun Java System Message Queue 3.5 SP1 software. Sun Java System Message

Queue documentation at:

http: //docs. sun. con db?p=pr od
/s1. slnsgqu

How This Guide is Organized

This guide provides a Sun Java System Application Server overview of Enterprise
Edition features for those new to Sun Java System Application Server.

10

The following chapters are included in this guide;

Chapter 1, “Introduction to Sun Java System Application Server 7, Enterprise
Edition” provides an overview of the product, including a brief introduction to
clustering, load balancing, HTTP session persistence, and the high-availability
database.

Chapter 3, “Enterprise Features Configuration Tutorial” contains a list of task
to do before starting the tutorials, a summary of steps to configure your server
to use Enterprise features, and a tutorial on configuring your server to use
clusters and HTTP session failover.

Chapter 2, “Clustering Scenarios” contains procedures to configure HTTP and
RMI/I10OP load balancing and failover.

Chapter 4, “Cluster JSP Sample Application Tutorial” describes the Cluster JSP
application, how to deploy it to a cluster, and how to run it. It describes how
you can use this application to verify load balancing and HTTP session
persistence.

Chapter 5, “Summary and Next Steps” describes the tasks you’ve completed in
this guide and the next steps to take in working with the product.

Finally, an Index is provided.

Application Server 7 2004Q2 « Enterprise Edition Getting Started Guide
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Documentation Conventions

Documentation Conventions

This section describes the types of conventions used throughout this guide:

General Conventions

Conventions Referring to Directories

General Conventions

The following general conventions are used in this guide:

File and directory paths are given in UNIX® format (with forward slashes
separating directory names). For Windows versions, the directory paths are the
same, except that backslashes are used to separate directories.

URLs are given in the format:
http://server.domain/path/file. htm

In these URLSs, server is the server name where applications are run; domain is
your Internet domain name; path is the server’s directory structure; and file is
an individual filename. Italic items in URLs are placeholders.

Font conventions include:

o The nonospace font is used for sample code and code listings, APl and
language elements (such as function names and class names), file names,
pathnames, directory names, and HTML tags.

o Italic type is used for code variables.

o Italic type is also used for book titles, emphasis, variables and placeholders,
and words used in the literal sense.

v Boldtype is used as either a paragraph lead-in or to indicate words used in
the literal sense.

Installation root directories for most platforms are indicated by install_dir in
this document. Exceptions are noted in “Conventions Referring to Directories”
on page 12.

By default, the location of install_dir on most platforms is:
o Solaris and Linux file-based installations:

user’s home directory/ sun/ appser ver 7

o Windows, all installations:

About this Guide 11



Contacting Sun

system drive: \ Sun\ AppSer ver 7

For the platforms listed above, default_config_dir and install_config_dir are
identical to install_dir. See “Conventions Referring to Directories” on page 12
for exceptions and additional information.

= Instance root directories are indicated by instance_dir in this document, which
is an abbreviation for the following:

default_config_dir/ domai ns/ domain/ instance

= UNIX-specific descriptions throughout this manual apply to the Linux
operating system as well, except where Linux is specifically mentioned.

Conventions Referring to Directories

By default, when using the Solaris package-based or Linux RPM-based installation,
the application server files are spread across several root directories. This guide
uses the following document conventions to correspond to the various default
installation directories provided:

o install_dir refersto/ opt/ SU\Wappser ver 7, which contains the static portion of
the installation image. All utilities, executables, and libraries that make up
the application server reside in this location.

o default_config_dir refers to / var/ opt/ SUNWappser ver 7/ domai ns, which is the
default location for any domains that are created.

o install_config_dir refers to / et c/ opt / SUNWappser ver 7/ conf i g, which contains
installation-wide configuration information such as licenses and the
master list of administrative domains configured for this installation.

NOTE Forte for Java has been renamed to Sun Java Studio throughout this
manual.

Contacting Sun
You might want to contact Sun Microsystems in order to:
= Give Us Feedback
e Obtain Training

= Contact Product Support

12 Application Server 7 2004Q2 « Enterprise Edition Getting Started Guide



Contacting Sun

Give Us Feedback

If you have general feedback on the product or documentation, please send this to
appser ver - f eedback@un. com

Obtain Training

Application Server training courses are available at:
http://traini ng. sun. comi US cat al og/ ent er pri se/ web_appl i cation. ht ni/

Visit this site often for new course availability on the Sun Java System Application
Server.

Contact Product Support

If you have problems with your system, contact customer support using one of the
following mechanisms:

« The online support web site at:
ht t p: // waw: sun. cond suppor trai ni ng/
= The telephone dispatch number associated with your maintenance contract

Please have the following information available prior to contacting support. This
helps to ensure that our support staff can best assist you in resolving problems:

= Description of the problem, including the situation where the problem occurs
and its impact on your operation

= Machine type, operating system version, and product version, including any
patches and other software that might be affecting the problem. Here are some
of the commonly used commands:

o Solaris: pkgi nfo, show ev

o Linux: rpm

o All: asadnin version --verbose
= Detailed steps on the methods you have used to reproduce the problem
< Any error logs or core dumps

< Configuration files such as:

About this Guide 13
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Contacting Sun

o instance_dir/ confi g/ server. xn

o aweb application’s web. xm file,
when a web application is involved in the problem

= Foran application, whether the problem appears when it is running in a cluster
or standalone

14  Application Server 7 2004Q2 « Enterprise Edition Getting Started Guide



Chapter 1

Introduction to Sun Java System
Application Server 7, Enterprise
Edition

The following topics are included in this chapter:
= About Sun Java System Application Server
= About Enterprise Edition Features

= Tools for Configuring and Administering the Application Server

About Sun Java System Application Server

The Sun Java™ System Application Server 7, Enterprise Edition provides a
high-performance Java™ 2 Platform, Enterprise Edition (J2EE™) platform suitable
for broad deployment of application services and web services. It offers a new
modular architecture based on industry standard components, including proven
implementations of the HTTP server infrastructure, Java Message Service (JMS),
and rigorous support of the latest J2EE and web services specifications with J2EE
version 1.3, Java 2 Platform, Standard Edition version 1.4, and the Java APIs for
XML (JAX) from the Java Web Services Developer Pack software.

In addition, Sun Java System Application Server offers load balancing of HTTP/S
and RMI/IIOP requests, and high availability of remote EJB references and HTTP
sessions. For a comOplete list of features, see the Sun Java System Application Server
Product Introduction.

This section describes the following topics:

= About Application Server Instances

15



About Sun Java System Application Server

16

e About Administrative Domains

About Application Server Instances

Application server instances form the basis of an application server deployment.
Each instance has its own directory structure, configuration, and deployed
applications. Each server instance also includes the J2EE platform web and EJB
containers. The Sun Java System Application Server also includes a proven,
high-performance HTTP server. An Object Request Broker (ORB) module enables
EJB invocation using RMI-I10P.

To access backend systems, applications can leverage J2EE connector architecture
support and third-party resource adapters, either the built-in JMS provider or
third-party providers, and any combination of popular third-party JDBC drivers.
Access to backend systems can be managed within the scope of distributed
transactions using the built-in, all-Java Transaction Manager.

The Admin Server (also called the Administration Server) is a special server
instance that runs the core administration application and an SNMP agent. All
remote management activity flows through the Admin Server. Both command-line
and web-browser -based administrative clients access the Admin Server directly
either through HTTP, or securely through HTTPS.

Web server plug-ins (such as the load balancer plug-in) enable you to deploy the
Application Server behind one or more web servers housed in a demilitarized zone
(DM2Z) that is bracketed by one or more layers of firewalls. The plug-ins provide a
means for the front-end web server tier to direct incoming HTTP and HTTPS traffic
received from the Internet to one or more Application Servers housed in a
back-end application server tier.

A variety of client applications can access business services deployed to the
Application Server. Web service clients and browser-based clients can use either
HTTP or HTTPS to access the web services, server-side end points, and J2EE web
applications.

Figure 1-1 shows an application server instance in detail. The application server
instance is a building block in the clustering, load balancing, and session
persistence features described in “About Enterprise Edition Features” on page 18.

Application Server 7 2004Q2 « Enterprise Edition Getting Started Guide



About Sun Java System Application Server

Figure 1-1 Sun Java System Application Server Instance
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About Enterprise Edition Features

About Administrative Domains

Administrative domains enable you to define multiple, completely separate
application server runtime configurations that reuse the same installation image.
Each administrative domain has an Admin Server which in turn controls one or
more application server instances. Figure 1-1 shows a single administrative
domain.

In the tutorials, you will be working with a single administrative domain
configured during installation of the product, as well as multiple server instances
in a cluster.

About Enterprise Edition Features

18

Sun Java System Application Server Enterprise Edition 7 2004Q2 provides
advanced clustering and failover technologies. These features enable you to run
scalable and highly available J2EE applications.

This guide shows you how to use the Enterprise Edition features described in the
following sections:

e Clustering
= Session Persistence

= High-Availability Database

Clustering

A cluster is a group of application server instances that work together as one
logical entity. Each Application Server instance in the cluster has the same
configuration and the same applications deployed to it. For a detailed description
of an Application Server cluster, see Chapter 2, “Clustering Scenarios” on page 29.

The Application Server instances within a cluster can be hosted on different
machines or on the same machine. That is, you can group application server
instances across different machines into one logical cluster. For this guide, the
default configuration is for two instances on the same machine.

For more information about clustering, see the Sun Java System Application Server
Administration Guide.

Application Server 7 2004Q2 « Enterprise Edition Getting Started Guide



About Enterprise Edition Features

Using clusters in Sun Java System Application Server helps you to achieve the
following:

= High Availability
= Scalability

= Load Balancing

High Availability

Sun Java System Application Server provides high availability by allowing for
failover protection of Application Server instances in a cluster. If one application
server instance goes down, another Application Server instance will take over the
sessions that were assigned to the unavailable server.

Session information is stored in the high-availability database (HADB) that is
bundled with Sun Java System Application Server Enterprise Edition. For more
information on the HADB, see “High-Availability Database” on page 26.

Sun Java System Application Server provides failover support for the following:
e HTTP/S Sessions

= EJB References Within HTTP Sessions

= Remote References of EJB and JNDI I ni ti al Cont ext over RMIZIIOP

= JMS connections

HTTP/S Sessions

The load balancer plug-in fails over HTTP/S connections and the associated
session information to another Application Server instance if the original
Application Server instance serving the session becomes unavailable. Session
information is stored in the HADB, when high availability is enabled.

The load balancing plug-in keeps track of HTTP/S sessions through the following
two methods:

< Cookies
< Explicit URL rewriting

Cluster configuration should be created in the | oadbal ancer. xm file. This file has
to be created manually, based on the | oadbal ancer. xm . exanpl e file that is
installed along with the load balancer plug-in. By default, the example
configuration file is located in your web server’s confi g directory.
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For more information on configuring high availability of HTTP/S sessions, see
Chapter 4, “Cluster JSP Sample Application Tutorial” on page 55.

EJB References Within HTTP Sessions

Failover of EJB references and J2EE objects that implement the

java.io. Serial i zabl e interface that are stored in HTTP Sessions is supported. For
more information, see “Configuring Session Persistence” in Sun Java System
Application Server Administration Guide.

Remote References of EJB and JNDI | ni ti al Cont ext over RMI/IIOP

To enable high availability for RMIZ1IOP applications, you need to configure an
I1OP cluster with designated 11OP endpoints. The ORB listeners that will be part of
the 1IOP cluster, are called as IIOP endpoints. IIOP endpoints are configured using
the Admin Console or CLI.

When a request is received along the RMI/I1OP path, one of the available I1OP
endpoints in the cluster is selected randomly by the Application Server as the
primary endpoint. The other 11OP endpoints in the cluster are then designated as
alternate endpoints.

If the primary endpoint becomes unavailable, the remote reference associated with
the connection is failed over to one of the alternate endpoints.

An 1IOP cluster can be configured using either the Admin Console or CLI. The
changes are registered in the Application Server configuration file, server. xn . For
a detailed description, see “RMI/IIOP Clustering Scenario” on page 31.

NOTE The HOP and HTTP clusters must be made up of the same
Application Server instances.

JMS connections

JMS connection failover is provided by Sun Java System Message Queue Enterprise
Edition 3.5 SP1.

Scalability

Sun Java System Application Server provides high scalability for your J2EE
applications by allowing for the addition of Application Server instances to a
cluster, thus increasing the capacity of the system. You can add Application Server
instances to a cluster without disrupting service.
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The HTTP and RMI/110P load balancing system distributes requests to healthy
Application Server instances in the cluster.

Load Balancing

The goal of load balancing is to evenly distribute the workload among multiple
Sun Java System Application Server instances. Load balancing can be configured
for application requests along HTTP/S and RMI/110OP path.

This section discusses the following topics:
e HTTP Load Balancing
< RMI/IIOP Load Balancing

HTTP Load Balancing

Sun Java System Application Server distributes incoming HTTP and HTTPS
requests to Application Server instances that are configured in a cluster. Load
balancing is accomplished by the bundled load balancer plug-in that is installed on
a supported web server.

When a new HTTP request is sent to the load balancer plug-in, the request is
forwarded to an Application Server instance based on a simple round robin
scheme. Subsequent requests, with the same context-root, is assigned to the
Application Server instance that initially serviced the request, based on cookies or
explicit URL rewriting.

To configure HTTP load balancing and failover, you need to specify the
Application Server cluster to the load balancing plug-in. The configuration changes
must be made in the | oadbal ancer. xni file. For more information on the load
balancer configuration file, see “Creating the loadbalancer.xml File” on page 45.

You can either use the load balancer plug-in supplied with the Sun Java System
Application Server, or you can use various third party hardware and software load
balancers. This guide describes the bundled HTTP load balancer plug-in. For more
information about load balancing, see the Sun Java System Application Server
Administration Guide.

RMI/IIOP Load Balancing

Sun Java System Application Server, Enterprise Edition 7 provides load balancing
of remote EJB references on the RMI/1IOP path, based on the JNDI InitialContext.
A new target Application Server instance is selected, from among the configured
IOP cluster, for every new JNDI InitialContext initiated.
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To enable load balancing for RMI/11OP based requests, a few, minor code changes
are required in the RMI/IIOP client application to enable load balancing. The
bundled ORB provides the necessary infrastructure for load balancing.

Load balancing is supported for the following RMI/ZIIOP clients.

= Javaapplications executing in the Application Client Container (ACC)
accessing EJBs deployed on an Application Server instance.

= Javaapplications, not running in the ACC, accessing EJBs deployed on an
Application Server instance.

The settings for enabling load balancing in RMI/ZIIOP clients varies depending on
the type of client. For an example configuration, see “RMI/ZIIOP Clustering
Scenario” on page 31. For detailed information on setting up various RMI/I10P
clients, see Sun Java System Application Server Developer’s Guide to Clients.

Session Persistence

Session persistence ensures that if a Sun Java System Application Server instance
or machine fails, the HTTP/S or EJB session will be picked up by another server
instance. Sun Java System Application Sever supports persistence of the following:

e HTTP sessions
= EJB references within HTTP sessions
= Stateful Session Beans (SFSB)

The high-availability database (HADB), bundled with the Sun Java System
Application Server, functions as the persistence store. For more information on the
high-availability database, see “High-Availability Database” on page 26.

This section contains the following topics:

= About Session Persistence Types

= About Session Persistence Configuration
= About Single Sign-on Session Information

« About SFSB Checkpointing

About Session Persistence Types

Sun Java System Application Server supports three types of persistence: ha, fil e,
and nenory.
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The ha (high availability) persistence type stores the session information in the
HADB. The ha persistence type is supported for production environments that
require failover capabilities.

Use the Administration interface to choose the HADB persistence store. Follow
these steps to set the HADB as your persistence store:

a.
b.

C.

j

Open the Availability Service component under your server instance.
Go to the Availability Service page.

Check the Instance Level Availability box.

Click on the Save button.

Click Properties under Persistence Store Properties.

In the Name field, type st or e- pool - j ndi - nane.

In the Value field, type the JNDI name of the HADB JDBC Resource. The
assumed default is j dbc/ hast or e.

Click on the Save button.
Go to the server instance page.

Apply Changes and restart the server.

The element hierarchy in the server. xni file looks like the following when the
HADB is configured:

<server name="serverl" ... >

<avail abi lity-service avail ability-enabl ed="true">

<per si st ence- st ore>
<property name="store-pool -jndi -nane" val ue="j dbc/ hastore"/>

</ per si st ence- st or e>

</avail ability-service>

</ server>

For information about how to configure the HADB persistence store, see the
Administration Guide.
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= Thefil e persistence type stores session information periodically to files, but
you may experience loss of data when an instance becomes unavailable. The
fil e persistence type is not supported for production environments that
require failover capabilities; however it is sometimes used in development
environments for testing applications.

The sessi on- st or e attribute in the server. xm file determines where the SFSB
state is stored if the local file system is used for SFSB state persistence. For
example:

<server name="serverl" ... session-store="/export/sfshstore">

= The nenory persistence type stores session information in a file in cases of
graceful shutdown of the server instance. It does not store session information
for unexpected shutdown. The nenory persistence type is not supported for
production environments that require failover capabilities.

The ha session persistence is the only type covered in the exercises in this guide.
For more information on configuring and using the other types of session
persistence, see the Sun Java System Application Server Administration Guide.

About Session Persistence Configuration

When you install the Sun Java System Application Server and run the cl set up
command, your session persistence information is configured to default values.
However, you can change the default values to balance your particular needs for
performance, reliability, and high availability. These options are described in the
following two topics:

= Setting the Persistence Scope
= Setting the Persistence Frequency

Setting the Persistence Scope

If you are using HADB as the persistence store, you must set the persistence scope
to configure the amount of session state that should be stored. For example, every
time your data is saved, or store the entire session, or store the session only if the
session has been modified. You can also configure the persistence setting so that
only the modified attributes of the session are stored.

The following three options are available:
modified-session The session is saved only if it has been modified.

session  The entire session is saved every time session state is saved to the
HADB.
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modified-attribute  Only the modified attributes of the session are saved.

Setting the Persistence Frequency

If you are using HADB to store session state, you can configure the frequency at
which the session state is stored in the HADB database. For example, you can
choose to store the session after every web request, thus providing high availability
and reliability of updated session states, or you can choose to store the session after
a time interval you specify, thus providing better performance.

The following two options are available:

web-method In the web- met hod persistence frequency, the session is stored at the
end of every web request.

time-based In the ti ne- based persistence frequency, the session state is stored at
time intervals defined in the reapl nt erval Seconds property of the

manager - proper ti es element in the server. xn file (for instance-level configuration)
or in the sun-web. xni file (for application-level configuration).

NOTE You can choose the persistence frequency for only the ha persistence
type.

For more information about the various configuration options for session
persistence, see “Configuring Session Persistence,” in Sun Java System Application
Server Administration Guide.

About Single Sign-on Session Information

In a single application server instance, once you are authenticated by a web
application, you are not required to reauthenticate individually to other web
applications running on the same instance. This is called single sign-on.

In order for this feature to continue to work even when a session fails over to
another instance in a cluster, single sign-on information must be persisted to the
HADB. This persistence is enabled when you enable high availability for the
Application Server instance and the following property is added to the

virtual - server element in server. xm :

<property nane="sso-enabl ed” val ue="true"/>

High-availability is automatically configured when you run the cl set up
command.
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About SFSB Checkpointing

The state of an SFSB is saved to the persistent store at predefined points in its life
cycle.

SFSB checkpointing can be enabled at five different levels:
= The server instance

= The EJB container

= The application

= The EJB module

= The SFSB itself

For SFSB checkpointing to be enabled at a given level, it must be enabled at all
higher levels as well. For example, to enable SFSB checkpointing at the application
level, you must also enable it at the server instance and EJB container levels.

For more information on how to configure SFSB checkpointing, see Sun Java System
Application Server 7 Developer’s Guide to Enterprise JavaBeans Technology.

High-Availability Database

The high-availability database (HADB) is used to store HTTP and SFSB session
information. High availability means that the system remains available despite
unplanned outages caused by hardware or software failures. The HADB, a
JDBC-compliant database, is based on the Always-On technology and is capable of
exceeding 99.999% data availability, offering an ideal platform for delivering all
types of session state persistence within a highly-loaded enterprise application
server environment.

The HADB achieves this data availability through fragmentation and replication of
data. All tables in the database are partitioned to create subsets of approximately
the same size called fragments. This process of fragmentation is based on a hash
function that fragments and evenly distributes the data among the database’s
nodes. Each fragment is stored twice in the database, in mirror nodes. This ensures
fault tolerance and fast recovery of data. In addition, if a node fails or is shut down,
a spare node can take over until the node is active again.

The HADB stores and retrieves all state information in a separate but
tightly-integrated persistent storage tier. For more information on setting up and
configuring the HADB, see “Preparing for HADB Setup” in Sun Java System
Application Server Installation Guide.
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Tools for Configuring and Administering the
Application Server

Sun Java System Application Server provides the following tools for configuring
and administering the Sun Java System Application Server. You can use these tools
to start and stop the server, as well as perform various other functions. Detailed
steps for using some of these tools to perform specific configuration tasks are
included in the tutorials.

The asadmin utility. The asadni n utility is a command-line interface that you
can use to perform administrative tasks on a single application server instance
or administrative domain.

For more information on asadmi n, see “Appendix A, Using the Command Line
Interface” in Sun Java System Application Server Administration Guide.

The cladmin command. The cl adm n command runs certain asadni n
commands simultaneously on all application server instances in a cluster.
Using the cladmin command assures you that all instances in the cluster are
being configured identically, so you should use cl adm n, rather than asadni n,
whenever possible. Not all asadm n commands are supported by cl adm n.

For more information on cl adni n, see “Appendix F, Using the cladmin Script
for Administration” in Sun Java System Application Server Administration Guide.

The Administration interface. The Administration interface is a web-based
user interface that you can use to configure the Admin Sever and individual
application server instances. You can also use it to view the log files of
individual application server instances.

For more information on Admin Console, see “Part 1, Server Basics and
Administering Global Settings” in Sun Java System Application Server
Administration Guide.

The clsetup command. The cl set up command allows you to easily set up a
cluster, including initial configuration of the HADB database. For full
instructions on the clsetup command, see the Sun Java System Application
Server Installation Guide. Additionally, you should consult the manpages
provided with cl set up.
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NOTE Some aspects of server configuration and corresponding
interfaces are still undergoing change. An unstable interface may
be removed and replaced with a cleaner and more stable version
in a subsequent product release. Most server configuration and
administrative interfaces will remain the same or change in a
compatible manner; however some aspects may change
incompatibly. Product documentation for future releases will
clearly describe incompatible changes when they do occur.
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Chapter 2

Clustering Scenarios

This section describes the following topics:
e HTTP Clustering Scenario
< RMI/IIOP Clustering Scenario

HTTP Clustering Scenario

The following diagram shows a simple clustering scenario consisting of a web
server with a load balancer plug-in, two Sun Java System Application Server
instances configured to use the HADB to store HTTP session data, and a remote
database management system (RDBMS) to store application data. Note that your

actual operational deployment may vary. For example, you could use a third-party
load balancer in place of the load balancer plug-in.
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HTTP Clustering Scenario

Figure 2-1 Example Clustering Scenario
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Application Server
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Application Server
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The following steps describe how an HTTP request is serviced:

1. Anincoming client sends an HTTP request to a URL handled by the web
server. The web server has been configured to allow the load balancer plug-in
to handle the incoming HTTP request.

2. The load balancer plug-in then forwards the request to one of the Sun Java
System Application Server instances in the cluster. The plug-in uses sticky

round-robin load balancing to determine the target instance.
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3. The target instance receives the request forwarded to it from the load balancer
plug-in and begins an HTTP session, storing the HTTP session data to the
HADB and the J2EE application data to the RDBMS. As the client progresses
through the application, HTTP session data is updated and stored to the
HADB and application data is updated in the RDBMS.

4. If the instance fails due to a system crash, the load balancer detects that the
instance has ceased responding to requests. When subsequent requests come it,
the load balancer forwards them to a healthy instance in the cluster.

5. The new target instance retrieves the failed over HTTP session information
from the HADB and continues responding to the client’s requests, allowing the
client to complete the HTTP session with no loss of session data.

For more information about deployment scenarios for the Sun Java System
Application Server, see the Sun Java System Application Server System Deployment
Guide.

RMI/IIOP Clustering Scenario

Sun Java System Application Server provides a highly available J2EE application
through the use of load-balancing and failover mechanism on the RMI/ZIIOP path.

To configure high availability, Application Server instance needs to be configured
in an 11OP cluster with the available IIOP listeners that’s used for serving RMI-110P
requests. The 11OP listeners that will be part of the IIOP cluster, are called as I1OP
endpoints.

The following sections describe the changes required to enable load balancing
(client-side configuration) and high availability (server-side changes) for J2EE
applications on the RMI/ZIIOP path.

= Server-side Configuration

= Client-side Configuration

Server-side Configuration

To enable failover of 11OP requests, you should configure IIOP endpoints to
constitute the IOP cluster in Sun Java System Application Server. IIOP endpoints
are defined either using the Administration Console or the command line interface.
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Define all the non-SSL endpoints in a cluster to which the RMI/ I1OP requests can
be failed over. Theii op-cl ust er property under the avai | abi | i t y- servi ce element
defines the IIOP endpoints. Ensure that avai | abi | i ty- enabl ed="true” to enable
failover.

The following example shows the IIOP cluster configuration property from the
server. xni file.

<avail abi lity-service avail ability-enabl ed="true">
<iiop-cluster>
<i i op-server-instance name=server1>
<iiop-endpoint id=sl_epl host=trident port=3700 />
<iiop-endpoint id=sl ep2 host=trident port=3800 />
<iiop-endpoint id=sl ep3 host=trident port=3900 />
</iiop-server-instance>
<i i op-server-instance name=server2>
<i i op-endpoi nt id=s2_epl host=jupiter port=4700 </>
<i i op-endpoi nt id=s2_ep2 host=j upiter port=4800 />
<i i op-endpoi nt id=s2_ep3 host=j upiter port=4900 />
</iiop-server-instance>
</iiop-cluster>

</avail abi li ty-service>

Client-side Configuration

To enable load balancing of RMIZ11OP requests, you need to configure the client
application. Load balancing is supported for the following two types of RMI/1I1OP
clients:

« Stand-alone Client

e ACC Client
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Stand-alone Client

To enable load balancing capabilities in a stand-alone client, the following
properties must be defined in the INDI environment properties or system
properties.

java.naming.factory.initial

Set the property to com sun. appser v. nam ng. SIASQ xFact ory.
com sun. appserv.iiop. endpoi nts

Specifies the list of IIOP endpoints defined in the server. xm .
com sun. appserv.ii op. | oadbal anci ngpol i cy

If the endpoi nt is specified, then this property is used to specify the load
balancing policy. The value used to define this property is based on the JNDI
Initial Context.

When a RMI/ZIIOP client invokes an I ni ti al Cont ext lookup on a remote object,
an Application Server instance (which is part of the 11OP Cluster) is randomly
chosen to create the bean. All subsequent operations with this I ni ti al Cont ext
will be assigned or stuck to the same Application Server instance.

To implement load balancing capabilities in your RMI/11OP client, perform the
following steps:

Set the following JVM properties to configure the ORB.

com sun. CORBA. connect i on. ORBSocket Fact or yd ass=com sun. ent erpri se. i i op.
EEl | OPSocket Fact ory

org.ony. Portabl el nterceptor. ORBInitializerd ass.comsun.enterprise.iiop
.EECRBIni tial i zer

Set the classpath to appserv-rt.jar and appserv-rt-ee.jar. These jar files are
located in the install_dir/!i b directory.
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3. Use the following property of SIASCt xFact ory class, prior to the instantiation of
the I ni ti al Cont ext:

Properties env = new Properties();

env. put (“java. nam ng. factory.initial”,
“com sun. appser v. nani ng. SLASQ xFactory”) ;

env. put (“com sun. appserv. iiop. endpoi nts”."trident: 3600,
exodus: 3700") ;

env. put (“com sun. iiop. | oadbal anci ngpol i cy”, “ic-based");

[lcreate an initial naming context
Context initial = new Initial Context(env);

This client code instantiates the JNDI | ni ti al Cont ext Object by calling the new
I ni tial Context (env), where env is the list of INDI SPI properties.

ACC Client

To enable load balancing and failover capabilities in an ACC client, the following
properties must be defined in sun-acc. xm .

e comsun. appserv.iiop.endpoints
e comsun. appserv.iiop. | oadbal anci ngpol i cy

Define the load balancing properties in the sun-acc. xm file to enable a highly
available ACC client. These properties are defined as property elements in the
sun-acc. xni file.

For example:
<cl i ent - cont ai ner >
<target-server nanme="qasol -el" address="qasol -el" port="3700">

<property nane="com sun. appserVv.iiop.| oadbal anci ngpol i cy"
val ue="i c- based" />

<property nane="com sun. appserv.iiop. endpoi nts"
val ue="gasol - el: 3700, j upi t er: 3800"/ >

</ client-cont ai ner >
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Enterprise Features Configuration
Tutorial

This chapter includes a tutorial to set up and use features in your Sun Java System
Application Server environment. This chapter contains the following sections:

Preparing to Use the Tutorials

Overview of Tutorial Steps

Starting the Server

Verifying Server Start-up

Creating the loadbalancer.xml File

Adding a Cluster to the loadbalancer.xml File
Configuring Load Balancing

Sample loadbalancer.xml File

Preparing to Use the Tutorials

This guide walks you through setting up a clustered environment, deploying an
application to it, and testing the load balancing and HTTP session persistence
features with the application. It includes two tutorials: the Enterprise Features
Configuration Tutorial, which covers configuring the cluster and load balancer,
and the Cluster JSP Sample Application Tutorial, which covers deploying the
application and verifying that load balancing and session persistence work.
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This section contains the following topics:
= Installation Requirements

= Required Steps Before Using the Tutorials

Installation Requirements

The installation configuration suggested here is a basic, single-machine
configuration for use with this guide. It is not necessarily the right configuration
for your environment. You need to carefully consider your needs before deploying
the Sun Java System Application Server in your environment. For more
information on recommended configurations, see the Sun Java System Application
Server System Deployment Guide.

For the purposes of doing the tutorials included in this book, use the following
basic configuration:

= One Sun Java System Web Server
= One load balancer plug-in

= One Sun Java System Application Server installation with two server instances
configured to use high-availability databases

= One high-availability databases

NOTE All the instructions in this guide assume that you are using the Sun
Java System Web Server. You can also use the Apache web server.
For more information on using the Apache web server, see the Sun
Java System Application Server Administration Guide.

Required Steps Before Using the Tutorials

Before you start the tutorials, you must have already completed the following
steps.
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Table 3-1  Steps for Preparing to Use the Tutorials

Overview of Tutorial Steps

Step Location of Instructions

1. Install Sun Java System Web Server Sun Java System Web Server
Installation Guide

2. Install Sun Java System Application Server, Sun Java System Application

including: Server Installation Guide

e The load balancer plug-in

e The HADB

3. Set up the following for your machine: Sun Java System Application
Server Installation Guide

e Shared memory

e Communication using rsh or ssh

*  Environment variables for using the HADB

4. Run cl set up to perform the following configuration: ~ Sun Java System Application Server

Create and configure two application server
instances, serverl and server2, in the domain
domainl

Create the HADB.

Create the database tables required to store session
information in the HADB.

Create a connection pool in the instances
Create a JDBC resource in all the instances.

Configure the session persistence information in the
application server instances.

Enable high availability in the application server
instances.

Installation Guide

Overview of Tutorial Steps

The following table summarizes the steps required in the tutorials to configure
your system, deploy an application, and verify the enterprise features. The left
column describes the step, and the right column gives the location of the

instructions needed to perform the step.
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Enterprise Features Configuration Tutorial
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Table 3-2  Steps for Using Tutorials
Step Location of Instructions
1. Start the Admin Server and application server “Starting the Server” on page 39

10.

11.

12.

13.

14.

15.

instances.

Verify that the Admin Server and application server
instances are running.

Create a | oadbal ancer. xm file.

Set up a cluster in | oadbal ancer . xni .

Configure the load balancer in
thel oadbal ancer. xm file.

Verify your | oadbal ancer . xn file against the
sample | oadbal ancer . xni file.

Deploy the sample application to the instances in your
cluster using cl admi n.

Start the application server instances using cl admi n.

Verify that you deployed your application successfully.

Add the sample application to the cluster information
in | oadbal ancer. xm .

Apply changes and restart the web server.

Run the sample.

Verify load balancing.

Verify session persistence.

Quiesce a server instance.

“Verifying Server Start-up” on
page 41

“Creating the loadbalancer.xml File”
on page 45

“Adding a Cluster to the
loadbalancer.xml File” on page 46

“Configuring Load Balancing” on
page 49

“Sample loadbalancer.xml File” on
page 53

“Deploying the Cluster JSP Sample
Application to a Cluster” on page 56

“Starting the Application Server
Instances Using cladmin” on
page 60

“Verifying Application Deployment”
on page 61

“Adding the Sample Application to
the Cluster” on page 66

“Applying Configuration Changes
and Restarting the Web Server” on
page 67

“Running the Application” on
page 68

“Verifying HTTP Load Balancing” on
page 73

“Verifying HTTP Session
Persistence” on page 77

“Quiescing a Server Instance” on
page 78
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Starting the Server

Before you can use the tutorials in this guide, you need to start the Admin Server
and all the application server instances in your cluster. Your Sun Java System Web
Server should also be running.

The most straightforward way to start the Admin Server and the application server
instances when all the server instances and the Admin Server are in a single
domain is to use the asadni n utility’s st ar t - donai n command.

This section contains the following topics:
e Setting the PATH Variable

< Running asadmin start-domain

Setting the PATH Variable

Before running asadmi n, for added convenience you can set your PATH variable.

Setting the PATH variable allows you to run asadni n, cl adni n, and the asant (the
application server’s Ant utility) from the command line at any location. Add the
following directory to your PATH environment variable:

install_dir/ bi n

If you add the Application Server's bi n directory to your login profile it is
automatically added to your environment's PATH setting during login.

For example, add the following to your . cshr ¢ file:

set pat h=( /opt/ SUN\WAppser ver 7/ bi n)

After you have saved the file, source it:

source .cshrc

You can test your change by executing the asadni n utility at the command prompt.
Type:

asadn n

The following result should appear:

Use "exit" to exit and "hel p" for online help

asadm n>

Type exi t to quit the asadm n interface.
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If the command is not found:
= Check that you have updated your PATH setting correctly.

= If you updated your login file (for example, your . cshr c file), make sure you
sourced the file. You might also need to start a new terminal window.

If you do not set the PATH environment variable, you can still run the commands
and utilities from the directory where they are located (install_dir/bin), for
example:

cd /opt/ SUN\Wappser ver 7/ bi n

./asadnm n

Running asadmin start-domain

To start the Admin Server and all the application server instances in it, run the
asadni n start-domai n command. At the command prompt, type:

asadnin start-domain --donain domai nl

domai nl is the default domain configured when you installed the server and ran
the cl set up command.

NOTE In the configuration described in this guide, all the instances are in
the same domain. If the server instances are not in the same domain,
you need to run asadni n start-donai n for every domain you plan
to use. Once you have created a cluster, you can also use cl adm n
start-inst ance to start all the instances in a cluster. For
information on cl adni n syntax, see “The cladmin Command
Syntax” on page 58.

Use the following command to stop both the Admin Server and the application
server instances of the initially configured domain:

asadm n st op-domain --domai n domai nl

where domai n1 is the name of the administrative domain defined during
installation of the application server.

For a full list of asadnmi n commands, see the asadni n help. To access help, at the
command prompt, type:

asadm n
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Your prompt should change to the asadm n prompt, if you have set your PATH
variable. Type hel p at the prompt to see a list of all asadm n commands. To get
help on a specific asadm n command, at the asadn n prompt type the command
name followed by the help option. For example:

asadm n> start-domain --help

Verifying Server Start-up

After starting the Admin Server and application server instances, verify that they
have started successfully, as described in the following sections:

= Verifying Admin Server Start-up
< Verifying Start-up of Server Instances

= Verifying Instances by Accessing the HTTP Server

Verifying Admin Server Start-up

You can verify that the Admin Server started by accessing the Sun Java System
Application Server’s Administration interface, or by viewing the Admin Server’s
event log, as described in the following sections:

= Accessing the Administration Interface

< Viewing the Admin Server’s Event Log

Accessing the Administration Interface

To verify that the Admin Server started correctly, you can access the Sun Java
System Application Server’s web-based Administration interface. You can use this
interface to administer the Sun Java System Application server instances, though
for clustered instances it is more convenient and less error-prone to use the

cl adm n command.

NOTE For a list of browsers compatible with the Administration interface,
see the Sun Java System Application Server Platform Summary.
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To access the Administration interface, follow these steps:
1. Open a browser window and specify the Admin Server port.

During installation, the default port number for the Admin Server is set to
4848. If this port was already in use or you selected another port number, then
specify that port number.

For example:
http://test.sun. com 4848

2. Sign into the Administration interface using the administration user name and
password supplied during product installation.

TIP Forgot the user name or password? If you do not remember the
Admin Server user name that was supplied during installation, try
the user name adni n, the default user name specified in the server
configuration dialog during installation.

If you don’t remember the administrator's password, look in the
cl passwor d. conf file in the install_config_dir, created when you
installed the server. You must be root to access this file.

TIP Port not accessible? If the connection was refused when attempting
to contact the Admin Server's Administration interface, it is likely
that the Admin Server is not running. Check your start-up
procedures and the content of the Admin Server's log file to
determine the reason why the server is not running. For instructions
on viewing the log file, see “Viewing the Admin Server’s Event Log”
on page 42.

Once you've authenticated successfully, the initial screen of the Administration
interface appears. When you click on an item in the left pane, the
corresponding page appears in the right pane.

Viewing the Admin Server’s Event Log

You can also look in your Admin Server event log for a server start-up message. To
open and view the event log file, follow these steps:

1. Navigate to the server logs for the Admin Server:
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domain_config_dir/ domai n1/ adni n- server/ | ogs/
2. Openserver.|ogin an editor.

If your server has been started, you will find successful server startupat
the end of the log file:

[ 20/ Feb/ 2003: 00: 06: 00] I NFO ( 4318): CORE3274: successful server
startup

If you don't see the successful start-up message, it could be because you have
opened the event log file prior to the Admin Server completing its startup
procedures. Close the log file and open it again to see the very latest event
messages.

You can also use thetail -f command to view messages in the server log.
tail -f server.log

The - f option leaves the tai | command running so new log entries are displayed
as they are written to the file.

You can also access the Admin Server and the application server instance event log
files through the Administration interface. Click the server name in the left pane
(Admin Server or the application server instance) and click the Logging tab in the
right pane.

For more information, see the Sun Java System Application Server Administration
Guide.

Verifying Start-up of Server Instances

After running cl set up, you should have two server instances in domainl: serverl
and server2. This section discusses two ways to verify that those instances exist,
and to verify that they are running:

= Verifying Instances using asadmin

= Verifying Instances by Accessing the HTTP Server

Verifying Instances using asadmin
To verify, use the asadni n | i st -i nst ances command:

1. Launch asadni n by typing asadni n at the command prompt:
asadnin

Your prompt becomes asadmi n>
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2. Usethelist-instances command at the asadm n prompt to show all current
instances.

|'ist-instances

This command lists the instances and whether or not they are currently
running. You should see two running instances, serverl and server2.

Verifying Instances by Accessing the HTTP Server

Another method to determine whether or not an application server instance has
started is to access the instance's HTTP server welcome page through a web
browser.

Using a browser, access the following location:
htt p: // server_instance:server_instance_port_number

where server_instance_port_number is the HTTP server port number specified
during installation or server instance creation.

TIP If you do not remember the HTTP server port number of your
server, you can inspect the application server instance's
configuration file to determine the HTTP server port number:

1. Navigate to the
domain_config_dir/ domai n1/ server_instance/ confi g/ directory
and open the server. xnl file in your favorite editor.

2. Look for the htt p-1i st ener element, for example:

http-listener id="http-listener-1" address="0.0.0.0"
port="81"...

In this case, port 81 is the HTTP port number in use.

If the application server instance is up and running normally, you should see the
default HTTP server welcome page in your browser:
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TIP HTTP server welcome page: The HTTP server welcome page is an
HTML page named i ndex. ht ni in the application server instance's
default document directory. The application server instance's
server. xnl configuration file contains the setting for the default
document root of the instance. After installation, the document root
for the instance named serverl is set to
domain_config_dir/ domai n1/ ser ver 1/ docr oot /. You can find the
welcome page at that location.

Creating the loadbalancer.xml File

After you have installed the components, run cl set up, and started the Admin
Server, you are ready to configure your installation. The first step is to create a
cluster.

Since the configuration of the cluster for this guide uses one load balancer plug-in,
you must define the cluster in the web server’s | oadbal ancer. xn configuration
file. This file belongs in the configuration file directory of your web server. The

| oadbal ancer. xn file does not exist by default. You must create it.

To create the | oadbal ancer. xn file, follow these steps:

1. Find the sample | oadbal ancer. xni file, called | oadbal ancer. xmi . exanpl e,
located in your web server’s conf i g directory.

By default, this directory is:
webserver_install_dir/ ser ver s/ ht t ps- server_name/ confi g
2. Save acopy of | oadbal ancer. xnl . exanpl e as | oadbal ancer . xm .

You will edit this copy to include information for your environment, including
information to create a cluster and allow load balancing to work.

An example loadbalancer.xml file is shown in Code Example 3-1.
Code Example 3-1 The loadbalancer.xml.example file

<! DOCTYPE | oadbal ancer PUBLIC "-//Sun M crosystens Inc.//DTD Sun ONE Application Server
7.0/ /EN' "sun-1|oadbal ancer _1_1.dtd">

<l oadbal ancer >

<cl uster name="cl uster1">
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<instance nane="instancel" enabl ed="true" disabl e-tinmeout-in-m nutes="60"
|'i steners="<REPLACE W TH LI STENER1> <REPLACE W TH LI STENER2>"/ >

<web- nodul e cont ext-root ="/ abc" enabl ed="true" di sabl e-ti nmeout-i n-m nut es="60"
enabl ed="true" />

<heal t h-checker url="/" interval -in-seconds="10" tineout-in-seconds="30" />
</cluster>
<property nane="rel oad-pol | -i nterval -i n-seconds" val ue="60"/>
<property nane="response-timeout-in-seconds" val ue="30"/>
<property name="https-routing" value="true"/>
<property nane="require-nonitor-data" val ue="fal se"/>
</ | oadbal ancer>

Notice the example file refers to the sun-1 oadbal ancer _1_1. dt d, also found in the
web server’s confi g directory.

Adding a Cluster to the loadbalancer.xml File

Next you need to add a cluster, for this tutorial called clusterl, to your
| oadbal ancer. xn file. The cluster includes two Sun Java System Application
Servers or server instances.

Edit your newly-created | oadbal ancer . xni to include the instances and the URLs
to the HTTP listeners:

1. Go to your web server’s confi g directory and open | oadbal ancer. xni using a
text editor.

Notice that the sample file already includes a cluster called cluster1.

<cl uster name=“clusterl”>
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Add the two application server instances that you created with cl set up,
server1and server2,tocl usterl.

Create an instance subelement of the cluster for each of the instances. The
instances need to be enabled (enabled=true). You also need to add the URLs of
the HTTP listeners. In the case of the default server instance (serverl) and the
second server instance you have added (server?2), there is one HTTP listener
each. You could have more in a different environment.

The sample | oadbal ancer. xn file contains the following lines that you can
edit:

<instance nane="instancel" enabl ed="true"
di sabl e-ti meout -i n-nmi nut es="60" |i steners="<REPLACE_W TH_LI STENER1>
<REPLACE_W TH_LI STENER2>"/ >

Replace “instancel” with “serverl” for this tutorial.

Replace <REPLACE_WITH_LISTENER1> with the listener URL for your
server instance, for example:

http://test.sun. com 81.

The listener URL consists of the server name and port. If the listener has
security enabled, the URL starts with HTTPS. If the listener is not secure, the
URL starts with HTTP. To find information on the HTTP listener for each Sun
Java System Application Server instance:

k. Inthe Administration interface, click the instance name to expand the tree
view.

I.  Click HTTP Server to expand it.
m. Under HTTP Server, click HTTP Listener.

n. The HTTP listener page gives you the port, the server name, and whether
security is enabled.

Save your changes to | oadbal ancer. xni . Your file now has a line similar to the
following:

<instance nane="serverl" enabl ed="true"
di sabl e-timeout-in-mnutes="60" |isteners="http://test.sun.com8l"/>
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6. Change the di sabl e-ti neout -i n- ni nut es value to 5.

The disable timeout in minutes is the instance-level quiescing period, in which
you allow time for sessions to terminate for a server instance. The server is still
running, but no requests that would result in new sessions are sent to it,
though the server does accept requests that are for existing sessions. In the real
world, this number would be quite high. The time specified in the example is
60 minutes. However, because the tutorial requires you to shut down the
server, in this tutorial you are asked to set the timeout artificially low.

<instance nane="serverl1" enabl ed="true" disabl e-ti neout-in-m nutes="5"
listeners="http://test.sun. com8l"/>

7. Add a second instance to the cluster element. You can do that by copying the
line above and pasting it below the existing line, then changing the server
name and the listener URL. For example:

<instance nane="server2" enabl ed="true" di sabl e-ti neout-in-m nutes="5"
|isteners="http://test.sun.com82"/>

8. Save your changes.
So far, your | oadbal ancer . xm file should look similar to the following:

<! DOCTYPE | oadbal ancer PUBLIC "-//Sun M crosystens Inc.//DTD Sun ONE Application Server
7.0/ /EN'" "sun-1oadbal ancer_1 1.dtd">

<l oadbal ancer >
<cl uster name="cl uster1">

<instance nane="serverl" enabl ed="true" disabl e-tineout-in-m nutes="5"
listeners="http://test.sun.com8l"/>

<instance nane="server2" enabl ed="true" disabl e-tineout-in-m nutes="5"
listeners="http://test.sun.com82"/>

<web- nodul e cont ext-root ="/ abc" enabl ed="true" di sabl e-ti nmeout -i n-m nut es="60"
enabl ed="true" />

nin

<heal t h- checker url = i nterval -in-seconds="10" ti meout-in-seconds="30" />
</cluster>

<property nane="rel oad-pol | -i nterval -i n-seconds" val ue="60"/>

<property nane="response-timeout-in-seconds" val ue="30"/>

<property nanme="https-routing" val ue="true"/>

<property nane="require-nonitor-data" val ue="fal se"/>

</ | oadbal ancer >
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You’ll add information associated with the deployed application (the sample line
that begins with “web-module”) during a later procedure.

NOTE Enabling an application server instance in the | oadbal ancer . xni file
is different from starting an application server instance. Even if the
server is running and you have added it to the cluster, the load
balancer does not route requests to the server instance until you
enable it in | oadbal ancer. xm by setting the i nst ance element’s
enabl ed attribute to t r ue.

Configuring Load Balancing

After creating the | oadbal ancer . xm file and adding a cluster, edit the
| oadbal ancer. xn file to include the load balancer settings.

This section contains the following topics:
= Configuring the Health Checker
< Enabling Load Balancer Monitoring

= Other Load Balancer Properties

Configuring the Health Checker

If you enable the health checker, the load balancer periodically checks all the Sun
Java System Application Server instances that are flagged as unhealthy to see
whether they have become healthy. If an application server instance that was
marked as unhealthy has become healthy, the instance is added to the list of
healthy instances, and requests are once more routed to it.

You configure the health checker in the heal t h- checker element in

| oadbal ancer. xni . You configure the listener URL that the health checker pings to
see if the server is running, as well as how often the health checker pings the server
and how long the health checker waits for a response before marking the server as
unhealthy.

The sample | oadbal ancer . xn file includes the following line, which you do not
need to edit in order to complete the tasks in this guide.

heal t h-checker url="/" interval -i n-seconds="10" ti neout-i n-seconds="30"
/>
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= Theheal t h-checker url specifies the URL to ping to determine whether the
server instance is healthy (that is, whether it is responding). The example
shows a URL of "/ ". For example, if your listener URL is
htt p: / / ww. exanpl e. com 80, then a health checker URL of "/ " pings

htt p: / / www. exanpl e. com 80/ . For the purposes of this guide, leave the value

wy

< The interval -in-seconds attribute specifies the interval between load
balancer health checks. You do not need to change the value from the default
10.

= Thetineout-i n-seconds attribute specifies the interval within which the load
balancer must receive a response from the pinged server instance in order for
the server instance to be considered healthy. You do not need to change the
value from the default 30.

For example, using the default values, the health checker follows these steps:
1. The health checker pings the unhealthy listeners using the health checker URL.
2. For each listener, it waits 30 seconds (t i meout - i n- seconds) for a response.

If the server responds within 30 seconds, the listener is marked healthy. If the
server does not respond, the health checker considers the server to still be
unhealthy.

3. The health checker waits ten seconds (the i nt er val - i n- seconds) before
starting another cycle of health checks.

If there are no unhealthy instances when the health checker starts, it skips the
first two steps.

Enabling Load Balancer Monitoring

The load balancer plug-in uses the web server logging mechanism to write log
messages. When monitoring is enabled, the following information is logged to the
web server log file:

= Start/stop information for every request

= Failover request information when a request is failed over from an unhealthy
to a healthy instance

= List of unhealthy instances logged at the end of every health checker cycle
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CAUTION When logging is enabled on the load balancer plug-in, and if the

web server logging level is set to DEBUGOr to print verbose messages,
the load balancer writes HTTP session IDs in the web server log
files. Therefore, if the web server hosting the load balancer plug-in is
in the DMZ, we recommend that you do not use the DEBUGor similar
log level in production environments.

If you must use the DEBUG logging level, then you should turn off
load balancer logging by setting r equi r e- noni t or - dat a property
tofal se inl oadbal ancer. xnl .

To monitor load balancing, you need to:

Enable monitoring in | oadbal ancer . xm

Configure the web server to use verbose logging.

To enable monitoring in | oadbal ancer . xm , follow these steps:

1

2.

3.

4.

Open loadbal ancer . xm using a text editor.

Find the following line (it was part of the example | oadabal ancer. xm file):
<property nane="require-nonitor-data" val ue="fal se"/>

Change “false” to “true” to enable monitoring.

Save your changes and exit the file.

In addition, to change the default web server log level, follow these steps:

Turn on the Sun Java System Web Server’s verbose logging:

1.

Go to the web server’s confi g directory. If you installed your Sun Java System
Web Server in the default location, the path will be:

/ web_server_install_dir/ ht t ps- server_name/ confi g
Open the nagnus. conf file for editing.
Add the following line:

LogVer bose on

Save the changes to the file.

Restart the web server to apply the changes.
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Other Load Balancer Properties

The example | oadbal ancer. xn contains the following additional load balancer
properties:

<property nane="rel oad-pol | -i nterval -i n-seconds" val ue="60"/>
<property nane="response-timeout-in-seconds" val ue="30"/>
<property nanme="https-routing" value="true"/>

For this tutorial, you do not need to change the default values. For more
information on these properties, see the following sections:

< Dynamic Reconfiguration using the Reload Poll Interval
= Response Timeout

- HTTPS Routing

Dynamic Reconfiguration using the Reload Poll Interval

After the initial configuration, the load balancer plug-in detects changes to its
configuration and loads them automatically. It detects changes by looking at the
time stamp on the | oadbal ancer . xni file. If the time stamp has changed, the load
balancer automatically reconfigures itself. The reload poll interval specifies how
often the load balancer checks the time stamp.

NOTE

If the changes to the | oadbal ancer . xni file are not in the correct
format as specified in the sun-1 oadbal ancer _1_0. dt d file, the
reconfigure operation fails. The failure notice is logged to the
web server’s error log files.

The load balancer will continue to use the old configuration
that’s already loaded in memory.

= |f the load balancer encounters a hard disk read error while
attempting to reconfigure itself, it uses the configuration that is
currently in memory.

If a disk read error is encountered, a warning message is logged
to the web server’s error log file.

The Sun Java System Web Server’s error log file can be found at:
web_server_install_dir/ web_server_instance/ | ogs/ .
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Response Timeout

The response timeout designates how long the server waits for the instance to
respond to a request. After the specified number of seconds, if the instance has not
responded an error message is sent to the browser.

HTTPS Routing

When HTTPS routing is disabled, HTTPS listeners listed in the | oadbal ancer . xnm
file are ignored, and only HTTP listeners are used for load balancing. When HTTPS
routing is enabled, HTTPS requests are failed over only to HTTPS ports.

Sample loadbalancer.xml File

The following sample | oadbal ancer . xmi file includes one cluster of two instances.
Check the syntax of your | oadbal ancer. xn file against this example.

Code Example 3-2 The loadbalancer.xml File

<! DOCTYPE | oadbal ancer PUBLIC "-//Sun M crosystens Inc.//DTD Sun ONE Application Server
7.0/ /EN' "sun-1oadbal ancer_1 1.dtd">

<l oadbal ancer >
<cl uster name="cluster1">
<instance nane="serverl" enabl ed="true" disable-tineout-in-m nutes="5"
listeners="http://test.sun.com81l"/>
<instance nanme="server2" enabl ed="true" disable-tineout-in-m nutes="5"
listeners="http://test.sun.com82"/>

<web- modul e cont ext-root ="/abc" enabl ed="true" disabl e-ti neout-in-m nutes="60"
enabl ed="true" />

<heal t h-checker url="/" interval-in-seconds="10" tineout-in-seconds="30" />
</cluster>
<property nane="rel oad-pol | -i nterval -i n-seconds" val ue="60"/>
<property nane="response-timeout-in-seconds" val ue="30"/>
<property name="https-routing" val ue="true"/>

<property nane="require-nonitor-data" val ue="true"/>
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</ | oadbal ancer >

Now that you have configured the enterprise features, you can deploy and run the
sample application. Continue on to Chapter 4, “Cluster JSP Sample Application
Tutorial.”
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Cluster JSP Sample Application
Tutorial

This chapter demonstrates simple HTTP failover using the load balancer plug-in. It
does not describe all the features supported by the HTTP load balancer plug-in. For
information on the other features offered by the load balancer plug-in, see Sun Java
System Application Server Administration Guide.

This chapter contains the following sections:

Preparing to use the Cluster JSP Sample Application Tutorial
Deploying the Cluster JSP Sample Application to a Cluster
Starting the Application Server Instances Using cladmin
Verifying Application Deployment

Adding the Sample Application to the Cluster

Applying Configuration Changes and Restarting the Web Server
Running the Application

Verifying HTTP Load Balancing

Verifying HTTP Session Persistence

Quiescing a Server Instance

Preparing to use the Cluster JSP Sample
Application Tutorial

Before you use this tutorial, you must have already:
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= Successfully completed all the tutorial steps in Chapter 3, “Enterprise Features
Configuration Tutorial.”

= Made a copy of the sample applications, if necessary.

You may need to make a copy of the samples if you are either sharing your
application server installation with other users or your system user 1D does not
have write permissions to the area in which the application server is installed.

To copy the samples, copy the install_dir/ sanpl es directory to a location in
which your user ID has write permissions.

For example:
cp -r install_dir/samples user_sample_directory

The sanpl es directory contains the subdirectory ee- sanpl es which contains
the sample used in this guide.

If you are using a copy of the samples, as you proceed with this guide, replace
install_dir/ sanpl es/ with the location of your own copy of the sample
applications.

Deploying the Cluster JSP Sample Application to
a Cluster

56

The Cluster JSP sample application demonstrates how a request to a JSP can be
load balanced between application servers in a cluster. It has a shopping cart which
demonstrates how HTTP session information persists, even if an application server
has an outage.

The sample application comes with a WAR file that is ready to deploy as a web
application. You do not need to compile or assemble the application.
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NOTE All applications that use session failover must be distributable. The

cl ust erj sp sample application is already distributable, as you can
see if you look in its web. xni file.

To see this:
1. Go to the Cluster JSP sample’s sr ¢ directory:
cd /install_dir/ sanpl es/ ee- sanpl es/ cl ust esrj sp/ src
2. Look at the web. xn file. You see the following code:
<web- app>
<di spl ay- name>cl ust erj sp</ di spl ay- name>
<di stri but abl e/ >

The web- app element has the di st ri but abl e subelement specified.
No changes are required for the application code.

To deploy the sample application to a cluster, you must first deploy it to every
instance in the cluster.

Use the cl admi n command to deploy an application to all instances in your cluster
at once. The cl adni n command runs an asadnm n command on all instances in a
cluster simultaneously. The cl adni n command is located in install_dir/bin.

This section contains the following topics:

Input Files for the cladmin Command

The cladmin Command Syntax

Running cladmin deploy

The asadmin Commands Supported by the cladmin Command

Requirements and Limitations

Input Files for the cladmin Command

The cl adm n command uses two input files: cl i nst ance. conf and
cl passwor d. conf.

cl i nstance. conf: This file contains information about the application server
instances that are part of the cluster.
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= cl passwor d. conf: This file contains the administration server password and is
pre-populated with the correct password during a standard installation.

These files are located in the install_config_dir. Since you used these files to run
cl set up earlier, these files should have the correct values for your environment.

Because many of the values you would have to specify to run cl adni n depl oy are
included in these files, you can run the depl oy command with a minimum of
options.

The cladmin Command Syntax

The syntax of the cl admi n command is as follows:

cladmn [--help] [--instancefile instance file_location] [--passwordfile
password_file_location] asadmin_command

where:
= instance_file_location is the location of the input file cl i nst ance. conf
= password_file_location is the location of the input file cl passwor d. conf

= asadmin_command is the asadni n command that you want to run on the
application server instances in the cluster.

If the input files are located in the default location / et ¢/ opt / SUN\Wappser ver 7, you
can omit the i nst ancefi | e and passwor df i | e options and run the command as
follows:

cl adm n asadmin_command

Running cladmin deploy

To deploy the application to all the instances in cluster, type:

cl adm n depl oy filepath

You can deploy the sample as a web application using the WAR file provided with
the sample, the filepath is the path to the WAR file.

For example, if your Cluster JSP application is in the default location, type:

cladm n depl oy /opt/ SUN\Wappser ver 7/ sanpl es/ ee- sanpl es/ cl ust erj sp/ cl ust erj sp. war
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If you have set your PATH variable, you can also go to the directory where the
WAR file is located and deploy the application from there. For example:

cd install_dir/ sanpl es/ ee- sanpl es/ cl ust erj sp
cl adm n depl oy clusterjsp.war

When you run the cl adm n depl oy command, you see messages as the application
is deployed to each instance in the cluster.

If you encounter errors, consult the log file at / var/ t np/ cl admi n. | og for more
information.

NOTE If you are running as root and have not set the PATH variable for
root, you may not be able to run cl adm n from any directory.
Change to the install_dir/bin directory, then type . / cl admi n
asadmin_command at the command prompt.

The asadmin Commands Supported by the
cladmin Command

You can use the cl adni n command to run the following asadni n commands
simultaneously for each application server instance in a cluster, except for
confi gur e-sessi on- per si st ence:

Table 4-1  The asadmin Commands Supported by cladmin

Command Use

start-instance Starts the application server instances
st op-i nst ance Stops the application server instances
depl oy Deploys an EJB, WEB, connector,

appclient, or application component that is
in the directory to the application server
instances

undepl oy Removes the deployed component from the
application server instances

create-j dbc-resource Creates a JDBC resource for the application
server instances

creat e-j dbc- connect i on- pool Creates a JDBC connection pool for the
application server instances
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Table 4-1  The asadmin Commands Supported by cladmin

Command Use

conf i gur e- sessi on- per si stence Configures session persistence for the
application server instances. This command
needs to be run only once for all instances
of an Application Server running on the
same machine.

del et e-j dbc-resource Deletes the JDBC resource for the
application server instances

del et e-j dbc- connect i on- pool Deletes the JDBC connection pool for the
application server instances

For more information about the cl adm n command, see the Sun Java System
Application Server Administration Guide.

Requirements and Limitations

The cl admi n command has the following requirements and limitations;

= All instances that are part of the cluster must have the same password for the
administrator. The user name can be specified in the property name, user, in
clinstance. conf file.

= Before running the command you must start the Admin Servers associated
with all application server instances that are part of the cluster.

= The values specified in the input files will be same for all the instances in a
cluster. The cl adm n command is not designed to set up each instance with
different values. For example, this command cannot create a JDBC Connection
Pool with different settings for each instance.

Starting the Application Server Instances Using
cladmin

After you deploy the sample application, verify that the server instances are
running.

1. Atthe command prompt, type:
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asadmn |ist-instances

The command displays the instances and whether they are running or not.
2. If the instances are not running, start them using cl adni n as follows:

cladmn start-instance

You see messages as each server instance is started.

Verifying Application Deployment

Once the application is deployed, you can run it in the Sun Java System
Application Server instance to test the deployment. To run the sample application,
follow these steps:

1. From a browser, access the following URL.:
ht t p: // host: application_server_instance_port/ cl ust erj sp
For example:
http://test.sun.com81/clusterjsp

2. You see the page for this sample application.
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Figure 4-1 Cluster JSP Sample Application Page

e er — Ha TSP Sample
File Edit Wiew Go Communicator Help |

=l : : : : : : : [
Cluster — HA JSP Sample

HttpSession Information:

® Served From Server: austen

® Server Port Mumber: 81

® Executed From Server: austen

® Execured Server [P Address: 192.18.151.14

® Sezsion [T dShf¥?al2d724daddaa?ehe 11187

® Seszsion Created: Wed Aug 06 12:33:10 PDT 2003
® Last Accessed: Wed Ang 06 12:33:10 PDT 2003
® Sezsion will go inactive in 1800 seconds

Enter session attribute data:

Mame of Session Atmbute: |}
Walue of Sesion Attibute: |§

‘ ADD SESSION DATA| ‘ RELOAD PAGE|

CLEAR SESSION'

Data retrieved from the HttpSession:

INSTRUCTIONS

® Add session data nsing the form. Upon pressing ADD SESSION DATA, the current session data will be listed.
® Click on RELOAD PAGE to display the current session data without adding new data.
® Click on CLEAR BESBION to invalidate the current session.

o ||

e e e
=

If you encounter an error, see “Troubleshooting Deployment to an Application
Server Instance” on page 65.

Enter some information in the session attribute fields and click ADD SESSION
DATA.

The application displays your data.
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4. To verify deployment to the second instance, type the other instance’s port and
hostname in the URL:

http://host: application_server_instance_port/clusterjsp
For example:
http://test.sun.com 82/ clusterjsp

These URLs verify that the application was deployed to the application server
instances. The application has not yet been added to the cluster in
| oadbal ancer. xni, so you cannot yet verify it through the web server.

Monitoring the Sample in the Application Server

You can monitor the sample application by looking in the event log file of the
application server instance. Each application server instance has its own event log.

This section contains the following topics:

= Using the Administration Interface to View Logs
= Viewing Logs Using the tail Command

= Application-Generated Messages in the Event Log

= Application-Generated Messages in the Access Log

Using the Administration Interface to View Logs
To use the Administration interface to view server instance log files:

1. Access the Administration interface.

2. In the left pane, click the instance for which you want to check logs.
3. Click the Logging tab.

4. Click View Event Log

5. To refresh the log view, click OK.

If you would like to see more than 25 log entries, simply enter a larger number in
the “Number of errors to view?”” area and click OK to refresh the log display.

To use the Administration interface to view the HTTP access log for an application
server instance:

1. Access the Administration interface.
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2. Inthe left pane, click the instance for which you want to check logs.
3. Click the Logging tab.
4. Click View HTTP Access Log.

The HTTP access log for a server instance shows the accesses to the sample
application made for the server instance.

The name of the access log is access. By default, the access log file is located in the
same directory as the server event log:

domain_config_dir/ domai n1/ server 1/ | ogs/

Viewing Logs Using the tail Command

Using thetail -f command to monitor log files lets you see messages
automatically as they are logged. In the Administration interface you must click a
button to reflect new information on the page.

Tousethetail -f command, follow these steps:

1. Navigate to the log directory of the server instance you want to monitor, for
example:

cd domain_config/ domai n1/ server 1/ | ogs/
2. Runtail onthe server event log file:
tail -f server.log

The - f option leaves the t ai | command running so new log entries are
displayed as they are written to the file.

Application-Generated Messages in the Event Log

When your application writes information to st dout and/or st derr, by default,
this information is recorded in the server instance’s event log as INFO-level
messages with the message ID CORE3282 (st dout) and CORE3283 (stderr). While
running the Cluster JSP sample, a number of application generated messages are
written the server event log. The following excerpt provides a snapshot of some of
these messages:

For example:

[ 13/ Aug/ 2003: 17: 32: 28] | NFO ( 9657): OORE3282; stdout: No paraneter entered
for this request

[ 13/ Aug/ 2003: 17: 32: 34] I NFO ( 9657): CORE3282: stdout: Add to session:
nanel = 1
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[ 13/ Aug/ 2003: 17: 32: 45] I NFO ( 9657): CORE3282: stdout: Add to session:
nane2 = 2

[ 13/ Aug/ 2003: 17: 32: 52] I NFO ( 9657): CORE3282: stdout: Add to session:
name3 = 3

These messages show the changes in values as data is entered into the application’s
user interface.

Application-Generated Messages in the Access Log

When you run the Cluster JSP sample, access log messages are logged to the
application server instance that served the request:

192.18.151. 14 - - [12/ Aug/ 2003: 15: 34: 52 -0700] "GET /clusterjsp/ HITP/ 1.0"
302 1086

192.18.151.14 - - [12/ Aug/ 2003: 15: 34: 52 -0700] "GET /clusterjsp/Halsp.jsp
HTTP/ 1. 0" 200 1578

Troubleshooting Deployment to an Application
Server Instance

The most common problems when attempting to run this sample application are
described in the following table. The left column shows the symptom, the middle
column the probable cause of the problem, and the right column shows suggested

solutions to try.

Table 4-2  Troubleshooting Deployment to Application Server Instance

Symptom

Probable cause

Solution

Connection failure when
attempting to access first page.

404 error when accessing main
page.

Application server not started.
Wrong port specified in URL.

Application not deployed.

Ensure that the application server
has been started.

Determine the correct HTTP server
port number.

See “Starting the Server” on page 39
for more details.

See “Deploying the Cluster JSP
Sample Application to a Cluster” on
page 56.
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When troubleshooting problems, it is very important that you monitor the
application server log file. You may also find it useful to review the HTTP access
log file to verify that HTTP requests are arriving at the application server as
expected.

Adding the Sample Application to the Cluster
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Once you have deployed the sample application to the two server instances in your
cluster, you must add the application to the cluster you created in
| oadbal ancer . xm :

1. Gotoyour web server’s confi g directory and open | oadbal ancer. xni using a
text editor.

2. The sample | oadbal ancer. xn file contains the following line:

<web- modul e cont ext -root ="/abc" enabl ed="true"
di sabl e-ti meout -i n-m nut es="60" enabl ed="true" />

Change this line to reflect the cl ust erj sp sample application:

<web- nodul e cont ext-root="cl usterjsp" enabl ed="true"
di sabl e-ti meout - i n-m nut es="60"/ >

This line adds the cl ust er j sp application to the cluster and enables it.

The context root is the same value as is set for the application in the Sun Java
System Application Server instance’s server . xm file.

The di sabl e-ti meout - i n- m nut es attribute is set to 60. If the application is
disabled, there is a 60-minute application quiescing period for the server to
finish servicing any outstanding requests for the application. Earlier we set the
instance-level di sabl e-ti meout - i n- m nut es, which controls the quiescing
period for a server instance.

3. Save your changes.

Your | oadbal ancer. xn file should now be similar to the following file:

Code Example 4-1 The loadbalancer.xml File with Sample Application Configured

<! DOCTYPE | oadbal ancer PUBLIC "-//Sun M crosystens Inc.//DTD Sun Java
System Application Server 7.0//EN' "sun-|oadbal ancer _1 0.dtd">

<| oadbal ancer >

<cl uster name="cl uster1">
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<instance name="serverl" enabl ed="true"
di sabl e-timeout-in-mnutes="5" |isteners="http://test.sun.com81l"/>

<instance nane="server2" enabl ed="true"
di sabl e-ti meout-i n-ninutes="5" |isteners="http://test.sun.com82"/>

<web- nodul e context-root="clusterjsp" enabl ed="true"
di sabl e-ti meout - i n- ni nut es="60"/>

<heal t h-checker url="/" interval -in-seconds="10"
tineout -i n-seconds="30" />

</cluster>

<property name="rel oad-pol | -i nterval -i n-seconds" val ue="60"/>
<property name="response-timeout-in-seconds" val ue="30"/>
<property name="https-routing" val ue="true"/>

<property nanme="require-nonitor-data" value="true"/>

</ | oadbal ancer >

Applying Configuration Changes and Restarting
the Web Server

After you have completed your | oadbal ancer . xni edits, you need to start your
web server, or if your web server is already running, you need to apply your
configuration changes and restart the web server.

To start your web server:

1. Gotoweb_server_install_dir/https-instance_name.
For example:
[usr/iplanet/servers/https-test.sun.com

2. Type./start to start the server

You may also need to start the web server’s administration server, located at
web_server_install_dir/https-admin-serv.

To apply changes to a running web server and restart it:
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4.

5.

Access the Server Manager for the web server by typing the appropriate URL
into your web browser.

htt p: // web_server:web_server_admin_port

For example:

http://test.sun. com 8888

Choose your server from the server manager and click Manage.
The Server Manager for the web server instance is displayed.

A message warns that you have made manual changes to your configuration
files and you have to apply changes.

Click the Apply link in the upper right of the page.
Click Apply Changes to apply the changes and restart the server.

For subsequent | oadbal ancer. xm changes, you do not need to apply changes and
restart the server. All subsequent changes are loaded automatically because the
reload poll interval is set. For more information, see “Dynamic Reconfiguration
using the Reload Poll Interval” on page 52.

Running the Application

After you have deployed the application to all instances and updated the
| oadbal ancer. xni file, test the application on the web server to make sure it
works.

1.

From a browser, access the following URL.:
htt p: // host: web_server_port/ cl ust erj sp

For example:

http://test.sun.com 80/ clusterjsp

You see the page for this sample application.
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Figure 4-2 Cluster JSP Sample Application Page
N 2 Cluster — Ha TSP Sample

File Edit Wiew Go Communicator Help|

=l : : : : : : : [
Cluster — HA JSP Sample

HttpSession Information:

® Served From Server: austen

® Server Port Mumber: 80

® Executed From Server: austen

® Execured Server [P Address: 192.18.151.14

® Sezsion [T dShfedh4dd0146c7E47h243cE52

® Seszsion Created: Wed Aug 06 12:32:56 PDT 2003
® Last Accessed: Wed Ang 06 12:37:14 PDT 2003
® Sezsion will go inactive in 1800 seconds

Enter session attribute data:

Mame of Session Armbute: |}

Walue of Sesion Attibute: |§

‘ ADD BESBION DATAl ‘ RELOAD PAGE

CLEAR SESSION'

Data retrieved from the HttpSession:

INSTRUCTIONS

® Add session data nsing the form. Upon pressing ADD SESSION DATA, the current session data will be listed.
® Click on RELOAD PAGE to display the current session data without adding new data.
® Click on CLEAR BESBION to invalidate the current session.

= |

Your server information is listed at the top of the page, along with a unique
Session ID. If you are accessing this application on the application server
instance directly, the port information at the top of the page is the application
server information. If you are accessing a clustered application through the
web server, the port information is the web server information.

2. Enter a name and value for the session attribute and click Add Session Data.

Your session data is displayed.
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Figure 4-3 Session Data Displayed in Cluster JSP
Me pe: Cluster — Ha TSP Sample

File Edit %iew Go Communicator Help

=l s - T
Cluster - HA JSP Sample
HttpSession Information:

» Served From Server: ansten

» Herver Port Muomber: 80

®» Execured From Server: amsten

® Execured Server [P Address: 192.18.151.14

» Session [Cr dShfsdb4dd0 146c7H47h243cf52

» Session Created: Wed Aug 06 12:32:56 PDT 2003
® Last Accessed: Wed Aug 06 12:40:16 PDT 2003
» Hession will go inactive in 1800 seconds

Enter session attribute data:

Mame of Session Arribure. |

Walne of Sesion Attrbute:

‘ ADD BESSION DATAl ‘ RELCAD PAGE

CLEAR SESSION'

Data retrieved from the HttpSession:

® namel =1

INSTRUCTIONS

® Add session data nsing the form. Upon pressing ADD SESSION DATA, the current session data will be listed.
» Click on BELOAD PAGE to display the current session data withour adding nesw data.
® Click on CLEAR SESBION to invalidate the current session.

RN

Notice the Session ID at the top of the page. If you entered the session
attributes and clicked ADD SESSION DATA before the session timed out, the
Session ID at the top of the page will be the same as the first access.

In the example above, the Session 1D d8bf64b4dd0146c7ff47b943cf52 is the
same in both cases.

If the session timed out, the Session ID will be different.
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3. Enter a new session attribute name and value. If the session has not timed out,
all attributes are listed in the Data Retrieved from HttpSession area.

For example, if you enter session attribute data twice more before the session
timed out, a page similar to the following is displayed:

Figure 4-4 Cluster JSP Sample Application with Multiple HTTP Session Attributes
e ¢ r — Ha JSP Sample

File Edit Wiew Go Communicator Help|

=l : : : : : : : [
Cluster — HA JSP Sample

HttpSession Information:

® Served From Server: austen

® Server Port Mumber: 80

® Executed From Server: austen

® Execured Server [P Address: 192.18.151.14

® Sezsion [T dShfedh4dd0146c7E47h243cE52

® Seszsion Created: Wed Aug 06 12:32:56 PDT 2003
® Last Accessed: Wed Ang 06 12:42:49 PDT 2003
® Sezsion will go inactive in 1800 seconds

Enter session attribute data:

Mame of Session Armbute: |}

Walue of Sesion Attibute: |§

‘ ADD BESBION DATAl ‘ RELOAD PAGE

CLEAR SESSION'

Data retrieved from the HttpSession:

® named = 2
® named =3
® namel =1

INSTRUCTIONS

® Add session data nsing the form. Upon pressing ADD SESSION DATA, the current session data will be listed.
® Click on RELOAD PAGE to display the current session data without adding new data.
® Click on CLEAR BESBION to invalidate the current session.

=] e v aP e 2|
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If you wait until the session times out (1800 seconds) and enter new session
attribute data, you see only the latest data you entered, and a new session ID at
the top of the page.

You can also simulate a timeout by clicking CLEAR SESSION, which will clear
your session data and give you a new session ID.

Figure 4-5 Cluster JSP with New HTTP Session Information

e : Cluster — Ha TSP Sample

File Edit Wiew Go Communicator Help|
|

& | s wan D 2

Cluster — HA JSP Sample
HttpSession Information:

® Served From Server: austen

® Server Port Mumber: 80

® Executed From Server: austen

® Execured Server [P Address: 192.18.151.14

® Sezsion T d8ca72214356 S6EHHFO 6 dcIbhiPc5 482
® Seszsion Created: Wed Aug 06 12:45:02 PDT 2003

® Last Accessed: Wed Ang 06 12:45:.02 PDT 2003

® Sezsion will go inactive in 1800 seconds

Enter session attribute data:

Meme of Session Attribure:

Walue of Sesion Armibur

‘ ADD BESBION DATAl ‘ RELOAD PAGE

CLEAR SESSION'

Data retrieved from the HttpSession:

® testd =4

INSTRUCTIONS

® Add session data nsing the form. Upon pressing ADD SESSION DATA, the current session data will be listed.
® Click on RELOAD PAGE to display the current session data without adding new data.
® Click on CLEAR BESBION to invalidate the current session.
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Notice a new Session ID (in this example, d8ca7921435686ffffffff996dc3bbfic5489)
appears at the top of the page and that only the latest information entered (in this
example, test4=4) appears in the Data Retrieved from HttpSession section.

Verifying HTTP Load Balancing

Now that you have run the sample application and are familiar with how the
session information is presented, you can demonstrate that your load balancer is
working. If not, you can troubleshoot your load balancer.

This section contains the following topics:

Steps for Verifying Load Balancing

Troubleshooting the Load-Balancer Plug-in

Steps for Verifying Load Balancing

You can demonstrate that the load balancer is working by following these steps.

1.

Open two separate browsers and run the application from your web server by
typing http://web_server_name:web_server_port/clusterjsp. For example:

http://test.sun.com 80/clusterjsp

Because session data is sticky when you use the load balancer, if you open a
browser window and access the application, all reloads or other operations
from that browser are considered to be in the same session and will be serviced
by a single Sun Java System Application Server instance.

In order to verify that load balancing is working for the application, open a
second browser and access the application. Because the session data is stored
in cookies, you must either open the second browser on a different machine, or
use different browser software on the same machine. Check the Session ID to
make sure both browser windows have separate session data.

Once you have accessed the application in two separate session windows, open
another browser window and look at the web server error log.

a. Access your Sun Java System Web Server’s Administration Server with the
URL described in your web server documentation, for example:

http://test.sun. com 8888

b. Choose your web server instance and click Manage.
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c. Inthe Server Manager for your web server instance, click the Logs tab.
d. Inthe left pane, click View Error Logs.
Look for entries with RequestExit in them.

You can either scan for them visually or enter RequestExit into the “Only show
entries with” field.

The entries with RequestExit should show HTTP listener IDs for both Sun Java
System Application Server instances, so you can see that both application
server instances are serving requests.

To verify that the Sun Java System Application Server instance serviced the
request, check the HTTP access logs for each application server instance.

You should see the requests for the cl ust erj sp application. For more
information on checking the access logs, see “Using the Administration
Interface to View Logs” on page 63.

NOTE In order to see the RequestExit messages, you must have enabled

verbose logging for your web server. For instructions, see “Enabling
Load Balancer Monitoring” on page 50.

If you are having trouble getting your load balancer to work, see the following
section on troubleshooting your load-balancer plug-in.

Troubleshooting the Load-Balancer Plug-in

Use the following table to help you troubleshoot load balancing. The symptom is
described in the left column, the probable cause in the middle column, and the
solution in the right column.

Table 4-3  Troubleshooting Load Balancing

Symptom

Probable cause Solution

Connection failure when Web server is not started Ensure that the web server has

attempting to access

application

Wrong port specified in URL. been started.

Determine the correct web
server port number.

See your web server
documentation for more details.
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Symptom

Probable cause

Solution

404 error when accessing
application

Error page when accessing
application

Application is not deployed.
Error in your | oadbal ancer . xn file

One or more of the servers in the cluster is
not responding.

See “Deploying the Cluster JSP
Sample Application to a Cluster”
on page 56.

Errors in your

| oadbal ancer. xm file are
noted in the web server’s error
log. For more information, see
“Finding Errors in Your
loadbalancer.xml File” on
page 75.

Make sure that the server
instances in your cluster are
running.

Check your error log to see if the
health checker has found an
unhealthy instance. For more
information, see “Using the
Health Checker” on page 76.

Finding Errors in Your loadbalancer.xml File

If you cannot reach the sample application through the web server URL, you might
have a problem with your load balancer. If you can reach the applications through
the individual application servers, you can determine that the problem is not with

the application server instances.

Because the load balancer plug-in logs messages to the web server log files, you
should check the web server error log files for more information.

You can view the error logs for the Sun Java System Web Server through the Server

Manager:

1. Access your Sun Java System Web Server’s Administration Server with the
URL described in your web server documentation, for example:

http://test.sun. com 8888

2. Choose your web server instance and click Manage.

3. Inthe Server Manager for your web server instance, click the Logs tab.

4. Inthe left pane, click View Error Logs.

5. The default view shows 25 messages; you can increase the number if necessary.
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If you are experiencing problems with the load balancer, you see messages that
include “Failed to initialize load balancing subsystem.”

If the problem is that the your | oadbal ancer . xni file has errors, you may see a
parser error that points you to the line in your | oadbal ancer . xn file that contains
the error. For example, you might see something like:

[17/ Jun/ 2003: 09: 57: 44] catastrophe ( 5643): LBConfigParser.cpp@34:
reports: Ib.configurator: ONFGLOOO: Parsing of file
:lusr/iplanet/servers/https-test.sun.con config/loadbal ancer.xm

Failed at line : 7 and colum : 3.The error nessage is : No character data
is allowed by content nodel

This message points you to the line with the error in thel oadbal ancer. xni file.

Correct the problem in the | oadbal ancer . xni file, apply changes and restart the
web server, and try again.

Using the Health Checker

If your load balancer is running correctly, and you have set your web server’s
LogVer bose to on, you see the health checker working in the web server’s log files:

[ 09/ Apr/2003: 13: 36: 02] verbose ( 7576): Heal t hChecker. cpp@53: reports:
| b. monitor: HLCKL006: Unheal t hyl nst ances cl usterl 1049920562631
NoUnheal t hyl nst ances

For instructions about turning on verbose logging, see “Enabling Load Balancer
Monitoring” on page 50.

Regardless of whether you are using verbose logging, if one of your instances
becomes unhealthy, the load balancer will flag it as unhealthy when an access
attempt fails. If it remains unhealthy, the health-checker flags it as unhealthy again.

For example:

[17/ Jun/ 2003: 10: 37: 27] warning ( 5700): reports: |b.runtine: RNTM2024:
Daermon http://test.sun.com 81 is unhealthy.

[17/ Jun/ 2003: 10: 37: 27] warning ( 5700): reports: |b.healthchecker:
HLCK3003: Listener: http://test.sun.com8l is detected to be still
unHeal thy in cluster: clusterl

The health checker continues to monitor the unhealthy instance and flags it as
healthy again once it is running.
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Verifying HTTP Session Persistence

Once you have verified that load balancing works, you can verify HTTP session
persistence. In session persistence, if one Sun Java System Application Server
instance fails for some reason, the second instance will pick up the session and
process the request.

NOTE Session persistence does not work between clusters, only between
instances in a cluster.

To demonstrate that HTTP session persistence is working:

1. Open a browser window.

2. Access the application from the web server. For example:
http://test.sun.com 80/clusterjsp

3. View the web server error log to see which server serviced the request (again,
look for Request Exi t entries).

4. Shut down the Sun Java System Application Server instance that is serving the
page.

You can use the Administration interface to shut it down:

a. Access the Administration interface using the administration port number,
for example:

http://test.sun.com 4848

b. In the left pane, click the server instance you want to stop.
c. Click Stop in the right pane.

5. Reload the Cluster JSP sample application page.
The session ID and session attribute data is retained.

6. Check the web server error log. Notice that the other Application Server
instance is now servicing the request.

Session information should be saved after a server goes offline. The only time you
might lose session data during a failure is if the failure occurs while the application
is transferring data. In that case, you may see slightly older session data.
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In the real world, you would not shut down a server without attempting to have it
complete existing sessions. Instead, you would shut down the server in a phased
manner, in a process called quiescing.

To quiesce an application server instance, follow these steps:

1. Open a browser window and access the Cluster JSP application through the
web server port. Keep this window open.

2. Determine which application server instance is serving the request.

Open a second browser window and access the serverl application server
instance HTTP access log in the Administration interface. Look in the log for an
access of the Cluster JSP application timed when you sent the request. If you
see the access in the serverl log, then the serverl application server instance is
serving the request. If you do not see such an entry in the access log, check the
access log for the server2 application server instance. Leave the access log
window open.

3. Once you have verified the application server instance that is serving the
request, disable that server instance in the | oadbal ancer. xm file.

Change enabl ed="t rue" to enabl ed="f al se" for the correct server instance.
For example:

<instance nane="serverl" enabl ed="fal se"
di sabl e-timeout-in-mnutes="5" |isteners="http://test.sun.com81l"/>

4. Save your | oadbal ancer. xni changes.

5.  Wait for the reload poll interval to pass, so that your new configuration is
loaded.

For this tutorial, the reload poll interval is set to 60 seconds, so you only need
to wait a minute.

6. Once the reload poll interval has passed and your new configuration is loaded,
the load balancer plug-in no longer sends requests that do not have existing
sessions to that server instance. However, requests with existing sessions are
still forwarded to the server instance for the quiescing period.

To see this, in your open Cluster JSP window, enter name and attribute
information and click ADD SESSION DATA
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Go to the browser window that displays the HTTP access log for the server that
served the initial request. Click OK to refresh the information.

Notice that even though the server is disabled in | oadbal ancer. xni , it is
serving this request.

Wait five minutes for the quiescing period to end, then use your open Cluster
JSP application window to enter additional name attribute information and
click ADD SESSION DATA.

The quiescing period is controlled by the disable timeout in minutes for the
server instance. Earlier in the tutorial we set this to five minutes.

Because the quiescing period has passed, the request is sent to a different
application server instance.

To see this result, refresh your server instance’s HTTP access log. You should
see No new requests.

Open a third browser window and view the HTTP access log for the other
server instance. You should see the Cluster JSP request being serviced by the
second server instance.

You can then shut down the application server instance safely.

You can also quiesce an application to take it offline safely. For more information
on application server instance and application quiescing, see the Sun Java System
Application Sever Administration Guide.
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Chapter 5

Summary and Next Steps

By following the Getting Started Guide, you explored these key aspects of the Sun
Java System Application Server:

= Key features and architecture

= Using tools for administering the application server

< Deploying and using a J2EE application

= Configuring and using load balancing

= Configuring and using HTTP session persistence

= Quiescing a server instance

Review the next steps in the following table to determine the resources that are best
suited to your interests. The left column contains topics of interest and the right
column contains information on the next steps to take to pursue your interest.

Table 5-1  Next Steps

Interest

Next Steps

Learn more about Enterprise
Edition features implemented in
Sun Java System Application
Server sample applications.

Learn about J2EE design and
development best practices.

Learn more about failover, session
persistence, and high-availability
session configuration in
applications.

See the sample applications for Enterprise Edition installed
with the Application Server at
http://application_server_host_name:port/samples. An index
page provides information on all the available Enterprise
Edition samples.

See the Java BluePrints and try out the Java Pet Store and
Smart Ticket sample applications that are bundled with the
application server.

See the Sun Java System Application Server Application
Guidelines for Storing Session State and use the Duke’s
Bookstore and Session Storage sample applications that
are bundled with the application server.
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Table 5-1  Next Steps

Interest

Next Steps

Learn about administering Sun Java
System Application Server 7,
including clustering, session
persistence, load balancing, and the
HADB.

Learn more about J2EE by using
tutorials.

Learn how specific J2EE features
are implemented on Sun Java
System Application Server 7.

Learn about general development
practices using Sun Java System
Application Server 7.

Review the Sun Java System Application Server 7
Administrator's Guide.

See the J2EE Tutorial and Java Web Services Tutorials.

See the Sample Applications included in the application
server installation.

See the Sun Java System Application Server 7 Developer's
Guide.
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