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Preface

This publication explains how to install and configure Sun Java System Directory
Editor for use in a production environment.

For the latest information about the features and functionality in this release of
Directory Editor, please see the online release notes at:

http:// docs. sun. coni db/ prod/ sj s. di redi t

NOTE User interfaces depicted in this document are subject to change in
future versions of the product.

This Preface contains the following information:

= “Who Should Use This Book” on page viii

= “Before You Read This Book” on page viii

= “How This Book Is Organized” on page ix

= “Conventions Used in This Book” on page x

= “Books in This Documentation Set” on page xii

= “Related Documentation” on page Xii

= “Accessing Sun Resources Online” on page Xii

= “Contacting Sun Technical Support” on page xiii

= “Related Third-Party Web Site References” on page xiii

e “Sun Welcomes Your Comments” on page Xxiv

vii


htt;://docs.sun.com/db/prod/sjs.diredit

Who Should Use This Book

Who Should Use This Book

This Installation and Configuration Guide is intended for use by administrators,
systems engineers, and professional services engineers who will use Directory
Editor to create and manage directory data.

You should already be familiar with

= Creating and managing directory, organization, group, user, and
container data

= Configuring and operating Sun Java™ System Directory Server
= Lightweight Directory Access Protocol (LDAP)
= Javatechnology

= Extensible Markup Language (XML)

Before You Read This Book

The Sun™ Java System Directory Editor Release Notes contain the latest information
about the product — including information that may supersede instructions
provided in this book. Be sure you read these Release Notes before attempting any
procedures described in this book.

Because Sun Java™ System Directory Server is used as the data store in an
Directory Editor deployment, you should be familiar with the documentation
provided with that product. Directory Server documentation can be accessed
online at

http://docs. sun. coni col | / D rect or ySer ver _04q2.

viii  Sun Java™ System Directory Editor 1 2004Q4 « Installation and Configuration Guide



How This Book Is Organized

How This Book Is Organized

The Sun Java™ System Directory Editor Installation and Configuration Guide is
organized into the following chapters:

Chapter 1, “Before You Install” provides important information to help you
prepare to install and configure Directory Editor.

Chapter 2, “Installing Directory Editor” provides instructions for installing
Directory Editor on your system.

Chapter 3, “Getting Started” provides an overview of the Directory Editor’s
graphical user interface and major features.

Chapter 4, “Creating and Editing Objects” explains how to create and edit
objects in your directories.

Chapter 5, “Working With Forms” explains how to customize the default
Directory Editor forms and how to create new forms for your site.

Chapter 6, “Searching Directories” explains how to search for objects in the
directory.

Chapter 7, “Configuring Directory Editor” explains how to configure
authorization roles and create a secure site.

Chapter 8, “Backing Up and Restoring Configurations” explains how to
backup and restore your configuration data.

Chapter 9, “Removing the Software” explains how to uninstall Directory
Editor.

Chapter 10, “Error Logging and Troubleshooting” explains how to work with
Directory Editor error logs and how to troubleshoot problems you may
encounter as you work.

Appendix A, “HTML Components Used to Define Directory Editor Forms”
describes the HTML components you use to customize Directory Editor forms.

Appendix B, “Resources for Role Configuration” describes the resources that
are available for configuring roles.
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Conventions Used in This Book

Conventions Used in This Book

The tables in this section describe the conventions used in this book.
The information is organized as follows:

= “Typographic Conventions” on page x
= “Symbols” on page xi
= “Mnemonics” on page Xi

= “Default Paths and File Names” on page Xi

Typographic Conventions

The following table describes the typographic conventions used in this book.

Table 1  Typographic Conventions

Typeface Meaning Examples

AaBbCc123 API and language elements, HTML tags, web site Edit your .1 ogi n file.

(Monospace) URLs, command names, file names, directory path Usels -ato list all files.
names, on-screen computer output, sample code.

AaBbCc123 What you type, when contrasted with on-screen % su

(Monospace bold) computer output. Password:

AaBbCc123 Book titles, new terms, words to be emphasized. Refer to the Sun Java™ System

(Italic) Directory Editor User's Guide.

A placeholder in a command or path name to be
replaced with a real name or value. Do not save the file.

The file is located in the
instal | -dir/bin directory.
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Symbols

Conventions Used in This Book

The following table describes the symbol conventions used in this book.

Table 2 Symbol Conventions
Symbol Description Example Meaning
[] Contains optional command I's [-1] The -1 option is not required.
options.
{]} Contains a set of choices for a -d {y|n} The - d option requires that you use
required command option. either the y argument or the n
argument.
- Joins simultaneous multiple Control-A Press the Control key while you press
keystrokes. the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key, release it, and
keystrokes. then press the subsequent keys.
> Indicates menu item selectionina  File > New > Templates From the File menu, choose New. From
graphical user interface. the New submenu, choose Templates.
Mnemonics
Directory Editor uses mnemonics (underlined letters) throughout the user interface
to give you quicker options for performing certain tasks. You simply type the
unlined letter to perform the task. Mnemonics are not case sensitive. To access
them press the Alt key simultaneously.
Default Paths and File Names
The following table describes the default paths and file names used in this book.
Table 3 Default Paths and File Names
Term Description

<installation_root>/ <machine_name>/ | ogs

C: <installation_root>- <version_number>\ webapps

Default path to the Directory Editor central logs (on Unix)

Default installation directory for the dml . war file (on Windows)
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Books in This Documentation Set

Books in This Documentation Set

The following table summarizes the books included in the Directory Editor
documentation set.

Table 4 Books in This Documentation Set

Book Title Description

Sun Java System Directory Editor Installation and  Describes how to install and configure Directory Editor for use in
Configuration Guide a production environment.

Sun Java System Directory Editor Release Notes  Available after the product is released. Contains last-minute
information, including a description of what is new in this current
release, known problems and limitations, installation notes, and
how to report issues with the software or the documentation.

Related Documentation

Because you will be working with Sun™ Java System Directory Server, you may
need to refer to their product documentation. You can access the documentation
from the following location:

http://docs. sun. coni col | / D rect orySer ver _04qg2

The http://docs. sun. com web site enables you to access Sun technical
documentation online. You can browse the archive or search for a specific book
title or subject.

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

= Developer Information
htt p: // devel opers. sun. cond pr odt ech/ i ndex. ht ni

= Download Center
http://wams. sun. coni sof t war e/ downl oad/

e Product Data Sheets
htt p: // waw sun. con sof t wer e/
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Contacting Sun Technical Support

Product Documentation Online
http://docs. sun.com

Product Support and Status
ht t p: // v sun. comd ser vi ce/ suppor t/ sof t war e/

Professional Services
ht t p: // waw sun. com ser vi ce/ sunps/ sunone/ i ndex. ht n

Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. com

Support and Training
ht t p: / / waw sun. cond suppor t rai ni ng/

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the
product documentation, go to:

ht t p: // v sun. cond ser vi ce/ cont acti ng

Related Third-Party Web Site References

The following third-party web sites are referenced in this publication:

For information about configuring LDAP over SSL:
http://support.mcrosoft.con def aul t. aspx?sci d=kb; en- us; 321051

For information about installing the Apache Tomcat software:
http://]akarta. apache. or g/ t ontat /

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused or alleged to be caused by or in connection with use of or reliance on
any such content, goods, or services that are available on or through such sites or
resources.
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Sun Welcomes Your Comments

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments
and suggestions.

To share your comments, go to htt p: // docs. sun. comand click Send Comments. In
the online form, provide the document title and part number. The part number is a
seven-digit or nine-digit number that can be found on the title page of the book or
at the top of the document.

For example, the title of this books is Sun™ Java System Directory Editor Installation
and Configuration Guide, and the part number is 819-1078-10.
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Chapter 1

Before You Install

Use the information provided in this chapter to prepare for the installation of
Sun™ Java System Directory Editor (Directory Editor). This information is
organized as follows:

= “Supported Software Environments” on page 1

< “Recommended Directory Editor Configuration” on page 3
= “Memory Requirements” on page 4

e “Setup Task Flow” on page 4

= “Prerequisite Tasks” on page 5

= “What’s Next?” on page 5

Supported Software Environments

This section lists the software and environments that are compatible with Directory
Editor:

= “Operating Systems” on page 2
= “Application Servers” on page 2
= “Browsers” on page 3

- “Directory Servers” on page 3

NOTE Because software product developers frequently ship new versions,
updates, and fixes to their software, the information published here
changes often. Review the product release notes for updates before
proceeding with installation.




Supported Software Environments

Operating Systems

Directory Editor is compatible with the following operating systems:
< SPARC/x86

= Solaris 8 or later

e AIX4.33or later

= Microsoft Windows 2000 SP3 or later

= Microsoft Windows 2003

= Red Hat Linux

Application Servers

Directory Editor supports any application server that supports Servlet 2.2 or later,
but Directory Editor operates most efficiently with the following application
Servers:

= SunlJava™ System Application Server 8 or later
= Sun ONE Application Server 7 or later

= Apache Tomcat 4.1.x or later

= BEA WebLogic 8.1 or later

= IBM WebSphere 4 or later

NOTE You must configure your application server’s policy file to give
Directory Editor permission to access certain system resources.
Instructions for editing the policy file are provided in Chapter 2, the
“Step 3: Install Directory Editor on an Application Server” section.
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Browsers

Directory Editor is compatible with the following browsers:

Firefox 1.0
Netscape 7.0 and later
Mozilla 1.4 and later

Microsoft Internet Explorer (IE) 5.5 and later

Directory Servers

Using Directory Editor with Sun Java™ System Directory Server 5.1 or Sun ONE
Directory Server provides you with enhanced functionality and optimal
performance.

Recommended Directory Editor Configuration

When configuring Directory Editor, the following configurations are
recommended for optimum performance and support:

Sun Solaris 9, running one of the following application servers:
o Sun ONE Application Server 7.0

o WebLogic 7.2

Microsoft Windows 2000 SP4, running one of the following application servers:
o Sun ONE Application Server 7.0

o Apache Tomcat 5.0

o WebLogic 7.2

o WebLogic 8.1

o WebSphere 5.0

IBM AIX 4.3.3, running WebSphere 5.0

IBM AIX 5.2, running WebSphere 5.1

This configuration list is based on input from customer configurations, support,
professional services, and pre-sales.
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Memory Requirements

Memory Requirements

You can determine memory requirements and set values in your application
server’s JVM (Java Virtual Machine). Add the maximum and minimum heap size
to the Java command line, for example:

java - Xnx128M - Xnms128M

NOTE For the best performance, set these values to the same size.

Setup Task Flow

Your installation and configuration task flow will depend somewhat on which
application server and database server you decide to use. In general, you will
perform the following tasks:

= Perform the prerequisite tasks (described in the next section)
= Install the Directory Editor dmi . war file
= Configure Directory Editor

Depending on your server types; you may combine steps, perform them in a
different order, or eliminate them altogether.
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Prerequisite Tasks

Prerequisite Tasks

Before you install the software, you must perform the following tasks:

= Install and configure a Java Development Kit (JDK or J2ESDK) version 1.4.2
or later if a JDK is not provided by your application server

< Install and configure an application server

< Install Directory Server

NOTE For detailed information about installing and configuring Sun
Java™ System Directory Server, consult the Sun Java™ System
Directory Server 5 2004Q2 Installation and Migration Guide.

= Select a configuration directory and a managed directory

o The Directory Editor configuration directory is a directory where you store
the product’s configuration information.

This directory does not have to be a configuration directory as defined by
the Sun ONE Server Console 5.x Server Management Guide.

o The managed directory is the directory server serving as the source of data
being managed by Directory Editor.

NOTE You can use the same directory for both the configuration and
the managed directories.

What's Next?

Continue to Chapter 2, “Installing Directory Editor” to install and configure
Directory Editor.
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Chapter 2

Installing Directory Editor

Use the information and procedures described in this chapter to install Directory
Editor for use with different application servers. This chapter is organized as
follows:

< “Before You Begin” on page 7
= “Installation Steps” on page 8

= “What’s Next?” on page 34

Before You Begin

Before starting the Directory Editor installation process,

= Ensure that your application server or servlet container uses the Java
1.4.2 J2SDK (or later)

= Ensure you have the following information at-hand:
o If your application server is already installed, note the installation location

o Your login and password for the Directory Server

NOTE You must have an account with read and write access for
the directory server you will use to store the Directory
Editor configuration.




Installation Steps

Installation Steps

Use the following steps to install Directory Editor:

1.
2.
3

4.
5.
6.

Install an application server (if it is not already installed on your machine).
Install the Directory Editor software.

Install and deploy Directory Editor on your application server.

Set the Startup Properties.

Set the Managed Directory.

Log-in.

Step 1: Install an Application Server

You must have a Java compiler and a Java Virtual Machine installed on your
machine to run the Java classes that perform actions in Directory Editor. Both items
are available with the Java 2 Software Developer’s Kit (SDK). (The JRE packages do
not provide a compiler.)

You can download the J2SDK from htt p: //j ava. sun. comand follow the installation
instructions provided with the product or many application servers bundle a JDK
with their installation.
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CAUTION Directory Editor requires access to some privileged operations that
the application server may not allow by default. Edit the security
policy file for your application server and grant access to certain
actions, as follows:

1. Open the server. policy file.

2. Add the following lines to the end of the block granting access to
“all remaining code™:

perm ssi on javax. security. aut h. Aut hPer m ssi on
"get Logi nConfi guration";

perm ssi on javax. security. aut h. Aut hPer m ssi on
"set Logi nConfi guration”;

perm ssi on javax. security. aut h. Aut hPer m ssi on
"creat eLogi nCont ext. SunDirect oryLogi n";

perm ssi on javax. security. aut h. Aut hPer m ssi on
"modi fyPrinci pal s";

3. Save the file.

4. Restart the application server.

NOTE

The J2SDK version that is shipped with an application server is
always preferred to any other J2SDKs installed on your server.

= You can conserve space on your machine when installing the
J2SDK, if you do not install the Java documentation, examples,
or header files.

< Beaware that adding JAVA_HOVE to your list of system
environment variables benefits the application server, but it
may affect other applications.
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Step 2: Install Directory Editor

Use the following instructions to download and install the Directory Editor
dni . war file.

1. Download the DEL12004(4. zi p file from the Sun website to a safe location in
your deployment directory. This zip file contains the following files:

o Readme file
o Third-party license file
o Directory Editor license file
o Directory Editor installer
2. Extract these files from the DE12004Q4. zi p file.

3. From a command window, type j ava. dni to launch the Directory Editor
installer.

4. When the Welcome screen is displayed, click Next to open the Directory Editor
Software License Agreement.

Figure 2-1 Directory Editor License Agreement

._aDirectory Editor Yersion 1.0.04316 Install Wizard -0 5'

Software License Agreement
@ Sun.

mieragyybems

Before you can install this product, you must read and acceptthe agreement
underwhich this productis licensed for your use

1.5 This Agreement is the parfies enfire agreement refafing o its subject -
matter. It supersedes all prior or contemporaneous oral o written
communications, proposals, conditions, representations and warranties and
prevails over any corflicting or additional terms of any quote, order,
acknowledgrnent, or other communication between the parties relating to its
subject matter, including any Binary Code Licenses, Supplemental Terms, or
other licenses contained within Licensed Software. Mo maodification to this
wareement will be binding, unless inwriting and signed by an authorized
representative of each party.

(LFI#1439490F arm [D#011801) =

Have you read, and do you accept, all of the terms of the preceding Software
License Agreement? If you choose Mo, the installation program will end without
installing the product.

| £ Back || Yes (Accept License) 3 | Mo Help

o Click Yes (Accept License) if you agree to the terms.

o Click No to cancel the installation.
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5. If you accept the license agreement, the Select Installation Directory screen
displays. Enter the directory and path where you want to install the product
components (or click Browse to locate and select a directory).

Figure 2-2 Select Installation Directory Screen

,.aDirE(tury Editor ¥ersion 1.0.04316 Install Wizard 3 x|
Select Installation directony
Directory to install Directony Editor c
|C'1Dncuments and Settingsikf 45386 | | Browse...
£ Back Cancel Help

6. Click Next and the Ready to Install Screen is displayed to provide information
about the product.

Figure 2-3 Ready to Install Screen

.aDirectury Editor Yersion 1.0.04316 Install Wizard -|EI|5|

OSun Ready to Install

ierosystems

The fallowing items for the product Directory Editor will be installed:

Froduct: Directory Editar
Location: CADocuments and Setlingsike 45366
Space Reguired: 7,66 ME
DL weat file
| € Back | | Install Now 3 | Cancel Help
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7. When you ready, click Install Now.

An Installing... screen displays briefly during the installation process, and then
the Installation Summary screen is displayed to report the installation status.

Figure 2-4 Installation Summary Screen

._aDirectory Editor Yersion 1.0.04316 Install Wizard - |E| 5'

Installation Summary

The Directory Editor installation status is shown helow:
Product Status Information
Directory Editor Installed | Details...

Click on the "Details..." Button beside product status for mare infarmation.

If necessary, you can click the Details button for additional information.

8. Click Close to exit the installer.

Next, you must install and deploy the dm . war file on your application server.
Continue to “Step 3: Install Directory Editor on an Application Server” on page 13
for instructions:
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Step 3: Install Directory Editor on an
Application Server

After downloading and installing the Directory Editor dni . war file, use the
instructions provided in this section to install and deploy the software on your
application server.

The information is organized as follows:

= “Installing Directory Editor on a Sun Application Server” on page 13
= “Installing Directory Editor for Tomcat 5.0.x”” on page 17

= “Installing Directory Editor for WebLogic” on page 24

= “Installing Directory Editor for WebSphere 5.1” on page 26

Installing Directory Editor on a Sun Application Server

Use the procedures described in this section to install Directory Editor for use with
a Sun Java™ System Application Server or a Sun ONE Application Server.

The information is organized as follows:
= “Installing the Sun Application Server Software” on page 13

< “Deploying Directory Editor into a Sun Applications Server” on page 16

Installing the Sun Application Server Software

NOTE The following information is provided for general reference only.
For detailed installation instructions, consult the installation
instructions provided with your application server product or
download the Sun Java System Application Server or Sun ONE
Application Server product documentation from
htt p: //docs. sun. com

You may need to perform one or more of these general steps when installing the
software:

= Use the Sun Application Server’s Typical installation.
= Specify a location for the installation directory.

= Specify an administrator name and password for Application Server
administration.
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Configuring the Sun Application Server’'s Policy File

You must configure the application server’s policy file to give Directory Editor
permission to access the application server.

1. Define adni. home variable as follows:
a. Launch and log into the Sun ONE Admin Console.

b. On the left side of the Console, click the folder name for the Application
Server instance on which Directory Editor will be installed.

NOTE The default folder name is usually serverl.

c. Onthe left side of the Console, select the JVM settings tab, and then select
the JVM Options link.

d. Add the following JVM option for dm . horre:

- Ddmi . home=<SunONEHome>\ <domain_name>\ <App_Server_Instance>\
appl i cati ons\j 2ee- modul es\ <idm_1>

For example:

- Ddmi . horre=- Ddm . hone=/ opt / SU\V&ppser ver 7/ dormai n1/ ser ver 1/
appl i cati ons/j 2ee-modul es/ dm _1

2. Add the following line to the <App Server Home>/ donai ns/ <Domain
Name>/ conf i g/ server. policy file (see Code Example 2-1):

grant codeBase "file:${dn.hone}/-" {
pernission java.util.PropertyPermssion "*" "read, wite";
pernission java.io.FilePerm ssion"<<ALL FILES>>","execute";

b
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Code Example 2-1 Example Sun Application Server Policy File

*  Copyright (c) 2002 Sun Mcrosystens, Inc. Al rights reserved. */
* Use is subject to license terns. */

/ Syst em Code Perm ssions
grant codeBase "file: ${waveset. hone}/-" {
permi ssion java.util.PropertyPernission "waveset.hone", "read,wite";
pernmission java.security. SecurityPerm ssion "putProviderProperty. CryptixOypto";
permi ssion java.security. SecurityPernission "insertProvider.CryptixCrypto";
permi ssion java.util.PropertyPernission "security.provider", "read,wite";
pernission java.io. FilePernission "${waveset. hone}${/}*", "read, wite, execute";

permission java.util.PropertyPernmission "*", "read, wite";
permi ssion java.lang. Runti mePerm ssi on "accessC assl nPackage. sun. i 0";
permi ssion java. net. Socket Permi ssion "*", "connect, resol ve";

grant { permi ssion java.security.AllPernission; };

grant codeBase "file:${dn.home}/-" {
permission java.util.PropertyPernission "*", "read, wite";
permi ssion java.io. Fil ePerm ssion"<<ALL FI LES>>", "execute";

/Wb Application Pernissions

grant {
perm ssion java.lang. RuntinmePermi ssion "accessd assl nPackage. sun.io";
perm ssion java.lang. RuntinmePerm ssion "created assLoader";
perm ssion java.lang. RuntinmePerm ssion "accessDecl ar edMenbers”;
perm ssion com waveset.repository.test.testConcurrentLocking "read";
perm ssion java.net. Socket Pernission "*", "connect,resol ve";
perm ssion java.io.FilePermssion "/export/logs/trace.log", "read,wite";
perm ssion java.util.PropertyPermssion "trace.file", "read";
perm ssion java.util.PropertyPernission "trace.destination", "read";
perm ssion java.util.PropertyPernission "trace.enabled", "read";

| Core server classes get all pernissions by defaul t
grant codeBase "file:${comsun.aas.installRoot}/lib/-" {
pernission java.security. Al Perm ssion;

/ 1M classes get all pernissions by default
grant codeBase "file:${com sun.aas.ingLib}/-" {
pernmission java.security. Al Perm ssion;

Chapter 2 Installing Directory Editor
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| Wb Services classes get all permssions by default
grant codeBase "fil e: ${com sun. aas. webSer vi cesLi b}/-" {
perm ssion java.security. All Pern ssion;

| Basic set of required perm ssions granted to all remaining code
grant {

permi ssion java.lang. Runti mePerm ssion "loadLibrary.*";

permi ssion java.lang. Runti mePerm ssion "queuePrintJob";

permi ssion java. net. Socket Per m ssi on "*" "connect";
perm ssion java.io. Fil ePerm ssion "<<ALL FILES>>", "read,wite";
permi ssion java.util.PropertyPermission "*", "read";

pernmission java.lang. Runti nePer m ssi on"nodi f yThreadG oup”;

| Following grant block is only required by Connectors. If Connectors
/ are not in use the recommendation is to renove this grant.
grant {
permi ssi on javax. security. auth. PrivateQ edential Perm ssion
'j avax. resour ce. spi . security. Passwor dCredenti al com sun. enterprise.security. Principal I npl
" ANONYMOUS\ ", "read";

| Following grant block is only required for Reflection. If Reflection
/ is not in use the recommendation is to remove this section.
grant {

permi ssion java.lang. Runti mePerm ssi on "accessDecl aredMenbers”;

Deploying Directory Editor into a Sun Applications Server
Use the following steps to deploy Directory Editor into the Sun Application Server:

1. Launch the Sun Admin Console and log in.

2. Navigate to the Web Apps folder icon in the left panel (for example, select
App Server Instance->serverl->Applications->Web Apps) and click the
folder icon.

3. Inthe right panel, select the Deploy tab.
4. Enter the file path for the dn . war file, and then click OK.

5. When prompted, set both the Web Application Name and the Context Root to
dm , and then click OK.
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6. Open your browser and type http://1 ocal host: <port nunber>/dm/ into
the URL field. (If you used the defaults at install time and you are not using a
Web Server. Also, the port number will vary.)

NOTE If you are running your web browser on a host other than the
application server you may have to change or adjust the host
name.

The Directory Editor Startup Properties page is displayed. Continue to “Step 4:
Specify the Startup Properties” on page 28 for instructions.

Installing Directory Editor for Tomcat 5.0.x

This section provides general instructions for installing an Apache Tomcat
application server, and then explains two methods for installing Directory Editor
on an Apache Tomcat application server. The information is organized as follows:

= “Installing Tomcat” on page 17
= “Installing Directory Editor Using Tomcat Manager” on page 22

= “Installing Directory Editor Manually” on page 23

Installing Tomcat

NOTE The instructions provided in this section are provided for general
reference only. For detailed installation instructions, consult the
Apache website (http://jakarta. apache. org/ tontat/) or the
reference information provided for the application server software.

If you are installing the application server from the Tomcat installer,
1. Download and unpack the Tomcat installation bundle.

2. Decide where to install your Tomcat installation.

3. Specify to start Tomcat as a service (on Windows only).

4. Select a port (default is 8080).

5. Modify the Tomcat start-up script as follows:
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o On UNIX: Open the $CATALI NA_HOVE bi n directory and add the following
lines to the top of the set cl asspat h. sh file:

JAVA HOME=<JDK location>
export JAVA HOME

o On Windows: Open the $CATALI NA_HOWVE/ bi n directory and add the
following lines to the top of the set cl asspat h. bat file:

SET JAVA HOVE=<]JDK location>

Configuring the Policy File

If you will be running Tomcat with the Security Manager turned on, you must
configure the application server’s cat al i na. pol i cy file (located in

$Appser ver _hone\ conf\ cat al i na. pol i cy) to give Directory Editor permission to
access the application server. Add the following line to the bottom of the file (see
Code Example 2-2):

grant codeBase "file: ${catal i na. home}/ webapps/dm /-" {
perm ssion java.security. Al | Pernission;

b

Code Example 2-2 Example catalina.policy File

/

/'l catalina.corepolicy - Security Policy Perm ssions for Tontat 5
11

/1 This file contains a default set of security policies to be enforced (by the JVM

/1 when Catalina is executed with the "-security" option. In addition to the perm ssions
/'l granted here, the follow ng additional permissions are granted to the codebase
specific

/1 to each web application:

11
/1 * Read access to the docunent root directory

11

/1 $ld: catalina.policy,v 1.11 2004/03/02 12:36:22 remm Exp $
11
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/1 These permissions apply to javac grant codeBase "file: ${java. hone}/lib/-"
{perm ssion java.security. Al | Perm ssion;

b

/'l These permissions apply to all shared system extensions grant codeBase
"file:${java. home}/jre/libl/ext/-" {perm ssion java.security.All Perm ssion;

b

/1 These permissions apply to javac when ${java. home] points at $JAVA HOME/jre grant
codeBase "file:${java. home}/../lib/-" {perm ssion java.security. Al Perm ssion;

b
/'l These permissions apply to all shared system extensions when

/1 ${java. home} points at $JAVA HOME/jre grant codeBase "file:${java. home}/lib/ext/-"
{perm ssion java.security. Al | Perm ssion;

|
/1 SYSTEM OCDE PERM SSI ONS
|| ========== CATALINA CODE PERM SSI ONS

/'l These pernmissions apply to the launcher code grant codeBase
"file:${catalina. hone}/bi n/comrons-|auncher.jar" {perm ssion
java.security. Al | Perm ssion;

b

/'l These permissions apply to the daenon code grant codeBase
"file:${catalina. hone}/bi n/ commons-daenon.jar" {perm ssion java.security. Al Permssion;

b

/'l These permissions apply to the commons-1ogging APl grant codeBase
"file:${catalina. hone}/bi n/ commons-1 oggi ng-api .jar"
{perm ssion java.security. Al | Perm ssion;

b

/'l These permissions apply to the server startup code grant codeBase
"file:${catalina.honme}/bin/bootstrap.jar" {permssion java.security.A | Perm ssion;

b

/'l These permissions apply to the JMX server grant codeBase
"file:${catalina. hone}/bin/jnx.jar" {permssion java.security.A | Perm ssion;

b

/'l These permissions apply to the servlet APl classes and those that are shared across
all // class |oaders |ocated in the "comon" directory grant codeBase
"file:${catalina.hone}/comon/-" {permssion java.security.A | Perm ssion;

b
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java.security. Al | Perm ssion;
b

[/ for all files and directories inits

/1] avamai |

perm ssion java. util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion

/1 OS Specific properties to allow read

perm ssion java. util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion
perm ssion java.util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion
permission java. util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion

/1 JW properties to allowread access

perm ssion java. util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion
perm ssion java.util.PropertyPerm ssion
perm ssion java.util.PropertyPerm ssion
permi ssion java.util.PropertyPerm ssion
perm ssion java.util.PropertyPerm ssion
perm ssion java. util.PropertyPerm ssion

VEEB APPLI CATI ON PERM SSI ONS

/'l These permissions apply to the container's core code, plus any additional
/1l libraries installed in the "server" directory
grant codeBase "file:${catalina.home}/server/-" {pernission

/1 These permissions are granted by default to all web applications
/1 I'naddition, a web application will be given a read Fil ePerm ssion and Jndi Perni ssion

docurent root.grant {

/1 Required for JNDI |ookup of named JDBC DataSource's and
named M nePart DataSource used to send nail

"java. home", "read";

"java.namng.*", "read";
"javax.sqgl.*", "read";
access

"0s.nanme", "read";
"os.version", "read";
"os.arch", "read";

"file. separator”, "read";
"path. separator", "read";
"line.separator”, "read";
"java.version", "read";
"java.vendor", "read";
"java.vendor.url", "read";
"java. cl ass. version", "read";

"j ava.
"j ava.
"j ava.

speci fication.version", "read";
speci fication.vendor", "read";
speci fication.nane", "read";
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permi ssion java.
perm ssion java.
permi ssion java.
perm ssion java.
perm ssion java.
perm ssion java.

/1 Required for

permission java

util.PropertyPerm ssion
util.PropertyPerm ssion
util.PropertyPerm ssion
util.PropertyPerm ssion
util.PropertyPerm ssion
util.PropertyPerm ssion

QpenJMX

"j ava.
"j ava.
"j ava.
"j ava.
"j ava.
"j ava.

vm speci fication.version", "read";
vm speci fication.vendor", "read";
vm speci fication. name", "read";
vmversion", "read";

vmvendor", "read";

vm nane", "read";

.lang. Runti mePerm ssion "getAttribute";

/1 Al'low read of JAXP conpliant XM. parser debug
perm ssion java. util.PropertyPerm ssion "jaxp.debug", "read";

/1 Preconpiled JSPs need access to this package.
perm ssion java. |l ang. Runti nePerm ssi on "accessd assl nPackage. or g. apache. j asper. runtine";
perm ssion java.lang. Runti mePer m ssi on "accessd assl nPackage. or g. apache. j asper.runtime. *";

b

/1 You can assi

Il

gn addi tional permssions to particular web applications by
/1 adding additional "grant" entries here, based on the code base for that
/'l application, /WEB-1N classes/, or /WEB-INF/lib/ jar files.

/1 Different permssions can be granted to JSP pages, classes |oaded from
/1 the /WEB-1NF/ classes/ directory, all jar files in the /VWEB-INF/ I|ib/
/'l directory, or even to individual jar files in the /WEB-INF/lib/ directory.

Il

/'l For instance, assunme that the standard "exanpl es" application

/1 included a JDBC driver that needed to establish a network connection to the
/'l correspondi ng database and used the scrape taglib to get the weather from
server. You might create a "grant" entries like this:

/1 the NOAA web
/1
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/'l The pernissions granted to the context root directory apply to JSP pages.
/1 grant codeBase "file: ${catal i na. hone}/webapps/ exanpl es/-" {

/1 perm ssi on java. net. Socket Per m ssi on "dbhost . myconpany. com 5432", "connect";
/1 perm ssi on java. net. Socket Perm ssi on "*.noaa. gov: 80", "connect";

Iy

11

/1 The pernissions granted to the context WEB-INF/classes directory
/1 grant codeBase "file: ${catal i na. hone}/webapps/ exanpl es/ WEB- | NF/ cl asses/-" {
I}

Il

/1 The pernission granted to your JDBC driver

/'l grant codeBase

"jar:file:${catalina. hone}/webapps/exanpl es/ \EB-I NF/lib/driver.jar!/-" {

Il perm ssi on java. net. Socket Per m ssi on "dbhost . myconpany. com 5432", "connect";
I}

/1 The permi ssion granted to the scrape taglib
/] grant codeBase "jar:file:${catalina. hone}/webapps/ exanpl es/ WEB- I NF/ | i b/scrape.jar!/-" {
Il perni ssi on java. net. Socket Per ni ssion "*. noaa. gov: 80", "connect";
I},

grant codeBase "fil e:${catalina. hone}/webapps/dm /-" {perm ssion

java. security. Al | Perm ssion;

b

Installing Directory Editor Using Tomcat Manager
This section explains how to install Directory Editor using Tomcat Manager:

NOTE You must have a manager role in Tomcat to use this installation
method. To verify your status, check the following file:
file <Tontat _base_directory>/conf/tontat - users. xm

Use the following steps to install Directory Editor using the Tomcat Manager:

1. Navigate to the Tomcat bi n directory and use one of the following methods to

start Tomcat:
o On Unix: From the command line, invoke st ar t up. sh.

o On Windows: Double-click st art up. bat .
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6.

Installation Steps

Open your browser and type | ocal host : <port_number>/ manager/ ht M into the
URL field.

You will be prompted for your Tomcat Manager Application user name and
password. Enter the information and press OK.

The Tomcat Manager page is displayed.
Scroll down until you locate the Deploy section called “War file to deploy.”
Click Browse to locate the Directory Editor dni . war file.

Select the dm . war file and then click Deploy.

Installing Directory Editor Manually
Use the following steps to install Directory Editor manually:

1.

Copy the Directory Editor dn . war file from its current location into the
Tomcat webapps directory. For example,

C:\Tontat\jakarta-tontat-5. 0. 28\ webapps)

Navigate to the Tomcat bi n directory and use one of the following methods to
stop Tomcat:

o On Unix: From the command line, invoke shut down. sh.

o On Windows: Double-click shut down. bat .

From the same directory, use one of the following methods to restart Tomcat:
o On Unix: From the command line, invoke st art up. sh.

o On Windows: Double-click st art up. bat .

The Tomcat application will automatically detect the dni . war file, and will
install the Directory Editor program.

NOTE Be sure to wait for Tomcat to finish initializing before
proceeding to the next step.

Open your browser and type | ocal host : <port _nunber >/ dni / into the
URL field.

The Directory Editor Startup Properties page is displayed. Continue to “Step 4:
Specify the Startup Properties” on page 28 for instructions.
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Installing Directory Editor for WebLogic

Use the procedures described in this section to install Directory Editor for use with
the BEA WebLogic application server. The information is organized as follows:

= “Configuring the WebLogic Software” on page 24

= “Installing Directory Editor” on page 24

= “Configuring a WebLogic 7x Server” on page 25

= “Configuring a WebLogic 8.1 SP1Server” on page 25

Configuring the WebLogic Software

If necessary, install WebLogic (using that product’s installation instructions) and
select the domain that will be referenced when you install Directory Editor.

Installing Directory Editor
Use the following steps to install Directory Editor:

1. Copy the Directory Editor dm . war file from its current location into the folder
where you want to install Directory Editor.

NOTE The WebLogic Web application home directory is:

« For Version 7x:
<ServerHome>/ user _pr oj ect s/ <DomainName>/ appl i cat i ons

< For Version 8.1 SP1:
<ServerHome>/ user _pr oj ect s/ donai ns/ <DomainName>/
appl i cati ons

2. The Application Home panel will display the location where Directory Editor
will be installed. Click Next to begin installation.

3. Navigate to the WebLogic bi n directory and use one of the following methods
to stop WebLogic:

o On Unix: From the command line, invoke shut down. sh.
o On Windows: Double-click shut down. bat .

4. From the same directory, restart WebLogic using one of the following
methods:

o On Unix: From the command line, invoke st ar t up. sh.

o On Windows: Double-click st art up. bat .
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The WebLogic application will automatically detect the dnm . war file, and will
install the Directory Editor program.

NOTE Be sure to wait for WebLogic to finish initializing before
proceeding to the next step.

Next you must configure the WebL ogic server for use with Directory Editor.
Continue to one of the following sections for instructions:

= “Configuring a WebLogic 7x Server” on page 25

= “Configuring a WebLogic 8.1 SP1Server” on page 25

Configuring a WebLogic 7x Server

Use these steps to configure a WebLogic 7x server:

1. Start the WebLogic server:

2. Start the BEA WebLogic Administration Console.

3. Inthe left panel, expand deployments and then click Web Applications.
The console displays the Web Applications panel.

4. Click Configure a new Web Application.

5. Using the links, locate the dm folder and select it.

6. Select the target server. To do this, select the server from the Available Servers
list and move it to the Target Servers area, and then click Configure and
Deploy.

7. Click Deploy to deploy Directory Editor.

8. Open your browser and type | ocal host : <port nunber >/ dm into the URL
field. (The port number will vary.)

The Directory Editor Startup Properties page is displayed. Continue to “Step 4:
Specify the Startup Properties” on page 28 for instructions.

Configuring a WebLogic 8.1 SP1Server
Use these steps to configure a WebLogic 8.1 SP1 server:
1. Start the WebLogic server:

2. Start the BEA WebLogic Administration Console.
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In the left panel, expand Deployments, and then choose Web Application
Modules.

The console displays the Web Applications panel.
Click Deploy a new Web Application Module.

Using the links under applications, locate the dm folder where you put the
dni . war file, and select it.

Click Target Module.

Review the Targets, Accessibility and Identity configuration, and make any
necessary changes.

Click Deploy to deploy Directory Editor.

Open your browser and type | ocal host : <port _nunber >/ dni into the URL
field. (The port number will vary.)

The Directory Editor Startup Properties page is displayed. Continue to “Step 4:
Specify the Startup Properties” on page 28 for instructions.

Installing Directory Editor for WebSphere 5.1

Use the following steps to install Directory Editor for use with the IBM
WebSphere 5.1 (or later) application server.

1.

2.

Start the application server.

Start the WebSphere administration console, and then select
Applications —>Install New Application.

Add the dni . war file name in the Path:Local Path field.

Add the path to the Context Root for the Directory Editor installation (for
example, / dn ), and then click Next.

Select the Generate Default Bindings option (using the default selections for
Override and Virtual Host), and then click Next.

Install a new applications page. If you do not want to install the application in
WebSphere’s default location, enter the path to a different location into the
Directory to Install Application field. For example:

c:\ Program Fi | es\ WebSpher e\ AppSer ver\i nst al | edApps\ Host nanme

Be sure the Distribute Application and Use Binary Configuration options are
selected.
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15.

16.
17.
18.
19.
20.
21.
22.
23.

Installation Steps

Be sure the Create Mbeans for Resources and Deploy EJBs options are not
selected.

Enter the name of the application in the Application Name field (the default
is dml).

Selecting the Enable class reloading option is optional. Click Next.

To prepare for the new application’s installation, make sure the panel displays
a line for the current release of Directory Editor, and that it maps to the
appropriate virtual host. Click Next.

Be sure the panel displays a line for the current release of Directory Editor, and
that it maps to the appropriate server. Click Next and then click Finish.

Click Save to Master Configuration to save the configuration.
Click Save, and then wait for the page to clear.

Select Applications —>Enterprise Applications, and then click the application
name (the name you specified in the Application Name field).

Be sure the Use Metadata From Binaries option is selected.
Select PARENT LAST in the Classloader Mode field.

Select Application in the WAR Classloader Policy field.
Click Apply, and then click OK.

From the menu bar, click Save.

Click Save to save the changes to the Master Configuration.
Stop and restart the application server.

Open your browser and type | ocal host : <port _nunber >/ dni into the URL
field. (The port number will vary.)

NOTE With some platforms, there is a performance impact if you use
the JCE provided with that platform. If you experience a long
start-up time, see page 168 in Chapter 10, “Error Logging and
Troubleshooting”.

The Directory Editor Startup Properties page is displayed. Continue to “Step 4:
Specify the Startup Properties” on page 28 for instructions.
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Step 4: Specify the Startup Properties

The first time you open Directory Editor, a Startup Properties page is displayed,
similar to the following:

Figure 2-5 Startup Properties Page

Startup Properties

* Indicates regquired field

‘_.'f_?_\‘ ou will have to log in again after successfully saving these properies.

Configuration Directory Server
* Host: |examp|e.sun.com
*port: |EEEE [~ Secure Port
* Bind DN: |cn:direct0ry manager

* password: I
* Configuration Suffix: |dc:central,dc:sun,dc:com j

Specify the host, port, and credentials and press Refresh,

Startup Options
I~ Allow users to see this page during startup.
I~ Allow users to log in anonyrmoushy.

— Show user detailed message for failed log in attempts.

You will be prompted to specify these Startup properties and Managed Directory
properties (described in the next section).

NOTE Directory Editor may automatically complete some of the properties
fields, but you can change the information if necessary.
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Use the following information to complete the Startup Properties page:

1. Specify the following Configuration Directory Server parameters:

0

0

Host: Enter the name of the host where your configuration Directory
Server is located.

NOTE

The Directory Editor configuration directory is just a
directory where you store the product’s configuration
information. This directory server does not have to be a
configuration directory as defined by the Sun ONE Server
Console 5.x Server Management Guide.

Port: Enter the port number on which the Directory Server is listening.

CAUTION

If you use SSL to connect to a server on a port that is not
using SSL, will cause the connection to hang — which is a
characteristic of the SSL protocol.

Similarly, using a plain socket to connect to a server's SSL
socket, will also cause the connection to hang.

Bind DN: Enter the bind distinguished name used to authenticate to
Directory Server in the bind request.

Password: Enter the password you use to access the configuration

directory.

NOTE

After completing the Configuration Directory Server
Properties section, click the Refresh button and Directory
Editor will automatically display the naming contexts
available for storing the configuration.

Configuration Suffix: Specify the base suffix of the naming context where

the Directory Editor configuration is stored.
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2. Specify the optional Startup Options, as follows:

o Allow users to see this page during startup: Enable or disable the
checkbox to control whether the Startup Properties page is displayed.

NOTE The Startup Properties page is displayed if Directory Editor
cannot connect to the configuration directory when you
first start the application.

For security purposes, disable this checkbox after the initial
Directory Editor installation. After disabling this checkbox,
you can edit the configuration directory settings by
selecting Configuration —> Startup Page or by editing the
startup. properties file in VEB- | NF/ cl asses.

o Allow users to log in anonymously: Enable or disable the checkbox to
control whether your users can log in to Directory Editor anonymously.

If users log in anonymously, they can access Directory Editor’'s Home,
Browse, and Search pages only. They will not have access to the Create or
Configure pages.

o Show user detailed message for failed log in attempts: Enable or
disable the checkbox to control whether the end-user will see
more-detailed failed log-in messages.

For example, if the user enters an invalid password

« The following message displays if this option is disabled:
Authentication Failed: Invalid Oredentials

« The following message displays if this option is enabled:

Authentication Failed: Invalid Password
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NOTE

For Advanced Users Only:

The following properties are configurable, but they are not
represented in the Directory Editor user interface:

dat ast or e. obj ect Cl ass: Specify the LDAP object class that
Directory Editor can use to store configuration objects in the
directory.

dat astore. dm | dAt tri but e: Specify an attribute from the
specified object class that Directory Editor can use to store
configuration object IDs.

dat ast ore. xm Obj ect At t ri but e: Specify an attribute from
the specified object class that Directory Editor can use to store
configuration content in XML format.

dat ast or e. | ocat i on: Specify the configuration location
when it is prepended with the datastore.configSuffix.

You can configure these properties in the st art up. properti es file
located in <application_home>\ VEEB- | NF; however, changing these
attributes, may cause issues with the program and can make
support more difficult.

3. When you are finished with this page, click the Save and Continue button to
save the information.

NOTE

Your application server must allow write access to Directory
Editor’s VEB- | NF/ cl asses directory to persist
startup. properties.

If your application server does not allow write access, you will
be allowed to continue, but Directory Editor will remain in
non-production mode.
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A Managed Directories page displays (similar to the following figure).

Figure 2-6 Managed Directories Page

Managed Directory

These seftings are used by this application during initialization

* Indicates reguired field

* Host: [lacathost

*port: [388
Secure Port [

* Base Context: I

* Manager Group: |Direct0nrAdministratDrs

User search authentication: & Anonymously & Simple Bind

Bind DN; |

Password: |
Juid @edd O Rem
* Naming Attributes: Ima\l @add O Rem
Jen @add O Rem

Instructions for completing this page are provided in the next section.
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Step 5: Specify the Managed Directory
Properties

Use the following information to complete the Managed Directory Properties page
(Figure 2-6):

1. Specify the following parameters:

0

0

Host: Enter the name of the host where your managed directory is located.

Port: Enter the port number on which the managed directory is listening,
and then enable or disable the Secure Port checkbox to control whether this
directory must communicate using a secure connection.

CAUTION If you use SSL to connect to a server on a port that is not
using SSL, will cause the connection to hang — which is a
characteristic of the SSL protocol.

Similarly, using a plain socket to connect to a server's SSL
socket, will also cause the connection to hang.

Base Context: Enter the base context of the naming context to be
managed.

For example, ou=Peopl e, dc=exanpl e, dc=com

NOTE You must set the base context high enough in the tree to
ensure that you have access to all the information you need.

Manager Group: Enter the name or distinguished name (DN) of an LDAP
group under the base context whose members are considered Directory
Editor directory managers (administrators). These directory managers will
have access rights to all Directory Editor functionality. (For more
information, see “Configuring Directory Editor” on page 133.)
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User search authentication: Enter the method by which Directory Editor
will search the directory for authenticating users.

« Anonymously: Enable this button if your user objects are visible to
anonymous search queries. (The Bind DN and Password text fields
will become inactive and you cannot type in those fields.)

- Simple Bind: If your user objects are not visible to anonymous search
queries, you must enable this button and provide a Bind DN and
Password in the text boxes provided.

Bind DN: Enter the bind distinguished name used to authenticate to the
managed directory in the bind request (not required for anonymous user
search authentication). This option is used only to enable Directory Editor to
search for users during the login process.

Password: Enter the password you use to access your managed directory
to search for user object DNs (not required for anonymous user search
authentication).

Naming Attributes: Enter the attributes used in the directory tree.
For additional attributes, click the Add button. To remove attributes, click

the Rem button.

When a user tries to log in, Directory Editor uses the Account ID field on
the Log In form to search for a user object that matches one of these
naming attributes exactly.

2. When you are finished, click Save to save the information and to open the
Directory Editor Log In page.

What's Next?

Continue to Chapter 3, “Getting Started” to log-in and begin customizing
applications with Directory Editor.

34 SunJava™ System Directory Editor 1 2004Q4 - Installation and Configuration Guide



Chapter 3

Getting Started

This chapter provides an overview of the Directory Editor’s graphical user
interface and major features. The information in this chapter is organized as
follows:

“Product Features” on page 35

“Logging In” on page 36

“Changing Your LDAP Password” on page 37
“Navigating Directory Editor” on page 38
“Browsing Directories” on page 40

“Using the Browse Button” on page 42
“Running in Non-Production Mode” on page 43

“Using Online Help” on page 43

Product Features

Directory Editor is J2EE-based web application that enables you to quickly and
easily manage directory data. Directory Editor:

Provides an easy-to-use, directory editing tool that is appropriate for
administrators and end-users

Provides ability to create/edit users, groups, containers, and more
Supports a many concurrent users and large directory installations

Supports extensive customizations, branding, and embedding
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Logging In

= Supports private data transmissions with the client browser and the directory

e Provides built-in authorization to limit visible menus to users roles

Logging In
When the Directory Editor Log In page is displayed (see Figure 3-1), enter your
credentials (user name and password) for full access.

Figure 3-1 Directory Editor Log In Page

Sun Java™ Syste.m Directory Editor Q?,Sun

microsystems

Accaunt Id: I
Password: I

i Log In Anonymously

Copyright ©@2004 Sun Microsystems, Inc. All rights reserved. L5, Government Rights - Commercial software. Government users are
subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions of the FAR and its supplements. Use is
subject to license terms. This distribution may include materials developed by third parties. Sun, Sun Microsystems, the Sun logo and
ava are trademarks or registered trademarks of Sun Microsystemns, Inc. in the L5 and other countries.

NOTE = If you enable the Log In Anonymously checkbox, you will have
access to Directory Editor’'s Home, Browse, and Search pages
only. You cannot access the Create or Configure pages.

= After your initial log in, the log in screen (Figure 3-1) will
display every time you open Directory Editor.

When you log in successfully, the Directory Editor Home page is displayed.
(See “Navigating Directory Editor” on page 38 for an overview of this, and other,

Directory Editor pages.)
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Changing Your LDAP Password

NOTE If your password is about to expire, Directory Editor will display a
warning message and allow you to change your password.
However; if your password has already expired, you cannot log into
Directory Editor until your system administrator resets your
password.

To change your LDAP password, use the following steps:
1. From the Home page, click the Change My Directory Password link.

2. When the Edit Password page is displayed (Figure 3-2), type a password in the
Password text box.

Figure 3-2 Edit Password Page

Edit Password

Type a new LDAP passward.

Password: |

Confirm Password: |

3. Retype the password in the Confirm Password text box.

4. Click the Save button when you are finished to save the password (or click
Cancel to return to the Home page without saving the password).

When you log in successfully, the Directory Editor Home page is displayed.
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Navigating Directory Editor

After logging into Directory Editor as an administrator, the Home page displays as
shown in the following figure:

Figure 3-3 Directory Editor Home Page

| LogOut | Help |

User ke Server: example.sun.com

F L ]
‘ 9 Sun Java™ System Directory Editor

Home Browse Create Search Configure

Home

Welcome ke to the Sun Java™ Systern Directory Editor!

Common Tasks

Edit My Directory Information
Click this linkto edit your information in the directory.

Change My Directory Password
Click this linkto change your directary passwaord.

Browse the Directory
Click this linkto browese the contents of the directory.

Search the Directory
Click this linkto perform a search ofthe directary.

Create an Object in the Directory
Click this linkto create a new objectin the directory.

Configure the Sun Java System Directory Editor
Click this linkto configure this application

NOTE If your page looks different than the one shown in the preceding
figure, you may have specified credentials for an account that is not
a member of the Manager Group you specified in “Step 5: Specify
the Managed Directory Properties” on page 33.
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The Home page contains a list of tasks commonly performed with Directory
Editor. Click any of the links on this page to perform the task described, as follows:

Edit My Directory Information: Click this link to open the Edit an Object page,
where you can edit information in the directory. (Instructions for editing
directory information are provided in “Editing Objects” on page 82.)

Change My Directory Password: Click this link to open the Edit Password
page, where you can change your LDAP password. (Instructions for changing
your password are provided in “Changing Your LDAP Password” on

page 37.)

Browse the Directory: Click this link or select the Browse tab to open the
Browse page where you can view the contents of the directory in tree format.
(Instructions for browsing the directory are provided in “Browsing
Directories” on page 40.)

Search the Directory: Click this link or select the Search tab to open the Search
page, where you can to locate objects in the directory. (Instructions for
searching the directory are provided in Chapter 6, “Searching Directories.”)

You can execute three different types of searches from the Search page:
o Basic Search (default): Search for a user, a group, or an organizational unit.

o Advanced Search: Specify conditions that can be combined with and
operations to search for objects.

o Filtered Search: Use a free-form query string to search for objects.

Create an Object in the Directory: Click this link or select the Create tab open
the Create page where you can create user, group, organizational unit, domain,
and locality objects. (Instructions for editing objects in the directory are
provided in Chapter 4, “Creating and Editing Objects.”)

Configure the Sun Java™ System Directory Editor (only available to
administrative users): Click this link or select the Configure tab to configure the
Directory Editor application. You can customize forms, configure the Startup
and Managed directories, configure searches, configure naming attributes,
specify roles, and backup or restore configurations. (Instructions for
configuring Directory Editor are provided in Chapter 7, “Configuring
Directory Editor.”)
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The following options (located in the upper-right corner of the application
window) are also available from all Directory Editor web pages:

Log Out: Click the link to log out of the Directory Editor application.
(The Directory Editor log in page is displayed immediately.)

Help: Click the link to open the online Help when you need assistance with the
interface or a procedure. (Instructions for using the Help tool are provided in
“Using Online Help” on page 43.)

Browsing Directories

Select the Browse tab to browse the contents of the directory.

Initially, only the top-level directory objects (based on object class) are displayed in
tree view, as follows,

=3 OU, O, domain
2, Groups

& Person

[ Role

3 All other

NOTE You specify the directory context using the Managed Directory

parameters stored in the configuration directory.
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Figure 3-4 Browse Tab

Home Browse Create Search Configure

Browse

Base Context : de=central,dc=sun,dc=com

Show : IE\terything VI Contains :

|_Udc=centrade=sun,dc=com
- &g Directory Administrators
Mo Grnups
p& People
[Me Special Users
e Ser\uces

I_? Engineering

Show : IE\terything VI Cantains I

Click the node key [ o« ]to view the contents of that folder. If there are more than
100 objects in that folder, then a link to the Search page will be displayed instead.

NOTE = Ifyou click the folder icon or directory name, the Edit page is
displayed so you can edit that object. For example, if you select
cn=Direct ory Admi nistrators you can edit the object name,
the availability of people in the group, add or remove members,
and view statistics. Instructions for editing objects are provided
in Chapter 4, “Creating and Editing Objects.”

= You can change the default limit for the number of objects
displayed in a folder, by selecting Configure > Search Options.
When the Search Configuration page is displayed, change the
Number of Results value.
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Using the Browse Button

Many Directory Editor pages provide a Browse button to help you locate
information you must provide to complete a task.

For example, when creating a new object, you must provide a parent entry (the
name of the context) where you are going to add the object.

1. Click the Browse button to open a Browse dialog box, as follows:

Figure 3-5 Example Browse Dialog Box

Sun Java™ System Directory Editor

Browse

Select a context from the tree and press Ok,

Base Context : de=central,dc=sun,dc=com

U dc=central. dc=sun.dc=com

o= E Groups

Feople

E Special Users
E Jervices

Y

2. Inthis dialog box, navigate within the tree to locate the appropriate parent
entry (or context name).

3. Click the entry to select it.
For example, you might want to add a new user entry under the People node.

4. When you have made your selection, click OK to save your selection and
return to the Create page.

Directory Editor then enters the context information into the Parent Entry
text box.

Figure 3-6 Completed Parent Entry Text Box

Mew Object Type: I User vl
* parent Entry: |0u=Pe0ple,dc=centrade=sun,d
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Running in Non-Production Mode

You must give Directory Editor permission to write to the application server file
system, or Directory Editor can only run in non-production mode, which means
the product cannot save it’s startup properties to the file system.

If you are just evaluating Directory Editor, you may want to run the product in
non-production mode.

To run Directory Editor in non-production mode (evaluation mode):

1.

Temporarily remove the Directory Editor permissions from your
catal i na. pol i cy file.

Start Tomcat (or your application server) with the - securi ty flag.

Re-deploy the Directory Editor application and go through the initial
configuration steps described in Chapter 2, “Installing Directory Editor.”

A message prompt is displayed to warn you that Directory Editor cannot write
its Startup properties, and asking if you want to continue in non-production
mode. If you respond Yes, Mbde: NON- PRODUCTI ONwill display in the title bar.

Click the Continue button to proceed with your evaluation.

Using Online Help

Directory Editor provides an online help tool that you can use to quickly and easily
locate information about the product

To use the online help,

1.

Click the Help link located in the upper right corner of the Directory Editor
browser window.

Figure 3-7 Online Help Link

| LogOut | Help |
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Using Online Help

A new, separate window is displayed as follows:

Figure 3-8 Online Help Window
ELTE T JRI=TE

Sun Java™ System Directory Editor

Help

Contents Index Search

Befors Tou Begi 2 [
D. Slers Lo oten Step 1: Install an Apphecation Server i

ext Toumust have a Java compiler and a Java Virtual MMachine installed

D at's

Getting Started J on vour machine to run the Java classes that perform actions m

D Product Features Directory Editor. Both items are available with the Java 2 Software
D Mavigating Directory Editor Developer's Kit (SDE). (The JEE packages do not provide a

[ Browsing Directories compiler.)

D Rumnng n Non-Production Mode Tou can download the J25DE from hittpifava. sun. com and follow
D Changing T our LDATF Password the installation instructions provided with the product or mary

D Using Online Help application servers bundle a JDK with therr installation.

Creating and Fditing Ohierta h h
J i » «| | »

2. Use the following features to navigate in the Help window and to locate
information about Directory Editor:

o Contents tab: Lists all available help topics. Click a topic name to display
the help content in the information pane (located on the right side of the
Help window).

o Index tab: Contains an index of terms and topics. Click an index entry to
display the help content in the information pane.

o Search tab: Enter a text string into the text box and press the Return (Enter)
key to search for help content associated with that string.

o Back and Forward buttons: Click the Back button to display to the
previous help topic in the information pane or click the Forward button
to display to the next help topic.

o Print button: Click this button to print the content displayed in the
right pane. A standard Print dialog will display so you can specify print
settings and select a printer.

3. Click the Close button to close the Help window.
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Creating and Editing Objects

You can use the Create tab to create new users, groups, organizational units,
domains, or localities. This chapter explains how to create each object, and the
information is organized as follows:

= “Creating Objects” on page 45
= “Editing Objects” on page 82

Creating Objects

This section explains how to access the Create page and create objects using
Directory Editor. The information is organized as follows:

= “Accessing the Create Page” on page 46

= “Creating Users” on page 46

= “Creating Groups” on page 60

= “Creating Organizational Units” on page 72
= “Creating Domains” on page 77

= “Creating Localities” on page 80
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Accessing the Create Page

You can access the Create Page using one of the following methods:

Select the Create Tab

Select the Browse tab, click a node in the Browse tree, and then click the Create
button.

Select the Search tab, execute a search from any of the Search tabs
(Basic, Advanced, or Filtered), and click the Create button located just above
the Results table. (See Chapter 6, “Searching Directories.”)

Each method opens the Create page shown in Figure 4-1.

Figure 4-1 Create Page

Home Browse Create Search Configure
Create
* Indicates required field
Mew Object Type: I User vI
* parent Entry: I

Creating Users

Use the following steps to create a new user:

1.
2.
3.

Select the Create tab.
On the Create page (Figure 4-1), select User from the New Object Type menu.

Indicate where to add the new user by typing the parent’s context information
into the Parent Entry text field (or click Browse to locate the information).
For example, to create the new user under People, you might enter:

ou=Peopl e, dc=exanpl e, dc=com

When you are finished, click Continue (or press your Enter/Return key).

NOTE The Cancel button clears the Organization text box.
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A new page is displayed, and defaults to the Quick Create tab (see Figure 4-2).

Figure 4-2 Quick Create Tab

Create

Quick Create | Common Attributes  Group Membership  Location Info  Misc Attributes  Extensions

* Indicates required field

Common Attributes

* First Name: ||

* Last Mame: I
* Common Mame: I @ sdd
NOTE = The Quick Create tab contains all of the attributes you must

provide to create the object. For example, to create an User
object, you must enter a first name, last name, and at least
one common name for that user.

= The other tabs on this page enable you to specify
additional, but optional, information about the new user.

You can proceed in one of two ways:

o Enter the required information in the text boxes provided on the Quick
Create tab to create the new user. Click Save to apply your changes.

o Select one or more of the tabs on the Create page to provide additional,
optional information about the new user.

The following sections provide instructions for completing each tab on the
Create page:

o “Completing the Common Attributes Tab” on page 48
o “Completing the Group Membership Tab” on page 50
o “Completing the Location Info Tab” on page 51

o “Completing the Misc Attributes Tab” on page 52

o “Completing the Extensions Tab” on page 53
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6. When you are finished entering the new information on the Create page (being
sure to provide all required information), click Save to add the new user to the
directory.

Completing the Common Attributes Tab
To provide general information about the new user, use the following steps:

1. Select the Common Attributes tab and complete one or more of the following
text boxes:

NOTE = The program will automatically insert the First, Last, and
Common Names if you entered them on the Quick Create
tab (page 47).

= Use the Add and Rem buttons located to the right of some
attributes on this page to enter multiple values for those
attributes or to remove values. For example, you might
want to enter multiple telephone numbers (work, mobile,
and home).

o User Name: Enter the user name (uid).
o First Name (required): Enter the user’s first name.
o Last Name (required): Enter the user’s last name.

o Common Name: Enter a common name if it is different from the user’s
first name. For example, Kimberly Jones may prefer being called “Kim
Jones.”

o Password: Type a password for the new user.

o Confirm Password: Re-type the password to confirm it.

o Email: Enter the user’s email address.

o Telephone Number: Enter the user’s telephone number.

o Mobile Phone: Enter one or more mobile telephone numbers.

o Pager: Enter one or more pager numbers.

o Facsimile Telephone Number: Enter one or more fax numbers.

o Department #: Enter the user’s department number.
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o Employee #: Enter the user’s employee number.

o Employee Type: Enter information about the user’s employment status
(such as salaried, contract, part-time, and so forth).

For example, if you are creating a new user named Mike Miller, your page
might look something like the one in the following figure.

Figure 4-3 Mike Miller’s Common Attributes

Create

Quick Create | Common Attributes  Group Membership Location Info  Misc Attributes  Extensions

* Indicates required field

User Mame: Immiller

* First Name: IMichael

* Last Name: IMiller

* common Name: [Mike Miller @ ndd

Password: I*“x’cxxxx

Confirm Password: I****x****

Email: Imiller@example.com @ ndd
f111-111-a000 ®add O rem
Telephone Num ber:
f111-111-0009 Badd Orem
Mobile Phone: |111—112—1 234 @ ndd
Pager: I @ add
Facsimile Telephone Number: IIH-III-BQQQ @ add

Department #: |25

Em ployee #: IIDB

Employee Type: IQA Manager

2. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new information to the directory.

o Click Cancel to clear the Common Attributes text boxes.
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Completing the Group Membership Tab
To assign a new user to specific groups, use the following steps:

1. Select the Group Membership tab.

2. Use the Groups selection tool as follows:

TIP Press the Shift key on your keyboard, and then click on group
names to select multiple names in either list.

o To add to one or more groups to the In Use list, select the group names in
the Available list and click the button.

o Tomove all available groups to the In Use list, click the button.

o Tomove all groups in the In Use list back to the Available list, click the
button.

o To move one or more groups back to the Available list, select the group
names in the In Use list and click the button.

For example, to assign Mike Miller to the Directory Administrators group and
the QA Managers group, select those two groups from the Available list and
add them to the In Use List, as shown in the following figure:

Figure 4-4 Example Group Membership Tab

Create

Quick Create  Common Attributes | Group Membership | Location Info  Misc Attributes  Extensions

Availahble InUse

cn=Accounting Managers,ou=groups.dc=central. dc=sun,dc=caom = cn=Directory Administrators, dc=central dc=sun.dc=com ]|
cn=HR Managers,ou=groups.de=central.dc=sun,dc=com cn=CA Managers, ou=groups,dc=central dc=sun.dc=com
cn=FD Managers,ou=groups,dc=central dc=sun.dc=com
cn=leffsGroup.ou=Groups.do=central. dc=sun,dc=com

cn=Em ptyGroup.ou=Groups,dc=central dc=sun.dc=com
ch=bob,ou=Groups,.dc=central dc=sun.dc=com
cn=bobl.ou=Groups.dc=central. dc=sun,dc=com

cn=test group.ou=Groups,dc=central.dc=sun,dc=cam

cn=Build & test 3,0u=Groups,dc=central dc=sun.dc=com ;I

Groups

Ll
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3. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new information to the directory.

o Click Cancel to clear your changes and return to the initial Create page.

Completing the Location Info Tab

To specify the new user’s physical location in the company, use the
following steps:

1. Select the Location Info tab.
2. Type the following information in the text boxes provided:
o Postal Address: Enter the user’s mailing address.
o Mail stop: Enter the user’s company mail stop.
o Postal Code: Enter the user’s mailing address postal code (zip code).

For example, you might enter the following information for Mike Miller:

Figure 4-5 Example Location Information

Postal Address: |111 A Street, Suite 1, Anywhere, CA
Mailstop: [B1111
Postal Code: [11111-0000

3. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new information to the directory.

o Click Cancel to clear the text boxes.

Chapter 4  Creating and Editing Objects 51



Creating Objects

Completing the Misc Attributes Tab
To provide additional information about the new user, use the following steps:

1. Select the Misc Attributes tab.

2. Type the following information in the text boxes provided:

o Photo URL: Enter a URL location where the user’s photograph can
be viewed.

o Home Phone: Enter one or more home telephone numbers.

o Home Address: Enter the user’s home address.

o Auto License: Enter the user’s automobile license number.

For example, you might enter the following information for Mike Miller:

Figure 4-6

Example Misc Attributes Tab

Create

Quick Create

Common Attributes  Group Membership  Location Info  Misc Attributes

Photo URL: Ihttp:ffexam ple.com/fatos

Home Phone: |111—112—2221 @ ndd

Home Address: |222 Easy Street, Arywhere, CA 11111

Auto License #: [4B123c4

@ ndd

Extensions

NOTE

If the new user has multiple home phones or cars, click the Add

button to create new, blank text boxes so you can enter the

additional numbers. Repeat as many times as necessary.

If you add new fields, Rem buttons will also display next to
each field (as shown in the following figure). Click the Rem

button to remove extra fields.

Home Phone:

@Dadd Orem

@D add Orem
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3. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new information to the directory.

o Click Cancel to clear the text boxes.

Completing the Extensions Tab

Use the Extensions tab to specify additional attributes to be made available for the
new user.

NOTE The i net O gPer son, or gani zat i onal Per son, per son, and t op
extensions are in use by default.

To specify extensions, use the following steps:
1. Select the Extensions tab.

2. Use the Extensions selection tool as follows:

TIP Press the Shift key on your keyboard, and then click on group
names to select multiple names in either list.

o To add to one or more extensions to the In Use list, select the extension
name(s) in the Available list and click the [IEl button.

o Tomove all available extensions to the In Use list, click the button.

o To move all extensions in the In Use list back to the Available list, click the

button.

o To move one or more extensions back to the Available list, select the
extension name(s) in the In Use list and click the button.
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For example, you might want to select Mail User:

Figure 4-7

Example Extensions Tab

Create

Quick Create

Extensions

Common Attributes  Group Membership  Location Info  Misc Attributes | Extensions = Mail User

Available

LR User &
MNT User

Ll

NOTE

When you add Mail User, NT User, and/or UNIX User

extensions to the In Use List, Directory Editor adds tabs to the
Create page so you can provide additional information related
to those extensions. See the following sections for instructions:

3. When you are finished with this tab, you can

0

0

0

Select another tab to provide additional information.

Click Save to save the new information to the directory.

Click Cancel to clear the text boxes.
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Completing the Mail User Tab

Use the Mail User tab to provide detailed information about the new user’s Mail
account, as follows:

NOTE = The program will automatically insert cn, mail, uid, and
userPassword values based on the information you entered on
the Quick Create tab (page 4-35), and on the Common

Attributes tab (page 4-36).

= For detailed information about specifying the attributes on this
page, consult the Sun Java™ System Directory Server 5 2004Q2
Administration Reference.

1. Select the Mail User tab.

Table 4-1

2. Enter the following user information:

Mail User Attributes

Attribute Name

cn

mail
mailAlternateAddress
mailHost
mailRoutingAddress

mailAccessDomain

mailAutoReplyMode
mailAutoReply Text
mailDeliveryOption
mailForwardingAddress

mailMessageStore

mailProgramDeliveryInfo

mailQuota

multiLineDescription

Description

User's common name

User's primary email address

Alternate email addresses

Fully qualified DNS hostname of the user’s email host
Forwarding email address for the user

One or more domains, server names, or IP address the user
can use to log on via POP or IMAP

Auto-reply mode (For example, vacation)
An automatic email reply message

How the user’s email should be delivered
Forwarding email address

Absolute path to the email host directory that contains the
message store where the user's mailbox resides

One or more commands to specify programmed mail delivery
for the user

Value to indicate the maximum disk space (in bytes)
available to the user’s mailbox

Description of the user
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Table 4-1  Mail User Attributes (Continued)

uid User's user ID
userPassword Temporary email password
userPassword Confirm password.

Confirmation

NOTE To add multiple email addresses, click the Add button located
next to the mail text field. To remove an email address, click
the Rem button.

For example, you might enter the following information for Mike Miller:

Figure 4-8 Example Mail User Tab

Quick Create  Common Attributes  Group Membership  Location Inffo  Misc Attributes  Extensions = Mail User

cn [Michael Miller @ add

mail Immiller@example.cum @B add

mailAlternateAddress |mm1 1111 @newaddress.net

mailHost |Iorre.example.com

mailRoutingAddress |

mailAccessDomain Iexample.com

mailAutoReplyode [vacation

mailfutoRephyText |On vacation until Jan. 5, 2005.%5ee you next year

mailDeliveryOption |mailbox

mailForwardingAddress |

mailMessagestore |

mailProgramDeliveryinfo |

mailQuota |

multiLineDescription |

uid |mmi|ler

userPassword I“"""""‘"‘*"’

userPassword Confirmation |
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NOTE = If the new user has multiple email addresses, click the Add
button to create new blank fields so you can enter the
additional addresses. Repeat as many times as necessary.

< When you add new fields, Rem buttons are also displayed
next to each field. Click the Rem button to remove
extra fields.

3. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new user information to the directory.
o Click Cancel to clear the text boxes.

Completing the Default NT User Tab

Use the Default NT User tab to define entries for the new user that describe the
user’s Windows NT account.

To specify these entries, use the following steps:
1. Select the Default NT User tab.

2. Enter the following user information:

NOTE < NT User Id is the only required attribute on this tab.

= For detailed information about specifying the attributes on
this page, consult the Sun Java™ System Directory Server 5
2004Q2 Administration Reference.

Table 4-2 NT User Attributes

Attribute Name Description

NT User ID User's NT domain name

Comment Description about user's NT account

User Workstation List NT workstations user can log into within your NT domain
Home Drive Drive letter assigned to user's home directory

Home Directory User's NT home directory
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Table 4-2  NT User Attributes (Continued)

Server Server to which user's NT logon requests are sent
User Profile Path Path to user's Windows NT profile
Logon Script Path to user's NT login script

For example, you might enter the following information for Mike Miller:

Figure 4-9 Example NT User Tab

Create

Quick Create  Common Attributes  Group Membership  Location Info  Misc Attributes  Extensions = Default NT User Form

* Indicates required field

* NT User ID: Iworkgroup:mmiller

Comm ent: IQA manager for Bogart 1.0 project

User Workstation List: Ibacall

Hom e Drive: Ic:

Home Directory: Ic:\hom ehexamplesmmiller

Server: I\\bacall

User Profile Path: I

Logon Script: Ic:\hom erexampletmmillerslscript. bat

3. When you are finished with this tab, you can
o Select another tab to provide additional information.
o Click Save to save the new user information to the directory.

o Click Cancel to clear the text boxes.
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Completing the UNIX User Tab
Use the UNIX User tab to provide detailed information about the new user’s UNIX

account, as follows:

NOTE = The program automatically inserts values you entered on the

Quick Create tab (page 4-35) and the temporary user password

you entered on the Common Attributes tab (page 4-36).

= For detailed information about specifying the attributes on this

page, consult the Sun Java™ System Directory Server 5 2004Q2
Administration Reference.

Table 4-3 Unix User Attributes

Attribute Name
cn
uid

uidNumber

gidNumber

homeDirectory
userPassword
userPassword Confirmation
loginShell

gecos

description

Description
User's common name
User’s user ID

Value that uniquely identifies the user in your
administrative domain

Value that uniquely identifies the user’s group in your
administrative domain

Absolute path to user's home directory
Temporary password for new user
Confirm password

Path to user’s login shell

GECOS field (or common name)

Information about user, such as work assignment
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For example, you might enter the following information for Mike Miller:

Figure 4-10 Example UNIX User Tab

Common Attributes  Group Membership  LocationInfo  Misc Attributes  Extensions  UNIX User

* Indicates reguired field

*en [Michae! Miller @ add

*id [mmiller

* lidNurmber [558

* gidNurnber [E50

* homeDirectory [fhamefmmiller11

userPassword [~

userPassword Confirmation |”m*"*"

loginShell |

gecos |

description |QA Managet for Bogart 1.0 project

Creating Groups

Use the following steps to create a new group object in the directory:
1. From the Create tab, select Group from the New Object Type menu.

2. Indicate where to add the new group by typing the parent’s context
information into the Parent Entry text field (or click Browse to locate the
information). For example, you might enter:

ou=Q@ oups, dc=exanpl e, dc=sun, dc=com

Figure 4-11  Create Page

Create

* Indicates required field

Mew Object Type: I Group VI

* Parent Entry: Idc=centrade=sun,dc=c0m
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3. When you are finished, click Continue.

NOTE The Cancel button clears the Organization text box.

The Quick Create page is displayed (see Figure 4-12).

Figure 4-12  Quick Create Tab

Quick Create | Static Group  Import/Export  Extensions

* Indicates required field

Static Group

* Name: IContractors

NOTE = By default, you will be creating a static group object (an
object with the gr oupCf Nanes or gr oupCr Uni queNanes object
class). However, you can also create dynamic group objects
(a group that determines membership at any given moment
using a set of LDAP search filters). For instructions, see
“Completing the Extensions Tab” on page 68.

= The Quick Create tab contains all of the attributes you must
provide to create the selected object type. For example, to
create a Group, you must enter a Static Group name.

= The other tabs on this page enable you to specify additional,
but optional, information about the object.

4. You can proceed in one of two ways:

o Type aname in the Name text box provided on the
Quick Create tab to create the new Group. Click
Save.

roups
s Accounting Managers

& HR. Managers

Directory Editor saves the new group name. Now, ““ QA Managers
if you click the Groups node on the Browse page, = PD Managers
the new group name is displayed in the tree.

das Contractors

@, Engineers

o Select one or more of the tabs on the Create page to
provide additional, optional information about the new Group.
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The following sections provide instructions for completing each tab on the
Create page:

o “Completing the Static Group Tab” on page 62
o “Completing the Import Tab” on page 67

o “Completing the Extensions Tab” on page 68

5. When you are finished entering the new information on the Create page (being
sure to provide all required information), click Save to add the new group to the

directory.

Completing the Static Group Tab
You can use the Static Group tab to perform the following tasks:

< Add members to the group

< Remove members from the group (see page 64)

< Show members in the group (see page 66)
Adding Members to the Group

To perform any of these tasks, use the following steps:

1. Select the Static Group tab.

Figure 4-13  Static Group Tab

Quick Create | Static Group  Import/Export  Extensions

* Indicates required field

* Name: ICDntractors

Number of Members: 0

Add Members Remove hMembers Show Members

2. If you specified a group name on the Quick Create tab, Directory Editor
automatically completes the Name text box.

If you have not yet provided a name (or want to change the current name)
enter a name in the text box.
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3. Click the Add Members button and a Search page is displayed.

Figure 4-14  Search For Members to Add to the Group Search Page

Search For Members to Add to Group

Basic Search = Advanced Search  Filtered Search

Enter the name of a User, Group, or Organizational Unit to search for

I Search type I User VI

4. You can use the Basic Search, Advanced Search, or Filtered Search tabs to
search the directory for members to add to this new group.

NOTE Detailed instructions for using these tabs are provided in
Chapter 6, “Searching Directories.”

To illustrate the procedure using the Basic Search tab, use one of the following
methods:

o Tosearch for a particular member: Type the member’s name into the
Enter the name of a User, Group, or Organizational Unit text box, use the
Search Type menu to select the object type, and then click Search.

For example, enter Jones in the text box and select User (or All). Directory
Editor will return all members named Jones.

o Tosearch for all the members: Leave the text box blank, use the Search
Type menu to select the object type, and then click Search.

For example, if you do not know the name of the member to search for,
leave the text box empty and select User (or All). Directory Editor will
return all User members.

5.  When the Results table displays, enable the checkbox(es) next to the member(s)
you want added to the new group.
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6. Click the Add Selected To Group button.

Directory Editor will add the selected member(s) to the new group and return
you to the Static Group tab. Note that now, the Number of Members value has
been updated to reflect the number of members you added to the group.

7. You can proceed in several ways:

o Ifyou are finished adding members to the group (and you have no other
tasks to perform on this page), click Save to save your changes.

NOTE Directory Editor does not save the new members to the
directory until you click the Save button on the Static Group

page.

Directory Editor returns you to the Browse page so you can verify that the
new group was added with the specified members.

o Click Add Members to continue adding members to the new group.

o Click Remove Members and continue to “Removing Members from the
Group” on page 64 to remove members from the group.

o Click Show Members and continue to “Showing Members in the Group”
on page 66 to view the existing members of the group.

o Click the Import/Export tab and continue to “Completing the Import Tab”
on page 67 to import or export members to your group.

o Click the Extensions tab and continue to “Completing the Extensions Tab”
on page 68 to create extensions for your group.

Removing Members from the Group
To remove members from a Group:

1. Select the Static Group tab.

2. Click the Remove Members button.

3. When the Search For Members to Remove From Group search page is
displayed, use the Basic Search, Advanced Search, or Filtered Search tabs to
locate the member(s) to delete.

NOTE Detailed instructions for using these tabs are provided in
Chapter 6, “Searching Directories.”
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To illustrate the procedure using the Basic Search tab, use one of the following
methods:

o Tosearch for a particular member: Type the member’s name into the text
box, use the Search Type menu to specify the object type, and then click
Search.

For example, type Jones in the text box and select User (or All). Directory
Editor will return all members named Jones.

o Tosearch for all the members: Leave the text box blank, use the Search
Type menu to specify the object type, and then click Search.

For example, to see a list of all members in the group, leave the text box
empty and select User (or All). Directory Editor will return all User
members.

When the Results table displays, enable the checkbox(es) next to the member(s)
you want to remove from the group’s membership list, and then click the
Remove Selected From Group button.

Figure 4-15 Removing A Member from the Group

Search For Members to Remove from Group

Basic Search  Advanced Search  Filtered Search

Enter the name of a User. Group, or Organizational Unit to search for:

IJones Search type I User VI

[T  MHame First Name Last Name

[v;  BobJones Jones

Directory Editor removes the selected member(s) from the group and returns
you to the Static Group tab. Note that the Number of Members value has been
updated to reflect the number of members currently in the group.
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NOTE

Directory Editor does not actually remove the members
from the directory until you click the Save button on the
Static Group page.

When you use the Remove Members feature to remove
members in a group, it is possible to retrieve results for
entries that do not really exist in the directory. This
situation occurs if the nenber or uni queMenber attribute of
gr oupCf Nanes or gr oupCf Uni queNanes contains values that
are not valid DNs.

A checkbox is displayed for invalid DNs. In addition, to
denote a row with an invalid DN, Directory Editor displays
the member name in red with an error icon.

5. You can proceed in several ways:

o Ifyou are finished removing members (and you have no other tasks to
perform on this page), click Save to save your changes. Directory Editor
returns you to the Browse page so you can verify your changes.

o Click Add Members and return to “Adding Members to the Group” on
page 62 to add members to the group.

o Click Show Members and continue to “Showing Members in the Group”
on page 66 to view the existing members of the group.

o Click the Import/Export tab and continue to “Completing the Import Tab

on page 67 to import or export members to your group.

o Click the Extensions tab and continue to “Completing the Extensions Tab

on page 68 to create extensions for your group.

Showing Members in the Group

After creating and saving a new group, you can use the Show Members button to
search for members within that group.

To view a list of current group members, use the following steps:

1. Click the Show Members button.

The Search For Members in Group page displays with the group members
listed in a Results table located at the bottom of the page.

2. When you are finished, click OK to return to the Static Group page.
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NOTE When you use the Show Members feature to search for group
membership, it is possible to retrieve results for entries that do
not really exist in the directory. This situation occurs if the
nmenber or uni queMenber attribute of gr oupCcr Narres or
gr oupCF Uni queNanes contains values that are not valid DNs.

To denote a row with an invalid DN, Directory Editor displays
the member name in red with an error icon.

Completing the Import Tab

When you are creating a new group, Directory Editor allows you to import group
members using the Import/Export tab on the Group page.

Figure 4-16  Importing Members

Create

Cuick Create  Static Group | ImportExport | Extensions

Import
Import graup members fram a file.
@ The file should have the DN of each member to add to the group on it's own line.

File:l Browse... |
[T Import members notfound in directory? [ Replace existing members?
Import Members

When you import group members, Directory Editor expects a newline-delimited
text file with a member DN on each line. (Directory Editor ignores empty lines and
lines starting with the pound sign (#).)
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To import members from a file:

1. Type the file name into the text box provided or click Browse to open a File
Upload dialog box so you can locate and select the file name.

2. Enable on of the following checkboxes:

o Toimport members (even if they are not found in the Directory Server),
enable the Import members not found in directory? check box.

o To replace existing group members with members in the file (instead of
adding members in the file to the existing group members), enable the
Replace existing members? check box. This feature is available for both
group creates and edits. Directory Editor does not save import changes to
the directory until you save the group.

3. When you are ready, click Import Members to import the file.

4. Click Save to save the new group members to your directory.

Completing the Extensions Tab

You can use the Extensions tab to specify the optional Dynamic Group extension
(a group that determines membership at any given moment using a set of LDAP
search filters) to the In Use list.

Figure 4-17  Group Extensions Tab

Create

Quick Create  Static Group  Import/Export | Extensions

Available

Dynamic Graup

Extensions
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To specify the Dynamic Group extension, use the following steps:

1.

2.

Select the Extensions tab.
Use the Extensions selection tool as follows:

o To add the extension to the In Use list, select the extension name(s) in the

Available list and click the button.

o To move extensions in the In Use list back to the Available list, click the

button.

o To move one or more extensions back to the Available list, select the
extension name(s) in the In Use list and click the button.

If you add the Dynamic Group extension, Directory Editor adds the Default
Dynamic Group Form tab to the Create Page.

Figure 4-18 Default Dynamic Group Form Tab

Default Dynamic Group Form = Static Group  Import/Export  Extensions

* Indicates required field

* Name: ICDntractors

Filter

Filters

You can use this tab to add, edit, or remove LDAP search filters.

A dynamic group uses a set of LDAP search filters to determine membership in
the group at any given moment. A dynamic group object consists of the

gr oupd URLs object class, a name (cn), and a multi-valued attribute (menber URL)
containing all of the LDAP URLSs that specify the search criteria.

These LDAP URLSs contain information about which directory server to search,
the scope of the search, the base context of the search, which attributes to
return for the search, and the search filter.
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For example, you might specify a dynamic group called Contractors, where the
membership is determined by the enpl oyeeType equaling Contractors. For this
example, the LDAP URL might be:

| dap: // exanpl e. sun. com 389/ ou=Peopl e, dc=sun, dc=con??sub?(
enpl oyeeType=Cont r act ors)

Dynamic groups are often used to control access to applications and other data
in the directory.

Instructions for adding, editing, and removing filters are provided in the
following sections:

o “Adding Filters” on page 70
o “Editing Filters” on page 72
o “Removing Filters” on page 72
4. When you are finished with the Extensions tab, you can
o Select another tab to provide additional information.
o Click Save to save the new information to the directory.
o Click Cancel to clear the text boxes.
Adding Filters
To add a filter for the dynamic group,
1. Select the Default Dynamic Group Form tab.

2. Click Add Filter and use the Advanced Search or Filtered Search tabs to
configure a search filter.

NOTE Detailed instructions for using the Advanced Search and
Filtered Search tabs are provided in Chapter 6, “Searching
Directories.”
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For example, to add a filter for the Contractors group, you might specify the
following parameters on the Advanced Search tab:

o Select Type: User
o Base Context: ou=People,dc=example,dc=sun,dc=com
o Search Conditions:

« Attribute: enpl oyeeType

« Condition: cont ai ns

»  Value: contractor

When you are finished specifying the filter criteria, you can click the Test
button to verify that your filter works as planned.

The results of your filter will display in a Results table. For example:

Figure 4-19 Example Results Table

Advanced Search | Filtered Search

Search type I User VI

Base Context: |0u=Pe0ple,dc=centrade=sun,d

Search Conditions

Attribute Condition

- IemployeeType j Icontains

Remove Selected Attributes)

T  HName First Name Last Name
I K. Janes Jones
[ Humphrey Gocart Gocart

4.

If the test is satisfactory, click Save.
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Editing Filters
To edit afilter, use the following steps:

1.
2.
3

4.
5.

On the Dynamic Group Form, enable the checkbox next to the filter you want
to edit.

Click the Edit Selected button to edit the group filter.
When the Edit page is displayed, change the search parameters as necessary.
You can click Test to verify that your filter works as planned.

If you are satisfied with your changes, click Save to save the filter.

Removing Filters
To remove a filter, use the following steps:

1.

On the Dynamic Group Form, enable the checkbox next to the filter(s) you
want to remove.

Click the Remove Selected button to remove the filter.
Click Save.

Directory Editor will remove the filter and save the change to the directory.

Creating Organizational Units

Use the following steps to create a new organization:

1.

From the Create tab, select Organizational Unit from the Select type
drop-down menu.

Indicate where to add the new organization until by typing the parent’s
context information into the Parent Entry text field (or click Browse to locate
the information). For example, you might enter:

ou=Q@ oups, dc=exanpl e, dc=sun, dc=com

When you are finished, click Continue.

NOTE The Cancel button clears the Organization text box.
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The Quick Create page is displayed (see Figure 4-20).

Figure 4-20  Quick Create Tab

Create

Quick Create | Common Attributes Locality  Other

* Indicates required field

Common Attributes

* Organization Name: IEngineering

4. You can proceed in one of two ways:

o The Organization Name is the only required attribute for this object type.
Type a name in the text box provided, and then click Save.

Directory Editor saves the new organizational unit and the Browse page is
displayed. The new name will be displayed in the tree.

o Use the remaining tabs on this page to specify additional, but optional,
information about the object.

The following sections provide instructions for completing each tab on the
Create page:

o “Completing the Common Attributes Page” on page 74
o “Completing the Locality Page” on page 74
o “Completing the Other Page” on page 76

5. When you are finished entering the new information on the Create page (being
sure to provide all required information), click Save to add the new
organizational unit to the directory.

Chapter 4  Creating and Editing Objects 73



Creating Objects

Completing the Common Attributes Page

Use the Common Attributes page to provide the following information about the
new organizational unit:

= Organization Name (required): Enter a name for the new organization.
= Description: Enter a description of the organizational unit.

= Business Category: Enter a business category for the organization.
For example, you might enter Product Development for an Engineering
organization

Figure 4-21  Common Attributes Page

Create

Quick Create | Common Attributes  Locality  Other

* Indicates required field

* Organization MNam e: IEngineering

Description: IEngineering staff

Business Category: IProduct Development

Completing the Locality Page

Use the Locality page to provide the following information about the new
organizational unit:

= Locality: Enter the organization’s location. For example, the city and state.
= Post Office Box: Enter the organization’s post office box (if applicable).
= Postal Address: Enter the organization’s street address.

= Preferred Delivery Method: Indicate how mail, packages, equipment, and so
forth should be shipped to this organizational unit.

= Office Name: Enter the name of the facility where the organization is located.

= Registered Address: Enter the organization’s registered address if the
information is different from the postal address.
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For example, if the new organization maintains offices in Austin, TX but is
officially registered in Delaware, enter the Delaware address in this text box.

= Street Address: Enter the organization’s street address.
= State/Province: Enter the state name or province name.

= Search Guide: Enter suggested search criteria if you are using the entry as the
base object in the directory tree for a search operation.

= See Also: Enter another Directory Server entry that may contain information
related to this entry.

Figure 4-22  Locality Page

Create

Quick Create  Common Attributes  Locality | Other

Locality: [Austin, Tx

Post Office Box: I

Postal Address: ISSS Desperado Lane

Postal Code: [55555-0000

Preferred Delivery Method: IUPS, Fed Ex

Office Name: IMyCompany, Inc

Registered Address: I

Street Address: |555 Desperado Lane, Building 3

State/Province: ITexas

Search Guide: IAustin

See Also: ICentex
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Completing the Other Page

Use the Other Page to provide miscellaneous information about the new
organizational unit, as follows:

= Password: Enter a password to control who can access and change information
related to this organization.

= Confirm Password: Re-enter the password to confirm it.

= Destination Indicator: Enter the city and country associated with the entry
needed to provide Public Telegram Service. (Generally used in conjunction
with the r egi st er edAddr ess attribute)

= Facsimile Telephone Number: Enter the organization’s facsimile number.

= International ISDN Number: Enter the organization’s ISDN (Integrated
Services Digital Network) number.

= Telephone Number: Enter the organization’s telephone number.

e Teltex Terminal ID: Enter the terminal identification number for a Teltex
terminal (text telephone).

= Telex Number: Enter the organization’s telex number.

= x121 Address: Enter the organization’s Data Terminal Equipment (DTE)
address to the company network.
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Creating Domains

Use the following steps to create a new domain in the directory:
1. From the Create tab, select Domain from the Select type drop-down menu.

2. Indicate where to add the new domain by typing the parent’s context
information into the Parent Entry text field (or click Browse to locate the
information). For example, you might enter:

dc=exanpl e, dc=sun, dc=com

3. When you are finished, click Continue (or press your Enter/Return key).

NOTE The Cancel button clears the Organization text box.

The Quick Create page is displayed. (see Figure 4-23).

Figure 4-23  Quick Create Page
Create

Quick Create = Common Attributes  Locality  Other

* Indicates required field

Common Aftributes

* Domain Name: |

4. You can proceed in one of two ways:

o The Domain Name is the only required attribute for this object type.
Type a name in the text box provided (for example t est DC), and then
click Save.

Directory Editor saves the new domain name to the directory and the
Browse page is displayed.

o Use the remaining tabs on this page to specify additional, but optional,
information about the domain.
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The following sections provide instructions for completing each tab on the
Create page:

o “Completing the Common Attributes Page” on page 74
o “Completing the Locality Page” on page 74
o “Completing the Other Page” on page 76

When you are finished entering the new information on the Create page (being
sure to provide all required information), click Save to add the new domain to
the directory.

Completing the Common Attributes Page

Use the Common Attributes page to provide the following information about your
domain:

Domain Name (required): Enter a name for the new domain.
For example, engineering.example.sun.com

Organization: Enter a the name of the organizational unit to be associated with
the new domain.

Description: Enter a description of the new domain.

Completing the Locality Page

Use the Locality page to provide the following information about the new
organizational unit:

Locality Name: Enter the domain’s location.

Post Office Box: Enter a post office box (if applicable).
Postal Address: Enter a street address.

Postal Code: Enter the zip or postal code of the domain.

Preferred Delivery Method: Indicate how mail, packages, equipment, and so
forth should be shipped to the organizational associated with this domain.

Office Name: Enter the name of the facility where the domain is located.

Registered Address: Enter the domain’s registered address if the information
is different from the postal address.

For example, if the organization maintains offices in Austin, TX but is officially
registered in Delaware, enter the Delaware address in this text box.

Street Address: Enter the domain’s street address.
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State/Province: Enter the state name or province name.

Search Guide: Enter suggested search criteria if you are using the entry as the
base object in the directory tree for a search operation.

See Also: Enter another Directory Server entry that may contain information
related to this entry.

Completing the Other Page

Use the Other Page to provide miscellaneous information about the new domain,
as follows:

Associated Name: Enter a name in the organizational directory tree that is
associated with a DNS domain.

Password: Enter a password to control who can access and change information
related to this domain.

Confirm Password: Re-enter the password to confirm it.

Business Category: Enter a business category for the domain.
For example, you might enter Product Development for an
Engineering-related organization

Destination Indicator: Enter the country and city associated with the entry
needed to provide Public Telegram Service. (Generally used in conjunction
with the r egi st er edAddr ess attribute)

Facsimile Telephone Number: Enter the domain’s facsimile number.

International ISDN Number: Enter the domain’s ISDN (Integrated Services
Digital Network) number.

Telephone Number: Enter the domain’s telephone number.

Teltex Terminal ID: Enter the terminal identification number for a Teltex
terminal (text telephone).

Telex Number: Enter the domain’s telex number.

x121 Address: Enter the domain’s Data Terminal Equipment (DTE) address to
the company network.
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Creating Localities

Use the following steps to create a new locality:
1. From the Create tab, select Locality from the Select type drop-down menu.

2. Indicate where to add the new locality by typing the parent’s context
information into the Parent Entry text field (or click Browse to locate the
information). For example, you might enter:

dc=exanpl e, dc=sun, dc=com

3. When you are finished, click Continue (or press your Enter/Return key).

NOTE The Cancel button clears the Organization text box.

The Quick Create page is displayed (see Figure 4-24).

Figure 4-24  Quick Create Tab

Create

Quick Create  Common Attributes

* Indicates required field

Common Attributes

* Locality Mame: |[SlgiRENTIle)

4. You can proceed in one of two ways:

o The Locality Name is the only required attribute for this object type.
Type a name in the text box provided, and then click Save.

Directory Editor saves the new locality name and the Browse page is
displayed. The new Locality name will be displayed in the tree.

o Use the Common Attributes tab to specify additional, but optional,
information about the locality. (Go to Step 1.)

5. Select the Common Attributes tab.
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6. Type the following information in the text boxes provided:

o Locality Name (required): Enter a name for the new locality.

NOTE Directory Editor automatically completes this field if you
provided a Locality Name on the Quick Create tab.

o Street Address: Enter the street and city address for this locality.
o State/Province: Enter the state or province for this locality.
o Description: Enter a description of the locality.

o Search Guide: Enter suggested search criteria if you are using the entry as
the base object in the directory tree for a search operation.

o See Also: Enter another Directory Server entry that may contain
information related to this entry.

For example, you might enter the following information for a North American
sales office:

Figure 4-25 Locality Common Attributes Page

Create

Quick Create  Commaon Attributes

* Indicates required field

* Locality Name: [Morth America

Street Address: |333 Casa Blanca Cove, Austin

StateProvince: |T><

Description: |N0r1h American Sales Headguarters

Search Guide: |sa|es headgquarters

See Also: |sales

7. When you are finished with this tab, you can

o Click Save to save the new information to the directory and return to the
initial Create page.

o Click Cancel to clear the text boxes and return to the initial Create page.
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Editing Objects

NOTE Most of the procedures for editing an object’s attributes are the same
as those you used to create the object. Review the instructions
provided in “Creating Objects” on page 45 if necessary.

This section explains how to access the Edit pages and provides instructions for
enabling/disabling, renaming, and deleting objects using Directory Editor. The
information is organized as follows:

= “Accessing an Edit Page” on page 82
< “Enabling or Disabling Objects” on page 87
< “Renaming Objects” on page 89

= “Deleting Objects” on page 91

Accessing an Edit Page

You can access the Edit pages, using one of the following methods:

= From the Home page, click the Edit My Directory Information link to edit your
information in the directory.

NOTE The Edit My Directory Information link does not display unless
the user who is logged in has write access to their entry.

An Edit page is displayed so you can edit the following information:
o Common Attributes (review page 48)

o Group Membership (review page 50)

o Location Information (review page 51)

o Misc Attributes (review page 52)

o Extensions (review page 53)

= Select the Browse tab, enable a checkbox to the left of a node in the Browse tree.
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Figure 4-26  Enable the Checkbox in the Browse Tree

Enable the/'“v & K O Jones ‘
Checkbox

The buttons located above the Browse tree become active. Use these buttons to
perform any of the following tasks:

o Edit the object’s attributes

o Enable or Disable the object (see page 87 for instructions)
o Rename the object (see page 89 for instructions)

o Delete the object (see page 91 for instructions)

= Select the Browse tab and click the linked name of the node you want to edit.

Figure 4-27  Click the Linked Name

“7 & KC Jone*\ Click the
Linked Name

= Select the Search tab, search for the object you want to edit, enable the
checkbox to the left of the object name in the Results table.

Figure 4-28 Enable the Object in the Results Table

Enable the

checkbox [ Name First Mame Last Name
.\
i~

Sam Spade
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Either method opens the Edit an Object page (shown in the following figure):

Figure 4-29 Example Edit an Object Page

Edit an Object

Common Attributes  Group Membership  Location Info

Misc Attributes

Object: cn=Michael Miller.ou=People,do=central dc=sun.dc=com

User Name: Immiller

* First Name: IMichael

* Last Name: IMiller

Extensions

* Indicates required field
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Password: [ommes
Contirm Passwword: [Foemmres
Email: [mmiller@exam ple.com @ add
Telephone: |m-111-0000 @ add
Department #: I] 11-111-0009
Photo URL: |
Employee #: [103
NOTE If you are editing an object and remove an object class from the
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belonging to the removed object class when you save the object.
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Importing and Exporting Group Members

When you edit a group, Directory Editor allows you to import and export group
members using the Import/Export tab on the Group form.

Figure 4-30 Import/Export Tab

Default Dynamic Group Form  Static Group  Import/Export | Extensions

Export
Exportthe group members to a file.
| Download Members |

Import
Impaort group members fram a file.
@ Thefile should have the DN of each member to add to the group an it's own line.

File:l Browse... |
[T Import members notfound in directory? [ Replace existing members?
Import Members

Exporting Group Members
When you export group members, you download all of the member DNs to a
newline-delimited text file.

To export group members:
1. Select the Import/Export tab and then click the Download Members button.

2. When the Opening <group_name>.txt dialog box is displayed, (Figure 4-31),
enable one of the radio buttons to indicate how your browser should handle
the file.
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Figure 4-31  Specifying How Your Browser Should Open the File

Dpening Contractors.kxt 1'

The site has suggested that "Contrackars.kxt" be handled as an attachment.
1t is of tvpe application):-download (Extensible Markup Language) and
located at:

http:ffexample. sun. com: 080 dmlfdof
What should Mozilla do with this fils?

= Open it with the default application {kxtfile)

" Open it with | Choose. .. |
[T ahways perform this action when handing files of this bype

Caniel |

o Open it with the default application (for example, txtfi | e)

o Open it with (You must enter an application name in the text field
provided.)

o Save it to disk (You must specify a file name and specify a folder in which
to save the file.)

3. After making your selection, click OK to close the dialog box.
4. Click Save to save the exported group file to your directory.

You should now be able to open the . t xt file in any standard text editor (such as
Microsoft ® Notepad). At this point, you can edit the file, and then import it using
the instructions provided in the next section, or store the file for backup purposes.
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Importing Group Members

When you import group members, Directory Editor expects a newline-delimited
text file with a member DN on each line. (Directory Editor ignores empty lines and
lines starting with the pound sign (#).)

To import members from a file:

1. Type the file name into the text box provided or click Browse to open a File
Upload dialog box so you can locate and select the file name.

2. Enable on of the following checkboxes:

o Toimport members (even if they are not found in the Directory Server),
enable the Import members not found in directory? check box.

o To replace existing group members with members in the file (instead of
adding members in the file to the existing group members), enable the
Replace existing members? check box. This feature is available for both
group creates and edits. Directory Editor does not save import changes to
the directory until you save the group.

3. When you are ready, click Import Members to import the file.

4. Click Save to save the new group members to your directory.

Enabling or Disabling Objects

You use the Enable and Disable buttons to activate or inactivate a user account for
the Sun Directory Server. Once inactivated, a user cannot bind to the directory and
the authentication operation will fail.

NOTE When you create an object, it is enabled in the directory by default.
However, if you disabled the object at some point, you may need to
re-enable it again.
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To enable or disable an object in the directory, use the following steps:
1. Open the Enable page or the Disable page using one of the following methods:

o Select the Browse tab, enable a checkbox to the left of the node in the
Browse tree, and then click the Enable or Disable button.

Figure 4-32  Enable the Checkbox in the Browse Tree
Enable the

||7 & K O Jones |
Checkbox——— %

o Select the Search tab and search for the object to edit. When the Results
table is displayed, enable the checkbox to the left of the object name, and
then click the Enable or Disable button.

Figure 4-33  Click the Object Name in the Results Table

[ Hame v First Name Last Name
Enable the B Humphrey Gocart R
CheCkbOX. /' umpnrey Zoca aca

[T Charlie Allnut Gocart

The Enable or Disable page is displayed as shown in the following figure:

Figure 4-34 Example Enable/Disable Pages

Enable

Are ol sure vol want to enable these ohject's 7
DH: cn=Humphrey Gocart,ou=FPeople, di=central de=sun,de=com

Disable
Areyou sure you wantto dizable these ohject's ¢
DH: cn=Humphrey Gocar,ou=FPeople di=central dc=sun,dc=com
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2. You are prompted to confirm the action.
o Click Enable or Disable (whichever is appropriate) to continue.

o Click Cancel to return to the Search page without making any changes to
the object.

Renaming Objects

To rename an object, use the following steps:
1. Open the Rename page using one of the following methods:

o Select the Browse tab, enable a checkbox to the left of the object in the
Browse tree, and then click the Rename button.

Figure 4-35 Enable the Checkbox in the Browse Tree
Enable the

[~
Checkbox /

& KO Jones |

o Select the Search tab, search for the object to edit, enable the checkbox to
the left of the object name in the Results table, and then click the Rename
button.

Figure 4-36  Enable the Object in the Results Table

e ovee ] renme J i o]
MHame w First Name Last Name
Enable the Spade
checkbox. _———
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The Rename page is displayed as shown in the following figure:

Figure 4-37 Rename Page

Rename

Existing DN:  cn=Sam.ou=Peopledc=central dc=sun.dc=com

New DMN: I

2. Enter the new name in the text box provided.

3. When you are ready, click the Rename button.

Figure 4-38 Rename Page

Rename

Existing DM:  ch=5am.ou=People.dc=central, dc=sun.dc=com

Mew DM: Icn=5am Spade,ou=People dc=example,dc=sun,

¥ Rename the children of this ohject?

Directory Editor renames the object and returns you to the Browse page so you
can verify the change.
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Deleting Objects

If you want to delete an object you have created, use the following procedure:

1.

2.

Enable

the object [~

checkbox(es)

[}F D Central Texas

Select the Browse tab.
Enable the checkboxes located to the left of the object(s) you want to delete.
The Enable, Disable, and Delete buttons located above the Browse tree will

become active.

Figure 4-39  Deleting Objects

Browse

Base Context : de=central,de=sun,dc=com

Create | Edit Renam & Shiow IE\ferything vl Contains I

T T de=centralde=gk T

- - o

e

e To activate the

e Enable, Disable, and
e Delete buttons.

[MNe @Engineering
Ll @ engineering

Create | Edit Renam e Show IE\terything VI Contains : I

Click the Delete button.

The Delete page is displayed. You are asked to confirm whether to delete the
selected object(s) and the children of the selected object.

When you are ready, click the Delete button to delete the selected object(s).

Directory Editor immediately removes the object (and children if specified)
and then returns you to the Browse page.
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Working With Forms

This chapter explains how to customize the default Directory Editor forms and
how to create new forms for your site. The information is organized as follows:

= “Overview” on page 93

= “Accessing the Forms Page” on page 97
e “Customizing Forms” on page 98

= “Creating New Forms” on page 111

= “Testing Your Form” on page 113

Overview

Directory Editor provides the following forms, which you can customize by
incorporating business logic and manipulating data before presenting them to your
end users:

Table 5-1  Directory Editor Forms

Form Name: Use this form to:

applicationProcess Edit Directory Editor configuration objects.
Default Browse Form List the managed directory’s contents
Default Create Form Create users, groups, or organizations
Default Delete Form Delete users, groups, or organizations
Default Disable Form Disable specific objects

Default Enable Form Enable specific objects
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Table 5-1  Directory Editor Forms (Continued)

Default Home Form

Default Organization Picker Form
Default Rename Form

domain

extensibleobject

groupofnames

groupofuniqguenames

groupOfURLs

inetorgperson

locality

organizationalperson

organizationalunit

Configure a Home page

Select organizations

Rename objects

Define domains for the directory

Define attribute values for a class of service (COS)
template.

Create a list of email distribution aliases.

Add members to or remove members from a group,
rename groups, search groups, export DNs to a text file,
or display group memberships.

Create and edit dynamic groups.

Control user attributes and to which groups an end-user
will belong.

Define localities for the directory

Create and define user attributes for organizational
members

Create and define attributes for organizational units

NOTE = You cannot edit the standard forms (those forms beginning with
“Default”), but you can create a customized version of these
forms by clicking the Customize button to open the form editor.

= For information about the specific HTML components that
define the default Directory Editor forms, see “Appendix A,
“HTML Components Used to Define Directory Editor Forms.”
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How Do Forms Work?

Directory Editor forms contain rules that govern how the browser displays user
view attributes on a application’s web page. These forms control:

= Page layout and display characteristics. Controls whether fields are visible,
read-only, or hidden from view.

Visible field types include simple text boxes, radio buttons, and selection boxes
with multiple values. Fields values also can be based on other fields.

< How data is used on a page. Captures data dynamically from a resource (such
as a Directory Server) or calculates the data from other fields.

= How data comes into the system. Interfaces with web pages or non-interactive
systems. In this role, the form has no visual fields, but still provides rules to set
default values and other field values.

For example, the Full Name field may not be visible to an administrator using
the page, but the field value can be set based on values the end-user enters into
the First Name, Middle Name, and Last Name fields.

Populating fields from other fields reduces the amount of data entry that users
and administrators must perform, consequently reducing potential data entry
errors. Similarly, by providing option menus instead of text input fields, an
administrator can select a department from a list instead of having to type the
department name.

Various factors affect how the browser displays a form. However, form behavior
within a browser is primarily determined by how display components are used in
the form. You can associate form fields with a display component that determines
how the field is displayed in the browser.

Why Edit the Forms?

Why customize the default Directory Editor forms, which already provide all the
fields that you need to perform actions within the product? Customizing the
default forms allow you to better enforce your company's policies and processes:

= Preserve privacy by limiting the amount of user account information displayed
on the screen.

= Omit nonessential information to reduce distractions for users performing a
specific task. Display only the fields needed to accomplish the current task.

Chapter 5  Working With Forms 95



Overview

Customizing the default fields in forms allows you to extend and customize the
application for your environment. Specifically, you can customize the default
forms to:

= Address the specific needs of the users in your organization.

This type of customization is particularly important when different types of
administrators must access user data, but it is not appropriate for all of the
administrators to have access to all of the user account attributes. For example,
a human resources administrator will need to view different subset of user
account attributes than a help desk administrator.

NOTE Directory Editor does not display attributes to users who do not
have read access for those attributes. In addition, Directory
Editor will display read-only attributes as read-only fields.

= Control the display and content of the user account attributes, particularly
attributes displayed on the Create and Edit pages. These pages contain most of
the attributes that need to be controlled.

= Define default values for user view attributes and their associated attributes.

For example, you could define a default account name for a user based on a
combination of first and last initials and their employee ID humber instead of
the administrator having to key in the information.

= Post-process user view attributes data entry.

For example, you can automatically create a mail account based on the value of
a location field.

= Control screen real estate by positioning multiple fields on one line.
By rearranging fields, you can make the form more closely resemble a printed
form or pre-existing web form.

= Define rules for the way hidden attributes are calculated.

For example, a user's email address can be calculated to be the user's first
name, a period, their last name, then the mail domain: joe.user@example.com.

= Correspond to the Directory Server environment.

You can create new forms to allow creating and editing objects that are unique
to the Directory Server’s schema.
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Accessing the Forms Page

If you want to customize or design a form, select the Configure tab, and then click
the Forms tab. (See the following figure.)

Figure 5-1 Forms Tab

Home Browse Create Search Configure
Forms | Startup | Managed Directory | Search Options | Maming Attributes | Adthorization | BackupiRestore
Forms
Hame Select Action
applicationprocess @ Default
costernplate (ol Default
Default Browse Farm [l Default
Default Create Form [l Default
Default Delete Form [ Default
Default Disahle Farm @ Default
Default Enable Form [l Default
Default Home Farm [ Default
Default Organization Picker Farm (ol Default
Default Rename Form [ Default
domain [l Default
extensiblechject (o Default
groupofnames [l Default
groupofuniguenames (ol Default
groupofurls [ Default
inetorgperson (ol Default
locality [l Default
organizationalperson @ Default
argnizationalunit (ol Default
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This page contains:

Name column: Lists all of the default forms provided with Directory Editor.
(Use the scroll bar to view all of the forms in the Name column.)

Select column: Contains radio buttons that are all labeled Default.

After you customize any of the default forms, Directory Editor adds a Custom
radio button to this column. Changing this radio button controls whether
Directory Editor uses the Default or Custom form.

Action column: Contains Customize or Edit buttons. Click these buttons to
customize the selected form.

If you customize any of the default forms, Directory Editor changes the
Customize button to an Edit button.

Save button: Click to preserve changes to the Default or Custom radio buttons.

New Form button: Click to create a new form.

Instructions for using this page to customize the default Directory Editor forms or
to create new forms for your site are provided in the following sections:

“Customizing Forms” on page 98

“Creating New Forms” on page 111

Customizing Forms

This section provides instructions and examples for customizing forms, and is
organized as follows:

“Opening a Form” on page 99
“Working with the Forms Page” on page 100

“Performing Common Tasks” on page 103
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Opening a Form

To open a form for customizing, click the Customize or Edit button in the Action
column on the Available Forms page.

A Forms page is displayed, which consists of two views:

= Atree-view list of all elements associated with that form on the left

= A property view with a graphical representation of the form on the right.

For example, if you decided to customize the Default Create Form, the following

page would display:

Figure 5-2 Default Create Form

Forms
3 Form * lndicates reguired field
o [y DML_prop_label_type New Ohject Type: | Uszer 'l

o D DhL_prop_lahel_parent * parent Errtw:l

o= [ buttons

When you select elements in the Forms tree to edit, the property view interface
changes so you can edit the properties associated with that element.
For more detailed information, continue to the next section.
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Working with the Forms Page

This section provides instructions for working with the Forms page.

Working in Tree View

The tree view (located on the left side of the Forms page) shows a hierarchical view
of the form elements. The tree lists each element in order, nesting children under
their parent.

Figure 5-3 Tree View Display (Expanded)

[ Form
¢ [J Main Tabs
¢ [J Static Group
¢ [} messages
¢ [ Mame:
¢ [ Mumber of Members:
¢ [J ButtonRow
o- [ Undefined
o [ Button
¢ 3 ImportExport
¢ [ messages
¢ [ Export Container
o [ SectionHead
o [ Lahel
o [ Link
¢ [ Import Container
o [ spaces
o [y SectionHead
o [ Lahel
o [ Label
o [ File:
o= [ Row
o [ Impart
¢ [CJ Exensions
¢ [ Extensions

The node icons used in the tree are based on whether the form has children, and
include the following:

- The folder icon displays if the form item has children.
- The page icon displays if the form item does not have children.
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The tree also contains the following icons:
= Click the key icon [ =] to view any nested children in that form item node.

= Click this key icon [7] to collapse the form item.

To customize the properties associated with each form or field element, click the
node label, and the right side of the Forms page changes as follows:

e Click Form to specify a name, description, title, and/or a subtitle for the
form (see “Identifying the Form” on page 103).

= Click any other named element to specify the field properties and
location (see “Customizing Field Properties” on page 105 and “Changing Field
Locations” on page 108).

= Click the New Field button to create a new field for the form (see “Creating
New Fields” on page 110).

Working in Property View

The property view (located on the right side of the Forms page) provides a
graphical representation of the form you are customizing.

When you initially open a form for editing, the property view displays the form as
it is currently configured. However, when you select an element in tree view, the
property view changes so you can edit properties associated with that element.

For example, if you select the Default Create Form, the initial property view is
shown in Figure 5-4.

Figure 5-4 Initial Property View: Create Form
* Indicates required field
Hew Object Type: IUser 'l
* parent Entry: |
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Then, if you select the New Object Type node in tree view, the property view
changes as shown in Figure 5-5.

Figure 5-5 Property View: Editing New Object Type Element

Field DML_prop_label_type

Field Properties  Mowve Field

Name: I primaryObjectClass]

Title: |New Object Type: Options: [~ Required
Display Properties
Type: |Select j
Null Value: |
size: |
Options: [~ Sorted [~ Muttiple [ No New Row

groupOfniguenlames top
organizationallnittop
domain top

locality tap -
4] | »

inetorgPersnn,DrganizatmnalPerson,persj

Allowed Values:

Allowed Values Expression:

When you are editing elements, the property view contains two tabs:

= Field Properties tab: Provides a schematic representation of the form and
enables you to customize properties associated with that element.

< Move Field tab: Enables you to control the location of different form elements.

After changing form elements in property view, if you select the Form node in tree
view, the property view changes to reflect your changes (if your changes affected
the visible features of the form).

NOTE Remember, this view is only a preview of the changes made to your
form — not a working form.
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Performing Common Tasks

This section describes how to perform the common tasks associated with
customizing Directory Editor forms. The information is organized as follows:

= “ldentifying the Form” on page 103

e “Customizing Field Properties” on page 105
= “Changing Field Locations” on page 108

= “Creating New Fields” on page 110

= “Deleting Fields” on page 110

= “Saving Changes” on page 111

Identifying the Form

To identify your customized form, you can specify a name, description, title,
and/or subtitle as follows:

1. If the Form node is not already selected, click the Form folder icon (top node in
the Forms tree) and the page changes as follows:

Figure 5-6 Identifying a Default Create Forms

Forms

3 Form Name |
o [ Selecttype: Description |
& [ Organization Titte |
o [ buttons Sub-title |

2. Complete one or more of the following fields (all optional):
o Name: Enter a name for this form.
o Description: Enter a meaningful description of the form.

o Title: Enter the text you want to display at the top of the form.
For example, MyCompany Create Form.

o Subtitle: Enter the text you want to display beneath the form’s title.
For example, you might indicate the form’s purpose: Use this form to create
new users, groups, and organizational units.
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3. When you are finished, click OK.

The Form node in tree view changes to use the Title you specified, and the new
form displays on the right side of the page. For example:

Figure 5-7 New Form Page

Forms
[ MyCompany Create Form
o~ D DML_prop_label_type Mycompany Create Form
o D DML_prop_label_parent

Lze this form to create new users, groups, arganizational units, domains, and
o= [ buttons Tocalit

ocalities.
* Indicates required fiald

Hew Object Type: I User 'l
* parent Entny: |

Continue [§ Cancel

4. Continue as follows:

o If you have other changes to make to the current form, select another node
in the tree.

o If you want to add one or more new fields, click the New Field button and
proceed to “Creating New Fields” on page 110.

o If you have no other changes to make, click Save.
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Customizing Field Properties

To customize properties for a particular field on your form, use the following steps:

1. Inthe Form tree, click the field element you want to customize.

For example, click Select type and the following page is displayed:

Figure 5-8 Customizing Field Properties

Forms

3 mMyCampary Create Form

¢ [} New Object Type: Field New Object Type:

¢ [ Text Field Properties  Move Field

o- [ buttons

Hame: ||)rimnry0hjec1(tlass

Title: |New Object Type:
Display Properties

Options: [~ Required

Type: [ Select 4|

Null Value: |

Size: |

Options: [~ Sorted ™ Multiple

inetOrgP erson,organizationalPerson pers «
groupOfUnigueMNames top

™ No New Row

arganizationallUnit top
domain top

locality, iop hd
4 | »

Allowed Values:

Allowed Values Expression:

The content of the Field Properties tab will change, depending on which field

element you select. The following table lists all of the different Field Properties
parameters you might encounter as you work.
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Table 5-2 Field Properties
Property Description
Name Type a name for this field.
* You must enter a name that specifies a view path for all fields that display as editing
components (such as text boxes, checkboxes, and selects).
¢ You do not have to name fields that do not display as editing components (such as
Secti onHead or Javascri pt ); however, you can name
non-editing fields if they are referenced by another form through a Field reference.
¢ You must use the following format to name fields that correspond to LDAP attributes:
attributes[<attribute_nane>].val ue
For example, use the following format to name a cn attribute:
attributes[cn].value
Title Specify text to display adjacent to the field.
Options: Required checkbox: Enable this checkbox if the field is required to process the form. If you

enable this option:
¢ The user must enter a non-null value in this field before submitting the form.

« Ared asterisk is displayed to the left of the field and a message displays at the top of the form
to explain that a red asterisk denotes required fields.

Display Properties:

Type

Available Title
Selected Title

Allowed Values

Allowed Values
Expression

Size

Maximum
Length

Display Name
Rows/Columns
Null Label

Labels

Use the drop-down menu to select which type of display element you want to use for the new field.
For example, do you want to create a text box or a button?

Enter a title for the available values of a multi-select object.
Enter a title for the selected values of a multi-select object.

Use this text box to enter allowed values for the component.
The end-user can select only those values provided in this list. (Some values may already be
displayed by default.)

Use an expression to create a list of allowed values for the component. For convenience when
setting properties in XML forms, you can specify the allowed values as a comma-delimited list.

Specify the character width of the control (for text boxes).

Specify the maximum number of characters that can be entered in a text box.

Specify text to display next to a check box.
Specify the number of rows and columns to display in a text area.
Specify a label to display in select fields to indicate that nothing is selected.

Specify radio button labels.
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Table 5-2 Field Properties (Continued)

Show Child Enable this checkbox to see how many children are under each node in the Forms tree.

Count The number will be displayed in brackets after the node name. For example, People [ 21 ].

Show Only Enable this checkbox to display just the branches in the Forms tree instead of the branches and

Branches leaves. For example, if you open a branch that only has leaf nodes in the Browse dialog — you will
not see anything; however, on the Browse tab you will see all the leaves.

Allow Multiple Enable this checkbox to allow the user to select multiple elements in the Forms tree.

Selections

Show Current Enable this checkbox to display currently selected elements in the Forms tree footer.

Selections on

Footer

Show Current Enable this checkbox to display currently selected elements in the Forms tree header.

Selections on

Header

Yoke to Active Enable this checkbox to allow the window to automatically scroll to the last node with which you

Mode interacted.

Normally, if you are working with a large Forms tree, and you expand a branch node that you had
to scroll down to see, when you are done with the expansion you would have to reset the tree to
the top. However, if you enable this property, the tree will automatically scroll the window to the
expanded node.

Options: Enable one or more of the following checkboxes — as necessary:
« Left Label: Forces the label to display to the left of a field.

*« No New Row: Forces the field to appear to the right of the proceeding field. For example,
Name fields are examples where this is useful, where it is desirable to allow the user to enter
the last name, first name, and middle initial from right to left, rather than down the page.

« Multiple: Controls whether multiple selections are available for a select field.

e Multi-Valued: Allows multiple values for a text field.

¢ Ordered: Controls whether multi-select values can be moved up and down in the selected list.
¢ Read-Only: Creates a non-editable field.

¢ Secret: Causes typed text to display as asterisks (*).
(typically used for encrypted data, such as passwords)

* Sorted: Controls whether select and multi-select values are sorted alphabetically.

2. Onthe Field Properties tab, you can

o Customize one or more of the property parameters described in the
preceding table, and then click OK.

o Click the Delete button (located at the bottom of the tab) to remove a field
from this form. Repeat to delete additional fields.
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3. When you are finished customizing the properties for this field, you can:

o Select the Move Field tab to change the field’s location on this form.
(Proceed to “Changing Field Locations” on page 108.)

o Add or remove a field (Proceed to “Creating New Fields” on page 110 or
“Deleting Fields” on page 110 respectively.)

o Select a different field to customize that field’s properties.
o Save or Cancel your changes and return to the Available Forms page.
(Proceed to “Saving Changes” on page 111.)

Changing Field Locations
Use the following steps to change the location of a particular field on your form:
1. Inthe Form tree, click the field element you want to move.

2. When the Properties tabs are displayed, select the Move Field tab.

Figure 5-9 Move Field Tab

Forms
1 Farm
o [ Select type: Field Select type:
e [ Crganization Field Properties  Move Field
o [ buttons
Move Field
~ Before  After ¢ Into
INIJI’IE 'I

The Move Field tab contains three radio buttons and a drop-down menu.

Elements displayed in the drop-down menu are indented to indicate whether
they are tabs, fields, or nested children.
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For example, in the following figure, Form is the form, Organization and
Undefined are field elements, and Extensions: is a child of Undefined.

Figure 5-10 Move Field Menu

Move Field
¢~ Before ¢ After ¢ Into

..Organization
Undefined
...Extensions:

NOTE You can only move field elements and children into the Form.

Decide where to move the selected field, enable one of the following buttons,
and then make a selection from the drop-down menu:

0

Before button: Moves the selected field element above a field you select
from the drop-down menu.

After button: Moves the selected field element below a field you select
from the drop-down menu.

Into button: Moves the selected field element into a tab you select from the
drop-down menu.

When you are finished with the Move Field tab, you can:

0

0

Select a different field to customize.

Add or remove a field (Proceed to “Creating New Fields” on page 110 or
“Deleting Fields” on page 110 respectively.)

Save or Cancel your changes and return to the Available Forms page.
(Proceed to “Saving Changes” on page 111.)

NOTE You must click the Save button located under the Form tree
to save your change(s) to the directory.
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Creating New Fields
To Create a new field for your form:
1. Click the New Field button, located under the Form tree.
Directory Editor adds an undefined node to the Form tree, and the property

view changes as follows:

Figure 5-11  Creating a New Field

Forms

[ Farm

o [ Select type: Field Undefined
o [ Oraanization
o [ Undefined
o [ Undefined

Field Properties = Move Field

e |
TmEI options [~ Required
Display Properties
Type [More =]

2. Complete the Field Properties tab as described in “Customizing Field
Properties” on page 105.

3. Use the Move Field tab to position the new field on your form as described in
“Changing Field Locations” on page 108.

4. When you are finished, click Save save your change(s) to the directory.

Deleting Fields

To Delete a field element from your form, click the Delete button that is located at
the bottom of the Field Properties tab. Directory Editor will remove that field
element from the form (and tree view).

NOTE You must click the Save button located under the Form tree to save
your change(s) to the directory.
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Canceling Changes

If you make a mistake while customizing a form or decide you do not want to use
the form you customized, click the Cancel button located at the bottom of the
Form tree.

Directory Editor will cancel any unsaved changes made to that form and
immediately return you to the Available Forms page.

Saving Changes

You can save your customization changes at any time by clicking the Save button
located at the bottom of the Form tree. Directory Editor will immediately save all
changes made to that form.

Creating New Forms

To create a new form, use the following instructions:
1. Click the New Form button (located at the top and bottom of the Forms page).

A new page displays (see the following figure).

Figure 5-12  Creating a New Form

Forms

Structural Class: | account

| v

hootableDevice
certificationAuthority
cetificationAuthority-v2
deOhject
extensibleObject
ieeeB020evice
inetAdmin

inetDomain
inetSubscriber

LD

ARDBER .

Auxiliary Classes:

L1l

L

Select Classes

2. Select a structural class from the drop-down menu.
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3. If applicable, use the Auxiliary Classes selection tool buttons to select one or
more auxiliary classes for your new form, as follows:

o Select one or more auxiliary classes from the available list and click the
button to move them to the selected list. (Press your Shift key and
click on items in the list to select multiple auxiliary classes.)

o Click the button to move all available auxiliary classes to the selected
list.

v Click the button to move all auxiliary classes from the selected list
back to the available list.

o Select auxiliary classes from the selected list and click the button to
move them back to the available list.

o Usethe (move up) and (move down) buttons to change the order
of auxiliary classes in the selected list

4. After making your selections, click the Select Classes button to add the classes
to your new form.

Another page displays, containing a tab for the structural class and one tab for
each auxiliary class you selected.

NOTE This page is a preview of the form you are creating.

For example, if you specified the | ocal ity structural class and the added
i Pl anet Li nkedOr gani zat i on Auxiliary class, the new page would look like the
following figure:

Figure 5-13  Adding Classes to a Form

Forms
] 7577 locality  iPlanetLinkedOrganization
o= [ Main Tabs

description |

searchGuide |

seeflso |

st |

street |
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The tab names, and the content of each tab, will differ with each structural class
and auxiliary class selection.

5. Complete the sub-element text boxes on each tab, being certain to provide all
required information (identified by a red asterisk).

6. Select the Form, Tab, and field element nodes to specify the field properties
(see page 5-79) and to specify the field locations (see page 5-74) for each.

Figure 5-14  Specify Properties for Each Node in the Tree

3 Form
¢ [ Main Tabs
¢ ([T locality
[y description
Gy
[y searchGuide
[ seerlso
[ st
[ street

? 3 iPlanetlinkedCrganization

?
?
?
?
?
?

] D parentCrganization

7. When you are finished, click Save to save your new form to the directory.

Testing Your Form

The best way to test your form before loading it into your production environment,
is to preview the form while you are editing it.

In addition, you may want to create a staging or test environment that you can use
when you are developing new forms. You can export the staged forms (select
Configuration -> Import/Export), and then import them into your production
environment.

NOTE For importing and exporting instructions, see “Backing Up and
Restoring Configurations” on page 149.
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Searching Directories

You can use the Directory Editor Search tab to search for objects in the directory
installation.

This chapter explains how to configure and execute three different types of
searches from the Directory Editor Search page. The information is organized as
follows:

= “Executing a Basic Search” on page 115
= “Executing an Advanced Search” on page 118

= “Executing a Filtered Search” on page 124

Executing a Basic Search

Use the Basic Search tab (the default page) to search for users, groups, or
organizational units.

Figure 6-1 Search Results

Search

Basic Search | Advanced Search  Filtered Search

Enter the name of a User, Group, ar Organizational Unit to search far:

I Search type |User vl
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Executing a Basic Search

To perform a basic search, use the following steps:

1. Enter the name of a user, a group, or organizational unit into the text field
provided.

For example, type nanager for a list of all objects that have “manager” in their
name.

2. Select a Search Type from the drop-down menu.
3. Click the Search button or press Return (Enter) on your keyboard.

The search results will display in table-format at the bottom of the Search page.

NOTE By default, Directory Editor will return a maximum of 100
results. If Directory Editor finds more than 100 entries, a note
will display above the Results table.

If there are too many items returned, you can narrow the search
criteria. To change the default limit for the number of objects
displayed, select Configure > Search Options. When the Search
Configuration page is displayed, change the Number of
Results value.

For example, the following figure shows the result of searching for manager:

Figure 6-2 Search Results

Search

Basic Search | Advanced Search  Filtered Search

Enter the narme of a Llser, Group, or Organizational Unitto search for:

|manager Searchtype IAII 'l

Hame w First Name Last Name
Accounting Managers

HR Managers

QA Managers

a0 900

PO Managers
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A bank of buttons also displays just above the Results table. You use these
buttons in conjunction with the table.

Note that each entry in the Results table is preceded by a checkbox. You can
enable one or more checkboxes to select those rows for an action and then click
one of the following buttons:

0

Create: Opens a Create page so you can add a new user, group, or
organizational unit. (See Chapter 4, “Creating and Editing Objects.”)

Delete: Opens an Delete page, where you must confirm whether to delete
the object. Click Delete to confirm the action or click Cancel to terminate
the action.

Rename: Opens a Rename page so you can specify a new name for that
object and for children of the object. (See Chapter 4, “Creating and Editing
Objects.”)

Enable: Opens an Enable page, where you must confirm whether to enable
the object. Click Enable to confirm the action or click Cancel to terminate
the action.

Disable: Opens an Disable page, where you must confirm whether to
disable the object. Click Disable to confirm the action or click Cancel to
terminate the action.

NOTE

You can also click any linked entry in the table’s Name column, to
open the Edit an Object page where you can edit the object’s
attributes. See Chapter 4, “Creating and Editing Objects.” for more
information about editing objects.
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Executing an Advanced Search

Select the Advanced Search tab to search for objects by specifying search
conditions, which can be combined with and operations.

Figure 6-3 Advanced Search Tab

Search

Basic Search | Advanced Search | Filtered Search

Searchtype | User 'l
Base Context: |

Search Conditions

Attribute Condition Value
I || audio ||| contains =1

To configure and execute an advanced search, use the following steps:
1. Select one of the following object types from the Search type menu:
o User
o Group
o Organizational Unit
o Other

When you select the Other option, the Object Classes selection tool
displays (similar to the one shown in the following figure).
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Figure 6-4 Selecting Object Classes

Search

Basic Search = Advanced Search = Filtered Search

Search type I COther 'l

Available Ohject Classes Selected Object Classes

account
alias
applicationEntity

Object Class |3pplicationProcess
hootableDevice
cacheObject
calEntry
<

cerificationAutharity
certificationAuthority-y2 x| -

Base Context:

Search Conditions

Attribute Condition Value
I || audio || sartains =l
Remove Selected Attribute(s) Add Attribute

o You can select object classes from the Available Object Classes list and click
the Add button to move the object classes to the Selected Object
Classes list.

v Click Add All to move all available object classes to the Selected
Object Classes list.

v Click Remove All to move all object classes from the Selected Object
Classes list back to the Available Object Classes list.

o Select object classes from the Selected Object Classes list and click Remove
to move the object classes from the Selected list back to the Available
Object Classes list.

Enter a Base Context in the text box provided (or click Browse to search the
organizational units in the directory).

The Search will return results from items in this container and “contained”
containers.
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3. Use the Search Conditions table to configure your search criteria, as follows:

a. Click the drop-down button in the Attribute column to select an attribute
from the list.

NOTE = The attributes in this list are determined by the object
type specified in Step 1.

o Toadd rows to the Search Conditions table, click
the Add Attribute button.

o To Remove rows from the Search Conditions table,
enable the checkbox in the leftmost column and
then click the Remove Selected Attribute(s) button.

= You cannot remove all rows in this table. If you try to
remove the only remaining row, an error will result.

b. Click the drop-down button in the Conditions column and select one of the
following conditions from the list:

» contains: Search for attributes that contain the specified attribute
value.

« equals: Search for attributes that match the specified attribute value
exactly.

» does not equal: Search for attributes that do not match the specified
attribute value.

4. Enter a value to search for into the Value column of the table.

NOTE The Attribute, Condition, and Value entries are “OR’ed”
together to create the search criteria.

5. Click the Search button.

The search results will display in table-format just below the text field.
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NOTE By default, Directory Editor will return a maximum of
100 results. If Directory Editor finds more than 100 entries, a
note will display above the Results table.

If there are too many items returned, you can narrow the search
criteria. To change the default limit for the number of objects
displayed, select Configure > Search Options. When the Search
Configuration page is displayed, change the Number of
Results value.

The search results will display in table-format at the bottom of the Search page.

As with a Basic Search, a bank of buttons (Create, Delete, Rename, Enable, and
Disable) also displays just above the Results table. Use these buttons in
conjunction with the table as described in Step 2 on page 119.

NOTE Click any of the linked entries in the Name column, and the Edit
an Object page displays so you can edit the object’s attributes.
(See Chapter 4, “Creating and Editing Objects” for information
about editing objects.)

Following are several examples of an Advanced Search.

Example 1: Someone reports a “fender-bender” in the parking lot and you want
to notify the car owner. You could specify the following parameters to identify the
owner:

= Search type: User
= Base Context: dc=example,dc=sun,dc=com

e Search Conditions:

Table 6-1  Example Search Parameters
Attribute Condition Value

carlicense equals <l i cense_nunber >
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NOTE The Attribute, Condition, and Value entries are “OR’ed” together to
create the search criteria.

The following figure shows the result of searching for the license number:

Figure 6-5 Example 1 Search Results

Basic Search = Advanced Search = Filtered Search

Search type I User 'l
Basze Context: |dc:example,dc:sun,dc:com

Search Conditions

Attribute Condition | value
r |carLicense j |equa|s j||KF1111

[ Resuts |

[T Name First Name Last Name

[T KC Jones K. C. Jones

Example 2: You want to send an email to all Marketing managers. You could
specify the following parameters to identify these managers:

« Search type: User

= Base Context: dc=example,dc=sun,dc=com
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e Search Conditions:

Table 6-2  Example Search Parameters

Attribute Condition Value
businessCategory equals Marketing
employeeType equals Manager

NOTE = The Attribute, Condition, and Value entries are “OR’ed”

together to create the search criteria.

< Remember to click the Add Attribute button to add rows
(additional attributes) to the Search Conditions table.

The following figure shows the result of searching for Marketing managers:

Figure 6-6 Example 2 Search Results

Basic Search | Advanced Search | Filtered Search

Search type IUser Vl
Base Context: |dc:example‘dczsun,dc:cnm

Search Conditions

Attribute Condition [ value
[ | businessCategory ;I | equals LI ||Marketing
[l | employeeType ;I | contains LI ||Manager

Hame w
ou=People,dc=central,dc=sun,dc=com

Kenneth Suter

aa9an

Bob Jones

First Name Last Name
Kennath Suter
Bob Jones
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Executing a Filtered Search

Select the Filtered Search tab to specify free-form query strings to search for objects
in the directory.

Figure 6-7 Filtered Search tab

Search

Basic Search  Advanced Search | Filtered Search

([{ObjectClass=parson){OhjectClass=organizationalPerson){OhjectClass=in

Search Filter

< | i

The default search string on this tab is ( & obj ect cl ass=Per son) (cn=*) or a string
that represents the current basic or advanced search specified on the Basic or
Advanced Search tabs.

You can use the default search string or specify your own query in the Search Filter
text field. For example, if you want to search for all groups in the directory, type
the following text in the Search Filter text field and click Search:

(| (Qoj ect A ass=gr oupof nanes) ( bj ect A ass=gr oupof Uni queNanes))

The following figure shows the result of the filtered search.
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Executing a Filtered Search

Example Filtered Search Results

Basic Search  Advanced Search  Filtered Search

aaaaonon

(I(OhjectClass=groupofnames)(ObjectClass=groupofniqueNames))
Search Filter

Hame

Directory Administrators
Accounting Managers
HR Managers
GIAManagers

PD Managers

admin

First Name Last Name

As with the other search methods, the search results will display in table-format at
the bottom of the Search page.

NOTE

By default, Directory Editor will return a maximum of 100 results.
If Directory Editor finds more than 100 entries, a note will display
above the Results table.

If there are too many items returned, you can narrow the search
criteria. To change the default limit for the number of objects
displayed, select Configure > Search Options. When the Search
Configuration page is displayed, change the Number of
Results value.

In addition, a bank of buttons (Create, Delete, Rename, Enable, and Disable)
displays just above the Results table. Use these buttons in conjunction with the
table as described in step 2 on page 6-82.

NOTE

Click any of the linked entries in the Name column, and the Edit an
Object page displays so you can edit the object’s attributes. (See
Chapter 4, “Creating and Editing Objects” for information about
editing objects.)
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Editing the Search Page Configuration

The procedures in this section describe how to change the appearance and content
of your Search page. The information is organized as follows:

= “Accessing the Search Configuration Page” on page 126
= “Specifying Default Settings” on page 127

= “Configuring the Results Table” on page 128

= “Specifying Search Types” on page 130

Accessing the Search Configuration Page

To open the Search Configuration page, select the Configure > Search Options.
The Search Configuration page is displayed as follows:

Figure 6-9 Search Configuration Page

Home Browse Create Search Configure

Forms | Startup | Managed Directory | Search Options Marning Aftributes | Authorization | Backup/Restore

Search Configuration

Settings = Results Table Search Types

([{ObjectClass=person){OhjectClass=arganizationalPerson)iOhjeciClass=in
Default Search Filter

| | i

Display Name |$cn

This page contains three tabs:
= Settings: Use this tab to configure a default search filter for the Search page.
= Results Table: Use this tab to configure a results table for the Search page.

= Search Types: Use this tab to specify the type of searches available for the
Search page.
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Specifying Default Settings

Use the following procedure to configure a default search filter for the Search page.

1.

2.

Select the Settings tab (see Figure 6-9).

Modify the default filter shown in the Default Search Filter text box or enter a
new filter.

CAUTION Improper use of a search filter can impact both Directory Editor
and Directory Server performance. For detailed information
about constructing filters, refer to the Sun Java™ System
Directory Server 5 2004Q2 Administration Guide.

Modify or enter a new display name in the Display Name text box.

You may want Directory Editor to return results in the same way your
company displays data. For example; cn, ui d, and so forth.

NOTE The dollar sign ($) that precedes this value denotes the start of
an attribute name.

You can click Save to apply your changes (or click Cancel and return to the
Home page).

NOTE You do not have to Save your changes on each page — you can
wait until you are finished working with all of the tabs and then
save your changes to the directory.

From here, you can select another tab to continue configuring your Search page.
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Configuring the Results Table

Use the following procedure to configure a results table for the Search page.

1. Select the Results Table tab.

Figure 6-10 Results Table Page

Search Configuration

Settings | Results Table = Search Types

Awvailable Attributes Selected Aftributes

ahstract
accountUnlockTime
aci

Results Columns | #¢/Rights
aclRightsinfo
adminRole
adminbrl
administratorContactinfo
aliasedObjecthame

Attribute Name Display Name
dh

Display Hames - -
givenkame |F|rstName

sn |Last Mame

Column Width [25

Number of results |1 0o

2. Use the Results Columns selection tool to add attributes to or remove attributes
from the Selected Attributes list, as follows:

o Select one or more attributes from the Available Attributes list and click
the button to move them to the Selected Attributes list. (Press your
Shift key and click on items in the list to select multiple attributes.)

o Click the button to move all available attributes to the Selected
Attributes list.

v Click the button to move all attributes from the Selected Attributes list
back to the Available Attributes list.
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o Select one or more attributes from the Selected Attributes list and click the
button to move them back to the Available Attributes list.

o Usethe (move up) and (move down) buttons to change the order
of attributes in the Selected Attributes list.

By default, Directory Editor populates the Display Names table with attribute
names and display names.

You can replace the default names in the Display Names column by typing
directly into the text boxes provided.

Enter a value in the Use the Length of each field in the results table text box to
specify the maximum character length for fields results table.

Enter a value in the Number of Results text box to specify the maximum
number of search results (how many lines) to display in the Results table.

NOTE If the number of search results exceed the maximum specified
for the Results table, a warning message is displayed.
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Specifying Search Types

You can use the Search Types page to modify the kind of search Directory Editor
performs by default. Use the following procedure to specify the type of searches
available for the Search page.

1. Select the Search Types tab.

Figure 6-11  Search Types Page

Settings  Results Table  Search Types

Default Search Type |User

Name Value

Available Objectclasses Selected Ohjectclasses
account ﬁl
alias

applicationEntity

;
- IUser applicationProcess

hootableDevice
cacheDhject
calEntry
cerificationAuthority

: certificationAuthoritet2 LI z
Pyailable Objectclasses Selected Ohjectclasses
account

alias
applicationEntity

r |0rgamzamn applicationProcess

hootableDevice
cacheDhject

calEntry
certificationAuthority

certificationAutho Fit-v'2 hd

L«

Available Objectelasses Selected Objectclasses

account

alias

applicationEntity

r W applicationProcess
hootableDevice

cacheDhject

calEntry

cerificationAuthority

certificationAuthority-4v2

Remove Selected Types(s) [l Add Type

2. If necessary, change the Default Search Type name by entering a new value in
the text box provided.

3. Use the table to change the search type names and associated attributes that are
available in the Search Type menu list.
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a. Tochange the name of a search type, delete the old name and enter a new
value.

For example, you might want to change Organization to Offices.

b. Use the Objectclasses selection tools in the Value column to create a list of
valid values for that search type.

For example, you might want to specify the following values for the
User type:

« Person
» organizationalPerson
» inetorgPerson (default)

- engineeringPerson

NOTE If you create a custom user class, you should add the user as
an object class to the user object.

When you are finished, click the Save button to save your changes and return
to the Home page (or click Cancel to undo your changes).

NOTE You do not have to Save your changes on each page — you can
wait until you are finished working with all of the tabs and then
save your changes to the directory.

Adding Search Types
To add search types to the table, use the following procedure:

1.

2.

Click the Add Type button located beneath the table.

When Directory Editor adds a new row to the table, enter a name for the search
type in the text box provided in the Name column.

Use the Objectclasses selection tool in the Value column to create a list of valid
values for the new search type.
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For example, you might want to specify a Location search type with the
following objectclasses:

o country
o friendlyCountry
o room

4. When you are finished, click Save to save your changes and return to the Home
page (or click Cancel to undo your changes).

Removing Search Types
To remove objects from the Search Types menu list,

1. Enable the checkbox next to the search type you want to delete.
2. Click the Remove Selected Types button located beneath the table.
Directory Editor immediately removes that row from the table.

3. Click Save to save your changes and return to the Home page, or click Cancel
to undo your changes and return to the Home page.
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Configuring Directory Editor

Use the information provided in this chapter to configure your Directory Editor
application to user control access to applications and application components, and
to define relative distinguished names (RDN) configurations. This chapter is
organized as follows:

= “Controlling User Access” on page 133

= “Working with Naming Attributes” on page 142

Controlling User Access

Authentication and Authorization are terms used to describe methodologies for
controlling access to applications or application components.

= Authentication is the process by which an application challenges a client to
supply credentials — typically providing a user name and password through a
log-in page. Based on these credentials, the application determines whether a
user (or a different client, such as another application) can use the application.

= Authorization assumes that a client has already been authenticated and is in
the process of determining whether a client can use a component of the
application. Authorization takes a more fine-grained approach to access
control.

You can use the Directory Editor Authorization page to authenticate clients and
control access to Directory Editor components using fine-grained authorization

NOTE By default, you must have the Manager role to access the
Authorization page. For more information about roles, see
“Understanding Roles” on page 134.
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To understand authorization, you must understand the terms role, principal, and
accessible components, which are described in the following sections:

= “Understanding Roles” on page 134
= “Understanding Principals” on page 135

= “Understanding Accessible Components” on page 135

Understanding Roles

A role describe a user's function within the enterprise hosting the Directory Editor.
For example, your organization may have CEO, help desk administrator, and
janitor roles.

Roles determine with which parts of Directory Editor you can interact. By default,
Directory Editor is pre-configured with two roles:

= Manager: This role has access to all of Directory Editor’s features and
functionality.

= Default: This role has more limited capabilities within the application.
For example, you can browse directory data but you cannot edit that data.

Directory Editor enables you to add roles that support interactions appropriate for
your enterprise. For example, you might want to define a role that allows users to
edit directory data but does not allow them to access the Configure tab.

Every role is associated with a set of principals that assume the role (see the next
section, “Understanding Principals”). For Directory Editor, there is a single group
in the directory server (called the Manager Group) that serves as the principal
corresponding to the Manager role.

You use the Managed Directory page to specify the Manager Group at
configuration time (also available after configuration by selecting Configure >
Managed Directory). So, if you have a particular user that should have full access
to all Directory Editor functions, make that user's DN a member of the

Manager Group.
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Understanding Principals

A principal represents an entity (such as an individual, corporation, or login ID).
The term subject is used to describe entities (typically human users). Subjects can be
represented by multiple, differing principals — just as people can be represented
by their credit card number to banks and by their UNIX account name to system
administrators. The credit card numbers and UNIX account names are principals in
this case.

Because Directory Editor is focused on directory data management, its principals
are all represented using the following directory objects:

= DN (distinguished names)
= Directory Server groups
= Directory Server roles

A user entering a DN in the log-in page can be represented by several different
principals, depending on the data in the directory. For example, if the user’s
account ID happens to be a member of a specific group, that user will be
represented by the account ID’s DN and by the DN of the group to which the DN
belongs.

In Directory Editor, objects representing the user (or subject) are stored in the
HTTP session. After the user enters an account ID and a password on the Directory
Editor's log-in page, Directory Editor populates the subject with all of the various
principals (person entries, groups, and roles) associated with that account ID.

Understanding Accessible Components

Accessible components are the set of internal Directory Editor components that are
accessible by the users. Users may not know they are interacting with certain
accessible components; consequently, administrators must understand which
components are required to complete certain tasks.

Currently, all accessible components are either actions or views.
= Actions are represented by a string such as/Edi t.

= Views are represented by a string is similar to. nav_t ab. Edi t.

NOTE Typically, each view is represented using both an unselected
representation and a selected representation, such as
.nav_tab selected. Edit.
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The rest of this section provides instructions for defining, editing, and deleting
roles. The section is organized as follows:

“Accessing the Authorization Page” on page 136

“Defining Directory Editor Roles” on page 137

“Editing Roles” on page 140
“Deleting Roles” on page 141

Accessing the Authorization Page

To open the Authorization page, select the Configure tab and then select the
Authorization tab. The Authorization page is displayed as follows:

Figure 7-1 Authorization Page

Hom e

List Create Search Configure

Forms | Startup | Managed Directory | Search Configuration | RDN Configuration

Authorization

Authorization

Import/Export

Create Role Edit Selected Role

Role Principals

Accessible Components

Manager | cn=Directary Administrators,de=central, de=sun,de=com

+

Default *

.nav_tab_selected Home
.nav_tab List

iList
.nav_tab_selected Edit
.nav_tab.Search

ISearch

.nav_tab Edit
.nav_tab_selected Search
.nav_tab_selected List
JEdit

.nav_tab.Home

Home

Delete Selected Roleds)

Create Role Edit Selected Role

Delete Selected Roleds)
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This page consists of the following features:

Role table: By default, this table contains the Manager and Default roles.

Create Roles button: Click this button to create additional roles appropriate
for your enterprise. (See “Defining Directory Editor Roles” on page 137.)

Edit Selected Roles button: Click this button to change properties, principals,
and accessible resources associated with a particular role. (See “Editing Roles”
on page 140.)

Delete Selected Roles button: Click this button to remove roles. (See “Deleting
Roles” on page 141.)

Defining Directory Editor Roles

Before you can define new Directory Editor roles for your enterprise, you must
decide which tasks a common set of users must perform. For example, all of your
help desk administrators must have write access to directory data.

After you have identified these tasks, use the following steps to create a new role:

1.

2.

Select Configure > Authorization.

When the Authorization page is displayed (see Figure 7-1 on page 136), click
the Create Role button.

On the Create Role page, enter a meaningful name into the Role Name
text box. For example, Help Desk Administrators.

Figure 7-2 Role Properties Tab

Create Role:

Role Properties  Principals  Accessible Resources

LUIERUET Tl (Help Desk Administrators
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4. Select the Principals tab and use the Principals selection tool to specify the set
of principals you want to assume the new role.

NOTE At this time, you can only assign groups as principals.

Figure 7-3 Principals Tab

Create Role: Help Desk Administrators
Role Properties  Principals  Accessible Resources

Principals Principals Who Assume This Role

ch=Accounting Managers ou=groups,de=central de=sun de=com = cn=Directary Administrators de=central de=sun de=com =
ch=HR Managers ou=groups de=central de=sun,de=cam
ch=0GA Managers, ou=groups,de=central de=sun,de=com
Frincipals |M=FD Managers ou=groups, de=central de=sun,de=com
cn=Confractors,ou=Groups,de=central,dc=sun,dc=com
cn=Engineers,ou=Groups,de=central, dc=sun,dc=com

o You can select one or more principals from the Principals list and click the
button to move them to the Principals Who Assume This Role list.
(Press your Shift key and click on items in the list to select multiple
principals.)

o Click the button to move all principals to the Principals Who Assume
This Role list.

o Click the button to move all principals from the Principals Who
Assume This Role list back to the Principals list.

o Select principals from the Principals Who Assume This Role list and click
the button to move them back to the Principals list.

For example, you might assign the Directory Administrators to this role.
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5. Select the Accessible Resources tab (Figure 7-4) to specify the set of
components that can be accessed by the new role.

NOTE For a complete list of available resources; including their type,
category, and a description see Appendix B, “Resources for Role
Configuration.”

Figure 7-4 Accessible Resources Tab

Create Role: Help Desk Administrators

Role Properties

Resources

Principals = Accessible Resources

Resources Resources Accessible By This Role

fLogoutiubmit
_nav_bar.Create
subnav_bar Byhame
page Debug HTTPSession
subnav_tab.Forms
.nav_tab.Base
AnitializeConfighaveErrar
.nav_tab.Canfigure

-

/EnableFromList

Ll

Select one or more resources from the Resources list and click the
button to move them to the Resources Accessible By This Role list. (Press
your Shift key and click on items in the list to select multiple resources.)

Click the button to move all resources to the Resources Accessible By
This Role list.

Click the button to move all resources from the Resources Accessible
By This Role list back to the Resources list.

Select resources from the Resources Accessible By This Role list and click
the button to move them back to the Resources list.

For example, for a Help Desk Administrator, you might want to assign all
the Debug-related resources to this role.

Click Save to save the new role and to add it to the Roles table (or click Cancel

to return to the Authorization page without saving your changes).
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Figure 7-5 shows the updated Roles table.

Figure 7-5

New Role Added to the Roles Table

Role

Principals

Accessible Com ponents

[T | Help Desk Administratars

cn=Directory Administrators, de=central dc=sun,dc=com

.page.Debug HTTPSession
.subnav_tab.Forms

Help

fnitializeConfigSaveErrar
.subnav_tab.Debug. Canfig

hav_tab Configure
.subnav_bar.Debug.Memory
IDebugMemary
subnay_tab_selected NamingAttribute Config
MNamingAttribute Config
[Debug/Config
.subnav_bar.Debug.Config
.subnav_bar.Dehug HTTPSession
.page.Debug

TExportConfiguration

.page.Errar

padge Debug.Memory
subnay_tab_selected Debug Memory
hav_tab_selected.Debug
subnav_tab.Debug HTTPSession
nav_tab Debug

.hav_bar.Dehug

.page.Debug. Canfig

IDehug
.subnav_har.Debug.Unselected
.subnav_tab.Debug.Memoary
subnav_tab_selected.Debug.Config
.subnav_tab_selected Debug HTTPSession
[DebugHTTPSession

Editing Roles

To edit selected authorization roles, use the following steps:

1. Select Configure > Authorization.

2. When the Authorization page is displayed, click the checkbox located next to
the role you want to edit.

Figure 7-6

Click the Checkbox

¥ | Help Desk Administrators

3. Click the Edit Selected Roles button to open the Edit Roles page.
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Figure 7-7 Edit Role Page

Authorization

Edit Role: Help Desk Administrators

Role Properties  Principals  Accessible Resources

Role Name: [Help Desk Administrators

4. The process for editing a role is the same as the process you used to create it.
Review the instructions provided in “Defining Directory Editor Roles” on
page 137 if necessary.

5. When you are finished, click Save (or click Cancel to return to the
Authorization page without saving your changes).

Deleting Roles

NOTE You cannot delete the Manager or the Default roles.

To delete selected authorization roles, use the following steps:

1. Select Configure > Authorization.

2. When the Authorization page is displayed, enable the checkbox(es) located
next to the role(s) you want to delete.

Figure 7-8 Click the Checkbox

[¥: | Help Desk Administrators

3. Click the Delete Selected Role(s) button and Directory Editor will immediately
remove the selected role(s) from the Roles table.
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Working with Naming Attributes

This section provides instructions for defining, editing, and deleting naming
attributes. The section is organized as follows:

= “Accessing the Naming Attributes Page” on page 142

= “Creating New Object Class Naming Attribute Mappings” on page 144
= “Editing Naming Attributes” on page 146

< “Deleting Selected Naming Attributes” on page 147

Accessing the Naming Attributes Page

To create new objects, Directory Editor must know how to construct DNs
(distinguished names) for the new objects.

For example, if your customer wants to use ui d (user ID) as the naming attribute
fori net Or gPer son instead of cn you might specify the following DN for a newly
created entry:

cn=M ke M| er, dc=exanpl e, dc=com
instead of:
ui d=nmi | | er, dc=exanpl e, dc=com

Directory Editor ships with a small set of default naming attributes to use for object
classes, so it is important that you modify these mappings to match the naming
conventions used by your enterprise for naming directory objects. You must
configure any object class that you add to the create page with naming attributes.
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To access the Naming Attributes page,

1.

Select the Configuration > Naming Attributes.

The Naming Attributes page is displayed as follows:

Figure 7-9 Naming Attributes Page

Naming Attributes
Object Class Naming Attributes
[ | mailgroupmember mgmembemberQiGroup
[T | groupofnames ch
7| locality I
[ | domain de
[~ | person th
| mailgraup ch
[T | inetorgperson uid
[T | groupofunigquenames ch
[T | organizationalunit au
[T | arganization 0

This page consists of the following features:

Naming Attribute Mapping table: By default, this table contains a small set of
object classes and their naming attributes.

New button: Click this button to add object classes (and define naming
attributes for those object classes) to your enterprise. (See “Creating New
Obiject Class Naming Attribute Mappings” on page 144.)

Edit Selected button: Click this button to edit the naming attributes currently
selected for the selected object class. (See “Editing Naming Attributes” on
page 146.)

Delete Selected button: Click this button to remove an object class and
associated naming attributes from the table. (See “Deleting Selected Naming
Attributes” on page 147.)
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Creating New Object Class Naming Attribute
Mappings

After you have identified these tasks, use the following steps to create a new
naming attribute:

2. Select Configure > Naming Attributes.

3. When the Naming Attributes page is displayed (see Figure 7-9 on page 143),
click the New button.

4. A new Naming Attributes page is displayed (Figure 7-10). Select the object
class from the Object Class menu.

Figure 7-10  New Naming Attributes Page

Naming Attributes

Ohject Class: | account j

Awailable Attributes Used Attributes

description
host
|

Naming Attributes: |9
ohjectClass

ou
SseeAlso
uid

5. Use the Naming Attributes selection tool to specify naming attributes for the
new object class, as follows:

o Select one or more naming attributes from the Available Attributes list and
click the button to move them to the Used Attributes list. (Press your
Shift key and click on items in the list to select multiple naming attributes.)

o Click the button to move all naming attributes to the Used
Attributes list.

v Click the button to move all naming attributes from the Used
Attributes list back to the Available Attributes list.
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o Select naming attributes from the Used Attributes list and click the
button to move them back to the Available Attributes list.

o Usethe (move up) and (move down) buttons to change the order
of attributes in the Used Attributes list

For example, you might specify a new objectclass called exUser for extending
the default user object and have an attribute called exl denti fi er as the
naming attribute.

Figure 7-11  New Object Class and Naming Attribute Added to the Table

Naming Attributes

Object Class: | exllser ﬂ

Available Attributes Used Attributes

audio -
husinessCategory

carLicense

=
Naming Attributes: |0
[<]
[ ]

exldentifier -

departmentMumber

description

destinationindicator
displayMame

ermployeeNumber d|

6. Click Save to save the new object class and attribute(s) (or click Cancel to
return to the Naming Attributes page without saving your changes).

Figure 7-12 shows the new entry added to the Object Class table.

Figure 7-12  Updated Table

Object Class Naming Attributes

[~ | groupafhames cn

[ | exuser exldentifier
7| locality I

[T | domain de

[ | person ch

T | mailgroup cn

[T | inetargperson uid

[T | groupofuniguenames ch

[T | organizationalunit au

[T | organization 0
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Editing Naming Attributes

To edit selected naming attributes, use the following steps:

1.

2.

Select Configure > Naming Attributes.

When the Naming Attributes page is displayed, click the checkbox located next
to the role you want to edit.

Figure 7-13  Click the Checkbox

|l7 | person | ch |

Click the Edit Selected button to open a new Naming Attributes page (similar
to Figure 7-14).

Figure 7-14  Editing the Naming Attributes

Naming Attributes | cancel
Object Class: persan

Available Attributes Used Attributes
description - IEI
ohjectClass
seeAlso

Mami ibutes: | SN

Haming Attrilutes telephaneNumber
userPassward EI

Note that the Object Class menu is not available on this page. Instead,
Directory Editor displays the selected object class name.

Use the Naming Attributes selection tool to add or remove naming attributes.
Review the instructions provided in “Creating New Object Class Naming
Attribute Mappings” on page 144 if necessary.

When you are finished, click Save (or click Cancel to return to the
Authorization page without saving your changes).
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Deleting Selected Naming Attributes

To delete selected naming attributes, use the following steps:

1.

2.

3.

Select Configure > Naming Attributes.

When the Naming Attributes page is displayed, enable the checkbox(es)

located next to the object class(es) you want to delete.

Figure 7-15

Click the Checkbox

Object Class

Mam ing Attributes

groupofhames

ch

locality

datmain

dc

person

cn

mailgroup

mgrpDeliverTo,owner

inetorgperson

ch

groupofuniguenames

arganizationalunit

arganization

Click the Delete Selected button and Directory Editor will immediately remove

the selected object class(es) from the table.
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Chapter 8

Backing Up and Restoring
Configurations

This chapter describes how to back up your configurations to a file and how to
restore configurations from a file using Directory Editor. The information is
divided into the following sections:

= “Accessing the Backup/Restore Page” on page 150
< “Backing Up Your Configuration” on page 150

= “Restoring Your Configuration” on page 152

CAUTION You must use caution when backing up or restoring configurations.
Directory Editor will re-initialize the application, and you will be
required to log in again after a successful back up or restore
operation.
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Accessing the Backup/Restore Page

To open the Backup/Restore page, select the Configure tab and then select the
Backup/Restore tab. The Backup/Restore page is displayed as follows:

Figure 8-1 Backup/Restore Page

Home Brovse Create Search Configure

Forms | Startup | Managed Directory | Search Options | Maming Attributes | Authorization | Backup/Restore

Backup/Restore

Backup and restore the configuration to and from XML,

Backup Configuration to File

M Use this feature with caution as this application will be reinitialized.
You will have to log in again after successfully restoring the configuration.

Configuration File: | Browse... |

Restore Configuration from File

Backing Up Your Configuration

The Directory Editor back-up feature enables you to save your current
configuration to a file or edit your configuration file with an XML editing tool.

To back up your configuration, use the following procedure:
1. Click the Export a Configuration to File button.

2. When the Opening config.xml dialog box displays (Figure 8-2), enable one of
the radio buttons to indicate how your browser should handle the file.
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Figure 8-2 Specifying How Your Browser Should Open the File

Opening config.xml x|

The site has suggested that "config. xml" be handled as an attachment. It is
of tvpe application/x-download (Extensible Markup Language) and located
ak:

http:ffexample. sun, com: 3080y dml/doy
What should Mozilla do with this File?

" open it with the default application (MozillaXML)

= Open it with | Choose... |

" Saveit to disk

[T always perform this ackion when handling files of this bype

ok I Cancel |

o Open it with the default application (for example, MozillaXML)

o Open it with (You must enter an application name in the text field
provided.)

o Save it to disk (You must specify a file name and specify a folder in which
to save the file.)

3. After making your selection, click OK to close the Opening config.xml
dialog box.

You should now be able to open the configuration XML file in your browser.
At this point, you can edit the file, and then import it using the instructions
provided in the next section, or store the file for backup purposes.
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Restoring Your Configuration

To restore a configuration from a file, use the following procedure:

1. Type the configuration path and file name in the Configuration File text box, or
click Browse to locate the file you want to restore.

This file should be an XML file you created using the Backup function
(described in the previous section). You can import the entire configuration or
just part of the configuration as long as the XML is well-formed and valid.

2. Click the Import a Configuration to File button.

o Ifthe import is successful the Log-In page is displayed and you must log
in again.

o Ifthere are errors in your file, Directory Editor will prompt you to correct
those errors before trying to import the file again.
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Chapter 9

Removing the Software

Use the information provided in this chapter to remove Directory Editor from your
Windows or UNIX system and how to undeploy Directory Editor from your
application server. The information is organized as follows:

= “Removing the Software” on page 153

= “Undeploying Directory Editor from Your Application Server” on page 156

Removing the Software

Use the instructions in one of the following sections to remove the Directory Editor
software from your machine

e “Using the Directory Editor Uninstaller” on page 154
= “Uninstalling Manually From a Windows Machine” on page 154

= “Uninstalling Manually From a Unix Machine” on page 155
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Using the Directory Editor Uninstaller

Use the following steps to uninstall the software using the Directory Editor

uninstaller:

1. Open acommand window, and go to the directory where you installed
Directory Editor.

2. Type the following command to launch the Uninstall wizard:
java uninstall _Directory_ Editor

3. The Welcome screen displays. Read the information provided, and then
click Next.

4. When the Ready to Uninstall screen is displayed, click Uninstall Now.
When the uninstallation is complete, the Uninstallation Summary screen
displays to report status.

5. You can click the Details button for more information, or click Close to exit the
Uninstall Wizard.

6. Toremove any links or references to the Directory Editor software, you must

undeploy Directory Editor from your application server. Use the instructions
provided in “Undeploying Directory Editor from Your Application Server” on
page 156.

Uninstalling Manually From a Windows Machine

Use the following steps to remove Directory Editor from a Windows machine:

1.

2.

Stop your application server.

Locate and open the Directory Editor webapps directory in your application
server’s directory.

Delete the dni . war file and the dm directory.

If necessary, return your application server’s \ bi n directory and double-click
startup. bat to restart the application.
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Remove all Directory Editor configuration information from the Sun Java
System Directory Server or Sun ONE Directory Server, which (by default) is
located under Servi ces: DM..

a. Log into Directory Server.

b. Select the Directory tab.

c. Click the Services node in the left pane.

d. Locate and click the DML node under Services.

e. Select Edit > Delete from the Directory Server menu bar (or right-click on
the DML node and select Delete from the pop-up menu) to remove the
DML node an all of it’s children.

To remove any links or references to the Directory Editor software, you must
undeploy Directory Editor from your application server. Use the instructions
provided in “Undeploying Directory Editor from Your Application Server” on
page 156.

Uninstalling Manually From a Unix Machine

Use the following steps to remove Directory Editor from a Unix machine:

1.
2.
3.

b

Stop your application server.

Locate and open the / bi n directory.

Double-click shut down. sh to stop the Tomcat application.
Locate and open the / webapps directory.

Delete the dni . war file and the dm directory.

If necessary, return to the/ bi n directory and double-click st ar t up. sh to restart
the Tomcat application.

Remove configuration information from the Directory Server, which (by
default) is located under Ser vi ces: DM..

To remove any links or references to the Directory Editor software, you must
undeploy Directory Editor from your application server. Use the instructions
provided in “Undeploying Directory Editor from Your Application Server” on
page 156.
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Undeploying Directory Editor from Your
Application Server

This section provides instructions for undeploying from the following application
Servers:

= “From Sun Application Servers” on page 156

= “From Tomcat Application Servers” on page 156

= “From WebLogic Application Servers” on page 157
= “From WebSphere Application Servers” on page 157

From Sun Application Servers

Use the following instructions to undeploy Directory Editor from a Sun
Application Server:

1. Open the Sun ONE Administration Console.
2. In the left pane, open the Web Apps folder.

3. Locate the dni node (or the name used when you deployed Directory Editor)
and enable the checkbox next to that item.

4. Click the Undeploy button, and when you are prompted to confirm the action,
click OK.

From Tomcat Application Servers

Use one of following methods to undeploy Directory Editor from a Tomcat
Application Server:

= “Using the Tomcat Application Manager” on page 157
e “Undeploying Manually” on page 157
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Using the Tomcat Application Manager

Use the following instructions to undeploy Directory Editor using the Tomcat
Application Manger:

1. Open the Tomcat Application Manager.

2. Inthe Applications table, click the dn link and then click the Undepl oy link in
the Command column.

Undeploying Manually

To undeploy Directory Editor manually from your Tomcat application server, use
the instructions for uninstalling manually provided in “Removing the Software”
on page 153.

From WebLogic Application Servers

Use the following instructions to undeploy Directory Editor from a WebLogic
Application Server:

1. Open the WebSphere Console.
2. Inthe left pane, open the Deployments and Web Applications nodes.
3. Selectdni in the table and then click the trash can icon.

4.  When you are prompted to confirm the action, click Yes.

From WebSphere Application Servers

Use the following instructions to undeploy Directory Editor from a WebSphere
Application Server:

1. Open the WebSphere Administration Console.

2. Click the Enterprise Application link to display a list of applications.
3. Locate the dni node and enable the checkbox next to that item.

4. Click the Stop button to stop the application.

5. Enable the dml checkbox again, and then click the Uninstall button.
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Chapter 10

Error Logging and Troubleshooting

This chapter explains how to troubleshoot problems you may encounter as you
work with Directory Editor. The information is organized into the following
chapters:

= “Before You Call Technical Support” on page 159
= “Obtaining Information About the Problem” on page 160

e “Common Problems and Solutions” on page 165

Before You Call Technical Support

Before you call technical support, please get as much information as possible about
the problem you are experiencing.

1. Using instructions provided in “Obtaining Information About the Problem” on
page 160, increase logging levels where appropriate and then try to re-create
the problem.

2. Save all logs and error information, and be ready to provide this information to
the technical support staff.

3. Be prepared to answer questions about your Directory Editor installation.
For example,

o Which application server and version are you running?
o Which JDK version are you running?
o Which operating system is running the application server?

o Which browser version and operating system are you using to access
Directory Editor?
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o Which user was logged in when the problem occurred?
o How are the Startup Properties and Managed Directory configured?

o Which Directory Editor build are you running?

TIP To determine the build number, use one of the following
methods:

= Hover your mouse cursor over the Version string at the
top of the Directory Editor page. A tooltip message will
display with the actual build number or (depending on
your browser) the build number will be displayed as a
message in the status bar (usually at the bottom of the
browser window).

= Right-click in the Directory Editor page and select View
Page Source. When the source page is displayed, select
Edit > Find in this page to search for "Build number."

Obtaining Information About the Problem

The first step to solving problems in Directory Editor is to figure out what went
wrong. You can use information provided in this section to help diagnose and
solve problems.

Information in the Page

If an error message is displayed on a web page, the page may contain more
detailed information about the problem. To locate this information, right-click on
the page and when a pop-up menu displays, select View Page Source.

Inspect the page, and if it contains a Java stack trace, select File > Save Page As
from the browser’s menubar to save the page.
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Information in the Logs

There are various log files that may contain relevant information about the
problem. These log files are described in the following sections:

= “Directory Editor Log” on page 161
= “ldentity Manager Log” on page 162
= “Directory Server Log” on page 163

< “Application Server Logs” on page 164

Directory Editor Log
The Directory Editor log contains log statements generated from Directory Editor.

Possible log levels include:

= FATAL: Fatal error messages (least detail)

< ERROR: Non-fatal error messages

= WARN: Potentially harmful situations

< INFO: Informational messages highlighting application state
= DEBUG: Fine-grained informational events

e TRACE: Maximum detail

You can set these logging levels per Java class or package. For example, to get
detailed messages about the operations being sent to the LDAP server, you can add
the following line to the file:

| og4j . | ogger . com sun. dni . r esour ce. LDAPConnect or =TRACE

Thel og4j . properti es file shipped with Directory Editor has more documentation
about how to set logging levels, and some commonly used levels.

You can configure the log’s location and the logging levels in the
| og4j . properti es file, which is located at

<application root>/ WEB- | NF/ cl asses/ | og4j . properti es

To change the log file location and logging levels, edit the | og4j . properti es file in
a text editor. You must restart Directory Editor after saving your changes for the
changes to take effect.

Chapter 10  Error Logging and Troubleshooting 161



Obtaining Information About the Problem

You can change the loggers in a log file to use a different appender. For example,
the default| og4j . properti es file has an appender defined for a rolling log file that
rolls with a maximum file size. To use this appender, you must change the

| og4j . r oot Logger file to use the name of the new appender (for example,

| og4j . r oot Logger =\WWARN, rol | i ngfil e).

For more information about configuring appenders and logging levels in the
| og4j . properti es file, see the Log4j documentation provided at the following
location:

http://1 oggi ng. apache. or g/ | og4j / docs/

Identity Manager Log

Some of Directory Editor’s core components are provided by Sun Java™ System
Identity Manager, which also supports logging. You can configure this product’s
logging using the Java system properties or the following file:

<application root>/ confi g/ Waveset . properties

Logging levels are configurable on a per package, per class, or per method basis. By
default, the Identity Manager log goes to the W5Tr ace. | og file located in the
<application root>/ conf i g/ di rectory. You can change this file by defining the
trace. destinationandtrace. Loggi ng levels as follows:

= 0:Disable tracing
= 1:Entry and exit of public methods, plus major exceptions
= 2:Entry and exit of all methods

= 3:Significant informational displays (such as variable values that control flow)
that occur only once per method invocation

4: Informational displays that occur n times per method invocation

Here as an example of tracing configuration in the Waveset . properti es file:

Code Example 10-1  Sample Identity Manager Trace Configuration

trace. enabl ed=true

trace.level =0

trace. | evel .com waveset . reposi tory. Server Reposi t ory=3
trace. | evel . com waveset . repository. Server Reposi t or y#i ni t =0
trace. desti nati on=STDOUT

# trace.destination=file

# trace.file=/var/l og/ WsTr ace. | og
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You can also turn on tracing for forms and XPRESS by setting the formt race and
Xpress.trace properties totrue inthe Waveset . properti es file. You must
restart the application server for any Identity Manager logging changes to take
effect. For more information, see the Sun Java™ System Identity Manager Technical
Deployment Guide.

Directory Server Log

Sun Java™ System Directory Server and Sun ONE Directory Server both can log
directory access and detailed auditing messages.

The audit log contains detailed information about changes to the directory — such
as creates, edits, deletes, and renames. The log entries provide information about:

Time of the audit event

DN of the affected object

Type of change

Specific attributes values that changed

Who performed the change

These log files are available at <directory server root>/ sl apd- <host >/ | ogs/ in the access
and audit files respectively. (Directory Server keeps back-ups of these files in
time-stamped files.)

The access file is enabled by default, and logs messages for directory binds,
unbinds, searches, creates, edits, deletes, and renames.

The audit log file is not enabled by default. To enable audit logging, use the
following steps:

1. Log into the Sun ONE Server Console.
2. Double-click a server name in the tree to open it.

3. Navigate to the Audit log configuration under Configuration > Logs >
Audit Log.

4. Enable audit logging by enabling the Enable Logging check box.
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Figure 10-1
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Click Save.

Application Server Logs

Generally, relevant information is available from one of the previously mentioned
sources; but occasionally, error information will be logged in the application
server’s log files. The location and format of these messages varies, depending on
which application server is being used to run Directory Editor.

Consult your application server’s product documentation for information about
accessing and configuring logs.
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Common Problems and Solutions

This section describes some common problems you might encounter while using
Directory Editor and explains how to remedy these problems.

= “java.lang.OutOfMemoryError” on page 165

« “Failed to Save Startup Configuration Properties” on page 165
= “java.security.AccessControlException” on page 167

= “WebSphere is Extremely Slow During Startup” on page 168

= “Changing the Object Class and Attributes Used for Configuration Objects” on
page 169

java.lang.OutOfMemoryError

An Qut O Meror yEr r or message in the Directory Editor log file indicates the
application server has run out of memory.

To increase the amount of memory available to the application server, you can add
the - Xnx<size> setting to your JVM — using the <size> value to specify the maximum
amount of memory the JVM is allowed to use. For example, - Xnx512Mtells the
server to use a maximum of 512 megabytes of memory.

Consult your application server’s product documentation for information about
how to set command line arguments for the application server’s JVM.

Failed to Save Startup Configuration Properties

When Directory Editor is first started, you are prompted to enter some start-up
properties that define where the configuration information for Directory Editor
should be stored, how to bind to store the configuration information, and a few
other options. Saving this information may fail if the application server cannot
write to the <application root>/ WEB- | NF/ st art up. properti es file.

You will encounter this problem if you have configured the application server to
run this application in unexpanded mode or the application server’s security
features do not permit access to the host file system.
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To start Directory Editor using the configuration you have specified:

Click Continue Without Saving to run the application in non-production mode
(see “Running in Non-Production Mode” on page 43), which means your
Directory Editor configuration will not be saved and you will be prompted to
re-enter the configuration information every time you restart Directory Editor.

To fix this problem permanently: If you are running from an unexpanded
WAR (web application archive) file, extract and manually edit the

VEEB- | NF/ st ar t up. properti es file and then repackage the WAR file with the
changed start up. properties.

NOTE You can also use this technique to edit the logging configuration
mentioned in the previous section.

To manually edit the st art up. properti es file in an unexpanded WAR file:

a. From a command prompt, navigate to the directory containing the
dm . war file.

b. Unzip the dn . war file with the following command (j ar is installed with
the Java Development Kit (JDK)):

jar xvf dni.war
c. Editthestartup. properti es file to specify the required properties.

d. Use the following command to update the dm . war with the updated
startup. properties:

jar uvf dni.war VEB-1 N/ startup. properties

o

Re-deploy the updated dni . war file to the application server.

If you cannot save the updated st ar t up. properti es in an expanded WAR file,
the application server does not have write access to the file. It might be
necessary to give the user running the application server write access to
startup. properties.
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java.security.AccessControlException

Directory Editor requires access to some privileged operations that the application
server may not allow by default. This problem will become apparent when a user
first attempts to log into Directory Editor and sees the Application Error page.

The Directory Editor logs will show a j ava. security. AccessCont rol Excepti on.

To remedy this problem you must edit the security policy file for your application
server and grant access to certain actions, as follows:

NOTE In Sun ONE Application Server you will find this file in the
following location:

<App Server Home>/ domai ns/ <Domain Name>/ conf i g/ server. pol i cy

1. Editthe server. poli cy file.

2. Add the following lines to the end of the block granting access to “all
remaining code”:

per ni ssion j avax. security. aut h. Aut hPer m ssi on"get Logi nConfi gur ati on";
perm ssion javax.security. aut h. Aut hPer m ssi on"set Logi nConfi gurati on";

perm ssion javax.security. aut h. Aut hPer m ssi on
"creat eLogi nCont ext . SunDi r ect oryLogi n";

per ni ssion j avax. security. aut h. Aut hPer m ssi on"nodi f yPri nci pal s";

3. Save the file.

4. Restart the application server.
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WebSphere is Extremely Slow During Startup

With some platforms, there is a performance impact if you use the JCE provided
with that platform. If you experience a long start-up time, use Sun’s JCE 1.2.2,
which you can download from:

http://java. sun. con products/j ce/
Installation Instructions are provided at the following location:
http://java. sun. con products/jce/jcel22 install. htn

If you install Sun JCE using the installation instructions provided, and you
encounter exceptions during WAS startup, you may have to re-order the security
providers specified in the following file so that the | BVICE is first:

${java. horme}/lib/security/java.security file

For example,

security. provider.1=comibm crypto. provider. | BMICE

security. provider. 2=sun. security. provi der. Sun

security. provider.3=com sun. crypto. provider. SunJCE

Modify the ${j ava. home}/|i b/ security/]j ava. pol i cy file as follows:

grant codeBase "file: ${java. home}/lib/ext/
sunj ce_provider.jar" {

perm ssion java.io. FilePermnssion
"${java. home}/jre/lib/ext/jcel_2 2.jar", "read";
perm ssion java. | ang. Runti mePerm ssion "get Protecti onDonai n";

perm ssion java.security. SecurityPerm ssion "putProvider Property. SunJCE';
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Changing the Object Class and Attributes Used
for Configuration Objects

By default, Directory Editor stores its configuration information in
appl i cati onProcess objects located in the configuration directory under:

ou=1. 0, ou=DM., ou=Ser vi ces, <base context>

If you want to change the location of these objects, the object class that is used to
store the object, and/or the attributes used to store configuration information
perform the following steps:

1. Back-up the existing configuration.

a.

b.

In Directory Editor, select Configure > Backup/Restore.

On the Backup/Restore page, click the Backup Configuration to File
button.

When the Opening config.xml dialog box is displayed, enable the Save to
Disk button to save the configuration XML file to your disk.

2. Delete the configuration organizational unit in the directory server.

a.

C.

d.

Log into the Sun ONE Directory Server Console for the directory server
that contains the configuration information.

Navigate to the configuration organizational unit in the directory at
ou=DM_, ou=Ser vi ces, <base context>.

Right-click the DML entry and select Delete.

Click Yes to confirm deletion of the DML organizational unit.

3. Change the necessary properties in the
<application root>/ WEB- | NF/ st art up. properti es file.

a.

To change the location where the configuration is stored, modify the
dat astore. | ocati on property so it points to the appropriate configuration
organizational unit.

To change the object class used to store configuration object, modify the
dat ast or e. obj ect A ass property to the appropriate object class.

NOTE You must define all required (MUST) attributes for the
object class using the dat ast ore. dni | dAt t ri but e or the
dat ast ore. xm Cbj ect Attri but e.
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c. To change attributes in the object class used to store configuration
information, modify the dat ast ore. dm | dAtt ri but e and
dat astore. xm Cbj ect At tribute.

« dni I dAttribute contains a unique identifier used by Directory Editor

« xnl (bj ect Attribut e contains a (possibly large) XML text description
of the object

4. Restart the application server.
5. Restore the configuration you backed up in Step 1.
a. In Directory Editor, select Configure > Backup/Restore.

b. On the Backup/Restore page, click the Browse button to locate and select
the file you saved in Step 1. Click Open.

c. Click the Restore Configuration from File button to restore the file.
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Appendix A

HTML Components Used to Define
Directory Editor Forms

This appendix describes the HTML components you can use when customizing
Directory Editor forms.

Overview

To customize aDirectory Editor form, you can use Directory Editor’s Form XML
language (also called forms), to describe HTML display components.

Directory Editor interprets this language at runtime to build the necessary
components, allowing you to generate new pages dynamically with little or no
additional Java development — which greatly simplifies customization.

This section contains the following topics:

e “What Are HTML Components?” on page 172

= “Component Classes” on page 172

= “Page Processor Requirements for HTML Components” on page 173

= “Component Subclasses” on page 174
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What Are HTML Components?

HTML display components are instances of Java classes that generate a string of
HTML text. Each display component has:

= Class name (defined in the field by the Di spl ayd ass element): Identifies the
component class, which determines the component’s fundamental behavior
and defines the set of properties recognized by the component.

= Properties (defined in the field with Property elements): Further define field
behavior and appearance. You can specify one or more properties.

Specify display components as follows:
<Field name=" Name '>
<Display class=" Class ' >
<Property name='" Name ' value=" Value '/>
</ D spl ay>
</ Fi el d>

Component Classes

HTML components are independent objects that can be combined in various ways.
Related components are organized into classes. There are two major groups of
component classes:

= Basic Component classes: Components used to display and edit a single value.

= Container classes: Components that can contain one or more components.

Basic Component Classes

Common component classes include the components that are used to display and
edit a single value. These components are defined in the section titled Basic
Components.
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Container Classes

A container class defines a collection of components that are visually organized in a
certain way. Typically, creating a container class results in the generation of an
HTML t abl e tag. Simple containers can concatenate the components horizontally
or vertically. Other containers allow more flexible positioning of components and
may add ornamentation around the components.

Because containers are themselves components, any container can be placed inside
another container. You can use this mechanism to build complex page layouts.

For example, many pages consist of a title, followed by a list of editing fields,
followed by a row of form submission buttons. You can create a page by creating a
Panel component using vertical orientation that contains a Label component, an
Edi t For mcomponent, and a But t onRowcomponent.

The Edi t For mcomponent itself contains some number of subcomponents. The
But t onRowcomponent is simply a Panel that uses horizontal orientation and
contains a list of But t on components.

Page Processor Requirements for HTML
Components

This section describes the Directory Editor page processor requirements to display
forms that implement HTML components. It covers:

Hidden Parameters

Most components have a name that corresponds to the name of a parameter posted
from an HTML form. Directory Editor reserves a few parameter names for general
use. Do not use these names as component names.

Table A-1  Hidden Parameter Names

Reserved Name Description

id Contains the ID of the object being edited

command Contains the value of the button used to submit the form

activeControl Contains the name of the last component that was active on the
form
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Table A-1  Hidden Parameter Names (Continued)

Reserved Name Description

message Can contain an informational message to be displayed at the top of
the page

error Can contain an error message to be displayed at the top of the
page

Component Subclasses

All components extend the Component class, which defines the properties
common to most components. In addition, some components extend the Cont ai ner
class, which gives them the ability to contain other components.

Each Conponent subclass defines a number of properties that are used to specify the
characteristics of the component beyond those implied by the Component base
class. For example, the Label component supports afont property, which can be
used to specify the font used when rendering the label.

Naming Conventions

Properties always begin with a lowercase letter and use camel case to separate
adjacent words. Access method names are formed by capitalizing the property
name, and prefixing either get or set. For example, the property named font is
accessible from Java using the following methods:

= getFont
= setFont

The data type for each property varies and is documented with the property. the
terminology used to describe property value types is described in the
following table.
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Component Subclasses

This table lists the data types allowed in component properties.

Table A-2  Component Properties Data Types

Reserved Name

Description

nul |

string

l'ist of string

comma |ist

Indicates that a property has no value

Represents the most common data type. String values are usually
represented by an instance of the Java Stri ng class. Some
components are values of any class. These are implicitly coerced to
strings with the t oSt ri ng method.

Unless otherwise specified, you can assume that all properties are
of type string.

Example:
<String>Hel lo Wrld</String>

Indicates that the value is expected to be a list of one or more
strings. In Java, this value is always implemented as an instance of
the Li st class. The elements of the list are then expected to be
instances of the St ring class.

Example:
<Li st>
<String>choi ce one</String>
<String>choi ce two</String>
</ List>

Represents a single string that contains character ranges
separated by a comma character. Components that have
multi-valued properties typically allow either | i st of stringvalues
orcomma |ist values. When a comma list is assigned to a
property, the component converts it to a list of strings by extracting
the substrings between commas and adding them to a list in the
order in which they appear in the string.
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Table A-2  Component Properties Data Types (Continued)

Reserved Name Description

boolean Represents a logically t r ue or f al se value. Many properties require
Boolean values.

A Boolean value can be represented several ways.The f al se value
represents one of the following values:

¢ Anullvalue

* A Boolean object whose value is false

¢ An Integer object whose value is 0

* A string whose value is anything other than true.

When defining components in XML, Boolean values are most often
represented with the strings t rue and f al se. (Any string value other
than t rue is considered false.)

int Represents a positive or negative integer. The i nt properties are
commonly specified using strings. In that case, the string is coerced
to an integer using the usual rules. If a string contains invalid
integer characters, the coerced value is zero.

Base Component Class

The Conponent class is the base class for all HTML components. It contains the
properties that are common to most components. Not all Conponent properties are
relevant in every subclass. For example, Conponent defines a property

al | onedVal ues that can contain a list of value constraints. This property is relevant
only in subclasses that allow value editing such as Sel ect or Mil ti Sel ect .

Further, Cont ai ner classes almost never directly represent an editable value.
Consequently, any properties related to the component value are irrelevant. Some
properties are relevant only if the component is contained within a specific

Cont ai ner class.

This section describes the Base Component Classes used by Directory Editor:
= “pame” on page 177

= “title” on page 177

< “value” on page 178

< “allowedValues” on page 178

= ‘“primaryKey” on page 179
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< “required” on page 179

= “noNewRow” on page 179
< “location” on page 180

< “help” on page 180

< “command” on page 180
= “onClick” on page 181

= “nowrap, align, width, and colspan” on page 182

name

Specifies the internal name of a field. All editing components must have a name,
which is typically unique among all components displayed on the page. The nanme
value is a string that is usually a path to a view attribute.

Container components do not require names and any assigned names are ignored.
When building components from Java, component names are defined by the
application. When building components from XML forms, component names are
derived from the names of Fi el d elements in the form. Field names are in turn path
expressions within the view object that is used with the form.

Example:

<Fi el d name = gl obal.firstname' >

title

(Optional) Specifies the external name of a field. Titles are typically used with the
Edi t For mcontainer, which builds an HTML table that contains titles in one column
and components in another.

Components do not render their own titles. Rendering of titles is controlled by the
container. Many containers ignore titles.

Examples:
<Property name="title' val ue="FirstNane'/>
<Property name="title' >
<expr essi on>
<concat >
<s>Edit User: </s>

<r ef >waveset . account | d</ref >
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</ concat >
</ expr essi on>
</ Property>

In this example, the field title is in part derived dynamically from the user’s
Directory Editor account ID.

value

Editing components have a value that may be null. The value is typically set
automatically by Directory Editor from an attribute in a view. Some components
allow you to set the value by explicitly ignoring current view content. This value
can be null.

The Conponent class allows the value to be any Java object. The subclass must
coerce the value to a particular type when it is assigned, or when the HTML is
generated. Component values are almost always St r i ng objects or Li st objects that
contain strings. See “Data Types” on page 175 for more information about
component value types.

Most container classes do not have values. If you assign a value, it is ignored. Some
containers do allow values (for example, TabPanel and W zar dPanel ).

When building components from XML forms, the value is usually derived by using
the component name as a path into the underlying view object, which contains all
the values being edited.

Example:

<Property name= 'value' value='false '/>

allowedValues

Specifies an optional list of allowed values for the component. If specified, the
component allows you to select from only values that are on the list. If the
component supports value restrictions, the list of allowed values is stored here. The
value is always a list and usually contains strings. For convenience when setting
properties from XML forms, you can also specify the allowed values as a

comma list.

Example:
<Property name='al | owedVal ues' val ue= ' Mon, Tue, Wed, Thurs, Fri'/>
<Property name='al | owedVal ues' />

<expr essi on>
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<cal | name=' Daysoft heWek' / >
</ expr essi on>

</ Property>

primaryKey

This property is recognized only by the Sor ti ngTabl e container. The Sort i ngTabl e
container organizes components into a table with each column expected to contain
components of the same class. Sort i ngTabl e allows the rows to be sorted
according to the values in any column. Typically, the sort order is determined from
the value of each component in the column. There may be cases, however, where
the value of the component is not suitable for sorting or may be inefficient to
compare. In these cases, you can specify an alternate numeric sorting key.

required

If t rue, indicates that the field is expected to have a value before the form is
submitted. If the component is contained within an Edi t For m a red * (asterisk) will
be placed after the component to indicate that the user must enter a value before
saving. If the required schema map attribute is selected, (that is, set to a value of
true), the field is always required.

The value of the property must be either t rue or f al se.
Example:

<Property name='required ' value="true '/>

noNewRow

If t rue, the field displays on the Directory Editor page next to the previous field.
If not specified or set to f al se, the field appears on a new line, directly under the
previous field. The default value is f al se.

This Boolean property is recognized only if the field is contained in a form that
uses the Edi t For mdisplay class. Typically, Edi t For mrenders each component on a
new row with the titles aligned in the left column and the component in the right
column. To conserve space, you can concatenate several components on the same
row. If the component also has a title, the title is rendered as non-highlighted text
between the previous component and this component.

Values include:

value="true ' | 'false
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Example:

<Property name='noNewRow ' value="true '/>

location

Use if the container defines more than one display area and the component must be
added to a specific area. Some containers allow the placement of components to be
controlled by assigning a value to the | ocat i on property.

For example, the Bor der edPanel container supports five different display areas:
north, south, east, west, and center.

The recognized values for the | ocat i on property are defined by the container. If
you do not assign a location, or assign a location name that is not recognized, the
container places the component in the default location.

help

Specifies text that may be displayed to assist the user in understanding purpose of
the field. In most Directory Editor pages, this will cause the <icon> icon to be
displayed next to the component title. Moving the mouse over this icon will cause
the help text to be displayed in the left margin.

The value of the property can either be literal text to be displayed, or it can be a
message catalog key. Literal text can include HTML markup.

command

Specifies a command to submit when a component is modified. (When a user
makes a change to a value, form output is recalculated.)

This property is typically used with the But t on component. Some components
must cause immediate submission of the surrounding HTML form when they are
modified so that the application can regenerate the page based on that
modification. Setting the conmand property to a non-null value causes this
behavior.

When the conmand property is set, and the component is modified, the form is
posted and an extra hidden parameter named conmand is posted whose value is the
value of the comrand property.

The command specifies how the system will process the edits that have been made
to a view. The conmand property must have one of the following values.
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Table A-3  Command Property Values

Value Description

Save Causes the edits to be saved.

Cancel Causes the edits to be discarded.

Recal cul ate Causes the page to be regenerated.

SaveNoVal i dat e Causes the edits to be saved, but no form validation to be
performed.

Because specifying a command value of Recal cul at e is so common in forms, an
shorter alterative syntax is available. The Di spl ay element has an attribute named
acti on that when set to true, has the same effect as setting the cormand property to
Recalculate.

<Di spl ay class='Select' action="true'>"

onClick

When specified, the value is expected to contain JavaScript that will be assigned as
the value of the onQ i ck attribute of the i nput element generated for this
component. Not all components support the onQ i ck property.

Use of this property is rare and requires detailed knowledge of the generated
HTML. If you use this property, the page must typically contain a Javascri pt
component that defines JavaScript functions you call from within the onQ i ck
value.

Example:

<Property name='"ondick' val ue="Uncheck(this.form
"resourceAccounts. selectAll");"/>

NOTE Once forms are stored in the repository, Directory Editor always
uses single quotes to surround attribute values. If single quotes
appear within the attribute value, they will be replaced with &#039; .
To prevent this escaping you can represent the string in an XPRESS s
expression:

<Property nanme="ondick' >
<s>Uncheck(this.form 'resourceAccounts.selectAl");</s>
</ Property>"
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onChange

Similar to command. The value can be an arbitrary JavaScript statement to run when
the field is modified.

Not all components support the onChange property.

Use of this property is rare and requires detailed knowledge of the generated
HTML. If you use this property, the page must typically contain a Javascri pt
component that defines JavaScript functions you call from within the
onChange value.

nowrap, align, width, and colspan

Most containers position subcomponents by surrounding them with an HTML

t abl e tag. The HTML generated for each component then is typically contained in
atd tag. Some containers can recognize the now ap, al i gn, wi dt h, and col span
properties and use them when generating the surrounding table cell tag. You can
use these components to adjust the position and size of the component within the
container.

The nowr ap property affects how some components are displayed if they contain a
long string of text. If the value of now ap is f al se or unspeci f i ed, the browser can
break up the component text into multiple lines when it is displayed. If the value of
noWap is true, the browser will try to keep the component text on a single line.

The al i gn property is rarely used. You can use al i gn to adjust the element
horizontally on the form. Allowed values are | eft, ri ght, and center.

Use of the col span property is deprecated.
Examples

<Property name= 'width' value='3'/>
<Field name='Start Day' prompt='"Day' nowrap="true'/>

Basic Components

This section describes the Basic Components used by Directory Editor:
< “BackLink” on page 183

= “Button” on page 184

= “DatePicker” on page 185

= “Javascript” on page 185
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= “Label” on page 186

= “Link” on page 186

= “MultiSelect” on page 187
< “Radio” on page 189

= “SectionHead” on page 190
e “Select” on page 190

e “SimpleTable” on page 191
= “Text” on page 191

= “Text Area” on page 192

e “SimpleTable” on page 191

BackLink

Displays a link that returns to the previous page. The behavior of this component is
the same as that of the browser Back button. However, you may want to place this
link in a convenient position on the page.

The only property for this display component is t ext , which is used to specify text
for the link. If you do not specify t ext , the link defaults to Back.

Example:
<Fi el d name='back' >
<Di spl ay cl ass=" BackLi nk' >
<Property nanme='val ue' val ue='previous page'/>
</ D spl ay>
</ Fi el d>
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Button
Displays a button.

Properties for this display component are:

= name: Specifies the name of the parameter that will be posted when the user
clicks this button. This property is optional; if not specified, the default value is
comand.

= value: Specifies the value of the parameter posted when the user clicks this
button.

= label: Specifies the visible text that displays on the button.

= command: Specifies an optional value to submit along with the nanme parameter
(for example, Save, Cancel, Recalculate).

= postURL: Specifies an alternate, target URL to which the form will be posted.
This value overrides the URL specified in the JSP.

= hiddenlID: Specifies an optional value for an id parameter to be included in the
form post data.

Example:

<Di spl ay class='Button'>
<Property name='|abel' val ue=' Change Password'/>
<Property name='val ue' val ue=' Recal cul ate'/>

</ Di spl ay>

Checkbox
Displays a checkbox.

= When enabled, the box represents a value of t r ue.
< When disabled, the box represents a f al se value.
Properties for this display component are:

= label: (Optional) Specifies a label that is displayed to the right of the checkbox.
It is displayed adjacent to the component, but is not displayed in the title
column

= leftLabel: Specifies that the label should appear to the left of the checkbox.

= value: Determines the state of the checkbox. If the value is logically true, the
checkmark is displayed.
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Example:

<Fi el d nane="account s[ NT] . passwor dExpi red' >
<Di spl ay cl ass=' checkbox' >
<Property nanme='title 'value="Password is Expired />
</ D spl ay>
</Fiel d>

DatePicker

Allows the user to specify a date using an applet that displays a calendar. The field
is displayed in the form as a calendar icon. When the icon is clicked, the calendar
applet is launched in a separate window.

Properties for this display component are:

The only property for this display component is val ue, which specifies the date to
be highlighted on the calendar as the current date. You can parse the Dat e property
from either a Dat e object or a String object. St ri ng values are expected to conform
to the "MM/dd/yyyy" format.

Example:

<Fi el d name="ExpireDate' >
<Di spl ay cl ass=' Dat ePi cker' >
<Property name="title' val ue='Set Password Expire date'/>
</ Di spl ay>
</Fiel d>

Javascript

Use to insert pre-formatted JavaScript into the page. This is useful if you are using
the onQ i ck or onChange properties in components and want to call custom
JavaScript functions.

Though not required, you should specify the nane property when building
components from XML forms. Using features such as field loops and field
inclusion, you can add more than one JavaScript component containing the same
script to the page. During HTML generation, JavaScript components that have the
same name are included only once.

The component has an extended property named scri pt that can contain the
JavaScript text.

You can also include JavaScript by setting the property named sour ce. This should
be a string containing a URL fragment relative to the base context. It is the
JavaScript contained in the indicated file to be loaded by the browser.
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Label
Displays a string of text.

Properties for this display component are:

value: Defines the text to be displayed. The value can be either a string or a list
of strings. When the value is a list, each string in the list is displayed on a
separate line.

leftPad: Specifies the number of spaces to insert to the left of the label.
pad: Specifies the number of spaces to insert to the left and right of the label.

rightPad: Specifies the number of spaces to insert to the right of the label.

NOTE If no padding is specified, the default padding is | ef t Pad=2,
ri ght Pad=2.

Example:

Title<Field>

<Di splay cl ass='Label ' >
<Property name="title'" value="Account ID />
<Property name='val ue' >
<r ef >waveset . account I d, /ref>
</ Property>
</ D spl ay>
</ Fiel d>

font: Specifies the font style. The value must be one of the styles defined in the
styl es/ styl e. css file of the Directory Editor installation directory.

color: Specifies the label color. Use standard HTML color formatting
(# xxxxxx) to specify the color value.

Link
Places a link on the page.

Properties for this display component are:

URL: Specifies the target Uniform Resource Locator (URL).

imageURL: (optional) Specifies the URL to an icon or image that will be
rendered to the right of the link.
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= imageURL2: (optional) Specifies the URL to an icon or image used will be
rendered to the right of the first image.

= hoverText: Specifies text to display when the mouse rests over the first or
second image.

= id: (optional) Specifies a value to be included as the id query argument in the
link.

= arguments: (optional) Specifies a set of name/value pairs to be included as
guery arguments.

= extraURL: (optional) Specifies an additional URL fragment to be included after
the base URL and arguments.

Example:

<Fi el d>
<D splay class='Link'>
<Property name='nane' val ue=' Request G oup Access'/>
<Property name='"URL' val ue='user/processLaunch. j sp?newi ew=true' >
<Property name="id" value=' G oup Request Process'/>
</ D spl ay>
</Fiel d>

MultiSelect

Displays a multiple-selection text box, which displays as a two-part object in which
a defined set of values in one box can be moved to a selected box. Values in the left
box are defined by the al | ownedVal ues property, values are often obtained
dynamically by calling a Java method such as For mt i | . get Resour ces. The values
displayed in the right side of a multiple-selection box are populated from the
current value of the associated view attribute, which is identified through the field
name.

The form titles for this two-part object are set through the avail abl etitl e and
sel ectedtitl e properties.

Properties for this display component are:
= availableTitle: Specifies the title of the available box.
= selectedTitle: Specifies the title of the selected box.

= ordered: Defines whether selected items can be moved up or down within the
list of items in the text box. A true value indicates that additional buttons will
be rendered to permit selected items to be moved up or down.
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allowedValues: Specifies the values associated with the left side of the
multiple-selection box. This value must be a list of strings.

NOTE The <Constraints> element can be used to populate this box, but its
use is deprecated.

sorted: Specifies that the values in both boxes will be sorted alphabetically.

noApplet: Specifies whether the multiselect will be implemented with an
applet or with a pair of standard HTML select boxes. The default is to use an
applet, which is better able to handle long lists of values.

typeSelectThreshold: (Available only when the noAppl et property is set to
true.) Controls whether a type-ahead select box appears under the

al | onedVal ue list. When the number of entries in the left select box reaches the
threshold defined by this property, an additional text entry field appears under
the select box. As you type characters into this text field, the select box will
scroll to display the matching entry if one exists. For example, if you enter w,
the select box scrolls to the first entry that begins with w

Example:

<Fi el d name="account s[ LDAP] . LDAPDept"' type='string' >

<Display class="MiltiSelect' action="true' >
<Property name="title' val ue=' LDAP Departnent'/>
</ Di spl ay>
<Constrai nt s>
<0>
<Li st>
<String>Sal es</ String>
<String>Marketing</String>
<String>l nternational Sales</String>
</List>
</ 0>
</ Constrai nts>

</ Fiel d>
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Radio

Displays a horizontal list of one or more radio buttons. A user can select only one
radio button at a time. If the component value is null or does not match any of the
allowed values, no button is selected.

Properties for this display component are:
= title: Specifies the title for all radio buttons.

= labels: Specifies an alternate list of button labels. The labels list must be as long
as the values in the al | onedVal ues list. Alternate labels can be used in cases
where the values are cryptic. For example, values can be letter codes such as
"H", "M", and "S”, but you would use this property to identify button labels
"hours", "minutes”, and "seconds".

= allowedValues: Specifies the value associated with each button. This value
must be a list of strings.

= value: Specifies values for the buttons. This value accepts one string. If not set,
then the values are the same as the labels.

Example:

To display a container that contains two fields that prompt the user for a delayed
start time for an activity, specify the following code. It will create a text field in
which the user enters a numeric value and a second field of radio buttons that the
user sets to specify the increment. The field has three radio buttons labeled (in
order) Days, Hours, and Minutes, with values of minutes, hours, days, weeks, and
months.

The St ar t Dat e field converts the value specified by the user into hours.

The only property for this display component is val ue, which specifies the date to
be highlighted on the calendar as the current date. Date can be parsed from either a
Date object or a String object. String values are expected to conform to the
"MM/dd/yyyy" format.

Example:

<Fi el d name="ExpireDate' >
<Di spl ay cl ass=' Dat ePi cker' >
<Property name="title' value="Set Password Expire date'/>
</ Di spl ay>
</Fiel d>
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SectionHead

Displays a new section heading defined by the value of the t ext property. It is an
extension of the Label class that sets the font property to a style that results in large
bold text. It also sets the pad property to zero to eliminate the default two-space
padding. Use it to break up long forms into sections separated by a prominent
label.

The only property for this display component is text, which specifies the text to be
displayed.

Example:

<Fi el d>
<Di spl ay cl ass=" Secti onHead' >
<Property name="text' value = Calcul ated Fields'/>
</ Di spl ay>
</Fiel d>

Select

Displays a single-selection list box. Values for the list box must be supplied by the
al | onedVal ues property.

Properties for this display component are:
= allowedValues: Specifies the list of selectable values for display in the list box.

= autoSelect: When set to t r ue, this property causes the first value in the
allowedValues list to be automatically selected if the initial value for the field is
null.

= multiple: When set to t rue, allows more than one value to be selected.

= nullLabel: Specifies the text that displays at the top of the list box when no
value is selected.

= size: (optional) Specifies the maximum number of rows to display. If the
number of rows exceeds this size, a scroll bar is added.

= sorted: When set to t r ue, causes the values in the list to be sorted.

valueMap: Maps raw values to displayed values.

The component supports the conmand and onChange properties.
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Example:

<Field name="city' type='string >
<Di spl ay cl ass=" Sel ect' >
<Property name="title' value="City'/>
<Property nane='al | onedVal ues' >
<Li st >
<String>Austin</ String>
<String>Port! and</ String>
<String>New York</ String>
</List>
</ Property>
</ Di spl ay>
</Fiel d>

SimpleTable

Arranges components in a grid with an optional row of column titles at the top.
The only property for this display component is col urms, which assigns column
titles and defines the width of the table as defined in a list of strings.

Text
Displays a regular text entry box.

Common properties for this display component are:

= size: Specifies the number of characters that are visible in the text entry box.
The box size is recalculated depending upon the length of the text in the box.

< maxLength: Specifies the maximum length of the string that can be edited in
the text box.

= secret: Displays ***** (asterisks) in the place of entered text. This option is most
often used in password fields.

= readOnly: Displays read-only text. This text cannot be edited by the user. You
might use this property if, for example, you want to display resource attribute
information that an administrator needs to view when creating or editing user
accounts.

= submitOnEnter: When this property is set and the Text field has focus, then
when the user presses the Enter key, the form is submitted using the command
that is specified in the property value. In the following example, the form is
submitted exactly as though the user has clicked the Save button.
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Component Subclasses

Example:

<Fi el d name="variables.identitylD >
<Di spl ay class=" Text'>
<Property nanme='required' >
<Bool ean>t r ue</ Bool ean>
</ Property>
<Property name="title' value='Identity ID/>
<Property name='size' value='32'/>
<Property nane='maxLength' val ue='128"'/>
<Property nane='subm t OnEnter' val ue=' Save' />
</ Di spl ay>
</Fiel d>

Text Area
Displays a multi-line text entry box.

Properties for this display component are:

= rows: Specifies the number of text area rows.

= columns: Specifies the number of text area columns.

= readOnly: Displays read-only text in the text entry box.
Example:

To display a text box with five visible rows that wraps after each 70 characters
specify:

<Fi el d name="Description'>
<Di spl ay cl ass=' TextArea' >
<Property name='rows' val ue='5"/>
<Property name='col ums' val ue='70"'/>
</ Di spl ay>
</Fiel d>

If the user enters text beyond the defined visible rows, the text area displays a
scroll bar.
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Appendix B

Resources for Role Configuration

The following table lists the resources that are available for configuring roles.

Table B-1  Accessible Resources for Role Configuration

Resource Name Type Category Description

/ AddG oupMenber sSear ch Struts Object Edit/Create  Displays a form for adding members to a
Action group object

/ Boot st rapEdi t or Struts Initialization Edit Startup Properties
Action

/ O oseAndCancel W ndow Struts Core Handles pop-up dialog cancel actions
Action

/ d oseAndSaveW ndow Struts Core Handles pop-up dialog save actions
Action

/ Confi gl npExp Struts Configuration Displays a form for backing up and restoring
Action the configuration to and from file

/ Conf i gur eManagedDi r ect ory Struts Configuration Displays a form for editing of managed
Action directory properties during runtime

/Create Struts Object Edit/Create  Displays a form for editing object attributes
Action before creation

/ Cr eat eFronli st Struts Object Edit/Create  Displays a form for editing object attributes
Action before creation; returning to the directory tree

when finished

/ Creat eOpti ons Struts Object Edit/Create  Displays a form for specifying the type and
Action location for a new object

/ Creat eOpt i onsFronti st Struts Object Edit/Create  Displays a form for specifying the type and
Action location of a new object; returning to the

directory tree when finished

|/ Debug Struts Debug Enables the Debug tab

Action
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Table B-1  Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description
/ Debug/ Config Struts Debug Forward user to a page showing startup
Action properties
/ Debug/ HTTPSessi on Struts Debug Forward user to a page showing current HTTP
Action session state
/ Debug/ Menory Struts Debug Forward user to a page showing current
Action memory usage
/Delete Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before deleting an object
/ Del et eFronli st Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before deleting an object;
returning to the directory tree when finished
/Dial og Struts Core Handle pop-up dialog interactions
Action
/ Di sabl e Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before disabling an object
/ Di sabl eFronti st Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before disabling an object;
returning to the directory tree when finished
[Edit Struts Object Edit/Create  Display a form for editing an existing object’s
Action attributes
/ Edi t Passwor d Struts Object Edit/Create  Display a form for editing the user’s own
Action password
[ Enabl e Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before enabling an object
/ Enabl eFr onli st Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before enabling an object;
returning to the directory tree when finished
/ EndBoot st r apMbde Struts Initialization Sets internal system state indicating that the
Action application is ready for use
[Error Struts Core Forward user to a generic error dialog
Action
/ Export Configuration Struts Configuration Writes the current configuration to an output
Action stream
/ Expor t G oupMenber s Struts Object Edit/Create  Download a newline-delimited file of the
Action member DNs of a given group
/ Export LDl F Struts Configuration Download an LDAP file of a given object
Action
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Table B-1  Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

/ For bi dden Struts Core Forward user to an error dialog telling them
Action they are forbidden from accessing the

requested resource

/Hel p Struts Core Forward user to the online help browser
Action

/ Home Struts Primary Navigation  Forward user to the home page
Action

/lInitialize Struts Initialization Initializes the application upon startup verifying
Action startup configuration

/InitializeConfig Struts Initialization Forward user to a page for specifying startup
Action properties

/InitializeConfigD rSubmt Struts Initialization Handle startup properties
Action

/1nitializeConfigSaveError Struts Initialization Forward user to a dialog saying that there was
Action a problem persisting startup properties

/InitializeManagedDirectory Struts Initialization Display a form for editing managed directory
Action properties during initialization

/1'nl'i neDi al ogResponse Struts Core Handles response from inline dialogs
Action

/Li st Struts Primary Navigation = Forward user to the directory tree
Action

/Login Struts Core Forward user to log in page
Action

/ Logi nSubnmi t Struts Core Handles log in parameters
Action

/ Logout Submi t Struts Core Handles log out parameters
Action

/ ManageFor ns Struts Configuration Display a form allowing the user manage
Action system forms

/ ManageRol es Struts Configuration Display a form allowing the user manage
Action application roles

/ Nam ngAt tributeConfig Struts Configuration Display a form allowing the user specify object
Action naming policy

/ NoManager sWr ni ng Struts Initialization Forward user to a dialog warning the user that
Action the manager group has no members

/ Passwor dExpi r ed Struts Core Forward user to a dialog saying that the user’s
Action password has expired
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Table B-1  Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description
/ Passwor dExpi ring Struts Core Forward user to a dialog saying that the user’s
Action password will expire and giving them the
option to change it
/ RemoveG oupMenber sSear ch Struts Object Edit/Create  Display a form allowing the user to remove
Action members from a group
/ Renane Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before renaming an object
/ RenaneFr onli st Struts Object Edit/Create  Display a form prompting the user form
Action confirmation before renaming an object;
returning to the directory tree when finished
/ Sear ch Struts Primary Navigation  Forward user to a page allowing them to
Action search the directory
|/ Sear chConfi g Struts Configuration Display a form allowing the user specify
Action properties the application will use for
searching the directory
/ Set Appl i cati onMbde Struts Initialization Sets internal system state indicating the mode
Action at which the application is operating
/ ShowG oupMenber sSear ch Struts Object Edit/Create  Display a form allowing the user to display the
Action current members from a group
/ Unavai | abl e Struts Core Forward user to a dialog saying that the
Action application is currently unavailable
.nav_bar . Base Struts Core Base type for navigation bars
Tile
.nav_bar. Configure Struts Configuration Navigation bar with the configuration tab
Tile selected
.nav_bar. Oreate Struts Object Edit/Create  Navigation bar with the create tab selected
Tile
. nav_bar . Debug Struts Debug Navigation bar with the debug tab selected
Tile
. nav_bar . Hone Struts Primary Navigation  Navigation bar with the home tab selected
Tile
.nav_bar. Li st Struts Primary Navigation  Navigation bar with the directory tree tab
Tile selected
.nav_bar . Search Struts Primary Navigation  Navigation bar with the search tab selected
Tile
.nav_t ab_sel ect ed. Base Struts Core Base type for selected navigation bar tabs
Tile
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Table B-1

Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

.nav_t ab_sel ected. Configure Struts Configuration Selected navigation tab for configure
Tile

.nav_tab_sel ected. Create Struts Object Edit/Create  Selected navigation tab for create
Tile

.nav_t ab_sel ect ed. Debug Struts Debug Selected navigation tab for debug
Tile

.nav_tab_sel ect ed. Home Struts Primary Navigation  Selected navigation tab for home
Tile

.nav_t ab_sel ected. Li st Struts Primary Navigation  Selected navigation tab for the directory tree
Tile

.nav_t ab_sel ected. Sear ch Struts Primary Navigation  Selected navigation tab for search
Tile

.nav_t ab. Base Struts Core Base type for unselected navigation bar tabs
Tile

.nav_t ab. Configure Struts Configuration Unselected navigation tab for configure
Tile

.nav_tab. Create Struts Object Edit/Create  Unselected navigation tab for create
Tile

.nav_t ab. Debug Struts Debug Unselected navigation tab for debug
Tile

.nav_t ab. Horre Struts Primary Navigation = Unselected navigation tab for home
Tile

.nav_tab. Li st Struts Primary Navigation = Unselected navigation tab for the directory tree
Tile

.nav_t ab. Search Struts Primary Navigation  Unselected navigation tab for search
Tile

. page. Add@ oupMenber sSear ch Struts Object Edit/Create  Page displaying a form for adding members to
Tile agroup

. page. Aut hBase Struts Core Base type for application pages requiring
Tile authentication for access

. page. Base Struts Core Base type for application pages
Tile

. page. Boot strap Struts Initialization Page for specifying startup properties at
Tile initialization time

. page. Boot st rapEdi t or Struts Configuration Page for specifying startup properties at run
Tile time
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Table B-1

Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

. page. Boot strapSaveErr or Struts Initialization Dialog saying that there was a problem
Tile persisting startup properties

. page. A oseAndCancel W ndow Struts Core Page for handling pop-up dialog cancel
Tile requests

. page. d oseAndSaveW ndow Struts Core Page for handling pop-up dialog save requests
Tile

. page. Confi gl npExp Struts Configuration Page displaying a form for backup and restore
Tile of configuration data

.page. Oeate Struts Object Edit/Create ~ Page displaying a form for editing object
Tile attributes before creation

. page. Debug. Confi g Struts Debug Page showing startup properties
Tile

. page. Debug. HTTPSessi on Struts Debug Page showing current HTTP session state
Tile

. page. Debug. Menory Struts Debug Page showing current memory usage
Tile

. page. Del ete Struts Object Edit/Create  Page displaying a form prompting the user
Tile form confirmation before deleting an object

. page. D al og Struts Core Page for displaying information in a pop-up
Tile

. page. D sabl e Struts Object Edit/Create  Page displaying a form prompting the user
Tile form confirmation before disabling an object

. page. Edi t Struts Object Edit/Create ~ Page displaying a form for editing an existing
Tile object’s attributes

. page. Edi t Passwor d Struts Object Edit/Create  Page displaying a form for editing the user’s
Tile own password

. page. Enabl e Struts Object Edit/Create = Page displaying a form prompting the user
Tile form confirmation before enabling an object

. page. Error Struts Core A generic error dialog
Tile

. page. For bi dden Struts Core Error dialog telling the user they are forbidden
Tile from accessing the requested resource

. page. For ns Struts Configuration Page displaying a form for management of
Tile system forms

. page. Hel p Struts Core Page displaying the help viewer
Tile
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Table B-1  Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

. page. Hone Struts Primary Navigation = Page displaying a form for the user’s home
Tile page

.page. I nitializeManagedD recto Struts Initialization Page displaying a form for specification of

ry Tile managed directory properties during

initialization

.page. Initializing Struts Core Page displaying a wait message for use during
Tile initialization

. page. I nl'i neDi al og Struts Core Base page for supporting inline dialogs
Tile

. page. Li st Struts Primary Navigation = Page displaying a form representing the
Tile directory tree

. page. Login Struts Core Page prompting for log in credentials
Tile

. page. ManagedDi r ect ory Struts Initialization/Config ~ Page displaying a form for editing managed
Tile uration directory properties during run time

. page. Nami ngAt tri but eConfi g Struts Configuration Page displaying a form allowing the user
Tile specify object naming policy

. page. NoManager sVr ni ng Struts Initialization A dialog warning the user that the manager
Tile group has no members

. page. Passwor dExpi r ed Struts Core A dialog saying that the user’s password has
Tile expired

. page. Passwor dExpi ri ng Struts Core A dialog saying that the user’s password will
Tile expire and giving them the option to change it

. page. Popup Struts Core Base page for supporting pop-up dialogs
Tile

. page. RenmoveGr oupMenber sSearch ~ Struts Object Edit/Create  Page displaying a form for removing members
Tile from a group

. page. Rename Struts Object Edit/Create  Page displaying a form prompting the user
Tile form confirmation before renaming an object

. page. Rol es Struts Configuration Page displaying a form for management of
Tile system roles

. page. Search Struts Primary Navigation = Page displaying a form for searching the
Tile directory

. page. SearchConfig Struts Configuration Page displaying a form for configuration of
Tile application directory searches

. page. Secondary Struts Core Base page for content secondary pages
Tile
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Table B-1

Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

. page. Show& oupMenber sSear ch Struts Object Edit/Create ~ Page displaying a form for showing members
Tile of a group

. page. Unavai | abl e Struts Core Error dialog telling user that the application is
Tile currently unavailable

. subnav_bar . Base Struts Core Base type for sub-navigation bars
Tile

. subnav_bar . Boot st r apEdi t or Struts Configuration Sub-navigation bar with the startup properties
Tile tab selected

. subnav_bar . Confi gl npExp Struts Configuration Sub-navigation bar with the configuration
Tile backup/restore tab selected

. subnav_bar . Debug. Config Struts Debug Sub-navigation bar with the debug tab
Tile showing startup properties selected

.subnav_bar . Debug. HTTPSessi on  Struts Debug Sub-navigation bar with the debug tab
Tile showing HTTP session state selected

. subnav_bar . Debug. Merory Struts Debug Sub-navigation bar with the debug tab
Tile showing current memory usage selected

. subnav_bar . ManagedDi rect ory Struts Configuration Sub-navigation bar with the managed directory
Tile tab selected

.subnav_bar . Nam ngAttri buteCon Struts Configuration Sub-navigation bar with the naming attribute

fig Tile configuration tab selected

. subnav_bar . Rol es Struts Configuration Sub-navigation bar with the role management
Tile tab selected

.subnav_bar . Sear chConfi g Struts Configuration Sub-navigation bar with the Search Options
Tile tab selected

. subnav_di vi der Struts Core The tab divider
Tile

.subnav_t ab_sel ect ed. Base Struts Core Base type for selected sub-navigation tabs
Tile

.subnav_t ab_sel ected. Bootstrap Struts Configuration Selected sub-navigation tab for startup

Edi tor Tile properties

.subnav_t ab_sel ected. Configlnp Struts Configuration Selected sub-navigation tab for backup/restore

Exp Tile of configuration

.subnav_t ab_sel ect ed. Debug. Con  Struts Debug Selected sub-navigation tab for showing

fig Tile startup properties for debug

.subnav_t ab_sel ect ed. Debug. HTT  Struts Debug Selected sub-navigation tab for showing HTTP

PSessi on Tile session state for debug
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Table B-1

Accessible Resources for Role Configuration (Continued)

Resource Name Type Category Description

.subnav_t ab_sel ect ed. Debug. Mem  Struts Debug Selected sub-navigation tab for showing

ory Tile current memory usage for debug

. subnav_t ab_sel ect ed. Forns Struts Configuration Selected sub-navigation tab for managing
Tile system forms

.subnav_t ab_sel ected. ManagedD  Struts Configuration Selected sub-navigation tab for specifying

rectory Tile managed directory properties

.subnav_t ab_sel ected. Nam ngAtt  Struts Configuration Selected sub-navigation tab for managing

ri buteConfig Tile naming attributes

.subnav_t ab_sel ected. Rol es Struts Configuration Selected sub-navigation tab for managing
Tile system roles

.subnav_t ab_sel ected. SearchCon  Struts Configuration Selected sub-navigation tab for specifying

fig Tile search properties

. subnav_t ab. Base Struts Core Base type for unselected sub-navigation tabs
Tile

. subnav_t ab. Boot st r apEdi t or Struts Configuration Unselected sub-navigation tab for startup
Tile properties

.subnav_t ab. Confi gl npExp Struts Configuration Unselected sub-navigation tab for
Tile backup/restore of configuration

.subnav_t ab. Debug. Confi g Struts Debug Unselected sub-navigation tab for showing
Tile startup properties for debug

.subnav_t ab. Debug. HTTPSessi on  Struts Debug Unselected sub-navigation tab for showing
Tile HTTP session state for debug

. subnav_t ab. Debug. Menory Struts Debug Unselected sub-navigation tab for showing
Tile current memory usage for debug

. subnav_t ab. For ms Struts Configuration Unselected sub-navigation tab for managing
Tile system forms

. subnav_t ab. ManagedDi rect ory Struts Configuration Unselected sub-navigation tab for specifying
Tile managed directory properties

. subnav_t ab. Nam ngAttributeCon Struts Configuration Unselected sub-navigation tab for managing

fig Tile naming attributes

. subnav_t ab. Rol es Struts Configuration Unselected sub-navigation tab for managing
Tile system roles

. subnav_t ab. Sear chConfi g Struts Configuration Unselected sub-navigation tab for specifying
Tile search properties
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access
anonymous log-ins 30
configuring policy files 14, 18
controlling for applications 133
Directory Editor permissions 2,9, 167
dynamic groups 70
logging directory access 163
logging in 36
Manager Group 33
user 135
WEB-INF/classes directory 31
accessible
components 135
resources 139, 193
Accessible Resources tab 139
action attributes 181
action components 135
Advanced Search tab 118
align property 182
allowed values property 178
anonymous log-ins 30
Apache Tomcat 2
application servers
configuring policy files 14, 18
deploying Directory Editor 23, 25
deploying Directory Editor on WebLogic 26
installing Sun 13
installing Tomcat 17
installing WebLogic 24
Sun 10, 13
supported 2

Index

undeploying Directory Editor 156

applications, controlling access 133
attribute values 94
attributes

action 181

adding/removing 34, 48, 120, 128, 143
calculating hidden 96

creating 143, 144

default 142

defining values 94, 96

deleting 147

displaying 96

dollar sign ($) 127

editing 82, 125, 143, 146, 169, 193, 194, 198
inetorgperson 94

LDAP 106

lists 120

Locality 74

logged information 163

Mail User 55

managing 201

mapping 144

member 66, 67

memberURL 69

Naming Attribute Mapping table 143
naming attributes 142, 143

Naming Attributes page 142
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onClick 181

organizationalperson 94
organizationalunit 94

read-only 96

registeredAddress 76, 79



Section B

removing 147

required 47,57, 61, 73, 77, 80, 169

schema map 179
searching for 120
selecting 120

specifying Common Attributes 48, 74, 78

specifying Default NT User 57
specifying extensions 53

specifying for managed directory 34

specifying Locality 80
specifying Misc Attributes 52
specifying UNIX User 59
uniqgueMember 66, 67
using single quotes 181
view 177, 178, 187

audit logs 163

authenticating
clients 133
users 34

authentication, description/definition 133

Authorization page
accessing 133, 136
controlling user access 133
defining roles 137
deleting roles 141
editing roles 140

authorization, description/definition 133

auxiliary classes
selecting 112

B

BackLink component 183
base component classes 176
Basic Component classes 172
Basic Search tab 65, 115

BEA WebLogic 2

Browse

button 42

dialog box 42

page 30, 36, 39
browsers, supported 3
browsing

Browse dialog box 42
directory contents 39
with anonymous log-in 30, 36
build numbers 160
Button component 184

C

central log directories xi
changing LDAP passwords 37
Checkbox component 184
class of service (COS) template 94
classes
adding to enterprise 143
adding to forms 112
Basic Component 172
Component 172,176,178
configuring logging levels 162
container 172,173,174
custom 131
datastore.dmlldAttribute 31
datastore.location 31
datastore.objectClass 31
datastore.xmlObjectAttribute 31
default naming attributes 142
editing 169
groupOfNames 61
groupOfUniqueNames 61
groupOfURLs 69
HTML display components 172
Label 190
List 175
location 169
mapping naming attributes 144
removing 84
selecting auxiliary 112
selecting object 119
selecting structural 111
specifying naming attributes 144
string 175
clients, authenticating 133
colspan property 182
command property 180
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commands

Directory Editor conventions xi

extracting dml.war 166

installing Directory Editor 10

java 4,10, 154

launching uninstall wizard 154

minimum/maximum heap size 4

starting Directory Editor 22, 24

stopping Directory Editor 23, 24

updating dml.war 166
comments and suggestions Xiv
Common Attributes, specifying 48, 74, 78
Component classes 172, 176, 178
components

BackLink 183

Button 184

Checkbox 184

classes 172

DatePicker 185

Javascript 185

Label 186

Link 186

MultiSelect 187

Radio 189

SectionHead 190

Select 190

SimpleTable 191

subclasses 174

Text 191

Text Area 192
components, accessible 135
configuration directory 5, 29, 30, 40, 169
Configuration Directory Server parameters 29
configuring

default search filters 126, 127

Section C

conventions

default paths and file names xi
mnemonics Xi

naming 174

naming attributes 142

symbol xi

typographic x

Create page

accessing 39, 46, 117

Common Attributes tab 48, 78, 80
creating domains 77

creating groups 60

creating new users 46

Default Dynamic Group Form tab 69
Default NT User tab 57
Extensions tab 68

Group Membership tab 50
Import/Export tab 67

Locality tab 78

Location tab 51

Misc Attributes tab 52

Other tab 79

Quick Create tab 80

Static Group tab 62

Unix User tab 59

creating

domains 77

form fields 110
forms 111

groups 60

localities 80

naming attributes 143
objects 45
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roles 137

users 46

Directory Editor 39

policy files 2, 14, 18

Results table 128

Search page 126

search types 130

servers 3

WebLogic server 25
contacting tech support 159
container classes 172,173, 174
controlling access

applications/application components 133

credentials 30, 36, 38, 133, 199
custom classes 131
customizing
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default forms 95
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forms 95, 98

Index 3



Section D

D Default role 134

defining 94
data types 175 attribute values 96
database directories, supported 3 dml.home variables 14
datastore.dmlldAttribute 31, 169 domains 94
datastore.dmlldAttribute property 170 roles 137
datastore.location 31 Delete page, accessing 117
datastore.location property 169 deleting
datastore.objectClass 31 classes 84

form fields 110

datastore.objectClass property 169 . ;
naming attributes 143, 147

datastore.xmlObject Attribute 31

. - objects 91
datastore.xmlObjectAttribute 169 roIJes 141
gattas;?fxmIObJeCtAtttrlzlsjte property 170 deploying Directory Editor 16, 23, 25, 26

atePicker componen directories

default. . ) browsing 39
application server instance folders 14 central log default xi
BackLink value 183 creating objects 39
Button value 184 default paths and filenames xi
changing default search types 130 Directory Editor installation 11
changing limits 41, 116, 121, 125 editing information 39
configuration information location 155, 169 managed 33
configuring default search filter 126 searching 39
f!elds 96 _ top-level objects 40
filtered search string 124 WEB-INF/classes 22, 31

forms 93

group object 61
inetorgperson 131
installation directory xi
log files 162
log4j.properties file 162
naming attributes 142
noNewRow value 179
padding 186, 190
paths and filenames xi
ports 17

roles 133,134,141

search filters 127 . . .
search method 39 directory information 39

search results 41 Directory Server

search results limits 116, 121, 125 authenticating to 29
setting default values 95 installation prerequisites 5

user extensions 53 logs 163 ber 20
Default Create Form 99 port_nur_n er =
. o publications viii

Default NT User attributes, specifying 57

Dottt NT b 57 Disable page
efault User ta accessing 117

Directory Editor
configuring 39
installing 10, 13
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installing on WebLogic 24
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installing with Tomcat Manager 22
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starting 22, 24
stopping 23, 24
undeploying 156
uninstalling 153
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disabling
objects 88
DisplayClass element 172
dml.home, defining 14
dml.war file 23
default installation directory xi
extracting 166
installing 24, 26
installing manually 23
locating 23
removing 154, 155
updating 166
DNs
downloading 85, 194
exporting 94
invalid 66, 67
documentation
downloading xii, 13
overview Xii
recommended
reading Xii
dollar sign ($) 127
domains
creating 77
defining 94
mail user attributes 55
NT user attributes 57
selecting 24
tree view 40
Unix user attributes 59
downloading
J2SDK 8
JCE1.2.2 168
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product documentation xii, 13
Sun products xii
Dynamic Group extensions 68
dynamic groups
access control 70
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Section E

E

Edit an Object page
accessing 39, 84, 117
Edit page
accessing 41, 82
Edit Password page, accessing 39
Edit Roles page 140
editing 39
attributes 82, 125, 146, 169, 193, 194, 198
filters 72
LDAP passwords 39
naming attributes 146
objects 82
roles 140
Search page 126
startup.properties 166
editing objects 45
Enable page
accessing 117
enabling
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startup.properties 165
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user 53

F
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customizing 105
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Field Properties tab 107, 110
fields
creating 110
customizing 96
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Section G

files importing/exporting members 85
installed with Directory Editor 10 removing members 64
filtered searches 124 searching for 115
default search string 124 showing members 66
filters viewing members 64, 66
adding to dynamic groups 70
editing 72
removing 72
Firefox 3 H
forms
adding classes 112 heap size 4
changing field locations 108 Help 40, 43
creating 111 help property 180
creating fields 110 hidden attributes 96
customizing f95lld98 ) hidden parameters 173
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Default Create Form 99 HTML display components 172
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ieztr;narlme au installation instructions 7
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Forms page installing

application servers 8
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Directory Editor for Sun application servers 13
Directory Editor for Tomcat 17

Directory Editor for WebLogic 24

Directory Editor for WebSphere 26
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G Directory Editor manually 23
specifying the directory and path 11
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J

J2SDK
downloading 8
requirements 7
Java classes 172
java commands
adding heap size 4
installing Directory Editor 10
uninstall 154
Java compilers 8
Java Development Kit. See JDK.
Java Virtual Machine. See JVM.
JAVA_HOME 18
adding 9
setting 18
Javascript component 185
JCE, downloading 168

JDK
preferred 8
requirements 5

VM
adding options for dml.home 14
increasing memory 165
properties to allow read access 20
running Java classes 8
setting heap size 4

K

key icon 101

L

Label class 190
Label component 186
launching the installer 10
LDAP attributes 106
LDAP passwords

changing 37
LDAP passwords, editing 39

Section J

license agreement 10

Link component 186

List classes 175

localities, creating 80

Locality attributes, specifying 74, 80

location property 180

locations, user 51

Log In page 36

log4j.properties file 162

logging
attribute changes 163
auditing messages 163
configuring logging levels 162
setting levels 161

logging in
anonymously 30
Directory Editor Log In page 36
error messages 30

logging out 40

logs
application server 164
default 162
default path xi
default paths and file names xi
Directory Server 163
getting information 161
java.security.AccessControlException 167
WSTrace.log file 162

M

mail accounts 55
Mail User attributes, specifying 55
managed directory 5
specifying attributes 34
specifying properties 33
Manager role 133,134
managing attributes 201
mapping naming attributes 144
member attribute 66, 67
member DNs, downloading 85
memberURL attribute 69
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increasing 165
requirements 4
Microsoft Internet Explorer 3
Misc Attributes, specifying 52
mnemonics, using xi
Move Field tab 108
Mozilla 3
MultiSelect component 187

N

name property 177
naming attributes
accessing Naming Attributes page 142
creating 144
default 142
deleting 147
editing 146
mapping 144
Naming Attribute Mapping table 143
removing 147
specifying 34
Naming Attributes page 143
naming conventions 174
Netscape 3
node keys 41
noNewRow property 179
non-production mode 43
nowrap property 182

O

object classes
adding 143
default naming attributes 142
editing 169
location 169
mapping naming attributes 144
specifying naming attributes 144

objects
creating 45
creating domains 77
creating groups 60
creating localities 80
creating organizations 72
creating users 45
deleting 91
editing 45
enabling/disabling 88
renaming 89
searching for 118
top-level directory 40
onChange property 182
onClick attribute 181
onClick property 181
online Help 40, 43
online resources Xxii
online support Xxii
operating systems, supported 2
organizational units
searching for 115
organizationalperson attribute 94
organizationalunit attribute 94
organizations
creating 72

P

page source
viewing 160
pages
Edit 41
Home 37
Quick Create 61
Search Configuration 41, 126

Search For Members to Remove From Group 64

parameters
hidden 173

passwords
changing 37
editing 39

patches
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optimizing 3,4
permissions 2
policy files
configuring application servers 2
configuring Sun Application Server 14
configuring Tomcat 18
exceptions 9, 167, 168
removing permissions 43
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prerequisites
recommended reading Vviii
primary key property 179
principals
description/definition 134, 135
representing with directory objects 135
specifying 138
product documentation
downloading xii, 13
related xii
product downloads xii
product features 35
product support Xiii
properties
align 182
allowed value 178
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command 180
datastore.dmlldAttribute 170
datastore.location 169
datastore.objectClass 169
datastore.xmlObjectAttribute 170
help 180
location 180
managed directory 33
name 177
naming conventions 174
noNewRow 179
nowrap 182
onChange 182
onClick 181
primary key 179
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title 177

Section Q

value 178
width 182
Property elements 172
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publications
Directory Server viii, xii
downloading Xii
related xii
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query strings 124
Quick Create page 61, 77
quotes, using 181
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Radio component 189
read-only attributes 96
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reading viii, xii

server configurations 3
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related documentation xii
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Directory Editor 153

dml.war file 154, 155

filters 72

naming attributes 143, 147
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required property 179
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editing 140

S

schema map attributes 179
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accessing 41, 126
configuring default search filters 127
configuring Results table 128
configuring search types 130

Search For Members to Remove From Group

page 64

search methods
advanced 118
authenticating users 34
basic 116
descriptions 39
example searches 121
filtered 124

Search page
accessing 39
Advanced Search tab 118
Basic Search tab 115
configuring 126

configuring default search filters 126, 127

editing 126
Filtered Search tab 124
search types 115

search results

changing default limits 41, 116, 121, 125

maximum results 116, 125

search types

changing default 130

configuring 130
searching

advanced search 118

basic search 115

default filtered search string 124
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filtered search 124
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search conditions 120
SectionHead component 190
Select component 190
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setclasspath.bat file 18
setclasspath.sh file 18
SimpleTable component 191
single quotes, using 181
software, supported 1
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startup.properties 28
starting Directory Editor 22, 24
startup.properties

exceptions 165
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saving 166

specifying 28, 30, 31, 166
statistics, viewing 41
stopping and restarting

Tomcat 23

WebLogic 24
stopping Directory Editor 23, 24
string classes 175
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selecting 111
subclasses, component 174
subject

description/definition 135
suggestions and comments Xiv

Sun application servers
installing 10, 13
installing Directory Editor 13
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uninstall wizard 154
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UNIX User attributes, specifying 59
updating dml.war 166
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installing Directory Editor 24
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