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Preface

This Sun™ Identity Manager Installation publication provides detailed information
and instructions to help you install and update Identity Manager and associated
software.

Who Should Use This Book

Identity Manager Installation was designed for those who will install Identity
Manager and perform initial deployment tasks.

Deployers should have a background in application servers, databases, and
network connectivity.

How This Book Is Organized

Identity Manager Installation is organized into these chapters:

e Chapter 1, “Before You Install” — Details system requirements and tasks you
should perform before installing the Identity Manager software.

¢ The contents of Chapter 2 through Chapter 7 provide detailed procedures for
installing Identity Manager and associated software for use with these
application servers:

n  Chapter 2 — Sun Application Server
n  Chapter 3 — Tomcat

n  Chapter 4 — WebLogic

n  Chapter 5— WebSphere



n  Chapter 6 — JBoss
n  Chapter 7 — Oracle

¢ Chapter 8, “Install the Sun Identity Manager Gateway” — Provides procedures
for installing the Sun Identity Manager Gateway.

¢ Chapter 9, “Getting Started” — Describes how to begin using Identity Manager
and where to go for help and information.

e Chapter 10, “Uninstalling Applications” — Lists steps for removing an
installed version of the product.

e Chapter 11, “Installing Identity Manager Manually” — Details alternate,
manual procedures for installing Identity Manager.

* Appendix A, “Index Database Reference” — Shows selection options for index
database setup during Identity Manager installation.

¢ Appendix B, “Configuring Data Sources for Identity Manager” — Describes
how to update the repository configuration in Identity Manager to point to a
WebSphere or WebLogic data source.

¢ Appendix C, “Changing the Database Repository Password” Appendix D.
Changing Your Database Repository Password — Procedures for changing the
repository password for your index database.

¢ Appendix D, “setRepo Reference” — Reference page for the setRepo
command.

e Appendix E, “DBMS Recovery and the Repository” — Details steps to
recovering the repository from a failure.

Conventions Used in This Book

The tables in this section describe the conventions used in this book.

Typographic Conventions
The following table describes the typographic changes used in this book.

10  Sun Identity Manager 8.0 < Installation



Table 1

Typographic Conventions

Typeface Meaning Examples

AaBbCc123 API and language elements, HTML  Edit your. | ogi n file.

(Monospace) tags, wep site URLs,.command Use |'s -atolist all files.
names, file names, directory path )
names, onscreen computer output, % You have mail.
sample code.

AaBbCc123 What you type, when contrasted %su

(Monospace with onscreen computer output. Passwor d:

bold)

AaBbCc123 Book titles, new terms, words to be = Read Chapter 6 in the User’s Guide.

(Italic) emphasized.

A placeholder in a command or path
name to be replaced with a real
name or value.

These are called class options.
Do not save the file.

The file is located in the install-dirl bi n
directory.

Symbols

The following table describes the symbol conventions used in this book.

Table 2 Symbol Conventions
Symbol Description Example Meaning
[ 1] Contains optional command |s [-1] The -1 option is not
options. required.
{]} Contains a set of choicesfor -d {y| n} The - d option requires that
a required command option. you use either the y
argument or the n
argument.
- Joins simultaneous multiple  Control-A Press the Control key while
keystrokes. you press the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key,

keystrokes.

Indicates menu item
selection in a graphical user
interface.

File > New > Templates

release it, and then press
the subsequent keys.

From the File menu, choose
New. From the New
submenu, choose
Templates.
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Related Documentation and Help

Sun provides additional printed and online documentation and information to
help you install, use, and configure Identity Manager:

12

Identity Manager Upgrade: Step-by-step instructions and reference information
to help you upgrade and configure Identity Manager and associated software.

Identity Manager Administration: Procedures, tutorials, and examples that
describe how to use Identity Manager to provide secure user access to your
enterprise information systems.

Identity Manager Technical Deployment Overview: Conceptual overview of the
Identity Manager product (including object architectures) with an introduction
to basic product components.

Identity Manager Workflows, Forms, and Views: Reference and procedural
information that describe how to use the Identity Manager workflows, forms,
and views — including information about the tools you need to customize
these objects.

Identity Manager Resources Reference: Reference and procedural information that
describe how to load and synchronize account information from a resource
into Sun Java™ System Identity Manager.

Identity Manager Deployment Tools: Reference and procedural information that
describe how to use different Identity Manager deployment tools including
rules and rules libraries, common tasks and processes, dictionary support, and
the SOAP-based Web service interface provided by the Identity Manager
server.

Identity Manager Tuning, Troubleshooting, and Error Messages: Reference and
procedural information that describe Identity Manager error messages and
exceptions, and provide instructions for tracing and troubleshooting problems
you might encounter as you work.

Identity Manager Service Provider Deployment: Reference and procedural
information that describes how to plan and implement Sun™ Identity
Manager Service Provider .

Identity Manager Help

Online guidance and information that offers complete procedural, reference,
and terminology information about Identity Manager. You can access help by
clicking the Help link from the Identity Manager menu bar. Guidance
(field-specific information) is available on key fields.

Sun Identity Manager 8.0 < Installation



Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

¢ Download Center
http: //wws. sun. con sof t war e/ downl oad/

¢ Professional Services
http: // ww: sun. cond ser vi ce/ sunps/ sunone/ i ndex. ht n

* Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. con

* Developer Information
htt p: // devel opers. sun. cond prodt ech/ i ndex. ht m

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the
product documentation, contact customer support using one of the following
mechanisms:

e The online support web site at ht t p: // waw. sun. cond ser vi ce/ onl i ne/ us

¢ The telephone dispatch number associated with your maintenance contract

Related Third-Party Web Site References

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,

advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused or alleged to be caused by or in connection with use of or reliance on

any such content, goods, or services that are available on or through such sites or
resources.
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Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments
and suggestions.

To share your comments, go to htt p:// docs. sun. comand click Send Comments. In

the online form, provide the document title and part number. The part number is a
seven-digit or nine-digit number that can be found on the title page of the book or
at the top of the document.

For example, the title of this book is Sun™ Identity Manager Resource Reference, and
the part number is 820-2956-10.
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Chapter 1

Before You Install

Use the information and procedures in the following sections to prepare for
installation of Identity Manager:

* Supported Software and Environments
¢ Memory Requirements

e Setup Task Flow

* Prerequisite Tasks

For information about upgrading to Identity Manager 8.0, refer to the Identity
Manager Upgrade guide.

Supported Software and Environments

Refer to the Identity Manager Release Notes for detailed information about
software and environments that are compatible with Identity Manager.

Memory Requirements

You should determine your memory needs and set values in your application
server's JVM. Do this by adding maximum and minimum heap size to the Java
command line; for example:

java - Xmx512M - Xns512M



Setup Task Flow

NOTE For best performance, set these values to the same size. Depending
on your specific implementation, you may need to increase these
recommended values if you run reconciliation.

For performance tuning purposes, you may also set the following in the
waveset . property file:

max. post . menory. si ze val ue

NOTE The max. post . menory. si ze specifies the maximum number of bytes
that a posted file (for example., via an HTM. Fi | eSel ect control)
may contain without being spooled to the disk. For cases where you
do not have permission to write to temp files, you should increase
the nax. post . menory. si ze to avoid having to spool to the disk. The
default value is 8 Kbytes.

For additional system requirements and information, refer to the Identity Manager
release notes.

Setup Task Flow

Depending on your choice of application server and database, the steps you will
follow for setup differ. In general, you will:

e Perform prerequisite tasks, such as installing a Java compiler and JVM, and
setting up an index database

* Install and configure an application server

¢ Install and configure the Identity Manager software

NOTE The installer now supports upgrading installations that have
renamed /deleted /disabled the default Configurator account. The
installer now prompts for the proper username and password that
can import the update.xml during the upgrade post process. If the
incorrect user or password is entered the user is prompted up to
three times. The error should be displayed in the text box behind it.
For manual installation you must provide the - U <user name> -P
<passwor d> in order to pass the credentials to UpgradePostProcess.
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Prerequisite Tasks

NOTE When installing Identity Manager on UNIX or Linux systems, the
/var/opt/sun/install directory must exist and be writable by the
user running the installer.

When using application servers with staging directories, keep the staging directory
that was used for Identity Manager installation after deploying the product.

¢ Optionally set up the Sun Identity Manager Gateway
* Optionally set up PasswordSync

For some application server types and preferences, these general steps are
combined, performed in a different order, or eliminated entirely.

Prerequisite Tasks

Before installing the Identity Manager software, you need to:
¢ Decide Where to Store Index Repository Files

¢ Set Up a Java Virtual Machine and Java Compiler

* Set Up an Index Database

¢  What's Next?

Decide Where to Store Index Repository Files

You must create the directory where you will store application files before
launching the installation program. You can store application files in a staging
folder, or you can install into your application server's Web application directory.

Using a Staging Directory

Because the applications are based on J2EE Web, you can store them in a staging
folder. This staging folder is used to deploy the application into your specific
application server. Typically, a Web Application Archive (. war ) file is created for
use in the deployment steps.

Chapter 1  Before You Install 3



Prerequisite Tasks

Using a Web Application Directory

You may choose to install directly into an application server's Web application
directory. In this case, you will specify the Web application directory during
installation. The installation program will place the Identity Manager files in folder
named idm in that location by default.

NOTE When using a localfiles index repository in a WebSphere application
server environment, set the localfiles repository to a location outside
of the Identity Manager directory.

NOTE For an Oracle RAC environment as Identity Manager repository,
connecting with thin driver, use the following format as url
parameter in lh setup:

j dbc: oracl e: t hi n: @DESCR PTI ON=( LOAD_BALANCE=0N)
( ADDRESS=( PROTOOCL=TCP) ( HOBT=host 01) ( PORT=1521) ) (
ADDRESS=( PROTOCOL=TCP) ( HO8T=host 02) ( PORT=1521) )

( ADDRESS=( PROTOOCL=TCP) ( HOBT=host 03) ( PORT=1521) )
( CONNECT_DATA=( SERVI CE_NAME=PR(D) ) )

Set Up a Java Virtual Machine and Java
Compiler

The application requires a Java compiler and a Java Virtual Machine (JVM) to run
the Java classes that perform actions within Identity Manager. Both of these can be
found in a Java SDK. (The JRE packages do not include a Java compiler.)
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Prerequisite Tasks

NOTE * Many application servers include a JDK bundled with their
installation. The JDK version that is shipped with the
application server is always preferred to any other JDK installed
on your server.

*  You can run Identity Manager on BEA WebLogic application
servers with all WebLogic-supported 1.5 JVMs.

*  You should add JAVA HOME to your list of system environment
variables and to your system path. To do this, add JAVA_HOME to
your system environment and JAVA_HOME\ bi n to your path,
making sure to list it before any other Java variables. While
adding JAVA_HOME to your list of system environment variables
is helpful for Identity Manager, it may affect other applications.

Set Up an Index Database

You should use a third-party relational database to store the system index data. If
you plan to do this, use the general procedures in this section as guidelines when
setting up the index database. Your database administrator may choose to
customize the provided scripts to suit your site-specific configuration and
standards.

CAUTION If you store the Index data in a local file system, you should select a
location outside of the application or Web server directory structure.
The dynamic directories created for the index data cannot be
protected from intruders who might use a Web browser to scan
directories serviced by the Web server.

NOTE You must configure your database with a character set that will
support the characters that you want to store. If you need to store
multi-byte characters, you should use a character set (such as UTF-8)
that supports Unicode.

Chapter 1  Before You Install 5



Prerequisite Tasks

About the Sample Database Scripts

Identity Manager provides sample database scripts that you can modify and use to
create tables and indexes. You may choose to use an alternate method to create
equivalent tables and indexes, but must meet these requirements:

Tables (or views) must exist with the names specified in the sample DDL.

Each named table (or view) must be owned by (or aliased to) the proxy user
that is represented as “waveset” in the sample DDL.

Each named table (or view) must contain all the columns specified for that
table in the sample DDL.

Each named column must have a data type that is consistent with the data type
specified for that column in the sample DDL.

You can modify the sample scripts to suit your environment. Common changes
include:

Specifying a different proxy user
Specifying different tablespaces, or separate tablespaces for tables and indexes

Changing a data type. This is acceptable if a view or the JDBC driver makes the
change transparent.

Adding columns. This is acceptable if each column is nullable or defaulted.

Removing or renaming columns. This is acceptable if a view makes this
transparent.

Renaming indexes

NOTE If you make changes to the sample scripts, then you must make

equivalent changes to any sample database upgrade scripts that you
receive in the future.
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Prerequisite Tasks

If you choose to set up Index data in regular files in a file system, skip to the
chapter detailing Identity Manager installation. Otherwise, go to one of the sections
in this chapter to set up:

e MySQL
e OQOracle
e DB2

e SQL Server

Setting Up MySQL
Follow these steps to set up MySQL for use with Identity Manager.

NOTE e For additional information about setting up and configuring
MySQL, refer to “Configuring MySQL” on page 115.

* See “Supported Software and Environments” on page 1 for
supported database server versions, and for download or
product locations.

1. Install the MySQL software. Start the MySQL process (if it does not start
automatically).

2. Create the database. To do this:

a. Copy the create_waveset _t abl es. nysql script from the db_scri pts
directory on the installation CD (or from the i dm sanpl e directory if you
have already installed) to a temporary location.

b. Modify the creat e_waveset _t abl es. nysql script to change the database
user password.

c. Create the new tables by using one of the following commands:
On Windows
c:\nysqgl\bin\nysgl -u root < create_waveset tables. nysql
On UNIX
SMYSQL/ bi n/ nysgl -u root < create_waveset_tabl es. nysql

Chapter 1  Before You Install 7



Prerequisite Tasks

Setting Up Oracle

Follow these steps to set up Oracle for use with Identity Manager.

NOTE

See “Supported Software and Environments” on page 1 for
supported database server versions, and for download or product
locations.

1. Install Oracle or confirm the connection to an Oracle database.

2. Connect to the Oracle instance as a user with privileges to create users and
tables.

3. Create the database. To do this:

a.

Copy the creat e_waveset _t abl es. or acl e script from the db_scri pts
directory on the installation CD (or from the i dm sanpl e directory if you
have already installed) to a temporary location.

Modify the creat e_waveset _t abl es. or acl e script:
Change the user password.

Change the path for DATAFILE to point to the location for your
waveset . dbf data file.

NOTE

Your database administrator may want to modify the script to meet
site-specific requirements for backup, replications, disk allocation,
distribution, or other considerations.

Create the new tables by using the following command:

On Windows

sql pl us dbauser nane/ dbapassword @reate_waveset tabl es.oracl e
On UNIX

sql pl us dbauser nane/ dbapassword @reate waveset tables.oracle
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Prerequisite Tasks

Setting Up DB2
Before setting up DB2, you should decide how DB2 will provide JDBC access.

JDBC Access Considerations

DB?2 offers two types of JDBC access, each of which requires a different URL
format. The setup process allows you to select a preferred driver and automatically
displays the corresponding URL template.

The application driver (CCM i bm db2. j dbc. app. DB2Dri ver ) requires local client
software and a local database instance. Since DB2 runs on a separate (often
dedicated) host in most production environments, the local database instance
usually contains an alias to the remote database instance. In this configuration, the
local database instance uses a DB2-specific protocol to communicate with the
remote database instance.

The Type 2 network driver (COM i bm db2. j dbc. net. DB2Dr i ver ) does not require
local client software or a local database. It does require that the DB2 Java Daemon
(db2j d) be running on the target server. (In most production environments, the
target server is a separate host, but the network driver works as well with a local
database instance.) This daemon is not started by default, but the database
administrator can start it manually or configure it to start automatically when the
database instance starts.

The Type 4 network driver (COM i bm db2. j cc. DB2Dr i ver ) connects directly to the
DB2 database.

Identity Manager DB2
DB2 net (Type 2) db2jd
Driver

’)@,
)
\
Y

¥ db2inst1

Chapter 1  Before You Install 9



Prerequisite Tasks

NOTE When using the type 4 driver (in a direct connection) with DB2 8.1.2
and above, download the following driver:

com i bm db2. j cc. DB2Dri ver

The following files that need to be in the $WSHOVE/ WEB- | NF/ | i b
directory:

db2j cc
db2j cc_license_cisuz.jar or db2jcc_license cu.jar

DB2 Setup
Follow these steps to set up DB2.

NOTE See “Supported Software and Environments” on page 1 for
supported database server versions, and for download or product
locations.

1. Install DB2 or confirm the connection to a DB2 database.
2. Connect to the DB2 instance as a user with privileges to create users and tables.
3. Create the database. To do this:

a. Copy the create_waveset _t abl es. db2 script from the db_scri pts
directory on the installation CD (or from the i dm sanpl e directory if you
have already installed) to a temporary location.

b. Modify the creat e_waveset _t abl es. db2 script:
« Change the user password.

« Change the path for the CREATE TABLESPACE command to a location
appropriate for your environment.
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Prerequisite Tasks

NOTE Your database administrator may want to modify the script to meet
site-specific requirements for backup, replications, disk allocation,
distribution, or other considerations.

Create the new tables by using the following command:
On Windows

db2 -tvf create waveset tables. db2

On UNIX

db2 -tvf create waveset tables. db2

Setting Up SQL Server
Follow these steps to set up SQL Server.

NOTE See “Supported Software and Environments” on page 1 for
supported database server versions, and for download or product
locations.

1. Install Microsoft SQL Server or confirm the connection to a SQL Server
installation.

2. Create the database. To do this:

a. Copy the create_waveset _t abl es. sql server script from the db_scripts
directory on the installation CD (or from the i dm sanpl e directory if you
have already installed) to a temporary location.

b. Modify the creat e_waveset _t abl es. sql server script to change the login
password.

NOTE Your database administrator may want to modify the script to meet
site-specific requirements for backup, replications, disk allocation,
distribution, or other considerations.

Chapter 1  Before You Install 11



Prerequisite Tasks

c. Create the new tables by executing the
creat e_waveset _t abl es. sql server script, located on the installation CD;
for example:

osql -E -i PathToFile\ creat e_waveset _tabl es. sql server

NOTE You must have privileges to create databases and logins.

3. Download and install the Microsoft SQL Server 2005 Driver for JDBC. To do
this:

a. Gotohttp://ww ncrosoft.com downl oads website.

b. In the Search for a Download area, enter “SQL Server JDBC” in the
keywords field, and then click Go.

c. Locate, download, and install the correct version of the driver for your
installation.

NOTE During installation, you will pause to install this driver and the
Microsoft jar files (installed with the driver) before continuing
setup. Refer to the installation procedures in the following chapters
for instructions.

Set Up a Service Provider Transaction Database

If you are installing Identity Manager Service Provider, then you must set up a
database in which to store transaction data. If you plan to do this, use one of the
following sample scripts as a starting point for creating your transaction database:

e create_spe tables.oracle
e create_spe_tables.db2

Use the procedures outlined in “Set Up an Index Database” on page 5 to guide you
through the process of creating a transaction database.

NOTE You must configure your database with a character set that supports
the characters that you want to store. If you need to store multi-byte
characters, you should use a character set (such as UTF-8) that
supports Unicode.
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Globalization Configuration

Inconsistent encodings may introduce certain globalization issues, such as
incorrect handlings of multibyte characters. Make sure the locale or encoding is
consistent with the following software in Identity Manager (IDM) deployment
environment:

¢ Application server instance

e Database

e Java Virtual Machine (JVM)

In globalized environments, UTF-8 should be implemented on all products.

Refer to the documentation for these products for information about setting the
locale/encoding. Also, when loading or unloading data via CSV or XML files,
ensure that their encodings are consistent with Identity Manager’s deployment
environment encoding to retain data integrity. For enabling localization support
see “Enabling Language Support” on page 64.

What's Next?

Use the procedures outlined in one of the following chapters to install and set up
Identity Manager for your application server type:

¢ “Installing Identity Manager for Tomcat” on page 25

¢ “Installing Identity Manager for WebLogic” on page 31

¢ “Installing Identity Manager for WebSphere” on page 39

¢ “Installing Identity Manager for Sun Application Server” on page 15.
¢ “Installing Identity Manager for JBoss” on page 47

Before you begin installing Identity Manager, note that by default, the

waveset . server | d Java system property is the name of the machine the application
server is installed on. If you need to set this property to another value (for example,
the application server machine contains multiple application server installations),
add the following command to the startup script for your application server.

- Dnaveset . server | d=Nane
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Chapter 2

Installing Identity Manager for Sun
Application Server

Use the following information and procedures to install Identity Manager for use
with the Sun Application Server, version 8 or Platform Edition 9 . This chapter
includes:

e Before You Begin

* Installation Steps

Before You Begin

During installation, you will need to know:
* Location where Java System Application Server is installed

* The password you selected when you set up the index database

Installation Steps

Follow these installation and configuration steps, located in this chapter and
following chapters:

¢ Step 1: Install the Sun Application Server Software

¢ Step 2: Install the Identity Manager Software

e Step 3. Deploy Identity Manager into Sun Application Server
¢ Step 4: Edit the server.policy File on Application Server
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e Step 5. Install the Sun Identity Manager Gateway

Step 1. Install the Sun Application Server
Software

NOTE Information in this chapter about Java System Application Server
installation is for general reference only. For detailed information,
refer to the Web page or reference information provided by the
application server software provider.

You may need to perform one or more of these general steps when installing the
software:

* Use the Java System Application Server typical installation.
* Specify the location for the Installation Directory.

* Specify the administrator name and password for Application Server
administration.

Step 2: Install the Identity Manager Software

1. You may install the software using one of two methods:
o Using the installer Graphic User Interface

Run theinstall.bat (for Windows) orinstall (for UNIX) command to
launch the installation process.

If you copy the files from the installation media to your own location, note
that thei dmwar and i nstall . cl ass files must be in the same directory.

The installer displays the Welcome panel.
o Using the nodisplay option (UNIX only)

On UNIX systems, change directory to the software location. Enter the
following command to activate the installer in nodisplay mode:
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install -nodisplay

The installer displays the Welcome text. The installer then presents a list of
questions to gather installation information in the same order as the Graphic
User Interface installer in these procedures.

NOTE If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

2. Click Next. The installer displays the Install or Upgrade? panel.
3. Leave the New Installation option selected, and then click Next.
The installer displays the Select Installation Directory panel.

4. Replace the displayed directory location with the location where you want to
install Identity Manager. This could be a staging location or a specific folder.
Enter the location (or click Browse to locate it), and then click Next.

NOTE If the directory you enter does not exist, Identity Manager prompts
for confirmation, and then creates the directory.

5. Click Next to begin installation.

After installing the files, Identity Manager displays the Launch Setup panel.

CAUTION Before you continue, if you plan to use an index database, you may
need to copy one or more files to the i dm WEB- | NR\ | i b directory. For
example, you may need to place into i dml WEB- I NF/ | i b a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR
file containing a JNDI InitialContextFactory (for a DataSource
connection). To determine the steps you may need to perform before
you go on, see “Index Database Reference” on page 77. When
finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.

Chapter 2 Installing Identity Manager for Sun Application Server
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6. Click Next on the Setup Wizard panel.
The installer displays the Locate the Repository panel.

7. Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

See “Index Database Reference” on page 77, for selections and setup
instructions.

8. Click Next.
9. The Continue Identity Manager Demo Setup? panel appears.

10. If this is a non-demo installation click No, I will configure Identity Manager
myself. Go to Step 19.

11. If appropriate, click Yes, I would like to continue setting up a demonstration
environment.

This allows you to quickly configure users and enter environment and server
information.

12. Enter the following personal information:
o First name
o Last name

o Email address

NOTE This personal information is used to create the Approver user (with
configurator privileges.)

13. Enter the following Approver information:
o Approver name
o Approver password

14. Click Next.

15. Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.
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17.

18.
19.
20.
21.
22.

Installation Steps

If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.

If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

Click Next.

The installer displays the Import Save Configuration panel.

Click Execute to perform all the listed functions. If desired, click Hide Details.
When all functions complete, click Done in the setup panel.

If the application server is installed on a UNIX machine, change directories to
the $WSHOVE/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chmod -R +x *

Getting More Information

When installation completes, the installer displays the Installation Summary panel.
For detailed information about the installation, click Details.

Not all messages may not be displayed here. View the log file (identified in details)
for more information.

When finished, click Close to exit the installer.

After completing installation, continue by optionally installing the Sun Identity
Manager Gateway.
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Step 3. Deploy ldentity Manager into Sun
Application Server

Follow these steps to deploy the Identity Manager application into Sun Application
Server:

1.

© N o o ~

10.

Open a command prompt, then change to the staging directory where you
installed the Identity Manager files. (This is the directory you specified in
Step 4 in the procedure “Step 2: Install the Identity Manager Software.”)

Create a . war file with the Identity Manager files by using the j ar. exe (on
Windows) or j ar (on UNIX) command:

c:\javal.5\bin\jar.exe cvf ..\idmwar *
fusr/bin/jar cvf ../idmwar *

Launch your application server and log in to the Java System Application
Server Admin Console.

Navigate to and expand the Applications folder in the left panel.
Click the Web Applications folder.

Click Deploy... in the right panel.

Enter the file path for the i dm war file, and then click Next.

When prompted, set the Application Name to idm. Set the Context Root to
/i dm and then click Finish.

If you are deploying on Platform Edition 9, perform the following steps to
ensure that you can create resources in Identity Manager.

a. Click on the Application Server link in the left pane of the Admin Console
b. Select the JVM Settings tab, then select the JVM Options tab.
c. Click Add JVM Option.
d. Add the the following to the blank box in the Value column:
-Dcom sun. enterpri se. server.ss. ASQui ckStart up=f al se
e. Click Save.

Do NOT restart the application server. Continue to Step 4: Edit the
server.policy File on Application Server.
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Step 4: Edit the server.policy File on Application
Server

Identity Manager must be given permissions to perform certain actions.

1. Add the following lines to the server. pol i cy file for the domain in which
Identity Manager is installed (located in
ApplicationServerHomel domai ns/ domainNamel confi g). Note that the
${waveset.home} variable must be expanded in the server. pol i cy file.

grant {

perm ssi on java. | ang. Runti mePer m ssi on "accessd assl nPackage. sun. i 0";
pern ssion java. | ang. Runti nePer m ssi on "get d assLoader";

pern ssion java. | ang. Runti nePer ni ssi on "created assLoader";

pern ssion java. | ang. Runti mePer m ssi on "accessDecl ar edMenber s";

per nm ssi on com waveset.repository.test.testConcurrentLocking "read";
perm ssi on j ava. net. Socket Pernission "*", "connect, resol ve";
pernmission java.io.FilePermssion "*", "read";

pernission java.util.PropertyPermssion "*", "read,wite";

¥

grant codeBase "file: ${waveset. hone}/-" {

perm ssion java.util.PropertyPerm ssion "waveset.home", "read,wite";
pernission java.util.PropertyPerm ssion "security. provider",
"read, wite";

pernission java.io.FilePerm ssion "${waveset. hone}${/} *",

"read, wite, execute";

perm ssion java.io.FilePerm ssion "${waveset. hone}/hel p/index/-",
"read, wite, execute, del ete";

perm ssion java.io.FilePermssion "$(java.io.tnpdir)$(/)*",
"read,wite, del ete";

pernission java.util.PropertyPermssion "*", "read,wite";

pern ssion java. | ang. Runti nePer m ssi on "accessd assl nPackage. sun.io";
perni ssi on j ava. net. Socket Pernission "*", "connect, resol ve";

b

If you want to deploy Identity Manager Service Provider, add the following
permissions to the above server. pol i cy file entries.

grant {

per ni ssion java. | ang. Runt i mePer m ssi on "shut downHooks";
pernission java.io.FilePerm ssion

"${waveset . hone}/ VEB- | NF/ spe/ confi g/ spe.tld", "read";
¥
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NOTE If you fail to update the old server. policy fil e with the above,
and try to use the search engine, lock files may be created in the
index directory that cannot be removed by the container. This
always causes queries to hang, even if the server.policy file is
subsequently updated.

For example, the contents of the help/index/docs directory should
contain these five files:

AL

M
pl.dict
pl.fields
pl. post

In addition to the above, there may be two lock files:

AL. | ock
M. | ock

These must be deleted manually. Once these are removed (and the
server.policy file updated correctly), search queries will work as
expected.

If you want to run with trace set to write to a file, you will need to add the
following additional permissions to the server. pol i cy file.

grant {
permission java.io.FilePernission
"/ var/ opt/ SUN\Wappser ver / domai ns/ domai n1/ appl i cati ons/j 2ee- modul es/
i dm config/tracel.log", "read,wite";
permssion java.io.FilePermssion "$(java.io.tnpdir)$(/)*",
"read, wite,del ete";
permssion java.util.PropertyPermssion "trace.file", "read";
permssion java.util.PropertyPerm ssion "trace.destination", "read";
permssion java.util.PropertyPerm ssion "trace. enabl ed", "read";
¥
where Fi | ePer i ssi on is the actual path of the trace file. Adjust the path to the
output file as needed.

2. Restart the application server.

3. To verify setup, log in to Identity Manager. You can do this within the Admin
Console by clicking the Launch button on the "idm" line of the Web
Applications folder.
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Step 5. Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager

Gateway” on page 59.
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Chapter 3

Installing Identity Manager for Tomcat

Use the following information and procedures to install Identity Manager for use
with the Apache Tomcat application server.:

* Before You Begin

* Installation Steps

Before You Begin

During installation, you will need to know:
¢ The location where Tomcat is installed

* The login and password you selected when you set up the index database

Installation Steps
Follow these installation and configuration steps:
¢ Step 1: Install the Tomcat Software
* Step 2: Install the Identity Manager Software

* Step 3: Install the Sun Identity Manager Gateway
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Step 1: Install the Tomcat Software

NOTE Steps in this chapter that outline Tomcat installation are for general
reference only. For detailed information about installing Tomcat,
refer to the Web page or reference information provided by the
application server software provider.

Install the Tomcat software according to the instructions provided by the
application server provider. You may find helpful information at the Jakarta
Project site, at http://] akart a. apache. or g/t oncat/ .

Installing on Windows

If you are installing from the Tomcat installer:
1. Specify the Tomcat installation location.

2. Select to start Tomcat as a service, and then select the port to run on. The
default port is 8080.

Installing on UNIX

1. After downloading and unpacking the Tomcat installation bundle, modify the
Tomcat startup script by using this procedure:

In the set cl asspat h. sh file in the $TOMCAT_HOME bi n directory, add these lines
to the top of the file:

JAVA HOVE=Location of a JDK
BASEDI R=Locat i on of your unpacked Tontat
export JAVA HOME BASED R

2. When configuring Tomcat to support UTF-8, add the URl Encodi ng="UTF- 8"
attribute to the connector element in the TOMCAT Dl Rconf/server. xn file, for
example:

<I'-- Define a non-SSL Coyote HTTP/ 1.1 Connector on the port specified
during installation -->
<Connect or port="8080"

maxThr eads="150"

m nSpar eThr eads=" 25"

max Spar eThr eads="75"
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enabl eLookups="f al se" redirect Port="8443"

accept Count ="100" debug="0" connecti onTi neout =" 20000"
di sabl eUpl oadTi meout ="t r ue"

UR Encodi ng="UTF-8" />

3.  When configuring Tomcat to support UTF-8, also add - Df i | e. encodi ng=UTF- 8
in your java v options.

Step 2: Install the Identity Manager Software

1. You may install the software using one of two methods:

0

Using the installer Graphic User Interface

Run theinstall.bat (for Windows) orinstall (for UNIX) command to
launch the installation process.

If you copy the files from the installation media to your own location, note
that the i dm war and i nstal | . cl ass files must be in the same directory.

The installer displays the Welcome panel.
Using the nodisplay option (UNIX only)

Change directory to the Identity Manager software location. Enter the
following command to activate the installer in nodisplay mode:

install -nodisplay

The installer displays the Welcome text. The installer then presents a list of
questions to gather installation information in the same order as the
Graphic User Interface installer in these procedures.

NOTE

If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

2. Click Next to display the Install or Upgrade? panel.

3. Leave the New Installation option selected, and then click Next.

The installer displays the Select Installation Directory panel.

4. Replace the displayed directory location with the location where you want to
install Identity Manager. This could be a staging location or a specific folder.
Enter the location (or click Browse to locate it), and then click Next.
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NOTE e Unless you plan to create a new context (virtual directory) in
Tomcat's server. xnl directory, we recommend installing to
9@ OMCAT _HOVE% webapps\i dm

e If the directory you enter does not exist, the installer prompts
for confirmation, and then creates the directory.

5. Click Next to begin installation.
After installing files, the installer displays the Launch Setup panel.

6. AddtheJavamail.jar,activation.jar,and|ns.jar files to the
$WBHOVE/ VEB- | NF/ | i b directory. These files can be found at:

http://java. sun. con product s/ j avanai |
http://java. sun. con product s/ beans/ gl asgow j af . ht ni

http://java. sun. com product s/ j ns/ i ndex. j sp

CAUTION Before you continue, if you plan to use an index database, you may
need to copy one or more files to the i dmi VEB- | NF/ | i b directory. For
example, you may need to place into i dni WEB- | NF/ | i b a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR
file containing a JNDI InitialContextFactory (for a DataSource
connection). To determine the steps you may need to perform before
you go on, see “Index Database Reference” on page 77. When
finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.

7. Click Next on the Setup Wizard panel.
The product displays the Locate the Repository panel.
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Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

See “Index Database Reference” on page 77, for selections and setup
instructions.

Click Next.
The Continue Identity Manager Demo Setup? panel appears.

If this is a non-demo installation, click No, I will configure Identity Manager
myself. Go to Step 20.

If appropriate, click Yes, I would like to continue setting up a demonstration
environment.

This allows you to quickly configure users and enter environment and server
information.

Enter the following personal information:
o Firstname
o Lastname

o Email address

NOTE This personal information is used to create the Approver user (with

configurator privileges.)

14.

15.
16.

17.

Enter the following Approver information:
o Approver name

o Approver password

Click Next.

Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.

If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.
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18. If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

19. Click Next.

20. The installer displays the Import Save Configuration panel.

21. Click Execute to perform all the listed functions. If desired, click Hide Details.
22. When all functions complete, click Done in the setup panel.

23. If the application server is installed on a UNIX machine, change directories to
the $WSHOVE/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chnod -R +x *

Getting More Information

When installation completes, the installer displays the Installation Summary panel.
For detailed information about the installation, click Details.

Some messages may not be displayed here. View the log file (identified in details)
for more information.

When finished, click Close to exit the installer.

Step 3: Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager
Gateway” on page 59.
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Chapter 4

Installing Identity Manager for
WebLogic

Use the following information and procedures to install Identity Manager for use
with the BEA WebLogic application server. This chapter contains:

* Before You Begin

e Installation Procedures

Before You Begin

During installation, you will need to know:
* Location where WebLogic is installed
* WebLogic domain name

* The password you selected when you set up the index database

Installation Procedures

Follow these installation and configuration steps, located in this chapter and
following chapters:

¢ Step 1: Configure the WebLogic Software
* Step 2: Install the Identity Manager Software
e Step 3: Deploy the Application

e Step 4: Add the Application Main Page to Default Documents for IIS (optional)
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e Step 5: Install the Sun Identity Manager Gateway

Step 1. Configure the WebLogic Software

1. Install WebLogic and select the domain that will be referenced when installing
the software.

2. Set the environment variables JAVA_HOME and WSHOME:

set JAVA HOMVE=/ Pat hTo/ j ava
set WSHOVE=Path To IDMDirectory

NOTE Make sure the value of the WSHOME environment variable does
NOT contain the following;:

¢ Quotation marks (“ “)
* A slash or backslash at the end of the path (/ or \)

Do not use quotation marks, even if the path to the application
deployment directory contains spaces.

3. For WebLogic 9.1 and higher only, add the Javanai | . j ar,and activation.jar
files to the $WSHOVE/ WEB- | NF/ | i b directory. These files can be found at:

http://java. sun. con product s/ j avanai |

http://java. sun. con product s/ beans/ gl asgow j af . ht ni

Step 2: Install the Identity Manager Software

1. You may install the software using one of two methods:
o Using the installer Graphic User Interface

Run theinstal | . bat (for Windows) orinstal | (for UNIX) command to
launch the installation process.

If you copy the files from the installation media to your own location, note
that the i dmwar and i nstal | . cl ass files must be in the same directory.

The installer displays the Welcome panel.
o Using the nodisplay option (UNIX only)
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On UNIX systems, change directory to the Identity Manager software
location. Enter the following command to activate the installer in
nodisplay mode:

install -nodisplay

The installer displays the Welcome text. The installer then presents a list of
questions to gather installation information in the same order as the
Graphic User Interface installer in these procedures.

NOTE If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

2. Click Next. The installer displays the Install or Upgrade? panel.
3. Leave the New Installation option selected, and then click Next.
The installer displays the Select Installation Directory panel.

4. Replace the displayed directory location with the location where you want to
install Identity Manager. This could be a staging location or a specific folder.
Enter the location (or click Browse to locate it), and then click Next.

NOTE e If the directory you enter does not exist, The installer prompts
for confirmation, and then creates the directory.

* The WebLogic Web application home directory is
ServerHomel user _pr oj ect s/ domai ns/ DomainNamel aut odepl oy

5. Click Next to begin installation.

After installing the files, the installer displays the Launch Setup panel.
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CAUTION Before you continue, if you plan to use an index database, you may
need to copy one or more files to the i dm WEB- | NR\ | i b directory. For
example, you may need to place into i dni WEB- I NF/ | i b a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR
file containing a JNDI InitialContextFactory (for a DataSource
connection). To determine the steps you may need to perform before
you go on, see “Index Database Reference” on page 77. When
finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.

6. Click Next on the Setup Wizard panel.
The installer displays the Locate the Repository panel.

7. Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

See “Index Database Reference” on page 77, for selections and setup
instructions.

8. Click Next.
9. The Continue Identity Manager Demo Setup? panel appears.

10. If this is a non-demo installation click No, I will configure Identity Manager
myself. Go to Step 19.

11. If appropriate, click Yes, I would like to continue setting up a demonstration
environment.

This allows you to quickly configure users and enter environment and server
information.

12. Enter the following personal information:
o First name
o Last name

o Email address
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NOTE This personal information is used to create the Approver user (with

configurator privileges.)

13.

14.
15.

16.

17.

18.
19.
20.
21.
22.

23.

Enter the following Approver information:
o Approver name

o Approver password

Click Next.

Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.

If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.

If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

Click Next.

The installer displays the Import Save Configuration panel.

Click Execute to perform all the listed functions. If desired, click Hide Details.
When all functions complete, click Done in the setup panel.

If the application server is installed on a UNIX machine, change directories to
the $WSHOVE/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chmod -R +x *

Remove the Cryptix JAR files (crypti x-j ce-api.jar and
cryptix-jce-provider.jar) from the YWBHOVE% \ VEB- | NR\ | i b directory.
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NOTE The Cryptix JAR filesare no longer included and no longer
supported. You need to remove them if you haven't already. If
you've customized your Vveset . properti es file, please make sure
that security. j ce. workar ound property is set to false or removed.
An exception will be thrown if this property is set to true because
the intention of this property will not be fulfilled.

Getting More Information

When installation completes, the installer displays the Installation Summary panel.
For detailed information about the installation, click Details.

Not all messages may not be displayed here. View the log file (identified in details)
for more information.

When finished, click Close to exit the installer.

After successfully completing, the installer installation, continue setup by
configuring the WebLogic server.

Step 3: Deploy the Application

By default, WebLogic automatically deploys from the appl i cat i ons or aut odepl oy
directory. Use the WebLogic Console to deploy Identity Manager if automatic
deployment is not enabled.

Step 4: Add the Application Main Page to Default
Documents for |IS (optional)

If you are using Internet Information Server (IIS) as your Web server, you must add
index.html to the list of Default Documents (under Properties) on the Identity
Manager virtual directory in ISS. Otherwise, the Identity Manager main page will
not resolve correctly when accessing the Identity Manager server.
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Step 5: Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager

Gateway” on page 59.
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Chapter 5

Installing Identity Manager for
WebSphere

Use the following information and procedures to install Identity Manager for use
with the IBM WebSphere Application Server. This chapter includes:

Before You Begin

Installation Steps

Before You Begin

During installation, you will need to know:

Location where WebSphere is installed

The password you selected when you set up the index database

Installation Steps

Follow these installation and configuration steps, located in this chapter and
following chapters:

Step 1: Prepare the Application Server

Step 2: Install the Identity Manager Software
Step 3: Configure the Application Server

Step 4: Install the Sun Identity Manager Gateway
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These procedures assume that you have set up an application server and servlet
engine in WebSphere. For detailed information about installing and using
WebSphere, refer to the Web page or reference information provided by the
application server software provider.

Step 1. Prepare the Application Server

Use the following procedure to prepare the application server for Identity
Manager:

1. Copy the i dmwar file from the base directory of the installation media to an
i dm st agi ng folder.

2. Unjar the i dm war file in the i dm st agi ng folder:
jar -xvf idmwar
3. Set the environment variables JAVA HOVE and WSHOVE:

set JAVA HOVE=c:\ Program Fi | es\ ViébSpher e\ AppSer ver\j ava
set WSHOVE=Path To IDMStaging Directory

NOTE Make sure the value of the WSHOME environment variable does
NOT contain the following;:

¢ Quotation marks (“ )
® Aslash or backslash at the end of the path (/ or \)

Do not use quotation marks, even if the path to the application
deployment directory contains spaces.

4. If you plan to use an index database, you may need to copy one or more files to
the i dm VEB- I NR\ | i b directory. To determine the steps you may need to
perform before you go on, see “Index Database Reference” on page 77. When
finished, launch setup to continue with installation.

CAUTION If you launch setup before copying your index database files, setup
will not proceed correctly. Copy the files, and then use the | h set up
command to restart the setup portion of the installation process.
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Step 2: Install the Identity Manager Software

Use the following procedure to install Identity Manager on the application server.

1. You may install the software using one of two methods:

m

Using the installer Graphic User Interface

Run theinstal | . bat (for Windows) orinstal | (for UNIX) command to
launch the installation process.

If you copy the files from the installation media to your own location, note
that the i dm war and i nstal | . cl ass files must be in the same directory.

The installer displays the Welcome panel.
Using the nodisplay option (UNIX only)

Change directory to the Identity Manager software location. Enter the
following command to activate the installer in nodisplay mode:

install -nodisplay

The installer displays the Welcome text. The installer then presents a list of
questions to gather installation information in the same order as the
Graphic User Interface installer in these procedures.

NOTE

If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

2. Click Next to display the Install or Upgrade? panel.

3. Leave the New Installation option selected, and then click Next.

The installer displays the Select Installation Directory panel.

4. Replace the displayed directory location with the location where you want to
install Identity Manager. This could be a staging location or a specific folder.
Enter the location (or click Browse to locate it), and then click Next.

5. Click Next to begin installation.

After installing files, the installer displays the Launch Setup panel.

6. Select an index database frm the list provided. Depending on your selection,
setup prompts for additional setup information.
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CAUTION Before you continue, if you plan to use an index database, you may

need to copy one or more files to the i dm WEB- | NF/ | i b directory. For
example, you may need to place a JAR file containing a JDBC driver
(for a DriverManager connection) or a JAR file containing a JNDI
InitialContextFactory (for a DataSource connection). To determine
the steps you may need to perform before you go on, see “Index
Database Reference” on page 77. If you are planning to use a Data
Source as your repository location, see the special instructions in
“Configuring Data Sources for Identity Manager” on page 81.

When finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.

7. Click Next on the Setup Wizard panel.
The product displays the Locate the Repository panel.

8. Select an index database from the list of displayed options.
Depending on your selection, setup prompts for additional setup information.

NOTE See “Index Database Reference” on page 77, for selections and setup

instructions.

9. Click Next.

10. The Continue Identity Manager Demo Setup? panel appears.

11. If this is a non-demo installation, click No, I will configure Identity Manager
myself. Go to Step 20.

12. If appropriate, click Yes, I would like to continue setting up a demonstration
environment.
This allows you to quickly configure users and enter environment and server
information.

13. Enter the following personal information:
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m  First name
=  Last name

»  Email address

NOTE This personal information is used to create the Approver user (with

configurator privileges.)

14.

15.
16.

17.

18.

19.
20.
21.
22.
23.

Enter the following Approver information:
m  Approver name

m  Approver password

Click Next.

Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.

If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.

If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

Click Next.

The installer displays the Import Save Configuration panel.

Click Execute to perform all the listed functions. If desired, click Hide Details.
When all functions complete, click Done in the setup panel.

If the application server is installed on a UNIX machine, change directories to
the $WSHOME/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chmod -R +x *

Step 3: Configure the Application Server

Use the following procedure to configure WebSphere.
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NOTE The following procedure uses the Integrated Solutions Console,

Version 6.1. The configuration procedure may vary for other
versions of the Integrated Solutions Console.

Delete the following files, if they exist:
m  VEB-INF/lib/log.jar

m  VEB-INF/lib/j2ee.jar

»  VEB-INF/lib/ldap.jar

Create a . war file from WSHOME:

jar -cvf idmwar *

Start the application server. You must use WebSphere’s script to do this. For
example, if WebSphere’s binary files are installed in c: \ Pr ogr am

Fi | es\ VbSpher e\ AppSer ver\ bi n, and that the application server is named
serverl:

cd c:\Program Fi | es\ WebSpher e\ AppSer ver\ bi n
start Server.bat serverl

Start the WebSphere Integrated Solutions Console, and then select
Applications—>Install New Application. The Preparing for the application
installation panel displays.

a. Add the full path to the i dm war file in the Local or Remote file system
field.

b. Add the path to the Context Root for the Identity Manager installation (for
example, / i dm).

c. Select the Show me all installation options and parameters option. Then
click Next. A new panel is displayed.

Select the Generate Default Bindings option. (Use the default selections for
Override and Virtual Host.) Click Next.

Accept the was. pol i cy file that is displayed under the heading Application
Security Warnings. Scroll down to the bottom of this file and click the
Continue button.

Configure the Step 1: Select installation options page as needed.
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14.

15.
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= If you want to install the application to a different location than
WebSphere’s default location, enter the path to install the application in
the Directory to Install Application field; for example:

c:\ Program Fi | es\ VbSpher e\ AppSer ver\i nst al | edApps\ Hostname

n  Make sure the Distribute Application and Use Binary Configuration
options are selected.

n  Make sure that the Create Mbeans for Resources and Deploy Enterprise
Beansoptions are not selected.

m  Enter the name of the application in the Application Name field (the
defaultisi dm).

m  If desired, select the Enable class reloading option.
Click Next after configuring this dialog.

Make sure the Step 2: Map modules to servers panel displays a line for the
current release of Identity Manager and that it maps to the appropriate serve.
Click Step 6: Map virtual hosts for Web modules.

Make sure the Step 6: Map virtual hosts for Web modules panel displays a
line for the current release of Identity Manager and that it maps to the
appropriate virtual host, and then click Step 8: Summary.

Review the summary of options, then click Finish.

After Identity Manager has been installed, click Save to Master Configuration
to save the configuration.

Click Save, and then wait for the page to clear.
Stop the Identity Manager application.

Add the following line to your WAS_ROOT/ profi | es// Profi | eNarre/ /
i nstal | edApps// nodenare/// Ent er pri seAppNane// /i dm war/ WEB- | NF/
i bm web- ext. xm file

<jspAttributes xm:id="JSPAttribute_1" name="j dkSourcelevel "
val ue="15"/>

This line causes the application server to compile JSP files in Java 5.

Restart Identity Manager.
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Step 4. Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager

Gateway” on page 59.
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Installing Identity Manager for JBoss

Use the following information and procedures to install Identity Manager for use
with the JBoss application server. This chapter contains:

* Before You Begin

* Installation Steps

Before You Begin

During installation, you will need to know:
e The location where JBoss is installed

* The login and password you selected when you set up the index database

Installation Steps
Follow these installation and configuration steps:
¢ Step 1: Install the JBoss Software
¢ Step 2: Install the Identity Manager Software

* Step 3: Install the Sun Identity Manager Gateway
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Step 1. Install the JBoss Software

NOTE Steps in this chapter that outline JBoss installation are for general

reference only. For detailed information about installing JBoss, refer
to the Web page or reference information provided by the
application server software provider.

Install the JBoss software according to the instructions provided by the application
server provider. You may find helpful information at the JBoss Project site, at
http://1abs.jboss. con portal/jbossas .

You may need to perform one or more of these general steps when installing the
software:

Install the full JBoss application server.
Ensure that the JBoss installation path does not contain spaces.

Specify the administrator name and password for Application Server
administration.

When configuring JBoss to support UTF-8, add the URl Encodi ng="UTF- 8"
attribute to the Connect or element in the

InstallDir\ server\ def aul t\ depl oy\ j bossweb- t ontat 55. sar\ server. xn file,
for example:

<l-- A HITP/1.1 Connector on port 8080 -->
<Connector port="17001" address="${| boss. bi nd. addr ess}"
maxThr eads="250" strategy="ns" nmaxH t pHeader Si ze="8192"
enpt ySessi onPat h="t rue" enabl eLookups="f al se" redirect Port="8443"
accept Count ="100" connect i onTi meout =" 20000"
di sabl eUpl oadTi meout ="true" URI Encodi ng="UTF-8" />

When configuring JBoss to support UTF-8, also add - DX i | e. encodi ng=UTF- 8 in
your Java VM options.

Increase the JBoss PermGen space to avoid out-of-memory errors. For example,
add the following arguments in your JAVA_OPTS environment variable to
increase the space to 128 MB:

- XX: Per nBi ze=128m - XX: MaxPer n&i ze=128m
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Step 2: Install the Identity Manager Software

1. Set the environment variables JAVA_HOME and WSHOME:

set JAVA HOME=/ Pat hTo/ j ava
set WSHOVE=Path To IDM Directory

NOTE Make sure the value of the WSHOME environment variable does
NOT contain the following;:

¢ Quotation marks (“ )
® Aslash or backslash at the end of the path (/ or \)

Do not use quotation marks, even if the path to the application
deployment directory contains spaces.

2. You may install the software using one of two methods:
o Using the installer Graphic User Interface

Run theinstall.bat (for Windows) orinstal |l (for UNIX) command to
launch the installation process.

The installer displays the Welcome panel.
o Using the nodisplay option (UNIX only)

Change directory to the Identity Manager software location. Enter the
following command to activate the installer in nodisplay mode:

install -nodisplay

The installer displays the Welcome text. The installer then presents a list of
questions to gather installation information in the same order as the
Graphic User Interface installer in these procedures.

NOTE If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

3. Click Next to display the Install or Upgrade? panel.
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4. Leave the New Installation option selected, and then click Next.
The installer displays the Select Installation Directory panel.

5. Replace the displayed directory location with a staging directory. Enter the
location (or click Browse to locate it), and then click Next.

NOTE If the directory you enter does not exist, the installer prompts for
confirmation, and then creates the directory.

6. Click Next to begin installation.
After installing files, the installer displays the Launch Setup panel.

7. AddtheJavamail.jar and activation.|ar files to the $WSHOVE/ VEB- | NF/ | i b
directory. These files can be found at:

http://java. sun. com product s/ j avanai |

http://java. sun. con product s/ beans/ gl asgow j af . ht ni

CAUTION Before you continue, if you plan to use an index database, you may
need to copy one or more files to the i dm WEB- | NR\ | i b directory. For
example, you may need to place into i dml WEB- I NF/ | i b a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR
file containing a JNDI InitialContextFactory (for a DataSource
connection). To determine the steps you may need to perform before
you go on, see “Index Database Reference” on page 77. If you are
planning to use a Data Source as your repository location, see the
special instructions in “Configuring Data Sources for Identity
Manager” on page 81.

When finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.

8. Click Next on the Setup Wizard panel.
The product displays the Locate the Repository panel.
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Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

See “Index Database Reference” on page 77, for selections and setup
instructions.

Click Next.
The Continue Identity Manager Demo Setup? panel appears.

If this is a non-demo installation, click No, I will configure Identity Manager
myself. Go to Step 21.

If appropriate, click Yes, I would like to continue setting up a demonstration
environment.

This allows you to quickly configure users and enter environment and server
information.

Enter the following personal information:
o Firstname
o Lastname

o Email address

NOTE This personal information is used to create the Approver user (with

configurator privileges.)

15.

16.
17.

18.

Enter the following Approver information:
o Approver name

o Approver password

Click Next.

Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.

If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.
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19.

20.
21.
22.
23.

24.

25.

26.

If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

Click Next.

The installer displays the Import Save Configuration panel.

Click Execute to perform all the listed functions. If desired, click Hide Details.
When all functions complete, click Done in the setup panel.

When installation completes, the installer displays the Installation Summary
panel. For detailed information about the installation, click Details.

Not all messages may not be displayed here. View the log file (identified in
details) for more information.

When finished, click Close to exit the installer.
Create a . war file from WSHOME:
jar -cvf idmwar *

Copy the i dm war file to the JBoss depl oy directory. (For example,
InstallDir\ server\ def aul t\ depl oy)

If the application server is installed on a UNIX machine, change directories to
the $WSHOVE/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chmod -R +x *

Step 3: Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager
Gateway” on page 59.
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Chapter 7

Installing Identity Manager for Oracle
Application Server 10g

Use the following information and procedures to install Identity Manager for use
with the Oracle Application Server 10g Release 3. This chapter includes:

* Before You Begin

* Installation Steps

Before You Begin

During installation, you will need to know:
* Location where Oracle Application Server is installed

¢ The password you selected when you set up the index database

Installation Steps

Follow these installation and configuration steps, located in this chapter and
following chapters:

¢ Step 1: Install the Oracle Application Server Software

¢ Step 2: Install the Identity Manager Software

¢ Step 3. Deploy Identity Manager into Oracle Application Server
* Step 4. Install the Sun Identity Manager Gateway
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Step 1: Install the Oracle Application Server
Software

NOTE Information in this chapter about Oracle Application Server
installation is for general reference only. For detailed information,
refer to the Web page or reference information provided by the
application server software provider.

You may need to perform one or more of these general steps when installing the
software:

* Use the Oracle Enterprise Manager 10g Application Server typical installation.
* Specify the location for the Installation Directory.

* Specify the administrator name and password for Application Server
administration.

Step 2: Install the Identity Manager Software

1. You may install the software using one of two methods:
o Using the installer Graphic User Interface

Run theinstal | . bat (for Windows) orinstal | (for UNIX) command to
launch the installation process.

If you copy the files from the installation media to your own location, note
that the i dmwar and i nstal | . cl ass files must be in the same directory.

The installer displays the Welcome panel.
o Using the nodisplay option (UNIX only)

On UNIX systems, change directory to the software location. Enter the
following command to activate the installer in nodisplay mode:

instal |l -nodisplay

The installer displays the Welcome text. Click Next. The installer then presents
a series of questions to gather installation information in the same order as the
Graphic User Interface installer in these procedures.

54 Sun Identity Manager 8.0 « Installation



Installation Steps

NOTE If no display is present, the installer defaults to the nodi spl ay
option. The DISPLAY environment variable must be set to a valid X
server or the installation may fail.

2. Click Next. The installer displays the Software License Agreement page. Read
the agreement, then if you accept, click the Yes (Accept License) button. The
installer displays the Install or Upgrade? panel.

3. Leave the New Installation option selected, and then click Next.
The installer displays the Select Installation Directory panel.

4. Replace the displayed directory location with the location where you want to
install Identity Manager. This could be a staging location or a specific folder.
Enter the location (or click Browse to locate it), and then click Next.

NOTE If the directory you enter does not exist, Identity Manager prompts
for confirmation, and then creates the directory.

5. On the Ready to Install page, click Install Now to begin installation.

After installing the files, Identity Manager displays the Launch Setup panel.

CAUTION  Before you continue, if you plan to use an index database, you may
need to copy one or more files to the i dm WEB- | NR\ | i b directory. For
example, you may need to place into i dni WEB- | NF/ | i b a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR
file containing a JNDI InitialContextFactory (for a DataSource
connection). To determine the steps you may need to perform before
you go on, see “Index Database Reference” on page 77. When
finished, click Launch Setup to launch the Setup Wizard and
continue with setup steps.

A pop-up window will ask if you have copied all JAR files. If you
have, click Yes, Continue.

If you click Launch Setup before copying your index database files,
setup will not proceed correctly. If this happens, quit the installation
program, and then use the | h set up command to restart the setup
portion of the installation process.
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6. Click Next on the Sun Setup Wizard panel.
The installer displays the Locate the Repository panel.

7. Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

See “Index Database Reference” on page 77, for selections and setup
instructions.

8. Click Next.
9. The Continue Identity Manager Demo Setup? panel appears.

10. If this is a non-demo installation click No, I will configure Identity Manager
myself. Go to Step 19.

11. If appropriate, click Yes, I would like to continue setting up a demonstration
environment.

This allows you to quickly configure users and enter environment and server
information.

12. Enter the following personal information:
o First name
o Last name

o Email address

NOTE This personal information is used to create the Approver user (with
configurator privileges.)

13. Enter the following Approver information:
o Approver name
o Approver password

14. Click Next.

15. Select the Server Type from the list.

Select None if your environment has no server to manage. If there is a server
you wish to manage, select the appropriate server type. You will be prompted
for further server information as appropriate.
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16. If you have an email SMTP server, click SMTP Host and enter the server
address. If desired, click Test Server to verify communication to the SMTP
server.

17. If you would like email notifications to be written to a file, click Notification
File. Click Browse to select another notification file.

18. Click Next.

19. The installer displays the Import Save Configuration panel.

20. Click Execute to perform all the listed functions. If desired, click Hide Details.
21. When all functions complete, click Done in the setup panel.

22. If the application server is installed on a UNIX machine, change directories to
the $WSHOVE/ bi n directory and run the following command to allow the scripts
in this directory to be executed.

chmod -R +x *

Getting More Information

When installation completes, the installer displays the Installation Summary panel.
For detailed information about the installation, click Details.

Not all messages may not be displayed here. View the log file (identified in details)
for more information.

When finished, click Close to exit the installer.

After completing installation, continue by optionally installing the Sun Identity
Manager Gateway.

Step 3. Deploy ldentity Manager into Oracle
Application Server

Follow these steps to deploy the Identity Manager application into Oracle
Application Server:

1. Open a command prompt, then change to the staging directory where you
installed the Identity Manager files. (This is the directory you specified in
Step 4 in the procedure “Step 2: Install the Identity Manager Software.”)
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® N o o

10.
11.

Create a . war file with the Identity Manager files by using the j ar. exe (on
Windows) or j ar (on UNIX) command:

c:\javal.5\bin\jar.exe cvf ..\idmwar *
[usr/bin/jar cvf ../idmwar *

Launch your application server and log in to the Oracle Application Server
Control Console.

Navigate to the Cluster Topology page. Select View by Application Servers.
Then select the OC4] name link.

On the OC4] Home page, click the Applications link.
Click the Deploy... button.
In the Archive text box, enter the file path for the i dm war file.

In the Deployment Plan section, select Automatically create a new
deployment plan. Then click Next.

When the Deploy: Application Attributes page displays, set the Application
Name to i dm Set the Context Root to /i dm and then click Next.

Set any Deployment Settings as necessary for your site.

Click the Deploy button. The console displays a confirmation page when
Identity Manager has been deployed.

Step 4. Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager
Gateway” on page 59.
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Install the Sun Identity Manager
Gateway

If you plan to set up any of the following resource adapters, you must install the
Sun Identity Manager Gateway.

*  Windows Active Directory

¢ Domino

¢ Novell NetWare, including GroupWise
* Remedy

* RSA ACE/Server

* Scripted Gateway

Prerequisites

The Sun Identity Manager Gateway may be installed on Windows 2000 SP3 or
above and Windows 2003 platforms.

Systems that are running the Sun Identity Manager Gateway should be configured
so that Dr. Watson does not produce visual notifications. If this feature is set, then
if the gateway encounters an error, the process will hang until the pop-up window
is closed.

The gateway system should also be configured to use a default ANSI codepage that
is compatible with all data that Identity Manager manages.

You should use UTF-8 whenever possible, and if multiple resources are to be
accessed from a single gateway, the gateway and all resources should all be
configured to use UTE-8.
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If you need to access resources that use different code pages, install a separate
gateway for each code page. The gateway and resource should implement the
same code page.

Refer to the following web page for information about setting international support
on Windows XP and Server 2003 systems:

http://ww m crosof t. con gl obal dev/ handson/ user / xpi nt | supp. nspx

Installation

To install the gateway on a Windows machine:

1. Select the Windows machine on which to install the gateway. It must be a
member of the domain in which the accounts and other objects will be
managed (the managed domain) or a member of a domain that is trusted by
the managed domain. The gateway does not need to run on a domain
controller.

NOTE For better performance, the gateway should be located near (from a
network connectivity perspective) the domain controllers of the
managed domain.

2. If you are selecting a system that is not the Identity Manager server, then:
a. Create a directory called idm on the remote system.
b. Copy the gat eway. zi p file from the Identity Manager Installation CD.

c. Unpack and copy the contents of the gateway. zip file to the idm
directory.

3. From the directory where the gateway files are installed, run the following
command to install the gateway as a service:

gateway -i

4. Run the following command to start the gateway service:

gateway -s
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NOTE *  You can stop the gateway service by running the command:

gateway -k

* You can also start and stop the gateway by following these
steps:

o Open the Windows Control Panel.

o Open Services. (In Windows, Services is located in
Administrative Tools.)

o Select Sun Identity Manager Gateway.
o Click Start or Stop.

Failure Messages

Two common messages and their likely causes when working with the gateway
are as follows:

e 'Overlapped I/O operation is in progress'

The most common cause of this message is that you have asked for the service
to be installed or removed before a prior installation or removal has fully
completed. Check the state of the service.

e 'Input/output error'

The most common cause of this is that you do not have rights to work with this
service.

What's Next?

To begin using Identity Manager, follow the steps in “Getting Started” on page 63.
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Chapter 9

Getting Started

Follow these steps to begin using Identity Manager or Service Provider.

1.
2.

Start your application server.

In a Web browser, enter the URL for your application server, including port,
appended with the URL for the Web application (typically, thisis /i dm.

For example: htt p: / / appser ver . exanpl e. com 8080/ i dm

NOTE If you are using Internet Information Server (IIS) as your Web

server, you must add index.html to the list of Default Documents
under Properties, on the Identity Manager virtual directory in ISS.
Otherwise, the applications main page will not resolve correctly
when accessing the Identity Manager server.

Enter a user ID and password to log in. You can log in with one of the default
account IDs and passwords:

ID: Configurator
Password: configurator

or

ID: Administrator
Password: administrator

CAUTION It is strongly recommended that you reset the default administrator

account passwords after installation.
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NOTE For security reasons, we additionally recommend that you access
the applications through a secure Web server using https. Read the
chapter titled Identity Manager Security in Identity Manager
Administration for additional security recommendations.

Enabling Language Support

The applications support multiple languages. Use the following steps to install
localized files on your application server.

1. Download a language pack from the Sun Download Center, which is part of
the Online Support Center (htt p: // wa sun. cond downl oad). A registered account
name and password is required to access the download center.

2. Unpack the downloaded language pack to a temporary location.

3. Copy the JAR file from the temporary location to the
IdentityManagerInstallation/ WEB- | NF/ | i b directory.

4. Restart the application server instance.

For additional information regarding Identity Manager localization, refer to
Identity Manager L10N Readme file, which can be found in every Identity
Manager language pack.

Deploying Identity Manager for Mac OS X

When deploying Identity Manager, you must make several modifications to
accommodate the Mac OS X environment.

Modify the lh.sh File

You must modify the bi n/| h. sh file to detect Darwin as an operating system.
Otherwise, Identity Manager assumes that it is executing on the Windows
operating system.
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Customize MultiSelect Components for the User
Interface

MultiSelect boxes, as presented by default in the Identity Manager User Interface,
are not compatible with the Safari browser. You must customize all forms
containing MultiSelect components to set the noAppl et option. Set this option as
follows:

<Di splay class="Milti Sel ect' >
<Property nane='noAppl et' val ue='true'/>

Use Safari Enhancer for the Administrator
Interface

While the Administrator Interface is not officially supported for Safari, you can try
this unsupported method that is known to work for Safari users:

1. Quit Safari.

2. Install Safari Enhancer from the following location, and enable Safari’s Debug
menu:

http: //ww ver si ont racker. coni dyn/ nor ei nf o/ nacosx/ 17776
3. Restart Safari.
4. Select Windows MSIE 6.0 from the Debug:User Agent menu.

5. Point Safari to your Identity Manager installation.

Setting the Ih Environment

Some deployments require added environment variables and other settings to the
shell environment (or command environment in Windows) for | h to function. For
example, when using a WebSphere datasource for the repository, extra
environment variables are required.

You may create an environment file that | h uses to load deployment-specific
environment settings. This file must be named and placed in the following
location:

Chapter 9  Getting Started 65



Help and More Information

$WBHOVE/ bi n/ i dm env. sh (UNI X)
OMBHOVE% bi n\i dm env. bat (W ndows)

This file is not provided. However, you can use the following files as a starting
point for your own environment file:

sanpl e/ ot her /i dm env. sh-ws5 (UN X)

sanpl e\ ot her\i dm env. bat - ws5 (W ndows)

Help and More Information

The following printed and online documentation and information can help you use
Identity Manager after installation:

o Identity Manager Administration

Procedures, tutorials, and examples that describe how to use Identity Manager
to provide secure user access to your enterprise information systems.

e Identity Manager Technical Deployment Overview

Conceptual overview of the Identity Manager product (including object
architectures) with an introduction to basic product components.

*  Identity Manager Workflows, Forms, and Views

Reference and procedural information that describe how to use the Identity
Manager workflows, forms, and views — including information about the
tools you need to customize these objects.

o Identity Manager Resources Reference

Reference and procedural information that describe how to load and
synchronize account information from a resource into Sun Java™ System
Identity Manager.

*  Identity Manager Deployment Tools

Reference and procedural information that describe how to use different
Identity Manager deployment tools including rules and rules libraries,
common tasks and processes, dictionary support, and the SOAP-based Web
service interface provided by the Identity Manager server.

66  Sun Identity Manager 8.0 ¢ Installation



Help and More Information

Identity Manager Help

Online guidance and information that offers complete procedural, reference,
and terminology information about Identity Manager. You can access help by
clicking the Help link from the Identity Manager menu bar. Guidance
(field-specific information) is available on key fields.
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Chapter 10

Uninstalling Applications

Follow these instructions to remove:
* The application software

¢ The application database

Remove the Software

Use these instructions to remove the software from a Windows or UNIX
installation.

On Windows

1. Stop your application server.

2. If you are using a Windows server to run the Sun Identity Manager Gateway,
stop the gateway service with the command gateway -k.

NOTE You can later remove the gateway service with the command:

gat eway —r

3. Remove configuration database files. To do this:
a. Login to your database server.

b. Runthe drop waveset tables.DatabaseType script for your database
type.
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From the Windows Control Panel, open the Add/Remove Program facility.

Click to highlight Identity Manager, and then click Change/Remove. Your
system displays an Uninstaller panel.

Click Uninstall Now to remove the application files and registry entries. After
reading the Unistall Summary, click Finish.

Remove links and references to the application software from your application
server.

On UNIX

Stop your application server.

Go to the location where you installed the application.
Remove configuration database files. To do this:

a. Login to your database server.

b. Run the drop waveset tables.DatabaseType script for your database
type.

4. Enter the following command:
java -cp . uninstall_Sun_Java_System|dentity_ Manager
NOTES * Do not include the .class extension of this file to the command.

« If WSHOME is in your class path, then you may omit the -cp . argument.

Remove the Application Database

Use one of the following commands to remove the application database.
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If your database

is: On this platform: Run this command:

MySQL Windows c:\nysql\ bi n\nysgl < drop_waveset _tabl es. nysql
MySQL UNIX $MYSQ/ bi n/ nysgl < drop_waveset _tabl es. nysql
Oracle Windows sql pl us dbausername/dbapassword

@lIr op_waveset _t abl es. oracl e
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If your database
is:

On this platform:

Run this command:

Oracle

DB2
SQL Server

UNIX

Windows and UNIX

Windows

sql pl us dbausername/dbapassword
@Ir op_waveset _t abl es. oracl e

db2 -tvf drop_waveset _tabl es. db2

isql -S Server -U User -P Password -i
PathToFile\drop waveset tables.sqglserver
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Chapter 11

Installing Identity Manager Manually

If you do not want to install Identity Manager through the installation interface,
use these alternate, manual installation procedures.

Installation Steps

Follow these general installation and configuration steps, located in this appendix
and other chapters:

e Step 1: Install the Application Server software
e Step 2: Install the Application Software
* Step 3: Configure the Identity Manager Index Database Connection

* Step 4: Install the Sun Identity Manager Gateway

Step 1: Install the Application Server software

The application server installation and configuration process differs by type. Refer
to previous application server-specific installation chapters for more information
on their installation and configuration.
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Step 2: Install the Application Software

Follow these procedures to install the software.

On Windows

Enter the following series of commands:

set JAVA HOVE=Path to JDK
cd ApplicationDepl oyment Di rectory

where ApplicationDeploymentDirectory is the directory where your application
server is deployed. For example, for a Tomcat installation, change directory to
c:\tomcat-5.5.3\webapps.

nkdir idm (or any other directory nane)

cd idm

set WBHOVE=Appl i cat i onDepl oynent Di rect ory\i dm
jar —xvf Y%CDPATHA | dm war

NOTE Make sure the value of the WSHOME environment variable does
NOT contain the following;:

® Quotation marks (“ “)
* Abackslash at the end of the path (\)

Do not use quotation marks, even if the path to the application
deployment directory contains spaces.

ON UNIX

Enter the following series of commands:

PATH=$JAVA HOVE bi n: $PATH
cd $TOMCAT_HOMVE/ webapps
cd ApplicationDepl oyment Di rectory

where ApplicationDeploymentDirectory is the directory where your application
server is deployed. For example, for a Tomcat installation, change directory to
/tomcat-5.5.3/webapps.

nkdir idm (or any other directory nane)
cd idm
WBHOMVE=Appl i cat i onDepl oynment Di rect ory/i dm export WSHOVE

jar —xvf /[cdromni cdron®/idm war
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Change directory to $WBHOVE/ bi n then set permissions on the files in the directory
so that they are executable.

Before You Continue

If you plan to use an index database, you may need to copy one or more files to the
i dni VEEB- | NF/ | i b directory. For example, you may need to place a JAR file
containing a JDBC driver (for a DriverManager connection) or a JAR file containing
a JNDI InitialContextFactory (for a DataSource connection). To determine the steps
you may need to perform before you go on, see “Index Database Reference” on
page 77.

When finished, continue with Step 3.

Step 3: Configure the Identity Manager Index
Database Connection

The ServerRepository.xml file is an encrypted file that defines how to connect
to the index repository. Use one of the following procedures to configure the
repository XML file.

Windows or Xwindows (UNIX) Environments

If you are running on Windows or in an Xwindows-capable environment:
1. Enter one of the following commands to launch the setup interface.
On Windows

cd %\BHOVE% bi n
I h setup

On UNIX

cd $VBHOVE/ bi n
I h setup

The installer displays a welcome page. Click Next to display the Locate the
Repository panel.

2. Select an index database from the list provided. Depending on your selection,
setup prompts for additional setup information.

Depending on your selection, setup prompts for additional setup information.

Chapter 11 Installing Identity Manager Manually 75



Installation Steps

NOTE See “Index Database Reference” on page 77, for selections and setup
instructions.

3. Click Next to display the Continue Identity Manager Demo Setup? panel.
Follow all subsequent prompts as directed.

Non-Xwindows Environments
If you are not running in an Xwindows-capable environment, follow these steps.
1. Set your index repository with the following series of commands:

cd $WBHOVE bi n
chrmod 755 *

2. Run the setRepo command, using the appropriate location flags required to
connect to the database.

7

NOTE For complete setRepo usage and options, see “setRepo Reference’
on page 105.

3. Start the application server.
4. Load the initial database values. Follow these general steps:
a. Login to the Administrator Interface.
b. From the menu bar, select Configure->Import Exchange File.

c. Enter or browse for the init.xml file (located in the idm\sample
directory), and then click Import.

Step 4: Install the Sun Identity Manager
Gateway

If you plan to set up Windows Active Directory, Novell NetWare, Domino,
Remedy, or RSA ACE/Server resources, you should install the Sun Identity
Manager Gateway. Follow the procedures in “Install the Sun Identity Manager
Gateway” on page 59.
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Index Database Reference

If you plan to use an index database, you may need to copy one or more files to the
i dM VEB- 1 NR\ | i b directory during the installation process. The following table
shows the download or installed product location of one or more . j ar files you
need to copy for your index database type.

Index Database

Download or Product Location

Configuration Notes

DB

MySQL,

Oracle

SQL Server

Db2/ j aval db2j ava. zi p

If you are using Type 4 network
driver use this file instead:

db2j cc.jar
If you are using DB2 8.1.2 or higher,

you will also need the following files:

db2j cc_license_cisuz.jar

db2j cc_license_cu.jar

http://dev. nysql . coni downl oads/

Select a version of MySQL
Connector/J to download.

O acl e/ jdbc/ |i b/ ojdbcl4.jar

M crosoft SQL Server 2005 Driver
for JDBUIib

Unzip the db2j ava. zi p file.

Note On Windows systems rename

the db2j ava. zi p to db2j ava. j ar.

1. Copy the appropriate JAR files
to the VEEB- | NR\ | i b directory.

2. Start the JDBC driver:

¢ On UNIX systems, enter:
db2j strt port# (default 6789)
running under instant owner

*  On Windows systems, start from
services

Unpack the connector package.

Copy the
nysql - connect or - Version- bi n. j ar
file to the VEB- 1 NR\ | i b directory.

(optional) Rename the . j ar file to
nysql jdbc. jar.

Copy the oj dbc14. j ar file to the

i dm VEB- | NR\ | i b directory.

Rename oj dbc14. j ar to
oracl ejdbc. jar.

Copy the nssql server. j ar file to the
VEB- | NF\ | i b directory.
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Index Database Download or Product Location Configuration Notes

JDBC 2.0 Data Source Depends on the directory service. Copy the appropriate jar (or jars) to
Consult the documention for your the VEB- | NF/ | i b directory.
Application Server or other directory
service to locate an appropriate jar
that contains the
InitialContextFactory class.

NOTE For a DataSource connection, you must copy or download (and
place into WEB-INF/1ib) a jar that contains the InitialContextFactory
class.

Refer to the following table when installing the Identity Manager software and
completing index database selections on the Locate Identity Manager Repository

panel.
If your selection is: Enter
JDBC 2.0 Data Source Enter the index database location.

Optionally enter the password you

* Initial Context Factory:
y selected when you set up the database.

com.sun.jndi.fscontext.RefFSContextFactory

» DataSource Name/Path:
jdbc/SampleDB

MySQL Enter the index database location and the
password you selected when you set up

* URL: jdbc:mysqgl://localhost/waveset
the database.

* JDBC Driver: org.gjt.mm.mysq|l.Driver

* Connect as User: waveset

Oracle Enter the index database location and the
. URL: password you selected when you set up

java:oracle:thin:@host.your.com:1521:dbname the database.
* JDBC Driver: oracle.jdbc.driver.OracleDriver

* Connect as User: waveset
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If your selection is:

Enter

DB2
* URL: jdbc:db2://host.your.com:6789/dbname

> JDBC Driver:
COM.ibm.db2.jdbc.net.DB2Driver
com.ibm.db2.jcc.DB2Driver

* Connect as User:
Waveset

Enter the index database location and the
password you selected when you set up
the database.

SQLServer

Default values, to be used with the Microsoft SQL
Server 2005 JDBC Driver:

> URL:
“jdbc:sqlserver://host.your.com:1433;DatabaseN
ame=dbname”

> JDBC Driver:
com.microsoft.sqlserver.jdbc.SQLServerDriver

* Connect as User: waveset

Use the following values with the Microsoft SQL
Server 2000 JDBC Driver:

> URL:
“jdbc:microsoft:sqglserver://host.your.com:1433;
DatabaseName=dbname;SelectMethod=Cursor”

> JDBC Driver:
com.microsoft.jdbc.sqlserver.SQLServerDriver

* Connect as User: waveset

Enter the index database location and the
password you selected when you set up
the database.

Note: All connections to SQL Server must
be performed using the same version of
the JDBC driver. This includes the
repository as well as all resource adapters
that manage or require SQL Server
laccounts or tables, including the Microsoft
ISQL adapter, Microsoft Identity Integration
Server adapter, Database Table adapter,
Scripted JDBC adapter, and any custom
adapter based on these adapters. Conflict
lerrors occur if you attempt use different
ersions of the driver.

LocalFiles

* Path: c:\jakarta-tomcat\webapps\idm\config

Enter the directory location, or click
Browse to locate it.

ISun Java System Directory Server

* Initial Context Factory:
com.sun.jndi.ldap.LdapCtxFactory

* URL:
Idap://host.your.com/dc=myDomain,dc=your,dc=
com

* User: waveset

Enter the index database location.
Optionally enter the password you
iselected when you set up the database.
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Appendix B

Configuring Data Sources for Identity
Manager

This appendix provides procedures for creating data sources for Identity Manager
in the following sections:

* Configuring a WebSphere Data Source for Identity Manager

¢ Configuring a WebLogic Data Source for Identity Manager

e Configuring a Sun Application Server Data Source for Identity Manager
e Configuring a JBoss Data Source for Identity Manager

¢ Configuring an Oracle Application Server Data Source for Identity Manager

Configuring a WebSphere Data Source for
|ldentity Manager

Use the following information to configure a WebSphere Data Source for Identity
Manager. this section includes:

* Servlet 2.3 Data Sources

¢ Configuring a JDBC Provider

¢ Configuring a WebSphere JDBC Data Source

¢ Point the Identity Manager Repository to the Data Source

* Specifying Additional JNDI Properties to the setRepo Command
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Servlet 2.3 Data Sources

As of the Identity Manager 6.0 Release, the deployment descriptor in the

VEEB- | NF/ web. xni file refers to Servlet 2.3. Because of this, the Identity Manager
web application can no longer be used with a WebSphere Application Server
Version 4 Data Source.

NOTE Due to interoperability issues between WebSphere data sources and
Oracle JDBC drivers, Oracle customers who want to use a
WebSphere data source with Identity Manager must use Oracle 10g
R2 and the corresponding JDBC driver. (The Oracle 9 JDBC driver
will not work with a WebSphere data source and Identity Manager.)
If you have a version of Oracle prior to 10g R2 and cannot upgrade
Oracle to 10g R2, then configure the Identity Manager repository so
that it connects to the Oracle database using Oracle's JDBC Driver
Manager (and not a WebSphere data source).

Use the following steps to configure a WebSphere data source for Identity
Manager:

1. Configure a JDBC provider.
2. Configure a WebSphere JDBC Data Source.
3. Point the repository to the data source.

These steps are discussed in detail below.

Configuring a JDBC Provider

Use WebSphere's administration console to configure a new JDBC Provider.
1. Click the Resources tab in the left pane to display a list of resource types.

2. Click JDBC then JDBC Providers to display a table of configured JDBC
providers.

3. Click the New button above the table of configured JDBC providers.
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4. Select from the list of JDBC database types, provider types, and
implementation types. Optionally modify the Name and Description fields.

Oracle, Oracle JDBC Drive, and Connection pool Data Source will be used for
this example.

Click Next.

5. Enter database classpath information. The contents of the Enter database class
path information page may vary, depending on what you selected in the
previous step.

o Specify the path to the JAR that contains the JDBC driver. For example, to
specify the Oracle thin driver, specify a path similar to the following:

[ usr/ WebSpher e/ AppServer/instal | edApps/idniidm ear/idm war/VEB- |
N/ 1'i b/ oracl ej dbc. j ar

Click Next.

o Complete any other fields as required. The selected database, provider,
and implementation types determine which fields are displayed. Click
Next when you have completed the dialog.

o A summary page is displayed. When you are finished reviewing your
selections, click the Finish button at the bottom of the table. Click the Save
link to keep your definition. The right pane should display the provider
you added.

To configure a data source that uses this JDBC provider, see “Point the Identity
Manager Repository to the Data Source” on page 85.

Configuring a WebSphere JDBC Data Source

Use WebSphere's Administrative Console to define a data source with an existing
JDBC Provider.

Configure the Authentication Data

Before you can finish configuring the data source, you must configure
authentication data. These aliases contain credentials that are used to connect to the
DBMS.
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1. Click Security > Secure administration, applications, and infrastructure.

2. Under Authentication, click Java Authentiation and Authorization Service
configuration > J2C authentication data. The JAAS - J2C authentication data
panel is displayed.

3. C(Click New.

4. Enter a unique alias, a valid user ID, a valid password, and a short description
(optional). The user ID must be valid on the target database.

5. Click OK or Apply. No validation for the user ID and password is required.
6. Click Save.

NOTE The newly created entry is visible without restarting the application
server process to use in the data source definition. But the entry is
only in effect after the server is restarted.

Configure the Data Source

1. Click Resources > JDBC Providers > Your_JDBC_Provider_Name > Data
Sources tab in the left pane to display the Data sources page. The right pane
displays a table of data sources configured for use with this JDBC provider.
Click the New button above the table of data sources.

2. Use the wizard provided to configure the general properties for the new data
source. Note the following on the Enter basic data source information page:

o The JNDI Name is the path to the DataSource object in the directory
service. You must specify this same value as the - f argument in
setRepo -t dbms -iinitCtxFac -f filepath.

o Select the Component-managed Authentication Alias that you created in
“Configuring a JDBC Provider” on page 82. These are the credentials that
will be used to access the DBMS (to which this DataSource points).

Click Next when you have configured this panel. The Create New JDBC
provider page is displayed.

3. Configure the database-specific properties for this data source as needed. Refer
to the online help for information about the available properties.

Make sure Use this data source in container-managed persistence (CMP) is
unchecked. Identity Manager does not use Enterprise Java Beans (E]Bs). Click
Next to goto the summary page.
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4. Click Finish to save your data source.

Configure the Data Source in a Websphere Cluster

When configuring the data source in clustered WebSphere environments,
configure it at the cell level. This allows the data source to be accessed from all
nodes in the cell.

To configure this use the - D SpropertiesFilePath option where
SpropertiesFilePath contains:

j ava. nam ng. provider.url =iiop://local host:jndi _port/

or:

-u iiop://local host:jndi _port/

To determine the JNDI port to specify, examine the WebSphere configuration.

1. Inthe WebSphere administration console, navigate to Servers > Application
Servers > Your_Server > Ports.

2. Look at the BOOTSTRAP_ADDRESS property. Use the specified port in the
j ava. nam ng. provi der. ur| property.

NOTE The j ava. nam ng. provi der. url uses | ocal host as the hostname.
WebSphere replicates a JNDI server on each node in the cluster so
that each application server has its own JNDI server to query.
Specify localhost for the host so that each application server in the
cluster is used as the JNDI server that Identity Manager queries
when the DataSource is being located.

Point the Identity Manager Repository to the
Data Source

Use the following steps to point the repository to the newly created data source.

1. Set the WSHOME environment variable to point to your Identity Manager
installation; for example:

export WBHOMVE=$WAS HOWE i nst al | edApps/idm ear /i dm war

where $WAS_HOME is the WebSphere home directory, such as
[ usr/ \\ebSpher e/ AppSer ver
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2. Make sure that the JAVA_HOME environment variable is set correctly; for
example:

export JAVA HOME=$WAS HOWE j ava
3. Make sure that the Java executable is in your path; for example:
export PATH=$JAVA HOMVE bi n; $PATH

4. Make sure the classpath is pointing to the WebSphere properties directory. For
example

export CLASSPATH=$WAS HOVE/ properties
5. Change to the $WSHOWE bi n directory.
6. (For SQLServer only): Install JTA support:

a. Copy thesqljdbc.dll file located in the SQLServer JTA directory to the
SQL_SERVER RQOOT/ bi nn directory of the SQLServer database server.

NOTE The default location of the SQLServer JTA directory is C.\ Progr am
Files\Mcrosoft SQ Server 2000 Driver for JDBC SQ.Server
JTA. The default location of SQL_SERVER ROOI/ bi nn is C: \ Progr am
Files\Mcrosoft SQ Server\NMSSQ\ Bi nn.

b. From the database server, use the ISQL or OSQL utility to run the
i nstj dbc. sql script, which is also found in the SQLServer JTA directory.
The following examples illustrate the use of these utilities:

isql -Usa -psa_password -Sserver name
-i location\instjdbc. sql

osql -E -ilocation\instj dbc. sql

7. Archive a copy of the existing Ser ver Reposi tory. xnl file, in case you need to
revert. By default, this file is located in $WSHOVE/ VEEB- | NF.

8. Point the repository to the new location. For example:
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I'h -Dava. ext.dirs="$JAVA HOVE jre/lib: S3JAVA HOVE jrel/liblext:
SWASHOVE/ | i b: $WASHOME/ : $WASHOME/ r unt i mes”  set Repo

- Wuser nane

- Ppasswor d

-toracle -icomibmwebsphere. nam ng. V¢nl ni ti al Cont ext Fact ory
-fDataSourcePath -n -0

In the above example the Dat aSour cePat h might be j dbc/ j ndi nane. The
-D ava. ext . di rs option adds all of the JAR files all of the JAR files in
WebSphere's | i b/ and java/jre/lib/ext/ directories to the CLASSPATH.
This is necessary in order for the setRepo command to run normally.

Change the - f option to match the value you specified for the JNDI Name field
when configuring the data source. See “setRepo Reference” on page 105 for
more information about this command.

9. In the RepositoryConfiguration configuration object, set the
connectionPoolDisable attribute to true.

<Reposi toryConfi gurati on connecti onPool D sabl e='true' >

This setting prevents WebSphere from sending extraneous warnings to the
SystenQut . | og file. For more information, see
http://waw 1. i bm com support/ docvi ew wss?ui d=swg21121449

10. Restart WebSphere to pick up changes. (This also restarts the system.)

Specifying Additional JNDI Properties to the
setRepo Command

The set Repo command provides an option that allows you to specify an arbitrary
set of properties. The - D $properti esFi | ePat h option allows you to specify any
number of settings, including vendor-specific properties not specified by JNDI, by
including them in a properties file that you create.

For example, to specify a different JNDI port number, include a line like the
following in your properties file:

j ava. nam ng. provi der. url =iiop://| ocal host: 2909
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Use the following procedure to update the repository configuration in Identity
Manager to point to a WebLogic Data Source. This section includes:

¢ Create a WebLogic Data Source
e (Create a JDBC Data Source

¢ Point the Identity Manager Repository to the Data Source

Create a WebLogic Data Source

This example procedure describes configuration steps to use an Oracle database
driver. Specific entries you make will differ, depending on your database type.

NOTE These steps assume that you have:
e Identity Manager installation running on WebLogic, Version 8.1

¢ A current working repository

Create a Connection Pool

1. Log in to the WebLogic Administrator Web console (by default,
http://1 ocal host: 7001/ consol e/ ).

Expand the Services folder for the domain located in the navigation (left) pane.
Expand the JDBC folder.

Expand the Connection Pools folder.

o & 0D

In the right pane (JDBC Connection Pools), click Configure a new JDBC
Connection Pool.

6. For Database Type select Oracle. You can use any of the applicable types. Note
that drivers must be installed in order to use them.

7. Select an applicable drive in the Database Driver selection box. In this
example, select Oracle’s Driver (Thin).

8. Click Continue.
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9. Configure the JDBC driver as follows:

Value Action

Name Choose a unique name that identifies your connection pool. For
example: myOraConnPool.

Database Name Select the name of the oracle database that you wish to connect to.
In this example myOraDB.

Host Name Specify the host name of Oracle DB server.

Port Specify the port (default is 1521) for the database server.

Database User Name Specify the database account users name used in the connection.

Password Specify the password for the account user.

10. Click Continue.

11. Test the database connection on this page or click Skip this step. You may
need to add additional properties depending on your installation. See the
administrator’s guide for your target database.

NOTE The following Connection Pool Settings are dependent on the
driver that you select. The following options are for the Oracle
driver and may not be applicable if you choose another kind of
driver.

The JDBC drivers must be installed for this to succeed. Follow the
instructions provided with your target driver.

12. Click Create and deploy.
13. Configure connection settings for this connection pool:
Exanpl e Connection Setti ngs:
Initial Capacity:20
Maxi mum Capaci ty: 100
Capacity Increnent: 10
Statenment Cache Type: LRU
Statenment Cache Size: 20
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Create a JDBC Data Source

1. Expand the Services folder for the domain located in the navigation (left) pane.
Expand the JDBC folder.
Expand the Data Source folder.

p w0 N

In the right pane (JDBC Data Sources), click Configure a new JDBC Data
Source.

5. Configure the JDBC Data Source as follows:

Value Action

Name Choose a unique name for this data source. This name is used as a
reference throughout the Weblogic Console. For example,
MyOraDataSource.

JNDI Name Specify the INDI name. This can be the same as the Data Source

name. For example MyOraDataSource.

Honor Global Transactions  Select this check box (selected by default) if you wish to enable
global transactions using this data source (see weblogic online help
for more information concerning this option). In this example we
keep the default.

Emulate Two-Phase See the WebLogic documentation for further information.
Commit for non-XA Driver

6. Click Continue.

7. Select the connection pool from part A. This allows an application to get a
connection from the underlying connection pool.

8. Click Continue.
9. Select the servers on which you want deploy the new data source.

10. Click Create.
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NOTE The configuration steps are saved in your WebLogic config.xml file

for a given domain. Changes to the XML file appear as:

<JDBCConnect i onPool

Driver Nane="oracl e. jdbc. driver. O acl eDri ver"

Name=" nyQ aConnPool "

Passwor d="{ 3DES} 7Ne5r 7/ NaLf Ly XYQ@BHoYg=="
Properties="user=nyuser" Targets="nyserver"

Test Tabl eName="SQ. SELECT 1 FROM DUAL"

URL="j dbc: or acl e: t hi n: @y. host nanme: 1521: nydat abasenane"/ >
<JDBCTxDat aSour ce JNDI Nane="M/Cr aDat aSour ce"

Narme="M/Cr aDat aSour ce” Pool Nane="M/Q aConnPool "

Tar get s="nyserver"/>

Point the Identity Manager Repository to the
Data Source

1.

Set the WSHOME environment variable to point to your Identity Manager
installation; for example:

set WBHOVE=C: \ bea\ user _pr oj ect s\ dormai ns\ nydonai n\ appl i cati ons\idm

Make sure that the JAVA_HOME environment variable is set correctly; for
example:

set JAVA HOME=C:\j 2sdk1. 5

Make sure that your chosen database drivers are installed for you Weblogic
Server. See the Weblogic documentation for further information. In this
example, the Oracle drivers and classes12.jar are installed in following
directory:

WebLogi cHorre\ server\lib
a. On Windows, set the class path to include these files:

set CLASSPATH=%LASSPATHY Wbl ogi cHone\ server\ | i b\ <MyDBLi br ary>
b. For Oracle, set the class path to include these files:

set
CLASSPATH=%LASSPATH c: \ bea\ webl ogi c81\ server\ i b\ cl asses12. zi p

Include webl ogi c. j ar in your CLASSPATH. On Windows, enter:
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set CLASSPATH=%CLASSPATHY Vbl ogi cHone\ server\ | i b\ webl ogi c. j ar

For example:

set CLASSPATH=%CLASSPATHY c: \ bea\ webl ogi c81\ server\|i b\webl ogi c. | ar
Change to the %WSHOME directory.

Remove the j 2ee. j ar file from WEB-I NF\ | i b\ after making a backup.
Change directory to the %BHOVE\ bi n directory

© N o o

Point the repository to the new location. For example:

I h setRepo -v -tOracle -iweblogic.jndi.WInitial ContextFactory
-f Dat asour ceNarre -u"t 3: Server: Port" -U'Username" - P'Password"

For example:

I h setRepo -v -tOracle -iweblogic.jndi.WInitial ContextFactory
-f MyOraDat aSource -u"t3://1ocal host:7001/" -U'webl ogi c" -P"webl ogi c"

NOTE Change the -f option to match the value you selected for the JNDI
Name field.

9. If there are no reported errors, restart WebLogic to pick up the changes. (This
also restarts the Identity Manager system.)
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Configuring a Sun Application Server Data
Source for Identity Manager

Refer to the documentation for the Sun Application Server for information about
creating and configuring a data source.

NOTE In this procedure, the environment variable WBHOVE (or the

equivalent Java system property waveset . hone) must contain the
path to the location where the Identity Manager web application is
deployed.

Use the following steps to point the repository to an Application Server data
source.

1.

Remove the j 2ee. | ar file from the $WSHOVE/ VEB- | NF/ | i b directory. This file
causes conflicts with the j 2ee. j ar that ships with Application Server.

If you are not using default host name and port, then you must add the
following flags to your JAVA_OPTS:

- Dor g. ong. CCRBA. CRBI ni ti al Host =Host nane
- Dor g. ong. CORBA. CRBI ni ti al Port =Port

The default values for Hostname and Port are | ocal host and 3700, respectively.

Set your CLASSPATH to include the following Application Server JAR files (in
order):

SAS INSTALL_DI R/ I'i b/ appserv-admi n. j ar
SAS INSTALL_DI R/ I'i b/ appserv-rt.jar
SAS IMQ DR Iibl/ling.jar

SAS INSTALL_DI R/ Iib/j 2ee.jar

Set your CLASSPATH to include the JAR file or files required for your JDBC
connection. For example:

DataDirect JDBC Driver for Oracle
o SAS INSTALL_DIR/lib/jdbcdrivers/snoracle.jar
o SAS INSTALL_DIR/li b/jdbcdrivers/snbase. jar
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o SAS INSTALL_DIR/l'ib/jdbcdrivers/smutil.jar

MySQL

o MYSQ_DIR/Iib/nysql-connector-java-3.0.9-stable-bin.jar
Change directories to $WSHOVE/ VEB- | NF.

If you are using any driver other than Data Direct JDBC Driver for Oracle that
ships with Sun Application Server, connect to the data source with the
following command:

I h setRepo -v -tType -ilnitContextFactory -fDataSourcePath
- ui i op:// host nane: port

For example:

Ih setRepo -v -tOacle
-icomsun. enterprise. nam ng. Serial I nitContextFactory -fjdbc/idm
-uiiop://Iocal host: 3700

NOTE If you enter this command when using the Data Direct JDBC Driver

for Oracle, the operation will fail with following exception:

java. sqgl . SQLException: [sunnj[Cracle JDBC Driver] This
driver is locked for use with enbedded applications.

The Data Direct JDBC Driver for Oracle that ships with Sun Application Server
is “locked” so that it works only with embedded applications. That is, the
driver works only within the web container. As a result, to use the | h
command, you must create a separate connection.

a. Archive the existing $WSHOVE/ VEB- | NF/ Ser ver Reposi tory. xni file.

b. Use the following command to force the connection and create a new
Server Reposi tory. xm file:

Ih setRepo -tOracl e
-icomsun. enterprise.namng. Serial I nitContextFactory -fjdbc/IdMyr
-uiiop://Hostname: Port -n -0 ServerRepository.xm
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Configuring a JBoss Data Source for Identity

Manager

Refer to the documentation for the JBoss application server for detailed
information about creating and configuring a data source.

Create the Data Source

1.

Copy the JDBC driver classes for your database type to the | i b directory of
your application server, such as JBossInstallDir\ server\ def aul t\1i b.

Create a data source configuration file. These end in - ds. xm . Example files can
be found in JBossInstallDir\ docs\ exanpl es\ j ca. The file should configure a
local transaction data source.

Copy the configuration file to the JBossInstallDir\ ser ver\ def aul t\ depl oy
directory on your application server.

Point Identity Manager to the Data Source

1.

Make sure that the WBHOME and JAVA HOME environment variables are set
correctly.

Connect to the data source with the following command:

Point the repository to the data source. For example:

I h setRepo -v -tType -ilnitContextFactory -fDataSourcePath
For example:

Ih setRepo -v -tQOacle -iorg.jnp.interfaces. Nam ngCont ext Fact ory
-fj ava: Dat asour ceNane

Start the JBoss server.
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Source for Identity Manager
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Data source configuration can be performed entirely in the Oracle Enterprise
Manager 10g Application Server Control Console. The online help in the
Application Server Control Console provides useful information on data source
settings.

Use the following procedure to update the repository configuration in Identity
Manager to point to an Oracle Application Server Data Source. This section
includes:

¢ Create an Oracle Application Server Data Source
e (Create a JDBC Data Source

¢ Point the Identity Manager Repository to the Data Source

Create an Oracle Application Server Data
Source

This example procedure describes configuration steps to use an Oracle database
driver. Specific entries you make will differ, depending on your database type.

Create a Connection Pool

1. Log in to the Oracle 10g Application Server Control console (by default,
http://local host: Port/en).

2. On the Cluster Topology page select View By Application Servers

3. Click the OC4J hone link, then on the OC4J:home page click the
Admi ni stration link.

4. Click the Go to Task icon for Services -> JDBC Resources (Create/delete/view
data sources and connection pools).

5. Under Connection Pools, click the Create button
a. Selecti dmfrom Application drop-down list
b. Select the New Connection Pool radio button, then click Continue.

c. On the Create Connection Pool page, configure the new connection pool as
follows:
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Value

Action

Name

Connection Factory Class

JDBC URL

Hostname
Port
Username

Password

Choose a unique name that identifies your connection pool. For
example, IdmOraConnPool.

Use default value of oracle.jdbc.pool.OracleDataSource.

Specify j dbc: or acl e: t hi n: @/ host nanme: 1521/ orcl (or fill in the
Connection Information to have a URL generated for you)

Specify the host name of Oracle DB server.
Specify the port (default is 1521) for the database server.
Specify the database account users name used in the connection.

Specify the cleartext password for the account user.

d. Click the Test Connection button to ensure connectivity.

e. You may need to add additional properties on the Attributes and
Properties pages depending on your installation. See the administrator's
guide for your target database.

6. Click the Finish button.

Create a JDBC Data Source

1. On the JDBC Resources page, under Data Sources, click the Create button:

o & 0D

Select i dmfrom Application drop-down list
Select the Managed Data Source radio button
Click the Continue button

On the Create Data Source - Managed Data Source page, configure the JDBC

Data Source as follows:
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Value Action

Name Choose a unique name for this data source. For example,
IdmOraDataSource

JNDI Name Specify the JNDI name. For example, jdbc/idmpool

Transaction Level Use the default value of Global & Local Transactions.

Connection Pool The name of the Connection Pool just created (IdmOraConnPool)

should be displayed already for more information concerning this
option). In this example we keep the default.

Login Timeout Set as desired for your installation.

It is not necessary to enter Username and Cleartext Password information in
the Credentials section unless you need to override the information already
provided in the connection pool configuration.

Click the Finish button.

NOTE The connection information is saved in your Oracle Application

Server's dat a- sour ces. xn file located in the
$J2EE/ hone/ appl i cat i on- depl oynent s/ i dmdirectory.

Point the Identity Manager Repository to the
Data Source

1.

Set the WBHOVE environment variable to point to your Identity Manager
installation; for example:

set WBHOVE=C: \ product\ 10. 1. 3. 1\ Oracl eAS_1\ 2ee\ hone\ appl i cati ons\i dm

Make sure that the JAVA_ HOMVE environment variable is set correctly; for
example:

set JAVA HOME=C:\ product\ 10. 1. 3. 1\ Oracl eAS_1\j dk

Make sure that your chosen database drivers are installed for your Oracle
Application Server. Set the class path to include these files. See the Oracle
Application Server documentation for further information.

Include QLI TE40. JARin your CLASSPATH. On Windows, for example, enter:
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set
CLASSPATH=%CLASSPATH® C: \ product\ 10. 1. 3. 1\ O acl eAS_1\ MBI LE\ Sdk\ bi n\ QLI
TEA0. JAR,

Change to the IWSHOVEYdirectory.

Make a backup of VEB- | NF\ Ser ver Reposi tory. xn file and move it out of the
directory. This is your direct connection setup from the original install of
Identity Manager.

Change directory to the %BHOVE% bi n directory

Point the repository to the new location using the Identity Manager | h
command. For example:

Ih setRepo -v -tOacle
-icomeverm nd. server. ApplicationQientlnitial ContextFactory
-f Dat asour ceNane -n -0 ServerRepository. xm

NOTE Change the -f option to match the value you selected for the JNDI

Name field.

If there are no reported errors, restart your Oracle Application Server to pick
up te changes. (This also restarts the Identity Manager system.)
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Appendix C

Changing the Database Repository
Password

If you are using a DBMS (such as MySQL, Oracle, Sybase, DB2, or SQL Server) as
the location for the Identity Manager repository, it may be necessary to change the
database connection password or username periodically. The procedure for
changing these values depends on how Identity Manager connects to the database.

¢ If you connect with a JDBC Driver, follow the procedure described in “When
Identity Manager Stores the Password”.

e If you connect using a JDBC DataSource object as your IDM repository
location, and the connection username and password are stored in the
DataSource object, follow the procedure described in “When the DataSource
Stores the Password”.

e If you connect using a JDBC DataSource object but do not store the connection
username and password in the DataSource object, follow the procedure
described in “When Identity Manager Stores the Password”.

When Identity Manager Stores the Password

Use the following procedure to:
¢ Change the repository password

e Update the application to use the modified repository information
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NOTE It is recommended that you perform each of these steps in the order

presented. If you change the repository password at a time other
than when directed in this sequence, problems can occur.

The examples used in this procedure are for a MySQL repository;
some steps may vary depending on the specific repository used.

If Identity Manager connects to the repository with a JDBC driver, or if it connects
to the repository using a DataSource that does not contain the connection user
name and password, then use the following procedure to change the user or
password:

1.

Archive a copy of the existing Ser ver Reposi tory. xni file, in case you need to
revert. By default, this file is located in $WSHOVE WEB- | NF.

If you have deployed the Identity Manager web application in an application
server cluster, you should operate on the main source folder for Identity
Manager (from which the application server deploys the IDM web application),
rather than on each target folder (to which the application server deploys the
web application on a particular server or node within the cluster).

Shut down the Identity Manager web application. If you have deployed the
Identity Manager web application in a cluster, then you must stop all instances
of the web application across the cluster.

Verify the existing repository:
I h setRepo -c

Identity Manager responds with the current repository information; for
example:

M/sql Dat aSt or e: j dbc: nysql : //1 ocal host / waveset

Create a temporary file system repository location:

nkdir c:\tenpfs

Set Identity Manager to use the temporary file system repository location:

I h setRepo -tLocal Files -fc:\tenpfs
Local Files:c:\tenpfs
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6. Change the password for your repository. This procedure depends on the
mechanism provided by your repository provider. This example highlights
steps for a MySQL database:

nysql adni n. exe -hl ocal host -uwaveset -pol dpasswd password newpasswd
7. Set the application to use the modified repository information:

I h set Repo -tMsqgl -ujdbc: nysgl://1ocal host/waveset
- Unaveset - Prnewpasswd

The application responds with this warning:

WARNING No User Ul Config object in repository.
M/sql Dat aSt or e: j dbc: nysql : //1 ocal host / waveset

NOTE The warning message appears because the temporary file system
that you pointed to has no contents. Ignore this message; after
running the command, the temporary file system will no longer be
needed.

8. Verify the new repository value:
I h setRepo -c
The application responds with the new value:
M/sql Dat aSt ore: j dbc: nysql : //1 ocal host / waveset

9. Restart the server and verify that you can log in. If you have deployed the
Identity Manager web application in a cluster, then you must re-deploy the
Identity Manager across the cluster. This will distribute the updated web
application (which includes the updated Ser ver Reposi tory. xm file), to all
nodes in the application server cluster.

10. Remove the c:\t enpfs temporary directory, and the Ser ver Reposi t ory. xni
file that you archived in Step 1.

When the DataSource Stores the Password

If Identity Manager connects to the repository via a JDBC data source, and the data
source contains the user name and password, then use the following procedure to
change the username or password.
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Stop the Identity Manager web application. If you have deployed Identity
Manager in an application server cluster, stop the application on all hosts.

Change the password for the connection user name in the DBMS instance that
you are using as your repository location. For example, on MySQL

nysql adni n. exe -hl ocal host -uwaveset -pol dpasswd password newpasswd

Change the password that is stored on the DataSource object using the tools
provided by the application server, directory server, or DBMS that manages
your DataSource object.

Re-start the server and verify that you can login. If you have deployed the
Identity Manager web application in a cluster, then you must re-deploy the
Identity Manager across the cluster. This will distribute the updated web
application (which includes the updated Ser ver Reposi tory. xm file), to all
nodes in the application server cluster.
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setRepo Reference

set Repo [l ocation_flags] [options]

location_flags

Flag

- d databaseName

- DpropsPath

- f filepath

-h hostName
-1 initCtxFac
-5 jdbcDriver
-o outfile

-p portNumber

-P password

-t type

—u url

—-U username

Description

dbName in URL. The default name is waveset. Ignored if
the -u flag is specified.

Path to Properties file (JDBC/INDI Connection Properties)
Filesystem path for LocalFiles (JNDI RDN for DataSource)
Hostname URL. Ignored if the -u flag is specified.

Name of the I ni ti al Cont ext Fact ory class for JNDI
JDBC Driver class. (The default is DBMS-specific.)
Output file path (write config file; do not update Server)
Port number in URL. Ignored if the -u flag is specified.

Password for JDBC connection. The default value is
waveset.

LocalFiles, MySQL, Oracle, DB2, or SQLServer

URL for JDBC connection (overrides the -d, -h, and -p
flags)

User name for JDBC connection. The default value is
waveset .
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Options

Description

- A administrator Administrator username. The default username is

configurator.

- Ccredentials Administrator password (if changed from default)

Current (print current location to stdout)
Verbose (print configuration to stdout)

No checks. Use with the —o flag when the new location is
unreachable, or with -c when current location is unreachable
from the command line environment.

Syntax

NOTE If any parameters contain a shell escape or illegal characters, use
double quotation marks around them to avoid failures. For example,
the ;' '&','&&',"'|", and '| | 'characters cause these failures.

The following is an example containing arguments for a direct JDBC driver
connection:

{-toracle { -u$url | -h$host [-p$port] [-d$dbnane] } [-Ubuserid \
-P$pwd] [ - D&pr opsPat h]

| -tnysgl [ -u$url | [-h$host] [-p$port] [-d$dbname] ] [-Ubuserid \
- P$pwd] [ - DBpr opsPat h]

| -tsqgls { -u$url | -h$host [-p$port] [-d$dbnane] } [-Ubuserid \
- P$pwd] [ - Dbpr opsPat h]

| -tdb2 { -u$url | -h$host [-p$port] [-d$dbnanme] } [-Uuserid \
- P$pwd] [ - Dbpr opsPat h]
}

The following is an example containing arguments that specify a direct DataSource
connection:

| -toracle -i$initCxFac -f$path [-u$providerUrl] [-Ususerid \
- P$pwd] [ - Dbpr opsPat h]
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| -tnysgl -i$initCxFac -f$path [-u$providerUrl] [-Ubuserid -PSpwd] \
[ - D&pr opsPat h]

| -tsqglserver -i$initGxFac -f$path [-u$providerWUl] [-Ubuserid \
- P$pwd] [ - DBpr opsPat h]

| -tdb2 -i$initCQxFac -f$path [-u$providerW!] [-Ubuserid -Pspwd] \
[ - D&pr opsPat h]
}

Examples

set Repo

setRepo -c

set Repo -tlLocal Files -f$WBHOVE

set Repo -t Oracl e -hhost. your. com -pl521 -ddbnare

set Repo -tOracl e -ujava: oracl e: t hi n: @ost. your.com 1521: dbnarme

set Repo -tQracl e -i comsun.jndi.fscontext. Ref FSCont ext Factory \
-fj dbc/ Sanpl eDB

set Repo -t Msql
set Repo -t M/sql -ujdbc: nysql://1ocal host/waveset

set Repo -t SQL Server
- ujdbc: mcrosoft: sql server://host.your.com 1433; Dat abase\
Nane=dbnane; Sel ect Met hod=Cur sor

set Repo -tDB2 -ujdbc: db2://host. your.com 6789/ dbnarme
set Repo -tDB2 -ujdbc: db2: dbnane -j COM i bm db2. j dbc. app. DB2Dri ver
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Appendix E

DBMS Recovery and the Repository

Recovering the Repository

Disaster recovery planning is an essential part of deploying any business-critical
system. Each supported DBMS has multiple mechanisms for data backup and
restoration. Any of these are appropriate; Identity Manager has no implicit
requirements.

Typically, if a database fails, it would only be necessary to restore the repository to
the point just before the database failure. However, if business requirements
dictate that the repository be restored to any given point-in-time (through use of
the appropriate vendor-specific methods such as ARCHIVELOG mode or
Flashback in Oracle or FULL logging mode in SQL Server), this can be done as
well. Regardless of the recovery method used, it is necessary to consider some
implications of restoring a version of the repository that is not completely
up-to-date.

While the state of the repository will be self-consistent after the data restoration, it
will not necessarily be consistent (or even compatible) with external objects such as
the resources. The following items demonstrate some possible inconsistencies that
might arise:

* Restored resources might be configured incorrectly, if resource attributes were
changed.

* Restored users might have pending attribute changes that are no longer
desirable, because of more recent changes.

¢ Restored workflows and tasks might be in a state that no longer matches the
environment. For instance, formerly completed tasks could attempt to run
again, and approvals might re-appear, requesting action from an
administrator.
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Additionally, resources are themselves the repository of account attributes.
Restoring the repository to a specific point-in-time may not aid in restoring
resources to prior states, since the information required to do so may never have
been stored in the repository.

redo Logs

Point-in-time recovery methods require the existence of an unbroken set of change
records (typically referred to as “redo logs”). This can often present logistical
challenges if the rate of change is high, generating a large volume of redo.

Identity Manager tries to minimize the need to write to the redo logs. However,
database activity cannot be completely eliminated. Even when Identity Manager
appears to be idle, each server polls the repository in order to detect changes to
repository objects, tasks ready to run, tasks ready to clean up, and so forth.

The intervals on which these activities occur are configurable, and increasing these
configured intervals will reduce the frequency of (but will not eliminate) database
operations that Identity Manager executes against the repository when idle. To
configure these intervals, define new values for the cache. pol | i ngl nterval and
other properties that begin with cache and ChangeNoti fi er in the

\veset . properti es file.

In addition, disable the | i st cache. si ze property on any application server in a
cluster that does not serve the Identity Manager Graphic User Interface. Disabling
this property reduces number of operations that Identity Manager executes against
the repository when the application is idle.
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