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CHAPTER 1

Introduction

The Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005
(hereafter Sun Management Pack) provides libraries of system management rules
and event definitions that extend the capabilities of the default Microsoft Operations
Manager (hereafter MOM 2005) environment. Once you have installed the Sun
Management Pack, MOM will assist in performing these tasks:

Identifying Sun servers on your network
Recognizing problems with those Sun servers

Troubleshooting these problems based on detailed descriptions of the underlying
events reported about these servers

Identifying options for resolving problems based on the Sun Management Pack

Knowledge Base
Er MOM 2005 Administrator Console =]
jﬁ"ﬁ‘ File  Action Wew Window  Help |;[i|5|
= B@E =0 XEFR 2By &% B
L1 Console Root -
Rule Groups: Sun K64 Servers Print

El-%‘ Microsoft Operations Manager (WM
----- |_JD Information Center

Lﬂ Operations

=1~ Management Packs

.__] Computer Sroups

----- [ Discovered Groups

El,__] Fule Groups

,__] Microsoft Operations
,__] Sun x64 Servers (enak
LEPE Search Results
----- [ ©wverride Criteria

-1 Adrinistration

i

Enabled: Yes
Parent Rule Group:

Child Rule Groups:

4]

Mone (Top-level Processing
Fule Group) (To Top)

Sun Blade 8000 Modular System

Sun Blade x6220 Server Modules b
Sun Blade 6250 Server Modules

Sun Discover Machines

Sun Fire 2100 M2 and x2200 M2 Servers

-1 Tasks )

-3 Motification Sun Fire £4100 and <4200 Servers
..... £ scripts Sun Fire X4150 Servers

..... [ Computer Attributes Sun Fire £4450 Servers

----- 3 Providers Sun Fire £4500 Servers

Sun Fire £4600 Servers

Sun Metra 4200 M2 Servers
Sun x64 servers general rules =l
|
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This Manual

This manual contains the following chapters:
®  Chapter 1 “Introduction”
"  Chapter 2 “Installing the Sun Management Pack”

®=  Chapter 3 “Configuring Sun Servers for MOM 2005 and the Sun Management
Pack”

"  Chapter 4 “Discovering and Classifying Sun Servers”
"  Chapter 5 “Verifying and Troubleshooting Your MOM 2005 Configuration”

®  Chapter 6 “Monitoring Sun Servers with the Sun Servers Management Pack 3.3
for Microsoft Operations Manager 2005”

=  Appendix A “What’s New in Sun Servers Management Pack 3.x for Microsoft
Operations Manager 2005?”

This manual is intended for IT professionals experienced with MOM 2005, field
sales representatives, and support engineers.

Supported Servers

A complete and current list of supported Sun servers, service processors, and service
processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Management Pack. In general
terms, the Sun Management Pack supports the following families of Sun servers:

= Sun Fire x64 Servers

Requirements

The managed nodes (Sun servers) and the MOM server have different software
requirements.

Managed Nodes (Sun Servers)

To determine the appropriate drivers and services to install on your managed node,
you must know which version of Microsoft Windows Server 2003 is installed on that
managed node.
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MS Windows Server 2003 OS

Drivers and Modules

W2K3 with Service Pack 1

Sun IPMI Driver for Windows (installed)
Sun ipmievd Service for Windows (installed)

W2K3 with Service Pack 2

Sun IPMI Driver for Windows (installed)
Sun ipmievd Service for Windows (installed)

W2K3 R2

MS IPMI Driver (installed)
MS Hardware Management Module (enabled)

W2K3 R2 with Service Pack 2

MS IPMI Driver (installed)
MS Hardware Management Module (enabled)

See Chapter 3 for details about downloading, installing and configuring the Sun
IPMI driver and Sun ipmievd service on SP1 and SP2 managed nodes.

A complete and current list of supported Sun servers, service processors, and service

processor firmware is available at the following URL:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Management Pack.

Server Types

Examples in This Manual

Sun Fire x64 servers with Embedded LOM

Sun Fire X2100 M2 Server
Sun Blade X6250 Server Module

Out Manager (ILOM)

Sun Fire x64 servers with Integrated Lights

Sun Fire X4100 Server

Sun Fire X4200 M2 Server

Sun Blade X6220 Server Module
Sun Blade X8420 Server Module

Consult your Microsoft MOM 2005 documentation for the most current list of the
servers, operating systems, and layered software that it supports.
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Related Documentation

Consult the following manuals from Microsoft and Sun for additional information
about installing, configuring, and using MOM 2005 and Sun solutions.

Microsoft Operations Manager (MOM) 2005 Conceptual Guide
Microsoft Operations Manager (MOM) 2005 Deployment Guide
Microsoft Operations Manager (MOM) 2005 Operations Guide

Microsoft Operations Manager (MOM) 2005 Management Pack Development
Guide

Microsoft Operations Manager (MOM) 2005 Troubleshooting Guide

Microsoft Operations Manager 2005 Product Home Page
(http://www.microsoft.com/mom/default .mspx)

Sun Integrated Lights Out Manager 2.0 User’s Guide (820-1188)

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 4



CHAPTER 2

Installing the Sun Management
Pack

This chapter describes how to perform a fresh installation of the Sun Servers
Management Pack 3.3 for Microsoft Operations Manager 2005 and how to verify
that it is working correctly.

Note: If you are installing the Sun Servers Management Pack 3.3 for Microsoft
Operations Manager 2005 over a previous installation of the Sun
Management Pack, consult Appendix A “Release Notes” for upgrade
information.

Installation Overview

The installation process is straight-forward.
1. Download the Sun Management Pack from the following web site:
http://www.sun.com/system-management/tools.jsp

The ZIP archive for the Sun Servers Management Pack 3.3 for Microsoft
Operations Manager 2005 is named SunFire x64Servers 3.3.zip.

2. Review the installation requirements described in Chapter 1 and verify that
your MOM 2005 and Microsoft Server 2003 installations meet those
requirements.

3. Unzip the archive that you have downloaded into a directory on the MOM
2005 server.

For example, you could unzip the SunFire x64Servers 3.3.zip archive
into a file named SunFire x64Servers_3.3.akm in directory named
C:\INST on the MOM 2005 server.

4. Install the Sun Management Pack using the standard “Import Management
Pack” option in the MOM 2005 Administrator Console.

5.  Verify installation.

Planning the Installation

Before you begin the installation of the Sun Management Pack on your MOM 2005
server, consider the following:
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®  The Sun Management Pack must be installed on the MOM 2005 management
server.

® Ifyou are hosting the MOM 2005 management software on a Sun server and
wish to manage that server with the Sun Management Pack, you must manually
install the Microsoft or Sun IPMI driver. See Chapter 3 for details about
configuring Sun servers for use with the Sun Management Pack.

Downloading the Sun Management Pack

To install the most current version of the Sun Management Pack, download it from
the following URL:

http://www.sun.com/system-management/tools. jsp

Note:  As updated versions of the Sun Management Pack get posted to the
web, the name of the compressed archive to download will change. For
this release, download the following:

SunFire_x64Servers_3.3.zip

Save the Sun Management Pack to a working directory on the local system from
which you plan to perform the installation and uncompress it.

Installing the Sun Management Pack

To install the Sun Management Pack on your MOM 2005 management server, do the
following:

1. Launch the MOM 2005 Administrator Console.

2. Inthe Navigation pane, right-click Management Packs to display the
following pop-up menu.

[ Console Root

El--_ﬁ' Microsoft Operations Manager (MOMOSSHOW)
[y Information Center

-l Operations

=%

L@ Administrati Comrnit Configuration Change

Impart/Export Management Pack. .,

WiEsta L4
e Window From Here

Properties

Help

3. Click Import/Export Management Pack ... to launch the installation
wizard.
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Management Pack Import/Export Wizard
Welcome to the Management
Microsoft _ Pack Import /Export Wizard
nager 2005

Thiz wizard helps you to;
-Import M anagement Packs
-Export M anagement Packs
-Import Reports

- To continue, click Mext.

¢ Back

Cancel Help

4. Click Next to display the following options dialog box.
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Management Pack Import/Export Wizard

Import or Export Management Packs
Chooze to either import M anagement Packs, export Management Packz.

Select what pou would like to daor:

= |mport Management Packs and/or reports
By choosing this selection, you can import one aor more MOM Management Facks
reparts.

™ Export Management Packs
By choozing this selection, pou can create a new Management Pack.

¢ Back I Hest > I Caricel Help

5. Select Import Management Packs and/or reports and click Next to display
the following dialog box.
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Management Pack Import/Export Wizard

Select a Folder and Chooze Import Type
Specifiv the folder where the Management Packs [or report files) are located and
zelect import optionz

Select the folder where the M anagement Fack [or report files] are located.

— Type of Import

Select what type of impart pou want to perform:

¥ |mport b anagement Packs anly
€ Import reports only

£ Import Management Packs andireports

¢ Back I Hest > I Caricel

Help

6. Specify (or browse to) a location on the MOM 2005 management server
that contains the files that you unzipped in Step 3.

7. Select the Import Management Packs only option and click Next.

The Wizard displays the following screen.
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Management Pack Import/Export Wizard

Select Management Packs
Select which Management Packs to import and specify options.

Pleasze zelect ane or more Management Packs to impart;

ESunFire wbdSersers 3.1 akm

— Impart Ophionz

+ Update existing Management Pack. Custom miles, enabled/dizabled zettings,
and company knowledge will be retained.

" Replace existing Management Pack

¥ Backup existing Management Pack

b anagement Pack backup directon:

IE:HINST Browse |

¢ Back I [Ewt > Cancel |

Help

8. Select the Sun Management Pack in the list of Management Packs.

Pleaze zelect one or more Management Packs to impart:

SunFir

9. Select one or more of the following Import Options:

Import Options Operation
Update existing Default operation. Installs a new management pack
Management Pack or updates an existing management pack. In an

upgrade, the custom rules, settings for
enabled/disabled features, and acquired knowledge
information will not be modified.

Note: The option to update an existing Sun
Management Pack is not currently supported.

Replace existing Replaces an existing management pack.
Management Pack
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Import Options

Operation

Backup existing
Management Pack

Default setting. Backs up an existing management
pack so it can be restored. Click Browse to specify an
alternate backup directory.

10. Click Next to confirm your selection(s) and to display the following dialog

box.

Management Pack Import/Export Wizard

Microsoft _

nager 2005

Completing the Management Pack
Import /Export Wizard

Review vour selectiong

SunFire #B4Servers 3.1.akm ﬂ

Click. Finish taimpart the Management Packs and reports.

F- Mate that the reportz will not be available until the Data

Warehouze DTS job has run.

]|

¢ Back I Finizh I Cancel Help

11. Click Finish to proceed with installation.

The Wizard displays a dialog box that provides information on the progress of
the installation. Here is a sample dialog box.
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Import Status |

Cwerall Skatus: Imporking specified Management Packis), ..

—Current Operation

Import Management Pack Ci\SunFire_xg43ervers_3.1.akm

Sub Operation: Loading Management Pack from DE, server: ' ¥S440-01"

ERAARNRARNANANNANNRNARANNNNN 5

I aummary

Skatus perakion

1 | i

Description:

Detail Information -

Operation:
Backup Managerment Pack,

Mame:
A 5unFire_xedServers_3.1.akm

Status:
Success

Description:

Passed LI
Create Log Eile.. . | Close I

12. When the installation is complete, right-click the Management Packs folder
in the MOM Administrator Console to display the following pop-up menu.
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¥ MOM 2005 Administrator Console
l@" File  Action Wew Window Help

&= | Bl iEEXEE @ E

I:l Zonsole Root
=155 Microsaft Operations Manager (¥ OUR-JIL7XHRIGW)

H-£1 Compute
----- [ Discover:  Import/Export Management Pack. ..
H-3 Pule Gro

Commit Configuration Change

[ Override WiEW »
= Tasks Mewvs Yindovs from Here
""" & Micro Properties
; e Sun b
G- Motificatin Help
[ Scripts
------ [ Computer attributes
------ [ Providers

[ Adrministration

13. Click Commit Configuration Change to propagate the changes to the MOM
2005 server.

Installation is now complete.

Verifying Installation

If the Sun Management Pack has been installed correctly, you should see entries for
the Sun Management Pack in the MOM 2005 Administrator and Operator Consoles.

Administrator Console: Computer Groups Folder

The Sun Management Pack installs the following Sun-specific computer groups.
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[:l Zonsole Fook
=55 Microsoft Operations Manager (YMWARE-QUICKMOM)

= Management Packs

__] Camputer Graups

----- [ Discovered Groups

EI__] Fule Groups

__] Microsaft Operations Manager (enabled)
: Sun x6d4 Servers (enabled)
il Event Rules (1)

Q Alert Rules (00

-] Performance Rules (00

__i Sun Blade 5000 Modular Syskem (enabled)

__i Sun Blade ¥6220 Server Modules (enabled)

__i Sun Blade %6250 Server Modules (enabled)

__i Sun Discover Machines (enabled)

__i Sun Fire 2100 M2 and %2200 MZ Servers (enabled)
__i Sun Fire ¥4100 and x4200 Servers (enabled)

__i Sun Fire ¥4150 Servers (enabled)

__i Sun Fire ¥4450 Servers (enabled)

__i Sun Fire ¥4500 Servers (enabled)

__i Sun Fire ¥4600 Servers (enabled)

__i Sun Metra ¥4200 M2 Servers (enabled)

__i gun x64 servers general rules (enabled)

----- L3, Search Results

----- [ Owerride Criteria

[ Tasks

¥ Mokificakion

----- [ Scripks

----- [ Computer Attributes

----- [ Providers

H-1gg Adminiskration

Administrator Console: Rule Groups Folder

The Sun Management Pack also installs an equivalent set of rule groups and
automatically binds those Sun rule groups to the Sun computer groups.

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 14



[ Console Roat
El-‘ff Microsaft Operations Manager (MOMOSSHOY )
----- {5 Information Center
- g Operations
(="M Management Packs
|__] Camputer Groups
----- |1 Discovered Groups
EI|__] Rule Groups
|__] Microsaft Operations Manager (enabled)
E||__] Sun x64 Servers (enabled)
] Event Rules (0)
(| Alert Rules (0)
e 2] Performance Rules (0)
|__'| Sun Blade 8000 Maodular Sywstem (enabled)
|__'| 5un Blade ®6220 Server Modules (enabled)
|__'| 5un Blade ®6250 Server Modules (enabled)
|__'| Sun Discover Machines (enabled)
|__'| Sun Fire %2100 M2 and %2200 M2 Servers (enabled)
|__'| Sun Fire ®4100 and %4200 Servers (enabled)
|__'| Sun Fire %4150 Servers (enabled)
|__'| Sun Fire x4450 Servers (enabled)
|__'| Sun Fire %4500 Servers (enabled)
""" |__'| Sun Fire x4600 Servers (enabled)

To view the current version of the management pack, right-click Rule Groups — Sun
x64 Servers and choose Properties.

Rule Group Properties {sg-prague) - Sun H64 servers general rules
General I Frnowledge Easze I Computer Groups I
Marme: I Sun x64 servers general rules
Description: I General rules For Sun Fire <64 servers
Version: |D3.1.11I31.IIIIIII:|1
[¥ Enabled
Rule Group GIUID: I {FDD4B93E-6583-43A2-9586-F51 9FEFDE]

Operator Console: Computers and Groups Views

In the MOM 2005 Operator Console, you should also see three computer groups: All
Sun x64 Servers, Sun Blade Modular Servers, and Sun Fire x64 Servers.
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Computers and Groups Views

= Al Computers and Groups Yiews
24 Computer Groups
@l Computers
Ell_}' All Sun k64 Servers
ol Computers
--1__| Microsaft Operations Manager
Ell_}' Sun Elade Modular Servers

P ig Computers

Ell_}' Sun Fire x64 Servers
R Cornputers

Operator Console: Tasks Pane

Three Sun-specific tasks should also appear in the Operator Console Tasks pane.

Tasks

@) Computer Management
=l Event Viewer
IP Configuration
L= Ping
= Remote Deskkop
--1__| Microsoft Operations Manager
Ell_}' aun Microswskems Servers
BEFRun Sun Server Discowvery
----- 5P wWeb Interface
- _= 53un Microsystems Servers

If these Sun-specific groups and tasks are available to you in MOM 2005, you have
successfully installed the Sun Management Pack.
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CHAPTER 3

Configuring Sun Servers for MOM
2005 and the Sun Management
Pack

Once you have installed the Sun Management Pack on your MOM 2005
management server, you must configure each of the Sun servers that you plan to
manage with MOM 2005.

The process that you use to configure managed nodes is dependent on which version
of MS Windows Server 2003 is installed on each node. This chapter is organized
accordingly:

*  Determining the version of MS Windows Server 2003 running on a managed
node

*  Configuring Sun servers running MS Windows Server 2003 R2
»  Configuring managed nodes running MS Windows Server 2003 SP1 or SP2

Determining the Version of MS Windows
Server 2003 Running on a Managed Node

Before performing any configuration tasks on your Sun server, you must determine
which version of the MS Windows Server 2003 operating system is currently
installed on that Sun server. To determine the version of Windows running on a
server, do the following.

1. Log in to the Sun server that you want to configure for MOM 2005.

2. Choose Start — All Programs — Accessories — System Tools — System
Information to display information about the version of Windows installed
on that Sun Server.

For example, this Sun Fire X4100 M2 Server is running Windows Server 2003
R2 and displays the following information.
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m System Information !EI
File Edit W%ew Tools Help
S__I,Istem Surmmary [teri | W alue o
#- Hardware Rezoure | 05 Mame bicrozaft[R ] Windows(R] Server 2003, Enterp
.. Components Wersion 5.2.3730 Service Pack 1 Build 3730
- Software Ervironm " L5 [:' EE:'Z:fiF'ti'Z'r'l s "
£ . anufacturer icrozoft Carparation
Iniemet Setings | ¢ tem Mame YOURIUTRHRIEW
Syztem Manufacturer  Sun Microsystems
Syztem Model Sun Fire 4100 M2
System Type #36-bazed PC
Proceszor w86 Family 15 Maodel B5 Stepping 2 Authentic,
Proceszor w6 Family 15 Maodel B5 Stepping 2 Authentic
Proceszsor %86 Family 15 Model BS Stepping 2 Authentic,
Proceszor w86 Family 15 Madel B5 Stepping 2 Authentic—
BIOS YWerzion/Date American Megatrendz Inc. 0ABL=039, 4114
SMBIOS Werzion 23
Windows Directory Chf I M D 0SS
Systerm Directary CoAWAR DWW S apstemn 32
Boot Device WDevicehH arddisk\W olurne
Locale Inited States
Hardware Abstraction Version = "'5.2.3790.1830 (03 sol b, 06T
q | »i|sf i i

This Sun Fire X4100 Server does not have R2 installed and displays the
following information.

@ System Information _ [O0] x|

File Edit Yiew Tools Help

i Item | W alue -
- Hardware Resources 05 Mame Microsoft{R] wWindows[R] Server 2003, Enterp
.. Compaonents Werzion 5.2.3790 Service Pack 1 Build 3790
- Software Enviranment Other 05 Description Mot Available
__ Internet Settings 05 Manufacturer Microsoft Corporation
System Mame #*A4100-02
System Manufacturer  Sun Microsystems
Syztem kModel Sun Fire #4100 Server
System Type #a6-bazed PC
Froceszzor %36 Family 15 Model 37 Stepping 1 Authentics
Processar w86 Family 15 Model 37 Stepping 1 Authentics
BIOS Wersion/Date  Amenican Megatrends [no. 0800710, 11/1/200
SMEIDS Yerzion 23
YWindows Directory CAWIMDOWS b

Sygtem Directary C:wwf M DO S eystem32

Boaot Device WDevicehH arddizkyalume1

Locale nited States

Hardware Abstraction  “ersion =""5.2.3730.1830 [zrv03_zp1_rtm. 050
Uzer Mame Mok Available

Time Lone Central Eurooe D avliaht Time il
o j b

2. Choose File — Exit to close the System Information window.

Depending whether the Sun server that you want to configure is running Windows
Server 2003 R2 or not, you must perform different configuration tasks.
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MS Windows Server 2003 Configuration Tasks
Version

R2 (with our without SP1 or SP2) See the section “Configuring Sun servers
running MS Windows Server 2003 R2” in this
chapter to perform the following tasks:

- Enable MS Hardware Monitoring

- Enable MS IPMI Driver

SP1 or SP2 without R2 See the section “Configuring managed nodes
running MS Windows Server 2003 SP1 and
SP2” in this chapter to perform the following
tasks:

- Install and enable the Sun IPMI driver

- Install and enable the Sun ipmievd service

Configuring Sun Servers Running MS
Windows Server 2003 R2

To configure your Sun server running Windows Server 2003 R2, do the following:

1. Choose Start — Control Panel — Add or Remove Programs to display the
following dialog box.

E Add or Removye Programs M=l

Currently installed programs: [T show updates Sork by IName vI

ﬁ_,'-?-,! Active Directory Management Pack Size 0.05ME -~
Helper Object
Click here for support informakion. Ised rarely
To change I:Ijis program of remove it From your Change | SRS |
computer, click Change or Remove,

{&) Ethereal 0.93.0 Size  52.84MB

ﬁ_,'-?—,! Microsoft \MET Framework 2.0 Size  85.65MEB __|

E{", Microsoft Cffice 2003 Web Components Size  22.69MB

@A Microsoft Operations Manager 2005 Size  132.00MEB

|3 Microsoft SQL Server 2005 Size 1,204,00ME

|j Microsaft 0L Server 2005 Backward Size  26.18MB
compatibility

|j Microsoft SOL Server 2005 Books Online Size  123.00MB
(English) hl

2. Click the Add/Remove Windows Components button on the left-hand pane
of the dialog box to display the following dialog box.
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Windows Components YWizard

Windows Components
Y'ou can add ar remove companents of WWindowes,

To add ar remove a companent, click the checkbos. A& shaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Dretails.

Components:

] 'C} Active Directary Services

O ﬁ.-’-‘-.ppli-:atiu:un Server 334 MB

[ [EA Certificate Services 1.4 MB

1 Z Nistribusted File Sustem TR T
Descrption:  Includes \Windows Accessories and Utbilities for your computer.

Total disk, s.pace requ.ired: 4.1 MB Details.. |
Space available on digk: 178022 MB

¢ Back I MHewt > I Cancel | Help |

3. Click Management and Monitoring Tools.

YWindows Components Yizard

Windows Components
Y'ou can add ar remaove companents of Windowes,

To add or remove a component, click the checkbox, A shaded box means that only
part of the component will be inztalled. To zee what's included in a companent, click

Details.
LComponents:

. oring Tools

<» Microgoft MET Framewaork 2.0 150.0 ME

[ S9yMetworking Services 27Mp —
| EE] Other Metwork File and Print Services E.4 ME

1 ™ Remate Installation Servicas 2T kR ll

Dezcription:  Includes tools for zerver and network. management and monitaring.

T atal dizk space required: 41 KB D etails |
17802.2 ME —

Space avallable on dizk:

< Back I Mest » I Cancel | Helg |
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4. Click the Details button to display the following dialog box.
Management and Monitoring Tools

To add ar remove a component, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Subcumpnnents aof b anagement and Mu:unltu:unng Tools:

B & Connection M anager Adminiztration

I:l ﬁ Connection Point 5ervices 02me
(] fif3 File Server Management 0.0ME
[ ﬂ File Server Resource Manager 25 MB
Hardware M anagement 1.4 MB
[ B M etk Maonitor Tools 2.3MB
[ <:> Frint Management Component 1.4 MB LI

Dezcrption:  Inzstallz a tool for the creation of customized remote acceszs connechions,
which you can distribute to pour ugers.

Total dizk space required: 41 MB Details,. |
Space avallable on disk: 17802 2 MB
ok I Cancel |

5. Click the Hardware Management checkbox and click the OK button to
enable hardware management for your Sun server.

6. To verify that Hardware Management has been enabled, choose Start — All
Programs — Administrative Tools — Event Viewer to display the following
dialog box.

H Event Yiewer !IEI E

File Action Yiew Help

4--»||@|@

Event Yiewer (Local)

1| |

Marme: Tvpe | Descripkion Si
%ﬂ Application Log Application Error Records 11
= Farwarded Events Security Log Security Audik Recards 4,
’ Hardware Events Swstem Log  System Error Records 4«
Forwarded Events Log Cuskom Log Error Recards B
Hardware Events Log Cuskom Log Error Recards 2.

Once Hardware Management has been enabled on your Sun server, the category
Hardware Events appears in the Event Viewer.

7. Open a Windows Command Prompt Window on the managed node (Sun
server).

8. Enter the following command to install the Microsoft IPMI device driver:

RunDLL32 ipmisetp.dll AddTheDevice
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Tip: To verify that the Microsoft IPMI device driver has been installed,
check the Computer Device Driver list.

Perform these steps on each managed node that is running Windows Server 2003
with R2.

Configuring Sun Servers Running MS
Windows Server 2003 SP1 or SP2

For the integration between your Sun server running Windows Server 2003 SP1 or
SP2 (without R2) and the Sun Management Pack now running on your MOM 2005
management server to work correctly, you must install and configure on each Sun
server both the Sun IPMI Driver and the Sun ipmievd service.

Note: If you have numerous Sun systems on your network, the process of
installing and configuring the Sun IPMI Driver and the Sun ipmievd service
on each system can be time consuming. For information about unattended
installation, consult your ISM driver and ipmievd documentation.

Installing and Configuring the Sun IPMI Driver

If the Sun server that you want to manage with MOM 2005 and the Sun Management
Pack does not have Windows Server 2003 R2 installed but does have SP1 or SP2
installed, you must install the Sun IPMI Driver.

To install and enable the Sun IPMI Driver on each of your managed nodes, do the
following:

1. Verify that the Sun server that you want to configure is running Windows
Server 2003 SP1 or SP2 without R2.

See the section “Determining the Version of MS Windows Server 2003 Running
on a Managed Node” earlier in this chapter.

2. Locate the local directory into which you have installed Sun resources from
the Sun Resource CD that shipped with your server or downloaded from
SunSolve.
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3.

@ C:drivers\ISM Driver 32-bit

File Edt Yew Favorites Tools  Help | ;',"
(JBack - o - ;i | o~ &earch |[7 Folders | T G B
Address [l CdriversiISM Driver 32-bit j a €l
Folders X || Mame =~ |
= 5 My Computer ﬂ _jlsmlnf

J} 3% Flappy (A1) glsmdrv.cat

= = Local Disk (C) =l ismrv. sy

1 ADFS

1 DeviCon
1 Documents and Setking
= I drivers
[ I5M Drriver 32-bit
0 neva ism
1 ipmitoal
1 ipraigkil-1,7,2-win3z
1 MOmMz00SInskalskuffe

1 Program Files -
1] | AKX | 1

Note: If the IPMI driver is not included on the resource CD that shipped
with your Sun server, download them from the following web site:

http://www.sun.com/system-management/tools. jsp

Choose Control Panel — Add Hardware to display the following wizard.

Add Hardware Wizard |

Welcome to the Add Hardware Wizard
S

Thiz wizard helps pou;

+ |nztall zafbware ta suppart the hardware you add ta your
computer.

* Troubleshoot problems you may be having with wour
hardware.

& IF your hardware came with an installation CD,
it iz recommended that you click Cancel to
cloze thiz wizard and use the manufacturer's
CD to install this hardware.

To continue, click Mest.

< Back

Cancel |
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4. Click the Next button to display the next screen.

Add Hardware Yizard

Iz the hardware connected?

Have you already connected this hardware to your computer’?

£ No, | have not added the hardware pet

< Back I Mest = I Cancel |

5. Select Yes, | have already connected the hardware and click the Next
button to display the next screen.

Add Hardware Wizard

The following hardware iz already installed on your computer

Fram the ligt below, zelect an installed hardware device, then click Mest to check
properties or troublezhoot a problem wou might be having.

Tao add hardware not shown in the list, click “Add a new hardware device. "'

Inztalled hardware:

& USE Root Hub &

& USE Root Hub

EEP USE Composite Device
5"&9 USE Mass Storage Device
&2 AM| Virtual Floppy

Add a new hardware device

< Back I Hest = I Cancel
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6. Select Add a new hardware device and click the Next button to display the
next screen.

Add Hardware Yizard

The wizard can help you inzstall other hardware

The wizard can search for other hardware and automatically install it for wow, Or, iF pou
know exactly which hardware model pou want to install, you can select it from a list,

YWhat do you want the wizard to dao’?

™ Search for and install the hardware automatically [Recommended)

< Back I Mest = I Cancel |

7. Select Install the hardware that | manually select from the list (Advanced)
and click the Next button to display the next screen.

Add Hardware Wizard

From the list below, select the type of hardware you are installing

[f you do not zee the hardware category vou want, click Show All Devices.

Comman hardware types:

:ﬂ PCMClA and Flash mernony devices ;I
o Ports [COM & LPT)
iz Prirters
€2 5051 and RAID caontrallers
@, Sound, video and game controllers

Systern devices
28 Tape dr
& Windows CE USE Devices

¢ Back I Mest > I Cancel
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8. Click System devices and click the Next button to display the next screen.

Add Hardware Wizard

Select the device driver pou want to install for this hardware.

- Select the manufacturer and model of vaur hardware device and then click Mest. [F you

*-;!)' have a dizk that containg the driver you want ko ingtall, click Have Disk.
bl anufactuner | || kodel |
::Ed”.-’-'-.MD-m 51 HuperT ranzport(tm] AGFP3.0 Graphics Tunnel
Intel, ne.
Microzoft —
ticrozoft Corporation
SCM Microzpstems [nc. j
Cihmmam Limbmme = bmd T anmbmrnn

¥ This driver is digitally signed. Have Disk... [: |
Tell me why diver signing iz imporkant

< Back I Mest = I Cancel |

9. Click the Have Disk ... button to display the next screen.

Install From Disk
H Insert the manufacturer's installation disk, and then
@ make zure that the correct dive iz selected below.

Cancel |

Copy manufacturer's files from:

C:Adriversh Sk Diriver 32-bit j Browsze... |

10. Specify (or browse) to the local directory containing the extracted Sun
IPMI Driver files and click the OK button.

Windows installs the Sun IPMI Driver.

Verifying Sun IMPI Driver Installation

To verify that the Sun IPMI Driver has been installed on the managed node, do the
following:

1. Choose Start — Control Panel — System — Hardware to display the following
screen.
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System Properties n

Advanced I Automatic Lpdates | Remate |
General I Computer Mame Hardware

— Device Manager

e The Device Manager liztz all the hardware devices installed
‘ﬁ' an yaur computer. Lse the Device Manager to change the

properties of any device.
Device Manager %J

Drriving Sighing lets you make sure that installed drivers are
compatible with 'Windows, Windows Lpdate etz pou zet up
b W indows connects toWindows Update for divers.

—a

— Diriverz

Diriver Signing Windows pdate

—Hardware Frofiles

Hardware profiles provide a way for pou to zet up and store
different hardware configurations.

Hardware Profiles |

0k, I Cancel | Apply |

2. Click the Device Manager button to display the list of installed hardware
devices and drivers.

3. Click the System Devices entry to expand it.

4. Scroll down the list of displayed devices and drivers to verify that the Sun
IPMI Driver is installed.
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E Device Manager !E[ E

File Action Yiew Help

- | B EFES 28 A xBa

----- " PCI standard PCI-ta-PCI bridge ]
----- J Plug and Play Software Device Enumerator
----- J Programmable interrupt controller
SR IPMI Swstem Management Driver w10
----- ¢ System board
----- ¢ System CMOS/real time clock
----- ¢ System speaker
----- ¢ System timer
----- J Terminal Server Device Redirector

! Unknown device

EEI--GEP Universal Serial Bus controllers _lj
»

J |
| | |

Note:  Only Windows Server 2003 SP1 and SP2 are currently supported. Even if
driver installation does not fail on other systems, proper functionality can
not be guaranteed.

Installing and Configuring the Sun-provided ipmievd Service

To install and enable this service, do the following on each Sun server running
Windows Server 2003 SP1 or SP2 (without R2):

1. Verify that the Sun server that you want to configure is running Windows
Server 2003 SP1 or SP2 without R2.

See the section “Determining the Version of MS Windows Server 2003 Running
on a Managed Node” earlier in this chapter.

2. Locate the local directory to which you downloaded and extracted the Sun-
provided ipmievd service bundle.

For example, let us assume that the Sun ipmievd service bundle has been
extracted to the following local directory:

C:\INST\Sun_ipmievd

3. Choose Start — All Programs — Accessories — Command Prompt to open a
Windows command window.

4. Inthat command window, cd to the directory containing the Sun ipmievd
service bundle files.

5. Enter the following command to install the Sun ipmievd service.
ipmievd -i -1 ism sel”
Windows displays the following output:
Installing ipmievd service

6. Choose Start — All Programs — Administrative Tools — Services to display
the following screen.

7. Scroll down the list to display the ipmievd service.
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8.

4 SEIYICES

File  Action Miew Help
= [ FHE 2 »e 0=

s, Services {Local)

ipmievd Mame / | Descripkion :I
115 Admin Service Enables thi...
Start the service %IMAF‘I CD-Burning ... Manages C...
%Indexing Service Indexes co...
%Intersite Messaging  Enables me...
X ipmiesd J
%IPSEC Services Prowvides e...
%Kerbems key Diskri...  Ondomain ...
%License Logging Monitors a...

%Lngical Disk. Managet  Detects an...
%Lngical Disk Manag... Configures...

%Messenger Transmits ...
%MicrusnFt Software .., Manages s...
Ramom Micrasoft ...
%Net Logan Maintains a...
%Netrﬂeeting Remaot... Enables an...

Blebkimel: Cmmmecbimee B s o hl
1 i 3

Extended A Standard /

Right-click the ipmievd entry and choose Start from the context menu to
start the service.

Verifying Installation of the Sun ipmievd Service

To verify that the Sun IPMI Driver and the ipmievd service has been installed and
configured correctly on a managed node, do the following:

1.

Choose Start — All Programs — Accessories — Command Prompt to open a
Windows command window.

In that command window, cd to the directory containing the IPMItool
application.

Enter the following command to install the Sun ipmievd service.
ipmitool _.exe -1 ism event 1
Windows displays the following output:

Sending SAMPLE event: Temperature - Upper Critical - Going
High O | Pre-Init

Time-stamp | Temperature #0x30 | Upper Critical going high

Choose Start — Administrative Tools — Event Viewer to display the
Windows Event Viewer.

Click the Application entry to display application log entries.

Review the list of entries specifically from the Sun ipmievd service.
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H Event ¥iewer !EI

File  Action Mew Help

= DMEERDR 2 E

@ Event Yiewer (Local)

ﬂ :Epcpl::i-:;mn Tvpe Date Tirne So... 4 | Cak... | Event =
: System @Infn... 1ijz1/2006  9:26:5.., Evntfbgnt Mone 2020
_ Forwarded Events Error  Bf26/2007 10:53:...  ipmievd Mone 1

QErrar Bf26 2007 10:53:...  ipmievd Mone 1
QEerr 6l26/2007 10:53:...  ipmiewd Mone 1 = |
@Errur &l26/2007 10:53:...  ipmiewd Mone 1
aErrnr 6/26/2007 10:53:..,  ipmiewd Mone 1
aEerr 6262007 10:53:..,  ipmievd Mone 1
QEerr 626 2007 10:53:...  ipmievd Mone 1
QEerr 626 2007 10:53:...  ipmievd Mone 1
eEerr Bf26)2007 10:53:...  ipmievd Mone 1
QErrar Bf26 2007 10:53:...  ipmievd Mone 1
QEerr 6l26/2007 10:53:...  ipmiewd Mone 1
@Errur &l26/2007 10:53:...  ipmiewd Mone 1
aErrnr 6/26/2007 10:53:..,  ipmiewd Mone 1
# gErrar 2120 ipmigtd Mone 1
€¥Errar  6/26/2007 .. ipmievd  Mone 1
QEerr 626 2007 10:53:...  ipmievd Mone 1 -

< | ] i . ' _'*I_I

Note:  This procedure verifies that the IPMI Driver and the ipmievd service
are functioning properly. IPMItool injects test events directly to service
processors; it does not generate the sorts of real events that MOM 2005
monitors. For example, the test event that you entered in Step 3 above
will not appear in any MOM 2005 console.

The configuration of your Sun server is now complete. Perform this configuration
operation on each managed server.
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CHAPTER 4

Discovering and Classifying Sun

Servers

Once you have installed the Sun Management Pack, MOM 2005 then has all the
information that it needs to classify Sun servers into the Sun x64 Servers computer
group. This occurs in two stages:

= Computer discovery: MOM 2005 performs computer discovery in order to
discover any newly connected servers and to install MOM 2005 agents on those
newly discovered servers.

= Attribute discovery and server classification: Once MOM 2005 has discovered a
Sun server on your network and installed the appropriate agents on it, those
agents query the particular attributes of that server and report those attributes to
the MOM 2005 server. If MOM 2005 finds a match between the returned
attributes of a server and the attributes defined for a particular computer group
in its database of rule groups, MOM 2005 classifies that server into the
appropriate computer group.

If you have installed Sun servers on your network before installing the Sun
Management Pack, it is likely that MOM 2005 has already discovered them and
installed its default agents. Depending on the status of your Sun servers (discovered
or yet-to-be-discovered), you may need to read different sections of this chapter.

Discovery Status

Sections to Read

Already discovered

Discovering Server Attributes and Classifying Sun Servers:
- Option-1: Allowing MOM 2005 to Perform
Automatic Classification Within 24 hours
- Option-2: Resetting the Default Interval for Running
the Sun Discover Machines Script
- Option-3: Performing Classification Immediately
- Option-4: Classifying Servers Manually

Yet-to-be-discovered

Discovering Sun Servers

Discovering Server Attributes and Classifying Sun Servers:
- Option-1: Allowing MOM 2005 to Perform
Automatic Classification Within 24 hours
- Option-2: Resetting the Default Interval for Running
the Sun Discover Machines Script
- Option-3: Performing Classification Immediately
- Option-4: Classifying Servers Manually
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Discovering Sun Servers

By default, MOM 2005 initiates the computer discovery process automatically every
24 hours. You can wait for MOM 2005 to perform computer discovery on its default
cycle, force MOM 2005 to perform computer discovery immediately, or change the
default time interval for computer discovery.

After MOM 2005 completes the computer discovery process, it builds a list of newly
discovered servers under Administration — Computers — Pending Actions in the
Administrator Console.

Marmne | D.l Pending Action | Approved | Management. .. | Desired Management
ﬁ w4200-0z2 5.. Install agent il IInmanaged Agent-ranaged

E #4200mMz-01 5., Approve manual ... Mo I_nmanaged I_nmanaged

E MOMOSDENYEL 3., Install agent Mo Unmanaged Agent-managed

ﬂ #4100M2-01 3., Install agent Mo Unmanaged Agent-managed

After the appropriate agent or agents have been installed, MOM 2005 can proceed
with attribute discovery and server classification.

Discovering Sun Servers Immediately

If you want MOM 2005 to initiate computer discovery immediately, do the
following:

1. Launch the MOM Administrator Console.

2. Click the Administration -- Computers — Computer Discovery Rules entry.

[ Conscle Roct

E% Microsoft Operations Manager (YOUR-JIU7XHRIE!
[Fy Information Center

-._a Operations

"y: Management Packs

E|1_* Adrninistration

-3 Computers

----- 3 Al Computers

----- |3 Management Servers

----- g IUnmanaged Computers

----- = Agentless Managed Computers

----- # 3 Agent-managed Computers

----- =53 _omputer Dis
----- -ﬂy Console Scopes
----- 27 Global Settings
-0 Product Conneckors

3. Right-click Computer Discovery Rules to display the following pop-up
menu.
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=ag_omputer Discovery Rss
Console Scopes
Global Setkings Run Compute
Product Connectors

Creakte Computer

-]
Mew Windaw From Here

Refresh
Export Lisk...

Help

4. Click Run Computer Discovery Now to prompt MOM 2005 to begin the
computer discovery process immediately.

Note: If you have many servers on your network, this process may take a long
time.

Resetting the MOM 2005 Default Interval for Computer Discovery

If you are deploying or reconfiguring numerous Sun servers on your network, you
may want to change the default time interval that MOM 2005 uses to perform
computer discovery. To change that default time interval, do the following.

1. Launch the MOM 2005 Administrator Console.
2. Click Administration — Global Settings in the Navigation pane.

FrMOM 2005 Administrator Console
Iz File Action Wiew Window Help

cr|Bmli BB XERER|2

(1 Console Rook Global Setting Type |
=155 Microsoft Cperations Manager (¥ QEICust.:.m alert Fields
L'L’E] Information Center %.ﬁ.lert Resaolution Skakes
'-i Operations &Y Operational Data Reports
- W Management Packs S Email Server
E1-igg Administration QECDmmunicatiDns
[ | Y
3l Computers & Security

- hﬂ, Console Scopes
b 2 Glabal Settings
i LJ0) Product Connectars

QE Web Addresses
QE Database Grooming
%Nutificatinn Comrmand Format

anagemne
‘i;.j Agents
i;.j Licenses

3. Double-click the entry Management Servers in the Global Settings Type list
to display the following screen.
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Management Servers Properties
Rule Change Falling I Heartbeat Checking I Autornatic Management

Discovery I Agent [nztall I Rezponzes I Temporary Storage

Specify the time and frequency o run computer discovery
and attribute discovery.

— Akkribuke discovery

Inkerval For running atkribute IT e
discovery: z

—Computer discovery

Computer discovery Finds computers which match the computer
discovery rules, discovers some computer attributes, processes
approved pending actions, and installsfuninstalls agents ar
skarksfstops server management if automatic install is turned on.

Fun cormpuker discovery kime: 205 j

Inkerval For compuker discovery: I 1 3: dayis)

| )4 I Cancel | Apply | Help

4. In the Computer Discovery control group, modify the settings that MOM
2005 uses for automatic computer discovery.

— Computer discovery

Computer discovery finds computers which match the computer
discovery rules, discovers some computer atbributes, processes
approved pending actions, and installsfuninstalls agents ar
starks/stops server management if autamatic install is turned on,

Run computer discovery time: 2:05 j

Interwval For computer discovery: I 1 3: day(s)

5. Click the OK button to apply the change.
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Discovering Server Attributes and
Classifying Sun Servers

You have four options that affect the way MOM 2005 discovers server attributes and
classifies your Sun servers.

= Option-1: Allow MOM 2005 to perform automatic classification within 24 hours

= Option-2: Reset the default interval for running the Sun Discover Machines
Script

=  Option-3: Run classification against Sun servers immediately

= Option-4: Classify Sun servers manually

The Sun-specific formulas used by MOM 2005 to classify your Sun servers are the
same; the timing differs for each option.

Viewing the Formula for Sun x64 Server Classifications

The classification of Sun servers is based on a Sun-specific attribute named
Sun-ComputerModel. This attribute is discovered by the Sun Server Model
Discovery script. To view the formulas that MOM 2005 uses when it classifies
discovered servers, do the following:

1. Launch the Administrator Console.

2. Click Management Packs — Computer Groups to display the list of installed
computer groups.

3. Right-click the name of a Sun server model to display a pop-up menu.

----- 23 Sun Blade 5000 Modular System
----- 53 Sun Blade X6220 Server

,,,,, =3 5un Fire %210 Create Computer Group, ..
..... :-':_g' Sun Fire ¥z Manage Subgroups

----- 53 Sun Fire X100
----- 53 Sun Fire X100
----- 53 Sun Fire X4151  Miew J
""" 53 Sun Fire X4200 Mew Window From Here

----- 53 Sun Fire X200
----- Ta SunFire xaqs)  Peetresh

..... 23 sun Fire X450 Export List...
----- 53 Sun Fire X460l Ml
----- 53 Sun Fire X460l L

----- 53 Sun Metra ¥4z Help
----- 53 Sun k64 Servers

Delete Computer Group

4. Choose Properties to display the following dialog box.
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Sun Blade %6250 Servers Properties |

Search for Computers I Farmula I State Rall-up Palicy I Congaole Scopes I Parents I Rules
General | Included Subgroups I Included Computers I Excluded Computers

Descripkion:

Computer group For Sun Blade ¥6250 Servers ;I

k. I Cancel Amply | Help |

5. Click the Formula tab to display the classification formula that MOM 2005
uses to classify that particular model of Sun x64 server.
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Sun Blade X6250 Servers Properties

[3eneral I Inzluded Subgroups I Inzluded Computers I Excluded Computers
Search for Computers Farrnula | State Roll-up Policy I Conzole Scopes I Farents I Rulez

" Do not use a formula to determine membership for this computer group,

€+ Specify a formula For the computer group.;

Computers For which the specified Formula evaluates to TRIIE, and that also match the Search
crikeria that wou specified on the Search page, will be added as members of this computer group.

Formula For compuker group:

Insert:
AktribukbeyaluedSun-ComputerMaode)="3un Blade X&6250 ;I Operator »
Server” —
Funckion b
Aktribute, .,

Compukter Group. ..

LI Discovered Group. ..

()% I Canicel | Smply Help |

Option-1: Allowing MOM 2005 to Perform Automatic Classification

MOM 2005 performs attribute discovery and classification automatically, typically
every 24 hours. If you do nothing at this point, MOM 2005 will perform attribute
discovery and classification for you.

Option-2: Resetting the Default Interval for Running the Sun Discover
Machines Script

The Sun Management Pack installs a Sun-specific event rule named Run Sun Server
Model Discovery and a script that uses that Sun-specific event rule to initiate Sun-
specific attribute discovery and Sun-specific server classification at a set interval.
You can change the default interval at which this script executes. To reset this
default time interval, do the following.

1. Launch the MOM 2005 Administrator Console.

2. Click Management Packs — Rule Groups — Sun x64 Servers — Sun Discover
Machines — Event Rules entry in the navigation pane.
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=-£3 Rule Groups ;I
.__] Microsaft Operations Manager (enabled)
L——_I.__] Sun x64 Servers (enabled)
----- i3] Event Rules (0
----- 1| Alert Rules (0)
----- 2] Performance Rules (00
[+ 5un Blade 8000 Madular System (enabled)
[+ 5un Blade ¥6z20 Server Modules (enabled)
-] 5un Blade ¥6250 Server Modules (enabled)
= 5un Discover Machines (enabled)

S ent Rules (1)

-~ Gun Fire ¥2100 Mz and ¥2200 M2 Servers (enabled)
-~ Sun Fire ¥4100 and ¥4200 Servers (enabled)

-~ 5Sun Fire ¥4150 Servers (enabled)

-~ Sun Fire ¥4450 Servers (enabled)

-~ Sun Fire ¥4500 Servers (enabled)

-~ 5Sun Fire ¥4600 Servers (enabled)

<[ Sun Metra X4200 Mz Servers (enabled)

- Sun x64 servers general rules (enabled) LI

3. Inthe right-hand pane, right-click the Run Sun Server Model Discovery
entry to display a pop-up menu.

Mame Enabled

Zuk

Copy
Delete
Refresh

Properties

Help

« | 2

4. Choose Properties to display the Event Rule Properties box.

5. Click the Data Provider tab to display the following dialog box.
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Event Rule Properties {(mom05show) - Run Sun Server Model Discovery

Alert Suppression | Responzes I K.nowledge Baze
General D ata Provvider I Critena I Schedule I Alert

Select the source of the daka or events to be matched by this rule, IF the
provider is not listed, click Mew ko create a new provider,

Provider name:

Schedule every 12 hours synchronize at 12:00

Provider type:

Timed Exent

Provider settings
Schedule every 12 hours synchronize at 12:00

k. I Cancel | Spply | Help |

6. Click the Modify button to display the following dialog box.

Timed Event Provider Properties (mom05show) - Schedule every 12 ho...

Schedule I

specify a schedule and freguency ko generate the event,

aenerate event every I Ih-:uurs j

ol can specify a time for the performance data to be collecked each day,

If wou do not specify a kime, the defaulk collection kime or sampling rake will be
used,

V¥ synchronize at 12:00 ﬁ

k. I Cancel Apply Help
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7. Modify the default time interval and click the OK button.

8. Right-click the Management Packs entry in the Navigation pane to display
a pop-up menu.

¥ MOM 2005 Administrator Console
|@ File  Action Wew Window  Help

&= | Bl EEXEE 2 E

(L1 Console Root

El--_ﬁ' Microsoft Operations Manager (YOUR-JIUTEHRIEW )
----- [Z7 Infarmation Center

----- i Operations

% _
#-[J Con Commit Configuration Change
) g
""" d DISIE Import/Export Management Pack. ..
[+~ Rult
----- [ Cwe  Miew »
F-J Tas  Mew Window from Here
[+~ Mok ]
_____ 1 seri Properties
..... £ Con Help
""" .__] Provmoers

H-1Lgg Adminiskration

9. Choose Commit Configuration Change to confirm the new default time
interval for attribute discovery.

Option-3: Performing Classification Immediately

The Sun Management Pack installs a task named Run Sun Server Discovery in the
Operator Console. This task executes the Sun Server Model Discovery script
described in the previous section against one or more discovered servers. If you want
to classify Sun servers immediately, do the following:

1. Launch the MOM 2005 Operator Console.

2. Click the Computers and Groups ... pane.

3. Click the Computers entry in the Navigation pane to display the list of all
servers in the Computer Details pane.

Computers and Groups ...

= L= Al Computers and Groups Yiews
. | Cu:umputer Gru:uups

El 1_,: .ﬂ.II sun x64 SErvers
I J Computer Attributes

o 3 Computers
I 4 Microsoft Operations Manager
- - 5un Blade Modular Servers
--1__| Sun Fire x64 Servers

4. In the Computers Details pane, select one or more servers.
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Skate /gDu:umain MName & Last Heartbeak 4|

Ik._:}l Unkniown SG-PRAGLE-AD »2100-01

ﬁ YW arning SE-PRAGLUE-AD w2 100M2-01 G007 11:42:
., Errar SG-PRAGLE-AD #4100-01 g/gf2007 11:42:
0 Service nava... SG-PRAGLE-AD »4100-02 7l26/2007 G:00:
Ik._:}l Unkniown SG-PRAGLE-AD #4100M2-01 -
.ku} Unknicwan SG-PRAGLE-AD x4200-02

.‘_‘ ji- Unkniown SG-F‘IRF-.GLIE-P.D w4200M2-01 7li6f2007 l:ilj

5. Inthe Tasks pane, click Run Sun Server Discovery.

Tasks

_= Computer Management
: L= Event Viewer

----- IP Configuration

..... _= Ping

----- = Remote Desktop
,__| Microsoft Operations Manager
E|L_}' 2un Microsystems Servers

_} Fun Sun Server Discovery

----- m: 3P web Interface
-3 Sun Microsystems Servers

MOM 2005 displays the Launch Task Wizard screen.

Launch Task Wizard

Welcome to the Launch Task Wizard

Micrassltr |
m This wizard helps wou configure pre-existing tasks,
Task name: Bun Microsyskems ServersiRun Sun Server [
Run location: fgent-managed computer
Description: Discower model of Sun Microsystems
1 SEFYErS,

To continue, click Mext,

= Bach | Mext = I Zancel
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6. Select the name(s) of one or more target Sun servers in the list of discovered
computers and click the Next button.

Launch Task Wizard

Task targets

Select the target computers and Role instances For the task,

Targets:

_ornpuker | Inskance |
W SE-PRAGLUE-ADYX2100..,

< Back | ancel |

7. Check one or more entries for target servers and click the Next button to
display the following screen.

Launch Task Wizard

Completing the Launch Task Wizard

Microseli
i Click the Finish button to submit the configured task., ‘fou
00s may use the Operator Console ko monitor the skatus of all

submitted tasks,

SuUmMmary:

Task [5un Microsystems ServersiRun Sun Server ;I
Discowery] will karget computer(s)
W’ﬁ‘ ["WORKGROUPY Y OUR-JILFHRIG W],

[

Zancel |

< Back |
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8. Click the Finish button to launch attribute discovery on the target servers.

9. (Optional) To verify that the attribute discovery task ran successfully, click
Event Views — Events.

Event Views
= L Al Event Yiews

j Task Status
--LJ &ll Sun 64 Servers
--LJ Microsaft Operations Manager
--LJ Sun Blade Modular Servers
Ell_‘,r' Sun Fire x64 Servers

fets| Events

10. Verify that MOM 2005 generated an information event for the Run Sun
Server Discovery task.

Events later than $/5:2007 10:00 P

Tvpe Time - Do Compuker Description Su:uur;l
@ Information  8/8/2... 3 %B420-01 The task 'Sun Microsystems Servers\Run Sun... r'-’lil:r_I
@; Warning g8/8/2... 5 MOMOSS... The MOM Agent at 10.18.141.216 is configur... Micr
'@g Warning g/g/z... 5 MOMOSS.. The MOM Agent at 10.18.141.216 is configur... Micr

&3 Information Z.. 5 K2100MZ ... The task 'Sun Microsyskems ServersiFun Sun...
@ Information  8/8/z... 3

@; W arning g/ajz2... 5 MOMOSS... The MOM Agent at 10,18,141.216 is configur...  Micr
% Warning g/g/z... 5 MOMOSS.. TheIMOM &gent at 10,18,141.216 is configur... Ml_l:rlll
] 3

wZ100MZ... The task 'Sun Microsystems Servers\Fun Sun... Micr
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Event Details - 1 Event

Froperties |.ﬁ.lert5 I F'arametersl

Descripkion: Darnain: SE-PRAGUE-AD =
The task 'Sun Microswystems ServersiRun Computer: ®Z2100Mz-01

Sun Server Discovery' has successhully Time: 31812007 9:55:55 PM

executed against '"Computer: S3G-PRAGLE- Tvpe: InFarmation

A0 KZ100M2-01",

Task Id: {42927ESE-SCAE-4+1E4-BFFO- Provider Mame: Internally-generated Event

BFE43E1921AZ} Event Mumber: 9593
Execution Id: {10092479-F743-4639-6949-  Provider Type: Generic Provider
DOFS0Z565791} SoUrce: Microsoft Operations
Launched By: MOMOSSHOWA Administrator Manager

Cakegory:

The Fallowi kput has b ked:
e following oukput has been generate Raises Alert:  False

'Discovery of Sun Microsystems Servers Consolidated:
Machine model: SUN FIRE ®2100 M2 From:
IJ=ing ricrosoft_ipmi ipmi provider Ta

Service Processor IP Address;
10,15.141.145

Service Processar MAC Address:

0016 36:66,2:07

Service Processor Firmware Yersion: 2,91

Event Id: 11ed1306-10a4-40b1-
86f2-bded95eb07o8

L |

Option-4: Classifying Servers Manually

You can also add a discovered server to a particular class of Sun x64 servers
manually. This method however is not recommended and should be used only
when other methods fail for some reason. To classify a server manually, do the
following:

1. Launch the Administrator Console.

2. Right-click the name of a Sun x64 computer group under Management
Packs — Computer Groups.

----- 53 Sun Blade 5000 Madular System
----- 53 Sun Blade X220 Servers

----- == §oun Blade
..... £ 5un Fire %210 Create Computer Group...

..... 24 5un Fire #2200 Manage Subgroups
----- 53 Sun Fire X410
----- £ Sun Fire X410
----- £3 Sun Fire %4150 Wiew J
""" £3 Sun Fire ¥4200 Mew Window From Here

----- £ sun Fire X420
----- S sun Fire wqs1 Refresh

..... S sun Fire X450 Export List...
----- £ sun Fire X460 Ml
----- £ sun Fire X460 L

----- £3 Sun hetra X422 Help
----- £3 Sun x64 Servers

Delete Computer Group

3. Choose Properties in the pop-up menu to display the following screen.
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Sun Blade %6220 Servers Properties

Search for Computers I Farmula I State Rall-up Palicy I Congaole Scopes I Parents I Rules
General | Included Subgroups I Included Computers I Excluded Computers

MName:
Sun Blade ¥6220 Servers

Descripkion:

Computer group For Sun Blade X6220 Servers| ;I

k. I Cancel | Amply | Help |

4. Click the Included Computers tab to display the following screen.

Sun Blade X6220 Servers Properties | x| |

Search for Computers I Formula I State Rall-up Paolicy | Congole Scopes I FParents I Fules
General I Included Subgroups Included Camputers | Excluded Computers

Computers included in this computer group:

Damain | Camputer |

add...
Remoyve |

k. I Cancel Smply Help
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5. Click the Add ... button to display a list of discovered computers.

Add Computer |

Select one or more computers bo add:

= 3 WORKGROUP
- [F] 58 YOUR-JIUTHRISW

Few. .. (] 4 I Cancel | Help

6. Check one or more servers that you want to classify manually into the
currently selected Sun x64 computer group and click the OK button.

The selected server(s) should appear as members of the specified computer
group.
Verifying Classification

Each server identified by the Sun Management Pack as a Sun x64 server is classified
into a general Sun computer group (Sun x64 Servers) and into a specific Sun model
computer group (X4100 or X8420, for example). To verify that one or more Sun
servers have been classified correctly, do the following:

1. Launch the Administrator Console.

2. Click the Administration — Computers — Agent-managed Computers entry
in the Navigation pane.
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I:l Console Rook
=5 Microsaft Operations Manager (YOUR-JIU7XHRIE

------ (Zo Infarmation Center

~-{gi Operations
']ia?‘ Management Packs
=g L Administration
=3 Computers
----- @ all Computers
----- |3 Management Servers
----- 3 Unmanaged Computers
----- (= Agentless Managed Computers
..... - 1 Agent-managed Computers
----- % windows Server Cluster Computers
----- & Pending Actions
----- _L; Computer Discovery Rules
----- Bl Console Scopes
-3 Global Settings
-0 Product Connectors

3. Inthe right-hand pane, right-click the name of one of the agent-managed
servers to display a pop-up menu.

MName | Damain | D... | Operating Svstem |
‘tgx:ZlIIIDMZ-Dl Sie-PRAGUE-AD 0.2

“’-gmmn-m SG-PRAGUE-AD 9.2

Uninstall Agent. ..

IUpdate &gent Settings. ..

Fun Atkribute Discovery Mow

Ignaore Missing Heartheats
Force ko Unmanaged Management Mode. ..

Refresh
“Properties |
Help "

4. Click Properties to display the following screen.
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X8420-01 Properties

Communications I Event Callection I Security I Computer Groups I Rules
General | B uffering I Service Mu:unitu:-ringl Temporany Stu:uragel Rezponzes

Cvarnair:

Marme: I xad20-01

Type: I Windows Server
Qperating Syskem: I 5.2

Drescripkion: |

Last heartheat: | 7/13[2007 10:27:32 PM

Cuskomn data 1 |

Custarn daka 2: |

Alerts:
Severity I T I Unresokved | -
\{}Success 0 0
(i} InFarmatian
_ﬁ,'-.-'-.-'arning 1 1 i
#\Error 0 0
A Critical Errar 1] 1] j

| )4 I Cancel | Apply | Help |
5. Click the Computer Groups tab to display the following screen.

T S |

[3eneral I Buffering I Service Manitaring I Temparary Starage | Rezponzes
Communications I Ewvent Collection I Securty  Computer Groups | Fules

Computer groups ko which this computer belongs:

Marme Descripkion

Sun x64 Servers Computer group Far all
5un Blade 8000 Madular Sywstem Computer group for Su
Microsoft Operations Manager 2005 Agents  Finds computers wikh k

6. Verify that the server belongs to both the general Sun x64 Servers group
and the specific Sun server model group.

7. Click the OK button to close the dialog box.

Note:  You can view the same information in the MOM 2005 Operator Console
under the Computers View.

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 48



Ef Do... Mame =«

Last Heartbeat Mew Alerts Service Unavailabl
Sia... X2100Mz-01 732007 1:3... 0 ]
Si5... X4100-01 Fl13f2007 10:3... 0 ]

a4z FZZ007 103, 1

1 |

Computer Details - X8420-01

attributes | Rule Groups  Computer Groups | Rales |

Compuker Group Description

Microsoft Operations Manager 2005 Ag...
Sun Blade 8000 Modular Swstem
Sun x64 Servers

Finds computers with the Microsoft Ope

Computer group for Sun Blade 8000 M

Computer group For all Sun x64 Servers

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 49



CHAPTER D

Verifying and Troubleshooting Your
MOM 2005 Configuration

Once you have installed the Sun Management Pack on your MOM 2005
management server, configured drivers and services on your managed servers, and
performed discovery, you can verify whether the entire configuration is working

properly.

Verifying Successful Configuration

In the following procedure, you will use IPMItool to inject a simulated hardware
event, a high temperature reading for a motherboard sensor, into the service
processor of a Sun server, a Sun Fire X4100 M2 server. You can, alternatively,
generate an actual event by unplugging a non-critical component such a redundant
power supply on a Sun server. If this event (simulated or actual) appears in the
MOM Operator Console as a MOM event and a MOM alert you have configured
your Sun Management Pack and your managed nodes successfully.

About IPMItool

[PMItool is an open-source utility for managing and configuring devices that support
the Intelligent Platform Management Interface (IPMI) version 1.5 and version 2.0
specifications. You can obtain a Windows version of IPMItool from one of the
following sources:

= [PMItool package that you used to install the Sun IPMI Driver and the ipmievd
service on managed servers

= The resource CD that shipped with your Sun server

= The IPMItool web site at
http://www.sun.com/system-management/tools.jsp

Injecting a Simulated Event

To verify that MOM 2005 is configured to receive events from a Sun server, do the
following:

1. Collect the following information about the remote server that you want to
test.

Field Description

<SystemName| IPaddress> | The system name or IP address of the remote
managed server
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Field Description

Example: 192.168.1.1

<ipmi_drivers The type of IPMI driver installed on that remote

managed server:

- ms (for systems with the Hardware
Management service installed on MS
Windows Server 2003 R2)

- ism (for systems with the Sun IPMI Driver
installed on systems without MS Windows
Server 2003 R2)

2. Open a command shell on a remote managed server that has IPMItool
installed.

3. Enter the following IPMItool command to generate a list of all available
sensors on that server.

ipmitool.exe -I <ipmi driver> -v sdr list

There are different sensor names and sensor threshold values for different
models of Sun servers. To inject the appropriate event into a particular Sun
server, you need to review the output from the above command and identify the
name of a particular sensor.

In the following example, we will be injecting a simulated event for a
motherboard sensor named “mb.t_amb” and a temperature threshold for that
sensor named “ucr” (for upper-critical).

4. Enter the following IPMI command to generate a simulated event

ipmitool.exe -I <ipmi driver> event ”“mb.t amb”\
"usr” "assert”

In the Command Window, [PMItool returns information like the following:
Finding sensor mb.t_amb... ok

0 | Pre-Init Time-stamp | Temperature mb.t_amb \
| Upper Critical going high \
| Reading 77 > Threshold 75 degrees C

Note:  Entering the following command produces a log record in a Windows
event log, but does not produce either a MOM Event with Sun ILOM
or Sun ELOM source or a corresponding MOM Alert.

ipmitool .exe -1 ism event 1
Inject a hardware event into IPMI sensor such as into "mb.t_amb" to
produce a corresponding MOM Event or MOM Alert.

5. After 30 — 60 seconds, open the MOM Operator Console and verify that the
appropriate alert from this sensor has been received in the console.

If you do not see an alert corresponding to the simulated event that you injected,
review this manual for required configuration steps and consult the next section on
troubleshooting your configuration.
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Troubleshooting Your MOM 2005
Configuration

If hardware events (simulated or actual) are not appearing in your MOM Operator
Console, you need to troubleshoot your MOM 2005 configuration.

Check each of the following possible configuration issues.

Sun Management Pack Version

In the Administrator Console, right-click the Sun x64 Servers Rule Group folder and
choose Properties form the context menu.

Verify that you are running the correct version of the Sun Management Pack.

Rule Group Properties {sg-prague} - Sun 164 servers general rules
General I Fnowledge Basel CornpLiter Grn:-upsl
Marne: I Sun x64 servers general rules
Descripkion; I General rules For Sun Fire x64 servers
Version: IDS.l.llEIl.EII:IEIl
[¥ Enabled
Fule Graup GUID: I {FOD4B93E-6583-43A2-9586-F51 9FEFDEB]

Server Classification

In the Operator Console, display the Properties sheet for the managed server that you
are troubleshooting to verify that it is classified correctly.

For example, a Sun Fire X4600 server must be classified under Sun x64 Servers and
Sun Fire X4600 Servers.

X4600-01 Properties x|

General I B uffering I Service Ml:unitcuringl Temporary St-:nragel Fesponzes
Communications I Event Collection I Securty  Computer Groups | Fules

Computer groups ko which this computer belongs:

Marme Descripkion

Sun x64 Servers Computer group For all

Sun Fire x4600 Servers Computer group For Su
Microsoft Operations Manager 2005 Agents  Finds computers with t

If the managed server is not in the appropriate group, review the section
“Discovering Server Attributes and Classifying Sun Servers” and correct the
classification.
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Filter Rules

In the Administrator Console, click the Event Rules entry under Management Packs
— Sun x64 Servers — Sun x64 servers general rules.

E||__] Sun x64 servers general rules (enabled)

‘4] Event Rules ()

...... %ﬂ Alert Rules (0]

In the Details Pane, verify that both the filters named “Sun IPMI event” and “Sun

ipimievd event” are enabled.

Mame I Enabled
@Filter out informational IPMI events Mo
@Filter ouk raw iprievd events Mo
@Filter auk raw IPMI events Mo
|_—| Sun IPMI event ‘s
|_—| Sun iprniesd event Yes

These event filters must be enabled for the Sun Management Pack to operate
correctly.

Note:  While troubleshooting events, disable the following event filters:

- Filter out informational IPMI events

- Filter out raw ipmievd events

- Filter out raw IPMI events

Re-enable them after you have completed troubleshooting your MOM 2005

configuration.

Hardware Event Logging for Windows Server 2003 R2 Managed
Servers

If a managed Sun server running Windows Server 2003 R2 is not writing hardware
events in its Windows Hardware Event Log, no hardware events will be available to
MOM 2005. To verify that a Sun server running Windows Server 2003 R2 is writing
hardware events, you must first inject a simulated hardware event using [IPMItool or
generate an actual hardware event by unplugging a non-critical component such a
redundant power supply. See the section “Verifying Successful Configuration” for
information about injecting simulated hardware events.

Once you have injected or generated a hardware event, choose Start — Control Panel
— Administrative Tools — Event Viewer — Hardware Event on the managed system
that you are troubleshooting.

H Event Yiewer !E E
File  Action Mjew Help
&= | DEERDR 2E
@ Event Yiewer (Local) Hardware Events
--24| Application -
: . Tvpe Date Tirne Source a
Security @ - - -
Syskem Information  11/29/2007 12:12:10 PM Microsoft-Windows-W.,. Mo
Forwarded Events
------ ﬂ] Hardware Events
4| | i
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Double-click the most recent hardware event (most probably the injected event) to
display its Properties Sheet and to verify that the source of the event is
Microsoft-Windows-WSMAN-SEL_LogRecord (as in the following screen shot).

Event Properties |

Event |

Date: 11/29/2007 Source: SMAM-SEL_LogRecord + |

Time: 121210 PM Categony: Mone

Type: |nformation Ewent [D: 400 + |
User: o 48]
Computer: #4100m2-01. 2g-prague-ad. czech. sun.com

Dezcription;

Event Recerved fram the IPMI device with mezsage: ﬂ

mb.t_amb(5.0.32]: Temperature for System board 0; Aszert; Upper
Critizal - gaing kigh Y alue: 77 Threshald: 75

The complete text of the event received iz below. More information on
IPM| events can be found at
hittpe 44 go.microsoft. comfwlink Aevent s asp.

Evert XML |

Data: % Butes € Words

()% I Cancel | Smply |

Note: In the MOM Operator Console, events are frequently identified as “Sun
ILOM” or “Sun ELOM.” These identifications are associated with Sun-
specific rules in the Sun Management Pack so they will not appear in the
Windows Event Log.

In the MOM Operator Console, you should also see corresponding messages in both
the Events Pane and Alerts Pane:

= Events Pane: In the Events Pane, you should see two events related to sensor
mb.t_amb.
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Events later than 11/29/2007 1:19 PM

Tvpe Compuker Description

& Warning  ®4200-02 Temperature sensor "Mainboard Ambient Temperatur
@ Error nd200-02 Error Temperature sensor mb.t_amb Upper Critical gg
1| | *

Event Details - 1 Event

Properties |.ﬁ.lerts I F‘arametersl

Descripkion: Darain: Sa-PRAGLE-AD ﬂ
Temperature sensor "Mainboard Cormputer: #a4z200-02
Ambient Temperature” (10 Time: 112902007 1:19:05
mb.k_amb}: Upper Critical going high P

Tvpe: \Warning

Provider Mame: Script-generated ;I

Note: These events identified with the source ipmievd will not appear if the
event filters named “Filter out raw ipmievd events” or “Filter out raw
IPMI events” is enabled. Verify that these filters are disabled while you
are debugging your MOM 2005 configuration. Re-enable these filters
after you have completed troubleshooting your configuration.

= Alerts Pane: In the Alerts Pane, you should see one alert related to sensor
mb.t_amb.

Alerts later than 8/31/2007 1:00 PM

Severity - jr' Cramain Compuker Time Last Modified  Res

SGE-PRAGUE-AD : 11/:

Alert Details - 1 Alert

Properties |Cust|:|m Properties I Events I + Product Enowledge I Campany Kno 4 I *I

Description: Mame: Mainboard ﬂ
Temperature sensor "Mainboard ?Srﬁleer;'fature
Ambient Temperature” (I0: ] R
mb.t_amb): Upper Critical going Serverity: Warning
high Resolution Skate:  RMew
Diomain: SG-PRAGUE-AD ;I

If your managed Sun server is not saving hardware events to the Windows Hardware
Event Log, review the section named “Configuring Sun Servers Running MS
Windows Server 2003 SP1 or SP2” and troubleshoot your current configuration. In
case the management pack still does not work, please investigate the simple
architecture of the management pack. Although a description of the architecture of
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the pack is out of scope of this documentation, you can find several articles dealing
with the Sun Management Pack from Sun Microsystems.

Hardware Event Logging for Managed Servers Running Windows

Server 2003 non-R2

Managed servers running Windows Server 2003 non-R2 should be writing hardware
events to the Application Log and identifying the source of those events as ipmievd.
To verify that the managed Sun server is writing hardware events correctly, you must
first inject a simulated hardware event using IPMItool or generate an actual hardware
event by unplugging a non-critical component such a redundant power supply. See
the section “Verifying Successful Configuration” for information about injecting

simulated hardware events.

Once you have injected or generated a hardware event, choose Start — Control Panel
— Administrative Tools — Event Viewer — Application on the managed system that

you are troubleshooting.

H Event Yiewer

File Action Yiew Help

IS [=] B3

&= OE DR 2 E

@ Event Yiewer (Local) Application
b ﬂ Application
i Securiby

11 eventis)

Date

Tirne: Source

| Syskenn

&Warning
&Warning
Jl

11/29/2007
11/29/z007
11/29/2007

12:12:05 PM  ipmievd

12:03:58 PM  Microsoft Operations ...
12:08:57 PM  Microsaft Operations ... -
| ’

Double-click the most recent hardware event (most probably the injected event) to
display its Properties Sheet and to verify that the source of the event is ipmievd (as

in the following screen shot).
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Event Properties ﬂ |

Ewvent |

D ate: 11429/2007 Souwrce:  ipmievd + |
Time: 12:12:05 FM Categony: Mone

Type: Error Ewvent |D: 1 + |
Uzer: M2
Computer; #4100 2-01

Dezcription:;

Error Temperature zensar mb.t_amb Upper Critical going high [Reading 77
» Threshold Y5 dearees C]

Data: & Bytes € Words

=)
]

k. I Canicel | Smply |

In the MOM Operator Console, you should also see corresponding messages in both
the Events Pane and Alerts Pane:

= Events Pane: In the Events Pane, you should see two events related to sensor
mb.t_amb.

Events later than 11292007 1:19 PM

Tvpe Compuker Description

p‘ Warning  X4200-02 Temperature sensor "Mainboard Ambisnt Temperatur

@ Error nd200-02 Error Temperature sensor mb.t_amb Upper Critical go

1| | »

Event Details - 1 Event

Properties |.ﬁ.lerts I F‘arametersl

Descripkion: Darnain: Sa-PRAGLUE-AD -
Temperature sensaor "Mainboard Computer: #4z200-02
Ambient Temperature” (10 Time: 112902007 1:19:05
mb.k_amb}: Upper Critical going high P

Tvpe: \Warning

Provider Mame: Script-generated ;I
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Note: These events identified with the source ipmievd will not appear if the
event filters named “Filter out raw ipmievd events” or “Filter out raw
IPMI events” is enabled. Verify that these filters are disabled while you
are debugging your MOM 2005 configuration. Re-enable these filters
after you have completed troubleshooting your configuration.

= Alerts Pane: In the Alerts Pane, you should see one alert related to sensor
mb.t amb.

Alerts later than 8/31/2007 1:00 PM

Severity w j{,’ Clomain Compuker Time Last Modified  Res

SG-PRAGUE-AD

1 | r
Alert Details - 1 Alert
Propetties |Cust|:|m Froperties I Events I + Product Knowledge I Company Eno 4 I *I
Description: Mame: Mainboard ﬂ
Temperature sensor "Mainboard ?ml:uent "
Ambient Temperature” (10 ] empfara Hre
mb.t_amb}): Upper Critical going Severity: Mfarning
high Resolution Skate:  Mew
Diomain: SG-PRAGUE-AD LI

If your managed Sun server is not saving hardware events to the Windows Hardware
Event Log, review the section named “Configuring Sun Servers Running MS
Windows Server 2003 SP1 or SP2” and troubleshoot your current configuration. In
case the management pack still does not work, please investigate the simple
architecture of the management pack. Although a description of the architecture of
the pack is out of scope of this documentation, you can find several articles dealing
with the Sun Management Pack from Sun Microsystems.
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CHAPTER O

Monitoring Sun Servers with the
Sun Servers Management Pack 3.3
for Microsoft Operations Manager
2005

Release 3.3 of the Sun Management Pack supports the most commonly used features
in MOM 2005.

This chapter provides an overview of the Sun-specific information, features, and
views that are available through the Sun Management Pack Release 3.3:

= Sun-specific event handling
= Sun-specific events and rules
= Sun-specific tasks

= Sun-specific views

Sun-Specific Event Handling

The usefulness of any management pack comes down to its ability to provide you
with accurate events, meaningful descriptive knowledge about those events, and a
feel for how multiple events sequence one another.

Basic Event Reporting

At a very basic level, you can view and interpret events derived from the Sun servers
managed by MOM 2005. In the following example from the Operator Console, a Sun
Fire X2100 M2 server sends two events to MOM 2005 reporting that one of its
temperature sensors is registering a fluctuation above and below the critical
threshold.

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 59



later than 710:2007 11:00 PM

Tvpe Time Damain Camputer Descrip &
@Success 7/12/2007 3:38:... SG-PRAGUE-AD w2 100Mz-01

1)4 W arning FIZ[2007 33 Sa-PRAGUE-AD AZ100M2-01 Temp

Event Details - 1 Event

Properties |.ﬁ.lerts I F'arametersl
Descripkion: Darnain: SE-PRAGUE-AD ;I
Temperature sensor "Ambient Carnpuber: ®Z2100M2-01
Temperature” (ID: Ambient Termp): Tirme: 7212007 3:34:04
pper Critical - going high P

Events later than 710/2007 11:00 PM

Damain
So-PRAGUE-AD

SG-PRAGUE-AD

Camputer
w2 100M2-01

»Z100Mz-01

Descrip &

THEZIZ007 334 Tempe

-

4| | ¥
Event Details - 1 Event

Properties |.ﬁ.lerts I F'arametersl

Descripkion: Darnain: SE-PRAGUE-AD ;I
Temperature sensor "Ambient Computer: ®Z2100Mz-01

Temperature” (ID: Ambient Temp): Time: THz12007 356844

Ipper Critical - going low P

Viewing self-explanatory events from temperature sensors is nice, but interpreting
more complex events and alerts from more complex systems requires the sort of
product-specific knowledge that is everywhere in the Sun Management Pack. For
example, here is a description in the Operator Console of a voltage sensor alert
generated from a Sun Blade X8420 receiving its AC power problem indication from
one of several blade server chassis power supplies.
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later than 4142007 11:00 PM

Severiby - /5 Domain  Computer Time Last Modified Resolukion State T
_ﬁ Warning SG-PR... =&8420-01 FIL3/2007 428, Mew £
4| | 3

Alert Details - 1 Alert

Properties I Custom Properties I Events ;¥ Product Knowledge | Compary Knowl 4 | *I

";.1 P DnlineLI
Management Pack
SuMmaRY |

These sensors monitor 124 Alarm on the power supply module, If 128

output voltage is less than a threshold value for more than 0.5 seconds,
the fault is asserted,

CAUSES

Predictive Failure fAsserted - Voltage decreased below given threshold
and the sensor indicates alarm

Power supply unit will autornatically recover when 12% output is greater
than threshold value for more than 0.5 seconds, If the Power Supply
Service required LED rermains lit, this power Supply must be replaced,

2007 Sun Microsyskems, all rights reserved.

Additional Event Reporting

Being able to monitor Sun servers within a meaningful context is important. In the

following example from the Operator Console, a Sun Fire X4100 server generates an
alert about the speed of one of its fans going high.
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Events later than 7/9/2007 11:00 FM

Darmain  Compuker Description

% Error FNE2007 12, 5GP #4100-01 Fan sensor "Fan Tray 1 Fan Module...
,@; W arning THEI2007 3:40... S5-P... X4100-01 Temperature sensor "Front Panel &
@ Information  7/12/2007 3:338... SG-P.. x4100-01 The Microsoft Cperations Manager ...
& W arning THEi2007 3:37... SG-P... x4100-01 The task ‘Agent Status' has Failed to... -
4] | _>I_I

Event Details - 1 Event

Properties |.ﬁ.lerts I F‘arametersl

Descripkion: Damain: 2a-PRAGLUE-AD ;I
Fan sensor "Fan Tray 1 Fan Module 0 Fan o Computer: #4100-01

Speed” (IDv ft1.fm0.f0.speed): Upper Mon- Time: F2/2007 41213 PM
recoverable - going high Type: Errar

Prowider Mame: Script-generated Data
Event Mumber; 1

Prowider Type: Generic Provider
Source: Sun ILCM

Cateqory: 'ft1.Fm0.f0, speed' ;' UPPER
MOM-RECOVERABLE'

Raises Alerk:  True

To interpret whether this is an isolated problem or one element in a larger problem,
you need to see this event in context. The Sun Management Pack provides a health
state view that allows you to see whether a server is experiencing one error or many.
Here is how the Sun Management Pack builds a health state view in the Operator
Console of the Sun Fire X4100 server that generated the alert about the speed of one

of its fans.
State j‘" Ciom... Compuker .c-_f:l MO Agent i\ Sun Se... & Al Open Alerks

), Error SG-..  #4100-01 (+) = 2

State Details - Computer: X410001, Role: Sun Server

Instance

#4100-01

Stake - Cormpuker

#4100-01

In this view you are able to assess the state of many system components without
having to drill down into lists of alerts.

Similarly, getting an immediate and accurate view of the state of multiple Sun
servers in MOM 2005 can be critical. MOM 2005 not only provides a graphical view
of the basic state of Sun servers in the MOM 2005 Diagram View, it also provides
relevant information about installed firmware and networking information relevant to
those individual servers.
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SG-PRAGLE-ADYXZ100Mz-01
FQDM: x2100m2-01,s9-prague-ad,czech, sun.com
IPAddress: 169,254,150.56, 10,15,.141.198, 0.0.0.0
Management Maode: Agent

Microsoft Windows Current Yersion; 5.2
Sun-ComputerModel: SUM FIRE $2100 M2

Maodel; SUN FIRE %2100 Mz

SP Firrware Version: 2,91

SP IP Address: 10,13.141.145

SP MAC Address: 00:16:36:66:C2:07

Skakus: Warning

From basic events to aggregate views of multiple Sun servers, the Sun Management
Pack provides accurate and context-rich event handling and event-related
knowledge.

Sun-Specific Events and Rules

Event handling for Sun servers depends on Sun-specific event rules. Understanding
how to view and, if necessary, modify Sun-specific event rules will help you monitor
your Sun servers more effectively. This updated release of the Sun Management
Pack has reduced the number of event rules and greatly simplified the process of
managing those rules.

Sun Alerts

At a low level, the ILOM or Embedded LOM service processor installed on each Sun
server passes events through to a set of scripts that is included in the Sun
Management Pack. These scripts interpret these events and decide whether to
generate an alert to MOM 2005. Depending on the type of event that occurred, the
Sun Management Pack may choose to ignore it as an alert or to assign it one of the
following alert severity levels:

®  Information
"  Warning
= Error

The following event reported by a Sun Blade X8420 server module has a severity
level of Warning.
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Events later than 7/11:2007 12-:00 AM

Tvpe Time Damain Camputer Drescrif &
@;Warning 7i14/2007 12:1... SG-PRAGUE-AD ag4z20-01 Power—
{ESUn:cess TI4iz007 12:1...  SG-PRAGUE-AD x8420-01 Bukkor

: YW arning 7113/2007 4:|2?:... SE-PRAGUE-AD wg4z20-01 PDT

Event Details - 1 Event

Properties |.ﬁ.lerts I F'arametersl

Descripkion: Darnain: Sa-PRAGUE-AD ;I
Power Supply sensor "Power Computer: #a420-01

Supply Module 0 124 Time: 742007 12:18:01 AM

F'||arl‘l‘|" (ID: IPSD.II].EI'FI_ERR:': T':."DE: wlarning

Predictive Failure Asserted Provider Mame: Script-generated Data

Event Mumber: 1
Provider Type: Generic Provider

Source: Sun ILOM
Cakbeqgory: 'IPS0f12Y_ERR"'PREDICTIVE
FAILURE'

Raises alert:  True

Sun Event Rules

You can review the Sun-specific event rules in the MOM 2005 Administrator
Console under Management Packs — Rule Groups — Sun Fire x64 Servers. The event
rule for the X8420 power supply alert in the dialog box above is one of 32 event
rules for the Sun Blade 8000 server modules.
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Er mMOM 2005 Administrator Console H=]
—%‘ File Action Yiew window Help | _|ﬁ’|£|
= | BE $BEEXHFHERE 2E| A

[:l Consale Rook & | | Marne | Enableﬂ
El-f;‘ Microsoft Operations Manager (WHWARE -QUTCKMOM. |_—| Power Supply Module Output Current Veo
""" LED Infarmation Center |Z|Rear Fan Madule Presence Yes
g Cperations |_§| CPU Presence Yes
[—J---.Iiﬂjn(azgfnrgipér?;jps |_"| CPU Core Yolkage | Yes
’ =] Power Supply Module Fan Failure Yes
""" L3 Discavered Groups |_—| CPU 1,25% Memary Terminakion volkage  Yes
El“J Rule Gru:uups . |_—| Front Fan Module Presence Yes
[ Microsaft Operations Manager (enabled) — ]
: |_—| Front Fan Module Failure Yes
= 5un x64 Servers (enabled) —= ]
ﬂ Event Rules (0 I |_—| Blade 48 Rail Current Yes
iﬂ Alert Rules (09 |_—| ZPU DIMM Presence Yes
..... 1 Performance Rules (0) |_—| CPU 2.6% Memary Yolkage Yes
El.__] Sun Blade 5000 Modular Syskem (enat |_—| Power Supply Presence Yes
L5l Event Rules (32 |_§| Power Supply Module Temperature Yes
iﬂ Alert Rules (0) |_—| CPU Ambient Temperature Yes
“-] Performance Rules (0) |£|Sun ilcrr iprniesed event Yes  —
.__] Sun Blade %6220 Server Modules (ena . Power Supply Madule 124 &larm i
.__] Sun Blade %6250 Server Modules (ena |_—| Rear Fan Speed Ve
| -3 Sun Discover Machines I(enabled) il |i| Sum ilnm TERT sveent Vnc_lj
4 [ 4 3

|32 items | |

If you want to drill down into an individual event rule, you can double-click it in the
list of event rules.
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Event Rule Properties {(momD5show) - Power Supply Module 12¥ Alarm

Alert Suppression I Responzes I K.nowledge B ase I
General | Drata Provider I Criterna I Schedule I Alert

Fule Mame: awer Supply Module 12Y Alarm

Rule actian: Monitars the event log for specific events,

Rule path: I Sun x5 Serversisun Blade 8000 Madular Swskem!
Fule GUIC: I {EE270760-B302-4728-B070-41 ES405205F5

Last modified bey: I MOMOSSHOWYAdministrakor on 692007 732112 F

IV This rule is enabled

[ Enable rule-disable overrides For this rule

Cverride Mame:

Mo ovetride criteria have been set Sef Criteria, .,

Mote: Changing the override name assigns a new override to this rule
property, Cwerride criteria sek For the previous override name will no longer
apply to this rule.

k. I Cancel Apply Help

If necessary, you can view or modify the specific criteria used in the event rule.
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Event Rule Properties (momD5Sshow) - Power Supply Module 12¥ Alarm |

Alert Suppression I Responzes I K.nowledge Base I
General I [rata Provider Criteria I Schedule I Alert

Select the properties of events that you waould like ko match,

Match events

¥ From source I Sun ILOM

[ with event id

Advanced Erlterla
[ of type |

Process only data that matches all these criceria:
[ with de: e Close |
Field | Condition | Yalue | Help |
roriteriad | Source Mame equals Sun ILOM —
Source [ | Cakeqory matches wildcard IPS#f12Y_ERR™
Zakegor

Eemove |

Eield: Condition: Yalue:

Drescription j quuals j I

Define maore crikeria;

| addtolist |

Sun Event Filters

A significant amount of the event traffic in the system is purely informational. You
can set a MOM 2005 filter to toggle all informational messages on or off.

To turn the reporting of Sun informational events on or off, click Management Packs
— Rule Groups — Sun x64 servers general rules — Event Rules.
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ErmMoM 2005 Administrator Console
-fﬁ‘ File  Action Wiew window  Help

=] k3
JRETES

= BmE e XTFER 2E| 4

i1 Discovered Groups
=3 Rule Groups

F-C Sun x64 Servers (enabled)
- i3] Ewent Rules (0]

4| Alert Rules (0)

- 2] Performance Rules (0)

i3] Event Rules (32)
1| Alert Rules (0)

------ 2] Performance Rules (0)
- Gun Blade ¥6220 Server Modules

H Event Rules (5
@ Alert Rules (0)

1 | |

El.__] 5un Blade 5000 Modular Sywstem 1

- Gun Blade ¥6250 Server Modules
- Gun Discover Machines (enabled)
- Gun Fire X2100 M2 and $2200 Mz
- Gun Fire ¥4100 and #4200 Serve
- Gun Fire ¥4150 Servers (enabled
- Gun Fire X4450 Servers (enabled
- Gun Fire %4500 Servers (enabled
- Gun Fire ¥4600 Servers (enabled=—
< Gun Metra X4200 M2 Servers (en
~[ 5un xB4 servers general rules (e

------ 2] Performance Rules (0)

=

-3 Microsoft Operations Manager {enab

sl

Marme

| Enable

Filker auk raw IPMI events
Zun IPMI event
Sun ipriesd event

KN

L= Filker out raw ipmigvd events
Filker aut informational IPMI events

Yes

Yes
Yes
Yes

i

|5 ikems

Double-click any of the entries to view or to reset filtering for all Sun servers.

Note:  The event rules “Sun IPMI event” and “Sun ipmievd event” must remain

enabled for the MOM 2005 to function properly.

Sun-Specific Tasks

The Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 also

provides three tasks in the MOM 2005 Operator Console.
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Task

Description

Tasks

s-Lm Camputer Management

----- =i Event Yiewer

- _; IP Configuration

=l Ping

L= Remate Deskkop

- Microsoft Operations Manager
E|1_",r Sun Microsystems Servers

Run Sun Server Discovery
-3

i SP Web Interface

. = Sun Microsyskems Servers

Run Sun Server Discovery: This task
launches MOM 2005 attribute discovery
for one or more discovered Sun servers.

For more information on this task, see
“Discovering and Classifying Sun Servers
With the Sun Management Pack” in
Chapter 4.

Tasks
s-Lml Camputer Management

=l Event Wiewer

IP Configuration

<=1 Ping

L= Remate Deskkop

- [+ Microsoft Operations Manager

=8 1_,; Sun Microsystems Servers
------ _; Run Sun Server Discovery
; ----- SP Wveb Interface
- = Sun MIEFDS‘;.-'StEITls Servers

SP Web Interface: This task generates a
hyperlink to the service processor web
interface for a selected Sun server.

For more information on this task, see
“Access to Sun Service Processor Web
Interfaces” in Appendix B.

Tasks

@) Compuker Management
@) Event Viewer
i IP Configuration
(15 Fing
L= Remote Deskiop
i - Microsoft Operations Manager
El 1_,; Sun Microswstems Servers

% Run Sun Server Discovery
e SP wweb Interface

Sun Microsyskems Servers

Sun Microsystems Servers: This task
launches a web browser and displays the
home page for Sun servers.

For more information on this task, see
“Access to Sun Server Resources” in
Appendix B.

Sun-specific Views and Diagrams

MOM 2005 agents and the Sun Management Pack combine to provide a significant
amount of information about Sun servers in MOM 2005 views and diagrams.

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 69




Computers View

In the MOM 2005 Operator Console, the Computers View for Sun servers provides
significant detail about individual servers, the software installed on that server, and
the network configuration of that server.

Computers

Last Heartbeat Mew Alerts Service Unawvail ~ |

Fl14f2007 2
5. ®4100-01 FN4iz007 222 0 0 b
S, x8420-01 F4fz2007 222 1 0 -
4| | »
Computer Details - X2100M2 01
aktribukes I Rule Groups I Computer Groups  Raoles |
MOM Agerit -
= lg Sia-PRAGLE-AD%Z2100M2-01
Instance | Action Agent Backup MOM | Management | Marm
MName Account | Version Servers Per Graup
Idenkiksy Management | Membership
Graup
x2100Mz- | SYSTEM | 5.0.2911.0 rom0Sshow | K210
01 01
2un Server
= lg Sia-PRAGLE-AD%Z2100M2-01
Instance | Manufacturer | Model | Mame 5P SP IP Address
Marmne Firmware
Version
#2100M2- | Sun SUM | RZ100MZ- | 2,91 10.15.141.14¢
01 Microswstems |FIRE |01
w2100
M2 =
Al | o

The information under the heading MOM Agent is provided by the MOM 2005
agent while the Sun Management Pack provides the Sun-specific information listed
under the heading Sun Server.

Alerts View

In the MOM 2005 Operator Console, the Alert View for Sun servers provides Sun-
specific product knowledge.
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Alerts later than 4M15/2007 3:00 AM

Severity w f Domain  Computer Time Last Modified  Resolukion State
_:E,I \Warning S3-PR... x8420-01 FH42007 12:1...  Hew
1| | 3

Alert Details - 1 Alent

Propetties |Custu:um Froperties I Events I v Produck Knowledge I Compary Kn_4 I *I

De=scription: Marme: Power Supply =
Power Supply sensor "Power Supply Elzfnu_lle 12¥
Module 0 12
Alarm" {IDv [PS0/12Y_ERRY: Zevetity Warning
Predictive Failure Asserted Resolution Stake:  Mew
Darnain: SiE-PRAGLE-AD
Campuker: xedz20-01
Time of First Event: 7/13/2007
4127128 PM
Time of Lask Event: 7/14/2007
12:18:01 AM
Alert latency: 43 sec
Praoblem State: Ackive
Repeat Countk: 1
Age:
Source: Sun ILOM
Alert Id; abfSdabe-01ac-
49cf-bzeb-
f4dd14127c3d
Rule {enabled); Sun x6d
Sl

Diagram View

In the MOM 2005 Operator Console, the Diagram View for Sun servers provides a
topographical view of one or more Sun groups and servers.

Sun Servers Management Pack 3.3 for Microsoft Operations Manager 2005 71



APPENDIX A

What’s New in Sun Servers
Management Pack 3.x for Microsoft
Operations Manager 2005?

The Sun Server Management Packs 3.x offer many enhancements over the 2.0
version of the Sun Management Pack.

The enhancements in Server Management Pack 3.3 fall into one area:

= Server and software support: See the following web site for the most current list
of supported servers, service processors, and firmware upgrades:

http://www.sun.com/system-management/tools. jsp
The enhancements in Server Management Pack 3.x fall into four areas:

= Server and software support: See the following web site for the most current list
of supported servers, service processors, and firmware upgrades:

http://www._sun.com/system-management/tools. jsp
= Installation and version management
= Sun-specific rules, classes, and views for MOM 2005
= Access to other Sun system management resources

The following sections address each of these areas.

Version Management and Discovery

The new Sun Management Pack improves installation and discovery.

Installation and Versioning

MOM 2005 now stores the version level of the Sun Management Pack. If someone
attempts to install an older version of the Sun Management Pack, MOM 2005
prompts you to confirm or to reject the installation of the down-level Sun
Management Pack.

The current version of the Sun Management Pack is visible in the Administrator
Console under Management Packs — Rule Groups — Sun x64 Servers — Sun x64
servers general rules — Properties.
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Er MOM 2005 Administrator Console

Rule Group Properties {sg-prague} - Sun 164 servers general rules

Gieneral I Enowledge Basel Compuiter Grn:-upsl

Mame:
De=cription:
Mersion:

Fule Graup GUID:

Server Discovery

I Sun x64 servers general rules

I General rules For Sun Fire x64 servers

IDS.I.IIEII.EIEIEII

¥ Enabled

I {FDO4E93E-6583-4342-9586-F31 9FGFLE]

The new Sun Management Pack provides a new Task that lets you initiate Sun-

specific attribute discovery on one or more target Sun servers immediately after you

install the Sun Management Pack.

E5 File  Action  Wiew Window  Help

& = | E

w4 Bl XERE 2

[ Consale Root

El-%‘ Micro

- A

soft Operations Manager (MOMO!

----- (Z5 Information Center

- g Operations

-8 Management Packs
[+~ Computer Groups
----- [ Discovered Groups
-1 Rule Groups

----- [ Orverride Criteria
=~ Tasks

----- [ Microsoft Operations Manz
iw[] Sun Microsystems Servers

[+~ Motification

----- [ Scripks

----- [ Computer Attributes
----- [ Providers

driniskr akion
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Sun-specific Rules, Classes, and Views

The new Sun Management Pack enhances and streamlines the rules, classes, and
views available to you in MOM 2005.

Rule Groups and Rules

The new Sun Management Pack offers reorganized and streamlined sets of event
rules under the Sun x64 Servers rule group.

¥ MOM 2005 Administrator Console [_ O] x|

%5 File

Action

Wi  Window Help

JRETET

e« = O@E|iEeXrERE | 2E|

4

[ e B = = |

=+ Rule Groups ;I
: [ Microsoft Operations Manager {enabled)
|11 Sun x54 Servers (enabled)

H Event Rules {0}

- Q Alert Rules {0}

----- 7] Performance Rules (0)

| Sun Blade 3000 Modular Systemn (enabled)

-] Sun Elade ¥6220 Server Modules {enabled
-] Sun Elade ¥6250 Server Modules {enabled
-] Sun Discover Machines (enabled)
-] Sun Fire %2100 M2 and ¥2200 M2 Servers
-] Sun Fire %4100 and %4200 Servers {enabl
-] Sun Fire %4500 Servers {enabled)
-] Sun Fire %4600 Servers {enabled)

[ Sun x64 servers general rules (enabled)_l_l
-
| »

H
H
H
H
H
t
t
H

A Sazerh Daculke

Mame #

=| Blade 48% Rail Current

Blade 48Y Rail Yoltage

Blade Frant Panel Ambient Temperature
Blade Power Good

CPU 1.25% Memory Termination Yoltage
CPU 2.6Y Memory Voltage

CPU Ambient Temperature

CPU Core Woltage

CPU DIMM Presence

CPU Presence

Expansion Module Presence

Filker out IPMI raw events

Filter out ipmiesvd raw events

Front Fan Module Failure

Front Fan Module Presence

d Drive Failure

il

|32 items

The number of event rules for each Sun computer group is lower while the amount of
information provided to MOM about particular events is significantly enriched.
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Events later than 7M1/2007 2:00 AM

Tvpe Time = Domain  Computer Descripkion =
{E Success  7/14).. SG-PR.. XB420-01 Button/Switch sensor "CPL 1 1,25V,
@; Warning  7/13)... SG-PR.. ¥8420-01 Power Supply sensor "Power Supply
@ Error 712/ S5G-PR... ®4100-01 Fan sensor "Fan Trav 1 Fan Module.
@; Warning 7/12/... SG-PR.. ¥4100-01 Temperature sensor "Front Panel &.

@Success N2l ... SG-PR... X2100M2-01  Temperature sensor “Ambient Temp™
,@i'-.-'-.-'arning T2, 8G-PR... ¥2100M2-01  Temperature sensor “@&mbient TTFI
4 [

|
Event Details - 1 Event

Properties |.ﬁ.lert5 I F'arametersl

Descripkion: Darnain: Sa-PRAGUE-AD =
Temperature sensor "Front Panel Computer: ®4100-01
Ambient Temperatore” (I0: fp.t_amb):  Time: FIz12007 3:40:49
Ipper Critical - going high P
Type: \Warning
Provider Mame: Script-generated
Daka

Event Mumber: 1
Pravider Twpe: Generic Provider

Source: Sun ILOM
Cakeqary: fp.k_amb':'UPPER.
CRITICAL' —

Raises alert:  True
Consolidated:

Fram: j

Note that MOM 2005 now receives information about the IP and MAC addresses of
the Sun server’s service processor and its firmware version.
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Skate f Domain Mame & Last Heartbeat Mew Alerts SEryic - |
_ﬁWarning SG-PRAGLUE-AD #“2100M2-01 FIERI2007 &i46:.. 4 o =
gErrnr Sia-PRAGLE-AD »4100-01 FI2TI2007 &:46:... 10 1] -
4| | 3
Computer Details - X410001
Attributes I Rule Groups I Computer Groups  Roles |
MO Agent =
= Q SG-PRAGLE-AD%4100-01
Instance | Ackion | Agenkt Backup MOM | Management Mame | Primary Mok
MName Account | Mersion Servers Per | Group Server Per
Identity Management | Membership Management
Graup Group
£4100- | SYSTEM | 5.0.2911.0 mom0Sshow, sg- | ®4100- | mom0Sshow
01 p-04,s0-pavel- (01
werify, sg-prg-
pavel
Sun Server
= Q SG-PRAGLE-AD%4100-01
Instance | Manufacturer | Model |Mame | SP SP IP Address | 5P MAC Address
[ame Firmware
Version
%4100- | Sun Sun x4100- (2.0 10,15.141.149 [ 0O: 14:4F: 39:FD: 20
o1 Microsystems | Fire 01
x4100 =
Server I;I
Kl [»

Sun Classes

The new Sun Management Pack has added a class named Sun Server that is visible
in the Operator Console State Views pane.

State Views
=l [ Al ¢ Skate Yiews () MOM Agent () MOM Server () Sun Server Al Open Alerts

i state i @ @ &) =

{Z All 5un =64 Servers

{0 Microsaft Operations Mand
{1 5un Blade Modular Servers
- Sun Fire x64 Servers

The new Sun Server class provides detailed information about the health of classes
of sensors on Sun servers.
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State d&*" Dom... Computer () MOM Agent s\, Sun Se... & All Open Alerts

), Error S5-...  #4100-01 () X o

State Details - Computer: 410001, Role: Sun Server
Inskance

Skate - Camputer

#4100-01

Enhanced Views

Once MOM 2005 receives more detailed information about your Sun servers, it can
integrate that additional information into its many views of managed nodes on your
network. In the Diagram View topology, for example, MOM 2005 displays Sun-
specific icons to represent Sun servers.

S0P AL Bl D0 | el PR A A D |- S-FA A B-AD D01

To view detailed information about any server displayed in this topology, mouse
over its icon.

& _Ll""
SG-FAAGH D DD |
SGE-PRAGUE-AD%E420-01
FQODM: x§420-01,5g-prague-ad,czech,sun.com
IPAddress: 10.18.141.2158
Management Mode: Agent
Microsaft \Windows Current Yersion: 5.2
Sun-ComputerModel: Sun Blade X8420 Server Module
Maodel; Sun Blade ®3420 Server Module
SP Firmware Yersion: 2.0
TSP IP Address: 10.18.141.156 o
SP MAC Address: 00:03:BA:FL1:32:C2

-Status: \Warning ]

Access to Other Sun System Management
Resources

MOM 2005 provides a combination of vendor-independent and vendor-specific
views of managed servers on your network. The new Sun Management Pack
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provides additional Tasks that let you access other Sun system management
resources.

Access to Sun Service Processor Web Interface

Each of your Sun x64 servers has an ILOM or an Embedded LOM service processor.
The firmware installed on these service processors supports remote access to a web
interface running on that service processor. To log in to the ILOM or Embedded
LOM web interface for a selected server, expand the Sun Microsystems Servers
entry in the MOM 2005 Operator Console Tasks pane and click SP Web Interface.

Tasks

o @ Computer Management
“e_ml Event Yiewer
- e IE‘ Configur akion

I ,__[ Microsoft Operations Manager
= ,__,r Sun Microsystems Servers
------ _; Fun Sun Server Discovery
; ----- SP web Interface
- =l Sun Mlu:ru:us-;.-'stems Servers

MOM 2005 launches a Task Wizard that guides you through the process of accessing
the SP web interface of the selected server’s service processor.

Launch Task Wizard I
Task targets

Select the target computers and Role instances For the task,

Targets:

< Back | Mexk = I Cancel

After the Wizard completes processing the task, click the event corresponding to the
Task and click the hyperlink to the SP web GUI. In the following screen shot, that
hyperlink is to the IP address http://10.18.141.149.
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Events later than 711/2007 2:00 AM

Tvpe Time Damain  Compuker Description =
@ Information  7/14/2007 2:28... SG-P... ¥4100-01 The task 'Sun Microsystems =
€Y Information  7/14/2007 . SE-P.. E4100-01 The task 'Sun Microsystem

G;i Information  7/13/2007 4:16... SIG-F‘... ®8420-01 The task 'Sun Micrasysterrilll
4 [

Event Details - 1 Event

Properties |.ﬁ.lerts I F'arametersl

Descripkion: Darnain: Sa-PRAGLE-AD ﬂ
The task 'Sun Microsystems Serversisp | Computer: #4100-01

\Web Interface’ has successfully Time: F114)2007 2:28:56 AM
executed against "Sun Server:Sia- Type: Infarmation

PRAGUE-ADYX4100-01%4100-01",

Task Id: {08990E6F-AA0S-41DC-9BE7- Pravider Mame: Internally-generated

D2671DA3DE3} Event

Ewecution Id: {84D0BS11-BCeF-49E0-  Event Mumber: 9896

G0AF-39049E 1DFSET Provider Twpe: Generic Provider
Launched By: Source: Microsoft Operations
MCMOSSHOW Adrminiskr ator Manager

Cakegory:

Raises Alert:  False
Consolidated:

"To open service processor web Fram:

interface of x4100-01 click the Fallowing 1,

ink: bttp://10.18.141.149, Evert1d:  7cF75450-966d-468c-
a709-745d4760a299

The Following output has been
generated;

[

MOM 2005 launches a web browser and displays the login screen for your ILOM or
Embedded LOM service processor web interface.
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Sun” Integrated Lights Out Manager

5P Hostname: SUNSPO0144F1FB252

User Name: ||

Password: |

@ Sun.

Lt

Access to Sun Server Resources

You can also access Sun-specific web resources from within MOM 2005. To view
these resources in a web browser, expand the Sun Microsystems Servers entry in the
MOM 2005 Operator Console Tasks pane and click the Sun Microsystems Servers
link.

EHE' Sun Microswstems Servers
feLq Fun Sun Server Discovery

MOM 2005 launches a web browser and displays the following web site:

http://www.sun.com/servers
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Glossary

Acronym Term Definition

Administrator In MOM 2005, the Administrator Console is an

Console interface based on Microsoft Management Console
(MMC) technology, used for monitoring and event
management.

alert view In MOM 2005, the alert view is a window that
displays specified alerts in the management group.

attribute In MOM 2005, an attribute is a characteristic of a

discovered system.

attribute discovery

In MOM 2005, attribute discovery is the operation by
which agents installed on managed nodes report
node-specific attribute information back to the MOM
2005 server. Based on these returned attributes
from individual servers, MOM 2005 compares the
results to rules and classifies servers into computer
groups and computer models.

computer
discovery

In MOM 2005, computer discovery is the operation
by which MOM 2005 polls its local network for any
Windows-based computers that it might monitor.

computer group

In MOM 2005, a computer group is a collection of
computers with some attribute in common.
Computer groups are defined by computer grouping
rules for similar event management.

computer group
filter

In MOM 2005, a computer group filter is a set of
predefined criteria for viewing groups of computers
in the MOM Operator Console.

computer group
view

In MOM 2005, the computer group view is a window
that displays specified computer groups in the
management group.

Embedded LOM

Sun Embedded LOM consists of service processor
hardware and firmware that supports the remote
monitoring and management of Sun servers through
IPMI and SNMP interfaces.

event rule In MOM 2005, an event rule defines the conditions
under which an alert gets generated in response to
a specific event.

event view In MOM 2005, the event view is a window that

displays specified events in the management group.
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Acronym Term Definition
filtering rule In MOM 2005, a filtering rule excludes an event,
alert, or performance data from some or all
processing by MOM 2005. Types of filters include
pre-filters, conditional filters, and database filters.
ILOM Integrated Lights | Sun ILOM consists of service processor hardware
Out Manager and firmware that supports the remote monitoring
and management of Sun servers through IPMI and
SNMP interfaces.
ipmievd ipmievd is a daemon (service) which will listen for
events from the BMC that are being sent to the SEL
and also log those messages to syslog.
IPMltool IPMltool IPMItool is a utility for managing and configuring
devices that support the Intelligent Platform
Management Interface.
MOM 2005 | Microsoft MOM 2005 is one component in the Microsoft
Operations WEMD suite.
Manager 2005

notification group

In MOM 2005, a notification group lists operators
and scheduled availability for receiving page or e-
mail responses.

Operator Console

In MOM 2005, the Operator Console is a graphical
interface used to perform monitoring functions.

product
knowledge

In MOM 2005, product knowledge is a collection of
rule comments that embody knowledge about the
meaning and importance of events. Product
knowledge is often developed by systems vendors
specifically for their brand of systems.

rule

In MOM 2005, a rule is a method of grouping
computers or identifying data to collect. Rules can
define a collection of computers for similar event
management. Rules can also define the events,
alerts, and performance data to collect, what to do
with the information once it is collected, and how to
respond to the indicated condition.

rule group

In MOM 2005, a rule group is a set of rules grouped
together with a single name. Grouping rules
together allows you to associate more than one rule
with a computer group.

state indicator

In MOM 2005, the state indicators displayed in the
Operator Console show the state of computers in a
specified computer group.

task

In MOM 2005, a task is an action that diagnoses or
repairs a problem. A task can also automate a
management process.

Web Console

In MOM 2005, the Web Console is an interface that
allows you to access database information remotely
from any Windows platform that can run Microsoft
Internet Explorer.
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